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ERERENEMY  FHEBRARNERABNTEE

REEREEER

EEE B ERERENERFATREBEW
Amazon EC2 #1T{E . MEFEREEGHEA
BHNERERE , URFIBRHTEBNTAR
B, HTERSUEERTERNE8T. W
RERERSHETNAREREHEBEEEHAE , 3
TEBEEHE A, UBREEERE,

WMFEFMENR , 528 (Amazon EC2 A&
BE) PREABSEREEE. Amazon EC2

BREEFHE R , = License Manager B
BB A M,

MEFHMER , F2E ( License Manager
A& Y License Manager i) &
REFAE

RREAERFAERNEARER,

MEFHMER , FSEAWS FEIEEPHE
FH AWS Resilience Hub 8| 2 F1 S E & 1) FE A 12
A5EM

ffEFH £AFEHMEREHE AWS RAM,

NWBMET, | BBH (EABEE RHT
HAEHR. AWS RAM

E181E AppRegistry P2 FERAERNE , RKE
SEHAEREAERXBIEREE, EAEXE
REEARERAESTMEERNES. WRKE
tEREEAEAHBEBNSEEEE Y HE
CloudFormation B &R &4,

MEFHEN , 528 ( AWS Service Catalog
EEEIERE) PR AppRegistry,

AWS £/ B9 BR#E AWS Resource Groups


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/ec2-capacity-reservations.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/capacity-reservations-using.html#create-cr-group
https://docs.aws.amazon.com//license-manager/latest/userguide/license-manager.html
https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com//resilience-hub/latest/userguide/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://docs.aws.amazon.com//ram/latest/userguide/
https://docs.aws.amazon.com//ram/latest/userguide/shareable.html#shareable-arg
https://docs.aws.amazon.com//ram/latest/userguide/shareable.html#shareable-arg
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
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ERAEER

AWS BR#%

AWS Systems Manager — Bt AWS & JRHY 7]
R,

Amazon VPC Network Access Analyzer — & 5
HERNTEENMERRFE AWS,

EREERY IR TSR RE

REEREEER

KELERR , WHUERBEAERNERRE
NI AEEE, £ AWS Systems Manager &
& | Application Manager Custom fEF#E
NEASEBHEANMBRUERFEAAERN
FEREXNREER, ERILER Application
Manager FEVE A , 17 Bh S8 3 K FE A 72 =X 5 1
EEREREETEEE , URBEEREES
1E.

MEFMERN , FSEAWS Systems Manager
 ER&EHE) PHTE Application Manager A
EREAREIN.

BRI RIEEEMREINEROREME B
# AWS Resource Groups., J& A EERE&(E
AWS RIENPEEFE , TZERERBN AN

SE,
MESFMER |, 5528 (Amazon Virtual Private

Cloud A E1ER) PRREMEHEREFHENERE
RIFENEIE

BERFETREUEMEAEE AWS BRNES. AL AWS RESEBHEHENIAKEHITHER
RREREIAER, WERBTUAREEEAIFEARENRTE , MAEEIEFAEN JSON ERE

B ANERE,
AEBRAZEN AWS R AVBERERTE.

ES ]

- MAFEEEEE AR RBERE
- ARFZAERERY JSON &

- XENHEERENSH

BRA AR AR


https://docs.aws.amazon.com//systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://www.json.org/
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MAFHUEEE G REE N RISERE

TEREELAFHEANBREEESEFAXBRKREEN I ERASKREARE , fINZRBENERERAE
H AWS CLI fl AWS SDK #&F, REREeETEBHRKELFE  RIEFEERBES AWS RIE
REMNGOAFH , FASRELIUEMLSRNBREM. FiB , ERLEERT , BALE AWS SDKs HHE
AWS CLI 1 EE P EAT I AP IREREAREEREEE

- BE&EHA CreateGroup BEE AR , B LUE B S WHRBEESIEE,
« B LAMER PutGroupConfiguration RIERIEURIZEEFHER B siHERE,
« BATLAREAY GetGroupConfiguration HRAERRIRE REFAM B ar#HRE,

AR HERERY JSON 7ES
ERBETNESEE  ERERERRER S 2 RN R BERE.

fHREELL JSON IR R, R LE  AEREFEEEEENES, SEFAEEHBERETSW
BxE : Typelf M MEZEEParametersEEMN —# . BESHEETE Name M —H S (@ AIE
5lvalues, THIER####NEHHIERE - SO ERBEENBERNELNTE L. HEFBEREERESH
MER  UREAMEENEESE. T-HSRERGRNER, S2HNE.

[
{
"Type": "configuration-type",
"Parameters": [
{
"Name": "parameterl-name",
"Values": [
"valuel",
"value2"
]
.
{
"Name": "parameter2-name",
"Values": [
"value3",
"value4"
]
}
]
}

FH 14


https://docs.aws.amazon.com//ARG/latest/APIReference/API_CreateGroup.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_PutGroupConfiguration.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GetGroupConfiguration.html
https://www.json.org/
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GroupConfigurationItem.html
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]

X EWHERRENSH
SRR EEATIEEEE, SHASERSE - AYRERARNSH.

£

» AWS::ResourceGroups::Generic

« AWS::AppRegistry::Application

* AWS::CloudFormation::Stack

« AWS::EC2::CapacityReservationPool
« AWS::EC2::HostManagement

» AWS::NetworkFirewall::RuleGroup

AWS: :ResourceGroups: :Generic

HHRERRASEEHERFHEBFHTHEERERNEE , MTARA/ AWS BBREREEREEN
TH. WIRBEFFES EBHGHARER | fli AWS: :EC2: :CapacityReservationPool#
AWS: :EC2: :HostManagment$H &,

T%ParametersiBAMAWS: :ResourceGroups: : Generic RIEEFEEE Typeo

* allowed-resource-types
B HiEEERFAR IS EERELBENER.
ENERER 75
SRTHE :
« AWS::EC2::Host - BRIt T E BEMN i, EEConfigurationEF WS EHH

{EConfigurationfy AWS: :EC2: :HostManagement, & AJ#{RHostManagement & RAEE
& Amazon EC2 ERE#,

« AWS::EC2::CapacityReservation- EfREERE LT EEE Configuration®WIEH B,
EE(ConfigurationEB S EFEM AWS: :EC2: :CapacityReservationPool, iEAJ#
fRCapacityReservation##H R 8@ E Amazon EC2 RERERE.,

HE YR, LEEZERFENEMConfigurationtEAER . ME\EAFNE , F2HL—

BEE .
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T gaHlS R A X SR B AER Amazon EC2 E#HITIERE,

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
}
]
}
]

* deletion-protection

B HEEEEIMBREREHE  RIFCTETEEMRE. MFFMEEF , F2H (License Manager
EREER) TV EREREREE

ENERER . FHMET

7

THE  ME— RFFRVES [ "UNLESS_EMPTY" ] (EXEAKE ).

HE AR WEEEEREEANEMtConfigurationtEAER, REEEREHEBLEES —
BEE Type 2 B9 ConfigurationtEk , T HEELSEAWS: :EC2: :HostManagement,

BRIFBFERBERE , BRIT IS RBUAFFAER M BRERE,

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}



https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html#host-resource-group-delete
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]

AWS: : AppRegistry: :Application
MtConfigurationF|AEEERFHMENRKE BIANWEARE AWS Service Catalog AppRegistry,

AW EREHE TS H AppRegistry IRIEEE , BRT £/ AppRegistry 2tV T E 24\, FREE L
B, EFRMER.

@ Note

HRALEENERFERH BHEYMNERE , AWS MIFR FAEEE , AEELEREET
BTALAINE PEVY o EREERE LR AWS iR FRVBELZERF,

MEFHMEN , 528 (Service Catalog EAEIER) FHIFEA AppRegistryo.

E AppRegistry Z It ERN RS EEERFEN K tSAHEERAEMBBRNSE AWS
CloudFormation 8 B 872 37 {8 5l 4 88 4\ CloudFormation IRF5 B4 E4H o

AppRegistry EEBAHEVHNILERBEEREDS , 78
% , AWS_AppRegistry_Application-#HEZEERAEANER
AWS_AppRegistry_Application-MyAppName

AWS: : AppRegistry: :Application R EEHBAB/HIETISE,
* Name
LS BIEEMEAEE AppRegistry PRV ERABRARAERNEREXZLERE.
ENERER . 78
RFFHE : AppRegistry RIS EARXNEBANNEIANFFH,
BE:Z

* Arn
LS EIEE AppRegistry FTigRERZERH Amazon Resource Name (ARN) B§1%,

ENEREE  F&B



https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com//servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
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SFFRE : BREY ARN

ME 2

(® Note
EESFAMSELTE , BH4AFEH AppRegistry T2 ARZARIEH AWS SDK #1 AWS CLI
BEREURERARER.

HWEARXERFES B8 A CloudFormation B2 AppRegistry FERARE BB EBR LN EREE
M ARBEK B, AppRegistry A SIfEA ListGroupResources BEREFEL FHE,

T 5 EHIFERAWS : : AppRegistry: :Application R EFEFEMNEREEERMNINE,

[
{
"Type": "AWS::AppRegistry::Application",
"Parameters": [
{
"Name": "Name",
"Values": [
"MyApplication"
]
1Y
{
"Name": "Arn",
"Values": [

"arn:aws:servicecatalog:us-east-1:123456789012:/applications/<application-
id>ll

AWS: :CloudFormation: :Stack

igp
B
I.

i

tConfigurationfEEIEE BN K AWS CloudFormation 8 K HE{E2ZHEBET AWS HWE



https://docs.aws.amazon.com//ARG/latest/APIReference/API_ListGroupResources.html
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E &4 CloudFormation & EE AppRegistry IRIFZZ B , RRSEHACELLBRNEREE
#o BRIEFEF AppRegistry I TE K RAEEEET., FHRMERELEE,

AppRegistry EEBAHB UL EREELBETSE , FEA , AWS_CloudFormation_Stack-#
HEEEMHBNER . AWS_CloudFormation_Stack-MyStackName

(® Note

HRALEENERFERH BHEVNERE AWS K MIFRERAEEE K RLELERFET
EMALE PUEY cEREERE LR AWS kR FECHER S,

WMEFHHERN , 5528 (Service Catalog fEAEIERE) FHEH AppRegistry,

AppRegistry & B ) &858 AppRegistry FER BT A =8 CloudFormation &% 37 itk 38 2 49 AR
HEEEREE, EEEREMBEERAE AppRegistry FEARER R EREENFRKE,

Itk CloudFormation EIREERI KX EREV AHE—E D AWS HNEIR.
AWS: :CloudFormation: :Stack R EFEFEREZETIISH,
* Name
B R#IEE R CloudFormation & , EAERERKHERZ AR,
ENEREE 75
JURTHY{E : CloudFormation PR &t ¥ & & 1B R FFAVIE(I X FF &,

VE B

* Arn

2 835 EE R AppRegistry FEAEX M CloudFormation #8&#) Amazon Resource Name
(ARN) B,

ENEREE 7B
JSLRFRE : BREY ARN



https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com//servicecatalog/latest/adminguide/AppRegistry.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
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® Note

EESFAMELTE , BH4AFEA AppRegistry T ATHEZE AWS SDK # AWS CLI #4E
RIEKEAER,

T3 & FFERAWS : : CloudFormation: : Stack RIS E L B 4A VA RE B ER VSN,

[
{
"Type": "AWS::CloudFormation::Stack",
"Parameters": [

{

"Name": "Name",
"Values": [
"MyStack"
]
3,
{

"Name": "Arn",
"Values": [
"arn:aws:cloudformation:us-east-1:123456789012:stack/MyStack/<stack-id>"

AWS: :EC2::CapacityReservationPool

ftConfigurationBREEERBFERNRFERERENERFERE, LERFENKENXER
Amazon EC2 BRERE, ERFETUTELERFHHENETERE , URFEH BEALANSE
B AWS Resource Access Manager, i ] BEFEA N ERBFEAMATERESHNERKE Amazon
EC2 #11TEHE. ELHTIHIRER  STERSER BFEAPTANEZERE.

MREFRFHERETHBIE , RIELKERBFEREAFERA Amazon EC2 UltraServer REEH , &
AlETEREEEENA B INEESTERRE ., MEFMEH , F528 (Amazon EC2 FREE
B FRERSEREHHE,

MREFREEFUE R Configuration®E AMRBELEREE , AKX AEEES TIERE
AlConfigurationIEH :

ERRRBENB Y 20


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/create-cr-group.html

AWS Resource Groups EREER

- EE—HAZEHAWS: :ResourceGroups: :GenericEH :
- Z8allowed-resource-typesHl FWE —{BEAWS: :EC2: :CapacityReservation, E TR
2B Amazon EC2 RERE A UREREHENKE,
- EEMESHAAWS: :EC2: :CapacityReservationPool$HH! :
+ reservation-type— REEEA Amazon EC2 UltraServer REERREERERZHERF I E
E, WBPE—RFFES capacity-blocks

- instance-type— REEZEA Amazon EC2 UltraServer REERRERERZREBIEE,
LR RFFHIES trn2u.48xlarge®l p6e-gh200.36xlarge,

3

\y

THEHBEREFTEEREMN ConfigurationEE :

{
"Configuration": [
{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": []
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2::CapacityReservation"
]
}
]
}
]
}

T3 EHIFE R #E Amazon EC2 UltraServer RE[E#H ConfigurationEE :

{

"Configuration": [

{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": [

{

"Name": "instance-type",

EEREASE 2
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"Values": [
"trn2u.48xlarge"
]
.
{
"Name": "reservation-type",
"Values": [
"capacity-block"
]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2::CapacityReservation"
]
}
]
}

B reservation-type Amazon EC2 UltraServer & E#EF , # instance-type#l ¥

FERFEAER , THTAERARZKEREE

- BUNKEMREREHMEZ N ERBEHARE  BHMREBLER reservation-
typefREA capacity-block , 4% instance-typei®E A trn2u.48xlargesk p6e-
gb200.48xlarge,

- BEl, WHE—fFFEreservation-typeA capacity-block , M MM — fAFF{Einstance-
type& trn2u.48xlarge®l p6e-gb200.48xlarge,

o BEEA ML ) Amazon EC2 REERFIBEFR T E reservation-typeMl instance-typefl
RENEIREHE

« #118 reservation-type#l capacity-blocki{lES B S EHMERBREERENERF.

- MRERBATBRIERFRMBREE , IFEANRESREEAS , ERFTERKLEAL,

- Bl , BB reservation-typefl instance-typeflRES N E REHE L ENRIREELEH.
EESTGBRER , S AMBREE , AREAFEREFEE,

HERERNSH
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- BEZEZAFHETRBUTEE  SSIHTERIUEEZ A FFE,

AWS: :EC2: :HostManagement

W BIRFEIEE Amazon EC2 EHEEAIELE AWS License Manager , LA R &t B E X B R HIE11T
MNERE., MEFMHEFA , F2H0 P EHEIREE AWS License Manager,

MREFREEG B R ConfigurationB AWK ELEREE , A XAEEEE TIENE
AlConfigurationIEH :

« AWS::ResourceGroups::Generic & , 28 A allowed-resource-types , E—EA
AWS: :EC2: :Host, ERAI#RRE Amazon EC2 ERF# LR BENKE,

« AWS::ResourceGroups::Generic & K 284 deletion-protection , E—EA
UNLESS_EMPTY, ERIFERERIFFAEAZ , B RIMEMBREE.

AWS::EC2: :HostManagement FRIERZFEBFR T ETISE,

e auto-allocate-host

2HEENTEEREREERAEIHLRE  EREFMEFAFERHN THER LS. WHEF
HMEF , F2E (Amazon EC2 fEAEER) M T B B BB,

ENEREE . mME

AREFME : Ttrues = "falses (ZERPE)

VE B
L
{

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
1,
{
"Name": "any-host-based-license-configuration",



https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding
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"Values": [
"true"
]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

 auto-release-host

W2HSREEHETNEATREREE EAMTHHTERK LZEEEE., NEFMAENR
B {Amazon EC2 &) MR ITER T,

3
¢

ENERER  mME

AREFME : Ttrues = "falses (ZERPE)

VE B
[
{

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{

"Name": "auto-release-host",
"Values": [

RSB E 24


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-releasing
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ERAEER

"false"
]
1,
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
1,
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

 allowed-host-families
WSEIEEMANBERENHITERTAFEAMLEHTEBREERS,

ENEREE  FRE5,

AFTNE  BE XAERBEME Amazon EC2 #TREIBEEE R FIEBIFF |, Fla0 C4. P3dn,

R5d,

ME B

THIEFIERETE B IEERMBAIFITERRER C5 X M5 HITEREERIINKE,

M5}

25


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/instance-types.html#AvailableInstanceTypes
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ERAEER

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-families",
"Values": [
"c5",
"m5 "
]
.
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
1,
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}
]

* allowed-host-based-license-configurations

WSBEELEEAZFHENEN — RSB OV/IGFERIREEAN Amazon Resource Name (ARN)

BB,

26


https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
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ERAEER

ENEREE : ARNsEZ,

AREFNE  BEEBEXERBEMY License Manager #8588 ARN,

ME  BIRGRE, EHXBERERSBEEH any-host-based-1icense-configuration , {BF&E

RREEME, EMRERFN.

T5IEE BRI B IEE R ENE A LA EAMEREER License Manager #7E,

"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50ba4l6eb658EXAMPLE2222"

]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}

27
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any-host-based-license-configuration

HBREEETESBERBEREE FHERVEB, TEBEAT , ENERERFHEKE WU
RAmAR L BAREREEE. IREETRYBNRE , YRBHECERERR , FEMLR
Eo

ENERER . AME
AREFME . Ttruey = falses (ZERPE)

PHE . BIEGRE, BSBERENRSEHE allowed-host-based-1license-configurations ,
BEFreERIEEEME. eMRERD,

T B FIERETE B 15 EBH B A & AT LAGE R BT #2008 i B 4R AR 7

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
1,
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]

ERRRBENB Y 28
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ERAEER

}

THIEFIRAMAERIAE ETRERERETSEE—HES.

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
1,
{
"Name": "auto-release-host",
"Values": [
"false"
]
1,
{
"Name": "allowed-host-families",
"Values": [
"c5",
"5
]
},
{
"Name": "allowed-host-based-license-configurations",
"Values": [

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50basl6eb658EXAMPLE2222"
]

]
}I
{

"Type": "AWS::ResourceGroups::Generic",
"Parameters": [

29
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{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"

AWS: :NetworkFirewall: :RuleGroup

MR FEisEsH B AR EREBITH AWS Network Firewall 3R BIBHAR T, BFANBEES O LR
EEAERBFAEN ARN , LEBHEMPHFABRABFEKEN IP it , MAXFHY HESE U, 40
EHMER  B2EE PERAERREEREHE AWS Network Firewall,

o LA A Network Firewall 2 & H#1T AWS CLI S5 AWS SDK 12ERE M I AHREEA N ER
B,

IEREANERFAER THIRS :

- BN K EE 3 E Network Firewall X ENERER,

- HEX A EREEHREERENKEER , TNEARESEHIZEBRNXBEERER , #a8
BRARENKE,

- WiEREE A ParametersTXE .

- EEMBRICARERNEREAE , T Network Firewall H BIFEHB LB EE,

THEHIFREA I BREHAMN Configuration® ResourceQueryEER,

{

"Configuration": [
{
"Type": "AWS::NetworkFirewall: :RuleGroup",
"Parameters": []
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}
1,
"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":[{\"Key
\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"

T5IE6] AWS CLI Sh S EEMA R VERENERE Y BRFE,

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFilters\": [{\"Key\": \"environment\", \"Values\":
[\"production\"13}13}"}"' \

--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []}]’

"Group":{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",

"OwnerId":"123456789012"

},
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"]1}13}",
"Type": "TAG_FILTERS_1_0"
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£ HEBEUEHBEE AWS Resource Groups

EREFETHNER

£ AWS Resource Groups , B R EHRFENER, Su U BEERFEUUTREERERAFH
_ﬂﬂkgﬁo

UEBAER

BERUBHDIFLLTHIRE AWS: :service: :resource. M EBBRIEENERERNETE, EBA
#olg  EPEBMEFASTINER, ERE2EHHEIERGIENE,

HEUERAERNEH  SHUUNEELEENAFENENERMLANESR. flin , mR
ERERVEREE , HP 32 CARFITEARIAEEERNATE Amazon EC2 #1T{ERRH
Amazon S3 EFETHE  MESHEUEEANERENBTERNREFTR BTN FETEE
AWS: :S3::Bucket AWS::EC2::InstanceMERER K RAREETERES|HE Stage , EREA
Test,

ERAEREEN ResourceQuery 2EEEZEETITE :

* Type

rEiELHEEHEEENERBE, 2EEVERRERHEE K BiEEE
TAG_FILTERS 1 0, O FAIR :

"Type": "TAG_FILTERS_1_0"
* Query

rRERARLE ERNEREN, CEB2REETIITEN JSON FEFHERRE

* ResourceTypeFilters

HTERERERBRIAEFEHRRENERER., SBUIUEETIIE :
« "AWS::AllSupported" - EERR AN T ERECEHAEERFHARSE A sl X ENTMER
=98
« "AWS::service-id::resource-type - ERBHERRFTENIER I RFE , B W
T : , fl#m "AWS: :EC2::Instance",
 TagFilters
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hrEREEESRETRY K ELFRYSRERFERNERETLR., EAFSEERN

ZEBRSIBANENASSESE BT, SEGRFRGHTSTIITE

« "Key" - EREREBNFH. AAEFANTRCIZBBWEBNERFTSHERS , AR
BHAEANKE,

« "Values" - F& , HHESERSRNEERSIBEFE. RAEEAMERRSIEMN
REWFERENER , T REENKE,

FIEIEL JSON TEHHESH A JSON BEBNETFERRE, HllN , FEEQueryEFTHE
f5) JSON & , HWEHEEELYESRS "R, BEA TAE. 8 Amazon EC2 #{TEEE,

{
"ResourceTypeFilters": [ "AWS::EC2::Instance" 1],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}

& JSON A AR RATHETFSE , WHE QuerytEMNE., HM JSON EENESLEARE S|
FHE, AEXARHEMARESIHEFAHNEREF T, EE—EFcaiEMERBE , WFFT
N

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\":
\"Stage\",\"ValueS\":[\"Test\"]}]}"

R1& , TRMResourceQueryFERE U TR , A CLI HHBEERR :

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\":
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}!

CloudFormation & &

1E 3t & CloudFormation BE I F | BT LA7E B &7 [E15  AY 1R F #31#4$E CloudFormation & | A%
EHEMEELEEHETNERER, B REELL—{E CloudFormation & A E BN EM,

ERFEEANER 33
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® Note

CloudFormation & A LA E& Hth CIoudFormatlon ¥, #E A TR HBA
ERMERBEATSURERES »BBE FHEBNER, ﬁ/ﬁﬁ%ﬁﬁz‘ij?iﬁ BITIEER
RN EREAMAE —HAKSE , ﬁﬁ’f’ﬁ)ﬁﬁﬁ ©1f.

ERBESZEBUEETIHP —EREMN CloudFormation B AEBHNEN,
* CREATE_COMPLETE

« CREATE_IN_PROGRESS

* DELETE_FAILED

« DELETE_IN_PROGRESS

« REVIEW_IN_PROGRESS

A Important

BEEVATHTHE oM ER , TETEEERFMEP. CloudFormation H# &
EZE%&ElE’JﬁﬁT%EZ%ﬁ%ﬂE’\JEﬁEO flan , R Z 7 BEIEEFE CloudFormation
WAMEEBN—I0 , AIZXBBEEFENAFENRKE, T8 , XEDERFETRERRE
3K Amazon EC2 #1TEB R 2 CloudFormation & H EREHANKE,

MR IERIF CloudFormation B EVEH L BHBNREEFTFATHEIEMNA SHETHERN
Bf4{HDELETE_COMPLETE , RIZERBEAMNATRE , BREKEER.

BYERBECE , KUNEREPNERAITES,
CloudFormation B8 & & REHA ResourceQuery BHEXEETIITE :
* Type

rREHBEEHSERLEREAE,

£ E#E CloudFormation & & REF4E | 555 EE CLOUDFORMATION_STACK_1_0 , 3AFFR
N

"Type": "CLOUDFORMATION_STACK_1_0"
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* Query
R ERARLY ERNEREHR. E22E8 THTERN JSON BEFERTE .

* ResourceTypeFilters

hrRESERBHAEFTEHRFGNERER, EUYNEETIE

« "AWS::AllSupported" - EEBRUTUTEREETHNEMERER,

« "AWS::service-id::resource-type - ERERERKRFERNERIBEE , BXUT
570 "AWS: :EC2: :Instance"s

» StackIdentifier

WRREELEFERITEEFHEAFTHNHEBE CloudFormation Amazon Resource Name (ARN),

FTBEIEL JSON TR HNHEEHA JSON BN ETFERRRZE, HlW , FEEQueryEF T HEHI
JSON #&#EH ., hEHEREELYHEMIEE CloudFormation #& —% #) Amazon S3 F17ETEE,

"ResourceTypeFilters": [ "AWS::S3::Bucket" 1],
"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb0d5000-aba8-00e8-

aa9e-50d5cEXAMPLE"
3

=

&% JSON AILARRATHETF & , WHF QueryTHEME. HR JSON BRNELARLSIHF
F, A ESREEHEMARESMAARNENRFE T, B8 —EF T EMNERBHR , MTAR

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/

fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

A% , TEMResourceQueryFHEEBIM TR , U CLI W HBEKRT !

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-
west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-

aa9e-50d5cEXAMPLE\"}'
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EEERAEEHIEEE

TIRFRANMITEZESREEN  WEACREYEREE,

Console

1.

2
3.
4

& A AWS Resource Groups £#2 A&,

ESBERY | BEEIEREE

EEVEHABEERNBEARET  BEEBRBARA,

EDHEEGT  BEELEEERBATPNEREE, SEEHPHRSIUE 20 BERER,
ARIZE SR | 551212 AWS::EC2:Instance B2 AWS::S3::Bucket.

MEDHEFEGT |, $rEHER |, EEERRCIBIEBRSIEBANEY , URFHIEFNERESIE
FREZEEENLEENER. THRERK |, 1#1F Add (3718) IIZT Enter 88, EE@EEHI
i, ¥ 8 Stage (BER) EBFRSIBNERETENR, EBERERAN , ElE—SHENE
HPER, ZUUEEBECHFEREE T , AEBSRINESEE. EENEESER
FEIEIE Add (i), EEEHK AND EETEREEE At , EHSEEFSREEEREEA
FIEEEEBNERNER,

EDHEEFEMGT  BEEERAER , LEERFHPFSEEEERSIEIERSEH EC2 H1TE
BB S3 REEITRIBEE.

MEEEENERE K FREBLHEHAELFHFAE,

a. ERAFMEAT 6 SHHFHEARE K BAERFENEHE,

ERFEEBRZTA 128 7 , @EFE. BF. EFH. IHVER. EBHRET
A= AWS B aws., ELRAEF, ERFEASBERRFIN BB AHERZHE -,

b. (i#F) £ Group description (B¥#HER) & , I ABHMEIR,
c. (ER) £ Group tags (BHEER) 1 , MTEBEREAREREHE (MIEFETHHNEER) 1Y
BB %S| MEH,

MREHEBUHENAEARENKE , AIFERREEH. RAEUBHEATEREES
D—EFRBRE|8 , FHERE Group tags (FHERR) PREL —BRBRCI BN E A5
B EHRE S MERBHER R,

TR BEERMEE
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AWS CLI & AWS SDKs

DESAERNBEESBIBEER TAG_FILTERS_1_0 WEH.,

1.

£ AWS CLI T/EMERR , MmALLT AR , REEK Enter , BEERT, #HR, EREE, &
BRIIBNERENENRALECHE, BAKSZARF 12 EFT , BREFE. 87, EF
. JEAR. BHARNER, SESHPRSALUE 20 BERERE. ERFARBRSZ IR
128 @7 , @fFH. BF. EFHR. GRNER. BEABRTTR AWS H aws, BLERR
BHF, ERBHEEBEENIRFHALARE -,

ResourceTypeFilters EAVFE—E. FEEEMEERER , BFEA
AWS: :Al1Supported ¥4 ResourceTypeFilters B,

$ aws resource-groups create-group \

--name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"]1}, {\"Key\":\"Key2\" ,\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

THREH BT

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'

UTHTASEMEXENERERMNEN,

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}"

LUF 2 E T mER A,

- BEEV 2 EBERNTERHA,
- BRAREYFHEANERESM.
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- BEEHBEBABIAVRER,

3] CloudFormation 3 &R 848

THREFRANMEEH#EBREN  WEACREYEREE,

Console

1.

2

3.

4

5.

6.

7.
a.
b.
C.

8.

& A AWS Resource Groups £ A,

EEEERYD , BEEEVEREE.

EEVEHAFENTFEAERET | ##Z CloudFormation &R B EEA,
BESRERALNFEERNHEE, —AERFERERBE—EAHE. FEGBRHEENE

B,

ARt AENEERL. REEAEXERENHESRRERESF,

BEMHENAEEGSEFETNERER, SHLZEIHER , RETERE , Al supported
resource types (FTEXEMNERER), NEXERUEFEAFTHNERBEENFHEN , 78
B8 0] LAFEBL AWS Resource Groups FEB fmiEss fF A ERER,

BEREREER , LMED CloudFormation 2R S EMBEEREHENERBEE,
MEEERENFERE  BEBLHERELHA,

ERAFMEEAT , SHEHFHESE O AERFENEE,

ERFEEBEZTE 128 @Fx , 3EFE., 8F. EFHE. ARANKR. SBHAET
AT AWS = aws, EXRTAEF. ERFEABSBESRFHPNE I BE P XA -1,
(i f) 7£ Group description (B¥#HIEIR) | & A B A EIR,

(E M) 7£ Group tags (BHAER) F , MEREAREREE (MEFAHPIKEER) B
EBFRS|EMEHE,

MREHERUFHERSEAFHENKE , IFHERERERA. BARUHETEREES
D—ERBREIR , FFHERHE Group tags (FHERR) PHEL —ERBRSIBMEEES
B ESMRA S MEARFHER R

TERE , BREEVEFE,

AWS CLI & AWS SDKs

CloudFormation &R E AR UER NWEHSEMCLOUDFORMATION_STACK_1_0,
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1. BT, $EEEE. #d, HEFNFNEREENENRACECHE. HERS
AR S12fiF R , afEFR. BF. EFR. KR ERHFRNZER,

MREREEEREE  EFRFESEHBETIEMEXENEREE, SEEFPRS AU
B2 BAEREE, ERFEEBEZTHE 128 8F T , @FEFH., #HF. EFH. 9RAE
#r. BBEETAR AWS = aws, ELERAET, ERFERBELRNIREPLARKE—H,

stack_identifier 2i& ARN , M HIFHS FFIRo

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
'{"Type":"CLOUDFORMATION_STACK_1_0","Quexy":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

THREH BT

$ aws resource-groups create-group \

--name My-CFN-stack-group \

--description "My first CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::5S3: :Bucket\"]1}"}’'

2. UTREEGRSMERN.

- BEEV AN TERH,
- BRREYHENERES,

#37 CloudFormation & R Bt 4H 39



AWS Resource Groups EREER

£ PEFHEE AWS Resource Groups

FEEHMERFATHEREERFAE , CUREHEERNEINER, CREZEBEAEANE
BNEFE  RBETHENBRER, CEZZENEZFNEEHEINFAPBRENEEER. AN
HIBBREEERNREFERFEEERNER. A2 RBEENERREEREAETESNERE
B L ERIRARERERERETHER.

= EE# CloudFormation #BHEREFE , SANREFTENHE, SHAURENATHE BN
HEBDHEIBREFEDL, ZEEFHEBRITANER , FENARELHEEM CloudFormation &
K REEEPEFHMHEE CloudFormation, INFEMAEF CloudFormation B FEMER , BHSH
( ER&EE) PHCloudFormation HBEEH, CloudFormation

£ AWS CLI , ZE2EmBEmtPEHRTFE,
- update-group , BEH TG CREFHFARSA,
- update-group-query , ZFEHTUHDHTREMEREHNER , EBESATEHERNENER.

E EEEH | B8%4 CloudFormation BRI HESFAERAEHEHE , R TR, T8 , BaT L
FF BEREA AP RHTILRE , BFEE + AWS CLl,

EEREEHEA
THREFRANAENEREEHFAE,
Console

SPFRHEMKENEITNEREENER  REFUEBLAERNEE, SIS ERH
B AV R

1. & A AWS Resource Groups £# &,

2. HEBERNCOCREEREFAT , BEFEHANERE  RARBERE.

(® Note
BRARENECHENERFE. #EEWMERBAERFENIRFHEE, Z3 AR
EHAE & NN MREEEESEIY AWS License Manager, MEFMEN , F2H (
License Manager fEFAE#EmM) FHE PFEEEREAE AWS License Manager,

ENRRAEMEE 40
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3. ERBFEEEMNSBERGT  FEIBREREE, SEEHPRZILUEA 20 BER
B, FEBRERED  RESZREHER LM X, 22 View group resources (MR &
HER) LEEZEFNMNEELNERFERE, EUESHRY , ZMASKERER
AWS::RDS::DBInstance ¥ Z&#,

4. PESBEHRET  AEEREEER. EEEEH+ , RMEHES Stage (R BEBRSIRBHNE
REETERRI T Test CAIR) WEBE, EREREAN , E0NE—SHIEANER. &
ERRES  FEEEENER LN X,

5. 1£ Additional information (¥ ) [E1F , BRI REFEER. ETEEFHERIRRER
HRBERE,

6. (EA) EFEEEY , EUUHMEIBRER. HEEESERERFENPEER, M
FTeYEREER. EESFERHATHEONER , BREIAKRETHER,

MREHEBMLFHERAEARFENKE , FHEERERER, ELEERERBRERT6E
MEE, Rt , FELKBFEARRTELA —AERRCIENEELEFHARRERATENE
8o

7. REFEEREAER  UEBGIKRFAFEEERRRS/IE 2 EC2 H11TEEE. S3 fMETEM
Amazon RDS EXE#HTERBNENFE, NRERBERMNBEEFRTIER , FHRERR
£ A& FE Grouping criteria (BHERMH) PREEZEBAE RN LERR,

8. SEAEF , 55&#F Save changes (FAZEE).

AWS CLI & AWS SDKs

£ FAWSCLI , ZEFHMBENEN , IFARMBEFRBNTSREMNERFEANER, BELR
BIREHENER, £ P AWSCLI, Ba LS ERAEEEE A CloudFormation BRI EE | &k
2R,

1. MREFPESEHENRE , FREBUTRIBET —ELFR. £ AWS CLI TIEREH ,
BWALTRE , AR Enter , #HERBNHELINERKKEECHE,

$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"

THIREHBT.

$ aws resource-groups update-group \
--group-name my-resource-group \

N BRDE NN Yy
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--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

e EE T EE N EHERA,

2. AEEHRENEANER K FRATIST, SHESHE,. BREE. ERRSISNERE
MERRAEZESHWE, A% pres Enter, BEEHPHSAUE 20 BEREE,

$ aws resource-groups update-group-query \

--group-name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuel\" ,\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",
\"Value2\"]3}1}"}"

THREH BT

$ aws resource-groups update-group-query \

--group-name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\":[{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'

R TEERENNEHMARR,

B #T CloudFormation #& R E¥4R

THIFEF R M{AEH CloudFormation H& AV E¥4H
Console

8L & CloudFormation B REHAREAREBAEEE AWS EEFRE, T8 , LWL
EHEMENER NP FLEQLSEFHETHEEERER, ShUERNSEHENEIL,

1. & A AWS Resource Groups £ A,

2. EEBERNCREEERFAT , BEFANERE  RRRERE,
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3.
(@ Note
BARENECHENEREE. #EEWMERBEAERBEENIRFHEEE., Z3 AR
EHEAEUNNEMEEEH S EIL AWS License Manager, MIEFHMET , 528 (
License Manager £ &E®E) FME RFEEEREHE AWS License Manager,

4., ERBFHEEENERET  ZESFHEAMENEE  SRTHXNBFEPEEHEE, —A
ERBARGERE—(EHE, EEGEMEBNFE  BRA I HBNEERK, REEEXE
MEHMEBSERERED, NEIENRENEE K BSRAERPNE PEVSHEFHE
AWS Resource Groups.

5. MELABKRERER, REHESTTHNERBERETEERETHEE, ERER Al
supported resource types (FTEXENERER), ZEEHPHZSZIUE 20 BERER, &
EBRREREE  ZEEREREEE LN X, NEZERUTEHEPNEREEWFEENR
ESR BT UEE AWS Resource Groups MERiRIESF AN S RER,

6. RETEEBEMEER , FAE CloudFormation # B FFSEFNZE RERNERBE,

7. 7& Additional information (Lt &) EiF , B LREFARR, BT ERERIRFEH
HWE B,

8. £ Group tags (FHEZEH) & , MEHBKRESR, HEACEEERERFENPEER. AT
eYEREER,. EESFERBAEHERMNEIR , £ Grouping criteria (BHEF4) fREE
%,

MREFHERULFHERSEAFENKE , AIFHERERER, ELFEEERRENTEE
MEE, Rt , FELSFEARRTEL A —AERRCIENEEEFTARERERAFTENE
8o

9. SEREF , 55%$E Save changes (REEE),

AWS CLI & AWS SDKs

£ FAWSCLI , ZEFHMBENEN , YFEAMBEFTRANTSRENERFEANER, BELR
BIRAHENER, £ P AWSCLI, Ba LS ERAFEEE A CloudFormation BRI EE | &
2R,

1. MREFTVESERENRYE  FHBULSRIBET —EADR, MIT TGS , SHESSE
M#ERNERRAEECSHE,

$ aws resource-groups update-group \
--group-name "resource-group-name'" \
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--description "description_text"
THREHRT

$ aws resource-groups update-group \
--group-name "My-CFN-stack-group" \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

e EE T EE N EHERA,

2. AEEHRENEANER K FWT TGS, BEHESHE, HEARNFNERERNEDRR
REECHE. EENMEEREE K FEGTTRUZBENEREREE K MTEELENE
MEREHE, SEEHPHRZTUR 20 BEREE,

stack_identifier 238 ARN , & HlGSHFIR.

$ aws resource-groups update-group-query \
--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Quexy":"{\"StackIdentifier\":

\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"]1}"}'

THR&HHS,

$ aws resource-groups update-group-query \

--group-name "my-resource-group" \

--description "Updated CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\",\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::53: :Bucket\"1}"}’'

R TEERENNEHMARR,

E# CloudFormation &R B 4H 44



AWS Resource Groups EREER

AAEmBEREN  ERERBERESREE

£ AWS Resource Groups #$& R R EEE S ERELERERTEUSHERN L RIGEN
B8F, SN EEHEASHNERN , RALKNEESENRARE. Sl , BULRESEREN
REEREFREENBN, SR EHERESNEGRBER Lambda BHE , UEXFZEH AR
BEEE  URARFNEEREFSEBEENERER, B Lambda HEANATHFRELER
WEAFBEREHTEBEE. BREAREMERNEHTHESHERYTEMSLEERMN Lambda
BRE, {5l BRER A E IR

EBFERERFENFEEmEHENS , BieEZE Amazon EventBridge HEREBEEHEEBENEH |
WG HiR 4 EventBridge T ENZREBERKE., A%, ZALUEELBEERBRERBBET
BREIFFTENEMEE, ELBEZIERE AWS BRFE , 611 Amazon Simple Notification Service
(Amazon SNS). Amazon Simple Queue Service (Amazon SQS) 1 AWS Lambda. f#/ Lambda
ZENER®E  CHS4TUBRREARIBRATEZTENTABENEXREE, UFEETIUEE
F EventBridge $87E AWS HIBR#EE |, 528 (Amazon EventBridge A EER) F# Amazon
EventBridge B4, EventBridge

ECABEAEMmBHEMHE , & AWS Resource Groups 2 F%|ER

- BEEFFAH AWS Identity and Access Management (IAM) RIS ERE A E® |, ATEEERNERMN
CloudFormation B 2B EFTMEE , URBAHME —BINERREETMEE,

- BRAHEZE EventBridge R Al , TN E RN AEEN HEEFHNFHME. EventBridge £/
HWRARBHNERFEELETE, AR , ERFESELZEEIEZE EventBridge WK EEKEMH , X
BN BFTRAEE,

B EEACRRHERFERERET. OF ERFEARLIECREESHCNFRES  F2
B EAERAENRBEEEAE,

FRLIhRERY , BEHERBEETEMN T ILER  ERFEASELESH

- B EIREE,

- EHMEREHEEREENEERNEN,
- ERTRISERSEREENAR,

- EXEREBAREL,

- MIBREREAE
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- EBRFEFEIBRER K SEERBENREER, EFEBEEDN CloudFormation HEBEE
R, B RE B EEEREE,

/A Important

- BERNBZRNOEERESH , S4B EEREEN EventBridge, &R LUIREMIIEF
1TRE  BENEMERBETEECH , TERBFESHEME EventBridge B Ko

- ERBEESETOSHMEERBFEAS 2EAEENEE, TERBRENEREE
EXEH B AEFAFERaws . tagRIRH EventBridge R8I , M3Faws . resource-
groups ¥R, MEFMEN , 552 (Amazon EventBridge fFA &) FHMWEAWS &
B EEREFEEH,

T

- EERFEPHBEELEWEREHR

 E 3 EventBridge # B ARRER B AE 4 an B HA S5 4 N 2% #0388 00
- EARABHEAETBAEES

- ERBEEmBHEHNBEBNGE

REREETFREEEmBHSMH

EERWERBAEMBHEENEL , B FMEEALEMBESRSEH, A% ERFESRMFEY
Amazon EventBridge 2B tHEEE M. £ EventBridge 1 , LA LAMFE R ETE EventBridge lRIEH ESH
H R A REE A MR IR T,

@ HBIKFFHA
EEE PHRMBEEMBERESH AWS IRF |, BZXANEETSIFFAI/H AWS Identity and
Access Management (IAM) ZFEA B D EA
* resource-groups:UpdateAccountSettings
* iam:CreateServicelLinkedRole

 events:PutRule

R AE T BREY 46
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* events:PutTargets

* events:DescribeRule

* events:ListTargetsByRule

* cloudformation:DescribeStacks

* cloudformation:ListStackResources

* tag:GetResources

BIE—FRE PHBEEEDBPSEHE AWS IRE  ERBESRYE A WREEEA
BAWSServiceRoleForResourceGroups. WEEACREFFERAEREHESZE EventBridge # AIRY
A, WRBISEREES FRM CloudFormation % , URERFHNHEEESHEEFNEE, A
% K BRBESSELESFRME Amazon EventBridge HIVFEREHERE. WRELEEIZE
#) EventBridge &3 BlManaged.ResourceGroups.TagChangeEvents, LIt BISHEE &R
ERESFEFHHET. EUEERFHEELEREERSHUEIELE EventBridge , A EN BETHRAIE
B, A% , B EventBridge R B AT LUEBEEBAEIR R EN B 2R E EEH,

ERELSRE  SKHELEHNRARKEELEIERRKEREM,

ERILAER AWS EE TS HEAKRE AWS CLI HAF — 18 SDK APIstn & RFE BB £ B E
o

® Note
MRENERFARBEAS , AELEMBFALEDBREN. NFEFEHER , F2RRERYE
B#.

AWS EEF#EA
HERFATEEPRMBEEEBRSEN
1. EERBEEZRAPRABGRERH.

2. ERALWBHE4ERT , BIFEENEFAZHE,
3. HEMRYFELHRT , EEFRBEA.

RSB R E XN E R,
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https://console.aws.amazon.com/events/home#/eventbus/default/rules/Managed.ResourceGroups.TagChangeEvents
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EEEREFNE— . FREHEHE , BT L Amazon EventBridge R R A |, LAEEL
EHWEHEERE CHFE AWS R ETREE,
AWS CLI

£/ AWS CLI 5 AWS SDKsBi R B £ aniBEi =14

THIgEFREMAER AWS CLI REMEFRFATWFHELEWEREN. T2RRAR , £/ K
BEIRSB@A 5, WHSERYENBIRENFAERE,

$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

B L BIT T S8 flar SRR R, EMERERUBETHARNER , BETH.

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

WEFMES , FSRTIER :

« AWS CLI - aws resource-groups update-account-settings #1 aws resource-groups get-account-

settings
« API — UpdateAccountSettings 1 GetAccountSettings

33 EventBridge # B LABEEREH 4B A ap B B S 4 M0 B¢ M@ A

B AE DPERERFEANEEETBHES AWS Resource Groups , #EHBHE Amazon

EventBridge., #A#% , BA[LAZ L EventBridge A Al , FEBAG ©MEER Hih AWS RIE EITE—F R
BERE EELEH,
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https://docs.aws.amazon.com//ARG/latest/APIReference/API_UpdateAccountSettings.html
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AWS CLI

£ EventBridge FEVRAINERF , ZAVSHERNEHYSEHEXZTERENBEZRE , YXA®R
BEFEH CLI &5 :

1. 23I EventBridge RIS EEUEEENEH
2. B EESHH B ZEEREE EventBridge 8l

$ER 1 . B3I EventBridge # B ABEERE 4

T %5 AWS CLI put-rule#flas S EEIL EventBridge R Al , MBI EEREFEEWIEHEH
2%,

$ aws events put-rule \
--name "CatchAllResourceGroupEvents" \
--event-pattern '{"source":["aws.resource-groups"]}'

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchAllResourceGroupEvents"

}

& B EF R AH Amazon Resource Name (ARN),

(® Note

DEEIHRFENSEE , FRBEEANEERRLMN Shell EETFENENAR, HR

AiIgEPES , RPIERBEAR Linux BASH shell B8y H. MEHY HMIEZRKME
BREREIHEE R FZEHREA |, H20 Windows SR RFE T , F2EAWS Command

Line Interface A EIERM) PWEFEREMHSIHK.

MESEFTEREBEEM K RNFEREIZHETRKERS , tRIOBERR, MF
EEEEGDIPBASEE,

THEHERNEREMRE[EREEHEMEANES , XHE ARN i, WEHAEXZEH
#) JSON F& , BEAETHERREHN JSON FEE | HABEMEKIERK. Balds®
CERERERSP,

RHEHEN JSON ZEEFREBRSD. A TIEXNRHEHIH , RS eventpattern. txt,

{
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https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-quoting-strings.html#cli-usage-parameters-quoting-strings-containing
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"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]

}

A&, BHTHGSRELRR , # BERENETSAHER,

$ aws events put-rule \
--name "CatchResourceGroupEventsFoxrMyGroup" \

--event-pattern file://eventpattern.txt
{

"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}

EEHNMEMERNNERBAEN , Bi8--event-patternZ 2R BERGEYS , MER FT
RAEEFHEHIN EventBridge BE] B4 ER &6,

SR 2 BURESM4HN B FEREE EventBridge # Al

RELE—ERNTUMNBEBNES  SUEEZE—SZEEE , HEAITEERERNE
",

T %) AWS CLI put-targets@® S E#E A B Amazon Simple Notification Service (Amazon
SNS) FEEEF AL EH PRI my-sns-topiciRAl, ERBDIEENFAREEE
i, TENEITRENERIER,

$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

"FailedEntryCount": 0,
"FailedEntries": []

L, FERAAFEHEANTAHRELERSEDEEERENER, MRNTEEFIFAR
B&% Amazon SNS £ , RIZFENFAETRERSRI TS EHNAL , MhAREREE
LB EANERNEE.
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WEFMES , FSRTIER :

« AWS CLI — aws E4 put-rule Ml aws =4 put-targets
« API - PutRule M PutTargets

EVRAERIRESERFALEwEREAEE

FZANEVEERITSHENNRA , IEX R SENEREBNEY, NFNAEABITSHENE
BEASHNTEFMET , 528 (Amazon EventBridge # A &1ER) FH Amazon EventBridge
=4,

i, BEREFERAERERERTEVHERFENERFEBRH, S UERBLTSIEHE
AIEHER,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {
"state-change": "create"
}
}

ZERRTASHEREERCT EFELRIENSMH. NFUTHELH MUNTREEE
EREALEMBHREHNEBNEE.

T
W
&

BARA A £ A RIS 4

IS LARAEA B A £ driBHAEH , AWS Resource Groups LA{Z Lk [8] Amazon EventBridge 2 HE#, &
AAEA REARE AWS BEEEEA 5 AWS CLI A — 1 SDK APIsti & REIT LR 1E,

(® Note

BEEARALE T ENSEHEMRARBEEREEN CloudFormation B REEEENEREH
#8%& EventBridge # 8l, ERFERLZEKELEFEEZE EventBridge. &7E EventBridge
FEZNEMASKRERFEESHANRAAUBEELERERENSE4., MRERREAEHXFERK
BAEmBEHESG  SUNEAKRE, MRETHEBXRERELRA , E0TLUMBRE .
MEFHHEN , 528 (Amazon EventBridge & Em) F #{E =Mk EventBridge #
Al, EventBridge
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EREBELEmERE4ETEMRREEEAE, WRELEMLA IAM , 7] LA F Bl BR AR %58
mAG, IREHERFTEBRMBEEE BRSNS  ERBEGACTEE , BREEEEH
BEME.

@ =IEFFH
EEERAB A PHBEEMBEHEYS AWSIRF |, BX4EUEF THIFFATH AWS Identity and
Access Management (IAM) =R &2 & A :

* resource-groups:UpdateAccountSettings
* events:DeleteRule

* events:RemoveTargets

* events:DescribeRule

* events:ListTargetsByRule

AWS EBERA
B3R EventBridge MY AR 4 dniB HAE i@ 41

1. BEERBEEFEZEPRBERERR,
2. HEFHELDBHEHERTD  BREFRBBEHNZELE,
3. HEHRHFmEAOHT , EEERBE.

FURIAERIRE - RSB,

teE , BREETEBREMEEE EventBridge AREHERE , URETBRIERE <&
BREAAEAR R 8T SURE M b M BRI L3R Al BATE OB BRo
AWS CL

B3FA EventBridge B 4 B EiEH B A
THEFI eI ER AWS CLI B3R ERFHEPWEBLETBHRES,

$ aws resource-groups update-account-settings \
----group-lifecycle-events-desired-status INACTIVE

{
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"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

MEFEFHMET  F2ETIER :

« AWS CLI - aws resource-groups update-account-settings 1 aws resource-groups get-account-

settings
+ API - UpdateAccountSettings # GetAccountSettings

ﬁlﬁﬁ%ﬁi ap ‘ Hﬂ?#ﬂ’]%ﬂﬁ%ﬂ AR /

IRE
« detail MU EE
« FEMERZEHFIH EventBridge BETEHE R 214

WAEDBHEHEA T —&EXM JSON #1457 5= AWS Resource Groups .

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group ... Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"

1,

"detail": {

WFEFFAE Amazon EventBridge SHBRAMMNFHER , 528 (Amazon EventBridge A E S
F) HH Amazon EventBridge £, TRRAERFARENFHREA
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https://docs.aws.amazon.com//cli/latest/reference/resource-groups/get-account-settings.html
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BWUBER Type Description
detail-type String HREREE , detail-type WU—ERTH
Ho—{E{H :

* ResourceGroups Group State Change -
REREEFEARERABUENEE,
* ResourceGroups Group Membership

Change - RREEKEERNEE,

source String HREREHE , lkE—#A "aws.resource-

groups" o

resources Amazon Resource A —EEEEEM Amazon EFRAHE (ARN) ,
Name (ARNsF&E %l HPh Gl UEHNESR,

MBEA , Bt S S REAFIERBERN
{EEIRARNS,

detail JSON ¥)#F & EREHMNASH, detail MUNRKREZIRE NE
MARREdetail-type . NEREET , B2
ﬁ—F_E’ro

detail W{ZHIFEHE
detail MY BERERENFRADRBERYBEHMER, detail WU TURAMER X2 —
BERERERHBERET | N L —HAEMdetail-type M ERERH,

/A Important

EBEEHATNERFHERBZBEA ARN MEE UUID "unique-id" RIMAI VAR S R,
EB# UUID B2 ERFHENE DS , B UES EMBRNEFAMBRIUEERBREILN T
EE#E. HMEZRERE ARN MlE— ID NWFERARELEHED <ENF FENER.

FHERERE

"detail-type": "ResourceGroups Group State Change"
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ttdetail-typeERREEAFHNRECEE K SEHPEER., LEBFESEEY. ENUMBREHE
B34 | 20 B "change" WA/ Rdetails

EEEdetail-typeltIHBAK , detailsERPIEMNEASTE TRATRAIRAL,

WuER Type R EA
event-seq Double EREMET , EERERENEHFS, EEM
uence BREEN S AERESREL S —EEER K 8Fe
B,
group Group JSON ## EEHHEBEAYYE | fkH ARN, BBHMME—
ID,
state-cha String BAENMREREER, AR THMEMAE :
nge
* Create
* update
* delete
old-state GroupState JSON SBFHNEFERE. YHEISCEEZBEN
Y4 =
new-state GroupState JSON BERN HERE, YHEQSSEEEZEBMENE
v 3

group JSON ¥ B & F&RATRN THE,

WuERE Type Description

arn String BHHHAY ARN,

name String BHENZREE8,

unique-id GUID E—# GUID & , ATE S 2 MIBREYBFE M TE & M

EE&BMARN ZEUNFEHE. EEXBHEAE
LR |, 5/ ARN ML E N BE B EEN M —
&R,

detail MILHRIB 55
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GroupState JSON ¥+ 8 & TRARK TER,

WuER Type Description

description String EFRMHMNEREHEER,

resource- ResourceQuery ERFEKE2EHH JSON RRJE, M E

query JSON #1# HRARUEHAAERNEHE, BUNEEZRHS
ResourceQuery AP ERERMER. &S
EEVNENSHEHD,

group-con Configuration Bl iR 5 E S B A A BAER VAR RE B - JSON KRR

figuration JSON ## *. WMEFFMER , 5528 AWS Resource Groups

AP| 2Z R B REHE Y AR IFAERE

THEERN G HERAEEstate-changeERY detail WUAR,
By
"state-change": "create"

SHEHERVHNEE. SHEBTERLAENERENFMAFATRERBM. RIFFARE
B, BAILEHEREREZEFEXEEREAVESZ—. EF nul ENBETERTESEHR
XH,

THEHEHIEEFEINEREME , A my-service-group, EEFH , BEFHERRSE
#, AEHEEEZER 9 Amazon Elastic Compute Cloud (Amazon EC2) #{T{EB " "project"="my-
service',

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group State Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

]I
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"detail": {
"event-sequence": 1.0,
"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
},
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
n

B
"state-change": "update"

EFEHRAHACEBREESNEN. EHARSAFRELINELENE ML, REENBETEET
EEHAXH,

THEfEMHEH L —AEfERFETHERREHN B RAERE T L EE Amazon EC2 HIRE
&R

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group State Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

1,

"detail": {
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"event-sequence": 3.0,

"state-change": "update",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
.
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il

.
"old-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
3"

il B
"state-change": "delete"

EHEHEEHECHER. FAEFABMMCTSESFABBUNANPEER ., RIBEZ , event-
sequence MU EHEUEHZRERAL arnfl H&RE —EEHunique-id,

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",

"account": "123456789012",
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"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"

1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
}
}
}
HEKEERESE
"detail-type": "ResourceGroups Group Membership Change"

ttdetail-typeERTEFENKEERCHFEEFHERRFHEPBRNERMEBE, EEdetail -
typeltiBIHRE; & LEresourcesUBTEHREERCEE 2FHEMN ARN , URHIEEFAD
B EPBRZEMERA ARNs,

fExEdetail-typeltIHE B , detailsERHPIENERAITE T RFATIRHIBAL,

WuERE Type REA
event-seq Double BERENMT , EHBEHFEANSHFY, MRS
uence HMEHMKE—IDEBER K HFSER.
group Group JSON ## KEHH ARN, BBFIME— ID K5I EE 48R3
B BRI
resources ResourceChange HEREERCEBENERES,
JSON ¥ #fE5l

ltResourceChange M EE28EERN T HIH
i :

« membership-change -{E%A "add"=
"remove",
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HWAEHE Type R
- arn - FERBHRAER ARN,
- resource-type - FEHBROEREER,

THEABHEIIRALEREERBERENEHAR, LEFBETS —EERFEEFAE , AR —
BERUEFEFBER,

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group Membership Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01Z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,
"detail": {
"event-sequence": 2.0,
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
.
"resources": [
{
"membership-change": "add",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"
.
{
"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"
}
]
}
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}

REERAZESHIM EventBridge BET =4 E X £ 4l

T 5886 EventBridge B EH RN SR ERHEELENEHHELSECHRESHRUNERRER
IS4

ETEXRFEGS , MRFERERENER , FULE SN EARRBEa######## o
FIREREEEMH

{

"source": [ "aws.resource-groups" ]

}
HAREIREERBESH
THEABEIEARIARFEARERE,

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group State Change " ]
}

THEABHEIIEARTEHEAREEREE,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]
}
BEFHENSEH
{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}
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E—EsEfSHEREEFANEE. EHERS —EHENKEERE , THSEFSHTHENE
B, L EEIEE,

{
"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" ]
}
BEERNSEH

BHREHHREXEERGEFEXERESH,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " 1],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}

BEERBEENSEH
A LAE A F B LB B ARNs REB R EERBERNEH,

{
"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:1instance" }
]
}

HE , BAMERBERIresource-typeFREMATEMEA , AR NS EHE, REAmH
gEHIARE , FTHEFRASLEHFHEREEREESH , RAFEKEREEH I HEERLPES

resources #fZdetail,

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}
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FBERBREMNH

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ],
"detail": {
"resources": {
"membership-change": [ "remove" ]
}
}
}

BEERNMEERBREN

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" 1],

"detail": {

"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}
}
}

TEESEINBERNESEHRE  FRAAEHE —E&EFPFEHRANIERresourcesl?l, ERRATE
Bresources tEFTHNERVAERENEEZHENER , MESHNAERT, BAER , THER
BEH e EREFEHNESN, ke , BER L — @S5 T BERNEE,

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}
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% MIBRE FEEE AWS Resource Groups

IEALAE R AWS Resource Groups £ A AWS CLI #EF M BR&ERE #H AWS Resource Groups.
R EREFETERRBERFERNENERINEERLNER, CRESRRFEARBNETAEFEBR
BER,

Console
Tl BR & R B4
1. & A AWS Resource Groups £# &,
2. EEEBERD , BECRENEREE
3. EELEMBRMNERFEESR A AREBEQEFHAENR.
4., HEFENFHEEARAEEL , BEL LANRBR.
5. HBRTELMEIEMERE | B2 Delete (MIBR),

AWS CLI & AWS SDKs
il BR & R B 4

1. #ITTFHGS , # resource_group_name AR BENEEETE,

$ aws resource-groups delete-group \
--group-name resource_group_name

2. BEXRRRETREHEEMBRE , FBEA yes , RRBRET Enter £,
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18 7] LLE B AWS Resource Groups MR RS F AN ER

|

B LAER AWS BEE XA 3 AWS CLI RENEREHE , AR BSBELHEEREERES, &
DHEEHIEBETS AWS B , ARFACGLESREEFHAKEER. ATERPETUCH &£
BERBBATEE AWS HWERERE AWS Resource Groups , AR BRI LUME A ERFESREZHNER
ﬁﬂo

/A Important

ERFEXEEREENEANERFEATURZREEDHERE  RAERFEXENE
R BEERBAEXENEREEERFERFEALVTHBCREMAREERKE  FEE,
EEBFETREELEE RBIFERERATESHNER LT, EHARTEAHM
EFREVHNEBVCRAERSEAZTRFERANER , IEBEEZXDTRNER. EELE
RT , BRI ERERGE RS  UEERAEERENERITURAFEN -2

Create query-based group

Grouping criteria

A resource group is a collection of resources that share tags. You can define the grouping criteria based on resou

| 7

(All supported resource types D

TRIMXEEERRESRTRECNEREE, EREMAEFHETHIXEER , UK CloudFormation
HEBAHEPNKEER.
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ERAEER

- EBRESRERL - SUUFERAZEHEESTEARETHERENER, 58, Z4AFER AWS
Resource Groups Tagging APIS &R #E K RE X ENELRE.

- EHARE - S EHEREERAEEZERNESAENERFETESHERNER. A
SETEERSIBEBINE , MESHEFEENENERBL BN ARHEMN —IP

« CloudFormation #&&&H - B IR H N EE# H7E CloudFormation # & ':PE_LE’JﬁzJ?%HﬁKE’J

EREMETISLEANER, BEASIEEHEN ARN, MEEMEERHSHERABENK
8, BERHEZE CloudFormation B2 EFUEETE .

NEFEERFHECEABTBXENERBEEE  F2RATERRECEANEREEN —H,.

® Note
ERFENERFRESXETRTNEREE  BRLEGREA AJRMLEEN PEMH AWS
B,

AWS DeepComposer

&R ERfFEs ZEBIEME CloudForm
EE ation &
pich.c3 1|
AWS : :DeepComposer: : Composition ) v = X &
AWS : :DeepComposer: :Model X & Ve X &

Amazon API Gateway

iR EEmEss ZEBEHME CloudForm
KRac ation &
pick:cd |
AWS: :ApiGateway: :Account X & X & v

AWS DeepComposer 66
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https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-tag-based
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-stack-based
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-stack-based

AWS Resource Groups

ERAEER

&R

AWS:

AWS:

AWS :

AWS:

AWS:

AWS :

:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:

:ApiGateway:

:ApiKey
:ClientCertificate
:DomainName
:RestApi

:Stage

:UsagePlan

Amazon API| Gateway V2

&R

AWS: :ApiGatewayV2: :Api

|IAM Access Analyzer

&R

AWS: :AccessAnalyzer::Analyzer

BEREES
e

x X
17 B 17

>
7|

BB
&5

BEREE
e

ERAERE

BRARE

ERAERE

CloudForm
ation H#t &

ikt |

v =

7|

X

CloudForm
ation H#t &
RIEER

X &

CloudForm
ation H#t &

ik e |

X &

Amazon API Gateway V2
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ERAEER

AWS Amplify

R

AWS: :Amplify: :App

AWS App Runner

&R

AWS: : AppRunner:

tion

AWS: : AppRunner:

AWS: : AppRunner:

ration

AWS: : AppRunner:
AWS: : AppRunner:

AWS: : AppRunner:

:AutoScalingConfigura

:Connection

:0bservabilityConfigu

:Service
:VpcConnector

:VpcIngressConnection

AWS AppConfig

&R

AWS: : AppConfig: :Application

ERiFES E®RIABAE CloudForm

E&e ation Ht &
pitkc2 |
X & v = X &

ERimES ERAEAE  CloudForm

Ei ation &
RUEAA
X & v = X B
X & v B X &
X & v = X B
X & v = X &
X & v = X &
X & v = X B

EERiFES ERAEBAE CloudForm

Eie ation H#t &
RUEHAA
X & v = X &

AWS Amplify
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ERAEER

&R

AWS: : AppConfig::ConfigurationProfile
AWS : : AppConfig: :Deployment

AWS: :AppConfig: :DeploymentStrategy
AWS: : AppConfig: :Extension

AWS: : AppConfig: :ExtensionAssociation

AWS AppFabric
&R
AWS: : AppFabric: :AppAuthorization

AWS: : AppFabric: :AppBundle

AWS: : AppFabric::Ingestion

Amazon AppFlow

R

AWS: : AppFlow: :Connector

AWS: : AppFlow: :Flow

BRimER
e

>
7]

BERES
e

BB
&5

>
7]

EBAEE4H CloudForm

ation B
pick:c 3|
v 2 X &
v = X &
v = X &
v = X &
v B X &

EBAE4E CloudForm
ation H#t &

patk:c2 |
v B X &
v 2 X &

v 2 X &

EHRAEME CloudForm

ation &
pitkc2 1|
v = X &
v = X &

AWS AppFabric
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Applntegrations

BIR ERimEsR BHEFE CloudForm
KR ation &
pickicd |

AWS: :AppIntegrations: :Application X & v = X &
AWS: :AppIntegrations::Datalntegratio
" ppInteg g X & VR X B
AWS: :AppIntegrations::EventIntegrati

PPAMTES J X & VR X &
on

AWS App Mesh
EiR ERimeEsy ZEBEHME CloudForm
R ation &
pick.c 3|

AWS: : AppMesh: : GatewayRoute X & v = X &
AWS : : AppMesh: :Mesh X & Ve X &
AWS : : AppMesh: :Route X & v = X B
AWS: : AppMesh: :VirtualGateway ) v = )
AWS : : AppMesh: :VirtualNode X & v = X B
AWS : : AppMesh: :VirtualRouter X & v = X B
AWS : : AppMesh: :VirtualService X & v = X &

Applntegrations 70
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Amazon AppStream

&R BERmESE BFRIEFHE CloudForm
) ation &
BEA
AWS : : AppStream: : AppBlock X & v = X &
AWS: : AppStream: :AppBlockBuilder ) v = X &
AWS: : AppStream: :Application X & Ve X &
AWS: : AppStream: :Fleet v = v = v =
AWS: : AppStream: : Image ) v = X &
AWS: : AppStream: : ImageBuilder e v = v 2
AWS: : AppStream: :Stack v = v = v =
AWS AppSync
&R EHiREsE SE®|EBME CloudForm
KR ation &
pidk:c3 |
AWS: : AppSync: :Api X & v = X &
AWS: : AppSync: :DataSource X & X B v =
AWS : : AppSync: :DomainName ) v = X &
AWS : : AppSync: :GraphQLApi X & X B v =

Amazon AppStream 71
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Application Auto Scaling

BR EBiREsS ZE8RUEE CloudForm
Eie ation Ht &
pitkc2 |

AWS: :ApplicationAutoScaling: :Scalabl

pplicationAutoScaling « & /2 « &
eTarget

AWS Application Migration Service
BiR ERiREsE EBAEBHE CloudForm
=& ation Ht &
AU
AWS: :MGN: :Application X & v = X &
AWS: :MGN: : Connector X & v B X &
AWS: :MGN: : Job X & v = X &
AWS: :MGN: :L hConfi tionTemplat
aunchConfigurati P « & /2 « &

e
AWS: :MGN: :ReplicationConfigurationTe < & /B « &
mplate
AWS: :MGN: :SourceServer X & Va3 X &
AWS: :MGN: :VcenterClient X & v = X &
AWS: :MGN: :Wave X & v = X &

Application Auto Scaling 72



AWS Resource Groups

EREEE
£ 40
AT B ERE (AIOps)
BIR ERimEsR BHEFE CloudForm
KR ation B
pickicd |
AWS: :AIOps::InvestigationGroup X & v = X &
Amazon Athena
EiR ERimEss ZEBEEHME CloudForm
KR&c ation &
pick:cd |
AWS: :Athena: :CapacityReservation X & v = X &
AWS: :Athena: :DataCatalog X & v = )
AWS: :Athena: :WorkGroup X & Ve X &

AWS Audit Manager

&R ERimEsE BHEFME CloudForm
R ation B
pick.c 3|

AWS: : AuditManager: :Assessment X & v = X &
AWS: :AuditManager: :AssessmentFramewo

J X & v R X &
rk
AWS: : AuditManager: :Control X & v = )

AT EEERE (AlOps) 73
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AWS B2B & Rx

&R BERmESE BFRIEFHE CloudForm
) ation &
BEA
AWS: :B2BI::Capability X & v = X &
AWS: :B2BI::Partnership X & v = X &
AWS: :B2BI::Profile X & v = )
AWS: :B2BI::Transformer X & v = X &
AWS Backup
&R EHiREsE SE®|EBE CloudForm
) ation &
BEA
AWS : :Backup: :BackupPlan X & v = X B
AWS: :Backup: :BackupVault ) v = X &
AWS: :Backup: : Framework ) v = X &
AWS: :Backup: :LegalHold X & v = X &
AWS : :Backup: :ReportPlan ) v = X &
AWS: :Backup: :RestoreTestingPlan X & v = X &

AWS B2B EH X R 74
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AWS Backup gateway

&R EHimEss E\BEHME  CloudForm
) ation &
pickicd |
AWS: :BackupGateway: :VirtualMachine X & v = )

AWS Backup ¥ &

=9 ERimEsE BHEFE CloudForm
=i ation &
pick.c 3|
AWS : :BackupSearch: :SearchExportJob ) v = X &
AWS : :BackupSearch: :SearchJob ) v = X &
AWS Batch
&R ERfFREs ZEBEEME CloudForm
EE ation Ht &
pich.c3 1|
AWS: :Batch: :ComputeEnvironment X & v = X &
AWS: :Batch: :ConsumableResource X & v = X &
AWS: :Batch::Job X & v = X B
AWS: :Batch: :JobDefinition X & v = X &
AWS: :Batch: : JobQueue X & v = X &
AWS: :Batch: :SchedulingPolicy X & v = X &

AWS Backup gateway 75
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Amazon Bedrock

R

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

ofile

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

:Agent
:AgentAlias

:ApplicationInferencePr

:AsyncInvoke
:CustomModel
:EvaluationJob
:Flow

:FlowAlias
:Guardrail
:KnowledgeBase
:ModelCustomizationJob
:ModelEvaluationJob
:ModelImportJob
:ModelInvocationJob

:PromptVersion

BEEES
e

x X
17

>
7|

x
7|

ERAEHE CloudForm
ation &

ik e |

&
fim

LN AN DN BN LN
fm @A @D AD Fm  AD FD D

<
i

X &

X &

x X
D

x
iy

>
7|

Amazon Bedrock
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AWS Billing Conductor

&R BERmESE BFRIEFHE CloudForm
) ation &
BEA
AWS::BillingConductor: :BillingGroup X & v = Ve
AWS: :BillingConductor::CustomLineIte o o
X & v = v =
m
AWS::BillingConductor: :PricingPlan X & v = v =
AWS: :BillingConductor: :PricingRule X & v = Ve
AWS IREEE R AN E
BiR BERmESR BFRIEFHE CloudForm
) ation &
pickicd |
AWS::Billing::BillingView X & v = X &
Amazon Braket
&R EHiREE SE|EBE CloudForm
B ation &
pick:c3 |
AWS: :Braket: :Job X & v 2 X &
AWS: :Braket: :QuantumTask v v B X &

AWS Billing Conductor 77
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AWS Budgets
EiR BERmESR BFRIEFHE CloudForm
KR ation 8
pick:cd |
AWS: :Budgets: :Budget X & v = X &
AWS : :Budgets: :BudgetsAction X & v 2 X &

AWS BugBust

&R ERiFEs ZEBEEME CloudForm
EE ation &
pick.c 3|
AWS: :BugBust: :Event X & v = X B

AWS Certificate Manager

BIR ERimEsR BHEFE CloudForm
R ation &
pick:cd |
AWS: :CertificateManager::Certificate v = v = v =

AWS Certificate Manager A B IREHE

iR EEmEss ZEBEHME CloudForm
KRac ation &
pick:cd |
AWS : : ACMPCA: :CertificateAuthority X & v = X &

AWS Budgets
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B K FEAEXH A Amazon Q Developer

BR EBiREsS ZE8RUEE CloudForm
B’ ation Ht &
pitkc2 |
AWS: :Chatbot: :ChatbotConfiguration X & v = X &
AWS: :Chatbot: :CustomAction X & v = X &

Amazon Chime

BiR EfimiEss EZEBAEME CloudForm
B’ ation Ht &
RIEEHR
AWS: :Chime: :AppInstance X & v = X &
AWS: :Chime: :AppInstanceBot X & Ve X &
AWS: :Chime: :AppInstanceUser X & v = X &
AWS: :Chime: :Channel X & v = X &
AWS: :Chime: :MediaInsightsPipelineCon
. ) = > X B v B X &
figuration
AWS: :Chime: :MediaPipeline X & v = X &
AWS: :Chime: :MediaPipelineKinesisVide
P X B v B X &
oStreamPool
AWS: :Chime: :SipMediaApplication X & v = X &
AWS: :Chime: :VoiceConnector X & v = X &
AWS: :Chime: :VoiceProfileDomain X B v = X &

HXERRRXFH Amazon Q Developer 79
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AWS Clean Rooms

BiR EBiREsS ZE8RUEE CloudForm
Eie ation Ht &
RIEEE
AWS: :CleanRooms: :AnalysisTemplate X & v = X &
AWS: :CleanRooms: :Collaboration X & v = X &
AWS: :CleanRooms: :Confi edAudienceM
e rgurediud X & /B X &
odelAssociation
AWS: :CleanRooms: :ConfiguredTable X & v = X &
AWS: :CleanRooms: :Confi edTableAsso
o o X 7 /B X %
clation
AWS: :CleanRooms: :Membership X & Ve X &
AWS: :CleanRooms: :PrivacyBudgetTempla
ey > X & /2 X &
te
AWS Clean Rooms ML
BiR ERiREss EBAEBEME CloudForm
B ation &
RIE¥HR
AWS: :CleanRoomsML: :AudienceGeneratio
udi rati < & /B <
nJob
AWS: :CleanRoomsML: : AudienceModel X & v = X B
AWS: :CleanRoomsML: : Confi edAudienc
igur udi < & /B <
eModel
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EHAEERE
iR ERiREsE EBREEBHE CloudForm
=i ation H#t &
patk:c2 |
AWS: :C1 R ML: :Confi dModelAl
' eanRooms onfiguredMode « & /8 < T
gorithm
AWS: :CleanRoomsML: : TrainingDataset X & v = X &
Amazon Eiw% B 8%
iR ERiREss EBAEBHE CloudForm
Eid ation £
RUEHAA
AWS: :CloudDirectory: :Directory X & v = X &
AWS Cloud9
BiR EBiFEE:E Z8RIUEE CloudForm
Eid ation £
pivk:c2 |
AWS: :Cloud9: :Environment v = v B X &
CloudFormation
BiR EBiFE:E Z8RAUEE CloudForm
Eid ation &
R
AWS: :CloudFormation: :Stack v = v = v =
AWS: :CloudFormation: :StackSet X & v = X &

Amazon Zi B #%
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Amazon CloudFront

&R BERmESE BFRIEFHE CloudForm

) ation &

BEA
AWS: :CloudFront: :Distribution v =1 v 22 v 22
AWS: :CloudFront: :StreamingDistributi
v =1 v &2 v =22

on
AWS: :CloudFront: :VpcOrigin X & v 22 X &

1 ERFAEAXBERE (MBI ) BENEXBEHRER. SEEARRFRERREY SR
EFREENER SO AEERGERTIEATSRERKCNER THus-cast- 1EZMEFEFEH

2o

2ERTAEEZERL (HMEFREILI ) EEHNEKBEEER. ARERFAS Y SEEEER#
E @2 Es Y AWS EEXHEES T AWS Bl IR BECEEHETERN . BERBITE
2HERNEREFE  SXACAELANEEEESRE AWS EBXRE REAZBERE (#FE
T4bER ) us-east-1 AWS BEEXEA,

AWS CloudHSM

BiR ERiREsE EBAEBHE CloudForm
E&e ation Ht &
R
AWS : : CloudHSM: :Backup X & v = X &
AWS: :CloudHSM: :Cluster X & v X &

Amazon CloudFront 82
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AWS Cloud Map

R

AWS: :ServiceDiscovery: :Namespace

AWS: :ServiceDiscovery: :Service

Amazon CloudSearch

R

AWS: :CloudSearch: :Domain

AWS CloudTrall

BR

AWS: :CloudTrail: :Channel

AWS: :CloudTrail: :Dashboard

AWS: :CloudTrail: :EventDataStore
AWS: :CloudTrail: :Trail

ERiFEE:E ZERILEE CloudForm
Eie ation Ht &
pitkc2 |
X & v = X &
X & v B X &
ERiFEE:E ZERILUEE CloudForm
E&e ation Ht &
R
X & v = X &
ERiREss EBAEBME CloudForm
Eie ation H#t &
pitgc2 4|
X & v = X &
X & v X &
X & v B X &
v = v 2 Ve -

AWS Cloud Map
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Amazon CloudWatch
BIR ERimEsR BHEFE CloudForm
KR ation &
pickicd |
AWS: :CloudwWatch: :Alarm v = v = v =
AWS: :CloudWatch: :Dashboard X & X B v =
AWS: :CloudWatch: :InsightRule X & Ve X B
AWS: :CloudWatch: :MetricStream X & v = X &
AWS: :CloudWatch: :ServicelLevelObjecti $E /B2 « &
ve
Amazon CloudWatch Application Insights
&R ERimEsE BERAEBHE CloudForm
KR ation &
pick:c 3|
AWS: :ApplicationInsights::Applicatio < & /e « &
n
CloudWatch Application Signals
EiR ERmEss ZEBEEME CloudForm
G ation B
pickicd |
AWS: :ApplicationSignals::Serviceleve < & /e < &

10bjective

Amazon CloudWatch
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CloudWatch Evidently

&R BERmESE BFRIEFHE CloudForm
) ation B
BEA
AWS: :Evidently: :Feature X & v = X &
AWS: :Evidently: :Launch X & v = X &
AWS: :Evidently: :Project X & Ve X &
AWS: :Evidently: :Segment X & v = X &

Amazon CloudWatch Logs

&R EHiREsE SE®|EBE CloudForm
1R ation &
BEA
AWS: :Logs: :AnomalyDetector ) v = X &
AWS: :Logs: :Delivery X & v = X &
AWS: :Logs: :DeliveryDestination X & v = X &
AWS: :Logs: :DeliverySource X & v = X &
AWS: :Logs: :Destination X & v = X &
AWS: :Logs: :LogGroup X & v = Ve
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Amazon CloudWatch A& R EE S

BR EERimESR ZHRAEEME CloudForm
Eie ation Ht &
pitkc2 |
AWS: :0am: :Link X & v = X B
AWS: :0am: :Sink X & v = X B

Amazon CloudWatch RUM

&R ERimEsE BHEFE CloudForm
EE ation &
pick.c 3|
AWS: :RUM: : AppMonitor X & v = X &

Amazon CloudWatch Synthetics

EiR EEmEss ZEBEEME CloudForm
KR ation &
pick:cd |
AWS: :Synthetics: :Canary X & e v
AWS: :Synthetics: :Group X & v = X &

Amazon CloudWatch AJ &I EEE
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AWS CodeArtifact
BR
AWS: :CodeArtifact: :Domain

AWS: :CodeArtifact: :PackageGroup

AWS: :CodeArtifact: :Repository

AWS CodeBuild

&R

AWS: :CodeBuild: :Fleet
AWS: :CodeBuild: :Project

AWS: :CodeBuild: :ReportGroup

Amazon CodeCatalyst

&R

AWS: :CodeCatalyst: :Connection

AWS: :CodeCatalyst::IdentityCenterApp

lication

AWS CodeArtifact

ERAEER

ERiREss EBAEBME CloudForm
B’ ation &
RIEEE

e v 2 v E

X & v = X &

v = v 2 v 2
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JSON = YAML , &R LAER CloudFormation %5t T 2217 B R B E A CloudFormation E48, 40
FEFHER , 2 BAWS CloudFormation  fEA&EER) FHI{EER CloudFormation 525t TE ?
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FAZ G , FFBBAWS CloudFormation  EAEIER) PHAWS Resource Groups EREEZE,
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« AWS CloudFormation
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« CloudFormation API &%
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourcegroups-group.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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ih B =M A Web FRIGEAZR URL, BAIUERERAIEENERE | EZEEEN AWS EiF WwE,
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EHSZH

BEEHFBRV AT —EEASE , UEE BEN S RBIER, WEFHEENR , 528 AWS
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BLE AP BEEME2BNEE, ELFECRAUTRTERE
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MENZRE 1 RN ER., MESRFERLAERILRTE , SRESS —ESBNEE. EMNZH
BEMTAR.

&attribute.member.l=this
&attribute.member.2=that

AR K i Bl AF

£ AWS & API (WEEIEEH , #5 —1{8 ResponseMetadata®E , HHPEE — 1B RequestIdit
R, WLFHER AWS BRI —FRBIRT , TiRMEHRER. #A RequestIld BEEEEEES , BEF
SHEM@EE API XHEEL , MRS UEEL R AMEE,

&= APl 555

AT LAUEIR HTTP 2 HTTPS A E#MFER. EREGEABERARE , SHSEESEERRERPE
EEE, NEBIVNTEXENFMER , F20 ) FHEHEE AWS API 555KAmazon Web Services
_ﬂﬁg/é%o
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https://docs.aws.amazon.com/general/latest/gr/arg.html
https://docs.aws.amazon.com//ARG/latest/APIReference/CommonParameters.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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AWS ARIFERBEERS APIs MERTI TENEN API ZEERARANKBRABASREHAER
B, @fEAR. HERENEMER, SLEXERUELHY (TESEAPIsH ) |, HIMFERE
oEE. FREANGEREE  UEEERMWRKER, ERFEEXENERTAR THESNF

&

- AR Go By AWS SDK

« AWS SDK for Java 2.x

- AR Java B AWS SDK 1.x

« AR JavaScript B AWS SDK

« AWS Node.js #iE A1 JavaScript #y SDK
- BEARMK .NET 8y AWS SDK

- ERAR PHP #y AWS SDK

« EAR Python (Boto) B AWS SDK

« BRAR Ruby B AWS SDK

- ERAM Rust By AWS SDK

NMEFMBRESNEAENHEAEXNRNFMAENR , F2REMEXBNELE,

£/ POSTA AR H APl 73K

MRETERAEH—E AWS SDKs , BIFJLAER BERAEER HTTP REERBHEPOSTHER, POST
FEREERGER RN EHEDIEE BE , YEBRAXFEMH JSON BRXHWIREER,

REEB REE
Host AWS Resource Groups im &, B4l : tagging.us-east-1.

amazonaws.com

X-Amz-Date BABERME HTTP HEIEEES the AWS x-amz-date {ZZEH K EFREBIEC.
B HTTP AFmERERAHERE HHESE, E x-amz-date BEF
R RRSERERE 2 RFE LR Z BT HHEE,
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https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/resourcegroups
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/resourcegroups/package-summary.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/resourcegroups/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-resource-groups/index.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-resource-groups/index.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/ResourceGroups/NResourceGroups.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-resource-groups-2017-11-27.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/resource-groups.html
https://github.com/aws/aws-sdk-ruby/tree/version-3/apis/resource-groups/2017-11-27
https://crates.io/crates/aws-sdk-resourcegroups
https://docs.aws.amazon.com/code-library
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ERAEER

BEEAE

Authorization

X-Amz-Target

Content-Type

Accept

Content-Length

Content-E
ncoding

FRE

x-amz-date RS ZALL ISO 8601 EAXKRIEE, HlH0 : 20130315T
0920547

—HEREZE , AWS ARERBERNERMENEES., NEEBHESE
HEHAE , 5520 () PHNEEE 4 [REEETEFAmazon Web Services
—|®2E,

EEERFEADEZEAMRE , UREEZHTHERE.

ResourceGroupsTaggingAPI_20170126. API_Name

@® Note
HRERE , F—3#FEH RZ 20170126,

flan | ZEMI GetTagValues #BE , BEATYIEZE,
ResourceGroupsTaggingAPI_20170126.GetTagValues
EEBABR. EATIE.

application/json

EELEER. EATIE.

application/json

AEHYKR/D , ML TE BB,

EEWAME LRGSR, EATIIE,

amz-1.0

LUTRHTTP BRNVEHIERE , AREBUEREE BRI SFECER WEIRStage=Test, 7t
gHlH | ZAuthorizationfTEMBEUEFEE | LUEARE. TEAEFSHBEEERBERF,

POST / HTTP/1.1

/A POSTAH AR API B3R
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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Host: resource-groups.us-east-1.amazonaws.com
X-Amz-Date: 20180112T0920347
Accept-Encoding: identity
Authorization: AWS4-HMAC-SHA256 Credential=REDACTED/20220113/us-west-2/resource-groups/
aws4_request,
SignedHeaders=content-encoding; content-length;content-type;host;x-amz-date; x-
amz-target,
Signature=EXAMPLE5cb91f88f1EXAMPLEa®2d3af93dEXAMPLE91e5d03588EXAMPLE88ff1d
Content-Type: application/json
Accept: application/json
Content-Length: 283

"Description": "Resources created for the testing stage.",
"Name": "QueryGroup",
"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\":
[{\"Key\":\"Stage\",\"Values\":[\"Test\"1}1}",
"Type": "TAG_FILTERS_1_0"
I

"Tags": {"Department": "Finance"}
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Ry &£ AWS Resource Groups

MERZEM AWS RESEBEIEF. 558 AWS BF | U UZHRNERPONFERERE  ZREZR
RiMERZEHRABNERMEE.

ZEMR AWS BECBNARRE, AFSEEE SHERAERNZENERANT S

- ERNREM - AWS BEEREE Cloud AWS FEITT AWS IRIEMERRE, AWS thARIRHTTR
2FEANRKE. £ AWS G EFR , F=AEKEEEHIRABRERFANZLIIN. EEE—S
A% 1E A 78 AWS Resource Groupsti & #1518 , FE2HE SR EIEEAMNAWS R

- ERNREM - ENETECRREMER AWS W%, fH4BHEMREEE S FEERNER
%, BATNERMNBEAEENER,

AXHAHEE T BmAEER ERFEREARBREEER, TIHEERPUNMREEREBUN
EENZ2HEEHREER, SZUgT7THRNAEAEM AWS IR EERNRBERFHER,
£

- P ERHRE AWS Resource Groups

s WEDFEZEEE AWS Resource Groups

- EREHEPHCHAER

« AT AWS Resource Groups

« FEYEEM AWS Resource Groups

. FHEREEEZ S AWS Resource Groups

« AWS Resource Groups f& i 5 [ i 26 77 BX (AWS PrivateLink)

- EREEN T REER

FHERHRE AWS Resource Groups

AWS HESEERBAR PHERRE AWS Resource Groups. MLERPNR |, AWS ESRE
BITATE N ERSR AWS Eif, FEASHRECHERDE LFAEATNEHE, CHRKEEE
FRfEF AWS R MR SERBNEETE., IEERBIAENFRES  F2REREIMEERRE
£, NEBNERREBENERENR , F2E T —MRERREESR (GDPR) Hbv o
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/

AWS Resource Groups EREER

ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BEIRBHA. BRMFEE TLS 1.2 WEHRMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, tNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B,

- £ AWS MEMRFR , URHEPWFIETERZEES AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMFE Amazon S3 HWEIRE R,

- MREEAWS EBHTHIRER APl FE BFEE FIPS 140-3 RFBEH R ITmMEZBEME , FBEH FIPS
ine, MEBE FIPS M FIPS M EZMHEBERN , F2RHTEFEEZRE (FIPS) 140-3,

BMEZIEBREERETELETFNEFBH i SRELHRER , HEESEIEHENHNXFZHNA
F, FlINBZ B, EBEEEMEA Resource Groups A AWS RS A, API AWS CLISRHE
ftt B¢ AWS SDKs . ZBEERFIAHBRAX R P ANTAERBTEARGERZE R, OR
BB REKREEN URL , RFEZIBBRF VN ERBCEHAARBFFRN URL FIEBEBEA
BRI

EREfh AWS BRFEHLE , AWS Resource Groups EER/ NN EHRE , RATTRMHEE, Fig=imek
AWS BRI AR |, B BEKRN, ERFHEHSREBWETIREZEER.

- HIERE (RMNE , FELE)
- BHAER (RMF , BREF)
- HEPHHEER (EELERFRERMBNEFRS )

TS Ll rh
o RE N 27

ERHERAHMEBEHBREIEBEREN SR, MRBER , FEMA AWSKEENREE, STUER VPC
FHEREE API MERE |, HBEACBALAENERRELZ 21,

B inE

AWS Resource Groups ERlSEER I RBENAPERELETRORNSE, EFT2FERAETRE
o
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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AWS Resource Groups B 81K E B4 AWS Key Management Service , B R #E AWS KMS keys,

R R BB

AWS Resource Groups £ HTTPS #TERFEFEAEHE cENEER AWS, ERFEFRE
BEREM (TLS)1.2,, BHXETLS 1.0 M 1.1,

H & 9 MFEEEE AWS Resource Groups

AWS Identity and Access Management (IAM) 2 —%& AWS BR¥E , AT HBIEE S R e T H ¥ AWS
BERNERN. IAM EEETRFEATNETESBE (BA) NRE (BT ) , UEAEREE
&R, 1AM 2 AWS % B AR BERD .

£

- BRHR

- EASSRE

- EARKEEFIE

- EREEMME IAM EBEEA

« AWS By ZEHZE AWS Resource Groups

- FRAEREENREELEAE

+ AWS Resource Groups & 7 B Bk #5451

« ¥ AWS Resource Groups & 2 fMZEGETHED

BHEHR
WA E 8 AWS Identity and Access Management (IAM) € REHW AR MAFRTE :

- REFERAE — BE|EFRRE LI  FROEEERFBEETT (F2H ¥ AWS Resource Groups
55 MEEETHERZ B
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RS EE

ErBREBEREAWS FHAF I BRRBEANAR. BH4AL AWS IRFEFERE. IAM EAERIBE
IAM B 5 21T 9 EE

B LAMER &9 R EAER , 10 AWS IAM Identity Center (IAM Identity Center), E—& A&
7B FH Google/Facebook EAER , LB »WEXEA. NEEBEANFHEENR , F2H
(AWS & A ERHEIER) BB AEN AWS IRF,

HWRENRFTFE , AWS 124t SDK M CLI AR IGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF RERE

BERI i AWS IRF |, &1t — @& A AWS tRF theroot ERENZEAF DB , RE 0 EFHM
B AWS ¥ M ERNTEFIE, BARBRTEEAREAERITREER. ABRZEERERE
BENER , F2R (AM £REER) PHEEREAEBENER.

IAM fi£ i & M A48

IAM 8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 B8 A =
EAEXNSENTE, BERUEREEREGRIBREN IAM E£AE, NEFHEEA , 28
(AM EREERE) PHERAECERECABS SO RMER AWS FAEBERBETN .

IAM BHEEEE IAM ERERS  FEEABREAENTITREMNER, NFFHRER , F2H
C(IAM fEREEr) FH 1AM £/ &/ EA =5,

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIfI B9 E B4 EHFTE , &
AR HREEE, SR LUEBRERETRE IAM A/ ( £#84 ) M AWS CLI 5 AWS API
RERRBEIAR, MEFHMEENR , F2E (AM EHAEER) FHRREAGH S E,

IAM BEBRREE 5o EREFIR. W IAM EAERT, BikFFERRBEBRBEFER , URE
Amazon EC2 #IfTHERAER. MFEFHMEF , F2H (AM E£RAEERM) P8 IAM FERIEF &R
B
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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ERABREEFHE

ERILUEIB B M BUR Y G HIE RS & 5 RNER AWS RIZEH AWS R EFER. BRERRES 2 HEIRME
BABVET . ERFEARBFERE AWS |, SFTHELEE, KASHBEKE L JSON XH4 AWS B
NEFHRE P MFEE—L TH JSON BERXH , F2H (AM £REER) FHY JSON BERHIE.

EESEFEAER , EBERBLEETRUEBLERG TEBLEERATEHE , UEETFINEE,
HERERT , FRAENAEREHT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BURERBMFRIFT AT , EWmBRAAES X#AT.
SoBREE

BoRRRERNMESD (ERAE, FAEFEANAR) K JSON FFABERN A, EEEEEH ST
HWIRLEFRATHESE , UREANGKRE. UFTHRINARISZ2EBER , F28 (AM £REE
M) PHEBEFEERBRERHE] IAM A,

B BEBRADT/ARBEK (EEABRRE-52) ESERXR (ANMNESES 5 HBEMLBEER). 0F
THRIOMEZEBRERARBERZBMEE , F20 (AM E£REER) PREZEBRRERNREE
ZFEﬁigigo

EREBE

ERAEPBER M INEIERA JSON BERN 4, #HHEHE IAM B EEEBRE Amazon S3 FATREE
R, EXEEREBRNEET , REEESJUERACAREHEREERNFIER. BLAEER
BREBRPEEER,

EREBERVAZBBEPHNARBEK, EEEZENERAEBVBERPEARE IAM B AWS ZE
BH,

EFERFIEE (ACL)

FEUZHIEE (ACL) ATEFIBL TR RFKE, FRERNAC) HEFIEERNFFT. ACL EHR
ERAPR , BEMTEM JSON BERMXHFER.

3
¢

Amazon S3 AWS WAF#] Amazon VPC 2% & ACLsH BRT& &5, mEE— 7 # ACL , ]

{Amazon Simple Storage Service B A BEmE) P FEIRFEE (ACL) B #,
Hi R EE
AWS T EHMBRER K REFZERBREERTNEARHTT .

EABRERFEE 204


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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« FAURE —RESFPHEBERAKE IAM BERBNRAFT. NEFHMER , F208 (I AMERAEE
) PHIAM BEEFT T RR,

o BRIEIEHIBER (SCP) — & AWS Organizations P A B S BMEBENIEER AT, MEFMENR ,
=2 (AWS Organizations A& 1ER) HHY IR IE &I BEE,

- BREFIBER (RCP) — RELERFHERATAFAIN LR, MEFMEFA , F2H (AWS
Organizations EA & 1EF) FHERZEFIBE (RCP).

- THERBEBER —EUAERARGFARAAARTBE s ERAEEYRE THERERE , L2EEE
RUEFE R, MEFMER , F2 (AM E£RERER) P TERERBEE,

ZRBREAE

EZEEENBRERANGBERE , EENTUISERMMELER, B2 T7THNMTAWS £ RSBK
REHRERBANBER , F2H0H (AM £AEER) PHBERFLEE.

BIRB A B |AM HEBELER

£/ IAM EEERFEN TR , SR T ML IAM e G REFERERER. BEL2HE T
REREEMEME AWS BRI MMAE IAM BEER |, F2E8 (AM EAEER) PRIE IAM AWS 7
BLEARY ARFE

ES -]

- EREESDBEBE

- EREBE

- UERFEERSERNRE
- EREE IAM BB

ERHES DHEBEE

£/ IAM 2 BEBER | B LUEERFREBNBENER , UREMERGT AFFREEDE. &
RHEXERERE. ERNFRGRSIR, 5E 7T HIETE JSON BERHPERANFAELE , F2H IAM
EREEETH JSON BETESE,

BF

ERE A LMER AWS JSON BURRIEEHAIUERAR, tWH2HR , BHMEERE M BT o At
EEREIT I LB F,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_elements.html
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JSON BURRE Action TEHRE TR AFHIEBBRFFIRNEF, BHREEADERRTH
1TAABABR BN ERVRT T,

ERBEBFNBEBSEESEZRIFERATYFE : resource-groups:, BEFEESRBIETLETE
AT , (BE B EBresource-explorerd £8 FH,

Blan  EERFEASEAEREE CreateGroup AP BREERN EREHARMEMNT |, BFEHBEKS
‘@& resource-groups:CreateGroup®EifE, BERRNXSADE Action = NotAction Tk,
ERFEESERECHN—HEEE , HRETTUERALRBEHITHER,

FEREE-RAXTEEZBERFEANEREEREE  FUERSREM , WTAR

"Action": [
"resource-groups:actionl",
"resource-groups:action2",
"resource-explorer:action3"

UM LERBRET () REEEZ@EEE, Hli , EEEEMER List XEWNMEEE , FE2EU
TEE -

"Action": "resource-groups:List*"

FEERERHADFENFE  F28 (AM E£RAEER) PHEAR HNEE. EFRMFEFEE AWS

Resource Groups.

Resources

EEEWLUER AWS JSON BURRIEEH T AFHAR, tWHi2aR , BMEEBE BRS04
EERHAITHLEBIF,

Resource JSON BUR TR WEEEZEERABEN YT, REEBEHKREHAE Amazon Resource Name
(ARN) RIEEEER. EHETZEEREBRHT , FRAEAFR () X ZFRNEBARMEER.

"Resource": "*"

HE—NERFEERE Fil. #EEREF T ARN :

arn:${Partition}:resource-groups:${Region}:${Account}:group/${GroupName}
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https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS Resource Groups EREER

INZE ARNs BN EEHEA , 5528 Amazon Resource Name (ARNs AWS F AR5 p 7 22 &,

Fln | EEERRN PIEENY-test-groupEREFE , FFEA TS ARN :

"Resource'": "arn:aws:resource-groups:us-east-1:123456789012:group/my-test-group"
EREEBRBERFNERE  FEAERAFT (%) :

"Resource": "arn:aws:resource-groups:us-east-1:123456789012:group/*"

FLERBEESFELIEREERLHT , AINARBIERNEF, EELERT , B4 AERAER
FIT (%o

"Resource": "*"

BLEEREE API BEATUS R ZEER, Hla , EDeleteGroupfiFREFE , Ut ERHMEER
BARBRESERHENFFERENT T, EEEE-—REXPEESHER , FEMAER SR ARN,

"Resource": [
"resourcel",
"resource22"

]

2

EESEERBEERERKEHE ARNs fBE | 3 7 ST LA BB ESEERN ARN ,
28 (IAM EAEER) PHEAR WEE. ERAE4EEH|/ AWS Resource Groups.

R

ERE A LMER AWS JSON BURRIEEHAIUERAR, WH2HR , BHMEERE A BT oAt
EEREIT LB F,

Condition TEERBERNIKRY , EERBXNBITRBE, EUBIFERFRTEETFNRTER
X (BINSFRIIR) , REBBRPORGNFBRPNE, EEEEFHME AWS £8RGREIE , F2
B IAM EREIER) PHAWS EFEFABTZREIHE,

ERREEERECHN —EARHREIR , bXBERA - Le2EkHRsI8. BEEEME AWS 2K
tr&im  F2H (AM EREER) PHAWS £ERERABT SR,

EECEERBEMKHRCIBNEE ¥ THRETUEREERSIBNBENER , 528 (AMfE
AEER) PHEAR NBE. ERMEAHZESIE AWS Resource Groups,
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EEMRERFES 2 EBERNES , 5526 AWS Resource Groups & 7 BB K€,
ERBBR

ERFETXEUERAERNBUR,

DEREBFEGRRAERAVRE

B EREEZERFETNEE , BRIV EBRSEEZERAE, NERBERIZEHFE,

f5fE A aws:ResourceTag/key-name, aws:RequestTag/key-name B aws:TagKeys R# 35|
2 K EEENGRGECEDR , RHEEREF. BEYIENEER , ZUSEREAZHE. nFEEER
BAPERHENFEERN  B2EXIERE PEHEHE AWS Resource GroupsH ) £ REIEH

FIE¥H AWS Resource Groups# o

EERRS S BREE , URBZER LNERRBHENER , F2H REEHRARE,
EREE AV AR

IAM BEREAWS IEFFEEBEFTHNER, SRBEEREARELE,
BESRBHECAREEAEY

EEREES  EuUFEARSEAERUBESE2EA, BE IAM 86 | SEEBIRFARG, &1
LLE B IY AssumeRole 3 GetFederationToken Z AWS STS API I2ERIVE RS EAER,

BEERAE
BRI ERS A T AWS R FIEARETHER , MRREER B
SRR AR ARSEEAG.

BEAE

I T RBRERRCRERLA L,

SRR AREAREAR.
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AWS SEHFEEH AWSAWS SERFEERIYNEENBYREEEATSEARMEMET , LUESR
AILABIRHS RIS RGHERE . FEAMNAR,
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FARCE , AWS ZEBRARTERTFTRECARFIINSEERTT , RAELFITAHAE AWS &
FfEM. RM2BEERRERNEARFINEFEERE  UEE -SRI,

FBEEESE AWS SEHRRPERNTAT, R AWS EH T AWS EBRPERNGTT , IIEHER
ERREZENAMERTAS D (£RAE, FENAR ). AWS R B MBS AP BRETA
REBRBE , AWS RETRE#H AWS ZEH K.

WMHFEFHMER , F2EH AM EHEREETH AWS ZEHE,

AWSEREHEN SEHE

» ResourceGroupsServiceRolePolicy

» ResourceGroupsTaggingAPITagUntagSupportedResources

» ResourceGroupsTaggingAPITagUntagSupportedResources

AWS ZEBUR : ResourceGroupsServiceRolePolicy

&% H{TResourceGroupsServiceRolePolicy B EF IAM BB, WEBR ReEREIAHE
BREARKKREHITRHENRBEEZAR, NEFAEN  F2REAERFEENEREZEAE,

WBRERFERBBEMENGT , UEIRERFEPERUARELERFTE 21T CloudFormation
WENHBEN. EEEREMEAABEEGEHEHINEEESLE CloudWatch Events,

HEEF I AWS ZEBRNKHRA , F2H IAM T2

AResourceGroupsServiceRolePolicyHHl ,

AWS ZEBUR : ResourceGroupsandTagEditorFullAccess

HESRREEE R ARRE S8BT policy. AWS managed B T ESI BB | WAL
PABTREEE  ERRMSEENT TIHTGERAE. BaNAG,

BHRER T EBFNERFEANERRERDENFENFTT,

HEERI AWS ZEBRNRHRA , F2H IAM £

BResourceGroupsandTagEditorFullAccessH i o

MFLBERNFEES , 520 (AWS RERRSEER) T/

ResourceGroupsandTagEditorFullAccess.
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AWS ZEBUER : ResourceGroupsandTagEditorReadOnlyAccess

EREBEREEZEEETIAETEE £ F 7 policy. AWS managed R ESHN BRI |, B4
HEBITRERE K FRRGSEENTUERGEASE. #EANAE,

BBRERT ERFANERFEESRDENERFIAFENFT T,
FEERI AWS ZEBRNRHRAE , F2H IAM £

AResourceGroupsandTagEditorReadOnlyAccessH i ,

WMELBERWFEES , F20R (AWS XERRSEER) T8

ResourceGroupsandTagEditorReadOnlyAccess.

AWS ZEHE : ResourceGroupsTaggingAPITagUntagSupportedResources

ELKBRERERTABTBRE  £FR T policy. AWS managed R ERNERT W , BEL
VABTREBER , FEERHSEENFIERGERE, HENAE,

WH RS FEELEMEUHESR AWS Resource Groups 1Zi2 APl X BN MMEERERME
AIEFATAWS : : CloudFormation , 1B AWS: :ApiGateway, AWS::CodeBuild, %0 Bk

SMAWS: :ServiceCatalog. EREMEUEZLELHBRNEREETERNNREFIESTT , LAHFE
SEHEBUEERANANEE, T EERPELNEBUEZELBERPH RN ERERMMENET -

S

« AWS: :ApiGateway BEREEFEE API Gateway BJRH apigateway:PatchiFa , MEZEH FEIR
%= E apigateway:Put, apigateway:Get, apigateway:DeleteFF ™,

« AWS::CloudFormation EfREEFEE cloudformation:UpdateStack
cloudformation:UpdateStackSet&Fd,

« AWS::CodeBuild EREEEE codebuild:UpdateProject& .

« AWS::ServiceCatalog EREMNEE
servicecatalog:TagResource, servicecatalog:UpdatePortfolio,
servicecatalog:UntagResourcefl servicecatalog:UpdateProduct& ™,

BEREERTERBERFERL AP IR CRE R Lo OB ERAENFTA,

HEERI AWS ZEBRNRHMA , F2H IAM £25
ResourceGroupsTaggingAPITagUntagSupportedResources® Y ,

WMELBERNFMEER , B8 (AWS ZEBRSEEE) PW
ResourceGroupsTaggingAPITagUntagSupportedResources,
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AWS 2 EBURK EIREF B E#

REBLRBFARERELBELR , EREE AWS SERREFNFMAET. NFLEESENE
BiRE  FBEIREEREENHESRGCEEN LK RSS HE,

g% iR Date

FHTHIBIR — ResourceG ERFECEMLER , g 202412 A 20 H
roupsTaggingAPITag S\ BFHRBENFT , 2IF
UntagSupportedResources Amazon Application Recovery

Controller (ARC) 1 Amazon

VPC Lattice, T3IFF 7] 2578

EHCR :

* kinesisvideo:TagRe
source

* kinesisvideo:Untag
Resource

* redshift-serverles
s:TagResource

* redshift-serverles
s:UntagResource

* route53-recovery-c
ontrol-config:TagR
esource

* route53-recovery-c
ontrol-config:Unta
gResource

e route53-recovery-r
eadiness:TagResour
ce

 route53-recovery-r
eadiness:UntagReso
urce
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ERAEER

gE

¥TBUK - ResourceG
roupsTaggingAPITag
UntagSupportedResources

BUERE# - ResourceG
roupsandTagEditorFullAccess

BUERE# — ResourceG
roupsandTagEditorR
eadOnlyAccess

TR — ResourceGroupsServ
iceRolePolicy

U
* ssm-contacts:TagRe
source

* ssm-contacts:Untag
Resource

* ssm-incidents:TagR
esource

* ssm-incidents:Unta
gResource

* vpc-lattice:TagRes
ource

* vpc-lattice:UntagR
esource

* workspaces-web:Tag
Resource

* workspaces-web:Unt
agResource

BIRBHAERE 7 H#BUER |, ML
RUFRLMNBUEZER AWS
Resource Groups E5B &R
AP| X BN FIEEREEME
HEF A,

ERBECENBEK , A8
H b AWS CloudFormation 5f
m,

ERBECENBEEK , B8
H b AWS CloudFormation 5f
ml,

EREFENE T XEERBE
EABRNMBER.

Date
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2% iR Date
BRBACHBEREE BEREBERBERE AWS Z 2022 £ 11 B 17 A
EBERNEE,

ERHERFENREEESE

AWS Resource Groups use AWS Identity and Access Management (IAM) R ERE £, RIS ELS
AERERERZZERBHENKE— IAM ACEE, R EEACHERFEELEER K Y ISXRE
AWS R KREWWUHE A FrENFIERT T,

REEFACATRLETFRRMBEERFEE  RARTAXFHMELENTT, ERBESERHRE
BREAGHNA , YABEACKRESEER , MERAFERFERBETUREEAG., ERFTT
BREEEBRMFTEE , X AXFFAIBRTREZIEMAEM IAM BE.

NEREXERBEFAGNEM RBENEF , FSHEAWS £/ IAM KR , R ERS A CH
FEREARNEB®. BEEEAERNE , URAZBRBENREESSEX .

ERFENRBEEAGTA

ERBEAFEATIHREEEACRIEHEETBYHEN., EEACEBLINER K EEBIAGZE
£ IAM AP REAR,

 AWSServiceRoleForResourceGroups

ERBESFEALACHNHF I REDBEELER AWS R 1 |, LUBBIBITEEAKEER , YiSEH
R Eup-to-date, E A FHFEIREHEE Amazon EventBridge BR#% 2% H IRIEHBAE 4,

AWSServiceRoleForResourceGroups R ERZEABECEETIRBREIZAL

* resourcegroups.amazonaws.com

BEEAGMNANRA T AWS ZEBR, REBRREBLNER , WK IAM ERA8FREBK,

« AWS # #### AWS Resource Groups
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AERFHEEVRBEZRAE®

/A Important

NMREAEFERAGTECHENEMREFTREE , EHEEAEREHREENIRS
B, MBEFEEF  FSREBN PHBANHAES AWS IRE,

FEEVRBEREAE  FRBEELEmBEREFIE,

mEERHENRBEEAG

B RBET A8 4mE AWSServiceRoleForResourceGroups RIS E# AR, RATRESEESRES
SERBERZAC  FULERLIEBRIYAGCREFHERE. AW , BUFEH IAM RiFEAGHER,
MEFHMEF , F2H (AM FREER) PRRERKEEZHE,

MR EREFENRBES AR

REGELEMBEALEMBHE4R R , TRMREHERAE.

/A Important
- AWS B ILEBREKEEAS  BEXEXHAEVZACHNEHEE R BHSHIEE
18

- ERETERMRBRBEGAE , RELN PREMEREE AWS tkF . WREM RIS
&, EREEREMEEEHE M BB AWS R REEBENEE,

FEMRRHEEAE

5/ IAM E£#& AWS CLI, = AWS API Bk AWSServiceRoleForResourceGroups AR E#E A
B, NEFAEF , F28 (AM FAEER) PRREREEEA S,

Console
MERERBERKEEAER
1. BRIAM EEAZEACEH,
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2. S, B A AWSServiceRoleForResourceGroups K& | ARZBIZREHE Z8HEUT B,

3. EIE MBR
4. EFRPAALSCHER K BREMRACHEERE , REZIBEMER.

AEER IAM TRATNABEEFHRK,
AWS CLI

M ERFARKERAR
EEMBRAE K BE2EBHAR , EASBBATIGT. F2RAEM[E,

$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups

{

"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

}

WREEEER ID. BERNAEMREEASARET, BUNEBKRHNERBETEEE
T35 AWS CLI 5% , RIgE A BRI MRE,

/

$ aws iam get-service-linked-role-deletion-status \
--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"

}

ERHERBERACIEN B
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W

BERFEXEEMARERE AWS BE B PEARKERAR. NFFEEN , F2H AWS EF

Ed w2 o
AWS Resource Groups & 4 4 B &5 451
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FIENIEEERYITIIE AP RIEWNFFT, AR, EEEMARELEIRERIFTEELFTNE
8

BE T RNMAIERAELES JSON BERXHEY IAM B2 BEBER |, F260 IAM EREERTHNE
JSON REIER EEV K,

ES |

- BRREER

- EHEREETIZEN AP

- AFERAERBMFIECSHETH
- REERRAEE

HERREEK

BoRABREHEERFPNEBASRETUREY, FRIAMKERFEER, ELBETESRSL
B AWS tRFEAEM. EERUSRES 7 HBURE , FEE T EIRERER

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGN AWS REBKR., ©MTELN REMA AWS IRF, RAIEZREESR
BREREARS AWS WEFZERXR , WE-FRDH . WFEZEA , F2H (AM E£REE
) T AWS REBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

« R IAM BER PR F4GE— S REIFEE - SO LUSHRAFIEEBER |, UREIESEMERNEE.
fFlan | BATLURBEBERRG , EEXEMEMA SSL BEFER R, MREBIE Sl FHRKEE1E
AWS FREE , &t o] LAME B R4 3R 4% F HZ U CloudFormation, MEFFMMET , 552 (IAM £
ZIEE) FH IAM JSON BURTTE © 4,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNBE, NMEFHEE
A, F2E AM FHERERE) PHEEA IAM Access Analyzer B 38 BUE

- EEZEEERE (MFA) - MRENRFIEZE IAM FHESR PR ERE AWS IRF | BB MFA
UESL4M, MEETFEU AP R/ERER MFA | 318 MFA (REFHEZERNEBEE, MEHAE
A, F2E (AM EAEER) PHEE MFA WE £ APl 77HL
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ME IAM D SEEBWAEBRER , 520 (AM EAEIER) PK IAM 22 5EE%,
FEREREMATIEAER AP

% ZE7H AWS Resource Groups MZEmESR L EM AP, BUERE —HHKEFT, ELFFTH4
AATFEIEFEIR AWS IRFAHAERBEERNFHEF. IREEIHBELEFTEBRENE D
BBE , AEEEMAPI P HREERBERNEE (AM ACREFERE ) BELNEREE,

ATHRRELERNAUUEREREFE , FRETIBE (REBSTIHBERMIIFFTHBER ) BEEE
B, mFEEZEA  F2E IAMEREEETNHETRERE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"

1,

"Resource": "*"

NMERTFERBHEAFIENFHEENR  F2EREEKEFFEH AWS Resource Groups #l 2 & iRigas
AIEF AT RN

R ERAERAMMAECHFT

WEH S REMMBILIBER , A IAM EREREMMEMPERES2WAREZEBER, WBER
SEeEEEAFHEA HAWS CLI AWS APl U REREH A X TR B EN S,
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"Version":

"Statement": [

{

"2012-

10-17",

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

lam:

lam:

lam:

lam:

lam:

1,

GetUserPolicy",
ListGroupsForUser",
ListAttachedUserPolicies",
ListUserPolicies",
GetUser"

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

lam:

lam:

lam:

GetPolicyVersion",
GetPolicy",
ListAttachedGroupPolicies",

iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

BRiFEHRRAEHE

R

/Ch

:usernamel}"]

AUESDEBRFERAGRS  REERRHNERFHEERNEFN. LGB RMMET 5

BEERVBER , FHEHPAERRE, T8 , RAEEREREproject EARERETWIU TR
MprojectZHBMEEMNER , TR T,
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "resource-groups:GetGroup",
"Resource": "arn:aws:resource-groups:us-

east-1:111122223333:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}

BB REEZECIRFTINETEA. IREGEBZES|IBproject NIEREN ERalphaE
SRR EREE , AIBEBXENEER project=alpha, BRAIZEREAEFIN, REEEE
project ff& Project M project , RARHGZSIREBTES K/ NE., MBFFHENR , B2
B (IAM EF &3’ FHY IAM JSON BUR T E - %4,

¥t AWS Resource Groups & 2 fMFEUGE T ER E

FRAUTEARGBEDEFIEECFEREREAMN IAM BOEBRNE BEE,
FE

- REEETERBBEPHITHE

o BRAXEBHIT iam:PassRole HIFIE

- RBEARHF AWS IREAN A EFEIENEREA

BERTERFADIATIRE

MR AWS EEFRE SHREABREINT BF , AIXFABRIBERSSRHE, ENERER/ER
HBEERENAR,

THEHIEREEFEAEnateojacksonERFA TR ERGFHENFMEESRNR |, B)8F resource-
groups:ListGroups FFRAIBFE 4,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: resource-groups:ListGroups on resource: arn:aws:Iesource-groups::us-
west-2:123456789012:group/my-test-group

FELERT , Mateo 2EFREBEEFTHMHBEK , AFFMEA my-test-group EEFE

resource-groups:ListGroups &R,
R AKREBEIT iam:PassRole RyIZHE

MRBWBEER |, EHEEEHIT iam: PassRoleB)F , BNBERLAER , UAFEKAGEER
EREHE.

BE AWS B AIREEREACEERGERE K MARBUFNBEACIRBEEAC, NF
TR , ELARERACBEEZRBNFTT.

E®A K IAMmarymajor A EERERA TR AEERHETHTEFE , ERETHIEHIER,
BR , BEFRBEHEEBRBACR TN T, Mary REKAGEERRRBHF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WBUERABEEH , AFFM#IT iam: PassRole Bk,
MREEFEERE) , BHEEZN AWS EEBE, FNEBEESRHENEERE.
REEARF AWS IRFANABFERRNEREHE

BUNRN—EAE  BEMRFINERENEEBATNAEFIENER, LU IEEZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) BVARES , &I LUE A ALK
RRBEFAETFIENE RN,

MEE-—FTH K FL2EUTRE

- BETHERMAREXEBELYRE  F2H ERAHEMNTE IAM BB &R,
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CreateGroup, GetGroup BAK UpdateGroupQuery B){E% HAI A ETE CloudTrail HRFER+TE
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ARFNEHET.
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BEARE IAM EAERFRL,
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MEFMER , 5520 CloudTrail userIdentity THE,
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BHtRE-EEE , ERBMHUERERNEARNREIEER Amazon S3 #7778, CloudTrail BF
BRUS-—VSEEAFER, —EEHAEARFRENE-FR , AIEFRBDE,. FRHBHAE
B, FRBEFEA. CIoudTra|I AFERAIFKRNE API FFUDERIGC SR R EUEM
BEEFLHR.

LTEHERNERRER CreateGroup B4R CloudTrail BEEHEE .

{"eventVersion":"1.05",
"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:AWSResourceGroupsUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser",
"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:47Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"

}

CloudTrail & 222


https://docs.aws.amazon.com//ARG/latest/APIReference/
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS Resource Groups EREER

}

.
"eventTime":"2018-06-05T22:18:237",

"eventSource":"resource-groups.amazonaws.com",

"eventName":"CreateGroup",

"awsRegion":"us-west-2",

"sourceIPAddress":"100.25.190.51",

"userAgent'":"console.amazonaws.com",

"requestParameters":{
"Description": "EC2 instances that we are using for application staging.",
"Name": "Staging",
"ResourceQuery": {

"Query": "string",
"Type": "TAG_FILTERS_1_0"
},

"Tags": {

"Key":"Phase",
"Value":"Stage"

}
I
"responseElements": {
"Group": {

"Description":"EC2 instances that we are using for application staging.",
"groupArn":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging",
"Name":"Staging"

},

"resourceQuery": {
"Query":"string",
"Type" :"TAG_FILTERS_1_0"

}

+
"requestID":"de7z64z9-d394-12ug-8081-72zz0386fbcbh6",

"eventID":"8z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",
"recipientAccountId":"831000000000"

}
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{
"Statement": [

{

"Principal": "*",

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:GetAccountSettings",
"resource-groups:GetGroupQuery"

1,

"Resource":"*"
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