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Use the X-Ray API Do you want Uee the | . console
se the legacy X-Ra
thedmo;t congol\: y Use the CloudWatch
( update console
experience?
Use a simpler SDK Use an 5DK based on the
or want to keep using the OpenTelemetry standard with
X-Ray SDK AWS layers of security and
optimization
N N

X-Ray SDK ADOT SDK
Use the legacy Use the AWS Distro for

X-Ray SDK OpenTelemetry SDK

o J

THRRmER
- £ SDK

- EAEFA
« f£F X-Ray API

A SDK

MREEFEABTTRE , AEFENEELRER, BERAFIZZIEER L AWS Management
ConsoleF 2 HHEE |, i SDK, B A LAER S AWS DK FF A A X-Ray BWiEF APls, fRTA]
LAfE A AWS Distro for OpenTelemetry (ADOT) SDK 3 X-Ray SDK,

£/ SDK 7



AWS X-Ray FEARER

MREMER SDK , WAL EZERMNAREFNEERERIRENITERFNEENL .. BAILUFER
SDK R ITEA T T EME A AWS Management ConsoleSE IS -

« RIBAEXER - UEE 1 WSO PEXNERRE |, FRSMEMBRERNER | HHRE
RREISIHBIEED,

- BENWESR - BEMBEREARINEE , SFEEKES, AER, SHBEMERES.
- BEXEHRN - BEELSEM TR , FEEXREXNRINEYE , HoIE B8 ELER,
« BURER R QIBMEHREAN,

FH ADOT MRRE R EHEAIRHE(LH SDK OpenTelemetry SDK 81T AWS Z£ERELE,
9 AWS & 1ThR ( OpenTelemetry ADOT) SDK 2 —MNSHNETLTXNHRHGE , eATFSHAMNER
JEAWS BRFHFIRER , MEFEEFH 2 T EHRE,

MREBELEMFERH X-Ray SDK , RE AWS Fiwm&ER , H BEFEE RS X-Ray i ARFRENRE
A=, B X-Ray SDK.

BXBIBINEZEL , S AWS Distro for 1 X-Ray OpenTelemetry 2 B3 1Ti%## SDKs,

£ ADOT SDK

XLEXFHAE . ADOT SDK B —4ARFiRRS ZKIEZHIENITIR APIs, EMAE, ADOT HZ NN EimHMA
BYXiE AWS , EZNEHRANREBER , HIREAXERFIRMNREBELT N RE OpenTelemetry X,
£ ADOT SDK ATFRNEHNMARFHKERR., THE. BIRMBRER, RIEATSIGEH ADOT K%
BRSS HARTE P Y IEARR B E IR CloudWatch,

WMRIRIEFESFEM ADOT SDK , RELLATIAT , B EAE .

« {# /A ADOT f#EfCloudWatch {£E 31T SDK — ##.

- £/ ADOT # A8 SDK ADOT Collector — tIRZEFHEFZ AWS B2 MFMEILH IR T4
ERRG , NBWEER,

EHXER ADOT SDK , EHITUU TR :

« ERAXNARFHITMERNE ADOT SDK, BXEZELR , F5H ADOT RARXEPER THREE
=YX

« BE— ADOT REFREIRFEEFRENBIRERETWE.

f£F ADOT SDK 8


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/introduction

AWS X-Ray FRARIEE
2 Ja ADOT collector #ZWEHNEHIE , AEFERAZBEDIEENF IR ADOT EE. ADOT TJ LUK
BRIZEEZAN G , SEABOMELNE AWS , I FEFAR

- N

Instrument your Configure the ADOT

Your application . . :
PP application with the collector for data

ADOT SDK Expnrt

[

ADOT Collector
gathers data

Backend

Backend

o S

AWS EHIEFH ADOT LURMIIEEH EOpenTelemetry lE R RIF— B, EH M future Fr &1t % ADOT
BREAXRTFHERELEN—E82, ADOT XEZHEREES K HPa$E

« Go

» Java

JavaScript

Python
« NET
Ruby
+ PHP

MRRERKE Python , ADOT TTELE SIS N M ARRF. EFHMEMA ADOT , #2H Collect
OpenTelemetry r AWS & {TRREEI N FIA T,

/A X-Ray SDK

X-Ray SDK 2 —4 [ AWS FiRIRE XX HIEHN AWS APIs FME, £ X-Ray SDK a4 U &/ 51
BRFHNEREHIE, BT EFER X-Ray SDK W E B ESIBREIE.

WMREFEANZ X-Ray SDK , WAL T EBISREBLEEER

/A X-Ray SDK 9


https://opentelemetry.io/docs/
https://github.com/orgs/aws-observability/projects/4
https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/getting-started/collector

AWS X-Ray FRARER
- 445 1EA X-Ray SDK fl AWS X-Ray SFFEfF - MREBFEBEFHNARFRE |, BEALIED,
% X-Ray SDK & CloudWatch X2 —i#2 £ — ( #% ) CloudWatch fX¥ 5 X-Ray SDK #%&.

ZEfEA X-Ray SDK , EHITUATRAE :

£ X-Ray SDK M ERNNAERF,.

- BEWESRASTHAEFREINBIRRETAMLL. ERLER CloudWatch KIEE X-Ray FHEF
REERIRE S

WERFIRBRIENBIER , EaRERZIEEREREEPEEN AWS Fif. X-Ray SDK R
B AWS JEiRZEHHE , MTEAR

( 0 )
e Instrument your Choose an Recommended for CloudWatch collects
Your application application with the Ll e new users trace data
X-Ray SDK collector
[ ]
Continue using the
X-Ray daemon
X-Ray daemon
collects trace data
AWS Backend J
\_ v

MRRIEEEM Java , B LAEA X-Ray SDK BEaIRMEH N ARRF. EFHBER X-Ray SDK , &
EEEUTREBSHXHE
+ Go

e Java

* Node.js

 Python
« NET

* Ruby

/A X-Ray SDK 10



AWS X-Ray FEARER
FHESE

MREREFEARFTRLORENVEEAFRE (GUI) |, BERAEG S, TRX X-Ray WA A BUE
AT EHENATRCRRREAD , HFRITESRES . EUNEENZHEMITUTERE

3 X-Ray,

- EENAEFMENEERE,
- RENAEFNZETRR,

- RBAERBHEIR.

- EEEXRERE.

YRA] LAfE AR F B9 B2 CloudWatch FE #lhttps://console.aws.amazon.com/cloudwatch/sghttps://
console.aws.amazon.com/xray/ZX B# X-Ray £ .5 X-Ray #1TR E,

A% CloudWatch 4| &

% CloudWatch 2% & BIEFH X-Ray TheE , XLEIEERM X-Ray BHAEHZITH , FEHESZTF
A, MREFER CloudWatch #4114 |, M LAEE CloudWatch HEFMIBIRAR X-Ray IREHIE, £
A CloudWatch #H A EEM 2 HHE , SEAUATHE :

* X-Ray IRER - ERNRAREFLAEFRNEER, 2WMFEESHRBENRE, FAXERRTERSE
B, ARERAMCENNARFTHER. EEREHEBNBRSHE , LEENARF THERN TN
(145708

- BE-EF, M NHENARFERNAEE, £RAEETHERR , ARERENBTEREK
7,

- B - ERALHARKENERNZEECHER , REENERENNAEFEE. UETNE
RV ARERX LB,

o MR LR AN ELA IR M- a1 F EM AR P ER AR Btk ( SRR ARER. Hit AWS R
SHNEFI ) NSTRR MR,

- TEMERA X-Ray #H8—T5H T X-Ray 5 & PR AEINEE.

B X CloudWatch ZBHIAMWEZEER |, 5 Amazon Al] CloudWatch,

E 5% CloudWatch ##l4& , Wit 7 https://console.aws.amazon.com/cloudwatch/o

EREHA 7


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/xray/home
https://console.aws.amazon.com/xray/home
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/GettingStarted.html
https://console.aws.amazon.com/cloudwatch/

AWS X-Ray FEARER
/A X-Ray £#l&

X-Ray ZHAENNARFERRHES>AXRER, IRECEEEHENEHAGCRRTEENRNARSF
15 , FEA X-Ray #28lH8. AWS FEFF K X-Ray #£#H&. X-Ray BHAIEUATHATRAUNARE
Fr V4L -

- W% - BRNNARFHEETIHFEARERERRER, REITETE CloudWatch A H Ins ights
To BXEZEER | B2 HEH X-Ray 24| A FHEH X-Ray Insights,

- BESHE - EENARFNBREEHREEE K. BR. RS TRBBINEE,

- RiR - EENARFEAEBERNERNEBENER, E£AREREERTFENNARFEERER
FEKRI , SIE HTTP 18 S50 56 6]
o O - ERAERER. NENOMBEREIE , LT #RIE R R 2,
- BE- BB ENRERAERATEIHNRIANRE
o R - QBN , BUE X NARFRENURIREREENNR, BXESFER , BSHEA X-
Ray ¥ & & FH B EREMN
- INZE - ERAEAXNBSBIENE , LR LAERA AWS Key Management ServiceXt % & A3 1T H &
REA,
- D4 - FRARERAREXRE —AEBHEHE (Flf0 URL BHRIWRIEE ) HRER, BX
BEZEE , FEARES 4.

fEhttps://console.aws.amazon.com/xray/3R 1 & F X-Ray ###l &,
R T R X-Ray #2414

£/ X-Ray BHETERLHNNARFREBRSHNERNRSMRKRERNGE | HE B RER
KIEE) X-Ray WA AR 5B MR,

(® Note

X-Ray fr% #th B F CloudWatch ServiceLens #E 25} F W S # CloudWatch 12§ & HHY X-
Ray BiRtE F, T CloudWatchiZdl & , REEENSMERHN X-Ray ik FiE#F Trace

Map.

CloudWatch MESENAEFES , EAURANEEENNARFRS. BF

i%. Synthetics @£ B MRS KBKX R, FH Application Signals & R IRSS 51 R = o] ¥ 3t
, BBEHRS RS BHREFETIRNRES (SLOs ) , HRAEEFHEXK X-Ray BRERLIR

BN EE 1% 4 Y BB HERR o

A X-Ray ##Fl& 12


https://docs.aws.amazon.com/xray/latest/devguide/aws-xray-interface-console.html#xray-console-groups
https://console.aws.amazon.com/xray/home
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html

AWS X-Ray FRARIEE

¥ X-Ray #H| & NH2REEE , 2 JSON lRESEHTMLFN , B X-Ray NERNARFERNR
BRREER, ZEBRYSLEKSTPNBEREHBSHENNABRFNBRS TR , RRERKFEN LFE
Pt RURERTNARFELEE RN ERAN Web lREFERN THERST R, A ERAHEM
NHEREFREMBRERERE , AREEAMRHEAN,

EUTETHEEF X-Ray HWEHEE H S CloudWatch EHL#H TR,

®Z&K X-Ray H CloudWatch ##3
. £/ X-Ray iRERi#t: B

- EEREANRIRFS

- EABEZERERX

- BEIKFIRER

- RERSHERHBENARERF
- FRERER

« £/ X-Ray N ##

« 5 Analytics B#HARE
- B4

o BLEREAN

- BRISREHE

£ X-Ray IRz ih &

EE X-Ray R ERIAB HIEIRVIRS ., EFSEREZESH XN TRINERERE.

(® Note

CloudWatch BU1E‘Z3E A pplication Sig nals , BRI A XKML R EW R ARFRS. Bk,
BRELEMBEKB <R, #A Application Signals EE LN RS HI RN AMHEE , BIFEEH
WEIRSZ R B REFTEITIRNRIESS (SLOs ) , HRAEFHEAKN X-Ray IRERLIREVE FHH
PR HEBR

L 5% CloudWatchiz i & , X-Ray Bk% CloudWatch ServiceLens ith B Fith & & H 7
—/N X-Ray BRER#1IE, $TFCloudWatch $##|& , ARELN SMBEEN X-Ray Pul TiEF
Trace Map.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://console.aws.amazon.com/cloudwatch/

AWS X-Ray FEARER

EE RERR G

R ERBREHFENATNAER | RBERENERAEFER. ERE RN EREHRRSOERST
R, RRBERKFEN LHFEFRT/IUUARKRTEARFELZE RS EAN Web BRSS H A RN TR

-
% -I_" A Yed

R IR E & REEA Amazon SQS M Lambda M ARSEH R ENARFHRENERAE, AXES
E8 , FERAREEHRFIENAEF. RESEEXFERSRE , £—KittBPERSNKS P

-+
=

CloudWatch console
£ CloudWatch B #l&ahEFEERHE

1. §TF CloudWatch EE#ZE&H &, EEMSMEKRN X-Ray IRERZI D TIEFRERE,
Q Filter by X-Ray group Q' Select a node ‘ (©} ‘ ° ‘ S} H ) ‘

o

» Legend and options

scorekeep-state
DynamoDB Table

o
p\

ECS Container
O scorekeep-game
DynamoDB Table

v

2

Client

2. BEE—ITBRETIREBFZTR/NER , REEFANMNTRZANLERETLT ZEENE
Ko

3. HMEEETRERKMETE , HPaFiEts, BRUARIEKNESHHETF. EEFEDR
L, RRESKERNEEURAERTESZFFE , WERHERHRETUATTERRER, £/FN
B 70 AET+ £, IRFRE R AR —NE B SR IR P R A (R SR IR ER

R R i 14


https://console.aws.amazon.com/cloudwatch/

AWS X-Ray

FRARER
v api View traces ‘ ’ Analyze traces [ ’ ‘ View dashboard

ElasticBeanstalk Environment

Metrics Alerts Response time distribution

6% Faults (5xx) M 1% Errors (4xx) Latency (avg): 402ms Requests: 5717.52/min Faults: 328.97/min
Latency i Requests i Faults (5xx)
Seconds No unit Percent

3.0 8,764 26.05

15 LLLM 4,382 WWWWMNWW 13.02

| Ml MM
0 —L / 0 0
09:00 12:00 09:00 12:00 09:00 12:00

@ ResponseTime p50 ResponseTime p90 @ TracedRequestCount @ FaultRate

4. LEREFREEFRE  JENRENAMLESM  FEREFLIMIEMNRER,

5. %R “EHEAF UEEEMAT SXEKMN CloudWatch BE., HIEMERRHET afxiss
ERE, BXREZEE , BSRAMEDER CloudWatch HE,

RIREEESAAERRZN T IRRFBNTREENRA

s JERRIRSI[HE (500 RI4EIR)
. BERTEPIREIR (400 RHIEIR)
« BERRBEEIR (429 BRTZ )

MREVREFBEERA , BEAFE LNZA4HERBKR, S NBIHHBE,

X-Ray console

EERSHHE

1. §17F X-Ray #£#l&. MIABRT , FERKRFHEE. BTUNEMNSMERPIEFERSHE,

R BR it


https://console.aws.amazon.com/xray/home#

AWS X-Ray FRARIEE

Default ¥ Q Enter service name, annotation, trace ID. Or click the Help icon for additional details. * Last 30 minutes ¥ e} N/

Enter a service name to find and select the node on map ) ' &) Maplegend @

avg. Sms

0.2 t/min

scorekeep-state
AWS::DynamoDB::Table

avg. 8ms

0.5 t/min

Client Scorekeep
AWS::ECS::Container

avg. Tms

03 t/min

scorekeep-game
AWS::DynamoDB::Table

2. BE-ITREFTIAREFZTRNER , ERAINTRZANLEREFLT ZEENF
Ko

3. HEAWNZHESEREENAFERER , ARREEREREIVRASAE, REERESR
ERIT I MR TRk R RE X E Y RER TR,

BR ER it 16



AWS X-Ray FERARER

Service details ©

Name: Scorekeep

Type: AWS:.ECS::Container

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.

30% —
20% —

10% —

0% /\/

| ] ] |
0 10ms 20ms 30ms 40ms
Duration

Response status

Choose response statuses to add to the filter when viewing traces.

B Fault: 0% Error: 0%
I Throttle: 0% B OK: 100%

Analyze traces [~ View traces >

R ER 1t 17



AWS X-Ray FEARER

RS HEEBEADEARSHRNEEN LRSI T RERHE , NIERTKENETRR

- FBRREKUER

- ABRRERSH|HE (500 RIEIR )
- BERTEFIREIR (400 RIIHEIR )
- RERFREEIR (429 FRTZ )

MREHRSHEREK , NEAFFE ENE4RERATRAK, SO NBZE &,

® Note

X-Ray RERHEHRZ A E R 10,000 MR, WMAOBERT , HRSTLEBGE B LR
B, 2RBEREEH BT EERH AP ERTENRERBE,

R 5 1%k IR R 3t ]

BEEARERARER , BANEXENMAETSBLERRNITE RE , FRAUTIRERER
B ERZBEL

CloudWatch console

MERER 3 B 72 b £ B9 4 TR % B8R PR R A B 5

Q Filter by X-Ray group + Q  Select a node

TestGroup

X-Ray console

MEREZEMP TR KL PIEFE—-PMEBR

BR ER it 18



AWS X-Ray FRARIEE

Default ¥+ | Q

Q| Enter a group name

Default

Create group

Leam more ('

W , FRX RS B TR L E R SR AN Fik R4 RIE K TEARE.
R o 1t P P ) D 3 T

REREEISEAMSMNMETA T B E LR E R,

CloudWatch console

EEWEEA EANBRANER TSR, ERTIRAETHRAR , ERaF .
o HEPRE R I A (R SE B P A9 P19 WE BB (B M 2 0 B RS Y IR BRI E

TRERFNT QAN RSER.

MNERTERFERESHERRE  TESaFtRA L ANELERIGR, XEiREDIFERE
AWM ERRBESM T RN, URNELE LS REFL Canary,

X-Ray console

EEAEAEEREREGEE  ERRSHEES, TUERREENE T AERRS hE %
I, BFE -

s FATRRNETRNBRSEFRTGR , ATUREE RRS B |, &2 F 15 R e E S K& 1E A sk B E]
SCEANE#HNRERHE,

« WHEK/N: None HFFET RIRENMER KD,

s TRKD: BITRARSZEWNERBEBET AN/, EhaEEiR. MESZREINER.

i/
« TRAKRND : REBRFREBEET KRN

BR ER it 19



AWS X-Ray

FRARER

ERRERNREER

£/ X-Ray % & HHWREFETEARSE URL, WHNRABRREFEPHEMEBIEERBER, MNRIRSIR
PEFRREE  REFREIESEREMERRRENBRST RNBE , SURRERD BREETE XK,

ERRER

CloudWatch console

£ CloudWatch 4|8 hEEF R

1. &3 AWS Management Console 3 #TFF CloudWatch #£#1& , Mt A https:/
console.aws.amazon.com/cloudwatch/,

2. EEMSMERSP , fRIEE X-Ray REMBRER, EAILURAMRESHATRERARER, X
R IE B R E RSP RERER 20 AP B BRER

HE , BAUERARSHESMIAENEENERS TR, AREERER, XRITAENAER
HYER BRI MH

3. EEWMAHBTPRLENER, ERFARURERE , BMEFH AL LEAZT LN G T
KHRE—MET, XERMBFEUATAR !

TR - BRS T RIFERER.

IR ARN - R ERERKERAFRFIERER, XERRNRESELSHREITER
(Amazon EC2) 32fjl, AWS Lambda B2, Amazon DynamoDB &,

AP -#&AF ID FiERER,

HRBARREE - RERBARREFIERER,

URL - RN AEFERAN URL BBERIERIR,

HTTP RS - BN ARFIRER HTTP RSB IFIERE. SAIEEBE MR RBRM
TR RBHPHITIER

200 - ERKID,

© 401 - BRBROBHRNFHRIEZIL,

.+ 403 - ERBDBEBNR.

© 404 - REBBERAFEERHBR,

* 500 - RF|EER T BAMER ALK T WEPE IR,

BRER
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/

AWS X-Ray FEARER

EE-IRSANEKE , REREFEFMBER , FATiESRE MM T ETRERE FiERFRER
Sl

EERENRE , FEEEEAFRPWMARE ID, LA X-Ray 3  World Wide Web
Consortium ( W3C ) #&=, fltn , fEH AWS Distro for 8|2 # BREEX F OpenTelemetry W3C
%o

® Note

LBEBWEA W3C BN IRER ID IR RERR |, 85 A 48 R X-Ray 13\ H9 ITH R
ER. N |, INRMELL W3C N EH) 4efaafsdle8720b39541901950019¢ee5 |, 32
HAESEREMW X-Ray : 1-4efaafsd-1e8720b39541901950019¢ee5,

FERTIARZITEN , AITLAE R EKEDAY IREREE 2 o T ECAY R BR B R
EERENRENRERE , BMIIRFPERE —NRER ID,

TEAANEREREEESSERERKABS TR , ARARYRRERN 2RI RAREN TR
ZEG %, REBEZERREME, BEIT2HX GET BETRH, HBALE, BiFE
THREMBEURERNRHNES. 7RITAL2ERRERE , ZHEE FRED BN T 5K
FOESEEA: Y]] 8

BRER
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AWS X-Ray

FRARER

Trace Map

P Legend and options

No node selected

Select a node to see its details

Sl

O customers
\ /__\ DynamoDB Table

[ &%

: api : products —
ElasticBea...Environment ElasticBea...Environment / \

Trace Summary

Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)
Segments Timeline info
Segment Response Duration
status code U.Utms 2.0Jm5 d.UJms E.qms B.OLms 1Cljms 12]m5 1drns IB[ns 1E‘ms
¥ api Aws:ElasticBeanstalk:Environment
api @ ok 200 17ms I, ET
auth @ oK oms |
forward @ ok 17ms I ——
products.eba-cvkws4f... ) OK 200 17ms I, e

WMREEF—NMEA Amazon SQS M Lambda WEHRFENARER , N AEREBESFF
FENMERORBEKRBREREAE, £+ | KREEEATENRIREETRB AWS Lambda H

BENRER , FETNELILSE, BXREHARIENARFNESEER

BNRAER.

, BSRRESHED)

REMBERFFERAEGEEKSBRE , P2 HRRFIRFPMENREBE DS DKS R

HY R ER o
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AWS X-Ray FRARIEE

X-Ray console

MATE X-Ray 24l A EEBRE

3.

£ X-Ray 4| AT HARBRENH. RESAERERTRENNESAWRIRYIR | XLRER
EFREFEERELARERA. R esourceArn #, Instanceld

DERFARBIXREREPEANRESR  BEFSAKEZLNE TE X, TEERTE AWS
X-Ray BN AERF URL 74 1Y BR BR Y BR BRABEA LA K R BR R BRRY 51 5%

Trace overview

Group by URL -
URL = Avg response time - % of Traces . Response -
hitp ffscorekeep elastic beanstalk com/apiiuser 301 ms 4. 7T6% 1 O, 0 Throttled, O Ermors, O Faulis
hitp:ifsconekeep elasticbeanstalk com/apisession/8NEILUOE 330 ms 4.76% 1 O, O Throdtied, O Emrors, 0 Faulls
hitp.i'scorekeep elastic beanstalk com/apiisession 00.5 ms 0.52% 2 O, 0 Throdtied, 0 Errors, 0 Faults

Trace list (21)

D - Age = Method - [Response . Response time - URL ~ Annotations -
1562473 5.0 min POST 200 3 ms http:fiscorekeep elastic beanstalk com/apliuser 0
cle3gos0 5.0 min PUT 200 330 ms hitpfiscorekeep elastic beanstalk comfapiisession/BNEILUCE 0
doE53edc S0min - POST 200 19.0 ms hitp:fiscorekeep elasticbeanstalk com/aplisession 0
ATESTecB 5.0 min GET 200 1862 ms http fiscorekeep elastic beanstalk com/apiisession o
SdeealZD 4.7 min POST 200 950 ms hittp:fisconekeep elastic beansialk com/apimove/BNEILUOEZNSEACTLIPPMPBLIB
Jab3Inan 4.8 min POST 200 950 ms Nty fiscorekeep. elasiic Deanstalk com'apimove/BNE3LUQSZNEACT LIPFMPELIB
237e0705 4.8 min POST 200 205 ms hitpiiscorekeep. elastic beanstalk comfapimove/SNEILUCEZNSEACTL/IPPMPELIB
BET82227 4.9 min POST 200 25.0 ms hittpfsconekeep elastic beanstalk comfapigameBNGILUCE2NSBACT LIusers
8232 4.9 min PUT 200 121 ms http fiscorekeep elastic beanstalk. com/apiigameBNEILUQEZNSEACTL e T Tac Toe
rca2elst 1.4 min GET 200 140 ms hitp fiscorekeep elastic beanstalk comfapd'gameBHNEZL UGN IEACTL 0
E2ccacs 1.7 min GET 200 12.0 ms hiip:fiscorekeep elastic beansialk comfapiigameBNEILUOG2NSEACTL 0

1.9 min GET 200 9.0 ms hitp:fiscorekeep elasiic beansialk com/apiigame/BNEILUQG2ZNSSACTL 0
4.9 min PUT 200 E9.0ms nitpcfscorekeep elastic DEANSIAK com/aplgame BNEILUQEZNSBACTL
49min  POST 200 §1.0ms nitpirscorekeep elastic beanstalk comiaplgameaNe3LUQE

ERRIRN ID LERRIRTER, SUAUUESMERPERRSHE , REFRERS
TRHNERE. RE , BUUEREZT SR RER

REZEDNFERBENBERR , SRUTHE :
BRHREN D BRERHBE,

« DREBRESEEPHT R T ZKAEHE,
s ERERBEFREZTRIEETZOMNER
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https://console.aws.amazon.com/xray/home#/traces

AWS X-Ray

FRARER

TRERTEONARFRAKEN GET HRXBENRIREE R, SikEREN T RTEKE
RATRAREE, RS RERE GET HRHIAR LI ERHE

Timeline Raw data
Method v
GET
¥ Trace Map
Client
Name

¥ WWW AWS: ElasticBeanstalk::Environment

www

auth

auth.eba-cvkwsdfz.us-east-1.elasticbeanstalk 200

request

response

BRMALETFHESEER ,

Response v Duration
200 80.1 ms
aﬂms
1 Request
AWS:ElasticBeanstalk: :Environment
Res. Duration
200

v Age v

9.4 min (2022-01-21 00:35:05 U...

avg. S0ms I'
2 Fequests
. -
ap 15ms
AWS:ElasticBeanstalk:Environment
1 Riequest
products

AWS::ElasticBeanstalk: Enwironment

2ms
1 Rsquest
avg. Ame
auth
AWS:-FlasticBeanatallc:Envirenment < Requests
customers
Status 0.0ms 10ms 20ms 30ms
] I I ]
|
G 1
v I Remote: GET ... /auth/delay/

FZRE THEARA T @RI REZL —T5,

IR EL JSON BB R E RBRBREAR MR IZREN D BN T2 ROER. HERER

ARRZEUATHE :

A5 1) &
Jh4F 1Ds

« BO BT DRI AR
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« PRI FOBEHNREIER
s BXNEHNARFAHNBERNEMER , Hl20 HTTP ERA AR

RA T R R ERAY (A £

NRLEH D ERKFPRELE RSB FOBRNBREN , MK FREETRESFT AN EAN N, 3
RANE-NMREANTE , REIBRSHENBERERNABRE, FORUBHRERIIE , FEIRRE
HAH, BIEBEAEXEBINTERNER.

CloudWatch console
£ CloudWatch #H| &7 , KERFBRIHBEHR-UTER :

« -5 FIHFMERERPH D BN F 5 R

« DBREF : FIHBAN DB F O RIVRESER.

« MARIMEBE] : B R F 0 BRR HH R B BREREY HTTP WAL ( IRE ) .

« FFEREYEF ;B BRECF 0 RV IT R R

- RENVEY  IHEBITORIAFIRNGBZARNR (MRER ). BXESZER , FEHANK
ENEENEEAS,

« &RE—5  EREDEREFOBRIEITHIFEE RMEX MAYKFER (BN TaE L P R BRE
FOE) o

EEBRSTRINDBEMTFoRIIRHITOA , THARTRIE.

X-Ray console
ERERFBENEYP , ERNELEDF , UAEEMRRENEN D BN 25 RO REL%,

£ X-Ray Z#HlEF , HELRHUATEE.

—_—

- BB %
- IMR%) : %

H R ER P 0 R F 0 BREY B 5o

AT 2 RS F 2 BOR B B8R E RA HTTP WaRDRSARE (MRE )
« FFEREYE S ;B o BREF 0 R T R R

« REF SIS BREF O EIRBHE R

- &RE—5  EREDEREFOBRIEITIIFE BRMEX MAYKFESR (BN TatEL P R B
FOE) o

_ e =
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EEFRHEARERMNBLHNRARERERE , FERRERELETF, REHIEL ISON BRE
RAXRBRERARMERZBEND RN FOBRNES. LRESTEHEIEUATRE .

- FEE

* J%F IDs

- 5EH5BREF 9 BRREBRNEIR

- DEREF T ERAVRSEIR

- BXRNEHNNARFXHNEROEMEE , Sl HTTP #RAE KL,

LIREAEETEHN SAWS DK B , HTTP , = SQL BF % EAASEIR , X-Ray SDK 2 HFIEEF

T ER. AILAER X-Ray SDK i FEMRHBHIABRNBAENL FOER. BENLFI5RET ISR

2

Htt ¥ 2 BN BENLF5 BRI TR

BERESREARER

ERENELTRER S BRNEH , TUSEHEAEE,

TREFMAEEERE SR, FR, ER. ntHE. RELUK SQL &I, ATEAFFER :

7

BRI+ B REXERAWRNES, ERQEEMH, FRIE, EREE, SENE, #R
URL. WREBAE. R AR LR AE T R AR,

- XEBH BB EIFETRKE X-Ray SDK WEELUREXETNAREFN AWS BRNER., FH

EHATF X-Ray SDK 9 Amazon EC2 AWS Elastic Beanstalk, = Amazon ECS ##XiZFZ4&EE TR
SHREBREE. BXBEHNEZEFEER , BSHEE X-Ray SDK for Javah W RFEH I 5 -

« HERNEBRFERN D RIERAER, THENRE, YARNNERERFER , 2AEDHRXL

RE. IRNABEISEMER X-Ray SDK RHMNBRECZHNHMNES . ERERITHERNE
DR, HEM X-Ray SDK, BXEZEE , BEMA ‘EATFHNIECENNARERF THIIHNZE
BES 8%, AWS X-Ray SDKs [EFEX &R N AEF#E TR AWS X-Ray

EEFORFAER

HRERELFERENTFOEROER , TUAEFHFARF R,

B AT FEE8XERMONNER. XSTEBH., FFHEEE, SRetE, FLERE, JR
URL, i&RB/E. BREMABURAEMFMERNHE, STEASRUEFHERNFOR , #dik
MFEEMNEHRARERFAEREWNERMIERER,
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s FOBRNEBRRENFEREXRATETIIERN AWS BRNEFMER. flln , BRAT I E
AWS Lambda E#{ ARN, B>* DynamoDB RHWEE.. FANEMIREURIER ID,

s HRPWEMFE TR FOBRLEERIER, tBENRE. SARNNERERFEN , 2BIHRIX
LRy, FRMTHESEEMER X-Ray SDK RENREICKIKMINES. /A X-Ray SDK |,
ARG TBEIME DR, BEXELZER , FEHA FATHNIECENNARE TEHIHNEE
BEH#EE, AWS X-Ray SDKs [EfEX & M AREF I TN AWS X-Ray

FNFEENLFAE , RETFERFIERNEHR , BB ZBMKRIEECHIERNABH R
Xig, BXEZEEL , BESH “FATFNIECEHNNARR TEIHNSEESHERE. AWS X-Ray
SDKs FHERT Java i X-Ray FA T ES4ERKBEN Fo &

TEERTBEXFOENBRIETF, BIREEFIRID. KR ID, B, FTHMERETE, FE
A, RS REREEE,

Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

Subsegment ID  5075ca6246049416
Parent ID 69e25bbS5Sbfedc13f
Name ## GameModel saveGame

Time

Start time 2017-03-14 17:10:56 800 (UTC)
End time 2017-03-14 17:10:56.814 (UTC)
Duration 14.0 ms

In progress False

Errors & Faults

Error False
Fauit False

BEXFXERN “THE T FIELUTEE JSON X TR F5REANFRNER,

BRER 27



AWS X-Ray FEARER

i F Tk SR AF RIX

ERMIESRAREN EER/EFR. KBS, IIMRS2ANEE (125 ) ARENFREFNERVR
R ERIRER, X-Ray BEBEKRERNES  RERKBRLEFERRX, WARSMNRSFERANKYE
TEIRER, RS ML %,

R R RER F B BME X-Ray 44 PEEN | CHRENERTERBHTERHAHIRY
WE. BELA , RHASTEARNERNE  URRAAESHETH. SULMERFERARA
RENERTE | URT CEESRNBE,

301

- BERAREREMES

RS RIAR S —

- FRRARARER

- BREXRT

- BEXRT

. FHEXRT

. ERXET

 id B

fFERARENFAES

HEEEREHETFNT R, 2R E2ETZTHRNBRSEMARENERPRAVEIRRE | KY
BifEFM4REN, BEERE RERAENRENSHEFERBERVRE , JLAREZEH S RHENKE
X, FEELESHEREX . MREFEA X-Ray SDK BIER , EEUUREREFEIRESRE
REHITIHIL.

(® Note

W0 RIEAE IR R it B PR AN B ESE B AR R — AT R, MRS & 2R e ST B R R X3 TF
WMAMERINE, A THETINBREEREERERT , ABEHHNREZT RAL TIED
RENBEA , HEEERNSEZT RRSRERNEE, SZANTHARE®TESR &
A BATE BRBR DU P S04 AR XS B ESE R, AR,
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AWS X-Ray FRARIEE
MRERMESBEHATIERHNRE , BHESEREZDONMREER , URAENRER. ETHNE
FHREAEEEREEEN B . NBREZLBFIELERPEHEMECENRE | #— P H/ N Fik
FUERKAWEE , FEFR—NEENNEEE,

NTERFEREHER  2HacMNEEESRF RO, MRAAENRE , BERERD | 24
ARRNESEEZASNDRANITHITANE, ZEFERCSHBENNEEEED

Loading 52% scanned (found 43 fraces) ‘w

1= Loading traces

Scanned 52% of the selected time range (6,782 traces). Found 49 matching
fraces.

| I
-1.6h 3

MiFEFRHERENEH—EER

HRAFEZRFREIRNENNWRENES, B LAEAEERE K HEMRSERHREM Amazon
CloudWatch ¥E#%,

AR HE L Amazon BIRA (ARN) #riR |, AEEMERARER . RFFHLBEATREXN
R BR 48 Rt 176 4o

BRI LERMERGRERNBRELMN T2 IEZNIEXRA,

® Note
MRRSEREHMNBEE R , NELEEARRNTBEEZEA , AEFKERER.

BXREANEZERS , B2H EEL.
RIESRAFRIANE X
BRFERERTABE - IRBF, — N —TR=-_TEHF A—ME AT HEK.
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keyword operator value

TRNZENFTHTFAEEENXEFE, HI0 , responsetime B— MNHFEXRBF | I EHFMHEXxZ
EAHRITHR.

Example - W 576 B 5 #E9iER

responsetime > 5

SETILAER AND B OR EEAFRZNMRBAAER —NEERER.

Example - B8 5-8 ¥ ZEHER

duration >= 5 AND duration <= 8

HENXBZNZEFRERERIINER AT, MBETHELXETHEIR , BEENNAREFLE T mARIR
B4AAF , MR error JFHFEE,

EERTHEOBNRE , AIMERASRXEF service() M edge(), XLEXBF AT BERHIESZHF
KEXNATHAETHETR, BENTHETRAIFNTRZENL L, ERREGEANNE | B UER
id() B BURE R RI% AR S ML .

mREREF
MRRIBEFETNA true H false, FRXEXRBFZFERSBERNVIEE,
mREXEF

* ok - IWRVRASRE R 2XX , B,

* error - WRANASMRBER 4XX , BFHEIR.
* throttle - WRDRASNRIE R 429 HERIZ",
« fault - WRDRASMRE R 5XX , RFG|/E IR,
» partial - B REERTEHN TR,

» inferred - HREBHEM TR,

« first - TERHEIRFINE—IPTE,

» last - TERRBEIIRPIERF I EK,
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- remote - BAREAZAZRZEN,
« root - RERBEMNAAORHBD R,

W REEFEREERN true = false WD ER,

2)
(i

WmREER

AN

N

* none - MIRXBBFRA true , MRERX A true,
o | -MMBXEFH false , MIRIERXR true,

o =, I=-FREFHESFHS true = false #HITHR. XEEZEFEHMEERFNTHER ,
B HNEAH,

Example - TRIRZS 73 2XX OK

ok
Example - M RRZS R 2XX OK
1ok
Example - RHRZS T 2XX OK
ok = false
Example - EIX BB EIRRERE SR H1X & M deserialize”
rootcause.fault.entity { last and name = "deserialize" }
Example - @EZB 2 EBMWER , HBEE KT 0.7 BERES B N traces”
rootcause.responsetime.entity { remote and coverage > 0.7 and name = "traces" }
Example - EE#M 7B ( HF |, RFEE N “AWS:DynamoDB” ) HJiER

rootcause.fault.service { inferred and name = traces and type = "AWS::DynamoDB" }
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FRARER

Example - & #7 “data-plane’ I 2 B A ER 9 1E K

service("data-plane") {root = true and fault = true}

BFrrEF

EABRFXBFAUEREERERRAE, K5 E S mERSHER.

RS

 responsetime - BR%5 88 &% 14 R P A B9 A [ED o
 duration - @A FiFAANERERK,
« http.status - MW (RSKB) .

« index - TEEKRBIIRPHLE,

» coverage - SE{KNE B AT [A] SR 25 BRI R (B 49 /N B o0 b OUE B T a2 A (R AR A JR R SR 4K

BFEEN
BFRBFEANERSEEFNLREER,
« =, 1= - XBFETHAETENMNE.
¢ <, <=, >, = - XBEFPTHRTEME
Example - 1 RRZSFH 200 OK
http.status != 200
Example - BB 5-8 B ZAHER
duration >= 5 AND duration <= 8
Example - £ 3 BRI RNER , SHERE TiFEA
ok !partial duration <3
Example - &£5| KF 5 BIHEF R4k

rootcause.fault.service { index > 5 }

TR RER
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Example - HEF— M EFBEEXR AT 0.8 WiFRK

rootcause.responsetime.entity { last and coverage > 0.8 }

FRBRRET
EAFHREXBFERERFXP ISR EXEREFER 7 HIRER IDs,
FHEXEF

« http.url - 3R URL,

« http.method - &R 5%,

- http.useragent - BRBAFREBFHH,

- http.clientip - #&R%#E IP i,

« user - REFEHEEDERNAFFERIVE.

* name - REHFEN B

- type - REEE,

« message - #EHEE,

« availabilityzone - REFRHPEE SR EATAXFERIVE
 instance.id - REFRPEE DR EHEHI ID FERINE,
resource.arn - RERFEM D R LRV RIR ARN FERIE,

FHEZENERETHIESHENANE, YINBRAESISHIEEE,
FRHEZER

e =, I=-XBFETHIFETENHE,

« CONTAINS - XBFEEREFZRH,

« BEGINSWITH, ENDSWITH - X BFLUSEFHFEFLHLER,

Example - http.url 5% 25

http.url CONTAINS "/api/game/"

ENABREPREFEENZRMAZREE , IRECREBEEEFHH,
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Example - F i85

ERP—BERFIARLE IDs.

user CONTAINS ""

Example - IEFRER , REFFTEENHERERRERER T EE N Auth"BI RS
rootcause.fault.service { name = "Auth" }

Example - &R BRER , REFTEB N IR ERARRN&RE — MRS HEE SR DynamoDB
rootcause.responsetime.service { last and type = "AWS::DynamoDB" }

Example - IEZF Rz , RERFTEENHERETAREANZE—IMNREEREEEL account_id 15[ :
1234567890”

rootcause.fault.exception { last and message = "Access Denied for account_id:
1234567890"

ERRBEF

ERAERXEFARBERSEN. LETL/EMNIIREERER, I TRFNLET R, BANERE
RMATRSFLET S INfMESRARER, NTER , EUUERMRE, BFRFRBEETTH
EERBERNIRNE,

ExxET

« annotation[key]-HFFBRIEBRNWEkey, ARNENURARE. BFRFHRF , HETL
FRAEEXLERBNEREER, XBFAEE service & edge XBFHEFERH,. 881 (8
R) WEBRBLTAFES () &

« edge(source, destination) {filter}—BR%source5Z RN EEdestination. AIEH
AESHUALNEENATIERE LN BINFIERGRER,

« group.name / group.arn — HMHFEZHGREXNE , WABMZH ARN F5| A,

* json-JSON BAEFRAMNR. BxUREHFXLE JSON SAENT R , FSHEM AWS X-Ray FREL
Bz

« service(name) {filter}— HHEBMMESZname, AEANARITESF AU ENATFRESA0IZE
M 2 BRI TRk R RIER
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FEARSEFERGPREFGE EEBED S ERWRER,

EXRXBFEENIUEREFNEERECLZRETRREN T K.

ERXRBFEEN

* none - MRKXBFEZLRE , WREXN true. MRRXBFABHRRE  WHITELERF/HHR
=8

o VL -MRXBFRIRE , WRERXN true. MRXBFHHRKE  WHITEERFHIHRE,

« =, 1= — EBRKRBFNE,

- edge(source, destination) {filter}—BR%sourceS52 Al EREdestination. A&/
AESHULEENATIERE ENDBROHIESRGRIERN,

- annotation[key]-wFERIVERN Ekey, EFBNENURMRE. BFRFHSE , AHET
FREEXLEXRBNLRZER, WXBFALE service & edge XBFHEFEA,

* json-JSON REFREN R, AXUFEL N GIE JSON KEHNLS R , TS HM AWS X-Ray FREX
Bz,

FARS BEFERDTRELE HIEET S FERWIEER,
Example - fRS5 1L 28

BIEXS api.example.com EAMER L (500 RIEEIR).
service("api.example.com") { fault }
WA AHEBRIRS B, MEMERGREIXNATRSHE EHNPET Ko

Example - RS 128
EREEE ENEENESHHENER.

service() { fault }
BERBFRFTEFEREIXNATANT RZBEHNEE,
Example - i1 4 5Fi1E 28

BR%% api.example.com X} backend.example.com 3171 F#YE K B H DAL 1R M 5K Mo
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edge("api.example.com", "backend.example.com") { error }

BT | SEFERSNLERBFESEARMNS —MEEFAREANERPHBRENRS
HiB L%,

Example - ARS5 #iE K iF k85

H3RH URL 8L http://api.example.com/ FLBEE /v2/ , BEHKREIEB R
api.example.com B ERS

http.url BEGINSWITH "http://api.example.com/" AND http.url CONTAINS "/v2/" AND !
service("api.example.com")

Example — B 55 0 el Rz B ] 55 1%k 25
BREIRE http url BERAE AT 2 BWHVRER,

http.url AND responseTime > 2

FNFER , BULUAAIEET annotation[key] WATERE , IFEANNTENEENLEREE
o

Example - # F R ERERF

BERAERE N gameid , FREEN "817DL6VO",
annotation[gameid] = "817DL6VO"

Example — R E21RE

wHEBMIRERN age HIERHNIER
annotation[age]

Example — FBRIZE

THAEBMIRERN age HIERHIER,

lannotation[age]
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Example - & FENER

BEREGERBRBEKXRT 29,
annotation[age] > 29

Example — X B ERSHLEMES

service { annotation[request.id] = "917DL6V0O" }
edge { source.annotation[request.id] = "916DL6VO" }

edge { destination.annotation[request.id] = "918DL6V0" }

Example — "B A4

HWIRERH®E high_response_time AFESRH ( Hlt0 , responseTime > 3) , BAFHA
H“Alice”tiE R,

group.name = "high_response_time" AND user = "alice"

Example - EERARFE K JSON
B EEMNBARREZENER,

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name': "get_temperature"” } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } 1 }]

id B

HIBN service F edge XBFRUBRSEHE , LB EEZEMNAETRNEGR. BEHITE
BRAIEL  ALER id BRBREBMZABEE - TMRFRE , UXZEETRo

HEZEKFREES MK PRVRER |, /A account. id BN RFSEE - EAKS,

id(name: "service-name", type:"service::type", account.id:"account-ID")
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BT A RS ML &1 RUEIESRMHER id WBRABRS B

service(id(name: "service-name", type:'"service::type")) { filter }

edge(id(name: "service-one", type:'"service::type"), id(name: "service-two",
type:"service::type")) { filter }

Flan , AWS Lambda RS EREMREFERFNTR ; —MNATFEEAR , 5— AT Lambda ik
%, MATRNBMMER , BEERE, FFERSHESSERIFNT LNEER.

Example - fRS5 iFi1E 28

EEAHE RN random-nameI RS L@ EHEIRAER,

service("random-name") { error }

FH id BB RTESADIEBEASHER , ERRSHEIR.

Example - £/ id BNEH IR S TR 1L RS

&R random-name, FEHE A AWS: :Lambda: :Function WREZHEHE IR ER,
service(id(name: "random-name", type: "AWS::Lambda::Function")) { error }

ERRMBRT L, BEAUUTEHRE R

Example — B8 id BN RZEEN RS TH1ERS

ZEAIH AWS: :Lambda: : Function MEREFEEIRMER.

service(id(type: "AWS::Lambda::Function")) { error }

EERBETR AWS K/ |, BIEEKF ID,
Example - &5 id MEFIK " 1D B RS TFiESR

SEENMEEMKS ID AWS: :Lambda: : Function REIRSHER.

service(id(account.id: "account-id"))
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B K P BR B

AWS X-Ray XFEIKF AIMEY | FEREBSIZEES/NKFHONARF AT EHTHEDR. AWS
XFE ] AMEE—NKF P TIRERE , TEER, TR T EAXEKS PRER, AEM
BRER, XHEATREESNKS 2 ABHNERNTEONE, BE X-Ray REEtEPEFEKS R
B, A LAECloudWatchiZ & A EFREA .,

HER AT B AT A2 FE S TERCR B &N B4R

« Amazon HH$EFR CloudWatch

« Amazon CloudWatch BEAH# A E&H

- BET# ¥R AWS X-Ray

« Amazon CloudWatch N FAEF L EFHNARERF

Be S 55 1K P R 1

EFEBERSARNEY | FRE—NHZN AWS BE2KF , AFENSSIRRKF KRB, BEKS
== AWS K/ AT AEEFRK S AR TN EREAF S KRB PO, RKSREN AWS IK/S
HPr 221 B IRE R AT B AS Ao

B EREKFAZEHTAMNMEHE, RZTNENREFPWRERES S 5 MNERKF, FRK
FPHAHREREIAREE - NMNEBRKF R, REAFFEZLEKFHOEIABREREEN , @E8NEKS UK
%, BXEZER , BSHEHAWS X-Ray EMH Amazon CloudWatch E4T

EEISIRIK R FURIK P 2 8 0 2554 | 56 CloudWatch &1 A5 APl 9 £ 3 Observability
Access Manager 5 5. AWS CLI BXEZEER , 55 CloudWatch Bk F~ Al M 14

® Note

X-Ray BERIZEIW AWS IKF i St 8%, MERFEBFEREBS MRS AWS IKF , WESANKF
LB R—FEMWRER , HEMBRRAZHEENIRE ID, ETHEXREKS IHEMEEN
NEZEE , FSEENH A ma CloudWatch zon AWS X-Ray E#ts

EEBIKS RER

BKFREERELNEKFA S, SMNREKANERZEBEKFHABERER, A TEHRREEERKS
2K 7 7 2 3T FF Amazon CloudWatch # 5| &, EREHEMBRERITA L , Y EKFAERS RELAL
A,
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[l el I  Last updated now

5m 15m 30m 1h 3h 6h Custom @ v X Map view List view

PR ER 3t

£ CloudWatch & &7 , NEMSAEKK X-Ray i Fi%&F Trace Map. BRINERT , BRERH A
EREREEZFFREKFWAERKFOTR , UREEKFAFHT R, FREWEE | EBE L
ARNTEIERY , FRKS TRIIRFERERBE, BMAKSEERSERE | 52000k K 4T TE A K
MRS T SN ERARE,

Y Filters o Q, Filter by X-Ray group + Q Select a node

Y Filters X

Accounts

Select accounts v

Monitoring account X
1234567890123

Clear all

Map layout
@ Show nodes with no filters
applied.

O TestLambda
Lambda Function

BERST RN, TREAFERERFESZRSHIKS ID MR,

v TestLambda ‘ View logs [4 H View traces H Analyze traces [4 H View dashboard

Lambda Function Account: Monitoring account (1234567890123)

Metrics Alerts Response time distribution

EREHEANAELES  RRIRVBLUEERSTRIIER. BRSTRINRBERBUEZEKFHRS AR
MECEENRKS . W RFIER4FHITIERE | 32 Account label B Account id FFiE 7 R 5IK,

S IR P R B 40
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Nodes (2)
Q, Account id =| X
Use: "Accountid ="
Alarms Vv Latency (avg) ¥ Faults (5xx) ¥
Values
A1 13ms 0.00/min

Account id = 461265027466

BRER

B MEE IR~ #TFF CloudWatch #&1& , ARELEMSMBE LM X-Ray traces TEFRER , BIA&E
EBESNKFNRIRIFESE, WA UBRE X-Ray REEFERE MR , AENTREAEFEEER
AR EFRERRITIFLITE,

RERNEXFRKF, ID#TER,. B, EWAZE - PHSNKTHNEN IDs. LT RAIEHEY
JKFID X =% Y RYERER :

service(id(account.id:"X")) OR service(id(account.id:"Y"))

Traces Info 5m 15m 30m 1h 3h 6h Custom

Q Filter by X-Ray group service(idCaccount.id: "1234567890123"))

m @® 5 traces retrieved

BKFRER, MIIRPERE-NHSIKS , REEEFNIEN,

¥ Query refiners

Refine query by = Account v 1 selected Add to query

Select rows to filter traces

Q 1
Account name and ID v
Monitoring account (1234567890123)

B R e
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RE S

MBRERHESNRER| RPEFENRE , JEFZRENFAGE. 2ETREFRS , EFafE—
KREFEGE , EFESHANREEINAMEKSFHRFTR. ERENERCNRSTREEHM
RIHITK o

2 EETE % - T ERN AL EREN7RNKSFAES.

V TestLambda AWS::Lambda::Function Monitoring account (1234567890123)

| TestLambda ®@ ok = 28ms
Invocation ®@okK - Tms
Overhead ®oK - 8ms

RESHEHENRAREF

AWS X-Ray ¥ ##H Amazon SQS MRREH RV NAESF. AWS LambdafEA CloudWatch 2
HEEFESMNERTE Amazon SQS HHAHH—MHZ4 Lambda HELENEZENE. kB8 LiHE
BERENRERS B 8EEIR B Tif Lambda £AET SLBVERER , MM BIE end-to-end M AR
&,

@ Note

BMRERS RS WHUERES 20 MRER , B0 M RERZSATEE 100 Mg, FERRLT ,
HERFSRERTRASHEHEANBERIEAD | TRERRETTE. 5, 558
T BRERHY Lambda BEE — R BAPFIFZ SQS HERKEE —MRASI& K EXFER. W
REBBEFIWRE , TUEAER X-Ray HERIEN SDKs, BXESEE , BZHAERT
Java, Node.js. Python, Go = .NET # X-Ray SDK.

IR ERith S R & B B AV IR ER

A CloudWatch#Z &l & A Trace Map THEEFRZHE K HFIEXREEHELERBNRE | XLR
EREEETISRE Lambda EA BRI, XEEEUEXIDEE R |, EEE Amazon SQS F R M Tk
Lambda AT =,
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https://docs.aws.amazon.com/general/latest/gr/xray.html#limits_xray
https://github.com/aws/aws-xray-sdk-java#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-node/tree/master/packages/core#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-python#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-go#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-dotnet#oversampling-mitigation
https://console.aws.amazon.com/cloudwatch/

AWS X-Ray FRARIEE

O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

RRELDGUERBENEHHRELSE , BPERTEARKINSHFRNDHER. BRI
SHEMIUTEHR,

v Edge details

Source: https://sqs.us-east-1.amazonaws.com/1234567890123/MySQSQueue Destination: ConsumerFunction

Received event age distribution
The time taken for data to be retrieved from an asynchronous system.

/o
0% ‘[\

0 20s 40s 1.0m 1.3m 1.7m 2.0m
Duration

EEEENRERIFS
EEHHEEGIEE. Amazon SQS A% Lambda RS XA RERIEE :

1. FRARBRRHEREZEEESZEE,. Amazon SQS = Lambda FERAET K.
2. MWTRIFBPEREFEREUERBERIR, Bt EZESME CloudWatch BHEI A T

races M M.,

3. MIIRAPERKERRAITITREFERE, RERFHEREE RANERERZEENRERESH —IB
2 BHYH B

CloudWatch Traces Trace 1-4368449e-afb1eac1c8de3d4c027ec436

Trace 1-6368449e-afb1eac1c8de3d4c027ec436 Info
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RFRFEHEE R REAR E FTFEENRE  Eh 8 MNRERHIEEE RS NRIRLAVES,
MR Y FERNRREEI SN LR TFRER , W EFRTHEENRENTRHEBE—RE , &
ERIEFRREREE,

2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436 3. Linked traces. Id: 1-63684¢
@ @ _______________ >@>—’®4" _____________ ’ N
O HellowWorldFunction O https://...MySQSQueue
5QS Queue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2 O ConsumerFunction2
Lambda Context Lambda Function SQS Queue Lambda Context

Select trace

ERBEERETSERRES BNWRAR  Pa2 F TREENRE, NRES/ L Trskts
B UFEERENNS RS SESEEENREBEEATE— M REN S BHE  BEL R
B TR,

Segments Timeline info

0.0ms 20ms 40ms 60ms 80ms 100ms
Name Segment status Response code Duration ' : : ' : :
P 1. Linked trace. 2x batch
¥ 2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
¥ ConsumerFunction AWS:Lambda
ConsumerFunction ® oK 200 167ms
¥ ConsumerFunction AWS::Lambda::Function
ConsumerFunction ® ok - 160ms
Invocation ® ok - 159ms
lambda_function.la... ® oK - 40ms
SQs @ OK 200 40ms SendMessage: https://sqgs.us-east-1.amaz
Overhead ® oK - oms
v SQS AWS::SQS::Queue
SQS @ OK 200 40ms SendMessage: https://sgs.us-east-1.amaz

QueueTime ® ok - 40ms

» 3. Linked trace. Id: 1-4368449e-38dd979cba3833b657057436

EEREZENREESPHE - NRER
RHEZENRESESHEIRF—ITRE , UNERNEXNERTEDBRER.

1. EREFEHEEFEENRETS , BRERRE, F&2ERRESIR,
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Traces (2)

Q. Start typing to filter trace list

ID v Trace status v Timestamp v Response code Vv
(o] ...3fd6e9600d58fea82597e9af @ OK 11.7min (2022-11-06 15:34:54) 200
@) ..223d41cc17bae4a5394423a0 ®oK 11.7min (2022-11-06 15:34:54) 200

2. EFREZUHEREZEE  EREFFHEEERE.
3. EREUHEHRERERINEEHENBENENIES.

2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

O https://...MySQSQueue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2
SQS Queue Lambda Context Lambda Function SQS Queue

‘ X Cancel trace selection

EREEESHE
LRI AWS X-Ray BERME F3E BT a5t , X-Ray RHA2ERERH HEHE,
HER

HER RISTERMIT R EISE AT AAYES R, ESEERIERD . BN x HEREENE , y HETRSE
MNMEESRICEIERE D .

3y

7

ZEZEERRSEFE 300 ms WERIBATRASHIER, —/MIPERARNZSE2R , M—E7E
TR T EZETE,
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FRARER

::%—“|

!
15%—h|
m%—'

5% |

0% ‘k\_f‘ W

BERRSFAES

REESENLEESRREHX T MRS ERESEETENERVATRCRRER,

- BYRTRBERRS T R, X-Ray ERRFSATRNFERNELE. ERRKRSFICRKLEER , T
BERSMBERE AN EAMEZILE.

« BEEEMANRS 2 BLEWEFHETARERERD S, X-Ray ERREBEREN, HTHRS
FIENERNESE, ERERRFICKNIER , BEEANRS 2B MEERZLR,

EERRSEACGEERESE , EUUERFREELSBPASHESZANE, JUAFXEREE N
NEFEFHNSENIEE , FRAETUAEREREXSNRERUBFERE T A LAER.

BEERRERENRE  FEEFE LER—MEE, FHETHERNVE , RAENERRED ,
REE RS — N ESEEREMEZMFFNEREE.
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FRARER

Service details £

Name: Scorekeep
Type: AWS: ElasticBeanstalk::Environment
Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Foom
20% —
15% — {3
10% —
5% —
:]% F_—_ d-l o Fa N T e b o T - ]
a 1.0s 2.0s 3.0s

Duration

EFRSEEE , A LLUERE Zoom , REFZE D HWES B HALRAER.
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Service details £

Name: Scorekeep

Type: AWS: ElasticBeanstalk::Environment

Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Reset
0.3% — !l
0.2% —
0.10% —
0% T I I 1
2.0= 2.8= 3.0=
Dwration

Response status

Choose one or more colors to add response status to the filter
when viewing traces.

Bl 0K 100% Error: 0%

Bl F=ult 0% Il Throttle: 0%

FERIZENBRMNBHXE G , £ View traces,
£/ X-Ray N f#

AWS X-Ray &0 K P PR BRERE , SURARNAEFFHNEIRE, SEREZBETEE
B, ERAIERERIZREBEHBREREB~ENEE , EFEBEBR, BELE , BRI

- BENARFWELRTEE , RBENBERRE , URKXEKREEE, 7R FR KR 0E 5 47+
IREREFE AR B Y = EENL LR

- FEEMEERE  HRBEETHKEEH, Insights BT LLUEE Amazon EventBridge 5&#
BANBRBRAREN. XMENLETLRERBH ™ EM K% B3 LB FIRFHER.
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FRARER

X-Ray ZH AR REHEFEEREBHNTR, FEEENHERE  TEEIZRHT R, &
ABNENSIERTERERLE | EFMiELELE,

products *®

products
AWS:EiasticBeanstalic:Envionment

® ©® Qq

l @ Maplegend @  Service details

products

AWS:BynamaDE:Tabla

Mame: products

Type: AWS:DynamoDB::Table

The incident lasted for 10 minutes. Overall, 47% of the client
requests were impacted and 6% of the requests to products

= Insight
e View full Insight

(AWS::DynamoDB::Table) had issues.
Jul 27th 2020, 19:11

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces,

ED%—‘

‘l[ﬁo—‘

20‘30—|

LN

0

T
108
Duration

T 1
208 308

Y X-Ray ERFZHEEN — NIRRT RHARMEFEN  EFLABNE, ZRSERASITEERM
NARFHFRSHTHAHER, FaEN RGP , FEEMERN AWS Elastic Beanstalki i, Elastic
Beanstalk RE 2K F 72X APl AEER , SR TETARHIRE,

£ X-Ray ### 2B AN #

MFAFLEERNEENSNEARERARNE, TUNAREERARE,

$TFF X-Ray ##lA,

EEREAGARBIEFVNERANE-E  RBRERSALE, BXUNFE X-Ray #2H & PE
BANESZER , BTEHAREL.

EEMSMERFRELE K REEREEEHNILHE,

From 2021-01-1820:00 | B | To

Description

Overall, 30% of the client requests failed
due to faults and 19% of the requests to
api (AWS::ElasticBeanstalk::Environment)

failed due to faults.

2021-01-20 11:00 | £

Duration

2 minutes 58
seconds

Group Default

Root cause service

api
(AWS::ElasticBeanstalk::Envir...

v State All

Anomalous services

www
(AWS::ElasticBeanstalk::Envir...
api
(AWS::ElasticBeanstalk::Envir...

Group

Default

SN 7]

Start time -

Jan 19th 2021, 19:02

=
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https://console.aws.amazon.com/xray/home#

AWS X-Ray FEARER

® Note

X-Ray £ GetInsightSummaries Getlnsight GetinsightEvents, . # GetInsightimpactGraph
APl BEEMNN BB RHIE. EEFNHE , i5FEH AWSXray ReadOnlyAccess IAM & KB

LT BENKBAINBIEH IAM B :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph"

1,

"Resource": [
nin

]

BXEZELR , BHSH 0 AWS X-Ray 5 IAM B&E .

2 R I % 38 Al

ALEALBRENNESEINNESGHE—NES , fln, HYelBRNE, XEEXRER, HXHAL
fERt, B ATLUEN Amazon EventBridge 4 EBUX LB , HERASKHMNKEE I SNS &

H, Lambda @HA. M@ SQS BAFI X MHEEHEMEIRZIFHNIRIE, EventBridge ISR AJRERIE

fREH  BEHTRIE, BXEFRNESZEELR | HSHE Amazon EventBridge B #7,

BRI LMNETHAEECEANENERARBEA,
F X-Ray A5 BEH

1. 3TFF X-Ray ##lA.

i

DLE
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://console.aws.amazon.com/xray/home#

AWS X-Ray

FRARER

2.

ERIAERBITEFCNEAVNE-IFE , BREFEALE

X-Ray ZHIEHPEELANESRFR , FSHAEEL,

Bl Amazon EventBridge &M N

> w0 Dd

$TF U &% EventBridge &1 A
SMBIEMSHEZRHRN , AFEFIZEHAN,
RAHN 8 B AR,

, REEESABHA, BXmFE

ERB4ER  ARERAENER, BRE—1NE7E "source": [ "aws.xray" ] #
"detail-type": [ "AWS X-Ray Insight Update" ] B, LT RAIEH — L REIE

o
« BHEXEEER X-Ray RERHNAAEEASH

{

"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ]
}

EXEAECRIEERN state Ml category :

{
"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ],
"detail": {
"State": [ "ACTIVE" ],
"Category": [ "FAULT" ]

ERALBEYENSHE AN | SBEFAR B R,
(AN ) RAESRELUEE B IR B AR AN
ERIE,
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https://console.aws.amazon.com/events/home

AWS X-Ray FRARIEE

® Note

X-Ray insights BAI&NEH XA F) T D# EventBridge , ML L B el A X B#EFEE .
BXEZER , 50 PHBERT AWS X-Ray.

U

WESRREREEZFUT=ZARBRA

P

rARBERRA ?
TARRBAERRA ?

- AR ?

RERS—TNETEMNRSHNEAER , BRTEAIETHERNTMER, HERERT HAKE
MEREHE , RIFICRAWRE , UROFHFERMITNRELRE, SHEORRENFENRE TR,
4 X-Ray MRIEREAREF BSALBRERBFENNMR , SHEOR.

UTRAETRHRSHENSHHELIE M
products (AWS::DynamoDB::Table) of Default group

Overview Inspect

The incident lasted for 5 minutes. Overall, 43% of the client requests were impacted and 5% of the requests to products (AWS::DynamoDB::Table) had Analyze insight |~
issues.

Root cause service products(AWS::DynamoDB::Table) State Start time  Jul 30th 2020, 21:37
Anomaly products(AWS::ElasticBeanstalk::Environment) Group Default End time Jul 30th 2020, 21:43
Impact 0.52% reguest to products(AWS::DynamoDB::Table)
i i 5 minutes 58 seconds
40.79% of total client request Categories (ZD) Duration :

Anomalous services

products (AWS::ElasticBeanstalk::Environment)

: Insight start time | Insight end time Incident window Prediction

100

—————

500 f 1
400 !J___-____
300 / ,/\/I A\
/ il 1 \
200 /
/ I
——— 1

21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

BARE-TERTRERAFRRBRSNZLMBENRELE, ATLUERRARREGEA L AKRE
iR, UREAZERNTR. BRXEERRSFZ X-Ray REFFENRZN THFTR. TEARRKRE
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BRAVWHETRS , S2ERSEARNEFIHAASIHATERS. A, WREEH AWS I EY
RHEFAIESEFiwIEAA Amazon DynamoDB , B4 DynamoDB £ix#Y 8 <5 A DynamoDB
NIBRAEREH AR,

EEH#H-SRAERLKER , i%:E*EZFJ?IZIJ:iH%EE*EZFEEIﬁ’% B LAER S TR ERAERA
BERURMEXEE, BXEZELR , H3% 5 Analytics #HAXE

Root cause

View root cause details (' @ '@- Q | @, Maplegend @

EEPRE EFHBELLREINNR  ARSBSZHRE, IREME-EAEDIRHERNA
P, ReHAEFRYE. XRREEENRT QN - ME, XRTRERNBMMNESRERRESR
TEIER, BIEFULTRSHLESIRITE AR - &FE, Hix. AIANKE.

Impact

Client requests impact for Default group
: Insight start tme | Insight end time Incident window
100 %
80 %
60 %
40%
20 %

0%
21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

Jtl:a'd’ilhm'\’(i%#ﬂii SEH , EIRET /REERENREREMNT . THERSTNEHATERERR
Vi 6 1R B9 38 D0 AE X B

RS ML FSTEE O P ITIF X-Ray Analytics 2515 , BAIREEPRARR~ENBENREE, &
XEZELR , BESH 5 Analytics BHIARE

ig 3 A0

AWS X-Ray BIERHEEEMNRBFAERNE N  ERNERNENBANN -2, BEFMEERGESR
M :

« X X-Ray M § I

L 53
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- NRARRERS K

B ELEN BN RERESERE RN ERLESIRE. BIXHERDN , ETUAREECHS
EERGHRBNTEMNRER. RTRBEBHN | FERZEREFRN -2,

E5 BEMIBR

AWS X-Ray RLEF SUERZ MBS FHNEERE, ©EARERNREERENFIBRAR R R
%, BEAMEXBRSEEAHTE-—RBREARERIALRETH , ARERLERNEINNE,

EENBNHER

X-Ray 2EHEMITMEAE , BERENEIHR , ANESTHENPREICENEAN , ZEA AT
#£53 Ama EventBridge zon 4R35, X &AW {92 R M T 4E5RAE LAYE IE 8] 75 400 Bl st ) 388 T
RET , ARBGELWIER , HINEEEFERHFRER EventBridge SBHRARSTEMK.

BANELRTELNZENERTEESHES. RABERT , FEAR2EFEZIZWRHERS , EX
IR S —TURS

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

‘You can use this section to investigate the progress of the insight by choosing an event on the timeline, and then viewing the impact and the corresponding incident graph.

Impact timeline (5 Events) Details for Jul 30th 2020, 21:42

~ 9 i i
O Jul 30th 2020, 21:43 6% of the requests to products are now having issues.

40.66%
8.27% ¥ Since the start of the incident, 43% of the client requests were impacted and 5% of the requests to products

(AWS::DynamoDB::Table) had issues.

Client impact has decreased; 49% of the client requests are now impacted.

& Insight is closed

Analyze event [+° Map time range : 2020-07-30T21:37:00~2020-07-30721:42:00
© Jul 30th 2020, 21:42
48.93% _ 'G) Q ' Q Map legend @
9.44% ¥ .
0.5’125";: . . ;’7\ [/5' as 6_\.}
3 r[' é..ne::? - \‘______:/
products N st

uuuuu

O Jul 30th 2020, 21:39

58.37%
11.32% 4+

0.87%
0.29% +*

nrociirts

EEER M EHNBREERNTER  EMNEENERPERZES, BREEETNARFHZES
FHNRS. EFRINT , BRETEET LMA PR iKY RN E R,

<
R
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Impact analysis
Choose a node in the event map or choose a service from the list to view its statistical data over time.

products (AWS::ElasticBeanstalk::Envir... +

N N

a -

:Insightstantime Insight end time | Event time reported Event window Prediction

— -— — e

21:20:00 21:25:00 213000 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

@ I Fault Error I Throttle Il Ok

BEEIMRAM THRENSHPIRORER , FERERNHE LERINEMH. ALERD T RERMLL
REBEJXRHBEZHHNAF. BEXESFEE , FSH 5 Analytics &R E,

5 Analytics ##H AR E

AWS X-Ray Analytics #Hl AR —IMNREXRITE , ATHBRERE , NMRETHRENNARFRHE
KERSH MR, BEiZEHE , B LUBES RER R AR &M A FHRRRER, 2T NER
R ER.

H1E Analytics 2 HI & FHATERR |, BHAWERIERGURMRFTERENATE FE, EAELE
T EHARIREXRBKNERNFERNERMNER , £RBKEBENTRIEREACEDNBIES.
F&:

- EHIAIIEE

o Na 26 B 49 B

- BEFSED

o THERETRH

- ERFE R LEWERE

o 47E S I e R A ]

- BEEMENERSKBHRIER

- BEEFHEPERPXBNMETE

« KREETERANFRERER

- BEBMNBHNBEAEEEFMRES

%l & Thae

X-Ray Analytics fEF A T BIEEX IRFEIBEH 1TOH, FHiE, LERMEA.,

Analytics 55



AWS X-Ray FRARIERE
$SE
L1 iRk
V| VITRIEEMA RN Default, EERKREMA |
BMNEEREREXNEREANWELEFIERT
ENE, ETHREXRANEZER , BSRNER
BEREANEHESFER,
B RRER ZRINER T , Analytics 12 #] BB IEFTIEA Y

R E R A/ E R R

EFERERE A

41t

TEIEIREREE B

PARERERER, RRNBERRETESS
RIFT R ERER. 48T LATE It 4 A 4R B IR ER 1T B
MR T ERBREMNTHFEREN T AN ER
B RAVRER

— MMk, ARTHRERRERLEBIESINA.
BN RAEATES A TR IR SR A LR E A XAV
&, FREERERRT, BEMNERBMBERLEDR
B, HEEMERFERE,

BEERRMREITRE , BAMEFAKR

BIFRRERE AWRNE, NARESZHEE |7

BATE I P N 1 S & A IR ER A B8 DA K SR ER S Pl
RREBHN B DL, HIEFAFEANRSETEE
EIREREE A B AP , AT DURF EL M E BE UG A

BRo

LEERBRENAIRERE A NBEZHEFS
RROREE. ALECRRNBRESESBFRE
£ A BIRIASARIFTATE EA R ERERN T
. CREMNRIRN TFEEREPAERERNX
B 1%

RIS , HiERERE B RIFERRES A BVE

R, EBHRXFANMRES , FERNENAT
REREE B WIFE , MBRERE A WFRFFE, N
RTEIESRMAE , AR PR AT S8 R IR ERAY
BEURBRIRGAEELBNBE S . HERH

Analytics
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-filters.html#groups
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-filters.html#groups

AWS X-Ray FEARER

FHIE DU
FEAREIER I CIERESE B @G , 7]
LASE B L B I w1 BR o

W B2 B [B) AR AR JoR (R SR BR 4R IDRM KA ER, X-Ray ¥E RER Y BB
BRI\ ENRETERRE, X8 TFTERH
KN RRERN , ERRBANEBRARE, £
PRI Lo 47 SR 15 12 B H M 9 ) R B B PR, RO
3 APl BE AR R R ik SR MR BB IR E
ZER  FEARRNAMBEER D .

HE (9) TEIRIRE A F B #B4 FESNRASEDR MBI EHR
x5, BEIITERIEE ANBEREBR 2
B REE S LER,

0 )57 A+t 8] 49 i

X-Ray Analytics 2| &£ AN T ERRUABEENERIBER : W8 R1A R 2 B M| F55ES) . A<
TAMTEHNNETRUEEXRSINERN RS, HEABEX AR R ERRNELRAR,

UTREBRENRALREXKNAE (NEAFFIECAEBHNEESR)

- APNFERE - G
- CRREBEK-EE

- OIRIEIRERE A - &
- OIFIEIREFEB- K&

Example - 1 37 B 8] 4 B

MRt A2 EE— N NEXR , ATERAEWNERNPRERE, 2§5H B30 E R 8 2 8 A3 1T
IR, XEFISEN N B AT B RERN TERIRE |, EBMAE—NE RN responseTime B5E
prik- i o
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https://docs.aws.amazon.com/xray/latest/devguide/xray-api-gettingdata.html#xray-api-analytics

AWS X-Ray FRARIEE

Response time distribution @
Click and drag to filter the traces by response time.

ACES 550 pe0 pgs
.

K —
1.5K i + '
1K ‘ —
[
500 i s .
' !
' N
' '
j ] /:\?\/\_’\y
Latency

0
500ms 1.0s 158 2.0s 255

Bt 18] 7 15 3

NEFIESIERRE RAENRARNRIERE. AeiERRRBNNEIENEZEEE. E3F5HH
B EREREER , N RREENRNREHES,

Example - B8] & %5E 30

BEAEHAERBFIEIRRAFTER. XSENFENESTE AN ERERN TERIERE | &
BEMEE—NE N timerange MITFIERH,

Time series activity @
Click and drag to filter the traces by time.

05:08:00 PM

05:07:00 PM

05:09:00 FM 05:10:00 PM 05:11:00 PM — ... 06:12:00 FM

TERBERA

THEA RS X-Ray Analytics BHIENENFEARA, BNRAEREHSAERHN—NREIDEE,
XLERGEN—NMNAEBREANZEEHRETIER. IESENETUMAEXINETIRORTENTR , R
Eufi 5 Analytics BHEIARBEUBFERLERENR,. BEXERNRE/DNBEE , BRTUEFERMNBHR
EHEAEER  LBERMTLREEN T RENEEZT,

ERSEREMEHE

RERBERBERDAASERIEENLEZANSINTREEHRE , NMERXENTINEITRL. S8
ENTREBIIGED AR , XER—ME, £/ X-Ray Analytics 12| & AE LK,

BRNABERRGENESEE , FEREEREHE,
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console.html#xray-console-servicemap

AWS X-Ray FEARE

M

avg. 34ms

0.06 t/min

<

scorekeep-user
AWS::DynamoDB::Table 0.3 vmin

avg. 22ms

scorekeep-session
AWS::DynamoDB::Table

. avg.412ms
. 06 t/min

Client Scorekeep scorekeep-game
AWS::ElasticBeanstalk::Environment AWS::DynamoDB::Table
4
avg. 988ms
0.03 t/min scorekeep-state
AWS::DynamoDB::Table
SNS
AWS::SNS

15 7 = W M )5 B+t ()

AR R D E , BRI UAMNESERANE, B EEESEEANE , BRTHANEIIRBEFLE
o, LERATAEXRBIENR , RSN,

BT OB B T #E3) X-Ray RIEFEM R IFESFM4. HEFHRURERAENFERE RELRETR
#B. W , BAILRE D B AEAIE AR X UEREERNEILERMSE,

Analytics
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I All traces in the group @ 5.2K traces in the group. Show in charts @

Retrieved traces @ Filtered trace set A ©@
5.2K traces 4590 traces (87.66% of retrieved traces.)
Filters: responsetime @ Refine

Response time distribution @
Click and drag to filter the traces by response time.

PS5
1.5K '
1K )

EEMBRE RSN B RER

BRI UERAERT ANERKRGEBFIEEERNNRER. BYREEHTTP RSRBRFIT , BB
N IEBEEEFESRE. flln , EAUEREBRSKBN 500 WAABRER, XEREEFLHP O
B—/1ERN http.status BWIHIEFHIRZ,

EEFATERPRENMBIE

BEAF. URL, MRIATEEAREASHEMTE LHE LIS RS, Sl , EIARIERESR
B3 500 WERERSE , iEM USERS RHEF—1T. X2SHEREREFLHP~=ERNFERHER
X : http.status ( MMBIEEE ) M user,

LR E BT EFRHERY A RER

BREAFRE POST HRHTLHR , UEREMERMKEK, NAGNE - NMEERMAE, EIMNE
WAt R D EFRELENL, RE  ERLER. &1, XEWRIERE A SIEFERVEIA,

BEfS  FELENATRES B WHNHEERMHE, XRE-IMESHEZLERT. UTRIIREE
NgeHen ZRERTENT.
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I All traces in the group @ 7 5K traces in the group. Show in chars @ Complete 100% scanned {found 8K traces)

Filters: responsetime Filters: timerange ©

Retrieved traces @ Filtered trace set A @ Filtered trace setB @
8K traces ces (34 etrieved traces.) ] ces (11.88% of retrieved traces.)

Response time distribution @
Click and drag to fiter the traces by response time.

A

Time series activity @

Click and drag to filter the traces by time.
| —— omm ;
H DN EaN . | O Y N

RERNBNREAEEHFARESE

SeERRE AmERGR/NEERN , ERRTINREIRNIEEERE L, BEFIRMEX
URL, APARSKBHNEREHERE—IHUEF, MFTESLE , BMURFEE 1T, UITHFR
HEHFAESNEAERENELNMRBHE,

BoEA

HARABGERHREINENNWBRENES, B LA AEARE K HMRS AR FRME Amazon
CloudWatch $6¥r. &R LAEA AWS X-Ray #2#| A= X-Ray APl NIRSFSRIBAHFITEE, XFBN
FfAfEA X-Ray BHIAXRCIENERA, FSHEE , THUOMAER X-Ray API B4,

BRI AR A, RESSMEEZREL, ¢IBAR , ZASEUTE2HB=ANHLNATHREF
TH—NATAERS - REWE, BREMDH.

Default ~ Q, Enter service name, anno
Q, Enter a group name

Default

faults

Create group

Learn more &

AR HE L Amazon FIRA (ARN) #RriR |, AEEMEFARER, RFHLBEATREXN
RERF MMM FEEN. FEAEARERGEREN , FHTHNATHERFERER,

4 61



AWS X-Ray

FRARER

EHANFERFREIXNFTCERCIEROBE, EHRNNATRERE, XARSERFTIHREXD
BHE. ABRREXMIBERN , EMERZ A EA 6 - MR E,

F

®

il

Note
BAZRRINFEHERFREIANNWESREHEITR, BEXEZEER , 85H AWS X-Ray &
#ho

- HEA
- fmiEH
. mEa
. B
 1& Amazon R EFH A G4 CloudWatch

BIEA

®

Note
Nz, BRAUMNL S CloudWatch #ZHl A ELE X-Ray A, LA ABEFERA X-Ray 25!

Ao

CloudWatch console

1.

o bk~ 0N

&% AWS Management Console 3 fTFF CloudWatch #2#1& , Bt A https:/
console.aws.amazon.com/cloudwatch/,

EEMSEMERS , EFRE,
£ X-Ray RO HWAT , EREFRE.
FEAFERLE , ERBROIEA,

HOBRATNHELE , MAANEN. ABNRSTES 217N, T8 FBRFZHNRFT
5, HEMX D KNE,

A
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6.

9.

RATRERHERER. BSRFEAREZHRERS , FHETHNATHERBERER. EUTR
firh | ATFE%ERRS api.example.com FHEEIRBERUAR KIXEIZRSHER , Hp N
BXFHET 5 WWER.

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

ER@ED  ERSEAEANRETER. BXRABNESES , HSH £H X-Ray IL#F,

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

EARER , EEFNFFE U ARER | UREENIREE, BEFSEXEFNEMFRZL,
RERMEME -1, EMERIRE , BRESMIETHHNR. BXFENESEER , S
B9 #RiC X-Ray RN A,

Key Value - optional
Q Q
Remove
IERAERAE,

X-Ray console

1.

& AWS Management Console Ff7Ehttps://console.aws.amazon.com/xray/Z T FF X-Ray
B7HE,

EEMSHMBERFHATESY =M ATEETEPNAREF | ITFCIRHANE : RERM
. RERMD

ERRATEL  MAENEN. AEMNEZAEE 21MFH , T8 2FBRFT NI
5. HEHX D KNE,

BMABERGRER, BZREEARERHERER , A THROMAHEREREIR. EUATT
firh | ATF%ERS api.example.com FHEHIRBERUAR KIXENZRSHWIER , P H N
BAFHZFT 5 HER.

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

A
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5. EL@BHP , FARZAANNFEER, EXIBNEZEER , S £H X-Ray L,

Enable Insights |«

Enable Notifications v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

6. HEHRZH , WA-MIZRNTIENIREE, AMNRENSHI—PHET , FEHFMS -5
X, FERUTEM—H, BEMERIRE , BEEHRZTRN X. BXGENESZEERE |, S
B9 #RiC X-Ray RN A,

application game ®

stage prod b 4

7. EFREEA,

NRA4A
CloudWatch console

1. &% AWS Management Console F#1T7F CloudWatch #2#I& , Mt A https:/
console.aws.amazon.com/cloudwatch/,

2. M X-Ray RERFTHSEMERPHAUATES - RE :

« RERHEE
.« RER

3. & X-Ray ATRAFAFAPRALARN. NHALERSHBEQRET , SCEARRERN
RS RIER,

X-Ray console

1. &3 AWS Management Console }#7Ehttps://console.aws.amazon.com/xray/Z R T FF X-Ray
BElE
2. NEMBHRHPITAUTEE—IRME :

St
73]

. ER
.« ER

ih
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o 4 \*ﬁ.

3. TEAXEHEG | EBRE the section called “BIEE” FEIEMNE, TEALETSHEBIESLETL ,
AT 4H Fhig B T R RIE o

‘mEEd
CloudWatch console

1. &% AWS Management Console F#1T7F CloudWatch #2#I& , Mt A https:/
console.aws.amazon.com/cloudwatch/,

EEMSHERS , EFRE,
£ X-Ray REFI A HFHAT , EBEFRE,
MAT D HIEFE—NE , REIERRE.

REZLLEZEDRYE , B UEHFHERMGRER, BSEEAFRESHERER , AT HW
AMEFERIER. AT RAIF |, HAFIERS api.example.com PR IRRER , HPF
X URL #t1it‘8E example/game , AR N B KX FHRETF 5 WHWE R

o & w0 DN

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

6. EALED K SRARNZERENIELE. BXNBENESEE , B30 £4H X-Ray L,

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

7. TEAMREF , ERFNFRSUMAGER | AR ENTSE, REFSEXSFINEMRE,
RERLMRME -, BRERIRE , BEEEMMETHORER. BXFENESEE , BS
8 #Ric X-Ray MM HE,

Key Value - optional
Q Q
Remove

8. E#ZAR , GHEEHA,
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X-Ray console

g

1.

6.

& AWS Management Console F7Ehttps://console.aws.amazon.com/xray/Zk R T FF X-Ray
B7HE,
PATUATHEP - MRESIT A RBATE.

a. EHIEL K ERENMMNEHRHITRE.
b. EATHEERHz-LWAREL  BERAXENM , RAREEREE.

- BRERHE

- BRER

. D
REZLLLIEGEYE , BAUNEHMRBEFHRER. BSREARERHERERS | FA 7 HW
ARBFIERIER, AT REIP , AFERS api.example.com FHEIRRE , HPiE
3K URL #hiit‘@ & example/game , ARMNABE X FRETF 5 BHER.

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

ERMRS  BARERENARALREN, EXAMYESESL  H28 £ XRay I
i,

Enable Insights |«

Enable Notifications v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

EREF , REFSEINE, mERUTERE -, HEEREE  IRFETUMER. 58
BERIRE |, BIRBRIREITRN Xo BXRNRENESZEE |, HSH 710 X-Ray REANME,

application game ®

stage prod b 4

EHTAR , REREHRE,

RERELVEEENEANHERGREINMNMRENHA, REAR K HTAEEHREBANBE—BH
BFEHIN -clones

A
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CloudWatch console

1.

o b~ b

&% AWS Management Console ##JFF CloudWatch #&l& , Mt Fhttps:/
console.aws.amazon.com/cloudwatch/,

EEMSMBERSP , ERRE,

£ X-Ray REREBDHWAT , BEFRE,

MAEBD FIEFE—NE |, REIEEBERE,

EOEBATELE  BANBMH Ngroup-name-clone, ( Ak ) MALANFERH. AEW
BRZAEE 2 IMNFH , IZEsFRIRFFRNER S, 48MX0KNE,
BULREBIANBAPNFERGRER , BT ERRAFTNBERERER, S
FEEARERERIAN , FH T RNAHERIEREN. EUTREAP , AFERS
api.example.com FHEIRRERAR KX ZRFHER , HPFERNBE X TFHET 5 W
1B

service("api.example.com") { fault = true OR responsetime >= 5 }

MRFE , JEREPREFRSBNE. HMERVLTEE—, FEEREE  MEFEAN
MER. &ZMERIRE |, WIERRIRET RN Xo BXRIENESEE , BSH 712 X-Ray RH#
B RS

EROERA,

X-Ray console

1.

&3 AWS Management Console 3 7Ehttps://console.aws.amazon.com/xray/Z R T FF X-Ray

2HE.
MEMSMEEFRITFEARE , AFEFRAERENANE .
MR BRI R A,

EOEBERELE , BEANBMHNgroup-name-clone, ( ik ) M ALANFE#H. AEW
BRZHUEE R2IMFH , 8 sFRRFFHNETS. A8HMX2 KNE,

O RBUEARHFERGRER , AT ERBAFTNFERERER, S
FEAMIERGERER , FHTHROMAMNBRKIEREIR, BEUATROFS , AFERS
api.example.com FHBEIRBREUARKEEZRSZWER , HPFNBE AKX THRET 5 ¥
185

service("api.example.com") { fault = true OR responsetime >= 5 }

A
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6. MRFE K IENZIPRBEFEBNE, RMEBUARHE -, HEERRE , IRFETL
MER. BEEMBRIRE | FRBIRETRE Xo AXRIRENESEER |, HSH #ric X-Ray R+
A FIE

7. EFRIEEA,

il B4R

BREBATHHNSBRMERA, ST BRERIAA.,
CloudWatch console

1. &% AWS Management Console F#T7F CloudWatch #2#I& , Mt A https:/
console.aws.amazon.com/cloudwatch/,

EEMNSMERSP , ERRE,

£ X-Ray REREBOHWAT , EREFRE.
MAEBR D FIEFE—NE | REEZERR,
BERREHTHEIARERMDER,

o & w0 DN

X-Ray console

1. &3 AWS Management Console }#7Ehttps://console.aws.amazon.com/xray/Z R T FF X-Ray

2HE.
2. MNEMSMERPHIFTARE , RAEEEREZNERVAR B
3. HEREXEL  EEMERA,
4. FHEREREHITHIAERRER,

£ Amazon R EFEH SR CloudWatch

RIBAE , YREBANHEFRMHREIAREEZARE , RAEMEMEE X-Ray REH, S0 0
Amazon CloudWatch X G A& 8 MIENERRENIER. £ “wEFE T LR EF5ER, BT
#TFF CloudWatchiZ#l& |, # A “FB45” WH. BXRWAFEA CloudWatch BN ESEER , BSRALES
# CloudWatch A FEE PRV EA I S CloudWatchig#x.
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AWS X-Ray

FRARER

CloudWatch console

1.

o & 0N

& F AWS Management Console #3TFF CloudWatch ##|&
console.aws.amazon.com/cloudwatch/,

EENSMERSD , ERRE,

£ X-Ray REIBAHPHAT , EBEFRE,
MEE D kR —NE , REEZRERE,
ERBARE L , EBREFER.

CloudWatch | & “fE48" TERERTIET-FF 4TI,

X-Ray console

1.

, M3tk https://

& AWS Management Console F7Ehttps://console.aws.amazon.com/xray/Zk AT FF X-Ray

7HE.
2. NEMSMERPHFATE , RehBRBREFHERNANBET.
3. EHREBLANEL , EREFER.
CloudWatch | & “fE48" TERERTIET-FF 4TI,
B & R A AL

&R BAER AWS X-Ray 2HI& N ENRSEERFEAN, IFTRFEEN EZRE AWS BRFH X-
Ray SDK {5 F SRA¥ AL I e & A0 FPPLEE R

F

B

B i R HL

B E A AL

FAFH LT
EAEEHLN =B

FHARSS B iE 9 {5 A RAFHLI

EEXRHEER

EEEZ

REE
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B & RAFA N

B AR AT A RBIEE X
« APl MX N - APl WX X35 REMEDIRER. EE API MBS AVESNIRER , 152 #Amazon API
Gateway FzEERZ#F AWS X-Ray,

« AWS AppSync— AWS AppSync ZiFRHEMEZNRER, EiGAX AWS AppSync BRI EBNRE |,
BSHEERA AWS X-Ray # 1T ER.

« ITEFEH LM Instrument X-Ray SDK — Z#FE A #E N 5% EC2, Amazon ECS iz EMWItEF &
Y AWS Elastic Beanstalk , 212N AR E £ A &M X-Ray SDK #ITRM , WKL,

B E AL

BAILUEE BE UCREMNRZEIZFHBIER. LAIMERRETH , MAEERARNEHFENE.
KHEFHNE X-Ray SDK HHERN —RIFHFIEKHNERE. RINMFRLT , X-Ray FRTEBEWIER
F—NMER , ARAEMEMBERNES2H, B —NMERREHR. STERIAZRSEELEFTR ,
REBYEDIER—PRE, 5% 2N EHBRRTHHTINERETRENLE,

&AL/ X-Ray SDK BEE NN BB EERBFH JSON MAHZERHEMN, BR , HBEITRFHNS
NRBIES , BNKROMERIHITRE . ISSFBERENERNESELHAS , BAMRBEXHN AR
SWRRME—ERAM, I, BEEHARENAN |, W AHEHIEEHRD,

BT X-Ray BHI P ELKEMRN , AFEE SDK BAM X-Ray BRSSEREMN , £7] LU %X
R, ZRSHEEFRANNER , ARLNRSHENKM o EEFRUE T EESTHRAHES
o AR, RRRERBEERENANTEN. BTANRERSHEEN , EULAEEANMA
BATHNKERE

® Note

X-Ray 2R NBMAREAN , #REERT , BRRFRATERHA TS ENRERN T2
B, ER , FENREHER K RENFREENZFIEENE D L.

E , /A BAETL S# CloudWatch 24| & P EE X-Ray M, ol ABREFER X-Ray B# A,
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CloudWatch console

1£ CloudWatch % & Al & XM N

1. &3 AWS Management Console ##TFF CloudWatch &5 , Mt https:/
console.aws.amazon.com/cloudwatch/,

2. EEMSMERSD , EZFRE,
3. % X-Ray REREBD HHRHHANT , REERRE.
4. BEOIEMN , FHERFCIERHEAN,

BERBEAN  FRFZAN , REERREATHITRE,

EMBRAN |, FEBFZAN |, SRS IEFM BRED AR M ER

X-Ray console
£ X-Ray 2| & B EREMR N

1. #FF X-Ray ##lA.
2. HEEMSMBERSP , EERE,
3. EGIBAN , EEFEEEMN,

BREAN | FEREHNE R o

EMBRAN | FEE— AN HERRERERKBIBRE

SRAF LI 12 T
LT A A TEFRAN, FRBEJUEABEFAREEENFZR (?) RFXZNFH (%)
KA AL LT

« ANBHR (FHFR) — —PDHE—NAN R

« LSRR (189999 ZRKEE ) — REHMMUMLLER, RSEA LR EFAITFIEERN , F 50T
Bio B9 58 — SR U E 17 H A R R

- BER (FNEW ) - ENABELRE  SRERNTENEEFRY, ZBAFTHRSEEMRE
R, BERTHREERZANBEKRS.
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« EE (0F 100 2HHEYH ) - BREFERE , ERMVTEBERNE DL, EEFEPEERFEAN
B, i§1%E#E 0 B 100 2 AW B DL, £ JSON X#4ERFiw SDK P EXFR |, TRAENT 0
M1 RN - BT,

- RSEWN (FFH ) - RUEHWRSERELEHERNER.
 X-Ray SDK - #7212 5 =5 L Fit E /Y AR5 & #Fo
« Amazon API Gateway - api-name/stage.

- BRSRE (FHR) - EREBEPERNRSEE, XTF X-Ray SDK , FEEHAGENEM KR
B RS REA -

=

« AWS::ElasticBeanstalk::Environment— AWS Elastic Beanstalk ¥’% ( {4 ) -
e AWS::EC2::Instance— WG EC2 6 ( E#H ) -
« AWS::ECS::Container — Amazon ECS &85 ( #&# ) -
- AWS::APIGateway: :Stage - Amazon API Gateway B E&.
« AWS::AppSync: :GraphQLAPI — —> AWS AppSync API &K,
o I (FHFB ) —HTTP ENIRLFHENSB,
« HTTP 737% - F/F& HTTP i8R 5%
- URL B ( /& ) — iFRM URL BE,
. X-Ray SDK — HTTP &3k URL BB Z L5
. BB ARN ( B E ) ETHRSH AWS ZIRE ARN,
« X-Ray FXITEE — FX#, SDK REefEA AR ARN REN * BIHN,
- Amazon API Gateway - BT E& ARN,
« (HE ) BM (BNE) - EHEXSERENEAN A REMY.
« X-Ray FRITEQ — F%#, % SDK HZBIEERE LT,
« AmazonAPI| Gateway - K B /R HTTP i&RHIFRk,

KRN =B
Example - ¥ B R 22 MK LR ERIAF N

B MERFIAAR N R BR ML R, BIAMN A T SEAEAH N HBA B ER,

s
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Example - st 31 0 SRR R3S 7 (R B Y B EH BV AR AR 1R 3R

—MiEet AR AT RS ERAN,

- #NZ%: : DEBUG - history updates

- BER 1

- BER:1

- EE 100 ( EARERAK JSON XHEEN 1)
- [R% B : Scorekeep

o BRSGRA : +

o EAH:*

« HTTP 57% : PUT

« URL &% : /history/*

« %R ARN : *

Example — E @ &K% X POSTs

o MWEZFR : POST minimum

. %% : 100
- REF: 10

« ER 10 ( EFARFEAMN JSON MHEEEN .1)
c REBH . *

« BRSSRE : +

R =

« HTTP 757 : POST

« URL B&#& : *

« %R ARN : *

R AR SSEC B 9 6 A SR AFHL

X-Ray SDK EEMNEEREAELRHATRENTEAN, EXFTLEL  FSHARALHWESY
BEXTHAXREREERNEAES

« Java : EEHN
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« Go : EHEFEMN

« Node.js : EEEHN

« Python : E#HMN

« Ruby : E#&FHN

« NET : EHEHN

F APl Mk |, S Amazon APl Gateway £ 31ER X AWS X-Ray.
BEEXHER
X-Ray 2FIARXHERER T BHXENRSNAERAESNREANNFHEE

BRFIERTENLSHMAERTAN. SAFERT 10 D BHS TR,

KRG B

. EEMBANY  SEANCENERK, KRTFOE TSN EE & S54EEREBHOAN
PR E R

. PR DIRRMERE,

o BUEIE SRR | MBI RLAAHN A B R LR M R

. ERBEHI TR ; BHAE X-Ray 2 B OERTAEN BRI,

. ENREEABTASEEARERNERE, YEMES EOFERSANTERN | X-Ray ¥

ARAEDEEH. B2, MRERELN 1, ZRS2BVEA—ITRE , EF X-Ray 7B — 1M
;o

BREESUTBFEURBS KEANN T ANESFEE , BSHET X-Ray AP £/ REHN,

IFEEA

BRI LAE A X-Ray API BB REMAN, RA APl , B SURITRI GRS XN QBEMEFHAN , thATL
R ER B A ATIRE, BXUBFMEMLAN RS , BSHFH AWS X-Ray API B EX
B, ANMNERE.

X-Ray SDK AWS ARS A X-Ray API RIZEUCRH#MRN ., RERBEERFNRECEEB#R. RFLM
REREMNMASMNAMNNME  REALERITFEAN , HEEMSRE X-Ray =KX H @RS 2 E
FELER AN CE Rt N BB R ER. BXRFUNAER APl #ITXENEZSFHAEFEE , BSHED X-
Ray API 5 &N,
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AWS X-Ray FEAGIERE
Y X-Ray SDK A A X# Rt APIs , E&H X-Ray FHFREFEINRE, MRBESFEH TCP iwA

2000 , MA R EHESTFEFUEEMEO LESTRE, BXEFEHARFER , HSHEE AWS X-Ray
SRR

H 5 RE

ALAMERARBAMERREEEIBERE , REMERENREREENONE,

#H & m

M T — xray/home#/welcome

« All — — xray/homett/getting A|]

=

B IR — xray/homett/service- map

« JRE — xray/home#/traces

PR ER

&R BAE XY BN RERAVAS (A1 e, R 46 AR 59 40 B 4 P e 432 o
BRERRTRIZk - xray/home#/traces/trace-id
FRIGREREIE - xray/homet#t/traces/trace-id/raw

Example - [R2A IR ERENIE

https://console.aws.amazon.com/xray/home#/traces/1-57f5498f-d91047849216d0f2ea3b6442/
raw

TRk FRHFRIAN
BERE DI TR RV IR ER SR
TEIEMIRERME - xray/home#/traces?filter=filter-expression

Example - & #&RiK

https://console.aws.amazon.com/xray/home#/traces?filter=service("api.amazon.com")
{ fault = true OR responsetime > 2.5 } AND annotation.foo = "bar"
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Example - &4 &RIEN ( URL 43 )

https://console.aws.amazon.com/xray/home#/traces?filter=service(%22api.amazon.com
%22)%20%7B%20Tault%20%3D%20true%200R%20responsetime%20%3E%202 .5%20%7D%20AND
%20@annotation.f00%20%3D%20%22bar%22

BXMERGREANESER , BEREARERGERIER,

B [E) ST

LL1S086 01 R IEEM B ERF L RetE, NESSERA UTC , &K 6 /Mat,

RfEE - xray/home#/page?timeRange=range-in-minutes

Example - BT 1 /)BT A BR ER ith B
https://console.aws.amazon.com/xray/home#/service-map?timeRange=PT1H

F R F L ReTE - xray/home#/page?timeRange=start~end

Example - B} [BSE BB E

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00:00~2023-7-01T22:00:00

Example - B (838 B BH ) 5 &

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00~2023-7-01T22:00

X 15

EE—N AWS Xif SRR ZKENTEH. NIREREEXE , NEHA82FEEERRIKILHE
Ta X,

X1 - xray/home?region=region#/page

Example - EEFEIP ( BEXM ) (us-west-2 ) KR ERith

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map

BH G REEE 76
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LI HEEMERNSHN Region IEEAR , Region B FHFHEEZH , X-Ray-specificE#{
FREEHRZE.

Example - EEFEP (BEXM ) (us-west-2 ) HIE 1 /A HY IR ER 30

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map?timeRange=PT1H

PE
Example - {88 FA 548 5 (8] 5 1% SR A B9 &R O BR BR

https://console.aws.amazon.com/xray/home#/traces?timeRange=PT15M&filter=duration%20%3E
%3D%205%20AND%20duration%20%3C%3D%208

ok,

o TUME - BRI
o BHESEE - J X 15 255
o FEESAF - duration >= 5 AND duration <= 8

£ X-Ray API

R X-Ray SDK T FH R RIZIBES , IR L APIs B A X-Ray 5 AWS Command Line
Interface (AWS CLI) R X-Ray APl ti 5. AN TIEMRERES APINXREAR

« £/ AWS CLI iR B HRFERPRIETRELIEE.

« EEMER X-Ray APl , ARIBREREN , HRIEEMG X-Ray RHMNEREITEE L.
MREEEFEA X-Ray API TiF=2 AWS CLI , A IE B SRR XX B R#ITSEUL |, ARG
MBLE & RIEME IR E,

TEHERTHXER , IFEBEERES X-Ray AP IRER R :

f#/ X-Ray API 77


https://docs.aws.amazon.com/xray/latest/api/Welcome.html

AWS X-Ray FRARIEE

4 ™

Maximum
flexibility and
customization

Choose how to
use an API

Use the X-Ray API

Your application directly

Simple syntax

and pre-
formatted
commands

Use the AWS CLI ——> Instrument your
application

Configure your

N S

# /8 X-Ray AP IR ERBIEE#Z X% 2 X-Ray. X-Ray API 3F X-Ray SDK F iR MW FTEIhEE , B

AT ERRE -

« PutTraceSegments— fF4 B X 14 £ £ & X-Ray,

« BatchGetTraces— e RIRERFIFZ P IRER IDsFlFR,. RRFNVEBNREFERE—ARBENMNERN DR
X,

 GetTraceSummaries— ® FRHF IDs HXNH#HITER. BALIEE FilterExpression kKRR
RRENFE.

 GetTraceGraph— ¥ ZR4FERER ID RS E %*.

 GetServiceGraph— % JSON #8163 |, #iRLLIE/E A ERMEA T iFE RV RS .

BRI LAER ARRF R B A AWS Command Line Interface (AWS CLI) BARTE A RS X-Ray #1T
RE, AWS CLI %% X-Ray SDK R AJHMFIEIhEE , DIEHMIIEE AWS RS . UTEHHEEES
HEY AP ZBER MR | X ERFE

* put-trace-segments— F 5 B& 314 L& F X-Ray,

* batch-get-traces— B RRIRFI R AP WIRER IDsHIR, RRFNEBNRER—AXRBENERNIE
X4,
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https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/put-trace-segments.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/batch-get-traces.html

AWS X-Ray FRARIEE

* get-trace-summaries— MR IDs H I EH#ITER, EAILIEE FilterExpression XK RIR
REENF&E.

- get-trace-graph— R FRHFERER ID HRFE R,
* get-service-graph— #ZIJSONAE LAY |, Z X IR T4 EEZ ABERMBA TIHFERVERES.

EBRARER , BHUMAWS CLINECHWBRERSERZE, AWS X Linux, macOS LK Windows &1
RE, X% X-Ray By RNEZER | BSREHT X-Ray BWAWS CLI e S EER™M,

e

+ 3 AWS X-Ray API 5 CLI B2& AWS £
TR BREUIE ZIEE| AWS X-Ray

MAHIREVEHE AWS X-Ray

FIF AWS X-Ray API Bt &R+, AFMMBRIZE
B X-Ray API 5 Z&EMN

AWS X-Ray 7 B304

& AWS X-Ray APl 5 CLI Bt & AWS £/

AWS CLI R¥FRIERETS R X-Ray BRS5 APIs , M5 X-Ray 2% & HREH RS R RIRSS B R MR
WRIREREIE. ROINARF BRI RUMIE AWS CLI # APIs fE X LA,

FRFMH

RHFEFEA Scorekeep REIRARFHEE T A TENRERERENRSHRAMEA, REBATHER
MIRBA BB R AR

AHEMFERA AWS CLI K& R X-Ray API FWE AR %, AT Windows, AWS Linux # OS-X #9 CLI
APIs AFIB A REBH T HSTHRIMNE. AWS RS

(® Note
IR ARIRIE IR BLE AWS CLI B 56122 Scorekeeep IR AR FATERN XIZER,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-summaries.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-graph.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-service-graph.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/index.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html

AWS X-Ray FEARER

HPa@EN S RGINARFOMA  ZEAER cURL KIETREER AP Fl jq RENTBAH. ZRIUM
jgstedolan.github.io T& AI#ITXH , M curl T https://curl.haxx.se/download.html AIH1T L
. KEB% Linux Fl OS X Z&3E cURL,

4 RIREREAE

Web NARFEFRRETHE/LROUE LRI API WRE |, BREK—FRBHFR, EEN API
Y, A test-api.sh MIZAIZ TR iR 5 5 H £ B E SV IRIRERE

£/ test-api.sh &

1. ¥TFF Elastic Beanstalk &l &,
2. SMEBHENEEZEG A,
3. MNIEFEE FI33E URL,
4. 3TF bin/test-api.sh HERAEHRERN URL B APl N{E.
#!/bin/bash
API=scorekeep.9hbtbm23t2.us-west-2.elasticbeanstalk.com/api
5. B{THEIARLERX APl BRE,
~/debugger-tutorial$ ./bin/test-api.sh
Creating users,
session,
game,
configuring game,
playing game,
ending game,
game complete.
"id" :"MTBP8BAS", "session":"HUF6IT64", "name":"tic-tac-toe-test", "users":
["QFF3HBGM", "KL6JR98D"], "rules":"102","startTime" :1476314241,"endTime" : 1476314245, "states":
["JQVLEOM2","D67QLPIC", "VF9BMINC", "OEAA6GK9", "2A705073","1U2LFTLJ", "HUKIDD70Q", "BAN1C8FI",6 "C
["BS8F8LQ", "4MTTSPKP", "4630ETES", "SVEBCL3N", "N7CQ1GHP", "O840NEPD", "EG4BPROQ", "V4BLIDJ3", "9R
£/ X-Ray API

AWS CLI 3 X-Ray R{HEMFTE APl BIERMEG S ,
¥EGetServiceGraphMGetTraceSummaries, BXRAAEZFNREURIX LR EMERAKIERR
WEZER , H3H AWS X-Ray APl 3%,

iz

80


https://stedolan.github.io/jq/
https://curl.haxx.se/download.html
https://console.aws.amazon.com/elasticbeanstalk
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/Welcome.html

AWS X-Ray

FRARER

Example bin/service-graph.sh

EPOCH=$(date +%s)

aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

ZHARZRETE 10 2 EHERSE,

~/eb-java-scorekeep$ ./bin/service-graph.sh | less
{

"StartTime": 1479068648.0,

"Services": [

{
"StartTime": 1479068648.0,
"Referenceld": O,
"State": "unknown",
"EndTime": 1479068651.0,
"Type": "client",
"Edges": [
{
"StartTime": 1479068648.0,
"ReferenceId": 1,
"SummaryStatistics": {
"ErrorStatistics": {
"ThrottleCount": O,
"TotalCount": 0O,
"OtherCount": 0
},
"FaultStatistics": {
"TotalCount": 0O,
"OtherCount": 0
},
"TotalCount": 2,
"OkCount": 2,
"TotalResponseTime": 0.054000139236450195
},
"EndTime": 1479068651.0,
"Aliases": []
}
]
.
{

"StartTime": 1479068648.0,
"Names": [

iz

81
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"scorekeep.elasticbeanstalk.com"

15
"ReferenceId": 1,
"State": "active",

"EndTime": 1479068651.0,
"Root": true,
"Name": "scorekeep.elasticbeanstalk.com",

Example bin/trace-urls.sh

EPOCH=%$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60)) --
query 'TraceSummaries[*].Http.HttpURL'

ZM A2 URLs 13 — 2/ 2 980 £ AV IR R

~/eb-java-scorekeep$ ./bin/trace-urls.sh

[
"http://scorekeep.elasticbeanstalk.com/api/game/6QOUE1DG/5FGLMOU3/

endtime/1479069438",
"http://scorekeep.elasticbeanstalk.com/api/session/KH4341QH",
"http://scorekeep.elasticbeanstalk.com/api/game/GLQBJI3K5/153AHDIA",
"http://scorekeep.elasticbeanstalk.com/api/game/VPDL672]/G2V41HME/

endtime/1479069466"

]

Example bin/full-traces.sh

EPOCH=%$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

ZHARRETE 13 2 72 ALK TRRE.

~/eb-java-scorekeep$ ./bin/full-traces.sh | less
[

"Segments": [

{
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"Id": "3f212bc237bafd5d",

"Document": "{\"id\":\"3f212bc237bafd5d\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242459E9,
\"end_time\":1.479072242477E9,\"parent_id\":\"72a08dcf87991ca9\",\"http\":
{\"response\":{\"content_length\":60,\"status\":200}},\"inferred\":true,\"aws\":
{\"consistent_read\":false,\"table_name\":\"scorekeep-session-xray\",\"operation\":
\"GetItem\",\"request_id\":\"QAKE@S8DDOLIM245KA0OPMA746BVV4KQNSO5AEMVIF66Q9ASUAAIG\",
\"resource_names\":[\"scorekeep-session-xray\"1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

},
{

"Id": "309e355f1148347f",

"Document": "{\"id\":\"309e355f1148347f\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242477E9,
\"end_time\":1.479072242494E9,\"parent_id\":\"37f14ef837f00022\",\"http\":
{\"response\":{\"content_length\":606,\"status\":200}},\"inferred\":true,\"aws\":
{\"table_name\":\"scorekeep-game-xray\",\"operation\":\"UpdateItem\",\"request_id
\":\"388GEROC4PCA6D59ED3CTI5SEEIVV4KQNSO5AEMVIF66Q9ASUAAIG\ ", \"resource_names\":
[\"scorekeep-game-xray\"]1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

}
1,
"Id": "1-5828d9f2-a90669393f4343211bclcf75",
"Duration": 0.05099987983703613

BE
& 1L &/ Elastic Beanstalk S8 L% EC2 T 5i#354], DynamoDB RAME %R
£ Ik Elastic Beanstalk ¥

1. 3TFF Elastic Beanstalk 14| &,

2. SMEBEHIMENEEEGE,
3. EEEME,

4. EFRLILIRE,

5 &L,

30 2f5 , REREIEB3IM X-Ray FHllBx.
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https://console.aws.amazon.com/elasticbeanstalk
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html

AWS X-Ray FEARER

FERERBUHE RIAE| AWS X-Ray

IR BA 5 R AV O IR BRBUE R 5 B X-Ray, 7 BRXHEE JSON RN ZR & , HPEZAXE
MNMARFERERBRSHAMITENER. ENNRARFAIUFECESAMMTENRBEREI RS ,
FHER TOERS MR BN TENBIRBIEREFORT,

FRIEREXEHNARFAMITAENES. EREDEFRE-TES LRENNE, —NEHMAAN
IDs, HERESZSNMRS 2EERES , RER ID TN FRATIEER. 28 ID BREENRS N FRAIEE
T,

Example &/N R 7 B

"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0a",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9

/|

HWBERE , BAMREEESITHOREN SNUF , EFZERTHK.

Example IEfE#1T7 B

"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0b",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
“in_progress”: true

B LAMER PutTraceSegments i@ X-Ray HESTHEFEZET DR AES X-Ray.

REBNARFER AWS SDK HAEMRSHIBRER. EFoRFPIEZEXTHEANEE. X-
Ray /A 0 BRKRBERRIED BN THRS  AERSE L AHEGIEZRE,

FORUMRARZTES RN ELMRIE, NTRNEZETHER , ERREFIRARSRET
R, SEEREY &SRR (64KB).

KEBRE 84
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Example ¥ £

FOBREAR type M subsegment LARIFAR 2 ERH parent_ido

"name" : "www2.example.com",

"id" : "70de5b6f19ff9a0c",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979"
“end_time” : 1.478293361449E9,

“type” : “subsegment”,

“parent_id” : “70de5b6f19ff9a0b”

BXRAUEEEIBENTFOBRTNZRNENESER , BSHAWS X-Ray 7 B,

Sections

o IETEAERIRER IDs

- £/ PutTraceSegments

- o BRXEKIEE X-Ray #HETFHERF

IFfE £ B ERER IDs
ENBEAIET X-Ray , BIABMERER —ME—RERER D,
X-Ray BRER ID &3

X-Ray trace_id HUEFZHF 2B =ZARFAR, Hl0 , 1-58406520-
a006649127e371903a2de979, XAIE :
° H&Z'K% , El] 1.
o BERERIETE , XA Unix £7tatE |, B 8 N A FIEE,
f5lan , 2016 & 12 B 1 H E4 10:00 ( KFFFrHERTE ) L TAtE S 1480615200 # , ER T
N EIBE 58406520,
- IRERH 96 NERME—FRIREF , £ 24 NHARBHEEFE,

RIEBAE 85
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® Note

X-Ray DUE #5682 R IR ER IDs OpenTelemetry AR EMEMAFE W3C BER LT
NASEHER, KIXE X-Ray B , W3C IRER ID 4K A X-Ray BRER ID #94&X. fl

i, W3C BRER ID 4efaafsdle8720b39541901950019¢ee5 FERIER) X-Ray Y , N &
1-4efaafsd-1e8720b39541901950019¢e5 HIE X ME ., X-Ray BB IDs A3E L Unix &
TUEFE B Y R A SRS B B | B R 2L IDs X-Ray X &% W3C BERRT , XTRHSE
o

BRI R BEMIASRAE K X-Ray BRER IDs AN, AT RAEARHA.

Python

import time
import os
import binascii

START_TIME = time.time()

HEX=hex(int(START_TIME))[2:]
TRACE_ID="1-{}-{3}".format(HEX, binascii.hexlify(os.urandom(12)).decode('utf-8'))

Bash

START_TIME=$(date +%s)

HEX_TIME=$(printf '%x\n' $START_TIME)

GUID=$(dd if=/dev/random bs=12 count=1 2>/dev/null | od -An -tx1 | tr -d ' \t\n')
TRACE_ID="1-$HEX_TIME-$GUID"

BXROIZERER IDs HFXEBEAIEE X-Ray SFHFEFHMZA , 1§25 Scorekeeep RN AR

* Python - xray_start.py

* Bash- xray_start.sh

£ PutTraceSegments

B LAMER PutTraceSegments APl L&D ERX#, % APl RE—1MSH
TraceSegmentDocuments , ZZEXA JSON 7 B35 &K,

RIEBAE 86


https://www.w3.org/TR/trace-context/
https://www.w3.org/TR/trace-context/
https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.sh
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html

AWS X-Ray FEARER

i AWS CLI, £/ aws xray put-trace-segments S0 BRXEELIES X-Ray.

$ DOC="{"trace_id": "1-5960082b-ab52431b496add878434aa25", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name':
"test.elasticbeanstalk.com"}'

$ aws xray put-trace-segments --trace-segment-documents "$DOC"

{

"UnprocessedTraceSegments": []
}
(® Note

Windows @ 5 4L ¥ 88 F1 Windows PowerShell X JSON Z&F &£ K 5| SHENETFEIMNER,
BXEFMEER , B2 AFERETHNAFEREMNSS AWS CLI

WS MR AL ERABB S R, Flan , RERER ID AN BEPRRALA , BB —MOTARHEE

xo

{
"UnprocessedTraceSegments": [
{
"ErrorCode": "InvalidTraceId",
"Message": "Invalid segment. ErrorCode: InvalidTraceId",
"Id": "6226467e3f845502"
}
]
}

B RRERZESAN DR , PEAZEERD R,

$ aws xray put-trace-segments --trace-segment-documents "$DOC1" "$DOC2"
FrBRXEERIEE X-Ray HHEFHFER
BRI LTS B KREER X-Ray , M0 BHNF2BREAIEE X-Ray HEEFHER , #BFHPER

HEEel) , ARo#t LEF X-Ray APl, X-Ray SDK RO BRXEREIH#HETFEFAREEERE
A AWS ,

RIEBAE 57


https://docs.aws.amazon.com/cli/latest/userguide/cli-using-param.html#quoting-strings

AWS X-Ray FEARER

@ Note
S EARMIZIT X-Ray HEFTHFEF REEXETHESTHEFRNEA,

JB3Y UDP % M 2000 &ji% JSON X2 E , ERIE M E#ESFHFEFIFL {"format": "json",

"version": 1}\n

{"format": "json", "version": 1}\n{"trace_id": "1-5759e988-bd862e3felbe46a994272793",
"id": "defdfd9912dc5a56", "start_time": 1461096053.37518, "end_time": 1461096053.4042,
"name": "test.elasticbeanstalk.com"}

£ Linux £, &I LA Bash & Ff PR XEREEHBRTRRF . FRAHD RXERER XA
X REFEA /dev/udp AEERAEZEE cat,

$ cat segment.txt > /dev/udp/127.0.0.1/2000

Example segment.txt

{"format": "json", "version": 1}

{"trace_id": "1-594aed87-ad72e26896b3f9d3a27054bb", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, '"name":
"test.elasticbeanstalk.com"}

REHETFTHFEFAS  RIERE2 NI EREAIEE X-Ray.

2017-07-07T01:57:247 [Debug] processor: sending partial batch
2017-07-07T01:57:24Z [Debug] processor: segment batch size: 1. capacity: 50
2017-07-07T01:57:24Z [Info] Successfully sent batch of 1 segments (0.020 seconds)

MAIREVEHE AWS X-Ray

AWS X-Ray 4 BB KX A THRIERIE , UEK JSON XN TERER, REFEMRSE. &N
£/ AWS CLI [E#EM API R ZRE KB EIE,

Sections

- RREBESHE

- REARRBRSHE
- RERIRER

SRERE IR 88
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- RENAUREER D H

R RIS E

A LAE A GetServiceGraph APl k%3 JSON RSB, % API FEEFHATE RS RATE , BRI
£/ date @M Linux Lixit EiX Eatig,

$ date +%s
1499394617

date +%s EREH (W) . EFAZBFHERNERITE , FHFMFREE—EtE 752 FFEedE .
Example A TR EHE 10 2RSS BRI A

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

LTRBAIERT —1NEBEA4NMNTTANESHE , 8F—1MNEFPRDTR, —NEC2 34|, —/ DynamoDB
FHM— Amazon SNS &,

Example GetServiceGraph %i i

{
"Services": [
{
"Referenceld": O,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Type": "client",
"State": "unknown",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 2,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {

SRERE IR 89


https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html

AWS X-Ray FEARER

"ThrottleCount": 0,
"OtherCount": 1,
"TotalCount": 1

I

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

I

"TotalCount": 4,

"TotalResponseTime": 0.273

},
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
I
{
"Value": 0.015,
"Count": 1
I
{
"Value": 0.157,
"Count": 1
I
{
"Value": 0.096,
"Count": 1
}
1,
"Aliases": []
}
]
},
{

"ReferenceId": 1,

"Name": "awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA",

"Names": [
"awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA"

1,
"Type": "AWS::DynamoDB: :Table",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,
"Edges": [],
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"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {

"ThrottleCount": O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.12

I
"DurationHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
]
},
{
"ReferenceId": 2,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [

"xray-sample.elasticbeanstalk.com"

iF

"Root": true,

"Type": "AWS::EC2::Instance",
"State": "active",
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"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 1,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
I
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
I
"TotalCount": 2,
"TotalResponseTime": 0.12

},
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
I
{
"Value": 0.044,
"Count": 1
}
1,
"Aliases": []
},
{

"ReferenceId": 3,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
.
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"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

I

"TotalCount": 2,

"TotalResponseTime": 0.125

},
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
I
{
"Value": 0.076,
"Count": 1
}
1,
"Aliases": []

}

1,

"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {

"ThrottleCount": 0O,
"OtherCount": 1,
"TotalCount": 1

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 4,

"TotalResponseTime": 0.273

I

"DurationHistogram": [

{

"Value": 0.005,
"Count": 1

},

{
"Value": 0.015,
"Count": 1

},

{
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"Value": 0.157,

"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
},
{
"Value": 0.015,
"Count": 1
},
{
"Value": 0.157,
"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
]
},
{

"ReferenceId": 3,
"Name": "SNS",

"Names": [
"SNS"
]I
"Type": "AWS::SNS",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,

"Edges": [],
"SummaryStatistics": {
"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 0,
"TotalCount": 0
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I

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},
"TotalCount": 2,
"TotalResponseTime": 0.125

.
"DurationHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
]
}
]
}
RARKZRRFHE

ERBHNATARRSE , FE$E groupName 5 groupARN, LR RAIERHENT —NE
H“Example 1’V 4A B3 TIRS B A,

Example F F 124 Example1 98 Fike 3R IR S R 69 B A

aws xray get-service-graph --group-name "Examplel"
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0 RRER

BRI LAEA GetTraceSummaries APl SREURIRFEESIR, BREBHEQESTATIRIEZTETHRWER
BRRER 8RR, BRNWER , AR IDs,

WM aws xray get-trace-summaries BIAIBAEAMA TimeRangeType ¥ri& :

 Traceld— BRikGetTraceSummariesiE &M TracelD BtEIHIREEitE [start_time,
end_time)SEE AN BRI, thitEBCERBREAMNBZENRBITESHB Traceld , AT
FHE Lo

- B4t - ATEEEERBRENSH , X AWS -Ray A FERAEHABERBER, TiLERMA
RIFFEA , BHTEEALIRE [start_time, end_time) SEERA T ERESH BRI,

£/ aws xray get-trace-summaries SRIREUREREESIR. U TS EARIA TraceldrtEl
REUE £ 1 B 2 DR IRBRFEESIR,

Example A T3REUR ER i E /Y B A

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60))

Example GetTraceSummaries #i

"TraceSummaries": [
{

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/session",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

},

"Users": [],

"HasFault": false,

"Annotations": {3},

"ResponseTime": 0.084,

"Duration": 0.084,

"Id": "1-59602606-a43alac52fc7ee@eeal2a82c"

’
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"HasThrottle": false
.
{
"HasError": false,
"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",

"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/user",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

.
"Users": [
{
"UserName": "5M388M1E"
}
1,

"HasFault": false,
"Annotations": {
"UserID": [
{
"AnnotationValue": {
"StringValue": "5M388M1E"

}
}
1,
"Name": [
{
"AnnotationValue": {
"StringValue": "0la"
}
}
]

iy
"ResponseTime": 3.232,
"Duration": 3.232,

"Id": "1-59602603-23fc5b688855d396af79b496",

"HasThrottle": false

1,
"ApproximateTime": 1499473304.0,
"TracesProcessedCount": 2
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FRAREHEMIEL ID @i BatchGetTraces APl R RZEIRIER,

Example BatchGetTraces @5

$ aws xray batch-get-traces --trace-ids 1-596025b4-7170afe49f7aa708b1ldd4a6b

Example BatchGetTraces #i Hi

"Traces": [
{
"Duration": 3.232,
"Segments": [
{

"Document": "{\"id\":\"1fb07842d944e714\",\"name\":
\"random-name\",\"start_time\":1.499473411677E9,\"end_time\":1.499473414572E9,
\"parent_id\":\"0c544c1lblbbff948\",\"http\":{\"response\":{\"status\":200}},
\"aws\":{\"request_id\":\"ac086670-6373-11e7-al174-f31b3397f190\"},\"trace_id\":
\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :Lambda\",\"resource_arn\":
\"arn:aws:lambda:us-west-2:123456789012:function:random-name\"}",

"Id": "1fb@7842d944e714"

.
{

"Document": "{\"id\":\"194fcc8747581230\",\"name\":\"Scorekeep
\",\"start_time\":1.499473411562E9,\"end_time\":1.499473414794E9,\"http\":{\"request
\":{\"url\":\"http://scorekeep.elasticbeanstalk.com/api/user\",\"method\":\"POST\",
\"user_agent\":\"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/59.0.3071.115 Safari/537.36\",\"client_ip\":\"205.251.233.183\"},
\"response\":{\"status\":200}},\"aws\":{\"elastic_beanstalk\":{\"version_label\":\"app-
abb9-170708_002045\",\"deployment_id\":406,\"environment_name\":\"scorekeep-dev\"},
\"ec2\":{\"availability_ zone\":\"us-west-2c\",\"instance_id\":\"i-0cd9e448944061b4a
\"},\"xray\":{\"sdk_version\":\"1.1.2\",\"sdk\":\"X-Ray for Java\"}},\"service
\":{3},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"user\":\"5M388M1E
\",\"origin\":\"AWS: :ElasticBeanstalk: :Environment\",\"subsegments\":[{\"id\":
\"@c544clblbbff948\",\"name\" :\"Lambda\",\"start_time\":1.499473411629E9,\"end_time
\":1.499473414572E9,\"http\":{\"response\": {\"status\":200,\"content_length\":14}},
\"aws\":{\"log_type\":\"None\",\"status_code\":200,\"function_name\":\"random-name
\",\"invocation_type\":\"RequestResponse\",\"operation\":\"Invoke\",\"request_id
\":\"ac086670-6373-11e7-al74-f31b3397f190\",\"resource_names\":[\"random-name\"]},
\"namespace\" :\"aws\"}, {\"id\":\"071684f2e555e571\",\"name\" :\"## UserModel.saveUser
\",\"start_time\":1.499473414581E9,\"end_time\":1.499473414769E9,\"metadata\": {\"debug
\":{\"test\":\"Metadata string from UserModel.saveUser\"}},\"subsegments\":[{\"id\":
\"4cd3f10b76c624b4\",\"name\" :\"DynamoDB\", \"start_time\":1.49947341469E9,\"end_time
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\":1.499473414769E9,\"http\":{\"response\": {\"status\":200,\"content_length\":57}},
\"aws\":{\"table_name\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id
\":\"MFQ8CGJ3JTDDVVVASUAAJIGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"1},\"namespace\":\"aws\"}1}1}",

"Id": "194fcc8747581230"

.
{

"Document": "{\"id\":\"00f91aa@1f4984fd\",\"name\":
\"random-name\",\"start_time\":1.49947341283E9,\"end_time\":1.49947341457E9,
\"parent_id\":\"1fb07842d944e714\",\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\",\"resource_names\":[\"random-name\"],
\"account_id\":\"123456789012\"},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",
\"origin\":\"AWS: :Lambda: :Function\",\"subsegments\":[{\"id\":\"e6d2fe619f827804\",
\"name\":\"annotations\",\"start_time\":1.499473413012E9,\"end_time\":1.499473413069E9,
\"annotations\":{\"UserID\":\"5M388M1E\",\"Name\":\"01la\"}}, {\"id\":\"b29b548af4d54a0f
\",\"name\" :\"SNS\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,
\"http\":{\"response\":{\"status\":2003}},\"aws\": {\"operation\":\"Publish\",
\"region\":\"us-west-2\",\"request_id\":\"a2137970-f6fc-5029-83e8-28aadeb99198\",
\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-west-2:123456789012:awseb-e-
ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"}, \"namespace\":\"aws\"}, {\"id\":
\"2279c0030c955e52\",\"name\":\"Initialization\",\"start_time\":1.499473412064E9,
\"end_time\":1.499473412819E9,\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\"}}1}",

"Id": "@0f91aa@1f4984fd"

},
{

"Document": "{\"id\":\"17ba309b32c7fbaf\",\"name\":
\"DynamoDB\",\"start_time\":1.49947341469E9,\"end_time\":1.499473414769E9,
\"parent_id\":\"4cd3f10b76c624bs\",\"inferred\":true,\"http\":{\"response
\":{\"status\":200,\"content_length\":57}},\"aws\":{\"table_name
\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id\":
\"MFQ8CGJ3JTDDVVVASUAAJGQENI82F738B0OB4KQNSO5AEMVIF66Q9\",\"resource_names\":
[\"scorekeep-user\"]1},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":
\"AWS: :DynamoDB: : Table\"}",

"Id": "17ba309b32c7fbaf"

.
{

"Document": "{\"id\":\"lee3c4a523f89ca5\",\"name\":\"SNS
\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,\"parent_id\":
\"b29b548af4d54a0f\",\"inferred\":true,\"http\":{\"response\": {\"status\":200}},\"aws
\":{\"operation\":\"Publish\",\"region\":\"us-west-2\",\"request_id\":\"a2137970-
f6fc-5029-83e8-28aadeb99198\",\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-
west-2:123456789012:awseb-e-ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},
\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :SNS\"}",
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"Id": "lee3c4a523f89ca5"

1,
"Id": "1-59602603-23fc5b688855d396af79b496"

}
1,

"UnprocessedTracelds": []

}

TERENSNDBREBE AN, ZXERERIINEGHEERER ID NAE DR ERE, X8
NHEATERTENMARFRIEE X-Ray WEHHIE, 112 X-Ray BRFERN, 2FLEHNX
o X-Ray miIFEHNARFRIEN DR , FMERTRFE D B SUERANHE | Nt ZTEN
BRER R

X-Ray B4R B BT EES BWRSHW TR ERACIEHN 2R, Al , HEEIRNEHNEF iR
DynamoDB B} , X-Ray SDK 2 \NHUALEFRIESRAFHAEEN FH . B2 , DynamoDB F&Ki*
MNP, X-Ray 2FEAFIBRHPNERCIRHEM DR , URTRRERBE A DynamoDB &R , H
FFER B RER SRS,

EMAPI FREIZKRER , BEE—MRERYIK IDs , BRI LUBEIAWS CLI Eiffget-trace-
summarieskyH HPRENZSIER, FiXFKREEME batch-get-traces K A FJIREVS E B [B] B}
M SER R IR,

Example A F3REX— 20 s8] BR P9 5 B BR R A9 il A5

EPOCH=%$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

RRMACBRARREE 2

£ GetTraceSummaries APl £ KRB ERS , JULL JSON XN EEFRAHT P REHE |, BFERA
FREZBMANFERER . BFSRTHENRG T BMECSRIVES,

Example GetTraceSummaries % i 7= 45 -0 37 B 8] 4R 2% [ R 55

{
"Services": [
{
"Name": "GetWeatherData",
"Names": ["GetWeatherData"],
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FRARER

"AccountId": 123456789012,

"Type": null,

"Inferred": false,

"EntityPath": [

{

"Name": "GetWeatherData",
"Coverage": 1.0,
'Remote": false

"Name": "get_temperature",

"Coverage": 0.8,
"Remote": false

"Name": "GetTemperature",
"Names": ["GetTemperature"],
"AccountId": 123456789012,
"Type": null,
"Inferred": false,
"EntityPath": [
{
"Name": "GetTemperature",
"Coverage": 0.7,
"Remote": false

B 4iE 2R EiR s | b JSON AT BARK N PLEC Y AR S R B SKAK Y B it S 4. JSON AR RV 1E(A
—MRIEFERBMLIEE  BUFF2RERE. BERNFZREANBEMSE , EXATEREREN
EREHRENER.

Example E#H4& {0 /Y 0 B2 6 (8] 4R 245 R &

"Services": [

{

"Name": "GetWeatherData",

REVEAE
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"EntityPath": [

{
"Name": "GetWeatherData"
I
{
"Name": "get_temperature"
}
]
},
{
"Name": "GetTemperature",
"EntityPath": [
{
"Name": "GetTemperature"
}
]
}

b = B A IOOtcaUSG-jSOH = #[{}] Fit JSON RETRIERERN — &2, AXREAFERE
AHRTEANESHAEE , FEABEREL &,

Example JSON ##i% 5k 4 =4

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name": "get_temperature" } ] }, { "Name'": '"GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } ] }]

FIFH AWS X-Ray AP| BR B ¢, HAFMMBEEE
AWS X-Ray APIs B FREZAMN . ARNFMEEE.

Sections

- NERE
« EEMAN
. 48

mERE

PutEncryptionConfigA FEER F MK AWS Key Management Service (AWS KMS) Z4A
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® Note
X-Ray X #=HIEX#R KMS #47,

$ aws xray put-encryption-config --type KMS --key-id alias/aws/xray

{
"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",
"Status": "UPDATING",
"Type": "KMS"

T2 ID, BALERRR (RGP ) . Z4 ID 3 Amazon BIRA R (ARN).

A GetEncryptionConfig SREVHBIELE. X-Ray MARER , RS UPDATING &H
ACTIVE,

$ aws xray get-encryption-config
{
"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",
"Status": "ACTIVE",
"Type'": "KMS"

EFIEEM KMS BAFEARININE |, BRFINEZEXREIREN NONE,

$ aws xray put-encryption-config --type NONE

{
"EncryptionConfig": {
"Status": "UPDATING",
"Type": "NONE"
}
}
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103


https://docs.aws.amazon.com/xray/latest/api/API_GetEncryptionConfig.html

AWS X-Ray FRARIEE
KM N

BT LAER X-Ray API EEIKF PR REAN, BXFPMMNERRENESRES , S HIRIE X-Ray
KN A,

F A GetSamplingRules 3REXFRAE EBEMN,

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": '"*'",
"Priority": 10000,
"FixedRate": 0.05,
"ReservoirSize": 1,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

1,

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

}
]
}

BHINANB A TFrrESEMEARANBRCEERENER. XRLERFENAN , TEBER. B2 , &7
LAER UpdateSamplingRule B HBUREMARE KN,

Example UpdateSamplingRule B9 API #i A 10000-default.json

"SamplingRuleUpdate": {
"RuleName": "Default",
"FixedRate": 0.01,
"ReservoirSize": @
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LT ROIERBT —MNXHEEARA  RRAANESI N RERRZNED 2 —. HMER TN, MRIEF
ANIIPRE |, MIFRERBAE | FREENRE, EMREANFBERIABIREL |, E£A UntagResource

$ aws xray update-sampling-rule --cli-input-json file://1000-default.json --tags
[{"Key": "key_name","Value": "value"}, {"Key": "key_name","Value": "value"}]

{
"SamplingRuleRecords": [

{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": '"*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

I

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

},

MM CreateSamplingRule BIZEZREMM, CIEMNE , KSBANZEMBRLIEFR, AT
RERFRIZER AN, 5E—FMNA Scorekeeep RAINARFIRE T EAMEK, ©IH AP ZHH
FETRHEESRERANNER,

Example UpdateSamplingRule #J API #i A 9000-base-scorekeep.json

{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": "*'",

"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,
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"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1

EZZHN AT Scorekeeep , EECWILARES , hEEM, HHANANEABFERZE T IEEED
R, SEEREFESR/IVHALXEN GET EHR , ATFREFRRARERETL,

Example UpdateSamplingRule B9 API #i A 5000-polling-scorekeep.json

{
"SamplingRule": {
"RuleName": "polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1
}
}

RER AN, MBREFRNFE , WHRERRLE  REENIEE,

$ aws xray create-sampling-rule --cli-input-json file://5000-polling-scorekeep.json --
tags [{"Key": "key_name","Value": "value"},{"Key": "key_name","Value": "value"}]
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*'",

"Priority": 5000,

"FixedRate": 0.003,
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"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {3}
},
"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0
}
}

$ aws xray create-sampling-rule --cli-input-json file://9000-base-scorekeep.json

{

"SamplingRuleRecord": {
"SamplingRule": {

scorekeep",

iy

"RuleName": "base-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/base-

"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1,
"Attributes": {}

"CreatedAt": 1530574410.0,
"ModifiedAt": 1530574410.0

EMEREAEMN |, B DeleteSamplingRule,

$ aws xray delete-sampling-rule --rule-name polling-scorekeep

{

"SamplingRuleRecord": {
"SamplingRule": {
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"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {3}

+
"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0

B LAMEA X-Ray API EEBERIKFHAHE, ARHBEFHREIXENNWRENES. EAIUFERE
4B Sk 4 R HE b BRSS E R H 12 Amazon CloudWatch 1845, ES R MAHIREUERIE AWS X-Ray , LA T &
BXREE X-Ray API FARFSENERNESFAREE. AXENESER , B2 BELH. BXF
IMAMEBRENEZEL , BSHEFIE X-Ray EHEMAN A,

£/ CreateGroup tlEZ— N4, HFERALEN, MBEFFMFL , WHRSRELE | HREENE
=,

$ aws xray create-group --group-name "TestGroup" --filter-expression
"service(\"example.com\") {fault}" --tags [{"Key": "key_name","Value": "value"},
{"Key": "key_name","Value": "value"}]
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelID",
"FilterExpression": "service(\"example.com\") {fault OR error}"

RENVFTEE2E GetGroups MIIEA,

$ aws xray get-groups

BE 108



AWS X-Ray FEARER

"Groups": [
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"
1,
{
"GroupName": "TestGroup2",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup2/
UniquelID",
"FilterExpression": "responsetime > 2"
}
1,
"NextToken": "tokenstring"

}

EHEE UpdateGroup W4, HERWIEN ., MRERRFIGRE  NRSZRBELVE  REERE
1H, ENBAHRBRINERE |, iBFHAUntagResources

$ aws xray update-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:group/TestGroup/UniqueID" --filter-expression

"service(\"example.com\") {fault OR errox}" --tags [{"Key": "Stage","Value": "Prod"},
{"Key": "Department","Value": "QA"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

fiBR‘2E DeleteGroup K4,

$ aws xray delete-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:group/TestGroup/UniqueID"”

{

}

BT X-Ray API {5 B SRS

AWS X-Ray SDK ] X-Ray API SRIREVEEAN, RERELRINRINEH., SR AEHAEN] APIs
RE i1 T RN THERE , HEFEA X-Ray SDK FXIFMWE S LI R,
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B LR A GetSamplingRules JKENVFA XEEHM,

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/Default",
"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1,
"Attributes": {}

I

"CreatedAt": 0.0,

"ModifiedAt": 1530558121.0

},
{

"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/base-scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 2,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 1530573954.0,

"ModifiedAt": 1530920505.0

I
{
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"SamplingRule": {

"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/polling-scorekeep",
"ResourceARN": "*'",

"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {3}

+
"CreatedAt": 1530918163.0,
"ModifiedAt": 1530918163.0

IR A B E AN, anSRE i ARG REAN | FSH REAN,

BIEEABRBRELERAFFEAN SN CE | ERABEERRMARNPREERFRE, 1B
RAFE R 20 T IR ER B ARV ARRHE R, HERMFRENMF L FEHN,

HNAB[BARPHEHEBEENABEERZEZH , BRELEXNBREREENKE, RRERNNATHERS , Bt
TEEEMEHA, B2, MRERIEE , EUUSHMNERFER —IMRE , B X-Ray 7 EEH#, £
WEGRHF <8 , BERIERE—MER , ABNEERENATHMER, BEEREEZ/7T 0F 1.00
Z BN (100%)0

LT RBIERTH GetSamplingTargets WAAMUREXETE 10 WA RERENFHAE
B,

$ aws xray get-sampling-targets --sampling-statistics-documents '[
{
"RuleName": "base-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 110,
"SampledCount": 20,
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"BoxrrowCount": 10

"RuleName": "polling-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp'": "2018-07-07T00:20:06",
"RequestCount": 10500,

"SampledCount": 31,

"BoxrrowCount": 0

"SamplingTargetDocuments": [

{
"RuleName": "base-scorekeep",
"FixedRate": 0.1,
"ReservoirQuota": 2,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

"RuleName": "polling-scorekeep",
"FixedRate": 0.003,
"ReservoirQuota": 0,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

15
"LastRuleModification": 1530920505.0,

"UnprocessedStatistics": []

¥H X-Ray NN IS EFEANER (MARNEHER ) . ERREF , ZRSHE 10 BDEHNNER
AT 10 KRB, AXHAM 100 MERNMAT 10% WEEERER , FRHEE 20 MREBR, BEFHE
BN ADH (REFRBERT)  REEDDEHOEH N L, X-Ray B8R E LR INRFH R
EKMER , REXBEREXFM,

(@ Note
X B X-Ray WIHRNAIEF B2 BB A CHBER. #ENRHRER , ERNES BEH,
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S A EAERNFRABERIAATEE, BHN E—IX GetSamplingRules HARKE
LastRuleModification, MNREH , MEREHENMA MBI F EIA, UnprocessedStatistics AL
SERETANCHBR, WAPHRITXEKRIBENREIRVEIR,

AWS X-Ray 73 E& 30 #4

BRESBRERENARFRERSHERN JSON RRENX, RERIECRAEXRERBERNER. BXEHN
NMARFEAMFIMHETENER  URSEEXENNARESFX AWS &R APIs, HTTP 1 SQL #iE
E#HTH TR ARNEREN FE&.

DERXEFERDBNERMEIES X-Ray, DEBRXEKEEZ AN 64KB , HEITE—NFFoBNTES
B, EREREEHITHHNDEBI2 R —NEIMEIENF DR, BAILERA PutTraceSegments API
o B X EERIEE X-Ray,

X-Ray miEMAIE 5 RS , ER T EANRRBEENTEYRE , BRI LD I6E
FGetTraceSummaries#BatchGetTraces APISTAIXLERE, BT EBLXEE X-Ray B9 BRMF
DEBRZN  RFEERAFTBEFNESERBER D RITFEBNBTTRERER, HMT D R R R RERHE
Y T i AR 55 A B3 R o

X-Ray 2t B SCHSHY JSON 24y, YRAIAEXE TH M : xray-segmentdocument-schema-
v1.0.00 ATED PEFHER T ZEHEPIHAFEINR,

X-Ray N0 BF B FEEHRSIUATHERER, Hlun , MREFGHER LW user FERIZRENME
—FRIRAF , WATE X-Ray BH AP HMEH GetTraceSummaries API BRERERF KBNS R, B
XEZEE  B5H EARERERIER,

EEAH X-Ray SDK # U N AREFA , b SDK FRHEBER DR, Itk SDK @3 A& # UDP % 0~ 4%
BT X-Ray HETHFER , MAREEN DB AIEE X-Ray. BXELEER , B5H &
PN KIEE X-Ray BT ERF.

Sections

- TBRFR

. FRE

« HTTP &R¥IRE
« Annotations

- TR

- AWS BR¥IE
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- HRNRE

- SQL &1

PTERFE

TRIERBEXRNARFREBRSNERNBERES . 7BRELCFKIBERNEBH, ID, FHEETE, RER

ID &5 RATE,

Example &’NER 7 &
"name" : "example.com",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9

PTREEFNERHUEEFEUATFR,

® Note
BRIEZITULRA , BNELARFREH (&S 250 MFFF ) o

PIED BT

* name - LB THERWRSHEBEERN (TS 200 MNFRF ) . flMN, ERNABRFNEHRIER. &

MO LLEE Unicode &, BF, ZRMUTHST - _. .. . /. % & #. =, +. \, -. @
o id- DM 64 AR, ER—NMNREFW DR ZBME— | FH 16 A+ SEHIEG
« trace_id - EERBENEFHBEBERNAE 2B F 2 BRAHE—FRRAF,

X-Ray BRER ID #&3

X-Ray trace_id HUEZHF RN =ZHEFHRK. HlI0 , 1-58406520-
a006649127e371903a2de979, XBIE :

. lRAE | Bl 1,
o EEREIRTE , KA Unix £7tatE |, B 8 N A HIEE,

o BT AY
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B0 | 2016 € 12 B 1 B L4 10:00 ( AFEEFRERE ) WETHEN 1480615200 % , RER
+3 SI5F 58406520,

- RIRE 96 (V2 FME—PRIRRF , A 24 DT AREFIKF

® Note

X-Ray DUE #5682 RY IR B IDs OpenTelemetry A RAEMEMFE W3C BERET
NASEHER, KIXE X-Ray B , W3C BRER ID %K A X-Ray BRER ID #y4&. fl

I, W3C BRER ID 4efaafsdle8720b39541901950019ee5 FE XX E X-Ray i , N &
1-4efaafsd-1e8720b39541901950019¢ee5 &N AHE. X-Ray BRER IDs ‘@FELL Unix
L EtEN R RRERE AR , BR%LL IDs X-Ray 3 &% W3C BRERRT | XF 24

Y,

© B ID Zeft

BRER IDs EMANARKHP AR, FERARZENENEEER IDs RER , WRYUEELEITE
future MERER IDs , T EMEAXLIRER IDs MENNARFREFR,

« start_time - RERDBNOIERBINETF , RAZSWENL tatE, fl, 1480615200.010
% 1.480615200010E9, EAFMMEREMN /N, BUFEAMUESEN (WRTH ).

« end_time - KRR ERHKARNBIHNEF, HlU0 , 1480615200.090 = 1.480615200090E9, i5
i end_time = in_progress,

« in_progress - #/R{Etrue , REN , MARIEE end_time LIEFRHBRELBHEBERTH. &£
BN AREFEREEERNBRHERBRSNBERNZE#HTHIOIE , ATREERER, £ETH
BizfE , REZERDBUBEHTHFSIBR. RABMERKE—INZEESE , UR—NRENBHITH
D

® BSE®

DERH name RZE4XR1Z7DBWRSHEARESERZHMEELR. B2 , HRBHRTHNR
N, FTH#E PutTraceSegments XRH N ARF I LEEME RN DR

UTFBRED BRI TIEF R,
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kD ERFE

» service- —MNEENAREFNEXEENNR,

 version - —MRRNEREBHBSZHNARFRENFRE,
« user - —/MRIRKZEBERNWAFNFRE,
« origin— BTN AREFI AWS FiREKE,

X FWE

« AWS::EC2::Instance— Y 5% EC2 324,
e AWS::ECS::Container — —4* Amazon ECS & &§,

« AWS::ElasticBeanstalk: :Environment - —“ Elastic Beanstalk 38,

MREHNNBAREFERAZME , EEAREARNE, HlI0 , 2588 Docker Elastic Beanstalk ¥ME1E
WO ECS RS LZTEMNNARRF , MZASXELL#HEHF Liz1T,. EC2 EXMERT , &
RFRIE N AWS: :ElasticBeanstalk: :Environment , R RRER BHAFTERIRH,

+ parent_id - BEBERFEERMNIH N ARFRIEEN 72 ID. X-Ray SDK FREFHE ID &
MEITH HTTP WAMBEGL, NTFREFIE , N FIBRAUE— N2 BE— N FIBRER
HRXE,

* http-http W& , BERH HTTP BHXRHEXER.
« aws— BEAXREHNARFENBERREMERESH AWS BREEMNawsH R,

« error, throttle., fault # cause- HZFE , BIHNERA BEEEXSEBERNFTEN
1%’%‘0

« annotations - annotations W& , @& FE X-Ray W HEHIR S| U TERNR-EX,
- metadata-metadata WR , BSEFMHED B EVEIF INLIE,
« subsegments - subsegment JHRHA,

TR

&R BABI 2 F 5 BRI XY AWS SDK A AWS ARSs MRIR. XA ERTINER HTTP Web APIs #Y
HRAS SQL HFEFEEN, EAUSRFIERRKBANARFPHRBRINERDER. BT F2
BRAESEMTFo R, Bt EREXAREBAANTBENAELF 2R TANESEMEENLF
2 BN T ERN T 2R

FoBMNARENRSHNAE , ERXRTHAMA. X-Ray BAFIBRAERKIED BN TERS , ¥
ERSE EAHGESRE.
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FRARER

FRORUMRARZTES RN ELMRIE, NTRNEZETHER , ERREFIRAUARSRET

HAR , ERRETRADEIXEKN,
Example H# B MAR F 7 BRI 7 &

M FHEREE type B9 subsegment BARIRIRR 2 BRHY parent_id,

{
"trace_id" : "1-5759e988-bd862e3felbe46a994272793",
"id" : "defdfd9912dc5a56",
"start_time" : 1461096053.37518,
"end_time" : 1461096053.4042,
"name" : "www.example.com",
"http" : {
"request" : {
"url" : "https://www.example.com/health",
"method" . "GET",
"user_agent" : "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/601.7.7",
"client_ip" : "11.0.3.111"
I
"response" : {
"status" . 200,
"content_length" : 86
}
1,
"subsegments" : [
{
"id" : "53995c3f42cd8ad8",
"name" : "api.example.com",
"start_time" : 1461096053.37769,
"end_time" : 1461096053.40379,
"namespace" : "remote",
"http" : {
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
I
"response" : {
"status" . 200,
"content_length" : 861
}
}

o BT AY
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FRARER

NTRENEZETHER , BAURERITHDERREA X-Ray BREIER , REEZTKRBERZH

B REF 7 BRREBERX

Example IEfE#1T7 ER

LER,

{
"name" : "example.com",
"id" : "70de5b6f19ff9a0b",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a0@06649127e371903a2de979",
"in_progress": true

}

Example 343 F 7 B

M FOEBREE type B subsegment , —4 trace_id M—MRIRR 2 BH parent_id,

"name" : "api.example.com",

"id" : "53995c3f42cd8ad8",

"start_time" : 1.478293361271E9,

"end_time" : 1.478293361449E9,

"type" : "subsegment",

"trace_id" : "1-581cf771-a006649127e371903a2de979"
"parent_id" : "defdfd9912dc5a56",

"namespace" : "remote",

"http" : {
"request"
"url"
"method"
"traced"
1,
"response"
"status"

"content_

{
"https://api.example.com/health",

"POST",
. true

1 200,
length" : 861

o BT AY
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HiERZTERES , EEM end_time EMRIEDERKXAT R, TROBRFEZHTHD Ko

AR AE T RS TERNETRIEREIMEET DR, fln, EFBAFRBERNIEZ

Bl , Web API T8 BlIR[E] OK 200 MR, &R LATEREMR S ENGEBSEBKEE X-Ray , R
NEEERNIEREFPER. EBR—# | BETUUEAETFITRABRRIERFORETFR , ARET
FRAARREA— I EEBFIRBEERFIR.

FORBEIEFR M HEFEUATFR,

(® Note
BRIFESZITUHA , BNERFZNS (KRS 250 N7 ) o

HIEF D BRFR

« id- FOBRK 64 AT, BRI —NREFNDBRZEME— , EA 16 L+ B

* name - T BRNEEEN. T THAR , ®RFANRRIBSENFIR. ¥TEEXLFZ
B, B ERNNRBENTFOR (Hlm, WBER) .

« start_time - R REIEBF 7 BRHUNBENHE  XRAZFAPHENLTHE , BBEIZER., 6
0, 1480615200.010 =% 1.480615200010E9,

« end_time - RRF O ERMXABTEINET, HlI0 , 1480615200.090 =K 1.480615200090E9,
FEXE end_time = in_progress,
e in_progress-REN true PWHRE , MAREE end_time RIERF P EELBIERTK.
PNABNMN T HEREE—NEETDE , UE—ANRENRTHFF D,
« trace_id - FPBHR D ERMRE ID, REEWMEETFDERNELEN,
X-Ray BRER ID =
X-Ray trace_id HUEZHF O RBHU=ZHEFHK. HlI0 , 1-58406520-
a006649127e371903a2de979, XAIE :
. &S, Bl 1,
o RIRERMETE , XA Unix LTatiE , A 8 MNABEIHF,
flan |, 2016 &£ 12 B 1 B E4 10:00 ( AFEFRHRE ) LT EN 1480615200 # , HER
+R# FIEF 58406520,
- RERHY 96 U2 RME—FREF , £/ 24 N AHHFBF,
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® Note

X-Ray DUE #5682 R IR ER IDs OpenTelemetry AR EMEMAFE W3C BERET
NASEHER, KIEE X-Ray B , W3C IRER ID %K A X-Ray BRER ID K948, fl

i, W3C BRER ID 4efaafsdle8720b39541901950019¢ee5 FERIER) X-Ray i , N &
1-4efaafsd-1e8720b39541901950019¢ee5 M X ME. X-Ray BEE IDs A3ELL Unix
L htE N BN RRERMBES , (ER2YSL IDs X-Ray R &% W3C BRERET , XT 2%

FHY,

parent_id - FOERMNRX TN DB ID, RERMREFIERNRLEN. XTHEFIR, -1
FRERAUB - NMDERI— N FORENERE.

* type - subsegment. RIELMKIEF DRI ELER,

UTFERR2TFTBRNAEFR,

i F D ERFE

namespace - X{ F AWS SDK @A , 77 aws ; I TFHATHEEA , 7 remote,

* http-http W& , EFXEE HTTP HANEER.
- aws— BEEXRENNARFRAN T AWS RIRNERNawsII R,

error, throttle, fault f cause - HIRFE , EFHIBRABETEEXRSHERNFTEN
EE,

« annotations - annotations MR , @EEHE X-Ray N EEFHI RS A TERNE-BEX,

metadata-metadata MR , BE EFME D R I EATH IEIE.

 subsegments - subsegment N RKA.,
« precursor_ids— F7 B4 IDs , ATHIRFHE , ERPBEZFOoBRZEI TN F 75 &8

o

HTTP &R iz

£/ HTTP BIERIEFREXNARFRERSH HTTP FR (E0EBY ) HNARFE Tk HTTP
APl R HH HTTP iR (EFHEBRH ) WiFMAEE. ENRIPNASHFERFRHFABE HTTP FRA
Wa B R B E R
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http
FIEFERMBRETEFR,

« request - BXFERNER.
- method - iR A%, M0, GET,
o url - MiIERMTH, ENEMBEEFNTEER URL,
- user_agent - KEEREZFIRNAFREFRS,

e client_ip-iEREM IP sk, TTM IP BIEZM Source Address = ( W FHEMWIER ) X-
Forwarded-For #RkHR E,

« x_forwarded_for - (X2 B ) m/R{E , I TEM X-Forwarded-For ¥rkiREL
client_ip, HEHEFTAHE , ENEARERMAIEN,

« traced- (RF7ZE) ®RE , ERFTHBAAHNHNRS —NRENES. IREFERIRENRN
true , N X-Ray &FREMA N EHM , EETHERSZS LE—NDE , LD EBH parent_id 52
EHBERN F 2 BRH id TE.

 response - BXIMRHER,
 status - 8RB HTTP IRSHER,
« content_length- RN EXKE (AFTREN ) WEH,

RN T Web API TRV AAR |, IEREEHEX HTTP ERMWAUNESN F5 K. X-Ray £
FHERRAIZIE API £ RN 2 R,

Example BH1E Amazon LiE{THIN ARFREN HTTP BAKN 2 & EC2

"id": "6b55dcc497934fla",
"start_time": 1484789387.126,
"end_time": 1484789387.535,
"trace_id": "1-5880168b-fd5158284b67678a3bb5a78c",
"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
},
"xray": {
"sdk_version": "2.11.0 for Java"

BB =



AWS X-Ray FEARER

},
.
"http": {

"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101

Firefox/45.0",

"x_forwarded_for": true

},

"response": {
"status": 200

Example T HTTP B AH ¥ 2 B

{
"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
I
"response": {
"content_length": -1,
"status": 200
}
}
}

Example T HTTP & F &Y H#EdT 4 B

"id": "168416dc2ea97781",

"name": "names.example.com",

"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
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"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {

"request": {

"method": "GET",
"url": "https://names.example.com/"

},

"response": {
"content_length": -1,
"status": 200

}

.

"inferred": true

Annotations

FBRMFOERAZE— annotations HR , KNREE—NHZNFR , X-Ray FAXEF RS
HREILUERATHRIERER. FRALNBEFHEH, BFHAHRE ( THRIHBEA ) o X-Ray &ZN
BNRERR 50 FKERRHIRE,

Example @& 8K HTTP AR 5 E&

"id": "6b55dcc497932f1la",

"start_time": 1484789187.126,

"end_time": 1484789187.535,

"trace_id": "1-5880168b-fd515828bs@7678a3bb5a78c",

"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
},
"xray": {
"sdk_version": "2.11.0 for Java"
I
},

"annotations": {
"customer_category" : 124,
"zip_code" : 98101,
"country" : "United States",
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"intexrnal"” : false

}I
"http": {
"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
},
"response": {
"status": 200
}
}

RUTNFRBFSRATHIER, LATFEATYL. TATEARMFSHZEE,
TUE IR

PEMFOBRAIZE— metadata R , KNRITE—INHIZINFH , XEFEEFEMAXRENE
(BENRANBAE ) . X-Ray TR xBBERGIES , ABEATUAREAKRD , AiRERDBXHET2
BHEAKD (64KB), BAILLEEFMH BatchGetTraces API I REINEE S RPN THIE. UF
L FERR ( debugfE AT RHIH ) R AWSH-provided SDKs & Fim#EH, AWS.

Example @8 THIENBEENL F5 B

"id": "@e58d2918e9038e8",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "## UserModel.saveUser",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
},
"subsegments": [
{
"id": "0f910026178b71eb",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "DynamoDB",
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"namespace": "aws",
"http": {
"response": {
"content_length": 58,

"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "3AIENM5J4ELQ3SPODHKBIRVIC3VV4KQNSO5AEMVIF66Q9ASUAAIG",
"resource_names": [

"scorekeep-user"

]

}

}
]
}
AWS ZR¥IE

NFDE , aws WRBEEXNABRFETTHNARNER, 2ANFERINAF—INREFR, Hl, £
Elastic Beanstalk B9% & 2% Docker MEREITHNAREF L@ 8GR E# LA, Z356] LE1TH
A EC2 mazon ECS &85 U K Elastic Beanstalk }MEAR HHE B,

aws (7 )
FIEFRARIIEFER,
« account_id— MREHNARFHEMNARFRAEXER AWS IKF |, FleRETENNARRF
HYMK = #Y 1D
 cloudwatch_logs— i ¥4 CloudWatch AL KA.,
 log_group— CloudWatch HZ&4H & #ro
« arn— CloudWatch BH&4 ARN,
« ec2— B3 Amazon EC2 EHIHE L.
 instance_id— EfI#ISE EC2 4l ID,
« instance_size— EC2 SEfIRyEH!,
* ami_id— Amazon &K ID,
« availability_zone - ZHIEEAZTHTAKX,
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FRARER

* ecs - A Amazon ECS £fIHE L,
« container— BB EBERWENSE,
« container_id— M ARBHTERSE ID,
« container_arn - &3 HI8Y ARN,
- eks - B Amazon EKS £#HE R,
« pod— EKS BEAMENRE,
« cluster_name - EKS & &M,
+ container_id— BB TERS ID,

« elastic_beanstalk— &k Elastic Beanstalk SiMEHE R, BRI LATE K ¥ Elastic Beanstalk &

E#H /var/elasticbeanstalk/xray/environment.conf B X#HhHREZEL,
 environment_name - SREE i,
 version_label - HBIERF TN ERBEHIRS HYSLBIRY R AR 7 ARASH B #ho
 deployment_id - H%F , ERE X NERRHRSHZAIN EIXEIHERER 1D,

« xray — BXFEARN A KB FMRAH TR
« auto_instrumentation-f/R{E , EREEFERATEIRN ( Sl , Java KE ),
« sdk_version - IEEEAK SDK sREBARA,

 sdk - SDK ;‘éa::ﬂo

Example AWS R4 R &

"aws": {
"elastic_beanstalk":{
"version_label":"app-5a56-170119_190650-stage-170119_190650",
"deployment_id":32,

"environment_name":"scorekeep"

3,

"ec2":{
"availability_zone":"us-west-2c",
"instance_id":"i-075ad396f12bc325a",
"ami_id":

.

"cloudwatch_logs": [

{
"log_group":"my-cw-log-group",
"arn":"arn:aws:logs:us-west-2:012345678912:1og-group:my-cw-log-group"
}

o BT AY
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1,

"xray":{
"auto_instrumentation":false,
"sdk":"X-Ray for Java",
"sdk_version":"2.8.0"

}

NTFFHER , BlEREXEHWNARFHFIL AWS RS MERNEER. X-Ray ERLLLEERIEK
Mo B, XEDBRRRRS HE RN TERS.

aws (F2E)
EFEREBETEFR,

- operation— 3 AWS Bk S IRBAK APl RIEN B,

« account_id— MRENNARFHREMKSPNER  IEQEMKSRESR , BIEXHE
ER N AREFFRTE AWS RIREVIKF B Do

« region- IRFABFAAENXEFRETRARFMENXE , WidFkaiF, B0, us-west-2,
« request_id - EREVMHE—FRIRAF

« queue_url - 3F Amazon SQS A% LHVIRYE , IBAFIEY URL,

 table_name - 3F DynamoDB & EHIR/E , N RHB .

Example ¥} DynamoDB # 1T A RFIE N F 5 &

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Ilhttpll: {

"response": {
"content_length": 60,
"status": 200

}

I

"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
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"request_id": "UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

HRMFE

Mg, BUNIEFEXRZERRAEERNRENFAGEE. SNABRFHERRESAFN , £2K
PIERER ; I TFEAREHEREN , £ F2RPIERER.

HiRxE

FUT—NMRZNFRIZEBN true TIEREXEHEIR,. MRHIESHER , WS/NXBERH, 40,
KRB THEAMAM 429 Too Many Requests fRiIRATREL S BN ARFIRE 500 Internal Server
Error , BMBERT , IE=MRAELER,

 error - ARE , ERHAFFHER (WERSKBR AXX FFIHER ) o
 throttle - #7RfE , ERBEREZMR (WACRASNDH 429 FREZ ) .
» fault - AR{E , ERHARSRHER (WERSKB R 5XX RF|/ER ) o

BREDBREFIBEPIE cause WRKRETRERER,
cause

FREALRZ 16 MERFHIFE ID HHEA T FERAXNR

- working_directory - RERENN IR FHNTERRZ,
« paths - RERENAEANESERNBRENKA,
« exceptions - FEXNRIEA,

BEAX—NHEZ exception X RAEIRMIFAER,

exception

FEFRBRATEFR.

« id - REM 64 ARREF , ER—NMREFHDBRZEIME— , €A 16 L+ H.

« message - #EHEE,

- type - RERHE,
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« remote - HRE , ERHETHRFEONERSEENRE.

« truncated - B# , #8RM stack HZRERER M,

» skipped - ¥ , ERELRESHTIRE (LRESENRE ) 2ARIHNRER.

» cause - WRENRE (SBULRENRE ) NRE ID.

- stack - stackFrame X R EA,

WMRAA |, NigFAE X stackFrame X RHPHFAHEKRNER.,
stackFrame
FMEFRHFRUIEFR,

 path - XHHEX KR,
e line - XHHWVTT,
« label - REE I LB

SQL #if

B L AR AREFE SQL BEFEAHNEBRAE TP K.

sql

FMEFBRHRTEFER,

« connection_string - X F SQL Server E#ERAEA URL EEFHFRNEHMBUIEEER , iix
EEFAR (TE3EEB).

« url - XN FEA URL EEFHENBEFEERE , X URL ( F2EBE ) .

« sanitized_query - BIEEEH , HEMAFRENESHIBRIAH SLFER,

- database_type - BIEESI B A,

« database_version - BiEESIZBHRAS,

« driver_version- NARFFERANKREESIZEDEFNBEHRARES,

- user - BEEARAF A,

« preparation- MIREWFEHT PreparedCall , A call ; IREHFERT
PreparedStatement , 8 statement,
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Example 28 SQL EHHN F 5 B

"id": "3fd8634e78ca9560",
"start_time": 1484872218.696,
"end_time": 1484872218.697,

"name": "ebdbeaawijb5u25wdoy.cpamxznpdoq8.us-west-2.rds.amazonaws.com",
"namespace": "remote",
"Sql" : {

"url": "jdbc:postgresql://aawijb5u25wdoy.cpamxznpdog8.us-
west-2.rds.amazonaws.com:5432/ebdb",

"preparation": "statement",

"database_type": "PostgreSQL",

"database_version": "9.5.4",

"driver_version": "PostgreSQL 9.4.1211.jre7",

"user" : "dbuser",

"sanitized_query" : "SELECT * FROM customers WHERE customer_id=?;"
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AWS X-Ray #=:

AWS X-Ray 5 B RN & RS HBIB. AR , X-Ray BEEREARRN S BHEHRE, X-
Ray A RERUAE KBRS E , RSERHEENNARFHATRLERTER.

8=

« Segments

+ TR

¥

- RER

« HIEFRHRER

. 4

- ERAMTHE

- Hix, HENRE

Segments

BTN ARFERN T HEARLEATHIENRBEN B, 2 RRIMRNEH, AXAR
FAEBURAXFER TG FAEL. I, 4 HTTP BRISEHRARE , EALUIRT
SIS -

© EHL-ENE. BIESR P L

R -FE, BB, BE, ARRE

- W -RE, A

- FRRTAE - FRRLERANE, 758

C REMEIR - HIR. WEARE  SEADHROREER,
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Segment details: Scorekeep & X
Overview Resources Annotations Metadata Exceptions sQL

Overview Time Errors and faults Requests & Response
Subsegment ID Start Time Error Request url
1-12345678- 2023-06-23 20:34:58.099 (UTC) false http://scorekeep.us-west-
5120cbe96265dfa965¢cbalac- 2.elb.amazonaws.com/fapi/game/
556f7a611a12900FF End Time Fault

2023-06-23 20:34:58.110 (UTC) false Request method
Name GET
Scorekeep Duration

11ms Response code
Origin 200

AWS:ECS:Container

X-Ray SDK \iERMIERIFRL, NARFHFHRBUREXHEIZET AWS BRHTHEPRERSS.
BRLESEANARFEENNBREFZRENESE , SRNEARIER, TiFiERM AWS SDK
& o

® HERMIER
MRAFDE R EM T EFERERIENNARERF , X-Ray 2EHIFER X-Forwarded-
For #RAFHEFF i IP I IP BHIB\EFHR IP. HTRANFERICEKNEF UK IP AL
&, BT NEE.

&R LAER X-Ray SDK RigFEMER , IR HE, BEXTEMFIRPIEZNEHNEEN
w15 , B2 W AWS X-Ray 2 Br X1, 0 BRICHEH RN ER K AT LA 64KB,

T

DRALFXTETKTENBEAD N FOER. FoREHRBXEHNAREFNHERSAERMHT
TR TR EANERANITIHEEMER. FORATUIER/XRAM AWS IR, SME HTTP API 5
SQL BHEEMNEZHARE . EEETUENEEF I BRURNB ERNBINARFHHRBT.
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Segments Timeline info &

0.0ms 20ms 40ms 60ms B0ms 100ms 120ms
L 1 ]

@O Group by nodes Segment status Response code Duration

¥ Scorekeep AWS:ECS:Container

Scorekeep @ ok 200 118ms PUT http://scorekeey t-2elb com/api/game/rules/TicTacToe
DynamoDB @ ok 200 3ms Betitem: scorekeep-game
DynamoDB @ OK 200 34ms Getltemn: scorekeep-session
DynamoDB ®@ok 200 40ms Getitem: scorekeep-game
DynamoDB ® oK 200 25ms Updateltem: scorekeep-state
DynamoDB ®@okK 200 4ms Getltem: scorekeep-session
DynamoDB ®okK 200 5ms Updateltem: scorekeep-game

FFAKRZEBECH D ERIRS ( 20 Amazon DynamoDB ) , X-Ray # A F 2 BRI R ER b B £ 4 R #E
Wi B M TRT R. XHEEAUEFE TIHEBIN , IECITXIFRESE 2/ SPA It 2 40
bto

ﬁJ‘Eﬁi%ﬂ'_\}M&U"J%EFE’JﬂFﬂ%Tﬁﬁ)ﬂHﬁﬂ%Fﬁ#‘a MRELRNTHERS , NEeRENDTBRE
?ﬁEMJ:BﬁgF*”‘ DREKKNER TR, BRSEELNTIEARBRS D BRNES (MRATA) , mH
,“\ZIEHH’JJM%%,“\{E)%J:D&?HE*E’J? > BRo

Bl | HEERALZE AWS BN K SDK &~ iwiE A DynamoDB Bt , X-Ray SDK iERZiAANF2
E&. DynamoDB FREZ & , Rt IRERPHHM 2 ER. BRSSE LH DynamoDB 1 RUR LRSS &
DynamoDB Z B & T K& M BEXRBEFoBENER.
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/& @\

|
/

N

pu— - O scorekeep-state
/_\ / \/ DynamoDB Table
Y |'ll
2 ) T | \
\ .
AN

: Ok 100%
Client O Scorekeep 0.17 t/min -

ECS Container / \

O scorekeep-game
DynamoDB Table

v Edge details

Source: Scorekeep Destination: scorekeep-game

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

40
I P
20

107

5.0ms 10ms= 15ms 20ms

HEEARNNNARFARAS —MNNRSE , TERSSREECHIR , MNEBCHNAEIRR
LHERSEFOBRTPIEENERAR. ERFEG , IR MRSHTRBESKAXLERSH DR
NMERES , MENZANLETREERE LFRSHTRNER.
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O MyLambdaFunction
Lambda Function

Dhttps.ﬂs fDemuQueue
[ > 5Q5 Queue
4 "/

© MyLambdaFunction2
Lambda Function

v Edge details

Source: MyLambdaFunction Destination: https://sqs.us-west-2.amazonaws.com/MySQSQueue

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

109
8%
&%

4%

E0ms

BOmsa

XAANMAAREEER , BATERS BRI ICRZNARFTBNEREEFROE , W LRSS

IERAIRIER |, BREEFNRS < BE R BRI R AETE .

FHER
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e

X-Ray /&M R AR P RSN BIERERRSE . @ X-Ray KIEHENFAN AWS BIRER LRSS T
AHAEREKRF, DEEZEDETHEURS THERNES. LEHEFRERICHNARR , XRHE
B9 B P 72 R B © PR A B9 T B AR S5 M B R

® RSB

DB name NiZE4X R Z2 BN RSHEANZEBHFELE, B2 , HREHRITHN
N, F4#AE PutTraceSegments RN M ARFE LA EMBEFHN DR,

RSER— JSON X1 , HR IS AR ENNARFNRS MR FENES. X-Ray 2 &£
RS ERER AR HRSE A

RN
(&F )
\E_f/

scorekeep-move

DynamoDB Table
- B

7N / A

f A [ \I
(&) Q)
‘\\ /;"’ I'\__ /

‘ _/ O SNS
Client O Scorekeep SNS

ECS Container

N
/ \..".
l: g’ I|
\
"\\ J

. ____'__/
O scorekeep-session
DynamoDB Table

NF2HAMARRF , X-Ray FAEEFHEERER ID WBERNBSHT/REASH —IMRSE, HRw
P E —NRS KRN —NRERK |, RRERRAERRR AR RS 2B &%,
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5130 | Scorekeep &E1T—MEAAMARSE ( AWS Lambda E%X ) B Web API , @33 A Node.js FER4E
R BEHLE #R. X-Ray SDK for Java £ iRER ID HFHHBTZEX Lambda BW@AF, Lambda &% R ER
WIFEH IR ID &% 4B, X-Ray SDK for Node.js BEMARE ID ZXEHIE, &% , APl. Lambda
BRE# Lambda BB SEREHER L2 E R A B0 B EHSSEENT =

RS EBTENREHN 30 Ko

R ER

BRER ID AIREFERBENSEWNAEFNER, REANEEMERERNIEIER., ZBERBEER—

AN HTTP GET =% POST &k , C B AHSEHELE , WP ENRNARFENRE , HERXNEM AWS

RS HAEE Web B Fi5AMA APIso HTTP B REZREME — N Z X FRSFHEFERP RN —NRER
ID ¥Rk, HE FARIZARLURERIER, 4 BMEMEFREE,
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Trace Map ‘ Go to service map |

» Legend and options ﬂ-ﬂ
b

»
=

| ’(“

Client i api : products —
ElasticBea...Environment ElasticBea...Environment / \

(.D ) 7N /;;:;f;::;;e

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline Info

Segment Response Duration
status code 0.0lms 2.0lm5 4.0]ms S.Dlms 8 Olms 10]ms 12:'\’15 14ms WS{HS WB‘ms
¥ api AWS:ElasticBeanstalk::Environment
api @ ok 200 17ms 1 cET .
auth ® oK - Oms |
forward ®@ oK - 17ms |
products.eba-cvkws4f... @ OK 200 17ms [, ...

FZH AWS X-Ray B , T# X-Ray RERAVIT R AN, REHFERE 30 X,

R

NEBREMIRERH N R ARFARS Vi RIBHEARMERA | X-Ray SDK R R #F 5 E R 1 2 IR &= 17
LEiER, MIMERT , X-Ray FRTEQBHWIEEE—NMER , UREMHEMBERNES 2 H.

HBREEAITRNFEERSHA | RIMELEARARRR, BTNRE X-Ray SUSHBRIARRN
)34 1 L F AR5 o % SR B 4 LA SRR O EL AR
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fltn , BAREFEEARE , HBEERNEBXRSTILNEBEAFPIXRZNBANMEER. XTEIFERDN
RiEEAA , flunEaRH, STRIREREZ4Y  ERXRARBHEERDUREEBWEIEXR T #
kN kR ISP

BREZER , FSH KEXREAN,

BRERFR K

FIEERBERE , B2 - NTRENFRERE., EXEX—KERERS , RE—F2ERERER ,
DR AL ENTTEE, REREMBER ID AMEIZN BERERAREX-Amzn-Trace-Id® HTTP &K
., BFRapPBE — X-Ray-integrated RSZ 2RI — MR ERARSL |, Z#r3kH X-Ray SDK AT E
e R AR,

Example EGRIRER ID KA R KA IR ERFR K

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

® RERAZEME

BRERFRK AT LUR B X-Ray SDK AWS fRS. SHEFImiER, BN ARF T X-Amzn-
Trace-IdMEARERFMIBR , LUEGAFEERPIRIMNIERER IDs 2R RE S B ]
Eﬁo

WMRERKERNONARRF , BERXEATAEERXRDER ID. flln, MREARFEAKRNE
HTTP &/~ i% A T HTTP Web API , | X-Ray SDK R 1E KK 2 B ID A N2 T 58 KAV IR ER
RAH. A THBEREHEBRSHRNNARERS , TSR R TR ID BUEEFRNMER,

Example BRERPRATH ARIRER ID, R B ID MRFREK

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

LineageLambda AWS fR% FEM A AT SO EM B RERFRL S |, EAELENGEN —B2 , TRNE
EERA.

BR BRAR K 139
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Example BRERT At RHVFRL

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbes46a994272793;Parent=53995c3f42cd8ad8; Sampled=1;Lineage=a87bd80c:1|
68fd508a:5|c512fbe3:2

Tk SR AF RIX

EEEARE  SEXNAEFEUSERARERE. AWS X-Ray #4512 RS E M easy-to-navigate
AE. SETETRAFEEES , BPHERINRENNS , ATRIENARERF. I TERRE , &9
UL ABRERENMER , REFEABEREXNRKERSHERRL A HXHRER,

Traces Info 5m  15m  30m

Q, Filter by X-Ray group http.url CONTAINS “opi/moves™

Run query () 5 traces retrieved

¥ Query refiners

Traces (5)

This table shows the most recent traces with an average response time of 0,165 It shows as many as 1000 traces

Q. Start typing to filter trace list

11} v Trace status ¥ Timestamp v Response code ¥ Response Time ¥ Duration ¥ HTTP Methed
..561513004630e58c75c992ed @ oK 3.4min (2023-08-16 17:39:20) 200 0.104s 0.104s POST
..2e83714b7daac593167d2e73 ® oK 3.4min (2023-08-16 17:39:19) 200 0.07s 0.07s POST
. 54740787431329383155f154 @DK 3.4min (2023-08-16 17:39:18) 200 0.1s 0.1s POST

¢H

BEY BIFERMARER , X-Ray B X#FHNEE, BEIERREFRAREN |, B UE IEZ REREHE
AQHEIJ*/TIEO

BRI REMBRL B R FREH (ARN) BAZEA , REKHBCHRSE R, REHEML D%
CloudWatch $E#5. SI24AE , FRELANFEFAREARERARE , RN EI1FMHEE X-Ray R
5H. EENFMATERNREHRENERFAZ®HE CloudWatch 4 %,

EMANFERGREXTCERCIEROBE, EHRNNATRERER, XARSERFTIERERXDN
BB, ABEREXMITRN , EWERS AR 62 - MR EE
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® Note

BABR RN B AMERERAR W EERBIT R, SXESEL | B2 AWS X-Ray &
#

BEXRENEZFEERE , FZR ME4L,

ERM TR

ERMBAEFE , X-Ray SDK RIERAEXREANEHAER, EAN AWS HRURNARFARS
MER. BREDRXAEPRMEMESENIRNMTHSE, TRMABFEERERCE |, AR
MEMEA 2 RS F 7 R

AR REHEMNR-EX , RRHRSIEATFHERGRIER, FREIRICKRERFTXZEE A FHRERH
TOENBIERETIEA GetTraceSummaries APl BHER IR,

X-Ray &RZAFNMREMN 50 FEREFIRS,

THREREFEMREENR-EYN  SBHKRMIIEK , BREREHR. EATHFECREFHER
BRPEFERATRRRIRNHE,

&R BAE CloudWatch #HIEMEBEEHAFENENXERFXBRFAEREAPER IR THIE.

¥ DynamoDB AWS::DynamoDB::Table

DynamoDB oK 200 9ms Getltem: scorekeep-session

DynamoDB oK 200 10ms Updateltem: scorekeep-game
DynamoDB @ 0K 200 46ms Getltem: scorekeep-session
DynamoDB & 0K 200 39ms

Segment details: DynamoDB

Overview Resources Annotations Metadata Exceptions SQL

Hix, WENRE
X-Ray BRERIE 0 ML FIRR A B o 4 A HORNRBUR Tl MRS BEIIOHIR, SIRDHWT,

- Error - EFimEEIR (400 RY4EIR )
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« Fault - [RSEHFE ( 500 RHIEEIR )
« Throttle - [RHIfEHiR (429 BRI % )

MRELEHNARFNEMMUNBEREH/BSHRERE , X-Ray SDK KIEFEXFENFMAE
B, SEERRE (WMRTAH ) . EALE X-Ray BHENIBRFAGEETHERERE,

HiR, WENRE 142
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=4 AWS X-Ray

TEL2AWS REHFZE, N AWS BF , BAIUMNENRREASHZLHBEALNERMHIEDN
BIEFPOMMERY PR,

RERNAFHEAE AWS W, TEREEAFEFERANSN Z2MNTH WLEH .

- ZRE — AWS ARRFET= AWS RF HETHEMZEN AWS =, AWS RN RIRMAI IR £E
MRS . R AWS EHMEITRIN -9 , BIINZLBENEREERHE=FFit G374
M, ETHERT X-Ray HEAMITR , HSRZEEAEITREHRATBTERNAWS BSF.

- TIREE — BRREHE AWS RS FRANABRRE, ZFEFENHMEERAT , SELHHIEN
BB, SALNERURERNEREEN,

BE SRR BYIE T MR A EGE A X-Ray RYRZ A STAEHIBER, UTEEHAMMEE X-Ray UKIE
HNEEMMEAEBIR. BEFZIWMAERAEM AWS RS HERBEEEZENRY L X-Ray &
Ro

F&

- PHEERIF AWS X-Ray

- B HFIHEEE AWS X-Ray
- SMMBIF AWS X-Ray

o ¥)MHETE AWS X-Ray
- PHERIRERS AWS X-Ray

R EIFERT AWS X-Ray

AWS X-Ray MRAX BSIRERMEXBEBEBRHTNE, SEEETRNZEAMEZHRLUFZ ENES A
ERed , AL X-Ray BLE R EH AWS Key Management Service (AWS KMS) 247 R & 317

X-Ray 2T —1 AWS ER B & Faws/xray. MRERAFLHFZ AWS CloudTrail HRY A
AR , FTEREERAAE , AEALEZESR. IREEEEENEANTRANERIEERARKR , T
HelgEr£E=HA.

MREHEMBFRE , X-Ray FEWR —ErERERMEBRERR. ELEFHANIED , X-Ray
ARELXEAMBRENASNBELRE. EXMFRES , TaXNIABARBEBRITERME.
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® Note
AWS KMS = X-Ray £ KMS 248 i =4 % 2 IR ER ER A= B U 3%
- BUAMZE - 5%,
« AWS REXEH — NREAER,
- BEFREERN - TENERABHAESR,

BEXiEMEER , HSFEAWS Key Management Service EHTo

® Note

X-Ray insights BAI&FNEH XA T D# EventBridge , MII L B el A X FEFEE .
BXEZELR , H550 Amazon FHHIERI EventBridge.

BYMEBXNEFRERHANAFSRIBENRST R X-Ray BENEAZBRARGTER MENRE.
FSHAASMENRTHRESES

CloudWatch console
£ CloudWatch 4| A% X-Ray Bl &N EHA KMS Z4A#TNER

1. &% AWS Management Console F##T7F CloudWatch #2#1& , Mt A https:/
console.aws.amazon.com/cloudwatch/,

EEMSMERS , ZRRE.

# X-Ray RE# 0 PHMBET , REEFRE
ENZEERESD , EERE,

IEERER KMS &4
MTRIREPIEFE—NES

o ok~ w0 D

- aws/xray — £ AWS EERXEH,
- ZARE - EENKFPREATEFEE CMK,

- FHRARA ERAS - KPP ESEERN. EHIANFRPHAZHANTE Amazon &
REB N (ARN),
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7. EBREHIE,

X-Ray console
£/ X-Ray #2#I 51 X-Ray BEE N A KMS Z4A# T INE
1. 3TFF X-Ray ##lA.
2. ®‘EME,
3. EFRMFEA KMS &,
4, MTHREHEFE-—NEH :

- aws/xray - fEF AWS EERE4H,
- BARE - EENKFPEATFREE CMK,

- FHRARH ERAS - KPTNESEERN. EHIANFRPHAZHANTE Amazon &
RA T (ARN)o

5. EEMNMA.

(® Note
X-Ray X #HIEX#R KMS 47,

R X-Ray AR RGN NERSR  2FLEFESE. MRENAFTETE KMS 24 , RELKE
ATEBEECERANER , SREXMER, MRREXMER , X-Ray 2ESMEFERT —1NE
Ao

E#E M X-Ray API BEMNERE |, B560 A1 AWS X-Ray API B Bk, AMMNERE,

i & 40 M5 B B AWS X-Ray

AWS Identity and Access Management (IAM) AWS BRSs AJ#HEBIEE R 22 #3253 AWS BRI 78]
R, IAM EEAZEFIAEE SFMKIE (B% ) MR ( E8NR ) FH X-Ray BRHAR. &7
LAER IAM AWS BRS |, TEXAHANEA.

&

x

K
o
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AWS X-Ray FRARER
- FRSBHITEHRIE

- FERRBEERN

« 47 AWS X-Ray 5 IAM B &1/

- AWS X-Ray ETF 54 K 8 =l

- X AWS X-Ray & i A # 1T S FEHERR

Z A

&R E A 5 AWS Identity and Access Management (IAM) @8R RE , E4AEURTFEE X-Ray F7F
i T,

RSP - REA X-Ray BERERES , MENEERLNGEREAENZIENNE, HE46EH
E % X-Ray BAERTH TER |, BO gt EEHNNR, THRMMEBRFRNEETERERRER
BEEAWNR, MRET AR X-Ray RHFHE |, i55H 33 AWS X-Ray B 10 F1 [0) 3 17 BUFEHEER

BSEER - MREELTANTEE X-Ray HiR , WERGEEAR X-Ray WL RNR, EHEREH
EIEHIBRSS AP NG RIBRLE X-Ray $HEM R R, RfE , B0 IAM EERARRIERAELRS AP
R, BFERZIELNEENTE IAM WEEAS S, BTHEXRENLTNMAR IAM & X-Ray #
BEANESEER , B2 R W0 AWS X-Ray 5 IAM B& A,

IAM EER - MMRER IAMEER , BARFE T HNAREREUEEX X-Ray #9177 B X ERAY 14
5. EERLTE IAM FERAK X-Ray ET S HHERBRE , FS00 AWS X-Ray £ T 54747 K
Rlo

£ 51T S 0 WIUE

BRBIERE AWS FASHEIERFNAR. BXT IAM AP BHHETE AWS KRBT
IAM Be3TEHARIE (B2FAWS),

B EABEY & MRRENEREIL AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center ) AP, RLFANERIEZFHRIEUKREN Google B Facebook EREMEKE & BHI =B,
LELBREBMERN , FNEERUGER IAM ABIEET SHNKERIE. HREABKSTHE AWS
i, R R EREDE— 1AL,

BFBEHNAPER | EALIEF AWS Management Console 3 AWS 5HITF, BEXBEZFNEZER
AWS |, S (AWS &35 AFEmR) PR NAEZEE AWS KFH,

M
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MREAWS UEEBARHFE |, M4 AWS RERGF REH (SDK) MarH1T#0O (CLI) , SMEFERAE
WERNBERBITNRZE, WREREH AWS TE  NMXABECZEER, BXREAEENSEE
TEEBERNEZFE , H2H (AM BFER) PHATEE APLIERIWAWS ZERRAE 4,

TeFERAAMSMRIESE , SRURFERHEEMLZEER. i, AWS BNUEFERZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ W%
ESHRIEM IAM AFERE) FH 1AM FHAWS ZE 5B RIE,

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATLLRAKS FHRMERR AWS RS M#E
Ro ME MBI AWS K/ root AP, £ A SE 012 K 7 B F 49 B8 F iR 4 3tb 41t 1 22 4 2 3R B AT 15 ]
ZH M, BARWESEERRAFNITERRES . RPFBRAFZIE | FERXERIERRKITRIE
AP EBRITHES. BXFEECURAFSHERNESHNERIIE , B2H (IAM AFERE) +
MEERASE ﬁ%&

IAM AP B4

| AM A= RI& AWS Ik RSN MNARNARFEARBENRNE G, ETERNERT , RINBWE
RIS FIE , MARGEZEAKBEIL (MFHBMFEEH ) BV IAM AF, BER , MREE-LHBE
MEAZSFERHTIENAR IAM AP, BUERRILAZR. BXESER, ﬁ§®<MMﬁF%
M) PN TEERHZENAS , NEFTERNEHBTEZEH.

IAM AR —NEE—H IAM AP BB, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRAATUERAMEBRAFNIR, flin , S BE— 1N aINE
4B, IAMAdminsH EZEA B FEE IAM ZRIBR,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNELE ETHRESELR  F5H (AM AFERE) F/Y 1AM A
REIEESVS

IAM A&

IAMﬂ@E“W%EﬁﬁEﬂ@AWS%Fm%ﬁoE%M?mmﬁ?,@%ﬁikﬁ$%ﬁogﬁ
FIGRETEE IAM & AWS Management Console , AL A FEI#E] IAM A6 ( BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEE, BXEAACNEENESE
2 ,1E2H (IAM AFER) PHRARSENEE,

BEHIGREIEN IAM BRELATERLTERER :

ERBHENEHRE T
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- REAFR  EAKEFHRIENE , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAREXKABERTHLACGENWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHENEHREHRTEHLRIEFTIHFRINAZSE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #EF) PHINRE,

o I&EEF IAM AFERR  IAM AP AIEA IAM AR SE® , LENREHNEEESHN TR R,

o BIKFFEE : B LAER IAM AL ATFFRREIKFFHNENA ( ATEER ) HREHNKF RNE
R BERERFEKRKFHENEBENEELSR. ER2 , N TRELERR AWS RS , &0 LU R IE EZH
EER (MARERAACGENIRE ), ETHATERKFHEONACGHNETRRENRIEZ BNE
B, ESE IAM AP EEFR 1AM FRERK P 7RG

- BIRSIFR — B AWS RS FEREM AWS BREREHPHIThEE, Flin | ¥EERSHIKRITHRIF
B, ZRSEE ST Amazon RE{TR AR EC2 HIE Amazon S3 FEEN R, RS TEELER
RXEARANEENNE, FARSACSMERRSHEXASERNITIHRE,

o BERGEALE (FAS) — HZEA IAM AR A BEFRITIRER AWS |, BHEMAEZIEA. EH
RERSZH , BAERIT—MRE  ARRBREEHMBERSPEHE —MNMRE, FAS FAREH
ZIRAWRAK AWS RS B T RS AHBERNER. AWS RSREYBRSKEEESH
AWS BES RBRREFRETRNERN , T2%H FAS iR, EXAERT , BUMEFRT
XFTHRENNR. BXAH FAS ERNWKREEEE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , BES5H (AM AFER) FH6IED AWS iR
SERNBRHNAE,

c BEHEXAL-RSHEXAGRE—MERINESHE, AWS BRSRSTURARRENITERE
MAe, RSEXAGHIAEEHT AWS K/ |, FRERSAAE. IAM EEAUESETRE
YmiB RS MR A BRIRR,

« £ A@Q@ mazon LiEfTHINAERF EC2 — BAILIEA IAM AREREE EC2 R4l LizfTH A H
AWS CLI 5 AWS APl IERH N AR FHIEEHES, XH7E EC2 SKflPFE TR ZEPAETR. EN
EC2 RfI7E AWS AeXFEHETHEMENARFMER , BFELIE — N INEZ =445 FIE
BEXf, RPOREEXHIESACHATE EC2 Rl LETHREFRERINIER. BXEZER , F
S5 1AM BFPIERTHER IAM A/ E1E A mazon EC2 24| EiZTH N ARFEFNE,

fE AR EE TR

BT LA AWS B o2 R EM IS AWS SO A RKZHFHRNER, KEREPH -
XNRAWS | SEFHHARXEN , ERELENR, AWS EEHEA (AP, root AFHAGS
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H ) RHERTAERXLERE, KEPFHRNRBERATERELER, KSBERMKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMINNBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN

EIE R A LAER AWS JSON REERIBEWANIGRMT L. HHRY , BN EEATLIF AR RINITER
1, UREMFARHETHIT,

RIANBRT , BRPMNAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, BEEABEUAMSENM IAM K , AR URAAG,

IAM ZRBEE SURERIINPR , o FAFERA MRS ZHITRE, Bl , RIREFE—NAYF iam:GetRole
BENKRE, WA ZERRHN AP AWS Management Console AWS CLI, = AWS API SRER& &

R
ET BRI RS

ETEHNRBETMMESZH (N IAM AP, AFASAR ) B9 JSON RRREE A, XL R
BHAFNASAEMAMES TN BLERFRITHRERE, BETHNMGTEZETSHNIRE , ES5H
(AM FiFiERE) FNERATSEERBEN BEXL IAM R,

ETHONRBEASE —SARINRREHIEEXRE, NERRBEERAEZNRAS, 45486
. RERBRIMMAVRE  GRLFENNEPHS MRS, HANAE AWS K. RERBSE
AWS RERBMNESEERE, BT HNAERERBMNRRRE 2ERTIER  F360H (AM AF
ER) PRERERBSNBRERME < BFITER,

BT HIRM K

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FHEMERE., EXFETHRNRBIRS T , RSEER JUMERCINREHIIHER
BREEE. N THEERMMRBHER , REE IS EEA AN 2R RNTHREREAREFLARH
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

RS o

ETRFNRERNM T IZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS EX
B

W EEFI5] & (ACLs)

TR FIFIR (ACLs) 2HMERFTEA (KFKA., AFZAR ) BNBRER, ACLs SETHIRMH
REERL , RECAEEA JSON IR N,
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Amazon S3 #l Amazon VPC B2 Z#FH RS R~ ACLs. AWS WAFE THEZ{EE ACLs , ESH
(LOpEEFEFRSTTXEERE) FHIHRES FIER (ACL) #ER,

Hfth R EE R E
AWS JIFHMT AR MNRIERE, XERHRB TR BER ANKELEE LR THRANR,

« NERLR  NRLAR—INSRBE , AT REETSOHNREAIEN IAM £4 (IAM AFRRA
&) BFHRANR. EUARBRENRIR, XELERNBRRREET S MR REERENRB R
MK, % Principal FEEAFRACNET ARV R ZINRLR RS, T REFHE
NELFEEA T, BEXANRURNEZEE , HSHIAM AFERSH IAM EHEHNRIAR,

. PR IR%IZ M (SCPs)- SCPs RISEAMNALR LA (OU) BB AR JSON HBE AWS
Organizations, AWS Organizations  —H A TXZHN B HENZ AWS K- T 1T o HRMEH
EENERS. MREBEAALTNMETEE , WA LUFARSEHIKEE (SCPs) NA TENEMRME
fk . SCP PR#&IAK R MK PRYSEiE (2SN AWS kPR AR ) PR, A< Organization
SCPss MINEZE L , 21 (AWS Organizations FAF{ER) YIRS 32 5K,

- BIREFIZKRE (RCPs) — RCPs 2 JSON KB , WA LMERAERZEKS, P RFRNHZRATAN
R, MAEEHHMBERENENERMN IAM KB, RCP BR&IKAMKF P ERNNE | 3
AREFMEM (SESH ) BERNRE AWS IkFIRAF , TXESHRERE TENAL,

A X Organizations WEZ{EE RCPs , ‘@#F AWS R ZX#FH %% RCPs , {2 FHAWS
Organizations Fi PP 35/ #Y 5 R 12 5 K B (RCPs),

- RERE  QERBRRILUREAXNNACTEKSAF RGN 2FRENSBEEN S RER,
GRAENNREAFRACHETIMNRBENSERENRE, NREITURBETERNE
B, F—IEBINIENIELFERZAT. BXESER , F2H IAM AFEEPH2IEERRK,

S REERE

S NREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHRERE
WA AWS BERBAWER , HSH IAM AP EEHRHERITEEE,

un{a] AWS X-Ray & IAM Bl & H

EFEA IAM EEXY X-Ray WG RIZ 8] , BN T WL IAM Thee v 5 X-Ray £&6FEH. E2H 7 # X-
Ray FE M A 04 AWS BRSS £ IAM AWS fRSS , BSH IAM AP ERFTHNS | AM BE6EM.

EALABE A AWS Identity and Access Management (IAM) [a10K P B9 B PP fiTE R IRERE T X-Ray X
B, RiCBHASERABAE S (2454, AWS SDKAWS CLI ) , IAM ZHATE API F BB EIXT X-
Ray BRSSH A EIARBR , LAG —@HI TR,
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AWS X-Ray FRARIEE

EFA X-Ray BHIAEFRFEWEAN DR , AFEEGREBNRET, ERAEHNEHE , Fofw
IAM A 7 i0 AWSXrayReadOnlyAccess EE R,

EHATARMIT RN , FUE-NMEFEZRABEANRN AM g6, BEEZAEHFRZACHNIG
BHEIE, BAILURFIXEEREES X-Ray SFHEF AWS CLI, # AWS SDK —i2fEf, #HZ S AWS
CLIEmRZEFIE—EEA , TRESER.

EFENRNNARFTER AWS , BUE—NMNEFEANREN IAM B2 FESBAETENNA
BFHRIR. AWSXRayDaemonWriteAccessBiE LA RERMIMNPR , AR — L5 A XN #9135
U PR o

RERBRTISMENEZARENMEEANNNER. AFAWSXrayFullAccessiFREIXERE | 5
EBEENKM APISHRNEE, EFEALCENEARERARTNENRE K SEFEEAZES
HRIR.

£l

« X-Ray ET 5 R

« X-Ray ETRIFRHN KK

« BEF X-Ray FrEHIFER

. RiETENRAER

- ERETENNAER AWS

- AP IZENR

X-Ray ET 5 HI KB

BEEA IAM ETESORERE , S UEEATIIELVRENTRUR A FIELEENTME, X-
Ray XIFRENRE, RIFENMZM4R, ETHE JSON KBEAEANMAERE , 556 (IAM BAFiE
) TH IAMJSON EBTESE,

1

EIE R A LAER AWS JSON REERIEEW ARG RMF L, HHRYH , BN EAATLIMT AR RNITER
&, BAREA ARG TIIT,

JSON REEH Action TEMRTA THERKP AFRIEL B RINRE, REBREEEEXEKN AWS
AP BERE. B—EHINER , HlIRBITE API BENNRNR R1E, EHE-LREFTEETRK
RRITSNMEE. XEMIRERINERERE.
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AWS X-Ray FEARER

R L EREUR FHATRERENRR,

X-Ray FR R IRETEIRERIERAUTHIR : xray:. Hlin , ERFEAMEA X-Ray GetGroup
AP REFRZAMNR , B xray:GetGroupREMNAHKR P, K TALNTE Action
NotAction Jt¥&., X-Ray EX T —4HBHSWIRME , UHERETUERZRSHITHES.

EESENMEAPEESIRE  BEAEZSHENRT , TR :
"Action": [

"xray:actionl",
"xray:action2"

BB UERABRS (%) BESMNMEE. Hl , EIEEUER Get FFAMNFAERIE , BFEIUTRE

"Action": "xray:Get*"

EEE X-Ray BIEFIR , #HSH IAM A ISR HIAWS X-RayE L HY B 1E,

RIR
EE R WLAER AWS JSON REERIEEHERRIBEMF L, BR2R , BNEETUANT AR FERITER
1, ARIEMAAZKHETHIT,

Resource JSON K TEIEEEMEN AREN—ITHZ IR, BAXNEE Resource
NotResource t%E., EAREXE , EFEHHE Amazon BEE# (ARN ) EARR. N TFXEFHE
WRERE (MARRENR ) IRE |, BRI ITILIEE,

NTFAXZFERBENRORE (WIHRE ) | FEABERY () EREIRATARERR.

"Resource": "*"

AT LAE A IAM RIS BRI AR . X FXIFERRNRIERIE , BRLUER Amazon BIREMR
(ARN) FR1R 3R & & A 1Y R

AL IAM REEHRERFIA X-Ray RFAR FHIEL A ERZRENNR, ER , #3ERAE X-Ray
BEBIHRRRNR ( XELEBIEEANERTRENTR ) o

FNFAZRFRBERNENRE , BYTRFERER.
AR X-Ray BEZFRBRRENR :
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CreateGroup
GetGroup
UpdateGroup
DeleteGroup
CreateSamplingRule
UpdateSamplingRule
DeleteSamplingRule

THR CreateGroup BEETHMHNBRRBEN RS . K RANATNAERAEITEH— IDERE
BRI B local-users #HXHY ARN, ZME— ID FEABIEMN AR , RIS ER RN,
£/ GetGroup, UpdateGroup = DeleteGroup B , AR E X N BEAFRFELIA ARN ( 2E
D).

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}

THR CreateSamplingRule BREET 55 HV PR K BE Y R :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"xray:CreateSamplingRule"

1,

"Resource": [
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"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"

® Note
REMNE ARN AHBHEL . SATE ARNs , RERNZFME—EKH D,

EABE X-Ray BREEKZHFIE ARNs |, ES5H IAM AR AWS X-RayF M E L E R, BT #HE
AT LATE BRI ERIE EB N ATRM ARN |, 55 AWS X-RayE X Hy R4,

e

X-Ray MREBEMBETHRSHFM4R , EXRHERRLELRFRHRE, BEEEME AWS £2/FMF4H#
EFZH IAM AP EEHHNAWS £ /&4 LT XA,

~l
EEF X-Ray ET H IR RH , SR AWS X-Ray ET S HYREE R Ao

X-Ray & T #IFRAI KB

X-Ray THEETHFENREE , AT HEMARKN AWS BRS K , fl30 Amazon SNS 3 RER, EF
X-Ray &R KBS 7 LU E 2 AWS Management Console AE#7 , th AT LUEIS AWS SDK = CLI #1T
E#. Bl , Amazon SNS ZHELZHENEEE T RIFENWEKR | MERIRAIES X-Ray, S THE
XHREFHEE X-Ray BT RRHRERH RO,

Example Amazon SNS 3 iRERH X-Ray & T & IRRY KB =Bl

BUT RBIRME SIS E T Amazon SNS RREREIE K 1% 45 X-Ray FTE ERRR :

{
Version: "2012-10-17",
Statement: [
{
Sid: "SNSAccess",
Effect: Allow,
Principal: {
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Service: '"sns.amazonaws.com",

I

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
.
StringLike: {

"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}

£ CLI 1 ZE T RRHKEE , l8F Amazon SNS FIREREIE X %4 X-Ray HIR :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

EFRAXERE , ERpartition, regionaccount-id, Mtopic-nameB#RNEHEE AWS 2
X, X, K/~ ID # Amazon SNS EBE M. WERFAAE Amazon SNS FBF IR EREIE K ELS X-
Ray FIXPR , BFEBEAMEBLRR *

ET X-Ray fRERY R

BRI LURHR M N E| X-Ray HHREMN |, REKRLS X-Ray BRPEEFE, EETHRSEEILRE ,
BEEMA xray:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys %
HRERBOZ G LEPRBEFLEER . BXHirie X-Ray BFRNEZEE , HSHFIC X-Ray REM
M A4H

EEFETHONRE (ATREZR LAFERBIN ZFHRNTR ) WRE , FSRBEFREEE
X4 X-Ray 48 M FAEA N EY 15 B AR R
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AEITIEN N AR

LN ERNNARFFRERIERILZS X-Ray #ETHEF. #RTHEFEFEIRXY , Ho#tF
AL E X-Ray BjS5. RESTHFEFFES AN RO RERHBENEN B LZE X-Ray RS

MERMWETHETHERN , 8IE—DIAM A2 | BEEZACHTRNEITIE#EENETES |, f
APX#HRFER .aws WXHRFERN credentials X4EF., BESHENF AWS CLIEIRE 22 &
F—EFER , TREZSER,

Example ~/.aws/credentials

[default]

aws_access_key_id={access key ID}
aws_secret_access_key={access key}
aws_session_token={AWS session token}

MREELERE T AT AWS SDK SHHEIE AWS CLI, NP RFAUERAXLEERE. MREZME
EXAFATA, Wz AR 5747 12 7 8 A RRIAEL B 304 o

EHIETENNARER AWS

HE/E L BITHNARERF AWS | ERAAEEIZITTIEFR Amazon EC2 SEHI5 Lambda BER T
PR,

« Amazon Elastic Compute Cloud (Amazon EC2) — 8% IAM & HFHAEN EC2 EHIE & 4K
g

« Amazon Elastic Container Service (Amazon ECS) - 82— IAM A& HEERBEEEH IAM A
=Yg E ARt

« AWS Elastic Beanstalk ( Elastic Beanstalk ) — Elastic Beanstalk £ EERIAEHIE E X HHEE X-
Ray f R, BAIERZBMINEFIBEXH , REBENEFEEX KR RINEAN R,

« AWS Lambda (Lambda)-[a B Y I 1T A &R INE AR,

Al E A BRER X-Ray

1. §T7F 1AM EEZE &
2. “EEAE,.
3. ERMEHAE,
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AWS X-Ray FF & ARIEE
4. JWFH/BEH , BA xray-application, EET—%,

5. XNTABXE , Fik#HE Amazon EC2,

6. KMIMUTHRERBUARENARFETX AWS RS 85 EIER,

« AWSXRayDaemonWriteAccess— 25 X-Ray SFH# 2 F L& REREIENINR,

MRENNAREFER AWS SDK Th B HABRRSS |, BRI F XX L AR S5 #Y 15 R AX BRAY SR B .
7. iij:¥-|:_$o
8. BEFUERAE,

R P hnz X PR

BKINERT , X-Ray FIMEZEFMEREHE , EULEFCRHENFAEEENZH, MREIEE AWS
Key Management Service &P EEMN 4R , WEERRZBHANIAE R ATFEQ X-Ray BFEA
TCHITMEZENRR, BKFPOEMAFEFEEHEZBHARETE X-Ray 255 F INZEH R R
.

NTFEFRERR  BEAATUTRENHRRBEEENER

« £ X-Ray B EZHAHNAFENAA kms: CreateGrant  kms:DescribeKey,
« AIBAA RN RERBIEN A~ ENEAA kms :Decrypt,

HIEBE IAM Z2H AN BARER)PARBAFERNI—BRAFE | MR EEXHIIRENR
fRo AZFEZARK LIRENR , RLEFFEXRA/, HEARHE AWS KMS AREANR, BxX
EZEERE , F30H ( AWS KMS FFRAGIER) PHEABARRK.

N FERIANE , HEMRRIEFE AWS EE CMK (aws/xray) , MRREURFEFIGR X-R APIs
ay. BETE AWSXrayFullAccess AHIEAXS PutEncryptionConfig K95 @ A BR AV 4E T A B AT L
FEUNERE. BEFLERAFERNZEZS , B2EXLEAFRFER PutEncryptionConfig BIX
PR

AWS X-Ray & T 5 17 #9 SR 8% 7~ 5

RINBERT , AR MA®SECRRIEH X-Ray BIRHNNR, #i1tHFTEER AWS Management
Console AWS CLI, =% AWS API #1755, BIE R LMEIE IAM policy , AENAFNA R TR
DUXNrBENEERFRRITIREN AP 4, AF , EEAMITRX LR NI FEXLENRNAF
HA,
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BT RMNAERX LR JSON KEE X2 IAM ET S HNEEK , 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

F&:

- RMHEXE

« M X-Ray #2414

- ATRAPEFEMHIIE SR

- BIEREEEN X-Ray HHFEMNE 5 R R
« X-Ray 8 IAM B F

- AWS £ E R X-Ray EH

- & IAM KB P IEE RIR

REERIEREK

ETHEHNKBEEENARTALCIR, 5RISMEREK S FEY X-Ray #iR, XERETESME
AWS IKF P ER A, IR REBEET S MR , HEEATERINR

- FTIREER AWS RE R H RO RENRNR — ZEFMEAASMTERERR TR , SEANTS
FIRAGIRTRRNAWS HE R, ENERNRERATRA AWS IKF, RINBUEET E LEXY
EHRAPIEY AWS BEFIEERBKAE-—SRINR, BXESEE , S0 (AM AFER) B8
AWS FEEA RN TFRBEERAWS FEEAKRK,

- NMARENR : EEH IAM REERENRER |, BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , B NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B IR

« R 1AM KRS A AV S 43t — S BRI 15 R AN PR ;AT LA [E) 3R B 7 DN S 44 SR PR I XS IR VB AN R BV 15 18] o
flan | WA URERBEX A RIEEXTMER SSL KEFTEER, MERBRSEERBEIFENSXE
AW, WA BAERAFRERE T RSIRIENTHRINR AWS RS , il AWS CloudFormation. &
XEZEE , BZ2H (AM AFER) F# IAM JSON EEETE | &4,

- M IAM Access Analyzer BiEZH) IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2R UEFT RS M B KRG , LARKBAS IAM REEIES (JSON ) M IAM FH{ESE
B, 1AM Access Analyzer £ 100 ZTURBEREM AIRENEI , UHBEBEFEIELS BINEEMREN
Kig, BXEZER , H5H (AM AFEE) A IAM Access Analyzer BiE KB,

- FEZESHRIU (MFA)-IIR AWS IKFENZRFE IAM AFSRAF |, BEA MFA BIRE %
2, EEEREA AP BENTFE MFA |, B MFA R4RMEIEN RS, BXESER , B2
59 <IAM A $ER) HREEA MFA R APl T5HE,
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BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

£/ X-Ray 244

Ei5F AWS X-Ray #£#l5 , BLARE —EAHENR, XERRLAAFEIIHNERTRTXEN X-
Ray BRI FHEE AWS Ik, MRGZLEMFENRENRENHENET HORRE , X THMT
ZERMHSME (AFRAR ) | BHERTERMPERET.

NHRX LA PARTLUER X-Ray #2144 |, EFAWSXRayReadOnlyAccess AWS & R B i Z
IXEESTiR, X-Ray B9 IAM EE R P EMIFEMANE TR, BXESEER , 28 (AM AFE
Y AP RINR,

X FARFA AWS CLI 5t AWS API SR, BEFNEREFEZHENR, R , IRFHREE
ZEHHITH API RVEME IEEC R R,

RIFRAFEFMITE S KRR

ZORBIGER T BRI |, SV IAM AP EER MBI EAS S ONNERANEE R, R
BEEEFE LHER AWS CLI 3 AWS API BU4wIE 5 T R IRER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

RIFEREEEXS X-Ray 4 R UK BN R

BRI LEETSMNREAFERRZRYG , MEETHREEFI X-Ray AFMEEANBIGE . AT REIE
BOUATELAFACAE, BRIEHFEESHZ stage:prod = stage:preprod WAKNNRE. B
R¥RIE X-Ray EEHMNMANEZEE , BSHE 51 X-Ray EEEHMFIL,

MERELERFNEIE, EFAMBREEIRE stage:prod 5 stage:preprod BAMIHEER |, BR
ZRAFPSBEEERLUTFUTRENAR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

},

{

"Sid": "DenyCreateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:CreateGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stage": [
"preprod",
"prod"
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"Sid": "DenyUpdateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:UpdateGroup",
"xray:DeleteGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"

MEELANEREMN , EFEH aws:RequestTag BAMRSTEEEN QIR E RN — B2 # 1T4&i%E, W
FIELF MR RAEMM | EEM aws:ResourceTag B4 E TiX L3R N A WA IR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

.

{

"Sid": "DenyCreateSamplingRuleWithStage",
"Effect": "Deny",
"Action": "xray:CreateSamplingRule",
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:RequestTag/stage": [
"preprod",
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Ilprodll

"Sid": "DenyUpdateSamplingRuleWithStage",

"Effect": "Deny",

"Action": [
"xray:UpdateSamplingRule",
"xray:DeleteSamplingRule"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"

AILUX LR (SNBSS E—Keg , ASEBEMMEKR ) MMEIKSPHAF, MRAFEEX
HREHEMNBTENR , WAENNAREHEMANTFEBFRIEHN stage=prepod & stage=prod. FH
FRE Stage EAL Stage M stage , AARHBEEBEMRTIX DK NE, EXFHRNEZER | S
® <IAM BAF#8R) H#9 IAM JSON K TTE : &iF,

AP MEUTERN AP T ENIFE role: admin HmINEER , BLEMNEGXEN
role:admin K& FEFMBRIFZ,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

I

{
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"Sid": "DenyRequestTagAdmin",
"Effect": "Deny",
"Action": "xray:TagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/role": "admin"

}

"Sid": "DenyResourceTagAdmin",
"Effect": "Deny",
"Action": "xray:UntagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/role": "admin"

}

X-Ray HJ IAM £ E KK

NEERN , IAM XIFFRERBATENRS. RS AUERTHINRNEAFNRETILERE
RBE APls, AWS X-Ray B R, REMEE R AFIRMAEE R

« AWSXrayReadOnlyAccess— EHUFF X-Ray ###I& 5 AWS SDK M X-Ray API 3RERER
REHE. BkitE, WM X-Ray BBERNR, AWS CLIBIERTMEM G EEE SR (OAM)
oam:ListSinks Moam:ListAttachedSinks#XPR , fRiFi2#l & EEF RN CloudWatch
SR P AT R — ER 5 BRI P A ZE AV IR ER 12, BatchGetTraceSummaryByIdA
GetDistinctTraceGraphs API BEFRITEHEWARBRA , BT ETE AWS CLI F AWS
SDKs,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries",
"xray:BatchGetTraces",
"xray:BatchGetTraceSummaryById",
"xray:GetDistinctTraceGraphs",
"xray:GetServiceGraph",
"xray:GetTraceGraph",
"xray:GetTraceSummaries",
"xray:GetGroups",
"xray:GetGroup",
"xray:ListTagsForResource",
"xray:ListResourcePolicies",
"xray:GetTimeSeriesServiceStatistics",
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph",
"oam:ListSinks"

1,

"Resource": [

g n

]
.
{

"Effect": "Allow",

"Action": [

"oam:ListAttachedLinks"

1,

"Resource": "arn:aws:oam:*:*:sink/*"
}

« AWSXRayDaemonWriteAccess— BEAfEA X-Ray FH##ZFz AWS SDK 'I""Eﬁjﬂél*ﬂ‘”‘ k6
2% X-Ray API F91XBR. AWS CLIZEREUX PR AGREUCE AN H 4R & REL R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"

1,

"Resource": [

i n

- AWSXrayCrossAccountSharingConfiguration - &RF8IE, EEFMEFE Observability Access
Manager $832X R , £k 2 [BXW X-Ray BRELZ, B TFEHAFREKF FIECloudWatch Mk
P2 R B 7 AT W 5,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:Link",
"oam:ListLinks"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"oam:DeletelLink",
"oam:GetLink",
"oam:TagResource"
1,
"Resource": "arn:aws:oam:*:*:link/*"
},
{

"Effect": "Allow",
"Action": [
"oam:CreatelLink",
"oam:UpdatelLink"
1,
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"Resource": [
"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

}

« AWSXrayFullAccess— EAPTE X-Ray WIR APIs , BFRENR. BEANRAKE
EMNZZAEBENMEEANONE, SEIMEMEGRIEEES (OAM) oam: ListSinks
Moam:ListAttachedSinkstX PR , RFEFIAEEFHENCloudWatch B IK = AT WL E2 14 — 30 2 VIR
K = Z R ERER I R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:*",
"oam:ListSinks"
1,
"Resource": [
nxn
]
I
{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}
]
}

HRERBAME IAM AP, 4RAG

1. #1377 1AM EEEFI A,
2. fIFEENRFIERENH. IAM AR IAM AXBEHAE,
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3. &EMRT , WinfeE XK.

FRARER

AWS IEE R X-Ray EH

EERAZRSTFHRBRIRXLEERIR , X-Ray AWS HERBEFTHNHAGE ., BXRUERNEERNED
#BR , FITF X-Ray XA £ 12 AHE LR RSS o

BXK

X-Ray B IAM &K -
WINT #H AWSXrayCr
ossAccountSharingC
onfiguration , HE#H
7 AWSXrayReadOnlyAcc
ess # AwWSXrayFu
11Access KB,

X-Ray B9 IAM L& R EE - EH
7 AWSXrayReadOnlyAcc
ess FKHB&,

£ X-Ray #2#l5 - EF T
AWSXrayReadOnlyAcc
ess REE

1AM R IEER IR

IERBMER 1AM REGZ I RIRA TG R T IFERRNRIIRE , ETER Amazon BIRE 5

(ARN) #RIR 5K BE & A B R IR o

A BE IAM REEHRERAFIA X-Ray RFAR FHIEL A ERZRENNR, ER , #3ERAE X-Ray

DU B

X-Ray X LRBEH RN T 7]
MM G R EEER (OAM) X
PRoam:ListSinks , Ao
6 & & &N CloudWatch
E5 K 7= BT A 22 1 — EB o A R K
PHEWIERER, oam:ListA
ttachedSinks

2022 £11 A 27 H

X-Ray whnT —I0 API 2022 £ 11 A 15 H
{£ , ListResourcePolici

es o

X-Ray 70T FI AP| i 2022 %11 A 11 B
¥ , BatchGetTraceSumma
ryById Al GetDistin

ctTraceGraphs o

X LR ET B R IR R IE
B, FEit , XL APl 2ET
FETE AWS CLI M AWS
SDKs,

BAEBTRARENR (X EELESIEE TN LRFREN DR ) .
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https://docs.aws.amazon.com/xray/latest/api/API_Operations.html
https://docs.aws.amazon.com/xray/latest/api/API_Operations.html

AWS X-Ray FEARER

NFAXZEFRBRENRORE | BB R RIFo

LT X-Ray B IERBERRNR

* CreateGroup

* GetGroup

* UpdateGroup

* DeleteGroup

* CreateSamplingRule
* UpdateSamplingRule
* DeleteSamplingRule

THR CreateGroup BREET S BN RREN A : L RBANABTUNAERASSZEH— IDERBE
FELAFRVLA B #5 local-users #H<H ARN, ZME— ID EABIERNER , AURBEPTETRTAN,
£ GetGroup., UpdateGroup = DeleteGroup B , AR ILEX N EEFRIEBLIA ARN ( 2iE
D).

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}
]
}

THER CreateSamplingRule BEET & AR PRFBEH R A :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"xray:CreateSamplingRule"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"
]
}
]
}
® Note

KEHME ARN AEBRENL . SATE ARNs , REFEMNIXBME—EKH 1D,

X AWS X-Ray B 4 #1583 17 8 FE BE BR
FEAUTEETHEMEZHAIEEEEA X-Ray Ml IAM 8Y AJEEIE S E I R,
FH3

« REME X-Ray RHITIRIE
« REMINIT iam : PassRole
- REEERAHAZERFHMAFE X-Ray
« REATFRUNHATRE AWS IKF B9 X-Ray BIR

ELNIE X-Ray P#ITIRIE

mE AWS Management Console HIFEEBTRPITEIIRE , NS TEBKRREER T KRB,
R R B R EIEN A,

X mateojackson AFZHFEARFAEEEAXREMANNFAEE , EFEE
xray:GetSamplingRules fXPREt , @ K ELUT ROIE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: xray:GetSamplingRules on resource: arn:${Partition}:xray:${Region}:
${Account}:sampling-rule/${SamplingRuleName}

EERR

EXFERT , Mateo B REBE R EMHERE , LA TFMAEER xray:GetSamplingRules #&4Ei5H

REEM N R IR o

R
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KL AT iam : PassRole

MREBWKE—MNMEIR | RABENINIT iam: PassRole BE , MM REFHM KB UA T ETGHACEKIES
X-Rayo

BE AWS B A ERIIAEABKEL1ZKRS , MTAREIRMNBSALIRSHEXAR, it ,
BYMEB A BLERSHINR.

HEZ N marymajor B IAM AP ZREAES A E X-Ray PIITIRIEN , 2REUTRAIER, B
2, REYMEERSACHRFUNRST ATHITIEE, Mary FEEFAGRLEBIRSHNE,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S S 4T iam: PassRole B1E,
MREBFEEHL , BHRREZHNAWS BB R, FHNEERARREMEZEIIN A
EEEEAARLEATHAMAR X-Ray

ERTHMAGE X-Ray , EXLNRFEFRNENARSINARFETFRE. WREA AWS IAM
Identity Center EEARFMNARR , MA@ AP HA D BRRERE L HFENRERS. NRES
B0l IAM REEHFFHIBESARRNAREXERN IAM A, BEXESZER , H5H (AWS
IAM Identity Center A 18/) RS,

MR R IAM Identity Center , M AMAFEIHRINARRNAEFAIE IAM & ( BAFREA

)., RE , BUTFEREHINBISS4E | LMERE X-Ray FEEHBFERNNE, BFNRE , BAF
FNARFFRARBHREL, ITFERXEEIESR AWS, BETHREXSCE IAM A, 4, KK
MRV EZEFEE , HSHE (AM AFER) H IAM S5 1AM FH REEFIR,

BIEARF RN AT EE AWS IKF #Y X-Ray &R

At 2-1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
BIEERESEY , AIURAAG, XTXHETRIFRA R EEHFIXR (ACLs) WARS , &R
158 P 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATREA :

« ETH# X-Ray REXISFXERE , FS6 0T AWS X-Ray 5 IAM Be& M.

« ETHRIMIEMHNERAENGERNIHENE AWS IKF |, 36 1AM AP EER N EEEEaE AWS
KB5S —1 1AM B PR3 1 B BR,.

REFR 0


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS X-Ray FEAGIERE

- ETHRNMEE=FRENSHRROIGRENE AWS K, BZSH IAM AFERTHNEE=51R
HIFER, AWS 0K

- ETRUNMED S ORERIERMIGENRE , H28 (AM AFERE) PR ALINBEBRIEN
AP ( BRERERIE ) REHERNER.

- ETHRERAACNETRRENRBHETERSFEZENZES , E560 (AM BFER) #1 IAM
HR Y BB K P B R 1A [ o

B R AWS X-Ray

BEERRRIFEN AWS RS RNVAFEME, THAMNMRNERSHE. BNIZM AWS RS RNHA
oW ERESE  UMEEHIS QHER TUERA N ERTEIR,. AWS BH# T2/ A TRIZE
9 X-Ray BRMIEREESHHTE !

AWS CloudTrail B&

AWS X-Ray 55 AWS CloudTrail iZRF~, BEmH AWS BRSE X-Ray RHITH AP 2

B, SETLAEF CloudTrail S5Af¥5#E X-Ray API &R |, 3#¥ A £ F#E Amazon S3, Amazon L
CloudWatch ogs 1 Amazon Ev CloudWatch ents H, EXEZER , FZH FHIZFE X-Ray API
8 AWS CloudTrailo

AWS Config JB &R

AWS X-Ray 5 £ AWS Config JAi2 &3 X-Ray B FRATMME BE N, B LUER AWS
Config /FR X-Ray IIZRR., Fit X-Ray BEFLIEZRURBEERERLZEHN, BXEZE
B, B2 £AERR X-Ray INZEH &R E R AWS Config.

I % CloudWatch Y3z

A AERAEA T Java B9 X-Ray SDK NRIKEEH) X-Ray X EXH & 1 K SR MIIL Si# CloudWatch
iR, XEERRE D BT HRMNE R EUREIR, HERMRBRERSHRE, ERAXEERTRE
FOBRENERANKBIEIZE. BXESZEEL , 50 AWS X-Ray EA T Java #J X-Ray SDK #

EMHRIE AWS X-Ray

ETHREBTRESAIURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFEEHERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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SALAE R T E S A HITRE AWS Attifact, BXESEL , BSHHRMN “THERE FHAWS
Artifact,

MR AWS RS TN EAREBR T ENBRENHBME, RATANENBIRARERNERNE
M. AWS RET U TR RERRFEHNIASHE

- Security Compliance & Governance : IX¥#RAREBIEBITIC TEBERER , ARH THER
2MNENEIREN TR,

- & HIPAA ZERHRFSE : SIHAE HIPAA ERBIRS . HIEMEB AWS RS AZRFE HIPAA
o

« AWS EMEIRAWS — It TAEEMIEra S v 885E A T B AV 1T L MR 1E 3 X

« AWS BEFEHliEE — MNENAETHEEHEEN, XLERMELETHRFWRESEK |, AWS RE
HHERMMHEESNMER ( BEEEERFESHE AT (NIST), XFFRTULEZLFEERS
(PCI) MERRATEALAL (1SO) ) Kz 214,

- EFAWS Config J7F & A A fEF R BV LI T4 3R — % AWS Config RS TR RREEE S K
EELFERIBRE, TAENFEMR,

« AWS Security Hub— X AWS fr$s iRt T E@ABLLRSNLEUE AWS, Security Hub Bid &
2RHERITEEN AWS RRAREERAFSRETUFENRESR. BXZIIHRIZREH
ERINFIR  BSHE Security Hub 2 #IE S Z,

« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEZES |, 5k AWS RS
BMNEHNTEAR, REMBERGNEERM. GuardDuty BXHEELEAUERNAEHNAR
RAUWER  JUEBEHESHEMNEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B84 s it AWS EAER , M fai{bXUBS & 38 LA K
FEMMIT AL FRER S HM

#FHETE AWS X-Ray

AWS £IRER 2R S5 AWS Xif aTAXMWEN. AWS XiF RESAMNERENRENTAX ,
XETMAXBEIRERE, SFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIM A BMEBRNBARFNEERE, SEENENS SN EEROEMZEELE , T
XEEESHNTAYE, REMENATT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/

AWS X-Ray FRARIEE
HRYER IR L2 AWS X-Ray

ER —THEERS AWS X-Ray , ¥ AWS £IKMBER LRI, BX AWS B2 MRS UK AWS
R EMIRENES , FSHAWS %2, EEAEMREZSHNRESSERIRITEN AWS TR |
BZH S AWS ecurity PiIIar Well-Architected Fram ework & B9 E i i& FE R o

BT LAER AWS ERH AP ARBEMLE TR X-Ray, BEFRSAZFEUATAR

- RRRREMMHIL (TLS ) . BIMNEREA TLS 1.2, BIUEEA TLS 1.3,

. BEESHEAEE (PFS ) KWEREL , $I10 DHE ( K55 Diffie-Hellman ) 3 ECDHE ( It 48 & #
% Diffie-Hellman ) « KZHIRRLE (WM Java7 RESRAE ) BIFXLEER,

Lo\, HAERTGRIZES ID M5 IAM EEXBRAORZT B BHARNBERH#TZEE, E , BUUER
AWS Security Token Service ( AWS STS ) £RIEf Z & ZIERITBFERETZR,

AWS X-Ray 5 VPC KT R —i2FEH

MREGHEALSBREURESR (L5# VPC ) £E AWS &R , WA SZEEH VPC M X-Ray Z[HE
SMFEEEE, Xik Amazon VPC FIVRIREEW 5 X-Ray RE#HITBEM AR BRI LAHEERKRM,

Amazon VPC AJATHEZLEXHELMEFZ3H AWS BIR. AWS IR &8 VPC , &7 AR H &
MMEIRE , 10 IP ihuEE,. ¥, BHAKRMIMEMX, EF VPC E#E X-Ray , BEX —MED
VPC iR ZimARM T E X-Ray WAISE, Al RAVIER , TFE Internet WM<, Mtk FIR (NAT)
sk VPN iE#2, BEXEZELR |, 28 (Amazon VPC AF#ERE) ML E Amazon VPC,

0O VPC KT = H AWS PrivateLink—#h AWS HRIBHEEF | ZHAK AWS RS BEIFERTER
A IP it EMERNEZEOXMFEZANLREE. BXEZELR , 5/ (Amazon VPC AF$E
) FHHERE AWS BRSEEXXEM (AlJ) . AWS PrivateLink

EWER T SUEFTIEN X-Ray FEIE VPC LT R AWS XiF |, S5 250 Xig,
7 X-Ray 812 VPC im =

EFR/EN X-Ray 5 VPC — 2/ , iA X-Ray #IE#E O VPC im K.

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMBERTPEMIRR , RAEEFELUIRIKS.
3. ERHEER AWS X-Ray k& #i:com.amazonaws . region. xray.
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/
https://aws.amazon.com/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html
https://console.aws.amazon.com/vpc/

AWS X-Ray

FRARER

® AWS services
) Find service by name
D Your AWS Marketplace services

Service category

Service Name com.amazonaws.us-west-2.xray €9

A Filter by attributes or search by keyword

Service Name

com.amazonaws.us-west-2.transfer.server
com.amazonaws.us-west-2.workspaces

[ ] com.amazonaws.us-west-2.xray

4. EBREIEEMN VPC , RRHE VPC FEFREREA R

Owner Type

amazon Interface
amazon Interface
amazon Interface

REFR, AT FRPeiE— A‘”‘,\\ﬂfﬁﬁ

O, BANEFARNTHAXFEESNFM (ERSEFNERT ) , UBBRRENZEOQRI

BHEHITAXHENER. IRATIRE , FE

VPC* | vpc-4f6e3a37 ~C @O
Subnets = subnet-40d87938 (i)
Availability Zone Subnet ID
us-west-2a (usw2-az1) subnet-40d87938
[  us-west-2b (usw2-az2) subnet-ff4281b5
O  us-west-2¢ (usw2-az3) subnet-d14bfb8c
[0 us-west-2d (usw2-az4) subnet-1faf8734

5 (W) BRAERT , WS AFAE DNS |, LAfEHE

Ko ﬁ«rﬁ—.l-l’/{ﬁj%'lffzxa:
6. EEESHAMKZEOXKNZSA,

BEENSN TP EE - MO M%?&D o

B fE FABRIARY DNS EH1 & @ X-Ray K HiiF

A X-Ray 8 VPC IR
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Security group = sg-d4f14ff4 Create a new security group (1]

Select security groups a

&
Filter by tags and attributes or search by keyword 1to50f5

Group ID Group Name VPC ID Description Owner ID

sg-0683c... ssh-hitp vpc-4f6e3a3dy EC2-VPC launch-wizar... 979300271395

sg-0774... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC SecurityGrou. .. 979300271395

sg-0a46... launch-wizard-1 vpc-4f6e3a37 EC2-VPC launch-wizar... 979300271395

sg-0d62... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC Elastic Beans... 979300271395
B sg-ddf14...  default vpc-4f6e3a37 EC2-VPC default VPCs... 979300271395

Close

7. (WIE) EBEBENREKEZES I X-Ray RFHNIBENR. BRIAERT , ATFZ2HR.

413t X-Ray VPC % = 8917 18]

VPC i SIRBE R —H 1AM HIRKE |, SEIRSS R QB R ERNERSR. MREE Bk
REFINZEE , Amazon VPC 2R EHHIN— P ERIAKRE | ZRBATFNBRSHNTLHR. HRIFKERS
BEZRER IAM AF KBRS B ENRE, KB —NRIMAVRE | B T2 MK P EE RS #
ITHE . WmRREAHMRA JSON BAEE. AXESFEE , S5 (Amazon VPC A 1ER) H
HYfER VPC i K32 3 BR S5 89 177 B X BR o

VPC i SR BELE IR A LU HI3 25 X-Ray BREMIRR. Hlin |, EATLABIE — MY A
PutTraceSegment 14 FTE HMIRIER KL, XSRS VPC iy TEMAS MRS UF R ERHE L=
44 X-Ray , HELRRHIE, EXNEBEES LR/ EHASETMEMRAE,

THRAT X-Ray Hin LK R, 2R AVEE VPC EEED X-Ray B A B2 BREBERES X-
Ray , BZIE A THATE A X-Ray &1,

{"Statement": [
{"Sid": "Allow PutTraceSegments",

"Principal": "*",
"Action": [

"xray:PutTraceSegments"
1,

"Effect": "Allow",

2HIx X-Ray VPC i REY 5 8] 175


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

AWS X-Ray FEARER

"Resource": "*"

]
}

w8 X-Ray 1y VPC i LR B

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

2. ESMERP  ERIKS

3. WMRMEMKNA X-Ray BlEIHR , iHREN X-Ray 8l VPC i S PSRRI,
4. i%&# com.amazonaws., region.xray R , REIEERE R BRI+,

5. ERREXRK 6 ABRHITER.

X R X i

X-Ray BRIZHFU T HEM VPC KigTT R AWS X :

« XEFRE (BEXEBEN )

« XERE (FERIMILE )
- XEES (MAEELILE )
- XEES (HmBRM )

« 3EM (FFER)

« TAMKX (FE)

+ Asia Pacific (Mumbai)

« WAMKX (KR )

« TA#KX (HR)

« WA (HHI% )

- TARK (ER)

- TABK (FH)

- INEKX ()

« BNX (Z=%T )

- BMX (ZRE)

- BMX (%)
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https://console.aws.amazon.com/vpc/

AWS X-Ray

FRARER

o BUMX (K=)

o BRMNH#EX ( BR)

- Bt X ( HiEBERE )

« R (B

- EEM(ERF)

« AWS GovCloud ( EEFRER )
« AWS GovCloud ( EEAI )

XX
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AWS X-Ray 4l 5 25

£ GitHubiZft# AWS X-Ray eb-java-scorekeep RN FAFEF B R T LA AWS X-Ray SDK
KM Z AR HTTP YA, DynamoDB SDK B FimMl HTTP & Fif. ZRBINAREFAT AWS
CloudFormation 8% DynamoDB . 7ESE#I L4%1F Java RBBEAKRIZIT X-Ray SFHERF , TFEM
HMAE,

B S # Scorekeeep #i2 , AR HRZEMNFEA TN INEER AWS Management Console 7= 1
ZF. AWSCLI

dames
Username 9 tac
Create a game
random -]
| tac |
. Rules:
Session

= ) =) o
Games
-
t
 tac ®

| session ID ﬂ|

ZRGIBIEFR Web RARF. FTEAN APl AR E A T EM#EKIEN DynamoDB £, @8diE
g, BUHMEERNE AWS SDK B iR EAREH ERED B xray-gettingstarteds X4,
XREBEATHETRBBN S X, BT ZRBEEERST , BALURYE master 7 XHRER
DRI IR fR B R 2 4T o
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https://github.com/awslabs/eb-java-scorekeep/tree/xray
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arn:aws:sns:us-west-2:97930027 ...
4 AWS:SNS
scorekeep-session
AWS::DynamoDB:: Table

avg. 1 1 ms

avg. 10me 0.6 vmin
|
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms

0.07 vmin

SNS
AWS::SNS

scorekeep-game
AWS::DynamoDB::Table

60ms

0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

BRBREROUEX LM PR RERRN

« HTTP &R %88 - WwebConfig. java
+ AWS SDK EF it T E —build.gradle

ZR AR xrayd X BEFEREMHEHTTPClient, SQL &), BEX F2E&. BMAWS Lambdai
B R 4 53 B9 # R VAR RS AR AR
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/WebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/build.gradle

AWS X-Ray FRARIEE

NT XA BZAERKEEF 5EA T JavaScript B AWS SDK £/ |, iZxray-cognitoZ X HlH%5
Y Amazon Cognito XA F S RIEFMZTN. FIAM Amazon Cognito #ZRFIWREIUE , Web M
AREFEFREEIELREE X-Ray , ANEFHHNUAIERERER. XIKEHEFIREREREP
ERAEEHTR , HiExHMES , BEAFEEEENTEN URL MAFH ID,

&5 , xray-worker 2 XA IIZITHRNEH Lambda BEiE , FHE KB Amazon SQS BAI
MIE ., SHEKERE , Scorekeep Bia@PBAFIRIM—NIEH., A CloudWatch E4ft & # Lambda
THERFERLO MG FIZEINE , RAEFE#TAE | UESERICRZEMIE Amazon S3 LA
H5H,.

£

« Scorekeep RN AERF Al

- FFHRM S AWS DK &F ik

- BIEMINF S

- BFER. TBIEMAFS IDs

- KN4EE HTTP @A

o BN PostgreSQL EIEER AR
o UFREEAWS Lambda

- BB KRB

o RN AR

- Bl Web LARFEF IR

- ETHRLEPEARMINE iR

Scorekeep RN AER Al

RHIEMEA Scorekeeep RN FAEF M xray-gettingstarteds X , Z2XHATF AWS
CloudFormation 812 FELEE Amazon ECS LT REINARFM X-Ray FHEFHNER. ZN
AR Spring 228k SEH JSON Web API , #AFHERE EART Java B AWS SDK Z|
Amazon DynamoDB. RiARRFHH serviet TIERLRNMNARFLENFTEEAER , T AWS
SDK & Fim LW E R 2 U A T %0 DynamoDB M TR A

A LAE A AWS Management Console 23R % 3] &<#(% AWS CLlI,

Sections

< RREH
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AWS X-Ray FRARIERE
« FRALUTES%% Scorekeeep B2 F CloudFormation

o ERBRERHE

- EHEFERHBE AWS Management Console

 BiE Amazon SNS &4

« XN AEF RS

- A% SRNRE M

- BE

- BESR

FRF M

R FE AWS CloudFormation Al FRIZFME Bz 1T RAINARFM X-Ray STHFEFINER. TEM
AXBEFTERZUTEREMS -

(o

1. MREEARBRERE IAM AP, BE IAM 25 & RARINELT -5

« AWSCloudFormationFullAccess— B F{EMA CloudFormation

« AmazonS3FullAccess— CloudFormation f§ F {184k 324 £ 4% Z] AWS Management
Console

« TIAMFullAccess— #1# Amazon ECS I &k EC2 L& &
« AmazonEC2FullAccess— f|# Amazon EC2 &R
« AmazonDynamoDBFullAccess - Al F#|% DynamoDB %
* AmazonECS_FullAccess - A T #I2 Amazon ECS &R
« AmazonSNSFullAccess - Fi T 8] Amazon SNS £&
« AWSXrayReadOnlyAccess - I T&E X-Ray & & # iR Ex ith B F IR ER A PR
2. EERTHEAHIE AWS CLI, BLRECLIRAKR 279 HESHEAE , AEAL—THWRAFEE

CLl, EFRAFEEN , HHBAKRE AWS CLI BEEXE, MRRBEEXE , WHEEF --region
AWS-REGION HitnE|Z—/ CLI 5,

3. WMRERE Git, MERERFNARFFHE
4. FERUTRERHEIZE Scorekeep 771 FER xray-gettingstarted 2% :

git clone https://github.com/aws-samples/eb-java-scorekeep.git xray-scorekeep -b
xray-gettingstarted
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FERLL T a5 %% Scorekeeep B FFEF CloudFormation

AWS Management Console
2% ~OI8 AR AWS Management Console

1. ¥TFF CloudFormation 2l &

2. EERGIEMK  RAENTHEEDERFERFRR,
3. HEEEEIRID , &F EEAERMH,
4

BB H , SMEBIRE git EEERSIE2M xray-scorekeep/cloudformation X4
X, REIEE cf-resources.yaml X4,

WET —HBAgkEL,

6. HEHRBMIAREPHMA scorekeep , REEBRTHKBN T —SURE, FIE , KRB
HERIBORIEHELRE WA N scorekeep,

7. RYPIEEHBETTEEE , EET —TUUARE,

8. RzE “EF MEEEZ , EFHIA CloudFormation A LABIZEEBEN B IAM BRHNE
ENE | REIEFR OB,

9. CloudFormation R IEERIER, R EEE D HALAREFN CREATE_IN_PROGRESS ,
RIEZ N CREATE_COMPLETE, MRANASERER , Lt LARIF T MEH,

o

AWS CLI
EAZ&ERBINHARER AWS CLI

1. SMBEHEEFEMEREN cloudformation FEM xray-scorekeep X#H XK,

cd xray-scorekeep/cloudformation/

2. ®WALLT AWS CLI 53K 8|2 CloudFormation #4% :

aws cloudformation create-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

3. Z3Z| CloudFormation HARIRASZ HCREATE_COMPLETE , KAFZER o4, FHALUT AWS
CLI i TRERE :
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aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

A4 RR R R BN

ROIBARFSE—N% Web AR, £/ Web SARFRER AP REHFREHRELED
X-Ray, B4 , A AWS Management Console 5 AWS CLI# % Web R A& URL :

AWS Management Console

FREHRR AR URL AWS Management Console

1. $TFF CloudFormation &l &
2. MIIRAFIEE scorekeep Hik,

3. % scorekeep HtRMEH LEFRRH HET+ , A/F%EF LoadBalancerUrl URL 8552377
Web @Fﬁﬁﬁ"ho

AWS CLI
EAERMARRF URL AWS CLI

1. FHAUTHSIER Web RAREFH URL :

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].Outputs[@].OutputValue"

2. EFtk URL HERXEBFHRITHLLE R Scorekeep Web AR,

£ Web R 12 Fr 4 B IR BR 3R

1. 1%&#% Create XBIZAFM&E,

B A game name , i Rules i&&N Tic Tac Toe , A/F%#R Create I — M.
1E$E Play LA 3030

1 3 4 ] 3 1T 8 3 0 BB clUREROIR 2o

R
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ERBANTRBMEKRE APIBY HTTP F3R , #X DynamoDB #{T FilFAMA , LEBMEARF, &
&, R, B NRSHE.

EREFERHEE AWS Management Console

A BUE X-Ray 1 CloudWatch #2514 255 751 B P 12 7 4 B B BT B BT
X-Ray console
£/ X-Ray %l &

1. #TFF X-Ray #Z &l & F IR Brith B TUTH

2. EBHANERZBRSNERRRER , X2H X-Ray MANARFRXENREREBEERN, F
ZrY , FLRBREHENNEE , MBRESERBEERZE3Z Web N ARF KA
BRER,

0 Last 15 minutes ¥

Custom (UTC) Relative

minutes () (5 (350 (30

Hours (1) (2] (3 (&)

ZIRREEE R Web RAREREFEFIK. £ Amazon ECS HiZ1TH APl , LR N ARBRFEANESA
DynamoDB &, MNABRFHNENMNER (REANUTEENESVEARERY ) BZIRE (ERAER
BX APl | AR TERSWIER , RETK.

ALERSEFPERE-—TR , RKEBNZTLREXNRENFRNVIEE, BAl , Amazon SNS iR
ERANER, RATHER,
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100ms

0.07 ymin

arn:aws:sns:us-west-2:97930027 ...

4 AWS::SNS
scorekeep-session

AWS::DynamoDB::Table

avg. 1 Oms
L
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

'Y
710ms
avg. 8ms 0.07 vmin
5 tmin
SNS
AWS::SNS

scorekeep-game
AWS::DynamcDB::Table

60ms
0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

ERERRER

2

1. &ERN SNS T R, FRERZT RNFEAREEER.
2. EBRERRERUGRREERRE.

3. MERERIRPERRER, ZREZXBHERNURL, RAERERFHBEIZEN , MFAEXEA
B SREY B R
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Q, senice("SNS") © | Last5Minutes v Es

Trace overview

Group by: URL -
URL - Avg Latency - % of Traces ~ Response .
- 1.3 sec 100.00% 1 0K, 0 Throttied, 0 Errors, 0 Faults
Trace list (1)
ID - Age - Method - Response « Latency - URL = Client IP « Annotations «

...48[)561 1.1 min 1.3 sec 0

4. EEBEUEEZ Amazon SNS 7B EIRIRSESR |, 37 SNS ¥ B RETTH.

Traces > Details

Q 1-62f40175-86b347fc50bc57a992e9b835 0 2
Timeline Raw data

Method Response Duration Age ID

- - 2.1 sec 8.3 min (2022-08-10 19:05:25 UTC) 1-62f40175-86b347fc50bc57a992e9b835

¥ Trace Map

E Q l Q Map legend @

2.11s N 728ms
1 Request 1 Request
Client Scorekeep SNS
AWS::EC2:Instance AWS::SNS Services Icons ()
m Health = Traffic
No node resizing
Name Res. Duration Status D.Dlms 2uc:ms 400|ms GDnlms Bmllms 1.|Os 1 ‘?.s 1 .flls 1.|Es I.IEs Z.Ps z.|25
¥ Scorekeep AWS::EC2:Instance
Scorekeep - 2.1 sec
SNS 400 728 ms Subscribe

P SNS AWS::SNS (Client Response)

5. X-Ray SDK £« B3 #IRHER A AWS SDK & im 5| R ) 7 F H i FHKRIRER,
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Subsegment - SNS x

Overview Resources Annotations Metadata Exceptions i

Working directory  /varfapp/current
Paths -

m

Cause

com.amazonaws.senvices.sns.model.InvalidParameterException: Invalid parameter: Email address (Senvice:
Amazon3M3; Status Code: 400; Error Code: InvalidParameter; Request ID: 8d29cd97-003a-5e7 d-9dfb-
9cffe0b7b9ab)

at handleErrorResponse (AmazonHitpClient java: 1545) =

at executeOneRequest (AmazonHitpClient java: 1183)
at executeHelper (AmazonHtipClient java:964)

at doExecute (AmazonHttpClient java:676)

at executeWithTimer (AmazonHttpClient java:650)
at execute (AmazonHttpClient java:633)

at access$300 (AmazonHitpClient java:601)

at execute (AmazonHttpClient java:583)

at execute (AmazonHttpClient java:447)

at dolnvoke (Amazon2MSClient java2003)
atinvoke (Amazon3M3Clientjava: 1979)

at subscribe (AmazonSMSClient java:1881)

at createSubscription (Utils java:34)

at =clinit= (WebConfig. java:52)

at forhame0 (Class java-2)

at farflame (Class.iava 348}

CloudWatch console
A 4] CloudWatch &

1. $TF CloudWatch 12 &I & # X-Ray iR Erith B TTH

2. BEEAFETZRSHBEERTER , X2H X-Ray MIANARFAEZNREREERN. &
Ent , S RRRRBEAREE , LBRYSEREEHIXB31Z Web MARR USRI PR
BIRER,
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Add to dashboard 5m 15m 30m 1h 3h 6h Custom

REEERT Web RARFE IR, HILD# EC2HIZ{TH APl IR ZNARFERNEN
DynamoDB %, X NARFHNEMNER (ZSNTRENSYRAFERY ) BZRRE (ERNER
EX AP |, EREX TRERSHER , RETK.

AUERSEPERE-—TR , RKEBEXNZTREHRERBERNERE. BA , Amazon SNS T |
T RAEE, RATHER,
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DynlamoDB Table

O storekeep-game
ynamoDB Table

scorekeep-move
DynamoDB Table

-

Client

O Scorek
ECS Container

O scorekeep-session
DynamoDB Table
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ERERER

1. EFERN SNS TR, B THER SNS HRIFHAEEER.
2. EREFRERULERERE,

3. AIMTEEE , MRERFIRPERRIR, ZREFZEEFES URL , RN ERERHEIZR
B, TR X% A8 RE9 06 RL,
Traces Info 5m 15m 30m 1h 3h 6h  Custom

Q, Filter by X-Ray group service(id(name: "SNS", type: "AWS::SNS")) y
4
m ® 1 traces retrieved
BQuery refiners
Traces (1) Add to dashboard
This table shows the most recent traces with an average response time of 2.11s. It shows as many as 1000 traces.
Q, Start typing to filter trace list 1 1]

ID v Trace status v Timestamp v Response code ¥ Response Time ¥ Duratior
..86b347fc50bc57a992e9b835 ®@ok 19.17min (2022-08-10 12:05:25) - 2.11s 2.11s

4. HEDEREALEKRRILERE Amazon SNS F4 B , RFiEE1Z SNS FOARNRERMFUERR
EHAREE.

Segments Timeline info

0.0ms 200ms 400ms 600ms B0Oms 1.0s 1.2s 14s 16s 18s 20s 225
Segment status Response code Duration L L L ! L L L L L L L )

¥ Scorekeep AWS::EC2:Instance

Scorekeep @ ok - 2.11s |

SNS @ Fault (5xx) 400 728ms I sbscribe

¥ SNS AWS:SNS

SNS A Error (4xx) 400 728ms | Suhscrin|e
Segment details: SNS

Overview Resources Exceptions

Exceptions
Working Directory Paths. message

- Invalid parameter: Email address (Service:
‘AmazonSNS; Status Code: 400; Error Code:
InvalidParameter; Request ID: 8b80c997-
630d-5c94-a67f-92f960ba0d3e)
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FEEEH , £ WebConfig 35 | M createSubscription BRIFFIR AV B FoB4F Ut TR, £
—TH, BRITF2EERER,

BLE Amazon SNS &4l

YA SEREX AT , Scorekeep fEF Amazon SNS XX EH, YNARFEIN , EL2EiRARN
CloudFormation #4581 E LY &8 FRB A st 81 2BiT 50, ZAA BRIk M, BEEASE FHRHLL
BREA , ANEBEREHEPREE ROXK,

AWS Management Console
FRAEEL S SNS B AWS Management Console

1. #TF CloudFormation ##l&

2. TEHIFRPIEEF scorekeep HIXBMB UM RIEIZRE , REEREH.
3. MREFNEAFIHAER , AGETEFHEXRTELNT D,

4., TEIIRFKEEFHESH , FRIAEERNBERO B FHR bt

EcsinstanceTypeT3
Specifies the EC2 instance type for your container instances. Defaults to t3.micro.

t3.micro

Email

UPDATE_ME|

FrontendimageUri

public.ecr.aws/xray/scorekeep-frontend:latest

5. RIFMERBHEET -,

6. RPN ‘EF NHEHMES , EFHIA CloudFormation AILABIEZEFBENEZBHH IAM BEHN
E%AE  REEREEHHEER,

7. CloudFormation R IEEE#HH, RPN ER DM EARE) UPDATE_IN_PROGRESS ,
RN UPDATE_COMPLETE, MBSNAEHEH , th al LARIFT A,
AWS CLI
AR EL D% SNS EH AWS CLI

1. ST ZH8IEH xray-scorekeep/cloudformation/ X#X , REE NN EERITH

cf-resources.yaml X4,

fii 8 Amazon SNS &4l 191
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2. 1 “BFEBH SEP K EZDefaultE , RENEMNERUPDATE_MEJ B RHY BB F HB 44 itb
ik,

Parameters:
Email:
Type: String
Default: UPDATE_ME # <- change to a valid abce@def.xyz email address

3. fEcloudformationX ke | FEALLT AWS CLI to 5 E# CloudFormation #i% :

aws cloudformation update-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

4. %7 CloudFormation ##IRAZ HUPDATE_COMPLETE |, X EE 9%, FEHALUT AWS
CLI i S RERS :

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

E# TG , Scorekeep EFBFH OIEX SNS EBMIT ., HETRIFENET , BB FHR4HFIA
TR ERE#H, IHREEE , BIEXT SNS BVEATBXRK,

X 52 B2 P 72 Fr R

£ Java F , NARFREIZ—D HTTP Web API , AJEE 7 # A X-Ray SDK for Java, &
CloudFormation #ixZ8E N ARRFE , ©2 6l DynamoDB &, Amazon ECS &L KT ECS £
1Z1T Scorekeep FIEMNHMARS . ECS WEFE N XK 2BE 62K CloudFormation, LI HE X
ECS £HFTBUNESEANESRZREG, XLEMEMNE S X-Ray 2 ECR H3REl. Scorekeep API &
SIEE B FH A Gradle B APl, Scorekeeep BIinA BRI B ERE T HE A nginx KE RS IRV EIIR.
LIRSS BRI BB Japi FFLHIBRBHEREE B E AP,

ERNMEANHTTP B3R , NAEFFRMN SDK MM TracingFilter,

Example src/main/java/scorekeep/WebConfig.java-serviet I3 885

import javax.servlet.Filter;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
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public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFiltex("Scorekeep");
}

WFESSAKEEXNARFLCEFIEEAERNEBERSEE | @R URL, H%E, MRS, F
ME BBl A 45 SR At Al .

NMARFE&ER ERAT Java B9 AWS SDKXY DynamoDB T AR, ERNXLEA , NAR
FRENE AWS SDK #XxH FERERKBIN , AT Java B9 X-Ray SDK « BEIRMFTE AWS
SDK & F i,

MARFEA Docker 7ERH| LA RN , A Gradle Docker Image M Scorekeep API
Dockerfile X#HZ1T Gradle #£H ENTRYPOINT £ B MY ATHIT JAR,

Example f#£ /A Docker @i Gradle Docker BR & 1THIE

docker run --rm -v /PATH/TO/SCOREKEEP_REPO/home/gradle/project -w /home/gradle/project
gradle:4.3 gradle build

Example Dockerfile ENTRYPOINT

ENTRYPOINT [ "sh", "-c", "java -Dserver.port=5000 -jar scorekeep-api-1.0.0.jar" ]

HE4mIFHE , build.gradle M Maven T& SDK FH&E3R |, 73 7ERFFIX &£ FRIR 7 B N KRBT,

Example build.gradle - #H&i1

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile('org.springframework.boot:spring-boot-starter-test')
compile('com.amazonaws:aws-java-sdk-dynamodb')
compile("com.amazonaws:aws-xray-recorder-sdk-coxre")
compile('"com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")

}

dependencyManagement {
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imports {
mavenBom("com.amazonaws:aws-java-sdk-bom:1.11.67")
mavenBom( ' com.amazonaws : aws-xray-recorder-sdk-bom:2.11.0")

. AWS SDK #1 S AWS DK Instrumentor FiER 7 2 BN EEH SDK # 17 4E{r] T 5518 A Air
AWS le‘ﬁ':"% Yo

MEFRB D BRBFEHDIE X-Ray API , WFEEMFEA X-Ray #HEFHFEFMITRED UDP %O
2000, Ft , MARFiL X-Ray #EFHFEFIE ECS LENM INAERS Scorekeep MAREF — 2 %P
ENRBRHIZT,. TS X-Ray TP EFETATHREZEE,

Example ECS 5 E X H M X-Ray BT EFARE N

Resources:
ScorekeepTaskDefinition:
Type: AWS::ECS::TaskDefinition
Properties:
ContainerDefinitions:

- Cpu: '256'
Essential: true
Image: amazon/aws-xray-daemon
MemoryReservation: '128'
Name: xray-daemon
PortMappings:
- ContainerPort: '2000'
HostPort: '2000'
Protocol: udp

X-Ray SDK for Java £ 7 —1N&H AWSXRay K92 | ZEKEMLBICRKS , ETR TR

MW TracingHandler, ZBAIEEL R ICRJ[UEEX NEZA HTTP ARAAIE D EREY
AWSXRayServletFilter, ~flEFE WebConfig KA —MNESHKER | ZBIERERBHF RH]
MW EE £ /id KT,

Example src/main/java/scorekeep/WebConfig.java-FZ 1l

import com.amazonaws.xray.AWSXRay;
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import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
ECSPlugin()).withPlugin(new EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

xray.AWSXRayRecorderBuilder;
xray.javax.servlet.AWSXRayServletFilter;
xray.plugins.ECSPlugin;
xray.plugins.EC2Plugin;

.Xray.strategy.sampling.LocalizedSamplingStrategy;

AWSXRay.setGlobalRecorder(builder.build());

ZROIMERERESMERE BN sampling-rules. json BISCHFBYREEH N, EEHMNIEE SDK ig

FAEAFS

7 EBREIRE,

Example src/main/java/resources/sampling-rules.json

"version": 1,

"rules":

{

L

"description'": "Resource creation.",

"service_name":

"
’

"http_method": "POST",
"url_path": "/api/*",
"fixed_target": 1,

"rate": 1.0

"description": "Session polling.",

"service_name":

"
’
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"http_method": "GET",
"url_path": "/api/session/*",
"fixed_target": 0,

"rate": 0.05
},
{
"description": "Game polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/game/*/*",
"fixed_target": 0,
"rate": 0.05
},
{
"description": "State polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/state/*/*/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}

}

RERNHELT EANEESCREANMBIAGAN, N TFEMEAER , SDK BE LK IRF 1T B
EXHN, SDK NAEFERNTE, BENRSBHTENSE — NN, 3T Scorekeep , F—1H
NBEINAEY 1 MERVEEBFRM 1.0 WRRRHIRFAAA POST EXK (RIREIZBA) , NE , &
WEEEBRE , #3R 100% BYiE XK.

SA=ANBELANRA 5% WER , T 2E, FRARSEMEBEESR (GETHER ) o XHA
URAGERDEImNBRABZFTMER/LDHEIAHNERARANRER. XTHEEMER , &
NMHEEMRINERFEFY 1 MER , BERHA 10%.

REINARFERERT MAEASREE , 0F3) SDKEFmRN, SIEEMFoBME&H HTTP B
. BXEZEE , 2/ AWS X-Ray REINAREF.
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Ak - RIEAPR SRR

Scorekeeep ECS &85 H AmazonSNSFullAccess #1 AmazonDynamoDBFullAccess &8
HRIRBEKIGERR. WTEFNARFMS , EATEFRRBEATRREME. U T REIEH
DynamoDB IAM REEURRANAREFNZEME, EFHATH IAM RBETPNRELHESEK , H5H
AWS X-Ray B B MG R EE,

Example cf-resources.yam| R & & E X ECSTask

ECSTaskRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: "Allow"
Principal:
Service:
- "ecs-tasks.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyAzrns:
- "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"
- "arn:aws:iam::aws:policy/AmazonSNSFullAccess"
- "arn:aws:iam::aws:policy/AWSXrayFullAccess"
RoleName: "scorekeepRole"

EFHRE , BHEEERE DynamoDB &R ARN, RiE , FABEEN IAM FEEHH ARN, &
&, iz 2SS B8 & U

a2 5 DynamoDB &R ARN :

3T DynamoDB #2414,

MEMSEFEER,

EBRIEE— scorekeep-* ERERMWFMEERE,

ERRETFT | ERHMERRFUES  EF Amazon BREH (ARN ) . EHIZME,

 ARN FEAZILAT IAM KBEH | FF AWS_REGION BN EELMNEAXEHFMEK, ID
# AWS_ACCOUNT_ID ., WFHFRENATFHITIEENRE , MIEAFHRITEMREN
AmazonDynamoDBFullAccess KB,

o M w0 bnhp =
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Example

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ScorekeepDynamoDB",
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb:Query"
1,
"Resource": "arn:aws:dynamodb:<AWS_REGION>:<AWS_ACCOUNT_ID>:table/
scorekeep-*"
}
]

NMARFAUEHNREB —BNmBAE. JLUUEA scorekeep-* N IBERFTE Scorekeep Ko

B IAM KB

-_—

© © N o g M~ b

M 1AM 2 #| & FTF Scorekeep E5 A E (scorekeepRole).

1%4% AmazonDynamoDBFullAccess RE&SSAAYEEAE , ARG BRI BRIt SR BE
IERRMNR |, AREEMR KR , SRR OIERRE,

% JSON R+ |, RSN L E 62 AR,

ERHES , E&T—F : %,

ERNHES, E&T—5 . &F,

EEMH , ARBDE—NE

FEREEED , LR 012K,

TN KM IR scorekeepRole A, MMM KR EXTREEE) LT REEN,
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MR FH KB B ZscorekeepRole A | N AZTEMIBR CloudFormation #E4% 2 Bl H %
B, B9 UCR ey S8R PR LE HEAR AR BRI BR L SR BE BN T & B B ANtk BR B

BR B E X IAM KRE

1. 17 IAM BEEEFHA,

2. MNEMSHEESD | EFRE,

3. BREATNRLMRCIENBEKR , ARERKRENZUNEERANREERE.
4. GERBRETHRIIR , REIEERER.
5

BABESKRBENEN , AEEEMERABIAMER. HRES2B3EUEM I scorekeepRole
ABHIEEE,

it

BIRBLLT SEBMIBR Scorekeep R ARRFEIR :

® Note

MREERARHENG — B0 IR T BE SRR , WAMENFBERE
B , scorekeepRolefRf5 = BEMIBR CloudFormation 4%,

AWS Management Console
{55 F ) B o 451 2 FH #2 /& AWS Management Console

1. $TFF CloudFormation &l &
2. TEHIRAPIERE scorekeep R BME UMW EIRIRH , REIEZEMER,

3. CloudFormation 4% ZL1E IE R4 BR. HERRDSHEELDHARE R
DELETE_IN_PROGRESS , BEEIFTE ®REM ER. MAFNLEHER , LA AR TE,

AWS CLI
{55 7B 1 BR 7= 451 B2 FH#2 /F AWS CLI

1. HALLT AWS CLI a5 BR CloudFormation 4% :
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aws cloudformation delete-stack --stack-name scorekeep

2. %% CloudFormation R FEFE , ERKAEZEER D, AT AWS CLI i TR ERS :

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

s B IR

ETHEX X-Ray WEZEE , BZHT —EAWS X-Ray 1=,

ENAREACHNARS , ¥ T HEERT Java B9 X-Ray SDK s E At X-Ray FH)— SDKs :

« X-Ray SDK for Java - AWS X-Ray & F Java 9 SDK
« X-Ray SDK for Node.js - AWS i&F T Node.js #J X-ray SDK
« X-Ray SDK for .NET - AWS X-Ray & F.NET # SDK

BEEAR#HEARMIZIT X-Ray FHEF AWS |, FZHAWS X-Ray FHEF,

EH EW RGN AREFMERE GitHub , 5 feb-java-scorekeep,

FZEM S AWS DK B F ik

HREMEKF B P ZE SDK Instrumentor FHERES , AWS @A T Java ) X-Ray AWS SDK £ H
FHRMFTE SDK & F o

SER BUBE M BR Instrumentor FRERRER B3 F P imRN o X & A LA F SN — L2 7= b 1 72 B
S—EEPR, REETEFF R LEATRRERLERER.

AT HBNNASE S AWS DK BN XS , NMARFNRELGER
FFAmazonDynamoDBClientBuilder¥E N A/, XML EREPHNIFERLBEFZELS, WA
B & A SDK X LR Fim# Xt DynamoDB KIFTE Ao

Example sxc/main/java/scorekeep/SessionModel. java - F31 AWS SDK & F ix

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;
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public class SessionModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Constants.REGION)
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecoxrdex()))
.build();
private DynamoDBMapper mapper = new DynamoDBMapper(client);

RS M B KRB P R AWS SDK Instrumentor 73R |, N REF 8N AWS SDK B RS
SHNEREZEEH,

I I F 70 B

ERPRERT  NABFREFHCRFOR , EX saveUser BRBPHMITHIAIAE TirERART
DA IMTEHE,

Example sxrc/main/java/scorekeep/UserModel.java - BEN F5 &

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

public void saveUser(User user) {
// Wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## UserModel.saveUser");
try {
mapper.save(user);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay .endSubsegment();

ICFER, THBENMAF IDs

R AEREP , BHNARFFERREFE DynamoDB H it , #LKF Game XY RiIZFK B TEHIER
o BH, ZNABRFMERICE IDs HERFR , MESTEHRREX—BEM,

Example sxc/main/java/scoxrekeep/GameModel . java - T B THIE

import com.amazonaws.xray.AWSXRay;
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import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

ERohiE4Issd  NAREF IDsEAICFEA P setUser, AP IDs#IZREXEBNEIMNFRT |, HiEF

eI AHEBRER,

Example src/main/java/scorekeep/MoveController.java — B ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionId, @PathVariable String
gameIld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUser(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}

ARMTHE
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wNEE HTTP A

BRI EXERMARFINAER X-Ray SDK for Java B9 HTTPClientBuilder hRAS3RAS N 4% H
HTTP @A,

Example sxc/main/java/scoxrekeep/UsexFactory.java— HTTPClient {88

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://uinames.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

MBEHFERA org.apache.http.impl.client.HttpClientBuilder , M REMFEHA

com.amazonaws.xray.proxies.apache.http.HttpClientBuilder WiE @ HIZEN S HIE
A,

¥ MFE PostgreSQL i ERY A H

application-pgsql.properties X#fF X-Ray PostgreSQL BREREEHEF AN E
RdsWebConfig.java HFIZHEKER

Example application-pgsql.propexties - PostgreSQL BiEEHR N

spring.datasource.continue-on-error=true
spring.jpa.show-sqgl=false
spring.jpa.hibernate.ddl-auto=create-drop
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spring.datasouxce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

(@ Note
BRI PostgreSQL HIEFEFMEINARFIRNIFMELR , BESH https:/

docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.managing.db.html FF & A &
1E® HYAWS Elastic Beanstalk £/ Elastic Beanstalk Bt Bz &,

xray X X-Ray BRI EBE —MEARNMWBBREKBRENETR , LEBRERE REXEERN
SQL EHANEER. SMEEEETHWNARERFRH /#/xray KR, EBRSMEHRH Powered by
AWS X-Ray BEFZERA

SQL & im
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Scorekeep Instructions Powered by AWS X-Ray

AWS X-Ray integration

This branch is integrated with the AWS X-Ray SDK for Java to record information about
requests from this web app to the Scorekeep APL and calls that the API makes to Amazon
DynamoDB and other downstream services

Trace game sessions

Create users and a session, and then create and play a game of tic-tac-toe with those users.
Each call to Scorekeep is traced with AWS X-Ray, which generates a service map from the
data.

| Trace game sessions |

View service map AWS X-Ray

Trace SQL queries

Simulate game sessions, and store the results in a PostgreSQL Amazon RDS database
attached to the AWS Elastic Beanstalk environment running Scorekeep. This demo uses an
instrumented JDBC data source to send details about the SQL queries to X-Ray.

For more information about Scorekeep’s SQL integration, see the sql branch of this project.

Trace SQL queries

View traces in AWS X-Ray
ID Winner Loser
1 Mugur Gheorghita
2 Paula Adorjan
3 Apylog Stela
4 {1 Parvana
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1%&$F Trace SQL queries UM S EHNERFREMMOBIEEH, RE , &EF “E AWS X-Ray
PFEERE , EERXTRHENTNXIZ API /api/history & BRERIIR,

MiZFIRFERE - NRERUEEREL , 21 SQL i,

Q, 1-58eee50d-334cbdaddB40de 1085223037
Traces » Details
Timeline Raw data
Mathod Response Duration Age o
GET 200 16.0 ms 2.6 min (2017-04-13 02:42:37 UTC) 1-58eee50d-334cbdadd840dc 10 85a23037
Hame Reas. Duration Status . Orms R 4 Bms & Oms B s i 12ma 1dms 1ens 1fims
1 [l 1 1 i 1
* Scorekeap
I ——
ebdbi@aalTkgs)I75i8 - 1.0 ms

N TR AWS Lambda

Scorekeep AP AWS Lambda B, F—/ 2% B lambda 7' X # Node.js ¥ , ERFHAFPE
REENEF. MRAFEAELERKRBABH , MZNARFFES E/AT Java B AWS SDKIEH
%A random-name MEH, ER T Java B X-Ray SDK £ ¥ B idxAEXx% Lambda BWiFHME
B, BB ERANEE AWS {LH SDK & F i TRV E 418 B —#.,

® Note

11T random-name Lambda B{ZEE7E Elastic Beanstalk MRS HM R R, BxiF4HE
EMiE8E , SR AR : AWS Lambda £/

FE-MNEEN scorekeep-worker , B —MHITF Scorekeep API iZ1THY Python BI¥i. =Hiff
HEERET , AP JF41E ID FHEI ID BA SQS A5, THELRBEBUSMBASIFIEERIE , AF1EHA
Scorekeep API k3 Amazon S3 PV E# BB MNER K FENTEIZ R,

Scorekeep ‘BIE A T I XN EEA AWS CloudFormation HEARMEIA, BHFEEERN X-

Ray SDK SEHABLSE , Atk , XEERTFEMRBEN TR ZEE, EZPFE Scorekeep

B, .ebextensions XX+ IEME B4 FoIE— /NI E SDK BRSHER AWS Command
Line Interface BRI B MELE,
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o FEHLER
« ITHELE

BE AL 5

YAFREREEREREEAFBNBERTEIERSTER , Scorekeep A AR BFEHE, X4
Lambda & 3EXf random-name WA , BiREERERIRL , HHPEE X-Ray SDK for Java EAR R
BR ID ME#E#RE,

FHFEMMEHENIER |, Lambda 21T X-Ray #EFPEFHREF N K. E—NoRIEEREXAE
ABEEM Lambda HRAMWELR. {EM Lambda WAEE |, Z72 BREE5 Scorekeep 1Bxk M 70 ERHEE
WER. F-NDBRRTEBFTHE T,

Lambda @3 B = T 3OS BB S B % F| X-Ray SDK, fE# M Lambda Bkt , &R ER SDK 7
EABERBES R, Lambda FRE DB , H ELFER SDK RUEFIHMEAF DR,

avg. 629ms

1 t'min

random-name
AWS: Lambda: . Function

SNS
AWEIENS

avg. 443ms

9 t'min

random-name
AWS: Lambds

Scorekeep
AWS: ElasticBeanstalk:: Environment

random-name BEI¥XTE Node.js #3£H, ©H Node.js JavaScript F i SDK B & # SNS
RFEEH , FH Node.js B9 X-Ray SDK K& S AWS DK BF i, I TENER | ZHEA A
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AWSXRay.captureFunc SIEZ— PMNEENFHER , AELIRNNEBFEANZER, &£ Lambda F ,
BETEAEEFEIRBEARBS R , MARNAEBEALCENF5 R,

Example function/index.js -- BEHLBZ#: Lambda BIEX

var AWSXRay = require('aws-xray-sdk-core');
var AWS = AWSXRay.captureAWS(require('aws-sdk'));

AWS.config.update({region: process.env.AWS_REGION});
var Chance = require('chance');

var myFunction = function(event, context, callback) {
var sns = new AWS.SNS();
var chance = new Chance();

var userid = event.userid;

var name = chance.first();

AWSXRay.captureFunc('annotations', function(subsegment){
subsegment.addAnnotation('Name', name);
subsegment.addAnnotation('UserID', event.userid);

});
// Notify
var params = {
Message: 'Created randon name "' + name + '"" for user "' + userid + '".',
Subject: 'New user: ' + name,
TopicArn: process.env.TOPIC_ARN
¥
sns.publish(params, function(err, data) {
if (err) {
console.log(err, err.stack);
callback(err);
}
else {

console.log(data);
callback(null, {"name": name});
}
18
};

exports.handler = myFunction;
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TR BIR ATEF B E Elastic Beanstalk BY , B SIZBLEE, xray 72X BFE—MNATOIEZ
H Lambda BB A, .ebextensionsXHRAPWEEXHEFHBnpm instal1HAEIEAMER
®E , RIEMEA CLI AWS E# Lambda B3,

TR

RN TELREEREECH D X xray-worker F#ft | XEREN , RIELEVBRIELER
HAERTR , BNZHRTEZT. BRUH , FSHAD X BB,

ZEBBE 5 28— X EGHM Amazon Events CloudWatch B4t % . MiZEBUEITE , ESM
Scorekeep EEM Amazon SQS RAFIFRHEINE, BXEEHTEERETKIBERHES,

TELEFMERIC TS| AR EARPHEFRIC RN, Fl#0 , DynamoDB HHERIZFK I EHE
HRBEHRTHBEINIR, ZIRTESEHELS , MR IDs FRELIRRFHB,

R2EMRSLFFEASIAH. EAXAMRELERKRPHFZEI K , EFEHANEBRKIREE X EXH T
BER. THELEQEUHSIAMAXERE , RN TEIZFKMERN Amazon S3 FHI#E — 3 #,
LBENHBIEHR T oM |, B LRI A Amazon Athena E3Z7E Amazon S3 AR HIRIZITER , MK
FETENFERBIETHRPE DynamoDB Y EIE,

Scorekeep SCorakeep-game
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THEEZERKEEBHE AWS LambdafVELE S AESIRER. SHIlGEERHTRE , worker Tl
kB ERNNARFENIER , Bt AWS Lambda T2 K EIBRERIRL, FIAEZERE |, Lambda 6l
BIRER ID HHIEREREK,

E AT Python By X-Ray SDK R2E¥INE /LT, B TS ARUEA AT E@H ETHpatch_alli
BKIERN HT Tclients , EAXIEA Amazon SQS Ml Amazon S3, AWS SDK for Python (Boto) % T
YL 2 Scorekeep API B , SDK 3§ IRERFRLRINEET AP BRERAAKERH,

Example _lambda/scorekeep-worker/scorekeep-worker.py -- THELFE Lambda BiEX

import os

import boto3

import json

import requests

import time

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
queue_url = os.environ[ 'WORKER_QUEUE']

def lambda_handler(event, context):
# Create SQS client
sgs = boto3.client('sgs')
s3client = boto3.client('s3')

# Receive message from SQS queue
response = sgs.receive_message(
QueueUrl=queue_url,
AttributeNames=[
'SentTimestamp'
1,
MaxNumberOfMessages=1,
MessageAttributeNames=[
'All
1,
VisibilityTimeout=0,
WaitTimeSeconds=0
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N = B

ERAT Java By X-Ray FRTEBEHBNEABERCUBRD R, REBFEREEEAN , BT AERLNA
ERWRMERTFOR , MASHIARE, ER , NRMFEZRAESHIRBPEALZIRANEFS K , e

18 SegmentNotFoundException ).

BaIBE Web NARFHNIMVEBERMBIRZAZIT , HItEBEEFHLURDEUFHTR
M, Scorekeep EH WebConfig XHHERBHRBIKN. Scorekeep FE/Z N HARIEA SQL ¥HiE
EEA Amazon SNS,

avg. 12ms

0.3 t'min

ebdb@aaw2swdopdogdy...

Database: 5QL

a avg. 841ms

Clients

0.1 t'min

Scorekeep-init

AWS:ElasticBeanstalk:: Enviromment

avg. 514ms
0.07 t/min

ERIA WebConfig K eIZBHIK Amazon SNS 1T, 7 T1#R# X-Ray FF AT ESHEFEA Amazon
SNS; EF I BEAN D , Scorekeep FFE£ F/id R LAA beginSegment M endSegment.,

Example sxrc/main/java/scorekeep/WebConfig.java - BaiRBHHRNEH AWS FATE
DE i

AWSXRay.beginSegment("Scorekeep-init");
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if ( System.getenv("NOTIFICATION_EMAIL") != null ){
try { Sns.createSubscription(); }
catch (Exception e ) {
logger.warn("Failed to create subscription for email "+
System.getenv("NOTIFICATION_EMAIL"));
}

}
AWSXRay.endSegment();

TE3E$E Amazon RDS $IEERT Scorekeep AR RdsWebConfig A , ELiEE 7 Hibernate £ /3 3h
B B A B IEE R E A SQL B RSIZ — N2 .

Example sxc/main/java/scoxrekeep/RdsWebConfig.java - BaiRIBF LMK SQL iE
FE& i

@PostConstruct
public void schemaExport() {
EntityManagerFactoryImpl entityManagerFactoryImpl = (EntityManagerFactoryImpl)
localContainerEntityManagerFactoryBean.getNativeEntityManagerFactory();
SessionFactoryImplementor sessionFactoryImplementor =
entityManagerFactoryImpl.getSessionFactory();
StandardServiceRegistry standardServiceRegistry =
sessionFactoryImplementor.getSessionFactoryOptions().getServiceRegistry();
MetadataSources metadataSources = new MetadataSources(new
BootstrapServiceRegistryBuildexr().build());
metadataSources.addAnnotatedClass(GameHistory.class);
MetadataImplementor metadatalImplementor = (MetadataImplementor)
metadataSources.buildMetadata(standardServiceRegistry);
SchemaExport schemaExport = new SchemaExport(standardServiceRegistry,
metadataImplementor);

AWSXRay.beginSegment("Scorekeep-init");
schemaExport.create(true, true);
AWSXRay.endSegment();

}

SchemaExport Bahiz{THEA SQL EF k. BTXREFm#HITRMN , Scorekeep B = ERIAE
NHARBEARAEFERNTFAIESEFEAND KL,
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A2 B AN

AN TE T ENNARFHNRB, ¥ X-Ray #EFPEFEEETH , BT KE JE’JEH"
B4 F X-Ray , BIMEET2H X-Ray SDK £, Scorekeep £ B C K BIZA KA N A F7EEB
SHREPEENAEFHEELSR.

Example bin/build.sh - #33 & 4 BRI

SEGMENT=$(python bin/xray_start.py)

gradle build --quiet --stacktrace &> /var/log/gradle.log; GRADLE_RETURN=$7?
if (( GRADLE_RETURN != @ )); then

echo "Gradle failed with exit status $GRADLE_RETURN" >&2
python bin/xray_error.py "$SEGMENT" "$(cat /var/log/gradle.log)"
exit 1

fi

python bin/xray_success.py "$SEGMENT"

xray_start.py., xray_error.py M xray_success.py =EH£H Python BIZA& | BTFHED R
W&, Feilwkiil JSON XHHFEES UDP X %;ZEUJJ*H FREF. MR Gradle EKLM , &7
PAE 8 5 X-Ray 2§ & IRERitb B A RY scorekeep-build TR , HEIHEIRE R

a . avyg. 14.6=
0.07 timin
Clients

Scorekeep-build

Traces > Details
Timeline Raw data
Method RESPOHSE Duration Age 1D
14.6 sec 4.5 min (2017-09-14 01:25:01 UTC) 1-59b9dabd-ab8ca?666217h31a03effacd
Name Res. Duration Status U-ﬂlms 2-:35 4.Ps B.Fs B.Ps 1?5 1?5 1‘Its ﬂlss
¥ Scorekeep-build
Scorekeep-build - 14Bsec |
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Segment - Scorekeep-build x
Overview Resources Annotations Metadata Exceptions
Working directory Marfapp/current
Paths Mvarfapp/current/src/main/javarscorekeep/
Cause

Ivarfapp/staging/src/main/javalscorekeep/RdsWebConfig.java:89; error. cannof find symbol
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder standard (). withPlugin{new EC2Plugin()).withPlugin{new ElasticBeanstalkPlugin());

symbol: class ElasticBeanstalkPlugin
location: class Rds\WebConfig

1 error

FAILURE: Euild failed with an exception.

BN Web NRAREFEF in

f£ xray-cognito 93X # , Scorekeep f# A Amazon Cognito & F 7 BE%5 8 B Ik 7 F 4 A iZ Ik
&% , MEM Amazon Cognito AP AR ERBNAFEE. AP EXA, Scorekeep 2fEH
Amazon Cognito &35t 3RIREVAE FH AWS IFRHER, &M F JavaScript B AWS SDK

BB EN AT EEFAPNBREREHIEBE AR AWS X-Ray, Web MARFFAIXEEZIERIZEKEE
FAFPK ID. MER[RBRUARMNEFisAEX Scorekeep APl 1A A,

REMTHEERN xray WRSFSEPTR. WRFREHR T FERERLFENRRRFF, QIERTHNS
B, Wo B TRALEUR® D B KRIELS X-Ray AP,

Example public/xray.js - I8 &M £ D&

service.beginSegment = function() {
var segment = {};
var traceld = 'l-' + service.getHexTime() + '-' + service.getHexId(24);

var id = service.getHexId(16);
var startTime = service.getEpochTime();
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segment.trace_id = traceld;
segment.id = id;
segment.start_time = startTime;

segment.name = 'Scorekeep-client’;
segment.in_progress = true;
segment.user = sessionStorage['userid'];

segment.http = {
request: {
url: window.location.href
}
i

var documents = [];

documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

return segment;

service.endSegment = function(segment) {
var endTime = service.getEpochTime();
segment.end_time = endTime;
segment.in_progress = false;
var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

sexrvice.putDocuments = function(documents) {
var xray = new AWS.XRay();
var params = {
TraceSegmentDocuments: documents
};
xray.putTraceSegments(params, function(err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data);

1)
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X% Web SRR F AXIEA Scorekeep APl BB RIRS BIFRL M transformResponse B
RiEA. BENEFmS RS APl RN D BRIIFEER —REF , Web M ARFHMIE X-Ray SDK 7]
BREVAY IR ERFRK ( X-Amzn-Trace-Id ) FEERE ID M9 E ID. HKRNMH Java NAEFRESE
LEFRK BB RAET , X-Ray SDK for Java BRI ERER ID , FEREB Web RLARFE w2 BB
NESBHNRDE,

Example public/app/services.js - i2 & Angular % JRE A %5 B MR E R ERR K

var module = angular.module('scorekeep');
module.factory('SessionService', function($resource, api, XRay) {
return $resource(api + 'session/:id', { id: 'e@_id' }, {
segment: {3},
get: {
method: 'GET',
headers: {
'X-Amzn-Trace-Id': function(config) {
segment = XRay.beginSegment();
return XRay.getTraceHeader(segment);
}
},

transformResponse: function(data) {
XRay.endSegment(segment);
return angular.fromJson(data);
},
1,

£ RERIEE TS Web RARFEF IR R,
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A avg. 88ms

& t'min

Scorekeep-client

avyg. 46ms
> 22 timin

Scorekeep

AWS: ElasticBeanstalr::Environment

avg. 717ms
12 t'min
avg. §.43s
11 timin
SNS

AWSE:ENE
random-name
AwWSs:Lambada

F
E |
random-name ‘

TEXRE Web I ARFNEBWRIRE RAFEXNKEF IR URL (B /#/ FLHRE ), R
RBEFERN , BRSIRE Web MARFIEAMN API BIRE URL ( MA /api/ FFLHIERE ) .

Trace overview

Group by: | URL -
URL - Avg response time -
hitp://scorekeep.elasticheanstalk. comi# 86.2 ms
http:/iscorekeep.elastichbeanstalk. com/#/session/40RFTOBXATHASETD 8.5 ms
hitp://scorekeep.elasticheanstalk. comi#/game/4ORPTOBS/AI4SAFFD/ATHASETD 255 ms
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EIEELEREARMNNEF im

HAFEBMFIRMESE , Scorekeep EH TELER Amazon SNS A miB A, XA BRI E&LEE
RBEEHRFIWENBEER , HEFTAFEWEEFRIAF, Hit , UxEARRIITES 2 — R oo 1
LB B B 87 75 5 o

BR , #olELEN , AT Java i X-Ray F R TEIFHMEBRN 2 BRAETEIRS. &R, 5
MRERELBRPEALIRNG EAT Java B AWS SDK EFFimEt , B2l , NMELEH

B, SegmentNotFoundException

Example Web-1.error.log

Exception in thread "Thread-2" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS': segment cannot be found.
at sun.reflect.NativeConstructorAccessorImpl.newInstance@(Native Method)
at
sun.reflect.NativeConstructorAccessorImpl.newInstance(NativeConstructorAccessorImpl.java:62)
at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance(DelegatingConstructorAccessorImpl. ja

RNTERXANEB , NARFER GetTraceEntity R ELEBFMN D ERNEIH |, HIRE
Entity.run() AZ£#ETEENZD BN LT XERHRNRHN TELERB.

Example src/main/java/scorekeep/MoveFactory.java - fFIRER £ T 304£3% B TELE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorder;

import com.amazonaws.xray.entities.Entity;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

Entity segment = recorder.getTraceEntity();
Thread comm = new Thread() {
public void run() {
segment.run(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("## Send notification");
Sns.sendNotification("Scorekeep game completed", "Winner: " + userId);
AWSXRay.endSubsegment();
}
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveFactory.java#L70
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html

AWS X-Ray

FRARER

HIE , HFIEREX Amazon SNS WRARI 2T , NARFSALEANR— NN Fo B, X1
LABFIE X-Ray F & T ESEi2%EKE Amazon SNS BRI 2 B x< A2 B, TR TE Scorekeep fEHTiE
Ret RITFFAEAF 2B , RE Amazon SNS B AJAES & 5K,

Name Res. Duration Status EI.I]Ims Zo:ns 40:115 BU|I'I1§ w:'ns ﬂ]ErTIS 120|m§ 14|=m5 ﬂii:rTIS |$0|m§
¥ Scorekeep AWS::ElasticBeansialk::Environment
Scorekeep 200 I o= scorckeep elastichea...

DynamoDB 200 Bl Getitem: scorekeep-game

DynamoDB 200 B Getitemn: scorekeep-state

DynamoDB 200 . Getltem: scorekeep-game

# Send notficaton @ —_— ]
SNS 200 Publish

## GameModel saveGame _ =
DynamoDB 200 Getitern: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game

DynameDB 200 B Updateltem: scorekeep-game

DynamoDB 200 B Getitem: scorekeep-game

## GameModel saveGame ]
DynamoDB 200 Gelltem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game

DynamoDB 200 - Updateltem: scorekeep-game

DynamoDB 200 B Getitem: scorekeep-session

DynamoDB 200 Bl Getitem: scorekeep-game

DynameDB 200 I Updateltem: scorekeep-move

DynamoDB 200 [l Getitem: scorekeep-session

DynamoDB 200 [l Getitem: scorekeep-game

DynamoDB 200 I Undateltem: scorekeep-state

BXRZEBUEBENESEER  BEREZSLENABRFPHNLEZEEZED B LT X,
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AWS X-Ray SFHEF

® Note

M7E , B LUEER CloudWatch XEM Amazon EC2 SEHIFI A ik fR S5 25 N E 645, HEM
BRER. CloudWatch {CEMRZ 1.300025.0 R E SR T UM BEATH X-Ray & F i R E
SDKs , REFHLI%XZ| OpenTelemetryX-R ay. £ CloudWatch XXX & AWS Distro for
OpenTelemetry (ADOT) Collector =% X-Ray P4 12 7 K UR 52 BR R AT LA Bh S8R D B 3 AR 3K
B, AXEZEER , 52H ( CloudWatch AAF#ER) HMCloudWatch X325,

AWS X-Ray SFHEFE—MNRENARERF , ©%UT UDP i 0 2000 EHFRE , WERBHIEBRKE
HGHEAPYE API, AWS X-Ray ZFHEFEREEA , AWS X-Ray SDKs 3 BH 4514 FiE1T4k
A, XEEIENEIE SDKs T HEEE X-Ray R . X-Ray #HEFFREFE2—NFRME. RATBXE
ZI B H1E github £ GitHubiR R M P ENIER, com/aws/aws-xray-daemon

£ and £ AWS Lambda AWS Elastic Beanstalk , X &R 5 X-Ray HERKRZTFTHER.
IR REEFERBAEKN , Lambda #4 BaETZ#HEFFEF. 7 Elastic Beanstalk £ , £
XRayEnabled Bt EAM AL IERNES LEZTZHETFERFR. BXEZELR , BSH

BEEAM, A HMUTEIT X-Ray FHERF AWS RS , B TTEHHAETE , RARETFTHRIERX
i E4&E| X-Ray IR,

TR RTFRS

YRETLAM Amazon S3. Amazon ECR =% Docker Hub TESFH T , RAGELAMIZTE , XREEDD
RS EREET I EC2 £4) L,

Amazon S3
X-Ray BT EBFZEEFMAIRMITXH

* Linux ( AIA4TXH# ) - aws-xray-daemon-1linux-3.x.zip (sig)

* Linux ( RPM Z%&# 5 ) - aws-xray-daemon-3.x.rpm

« Linux ( DEB Z%#2/F ) — aws-xray-daemon-3.x.deb

(
(
(
(

* Linux ( ARM64 , AI#{TX# ) — aws-xray-daemon-linux-arm64-3.x.zip (£H )
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws/aws-xray-daemon
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip.sig

AWS X-Ray FRARIEE

* Linux ( ARM64 , RPM Z&#EF ) — aws-xray-daemon-arm64-3.x.rpm
* Linux ( ARM64 , DEB Z%#&/F ) — aws-xray-daemon-arm64-3.x.deb

OS X ( AJ#4TX# ) - aws-xray-daemon-macos-3.x.zip ( sig)

Windows ( AJH{TX# ) — aws-xray-daemon-windows-process-3.x.zip ( sig)

Windows ( ARS5 ) — aws-xray-daemon-windows-service-3.x.zip ( sig)

XEFRBAE R &N SX REANHEETHIREF. BETH/ERS , FRITUTRE

s MMRETE 3.3.0 ZHIHMRA , BN 3.x BRNZWRAS, Hlan,2.1.0, £3.3.0 kRExz
Bl , E—ATFAMZEME armb4, Bl , 2.1.0 F armb4.

« MRETH 3.3.0 <FIMRAE , BF 3.x BRNZRES | & arch BN IZRERE,

X-Ray BEHEHFBNMZXHFXBNFRE, BEEABERINFHEBZIEN AWS BIR , B
Rk X EE RN S X,

https://s3.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-daemon/aws-xray-
daemon-3.x.rpm

Amazon ECR

M 3.2.0 lRAFF1E |, ATEATE Amazon ECR R EIZHRESTHIEF, ERIIREGET , NiZ AN ERE
Amazon ECR A H3FMRK Docker & F i 1T B R IE,

ETA TSRS RN 3.x AR
docker pull public.ecr.aws/xray/aws-xray-daemon:3.x

AR 3.x BN alpha HRE —EMARASRKTEHIABAIRAH Alpha x4, FEWFELEF
HEFREAH A Alpha IMENHRTIREFIRE,

Docker Hub

AJ BATE Docker Hub LB ZHBTFHEF, ESTUTHT FREHRHBE 3.x RE :

docker pull amazon/aws-xray-daemon:3.x

B 3. x BRABBNRE , JLRMUBIRANERTIERF.
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https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip.sig
https://gallery.ecr.aws/xray/aws-xray-daemon
https://docs.aws.amazon.com/AmazonECR/latest/public/public-registries.html#public-registry-auth
https://hub.docker.com/r/amazon/aws-xray-daemon

AWS X-Ray FEARER

RIIHETIEFFENZR

KU ZIP #RRAERNERTIEF R~ 2T GPC R XM, XAFHEXE : aws-

Xray. o

BULER AN EFARRIIHBETIREFN ZIP EARRANBERZLIEHR, BE , B GnuPG & A
NEZH,

SALNEEH
1. TELAEH.

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2
$ wget $BUCKETURL/xray-daemon/aws-xray.gpg

2. FLAFBHRSAIENBHLRS,

$ gpg --import aws-xray.gpg

gpg: /Users/me/.gnupg/trustdb.gpg: trustdb created

gpg: key 7BFEQ36BFE6157D3: public key "AWS X-Ray <aws-xray@amazon.com>" imported
gpg: Total number processed: 1

gpg: imported: 1

RS ANZHRBRIERBRTIHERF ZIP FHEOZER,
KiIFfFRNEHR
1. TEHEENZEE X,

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig

2. B1fTgpg --verify RRiIFZH,

$ gpg --verify aws-xray-daemon-linux-3.x.zip.sig aws-xray-daemon-linux-3.x.zip
gpg: Signature made Wed 19 Apr 2017 05:06:31 AM UTC using RSA key ID FE6157D3
gpg: Good signature from "AWS X-Ray <aws-xray@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
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https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://gnupg.org/index.html
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Primary key fingerprint: EA6D 9271 FBF3 6990 277F 4B87 7BFE 036B FE61 57D3

Ho ARHEBHBEENENMIANIHH#TTER , BRTRTEHN. IHTEK
BEATY , AREGHRRIEAARAME.

GITHEESTFER

~/Downloads$ ./xray -o -n us-east-2

BEXBETFENFAER , BSHATIEE

« Linux ( A3 ) - #£ Linux E£iE1T X-Ray #HESFHRERF

 Windows ( &1 ) - 7£ Windows 1217 X-Ray #EESFHEF

« Elastic Beanstalk — IE1£i=1T X-Ray 5F#'#2/F AWS Elastic Beanstalk
T D@ EC2 — 7T D 51T X-Ray SFHIERF EC2

Amazon ECS - £ Amazon ECS Ej=1T X-Ray HiEEFHEF

mt

o
L
=
[mf

BRI LERAGHTANSEEXH#H —SEENHETFEFNITR. EXIFHAEFR | i
AWS X-Ray ST,

RIHRBESTHREFM X-Ray KEHTEAHNR

X-Ray ST REFEMA AWS SDK R IRERHHE LE | X-Ray , ERERNERN AWS FIES BEIXH o

ZZ

£ Amazon £ EC2 , FHFEFEIEAXRFNRIBREXHAER, AREARMESTZEETIER
FIEFUENAXER , BERELRMZTNARER.

MREHESMUE (FEXH. KOEEXHHIMEEZE ) BERIL , SDK 2 RHIEHEE , REEH
AT, BXE SDK RHUFIUMESELR , 55K (AWS SDK for Go FRARER) HHIEER

i,
HETPRFNSIFEN AV AEHAR BAERRREEABEIRS.

« E7 Amazon LERSFHRERF EC2 , HFHIE— MR FREENHAGIRREERBAMNINE A
B,
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https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/#specifying-credentials
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/#specifying-credentials

AWS X-Ray FEARER

« E7 Elastic Beanstalk EEAHREBSTHER , B RHEERKE A INE Elastic Beanstalk ERIAEHIELE
XHAat,

« BERAESMETHNRAER , THROMEREZTHETIER.

BXEZER , B0 NI HFEREE AWS X-Ray,

X-Ray #iE2FH#EF HE
SRS A% LHRBALEE AWS X-RayWBHES.

2016-11-24T06:07:06Z [Info] Initializing AWS X-Ray daemon 2.1.0
2016-11-24T06:07:06Z [Info] Using memory limit of 49 MB

2016-11-24T06:07:06Z [Info] 313 segment buffers allocated

2016-11-24T06:07:08Z [Info] Successfully sent batch of 1 segments (0.123 seconds)
2016-11-24T06:07:09Z [Info] Successfully sent batch of 1 segments (0.006 seconds)

BIANBERT , #ETHFEFFEEHEE STDOUT, MREEERETHETHERF , BEA --
log-file G F{TIETIREE X HKIRE B S X4 HBEE, B LIRE B SR HEA B ERKR,
BXUEH , FSHEE AWS X-Ray FHEFF :

£ Elastic Beanstalk # , A REHETFTHFEFBENNVE, EXFHARFRE , BSHEEET X-
Ray SF#'#2 & AWS Elastic Beanstalko

A& AWS X-Ray SFHIEFF

BAIER G TTEMSEEXHKREEN X-Ray #EFHFEFNITH, KEBENER TIXHMT
%, BE-ERERATREXH A ERAERATHTT.

ERHRER  BEEMENHE—IXMNR -n R --region , ATFREABTVFREFEANKXE , TR
BRBIE A IEE X-Ray.

~/xray-daemon$ ./xray -n us-east-2

MREESMETTHERF , HHRYW , FR/HE Amazon £ EC2 , W AT LAFR B 4 &S24I F & 3
FIUERY-0I2 T , XEFFH BT AT AE R EZ A

~/xray-daemon$ ./xray -o -n us-east-2
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HRNSBTTEMATLEEEBTILR, MTFRRO, REHETHEFUIUAERANNEFE , KRA
AENREHRERETHBKS,

BUCREEXHEEIHETIERF , MR SREBER , ATKEMES , WRHHRIFA X-
Ray W E., ZABEEERR , FRRERERRE,

Sections

- XENHIREE
- ERGBTITEDR
- ERABRBENXH

ZIFHNIMETE
X-Ray HETFFEFXFUTHELE :

« AWS_REGION — 357 X-Ray fRF w8y AWS X1,

« HTTPS_PROXY — N BFTHFEFEE—TMESHELEZSBAI KRB, SR URREBRSSEA
B DNS &= IP #but Mg OS5,

£ A on H1TIEI

HEEAMBERAAFPBEMAZITHETIERN , XL ETEESLTE.
WHITIED

* -b, --bind - ffTE M UDP i% O L&Y 75 B3,

--bind "127.0.0.1:3000"

ZRIAE - 2000,
e -t, --bind-tcp - X EM TCP ix A LK X-Ray IREHEHA,

-bind-tcp "127.0.0.1:3000"

ZRIAE - 2000,
« -c, --config- \EERF MK E 4.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html#cli-quick-configuration-region

AWS X-Ray FEARER

--config "/home/ec2-user/xray-daemon.yaml"

« -f. --log-file - ¥ B &% i Bl$8 & XA B8 2o

--log-file "/var/log/xray-daemon.log"

« -1, --log-level - AERF , KRN NRIFATHZFHFM :
dev. debug, info, warn, error, prod,

--log-level warn

ERIAE - prod
« -m, --buffer-memory - EXEHFXAUFEANAFE (£ : MB, Z/IMEHN3),

--buffer-memory 50

ZRIAE - 1% WA AR TF.
+ -0, --local-mode— T E EC2 L4l T EiE,
« -r, --role-arn- XAEEN IAM B0 R LESIEHMKF,

--role-arn "arn:aws:iam::123456789012:ro0le/xray-cross-account"

* -a, --resource-arn— EBETFFEFNRIERNL S AWS FIREREF (ARN).
* -p, --proxy-address— AWS X-Ray B3 X EFXER L& F, HAIEERERS S

--proxy-address "http://192.0.2.0:3000"

* -n, --region- A%EXIFHHE X-Ray RS KL B
« -v, --version— &R AWS X-Ray SFH#REF A,
* -h, ——help-i/_j(‘ﬁﬂgﬁj]ﬁ%o

52 F B B X4+
BHTLMER YAML B X RBEERRTPREF. £ - SRR EXHIRRTIRER,

~$ ./xray -c ~/xray-daemon.yaml

AR E XX
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FRARER

BiL B S AR IE T

« TotalBufferSizeMB - RAEBHRX K/ (B : MB, HF/IMERN 3 ) . EF 0 NER 1% HWEHKH

o
« Concurrency— tEDEBEXENEAHRZFARXE. AWS X-Ray
* Region— FXEBAXFEHFEXEHHN AWS X-Ray IS
 Socket - BLE#HBTFHREFNHE.

- UDPAddress - EZUHBEFIFEFMITAIRKD,

« TCPAddress - {09 E b TCP % O E#Y X-Ray BREHYE
 Logging - ELi& A ZIERIT A,

« LogRotation - iRERN false AEH BERMR,

- LogLevel - EHNAERLRF , A ANRIFMDERTIEM : dev. debug. info =
prod. warn, error, prod. ERIAN prod , EET info,

* LogPath - F BEH HEIEEXH R,
* LocalMode— & Etrue A AT X EC2 KAl THTFEMNRE,
* ResourceARN— Z{TFHFEFIRIFERNL Z# AWS FRERZF (ARN).
* RoleARN - XAEEMN IAM AGNS B EATIHMK,,
« ProxyAddress— AWS X-Ray &3 R I X & L& E,
 Endpoint - ¥ X-Ray lRFim RN #EFHFEFOHEKIE D B XN R
« NoVerifySSL - £/ TLS iEHRKiL,
» Version - #ESFHREFEEXHBRARE, XHRXRERBBHEFR,

Example Xray-daemon.yaml

LB E X R ST R R ITER O 308 3000 , HBXAX KA THENRE , REAT LADR

WA , UREHRXEM B RIEFKEDT,

Socket:
UDPAddress: "127.0.0.1:3000"
TCPAddress: "127.0.0.1:3000"
Region: "us-west-2"
Logging:
LogLevel: "warn"
LogPath: "/var/log/xray-daemon.log"
LocalMode: true

AR E XX
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RoleARN: "arn:aws:iam::123456789012:role/xray-cross-account"
Version: 2

FEAMIZIT X-Ray HREFHREF

YRATLAZE Linux, macOS., Windows = Docker B8 &K i#iZ21T AWS X-Ray SFHEF. HEBEF A
MALIRNBNARFER , STHESTPRERF S REBIEPHE X-Ray, FERALLH A TEH
BERHETTER.

EARMEITE , STHFRERF UM AWS SDK EIEXH ( .aws/credentialsELRHAF B XA ) SF
BTERENER, BXEZER , SR BFHESTHEFE X-Ray K EHKEHNIR,

BRESTHFEFERD 2000 LT UDP BiE. & bR E B S M a5 1TIE U E i 1 A H ik
W, AXREZELE , FSH EE AWS X-Ray FHEF.

£ Linux £i21T X-Ray #ETHER

BRI UM BTETHETFEFTHRIT XS, £/ -0 BT ARMERET , -n EIREXE,
~/xzay-daemon$ ./xray -o -n us-east-2

BEERAETHESTTER , HFA &
~/xtay-daemon$ ./xray -o -n us-east-2 &

A pkill K EHEFEETHWHETHFERHIE,

~$ pkill xray

£ Docker BREFHIE21T X-Ray HEBFHEF

E1E Docker BEsHF A ITHETHVRER , BEUTXHRRIFNB N Dockerfile X, &
Amazon ECR L THZEEMN RJIMRG, BEXEZEE , BSR NHHETHER,

Example Dockerfile — Amazon Linux

FROM amazonlinux
RUN yum install -y unzip
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https://gallery.ecr.aws/xray/aws-xray-daemon
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RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

FA docker build HIEREEME,

~/xray-daemon$ docker build -t xray-daemon .

FA docker run EARBHEITHE,

~/xray-daemon$ docker run \
--attach STDOUT \
-v ~/.aws/:/xroot/.aws/:ro \
--net=host \
-e AWS_REGION=us-east-2 \
--name xray-daemon \
-p 2000:2000/udp \
xray-daemon -o

tan SR LA TR

« --attach STDOUT - EABEEHETIEFNE H.

« -v ~/.aws/:/root/.aws/:ro— RF AR .aws B R RFLHRINR , FEHEEB EEURRN
AWS SDK &,

« AWS_REGION=us-east-2-1iRE& AWS_REGION EZEE , LUBHI#HRE T & E A BN X,

« --net=host - FAEMMEl host MK, EHME LWARBLEX MK OEATEHEBEE.

* -p 2000:2000/udp - FHEITTEHN. LK UDP ix O 2000 MEFIREF LR —IwO. X FTR—MEH
WARHTEEMS , ITELEN , EEeAFBEIHSTHEN KT Docker RFiZTH N ARF
T BRREFHESFTFRER.

« --name xray-daemon - @& A 8F xray-daemon , M2 4E KB o

« -0 (UTREEHE) - F -o ETEMIADR ( ERBFETHETVFRER ) . LEMGIFTHF
BFERER TET , UL EERIEE Amazon EC2 4] T #iE.

EEIEHBESTPRER , BFEA docker stop., MRMEEN Dockerfile HERIFMEG , TEMBRI
BAS  RAESHEES —NEEHEEBMNASE. FH docker rm MIERASS.
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AWS X-Ray FEARER

$ docker stop xray-daemon
$ docker rm xray-daemon

£ Windows L£i&1T X-Ray #tE2FH=EF
ETLUNGDTETRRFPRE TR, B -0 BALABMRIET , -n BARBRA,

> .\xray_windows.exe -0 -n us-east-2

£ PowerShell BlA& R sFHREFCIZFIZTRS

Example PowerShell Bl Z<-Windows

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ){
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

if ( Get-Item -path aws-xray-daemon -ErrorAction SilentlyContinue ) {
Remove-Item -Recurse -Force aws-xray-daemon

$currentlLocation = Get-Location

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"

$zipPath = "$currentLocation\$zipFileName"

$destPath = "$currentLocation\aws-xray-daemon"

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "C:\inetpub\wwwroot\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

sc.exe create AWSXRayDaemon binPath= "$daemonPath -f $daemonLogPath"
sc.exe start AWSXRayDaemon

£ OS X L1217 X-Ray #HEFHEF

BADMNGTITETRETPRF TIIT XM EA -0 IR ERET , -n BIREXE.

1£ Windows Liz1T X-Ray #EFIEF 230
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~/xray-daemon$ ./xray_mac -o -n us-east-2
ERGEEBTHRTIER , H6EA &

~/xray-daemon$ ./xray_mac -o -n us-east-2 &
£/ nohup ARy LR L imKX A& LTI EF

~/xray-daemon$ nohup ./xray_mac &

IEE121T X-Ray SFH##F AWS Elastic Beanstalk

ENNARFPHREREBERHE AWS X-Ray , &R LLE Elastic Beanstalk S35V B #h3246] Eiz1T
X-Ray SFHFEF. EC2 BXZXIFFAMIIEK , BSH AWS Elastic Beanstalk 7T & A RIEFHAYEC
B AWS X-Ray s,

(® Note

BT R E AR KA E B X AHREUN R, BXFFRAINE Elastic Beanstalk L4
BEXHNGEE , FERETHETHFERFME X-Ray RIEHIREHNR,

Elastic Beanstalk SE AR B BT , B LLRET , BIETEHEETIERF. BUERAEHNE
BYHHERAHETIRR , EBE I E Elastic Beanstalk 24| A FiERE TR E A, B A EIER
B, RV EFRNZEIRA L , HEARSZE1T.

Elastic Beanstalk ¥ & L @MW A TR R RIFTRAR, FSRIZENFTAETE , RHENEEEEE
AR REFMRA,

Elastic Beanstalk £ 2 & 2% Docker (Amazon ECS) ¥ & L iRt X-Ray HESFHEF,
{# A Elastic Beanstalk X-Ray &£Ki=1T X-Ray #HEFH#=EF
FEAEHARBA X-Ray &F , KREFENARFREABHRFEAREXHREE,

£ Elastic Beanstalk &%l & #/8 A X-Ray #HEFHFERF

1. ¥TFF Elastic Beanstalk #41&,

1£ Elastic Beanstalk £ 231
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts.platforms.html
https://console.aws.amazon.com/elasticbeanstalk

AWS X-Ray FRAR ISR
2. SMEGHRRENEERZG A,

3. EEREE.
4. EERHRE.
5

6

NTF X-Ray #EFHFERF , BEEE,
TN

BULERRBHPISHRENH , FEENRENUERREZEBIE,

Example .ebextensions/xray-daemon.config

option_settings:
aws:elasticbeanstalk:xray:
XRayEnabled: true

Elastic Beanstalk NHEEX 4 Z 2B HETFEFHNFEERHEIREME,
#£ Windows Server ¥ & L

- BLEMH - C:\Program Files\Amazon\XRay\cfg.yaml
« BH& - c:\Program Files\Amazon\XRay\logs\xray-service.log

£ Linux ¥& £

- BLEMXH - /etc/amazon/xray/cfg.yaml
« BH& - /var/log/xray/xray.log

Elastic Beanstalk 12t 7 A F M\ R &S 1TIREESI B X AWS Management Console B T &, &AL
FREE X R IN—T{E% , RIER Elastic Beanstalk @& X-Ray #ESFHREF BE.

Example .ebextensions/xray-logs.config - Linux

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "0Q00644"
owner: root
group: root
content: |
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/var/log/xray/xray.log

Example .ebextensions/xray-logs.config - Windows Server

files:
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
c:\Progam Files\Amazon\XRay\logs\xray-service.log

EXEZER , FSHEFTRARIEETH Elastic Beanstalk ¥/ EC2 #9 Amazon AWS Elastic
Beanstalk £#l&EE& H&E.

F3 THMIZIT X-Ray ERFHERF (SR )

MR X-Ray R FFEFNENFEEEEFTA , WA LM Amazon S3 THE HFERAEE X 4Kz
7o

£/ Elastic Beanstalk BEE X THH T HESTIERF,

Example .ebextensions/xray.config - Linux

commands:
01-stop-tracing:
command: yum remove -y Xray
ignoreErrors: true
02-copy-tracing:
command: curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-
daemon/aws-xray-daemon-3.x.rpm -o /home/ec2-user/xray.rpm
03-start-tracing:
command: yum install -y /home/ec2-user/xray.rpm

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "0Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log
"/etc/amazon/xray/cfg.yaml" :
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mode: "Q00644"
owner: root
group: root
content: |
Logging:
LogLevel: "debug"
Version: 2

Example .ebextensions/xray.config - Windows Server

container_commands:
Ql-execute-config-script:
command: Powershell.exe -ExecutionPolicy Bypass -File c:\\temp\\installDaemon.psl
waitAfterCompletion: 0

files:
"c:/temp/installDaemon.psl":
content: |
if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/
xray-daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)
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New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f '"$daemonLogPath ""
sc.exe start AWSXRayDaemon
encoding: plain
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
C:\Program Files\Amazon\XRay\xray-daemon.log

X LRI R BT RRFE AEXERINE T Elastic Beanstalk R BHES , WELEBEIHH AR
Elastic Beanstalk @3 %175 (EB CLI) HR B ERESEER,

£ 5 Ei21T X-Ray SFH#ERF EC2

B EL D EC2ZHU T RERE L1E1T X-Ray FHERF :

« Amazon Linux
« Ubuntu
« Windows Server ( 2012 R2 RE SR )

ERAXFIRENHR TFHETHEFNRU LEZREHRIES X-Ray, BXEZER , FSH BTiHE
PR X-Ray ZiEBTEHNR.

FEAAFBEMAEZEEFIN B ETHETFER.
Example AP EIEMIZ - Linux

#!/bin/bash

curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-
daemon-3.x.rpm -o /home/ec2-user/xray.rpm

yum install -y /home/ec2-user/xray.rpm

Example A P EIEMIA - Windows Server

<powershell>

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon
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$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f ""$daemonLogPath ""

sc.exe start AWSXRayDaemon

</powershell>

£ Amazon ECS Lti=1T X-Ray #HEFH

£ Amazon ECS Lt , 8I2Z1T X-Ray #EFH 2 FH Docker B |, FH L% % Docker BR&TF
FE , RIEEREE] Amazon ECS &8, B UEEFSENL X4 PEAKOMFMNEZERRE , A FE
NWNAEFEHEERTFEFASRER.

£HE 5 Docker B &

X-Ray £ Amazon ECR L2 T Docker BE & , BAILUEZRNNAREF —EHBZREG. BXE
ZER , BEATHHETFER.

Example EFE X

1£ Amazon ECS L 236
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FRARER

AWS X-Ray
{
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxt": O,
"containerPort": 2000,
"protocol": "udp"

}

BIZEF 9% Docker BR{&

NTEHENEE , SR EE L HSH Docker B,

NESAERNEEXRE  BTFTEETFEFFRERE LE S X-Ray WRR. BXEZER &

S RTHETHPEFE X-Ray RIEHFEANR.

EA AT Dockerfile 2 —R | ZiZTHETIFEFNBRE,

Example Dockerfile — Amazon Linux

FROM amazonlinux
RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/

xray-daemon/aws-xray-daemon-linux-3.x.zip
RUN unzip daemon.zip && cp xray /usr/bin/xray
ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp
EXPOSE 2000/tcp

(@ Note

FE -t M -b REEAEHUMITSARFHENIRE,

Example Dockerfile - Ubuntu

4T Debian 7Y , BEFERRIEBIMANM (CA) IEH , LBR THEREEFER R,

BIZEFFIE Docker BR 15
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FROM ubuntu:16.04

RUN apt-get update && apt-get install -y --force-yes --no-install-recommends apt-

transport-https curl ca-certificates wget && apt-get clean && apt-get autoremove && rm
-rf /var/lib/apt/lists/*

RUN wget https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-

xray-daemon-3.x.deb

RUN dpkg -i aws-xray-daemon-3.x.deb

ENTRYPOINT ["/usr/bin/xray", "--bind=0.0.0.0:2000", "--bind-tcp=0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

EENESENYF  BERRTEEANBKMER. HFBRNIIRIAER , TEEHNERIA VPC R4
M. EFAMES | 5 AWS_XRAY_DAEMON_ADDRESS HiEZ 8% & N &1F X-Ray FF X T E25| AW
ARB|FEAOHREENHEO. FlE0 , ALK UDP %0 2000 , HIBEHNNARFASSHESH
BFASEZEmEEE,

Example EFE X

{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"hostPoxt": O,
"containerPort": 2000,
"protocol": "udp"
}
]
},
{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" },
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" },
{ "name" : "AWS_XRAY_DAEMON_ADDRESS", "value" : "xray-daemon:2000" }
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1,
"portMappings" : [
{
"hostPort": 5000,
"containerPort": 5000
}
1,
"links": [
"xray-daemon"
]

MREE VPC WABE FRPETEER |, IR awsvpe MEE IR MEMEED (ENI) M NE &1
BNego XHTLARG AR, AR OME, 45328 AWS_XRAY_DAEMON_ADDRESS ELZEFH
FHw A,

Example VPC E&E X

"family": "scorekeep",
"networkMode": "awsvpc",
"containerDefinitions": [

{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"containerPort": 2000,
"protocol": "udp"
}
]
.
{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" 1},
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" }
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1,
"portMappings" : [
{
"containerPort": 5000
}
]

[a

£ Amazon ECS ##| A P B Edp & 1T IN

WETATNEEREEEXAPHEMRE, fTTETEERATABNR , BHTHERERR
TEFERHEHETR , BAUERABTITED,

N

RN SITIEMAFEHE B TIZAEM Docker CMD. BEXEZ{ELR |, 55 Docker 12175 %,

REHTITER

$TF Amazon ECS K Hi2H|A |, Witk A https://console.aws.amazon.com/ecs/o

MNEiEF | EREEENESE LN X,

ESMBE KT , %R Task Definitions.

£ Task Definitions WE L , R EBSITHESEXEMNIE , AR/FEEF Create new revision,
ERIRESENHBITREL , ER1ZEHR.

EREE D |, FAES RN STERIRAME TS FER,

EREH

K ULE B 1% Create,

© N o 0o bk~ w0 D=

AT RBIER T 2a 9 RoleARN TR B LUES £ BT S 1TiETl, RoleARN ETUKAEEMN IAM
AN R EEBHMKS,

Example

--role-arn, arn:aws:iam::123456789012:r0le/xray-cross-account

ETHAX X-Ray RSB TITEBNESEE , BSHEE AWS X-Ray FHERF

1£ Amazon ECS ##| A EE TR 240


https://docs.docker.com/engine/reference/run/#overriding-dockerfile-image-defaults
https://console.aws.amazon.com/ecs/
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AWS X-Ray 5 H it A& AWS RS

W% AWS RS RETERBIH X-Ray £/ , BERFEMGEAFRFMIRL, BT X-Ray FHEF
LK B3 X-Ray ZEREHE, 5 X-Ray WERZEATAE

« EFRM - REMLNEAFR

- WM - N ELHEMKRS REFIFER

« BERBE - XNFABEEAERFM—NRERRL | FHRHEE TRER
« TEB-jE1T X-Ray #BEFH#REFM X-Ray SDK i 5 &

(® Note

X-Ray SDKs B A Ti# — S ERNFEGE AWS B, Hlin |, B LUF X-Ray SDK AT Java
Elastic Beanstalk i&# , LURIBE XZ1TER AR Elastic Beanstalk IEHEE ( TEH
BEMMID)

UTR—E5 X-RAWS RS ay £/ RHA

« AWS Distro for OpenTelemetry (ADOT) — f&B8h ADOT , TREJT REXN N AREFFEIT— XN , Bl
AL A IR IR R R A B N1 AWS SRR A R |, @ S CloudWatch, I 5 i#h RS F5&E
AT Pro AWS X-Ray metheus I B##EE RS . OpenSearch

« AWS Lambda— EMBEIEITII A& AWERETESMEHLM. AWS Lambda @AY IE R i
AMANT R, —NATF AWS Lambda RS , —MNATEE. EARNE , AWS Lambda E&7
Java #l Node.js iIZ1T8f L1297 X-Ray SR , AMEE X-Ray SDK BL& M.

- Amazon AP| Gateway — s FEzh M. APl R EAZERNRBEZICFNER , HEAKRSH
B 7 DN P o< B ER B T =L

« AWS Elastic Beanstalk - TE, FELATF¥ & L , Elastic Beanstalk 2% X-Ray #EFHERF :

- Java SE-2.3.0 RESKRANEE

« Tomcat-2.4.0 RESRANE E

« Node.js - 3.2.0 RESRAWEE

- Windows Server - B8 7 2016 & 12 B 9 HE X # Windows Server Core AT EEE.

& A LAfE A Elastic Beanstalk ##| & £ 0 Elastic Beanstalk EIX &£ & L E{THESTHER , &
f£ aws:elasticbeanstalk:xray @& ZEFEH XRayEnabled %,
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« Elastic Load Balancin - N AR 198 LNiERRER. NARFARIGEHSSFRER D RNz
BRIREL , AEFEREE BRE,

« 5% EventBridge — #31 T B, MR A X-Ray SDK ¥ @ EventBridgeE & i B4 19 R 53 T4
A, NS4 B PR UL R BR ERAR L I AR AL 1B R IR ERER 1D,

« Amazon Simple Notification Service - £z M, R Amazon SNS X & FEH X-Ray SDK BRERHE
B , 1TEE AT LA IR AR K H 42 A MRV ERER ID 218K E W RRIRER,

« Amazon Simple Queue Service - £z, MREDRSFER X-Ray F R TEBREREFER , NI
Amazon SQS A AR ik BR BRAR Sk H 4R fE F — BV R BR ID FFRBIRERM R IX FEEIBEIFEA SR,

MUTEEHHITIER , RELEER AWS EF.
£

« AWS F#Y OpenTelemetry £ 1THR AWS X-Ray
« Amazon API Gateway E£31E B F AWS X-Ray
« W5# EC2 #1 AWS App Mesh

« AWS N AREFEZ1T88M X-Ray

« AWS AppSync #1 AWS X-Ray

« EAi2% X-Ray APl i AWS CloudTrail

+ CloudWatch 5 X-Ray &K

« EARER X-Ray MNZEH &/ FE R AWS Config

« Amazon #M it E =AM AWS X-Ray

» AWS Elastic Beanstalk 1 AWS X-Ray

» Elastic Load Balancin AWS X-Ray

« 5 EventBridge 1 AWS X-Ray

+ AWS Lambda #l AWS X-Ray

. T3 ¥ SNS & AWS X-Ray

» AWS Step Functions 1 AWS X-Ray
. WD # SQS F AWS X-Ray

. W% S3 fl AWS X-Ray
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AWS F1H#9 OpenTelemetry & 1Thx AWS X-Ray

£/ AWS Distro for OpenTelemetry (ADOT) W EIEARFIBRER AR H b 5 R fRRF 2 , HIaniL S,
CloudWatchl &3 OpenSearch AR%5 F&FH F Prometheus I S EE RS . AWS X-Ray

AWS B9 & 1ThR OpenTelemetry

OpenTelemetry (ADOT) AWS Z1TIRRET=R4EITEEE£4 (CNCF) B M AWS K1THR.
OpenTelemetry OpenTelemetry 12t —AFFR APIs, EMRE , BT RESD FXNREMIER. ZIE
‘D= Lk OpenTelemetry AKX 1ThR SDKs , @ELEM I, 1. FRIFMZEH AWS Bz N
EARESR.

&8 ADOT , IRMRAEFEXNNARFHIT—IXRN , BIAFHEXWERMRERAIEZE S AWS iR
RER , BEIL# CloudWatch, AWS X-Rayll & # OpenSearch fRSS #3&H F Prometheus BIIL
OB ERS

ADOT S#iRBZWIRRFTRER , AWS RS UfE{LE X-Ray FEIRHER G RAIZRERENMERAT
. 5 ADOT S/ — LRSS R 2E

« AWS Lambda— & F ADOT #9 AWS & Lambda E&S B8N Lambda B , & AWS
Lambda 1 X-Ray B out-of-the-box®z & —#2 OpenTelemetry T 82| Z FIRENES , NTTEHE
plug-and-play AP &%, AP THEE X BEIA/E AFEE OpenTelemetry AAHE Lambda E#. Bx
EZEER |, HSREEMT Lamb AWS da K OpenTelemetry & 1THx

- WEHEMARERIRS (ECS) — A AWS Distro for Collector Collector \IE B # ECS R REF
OpenTelemetry WEISFRFRER , RE KX E X-Ray MHMEEMRAR, BEXEZELE , BSH
{Amazon ECS FF R A R $EmM) FHRENAREFREHIE,

« AWS App Runner — App Runner X H AWS Distro for OpenTelemetry (ADOT) [& X-Ray &ix
BRER. £ ADOT SDKs WWERBRILNARFHIREREE , HEA X-Ray 2 M ENMUFLNARER
HIRERNXENARFNLE, EXELZER , H3H AWS App Runner 1 X-Ray.

BXRITHRHEZEE OpenTelemetry , SIESHM AWS RITHRIER AWS RS |, 52 H X
BAWS K 1THR. OpenTelemetry

B xfEH Distro for M OpenTelemetry X-Ray M MARFHITRMNESEL , BSHEEHA AWS
Distro XJ S 2 F# 17/ M. AWS OpenTelemetry
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/trace-data.html
https://aws-otel.github.io/docs/introduction
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Amazon API| Gateway FzhiEBER¥ F AWS X-Ray

HAFERBIERN Amazon APl Gateway ZIAZIEE RS E , B LAER X-Ray APIs KIRERF 7

WX LEER, APl Gateway XX FFE API Gateway i RE BB 1T X-Ray BRER : XiF, BE&HELAFA
B, EFMETA X-Ray AWS Xi5 Hith )5 , {RESATLAFETL S #h APl Gateway L X-Ray, BEXEZ
B8 , BZH (APl Gateway FF R A AEmM) FHIEHA AWS X-RayiRiEr APl Gateway APl 1T )R-

(® Note
X-Ray Xz #F APIs i&3d API Gateway BRER REST,

Amazon API| Gateway NE#E3EEREIF AWS X-Ray, £ API B ER S A IR ERUATS4E A B R#1T
X¥, HERIEREKREE X-Ray,

A{AIE API B ERJE R TE B BRBR

1. 3TF API Gateway ##H|& , Bk https://console.aws.amazon.com/apigateway/o
®EEFE— AP,

EE B .

EAE/BREREDF L |, &R B A X-Ray RER , AGERREER.
HEEMSMERS , EETR.

MEEFHFEEHMREN AP, FEFRBRETHIIR , R EEIE AP,

o o bk~ w0 DN

API Gateway £ F#&7E X-Ray %] & E LK REMN KB EZZKNER. BTUIRMGERTH
UERT APIsSEERERLNEBERNMM. API Gateway £ BRHBEMRIZFERL , URBEXMEA
BERNFAER. AXESFEE , B EERFEAN,

(® Note

APIs 5 API Gateway HTTP £/ R8s REST i , B0 BRIRS BFREREE M API
Gateway F|#&H HTTP £ aim SR ERMULEERE | MTE X-Ray IRERth B 7 &N — Mt
BRER —MRF TR, K& URL BRETRESSHIREREET 10,000 TR LR , N
MR,
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-xray.html
https://console.aws.amazon.com/apigateway/
https://docs.aws.amazon.com/apigateway/latest/developerguide/setup-http-integrations.html
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WEKARERD APl Gateway I ZHRSET RHE , FEEE URL EWNFZHEHELY
POST iR EXBEZESH, XMMHTEHEBRSHETE URL BREN -T2 , XS
WA AR/ URL BREMRS T Ko

NFABEEAER , APl Gateway R ERERAT LRI RN IR XA RERIRAAEA HTTP Ko

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray IRER ID #3

X-Ray trace_id HUEFZF 2B =ZARFAR, Hli0 , 1-58406520-
a006649127e371903a2de979, XAIE :

- BRAE Al L.
-« FIRERMEE , A Unix L7608 |, 7 8 MAR#EBIBF

flgn ;2016 &£ 12 A 1 B L4 10:00 ( K FFFrAERTE ) L TRTER 1480615200 % , ER T
AN EIEE 58406520,

« RERKY 96 (U BME—PRIASRF , A 24 M AREFIBF

MRZATENRE , AEBERRERXRENBERHACTFRERE , WZMBRNDIIERIER. Hlwn, 280
B Web AR F @SN HTTP FF i A APl Gateway APl, 4#&EH X-Ray SDK & HTTP &F
WA, A EREREN A EHERBMBERL, API Gateway EEURERIRLH N REBERWES
B

MREEA APl Gateway IR API £ 5K Java SDK , NI A LUBS £ & F in 4 B ES FOR INE R EBRE
FXR#N SDK B Fin , EFaRN AWS SDK BEFin—8H., BXHH , HSRERAERT Java iy
X-Ray SD AWS K jB¥R SDK A :

I 53 EC2 Al AWS App Mesh

AWS X-Ray SEERAWS App MeshIABEMARSH Envoy K32, App Mesh 2T Envoy ir7 , #&
AILUHHEE N mEMEES S pod WASEFIZITH X-Ray #EBFHFEF RIXREHIE. X-Ray X#F
FERLT S App Mesh RAK RS HITIRER

» Amazon Elastic Container Service (Amazon ECS)
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https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-generate-sdk.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html

AWS X-Ray FRARIEE

* Amazon Elastic Kubernetes Service (Amazon EKS)

c TEBHEETER (LD%E EC2)

FERAUTRBAN T F{ES App Mesh 5 A X-Ray BRER.

Service map

default-ateway

Clients
appmesh/colorgateway-vn
AWS: AppMash:Proxy
avg. 0.08ms
a BA t/friin
Clients avg. 2ms

B& t/min default-colorteller-white

appmesh/colorteller-white-vn
AWEAppheash:: Proxy

EfRE Envoy REBLUNBIERIEE X-Ray , BEHASRE N HRE ENABLE_ENVOY_XRAY_TRACING
WETE,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html#envoy-config
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® Note
Envoy B App Mesh iRZS B BIFRIBEE M RFEA N ZIXRER. MEFEA 5% HNEERFER
( #t3% Envoy MRAR 1.16.3 EFARA ) , = 50% BIRMHER (X Envoy 1.16.3 Z BIBVAR
K)o

Example Amazon ECS #J Envoy &8 E X

"name": "envoy",
"image": "public.ecr.aws/appmesh/aws-appmesh-envoy:envoy-version",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",

"value": "1"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

(® Note

ESH ( AWS App Mesh AP 18/) F# Envoy B , TH#AEXT A Envoy XSttt W E %
EE,
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html

AWS X-Ray FRARIERE
BXRERBFIZIT X-Ray HEFPEFWNEMER , HSH £ Amazon ECS £ia1T X-Ray HESTFH
BF. XTOERSMIE. MK, Envoy REM X-Ray FHEFNRBIBARE , 151 App Mesh
colorapp RBIFEMERIHERH GitHub,

THES

« AWS App Mesh A|’]
« A7 AWS App Mesh #1 Amazon ECS

AWS N ARFIZ1Ta M X-Ray

AWS App Runner 4% 7 AWS RS —fPRIE, M2 ELXFIENAR , AN RABRERNEE
EHXEIPATRAEZEH Web NARER AWS =, BLEFFIHEAR, REFEABHITERS , 1
FEEMBEWNARBEMNEE AWS BiF. BXEZFER , HSHTLE AWS App Runner,

AWS App Runner @3 5 AWS Distro for OpenTelemetry (ADOT) £/ , [@] X-Ray KX RER. £
ADOT SDKs WE RSB LNARFMNREHIE , HEMA X-Ray 2 M BN ARFHREXN XL
NMAREFHILE, BEXEZER , FSHRFEA X-Ray BRER App Runner NAREF.

AWS AppSync #l AWS X-Ray

BRI EE A AMRERAYER AWS AppSync. BXEZER , BSHEA AWS X-Ray #1TIBER T fi#4E
KU,

AE AWS AppSync /N API |5 A X-Ray BRERfE , RESTEEHNKF B3 012 EEHRRRE AWS
SR MARERRSHXAR, XA AWS AppSync LZ £ H N [E X-Ray ZiERER,

f# FAid % X-Ray API @ AWS CloudTrail

AWS X-Ray 5AWS CloudTrail—TRF LK , ZRFRMAS. BEH. FAHRITRENIZE AWS R
%, CloudTrail ¥ X-Ray MFrE APl AR AN EH, HRNAASIERE X-Ray 125 A1 E AR
X-Ray API #2EMRBBAA, FHKWEMNESE CloudTrail , BELAER X-Ray & HHER, KHFE
KREY IP #hat, &R HEREV AR EMEMRES.

BIMEHHETREBESEXRERBFRNARGR. BOEEEBTEHEUTRE !

- BREFEARAFEIIERAFEIEREN,
« ERRENREK IAM Identity Center A% Ho
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https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting_started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-getting-started-ecs.html
https://docs.aws.amazon.com/apprunner/latest/dg/what-is-apprunner.html
https://docs.aws.amazon.com/apprunner/latest/dg/monitor-xray.html
https://docs.aws.amazon.com/appsync/latest/devguide/x-ray-tracing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWS X-Ray FEARER
- BREFAACGKEREREAFNENZEEIERLEHN,
- BREEAHHEMAWS RF A H.

CloudTrail & AIEK S AWS IKF BEEHNIKF LT ESRES , HBEEBE3 A LA CloudTrail
SEDIELIEF. CloudTrail E4AFIEREMTHE 0 XRPERNEBREHNTEE, TR, T
THAETAENIER. AWS KIEIEXRESZEL , 25 H (AWS CloudTrail AF#ERE) 9 “EH
CloudTrail EH#HEIERK", BEEEHHELIEFA CloudTrail WEETZZ A,

EREICFK AWS K I & 90 RN EH | FRIERERS CloudTrailLake B4 #iEFM#,

CloudTrail &

IRER FL¥F CloudTrail ¥ B &£ 5% Amazon S3 &8, EAGIENFIERE AWS
Management Console #= % XEH ., BRI SUBN A AWS CLIAIE# Xig s % XiERER, EiXol
BESXEHRER , AR EAIHERKS AWS X3 RATEED . MRE0IESEXIFRE , WREE
ERIRAY AWS KIBHIEFKNEH, BXBRENESFER , 28 (AWS CloudTrail BF#ERE)
MR IR AWS Tk P A BREEM A AL BRI,

BYGIRRE , SRR EERTHNEERSHMN — M EISNMEIEREM Amazon S3 1F4E |
B & UKHY Amazon S3 Zf# %t . CloudTrail 3 CloudTrail EMNEZELE , HSHEAWS
CloudTrail Efte B3 Amazon S3 EMNMWEER , 55 ® Amazon S3 EM,

CloudTrail A H IR &

CloudTrail LQ@ ak e AFEXNEHIZTET SQL WEH, CloudTrail Lake HEF1TH JSON
BN BEEHHIRN Apache ORC 1K, ORC = — 4t Xy tRiER R HIE#H TIRLH 5 X176k
BX. EHEERSIEALETFED , cRETEEINASSEHERSZERNEZHNTT
THWEHES, NATEHREFHENERSATERENBLEEHSEFEHIHEER, BX

CloudTrail Lake WEZEE , i5SRAWS CloudTrail AP §EF R A AWS CloudTrail Lakes

CloudTrail #AEHHEEHNEANSTERA, CBREHBEEMN , EUMERERATEHH
BEFNEMET, EMETURE T EMAME#SHFNORE , AREHEEEENRIANR KRS
Hl, B> CloudTrail EMMWEZEE , HSHEAWS CloudTrail X'

FH

o Y X-Ray BEEZEH CloudTrail
o Y X-ray ZIEBEH CloudTrail
« X-Ray B4 51
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/

AWS X-Ray FRARIEE

Y X-Ray BEEZE# CloudTrail

AWS X-Ray 5£ 5 AWS CloudTrail RiZFAF. ABFHAF AWS RS & X-Ray FHITH AP
B, BAILUEA CloudTrail LAY 12 X-Ray API i&3R 3#I% B %176 £ Amazon S3, T3
CloudWatch &ML S # CloudWatch =4, X-Ray XFfFUATRIEERNZEH CloudTrail idx7E H
FEXHF

T API 24k

» PutEncryptionConfig

* GetEncryptionConfig

» CreateGroup

» UpdateGroup
» DeleteGroup

» GetGroup

» GetGroups

+ Getlnsight
* GetlnsightEvents

* GetlnsightimpactGraph

* GetlnsightSummaries

+ GetSamplingStatisticSummaries

HEY X-ray ZLIEEH CloudTrail

BEEHRAEXRERRELIERRPRITHERIZENESE (10 , PutTraceSegments , B 25 K
X E4£F X-Ray ) o

XLEBHRANBRBEERE, BREHEERSEAEED. RIAMERT , CloudTrail FicRKBESH.
CloudTrail E#H L iIC KT ICHRBBEH.

ERBIBESHENWEGNEH., &% CloudTraill EMWEZELE , HSHEAWS CloudTrail 4t

A BAEA CloudTrail #4I4. AWS CLIZ, CloudTrail API #4125 X-Ray FEX B MIESL, &
RMFAERBFEEHNEZELR , H3H (AWS CloudTrail BF#ERE)Y FHERA AWS Management
Consoleid ZHIEZE4MEA AWS Command Line Interfaceid &EIEE 4,
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https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_GetEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_CreateGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_UpdateGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_DeleteGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_GetGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_GetGroups.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsight.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightEvents.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightImpactGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingStatisticSummaries.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI

AWS X-Ray FEARER

TRIETEAUANHIERBIESHN X-Ray BRFREKE, BIFPSHRE (258 ) JIERENEF
CloudTrail & LV BIEEHREFIRFPIEREMNE, res ources.type EFE RiZresources.typeff ,
BREEASRESREMHIEZFEFNIEEZME. AWS CLI CloudTrail APIs“ APIs 12 | # $iiE
CloudTrail” 3£ 7R 7 CloudTrail # X Z & REHIZKMN API A,

BIEEHXRE (BHE) resources.type & & APIs E125F| CloudTrail

X-Ray BRER AWS: :XRay::Trace » PutTraceSegments

* GetTraceSummaries

» GetTraceGraph

» GetServiceGraph
» BatchGetTraces

* GetTimeSeriesServi

ceStatistics

» PutTelemetryRecords

» GetSamplingTargets

U LU B REHIRREEEE NE eventName M readOnly FER E#ITHIE | MMXiCFKIRLE
FIBREENSEH, BR , B EEBET R MNresources . ARNFEEIEREFRIEREH , AN X-Ray
H}MiLE%&E ARNs, BERXLEFERNEZEELR |, i55H AdvancedFieldSelector {AWS CloudTrail
APl ZZ) i) , L FRIMAZE{Tput-event-selectors AWS CLI &85 L2 CloudTrail B
RENBRBBEHNRG, EXMEHPETHSRNIEEQNRRERNXE ; BN |, ZBREFERE

InvalidHomeRegionException &,

aws cloudtrail put-event-selectors --trail-name myTrail --advanced-event-selectors \
"{
"AdvancedEventSelectors": [
{
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::XRay::Trace"] },
{ "Field": "eventName", "Equals":
["PutTraceSegments", "GetSamplingTargets"] }
1,
"Name": "Log X-Ray PutTraceSegments and GetSamplingTargets data events"
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https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraphs.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_PutTelemetryRecords.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingTargets.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudtrail/put-event-selectors.html

AWS X-Ray FEARER

} 1

X-Ray E4 Rl
EEE4 =P GetEncryptionConfig

LA 2 X-Ray M9/~ GetEncryptionConfig &% B CloudTrail,

Example

"eventVersion"=>"1.05",
"userIdentity"=>{
"type"=>"AssumedRole",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM:MyName",
"arn"=>"arn:aws:sts::123456789012:assumed-role/MyRole/MyName",
"accountId"=>"123456789012",
"accessKeyId"=>"AKIAIOSFODNN7EXAMPLE",
"sessionContext"=>{
"attributes"=>{
"mfaAuthenticated"=>"false",
"creationDate"=>"2023-7-01T00:24:36Z"
},
"sessionIssuer"=>{
"type"=>"Role",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM",
"arn"=>"arn:aws:iam::123456789012:role/MyRole",
"accountId"=>"123456789012",
"userName"=>"MyRole"

I

"eventTime"=>"2023-7-01T00:24:367",
"eventSource'"=>"xray.amazonaws.com",
"eventName"=>"GetEncryptionConfig",
"awsRegion"=>"us-east-2",
"sourceIPAddress"=>"33.255.33.255",
"userAgent'"=>"aws-sdk-ruby2/2.11.19 ruby/2.3.1 x86_64-1linux",
"requestParameters"=>nil,

"responseElements'"=>nil,
"requestID"=>"3fda699a-32e7-4c20-37af-edc2be5achdb",
"eventID"=>"039c3d45-6baa-11e3-2f3e-e5a036343c9f",
"eventType"=>"AwsApiCall",
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"recipientAccountId"=>"123456789012"

BIREEH TP PutTraceSegments

LR 2 X-Ray #97~f| PutTraceSegments FEIBIEEH BHEREB CloudTrail.

Example

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAWYXPWS54Y4NEXAMPLE:i-0dzz2acl111c83zz0z",
"arn": "arn:aws:sts::012345678910:assumed-role/my-service-role/
i-0dzz2acl111c83zz0z",
"accountId": "012345678910",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAWYXPWS54Y4NEXAMPLE",
"arn": "arn:aws:iam::012345678910:role/service-role/my-service-role"
"accountId": "@12345678910",
"userName": "my-service-role"
.
"attributes": {
"creationDate": "2024-01-22T17:34:117",
"mfaAuthenticated": "false"

.
"ec2RoleDelivery": "2.0"
}

},
"eventTime": "2024-01-22T18:22:05Z2",
"eventSource": "xray.amazonaws.com",
"eventName": "PutTraceSegments",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.0",
"userAgent": "aws-sdk-ruby3/3.190.0 md/internal ua/2.0 api/xray#1.0.0 os/linux md/
x86_64 lang/ruby#2.7.8 md/2.7.8 cfg/retry-mode#legacy"
"requestParameters": {
"traceSegmentDocuments": [
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0000",

4
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"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0001",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0002"
]
},
"responseElements": {
"unprocessedTraceSegments": []
.
"requestID": "5zzzzz64-acbd-46ff-z544-451a3ebcb2f8",
"eventID": "4zz51z7z-77f9-44zz-9bd7-6c8327740f2e",
"readOnly": false,
"resources": [
{
"type": "AWS::XRay::Trace"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "012345678910",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ZZZZZ-RSA-AAA128-GCM-SHA256",
"clientProvidedHostHeader": "example.us-west-2.xray.cloudwatch.aws.dev"
}
}

CloudWatch & X-Ray &%

AWS X-Ray 5CloudWatch R FAfEF{ES. CloudWatch RUM #1 Syn CloudWatch thetics 85 , A
DE R SR N ARFIZETIRR. R Application Signals BAMARRF , LEZRS. BEFRHER
. Synthetics Canary F RS #k IV IZ TR H X H#t 1T RBHEE,

B3I KBk CloudWatch #5%r, BEM X-Ray BRER , X-Ray IREEH#E TR EEH RS end-to-end#LE |
HB SRS AN H RSN A,

& CloudWatch B) RUM , AU ITESSMWAF KR | VAR S RARENEEREXRFRAFS
iEH Web B AR FMENEFHHIE. 58 AWS X-Ray 1 CloudWatch RUM , & 7] LA %47 A1 i M
NMARFHRLRAFETE AWS TERSERER, UHBEIRAIFINRLE R WIERE S M

xo

ES}
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AWS X-Ray FEAGIERE
« CloudWatch BitR;BE#] AWS X-Ray
« f£f X-Ra CloudWatch y i &R &4 %

CloudWatch BB AWS X-Ray

f&Bh Amazon CloudWatch RUM , Al A ITESAFRKE |, LUE PR AN IREMEE K B EBR
AF&EH Web B ARFHERNEF IREIE, BB AWS X-Ray 1 CloudWatch RUM , #&7] B % 47 #
BiIAMNARFNRLAFETKE AWS BERSHBERER, 7HEBBRIENRLABFNIERES
FEER,

FERAF&EN X-Ray BBERfE , CloudWatch RUM £[@E B iFH HTTP &SRB —4 X-Ray BRERFR
3L, HiEFK AW HTTP B3R X-Ray 7B, AfF , @A LAE X-Ray M CloudWatch 12§ & EE K
BIXEAFPSFENHENXE , B X-Ray RiriE,

® Note

CloudWatch RUM k5 X-Ray EHHNERK, Ak , EENAREFIZRENFEA CloudWatch
RUM Bt , BEBRFEH#EBE S . M R CloudWatch UM KZEMWIRERATaEAEHNTER, BXE
Z{ER | 155 H AWS X-Ray EHs

BIAMER T , M CloudWatch RUM &3k & i BRBR R IE B RS BRim IR iR, BRI E P inRESRS
2= im BR FRIEEHE K |, EfF CloudWatch RUM Web & FimBLE H [iX L HTTP RN X-Ray BRERFR
%o

/A Warning

$F CloudWatch RUM Web & B & 7 6 HTTP &R0 X-Ray BRERFRL ATREL S HEERF
JRHEE (CORS) kM, RBRXFER , B X-Amzn-Trace-Id HTTP ¥r3KRINE kAR
% CORS Bl EM RN iFFRLYIRP, MREER API Gateway #ER Tl , S5 REST API
#R/E A CORS, HABAUEWEELEFNERRNE~im X-Ray BRERFFL 25X AR
F. BXEZER , i35 CloudWatch RUM Web & F i 3L 84,

BXPEXAFPKBEENEZEER CloudWatch , 2 A CloudWatch RUM, ERNAREFIRENRN
£ CloudWatch RUM , @& A X-Ray REAF&E , BSREMAREFZENFEH CloudWatch
RUM,
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£/ X-Ra CloudWatch y it &R &L &

CloudWatch Synthetics 2 —M £ EN RS , TLRERIEKH APIs A X 24 /hat, 8208z
TR e E,

B LA EE N Canary IR EUTHEPWENR

- WA

- IR

- BH

o FRBTER K R AY BRI

- Step-by-step £ TR
- WEMBRER

« Ul BFERINEREER

- EENESR

- NRABFTRNEERE

Canary BB 5& " HERNBEHITHERNRENITH , HTMBIER 4%,

ET7THABXIRE Synthetics MW IFMEL , FSHEA Synthetics BIEMEE Canary,
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Canary

clisni:=Synihatica

W

AWSElasticBeanstali::Ervirenrment
avg. 300ms

0.1 vimin

products
AWE: ElaslicBaanatalk:: Ervironmiant

Client

auth
AW S=ElasticBeaanetab:Ermironiment

o

avg. 53 3ms
0.4 vimin

avg. H00ms

0.1 timin

api
AWS=ElasticBeanstali-Ervirnment

‘a

Client AWEApiGateway: Stage

LT RBIE R Synthetics Canary 5| 2 W BHEBNEREARS, BNREIEER T EAREREES
X-Ray Analytics 12| & # 1T @RI B RBE,

AN RREEEASCHTEINESER , FERHEERSHEE,

BXRWMAFEEER X-Ray Analytics BHEHS2RENEZER |, HSH S An AWS X-Ray alytics 2
AR E,

£

- EREREPEFTHEBRERREMN Canary

s NEAMNBEREARRFESHBUFHAEEEMER
- BE BN TRRSEEHNHENRAEFRER
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AWS X-Ray FRARIERE
BEMRERTAES

HE R BE S JS Y E IR A 4R IR S iR BE =R

WEMBAMENELEBETE APIs AKX URLs

E A4 & X T Synthetics iR

ERRbEPEFTHERERIREH Canary

EEF X-Ray RER#bE P L Canary WEEIR, BE, RENERRSEEMW N EAFTIEM , BRI BE
Al Client::Synthetic %2558 & 7R Synthetics Canary BT Ko BHTRNETREMER
MIERE R 2. BERANPTRZENLEZLEREXRBIT REENBERNFEARFES . LETUERER
iy B FR B B MK T AR S5 BV AR HE BT T <o

& & Synthetics T &AT , MIERESE —NE Synthetics FEFBRMARNEEEQRAEREFES
Canary #4115 B89 Synthetics &1 & F,

Canary x @ ©& Q | @ ‘Maplegena @  Service details

Name: Canary
Type: client::Synthetics

View in Synthetics [

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.
100%
B0% ‘
Canary 60% |
[ Syntheti .
b 20% ‘
avg. 1s |
0%
0.3 vimin 200m: a0 60 80
D
www Response status
A EiartioBes e Choose response statuses to add to the filter when viewing traces.
> I Fault: 0% Ld Error: 25%
I Throttle: 0% I OK: 75%

Analyze traces [~ View traces >

services lcons (I

m Health = Traffic

v No node resizing Close
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NEMRERERRERFFBHELNFAEEZTMNEKR

EREBPLRFLSBEKERHSHHER , FEIEREFEEFERBERIAREEEF LR, 24
RERTFAE BB ERENERK end-to-endiEE. ERALEERTHRFAANEKRS , AEMNE R LF
MTBEARSS -

Q, 1-5dcc3953-835d19c7d843bf8ed45f4eb9

Traces » Details

Timeline Raw data
Method Response Duration Age 1D
GET 200 1.8 sec 5.4 day (2019-11-13 17:11:47 UTC) 1-5dcc3953-830d19c7d843bf6ed4514ebg
* Trace Map

BE LN T RS FE DN HENRARRE

£ Synthetics £ # U EIHE CloudWatch B /5 , B X-Ray R ERARRHFENSITEER X-
Ray Analytics ##I| & P HERBH ATEERARE, £ Analytics EHIES , WNABRABRAERRETRT
1BRASEAE R, X-Ray BERERFPHHNERZIGNAENRAERR, BXIERPTNEEIRSEAN
RIRER , ERRWE M EBARREER,

UTREIER , BT Amazon DynamoDB RFHELERTERTE , X1E APl MX LE1TH
API“XXX 3t 1T#Y Synthetics iz, % M,
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Canary

x @ @ Q l @, Maplegend @ Service detalls ©
Name: Canary
Type: client::Synthetics
View in Synthetics (£
Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
100%
8%
Select the node o
4%
avg. 900ms
20%
2 t/min
0%+ T T T T T 1
Fault 67% 0 200ms 400ms  BOOMS  BODmS 108 128
3 ehiin Duration
WWW
AWS::FlasticBeanstalk::Environment Response status
‘Choose response statuses to add to the filter when viewing traces.
) Fault: 67% Error: 0%
I Throttle: 0% I OK: 33%
Ganary
client::Synthetics
Analyze traces View traces >
Services Icons ()
Health Traffic
No node resizing Close
Service map o
Traces FAULTROOT CAUSE COUNT %
| Analytics www (AWS: ElasticBeanstalic:Environment) — eror = api (AWS: ElasticBeanstalk. Environment) — eror = products (AWS: ElasticBeanstalkc Environment) — eror = progducts (AWS:DynamoDB: Table) 4 100.00%
B configuratior
Sampling
Encryplion FAULT ROOT CAUSE MESSAGE COUNT %
ProvisionedT! The level of for the table was exceeded. Consider increasing your provisioning level with the UpdateTable AP1. status code: 4 4 100.00%

Root cause analysis indicating throughput capacity exceeded for DynamoDB table
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AWS:CANARY_ARN COUNT
Fault Root Cause

arm:aws:synthetics:us-east-1:779168132807 canary:www-test 118
Annotation_acl_cached

Annotation_authenticated

Annotation_cold_start

Annotation_credentials_cached

Annotation_queries

EEMRERSMNES

A LAE Ak B Synthetics Canary WIS RER —RINBINIERRERFFEHE , NMEFIRKIMERE
RN F =R

Default ¥ | Q edge(id(name: “www", type: "client Synthetics”), idiname: "www", type: "AWS: ElasticBeansialk. Environment”))

-~

(2] 2018/11/13 11:00-2019/11113 17:00 ~ =
I All traces in the group @ 433K traces in the group. Show in charts @

Retrieved traces © Filtered trace setA ©
205 traces (0.05% of traces in the group ) To add a filter, click and drag one of the charts below or click one of the table rows.

Response time distribution @
Click and drag 1o filter the traces by response time.

‘ /\\ . <J:I p50, p80, p95 perce

Time series activity @
Click and drag to filter the traces by time.

inderstand occurrence of traces
000 FM 0200.00 Pl 03:00.00 P 40000 PR

Complete 100% scanned (found 205 traces)

HE B E SRl fR AV ZE SR MR IR S R =R

FHREEREERME , LUEFZERSER Canary HIRMFIA B INARER. €A X-Ray
Analytics 12| & 2 B M2 G ESEEE XA TR IRERE | MMM H 257 P el 2 M x
Fo
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Default * | Q service(id(name: "www", lype: "AWS: ElasticBeanstalic Environment™)) © Lastznours v | &
I All traces in the group € B65.9K traces in the group. Show in charts @ Complete 100% scanned (found 10.7K traces)
Retrieved traces ® Filtered trace set A © Filtered trace set B @
10.7K traces (16.26% of traces in the group.) 10480 traces (37.83% of retrieved traces.) 233 traces (2.17% of retrieved traces.)
Fillers: Annotation aws canary_am Filters. Annotation aws-canary_am ©

Click and drag fo fifter the traces by response time

Response time distribution @ {} ﬁs

Time series activity &
Click and arag to filer the traces by time.

o o
USER COUNT % a HTTP STATUS CODE COUNT % a
Emma 7% 3262% -0.15% . 200 213 91.42%
Olivia 40 17.17% -3.15% 500 13 5.58%
William 34 14 59% +141% 401 7 3.00%
Sopnia 3 9 g7 51310

WEMEBEAMENELEEELE APIs LLX% URLs

£/ X-Ray Analytics 5 FLER Canary I8 %, LT Ul ERHNEEBE LR K Canary , &R &K
AP, BEAHUBE=FFERN URLs RESL#NH,
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Response time distribution @
Click and drag to filter the traces by response time.

& of traces
=0
50

500ms

Time series activity @
Click and drag to filter the traces by time.

070000 AM

0705:00 AW

Select rows from the following tables to filter traces. Choose the cog icon to explore table configuration options. ﬂ

USER COUNT %
William 134 30.66%
Emma 17 26.77%
Olivia Il 16.25%
Ava 30 6.86%
Sophia 28 6.41%
Liam 20 4.58%
test 14 3.20%
[T — a4 o A
URL

http://storefront.us-east- 1.elasticbeanstalk.com’
http://store-api.us-east-1.elasticbeanstalk com/orders/status

hittp:/fstore-api.us-east-1.elasticbeanstalk. com/products/

-96.80%

COUNT
422

HTTP STATUS CODE

500

502
%
96.57%
2.06%
1.37%

Faie o

70200 AM
Time

COUNT % A
428 97.94% -2.06%
9 2.06% oo

A

-3.43%

C ] <@

FRAZETF Synthetics Mzt

BEAERARIERGRERNCE X-Ray AT TTFRATHERE , fla0 , IHIEFE AWS Elastic
Beanstalk £iZ1THY “www"# 1T Synthetics ik, FEAEZXEF service() M edge() KRB I RS

Mih & ik

Example AifERIER

"edge(id(name: "www", type: "client::Synthetics"), id(name: "www", type:

"AWS::ElasticBeanstalk::Environment"))"

CloudWatch Synthetics
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avg. 1s
» 0.3 t/min
1?.;.:'* %
- Wiw
avg. s AWS:ElasticBeanstalk::Environment
0.1 t/min
Canary

client::Synthetics

£ IR ER X-Ray MNZ & # ¥ X AWS Config

AWS X-Ray 5 £ F AWS Config SLid &5t X-Ray INZERATHBE EE R, LA LEA AWS Config
B R X-Ray MZEIR, #it X-Ray BRI LIEFKUARBRERFRERXLIEBEA,

AWS Config X#RF LT X-Ray INZERRE RIEFKNEH :
c BEEYR - EXHHMM—NMNEZSR , WIRENBIA X-Ray NFRE,

BERLLUT Ui B % 3] Al #E X-Ray Mz B 82 & A& # AWS Config.
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12 Lambda B #AL % 25

EERBENANZE , XA BENL AWS Lambda EEE ARN. AWS Config BT
B , @3 Node.js BIE—MNEREE , ZEBET XrayEncryptionConfig BRAVRAFERHT
AMEEEL AWS Config o

FEAE QAR B OIE Lambda BE¥ AWS::Xray EncryptionConfig

1
2.

$TFF Lambda ##l &, 1%£$F Create function ( BIZ2EE ) .

HBRER , RARHEERNERE, config-rule-change-triggered 2 HiIE R AP R EEE | Hik
BB gL,

EMUTFERREEEHR :

« NTFEW, BAB,

- NTAG , BEEMNERCIEFAE,

« ¥¥F Role name , & A B o

o XN TFRBEIEM , £ AWS Config PR,

R AR BEBUATE AWS Lambda ## & P AIEFE RIEH R

RESNEBNRE , ¥ AWS: :EC2: :Instance B AWS: :XrayEncryptionConfig. ik
A LASE 7 R 7 B R I BRIt BB 2L

AN

if (configurationItem.resourceType !== 'AWS::EC2::Instance') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

}
return 'NON_COMPLIANT';
EARIEG
if (configurationItem.resourceType !== 'AWS::XRay::EncryptionConfig') {

return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

}
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return 'NON_COMPLIANT';

6. FUTRERMEEN IAM BHITABPLEEB 7 E X-Ray, XLENPRALFXEH X-Ray &R
BATRIRGR . REER MM A F IR 7 R RN S B E 4 EH N KB Lambda BIE AWS
Config B £ /R H3SEE RYE S

{
"Sid": "Stmt1529350291539",
"Action": [
"xray:GetEncryptionConfig"

15
"Effect": "Allow",
"Resource": "*"

N X H&BIEBE X AWS Config FLNI
#12 Lambda B , i2 FIZEEH ARN , R/EHIE AWS Config ##| & SIS B E LHN,
H X-Ray 8|2 AWS Config #1111

1. FTFF AWS Config &l & KA N 7T M o

2. EBERAMAN , REEFRFNEE SN,

3. 1£ Function ARN ( AWS Lambda BEKZ{ ARN)H |, Il AZREFE AR S Lambda BEE<EXHY ARN,
4, EREREMNAASFRE

« EFE N — HEMASHNCEECE N ERERE P ZETLE AWS Config it & Ffh, 11
1 AWS Config KIZEET B ZEBAHEIETT,

- TEHI- AWS Config R %F BRI H BT (Bl , 824 DER—R) .
¥t F Resource type (BIREHR) , £ &xray; F 5 %&EFEEncryptionConfig?E X-Ray Zp0 H,
EERF

AWS Config %I & M BIFF i ITEM M SR, TR ITMAE TR RV #atE,

MEXFANEZLEM , AWS Config AILAF R ZFFITAEIEFE T. AWS Config SARTEIRAI
RIEFERTC, XN TFEHTEMINE—IXER, AWS Config BLER—1 from/to BRI E |
DR RMEZEAR JSON RREREE THETL, 52BN FEREH EncryptionConfig
xeConfiguration.typefConfiguration.keyID,
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ROILER

UTRERESRE HHM AWS Config B i8] 48 #Y 58 R #Y B 8] 3 7= 61

XRay EncryptionConfig 366702083853 o

on June 18, 2018 1:40:38 PM Pacific Daylight Time (UTC-07:00)
08 th
Juna 2018
1:30:18 PM
Changes

‘ ‘ H 080 2re

1:19:19 AM

th [ N
‘ 08 Juna 2018 - .

LA 2 AWS Config EERBHNRAl. “MWERNBXNERTHH AT, HREIERERIA X-Ray i
RIREWRNENKINEZR,
~ Changes )

Configuration Changes )

Field From To

SupplementaryConfiguration.unsupportedResources v Array [1]

Amazon SNS &4l

ZRIREEXNEA , iHi&E AWS Config J1&% Amazon SNS BHl., EXEZEE , BSHED
B, F BB 453 AWS Config &R E i,

=

Amazon #E M 1T E =M AWS X-Ray

& SAE A P BB I A2 Amazon EC2 356l E RERMIZIT X-Ray SFHFEF. XA , HSHEL
0¥ =17 X-Ray SF#'#2F EC2 :

EAKPIREXH R THETIEFNRA LEREHES X-Ray, BXESEE , HSHA BTHE
SRR X-Ray KIEBIEB R

AWS Elastic Beanstalk 1 AWS X-Ray

AWS Elastic Beanstalk ¥ & @& X-Ray SFH##EF. BT LUE Elastic Beanstalk 2% & ik B IR &
FEREEBXHETHETFER.
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1£ Java SE ¥ A& L |, &1 LALE A Buildfile 3X4 , &3 Maven 2 Gradle on-instance W2 N HRERF. &
BT Java AT Java B9 AWS SDK #J X-Ray SDK #1 , aAJ) Maven 3R1§ , Rt R R BRARER
RIBHESEB EE |, Mk & W48 H _E &2 Fr B Ak,

A LAfEF Elastic Beanstalk 3MEE MR B E X-Ray FF A TE 3, Elastic Beanstalk F T E & 1%
BENARFNAZRTEAMT. REENFES , FA X-Ray FRIEGNHRETERREE M.

* Nodejs ¥ & - EANRREEE

« Java SE ¥ & - FHNIELTE

« Tomcat ¥ & - FAREEM

BXREBEER |, ESHE ( AWS Elastic Beanstalk FF X AR ER) FHEE AWS X-Ray #id .

Elastic Load Balancin AWS X-Ray

MRS ENARF AR ID AMEE A HTTP BRMWE R X-Amzn-Trace-Id BIFR
ke,

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray BRER ID &3

X-Ray trace_id HUEFZHF 2B =ZARFAR, Hl0 , 1-58406520-
a006649127e371903a2de979, XAIE :

° H’&Z‘K% , El] 1.
o FRiBERBVETE |, KA Unix £7tetE , 3 8 M A#FEE,

f5lan , 2016 & 12 B 1 H E4 10:00 ( KFFFnHERTAE ) L TATE S 1480615200 # , ER T
N H B F 58406520,

- RIREY 96 (V2 BME—PRIASRF , A 24 DT AREFIBEF

ABIIHER T 2FBIELRES X-Ray , A EF2ELENRSHEHPETRAT R

BREZER BRI BUAEETAAREE T NAREF SIS HRNERRE.
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AWS X-Ray FEARES
I 5 # EventBridge 1 AWS X-Ray

AWS X-Ray 5 Amazon £ 5 EventBridge PABRERIEE KIS 4 EventBridge., MR X-Ray SDK #
TR K RS @ KIEEH EventBridge , WIBRER £ T OB B BR BRAR L M T4 B #5. X-Ray
SDK £ Bl REUREBRFE H N ENA FAEMEERN, XMELMFEAFEBRIR, 2 WHEREZEAN

TERES  HRHEZENRENE,

BXEZEER , 53R (EventBridge AF#88) ## EventBridge X-Ray K.
£ X-Ray fR&M Gy E &EFFEF B R

X-Ray iR ¥R it B & RIEEERF B ¥R EventBridge NEHATT R , ITHIFTR :

sfn-target
AWS::StepFunctions::StateMachine
vent-source-lambda
e-lambda
S::Lambda::Fun
et
r

FIRER £ XA BEISH4 B IR

X-Ray SDK f& EventBridge B4 ReEB NRER L T XEBE T HEHER. A THETESHTOE
/RY EventBridge ME A T 3 IRERHY Lambda EE#TEA

Java
A X-Ray 74 E 8 AN

- AWS X-Ray BT Java i SDK
.« AWS X-Ray & F Java #9F$I88 SDK

package example;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
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import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import

/*

com.
com.
com.
com.
com.
com.
com.
com.
com.

org.
org.

java

java.
java.
java.

java.

amazonaws.services.lambda.runtime.events.SQSEvent;
amazonaws.xray.AWSXRay;
amazonaws.services.eventbridge.AmazonEventBridge;
amazonaws.services.eventbridge.AmazonEventBridgeClientBuilder;
amazonaws.services.eventbridge.model.PutEventsRequest;
amazonaws.services.eventbridge.model.PutEventsRequestEntry;
amazonaws.services.eventbridge.model.PutEventsResult;
amazonaws.services.eventbridge.model.PutEventsResultEntry;
amazonaws.xray.handlers.TracingHandler;

slf4j.Logger;
slf4j.LoggerFactory;

.lang.StringBuilder;
util.Map;
util.List;
util.Date;
util.Collections;

Add the necessary dependencies for XRay:
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk

*/

public class Handler implements RequestHandler<SQSEvent, String>{

private static final Logger logger = LoggerFactory.getlLogger(Handler.class);

/*

build EventBridge client

*/

private static final AmazonEventBridge eventsClient =
AmazonEventBridgeClientBuilder

// instrument the EventBridge client with the XRay Tracing Handler.
// the AWSXRay globalRecorder will retrieve the tracing-context

standard()

// from the lambda function and inject it into the HTTP header.
// be sure to enable 'active tracing' on the lambda function.
.withRequestHandlers(new TracingHandler (AWSXRay.getGlobalRecorder()))

@Override
public String handleRequest(SQSEvent event, Context context)

{

build();

PutEventsRequestEntry putEventsRequestEntry® = new PutEventsRequestEntry();

RHRER £ T XA EH BT
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Python

putEventsRequestEntry@.setTime(new Date());
putEventsRequestEntry@.setSource("my-lambda-function");
putEventsRequestEntry@.setDetailType("my-lambda-event");
putEventsRequestEntry®@.setDetail (" {\"lambda-source\":\"sqs\"}");
PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.setEntries(Collections.singletonList(putEventsRequestEntryQ));
// send the event(s) to EventBridge
PutEventsResult putEventsResult = eventsClient.putEvents(putEventsRequest);
try {

logger.info("Put Events Result: {3}", putEventsResult);
} catch(Exception e) {

e.getStackTrace();
}

return '"success";

LT B IUR I E requirements.txt XA -

aws -

xray-sdk==2.4.3

import boto3
from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

# apply the XRay handler to all clients.
patch_all()

client = boto3.client('events')

def

lambda_handler(event, context):
response = client.put_events(
Entries=[
{
'Source': 'foo',
'DetailType': 'foo',
'Detail': '{\"foo\": \"foo\"}'
},
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return response

Go

package main

import (
"context"
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-xray-sdk-go/xray"
"github.com/aws/aws-sdk-go/service/eventbridge"
"fmt"

var client = eventbridge.New(session.New())

func main() {

//Wrap the eventbridge client in the AWS XRay tracer
xray.AWS(client.Client)
lambda.Start(handleRequest)

func handleRequest(ctx context.Context, event events.SQSEvent) (string, error) {
_, err := callEventBridge(ctx)

if err !'= nil {
return "ERROR", err

}

return "success", nil

func callEventBridge(ctx context.Context) (string, error) {

entries := make([]*eventbridge.PutEventsRequestEntry, 1)
detail := "{ \"foo\": \"foo\"}"

detailType := "foo"

source := "foo"

entries[@] = &eventbridge.PutEventsRequestEntry{
Detail: &detail,
DetailType: &detailType,
Source: &source,
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input := &eventbridge.PutEventsInput{
Entries: entries,

// Example sending a request using the PutEventsRequest method.
resp, err := client.PutEventsWithContext(ctx, input)

success := "yes"

if err == nil { // resp is now filled
success = "no"
fmt.Println(resp)

}

return success, err

Node.js

const AWSXRay = require('aws-xray-sdk')

//Wrap the aws-sdk client in the AWS XRay tracer
const AWS = AWSXRay.captureAwWS(require('aws-sdk'))
const eventBridge = new AWS.EventBridge()

exports.handler = async (event) => {
let myDetail = { "name": "Alice" }

const myEvent = {
Entries: [{
Detail: JSON.stringify({ myDetail }),
DetailType: 'myDetailType',
Source: 'myApplication',
Time: new Date

]
// Send to EventBridge
const result = await eventBridge.putEvents(myEvent).promise()

// Log the result
console.log('Result: ', JSON.stringify(result, null, 2))
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C#

AT X-Ray @R MEIZRE CH# KT -

<PackageReference Include="AWSXRayRecorder.Core" Version="2.6.2" />

<PackageReference Include="AWSXRayRecorder.Handlers.AwsSdk" Version="2.7.2" />

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.Ling;
System.Threading.Tasks;
Amazon;

Amazon.Util;

Amazon.Lambda;
Amazon.Lambda.Model;
Amazon.Lambda.Core;
Amazon.EventBridge;
Amazon.EventBridge.Model;
Amazon.Lambda.SQSEvents;
Amazon.XRay.Recorder.Core;
Amazon.XRay.Recorder.Handlers.AwsSdk;
Newtonsoft.Json;
Newtonsoft.Json.Serialization;

[assembly:

LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace blankCsharp

{

public class Function

{

private static AmazonEventBridgeClient eventClient;

static Function() {

initialize();

static async void initialize() {

//Wrap the AWS SDK clients in the AWS XRay tracer
AWSSDKHandler.RegisterXRayForAllServices();
eventClient = new AmazonEventBridgeClient();
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public async Task<PutEventsResponse> FunctionHandler(SQSEvent invocationEvent,
ILambdaContext context)
{
PutEventsResponse response;
try
{
response = await callEventBridge();

}

catch (AmazonLambdaException ex)

{

throw ex;
return response;

public static async Task<PutEventsResponse> callEventBridge()
{
var request = new PutEventsRequest();
var entry = new PutEventsRequestEntry();
entry.DetailType = "foo";
entry.Source = "foo";
entry.Detail = "{\"instance_id\":\"A\"}";
List<PutEventsRequestEntry> entries = new List<PutEventsRequestEntry>();
entries.Add(entry);
request.Entries = entries;
var response = await eventClient.PutEventsAsync(request);
return response;

AWS Lambda 1 AWS X-Ray

B LAMER AWS X-Ray REREREH AWS Lambda E¥, Lambda 1217 X-Ray T EFHERE
REHAANMESTZREBNFAFEEIERS B, MFH—SRN , 7 LUF X-Ray SDK SE 1Y B 248
E , MBI R HBAARRIER TEE.
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WMRER Lambda BBH % — N ERMARSEA , Nl Lambda RRERERFWER , THREMHFIE
B, LFBRSATUARZLIRNME Web NARFS — Lambda B, EHYARS W AR LSRN
AWS SDK & im B R ZEE , WA ERALYR NI HTTP F /- iwid A APl Gateway API,

AWS X-Ray X #EH AWS Lambda fl Amazon SQS REEHBAIPNAERF. #FH CloudWatch %
HEEFES/MNERTE Amazon SQS HHERAHH T if Lambda BB EBIEZENE., XB LEEEER
ENIRFS BN 8RR B T Lambda A ET SV IRER , NI end-to-end AREFUE. &
REZER , FEAREE4RIENAERF,

(® Note

WMRIERN T Lambda RS T HRER , MEXAT R AR T HEEBHE Lambda EESE AR
B, MET HERBERRER.

WMRER Lambda BBUHRITRIEIT , REBHARQNBRSER , B LUK Lambda BB BT A3 R
BRRAEMICFK A

£ AWS Lambda BEI¥ L ELE X-Ray £/

1.  ¥TFF AWS Lambda BEIEiE4|4,
2. MEMSmES | &R,

3. EREWEE.
4

EREBZRTFF , A FRFFEMKETEFRR, SUAUUETERENSRERPHKZENERE
TEREBLFF.

ERRE.
£ AWS X-Ray T , B A/EsIRER,

o o

FiziTet , BEX MK X-Ray SDK , Lambda 11217 X-Ray TR,
Lambda SDKs E£# X-Ray

« X-Ray SDK for G — Go 1.7 M EFMRAH 1z 178

« X-Ray SDK for Java — Java 8 iz1T&}

« X-Ray SDK for Node.js — Node.js 4.3 & & iR A= 178

« X-Ray SDK for Python — Python 2.7, Python 3.6 & # iR 4§31z 178
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« X-Ray SDK for .NET - .NET Core 2.0 M E R A #Y7Z 178

E7% Lambda LA X-Ray SDK , BESXR G ZF AT FESENRBABAE, SRR
THEEMRS EWNAREFNER G ERENEHN Lambda B, TEZFETETER SDK KM
BRAER, MHRERRNEED R

M Lambda B Web AR S —NEBIET , Lambda S H &= E| X-Ray B2 BT BT
BRBABHTER, BAUUNEFBHERE LEFERNAKE , EXEFHENTHEBRMERX 5
&,

BXEZER , B5S AWS Lambda FF & A R ISR HIE A AWS X-Ray.

10 5% SNS #1 AWS X-Ray

A LAE R AWS X-Ray I &b 8] £ 3@8 &1 PR S5 (Amazon SNS) Simple Notification Service 3R IR ER 2
MBS EH SNS EBULZ X EIEH SNS ZHRMITHRFHIER. £/ X-Ray lRERE Amazon SNS %
WEEREERRSHIEER (0, EREENEB LT T ZSEE , ARPEREERZETNE
MT T3 T ZKEHE ) o Amazon SNS X FHrgEEBHM FIFO EBERZFF X-Ray BRER.

MRENEZER X-Ray &N H RS % 7 Bl Amazon SNS & |, ) Amazon SNS & X &K
BRER E N XABRATRAF, s, B RIMNERN SNS BEFmAMRIER , T ENRENS
Amazon SNS iT FH XK 2 BB IE KiE 4 X-Ray. A Amazon SNS ##|& FEA Amazon SNS *
BT EDRER , B Amazon SNS API 5 CLI, ES RN ARER , #4447 #&
SNS & F i,

BtiE Amazon SNS SEZ R ER

Al LAE A Amazon SNS #2414 . CL AWS | 2 SDK kfi & Amazon SNS FZI B,

£/ Amazon SNS #2#| & 8Y , Amazon SNS =17 SNS SI2EA X-Ray FTENNR., MREEH
BB RIE N X-Ray BIRER , NS AU WIEL, BXXENRBRIEZEL , ESH (Amazon
Simple Notification Service FF & A R 3EF) FH Amazon SNS H Y FRIZF 5 0] B E F Amazon SNS
HREEIRGl, FE T MBIMAIFER Amazon SNS #H AT FENRENESZEER , 525 (Amazon
Simple Notification Service FF &R AR $E/) FHITE Amazon SNS £/t 5 FEZ R IR,

/8 AWS CLI = SDK B X B , #TAERAETRENERFHERENRE, F£/H
PutResourcePolicy ETH RN S ERKEEE X-Ray , LAR¥F Amazon SNS HREREAIELS X-
Rayo
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Example Amazon SNS £z ERERRY X-Ray & T & IRH KRB

LUT RBIRMEASIEE T Amazon SNS RHREREIE K %44 X-Ray FTE ERRR :

Version: "2012-10-17",
Statement: [
{

Sid: "SNSAccess",

Effect: Allow,

Principal: {
Service: '"sns.amazonaws.com",

.

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
.
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"

£ CLI 1 ZE T RRHNKBE , l8F Amazon SNS FIREREIE & %4 X-Ray HIR :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
"{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",

"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments"

"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

Bt & Amazon SNS &z IR ER
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EFRAXERE , B Rpartition, regionaccount-id, Mtopic-nameBE#HENEE AWS 2
X. Xi#, K/ ID f Amazon SNS B E#. WFEMETAE Amazon SNS FEUNRERBIERIELE X-
Ray IXPR , BN EBEHREBBRNA *

£ X-Ray ###]| A &EFE Amazon SNS % E&MiT A F B ER.

/A X-Ray ## 5 EFREHWRMBIERFES , XEHEAZRT Amazon SNS % & MiT 5B F 8 EEx
B, AEANEFITHF Amazon SNS SEFIRERE , X-Ray RER#t @B IRFHE##HE L& E R Amazon
SNS %7 #&. Amazon SNS B M T HITEAF XK = -

Client O Publisher O myTopic
SNS Topic

O https://s...mySqsQueue
SQS Queue

R B Amazon SNS XA EMITEHAF R , X-Ray RERFERHA2E RREFFELRMD R
:NALIES 8

Example &~ Amazon SNS & # & 1T [F 1T # A F &Y 818 £ R 5l

RIS RO EZPEE[mMEN Amazon SNS TH K% —FEEM Amazon SNS X% & ,
Amazon SNS iJE B 438,

Segments Timeline info &
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms
Name Segment status Response code Duration ! ! ! ! ! ! ! !
¥ Publisher
Publisher ®oK - 295ms
SNS ®@oK 200 263ms Publish: arn:aws:sns:us-east-1:....myTopic

¥ myTopic AWS::SNS:Topic

myTopic ®@ oK 200 37ms

SQS @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
¥ SQS AWS:SQS::Queue

SQS ® oK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ©ok - 36ms

L EHRAIE RIZ R B X Amazon SNS JEERIVFAER .

* SNS ZERRRMNEFim R A Publish API AR EIR KLY A,
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« myTopic 2 B8 &R Amazon SNS g 5 % 7 5 R I ZER o

« SQS F 7 ER#& R Amazon SNS {HE &K E| Amazon SQS BAFIFTTE TRV EIR AT (A,

« MyTopic 7B fl SQS F 7 B Z BIRY AT AIXRIX IE S Amazon SNS REH 18 TR RYET A,

Example @& #t43EH Amazon SNS JE B AR R4 =451

MRE-NMREEHLEZ S Amazon SNSHE , M BRERALPLERMRELENEBREEND
28

Segments Timeline info [}
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms
Name Segment status Response code Duration ! ! ! ! ! ! ! ' !
¥ Publisher
Publisher ®@oK - 356ms
SNS ®@oK 200 323ms PublishBatch

¥ myTopic AWS::SNS::Topic

myTopic ®@oK 200 63ms
Message-3 ®@ ok - 58ms
SQS @ oK 200 62ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-2 ®@oK - 57ms
SQsS @ok 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqgsQueue
Message-1 ® oK - 57ms
SQsS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue

¥ SQS AWS:SQS::Queue

SQS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 55ms

SQs @ok 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySgsQueue
QueueTime ® oK - 51ms

SQS @ oK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 62ms

AWS Step Functions 1 AWS X-Ray

AWS X-Ray 5 £ AWS Step Functions SABRERFI 2 #T Step Functions BYiER. EA LA AT PALIRZS
MR A H, BEMERIURNSBE RN ERBTHELR. EXEZEE , 50 AWS Step
Functions FF % & HIAWS X-Ray # Step F unctions,

£ O ZFRSYA S A X-Ray BRER

1. 3TFF Step Functions ##|& , Mt A https://console.aws.amazon.com/states/o
2. EFRIERS.
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3. EEMRANIE , BREARBEROUMESFERERFT R, MRERESITRAWME , WEEENE
SHEFFHA X-Ray RER, Mkt , FELIZBRDIERB A X-Ray BRE.

4. iij:¥-|:_$o
5. EETHEMAGEETH , BERSH.
6. &FEHA X-Ray BRER.

EIBRSNHE A X-Ray BRER
1. £ Step Functions ### A H |, EFENH B ARERARS.

2. EERHRE.

3. %ERE A X-Ray RER,

4, (WE ) NRRBEREFRCUBRFAER , ARSI BFERFTARBUITE X-Ray R,
Permissions
Execution role B e
O Create new role

5. &EREF.

(® Note

LB BFAVRSYIET |, IRIERHIT 7 EBEHE LIRS ( 120 Amazon APl Gateway %
AWS Lambda ) FE A TRE , M BN E#TRE. N TFEMARBEIZGEE ( HlmnES
AWS CloudFormation 1R ) BEEWIMBRSH , BRELZEZBER FE A X-Ray RN 2 ®
R IAM KBS,

W5 # SQS M AWS X-Ray

AWS X-Ray S5 5 2] 8 BA HI Bk %5 (Amazon SQS) Simple Queue Service £/ , 1] IR ER@EE T & #h
SQS BAFIEZEREE ., MRETRSEH X-Ray FFA T ESREER , N Amazon SQS AT LA KA R
FRAR A H BB — B IRER ID FRARBREMNRIEZERZEIERAE. REEEMFERAFEBRIER. 2
AR IHAEBN RS,
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AWS X-Ray X ##H Amazon SQS MRREHRAWNAEF. AWS LambdafEA CloudWatch 2
HEEEEZMERTE Amazon SQS FHERAH B T ¥ Lambda BB EERIERENE. RB LEEEER
EWIRIRS B $51ZEFIk B Tk Lambda EAET SBVRER , N8I end-to-endARFUE, &
XEZER , BSRABREEHRIENAEF,

o e N

O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

Amazon SQS LU T IRERFRKEM -

« BUIAHTTP #53k — HEBBEY AWS ST AT EBFEALS# SQS it , X-Ray SDK < Bz fF iR ix
FPRKIEFE AN HTTP #53k. BRAIABRERPRSKH X-Amzn-Trace-Id &# , ¥ FEE% SendMessage
% SendMessageBatch BRHPHMBEER. BSH REEAL , W THEXEIAHTTP /5L 1E

B8N0

« AWSTraceHeader R&E M - AWSTraceHeader 2 Amazon SQS REBHHERZEEM , AF&
RSP EEEHEMN X-Ray BRERFRk, BIETLEET X-Ray SDK # 1T Bzt , th el SAEHA
AWSTraceHeader , BIENIE N FIEEWERER SDK i, MRERHEE THMRLEN |, MHER
SERMESES HTTP REMRL,

FEL S FZ1T8 EC2 , Amazon SQS XF— XA E—KER, XEATEARMEN LETURER
ADERS ( H190 Amazon ECS = ) AWS App Mesh, AWS Fargate

Amazon SQS JEE X/NIEE B MR H H EHERR T BERIRL. B A X-Ray RET LI &M Amazon
SQS Bi#l. ETHMAX AWS BFMNEZER , BZH Amazon SQS B,

A& HTTP BRERFRL

Amazon SQS H#Y &% HAH A LUEE SendMessageBatch 5 SendMessage 8 A B3 &% REFR
sk, 7EX AWS SDK ZF Fimdt TR M A |, ATLUEE X-Ray SDK X #EFMWFTEIE S B REX LE P ik,

EIX LRSS (a0 , Amazon S3 EEM I Amazon SQS RA% ) FIBERHYEIR AWS RS FiGE Ay &

JR1E X-Ray #HANREHE EE R TET S
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FRARER

ETHUOAFERALNEIEIESIRIR AWS SDK BA , BZHXFHN T ER SDKs :

+ Go - X-Ray AWS SDK for Go JB¥R SDK i@iF

Java - ERER T Java B9 X-Ray SD AWS K B SDK i f

Node.js — & F Node.js B X-Ray SD AWS K i& % SDK 1§
Python — £ f AWS 5&fF Python By X-Ray 8#4F & T E@iEE SDK
Ruby — £ A& T Ruby B9 X-Ray SD AWS K j&#: SDK i

NET - #EH&EH T .NET 8 X-Ray SD AWS K i&¥% SDK &

1 ZR IR ERFR K MR & IR ER b T 3

MREFERANR Lambda TEERARS , WS B EBRELTX EREFEHEM Amazon SQS £ A

BREEIT L T IUERE |, KA F I N RS AR R,
MERBRETXEZEDHAAT=ATR

- BI A ReceiveMessage APl M AWSTraceHeader BRI B IZYBCHEE,
« NEMHRZRRERFL,
o MARKAFIREIRER ID. ( W% ) @2 BRARINEZERR,

THRMA X-Ray SDK for Java ‘R B R SEHE

Example : RZERERIRLMIRERER ETX

// Receive the message from the queue, specifying the "AWSTraceHeader"
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
.withQueueUrl(QUEUE_URL)
.withAttributeNames("AWSTraceHeader");
List<Message> messages = sqs.receiveMessage(receiveMessageRequest).getMessages();

if (!messages.isEmpty()) {
Message message = messages.get(Q);

// Retrieve the trace header from the AWSTraceHeader message system attribute
String traceHeaderStr = message.getAttributes().get("AWSTraceHeader");
if (traceHeaderStr != null) {

TraceHeader traceHeader = TraceHeader.fromString(traceHeaderStr);

// Recover the trace context from the trace header

KRREARAMIRERER £ETX
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Segment segment = AWSXRay.getCurrentSegment();
segment.setTraceld(traceHeader.getRootTraceId());
segment.setParentId(traceHeader.getParentId());

segment.setSampled(traceHeader.getSampled().equals(TraceHeader.SampleDecision.SAMPLED));
}
}

33 S3 f AWS X-Ray

AWS X-Ray 5 Amazon S3 &5 , TIRIREFNNAEFW S3 FHEEN LFER, MRETRSFE
FA X-Ray SDK ERERIER , M| Amazon S3 A LARFERERHFR K &KX 45 AWS Lambda, Amazon SQS H
Amazon SNS E T HEHITRAF . X-Ray X#FREE S LASKI Amazon S3 EHEAH,

BRI LAE A X-Ray IRz EEE Amazon S3 SNAEFAMAREMRS 2 ANERE, BEAUERE
HAEEFER , HIMPHYIERMKER, HX X-Ray BHEANEZEL , H5R £/ X-Ray 4 A&,

Amazon S3 XFERIAWY HTTP Rk, HERBEIHHETFT KT EZBEA Amazon S3 Bf , X-Ray S
AWS DK £ B IRERARSKIEFR R HTTP #rk. BRINBRERFRLHE X-Amzn-Trace-I1d &&, MET#
BXBERANESER , FZRABSTNE LW REFL. Amazon S3 BRERE T XABZFUTITH
FAF : Lambda, SQS # SNS, HHTF SQS # SNS H TR K E D EREEARS | Hitt , 24 S3 AT
L ERELNRERSBREREET |, IECINSFRERLEES THRS.

BtiE Amazon S3 E4EA

B Amazon S3 BHIMEE , BAINEFEEPRERXES4NEREN, RF , XLEBA AL ED
NRAZEFTHUATER

» Amazon Simple Notification Service (Amazon SNS)
* Amazon Simple Queue Service(Amazon SQS)
+ AWS Lambda

BXEXFBEHNIIR , 5 (Amazon Pinpoint F XA RIEF) FEXGHSBHHERE,

Amazon SNS #1 Amazon SQS

LR T Amazon S3 IR , REFEERBEH A M E SNS £/ SQS A5, ERFIXLENRR , £F
¥ AWS Identity and Access Management (IAM) SREEF HNE B 5 SNS E&=k SQS BAY|, WFE T ##
BXEIAMXBNESEE , BZAR TR EEAME SNS =&, SQS A5,
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AR SNS # SQS 5 X-Ray ERMEXRER , S W% SNS M AWS X-Ray # T Z# SQS
# AWS X-Ray.

AWS Lambda

£/ Amazon S3 ##|& £ Amazon S3 F# LR Lambda B ELEEHEXNT |, BH & FE
Lambda EEk LR BHEHNRELME Amazon S3 BN EF# B AAERS. EXEZEE , BSH
{Amazon Simple Storage Service #ZHAAFERE) FHMMN S3 FHEEEANLESHER 2,

#4 T LA[E] Amazon S3 2 F B A& AWS Lambda Lambda EZIN R, BEXxEZER |, i55H
Lambda F & EIEEHPHHIE : F AWS Lambda 5 Amazon S3 fit&FEH. AWS

BX W Lambda 5 X-Ray EFRNWEZEELE , HZSHE Lambd a F#7 Java {55, AWS
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EEXNEHNARERHEITRN AWS X-Ray

RAUNARFSRRENARFRAEAMBMEERREMEHANRESRSE , UARESNMEREXBTH
2. BULRBRBEASNBEERR , NSHFRRNETHH#ITERRESHER

- BRN - EREXRRBAARMNNAERF , FASECEEREE, 083000 E S EHH
HLHlo

« FERA —NNARFRBHRTHEONER , UMM EESRESR ( f/ AWS SDK, Apache
HTTP &/ iws SQL B/ s ) WFETE,

- FHRN - ERERERREENEME , ANARFMNRNABE,

BJLA SDKs, REMITETATRMNENWRAER , B 1T X-Ray BRER.
FH

- FARITERIENRARFHIT AWS B0 OpenTelemetry

- FRAUTAHEXNEHNNARFHTERN AWS X-Ray SDKs

« 7£ AWS Distro for # X-Ray OpenTelemetry 2 [A# {Ti%$%# SDKs

5 F R ATRRIT & N A2 7 3 1T AWS #&Ul OpenTelemetry

OpenTelemetry (ADOT) AWS Z1TIRRET=R4EITEEE£4 (CNCF) B M AWS K1ThR.
OpenTelemetry OpenTelemetry 12t —AFFR APIs, EMRE , BT RES FXNREMIER. ZIE
‘D= Lk OpenTelemetry AKX 1ThR SDKs , @ELEMIH, 1. FRIFMZIEH AWS Bz N
EARESR.

&8 ADOT , IRIFRAEXNNARFHITXRN , BIAFHEXNERMRERAIEZE S AWS iR
R 77 E CloudWatch AWS X-Ray , ‘@3 5 L 5i# OpenSearch RS o

fF X-Ray 5 ADOT BL&EAFZEERNEAH : B OpenTelemetry SDK A5 X-Ray L&A |
LAR J5 F Collecto OpenTelemetry r BJAWS Distro JA 5 X-Ray L& M. B<F AWS Distro
OpenTelemetry AT with AWS X-Ray 1 other WE ZE R AWS RS , BESRAWS X E1THR.
OpenTelemetry

BXESXHNAZNESER , EZH LK O AWS bservability, GitHub
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AWS X-Ray FRARIEE

@ Note

ITE , BATLAER CloudWatch REEM Amazon EC2 RIS IR F 25 L3845, AR
BR#R. CloudWatch XERZ 1.300025.0 R ESRA A UM EANIH X-Ray & in R ERT
SDKs , REFFH %% % OpenTelemetryX-R ay, A CloudWatch 2K & AWS Distro for
OpenTelemetry (ADOT) Collector 2% X-Ray SFH# 2 FRURERER T A B IEBDO EE WA B
B, BXEZEER , 51 ( CloudWatch FAF#E®) FHICloudWatch KE X,

ADOT U THAA :

+ AWS Go %17 OpenTelemetry kX

« AWS 5@ F Java B OpenTelemetry & 1Th

- AWS KR1THRER T OpenTelemetry JavaScript
« AWS & F Python B OpenTelemetry Z1ThR
« AWS .NET & 4T OpenTelemetry hx

ADOT B eI @¥EEA T Java M Python MBI M XK. Ltk , ADOT Ex#iEE ADOT £E
Lambd AWS a Ef£A Java. Node.js l Python iZ1TAY X} Lambda BE&R H T FER#HITEZIR I,

SDKs @A T Java Ml Go B ADOT X #F X-Ray SEFRREMN, MREBFEIXHFHMIESH X-Ray X
RN | EERER S AWS X-Ray DK,

(® Note

RILFE AT BAR & &35 W3C BRER IDs | X-Ray., BIAMERT , SEAGIZIRER OpenTelemetry
EBET W3C RERE T XHBHERER ID XK. X56A X-Ray SDK 55 X-Ray SR
AWS BRI IRER IDs BRA TR, FHRE X-Ray #F W3C HAMWIRER IDs |, B4 EH
AWS X-Ray Exporter ixZ 0.86.0 SRE & MRA , XA 7 ADOT Collector k7 0.34.0 &
EERAT, EARANS HEFSRIERER ID HEE , XAaESS 3 W3C IRERY IDs 1E4,

FRUTHEN BN ARFH#HITRN AWS X-Ray SDKs

AWS X-Ray @iF—HEFEFIESEWIE , SDKs ATHENNARFHITERNLRG X-Ray £XR
¥R. 8/ X-Ray SDK MU THA :

FERT HEN B R AR F# TN AWS X-Ray SDKs 287
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- BB URMEZSNABPREREA HTTP ER

- BERWLERRF , ATRN AWS SDK B/ s |, &K N AREFERX LR imkiE A s i
AWS ARS5

« HTTP &P , A TR EAR IS HTTP Web ARSSHI A A

X-Ray SDKs ¥ X #3t SQL BEE#HTRNAA. B3 AWS SDK B imie N AR HMIhEE, % SDK
TREBENBEREELZT X-Ray , MRS JSON 5B EEE T UDP RENHESTIFRERH
2o X-Ray #EBFHEFFDBREFPENSIG , HFoB#tE F£ 2 X-Ray,

RETUTHETIESHAR SDKs :

. AWS X-Ray EA T Go # SDK

- AWS X-Ray & F Java #J SDK

« AWS X-Ray Node.js WHHF X T ES
+ AWS X-Ray Python B4 F 4 TES

- AWS X-Ray EMAF .NET # SDK

- AWS X-Ray ;& F Ruby # SDK

X-Ray BASHEERT Java B EFHRA L,

£ AWS Distro for #1 X-Ray OpenTelemetry 2 [8)3# 1Ti%£# SDKs

X-Ray SDKs BEFfHIi% & 224 E’J%E%Eﬁﬂ’]ﬁ(%ﬁﬁﬁ}kﬁ’?ﬂﬁ 2 AWS, B9 AWS % 1THhR
OpenTeIemetry REZHTLERE RN — Elﬁﬁﬁu“iﬁ’?qﬂ X-Ray RRARZERERS R
2Z—o FALAEREM—M AT X-Ray EF'ﬂ—f}u end-to-endiRiz , EEWERKEAMNEZE , BFHLT
BEPHNESR,

OpenTelemetry IR BFBLUTHE , BB WIEER AWS Distro KN EHNARERF

- THEEHMRNAE AR RERE R AEEZN TR RER G %
« Support THEMESNWAEEBIETE , BHX4H OpenTelemetry

« T2 EK Lambda B , 8 Java, Python = Node.js BRI L EE R BEN T SURE BN BIEFTE
9 —140

1£ AWS Distro for #1 X-Ray OpenTelemetry 2 [E]3# {Ti%#¥ SDKs 288
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(@ Note
AWS Distro for H#REY Lambda Bi#¥X OpenTelemetry 12t T EM R M A T4ER, ER , B
F OpenTelemetry 12 REM |, B Lambda BN FEEFHANAEF , FEAATES
BERBHEREMNER , XURESSBENTA, IREBEEHMRERFTHRL , H
BAFRZEE OpenTelemetryl I SR INEE , HlMMAHSEENFHRESR , WAseEEFEH AWS
X-Ray SDK k&M & B AR o

MREBUTER , BUUERE X-Ray SDK RN NAEF :

- RRMENNE—HNRERRAR
« 5 X-Ray EFEEFHNER , BFE1E Node.js. Python, Ruby B .NET B , R M X-Ray &l A &L
BREAN , UREZEH Bz EHIX LR N
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Transaction Search

Transaction Search E— X ER 4K  OHEBAFLETRENNAEFEERZSEE, BEEESH
REBERPNERREERT , ARNMABRFIRETHRIERERES. BEINBEHREREXRRSG T
EMIWFEMRER. XEFAFELIEFRNLERNE, FENEUREXHTHEE , HPUUEER
F IDs MiTHEZWEEM IDs, BERRFRREWHES, XMEREMERT ZEBHRER , METE
TREHHRSHRZ TR

EXEZEER |, 1§21 Transaction Search,

290


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html

AWS X-Ray FEARER

OpenTelemetry % (OTLP) im =<

OpenTelemetry 2 — MR UMM AL , ©1 1T FARRIRME T B FUERER B 1E N BIE AR LY
MIE, ZELRREMT —TE— E’J*’é'ﬁ AT, £K., WENAREFENRIE (flESR. BEM
BER) , AGEHSHIBNFEE# TN HIREBEE, BEFER OpenTelemetry , FRA BT LAUE & 4 5
EYE , NERE TR R RO RIE M,

&7 LA F & 3 OpenTelemetry [@ OpenTelemetry MY (OTLP) i R KX RER , HERARFESH
CloudWatch 3£18 out-of-the& 2 N i F M AEIS 24K 08

BXEZEER , S OpenTelemetry,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Intro.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-OpenTelemetry-Sections.html
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A Go

BERMAETRATRIN Go NARRF , WHREHIERES X-Ray :

« AWS Distro OpenTelemetry f or Go — 12t —HFREMN AWS K 1ThR , Fi Fi&3 Distro for Collect
AWS o r Collector [a]2#E I 5i# CloudWatchF1IL & # OpenSearch fRFERHIZ A AWS Wi fig R
FREEBXMIBIRFBER, AWS X-Ray OpenTelemetry

- AWS X-Ray SDK for Go — —4ifE , A TEX X-Ray FHFEFERREFFHLZIZEE X-Ray,

HXREZER , 53 £ AWS Distro for 1 X-Ray OpenTelemetry 2 [A13# 1Ti%# SDKs,

AWS Go & 1T OpenTelemetry i

£/ AWS Distr OpenTelemetry o for Go , LR BEX NARFHIT— XN , BN ARG AHEH BRI IR ER
REFZ AN AWS 5328705 R CloudWatch AWS X-Ray , ‘23F 1 & M 5% OpenSearch R
fF X-Ray 5 AWS Distro Bt & £ OpenTelemetry EEFHNAH : BH OpenTelemetry SDK L& X-
Ray BB&fEMA , LUK JE A Collecto OpenTelemetry r BJAWS Distro JA5 X-Ray —i#2FE .

EFARMER , 25 AWS Distro for OpenTelemetry Go 344,

B X Distro FiF with AWS X-Ray # other # OpenTelemetry EZEE AWS RS , 55 H AWS
Distro for OpenTelemetry 2 AWS Distro for AWS D ocuments, OpenTelemetry

BXESXHNAZNESER , HZH LK O AWS bservability, GitHub

AWS X-Ray &M T Go #J SDK

EBAT Go My X-Ray FRTEGR—AMIME Go NARFHE , AIRA I ENRE R R EREEE
RERBIERIES X-Ray #HEFTHEF. REHFEQLEERNARFLENEZA HTTP HRHNES , %
MMNAREFER AWS SDK, HTTP B iRl SQL BiEFEERESREN TFRSETHIFANGEE, &&E
AEAFFIE s RAEERMTBEHRMNBAEE

FEAU T SMEGItHubF#EH T8 SDKgo get :

$ go get -u github.com/aws/aws-xray-sdk-go/...
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XTF Web NARERF , LM xray.Handler JEERERME AFER, HELEREFN BN HRERNF
ROBE—NDBRATEREBWNNTREZD R, H0RITIN , BRUEATRITEQSEF RS ER/E

BAMEDER , AREFHRUBRETHER, FRATESELBFHICRESRITFTNNARERFSIRH
7=

NTHELIRNNAREFSIRSFAR Lambda B , Lambda £ BREVER ERA7 L H B 3 BRERRAFHY
FR, NTHEHMEE , BAILUK Lambda BB REMBERME AER. ZEBHHER , Lambda #<
Bl Bt HEEMS X-Ray FRTEE,

(@ Note

# Lambda £ , X-Ray FATEAR WM. MREFERKHEAT , BHBSMRE HEF
£—AAF Lambda RSB , RS Lambda BHMH S, MEDFMEFLIES
BNEBARE , FF2ERAME Lambda iIE XA R D B, EZSRAWS Lambda i AWS X-
RayT RESEL.

TR, EAX AWS BN AASEENE ik, WERABR X-Ray &N HERZE ik EH
o SETBRNN SQL BIEEREA.

EFRERAFRIESR , BEREIERENPRAREBELETA, EALRMNEHRIZZKAXEA
BFLETHUTERRNEE K BYEUREANRBELREFTH , REBSHIUENRAEFBEE
FEERKEFRIEENESHELNER.

EREXRERURNARFEIRNTBIEFREN TENEAEES, TREMENREN K BhxE
BEXNRHRSILATHEERARER , MELEBERTSBEHENRE. THEZENRIMER
€, HEALLUERENNKRNEKEA - 75t JSON WEMFIE,

O ERMTHE
SERNTBIEREEA X-Ray F X TESFME S BHEETER, RELXIBEHRS, U
EEmERAR—RBER. THRERRHRD , BTLER X-Ray B4 A% AP EEHS B
BE, £8F X-Ray REURM A BT USE X LI,

SREBHFEERERLNNES RN , —MERFRABEARETFIR , RAUNEFREENENEARS
WE—NFDER. BUNEIREFREBAESEEELFOBETREEFHEHANEDE, BTN
BIOEBIEARBHIIBAENFOR , ALK FOBRNAKBENEIR  MARREER D RNE
RNE
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EHATF Go#y X-Ray FATEGEE Go 1.9 RES AR,
% SDK R IBAZ TR T LA TEE -
« AWS ERTF Go 9 SDK k7 1.10.0 HE = ix A

XL FINIEFF & T E 2/ README .md XA =EH,
SE X
ETHHAXITEEIE , A WEMNTEXRLUETE Web X EB[HPEE XY,

ERSEN

1. SM% $GOPATH/src/github.com/aws/aws-xray-sdk-go ( Linux & Mac ) B &=
%GOPATH%\src\github.com\aws\aws-xray-sdk-go (Windows) XX

2. 1&17 godoc W,
$ godoc -http=:6060

3. ITFFXYES , BME http://localhost:6060/pkg/github.com/aws/aws-xray-sdk-
go/»

BREFERAT GoM X-Ray FATES

RO LBIMEETE, F/ Configure WREA Config HRABIAE , RAEATF Go I X-Ray
FEITEGEERE. NETERET Config B , FEXRLETEMRIAE.

Sections

- BREEHA
o REFN
-« BFiEE

- FEEE

« f£/ Configure 5%

=R 294
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AR 55 4 4

plugins AT iIEREXEENAREFNERFHES.
ik

+ Amazon EC2 — EC2P1lugin 73kl ID, AJA XM CloudWatch BE4H,
+ Elastic Beanstalk - ElasticBeanstalkPlugin FiNERERZ M, MAIRESMZE D,
+ Amazon ECS — ECSPlugin % IN&2S ID,

Segment - Scorekeep

Overview | Resources | Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-0355683d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenJDK 64-RBit Server VM
SDK X-Ray for Go

BERES  FSAUTEFEZ—

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/awsplugins/ecs"
"github.com/aws/aws-xray-sdk-go/awsplugins/beanstalk"
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BNMNEHEE - EEN Init() EHBEARMEEH

Example ec2.Init()

import (
IIOSII

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/xray"

)

func init() {
// conditionally load plugin
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()
}

xray.Configure(xray.Config{
ServiceVersion: "1.2.3",
D)
}

Z SDK - fEABHRENIRED R LW origin FB&. XRTFETEVNARERFN AWS BRFER,
MIRFERZS/NEGR , SDK ERUTS#BTIRFR¥EERIR : ElasticBeanstalk > EKS > ECS > EC2,

RAF AN
% SDK fE F & 1E X-Ray #2H| A E XN RERANRBEZICRKAER. RUANBRESVHE—ME

R, LRFFEBRESET X-Ray WRSHWEMLABERGE S 2 H. 7 X-Ray 244 HolE LM
NN EELH B AEFERNBIEER.

% SDK ZREXWIRFNABENAN, MREREZANBEXANHE , N SDK XA E—FMR
e

(@ Note
IR SDK TG M X-Ray RIREURHMA , ©RIRENFKINN RN |, BIZHE—MER
URBANENMBEMERNES 2H, MRENERAARE | ETLKEEE X-Ray 747
B APIs , [F& % SDK R HHEY AP HRK TCP RE , Mgt R EXHER.
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& R LOR SDK BLE M JSON SAS N RN, £ X-Ray RERATAHNERT , SDK AT EAfERA
MR =40, LATARERRMHN,

Example sampling-rules.json

"version": 2,
"rules": [

{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

BRBIENLT —NEEXAUM—PERIAAN, BEXANRAED 2ENREER | X T /api/
move/ Z THBARBERENFERBEBFTRTR, MAANPEYVNE - NMERUREMERNED 2
o

EARMENANBRIZ , BEBRHIERKFINENKFRLNATARH X-Ray RFEE, BHEEE
HBEEZ I , EEERLORFEM , XESEFCRNBEEXTBEME .

FFIEfE AWS Lambda , BT E SR RER, MRENEBBLNIRSEA , Lambda FFid F4E K HZ
BRSRENFRNFHR. IREAT ETFHREREATFEEMBERL , N Lambda £ #H REIRE,

ERHZHMN , FEIFEA NewCentralizedStrategyWithFilePath #§ @ 4 K4 JSON X
%,

Example main.go - 7S 3t SR N

s, _ := sampling.NewCentralizedStrategyWithFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})
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ENFEAABHN | FEIAFEA NewLocalizedStrategyFromFilePath ¥ mA<# 4 JSON XX
.

Example main.go - 2 & #*

s, _ := sampling.NewlLocalizedStrategyFromFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

BEiH

(® Note
MARA 1.0.0-rc.10 748 , xray.Config{} FE LogLevel # LogFormat EF A,

X-Ray AU T#EOH#ITAERIEFK. BMIAIEREEB A stdout ( LogLevelInfo REFERA )

type Logger interface {
Log(level LoglLevel, msg fmt.Stringer)
}

const (

LogLevelDebug LoglLevel = jota + 1
LogLevelInfo

LogLevelWarn

LogLevelError

)

Example EA io.Writer

xray.SetLogger(xraylog.NewDefaultLogger(os.Stderr, xraylog.LogLevelExrxroxr))

287 K

il

BAIUEARREERBEERT Go M9 X-Ray FRTE T, SDK XEFUTEE,

« AWS_XRAY_CONTEXT_MISSING - i® &} RUNTIME_ERROR £ ERMRE=IRE S EBRITHHN
B T iERBUER I A RE,
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BHE
« RUNTIME_ERROR— 5| RZ{THI &,
* LOG_ERROR— iZF&RIRH ML ( BRIN ) o
« IGNORE_ERROR— ZBESRIR FHAREL,

FNFERITHFEMAERNZTHEIRKBRELSERFTELENRD , MEEE K EHPFEALN T
B, Nk EERE D RS F 9 RMEXNEIR.
« AWS_XRAY_TRACING_NAME - iIREF X TESR T 7R IRS B

« AWS_XRAY_DAEMON_ADDRESS - & & X-Ray #tEEFHBEFMTSHENENMFED, BRIAERT , 7
RIBEGSNBRERERIEE 127.0.0.1:2000, REESFHHESTVFEFEE RN TR DK
EHETVPEFES AN LET , NERALEE,

« AWS_XRAY_CONTEXT_MISSING - R EZEXRFEEF X TES WML ERD FTXHER. NTFER
HAEMERNZTHENIRBREQXERNFTLENRE , IREZHEEPEARNENE P iR |
N REERA D BRHF 5 BREXNEIR,

« RUNTIME_ERROR- BRIAMERT , FXRITEGRENMEZTHRE.
« LOG_ERROR - iB F45iR HUHEL,

HRETEREERBPRENENE.
£/ Configure 7%

BRI LAER Configure FEBEEER T Go W X-Ray FX T ES, Configure RA—13H, —
N Config WRIUAKUTAEFER,

DaemonAddr

WFRFRIEE X-Ray HEFHEFAFSRNENMNIBEO, WRKRIEE , X-Ray FEH
AWS_XRAY_DAEMON_ADDRESS }EFZ EME, MR KRIZREIZE , NFFEAH“127.0.0.1:20007,

ServiceVersion

A FREERSHRAR. MRKREE , X-Ray ERAZF/FE (")
SamplingStrategy
It SamplingStrategy WRIEEREWBLENAREFRAA. WRAKREE , X-Ray

fHEMA LocalizedSamplingStrategy , XX AT xray/resources/
DefaultSamplingRules. json HE XK K,
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StreamingStrategy

tStreamingStrategy ¥ &8 E £RequiresStreamingiR @ true Bt R E RN S R, MR K
E , X-Ray M DefaultStreamingStrategy , XFEF 2 BREEE 20 MR & EED
'8

ExceptionFormattingStrategy

It ExceptionFormattingStrategy W RIEEELF LML ERHNFE. MRAKREE , X-Ray
fHEAT A DefaultExceptionFormattingStrategy EH M XrayError, fHiRHE Mtk
IRERM error,

fEAERT Go M) X-Ray FRTEGRMUEA HTTP R

&R A] LAfE X-Ray SDK XRBEEEHNNARFELD#HKT L7 EC2 ECS 1y EC2 =4I EIBHME A
HTTP &%, AWS Elastic Beanstalk

f£H xray.Handler W& A HTTP K., AT Go ¥ X-Ray F A TESFE http.Handler 2
SRR AR Go FE xray.Handler # O LUEE Web K, xray.Handler & http.Handler

TERMH xray.Capture ( FABERNW ET I, @& AWK , REZSERMNW@AIRL ) |, Hig
BEBET HTTP WRIERFER,

LI ALK E HTTP FHRMMAR |, BAT Go MY X-Ray FRTE BRI REERCIE—
Mo, o REYE HTTP BERMITE, FEMLE, EttRNSEL DR EGE T DR,

(® Note

XF AWS Lambda K% , Lambda @A E N REFBFERBIEZE—ND R, BESRAWS Lambda
AWS X-Ray T BREZE L.

LU RGIESR A 8000 EBEVERHIRE ‘Hello!” ER ML, TBEIEMNARERFCIED KR myApp Hi
A

Example main.go

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer ("MyApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([Jbyte("Hello!"))
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1))

http.ListenAndServe(":8000", nil)
}

BN REBE—ANEN , BTERSREPHFRENNARRF. AIUBSHEIR , BATLU% SDK &
BEARBEABEBRFH IR EH#THSHE. ISHEATREFRIVEENRERITIA
AEREEBMAEETMBAENX (Fl , WRENIRKXRAERN ) RARINBIR,

G HAWBER
mMEMEFERIHMP EFERERFEHNARRF , X-Ray 21EUEK X-Forwarded-
For FikHHEF % IP M3E IP BIEITHWIR IP. HTHEKXKNVERIERNEFE IP 71 A
&, BT REE.

EEEZBERR , SDK EDBRFREMINFRRERILITH. RSBREIEREN x_forwarded_for
WFE true , MM HTTP #E3RH X-Forwarded-For #rk3REE i IP,

WERFEASEATEEN http RABMEABRUIB-ITE :

« HTTP A3% - GET, POST, PUT, DELETE %,

- BRI - RIXFEROZF I IP ik,

« RIS - ETARIERN HTTP AR,

o BFE - FREARTE ( WRENERET ) MR E ( KEMBAT ) .
« AFPAKE - BERHP W user-agent,

- AARKE - W HH content-length,

e B 70 B A & SR g

AWS X-Ray RS EMKIRRENNAERF , AREEENNRAEFEANEENARER, BIERE
APls, S\EBIEEM AWS FIRX ST K, = X-Ray SDK NfEABTRER DRI , 2FFNARFHR
SEMCREDTERNEMFTERF,

X-Ray SDK A[LLFTE HTTP &3R5k M hostname RSB 0B T , Hdrk o Lithis , 25 BUR
SR A EMER AN TR, AP SDK BT EERENEVIRLWIERMBIRETE DR , BN
NIEABREE—NRIABR,
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MRNARF NS MENERRBHIRS , WATLOR SDK BENEAZAGERBUES REHH IR
HX—Ro BIBWERKEAV SOK-FENBATHETBERXNER , FRERABHREATAHFEM
MR E R,

il , MEEE —RBARFEARKET=AFENBERRUES , 2508

www.example.com, api.example.com M static.example.com, AJMAEAEI

* . example.com WM E RBERBTETREBEHN FEHN SR , BEiwE RS ER=/1R
FTR. MRNARFKRESEEZEANTETER hostname BWER , BELXERSHE ELERE™A
TR, UREEENEIREMR,

EXNFFAEBERDBREAEREN , FEURLERFRIEENARFNEY , WeIEMN D F R

(® Note
SO LAfE ] AWS_XRAY_TRACING_NAME SMEF EBEBRERBPE X ERIARS B o

HAMEBERBENL—NENENEENEXT—NE HTTP BRFHNENEEZEXT RN EFERA
HWERIANE#r. EFDHBRDER , B NewDynamicSegmentNamer ELEBRIANZF M ELEHHEN,

Example main.go

WMRERPHWENEEER *.example.com E , BEAENE. &N , EFEA MyApp.

func main() {
http.Handle("/", xray.Handler(xray.NewDynamicSegmentNamex("MyApp", "*.example.com"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
H))

http.ListenAndServe(":8000", nil)
}

£ X-Ray AWS SDK for Go B# SDK &i&

LN AEA AWS RS SIFEBIE. BEARIREAEEAR , X-Ray SDK for Go & 77 BRIRER

THENER. EXLRS (Fl , Amazon S3 FE MM Amazon SQS BA%I ) FIEERHY IR AWS RS
G RIHYRIRE X-Ray #2#H AR ERBE £ ERATHT .

ERIR AWS SDK B , BRIEFRNRE xray . AWS() AR —E3%F , LT REIFTR,

AWS SDK & /% 302
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Example main.go

var dynamo *dynamodb.DynamoDB

func main() {
dynamo = dynamodb.New(session.Must(session.NewSession()))
xray.AWS(dynamo.Client)

}

Rl , SEER AWS SDK B iumeY , EABAKEER withContext lRA , 7 context FFHEM
http.Request WRZEFLEEF,

Example main.go — AWS SDK & A

func listTablesWithContext(ctx context.Context) {
output := dynamo.ListTablesWithContext(ctx, &dynamodb.ListTablesInput{})
doSomething(output)

}

XNTrERS , BRI LUE X-Ray 2H & F &R BAK API W& . X-Ray FRTEGLN -85 RS
RESRNB DR, NERS R PREESHNE,

flan , HEALIRNME DynamoDB EFFRiH R HAAR , N TFHXNERNIAA  AXIESXIFREN
AINE DB, EEHEY , SIMRERSHEFERA—MRINTR , UREEXRENBHRWRER
#) —f#% DynamoDB i &,

Example X} DynamoDB 3# 1T F LAMR7Z 11 B B F 2 Bk
"id": "24756640c@d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Hhttpn: {

"response": {
"content_length": 60,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
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"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

}
}

HEBREENF RN , XU TRSNEAASERS EERPLIBFANT L REEQIEER TN
A, ARSI TERT K.

« Amazon DynamoDB - ®&
« Amazon Simple Storage Service - FEEFEMBE
« Amazon Simple Queue Service - BA % & i

FHERT Go By X-Ray FX TE@RIEN FiE HTTP Web FREHVEH

LB AR AAMRSHRLHE HTTP i APIs , BRI BUMEAxray . Client X LFAMA Go M
AREFNTFE , MT RO , EF http-client 22— HTTP & %,

EPmIZMRMEN HTTP BEFIRMBAE IR , BIAN http.DefaultClient , H&EFEHA
xray.RoundTripper @EMFRLEES,

Example

<caption>main.go - HTTP % f~ ifi</caption>
myClient := xray.Client(http-client)
<caption>main.go — 8 ctxhttp FERRER T35 HTTP 8 </caption>
T RBIEBIER xray.Client B9 ctxhttp BEERR ML L HTTP @A, AILMERENRE L RAAN

ctxo XEATLBREANBEHXE LT, fln , X-Ray TR VFE Lambda B GIEZHH DB |
Rt N ERAIAER Lambda 2B £ T3

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

FRAERT Go By X-Ray FA T ESRER SQL &if

ERERX PostgreSQL =% MySQL B9 SQL A , &% sql.0pen BAHKRHA xray.SQLContext ,
MU T RBIFFR. MNRAEE , FFEA URLs MAREEF TS,
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Example main.go

func main() {
db, err := xray.SQLContext("postgres", "postgres://user:password@host:port/db")
row, err := db.QueryRowContext(ctx, "SELECT 1") // Use as normal

FEAERT Gol X-Ray FATEBEREBEN FO KR

DERANBRERN D BT BN TR BERBHERSMETKN TENFAES. BRERAERNNE iR
J&?"ﬂﬂﬁilﬁ X-Ray SDK EF D ERFIEFERNEE. BUNBAEMTFOERRSEREMBTFIE , K
EEENMMBERMERNM , IRRIZFERNTHE.

£/ Capture FZERIEBEXREBN ¥ 2K,

Example main.go - BE X F5 B

func criticalSection(ctx context.Context) {
//this is an example of a subsegment
xray.Capture(ctx, "GameModel.saveGame", func(ctxl context.Context) error {
var err error

section.Lock()
result := somelLockedResource.Go()
section.Unlock()

xray.AddMetadata(ctxl, "ResourceResult", result)
)

UTREEEPE RN THIRIAT saveGame ¥ BRUMAE RENARF Scorekeep HWERERH,

¥ Scorekeep

Scorekesp 200 390ms @ ]
DynamoDB 200 6.0 ms th !
DynamoDB 200 50ms
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms ]
## GameModel saveGama - 14.0 ms
DynamoDB 200 50 ms
DynamoDB 200 8.0ms ]
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5/ X-Ray SDK for Go , FHEBR M T HIERINE 2 B

AURAERNTHBEFEEREER, MEINABRFEINEMEE, AL ERMTHERME X-
Ray F R TEQBIZN 2 RIECENBEX F2 Ko

ARRETERBR, BEFIARENEEN.,. RELNWEREH RS , LESHKEREA—EFHR, &
AARIEZEATHEHSHPNREHITOANBITEIERA GetTraceSummaries API B f5E BB
o

THFERTUAEREMREENR-EXN , SENRAIIEK , BRERHRS , TEEHEZFHRER
—RBEA. EARTKBECREFHERFTFEFNTEATERRERNEGIHIE.

BRYZERMTBE N, BETUED R ELIEEAF ID /&, AF IDs HISREXKRN RILFER
B, HRHIREI B RER.

Sections

 f£f X-Ray SDK for Go i2 &¥#&

. {#8 X-Ray SDK for Go 12 Tt #iE

- IDs £/ X-Ray SDK for Go i F

£ X-Ray SDK for Go i2 FE#
FERAERIEREXENHEHFHRSIUHTERN D BHNES.
EBER

- & -X-Ray TRHNEBERZULEE 500 NERBFEFER. RTRBAR (. ) 29, TREFEHAZEES
USRS

« {B - X-Ray FBWERZAELEE 1,000 1 Unicode F£Fo

c EBHHE - BMNBERERZAUMFEA 50 KR,

EEXIR , BEA— 1N EeREEYBRREN THENEZ/AFEXRIAA AddAnnotation,

xray.AddAnnotation(key string, value interface{})

FERIEGERUB-EXNERICRAE D RXEM annotations R, FEHHERREERX
AddAnnotation HBER —9 R L ZBIICEKNE,
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https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
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EEREFTREERERNERLR , BEannotation[keylMERBERFPEA KBF.

£ X-Ray SDK for Go id &t #E

ERATBRBIERBERELENEREHRE|I L TERN D BRNER.
BEERABE  FEA-NMEESLESSBRXERNTHENFAHFEKREA AddMetadata.

xray.AddMetadata(key string, value interface{})

IDs fiEf X-Ray SDK for Go &l F
BRERAPFNARE , RBIKXBERGAS. IDs
ZiZEAF IDs

1. M AWSXRay ZREUX X Bl % BRI 51 A,

import (
"context"
"github.com/aws/aws-xray-sdk-go/xray"
)
mySegment := xray.GetSegment(context)

2. FEAREBERNWAFWZERSE ID BHA setUser,

mySegment .User = "U12345"

EERAF IDWRER , TREuserMEREXFER XBF

AR THYE

307



AWS X-Ray FEARER

£/ Java

ARG EAATRN Java NARRF , BURBREHIEARIEE X-Ray :

« AWS OpenTelemetry Java kR Distro — 12t —HFFREEMN AWS &X1THR , AT B3 Distro for
Collect AWS o r Collector [A1Z /> AWS 2 RF R (2IEL SR FI S OpenSearch RS ) &
EAEXMIEIRFIRER, CloudWatch AWS X-Ray OpenTelemetry

- AWS X-Ray sEA T Java ) SDK — —4E , ATEXE X-Ray FHEFERBEREFFELEIEE X-
Ray

BXEZEER , BSH £ AWS Distro for 1 X-Ray OpenTelemetry 2 [B] 3 1Ti%# SDKs,

AWS & B F Java B9 OpenTelemetry X1ThR

A& T OpenTelemetry (ADOT) Java B AWS Distro , A X M ARFHIT XN , REN
MHXBIERMRELERZ/N AWS K12 RA R CloudWatch , BIEL S # AWS X-RayFIIL 5 # AR
%, OpenSearch  X-Ray 5 ADOT Bi&EAZERNAH : 5 A OpenTelemetry SDK LA5 X-Ray
BASEH , LARE A Collecto OpenTelemetryr BJAWS Distro A5 X-Ray Bt &M, ADOT Java X
HEmRN , #ENNAEFLTEERRBE AT AEREER,

BEFHBMER , 25 OpenTelemetry Java AWS K 1ThR#4,

A< Distro FiF with AWS X-Ray # other B OpenTelemetry EZ{E 8 AWS RS |, S H AWS
Distro for OpenTelemetry 2 AWS Distro for AWS D ocuments. OpenTelemetry

BXESXHNAZNESER , HZH LK O AWS bservability, GitHub

AWS X-Ray & A F Java By SDK

X-Ray SDK for Java & — 4T M Java Web MAEFIE , WM 5 AR 4 B R EREIE H TR ER
BIERIES X-Ray #HEFHFERF. REBESEEXNABRFLENEA HTTP BRNER , IR
FRFEH AWS SDK, HTTP /iR SQL BiEFEEESEN THRRSHTHEANER. BETMU
FAIE D BEHEERMTHEERRMNEERE R,

X-Ray SDK for Java  —MNFRIE . #RATBAFZINAE HE github £ GitHub3E R IR M B ELE KR o
com/aws/aws-xray-sdk-java
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-java
https://github.com/aws/aws-xray-sdk-java
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B @A MAWSXRayServletFilter 45 serviet fHikEERIRERE AER, serviet LSRR
B, OB, BAUERAFRIESEFENAEZREENMEDE , HEIE 75 RUBRERT 5
BA. FRIEGELAF EREIRITANNARFIANRE,

MARA 1.3 FF6 , SERATBAGER Spring AV 6 5 E Y 4wiE (AOP) REMMARERF . XBKEIRATUE
NMARFETRNERTRN , MEAEE AWSNAEFNSITE P RIMEMRHE,

BTk, EAERAT Java B9 X-Ray SDK , ZMEE EH B S SDK Instrumentor FHEH# , Xt EAT
Java f§ AWS SDK ZEF# TR, BHEFEASRMNE - iREATHF AWS RS SR IRET , SDK &
LEFPIPBRPIEFAEXZAANER. AWS RS BERSFIH RN ERGED THT RERERE
B £, SAEB AR BB AN ERE LR RSB,

MREFERNATE T HAA AWS RS , N ATLAE B Instrumentor TR | REEBRERNHEF
ko B[ AWS SDK fRE&E FimiaiTracingHandler kM &N & F if.

Hh X-Ray SDK for Java FH&ERA X HTTP Web APIs Hl SQL BIEEMN T HAHRET

T8, &aLER X-Ray SDK for Java B HTTPClient WRASH] Apache HTTP Fi&Rsh iy
HTTPClientBuilder k# M Apache HTTP & Fim, ER N SQL £ , FF SDK HEEEFH N
EIBER

IR SDK fa , B E B 1D serviet fEiEZRRBE L EITH, ERBURINFEMRKIERAR
MARRFLETHITERFENEE  BIELREANRBEELKETH , REBSRIINENAERF
ASHEERAFRIESNESHEINEE.

ERAXRBFRURNARFEEIBRNTHERAEN TEHNEMBES. TREMENREX , SHhXE
RENEHRSILATHESZARES , UELEBRRISRERFENRE, THESENRBIMER
K, HEATLUEREBANRAEEA - 7F5116H JSON WE[EE,

@ B THIE
SERATHEREEA X-Ray FETEAFNES BHEETA, RESTHIBHHRE] | 5
EEmERE—REMR. TRIERFHR| , ETLUER X-Ray 2545 AP B2 BF
BE, BEF X-Ray REBURMEMABTUEE XL,

SREBHFEERERLNNEF RN , —MERFRALZEF S FIR , RAUNEFFRAENENARS
WNE—MNFHR. BUNBIHEFRAALEEEELNFIBRPREEBFDEANESH, BN
BIORBBEARBHIIBAENFOR , AR FOBRNAKBENEIR  MARREER D ERIRE
RNE,
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FIER

BATLAM Maven T # X-Ray SDK for Java, X-Ray SDK for Java IZERARFIMIFD R FER | EFH
MEFRRATRAERE

« aws-xray-recorder-sdk-core ( 4% ) - ATOE2BENER D BRNELRINE. 25
AWSXRayServletFilter A F®M&E ABE R,

« aws-xray-recorder-sdk-aws-sdk— B FMERER EA T Java B9 AWS SDK BFimERNER
WEBRERF , NEFHE AWS RS B ER#TEN,

» aws-xray-recorder-sdk-aws-sdk-v2— B RINBREEFIKENBEREESE , X AWS R
£/ &R T Java B AWS SDK 2.2 R ES A E Findt TR B AR TEN,

¢ aws-xray-recorder-sdk-aws-sdk-instrumentor— ffHaws-xray-recorder-sdk-

aws-sdk , BEIXPrE EAT Java ¥ AWS SDK Z #1714 E8.

« aws-xray-recorder-sdk-aws-sdk-v2-instrumentor— fffaws-xray-recorder-sdk-

aws-sdk-v2 , BZIRNAAE EHATF Java 9 AWS SDK 2.2 RES A E i,

« aws-xray-recorder-sdk-apache-http - M {EA Apache HTTP B Fin#t TR/ H HTTP
A,

+ aws-xray-recorder-sdk-spring- R Spring AOP ER N AR FRHEBRERF,

« aws-xray-recorder-sdk-sql-postgres - M H JOBC X PostgreSQL FiEEH1THE H R
A,

« aws-xray-recorder-sdk-sql-mysql - #&0H JDBC 3 MySQL #iEFE#H1THEEHERA.
« aws-xray-recorder-sdk-bom- #tMEER , BALLAECREER TIE FERNRE,

¢ aws-xray-recorder-sdk-metrics— MNEUER X-Ray 45 H & K HAEEAYIL 55
CloudWatch #§#%r.

MREEH Maven = Gradle SKIIER AR , 7 X-Ray SDK for Java R INE S EE B F,

BXx SDK HEMBENSE X , BZFAWS X-Ray SDK for Java APl &,
ER

EA T Java B9 X-Ray SDK FEE Java 8 RE G4, Servlet API 3, AWS SDK # Jackson,

% SDK R IBRAIZ TR T LA TE -
. AWS EERATF Java B9 SDK RRZx 1.11.398 =& S kR A~
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https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-core/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-apache-http/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-spring/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-postgres/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-mysql/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-bom/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-metrics/
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc
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* Serviet APl 3.1.0

X AR BINAE SDK B9 pom. xml X4 | fNRIEFEH Maven = Gradle £ N B3I BEER,

R EE A BIETE X-Ray SDK for Java REVE , M AMER SRR, Sl | REBEETHER
k¥ F Jackson HEBH N IZKBIMAIE T JAR X4 |, M AFMBRIX L JAR X4 , BN SDK JAR
SEHE B2/ Jackson FEMN,

KR REE
Al M Maven 3%%8 X-Ray SDK for Java :

e 2 — com.amazonaws

- ## — aws-xray-recorder-sdk-bom

« RA:2.11.0

MREERA Maven KERRARERF , MFE pom. xml XA 7D SDK ERN Ak # I

Example pom.xml - 4k #1171

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-bom</artifactId>
<version>2.11.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-apache-http</artifactId>
</dependency>
<dependency>
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<groupId>com.amazonaws</groupIld>

<artifactId>aws-xray-

</dependency>
<dependency>

recorder-sdk-aws-sdk</artifactId>

<groupId>com.amazonaws</groupIld>

<artifactId>aws-xray-

</dependency>
<dependency>

recorder-sdk-aws-sdk-instrumentor</artifactId>

<groupId>com.amazonaws</groupIld>

<artifactId>aws-xray-

</dependency>
<dependency>

recorder-sdk-sql-postgres</artifactId>

<groupId>com.amazonaws</groupIld>

<artifactId>aws-xray-

</dependency>
</dependencies>

4 F Gradle , 70 SDK X

recorder-sdk-sql-mysql</artifactId>

build.gradle X H 4miFat KBTI

Example build.gradle - X $iIi

dependencies {

compile("org.springframework.boot:spring-boot-starter-web")
testCompile("org.springframework.boot:spring-boot-starter-test")

compile('"com.amazonaws:
compile("com.amazonaws:
compile('"com.amazonaws:
compile("com.amazonaws:
compile('"com.amazonaws:
compile("com.amazonaws:
compile('"com.amazonaws:

aws-java-sdk-dynamodb")
aws-xray-recoxrder-sdk-core")
aws-xray-recorder-sdk-aws-sdk")
aws-xray-recorder-sdk-aws-sdk-instrumentor")
aws-xray-recorder-sdk-apache-http")
aws-xray-recorder-sdk-sql-postgres")
aws-xray-recorder-sdk-sql-mysql")

testCompile("junit:junit:4.11")

mavenBom( ' com.amazonaws:aws-java-sdk-bom:1.11.39')

mavenBom( ' com.amazonaws :aws-xray-recorder-sdk-bom:2.11.0')

}

dependencyManagement {
imports {
}

}

R EfE A Elastic Beanstalk kEFBR AR , N AT LAEA Maven = Gradle EE X EE AT 4E K on-

instance , MARE KM L& STIEMAE KB KPR, BXFEH Gradle B9~

o

, BER R BIMAE

TR REE
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ERAT Java BWAWS X-Ray Bz N2

BHAT Java B AWS X-Ray BRI ER —MBREBRLIR , AERIHF X IERNTX Java
Web RIARFHITRN, ZREBEBREET Serviet WNARF , URFEAXENELNEL HNZ
REFFEN TFEER. EFPEFE T Apache HTTP i3k, AWS SDK B3R FH JDBC EFiEF
HATHY SQL &), ZREBELEERE X-Ray L TX , BERBEEITERMF I K. Java REHART
LA X-Ray SDK T EELEMZThaEtE, RN B2 ENRIAEUARRELRTUFERZRE,

X-Ray REFRAREESET Serviet, ERMAL Java Web MAEFRS . WREHWNAERE
ARTERRETRERFEERNBER-WNRS , MWATEEEERKA SDK #HITFZHRM,

X-Ray REZFEAIHRARGER T E S (&7 DiSCo ) IHEH, Di SCo 2 —MNTIRESR , HTH
BAESHXREPEAL Java KB, BAMER X-Ray REFFE T DiSCo , BEF LB R
HIMRKRTHBXREZMENEZER GitHub, X-Ray REHBRTL2IFRN. EEFRMNB, #MHTER
FIRHAXREBEHNRE , FiHRRENF#E GitHub,

RN AER

#eb-java-scorekeep RUIN AR EA T A X-Ray KEBHITRN, D XFEE Serviet FikE=
IDRBEE , AAXEHERARETER. EEEAMETZNARFRMER AWS &R , HRB RGN
RREFN BRI HONSBRIRE, <T@ ER RGN ARFER X-Ray BRERH BT =515
RAEFNEES,

NI

BREUTTIREE , ARELBCHNARFHRFER X-Ray Bz Java KE,

1. EMRHIZIT X-Ray BETHEF. BXREZER , F5H AWS X-Ray FHEF
2. THARENSEMAITR. BERFRACTEEXHRETNNVE, ERBENEUATRARERLE,

disco

### disco-java-agent.jar

### disco-plugins
### aws-xray-agent-plugin.jar
### disco-java-agent-aws-plugin.jar
### disco-java-agent-sql-plugin.jar
### disco-java-agent-web-plugin.jar

3. BUMARFHN VM SHEHIEUTRE , LERANRE, MER , BHRAN -javaagent 2
HIE -jar Sz, R IVM SHENERREZ Java RSHBMEANIENERMR. FSH
ARSS AR BRI A T ISR,
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https://github.com/awslabs/disco
https://github.com/aws/aws-xray-java-agent
https://github.com/aws-samples/eb-java-scorekeep/tree/xray-agent
https://github.com/aws/aws-xray-java-agent/releases/latest/download/xray-agent.zip
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-javaagent:/<path-to-disco>/disco-java-agent.jar=pluginPath=/<path-to-disco>/disco-
plugins

4. 18 E AWS_XRAY_TRACING_NAME N EFZ E 5
com.amazonaws.xray.strategy.tracingName R4E M LB E B K B AEFE X-Ray #4]
BLNETRFR. MRRRBEEH , MEARKIAER,

5. ERRSHES AR, NE , RREEANBERRETHEAA, IREEFIATMHLER , 55/ the
section called “TRFEEHERR”,

BB

X-Ray REHAFRMHIAE JSON XH#HTHE. BMIAMBERT , X4 TFE N xray-
agent.json"MAFMEBENRE RSP (M0, £H resources BEH ), A
com.amazonaws.xray.configFile REBMIRE NEE XL R HRE |, NELE XA
BEHEMNE,

RIEE N I T A Ro

"serviceName": "XRayInstrumentedService",
"contextMissingStrategy": "LOG_ERROR",
"daemonAddress": "127.0.0.1:2000",
"tracingEnabled": true,

"samplingStrategy": "CENTRAL",
"traceIdInjectionPrefix": "prefix",
"samplingRulesManifest": "/path/to/manifest",
"awsServiceHandlerManifest": "/path/to/manifest",
"awsSdkVersion": 2,

"maxStackTracelLength": 50,
"streamingThreshold": 100,
"traceIldInjection": true,

"pluginsEnabled": true,

"collectSqlQueries": false

BLEAE

TRNMETEIEENERE. BEEEHEIANNE , BEINRBFX D KNE, AR REETEMR
SRMBENEM , ALERNFHRALRIMRETE, REGEY A ARBREENH. BXEFLUES
MEMNAXER  BSRNTREE, MEFRBRTEFTR,
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BB - 3idl BRE iR METE REEM ZRiA
serviceNa  Fff&# EMFRFE  fFf X-Ray AWS_XRAY. com.amazo XRaylnstr
me ZEHERE TRACING_N naws.xray  umentedSe

THER AME .strategy rvice
M AR W & tracingN
Mo am
contextMi FR® LOG_ERROF fREZ=iHfE AWS_XRAY. com.amazo LOG_ERROR
ssingStra . IGNORE_F F X-Ray ETFX R  naws.xray
tegy RROR PEBRETFX X% strategy
BRFER contextMi
FT SR ERAY 18 ssingStra
fEo tegy
daemonAdd ZFfF& oS4y KREATE AWS_XRAY_ com.amazo 127.0.0.1
ress IP ith 31k 71 X-Ray ##E SFH#H#HE_  nawsxray  :2000
WA, =% THREFE it .emitter.
EZTCP M  {E8vithit, daemonAdd
UDP bk ress
53k
tracingEn WmIRE True, False JEH X-Ray AWS_XRAY. com.amazo TRUE
abled KRE#HTHR EBE_BEB  naws.xray
I A tracingE
nabled
samplingS  FfF&# CENTRAL. | REMFEHAN TEA TiE A CENTRAL
trategy OCAL, NON XHEFRE
. ALL o ALL ¥
RFTEE
3k , NONE
RHIREMA
BEXR, &
SR REMN
T,
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&P iR
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BIEERE
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SDK for
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o mER
awsServic
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% HR
B, Bl
ZRE .
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M

FEH

FER
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https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://docs.aws.amazon.com/sdk-for-java/index.html
https://docs.aws.amazon.com/sdk-for-java/index.html
https://docs.aws.amazon.com/sdk-for-java/index.html
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J& R R RKE BRIE iR 78

ot

TE REREM L 1IN

sk

maxStackT B IEAEHK —NREF  FTEH FEH 50
racekE 10 R AR

REREH K

T8,

streaming B IEREEE ELEXRA  FER FEH 100
Threshold XAZF

TEBRZE,

TSR

NERE

FEF out-

of-band ,

DA 5 X 3R

AKX,

traceldin mRE True, False WMRERM FEH FEH TRUE
jection THFIER

ic i 9 AR

F9 42 36 T A

BE , E

A X-Ray

BRER ID 3

ARE, B

n, FHAT

R,

pluginsEn  #R{E True, False BRAATIE TEA TiE A TRUE
abled FEXEIE

EREN

AWS 15

Y T EAE R

"Bl &5

9 3 4 o
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J& R R RKE BRIE iR HEZE REEM LN

collectSq mRE True, False RE FEH FEH FALSE
IQueries sSQL &if

FRBILF

£SQL F

DEH,

contextPr mRE True, False MWMRRE FEH FEH TRUE

opagation true , MI7E
KEZA
B 3% 1%
X-Ray L
TX. &
n,6 FEE®E
A Thread
Local k7%
LT,
HEEFEEF
Bk IEtE
¥,

AEIEREE

AT LR BB 5 X-Ray SDK for Java HHEH A X E B X-Ray REBH BAELRS, ESHE BEICSE , AT
fE {6 A X-Ray SDK for Java Eii& H &2 Fo

FERN
MRFLEERENEIRNUZABIMITFRIRN |, FH¥F X-Ray SDK tEREKBTUR B ENTE . HE
B, REEABRPREEN SDK BE X Servlet ffikzm5 X-Ray RERHFE,

(® Note
& IE R BRFRAH X-Ray SDK RITFFIRN , BetEE/EHRE,

MREBEELERN R Maven T E |, HF A TREIBURINEERH pom. xml X4,
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<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
<version>2.11.0</version>
</dependency>
</dependencies>

MRBEFLAENZ Gradle TR , HFATRBTURINEIEH build.gradle XHH.,

implementation 'com.amazonaws:aws-xray-recorder-sdk-core:2.11.0'

HEEARE IDshY , BRT IR, TBEARAS 2 BETRMEEL FHAD , EEAEE SDK
—¥., RELAIBELEEABLTY , ALEEASLENARFN , THREREMERSG AR TE#%
ET3o

HUBE HEBR

HTRERMLBIRNIIEE , REEE M BN TREREEENENBRARRE, R X-Ray €
BREEMEIZEIT , BEFEUTRBENMBRAG R, X-Ray ¥ SDK £/ Jakarta Commons
Logging (JCL) . HEEFHFREFEHE , TEAN JCL FEIEERBE LN AFERKERK , IR
TRBIFTR : logsj-jcl = jecl-over-slfajo

R : RNNAEFLEBLBERT Java R |, B X-Ray ##l& LHHAHEF .
X-Ray #EFHEFREER —AITEN LET?

WRAFR , F5M X-Ray HEFHFEF XHEHITRE,

ENAERFAES , REFIRUTEEDNBKL X-Ray REICRIF[XHAHEE ?

NREEEERREBERMINARFF , WENARFEN , EFREZFERZE , FEEEHRFIIL
FUHR . MERBHIMER | MRS Java #ERIEZIT Java KB, BREE EWBHRITAER
BER , TREHEF,

EENNARFBEEDR , ERBEFI/LFKEREE , LEESE ‘1t AWS X-Ray L TXRARE" 2
KHWAR?

AR LR | RRANREBEESHQN THER , fl20 AWS SDK 5K SQL &£if , BRE
TEBFUNBRXE, IREFEINEDHFSHRERE , WREBAEATRZESCABNIE  THEE
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ZRHNHA X-Ray SDK #1{TFzhMl, =¥EF , JAE A X-Ray SDK iR HE , MEF L TXRARE
REMNBHHRIRER, TUABEN D BHERBRXLEIS , XEATUBRIXLEEIR, FSRLINE
HREFHREARE  EEFEABEN S BREETHERN A,

FIE : BN — L2 BB HIE X-Ray %16 L
BHNAEFREEAZLE?

NMRBFERNENELE DB RENERGE L, WARRNARFPNEALEERN. MREN
AEFEA MENSE WERLERTES , SINERARHFRXIES—XEAA Lambda B ,
REEHRREL HTTP HR , WEREBEBLEEB LT , THSFERERFER, AWS HE
BIFSBIMEFE2XMNAE , TS H X-Ray SDK B BSHEEMTAARAEE  RERHHER
<NAME> 5 B , EAEREEHTHIN FIBRARXR. EERREEE , AU R ERSS[REH
MAGEREERUBRERTEERPERNLIBIE, HE , AT SUFRERN contextPropagation
BEIRERN false , EEAZALTX&AE. MRXEM , WATEREEN D BFHRMIX LEL
B, RBBEITERN L TXRERE,

BREBFIERFEAN 2

R X-Ray EH EHI T ECREHNIZBTIN DR , RESCHELIERFE LN ZBREHI
BATERESR T RFRB, X-Ray REMEMA X-Ray ZHAPNANFEFRENRA THZNFRAE D
Bo RANANABR 1 M0, 2BBEMLE 5% WD RFITRE, XEKE AT EARERE
RN X ITRE, EFRIXNEIE , NiZE X-Ray 25158 LR BELKERN |, NAFEN DR
HITEYRE. BXRESZER , BSREN

Bl & X-Ray SDK for Java

X-Ray SDK for Java Bt £ B/ IS FEN. BH AWSXRay MK, X2 A A TR
B TracingHandler, ZAILEELRIERKI[UBENLEA HTTP BAHGIED BH
AwWSXRayServletFilter,

Sections
- RFEIEH
o SEEEHN

- BEIER
« DERINITRER

- FEZE

- RGEM
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AR 55 4 4

plugins ATREFREXRKENARFHNRSWEES.

i

+ Amazon EC2 — EC2P1lugin 73kl ID, AJA XM CloudWatch BE4H,

+ Elastic Beanstalk - ElasticBeanstalkPlugin FiNERERZ M, MAIRESMZE D,

+ Amazon ECS — ECSPlugin % IN&2S ID,

« Amazon EKS — EKSPlugin & SS ID. £HEM. B8F ID M CloudWatch HE4A,

Segment - Scorekeep

Fr———

Overview Resources Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢c-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢c
Instance 1D i-035583d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenlJDK 64-Bit Server VM
SDK X-Ray for Java

EFEAEM , 157 AWSXRayRecorderBuilder LA withPlugin,
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Example src/main/java/scorekeep/WebConfig.java-FE #l

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecoxrderBuilder.standard().withPlugin(new
EC2Plugin()).withPlugin(new ElasticBeanstalkPlugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}
}

% SDK A FERAEHIRBRNRBEDER LW origin 2B, XRTEITHNARFN AWS BREER, L&
FEAZMNEHR , SDK EALLT#ATIRFREENRIR : ElasticBeanstalk > EKS > ECS > EC2,

KA

% SDK A &1E X-Ray & R E LK REANRB\ERICEMER. MIAANRESHHE —NE
R, URFIERRELEE X-Ray WIRSHEMEMBERNE S 2H, £ X-Ray 25 & & 60/2 E A
MHUEEL AT NARFIERNBIEER,

% SDK BREXWIRFNABENLAN, MRFRESANBEXAMPE , N SDK XM HE—FM
e

(@ Note
1R SDK &5 X-Ray RIREUREMN , ©FHIRENMIANAAN |, AR E—MER
UERBMNENMEEMERNED <H, MRENETRAARSE , RETEEEE X-Ray Fi°
R APls , [R& = SDK K ifY AP HARY TCP R |, MR R EXHHER,
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& R LOR SDK BLE M JSON SAS N RN, £ X-Ray RERATAHNERT , SDK AT EAfERA
MR =40, LATARERRMHN,

Example sampling-rules.json

{
"version": 2,
"rules": [

{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

BERAIEXLT —PNEBEXRAUM—PIRIANAN, BEXANRABD ZENRER , T /api/
move/ Z THIBARBRENFERBEBFTRTR, MAANPEYVNE - NMERUAREMGERNED 2
o

EARMENANBRIAZ , BEBRHIEEKFINENKGRLNATFRH X-Ray BFEE, BHEEE
HBEEZEY , BEEROWRBFEM , XEFEFCKRNBFEEXTBEME

FFEfE AWS Lambda , BT E SR RER, MREHEBBHLNIRSEA , Lambda FFid F 4K HZ
BRSSRAEMERNAM. NREA TEREETFEEARERRL , N Lambda SAMH REFRE.

E7£ Spring PIRMHZ AN , BEABERPH CentralizedSamplingStrategy BEZF/IiEF
2o

Example src/main/java/myapp/WebConfig.java- $l85El &

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.plugins.EC2Plugin;
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import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

St F Tomcat , wmI—/\¥ B ServletContextlListener WSS , HERBIERTF P EMIZMFT
2=

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

import java.net.URL;
import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextListener;

public class Startup implements ServletContextlListener {
@Override
public void contextInitialized(ServletContextEvent event) {
AWSXRayRecorderBuilder builder =

AWSXRayRecorderBuilder.standard().withPlugin(new EC2Plugin());

URL ruleFile = Startup.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

@Override
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public void contextDestroyed(ServletContextEvent event) { }

Example WEB-INF/web.xml

<listener>
<listener-class>com.myapp.web.Startup</listener-class>
</listener>

EENFEAARMHN , HF CentralizedSamplingStrategy BiR
LocalizedSamplingStrategy,

builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AR

HRIMERT , SDK &% ERROR FUEE M TN AEF BE. AILAE SDK LB ABEL R A EiC
*, NEFMAN B EMEINAREFBEXXH, BEXHEESRSI N DEBUG, INFO, WARN, ERROR #
FATAL, FATAL BERINSBEHRFFIEELSHEHE , BN SDK FA2EmERFIEFAE.,

Example application.properties

£ logging.level.com.amazonaws.xray B MHiZE HEICRHE A,

logging.level.com.amazonaws.xray = DEBUG

HBFHERFHER , FRFXAERBINENRERF 7B ZENEZ,
EEE'?"D /IA J /l_,\

EFUNIELRENEE ID AFREERED , LAILUFI ID EATBE N ET X (MDC), &S
BEmBAREHIRPEAR SegmentLlstener EOM X-Ray iExsREALZE. S7BRIFOERFH
B, fEF 4 AWS-XRAY-TRACE-ID ¥RREMERER ID EAZ MDC #, HZDEBRERE , M\ MDC F
MIBRZ4A, XEBEEMFRAN BESEATFRIR ID, HFoBRERN , HRXHK ID FEAZ MDC &,

Example 5E£REMERER ID

TLREM ID XTH TraceIDeEntityID

1-5df42873-011e96598b447dfca8l4c156@541b3365be3dafc3
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WIhEEER T ERER T Java B9 AWS X-Ray SDK #{TH MK Java NARF , AXFUT BEE
B :

« SLF4# A Logback Gk J Bl API
- SLF47# A Log4J2 BiwKY J Bidw API
« A Log4J2 [5imH Log4J2 Biim API

BEEUTEIF , THREN INHENENEHHER,
SLF4J Frontend

1. LA Maven B IR NE BBV IR E &,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sif4j</artifactId>
<version>2.11.0</version>

</dependency>

2. ¥E AWSXRayRecorder B@& withSegmentListener H5i&, X&FN—
MNSegmentListener3k , ZE L B3I SLF4 J MDC & IDs AFTHIEE,

SegmentListener XA AEFRABENSHREE AT IETHNR. TUBELUTHFREEH
% -

« - EFAERIA AWS-XRAY-TRACE-ID Hi%R.
« ZEHEHEFRE (HlI "),
- BEMN - EFRAEFHAEPFENHNEENLIR,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new SLF4JSegmentlListener("CUSTOM-
PREFIX"));

Log4J2 front end

1. LA Maven B IR INE BBV IR E &,
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<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-log4j</artifactId>
<version>2.11.0</version>

</dependency>

2. FJ% AWSXRayRecorder B{@& withSegmentListener J5i%. XFHMN—
MNSegmentListener3 , iZX 4 BHzI[E SLF4 J MDC % IDs AFTHI T2 BREHE

SegmentListener RAAEFRABENSHREEB S ETTHNR. TUBELUTAREEH
%

o - EHABIA AWS-XRAY-TRACE-ID HI%R,

o - (FRZTFAE (Hl ) HMBRETS,

- BEMN -FAEFHFEPFENNEENLIR,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new Log4JSegmentListener("CUSTOM-
PREFIX"));

Logback backend

EFRER ID BARIBESHF , BXIERIEFKIFMW PatternLayout , EREFNMNAKRIERIE
AR,

1. BEREWEEREM patternLayout, BANBEREEARHET XML &4 HITIHIZ
B, ETHEZEE , B2 Logback ELE,
2. 1£ patternLayout FHEEMNERA $X{} , FRIER ID @ARKRKN A KIEFREL

B, %X{AWS-XRAY-TRACE-ID} ETRZAEERENEZTEH MDC RIENELH, E
PatternLayouts 7£ Logback H T B ZEE. , i§Z [ PatternLayout,

Log4J2 backend

1. BREWEEREMN patternLayout. BB RES XNMITILIERME , BT SUEE A
XML, JSON. YAML SE MR EBVE B RMITILIRE,
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MBEM T BOTECRELAEE Loga)2 , BSHEE.

MBFA T ROAGRERRE Logs)2 , BSHSEXRE.

2. %&£ PatternLayout FHEEMERA $X{} , FRE ID AAZRRN AERIZRIED
F, %X{AWS-XRAY-TRACE-ID} ETREEERENESZEH MDC RIENZH, ETHAEX
Log4J2 PatternLayouts WEZEE , HZREXHH.

BRER 1D A RA

UTERT —NMEIEHRTERER ID 9 PatternLayout FRFH, RER ID ELBEEW (5t) 25 A
HR 5 (%-5p) Z B Ho

Example PatternLayout ( i ID 3 A )

%Sd{HH:mm:ss.SSS} [%t] $X{AWS-XRAY-TRACE-ID} %-5p %m%n

AWS X-Ray Bz fE BEBETFITENZHAFMBIER ID , ETHN. TEASTTEASEHRE
PatternLayout B BEXREA,

Example % ID SEA# AEKiEAG

2019-09-10 18:58:30.844 [Nnio-5000-exec-4] AWS-XRAY-TRACE-ID:
1-5d77f256-19f12e4eaa02e3f76c78f46a@1lce7df03252d99el WARN 1 - Your logging message
here

AREFHEASREEER s 7, #AEBAERBNRE.
7 B WTER

PERMFERER—MRATEBLEGAPEH (HIW0 , B AWSXRayRecorder £ RHI 2 BRI FFIARLE R )
WO, PBRMTESSHRBNEINEEREMEA onBeginSubsegment BIEE 749 BRI BFTE F
DERAMMEERER , FH afterEndSegment FENDTBRRZIHBTFEFFEER—FERE , &
EEMA beforeEndSubsegment i2&H SQL EBRFRIENER , MRIEFIBREERK SALE
W, MRE, MARME M TEHE.

E&EF SegmentlListener BB EY|K , iF1AE AWS X-Ray Recorder SDK for Java AP| #H5x X
=
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FRARER

BUTR R B A A £ A onBeginSubsegment ®I2FFA 5 RETEFTAE 72 BRAIN—HAER |, B

RinfmfEA afterEndSegment EEN D BRARBIHEEEHEE,

Example MySegmentListener.java

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
import com.amazonaws.xray.listeners.SegmentListener;

public class MySegmentListener implements SegmentListener {

@Override

public void onBeginSubsegment(Subsegment subsegment) {
subsegment.putAnnotation("annotationKey", "annotationValue");

}

@Override

public void afterEndSegment(Segment segment) {
// Be mindful not to mutate the segment
logger.info("Segment with ID " + segment.getId());

ARG , E¥E AWSXRayRecorder B 5| Atk B E X 2 B {TITES,

Example AWSXRayRecorderBuilder 7 B

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new MySegmentlListener());

METE

BT LAE MR T B R BB X-Ray SDK for Java, SDK X#FUTEE,

« AWS_XRAY_CONTEXT_MISSING - i®EH RUNTIME_ERROR £ SR MR =IRTE D EBARITHHN

BRTIEXBEREIARE,

BME

« RUNTIME_ERROR— 3| X E{THRIRE.,

« LOG_ERROR— iCX4ARIRH L ( BRIN) o
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« IGNORE_ERROR— ZR&4EIR H4kEE

NFERTFEMERNSITHEINBHELERFTLENRD , MREZHAEHPERALNTR
EPum , WA RRRESRAD R T2 EREXVEIR.

« AWS_XRAY_DAEMON_ADDRESS - i&i& X-Ray HEEFH RFMTSRMN ENMFE O, BRINER
T , SDK FAATREHIE (UDP ) FI%# (TCP ) K 127.0.0.1:2000, MREENH#ESTH
EBFEENMTARR ORNERETHEFESZ —AENLET, UEALETE,

B
« E—/%A — address:port
 FREIMUEA — tcp:address:port udp:address:port

« AWS_LOG_GROUP - M HEHMNBMRENSENNAREF BN EEH, IRENBEEHERASE
H R ARERFMEREN AWS kP RMXE , X-Ray FGEALEEN BEABIERNARFNXEKIE,
ﬁ;& H ;\tméﬂﬂl‘JE%'fgz%\ , iﬁ%lﬁlﬁﬁﬁ E éﬂﬁ E /N IJIbo

« AWS_XRAY_TRACING_NAME - % & SDK A T#1T0 BRNRFZ B, BEERIE serviet fFEIR D
B BRI BN RS B Mo

HEXEFZHERBPRENERRSLELENE,
RERM

BALHRGEBRERAERETEN VM HEENRD. SDK XFHUATEM :

- com.amazonaws.xray.strategy.tracingName - E3F AWS_XRAY_TRACING_NAME,
« com.amazonaws.xray.emitters.daemonAddress - & T AWS_XRAY_DAEMON_ADDRESS.,

« com.amazonaws.xray.strategy.contextMissingStrategy - &M T
AWS_XRAY_CONTEXT_MISSING,

NRENRERGEENERNHNELZE , MFEAFTREEE. BHAEHRREZEABPRENE.

FERAERT Java B9 X-Ray FX TEBREFEEAER

IBALAE A X-Ray SDK RIREREH M ARFEL S =1 &7 EC2 ECS H# EC2 =4l LR EAE A
HTTP &3k, AWS Elastic Beanstalk
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FH Filter ®M4EA HTTP &R, ELERIN X-Ray servlet LR BN ARFN , EAT Java B X-
Ray F R TEGANB N REBROUIED R, LOBRIE HTTP BERWITE, HEMLGE. HbN<
EDEREBIETF DR,

(® Note

X+ AWS Lambda ¥ , Lambda @A BN EEBERCEZ— N9 &, i BHSHEAWS Lambda #
AWS X-Ray T EEZE L.

BN REBE-NEN , BTERSREPHRENEARF. AUBSHBEIR , halLUF SDK &
BARBEEABTRANENIRANEH#THEBE. ITBEATREFRPNVABNRIRHZITIH
AHEEMTEEMBENXS (Flm , WRENIRKXRHERN ) RARINER,

® HERMIER
MRABRDERDEM T ERFERERIENNARERF , X-Ray 2EHIFER X-Forwarded-
For #RXFAVE P IP M3E IP BB IHRIR IP. BT HRWFERICEKAF /U IP 7B
&, R NEE.

EHEEZBERE , SODK EDTBRFREMINFRRE RLETH. IRDSBREIEREN x_forwarded_for
WZE true , MM HTTP #E3RH X-Forwarded-For #rk3RELEFi% IP,

EREAERFEASEUATERN http BFERASMEABREUE-ITR

« HTTP %A3% - GET, POST, PUT., DELETE &,

- BRI - RIEFEROE W 1P i,

« RIS - ETARIERN HTTP WA,

o BYiE) - FRoaEtE ((WEREREY ) ML RATE ( ZEMBAT ) o
- AP - ERPH user-agent,

- ABKE -WRFH content-length,

Sections
- @NARERPRIMNBERBIES (Tomcat)
- NN NAEFRIMBERIEES (Spring)
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- BRED BB R

@] B AR R AR INER BRI 1E 87 (Tomcat)

STF Tomcat , B/ <filter> HMEEIE B web. xml X5, A fixedName S ATIEEE N A
TFRENERCEN D BRI RS S o

Example WEB-INF/web.xml - Tomcat

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>fixedName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

NIEH N AR R NERERTFIESS (Spring)

33F Spring , B Filter HNINEIEM WebConfig £, HoBRBIMERNFZHFREIEET
AWSXRayServletFilter ¥i&EBERE,

Example src/main/java/myapp/WebConfig.java-&Z

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}
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e B 5 B ap & SR g

AWS X-Ray RS EMRIFRENNAERF , AREEENNRAEFEANEENARERF,. BIEE
APls, SAEBIEREM AWS BREX D5 FF K, & X-Ray SDK FE ABERER D ERE , 2FNARFHR
SEMCKEDTERNEMFTERF.

X-Ray SDK AILAFTE HTTP &SRRk H hostname RSB 0B T , Wbrk o LithiE | 2SBUR
SR A EIMER AN TR, AP SDK BT EERENEVIRLNIERMEBRETE IR , BN
NIEABREE—NRIABR,

MRNARF NS MENERRBHIRS , NATLOR SDK BENEAZAGR A RBUES REHH IR
HX—R. BIBwHERE AT SOKFENBATHESTMBEXANER , FRFRANBHEATAHFST
R E R,

Bl |, TEEE —RBARFAREF=AFENBERREMRES , 25358

www.example.com, api.example.com fl static.example.com, AJLAEAEI

* . example.com WM ERBEURGTETREBEHN FEHN 2R , BFwE ERESER=/MR
ST R. MENARFKRESEEZEAFTEER hostname HWER , BFLXERSHE ELEREMA
TR, UREEENEIRE .

ENFEBERBREAR—BH , TEDNBEI serviet kR EENARFEN , -9
FiRo XE&SegmentNamingStrategyi®id i FiSegmentNamingStrategy.fixed() ¥ &z
(4AWSXRayServletFilterMEEHK LI EZEEEEFHERNMR.

® Note
AT LAfE R AWS_XRAY_TRACING_NAME AETEBEZLERBPEXHERIARS B

WS ERBENL —NENBRNEENERX—NME HTTP B RPN EN B SZEX T RN EFE
FAMBRIAEF. B Tomcat FEIARWHE DR , AIfEA dynamicNamingRecognizedHosts
dynamicNamingFallbackName #8 Riith i X E = FERIA B o

Example WEB-INF/web.xml - T3 585 & #9 Servlet §F ik 25

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
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<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>dynamicNamingRecognizedHosts</param-name>
<param-value>*.example.com</param-value>
</init-param>
<init-param>
<param-name>dynamicNamingFallbackName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

XF Spring , SegmentNamingStrategyiEid il F 812 — N zh
ASegmentNamingStrategy.dynamic() , REFHAELAWSXRayServletFilteridi&E R,

Example src/main/java/myapp/WebConfig.java- s A& & B9 serviet Y585

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.SegmentNamingStrategy;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("MyApp",
"* example.com"));

}

EHER T Java B9 X-Ray SD AWS K B SDK 1

HIEHNAEA AWS IRSS EERE. EARIIHEEEANEN , EAT Java B X-Ray SDK 21
SBRRETRNAR. FRIRERMN AWS RS UREEXLRSZFIFRIEIR (F120 , Amazon S3 Ffi
¥=k Amazon SQS BA%l ) , £ X-Ray ##| SRR A £ & RA TET R
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MIBEE K P EIE aws-sdk M aws-sdk-instrumentor F#ERES | X-Ray SDK for Java B 31
e AWS SDK & ik, MREKRBIE Instrumentor FAER | M AT LUE RN —LEF % | BEATHERR

jI:I:J _JEO

ERMENEFiG , BMREFBEERRaws-sdk-instrumentor 7R , RAEEAZBRSNEFIRER
#37F AWS SDK & i TracingHandler B3R I—/"XRayClient,

flan | ER M AmazonDynamoDB EFin |, i REGCEBREFEIEE
AmazonDynamoDBClientBuilder,

Example MyModel.java-DynamoDB % f° i

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class MyModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.fromName(System.getenv("AWS_REGION")))
.withRequestHandlers(new TracingHandlex(AWSXRay.getGlobalRecoxdex()))
.build();

X FrAERS  #ALE X-Ray Z2H R EZFEAN APl W&, X-Ray FRTEZLN -5 KRS
HEEMMEDER , NERS B P REESHNE.

Bl , HEALERNE DynamoDB FFim A HIBAR , N TFHNKRWEAR , FRATEGL/REN
AMEBDEF, ERHEER , BIAREBRSHEHRPE RN — MW T R, UREEXRENBIFNRA
#) —#f% DynamoDB T =,

Example X} DynamoDB # 1TV F MR ZI B 09+ 2 Bt
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Ilhttpll: {

"response": {
"content_length": 60,
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"status": 200

}
},
"aws": {

"table_name": "scorekeep-user",

"operation": "UpdateItem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}

EEBREENRFEN , XU TRSNEAASERS HEPLIEFTANT L. REEQIBER TN
A, ARSIETERAT R,

« Amazon DynamoDB - £&
« Amazon Simple Storage Service - FZEF B E
« Amazon Simple Queue Service - BA %] & #5

EAWS RS A EAT Java 9 AWS SDK 2.2 RESRAKRM N AR , A EREFRE
& B iZaws-xray-recorder-sdk-aws-sdk-v2-instrumentort#iR, HHNEE aws-xray-
recorder-sdk-aws-sdk-v2 module , RFEBEINEAMIEE TracingInterceptor k&M &
&P,

Example s& A F Java 9 AWS SDK 2.2 R E ShRA-B R &S

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
Y/

public class MyModel {

private DynamoDbClient client = DynamoDbClient.builder()
.region(Region.US_WEST_2)
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(new TracingInterceptor())

Lbuild()

)

.build();

/...
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FAERT Java B9 X-Ray F A T EEREXN T HTTP Web IRZHE A

LIS BAREFARAMBRSRLE HTTP &t APIs , S LUMERER T Java B9 X-Ray SDK kR
AHttpClient>RRMXLFA , FHFiZ AP ER T RS A MEIRSE A,

ERTF Java M9 X-Ray SDK B#EDefaultHttpClient—%HttpClientBuilder3 | XL LA
Sk # Apache HttpComponents ZIRE N4 HE HTTP B A,

* Com.amazonaws.xray.proxies.apache.http.DefaultHttpClient -
org.apache.http.impl.client.DefaultHttpClient

* COm.amazonaws.xray.proxies.apache.http.HttpClientBuilder -
org.apache.http.impl.client.HttpClientBuilder

XLEEENF aws-xray-recorder-sdk-apache-http FERH,

IERLAMER X-Ray ERTERINANSAEIRRUAMBE IR , HEEENHLE S IRUANEE
FEP iR fERATERER .

Example HttpClientBuilder

import com.fasterxml.jackson.databind.ObjectMapper;

import org.apache.http.HttpEntity;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.util.EntityUtils;

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://names.example.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {

#EH HTTP B A 337


https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/proxies/apache/http/HttpClientBuilder.html

AWS X-Ray FEARER

response.close();

}

EZR NI T Web API (W AR , EATF Java M X-Ray FA T ESALERAER HTTP &R M@K
MERIERFHE. X-Ray FAFDERRNIZRE API 4 R HM 2 B

Example T HTTP B AH ¥ 2 B

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200

Example 5 HTTP 3 A #Y #ERT 20 B}

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
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"status": 200
}
I

"inferred": true

FHERT Java ¥y X-Ray F AT EERE SQL £
SQL ##3
BEFERT Java B X-Ray FF A T EE JDBC EEEFFMBHEFEREERLN SQL HiIFFELEM,

» PostgreSQL — com.amazonaws.xray.sql.postgres.TracingInterceptor

* MySQL - com.amazonaws.xray.sql.mysql.TracingInterceptor

XEEBREF DT aws-xray-recorder-sql-postgres f aws-xray-recorder-sql-
mysql FiERF, ©413% org.apache.tomcat.jdbc.pool.JdbcInterceptor }5 Tomcat
EENFRE,

(® Note
ATEEEN , SQL EBEFTEF2RFPIER SQL EWAR S,

¥ F Spring , FEE M4 FIRMEEBREFHEA Spring Boot B DataSourceBuilder MEKEIR.

Example sxrc/main/java/resources/application.properties - ostgreSQL JDBC £ #i25

spring.datasource.continue-on-error=true

spring.jpa.show-sql=false

spring.jpa.hibernate.ddl-auto=create-drop

spring.datasouxce. jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

Example sxrc/main/java/myapp/WebConfig. java - HIER

import org.springframework.boot.autoconfigure.EnableAutoConfiguration;
import org.springframework.boot.autoconfigure.jdbc.DataSourceBuilder;
import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Bean;
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import org.springframework.context.annotation.Configuration;
import org.springframework.data.jpa.repository.config.EnableJpaRepositories;

import javax.servlet.Filter;
import javax.sql.DataSource;
import java.net.URL;

@Configuration
@EnableAutoConfiguration
@EnableJpaRepositories("myapp")
public class RdsWebConfig {

@Bean
@ConfigurationProperties(prefix = "spring.datasource")
public DataSource dataSource() {
logger.info("Initializing PostgreSQL datasource");
return DataSourceBuilder.create()
.driverClassName("org.postgresql.Driver")
.url("jdbc:postgresql://" + System.getenv("RDS_HOSTNAME") + ":" +
System.getenv("RDS_PORT") + "/ebdb")
.username(System.getenv("RDS_USERNAME"))
.password(System.getenv("RDS_PASSWORD"))
.build();

3 F Tomcat , FEAXERF Java E# X-Ray FF X TESIH 5| AR*T JDBC HIERE A

setJdbcInterceptors,

Example sxrc/main/myapp/model.java - ZIER

import org.apache.tomcat.jdbc.pool.DataSource;

DataSource source = new DataSource();

source.setUrl(url);

source.setUsername(user);

source.setPassword(password);
source.setDriverClassName("com.mysql.jdbc.Driver");
source.setJdbcInterceptors('com.amazonaws.xray.sql.mysql.TracingInterceptor;");

Tomcat JDBC HIBRESEHEEA T Java i X-Ray F R TEGH | {BETLURFE 78 712 LAY 4B
RERRIBHEBFLERAT,
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Example pom.xml - JDBC #iE/R

<dependency>
<groupId>org.apache.tomcat</groupIld>
<artifactId>tomcat-jdbc</artifactId>
<version>8.0.36</version>
<scope>provided</scope>
</dependency>

R4 SQL RERER 2R

« ¥ aws-xray-recorder-sdk-sql AINEKBIN,
- RINEHBBERTER. EEZEDEA,

dataSource = TracingDataSource.decorate(dataSource)

connection = TracingConnection.decorate(connection)

statement = TracingStatement.decorateStatement(statement)

preparedStatement = TracingStatement.decoratePreparedStatement(preparedStatement,
sql)

callableStatement = TracingStatement.decorateCallableStatement(callableStatement,
sql)

FRERT Java® X-Ray FATEBERBEN F0E

DERANBEND BY BATHBERRHERSMEZKN TENFAESE . BRXERESKRMNNEF K
J&ﬁﬂﬁﬁﬁ‘f X-Ray SDK EF 7 BRHPIERERNER . EUUBHMTIRRSEHEMTFOR , K
EEFE MDA ERENM , HRKIZFERMTHIE,

EEE 79K, A beginSubsegment # endSubsegment 553%,

Example GameModel.java-BE X FHA %

import com.amazonaws.xray.AWSXRay;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("Save Game");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
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throw new SessionNotFoundException(sessionId);

}
mapper.save(game);

} catch (Exception e) {
subsegment.addException(e);
throw e;

} finally {
AWSXRay.endSubsegment();

}

}

EHRGIH , FOBRPHRBEASIEER EW A EM DynamoDB ME MK <1E , HEAK Dynam
EATF Java 9 AWS SDK oDB MG 2R R Tl . EF /BRI BRUARBFAAEH A RERIES
Save Game ¥ EX#Y DynamoDB F1i,

¥ Scorekeep

Scorekeep 200 39.0 ms

[4]

DynamoDB 200 6.0 ms
DynamoDB 200 50ms
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms
## GameModel saveGama - 14.0 ms

DynamoDB 200 50 ms

DynamoDB 200 8.0ms ]

MBFPERFINRBIATRERE , FESEAL try KBHRFHAE AWSXRay.endSubsegment()
RBRFFH finally UERAKLERF IR, MBRFOERKRER , WIRDERELETK , TEEET
X-Rayo

HNFRIEREREHNRE , TLUFKRBEEZ AWSXRay.CreateSubsegment #E5 lambda B %K.

Example ¥4 B¢ Lambda B#X

import com.amazonaws.xray.AWSXRay;

AWSXRay.createSubsegment("getMovies", (subsegment) -> {
// function code

1)

HEETRIAERMFIRPEIETF IR , EAT Java By X-Ray FRTEBRNEER ID Hidx
FF e B 18] A 45 3R B (8]

Example @& THIEN F 5 B

"subsegments": [{
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"id": "6f1605cd8ad7ch70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
1,

NTFRINZEERE , YMFIFF2BRALZELS endSubsegment () FEMUBREERXA , BR
ERERTHRATESXMEH X-Ray L TX, IRRSFOIBREER D ERZHIXEA , MkAFEFEE5
BANDBRANEEE X-Ray #EETIERF.

Example &% F 7 E&

@GetMapping("/api")
public ResponseEntity<?> api() {
CompletableFuture.runAsync(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("Async Work");
try {
Thread.sleep(3000);
} catch (InterruptedException e) {
subsegment.addException(e);

throw e;
} finally {
AWSXRay.endSubsegment(subsegment);
}
1);
return ResponseEntity.ok().build();

}

£ X-Ray SDK for Java , fE B M TR M2 2 &

ARAERMATBFEICEREE R, MRINARFERNEMES . ATLURERMTHIERME X-
Ray TR TEGSIZN 7 RFECIENBENLF 75 Ko

AREREHFFRSE, RFIHRENREX, REQXXIEREHRS| , LESHEREX—RER, £

AARIECZEATHEHASPNREHRHITOANBIIERERA GetTraceSummaries API B fE BB
o
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THERATUEREAREENR-EX , SBXRNIIR , BRBERHERS| , TESHEFHERERX
—REH, FATHECXEFFERETEFTTEATERRENEMGIIE,

BRYERMABIE N , BETUES R EIEFEAS ID FHE. A IDs MIEREXBRNEIRFER
B, FREIREIABEEREN.

Sections

 {# X-Ray SDK for Java 18I #

 {# X-Ray SDK for Java 12 & ST ¥iE

- FAERT Java IDs By X-Ray SDK F &l A =

£ X-Ray SDK for Java i2xKE R
FRERICEREXRENHEHRSIUHITERN BN F2EBNEE.
ARER

. B - X-Ray IRHEBSAUEE 500 MEERTTH. BT ARAK () 24, FEEAEHED
Be

« {H - X-Ray TBHNEZZAELEE 1,000 4 Unicode F%#F,
- ERNEE - EMNRERZAFER 50 £ER,

BRER

1. M AWSXRay SRERN ZH#l2 BR=X F 20 ERWY 5| Ao

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
)

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();
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2. ARAHTEFHERANARE. BFESFHHEEM putAnnotation,

document.putAnnotation("mykey", "my value");

DR RGIGEAIAERASESRMNARE. BFESFHRENFTRFERIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

FRIESHIRUB-EXNERNICRED BN annotations XRP, fERAMEEREHAMX

putAnnotation FEXZF— 7B F20 &L ZaERHE.
EEREAETREENEIRMNIRE | Bffannotation[key]WERERFHFEH <BF,

Example sxrc/main/java/scorekeep/GameModel.java - T B Mt EE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionlId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();
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A X-Ray SDK for Java id &t iz

ERATBRBIERBERELENERHRSIUHTERNT BRI ORNER. THEETUARZNE,

BF, HREZTFFER JSON FHRBEANERN R,
R T BIE
1. M AWSXRay FREU Hai o B+ 2 B 5 Ao

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
)4

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. ARAREFNEDEEN, FHERENGRE. HFE. FHRERINREDN putMetadata,

document.putMetadata("my namespace", "my key", "my value");

=™
HWARXEERMNERN putMetadata.

document.putMetadata("my key", "my value");

MRERBIEEWEBZR , WFRTESFER default. EAMEBERBEAMRIR putMetadata &

BE—DBRHF 0B LEZEIERAE.

Example sxrc/main/java/scorekeep/GameModel.java - FBE Mt EE

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

ARMTHE
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

FEHAER T Java IDs B9 X-Ray SDK & -
BRBERADDWAF , URBIKEERNWAF. IDs
EiexAF IDs

1. M AWSXRay ZREXX =&l 5 B #I 51 Ao

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

2. FERREBEROBAFHFZRSID WA setUser,

document.setUser("U12345");

B AR HIRRPAM setUser AEENARFTHRAEFREMACZRKAFT ID. MRERITEE
Ao BFRIZERF ID , ATERNMTHEEXEREA,
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Example src/main/java/scorekeep/MoveController.java — A ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionIld, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}
EBERAF IDWRE , BuseritREXFFERA REBEF,
AWS X-Ray 5&HF Java B9 X-Ray SDK HYF5#R

KEBNE AWS X-Ray B ZEE, BIRM4EE, SO ERERT Java 89 X-Ray SDK MIRUE
f X-Ray 45 &M R EENILS# CloudWatch 38#r. XEERKE 2 BT B ML Rt EA K &
iR, BEMRSRSEES. FAXEERTREF2BRENE MR,

CloudWatch  — MR FME. EIRRHNELRER CloudWatch |, &R —H R EHEF Y HHE R
& (NAWS RS ) BEFBERRKMEES | CloudWatch AREXRXERFE /NG ITHEEEN -4
B FRYET B R S SR TR 3R

ERBELER, HEZAUAR—IRSMMERTHE-EL. SMNEBELRBE - RN AHER
EE8Ry, ERGUHEN , RENBERREGAZE, BREHMERE MRS,

BEXMEZE LR CloudWatch , 1§25 Amazon CloudWatch B F ™.

X-Ray CloudWatch 1§#r

ServiceMetrics/SDK & Z=H@IFE LA T IENR.

B A AG i BE iR LRy
Latency ¥, | &K, JF 44 Bt (] 0 45 SR At () =2
T ZENER. Fi9,

RN MR AEHERE
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveController.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/

AWS X-Ray FEARER

bR ARSI IR ik B4y
EIER, THRRR
R

ErrorRate ¥, Bit S BUHIRH R I E ER.3:

RE | BR 4xx
Client Error IRA™
B,

FaultRate ¥, Ait S R KR Bk
BRE  ER 5xx
Server Error IRE

B,
ThrottleRate ¥19, Bit IRE 429 RABEH Bt

ZRERERR, X2
ErrorRate I84:HY

FE&,
OkRate ¥y, Bit SHOK RSB HE B
ERiESRE,

X 84k CloudWatch R ~F

EA T RAPVLEERMILFI D ME X-Ray IREIRIEPR Java KRR,

®E BN
ServiceType BR&EA | flan AWS: :EC2::Instance =

NONE ( AR AREA ) o

ServiceName RSB I MSE B Mo

/8 A X-Ray CloudWatch ¥§#x

ERAUT S RELNNIRP B AREER Java NARFIET,
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B B IR ERFEAR

1. fFaws-xray-recorder-sdk-metrics@FMMFA Apache Maven &¥i, EXEZER , HSH
X-Ray SDK for Java Submodules,

2. BRI K MetricsSegmentListener() fEAERICRKI[HEN—Z D,

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard()
.withPlugin(new EC2Plugin())
.withPlugin(new ElasticBeanstalkPlugin())
.withSegmentListener(new
MetricsSegmentListenexr());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

3. #FF CloudWatch KEUEAL S #HBEMITER (L% EC2) , LEHBEMRR[ERS (LS#H
ECS ) S 5% Elastic Kubernetes Service ( L EKS ) YEIEFF :
- EftE Amazon EC2 , 5 L% CloudWatch X3,
- EfifE Amazon ECS , 2R Container Insights ¥ Amazon ECS & &5

- EEE Amazon EKS , SR A Amazon Obs CloudWatch ervability EKS 1 % &
CloudWatch X,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
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4. ¥ SDK BN 5 CloudWatch REEE. BIABERT , SDK B #1:127.0.0.15
CloudWatch XE# THEE, BB NIMELTES Java BMHIRE N address:port REE
Z R,

Example ShEZ E

AWS_XRAY_METRICS_DAEMON_ADDRESS=address:port

Example Java B

com.amazonaws.xray.metrics.daemonAddress=address:port

BIFECE

1. &% AWS Management Console 73T FF CloudWatch ##l& , Bt A https:/
console.aws.amazon.com/cloudwatch/,

2. FFTEEFRETR UM ERIEERREIR

3. (A% ) 7£ CloudWatch ##I&H BHIEIMF £ , FTHFServiceMetricsSDKAEH, RS E
MIEFRE B BER , ARERINBEER.

EZHENAREFPNELEZEEZZEDER ETX

EENNARFEPOEHLEN , AWSXRayRecorder FeEF XN H a0 B2 F 2 BSSAH
S5IH., MREEHEEREALIRNNEF R , SDK 2ZHEAFFENXR , NS

SegmentNotFoundException.

NBZEFRAIETHERE , S LINIERSEFE E — 1 ContextMissingStrategy iR B & 12 F 45 1R 1Y o
BATLAE TR B E SR BE SetContextMissingStrategy , B A AR IEF E R R SE M EESRIL
Wi o

BRERN— TS LZRFERAFMIE  EREHEEREA beginSegment , FEZFFE X AT EA
endSegment, WMRBEERNHIENMB HTTP HRMETHRE , HlINELN N ARFBIHNIET
PR, XBES

MRIEEASNEERDEEAER , UL S REFOREBIFLE , FAFEEH/E2BIC
Fan. XHALBANTHELEBRPIERNEE , AXBENIBREHN ZBERIEZRNEREENKEKS K
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/exceptions/SegmentNotFoundException.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/ContextMissingStrategy.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#setContextMissingStrategy(com.amazonaws.xray.strategy.ContextMissingStrategy)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#beginSegment(java.lang.String)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#endSegment--
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HE., —BEXBREHELESRTR , AR TEMTER segment.run(() -> { ... }) HZEiHR
ZO BN ETXWAET,

BXRG , ESH ETEREDERRNNEF i,
£/ X-Ray #1TRL R

ERA T Java B9 X-Ray SDK A[LAfE R Java fif"'=F{EﬁﬁSegmentContextExec:utorso
SegmentContextExecutor 383 7 Executor $#0 , X EIKE © Al LM&i% F a CompletableFuturefFrE
REBEF, 1 1‘¥—IJ«XEQ1%1:'EH#DFT§N1’E%‘BHEHJ:TI¢ﬁﬁﬁ EWH 2 BRINAT,

Example =45l App.java : 1&i% SegmentContextExecutor 45 CompletableFuture

DynamoDbAsyncClient client = DynamoDbAsyncClient.create();

AWSXRay .beginSegment();

// ...

client.getItem(request).thenComposeAsync(response -> {

// If we did not provide the segment context executor, this request would not be
traced correctly.

return client.getItem(request2);
}, SegmentContextExecutors.newSegmentContextExecutor());

‘@& Spring AKER T Java By X-Ray FF R T ESH AOP

ETNBMAER X-Ray FF X TESEM Spring Framework BN ARF , MAEREZ OB E,
BERENEE —MERAMNAFEZTURNZEEITHNARZEF. AWS

&
X
/B8 A Spring Y AOP

1. BLi& Spring

2. [EERY AR A 0 ER BR U % 2R
3. XNREFIERREIED

4. BENARERFFH X-Ray

BlE Spring
& T LAME A Maven = Gradle ¥ Spring BL& H £/ AOP KN EHI R AR
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https://docs.oracle.com/javase/8/docs/api/java/util/concurrent/CompletableFuture.html
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WMRIEEER Maven RERNARERF , WAE pom. xml 34 AR T KB

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-spring</artifactId>
<version>2.11.0</version>

</dependency>

3 F Gradle , £ build.gradle X#H RN TN,

compile 'com.amazonaws:aws-xray-recorder-sdk-spring:2.11.0'

BLiE Spring Boot

BR7T E—TT AR Spring kI , WIREFEAR R Spring Boot , MR MEXRERL , ERMAT
HHIN

Maven :

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-aop</artifactId>
<version>2.5.2</version>

</dependency>

Gradle :
compile 'org.springframework.boot:spring-boot-starter-aop:2.5.2'
614649 L PR 7 5 B0 BB i 55
fF Filter A iNE WebConfig K., [ BREBVENFRHEZREE AWSXRayServletFilter MEK

B, BEXRBEHERMENEABTRNESRFELE , H2H E£AERT Java B X-Ray TR TEWRER
BAER.

Example src/main/java/myapp/WebConfig.java-&Z

package myapp;
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import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFiltex("Scorekeep");
}

Jakarta X ¥

Spring 6 L REA Jakarta T3E Java, AXIFX—£FHamBZ=E , X-Ray tIZ2HEMUTHEBC Jakarta
R EEEHERNHITE,

N F iR , ’F javax BMF jakarta. BESBRWARKEN , TR, EndRBEEBEHAE
W jakarta :

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import jakarta.servlet.Filter;

import com.amazonaws.xray.jakarta.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.jakarta.SegmentNamingStrategy;

@Configuration
public class WebConfig {
@Bean
public Filter TracingFilter() {
return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("Scorekeep"));

XA A IER ST EEO

BRI LIER @XRayEnabled ERRINER , LI XRayTraced O, X[FEHM AOP REEBE
KM BB T X-Ray 80,

Spring F# AOP 354
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https://spring.io/blog/2022/11/16/spring-framework-6-0-goes-ga
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HOE N AR F PRI X-Ray

EHCENARFFH X-Ray BRER , ENRBLTBEZLBEUAT I ERT BRMRE
BaseAbstractXRayInterceptor,

« generateMetadata - WWEE AT INE H el EHREN THBEHITEE L. BIAMBERT , 1T
HBNEEFEREAKREY, NELEEEMES , NAHRMESHIE,

« xrayEnabledClasses - WERBANZE , FANRFIRS, eHESHEBEEFEI RN ENE
ROEN, BIEEMSEHAEREHN @XRayEnabled HRIERMERE IR, UTEREGE N
BREF a3 MEA eXRayEnabled EFRBR AR INERMW AT B EFIZF bean,

@Pointcut(”“@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)”)

R B AR ZE Spring Data JPA |, & BM AbstractXRayInterceptor mM3E
BaseAbstractXRayInterceptor H1TH E.

5l
LR RBY BH%RE BaseAbstractXRayInterceptor,

@Aspect
@Component
public class XRayInspector extends BaseAbstractXRayInterceptor {
@Override
protected Map<String, Map<String, Object>> generateMetadata(ProceedingJoinPoint
proceedingJoinPoint, Subsegment subsegment) throws Exception {
return super.generateMetadata(proceedingJoinPoint, subsegment);

}

@Override
@Pointcut("@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)")

public void xrayEnabledClasses() {3}

U8 2 — M H X-Ray BMEYK,

@Service
@XRayEnabled
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public class MyServiceImpl implements MyService {
private final MyEntityRepository myEntityRepository;

@Autowired
public MyServiceImpl(MyEntityRepository myEntityRepository) {
this.myEntityRepository = myEntityRepository;

@Transactional(readOnly = true)
public List<MyEntity> getMyEntities(){
try(Stream<MyEntity> entityStream = this.myEntityRepository.streamAll()){

return entityStream.sorted().collect(Collectors.tolList());

NREEEBREBENNARER  NNEINAREFNTRAMAER (MEFROTERSER ) , W

LTz aRFERA R,

Traces » Details

Timeline Raw data

Mathod Response Duration Age D
GET 200 20.0 ms 1.0 day (2017-12-14 16:55:56 UTC) 1-5a32ad1c-56e2cT5fffcf01a767b26eda
Name Res.  Duration Status  Q.8ms 20ms A.0ms Somas Some ome tame 14ma Tems 18 e
* metering-server AWS: ElasticSeanstalk:: Ervironment
metering-sorver 200 200ms G | ot r-covis- oot |

ImitFulReport - moms @ S —|
WmitReport - 130 ma a I
findOne - 2.0ms
metering@null - 0.0ms -] 3 chustor-crgepyOuudal.u
findAllByTenantid - 2.0ms ]
metering@null - 1.0ms ]
findPericdMeasureTotal - 20ms
metering@null - 0.0 ms ]
findOne - 6.0ms (]
metering@null - 1.0ms -] Ing.ch.
» metering@null Datsbase SOL (Clent Response
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£ Node.js

AWM AETATRN Node.js RRARRF , SUFRERBIERIEZE X-Ray :

« AWS Distro for OpenTelemetry JavaScript — it —4HFFRER AWS X 1Thx , A Ti@xd Distro for
Collect AWS o r Collector [A1Z /> AWS 2R F R (2FEL SR FI S OpenSearch RS ) &
EAEXMIEIRFRER, CloudWatch AWS X-Ray OpenTelemetry

- AWS X-Ray Node.js By SDK — —4FE , A T&EiE X-Ray FHEFERRRIFFEREE X-Ray.

HXREZER , 53 £ AWS Distro for 1 X-Ray OpenTelemetry 2 [A13# 1Ti%# SDKs,

AWS % 1ThREF T OpenTelemetry JavaScript

£ AWS Distro for OpenTelemetry (ADOT) JavaScript , &N R ARFH T XN , RiE
FHEXM B RERARIE T 2 AWS K2R F CloudWatch , ‘@IEL G AWS X-RayFiIL

O# RS . OpenSearch ¥ X-Ray 5 AWS Distro B2& £/ OpenTelemetry EERAMNEH : B A
OpenTelemetry SDK A& X-Ray Bt& A , LK /E A Collecto OpenTelemetry r BJAWS Distro JA 5
X-Ray BL&1E A,

EF®RER , BSRAWS Z1THREAIREL OpenTelemetry JavaScript 34,

® Note

FiE RS 283w Node.js R F#2F JavaScript #x#F ADOT, AD JavaScript OT 7o & F 53z Ml
WERE FinS HE X-Ray,

B X Distro FiF with AWS X-Ray # other # OpenTelemetry EZEE AWS RS , 55 E AWS
Distro for OpenTelemetry 2 AWS Distro for AWS D ocuments, OpenTelemetry

BEXEEXRBNAZENEZER , 52 LK O AWS bservability,  GitHub

AWS i& B F Node.js B9 X-ray SDK

X-Ray SDK for Node.js &—“NE[E Express Web R FATEFH Node.js Lambda BIEHIE |, ATIR AL
FERERBREREBIEFSRERIERIES X-Ray #EFFERF. REBESEEXNAERFLENE
A HTTP BRWEE , URBARFFER AWS SDK = HTTP & inx FiRS# THIRANER.
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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® Note

X-Ray SDK for Node.js & — R E , X#F Node.js 14.x RAEREERA, RAIXEZ
I B H#1£ github E GitHubiR R IWB M ENER. com/aws/aws-xray-sdk-node

WMREMER Express , B , ENAREFRS 2R LA SDK 4R F i 4 RRERE AER, LHEHR
BMIUBRFREROE- N D BEHEREMNNTRIZD R S0RITF , BAUERFRIREES

WA ERERRME DB , HOEFOBRUAREKRTHEAR. FRTEGELENIERED RITFR AN
AEFSIRHNRE,

NTHEZRNNAREFSIRSFAR Lambda B(# , Lambda 2 REER ER7 3k H B 3 BRERRAFHY
FR. NTHEHMEE , BAILUF Lambda B E 5 REMBERME AER. ZEWHPHER , Lambda #H<
Bl Bt HEEMS X-Ray FRTEE,

(@ Note

ff Lambda £ , X-Ray FAX T EGR AN, NREFERHRDERE , EBHRSHBEF NS
E—1NHTF Lambda RS TR , UAREA Lambda BB TR, ATEIFMZALAIER
KNBEHBABE , T2 BRARME Lambda 12 ZMWEE S B . ESFEAWS Lambda Al AWS X-
RayTHREZELR.

ETX , fERAERT Node.js B9 X-Ray S AWS DK JavaScript £ Node.js & F i F 1M REY SDK,
BHAFERERMNEFHIEARTE AWS RS HRRE , SDK BLEFIPBRPIEFEXZAANE
Bo. AWS RS SERSHHRINERFMEN THETRERERERE | SUHBBERBSNERELE
9 6 15 50 BR 5l (m) &

AT Node.js # X-Ray SDK &3¢ HTTP Web APIs 1 SQL &= T AARE T TE, ¥ HTTP
EPimEEE SDK R A EFIEREXEH HTTP HRANEE. XTF SQL BF IR , HHIR S5 *
BT EBIEERE,

R R AN B T ABRUBEZRERNER. ERLEEERT Nodejs #Y X-Ray SDK K
FRRFTARERAERSTHAREF AWS ITERRHER.

EFRAXRBERURNARFEEIBRNTEEPAEN TENEMBES. TREMENREX , ESHhXE
RENEHRSILATHESRARES , UELEBRRISRERENRE, THESENRBIMER
K, HEATLUEREBANRAEHA - =511t JSON WE[FEE,
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https://github.com/aws/aws-xray-sdk-node
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@ EBRNMTEHE
RN THEREMER X-Ray FR TEIRMEITERNERNE, REXEREHEIRE], KU
EEMARIN—EBER. THEREHRS , BATAER X-Ray 2H| A= APl £R%HE D BT
BE, BRT X-Ray RENRHEFMABAIAEETXLERRE.

HRBPEFARERNNEFEF RS , —MERDTRABERETFTR , RUNEFEFRAEHENEHG
MNE—MNFoR. BUNBLHEFRAACEEEELTFIERPREETDERANETE. BTN
BIOEBIEAREHIRAENFOR , ALK FOBRNABENEIR  MTAREER D RIAE
E

Bx SDK WEMBENSE X |, SR AWS X-Ray SDK for Node.js APl &,
ZR

X-Ray SDK for Node.js FZ Node.js ML TFE :

« atomic-batcher -1.0.2
* cls-hooked-4.2.2
* pkginfo-0.4.0

* semver -5.3.0

R SDK &5 NPM —ZEAE , SDK 2 AXEE,

ERER AWS SDK F i , A T Node.js B9 X-Ray AWS SDK ZEZ Node.js JavaScript & {ERA
# SDK,

 aws-sdk -2.7.15

KB REE

AT NPM 3k1§ X-Ray SDK for Node.js,

« BF A -aws-xray-sdk

WNFARF R , & SDK 5 NPM — 2L EEWH B &H,
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https://docs.aws.amazon.com/xray-sdk-for-nodejs/latest/reference
https://www.npmjs.com/package/aws-xray-sdk
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~/nodejs-xray$ npm install aws-xray-sdk
aws-xray-sdk@3.3.3
### aws-xray-sdk-core@3.3.3
### @aws-sdk/service-error-classification@3.15.0
### eEaws-sdk/types@3.15.0
### @types/cls-hooked@4.3.3
# ### @types/node@l5.3.0
### atomic-batcherel.0.2
### cls-hooked@4.2.2
# ### async-hook-jl@l.7.6
# # ### stack-chain@l.3.7
# ### emitter-listener@l.l.2
# ### shimmer@l.2.1
### semver@5.7.1
### aws-xray-sdk-express@3.3.3
### aws-xray-sdk-mysql@3.3.3
### aws-xray-sdk-postgres@3.3.3

H OH OHF OHF OH O O OH K OB H

R --save LI AN SDK #ERA R ARFH package. json FEEKBIIUR T,

~/nodejs-xray$ npm install aws-xray-sdk --save
aws-xray-sdk@3.3.3

MRNMAREFEREMERAE X-Ray SDK BYKEITUH SRAVRBI , MR <68 L =M RS AT £R
REM. BXREAER , BSRMBIENNE S NPM X1,

Node.js 74l

£/ AWS X-Ray i&F T Node.js By SDK , FEEREIRHY Node.js B A2 FAT end-to-endEFiX L&
BER,

« Node.js "IN AR E/EHA GitHub,

BLiEEA T Node.js 9 X-Ray F X T ES

BRI DB EHFEHMHHNERT Node.js I X-Ray FATES USFENARFER LETHRSHAEX
B8, ERRNRETH , REDNNA T ERZFRERAFEAN,

Sections
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http://npm.github.io/how-npm-works-docs/npm3/how-npm3-works.html
https://github.com/aws-samples/aws-xray-sdk-node-sample

AWS X-Ray FRARIERE
« XEHN

- AFER

- X-Ray #HESFFEF ik

- INETE

R4
plugins ATREFREXRKENARFHNRSNEES.

il

« Amazon EC2 — EC2Plugin A in3:fl ID, "X CloudWatch HE4A.,

» Elastic Beanstalk - ElasticBeanstalkPlugin SR EZ ., MRARZFIE 1D,
« Amazon ECS — ECSPlugin & ES ID,

EfAEY , BEA config FZEEEEM T Node.js B9 X-Ray F X TEBEF %

Example app.js - 4

var AWSXRay = require('aws-xray-sdk');
AWSXRay.config( [AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);

Z SDK e fEFABHRENRED R LW origin FB. XXRTETEMNRMARERFN AWS RIRER,
LIRS NEER |, SDK R TEBTIRFRKHEERIR : ElasticBeanstalk > EKS > ECS > EC2,

KA

% SDK A &1E X-Ray & R E XK REANRBERICEMER. MIAANRESHHE —NE
R, URFIERRERLEE X-Ray WIRSHEMEMERNE S 2H, £ X-Ray 25 & 60/ 2 E A
MUABEXABIMNRAEFICERNEEE.

% SDK BREXWIRFNABELAN, MRFRESZANBEXAMPE , N SDK XM HE—FM
e
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® Note

R SDK & mHE X-Ray RIRECRHMN |, ©FRERNRKIANARAN |, BIFHE —MER
URBANENMAREMERNES 2H, MRENERFARSE , HELEEET X-Ray FH#
R APls , [FE 72 SDK RHiRY API K TCP RE |, N A2 R EXFER .

$&E LUK SDK BLE M JSON SCAS N RN, £ X-Ray RERATANERT , SDK AT EAfERA
R MUER 240 , AT AR ER AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

}
}

BRBIENLT —NEEXAUM—PERIAAN, BEXANRAED <ENRER | X T /api/
move/ Z THRAREZRERNIERBEFR TR, MIAANPERHNE -—MERUREMBERNEDS 2
o

EAMENXANBRIAZ , BIEBRHICEKFINENKFRLNATARH X-Ray RS EE. BEEE
HEEZEY , BEEROWRBFEM , XESEFCRNBEEXTBEME

FFiEfE AWS Lambda , BT EBRRER, NRENEBAKRNIRSEA , Lambda FiEFKAEKHZ
RS RENERBAH. MREA T EHREETFEEMAREERXL , M Lambda 2HREFRE,
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EREZHOAN , BERMNEEERT Node.js B X-Ray FF X TEA setSamplingRules B340
HRERAN

Example app.js - 3k B X ##9 ZAE L

var AWSXRay = require('aws-xray-sdk');
AWSXRay.middleware.setSamplingRules( 'sampling-rules.json');

BHRAUAERBPREHAN , HFETEANREZELS setSamplingRules,
Example app.js - 3k B XJ SRV ZAFH N

var AWSXRay = require('aws-xray-sdk');
var rules = {
"rules": [ { "description": "Player moves.", "service_name": "*", "http_method": "*",
"url_path": "/api/move/*", "fixed_target": 0, "rate": 0.05 } ],
"default": { "fixed_target": 1, "rate": 0.1 },
"version": 1

}

AWSXRay.middleware.setSamplingRules(rules);

ENEAARMN |, EAA disableCentralizedSampling,

AWSXRay.middleware.disableCentralizedSampling()

BE&igH

EMNFATIEGFiERKEHE , FHMH AWSXRay.setlLogger(logger) , EA logger RiEfit#rHEH
FIEFFE (warn, info &) PR R,

RIMBERT , FXAITESLEAZHIANR EMRER EFERERICRIZEHEHES, TLEH
AWS_XRAY_DEBUG_MODE &% AWS_XRAY_LOG_LEVEL ETEIRENBICEKBNEELR. BXE
MEERNENYIR  BFSHRELTE,

MRFLENAERHFTENEAIESR , WA UREHESEEACHIERRBEOIUSANTLAIES ,
WMTAR. ATEREMREBXIULEONNR, XEWKE , ATAER Winton F¥F% B ERIEREHF
HEBRLTRIES,

Example app.js - B&Eid%

var AWSXRay = require('aws-xray-sdk');
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FRARER

// Create your own logger, or instantiate one using a library.
var logger = {

error: (message, meta) => { /* logging code */ },

warn: (message, meta) => { /* logging code */ },

info: (message, meta) => { /* logging code */ },

debug: (message, meta) => { /* logging code */ }
}

AWSXRay.setLogger(logger);
AWSXRay .config( [AWSXRay.plugins.EC2P1lugin]);

EETHMARB S =28 setlogger , BRBRIXLBIENHE,
X-Ray # 2P 12 5 1t

MR X-Ray HEFHREFMUT 127.0.0.1:2000 2/ isOHEN, , MAE T LEEE AT Node js

M X-Ray FF & T B @ IREREE K IA T T EH UDP #biit,
AWSXRay.setDaemonAddress('host:port');

A LR B RS IPv4 sk 3B E E L.

Example app.js - #EFHEF bt

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('daemonhost:8082');

MEZENHEBESTFEFRENETRMNGE O LMY TCP 1 UDP , N ] AR EFH 27 ik i% E

EE=%,
Example app.js — TR UG O LR #HEFIFZFibit

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('tcp:daemonhost:8082 udp:daemonhost:8083');

Lo | SR A BB 5 AWS_XRAY_DAEMON_ADDRESS MEZ £ RIREFIFEF bk,

}a: /\—

B LAE AR T EREEERT Node.js 9 X-Ray FATEH, SDK ZIFLLTE

BE
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« AWS_XRAY_CONTEXT_MISSING - i® &} RUNTIME_ERROR &M ERMRE=IRTE S ERITITHN
BRTIERBBEREIARE,
BXME
« RUNTIME_ERROR— Bl X E{THRIRE.,
« LOG_ERROR— iZFEHIRHMEE (BIN) .
« IGNORE_ERROR— ZHBE4E IR FFA4kEE,
NFERTTFEMABERGZTHEIRERESERFTLENRE  NREEAEEPEARITH
B, MR £ ERA DR T2 REXNVEIR.

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray #HETFHFEFMIRNENMKEO. BRIAER
T , SDK A TIREREIE (UDP ) MXEH# (TCP ) 1 127.0.0.1:2000, MR ESIFHESTH
EFRENMITAREOSERETVFEFES —AENLET, NEALEE,

B
e E—/N%A — address:port
« FREIMPIKA — tcp:address:port udp:address:port
« AWS_XRAY_DEBUG_MODE - i& & TRUE AEEFF K T E B debug HFFEEMEFIZEFE,

« AWS_XRAY_LOG_LEVEL -&ERAZEICFEFHNEIABESR. BRER
debug, info. warn, error M silent. HRE NI AWS_XRAY_DEBUG_MODE , Z{E¥F#
ZBTRUE,

« AWS_XRAY_TRACING_NAME - & & SDK T #H T BRHRE B, BELET Express FE 418
B i D EBRE .

#AEA T Node.js By X-Ray F X TESREE ABR

RATLAE AR T Node.js #9 X-Ray SDK KRERERREY Express F Restify N AR FEL Sk 5
ECS By EC2 k4| £ EC212#J AWS Elastic Beanstalktk A HTTP &K,

BT Node.js B9 X-Ray FF X TEB R EH Express # Restify EERN N ARFREDEHF, EET
X-Ray HREIHFRMBISAEFE , AT Node.js ¥ X-Ray FA T EGLNEINEHEBEREUE—ID
B, by BREIE HTTP ERMITE, AEMLE, Httl ity B Lol F 2R,
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® Note

*F AWS Lambda ¥ , Lambda 2@ A BN EBEBERCE— N2 &, S HAWS Lambda #
AWS X-Ray TBEEZE L.

BN REBE-NEN , BTERSREPHRENNARRF. AUBSHBEOR , BT LUF SDK &
BARFEEABTRFNWENIRANEH#THIER R ISBEATRBEFRPNVEABNRERITOA
AEHEBHTEEFRAEKXTS (Fl0 , MBRENIRXZHERN ) NARIAE T

® HERMIER
MRABHERDEM T ERFERERIENNARERF , X-Ray 2EHIFER X-Forwarded-
For #RXFIVE P IP M3E IP BB IHRIR IP. BT HRMFERICEKAF /i IP 7L
&, R NEE.

HEEXERE , SDK D RFIREMMNFEREKIEREIT N, MRIPRBIEIREN x_forwarded_for
MFER true , MM HTTP #E3RH X-Forwarded-For #rk3REE i 1P,

SEAERFEASEUATERN http BERNBMEABRUE - NI

« HTTP A3% - GET, POST, PUT, DELETE &,

- BN - RIXFEROEFFHN P i,

- IRIRES - EEARIERN HTTP IR R E8,

o EE - FrEaEtE ((WKRENERE ) MR A ( ZEM@BE ) .
« APAKE - BERHPH user-agent,

- ABKE -WRFH content-length,

Sections

« @3 Express BRERE ABERK
@3 Restify RER{E ABR
- BEDRinE R
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B Express BRERE ABER

EE A Express HAMY , BEENBHAE , ENRIETRAIESEFRAER
express.openSegment EEUIRE #Y A 8 4,

Example app.js - Express

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
res.render('index');

1)

app.use(AWSXRay.express.closeSegment());

ENKARE , BBAARANER express.closeSegment i H |, UELEERA T Node.js B X-
Ray F & T E 3R ENEEHIR,

B Restify RER{E A1FR

EF A Restify R , FHRICFEAIESEFHHIZIT enable, FFEM Restify RFEZM D RB
EiEAT

Example app.js - Restify

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();
AWSXRayRestify.enable(sexver, 'MyApp'));

server.get('/', function (req, res) {
res.render('index"');

1)
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e iB 5 B ap B SR g

AWS X-Ray RS EMKINRAENNARRF , AREELNNARFEANEGNARERF, BEF
APIs, SAEBIEEM AWS BIREX DT K, = X-Ray SDK FEABERER DR , 2FNARFHR
FEMECREDTBRNEBENFERF.

X-Ray SDK A LLHTE HTTP & R#Rk K hostname Rap B0 R, T , FrL T EAhiE | 2SS HR
SEPHIAER AN TR, AL SDK BT EEHEN VRN ERMBIRIBTE DR , BT
NEAEREE-—NRINER,

MRNARFHNSMENERRBHIRS , WAL SDK BENEAZAGERBUES REHH IR
HX—R. BIBWARE AT SOKFHENBATHETMBEANER | FRRANBHERATAHFEM
B E R,

Bl |, TEEE —RBARFARET=AFENBERREMRES , 25358

www.example.com, api.example.com #l static.example.com, AJLAEAEI

* . example.com HEIAWE REURGTETREBEHN FEHN 2R , BEwE ERESER=/MR
ST R. MENARFRESEEZEAFTEHER hostname HWER , BFLXERSHE LEREMA
TR, UREEENEIRE .

ENFFABERDBREAEREN , BEDBLCPEAREENARFNEN , MBI LT AR,

(® Note
AT LAfEEF AWS_XRAY_TRACING_NAME HhET EBZRENRBAHE N ERIARS B o

FRMERBENL — PN ENBANEENEXN—NME HTTP BRPNENEEZEXNT RN EER
WA TR, EFRTE DR , HFEA AWSXRay.middleware.enableDynamicNamings

Example app.js - I8 0 ERB

MRFERPHEN B EEN *.example.com Lh , FEEAENAE, BN , FEA MyApp.

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment('MyApp'));
AWSXRay.middleware.enableDynamicNaming( ' *.example.com');
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app.get('/', function (req, res) {
res.render('index');

1)

app.use(AWSXRay.express.closeSegment());

fEF3E AT Node.js #9 X-Ray SD AWS K & SDK if

HIENNARERAR AWS RS UE#EBIE. EARSIS ZIEBEHN , AT Node.js B X-Ray
SDK £EF o0 BRETHNAA. HRE AWS RSN ERAREEIX LRSS P HRE TR (5
#n , Amazon S3 M Amazon SQS A% ) £ X-Ray B HIAWREHE EE RATHET K.

##Ed EA T JavaScript B AWS SDK V2 =& A T JavaScript B AWS SDK V 3 #IE /{28 AWS
SDK &P, 81 AWS SDK IRAERRM T AR G ERKN S AWS DK & F i,

® Note

Bal, 5RN V2 ZFimtElE , AWS X- Ray & AT Node.js #9 SDK £ & A F JavaScript
M AWS SDK V3 &P imiTiREIN A5 ERRD. filfn , KFEX DynamoDB By F 7 R 2IRE
RAEM. WREERIRF %%EJLHZEQ{E@ , iHEEMER EA T JavaScript B9 AWS SDK V2,

&R TF JavaScript 9 AWS SDK V2

BT LB 7 A 8% aws -sdk require B AR N FTE AWS SDK V2 &
. AWSXRay.captureAWS

Example app.js - AWS FF & T Ea#
const AWS = AWSXRay.captureAWS(require('aws-sdk'));

ERMNENEFin , BHEN AWS SDK B R imt &R E A PAWSXRay . captureAwSClient,
flan , E#M AmazonDynamoDB & F i

Example app.js - DynamoDB % F° iz 1

const AWSXRay = require('aws-xray-sdk');

const ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());
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/A Warning
REWN captureAwS M captureAwSClient —EFEH, XTFSHEEN FI K.

R YR TypeScriptSECMAScriptiE i (ESM) — 2 A SR NEAREY JavaScript {883 , RN TR
BlS AFE -

Example app.js- AWS SDK T &

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

EEH ESM RNFATE AWS B/ iw , BEAU TR

Example app.js- AWS SDK T &

import * as AWS from 'aws-sdk';

import * as AWSXRay from 'aws-xray-sdk';
const XRAY_AWS = AWSXRay.captureAWS(AWS);
const ddb = new XRAY_AWS.DynamoDB();

X TFrAIAERS , #AEE X-Ray Z2H AR ERFAN APl WEF. X-Ray FRTEGZaR—H2
RS EERMB TR, NTTERSHEFREESHRE,

Bl , HEALIHEMNE DynamoDB EFFim AR HIBAR , ¥ TFHNXRMWER , FRTEIL/R
BMAME DB, ERHEDR , BIAREBRZSHEDPERN - MIINTR , UREERIENE
FREY 8 A B — A% DynamoDB 1 Ko

Example X DynamoDB # 1T F MR ZI B 0 F 20 Bt
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200
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},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

EEBREENR RN , WA TRSNEASKERSERDUZFANT L. REEOIBERR
HEA  ARSEETERAT R

« Amazon DynamoDB - £&#
« Amazon Simple Storage Service - FZEBEMBE
« Amazon Simple Queue Service - RAFI & i

&R F JavaScript ¥ AWS SDK V3

EA T JavaScript B9 AWS SDK V3 2#ER{LEY , It EHWAB I MEBFTENER, Eitt , T8
BNFTE AWS SDK EF % , AN V3 X #FiZcaptureAWS %,

IR E TypeScript 5 ECMAScript #£3R (ESM) — 2R NE JavaScriptitiB , M AT SAEAUT
OIS ARE

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

£ FAWSXRay . captureAWSv3Client 3£ N B AWS SDK B i, fla , E& N
AmazonDynamoDB & 7 ¥ :

Example app.js - £/ SDK for Javascript V3 #&l DynamoDB & F i

const AWSXRay = require('aws-xray-sdk');
const { DynamoDBClient } = require("@aws-sdk/client-dynamodb");

const ddb = AWSXRay.captureAWSv3Client(new DynamoDBClient({ region:
"region" }));

£/ EMA T JavaScript B AWS SDK V3 Bt , HRIFRIRERE ., FHBNBEHAEHININENE
THIE , Rt RERRG LG ER EA T JavaScript B AWS SDK V2 #Ul AWS SDK % 7= i A BF
HEE8 R RRNERT R,
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Example £/ V3 8418/ DynamoDB LR FI B B F % Bt 3& A T JavaScript 8 AWS SDK

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",

"http": {

"response": {
"content_length": 60,
"status": 200

}

.
"aws": {
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

FFEA T Node.js B X-Ray FF & T ESREEX T HTTP Web FREHE
5

HENNAREFRAMBRSSH N HTTP B APIs , BABAEAEA T Node.js B X-Ray SDK B F i
KENXLFA , HRFiZ APHER THFRSHNB RSB+,

FHEH http = https B HEERLAER T Node.js B X-Ray FFA T EBH captureHTTPs &L
IR ERME A

(@ Note

F#BE captureHTTPsGlobal() APl EASE =7 HTTP ¥ RE ( 10 Axios =
Superagent ) #1THEA , HEEFEARE http ERAP2BREREA].

Example app.js - HTTP & if

var AWSXRay = require('aws-xray-sdk');
var http = AWSXRay.captureHTTPs(require('http'));
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BEEFMBHTTP B m LB ARE , H% 1A captureHTTPsGlobal , AAFINE httpo

Example app.js - HTTP HFix ( £/ )

var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http = require('http');

LIERNZT T Web APl BB AR |, @A T Node.js 9 X-Ray F AT EGZiEHZ—NMNFo R, EbEE
BHXRHTTP BERMMMER, X-Ray R F20ERRNITE AP| &£ R HERT 9 B

Example T HTTP B AH ¥ 2 B

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
I
"response": {
"content_length": -1,
"status": 200

Example T35 HTTP i F 9 #EdT 2 BR

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
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"method": "GET",
"url": "https://names.example.com/"

},

"response": {
"content_length": -1,
"status": 200

}
iy

"inferred": true

EHAEAT Node.js By X-Ray F A TEGRER SQL &if

B SQL EFinTEEMMAER T Node.js 9 X-Ray FFX TEGBEF iR EFREN SQL #iE
FEEH,

» PostgreSQL — AWSXRay.capturePostgres()

var AWSXRay = require('aws-xray-sdk');
var pg = AWSXRay.capturePostgres(require('pg'));
var client = new pg.Client();

* MySQL - AWSXRay.captureMySQL()

var AWSXRay = require('aws-xray-sdk');
var mysql = AWSXRay.captureMySQL(require('mysql'));

var connection = mysql.createConnection(config);

EFEARNNEFIRAR SQL ER , AT Node.js B X-Ray F A TEBLEFIERPIEFAERE
BENEANES.

i SQL FERASEHEMEIE

BRI LA mEA SQL ERERN FOBRAMNEMER | SIRRXEF 7 REMRH B AFFIRMN SQL F
BRo fltn , BEEFRPICEKLTFEN SQL ENFHFEH |, AILUFRERERMNE F2 B SQL WK
o

Example ¥ SQL 2 B4 T2 B’

const queryString = 'SELECT * FROM MyTable';
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connection.query(queryString, ...);

// Retrieve the most recently created subsegment
const subs = AWSXRay.getSegment().subsegments;

if (subs & & subs.length > @) {
var sqlSub = subs[subs.length - 1];
sqlSub.sql.sanitized_query = queryString;
}

ESH AWS X-Ray FXARIEEHI SQL &) , EFEMAATFIIREN SQL ZERHTRIIRK,
& X-Ray SDK for Node.js £ B E N F 72 &

FORAUNBENS BT BATHEFEREEBRSMETKN TENEFARFE. BRXEAECRUNES K

HITHAR , X-Ray SDK EF 7 ERFIEFRERNES. EANCIEZEMTFOBRRSAEMF IR, K
EEENRBRAEEIMT , HARRISFEIFRMTHE.

B E X Express ¥ &
£/ captureAsyncFunc BBNBA T HBRSHEHRCIEEENL F5 B,

Example app.js - BEX F A EBEX TR

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
var host = 'api.example.com';

AWSXRay.captureAsyncFunc('send’', function(subsegment) {
sendRequest(host, function() {
console.log('rendering!');
res.render('index"');
subsegment.close();
1);
1)
1);

app.use(AWSXRay.express.closeSegment());

BEX T2 375


https://docs.aws.amazon.com/xray/latest/devguide/xray-api-segmentdocuments.html#api-segmentdocuments-sql

AWS X-Ray FEARER

function sendRequest(host, cb) {
var options = {
host: host,
path: '/"',
I

var callback = function(response) {
var str = '';

response.on('data', function (chunk) {
str += chunk;

1)

response.on('end', function () {
cb();
});

http.request(options, callback).end();
};

EARRBAR  NARFHEE—NER send WEBENF2EBRLLAA sendRequest &
¥, captureAsyncFunc &G EEREHA LN RS R A TR XMEERBEHBRN AN F 28,

NFRSEE , BALUER captureFunc B , XSEEBRTERNITH L BEIERF25 K.

UEEDBRBEEMF o2 BRPAIEFDERAT , X-Ray SDK for Node.js $F 8 H AR ID Hi2FIFAatE
MEERETE,

Example @& THIEN F 5 B

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
b

BEX T2 376



AWS X-Ray FEARER

HEM Lambda 9 &

% SDK BLE N ER M EFZ1TT Lambda F Y , BN EE SR Facade 7. BERIEERFD

B} (X1E X-Ray BRER# A EBIE%E N AWS: :Lambda: :Function ¥R ) , HABHEFRAR
Facade 7 BR. MREFHOEEEH ID WFH DR (ERNHFRER ID. R ID FMRHFREK ) , MABK
EF D B

Example app.js - FeIBEN F5 B

const segment = AWSXRay.getSegment(); //returns the facade segment
const subsegment = segment.addNewSubsegment('subseg');

subsegment.close();
//the segment is closed by the SDK automatically

£ F X-Ray SDK for Node.js , 5 B M T BB H T 2 B

AURAERANTHBEFECREER, MEINABRFEINEMEE, AL ERMTHERME X-
Ray TR TEQMBN D RIECENBE 72 Ko

ARETENSR, BFHARENREN. RESXNEIREHRS , LESRKERER —BEH, £
AARLEZREATHEHSHPNREHITOANBITEIERA GetTraceSummaries API B f5E B B
o

THFERTAEREMREENR-EN , SENKRNIIEK , BREREHRE , TEEFEZRHRER
—RBEA. EARTKBECREFHERFTFENETEATERRENEGHIE.

BRTYERMABIE N , BETUES R EIEFEAS ID FHE. A IDs IEREXBRNEIRFR
B, FREIREIABEREM.

Sections

« {# X-Ray SDK for Node.js 12 & ¥

. £/ X-Ray SDK for Node.js 18 3xk T #E

« FEAERAT Node.js B X-R IDs ay SDK F &l

f#F X-Ray SDK for Node.js 1B &8

ERERICREXRENHRH RS URTERND RN F2BRNER.
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« B -X-Ray ZRHNREBRZALUEE 500 M FREFZFH. BRTRIAR (. ) 2/, TREAZEHKH
Fs

- B - X-Ray FBWEZRZ A ELEE 1,000 4 Unicode F%F,.
- ABRNHE - BMRERZAEA 50 KR,
EFER
1. REXNHE 2RI F5BEN5I A,
var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. ARATAFNRRNKBRE. BFEIFRHEEN addAnnotation,

document.addAnnotation("mykey", "my value");

LT ROIGBAIAEAZE QMARE, BFERFHRENZHERIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

FEIESFERUBR-EXNWERIEREDBRIXA annotations WRA, FEHERREARX
addAnnotation NBEZR - BRI FOo R LZEIEKNE,

EEREETREEREIRNERE , BEannotation[key1MERERPEA KRBT,

Example app.js - ST %

var AWS = require('aws-sdk');
var AWSXRay = require('aws-xray-sdk');
var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var item = {
'email': {'S': req.body.email},
'name': {'S': req.body.name},
"preview': {'S': req.body.previewAccess},
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"theme': {'S': req.body.theme}
13

var seg = AWSXRay.getSegment();
seg.addAnnotation('theme', req.body.theme);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

8 X-Ray SDK for Node.js 12 & TEiE

ERATBBRIEREREEFTNERHRSIURITRRNT BRI FIRNVER . THEETUARFZRES,
BF. WMARESAFILH JSON N RFHANEMHMLIT R,

R THIE
1. KRB HBl 9o BRI F 2 BRI 5I A,
var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. FERAFHHEE, ARE. BF. FHEINREARFHEHRZRAA addMetadatas

document.addMetadata("my key", "my value", "my namespace");

=
PR ERAERN addMetadata,

document.addMetadata("my key", "my value");

MRIEEEREERBTR , IFLAITEANFER default, EHAMEBRIEAMX addMetadata FHE
ER—9REFORLEZBTICEKNE,
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FAERT Node.js B X-R IDs ay SDK I/ 2

ERERASHPOAF , BURBIAEEROAF . IDs lbB/ES AWS Lambda B AF#E , AR
Lambda AEAR D EBERA AT, RAILUN S EMAEEN F2EBRMA setUser A,

EiZEZHAF IDs
1. FRECY Y12 EBRBF 2 EREI A,

var AWSXRay = require('aws-xray-sdk');
var document = AWSXRay.getSegment();

2. EAREBERNWAFWZERSE ID BA setUsexr(),

var user = 'johnl23';

AWSXRay.getSegment().setUser(user);

&R A setUser SMEERENBREFTHAEFREULACEAS, ID, MRERTEEADT R
KIREAF ID, ATAEEMTRERX LR,

Example app.js - AF ID

var AWS = require('aws-sdk');

var AWSXRay = require('aws-xray-sdk');

var uuidv4 = require('uuid/v4');

var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var userId = uuidv4();
var item = {
'userId': {'S': userlId},
'email': {'S': req.body.email},
'name': {'S': req.body.name}

};
var seg = AWSXRay.getSegment().setUser(userId);

ddb.putItem({
'TableName': ddbTable,
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'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

EERAF IDWRER , BREuserMEREXPEA XBF,
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A Python

BRMIETATRN Python NARRF , RREHIERIZEE X-Ray

« AWS OpenTelemetry Python ki Distro — 2t —4AFRER AWS &1ThR , FA T8 Distro for
Collect AWS o r Collector [A1Z/> AWS 2B RAR ( SIEL S EFI S OpenSearch BRE ) &
EAXHIEEFRFBER. CloudWatch AWS X-Ray OpenTelemetry

« AWS X-Ray ;& T Python By SDK — —4F , ATEE X-Ray ST EFERBERHFHRIZT X-
Ray.

BXEZEER , BSE £ AWS Distro for 1 X-Ray OpenTelemetry 2 B3 1Ti%# SDKs,

AWS & A F Python By OpenTelemetry & 1Thx

# A& A T OpenTelemetry (ADOT) Python B AWS Distro , SN AR F#H T —REN |, RS
X IERMBERLIZEIZ N AWS KRS R CloudWatch , ‘BET S AWS X-RayHI 3 i#h AR
%, OpenSearch f X-Ray 5 ADOT Bi&EAZERNAH : /5 A OpenTelemetry SDK LA5 X-Ray
BA&ER , LB A Collecto OpenTelemetryr BIAWS Distro A5 X-Ray Bt & M. ADOT Python
XEAHRN , FENNARFLEERNRBE T RIERERER.

BEFHBMER , 25 OpenTelemetry Python AWS & 1T R X84

B <4 Distro A F with AWS X-Ray # other #J OpenTelemetry EZEE AWS RS , 55 HE AWS
Distro for OpenTelemetry 2 AWS Distro for AWS D ocuments. OpenTelemetry

BEXEEXRFNAZLNEZER , 525 LA O AWS bservability,  GitHub

AWS X-Ray Python i F 5 T ES

X-Ray SDK for Python @ —NHEE Python Web MARFIE , ZERHATERREHEHFELR
EE X-Ray BETFHEFHENT L. RESFESFEEXRNARFLENEZA HTTP HRHES , %
MM AEFER AWS SDK, HTTP FFimst SQL HiEFEERESRX MFRSHTHIEANER. B
AUAFFIE D R EERMTBEHRMNAAEE

ATLAEA pip F# SDK,

$ pip install aws-xray-sdk

AWS &R F Python B9 OpenTelemetry % 1ThR 382
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https://github.com/aws-observability
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® Note

X-Ray SDK for Python & —ANFFEME . #RAIAEEIZM B #7E github £ GitHubiZ X WA
FIERESR, com/aws/aws-xray-sdk-python

WMRIEERARIR Django = Flask , i§ & 5t fF SDK A E A 12 &/ B A 12 Fr ABRBRAE AR, LA IE
HRAEBIMRBREERUNE— N BAEREMNN TR ZD R HoRITFN , ETUERAFATIAES
ERmN T EREEANE SR , AR FORUBRETHAR, TRITEEELAFICREDRITH
NNARFSIANRE. ITREMERRAER  &RUFHEIED B

NTFHEIRNH N ARFBRSFHAK Lambda B% , Lambda 2 REUER BRA7 L H B 3h BRERRAEHY
BRo NTEMEE , ALK Lambda B E 7 R MBRERME AER. TeWHHER , Lambda # <
B BRI HHEMS X-Ray FRTEE,

(® Note
f£ Lambda £ , X-Ray FATEGR %N, MREBTERHFPEAT , BHRSRSEDES
&—NFT Lambda RS TR , AREA Lambda BB TR, AIEIFMZALAIER
BRMEBARE , FF2BAME Lambda iEREEE S BR. HZSRAWS Lambda 1 AWS X-
Ray THEZEE.

B X Lambda FENF K RAI Python Bk , FSH THELIE

BTk, BAEA A ARRFE , A X-Ray SDK for Python #U FilFEA. 1% SDK X#FUATE,

X E

« botocore , boto3— {%&F AWS SDK for Python (Boto) &,

» pynamodb - &M Amazon DynamoDB & Fi# PynamoDB fR7X,

- aiobotocore. aioboto3 - &M SDK for Python & Fi%#9 asyncio ERARAR,

- requests, aiohttp - WMERE HTTP & .

« httplib, http.client - ®AHER S HTTP EFmMERXER RN ESRBINE,
+ sqlite3— {4&F SQLite &,

« mysgl-connector-python - & MySQL % F i,

*+ pg8000 - % Pure-Python PostgreSQL #0,
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https://github.com/aws/aws-xray-sdk-python
https://github.com/aws/aws-xray-sdk-python
https://pypi.python.org/pypi/botocore
https://pypi.python.org/pypi/boto3
https://pypi.python.org/pypi/pynamodb/
https://pypi.python.org/pypi/aiobotocore
https://pypi.python.org/pypi/aioboto3
https://docs.python.org/3/library/asyncio.html
https://pypi.python.org/pypi/requests
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https://docs.python.org/2/library/httplib.html
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https://docs.python.org/3/library/sqlite3.html
https://pypi.python.org/pypi/mysql-connector-python
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AWS X-Ray FRARIERE
» psycopg? - %M PostgreSQL HIEEEE R 2R
* pymongo - ¥l MongoDB % /=i o

mysql— % My PyMy SQL #1 MariaDB & F SQL K& F .

BHENNARERFEA SQL BEFERHEM HTTP RSt , SDK MLEFIBRPIEFREXZARNE
Bo AWS AWS BRS5 SBERS P15 R FREN THET RERSEREME L | UEBGRZI & E
2 E 9 £R 1R 1 PR 1 | &

HIFHAfEM SDK & , BYEEICFKEAM T EFREELEITH, EANRMIBHRICERAERNARRF
EETHITERRNSE , BEELREANREELKHETH , REABERINAENAEFBEFE
EXREFRIECHNESHEINEE.

EFRAXRBERURNARFEIBRMNTBERAEN TENEMBES. TREMENREX , ShixE
BEXNRHRSILATHERARER , WELEBERTSBEHRENRE. THEZENRIIMER
K, HEAILUEREBANRAEBA - 7F51{6H JSON WEMIE .,

@ EBATHIE
IR TR EERA X-Ray F & TEDFMES BHEEXE, RESTEREHRE ,
EEmERAR—BER. THERGBHRI  BTER X-Ray 24 AR API EEHS B
BE., L8F X-Ray REURNEAABTUEE XLEKIE,

HRBPLEABRUNEL RN, — M ERIBTIEARTHE  RANESHRROSMEAY
NE-AFHB. LANBTHEF RBALEEAENTHEFREETHEHNRSL, LAUR
BRI ARBHIIRAEYTHR, RE , BANETHREERTHRERLE , HFAER
HBREBAFBNE.

BX SDK WEMBZNSE X |, 55 AWS X-Ray SDK for Python APl 3%,
=R

X-Ray SDK for Python X#FA T i& & FERZA

* Python-2.7, 3.4 FMEHARA
« Django - 1.10 FIEHARA
* Flask - 0.10 MEFARA
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AWS X-Ray FF & ARIEE
- aiohttp - 2.3.0 FE kA

« AWS SDK for Python (Boto) - 1.4.0 IS FAR A

« botocore - 1.5.0 FIEFARA

« enum — 0.4.7 MEFMRA , FEA T Python M7 3.4.0 RESMRA

« jsonpickle — 1.0.0 FIE R4S

« setuptools — 40.6.3 FE kR4S

« wrapt - 1.11.0 FEH A

KB RER

AT M pip 3R#8 X-Ray SDK for Python,

- BFA - aws-xray-sdk

EEM requirements. txt X7 SDK #E5 KBTI

Example requirements.txt

aws-xray-sdk==2.4.2
boto3==1.4.4
botocore==1.5.55
Django==1.11.3

W RIEAEF Elastic Beanstalk SBBEHI N AT |, Elastic Beanstalk £ B3I &% requirements. txt
P ERF S,

BLEE A T Python 9 X-Ray F AT ESE

EAT Python 89 X-Ray F A TEQEHIRMLBICRB/M,. BN xray_recorder B, ELLE
ELRICKEBUBENREAN HTTP BAGIE D R P E 4,

Sections
- PRFIEM
o EEEHN

- BEIER

TR REE 385
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o REBPRICFEIEEE
 f£/ Django BTV IZ FEEEE

- MRXE

R4
plugins ATIEREXRENABRFHNRSZHNER.
ik

« Amazon EC2 — EC2P1lugin #&pnsE#l ID, AJAKXF CloudWatch BE4H.,
+ Elastic Beanstalk - ElasticBeanstalkPlugin FiNERER ., MAIRESMZE D,
+ Amazon ECS — ECSPlugin #iN&88 ID,

Segment - Scorekeep x
e
Overview @ Resources @ Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment ID 20
Environment name  scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-035583d15d1471728

BN , 7T xray_recorder LA configure,

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

xray_recorder.configure(service='My app')
plugins = ('ElasticBeanstalkPlugin', 'EC2Plugin')
xray_recorder.configure(plugins=plugins)
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patch_all()

@ Note

BT plugins REATAEZAN , A EFRREEEEE —RBHEMH ,. HlE0 , plugins
= ('EC2Plugin',)

R LERTEEEREEICRSE , EXLETERBFIRENE,

BEAN  RRBIEHE  MmiexkTHFER,

Z SDK M fEABHRENRED R LW origin FB&. XRTFETENNARERFN AWS BIRFER,
HIFEHZ N EER |, SDK EHTH#NINFEXRBENRIR : ElasticBeanstalk > EKS > ECS > EC2,

KA

% SDK A E1E X-Ray 6 & FE XK REANRBEZICEMNER. MIAANBRERSVHE—ME
R, URFIERRERRIEE X-Ray WIRFHEMEMERNBED 2H, £ X-Ray 248 |2 HE M
MUBEXABIMNRAEFICERNEEE.

% SDK BIREXWIFFAAEELAN, MRERESANHEELHAMTE , N SDK XA % —&H
e

(® Note
R SDK &5 X-Ray RIREURHEMN |, ©FHIREN AN |, BIEHE—MER
URBNMNENAMAREMBERNES 2E, IRENERAARSE , RELEEET X-Ray T
R APls , [F& = SDK R HfY AP HARY TCP R |, MR R EXMHER,

& LUK SDK BLE M JSON SAS NS KM, £ X-Ray RERATAHNERT , SDK A BAfERA
A FMUERNZGD , LA AR ERAAR AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
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"description": "Player moves.",
"host": "*",

"http_method": "*",

"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

}

BROAIEXLT —PNEBEXRAUM—PNRANAN, BEXANRABD ZEHNRER , §TF /api/
move/ Z THREEZRIRMNIERKEF R TR, MIAANPERHE - MERUREMBERNES 2
o

EAMBE UANBRIAZ , BEBRBIERBNSNKRGMINAMFRE X-Ray RFEE, EER
HEES TN , BEERLAMEEN , XESEHICROBIEETSEMRE.

FFEfE AWS Lambda , BT E SR RER, MRENEBBELNIRSEA , Lambda FFid F 4K HZ
BRSSRAFMERNIAM. MREA TEBREETFEEMARERRS , N Lambda SAMH REFRE.

EfREZMFEENN , FFAxray_recorder.configure , A TRAIFTR , HhBELrulesHM
NFH  ELARTESREMANE JSON XHHEI R,

xray_recorder.configure(sampling_rules=rules)

BRERAARHN |, FFEA LocalSampler B Eid %%,

from aws_xray_sdk.core.sampling.local.sampler import LocalSampler
xray_recorder.configure(sampler=LocalSampler())

AR UEEBSRICREE , UBIEXNEA AERBEITEENLN
Example main.py - 2 F K

xray_recorder.configure(sampling=False)
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BE&i%

FRIEGEA Python WER logging #&EIR , HEREEEIA WARNING AFIEREH. FKRET
aws_xray_sdk KW BFRICKEZWNEIA , HXNHIFA setLevel KNEURNARFHNERTIEE
REM B ELD,

Example app.py - B& g%k

logging.basicConfig(level="WARNING')
logging.getLogger('aws_xray_sdk').setLevel(logging.ERROR)

HEFHER T DRI, ERFE BERRBNEMRERF 0 ER2EKN R,

RBPHIEREFEE
HtigBEEE xray_recorder 8 configure F3&H,

 context_missing-i®XEJ} LOG_ERROR A& EZHN ERMABZRHAE D ERRITANER FicF
BRI ARE,

« daemon_address - i®i& X-Ray # B FH B FMITSN ENMIKO,

« service- REF XTI EITATHITHERNEKRSEM.

« plugins— iBRBEXEWR AERF AWS BRIES.

- sampling i®E&N False AJZ A XH#,

« sampling_rules - REZEBHEEH A JSON LA EEE,

Example main.py - 2REHD> L TXHE

from aws_xray_sdk.core import xray_recorder

xray_recorder.configure(context_missing='LOG_ERROR")

£ A Django FfHYIEFKERELE
WM REAEF Django HEZR |, B LAEH Django settings.py XHRE B £ Fi0 ZESHED,

« AUTO_INSTRUMENT ( {XBR Django ) - ieZABHIEENENCERIEEN F 2 K.

« AWS_XRAY_CONTEXT_MISSING - i & LOG_ERROR A[#®EZMN ER NIRRT D ERAITH
HER TiIeRBENSIZFRE,
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« AWS_XRAY_DAEMON_ADDRESS - & & X-Ray #EEFHEF MM EVMEOD,
AWS_XRAY_TRACING_NAME - REF X TESATHITTBNBRSZER.

PLUGINS— iBREXZEHNNARERF AWS BRIRHNES.

SAMPLING i&&H False Al Z2F R,

SAMPLING_RULES - R EGEEHEEMNE JSON XHHIBRE,

EFH settings.py PHICREREIE |, BN Django FAIGHRNEIELZENARFIIRF,
Example settings.py - EZEHNNARERF

INSTALLED_APPS = [

'django.contrib.sessions’,
'aws_xray_sdk.ext.django’',

£& 7 XRAY_RECORDER K dict FEE A& E.
Example settings.py - ERZEHN N AR

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
"AWS_XRAY_CONTEXT_MISSING': 'LOG_ERROR',
'AWS_XRAY_DAEMON_ADDRESS': '127.0.0.1:5000',
"AWS_XRAY_TRACING_NAME': 'My application’,
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin', 'ECSPlugin'),
'SAMPLING': False,

285 K3

bl

BOLMERATETEREERAT Python B X-Ray FATEE, FATESXIFUTETE
« AWS_XRAY_TRACING_NAME - iZE& SDK A T#H 1T BHREEH. BELUREANRENRS
Ao

« AWS_XRAY_SDK_ENABLED - fNRigE N false , MIEEAA AT EST, RIANBERT , FAITES
AFERARS , RIEFELTEIRE N false.
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- ZAR , 2RIECRB[LBFERTREZHETFEFNEL BN Fo B , HEAB B, F
EH4RENLBICRBNTESRREN, BEFPRGERNAMES BN F2REANEL D BRMNE
BF 2R,

- BERETEIRE AWS_XRAY_SDK_ENABLED f& , & BN S aws_xray_sdk EHF
global_sdk_config ¥RHEERERZE, AEFTENRELBEXLERE,

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray #HETFHFEFMWERNENMEO. BRIAER
T , SDK EF A TIREREIE (UDP ) MXE#H (TCP ) # 127.0.0.1:2000, MR EEIFHESTH
EFEBEN N AERKROSEHRETIEFES—AENLET , NEALTE,

%X
e A—N®O — address:port
« FEIMUA — tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING - i% & RUNTIME_ERROR EZH ERM KRB XE D RARITHH
BR T RBENSIXRE,
BHE
« RUNTIME_ERROR— 5| KIZ{THIFE,
* LOG_ERROR— iZF&RIRH ML ( BRIN ) o
- IGNORE_ERROR— ZBESRIR FHAREL,

NFERTFEFMERNSITHEIRBHIELERFTLENRS , UREZHEHPFEARNIH
EFPum , WA R EERKR D BRI T2 EREXBER.

METEBRSEERBPRENE,
ERAER T Python FEIH4H X-Ray FF & TESZRERE AEK

HEEFFEERNBINARFARE D REWE |, AT Python B X-Ray F R TEBLN BN REE
REE-—NDER, WD REBFEHTTP BERWITE, FENLE, BN SELD R EGE T DR,

BT Python 9 X-Ray F X TEBXFLT AEHRE N EZ AR HTTP iF3K :

* Django
+ Flask

* Bottle
£ ABR 391
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® Note

XF AWS Lambda K% , Lambda 2@ A ENMNEEFBERBIE— NP, BSHEAWS Lambda
AWS X-Ray TBEEZE L.

B XTE Lambda F#ME K R Python BEER , S H TELE.
3 FHAMELR IR Python MARF , AL FI6IESD Ko

BN REBE—NEN , BTERSREPHRENNARF. AIUBSTHEIER , BATLUF SDK &
BEARBEABEBRFHEIIRANEH#THSHE. ISHEATREFRINEENRIERITIA
FAEHEEBMAEETMAENX (Flm , WRENIRKXRMERN ) RARINBIR,

©® BRERMFER

MRHFEERREMPEFERELXIEHNARER , X-Ray 212HER X-Forwarded-
For #rkFHE % IP M3k IP BB EFHIR IP. HTFEANBERIERNEF iR IP AT BAHA
&, HtEFRRESE.

EEXRERE , SDK EDERPIREMNFERERIEREITH,. MRIPREIEIREN x_forwarded_for
HNZER true , MM HTTP iR X-Forwarded-For #RrkIKRENE i IP,

HRHERAIEUATEEN http RABMEABBRBE— NI

« HTTP %A3% - GET, POST, PUT., DELETE %,

- BFmhHE - RIXEROZF S IP bk,

- MRIES - ETMIERKN HTTP IR,

o BV - FREAETE ( WREBERETS ) ML RATE ( ZEMERAT ) o
- APARE - 1ERPH user-agent,

- NBKE - WNFH content-length,

Sections

- T REERMEINAERF (Django)
o FHEAFNEINAERF (Flask)
o S EHAFINEINAEF (Bottle)
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FRARER

« FZIRM Python KB

- BB BB XK

FFrhE 45 nE M AR F (Django)

FFA A 4R NE) MIDDLEWARE X4 HH settings.py 3I&, X-Ray REHRNTF settings.py X

HHNE—1T , UBREEEREHRMEERERIZR,

Example settings.py - & F Python FE#4# X-Ray F A TES

MIDDLEWARE

'aws_xray_sdk.ext.django.middleware.XRayMiddleware',

= [

'django.middleware.security.SecurityMiddleware"',
'django.contrib.sessions.middleware.SessionMiddleware’,
'django.middleware.common.CommonMiddleware"',
'django.middleware.csrf.CsrfViewMiddleware',
'django.contrib.auth.middleware.AuthenticationMiddleware',
'django.contrib.messages.middleware.MessageMiddleware',
'django.middleware.clickjacking.XFrameOptionsMiddleware'
]
F X-Ray F & TEE Django A NZE| settings.py XHHH INSTALLED_APPS %%, X ATFHE
RAEFEHHERE X-Ray TRE.
Example settings.py - & F Python Django B i X-Ray F A TEE
INSTALLED_APPS = [
'aws_xray_sdk.ext.django',
'django.contrib.admin’,
'django.contrib.auth’,
'django.contrib.contenttypes’,
'django.contrib.sessions’,
'django.contrib.messages’,
'django.contrib.staticfiles’,
]
£ settings.py XHHEE D EE .
Example settings.py - 2 ER & #r
XRAY_RECORDER = {
EANER 393
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'AWS_XRAY_TRACING_NAME': 'My application’',
'"PLUGINS': ('EC2Plugin',),

X & 4 X-Ray i &5 B IARFERIREMN Djiango NARFALEBIER, B BUEZER Django 1%
EXHFEEICTK:SE , MENABENREANHESHMIRE,

(® Note

BT plugins 2R TEEAN , HtEBRIEEEE —RBHREREN ,. HlW0, plugins
= ('EC2Plugin',)

MR EMERINZ N AT (Flask)

ERNIRH Flask AR , B%EE xray_recorder LEEDREM. RE , ERBHFEH
XRayMiddleware BEURIEINEN Flask MR,

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.flask.middleware import XRayMiddleware

app = Flask(__name__)

xray_recorder.configure(service="'My application')
XRayMiddleware(app, xray_xrecorder)

X &5 X-Ray iExarE AR INRERRIREHN Flask NAREFLAENER, BAUERLSFESIZHE
2, MENAEEXREANRERHMIRE.

’ AR EFRINEINARZF (Bottle)

ERNIZM Bottle AR , IBATE xray_recorder FEBBDERE#M. RE , ERBHER
XRayMiddleware BH¥RIEXNEH Bottle NAERF.

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.bottle.middleware import XRayMiddleware

app = Bottle()
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xray_recorder.configure(service="'fallback_name', dynamic_naming='My application')
app.install(XRayMiddleware(xray_recorder))

X &4 X-Ray icFka5E A BRIARHERRIREHN Bottle NARFLENER, BAUERBPREEIZR
7, MENAEEXRFEANRELHMIRE.

FM Python 115

WMRIETEM Django =X Flask , WA AFF QB 7 R, ERAUNFMEANBERGIEZXE , thalLE
KA HTTP 5 AWS SDK BEFIRSIZXE , AFRFI|[AMF 2 BREHR LT

Example main.py - F314
from aws_xray_sdk.core import xray_recorder
# Start a segment

segment = xray_recorder.begin_segment('segment_name')
# Start a subsegment

subsegment = xray_recorder.begin_subsegment('subsegment_name"')

# Add metadata and annotations
segment.put_metadata('key', dict, 'namespace')
subsegment.put_annotation('key', 'value')

# Close the subsegment and segment
xray_recorder.end_subsegment()
xray_recorder.end_segment()

B iE 0 B an B SR

AWS X-Ray RS EMRIFRENNAERF , AREEENNRAEFEANECNARER, BIEE
APIs, SAEBIEREM AWS BIRX D FF K, & X-Ray SDK FfE ABERER DR , 2FNARFNR
SEMCKEDTERNENFTERF.

X-Ray SDK A BLAITE HTTP ERERKH Y hostname Kap B 7 B, A , IR AUAE , 25K
SitEHPHRNERZAN TR, AL SDK BT 2 HEN EVFRANBERMEBE R BB E DR , BHN
NEABREE—NBINE T

MR RN 2 MR ERIBEIES | WAL SDK & B N 650755 & S0 SUE 2 B Firh Rt
X — 8. BHESEEBAY SOK FENEATHATMMERNER  ANRUSHEATIHLH
HAE R ER.
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g0 —REABRFANREF=AFEHNBERRERS , 255

www . example com, api.example.com #l static.example.com, BJLAERA#ER

* . example.com HEIAMERBEURGTETREBEHN FEHN DR , BEwE LR ER=/R
ST R. MRENARFREBEEZEANTEEL hostname WER , BFLERSHE EEIEMAD
TR, UREEENEIERAM,

EXNFABERSBREAMEEEY , TEREBICKENEENARFNEN , MBJLT IR,

D ERBEEL —NENBRNEENERXF—NME HTTP RPN ENBEZEX T TE s EFEH
HBRIAE R, E1E Django P/ HE DR , iH4¥ DYNAMIC_NAMING &R INEIEH settings.py X
%,

Example settings.py - 15 &

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
'AWS_XRAY_TRACING_NAME': 'My application’,
'DYNAMIC_NAMING': '*.example.com',
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin')

BAUERKFEAREEEAFFS , AERVREEEFEZENFRHF. N T Flask , ZREBHEE
iCFeRo

Example main.py - 2 ER& 5

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service='My application')
xray_recoxrder.configure(dynamic_naming="'*.example.com')

@ Note
&7 LAfE Al AWS_XRAY_TRACING_NAME SMET EBZEERBPENHNRIARS AR,

& %0 E LA T 8

ERNTHER , BEAERT Pyhon B X-Ray FA T ESBNNENNARFERNE, ERT
Python #J X-Ray FF A TE @A LUEAMNATBE,
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X E

« botocore , boto3— {%&F AWS SDK for Python (Boto) &,

« pynamodb - #3 Amazon DynamoDB & P i%# PynamoDB k7%,

- aiobotocore, aioboto3 - & SDK for Python & FifH) asyncio SRR,
« requests, aiohttp - BMERH HTTP EF i,

« httplib, http.client - RAMERF HTTP BEFHMFEAXEEF RN ESRIIMNE,
+ sqlite3— {4&& SQLite &,

« mysqgl-connector-python - # MySQL &F i,

* pg8000 - ¥ Pure-Python PostgreSQL # M.

- psycopg?2 - # Ml PostgreSQL HIEFEE 25

 pymongo - ¥ MongoDB & i,

« pymysqgl— 3 My PyMy SQL 1 MariaDB fE F SQL B & F i,

MREERAEMBINE , EAT Pyhon B X-Ray FRATEILNFRVUEF DB , HiZFHERMIEAL
HHER. XABEFRXTEIPEMAH AWS LambdaiRt DR , UHFRXTEINE T DR

(@ Note

MR EFEH SQLAIchemy ORM , MIATEAEN § A SDK AR & iEFMEIHEK SQLAIchemyR#E
A SQL &ifl, BXREA , S F LA SQLAIchemy ORM,

BB AT AMNE | B6EH aws_xray_sdk.core B#Y patch_all E#k, FLFE (Fla0
httplib Ml urllib ) AJAEEEE I A patch_all(double_patch=True) FRAREE4b.

Example main.py - {&4NTE 1509 B

import boto3

import botocore
import requests
import sqlite3

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
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https://github.com/aws/aws-xray-sdk-python/blob/master/README.md#use-sqlalchemy-orm
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EEINEANE | FEAEBHHTARA patch, At , BRERBENTRIIX.

Example main.py - {&4MEE 19 B

import boto3

import botocore

import requests

import mysqgl-connector-python

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch

libraries = (['botocore'])
patch(libraries)

(® Note
EREERRT , ATEHENREES N LE. RERTEN IS ENDE.

FE 5 &

* httplib-httplib Ml http.client

* mysql -mysqgl-connector-python

RERRLSTHENLETX

NFERT asyncio E , IBENRTHEBEFOE , BEMTNERARS L TXBREEZAT
Pyhon B9 X-Ray FFA TEA, § A AsyncContext 3 , FFE MW —PX£HlZ%i% 2| X-Ray i858,

® Note

Web HEL X ( Hl70 AIOHTTP ) FA&REiE aws_xray_sdk.core.patcher ERAE, ©
MNMEFSHIAEZIFNEN patcher BEA,

Example main.py - 1&%M&F aioboto3

import asyncio
import aioboto3
import requests
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from aws_xray_sdk.core.async_context import AsyncContext

from aws_xray_sdk.core import xray_recorder
xray_recoxrder.configure(service="my_service', context=AsyncContext())
from aws_xray_sdk.core import patch

libraries = (['aioboto3'])
patch(libraries)

£/ AWS &R TF Python #9 X-Ray #i#FF &% T EGEE SDK

HIEWNAREER AWS RS UE#EBIE. EARIIRKIEBEE , &HA T Python Y X-Ray SDK
RQEFOEPRETHENAR. EXLRS (HIW , Amazon S3 7B Amazon SQS BAFI ) HiE
EREVERIR AWS BRSS MG R RIRIE X-Ray BHI S REHE EERATHET R

LR{E*MbotocoreERT , EA T Python B9 X-Ray AWS SDK £ B3I NFTE SDK & ik, BTE
B EEANE PR,

X TRIERS , #ALAE X-Ray #2H &P EEEAN API 9&#. X-Ray FRTEE2N —BO RS
REERMB DR, \ERSHERPREESHRE.

fFlan | MERZSRNME DynamoDB FFimk HiBA | R‘I?‘E‘I‘R‘H@E’Jﬂﬂ}ﬂ FEAIBEBLFRER
AIE DB, ERFAED , SIRERSHEERE RN —MNHT R, UREERENBRNAH
#) —f#% DynamoDB i &,

Example ¥} DynamoDB # 1T A RFIE N F 5 &

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
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EEFEEENRFRN , WA TRSNARLERS EFURFANT K. REEQIEETRNE
A, ARSIETERT R,

« Amazon DynamoDB - £&
« Amazon Simple Storage Service - FZEF B E
« Amazon Simple Queue Service - BA %] &5

&R T Python B9 X-Ray F X TEBREX T HTTP Web IRSHIE A

LIS N RREFARAMRSRLE HTTP &t APIs , & A LUEAEA T Python B9 X-Ray SDK k4 X
LIFA |, HFiZ AP EA TIERSZAME RSB,

ERN HTTP &/ iw , HIEATHTELBANE, MREEH requests 5 Python R E
HTTP BFin , BREHT LRRAE. XITF aiohttp , EFENERREERS LT

MREEFEANR aiohttp SWEF I APl , ZEEZEFRHFHFF A I ESRMNREREESFIREE
ClientSession W& Fim APl

Example aiohttp 3 & i AP

from aws_xray_sdk.ext.aiohttp.client import aws_xray_trace_config

async def foo():
trace_config = aws_xray_trace_config()
async with ClientSession(loop=loop, trace_configs=[trace_config]) as session:
async with session.get(url) as resp
await resp.read()

LIRS T Web APl B9iBART |, S&A T Python B X-Ray FA T ESRZF—NF2E& , HhES
BHX HTTP BRMIBHELR. X-Ray FHF0BRRIZE APl £ KR D Ko

Example T HTTP B AH ¥ 2 B

"id": "Q04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
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"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200

Example T35 HTTP i F 89 #EdT 2 BR

{
"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122atab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200
}
},
"inferred": true
}

FERAERAT Python B9 X-Ray FX T EBERKBEN F0E&

FORANBREND BT BN THERRHRSMETRN TENFHAEE. SREACRNNES R

#ATIEARS , X-Ray SDK EF D RFIEFERNES . EANGEREMBTFIERIAHMF IR , K
EERNMMBRWERENF , IRRIEFEBRMTHIE.

EEE TR, 5 begin_subsegment  end_subsegment 5%,
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Example main.py - BE X F 2 &

from aws_xray_sdk.core import xray_recorder
subsegment = xray_recorder.begin_subsegment('annotations')

subsegment.put_annotation('id', 12345)
xray_recorder.end_subsegment()

ENELTHBOETFPE , BEH exray_recorder.capture Eifigs, BA LN FOBREMNEIET
HIREH , REEBRUFEARBEN.

Example main.py - BB F 2 R

from aws_xray_sdk.core import xray_recorder

@xray_recorder.capture('## create_user')
def create_user():

NFFRLSEE , BFEH exray_recorder.capture_async &Eifigs , ¥R LP L TXZETIEF
2o

Example main.py - RS R F 5 &

from aws_xray_sdk.core.async_context import AsyncContext

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service="my_service', context=AsyncContext())
@xray_recorder.capture_async('## create_user')

async def create_user():

async def main():
await myfunc()

HEBEPBRBEHMF OB AEF SR , EAT Python B9 X-Ray FXTEBLRHAERK ID H#id
I MR At 8] F 45 R At [E]

Example @& T HTFEN F 2 &

"subsegments": [{
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"id": "6f1605cd8a0@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"

}
}I

£ X-Ray SDK for Python , ¥R st BB R N E 2 R

AURAERNTHBEFELREER, MEINABFEXNEMEE, AL ERMTHERME X-
Ray TR TEQMEZN D BRFECENBEX 72 Ko

ARRETERSBR, BFIARENEEN.,. RESNWEREH RS , LESHKEREA—EFHR, &
AARLEZEATHEHESHPNREHITOANBITEIERA GetTraceSummaries API B f5E BB
o

THFERTAEREMREENR-EN , SBENKRAIIEK , BREREHRE] , TEEFEZRHRER
—RBEA. EARTKBECREFHERFTFEFNEEATERRENEMGHIE.

BRYERMABIE N , BETUES R EIEFEAFS ID FHE. A IDs IEREXBRNEIRFER
B, FREIREIABEREN.

Sections

« ffF X-Ray SDK for Python i2d & %

« f£f X-Ray SDK for Python id &t $iE

« FRAERT Python B9 X-Ray SDK F#IF F° IDs

£ X-Ray SDK for Python i2 &¥ &
FEHEARIECREXENEHRHRSIUHTERN BN F o BRHNEER,
ARER

« B -X-Ray ZRHNREBRZALUEE 500 M FREFZFH. RTRIAR () 2/, TREAZHKH
Fs

« {& - X-Ray IBMNESZTLLEE 1,000 4 Unicode F&.
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- ERNHBE - SIMBRERZAUEA 50 FERK.

BRER
1. M xray_recorder JRECY H A0 BRH T2 B 5 A,

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
)4

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. ARAHREFHERANARE. BFESLFHBEEM put_annotation,

document.put_annotation("mykey", "my value");

LT ROIGAMAEASE KRMARE, BFERFHRENZHFFHRIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

A BEFTLERR put_annotation /A xray_recorder A&, WHZQIBRYMFOER L
FOER , RRITHFFPE , NidcFRD R LEWER,

xray_recorder.put_annotation("mykey", "my value");

FAIESFIRUE-EXNPFENIERED BRXHEM annotations WRF., EHAERREAMEX
put_annotation NEBEZER —9PBFFr B LZEIIERNE,

EEREATREENIRMWIRE , B Eannotation[key]BERIAXFFEH REF
£ X-Ray SDK for Python i2 & st &

ERATHBEIERERELENHRHRSIUETRRIT BRI FIERNER. THEETURFRS,
HF. HREHAFIEH JSON HRIHBENEAXN R,
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ICFR TR

1. M xray_recorder SRECY HFI 0 BRB T2 B 5 A,

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
=

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. FAFAER. "RE. BF. THEIXNREARFHEGEZEFA put_metadata.

document.put_metadata("my key", "my value", "my namespace");

=1
HWANXEERMNERN put_metadata,

document.put_metadata("my key", "my value");

WA, BIETBAERAX put_metadata £/ xray_recorder A&, A ZERIBRYFOE LN
THE, MRRITFFOIE , WidFo R ENTHE.

xray_recorder.put_metadata("my key", "my value");

MRLEBEEDEZE , WA TESFFEA default, FAMEBRAAFBX put_metadata FF
BER—7BRIAFrBRLZANEERNE,

# A& T Python 9 X-Ray SDK F#&|FF IDs
BRERAA DA, SURBIAEERWAS. IDs
ZEiRFA/~ IDs

1. M xray_recorder 3KEX 4815 BRI A,
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from aws_xray_sdk.core import xray_recorder
document = xray_recorder.current_segment()

2. EAKEBERNWAFWZERSE ID FHA setUser,

document.set_user("U12345");

SER LA FIZR P A set_user MEENRARFFHLEEREMENEEAF D,
EERAF IDRER |, REuserfEREXNFERA XBF,

KM ERF B TTARSS 2R AR RY Web HESR

@A T Python B AWS X-Ray SDK XK NMEELRSFNARFPHNMBER, TRSBRDIW
FRERY , TLENESHNESERITIIRE AWS |, HBEVERRA REEN 615

ERFSHFMRE-—MRENAEFRS , LELTFZRRSFNEENTHRENZTNHAERF KRS
NEBEEMRBEERES , HlW , BMSHBHEHME. B3, RERSE,  URBTEWE. JLFT
URNEMRENNAREFRERRSWELTRSRERG R |, AN G EIFIZT NGRS W F R A
BEFAEEN—,.

FYRALET T MAERES LIRSS AWS X-Ray FHEH Web #E2 ( 5l Flask = Django ) £
Bai#t TN, NARFN X-Ray R AFEEEME THFEMA , M\ Amazon API Gateway E| &/
AWS Lambda B2 , BUR £40 RLARRF & 945 A A

EHTF Python 9 X-Ray F R TEGXFLLT Python R AREFHEZR :

 FLASK hRZx 0.8 S E S RA

- Django iRA 1.0 HE FRA

AHRBFER T —HRROITRS [N ARFEEE Lambda , H APl Gateway . %A Zappa
B3NN ARFEEE Lambda HEE AP| Gateway i S

TR

« Zappa
* Python - fix#s 2.7 5 3.6,
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« AWS CLI— BiEZB K AWS CLI REBBE AWS Xifl T URENEHPBBENAREF
* Pip

* Virtualenv

S 1 Bl R
FHSBE | IR —MER virtualeny SN AEF QRIS
1. A AWSCLI, hRAEFEIEE X, REUHREFHE X,

mkdir serverless_application
cd serverless_application

2. ETR, EHMERPUEZE-DTEUHR, FEANTHTREEMRE.

# Create our virtual environment
virtualenv serverless_env

# Activate it
source serverless_env/bin/activate

3. ¥ X-Ray. Flask, Zappa MiEREZEZEHIFEH,

# Install X-Ray, Flask, Zappa, and Requests into your environment
pip install aws-xray-sdk flask zappa requests

4, FRARFRBFME serverless_application BFA, FEXMIFH |, BRI TR
Flash # Hello World 7=,

£ serverless_application BERHSIER N my_app.py WX #H. REFEHNARERESRHM
DT, LNARFERN Requests & , 184 Flask AR EHY , HITHER '/

# Import the X-Ray modules

from aws_xray_sdk.ext.flask.middleware import XRayMiddleware
from aws_xray_sdk.core import patcher, xray_recorder

from flask import Flask

import requests

# Patch the requests module to enable automatic instrumentation
patcher.patch(('requests',))
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app = Flask(__name__)

# Configure the X-Ray recorder to generate segments with our service name
xray_recorder.configure(service='My First Serverless App')

# Instrument the Flask application
XRayMiddleware(app, xray_recorder)

@app.route('/"')

def hello_world():
resp = requests.get("https://aws.amazon.com")
return 'Hello, World: %s' % resp.url

T2 QIEBHIE— Zappa HFE
HERS TS | ENFER Zappa BB E API Gateway i = , AAFZBE R Lambda,

1. £ serverless_application B FE#MHIL Zappa. EAREIF , BIIEATRINRE , BER
MBHEBENEIREM , Zappa £ E REE A,

zappa init

What do you want to call this environment (default 'dev'): dev

What do you want to call your bucket? (default 'zappa-*******'): zappg-*******

It looks like this is a Flask application.

What's the modular path to your app's function?

This will likely be something like 'your_module.app'.

We discovered: my_app.app

Where is your app's function? (default 'my_app.app'): my_app.app

Would you like to deploy this application globally? (default 'n') [y/n/
(p)rimary]: n

2. JBH X-Ray, fTF zappa_settings.json XHHRIEIEHANZE S REIFELL

"dev": {
"app_function": "my_app.app",
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"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket": "zappa-*****xkxAn

3. ¥ "xray_tracing": true fERZ B FRMEIEE XK.

{
"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket'": "zappa-F*rxEFrxEEN
"xray_tracing": true
}
}

4, HE NAREF. X2HIEE AP| Gateway i 2 HFEM KB E4£E| Lambdas

zappa deploy

Deploying API Gateway..
Deployment complete!: https://*********x*x execute-api.us-west-2.amazonaws.com/dev

F] 3 : H APl Gateway /5 A X-Ray BRER

FEHFRP | B 5 API Gateway EHIA# TR E LG A X-Ray BRER.

1. &3 AWS Management Console 37 API Gateway #£#l4& , Mt https:/
console.aws.amazon.com/apigateway/,

2. KREFERWN APl, ENZELT serverless-exam-dev,

3. EEME.

4. EERDENERNEN. BIAKN deve
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5. HEAF/MBREBREDFL  EFEA X-Ray RIREIRE,

6. EERRFER.

7. EXNREJ|PHERS]. MREFEAT Pl Hello World MARF , ENERUATHR.

"Hello, World: https://aws.amazon.com/"

W 4 BERNERE

LSRS08 5 X-Ray 2HARE , LERRIINARFAEZNRE, AXBESTVEFH
L, FEREERSME,

1. &3 AWS Management Console }#7Ehttps://console.aws.amazon.com/xray/Z R T FF X-Ray
A,
2. &% API Gateway, Lambda B{ZH Lambda B25E KM 7 B

3. 1 Lambda B DT , EFER A My First Serverless App TR, EHEEHNEEN
https://aws.amazon.com 88 =N FE&,

4. HEAWBICHIE |, Lambda AIBEASEK BN initialization WE=NF 0.

Traces > Details

Timeline Raw data
Method Response Duration Age [1+]
GET 200 3.3 sec 11.1 sec (2019-02-15 00:15:44 UTC) 1-5¢6E05g(Q-errTrmm—
Name Res. Duration  Status Coms S0ma 10 158 208 25 ET 15

* serveriess-exam-dev/dey AWSCApGatewny St
serveress -exam-devidev 200 3.3 sec -]
Lambda 200 33sec (]

¥ sorvoriess-axam-dov AWS:Larmbda Funchion

servetoss-exam-dev 20 325 @ —_—————

serverdoss-oxam-dov 2.5 sec ]
Initialization 239 ms L] I |
My First Sorvorioss App 200 177 ms ] I o=
https://aws.amazon.com 200 168 ms ] Ry
~ https.f/aws.amazon L.com (Chent Aaspormss)
mmmmm -axam-dev 200 166ms -] 22
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AWS X-Ray FRARIEE

Service map

& "
Clients

serveriess-exam-dav/dav

AWSApiGateway: Stage
avg. 265ms
1 t/min
v
L

hitps:/faws amazon.com

remGte

EH5L B

BALIEFBERANRR , UBEEANKARR, EWNERHREFE RIS |, Zappa LR T EAIEL
AL TTARSS 2R 20 &

EM Lambda. API Gateway H Amazon S3H iR AT , @I FEA AWS CLINIE B RHE1T
PN

zappa undeploy dev

IEEEA

BEANAWS FFmAEA X-Ray EFTRA , NENNRARFAMES YR, EEFMATHT
ARSSERIT IR , BRI AWS LR RS 25,
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R .NET

BRI EATRATRN NET MARRF , WRRERBIERES X-Ray :

« AWS & AT OpenTelemetry .NET #J Distro — 12t —4HFFRER AWS K1ThR , A TEX Distro
for Collect AWS o r Collector [ %/ AWS KRG R ( BT SIS OpenSearch fRS )
FIEMARHIEFRMERER. CloudWatch AWS X-Ray OpenTelemetry

. AWS X-Ray ;A F.NET # SDK — —4F , AFBN X-Ray FHEFERBEFFEEEE X-
Ray.

BXEZEER |, 53R £ AWS Distro for 1 X-Ray OpenTelemetry 2 B3 17i%## SDKs,

AWS .NET & 1T OpenTelemetry hix

#FAER T OpenTelemetry .NET B AWS Distro , A LA M ARFEFHIT— XN |, REFHE
KUV MRER XA B2/ AWS 2%k 5 R CloudWatch AWS X-Ray , ‘@3EI S#FT S

i# OpenSearch fR%5.  X-Ray 5 AWS Distro B2& £ OpenTelemetry EEFRNAH : B A
OpenTelemetry SDK L& X-Ray Bt& A , LUK/ A Collecto OpenTelemetry r BJAWS Distro JA 5
X-Ray BE&1E A,

BEFHBMER , 25 OpenTelemetry NET AWS & 1THR X #4o

X F Distro FiF with AWS X-Ray # other #J OpenTelemetry EZ{EE AWS RS , S H AWS
Distro for OpenTelemetry 2 AWS Distro for AWS D ocuments. OpenTelemetry

BXESXHNAZNESER , ESH LK O AWS bservability, GitHub

AWS X-Ray 5& AT .NET # SDK

EATF .NET B9 X-Ray SDK 2 —1MFAFEN C# .NET Web R FFEF. .NET Core Web MR
MNET B OEBHE. AWS Lambda® iRt A T EMRRBIEFNERIES X-Ray #EFFEFH
KEFZ. XBEERNARFLENEZABRNER , ARNARFEXN T AWS R, HTTP Web
APIs 1 SQL BiEEMNEARANER.
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® Note

X-Ray SDK for NET 2 —ANFFEME . #RALUEEZIA B HE github L GitHubi 3B A 11
EUiESK, com/aws/aws-xray-sdk-dotnet

NTF Web AR , B XBIAEELEEFE Web BLEXRREREAFTR, HELERFAED
BIRFENER OB -0 BRAEREWNNTRIZD R, SORITFE , BAUERAFRIESEF K

MAEEREEFMED R , AR FOBRURETFEM. FRTEQSESEHICREEDBRITTRNA
BFsIXNRE.

NTHREIRNN R ARFHRSHARN Lambda B(# , Lambda £ IREURERFR X H B 3h IRERRAFHY
FRo NTEMEE , BAILUK Lambda BB REMBRERME AER. ZEWHHER , Lambda #<
SIS ERAFHREMSE X-Ray FRTES,

(® Note

f£ Lambda £ , X-Ray FATEGR %N, NMREZTERHPEAT , BORSRSEES
&—NAT Lambda REH TR , AREA Lambda BEW T R, B FMZFAXITES
RNEEARE |, FFoBRAME Lambda iE R EE D B, BESHAWS Lambda # AWS X-
Ray THEZEE.

ETk , £/ X-Ray SDK for NET # U SEFH T .NET # AWS SDK &Ff ik, SHEERERNNES
WA T AWS RS SRR , SDK LA FoBRPIEREXZBEANGEERE. AWS RSMNEER
SHFRNRREREREERITHET A , UHBBEIR &N ER EE IR MRS E,

EAT.NET B X-Ray SDK &A% HTTP Web APIs 1 SQL BiEEMN T HAARETT
B, GetResponseTraced #J System.Net.HttpWebRequest ¥ B ERE/E H HTTP A, &
AT LAfEA X-Ray SDK for .NET # SqlCommand MRAR#&M SQL &ifl,

EFFHEER SDK 5 , BB EICFKRTEEAEREFREAENEITN. SRR RIEFKA RN
REF EETHITERRNSSE , BEECKREANKREELRETH , REBSRIAENAERF R
SHEREXRATRIEGNESHEINESR.

EFRAXRERURNARFEEIBRMNTEEPAEN TENEMBES. TREMENREX , SHhXE
RENEHNRSILATHESRARERS , UELEBRRISRERFENRE, THERENRBIMER
K, HEATLUEREBANRAEA - =516 JSON WE[FEE,
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@ B THIE
SERMTHEREEA X-Ray FETEAFNE S BHEETA, RESTHIBEHRE] | 5
ESHmERAR—RBEA. THERRHRE  ETLER X-Ray BH A% AP EEH S B
BE, £8F X-Ray REBURMEMA BT UEE X LRI,

HRBHPEFRERNVNEFF RS , —MERDPRALERETFIR , RUNEFFRAENEEHY
XNE—NFOER. BUNESHEFREAACGESEEELTFIERPREEBTOBRANETH. BTN
BENEBIEARBEHIRAENFOR , ALK FOBRNAKENEIR K MTARREERDRNAE
AEN

BX SDK WEMBENSEX , FERHUTRR !

- AWS X-Ray 5E R F.NET #) SDK AP| &
« AWS X-Ray & F.NET # SDK Core AP| $#&

E— /M EFEZEXEFE NET # NET Core , BFERANETRE, ZXEHPRHE NET APl SEMK
MIEIZEHREETF .NET Core,

=K

EHATF.NET #9 X-Ray SDK FEE.NET 2R 4.5 ESMALUK EATF .NET #9 AWS SDK.,
3F .NET Core R AEFMEE , SDK FE NET Core 2.0 HE S HRA,

fF X-Ray SDK for .NET BN ARERF

BT NuGet HERF.NET B9 X-Ray SDK R inE| MR AR P,

£ Visual Studio £/ NuGet B EE SRR &FEA T .NET B X-Ray SDK

1. #&#FE T B’ “P NuGet ackage Manager’, “BIEf# R %R NuGet 2",
2. #EFEAWSXRayZxZ M.
3. RERKEBRESNZE,

KB REE

A M Nuget 3% %8 X-Ray SDK for .NET., fFAEFIEEELTE SDK :
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Install-Package AWSXRayRecorder -Version 2.10.1

AWSXRayRecorder v2.10.1 NuGet BFSEBUTHREIN :

.NET Framework 4.5

AWSXRayRecorder (2.10.1)

|

| -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- AWSSDK.Core (>= 3.3.25.1)

I

| -- AWSXRayRecorder.Handlers.AspNet (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
| | -- AWSXRayRecorder.Core (>= 2.10.1)
| |-- EntityFramework (>= 6.2.0)

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

.NET Framework 2.0

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

|  |-- AWSSDK.Core (>= 3.3.25.1)

| -- Microsoft.AspNetCore.Http (>= 2.0.0)

| -- Microsoft.Extensions.Configuration (>= 2.0.0)
| -- System.Net.Http (>= 4.3.4)

-- AWSXRayRecorder.Handlers.AspNetCore (>= 2.7.3)

I
I
I
I
I
| | -- AWSXRayRecorder.Core (>= 2.10.1)
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| -- Microsoft.AspNetCore.Http.Extensions (>= 2.0.0)
| -- Microsoft.AspNetCore.Mvc.Abstractions (>= 2.0.0)

AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

I

I

I

| --

I

I

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- Microsoft.EntityFrameworkCore.Relational (>= 3.1.0)
I

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- System.Data.SqlClient (>= 4.4.0)

I
| --

AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

BEXREBMEENIFMEES |, S Microsoft xF Nuget KB I F Nuget 45 01 £ A7 89 XA,
BBEMAT NET# X-Ray FETE

ZAIBETEBAENEAT NETH X-Ray FATEQ USENARFERE LIZTHRSHMEXE
B, BHBARETR , EFNNA TR EBRERFRAREAN

FF NET Web NARERF , EFHEHARME appSettings XHH Web.config 7o

Example Web.config

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

3F .NET Core , i5EH BN appsettings.json WTREZFARIESZ R XRay B X H-

Example .NET appsettings.json

"XRay": {
"AWSXRayPlugins": "EC2Plugin",
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"SamplingRuleManifest": "sampling-rules.json"

}
}

RE , ENARFRBF , EREEXNRTFHEA THHEIL X-Ray I%aR. EHBELIERKE BT
teiRAE,

Example .NET Core Program.cs it %858

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.InitializeInstance(configuration);

MREEFERN NET Core Web AR , WEEEEENEREF , BRI UFEREXN REEE
UseXRay 573, X F Lambda B¥ , A LEFTRE InitializeInstance A,

FxX NET Core BLE APl WEZ{EE. , 55 docs.microsoft.com LM FELE ASP.NET Core N AT
Fo

Sections

- Wt

« XEHN

- BEIZFE (NET)

- BEIZZFE (NET Core)

- MEEXE

i
ERBEHAIRNEXEELNARENRSHBE.
i

« Amazon EC2 — EC2Plugin A inssfl ID, " ARXH CloudWatch HE4A.,
» Elastic Beanstalk - ElasticBeanstalkPlugin I EZ ., MRARZHIRE 1D,
« Amazon ECS — ECSPlugin & ES ID,

EFRAEN , HEBEIAM AWSXRayPlugins REBEEEEA T .NET M9 X-Ray F X TESEF ik, W
REINREHRAREHRARRE , BER—MREDIEEMBEXERE , UES SR,
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Example Web.config - fE#

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin,ElasticBeanstalkPlugin"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin,ElasticBeanstalkPlugin"
}
}
BN

% SDK A EIE X-Ray & P E XK REANRBEZICEMNER. MIAANBRERSVHE—ME
R, URFERRERRIEE X-Ray WIRFHEMEMERNBED 2H, £ X-Ray 248 el2HE M
WHUEHEL AN NARFIERNBIEER,

% SDK IRE XWIFF A EEXAN, MRERESNHEELHNTE , M SDK XA % —FH
e

(® Note
IR SDK FiE 14 E X-Ray KIREUEHEMN |, ©RRERNRIAWAREMN | ISR E—MEKR
UEEBANENFAEEMBERNE S 2H. NRENTRARRE , RE L EEREED X-Ray T
B APIs , FE& %Y SDK XY API K TCP R |, N RES X EXFE R o

&R LUK SDK BLE M JSON SAS NS RFEH N, £ X-Ray RERATAHNERT , SDK A BAfERA
A FMNERNZD , LA AR ERAAR AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
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"description": "Player moves.",
"host": "*",

"http_method": "*",

"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

BREENLT —NEEXAUM—PRIAAN, BEXANRAED 2ENREER , X T /api/
move/ Z THIBARBRENFERBEFRTR, MAANPEYVNE - NMERUAREMERNED 2
o

EABEYANBRIAZ , BEBRBIERBFNSNIXRFMINAMFRH X-Ray BSEE, EERE
HEEZ I , BEERLRBFEM , XESEFCRNBEEXTBEME .

FFEfE AWS Lambda , BT E MBS RFER, MREHEBBELNIRSEA , Lambda FFid F4 K HZ
RS RENERVAH. MREAT X REEFFEEMARERRXL , N Lambda SAMH REFRE.

EfREZOAN , FIERMNEEERT NETH X-Ray FA T EE SamplingRuleManifest iREH
ST DNEL AR

Example .NET Web.config - & N

<configuration>
<appSettings>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json & #L1I

{
"XRay": {
"SamplingRuleManifest": "sampling-rules.json"
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EXEAREHMN , FFEA LocalizedSamplingStrateqy WRBIZRKES, MREERHETRZRHOAN |
- ESE T

Example .NET global.asax - Z<th 4 #1

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("samplingrules.json")).Build();
AWSXRayRecorder.InitializeInstance(recorder: recorder);

Example .NET Core Program.cs - 4 ith SE 4% 51

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("sampling-rules. json")).Build();
AWSXRayRecorder.InitializeInstance(configuration,recorder);

BAI2F (NET)

ERAT NETHW X-Ray FATEGFERAE EAT NET 89 AWS SDK HHEH BERiEFZNE, WRES
ZFNARFREERNICE ERAT NETH AWS SDK @il |, NIEHENEEHRERTERT.NET 89 X-
Ray SDK H’gtfﬁH:llo

EREALRIER , BNEN aws WEE B2 HFINEEM App.config XHEL Web. config X4,

Example Web.config - B &id %

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core"/>
</configSections>
<aws>
<logging logTo="Log4Net"/>
</aws>
</configuration>

BEXEZER , BHSR EHAT NETH AWS SDK FAE A AiEM PHEEERERT .NET 89 AWS
SDK M AERF.
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HZE12% ((NET Core)

ERAT NETHW X-Ray FATEGFERAS EAT NET # AWS SDK tHEM B ERIZFKiET, EHN.NET

Core R AEFEE B&KICK , B AFIETEIEL AWSXRayRecorder .RegisterLogger Fito

Blan , BEEA logdnet , FHHIERE LCRBHEEXM. BHERAMXHALE,

Example .NET Core log4net.config

<?xml version="1.0" encoding="utf-8" ?>
<log4net>

<appender name="FileAppender" type="log4net.Appender.FileAppender,log4net">

<file value="c:\logs\sdk-log.txt" />
<layout type="log4net.Layout.PatternLayout">

<conversionPattern value="%date [%thread] %level %logger - %message%newline" />

</layout>
</appender>
<logger name="Amazon">
<level value="DEBUG" />
<appender-ref ref="FileAppendex" />
</logger>
</log4net>

RE, IEREERSBEAEERFRBPNARE.
Example .NET Core Program.cs - B&idx

using log4net;
using Amazon.XRay.Recorder.Core;

class Program

{
private static ILog log;
static Program()

{

var logRepository = LogManager.GetRepository(Assembly.GetEntryAssembly());
XmlConfigurator.Configure(logRepository, new FileInfo("log4net.config"));

log = LogManager.GetlLogger(typeof(Program));

AWSXRayRecorder.RegisterLogger(LoggingOptions.Log4Net);

}

static void Main(string[] args)

{

BE
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BXEE logdnet WEZEE. , iHZ M logging.apache.org LML E,

INETE

U ERATETEREERT.NET 9 X-Ray FATES, SDK XEFUTEE,

* AWS_XRAY_TRACING_NAME - REF R TEBA THITOBRNRS B . BEERYE serviet itz

Y5 B B KRG IR B RV ARST B #5o

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray #HETFHFEFMIRNENMiKEO. BRIAER
T , SDK FEH A FREEHIE (UDP ) FIX# (TCP ) B 127.0.0.1:2000, MREE NHESTH
BFEENMTAERONEHETFEFES —AFNLET , NUFEARETE,

B
e EA—N®O — address:port
« FREIMUEA — tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING - i% & RUNTIME_ERROR EZH ERM KRB AE D RARITHH
BR T RBENSIXFE,
B%E
« RUNTIME_ERROR— 5| £iE{TRIRE,
* LOG_ERROR— iZRARIR LR ( BRIN ) »
« IGNORE_ERROR— ZEE4RIR H4HLL,

NFERTFEAERNEZTHEIRNBRELERFTLENRD , UREZHEEPFEARNZH
EFPum , MATREREERKR D BRI T 7 REXER.

EAEAT NET B X-Ray FR TE@MEA HTTP imK

& LAER X-Ray SDK RIREREHNARFHELSHHIT D# EC2 ECS Y EC2 SLfl ERAAvE A
HTTP i§5k. AWS Elastic Beanstalk

EREELEREFRNEA HTTP HR. HEH X-Ray HEAERFHANIINARRF , BF
T NET B9 X-Ray F R TESRANFIREERQUED R, o REE HTTP ERE IR, FFEML
B, HAN LD R EGIE T DR,
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® Note

XF AWS Lambda K% , Lambda 2@ A ENMNEEFBERBIE— NP, BSHEAWS Lambda
AWS X-Ray TBEEZE L.

BN REBE-NEN , BTERSREPHFRENNARRF. ATUBSHEIR , BT LUF SDK &
BANRBEEAABTRFWENIRANEH#THIEDE. ITBEATREFRPNVAZNRIRHITOH
AEHEBHFEEFRAEXTS (Fl0 , MBENIRXZHERN ) NARIAE .

® HERMIER

MRABRDERDEM T ERFERERIEHNNARERF , X-Ray 2EHIFER X-Forwarded-
For #RXFAVEFim IP M3E IP BB IHRIR IP. BT HRNERICEKAF /i IP 7B
&, Rt FREE.

ERAEEFEAIESUTERN http BFERANBMEABREUE-IMTR

« HTTP A% - GET, POST, PUT, DELETE &,

- BN - REFEROZF I IP ik,

« RIS - ETARIERN HTTP MR,

o BV - FFERETE ( WREBERET ) FL RS ( ZIEMERIAT ) o
« AFPRE - BERHPMW user-agent,

- REKE - IR FH content-length,

Sections

« BN4EABER (NET)

« BM4EAER (NET Core)
- BiES Rn A R

RNEAFR (NET)

ERNHENNARFFTRSHIER , B global.asax XK Init IEHIFA
RegisterXRayo
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Example global.asax - 8 24 B2 F

using System.Web.Http;
using Amazon.XRay.Recorder.Handlers.AspNet;

namespace SampleEBWebApplication

{
public class MvcApplication : System.Web.HttpApplication
{
public override void Init()
{
base.Init();
AWSXRayASPNET.RegisterXRay(this, "MyApp");
}
}
}

M4 AiER (NET Core)

BERNENNARFLAENIER , BEBHNEMN Configure HEFWEMEF B 42 5EA
UseXRay F3iE. BAEIEERT , X-Ray MiZRHE —MEEERWPEMLG , URKEE - NMEEESR
e B2 49 o i 4

® Note

X F.NET Core 2.0 , MR AFEFHE UseExceptionHandler 5% , BHRE
UseExceptionHandler 52 E A UseXRay LBRIERTRE,

Example Startup.cs

<caption>.NET Core 2.1 and above</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)
{
app.UseXRay("MyApp");
// additional middleware
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<caption>.NET Core 2.0</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)

{
app.UseExceptionHandlex("/Exrox");
app.UseXRay("MyApp");
// additional middleware

UseXRay FEESIREEEX RIEFNEZNSHo

app.UseXRay("MyApp", configuration);

e iE 70 B A & SR g

AWS X-Ray £ RFBEMKIFRENNAERF , AREEENNRAEFEANEENARER, BERE
APls, SAEBIEEM AWS FIRX DT K, = X-Ray SDK NfEABTRER DRI , 2FFNARFHR
SEMCREDTERNEMRFTERF,

X-Ray SDK AL HTTP #R#5LH K hostname Rip B0 &, T , IFrLTLUhiE | 2SR
SRR HMBRZANT R, AL SDK HTFBEMEN ENIRLNBERME R BTGB D , %M
NEAFREE - IMBRINER.

MRNARF NS MW BERRMHIRS , WAL SDK BE N EAZNGE RBUAED BREMFRIR
HiX—Ro AW EARKAY SOK HENEBEATHETMBERXNER , HERABHEATAFEM
HAE N AYIE R,

flan , TEEE—RNARFALEE =N TFEHNBEREMRERS , 253158

www .example.com, api.example.com Hl static.example.com, AILAERAER

* example.com I ARG A RELURINTETREBEHN FEHN SR , RSB ELRESER=MR
FTHR. WRNARFKIZEEZEATEER hostname BiER , BFELERSHE LEREDTAN
TR, UREEENEIRE M,

ENFAEEBERSREAR—BH , AIEIBCEELEBEREFNEENARFEN , U L—H9HF R
X582 FixedSegmentNamingStrategy ¥} E©4%i%4 RegisterXRay FEMNMRMEE,

AWSXRayASPNET.RegisterXRay(this, new FixedSegmentNamingStrategy("MyApp"));
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® Note
AT LAE A AWS_XRAY_TRACING_NAME EZ 2B ELERB P EKBIARS B .

BB EREEL—NENBRERENERF—NME HTTP BRIV ENBEEZEX T EEHENE
FANBRINE. EADBOR , B8 DynamicSegmentNamingStrateqy HFHE&#ELS
RegisterXRay J5%,

AWSXRayASPNET.RegisterXRay(this, new DynamicSegmentNamingStrategy("MyApp",
"* example.com"));

FEAERT.NET 89 X-Ray SD AWS K &&= SDK A H

HEWRAREFAR AWS RS UFE#EBIE. BABSIHREEHET , X-Ray SDK for NET £+
S EBRETENAH. EXERS (6120, Amazon S3 F#8E Amazon SQS A% ) HIBERH &R
AWS RS M7 E Y BRTE X-Ray 2 H1 & W IRERE £ 8RR Tl =

8l EAT NET 8 AWS SDK ZEFRegisterXRayForAllServicesZ &l , A LB BB RE
MAABEEF,

Example SampleController.cs-DynamoDB % F~ i T

using Amazon;

using Amazon.Util;

using Amazon.DynamoDBv2;

using Amazon.DynamoDBv2.DocumentModel;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.AwsSdk;

namespace SampleEBWebApplication.Controllers
{
public class SampleController : ApiController
{
AWSSDKHandler.RegisterXRayForAllSexvices();
private static readonly Lazy<AmazonDynamoDBClient> LazyDdbClient = new
Lazy<AmazonDynamoDBClient>(() =>
{
var client = new AmazonDynamoDBClient(EC2InstanceMetadata.Region ??
RegionEndpoint.USEastl);
return client;
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1)

ERN—ERENEFHEMABIES —LRFWEF G , @A RegisterXRay M2
RegisterXRayForAllServices, EARSEFimEONBEMNEREZEERHXE,

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>()

X TRIERS , #ALAE X-Ray #2H &P EEEAN API 9E#. X-Ray FRTEEBaN —BI RS
HEERMB DR, NERSHERPREESHRE.

flan , HEALEKNE DynamoDB BEFm AR HIFAAN , ¥ TFHXNKRNWAR , FRIETXFRENR
WME DB, EREAED , BIMRERFZSHERERI —MIHTR , UREERENBHRNIAH
#) —f#& DynamoDB i &,

Example ¥} DynamoDB # 1T A ARFIE N F 5 &
"id": "24756640c@d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

b

"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

EEBREENRFEN , XU TRSNEAASERS HERPLIEFTANT KL REEQIEBER TN A
A, ARSI TERT K.

« Amazon DynamoDB - £&
« Amazon Simple Storage Service - FEFEMBE
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« Amazon Simple Queue Service - BA %] &5

FERAERT NET 8 X-Ray F A T EGREF T HTTP Web BRS-8Y1E F

LUEWNARFRAAMBRSRAE HTTP & APIs , BRI LAMEAERF.NET 8 X-Ray SDK
HIGetResponseTracedy B ESystem.Net .HttpWebRequestR&MIX LA | HIFiZ API 4
A TBERSAMERSEF.

Example HitpWWebRequest

using System.Net;
using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()

{

HttpWebRequest request = (HttpWebRequest)WebRequest.Create("http://names.example.com/
api");

request.GetResponseTraced();

}

NFRLEA , BEMA GetAsyncResponseTraceds

request.GetAsyncResponseTraced();

MREFEA system.net.http.httpclient , A HttpClientXRayTracingHandler £
WEEEFRIEFEA,

Example HttpClient

using System.Net.Http;
using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()
{
var httpClient = new HttpClient(new HttpClientXRayTracingHandler(new
HttpClientHandlex()));
httpClient.GetAsync(URL);
}
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R NI T Web API (I AET , EAT NET 8 X-Ray F X TEB&FERAAX HTTP B RFME A
HERIERTFH R, X-Ray A FDEN API £ ER 5 R,

Example T HTTP ARAH F20 &

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {
"method": "GET",

"url": "https://names.example.com/"
.
"response": {

"content_length": -1,

"status": 200

Example T3 HTTP 8 B 89 #EiT 2 BR

{
"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
I

"inferred": true
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FEHERT NET M X-Ray F A TESRE SQL i

EAT NET K X-Ray F AT ESN System.Data.SqlClient.SqlCommand 2# T &
7 TraceableSqlCommand MW BEREFE , BALUARNKE SqlCommand, &R LAEA
TraceableSqlCommand E##1{t SQL &%

FRRBZNFLSHERE SQL Eif
AR RBIE RINAER TraceableSqlCommand REZH M 7L B BRER SQL Server &ifl,

Example Controller.cs - SQL EFimMN ( %)

using Amazon;
using Amazon.Util;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))
{
sglCommand.Connection.Open();
sqlCommand.ExecuteNonQuery();

}

BAILAE A ExecuteReaderAsync FERSHITER,

Example Controller.cs - SQL EFmMN ( 7% )

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;
private void QuerySql(int id)

{

var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
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using (var sglConnection = new SqglConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))

{

await sqlCommand.ExecuteReadexAsync();
}
}

IEEST SQL Server H{THY SQL &£if

&I LLE B SqlCommand . CommandText MIRER SQL B RIBH 5 BRH —ZB
%'s SqlCommand.CommandText ERAFHE JSON A FER sanitized_query, BIANERT ,
HFZE£ER | LI TERARS.

® Note
MRETE SQL EWPURNEATEBREE , BTIERARENEE.

ALBY FHFfRARE A sQL & :

- ENAREFEREEPN CollectSqlQueries BHIREN true,

« J¥ TraceableSqlCommand EfI## collectSqlQueries SHIREB N true LAUREZEHIHH
A

B A2 CollectSqlQueries B %
LA RGIE RINM@A NET # .NET Core B CollectSqlQueries B,
.NET

£ NET FERARFNEREERN , B CollectSqlQueries BHIREN true , BIEREH
App.config = Web.config X#H# appsettings , MEFIR,

Example App.config =i Web.config - R SQL EifIMI U EE

<configuration>
<appSettings>

<add key="CollectSqlQueries" value="true">
</appSettings>

SQL Eif 431



AWS X-Ray FEARER

</configuration>

.NET Core

£ NET Core RN AREFNERBEEN , 2 CollectSqlQueries BHIREN true , BE
X-Ray B TEHEH appsettings.json X , BT,

Example appsettings.json- £F5/E A SQL EHHUE

{
"XRay": {
"CollectSqlQueries":"true"
}
}

8 FiZ collectSqlQueries S

BRI LATE TraceableSqlCommand SEfH4F collectSqlQueries SEIRE N true ,
DA SR AR ZSE B 1THY SQL Server EifJH) SQL BEHRIX AR, [HSHIREN false &
TraceableSqlCommand 354§ CollectSqlQuery Ih&E.

@ Note

TraceableSqlCommand 3&4|# collectSqlQueries WENFEE CollectSqlQueries
BHEN2REEFRRENE.

Example =il Controller.cs - 5 AXAIH SQL EiJWE

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var command = new TraceableSqlCommand("SELECT " + id, sqlConnection,
collectSqlQueries: true))
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{
command.ExecuteNonQuery();
}
}

I BT I+ 0 B

FORANBREND BT BN TR ERRHEBRSMETKN ITENFHAEE. SREACKRNNEF IR

HITHAA , X-Ray SDK EF D ERFIEFEKNES . EULGZEMTIERRDAHM T IR , K
EEENRBERAERNMM , HERRISFIERMTHE.

EEE 79, 5 BeginSubsegment # EndSubsegment 753k, £ try KB F 2 EF
TEMAES , £ AddException BREFE. 7 finally R#EB3RF{AMA EndSubsegment HRE
F 5B

Example Controller.cs - BENX F7 &

AWSXRayRecorder.Instance.BeginSubsegment("custom method");
try
{

DoWork();

}

catch (Exception e)

{
AWSXRayRecorder.Instance.AddException(e);

}
finally

{
AWSXRayRecorder.Instance.EndSubsegment();

}

HEEPBRBEHM T OBRPAEFSERN , EAT NETHW X-Ray FRITESFHIHEHEK ID HidH
FF o Bt (8] RN 45 SR A ED o

Example @& T HIEN F 5 B

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
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"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
3,

£ X-Ray SDK for .NET , R ERFMTHIERINZE 25 B

AUNAERMABFEICREER, MRINARFERNEMES . ATLURERMTHBIERME X-
Ray TR TE QBN 7 RFECIENBENLF 7 Ko

ARETENSR, BEEARENREN,. RELMWNERERH RS , LESHKERER —RER, £
AARICZREATHEHASPNREHITOANBIERERA GetTraceSummaries API B f5E I B
o

ABERANEEEMEXBRENR-EX , BEINKRMIIEK , BEERFIRS] , TESHERGRER
—EBEHA, FAABBEEIREFHERRPEFRTEATERRENHMHIE.

Sections

« {# X-Ray SDK for .NET id ¥ ¥

« ff X-Ray SDK for .NET g &t

£/ X-Ray SDK for .NET i2 FKE#

ERERICREXEN EGHRSISHTERN S BN F 5 BRINER.
X-Ray FHFTEERHMEEUTHE .

ERER

« #-X-Ray TRHNREBZAUNEE 500 MFEBEFZFH. RTRIAR () 24, TREAZERKE
(SRE)

« {B - X-Ray TBRWERZ A LLEE 1,000 4 Unicode F#F,
- ARHNBE - B REKZAFEA 50 FER.
£ AWS Lambda Bz A FHER

1. 3REY AWSXRayRecorder BISEHI,
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FRARER

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. ERAFFHEENMRE, Int32, Inte4, NBEHFRFEEREA addAnnotation,

recorder.AddAnnotation("mykey", "my value");

LT ROIGAMAERAZE QMARE, BFERFHRENZHFFHRIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

£ AWS Lambda BB R &BF £

Lambda B H 0 BB F 9 B2 H Lambda IZTRIIMEEIE, MR EE Lambda P H DR F

2 BONIERE | W AFUNAT L TR 4E

1. 7£ Lambda BEHEA P BIE 2 R F 29 o
2. FHEBNMED RS FO9KR.
3. E£RITEBRHEFDER

TR RHERMMFE Lambda B REERRMEF 08

#Create the subsegment
AWSXRayRecorder.Instance.BeginSubsegment("custom method");
#Add an annotation
AWSXRayRecorder.Instance.AddAnnotation("My", "Annotation");

try
{
YourProcess(); #Your function
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally #End the subsegment
{

AWSXRayRecorder.Instance.EndSubsegment();

AR THYE
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5

X-Ray SDK fERBUR-BEXNNERIERED BN annotations ¥RHP, FRAMBRERARR

addAnnotation BENBER — 2B TR EZHIERKNE,
EEREEHREEMNIRNEE , Hfannotation[key Tk RERFEH KEF,

£ X-Ray SDK for .NET i8Rt i

ERARBETIERAXELTERFRSIATERERFEANT BRI FoTRNES. TREETUARFES

B, BFE, FRERAFILH JSON W RFHEEAWEMEMBIT R,
IR T HIE
1. 3REY AWSXRayRecorder BYEHI , snLARRBEBRAIFFIR :

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. FERAFHHGBEZEE, FHERAXNKEBA AddMetadata , WA TREBRHIFFR :

recorder.AddMetadata("my namespace", "my key", "my value");

WA DR E AR RMEX K FA AddMetadata B4 , WU TRBERBIFFAR

recorder.AddMetadata("my key", "my value");

MREEBIEEGEZEMNE , X-Ray SDK F#EA default, FAHAMBERAAMRX AddMetadata
BESBER— 7B FrBRLZANERNE,

AR THYE
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£ Ruby

BFTAEATATRN Ruby NARRF , BURBREHIERIEE X-Ray :

- AWS Distro for OpenTelemetry Ruby — 2t —HFFFEER AWS &1ThR , AT &I Distro for
Collect AWS o r Collector [ AWS B2 RF R ( BREL S # ML S# OpenSearch k% ) X
EMRHIEIRFMIBER. CloudWatch AWS X-Ray OpenTelemetry

« AWS X-Ray &M F Ruby ¥y SDK — —4F , AT B X-Ray SFHFEFERRERIFELIAR X-
Ray.

BXEZER , 528 £ AWS Distro for 1 X-Ray OpenTelemetry 2 [Bl# 1Ti%# SDKs,

AWS Ruby & 1T OpenTelemetry ki

A& T OpenTelemetry (ADOT) Ruby B AWS Distro , A X MARFHIT—IXRN , REF
MXIERMRELERZ/N AWS K12 RS R CloudWatch , BIETL S # AWS X-RayFIIL 5 # AR
%, OpenSearch  X-Ray 5 ADOT Bt &EAZERNAH : 5 A OpenTelemetry SDK LL5 X-Ray
BA&MER , WRB A Collecto OpenTelemetryr BIAWS R 1THRIAS X-Ray Bl &

BEFHBMER , 250 OpenTelemetry Ruby AWS & 1T 344,

X F Distro FiF with AWS X-Ray # other B OpenTelemetry EZ{EE AWS RS |, ESH AWS
Distro for OpenTelemetry 3 AWS Distro for AWS D ocuments. OpenTelemetry

BXESXBENRENESER , 5 LA O AWS bservability, GitHub

AWS X-Ray & F Ruby By SDK

X-Ray SDK 2 —/NE M Ruby Web RIRAREFNE |, ZERMEA T ERRERREHFHAIEZE X-Ray i
BIFEFNENSZ, BREESEEXANARFLENEZAHTTP BRNEE , URMARFE
F AWS SDK, HTTP BFIHZSESIERE XN THERFSHTHEANES. BETUFHERD R
HEEBRMABTEPRMAFERE R

A LUBIS N SDK % inE| gemfile #1247 bundle install X T# SDKo

Example Gemfile

gem 'aws-sdk'
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WBLEA T Rails , %5 X-Ray SDK HHA4RBIEEAER, ERFEEFUE—2 8,
Mo BRITHE |, GANEAF LT EAE S B S EFNES 8 | FURTHBURE TR
fl. FRTEOELBBERES BITFNNARFRNRE, Tk Rals NARE , BANED
Bl S B

BTXR , £/ X-Ray SDK BB 10 FRREFRIRAE , NTRAE EAT Ruby B9 AWS SDK
By, HTTP M SQL &Fim, BLEERAERNNEF S wIAMTIE AWS RS AR , SDK BaE
FOBRPIEFAEXRZAANGEE. AWS RS SHERSPHRNTRHEN TN REREREREE
L, LA B IRIR B B AN _E BV R IR AN PR 1 )

HFFtafEM SDK & , BEEEICRKERBEELETRN, BAILMNAE4AKRKICRAEXRSITNARFNIT
BERRNVBE  BYENLREANRBELKHETH , RRICXB[UENARRF BEHPEERE SDK
MESHEDLHER.

EFRAXRFERURNARFEEIBRMNTEEPAEN TENEMBES. TREMENREX , SHhxE
RENEHNRSILATHERARES , UELEBRRISRERFENRE, THESRENRBIMER
K, HEATLUEREBANRAEA - =516 JSON WE[FEE,

O ERMTHE
SERNTRIZREHER X-Ray F A TESFMIE S BWEETAR, RELXDEBEHRS , UL
EEmERAR—RER. THRERRHRD , BTLER X-Ray B4 A% AP EEHS B
BE, £8F X-Ray REURM A ABTUSE X LI,

HRBPEFRERVNEF RS , —MERDRALERETFIR , RUNEFEFRAENEEHG
XNE—NFOER. BUNESHEFREBACGEEEEL T IERPREEBTOBRANETH. BTN
BNEBIEARBLHIIRAENFOR , ALK FOBRNABENEIR K MTAREERDRNTE
AE

Bx SDK HIEMBEMNSE XN |, 55 R AWS X-Ray SDK for Ruby APl &,

=R

X-Ray SDK FE Ruby 2.3 EGMA , HEEUTERSA :

« AT Ruby #9 AWS SDK 3.0 RE Z A
« Rails iRZ 5.1 S E ShRA
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EEEMA T Ruby By X-Ray A X TEE

ERAT Ruby 9 X-Ray F A TESEERHLFBIERKEN. B XRay.recorder 93K, BALIEE
2 RICHKBLUEAENREA HTTP BA IR D R E 4,

Sections

- RS

« XEAN

- AFiE%

- KBEFHNICFEREE
 fEH Rails BTHY 12 FaRELE

- RETE

AR 551 14
plugins AFiEREXHENARFNRFHER.

ke

« Amazon EC2 — ec2 #pnsE4l ID 7] H Xig,
+ Elastic Beanstalk - elastic_beanstalk RIFR B, RAFZFEE ID,
« Amazon ECS — ecs RMZAES ID,
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Segment - Scorekeep x
Overview Resources Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name sc DFEKEED-C mh

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

EEARNG  FEEERBACEBNEENRIPEERE,

Example main.rb - 4 ELE

my_plugins = %I[ec2 elastic_beanstalk]

config = {
plugins: my_plugins,
name: 'my app',

}

XRay.recorder.configure(config)

R LERATEEEREEICRSE , EXLETERBFIRENE,

FEAIEQREHBRHFRENREDER LN origin Z&, XRTFETENNARFN AWS BR3E
B, HEFERAZNEHR , SDK FEA T @ATIRFXRBEXRIR : ElasticBeanstalk > EKS > ECS >
EC2,

KA

% SDK A E1E X-Ray 28 R E LK REANRBEZRICEMER. MIAANRESHHE—NE
R, UERFABFRERIEE X-Ray HIRSWEMEMBERNED 2H, £ X-Ray EH & F6EHE N
WHUEHEL A NARFIERNBIEER,
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% SDK BIREXWIFF A EELAN, MRERESNHEELHAMTE , N SDK B A% —&H
e

(® Note

IR SDK F3Ei5A X-Ray RIREUEAHN |, ©HRERNRINNALHAN | BIESHE—NMER
UEEANENFEREMBERNES2H. NRENTRABRRE , RELEEREET X-Ray T
B APIs , FE&#Z Y SDK X K9 AP K TCP R |, N FRES X EXFE R o

&R LOR SDK BELE M JSON M AS NS REMN, £ X-Ray RERATANERT , SDK AJEAERA
A MNERNZD , AT AR ERAA AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": O,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

BRAIEXLT —PNEBEXRAUM—NRIANAN, BEXANRABD ZENRER , T /api/
move/ Z THIBARBRENFERBEFTRTR, MAANPEYVNE - NMERUAREMERNED 2
*to

EAMBE UANBRIUZ , BEBRBIERBNSNKROAMINAMFRE X-Ray RFEE, BEER
HEBEEZIY , EEERRFEM , XESEFCKNBEEXTBEME .

EREZHAN , FERZAICEKENEENRPANEEL —NEH,
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Example main.rb - & 3N E &

require 'aws-xray-sdk'
my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1

}

config = {
sampling_rules: my_sampling_rules,
name: 'my app',

}

XRay.recorder.configure(config)

BEHREHRFEAN  BE- M ERNXHEPENRS , ABRRZNEFRFHLACHNARERF

Example config/sampling-rules.rb

my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1

Example main.rb - 3Z 4 F B9 SRR

require 'aws-xray-sdk'
require 'config/sampling-rules.rb'

config = {
sampling_rules: my_sampling_rules,
name: 'my app',

}

XRay.recorder.configure(config)

EREAARBHAN K FEXEMANMEE LocalSampler,
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Example main.rb - Z< i #1 | 4

require 'aws-xray-sdk'
require 'aws-xray-sdk/sampling/local/sampler'’

config = {
sampler: LocalSampler.new,
name: 'my app',

}

XRay.recorder.configure(config)

BAETLRESBICREE , UBIEXNFIE & AERITRENRN
Example main.rb - Z£ A X#

require 'aws-xray-sdk'
config = {
sampling: false,
name: 'my app',
}

XRay.recorder.configure(config)

BEiH

RABRT |, CFEJHEERINEHHEE $stdout. BANBREEELICEBNIEENRPE
MiEFEBEREENL B FIEF,

Example main.rb - B&183%

require 'aws-xray-sdk'
config = {
logger: my_logger,
name: 'my app',
}

XRay.recorder.configure(config)

HEFHERT RN, FABHBSKANENRERF 5 RZEXNRE,

KBPWILRFBHRE

Hig BE S XRay.recorder B configure B,
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« context_missing-1%E LOG_ERROR A RELHNERMARBZHESBERITHNERTIEF
BENSIXRE,

« daemon_address - i% & X-Ray HEFHFEFMITSRMNENMHO,

* name - REF X T EIHTHITDRNESEH.

 naming_pattern- REFHBEBEXAFERN ST E,

* plugins - ERABEHICFKAEXNAEFR AWS RIRRIER.

« sampling iREN false AJEAFXH,

« sampling_rules - RETEEBHNEEANNEE,

Example main.py - 2D L TXRE

require 'aws-xray-sdk'
config = {

context_missing: 'LOG_ERROR'
}

XRay.recoxder.configure(config)

£/ Rails BtV ICF2RECIE

MR EFEHI R Rails 228 , M AJ#E app_root/initializers TH Ruby X#HE B £ FicFKeEN
‘T, X-Ray FF A TEBXEX Rails FREMEER.

« active_record-iRE RN true Wik Active Record BIEEESW T2 o

f£# 7 Rails.application.config.xray WEENRPEE R HRE.

Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app',
patch: %I[net_http aws_sdk],
active_record: true

NETE
B LAERINMET EREE Ruby B X-Ray FATEE, AFATEGXFUTEE :
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« AWS_XRAY_TRACING_NAME - iRE& SDK AT# T BRHNBRFZEH. BEERIEE serviet kRN
B B R IR BRI RS B o

« AWS_XRAY_DAEMON_ADDRESS - i% & X-Ray #EFHEFMITRMEVMmO, RIABERT , F
AIEBEQLFEBRERBEAZEE 127.0.0.1:2000, IRECFHHETVPEFEERNMTAE RO
EHETVEFRES—AETNLEET, NEALTE,

« AWS_XRAY_CONTEXT_MISSING - i E} RUNTIME_ERROR £ £ ER NN EAEDERKRITFH
HER TieRBENIZFRE,

BENE

« RUNTIME_ERROR— Bl KEZEITHRE.,

« LOG_ERROR— iZFEHIRH ML ( RIN) o
« IGNORE_ERROR— ZBE4RIR HAREL,

NTFERTFEMERNSITHEIRNBHELERFTLENRD , MREZHEHPERLNTR
ERum , MR EERK D BRI F 5 REXEIR.

HEXERZHERBPRENE,
{8/ X-Ray SDK for Ruby [ BRER{E A1§R

&R LAE A X-Ray SDK REREREH N AR FEL S# eIl S EC2 ECS ##Y EC2 £l ERHERfZ A
HTTP #&3k. AWS Elastic Beanstalk

WMREFERANR Rails , EEM Rails PEMFRAEA HTTP FR, EEFFEEMNIIRLARERHE
B2 ERB AT , X-Ray SDK for Ruby @ N BN RFERCIE -0 R, HEMKLNIRAEM DK
NERRAN DB F DB, BREFIN S REHREX HTTP BRAMEMNER. LEESFEFERMNI
B, BEMLIE,

BIMNOBRBE-NEN , ATERSBREPIMRENEAERF, TUBSWED R , BT LU SDK &
BARBEEABTRFWENIRANEH#THEDE. ITBEATREFRPNAZNRIRRITOH
AHEBHFEEFRAEXTS (Fl0 , MBRENIRXZHERN ) NARIAE T

G HAKBER
MERBERSIE P EFERERIFEHNARER , X-Ray 2ERIER X-Forwarded-
For FkHFHEF IR IP M3E IP BIESTHHIR IP. HTHAXNBERIEKNWEF I IP AT
&, AT REE,
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EEXRERER , SDK EDRFIREMNFERRIERET N, MRIPREIEIREN x_forwarded_for
HNZFER true , MM HTTP iR X-Forwarded-For #RkIKRENE i IP,

HEAEASEATEEN http RABMEABRUIB-ITE :

« HTTP A3% - GET, POST, PUT, DELETE &,

- BN - REXFEROZF I IP ik,

« RIS - EERIERN HTTP MR R,

o B - FrEaEtE ((WENERE ) MEREE ( KIEM@AE ) .
- AP - ERPH user-agent,

- AARKE - W HH content-length,

£ A Rails a4
EFEAFEG | BN gemfile BN ETEFAEM railtie.

Example Gemfile - rails

gem 'aws-xray-sdk', require: ['aws-xray-sdk/facets/rails/railtie']

EEADPEMG , BELAERAERESEFRINARFHBKREEICRES.

Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app'

}

F RN ARG

WMRERMEM Rails , EFHNBD R, BAUATMEANBERCIEXE , b Al AESRCEHMY
HTTP 5 AWS SDK EF iRl XE , N RFI[MMF 2 BRIEH LT

# Start a segment
segment = XRay.recorder.begin_segment 'my_service'
# Start a subsegment

subsegment = XRay.recorder.begin_subsegment 'outbound_call', namespace: 'remote'
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# Add metadata or annotation here if necessary
my_annotations = {

ki: 'vl',

k2: 1024
}

segment.annotations.update my_annotations

# Add metadata to default namespace
subsegment.metadatal:k1] = 'v1'

# Set user for the segment (subsegment is not supported)
segment.user = 'my_name'

# End segment/subsegment
XRay.recorder.end_subsegment
XRay.recorder.end_segment

e iB 0 B ap & SR g

AWS X-Ray ERBRSEMKINRAENNARRF , AREELNNARFERANECNARERF, BEF
APls, SAEBIEEEM AWS BIRX D FF K, & X-Ray SDK FEABERER D ERE , 2FNARFHR
FSEMEREDTERNEBENFERF.

X-Ray SDK AL HTTP %3R5k HH hostname Rip B0 &, T , IFrLTLUhiE | 2SR
SR HAZIRZANTT R, ABFLE SDK AT BEMENENFLWBERMBIR TR DR , BA
NEAFREE - IMNBRINETR

MRNARF NS MENERRBMHIRS , WATLOR SDK BENEAZAG A RBUED REHH IR
HX—R. BIBWERE AT SOKFENBATHESTMBEANER , FRRANBHEATAFEST
R E R,

Bln |, ATREE—REARFANREF=AFENBERRERS , 255

www .example.com, api.example.com Hl static.example.com, AJBAERAER

* . example.com WEIAGEREURFITETREBEHN FEHN DR , BSwE EREASER=/MR
FTVR. MRNARFKESEEZEXNTEER hostname WER , BFLXERSHE LEREMA
TR, UREBEENEIRE,

EXNFABERSBREAMEEEY , TEREBICKENEENARFNERN , MBJLT IR,

IR EREEL —NENENLEENEXN—NE HTTP BRIV ENE S ZE TR EE A
MBINE. EISHEDIR , B config GHEFIEERBER.
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Example main.rb - ZIA5 &

config = {
naming_pattern: '*mydomain*’',
name: 'my app',

}

XRay.recorder.configure(config)

BAUEEXNREARECEEFAFHES , HEHA TV REEESEDNFR.

(@ Note
B AT LAfE R AWS_XRAY_TRACING_NAME MET EBEBERBPE XA ERIARSE B o

& %M E LA T i 8 A

ERNTHER , EFEAERT Ruby B9 X-Ray FA T ESEIEHNNARFFERANE, SEAT Ruby
# X-Ray FF & TEI A LMEX AT EE,

T RWE
« net/http - &M HTTP & im,

« aws-sdk— 1485 FEA F Ruby 9 AWS SDK & F,

MREFERASBINE , EATF Ruby W X-Ray FATEGLRNFARGEF D , HidFiERHlm R
RREE., KBS A TEGPEHEI XRay.recorder.begin_segment WiARARMH SR ,
HARIETHETF DR,

BEBINE |, BELZESA X-Ray BRBHNEENRIPIEEXLE,
Example main.rb - {§%MNE
require 'aws-xray-sdk'

config = {
name: 'my app',
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patch: %I[net_http aws_sdk]
}

XRay.recorder.configure(config)

&R T Ruby B9 X-Ray SD AWS K &% SDK A

LB AR AWS BRSS UE#BIE. EARIIREKEBEE |, SEATF Ruby B X-Ruby #9 X-Ruby
SDK £EFH BRETRNAR, EXLRS (N , Amazon S3 F#FER Amazon SQS BAF ) &
BERMER AWS RS MG EMEIRE X-Ray #H AWREHE EERA THET R

LRExbaws -sdkERT , AT Ruby B9 X-Ruby AWS SDK £ B3R NFTHE SDK &FF ik, BTER
M AN

X TRIERS , #ALAE X-Ray #2H &P EEHEAN API 9E#. X-Ray FRTEEaN —BI RS
HEERMBDTER , NERSHERPREESHRE.

g, HEALIRNE DynamoDB ZFFRim XK HIFAAR , ¥ TFHXNRNIAR , FAXIESXI/REN
WME DR, ERHER , BIAREBRSHEDPERN — MLV TR , UREEXRENBFEHNREA
# —#% DynamoDB 1 &,

Example X DynamoDB # 1T F MR ZI0 B 0 F 20 Bt

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
b
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
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EEFEEENRFRN , WA TRSNARLERS AP URFANT K. REEQIEERRNE
A, ARSIETERAT R,

« Amazon DynamoDB - £&
« Amazon Simple Storage Service - FZEE B E 5
« Amazon Simple Queue Service - BAFIZF5

A X-Ray FRTEBERBENL FHE&

FORANBREND BT BN TR ERRHBRSMETKN ITENFHAEE. SREACKRNNEF R

HATHEAA , X-Ray SDK EF D ERFIEFEMNES . EULGBZEMTFIERRDIAHMTFOER , K
EEENCBERMERNM , HERISKIERMTHE.

EEE TR, 5 begin_subsegment  end_subsegment 5%,

subsegment = XRay.recoxrder.begin_subsegment name: 'annotations', namespace: 'remote'
my_annotations = { id: 12345 }

subsegment.annotations.update my_annotations

XRay.recordex.end_subsegment

ENHBOEFDER , AFHBKEX XRay.recorder.capture WA,

XRay.recorder.capture('name_for_subsegment') do |subsegment]|
resp = myfunc() # myfunc is your function
subsegment.annotations.update kl1: 'v1'
resp

end

UEETRBEEMF O RPUBEF DRI , X-Ray FATEFRNEER ID HiZ K et AL
A 18] o

Example @& THIEN F 5 &

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
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"test": "Metadata string from UserModel.saveUser"

}
}I

£ X-Ray SDK for Ruby , B HiEHnE 2 &

AURAERNAHBFELREER, MEINABRFEINEMEE. ATLURERMTHERME X-
Ray TR TEQRZN D RIECENBEX F2 Ko

ARRETENSR, BEHEARENREN, RELXNERERG RS , LESHERER —RBEH, £
AARIECZEATHEHASPNREHITOANBIERERA GetTraceSummaries API B f5E B B
o

THFERTAEREMREENR-EN , SBENRNIIEK , BREREHRE , TEEFEZRHRER
—RBEA. EARTKBECREFHERFTFENEEATERRENEGHIE.

BRYZERMTBE N, BETUED R ELIEEAF ID /&, AP IDs HICREXERNRIMFER
B, HRHIREI B RER.

Sections

« fff X-Ray SDK for Ruby 12 F¥ %

« f£f X-Ray SDK for Ruby 12 &t #iE

- FAEA T Ruby IDs B X-Ray SDK F#lIf F

£ X-Ray SDK for Ruby g &8
FERAEBRIEREXENHEFHRSIUHTERN S BN F2 BHNER,
ARER

« B -X-Ray ZRHNBEBEZALUEE 500 M FREFZFH. BRTRIAR () 2/, TREAZHKH
=

- B - X-Ray FBWEZRZAELEE 1,000 4 Unicode F%F,
- ABRNHE - SMNREFRZSAEA 50 FER,
BFER

1. M xray_recorder SRECY H 70 R T2 B 5 A,
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require 'aws-xray-sdk'
document = XRay.recorder.current_segment
=7
require 'aws-xray-sdk'
document = XRay.recorder.current_subsegment
2. RATKRHEMN update,

my_annotations = { id: 12345 }
document.annotations.update my_annotations

DT REVERINAERASE SN EREA update,

my_annotations = { testkey.test: 12345 }
document.annotations.update my_annotations

FRIESERUR-EXNNERIERE D BRXHEA annotations WRA, FEAERREARKX
add_annotations FBEZR —2 BRI F5 B L2AIiEXNE,

EEREAETREANEIRMNIRE | iffannotation[key]ERERHFER <BF,
{#H X-Ray SDK for Ruby i &t iz

ERATHBEIERERELENHRHRSIUETERIT BRI FIERNER. THREETURFRS,
BF. HREHAFIEH JSON HRIHBENEAXN R,

e RITTEE
1. M xray_recorder ZREUY H Al 2 R 5 BRI 5| Ao
require 'aws-xray-sdk'

document = XRay.recorder.current_segment

G
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FRARER

require 'aws-xray-sdk'
document = XRay.recorder.current_subsegment

2. FERFHEE. ARE. BF. FHRIXNKREARZHFFHHEZHAM metadata.

my_metadata = {
my_namespace: {
key: 'value'
}
}

subsegment.metadata my_metadata
EAMEERBEAMIR metadata HBER -7 BRI F PR EZHNIZRNE,
FAERA T Ruby IDs B9 X-Ray SDK F &l
ERBERADPHAF , BURBIAEERNAF, IDs

EiExXHAF IDs

1. M xray_recorder JREU Y510 EREVSI Ao

require 'aws-xray-sdk'
document = XRay.recorder.current_segment

2. FARENAPFRIRENKEFERNAFHFRS ID,

segment.user = 'U12345'

BRI ERGISRPREMAFUEENAREF T BRAEEREULAIEZEAF ID,
EERAF IDWRE , TREuserMEREXPER XBF

AR THYE
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M X-Ray X &85 E# Z| OpenTelemetry 1% 25

X-Ray IE7£idE ] OpenTelemetry (OTel) 0 H N A RERF AT MY E BN RHE. XM RIEET
AWS FETILRESR , A EFRETESLH., ERFNEBARKRNBRARE , LUKB MR TR
HER, OpenTelemetryEELREBEZXRA , IRBTENRSEEERER , TF AWS FLEAEE
ZEES X-Ray ERHAIBRE,

AERFRITEBRME TR, H5BE TIEBE OpenTelemetryBE THERAENEEM | LBRIFEX
B A7 8] B1 AR AR BS A AT WL B2 5 E A B #T Th e

BT H OpenTelemetry FAYER N N AR HY oW MRS =R,

£

- E# OpenTelemetry

« THRT%H OpenTelemetry #=

o EBHR

+ M X-Ray Daemon F# %I AWS CloudWatch X =} I 588 OpenTelemetry
« &% OpenTelemetry Java

- T8I
- T8I
« F#% OpenTelemetry .NET

+ F# % OpenTelemetry Python

OpenTelemetry Go

OpenTelemetry Node.js

+ E#% OpenTelemetry Ruby

E#% OpenTelemetry

OpenTelemetry & —MTASRAR RAINUNMEESR | SRET A TREENHENRACIMUFTE,
CRMHT —RE—MFERQN, £, WENSHENKSE , SlWElR. BEMEBER.

M X-Ray ¥# SDKs Z|&t OpenTelemetry , EfFIRB LT HAL -

- WERNERNEIEXRE

* Support XFHMEEIES

- BEIURIIEE

o ROEH KR E L

Ef% OpenTelemetry 454
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- Z-REER. AEMRER

5 X-Ray SF##EF ML , W E OpenTelemetry S5 A BIRWER XS H BFREMS T EZHIEI,
OpenTelemetry X AWS
AWS RAEBU T E IR T SRR RAT R OpenTelemetry :
- AWS Z1THRER T OpenTelemetry
& OpenTelemetry Bl 4EA 75 &S Hi £l X-Ray.

AXEZER , HSHAWS K17, OpenTelemetry
« CloudWatch M FAREFES

SHBENX OpenTelemetry BRERFIIEIR A R AR FETRL.

BEXEZER  BSEEANARERFES,
 CloudWatch OTel i &

FE A A OpenTelemetry {2589 HTTP OTel % &~ OpenTelemetry BRERS H ) X-Ray.

BREZELR  BSREA OTel BimT Ko

OpenTelemetry 5—# A AWS CloudWatch

AWS CloudWatch %1% OpenTelemetry & % /i S A2 7 T EFM A4 AWS CloudWatch fR%S ( 4l
mpARERES. Rk, B, BAMNEE ) #1TRER. BXEZELR , iH5H OpenTelemetry,

T f&1E% OpenTelemetry =

TR X-Ray BL2B S ZE 18 OpenTelemetry E 82, THXLMHFEE T EFINEHN X-Ray
U BRHRIR A OpenTelemetry :

X &= OpenTelemetry #i.=:
X-Ray it %25 TRERT R i E A R BRI
PR 55 18 14 BRI 25
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AWS X-Ray 78 AR IER
X S8 OpenTelemetry Bi.%:
EFRAD (RS ) BE
FHD TS ( ERRSS 2R ) BBE
X S KN OpenTelemetry X ( AIEH] )
X-Ray % 5785 Span S 2% ( AIEH )
ERI TR Attributes
B H e =R B H e =R
X-Ray BIRE = BEETX
X-Ray #if b T 342 #% W3C BRER £ T XL
X B4 IR KA OpenTelemetry #iiF R4
TEA S EALE
TEA 7=
X-Ray ST ERF OpenTelemetry W=

® Note

B OpenTelemetry BISMEZER , iS5 OpenTelemetry 344,

LB TR

TRERTXFHRSBIEMETRE, FRLERRBEIRHEZEZHRNEMEE

B BRI ER
X G¥s RiF

X S AL ER

OpenTelemetry {488
X

£ OTel javal.net/Go X1

e zhEE
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ThaE X S AN 2R OpenTelemetry %28
1£ ADOT Java/ H ¥, NET/
Python/Node.js

X-Ray #ifF £ T 315 #% X ¥ X ¥

TR X ¥ X ¥

X TR X5 X

X ER T8 4E X X

ZERBEZRN £ Java B #E £ OTel Java/ k%5, NET/
Python/Node.js

£ ADOT Java/ AX#%, NET/
Python/Node.js

FH B RER X X

% 8 A B S IR ER

EEFEIRIRER OpenTelemetry , IREE—NRER. BAIUBRERAEFPHHKRI Trac er iREH
SRIRBRERER. X5 X-Recorder Eii& X-Recorder LAR 7 X-Ray #6812 5 BRM F 2 R A X
FEAL,

® Note
5 X-Ray Record OpenTelemetry er #8tt , Tracer Provider 12 7 B Z L E LT,

T RYTRIESE
ETHRTERAENDERTZE BTN THSEOINAT , HIMBRIRBIRL AR,
OpenTelemetry fEABEM T 25 BT 2 BRWERERE. SMEEQEUTAN

- B
« HE—FRIR
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o« FHIR ML Rt E &

- BEMR

- BHLETX

- B (BETHE)

- B (TREBHEE

- EEHMmEERERE

- REER

- REBESIHA

B EAT OpenTelemetry , BHNEE S B HERN X-Ray DERBTF 0K, XHAUBRENENE
CloudWatch #lFRRIFFRE,

FREERM
X-Ray SDK 2t 7 A @ X B F F 75 R IMBIEN 5%
Annotations

N IR AR R Ym I R R EXN
TR

BEARRARSI UHERNEXBENREN

ZRIABER T , OpenTelemetry BERBM RN X-Ray RAKBEHAH THIE, EXNVNEERHEKR
FER  BEEESFNEaws . xray.annotationsBHESIERH,

« BX OpenTelemetry IS EZER , 55 HOpenTelemetry iR iR

« B3 OpenTelemetry $3E t{aBR & F| X-Ray BIEMWIFHE S , i5SH OpenTelemetry X-Ray 3
ERER

R M ER IR A Y R

OpenTelemetry ff &R N 25 INEB X EBGEN BB R RN THE. L TBEFEENETRE M.
Blan | A BOE N AERY SR AT LA Amazon ECS &85, Amazon EC2 324 , A AMIX LESL{RIEFH AR
JRIE 0] LA 8 FE Amazon ECS £8f ARN = EC2 Y &i# 3Ll ID,

- BXRTZENREXRBEMNES , S 0penTelemetry HIRELATE
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« B X-Ray RSHEHNER , S HEE X-Ray SDK

BB R B

RIRXFBEMEERRENBERFEMAIRAMBEERPRERTFERBEERER A,
OpenTelemetry 1 X-Ray iz #5%# , BXMAXEMFRE,

® Note
REDT 100% HYEE AT AR AT ME MR A |, FEHREN N ARFEENEE XL,

OpenTelemetry 2t 7T SHMRNBERERE  HAFLCIEBEURERR, BETUFERAEL SDK iF
S ELiE X-Remote Sampler , LAEEA X-Ray X#&#MN, OpenTelemetry

Sk B H9 E b ##E 3K EE OpenTelemetry & :

- ETRXENME — ENARMMERE N , FEERXBENMFRE
- ETRE ID LERHREF — > HBEEE D ENEE

- BERE — FIREMNUEA T OpenTelemetry W EE 2R HI EE L

- BEXRESR — EAXRFEOXUACHRFES

BX X-Ray REAMNKES , SR X-Ra y 25 & PEY RN

Bk OpenTelemetry EZRENFELR , BTSN EZBRELIESR
EEBERLETX

X-Ray SDKs BEEXER ETX , AEEABERPXEMFXBEZRNRX FXR, OpenTelemetry f&£
AELHWNERBEAEEEEEENXEBEE, BEEBMIRLTXPEENEBREBE. 60, X4
EHNARFLEBERHVBRRSEFEERKRTIZBERE , OpenTelemetry 2FRFHEBEEFMAE
OpenTelemetry E XA |, UEECEFEEN , ZFEEANELTXHSIAZBEEENERE
E,

RRBIRIR LT XX

X-Ray # HTTP #x3k#8 OpenTelemetry £/ HTTP $RABRFSABIRIR LT, XEETTUEERETE
FR 55 4 X Y BR ER R H 4 37 KA IR K
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-python-configuration.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/processor/tailsamplingprocessor
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X-Ray SDK £ X-Ray BREFIRLBHEEBRIZLE T, Y—MNRFSBAAS — MRS, RERLEE
SRR BRFRRFAEN LT

OpenTelemetry X#FA T £ T XEABHNZSRBERRLES , 23F -

« W3C BRERET ( BRiN)
 X-Ray BER#Rk
- HtEEXHER

® Note

AT LAEL & OpenTelemetry NfE A — s Zfir@ K. Bl , A X-Ray Propagator 63X
¥ X-Ray IRERHY AWS RS & ERER £ T3,

Bl & H FF X-Ray Propagator /& A #5 AWS RS RER. X AFEFRE LT XE#EZE| API Gateway
i R A H A X-Ray B9IRSS .

« BX X-Ray REFIRAMEE , HZH X-Ray FF R A RIEEE WY R ERF L
« B3 OpenTelemetry L TX/EZEWER , IS H OpenTelemetry XA RY £ T 3CH £ T X &#E

FRHEBEIR
X-Ray # X-Ray #F OpenTelemetry 2t TETE , RAERKAPHNRIEE KB Al @ N AR F AR ER,

X-Ray RHEEFIEMBEIEE. X AVFENMIMEER X-Ray 28 , MAFTHNNARFRBHETRD
MER, XETEXHFISENE , fltn AWS SDK fl HTTP &% , SAK Spring Boot 5 Express.js
EMEELR,

OpenTelemetry®y TEFBEFEHR A RNBBANENEFERFANEE , AFZOHRBER,

EWE OpenTelemetry's Library Instrumentations & X 588 E , BT OpenTelemetry JEMRAVE
&P H# 1T#8F, OpenTelemetry

ST

X-Ray 3 OpenTelemetry TR 75755 H IR EREAE
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https://opentelemetry.io/ecosystem/registry/
https://opentelemetry.io/ecosystem/registry/

AWS X-Ray

FRARER

X-Ray 13t 5
X-Ray SDKs & Fi & 588 K= BB EIE

« [ X-Ray SFHEFRIETBMF DR
- £/ UDP #1T3EFEZE I/0
« % SDK FRINEE

OpenTelemetry BES H

OpenTelemetry fE A ATELE /Y Span $ i 88 KX BREREIE -

- {# /3 http/protobuf 5 grpc X
- FEESHEH OpenTelemetry B CloudWatch 512 RV IH <
- ATEENSHBRE

R0 3R M %% & BRER

X-Ray F1#B OpenTelemetry IRt A Tk, B K RERBIBA A MG
X FH4IE ERAL 3B

X-Ray Daemon AbERERERANIE -

- Y5073k B X-Ray 9 UDP 7 £ SDKs
- HEXEMFHD
- FitE £ F X-Ray RS

OpenTelemetry IRERALE

OpenTelemetry W5 2840 FRIE FRAG IR -

o WK BMUERILARS Y IR ER

o Q03B  AEFRIE IR BRI

- FAEIHRERAEREMER , 215 X-Ray

A RME R RER
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® Note

AWS CloudWatch X323 7] LAZUR OpenTelemetry i HFH XX 2 X-Ray, BEXREZ(E
B, BZHAEAREERMERER OpenTelemetry,

BEEALE ( OpenTelemetryiF EM S )
OpenTelemetry fE B EAEEECIEBEENE#/TEXR

« RFESIENT RTINS RERE
- BERBELENBEENEE

17Z ( OpenTelemetry$3 EHE = )
OpenTelemetry 1T Z I EE R IR 2 B R ELIE

- AFERERLETXELEETELRE

- NTERSLAEEBRETNARFNEERER

B>x OpenTelemetry WEBMEE. , {55 M OpenTelemetry WSS

AX X-Ray EWEE |, 28 (X-Ray F A EHEE) T X-Ray #=

TRER

AR T EBAFNRBER. UTIRRBFEESHESN X-Ray Daemon EBH IR,

/A Important
EM X-Ray U EFE£1E#E| OpenTelemetry {488 , BEE .

1. B OpenTelemetry fi#R75 ZREL X-Ray SDK #y £

2. f§ X-Ray SFHEFEH RN CloudWatch KB = OpenTelemetry Y525 ( A X-Ray FH
& )

- T8 % OpenTelemetry Java

BEEALIE ( OpenTelemetryiS EBLS: )
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AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-OpenTelemetry-metrics.html
https://opentelemetry.io/docs/collector/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
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OpenTelemetry Go

F
E# %) OpenTelemetry Node.js
E#F| OpenTelemetry NET

T8

E# %I OpenTelemetry Ruby

| OpenTelemetry Python

3
3
3
3

HNTNRAEFNIAERAREFNEN
NFHOANGORARE | BIEA T BRI R AR B A RE :

Instrumentation

* OpenTelemetry SDKs

« AWS {83 R & 1T OpenTelemetry hi
BiEWRE

« OpenTelemetry Wi R

« CloudWatch {SE A

iT#%3% OpenTelemetryE T EMABERFRRE , B CloudWatch AIEIFRIFARE, BIIRTTLUE
CloudWatch #2| &# Traces M Trace Map AR UMHEBAET LML , HEEY X- Ray R
SRV ERBREUE APls,

BRERIR S B X
IBREEHIRE S X-Ray OpenTelemetry iR &,

X-Ray # OpenTelemetry 1% & bR

Thee X-ray SDK OpenTelemetry
AL E « X-Ray EHR# - FFIRERS HF OpenTelem
. X-Ray B3 & T 304518 etry W& 258k CloudWatch

RE2 (http/gRPC)
« W3C BRER LT 31548

RERES HE X-Ray sFH =R

FHRE o ZSHbHRE S + X-Ray et ( TEEFERT
. BEEIEL AES )
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https://docs.aws.amazon.com/xray/latest/devguide/xray-api.html
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Ihee X-ray SDK OpenTelemetry
o RIRRM
« X-Ray ¥\ £ T X &%

BHBIETLET

FHIEWNRE |, 8 OpenTelemetry ET ERE AWS SDK, HTTP /%, Web HELRMEMERN X-
Ray ETE, X&4% R OpenTelemetry Bl A = X-Ray #ifs

@ Note
RBERRESNEMR. BXREFAGEA , BERBEESNIBER,

Lambda SMETELE
= OpenTelemetry £ Lambda BEFFER , FERFUTREETZ — :

1. FHA B3 A Lambda = :
« (#%F ) CloudWatch SIFAREF{ES Lambda B

(® Note

ENFERARE , §IRE Lambda FREEL
=, OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false

- AWS EEA T ADOT W E Lambda &

2. FHHiRE R OpenTelemetry B9 Lambda BIEK :
- £/ X-Ray UDP BE S el E M £ BEELLERR
+ i%E X-Ray Lambda % #&&5

F o) 0 22 IR BRI AR
£ X-Ray 20 B2+ 7 BRE# V OpenTelemetry Span :

« ffFR OpenTelemetry BRI B2 KEE

EREIETE 464


AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable-LambdaMain.html
https://aws-otel.github.io/docs/getting-started/lambda
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* [@ Span AINEMY ( FR T X-Ray THIEBFEBAER )

/A Important
KiEF) X-Ray B :
- IRSB|EBEFKRIRA X-Ray &
- HMBERERN X-Ray F5 &
- MNBERT , BESERAN THE

ENEMERER  EFEBABRMElaws . xray . annotationsBHIER P, BXREZEL , BS
9)3 A B E X X-Ray E&.

M X-Ray Daemon E# F| AWS CloudWatch {2k UL EEBS
OpenTelemetry

O] LAME A CloudWatch {25 OpenTelemetry SRESRNEB NN N AR FZRREFNEREE
X-Ray,

(® Note
CloudWatch fXEARZS 1.300025.0 R E SR T ARERER, OpenTelemetry £/
CloudWatch {XE X X-Ray Daemon AR B EEENREHE, EXEZEER , BZH
£ CloudWatch REBUEIEIR, BEFMBRER.

Sections

 1£ Amazon EC2 S A i#hfR$F a8 LT %
« 1£ Amazon ECS EF¥

- 1£ Elastic Beanstalk £i¥#

M X-Ray Daemon E# E| AWS CloudWatch K E = Yt &85 OpenTelemetry 465


https://aws-otel.github.io/docs/getting-started/x-ray#enable-the-customized-x-ray-annotations
AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
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£ Amazon EC2 s &b R <588 EiX i

/A Important
£ A CloudWatch {RE = OpenTelemetry W& ES 2 81 , 1B1F 1k X-Ray Daemon ##2 , LB
L3R O 2R,

MAEW X-Ray FHEFIRE

REFHEF

BB X-Ray Daemon AEREANUTHEZ —REW
FHRE

M X-Ray SF##2F Amazon S3 &R T 8 HZE1T AT HAT X
ke

BaEplnt | ERALMAZRFHER

#!/bin/bash
curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-
xray-daemon-3.x.rpm \
-0 /home/ec2-user/xray.rpm
yum install -y /home/ec2-user/xray.rpm

BE #HETHER

BIBW X-Ray Daemon ERARFERAUTE—FEERER :

Example fi£ A Bt & 304

./xray -c ~/xray-daemon.yaml

1€ Amazon EC2 S AN fR 5588 EiER 466
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FRARER

BITHESPER
BB X-Ray Daemon FHARBE U THSHEH -

~/xray-daemon$ ./xray -o -n us-east-1

EEBRTHER
ENEI D EC2 K5I MIBR X-Ray Daemon , AT AT #4E :
1. FLEFHEFRS

systemctl stop xray

2. THBREC & XA

m ~/path/to/xray-daemon.yaml

3. MREHEE , BMERBEXH :

(® Note
BEXHVERRTENEE :
- WH{TEE : /var/log/xray-daemon.log
- BENH : ®ELogPathi®E

R EX CloudWatch
TIREE

BXRLZEUH , BSAEAMARS SR £ L% CloudWatch X3,

BLERE

1. RIEEE XS ARERKE, BXEZER , 5 FEIE CloudWatch KIBELE 3,
2. 1% & IAM R :

- AREKMIAM BRHEEILEHR, AXESERE , FSHRRE IAM A&,

- BR—AFRZNAREZIEEE xray:PutTraceSegmentsiX R,

1€ Amazon EC2 S AN fR 5588 EiER
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AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#install-CloudWatch-Agent-iam_user-first
AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html
AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#install-CloudWatch-Agent-iam_permissions-first
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FRARER

Bz K

BEXEHRENGESA  FSHEAGTITE3) CloudWatch X3,

®E OpenTelemetry WSS

RIRW R

THHLEERATEWIRERSEMN OpenTelemetry IERS, BXiIEE | TS EWESS,

o E W EE B8R
EWESEPEEUTAEYE :
 awsproxy ¥ B

X-Ray R & FH /Y
- OTel #185

I8 B1 PR 5 R M TR
. X 5 HE

@ X-Ray ZIXH T

Example X5 25EL & T~ 5] — otel-collector-config .yaml

extensions:
AWSpPIOXY:
endpoint: 127.0.0.1:2000
health_check:

receivers:
otlp:
protocols:
grpc:
endpoint: 127.0.0.1:4317
http:
endpoint: 127.0.0.1:4318

processors:
batch:

1€ Amazon EC2 S AN fR 5588 EiER
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AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#start-CloudWatch-Agent-EC2-commands-fleet
https://opentelemetry.io/docs/collector/installation/
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exporters:
awsxray:
region: 'us-east-1'

service:
pipelines:
traces:
receivers: [otlp]
exporters: [awsxray]
extensions: [awsproxy, health_check]

/A Important
fEfAxray:PutTraceSegmentsiX REE AWS Fif, BEXEZEE , B REEERE.
B

R ENE B X HIZITUERSRS

otelcol --config=otel-collector-config.yaml

£ Amazon ECS LEiF#

/A Important

BNES AL TEEEBERANEMKESNxray:: PutTraceSegmentsiX R,
£ [E— A EH LiE1T CloudWatch K OpenTelemetry INEES R BT 2Bl , BELLEAMNAERN
X-Ray Daemon & g5 , UABhLLIw O 2R,

A CloudWatch ¥

1. MILE# ECR 22 HEERFREX Docker B Fo
2. BIEEZFcw-agent-otel.json: WEEXH

{
"traces": {
"traces_collected": {

1£ Amazon ECS Li¥#% 469


sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
https://gallery.ecr.aws/cloudwatch-agent/cloudwatch-agent
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FRARER

"Xray": {
"tcp_proxy": {
"bind_address": "0.0.0.0:2000"

}
},
"otlp": {
"grpc_endpoint": "0.0.0.0:4317",
"http_endpoint": "0.0.0.0:4318"
}

}
}
}

3. [EEFMAE Systems Manager SEFMF :

1. ¥TFF https://console.aws.amazon.com/systems-manager/

2. %EF QRS
3. HMANTE:
- B /ecs/cwagent/otel-config
- ER o WE
- KB . FHH
o BIEERH . XK

- {B : [f¥ cw-agent-otel .json e & X5 5 F b 4b]

4. FERAFEMBEXRESEN

EENAESENH  BHERRTEEANEKNER, FRAEKME2RIAER | JELKHNEIA VPC
R{ER, EFENED | iIREBOTEL_EXPORTER_OTLP_TRACES_ENDPOINTIREZ & LLEIR

OpenTelemetry SDK CloudWatch X 4 i 15

ERZEE - RAEFRRE

Collector BEaRVEEHE , SUENIRIRM B AR FFH OpenTelemetry SDK &% % Collector &85

Example CloudWatch XEBESE X

"containerDefinitions": [

{

"name": "cwagent",

"image": "public.ecr.aws/cloudwatch-agent/cloudwatch-agent:latest",

"portMappings": [
{

"containerPort": 4318,

1£ Amazon ECS L%
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https://console.aws.amazon.com/systems-manager/
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"hostPort": 4318,
"protocol": "tcp"

},
{
"containerPort": 4317,
"hostPort": 4317,
"protocol": "tcp"
I
{
"containerPort": 2000,
"hostPort": 2000,
"protocol": "tcp"
}
1,
"secrets": [
{
"name": "CW_CONFIG_CONTENT",
"valueFrom": "/ecs/cwagent/otel-config"
}
]
},
{
"name": "application",
"image": "APPLICATION_IMAGE",
"links": ["cwagent"],
"environment": [
{
"name": "OTEL_EXPORTER_OTLP_TRACES_ENDPOINT",
"value": "http://cwagent:4318/vl1/traces"
}
]
}

BAXEZER |, H57E Amazon ECS £#82 CloudWatch X3 LAY EE Amazon EC2 SEfHI4I84R.

£/ OpenTelemetry Y5 &5

1. otel/opentelemetry-collector-contribM Docker Hub 3kEX Docker % .

2. otel-collector-config.yamlfEfA 5 Amazon BLEWER B HENRNBLIESR F EC2 &
EXH , BEEFHLHTRE0.0.0.0188127.0.0. 1,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-instancelevel.html
https://hub.docker.com/r/otel/opentelemetry-collector-contrib
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3. E7 Amazon ECS HERALEE , B LUNELE 7% 7 Systems Manager S8 E#+. HE , |l
£ Systems Manager ZHFHEH A , RAEERCEHSH. FRAUTEEAEHNSH .

- B : lecs/otel/config ( WERBEMESE X PRSI ALLER)
- EE bR
- KB FHH
- BiEERH XK
« {B : [f¥ otel-collector-config .yaml Bg & % b 2 tb4b]
4. UM ER A6, BIEEBE OpenTelemetry LB ESE Lo

EEFSENH , BERRTEAEANBKNER, HFXBRNERIAER |, IEENERIA VPC #
FA. EFEMSEF |, REOTEL_EXPORTER_OTLP_TRACES_ENDPOINTHMEZELLIF S
OpenTelemetry DK OpenTelemetry WS in L fim 0. BENZAE—MNNARFBEE
Collector R4z | LUEFREMNNARERFH OpenTelemetry SDK %&3i% % Collector &85,

Example OpenTelemetry WSS E S E X

{
"containerDefinitions": [
{
"name": "otel-collector",
"image": "otel/opentelemetry-collector-contrib",
"portMappings": [
{

"containerPort": 2000,
"hostPort": 2000

.
{
"containerPort": 4317,
"hostPort": 4317
.
{
"containerPort": 4318,
"hostPort": 4318
}
1,
"command": [
"--config",
"env:SSM_CONFIG"
1,

"secrets": [

1£ Amazon ECS L% 472
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{
"name": "SSM_CONFIG",
"valueFrom": "/ecs/otel/config"
}
]
.
{
"name": "application",
"image": "APPLICATION_IMAGE",
"links": ["otel-collector"],
"environment": [
{
"name": "OTEL_EXPORTER_OTLP_TRACES_ENDPOINT",
"value": "http://otel-collector:4318/vl/traces"
}
]
}

1£ Elastic Beanstalk LiF%

/A Important
£ CloudWatch fXI2 2 Bi {21k X-Ray Daemon ##2 , LABH k3% O )H 3R,

B AW X-Ray Daemon R 283 F A Elastic Beanstalk 24|14 BH , REELFEHEEXHE
NARFRABEPEE X-Ray Daemon,

£ A CloudWatch &

£ Amazon Linux 2 SF& L , .ebextensionsiid& X4 E & CloudWatch {XIE :

1. EIBRE F.ebextensionsFERIE—NERHWE R
2. £ .ebextensions B %cloudwatch.confighBIBE—NEHANXH , RBWT :

files:
"/opt/aws/amazon-cloudwatch-agent/etc/config.json":
mode: "Q644"

£ Elastic Beanstalk £F% 473
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owner: root
group: root
content: |
{
"traces": {
"traces_collected": {
"otlp": {
"grpc_endpoint": "12.0.0.1:4317",
"http_endpoint": "12.0.0.1:4318"
}
}
}
}

container_commands:
start_agent:
command: /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a
append-config -c file:/opt/aws/amazon-cloudwatch-agent/etc/config.json -s

3. HEEFiZ.ebextensions B FEBEENAREFRES

B Elastic Beanstalk iEX N EZELE , S EFAREXHHTERHEERE L,

T F OpenTelemetry Java

AFREERM X-Ray SDK TBEEAF Java BAEFH OpenTelemetry SDK B35S

Sections

- EREBEIRAUBRE R

- £ SDK W FFMNUBFMRE R

« BRERMEARIER (Spring EERTE )
- AWS BT R TE S v2 it

- WNEE HTTP AA

« NEAMENMERE

- FIoIRRERBE

+ Lambda X 8§
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elasticbeanstalk/latest/dg/ebextensions.html

AWS X-Ray FEARER
ERBEFIRNBRA R

With X-Ray Java agent

ES A X-Ray Java RE , FEERNARFH JVM S,

-javaagent:/path-to-disco/disco-java-agent.jar=pluginPath=/path-to-disco/disco-
plugins

With OpenTelemetry-based Java agent
£/ OpenTelemetry®E F Java R IE,

- f£/ AWS Distro for OpenTelemetry (ADOT) Auto-Instrumention Java X2 A ADOT Java X
BHITEIRN. BEXEZEL , FSREA Java RE BN REREMENR. MRERER
BR , BEZEROTEL_METRICS_EXPORTER=none HEZE. LM Java KBS HIEHR.

( Al ) BE T LAESEA ADOT Java B3N M AR FE S A CloudWatch NARFES , MU
LRYINARFRNESTRRHREKENAREFEEE. AWS Application Signals 12t AR A
BEADOLNE—UE , TRENRARR. RESTEKEBXR , ASERNSENAREFRNE
TR BXEZEER |, 55 Application Signals.
- f£/ OpenTelemetry Java REH T BN, BXEZEE , BSRMFER Java REHTENRE

B,

£/ SDK M F UM RS =

Tracing setup with X-Ray SDK

EfAERAT Java B9 X-Ray SDK RN EHNRE , BEFENZAWSXRayEE BERSZ A4 FMA
HSRBERN |, RS EARENIDRER.

static { AWS XRayRecorderBuilder builder = AWS
XRayRecorderBuilder.standard().withPlugin(new EC2Plugin()).withPlugin(new
ECSPlugin()); AWS XRay.setGlobalRecorder(builder.build());

}

Tracing setup with OpenTelemetry SDK

LT RBKRRLERN,
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https://aws-otel.github.io/docs/getting-started/java-sdk/auto-instr
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://opentelemetry.io/docs/zero-code/java/agent/
https://opentelemetry.io/docs/zero-code/java/agent/
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<dependencyManagement>
<dependencies>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-bom</artifactId>
<version>1.49.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-instrumentation-bom</artifactId>
<version>2.15.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-sdk</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-api</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry.semconv</groupId>
<artifactId>opentelemetry-semconv</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-exporter-otlp</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-xray</artifactId>
<version>1.46.0</version>
</dependency>
<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-xray-propagator</artifactId>

£/ SDK By F 3 (X B R 75 58
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<version>1.46.0-alpha</version>

</dependency>

<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-resources</artifactId>
<version>1.46.0-alpha</version>

</dependency>

</dependencies>

Btk EE OpenTelemetry SDK , TracerProviderRa£ FEM—1MX
R, OpenTelemetrySdkElEB A TAH :

- OTLP Span %88 ( #l4n OtlpGrpcSpanExporter ) -FiRE S Hi 2] CloudWatch L2,
OpenTelemetry W& BT A FER

« AWS X-Ray & #%88 — HIRER L T X&#EE 5 X-Ray £ AWS BRFFTLFR
- AWS X-Ray-Remote X#*8fF — WIREFEMA X-Ray REMNX FRIITRE , MFEEREA
o FRRMET (Bl , EcsResource 3 Ec2Resource ) — 1Mz 1T S AR F I E K THIE

import io.opentelemetry.api.common.Attributes;

import io.opentelemetry.context.propagation.ContextPropagators;
import io.opentelemetry.contrib.aws.resource.Ec2Resource;

import io.opentelemetry.contrib.aws.resource.EcsResource;

import io.opentelemetry.contrib.awsxray.AwsXrayRemoteSampler;

import io.opentelemetry.contrib.awsxray.propagator.AwsXrayPropagator;
import io.opentelemetry.exporter.otlp.trace.OtlpGrpcSpanExporter;
import io.opentelemetry.sdk.OpenTelemetrySdk;

import io.opentelemetry.sdk.resources.Resource;

import io.opentelemetry.sdk.trace.SdkTracerProvider;

import io.opentelemetry.sdk.trace.export.BatchSpanProcessor;

import io.opentelemetry.sdk.trace.samplers.Sampler;

import static io.opentelemetry.semconv.ServiceAttributes.SERVICE_NAME;

// ...

private static final Resource otelResource =
Resource.create(Attributes.of(SERVICE_NAME, "YOUR_SERVICE_NAME"))
.merge(EcsResource.get())
.merge(Ec2Resource.get());
private static final SdkTracerProvider sdkTracerProvider =
SdkTracerProvider.builder()
.addSpanProcessor(BatchSpanProcessor.create(
OtlpGrpcSpanExporter.getDefault()

£/ SDK By F 3 (X B R 75 58
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)

.addResource(otelResource)
.setSampler(Sampler.parentBased(
AwsXrayRemoteSampler.newBuilder(otelResource).build()

)
.build();
// Globally registering a TracerProvider makes it available throughout the
application to create as many Tracers as needed.
private static final OpenTelemetrySdk openTelemetry =
OpenTelemetrySdk.buildexr()
.setTracerProvider(sdkTracerProvider)

.setPropagators(ContextPropagators.create(AwsXrayPropagator.getInstance()))
.buildAndRegisterGlobal();

BRIERMEARER ( Spring BRI E)
With X-Ray SDK

BXRUMAIERTHE Spring M X-Ray SDK kR MENNARFNEER , BESHWHE Spring B
AOP HiEH F Java By X-Ray SDK, BZHEEZFH AOP , BERUT L,

1. BLi& Spring

2. @ R AR R A IR BRI K BR
3. AIRBERIERREIED
4. BENBEF B H X-Ray

With OpenTelemetry SDK

OpenTelemetry 124t T BEFERUERT Spring Boot M ARRFIE AERNWERER, EUKINEEZ
A Spring Boot it T & |, BRI KB,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-spring-boot-starter</artifactId>
</dependency>

BRWMARER OpenTelemetry 2 &5 A MELE Spring Boot T& OpenTelemetry I EZEE. |, &
SR AT,

BRERE ARIER ( Spring BT E) 478


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html#xray-sdk-java-aop-spring-configuration
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html#xray-sdk-java-aop-filters-spring
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html#xray-sdk-java-aop-annotate-or-implement
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-aop-spring.html#xray-sdk-java-aop-activate-xray
https://opentelemetry.io/docs/zero-code/java/spring-boot-starter/getting-started/

AWS X-Ray FEARER

Using OpenTelemetry-based Java agents

Xt Spring Boot B A FH TR MV NKEES ZREAHFEFTERNMA OpenTelemetry Java
RIE  FEEMER SDK MLt , EXRRETESH out-of-the-boxMHMEE. BEXANEER |, &
SRERBEIRMBRE R,

AWS BT AT BEG v2 a1l

With X-Ray SDK

LRIEMRA B T laws-xray-recorder-sdk-aws-sdk-v2-instrumentor FHERE | SEA T
Java iy X-Ray AWS SDK AJ L B #1#&MFFE SDK v2 & F i,

EEA AWS SDK for Java 2.2 RESRARN ENEFF iR AWS RSN T EEF®ER |, &
W imiEEE P EHEBR1Zaws-xray-recorder-sdk-aws-sdk-v2i&R | HEEZER, aws-
xray-recorder-sdk-aws-sdk-v2-instrumentor BEEEREMNEFHRTEI#ITE
M, TracingInterceptor

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

// ...

public class MyModel {
private DynamoDbClient client = DynamoDbClient.builder()
.region(Region.US_WEST_2)
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(new TracingInterceptor())
.build()
)
.build();
/...

With OpenTelemetry SDK

EB8m3NPTE AWS SDK & i , R lopentelemetry-aws-sdk-2.2-
autoconfigure F#&EiR,

<dependency>
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https://opentelemetry.io/docs/zero-code/java/agent/
https://opentelemetry.io/docs/zero-code/java/agent/
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<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-aws-sdk-2.2-autoconfigure</artifactId>
<version>2.15.0-alpha</version>
<scope>runtime</scope>

</dependency>

ERNEAN AWS SDK & iR , R lopentelemetry-aws-sdk-2.2F&ER,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-aws-sdk-2.2</artifactId>
<version>2.15.0-alpha</version>
<scope>compile</scope>
</dependency>

RfE , EEIE AWS SDK B FimEt E A £ B8R

import io.opentelemetry.instrumentation.awssdk.v2_2.AwsSdkTelemetry;

T coo

AwsSdkTelemetry telemetry = AwsSdkTelemetry.create(openTelemetry);
private final S3Client S3_CLIENT = S3Client.builder()
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(telemetry.newExecutionInterceptor())
.build())
.build();

KN4EE HTTP A
With X-Ray SDK

EfFA X-Ray & HW HTTP &R , FEE&A T Java B Apache HttpClient iR 4<# X-Ray
SDK,

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();

AL HTTP B H 480



AWS X-Ray FEARER

With OpenTelemetry SDK

5 X-Ray Java SDK ApacheHttpClientTelemetry 3£fl , © OpenTelemetry £t 7 —1NEF
ERESHEMNE | ZFEATFIE the BIEHI , HttpClientBuilderBA{E A HttpClient pache
21 OpenTelemetryE T B E M £ T 3£ #,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-apache-httpclient-5.2</artifactId>
<version>2.15.0-alpha</version>
<scope>compile</scope>
</dependency>

BT 23K B8R 5B R¥lopentelemetry-java-instrumentation, newHttpClient() I24t# HTTP & iR
R ERITHERERRER,

import io.opentelemetry.api.OpenTelemetry;

import
io.opentelemetry.instrumentation.apachehttpclient.v5_2.ApacheHttpClientTelemetry;
import org.apache.hc.client5.http.classic.HttpClient;

import org.apache.hc.client5.http.impl.classic.HttpClientBuilder;

public class ApacheHttpClientConfiguration {

private OpenTelemetry openTelemetry;

public ApacheHttpClientConfiguration(OpenTelemetry openTelemetry) {
this.openTelemetry = openTelemetry;

}

// creates a new http client builder for constructing http clients with open
telemetry instrumentation
public HttpClientBuilder createBuilder() {
return
ApacheHttpClientTelemetry.builder(openTelemetry).build().newHttpClientBuildexr();
}

// creates a new http client with open telemetry instrumentation
public HttpClient newHttpClient() {
return ApacheHttpClientTelemetry.builder(openTelemetry).build().newHttpClient();
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Xt ELAth B Y Y 25 <45

£ EBNE, ER. NAEFRSSHEMN THHEMTE GitHub FEFER X IF OpenTelemetry Java #Y
EIENTEEIIR, JVMs

mE , B LR OpenTelemetry SEM &R T 2 E OpenTelemetry RN, EFRER , HS
5 F At = o

F 3 0 2 IR ER B E
With X-Ray SDK

£ X-Ray SDK , EEfEAbeginSegmentfbeginSubsegment 7EZRF & X-Ray 5 B
F o,

Segment segment = xrayRecorder.beginSegment("ManualSegment");
segment.putAnnotation("annotationKey", "annotationValue");
segment.putMetadata("metadataKey", "metadataValue");

try {
Subsegment subsegment =
xrayRecorder.beginSubsegment("ManualSubsegment");
subsegment.putAnnotation("key", "value");

// Do something here

} catch (Exception e) {
subsegment.addException(e);

} finally {
xrayRecorder.endSegment();

}

With OpenTelemetry SDK

BRI LMER B E LB EREZRABNBFEHIRNAIEINEE. FE8  REBEEPRESHS
BN X-Ray 7B , B EbIEEHLHEHRA X-Ray F 7K.

B, REECE— Tracer REKEE , IR LAER ZopenTelemetry.getTracer 543K
BE, XFEERATLBEMTracerProvider®y Tracer 32 SDK B F 35U B8 R 5 =6,
BRI UREZSECNBEEREN Tracer 24 , BEEENEBEANNARFER— Tracer,

Tracer tracer = openTelemetry.getTracer("my-app");
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YRATLAfE A Tracer ROIEREE,

import io.opentelemetry.api.common.AttributeKey;
import io.opentelemetry.api.trace.Span;

import io.opentelemetry.api.trace.SpanKind;
import io.opentelemetry.api.trace.Tracer;

import io.opentelemetry.context.Scope;

// SERVER span will become an X-Ray segment

Span span = tracer.spanBuilder('"get-token")
.setKind(SpanKind.SERVER)
.setAttribute("key", "value")
.startSpan();

try (Scope ignored = span.makeCurrent()) {

span.setAttribute("metadataKey", "metadataValue");
span.setAttribute("annotationKey", "annotationValue");

// The following ensures that "annotationKey: annotationValue" is an annotation in
X-Ray raw data.
span.setAttribute(AttributeKey.stringArrayKey("aws.xray.annotations"),
List.of("annotationKey"));

// Do something here
}

span.end();

FBERRRIARE N “WE,

// Default span of type INTERNAL will become an X-Ray subsegment
Span span = tracer.spanBuilder("process-header")

.startSpan();
try (Scope ignored = span.makeCurrent()) {

doProcessHeader();

£/ OpenTelemetry SDK [a IR ER AR MERE M T B IR

ELHEMNRAIF | ZsetAttribute FEATRBNEERNEM. BRIAMBERT , FIE span B4
G R X-Ray RABEFNTHEE. A TRRNBMEERNIBMARTEE , LEN RS
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FizEMRNRAMElaws . xray.annotationsEBMHIRFP, BEXEZEELE , BSRNEAEEN X-

Ray ERBRFERUAR TEHIE.

{# /8 OpenTelemetry& F Java LI

MRIEMER Java REBIRANARERF , WEBENARFHNITFHEA. Sl , ERRAEF
FRAS U AT B B Y B8 B R R B ED 0 Y KRS

EFARKERTFIRN , BFEEEAZopentelemetry-api M. WRRAFBELLAEMA
B

import io.opentelemetry.api.GlobalOpenTelemetry;
import io.opentelemetry.api.trace.Span;

// ...

Span parentSpan = Span.current();

Tracer tracer = GlobalOpenTelemetry.getTracer("my-app");

Span span = tracer.spanBuilder("my-span-name")
.setParent(io.opentelemetry.context.Context.current().with(parentSpan))
.startSpan();

span.end();

Lambda 1% 25
With X-Ray SDK

£ X-Ray SDK , £ 8 Lambda B A X RERE , TEHTEMHEZR AT FEA X-Ray
SDK, Lambda f#8I2Z—/N&RR Lambda S BEFEANXE , BLETMABMIAGEENTER X-
Ray SDK B2 F 7 BRI B Eo

With OpenTelemetry-based solutions

Bz M Lambda & — @A LMERUTHRAEBFHIRN AWS A iR Lambda EHY
Lambda & :

« CloudWatch MR F{ES Lambda & ( ##% )
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® Note

Itk Lambda EEIA/E A CloudWatch R BREFES |, B WEISFRF R ER K S 1= 81
Lambda M AR EENEITIRR. A TNHTERE , H1%E Lambda MEELE,
OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false

« REW Lambda MNAREF B AMENZETRR KR
o BIABER T 2 E 8T YR EEIEFR M BR BR

- AWS &R T ADOT Java K93E& Lambda . BXEZEE , BZHAERT Java B L AWS
amb OpenTelemetry da Support Z1ThRo

ENFHIRNSEHIRMNE—EER , ESNEH SDK WFUERRAR, R TRD BB
Al LAZ B OpenTelemetry Fh# M N &K Lambda EEAE K OpenTelemetry BRER.

OpenTelemetry £t %t AWS Lambda B F 5548

ZE LT AT AA Amazon S3 ListBuckets B9 Lambda B #{L8,

package example;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.ListBucketsRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsResponse;
import software.amazon.awssdk.services.s3.model.S3Exception;

public class ListBucketsLambda implements RequestHandler<String, String> {

private final S3Client S3_CLIENT = S3Client.builder()

.build();
@Override
public String handleRequest(String input, Context context) {
try {
ListBucketsResponse response = makelListBucketsCall();
context.getLogger().log("response: " + response.toString());
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return "Success";
} catch (Exception e) {
throw new RuntimeException(e);

}
}
private ListBucketsResponse makelListBucketsCall() {
try {
ListBucketsRequest listBucketsRequest = ListBucketsRequest.builder()

.build();
ListBucketsResponse response = S3_CLIENT.listBuckets(listBucketsRequest);
return response;
} catch (S3Exception e) {
throw new RuntimeException("Failed to call S3 listBuckets" +

e.awsErrorDetails().errorMessage(), e);

}
}
AT RARBIR Ko

dependencies {

implementation('com.amazonaws:aws-lambda-java-core:1.2.3"')
implementation('software.amazon.awssdk:s3:2.28.29')
implementation('org.slf4j:slf4j-nop:2.0.16")

EFHRNER Lambda 4 EBFRRF M Amazon S3 B |, iHFHITUATRE,

1.

Ff3=IMRequestHandler ( = RequestStreamHandler ) BB B AT
B TracingRequestHandler ( 2 TracingRequestStreamHandler ) BV ERIEEE,

LBl — NI R TracerProvider £ FEM— MR, OpenTelemetrySdk BiIEE R :
TracerProvider

a. %8 X-Ray UDP BES HBRNELBELER , A TE Lambda B UDP X-Ray i R KX R
ER

b. ParentBased AT BHIEHESS ( WRKREE , N HABRIAE)

c. & service.name IRIEHN Lambda EIEXE A R IR

d. X-Ray Lambda 1&3#%&83

ffhandleRequest FEE R NdoHandleRequest H FHOpenTelemetrySdkXf KiLiELHESE,
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4. BIEMEBEEFIREMESES , FH OpenTemetry AWS 4 FF 4% TE KM Amazon S3 FF
Ui

YREZELLT OpenTelemetrytf < Bk #ix R,

dependencies {

implementation("software.amazon.distro.opentelemetry:aws-distro-opentelemetry-xray-
udp-span-exporter:0.1.0")

implementation(platform('io.opentelemetry.instrumentation:opentelemetry-
instrumentation-bom:2.14.0'))
implementation(platform('io.opentelemetry:opentelemetry-bom:1.48.0"'))

implementation('io.opentelemetry:opentelemetry-sdk')
implementation('io.opentelemetry:opentelemetry-api')
implementation('io.opentelemetry.contrib:opentelemetry-aws-xray-propagator:1.45.0-
alpha')
implementation('io.opentelemetry.contrib:opentelemetry-aws-resources:1.45.0-alpha')
implementation('io.opentelemetry.instrumentation:opentelemetry-aws-lambda-
core-1.0:2.14.0-alpha')
implementation('io.opentelemetry.instrumentation:opentelemetry-aws-sdk-2.2:2.14.0-
alpha')
}

LTREERTHITHEEHREH Lambda B, SR LG EA B E LB ERI T B RHEAE
E.

package example;
import java.time.Duration;
import com.amazonaws.services.lambda.runtime.Context;

import io.opentelemetry.api.common.Attributes;

import io.opentelemetry.context.propagation.ContextPropagators;

import io.opentelemetry.contrib.aws.resource.LambdaResource;

import io.opentelemetry.contrib.awsxray.propagator.AwsXraylLambdaPropagator;
import io.opentelemetry.instrumentation.awslambdacore.vl_0.TracingRequestHandler;
import io.opentelemetry.instrumentation.awssdk.v2_2.AwsSdkTelemetry;

import io.opentelemetry.sdk.OpenTelemetrySdk;
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import io.opentelemetry.sdk.resources.Resource;

import io.opentelemetry.sdk.trace.SdkTracerProvider;

import io.opentelemetry.sdk.trace.export.SimpleSpanProcessor;

import io.opentelemetry.sdk.trace.samplers.Sampler;

import static io.opentelemetry.semconv.ServiceAttributes.SERVICE_NAME;

import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.s3.model.ListBucketsResponse;

import software.amazon.awssdk.services.s3.model.S3Exception;

import
software.amazon.distro.opentelemetry.exporter.xray.udp.trace.AwsXrayUdpSpanExporterBuilder;

public class ListBucketsLambda extends TracingRequestHandler<String, String> {
private static final Resource lambdaResource = LambdaResource.get();
private static final SdkTracerProvider sdkTracerProvider =
SdkTracerProvider.buildex()
.addSpanProcessor(SimpleSpanProcessor.create(
new AwsXrayUdpSpanExporterBuilder().build()
))
.addResource(
lambdaResource
.merge(Resource.create(Attributes.of (SERVICE_NAME,
System.getenv("AWS_LAMBDA_FUNCTION_NAME"))))
)
.setSampler(Sampler.parentBased(Sampler.alwaysOn()))
.build();
private static final OpenTelemetrySdk openTelemetry =
OpenTelemetrySdk.builder()
.setTracerProvider(sdkTracerProvider)

.setPropagators(ContextPropagators.create(AwsXrayLambdaPropagator.getInstance()))
.buildAndRegisterGlobal();
private static final AwsSdkTelemetry telemetry =
AwsSdkTelemetry.create(openTelemetry);
private final S3Client S3_CLIENT = S3Client.builder()
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(telemetry.newExecutionInterceptor())
.build())
.build();

public ListBucketsLambda() {
super(openTelemetry, Duration.ofMillis(0Q));
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@Override
public String doHandleRequest(String input, Context context) {
try {
ListBucketsResponse response = makelListBucketsCall();
context.getlLogger().log("response: " + response.toString());
return "Success";
} catch (Exception e) {
throw new RuntimeException(e);

}
}
private ListBucketsResponse makelListBucketsCall() {
try {
ListBucketsRequest listBucketsRequest = ListBucketsRequest.builder()

.build();
ListBucketsResponse response = S3_CLIENT.listBuckets(listBucketsRequest);
return response;
} catch (S3Exception e) {
throw new RuntimeException("Failed to call S3 listBuckets" +
e.awsErrorDetails().errorMessage(), e);

}

WA Lambda BEREETS |, BIFEZEH A Trace Map TEEIBATIRER, CloudWatch
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489



s =
AWS X-Ray FEARIER
™ N, / A \, / \ \, J
Client O java-otel-manual O java-otel-manual O java-otel-manual 083
Lambda Context Lambda Function S3
Segments Timeline i 8
408
@0 Group by nodes Segment status Response code Duration Hosted in
¥ java-otel-manual AWS:Lambda
java-otel-manual @ok 200 3.99s
¥ java-otel-manual AWS::Lambda:Function
Java-otel-manual @ok - 2535
Init @ok - 1.285
Overhead @ oK - 15ms
¥ java-otel-manual
java-otel-manual @ oK - 2425
53 @ oK 200 1628
¥ 53 AWS:S3
53 @ oK 200 1628

1T ¥ E| OpenTelemetry Go

M X-Ray T#8t , AL TRBREIGER OpenTelemetry SDK FE&MEH Go MARRF

£/ SDK #1TF 311N

Tracing setup with X-Ray SDK

£/ X-Ray SDK for Go BY , FEEEBRSHEHHAMREANN |, REF BEXABRAITRM.

func init() {
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()

xray.Configure(xray.Config{
DaemonAddr: "127.0.0.1:2000",
ServiceVersion: "1.2.3",

D

E# % OpenTelemetry Go
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Set up tracing with OpenTelemetry SDK

B 3EH1L a TracerProvider H G E Mt 1 & FIRERESIRMEFKBELE OpenTelemetry SDK, FAll
BUREUTAE :

« OTLP BREZS H8F — [ CloudWatch {RI2 5, OpenTelemetry Y255 H R BRAt E B IR
 X-Ray Propagator — FEEFRER L T X&HEE 5 X-Ray EHRH AWS RS

+ X-Ray-Remote Sampler — i X-Ray M NI BT REE RN EEFEH

o FRRNB[-RNZTNARFNENN THEE

import (
"go.opentelemetry.io/contrib/detectors/aws/ec2"
"go.opentelemetry.io/contrib/propagators/aws/xray"
"go.opentelemetry.io/contrib/samplers/aws/xray"
"go.opentelemetry.io/otel"
"go.opentelemetry.io/otel/exporters/otlp/otlptrace/otlptracegrpc”

"go.opentelemetry.io/otel/sdk/trace"

func setupTracing() error {
ctx := context.Background()

exporterEndpoint := os.Getenv("OTEL_EXPORTER_OTLP_ENDPOINT")
if exporterEndpoint == "" {
exporterEndpoint = "localhost:4317"

}
traceExporter, err := otlptracegrpc.New(ctx,
otlptracegrpc.WithInsecure(),
otlptracegrpc.WithEndpoint(exporterEndpoint))
if err !'= nil {
return fmt.Errorf("failed to create OTLP trace exporter: %v'", err)
}
remoteSampler, err := xray.NewRemoteSampler(ctx, "my-service-name", "ec2")
if err !'= nil {
return fmt.Errorf("failed to create X-Ray Remote Sampler: %v", err)
}
ec2Resource, err := ec2.NewResourceDetector().Detect(ctx)
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if err !'= nil {
return fmt.Errorf("failed to detect EC2 resource: %v", err)

}

tp := trace.NewTracerProvider(
trace.WithSampler(remoteSampler),
trace.WithBatcher(traceExporter),
trace.WithResource(ec2Resource),

)

otel.SetTracerProvider(tp)
otel.SetTextMapPropagator(xray.Propagator{})

return nil

IRERME ARER (HTTP BRI )
With X-Ray SDK

ANTER X-Ray X HTTP L BRF#HTRN , AT X-Ray L BREFHERER D K
NewFixedSegmentNamer,

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer ("myApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))

)
http.ListenAndServe(":8000", nil)

With OpenTelemetry SDK

EFEA HTTP A BREF#H TR OpenTelemetry , i OpenTelemetry®#y newHandler J5 3% &
RIENRBLERFRB,

import (
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"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

helloHandler := func(w http.ResponseWriter, req *http.Request) {
ctx := req.Context()
span := trace.SpanFromContext(ctx)
span.SetAttributes(attribute.Bool("isHelloHandlexrSpan", true),
attribute.String("attrKey", "attrValue"))

_, _ = io.WriteString(w, "Hello World!\n")

otelHandler := otelhttp.NewHandler(http.HandlerFunc(helloHandler), "Hello")

http.Handle("/hello", otelHandler)
err = http.ListenAndServe(":8080", nil)
if err !'= nil {

log.Fatal(err)

AWS EATF Go v2 @MY SDK
With X-Ray SDK

AN TRMKE AWS SDK ByfEH AWS &R , BATERNFFmEET 7O TRN

// Create a segment
ctx, root := xray.BeginSegment(context.TODO(), "AWSSDKV2_Dynamodb")
defer root.Close(nil)

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion("us-west-2"))
if err !'= nil {
log.Fatalf("unable to load SDK config, %v", err)
}
// Instrumenting AWS SDK v2
awsv2.AWSV2Instrumentor(&cfg.APIOptions)
// Using the Config value, create the DynamoDB client
svc := dynamodb.NewFromConfig(cfg)
// Build the request with its input parameters
_, err = svc.ListTables(ctx, &dynamodb.ListTablesInput{
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Limit: aws.Int32(5),

1}
if err !'= nil {

log.Fatalf("failed to list tables, %v", err)
}

With OpenTelemetry SDK

#9 AWS SDK for Go v2 Instrumen OpenTelemetry tion 124t 7 X4 73 AWS SDK BAMRE X,
LU RIRER S3 BFimiARANRHA

import (

"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

"go.opentelemetry.io/otel"

oteltrace "go.opentelemetry.io/otel/trace"

awsConfig "github.com/aws/aws-sdk-go-v2/config"

"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-sdk-go-v2/
otelaws"

)

// init aws config
cfg, err := awsConfig.LoadDefaultConfig(ctx)
if err !'= nil {
panic("configuration error, " + err.Error())

// instrument all aws clients
otelaws.AppendMiddlewares(&.APIOptions)

// Call to S3

s3Client := s3.NewFromConfig(cfg)

input := &s3.ListBucketsInput{}

result, err := s3Client.ListBuckets(ctx, input)
if err !'= nil {
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fmt.Printf("Got an error retrieving buckets, %v", err)
return

BMNES HTTP @A

With X-Ray SDK

R TER X-Ray &4 HH HTTP @A , Xray.Client # AR GIZEFTIZEMN HTTP FF IR B4

myClient := xray.Client(http-client)

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

With OpenTelemetry SDK

EMFA HTTP w3 1THRM OpenTelemetry , /A OpenTelemetry®) otelhttpo
NewTransport % http #9557, DefaultTransport.

import (
"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

// Create an instrumented HTTP client.
httpClient := &http.Client{
Transport: otelhttp.NewTransport(
http.DefaultTransport,
),

req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://api.github.com/

repos/aws-observability/aws-otel-go/releases/latest", nil)
if err !'= nil {
fmt.Printf("failed to create http request, %v\n", err)

}
res, err := httpClient.Do(req)
if err !'= nil {
fmt.Printf("failed to make http request, %v\n", err)
}

KNEE HTTP B A
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// Request body must be closed
defer func(Body io.ReadCloser) {
err := Body.Close()
if err != nil {
fmt.Printf("failed to close http response body, %v\n", err)

}
}(res.Body)

X ELfth B B9 Y 25 < 3%

YRA] LAFE Instrumentation € T # OpenTelemetry Zl Go XM E T EM TSR,

®¥F , LAILAE OpenTelemetry SEftR P FEME , L THRE OpenTelemetry XIFHEEIMERTH
B ERMIE,

F 7 6 2 IR B ENE
With X-Ray SDK
M X-Ray SDK , EEfF BeginSegment 1 BeginSubsegment 77 3&RXF 382 X-Ray 2 R H

Fa Ko

// Start a segment

ctx, seg := xray.BeginSegment(context.Background(), "service-name")
// Start a subsegment
subCtx, subSeg := xray.BeginSubsegment(ctx, "subsegment-name")

// Add metadata or annotation here if necessary
xray.AddAnnotation(subCtx, "annotationKey", "annotationValue")
xray.AddMetadata(subCtx, "metadataKey", "metadataValue")

subSeg.Close(nil)

// Close the segment
seg.Close(nil)

With OpenTelemetry SDK

fEF BE B EREZERBAUERERRNATEIN LR, BER , RARSHRENEES 2%
%A X-Ray 7B , R EMEEHERHA X-Ray T2,
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BS% , REEQE— Tracer REXBE , fROJLUET Zotel . Tracer FERBEE, XIF1E
HERERIZE RBIF £ BEM TracerProvider B Tracer 326, B REEEVNEEZHEN
Tracer 3£l , EBERNEANNAREFFER— Tracer,

tracer := otel.Tracer("application-tracer")

import (

oteltrace "go.opentelemetry.io/otel/trace"

var attributes = [Jattribute.KeyValue{
attribute.KeyValue{Key: "metadataKey", Value:
attribute.StringValue("metadataValue")},
attribute.KeyValue{Key: "annotationKey", Value:
attribute.StringValue("annotationValue")},
attribute.KeyValue{Key: "aws.xray.annotations", Value:
attribute.StringSliceValue([]string{"annotationKey"})},

}
ctx := context.Background()
parentSpanContext, parentSpan := tracer.Start(ctx,

"ParentSpan", oteltrace.WithSpanKind(oteltrace.SpanKindServer),
oteltrace.WithAttributes(attributes...))

_, childSpan := tracer.Start(parentSpanContext, "ChildSpan",
oteltrace.WithSpanKind(oteltrace.SpanKindInternal))

2 coo

childSpan.End()
parentSpan.End()

£ OpenTelemetry SDK [6] IR ER A 10 SE B A T8k 3B

FELENRESP , ZWithAttributes FZERATABNBEERME S, FEE , MAERT , I
B span BHEFERHF X-Ray RBEBETHHE, WAREELEERIEIBRMTIR2ABIE | #
HFZzEMENRAMEaws . xray . annotationsBHSERF. BEXEZELE , BSABHEEN X-
Ray %,
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Lambda Fzh#& M

With X-Ray SDK

£ X-Ray SDK , £ 8 Lambda /g FSEs iRERfE , THEHTHMEBEA£A X-Ray
SDK, Lambda 8|27 —/N& R Lambda - BREFAANXE , &£#FEH X-Ray SDK 8IE T F49
B, MEFHTEAEMEE,

With OpenTelemetry SDK

LAF Lambda B ( A% L& ) & Amazon S3 ListBuckets A& HTTP 3K,

package main

import (
"context"
"encoding/json"
"fmt"

io
"net/http"

(015

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

awsconfig "github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

func lambdaHandler(ctx context.Context) (interface{}, error) {
// Initialize AWS config.
cfg, err := awsconfig.LoadDefaultConfig(ctx)
if err != nil {
panic("configuration error, " + err.Error())

s3Client := s3.NewFromConfig(cfg)
// Create an HTTP client.

httpClient := &http.Client{
Transport: http.DefaultTransport,

input := &s3.ListBucketsInput{}
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result, err := s3Client.ListBuckets(ctx, input)
if err != nil {
fmt.Printf("Got an error retrieving buckets, %v", err)
}
fmt.Println("Buckets:")
for _, bucket := range result.Buckets {
fmt.Println(*bucket.Name + ": " + bucket.CreationDate.Format("2006-01-02
15:04:05 Monday"))
}

fmt.Println("End Buckets.")

req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://
api.github.com/repos/aws-observability/aws-otel-go/releases/latest", nil)
if err !'= nil {
fmt.Printf("failed to create http request, %v\n", err)

}
res, err := httpClient.Do(req)
if err !'= nil {
fmt.Printf("failed to make http request, %v\n", err)
}

defer func(Body io.ReadCloser) {
err := Body.Close()
if err != nil {
fmt.Printf("failed to close http response body, %v\n", err)

}
}(res.Body)

var data map[string]interface{}
err = json.NewDecoder(res.Body).Decode(&data)
if err !'= nil {
fmt.Printf("failed to read http response body, %v\n", err)

}
fmt.Printf("Latest ADOT Go Release is '%s'\n", data["name"])

return events.APIGatewayProxyResponse{
StatusCode: http.StatusOK,
Body: os.Getenv("_X_AMZN_TRACE_ID"),
}, nil

func main() {
lambda.Start(lambdaHandler)
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EFHRMIER Lambda A EBFEF M Amazon S3 B , iIHHITULTIRE -

1. 7 main () ¥ , 3=t a TracerProvider (tp) FHFEHEM AN £ B RERFREME, BWEENRN :
TracerProvider

a. #A X-Ray UDP BE S HeEWFE LB ELESE , A1 Lambda #9 UDP X-Ray i R & I R BR
b. ¥ service.name & E RN Lambda KB EIR

2. M EE
tklambda.Start(lambdaHandler )} 1lambda.Start(otellambda.InstrumentHandler(lam
xrayconfig.WithRecommendedOptions(tp)...)).

3. BN OpenTelemetry H &4 i1E] Amazon S3 & Fiffi B aws-sdk-go-v2d | £
OpenTemetry AWS SDK T E&@# M Amazon S3 & F i,

4. {£F8 OpenTelemetry's otelhttp.NewTransport FEH % http B
uwhttp.DefaultTransport,

UTFRBR—RE, # T Ed/E Lambda MBI AN, BRT B RENEE SN, BEALF
FolRHEMEELEE,

package main

import (
"context"
"encoding/json"
"fmt"
"o
"net/http"

"OS"

"github.com/aws-observability/aws-otel-go/exporters/xrayudp"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

awsconfig "github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

lambdadetector "go.opentelemetry.io/contrib/detectors/aws/lambda"
"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-lambda-go/
otellambda"
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"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-lambda-go/
otellambda/xrayconfig"

"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-sdk-go-v2/
otelaws"

"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

"go.opentelemetry.io/contrib/propagators/aws/xray"

"go.opentelemetry.io/otel"
"go.opentelemetry.io/otel/attribute"
"go.opentelemetry.io/otel/sdk/resource"
"go.opentelemetry.io/otel/sdk/trace"

semconv '"go.opentelemetry.io/otel/semconv/v1.26.0"

func lambdaHandler(ctx context.Context) (interface{}, error) {
// Initialize AWS config.
cfg, err := awsconfig.LoadDefaultConfig(ctx)
if err !'= nil {
panic("configuration error, " + err.Error())

// Instrument all AWS clients.
otelaws.AppendMiddlewares(&cfg.APIOptions)

// Create an instrumented S3 client from the config.
s3Client := s3.NewFromConfig(cfg)

// Create an instrumented HTTP client.
httpClient := &http.Client{
Transport: otelhttp.NewTransport(
http.DefaultTransport,
),

// return func(ctx context.Context) (interface{}, error) {
input := &s3.ListBucketsInput{}

result, err := s3Client.ListBuckets(ctx, input)
if err != nil {
fmt.Printf("Got an error retrieving buckets, %v", err)
}
fmt.Println("Buckets:")
for _, bucket := range result.Buckets {
fmt.Println(*bucket.Name + ": " + bucket.CreationDate.Format("2006-01-02
15:04:05 Monday"))
}
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fmt.Println("End Buckets.")

req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://
github.com/repos/aws-observability/aws-otel-go/releases/latest", nil)
if err !'= nil {

fmt.Printf("failed to create http request, %v\n", err)

}
res, err := httpClient.Do(req)
if err !'= nil {
fmt.Printf("failed to make http request, %v\n'", err)
}

defer func(Body io.ReadCloser) {
err := Body.Close()
if err != nil {
fmt.Printf("failed to close http response body, %v\n", err)

}
}(res.Body)

var data map[string]interface{}
err = json.NewDecoder(res.Body).Decode(&data)
if err !'= nil {
fmt.Printf("failed to read http response body, %v\n", err)

}
fmt.Printf("Latest ADOT Go Release is '%s'\n", data["name"])

return events.APIGatewayProxyResponse{
StatusCode: http.StatusOK,
Body: os.Getenv("_X_AMZN_TRACE_ID"),
}, nil

func main() {

ctx := context.Background()
detector := lambdadetector.NewResourceDetector()
lambdaResource, err := detector.Detect(context.Background())
if err != nil {

fmt.Printf("failed to detect lambda resources: %v\n", err)

var attributes = [Jattribute.KeyValue{
attribute.KeyValue{Key: semconv.ServiceNameKey, Value:

attribute.StringValue(os.Getenv("AWS_LAMBDA_FUNCTION_NAME"))},

}

customResource := resource.NewWithAttributes(semconv.SchemaURL, attributes...)
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mergedResource, _ := resource.Merge(lambdaResource, customResource)
xrayUdpExporter, _ := xrayudp.NewSpanExporter(ctx)
tp := trace.NewTracerProvider(

trace.WithSpanProcessor(trace.NewSimpleSpanProcessor(xrayUdpExporter)),
trace.WithResource(mergedResource),
)

defer func(ctx context.Context) {
err := tp.Shutdown(ctx)
if err !'= nil {
fmt.Printf("error shutting down tracer provider: %v", err)
}
}(ctx)

otel.SetTracerProvider(tp)
otel.SetTextMapPropagator(xray.Propagator{})

lambda.Start(otellambda.InstrumentHandler(lambdaHandler,

xrayconfig.WithRecommendedOptions(tp)...))

}

VA Lambda B , &G EEH & Trace MapBEILLTIRER : CloudWatch

| »|

Nl Q\/} N

O manual-otel-go O manual-otel-go O manual-otel-go ‘\.\ — “\

Lambda Context Lambda Function Y
o \

NN el

O HTTP GET
Remote
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T E| OpenTelemetry Node.js

AF N B UWAEEREY Node.js BIFTREFM X-Ray SDK X8 E| OpenTelemetry, ©i&ET B MF oK
MrEsE , ARETER RGN EETRE,

X-Ray Node.js SDK A #EIRF 1M Node.js M AR U#H TIRER, ARTTIRMAM X-Ray EEE|
OpenTelemetry {X 2589 {53 R 61,

Sections

- ERBEIRNBRE R

o FHMBRBRITRE

« IREREARIER

- AWS SDK JavaScript V3
- WN4EH HTTP FA

« NEMENNGERE

- FHOIEREREE

- Lambda {88

FERBEIRNEERS =

EMFEMAEA T Node.js B9 X-Ray SDK BRERIER , TS UR AREFRB. & OpenTelemetryBh , &7
LERERE B RN RS RREBREREFR,

£/ OpenTelemetryE T BaI{Y BN ZBEZIR N,

1. & AWS % 1THR B F Node.js # OpenTelemetry (ADOT) B3I — BX Node.js NARFHNES
A, FSREAFERAWS ZTRHTRENEEEFRAH#ITENIEA. OpenTelemetry JavaScript

( /& ) Bk A LATE A ADOT JavaScript Ba1#M CloudWatch NARFNBERANARERES ,
DU EF N ARFNE TR HRE AWS AL & B FrIRERKHI R AR FHEE. Application Signals
NERBE—N., UBNABRFAROHNNARE,. REMEBBUNE , SEEEENARFNIET
RRHAFRER TR, BXEZEE |, iHSH Application Signals.

2. {8 OpenTelemetry JavaScript 4% B a1 N-E & A B3R M OpenTelemetry JavaScript , i&
& JavaScript ZRBEM
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Tracing setup with X-Ray SDK

FEAEMA T Node.js B X-Ray SDK B , aws-xray-sdkH 4 S EEEFE R SDK W EHRBH TR
Mz al , ERARS A REHMNEE X-Ray SDK,

var AWSXRay = require('aws-xray-sdk');

AWSXRay.config([AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);
AWSXRay.middleware.setSamplingRules(<path to file>);

Tracing setup with OpenTelemetry SDK

(® Note

AWS B #i73E N OpenTelemetry JS BB X-Ray EXR#H, B2 , BoUESERT
Node.js #9 ADOT Auto-Instrumenting X3z X-Ray =2 X#¥,

NTF TENRE RG], LRFFEELTARBIM

npm install --save \
@opentelemetry/api \
@opentelemetry/sdk-node \
@opentelemetry/exporter-trace-otlp-proto \
@opentelemetry/propagator-aws-xray \
@opentelemetry/resource-detector-aws

EETNARFREH , XFREMEE OpenTelemetry SDK, XA BUBN EFH —-req uire #5
FRFTK. BIE—NE N instrumentation.js X #H , HHFITEEH OpenTelemetry {X 25t &

RiE,
BUSBRENATAN

« OTLPTraceS Hi28-FEM CloudWatch R/ £ S HIEER{E B OpenTelemetry
- AWSXRayf&#E28-F ENIRER L T X&#EE 5 X-Ray K AWS RS
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- RIFRMIZ (B , Amazon EC2 BIFRMER ) -1 M Z1TIRHY BN AREFF Y EHLE TR

/*instrumentation.js*/
// Require dependencies
const { NodeSDK } = require('eopentelemetry/sdk-node');

const { OTLPTraceExporter } = require('e@opentelemetry/exporter-trace-otlp-proto');
const { AWSXRayPropagator } = require("eopentelemetry/propagator-aws-xray");

const { detectResources } = require('e@opentelemetry/resources’');

const { awsEc2Detector } = require('eopentelemetry/resource-detector-aws');

const resource = detectResources({
detectors: [awsEc2Detector],

1)

const _traceExporter = new OTLPTraceExporter({
url: 'http://localhost:4318/v1l/traces’
1)

const sdk = new NodeSDK({
resource: resource,

textMapPropagator: new AWSXRayPropagator(),
traceExporter: _traceExporter

1)

sdk.start();

RIE , RATLLAYREY OpenTelemetry RERE TR BREF , b -

node --require ./instrumentation.js app.js

A LAE A OpenTelemetry SDK ETE Bz SDK EECIZEE. AWS BRAXEIIEER BTN
R (B0 JavaScript v3 R AWS SDK ) BI2EE. OpenTelemetry 121t 75 AFTBEFE RERE
EE S FRLE R EF AL TN,

EZAMAEIER  BRERHE : eopentelemetry/auto-instrumentations-node
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npm install @opentelemetry/auto-instrumentations-node

ETR, ENEENSRAMEELR , TR

const { getNodeAutoInstrumentations } = require('@opentelemetry/auto-
instrumentations-node');

const sdk = new NodeSDK({
resource: resource,
instrumentations: [getNodeAutoInstrumentations()],
textMapPropagator: new AWSXRayPropagator(),
traceExporter: _traceExporter

1)

Tracing setup with ADOT auto-instrumentation for Node.js

YRATLAEAE A T Node.js B9 ADOT Bzh#& I3k B 3h J¥REY Node.js OpenTelemetry BT Fi# 1T
BE, B AEA ADOT Auto-Instrumention , BT E F 3 LB EN ] IR BR 42 AWV IE R R EE AWS
SDK &% HTTP BEF inEHF. BXEZER , BZHER OpenTelemetry JavaScript Bz AWS

BATHR# 1T IR BRI R

EFA T Node.js 89 ADOT BF RN X :

- BEREFZTEHIT X-Ray FEFRH — export OTEL_TRACES_SAMPLER=xray

« X-Ray #ifk E T3 ( BIAB A )

. RN (TSE EC2, LD# ECS A Amazon EKS FRE R & RA M ERIAL T B RS )

o WFTE XM OpenTelemetry X EFHTEZIERA |, ATLABE FMIAEZ EX disabled/

enabled & #F M 3 1T EIE A OTEL_NODE_ENABLED_INSTRUMENTATIONS
OTEL_NODE_DISABLED_INSTRUMENTATIONS

- FHOUEEE
IR ERME ARYIE R
With X-Ray SDK

Express.js

BRBRME AR9IE R

507
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/A X-Ray SDK ¥KiREr Express.js MAREFREIREZA HTTP &R , mAHE
fEAWSXRay .express.openSegment(<name>)FAWSXRay.express.closeSegment( ) FE
HEMBEXRBRBFEEREEA],

app.use(xrayExpress.openSegment('defaultName'));

app.use(xrayExpress.closeSegment());

Restify

AT BRERRestifyNARFWEIN/EZA HTTP EXR , EH T X-Ray SDK @y EIH , HFERM
Restify aws-xray-sdk-restify BRFEFLHEREZTEA :

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');

var server = restify.createServer();
AWSXRayRestify.enable(server, 'MyApp'));

With OpenTelemetry SDK
Express.js

OpenTelemetry HTTP % #lOpenTelemetry HiE N Express. js & AWBEREBHEREX I,
FERAUTAEREUT KRB DInpm :

npm install --save @opentelemetry/instrumentation-http @opentelemetry/
instrumentation-express

B # OpenTelemetry SDK Bt & LG FAXY express #EREVR M :

BRBRME AR9IE R 508
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const { HttpInstrumentation } = require('e@opentelemetry/instrumentation-http');

const { ExpressInstrumentation } = require('@opentelemetry/instrumentation-
express');

const sdk = new NodeSDK({

instrumentations: [

// Express instrumentation requires HTTP instrumentation
new HttpInstrumentation(),
new ExpressInstrumentation(),
1,
1);

Restify

3 F Restify AT , fREEMFE A OpenTelemetry Restify TE, RIFELLTREIN :

npm install --save @opentelemetry/instrumentation-restify

B #T OpenTelemetry SDK EtiE LA JS A restify #EREV M IHEE

const { RestifyInstrumentation } = require('e@opentelemetry/instrumentation-
restify');

const sdk = new NodeSDK({

instrumentations: [

new RestifyInstrumentation(),
15
});

IRERE AR ER
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AWS SDK JavaScript V3 fE#

With X-Ray SDK

ERNKE AWS SDK it tH AWS FR , BFEXNEFWBITRN , M THARR

import { S3, PutObjectCommand } from '@aws-sdk/client-s3';
const s3 = AWSXRay.captureAWSv3Client(new S3({}));
await s3.send(new PutObjectCommand({

Bucket: bucketName,

Key: keyName,

Body: 'Hello!',
1)

With OpenTelemetry SDK

X i AWS DynamoDB, Amazon S3 ME B HIT 2 TE I WA RERZFFH OpenTelemetry
AWS BT AT EQSTEGTERM., FAUTHEALTEUATEBBInpm :

npm install --save @opentelemetry/instrumentation-aws-sdk

/8 S OpenTelemetry DK TEE# S AWS DK B &,

import { AwsInstrumentation } from 'eopentelemetry/instrumentation-aws-sdk';
const sdk = new NodeSDK({

instrumentations: [

new AwsInstrumentation()
15
1)
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BN 44EH HTTP @ A

With X-Ray SDK

EEM X-Ray U4 HEY HTTP &R , FERNFFiw, Hla0 , BT

BANHTTP B

var AWSXRay = require('aws-xray-sdk');
var http = AWSXRay.captureHTTPs(require('http'));

FRIBE HTTP B iw ( £/ )

var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http = require('http');

With OpenTelemetry SDK

HTTP T &7 Node.js HTT OpenTelemetry P B F iRt RIR S &, FAUTHEREUT KB
Tinpm :

npm install --save @opentelemetry/instrumentation-http

EINT B R EH OpenTelemetry SDK ELE :

const { HttpInstrumentation } = require('e@opentelemetry/instrumentation-http');
const sdk = new NodeSDK({

instrumentations: [

new HttpInstrumentation(),
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]I
1)

X ELfth B B9 Y 25 < 3%

IBAILATE “X$5H91Y 85" OpenTelemetry JavaScript FHREIXIFNET ENTEIIR,

HF , WA LUE OpenTelemetry EMRFBZIIMEK , L THERE OpenTelemetry XFHEEMEK T H
EHNERHTIE,

F 3 0 2 IR R B HE
With X-Ray SDK

£/ X-Ray , FEFEAaws-xray-sdkBRHBABRFHUNEXBRREFFOBRRREEHNARE
FFo

var AWSXRay = require('aws-xray-sdk');
AWSXRay.enableManualMode();
var segment = new AWSXRay.Segment('myApplication');

captureFunc('1l', function(subsegmentl) {
captureFunc('2', function(subsegment2) {

}, subsegmentl);
}, segment);

segment.close();
segment.flush();

With OpenTelemetry SDK

B LRI MR B E LB EREZERFNBFERRNATESNME, HEE , RERSHX
BENEES QKRN X-Ray 78 , IEEMEERLERAN X-Ray TR, AXESZEER , B
58 70 B

X EL R Y48 2R 2 512


https://github.com/open-telemetry/opentelemetry-js-contrib/tree/main/metapackages/auto-instrumentations-node#supported-instrumentations
https://opentelemetry.io/ecosystem/registry/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-segments

AWS X-Ray FEARER

FEREREFEE OpenTelemetry SDK LA Span 2 /5 , BFFEE— Tracer £Hl, B LR
REEZCNRIEREN Tracer £ , BEBERNEBANNARFER— Tracer,

const { trace, SpanKind } = require('e@opentelemetry/api');

// Get a tracer instance
const tracer = trace.getTracer('your-tracer-name');

// This span will appear as a segment in X-Ray
tracer.startActiveSpan('server', { kind: SpanKind.SERVER }, span => {
// Do work here

// This span will appear as a subsegment in X-Ray
tracer.startActiveSpan('operation2', { kind: SpanKind.INTERNAL }, innerSpan => {
// Do more work here

innerSpan.end();

1);
span.end();

1)

£ OpenTelemetry SDK [&] IR ER 775 I05E #8 F 7T 3 4@

RS EELRENFMABETNEM. FIE, RABRT , MEXEEERMENH
A X-Ray RBBEPNTHE. VEREEEERNIBRMTIRABE , S ZEENERM
Elaws.xray.annotationsEMFI&kF. EXEZEE , SN EAHEN X-Ray &,

tracer.startActiveSpan('server', { kind: SpanKind.SERVER }, span => {
span.setAttribute('metadataKey', 'metadataValue');
span.setAttribute('annotationKey', 'annotationValue');

// The following ensures that "annotationKey: annotationValue" is an annotation
in X-Ray raw data.
span.setAttribute('aws.xray.annotations', ['annotationKey']);

// Do work here

span.end();
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1)

Lambda {28
With X-Ray SDK

A Lambda BB AEFRERE , TEF/NEEENTJFEAH X-Ray SDK, Lambda 8127 —/1N&KR
Lambda & BREFAANXE , MEFER X-Ray SDK 12 T Fo ERBMNUEEE , MEEHRITEME
B E.,

With OpenTelemetry SDK
B LAMERA BT TR Lambda BE Bz NER Lambda AWS . BERfERSE R

- (#%E ) CloudWatch B AfEF{E5 lambda &

(® Note

It Lambda ZERIA/E A CloudWatch NAREFES , B W EIERFRERR L AN
Lambda MARFHEENZTRR. MREIBERE , M IRE Lambda 3R
2, OTEL_AWS_APPLICATION_SIGNALS_ENABLED=falseBXEZELR , BZHE
Lambda £/ BN N AERF.

- AWS @R T ADOT JS W#EE Lambda B, BXEZELR , HZHEAT Lamb AWS d
OpenTelemetry a Support B9 & 1ThR. JavaScript

85/ Lambda TEF0EEE

B ADOT Lamb JavaScript da B A& Lambda IR T BN , BETELLANEER
Lambda F#RITFN , Hla0 |, R4 EE L EHIESRE Lambda MRS HRMETERBEENR
B,

EEEHIRVHENRITFIRA , EFEERMeopentelemetry/api N A, 2B ILLL AN
MR 45 ADOT JavaScript SDK &£ A VA8 R 4k B Y ik A< ME 5. S& AT LAE A OpenTelemetry API
£ Lambda ¥R FHOIEEE.,

EE A NPM Hileopentelemetry/api kBl , FHITUTIRIE

Lambda 1% 2% 514
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npm install @opentelemetry/api

iT# E| OpenTelemetry .NET

£.NET B ARBFHEA X-Ray Tracing B , fFATHE FahiR1ER X-Ray .NET SDK #1740,

AT EEH SDK W F U MRA R D PRME T M X-Ray FahMff R A RIBEINET

#) OpenTelemetry Faife MR A RNRB R, HE , SR LM X-Ray Faii T2
OpenTelemetry IR NBRER , UK NET NARF , MASLS KB BN ##RA ZRERT
YR AR RAE,

Sections

- TRBEIRNBRER

- fEF SDK W FAHMUBFRAR

- FolERREE

- BEAEARIER (ASP.NET #l ASP.NET #%OTIE )
- AWS BHFRIEETE

« WAEE HTTP A

s NWHMENMEXE

+ Lambda 18§

EREB RN FRT R
OpenTelemetry IRt ZERBEFRNBRA R, XEBRAREEEXANARFRBETREER,
OpenTelemetry& T B 3 FRiE T

1. EHERAT .NET B OpenTelemetry (ADOT) B3R AWS %1THR — EEFHRN.NET NAREF ,
BSREREA T NET BaiRMMAWS ZITHEHTIREF #2155, OpenTelemetry

( A% ) 4E CloudWatch 5 f ADOT .NET BEiR NN AREFNBERANARFES , AWS 5L :
- BEYFNARFNETRR
o BIEL S B FRIRER HA N A2 1R
s RBUNABRFAIHRONE—UE , THREVNAER., RSEMNKBXR
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https://aws-otel.github.io/docs/getting-started/dotnet-sdk/auto-instr
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- BENMPZRNRAEFZITINN

BXEZEER , 55 R Application Signals.

2. £/ OpenTelemetry .Net BRI Bz — EB3IEA OpenTelemetry NET #H1TR M , HSH
fEF.NE OpenTelemetry T Bzl AWS & 1ThRit 17 R ER M 215,

£ SDK Ry F U 2R R B =

Tracing configuration with X-Ray SDK

¥ F.NET Web Bi T2+ , X-Ray SDK Z1EWeb.config X AppSettings TP ELER o

M T B B R 45

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
</appSettings>
</configuration>

3#F.NET Core , fEfBappsettings.jsonXRay AN TRRFA GBI XH , REHE—EE
F R X-Ray 1B%ES,

NET 89/~ appsettings.json
{
"XRay": {
"AWSXRayPlugins": "EC2Plugin"

}
}

NET Core Program.cs R~ — FHIZFEE

using Amazon.XRay.Recorder.Core;
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AWSXRayRecorder.InitializeInstance(configuration);

Tracing configuration with OpenTelemetry SDK

ANINEA TR BRI

dotnet add package OpenTelemetry

dotnet add package OpenTelemetry.Contrib.Extensions.AWSXRay
dotnet add package OpenTelemetry.Sampler.AWS --prerelease
dotnet add package OpenTelemetry.Resources.AWS

dotnet add package OpenTelemetry.Exporter.OpenTelemetryProtocol
dotnet add package OpenTelemetry.Extensions.Hosting

dotnet add package OpenTelemetry.Instrumentation.AspNetCore

NFEWNNET NAER , BETIRELFBREE OpenTelemetry SDK TracerProvidero SN
ROIEEZERBATRMINEEASP .NET Core., E#MITIUEIASP.NET , S RRERE ANIER
(ASP.NET # ASP.NET 0T E ) , EEHABIELR OpenTelemetry —#_{Em , 52 Regist ry
LURENE % R B

BWAEREBUTAS :

« An OTLP Exporter— fFREFS HF| CloudWatch Agent/Collecto OpenTelemetry r BY B E 1t %
I

- AWS X-Ray & #%88 — HIRER L T X&#EE S X-Ray ERHAWS IRF AL ER

« AWS X-Ray-Remote X#¥28 — MIREFELA X-Ray REMNXTFRBITRE , WA HED

- Resource Detectors ( #l#0 , Amazon EC2 BREMNES ) -RNETEMNBMARFNENH T
Bz

using OpenTelemetry;

using OpenTelemetry.Contrib.Extensions.AWSXRay.Trace;
using OpenTelemetry.Sampler.AWS;

using OpenTelemetry.Trace;

using OpenTelemetry.Resources;

var builder = WebApplication.CreateBuilder(args);

fEF SDK I Foh{YEsM R A =R 517


https://opentelemetry.io/ecosystem/registry/
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html

AWS X-Ray FEARER

var serviceName = "MyServiceName";
var serviceVersion = "1.0.0";

var resourceBuilder = ResourceBuilder
.CreateDefault()
.AddService(serviceName: serviceName)
.AddAWSEC2Detectoxr();

builder.Services.AddOpenTelemetry()
.ConfigureResource(resource => resource
.AddAWSEC2Detector()
.AddService(
serviceName: serviceName,
serviceVersion: serviceVersion))
WithTracing(tracing => tracing
.AddSource(serviceName)
.AddAspNetCoreInstrumentation()
.AddOt1lpExporter()
.SetSampler (AWSXRayRemoteSampler.Builder(resourceBuilder.Build())
.SetEndpoint("http://localhost:2000")
.Build()));

Sdk.SetDefaultTextMapPropagator(new AWSXRayPropagator()); // configure X-Ray
propagator

= OpenTelemetry A T#EHANARR , BEREFSIIRMET OpenTelemetry Bt &,

using OpenTelemetry;

using OpenTelemetry.Contrib.Extensions.AWSXRay.Trace;
using OpenTelemetry.Trace;

using OpenTelemetry.Resources;

var serviceName = "MyServiceName";

var resourceBuilder = ResourceBuilder
.CreateDefault()
.AddService(serviceName: serviceName)

.AddAWSEC2Detector();

var tracerProvider = Sdk.CreateTracerProviderBuilder()
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.AddSource(serviceName)
.ConfigureResource(resource =>
resource
.AddAWSEC2Detector()
.AddService(
serviceName: serviceName,
serviceVersion: serviceVersion

)
.AddOtlpExporter() // default address localhost:4317
.SetSampler(new TraceIdRatioBasedSampler(1.00))
.Build();

Sdk.SetDefaultTextMapPropagator(new AWSXRayPropagator()); // configure

propagator

F 3 02 IR ERELE

With X-Ray SDK

X-Ray

£/ X-Ray SDK , EE#HBeginSegmentfBeginSubsegment &R F 342 X-Ray 7 B Al

TR

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.Instance.BeginSegment('"segment name"); // generates 'Traceld for

you
try
{
// Do something here
// can create custom subsegments

AWSXRayRecorder.Instance.BeginSubsegment("subsegment name");

try
{
DoSometing();

}

catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);

FohoIZRERHIE

519



AWS X-Ray FEARER

finally
{
AWSXRayRecorder.Instance.EndSubsegment();
}
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally
{
AWSXRayRecorder.Instance.EndSegment();
}

With OpenTelemetry SDK

ENET # |, S8R SMERTES AP QIZ B ENEE |, LS AREEEERRONEES A ERE. &
AR RERFSHEXENBEESTQEHRN X-Ray 7B , IEHMEERQERHF X-Ray FK.

BRI LUREEECRIERENActivitySourcekfl , BERWNENNARF/RS REIE -
il

using System.Diagnostics;

ActivitySource activitySource = new ActivitySource("ActivitySourceName",
"ActivitySourceVersion");

using (var activity = activitySource.StartActivity("ActivityName",
ActivityKind.Server)) // this will be translated to a X-Ray Segment

{
// Do something here

using (var internalActivity = activitySource.StartActivity("ActivityName",
ActivityKind.Internal)) // this will be translated to an X-Ray Subsegment

{
// Do something here
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£ OpenTelemetry SDK [&] IR ER 77N I05E 18 F 7T $h 4@

R B EE P EMASetTagh 2N BENBENEANBEAMEBE L, #XE , BRIAE
BT, FiE span BHEEH KRN X-Ray REBEPFHTEE. VHRREEEERRAIBETAZET
BiE , BU LU ZE N ZARMNElaws . xray . annotations B SR,

using (var activity = activitySource.StartActivity("ActivityName",
ActivityKind.Server)) // this will be translated to a X-Ray Segment

{
activity.SetTag("metadataKey", "metadataValue");

activity.SetTag("annotationKey", "annotationValue");
string[] annotationKeys = {"annotationKey"};
activity.SetTag("aws.xray.annotations", annotationKeys);

// Do something here

using (var internalActivity = activitySource.StartActivity("ActivityName",
ActivityKind.Internal)) // this will be translated to an X-Ray Subsegment

{
// Do something here

}

£/ OpenTelemetry B31{YE5

MREFERAWRER T NET #9 OpenTelemetry BEiflBRAA R , A RFEENABRFFHITF
A, Bl ENARFARS PRNEM B EEERREN D RRE,

HTFReEE—1eFE ATracerProvider , itk TracerProvider MR EBZHK N —EE
B, WESBERFAMNBETEF. M TracerProvidertt , BEMNFHREN ISR SES
OpenTelemetry SDK £ B a0 = F a4 M Ky 5 X AE R
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BRI AMER ( ASP.NET fl ASP.NET O T E

With X-Ray SDK

ERN ASP.NET NARRFIRMMIER | https://docs.aws.amazon.com/xray/latest/devguide/xray-
sdk-dotnet-messagehandler.ntmli&EZ# , T A XA HARegisterXRayglobal.asaxX
HInitHZENER.

AWSXRayASPNET.RegisterXRay(this, "MyApp");

ZRM A ASP.NET OB ARFLENIER , WEBNFENUseXRayFEFNEMEMPRIGZ
Bii@Configure BiZ A%,

app.UseXRay("MyApp");

With OpenTelemetry SDK

OpenTelemetry B4 T B FULE ASP.NET 1 ASP.NET R#4& A Web ERE RN T EE, LA
TE2 B H T RER OpenTelemetry BEB RIS AXLETEFRENSE , SIEELIZE Tracer
Provider B #204A] %8 i0 ASP.NET = ASP.NET %0 L&,

B XU E A OpenTelemetry .Instrumention {5 8., AspNet , HS 5 E H
OpenTelemetry .Instrumention BJ5 3%, AspNetBA R B X /3 A OpenTelemetry .Instrumention
HEE. AspNetCore , IES /3 A OpenTelemetry .Instrumention BIZ R, AspNetCore,

AWS R R TERTE
With X-Ray SDK
B A REMTE AWS SDK &/ ifRegisterXRayForAllServices()o
using Amazon.XRay.Recorder.Handlers.AwsSdk;

AWSSDKHandler.RegisterXRayForAllServices(); //place this before any instantiation of
AmazonServiceClient
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AmazonDynamoDBClient client = new AmazonDynamoDBClient(RegionEndpoint.USWest2); //
AmazonDynamoDBClient is automatically registered with X-Ray

ERELT B Rz —#HITHEN AWS RS ZFFimiae il

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>(); // Registers specific type of
AmazonServiceClient : All instances of IAmazonDynamoDB created after this line are
registered

AWSSDKHandler.RegisterXRayManifest(String path); // To configure custom AWS Service
Manifest file. This is optional, if you have followed "Configuration" section

With OpenTelemetry SDK

NTFUATRBRA, LRFFEUTRBRR :

dotnet add package OpenTelemetry.Instrumentation.AWS

EX S AWS DK #1780 , HEFHIRE LB TracerProvider B9 OpenTelemetry SDK ELiE,

builder.Services.AddOpenTelemetzry()

WithTracing(tracing => tracing
.AddAWSInstrumentation()

BN4EH HTTP A A
With X-Ray SDK

X-Ray .NET SDK @3 ¥ B HEGetResponseTraced () RIEE AT IRERE HM HTTP
P ASystem.Net.HttpWebRequest , & GetAsyncResponseTraced()7E
FEAEAHttpClientXRayTracingHandler A IBRE FRIRERZ HH) HTTP A
FSystem.Net.Http.HttpClient,
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With OpenTelemetry SDK

NFUTRERH , EFFEUTRBKR

dotnet add package OpenTelemetry.Instrumentation.Http

ERMSystem.Net .Http.HttpClientFSystem.Net.HttpWebRequest , HEEMIZELR
TracerProvider Y OpenTelemetry SDK Bt &,

builder.Services.AddOpenTelemetry()

WithTracing(tracing => tracing
.AddHttpClientInstrumentation()

X ELfth B B Y 28 < 3%

& LATE OpenTelemetry SEMtR DI RMFIENET TEE |, LT HENERS OpenTelemetry X
BA. BEEIMERTABRER.

Lambda X 8%
With X-Ray SDK
EX X-Ray A A TEGE Lambda —2EH , EERTUTEE :

1. £ Lambda B LB A £ IRER
2. Lambda RELBIB— MR TACEBREFARAN DR
3. {#H X-Ray SDK 8|2 79 ERS{L3F &

With OpenTelemetry-based solutions
B L MEA 2T TR Lambda B E Bz N EH Lambda AWS . BEFRfERF R

« ( #%F ) CloudWatch SR FES lambda =E
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- ATIREME , BUEEEEEMEMOpenTelemetry Manual Instrumentation’y &Ry
Lambda BI¥ 4 5K OpenTelemetry BRERo

OpenTelemetry £t %t AWS Lambda B F 548

LR 2 Lambda BB (FAHITE ) Rl

using System;

using System.Text;

using System.Threading.Tasks;
using Amazon.Lambda.Core;
using Amazon.S3;

using Amazon.S3.Model;

// Assembly attribute to enable Lambda function logging
[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.SystemTextJson.DefaultLambdalsonSerializer

namespace Examplelambda;

public class ListBucketsHandler

{

private static readonly AmazonS3Client s3Client = new();

// new Lambda function handler passed in
public async Task<string> HandleRequest(object input, ILambdaContext context)
{
try
{
var DolListBucketsAsyncResponse = await DolListBucketsAsync();
context.Logger.LogInformation($"Results:
{DoListBucketsAsyncResponse.Buckets}");

context.Logger.LogInformation($"Successfully called ListBucketsAsync");
return "Success!";

}

catch (Exception ex)

{
context.Logger.LogError($"Failed to call ListBucketsAsync: {ex.Messagel}");
throw;

}
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private async Task<ListBucketsResponse> DolListBucketsAsync()

{
try
{
var putRequest = new ListBucketsRequest
{
I
var response = await s3Client.ListBucketsAsync(putRequest);
return response;
}
catch (AmazonS3Exception ex)
{
throw new Exception($"Failed to call ListBucketsAsync: {ex.Messagel}", ex);
}
}

EFHRNMER Lambda L EBFEF M Amazon S3 B , IEHITUATRE,

1. 3244t a TracerProvider — i &l & TracerProvider 3 Always On Sampler , service.nameif% &
A Lambda BEE & #. XrayUdpSpanExporter ParentBased Resource

2. B AN S OpenTemetry AWS DK & Fim#lHE A N2 Amazon S3 BFius , EFAMKITFATIE
AWS G#FAddAWSInstrumentation( )43 Amazon S3 B/ #E# TR M TracerProvider

3. BB —NER% Lambda R EBHEZ BN TREH. BA AWSLambdaWrapper.Trace() API
HiziETracerProvider R Lambda BREIR HM AEN S, NBREHKIZE N Lambda 4 ERE
IR A

XFUTRBRO, BFFEULTRBI

dotnet add package OpenTelemetry.Instrumentation.AWSLambda
dotnet add package OpenTelemetry.Instrumentation.AWS

dotnet add package OpenTelemetry.Resources.AWS

dotnet add package AWS.Distro.OpenTelemetry.Exporter.Xray.Udp
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LUTRIBERT#HITHEERGH Lambda B, SR HEM A E LB ERIT B RUANE
E.

using Amazon.Lambda.Core;

using Amazon.S3;

using Amazon.S3.Model;

using OpenTelemetry;

using OpenTelemetry.Instrumentation.AWSLambda;
using OpenTelemetry.Trace;

using AWS.Distro.OpenTelemetry.Exporter.Xray.Udp;
using OpenTelemetry.Resources;

// Assembly attribute to enable Lambda function logging
[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.SystemTextJson.DefaultLambdalsonSerializer

namespace ExamplelLambda;

public class ListBucketsHandler

{

private static readonly AmazonS3Client s3Client = new();

TracerProvider tracerProvider = Sdk.CreateTracerProviderBuilder()
.AddAWSLambdaConfigurations()
.AddProcessor(
new SimpleActivityExportProcessor(
// AWS_LAMBDA_FUNCTION_NAME Environment Variable will be defined in AWS
Lambda Environment
new
XrayUdpExporter(ResourceBuilder.CreateDefault().AddService(Environment.GetEnvironmentVariable(
)

)
.AddAWSInstrumentation()

.SetSampler(new ParentBasedSampler(new AlwaysOnSampler()))
.Build();

// new Lambda function handler passed in

public async Task<string> HandleRequest(object input, ILambdaContext context)

=> await AWSLambdaWrapper.Trace(tracerProvider, OriginalHandleRequest, input,
context);
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public async Task<string> OriginalHandleRequest(object input, ILambdaContext
context)
{
try
{
var DolListBucketsAsyncResponse = await DolListBucketsAsync();
context.Logger.LogInformation($"Results:
{DoListBucketsAsyncResponse.Buckets}");

context.Logger.LogInformation($"Successfully called ListBucketsAsync");
return "Success!";

}
catch (Exception ex)
{
context.Logger.LogError($"Failed to call ListBucketsAsync: {ex.Messagel}");
throw;
}
}
private async Task<ListBucketsResponse> DolListBucketsAsync()
{
try
{
var putRequest = new ListBucketsRequest
{
};
var response = await s3Client.ListBucketsAsync(putRequest);
return response;
}
catch (AmazonS3Exception ex)
{
throw new Exception($"Failed to call ListBucketsAsync: {ex.Messagel}", ex);
}
}

H At Lambda B , 2 B AV IRERBRETH CloudWatch &R T RER :
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\

/

Client O dotnet-otel-manual O dotnet-otel-manual O dotnet-otel-manual \ -
Lambda Context Lambda Function

\,, /a0 a0 ) ,
L e I

1T F| OpenTelemetry Python

3G A B BO R Python A2 M X-Ray SDK iT# E| OpenTelemetry {88, ©EET B MF
MG E , HEETERGSHRBRA,

Sections

- EREEFIRNBRE R

s FHRMNENRAER

- REFRREAHKIL

- IRERME ARVIER

« AWS A RTEETE

« BEBEREUELN HTTP B
- WEAMENMERE

- FHEIEREESE

« Lambda {488

EREE RN RS T

£ X-Ray SDK , #245{&ch M ARFRIB ST sERERER, OpenTelemetry A FTREERNER
BEIRNMFERS R, EH OpenTelemetry , BRI LLUER A ZRBE BN RS RRBERER,

£/ OpenTelemetryE F Ba1{Y TN B KT

1. & AWS % 1THR B F Python B OpenTelemetry (ADOT) B3I A — B< Python BLEREFHN B
Bl | ESRER Python BRI MAWS & 1ThR# 1T OpenTelemetry IR ERF1# £ 1547,

( mik ) &I LAESEA ADOT Python B3N R AR FAT/E A CloudWatch AR ES , UK
BYRNARFETRAHBE AWS S BFR RN AR FMHEE. Application Signals J1#&12
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HE—W., UNARFAFONNARR. RSANEBBNE  FEZERNRARFESTRLH

WNEBTH K,
2. £ OpenTelemetry Python BB B3l — EEA Py OpenTelemetry thon 31T Bz |

28] Pyt hon ZRERM,
FHrMNENNARERF
B EApipm S FIRNMNARER.

With X-Ray SDK

pip install aws-xray-sdk

With OpenTelemetry SDK

pip install opentelemetry-api opentelemetry-sdk opentelemetry-exporter-otlp
opentelemetry-propagator-aws-xray

RERREAIRIL
With X-Ray SDK

£ X-Ray F , £Fxray_recorder# ¥Rt HEAECRER D BN F 2 K.
With OpenTelemetry SDK

(® Note

B 81 7c;% R OpenTelemetry Python EZi& X-Ray itf2%#, B2 , BRI B3 ERT
Python 9 ADOT Bz Mllk % #F X-Ray =2 RH#,

£ OpenTelemetry , IREEWNRIL— N2 HEETracerProvider, £HA
©TracerProvider , fRATBAIREB — Tracer , fRAIVAECENABRFPHEM S ERBEE.
BUSERENATHAN

Fohi N N AT
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« OTLPSpanExporter— fFHR RS 2 CloudWatch Agent/Collecto OpenTelemetry r B 55 E thi%
I

« AWS X-Ray & #%88 — FIRER L T X&EE S X-Ray £ AWS BRFFTLFERN

from opentelemetry import (
trace,
propagate

)

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry import trace

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.exporter.otlp.proto.http.trace_exporter import OTLPSpanExporter
from opentelemetry.sdk.trace.export import BatchSpanProcessor

from opentelemetry.propagators.aws import AwsXRayPropagator

# Sends generated traces in the OTLP format to an OTel Collector running on port
4318

otlp_exporter = OTLPSpanExporter(endpoint="http://localhost:4318/vl/traces")

# Processes traces in batches as opposed to immediately one after the other
span_processor = BatchSpanProcessor(otlp_exporter)

# More configurations can be done here. We will visit them later.

# Sets the global default tracer provider
provider = TracerProvider(active_span_processor=span_processor)
trace.set_tracer_provider(provider)

# Configures the global propagator to use the X-Ray Propagator
propagate.set_global_textmap(AwsXRayPropagator())

# Creates a tracer from the global tracer provider

tracer = trace.get_tracer("my.tracer.name")
# Use this tracer to create Spans

FEFERT Python B ADOT B3I M ThaE

YRATLAE A E A T Python 8 ADOT Bah Sk B 31 I ¥REY Python OpenTelemetry Bi 2 7 it 1TEL
B, BXMA ADOT Bz , BELEFEFHERRBEN TR ERE AN ERRERE AWS SDK 5 HTTP
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BEFRERF, BXEZER , BSRMERERT OpenTelemetry Python BN AWS ZITHRIH 1T
IR ER AR

E AT Python ¥ ADOT B3N X :

- BERETEHIT X-Ray FEFRH export OTEL_TRACES_SAMPLER=xray
« X-Ray #iifk E T &3 ( BIAB A )
- RN (TLSE EC2, LD# ECS A Amazon EKS FRER &R N ERIAL T B RS )

« BRINERT |, FE XIFM RETH B3I E OpenTelemetry RE5t94 F 5 ARS. BRI LB
JOTEL_PYTHON_DISABLED_INSTRUMENTATIONS FEZXEFERFBHER, (RIANBERTEIZ
BR)

- FHOIEBE

M X-Ray R #E4Z| OpenTelemetry AWS &RIZ 47

X-Ray SDK =2t T##F , BHLUFEHRFMEIG , ML S# EC2, 5% ECS H Elastic Beanstalk
ERERSHFHRTLABERFE, xray_recordere EHRHRRRMHELRL OpenTelemetry , B
EEHRNRREYE. EZ N ARREHBIATIEHN AWS FA&,

- BAREAWS FEE , pip install opentelemetry-sdk-extension-aws

- BEFMENRERMEZ. AT REIEBMMIE OpenTelemetry 2#-FF 4% T EEFEE Amazon EC2
TR MR

from opentelemetry import trace

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.sdk.extension.aws.resource.ec2 import (
AwsEc2ResourceDetector,

)

from opentelemetry.sdk.resources import get_aggregated_resources

provider = TracerProvider(
active_span_processor=span_processor,
resource=get_aggregated_resources([
AwsEc2ResourceDetector(),

1))

trace.set_tracer_provider(provider)
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IR ERfE ARYE R

With X-Ray SDK

X-Ray Python SDK X #F Django. Flask 1 Bottle &N AREFERXRREEH LZ1TH Python K
ARFHNEAER, 2B FEMEEXRayMiddleware R MEI R ARFPREKK
With OpenTelemetry SDK

OpenTelemetry i3 4§ EH{XERE R Django M Flask iRt TE, F&EEMA T Bottle WITE
OpenTelemetry , AR T LAER OpenTelemetry WSGI Instrumention SR ER RN A2 o

WNFUTRBRO , BEEUATRBIXR .

pip install opentelemetry-instrumentation-flask

ENNARFEZRFINIE TracerProvider 281 , WA {L OpenTelemetry SDK FHiEft £
BRA, ZEE , BREBRENEno-ops. BERZF/EESTracerProvider , B Al LA
instrumentor AT EMBARFER, UTREETRT — Flask NAERF,

from flask import Flask

from opentelemetry import trace

from opentelemetry.instrumentation.flask import FlaskInstrumentor

from opentelemetry.sdk.extension.aws.resource import AwsEc2ResourceDetector

from opentelemetry.sdk.resources import get_aggregated_resources

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.sdk.trace.export import BatchSpanProcessor, ConsoleSpanExporter

provider = TracerProvider(resource=get_aggregated_resources(

L

AwsEc2ResourceDetector(),

1))

processor = BatchSpanProcessor(ConsoleSpanExporter())
provider.add_span_processor(processor)
trace.set_tracer_provider(provider)

# Creates a tracer from the global tracer provider
tracer = trace.get_tracer("my.tracer.name")
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app = Flask(__name__)

# Instrument the Flask app
FlaskInstrumentor().instrument_app(app)

@app.route('/"')
def hello_world():
return 'Hello World!'

if __name__ == '__main__"':
app.run()

AWS B FF R TERTE
With X-Ray SDK

X-Ray Python AWS SDK &I f&*hbotocore EERIRER SDK BEFimiER. BXEZELR ,
BESRERERT Python B X-Ray SD AWS K 1BE: SDK i, EENNARFES |
Zpatch_all() FEATEASERKNMEESRGiERBbotocoredt 1T1&4b, boto3
patch((['botocore']))FMEENHF EZHRNNAREFHPHFTE Boto3 &P im , HAFEHA
XL P imH I TREMRARAERF 2R,

With OpenTelemetry SDK

NTFUATRIBRO, LRFEUTRBKRR :

pip install opentelemetry-instrumentation-botocore

LmiB A R E A OpenTelemetry Botocore Instrumenting 3848 B A2 FF R B FF B Boto3 & F .
AT RBIERT iZbotocoreT &,

import boto3

import opentelemetry.trace as trace

from botocore.exceptions import ClientError

from opentelemetry.sdk.trace import TracerProvider
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from opentelemetry.sdk.resources import get_aggregated_resources
from opentelemetry.sdk.trace.export import (

BatchSpanProcessor,

ConsoleSpanExporter,

)

from opentelemetry.instrumentation.botocore import BotocoreInstrumentor

provider = TracerProvider()

processor = BatchSpanProcessor(ConsoleSpanExporter())
provider.add_span_processor(processor)
trace.set_tracer_provider(provider)

# Creates a tracer from the global tracer provider
tracer = trace.get_tracer("my.tracer.name")

# Instrument BotoCore
BotocoreInstrumentor().instrument()

# Initialize S3 client
s3 = boto3.client("s3", region_name="us-east-1")

# Your bucket name
bucket_name = "my-example-bucket"

# Get bucket location (as an example of describing it)

try:
response = s3.get_bucket_location(Bucket=bucket_name)
region = response.get("LocationConstraint") or "us-east-1"
print(f"Bucket '{bucket_name}' is in region: {region}")

# Optionally, get bucket's creation date via list_buckets
buckets = s3.list_buckets()
for bucket in buckets["Buckets"]:

if bucket["Name"] == bucket_name:
print(f"Bucket created on: {bucket['CreationDate']}")
break

except ClientError as e:
print(f"Failed to describe bucket: {e}")
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With X-Ray SDK

X-Ray Python SDK &3 §4MEREERIBI ERREREZ LI HTTP BAH. BXEZER

BS R ERER T Python 9 X-Ray SDK BRERX Fiff HTTP MERS AR EEM R

BET , BuBEMpatch_all( ) AFEXNFAEERTRN | th el U AR RS MER

. patch((['requests']))HA—NETmEH XN requestsFE#HITRER , FiBETrequestsiy
EA MO R — N F 2 B

With OpenTelemetry SDK

NFUTRERH , EFFEUTRBKR

pip install opentelemetry-instrumentation-requests

LlmiE X5 Requests Instruction &M OpenTelemetry ERE , hEENARFHR X
HE HTTP B RERRER. BXEZEE |, 55 M 0penTelemetry E3RM . AT RAER
TrequestsETITE,

from opentelemetry.instrumentation.requests import RequestsInstrumentor

# Instrument Requests
RequestsInstrumentor().instrument()

example_session = requests.Session()
example_session.get(url="https://example.com")

HE , BEUUNERurllib3E#R TR N SRER HTTP iEK :

# pip install opentelemetry-instrumentation-urllib3
from opentelemetry.instrumentation.urllib3 import URLLib3Instrumentor

# Instrument urllib3
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URLLib3Instrumentor().instrument()

example_session = requests.Session()
example_session.get(url="https://example.com")

X ELfth B B9 Y 25 < 3%

RELVEXISWE, ER, NARERFRSEEMTHREIZE P OpenTelemetry ython B E T Ef TE 5
o JVMs

HE , WAL ER OpenTelemetry FMFTRIL T RS OpenTelemetry XiFt0Ml, HEF IMTRITHE
%,

F 3 6| B IR R IR

BB LATE Python BRI A2 FFxray_recorderFFEANEX BN FXE, BXEZER , BEHAFIR
A Python 185, % 7] LAF 3h [a BR ER BB R i R M T B4R

£/ SDK B2 E OpenTelemetry

£/ start_as_current_span API B BEHFHRENVNEEE. EXCIBEENTH , 5
FolEEE, BERMALTYHIERES , SUUBEBDIRNEY. B4, RE. SEZOHRNE
ZER. MEENE X-Ray PEAPBEMFOoBE—#  EAETERENEE, OpenTelemetryR
BSERVERMEBEE RN X-Ray 7B , MEMBEXFHIRN X-Ray F7 .

from opentelemetry import trace
from opentelemetry.trace import SpanKind

import time
tracer = trace.get_tracer("my.tracer.name")
# Create a new span to track some work

with tracer.start_as_current_span("parent", kind=SpanKind.SERVER) as parent_span:
time.sleep(1l)
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# Create a nested span to track nested work

with tracer.start_as_current_span("child", kind=SpanKind.CLIENT) as child_span:
time.sleep(2)
# the nested span is closed when it's out of scope

# Now the parent span is the current span again
time.sleep(1l)

# This span is also closed when it goes out of scope

£ F OpenTelemetry SDK [&] IR ER 77N I05E 18 F 7T 3 4@

X-Ray Python SDK 121#t 7 834 #9 APIs, put_annotationput_metadataf T EEBERRIERM T
BIEMIIhEE, 1 OpenTelemetry SDK A | SEBMTHIIBEBRRE S set_attribute API RN EE
LHEH,

BHRLEBENBRAPEERN Span BEHELSRMBREET , REEMaws. xray.annotationsfEHRE
BHREXNIIR, FIEHEM span BHEEBFA N ERREN DRI 75 RO THIE,

LSk MREERAYRE ADOT ks , MBS AR ERE Eindexed_attributesPEE |, K
BEMLEERENERN X-Ray R

LAR RBIGER T 20al4E A OpenTelemetry SDK [6] IR BRI D5 B A 7T 3138 o

with tracer.start_as_current_span("parent", kind=SpanKind.SERVER) as parent_span:
parent_span.set_attribute("TransactionId", "qwertyl2345")
parent_span.set_attribute("AccountId", "1234567890")

# This will convert the TransactionId and AccountId to be searchable X-Ray
annotations
parent_span.set_attribute("aws.xray.annotations", ["TransactionId", "AccountId"])

with tracer.start_as_current_span("child", kind=SpanKind.CLIENT) as child_span:
# The MicroTransactionId will be converted to X-Ray metadata for the child

subsegment
child_span.set_attribute("MicroTransactionId", "microl2345")
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Lambda {28

E7E X-Ray EIS12EM lambda B3 , BRI LUB A X-Ray H O EEERA@NMINAEMAONR, Lt
MRREERERERBENVTHEER , WEEMEH X-Ray Python SDK R4 M58,

¥} OpenTelemetry F X-Ray , i< CloudWatch M ARRFEENIE R FEHAMAES lambda
Fo XFFBEZRMREE , AR NEBAANRBFRNEBN T AT HRERERNEE. BRTRIRZ
A, MREENBEANAREFESREZERBNZITRR , BSHE Lambda L EANAER.

« M Lambda EH & EEHEHATER Lambda & ARN FHFHAWS 7Ffl. OpenTelemetry ARNs
- NENEBIREUTHMETE,

« AWS_LAMBDA_EXEC_WRAPPER=/opt/otel-instrument— iXI¥ iN&% %L B Sh{L S

« OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false— XHGZAMNARFESKE

5 Lambda TEFH0|EEE

A RANEREBFERBENBEERRERIE, B XFZopentelemetry-apifittaEN
FREFES lambda ZEEHKNESFER,

1. fHopentelemetry-apitE R KBIMET S EHEF
2. L TREBHFBRREERBENEERN R

from opentelemetry import trace

# Get the tracer (auto-configured by the Application Signals layer)
tracer = trace.get_tracer(__name_ )

def handler(event, context):
# This span is a child of the layer's root span
with tracer.start_as_current_span("my-custom-span") as span:
span.set_attribute("keyl", "valuel")
span.add_event("custom-event", {"detail": "something happened"})

# Any logic you want to trace
result = some_internal_logic()

return {
"statusCode": 200,
"body": result
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1T F| OpenTelemetry Ruby

=5 Ruby M ATEFM X-Ray SDK E#E| OpenTelemetry &£ & | EFEH A TRBREIFFohiN 15
28

Sections

« £/ SDK FEHHMEMERS =
- BRERfEARIBER (Rails TE

- AWS HHFRTESTE

« WANEH HTTP B A

« XNHMENMEZE

- FOIEREREYE

- Lambda Fzi il

fEF SDK Fah B #ricmRT =

Tracing setup with X-Ray SDK

& T Ruby B9 X-Ruby SDK ER&F A RS AHEERBE,

require 'aws-xray-sdk'

XRay.recorder.configure(plugins: [:ec2, :elastic_beanstalk])

Tracing setup with OpenTelemetry SDK

(® Note
B 8% %N OpenTelemetry Ruby ELE X-Ray i F#,
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% F Ruby on Rails R , EFEERBRE Rails #1LEF. BEXEZER , B5H A
1o XTFREFHKRNN Ruby 2F , BMEMZOpenTelemetry: :SDK. configure s EKE
B OpenTelemetry Ruby SDK,

B, REATRAES .

bundle add opentelemetry-sdk opentelemetry-exporter-otlp opentelemetry-propagator-
Xray

BTk, BIERNBILANZETHE ERBEE OpenTelemetry SDK, EIUEEEA THH :

« OTLP Exporter— #ikS H %l CloudWatch X3 #] OpenTelemetry R E2581E
« An AWS X-Ray Propagator— HERIRIR LT XAEE S X-Ray K AWS RS

require 'opentelemetry-sdk'
require 'opentelemetry-exporter-otlp'

# Import the gem containing the AWS X-Ray for 0Tel Ruby ID Generator and propagator
require 'opentelemetry-propagator-xray'

OpenTelemetry: :SDK.configure do |c|
c.service_name = 'my-service-name'

c.add_span_processor(
# Use the BatchSpanProcessor to send traces in groups instead of one at a time
OpenTelemetry: :SDK::Trace: :Export::BatchSpanProcessor.new(
# Use the default OLTP Exporter to send traces to the ADOT Collector
OpenTelemetry: :Exporter::0TLP: :Exporter.new(
# The OpenTelemetry Collector is running as a sidecar and listening on port
4318
endpoint:"http://127.0.0.1:4318/v1/traces"
)

# The X-Ray Propagator injects the X-Ray Tracing Header into downstream calls
c.propagators = [OpenTelemetry::Propagator::XRay::TextMapPropagator.new]
end
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OpenTelemetry SDKs 2 BB PIEMENB S, BAXLINEERFB3I N AWS SDK EECIEEE,
OpenTelemetry 124t 7 /58 FIFT B B REa Sk i5 E E /3 A WPLE BF REFHVIE T,

ESHMELIR , FALZEHMHE  opentelemetry-instrumentation-all

bundle add opentelemetry-instrumentation-all

BTXR, EHNEEUNEAMABEELIR TR :

require 'opentelemetry/instrumentation/all’

OpenTelemetry: :SDK.configure do |c|

c.use_all() # Enable all instrumentations
end

OpenTelemetry SDKs 2 5 B FBIEM BB =, BRAXLIEERF B3N AWS SDK EECIEEBE,
OpenTelemetry 124t 7 /8 AFTE E KRR E E /G A WL BE REBFHIIE T,

EZAMAEIR , BAREHMHSE  opentelemetry-instrumentation-all

bundle add opentelemetry-instrumentation-all

BETXR, EHMEEUEAMAELIR , TR :

require 'opentelemetry/instrumentation/all'’

OpenTelemetry: :SDK.configure do |c|

c.use_all() # Enable all instrumentations
end
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RERME ARYIER (Rails TR

With X-Ray SDK

/A X-Rails SDK , AT LATE#135{L BT Rails R EE X-Rails IRER.

M5l — config/initializers/aws _xray.rb

Rails.application.config.xray = {

name:

'my app',

patch: %I[net_http aws_sdk],
active_record: true

With OpenTelemetry SDK

B, REATRAES .

bundle add opentelemetry-instrumentation-rack opentelemetry-instrumentation-
rails opentelemetry-instrumentation-action_pack opentelemetry-instrumentation-
active_record opentelemetry-instrumentation-action_view

ETXR, EMEELN Rails MARFERAKRNIIEE , BITFAR :

# During SDK configuration
OpenTelemetry: :SDK.configure do |c|

.use
.use
.use
.use
.use

0o o o 0o 0

end

'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:

:Instrumentation:
:Instrumentation:
:Instrumentation:
:Instrumentation:
:Instrumentation:

:Rails'

:Rack'
:ActionPack'
:ActiveSupport'
:ActionView'

BRERE AMIER (Rails TR)
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AWS BHFHFATESTE

With X-Ray SDK

RTRNEKE AWS SDK K& AWS &R , A X-Ray 18407 AWS SDK &/ , 20 FHIFTR -

require 'aws-xray-sdk'
require 'aws-sdk-s3'

# Patch AWS SDK clients
XRay.recorder.configure(plugins: [:aws_sdk])

# Use the instrumented client

s3 = Aws::S3::Client.new
s3.list_buckets

With OpenTelemetry SDK

AWS & AT Ruby V3 B9 SDK Z#Fid M A5 OpenTelemetry #1if, BXIMANRFZEF IH
OpenTelemetry H{TERBHEE , iHSFEE AWS SDK for Ruby HEL & o] ¥ 22 14 Ih &g,

RNE L HTTP 1 A

EXINERBRSS#EAT HTTP AR , MR ARV FA WAL ERHREBHAT |, WARFEFHRN
.

With X-Ray SDK

ATRNTHEER , £AERAT Ruby B X-Ray SDK RIEAMEM N AR FERANnet/httphk :

require 'aws-xray-sdk'

config = {
name: 'my app',
patch: %I[net_http]
}

XRay.recorder.configure(config)
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With OpenTelemetry SDK

EFABAnet/httpI & OpenTelemetry , iE k£ &Z%opentelemetry-instrumentation-
net_httpBH4a :

bundle add opentelemetry-instrumentation-net_http
BTk, EFEELNGAnet/httpfXEE , TR :
OpenTelemetry: :SDK.configure do |c|

c.use 'OpenTelemetry::Instrumentation::Net::HTTP'

end

X ELAth YA B > K5

YRATLATE TE X 2| OpenTelemetry Ruby XV E T ERYEE S|k, opentelemetry-ruby-contrib

®E , LA LIE R OpenTelemetry MR T 2 A OpenTelemetry XERN ., BXEZELR |, S
R EM R

F 3 8 2 IR R 2 HE
With X-Ray SDK

£/ X-Ray , Zaws-xray-sdkHHTEREFHUNEXBERHEFFOBRRBEREZNNARF. &
AR N X F D EEARIMT X-Ray FBRMTEHIE

require 'aws-xray-sdk'

# Start a segment

segment = XRay.recorder.begin_segment('my-service')
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# Add annotations (indexed key-value pairs)
segment.annotations[:user_id] = 'user-123'
segment.annotations[:payment_status] = 'completed'

# Add metadata (non-indexed data)
segment.metadata[:order] = {
id: 'order-456",
items: [
{ product_id: 'prod-1', quantity: 2 },
{ product_id: 'prod-2', quantity: 1 }
1,
total: 67.99

# Add metadata to a specific namespace
segment.metadata(namespace: 'payment') do |metadatal]
metadata[:transaction_id] = 'tx-789'
metadatal :payment_method] = 'credit_card'
end

# Create a subsegment with annotations and metadata

segment.subsegment('payment-processing') do |subsegmentl|
subsegmentl.annotations[:payment_id] = 'pay-123'
subsegmentl.metadatal[:details] = { amount: 67.99, currency: 'USD' }

# Create a nested subsegment
subsegmentl.subsegment('operation-2') do |subsegment2|
# Do more work...
end
end

# Close the segment
segment.close

With OpenTelemetry SDK

BU LA BENBEERGEERENEERROAZTESINMEE, T35 ) RERSHER
HEES KRN X-Ray 7B , FIEHEMEER KRN X-Ray TR, BRIANBRAT , BE
Ho. INTERNAL

BE, BIB— Tracer WERBE |, (ROJLUET
ZOpenTelemetry.tracer_provider.tracer('<YOUR_TRACER_NAME>')HERBEE,

FohoIZRERHIE 546



AWS X-Ray FEARER

XFRE—NEEBHWNARERF OpenTelemetry BLE £ FEMH Tracer 261, BENEANNARE
FER— Tracer. 8lZ—1 OpenTelemetry REFEIHAECRKEUEEE -

require 'opentelemetry-sdk'

# Get a tracer
tracer = OpenTelemetry.tracer_provider.tracer('my-application')

# Create a server span (equivalent to X-Ray segment)
tracer.in_span('my-application', kind: OpenTelemetry::Trace::SpanKind::SERVER) do |
span|

# Do work. ..

# Create nested spans of default kind INTERNAL will become an X-Ray subsegment
tracer.in_span('operation-1') do |child_spanl|
# Set attributes (equivalent to X-Ray annotations and metadata)
child_spanl.set_attribute('key', 'value')

# Do more work...
tracer.in_span('operation-2') do |child_span2]
# Do more work...
end
end
end

£ OpenTelemetry SDK [a iR ER 7S p05E BB M T 304

FHset_attribute FZBABNMNEERMEM. BFEE , BRIAMERT , MEXEEEEMBEHR
#H X-Ray REBBBEBHFHAHE. AEREEHERIEIBRMARAEE | LU ZE &R m
Elaws.xray.annotationsEMI TP, BEXEZER , HSNEABEN X-Ray &,

# SERVER span will become an X-Ray segment
tracer.in_span('my-server-operation', kind: OpenTelemetry::Trace::SpanKind::SERVER)
do |span]|
# Your server logic here
span.set_attribute('attribute.key', 'attribute.value')
span.set_attribute("metadataKey", "metadataValue")
span.set_attribute("annotationKeyl", "annotationValue")
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# Create X-Ray annotations
span.set_attribute("aws.xray.annotations", ["annotationKeyl"])
end

Lambda F 31
With X-Ray SDK

£ Lambda EEAEHRIERE , TEHTHMEZENTJFEA X-Ray SDK, Lambda HFeIE—1MKR T
Lambda & BREFAANXER , BEEEMIMAEEZEENTFEH X-Ray SDK BI2 72 RS E,

With OpenTelemetry SDK

ZBLLT Lambda AR RHI ( FHEA ) -

require 'json'
def lambda_handler(event:, context:)

# TODO implement

{ statusCode: 200, body: JISON.generate('Hello from Lambda!') }
end

EFHRINIER Lambda , BEE
1.  RYREY Lambda SHRIIATER

gem 'opentelemetry-sdk'

gem 'opentelemetry-exporter-otlp'

gem 'opentelemetry-propagator-xray'

gem 'aws-distro-opentelemetry-exporter-xray-udp'

gem 'opentelemetry-instrumentation-aws_lambda'

gem 'opentelemetry-propagator-xray', '~> 0.24.0' # Requires version v0.24.0 or
higher

2. 1 Lambda #:EBREF 2 1L OpenTelemetry F A TEE, BT S OpenTelemetry DK
BERN :

1. =\ A X-Ray UDP BES HEMNE L EBELESS , AT M Lambda Y UDP X-Ray &
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2. X-Ray Lambda & #%383%
3. service_nameEiREN Lambda B MHEE
3. TEZEHK Lambda L EBREFES |, RN T JLITRENEH Lambda A EBREF :

class Handler
extend OpenTelemetry::Instrumentation: :AwsLambda: :Wrap

instrument_handler :process
end

LTRIBERTHTHEERGH Lambda B, SN2 EMAELEERMIT B RHNE
E.

require 'json'

require 'opentelemetry-sdk'

require 'aws/distro/opentelemetry/exporter/xray/udp'
require 'opentelemetry/propagator/xray'’

require 'opentelemetry/instrumentation/aws_lambda'

# Initialize OpenTelemetry SDK outside handler
OpenTelemetry: :SDK.configure do |c|
# Configure the AWS Distro for OpenTelemetry X-Ray Lambda exporter
c.add_span_processox(
OpenTelemetry: :SDK::Trace::Export::SimpleSpanProcessor.new(
AWS: :Distro::0penTelemetry: :Exporter::XRay: :UDP::AWSXRayUDPSpanExporter.new

# Configure X-Ray Lambda propagator
c.propagators = [OpenTelemetry::Propagator::XRay.lambda_text_map_propagator]

# Set minimal resource information
c.resource = OpenTelemetry::SDK::Resources: :Resource.create({
OpenTelemetry: :SemanticConventions: :Resource: :SERVICE_NAME =>
ENV['AWS_LAMBDA_FUNCTION_NAME"']
19
c.use 'OpenTelemetry::Instrumentation::AwsLambda’
end

module LambdaFunctions
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class Handler
extend OpenTelemetry::Instrumentation: :AwsLambda: :Wrap
def self.process(event:, context:)

"Hello!"

end
instrument_handler :process

end

end

AT 2 A Ruby RERNFRMEY Lambda BIEHI =Bl

N\

Client O manual-otel-ruby O manual-otel-ruby
Lambda Context Lambda Function

(0

O manual-otel-ruby

BT LAER Lambda E A&/ Lambda OpenTelemetry #{TEE, BXEZER , HSH

OpenTelemetry AWS-Lambda T &,

Lambda Fz4M
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£ AWS CloudFormation|Z X-Ray &R

AWS X-Ray 5—T RS EEK AWS CloudFormation , iZBRSS AJ & BH &R AWS &R#TEEMNIZE |
MBI EMER T RANEMEETERNETE, SR —NMERFTEMAE AWS BRAER |
H R & AWS CloudFormation & F L B ix L& IR

£ AR AWS CloudFormation , A LEEFEAERRKR —HFEESHIRE X-Ray iR, RAFHR—X
BHRER , RETESZD AWS IKF Xigid —iE X —iE it & E R SR,

X-Ray #1 AWS CloudFormation 4R

ERH X-Ray MEXBRSRENEERR , B4 T HAWS CloudFormation EH, EHRZE JSON

= YAML BRI XA, XLEERER T B EE AWS CloudFormation ik PELER BIR. 40
BIRT#E JSON = YAML , ATEAE A D AWS CloudFormation esigner SR &8 BhRFF 24 1E F AWS
CloudFormation k., BXEZEE |, i55H (AWS CloudFormation FIF1ER) IV L2 AWS
CloudFormation Designer ? ,

X-Ray X EHBIZEAWS : : XRay: : GroupAWS: : XRay: : SamplingRule,
FMAWS : : XRay: :ResourcePolicy &R AWS CloudFormation, BEXEZEE ( 2FE JSON H
YAML #E#xH Rl ) , 58 (AWS CloudFormation FAFF#8/) FH X-Ray HREHSZE,

T#RE %% F AWS CloudFormation

ET7#RE%EE AWS CloudFormation , HZ RN T &R :

« AWS CloudFormation

« AWS CloudFormation A FF$5®

« AWS CloudFormation API 5| F

« AWS CloudFormation is ST REAFEE
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Frid X-Ray XN FH

FRERTATIRFMAR AWS BRNEAREE, ETUAFNRRFINSIMRE. SIMREHRETS
BFEX N —NMENAEE, flan, LR ATEER domain ﬁ"/f_\%{ﬁ_fﬁba example.com, &7 LL1R
FEARNNRERRMNFEEN TR, BXRNEEATENESFEE , HSH AWS —RSEHRWITIE
AWS &R,

&R LAEAFREXY CloudFront D ECREFIMTE THENNR, BXEZER , FEREARFRIRER
FX AWS BIRAY o

(® Note

REHmEREM AWS FIRE B BTN X F X-Ray BiR. SR LEER AWS X-Ray 2§ &3 APl &
IAMEEIRE,
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[E#TRY X-Ray 403 KA MR FRZ (CLI)
EEAUT RS2 — , IR X-Ray 45 FAA N EF T EIRE,

- BRFARIGE , BETUT®T , group_nameBRNIEWA BT, mydomain. comIREHIL
WmTT R, key_nameWEHAUR AEvalueWiFEEH, BXRUMACIERENESEE , HSH4E,

aws xray create-group \
--group-name "group_name" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "key_name",b"Value": "value"}, {"Key": "key_name","Value": "value"}]

BT

aws xray create-group \
--group-name "AdminGroup" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "Stage","Value": "Prod"},{"Key": "Department","Value": "QA"}]

- EM#FARERANFIGE , BIETUATET |, key_nameBRARERE , LA BlvalueBRIFE
H, W TF --sampling-rule SHHMEEEN JSON X, BXRMFACIZREANNESE
B, BERAREAN,

aws xray create-sampling-rule \
--cli-input-json file://file_name. json

AR R--cli-input-jsonZHIEER JSON XM file_name. jsonAR,

{

"SamplingRule": {
"RuleName": "rule_name",
"RuleARN": "string",
"ResourceARN": "string",

"Priority": integer,
"FixedRate": double,
"ReservoirSize": integer,

"ServiceName": "string",
"ServiceType": "string",
"Host": "string",

"HTTPMethod": "string",
"URLPath": "string",
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"Version": integer,
"Attributes": {"attribute_name": "value",6"attribute_name": "value"...}
}
"Tags": [
{
"Key":"key_name",
"Value":"value"
.
{
"Key":"key_name",
"Value":"value"
}
]
}

Lj\—Fﬁ%;EE_/FT_\QUO

aws xray create-sampling-rule \

--cli-input-json file://9000-base-scorekeep.json

A ERH --cli-input-json ZHIEEM RHI 9000-base-scorekeep. json XHHRE,

{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": "*'",

"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1

}
"Tags": [
{
"Key":"Stage",
"Value":"Prod"
I,
{
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"Key":"Department",
Ilvaluell : IIQAII

[ I A FIRAIFRE (CLI)

A LLE{T tag-resource T EIMA X-Ray A REMANFMIRE, LA ETRELBEEET
update-group = update-sampling-rule RANIIREE /L,

& ZEARREANRIIRE |, BEITUTHS , & ARN BN FFEN ARN , FEEREZRIMBAR
LHYRM TIE(E,

aws xray tag-resource \
--resource-arn "ARN" \
--tag-keys [{"Key":"key name","Value":"value"}, {"Key":"key_name",6"Value":"value"}]

IR

aws xray tag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup" \
--tag-keys [{"Key": "Stage","Value": "Prod"},{"Key": "Department","Value": "QA"}]

5| i8R L FRE (CLI)
AT LLZE1T list-tags-for-resource s H %l X-Ray A= EHEMN LR,
EEIHEENMAGEREANXEKNTRE |, BETUATHS , & ARN B2 7R ARN,

aws xray list-tags-for-resource \
--resource-arn "ARN"

AT

aws xray list-tags-for-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup"
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RENE,

AILAEA untag-resource B XMIBREMIE, EEMBRFEE , FFEA X-Ray #H1& |, MR
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aws xray untag-resource \
--resource-arn "ARN" \
--tag-keys ["key_name","key_name"]

AT

aws xray untag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/group_name" \
--tag-keys ["Stage", "Department"]
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. servlet fFikE s RELE - X-Ray SDK 2B AWSXRayServletFilter AR HENE AT
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S|, BELAER getTraceEntity M setTraceEntity HERREGT Hai0 R F 2 RH 5| A
(Entity) , A FHEHARZELEABNICRSE, BXRH , BSH ELELEFEARNNE S K,

ERAT Node.js By X-Ray - F X TEE
[B]& : CLS &5 Sequelize —iE2fE A

#/ cls 3% , ™ X-Ray SDK for Node.js &  Z8 6] %% 2 Sequelize.

var AWSXRay = require('aws-xray-sdk');
const Sequelize = require('sequelize');
Sequelize.cls = AWSXRay.getNamespace();
const sequelize = new Sequelize(...);

B& : CLS Fi5 Bluebird — &M

£/ cls-bluebird 323 Bluebird & CLS B4 I 1E,

var AWSXRay = require('aws-xray-sdk');

var Promise = require('bluebird');

var clsBluebird = require('cls-bluebird');
clsBluebird(AWSXRay.getNamespace());
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