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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://aws.amazon.com/workspaces/features/#Amazon_WorkSpaces_Bundles
https://aws.amazon.com/workspaces/features/#Amazon_WorkSpaces_Bundles
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-protocols.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-protocols.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/access-control-awstc.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/access-control-awstc.html
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» Simple AD

« AD Connector
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https://console.aws.amazon.com/workspaces/v2/home/
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-vpc.html#configure-vpc-public-subnets
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/business-continuity-plan-bcp.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/business-continuity.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cross-region-redirection.html#cross-region-redirection-configure-DNS-routing
https://docs.aws.amazon.com/workspaces/latest/adminguide/cross-region-redirection.html#cross-region-redirection-configure-DNS-routing
https://docs.aws.amazon.com/workspaces/latest/adminguide/multi-region-resilience.html#create-standby-workspace
https://docs.aws.amazon.com/workspaces/latest/adminguide/multi-region-resilience.html#create-standby-workspace
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https://docs.aws.amazon.com/workspaces/latest/adminguide/active-directory-prerequisites.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/active-directory-prerequisites.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-directory-pools.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-directory-pools.html
https://console.aws.amazon.com/workspaces/v2/home/
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html
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{55 FA #E 115 B B WORKSPACES_DIRECTORY_IDFMIREGIONZE{TU T :

aws workspaces modify-workspace-access-properties --resource-
id WORKSPACES_DIRECTORY_ID --workspace-access-properties
'"{"DeviceTypeWorkSpacesThinClient":"ALLOW"}' --region REGION

73 Amazon WorkSpaces E & FHLELE AppStream 2.0

AppStream 2.0 SRS RFEHL BRI , HEFEEABMENE LEE IdP &% URL, BT
AppStream 2.0 ik SAML & #RIEX X E0H S MKt , R ERE R AMF i A EBHESF URL,

Eii& WorkSpaces E%& P i A X R 12


https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-pools-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-pools-directory.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
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https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-create
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-add
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-finish
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1. f£F AWS CodeBuild Cloudformation ##x il VPC,
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https://docs.aws.amazon.com/codebuild/latest/userguide/cloudformation-vpc-template.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-vpc.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-saml.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-web-portal.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/test-web-portal.html
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https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
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BM (=%  eu-central-1 thinclient.eu-  https://eu-central-1.console.aws.amazon.com/
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https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home?region=us-east-1
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/environment
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£/ WorkSpaces EEFHEBRAEGHS

Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access t0 | mm—GEb-

enabling users to securely access virtual desktops.

virtual desktops Gl [ o oo 1 |

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management

How it works

console.
Admin management flow
nmore abo ESpi Thin Clien
i¢ing [
{
)
Y i s
Amazon WorkSpaces i = Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop emvironment fleet and controls
T B in desired AWS Region access through device
to associate with management service
‘WorkSpaces Thin Client
service

B {EH WorkSpaces EEFHEERAZEFE |
EXE | B LU R H A E R IEH WorkSpaces &R & P A& & MR,

E X WorkSpaces EEFHIREWELR , HSH@WorkSpaces EZE LA,

BRI,
F&E

. RE

- BEEH



https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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Amazon WorkSpaces
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® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

REELRR. AFERULTENR

(2]

5

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.

v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

Enter your environment details Select your virtual desktop provider
Create a name for your environment. This name should be descriptive and unique. Oryoumay ~ You will need a service to provide your users access to their virtual desktop and compatible
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web,

or AppStream 2.0.

Environments (6) nfo

Environment connects virtual desktop to the device.

Q Find by attribute or keyword

Name v | Virtual desktop service v | Virtual desktop service ID [4 v | Activation code
Environment 01 ‘WorkSpaces d-00000000 gheltpas
Environment 02 WorkSpaces d-00000000 ghisrax1
Environment 03 WorkSpaces d-00000000 T ghl13e0p

E it 04

Cloudshell  Feedback

BAIXREMAMEE
I TEARBESHHEER, TRIHTREPNEINTEZREZESR,

TE iR

3

Send the activation codes to your device users

Once your environment and virtual desktop service are set, you will be provided with a unique
activation code for your set up. Provide this code to users for them to access their virtual
desktop.

C [ Actions ¥ Create environment

1 2 >
v Device count Time created v
1 October 16, 2023, 20:38 (UTC-07:00)
1 October 13, 2023, 11:38 (UTC-07:00)
0 October 03, 2023, 21:22 (UTC-07:00)

Cookie preferences

Name Elttﬂ; *E*H’Juﬁ *L\ﬁo

FE #\ SR E AR S5 BEIRIR 6 A R RE 0 R TR R S

AR mE MRS ID FE 0\ SR AR S5 IR A B 0 B 45 12 MR RO E — FR iR

o

i


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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EUKERREAREE

WorkSpaces EEFH R EEENKARA LIZT. SMNEOBE-ATRANSHEREF T AHE,
Amazon WorkSpaces B &i¥1&

WorkSpaces £ Amazon Liz{THEE FHlERE WorkSpaces £ B KB EMZTEHEME®E,. T
RINHTHAREPHNEBINTRZREEZELR,

WorkSpaces directory details

Directory ID Organization name Registered
abc

Name © True
Directory name Directory type Status
v Simple AD © Active
TR R
B%ID S kIR B X B A Amazon WorkSpaces B 3.
BB 5tk Amazon WorkSpaces B F#85< iy 1t —FRriR
o
HOER #2284 Amazon WorkSpaces B ZHIHLR B .
B&REH Amazon WorkSpaces B ZHER .
2 It Amazon WorkSpaces B X2 & EiE .
7N It Amazon WorkSpaces B Z2&4 FiE3IR
A

7CN o

Amazon WorkSpaces Z £ %8571 ML i¥1E

WorkSpaces £ Amazon WorkSpaces Secure Browser Liz{THER P AR EFER R GIEMZIT
HELEHE. TRIETEFAGEPINENTEREEELSR,

REFEHAER 22
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WorkSpaces Web portal details

Name Time created Web portal endpoint
Custom Web Portal - Mon, Mar 06, 2023, March 06, 2023, 13:50 (UTC-05:00)
12:00:51 [4
TE EEPUN
Name 5tk WorkSpaces &£ X % 85171 F° A8 5< B i —
PRIRFT,
B 22 A | B2 it WorkSpaces Z£ I %8517 89 B HAF]
B[]
Web [T i = R T 5 B 48 A9 RE L R R SR AT R 1k

AppStream 2.0 i#1&

WorkSpaces & FHIIMEIE AppStream 2.0 S8k LiZ1T , AT RIEMETHENREHEH. TXY|
HTFAEREPHNEINTRZRAEEZELR,

AppStream 2.0 details

Stack name IdP login url Time created
xyz https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
TE DU
B Stk AppStream 2.0 etk X BX B9 — PRIZAFo
|dP % M1k AT EFMEE AppStream 2.0 #HLH & 1718
HEMut,
B 22 B8] B2 Itk AppStream 2.0 Eik#Y B EAFN AT E]

HRREAES
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/A Important
E# WorkSpaces EEFHEEREH A EEEZT , FNRELTHEEBEER, XLEEKRS
EEARZHENEED,
FREENZH , FRRENREREXLEER,

{5 A1 &% WorkSpaces

Amazon WorkSpaces & —UE M T Windows W £ RENKEELLIRS , EEEBMNTAZEFH
RE VIR H R

1. EfH Amazon WorkSpaces , BT TE—IRE :
 BELEATENSRENE R, BULRETHIR B AEAERFRERE R,

o BEITIEE BB R BHXRAIZE WorkSpaces B %, BX | WorkSpaces B X EZER
BZHEE B & WorkSpaces.

2. EERBIERFERA,

SIRIMER , BMATUUBRERBFHAER. BXESZEER , BZARENE,

IE1EE A AppStream 2.0

AppStream 2.0 R—HIE£RENZLNARFRES , IR THREANARFNRIEH AWS
Web ﬁu% )

/A Important

E 6|2 AppStream 2.0 338 | &4 Jcli_follow_urlparamfiRE N false, Hik , FRIT
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https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
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« NFBIAEEXH , 31T aws configure set cli_follow_urlparam false,

« XFHEN ProfileName MELE X |, 1217 aws configure set
cli_follow_urlparam false --profile ProfileName,

1. EiR{& AppStream 2.0 , FRITUTE—RE :

- REREEATEANRRNHER, SAMURNKE TSR , WA AERERFRIERMERK,
- BEER OIEMR REROIEMK, BXROIE AppStream 2.0 KN EZER , BSHLIE
HRo
2. fE1dP &% URL FEHHWMAZLHNEHRHEFEZMNEE URL, XAAFRMTEZMNESY
WorkSpaces E&EF A5,

3. GEERGIEHFZR,

BIEREG |, BMATVUBERBFAGEE. BXEZEER | BSREERE,
{# 1 Amazon WorkSpaces &£ 3l %

Amazon S WorkSpaces ecure Browser & —fIEKA. TTLIEER WorkSpaces £#l& , EEAER
MEMENRRNAFREZENET Web W THEAZMNKHERS (SaaS) MAREF I HXR.

1. EiZE Amazon WorkSpaces Z£ X K85 , BHITUTE—RE :

- EREATENIREN Web 117, BRIRKE THIER , LA ERABRFERERITF,
- % “BlE WorkSpaces &2 588" R AIE Web 17, BX 2| WorkSpaces &£ 33 5T
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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Fo XEIRZBIIAWS U5 2 E# WorkSpaces BEEFHIEERIZHIA#ITEE,

EABT IR A N BN ERITRE .
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MW EMREBERSSHAHEEE , B6 - LTURDMNBRME.

DEViceS Info Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C ‘ ‘ Actions ¥
Q, Find by property or value 1 @
[ Device ID A Device name v | Activity status
- GO723H08 - @ Active
< >

RBEIIRFMES
BHRFZSHEIHREES, TRIMTRETNESITRZREEEFELRK.
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TE DU

« BUHEM-RZBLAT EENIEHE TEF,

(® Note
MRIRFLTIEHRS , WALFHE
B o

- E@QQ@ EH- REFCHINES.
(® Note
REHREFLT FHEM N BiE
WHRASE B R E M BR.

- EFE-REBEFN,

5 ID bR % P R MR R PR IR AT o
RHeEaAH RERGNERERS. BARMRSRE -
- &M
- A&
REFIRIRE

SERTBAM LA AT SR AE, SRR E R EM — N AIMITAE RV RAE

TS R

Search BREEENAMEIRE,

k] R RE I,

EEFAES EREERMEL,

BRI TR — AN TR , BAUELHRITA TR
#
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TE DU
- FBIREEN
- BUHEM

. il

- SHIRBRHEER
TR & FFIRTT IR Z IR
FR

- REFHEER

- RBREEN

- EENMEUHEMIRZ
- FHERE

« MERIRZ

- SHRBEFAESE

REFAEE

BFREN , WorkSpaces BEFEHARE R RENAELHEEE, BHATLLTAX
& MAXEMEZHABREHRAEL.

F&
S

- RERE
- APED

BE

“WE 28R T WorkSpaces BEFHIRENEENRE. TRIIHTHEFNENMNTERHEEZER
o
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EERES

Summary

Device serial number

ARN
[ ]

Device name
Device type

Activity status

@ Inactive

TE
REFIE

ARN

REFBR

RERE
SEERES

% ID

EAPRES

Environment ID
Enrollment status
Registered

Enrolled since
September 27, 2023, 20:33 (UTC-07:00)

Last logged in
October 07, 2023, 03:08 (UTC-07:00)

Last posture checked at

March 19, 2024, 17:53 (UTC-07:00)
£ Mot checked in for past 7 days

DU

Current software version

Scheduled for software update
2.81

Software compliance

DELABEMRBRIRIAS,

B & B HE—FRREF | XA Amazon RIRE

(ARN) #% =,

ERRFRBENER. MREERCIESR , U

AANEBE

BN EFREMIAB IR,

BKFRERVRL A IRFHIRE

JH:'LX%EIJ é Bl ’H(zu\o Wiﬁ’b{zu’{kzu\

'LX%{EFHEIJ% E’J* \1/\"?0

BINRBERETE , ©5IL AWS IKF KRB,
AEHETEHRERR, BAMLTUTEMRESZ

° E:/EEﬂﬂ' X Egﬁl}\'{j‘/u\o
- BUBEEM-RZLA T “EERNEH BB,
- EAHE-RBEERIEE.

REUMAEE
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R #5k
® Note
OAMREAT ‘T K DY
WASE | BB R,

- BFHE — EEACFIRFRIENHEIRKR

AMER,

BB AR 8 B B .

ERBR BT — R B i B A,

BB R R BT — Ri8 & X FIR B HIRE

S IE e IR 7B 24 31458 PR B R A AR

T RIEAT R BT B& TR AR

B SHM BIARGEEY. BRMRERS
Y
. TaM
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AP BE

User activity details (5) info | Export details | @]
Q. Find by attribute or keyword ‘ 1 {§}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

TR BN
EREEEE EREAILIRE B B ER A E
BRIRE

BHRFZSHEIHREES, TRIMTEBINTERETHERE,

® Note
ﬁélx%ﬂﬂ:ﬁ*m%“ﬁ , REREFET2EH. IREZFLTELRS , WELEEFEA
S HA.
PR A P 4%

WorkSpaces EEFHIRZ R AERBR T RZFHMEERE, TRIHTEINTERETHERE,

REUMAEE 33



Amazon WorkSpaces & #l EERER

Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address
ETHERNET

Status Gateway address

@ Connected

TE EPUN
LIRE et iE RHIRFIREN BHMEAESENRES.

TERERA REEARNMEERERE, EEREATLRLAX
PR Wifio

R MEHVRS. MBER LB TERRS , HE
XL 20 pEHAEERE , WRSEERN B
EE, MEREMEHITIEZNNEEY 20 5% ,
MPRSFERNERERE EREZBEBRM K
i3y etiE |, Flan < b RERE Rt E 20 28 E.

3y 1P bt FHEEMER ARt 1P ik,

5

ZES: s PRI 32 0 45 Y U 5% 3 3k o

B MANERE

WorkSpaces BEFHIRZFAEERE T EEIRBNFAECEZENARRENIIR, TRIETEHAN
TERHEIERE,

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)

Name Type

Logitech USB Receiver Mouse Mouse (USB)
Logitech USB Receiver Keyboard (USB)
Plantronics Blackwire 5220 Series Speaker (USB)
Plantronics Blackwire 5220 Series Microphone (USB)
UVC Camera (046d:0825) Webcam (USB)
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dl
L

Bt
A

EENAERE

B M BEE AR

DU

REFHEDRS. BIPRSRER -

PERABERBNBMIE , SIMTKRER , U
RPAEEINERBARE | HIZIESR (USB).

S 4& WorkSpaces EEFHIRZHEEEERN, TRIE T HERXARES,

v Power and sleep

Turn off display after
Never

TE
ZERAERE

R &D)

iR

RE XM E RRAYIETEB AT E B

EMFERBERENRENFEAGENAE. TRIEHTHBENBINTER,

User activity details (1) e

[ Export details J@
1 @

Device accessed on User ID v Virtual desktop service ¥ Virtual desktop service ID v IP address v Session ID
March 06, 2025, 16:43 (UTC+01:00) sld-demo WorkSpaces 2a02-ad46a:9b7c.... gw2-BaB8e81
THE ik
VA% & B E A REBUER B HAETHE,
AP ID BERZ A P RIRIR S,

35

REUMAEE



Amazon WorkSpaces & #l

EERES

BAAERRE LANEREERETFERBERFS . B LUHR BN E FiERELE R

TE EEPUN

RE 0 R TH AR S5 REEANELRE RS

RE AR HEARSS ID ERPXREBNELRERS ID 5,
IP ith 3k HENRZER IP WFRIRS,

EAeE il BRIRFEAFRNNFAREE.

@ Note

Bk “ WorkSpaces M A” 2%+, VDIs REREBHEFZHNEH,

FA BT IERS HFAERRAFRES HE csv X,

mEBIXE RN
1. BERBRENHRE. STMNK TR, tTAEAERTREREE.

2
3
4.
5

543 “RAE 4,

MTHFIR RS HERE RN, FHI HBEEEH B0,
ERE B HBIAT R B H AR E B,

S RARAE oA

EEMBUEEMRE

1.

2
3
4.
5

EEEEERNGE. AR TRIE , CTUEAERTREREE.
Wi BRE B,

MT 5 RApIERE “BUREMR, FHM BUEEMR &0,
EWINFER P A deregister”s

EFRBUE MR,

REREEWN
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® Note
BUHEMSBEEHEAF , HERESFEPREFH S H WorkSpaces BEEFHLIZR

R E

1. EREFNMMNEE, EUUNETHRIIR , 6 UERAERFERERIER,
TR BRE R,

MTHFIRPER T, FHEI T EO,

W IAF B % A“reset and archive”,

RREENFARA.,

o & 0N

® Note
FHREL2BHEHAFIHE  HEREQIFEPREFEHMAIH WorkSpaces EEFHLIRE

il B i =&

1. ERERBRMRE. BAIUMETHIER , EUFEABRFRERERE,
T BRAE EYE.

MT RIS R A ESE “BIBR". FHI BER EO.
EWINFERPE A delete”,

R BR R

o A 0N

SHRFFHAER

1. EBRBENPSHEAGSENRZ, EAUURNE TSR, b MERERFRERIRZ,
2. &E BE R,
3. MTHRIRFEE SFHRZFAGE . AMERFNFAEEUABFREEXTH.

RS 37



Amazon WorkSpaces & #l EERER

B R

WorkSpaces Thin Client B EEHGEFHUSI AT HEEHB AT SN T o X LT 5 B A2 589 3R 4
ERTo

BMHEETLLEE WorkSpaces BEEFHREZNHRGNAEFRRERENEN, BXtEFHE , &0
LRI ENEFHBRG , I AR HERBEE P RN ITEIERH,

BXRERMNHRHEETIX , 1B H WorkSpaces B & P HIIMEHRH K,

£l

- EIIERHY

- BIRERMYS

« WorkSpaces & /= #l 5 E R A

ERTIMR R

WorkSpaces & IR —H AWS LR ITERS , INAFRANEMKENHRRR, XEE
DREXEHEAMNBRGEERITER. EERNRRME , BITUATERE

1. MNATRNRAEFRIRPERERGE, BXREENTIXR , 55 R WorkSpaces & & P HLIMR 4
&

wE RE ZH.

R T E TR EBAY IR,

M HRIR B D FIRPIEREEHBIRER,

BEEENTIRTZ — , Eit R E PG R ERHIR

o & 0NN

« MEVEHBM - FTFRERATE EEMRE ENRRRA

(® Note
M BVE R AT BE & P TR (R BR BV A P 1

- EENABE4FE DR ERRA-EXRENITREF BN EMRERE,
6. EHZEREURNET ., HIUEP I EERETREEFERME.
7. &R ‘RIR %,

RUEEH 38



Amazon WorkSpaces & #l EERER

EIRB M

WorkSpaces EE LR —H AWS BRLRAFITERS , CRHENEFFIIRETHAFEZIT AN
ELRE, XERZFLEMEAMRGRTEN. BEEMRERY , FHRITUTRAE

1

2
3.
4

WA RS BRI A

1R R R,

BT AMEBGRE.

M RE BHNARTRFEERNRE, BXREENIR  HBHEWorkSpaces BE HLF
HREE,

BEEFRE TR — |, MITRIERTIER T G R A B ERTRIR

- VHEFHRG - LETEHIRZH4.

(® Note
M EVE R AT BE & P TR (R BBV A P 18

- EENMRBEFNBAERRE-ERENTELEY BT BRAEMIMRRE,
EFZEIREARNER . LTOEPUEERES RREFH RS
®E =R B,

WorkSpaces E & F HLE AR

WorkSpaces & IR —H AWS LA ITERS , AP LARF LWENRE, XERES
EHERAFNBRGERTENR. TRERTHACSRTNREE. EEATUERAAWS EERFAE

EUANRHE,
RHEER KITHH BX
2.16.1 7-3-2025 « 21&%& Chromium B9
CVE-2025-6554 =& &£ [A]
B,
2.16.0 6-27-2025 o ANINT MZIEREH,

- BT EKFEHRMNE=S
T RER RS PR E Y Th e,
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RHEER RITEHH BX
- BETRBENERENXIRE

FERFERARITED
HE 1R 9 )

2.15.0 6-19-2025 o EITXNHT EMEITE
NMERFRR BRI,

- HRBRAEARQNTRE

FEREDN , REAF S

EIEA,

2.14.1 6-09-2025 e 8E T Chromium &
CVE-2025-5419 <& & 4[4
&,

2.13.0 3-31-2025 - BAAPEULBENNERE

FFmAaEERBAL,

- ®BMTX FIDO2 &HRIE
RENMAITHERRF, &
EFIDO2 £811#15,

s MRBRIEEXTFPER ,
audio/video N < A BEHR
RS

- HEREEEMNEITIEE
i, REAFPSFEEA.,

- REMNBRERRKEDEE
B, USRS,

- BETHRHREBEN %
B IR B EBNF

Ao
emrfs 4-29-2025 - AAMAHNERIEES,
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RHER RITEHH B

2.13.0 3-31-2025 - REARAFPFUBANERXE
FFEmAaEERBAE,

- 173 FIDO2 & 13 383E
RENMAITHEXRE, &
BFIDO2 £ 81115

- MBREFREERERBK ,
audio/video | £ #t A BEHR
W&o

- HEREEEMMITIEE
i, RERAFRFIEA.,

c BERENBRERZKELHE
B, UH#H RS,

- BETHHREBRBN %
B P E R BN ERE

o

5

2120 1-30-2025 . BETRARPERTER
FREARIRE &EH )

Ao

S

2.11.2 1-24-2025 - BETENESRELBY
B, BIEHE TS ERE
e By [ 22

2.11.1 12-27-2024 - EETRERFEFIT RN
B,
« %I VoiceView #rZ# 1T 7 4H
Pt
2.11.0 12-19-2024 « WorkSpaces E & F LI
¥ VoiceView MM K&,

2.10.0 11-22-2024 - RARAPULUGERRERE
BRITBIRE T ER,
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RHEER
2.9.0
2.8.1
2.8.0

RITEHH

10-28-2024

09-26-2024

09-06-2024

BX

- EERIEALE AWS 2

HEPRERZRIRZ M
FEERNETEEHERLAR
iR ZIRE

« WorkSpaces E & F HlI7E

XBERDSPRN 2KWE
TREFo

- AR ALATE WorkSpace

s EEFHIIRELEIEN
F WX VE A,

- PE , BARAFTUURER

CHEFRRMRETEE
BREEEMZHAN,

- BETIRZHEERDZ R

[B] R 22 SR R A SE AT (R

B8 71REMERIRASER
RRETBE =B ERHEMN
=R,

BRI 4K 2 PRI
T REFo

EN{# WorkSpaces EZ&F#l
REEERSENATTA ,
APt bUERE VDI £

o

EE7T AWS & & F A
PEDFESPETEER
B B[,

&4 R P A LATE WorkSpace
s & F #l WorkSpaces L
MR HEEA PrintScreen
I,
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RHER

2.7.1

2.7.0

2.6.0

2.5.0

243

RITEHH

08-27-2024

07-29-2024

07-09-2024

06-13-2024

05-29-2024

BX

 {&& Chromium &9
CVE-2024-7971 #
CVE-2024-7965 REZ <[]
B RASENRIE

- RETE-S S RSEBHNY
BEo

s BETERRRZESHIA
EEETZE A R,

 RRUMEFUREZHER
Bkt AR SS o

- APAIUHEREANRGE
o, IXEEMAR AT LA 8] i
tth 5E B T4

- BRREAFAFPSRIERE
B9 WiFi P&,

« WE4 audio/video iEHFEIY
M ERE,

- VDI 2ENREERAFPRER
BREEHBHEMNMERE,

- BETERBRERIAREZHE
MEERHPERSNALEE LR
BENBRRERSN R

- RETER W TR RYE
BEWERN “BR,

- ®E 4 audio/video i FEAY
HIMERE

« 8% Chromium &
CVE-2024-5274 =& &R % [A)
B RIEFEF
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RHER RITEHH B

24.2 05-17-2024  {&%& Chromium #y
CVE-2024-4947 FE R £ (A
B RIEFERF -

2.4.1 05-15-2024 + {&& Chromium By
CVE-2024-4671 #
CVE-2024-4761 B Z £ (9]
B AR IEFNRIE

- BETRATRRBET

WorkSpaces &3k H L/
AWS 1 Privacy 853034 37
BT R B8R (A &

2.4.0 05-09-2024 - EE T R# “accounts

.google.com” HZ |- fFF
Google Workspace 179
2.0 &£1EHY IDP By [A] &L,
AppStream

- REQHRSELNEAX
i, RREEIEERSHE
TR,

2.3.0 04-05-2024 - RBEREERERENIE
=, ATSAEFRIA AR
RE.

- UE , RAAFTUERER
B T IEESNIRASATH A
BERR RS 2 BT B 158 o

- BETE-ANETRRLER
“about: blank” P11t #Y @] 7,

- BETRAT BRETRENE
WEROME,

- HE , KinAFRENTE
ERBERREDAEE.
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RHER

2.2.1

2.2.0

21.2

2.1.1

21.0

2.0.1

2.0.0

RITEHH

02-16-2024

02-08-2024

01-26-2024

12-21-2023

12-20-2023

12-06-2023

11-15-2023

BX

EETEFRIEDHIAE
B, ZRESHAFLE
&% WorkSpaces BLi& T
SAML 2.0 B RKIE,

BT NERRE (R

)« EIE., BiE. BEXF
B, AT EXEIRER
ISO BER X#H,

&£ Chromium HY
CVE-2024-0519 FFE&Z& £ (0]
B RIEWNER

WE T EHENREMERNR
KLAFMER,

TH [6]1% % 19 R 2Bk = E 1Rk
F “thinclient*” 13,

&€ Chromium &Y
CVE-2023-7024 & Z 4|0
B RIEINEF o

ERRIREPRIMERIZ
H, HEAXNTHANX
¥, XATKRAPBETZE
Meta+L RFABIEFT.

{&& Chromium B
CVE-2024-6345 = E %R 4 [
B RIEIEF

IR
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£ WorkSpaces &P YRR LERARE

ER BB T BBENRSESMABT N RFERAL/MERE WorkSpaces EE

FHHER. TAEMEEER NE. BUMUREEHEXKEN—M&ER , 5

f“project”. “owner”=§“environment”, RAI AERAREENEE AWS BRIRMEALEIE (SEKEHK
) WEEmEANAR.

EIMEEFRRMTERN |, XEFRLEE T NANE-RT2HINERN LD ERE P, Hlan , MREE 7
B 15 BHEIM A WorkSpaces EEFHLIRREAIFE |, MIXERELEZE 8 A1 BF 2HMELRH K
AoBIREF. BEXEZEE , BESH AWS IKEFA ISP EA KA D BFE,

(@ Note

E £ Cost Explorer #&%& WorkSpaces EEF LB RRE , XIIRBAFEBTREASE
SRR A 9 B bR 2 A 19 1 B BUE B B T WorkSpaces B & P LG RIIFRE, AWS Billing
HEASERE 24 PEHN , EEXEREXEKNETEEE 4-5 XS EEE R Cost
Explorer H, k7 , 7 Cost Explorer FE RMBEKALIE , EFR1CH WorkSpaces EE
FPHIRRSRIELE B~ £ B, Cost Explorer (R B RIFEBUER R AE. Ba&EaH
W T L BE

&I AFRICHY R R

- ERIBUTRIRN , AR EAIRMIEE . WorkSpaces EE P IR E,
o BOULIAUTRBEHWMERFERNINIEL : WorkSpaces EEFHLIRE, RBEMEME,
o BWAILAREFNRZEREENRS , FEEFMEZRNBEINA,

PR PR

- BNRBOREH LR - 50

- RAZAKE-128 4 Unicode FHF

- RRAEKE-256 1 Unicode F£F

- RERNEX 2 KNE, ATFEANFRIETA UTF-8 BXRTHFR, ZRNHEF , URUAT
BHRFR: +-=0 _1/@. BTEFEANSZERIERZE,

« BOEGZEMBEREAaws :BIR , RAECEREM AWS R, BT E Y5 S BRH L BT &8
REBMHEBE,
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- EEHRZL | B4RiE E BVE,

- BRI | FIREREZUHBIR,

BT EE  BRRF,

EREHAEENFRENIRE

o & DN

$TFFWorkSpaces EEFHLIEHIA .
ERREUITHAHFAEENE,
EREIRZ,

TR EERE,
PATUT — NS MNMRE -

o BRSRE | RIERRNHEE  RARREBRNENE,
- BEEHRE , BRE E BE,

- ERIBRIRE | FRBEREZUHBER.

EHMEnER , BRFEF.

R A EEMRENFE

> w0 DN

$TFFWorkSpaces & ¥l &,
EREHRBELT T HFEREERE,
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- ERRIRE | FIREREZUHBIR,
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RBEVEE , FERBERIMHNARZVNENRS, INEFRZITMEBEAKE, A, N
Faws:thinclient:environment-idR&EFREATEHARE ID ERE,

EREF A EERGEMOFE

1. 3¥TFFWorkSpaces EEFHliE4I A,

2. EBRPHEFHFUITFHFAEFEERE,
3. ENZHS  EREERE,

4. HATUT NS MEE

- ERMSRE | FEERNFEE  RARRERNENE,
- EEHRZ | B4RiE E VE,
- ERIBRIRE , FRBEREZUHBER.

5. BFENER , ERRF.
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Amazon WorkSpaces EEF AN EZ S

TEE2AWS BREHZE, ENAWS BFF , BAIUZRTENRREASHZEBBREALNERMY
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RERMFHEEE AWS 3T, RERHEEXFEHRNENRZEMNEZIN LTS

- TRE — AWS ARRFPEZHIEIT AWS REWEMZEE AWS =, AWS BN ERIRHITURLE
MRS . ERAWS EMTRIERTRIERTREN—B2 , F=ZAFIHFEHMNRFMBIERNZ
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- CIREE-EBHNRIHEERAN AWS BRERE, SEEENHMEARAT , SELNKENBR
., BRATNERURERAWEEEN,

AR A EBY IR T SRTEE A WorkSpaces ERE P YL AR A 9 BREER, BUT EBMEEN B
BLiE WorkSpaces EEFHLLURREN LR E NS B IR, BB WA A HE M AWS FRSSK
HE BY R U5 1 R P S8 HY WorkSpaces E & FHL & R

e}

« Amazon WorkSpaces & ]l B BB R 3

« Amazon WorkSpaces & F LK) & 4 #1150 & 18

« Amazon WorkSpaces & F A58 4

« Amazon WorkSpaces & F #l 89 & E 20 4§l & 18

Amazon WorkSpaces & L By B BRI

AWS 7 BT FER HEFEEEER T Amazon Th WorkSpaces in Client FEBIERT . mAER
iR AWS |, IRRIPIZITAIE AN EIKEMEN AWS =, BAREFPNEETHLEMEH LN
AENES, ZEAREMEAN AWS RS NLLBEENEETS. BXBERINESZER
BZRABERALENLDE, BEXMMBERFNEES , iHZH AWS Security Blog £# AWS Shared
Responsibility Model and GDPR &M &,
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- FAHRE API AP EZIBE AWS CloudTrail, Bx{# A CloudTrail BRERIEIR AWS JEFIHNEER
EZ 1 (AWS CloudTrail B /) HREFE AR CloudTrail o

« FH AWS MEZERRFRUREPHFERINZEEH AWS RS,
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BHE,

- MREE AWS BEXGSITRES API HITH RIS EERLZS FIPS 140-3 RIEMWINZER | EHEH
FIPSimR. BXTHAMN FIPS mRNEZEER | BHSR (EBKHPEELEIRE (FIPS ) 5 140-3
FR) o

BB NENEEERBBER ( MEEF B FR4iti ) RARSHBHERNXAFTER
(MBHFER ) ., XBEEMEREFE A, APl 5 AWS RS /8 WorkSpaces EE IS H A E 4
it AWS SDKs, AWS CLIZEATEMHHFERBHEBA XA FEP R ANTABERTESRA Tt 5%
R A K. MREEAZBRSEFIRHEMUL | BB NETEENU P B EZIEEERBIEN ZRSES

HE R,

Amazon Th WorkSpaces in Client W H 2t E <A F A WorkSpaces BEEFHLIRERHEEEUR
HARSZSXENEE. Al , TRARNE. MEZH. MEEE., ®REFERE, SAML £iF. ®RFRFEEM
BRRE. XEFEEATHERMRERS  HUEATHRERALNERSHAR, A, 8 T EERER
%, GETRSEBIAFERIZRESH AWS X 24, BIBRBAWS BIAFHLBIXEEE,

£

- BIEME

« Amazon WorkSpaces & F LAY 8 S EIE =%
- R INE

- RIAEE

. BB IERERT

I =

WorkSpaces EEFHINERENREZBENEHIE , fIMAFRE. RENRAG. SOREBEEN
RAREFRRRF. WorkSpaces EEFHERWEXFENHEE. WENBIEF#ELS#H DynamoDB
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ML % S3 1, WorkSpaces EZE FHLAEA AWS Z{AEE RS (KMS) Management Service 3170
B,

ERFPEHNE | BEEUTIERERITERE

« SKUMRARBR G R AXBR H 8122 F T WorkSpaces BEFHIRENIRERAE,
« end-to-endBE RUEFEENRARRIFHIE , X4 Th WorkSpaces in Client i 7] LA A & 12 4
H AT R B A TR B 1T IR
- FEEAZIREREEMAFEIL -
- BEEREEERE WorkSpaces EEFHIZEFHE , AR EERMBUEE , LAME WorkSpaces EE
FHEEFEAERERREARSH,
- EREEYEFRINER AZBATLIRE WorkSpaces EE L , BEBIEMIEEA RN HED
MAPERITMER , SNENTEE2E.
- APAUBEFEAREIELERYERE. ERTAREZRPRLERLTF. XFEFRZFRXEH
BRSEEI,

WorkSpaces BRIAER T , EEFHBEDEA KMS MEBMEBBRBERRFABRNTHE. AWS W
RNANAERERNHE K WAPFRLTETEHKE  REETENAREER.

Amazon WorkSpaces & F HLHY 82 S BRI &

Amazon Th WorkSpaces in Client BRIARRENE , BHEEH AWS BENWMEZEZRARFHRNBRESE
F#E,

- AWS BE %4 — Amazon Th WorkSpaces in Client BRiAfE X L2240k B3 IZE N A B B EIE.
BT EEE. EESFEAAWS HENEZY , b TEFEREFABR. B2 , TEXIEAEERE
SYEMITXIEN AR A T NBBIENEHR. BXEZEE |, 525 (AWS Key Management Service
FRARERE) K AWS HEHNZH.

RANBRT , BESBRENBED TRERF HBBENREFTHENERY. B, EEXFHEFET
BINBRESAMNEEERNLZ2NARRF

BRETAEZANMBRERERZEMBLE | BEFALELE Thin Client IR EREFRER
H, \MERSL DB MZAANMBRRN LRME R MNE
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EERES

- BEFRE®4 — Amazon Th WorkSpaces in Client X EREZEIZE., AWS HEMNEEHNXNMEF
REZR  UEENEGEENENEM ERME—ENE, ATERUTLESNEZER , BitarL

RITUATES -

o HIERGEF KRR
- B4R 1AM KB
- BRANZARPBE
.« BRMEMR

o BINFRE

- BIREMARE

- ITRIEM BRI Z4A

BXEZEER , 55® (Amazon Key Management Service F X A RIEm) FMEFIEEZ4,

T3RCET Amazon WorkSpaces E & F LA BN A & B EIE,

HiERE
MR R R

WorkSpaces E& F LI E R
R

REB

WorkSpaces E& Pl % &
Fr

REWRIE

WorkSpaces E & FHl1Z %1%
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RE A EIRE

WorkSpaces E & F I RE &
BOIERE
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® Note

Amazon Th WorkSpaces in Client i AWS BEEZA B3I B ARASMNE , N HZERF DA
R,
BR K SFAEFREZHAEXT AWSKMS A, BXENNESZELR , HSH Key

Management Service .

W 5% WorkSpaces B & P LA EH AWS KMS
Amazon Th WorkSpaces in Client EEZ{ARBE T e FEALN BT RERR.
Amazon Th WorkSpaces in Client ER Z4A KB A RN E P REZHIHITUT RERE -

« [ AWS KMS %XiAGenerateDataKeyiER MR IR,
* [@ AWS KMS &i%DecryptiE RUBRE MZHIE.

BRI ARG R I BRIZ RS X B P REE B ANTFRINR, REXBEM , Amazon Th WorkSpaces in Client
REEFRBAEFREEZANENEMEE  X2ERKBIZBIENRE, fln, MRESEHIKE
WorkSpaces EEFHLFEHEHHEFMAEE , MiZBRESIREAccessDeniedExceptionfiiR,.
B4, WorkSpaces E& P IR Z L EE A WorkSpaces E & P IR E

2R REEH
A ER AWS ERIZH A KMS AP BAESIZXIHEF B AWS 4,
BIENHNE S EERXEN

BH#E (AWS Key Management Service FF &K A G $ER) https://docs.aws.amazon.com/kms/latest/
developerguide/overview.html# 8| X A E - EEBH NS RIRE,

240 SRR

FRARBEFINEFAEETEBERRANTR. SIMNEFLPFREXNBALIARE-IBHXK  HPas
BEEAUAEAZAUARNAEAZANFR, CIEEFAREERNZAN , IIEEEAER. BEXE
ZER , SR (AWS Key Management Service JF X A Gi$EF) https://docs.aws.amazon.com/kms/
Iatest/developergu|de/overV|ew htmIP N EEXNEF S EE BN EXR.

ERENEFEEZEA T ER Amazon WorkSpaces BEF AR , BABREHSAMARFLLT AP
B’IE -
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« kms:DescribeKey— RRMEBEFIEENRAFHAEFEER , LAE Amazon T WorkSpaces hin Client 7] LA
IR 4A

« kms:GenerateDataKey- A ERAEFIEENRAX HRIFEH 1T NE,
« kms:Decrypt- AT EAZEFRENZARBERIE.

LA 24EA LU Amazon WorkSpaces % P HLAN B LR 75 BB R4 -

"Statement":

L

"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwWS": "*"3},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"

"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",

"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [

"kms:GenerateDataKey",

"kms:Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
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"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;*"

}
}
},
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
I
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}

BXEXRBPIEENRNEZER , 2 (AWS Key Management Service FF X A G368 https:/
docs.aws.amazon.com/kms/latest/developerguide/overview.html,

BXRZHPEHEEBRNEZELR |, 56 (AWS Key Management Service FF & A G ¥E&) https:/
docs.aws.amazon.com/kms/latest/developerguide/overview.htmlo

71 WorkSpaces EEFHIEER R EENZH

BRI UEEEFREBAEANUATRRNE_ZME :

+ WorkSpaces E & FHlIFE

SIERER |, B UEE REHIERAKIEEBIEZ A kmsKeyArn , Amazon Th WorkSpaces in
Client i F1Z %40 >R in % "l R 51 89 N A B2

« kmsKeyArn— AWS KMS &F /£ EZ AN ZHARAR. RHZEHA ARN,
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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RH#TEY WorkSpaces EE FHLIRE M MEER - EEZ A NED WorkSpaces EE AL EAT
WorkSpaces B & Hli& & fF 8 & WorkSpaces BRI ERNEF EERHRE.

MEETYR—ATWENREXN , 2SR BENEM L TUES.

AWS KMS ERAME £ FXERNFNANEE SHRIENBERZRFET SHRIUENNE, HEEMER
BENERPIEMELTXE , AWS KMS £/ INZE L TXHERMBHE. ERBHE , BEBER
HESHEERNINE LT X,

Amazon WorkSpaces EZEFHlI1% LT X

Amazon Th WorkSpaces in Client /T AWS KMS &g ESERERNMBRRE | Hh R4
Faws:thinclient:arn , BERTLESEHEFERZF (ARN),

UTRMEME LT :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
LTRIZRZFMNE LT :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

ER N £ T3 TR

HIBXFEANHEFEEFZAMNZREN WorkSpaces EEF A ERNR R HER |, BETAFERAFITIC
ZMBFFRHONZE LT XCRRNBFFREEZANFERAER. NFELETXESLERE AWS CloudTrail 5
Amazon CloudWatch BEERKK BES,

ERME LT3R HXE - EZ AN TR
BT AR B ABERA 1AM KB PR INE £ T XAEN RO REEFH N EHNRE S EEZAN TR

LTREZARBEIRE , ATRTXYBENEZ L TXHNEFREZANGRNR. LEREETPNZ
HEXR kms:Decrypt WHEREEMR LT XXHMNE LT XYR,

{

"Sid": "Enable Decrypt to access Thin Client Environment",
"Effect": "Allow",
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"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

Y5342 Amazon WorkSpaces E & F Hl N Z %48

LIRET L% WorkSpaces BEEFHLA R AR AWS KMS BEFEE RN |, BALUER AWS
CloudTrail @ Amazon CloudWatch Logs kR ErII & # WorkSpaces E& i@ AWS KMS KIXZHE

SN
/jio

AR R"flRDescribekKey, . GenerateDataKeyDecrypt., %% Amazon Th WorkSpaces in
Client HiARIBEEFIEEZAMBNEIEM AR KMS B4E AWS CloudTrail BIEH# :

FELUTREIF | B AFEElencryptionContext WorkSpaces E&F HIIMER RHI, WorkSpaces
EEFPHIREHRIEFEEL CloudTrail WEH,

DescribeKey

Amazon Th WorkSpaces in Client i fliZDescribeKeyi®EFRRKIE AWS KMS FF £ E 4.

AT RAIEHIERT DescribeKey BE :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
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"attributes": {
"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces E & F #lffFiZGenerateDataKeyREXR B EIE,

LR RBIEHIERT GenerateDataKey B :

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
BamE
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arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:567",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

2% Amazon Th WorkSpaces in Client ffflGenerateDataKeyRFHIZEE EAT
#ZGenerateDataKeyRERA F INZHHIE.

£ KMS Z4AFK A L iFiZGenerateDataKey®E , Sid 7 “/1F Amazon WorkSpaces E&
FHLARSS N8 R R B B4R

LA RBIEHIE R T 1% GenerateDataKey 124F :

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"

}I
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"numberOfBytes": 32
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt
Amazon WorkSpaces E & F LA iZDecryptiRERFEZHIE,

AR RBISEHIERT Decrypt B1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
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iy
"attributes": {

"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
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}

Decrypt (by service)

% WorkSpaces BEFHIRRIHRIFERRZEEN , ZDecryptiREA THRERE, £ KMS
HARBE AR AT iZDecrypti®4E |, Sid 7 “SL¥F Amazon WorkSpaces & 7 #L IR S5 in 2 # #& 22
BE

DR REIEHIEERTEIUATARENNDecryptigfEGrant :
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

THREZ
AT RRRUEXBSHENBENESES

- BX Amazon Key Management Service EXABI SN EZER , HSH (AWS Key Management
Service FF X AR $E8) https://docs.aws.amazon.com/kms/latest/developerguide/overview.html,

- BX Amazon Key Management Service WZ £ HEZXENEZFER , BZH (AWS Key
Management Service FF &K AR $ER’) https://docs.aws.amazon.com/kms/latest/developerguide/
overview.html,

&% R &

WorkSpaces E & P A EN HTTPS F TLS 1.2 F M BFEH 1TINE., SUFERESSNERE AP
A @ WorkSpaces R FHLRIEFE R, ERNERBFEEILETL HTTPS 5 TLS EHEKEFITH
B, BERHBIFEATUM AWS #2H A, AWS S HITRE X AWS SDK &4 E| WorkSpaces E & F o
XA BIEE R LN EAREER.

RINEEZRWPHONE  RAEREZELER (HTTPS, TLS) .
FIHEE

IBAILRHECHEFEE AWS KMS ZARMBENEFER, MRETIEMRR4E , WorkSpaces
EEFHSER AWS BEZ4E, BLFER AWS SDK iR B4,

HEW TAERERTL

EE R A LLEE WorkSpaces EEFILSEEYN , SEEINBAMNSUENRGEHFER. XEAKE
£33 N% , H1E WorkSpaces EEFHEFHAFLRLMEEZLAEF, AFEENEXEMNRARH S
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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ENEZEMAEEHERERSIER. EXEZER , B2 HLEER WorkSpaces, AppStream 2.0
hi 9 44 32 F0$R 15 = 5E Fi T WorkSpaces Web B9 F7 15 18] H H18 Fo

Amazon WorkSpaces EZF I BB MiF R EE

AWS Identity and Access Management (IAM) AWS g5 AIE BN EIE R 22 iR HIx AWS BIRA 7R
MR, IAM BEE R EHW LR TEMRRIE (R ) AT (BN ) #FH WorkSpaces EEF k&
Ro BAILAER IAM AWS RS |, TEXINFANER.

=

F

PN

- FRASOHITHHRIE

- FAXKEEHA

+ Amazon WorkSpaces E & #li{a 5 IAM Bl & £ A

« Ama WorkSpaces zon EEF LW E T S MK =61

« AWS Amazon WorkSpaces & & P Hl B £ & KBS

« X Amazon WorkSpaces % % F° # & 1 #1157 3 17 R EE HEBR

KK

- JIN

BRI E A= AWS Identity and Access Management (IAM) 28R E , E4ABURFETE
WorkSpaces & = #l P T8y T4,

BRS5 A P - R I&E A WorkSpaces EEF RS TR IE , NN EER SN EEREMENEREMN
PR, HIREAEZM WorkSpaces BEF HLIHEER TR T/ERT , IRATBEZEETMANNR, 7 #F 04
ERHRNBEMTERNEERERBERESHNIER, MRET LR WorkSpaces & F Hl 1 # F I 2
BE , B2 X Amazon WorkSpaces 8 % F° ¥l 5 10 Fi75 [8] 3t 17 SUFE HEBR o

RFZEE R - MR IR MTTA T WorkSpaces BEFHLAIR , W T8 B X WorkSpaces EEF LT
2HENR, BN IERBELENIRS A/ MIGE L WorkSpaces BEFHLIEM B IR, Rig , &
MAE IAM EEARRBERUESARSAFHNE, BEFZNELNERNUTH IAM BEXRELE,
Eif T R LB WNMASF IAM 5 WorkSpaces BEFis—#EEH , iHSEAmazon WorkSpaces E &
PSS IAM BLE A,

IAM EER —RER IAMEER , WAEFEEFA TR INTREREREEI WorkSpaces EE
FPisfinE MR, EEFETLE IAM FEANETF WorkSpaces BEEFis B BRI RE |, ES
%o Ama WorkSpaces zon E & F LIV E T 5 14 #Y K B =41
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/configure-monitoring-reporting.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/configure-monitoring-reporting.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/monitoring-logging.html

Amazon WorkSpaces & #l EERER
FEREMHITEHREE

BRBIERE AWS FASMEIERFNAR. BXTE IAM AR BHHETE AWS KRB E
IAM BeHTEHRRIE (B2FAWS ),

B ERBEY A REMNERENL AWS BRE 514 %%, AWS IAM Identity Center ( IAM Identity
Center ) AP, RLOFINERBEZE MR LAKREN Google = Facebook EIRMEKE F 108 =Hl,
LEUBKE B REREN , SNEEALGER IAM BERET BHKERIE, HIRERKSHR AWS
i, R ERERE—1NEE,

BRIBEWAFER | EOJLLEF AWS Management Console 2 AWS HRITF, BXERXRNEZEER
AWS | B2 (AWS &F AFERE) PHIAEREE AWS IKF 1,

WMRIE AWS BURTEAXNIFR |, N4 AWS BERETF AEH (SDK) MéarH1THE0 (CLI) , MEFEAE
HERFNERBITNZEE, NRERFFEHAWS TE | NIXFTEHCEBER, BXERABENSE8
TXEERNEZELR | B55H (AM BFERE) WA TEE AP i5REAWS £ A 4,

TFERAMSMARIESE , FHUREEERHEEMRLER. HlU1, AWS BUEFEAZSES R
(MFA) SkiREKFHNREM, ETRESELR , 550 (AWS IAM Identity Center A 1ERE) FNZ
EHHRIERNM (IAM BFER) F1 1AM FHAWS ZE 5 A KIE,

AWS Ik FF root A F°

BIZet AWS Ik, BEREE—NEBEREN , ZEOTUAT2LRKS, FHRAERIE AWS RS M
Ro MWEBEHI AWS K™ root FF , A & 01 MK 7 B F 49 B8 F iR 4 3th 41t T 23 68 2 S B /] 13 ]
Z5M. BARNETEEARAFNITEREES. RFPFRAFEILE , HAEAXEZIERKITRA
FPRIMPITHNES. BXERGUBAFSFOEITNESHTEIIR , 5K IAM AFEEFNEE
BAFFIUENES,

S

FEARESRER , ERXRAXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEB BT,

RESMREZNDLAFBER, Web 124, Identity C enter BRFHAF , HEEMAFEA
AWS RS BN 5 oRIBEHIEEFHTIHEAAF, AWS Directory Service Bk & & 1015 18] 84 AWS
e, iEgnEAe | ACREIEHESR,

EEFEBIHRINE , BWWEFER AWS IAM Identity Center, & A BLFE IAM Identity Center AR 8% F
FRMEL , SO UERARSIEECHEMRTIN—HAFNEAL , LEEENAE AWS K-
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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RIRARFHER. X IAM Identity Center S 2 , iS5 AWS IAM Identity Center Fi 38R 11
Z & |IAM Identity Center ? .

IAM AP B4

| AM A 24 AWS IKF AR NMNARNARFEERENRN S B, ETENERT , RIMNEBIE
AIEREIE , MARMEEEKEI (MEBMBRZH ) B IAM AP, B2, IREE-LEE
WERZSEERHEIELR IAM AP | BUUERHRIE R 34, E%E%Ew,m/@<mmth
M) PN TEEKHREIENAS  NEZFENEHIHEER.

IAM AR —NMEE—H IAM AR B R, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRATUERMMEBRAFNR, flin , SBE— N a2 hNE
4B, IAMAdminsH EiZEA B FEE IAM FRIBR,

AFREAGFE., AFE—ESEMNARBRNARFXEK K MAREEILEECHNEMAKRA. AFE
BAKANKBEL K mAeRHRNZE. ETHEZEER , BEZH (AM AFER) 98 1AM AR
RS ESA

IAM B

|AM AERENIBERRENR AWS IKF HWEM. ERET IAM AR , EEREARTXEK. EE
FIRRTELE IAM B AWS Management Console , & LM A F 12| IAM A6 ( 248 ) . &T
LB A AWS CLI 5 AWS API R ESEABEEX URL RRAAE, BXxFRACHEEZNESE
B, #ZH (AM AFER) PR ABEBNE Z.

BEHIGEIEN IAM BRELATERLTERER :

- REAFHE  EARESHIENR , BUEABGHNAGENNR., YRE5HHTEHR
iftﬂ‘f ZEHEEACHEXBAMBE THACE LN, BEXATHREFHRIINAGHE
, mZHE IAM AFER) PRHNE=F SO REBUERAE (KESHRIE) . ﬂﬂ%i&?ﬁﬁﬁ
IAM Identity Center , NI ZEEFRENRE. N EFHENSHEHTEMRIUEETRIHERANE ,
Identity Center FHXPRES IAM A B BHEXEK, BXNRENEE , ESH (AWS IAM Identlty
Center AF1EF) FHNRE,

o IERt IAM B FPABR - IAM AP ARRA IAM RS AR® , LERRESHNBEESHTRNR,

- BIKFER : £9UFER IAM SEUATTREKFHRHNENA ( TEER ) HREEHIKS PR
Ro ABRRFEKFIHENBEHEESR, B2 , I TELRR AWS RS , Er LU RS EZH
MEFR (MAREAACENRE ), ETHRATEKFHTRANACGNETRRNER ZRNE
B, ESE IAM AFEREHRHN IAM B BIK S &RIGE .
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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- BIRS R — B AWS RS ERAEM AWS IRFSRSHEIIhEE, flan , HEERS PIKITHIE
i, ZIREBEESE Amazon FETRAREF EC2 HIE Amazon S3 FE#ENR. RS ATEELER
REARNEHENNR, FAKRSACDSMERRSHEXAEKRRNITIHEE,

- ®BRIFRISE (FAS) — HZFEH IAM AR ABEPIRITIRER AWS | BEUNERA. £H
RURSE , BAgESMT—NMEE , ABUBREETHMERSZHEH S —MRE. FAS £HEH
ERANNEAR AWS RS B RS A HIERBER, AWS RFREYERFRIFZESHM
AWS IRF SRBRETRETHRNIERER , FoakH FAS R, EXMERT , BLMEFHIT
XFAIIRIENNPR. XA FAS BERNKREFE , BSRERHELE,

- RFAL - RFACGRBRSAREEENIK, PRITRIEM S RN IAM A€, 1AM EE G AJAE
IAM FalE, ERAMPBRRS AR, BXEZELE , H5H (AM AFER)Y PHeIER[ AWS AR
SERRXBERAE,

- REHEXAG-BRFHEXACR—MERSHEXEKNESAR. AWS BFRSTURKARKER
TRENERG, RESHEXACHINELZNS AWS IKF |, FBEARSFE. IAMMEBEBRTUES
B EE4mERSHEXAENIR,

« £ A@@ mazon LETHNARER EC2 — ZRAILAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 5 AWS APl IR N AR FHIEFHES, XHE7E EC2 SKflhFE TR ZAETR, E
N EC2 k608 AWS AEHERETHEAMENARFEER , BFEE0E MM ZSE IR K5
BEXH, ZHBEEXHETEZAC , HAYE EC2 XMl LETHREFRERMER, BXESE
B, EZH IAM AFEETHNEA IAM A6 E7TE A mazon EC2 32| LETH N AREFR TR,

£ F SR E IR 17 )

ERELAWS B eI 2 R EM IR AWS SH R FERZEFFAHRNR, REREFH—
MR AWS | SEEHHFARIEN , EQELENR, AWS EEEA (AP, root AFHAES
E ) RHERTAEXLRE, REFHRBERATERIELER, KSBERKELL JSON 34
By AWS FEXfFEEH. BX JSON RBNHENEHMNABTNESEE , SR IAM AFEREFRY
JSON KB

EERWLER AWS JSON REERIEEHEARIBEMF L, BREYR , BNEETUNT LR FERITER
&, ARIEMHAZRHETHIT,

MIANBERT , ARFMALRXENR, ERTFRAPNAERFRITRENNER , IAWM EER T 6I2
IAM KB, EERBETUARAERMMNIAM KB , HREATURABE,

IAM SREEE IRENNR , TXFEFERAMI G EZHITRE. 0, RIREEF—N AW iam: GetRole
BRENKE, HEIZFERNAF UM AWS Management Console AWS CLI, X AWS API 3R EXA &
B,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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ET 508K

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) 1Y JSON RRREE A, XL R
EHRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERET HHRRRE  FSH
(AM RF$Em) FHVEAE S EERBE L EE YL IAM IR,

ETEHNRBALR -SARNAKRKEREEA KK, ARKBEERALEINAS, 4HAG
. RERBRMIMAVKE , SULLEEMMIFHSIRAS, HEANAE AWS K, RERKIE
AWS HEXRBMEFEERE, BT HRNMEEERBNARKE 2BRTER , BS6H IAM BF
B PRERERBSRNBRERR < BFEITEE,

BT HIRM R

ETRIFHRE MR R JSON RN, BETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE., EXFETHRVRBHRS T , RSEE R JLMER EIREZHII 4 E R
FREVEE . N THEERMIMREA TR , REEE IS EE AN 2R RINTREREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHERM IAM P AWS EX
B

HEEFI5] R (ACLs)

REFIFIR (ACLs) 2HBLERFEA (KFKA, ARRA® ) BNBRER, ACLs SETHIRM
REERL , RETMAEEM JSON RME K,

Amazon S3 # Amazon VPC R X FM RS =¥l ACLs. AWS WAFE T EZ{SE ACLs , iEZH
(IO EAFEFRSTT X EERE) FHhRES FIER (ACL) #ER,

HREgRE
AWS XFHMAIAERAREERE, XERBRETLREERE ANKBERERER TFHRANR.

« RRBFA : NRLAR—ANSREBAL , AT REETSHHREETLRN IAM =K (1AM AR A
&) BFHRANR. EUTAEBRENRILR, XELERNBEEZEETHRNRERENROR
M, £ Principal PEEAFSACHETREN KRBT ZNRLARH, E—MXKFHE
NELFBEAR Y. BXANRURNESZEE , HSRIAM AFEEDH IAM ESEHRRII R,

. FRSIRHIER (SCPs)- SCPs RISEAARMIA LT (OU) KR AR JSON HH AWS
Organizations, AWS Organizations  —H A FTXZHN B HENZ AWS K~ T T2 HMEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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EENRS. MREEAALTHFAEIIEE , WA LUFRSEHIKE (SCPs) AT ENEARAE
tk . SCP PR&IAK R MK PHISEE (BEEND AWS kPR AFEE ) PR, A% Organization
SCPss MINEZE L |, 210 (AWS Organizations A 1E/) YIRS 3 HI R,

« RIRIEFIKEE (RCPs) — RCPs & JSON KB , B LU ©RIEEMK P A &R & AT A
R, MAEEHHMBERENENERMN IAM KB, RCP BR&IKAMKF P ERNNER | 3
AR IS (BIEFHD ) WERR AWS IKFIRAF , TRXESHERE TEWAL,
A X Organizations EZ{EE RCPs , ‘&% AWS R ZX#FH %% RCPs , 25 (AWS
Organizations FIF1E/) PR ERZEFIFKE (RCPs).

- RIERE  QERRREIZURESXNNACTEKSAF RGN SFRENSHEEN S RERE,
ZRALFNNREAFSIACHETENNRENSERRAIRE, NREALREETRRNE
B, F—MEBINIENIELFTERZAT. BXRESZER , #5H IAM AFEBEPHLSIERRK,

ZREERE

SN REWRBEEA T —MERE , ERHRREMERNELIRE, BETHRESRSHRBEE R
WA AWS ER B AWER , HS5H IAM AP EE R R ITEEE,

Amazon WorkSpaces E& FHlufA 5 IAM B & £ A

£
EEH IAM B WorkSpaces EEFPimih R 28 , 5% 7T #BE WL IAM ZhEE™ B F WorkSpaces
EEF R,

&7 LA1E Amazon WorkSpaces &L EEHAH 1AM IhEE

IAM 45 4E WorkSpaces E &l #
EF 5 BHIRME =
EF5RH R B
RERIE =
REERIR =
KRR =
ACLs B

fm

ABAC (SEBEHHIRRE )
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM 41E WorkSpaces E&F X #&F
E L =
REAE &
RESMEXBE B

E2MH T % WorkSpaces BEEZFimMEfM AWS RESMMAIERZEH IAM TEEB SR | 51 IAM B
FPEEYHNE IAM BESFERBAWS RS,

BEEFHIHNET HHH WorkSpaces KB
HRETHOHNEER : 2

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) B9 JSON RRREE A, XL R
EHIRFMASAEMPRA TN BERRTHBERE, ETHRNTEZRET HORRE  FSH
(AM FiFiEE) FNEATmEEARKE L BE X IAM RIR,

LR IAM BT 5 HHRN | SANERAFRIELWRERNDRUR A FRUELRIENRIE, ©
FEEEETSONERAEETS  RACEATEMNGALRAE, BTHTE JSON HHh(E
ROFAERTE  WEH (AM FFHER) B IAV JSON S THEEI A,

EEFIHNET 54K WorkSpaces KB R4l

E&EF WorkSpaces BEEFHIE TS MH RN RH , SR, Ama WorkSpaces zon EEFHLHWE
T 513K KB R

WorkSpaces E & F L E T &R KB

XEFETRRRE &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBREEER, ZRATNSEKS, AP, A, BREAFH AWS

e
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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ESABK/ER , SR LHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, &
SRS ERFMBETRFENRBARBUGERRIEN—¥ME. HERANGRL T AEER
AWS K/ |, AIEIKF HEY IAM EE R ESMEEEARE (AFRAR ) RTFBRIBRHNR, i)
BEFETSMNRBHIMBIKNEUR TR, ER , RETHRVKBEDE —NKS R EERT
WERR , WFREZINNETEONRE. BEXESER , 558 (IAM AFERE) P/ 1AM B8
B K = B R 5 ]

WorkSpaces E & F Y H R E&IR/E
ZRHRBIRE . =2

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2E , BNEETUANT AR FERITER
&, ARIEMHAZRHETHIT,

JSON ZREEHY Action TRBMA A THERK P A IEL TR AVIRE, RBIREEEEXEKHN AWS
APl BERIE. B—EHIAER , GlaEE T AP BRENNRNR 81, & - LREZZERE
PRITSNMEE. XEMIRER N ERERE.

HREEF 2 ERFEUR FHATRBIRERIRR,

EEE WorkSpaces EEFHLIREIR |, BSHE (RFBENSE) BB Amazon WorkSpaces E &
VLE LAY IR1E,

WorkSpaces & &/ #l iy REGIREE R FRIE AL T RIAR ¢

thinclient
EEENMBEADEESMNMRE , BRAESSRT] , AT RAIFT :
"Action": [
"thinclient:actionl",

"thinclient:action2"

]

EEF WorkSpaces BEEFHIET SR RG] , 5SH. Ama WorkSpaces zon EEFHLHWE
T 513 #9 K B A

WorkSpaces & 7 LAY R BE R R
XEEBRR =2
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BAXIEE Resource
NotResource t&, ENBESE , FHEMAHE Amazon BEE# (ARN ) BERR. W FXEEE
FRER (MR BBRRNR ) WIRE , BIURITIERE,

NTFAXZFERBRRENRORE (WIHRE ) | FEABES (*) BENEONATHRERR,

"Resource": "*"

EEE WorkSpaces BEEFHRFRAEKLEHIIKR ARNs , BSH (RESBENSZE) F1 Amazon
WorkSpaces EEFHLENH TR, BT BB LIERBLREREESHERN ARN , ESHE A
mazon Th WorkSpaces in Client & X V&4,

E&EF WorkSpaces BEEFHET S MH RN RH , iHSH. Ama WorkSpaces zon EEFHLHWE
T 53 H K B =B

WorkSpaces & F HLHY R BE 422 4A
TEHBETHRSNERZHR . 2

EIE R A LAER AWS JSON REERIEEW ARG RMF L, HHRY , BN EATATLIM AR RIRITER
&, BAREAARETIT,

f£ Condition Jt¥& ( = Condition k) # , AT EBAERNEM. Condition TEETE
B, BUCIERERARGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
MTE,

MREE-—MEAPEESZ A Condition THE , WEEA Condition TEFIEESZME , N AWS
EFAZHE AND BEITH TN, IRENENFHREESME , NERZBBORZER AWS TESR
o ERTIEDNMR B LIUR BT BRISA.

EEESHR , ZUAUERSUFEE, S, REEFEA IAM AFEB4512 IAM AR, 8 8E%
HETFHRARRNNER, BXEZER , F2H (AM BFEE) 78 1AM ERTE  TENHE,

AWS XEF2RFABHANBETRSHFAZH, EEEME AWS 2RFM4E , SR IAM AFE
FMFRIAWS £REH ETXER,

Amazon WorkSpaces B & F a5 1AM B & 73


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
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EEE WorkSpaces BEEFHKUHEFHAIEK , HSH (RETNSZE) FH Amazon WorkSpaces &
BERNEHEHR, ETHRETUERAZHRNBRENSEIR , 28 Amazon Th WorkSpaces in Client
E X HIRE,

E&EF WorkSpaces BEEFHIET S RENRH , HSH. Ama WorkSpaces zon EEFHLHWE
T 53K KB =B

ACLs 7 WorkSpaces EZ& F#lH
¥ ACLs : &

mREFIFIR (ACLs) Z2HMERFTEA (KFKA, AFRAR ) ANBRER, ACLs SETHIRN
REERL , RETAFEEA JSON REE KN,

T WorkSpaces & F #l# ABAC
X% ABAC ( REEHIIIFE ) : B

ETEMMERES (ABAC ) BR—RERNEE , ZRBETEMERENR, £F AWS , XLEEM
MARE, BAILE IAM SHHE (AR RAE ) MFS AWS BIRMINRE, FR2SSEMRIFER ABAC
ME—H, RFIRIT ABAC K , SIEZHFMHFRE SN2 15 R R FIRE B A R RE,

ABAC EREBRKWARFIFERH , HERBERLSRIUNITR T TR HERE B,

ERETHRZIEGERE , BMEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys U BERBANZHTEPREFRZIER,

MRENMRSN TENRARREBIGAEX =GR WNTZRS , ZEAR. IRENRSX
NTFEHIRREEIGAMEX =GR, WZENBD

BX ABAC WEZER , E5H (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN T RNEZES] (ABAC ) .

£ WorkSpaces & F #l L £ A g 8JiE
X FIREEU : =2

HIREAIGFHEP R R , BL AWS RS FTRER. BXESZRER , SEWLE AWS RS ERATIE
BRHES |, B IAM AFERPHAWS S 5 IAM BEEANER.

MREEARAF B NEBZANERAEERER , Il AWS Management Console {8 F B =2 I BB
filgn , H&AWS FRALTINE QB R (SSO) iE#THEN , ZEIBLX B IRIRAER. HE
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RPahEREfEe  RAEURAGE , EE2E30RIGREILE. AXURAGHNESESR , F5H
(AM FFisRE) MRS IRE IAM A6 (258 ) .

B LAER AWS CLI 2 AWS APl FEIIZIGRHES, ARG , &0 LUER X LI HE B # TR
AWS, AWS BIUZHIZERIGEFHES K MAREAKBHRZEA. BXEZELE , BESHR IAM FH
IS Bt & 2 &I,

WorkSpaces & F LAY 55 IR & = (KX R
EFHERIGRIKXE (FAS) 1 &

HEER IAM BFRBeEFRITRIEN AWS , BEUANERA. EARLERSH , W27 —
MRIE , ARMBREEEMBBRSHEHSE —MEE. FAS ERAAAZRANNRUK AWS RS @T
RS A HERBER. AWS RERFURFSKIFTESHMM AWS RS REFRXES BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEERITXMIURENNIR, BXAKH FAS 1EREH
RS , BERER TR LE,

WorkSpaces EX FHBVIRS AR
XERSAR &

RE AR -—TRSEE, KRRENTREN IAM A€, IAM EER AL IAM PO, SRl
BRESAR. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

FUARS A BRI 8 AT WorkSpaces & F LA TIEE, RAETE Th WorkSpaces in
Client R HEXIESH T REBRS AR,

WorkSpaces E&EFHHRFZHERAE
XEFRSHEXAR &

RSHERABR - ERSHEXEKN AWS RERSF AR, BSTURARKRENTRENAR. KBS
BAXxABHNELZNS AWS IKF |, FBEARSHE. IAMEERTUEEETREERSHEXAE
YA PR o

BXREUBRFEERSERACHEMAEE , FSHEEES IAM BEEHANAWS RS, ERPEXRRS
MXABIHPEE Yes R, BEREEUERTZRSVRSHEXABN,
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Ama WorkSpaces zon EZ P LN E T 5 71 K E& =6l

BIAMBERT , AFNAGTNEIESHIEHR WorkSpaces EBEFHIRIR, it FTEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API #1{T1E%. ERTH
FPXFERRHRATRENTR , IAM EE R AR IAM K, EEAMEGTAMmMARRNM IAM K
B, AFAURABE,

BT RMAERXLRSG JSON REEXHGIEET IAM BHNERE |, E565 (IAM BFiEE) P8
2 IAM K (238 ) o

HX WorkSpaces EEFHEXWRENEFRRE (BRBHRRELENER ) NWiFAER , ESH
(REENSE) B Amazon Th WorkSpaces in Client #/E, & RMEH %4, ARNs

£

- RBMEEXE

« {8 WorkSpaces BE&FHliE& A

« &FX WorkSpaces E & F HLBY R 1L 7] £ R
- ATAFEEMAIE SR

« &FX WorkSpaces E & F YLH T2 17 7] B R

REERIEREK

ETEHEMNRBERAETEARBULUELEWK, PEIEE, HRHMBER WorkSpaces BEFHRIR, X
LIRETIRERME AWS IKF PR A, SIESEEE T HHRNREEN |, FERUATIERmMEIN

- JFHAER AWS RERMHA RO RENENR — BEFHOAFPMTERER TR , #EAN TS
FEIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZUEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) T/
AWS FEE XK TFIRAENAWS FEE XK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFHENNR, Atk , BALUE XL
ERERGTUIUNBERBFRRITHRE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FIER

« fEF IAM FKRE PR3 — SRS E AR ¢ 4807 LA 5K EOR IS4 SR BR #IX R R R R i E)
Bl |, AR BRI R RIEESMER SSL £EFIEHER, NRRSBRERBEIHE AWS R
S (Bl ) AR, N ERARHRRE T RS RENH BN AWS CloudFormation, B3k
BZEE , BZH (IAM AFiEm) H#Y IAM JSON KB THR « &,
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- £/ IAM Access Analyzer BiEZH IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
Kig, BXREZFEE , F2H (AM BFER) PHER IAM Access Analyzer 51 KB,

- FEZEHHRIUE (MFA)-TIR AWS IKF AN REE IAM AFSRAF , BEA MFA RS X
=, ZELAR AP BERNEE MFA , B MFA RERMBZHNERD, BXEZER |, FS
5 <IAM A F3#ER) FEER MFA R API i/,

BX IAM AP RESBENESZER |, BSH (IAM AFERE) B8 IAM AR Z & HEKE,
£ WorkSpaces E&ZF =4 &

Ei5d Amazon WorkSpaces EEFHIRFI A |, BUTIRE —HRERR, XLENRAMATFESH
MEFBREMN WorkSpaces BEEFHRRVIFMES AWS Ik, R EBEMNENRENRER
FERONETSONERR , NTHMNT ZRKEBHNEE (AFSAR )  BHaREEEMPERET,

X FARFA AWS CLI X AWS API SR, BEFAEREFEZHFHANR, R , IRFHREH
ZEHMITHY AP R4EME LB RV IR 4F

& F It WorkSpaces E & F HLEY RiE 15 7] 1R

RGBS R KRG | RUF IAM P EE WorkSpaces BEFIRELE , EFe#HTER, KK
SIEFEH AWS CLI 2 AWS AP| £ 12§ A R F L TR ULIRER R

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
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EERES

1,

"Resource":

"arn:aws:thinclient:*:*:*"

"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]

"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]

RIFRAFEEMITE S KR

ZRGIGER T A A KR |, LAY IAM BFEEMNBIEAF S ONRNBMTERN R, R
SREERHE LSEERA AWS CLI T AWS API BU4wE 7 = 5T B R AR IR

"2012
L

"Version":
"Statement":
{
"Sid":
"Effect"

"Action":

lam

lam

lam

lam

-10-17",

"ViewOwnUserInfo",

: "Allow",

[

:GetUserPolicy",
:ListGroupsForUser",
:ListAttachedUserPolicies",
:ListUserPolicies",
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"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

& F 3 WorkSpaces E & F HH 5T 17 [ X BR

It R 45115 BA Zn{A] 8 2 [5] WorkSpaces &% IAM AP F 25 RIRBHREE, ZXWKEFER
AWS CLI 5t AWS AP| £ §| A B LK FTE WorkSpaces E & F HLIRIEM R,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
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{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

AWS Amazon WorkSpaces E&Z I E R

AWS EERBEHLENEENILL KK AWS, AWS RERBEENTZENLBBIRENR , UE
BRLUFBAAF, ANBESERNR,

FidfE , AWS HRERB AT NENHBEASRTFRENRENR , BAENTHAE AWS FF
A, BNBWBIEHETENERAZSNES EEHRERE -SRI NR,

BILEERAWS HEFRPENHONE, 1R AWS Ei AWS HEFRPENHNE , WEHLE
MiZKBATR<BNFMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIGRS T
LAER T AWS RS B9 API 24ERRTE T AWS FEE XIS,

BREZER , F5H (AM BFERE) Bl AWS £E R,

AWS IEEXRRE : AmazonWorkSpacesThinClientReadOnlyAccess

& LA AmazonWorkSpacesThinClientReadOnlyAccess REGHIINE] IAM B 13, LREER TR
WorkSpaces EEFHLIRFZFREKBINTLHENR. BEXUEERBNEZELR , BSH (AWS
HEXRKSEIEE) AmazonWorkSpacesThinClientReadOnlyAccess FHH .

RRFHRER
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ZRBEEE A TRR,

 thinclient ( WorkSpaces & FHl ) - A X ATE WorkSpaces E & F LA 17 R IR THFE,

« workspaces(WorkSpaces)- S iR WorkSpaces B ZFEFE R BHNR. XA TFREEHN
WorkSpaces #R= &S WorkSpaces BEFH#FA. ©i&HATE WorkSpaces EZ&EF~#Hl AWS 2
HlEPERXLERR,

- workspaces-web(WorkSpaces Secure Browser)-/t i #iif WorkSpaces Secure Browser| ]~ F
FPiREMNR., XA TRELER WorkSpaces Secure Browser& R 2 &5 WorkSpaces & Hl3k
A, ©iEATE WorkSpaces EZE 1l AWS #2518 P E RiXLRIR,

« appstream(AppStream 2.0)- /2R AppStream 2.0 HR IR, XA FRELRK AppStream
2.0 BRIRREES WorkSpaces BEFHHRE. ©iEF T WorkSpaces EEF#l AWS ##HAFER
X LR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"
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},
{
"Sid": "AllowWorkSpacesSecureBrowserAccess",
"Effect": "Allow",
"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

]I

"Resource": "*"

AWS IEEXBE : AmazonWorkSpacesThinClientFullAccess

&I LUF AmazonWorkSpacesThinClientFullAccess RESHIME] IAM B3, HEREEIET
¥ WorkSpaces BEF RS EEGBHIN TS IHRNR, BEXLEEERBNESEER , H5H
AmazonWorkSpacesThinClientFullAccess {AWS B RS ERRE)

KR FHE R
ZERBIEU TR :

« thinclient ( WorkSpaces EZ&FHl ) - F 25 R FTE WorkSpaces E & F LRk,

- workspaces(WorkSpaces)-fo i #iR WorkSpaces B ZRFEZFBAHNNR. XA TREEN
WorkSpaces #R=2E 5 WorkSpaces & FHl# A, ©IEATE WorkSpaces EZEF #l AWS 2
HlEPERXLERR,

« workspaces-web(WorkSpaces Secure Browser)-ft i #iif WorkSpaces Secure Browser| ]~ F1
FiREMNR., XA TRELEK WorkSpaces Secure Browser& R 2 &5 WorkSpaces & FHl3k
&, ©iEATE WorkSpaces EZE Al AWS ##1 &8 P E RIXLERIR,
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« appstream(AppStream 2.0)- /2R AppStream 2.0 HR IR, XA FRELRK AppStream

2.0 BRIRREES WorkSpaces BEFHHRE. ©iEF T WorkSpaces EEF#l AWS ##HAHER
X R,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowThinClientFullAccess",
"Effect": "Allow",
"Action": [

"thinclient:*"

]I

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks

1,

"Resource": "*"
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]
}
}

WorkSpaces AWS & RIENERE P EH

B

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
Y 3R B

AmazonWorkSpacesTh
inClientFullAccess - EHTH X
S

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
FTHY SR B

AmazonWorkSpacesTh
inClientFullAccess : TSR

AmazonWorkSpacesTh
inClientReadOnlyAccess : #T
REE

WorkSpaces E& P LI R ER
RE N

iR

WorkSpaces Thin Client E#7
THE , BT IR FEAE
B # WorkSpaces 25 & #Y
B RIZEUX R,

WorkSpaces Thin Client E#7
T EREE , INT WorkSpaces
E R B KB BRIEZEUR .

WorkSpaces BEFHEH T
KEE , 18073 AppStream
2.0, WorkSpaces Web F#Y
B FRIEEUN R WorkSpaces.

EH3F Amazon Th
WorkSpaces in Client B8 £
75 1R X PR SA 2 3 Pl 3 #H < BR 55
# 8 PR 17 (B 1 PR

R HIT Amazon WorkSpaces
EEFHREABTIN RiLE
7] #X BR

WorkSpaces E& P LI R R
RE AWS EERBENEN,

B #

20251 H9H

20251 A9 H

2024 £ 8 A9 H

2024 £ 8 A9 H

2024 7 AH19H

2024 57 A19H

¥t Amazon WorkSpaces % F #l & 15 17 8] 3 17 BE HERR

AN TERRAEBZ LM AESEFER WorkSpaces EE Fim Al 1AM B AT B2 B HY % L 8] &,
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£

« RFEMIE WorkSpaces BEE P HLHHITIRIE

- REESFRNIHEHA

s BE—BEER , BATFHMALIR WorkSpaces & 1l

« BEAFRIUANA AWS IKF T RIFEKEY WorkSpaces E&E P HLE IR

FEFTAIE WorkSpaces BEEFHLHNITIRE

MR AWS Management Console HiFEBTNMITEIRE ML TBRKREBERAT R, EEAR
ERUHAFPENEBHAR,

% mateojackson IAM AP ZRAFERAEGFHAEFTEREM my-thin-client-device BRI FHE
B BFRHEEWM thinclient:ListDevices MRE , 2% £ LT ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
thinclient:ListDevices on resource: my-thin-client-device

EXHERT , Mateo SEREEBRERERE , LA FMERAthinclient: ListDevicesi®E
WiEmy-thin-client-device®&iRo

HEEEERNHRIESR

EEIZ IAM AP RIZAE |, EUUENEFENTTEZEH D, B2 KX EZBEFENWERRE
e MREEXRTRERS  WLMEIE NN RBHAN

HRZATEWE D : BRI ID (5120 AKIAIOSFODNN7EXAMPLE ) M2 4R 248 (440
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFBMBEWE —# |, B4 ERER 7R
40 ID MBZR G R BENBERRNITERRIE, GNAFRBMNBL—H , ZeERIHR %A,

/A Important
FAREQE=ZFRHEGRZSR , MERN THBRIENATHAS ID BF1T, BYXEM ,
&R AR T4l A K A 1A RSB R EXBR AWS K7

HEQBFRBANN , RESRTEFHRIZESR D ABBFTRBAREE-—INL2NUE. WEHRH
ZRNRNELCEZECN AT, NREXRTENBRFEESR , BLTH IAM AP HFNFHHN T RZR. &
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
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RZAURERNERER. IRESEFNER , WLTHER—N2AN , ARBUEFNER, BEE
EiUiH , H2H IAM AP ERETNEERTRES.

BE—BEER , BAFHMAIE WorkSpaces EEF#l

ERFEM AR WorkSpaces BEFHL , BANEEEHRNWARSENARFR TR, REH
AWS IAM Identity Center EE AR M AREF , WA LAE A F A 2 B RS R E LE T B PRK
. NRELAFBE IAM RHHRESBAEARSINARFXEN IAM A, BXESZER , #
2% (AWS IAM Identity Center FIF#5RE) HHRRE,

WMRKRAEMA IAM Identity Center , M AT A BEH R ARINAZREFOE IAM &K ( AFSA
), RE , BTG EREH IR F F 44114 WorkSpaces EEFHLH K EFRBRAYSEE, 2 FRER
B, AAFRFSNARFFRARREEIE, M ERXEEIERR AWS, ETHEXE IAM A
F. A, FRBAMNRHNEZSER , 52550 (AM AFER) Bi 1AM 54T 1AM FH T EEFR

BEXEZEE , B2 #FX WorkSpaces E & F LK T2 15 B FR,

BREATFEBUABA AWS IKF 15RIF A WorkSpaces E & P Hl 7 IR

FZAa Nt E—1MAe  WEEMKFPNAFSIEELANARTUERZABKRIBRIEHNRIR, &0
LIEEWESER , TURAAG., X TXHETRFRARERHREFTIXR (ACLs) WIRS , BTN
150 P 3 LE SR B 1) AATT R T 1 ) S8 B9 BR BV AR BR

ETHRESZER , BSAUTHREA :
- E T WorkSpaces BEEF IR EXIFXLINEE , iHSHAmazon WorkSpaces E & F {5

IAM BL & H .
- ETHIMARERSRENERNGRME AWS KA |, 55 IAM AP EET N RERE AWS
K %S —N IAM AP R E T ERR.
- ETHRNMEE=FRENSHRROIGRENE AWS K |, BSH IAM AFERTHNEE=51E
HiFENR, AWS 0K
- ETRUNMED S BRERIERMIGENRE , H2/ (AM AFERE) PR ALINABEHRIEN
AP ( BRBRERIE ) REHRNER,
- ETHRERAACHNETRRENRBHETERSFEZENES , E36 (AM BFER) #1 IAM
HR Y BB K P B R 1A [ o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Amazon WorkSpaces & & F LAY 1%

AWS £IRER 2R S5 AWS Xif aTAXMEN. AWS XiF RESAMNERENREENTAX ,
XETMAXBEIRER, SFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIMABMEBRNBARFNEERE, SEENENS SN EEROEMZEELE |, T
XEEESHNTAYE, REENATT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

BT AWS £HREMEAISN , WorkSpaces BE P HUE R ST ARBY THONKBRIEAE B

Amazon WorkSpaces EEFHHFHIRE oM ANEE

BOEM IT 228 AWS MENHERE. BXESEE , BSHARE AWS HEEE,

i &% WorkSpaces E & F 15 Si# WorkSpaces, I3 AppStream 2.0 #1 WorkSpaces P£& 3R
RER. BEXBURSHNEHFEENELEE , BSRNUTEE !

« 53 AppStream 2.0 Y E FEE
« Amazon P EFTEE WorkSpaces
« Amazon WorkSpaces Web = #J B¢ & H & 2 47

REEEH 87


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/appstream2/latest/developerguide/update-management.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-management.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/vulnerability-analysis-and-management.html
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U542 Amazon WorkSpaces EZEF#l

Y51 R 44 Amazon Th WorkSpaces in Client 1 ftt AWS SR ARV FEM., TRAMENEENEE
EREED. AWSIRETUTISETE | AHTFY%M WorkSpaces BEF A, IREAATHI R B HEE
S A B 3 REUEHE

« AWS CloudTrail¥iZk MK HA RS AWS K HTH AP BRMEXES , HFEEH
B BIEERN Amazon S3 FMEM. BRI LURBI MMM AP FMikF AWS, & HFEIUAER IP ok 2L
ERWkENEE., BXEZER |, 55 AWS CloudTrail BFEE.

FB
« ERAIERIS# WorkSpaces E%& i APl i AWS CloudTrail

5 A 1c % 5% WorkSpaces E & Fim APl i§ B AWS CloudTrail

Amazon Th WorkSpaces in Client SAWS CloudTrail—IREER , ZRESERAF, AEHARA
PATIRIERYIE S AWS RS, CloudTrail Ff WorkSpaces BE&FHLHIFFE APl ARBRAISEH. IR
818 235K B WorkSpaces E & P A1 & & 8V A F 3T WorkSpaces & Fim AP| REF KB
M. ERAWKENER CloudTrail , A LAHAE R WorkSpaces EE LA HMIER, ZHERMN IP it
ik, RHERGEEAREMGIFERER,

FTB L &% WorkSpaces E & FHLIREEH (TIZEHEEF i APl £2Z) 2% CloudTrail Hi1ExkE
(I 5% WorkSpaces EZE Fim APl &) H, flin , ffDeleteDevicefMGetSoftwareSeti®
£7£ CloudTrail BEX#HH4EKFREBE ., CreateEnvironment

BIMNEHHATREBESEXRERBFRNARGR. BOEEEMTEHEUTRE !

- BREFEARAFEIIERAFEIEREN,

« IERRENREK IAM Identity Center A% Ho

- BRECEAACERKEAFNRNZEZIEREN,
- BREGHHEM AWS RF K H,

CloudTrail FEZ&RIZMKF AWS K BEERIK S 4 TENRES |, HEEBB A LLER CloudTrail
SESAFIER, CloudTrail EH4AFIEREMRTHE 90 RARRKNEBEHNITEE, AER. 7
THEFTEMIDR. AWS KEEXESEL , 558 (AWS CloudTrail AFISRT) H9 “ER
CloudTrail EHAELIEFRK", BEEFEHHELIEFA CloudTrail WEVEAT 2 A,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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BREICFK AWS IKF F & 90 RN EH | FIRRER CloudTrailLake B4 #iE 7M.

CloudTrail &

IRER AL CloudTrail f B EX £ 5 E) Amazon S3 Fi# i@, ABIENFIERE AWS
Management Console #=2 % XEH ., BRI SUBN A AWS CLIAIE# Xigs % XERER, EiXol
BZXERER , RAETUHERKS AWS Xig FmEEs . RSB EXFHRE , NREEE
ERIRAY AWS KIBFIZFKNEH, BEXRENEZFELR , 28 (AWS CloudTrail BF#ERE)
M SR AWS Tk 7= 0132 BR R A 9 A 4R B BR R

BEAERE  SUUERFEEHITHEEREHN — 0 EIAREZEZZH Amazon S3 7744 |
B4 UKHY Amazon S3 2% FH. CloudTrail 3% CloudTrail EMMNEZEL , HFSHEAWS
CloudTrail E#te BX Amazon S3 EMHEE. , i5Z 8 Amazon S3 Efts

CloudTrail B EHHIEF#

CloudTrail LQ@ ak e AFRXN BEMNEHEZTET SQL WEHf, CloudTrail Lake fFETFITH
JSON AWM BB HFKIRA Apache ORC ¥, ORC = — Tt X IRIER ZHTFEH TR FI
FHER. BHFHEREIE4BEERET , cRETEABINASHSHERRERNRENT
AZHNEHES. NATEAREEHNERSATEHBLESA4ABEFEHTHREER, BX
CloudTrail Lake WEZEE , i5SRAWS CloudTrail AP i§EF R A AWS CloudTrail Lakes

CloudTrail #AEHRIBEF#HNERASTETRH, CIEEHBEEMHN , B lEBRERTEHHK
BE#OVEMET, EMETURE T BRNEFEHEHNRAR , UREHBEEENRIANZKRE
i, B CloudTrail EMMWEZEL , IS FEAWS CloudTrail E4T.

WorkSpaces HHE & F L BIEEH CloudTrail

BESHR{AEXRERRLIBAFRHRTHERBENER (FlM , REAFEMRE ) . XEHHF
NBERERE, BRESHEERSREEY. AR T , CloudTrail MEFEKIES4, CloudTrail
EHALERTIERBESEH

EEBESHNWEGNTEH. BX CloudTraill EMWEZEE |, S HEAWS CloudTrail 4T

ZALAEA CloudTrail #%|&. AWS CLIEK CloudTrail API #4185 WorkSpaces E&E &R R
HNBESEH. BXRNALERBESHNESFEE , 550 (AWS CloudTrail AFERE) HHEH AWS
Management Consoleid ZEIBEH M A AWS Command Line Interfaceid XETEZEH.

TRIE THEATLUCRKBIFEEMHR WorkSpaces EEFHIRRER, BIBSEHRR (24
A ) JNETREMNES CloudTrail & EHBIBESHRBHIRPIERNE, res ources.type EFIE R
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
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Zresources.typeff , BN EFANEESRBHIEZFRF/TIEEIZE. AWS CLI CloudTrail APIs*
APls 12 B EIE CloudTrail” 5| &R T CloudTrail X iZ & RERIZFZM APl FH,

BIREMRE (255) resources.type & #4E APIs E12%F| CloudTrail
ThinClientDevice AWS: :WorkSpacesThi * RegisterDevice
nClient::Device « UpdateDeviceDetails

A LU B REHIRREEEE N E eventName, readOnly #l resources.ARN ZE EHITHEIE |
MRS RBLEN EREENEH. EXXEFENEZEER , S AdvancedFieldSelector {AWS
CloudTrail APl &) HH# ,

WorkSpaces FHEE F I EEE 4 CloudTrail

EEEHRAEARANFINERIITHERR/ENGESE AWS K/, XEHFHNIZRFIERBEE. BIAER
T, CloudTrail iEZEEEH4,

Amazon WorkSpaces & F 57 WorkSpaces EZEF IR H FHRELCZINEEREH. BX
& P HLERM Amazon WorkSpaces E & P A2 #1 S HIRERFIEK CloudTrail , S H (L5 #
WorkSpaces EZF#l APl %) , WorkSpaces

WorkSpaces E & F L= 4R Hl

EHRRKRBEMRENEMER , BEBXRAFERD AP EE, RENBHNEE, ERSHBFN
{55, CloudTrail BEXHARAH AP HRANEFHERRE , ALEHT2REMBERT LI,

T REIERT —NETRZRegisterDeviceifE CloudTrail B4,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-06-19T17:13:44Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",
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https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/
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"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

TR RBIERT —/NERZUpdateDeviceDetailsigfE CloudTrail BEH,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

.

"eventTime": "2024-10-21T17:46:2772",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b00c-45ef-b293-cd389121033a",
"readOnly": false,

CloudTrail 4 R4l 91
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"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"localIp": "localIp",
"type'": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}
I
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"
I
"keyboards": [
{
"name": "name",
"type": "USB"
}
1,
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EERES

"mice": [
{
"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type'": "USB"
}
]
I

"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"

}
},
"updatedAt": "2024-10-21T17:46:27.624Z"
},
"eventCategory": "Data"

B CloudTrail FZEHNAMNEE |, 555 (AWS CloudTrail BF 1) T/ CloudTrail&Z & A&,

CloudTrail 4R 41
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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# A 2I2 Amazon WorkSpaces E & F &R AWS
CloudFormation

Amazon Th WorkSpaces in Client 5 AWS CloudFormation—IBRSZ EERKX , ATREBHIERT AWS RIR# 1T
BEMRE, X, BOURRELNNERCIEZENEESN T RMNEM R, &0 L8128 —/NMERFT
EWFTE AWS &R ( HIENIREE ) B9EAR |, 77 E AWS CloudFormation & FH & X L& R

Rt AWS CloudFormation , BRI AEE FAEMRK—HEEE 1% E WorkSpaces BEEF 'R
Bo RERRBR—XEHNAER , RAREZMN AWS k- X EEEEHEEN TR

WorkSpaces E & FHlH AWS CloudFormation &4

E A WorkSpaces BREFHLRMAXBRSEEMEERIR , K97 #EAWS CloudFormation 4R, iRk
5= JSON = YAML BRI BNIL XA H., XEERBR T EEE AWS CloudFormation ek H B
BN EIR, WREFHE JSON = YAML = , BJLAEA D AWS CloudFormation esigner SR #5 B &
FiafERA AWS CloudFormation 1k, BEX<EZER , S H (AWS CloudFormation FIF#ERE) &
B9+ A2 AWS CloudFormation Designer ? o

WorkSpaces & FHl X F1E 1 812238 AWS CloudFormation. HXxEZEE |, BFFHREMN JSON
M YAML #i R4l |, ESFIAWS CloudFormation B F ¥R H Y Amazon WorkSpaces E & F &R
RESE,

THRE ZxF AWS CloudFormation

ET7#HRE%EE AWS CloudFormation , HZ RN T &R :

* AWS CloudFormation

« AWS CloudFormation fiF#5/

« AWS CloudFormation API $&

« AWS CloudFormation ss TR EAFEE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_WorkSpacesThinClient.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_WorkSpacesThinClient.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

Amazon WorkSpaces & #l EERER

FEREOKIET K15 R Amazon WorkSpaces 8 & F i
(AWS PrivateLink)

& LAME R AWS PrivateLink f£28 VPC 1 Amazon WorkSpaces & ik < B I 2 GIERE, &7
BAMEJR VPC i8] WorkSpaces B&EFHl , TEFEAEBRMMK, NAT 8%, VPN EESR AWS Direct
Connect E#, £ VPC PSRBT FELE IP it Bl a5 7] WorkSpaces & F o

B BNt RRREEENEORARKEITLIFEIERE AWS PrivateLinke I ELRENRIE
ANENFRHEE— Mg aNEED, XEREREEENMEED , B#ELXE WorkSpaces BEE
FHHREENAODR,

EXEZEER , 1§50 (AWS PrivateLink 188) FRIES AWS PrivateLinkifal AWS RS

WorkSpaces E& F L F EED
£ WorkSpaces EEFHLIREE QKK ZE , BEFAWS PrivateLink IEEHREEET,

WorkSpaces &P X FEIEORILFAREE APl B,

79 WorkSpaces XYl ZEOIRR

EALAE A Amazon VPC 2 %14 5 AWS Command Line Interface (AWS CLI) 3 WorkSpaces E &
NOIBEOLKIRT R, BXESELR , B2 H (AWS PrivateLink #§/) PHEIEEZEORKL.

FERALTRS BF A WorkSpaces BEFHEIZEZEORKS

com.amazonaws.region.thinclient.api

MRERNFOXKFET RS AFE DNS |, WA LAEH WorkSpaces E & 7 iy BR1A X 15 DNS & #r[EE
EFHLAE API &R, #l0 | api.thinclient.us-east-1.amazonaws.coms

A VPC s Rt im 2 SR B

IwREREE—f IAM R , SuLCNEMMNEEORS. RARRKBEATFESELSZEORSTSHE
WorkSpaces EEFHl. ERFIMER VPC #F WorkSpaces BEF Y IFRNE , BFBEE YLLK
TR MBFEOLET R
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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ImRARBEENATER :

o TWHITRENEER (AWS K/, IAM AFH IAM A6 ),
o AHRITHYIRIE,
o AINHEHRITRENER,

BXREZEE , H50 (AWS PrivateLink $8/) 89 {5 F v 2 58 Bl 422 15 39 AR 55 Y 15 A1 A BR o

APl . WorkSpaces E& P HLIRER VPC LinT 2 5KBE

LTREEUFSKRBHRE, YEGHRBIMIZEOKETAN , CAAMERRNMEEREAR
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource" :"*"
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