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Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access t0 | mm—GEb-

enabling users to securely access virtual desktops.

virtual desktops Gl [ o oo 1 |

Pricing

-, You pay up front fior the WarkSpaces Thin Client
H ow |t WOI’kS device, plus 3 monthly service fee per device to
manage, monitor, and maintain your thin client

fleet in the WorkSpaces Thin Client management

console.
Admin management flow
nmore abo ESpi Thin Clien
i¢ing [
{
)
Y i s
Amazon WorkSpaces i = Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop emvironment fleet and controls
T B in desired AWS Region access through device
to associate with management service
‘WorkSpaces Thin Client
service

B {EH WorkSpaces EEFHEERAZEFE |
EXE | B LU R H A E R IEH WorkSpaces &R & P A& & MR,

E X WorkSpaces EEFHIREWELR , HSH@WorkSpaces EZE LA,
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Amazon WorkSpaces
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28 BTk
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® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.
v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

1 2 3

Enter your environment details Select your virtual desktop provider Send the activation codes to your device users
Create a name for your environment. This name should be descriptive and unique. Oryoumay ~ You will need a service to provide your users access to their virtual desktop and compatible Once your environment and virtual desktop service are set, you will be provided with a unique
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web, activation code for your set up. Provide this code to users for them to access their virtual

or AppStream 2.0. desktop.

Environments (6) nfo C [ Actions ¥ Create environment

Environment connects virtual desktop to the device.

Q Find by attribute or keyword 1 2 >
Name v Virtual desktop service v Virtual desktop service ID [ v Activation code v Device count Time created v
Environment 01 WorkSpaces d-00000000 gheltpas 1 October 16, 2023, 20:38 (UTC-07:00)
Environment 02 WorkSpaces d-00000000 ghisrax1 1 October 13, 2023, 11:38 (UTC-07:00)
Environment 03 WorkSpaces d-00000000 ghl13e0p 0 October 03, 2023, 21:22 (UTC-07:00)

Environment 04
3 Cloudshell  Feedback

©2023, Amazon Web Servi oritsaffiiates.  Privacy  Terms  Cookie preferences

BAIXREMAMEE
FIHTBNRESHUABREEER, TRIHTHEFNEBINTEREEZESR.

TE HiRr
Name Elttﬂ; *ﬁfﬂoﬂﬁ *L\ﬁo

FE #\ SR E AR S5 BEIRIR 6 A R RE 0 R TR R S

AR mE MRS ID FE 0\ SR AR S5 IR A B 0 B 45 12 MR RO E — FR iR
Fo



https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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EUKERREAREE

WorkSpaces EEFH R EEENKARA LIZT. SMNEOBE-ATRANSHEREF T AHE,
Amazon WorkSpaces B &i¥1&

WorkSpaces £ Amazon Liz{THEE FHlERE WorkSpaces £ B KB EMZTEHEME®E,. T
RINHTHAREPHNEBINTRZREEZELR,

WorkSpaces directory details

Directory ID Organization name Registered
abc

Name © True
Directory name Directory type Status
v Simple AD © Active
TR R
B%ID S kIR B X B A Amazon WorkSpaces B 3.
BB 5tk Amazon WorkSpaces B < Bk 1t —FRriR
o
HOER #2284 Amazon WorkSpaces B ZHIHLR B .
B&REH Amazon WorkSpaces B ZHER .
2 It Amazon WorkSpaces B X2 & EiE .
Status It Amazon WorkSpaces B Z2&4 FiE3IR
A

7CN o

Amazon WorkSpaces Z £ %8571 ML i¥1E

WorkSpaces £ Amazon WorkSpaces Secure Browser Liz{THER P AR EFER R GIEMZIT
HELEHE. TRIETEFAGEPINENTEREEELSR,
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WorkSpaces Web portal details

Name Time created Web portal endpoint
Custom Web Portal - Mon, Mar 06, 2023, March 06, 2023, 13:50 (UTC-05:00)
12:00:51 [4
THE U
Name Stk WorkSpaces &£ X % 85171 F° A8 5< By if —
PRIRFT.
B 22 A 8] B2tk WorkSpaces &2 %2511 #9 B HA A
B 18]
Web "] i < P T B 48 AY R L R E R SR AT R 1k

WorkSpaces B FAREF1¥1E

WorkSpaces E & P HlIRNETE WorkSpaces B AR FEE#ik Li21T , UOIBMESTHELEH, T
RIETHFABGEPHNENTRRHEEELR.

AppStream 2.0 details

Stack name 1P login url Time created
xyz https://abc.com [ Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
& iR
B 5tk WorkSpaces Bi A2 7 #E4L < BRBY ME — 45
R
|dP & M1t AT &EFMEE WorkSpaces TR FHEILH
SRR,
B 22 A8 B2 it WorkSpaces B2 7489 B H F At
=18
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/A Important
E# WorkSpaces EEFHEEREH A EEEZT , FNRELTHEEBEER, XLEEKRS
EEARZHENEED,
FREENZH , FRRENREREXLEER,

{5 A1 &% WorkSpaces

Amazon WorkSpaces & —UE M T Windows W £ RENKEELLIRS , EEEBMNTAZEFH
RE VIR H R

1. EfH Amazon WorkSpaces , BT TE—IRE :

- BREERTENMENE R, UMUK TR, tAUERERFERERE .

o BEITIEE BB R BHXRAIZE WorkSpaces B %, BX | WorkSpaces B X EZER
BZHEE B & WorkSpaces.

2. EERBIERFERA,

BIEREN , ENATUREREFAES. BXELZER , BSARENE.
& WorkSpaces N AR

WorkSpaces Applications R —MEERENEZENARFRES , TATHRENARFNRN &
AWS Z| Web X588,

/A Important
E 6|2 WorkSpaces NARFIRE | 4cli_follow_urlparamfiRE N false, Hik ,
BHITUTRE -
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« NFBIAEEXH , 31T aws configure set cli_follow_urlparam false,

« XFHEN ProfileName MELE X |, 1217 aws configure set
cli_follow_urlparam false --profile ProfileName,

1. Ei%{E& WorkSpaces MARERF , BHRITUTE—BRE :

- ERBEATENNENHER, SR THIIER , AU ERERFERIERER,

o BENER B IREK B, XL WorkSpaces IR FHKRNEZER | FS
18] ) 2 HE A% o

2. 7£IdP &% URL FERFPM AL RIRHEFEZMES URL, XHAFERHTERMNRE
WorkSpaces E&EF A5,

3. GEERGIEHFZR,

BIEREG |, BMATVUBERBFAGEE. BXEZEER | BSREERE,
{# 1 Amazon WorkSpaces &£ 3l %

Amazon S WorkSpaces ecure Browser & —fIEKA. TTLIEER WorkSpaces £#l& , EEAER
MEMENRRNAFREZENET Web W THEAZMNKHERS (SaaS) MAREF I HXR.

1. EiZE Amazon WorkSpaces Z£ X K85 , BHITUTE—RE :

- EREATENIREN Web 117, BRIRKE THIER , LA ERABRFERERITF,
- % “BlE WorkSpaces &2 588" R AIE Web 17, BX 2| WorkSpaces &£ 33 5T
NP EZEER |, BH5RI8E Amazon WorkSpaces Z4£ 3 ¥ 85,

2. EERGIERFERA,

BINRE  BNATUKRERRERHAEE. AXESZRERE  BZREENRE.

S 3 FBUERRIESENREZERF

REMENELDRERS G , BFE AWS EEEZG A LIRE —MNA T RENKE—BUED,

[ f£47 WorkSpaces EZEF IR Z AP RELBCERE | iIm I UEREXRBREEINEH,
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Devices

1 WorkSpaces EEFHEXAF#HE—ALTHIRE , AT i EEIHENSEREMEL T
BRo iXEARZWBITAWS U5 = EHY WorkSpaces BEFHEE R EH AHITEE

A B IR A N R A TR .
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MEFNEMRBBBHSSHAREES , ©F - EURIMBEE.

DEViceS Info Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1)

‘ C H Actions ¥
Q, Find by property or value 1 @
[ Device ID A Device name v | Activity status
(] GO723H08 - @ Active
REJRFHAEE
LN RZBDSHEIHHEEER, TRIIBTRHEFNEINAEZRAEEFLER,
TE N
REFSIS DL EMRERIRRS,
REBW (Al ) BRRZRENE—B
LRERE HERENAFNRRES, XEER -
WorkSpaces N A” B8] A,
SERA RENHIRE, BFMRSRE :

« A — EEEECRAEDERIIMNE —
« EEY-ETELRAREETING.
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PIvE R

EFEFMAER EREREREMEER,

] HF—ANTHIR , BAILEEFHRITUTE
1E -

. BEREEH
. BURE

. gk

. Bl

- SHRZBFHAEE
TR & FFRTT R Z R RAE
FR

. BEIHE
s IRBIREAWN

- EEMEUEEMEE
. RS

. WBEE

- SHRBFAESE

9% 1S

EFRIRER , WorkSpaces EREFHIZEFIECETZRENFAGEREEER., BHELL2ETEX
REMERBENEENABRBNFHAER.
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Summary

“WE" HOBIL T WorkSpaces BEFHIREMNEEDRE. TRIIHTHEFINEINTEZREEES

o

Summary

Device serial number

ARN

Environment ID

Enrollment status

Current software version

Scheduled for software update

[m] Registered 2.81
Enrolled since Software compliance
Device name September 27, 2023, 20:33 (UTC-07:00)
Last logged in
Device type October 07, 2023, 03:09 (UTC-07:00)
Last posture checked at
Activity status March 19, 2024, 17:53 (UTC-07:00)
@ Inactive & Not checked in for past 7 days
— - \7|=
TE U

REFIE DEAENMIZRFRIRS,

piii b vin BEZ WM —FRRREF , XA Amazon BRA
(ARN) =,

REB ERRZFRHENEN. MREERCIERRS , I
AUAERE , BN EFRERIAEH

RERE BKFRERVRL A IREZRIRE,
EHIRA IR ZH LIRS, MHPRTRESR
« BB
« SEETY
5% ID REEANTENIRIRS,

EMHRAS BINRBERETE , E5I AWS IKFXE
AEETRERR, CAMLTUATEIRSZ

« BEEM-XERIVRE.
« BUHEM-RFLT “EENEEH BT,
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IS B
« BEH-REFCHNIER.
(® Note

REURELT EEH R BE
WK | £ SRR

- B — EEADFHLRFZFIEHNHIRER

AMER,

BB AR 8 B B .

ERBR BT — R B R B BAEE.

BB R R BT — Ri8 & X FIR B HIRE

S IE e IR 7B 24 31458 PR B R A AR

BRI 1T s B& TR AR

B SHM BIARGEEY. BRMRERS
Y
. TaM

bRERE R & M0 R AR S AR ¢

WorkSpaces N A” B8] A,
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AP BE

User activity details (5) info | Export details | @]
Q. Find by attribute or keyword ‘ 1 {§}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

TR BN
EREEEE EREAILIRE B B ER A E
BRIRE

BHRFZSHEIHREES, TRIMTEBINTERETHERE,

® Note
ﬁélx%ﬂﬂ:ﬁ*m%“ﬁ , REREFET2EH. IREZFLTELRS , WELEEFEA
S HA.
PR A P 4%

WorkSpaces EEFHIRZ R AERBR T RZFHMEERE, TRIHTEINTERETHERE,
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Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address
ETHERNET

Status Gateway address

@ Connected

TE EPUN
SNEEA L RHIRFIREN BHMEAESENRES.

TERERA REEARNMEERERE, EEREATLRLAX
PR Wifio

Status MERIRS. MRIFRHFLTIEERS , SF
XL 20 pEHAEERE , WRSEERN B
EE, MEREMEHITIEZNNEEY 20 5% ,
MPRSFERNERERE EREZBEBRM K
ZSRETE |, B0 “ EIRERERTE 20 24 ET.

3y 1P bt FHEEMER ARt 1P ik,

5

ZES: s PRI 32 0 45 Y U 5% 3 3k o

B MANERE

WorkSpaces BEFHIRZFAEERE T EEIRBNFAECEZENARRENIIR, TRIETEHAN
TERHEIERE,

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)

Name Type

Logitech USB Receiver Mouse Mouse (USB)
Logitech USB Receiver Keyboard (USB)
Plantronics Blackwire 5220 Series Speaker (USB)
Plantronics Blackwire 5220 Series Microphone (USB)
UVC Camera (046d:0825) Webcam (USB)
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dl
L

Bt
A

EENAERE

B M BEE AR

DU

REFHEDRS. BIPRSRER -

PERABERBNBMIE , SIMTKRER , U
RPAEEINERBARE | HIZIESR (USB).

S 4& WorkSpaces EEFHIRZHEEEERN, TRIE T HERXARES,

v Power and sleep

Turn off display after
Never

TE
ZERAERE

R &D)

iR

RE XM E RRAYIETEB AT E B

EMFERBERENRENFEAGENAE. TRIEHTHBENBINTER,

User activity details (1) e

[ Export details J@
1 @

Device accessed on User ID v Virtual desktop service ¥ Virtual desktop service ID v IP address v Session ID
March 06, 2025, 16:43 (UTC+01:00) sld-demo WorkSpaces 2a02-ad46a:9b7c.... gw2-BaB8e81
THE ik
VA% & B E A REBUER B HAETHE,
AP ID BERZ A P RIRIR S,
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BAAERRE LANEREERETFERBERFS . B LUHR BN E FiERELE R

TE EEPUN

RE 0 R TH AR S5 REEANELRE RS

RE AR HEARSS ID ERPXREBNELRERS ID 5,
IP ith 3k HENRZER IP WFRIRS,

EAeE il BRIRFEAFRNNFAREE.

@ Note

Bk “ WorkSpaces M A” 2%+, VDIs REREBHEFZHNEH,

FA BT IERS HFAERRAFRES HE csv X,

mEBIXE RN
1. BERBRENHRE. STMNK TR, tTAEAERTREREE.

2
3
4.
5

543 “RAE 4,

MTHFIR RS HERE RN, FHI HBEEEH B0,
ERE B HBIAT R B H AR E B,

S RARAE oA

EEMBUEEMRE

1.

2
3
4.
5

EEEEERNGE. AR TRIE , CTUEAERTREREE.
Wi BRE B,

MT 5 RApIERE “BUREMR, FHM BUEEMR &0,
EWINFER P A deregister”s

EFRBUE MR,

REREEWN
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® Note
BUHEMSBEEHEAF , HERESFEPREFH S H WorkSpaces BEEFHLIZR

R E

1. EREFNMMNEE, EUUNETHRIIR , 6 UERAERFERERIER,
TR BRE R,

MTHFIRPER T, FHEI T EO,

W IAF B % A“reset and archive”,

RREENFARA.,

o & 0N

® Note
FHREL2BHEHAFIHE  HEREQIFEPREFEHMAIH WorkSpaces EEFHLIRE

il B i =&

1. ERERBRMRE. BAIUMETHIER , EUFEABRFRERERE,
T BRAE EYE.

MT RIS R A ESE “BIBR". FHI BER EO.
EWINFERPE A delete”,

R BR R

o A 0N

SHRFFHAER

1. EBRBENPSHEAGSENRZ, EAUURNE TSR, b MERERFRERIRZ,
2. &E BE R,
3. MTHRIRFEE SFHRZFAGE . AMERFNFAEEUABFREEXTH.
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&K Amazon WorkSpaces E & F - 18 & £ R IR
&8 Amazon WorkSpaces EE PR H REBRES 2R ENHIE,

BAEXRH . 89 Amazon Th WorkSpaces in Client @4 KB XX FMEE, FARAURSHAM AWS
RERXRENHBE. XBEEARKE (RSTIRE ) . £AKE (SINEZEZ ) Mi2KdE ( 08
KHWRGERE)

HFEENRE  ERNBFEERGEARZFNRSH AR, RESTHEHSFEZRERE.

BEFME  RELRFNVBELZL B FHEERFIATHAWS RSHE L. ©UERL. PlSRTRIERX
T7#o

WORTFIA © FRA] LR R AL B Y 4 BB M AWS K B REM IR R IR, ESEE  SERET
SHBANBSRBEL , THEXETE LRI,

BREEE  ZULNELHCHN AWS (kP EFRBHE. BEWATHENRZIHBERS , FEF R
RYBRSS SR A MBS FAFE B

BAREMER  BAILUER AWS tkFBIBRIREBIE. BXRBFERENPBREDNEE , BiHRMREZ.

BEMALZHSE . AWS FEF=AHELNRZIHE. RELEHENE=SFRBELRINNS
G REEREZELFENEE. AWS EAWS BAFHFIENERIBFAT , EE=ZAHENATK
&

FEHBID ? BEIHE C ust omer Support BxRENTHI IFE B, X AN ERIEE A ER R HIRIFHN
R Ho

BHEIFE A - Amazon Web Services BUM, AZRFIEMN SARL , AH-5SEHEAXE 38 F , L-1855 , &=
HE

B R

WorkSpaces BRI FEEZEHERREUSI A DEMMAREXT . XLEEH ARAZH B RE
£ERTo

RUEETLESRHNARFHN WorkSpaces EEFHIRBBRERSNEN . BIUEFE , BTN
% 3 B E R R S R R IR 4P T R A EAT B B E#

BFTRENRME
- 5| AFTTHEE. BERMBANATEAIHNRAE. EBARH K
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https://aws.amazon.com/privacy/
https://aws.amazon.com/contact-us/
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« FERENTAXBRBEERFNRHE. XERRBEFERHHN,

FERNEER , MREHKREREFESAEIBRGER , WELFHEEER 28 , FMBZFRRZ
HA B R E#

EERBRAENRS  RENBRGERSSH. NEFRHRNRHEERMZAE , 7 40 XAVEHE
EE 2N R ETH,

NBEFRRBVHZERESRETE , MIRRN BT HNRYE , ZBRSEHEHIRE, XMRBENERA

RELFUEFS2E , RN EFTQ2EFEFRIAATRLAFLERERH., NBEXMER , RINBUE
D8 30 REH—RBHFE.

(® Note

MREATHREREMNTREZEFTNRAEE , W2 BER4EEHSEE 3 RESH. NH
RENRBRELZEABRARERBDOXN BERENTH , RNBUELNEFIERHE.

BXORENHGEETR | 121 WorkSpaces EE I INE R4 E,

BRI R

WorkSpaces EE L2 —T AWS HRLAFITERS , MAFRENEMKENHRNR, XLEEM
KASEHEAMNRGEERITER. EERHRRME , BIITUATERE

1. MNURABRGEMIIRPERREE. BRREENIIR , SR WorkSpaces & P HLIMNE R

&=

®E =R B,

EFRTE RIS,

M B BB MBI R IR R EERAVER R
BEERATETZ— , EITRIERH P ER M EHRHE

o bk~ 0D

« MEVEHBM - FTFRERATE EEMRE NG

(® Note
M EVE R AT BE & P TR (R BBV A P 218
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- ESNMNEETE O BEERRAE-ERRA T XIES i RN ERR R R

6. EFRZEEREURNER, LIPS IRET REFRM

7. &ERE B,

EIRBRMY

WorkSpaces EE LR —IH AWS BRLRAFITERS , CRHNETFIIRETHAFEZIT AN

ERE, XERFLEHRERAMTREEITER. BEMRIURMG , BHRITUTERE

1. MNATRBRGEHRIRPEREREFSE,

2. BEERE B,

3. GEETEINIAIIRZ .

4. M gB"HONIIRPEREEFNRE. BXRUHENIIR , FSHWorkSpaces E & LI
BHHE,

5. BEEBEUAT®RIZ— , NiTRIEHIET IR R ERPE

- VENEFHYMY - LAIEFRZ M

® Note
Y BVE MR AT RE S P EDERM A S 2.

« EENMRBHEFNBRAERRE-ERBNTAELEY BTERAEIM TR
6. EFRZEEREURNER, LIOEP UL EIRET EERRM
7. &ERE B,

WorkSpaces & F L b4

WorkSpaces &~ HLE— T AWS &L AP IHERS , CAFAL RS EWENEE, Xiig
SATHMERFNREERTES, TRMATHEEAHNRAE, S8R ANERANS SER
LAEETRANRAE,

RHE RITRH B
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CVE-2025-13223 H
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BHE KITHE B
CVE-2025-13224 *%& 4
&) &R,
2.20.0 11-5-2025 o HTIREN B BRI,
2.19.0 9-30-2025 - MIE , BWEFB, Xk

B A BERR” 2 KM T B
BREEESKAFEHNH#HT
WorkSpaces & 3 KiE .

- BETRARAFPTESER
Ctrl+Space %7 Excel Fi%
BEHrEE,

- BENBIE" M A WE
FAE URLs iRiE,

2.18.0 8-28-2025 « BERZFIEERRMT BH
S B4,
- BETRE LEBRSEH
R ER R,
- BITXLE FIDO2 N &1
WAUFRY X
- BABEN S,

2.17.0 7-30-2025 - PEXRHO@ THR
USB £4k 25 UD-3900Z &
WorkSpaces B & F HlE &
#/A,

« EITXNEISTIE AltGr
ZIEBHXE.

- BETSHRZBASQEE
HEEFBNEE,

- T NHBFEE LR Enter
BIZE,

- EAREENMIGE,
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o
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B
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RER A LERRERE
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210 WA R VB A o

- B RKRAPTURER

CHEFERMRETAEE
BREEEMHAN,

- B8 T IRZB RS Z AT

(8] R %2 3 R A ST Y () R

WorkSpaces & F 5 #MR A

44



Amazon WorkSpaces & #l

EERES

RHE

2.8.1

2.8.0

2.7.1

2.7.0

RITEHH

09-26-2024

09-06-2024

08-27-2024

07-29-2024
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AoBIREF. BEXEZEE , BESH AWS IKEFA ISP EA KA D BFE,

(@ Note

E £ Cost Explorer #&%& WorkSpaces EEF LB RRE , XIIRBAFEBTREASE
SRR A 9 B bR 2 A 19 1 B BUE B B T WorkSpaces B & P LG RIIFRE, AWS Billing
HEASERE 24 PEHN , EEXEREXEKNETEEE 4-5 XS EEE R Cost
Explorer H, k7 , 7 Cost Explorer FE RMBEKALIE , EFR1CH WorkSpaces EE
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- RAZAKE-128 4 Unicode FHF
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Amazon WorkSpaces & #l EERER

- ERRIRE | FIREREZUHBIR,
5. E#MEAER , EEERRF.

RBEVEE , FERBERIMHNARZVNENRS, INEFRZITMEBEAKE, A, N
Faws:thinclient:environment-idR&EFREATEHARE ID ERE,

EREF A EERGEMOFE

1. 3¥TFFWorkSpaces EEFHliE4I A,

2. EBRPHEFHFUITFHFAEFEERE,
3. ENZHS  EREERE,

4. HATUT NS MEE

- ERMSRE | FEERNFEE  RARRERNENE,
- EEHRZ | B4RiE E VE,
- ERIBRIRE , FRBEREZUHBER.

5. BFENER , ERRF.
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Amazon WorkSpaces EEF AN EZ S

TEE2AWS BREHZE, ENAWS BFF , BAIUZRTENRREASHZEBBREALNERMY
ERBAER UMM LR,

RERMFHEEE AWS 3T, RERHEEXFEHRNENRZEMNEZIN LTS

« TEE — AWS ARRFPEZHIZIT AWS RS ERMZEH AWS Cloude AWS ERIERHITUR
2FERANERS. ERAWS ERITRIERITRIEAITRIEN —EB5 , 58 =77 5 1T E 2 iz A 5 1iF 3
NZENERE. BT HERT Amazon Th WorkSpaces in Client &M it X , BSRBREMRITI
RENTBERNHAWSAWS REZEANITRIRS .

- CIREE-EBHNRIHEERAN AWS BRERE, SEEENHMEARAT , SELNKENBR
., BRATNERURERAWEEEN,

AR A EBY IR T SRTEE A WorkSpaces ERE P YL AR A 9 BREER, BUT EBMEEN B
BLiE WorkSpaces EEFHLLURREN LR E NS B IR, BB WA A HE M AWS FRSSK
HE BY R U5 1 R P S8 HY WorkSpaces E & FHL & R

e}

« Amazon WorkSpaces & ]l B BB R 3

« Amazon WorkSpaces & F LK) & 4 #1150 & 18

« Amazon WorkSpaces & F A58 4

« Amazon WorkSpaces & F #l 89 & E 20 4§l & 18

Amazon WorkSpaces & L By B BRI

AWS 7 BT FER HEFEEEER T Amazon Th WorkSpaces in Client FEBIERT . mAER
FiiR AWS |, ARRIPIZEITAIEA BN EIRER RN AWS Cloud, ZBAREFNEETEIEMEN L
WRANES, SEAREFRERN AWS ki WZLBENEERES. BXRBERMNESEESR
BZRABERALENLDE, BEXMMBERFNEES , iHZH AWS Security Blog £# AWS Shared
Responsibility Model and GDPR &M &,

HFERERPFEHN , RINEBUERI AWS Ik ZIEFHEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) ZREMNA AR, X , 8MNAFPRRBETHIERRAEFENNR,
REWBBE ST AR EIEE
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Amazon WorkSpaces & #l EERER
- NBNKFERAZSESHBRIE (MFA) .
« AT SSL/TLS 5 AWS BREF. HMNERFEH TLS 1.2, BWEA TLS 1.3,

- FAHRE API AP EZIBE AWS CloudTrail, Bx{# A CloudTrail BRERIEIR AWS JEFIHNEER
EZ 1 (AWS CloudTrail B /) HREFE AR CloudTrail o

« FH AWS MEZERRFRUREPHFERINZEEH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRIF F41E Amazon S3 HEV U
BHE,

- MREE AWS BEXGSITRES API HITH RIS EERLZS FIPS 140-3 RIEMWINZER | EHEH
FIPSimR. BXTHAMN FIPS mRNEZEER | BHSR (EBKHPEELEIRE (FIPS ) 5 140-3
FR) o

BB RN ZEERBBER (MEEFNE T4t ) RAGESHEBREERANAFEER
(MBHRER) ., XBIEEHREHEA, API 5 AWS RS FH WorkSpaces 8% FHl s H & F Hlat
AWS SDKs, AWS CLIZATEMHNRSHE BRI N AFEPRANTARETR TR Tt RS
ZHBEE, MREEMADBRS[IRENU | BBV EFEEM iU B EEIEEERBIENZRE N
BERo

Amazon Th WorkSpaces in Client W H 2t E <A F A WorkSpaces BEEFHLIRERHEEEUR
HARSZSXENEE. Al , TRARNE. MEZH. MEEE., ®REFERE, SAML £iF. ®RFRFEEM
BRRE. XEFEEATHERMRERS  HUEATHRERALNERSHAR, A, 8 T EERER
%, GETRSEBIAFERIZRESH AWS X 24, BIBRBAWS BIAFHLBIXEEE,

£

- BIEME

« Amazon WorkSpaces & F LAY 8 S EIE =%
- R INE

- RIAEE

. BB IERERT

I =

WorkSpaces EEFHINERENREZBENEHIE , fIMAFRE. RENRAG. SOREBEEN
RAREFRRRF. WorkSpaces EEFHERWEXFENHEE. WENBIEF#ELS#H DynamoDB
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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https://aws.amazon.com/compliance/fips/
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ML % S3 1, WorkSpaces EZE FHLAEA AWS Z{AEE RS (KMS) Management Service 3170
B,

ERFPEHNE | BEEUTIERERITERE

« SKUMRARBR G R AXBR H 8122 F T WorkSpaces BEFHIRENIRERAE,
« end-to-endBE RUEFEENRARRIFHIE , X4 Th WorkSpaces in Client i 7] LA A & 12 4
H AT R B A TR B 1T IR
- FEEAZIREREEMAFEIL -
- BEEREEERE WorkSpaces EEFHIZEFHE , AR EERMBUEE , LAME WorkSpaces EE
FHEEFEAERERREARSH,
- EREEYEFRINER AZBATLIRE WorkSpaces EE L , BEBIEMIEEA RN HED
MAPERITMER , SNENTEE2E.
- APAUBEFEAREIELERYERE. ERTAREZRPRLERLTF. XFEFRZFRXEH
BRSEEI,

WorkSpaces BRIAER T , EEFHBEDEA KMS MEBMEBBRBERRFABRNTHE. AWS W
RNANAERERNHE K WAPFRLTETEHKE  REETENAREER.

Amazon WorkSpaces & F HLHY 82 S BRI &

Amazon Th WorkSpaces in Client BRIARRENE , BHEEH AWS BENWMEZEZRARFHRNBRESE
F#E,

- AWS BE %4 — Amazon Th WorkSpaces in Client BRiAfE X L2240k B3 IZE N A B B EIE.
BT EEE. EESFEAAWS HENEZY , b TEFEREFABR. B2 , TEXIEAEERE
SYEMITXIEN AR A T NBBIENEHR. BXEZEE |, 525 (AWS Key Management Service
FRARERE) K AWS HEHNZH.

RANBRT , BESBRENBED TRERF HBBENREFTHENERY. B, EEXFHEFET
BINBRESAMNEEERNLZ2NARRF

BRETAEZANMBRERERZEMBLE | BEFALELE Thin Client IR EREFRER
H, \MERSL DB MZAANMBRRN LRME R MNE
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EERES

- BEFRE®4 — Amazon Th WorkSpaces in Client X EREZEIZE., AWS HEMNEEHNXNMEF
REZR  UEENEGEENENEM ERME—ENE, ATERUTLESNEZER , BitarL

WATUTES

o FIEFLEF XRRRE
o EVM%EH IAM K
- BRNZRZHABE
. R MEBAE

7Y 1783

- BIEZHARAE

o THRIE I BR Y 2 4R

BXEZER , 521 (Amazon Key Management Service FF X A R ¥/ FHEFILE 4,

T3RCE T Amazon WorkSpaces E & F LA BN A & B EIE,

HERE
HEARN

WorkSpaces E& P LI ER
7

REFBR

WorkSpaces &P HlIEE &
%

RFPED

WorkSpaces B& FHH &
)

RERE

WorkSpaces E & F i %1%
=

RE QIR

AWS 88 i 340 hn &%
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EEH
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EFEEZAME (k)
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EEH
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
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HiERE AWS R Z A & EFREZHAME ([t )

WorkSpaces E & F LI E R
ZHERFE

® Note

Amazon Th WorkSpaces in Client i AWS BEEZA a5 ARASmE , N RERF DA
FHREBE.
BR K BAFFREZHAEIT AWSKMS %tf. BXENNESEL , ESH Key

Management Service o

M 5 # WorkSpaces B & P HLa{AEH AWS KMS
Amazon Th WorkSpaces in Client EEZ{ARBE T e FALN BT REZRR,

Amazon Th WorkSpaces in Client ESRZ4ARBEREN T~ EEZAIITUTAZBRE !

« B AWS KMS % i%xGenerateDataKeyiEsRELINZREIE
* @ AWS KMS &i#DecryptidRAMBE MBHE.

& T LARE B I BRiIZ PR SS X B P FE B ARG RN PR . N R EX B4 , Amazon Th WorkSpaces in Client
PEEHRBEFREESHAMNBSNEMEE  X2ERKBZBIENRE, flin, MRESEHIKE
WorkSpaces E& P YL AR RINIREFHAEES , MiZEES2IREIAccessDeniedExceptiontiR,
L4\, WorkSpaces EE F AL Z L EA WorkSpaces EEFHIINE,

BIEEFREERN
TR AWS EEIBHIA S KMS API BIESIRXITHE L& AWS B4,
SRR R T -

BIE (AWS Key Management Service 7T & AR $EF) https://docs.aws.amazon.com/kms/latest/
developerguide/overview.htmlH S X R B T E NS TRIBE,
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/device-user-activity.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
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HARBE

FRARBZEFINEFEETEBERRANTR. SIMNEFLFREXNBAXIARE-IBHXK K HPas
BEREAIUAEAZAUARNAEAZANFR, CIEEFREERNZAN , TUIEEZAER. BEXE
ZER , HZH (AWS Key Management Service JF X A G $EFE) https://docs.aws.amazon.com/kms/
latest/developerguide/overview.htimIF I EEX & - £ E ZHNHRXER.

ERENEFEEZHEA T EH Amazon WorkSpaces BEFHRR , BAABRE D SMAFT AP
BE:

« kms:DescribeKey— RMEBEFIEENRAIFHMAELR , LAE Amazon T WorkSpaces hin Client 7] LA
WF A

« kms:GenerateDataKey- A EAZEFEENZANKTFEHITINE,

« kms:Decrypt- AT ERAZTFREENZRAXRBERIE.

AT 2T LR Amazon WorkSpaces 8% F LA B BER F BR R 41 -

{
"Statement":
[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
.
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:*"

}
}
1,
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms :Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}

BREXRTEENRNESELR , 52/ (AWS Key Management Service FF & A RIE®) https:/

docs.aws.amazon.com/kms/latest/developergu|de/overV|eW.htmlo

BREZBHHOBEFRNESEFELR , 52/ (AWS Key Management Service FF & A RIE®) https:/

docs.aws.amazon.com/kms/latest/developerguide/overview.html,
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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71 WorkSpaces E&FHIEER R EENFH

BUNEEEFREZREANUATRENE_ZMNE :

« WorkSpaces E& F I 5

SIEMRR |, BB RERERAKEEHRIEZHkmsKeyArn , Amazon Th WorkSpaces in
Client £ A 1Z 240 R N2 AR BIB9S A 5082

« kmsKeyArn— AWS KMS ZEF REZANZRFIRF. RMHEZEH ARN,

FHHTEY WorkSpaces E&EFHLIRZAMEIEAZ F EEZ4AMEN WorkSpaces ERE P HLINERT
WorkSpaces & H18 & fF 4 & WorkSpaces EEFHNHREFNEFEEFRHARE.

MEETYR—AWENREXY , A 2SR BENEM L TUES.

AWS KMS EA M ETXEAFNANEL S HRIENBERIFLE FHRIEV IR, HEENZER
BRERPIEMELTXE , AWS KMS [ INE L TXHERMBHE, ERRHE , BEFER
SRR LT,

Amazon WorkSpaces EZFHlINZE £ TX

Amazon Th WorkSpaces in Client /T AWS KMS & gEFEABBN MRS | EF 54
Haws:thinclient:arn , ERALS#HEFERAF (ARN),

LTRMEMEZ LT :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}

LTRIZRZFMELTX :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}
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fER % £ T3 TR

HIBFERANMEFEE R INE WorkSpaces BEFHIABEN R R HIEN , BEAMUFEAFITIER
MBEFRWMNEZE ETXCRIBHEFREEFANCERER. FLETXELERTE AWS CloudTrail 2%
Amazon CloudWatch BE&EERKK HES,

ERMNE LT ERFENEFREZANTR
BT LAME R B ABERA 1AM KB PR INZEE £ T XAEN R RN EHNRE S EEZAN TR,

LTREZARBEIRE , ATRTXNBENEZ LT XHNEFREZANTGRNR. LEREETPR
HEXR kms:Decrypt WHEREEMR LT XXHMNE LT XYR,

"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},

"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {

"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":

"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

Y5429 Amazon WorkSpaces E & P #l N2 %248

LIRET Si# WorkSpaces EBEFHLERPER AWS KMS B REZRPAR , LA BUER AWS
CloudTrail 3 Amazon CloudWatch Logs kK ERER I & # WorkSpaces E& ik [E AWS KMS &iZH1E
Ko

AT RflRDescribeKey, . GenerateDataKeyDecrypt, ¥# Amazon Th WorkSpaces in
Client A RIHZE - EEZAMBNEBIE M AR KMS #4%E AWS CloudTrail WEH :

FEUTREIF |, B EElencryptionContext WorkSpaces E&EFHIIAMEH R~Hl, WorkSpaces
EEFHLIER B L1ERELL CloudTrail BWEH,

DescribeKey
Amazon Th WorkSpaces in Client £l iZDescribeKeyi&EFRRKIE AWS KMS FF £ E 4.

LR RBIEHIEFRT DescribeKey 21E :

BAME 60


https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1”,
"accountId": "111122223333",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

BEIE &



Amazon WorkSpaces & #l EERER

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces E & F #l{EfliZGenerateDataKey B ERMBLKIE.

TR RBIEHIERT GenerateDataKey B :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
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"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"

1,
"numberOfBytes": 32

iy

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

2% Amazon Th WorkSpaces in Client ffflGenerateDataKeyRFHIREE EAT
#ZGenerateDataKeyRERA F INZHHIE.

£ KMS Z4AFK B L iFiZGenerateDataKey®E , Sid 7 “/¥F Amazon WorkSpaces E&
F LRSS N8 R R B B4R

LA RBIEHIE R T 1% GenerateDataKey 124E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",
"invokedBy": "thinclient.amazonaws.com
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},

"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"numberOfBytes": 32
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces E & F L F ZDecrypt R ER B ZEIE

UTRRHIEHIEFET Decrypt #B1E
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1”,
"accountId": "111122223333",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e@0-ea@00fb0fba®@SAMPLE",
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"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
Decrypt (by service)

% WorkSpaces BEFHIRRIHRIFERRZEEN , ZDecryptiREA THRERE, £ KMS &
AR F AP R FZDecrypti®E , Sid R “o¥F Amazon WorkSpaces & /= #1 AR &5 10 25 7 ## 2%

BE".
DR REIEHIEERTEIUATARENNDecrypti®fEGrant :
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
"encryptionContext": {
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"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

THEZ
UTRBRAEBXBESUBFENENESEES -

« B Amazon Key Management Service EXIENELER , H3H (AWS Key Management
Service F & AR 1ER) https://docs.aws.amazon.com/kms/latest/developerguide/overview.html,

« B3 Amazon Key Management Service W EZ £ REXENEZELR , H5H (AWS Key
Management Service FF & A R $ER) https://docs.aws.amazon.com/kms/latest/developerguide/
overview.html,
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&5 T &

WorkSpaces E&E P HXEN HTTPS # TLS 1.2 £ MM KFEH TN, BFEREFSHERE AP
WA @ WorkSpaces &P HLEIZFER, ERNERBIEBRITES HTTPS = TLS E#EAIE#H T
Fo EREBIBAILM AWS $2H|E. AWS G B1TREH AWS SDK 1241 E] WorkSpaces B & F i
XA BIEIEE ENEMREER,

RINEEZRWPHONE  RABREZLERE (HTTPS, TLS) .
FHEE

IBAILRHBECHNEFEE AWS KMS BEAXRMBENEFER, MRETIEMR4E , WorkSpaces
EEFIEER AWS BEZH. B LR AWS SDK &EHH.

HEXM TERERT

EE R ALAEE WorkSpaces ERXFHALFEEN , BREFIHAMSLENRGEFRER. XEAE
A NEF , H1E WorkSpaces BERFHEHEFRZEMEELEF . AFPEENEXENRRAKRES
FNEZEMAEEHRERSER. EXEZER , B2 HLEER WorkSpaces, WorkSpaces R
FTEFR % 2 AR &5 3 WorkSpaces PM4&#Y F F 17717 B &18 3.

Amazon WorkSpaces E & F L 5 13 Fi5 [0) & 2

AWS Identity and Access Management (IAM) AWS Bg$s TJ#EBIEE R 22 iR HX AWS BR8]
PR, |AM B 5 2 6I T SUH 1T S B RAE ( 2% ) MBI ( BNR ) £/ WorkSpaces BE 7 im &
R BAILMER IAM AWS RS , TEXFEHNEA,

F

&

PN

- ERSHHITEHEIUE

- EARKEERH

+ Amazon WorkSpaces B & #la{05 IAM BL &£

« Ama WorkSpaces zon & LBV E T 5 178 5K B& R~

« AWS Amazon WorkSpaces & F HLEV £ & K #E

« X Amazon WorkSpaces & % /=~ #l & 13 #i5 [6] 33 17 S FE HEBR
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Z A

BEYE A 53 AWS Identity and Access Management (IAM) Rf&HBEMR :

- RFAF - MRETEHEITHEE , FABEERARBENR (EFSEX Amazon WorkSpaces E & F 1l
FHMIE R ITHREDR )

- RSEER - BEAFBRINBRHIBRNERIER (S HAmazon WorkSpaces E & F #1015 IAM
BEER)

- IAM BER - RERATEBIHRNENERE (152 FAma WorkSpaces zon BEEF LN E T S HH
ERERB )

£ & 21T B IR AIE

SHRIERE AWS FRAFHEIEZBRN AN, BLTL IAM AF FH#THHREIUE AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,

& T L ME ISk B 54 RIVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B R&EFKE
BHIET® Google/Facebook iEF , LB E H M E R, BEXBERNEZER , 56 (AWS Bx AF
B FHIIEFEN AWS IKF.

S FRIEFE , AWS 124t SDK f CLI KX FERFTINRZEEZ, BEXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root FIF°

BIER AWS K7 , BRLE—1NEN AWS K/ root AFNERSH , ZEHAIUZTLHFEMERIR
AWS RS MBER. BRIBNBWAECRABRAFHITEERES. EXTERAFZIENES , B5H
(AM FiF{sRE) RVEZERA S FIENES.

RE &40

FERBEXER , ERAXAFERESHRHABNERKS 5 ORI 88 AWS RS R IGRHER#HITH
A

BREBMRIERBENEIL B R, Web SRR A Directory Service , 3& AWS RS FA%
BEARNERHTHFRNAF. ReHRATRHSERZIENAE,

EEHERHRIMNR , BiILEEA AWS IAM Identity Center, BXEZELR , HSH (AWS IAM
Identity Center A 1EFE) H I+ 4= |IAM Identity Center ?
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IAM A 7= MEF4A

IAM AP RN ENMNARRNARFEERENRN — 1540, BUERAGNEIE , MIEEFKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) Iy IAM B EA R,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM BEeXTIREAFIER. ket IAM BFRR, BIKFHR, BRSHRNAKRE Amazon EE1TH
MREFIEERR. EC2EXESZEER , F5H (IAM AFERE) HH IAM R EIK, FiRTE .

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EERAERARE , BYE BN EEATUNT LT RUREFASFATRITERE  REEEERRF R
ARE,

RABERT , AFPNARRANR, IAM EEACIE IAM R RERNIARF , REAF AL
ARERE, IAM KBEENIR | TAE RIEMER B G ERNITERE,

ET 5 Or R

ETHNNRBEEMMBSH A/, ARNAR ) B JSON RRKMIMAY, XERMIZH S 6 TE
ARZGETHBPLERFERITHLEE, BETHIACIRETSONER , 558 (AM AFERE) F
MEMAEFERRERKE L EEX IAM XER.

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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BT HRMN R

ETRIFHREE M IR ZRAY JSON KM, ~PIEHE IAM B EEEREHN Amazon S3 F#EH
Kb, EXFHETRARNKBORST , BRSEEAAUERACIREFNBERFRNER. BL0E
E T RIFH RS P IEE £ 4

ETHRVRBEEN T ZRSHHAKEKE, ETREETHRAREPER IAM HEY AWS EEXR
B

HREgRE
AWS XIFHMRIERE  XERBRETUIREEF NN RBERER FHRANR
- RRILA - REETEHONRBALURT IAM RENFZARR, BXEZELR , FZH (IAM A/

) B IAM AR PRI

- RESEFIFKR (SCPs)-EHFIEEALALHAL LM HZR AR AWS Organizations, BEXEZER , &
2 (AWS Organizations FAF1EF) RS 265K B

o BIREEIKRE (RCPs)-ZEKF A ERFRNHZRATANE. BEXELEE , ESH (AWS
Organizations FAFEm) PR FEIFEZEHIKE (RCPs).

- 2ERE -EANALEKESAFCRGNSER , FASBEENERER, BEXEZEE , B
[ {IAM AFPiEm) PHSERR,

S REERE

SN RBEWRBEA T —MERE , ERBORREMERNENIRE, BETRESRSHREEER
W AWS BERBAWER , F5H IAM AP EERHNERBITEER,

Amazon WorkSpaces EZE a5 IAM B & A

EEA IAM B2 WorkSpaces EE P imiARNRZ 81 , EE T HEWLE IAM ThEE I A F WorkSpaces
EEF .

&1 LATE Amazon WorkSpaces B & Pl EEHAK 1AM IhEE
IAM Zhae WorkSpaces E&EF X
ET SRR B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM ZhEE WorkSpaces BEF X
E T R IR KRS &
RERIE =
R R =
ACLs =
ABAC ( KBS EIEE ) =
EBRE =
BEAE 3
BREXHKAE &

E4 M T f## WorkSpaces BEEZEFimMEM AWS REFMMAIERZE IAM TheEB SR |, H5H IAM A
FEEHNE IAM B & FEHBAWS RS,

BEEFIHWET HHH WorkSpaces KB
IHFETHOHERE : 2

ETEHNRBETUMMESZH (0 IAM AP, AFASAE ) B9 JSON SRRREE A, XL R
EHERFMASAEMPRA TN BERRTHBERE, ETHRNTOEZRET HHMRE  FSH
(AM BiFiEE) FNEATM EEARKE L BE X IAM RR,

BEEA IAM ETESORNEE , EUUEEATIELWRENTRUR A IELEFENTS, E
THETI1E JSON RESHERMFIELE , F5H (IAM BFHER) S8 JAM JSON KB TE5I A,

BEEFIHNET 54K WorkSpaces KB R4l

EEF WorkSpaces BEEFHIET SRR RH , 5SH. Ama WorkSpaces zon EEFHLHWE
T 519 HY K B TR A
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WorkSpaces E & FHlHE T &R KB

XFETRRRE : &

ETRIFHREE M N BRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FEMBEKE, EXHFETRARNEKBHES T , BRSEER TUEACIREFHNBER
BRI E. NTHEERMIMKBEHER , REEE IS EEE AN 2R RRTHREREAREF LSRN
THIT, BLTEETRFENRBREEER, ZRATUNSEKS, AP, A, RERAFH AWS

ARSS o

ESABK/ER , SRCHEANKS SHEMBKS R IAM XAEENETRRNRBEHINERE. B
XEZEE , BSH (AM AFERE) PH IAM VB IK - F R T

WorkSpaces E & F Y H R E&IR/E
SRRBIRE . 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BANEAATLIMF AR RINITER
&, BAREA ARG TIIT,

JSON HEEH Action TEMA A THEREF AFRIELILFAHRE, EREPISHREARTR
ITRERIRERI R,

E&EF WorkSpaces BEFHIRESIK , SR (RERNSE) FH Amazon WorkSpaces E&
MLE L BRE,

WorkSpaces &~ HlHA K R IREEREREAL TR

thinclient

EEEMEIYPEESMRE , BAESIREN , MU TREIFR

"Action": [
"thinclient:actionl",
"thinclient:action2"

]
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E&EEF WorkSpaces BEEFHE T H MR RH , FSH. Ama WorkSpaces zon EEFHHE
T 55N R =B

WorkSpaces & 7 HlLH K B 5 R
SEHRBER . =2

EER W LAER AWS JSON REERIEEHERRIBEMF L, 2R , BN EETUANT AR FERITER
1, ARIEMAAZRHETHIT,

Resource JSON K T ZEEEBHNARFN —IHSZ IR FNRESXKEK , EEAHE Amazon
FBEBH (ARN ) BERR. N TAZFHRRRNROEAE , EEABEN () ENEANATHRER
R o

"Resource": "*"

E&EF WorkSpaces BEEFHARERERHFIK ARNs , ESH (RFTENSZE) FH Amazon
WorkSpaces EEFHILENHEIR, BT HRETTUERAMBLREREESHRIRN ARN , FSH A
mazon Th WorkSpaces in Client & X #3214k,

E&EFH WorkSpaces BEEFHIET S ERN =B , HSH. Ama WorkSpaces zon EEFHLHWE
T BRG]

WorkSpaces & /=~ L H9 R B S AT % 4A
HBETRENEHRMAR: 2

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
&, UREF ARG THIT,

Condition TEEEF MR REELWIRERIT. BALGIRBERZEZEN (Fl, FFTHN
T ) WEHRER , MERBPNFHEEERPVERTE, EEEME AWS £2RZHRE , F5H
IAM AFEREPHAWS £ 354 £ T XEHA.

EEF WorkSpaces BEEFHIFHREASIK , HSH (REFRNSE) FH Amazon WorkSpaces &
BEFNEHGER,. ETHREVUERAZHRNBRENEIR , 38 Amazon Th WorkSpaces in Client
E X HRE,
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E&EEF WorkSpaces BEEFHE T H MR RH , FSH. Ama WorkSpaces zon EEFHHE
T 55N R =B

ACLs #£ WorkSpaces & #l#
¥ ACLs : &

REFIFIR (ACLs) 2HBLEREA (K/FKA, AFRA® ) BNBRER, ACLs SETHIRM
REERA , REECMTEEA JSON MK,

 WorkSpaces & F#lB ABAC
X% ABAC ( REBHHIIEE ) : =

EFE MR RES (ABAC ) 2—MBIUER | ZEBETHNIRENE ERE SRR, BTk
SHATREHINE) IAM SSAR] AWS 308 | SRS 1811 ABAC S A YFE S FEAMIFRE SR LR AR AT
B A5 TR

EHETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R EBERBNRHE TEZPRUEFLER.

WRENBRSN TEMERREBIEMAEX=AFMGR , X TZRS , ZENR. MREMRSN
NTEHIRRREISAMAEX =GR, WZERBD.

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
S|OHE , FSH (AM AFER) FHEAETEMA T FMREREZES (ABAC) .

£ WorkSpaces E & F #l L £ A g8tk
S HFIREHEIL : 2

IEEHE PRI AWS BBENEHIHRMNE , HERELFEARS NI TRACN B3IRIEMN,
AWS BIUZHBERIGFHES  MAREAKBHRZA. BXEZELR , H3HE (AM AFE
B B8 IAM ARG 22 EERMER IAM B, AWS RS

WorkSpaces £ & F #1855 AR 55 E X R
YREABRISE (FAS) @ 2

HBRFITE (FAS) £ A/ EMHAVINER AWS BRSS , B E AWS BRSS @ TR SS & HiE R E
Ro ARERL FAS HREMNREFE , BERERGRSE,
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WorkSpaces EEFHHWRFZAE
XERFSAR &

RE AR -—TRSEE, KRREWTREN IAM A€, IAM EER AT IAM RO, SRl
BRERSAG. BXESZER , E5H (IAM AFERE) PHIER AWS BRSERNENAE.

/A Warning

FUARS A KPR I8 T WorkSpaces & FHLAITIEE, KRBT Th WorkSpaces in
Client REEHEXIESH T REBRS AR,

WorkSpaces EEFHHRFSHEXIAE
XERFSHEXAR B

BSHAXABR—TMERSAXKN AWS BSBRSAR, RS AUKARRERTRENAR, RS
HXASHIELN D AWS K/ |, FERARSHAE. IAM EERTUEEBTEEERSXKAR
YR BR o

BRUZBFEBRSAXBENEFAGE , FSREYL S IAM BEERABAWS 5. ERTFERRS
HXAGIHTEE Yes KR, BERERIUEET ZRFHIRSHEX BB,

Ama WorkSpaces zon EZ P YN E T 5 7K K B& = HI

BIAMBERT , APFNAGTROESIEH WorkSpaces BEFHRER. ERTRAPNMERRRITE
ERIRLRR |, IAM B2 R ] LLBI 2 1AM KRS,

ETRMAERXLRSE JSON REXHGIEET IAM KK |, E55 (IAM BFiERE) P8
2 IAM X (258 ) .

A< WorkSpaces BEFHEXNWIREMTREE (SESHREEENER ) NIFAEE |, HSH
(RS BRSZE) HH Amazon Th WorkSpaces in Client ##/E, RRMEH%4H. ARNs

=31
 {#H WorkSpaces EZEF 4 A&
« ®F I WorkSpaces EZ& ALY RiE 150X R
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- ATAFPEEMIIBE SR
« &FX WorkSpaces E & F HLH T2 17 7] B R

REERIEREK

ETHNNERBRE T RARSHUUEENK, P, HREMER WorkSpaces BEEFHLA R, X
LARETRERME AWS IKPF = EAE, SIRZNEFEE T HONRKN  HEBUTEENEW

- FaER AWS RERBEH EORKENRNE — EFBEAAFMIEARR TR , EERANTFS
ERAFIRFRRHAWS EEREE, SIEMRBRARTH AWS IKF, BRITEEEDE LAY
BEABIEN AWS BEFRREREKH —DHPONR. BXEZER , E55H (AM AFERE) B
AWS FEE RIS T/EIRBEMNAWS EE K.

- BIAKENIR : £ IAM R ZENRER , HXRFRITESFAENNRE. Nk, BALENX
ERERHTIUNEBERFRINTWRE , tHMNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmE) T8 IAM PR FRR,

o {8 1AM KRR S — S REIH IR « 4477 LA ) 58 B 7 I S48 SR BR I X 2 4E R SR A 17 ) o
Bl |, AR BRI RIEESMER SSL £ REFIEHER, NRRSBRERBEIHEE AWS R
S (Bl ) FERE , N ERRGRRE TN RS RENH RN CloudFormation, BXE%
B8 , B2 (IAM AF1ERE) HH IAM JSON KB TE | &,

- M IAM Access Analyzer BiEZH IAM KB |, SUAKRNEHN LS MHEMINEEMY  IAM Access
Analyzer 2K IEF REEMIM B KR , LBERRBEAS IAM KEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEIW , URBEHER S BEEMREN
Kig, BXEZER , HZH (AM AFEM) FHFEHA IAM Access Analyzer BiE KB,

- FRZEHHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RE X
&M, EEEEA AP BENTE MFA |, B MFA R4RMEIEN RS, BXESELR , S
51 <IAM B $ER) HREA MFA R APl 5HE,

BX IAM HHREXBRNEZEE , B2 (IAM AFERE) B/ IAM P Z £ HESKE,
5 WorkSpaces EZ&EFHl124&

E i} A Amazon WorkSpaces EZEFHliz4l A , B4 E —HBRRNR, XEREBELHAALTFETH
MEEBXEH WorkSpaces BEF YL ARV FMAEE AWS Ik, MRAEESLENRENBER
FRAOETSONRE  NTHMNTZRBHNSME (AFRRAE )  BIAEEERMBERET.

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API RVEM TE RV IRAE,
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EERES

& F It WorkSpaces E & F HLEY RiE 15 7] 1R

I RGIHEBA IN{A R 2K BE | RUF IAM P EE WorkSpaces EEFIRELE , BEFBEHTER,
SRR AWS CLI 5 AWS API 1245l A REF £ TRILRENER,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

]I

"Resource": "arn:aws:thinclient:*:*:*"

"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]

"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]

It SRR
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}

RIFRAFEEMITE S KR

ZRGIGER T B G RKRE |, ARV IAM BFEEMNBIERAF S ONRNBMTERN R, KK
SREERHE LSEERA AWS CLI T AWS API U425 = 5T B R AR IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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BT X WorkSpaces & F ALY 5T 2 15 R AR

I 7R 4515 B 2] ) 22 8] WorkSpaces EZE i IAM AP S TR 1h BN RN R, ZREaEER
AWS CLI = AWS API £ 5| & S+ LK FTE WorkSpaces E & P HLIRER IR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
]
}
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AWS Amazon WorkSpaces E & B IEE R

AWS RERBEZHYEMEEAILIRE AWS, AWS RERMEEN TS ELABIRMNR , LUE
BRI NP, ANARDERR,

FicfE , AWS RERB AT NENHEASRTFRENRNR , BAENTHRAE AWS FF
Ao BIMNBVBEEHETEARMNES EERREKE— SR NR,

BT EEHN AWS HRERBPE LR, MR AWS B AWS RERBPELNNR , MEHLE
HiZREATRBNATEZERASH (AP, ANAE ). AWS REAREERIFHN API HIERS A
LAER# AWS RS B9 API IBR4ERTEE T AWS HEE R,

BXREZEE , F50 (IAM AFER) P/ AWS EENEKRK,

AWS IEEXRRE : AmazonWorkSpacesThinClientReadOnlyAccess

&I LUF AmazonWorkSpacesThinClientReadOnlyAccess REEHIMNE] IAM B15, LEEREEREFXY
WorkSpaces EEFHIRFREKHTANTEHENER. BEXUIEERBRNESER , FSH (AWS
HEXKSERE) AmazonWorkSpacesThinClientReadOnlyAccess#Y,

KR FHE R
ZERBEE A TR,

 thinclient ( WorkSpaces & F#l ) - A X B WorkSpaces E & F LR E#H 1T RIERTF R,

« workspaces(WorkSpaces)- /i #R WorkSpaces B ZHEREREHNR, XA FREEHN
WorkSpaces #IREA 5 WorkSpaces BEFHl3#kA. ©iEFTE WorkSpaces EZEF#l AWS ##
HlE P ERXLERR,

« workspaces-web(WorkSpaces Secure Browser)- & i #ii WorkSpaces Secure Browser| ] F
FPiRBEHRR. XA TREZEK WorkSpaces Secure Browser® R 2 & 5 WorkSpaces & Hl3%
B. B©XEMATE WorkSpaces EE 4l AWS 12§ & & RIX LR,

 appstream ( WorkSpaces MAREF ) - A 1F#R WorkSpaces B AR FHEELNNR, XATRER
B9 WorkSpaces M ARRFERE2EE WorkSpaces BEFHl3#S. ©i&HATFE WorkSpaces BEF
Bl AWS 251 & P ERIX LR,

JSON

{
"Version":"2012-10-17",

AWS EE XK 81


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientReadOnlyAccess.html

Amazon WorkSpaces & #l EERER

"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

AWS EE XK 82



Amazon WorkSpaces & #l EERER

1
}

AWS IEEXBE : AmazonWorkSpacesThinClientFullAccess

&I LUF AmazonWorkSpacesThinClientFullAccess RESHIME] IAM B3, R T
¥ WorkSpaces & FHRF R EGBIMNTLIHRINE. BEXEREERBNESFES , 50
AmazonWorkSpacesThinClientFullAccess {AWS T E RS EERE)

RRFHE R
ZRBIEUTIR

« thinclient ( WorkSpaces EZ&FHl ) -T2 5 R FTE WorkSpaces E & F LRk,

« workspaces(WorkSpaces)-ft i #i& WorkSpaces B ZHERER B HNR, XA FREEN
WorkSpaces #R= &S WorkSpaces EEFH#RA. ©ikHATHE WorkSpaces E&E F~#Hl AWS 2
HlEPERXLERR,

« workspaces-web(WorkSpaces Secure Browser)-ft i #iif WorkSpaces Secure Browser| ]~ F1 /A
FiREMNER., XA TRESK WorkSpaces Secure Browser& R 2 &5 WorkSpaces & Hl3k
&, ©iEATE WorkSpaces EZE Al AWS #4148 P E RIXLERIR,

 appstream ( WorkSpaces MARRF ) - iF#H IR WorkSpaces MAREFHELRNWNER. XATRER
# WorkSpaces N ARRFBIRERE WorkSpaces BEFHL#FA. ©ikHATE WorkSpaces EE
Bl AWS 1251 & P ERIXLEER,

« iam— A¥F WorkSpaces EEFHEZNK PRI ZRFZHEXAR, AR AT WorkSpaces BE
FHAREE CloudWatch & g5,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowThinClientFullAccess",
"Effect": "Allow",
"Action": [
"thinclient:*"

1,
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3,
{

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

"Sid": "AllowCreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

monitoring.thinclient.amazonaws.com/
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "monitoring.thinclient.amazonaws

.com"
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}

WorkSpaces AWS B RIEMNER P EH

B

AmazonWorkSpacesTh
inClientMonitoringServiceRo

lePolicy— B Ml BRBUR

AmazonWorkSpacesTh
inClientFullAccess - EHTH X
S

AmazonWorkSpacesTh
inClientMonitoringServiceRo

lePolicy : ¥R RE

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
FTRY SR B

AmazonWorkSpacesTh
inClientFullAccess - EH X
S

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
HTHY SR B

AmazonWorkSpacesTh
inClientFullAccess : ¥ B

iR

WorkSpaces % % ~ #LiHl Bk
T % AmazonWorkSpacesTh
inClientMonitoringServiceRo
lePolicy £8% -

WorkSpaces BEFHLEH T
BE , BRFREALIREE
WO

WorkSpaces Thin Client B3
THE , BT IEREAE
B F1 WorkSpaces £ 5I8& 1
B RIEEUX R,

WorkSpaces Thin Client E#
TREE , INT WorkSpaces
E 7B ERIEENR,

WorkSpaces BEFHEH 7
KB , #HN T X WorkSpaces
MR, WorkSpaces Web
FMHy B REEUN R WorkSpace

So

RHIF Amazon Th
WorkSpaces in Client 158 %

B #

2025 11 A 12 H

2025 £ 8 A 26 H

2025 1 H9H

20251 H9H

2024 8 A9 H

2024 8 A9 H
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AmazonWorkSpacesTh
inClientReadOnlyAccess : ¥t
SR

WorkSpaces E & F LI R R
FREE TN

EEPUN
77 R A BR LA K 33 P B #E < AR S5
BB BRIE E AR

2 H3 Amazon WorkSpaces
BEEF LR EARBIA R
8] #X BR

WorkSpaces E& P LI R R
EBRHE AWS RE RN E R,

B

2024 7 H19 8

2024 7 H19 8

¥t Amazon WorkSpaces % F ¥ 5 4 F 15 [0 3 1T FE HERR

FERAUTEERBEE LU AIESEEE A WorkSpaces EE Fix M IAM B AJAEIB ZIHY & I B &,

ES ]

« RFEMIE WorkSpaces EEF WL HITIERIE

- BEARERENHREH
- BR—REER

, B A E 4 A58 WorkSpaces & F 4l

« BEREARBIEIA AWS IKF 15 AT WorkSpaces E & IR IR

HEFTIE WorkSpaces B & FHLHMITIRIE

FEMBBHAR,

% mateojackson IAM AR ZHFERAERGEHAEFEEXREM my-thin-client-device BRI FHE
B, BEFHEREM thinclient:ListDevices WRET , £ XK ELT RAIE R

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

thinclient:ListDevices on resource: my-thin-client-device

EXHERT , Mateo SEREEBRERERE , LA FMERAthinclient: ListDevicesi®fE
WElmy-thin-client-device &R

FEHEE
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BEEEERNHRIESA

EOIZ IAM AP BRIBRAR , @UNENERENEREZSR ID. BER KX EBETLNRBRILRE
e MREEXRTHRAERS  WLMEIE— NN RBHAN,

BRBAITETWE D : FRIZ4E ID (5120 AKIAIOSFODNN7EXAMPLE ) M#ZRi5R 247 (B4
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFZMHB—# | B4 E 8 E 15
40 ID B BHRBANBERATEORIE. ENAFRENBE—& , K2 EBIHRER.

/A Important

FAEQF=FRHEBARS , IMERN THPRIEHIEAS ID BFR1T. BIXEM
BT AR T A KA TG FER AR AWS K

HEQBFRBANN , REQRREFHRIZSR D ABBFRBAREE-INLENLE. WEHF

ZHRNRELCRZEN AT, NREXRTENRWRFEESR , B4R IAM AP HMNFHHN T RZESR. &

RZAUREFRNIRER. IREESEFNER , WLTHER—NEAYN , AEBUEFNER, BEE
EUiH , HSH IAM AP ERETHNEERRES.

ER—REER , BATHMAR WorkSpaces EEF L

ERFEM AR WorkSpaces BEFHL , BAMEEEHRNWARSENARFR TR, REH
AWS IAM Identity Center EE AR M ARERF , W AT L@ A F A 2 B R EERE LE T B BRE
. NRELBFBE IAM RHHRESBAEARINARFXEN IAM A, BXESZER 8
2% (AWS IAM Identity Center FIF#8R) HHRRE,

WMRAKFEA IAM Identity Center , MARMAFBEHFHWARARNARFCE IAM K& ( AFRSA
), RE , BATHFRBEH INZEIR F 1414 WorkSpaces E & FHLH M EBNPRAIZIK, BFNR
B, AAFRFRNARFEFRARRHREIE. TS EAXLEEIERE AWS, ETHEXCIE IAM A
F. A, FBRANBRHNESER , 555 (AM AFER) 1 1AM 54 1AM FH KB RE

EXEZEER , BSH #FX WorkSpaces E & F L 5T £ 17 R AR .

BREAFERUNBA AWS IKF 5B I WorkSpaces EEF LR IR

ZAaOR—-1M A , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUIEEEESEY , AURAAG, X TXHETRIFARERTRZEHE IR (ACLs) WARS , BT
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- ETHNMMES S ORERIERMEFRNER , F256 (IAM AFERE) PHHEE B EARIERN
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c ETHEAACNETRERNRBETERKFIGRIZENES , 56 (AM AFERE) 1 1AM
PRV ESIK - R IR I E,
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AWS £IREm 2R S5 AWS Xif aTAXMWEN. AWS XiF REHSAMNERENRENTAX ,
XEMTAXBIRER. SEHENSERNRIMEEE, FIATAX , B LLRITHNREETAXZ
BTt B SEIMABMEBRNBARFNEERE, SEENENS SN EEROEMZESELE |, T
XEFESHNTAY. REENATYT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

BT AWS £REMEAISN , WorkSpaces BE P HUE R ST ARBY THONKBRIEANE B

Amazon WorkSpaces EEFHHFHIRE oM ANEE

BCEM IT 228 AWS MENHERE. BXESFEE , BSHARE AWS HEEE,

Amazon Th WorkSpaces in Client 5L & WorkSpaces., I Z# WorkSpaces M A
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« Amazon FHE#'E I WorkSpaces
+ Amazon WorkSpaces Web = # & & # & E 2 47

e RS 88


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/appstream2/latest/developerguide/update-management.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-management.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/vulnerability-analysis-and-management.html

Amazon WorkSpaces & #l EERER

¥4 Amazon WorkSpaces EZ&EF #l

W24 Amazon Th WorkSpaces in Client f1Efth AWS fERA R ATEME, TRAMNMENEE
HERERD. AWS IR TLUITYETE  HFYM WorkSpaces BEFH., REMATHIRBEHEE
X it B3 REETE -

« AWS CloudTraili#R MK PR REH AWS IKF 3T AP ARMMBEXEH |, HFAEXH
£ B IBIEER Amazon S3 FERE, BRI LURBIFE LA B P Mk~ AWS, & HFEIER (P #hik L
EMMEEWNRE, BXEZELR , B5S AWS CloudTraill (EFERE) .

B
- EAIERITS# WorkSpaces B & im APl i AWS CloudTrail
 fEF CloudWatch $g#ris =8 H WorkSpaces EEF #l

5 A8 %I 5% WorkSpaces E & Fim APl 1§ B AWS CloudTrail

Amazon Th WorkSpaces in Client SAWS CloudTrail—HRESERK , ZBRSRERERF. ARAGRH
MATIRERIZFE AWS BRZ. CloudTrail £ WorkSpaces EEZFHLWATAE APl EAHRAEH, HIK
118 235K B WorkSpaces E & P A1 H & BV A F X WorkSpaces E & i AP| RIEF KB
M. FERAWERNESE CloudTrail , A LA E B WorkSpaces EEFHLA HHER., ZHBERMN IP i
. ZHEREE R EMIFEEER,

FTBE T &% WorkSpaces EEFHLIREEH (TEZHEEF i APl 22Z) 2% CloudTrail H1ExkE
(I 5% WorkSpaces & i APl ZZE) H, #la0 , HFADeleteDeviceMGetSoftwareSetig{E
27 CloudTrail BEXHHP4ERKFKE, CreateEnvironment

BIMNEHHATREBESEXRERBFRNAREGR. BOEEABTEHEUTRE !

- BRECFEARAFKIEEZAFPEIEL LN,

- BHREABNE IAM Identity Center AF & H,

- BREEAACERKEAFN BN ZEEU R HN,
- EREEHHEM AWS RF K H.

CloudTrail FEZIZIKS AWS K/~ BEZNIKS PR TIESRES |, FEEE 3 ATLLTR CloudTrail
SEHFALIEFK, CloudTrail EHAEIEFREMTRE 90 RPEENEREHNTER, WER, 7

CloudTrail B& 89


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Operations.html

Amazon WorkSpaces & #l EERER

THATAENIER. AWS KIBIEXREZEL , B2 H (AWS CloudTrail AF#ERE) 9 “EH
CloudTrail B4 $12%", BEEEFHEL1IEFEFT CloudTrail REEATZE A,

BREICFK AWS IKF F & 90 RN EH | FEIRRER CloudTrailLake B4 & IE 7.

CloudTrail &8

IRER fL¥F CloudTrail % B &M £ %) Amazon S3 . ERAGIEMNFTEIRE AWS EIEz4)

A MEZXIEN, BALUESER AWS CLISIEE XGRS XFHRE, BISIESXIGRE , B

NIETTLAIRIK - AWS Xig FFTEES) . REEEXIRE , W REEFREN AWS X
BAHAIEENENH. BXBRENEZEER |, H5H (AWS CloudTrail BF 18R FHRER AWS Ik
FAIZREM N AL ERER,

BEMERE  SUER S EEHTHEERESHN — M EIAREZEE R Amazon S3 F4E1E |
B4 UKHY Amazon S3 2%t . CloudTrail 3% CloudTrail EMMNEZE L , HSHEAWS
CloudTrail Efte BX Amazon S3 EMHEE. , i5ZSE Amazon S3 Efts

CloudTrail B EHHIRF#

CloudTrail LQ@ ak e AFRXN BESNEHEZTET SQL BWEH., CloudTrail Lake FETFITH
JSON AWM BB HFIRA Apache ORC ¥, ORC = — Tt I IRIER RHTFE#H TR FI
R, SHEERSIE4BETFHT  CRETEZBINASASHAEFERNZENT
ATHNERES, NATEABEEHENERSATRIBEE4FEFEHTHESER, BX
CloudTrail Lake WE ZE LR , 5 HAWS CloudTrail BFEE SR AWS CloudTrail Lakes

CloudTrail #AEHHFEE#NEASTERA, CBRSEHEUEEMN , EUERERTEHHK
BEENENIET, EMETURE T BIFAE#ESHHNEAER , URE4BEFHENRIANZEKRE
Hl, B> CloudTrail EMMWEZEE , HSHEAWS CloudTrail 4o

WorkSpaces HFHEZE F HLEIES 4 CloudTrail

BESHAR{EXRERRLIBAFRPRTHERBENER (FM , REAFERRE ) . XEHHK
NBFEEEERE, BESHBERSRIEE. BMIABRT , CloudTrail Fi2FHIES#H. CloudTrail
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TERHIE T ETLLEREIBEEMR WorkSpaces EEFHUARER, MIBS4RE (24

A ) SIEREMNES CloudTrail & LRV BHIESHRESIRFIERNE, res ources.type EHIIE R
Zresources.typef , B EFEASEESREHEFREMNIEEZE. AWS CLI CloudTrail APIs*
APIs i2 X B EIE CloudTrail” 51E R T CloudTrail # X iZ & RERIZFEM API EA,

BIESE4ERE (#FHR) resources.type & A& APIs E123% % CloudTrail
ThinClientDevice AWS: :WorkSpacesThi * RegisterDevice
nClient::Device « UpdateDeviceDetails

U LU B REHIRREEEE NE eventName, readOnly # resources.ARN ZE EHITHEIE |
MR IERBLENBREENEH. BRXLEFERNEZEL |, 2SR AdvancedFieldSelector {AWS
CloudTrail APl &) iy ,

WorkSpaces FHEE P HIEEEH CloudTrail

EEHE4RAESANFNERIITHERIR/ENESE AWS K/, XESFHRRZRFERIEE. BIAER
T , CloudTrail i ZEEEH,

Amazon WorkSpaces E & FHl¥FF7H WorkSpaces EZEF IR L HIRECKRANEEEH. BX
EEFHLERH Amazon WorkSpaces E & P A2 HI L EIEERN IR CloudTrail , 25 (LS #
WorkSpaces & F#l APl 2#) , WorkSpaces

WorkSpaces E & F LS4 R

SEHARREBEMARRIEMNER , BEBAXMERG AP RE, RENBHATE., ERSBEN
{58, CloudTrail BEXHFARLH APl BHNEFHERRE , RLEFT2REMBFEIRF LM,

LTRRBIERT —NERZRegisterDeviceig 4 CloudTrail WEH,

{
"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

I,
"eventTime": "2024-06-19T17:13:447",
"eventSource": "thinclient.amazonaws.com",
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"eventName": "RegisterDevice",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

TR RHBIERT —/NERZUpdateDeviceDetailsigfE CloudTrail BEH,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

.

"eventTime": "2024-10-21T17:46:2772",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",

CloudTrail 4 R4l 92



Amazon WorkSpaces & #l EERER
"eventID": "f294b614-b@0c-45ef-b293-cd389121033a",
"readOnly": false,

"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"localIp": "localIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}
I
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"
I
"keyboards": [
{
"name": "name",
"type": "USB"
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}
1,
"mice": [
{
"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type'": "USB"
}
]
I

"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"

}
},
"updatedAt": "2024-10-21T17:46:27.624Z"
},
"eventCategory": "Data"

B X CloudTrail FZEHNAMNEE |, 1555 (AWS CloudTrail BF )Y T/ CloudTrail&Z & A&,
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AR 88 $rE RITEER BT

DeviceSession EiERE KEEH FiEE, &D T8
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HIRSHIREZ
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2P, NEEENREANKEERE | Fla
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# A 2I2 Amazon WorkSpaces E & F &R AWS
CloudFormation

Amazon Th WorkSpaces in Client 5 AWS CloudFormation—IBRSZ EERKX , ATREBHIERT AWS RIR# 1T
BEMRE, X, BOURRELNNERCIEZENEESN T RMNEM R, &0 L8128 —/NMERFT
FHFAE AWS BIR ( BlEnERE ) WENR , H & CloudFormation FiliE M He B iX L% IR o

Rt CloudFormation , BRI A EEFAERK —HEEE #1RE WorkSpaces BEEFILER. RFE
R —XIEBHERR , REEZ/N AWS K KB ESHBHERNER.

WorkSpaces & F HlH CloudFormation &4

E N WorkSpaces BEEFHLEEXBRSEENMEERR , 4 T #ECloudFormation 1R, EiR2
JSON = YAML BB NIL XA XK, X LEERMER 7 HEE CloudFormation Htk I BL E /Y
TR MRETEE JSON 5 YAML #3X , AJLAEA D CloudFormation esigner k%5 B S8 7T th {5
A CloudFormation #1x, BXx<E%ER , HZH (AWS CloudFormation FIF$ERE) PR AR
CloudFormation Designer ? ,

WorkSpaces & FF Hl X 51 1 8122138 CloudFormation, BXEZEE , BIFEHER JSON
YAML #EiRR 6] , ESFHAWS CloudFormation A 1§ # Amazon WorkSpaces E & P L7 IR3E
HEE,

T ¥ %% T CloudFormation

ET7#E%{EE CloudFormation , BS U T &R :

« AWS CloudFormation

« AWS CloudFormation fiF#5/

« CloudFormation APl &%

« AWS CloudFormation ss TR EAFEE
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FEREOKIET K15 R Amazon WorkSpaces 8 & F i
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& LAMEF AWS PrivateLink f£/&8 VPC 1 Amazon WorkSpaces & ik 2 B Sl B2 GIERE, &
AILAMER VPC 18] WorkSpaces &AL , TEFAEBRMM K, NAT &%, VPN E#ZD Direct
Connect E#, £ VPC PSRBT FELE IP it Bl a5 7] WorkSpaces & F o

B BNt RRREEENEORARKEITLIFEIERE AWS PrivateLinke I ELRENRIE
ANENFRHEE— Mg aNEED, XEREREEENMEED , B#ELXE WorkSpaces BEE
FHHREENAODR,

EXEZEER , 1§50 (AWS PrivateLink 188) FRIES AWS PrivateLinkifal AWS RS

WorkSpaces E& F L F EED
£ WorkSpaces EEFHLIREE QKK ZE , BEFAWS PrivateLink IEEHREEET,

WorkSpaces &P X FEIEORILFAREE APl B,

79 WorkSpaces XYl ZEOIRR

EALAE A Amazon VPC 2 %14 5 AWS Command Line Interface (AWS CLI) 3 WorkSpaces E &
NOIBEOLKIRT R, BXESELR , B2 H (AWS PrivateLink #§/) PHEIEEZEORKL.

FERALTRS BF A WorkSpaces BEFHEIZEZEORKS

com.amazonaws.region.thinclient.api

MRERNFOXKFET RS AFE DNS |, WA LAEH WorkSpaces E & 7 iy BR1A X 15 DNS & #r[EE
EFHLAE API &R, #l0 | api.thinclient.us-east-1.amazonaws.coms

A VPC s Rt im 2 SR B
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ImRARBEENATER :

o TWHITRENEER (AWS K/, IAM AFH IAM A6 ),
o AHRITHYIRIE,
o AINHEHRITRENER,

BXREZEE , H50 (AWS PrivateLink $8/) 89 {5 F v 2 58 Bl 422 15 39 AR 55 Y 15 A1 A BR o

APl . WorkSpaces E& P HLIRER VPC LinT 2 5KBE

LTREEUFSKRBHRE, YEGHRBIMIZEOKETAN , CAAMERRNMEEREAR
F 518 5 HEY WorkSpaces & & P HLIZ/ERI AR

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource" :"*"
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