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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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Amazon WorkMail EERER

HTFHERFEHN , BUUERRTF AWS K- ZUEHEHA AWS IAM Identity Center 2% AWS Identity and
Access Management ( IAM ) REREMNAF, X8 , SMNAFPFRREBEITHIERRAAENINRE, &
BB AT HARRPHIE -

s NENMNKFFERZESHRIE (MFA)
- £/ SSL/TLS 5 AWS BR#THERES. BRIMNERMEH TLS 1.2, BIWEH TLS 1.3,

- £/ AWS CloudTrail Z& APl MIAFEs) BHidlkidF. BXEMA CloudTrail lRERKEIR AWS JE3H
HEER |, BEZH (AWS CloudTrail AF#ER) RHER CloudTrail IR ER.

« fEF AWS MBZERFRZUR AWS RS PRI ERINT 224,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BiE

- MREBIHFITHRER API 5E AWS HEEZ FIPS 140-3 WIEH NZER | EEA FIPS i%
Ro. BXTHAMN FIPS MR EZELR , 55 (EEKRIPEELERAL (FIPS ) 5 140-3 ) o

BB ENEEERBBER (MEBEFNE TRt ) MANREHEBBEERANEFTER

(MBMER) , XTREYBEHZE A, API, AWS CLI 5 AWS SDK £/ Amazon WorkMail &
fl. AWS BRSEY. ERATEMHARSHEEARRANEAFZERHR M ANTARERTE2ATITRRZHA
Fo MREQMATIRSF|REMU |, BIUBWEFEENUFITEFIERE R RBIEXNZRFIJ|/HER,

Amazon WorkMail 20{aEH AWS KMS

Amazon WorkMail ZE5FFfE Amazon WorkMail 4RI EBFE VPR B MR- B AR E 2 BT 2 LUBHE H
M X LEHR TN |, HERAPHRIX L4 UER AN E#HITHRE. BTEZAME. HTH
RATFRPEENMBZRZRIAN L SE , Amazon WorkMail 5 AWS Key Management Service (AWS
KMS) £

Amazon WorkMail B2t T — MEAFRER K IXC L Z R INZH B FHRHFRYIEID, IR ThEEREH
AWS KMS, BXEZEER , FZR EA LR E MEN B FHb 4.

F&

 Amazon WorkMail 1%

« BRXMEA CMK

« Amazon WorkMail pi% £ 3

W53 Amazon WorkMail 5 AWS KMS IR E
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

Amazon WorkMail BB RIS

Amazon WorkMail 1n%2

#£ Amazon WorkMail # , 8 MRATUNE 2SN , AAPNESINAFSBE—MEE. FIEER
(SFEEFHENBRM ) BFEERFNEBED,

R T R Amazon WorkMail AR FERFERI A Z , Amazon WorkMail £EFFEERFEEE B AR E 2 8l
NE#ITHNER, FAFFRENEEYIAERNEFMHE,

BRHEEEAE —NRIBENZRAR/ITNE, BERAZHBERARY | BBEZHRNXA T ZHBEN
ME—NZZE, N THEXN AWS KMS MZMWALR | £H AWS KMS EF E 240 (CMK) X iR 78 27 47 33
Th®, TEETRT AWS KMS RNz HE, M EHEFHA, MFMAEZHAMAL S CMK ZEB X

A \
. -

Customer master key

AWS KMS

v

Mailbox key

e

& || == || P

Message Message Message

Mailbox
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Amazon WorkMail EERER

NALIRE CMK

£ 812 Amazon WorkMail 438 , AT EANHLLRIEFE AWS KMS B EHE4R (CMK), Ltk CMK &R iZ
HAORW PR HRFE 4R

BE LA Amazon WorkMail IR ZRIAE AWS 2 CMK , i AT LR BECHENEENIEREF K
& CMK, BXEZER , H3 (AWS Key Management Service F X A RIE/E) FHEF 54
(CMKs)o ZAIARBNMNALRERERLN CMK RFEH CMK , E— Bk CMK , REZEHE,

/A Important

Amazon WorkMail XXX ¥ CMK, &R 8EEAIEN TR CMK, BEREAE CMK BN #RIER
IR MZEARAEBD | S (AWS Key Management Service FF & A RIERE) H AR B3 FR Al
JEFIFR CMKo,

EERALW CMK |, EFEAIEFEX AWS CloudTrail VAR AWS KMS B&E%H,
B ERFERYME— N Z A

MIRBIZERFERT , Amazon WorkMail 27 AWS KMS W28 BB 584 B M — B9 256 {32 5 0 2345 4
(AES) RFINBRZR4A |, M H BB R EZ4A”. Amazon WorkMail {8 F #E 55 2348 SKAR T BB 78 b =2 5 dR 4 A9 o0
BEH,

T IRIPEBFEZR4A , Amazon WorkMail V8 AWS KMS R{ERELRH CMK IR FER4ER. RE , ©
A 0 37 B B #8227 £ T A TE MR AR ST BB R o

® Note

Amazon WorkMail &£ F X3 #REBFE N 25 25 40k R 7 JH R 240, LABT , Amazon WorkMail £ 3
NHBANRKRFENE. CEALEZANESNEERY  HEALEBHARE LR
. REMAEFRHZALAN CMK R, RIBWIRFETEERIENFREAZRAN, EERTFTL
EnmAEREEENET S,

kA SEL TS

LM AP SEH A INBIBBFERT , Amazon WorkMail £1F AWS KMS W28 79 BR 44 B —NME—BY 256 {2
AES MM MZRZH, SEAXINEERAINEHEHRITMNE, Amazon WorkMail £ ERBFEZ4A T & H
BEZP , AENBNWEERPEHEHE—EFE. A5, EALLH CMK INZBBFEZA
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Amazon WorkMail EERER

IR RTERAE

2% Amazon WorkMail SIZHBFER , EFEAUT IR EZ A LURFMZAVER 4,

« Amazon WorkMail &£ AWS KMS A ZB N B FE 4 K — /N — B 256 i AES M # N4,

« Amazon WorkMail 1 AWS KMS Encrypt &4, ©RHALREAMBZLANEF EF4 (CMK) B4R
0. AWS KMS IR[EfEH CMK 11 %3 1Y BB FE 2 47 Y 23 3o

« Amazon WorkMail *~F 0 %2 #Y BB 58 27 40 S BB 58 7T 3UE — 2 176 .

InZ R FEH B

EMZFZHEE , Amazon WorkMail AL TFEFE,

1. Amazon WorkMail E B £ K —/NHE—#Y 256 I AES X # %40, ©ERBIHERANSRINER
¥R (AES) BEETE AWS KMS AAINZERH R,

2. NRFERFEZA THHE R4 , Amazon WorkMail EEEZHAER ( CRAUNBZREREM ) -
Amazon WorkMail 1 AWS KMS Decrypt ##4E , HE& AMBHERFEZEHR. AWS KMS ERHLH
CMK fRZHpFE =4 , 58 X HpFE #4A IR [E B Amazon WorkMail,

3. Amazon WorkMail f5£ F A XX ERFE 25 4A M@ RN FRE (AES) ESETE AWS KMS ANz E &40,

4. Amazon WorkMail S MZHHEERPEREMNZEEN THES , UEXNEHB TR,

fRZHRFEH B
EMBZEE | Amazon WorkMail AU TERE.

1. Amazon WorkMail A AWS KMS Decrypt #4E , H & AMBWERFEE. AWS KMS ERHELAH
CMK &R 4R |, JFI8A S ERFE 23 4R IR E 2| Amazon WorkMailo

2. Amazon WorkMail £ A X ERFEZ LA M B R IR (AES) EIETE AWS KMS AN NZ B B Z
HFAHITHRE,

3. Amazon WorkMail &£ 88 3 E B 23 £ Sk iR 22 I 22 RYE B0

7R R824

AT REHERARARERB DI AWS KMS B91FA , Amazon WorkMail Xt N BN EFIREFE
NAXMEZARS 1 08, EEFHRERN , FHRSBEZH, MREEFHEFEZE T iHAYER
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EERER

= , W Amazon WorkMail I LAMEF IR E M AR EA AWS KMS, BIERAEEFFZR
I, FEXEFSUAMEABEABE TR,

BEA CMK

% Amazon WorkMail ZEMMZEERERAEZT S EER (CMK) B , ERRBEEEA,

BERRENT AWS KMS BEF X #4 (CMK) AT %4 , EBAMTREUTHR, EAILE IAM KEE
B, B4 SR B P E X L P B I AR

* kms:Encrypt
* kms:Decrypt

* kms:CreateGrant

EN A CMK AT IR B Amazon WorkMail B9i&3R , A kms:ViaService &4E# 5

workmail.<region>.amazonaws.com E&&EA,

R ENE LT XA ARERET CMK BT INZERENZRSE, Fl, 7I7E IAM A K
MNHEPEAFRHRERGEER , RERNPEARNI R,

AWS & CMK B4 KR

X2 Amazon WorkMail RERAF & &R , T Amazon WorkMail B9 AWS F£& CMK K 24K BE
FTEAFEFE CMK AR TIRERENNER, BERBFARTFEMAFEZMER CVMK,

AR EE AWS REZANKREEL , RZBRIKEYL, BT EENHARRE , B SABER
BE, AXEMAESR , HSH (AWS Key Management Service F X A RI6/E) FHEE Z4AER,

ZARBPHRBBAEEUTMN

« X3 Amazon WorkMail {F[K - MXFHHWAFR XA HERS , T AFXLEAFPEHA CMK TIN5
BEMBIZIEN, kms:ViaService &4 R4A AR &ISSHE R4,

- AF AWS B2 IAM KBS R FR P EE CMK BENBHE R

THEREATF Amazon WorkMail B9 AWS F£& CMK R ¥HI# 248 KBS o

JSON

{
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-viewing.html

Amazon WorkMail EERER

"Version":"2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {

"Sid" : "Allow access through WorkMail for all principals in the account that
are authorized to use WorkMail",

"Effect" : "Allow",

"Principal" : {

"AWS" . "EM

},

"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*",
"kms:DescribeKey", "kms:Encrypt" ],

"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
}
3, {
"Sid" : "Allow direct access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
}I
"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"
} 1]

}

AR Amazon WorkMail

BR T ZR4AKBE 29 , Amazon WorkMail i&EfE AR B ENELRH CMK AR, EEFEEXRKF,H
CMK B9 , B ListGrants #4E,

Amazon WorkMail £ X [HLKEH CMK RN TR,

« AN kms:Encrypt RS Amazon WorkMail INZ5 R FE 2548

« NH0 kms :Decrypt BPRELSHF Amazon WorkMail fEF CMK f# 22 #B% %348, Amazon WorkMail £
BFHREEUNR , BN EBMEEENEREAEEAREERNAPNTE LT, ZERTEH
AWS Tk F Y EIE, HBERELAE CMK B, Amazon WorkMail & 812 i Z
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html

Amazon WorkMail EERER

R T RIEFEN , Amazon WorkMail KR BIZEEALWAF A CreateGrant, AT IR RRE
BEAERL, IR AWK/, AP E Amazon WorkMail KRB A A & HiE RT3 E A8 CMK B H

CreateGrant,

ZRARKE AR TFRFBRAFEHES AWS BREZHANEN, B2 , MREHHEREN , Amazon
WorkMail 57534 f# 22 BB 78 0 B9 E I BE

Amazon WorkMail i1z £ T3

MEETXR—ATEFEIFNBEHRENREX ., EERPIENE LT XAMBLERN , AWS KMS
DnZEAXFME LT XHBERMENRE. ERBRE , B4 AMBHMNE LT, BXESZE
B , 53 AWS Key Management Service F X A RIEEFH BN A,

Amazon WorkMail ZEFTE AWS KMS N REFREABERB I NZ T8RN, B MERAME ETX
FEHIHE RN B ERFRIRNZFIRE ( HlE0 AWS CloudTrail ) , FF % LT XAEERKENER B
TR ZEH

FEEX AWS KMS # Encrypt M Decrypt 3K# , Amazon WorkMail SEAINE LT , EFRAR
aws:workmail:arn , ERHLH Amazon Resource Name (ARN).

"aws:workmail:arn":"arn:aws:workmail:region:account ID:organization/organization-ID"

Blan , AT £ 3O RGIELR ARN S EERMiEX ( FRZ ) (eu-west-1) KiFgH,

"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

¥ Amazon WorkMail 5 AWS KMS 93X B

&ALAE A AWS CloudTrail 1 Amazon CloudWatch Logs ER % Amazon WorkMail R & & X Z|
AWS KMS #ViEK,

Encrypt

LR ABFERT , Amazon WorkMail &4 K — MNHBFE 4R H 8B AWS KMS 3k 123 BB 58 27
8. Amazon WorkMail { Fi B SCHBFE 2 4A K1 Amazon WorkMail 443 CMK BIARIREFE Encrypt 3K
RiXZE AWS KMS,

123k Encrypt BENEHEUT ROIBHEL., ZAF R Amazon WorkMail fRS. 28 EE CMK
ID (keyId) 1 Amazon WorkMail A4RH 0% £ T 3. Amazon WorkMail & & AHBFEZE4R , A=A
TiERKTE CloudTrail BEH,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html

Amazon WorkMail EERER

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
1,
"eventTime": "2019-02-19T10:01:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
.
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”
1,
"responseElements": null,
"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",
"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

Decrypt

WA, EE M BRFFEER AT , Amazon WorkMail 23R AWS KMS ki Zhf 585248, Amazon
WorkMail f52 i tnZ#R FE 248 1 Amazon WorkMail 4A42 8 CMK BI#RIRAFT Decrypt i8R KEE AWS
KMS,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EERER

2% Decrypt BIENEHSLUT RAIBHEL., ZA /=2 Amazon WorkMail BR%. I ERIEF
FEBEFHMZEBFEZZE (ERIMEBEXF blob ) F Amazon WorkMail ARHINEE ETX, AWS KMS
MINEE I FRE CMK B 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
.
"eventTime": "2019-02-20T11:51:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
}
.
"responseElements": null,
"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71lde",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,
"accountId": "111122223333",
"type": "AWS::KMS::Key"

15

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24lele5b-ff64-427a-a5b3-7949164d0214"
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Amazon WorkMail EERER

& AT Amazon WorkMail #Y Identity and Access Management

AWS Identity and Access Management ( IAM ) 2 —I1 AWS BRSS , ATLAESBIEE R T4 iR HIxXY
AWS BIRHIEE. 1AM EEREHEETET HHRIE (BFFK ) MREEN ( EENR ) REA
Amazon WorkMail &R, IAM R —ILFHINFZABAEAN AWS RS-

£}

- BEX

- EASHHITHHEIUE

- ERARBERERH

Amazon WorkMail 3005 IAM £ &6

« Amazon WorkMail & F 5 17 #9 K B =451

« Amazon WorkMail & 3 #1175 8] R B HEE

R

&5 AWS Identity and Access Management ( IAM ) AR R BN HEMR

- RSAF  WREFTEHEINEE , BMNEEALERNR (125 Amazon WorkMail & 43 Fij[7] @]
THEE )

- REEER : BEAFLHRENBEHERINRER ( 2 Amazon WorkMail 2115 IAM £E&FH )

- IAMBEER  RERATEBRHRNRNRE (1H2H Amazon WorkMail EF S 4 H KRB )

£ & 02 1T & IR AIE

SNBIEREFERAFHEERFE AWS 5%, BXTHER AWS KFRAF. IAM AFRBEIRA
IAM A& &3H1T 5 HRIE.

& LAME SR B 5 4R 18 AWS IAM Identity Center ( IAM Identity Center ) | BV&EiE, 2 RE XS
B EUE® Google/Facebook EifE , ABXE F M #HTER, BXERNEZER , 55H (AWS BXH
PR PHIAERERN AWS IKF,

MNTFREHRE , AWS 27 SDK # CLI KXFERH#ITNHLE R, EXEZEE |, HS5H (AM AF
/)Y PHERT APl iERH AWS ZE R 4,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

Amazon WorkMail EERER

AWS Tk 18 F 7

HEOIE AWS K et , RYEANR—IXNAE AWS RSHBERAETEHRINBRNEZ RS H (
NAWS IKFRAF ) . BARNWETEERARAFNITERERES. AXRFERALTIUIENES , §5
51 IAM fiF$ER) PREERA S FIENES,

IAM AP M4

IAM AP RN ENMNARBINARFEERENRN — 150, BWERKRFIE , MFEEFKHEIE
B IAM A, BXEZER , H2H (AM AFER) PRERARASERAHE S G RHABHNEKS
SO RIS A A IR A FEUETI R AWS,

IAM (HIEE—4H IAM AF , ETERNMMN KERAFP#HITNRERE, BXEZER , 551 (AM A
FIEE)Y /Y IAM B PR E R =S,

IAM B

IAM AEREERENRNEH , TREKNEIE. SUEINASHRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM X FEBREAFE, me IAM BFRR, BIKFiGE, BRSHRILAKRE Amazon EC2 Liz
THRAREFHEEER. BEXEZER , 558 (AM AFEE) B8 1AM F Y EIK P &R,

FHAREEERR

0 0 2 SR R EL M AN E AWS B BR , LAERE AWS HHTEF, REAE NS FHHRFERREK
BT PR, SHEMRRHERES , AWS FiFAIXLEREE, KSHERMEE AWS i) JSON XHH, &
x JSON KM HEWEZEER , 5 (IAM AFiEmE) PR JSON REEEE,

EERTEARBEREETENR , EAMERE A E 4] £ {5 SR A T X HL R RNAT MR
.

RABRT , ARNAERENR, IAM EERE IAM REFHREFBEEH , REAFTUR
AXEAE, IAM REEEXRR , TIAE RIEER B G ERIITERE,

ET 508K

ETHNNRBEEMMBISH (A/., ARNAR ) B JSON RREMIMAY, XERIZH S 6 TE
ARZGTNBPLRFERITHLERE, BETHIACIRETSONER , 558 (AM AFERE) F
MEAE-ERRRKRE L EEX IAM IR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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ETEMNRBAILIRARKERRE ( ERRAZNENSHP ) REEXEKE (RS S HNIRUE
B ) o BETHROAEREARBNARRE 2ERTIER  F30H (AM AFER) PREEERNE
B 5 B R B 2 B AT o

E T RIFRAYREE

ETRIFHREE MR ZRAY JSON KM, R~PIEHE IAM B EEEREN Amazon S3 M
Kb, EXHETRARNKBORST  BSEEAAUERACIREFNBERRNG R, BLME
E T RIFH RS I8 E £,

ETHRVREEN T ZRSFHRNKEKE, ETREETHRNREHERARE IAM B AWS £E
R

HEEFIF]R (ACL)

EEFIFIR (ACL ) ZHBLEE (KFARA, AFRAE ) ARLARKF. ACL SETHIRAEK
BEREL , REEMFEEM JSON RME K,

Amazon S3. AWS WAF #1 Amazon VPC 2% #F ACL WIRE R~¥l. ETHAEX ACLWEZER | iF
2% (Amazon Simple Storage Service FF X AR IERE) FHIFIRIZESIFIFE ( ACL ) B,

HREgRE

AWS XIEFFIMIRIERE | XERBRETUREREFANRBRERTFHREANR !

- NRBA : REETEMNRBEAURT IAM XEHNHZANRE. BEXEZER , 25 (AM AF
B FH IAM SEERPRID R

- IRSIEFIZKRE ( SCP ) : #EE AWS Organizations AL HAL B TR AR, BEXREZEER ,
S AWS Organizations f 155 B BRSS 12 515K BE o

- BIREFIREE (RCP)  RENKFHRFENZRATANRE. BXEZEE , BZH (AWS
Organizations User Guide) H#J Resource control policies (RCPs),

- SFERE  ENACEBKESAFCRBRAEN , FASBEAENESRERK, EXEZER , BESH
IAM AP EEEHPHN2ERR,

S RBERE

SN RBEWRBEEA T —MERE , ERORREMERNENIRE, ETH AWS NABEED K
SMERBERENREATER , BSHIAM AP EE PR RE T EE,
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Amazon WorkMail EERER

Amazon WorkMail #{A1 5 IAM && £

EEA IAM EEBX Amazon WorkMailfy 5 R PR 2 81 , BR11Z 7 B ELE IAM ZhEER] - F Amazon
WorkMailo EXB T # Amazon WorkMail M E M AWS REZMAIE IAM £&ER |, 555 (IAM A
FIERE) TS IAM £ &AM AWS RS,

£}

« Amazon WorkMail EF & F
« Amazon WorkMail EF &R F
« EF Amazon WorkMail ¥rZ K Z1X
 Amazon WorkMail IAM &£

Amazon WorkMail EF 5 4% 89 F B

BEEA IAM ETBGHRE , B UEEATRELNRENRRUR AFRIELBENR
#F. Amazon WorkMail X 45 ERRE, HRMFZMFR. BT HEE JSON REPEMANAATE , &
ZH (IAM AiFiEE) F /Y IAM JSON K TESE,

1

EERWLER AWS JSON REERIEEHEARIBEMFLARNE. HHMEY , WA EAET X LHIRR
1TRE |, UREMALAFHATHT,

JSON REEH Action TEMRTATERKP AWRIEL B RNIRIE, EXRBPISREARTFR
ITRERIRERRR,

Amazon WorkMail Y RBSIREEIRERTEFEALL T EIR : workmail:, #lin , ERTE

AfEH Amazon WorkMail ListUsers API #ERZRAFFIRONE , BREHRBEHRHA
workmail:ListUsers &, FEEIBGSMEBE Action = NotAction JTE, Amazon WorkMail
ENT—ABECHRE , RS LERZBREHITHES.

EESENMEOPEESUMRE  BEAZSHENRT , TR :
"Action": [

"workmail:ListUsers",
"workmail:DeleteUser"

BUTERBES (%) BESMRE. Hln, BEIRELLRIE List FFANFERE , 8FUTE
£ -
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Amazon WorkMail EERER

"Action": "workmail:List*"

E&EEFH Amazon WorkMail I2EMIBIEK |, ESH (IAM AFIERE) F# Amazon WorkMail & X HY 1%
1E

RIR
EE R WLAER AWS JSON REERIEEHERARIBEMFLARNR. WHEU , WA EET X LH IR
1THRE , UREMALAFHTHT,

Resource JSON R TR EEMHENAREN —IPNHZ AR, FAZRESEE , HFEHAE Amazon
HREAT (ARN) EERR. WTFAZEBERERNXEWIREE , EEABEAS (*) RETLKBANAT
ERR,

"Resource": "*"

Amazon WorkMail X1 Amazon WorkMail 484289 & RBR,

Amazon WorkMail A48 & REHFLLT ARN :

arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

BX ARN KXW EZE L , HS I Amazon Resource Name (ARN) #1 AWS BRSS &5 & Z2 18] o

flan | BEEFEBAHRIEE m-nlpq2345678r901st2u3vx45x6789yza 4R | iEFEALLT ARN,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
N1pq2345678r901st2u3vx45x6789yza”

EREERTREKSFHAELER  BEABER (%)

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"

TENBFEFFRHITEL Amazon WorkMail ##4F , SIA T oI R FRNIRE. EXEBRT , BY4M
ERBE/ (*).

"Resource": "*"
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Amazon WorkMail EERER

E&EE Amazon WorkMail BREE L E ARN BFIXR |, H2H (IAM BFERE) B/ Amazon
WorkMail EX &R, BETHRARNSNERN ARN IEEWLERE | FSFEAmazon WorkMail Bi%
1B, RREMFHE,

i
Amazon WorkMail XU T2 B&4H%,

* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent
* aws:PrincipalOrgID

* aws:PrincipalAzrn

* aws:RequestedRegion

* aws:SecureTransport

* aws:UserAgent

LT ROIEBRNREFFRE eu-west-1 AWS XiFHLT MFA 54%iER IAM E4£3F Amazon
WorkMail 2%l & B9 15 R PR .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions"”,
"iam:ListRoles",
"logs:DescribelogGroups",
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"cloudwatch:GetMetricData"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :RequestedRegion": [
"eu-west-1"
]
},
"Bool": {
"aws:MultiFactorAuthPresent'": true

}

EEEME AWS 2R%&HE , E2H (AM AFEmR) 1 AWS 2/B &4 E T,

workmail : ImpersonationRoleId 2 Amazon WorkMail X359 45E T BRSS B ME — S48
LA RIS RESF AssumeImpersonationRole BESEE /D ESEM WorkMail HAFEL A G,

=~

E&EFE Amazon WorkMail EF 53 REEHI R~ , ES I Amazon WorkMail &F 5 15 B9 K BE R~ 6l

Amazon WorkMail & T &R 5K 8§
Amazon WorkMail A X #ZFE T &R K,
ETF Amazon WorkMail #2589 24X

A LU AR Bt AN 2] Amazon WorkMail BiR , & 185 K P RRE&ELS Amazon WorkMail, EE
FirEEFHE , BEEFEA aws:ResourceTag/key-name, aws:RequestTag/key-name =
aws:TagKeys &4 BERBNZHFTEPRMRZFE LR, BHXH Amazon WorkMail BIRRINFRZHY
BEZEER , BSAFICEALA,

Amazon WorkMail IAM & &

IAM A2 AWS ik EB S ENRAY S,
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Amazon WorkMail EERER

FFIE Bt EUE B F Amazon WorkMail

AEAIGREIERTREEHRIIER , 2K IAM A2HSREKF A6, TUENEA AWS
STS API #4E ( 30 AssumeRole 5 GetFederationToken ) 3R B I i Z £ &ilE,

Amazon WorkMail 3z 32 F I B 63k o
REMEXAE

RS5HEXA B RV AWS RS HRHEMBRS TR FARRETRRE. BRSAXBEERE IAM IK
P, FREZBSHAE. IAM EERTUESBETEFEERSHAXAGHNIR,

Amazon WorkMail XZFRFHEXAER, BXBEREE Amazon WorkMail fRFHEXx AR FHAE
B, #FZEY Amazon WorkMail A REZHEXAR,

BSAE

IR A FRSAREEERSAE, Jtl:ﬂ@;uﬂ&%ﬁlﬂﬁﬂﬂﬂ&%qﬂﬂﬁﬁJ?J«MJCE% SSTRIRIF. BRSS
AEERE IAMK/H , FRZKFAE. XEKE , IAM EERATUERZACHNR, ER , X
B AT RE & P T AR S5 RY Zh e

Amazon WorkMail X3RS A€,

Amazon WorkMail &F & 15 B9 K B& =451

ZIAERT , IAM AR AT ZHIE K Amazon WorkMail ‘BB, BNIETEER AWS EEz
#A. AWS CLI 5 AWS API Hi1TES. IAM EERMMEIE IAM KiE , LENRAFNACK TR
UNFENEERBRITISEN AP 24, RE , BB A MLIUX LRI T EEXLENRN IAM
BPsd,

BT RMAERXL RG] JSON REEXHEIE IAM ET HHNERE , §565 (IAM BFiERE) FHE
JSON JET+ L 632 KK

£

- RMREXE

- £/ Amazon WorkMail #£#l&

- ATAFPEEHAIE SR

- RFRAF3 Amazon WorkMail & R 1T Rk 17 i8]

ET 508 RA fR7 1.0 25


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

Amazon WorkMail EERER

R ER{EZE
ETEMNEBBEENMNAZSTLCIE, HRSMBREK S A Amazon WorkMail IR, XLEigE

ARERBE AWS IKF A MAE, SIZSREEE T HOMNRKN  HERNTEENEW

« AWS REXARBRFZAKENRIFAAN - EFREASNIEARR TR , BERA AWS £E
AKRBRKATZEILERAZRB TR, BTNUE AWS K/ FREIXLERK, RMNBUELENR
BETENERZRN AWS EFREARBERE—SHIONR, BXESZELR , FZ6H (AM A
B P AWS FEE KM TEREER AWS HEX KK,

- NARENR : £EA IAM R RENREN , BRBEFRITESENNR. At , BAILER
ERERMET AIUNBERRRTHRE , RN KERRTFAT, BXER IAM NANRRNESE
B, #FZHE (AM AFER) P IAM PR KB FNER.

« fEF IAM SREE B R A4BE — S BRFI T 0] AUBR ;48 0] LA [6) 3R BE 7S NS 4 SR BR I X R AE R BB BV 7 3]
Bl | AR B R EZERIEESAMER SSL KEFEER, MEBZHEE AWS RS ( Hlin
CloudFormation ) fERARFRE , BETUFEAZHRBEFNRFSBEENTHENR. BRESE
B, BZH (AM AF$ERE) 8 IAM JSON FrETE | &4

« f£/ IAM Access Analyzer BiF 289 IAM KBE , AR R Z £ M FIhEEMH - IAM Access
Analyzer 2WIFFH REEMIM B KR , LIBRKERFS IAM KEIES (JSON )  IAM HESE
. IAM Access Analyzer 12 100 ZUURBER EM JIRENEN , UHBBHEFELZS BEEMLBEN
Kig, BXEZEE , BFZH (AM AF1ERE) FREA IAM Access Analyzer 5 iE K B,

- FEZESMHRIU (MFA)  MREMUENZREREN AWS K- .8 IAM AP SRAF | B5
A MFA kiRE&x2t. EETRAA AP RENSEE MFA |, 5% MFA R4 MEEHNREF., BX
BEZER , F2H (IAM AFiER) FER MFA R AP 15(E,

BEXIAM FHRESBRNEZEER , 55 (IAM AFERE) BH IAM A2+ &ESKE,

£ Amazon WorkMail 41 &

Ei5[A] Amazon WorkMail #£#l4& , BAMEE —HHENNR, XLERBELAALFEIEMERTFTX
& AWS Tk 1 #9 Amazon WorkMail ‘BRIVEMAE S, NREVNENET ORI LLFrENHEN
BRESE , M ENEFZERBOEE (IAM APRRAR ) EEETEH A,

ERFRIXESEMAIEHA Amazon WorkMail #2414 |, A @SSR LA T AWS IEE R KB
AmazonWorkMailFullAccesse. BEXxEZER |, iH5H (AM BFRIERE) R/ AP RINAR,

AmazonWorkMailFullAccess KEERF IAM A F 3 Amazon WorkMail ‘BRI T2 G RIRXR. LLEREE
A B P i5E Amazon WorkMail, AWS Key Management Service, Amazon Simple Email Service
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Amazon WorkMail

EERES

A AWS Directory Service &, HHEEFE Amazon WorkMail EER &k

1T Z I Amazon EC2

1, logs M cloudwatch IR 2B FHiHEH A EKIZFME Amazon WorkMail #2#| & PEFIE
FRETAEM . Tt BEIERMEA CloudWatch Logs. Amazon S3 1 Amazon Data FireHose X%

logs. BXEZER , S M Amazon WorkMail F# H &SR K2,

JSON

"Version":
"Statement
{

"Sid":
"Effec
"Actio
"ds:

"ds

"ds

"ds

"ds

"ds

"ds

"ds

"ds

"ds

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2
"kms
"kms

"2012-10-17",
Il: [

"WorkMailAdministration",
t": "Allow",
n": [

AuthorizeApplication”,

:CheckAlias",

:CreateAlias",
:CreateDirectory”,
:CreateldentityPoolDirectory",
:DeleteDirectory”,
:DescribeDirectories"”,
:GetDirectoryLimits",
:ListAuthorizedApplications”,
:UnauthorizeApplication”,
AuthorizeSecurityGroupEgress",
AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
CreateSecurityGroup",
CreateSubnet",

CreateTags",

CreateVpc",
DeleteSecurityGroup",
DeleteSubnet",

DeleteVpc",
DescribeAvailabilityZones",
DescribeRouteTables",
DescribeSubnets",
DescribeVpcs",
RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:DescribeKey",
:ListAliases",
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"lambda:ListFunctions",
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability",
"route53domains:ListDomains",
"ses:*",

"workmail:*",

"iam:ListRoles",

"logs:DescribelogGroups",

"logs:CreatelLogGroup",

"logs:PutRetentionPolicy",

"logs:DeleteDeliveryDestination”,

"logs:DeleteDeliveryDestinationPolicy",

"logs:DescribeDeliveryDestinations",

"logs:GetDeliveryDestination",

"logs:GetDelivexyDestinationPolicy",

"logs:PutDeliveryDestination",

"logs:PutDelivexryDestinationPolicy",

"logs:CreateDelivery",

"logs:DeleteDelivery",

"logs:DescribeDeliveries",

"logs:GetDelivery",

"logs:DeleteDeliverySouxce",

"logs:DescribeDeliverySources",

"logs:GetDeliverySource",

"logs:PutDeliverySource",

"logs:DescribeResouxrcePolicies",

"cloudwatch:GetMetricData",

"firehose:DescribeDeliveryStream",

"firehose:ListDeliveryStreams",

"s3:ListAl1lMyBuckets"

]I

"Resource": "*"
}I
{

"Sid": "AuditLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"
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1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:CalledVialLast": "logs.amazonaws.com"
}
}
}I
{
"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "events.workmail.amazonaws.com"
}
}
},
{
"Sid": "AuditLogginglLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}I
{
"Sid": "InboundOutboundEmailEventsUnlink",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
events.workmail.amazonaws.com/AWSSexrviceRoleForAmazonWorkMailEvents*"
}I
{

"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam:PassRole",
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"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "events.workmail.amazonaws.com"

XFTREFZEA AWS CLI 5 AWS API AP, TENEREAKEZHENR, AR , AXWERE
AT AP RVENE ITE AV IRAE

AFAFESHINE SR

ZORBIGEA T IR B2 RS |, LAY IAM AP EEMMBIEA S SO RBRMITEEN R, LRE
SBEEEHE EERILRERE U REES N EA AWS CLI 5t AWS API Fr BRI R

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

ET 508 RA fR7< 1.0 30



Amazon WorkMail EERER

"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"

EE S

A BA P Amazon WorkMail ‘&R 17 R i 15 (1)

LARERBEFEBAE 1AM B P2 F X Amazon WorkMail & REY Risih RN R, RIS AWS
FEE X KB AmazonWorkMailReadOnlyAccess 12 HE R B HRINPR, HA K@ A
& FXIFrE Amazon WorkMail Describe B{EMVIGRIMNPR . FEEXT AWS Directory Service
DescribeDirectories 4R 1A B R T 8EIREVE < &Y Directory Service B RHER. FE
Amazon SES FREW AR RF EEIRINE X EEEHMNER. FE AWS Key Management Service
B9 15 R AXBR F BERENE X EFE AN B ZHAMWE SR, logs M cloudwatch PR 2B FEBHFEH
&1 FHME Amazon WorkMail 25| & P EE R4 EN. Tt BEFRIEFRMEM CloudWatch
Logs. Amazon S3 #1 Amazon Data FireHose X% logso BXEZER , BHZH Amazon
WorkMail F#Y B &g KM,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "WorkMailReadOnly",
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Seaxch*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:DescribeDeliveryDestinations",
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"logs:GetDeliveryDestination",
"logs:GetDelivexryDestinationPolicy",
"logs:DescribeDeliveries",
"logs:DescribeDeliverySources",
"logs:GetDelivery",
"logs:GetDeliverySource",
"cloudwatch:GetMetricData"

1,

"Resource": "*"

Amazon WorkMail & 15115 6] [al @ HE &=

B LMERALUTESR |, BB HANEEEEH Amazon WorkMail 1 1AM B 7] 8838 2 69 & 0. (7] &3,
FB
« BRFIERIE Amazon WorkMail 1T 4E

o BRIEINIT iam:PassRole
« BEZEARTFREMN AWS Ik LAAEI A B 151 FEAEY Amazon WorkMail &R

K FTATE Amazon WorkMail Rt 1TiR4E

MRAWS EEZHAEIRE , TRMTEMNRE  WXATRREERFTREY. ERARERHEAS
BHNEZBHAR,

UREH workmail :DescribeGroup fXBRHI mateojackson IAM PR AR AEEA XA
WIFAERR , MeREUT RHIE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workmail:DescribeGroup on resource: group

EXMERT , Mateo ERMHEE A EMEKME , LAFMEER workmail :DescribeGroup #1
8 group &R
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T3 1T iam:PassRole

MRBRE|—NEIR |, BB TPUENIT iam: PassRole BE , MIMAMEMREUA T BT ABIMEIRSA
Amazon WorkMail,

BE AWS S APRIAAGKEEIZERS A MARUEFTRSACIBSHERAG, At , B
MEBFABEKEDRSFHNR,

LR marymajor B9 IAM B iR E A% A1 Amazon WorkMail FIR{TIRIERT , 2K E LT RHI
BiR. B2 , REXNEERFSACGCHEFHNRT ATMITIEE, Mary TEBERARRKEZRSH
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , DAEFH Mary KBS L I1T iam: PassRole #&1E,
MREBEERE , FHRRAWS BEER, ZFNEERRREHEZEIEN A,
EEZERFEL AWS Ik LUV A B B RIFEEY Amazon WorkMail %8R

ZatR—1MAe , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEEESEY , AURAAR, XTXHETRFEMNRBEHTREHZIR (ACL ) BIRS , &7
{5 FIX LR BE [0 A 5 RT3 S8 89 FR BV 15 R X o

ETREZEERE , BSANUTRE

« ET## Amazon WorkMail R & XX LLINEE |, ES K Amazon WorkMail ZA5 IAM £& .

- BETHRIAREREN AWS Ik PR EIRERT AR , B3R (AM AFERE) TN ERER
% —A AWS I R EY IAM A 3R TS EARER

s BT AE=77 AWS Ik BEESN TRV RNE , HS5E (IAM AFER) AR IE=H
AR AWS Ik =5 E R,

- ETHIMIBEN BMRBRERITREHFENER , HSH (IAM BFREE) WAL SIS HEIEN
AP ( BHRBRERIE ) BT EINR,

- ETHEAACNETRRNRBHITEK,FEZBENES , E5H (AM AFER) 78 1AM
B Y EETK P R A 18] o

WEEHERR MRZA 1.0 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon WorkMail EERER

& AT Amazon WorkMail 89 AWS 1£E& X KBS

E@AF, ANAeR~NR , EACHRERKMAL , €8 AWS HTEXNRKER L2, BN NEANRE
HETENRY IAM EFEEAFTREFENBMEZ LR, BREA] , BAUEARINN AWS £E
R, XERMEEFENEARE , TEEN AWS KF hfEA. BX AWS REXBNEZER | 18
2 (IAM fFiEr) PRAWS & K.

AWS RFATEF MERH AWS HEX KM, EXEER AWS TEARKPHINR. RSBEREE
AWS FEEX RN INFAMURA TG, LXEHFLLRMINKBNFFESD (AP, ANA
8). HEMHBEIHEETRN  BSHETRLIEHN AWS FEXKE. BSTE2M AWS £E
SRS P BRAX AR | b SR B ST N 2 BN ERI LA R

e, AWS X IFE S MRS A TEERAEAVIEE KM, I , ReadOnlyAccess AWS & R R g
RENATE AWS RS MERK RRFRNER, RS BIFFERN , AWS LR FREMZRFMIR
ENR. BXITERRERMNIIRMIER , E5H IAM AFEEPHERS T THEREN AWS £EX
Ko

AWS FEERXFEE : AmazonWorkMailFullAccess

BT LUK AmazonWorkMailFullAccess REEKI IR IAM B4, LREEIR T R FXT Amazon
WorkMail #1758 2 17 R BV PR o

EEFMKEHINER , B5E AWS EEEH|AFH AmazonWorkMailFullAccess,

AWS £ E KB : AmazonWorkMailReadOnlyAccess

O] LASF AmazonWorkMailReadOnlyAccess KREEHINEI IAM F15, BLERBER F A FX Amazon
WorkMail # 1T R 15 [ X R

ETFHRBEHNR , 525 AWS B2 & P8 AmazonWorkMailReadOnlyAccess,

AWS F£EE X FHE : AmazonWorkMailEventsServiceRolePolicy

LR BE T INEI B B AmazonWorkMailEvents BIERS XA | BLAFHE Amazon WorkMail E4-6E
AREEN AWS BRESMER. BXEZEE |, SR X Amazon WorkMail A RFZHEKAE,

AWS IEE R KEEH Amazon WorkMail &t

BEEAXBEEAT Amazon WorkMail B9 AWS EERXN KT HRREXEEFRERNEFRNIFAE L.

AWS FEE R KB MRS 1.0 34


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonWorkMailFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonWorkMailReadOnlyAccess

Amazon WorkMail EERER

B iR A Hf
AWS EEXEKHEFH - WNWE  Amazon WorkMail B9 2024 £ 2 A 14 H
REEEHEHT AmazonWorkMailRead

OnlyAccess #l

AmazonWorkMailFull

Access NREEH , UX
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WEER , BFZRBAFITHEE
2%,

Amazon WorkMail FF /8 TIRE  Amazon WorkMail B E AWS 2021 £ 3 A1 H
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CloudWatch ic FZHY & FEBHEH., <N Amazon WorkMail B AR FEHEH BERICENEZE
B ESREAEFE4EH R EIERK.

AmazonWorkMailEvents RS HERXABEEUTRZIAKAZAR :

 events.workmail.amazonaws.com
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ESMERTD , EREALQRE K RAFERKERE,

X F Log settings (A FIRIE) , 1%£#F Edit (%),
B A SE4 BRI B RAMIE,

ERERF

2. B Amazon CloudWatch B&4,
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« $# CloudWatch Insights 5 Amazon WorkMail & £

« fE£ AWS CloudTrail i23% Amazon WorkMail API i F
s BRBEFHHEEHAETIZR
* FFH EH 'L'|' E /u\lai

£ CloudWatch #5412 Amazon WorkMail

B A LAfEF CloudWatch ¥4 Amazon WorkMail , CloudWatch £WERBHEHFEAE R IER
AR IENR, XERBIERSREISNA , LELTUBRALER , EF Web AREFIHR
SHMITIER. Bes , LU BA THNSERENER , HERZAE R R EN X EBARHIITERE,
BXREZEE , ES (Amazon CloudWatch AFIEFE) »

Amazon WorkMail 89 CloudWatch ¥g#%r
Amazon WorkMail LA T g M4 EE B &£ F CloudWatch,

AWS/WorkMail #n& Z=E 8 BFELL T B4R,

= R
OrganizationEmailReceived &9 Amazon WorkMail 48 48 Yt 2 #9 8, F R 4
BE, MR—HBFI4RIARBRAEALPH

10 N A, M| OrganizationEmailR
eceived it¥HI—,

BT IFH

£/ CloudWatch 38Rt 1T 12 MR 1.0 39


https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon WorkMail

EERES

1R

MailboxEmailDelivered

IncomingEmailBounced

OutgoingEmailBounced

OutgoingEmailSent

B

iR

234 B 4E/9 Amazon WorkMail 4B 43 /& HB
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ERFE 15 R BAHR A XN MR RRE ( = ) THLARENER. X TEZ A EBFEHHITE
FXHRETHEMRE , BLER—IRBHRIEMH, XESHEXNTHEFITNBERENTREER
Ho

FE iR

event_timestamp EHRERE , LB Unix £ TR EW
&Ko

request_id ME—#RIRERH IDo

organization_arn £33 5 HRIEH AP FTER Amazon WorkMail

4HRY ARN,

user_id 2 FHRIEMNAFE 1D,

impersonator_id BHILER ID, (RENERER TELTEER
&R

protocol FERAMI. AR : AutoDisco

ver , EWS, IMAP, WindowsOu

tlook ., ActiveSyn

c . SMTP, WebMail, IncomingEmail &}
OutgoingEmail .

source_ip BEREVIR 1P ik,
user_agent AHBERNAFKE,
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FE iR
action X RIMITHVRME |, AT

7= . read, read_hierarchy . read_summ
ary . read_attachment . read_perm
issions ., create. update, update_pe
rmissions ., update_re

ad_state . delete, submit_em
ail_for_sending . abort_sen
ding_email . move, move_to, copy =

copy_too.

owner_id AF® D, ZAFRAEEENERITRENX
E

object_type FRFH | ATLAR - XHEK, BB

item_id BT —FRiSap48 ID |, ZEBERBEENER
REEENEH BRI

folder_path EENERITRENIHRAKRE  SEBEEE
T ERITIRENITE B SXTH R EE,

folder _id ATH—FRAXXHERN ID, ZXHRABHEN
FERTEERNEHEBITR,

attachment_path SN E REHREE,

action_allowed =AIERITIZIEME, TTLLUA true T false,

WA E & B &

FHHRZEGANBITEE , RERTREHEF, XEREX THEITR LT R SIEE 7R 2 HE
EREM.
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EERES

FE

event_timestamp

request_id

organization_arn

user_id

impersonator_id

protocol

source_ip

scope

rule_id

access_granted

EEPUN

BEHRENE , BLE Unix £TARNERDE
RRo

ME—FRIRIERAY 1D,

£33 54U A P AR BY WorkMail 48 45 #
ARN,

a3 HHRIER A /Y ID,
BELER ID, NYHNERER TR RER S

B 7Ro

EAREI , ATEAR : AutoDisco

ver ., EWS., IMAP, WindowsOu

tlook ., ActiveSyn

c . SMTP, WebMail, IncomingEmail &
OutgoingEmail ,

BESRMIR IP Heiit,

HNESBE , ATAR : AccessCon
trol . DeviceAccessControl &}
ImpersonationAccessControl

PCELAY 5 R F= S AN EY 1D, 243% 78 PTEd YA
Bt , rule_id AT A,

—~AXEFHR., LA true = false,

HHRIE A&

BORIESHESEXEHRIEZHNER.
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@® Note
4B Amazon WorkMail WebMail MR N B HRITEHER S HRIEEH,

FE iR

event_timestamp EHREME , BLB Unix LTSRN EZER K
RTo

request_id M —FRIRERH ID,

organization_arn £33 5 MK LR A TR #Y WorkMail 48 47
ARN,

user_id KT SHRIUENAFH 1D,

A ZRFTEARIEREANAF B

protocol EAMPA , TR : AutoDisco

ver ., EWS., IMAP, WindowsOu

tlook ., ActiveSyn

c . SMTP, WebMail, IncomingEmail &
OutgoingEmail .

source_ip BERHVIR 1P ik,

user_agent AHBERNAFKE,

FE SORIERE, BNXEESSHRIE,

auth_successful ORI HARERI . AR true 5 false.

auth_failed_reason SORIEAMBNER. RESORIEAKE S
HE,

personal_access_token_id AT EHBRIENNAHBSEDN ID,
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MATE TR AR

NTHR=HCNERIMEBRNALE T, BMRERDMATRTHE (PAT) B4, MABRTHREFRERR
BRAPREBRIEUENMNATRTHENES. MABEATEEENTHEFITRLAAFUENBREESH
PAT EEE M. AFERANMAGRTHRESRREAREHRIEASHFERENH, BXESZER , F5
59 & AR B

FER iR

event_timestamp EHKERNEE |, BLE Unix LTURNERE
RRo

request_id ME—HRIRERH ID,

organization_arn £33 5 HRIER AP FTE R WorkMail A2 1
ARN,

user_id £33 FHRIEWAFH ID,

RF WITZBRIENAFNAF &,

protocol HATIZIRERTERB ML , TTELR : webapp

source_ip BERIIR 1P Hbdk,

user_agent RHEHERBAFRKE,

action MAFEICEIRE , TR : QIERMIER,

B MAB R ENBFR.

expires_time MNAF RIS EEIEW B,

SEE FEXS ERFEAY N A7 B A RAVEE

ARt RMAR AR

X4 F Amazon WorkMail &R E@FTE ERY AT A RHERAHNESNTRAMER , HERATHERHE
BEf, XEEHNTRRNTAERERHEEEREM.
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FE iR

event_timestamp EHRERNE , LB Unix £ TR EW
KRR

request_id ME—#RIRERH IDo

organization_arn £33 B K ER A PR B WorkMail 48 482
ARN,

user_id 2 FHRIEMNAFE 1D,

type EREAANTAMRMENER TR : EWS
=, LAMBDA,

1 A E R BRI,

function_arn mEREAY LAMBDA , NREAK Lambda #Y

ARN, &N , FAREREZFR.

ews_endpoint EWS s RMEE N EWS, BN , HAERZFE
B

error_message BERAWERMERS, MREFERKT , WFRER
ZF .

availability_event_successful RERILET ATAMER

¥ CloudWatch Insights & Amazon WorkMail & & f#

MRE 2 Amazon WorkMail 12 &1 & P B FEHEH BERIEFK , FS A T M@ CloudWatch Logs
fEEEITEE , WA LA Amazon CloudWatch Logs Insights SREHEH BE. BxEH B Fob4
EHETRERNESRFER  FEAEARTEHSEMHEIES, BX CloudWatch Logs Insights HIE
ZER , HZH (Amazon CloudWatch Logs AAF#§r) HEYEA CloudWatch Logs Insights %347 H
FHE.

AT RBERINAZER CloudWatch HERBE N B FHREEH, &I CloudWatch 12 #| & RE1TIX L
Bif), BXRIMIETXLEERNRE , 2K (Amazon CloudWatch Logs AF1ER) RINHIE : &=
THMESRBIENR,
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Amazon WorkMail EERER

Example EFNAAF BRBWEIAF A KER B FHRH,

UTRBREER T WAERAAS ARAF B RENEHBFEE (IZREEHERF) .
fields @timestamp, traceld
| sort @timestamp asc
| filter (event.from like /(?i)userA@example.com/

and event.eventName = "OUTGOING_EMAIL_SUBMITTED"
and event.recipients.® like /(?i)userB@example.com/)

XRHEE B RIERVERFMERER ID. £ LTS RAIPRIRER ID il EREERHHE4 B S

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

XfFIR O &8 F a4 ID M FR4EE=E4, OUTGOING_EMAIL_SENT RREFHHED X
%, OUTGOING_EMAIL_BOUNCED &RRNEBFERH4#HIRE, BETHEETWE T B4 , HEAUTHR
BROIPEERH ID B 1TEW,

fields @timestamp, event.eventName
| sort @timestamp asc
| filter event.messageId like "$MESSAGEID"

XE R ZIR B W E AV ER ¢, B e EEHEEMER ID. AN TRERAFIRE ID AIERIERE
o

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

XRFIR EME A RELUR AR S E A NRE

Example && MEAF 7 s U S 89 Fr & BR 4+
BTRBREER T (A ERMEE R - E#R P AR,

fields @timestamp, event.eventName
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| sort @timestamp asc
| filter (event.from like /(?i)user@example.com/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

BT REREER T A E RN EESEWA FRE R4,

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like "example.com" and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

Example & & #URE B FHB 4 24 A
UTRBROVER T MAERHFIREME H B Fi4 , FRETRENERER,

fields @timestamp, event.destination, event.reason
| sort @timestamp desc
| filter event.eventName = "OUTGOING_EMAIL_BOUNCED"

LT R\BROVER T MAERRENE AR TR, ©EQIRENR B HR 4 F WA AR & BB 45 3t 1k IR
E): o) - 35S

fields @timestamp, event.bouncedRecipient.emailAddress, event.bouncedRecipient.reason,
event.bouncedRecipient.status

| sort @timestamp desc

| filter event.eventName = "INCOMING_EMAIL_BOUNCED"

Example & & IE 1 &% 3 3K #R 4 A9 13

TR REIER T aa & R 4E 4R o 1E 1E B SRR 44 B A Ao

stats count(*) as c by event.recipients.0

| filter (event.eventName = "ORGANIZATION_EMAIL_RECEIVED" and event.spamVerdict =
"FAIL")

| sort c desc

LT REBREIER T A E RN RE F IR R4 A

fields @timestamp, event.recipients.@, event.sender, event.from
| sort @timestamp asc
| filter (event.spamVerdict = "FAIL")
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Example &% Jy i 88 F BB 4 & S0E VWA A B SRR 4 343K

BTRBREER T (A E W INE N SR BB 489 B F o4 ( REBHITIRIE ) o

fields @timestamp, event.recipients.@, event.spamVerdict, event.spfVerdict,
event.dkimVerdict, event.dmarcVerdict

| sort @timestamp asc

| filter event.subject like /(?i)$SUBJECT/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED"

& A LB B FERFIRER ID HITEWMUERT ZL FERHAIFIE S,

Example && 58 7B RAN FTHECHY 8B FHp 4
DTREROVER T MAEIR S H Uk 8B F B4 RN TS AY B 7 lB 44

fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"

TR REIER T (A E 85 A vk 8B F BB 47 A N PTECAY BB F dR 4+

fields @timestamp, event.ruleName, event.ruleActions.®@.action,
event.ruleActions.0.recipients.0

| sort @timestamp desc

| filter event.ruleType = "INBOUND_RULE"

Example & £ AR BNE KL B FHEHE
TR R ROVER T (A& G RE A =R A B2 U B T iR 44 3K

stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"
| sort c desc

LT RBROER T MAERSAERFNEN R AREN B FEHRHE

stats count(*) as c by event.from
| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"
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| sort c desc

5 AWS CloudTrail i23% Amazon WorkMail API & A

Amazon WorkMail & AWS CloudTrail 5% , F& 2 — RS , A1 ATFidxk Amazon WorkMail F A
F. AR AWS RESATREEIRIE, CloudTrail X Amazon WorkMail BYFTE APl HRAERE4HE
IR , @¥ER B Amazon WorkMail 2% & K8 A FIX Amazon WorkMail APl FIRTBEA. REIZE
ERER , WA LALE CloudTrail B4 F£E4£1XE) Amazon S3 E#8 , B Amazon WorkMail FIE# R
BABERE , W{IHTE CloudTrail EHAHPNEHFTLIERIEETRFHEN. FHEN CloudTrail
WEWEL , BELAEER Amazon WorkMail & 7 AiER, KRHERNERN IP ik, AAX
HHER, BROEHEHEAUARECEFEAESE,

ET#AX CloudTrail WEZE LR |, 1§55 AWS CloudTrail HF1EE,

CloudTrail 89 Amazon WorkMail € &

EZ6IZE AWS IKF et | FEZK S, LS A CloudTrail, 2 Amazon WorkMail 52 & & 5EF08Y |, iZ5E5
2R 7E CloudTrail B4 , HEHM AWS RFEH—RREFEEHHFIERKFP, BAILITE AWS K
FPhEE EENTEEHTEYE., BEXEZEL , 58 E A CloudTraill B4R R IEFEESH,

EREICK AWS IKF RN EH ( BFE Amazon WorkMail EH ) |, M AN ERER, B RERIC
% , CloudTrail A} B &EXH451EE Amazon S3 7M. FURIERT , EEFH & P IZRERICRA ,
WIRERIERM A FREAWS Xig, WWRERIZRKAE AWS 2 XA IERFIEXEHRWELH , HFAEXH
RIEEERIEER Amazon S3 FE#E. WAL, BB EH M AWS RS |, 3 — 2 2 #77E CloudTrail B
EHPRENSHBEHARETH,. BXELEE , BSH

- BIRREFEBLRE

« CloudTrail ZFHRFFER

« 9 CloudTrail Biti& Amazon SNS J&EAl

« NS Xig#EW CloudTrail B EXHFMZANIKF #W CloudTrail BEXH

FrE Amazon WorkMail #4E&BH CloudTrail id3% , }#id&%E Amazon WorkMail AP ZZ /1, fla ,
%t CreateUser, CreateAlias # GetRawMessageContent API 2{EH A RAFEF4E CloudTrail B&
XHFREREKE,

BIMEHHBATREBESEXRERBFROARGR. BOEETHBEHEUTRR
- FREEARAFZIEER IAM AFPFIEREN.
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Amazon WorkMail

EERES

- EREEAACERKSAFNERNZEFIERHMN,
- FREBTHHEM AWS RSF K H,

BXEZER |, B2 CloudTrail userldentity T3,

7 8 Amazon WorkMail B &M 4% H

BRERE—MEE 6 THATFESEHENBEXHEETZRIEEN Amazon S3 F#4E, CloudTrail HE
HEE—IHZNMRIEKEKE, —MNEHRTIKEBEMRHN—MER , @/ EXMERNRE, BED
HEAMETE, BERSEEHFEMNEE, CloudTraill BEXHARARAH APl HANAEF#EKRRER , At

NALKBREMBEIRTE o

LT RBIERT —/ CloudTrail BE%E |, Z% B &R 7k EH Amazon WorkMail API By CreateUser

B1E,
{
"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
"userName": "WMSDK"

},

"eventTime": "2017-12-12T17:49:59Z",
"eventSource": "workmail.amazonaws.com",
"eventName": "CreateUser",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-

Bit_Server_VM/25.151-bl12 java/1.8.0_151",
"requestParameters": {
"name": "janedoe",
"displayName": "Jane Doe",
"organizationId": "m-5b1c98000QEXAMPLE"
},
"responseElements": {
"userId": "a3a9176d-EXAMPLE"
.
"requestID": "dec8le4a-EXAMPLE",

arn": "arn:aws:iam::111111111111:usexr/WMSDK",
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"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

LT RBIERT —4 CloudTraill BESE |, Z%BER 7k B Amazon WorkMail API B9
CreateAlias &k,

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

b

"eventTime": "2017-12-12T18:13:44Z",
"eventSource": "workmail.amazonaws.com",
"eventName": "CreateAlias",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"alias": "aliasjamesdoe@testofconsole.awsapps.com",
"organizationId": "m-5b1c9800QQEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"
b
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

T RBIERT —A CloudTrail BE%EB |, %% B & 7 KB Amazon WorkMail Message Flow AP
#) GetRawMessageContent &4k,

"eventVersion": "1.05",
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"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

I

"eventTime": "2017-12-12T18:13:447",

"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",

"requestParameters": {

"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"

I

"responseElements": null,

"requestID": "dec8le4a-EXAMPLE",

"eventID": "9f2f@9c5-EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "111111111111"

ERBfEHSEHEEIER

& B LATE Amazon WorkMail 241 & /5 A B FIHEH A FIEFRBERA LW B Fhp4E, BFHHE
# BEICHMER AWS Identity and Access Management BRSH#xX A ( SLR ) KRB FIFH FHHE
4 B £ &% Amazon CloudWatch BIf R, Bx IAM RFHEXBRHNEZEER |, BHSHEX Amazon
WorkMail EABRSHEXHE,

£ CloudWatch B4 A EF |, EAILAE A CloudWatch # 3 T E Mg HRR IR ERER 4 F HE 2= B8 F dp 4

B &, A>x Amazon WorkMail Zi%Z] CloudWatch WEH BEMEZEER |, iS5 412 Amazon
WorkMail B 7B E#H B &, BX CloudWatch Logs WEZ{E LR , 25 Amazon CloudWatch Logs
BAFiErm,

ES ]
- BEREFMASHAFICR
- PIEEENBEEAMN IAM AELGHITHE FERHFSHBEERICR
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Amazon WorkMail EERER
- XABFHESHAFRIEE
- BHIEERSBEEERE

YMIRFERABRINRETFSEFHESHATERKNSEEUTER , Amazon WorkMail :

- B2 AWS Identity and Access Management RS < A€ — AmazonWorkMailEvents,
« Bl CloudWatch H#&E4 - /aws/workmail/emailevents/organization-alias.
« ¥F CloudWatch A ERBHIRE SN 30 X,

BR®BFERHEHRTILR

1.  3TFF Amazon WorkMail #=%|& , BHER : https://console.aws.amazon.com/workmail/o

MREFE , AJLUER AWS Xig, ERFAEOTNBHES | ITHFERXEHIR , REERE—
B, BXEZEL , 525 (Amazon Web Services —f&3E) /Y X1 #iw 2o

ESMERT , GREALR  RAREERALNEN.
ESMERT , EEBATIEFRIRE,

LR B R REIRT

EHE TR B SRER DT, ERRE,

B AMGESHBRBETEME,
BFHITUATREZ— -

N o g A b

(#%E ) BRERARINRE,
( ALk ) BEREARIARE  REMNERHNIRPEFEREEAN IAM A,

(® Note

NHEEERA AWS CLI fIZBEAFMBEN IAM BEr , FiERIET, BEXESZE
B ESENEEENAEAN IAM AEUHTHEFHE4EHR R EICFE.

8. EEFEEN Amazon WorkMail FHLEEERNKF, P EH HE.
9. EERE.
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SIZBEEN BEAN IAM SEUHTEFHHSHERIER

7 Amazon WorkMail & 82 FERHEH BERIZEMR , RINBWEARIMNRE, IREEERENYS
PEE , SBALER AWSCLI SIZE AN BEEAMBEN IAM A6 | LUHTHFHEEHREFICH.

BIEZEEN BEAMN IAM AU TEFEH4E4BEFTIZR

1. fERALLT AWS CLI @s 5 7E5 Amazon WorkMail A4AHRK AWS XiBiHalZAEH,. EXES
B2 , HZH (AWS CLI s 55¥E) H# create-log-group.

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring
2. BB, EPIELUTRE

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "events.workmail.amazonaws.com"

Y

"Action": "sts:AssumeRole"

}
1
}

3. EALT AWS CLI iR ElE IAM ANt X4MINNBRRB X, EXEZEE , HS5H
(AWS CLI ss 5 %) ®H create-role,

aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail.json

@ Note

WMRER WorkMailFullAccess BEXFKHAF, , B4MNME/BEHPIIERIE
workmail, LtIEERBNXAGFEERABHFPTE workmail WAREER FH4EHH
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Amazon WorkMail EERER

BiLFk. BXEZER , FEH IAM AFEETNEAS R T HAGBELES AWS ARSSHY
R,

4. BIE—AXH  HPIELEL-—SHEEN IAM BEHNEK, £, ZRBRLTOABRE TN
R, EZACTURAERANBESEHARALES 1 TRIENBETA,

5. AT AWS CLI 8 R EMHINE IAM B, BEXEZELR |, F3H (AWS CLI %3
Z) ®H put-role-policy,

aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json

X B FER S B RIS R

M Amazon WorkMail #2#lB8 XA B FEHEH B EILRK, NMRETFTBEEFHABE FHHEHBEER
F , RNEWEMERFE XK CloudWatch BELANBRSHKXAR, BXEZERE , ESHE I Amazon
WorkMail Ml BRERSZ R A E,

X P B FER A B S IE R

1. 3TF Amazon WorkMail #Z#l& , Wit A : https://console.aws.amazon.com/workmail/o

MREE  WJUER AWS Xig, EEFAEOMIPRES | FTHFERXEYIX , REEE—
5, BXxEZEL , 55 (Amazon Web Services — &5 E) X% S,

ESMERD , EREQ  REERRAL[NER,
ESMBEEF |, %F Monitoring (&12),
EEZRERSTHF , EERE.

B AR HEHRRBI B RANLE,

ERRE

o 0o~ w0 N

By LB AR S5 R B R TR

BERERER - M R22ERE , DTFEFRFEIITNRNXETRERSIEEERESNRNKAENITIZ
B¥E, TAWS H |, ERSEUTERLSBEBEREBERE, — MRS ( RURS ) WA S —TURS (AR
BRARSS ) B, AR REBRSELL

A BRI A AR SS AGE A AR XY B — N E AR FRHITRE (1 ZRSEERTHRABHENER) .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EERER

AP IEXMER , AWS RETRBERFAAIERSHBENTE , MXLERS PHIRS EEENRE
[R1 K 7= R B9 B R

RBMNBNERBREEBPFER aws :SourceArn Ml aws:SourceAccount £RB&HF L TXH4A , LR
#l CloudWatch Logs 1 Amazon S3 M4ARK BENRFREFHNR. IRFEARNINLERBZHGHLTX
B EE—FRBEaPERARN , XEEXTNFERMERNKS 1D,

aws:SourceArn WEMXTE4E K B EMNEHIRH ARN,

BSEREERERBSERNAERMEA aws :SourceArn £B&GF L TXEANERNTE ARN,
REFTHERFRNTE ARN , IEEEEZSMNER , B X ARN RAFH 2 EHGTEEEAF (*) 1
aws:SourceArn £ & £ T X&H%,

BRTITATIEH

B L ER T T B ERHIRE < Amazon WorkMail AL FEAB RN FMAES., FitAETAT%IEZEA
PXERFERIER, FitREEFEEASES , URIRIR G RGN AERHEE &,

(® Note

AmazonWorkMailFullAccess TEX RBEH T SIEEE BEEMATENMAENR., MREFEH
WERBEREE WorkMail , FRARATREASEZRONEL (Fln , RANWAR ) HEEMEX
EHRR,

Amazon WorkMail 3 F & it BEXZF=M&H B 5 . CloudWatch Logs., Amazon S3 l Amazon
Data Firehose, BEXxEZER , 2 Amazon CloudWatch Logs P i8R EZH AR [V2] Y
BHE&iEFo

BRT EEFAIR [V2] 9 B AL FE T IR , Amazon WorkMail 3& 5 B — IUER ZA A A PR SR B B
H&M& % - workmail:AllowVendedLogDeliveryForResource,

THEAFERBH=TRARK :

» DeliverySource , R RATXRIEBEHN —PHENEREZEXN R, XTF Amazon WorkMail , EZ
Amazon WorkMail 4443,

- DeliveryDestination , X 2% R3EFr% 5 B ARHIZ BN R,

« Delivery , X% HRIEZ D& 5 B 45,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html

Amazon WorkMail EERER

E 7 Amazon WorkMail M B R RIEE BSE R , ERIBHITUTIRE

« £/ putDeliverySource Bl &R,
- f£/ putDeliveryDestination 24 %i B ¥R,

- MREBKFERBELE , WAEBFRIKS FEA PutDeliveryDestinationPolicy J1 B ¥4 B IAM R
B, LERESIRRBIBMIKS, A PRZHIREIK S B FEV 4L 5 B AL

- B EM CreateDelivery F —/M& iR M —ME 5 B AR BEC R EIZE 5,

UTFETHEANAELEZUAEFESEHRENESTHREN BRI SLAEZHNR, XLENR AR
FRERAEAN IAM B8,

/A Important
MER B SERTRE , ENTBERESERRIR,

EEMRESERRREBERESEARMER , BRITUTIR,

1. #£ A DeleteDelivery #2/EMI B Delivery,
2. £ DeleteDeliverySource & #EMIER DeliverySource.

3. MR EERIMERE DeliverySource <Bk# DeliveryDestination X i F it 4 E# DeliverySource , NI
I&T LAE A DeleteDeliveryDestinations &R EB R,

£ Amazon WorkMail ##| & B E®F it B Hiex
& A LAE Amazon WorkMail #2# AP EE®F 1T HERIEH

1. FTF Amazon WorkMail ##l& , Mt} : https://console.aws.amazon.com/workmail/o

MBEE  WLUERAWS XiF, ERFAEOMBOESD | THFERXKBIR , RAEEE—IKX
B, BXEZELR , F3H (Amazon Web Services —#i§5E) iy X5 M ik 2o

ESMERSD , ERALN  REEERALNER.
EFBERIEFKIRE.

EFETIT AR REEDTF,
ERMMRNAHNFRN B SREEEEL R,
ERRF

o o kw0 N
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveryDestinations.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EERER

KA E CloudWatch Logs B B &

F P RXBR
EZ AN BEELZEER CloudWatch Logs , &4 5 F LA TS RPR &

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination"”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

]I

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivexy-source:*",
"arn:aws:logs:us-east-1:111122223333:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,
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"Resource": "*"
}I
{
"Sid": "AllowUpdatesToResourcePolicyCWL",
"Effect": "Allow",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"
]I
"Resource": [
"arn:aws:logs:us-east-1:111122223333:*"
]
}I
{

"Sid": "AllowLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResource"

]I
"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"

1

B A 4H 5 R SR

BYWBENESAXNMERTERENRNAREKE, IRAEALSIEERRRE , MARERE
BRMWAFP BEAESE logs: PutResourcePolicy, logs:DescribeResourcePolicies #
logs:DescribelogGroups X[R , BBAHEIF N A &K KX F CloudWatch Logs &R , AWSS
Bal W E BT R,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "AWSLogDeliveryWrite20150319",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"

},

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resourxce": [
"arn:aws:logs:us-east-1:111122223333:10g-group:my-log-group:log-
stream:*"
1,
"Condition": {
"StringEquals": {
"aws :SourceAccount": [
"111122223333"
]
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:*"

/u\éﬂ ﬁ/ﬁ%mﬁj{d\ BE%IJ;E %sg:@i

XERZMHAERFRREDIHEIRAELERAENESNEESA, CloudWatch Logs &R XK BEBR #l 7
5120 /F%H‘ﬁo ‘{V.f'Elll.,\ #EIJj(EH/L,\ HE’JE&%THbéﬁEUJﬂZB&%ﬂO

N T ERIXFER , CloudWatch Logs 2% &= AENRSAERAN BT RREA KD,
CloudWatch Logs #: Il ISR B& #2if 5120 NFERFHPAR/DREHIE |, ©HEZRSHWERREEPESER /
aws/vendedlogs/*, 2/ , A LAFHBNEFE /aws/vendedlogs/ FFLkH B EAERN X LRSS
Fr&IEH B ER B ¥5.

BAFITARIER MR 1.0 67



Amazon WorkMail EERER

&3%3 Amazon S3 B9 A&

AR
EZAM Amazon S3 KX BE |, B4TERA L TINREF,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination"”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

]I

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivexy-source:*",
"arn:aws:logs:us-east-1:111122223333:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,
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EERES

"Resource": "*"
}I
{
"Sid": "AllowUpdatesToResouxrcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
1,
"Resource": "arn:aws:s3:::bucket-name"
},
{

"Sid": "AllowlLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [

"workmail :AllowVendedLogDeliveryForResouxce"

1,
"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"

1

BB ALK S3 FRBLMERESRERNRNEFEE, IRFEBIINIARFRE K MREAS

BRWAPXNE#MBESR S3:GetBucketPolicy # S3:PutBucketPolicy IR , A HEITF AN
HE&E%IEZE] Amazon S3 i, AWS £ B3I W EA|E LA T RRE,
JSON
{
"Version":"2012-10-17",
"Id": "AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
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"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::my-bucket",
"Condition": {
"StringEquals": {
"aws :SourceAccount": [
"account-id"

}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:delivery-source:*"

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/111122223333/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": [
"account-id"

}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:delivery-source:*"
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EZHN RSP , YT aws:SourceAccount , IBIEEN A EERAZLEFEFEBHIKS ID 5k, XF
aws:SourceArn , i5¥ arn:aws:logs:source-region:source-account-id:* NI EEK
HERRIR ARN %3k,

MRAFEBEERRERR , EZRBTEEL—IERBPARNEA , HEREAFTIEEKNAFP N 76
#EE S3:GetBucketPolicy M S3:PutBucketPolicy PR , MiZiE AR M N FH B RERER
B

(® Note

EEEBERT , MEKM delivery.logs.amazonaws.com &F s3:ListBucket fIR ,
& T RESTE AWS CloudTrail & %] AccessDenied iR, N 7@ R TE CloudTrail B & H
PIXLEERIR | BAPE delivery.logs.amazonaws.com ¥ s3:ListBucket PR, i&
MRBEEEIENFEBEREPIREMN s3:6GetBucketAcl MR —#E R Condition
S8, AEMLX—TRE , TUEEN AWSLogDeliveryAclCheck E#HH “Action”:
[“s3:GetBucketAcl”, “s3:ListBucket”] , MAEEIZE - Statement,

Amazon S3 Fi#& RS 85 iR &R

A LB /B A EH Amazon S3 EEX BN RS S[IRMNE ( SSE-S3 ) HEHF AWS KMS Z4 ( 77
fi§ £ AWS Key Management Service # ) B RS 8Rim N ( SSE-KMS ) K4R# Amazon S3 F#EHEH
WEE, BXEZER , FEREARSHEHNERFEE.

WR%EEF SSE-S3 , WA EZEEHMAWEE, Amazon S3 LB INFZEZFE,

/A Warning

WMER%EE SSE-KMS , MK AFEAZFEETEEAMZ  AAMZETRIXZEER AWS F£ER
4, MREFER AWS REZRENE , NEUFTMERNENREE-BEE,

HEFERAEFEER AWS KMS Z4irt , B EREAFE#ERNEREERE -~ EEXEHHAMazon
Resource Name (ARN), U THABZFMEEZF BEXTEERRANZARE (T2 S3 FHBNEM
MR )P, MEBSERKSIUEA S3 7@,

WMRERE SSE-KMS |, NM4AEREFBETEERHEN , RALGRTIXFER AWS RERAEA.
HIEERFFEEN AWS KMS ZHEt , B LER R FE#BNZREESE P EEXZHAmazon
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html

Amazon WorkMail EERER

Resource Name (ARN), U THAAZFMEEZF BETEERRANZARE (T2 S3 FHBNEM
MR )P, MEBSERIKSIUEA S3 7@,

{

"Sid":"Allow Logs Delivery to use the key",

"Effect":"Allow",

"Principal":{
"Service": [

"delivery.logs.amazonaws.com"

]

},

"Action":[
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1)

"Resource":"*",

"Condition":{

"StringEquals":{
"aws:SourceAccount": [
"account-id"

]

},

"ArnLike": {
"aws:SourceArn":[

"arn:aws:logs:region:account-id:delivery-source:*"

]

}

}
}

¥ F aws:SourceAccount , IBIEEN A EEEFLEFHEBHIKS, ID 5k, N T
aws:SourceArn , i5¥ arn:aws:logs:source-region:source-account-id:* BRI EEK
HEREIR ARN 55k,

HEKIEZE Firehose
A PR

E/E M Firehose RiZEAE | BUTERAUTNRE R,
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EERES

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverxrySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivery-source:*",

"arn:aws:logs:us-east-1:111122223333:delivery-destination:

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations"”,
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResouxcePolicyFH",
"Effect": "Allow",
"Action": [

BAFITALIER
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"firehose:TagDeliveryStream"

1,

"Resource": [
"arn:aws:firehose:us-east-1:111122223333:delivexrystxream/*"

]
}I
{

"Sid": "CreateServicelinkedRole",

"Effect": "Allow",

"Action": [

"iam:CreateServicelLinkedRole"
]I
"Resource": "arn:aws:iam::111122223333:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"

},
{

"Sid": "AllowlLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResouxce"

1,

"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"
]
}

ATREXR IAM A&

BT Firehose TEARIRERE , AWS XL A KRB N KIEE Firehose RN IAM A
B, AWS B2 H& 5 AWSServiceRoleForLogDelivery B BRSSHXR AR, RSHEXRB/BEELLTN
PR o

RS HEXARLHFN LogDeliveryEnabled FRZiREN true WFTHE Firehose R HIRIR TR,
HEE HRIDREI , AWS & F AR IRMES B ERTR.

WREHXABEER AN delivery.logs.amazonaws.com REEFXARRAFTERSHXAER
WEERE, ZEERBUOTATR
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EERES

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

5l B 4 E R PR

BRT RIE & T 5 AR , MREFERA R AT AR API RIRE B E&H , MEFEU TR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowLogDeliveryActions",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resource": [

"arn:aws:logs:us-east-1:111122223333:10g-group:*",
"arn:aws:firehose:us-east-1:111122223333:deliverystream/*"

"arn:aws:s3:::*'

"Sid": "ListAccessForDeliveryDestinations",
"Effect": "Allow",

BAFITALIER
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"Action": [
"logs:DescribelogGroups",
"firehose:ListDeliveryStrxeams",
"s3:ListAllMyBuckets"

1,

"Resource": "*"

Amazon WorkMail §9& #1136 3iF

ERZT AWS EHMITRIN —29 , FB=FFit & ¥4 Amazon WorkMail WZ & MMEHHE, B
F@#E SOC., I1SO #1 C5,

BXBEESAMITRIEE AN AWS BRESHFIR  FSREAMITISEE NI AWS FREFS. BX—KRIE
B, BSH AWSEM TR,

BOJLABEF AWS Artifact FTEE=ZFFitikE. BXEZEE |, 1SR E Amazon Artifact T 53R

o

| o

#&4EF Amazon WorkMail AR IR TFARENBRE, RLARANEHMEERURERNEE

EM, AWS RELUTRFRRBENFZ SN -

s ZEMEEHIMPOREANTIERE - XERBIEFMITHLTRIEEN , HFEHETHE AWS tLHBETZR
SHNERENELERENSRE,

« AWS EMMHEIR - kbl SFMAIEmES TEER FERMNTLAMMAVE,

« AWS Config — tk AWS RS I EHNRIREEX AP, T ERmIENNEREER.

» AWS Security Hub CSPM — Itk AWS BRSF1IRHEE T AWS REZ RSN EEME |, IHEBERERS
FERETUIREMRESR,

Amazon WorkMail 7 B9 #FE %k & &

AWS £ EREM B HESAWSKEM AT AXHEE, AWSKIBRRHSAEYE LMV ARENTAKX |, X
EUAXEIERK, AHESETRUESHMEGEREE—E. AATAKX , £ UGt HNREETH
Xz ELHhiiit B SSUMEEBNNARFNREE, SEENENRSNBEFLEMEMMEL
AAXEEESHA A, FEMENATT B,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html

Amazon WorkMail EERER

BXAWS XEMAAXMNESEE , B8 AWS 2 IREMIEN,

BRT AWS £IKEREIREZ 7 , Amazon WorkMail B RS FhIhaE , B AN BIEIRERE DT
#ER,

Amazon WorkMail FIER S L £ M

(® Note

Amazon WorkMail EF L X & HMER S MM (TLS ) 1.0 M 1.1, MREFEANR TLS
1.0 % 1.1, WAFRF TLS IREFARE 1.2, BRESEE , S M TLS 1.2 to become the
minimum TLS protocol level for all AWS AP| endpoints.

ER —IEERIRS , Amazon WorkMail  AWS £ERMELZ 2RI, HX AWS L REZ UK AWS
MAMRPEMRENEER , FS5H AWS =242, ERBEMIZELZ S HEIRIZRITEN AWS IR
B EFSE (et AWS Well-Architected Framework) # gy E & ZHE{R

A LUER AWS X/ API B A& M 4158 Amazon WorkMail, ZEFRAATEFHUATAHAR :

c HFHEREMMIN (TLS ) o BAERFEH TLS 1.2, BIEA TLS 1.3,
- EERLMAERE (PFS) WHRIBEH , N DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 [ b
¢ Diffie-Hellman ) o AZHINARE (W0 Java7 RESRA ) X IFXLEER,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon WorkMail BB RIS

Amazon WorkMail A[7]

SERERSYEE , BENAFBER Amazon WorkMail. BXEZEER |, 55 Amazon WorkMail A
Te

B ATE LA T 2B A T SR < NI A B IE R E) Amazon WorkMail, 5 Microsoft Exchange 2 [BIfY B
B EM AR Amazon WorkMail BEFIIE ZE L.

£l

« Amazon WorkMail A[’]

« EBF Amazon WorkMail

» Amazon WorkMail & Microsoft Exchange 2 [8]#9 B2 {EM
+ 7£ Amazon WorkMail LB EJA%IEE

+ 7£ Microsoft Exchange F it & 7] 1R E

+ 7£ Microsoft Exchange 5 Amazon WorkMail f F° 2 8] /g Fi 58 7 HB 44 #&
- FAFPERAB FH4KEH

- R BHRE

- BMHEFIRELE

- RAEREEXHERABHRS SR

. iRFEHERR

+ Amazon WorkMail Ei &l

Amazon WorkMail A7

T &2 Amazon WorkMail BT F |, 2 Amazon WorkSpaces IR F , A LB TR T
SBRIFIR AR Amazon WorkMail,

(® Note
T 4455 FA B S5 SE AR ST IR S A o

£
o I 1. EF Amazon WorkMail =&l &
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« $B 2 :i%& Amazon WorkMail ¥4 &
« S 3 : i%& Amazon WorkMail FA F7 17 (A1 £ FR

FHIR 1 . B Amazon WorkMail 24 &

WA S B F Amazon WorkMail #B%|& , ARTERNMAFR AEEE K- FMERFE.
% Amazon WorkMail 3241 &

1. 3TFF Amazon WorkMail #2#|& , WitH : https://console.aws.amazon.com/workmail/o

2. WRFE K AUEXRAWS XiF, EE458E0NSHES | FTHFERRENIR , RAEEE—1PK
5, BxXENEZEL |, 555 (Amazon Web Services —fi&5E) iy X% S,

HB 2 - iRE Amazon WorkMail 3 &=
1. &% Amazon WorkMail #4I& 5 , iIRELWALF RN, BRINEDHNER Amazon WorkMail A
NERAETRAE., BxFEZEE | HSEEALFFINE,

2. (Wit ) EALLEEER Amazon WorkMail 2EHI R BN E, WREEEHITIHIEE  BRES
% 4,

® Note
MR B FEALLTHER : alias.awsapps.com. BHTRIER |, BidE , EReeERA MR
BT, FEEEFHREFRFERAMNE, I B8 Amazon WorkMail LA 43 Fr A E 2>
E—1EBRANAF, MRESEERRANAF , Nz THEaEFEMAER,

3. MREERANIE , TEI @B RS (DNS) RS AN INAENAY A (TXT) MER4FR# (MX) 18 FK
BiIEZiE. TXT iBRAVWEE DNS R AER. MX IBREE T&AMARS SR, H5L/ERE
RENRALNRIANE. BXREZER , FERRIEEMERERIAE,

4. 73 Amazon WorkMail I2FTAFXEAENINEERAF. BXEZER , 58 SmNAF,

5. ( 1% ) MREBFIMEM Microsoft Exchange B FE , iERFHE#H E] Amazon WorkMail, BEXEZ(E
2, &2 E8 2 Amazon WorkMail,

1£ Amazon WorkMail 3 iR B |, BRI LAEH Web RS URL 1518 Amazon WorkMail,
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&, Amazon WorkMail Web R F#EF URL

1. TF Amazon WorkMail ##|& , FitH : https://console.aws.amazon.com/workmail/o

MREE | A[UEXR AWS Xig, Atk , HIT AV TEREAMNERXIEHIR , REEEMEN
Xif, BXxEZEL , 525 (Amazon Web Services — &5 E) H X iH S,

2. HSMERF , GERALN  RAREERALKNEN.

AP E RALRERE , HEAFBERTER URL, URL RANTER :
https://alias.awsapps.com/mail.

$B 3 : iRE Amazon WorkMail F F i/ (8] X BR
MU T &I A 3 4T 1% 3 3R 1% B Amazon WorkMail B P i 8] X BR
« A Microsoft Outlook ZEF WM ERKHEEFRREAFHRNE. EXESEER , BSAE

Microsoft Outlook FEIZEI&EH Amazon WorkMail I F= o

- \Bzhi&%& ( # Kindle. Android, iPad = iPhone ) RBRAFIHEINR. BEXELZEER , BSHAT
WRERABHRE.

- ERERAFHENER , EEASEBRMNERE RPN (IMAP) I HREANERAE iR Y. BXES
EE , BZRE IMAP &P iRiEEEIZH Amazon WorkMail /.

EZRIR

« T2 Amazon WorkMail
« Amazon WorkMail 5 Microsoft Exchange 2 |8 Y B2 4EM4
« Amazon WorkMail B &

T #ZE) Amazon WorkMail

BEESRINNEEUE 2 —EE , BATEUM Microsoft Exchange, Microsoft Office 365, G Suite
Basic ( LABI#RH Google Apps for Work ) & EMF & E B E Amazon WorkMail, BXRENHESEMKHF
WEZEE , HS Amazon WorkMail ZhEE,
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« F2X . 1F
- B3% 5%

# %] Amazon WorkMail
B ZEl Amazon WorkMail B9iE#%

A\l

%2 1% : £ Amazon WorkMail F el E A A~

EEBRAF 28, BB FEE Amazon WorkMail FiRMAFUMEHERME, BXEZER , B8 5
MmAF,

g 2 % . T8 E| Amazon WorkMail

BA L LSE{[A AWS TEBEENEESETEE Amazon WorkMail, BxXXLEBEFHNER |, 55
Amazon WorkMail Zh&E.

EIBENERRE , BEIE2 T A Amazon WorkMail AFRZLUTIRBREE R, TANSERZAFRERTIH
0] A 48 A B9 T B B FE B AR o

BETIREER
1. BWITUTE®REZ—
« £ Amazon WorkMail #Z2#| &7 , QIBZFRAFURLHIBEER, BXEZER |, EFSR HSA

o

« 1E Active Dlrectory FF' REBE—-NFAPUXYIBEER , #7 Amazon WorkMail /B A1ZHA
P, BXEZER , BSHE BEHAR,

#£ Amazon WorkMail 2 &8 SMEK S , EERALN K REEERALNER.
ROREFRELRE, TBNERE.

HEBAIBRBREHIFELE.

I EREER FRE—DAF

EERERTF

2

8 3 & : 5EKE| Amazon WorkMail B931E7

B FHR 4K P TR 2 Amazon WorkMail j& , BRI LARRUE DNS iR H BB R E MBI T i,
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Amazon WorkMail EERER

52X 2 Amazon WorkMail B9iE%

1. WIFRZEFTAE DNS iEFHU B EH HiEM Amazon WorkMail, EXFTE DNS BEZHNEZEER | &
Z i i

® Note

DNS iEREMI R AT E/L/IE, MRER MX IS FATREBFEH HIEMFHBE , WA
£ DNS BREHEEMETER TERIBHMBE .

2. AxBEBERERBIZiEEA Amazon WorkMail WEZE LS., 5 (Amazon WorkMail
BAFPiEEY PR Microsoft Outlook IE#EZIEHI Amazon WorkMail K F= .

Amazon WorkMail & Microsoft Exchange 2 [8)#) B iR /EME

ELFHRFEIER 2| Amazon WorkMail Xt — 2841\ BR & Amazon WorkMail B , Amazon
WorkMail & Microsoft Exchange Server Z [81 ) B3R VE14 AT R AJ8EIR 245 A P 5 SR B9 P T o

W EREEEEAIXN MR EREERAE -, X& , EAFATEE N EHE B 7F/AT
REEELH2

FoRFM
£ /3 A5 Microsoft Exchange B EIR{EME 2 81 , BHITULTIRE

- BRHA Amazon WorkMail BT EZL—MNAF. X2 & Microsoft Exchange By Al A& BT 4 F
W, EERAF , BRITHAFEHABE FHARBPNSER,

« 1RE Active Directory (AD) Connector, 741t B Fi%E AD Connector £ P REBREFHHEI
BN WET, BXEZEER , 502 AD Connector ¥ Amazon WorkMail S#&#y 744 B 5
£/

« REER Amazon WorkMail 441, Bl —NERBEIRER AD Connector B Amazon WorkMail 44
40

o FEHDWIERIMZE Amazon WorkMail A48 H £ Amazon WorkMail ##H & FRIEEi]. BN , &
EENFENEFIENLIRE, BXEZELR , HSRERAT,

- FFHRFEE R E Amazon WorkMail 55 F REMS T & BB 78 H N M ARt I8 38 T 8 B Amazon
WorkMail, BEXEZEE |, BSHEHIE AP MEZE Amazon WorkMail,
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® Note

E )% DNS i2ZE#H F M Amazon WorkMail, XA LR , RAELEESH NREZE
BEHZREM , Microsoft Exchange & —BEER & A B FHB4H £ IRS 25,

- ¥R Active Directory FEVFA P EEE T (UPN) SR P EE SMTP stk ITHEL,

Amazon WorkMail [@ Microsoft Exchange _£#J Exchange Web Services (EWS) URL & i HTTPS &
R, BEREXB AIT/RE R

FFETF EWS BRI AR MEE , Amazon WorkMail [ Microsoft Exchange £#J Exchange Web
Services (EWS) URL & HTTPS 3R , URERA A/AER. Bt , A TAERFHENEATET
EWS # 7] MRS,

o BRFHERPFARERE RN RIFXRE Internet WiFE, AF HTTPS #ERAER AR O RiwO 443,

« {X 3 Microsoft Exchange }MEHFREHRBRUEHMA NN (CA) LEZWIEHET , Amazon WorkMail
= 8EX} Microsoft Exchange L) EWS URL K i ZIH HTTPS R, BXEZER , HSH
Microsoft Exchange 3 %M1t £ 8 9 UE B & #1149 812 Exchange Server iEHiEK,

« BRAIA Microsoft Exchange FHY EWS BREARFHBRIE, BXEZER |, S H Microsoft MVP
RmitkEE LW ERE X : Exchange 2013,

7 DN 3 /3 AR A

TR AL FR N E Amazon WorkMail , SAE AJ 72 8 FER it P EA T 1. BRFME Amazon
WorkMail 913 2 23 KiE , ARE1EAF A TE Amazon WorkMail RFERRRE. EEHBREERXT , X
7A7E Amazon WorkMail FEARR , MEZAEREENE , M7 Amazon WorkMail 1 E# 622 5
Fo B2 , EEREERT , MATUEARRRELZHESW. KB Microsoft Exchange B &IRIEL T
R¥E Amazon WorkMail B9 k<,
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® Note
N¥RE Microsoft Exchange 2RI E#EM |, 52F DNS iB R E#H HIEM Amazon
WorkMail id%. RLELEZHMNNE 2 B EBHBIRMEM |, Microsoft Exchange £ —BEER&E A
B 7 HR 8 E RS RS

B R EREN

IR IR AR/ Amazon WorkMail AR , M TLAER/AE API SIEZ— NS R 7T BEREERNE
WorkMail 4H4R

MREEHFET AD Connector §83#ZE Active Directory B Amazon WorkMail 442 | # BE&EEH
Microsoft Exchange , iHBx%& AWS Support , SAZREVA I A Amazon WorkMail A4 /5 A Microsoft
Exchange BB {EMERIFEHE B,

£ Microsoft Exchange 1 Amazon WorkMail A 61 22 iR <5 ik F

® Note
WMRTF Exchange AEBEN AT AMRUAE GG , MFEFE Exchange FOIERS K

EipR BHRRE/MCER , BT Microsoft Exchange 1 Amazon WorkMail A5 812 — /N BR5 k
FFs Microsoft Exchange BRE K 7 & Microsoft Exchange A%t Hf Exchange B PP #Y B 7 /IS 518
BHRNBENEAAF. RABR TRFZIHRENRER ; Bt EXERFHR R

U , Amazon WorkMail BRE K F 2 Amazon WorkMail 34 E 4t Amazon WorkMail B8 B 7
RACEERBHRNENENAF., XtERRIABEATRE TN, BXREAL B FHEIE Amazon
WorkMail i, SRieRiZA PS8 A Amazon WorkMail , = 8E4%F Amazon WorkMail & AD Connector
ERENEH B FH,

B REE N R RY PR
U/ A LS T EIRIERKET , BAFUER Exchange BBHLEEFEAS, ARNER. ERA

Amazon WorkMail AP HIA |, E(EH AWS BEZ4HA., BXEZELE  BSHBRNERAFMERA
MEA,
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Amazon WorkMail EERER

£ Amazon WorkMail EARAFP AR , BT EEEXEAFMAN B FIRHFibuHElE, XERE
th B Exchange B A/ O3 TEIE. Amazon WorkMail £% 4 /MetES — X B FHHE,

EEREERXT , TEFE Amazon WorkMail FEIEHBERARIR. B2 , BHFTE Exchange &IRER A
LATE Amazon WorkMail BHRZEHRRE , HATATHREE —HZHE2I.

£ Amazon WorkMail LBt & 7] A& E

£ Amazon WorkMail EELERTAMIRE , WS RAEHRNAISRS., BE A A ThREA RIRE A FIt/R{E
B, Amazon WorkMail XEFFHMMZERSIREVC/HEENES -

« Exchange Web Services (EWS) - FE L ELE A , Amazon WorkMail fF4£H EWS i &1 Exchange
RS EM WorkMail HEAMATAMER. XExEREMEE , EER Exchange IRE M EWS
v S ADE I 2 H B BR M 1T 15 8]

- BEMATAMRMERS (CAP) - EHEES , EE A ATLUEE AWS Lambda BERLAIRESA E B FHR 4
HHWAFTAMER, BREENETHHRSIZFEE | ¥ CAP 5 Amazon WorkMail £ A ER
AL -

- FE N WorkMail 3TFFBH A% , BNAT MAIEB EWS ZREXA 7 7T A%,
« M Google Workspace ( ABIF#R A G Suite ) & 3E Exchange 33 EWS RGIREVA - o A%,

F&

- BEET EWS WA AR HRS

- BRiEEEXATA R

- MEREXATRAMREHER Lambda B

BEET EWS W AHRHEE
zERHA LREET EWS WTAKRE  BRRU TR :

1. $TF Amazon WorkMail #Z#l& , Mt : https://console.aws.amazon.com/workmail/o

MREE  AUERAWS Xig, At , HIT AV TEREANMNERXIEBHIER , RAEEEMEN
X, BXEZELR , 55 (Amazon Web Services —fi&5 %) Sy XE %S,

2. HESMERP , ERALN  ARERALNER.
3. HESMERP , ERALRE , AREREREMEIF,
4. EEFMAAMEEE , RERALLTEER
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- RH _EEEWS,
« 1% - WorkMail = EAKEEETRE T AMESNE,
« EWS URL — Amazon WorkMail f$ &35 @ EWS mRHLt URL, ES R ARIEREMIREL EWS
URL &85
- FAF B FHR 4 ut — WorkMail S FASRE EWS i S8 1T S 0 10 UERY A 7 B9 88 F iR 4 bt
% — WorkMail AT @ EWS i 21T & BRI BB,
5 ERRF.

F*HL EWS URL
E A Microsoft Outlook 3REX Exchange #9 EWS URL , 55K THE :

¥t F Exchange SREFHEMAF , EFXE Windows F#Y Microsoft Outlooko
BT Ctrl BHEMESZFH Microsoft Outlook BIAR EITHF E T X (A& T) X&£,
1%$F Test E-mail AutoConfiguration,

# A Microsoft Exchange A F° B B8 FHR bt R 2885 |, ARG Test,
M“Results”& O # & &l Availability Service URL BI{E.

o kb w0 bd =

E i PowerShell 3kEX Exchange B9 EWS URL , &7t PowerShell 2 R THITUT @S :
Get-WebServicesVirtualDirectory |Select name, *url* | fl

EIREL Amazon WorkMail B9 EWS URL , i§%1E Amazon WorkMail i L FIBELET T E| EWS i3, A
EWS URL (https://"EWS domain"/EWS/Exchange.asmx) , SREFEWS = &# N EW EWS
5,

BlEBEN TRt RERD

EREAENTAMRME (CAP) , BERUATIEE

1. $TF Amazon WorkMail ##l& , ML : https://console.aws.amazon.com/workmail/o

MRFE , JLLERAWS X, At , BT AL TEREAGMNEREXEIER , REEEREN
X,

2. ESMERF , RRAR , ARERALNEN.
3. ESMERTF , EREARNKRE , AREREREN.
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4. EEFMAAMEEE , RERALTER

« KA _ %3 CAP Lambda,
« 13 — WorkMail =i EH It EEEHE 0] BHEBWE,
« ARN — FHEMH A A4S E R Lambda BNE A ARN,

EME CAP Lambda ¥ , BSHWEBE N 1] AHRMEE Lambda K%,
HEESENTTAMREMARE Lambda B

BEN T AMRMERE (CAP) E£AET JSON MERMBAIIHITE E |, 2 IABREE X JSON
RIRE. Lambda EECRHRMTIE R H R E RHE AL

£

- BERMERTE

« BFIHENER

£/ CAP Lambda E4¥#Y Amazon WorkMail 7= 45l

ERMW R T E
BERTE

LT REATH Amazon WorkMail AP ELE CAP R RBIESR -

{
"requester": {
"email": "userl@internal.example.com",
"userName": "userl",

"organization": "m-0123456789abcdef0123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"

},

"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"

1,

"window": {
"startDate": "2021-05-04T00:00:00.000Z",
"endDate": "2021-05-06T00:00:00.000Z"
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}
}
BRA=ZANEDEMK : requester, mailboxes M window, AIEFEHY FRE. Mailboxes F &0 ZBo
PRINABTXERAR,
BERE

requester Zf 2 24 T A< @ Amazon WorkMail X HERERNWAFHES. CAP 2FAIKEEXRE
WIREENTR. fl, KBETATEAGRTAMRERm LENR—AF , ETREmRN P EREE
EEFEMER,

FE 1N NIE
Email BERENETEB FHf M, =
Username BERENAFAE, =
Organization BEREMNAL ID, =
UserID ER¥E ID, =
Origin BRI EHb &
Bearer BREFRER, A
Mailboxes

mailboxes L BEAFHLLUES DR E FER4tut 3R , AT ERETRAMER,
B0

window oA ERATAMEENEED, startDate M endDate ¥UXH UTC BRIBE , H
BIE RFC 3339 IREKN. MITBEHT BN, HLITFH , MREHMHAEENL StartDate Zﬁuﬁ
W, MURHE A R 28 TF 4R e 1ED o

e B T &

Amazon WorkMail fF&1F 25 ¥ F 8 ZIK B CAP Lambda BREMIME, 25 #fE , Amazon
WorkMail FHREZBEEE LM , HTE EWS GetUserAvailability 195 RERMEBREER AW, XF 2
S HE getUserAvilability #4E%& K,
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EERES

LA B3R B A B0 20 FF 3K & LAY B & A W B2 R 451

"mailboxes": [{
"mailbox": "user2@external.example.com",
"events": [{
"startTime": "2021-05-03T723:00:00.000Z",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",

"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE" |"EXCEPTION",

"isMeeting": true,
"isReminderSet": true,
"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED" |"THU" |"FRI"|"SAT"

},

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0,
"time": "03:00:00",
"month":

"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"
},
.
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|"MON"|"TUE"|"WED" |"THU"|["FRI"|"SAT"]
1]

#2 CAP Lambda &%k
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}

A
"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"

]

I B2 — N mailboxes BFHEK , ZHo T EMRESIR. RURBHEATAENENMIEIR=1NE2
4 BX - mailbox. events Hl workinghours, R A A RERETEREEBFENATAMEE , WixE o B
FANEBD 4 K : mailbox F error. A3EEIMY Mailbox, ZE#F. Working Hours, Bf[X., Working Periods
MERBrDAINABTXERNS,

Mailbox
mailbox 584 B & RH mailboxes 35 K ZIHI A F HY & FoR 43k,
EH

events B RIFRNEOPRENEHBIIR, BIEHBERAUTSHHITENL :

FE iR WAIE
startTime EHNTFHREE , RAUTCHE =2
I, , HRHE RFC 3339 B
No
endTime EHNLERRE , RAUTCHE =2
I, , H#1RHE RFC 3339 B
N
busyType EHMCRE, AR =

Busy. Free Z Tentative

o

details EHMiFEMAEE, )
details.subject EHHNES, =
details.location EHEENNE. =
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FER iR WAIE
details.instanceType EHMEAIKRE, =

A LA Single_1In
stance . Recurring
_Instance =} Exception

o

details.isMeeting — I hRE, ATERBEHRE =
585 5%,

details.isReminder —NARE, ATEREHR =

Set HIRE TIREE,

details.isPrivate — R E , BTEREGHR =
BERENLE,

Working Hours

workingHours T2 ZE B XBEMEEN TENEINEE. EZERNEL : timezone
workingPeriods.

At X

timezone F&RH HEA T HRFEFTBEEFFEN X, HEREETFRANN XTI , EHRENAFHNIHE
REFFEE, THMRHPELARBEANEX K MAREABWR, ERARECR XHERAB)T# %
XA EEE o

FE iR PAE

name A X B B o =

bias 5 GMT WERIARBE ( D =
BREBEN ),

standardTime 18 & B X BR A B 8] B9 FF 24 Bt =
8] o

daylightTime EENXE SRRt HE, B
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MHAERE Y standardTime #l daylightTime , E&BBEFHE, standardTime H
daylightTime MR FERTIE :

FE iR AFNE
offset AN TFERIAMRBENREE NA
(A8 REN ),
time ERBMESR 2B X NA
ErpetE | BER
hh:mm:ss,
month FRER B ME SR Z B XER JAN,FEB, MAR, APR, JUN, JUL,
ATEW B, AUG, SEP, OCT, NOV, DEC
week 1€ B AR ER R M E ST FIRST, SECOND, THIRD,
ZERERBRFTENE, FOURTH, LAST
dayOfWeek EERANERBEMESERZ  SUN, MON, TUE, WED, THU,

Working Periods

[B] & A R R B = Ko

FRI, SAT

workingPeriods B0 28 — 1M RSZNMTHEFAHN R, SNMNEMEL-—XRHSKRIERNTFHRAER,

FE iR AFNE
startMinutes TEBRNFH , NFRER NA
(Ao EREN ),
endMinutes THEEWER  NFRERL NA
(A5 REN ),
days WEARERNI/ER, SUN, MON, TUE, WED, THU,

FRI, SAT
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EERES

iR

error FERT L EBEEEHRHEE, TRIETEHMNRBE EWS 1B HWIRE . A HEMEEEE
A5t 2] ERROR_FREE_BUSY_GENERATION_FAILED,

(=}

MailboxNotFound

ErrorAvailabilityC
onfigNotFound

ErrorServerBusy

ErrorTimeoutExpired

ErrorFreeBusyGener
ationFailed

ErrorResponseSchem
aValidation

BT mER R

EWS iR

ERROR_MAIL_RECIPIE
NT_NOT_FOUND

ERROR_AVAILABILITY

_CONFIG_NOT_FOUND

ERROR_SERVER_BUSY

ERROR_TIMEOUT_EXPI
RED

ERROR_FREE_BUSY_GE
NERATION_FAILED

ERROR_RESPONSE_SCH
EMA_VALIDATION

M AWS Command Line Interface (AWS CLI) iZ21TEA T Lambda @55, Lban s AT 82 R 5% BE 7 I 21 %

#r CAP B9 Lambda B #. IEEEF Amazon WorkMail 7] A1 BRSSVE H

aws lambda add-permission \
--region LAMBDA_REGION \

--function-name CAP_FUNCTION_NAME \
--statement-id AllowWorkMail \
--action "lambda:InvokeFunction" \

--principal availability.workmail.WM_REGION.amazonaws.com \

--source-account WM_ACCOUNT_ID \
--source-arn arn:aws:workmail :WM_REGION:WM_ACCOUNT_ID:organization/ORGANIZATION_ID

HEaTH  EETHVERIATSH

5

0N

B Lambda B#K,

#2 CAP Lambda &%k
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« LAMBDA_REGION — %} CAP Lambda B XIHHI & Fr, BTN us-east-1,
« CAP_FUNCTION_NAME — CAP Lambda BI$iY % Fro

® Note
XA AR CAP Lambda BB BT, BBHEZI D HEZF ARN,

« WM_REGION — Amazon WorkMail 44318 A Lambda B¥FTTE /Y X 13 A9 & FFo

(@ Note
REUTXEAE CAP £& A :
. ZERI (HERLMILE )
- ZEFEE (RHRM )
- BRMX (ZBAR=)

« WM_ACCOUNT_ID - ALK K 1D,

« ORGANIZATION_ID - i&F CAP Lambda HHLRH ID, B0 , 441 ID :
m-934ebb9eb57145d0abcab566ca81a21f,

® Note

MY FEEEXEFEAN , LAMBDA_REGION 1 WM_REGION F 2B AE., NMEFFEEEXIE
WA, Mefl A0,

£ CAP Lambda B #H) Amazon WorkMail ;=451

&% Amazon WorkMail {£F CAP Lambda ER#&E i) EWS % 2 RHl , S ERTF Amazon
WorkMail GitHub 2t EM LTRSS ARF P AWS ROINBAEF.

£ Microsoft Exchange H & o] A4 1R E

ENCBEABAFPWAE BAR/NERFERFEEME Amazon WorkMail , i§7E Microsoft Exchange
RE— N A a2,

A LLT PowerShell #55fl 2 b1k 22 (8] :

£ Microsoft Exchange FELE 7] AR E M7 1.0 94


https://github.com/aws-samples/amazon-workmail-lambda-templates/tree/master/workmail-cap-exchange
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$credentials = Get-Credential

FERTAL | B A Amazon WorkMail BRS5 K = W EIE. ROFAF B % AN domain\username ( B}
orgname .awsapps .com\workmail_service_account_username ) ., E® |, orgname &R
Amazon WorkMail AR EF. BXEZEL , 5 H 7£ Microsoft Exchange 1 Amazon WorkMail
ORI K,

Add-AvailabilityAddressSpace -ForestName orgname.awsapps.com -AccessMethod OrgWideFB -
Credentials $credentials

BXEZEER , 55 Microsoft Docs Mt E# Add-AvailabilityAddressSpace.

£ Microsoft Exchange & Amazon WorkMail F F° 2 [ /3 F B8 7 R4
B FH

#Eid Microsoft Exchange Server 1 Amazon WorkMail 2 B89 & FRB4FERE , A J A ETHE
Amazon WorkMail SR B HIN G B FrBfFibit, =B FHB4FE& B A 24 Microsoft Exchange Server #£
H A LW B TR R = E ) R ER R It (SMTP) BRSS 85

HEEA R FERHERBAZA , BFETHRAT RREMS

- NALNSHEREERESR, EXEZEE , BSHR BAEREN,
o WRIBIE Amazon WorkMail 12 &1 & & 2SR 15,

« BWUFFEAIH Microsoft Exchange Server @& AI LU B FER A X B EEM, BAREERE X
EEERR. BXRREEESENESEER , 1S H Microsoft X#4H K 1E Exchange Server F 14
BREEESRUNHRER RN,

AR B RS FER 4R

BULENNZRAPTERATER , REBNERNAEMENR.

1. BEHEZEE Amazon WorkMail WAEFKF. BXEZELR , BSHEBERANEAF,
2. £ Amazon WorkMail #£#l&% , BRELEFRANBEFH4F it 528 B/ A P XE,

« <workmailuser@orgname.awsapps.com> ( X2 B3R , ATAFREEMA Microsoft
Exchange BTEYMK, )

1£ Microsoft Exchange 5 Amazon WorkMail f F° 2 |81 /3 F 68 FHB 44 B8 F MRS 1.0 95


https://technet.microsoft.com/en-us/library/bb124122.aspx
https://docs.microsoft.com/en-us/exchange/mail-flow/connectors/internet-mail-send-connectors?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/mail-flow/connectors/internet-mail-send-connectors?view=exchserver-2019
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« <workmailuser@yourdomain.com> ( X2 B3R MAE , 2F Microsoft Exchange #ziit, )

BXREZER  BESREEMAS B TH b,

3. #4RFF Microsoft Exchange H B8 P Y FTE & # 1T % E Amazon WorkMail RV, BXES
B8 , SR ER 2 Amazon WorkMail,

4. TRTEARARIEE , £ Microsoft Exchange EE2RZAFNERRE. AR5 , SIE—NR4H~
(HESAMHENARF ) , HAE SMTP tbiit3E [ Amazon WorkMail, F itk , 57 Exchange
Management Shell FERLL T &S :

/A Important
LUTHSRAERIBANANE. BRENBIESEEE Amazon WorkMail , AR B=REH

B RE, HBEThSTR |, RLEMERFinTETE I E] Amazon WorkMail,
BXREZER , B0 BHEFIREE,

$old_mailbox = Get-Mailbox exchangeuser

Disable-Mailbox $o0ld_mailbox

$new_mailuser = Enable-MailUser $old_mailbox.Identity -
ExternalEmailAddress workmailuser@orgname.awsapps.com -PrimarySmtpAddress
$0ld_mailbox.PrimarySmtpAddress

Set-MailUser $new_mailuser -EmailAddresses $old_mailbox.EmailAddresses -
HiddenFromAddressListsEnabled $o0ld_mailbox.HiddenFromAddressListsEnabled

£ LIRS, orgname RREM Amazon WorkMail AR ETR, BEXEZER , 55
Microsoft TechNet £ HYZE A ERFE R S AEREFA

5 MARKEN XL FHYE (£ LEMNRED , 7 workmailuser@yourdomain.com) . ZIREE
WS A FEREERE , AP NiZE®B B FRE Amazon WorkMail BB 58 H 35Uk &8 FHR 4

HRF R RS F AR R4 1.0 96


https://docs.aws.amazon.com/workmail/latest/adminguide/edit_user_email_addresses.html
https://docs.aws.amazon.com/workmail/latest/adminguide/migration_overview.html
https://technet.microsoft.com/en-us/library/jj863434(v=exchg.150).aspx
https://technet.microsoft.com/en-us/library/aa996549(v=exchg.150).aspx
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® Note

RELBEEHANNE 2 A EEEREMN | Microsoft Exchange £ —BEER £ A B FHB4FHIE
fR$5 85, RHARE Microsoft Exchange Z B B /EMH , DNS IR EH FIE[E Amazon
WorkMailo

A IREEE

LRSI A P EBFE M Microsoft Exchange Server #35 2] Amazon WorkMail , RS iZAFERBKR
AREE Microsoft Exchange . AT EEBAFIMERINTHH4AF , Microsoft Exchange Server
HEMmTHMEAR  EREBTREEREHMBEEER,

« MABRT , ZAFP UL EAEREE T4, ERALIIE , KTHAFFMBFAELANTEXR
HASIERP, BEXESZER , 5N Microsoft TechNet LR X EHE,

- AFARRTEMITRR. ESALIIRE  MMREAFEZHENMERIRR
ProcessExternalMeetingMessages, BXEZ{EE , i55 M Microsoft TechNet £#Y Set-
CalendarProcessingo

BB = um B 1B

HUmEE iR E T8 Y# 2| Amazon WorkMail, XEEFIRERAFRTEHMBIRES R, TR
HEFPIREERITTARERE,

« Windows E# Microsoft Outlook — EZEE /33 Outlook. FENAT , BFE E kR ML A HER FE ik
AR, EFINEERFEIEDT, ARSEFHEE Microsoft Exchange B8,

« MacOS E# Microsoft Outlook — EFT/E 31 Outlook i , ESRRELTEE : Outlook EEE M F
orgname.awsapps.com, 2AFENRSHEELNIZE? EZTEW.

« i0S LHIBR — ZEB4F R TR E LU EE F R4 H A K can't get mail $5iR. EFCIBRH EHE
i Microsoft Exchange BB%H.

ZHBERERINHF R BB IR SS 25

73 Amazon WorkMail Bt & Microsoft Exchange BRFE /5 , ‘B AT A EREEN ., WREERIEBEM
ArPgids , IZAEREEXTaENEMERE.
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https://technet.microsoft.com/en-us/library/bb123722.aspx#deliverymanagement
https://technet.microsoft.com/en-us/library/dd335046.aspx
https://technet.microsoft.com/en-us/library/dd335046.aspx
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/A Warning

EZEAEREERZH , FRRTERAELFENSR. BNAELSHEFHERRE AL
BAMTA. MREERTERITER , FAERFEETRSRALTH. BT EBUEILRE,

ERERERAZE

1.

$TF Amazon WorkMail #2&|4& , MikR : https://console.aws.amazon.com/workmail/o

MREEFEE | WJUERAWS XiFl, EERFHAEONBHESR | ITHFERXEIER , REEE—IX
5, BXEZEL , 55 (Amazon Web Services — &5 %) Sy XE %S,

ESMERTS  GRALR  REARLENHEAERERANEAL,
HALRESD  EREREREER.
EERAEREENTEES , MALLANEHAERZEREREERER,

EZEAEREEXERD  FMNEREHRRBERZE R Amazon WorkMail 5 A FH, SR TLUEE
B Amazon WorkMail #2#I &85 AEARANAFSE , XEAFPRERNBBEREF, EXTHAT
S| 8, TiEB A Microsoft Exchange I EIR , F A XERFEFE REBEREF,

« 1 Amazon WorkMail #8|32& R — &8 LAE Amazon WorkMail 822 '&R , R R XL R REE

REMTTE, BXEZEE , BEREA AR

- BB R DNS iIBF - NEALPNAERAEEE B3 R DNS i8Rk, XEAFEBMNE

Microsoft Outlook F1%&zh & F i EZEIHE Amazon WorkMail Bf5E. BEXEZEE , BSEAFEHABE
ﬁiﬂﬁalﬁégﬁ%:ﬁ-/“\o

o FHEH MX DNS 12 FZ ¥ ZE Amazon WorkMail — EF A 1& AR 8B FBf4-1% 3% F| Amazon

WorkMail , #2405 MX DNS i2 &4{J#tZE Amazon WorkMail, X DNS i kMW E X ZZ A AEE
72 /PEEF REAE B EIFT A DNS R85,

- FRRHIRS 2T — EWIAFTE £ FHR 4 ERIE 2238 B B Amazon WorkMail 5 , IR 3T B4R EE fF F hp

RS 2R |, WERTLUREEFER,

HUEHEER

TEYETEEBIE Amazon WorkMail B2 EMFLTRE ZNERA X,
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https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/workmail/latest/adminguide/resources_overview.html
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Exchange Web Services (EWS) URL ERRELZET R -KELRSTEBEBHHN EWS URL, BXES
E£8 , BS £ Amazon WorkMail L&A FAHRE,

EWS KiFfiE HIEESE - SRENHER , TeeBEATREREIE

« Microsoft Exchange 3% & B Bt PiE#E,

- BB AREAREBEN AFRBEBRMAVGR. BERKO 443 (HTTPS RO IR D) & FHTHR
P

LN o

MREEWNEBRMEREMPAERE , BEIRNDAFE , BEHR AWS Support,

Eii& Microsoft Exchange EREMIN AR BNMZB LY - XREMEIR , JEEBAUATRESIE -

- AP BRERAMELR. BEANUTER :

DOMAIN\username

« 2 Microsoft Exchange [RG5S BEEAX EWS HITEXGHRRIE, BXEZER , HSH
Microsoft MVP R it XI{E%E LA E LB & : Exchange 2013,

AP WEIEE winmail.dat B #F#Y 8 FHB 4 — FEM Exchange @ Amazon WorkMail ZiENZH S/
MIME E8 F B H7E Outlook 2016 for Mac =% IMAP & Fim et , TRES R EXFER. BRAR
21t Exchange Management Shell FiZ{TATH S :

Set-RemoteDomain -Identity "Default" -TNEFEnabled $false

MELZEEWIALRILR , BERMAFE , R AWS Support,.

Amazon WorkMail Bt &t

il 2= A RN B EIY T E A Amazon WorkMail, B AR A S A6 ML ER BEX B
HIEAER , BB SERERAFH Internet A M. Bt , —EEFARELETRIRENE
Mo AN FIXLEHEE AR A3 E#TE R,

HBAEMETUER , EE—EEMRMLEEN, EXBERENGEFNESZFELE , HSH (Amazon
Web Services —f#ZZ) HHAWS fRF PRI,
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https://docs.microsoft.com/en-us/archive/blogs/mvpawardprogram/virtual-directories-exchange-2013
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Amazon WorkMail £ 40 F1 /A F i Zf

& &% 0] L[] Amazon WorkMail AR5 00 25 NAF , BA3R1E 30 KGR H. EHRERE |, &
FEEANFMEZEIAFPAE | BRIEMERSAIHKAEH Amazon WorkMail Ik o

EITEX LR  FERREINEMAFNAAEE. XESERTANMEIRAREEQNE T
BRfF. 2WIER, SWER, EFFERMER.

® Note
BERENGEHLANEIR , MDAEBFERPIELHLREN,

R W BEWERMN LR
B AWS KB Amazon 100 ATLAMRYE4H A Y B SRR BUHE
WorkMail 4143 bn. AT BAM AWS Directory

Service 2l & & & Directory
Service BLEHERE M, BX
BZEE , B5H (AWS —fi%
&) RS,

&/ Amazon WorkMail 4289 1000 AT LAARIRA AR B KR
2Dkt i, MTRFRR :

« Amazon WorkMail B 3% : &
% 1,000 A NRF

« Simple AD 3 AD Connector
, K& : &% 5000 MAP*

« Simple AD 3 AD Connector
, N | %% 500 MNP

- M Directory Service &
Microsoft AD : RIEZRHYIE
ENEE , &% 1,000 7
RF,
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https://console.aws.amazon.com/directoryservicev2/
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https://docs.aws.amazon.com/general/latest/gr/ds_region.html#limits_ds
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RIR AR IABCH BERERWER

*IREERAM R Simple AD 5
AD Connector , 5@ AWS

Directory Service RIREVE %
5.
"ERAAAR Bl 30 K& % 25 MAF ®REFRAHIGER TEMREAR

REVET 25 MR EMEA
AP#teEEfRHALE

i,
BN AWS IKFEBXREELIZE 100000 NMALRAZWHEA , XN  FTER, B2 , Amazon
BB 44 B9 UK 4 A B ALORNEPUH ABKRIZEMEE = WorkMail 2140 8 Fdp 4 AR
0 %, TREF FHtE B Thp 4

BRS5. Bkt E B FHp4AR
% , &2 Amazon SES =
Amazon Pinpoint,

BN AWS IKFEXREREM 200 MRAA , FERBEME A4 TRERBER, &

A st 330 1) L 55k R 4 Y WA A RGN B C ayE £ A
# EAEN R IASE,

ARV BCER R A B FIRER

WorkMail 4 40 1% & Bt &1

TR 2RIAELEN
S Amazon WorkMail 440 BV i 32 1000

XEREMES  TEER.
BN EFEERAN PR RGEAEABE 250

XEREMES  TEER.
BNMARB FHERAN TN EFARIHE 1000
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RIR AR IABCH
XEREEEH  TEER.

FRHFE#R

EIMEXEERHN  FERREIEMAFNAAERE, XETFEHRTANMEIRARNEEQNE T
BRfF. SWIER, KWEE, EFFERMER.

R AR IABCH BERFERVEH LR
FiR 8 Y B AR A/ 50 GB FEH

XEREEEH  TEER.
BIRAPNRARIEH 100 TEH
XEREEER  TEER.

BMNAFBXERESRHENE 10000 MANBREAN , Xt TER. B2, Amazon
[ EL &5 BR 4 B WA AR PALARTBRAEABKRREEER  WorkMail 242l B8 F B4+ AR
o %, TeeATH E B FHf4
fRS5. BXRHtE B FHR4AR
% , 5% Amazon SES =%
Amazon Pinpointe

=BNi

EITEX LR  FERREINEMGAFNAAEEE, XESERTANMEIRAREEQNE T
BRfF. 2WIER, SWER, FFERMER.

BIR ZRIABLER
& N HB 4 B9 B R K/ 29MB B R mBB IR,

L MIME #8 X2 UER 4, &2 A8y MIME BR#HRY
KA K/NA 40MB,
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Amazon WorkMail

EERES

RIR

f& H BB AR By B R AR/

BHERFHHRARREAR

T ERAFAY & AR 2R

AR IABCH
XEREEEH  TEER.

29MB HY R4 HDERHE

BA MIME #RX&IEBR 4, 1% B8 MIME EB4FEY

RARKRNA 40MB,
XEREEEH  TEER.
500

XEREMEER  TEER.
500

XEREEERS  TEER.

H BB
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f5E FH4H 4R

£ Amazon WorkMail A | HARKR LT RHAF . £ Amazon WorkMail B &F , BB EI AN
AAFR, MRETEEMTBAL , MARBNE—NALFEEFEH Amazon WorkMail,

ES ]
- SIEEAR

- MIBRELR

- BB FERH I
- ERLARAKRE

- RIZELR

o BEA VA R14R HIAL N

o IR B HRAE IR B R BE

BIEHR

EEA Amazon WorkMail , ARG —NEL, —4 AWS K AT LLE B 24 Amazon WorkMail
A0, BIEBALR , SRR ALEREHRERS BZMMBZRE,

A LB 2 — /N TR Amazon WorkMail B &5 WorkMail A48 4566 |, thal LA Amazon WorkMail
EMEEFER. ELUF Amazon WorkMail EUTEBENMEBERLESEH -

« ZKih Microsoft Active Directory
- AWS Managed Active Directory ( BIEE AWS Directory Service EIE# Microsoft AD )
» Simple AD

BEEARM B FER , BAILMER Amazon WorkMail FIIEMAFRMA , AERFAAUEREIEN
FIEEFR, MREFANEARME R , MAT%EE AWS Directory Service Fi& & AD Connector, AD
Connector F&H A F #F4H 5 Amazon WorkMail BHRERS , ARITAFSHRRIEER, BXEZE
B , %% # (Directory Service EXE R 1ERM) FH Active Directory Connector.

IR ] LA%EE Amazon WorkMail A FiNZEHRFE A A K AWS KMS key, A ELH Amazon WorkMail
EREIAR AWS £EEH4A |, th AT LUE AWS Key Management Service (AWS KMS) R AH
KMS Z41., BXROIEHMN KMS ZEMNER , HSE (AWS Key Management Service FF X 1EfE)
el E24E, MERMEEL AWS Identity and Access Management (IAM) BF B &R , EFEECRA
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
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KMS AN FAEE R, BXEZER , H5H (AWS Key Management Service FF X A RIE§m) #F
e AMERAEH.

EEEM
B2 Amazon WorkMail A4R6t |, FidELATILR :

« Amazon WorkMail B Bl A X F B 5 SN K L ZHEE Microsoft Active Directory RS-

- WMREETA Microsoft Exchange 1 AD Connector #9753 Active Directory , FATE IR R AL E
EERESIRE, XB , YIBFHAETEE Amazon WorkMail 3T —2 5 1l BBREEH Amazon
WorkMail B¢ , AIRAIREM LS AP TR P, BXEZEE , S Amazon WorkMail &
Microsoft Exchange 2 [B1BY B £ 1E1 .

o MRBIERGITNREET | W AT LAFF#59F Amazon WorkMail A SR ENRIBRESER. Nk
BXEMALUTHER : example.awsapps.com. REFE Amazon WorkMail AL 4EFEZHABNAR ,
2530 B LU BB - 18 5 Amazon WorkMail FE A2 X8 AWS RESEEFEA. B2 , TSN
REATHMEN., MREM Amazon WorkMail AREFHNEZANAFRTE -4, NNE AT s
A EMEFERFER.

« Amazon WorkMail A% #% X3 B F.

« Amazon WorkMail &M /NehF B XEIES AWS Managed Active Directory, Simple AD 1 AD
Connector @ — R,

BXfEH AWS Managed Active Directory WEEE i

Amazon WorkMail IEfE EF EH £ X3 H AWS Managed Active Directory ( FEE = AD ) AL KIIRN
BEH, tEHRSFM Amazon WorkMail EE ZFHBERXEN AR , HEREXEUSENERIAFERITEE
BFEIEEIET,

ARl , A AWS Managed Active Directory 82 Amazon WorkMail 4 428F , Amazon WorkMail
FEARSEAINBEREREN AD #HITRE, N TUERFER S EREENNMEEEACS

FF , WorkMail B9 API Fl32 & & A2 S A AWS Directory Service Data ( DS-Data ) AP| R8I HE
# AWS Managed Active Directory FEYFH P F14H, &Eid WorkMail 2§ &5 API HLITIX LR ER 1AM
FHEZFEREBEN , TeX EH WorkMail ALRREBKWIEER AD FEHEMEY DS-Data #1E , N\
RUEBANZEFIHAETHE IAM KEEERK

TR REARERX AD SIEFHEALR  LREEEAAENX ADWMELHR  MREHFERExBEY
WorkMail #4145 APl 822, EFSHBIBRAFANE , MIXTMEREMERESE  UBEREFREHEN
BWREEBEEIZIT. HXMEE , 3 Hthe section called “FEE I AD £/,
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£

- BIEAEN

- BEi& AWS Managed Active Directory S5,
- EFALNFEAER

« SR WorkSpaces B %

« ALUREB R

BIEALRN

1£ Amazon WorkMail 2% & 812 —/NrdE,

Bl AR

1.

o

N o

$TF Amazon WorkMail #&|4& , MR : https://console.aws.amazon.com/workmail/o

MREE  TLER AWS XiF, FEFHAEOMINES | FTHERXEYIER , AREE—IKX
B, BXxEZEL , 5255 (Amazon Web Services — &5 %) Sy XEFiH S,

ESiEH , BRELN,

EPFF AL NEHERENEAR (WRE ).
EFREALN,
FEFEHAFET , ERERATHRPHE TR

- 1A Route 53 15 : EFEEH Amazon Route 53 (Route 53) TEXEBHNIMEE,
« ¥THY Route 53 15 : JEMETH Route 53 =HELHF Amazon WorkMails
o HERIE ; mABERAEE SRS (DNS) RIEEmEENIIEE,

o & NR1E : #H Amazon WorkMail 1248 52 T listig, & a7 LAGE A st 38 35X 38 Amazon
WorkMail , A5 B EHE L7,

( ATk ) MREHE R ET Amazon Route 53 #HTEE , NI F Route 53 TEX , iFIEFEHN
Route 53 13,

EREHR , WMALALANE IS,
EEERRE  RENTHFEZR , BEUTRIZ — :

. BIEFH Amazon WorkMail B : SIZRAFARAMMNEERAFPHNFE .
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- FHMEES  FRANEEXREER, , Hla14# Microsoft Active Directory, AWS Managed
Active Directory @& Simple AD.

8. NWTmME , EEUATIEIZ— :

- £/ Amazon WorkMail & %40 : FEEHKF FRIEF N INZEZH,
- FRAINE KMS B4 : FRESE AWS KMS FRIEHNIE KMS F4,
9. EFBPOIRALA,

MREFER—NINERE , EES [ DNS BRSS AR INAE R EY XA (TXT) MEB4F3#RET (MX) 18RRI UE %
B TXT ERAWERMABR DNS RSEER. MX IBREE T & A4 IRS 2R,

BFSLFENERENRALNRIUNE. BXEZEE , FERRIEEMIERERIAE,

HALLTEDRESER , EUNEHEFNAFAREESFHEE K. BXESELR , FSHBNA
FFJ3 Amazon WorkMail i% & B8 F B 4F & /= i

Bl & AWS Managed Active Directory £

#F AWS Managed Active Directory 5 Amazon WorkMail AR ESFERAR | FANEESEITRRE
MENRPUEREEE EEIE1T,

NEELEERLXER AD £/

1. 7Z Directory Service #HlAaH , SMEIFEER AD ( Microsoft AD ) , 2&M Amazon WorkMail
BHAEFR , EENSHMERFEFAFRE , AEEETREMIBZ ETEPH B FaEE,

2. HNAFNAEEREEER. MABRTEAZRE , B4ABALIRETEXNAFSMARTER
=

3. BEXMMMESUTRENER , BRIAM THERAERENNR

ds:AccessDSData
ds:ResetUserPassword
ds-data:CreateGroup
ds-data:DeleteGroup
ds-data:AddGroupMember
ds-data:RemoveGroupMember
ds-data:CreateUser
ds-data:DeleteUser
ds-data:UpdateUser
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IRIMAWEEN AD A4

1. Y532 Amazon WorkMail #H & AF A TE , SIRBUEBE .
2. HIEAE , FEEAEHNE FBRETBEIFH Directory Service AP,

3. ®Ja, BWERE ST Directory Service EH AR EAAFRNAERE , HERAL—THMRMAE
DS-Data fXREFTEM IAM KB,

S FrrEMREERAIEE AD 9 Amazon WorkMail tA47 , /3 A AWS Directory Service Data ( DS-
Data ) API keI, EFMBIRA, (WMRZBEKRER)

ERHANFARES

BB Amazon WorkMail ARERAIUE REALFMEENH, ZNEHLSEIREXHEALANER , 2
A 5 AWS Command Line Interface £ & EAK 1D, NE LHEERAUERTHREMARAE
NIEALE | FINARBRIINEIRDAF, SEEEREHTIEBAEHFMERPIRFMNERNE —
&,

BEFALAFMEER
1. HESMiEd | EHRER,

LR I AN TEH ERENALR,
2. HEBREEFEWAL,

&£ X WorkSpaces H %
=¥ Amazon WorkMail & WorkSpaces £ &M , BEAUTIRUIE-—IHREB R,
A HN3EAH WorkSpaces B %

1. {#H WorkSpaces #1223 &AM B F. B> Amazon WorkDocs B8 , 55 (Amazon WorkDocs
EERIEE) PH Amazon WorkSpaces TRIEIZE AT,

2. 7 Amazon WorkMail #2&l& % |, 622 Amazon WorkMail AR H &R EANBE F. BEXxEZE
B, BESH EAL,

A LLRSHHED

HOIRALAZE , ELERUTREZ—
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R DU

SEER FHALREE , ATEEA,

Creating TERBEEETUCRENALR,

KW TEGIRIEAL,

Impaired (2 S8 A9 £H 42 L TR B A ) ) ) R

IESESY EALL T IBERRA

Requested (21K ARG ERENSIFR | EESFFHOR,
IEERIE EEREALANAAEREBZTRT.

i BR4E 40

MBS BEFENAHLR B FHEEHA Amazon WorkMail , AT BAM Amazon WorkMail # il Br4E 45,

® Note
WRETERE. MBRARE , SRTEREMERIE.

T BR4E R

1. ¥TFF Amazon WorkMail #2#|& , MitR : https://console.aws.amazon.com/workmail/o

MREE  TLER AWS Xz, EEFAEONIPPES | THERXEIR  REEE—IX
B, BXEZEE , HZH (Amazon Web Services —fi&ZE) H i Xig ik <o

2. EHALARBENALIIRS | ERERBRWAR , RFEZERER.
3. NWTHBERALR , aERNBRERRENETAFBER , AEWALALNEN,
4. EEMEREAL,
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(@ Note
MREZE N Amazon WorkMail BB E F , BN EAEE R, NMREERBREALR
MR LLEA B % , MBRIE Amazon WorkMail, WorkDocs = WorkSpaces IEfEFHiZE % ,
BNEZFERNRAR, BRXENEER , BSHREHME FEKEEN,
MERRE R , WZB XS EANTAEM AWS NAERFR. BEXEZER , FZH
{AWS Directory Service EIE1ER) HHIMIBR Simple AD B F=iMiBR AD Connector B &,

WA MIBRA LR | BARESUBITTHA Amazon Simple Email Service (Amazon SES) M| SE5£ 48
REE. MREWEIIEEIR , BT Amazon SES 25| & H 4w Amazon SES H I H il Br T 589 #L
&£, BREBHFANMEMRNZFHEE Amazon WorkMail AR ID, BXEZEER , H55H (Amazon
Simple Email Service FF &R AR IEFE) YOI ZZ WA,

MREFEZBEBINANEETY , FAREAN, HELRFHIAMER REREE,

B35 B F BB 4 it 3t

BANZEAR, RRFAERENARPREER T EN B FERHFibit,
B FHR 4 it 3k

1. $TF Amazon WorkMail ##l& , Mt : https://console.aws.amazon.com/workmail/o

MREE  TLER AWS XiF,, FEGHAEOMINESR | FTHERXEIIER , AREE—IKX
B, BXEZEL , 5255 (Amazon Web Services —fi&5 %) Sy XE %S,

2. ESMBEHRD , RBAL  REERALNER.
. TEHELATIEAP , ERERB FHRHFHbut,
4. EEER,

EAHELRE

LA &8 4315 B t04a] 4 A3 °] FB F Amazon WorkMail B4R MR E ., kRN EESNATEANELS,

ES ]
- ERAHEIER
- BABRE
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Amazon WorkMail EE R
- BRAERENE

- B SMTP Mx

- EEHEFHER

o X4E A B FERHIIT DMARC KRB

5 RERFEIER

ARG IR R MR ( 70 Microsoft Exchange = G Suite Basic ) & i E] Amazon WorkMail & , AT BUS
FBRFEER, EAUNIBENEANEIBIEN —BIREA. BXEZELE (BERESR) |,
BSRARIERE AT E 2 P RYIERE E] Amazon WorkMaile

FRBE

BAERABAERIEKEFEHHEERE. CAREN  BEEAERAE = FFHENEFHBERRIE,
AEETHEARERZHEFZR. BARPANEERFNEAMEM.

BXEZER (SRERESR) , BSRAKRERAITES FHTE Amazon WorkMail F {5 F B F B4+

=

BEREREN

EIREM A TFEM Microsoft Exchange % , 71 Amazon WorkMail FA{E—Z 2l #fFE, BXES
BER (BERESR) , BZRALKERAITEH D FHE Amazon WorkMail EFiE i AR E,

B A SMTP M%<

&0 LAJS P (BT B R AR AL B T (SMTP) MX A S H b e FRRF RN ESFE A, 34 B FHB 47N 7]
LREE SMTP % B MIER Amazon WorkMail AR K XK B FElME. BXESEL , ESH H
Uk B8 F BB A A R AE

(® Note

B FER RN BB K SMTP MAXAMFEREZIERMENEMEAIEPZFERER
MM (TLS) 1.2 ke RAZFEARF BRI,

BLiE SMTP Mx<

1. $TF Amazon WorkMail ##l& , Mt : https://console.aws.amazon.com/workmail/o
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MRFE , JUER AWS XiF, £EFHAEEOMIBAESR |, ITFERXEIEK , REEE—IMX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. HESHmBERD  GRALN K ABEBRALNEZR.

3. ESMEMRPEFALNRE,

I B B 4E AR IR B TN TR R — AR TR
4. &FE SMTP MEH+ , REIEFCIEMX,
5. WMALUTEER:

« WXEBH WA —E,
o Mttt BMAMKXHENBD IP bk,
- WOS  MAMXHROS,
- AFE  WARFSE,
- B mABRESE,
6. EFBIE,

SMTP Mk 7] & i vh 8 FHR M &S S £ o
F SMTP W XBELE N &5 H R RN — 2 EA , Bt ZERZANE SMTP R8It
5z PT B Y iR 45 5% F B RIRY SMTP WX, ARG HZM R B FERHFEENE R .

&R Amazon WorkMail o3 Eik SMTP Mk |, REST B FEHERES AT A. MREXEXMER ,
BERBIEHNTSREEMKRE,

BB AR

ERBEER TR |, BAILIRE B FERARMN . B FERAF RN 7T SUARYE B F BB 4F A b ik SR B
FHRAFNAT — TR S TURME, S8 AT LA R AR AN A B B8 7B 4 3t 1t 50350468 F B8 F R A S A I o

DI FERASTMNIET | TSR TE S R MM =t e ot A T o TR R S 12 4,
£33

. ABEEFEBA MR A

. W5 T ER AR

o BHEARME AR

. BIE B FERA TN
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EERES

 YmiE R T ERAIRAN

« § Amazon WorkMail &¢& AWS Lambda

« EEX Amazon WorkMail Message Flow API #Jij 8]

o = e F R 4 A AR
o MIBR =B F B RAN

AU B8 F BB 4 A U 48 4F

AYh B FHERRAN A B FPE L R ZRMAY B FRR A EA A P R, AUHE FEBARMN ( BFRAM
NRE ) 28R AT XiE% Amazon WorkMail AR A ERIEAT A FIE B 7. XS5ENBPFERYER

FHRFIINFE

® Note

qE , LALLM E AWS Lambda BIER

GEER , EEEABFERAHZIAR A HR5E

ZBIXNHBITAE, BHXH Lambda 5 Amazon WorkMail £&EANESEE , BSHAA
Amazon WorkMail &iti& AWS Lambda. &% Lambda WEZEE , i@ AWS Lambda FF

RARIEE,

AVEEFERARAN (AR MNRE ) 2 BB T RIEL Amazon WorkMail L3 REBIEA AR PR

BEFEM. XEENERFERN B FERAIN TR,

LUTF NIRRT B A S 8B F R o XY T/ | BERHFAMBHEAEX AR AT REZ

o

B’
I B BB F R 44

KA IR [B] B 411 B2

1% 125 B 5 4% B 44 3T 43R

EEPUN
B FHR IR 2, BEARER , ARFSBAKR
 ARIZEIRE,

B8 FER R RIAIE | B E IR B iR 4 R 8 HUR
ARIEZE,

B F BB AE X B A P R BOR R S Sk |, BNfE
Amazon WorkMail B3R R4 N REHEEE
iR B8 B AR 4t 2 a0t

EEE R
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BE iR
HKRIAE B, F B 1E 23S Amazon WorkMail 73 bR 446

MARGEKRERRIE, B HBARFE K5 1R
BR3P E it BB F BRI 48RO B LA
i

MABEMERSTARBEN R F AR Y BTl
FERAN o 2 o) & T35 B8 T BB AF R A I 7 hn 45
S\, BEAERBN R4 AEIEERINRE,
BREZER , F5H KA AMNBHEAES,

M A% 3 B 1 3% B 4 ST 4 SR B BR M IR A A A B A PR FE | BIfE
Amazon WorkMail 33 B 448 N R 52 © 1R 5l
79 4 3 mB 44t = a0 itk

/A Important

A0SR A A AR AR SR BB A 40 R ¢
N&ERAFEIEK B SEEN IS

AR,
1Z4T AWS Lambda T FER R OB A P R AR 2 BT S A

A RF B, F BB 4£ 3% B Lambda BIERUAE 1TALEE,

@ Note

AYE B FER 4 B R4 R X E) Amazon SES , ARE# A% E] Amazon WorkMail, @158 Amazon
SES FH1E AYLESFHR4F , MIFNIRETEA, HlE0 , Amazon SES £7EK M E 2 HEE R H
FEX IP FEEAMN PE LB FERH, FEEMNIEME ( Hlan , Default (BRIA). Deliver to junk
folder (3% B8 KBB4 SLHFR) 5 Never deliver to junk folder (M & 3% Bl 37 3 BB 44 3T 43R ) )
TEiER.
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tH v B8, F R AR LU R 4

SET LAE R U B FER R AL NES SMTP Rx E 6 8B Faf4F |, B L& 4 AR B Foi4 RixSAHE
ENWHEA, BX SMTP RxWEZER , BSHEBE A SMTP Mx,

#3351 LA A 1 vk BB, - BB 4 TR U 55 B F R 44 R X B AWS Lambda B3R, MUMEE R IX B FaR4EE 3T
432, BHX Lambda WEZEE |, 1§50 AWS Lambda FF X A R,

LT MR E CANfaT 4L 32 i h B8 F B X TRAMN |, BERHEAMBAAEAEX AR LT HREZ

o

BHE R

%ﬁi&ﬂa ﬂﬁl_IEEﬁum$£Zil_qialmB#F

i B B, 7 R 44 B F AR, EARKE , HET2BHX
A RIER,

KA IR [E] AR 44 e B BFHREE  MRGEABHMEERMELTS
TFHRHFHYE B

B E SMTP Mx BEfERN SMTP MX&I% 8B FHR#.

1217 Lambda EREBFHF 2B AR , Al FEp 4 RiE

F| Lambda BRI 1TALIE,

AR AT AR

B ERE AN AT R T E B FER At |, S ESR —AE THAE R R, EXEKXRK
B8 TE AL P B2 A T B BB F B4t ko

EHEARMBHEAEXHERAATERNZ— :
- BFHRHHbhE 5 AN FER Rtk PUEE ; g0 -
mailbox@example.com

« B 5ZEZ THFRAE B FaR 4tk PR ; il

example.com
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- BEMEEZEREME FEZ THAE B FEb4itbit i, BREAFR HIEAAIE ; Fla0

* example.com

- ESEEMEZ TREE FER it e,

® Note
+ AEERMFABBFEARTAEH,

AR —NMANEESHER, BXEZER , FSF AR TR REMN H U B 7 R A R
EO

MR AVGE FERHF R Sender B From SRk SAEME KX PTE |, NN A A LB FERARAN . R
PEE , FFE K EL Sender #biit, MRIZE From 5k Sender ¥k FEEMAMMIITE , N TE
Sender #sit, MREZSNEFEAFRAEAETERAN TE , 0 =ZAH A T Fr = E U Ao

W0 R vk B F ER A P Y I A Sender X From #Rk SRR ITES |, UIHF 52 A vk BB F BB 47 A
e MREZSANEFEHRAREAETERRANTE |, UEAHN R A T Fr =R B Ao

MRS ANFNTE |, WA AR AN AV IRIE. Hla0 , #3445 E B F iR fr b ik AU B L B RS T 5t
NEBEANFHMM, MRS IMANEFHRNABEGE  NNAKRZRENERE, Fl20, Drop BELET

Bounce #&F, BIERL KIS EANFE A UA B 7 B A 4R 45 0 H Uh e - B 44 50 I 45 4 b 31 HH B9 I e
R

® Note

EOREREBMN K AERX K Drop 5 Bounce BRAEMANIET , gD, BANIMLE
I ] BE 2§ B 2 A VAR F R RIEIK,

B 22 &8 iR 4 7 AL

B RN RN RER A T2 AFME HEB FofF. S EEEX TR , XERERER.
FTHY B F BB AR SA AL R 3L BD A 3K
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B2 & 7 EB AR AN

1. TF Amazon WorkMail ##|& , FitH : https://console.aws.amazon.com/workmail/o

MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IKX
., BXxEZEL , 525 (Amazon Web Services — &5 %) Sy XEFiH S,

2. ESMBERT  EREAR  RRERALNEN.
3. HESMERFERAL{RE,

e HRALQIREREHER—HRTIF, ERHAET , EUAIRABRREEAN, ATHER
UiER T 204 6 2 X F AL

k= DN

-_—

CIEBAWEANET R , REIEFIR,

2. EMNZFIESR | WAKE—MEFR,
3. ERET |, THIRHER -TRE, IRPHVENNEHETERE , BELIRETHRESHE
%,
® Note
MRBIERIZIT Lambda 21, NS EREMEBEH, BXxEAXEEGNER | ESH
T—#84 : 73 Amazon WorkMail Bt & AWS Lambdas,
4. ERHEATE MU T | WA ZEN AN &4 At
5. EBFrEEMIT | WA BAREME FRB At EZAS,
6. EFEBIE,
/12 H uh

1. EFHEHNET |, REEFE,
2. EANBFMES , MAME—RIBER,

3. BRET |, TIFFIRAEE-TRE, JIRPHBINEBITEHE  FEERE THESE
%,
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® Note

MRBIERIZIT Lambda 21 , NS EREMEBEH, BxEAXEEGNER | BESH
T —£B49“H Amazon WorkMail Bt & AWS Lambda’,

4. ERHEABH U T , WABRR G AN EFHR4FH N ESAS,
5. HBMREEU T , MABKB RSN E FER btV ESAS
6. EEIE,

BT LU ISR R A FT R FEBERAN ., BXREZEE |, HSH N B F oA RN,

YRR B TR R AL

BUHETFEERE TR — IR STANEER | FMAILURER FERAERMAN . AEDFHNSRER
T A& ATE H 8B Faf i,

Ym 55 B FHB AR R AL

1. 3TFF Amazon WorkMail #2#|#& , WL : https://console.aws.amazon.com/workmail/o

MREE  WUEHR AWS Xig, EEHABEOWIHNES | ITHERXEGIR , AREERE—IK
B, BXEZEE , 30 (Amazon Web Services —fx5%E) H# Xigi i Ko

2. HESMERF , RRAR , ARERALNEN.
3. ESMERFEFALKRE,

BeE R A QIR E R EH B R —HIET R,
4. EFAEFI L H SR
EREF RN Z LN RIERE , ARERREE,
6. BREFEEINFH-—IHSTRE , REERRE.

o

N Amazon WorkMail Eti& AWS Lambda

EAIEAD vk 8 F a4 AR AN A E FHIZ1T Lambda 84 |, LURF SN PTERY BB F R 41& 3% B AWS
Lambda BRI % 1T,

M Amazon WorkMail F#JiZ1T Lambda 2/ERY A T Bl & # 1Ti% 1%,
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B41Z1T Lambda B &

HERIETARESHRAN CE Y B F o2 B , ST FoRFZiELS Lambda BIBGEITAE, £
P E B S R ee FoR R . 1808 o] BUE X A [E] B 6 ) SR ABI42 35 A Uh S HH Bh B8 F R 43R Blan | £
1% % Lambda BIAY M AT BARE 1E BRk R F R AV 4235 . M BRER AR SR ISR A A

R 4$1E1T Lambda BiE@

HRIETARESHRAN PCE Y B FERAFAT |, SAF UL FERFZEL Lambda BB ITALE, WEE
LR FHBHEE | AR TREA LS H B FER AR EIREES.

FHiEREASREEZRLFSME , #%F) Lambda EBMBHX REPDE AR vk Fp4- B4
M TElE, SETAERTHRERNERY ID KiFE B FHENEHBNE. BXESEER , E5H A
AWS Lambda RFEHEANE. BXREFHHEBEHNEZFEE , 2K Lambda BAHIE.

BERAGMBEBEFHERANNEZELS | FSREEBEFHER. X Lambda WEZER | &
2 AWS Lambda FFA A R,

(® Note

B8l , Lambda B FEB4RMNN S| A EFrELER Amazon WorkMail E4R M EHY AWS X5
AWS ik FF 1 #9 Lambda B,

& AF Amazon WorkMail B9 AWS Lambda Al

EFF 5K AWS Lambda 5 Amazon WorkMail 58 EH , BATEIUER WorkMail Hello World
Lambda B M AWS Serverless Application Repository SBBE|EIIK ., ZRBEEFRESLENE
BRANEEENNER. BXxEZRH , 55 GitHub LK amazon-workmail-lambda-templates 7%
FEo

MREEZFAEB DK Lambda EER , A7 H AWS Command Line Interface (AWS CLI) B & X
BRo EUTRBIGESH , BRITUTRE -
* FF MY_FUNCTION_NAME & 7&K Lambda BEH & .

« ¥ REGION E# N &K Amazon WorkMail AWS XiZ, AT Amazon WorkMail X158+ us-
east-1[EXERZ ( BEFREMILER ) ]. us-west-2 [XEFEEB ( HEXM )] F eu-west-1 [K
MEX (BR=) 1o

« ¥F AWS_ACCOUNT_ID BN &M 12 2 AWS IKF 1D,
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« 43 WORKMAIL_ORGANIZATION_ID Ei# N &K Amazon WorkMail A48 ID, EaLAEALTIE L&
AOx N+ EHENZ ID,

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID

BxEH AWS CLI WEZEE |, 1§51 AWS Command Line Interface A 18/

Bt & [ 1=1T Lambda N

EfREELZE(T Lambda MM , iFFEAIZEIT Lambda BEQIZER S FER4ERMN  REETPRELSEITE
EE, BXROIBEMUERANNEZER , BSHECIEL FERH RN,

ETRES AN EIERE , FH I Lambda Amazon &R (ARN) HELE LA FiEW,
Fallback action (BB /E

£ Lambda E#FE %2178 Amazon WorkMail R FHRE, MR KIZE allRecipients ¥r& , itk
BEBERT Lambda MR & R E ARG A, BEIRBEFEER S —IN Lambda 24E,

Rule timeout (FNIEEET) ( Ao Eh N EAL )

—ANEHEIER , AR Amazon WorkMail o3& A Lambda BER , N EZE BN ER LR, £
LB 18] B 45 SR B FRZ A Fallback action (R 24E).

® Note
[121&1T Lambda MM X5 * BIR5RM,

Lambda B4 IE

FERAUTEHHIEML Lambda BB, BIENEINHFRLEMAE , E4EBURTF BT Lambda EEEY
WIBIBS,
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"summaryVersion": "2018-10-10",
"envelope": {
"mailFrom" : {
"address" : "from@example.com"

},
"recipients" : [
{ "address" : "recipientl@example.com" },
{ "address" : "recipient2@example.com" }
]
.
"sender" : {
"address" : ‘'"sender@example.com"

1,

"subject" : "Hello From Amazon WorkMail!",
"messageld": "00000000-0000-0000-0000-000000000000",
"invocationId": "00000000000000000000000000000000",
"flowDirection": "INBOUND",

"truncated": false

=4 JSON Z 2T HIE,

summaryVersion

LambdaEventData WA S, NHEIE LambdaEventData R#HTH/E TN RN E XS |, Ik
BFESEH,

envelope

BFEHAENEY  HPaFUATFE

mailFrom

From (R#FA) it , ©EEERAIAEFERANASWEFERFibit, MR ZAFUEMBRAF S
NHRREAMAF RIEEFERH , M mailFrom FBIR B IR H &35 B BB /Y A 7= 89 B8 F lif 4+
ek , WA RRERR A AR B FER bk,

recipients

U4 A BB F Rt B HIR . Amazon WorkMail RX U A, WiEHKZix,
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® Note

X F AL FEBARAN | W RDIFEEEHPRIZEHNE Amazon WorkMail AL A
WATEE PR KRH AN, Lambda BB SEN EHEANEA SMTP LiF#HTEIMBAA |,
BUWHANFEFHHZ SMTP NiEHRHKRHFA. TEEEEATEHA WA

sender

REREMA P REBFEREH AP E Fif4ibat, RERKREMAF RSB FEHA4REILT
B

subject

B ERIT. el 256 NF ARG AR BT

messageld

£ Amazon WorkMail Message Flow SDK B F i/ 8 8 T BB 4 SE B N BRI HE— 1D,

invocationld

Mt — Lambda A ID., 27 E— LambdaEventData % ;X8 A Lambda B#ket |, It ID RIFF
T, ATRNERHABREE.

flowDirection

SREFRREETAI S , B INBOUND (A %) 3 OUTBOUND (%),

truncated
ERATABARD, MAREBITRKE, HH true i, AT K/NDNEN 128 KB By LR |, It A
FIRSWER , AEFHERE,

B4z 4T Lambda Mo 372243

M B EEHiZ1T Lambda RIER B FEBA AN 5 A b= H 34 BB F #B 4 PTELAT , Amazon WorkMail =
EABEN Lambda MEHZFEWE , ARBX B FH4MITRME, Lambda MEBRIETIE LR
REIME | ZEWEHIE TRE, BEXE, BRASBUUAREREZAOREA,

LT RBIERT ELHIEIT Lambda @RI, M EATF Lambda BRI RIZIE S M o

{
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"actions": [
{
"action" : {
"type": "string",
"parameters": { various }
.
"recipients": [list of strings],
"allRecipients": boolean
}
]

g8 JSON & AT ¥z,

action
EH R ARITHIRE,
type

BEXRRE, WTFRSLSIZ(T Lambda 8/ , TAIRER/ESRR

AL ESR B2 FE BOUNCE, DROP DEFAULT. BYPASS SPAM_CHECK #
MOVE_TO JUNK, BEXxEZEE , {55 AdL s Fap4H N2 4E,

H UGN 42 B A FE BOUNCE, DROP #l DEFAULT, BXEZER |, 51 HiLB FEEM
R 1E,

parameters

HtRES . X BOUNCE BREXEEHNEE R bounceMessage A string H JSON FH K,
LEIR E B4 A T 6122 B B F R 4o

recipients

B3t ERITIRIEA B F Bt at BB R, AICAERRLRNEFT WA |, BMEXEFHIBGEARTETRE
R A RPEE, WMREER allRecipients 9 true , M FFELFER,

(® Note

LN AV FERA A Lambda #4ERT |, BRBERMK B RALMFUE N, FUF AR
#6539 BCC (BH¥IE) AR NEIEAIH
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allRecipients

WRA true , NFHRERN A FTFFE Lambda MR H H 45 ERELD R FTE B A

B4 =T Lambda B 4ER &
% Amazon WorkMail 8 Lambda EE¥# 1T[E 11T Lambda B1ER , FEUA TR :
« Lambda EIEUAIIE 15 AT | BFNRFER A RMAER,

@ Note
RN EREREREENIN B ERBELEM.

« Lambda EREIM N A & K LKA 256 KB,
- MNKZEAETE 10 MNE—RE, 10 PMAANIRERSZEER Fallback action (ERZRE) WA R,
« Y5 Lambda ER¥& % /L 1F 500 MR A

* Rule timeout (M NEEY) WERAKERN 240 25, MREEMNHF/MERN 0, NFE Amazon WorkMail R
AEREEZTHITER,

[B%121T Lambda EEXMK

MR Amazon WorkMail B F451%. MWK Lambda B M7 %18 A &M Lambda BE , NI
Amazon WorkMail 2 AEHERN AXER AR , XBRELEERER  BRHNBERMNETH. R
& , Fallback action (ERIRE) SR A T8 FEBEMIPTE RGN, BXEZER , BHSH BERDEZ
1T Lambda # M,

[F5121T Lambda M R 7R 45

UTRBIETRT ERELIZIT Lambda a5 #4545,

Example : MEEF B4 il BR 18 TE B9 L 4F A

LU RGEER T AT M EFEBH MR ARRIZIETT Lambda TR 559

"actions": [
{

"action": {
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"type": "DEFAULT"

I
"allRecipients": true
I
{
"action": {
"type": "DROP"
I

"recipients": [
"drop-recipient@example.com"
]
}
]

Example : iR[E BE X 8B FHB4
LR RGERT AFIERE B E B FHBHMI RS 21T Lambda MR £ H,

{
"actions" : [
{
"action" : {
"type": 'BOUNCE',
"parameters": {
"bounceMessage" : "Email in breach of company policy."
}
},
"allRecipients": true
}
]
}

Example : U4 AR DNE] B F R4

LU RGER T AT R AR INE B FER IR 25E1T Lambda WARIAYEEH . X NS EHT R FHR 4
M To (¥ A) = CC (Hix) FE&R.

"actions": [
{
"action": {
"type": "DEFAULT"
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1,
"recipients": [
"new-recipient@example.com"

]

},
{

"action": {

"type": "DEFAULT"

},

"allRecipients": true
}

]

BXRERNIEIT Lambda #ELI2E Lambda BRI EFEANEZ KRB RH , i5ZE Amazon WorkMail
Lambda &R,

B3 Lambda 5 Amazon WorkMail £&EHANESZER

AT LA A A% Lambda RV BB FEREFN B AR . BXEZER |, BSH £H AWS Lambda
KEEERNE.

£ AWS Lambda BEHERR

R E AWS Lambda BEEAETE Amazon WorkMail By 88 F 8R4 G |, & LLiA R A Lambda &b I8
MW FEHFHNTENE. BXTHRERERT Amazon WorkMail ) Lambda WEZER , SRR
Amazon WorkMail Bti& AWS Lambda.

Ei B FHAENTERNS , B Amazon WorkMail Message Flow APl F (Y
GetRawMessageContent #4F, AARZRIES Lambda BERY BB FHR4F ID £[@1% APl RixiE
Ro AT, Z APl 2ERABFERHHNTE MIME AB#H TN, AXEZER , 25 (Amazon
WorkMail APl &) ®H# Amazon WorkMail & FHB#57io

LTRRGIERT A Python iZTATHMER Lambda BN REENVEB4FR R,

® Tip
R IEE %45 Amazon WorkMail Hello World Lambda B M AWS Serverless Application
Repository SpBEEHWIKS , MRELXELNIKS P IE— Lambda &%k , HPIEFRELY
ENRBENNR, AfE , BULUREEARFFILFEFFMNE lambda B,
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import boto3
import email
import os

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)

parsed_msg = email.message_from_bytes(raw_msg[ 'messageContent'].read())
print(parsed_msg)

BXRENEHPEEARN DA EZNEZEM R , HSHE GitHub £B amazon-workmail-lambda-
templates &6 &

(® Note
& L 8EME A Amazon WorkMail Message Flow AP i [R14% 5 P Y BB F BB 4, & RAETE BB 44 & 0%

IEWE 24 PR THE. BLURER N HEAFERFE TR , 56 HA Amazon WorkMail 32
BHHE Mz — |, H17n IMAP 5 Exchange Web Services (EWS).

fEA AWS Lambda EFHFEHRE

BER Y AWS Lambda EECREE B FHRERIG , B LUEA Amazon WorkMail Message Flow API
i PutRawMessageContent REREFEHMP WL FIHFRNS. BXFHFERER T Amazon
WorkMail £ Lambda BN EZER , FSHEERDIZ(T Lambda BN, BXZ APINEZER ,
2 PutRawMessageContent,

(@ Note

PutRawMessageContent APl Z£E boto3 1.17.8 , & BT LA[E Lambda EREBURIIE . ETEH
IE#HY boto3 WA , i H GitHub £ boto T1H. BXAMENELEE , BEHRRERK
UERRE.

THR—NRHIZE : "LayerArn":"arn:aws:lambda:

${AWS: :Region}:489970191081:1ayer:WorkMaillLambdalayer:2", fEIREIF |
fF ${AWS: :Region} BN EHM AWS XiF , & us-east-1,

EEE R R 1.0 127


https://github.com/aws-samples/amazon-workmail-lambda-templates
https://github.com/aws-samples/amazon-workmail-lambda-templates
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
https://github.com/boto/boto
https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-using
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@ Tip
IR E 5 ¥ Amazon WorkMail Hello World Lambda EEZIM AWS Serverless Application
Repository SPZ2 R EWKF , M RESELZNKF PEIEZ— N EASERFEMNEL Lambda
H. AfF , BUIUREEARFFLSZERNE lambda B,

BENBEEATILR
- £ GetRawMessageContent APl R ZRIGHHRNE. BXEZFEE , S £/H AWS Lambda
RZFHERNS.

- REBRBHHEE , FEXMIME BB, TG , B4 L& ZIEIK S FE Amazon Simple Storage
Service (Amazon S3) F# . H{R S3 FHEBFERSEHM Amazon WorkMail #EHEEIH AWS Ik
P, #EeERASEN AP BAMERKN AWS XiF.

« EfEf Amazon WorkMail & 3B1ER |, B8 S3 FEBLANEE ERM KRS S EETHE S3 WK, AXE
%S5 , 3% Example S3 policy,

- £ PutRawMessageContent 5 #7/5 R HB 44 & & 3% E Amazon WorkMail,

(® Note

PutRawMessageContent AP| AT#{R ERTER4FHY MIME A B RS RFC #REM K
RawMessageContent BiER B R R IR, 15 A Amazon WorkMail A 428 B8 FHB 4R H R &
EFExLirfE | it PutRawMessageContent APl ATRELIELE T, EXMERT , &9
DNEFERENFEIRER , THREXNARIAMEAEENESER,

Example S3 K& R4l

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "workmail.REGION.amazonaws.com"
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},

"Action": [
"s3:GetObject",
"s3:GetObjectVexrsion"

1,
"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

},
"Bool": {

"aws:SecureTransport": "true"
},

"ArnLike": {
"aws:SourceArn": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/WORKMAIL_ORGANIZATION_ID/*"
}

LR REIERT Lambda EREGNAI6E A Python 1217 B B #4% % 0 B8 T BB 4R 9 £,

import boto3
import os

import uuid
import email

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
parsed_msg = email.message_from_bytes(raw_msg[ 'messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/
amazon-workmail-lambda-templates.
parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")
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# Store updated email in S3

key = str(uuid.uuid4());

s3.put_object(Body=parsed_msg.as_bytes(), Bucket="amzn-s3-demo-bucket",
Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "amzn-s3-demo-bucket",
'key': key
}
content = {
's3Reference': s3_reference

}

workmail.put_raw_message_content(messageld=msg_id, content=content)

BXRoWMERMPHENABTHN A EZNESZ RG] , S GitHub £# amazon-workmail-lambda-
templates & B,

EIEX Amazon WorkMail Message Flow API B [d]

£ AWS Identity and Access Management (IAM) K E& & Xt Amazon WorkMail Message Flow API
MG,

Amazon WorkMail Message Flow API A T &8 —&®FRER | BEEP L T4, SEHERPHNLET
19 BB 52 XERHIME— Amazon EIRA R (ARN),

UTRAIERT EERPRE 7RI ARN BViEE,

arn:aws:workmailmessageflow:region:account:message/organization/context/messageID

ELRRHIH , IERNFERUM TR :

- X1 : &8 Amazon WorkMail 42 FFTER AWS XiF,

« K : &K Amazon WorkMail 4A42 89 AWS K 1D

- 441 . 8 Amazon WorkMail 4A4R 1D,

o ETFX : ERBHERAKE (incoming) BIVALR | ERMNEBHWHALA L (outgoing).
o BB ID : fESN AR Lambda BEREY ME— BB F#B4E 1D,

LT RGI2IEEE B P E A B FHR4XERA ARN BY7R4) ID,
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arn:aws:workmailmessageflow:us-east-1:111122223333:message/m-
nlpq2345678r901st2u3vx45x6789yza/incoming/d1234567-8e90-1123-456g-hjk71lmnop8q9

BA[LATE IAM FIFBY“Resource’ 8o HfFiX e ARN AERIR , LEEBIE 3 Amazon WorkMail
BBV A [R] .

3+ Amazon WorkMail BR4E575 15 R B9 =61 IAM SR B

AR RBIREEE IAM SRR T X8R AWS K P &84 Amazon WorkMail 4B 4R B9 Fir A A UA A H B4 BR 4
AY 52 REA R BR

WMRIEH AWS IKFHRESZSANAL |, NETLLFEH R NRRHEIZ —PNHZANAE, MREL Lambda B
BNRATEEALR , ST AR IhAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"

1,

"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/organization/*",
"Effect": "Allow"

}

BRI R EE R A E (incoming) WA LERMNENALA K E (outgoing) , EBERFXIHEMN
HEIRR. EHITIERAE , i5E ARN REAREA incoming 5 outgoing,

AT R ABI R BSR4 & B LR E B R 1A B A PR .

JSON
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"Version":"2012-10-17",
"Statement": [
{

"Action": [
"workmailmessageflow:GetRawMessageContent"

1,

"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/organization/incoming/*",

"Effect": "Allow"

}

LU RGIZRREE 1AM SRR F X8 AWS K 84 Amazon WorkMail A2 K FrE A S 1 H sk BB 4
S IEREAEF I RRR,

= B8, AR 440 57 H |
EREHAHNEE , B0 LUK ZE B X 45 E BB F BB 4 b REUAT LR 4E,
1=, BB R4 7 A )

1. TF Amazon WorkMail ##|& , FitR : https://console.aws.amazon.com/workmail/o

MRBREE  WLER AWS Xig, ERFAEOMBHESD | ITHFERRBIER  REEE—IX
5, BXEZELR , 525 (Amazon Web Services — &5 %) Sy XE %S,

2. HSMERF , GERAN  RAREERALKNEN.

3. ESMBHEF , FKIXIER Organization settings (HR1ZE) M Inbound/Outbound rules (A dh/H ¥k
AN,

4. £ Test configuration (MiRELE) 5534 , W AENHE K4 AU A B STEE B F R4 sk,
5 ®EMNR, NERERIRMRY B F R4tk RENHIRE,

il B B, 7 R 44 57 A0 U
EIEIBREE FRBHERAMN G , EHRIZEIN A,

1l Bk B8, % BB 44 57 AR I

1. $TF Amazon WorkMail ##l& , ML : https://console.aws.amazon.com/workmail/o
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MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. ESMERT , BRAQR , RAREEFREALNEN.

3. ESMBEHH , KIXIER Organization settings (HR1ZE) M Inbound/Outbound rules (A 3h/H ¥k
),

4. EFEHN , AFEE Remove,
5. EWIARTAET , %&#HF Remove (HIBR).

X% A B FHRFH1T DMARC KR

B FEREE A A RS (DNS) iERKARE R, EMNAURFPENAFEIERLNRE |, HlKTR
FMEHE, DNS ERBEZHEETHNERHFHRIE. REN - (DMARC) 1Bk , XLEIERKH
REBFHHEFIAEIRE. DMARC iBRBER THEE B TR KRBT DMARC RERFTER
ITHVRER R, B UEER RN RIEL ENALME FHR4Hn1T DMARC KR,

ZIAMERT , #8 Amazon WorkMail A4 4B A DMARC #1117,
/2 A DMARC #97

1. #TFF Amazon WorkMail #2#|& , MiLR : https://console.aws.amazon.com/workmail/o

MREE  AUERAWS XiF, ERFIAE0MBHESD | FTHFEBRXEHIR , REEE—IKX
B, BXEZELR , E5E (Amazon Web Services —fi§5E) iy X5k 2o

2. ESMBENRT , EBRALN  REERRALNER.

3. ESMERPLEFELRE, HWITFHIAAAREREHE R —AETF,

4. 1% DMARC T+ , REERRE.

5. ¥ DMARC #ITBRBIE“F B LE,

6. EHEKEIA , FF/Z DMARC HITHHEL S BUE A B FEBHFEMIRRSEE , E4BURT A4 ANSE
Bl & 510 LA,

7. ERRF.

# A DMARC #4T

- BEBE-HoPHTRIEE , B8 DMARC RITERBI B XA E.
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fE A B FRR -S4 B RiC KRR E DMARC #H1T

/5 i DMARC $\{T Al BE &5 BRI B, F HR 4F 4R i BR SR AR 10 R e , EABUR TR 4GANAERER
B, MREAHANFBEFEHHEESE R , ENWAF TR EBREEBFIYt. EREFRERKE
HLHAPHEBETFER |, BT LR Amazon WorkMail AR B AR FERHEHAEIRR. RE , TR
K AHK) DMARC SREE L H 15 A B FRR BB B FH4EHAE

EEHA B FEHEH BRI FERIEE DMARC 11T 281 , i51E Amazon WorkMail #2#l & & /3 F 8B FHi 4
EHHEHFRILEFE. ATESANAEEREE , BEICEKEFRHSESHNEREE —LatE, BEXEZEEN
B8 , S H the section called “/5 & FEf =4 B EIZRK".

£ 88 FHR =4 B R 12 K IRER DMARC #1T

1. 7E CloudWatch Insights #HI AW AET , EEN#HF,

2. XNTFEBEAEA , & Amazon WorkMail HRK BEA ., Hlan , /aws/workmail/events/
organization-alias.

ERETHNEER,
Z1TLAT & : stats count() by event.dmarcPolicy | filter event.dmarcVerdict == "FAIL"
5 &EEEZTEN.

BRTUNXEEHREBENIER. BRESER , FSRLIRIERIFILES.

PriceA 4R
Eid N Amazon WorkMail AR & RN INFRE | Baf L -

- X2 AWS Ik SR AREE 125 A PRAHR,
« B Amazon WorkMail A2 %R ZM0ZE] AWS Identity and Access Management (IAM) X PR 3 #&
BEAH Resource Tk , BHEIN X LR RN HE,

B X Amazon WorkMail #IRENRNEZEE. , BSHAAR. EXETHREREHHRNEZEER | &
S ET Amazon WorkMail 75 #9Z o

Amazon WorkMail B3 & 7] LLE A Amazon WorkMail 3241 & H A LR INFFZ,
@ Amazon WorkMail 48 8278 inFR &

1. $TF Amazon WorkMail #Z#l& , ML : https://console.aws.amazon.com/workmail/o
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WMRFE , TUERAWS Xi§, ZRFEEOMEHNESD , THFEEXESIR , AREE—IKX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. ESMBERP  EFRAL  ARERFRALNER.

3. EERERZ.

4. XTF Organization tags (AA#RZ) , B Add new tag (RINFTIEE),

5. ERF , MANRRIRENE T,

6

7

8

( @i ) X F Value ({B) , S ARZHE
(it ) EESR 4-6 UBALFNESITE, KSALR 50 MFZ,
i RiF UMREFLENER.

A LATE Amazon WorkMail 4] & B EHLRFRE,

FEAREALAER AWS FF & T B85 AWS Command Line Interface (AWS CLI) #&
BAR, BEXEZER , HSH Amazon WorkMail APl &5, AWS CLI i 55 E HH
TagResource, ListTagsForResource #l UntagResource @5,

o] LAMERT 88 F8 Amazon WorkMail 32251 & M4E 43 il R AR
M Amazon WorkMail £8 45 & il BrFR &

1. 3TFF Amazon WorkMail #2#|& , Wit : https://console.aws.amazon.com/workmail/o

MREEFEE | WJUERAWS XiFl, EERFHAEONBHESR | ITHFERXEIER , RAEEE—IX
5, BXxEZEL , 5255 (Amazon Web Services — &5 %) Sy XE %S,

ESmBEED , ERALN K REEERAEALNER.

EERE,

¥t F Organization tags (HRFRX) , LR EM BRAIRZEZ L H Remove (HIBR).
1% Submit (1BR) AIRFENER,

o ~ w0 D

58 A U7 [ 428 o 50

Amazon WorkMail B9 B2 EIFN 25 B8 R S s anm e EA LA P NEL A RT3 Amazon
WorkMail 8915 B4R, 4 Amazon WorkMail AR 398 —AMNERIATF RIEEEIF N | &N @74
LAWAERFNENACKR FEREHRNER , FTEXERAFEANFENNE IP thitfnf, EEA T
PURBEIAM NS E RN B AN, 7500575 0 =i BR )
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/A Warning
MR EE A MIBRA LB FTE TR EFN , N Amazon WorkMail fFE 1E X 4B 4R BB RV PR B 1
LTS

EE R ANARBREATRA AR VFSIEL T RATHRHRGF N
o M AT EERFER . REIZHE
Autodiscover, EWS, IMAP, SMTP, ActiveSync, Windows kix Outlook 1 Webmail,
o IP it - AT iHEIERFERY IPv4 CIDR SBE .
« Amazon WorkMail A/ : RALKHP AT IHEHENRAF,
- BElge RALATDATHRMENEN AR, BXESEERE , B3R EEENAE,

BRT AP REBFEM X HRNR 2/, EBRELNAHREEHAN, BXESEELE , 25 (Amazon
WorkMail FiF8rg) HAY 5 BB FE AN BR M T = ST SR A U R AR BR o

(® Note

« /B A Windows kix Outlook Ky BIfXBREY , 221X [E RS A Autodiscover Fl EWS #Y 17 [E]4X
PR o

o THEEFIMNTEAF Amazon WorkMail ##1 & SDK 15E, EHA AWS Identity and
Access Management (IAM) A% KK, EXEZEL , 3R &H T Amazon WorkMail
89 Identity and Access Management.

B 22 15 [a) 422 I H
M Amazon WorkMail 3 &l & £ 22 57 89 17 (7] 32 %5 0
B 222 7 89 175 18] 42 &1 5 )

1. $TF Amazon WorkMail ##l& , ML : https://console.aws.amazon.com/workmail/o

MREE  ALUERAWS XiF, ERFAEO0MBOES | FTHFERXKEHIER , RAEEE—IKX
B, BXEZELR , F5@ (Amazon Web Services —fi§5E) iy X5 ik 2,

2. HSMERT , GERALN  RARERERALKNEN.
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© @«

i%#& Access control rules (V5 E/3Z=EIFN),
EFIEMN,
¥t F Description (3iR) , i AH N AR,

Xt F Effect (RR) , &#F Allow (72¥F) T Deny (£4), XFBFEEET —SPIERENFHARAF
IEL T,

XN THANNATHFEATRANER... , ERENATANBSRS , fl , SSHIEREENH
W, IP ik, APESELNAG,

(AL ) WR@A P HUSEE, ARRELNAS | HREFMLUFERINEHMU H,
priz=gnlfe BRI

Y 28 17 (] 422 AR AL

M Amazon WorkMail 2 &l & 4miE #TEY R ER AR A [RIFZ SN 6

Y5 58 177 () 222 U0

1.

N o o bk~ W Db

$TF Amazon WorkMail #2&|4& , MR : hitps://console.aws.amazon.com/workmail/o

MREE  TLUER AWS XiF,, FEFHAEOMINES | FTHERXEYIER , AREE—IKX
B, BXxEZEL , 5255 (Amazon Web Services — &5 %) Sy XEFiH S,

ESMERSD , ERAN  REEERALNER,
i%#& Access control rules (V5 E/3ZEIFN),

R ERENAN,

1%4% Edit rule,

BREFEEREER, MRMEH

ERREFER.

/A Important

ERGEANS , REENBETEEEL DS REBRERMAN, FLeiiE | 75E 2 &0
ERFEE IR A RES AR - T, BR , ENEHMANE , BLUNEIEBHNTH. B
KNHAANNEZEE , BERT -2 FNEXRLT R,
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M= 17 1] 422 i A0 )

ETRRINMANAALNHREZESIN  EFM Amazon WorkMail 2= & & MK H 0N,

A 348 20 Y 15 R 42 R L

1. 3TFH Amazon WorkMail #Z#l& , Wit A : https://console.aws.amazon.com/workmail/o

MRTBE  WUEHRAWS XiF, ERHEHAEAMITHES | ITHFERXKEMRER , REEER—
B, BXEZER |, F5% (Amazon Web Services —figZ£) &y X% =,

ESMERD , ERELD  REERREHALNEN.

1%£$# Access control rules (V5 R HIFLN),

1£$E Test rules (MEXHN)o

X F Request context (IR ETX) , &R EM LA
5tF Source IP address (JR IP #idit) , S AZNRXEY 1P et
NFERKITE , ERERNENEHNAFRSIEUAE,
ERERNENENAFIEL AR,

EF R

© ©®© N o g bk~ 0D

Mt 5 RAF & RE Effect (XR) To
AR Bk 15 1a] 428 61 50 )
M Amazon WorkMail &1 & PR B EEZMNHRZHIFN,

/A Warning

REIE G MIBRALWIFTE AR FF N , W Amazon WorkMail fFBE LE X3 4R LR B FEI FRE 15
=18

T R 75 1) 422 5 9 J

1. FTF Amazon WorkMail ##l& , Mt} : https://console.aws.amazon.com/workmail/o

MREFE , ALER AWS Xig, ERFAEOTNBHES | ITHFERXEHER , REERE—
B, BXEZEEL , 551 (Amazon Web Services —fi¥Z&) i Xig %=,
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2. ESMERT , RRAQR , AREREREALNEBN.

3. i&# Access control rules (VG EI3ZEIFN),
4. EFREREREOSN,

5. i%3% Delete rule (HIBRFM),

6. IEFEMIBR,

R (& MR 8 AR B R B

BRI LA Amazon WorkMail 4R EMRER B R, RERBSELEENBEREEMNAFHRFE
FRAfIBREE F B4, BROTLUEREN AR ERIEEBFE SR, A | ETSUER R B N TR K%
BEFEMNRERE, EREEBNATENALTNFERFMBMETNIEEX SR, AFRPTREBEER
BERRE,

R B HRFE 1R B SR

1. ¥TFF Amazon WorkMail #Z2#|& , MiLR : https://console.aws.amazon.com/workmail/o

MBEE  fUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&#5E) iy XE %S,

2. ESMERP , BREAL  RAFEBRHALNER.
i%# Retention policy (R K &),
3 F Folder actions (X #* k) , EETEERBPNWENBREM4RED |, %£1F Delete (HiIBR)
& Permanently delete (K A MlBR).
W ATERIBR B F BB Z BTG B FER R B E BN B FE S K R R B
HEERF.

B 48 PEIRAALN ARERRE, NREFMBRIIHFRIEIE , AP ATLAM Amazon WorkMail Web
NARFNXENEZESRIRE CMBRA B FoRE ., RIEFRKAMBRIGRIEE |, N FapEEMERG
FILERE,

RERBREDENRHBETHENCIR, BB BHEE. S, MRFFREE—FEMERAE ,
T Z R EERFMIEBIZ1ZTE | LR ZIE REURE 2 BBITERERE. ©FAZRERE RN BH
OEAT
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{5 13

&0 LU Amazon WorkMail BLE AR BENE |, Al LUSENE RALWERIAE , HEHERT
Microsoft Outlook BY B3 X,

F&:
o IR

o MRRIE

- EFEIAE

- BRBZIRILURB RS

- REESHORK

- {£5 SPF Xt &8 FHR it 1T H 3K
- EEBENX MAIL FROM 3

AR

B & Z ] LA Amazon WorkMail 427581 100 M, ERMETHEE , Amazon Simple Email Service
(Amazon SES) RKIXERMRE S B3R NENE & 7 KM, X Amazon WorkMail 7] LA1A [E] AV 3 HY
P8 Amazon SES KIZZEH A TN E FH4EERRENE, &t LUS B 7 ip 4 E 3E [ 2 /A 25
=,

(® Note

ERBRIERE | BNZNFIEERIN <postmaster@> M <abuse@> K3|&., MREFHEA
LR E R P EBUR A BX L3 2 R BB |, AT BA N IX L5l & ol 2B A,

LMBFEH B EVEE E Amazon WorkMail 4438 |, iEi2{E A XM DNS iU TER :
« ST MX FEZ &I CNAME 2% , RATRBCGAE R E (TTL) EiZEN 3600, WD TTL THE
BRI RS B/ IAELEH MX EXBTBMAESERA IR TRH MX 18,

- SIEAFMBNYE K RERNTBEIERE , BREH MX iBFUTF B[ E FHb4 5 & 2 Amazon
WorkMail, ¥t DNS 2 XM E#H AT sEFEE KK 48 DR,
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- H& DNS REBES A3 FEAMINE DNS EXHN KR, AIEE=

% (I _amazonses.example.com ) HiZ XA LS BEEES (W
_amazonses.example.com.example.com ) , ERFIERKBMPHNHEZES , 7% DNS i ZFHIE
BERAMAR, XEEHN DNS RHEERE , EXEMEZTEREN , FTEENTEE. ©EAM
1F DNS R#trEE mE g E .

. E4INICEEBNELEEB. BIELMFEHAN DNS RS |, HE TR B DNS ie%H,
- BIZ DNS i2X/5 , % Amazon WorkMail #5118 LW RIFER T EFERIPASMIERKE, BXE

EEHNESER , HFZRERBIEE,

« BONBWLEHEEN MAIL FROM ., £3 i0S REBAEHD RN , BATRFHEEN MAIL

FROM 8, BRI LUERFIAWIRBIAA RIS PEE MAIL FROM BHVRS. AXEZFEE , HEH
A& 5 & X MAIL FROM i,

yiIbE
1. BFE AWS BEEHIA HITF Amazon WorkMail #2#|& , Mut7 : htips:/
console.aws.amazon.com/workmail/o
2. MRFEE  TLUERAWS X, ERFHABEOMIHER | FTHERXEIER K REEE—IKX
H5., BXEZELR , 152 (Amazon Web Services —f&ZZ) &y X% =,
3. ESMBERD , REFEALN K AREREmHFNSHNALNER.
4. ESMBEP , EFiE , REEREHFINE.
5. EANMEBREL AR, BREIRAEESESEARNTIE (ASCI) F5,
® Note
WMRIEE —NEE T Amazon Route 53 AHITEEXHE , M MNAATBENETRHT
by hiE R IZIE,
6. IEIZFAME,

BT — N E , EH5IH 7 #EA DNS 125, ZRERERD AT IS

. WA

« WorkMail Eti&

- RETREM

o« BUH T B FERAMEIE
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HPpSNMEOoWMETE —RAZ KX DNS iEF , BRIEZFWME R —MRBE. ATIRERTIEFERK
HEARSE,

TXT FTENX
Verified ( BRI ) — 12 B @7 FKIIE,
Pending ( F4:E ) - idF s RREIE,

Failed ( BEXW ) - TERIEFIEN. IBEXFTEEHTEHFR,
MX WorkMail &t &

Verified ( BRI ) — 18 B @47 FRKIIE,

Missing ( R % ) — TBEEMTIE R,

Inconsistent ( *—3 ) - EEMHIZFFTH.
Sk )

Verified ( BRI ) — 18 B @47 FKIIE,

Missing ( Rk ) — o EfEHTIE %,

Inconsistent ( *—3 ) - EEMHIZFFTH.

® Note

B RURISELSREEI AT RERETER, ZIBLRIEEMNBRNEEIR
B, RIITRE , REFGDHNERIEEZELLER—NEBERIFE, BUNEEREE
EERIEL , EFERTBERIET WL, EXBHLRIANBHNESEE , F2H. BA
Bl R LAR B S

DKIM CNAME
Verified ( BRI ) — 18 B @47 ML,

Pending ( F4:E ) - idF s RREIE,
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Failed ( EXM ) - BERIUEFIEN, IBZRAEERTELR.

BXEZEER , 55® (Amazon Simple Email Service FF X A RER) FHTE Amazon SES
F 5 DKIM X B8 FHB 31T 5 B R,

SPF TXT

Verified ( BRI ) — 18 B @47 FKIIE,
Missing ( R X ) — TBEEMTIE R,
Inconsistent ( *—3 ) - EEMHIZFFTH.

BX SPFRIEMNESEE |, ESRMEH SPF X B FopH#H1T 50 KIE,
DMARC TXT

Verified ( BRI ) — 18 B @47 FKIIE,
Missing ( R X ) — TBEEMTIC R,
Inconsistent ( *—3 ) - EEMHIZFFTH.

A X Amazon WorkMail ## DMARC 2R EZER , i§ZH (Amazon Simple Email Service
FERARIERE) FHEEH Amazon SES #E5F DMARC,

TXT MAIL FROM

Verified ( BRI ) — 18 B @47 FKIIE,
Pending ( F4LE ) - idF s RREIIE,

Failed ( BXM ) - TERIEFFBN, IERATERTEH R
MX MAIL FROM 1

Verified ( BRI ) — 12 B @47 FEIIE,
Missing ( kX ) — TBEEMTIE R,

Inconsistent ( *—3 ) - EEMHIZFFTH.
7. ET—%+ , BELFEHLN DNS REEERELWIRE,
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MR EEH Route 53 15

- ERERE , EHEHE Route 53 FEFH £ ER,

MR IEEAE A DNS 1214

« EFNCFEAFEMETER DNS BT, SAUBtEEF ISR , WA E-EHicRk, B4t
EEHcR , FAREHES, XFEIBR - XHXE , BULURES AR DNS RHEH. E
B—EH1tR , FRERICREMBUNER TR , AEFEFRICFHELTEA DNS REBEH,

8. EERIFEREFNEBRICKIVRES., XFHEIEEMERAKER Amazon WorkMail WigEEZR®
IF#,

Al B 13

HETBEREEGN , ALRERE. B2 , S5 ERBRERZEFEN HE FaRfF it e M ARE
4,

i B 33

1. $TF Amazon WorkMail ##l& , Mt : https://console.aws.amazon.com/workmail/o

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAEEE—IKX
B, BXEZELR , F3 (Amazon Web Services —fi§5E) iy XEE F i =,

2. ESMERF , BRAR[ , AREEFALNEN.
3. HHEIIRP , EPEHBZUNEIRE , RFIEEMER.
4. ERRENEFEES  BAEBROBHRN , RAEEER R,

IEFERRIAE

AL EENALARBRNBRENZALKFAFNANRK NG, E—NMEENRNBETFT2ELINER
FHER ARt
£ —NELA Y RRIAEL

1. TF Amazon WorkMail ##|& , FitH : https://console.aws.amazon.com/workmail/o
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MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IX
5, BXxEZEL , 525 (Amazon Web Services — &5 %) HiXE B HHiH S,

2. ESMERP , EREAQ , AREEFREALNER.
3. HEHEIIXRF , RPEFEANERFLNERE , REEFERENRIAE,

IO EE

£ Amazon WorkMail # & &R INEE |, B4 E#TRIE, BiFEEIAEEEZE , HEEA
Amazon WorkMail 46 Zi3 8 8B 7R 4 AR S -

AT BUBIE E DNS BRSS F B R o0 TXT # MX 12 RRKWIFE. TXT iDRAUFEE DNS RS R INE
B. MX 1IERIEE T 15 ABRH-ARSS 850

B A LAfEF Amazon SES #Z#I& 812 TXT 1 MX i85 , AR/EFEH Amazon WorkMail 12 &l & [ ix L6128
FNINEER DNS RS . HMITUTH R,
BIE TXT A MX i2%

1. FTFF Amazon SES ##|& , MitR : https://console.aws.amazon.com/ses/o

2. HESMERF , ERE  RARERRIEHE,

DU A B R 36 UE T XY T AR
3. ‘EHED , MAERINEES FRIBEN B R,
4. (FE ) MREFEAEERZAFRNERYE ( DKIM ) | EEHPERK DKIM REZIERE,
5. EERBIFLE,

LB R & & E R TXT M MX i2RH 5K,
6. EEMT TXT JIRTHEFIERETEN CSVEEE,
A ERBS AN EE. ERTHUE , RRERRT.
7. IFHTEM CSVXHAEHEMBAR.

BIE TXT M MX i2%/5 , BIRPRFER IS ERY DNS iREtr. U TSR ER Route 53, MREMEH
Hft DNS #R¥Em , BEFHENARMNIEE , BEFRHEERFNE,
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1. BEFXAWS EEBEHSE , HBELLUTMUITH Route 53 EHIH https://
console.aws.amazon.com/route53/,

2. ESMERT  EREEX. AF , BPERIFRYEEDEERE,
3. MERER DNS i2RFxRF , EFF AXE XM,
4. EXEHXHT , FEFNIEERWERXFES, XGIRFEREXFETH,
5. MTRIFNINRKRE , RFEERES A
® Note

REZFE 72 P REERRIETSRE.

FEAER DNS BRERIE TXT iIe%M MX idF

BIAA TRIEEMBEZER TXT 12X 2 E#EH RN ERY DNS RSH. IR EA nslookup TR,
BEIXFMNFEEE Windows H Linux. 7£ Linux £ , &7 LLEA dig.

EEHA nslookup TE , BATEERLIBERN A DNS fiSS5EE. KRG , BANERX LRSS RN
EE TXT 12k, AT DNS RFH[EEEXENBNEHELR , R ETUEX LRSS HFEREN
Ho ESAREE-—EMNES 2EHEE E Mt DNS BRS5 5.

A nslookup WIEEH TXT iEZEECHINZE DNS RS
1. BERENEHRSSR

a. ITHGSERRA (Windows) L& (Linux)o
b. ZETUTHSUIIEHRABELEENIENEMIRSEE. ¥ example. com BN ERE,

nslookup -type=NS example.com

BHET—SHEREF - NEHRSES.
2. RIFRADIEHENI Amazon WorkMail TXT id3%.

a. BITUTHS , & example. com B NENE, , H4F ns1.name-server.net BIRFE 1
SR EMHRS R,

nslookup -type=TXT _amazonses.example.com nsl.name-server.net
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b. #&%E nslookup WP I RH "text =" FHH, BINLFEFERE Amazon WorkMail 13 ]
BNERIERGEATRFEREN TXT EHETE,

EUTREIF | BEEFERN fmxqxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk= #9
_amazonses.example.com By TXT iEF., MREE2EBHEFHICFK , ZTFEFUTEE !

_amazonses.example.com text = "fmxqxT/icOYx4aA/bEUrDPMeax9/s3frblS+niixmqgk="

£ dig WIEEH TXT iBZREBERIE DNS RS
1. ITHARHEELE,
2. BITUTHSLUIHEHNIE TXT 2%, & example. com iR EHE,

dig +short example.com txt
3. EMTHmET , Bif TXT ENEFREREESEAE Amazon WorkMail 24| & 1 2 1RUE & 4 A5
FRPEFENEFEN TXT EMEEE,
£ A nslookup REUFER MX i2FZ SR MEBNEH DNS RS
1. BERENENBEHRRSSS

a. FGBTRRM.

b. ETHUTHSUIEENIHNIEBHRRSEE.

nslookup -type=NS example.com
BRET-—SHPEREF —NEHRRFEE.
2. WIFEEMZRM MX g% :

a. BITUTHT , M example.com BAEHWIE , H nsl.name-server.net B RIE
EL—FSHIRRNEHRRSEZ—-

nslookup -type=MX example.com nsl.name-server.net
b. E@mSHET , Bif mail exchange = ENFREEREESUTEZ—ITH

EEFRD (FFRLMILER ) X - 10 inbound-smtp.us-east-1.amazonaws.com
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XEFES (HEXM ) X - 10 inbound-smtp.us-west-2.amazonaws.com

ROt X ( B/R=Z ) X - 10 inbound-smtp.eu-west-1.amazonaws.com

(® Note
10 AR MX BIETHY B E S LR

£ dig WIEEH MX I8 27 NE DNS RS

1. fIFLwRSE,
2. BITAT @5 EASI AR EA MX 1B,

dig +short example.com mx
3. RIEMXENFHERESUTEZ T
EEFRZ (FFRLMILE ) X1 - 10 inbound-smtp.us-east-1.amazonaws.com
EZEEI (HBXM ) Xifi - 10 inbound-smtp.us-west-2.amazonaws.com

ROt X ( B/R=Z ) X - 10 inbound-smtp.eu-west-1.amazonaws.com

® Note
10 &k MX BEETHBERE LR,

I B PR HEBR
BHEHBIEHERAE , FSHUTRY
#2149 DNS FRS T AV TXT BREHHEA THL,

M TXT IEZBMHPE B _amazonses,
BREZRBIER—/MNE , EFEESNEGHEBHM TXT ik

WRIEH DNS RS A AW EHA SN ERMHEERMH TXT 2% , BEANTHBRGE2— !
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( HE) yu% DNS BR&E AW |, iFH TXT iExZRDBEZMME. #lin , RER DNS H Amazon
Route 53 B , BAILLARE— TXT icRKIREZNME , MR :

1. £ Route 53 #=H| A/ |, EEFELBERIUESE —MXF A HRIMNE _amazonses TXT id%,
2. WFE , £ —MEZ/FIZ Enter,
3. A IMXENE , AERFIERE,

s MREBRAFERIUFH S , MBI RIEREMHPE _amazonses B TXT IBFZREIE—X , A
FRES —RIEKEBMPARE _amazonses Wi FHRKRE U — X,

Amazon WorkMail 32 % & 1R & 1538 iF 2k

Amazon WorkMail 3T Z//EH DNS RS FTEM TXT id%k. RBERERN DNS REBIE TXT id
FH MX IEEZHERE , BIEFFEN TXT BXR2EE EBERINEIEHN DNS RS

819 DNS RREE B M TXT iR KRE.

AMEBEEA (W1 _amazonses.example.com ) WiEFKTREASBUHEBRESE (W0

_amazonses.example.com.example.com ) . ERRIZRBEMFHIBBEE , BE TXT IERKPHIE
BERRMMAR. XEER DNS REEHKRHA , ZEXEMEZEREN , HESFHZEBEETEE
TXT id%H,

Amazon WorkMail & MX i2ZF—H

MOEEH RS TR | MX ERTELSIRE R —BHRS. EFEN MX 12FKE BB Amazon
WorkMail , MR 218 R R AR MR 4RSS, HE= S B FH4HKRES Amazon WorkMail — &2 fF
A, MX IERtESREIAR—B, MERRXMER , B LR ZBRFA—BES,

B BRI UE B ik S

FABzI XD , &0 LUBT N 68 & F BB 44 it 11k F1 2258 5K Bl & Microsoft Outlook MBI EFF . ZHR
EiEREFHE Amazon WorkMail BYERE |, HAERASRERXEERNEHRAMRE, I, B XUE
BB P Im BE% E BN Amazon WorkMail ZhEE | INELETE. AHBFLUREEF BHHRIT/H
E-.“E-JEIJIjJ BEo

FEFRHATUT B3 R BB BRI AR S5 27w = URL :

« 155 1 B — B mAT AR #h Active Directory ITZ £ E HIMY (SCP) . MRENEFFimAKIMA
#, B ARSI EER,

« B2 - BFFRHERRESLT URL ARIELER. ReE@E HTTPS AKX LR,
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* https://company . t1d/autodiscover/autodiscover.xml

« https://autodiscover.company . t 1 d/autodiscover/autodiscover.xml

- % 3B - B umXT autodiscover.company.tid #1117 DNS & M F 7 9 &8, hB 44 ik [0 5% 4 B9 i
REZERZEGMHWIEK GET B3R, MRERSFEHFIRE 302 EEME , MEFIKELIIREHN HTTPS Ik
EfRIABHKIER,

MRFABXEMBRELRY , WEEZEIREF K. BXFIREBNRENER , BERFHEES
AR & o

LG E R IZE Amazon WorkMail B, RESRTFZE B3I A DNS iBFAME BN IREER,
XEEFIREBHITEIRAIEENE IR, B2 , XESBHIIBEATHRERIRE , MNAN
Android B FHR R AREF. At , BAEEEFHREB LI ER 2,

BRERARTHENFREBDIRIAMNE 2 :

( #% ) £ Route 53 F Amazon CloudFront

(® Note

LA SR BA IR A https://autodiscover.company . t 1d/autodiscover/autodiscover.xml €%
R, ER https://company . t1d/autodiscover/autodiscover.xml SIZRE | FBEIUT S
MEFMIBR autodiscover. BI%R.

£/ CloudFront 1 Route 53 AIgE =4 %A, BXENMMEZER , i5ZH Amazon
CloudFront ZE#}#1 Amazon Route 53 Eft.

f£ A Route 53 # CloudFront S FA B3I XTI ER 2

1. 3REY autodiscover.company . t1d B9 SSL iE$ HF H E4£ %] AWS Identity and Access
Management (IAM) 2t AWS Certificate Manager. BEXEZEE , H5H (IAM AF#ERE) +
M9 55 FI AR S5 25 IE = (AWS Certificate Manager AP $5/) FH AT,

2. BIZEFHH CloudFront 2B :

1. 33 https://console.aws.amazon.com/cloudfront/v4/home T FF CloudFront 2% &
2. ESMBERS , BRI,

3. #%# Create Distribution ( BIE2E ) -

4. £ Web T , EEFFBEA,

BRABEFHAIURERR 7 1.0 150


https://docs.aws.amazon.com/workmail/latest/userguide/manually_connect_device.html
https://docs.aws.amazon.com/workmail/latest/userguide/manually_connect_device.html
https://aws.amazon.com/cloudfront/pricing/
https://aws.amazon.com/cloudfront/pricing/
https://aws.amazon.com/route53/pricing/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://console.aws.amazon.com/cloudfront/v4/home

Amazon WorkMail EERER
5. ®RREF , MALTE :
- BEA - RENXiEEm AMENMYIES -

- EEXEZ ( FEREILILEP ) - autodiscover-sexrvice.mail.us-

east-1.awsapps.com

- XEFEE (R#NX ) - autodiscover-service.mail.us-west-2.awsapps.com

« BAMibX ( F/R ) - autodiscover-service.mail.eu-west-1.awsapps.com

o JRIDIKRE - FIEAIREE - Match Viewer

® Note
HRBEEZE, BPNEWRR ID WBEIERE.

6. ERNEFTHIREF , NIIHNREZFEUTE :
» Viewer Protocol Policy : HTTPS Only
* Allowed HTTP Methods : GET. HEAD, OPTIONS, PUT. POST, PATCH. DELETE
- Cache Based on Selected Request Headers (B FiZ B ERIRLHITER) . 58
» Forward Cookies : All
* Query String Forwarding and Caching (BEHAFZARELAMNER) . T (HERF)
» Smooth Streaming : No
+ Restrict Viewer Access : No
7. 79 Distribution Settings (7' BLiZ &) &R LA TE -
» Price Class : Use only US, Canada, and Europe

- X T&FAEA (CNAME) , #i A autodiscover.company.tld = company.tld , HH
company.tld 2EHNEE,

. SSLIE# : BEY SSLiFH (7 IAM )

« Custom SSL Client Support (BE X SSL kX ) : %% All Clients (FTEE i) =
Only Clients that Support Server Name Indication (SNI) (XX RE 252 B R (SNI) IE
Fi%)e BRIBRAH Android AT RETCEME G — Nk,
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® Note
R EIESR All Clients (FTEEF i) , i&™ Default Root Object (BRIABITR) RE R

o

Het

« Logging (B&iE%) : #%&$F On (FFB) = Off (M), FEFRREAAFIER,

« X¥F Comment G£%) , #i A AutoDiscover type2 for
autodiscover.company. tld

- DEIRRA  REEEHA.
8. 1%£#%# Create Distribution ( 8122 & ) .

3. 7£ Route 53 #Z2#IAH |, Bl —NMEFIUUHXKIZZIEHITGEM Internet 2 A FEH CloudFront
e

® Note

X LS RFE example.com B DNS 12X E 7 Route 53 A, MMREFR{EA Route 53 ,
E1R R DNS 1R EE L5 & P S B 1TIRE,

1. BERHENSMERP , EREEX , AEEFE— M.

EFHRP , EREFANEE,

FidxHF , EFEGEIZR,

EREVBIEET , REUTSH :

- HIEFEBRT , RIEFBAE T

- ERBEKT , EEEREEH,

- EEINBBRFEITH . & THABRSH , BRETNESR,

- FIEFEKBIKRSD , EFEA-FREBHE IPv4 b3t FEH AWS iR
- ERERBAEIRF , %$F CloudFront ZEHIAIHE .

- WEIRERAEIRTREI—NMERE, EXFEPMA CloudFront T E B, &t
A AR B RERTE R SR FEREN D E

5. LE A RICFK,

A w0 D
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{5 Apache Web IR&25

LA SR BA an{a] 55 - Apache Web BRZ588 79 https://autodiscover.company . t 1d/autodiscover/
autodiscover.xm| S| RE, ER https://company . t1d/autodiscover/autodiscover.xm| SR E , &
B AT S8 M A BR“autodiscover.” B4R

FIF Apache Web fRFE5B R B3I RINE 2

1. TEBHAT SSL ¥ Apache lRE 8 LETUTES :

SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. REFEFE, SHLLT Apache B3R, MREFR T EUMIERE , ESH Apache #B :

* proxy
* proxy_http
* socache_shmcb

* ssl

BXEPXANANABHFEHEL  BSAUTHL.
B3I RIE 2 MEREEEE

NEBRIEE DNS RHtEE , CHTNXEHRIR[IEE, NREEEBEERI] , E2ERAXR
Z BB R H B TR

REESTHARELENER
1. ERED , SE-IXNAFRIAG[BRELSFHRIEN POST iEK,

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

MRENIHESEREILER  ©AIRE 401 unauthorized HE. , MU TRBIFFR :

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml
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HTTP/1.1 401 Unauthorized

2. TR, WAXGFHBEFHRABER. IBIEUT XML AER request.xml X4 :

<?xml version="1.0" encoding="utf-8"?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">
<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

3. FEAZLIEM request.xml X , ARHmKRKHEELT HFHRIEN B AINER, BicEH
testuser@company.tld BN BRI B FHR bt

$ curl -d erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

MRIH[RBEIET , NIRRT AT RE)

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':
<?xml version="1.0" encoding="UTF-8"7?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">
<Culture>en:us</Culture>
<User>
<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>
</User>
<Action>
<Settings>
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<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
</Settings>
</Action>
</Response>

YRR B 1 RS

B B4R E FHRIE (WEERE FIRY ) IBENR. a0 | BuJ LU B FapHEE [ E
Amazon WorkMail 48 £ /B9 1 {r] B8, F AR {4kt 31k

® Note

B 2022 £ 4 A 1 A2 , Amazon WorkMail FFEA R RS =AM A2 AWS MK 3 ## 1T71%

o MREIE 2022 F 4 A1 BZennm7E , MAEEE —MERA AWS Ik - 3= @t 1T R
BB, MRE , RIMNBUEEHERHRE ., I FHEXSERGRAMARE, FHE
B , AV AT UREE IE R IE B TR

REETEABEN Amazon SES REEHEIRT , F AT MURRIX ESRIRE, MREEREEN
Amazon SES K& , WAMBETHITHXREN . BXREZEE , FERAEEFHEN B E L Amazon
SES RS E KR,

/A Important
FERRENNEE, WREXFM , FPHBHRES. ERFEFRRANETH,

SERTI B 4D SR g

1. $TF Amazon WorkMail ##l& , Mt : https://console.aws.amazon.com/workmail/o

MREE | AUEXR AWS Xig, Atk , HIT AV TEREAMNERKEHIR , REEEFMEN
Xif, BXxXENEZELR |, 55 (Amazon Web Services — iS5 #) iy X% S,
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2. ESMERT , RRAQR , AREREREALNEBN.

3. EEMSMBERS , &FHE,

4. RHETRHEFEEFNWMANINEN , AEEFRME,

BB RF R R AR DT 1A AE
5. HEFNBMELBEEESD , AEEFRME,
6. NWARFWHRHEEEITEES D,

B E M Amazon SES RS = (K EE

WMRIEME A BE X Amazon SES K | HIHR I REILEENEHER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AuthorizeWorkMail",
"Effect": "Allow",
"Principal": {

"Service": "workmail.REGION.amazonaws.com"
}I
"Action": [

"ses:*"
1,

"Resource": "arn:aws:ses:us-east-1:111122223333:identity/WORKMAIL -
DOMAIN-NAME",
"Condition": {
"ArnEquals": {
"aws:SourceArn'": "arn:aws:workmail:us-
east-1:111122223333:0rganization/WORKMAIL_ORGANIZATION_ID"
}
}
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£/ SPF Xt &8 FHERHFE1THHRIE

EYEARIEAESR (SPF) 2 —F e FH4RIEIRE | EEITTE TGN, RERBEEETHELR
EWE FEBH B RERGEERAFP RENWE FEHINIT N, BXNEAT Amazon WorkMail By 13 &l &
SPF WE 8 , {537 Amazon SES F{EF SPF X &8 FHhR 453 1T 5 17 I ilE .

it i& B & X MAIL FROM 15

ZiAER T , Amazon WorkMail & amazonses.com B Figi4Eh 1% H 88 F BB AY MAIL FROM 3,
MREEE LA DMARC RESXET X SPF R , XAIgE S BUEIE LM, EFRLLRBE , HFEE
CHEEE RN MAIL FROM 5, ET#OMFE FhRHHiREN MAIL FROM iF , 5 H (Amazon
Simple Email Service F R A R 1EFE) FHIRE B E MAIL FROM i,

/A Important
£ i0S w&E A B3 R , FEEBEX MAIL FROM #,

EXBEN MAIL FROM B EZEEL |, 2 H Amazon SES M X iFHE Y MAIL FROM i3,
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e AP

& LAM Amazon WorkMail eI MBIBRAF . ki | BEUEBER B T4, SEEMHR
FEF AR Z I RIANER |, AR IS E o FER,

&

- BEFALK

« AMAF

- BERAF

- EEASAA

- ZRAR

- REASFAEE

- EEAFED

« Amazon WorkMail 2553 K B R B HE &
- ERBEA

- BACEASEMBERN B FHRH

EERAFAIR

EFEAFIIR

1. 3#TFF Amazon WorkMail ##|& , WutA : https://console.aws.amazon.com/workmail/o

MREE  ALUERAWS XiF, ERFIAEO0MBOES | FTHFEBRXEHIR , RAEEE—IKX
B, BXEZEELR , H3@ (Amazon Web Services —fi§5E) i X5k 2o

2. ESMBRSB , RBALN  REERRALNEN.
3. ESMBERD , kB Users( AF ),
4. A RAUEZERAFE, ESREMREEZH FERH bt FEA P,

® Note
BRXDKIME,
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A P

WA AP, Amazon WorkMail £ Bz At 1612885, A F AT M Amazon WorkMail Web K
ARRFE. BIEEHEFEH macOS = PC L& Microsoft Outlook & 3 F1ij5 ja] E iR 4,

an{er A bn A

1. $TF Amazon WorkMail #&l& , MiLR : https://console.aws.amazon.com/workmail/o

MREE | AUER AWS XiF, 48 E0MMHES | FTHFERKEIIER , RAREE—IKX
B, BXEZEELR , F3 (Amazon Web Services —fi§5E) iy X5 ik 2,

2. HESMERF , ERALN  AEERZEQHERMNAFELS,
3. HESMERT , EERAF , REEFERNAF

FFHIRIA P RE.

4. ERPEAGETHAFBRFERS  AARFNER. ZBNERXERER T EuESR, R
BHRLEAFNEFERF Ut EERFBRE , N A LAYmiE B 1 BR 4t a7 ER

(Wik ) ERFNHREFRARFNEZNER,
ERRBWMET , AR HERER.
R FHR bR | EZ B FERr 5] B B AR MR

BRABRT , ARERESKEUSIRFP, BEESKUIIRPEBBAS |, BERESKBALHIR
PERERE,

9. EFETGIEEE , LLRAFENZERFRINREALR,
10. EFWRET K EEBNESEEETHAAFNED.
M. EERMAF.

© N o O

=)

L I&JF Amazon WorkMail 5522 G#9 Active Directory AT , SREEH Simple AD EZRFEETH
WA A, ATLATE Amazon WorkMail FE AIXERA P, BETUZRBUTSREN S AEKFHER
WAF,

BRRAF

1. 3TFF Amazon WorkMail #2#|#& , WL : https://console.aws.amazon.com/workmail/o

A 7 1.0 159


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://console.aws.amazon.com/workmail/

Amazon WorkMail EERER

MREE  TLER AWS XiF, FREFHAEOMINES | FTHERXEYIER , AREE—IKX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. ESMBERTP, RBRHELN  AREFRENHBEAAFNAL,
3. ESMBERD , kB Users( AF ),

HETRAFSIR, £TER. ZANREAFRSHNAFKS EREZIIRT.
4. MNEERKFHAFIERSD  EHESANAPNENERE  REEEER,

LR RS A PR
5. REFE A EFAFRBMNRALNIR TR , RFERER.

EBAF3A

&R LN R P AN NS B BREE FER 4R 5 B o
[a A 7= 78 DN EE - BB 44 31

1. 3#TFF Amazon WorkMail #2#|& , WL : https://console.aws.amazon.com/workmail/o

MBEE  fUERAWS XiF, ERFAEOMBOESD | FTHFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services — iS5 E) iy X% S,

ESMERT , GRELN  REERENEPMNAFWEARN B,
ESMERT , GFAF  REEEEREMMNRI A AN BRR.
ERPFMAEEESD |, mE5RRT R,

ERBEBFT , EEFMAR

EABES , MABE,

N A B IEE— D,

prit 718

© N o g K~ D

MR BERE R3S

1. 3TFF Amazon WorkMail #Z#|#& , WL : https://console.aws.amazon.com/workmail/o

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) X% S,
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2. ESMERT , ZRAR K RAGEREMNFBERAFHALN BN,

3. ESMERT , BERAFS  REEREMNFBERIIEHAFHER,

4. ERPEHAFEERD , EEBERF,

5. HERBRETFT , P EBRENBIEN N EILE,

6. WIEEBERNE.

7. EBRINBEOG , EEBER.

ZRAF

AL ERARATNEARS, HEERENMAFR , ZAFRIMAERBEZETR. ZAREEY

30 XK AP M Amazon WorkMail A il BB U458 o

1. $TFF Amazon WorkMail #2#I1& , B#ER : https://console.aws.amazon.com/workmail/o

MRFE  ALUEHRAWS Xig, ERHAEOMIBHES | ITHFERXKEINR , AREERE—IK
H., BXEZER |, H5% (Amazon Web Services —fi§5£) iy X% =,

2. ESMBERKT , EBEAN  RAEEECSERANAFNEALR,
3. ESMBERT , &B Users( AF ),

LR HIRERAFNGIER  ERERLETER,. BRANRSERAFRSHIKS .
4. MNEERAFWIIRF , TP ERANKSXNNHEEE  REEEEA.

B R REE A A P AR
5. &®E EA,

REAFFHAGE
RRASFAEEN  ZTUERATHE -

o MBI #R. BEFHb4b, BESBNEANAFERER,

« ERFEELE ( K/ )  BESEE LM 1 MB 2 51,200 MB ( 50 GB ) 7%, Amazon WorkMail &7
FFREIEER 90% FHBHIAF . A, EXAFHBERFTaFNEN. BXENNESE
B , % Amazon WorkMail Ets

- BHRZHENR : MERANBBRER , UREFTRRZFHAES.

- ERFETFRIMNER - ®TFAFEREBRFENRER , AP RTFTREER B AR R FR.
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« NAFEITHE (IAM Identity Center B/Z R ) : & FMMIERAN A 15 E 5,

(@ Note
WRIERF Amazon WorkMail & AD Connector B Z&ERK , ML EN AWS ERREIS HiE
XLEFMER, BMMER Active Dlrectory ETETERBETCT]. YENALLFERERR
B, S ERXERE, EXEZER , F250 BigEENFHRES,

RERFEAGEE

1. #TFF Amazon WorkMail #&1& , Mt} : https://console.aws.amazon.com/workmail/o

MREFE , AJLER AWS Xig, fEEHAEOMIHEHR | ITFERXEIIER , REEE—
H., BXEZELR , HZ (Amazon Web Services —fi§5£) F#y X8 M ik 2o

2. ESMERT , RRAQR  AREREFEANEAL.
3. HESMERT , EERAF , REERERBNAFNAEN.

W ARIE

1. T:Eﬁgéﬂﬁn l:Fl ﬁ?%ﬁﬁﬁ:o
2. EAFPFAGEET  BREFSEMAZIEXAFHNMAGER.
3. ERfE, ERREFEXR.

5 |AM Identity Center F FF =Bk

1. EAPRARET  &RERE.

2. RBABEXEM IAM Identity Center AF WA ID, & AILAE IAM Identity Center TTEI X IAM
Identity Center ZEHI AN D ENAFP R TERTERER.

3. EBERFER.

YmiE ER A AN

1. ERAFEAEGET , EREFETF , REEERRE,
2. HEEMEPFEEFTES , MmABEN KD, BRI LB ANT 1 Bl 51200 2 AHNE,
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3. LEERFREFEER.

EEBIIRZHE

(® Note

EEEBERYIRE , FNAFEETENSHERERETEMN Amazon WorkMail 324, BRiEE
BIEREMNEELR , B3 Amazon WorkMail iZ BB ZIZER B ik,

1. ERAPEAGET , EEBIRBIETF,

2. EEFYHEMNREZIIR , BEERF.

3. EEFRFZFMNEMEER , BMIER ID FFEFIRER .

4. EMBRFEBRIZE , FRBERFENS LN EEZE  AERES EEERRIER.

5. EREETRHXFEES , WIABBRNERRE, FicE , SAFBRXFEHRES Amazon
WorkMail E58Y , 12 EFHM,

R R AR

1. %&$* Permissions ( fXBR ) W+,
2. BEWRITTRI®REZ—:
1. ERMR |, FEFERMRR, ITHRMFNRIIKRHEFEAFRE , ERZAFPFENNR
RE , REIERRE
2. EREAPNR , BERAFEZUNZRE, EFRE  REMENEDR , REEERRE

BXNRETNESER , TS HAEAIRENER.
3. EMERFIENR , FEEMER , REHIAWER,

B BR AN AV 7] 5 B
(® Note

BRI R FERFFIRER B EEERAEEN RO T, ETEBERPFERER  FS
£ 12T B P i 5 40 380 E i
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1. EENABRTEEIFR,

2. MANAGRTESIRS  EFREREREADAGR S,
3. EEMIBRT M.
4. TEEINAEFRHARE,

EEMFED

MR AP IEEBHEEF Amazon WorkMail BHEEIRIE |, BRI AN HEEZFB,

(® Note

- MREEFF Amazon WorkMail 5 AD Connector B &K , N AIE Active Directory R E
B M P&,

- MREENF Amazon WorkMail & IAM Identity Center ££5% , N AT LLUE R EE A F %13,
BAXEZER , 5550 (AWS IAM Identity Center A #E) FHNEESLXAFH IAM
Identity Center i FF %%,

EERF#D

1. FTF Amazon WorkMail ##& , Mt} : https://console.aws.amazon.com/workmail/o

MRTFE  ALUEHRAWS XiF, ERHAEOMIBHWES | ITHFERXKEINR , RARERE—IK
H, BXEZEL , F5% (Amazon Web Services —fig5£) iy X% =,

ESMBEED , EFRALN K REEERAEALNER.
ESMERKT , &8 Users ( AF ),

ERPA&RP , EPAFEZSENERE K REEREEEDB.
EEBFBEMNEES , BAFEE , AGLEREE,

o b~ 0N

Amazon WorkMail 218K rE Bl B &=

MREEFHARY , FRIUEFHLDEESFEHHRBER,

BRI R ERIURT ER Amazon WorkMail AR ERBE FRE,

EERFED WA 1.0 164


https://docs.aws.amazon.com/singlesignon/latest/userguide/reset-password-for-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/reset-password-for-user.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EERER

Amazon WorkMail B F#1 Simple AD B F#18 K i

ZRINER T , Amazon WorkMail B 33 Simple AD B FH XM :

Het

.
L

E
- BEDBAFH

- TEHE 64 NFEH

- MEARRTZHR Latin-1 EIFRFAMR

RBLABELUT 5 AFHFHN 3 AFH -
- REFH

- NEFH

BF (0% 9)

B®RFRF (W, <. ~=H!)

Latin-1 2R (Bla0, 6. G A)

Amazon WorkMail B ZZL KT EEE X,

EE K Simple AD Z1E K RE | i51E Simple AD B 3% Amazon Elastic Compute Cloud (Amazon EC2)
Windows =6l EEFH AD BT E, BXEZELR , 5560 (AWS Directory Service EXEIER)
B2 % Active Directory B2 T B,

AWS Managed Microsoft AD Directory 223 5% B

A X AWS Managed Microsoft AD B FHERIAZBRENES , ESH (AWS Directory Service B
™M) FHEE AWS Managed Microsoft AD BB E# o

AD Connector 28 %K &

AD Connector £ ©E M Active Directory IHHI ZEKEE, BXBEBRERIENEZFEL | B
27 Active Directory 139 3T,

f£ @ AN

£ B Amazon WorkMail Push Notifications AP| , & A AN E R ENEREFHNERMNHIX BN |, 2iF
FEE TR BT ER. BATUM URL ( SRR BEXNWNRER ) FEEZWEH, EBILINEE , F k&
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AR AL Amazon WorkMail A eI Z2REMNNARF , AEREQNARFBHAFSREPHNE
Ko

BXEZER , F3H Exchange RRVEAITH, BREEHH EWS,

BRI AT RS E 4R (s AAT ) |, Al BUTRBEE NS MM E XXX ( SEFEH
%, “BRIRMEBEX ).

AL R i (40 EWS Java APl &R EWS C# API ) R EH A, AWS GitHub TUE L
RME T EH AWS Lambda 1 API Gateway ( £/ AWS Serverless 12 ) FF X FI T B #IX RN RF R
BIRAREF. ©FEA EWS Java APl,

THEHZ-MNROMEIEITEER

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">
<soap:Body>
<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'>
<m:PushSubscriptionRequest>
<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />
</t:FolderIds>
<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>
</t:EventTypes>
<t:StatusFrequency>1</t:StatusFrequency>
<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>
</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>

THRAAITFEERER

<?xml version="1.0" encoding="UTF-8"7?>
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<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>

ME , BAFRERETRBERPEEN URL. THRRFEA

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange2010_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
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<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>

<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>

<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L089bS1kNDgx0GYwOGE50TQQ="></
t:FolderId>
<t:ParentFolderId Id="AAB2L@89bS1kNDgx0GYwOGE="></
t:ParentFolderId>
</t:ModifiedEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

ERAEEBARNEFESWIEAN , EXAMENTER

<?xml version="1.0"7?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages">
<SubscriptionStatus>0K</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>

EHUHITREWHIXEN , EFSME SubscriptionStatus FERHPLKZXEUHITEMA , XOFT

HIX ¥

<?xml version="1.0"7?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages' >
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
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</s:Envelope>

I E SR B9 HERK @ &N R R H92 1T IROR |, Amazon WorkMail 2% —MNRMES” ( BFHR
StatusEvent ) . ZEKMBFHEMNBITREERPIRMHN StatusFrequency S¥HEE, Hila0 ,
MR StatusFrequency &F 1, MBS #EIE—1 StatusEvent, WETENTF 1 3 1440 245
Z 8, It StatusEvent RLFTEIXHF :

<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages' Version="Exchange201@_SP2"/>
</soap:Header>
<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

MR E P UmHEA B A MR F AR AL S LRI RIH OK RSB TIMAL , MEZE StatusFrequency
PHAELBA, Sl , R StatusFrequency FT 5, BE—NEHAELN , WWEHKRZE S5 7HA
B, HEESXEHZAFEAEHRER, MRESHANBZEBERAZBELN , MITREFLRK , BT
REIFEAFHEHN, BLTOIERITEASEERERBEEHNEN. Bal , BMERZILUE 3
MT .
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HHRIE (MFA) . BXESZER , B5HMT 4K IAM Identity Center,

TRERT NN TRZIENI R,

mR

¥ Amazon WorkMail Fi /= & 1AM Identity
Center Bk

B Amazon WorkMail A F~

A IAM Identity Center i F°

FFHAEB B FiE#EZI IAM Identity Center

HIR

1.

£ Amazon WorkMail #/5 F IAM Identity
Center

. ¥ IAM Identity Center FA P #14H 2 B %A

Amazon WorkMail B RiEF

. ¥ Amazon WorkMail Fi F7 5 1AM Identity

Center Fi P < Bx

. ERAMEENAFREEZA IAM Identity

Center AF , XLAFRSAR—E 6 AR
iz A DB 4s Amazon WorkMail R AR

. ¥ Amazon WorkMail i 7 5 IAM Identity

Center AP} Bk,

. 55 IAM Identity Center A F #HREI#Y A 7

£ 017 Amazon WorkMail BB F,

. ¥ IAM Identity Center Fi PS4 2 Bt 44

Amazon WorkMail B 25,

. ¥ Amazon WorkMail A 7 5 1AM Identity

Center A< Bk,

CHAE B ZAFEZ E 1AM Identity Center

H, BXEZEE , HZH |AM Identity
Center B 19 R2 12

. ¥4 IAM Identity Center 4453 Bt 48 Amazon

WorkMail B HEF,

G4 EB B FiE#E) Amazon WorkMail H#4%

R & el
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Amazon WorkMail EERER

m= e

4. £ Amazon WorkMail i 7 5 1AM Identity
Center AP < Bx,

SR ERSERE , B LAE Amazon WorkMail 25| & #YZE T H IAM Identity Center T , & IAM
Identity Center X7, #E[ AWS IAM Identity Center WA FEEB A MAMNEERE. BHA MFA K
Amazon WorkMail Web BIFAF2F URL, BRREIFEN, MABRSERESMEIER. BXTE IAM
Identity Center 2 #| 5P EE MFAWEZER , 5SH IAM Identity Center AP ZE 5 /BRI,

® Note

4R Amazon WorkMail 1 IAM Identity Center Z A BB A 7 2 #9N A FMBIE, MREE
FEBENTTE , AP ARE XA HERFER 1 E PR,

£

« 1£ Amazon WorkMail # /3 F IAM Identity Center

« ¥ IAM Identity Center Fi =~ F4H 2 Ei45 Amazon WorkMail M AREF
« ¥ Amazon WorkMail FiF° & IAM Identity Center F F7 KBk

- SHRIFER

- BEMAHESHE

- 2 IAM Identity Center

£ Amazon WorkMail F )3 A IAM Identity Center

B B |IAM Identity Center B , B4 % 2 Amazon WorkMail B F Y &3 IEE. 1AM Identity Center A
F 25 Amazon WorkMail B X2 FEEHN . ZIUE IAM Identity Center 1 Amazon WorkMail A {5 A
HEWAF S,

(® Note
WR1EE —XEFi& B Amazon WorkMail 1 IAM Identity Center,

1£ Amazon WorkMail # /5 F 1AM Identity Center W7 1.0 185
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E 3 IAM Identity Center , ERBEL T S RIZ/E,

1. TF Amazon WorkMail ##|& , FitH : https://console.aws.amazon.com/workmail/o

MREE  TLUER AWS XiF,, FEFHAEOMINESR | FTHERXEYIER , AREE—IKX
g, BXxEZEL , 555 (Amazon Web Services — &5 %) iy XE %S,

2. TESMBETF , % Identity Center,

FHI IAM Identity Center iR B R o
3. HEEBH

FFHIE A 1AM Identity Center & Mo
4. FEFERA.

43 Identity Center RERE , 3 &7 Identity Center IRZ5.

5. E¥ IAM Identity Center i F AR NE Amazon WorkMail A48 , & | i Identity Center RS T
ek, BXIMIAMAFMANEER , S H7E |IAM Identity Center R EE &1,

£ IAM Identity Center i 7 F4H 2 Bit45 Amazon WorkMail M AT

£ Amazon WorkMail /3 A 1AM Identity Center B} , WorkMail &R &£ IAM Identity Center H 1
BNARER. BIABERT , IAM Identity Center AR AR D LN ARFRE T o BAZMARER
W4 , F8ETH R Amazon WorkMail AR HVERFE. BXEZER , i5Z (AWS IAM Identity Center
AF{ERE) PK AWS KERXFK.

ATLUEN LA R A 4 IAM Identity Center i f4A % Bt 44 Amazon WorkMail :

« X IAM Identity Center A F : &BJ LU IAM Identity Center B8 F° % B 45 Amazon WorkMailo

« &3 IAM Identity Center 4 : 2T LU IAM Identity Center A% B4 Amazon WorkMailo &334 0
4, AT HFTE AP &R ENIER Amazon WorkMail,

BXRAMAFRMANESZEE , 2K IAM Identity Center FEVFF, ARMTAE,

(® Note
MREBEFINAE HHFEES IAM Identity Center i3 | FEERBE R REZ I AEETUTHAR,

- BB HRIEA IAM Identity Center B,

4 1AM Identity Center i 7 fM4H 2 Bt 44 Amazon WorkMail B T2 7 WA 1.0 186
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Amazon WorkMail EERER

Amazon WorkMail FHR B FiE Amazon WorkMail A= R4,

IAM Identity Center SR EFrE IAM Identity Center . AR5 &L,
&7 Amazon WorkMail 12| & & E Amazon WorkMail A f4,

B AIMTE |IAM Identity Center R EEE IAM Identity Center i F4.

%A |AM Identity Center 2 Bl =k A 7 <BX Y A 7~ o3& 14 8] Amazon WorkMailo
IRAIMTE 1AM Identity Center R EEE MFA REEIRE,

MR IETE IAM Identity Center F3fF IAM Identity Center JRE A IAM Identity Center 2%
2, MAEZE R Amazon WorkMail FEVEIE IAM Identity Center BLiE , AR JE EFELE T
Amazon WorkMail Fi 7 & |IAM Identity Center 3<Bx,

5 |AM Identity Center B kR A~ A A5 B4 Amazon WorkMail AERF. BX IAM
Identity Center AR MABEEMNEZFEE , 1S |IAM Identity Center FEIEREF Al T,

ZFF IAM Identity Center 3 = F4A 2 Bi4s Amazon WorkMail , iEHE BT S BREEME.

1. ¥TFF Amazon WorkMail #Z£#|& , MiLR : https://console.aws.amazon.com/workmail/o

MRTFE  WLUEHRAWS XiF, ERHAEOMITHES | ITHFERXKEINR , AREERE—IKX
H, BXEZER |, F5H (Amazon Web Services —figZ£) iy X% =

2. ESMBEHRD , EHF Identity Center,

FFHI IAM Identity Center iR BT H-
3. “&EIEAFM4A,

R

E(A\Y

ALURIMM 2 EFRAFRS 2 EIAEAFN4A,
SEAF BRI IAM Identity Center AP 2 Bit4s Amazon WorkMail, 8] LB Z#THY
IAM Identity Center AFF , BRI A RINEAF,

PHEA : BB AL IAM Identity Center A2 Bt 48 Amazon WorkMail, RJg , ZAMNFIER R
DR 20 B4 Amazon WorkMailo

FF IAM Identity Center Fi P2 F14H 23 Bi 45 Amazon WorkMail R T2 & WA 1.0 187
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® Note
FIAERT |, £ IAM Identity Center /g A 7 FTE#THY |IAM Identity Center A, ERFih
i@ Amazon WorkMail B9 PR , &4 TE IAM Identity Center 1% B H 218 H 10 B4
Amazon WorkMail, BXEZER , ESHEFAFAMNE Identity Center B %,

£ Amazon WorkMail i & IAM Identity Center A 7 < Bx

LAFFERAE IAM Identity Center A FZiE & 5 Amazon WorkMail Web B FiwE |, Z& P im R T
XREXHY Amazon WorkMail FAFEIBR%E. 215 WorkMail AR 3% E A5 1AM Identity Center i F 48
KB , M WorkMail fF7£ & 59 IAM Identity Center AP SERMERB AP A8 WorkMail A F 2 8 82
KEK ( REFEEXHEN WorkMail AF ) o &l , EFRRROAFER—FEIRER.

(® Note

BiUETE Amazon WorkMail 1 IAM Identity Center F R AP ERMBERNAFE , RRAHAF
BEORERAE IAM Identity Center FA P& iIE & 5 Amazon WorkMail Web % Fifht , WorkMail
FEICEXEK, HAFRETEN , NEZARIEXEK,

BEXBEAP , FREUATSRRE,

1. ¥TFF Amazon WorkMail #2#|& , MiLR : https://console.aws.amazon.com/workmail/o

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) X% S,

2. HESMBEHKH , & Identity Center,

FFHI IAM Identity Center i B R M.
3. EEXBAF,
4. TE1%E$E WorkMail P T |, & EFHEXEKHN Amazon WorkMail A,

5. FEH A IAM Identity Center A ID T , i AEZHEXEKH IAM Identity Center FIFF Y ID, #&H]
BAM Identity Center WE L £ BLHI A F I~ EH ID,

¥ Amazon WorkMail f 77 & IAM Identity Center f /7 5< B W7 1.0 188
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® Note
IAM Identity Center fA P AR BEN , = 8ETHE Amazon WorkMail M AREF.

6. EEXRERAF,

KREXFIhJE , Amazon WorkMail A = a] LAEF MFA IAM Identity Center £if &% Amazon
WorkMail,

® Note

AT LATE 4R %8 Amazon WorkMail B #4015 B AT , & Amazon WorkMail B FF 5 1AM Identity
Center AP X, BXEZER , B2 REAFIEHAEER,

HSHRIEERER

BT LMER S HRIEEN | RXFAFERAE Amazon WorkMail B &ZiE, H IAM Identity Center &£
EEF , REXAFER IAM Identity Center ZIEE F,

Amazon WorkMail F & 1 & 918 UF & = 7] # k%,

(® Note

SHBRIIEXNERBATREALNZLERNAF R FELT. ZIUFERNER IAM Identity
Center 3 , A7 ©EII58H|EHE IAM Identity Center ZiEF MFA RiggZ M4, HER |, &
M Amazon WorkMail B %% IAM Identity Center X {1# 2 51 , BSASMAEAF —EMR
MFA 518 , DR T2 i S X B A & F ik 40 & 7 3R 1 (Bl E B AR A S0

« Amazon WorkMail B % IAM Identity Center ( Z2WAF MR ) : X2BRIAEIN |, HEEHRE
A =R 2 800 1AM Identity Center <Bk, MRE X ZF AP B8 £EHA Amazon WorkMail B
F 1AM Identity Center £ iE &% Amazon WorkMail Web B F ik, HERHEZALDIZEFRH Amazon
WorkMail Web R URL BY , B AP ATAEAH Amazon WorkMail B REUEEFK, HEHE
IAM Identity Center iR EH /3 MFA 9 URL it , B AF TR E IAM ZiEE R,

 {XBR IAM Identity Center ( BIWA T 47 ) : Lt HHRIFENNZIFEFER IAM Identity Center FEiiE
&% Amazon WorkMail & P iR fE. X FEMIMAB Amazon WorkMail AP , Amazon WorkMail B
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FEIEX Amazon WorkMail Web M AREFAMEMINE B FHHEEFImBAABEER. BALLERNMA
RS, EREAEFHEEFimRiG R, NERXEXBENFENER , FRENRE
Amazon WorkMail A2 A MFA.

ESASORIEER  FRRUTSREE.

1. 1E Identity Center iR BTNE T , %&F HHHRIFERET <,
2. EBRIRE,

HHIRmESHRIERNTH,
3. BEEUUTE&EIZ— :

* {XPFR IAM Identity Center
« Amazon WorkMail B 3%# |IAM Identity Center
4. ERRE.

BLE N ATTE 5 R

B LA B AN AFRISHE |, K1k Amazon WorkMail A F{EF S E M5 8B T B4 imih a Hap .
/& A 1AM Identity Center /5 , BRIAMER T , MPABRIGERZRENED , BREH 365 XK. BH
IAM Identity Center /5 , AFHABZIEFGFBEN , EMELEFEBFH4E ik, BHAF AL
M Amazon WorkMail Web M ARFERMNAFRITE , AEACEREAEFHGEF K. B0 4%k
EBAAVETHEEIRRE , IOMEIER | S8R AT LUE TGRSR,

(® Note

o HIBTE Amazon WorkMail REIENAGRIGHER |, SRR REEEFEMNEH —IREHNA
RIS, MREEANMNAGRSE , HTREEE , BEEERFTHSE,

« REZH Amazon WorkMail Al P 53R B &R A5 B Amazon WorkMail M AREFH IAM
Identity Center i P XBXEY , Amazon WorkMail = X3 E AN AT [E 5815 E B 5

THEIHTMNABRSHEEE :

« BT HDMABRISERZRENESR , AF AT Amazon WorkMail £ AF RS |, HE
SHENEGRAPRNERZTEEZEME FIEEF iR,
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C HED - MAAGHIRSRENIEDN | AT R N AT S MR B,

- TREGAS  BIAMBERT , PABRSENERIN 365 X, BULERERMAHESEER
B, LSRR BREN | SRR TR BT,

EREMBESHE , BREUTSRRE,

1. 1E Identity Center IRERE T , EFEN ATH BT HEEEET .
2. %EERE.

HHIARENATHEEREH,.
. ETERET , BEESRANE AN ABR S,
4. ETHEREREAY (UAXRFEM ) XAEP , @A THEN A RSB RE
5. EEMFF.

ZF 1AM Identity Center

&I LAM Amazon WorkMail $3#]& 22 IAM Identity Center, ZRAJE , & TEE A IAM Identity
Center EiFHNMA BRI FEHRIBE. BNEEMERAFET , Amazon WorkMail AP EREHA
Amazon WorkMail B &1,

(® Note
ERENTER :

- 2 M |IAM Identity Center J§ , Amazon WorkMail 1 IAM Identity Center Fi P fl4A R IFTR
%,

- BENAPXBKRSEFE,

- BRI IRE N B Amazon WorkMail B ZEE , M A=2H IAM Identity Center BE,

EZH IAM Identity Center , EIRBILT S RIZ/E,
1. 7E Identity Center IRETNE T , EF 2,

FFHIMEA IAM Identity Center TWH,
2. EEWIA.
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Amazon WorkMail EERER
FERABNRR

ARE S P E B A A E EIEEE Amazon WorkMail BIB31iE%&

ES-}

- RBEALNBIREER

- EEBHRE

- EEBIRZ RN

- EEBYRZVNES

- SEYHRREERRIRER

REHON B IR R R
B BALN B ZREUERE S REE Amazon WorkMail REM AR,
SREBHLNNBIR R R

1. #TFF Amazon WorkMail #&1& , it} : https://console.aws.amazon.com/workmail/o

MEFEE , EXAWS X, EEFAEAMIBHEF |, THAEEXEIR , RAEER—MXEF,
EXEZEER , 525 (Amazon Web Services —fi&ZZ) S X3 & F % =,

2. ESMERF , BRARQ , AREEFALNEN.

3. ESMBEHKP , %&EF Mobile Policies (Bz15KEE) , R/F7E Mobile policy (B3I 5K EE) FHE Li1E#F
Edit (4738).

4. BEFEEFUATESI

a. Require encryption on device : X #z1% % LAY B FHRHEIEH 1T INER,

b. Require encryption on storage card : X B 3i& % 89 Al B ER1F 6 LAY BB F AR BIE 1T NS
c. FRERMED . FEEBERMBIBIRE

d. RFEEEL : FHREN PIN ERERS,

e. BIEBKE: REBEMFHRHAENZHR.

f. FEFIRFEN . EXFHHEFZFHFNBFAEX.

g. AWHAMZEHRY  HEEEBBRAFNRZZAIFNRZHHRABZ AR BERRZ
B, R BREE N AN B ERB TR REE.
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h. Password expiration : I EZBEE LD RS HAH LI E N,
i. Enable screenlock : EEMXMZ LR BERAFRATHERAFRNRER.
j.  Enforce password history : 187 7 B S #H B %15 2 5l 7] LA A BB 8.

5 ERRF.

EERRR

A PN EBHANMZRERED RS, NAATHRRBUAREETRZFNFAES . BXRFEL
LNBHRBERBNELR , FEARBEALNBHRERE,

£}

- ZEEERBIIRE

« MIRZ IR PMIBRAFIRE
- EEBYRBFAES

ERRBERBIRE
RGBS FSWAANARRERBH RE. FIEUTER :

o REUTETFELRDS FHEREE Amazon WorkMail, THREAMFF TIREZEWERE , YA EHE
BigER | BERIZEFRE,

- BRRFETREREL D WA REEE.

/A Important

NTFRZHBHERE , ZREBRSFREEEN T RNME. EERITHIRER , 2HEREE
MANHERANFIE B

ERRBRAFNBEIRE

1. $TF Amazon WorkMail ##l& , ML : https://console.aws.amazon.com/workmail/o

MREE BEHRAWS XiE, £2FAEAMIBHES | ITHFEREXEIER  RAEER—IMXE,
EXEZEER , 525 (Amazon Web Services —fi&ZZ) X B iE =,
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ESMERT , GREAR  REEFRALKNBI.

ESMERTD  EEAF , RAREAFIRTERFTERRERZNAFNER.
EREBIHREETF,

HiRBIIRTD  EEENKREZLNRE , REEFER,
EEHRPHREUEEREIERER

BERIREE , REMRZIIRFBER. T8 *HHE R SR U B8 AR E,

N o o~ w0 Db

/A Important

EREEBRNRZELIAFHNREIIRS |, EELEREMNRZIIRDBER. &0, R
SoBREBRZIRE.

MR FI R P BR A iR &

MRBAFLEABENBIRE  AELCZERERIZRE , WAL ZIRZENRBFIRPBIBR. =
AFBREEXZRZN , EQETREIIRF,

MIRZFIRPRIERA P B3)IRE

1. ¥TF Amazon WorkMail #2#|& , LR : https://console.aws.amazon.com/workmail/o

MBREE BEHRAWS XiE, £2FAEAMIMBHES | ITHFEREXEIER  RAEER—IMXE,
BXEZEER |, 5 (Amazon Web Services —fi§5E) i X5 M ik .

ESMERT , BREALR  RREERALNE.
ESMERT , ERAF  RREEAFNET.
EEBYRZETR,

HIRZFIRF , EEMAMRZTZLNRE , AEEERER,

o ~ @b

EEBHRFZHAGE
EANEERFNBHRENEMER.

® Note
BERZTRNEMBRARGEREERSHR. BARETIRMETRANREZFAREE
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EERES

ERRBRMAER

1. #TFF Amazon WorkMail #2#|& , MiLR : https://console.aws.amazon.com/workmail/o

MREE  WUERXE, NSGREd  EBFEENERVXE, BXEZEL |, EFSH
{Amazon Web Services —fi&S&) @y X iFFim <.

2. ESMERT , EREAR K RAREEFALNEN.
3. HESMERT , AEAHF , REEEBIRFIATF,
4. HERBIRF K EREEFHFAGEEMNREZN D,

TRIE T RBRERD,

Status

PROVISIONING_REQUIRED

PROVISIONING_SUCCEEDED

WIPE_REQUIRED

WIPE_SUCCEEDED

BEEBIRZHEAN

DU

AFYEERABBERMEEIRE S Amazon
WorkMail —#2fE A, R Amazon
WorkMail 2% & RIS 7% Z 0 HFI KL
N th & [ ZIRZIREB R RS,

ERYMRERE. RECHITEAEERRK.

&2 R £ Amazon WorkMail 2 &l & hiERT
EBR,

BRI ERIZE

EHATF Amazon WorkMail BIB 3R ZHRFN A FEE RIEHIAEN HEXBNBIIREZNHA. 2
IWERT , 81 Amazon WorkMail A4R 15K AR FEEFEN AR Z A RNBEHMN] |, TiLiRFZAIE
B S BRERSIAFPKREBEOM, BoUREBIZRIAFANTEEERRNEE AN, ZETTLUR

b, SEckAMIERA N

/A Warning

MR EMBRELNPREBEEZIF RN , Amazon WorkMail $FPE 1L FFE #3118 & ih .

EEBIHRZHFEAN
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ERBMRBEATREZFEE IR AVFTIEL TR

o REBEH “iPhone”, “iPad’=“Android”,
« RBHE -“iPhone10C1”, “iPad5C1”5“HTCOneX”’,
« BEEBERSLS -“I0S 12.3.1 16F203"=“Android 8.1.07,

- ZEZFAFARE -90S/14.2 (18B92) exchangesyncd/1.0"2% “Android-
Mail/7.7.16.163886392.release”,

B AWS EEEFHE LEERBEMN  FEHNEERIRZIRAEE.

(@ Note

RERZENEFIRARTREMBEFENNNEYS. BXBRIEFERINESR |1
#]Dealing with empty fields

i
&

/A Important

Amazon WorkMail #3h1& % 5 RN E A T £ A Microsoft Exchange ActiveSync MY Y&

%o FEREMMD (Fl IMAP ) HBHEFHASREHATHHNIRZEYE , Bt LN

FFEA,

N R PR 5 EL A A IR Z Y T RIABR |, MR SA A2 G R R S, A SeiX LA N By

E%E BSPEEATG RSN, Flan , &8]SR E At P 0 PR 48 Bi5 44 9 375 3] BR %19 1X
?—:5‘]’\—] IP #bit | 1B RVFMEMALE TR Microsoft ActiveSync , RiaERAB3NI&Z15E

%W.)”Jh& SREI A TR mA R TR,

&
- BRRZGRAN THEFRE
- EEBYRZHEAN

BahiR& AN E THERE

Bahig & R M N ER T 6/ Microsoft Exchange ActiveSync MY BIiRE . EMHNIEE —A%
%, BTigEAetAHAN |, ARIRE T RA ALLOW =X DENY HEINBR, XY — NN ArE &4
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ERFBaRENEETEN , ZANSERTHRER, ERENANERTHREER. 8M&F4E
ERATX S KNENIRSRERENE R TEE.

Amazon WorkMail 3K EMNT :

o MR DENY MM EZFBMHIE , MZREESFEIEZIRRGR, DENY UL T ALLOW #
n,

« MRELF— ALLOW MM TZE , HB&EET DENY FUPCE |, NZKEE A F1ZIRZ G R
- MEREFAHEMAN |, NZIRESHEELE

/A Important

BREZF2REANATRENEM., XLEIRZE 2T Microsoft ActiveSync & & Bt B3 B 1k
L£HEM, Amazon WorkMail TE M R B EFIRIRENEERE EHIZH.

BERYRZHRMAN

B LAERA API T AWS i B 1THRE (CLI) SIZMEEBHRBIHEMN, HXx AWS CLI WES(E
B, #ESHAWS e TREAFERM.

/A Important
L RE X Amazon WorkMail ALK THEMRNE , SEMWRZAEEER DM B FEEHN
AN, HEFEHBERETREASRIAEFT BT, B2 , ENEAN , BLIENEE
FHRNTHR. BXEZEELR |, {55 Testing mobile device access rules.

5| B3R F T RIM N
AT RO R 5 H B3 R Z RN

aws workmail list-mobile-device-access-rules --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56

BB REZ H RN

LT RAIeIE T — R LEPTE Android 18 % 15 [B] BB FEAY A

EEBIHRZHFEAN R 1.0 197
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aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21lm234no56 --name BlockAllAndroid --effect DENY --device-types
"android"

LTREIGET —MXAEERASH i0S AN, 555 HMBRERIARY ALLOW-a11 H0,

aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "iOS 14.3"

BB RFZ RN

PR R BIEE AN IIPR IR R SR E R IR B AN o

aws workmail update-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowlLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"

T ER B 3 ik & 15 R AL
LT RGIMBREB S ERMRFNBIREZ RN,

aws workmail delete-mobile-device-access-rule --organization-id
m-al23b4c5de6781g9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d

NAB 3 IRZHEAN

ENHK B EMN , B LAER GetMobileDeviceAccessEffect API 8 AWS CLI 1 #9 get-mobile-device-
access-effect 6. HX AWS CLINEZEE , 50 AWS s ST REAF I8,

MiRET , BEABRUBINZZHNEMY , AE APl 5 CLI 2 RE EGXEE KRBT R [FREN
TAEALPR ( ALLOW 3% DENY ) o g0 , tbag5MliRi=4T iOS 14.2 B9 iPhone LA K BRIAHR 4N FAfE FF 8
AiGEHRFE

aws workmail get-mobile-device-access-effect --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --device-type "iPhone" --device-model "iPhonel@C1"
--device-operating-system "i0S 14.2.1 16F203" --device-user-agent "i0S/14.2 (18B92)
exchangesyncd/1.0"
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REBHEZREFHAEFRRRE NN FTENER , NTENREEZE, BIEXKHFFERS
PR{E $NONE , AT LU Eix g & #t {TIEBL, Bl , @& DeviceTypes=["iphone", "ipad",
"$NONE"] BFI N RFPCE 3R E 1R R XA N "iphone" = "ipad" WiIRZ RV EATREIRZ R AL
%o

NotDeviceTypes B NotDeviceUserAgents EBEEXHEXEEERLE, Fln , 25
NotDeviceTypes=["android"] WMNFEEFEFREZELXEFR "android" HiRE. BR , &N
MASTEBAFTRERELXRBEWNZR,

EEBIRBNEES

BULERBHRZFP RN BEERBZBHREFFAMANNER, BEATHEEAFNRE , B4
RFEFRINGRIAN , LR AERABERGIBTFRIMNUE —REBS , HAFRELEENAF MRS
Mo MHh , EALGERS DefaultDenyAll BERZHEMAMNEEER . XHFIHRRERELET E
ZHBHRZEE (MDM ) BRAR. AXRESER , FEHN EEEEZ N EBYRBEERRT =
354

£}
- BYRBIPEESN THERE
- EEBE

BoiRRipRBEEN TERE

BB EAFNREN VR RZTRAES. THAEAFPMEZNBIRZHRANN , BE
SREBRINGRIER, flan , mRFRMNBEEL TR , WiGRBZAFZAFPFREZED HE FEB
%, ik , MRFRANBEEARFHRE , WA GIEELEAFRMEEESHBGNES. SERERB
RZIHEBEZR , Amazon WorkMail TR E—RBMIZAFMRBER FIHRINERRN , 2BXEREHE®
HERIF RN LE R

/A Important

HIZE N Amazon WorkMail AL BEIRRHRBEN , SEMNWIRZEEER DT RE
BREFTNEES.
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AT LAE A APl 5 AWS Command Line Interface 2., E#H MR EEZFEEBEE. X AWS CLI
WEZER , BH5H AWS S TREAFIER,

EEKRIRR ID, HFEH AWS BEEEZEH A, BXEZEE | FoREEBRHRZFMAER,
HIHBHEZHEEE
LR BIE R {1 51 38 € Amazon WorkMail AL AR E B e iIHRIEE.,

aws workmail list-mobile-device-access-overrides --organization-id
m-al23b4c5de678fg9h0ijlk21lm234n056

PIENEFBIRZBRES
XFRIEB D RBFRER , SUIELXTIEE Amazon WorkMail A48, AP MIRE ID KA,

aws workmail put-mobile-device-access-override --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO --effect DENY

ALMERIM BN B RZBBRABZUEATEANNR, XHEMZACIENBHRBFEES , AR
BRI =IELE,

aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect ALLOW

MEREBERR TR EES
X fS 1 BR#E E Amazon WorkMail A48, AP FRE ID WEBIIRR TR ES.

aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO

EBNREEEMRG RER

Amazon WorkMail BB ERBEMBHRZFAANZIF-—LEAN B RLEERYE. B2,
X LEThAE R BEE T Microsoft Exchange ActiveSync (EAS) thi SBHIERXRE , it el BRI
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BRI ERMER TEE MDM SRS R  “REB'SEE . FEREN MDM X4 , THRIENERT
RXEFPLERN,

EREEXT , BHRFBEIEMN MDM R 5 EEA Exchange &3 [EE (EAS) KA ]
Amazon WorkMail, MDM f# R 75 = AR ZIRAK AT HIELIT Amazon WorkMail BIERIE R, £
Amazon WorkMail 3% , EEH —MNFRIRSEFN , ZAAN R FMN MDM BRF R —NRZA IP
1T EAS A, BXEZELR , BHSEEAHREZESHN,

TEHERTHAENKEEXRE,

Access Contral

Rule
.
EAS EAS l N l
WaorkMail
Device
Posture
Changes

MDM solution

EEEEXT , BHIRLER EAS BB Amazon WorkMail, 28 MDM R 5 RLFBUHEBIRS
By, AFE TSR RRERFEXLEER, Y MDM BRARRMERSER ( FIINEEFREHN )
B, EULURMBIRE , HABEESAHBEAHEY, Amazon WorkMail EE R AT LUEE —NRE

RIAMXEESAERSEY , HEDVEBDERHREE , MEEREHFEITHFSE MDM BEER
it A RIELE X IR Z R F R,

TEHERTHANBEEEXRE.
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MDM solution

 WorkMail HAEREN EERENTS5E=7 MDM fFRTT RERK
EEEERXTSE=ABHREEE (MDM) BRHRER , KRBZUTER ;

- BIRIGRIZRFIMN | BRFEI R8T ActiveSync PMUIARI A 8%,

- BIEBIANIEL LI BIRZIHRMN , LARRINER TIELMERALIIEREBRNRE,

s RABHRZEEMRER , SRR FULLDY (EBHEITHEER )i, ZHREREEK
HBEE N BHRES,

- BIEBEEXHKHAFITXEER , FBH Amazon WorkMail SDK AABI BB ZHRBE.

XA G AREREAFIREER TR EE Amazon WorkMail B8 2 B9 & H MDM 8 E

155 F 177 [ 422 46130 U BR 1 BB 31 1R R’ XY ActiveSync #9177 18]

IR AR FT IR & {UER ActiveSync % |, 3 B8 AT LUEE A F RIR SISk AT IR 4E, Bl | &
AR AT AER IP kST B P 3R F X E A EB AR M B 5 B4R |, RIS TEMN L BIBH K IE SR 1 8] 88 F
BR 4B X S 1F ActiveSync, AT IIRME , BN RE ActiveSync A FEFERAIZE ID #RRI1RR,
T BE£E A B BX R 4175 (3] MY (IMAP) 2 Exchange Web Services Ehil. BXBEZEEL , B3 £
FA i a2 R o

IR IR AR B4 2 5015 R ALY
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BRGIE R T 4EL S5 HN

aws workmail create-mobile-device-access-rule --organization-id
m-al23b4c5de678fg9h0ijlk21m234n056 --name DefaultDenyAll --effect DENY

MRBRBSERMERNACIRBHRBIFEAES

BT MDM SR A REB AR EBXRIEZRDERNBEL, XLEBHMAMATER Amazon
WorkMail SDK SIZREFHBHIZZHRBENEAMHRER. BETFAETEIEARNWRINIEL 2B
FRZFRAN | BINER T , Amazon WorkMail £IELIFE R ITERFTHEN RS . X MDM R
FREEEZHFEMEERALEEREZFEERNBEAN , LAGTUBES RIEERF ML E 61
BB ALLOW R BHZZHRBZRNLBABER N, MREZFZETHFEER , BHRZEE
BRARECEES—NEH , HETRELHIBRBIERIG M BEIEL ZRZWNHR, BXEZELR , #F
S EEBHRZHRES.
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® Note
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« TRHENR - EAXNMENTE2EIABEAGRNER , SRR ENRAINR,

@ Note
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- REKZE - ALAFPSEARKREMAF, ZEBFB4. WA EERTE From: (M) #rske , 24
AERE Sender: (K A:) bRk,

« REN-TULHEAFPREUMBEFMEE SO REAB TG , MAE RN ERRESEA. BFEFIEE
£ RTE From: (M:) #53kH Sender: (K4 A:) ¥k,

- T -BHEAFRAREEFHA,

@ Note
EREMRFERBENR X ENRT B ZANTERA , SEREANKR.

HIRZFERFENPRET , Amazon WorkMail B X RSE < BN A F e B 3 EF A IX LB A /Y
A X BR

X F Windows R #Y Microsoft Outlook & F i , EEZLHRNENAF B hRXEME. &Z
RFENERE 60 248 , REEHZ 3 Microsoft Outlooks

% F Amazon WorkMail Web BRI EFUAREHMBE FHH4EFiET , EATSHRNENAFTUFE
FITFAHREMFE, BIEETRELFEZE , BT FNEBE B RSITHRES | REAPFEXF,
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WorkMail B3 API 9 IAM AFE R, ERREMEREREREMNANNR , HEA AWS EBZE A
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AFERKREETE (AT B) RiEEH, BERTFZMNER , FHRIAT B WERERE , ARTFAT AR
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2. TR MEF RS R HERERFMP A
3. RBEEEIRENR , ABEEHRM,
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SRR HRFE TR
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(® Note
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T ROVERIAFELAEE EWS thilERER. RATERNERIEE T EGNALNMKSFrEs
BT iEAESR -

WORKMAIL_ORGANIZATION_ID — Amazon WorkMail 2432 1D
IMPERSONATION_ROLE_ID - #E#\A® ID

WORKMAIL_EWS_URL — Amazon WorkMail i = F B & IR 89 EWS xR
EMAIL_ADDRESS — FA P~ ERF& Y B8 F R 44 b it

Example Java - EWS Java API

import software.amazon.awssdk.services.workmail.WorkMailClient;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleResponse;

import microsoft.exchange.webservices.data.core.ExchangeService;

import microsoft.exchange.webservices.data.core.enumeration.misc.ExchangeVersion;
import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;

import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

/rr

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUrl(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example .Net - EWS Managed API

using Amazon.WorkMail;
using Amazon.WorkMail.Model;

using Microsoft.Exchange.WebServices.Data;
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// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example Python — Exchangelib

import boto3

from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init__ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def __call___(self, 1):
r.headers["Authorization"] = "Bearer " + self.token
return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth

ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"
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)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION
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FPWFAEEFER4F ARIE & 2 Amazon S3 BRI — .zip X#HH, FLSHKRAF
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A S HAELTRE |, FEREEENXIFR AWS Key Management Service (AWS KMS) & £ %47
(CMK) X Amazon S3 FEMHEY .zip XHFHTME, BT AWS KMS mn# 25 Amazon S3 &5 ,
Rt REAFERIGE AWS KMS CMK |, TH/EEI & & @B RSN EIE.

TR
AT RS IR R SRR

- RIEREN,
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Service A1) PR Amazon S3 Fik H B RIXBRH Amazon Simple Storage Service A
FiEE.

o —/N\XFRAWS KMS CMK, BXEZEE , 5 H (AWS Key Management Service ¥ & A & 1§
) FHAIT,

« —/N AWS Identity and Access Management (IAM) & , HEEEFE A Amazon S3 F @ HF
A AWS KMS CMK & B R IEX AR, BXESEE , 3 Amazon WorkMail #1715 1AM
S£eEH.

IAM R RBIFA A2

UTRBIERT —N IAM R | ZRERTFEA Amazon S3 F#BHEHA AWS KMS CMK INEE
RIEXHHNR. EEUAT TS . SHBBERNESEFFEALLROIKRE  BRZRBESEANXEER
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:GetBucketPolicyStatus"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"

]I

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"

1,

"Condition": {

"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/S3-PREFIX*"
}
}
}
]
}
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LTRRAERT —NHMBECIESN IAM S5 1AM SEXK, EEUT R  SHBERNEIRS
FERAWROIKE | FHHZEBBEN XM B mailbox-export-trust-policy.json B JSON X
.

BREIEEA aws: SourceArn l aws:SourceAccount &, Hlan , MREBEEFEHH

B8 AEMNE— AWS IkF T TE Amazon WorkMail 485 H3EE | T a7 LA 1% 35 #E = il BR
aws:SourceArn, BX{ZHRNESZEER , 52 H (AWS Identity and Access Management F F 8
) P AWS £ F&EM4 LT,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "export.workmail.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:workmail:us-
east-1:111122223333:0xrganization/m-a123b4c5de678fg9h0ijik21m234no56"
}
}
}
]
}

ZAILAER AWS CLI BREETU TR ELZNIKS PR IAM A6,

aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1
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aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json

EXx AWSCLIWEZEER |, 51 (AWS Command Line Interface AFEFE) o

B S HEERR

EL—EoHeE IAM BEFREE , BERATSRSEBEANS. BL403HE Amazon WorkMail
HAIDMAF ID (EKID) |, BAEIE Amazon WorkMail 32 &1 & &S £ 8 Amazon WorkMail
APl A EEA ],

Rl S HEBEAE
1. f£H AWS CLI Bz 5ES HiEW .

aws workmail start-mailbox-export-job --organization-id m-

al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-

arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn
arn:aws:iam::111122223333:role/WorkmailMailboxExportRole --s3-bucket-name amzn-s3-

demo-bucket --s3-prefix S3-PREFIX

2. {F/A AWS CLI Y1248 Amazon WorkMail 4H 43 R S H e VIR Ao

aws workmail list-mailbox-export-jobs --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56

®¥E , £/ start-mailbox-export-job dnHERKKEL ID {RUSIZZHFFE S HAE L BVIRTS

aws workmail describe-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --job-id JOB-ID

HERFE S HAEW RSN ETKE , SHNMBET B 2L . zip XHHNFEXFETEERN Amazon S3 7
N o

LAUF 25 BB FERY far i B S RHI
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"totalNonExportableItems" : "13",
"totalMessages" : "76",
"sha384Hash" : "4de93a***96aldd",
"totalBytes" : "161892",
"totalFolders" : "15",
"startTime" : "168***380Q",
"endTime" : "168***384"

}

(@ Note

totalNonExportableltems B FZ XFHWIE |, Z EFMEKRR A,

£ Amazon WorkMail BYBRFE/ENLAY | EEE LA TSI -

XN FLHER Amazon WorkMail AR , BH{Z A LARRIET 10 MBS HAEL,
B LR RR 24 PR A ERBREZ T — RIS HAEL,

o UTFREBXALETNTE— AWS KigiH :

« Amazon WorkMail 4443

« AWS KMS CMK

« Amazon S3 17# 1
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