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MyDocs Recycle bin  Favorites
Name

4. 7T B REFIEE TEH . o

Actions -,  Share
Ubload new version
Download
Favorite
Request Approval
Settings

EPC L, BIABERT , T&EHAIXHL Downl oadsWorkDocsDownloads// SR E#HFEH. &
Macintosh £ , BRIAER T , XHLAEEIRBIES B /Users/ AR &/7F . WorkDocsDownloads
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M. ZNFEEBXAERAMERN IAM K, 3B E5SK WorkDocs MG FE—Xig, 1tk , &
VB AGPE LE ST B A TF IR, ARMATIHRENESZFELR |, i35 Amazon S3 A iR HIE
IE ARG RERE Amazon S3 F i

ERT &R WorkDocs 1XUBR |, IBELEFMEWERE , AT REIFTR. ZREEHE
Haws:SourceAccountflaws :SourceArnF 4 ERB/NRIEASEE , XE—LZ L HFEXE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWorkDocsFileUpload",
"Effect": "Allow",
"Principal": {
"Service": "workdocs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"
},
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"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT-
ID:organization/WORKDOCS-DIRECTORY-ID"

}

(@ Note
* WORKDOCS-DIRECTORY-IDRIE WorkDocs MR 4R ID, XA LATE AWS WorkDocs
BHEHIAH ‘R RPKRE
- EXEEEHBERENESZEER |, BSEEH Amazon S3 2 &l & 7N 0174 i@ 5E B

« |IAM KB, EHE WorkDocs & EFRiER | IAM AR ZFE AN RELTM LA T KK

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowStartWorkDocsMigration",
"Effect": "Allow",
"Action": [
"workdocs:StartInstanceExport"
1,
"Resource": [
"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS-
DIRECTORY-ID"

]
},
{

"Sid": "AllowDescribeWorkDocsMigrations",

"Effect": "Allow",

"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

1,

"Resource": [

-

]

.
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{

« HE , BAILER AWS KMS ZANFHBTHBRSHRERTMNE. R
ERBAIENRIRE, AXESER

EEMA AWS KMS %47 |

HYE BN B

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:: :BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

1,

"Resource": [

"y

"Sid": "AllowKMSMigration",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:DescribeKey"

]I

"Resource": [

"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"

TREEH  WNAE
BESH (EAWS AEERSTRARIER) FHCIRESA.

B IAM REERRMUA T ER, BFEHR SYMMETRIC_DEFAULT 323

TR
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details
Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status
Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

E'?Wﬁ which will be subject to 53 pricing. Once you have validated that the data is migrated, you can stop your WorkDacs billing by deleting 11
the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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IBERE :

- ZIE2mREHERE AN KIE ‘K" BFH4 (0RE ).

- BT D% S3 FEENEE —/ /workdocssite-alias///created-timestamp-UTCX R, Z%
XHRTEBNMNEMW EERENAFNESR 4R, BNERXHREBI SRR,

BIERGT CSV XA RAMERE

- MRAFEIBZEMBERT A , WFR2ERZAFESRXHEX.

¢ RAB-EESMREANIEERS  BRA _ SIEREBIFMRS. HEABERALTEY, fln, &8h
“TestFile.txt” BB MNMRASH XA TR -

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

« MBR-LUTROIERT HBEMNER CSV XHHWAR

PathToFile,PrincipalName,PrincipalType,Role
/mydocs/Projects,userl@domain.com, USER, VIEWER
/mydocs/Personal,user2@domain.com,USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com,USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com,USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@domain.com,USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com,USER, COOWNER

. WIE-UTRAIER T BB FE CSV THHAE.

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/

Onboarding_Guide.xml,userl@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user2@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user3@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,userl@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user2@domain.

com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1

com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2

com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3

com,2023-12-28T20:56:27.390Z, TEST COMMENT 1

com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
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/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z, TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4
o BEEENH-UTRAERTHBEMBEXH CSV XHNRNE. ATREMEMYE , RIHEET ID H
Bk 7 RREE.

FileOwner,PathToFile,DocumentId,Versionld,SkippedReason

userl@domain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...

user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...

M Amazon S3 TH B EIE
HTF IS8 MEN Amazon S3 A , ALE T LU ERBAETEM Amazon S3 TH B H b7 R
FR, ZAFBNAMATHEIBWEE , HIRE T EEELLEIFEHBRG RNE,

(® Note

UTTREBINMA—IRTHE NI XHER, EXTEXEHNEMARNER , HS5H
Amazon S3 AFEEHI FE Ko

ETHHIE
1. $T7F Amazon S3 #2#|& , WA https://console.aws.amazon.com/s3/.
2. EEBENRGEHEBHSMIEIMEEIE.
3. EHRERXHRESDHEIERE,

8-

THAESRXHR , AR RENMNAPEPIZXH I XHREZDHEEE,
4. EETH,

TFRERRTT RBIL

M Amazon S3 TEITFBHIEHIE 13


https://docs.aws.amazon.com/AmazonS3/latest/userguide/download-objects.html
https://console.aws.amazon.com/s3/

Amazon WorkDocs EEER

WNFARBEWR , BNBUEASHBET Linux B9 Amazon REGREGEE EC2 Kf| , mEF M
Amazon S3 TEEE , BERHE  AeRH LA FHERABRALRE

R 5 HE R

BRRUATSRUBRENIEREER

« MBEBXRM , N WorkDocs #ZHI B/ “IBHLIEFRK BB F ELLER—FREREE. EFHIRHE
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EFENIEBHLIEZR
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Migrations
Migration Status Start Time End Time 53 Bucket
® Succeded Feb 1, 2024, 18:01 EST Feb 1, 2024, 12:01 EST workdocs-data-migration-tool-test-bt
® Succeded Feb 8, 2024, 17:00 EST Feb 8, 2024, 17:02 EST workdocs-data-migration-tool-test-bt
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https://console.aws.amazon.com/zocalo/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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BXEE , BSE (AWS IAM Identity Center FiFF1§8) ##Y Enabling AWS IAM Identity
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2. £ IAM Identity Center 7 , JAFP R FEEIHRINR,

BXREA IAM Identity Center B & N SR HE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELZEAWS IAM Identity Center FA P 17 R4 R
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2. HMARSEE—ME , RAERNZESEE L BFZIFRNE.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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(AM FiFiERE) FNERATSEERBEN BEXL IAM R,

ETHONRBEASE —SARINRREHIEEXRE, NERRBEERAEZNRAS, 45486
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon WorkDocs EEER

Amazon S3 #l Amazon VPC B2 Z#FH RS R~ ACLs. AWS WAFE THEZ{EE ACLs , ESH
(LOpEEFEFRSTTXEERE) FHIHRES FIER (ACL) #ER,

Hfth R EE SR
AWS SRFEAE TR AR WA RS T , iX b S SR R AT AR B 38 3 A B SR A SR 2L 1) S0 F B B KA R

- RRLA : NRLAR-NERBE, ATREETHSOREBEALN IAM K& (1AM AP A
2 ) BFHNRANR, BANKBRENRLR. SEERNREXEET HHHRBERENRILR
MX&E. & Principal FEERAFRACHETHRNVRBEAIZNRLARS, E-TURBEFHE
RNELFEZ AT, BRANRLANESEE , FSHEIAM AP ERTH IAM EERRERD 5,

- RS IEHIZKRE (SCPs) — SCPs 2 JSON KB , ATiEEPHARAL LN (OU) WERAINE AWS
Organizations, AWS Organizations & — A TR ENELAENZ AWS K/ DT o HAMER
EENERS. MREEAHALTHMETIEE , WA LUFARSEHIKEE (SCPs) NA T ENERRME
k. SCP PR#&IAK &K R EYSEE (BIEEA AWS KB AP SRE ) BFR, A3 Organization
SCPss MIMNEZE L |, 219 (AWS Organizations 15/ YIRS 12 HI R,

- RIRIEFHIKEE (RCPs) — RCPs & JSON KB , Al LU ERIEEMK A =IRA & A AN
R, MAEEFHMBERENENEEN IAM KB, RCP BR&IK A M/, P ERERNNE |, 3
AR (BIEFHD ) WERNR AWS IKFIRAF , TRXESHETE TEWAL,
A< Organizations FEZ{EE RCPs , 8% AWS RS ZXEH%IEK RCPs |, i55H (AWS
Organizations FIF#E§m) I FIRZH K (RCPs),

- 2EERK  SERBRELAEURELFANBERKES AT IZIGH 2ERMENSBUL BN S KK,
ZRAFENNREAFIBENETHHNRBMNSERBHTE, NREBALKEETHRAK
B, E—TRBEPNENELFEEAT. BXEZER , FSH IAM AFEEHRNSERE,

® Note
WorkDocs 3% #F Slack Organizations HY RSS2 HI 5K B

S REERE

SN REWRBEA T —MERE , ERBORREMERNELIRE, BT HRESRSHRBEER
WA AWS ER B AWER , FS5H IAM A EE R R ITEEE,

FEARKEERR 22


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": [
"zocalo:*",
"workdocs:*"

]I

"Resource": "*"

T HNAERIXLRE JSON KM HLAIE IAM ET HOHEE , B3R (AM AFERE) THE
JSON &I L B3 5K HE

£}

- RBREXE

- /4 WorkDocs ##l&

- ATAPEEHAIIB SR

« AR WorkDocs & iR# 1T R
- ¥% WorkDocs ETF &3 K8 =l

REERIEREK

ETHONRBRE T EARBAUUAELENK/ P, TRISMER WorkDocs #ilR. XL ERTEE
SfE AWS IKFFERAE. tIZRREET S HNREEN | HEEUL T ERME

- FFIRER AWS RE R H RO RENRNR — EFRAASMITERERR TR , SEANTS
FEIRAGIRTRRHAWS HE R, ENERNRERITRA AWS IKF, RINBUEET E LEXY
R RABIEY AWS BEFEERBKAE—SRINR, BXESEE , S0 (AM AFER) B
AWS FEEA RN TFRBEERAWS FEEX KK,

- NRSERR : £EA IAM R RENRE , TR TFHITESAFONR. At , EATRUEL
EREFRATAUNBERFRHRITHRE , SR NRENRYFA, BXEM IAM NARBRNESE
5, FZH (AM AP ER) B89 IAM R SRR R,

ET 508 RA 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

ARYFA P WorkDocs %R 1T R

LU AWS #£& AmazonWorkDocsReadOnlyAccess R B&##F IAM B X4 WorkDocs & JRHI R ik
WIRAPR, ZKBE S P iR P WorkDocs Describel®fE, S5 HEX 4 Amazon EC2
B1E | IX#¥ WorkDocs FEERB B HY VPCs MF MK %Ik, FEiH8Z% AWS Directory Service
DescribeDirectoriesB{EF BEIREVE X &R AWS Directory Service B R E R

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

]I

"Resource": "*"
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iam:PassRole
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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WorkDocs £ RIFEEH CloudTrail % B , 23IREEHITFTEHNZENREBEFENZKE, —&Z
BHNEEXBET , #4EEZENAPSHE IAM AP, BHEFTESXBENAF 54 2 WorkDocs B
FHAF,
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BEHERHA HIDDEN_DUE_TO_SECURITY_REASON, CloudTrail X&£#E BEFERNA
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BEFERE.

{

Records : [
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "IAMUser",
"principalld" : "user_id",
"arn" : "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"
I
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
I

"responseElements" : null,
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"requestID" : "request_id",
"eventID" : "event_id"
},
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "Unknown",
"principalld" : "user_id",
"accountId" : "account_id",
"userName" : "user_name"
I
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{
"AuthenticationToken" : "**-redacted-**"
},
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
}
]

Amazon & MR IF WorkDocs

ETHRREETRESAUXINER , FZHAWS RS “ZEEA XIS HEE" ", RERFEERN
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

BRI LMERATEE=SFitikE AWS Artifacte BXREZEER |, BSRPMW “THIRE” £/ “AWS
Artifact,

IBEMER AWS RS R EAREBR T ENBENERME. BRARNEN B R AR E R ERENE
Mo AWS R T U T RIRKAEBNIAEMLE

« Security Compliance & Governance : X&R S REBIEREITIC T RWERRER , HEHTHEL
£HMEINMIEN SR,

EMMERAE 34


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/

Amazon WorkDocs EEER

- fFE HIPAA ZERHRFZSZE . FIHFFE HIPAA ERHRS . HIEFTE AWS RS AEEFS HIPAA
T

« AWS EMFEIRAWS — tk TEBFNIEEE R REE A TR ENTLMAEBX,

- AWS EFEHEEE — NENAETHREREEN, XEEBLE TRIFVRESE , AWS RF
HHEmMmH B S MERE (B REEERVESEARMRER (NIST), XFFTLRLFEEZRS
(PCIl) FMEBrFrAELALE (1ISO) ) HEEEH,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config lRF SN T REEE S K
BELRENIRE, TULENFEM,

« AWS Security Hub— X AWS frSs ATUA2E T #RERN R 2R AWS, Security Hub B 24125
Bl ian AWS BRAREHREFELETURENRESR, BXZT RS RIEHIHBERN
HIK , S5 Security Hub &S £,

« Amazon GuardDuty — BB EREZHN AWS IKFIMERREFETRNEEES , X AWS kS
BNEHN ITEAR., RHRENIBEDRONEBERM. GuardDuty BIHEEREESHMERAENAR
KRNER , JUBSHEHEERHEMNMEER , fila0 PCIDSS.

« AWS Audit Manager— iX AWS B35 AT AR BRI w1t AWS AR , M E{LX B EE UK
Y EMRFITAFRERN SR,

Amazon B3 WorkDocs

AWS £IKERIRIERE S AWS XEMATAXHEEN, AWS XERHESMERENRBERN A

X SETAKBEIELEE, SELENSETRNMNEEE, MATRAX , St MREETH
Xz BT B RO RBEBHNNARFNRERE. SEANENHSMREFOEMEBELELL |
THAXKERESHNTRAE. REENTT B,

Bx AWS XEMAAXNEZFEE , FSRAWS £ IRER X,

Amazon BV E MK iEZ £ WorkDocs

BN —IIEE RS , WorkDocs Amazon ¥ AWS 2 KMELZLRBRFHNRT. BEXEZEL , H35
IAM B PR+ AWS Identity and Access Management I E MR EZR £ A% AWS ZZFg /0
WZE, SHMNEARKERE,

BT LMER AWS B4/ APl A WorkDocs i3 ME#1TiHR, B EXAZTBERELS Y
B (TLS) 1.2, BATBWERA TLS 1.3, BFREMLAXIFEERTL O RENZRBEYS, , fl
Ephemeral Diffie-Hellman =% Elliptic Curve Ephemeral Diffie-Hellman, KXZHIMKRRL (M Java7 &
BEERAR ) SR EE=,

e 35
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https://aws.amazon.com/compliance/resources/
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