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KNEHRICAA. R, EARANIE B TERRBAMN, HB., BRI KR H AR AR R
HITHE, E—BWARCKE T UAERMFENERTR, BEARMERERAKREERE AWS 3

5.

RARFBU (EAZNKFALRER AWS 3H5) BRPFRREENIERNIESHEM . BWEERIR
AORBZBEARZAKR . AWS BUGNUBGKFABISEM, AXESER , F5H AWSE
RV B =& it

BNRERERE?
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%, BRI LLEA AWS Management Console 54 AWS Well-Architected Tool , BIB S8
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BRERMNESLTRESNRESXK (SERMHE,. BRVNEKED ) , FSHE AWS ZEZHH D,

fai v
AWS AWS B3 a2 %R ( I Amazon EC2 356l, Amazon EBS &, &4 FMAWS Lambda &
), TUBMMEFREIEAR. BENRNER  SEUT BN BRENAER. FREBIE
My B AWS ERiZR¥H AWS BIRA T, FEEEKN AWS FAEEMEBEZMNNARFNSHERE
B ANEE-RYGREREREBLE T RIS TH I ARER. MAX—HZHEENZEERED , flW
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& E A Well-Architected 715 ? 1


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/architecture/
https://aws.amazon.com/ec2
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/using-network-security.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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— Philadelphia data center
— web tier

— unique identifier

hostname: phlpwcspweb3 = FI'T p W csp web3

- Customer Service Portal

production

SN RRe A A E

fign , EC2 EBIF—1EN Name WIE UIRE , ZFERHURLCNIIE , A AT EETEREED
X H#ITERE AWS,

2010 5, AWS HA ML T HERL , AEERMMTBERE T —HRFATT BN, AR
PRIESETHEBNMNNEFHENKBRBOMERBHEE. AWS RigEHHE B EBAIRICH —
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https://aws.amazon.com/blogs/aws/new-amazon-ec2-feature-resource-tagging/
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WREBEE ACHRS L APls, FEIENRE  FEARNER , THNATHFHEHBEE 0 AS

BEE (PN,

AFfER AWS CLI, API SielZH BT AWS BIRAFRZE AWS Management Console # R FE X
HIRE, —L AWS fRZ: AWS CloudFormation , 5140 Elastic Beanstalk 1 Auto Scaling , B3I AE
MNEIBNEEN TR ENE, XEZABEMN AWS £RNFE | BEWHE aws AR, ZBIRTEE
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A BA[E AWS BIRAMB AP ELRERERAERNBERS, BXEZER ,

BEZHE (AWS BRZ

ZEE) PHREHERFIFER, AWS EEMFERITT XL AP ELHRERE,

& 1- AFEXHIREZANERH

X4 1D HEEHA

i-01234567abcdef89a CostCenter
Stack

i-12345678abcdef90b CostCenter
Stack

& 2- AWS 4 BRI RE R A

AWS £ PR EH 4R

aws:ec2spot:fleet-request-id

aws:cloudformation:stack-name

lambda-console:blueprint

REE
98765
Test

98765

Production

EH

R3F311Z EC2 KHIHY Amazon M B HIE

%

FRIRBI 2 & RH AWS CloudFormation 4%

FRiRFAYE AWS Lambda EEERNIER



https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/supported-services.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/best-practices-and-strats.html#tag-conventions
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elasticbeanstalk:environment- FRR BT RN ARRF
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aws:servicecatalog: provision HR 7= mAYEY Amazon BIREZ R (ARN)
edProductArn

aws:servicecatalog:productArn M B E &= @i~ me ARN,
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https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/choosing-tags.html
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html#id_tags_rules
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£, Wix, £7F7 ) REEXUIFEARANAZEXEEEER, 2EEENNEHZH, b
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https://www.youtube.com/watch?v=aFdpBqmDpzM
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EXMAEMIRCH R

EH - A EX AWS BRH#TIRE , SRESERSHTERES, 2ENFIEARETFRIXG—
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- TR HIEREE A
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- WIAMETHENAFBEE (PI)

o REUALE LA EFMITZZ4A

o T8 E Q0R1Z AN ET 89 58 i M AR E F 20 B B A EAR
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HAERNAE  UREMERAANE, HRICHRREEEPNIMEE WA SRR,

EMMERAIRC AR 9


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS B H

2 AWS BRI B ERE

21

*/

f#F Say "¢o3

=3 =3
=3 =<
=3 =3
=3 =3
=3 =3

B ERUY

Ko

‘A3(Q ‘poi1d

12Ae7 ddy
‘ 19Ae7Tgom
‘I9Ae717gq

110d
dngTTe39Yy ¢
butiad ey

¥x~¢CT

9dueuTH
‘sdponaaqg ‘¢ a21n
3993 TYd 1y

X93TSTTel9y
‘ xayeeaeq

(%

/&8 B = B} 6o
H4 ) BG4y

X H O LB 5

o ¥ [ L G E,
ML ya /e
uodwoHagnsg

lig 13 b 2

LE
W THXEY
Y YR ULT i

g
kS0 e 0 2

prac|
wak 5 LI 4= S 1T 2

BEVH BN
EYHHEF AL
il s

EH &t

T-9Tdwexa

pIrIakeT
:TO0I3UO0D-
SSs9JJe:du
T-9T7dwexa

I9UMQ:
UOT3BJ0TT
e-3sS02:0u
T-9Tdwexa

I93U3)3S0)
1UOT3eJ0TT
B-3S02:Du
T-9T7dwexa

PI3TU
nssautsng
UOT3IED0TT
B-3S02:0u
T-9T7dwexa

pIuo
T3edTTddy
UOT3IBDO0TT
e-150D:0U
T-9T7dwexa

H &Y

pigia=

i 3k [ol S

o & S o

o &

o & S o

o & S

=

(EZdf | &) gL DY -9 %E

10

NEYES

o

V]

ENMAKAE



AWS B H

2 AWS BRI B ERE

21

*/

e

Fh 4 Bz

Fh 4 &

Fh e &

pold

=3

poid

sdg3 ‘¢S

sg3 ‘€S

3182

&
pcER:: |

VVdIH
'SSA-I2d

pP2311>TI1Say
" Tet
JuspT4UO)
‘91BATId
OTTqNd

Uv¢Z ‘u9

Topenbs

(%
/&8 B = B} 6o
H4 ) BG4y

7
RS HEE
%) T

FEH
WHWS WX
KO LLIENE X

(Od¥) g vy
E Y CHE W X

&

VA FNEIGE
WHE/ Y4 N

EH &t

JIOMaweI 4

:9oue
TTdwod:du
T-9Tdwexa

uotle
JDTJISSETD

:ejep:ou
T-9T7dwexa

odx:Ax
9A0DDI-I3
3}SEeSTIp:du
T-9Tdwexa

IdUMQ :SUOT

1exado:ou
T-9T7dwexa

H &Y

<

20

sdonreqg

=

(ZRTE) g LEL DY -9 %E

11

NEYES

o

V]

ENMAKAE



FRIE AWS FIR SR ESKER AWS B KR H

EMFREERRE , NERAZEHNEFEEERLR , AMBAXANRMEXEERALGRZEFEE , SMET
SENREREH. MG ERSTHE , KU TREH.

AWS Organizations — PREBUER

Y SRBE AWS Organizations R VFERTEHE AWS Ik AN AEMERREE, SRR E M
JSON FERX RIXEBHARICEM , LUEF A AT LAEZRK AWS IRE AR IR G FHE R M R FIRITIZEME, #5
TERBENTRERRERENFSZATESNE. ZREUTUXAEIRNER , SUXATRE
IEERA (*) WER. MREISETUEREIRTE , EEFERRRK.

AT RGIGEEA T A E AR IC RBESRIDIE R E R A R E, RIFRMHAEACRBESNL , BALH
REFEEERE - IMHZMrEREP . ATLERRMPNRBERIGRENAENR , HELLERKE AR
ERTREZR.

Examplelnc-CostAllocation .json
LA R B A 2 B An L M AR 5 SR B R B

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:ApplicationId"
I
"tag_value": {
"@@assign": [
"DatalLakeX",
"RetailSiteX"
]
}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@Eassign": [
"Architecture",
"DevOps",
"FinanceDatalLakeX"

]

AWS Organizations — FRE R 12


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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}
.
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
.
"tag_value": {
"@@assign": [
"123-*"

Examplelnc-DisasterRecovery .json

BT RIBEREMREIRE AR LRI R A

"tags": {
"example-inc:disaster-recovery:rpo": {
"tag_key": {
"@eassign": "example-inc:disaster-recovery:rpo"
.
"tag_value": {
"@Eassign": [
"6h",
"24h"

ERHIH | ExampleInc-CostAllocationtr&EKBEHIMNZ| Workloads OU , EithiE
FProdMTest FKkSHEFTEMKS, OUs, [@# , ExampleInc-DisasterRecovery ¥ 5B KN
3| Prod OU , ABtGER TiZ OU AT . A ZANK - HARE BB EIF MR 7 HEN
OU £,

Examplelnc-DisasterRecovery .json 13


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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| .D\% Workloads ----r=r-rmmmememm attachment --------------- ------| " B Esarnpleinc-CostAllocation

Dil Prad ------------- attachement . _____|* P, Examplelnc-DisasterRecovery
consumer-services-prod
consumer-services-beta
—
a a-lake-pr
:I.ﬁ .
o manufacturing-prod
— marketing-prod
[ 24
— consumer-services-test
datadake-
— <o a-lake-test
— manufacturing-test ol
E— Tag Policy
— marketing-test

r_:\lj,\\ effective policy

ou

1] [m]
B [

Account

MRS RIEHINE OU 419

EEEDH marketing-prod Ik , I MRERBHER TZK, , AEZRINHME 7T ERKEHHE
2, EATRFNEERENERNER, NREZEEFHERERR , WTLUBIHREF & F
WEREANTERERS  TEXBREFENRE., WREEAEMZEEIKHE (1aC) AR EEHF
R, MATEAGERA AWS: :Organizations: :DescribeEffectivePolicy API @,

KHEMMATIRIC

EATH  BITEAENETRATUTAREERENIE : F3), BB E (1aC) MiEL
integration/continuous delivery (CI/CD ) » XEFERNXBETHENMBHMEKHES,

FHRENTIR

XLEBERETRXAEMBIBM BN IEAR. BE  XETHEARELRLZHEAN , 2ERES
WHEEBFHEN , & 2FH#E W AWS Application Migration Service At ERi8 2 K19 T B4R R #¥
IR I AR, TBIE (fli0 Migration Hub MINARFIEBRS ) TUEEIBRIRHNARE,
BE K NMREERBRIBHERNANRES , RELEHRICRBEETEL , WitLEHmES ( HITIEE AWS
Management Console ) A A FEAZEHERFHERTFREAMERM, BRSIMERIFL, BREMGT
DEEHERTHERENRSHENETR. AWS BIRIRIE APl R FEUEREA NMITIXEIHEE,

KHEMMATIRC 14


https://console.aws.amazon.com/resource-groups/tag-policies
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeEffectivePolicy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/reviewing-frameworks.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
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BEXETHEMENIARIL  SIATENBS T BEASERER, XEFRREXMNEFE RWHENER
HBEIREBE D, auto scaling ARKREEE Amazon SEEC2 ] , BR |, BARENFLE X L EC2 L4
WIRESFH BN R RRIFT—. Amazon EC2 BE1EMRIEMH T E Auto Scaling I FH 612
W SEBI PR H 5 5%

HFHERITEARNTRN , BHRICRBELXBREHY. BoiESHMRAIR, —MAHEIER
AWS Config M0 , E A A Erequired_tagsH Bz —4 Lambda HERKMAEN]. AWS Config
AN BERERAERBRFEATSR.

Bt i (1aC) HERIR

AWS CloudFormation I2t 7 —fBAES , ATEEW AWS IEHRE EPTE ER R AT IR,
CloudFormation iR 2 A B3 5 X 6122 AWS HEIRHY JSON =% YAML X #, £ CloudFormationt&
RBIE AWS BIREY , WA LAEA CloudFormation BRI B HECIZE T RERA T XN RIRE
B, FH laC BEMRZIHERE B THRER— B,

YRR B BIZERT AWS CloudFormation , iZBRZ B3I —4EH AWS BEE XRIFREN AT AWS
CloudFormation i 812 EIR. XLR :

aws:cloudformation:stack-name
aws:cloudformation:stack-id
aws:cloudformation:logical-id

A LARYE AWS CloudFormation H#ER BHAE SURTRA . X 02 /Y B IR

HAFGX L AWS EXIFE, B2 , 3 F Auto Scaling A+ # Amazon EC2 3£

5 , AWS: :AutoScaling: :AutoScalingGroup TagPropertyZE E7 AWS CloudFormation R &)
Auto Scaling A ENX R FHITIRE. RE , MREFEHP IR A Auto Scaling HWEC2 FaEdR , W
A EEE U E NS, BINEC2 HEaERE Auto Scaling B#4H = AWS BRERS —EMEM, X
L6 AR 55 AT AFS B B AR 3 42 B Amazon EC2 SRl 1T — RIS , BB SRS fISE R A KR T
Auto Scaling , \TTiR =& M H L ITTER A,

AWS CloudFormation Hooks AFZARIBM T —RENARFAXBIASHALRERET -
WAL, BEHNAERENRUESSELIBE, KYESRESRERRPNXBEELR , fINEEF
Auto Scaling A E N NEBFHFTAE Amazon EC2 LN AEFEVWIRE |, REBREHFTEN
i E I PTE Amazon S3 F#. EXAAERT , IXHEAMNITEHR2EBBIENRR
B BXiEiE AWS CloudFormation £ #EIE 2IE 2L 20 R HAR ER .

AWS CloudFormation IR UMERE RN FIR (SN ZEHRELNEEIR ) A6 BAE AR B IR
NABSHETMHNEREECENIIE,. XREMBENREE. NREERBFCEAFIRENAZBET
laC HENARL , WERREMBIXLERLE , NISIARE. E£M laC &, B ETZBCRHEAIRICE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-supported-resources.html
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RYERN 1aC 1B —BoHITEE |, XU AWS CloudFormation 43 , A XA THBE3{LEARK AWS
CloudFormation BF3# M £,

CI/CD EERERIR

fEE TEABRAENRS , RAURSXARFEEXNBFLEEE (CI/CD) FEAR, XEKRBEBIRSN
HOBHEE , TUAER e E BB N ENR , NMAB TRESEXK. AWK MREE
RAUBMEFEROBMTH , BEENAFERS IR TEIERRE, HESRBBHRHRE
Bt NARERTERAT, —IHFEUANBREENEAREER , FITRAEZES , FRTHE
EMEBRNEF R 2 ARTNHAMITfL, EFXMNEE (DevOps) AaEEAp | BSNBRFREIES
THERRDRAE |, HERBLGAHN AN HERITRIE.

BRBAT , BHFEEERENREHMNERHERXLERE (20 AWS CloudFormation HEHIR ) , XEFR
Fh AT LATE AWS CloudFormation #REFF & BRIt EV 2 B BEEIRATS B KR,

AWS CloudFormation Guard 2.0 2t 7T HRAI U E X E A AR HEETMBHES MM G 5,
CloudFormationiZ#E R ERFEFA KA RPN THIE, SR, WIHEEEEZRNA , B
AARPR , BRIMNFRE L UBRELFERAWS: : AutoScaling: :AutoScalingGroup
TagPropertyiZZhBEHY R 1,

LLTF £ CloudFormation Guard 30 #9 =451

let all_asgs = Resources.*[ Type == 'AWS::AutoScaling::AutoScalingGroup' ]

rule tags_asg_automation_EnvironmentId when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:automation:EnvironmentId' ]
srequired_tags[*] {
PropagateAtLaunch == 'true'

Value IN ['Prod', 'Dev', 'Test',6 'Sandbox']
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}

rule tags_asg_costAllocation_CostCenter when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:cost-allocation:CostCenter' ]
%required_tags[*] {
PropagateAtLaunch == 'true'

Value == /7123-/
<<Tag must have a permitted value
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https://aws.amazon.com/devops/what-is-devops/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-guard-2-0/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
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Tag must have PropagateAtLaunch set to 'true'>>

EREREIF |, BAIFIE TP FTAE AutoScalingGroup REHWERE , REHETHEAN

- tags_asg_automation_Environmentld - REZAFEEBURFHNKRE , HERSEA TN
BEHRAN , LUK PropagateAtLaunch 2Fi&RE RN true

- tags_asg_costAllocation_CostCenter - RERBFEEAUBHNGRE , HERBUEN
W BIZRETTL , BAX PropagateAtLaunch 2&FiREN true

AT

WETATR , R esource Groups & Tag Editor 12t 7 —fp 534K IR B BV R R T EHE R A THLANR
ZEMHPEY OUs MIRIZERM A, M Organization B & M /i R RRA MRS RIESSEH AT
8 2ETEATZRFAHER , UREZKFAFFRFENERBERN TR, MRELEEK A HTH
B ( RIREEETHRS DB A T IHRMNE AWS Organizations ) , W AT LA 2 & 40 48 b Fir A < Bk K
FPHRERBESNME,

ENERBAREH  SBu AN EERRERNNITINEE, EUTERERAS , BIRMT T
Bt , ERFTA ec2:instance M ec2:volume KB R FRES AT EIZEKE, B— LS HWES ,
BIINER E A MEFRZE T RERRES RN EH# TG, BXIR , BSAXEFEATERBHIITHNAE
B

Examplelnc-5X 2= 7 &t.json
AR RIBE T/ INAT A D BRI R Z R B R

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@eassign": "example-inc:cost-allocation:ApplicationId"
1,
"tag_value": {
"@Eassign": [
"DatalLakeX",
"RetailSiteX"

M7 7


https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html
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"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"

}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@eassign": [
"Architecture",
"DevOps",
"FinanceDatalLakeX"
]
I
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"

}
},
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
},
"tag_value": {
"@eassign": [
"123-*"
]
I
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"
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AWS Config (required_tag)

AWS Config 2 — AFZITMAE, Fit#ifH AWS BREENRS (1 BSRAZIENFRFE AWS
Config ) o EFFCAHE , ZATTLAEA required_tags MNSKIRFIMLEFRERD EEEERAN
¥R (EZH required_tags ZFWHERRE ) , EoIEARGIF , BAOATLANRFE Amazon EC2
6 EREFEIZFS. MRBAFEFE , WZSRFEEEMRNITEM, Ltk AWS CloudFormation
EAREIR T — AWS Config &N , AF N xPHERNEFZEAREFET Amazon S3 77

. Amazon EC2 3£ Amazon EBS % £,

Resources:
MandatoryTags:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: ExampleIncMandatoryTags
Description: These tags should be in place
InputParameters:
taglKey: example-inc:cost-allocation:ApplicationId
tag2Key: example-inc:cost-allocation:BusinessUnitId
tag3Key: example-inc:cost-allocation:CostCenter
tag4Key: example-inc:automation:EnvironmentId
Scope:
ComplianceResourceTypes:
- "AWS::S3::Bucket"
- "AWS::EC2::Instance"
- "AWS::EC2::Volume"
Source:
Owner: AWS
Sourceldentifier: REQUIRED_TAGS

NFFHEBRRFRWIFE |, ATLIEE AWS Config BN , BE AWS Lambda BE B 31 & E /R HY
HREZHBHRMB TR, BARX ﬁﬁﬂ:#ulﬂfﬁﬁ 15 HIBTTRET 1aC MBEBEERXERIR
i, ERRSBHEE.

AWS Organizations — AR 12 HIKEE (SCPs) R —MALN KK , IR TERALPHWNR, SCPs&EH
PHEIALARALN LN (OU) PAIEKFHNHEATANE. SCPs XEMHETFALANK - EENAFHM
A, AERTNT2EERNER , E2RHAFNAGNWNIR , SR ICBRENNR, XTHIE, &
THREREE SCPs A MUREH ARSI , B NRZBHRITIEMFAANBAE.

FEUTREIF | ZREEFIEY R1F/E example-inc:cost-allocation:CostCenter &K
ec2:RunInstances &K,

LA 234 SCP

AT 19


https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyRunInstanceWithNoCostCenterTag",
"Effect": "Deny",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:*:*:instance/*"
1,
"Condition": {
"Null": {
"aws:RequestTag/example-inc:cost-allocation:CostCenter": "true"
}
}
}
]
}

Higit EF TR REER THEXKS A MRS ZEH K, ERGIERRCHBERT SCPs , &
EOFRARRBHEE  XHEEMNFEBERECHERFSENATERKSNEE, NEKSFRY
CloudTrail B R MR R ENR AT RARERFREFSANITERES

BRI CH M ) o
TSRS | KARE B RAPIREERANME, ARENERIVENRAMITR. f -

« BARRARA - BATLAMER AWS Cost Explorer 8 AWS AFMERABRIFEETE , BEIHFKEER
FREMRICESE, flm , BuUREFEZANCHRICHRAFIERERNE DL | 155 R KIS ENFR
L,

- BML - BARFEFITRERE THHAIMER. Hla0, IEE Amazon EC2 KB R B TIFATE
PONVE S |, Tt SEBIaY 3 sh FE LAt iE

BRI/ APRERANRE RERRE T HNNE , TONARFRERXKSRERBEMIE,

BENGMIECARENNESER  BERESFERNERNENEALER , SINAGENL, FRiCHRVKER
WiT, HTHENERAEE LAY , EFRTTHARR, ERANERRE G  EAUERRENESD
tE.
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html

FRIE AWS BRI B RE AWS B H
ATEENRRFITERFICHEFRARANBREAR  FitIZEZINEXREE, XHTEH
RAE AWS XA REFBEREBNE —FARE. IARNETENARFNZSMARAREESR
FHREE, Organizations REFER BRMNIERERNBBXAFZERNOFE , Rt tER T,
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¥ric A 4

F&
« BADENYSERNRE
« BENXFHIRE

- BlEeE. RREEMHREFHNES

A2 B 5 E R AV AR S
BB E EERRN — MR AARRARRAERER O TUIMAEE, XBHENARE

- XEER-IMREEFENZR  FREIAFMAAG, Flm  HSEARFEEEES RS, T,
T 7= 2B BA B TAR S B M B A iR MR SRR SRBURAS AT LA Y 75 08 2 — B X B IR 1T — BV AR iS,

- PEENIREREE, B , AANMSRETELFERSRDEANSG , Sl , ERAFO, WHFHE
], EIRASHALRERAER TR ER.

o BRE, AMAVREDR, HRFERIC -, BRATNARER BRI E AR RARCES | Flin, X3 EIR
HATHE, B3 BHIIATR.

THRECRUMMSERAN , AWS ATMEHBAENMSERE, THREEREFE, THERE, BANRZHEAR
FEEFENRE , B BB SHMENLSHRRAL  £ERRE LAAXANNE,

TRREANARRERRUSEENER. BIEEE AWS USEEZTWRENAST , BN IREMNTXR
FBA# AT AWS WSS EBREMAIRZY , AEMSMIEZRAEZIULXRUEE R , FinOps XHF
EMTHLSESAHENER , HRBEARERRNEBRA, “RHTEERNRAMLA A FH
METEURFNWS KK , BRIMNFERABRBLFRNTE-LEERERN,

AR BLAR
RESBEEZRATHE  FREWAEDERD RAXLERFNEAERZHA. ERARBHY
2T, RIGREIBANFAREE | FKANK.

MK TENNHE TREXARTIR, HIREHTREXRAFREERAZIR. WKRXTRHERME (5
Wb SFER). NAERF, RPSRAFL ) FENKARNSIR, TEMRE. S0 Btk TER
AR EN AR AWS XHAFH X £, HIRREEBIEALNARBLITRE (HUVSREH21ITE
i ) MREMRAREFRIZAX LA E, Fl0  NERIZETREEARS AWS EFHRT X =

A7 BRI S EERRE 22


https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
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Too " ERFHERT , WRRHTELRCHRATRALIEASME , - ETREAAE
(NE/S

RALANMSEREMIITRFENNARERF, WHE]. ARA R OHNE AR B £ 8 RARITER
B, ERADEGENZEBTHITRAEE , TAGRESXENEIE , SUEBAE SAMNEYIRCHE
R E R B,

« FIREF - BREREIEEARAREANAR. THE-RF[/IPMEAATIHEFENRSE.

- MSEBERE - ESNFSRUEZERNEHERMNEEXNRADN , BWiETHEAT ITHAES
BLiEo

- HENITRRA - RE\EVE. NARFRUSEERERRALRRE , EH RS MHEFNILSR
B, Hm, el NARFIBRES RS,

B BMADERERETET#

- ERAXHEARTHERITMRAL ?

- METHERR, NABRFITmTET XH ? EBNRRRHE ?
o WRLE ST U KA IR ?

- RELENBES , TUMN AWS EHRNBKRZS DT ?

- BFEIEAR. NARFISmPHRERRCTELFE4 AR ?

NEAEDEHERBFREETENALARNTNEERXER , XEMETATRMA AWS EABRH TR
#, NTRESXHRATHNERE, CEMNETEREIMERBER IS EERELSNNEKTE , H
B EREM KPI RERREWEERTH.

il E AR 0 B SR B
E X MK A7 B iR B

NEBBEFHRFRIEK S FEALEH AWS, BE AWS AR, XERARZNM=ERN , AKX
ERANFEESFERZBNXR,. BRWEAEHETF AWS Organizations AWS Ik, . FRERA
AWM, flILFSERTEAR. RAEHRAUETZSREYE , AMEUAFTAARBIFEREKFE T
BERA , flAFENTHEARNRACEBHAARS L SEE,

ERFEETHAR RN — R AR R |, MARTESS /Y 3 5 12 B N 77 HA A9 A 58 M SR A AR 5 B AL &l
XugeaEREH, TETAMNXILEESENZRERZR, AWS BEFBEN=MRITHHR RS EE
BA4s

R E AR A 2 B SR 23


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html

FRIE AWS FIR SR ESKER AWS B KR H

« ETKF — WEREMENIRESS , ARTURMHSBENNKNERSE  ERATERABK,SE
HMPWALR (AEE (EASNMKSELAEN AWS 3HRE) ARPHRNEBU— ) . ZF , MK/
BAER—E TR, ERATREMSESE , EATAER AWS Cost Explorer, B {E BRI
EEK AWS FERTRALZEMBR, XETEBIUTHREHREM D HIET AWS K/ M
BRASBEHNAERE | XHPE T LMERBT X BN GIRAERERC.

« WHEHIIRETHB - A D ELERWAZBEB, LHFHIIHALR, XMEXMENTFES
B NKMNRNERERS , GEATEEHBK,EY (BEEA AWS Organizations ) ,
EH, NSARFMIEMSRER AL TFHAR, XN SERNNAREFRMYE T EMARAT
M HERETEEADN AWS kP PREEI AWS IRESIRERIREE, Blan , FANEHBA ATEER B Mk -
( prod, staging. test. dev. sandbox ) , #FEEARNMARMNARFHFTaLAR -
WP, HAEXHRNSEH , AWS Cost Categories Bt o] UR K P SR EMARE (“JThrid” ) HEH
Ihee , HAEN LAIPREIN I E#HTRER. BF4EE , AWS Organizations o X ik - F4H 41
B4/ (OUs) #1THriE , ERXERZFREATHATEMKEIRE (ERMRW , BT EE AWS Cost
Explorer 4B LR LA R AT D ABIFIE ) o AWS NILRIEA Cost Categories.

- ETHRE - 5aiAfEREE , SHMEXTEESINIEE  EAUREERNSLBRRESS
EEMEAXNIKMIIR. BABRMNBUBNEXA “EHSNKFEL AWS 5" B B P EHRA
%, BXERE , BERFEELRIEBCHKFLEEEEMESR , EE—BRNASEIBREE, XS
MT , RHEERERNIREEREXE , AR/FEBIlling and Cost ManagementiZ &l & FE0E 4 < bR
LU ITHRA DB ( FEH AWS Organizations , REENE B RAM P BUERS B TRADHE ) o
ERERTRASENGERE , B0 AEAIE S E PR ER AT AR 2 B T S 4T3 K A3
Mo FAE  BESPENITEFENY  REERERATHASENKERENMARRERETIES ,
T aHINERLERE MR ARRERETESR,

EMEZ , MRLFEERISEITREREA , WA LAEHAWS Cost Categories X AWS 442 A Y < Bk
M FHTHENMNDE  HEKEREPEFRDEH, EREFRENFEEFRESCRIK,E |, £k
A[LAE AWS Cost Explorer T EF i SIRBEHIHIEAR , HEHA AWS MERRXLERE, &RE ,
MELNAGEEETRANRARE , flURENTEASEBNARFEHITRABER |, M T LN X Lk
FPHROFRFHTHENRS , ZEEKS LBEXEATRASD NSRS , RAREKERE TERIR
FRE A TRIRZ A,

B AR ENENREF

BABEXNAMANZEREEENRARE (fl, SAXH, BERSFUHTEARAS, B X ITENK
AR, BMERAE ), BILXHEMY , EUTALESFHE AWS REERBEESEARZEIHAXRNTE
Ko FRERMTRAXLERELRNEM. NIREFIREBIFRD TN BT REMRE , R

I TE B AR 0 B SR B 24


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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BREMBEAIHNMSMENEE, AHAHABNHEN , —EZTHERTHMERTHAZINE
1#], IHERATUBERERTERITE AR FERIBLITS,

EHRIEXTRA D BEAIFRICRIER |, NEIBUTESR .

« AWS Organizations - Z/MNKF A A D E TRKS . KAASAXLEKS FRNRRUBIFEH
H1T. REZEDNDAKF PR REREZMIREE AWS Organizations REER T EEKF B R AR 2
[T

- AWS Ik -— NIk AR A2 B AWS Ik ATBUBE Hb4EE ( FlINBRSHXE ) RingT. &R
H—SRIEKF AN ER , AEAXERREREH,

« RADEIRE - HER , AFSIBIREN AWS A RIS EE , ATRADHE. EKEzE
B ( PEEKSH AWS Organizations ) F/8 ARA S BEREH B T EEIRFBK,

- C@@ ost Categories- AWS Cost Categories foiF7E AWS AL A K #1700 E M9 HIRE (“TT
FRig”) |, X —FSRM TES AWS FEH AWS EAMFERAERIREZE AWS Cost ExplorerTE %
W EX LR FIAE I AR ThEE,

Al AR SSER], B BAERA LR T K M HIFK

EAARGHNMEADBERENZFT , FRARADERERTRADE. FEATRHTRMEZEATM
BABNFEXERARNTTAIE AR IB XM T AEAN T BTN X H ey TTE AR X £ 5% A 2 10
AFERN, MEZEAFTAARNEARITIR , UREMTNATERN TR H |, Fibad] 7 #XEREAR
HEERNFR,

HEMBEARRLME KPIs

RE—HBMNKAR KPI 5 , AEEEN M SEBRRANIW, XTI AR BRI S RZHEX
FRET —MHARBES , AHRT —TETRENHE , AR —IMRXEFLNETHNRE, WFT
BMEZEE , FEBLEE , EPNA T 2 UENAAER THILSSEREE 2 [H 27 — B4,

DEAF A5 BRI H

BFEBHLAWNXITRG , FTREINKRBRRBETEFTETRNLE S, BELERICHRRIEAZER,
REFAEANBRSNITNEANRES  SENALENBELRXFTTsEZHANH, fl, FEF
{AWS Resource Groups M#rZHF1ER) H AWS Resource Groups M- ZfmiE e X IFH BRI

o

FTEFRICH AR BN —NER G F R —EETARRNITNN — LA , maFE K6 (RI) MTEITL
(SP)o RRITHRBZAMAEMD SP M RI KATEEK LIRS TEFRFIRE , BETUAESFERIR

R E AR A 2 B SR 25


https://aws.amazon.com/blogs/aws-cloud-financial-management/unit-metrics-help-create-alignment-between-business-functions/
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
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RI A SP #r#0fa 5 A F AWS Organizations FEIKF, BRERERZ, Hla0 , JUEEMHERKA
BEHEXHRSEN I HBETOE , ANASEWABIMBERFIERYSE. AWS Cost Explorer £ AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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