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HEX SageMaker Al A1THAEHiam: PassRoleAPI R , AT LA iZ A BARNIEIE L SageMaker
Al YIZRARSS

4, BPFEREREZBIUTET LR B NEMELR , SageMaker Al 11T A BARNFEIE L4
SageMaker Al YIZkARS . XFEAE VR —NMNABRXEARNFETINSGEL, MREFEH
— SR PNNGAELNRBE |, WA AR E TSN A HERA training ARN RHEERZAE
API,

IAMEXE8 : Studio Zig AR T/EHE 24
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IAMB {350 : SageMaker Al Studio 12 A& THERE

1.

EREINE

BEMERQOQHEMS SOREARETEMRIE , RS HEE Ident AWS IAM ity Center, BIERIZ RS
& %) Identity Center B,

BENZERATGHEER IDC AR PMARRIBIZEMN SageMaker Al Studio M ATEFF8E1E |, Z8ES

SageMaker Al 17 A &< BX,

. BIRAFEEXHEE SageMaker Al HITAEBNPR , NSz A SageMaker | Studio IDE g%

A ERMEX SageMaker Al TR EA iam: PassRoleAPIIX PR , AT LA iZ A BARNIEE A
SageMaker Al YIZRERS

 HBENEREZERUTET KPP B UISGMELR , SageMaker Al 11T B EARNFHEIE L

SageMaker Al YIZ RS, MITARFERARNESEFHNAERSTFEARN , HiETI&EL, RE
FEH—THENMNGELWIIREE , MTAAEESE TSN AEHERAZ)IARNMZEIZA
&, API

HITIERTE

ERENHANE~SEHEBRED , FLEL B AERFMNEHALSEEZIT , SageMaker Al Studio
Notebook FHX LB TFRIZ RRE, AT iTCIAMA @ AE S BB EH 5 SageMaker Al 1JIl£k

BERAER,

X<L

.
;\« ML Engineer Role

Training
F'z'.-"\'.isﬁ ions

T
~E @ @

EventBridge SageMaker Trainin SageMaker Model

Scheduler Q Pipeline @ O

SageMaker FEEEFIIEHRI Al YL THERE

1. Amazon EventBridge it X F &l & SageMaker Al 1J|| EEfEL,
2. A SageMaker | JIZREE E )l IBF SageMaker Al I EE A @FKIIGER,
3. 21314k SageMaker Al #&E B33 Z] SageMaker Al E’*‘J EMERAF,

EBBIRNE © SageMaker Al Y& TIERTE 25


https://aws.amazon.com/eventbridge/
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4. NIEBREI IRMMENSZIZI IRITAFRACKERILKEEMN SageMaker Al FEE,

AR

SageMaker Al Studio A PG R EIERVEE L Z 5EH SageMaker Al IAM 11T A &< BRI FRAY
AR, FTHTEYREE AT SARAMATIRER, BAMIEREL Amazon S3 FHBHIR , LUKREEE Ama
RDS zon ¥IEFE.

SN N

518 AWS Lake Formation 23

ELEFR N FFBEAS AWS Lake Formation S ERIES | IAPEMBEBIEHRINE, U
WRZERERG K EERAURNSD AR RHREERY , ArERE—EiR,

E A SageMaker Al Studio B Lake Formation , ¥ & A LA SageMaker fF Al IAM .17 & &5/t
NDatalLakePrincipals. BXEZEER , i Lake Formation XRZZE., REBENGE , B=F
FEHET LU SageMaker Al Studio i5RIMEBEA S EER T

1. £ A SageMaker | Studio #1284 £ , AP A LR A Amazon A thena E&E#5|Z5E T boto3 &
W ENBURE RN BIEiCA P, f AWSSDKor Pandas ( BART#RA awswrangler )  — /NS X0H
EP1E. UTRBRHEIEET TERENSTZE !

transaction_id = wr.lakeformation.start_transaction(read_only=True)
df = wr.lakeformation.read_sql_query(

sql=f"SELECT * FROM {table};",

database=database,

transaction_id=transaction_id

)

2. £/ SageMaker Al Studio ST S H FAEEZEEMRR AMEZMNEARIE, BEFER Apache
Livy 1 Amazon EMR 12T & , SageMaker Al Studio B3 7 R4 %E#E | AFEN SageMaker
ATEHEHRITAVMAE (RHMOENAE ) RREETIHEMREFHTHEIEHHMLE, HX up-
to-datei® B8 , iHSFIM Studio EZEEIT L #HEMREE

BHRNR 26


https://aws.amazon.com/lake-formation/
https://docs.aws.amazon.com/lake-formation/latest/dg/lf-permissions-reference.html
https://aws.amazon.com/athena/
https://github.com/aws/aws-sdk-pandas
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-emr-cluster-connect.html
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Customer AWS Account SageMaker Service VPC

Puibic subnet Private subnet ks i)
i Studio Domain ; David
H H (Can access Customer Dataset)
i F—— ;
0O— ® — _E : — |
Fatew on ust
i H et

Amazon 53

AT 58 SageMaker Studio A Lake Formation & 2 M ¥ IR A 22 ¥4

3. £/ SageMaker Al Studio 53XAWS Glue B\ &1F M R4 EZERAMEZRNE AT,
SageMaker Al Studio ZiEAEBERNEAK , AFAFPUREARELETES. AWS GlueAF |
ARMIEFEA Python, Spark = Ray i , NZEEREREPLEEEMHABAKRERE. AKATF
A% HE SageMaker TR BHEMBRIAMAR, BXEZEE , BSRERH AWS Glue RE
XEFEHERHRE.

R kIRl

ATITCEAERN, AEERK, VPCHAEMARSREIAMER () HIEY TR EHTHRENRE
FARS I 1. SCPs

BR B 12 A 17 [\ 45 E SRl

LIRSS R HI KBS AT R FI BB R R G R Studio AR A iHRIMEFIERE, EFE , EMAFHE
ERVFH “RE” RHIKEIEILE SageMaker Al Studio BIERIA Jupyter Server MR

{
"Version": "2012-10-17",

BB HLH 27


https://docs.aws.amazon.com/glue/latest/dg/interactive-sessions.html
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-glue.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-glue.html
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"Statement": [
{

"Sid": "LimitInstanceTypesforNotebooks",

"Effect": "Deny",

"Action": [
"sagemaker:CreateApp"

1,

"Resource": "*",

"Condition": {

"ForAnyValue:StringNotLike": {
"sagemaker:InstanceTypes":

"ml.c5.large",
"ml.m5.large",
"ml.t3.medium",
"system"

R&IT &S #H K SageMaker Al Studio 3

Xt F SageMaker Al Studio 8 , AT LAfEF LA T BR 5512 I SR & Sk 5@ &1l 17 (81 & 7 R R Y
LBEARERMNMEBESEFWERMNHITIHRIVPC :

"Version": "2012-10-17",
"Statement": [
{ "Sid": "LockDownStudioDomain",
"Effect": "Deny",
"Action": [
"sagemaker:CreateDomain"

1,
"Resource": "*",
"Condition": {

"StringNotEquals": {"sagemaker:AppNetworkAccessType":

"VpcOnly"

iy
"Null": {

"sagemaker:VpcSubnets": "true",
"sagemaker:VpcSecurityGroupIds": "true"

L

B, XHEMNRT

FR&EITAME SageMaker Al Studio 15

28
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}

AWS B H

PR &l /5 3 R AR RAIXEY SageMaker Al H1&

AR KB By L A R EHB NS 3 RERINA SageMaker Al B : f

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sagemaker:CreateApp"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringNotLike": {
"sagemaker:ImageArns":
[
"arn:aws:sagemaker:*:*:image/{ImageName}"
]
}
}
}
]
}

B SageMaker Al VPC i 2 /3 Bh & 10 AR B i

BT SageMaker Al #=#|FHEIVPCIm R 25\ , A SageMaker | X3 P E#E R Al Studio Z1E4K

B M=t SageMaker A SageMaker | £12 A EHIHVPCIm R, MREBEL N SageMaker Al Studio/
Notebook SEHIiZE TVPCAmT & , M TIAMZF MR AT B SageMaker Al Studio VPC &Y
BB Al KT 2IEEE SageMaker Al Studio i AR HEfX, SageMaker API

"Version": "2012-10-17",
"Statement": [

FR#1 /5 30 REZZINH SageMaker Al & & 29


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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{

"Sid": "EnableSageMakerStudioAccessviaVPCEndpoint",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:sourceVpce": [
"vpce-11l1lbbccc",
"vpce-111bbddd"

£ SageMaker Al Studio £ 124~ fMAY 1A RN PRPRHIEBFRAY IP SEE A

N AEHE 2R SageMaker Al Studio BA R RRFIERELE R FHEIL IPSEEHN. A TH
ASourcelP&MA4EAVIAMBREBE ] LAXS b3 1T PR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnableSageMakerStudioAccess",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {

"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

F SageMaker Al Studio €124 B8 i1y 175 [RI (X BRBR I E B PRV 1P SBEE A
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}

BH 1E SageMaker Al Studio A P A RIE M A PN A RS

EREER , 2o ZAFPREXHR , BEARZEEXHRE SageMaker Al Studio A & MIirE &
fAstudiouserid. ERIfFA studiouserid 8 ( IREEFBUIRZ , TR T studiouserid) ¥
BEFR (AFREHMINAR ).

ETXR , FLATRBEHM IR A P E/83) SageMaker Al Studio BHRIEN AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonSageMakerPresignedUrlPolicy",
"Effect": "Allow",
"Action": [
"sagemaker:CreatePresignedDomainUrl"
1))
"Resource": "*",
"Condition": {
"StringEquals": {
"sagemaker:ResourceTag/studiouserid": "${aws:PrincipalTag/
studiouserid}"
}
}
}
]
}

HATHRICERE

BREMZFRFZMEA SageMaker Al Studio EIEABRMNRRRHYE, WENYIGER, WECANAR
EX—THEBTHREERBERAZBKE , BeHMREMARMN A =&,

Xt F SageMaker Al Studio B AR , BRAREHRIEAFMAETR, XEFRZL2BINAFGEX4H1E
BERNARER. ERFEARSUEZARPMAGR (BYCLIAMEZIFSDK ) |, BERFLLRERNEE
HEAAG .

FH LE SageMaker Al Studio FA P i (R E At B = 4> A& B 31
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnforceUserProfileTags",

"Effect": "Allow",

"Action": "sagemaker:CreateUserProfile",

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"studiouserid"
]
}
}
}
]
}
X FUISREAL ML B F R IR , ATRANTREE G ERH#ITHRC
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnforceTagsForJobs",

"Effect": "Allow",

"Action": [
"sagemaker:CreateTrainingJob",
"sagemaker:CreateProcessingJob",

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"studiouserid"
]
}
}
}
]
}

PATIR IR 32
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SageMaker Al Studio # #4817 (B 1 BR

£ SageMaker Al Studio F , 2127457 Docker BEHIE1T , MINBER T , ZBRRZX B ENEZHINEH
FAXBR. [RE#E , BR T BRIABY run-as user 24\ , RB|ANFIEEMA S ID SEEEFEEVEHIAFIDs
FEHRFRIIEFNAL . IERIABELLRAEEREFENRARREM-

BB ENMEGE , TEEEN AP REIERNBL MRS ; fln , FUBRAFSHETTARRER
ZENTFHREE, FRERT , BELAE Dockerfile FEIZLIERAF B ETHRE., TieEE root
AF&ERE root AR SGOIEAF , #FEERRBENMARFUID/GID of the user is identical to the
UID/GIDHH , IX& SageMaker Al tIEFEABEXRBEZTNAREFNEE, ApplmageConfigill
RERNTUATERAFIED Dockerfile :

ARG NB_UID="1000"
ARG NB_GID="100"

USER $NB_UID

ZAppImageConfigX HEEZRKEHENANABUID , #EHGIDFKernelGatewayConfig :

{
"KernelGatewayImageConfig": {
"FileSystemConfig": {
"DefaultUid": 1000,
"DefaultGid": 100
}
}
}

NFBEMNE%G , Studio BRI I ZUID/GIDE R 0/0 1 1000/100, BXME B E LG
AppImageConfig XERIREMRA , S Github 77,

iR AP EREAR |, 5B SageMaker Al Studio %12 A< B A F~ 1%
FCreateAppImageConfigUpdateAppImageConfig, = DeleteAppImageConfigiXfR,

SageMaker Al Studio F1EY4R 5 A1 X R 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sagemaker-appimageconfig.html
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
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P 4% R

E{Z & SageMaker Al Studio 1% , BEEREVPCRLE, TRMZEA, BEVPCHFME , HHR
EDENIPsERATETHITCHNERAEMTHE K,

VPCR L HL K

5 SageMaker Al Studio 1ZXBH & FVPCF M 4 FAME R Y T R B B (CIDR) SEEBIZ |, Bif
BURFLUTHE :

- AP,

- BNAFHNNRAERFRE,

BRI —XAIREHE,
BRI B9
FUBEKE .

SageMaker Al M1Z 58 AWS BRSFHEMEMEED (EN) EABEFVPCTFHF , BTUTAM :

Amazon H ENI A SageMaker | BEFSIEA—NEFSEZH Bir ( N FR/MME Al SR THAX —4
IP ). SageMaker

SageMaker Al Studio RENIARAFPMARBRHAZZEEANTNE—KOEA -1, Fla0

- MRAFPBENHZEIT—MEIA Jupyter RFBRARER (“RE"KH ) . —MERNZNARRF
F— Base Python NFAEF (1912177 ml.t3 . medium EHI L ) |, M Studio KIEAFN IP #e
ik,

- MRAFBEXHZITERIA Jupyter RFBBNARER (— N “RE" =6 ) . — Tensorflow
GPU MR (f£E—ml.g4dn.xlarge3kfil bt ) MI— P RIBEEERBNAREF (E—
Aml.m5.4xlarge3kfl £ ) |, Studio £F A=/ IP #uit,

ENIREEVPCFM/a A KW EANVPCHEIEA — ( SageMaker Al VPC i RIPs AT ; &5
IPs#9 RS VPCHs = ( #l#n S3, ECR#H, ) CloudWatch

MR LM EMVPCELE B 31 SageMaker Al YIZFLEBEN |, N MELFESANEHIFHE IP iy
ik,

VPCRZEHLXI 34


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
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® Note

VPC SageMaker Al Studio Bi&E ( Hla1FRFVPCXRRE ) T B3h{%i%EEIM Al Studio
SIS/ BN, SageMaker AP Create* APls Job R EEREFTEVPCIRER

BMMEREE, BXESEE

R BENERERPAEAXRAIRE EETXR

EXERT , BRi% A SageMaker | Hi& B N VPCX R AREEN, RE TVPCKIHT = , i

BESREEBRMERER TETUISGNIEERER,

SageMaker Al API, A SageMaker | i21T8f, Amazon S3 FI S#ECR,

BERZERIERE Studio ZiEA LETXE , AR FRESEFIKE (M ml.t3.medium M

ml.m5.large ) 25 EHHMNRNAERF.

BRIRBIENZREFREmML.m5. 4x1arge3kfl LizT EBMEEBVPCE BN YIZR/AEL.

EXFERT , SageMaker Al Studio FREIFHZRENISII T ARKIEA

& 1 — VPC #tXXK7REFFENIsIEA

{EO

EFSER B4R

VPC % R

Jupyter AR5 88

KernelGateway

R RERF
PLESN

B #R

VPC+M

VPC+M

VPC +M

VPC X

VPC +M

ENDGESY
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https://docs.aws.amazon.com/sagemaker/latest/dg/mkt-algo-model-internet-free.html
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=8 B R ENDES AR &

WMRE
A, EFANIPs#
MNERE B A

ElZsEh  EREHAEMT 381Ps A, VPCEH 33 IPs NMEFRBIWAF ZBHE |, 5IPs NME
RAFR7IER, WREEZEHE 100 /\FHF'EE§I1¢$EME’JFHFHET#L TIXLETES) |, BBARR T K
I='|J IPSEH#FE (IPsBNFM 114 ) 24, BEFERFLHIEFE 5x 100 = 5001Ps , S3HFE 5 1Ps 11
o EXMBERT , BFECIECIDRTH 22 TN , ZVPCFRFFSE 1024 4 IP uk , FAHEK
;.;IEIL

VP C ¥ 48 1% 1

A SageMaker | Studio H X #FEAN TIED 2 —BEVPCME :

« NROHEBEKRM
- {XBR VPC

PR # B B MIEIN S iF SageMaker Al APl RF BT HFEEN EBRMMKERAREERMNVPC |, H
SageMaker Al REIKFERE , MMITEMR :

Customer AWS account SageMaker service AWS account
ﬂ Customer VPC ﬁ
m Private subnet home directories SageMaker Studio
Amazon EFS domain
SageMaker Studio SageMaker
Notebook studio

Users

Internet

= Gateway

53 bucket Cloudwatch SageMaker  SageMaker API
Logs Runtime

VPC R 415 11 36


https://aws.amazon.com/hpc/efa/
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ZRINE : BT SageMaker Al BRE KB 17 7] B Bk W

VPCHE— Y& ZE i B SageMaker Al (RS Tk FVPCEENEEBEMEH , AATEFFHRERENET
VPCim il , I TEFR :

Customer AWS account SageMaker Service AWS account
E Customer VPC ng @
s
ﬂ Private subnet home directories SageMaker Studio
Amazon EFS Domain
Elastic Network Interface SageMaker Studio sageMaker

Notebook studio

VPC Users
endpoints

— Internet
35 B B B
- @} @ Gateway
Amazon 53 Cloudwatch SageMaker Sage Maker API
Logs Runtime

VPCAX PR : FT3EET SageMaker Al FRSS 1k /i 7] B Bk ™

NFEVPCHRERXNTRENE , BASMNAFEEXHRE—1NRLYA , LBAREERXRFZTLME
B, AWSKFHWEMNEEZHBAUUEECHVPCEEMNERMER, EXREVPCREEENE Zif
MIEE , BFSHAERFEFM Connect SageMaker Al Studio £i2 A B K, VPC

B 75

« Bl2 A SageMaker | Studio /g , BT H T+ MREKEZiT,
« VPCRERE (NRLAHEBRMBVPCNRAX BN ) TEER,

BR ) 37


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html
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BRI

RiZEBUL ML MM ERSNE , BERYSRZI TEARNRG. fim, BiES XTTRESRR

¥, MNBFREBHIEREERWTHRE , NTIRPHTE. XESTEEHTRRRBEIBETEE
UEEF , BELEK,

SageMaker Al Studio 1 T ZM R BSTERPHRIBEN N, ER , WFREAWS HIBEH PAr
R, BERFEREREXN AWS £IKEM R L RENNENZES, ATNETEFFAXLEIIERFK
BLEMNH %,

RIS TR

N TR IBH SageMaker Al Studio ZiE AU RERMBBTFENER TH , SageMaker Al 3£ i 7
LAR AN SRR #EAL B 2 4 0l B9 3 H 3 4T IN2R .,  SageMaker BRINER T , Al EAEA T A mazon S3 #Y
AWS FEEZAN X LA T INER, WEATF Amazon S3 B AWS EERA T EHZUHEK S F
|, XN FEWKFIE , BEELE SageMaker Al BIRINIEELNEFEENZL |, MEATURZZEZH
DAH AT B P 1]

£/ SageMaker Al Studio , AT ANBIBEMEELUTNE
- S31FMEE — BRATHEEZIZAE , SageMaker Al Studio £% S3 FREHHZLITARBAN T
.

« EFSv olume — SageMaker Al Studio f§—/NEFSEEZEFEMEF , AT FEFEICAFMEIE 4,
BNERIBRIBI B /T |, LLEFSBMSRE,

« EBSvol EBS ume — E#EEZTEICAEMAIEH, ZF=1THIE |, LhBFEEFE.

FAME AWS KMS

« IBELMRIEAWS KMS HHRMBMH MBI ECA, Ik, AR, HEBHRAFLNKINVEBSSE.,

- MREBRIEEKMSESR , SageMaker Al 2EARGEEKMSHZEAXRERS (OS) BEM ML H4E
BHATINE,

s HTEHNRREEZEFEAKMSEAMBZNBRBBIENZEM®TE ML F4E Amazon S3 |, XHEERT
LA A 1838 E FIKMS 223 4R 33 1T 22,

RIPBSBE 38


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
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SageMaker Al Studio BRHZBFIERTHANMEMRE THECRSEFNBRSHBLIME. Xt
SageMaker Al API M#ZEH N EREZBT L2 (SSL) EEA LN, HBIMNER (RSFERE ) £
REEAMNE. HPaE .

- RS BHERNISELEE (FREEFKE ) ZANGSRRHES.
- HHRABRNGAEL (FER ) B A2 HH0EE,

BT UNNEERP T RZENBEHTNE. ERARRAREBMNEZETRSERIIZGE , LERE
ERDARNREZIEEZNER T

FIAER T , Amazon SageMaker Al ZEX B #ETINEIEILVPC , REBIRIFEHNBIERE, SN
BEEREMREREMS — N RERIKRF BN VKRB MBIEVPC, A , EAILUF SageMaker Al
Studio HEEANVPCREER TET , FHVPCRABRTREENESIAENEHRHARE , MAL2EY
Internet i R 2,

AR Br P AL

InZ g SageMaker Al TE S

ERERTELEERN SageMaker Al Kip i SHAE |, EH LT REEEFIMNE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Encryption",
"Effect": "Allow",
"Action": [
"sagemaker:CreateEndpointConfig"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"

}

}
]

BRI 4% P BV BURE 39
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}

ER R G2 H R R RY S3 17148

B GEAHRAIETEN SageMaker Al LT S BIEH S EEZM&E S3 FEMEF . ®E Data
Capture Config R EENZ S3 7M. B aiX bt = TrME T HEE i,

BRTYHRERBEN , REEZRSERNRAMLEENEL  RERTHIRE, AHRENATE
BEREN D EFESHSTFNE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Encryption",

"Effect": "Allow",

"Action": [
"sagemaker:CreateMonitoringSchedule",
"sagemaker:UpdateMonitoringSchedule"

1,

"Resource": "*",

"Condition": {

"Null": {
"sagemaker:VolumeKmsKey": "false",
"sagemaker:OQutputKmsKey": "false"

}

}
}
]
}

tn% A SageMaker | Studio HFEMEE

FHEHZE Studio WM F#BNTMZIRME, LR ERAFIREXMINE st CMK udio HilY i &t
1T,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainStorage",
"Effect": "Allow",

SRS R AR AR S3 FER 40
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"Action": [
"sagemaker:CreateDomain"

1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"
}
}

Iz S3 R EF#EHVA THEZ ISR E

LA R BE T & 1376 TE 76 48 -1 A T1£ SageMaker Al Studio ISR 2 AIXZEIEARNFTER
= -

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainSharingS3Bucket",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain",
"sagemaker:UpdateDomain"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:DomainSharingOutputKmsKey": "false"

BR

. BEBEE , BT EFEABEN AWS KMS R{EFHH INNEFSEFE.
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B &10 M iE 2

AT HEBERREFENL, LBEL, NEENL, RFETR, FREL, EiRARZHIRMEIRREH L0
BHEE K Einss. BRRRIE LA LB E RIEE stdout = stderr W ARBHEESX
i£%] Amazon Logs, CloudWatch & A LA Amazon %32 A SageMaker | Studio CloudWatch , I
O 2 W EE R BIE H FHAE R KRNI RN ER. XERITHEASRT 15N, FEEZFR
FEREEHEFTHE Web NARFHBRSHIZTHER,

{8 F§ &% CloudWatch

BREMNEREAR LEAXRENEAYE , SFIERELCAERER. NG/ EFILZITEE,
YRR LRSS ( MEAEE ) FE31. MINERT , SageMaker Al 2FFE#R K 70 2|
CloudWatch B , 7 E A LAEAER AWS KMSEF BB ZHAXNIX L B E# TN,

FH A UERAVPCAR T REMEKRXAE , CloudWatch MERERA LR ERMN, EAILIRERER
EHENER , ERINMRERNOEBHAHRKETH. BEXESELR , i55H A mazon CloudWatch
AP,

SageMaker Al £ F /57 Studio 8127 —MNHEH /aws/sagemaker/studio, tHEHATHENA
FEEXHNNARFHEEERER , MEGANEEMAEELTEBER. M0, “studio-user’ A
FEREXHESR Jupyter REENABFEMM MO EREREA K MBEBEREAKMXRARFEEE
THER:

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default/
LifecycleConfigOnStart

/aws/sagemaker/studio/<domain-id>/studio-user/KernelGateway/datascience-app

7T SageMaker it Al R FAREH CloudWatch &3% B , Training/Processing/Transform{E5#I1E A
EAPISEEITIR

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:CreatelLogDelivery",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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AWS B H

EFEABAEN AWS KMS ZHNZXLE RS , BB TEEEAFARMBU Y CloudWatch BRSS INZ

"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:Describe*",
"logs:GetLogEvents",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:PutResourcePolicy",
"logs:UpdatelLogDelivery"

1,

"Resource": "*",

"Effect": "Allow"

M@EZEH, B SNE AWS KMS ZH/5 , TR RABARBUIEATRE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "logs.region.amazonaws.com"

1,

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,

"Resource": "*",

"Condition": {
"ArnLike": {

"kms:EncryptionContext:aws:logs:arn":
id:*"

}

}

}

"arn:aws:logs:region:account-

i F§ &% CloudWatch
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]

BEE , X TFTEMEM CloudWatch BE | ,U\TLXISEETEFﬁArnEquals#?ﬂ HEEH Amazon &R
Z¥ (ARN), HfE#EEN , LB N EETR
Lﬂ%ﬂ*ﬁm*”‘,'f—:T\JIAkﬁﬁ%%WJCPUiFﬂP\]T?—%UFH$ g ﬂFﬁLJE%H’J?a*T\O /._.\—IJJ\JE SHE
AmazonSNS , FEHEBEHERENFESHEANEER., JISFNLENERAEAPISEEEGUTR
PR :

Ao K,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:PutMetricAlarm",
"cloudwatch:PutMetricData",
"sns:ListTopics"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringlLike": {
"cloudwatch:namespace": "aws/sagemaker/*"

"Action": [
"sns:Subscribe",
"sns:CreateTopic"

1,

"Resource": [
"arn:aws:sns:*:*:*SageMaker*",

"arn:aws:sns:*:*:*Sagemaker*",

arn:aws:sns:*:*:*sagemaker*"

1,
"Effect": "Allow"

f# A& % CloudWatch 45
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}

A %1t AWS CloudTrail

NTRELNEIRR , BXENFTERNBAPIs#HTEIT AWS CloudTrail, BRIAMERT , FR
A SageMaker Al #B&APIs#IZFE TRAWS CloudTrail, EFEEEMEHAIAMIBREN AT /5 A
CloudTrailo

BRInvokeEndpoint#lInvokeEndpointAsyncZ 4\ , FiE SageMaker Al EREERH IR
2% CloudTrail F#idRERIEP, Hl0 , MCreateTrainingJobCreateEndpoint,
MCreateNotebookInstanceiRFMIAMA A7 CloudTrail BEXHHFERK%KE.

8 CloudTrail E4AZXEHIEEXUERBERNWEE . BHEEEABTEBEUTHRE :
« EREFHAEAPEIEER AWS IAM AFPEIERAHM.
- BREFEAALERKESAFPNIENZEEIERHM,

- BEREZEESHHEMAWS BFAH. BEXTROEH , ESEMT CloudTrail X4 “i2% SageMaker Al
AP| BiE",

BIAMBRT , FAFEEXHH Studio TABABEF CloudTrail IR A BNEHMIRIREF.

A EERATEUAFBETRITACHER. IRSIMNAFPAZER-MUITAR , I

AILAfE A Zsourceldentity B &S Studio A FEE X4 B #%LIEZE CloudTrail, EFH
#ZsourceldentityIhft , SRR B Amazon A SageMaker | Studio B P &R EXR. £
HEZEFP , IERETFFZZERARNMAAFRIR , BT EBEIHFitsourceldentity,

fE A% it AWS CloudTrail 46


https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
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AR

SageMaker Al Studio REZNRE TR BN EE A RBEENMAE, HEZRMAFHNXZH,

BHzFric

SageMaker Al Studio MEXBaI A IZMAEL, LB AR AREFERH SageMaker R 7 N4E
Riky#rE sagemaker:domain-arn, EERFMNEE L , SageMaker Al &£ sagemaker:user-
profile-arn=riZ &R , sagemaker:space-arnAEERRNEEBESL,

SageMaker Al 1B EFS#4 {§ F LAE B in B B Z4AManagedByAmazonSageMakerResource# T#r12
ARN, XEESEHERBANRE , TETHSMNAPRIN LN ZEEAER. T , EE L JUNEFSS
EREBIEC23L 4 LAt 1T TE i 42,

DN 2

B EFEEE R BB MZF out-of-the-box R T RIUKREFAWS BAAWS Cost Explorer#l {5
1R 1R 4 R BV SRIB MR 0 B 2 UARIR 5 5 (CURs ) RERERAWS Budgets, 1% MMM ES T X
o

WIS IE AWS Billing B HI R A D BRSE— T HREEEMMBNRE |, TeERBEI TR, RSE&
LZUREE 24 PRIFREETRERASEITSERD , AHEFEELVE A SageMaker | BIR , REF
gEEAEell.

Cost allocation tags we.

Cost allocation tags activated: 1

User-defined cost allocation tags AWS generated cost allocation tags

User-defined cost allocation tags (12) e Undo
Q search for o tag key All statuses ¥ 1 2 > @
Tag key v Status v
sagemakerspace-arn @ Active

£ Cost Explorer EARN/E A ZE[E/E N A2 BL A%

BRARASBRIFERE , AWS NFRBRERIZNAR | 24-48 M | XEREHERSARERE
& R T I3

Baitrid 47


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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AWS Cost % m Recent reports v © New report
Management
Nov 15, 2022 - Nov 18, 2022 * Daily = lii. Stack «
Home
Cost Explorer Group by: [ ] Service Linked Account Region  Instance Type Usage Type Resource More *
Reports Costs ($)
Budgets b
Cost Anomaly Detection
Rightsizing recommendations 20
¥ Savings Plans

20
Overview
Inventory

10
Recommendations
Purchase Savings Plans

I —
- [
Utilization report Now-15* Naw-16* Mov-17* Nov-16%
Coverage report Il arn:aws:sagemaker:us-west-2: space/d-hwxtmdykhvid/airquality-analysis-space
cart @
B arn:aws:sagemakerus-west-2 space/d-1vtqizxgomadi/finance-audit-2022-space

BRI T = 22 (8] 70 A Y AR A

PR AN 122

%8 — SageMaker Al Studio AFIIASE , SageMaker Al @/ iZF 82— NEFSEE, LEFSE&
FERMEAR , RNERANBEXHFHEAFNERERH, HAF B Studio £iEAR , RiaXdx
BERAZTHITESSAIFHRIT R, BXFMANKARAH , FSH SageMaker Amazon Al EfT.

EEAAUNFEABEAFERS PRINIAMEKR | B IEE R P LS 31 B SE 6151 2= k12 51T B AR
B, BRATEBIE F £/ SageMaker Al Studio Bai><AY BERF , B BEIXARBHNNARFRT
BT, WS RT REFAEPRRABNMNAFEEXHPEEETHNAER , AREEERAREN
B B B [E] SR PR Z2 PR N R 2 o

MBRAAFEACRELS RS STUEADEL - HENESANRE. CTUEATE
REEE  BRATAEASBRET I BER.
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https://aws.amazon.com/sagemaker/pricing/
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension/tree/main/extension-checker
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension/tree/main/extension-checker
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BEX
+onEAHEE

4o AHELE =B SageMaker Al Studio 4@ BHIEH ( IS 30 # SageMaker B Al Studio £iB4
BN ) B3hHY shell BIA, EELAERIX L shell BiZA< B3It SageMaker Al Studio SMEHITEE X ,
flinLEREENL T, ATEHXRAETHECRNARFN Jupyter T BURIZE Git BEE, BXxW
MEBRESTRAPEENIFMARE  FSRLEE . FAEGEHERE HE X Amazon SageMaker Al
Studio,

SageMaker Al Studio 124 E N B E L E B

Studio e AMH — AT EWEBNESR , HPEIE Amazon A SageMaker | Python SDK & iR A #Y
IPythoniZ 1T BN 2 N #%. fEBILLINEE , BAILUR B 2 W B E LB BT 2 Amazon A SageMaker | #1274
t. 25, FREES S HRIEHR ASH A 6/ IX L&,

FRARMBERZRAEEN LT ILAABIER B EXBRE

HEE A ML BRI ES E SR HARA TensorFlow , Hl#N, MXNet PyTorch, =&,
T T K B B E LA REEH T SageMaker Al Studio ZidAd | BT HRIEERMER 4,
BN R BIE S A th BIEEEAPIs, BEEATENRGIMAERLARINERF,

FREIBRY R, Julia SiEAM ) 2 AN EiRETEIPython ( B AR ) « B AISMERAMRE EZRE
BEX A,

BRIMANEAE NGBV FMARA , FSHEE B E YL A SageMaker | HEo

JupyterLab ¥ B

B T SageMaker Al Studio JuypterLab 3 Notebook , ¥RAI A7t 2 Kl A F W8 KA FFR JupyterLab¥ &
HEX, ATERINB—LBRES SageMaker Al F £ ETERENT R , BRNSEEN L THNYT
EiERF , EECEECHT B,

JupyterLab 3 MEA KL T INLET BNERE. BRI LAEHA Bash HARE LR BEF. I
0 , 7 SageMaker Al Studio # , M Studio BT FRELGEHEITU TS, EAUAERAERE
HEERDREXEY BEF , £HE Studio ERHEBASEEN, BUTAAGPRAEAFRED
AAPRS ERBILYT RER

EmERRE 49


https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://sagemaker.readthedocs.io/en/stable/
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-byoi-create.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/extension/extension_tutorial.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-extensions
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
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Blan , TR Amazon S3 XA LRBEY BRERF , BERSL WP ST T a5 H IR 5

conda init

conda activate studio

pip install jupyterlab_s3_browser

jupyter serverextension enable --py jupyterlab_s3_browser
conda deactivate

restart-jupyter-server

BXFREENESES  SEMAKEEMAT JupyterLab LiTAMRA 1 7 3 W4 HAHREURA
EE#RA , SR %% JupyterLab # Jupyter Server ¥ R

Git 17fi&

SageMaker Al Studio 1% T Jupyter Git T B F , tAF# AURLEHIH Git FEE. HFH=EE
EFSEHER, HEFRMNEFRERIALIER,. EEATEESERIINEN Git Z#E , FHENRL
AP THEI, BX up-to-dateliiBi , TS REFEWE Git 774 E M 0Zl Studio.

WRRIEFRE , W BREFR2ERAFEA Gt RARERER , FHELR ALK, & , AFT
BURt ssh RREFMEENMAEFSE FH |, UMETEE,

Conda /38

SageMaker Al Studio £iE AN FERL SREFSERNKAFME. BENERTFAXKAEHE
i Conda BESME , #tMAIEAZK. XERNZHNKEFS, MARRF® Studio EiF zEIRM
XF, AEENK, BRARFY Studio EFZ2RREFTE, Studio 2BFFAEBERNIRRENR
KernelGateway N & 3R B

SRBENFEREBEIGEZ Conda R , EARNEBFFN —I2HS 2ERIIAKEESR L, NFE
BIERE  BERGLIRPETUTHS :

mkdir -p ~/.conda/envs

conda create --yes -p ~/.conda/envs/custom
conda activate ~/.conda/envs/custom

conda install -y ipykernel

conda config --add envs_dirs ~/.conda/envs

BXEMERA , HSEE A mazon Studio £iZ AR EIE Python @RI 5 5EFH Persist Conda ¥R
1E 3| SageMaker Studio EFS &%

Git F & 50


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jl.html#studio-jl-install
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-git-attach.html
https://aws.amazon.com/blogs/machine-learning/four-approaches-to-manage-python-packages-in-amazon-sagemaker-studio-notebooks/
https://aws.amazon.com/blogs/machine-learning/four-approaches-to-manage-python-packages-in-amazon-sagemaker-studio-notebooks/
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e

EXAARBH , BIEBMTZEER., HEE, SHEE, NREE. NEEE, AR, BERNBEENX
FOEW/ LM RESR , UMEFEEERAREBIRENERE SageMaker Al Studio Platform,
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28

BREE 2 EAREIINN,
SageMaker Al Studio 2B 3h
£ FSARNFI A P B i S04/ 22
E#RIEPTE RIR. ARN

FIRAPIsTREZIRERF. A
FRERLEFRREERAZZH
LR, ER , B AWS

CLI 5% Boto3 & Hi#Y 51 RAPI

1 FI SDKFF 51| tH & A X 3Ry 5%
o

SageMaker &£/ Domain ARN
ERNRAR D EFRE |, AR
BEgNEF M Al Studio TTE
MIFE A,

ARSSECE R A MK P R AR E
By, Rt EANES AR LA
TR ARIR.

Al LUE S Btz e ElES (1aC)
B Service Catalog k¥ B E%
NP,

K5

BNMEFBERACHKS, |, &
LEBRE XS FRES

FIRAPIsIRES th 2 Al 2L
RN T b8y & Ak~
i

SageMaker £ % AKF |
ARG ESNEFE Al
Studio 1T EFMF & KA

A BUERK P R 3 8 BN IR
B AR S5 B A

¥ B EZ 417 % & Organizat
ionsMHEZ MK,

BAERNETE MR T R
(ABAC)

RFRERERAREIIN,
R 2AEE R 62/ R IRAY
¥RABACIE,

FIRAPIsTREZIRE R, 51
i@ AWS CLI 5 Boto3 API
KR ITHY BB iE SDKAF 51| H B/ ity
X B 7 o

SageMaker Al Studio EE#
AEEMRZITES N, W
TTER A,

SageMaker FoiE iR G2 Al
Studio WA , RAFT
B R RN EHEEFSE

=
o

ARSSECE R MK P R AR E
By, Rt EANES AR LA
A RIR.

Scaling EENESIHHEFERE
HPRrEENAR HEZTEH

ZHEFLR
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Z i LS BN ETE MR T R
(ABAC)
HPEMFIRICAFPEREX
.

HPRBPAFTUESHRE HBFRFASHAFPATUEBERE mEHAFERAFRE—
Z= [\ # 1T IME, Z= [\ # 1T IME, ZZ= | TIME

SageMaker Al Studio & & 3 FHkE
MBENEFSHIR , REMTMLARSARIETXMBEEEF RS | BRENL T HAR TR,
&I 1 EFSERAMERH EC2

SageMaker TEE A % 4

1. 5 SageMaker Studio FHI AN A BB FZE A (CLI, SDK).
2. AP MNABR/ZE RIS E on, UIDs EFS
a. X F users/spaces, describe the user profile/space (CLI, SDK) FIRHHENAF,
b. BRE A P Bl & S 4F/Z2 B E) HomeEfsFileSystemUid,
c. NEETRRAHRTACHAFMREEEXHE UserSettings['ExecutionRole' ],
d. RAIBIAZRRITAE,
3. BIEFEHEERINZAMITAE,
4. BIEZAFEENXHMNZE,
- NTAPIXRFNENAF , FARTACHSCIZRFEEXXH (CLI, SDK).
5. NEFTWEFSHGIZEM S UIDs,
a. N TRAPIXRPHNENAF , BHEARAFLNARE (CLI, SDK).
b. BRETF P&l E S ZE] HomeEfsFileSystemUido
6. AIAERIBRFIENARER. AFREREXHNZE , BHiERE.

EFS &1

EHRTRHEFS , FREUAT YA ITERE

SageMaker Al Studio E& & B MikE 53



https://docs.aws.amazon.com/cli/latest/reference/sagemaker/list-user-profiles.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.list_user_profiles
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
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1. BBEC23L4I , #¥FIH SageMaker Studio B Avh/H ¥t = &AM NEIFHEC2EHI ( /L¥FIRA 2049

TCP LHINFSHE ) . ESH “AEBEIR” FH Connect SageMaker Studio £ 18 A HE X, VPC
2. # SageMaker Studio EFS B EIFEC2LHl, FSHEREFSXHRE,
3. WK EHFIFEBSAKMEFES : >sudo cp -rp /efs /studio-backup:
a. [ E LR 2 A M NEISSEC2H1,
b. FFFTEFSHBEHFIEC25LHI,
c. MXHEHIBIFEFSS,
d. XTRAFEEHNESNLAF :
i. BIZBS: mkdir new_uid.
ii. FFXHMIBUIDE FEFIFIFUIDE &,
iii. BT XHHIFRBER | FIEXHR chown <new_UID>,

LW 2 : EFSfERA S3 MAmBAHEEMNNRTRZFHTES

1. B RERALIE Linux FENERTZE R D# SageMaker £i2 A% 4] 2,
B2 S3 FHMWH TR ( W >studio-backup ) .
JNHMEEEHRITAGHAFEEX 4.

£ &8I SageMaker Studio HH , 7EHE R 5% EBRIALCCHIZ,

- EHLCC , FRMARNRBE#I/home/sagemaker-user®| S3 FHWAFEESXHRIZS ( Hi
i, s3://studio-backup/studio-userl ).,

EHBHAERIA Jupyter Server R ATES ( LCCLMEIETT )

MErFRERARER. AP EEXXHME,

B —/NETHY SageMaker Studio 5% .
MAFEEX4MNRITAEIRMERFEEXH.

LCCHEHRFIKE :

« EHLCC , FF SAHAFREXHHEBFHNMBENEEHE /home/sagemaker-user
10 ALCCHELE (CLI,) NFrE AP a2 2R IA Jupyter Server NFAEF. SDK

0N

© ® N o o

SageMaker £ FASAMLETI S 1517l THEZE

RRHRRESR

KW 2 . EFSfEA S3 MAemBARREMNNEREH#ITED

54


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://aws.amazon.com/blogs/machine-learning/migrate-your-work-to-amazon-sagemaker-notebook-instance-with-amazon-linux-2/
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreateApp.html#:~:text=%22ResourceSpec%22%3A%20%7B%20%0A%20%20%20%20%20%20%22InstanceType%22%3A%20%22string%22%2C%0A%20%20%20%20%20%20%22LifecycleConfigArn%22%3A%20%22string%22%2C
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-app.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_app
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import requests

import os

import boto3

from urllib.parse import urlparse, parse_gs

import baseb4

import requests

from aws_requests_auth.aws_auth import AWSRequestsAuth
import json

# Config for calling AssumeRoleWithSAML

idp_arn = "arn:aws:iam::0123456789:saml-provider/MyIdentityProvider"
api_gw_role_arn = 'arn:aws:iam:: 0123456789:role/APIGWAccessRole’
studio_api_url = "abcdef.execute-api.us-east-1.amazonaws.com"
studio_api_gw_path = "https://" + studio_api_url + "/Prod "

# Every customer will need to get SAML Response from the POST call

def get_saml_response(event):
saml_response_uri = baseb4.bb4decode(event['body']).decode('ascii')
request_body = parse_qs(saml_response_uri)
print(f"b64 saml response: {request_body['SAMLResponse']J[0]1}")
return request_body['SAMLResponse'][0]

def lambda_handler(event, context):
sts = boto3.client('sts"')
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# get temporary credentials
response = sts.assume_role_with_saml(
RoleArn=api_gw_role_arn,
PrincipalArn=durga_idp_azn,
SAMLAssertion=get_saml_response(event)
)
auth = AWSRequestsAuth(aws_access_key=response[ 'Credentials']['AccessKeyId'],
aws_secret_access_key=response[ 'Credentials']['SecretAccessKey'],
aws_host=studio_api_url,
aws_region='us-west-2"',
aws_service="'execute-api',
aws_token=response[ 'Credentials']['SessionToken'])

presigned_response = requests.post(
studio_api_gw_path,
data=saml_response_data,
auth=auth)

return presigned_response
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https://aws.amazon.com/blogs/mt/setting-up-machine-learning-environments-aws/
https://aws.amazon.com/blogs/machine-learning/configuring-amazon-sagemaker-studio-for-teams-and-groups-with-complete-resource-isolation/
https://aws.amazon.com/blogs/machine-learning/onboarding-amazon-sagemaker-studio-with-aws-sso-and-okta-universal-directory/
https://saml-doc.okta.com/SAML_Docs/How-to-Configure-SAML-2.0-for-Amazon-Web-Service
https://d1.awsstatic.com/whitepapers/build-secure-enterprise-ml-platform.pdf?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://aws.amazon.com/blogs/machine-learning/bringing-your-own-custom-container-image-to-amazon-sagemaker-studio-notebooks/
https://aws.amazon.com/blogs/machine-learning/build-custom-sagemaker-project-templates-best-practices/
https://aws.amazon.com/blogs/machine-learning/multi-account-model-deployment-with-amazon-sagemaker-pipelines/
https://aws.amazon.com/blogs/machine-learning/part-1-how-natwest-group-built-a-scalable-secure-and-sustainable-mlops-platform/
https://aws.amazon.com/blogs/machine-learning/secure-amazon-sagemaker-studio-presigned-urls-part-1-foundational-infrastructure/
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