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https://aws.amazon.com/iam/
https://aws.amazon.com/ec2
https://aws.amazon.com/ec2
https://aws.amazon.com/rds/
https://aws.amazon.com/dynamodb
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/iam
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://aws.amazon.com/console/
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“Statement”: [

{
“Sid”: “AllowAllActionsForEC2”,

“Effect”: “Allow”,
“Action”: “ec2:*”,
“Resource”: “*”

}I

“Sid”: “DenyStopAndTerminateWhenMFAIsNotPResent”,
“Effect”: “Deny”,
“Action”: [

“ec2:StopInstances”,

“ec2:TerminateInstances”

1,

“Resource”: “*”,
“Conditions”: {

“BoolIfExists”: {“aws:MultiFactorAuthPresent”:false}
}

EREH Amazon S3 FHEBARMFANNLZLE , B LEE MFA MRk |, thIhEESX E 176 MBHI AR
PR HPRAS TR A BRI RARAHATEHAN FBRIE. “MFA B BR" 7 £ B/ L £ FILE B iR R et 12
LB Ve

E(FEFAMFA BIBR” , SO LAEAEGHEL MFA BREFRERFHRIERE, BXZENESIEL
MFARZMNYIXR K BSHZESHRIETNE,

B AWS &R

N TRUBAHFIEN AWS BIR , ZALEFRRARZRRFFERFWRERGRFERER, Hla,
BT AR R RE LR P 5E215E Amazon EC2, Amazon S3. DynamoDB, Amazon Redshift F1H 4t
AWS R

SNTFEMAF , SR RE T E L Amazon S3 F# BN RiZHRIAE | A2 NXEEFE L Amazon
EC2 LA PR |, 2N IH R &K EE R,

LUTERBERE—FAENRE |, BALABEEE A FX4EE Amazon S3 FEEMITATEIRIE , HEAHIEL
1518 Amazon S3 2K EN AWS RS,
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMFADelete.html
https://aws.amazon.com/iam/features/mfa/
https://aws.amazon.com/redshift/

T# AWS EH) GDPR &M% AWS B H

“Version”: “2012-10-17",
“Statement”: [

{

“Effect”: “Allow”,

“Action”: “s3:*”,

“Resource”: [
“arn:aws:s3:::bucket-name”,
“arn:aws:s3:::bucket-name/*”

1,
},
{

“Effect”: “Deny”,

“NotAction”: “s3:*”,

“NotResource”: [
“arn:aws:s3:::bucket-name”,
“arn:aws:s3:::bucket-name/*”

]
}
]

BRI RBEHM B AR K SHAR. BX IAM RKBHNEMTRS , FSRET IAM 558K RHE.

E X X1 AR SS 15 R /Y2 5~

ERER , EXBCHRNBTREMENR , EEATLUEEFERABI AWS RFLE, FHNTEEEHN
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FRENNEN AWS X , IHFELERTUABRFEEC T EVENEAER , THACEENB IS
AWS BRS5. filtn , MREBEBREHNBRUTEON , AFBLERRXEHEP NN AWS XFEE
AWS AR5 .

IAM 3R BE 12 it — R ] 22 Y AL ISR PR B T E KBRS M iA . B2 /&

( aws:RequestedRegion ) RINEIEH IAM AR IAM KBS |, KXY FTE AWS R 5EEIHIT
&M, Bl LLRERIEERESR Deny MR NotAction TE , MR ERMNXEF 2 RN X1 |

CABEEIELIFREAR A HNMAEERIE. CloudFront, IAM, Amazon Route 53 F AWS Support
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_examples.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-requested-region.html
https://aws.amazon.com/route53/
https://aws.amazon.com/premiumsupport/
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{
“Version”: “2012-10-17",
“Statement”: [

{

“Sid”: “DenyAllOutsideRequestedRegions”,
“Effect”: “Deny”,
“NotAction”: [

“cloudfront:*”,

“iam:*”,

"route53:*”,

“support:*”

1,
“Resource”: “*”,
“Condition”: {
“StringNotLike”: {
“aws:RequestedRegion”: [
“eu-*"

]

LRl IAM SRBEIE ] LATE AWS Organizations FER RFZEFIREE ( SCP ) ke , EEMXNATHE
MAFE AWS K s E LT (OU ) MR R, XUBTUESFZEMNZIKFIRE ARG AN XE
AR 55 89 5 R PR o
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T Web K172 R R385 2h 51 IR A B 1 1

AWS Rt THTFEEFNABRFHREBERIEHREHNRS. MREFERE Web MAREF MBI N
RERFFHRMAFREFAIGREFIEE , WA BAEA Amazon Cognito. Amazon Cognito F 7 it i2 44
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
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KA AWS Config , &L
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https://aws.amazon.com/config
https://aws.amazon.com/ebs/
https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://aws.amazon.com/athena
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-insights-events-with-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-insights-events-with-cloudtrail.html
https://aws.amazon.com/blogs/big-data/streamline-aws-cloudtrail-log-visualization-using-aws-glue-and-amazon-quicksight/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/aws-services-sending-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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https://aws.amazon.com/elasticsearch-service/
https://aws.amazon.com/kinesis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringPolicyExamples.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/logging-with-S3.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/logging-with-S3.html
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/athena
https://aws.amazon.com/quicksight/
https://aws.amazon.com/guardduty/
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https://aws.amazon.com/macie/
https://docs.aws.amazon.com/macie/latest/user/managed-data-identifiers.html#managed-data-identifiers-pii
https://aws.amazon.com/security-hub
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https://aws.amazon.com/controltower/
https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/inspector/
https://aws.amazon.com/inspector/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEvents-CrossAccountEventDelivery.html
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://aws.amazon.com/systems-manager/
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https://d1.awsstatic.com/whitepapers/AWS_Securing_Data_at_Rest_with_Encryption.pdf
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ssd-instance-store.html

T# AWS EH) GDPR &M% AWS HEH
DN A% Fa P BV B R

AWS BEZIBW N =P REEME S — M RENBIERITNE , B AWS AABRIR.

B AWS Kt , 2N EMEE AWS =B EREZ % , Bl Amazon Virtual Private

Cloud ( Amazon VPC ) , EHE , B LUELRENMELNERZ3) AWS BiR, BT LEHE
EIRMENE  SRERECH IP #ueE, A2 FR , UREBRBHRINEMK, BETTUENT
BIEROMER Amazon VPC ZEBIBREHEUTAMLEL (VPN) E#E , UESFLUF AWS =mREL
ABTEFLHNT E.

R TR IEH Amazon VPC ELARHFEHOZERESE |, BRI LIMNZ N VPN EBIE T P#ITER
RBEERRFEEERN—NET, BTLER AWS Client VPN BEEFEFimH VPN RSB Ax
AWS BRI L2 1FR, Bt AL ER AWS Marketplace FI2 I E = A 54 VPN 8% |, B LUGH
Z%1E Amazon VPC H B Amazon EC2 324 k£, =& , AL I IPsec VPN EZE KRR VPC 5&
MIEREM & 2 RIMNEE. EalEMTREMEREH Amazon VPC ML AFAGEIERE , BAI LA AWS
Direct Connect, &AL IERES AWS 322 R VPN £ 8RB 2Z IPSec BB IERE,

AWS REER TLS thilUHTBRER HTTPS KinT R, HEMERA AWS API B | SN AIEEARTE
FRIREMNER, A LUER AWS Certificate Manager ( ACM ) BRERAERK., BEENIFBATEIER
BFNREZ BB INBERNFAEM LGP, Elastic Load Balancing B4 5 ACM £/ , BT X#&
HTTPS ., MREHRBRET Amazon CloudFront 7&K , MEXFMBZNLIET 2o

mnzZTE

AWS REZMSEAY BNRENZRS. TEMILSE , UHEBFRFEE AWS EEHENLENH
2. BXx AWS RFEEMBRNEER , BSH AWS RS HEER BT RS,

AWS RENINBRSER T ZNNBENFREER , EEEFBSIEAPHRENTEME, AWS £
HTEHATNERENEETE,

« AWS Key Management Service ( AWS KMS )  —I1 AWS £ E RS , IERMEE T HAMEIE
. AWS KMS ESRZ AWS MRS , ATLAMERREF K/ Y AWS KMS ZAR MRS 25
BIMIEINE, AWS KMS BHZ 2R ( HSM ) B 7 FIPS 140-2 Level 2 A,

« AWS CloudHSM @32 T FIPS 140-2 Level 3 IAIEH) HSM, BT AL Z@#ENSTHEE
HEINBZRRL ST RAMNBERSA,

- AWS MERFHNIE
« AWS Encryption SDK 12t 7T — MNEFwmINZE , B TXI & M3 80y 37 S5 i 25 F i 2 1R 4E

IR L i B R 20


https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/compliance/data-privacy/service-capabilities/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-master-key
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-data-key
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-data-key
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-hsm
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
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AWS Key Management Service 2 —MEERS , AL EBENAIEFNZS A T MBHIENNZZRH |
CEAEGHZEER (HSM ) RIPFEHNZHAZ S, AWS KMS EL5HAMLI AWS [RFSER , TFH
BB RP BN IX LRSS EHEABIE, AWS KMS &5 AWS CloudTrail £/ , Al A BB HICRIE A
FRABRANWARE , BRENERAMEREER,

& A LUBS AWS Management Console 3& £ AWS SDK 2 AWSAWS CLI B2, S AR
B, EAE U EARBEARITERAER.
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it URBBERERENALUEREN. BUUERL KMS S5 B3 % —IRIE KMS Pl
CMK , MEAFREMMBEERAETBAMBNRE. EFFERREIBREN CVK , EAEZEAHRE
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X1 ( us-west-2 ) F 89 Amazon EC2 5 Amazon RDS & , F AFREFIEEN CMK B TFiEE/E
.

{
“Version”: “2012-10-17",
“Statement”: [
{
“Effect”: “Allow”,
“Principal”: {
“AWS”: “arn:aws:iam::111122223333:user/ExampleUser”
}
“Action”: [
“kms:Encrypt*”,
“kms :Decrypt”,
”kms:ReEncrypt*”,
“kms :GenerateDataKey*”,
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https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-ddb-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://aws.amazon.com/kms/
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T# AWS EH) GDPR &M% AWS B H

£/ AWS CloudHSM , &7 LA | HSM 1T B9 10 %3 2 £A M il 22 R4

AWS # AWS Marketplace &ERHFIRM T ZMA TR AWS FEABRBBENBRAR , BXTH
EEFTEHRNESETEMERKREENZRANNARFNEE  ANFERTINNRY, N, &
ME— R R R HRBHE ( REFHRBENNZZSR ) FEERBBES O, XARSMEIESNXLE
BARFIBICSREEZREE MR, F/H AWS CloudHSM , BARFERBF R BAEENE
RITFRIUEA HSM RV INE R, Sl eithEs. FERNEEATREMNZENMERSR , UAR
RELEF R EETE, AWS CloudHSM AIHEBIEE R RE N AR FIEERNERL T AR BN RAEE
R,

AWS CloudHSM Bg% 5 Amazon VPC BE&fEM. AWS CloudHSM 3:fIE &K Amazon VPC K
BT IRIEEN IP bl , HEIRME Amazon EC2 EHIMNE R T AMEER, £ HSM =4I M7E
Amazon EC2 SKHIMHE M A MEFIER , NTiiRE R AREFEEE. AWS RAEX HSM S2fI8y T A F3dk
G (2—F/) R, 5HM AWS EFRE, AWS CloudHSM AJEZANXIGMATAXFFER | L&
AUANARFEAMEZEEANZEHER.

5 AWS REME=ATRNABRFEX

S&T LAFF CloudHSM 5 Amazon Redshift, Amazon RDS for Oracle AT ERNE=Z SR ARER
( 70 SafeNet Virtual KeySecure ) . Apache ( SSL £ ) 2% Microsoft SQL Server ( % BAE Iz
%) ELEEH, EEULUEREEBCHNAREFINEER AWS CloudHSM |, FH4k4&E 6F FFREMZRE |
‘@FE PKCS#11, Java JCA/JCE EL& Microsoft CAPI 1 CNG,

CRAREE

MREHTREMMENAEBENFTERETREXHFTRES , B LEA AWS CloudTrail E& N &
WY = J@id AWS CloudHSM #1THEE API A, tho\ , BRI LAEA syslog B it HSM g% LRI
S @K B EREBF K% syslog BEHEE.

AWS mZRSMITE

AWS EHTHEEHMBLZLENIE , BUUFEAXENHRENMBREREK. AWS
Encryption SDK  —MNEFIGINZRE |, £ Java, Python, C. JavaScript 7 , ARk X #

Linux, macOS # Windows N STREAFRATR. cRETERABFERF UL , S FRLN., 2445
BRIENNMZRAELEN , fln , EEFHARENSEINEEN 256 L AES-GCM, HTFiZ SDK 2%
JfEA Amazon DynamoDB BN ARRFIZITHY , AT DynamoDB INZE % /- i 5 F 77 e AR 37 4189
REBE  ARBRNBERZIBEE. RREEN , cE2RIENEZERE. ZEFRITAT Java
F Python,

AWS MZRSFTITE 23


https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-encrypt.html
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https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
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T# AWS EH) GDPR &M%

AWS B H

AWS {2 & Bh

& 1- AWS W{a#EBY

X

G

24

[0S
o

2}
BAERER

FE 5 R4

ZEMBEFIEFR

87 % GDPR &#L1%

L

BB RRMA
LEEATREER
S BREER
SEMBRSS Ay #F 42
MEZME, TEBMA
. AT ARG
AYRE.

2HE. BISRTE
BHHRRMA
L AR E
MINBRT |, X
AN RUFE
B RymL4ENAN
ABHRE, 7

‘FrEREERE
RFEF (WER )
PR B HERTE
B A 9 AL 3B SE 3
BF, ”

AWS BlREHMTE

SOC 1/SSAE 16/ISAE 3402 ( LA HI =2
SAS 70 ) /SOC 2/SOC 3

PCIDSS 1 4

ISO 9001/1ISO 27001/1SO 27017/ISO
27018

NIST FIPS 140-2
FRRITEESBR (C5)

AWS ldentity and Access
Management (IAM)

Amazon Cognito

AWS Shield 1 AWS WAF

AWS Resource Access Manager

Amazon CloudFront

AWS Organizations

AWS CloudTrail

AWS Config

Amazon CloudWatch

AWS Control Tower

Amazon GuardDuty

25


https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://aws.amazon.com/cognito/
https://aws.amazon.com/shield
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://aws.amazon.com/ram/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/organizations/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/config
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/controltower/
https://aws.amazon.com/guardduty/

T# AWS EH) GDPR &M% AWS B H

X135 1 B AWS [RSFMIE
~ R E AR Amazon Inspector
HERNEXEGEEHM
BARMA L Amazon Macie
L RREES
RS e AWS Systems Manager
LA ...

AWS Security Hub

AWS TEMHARIES

£ AWS E&R¥ HAOMTSEHEE  AWS Certificate Manager
B BIE HWEARMALR
%Bﬁ ’ J«j\fﬁﬁﬂ AWS CloudHSM
B R R XK
BEHZE2RH
SEXNN AT
1T A M &
W,

AWS Key Management Service

26


https://aws.amazon.com/inspector/
https://aws.amazon.com/macie/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/getting-started/tools-sdks/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/kms/

T# AWS EH) GDPR &M%

AWS B H

kA
AR R DI

« Amazon Web Services HAR1TUL % FR Tim Anderson

« Amazon Web Services /A # i 1#E R 75 REH T Carmela Gambardella
- Amazon Web Services Z2RIFALE Giuseppe Russo

- Amazon Web Services @4 U1 B £ Marta Taggart

« Amazon Web Services 22 #8112 R 5 R 2 #Jf Luca lannario

27



T# AWS EH) GDPR &M%

AWS B H

BT

Sp
2017 11 R

2020 612 R

L
ERE
EHAEHG AWS S

28



T# AWS EH) GDPR &M% AWS B H

76

EP AN AP E ST EHET. A4 @ (a) RESE ; (b) KRIAFRMEN AWS =
mAEER , MEER , BFBTEH ; #H (c) AWS REMENG, SAERF A5 T EREE
HFRIE. AWS @RS BREFRE , TREEAEANRIE, KRG , TIERATRERE
Ro AWS EZFFAEIENTAEMUSETE AWS IHIHIL , AT R AWS EFF EEZTTHMUE
— 8D, AR AIE .

© 2021 Amazon Web Services, Inc. iHEXB AT, REBAAENF

29



	了解 AWS 上的 GDPR 合规性
	Table of Contents
	了解 AWS 上的 GDPR 合规性
	摘要

	《一般数据保护条例》概览
	GDPR 给在欧盟运营的组织带来的变化
	AWS 针对 GDPR 所做的准备
	AWS 数据处理附录 (DPA)
	根据 GDPR 规定 AWS 的作用
	AWS 作为数据处理者
	AWS 作为数据控制者

	共享安全责任模型

	强有力的合规框架和安全标准
	AWS 合规计划
	云计算合规性控制目录

	数据访问控制
	AWS Identity and Access Management
	通过 AWS STS 创建临时访问令牌
	多重身份验证
	访问 AWS 资源
	定义区域性服务访问的边界
	控制对 Web 应用程序和移动应用程序的访问

	监控和日志记录
	使用 AWS Config 管理和配置资产
	合规性审计和安全性分析
	收集和处理日志
	使用 Amazon Macie 规模化地发现和保护数据
	集中式安全管理

	在 AWS 上保护您的数据
	加密静态数据
	加密传输中的数据
	加密工具
	AWS Key Management Service
	AWS 服务集成
	审计功能
	安全性
	AWS CloudHSM
	与 AWS 服务和第三方应用程序集成
	审计活动

	AWS 加密服务和工具
	Linux DM-Crypt 基础设施


	通过设计保护数据以及默认情况

	AWS 如何提供帮助
	贡献者
	文档修订
	声明

