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https://aws.amazon.com/cloudformation
https://aws.amazon.com/cdk
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/codepipeline
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_CreateSnapshotCluster.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
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https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/using-backups.html
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/aws-backup-and-fsx.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html

TEARMNTERE AWS : THIRE AWS Well-Architected 128

REXEES, 5E , EAIERAWS BackupBEIK - & #& 0 F EH 2 Hi AWS X, BIKSF0
ThEE BB TP e RN ERE D K ol BE AN RHESH. AWS Backup 0T &S EC2% 102D
BE——PBR T RHBIRY A EBS £5h , AWS Backup 3B A LATFREFIRERSA T TR : SZPIKE, EREMN
ERMFAER (VPC), Z24., |IAM A6, BEBREENRFL. B2 , XEFNNTHENER EC2 24
EREIE— AWS XA,

FERAZDERERERE XSFNEAHREBLAERERBIRE. AWS Backup ZHEREINEE ,
BEMAXIEENSBIIRE, BUUER AWS RHEF R TEIXHMRERE X APIs WEFIIRE
AWS Backup, BAILURERENEHEENES , A UEZ B THAMANRE. TRERTERIL
D R BHARS (Amazon SNS) #HITBAMEN RHE , AR, AWS LambdasiiEE KB RE =R
HEE , BANZ 0P MELER —TURHIFPHIRE. WRERER BT EERALERE , SMATIUM
RILRY % 17 ol & R ERNV BIRF M.

Performs backup and restore

of volumes K A
7 | q .C
"4 N

AWS Backup Amazon Elastic Block
— Store (EBS)

Y

Request to test restore from a

. : backu

Sends notifications about job P
status

Performs cleanup

v -
@ | % &
Invokes Lambda for testing
restore and cleanup

Amazon Simple AWS Lambda
Notification Service

Users notified about status

changes

AWS General
User

8-1k & A i = 17

Amazon Web Services 18


https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://aws.amazon.com/ec2/autoscaling
https://aws.amazon.com/route53
https://aws.amazon.com/route53/application-recovery-controller/
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-health-check-options.html
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https://aws.amazon.com/cloudfront/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/
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https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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BT EEX A % Ractive/active, because the workload is running in more than one Region, there is
no such thing as failover in this scenario. Disaster recovery testing in this case would focus on how
the workload reacts to loss of a Region: Is traffic routed away from the failed Region? Can the other
Region(s) handle all the traffic? Testing for a data disaster is also required. Backup and recovery

are still required and should be tested regularly. It should also be noted that recovery times for a

data disaster involving data corruption, deletion, or obfuscation will always be greater than zero and
the recovery point will always be at some point before the disaster was discovered. If the additional
complexity and cost of a multi-site active/active ( AR E A ) FERRFZEESHRERE , LR
HESEHREF R A IEARER | AEBA N,
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