adws

AWS HEZ$
=B B By B £ 3K Bk WorkSpaces

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



ERBHY R £S5 B WorkSpaces AWS HEH

BB M BR{EKE WorkSpaces: AWS A+

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKH Amazon WA REH, FIEIE Amazon HEME BRI NR BB ENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




ERBHY R £S5 B WorkSpaces AWS HEH

Table of Contents

B A 8T T ettt ettt e e et e e i
1R 1
1111 RO 1

WOrKSPACES TESR ..o ettt et e e 3

PUZETEZREEII ..ottt ettt bttt s et bt s et s sttt sttt et 4

VP C T T oo e 5
- S STRSTR 5
= 03/ TR 6
B IR T WOIKSDPACE ...ttt ee et ae et e eaenseaesteeeeeeeneareneeeennans 6
B VPC BT S WOrkSpaces BRZT ....oovoveeeeeeeeeee ettt 8
BRAUTL BB TRDI .ottt ettt e e eee s 11
AWS DIFECIOMY SEI ...ttt e ettt e e e e e e e e e ettt e e e e e e eeeeeaaaaaaaeeeeeeeeesssssnnnnes 15

AD DS BB B o R oo 16
AWS AD Connector BIYEF R WOIKSPACES ........ccueiueeeeieeeeeeeeeeeeeee et 16

P& AWS E7ith Active Directory REREIEEME oo 17
TFZEEBPIUET WOTKSPACES ....o.veeeeeeeeeeee ettt n e eaee s eeeae e 18
B b1 BB s 2 RO 18
PN ) [ = B == 18
£ Microsoft Azure &z B FXE5ES B IR S WOrkSpaces .......cceeveeveveeeeeeeeeeeeeeeennn, 19
AD Connector BY K/DIAEEST WOIKSPACES .......eeuveeeiveeeeeteeee e ere e 19
IR/ AWS Managed MICroSOft AD .........cccceoeoeeeieeeeeeeeeee e eeeeee et eee e ete e eae e 19
e 1 FEH AD EESIX A Active Directory Service HITREBE BRI ..o, 20
F A T 21
B T e e e e 21
2 2 A AD DS FRE AWS (BIZS ) oo 22
F A T 23
B T e e e e 23
e 3 FH AWS =iwHI AWS Directory Service HITIRRBEIE ..o 24
F A T 25
B T e e e e 25
= 4 AWS Microsoft AD FNEIZ# B I EMEIBEE ..ooovoveeeeeeeeee e 26
F A T 27
B T e e e e 27
mE5: AWS 3 AD FAHRERSFEIFAE = (VPC) Private Cloud ........ccooeeeeeiieeiee 27




ERBHY R £S5 B WorkSpaces AWS HEH

F A T 28

B e e e e 29
%5 6 : AWS Microsoft AD, H£ZRF VPC M ARHAIEBEE ..o 29
F A T 30

B e e e e 31

£ Amazon EERAZXiE AWS FEETESI B T WOrkSPaCES ......cveoveeeeeeeeeceeeee e 31
R e e e e e 32
S e e e e e e e e e e e e e e e e e e e e 32

B T T R BTl .ot e e e e e e e e e e e e e e e e e — e e e e e 33
VP C TR T e e e, 33
VPC 1ZTT : DHCP Fll DNS .o e ee e e 35

pr e = e 1 OO 36
1721 RO 37
Multi-Factor Authentication (MFA) .......ooeieeeee e e e e e e 39
MFA — XXEZEBBIE ..ottt 39
R /ML SETELEME ..ottt ettt e e et e e en e en e an e 40
WorkSpaces BEXITETE D] ......cccveeereeeeeeeeereeteeeeeeeseetesteeeeeeteeteeaeaeeseeteeeesasssteeseseneatesteeennnaneans 40
WorkSpaces # 0 VPC ZKixT7 = (AWS PrivateLink) — AP ..o 42
B B B S A oo e e 43
5 07 SN TRROOTR 43
B e e e 44
Bl e et ettt e e e et et e e e et e e e aaes 44
B T T B B . e e e e 46
TE L7k WorkSpaces &I T BUIETE ..ot 47
BV S = GV (o (T o Lot == S 47
(VA= Y LT =20 kPR 48
TE i WOrKSPACES FRZE ..ottt ettt e e teeteeteeaeeteeneeneeeeeeeeeens 49
B B R oottt e ettt e et et e e e et te e te e ean e eeeenanes 50

TE 37 WorkSpaces BREFELET .......ccvoeiveeeeeeeee ettt eae e teste e eae e eteseeeennene e 50
BN EBBIL LT WOTKSPACES ...ttt n et ee et en e eneeeaeeaeee e 51
FEILE) WorkSpaces B BIMETTIE ..ottt 51
AWS CLI F AP e et e e e e e e et e e e et e e e e e e e e eaa e e s et e e e aeaaeeaas 51

F AT IS T O o0 T | o T4 42 =1 1 o] o PR 52
EBIIRSE WOTKSPACES [T .ottt en e et n et e e eeenens 52
L | W == 52
WorkSpaces TR E I R E ST R ..o 52




ERBHY R £S5 B WorkSpaces AWS HEH

Amazon WorkSpaces XM FITRIEFELR ...oooveeieee et 53
WOTKSPACE I ..ottt ettt ettt e et et e e e te et et e e ete et et e e etesteeeenene e 53
LS D LINUX WOTKSPACES ...ttt ettt ettt e et e et e ae e et e enteeaeeeseeenteeesee e 54
TR 2 AN ol b 1= = = O 54
BTV T Ve [o VY N I 54
TE S WINAOWS FEHE TR ..ottt teeeeeteeaeeneennenens 54
WiINAOWS FRHE R T IRIRAE oottt 55
Windows FAHEFFRIERIEII ....ocvoececee ettt et an et e nn e e e 55
B VAV o o] T Lot =TI = < AR 55

TE 37k WorkSpaces MATEBIEIER ..ottt et ne e eteeeennnne s 55

B == L1 OO 56

= = R 56

L Y = OO 57

B =74 - 57
SN N = OO 57
B TR B e e e e 57
AmMazon WOrkSPACES ZXFBER .....c.ooeeeeeeeee ettt e e te e e et e e e e e e te e e eteete et e eteeeeeaeas 58
AmMazon WOrkSPaceS H T ......c.o ottt 59
T EEATF Linux BIAEEH WIindows FREE WOIKSPACES ......cveeveeeeeeeeeeeeeeeeeeeeeeeee e 61
BESTFITL ILTER WOIKSPACES ...t ete ettt e et eee e e e e eseeeeeae e eneatesteeennenesteeennnaneneees 61
SEATF Linux B9 WINAOWS FFRET .ottt 61
TS WOrkSPaces IEFE ..ottt ettt 62
g A - OO 64
L v 64
g 20 - SO 64
]I 2 O 65
5 1 | AR 65
=g 66
22T o1 R 66
T A B T .ottt ettt et e et e et eeteeteeae e et eteanes 66
BARIRUEBTER ..ottt 66
BRRAETER B FTIEIEBT (ADC) oottt e et en e 66
T N = R SRRR 67

R =R 67
- TSSO 67
BB LRI DD ..ottt ettt h et e s s et et a s s e s e 68




ERBHY R £S5 B WorkSpaces AWS HEH

WOTKSPACES TR ...ttt et te et e e anas 68
ENT B2 oot e e e e e e e e e e e e e e eiaeaeaans 69
PRUEEIT IR B TUZR (ACL) .ottt ettt et ee et s et s e enseenesae e eaeneeeeen e 70
AV S PR B R B ettt et ettt ettt 70
L3 17— OO 71
ELHIZR WOTKSPACES .....c.veveeeeeeeeeeeeeee ettt e e e e te e e e s et eeteetesteeteaaeese e e eeeeteeaeeteeneeneenes 72
B A B B 2 e e 72
A BT R R B 2 e e e 72
FTRR R A WOrkSpace HIZEHT 2 ....ooeeeeeeeeeeeeeee ettt ean e teeeeananeas 73
Dl B B I R s PR 74
P T B A BBl R ..o e e e 74
FEH Amazon B ITHIETRICTTE CloOUAWALCN ......oeveeeeeeee e 75
TR EIMMIL D # CloudWatch FEFR WOrKSPACES .......cooveeeeeeeeeeeeeeeceeeee e 75
FEATF Amazon CloudWatch BITEZN WOrKSPACES ......c.ccvcvveeeeieeeeeeeeeeeeeeeeee e 76
YubiKey X AmMazon BYSZIE WOrKSPACES .......cveeeieeeeeee et 77
Sy PSR 65
E1BI WOrkSpace BERIHAE . ..ottt ettt en et n e 79
Amazon WorkSpaces FUANIEILES .....oov oot 79
Bz vk 1= e« RSO RRRPTR 80

v =1 RO 80
TEI A VP C BB .ot 80
ERIERBEFIBY WOTKSPACES ....ceeveeeeee ettt ettt ettt e e ne st e ete e eneetesteeaenn e, 81
XTI ZEE Amazon Connect fE16 WOrKSPaCES ..........co.oviveeueeeeeeieeeeee e 82
L Q=7 3 SRR 83
AD Connector o B E B BB B TK oo 83
ERMEREZS WorkSpace B B B R B I IR et 84
3t WorkSpace #Ri2HE TR TER Windows BEITHEEIERR ..o 84
BOUE CPU Bl B R e e e, 85
IOUETT B ALAT B TR WOIKSPACE .....cveeeeeeeeee ettt eneete e en e ane e e 85
T L TP 85
WEE R FUHIRAT WorkSpaces STIEETEDD .o oottt 86
VS P ARG B R Bl & oo e e 86

P COIP BB S BR U B R .o 87
WEDACCESS BRZSBIIT HI T ..ottt st e et e e ene et e st e e eneene e s 88
= PR 88
EATF Windows BB BIBRSERIM AR BMUER oo 89

Vi



ERBHY R £S5 B WorkSpaces AWS HEH

AR EIEE I AWS KIBIHIEEIR ....ooooeeeeee et 89
T et e e ettt ettt et e et e et et e te et e ereete et e ateeeeaaen 90
BB oottt ettt et e ete et eeeete e e eteeeteete et eete et e ateeteeaeeeteenes 91
BRI IR Lottt ettt ettt ettt et et et et et et e e et e e et e e et ean et ene et eaeetene et eneetereanenes 92
B 1 5 OO 93
- = OSSR 94
F AT SR 1 SRR 95
.......................................................................................................................................................... XCVi

Vii



ERBHY R £S5 B WorkSpaces AWS HEH

=BFE Amazon F & {ESLEk WorkSpaces

KmBH 2022 F 6 A1 B (XHEEI)

mE

AEEPBERT —HRBBHRKESE, WorkSpacesKHAEBHET MEEIZEM, BEXRESMNAFE
R, ZEMURKENEEIZS,

RAARBEAVREHFRMEXES  EATHEIEM, BXRIEMHRE IR,

fai ot
Amazon WorkSpaces @ —M=in it E REITERS . W5i# WorkSpaces JHBR T RMM S BEEH =
REEZHHNMIE , RESEF/LT. A Amazon Web Services (AWS) #5175 M (CLI) S K
AREFREERED AP)) , BIWRHEEAER, AWS EEEH A EBIL % WorkSpaces , A LATEJL
DEARB B Windows 2 Amazon Linux RH , XEZREBEMN R HABRNELE, AIFE, Rt
EENBEENSERMG., BRI

- fEF BFARS : Active Directory Connector ( AD Connec AWS tor) , RIFAIIBEH A Microsoft 5&
3] B 3% (AD Connector)

- RIEWEFY BT AWS Rim.

- {# Directory Service M icrosoft AD B Simple AD #JZZEEAWS B , AEEAFM
WorkSpaces.

« FFA AD Connector | &M AR = ER RADIUS REE5 , WIENBRESH[REHZEAZFHRI
(MFA). WorkSpaces

& T LAMERA CLI = API BB BT D% WorkSpaces , X {# & AEM 1L D% WorkSpaces £ T AE
MWEE TEREDR,

ANTREEA , BRT Amazon WorkSpaces IRFRMEMNERMEMEIN |, L&A LN B C B ARSI
& WorkSpaces. EZ FAHHM 1% WorkSpacesEB -

RAEAREN A TE | MR REH OEEEESR (SCCM), Puppet Enterprise 5 Ansible ,
R AREFIEBERA . WorkSpaces

BE 1


https://aws.amazon.com/workspaces/
https://aws.amazon.com/console/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://aws.amazon.com/directoryservice/
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LT ETIRMEAXRAmazoniF S E WorkSpaces , R ZBESHW IT/ERE , HABHZRESTENS
NE , HEREEWMLETAINEE T HIEER,
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WorkSpaces &3k

Amazon WorkSpaces [RFZEE=MAH TR E :

« WorkSpaces & i FAT2/F — Amazon WorkSpaces X EFHNEFHiRE. BHSE G AT
WorkSpace,

B L ERE T BRI N ALTEN (PColP) Zero Clients # 1T #, WorkSpaces® > 1] A
REMIR , HTSHELIF PColP EF %, WorkSpaces

« —MBFRSE , ATXNAFP#HTEMRIEHRHEIBENER , I Z# WorkSpaces B BISAWS H &k
SR EEE. WorkSpacel& A BURF A3 AD BR3585 5 AWS Directory Service BL&fER , BA
SIS AT Dz B I WorkSpaceso

« BITENLEERMNTESHENIES ( Amazon VPC ) WorkSpaces— I B#aHEEDVEEH N F
M, BREZ AKX WorkSpacesFBEH , 81 AWS B RBEFEMNHBEER N FM,



https://docs.aws.amazon.com/workspaces/latest/adminguide/client_help.html#client_list
https://www.teradici.com/product-service-finder/pcoip-zero-clients
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
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P45 BB

©11 WorkSpace #5 & AR 12 E M4 E Amazon VPC # AWS Directory Service &8 <Bk. Ff
A AWS B R4 ( Simple AD. AD Connector 1 Microsoft AD ) #HEEHMNFWTEEEIT , &
NFRAEFARENTARK (AZ), FME Directory Service ¥ K AKEk |, SIBETENERITIER,
Hit , BB FRBRSERZE , XABEEEHNFRKRD, ERIERFRZE , BFAZERUATILR

- BEERTRIAYHE WorkSpaces ¥ , IREEZ A ?
- MBBKRZD?

- BEERPMLEBENAS?

- BHEESZDAN AD HE ?

« BB IKFERE ?

Amazon ZEWREBELEEANIRPAENHRLBENAFSHRIERELAFEARAR, HEFER
FINFELRARFRERN AN , XERBENER2BRESEY. EXNAFARTUREEFER
AWS Directory Service, MEiGRIEFIGIR, BERM VPC Z2AXRS BRMERHHE. 549 AWS
Directory Service £HEAMNFM , FFHEREMIRERNA T M WorkSpaces Z W& B s AT E F
M. Hlan , &7 LU6E ASE A TiE#E 2] AD Connector BT WorkSpaces AN Z £ HAREERRTEE
MFA , B RLAFREUUNEAEAMERE R HHEMNE, WorkSpace

(® Note

S AD Connector #REE BRI A I KR Microsoft AD, EFIFALLINEEH IS EH LI B
(OV) , &AM IEHIEE Directory Service R EHWAF AGBEEERN,
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VPC i&it
AT NFEREREHN VPC M FMHRESSE., REBUEXN B FRSIZITHENWE,

B Amazon Rit VPC, TR, R&d, BEKMAMEHRMIIE ACL) i, EEERUT
JLE , WorkSpaces AEZ A UHERT B, £2H5 TEEM WorkSpaces & :

« VPC — HRMNEBWEAZITAT WorkSpaces EBEBH £ I VPC, EAEIMA VPC , AL
WorkSpaces BESIERESERNECEELENKRENLZ S,

« BRXIRSE-E4 Directory Service EHHMRE—XNFMN , XEFRREMETAXZBSENS TAM
EE 3T

« FMK/N — WorkSpaces 88E 5 B REMMHEXBKHAREEREELEFEN VPC MHEH VPC H Directory
Service , BEMIT AN FTARER VPC FRF, —LEEEEM .
« FRAPRBEKAMEN , TEER. MRNZARKRNEEKEHTEZNZEE,
« BAILUHFTEZ £ AIEEEBINLZ 2 A Directory Service, Z24AEA T 545 E Directory Service

¥31& R BRI FT B WorkSpaces 4 #.

« RO LLLEZ AL Directory Service ERE—MNFM,

£igit VPC Bt |, BHEZEARRMNITR. Fl , BB ERMEBAH |, FIMpREERSER. I TEER
BR%-8880 AD 5 RADIUS MFA ARS88. BEBELEKN VPCRITHMREZAA IP it LUF B LR E

BXR VPCZITMFRNAERAREARABSFEEEI , ESH re: Invent SE/RXFE Amazon.com 2147
EBEMS#, WorkSpaces

P& 4% O

S WorkSpaces BEH N #MEMLRED (ENI), —NEEMLED (etho) M—NEMEEO
(ethl)e AWS FAEEMEKIEOREE WorkSpace — XRENEFIHERELIENED, AWS Hit
EOFERLE IP#iteE, A TEREBREERZT , EFEEEMATLLEEN WorkSpaces VPC
BENME EERALLAE U 2R,

BxEZEwXEANIE IPSEEMNSIEK , 5SH Amazon WorkSpaces #15o

PN 5


https://www.youtube.com/watch?v=kawZBGCLBJU
https://www.youtube.com/watch?v=kawZBGCLBJU
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#management-ip-ranges
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® Note

I 53 WorkSpaces R EXRBRHEEMNKZIZEOFREEHN VPC F | BT EEFTEEMEE

A =& K Amazon Elastic Compute Cloud (Amazon EC2) =4l ID ( 2 BFigure 5Figure

6. Figure 7f1) . AWS EE#EHA ER , KA UERHAPEENERENEEO (ethl)
MWELHRE, 81 WorkSpace # O EMLZEO 1T ALEH ENI Amazon EC2 RIREL
i, 3T Amazon B KHEEFE WorkSpaces , BEBEB I ITH X FiER AWS EE#EHI A U
80 ENI BLE,

Y E\
k=3

& T LU Amazon WorkSpaces RE D AH AN EEI 2

« B URIZE M Amazon WorkSpaces RSS2 RIfY R £
« Amazon WorkSpaces [REEEZFFRNEREZ AN RE,

F— g iexm .

= Fimig & £ WorkSpace

TN F A4k ( Ak 22 ) , iB1T Amazon WorkSpaces & F s BV 1% % #8468 F #8 [ 9 7 N ik 1 5%
##3| Amazon WorkSpaces fR%. BFHFERE O 443 (HTTPS 5 A ) REHFTE S HRIEMN&SIEMN
XEE , FRAWwO 4172 (PColP ¥% O ) , RRMERAEZBESITHI (TCP) A - BIER P (UDP) ,
ATaaEMMEETRAREHITEERNEM. WorkSpace M Nim O LW REHL I ME, WO
MITERATEHRIUENSEEE , HEA TLS MERE, BERFEAREMHEH AES-256 U , B
ERFEENKRERFimSethoBF FimZB#HTEES. WorkSpace EZERAIUEARAN BN LS HET
IR E,

BANRXE R PColP RFEAMAMMNFZZTRARER LW IPSBE,. BEXATKO 4172 LM H
VR EF AEEH Amazon BEE AWS XiF, | e ARSI O 4172 WA T L E] AWS 5715 44K R 5
MREETRARELET SN HMEHRE, WorkSpacesEX IPSEEMMEZETRARELET S ,
&2 Amazon WorkSpaces PColP M IP S,

Amazon WorkSpaces B i EBHNEN NGRS EINE., LXARFEINAREFRATANRSE
TEEOAFRETEMNEZREXEEE, TRERTEIEREF KA LA M 1] LU R 49 B 4548
SHEFHARE,

Sif

5
S
()]


https://aws.amazon.com/about-aws/whats-new/2015/09/amazon-workspaces-pcoip-gateway-ip-ranges/
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AWS B H

'i¢ Network

®

Device connected to the network.

Device connected to the internet.

HTTPS connection established to WorkSpaces
service in EU (lreland).

Connection over TCP Port 4172 established.

Connection over UDP Port 4172 established.

Round Trip Time is in healthy range.

1: WorkSpaces & i : MERE

AFETRMEEF WorkSpaces RFEWAIEANEBE R ( BERMINARER ) NERER , Bo
MEZEFIHE Amazon REWIERE, BFEBEET HTTPS XX BIFFE# XA Amazon WorkSpaces
RS B HRIEM*<, WorkSpace &S , Amazon WorkSpaces FREH &M IRIEM K REFK K E
5% WorkSpace><Bx 945 E AWS Directory Service 44,

PRk & £ WorkSpace
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f5lzn , 55/ AD Connector B , AD E#ZESR SN 5 M IIFIEREZEEXZEIEN AD RS , 1ZRS WL
TRz, AWS VPC 1, BEXELEER , BSRAAXHEM AD DS #fE% =389 . AD Connector R 17
HEMEHRIEEER , CRNTRSNRE, Eitk , AD Connector AJEIZEE AD RS 25, AD E#ERS
FRSIERIZE AD HEHEEER E LAY DNS BRSS25 R E EEZ T B AD RS 5.

WMREFERNRZ AD Connector , #EEB R ERAT MFA , WEBRBRFSHRIEZITLRE MFA
ThE, MR MFARIERW , MFAFHAPHNERE S HKEER Di AWS rectory Service,

AFBESERRIEE , RN ERRENFERRD 4172 ( PColP i 0 ) B AWS FRIEEAMXFF BT
N, WorkSpaceE BN LERREF |, MET HTTPS XELFHRXNELR, ANEWREFEH
WorkSpace ( eth@.Lt WorkSpace ) £EFREZEIZRE VPC BI5E— ENl. MREAEMRE ENI H9X
EEEREE AWS, MRMNREER X EIREER < EEEINSE , I CloudWatch 4K —1
E#., WorkSpaces BXEZEE , BSRANEM “EH Amazon #7512 % CloudWatch” &B
o

Amazon WorkSpaces [RFMEFim 2 B X ENBEEBRA TR EFHRN. FARAFRESRE
38 | AT WorkSpaces & 5 Fr1E AWS #[X 2 B #4E3iR BT (RTT) /N WorkSpaces F
100 Z® (ms). BE , XEWRZEN WorkSpaces BEFEEREXFAEHTHE, WorkSpace C
onnection Health Check [ TT 7] LA %S BY #8878 iE 82 B % WorkSpaces BRFHI&R1E AWS XiF,

2| VPC WYL 53 WorkSpaces RS

EXNNEFIHRIEEEHRTEHRIUE WorkSpace B RAERRER , BB WorkSpaces & F i
FEREREIEHNELFAE = (VPC WorkSpace) B Windows B Linux £H ( &8 Amazon ) , 3}
BN ENE REEEITZERE, WorkSpacefy 3 MM L#EEO (ENI) (#R5i2Fethl ) HMNEH
VPC RN BB ENEE NI (DHCP) RFFAHDE — IP bt , ZRSBEERBE 5ER Di AWS
rectory Service HEH F M. IP ttbit £ WorkSpace. @AM K —E R ST WorkSpace, & VPC
B9 ENI AT 215 1] VPC ARV ET R IRAR B EEEE VPC NEAME (B VPC NEEE, AWS
Direct Connect &% VPN i&# )

ENI XS8R B9 R 4% 3R Y 15 B BUR T F P 89 3% R R F & B AWS Directory Service R8N FRELER
AL 24 WorkSpace , ARE o4 ENI BT HMREH, BRISIER AWS EEEH A =
BER e E [ RK VPC 8 ENI R IIZ24H AWS CLI, ( BXRLHENEZER , FSHENELZS4AH
WorkSpaces, ) BRZ£HN , BEFTRELEXN R LA EIEMN ENP X3E WorkSpace & FR Hil 3T
VPC MBIREIM &,

BiERSETEMIREM Active Directory B9 DNS RS 2% IP M £ REE R 612 DHCP &I |
AREMXL R E N CIER DHCP &IN5 2 Ei 45 W & #h 5 A 89 & i# VPC WorkSpaces, ERIAER

3| VPC WL &% WorkSpaces RS 8


https://clients.amazonworkspaces.com/Health.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html#DHCPOptionSet
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T, IOBENMER (LS% VPC ) £/H AWS DNS mA2E/ B %R DNS, £/ DHCP &I
SR LR EFEAY DNS BT MK E0 DNS 158 IRS52RHIELE — B WorkSpaces , X F{UERA T&
By, T EE R T AR N SR E 1T R 3 TR TSk bl,

1ERIF DHCP #&InAt , 5454 EC2 IR H WorkSpaces FR ML , BN EAARERNEE
X5l :

« FE—NXEIZ DHCP £l DNS ERMNMAAR. BNMNHHNEMEEEEFEE WorkSpace T DNS
RE , BAT “BNESHRMELEISE DNS FR” M “EBiNE DNS EENRXER" ET., REFERA
TEEEM HERIACERRY DNS AWS B RRSHEER DNS FRHITERH. WorkSpace b , IR
AR DHCP KRB ER DNS FRTRE , MaFEFHNA FEMRRXE WorkSpaces#y
DNS F4&,

- BEZAMXBIR , BT Amazon WorkSpaces BRF{E £ E R BB E B TR HIET IP thit |
WorkSpace K LB E#) DHCP i£31 DNS IP T4 A T,

HE , B LB E Route 53 FAEREXFUXFRBEH TS DNS 3HRE |, HREH Amazon
WorkSpaces #RIREVE#EH DNS . BXEZEELR , 52 VPC HES = DNS EIHMEHE A
ctive Directory FFAWS JE& DNS,

(® Note

£ VPC LRI AW AT EH DHCP &R , B A# WorkSpace A mlHT IP &o EHIT
RIFE , A LUZ 1T ipconfig /renew SESFEAE#H /5K DHCP ETEE ER VPC T
WorkSpace—1, MREFEHAKZ AD Connector , HEF CERER IP #but/HIREHIZRH 1P i#b
Hk , N 2AZNEF B 2 B9 Skylight DomainJoinDNS &I, WorkSpacesZ &N GPO #h
TTUEIRME, HEMRIAIEE R EHKLM : \SOFTWARE\Amazon\Skylight, fNR{&k AD iE#
E5REG_SZHY DNS & & , N ZEFTSEH , A VPC DHCP ME B RS EH L F,

AAKP “AD DS HEHF” B0 PHEE R T TN RE.

WETFTAR , Amazon WorkSpaces RF &L EZ R CH E B AT HIET IP it BA3 1T DNS f#
7, HZBEIE DHCP i IEHE B DNS fRSER. MREBEEFRBM = HIT L7 DNS RS
B3i% & WorkSpaces , ATLAfEA (L D% WorkSpaces EIEEm) 1 (FEH L D7 AY DNS RS 8
WorkSpaces) 1EF WorkSpaces H#Y 1% B8 E#7IL Z# #) DNS fRS5 25,

H it , InRE WorkSpaces EEET PV EMIRSS AWS , HEFERE VPC FiER KA DHCP i%
I, WABURIEE VPC Ry E#2 8% DNS IRSECE N A DNS ¥& |, #8M@ Amazon DNS RS |, IP

3| VPC WL &% WorkSpaces RS 9


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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https://docs.aws.amazon.com/workspaces/latest/userguide/smart_card_support.html#smart-card-linux-browsers
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https://clients.amazonworkspaces.com/
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-directory-details.html#control-device-access
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-ipad-client.html#ipad_gestures
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https://docs.aws.amazon.com/workspaces/latest/adminguide/update-directory-details.html#control-device-access
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-web-access.html
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NI 5% WorkSpaces #r&

Tags enable you to associate metadata with AWS resources. Tags can be used with Amazon
WorkSpaces to registered directories,
bundles, IP Access Control Groups, or images. Tags assist with cost allocation to
internal cost centers. Before using tags with Amazon WorkSpaces,
refer to the Tagging Best Practices whitepaper.
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#web-access-ports
https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html
https://docs.aws.amazon.com/workspaces/latest/api/API_WorkspaceAccessProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_WorkspaceAccessProperties.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html#configure_group_policy
https://d1.awsstatic.com/whitepapers/aws-tagging-best-practices.pdf
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/delete-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/create-tags.html
https://aws.amazon.com/workspaces/
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https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/home/
https://amzn.to/3rMkD5g
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/workspaces/latest/api/welcome.html
https://aws.amazon.com/tools/
https://aws.amazon.com/powershell/
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https://docs.microsoft.com/configmgr/sum/deploy-use/deploy-software-updates
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/run
https://docs.microsoft.com/en-us/windows-server/storage/file-server/volume-shadow-copy-service
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https://docs.microsoft.com/en-us/previous-versions/technet-magazine/cc137720(v=msdn.10)?redirectedfrom=MSDN
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/modify-workspaces.html#limitations_increasing_volumes
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https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-metrics.html
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https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/blogs/desktop-and-application-streaming/how-to-configure-amazon-workspaces-with-windows-and-docker/
https://aws.amazon.com/blogs/desktop-and-application-streaming/how-to-configure-amazon-workspaces-with-windows-and-docker/
https://docs.microsoft.com/en-us/windows/wsl/compare-versions
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< E| AWS Directory Service FBE BN HTTPS #1T , Rt R LB X & MEMRA P &Il

B RIUE-5E3) B FiE#EER (ADC)

AD Connecto r {8 Kerberos 525t AD B 2 E AR RIULMIES , Kt e UG ES LDAP HIT
JE4HY LDAP &Eifj, ADC HHIE Fim LDAPS X5t Al A T3 Microsoft AD R AR 2 B Ky & if)
Th®, AWS ERIMEF U LDAPS e Bl , BEEE S im LDAPS B o R,
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AWS BEXRFEXIFHE TLS 9 LDAP, FARMEHFSUAN AR AMAFEIE. A TRER
24 | ATBEA VPN EEN WorkSpaces VPC SR 4 ( AD FRiEHh ) EEER. £H AWS B4
VPN 28t |, ZF A LAER# A AES-128 5 AES-256 XN R 4ARIFRME IPSEC ( EBAMBR4A K #R
(IKE) f IPSEC SA ) . 5EA{m 7 SHA-1 3 SHA-256 L% DH 48 ( £ 1 BB % 2,14-18, 22, 23
24 ; FE2HMERN 1,25, 1418, 22, 23 M 24 ) KiREZXRWAPHINER,

22 AT ER

W E OAuth 2.0 Thf ( MR ESMBRIERT , MRBEFHRIEMX ) 5, RERTFRNER HTTPS
Eif S# WorkSpaces kS ( REBEZEEESR ) . REAFFWET KX OAuth 2.0 THEH T MK
iE , @Atk , ERwmSWEIREAMN B WorkSpaces i K15 B

= FE T B

iE%F‘ wis RITT EREAMKH PColP 2iF ( £/ OAuth 2.0 T ) . tE2iEXRA AES-256 1N
, fEA PColP % A #TEF RS (4172/TCP),

TR R EH OAuth2.0 18 |, B HTTPS @IS ¥ WorkSpacesRSS1E K F FF 45 E /Y
WorkSpaces 1§ &,

MBEEMKXERBERREEF RN TCT ( FAZFFIRAFNZERBHTMNE ) , BIER Kerberos TGT
BiE , MxfERAAFKREREIN Kerberos TGT £ L /B3 Windows &3, WorkSpace

WorkSpace A5 , ERAFR/ER Kerberos &4 %iE[E 2B &R AWS Directory Service K i & 1K iE &
Ko

I EFJG , PColP B, WorkSpace EEZEHREFWEWO TCP 4172 Li53) , IREREBET %
O UDP 4172 &#2, BbA\ , RIEAEM%H WorkSpaces RHE 2 [H@EN EE#EO E’J*JJ#AJEEEJEJJ UDP
55002 # 1T, (BESHEY , TH A mazon B IP bt Fis 0 ZR WorkSpaces, #1343 UDP iR
A7 55002, ) fEAWRA 4172 ( TCP ] UDP ) BYRIEMAEZE A AES 128 U F 256 =833 17 0
&, {BERIARF 128 i, %3)*' Al AESNFEERN 256 7 , HiERMEHER T Windows WorkSpaces #Y

PCoip 4/ AD AKXBIRE | &TLME)%IEHLJ‘ Linux B pcoip-agent.conf 3X#f. WorkSpacesBx
Amazon éﬂ%%”ﬁﬂﬁﬁ%h £ WorkSpaces , B2 #3X#,
P 4% 4% O

1 Amazon WorkSpace BERMNMEZEO , 2RFHAETMEZOFNEEMNLEO,
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FMEEORMERF VPC AZRRAIESRE |, Hl2015 18 AWS Directory Service, BEMMEF A7
Mk, AICRZLSAMMEZEMNKZED. ML, RE\ESSTEXNM MBI ENI WL 2ARIT
X% : WorkSpaces 24 M ENI 44,

EBMEEO

TEBN RS ERHEENEED ; B2 , B TUFERAET VM X WorkSpaces SRR i O
HEFHE. RMNTEWNNEEMZEOEMRS. MREFRERNE T VB A R EE b
2O, NRFTFILNEA , SAME Amazon WorkSpaces BRES AT LA I 1% 42 O B9E 17405 A 1 1 18] 14
WorkSpaceEXEZEL , 52 (Amazon Workspaces EIEIERT) MM EEO,

WorkSpaces &£ 4

AL 24 R IR Directory Servic AWS e BI2H , ZZ£A 2B NEIE T WorkSpaces %4 E
BRHNMERZE4H,

S ZH#h AWS BRS —# WorkSpaces , Amazonti ff L2 £4H, Y& [ i%Z WorkSpaces

BRZ5EM B At , Amazon WorkSpaces 28IZFH N AWS Z£4H, —MNATHRIEHIZ
directorylD_Controllers , 5 —“NA T B % directorylD_workspacesMembers WorkSpaces . &7
MBREREM—NZ LA , SNEHNE LA WorkSpaces FTFZEIRE, BRIANERT , WorkSpaces X
ARLHEHMEOFHKE 0.0.0.0/0, EAILUFERIA WorkSpacesZ£ A RMEIB T4, FHFHNLLAs
WorkSpaces B FExBk/g WorkSpaces , BB ELLHHEE WorkSpaces I BERLAFIRE
FNZEH, BT NMNFNRIAZEARNNENELZLAF , WorkSpaces MEEXNHEHATE
B, BN R2LHE—4 WorkSpaces B FXEEt , BN NLEAPHMN WorkSpacesR &
HN—AMRN, BURTERHEZNZLANN, BXLLEANEZER , HSH Amazon VPC AAF1E
SR VPC HREA,

B <@ WorkSpaces B X AMEZLARINBL AN EZE L WorkSpace , S #WorkSpaces B
ERAEE.

— 2P HERH WorkSpaces SREFT B EIm OB Wi, ERFSKENHIIERE
WorkSpaces , X NHERRERFSBEMENHEERD ; BN , BOA P FEEEFH WorkSpacesi
Ho

WorkSpaces £ WorkSpace &xHiE , fEAZEF VPC FREMMNERED (ENI) 5255585, E
ARFIEH B WorkSpaces RINE S , M A T iw OGRS iEE 4255 CIDRSEE , S#E&
KR HI8S7E _workspacesMembers &2 H,
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« TCP/UDP 445 - SMB

« TCP 3268-3269 - £ /& H %

« TCP/UDP 464-Kerberos Z#5¥ X

« TCP 139 - Netlogon

« UDP 137-138 - Netlogon
« UDP 123 - NTP
« TCP/UDP 49152-65535 RPC &Y llm A i A

MRIE WorkSpaces EEFRIEMNARERF. EHEMIEMVE , NFEETRE _workspacesMembers &
24 H L CIDR R NEAFXEROME N, MREFRMNXLER OB M |, WERT EEF H IS
A2%h , WorkSpaces FTEFXZEME AT, ZRE—NMNERERR , MIANBRT , FINZL£A%
BAEHN, Bt , EEOLZEEFTMAERANZE , FTATRES — AN AEREBEHIEN
], RAEMEEEREISK B HIERE WorkSpacesZF A A # N 1E J X R A A | S AT8 &R
CIDR SBEER , T BEWNIT LRSI,

® Note
FTRER Y =22 RN BT IR 48 UE WorkSpaces BIERHERHN R LA,

ENI Z£4

HTFEMEZEOREN ENI, Rt TAERATREN AWS EBTENHE#TERE, BXEZEL 1B
SHEEMEMEZED, SHE WorkSpace IP thiit ( 7£IL 5 WorkSpaces 12l & # WorkSpaces 7 H
B ), REEAZ IP bt ERTFIEFHFREHRAERM ENI ( £ Amazon EC2 2 HI & H “MkiZE O I
2H ),

KEEUENFE , ITHZLAEENERTEE, FHIAENEEZO2ELLAN , HZE Amazon
#yi% O B3R WorkSpaces., BEXEZEE , 521 (Amazon Workspaces BEIER) FHMEED,
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AWS B H

Create Network Interface Detach Actions v
search : 192.168.30.113 Add filter

[ ] Name Network interfa Subnet ID VPC ID

[ ] eni-0%ac2dbcl. . subnet-0f0d2d.. vpe-Oda3fcbbe..

Network Interface: eni-09ac2dbc000840eac

Details Flow Logs Tags

Network interface ID
VPCID
MAC address

Security groups

Status
Private DNS (IPv4)

eni-09ac2dbc000840eac
vpc-Oda3fcbbcef4a19855
Oard4:c6:04:c2:02

d-93672fbcce_workspacesMembers.
view inbound rules. view outbound rules
in-use

ip-192-168-30-113.eu-west-
1.compute.internal

Secondary private IPvd IPs -

Elastic Fabric Adapter
Attachment ID
Attachment owner

Attachment status

Disabled
eni-attach-00e22b8db1897f1dd
368321020290

attached

Elastic IP owner -

AssocationID -

A S %
(2] 1to10f1
Zone Security groups Description
eu-west-Ta d-93672fbcce_workspacesMembers Created By Amazen ...
mEEE
SubnetID  subnet-0f0d2d4b9696bbB8e2

Availability Zone

Description

Network interface owner

Primary private IPv4 IP

eu-west-1a
Created By Amazon Workspaces for
AWS Account ID|

192.168.30.113

IPv4 Public P -

IPv6IPs -

Source/dest. check

true

Instance ID -

Device index

Delete on termination

false

Allocation D -
OutpostID -

1: BAT MFA 89 WorkSpaces & i

& 15 [B]42 &l 51 = (ACL)

HTEES - MrAEEMERM  MEACLBEATHEERNIE , BETRERESK,
BT M4 ACL E#EI VPC T/ , R EIhEEE R OSI REME 3F (MWL ) o BT Amazon
WorkSpaces & T B FRFRITH , RtSTELHNFM, M ACL SEFRRFIFAEE , Bt
M4k ACL RAIBERBED B4R — 1 “E 2B WorkSpaces” M.,

HEZTRESHIER |, NE ACL RARTENRERER, FARESER , BERXIMS ACL FRERE
AEHRIARENERERFRBITRIE, MREME ACL WHERERATITE , HEEBEA VPC i H
/u\;E]J *ﬁl)lbio

AWS W 48 By N 1

MﬁN@mmﬁ@@mmmh1mm ﬁ&?ﬁi;é@ﬁﬂﬁmxﬁh1mmm,mgﬁﬁ
_EE’J'f'H/To Z R A : : 4 iR 4% 5 '

S - /)2

Marketplace® B%ﬁ*bpﬁkiﬁﬂﬁﬁ%ﬁW%Tﬁtﬂﬁ& EUC iEmFﬂE"L%E’JX’EEEo AWS Network
Firewall 32 R4 AWS 43¢ , AN HE 3 BEE 7 BRP. YALSETMEMFR ( TUES
BRI 3 = 5 B K IRV 2 i A SR B B B AR RV IR M F BARR SN ) RIEZEFTE EUC AWS FER

P& 15 R4 5 3k (ACL) 70
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et , &F Network Firewall 5 NAT Gateway &5 2 &EXEK, A Network Firewall Bt , NAT
AWS Wxt 2R 5FH,

Network Fire AWS wall B 2E &M AR EUC iRiTHiZiTmigitH. £ VPC iRt AILASEMFELHY
28, HFMA TR RS SFMEIEM Internet HOBBEEEM , M/ VPC iRITAIUMNT BB X
EBHERMXEANESRE VPC HEREEX,

®itH R
R 1 BERXKEBE

ZRIA WorkSpaces Z2HFAFEMALRE , AABRINBRT , Z2ALBEL | HERBRS
B, XEWELTERESHMEZEEN A # —F R WorkSpaces EHIA G, ZEATFMERENHIEMN
m, UREEFERAM. flin , RIFELFEAXERDO 443 WELREZT AL , URESHKOMA
BRI 45 E 1P SEE |, 440 LDAP #9 389, LDAPS #9 636, SMB #9445 & ; (BiEEE , REMNE MR
BEEESEZAN , R ATLUBES M L% ACL Sif X% % EF IR MRS

BE2: A\ERE

BARAXTR2—TMEENER , BERMEZRETEIM KL AL WorkSpaces, Bl , £ WorkSpaces
BRI EEENNEAHTORFTEHMZEERE, EXEBERT , RFENERAEF ENI 224
A AL TCP 3389, WorkSpace

S—HERRALMA  eHTHEFAXFEHINFERBFLIENT T, TAKAREZKA L
KEAWEBEREEFARFINRE , B2, ZREMEREMMEEREENEMGREA FRITIE
£, RREATURAT AWS K- FH SN ERE,

RE , BENEREFTRETRESHN , FEEAUSINPEERNKO, MREWMMEAKNY , NEH
EEEAMOREARRN , HRFATRNKED , EDRERAFEAIKR KO,

HR3: BN VPCRE

fEI{L B EB=] WorkSpaces ( flas& B BitXANE/N VPC ) TEESR MM VPC #H1TRE |, EILATEA
B VPC RNEEEXRMLSHM VPC Wik, B2 , ST ABHAERSIABRMN TR , HXLERK
REERHLUK Internet Gateway (IGW) HOKH , BNEFERE. WMRFAE FMEEHAEA VPC
CIDR 3R , NI EHETEEE TR IP ZH, EXEERT , AR 4 TERREY , ENTBEBEEEL
BT Hmigit.
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s 4 EHRE

£E— AWS XigifiZ /N EUC EFRBEEREIE , ©RELT AWS RER X IHEERDFTRSH N K
B, AW VPC NEMFEEBMMRATENA , AAXFRITEZEFEA Transit Gateway MR R
R XEMHRENRERH, WA, EUUNXAEEHTEARENZES , MTSSIE H R IA

WorkSpaces ¥ £ 214,

n AWS Cloud
e I Destination Target
. . 10.0.0.022 | Loca .
m 0.0.0.000 tgw-id-x
TGW subnet (10.0.20/28 TEW subnet (210 . R o
| InspectionRoute Tables T3 et (10.64.0.
fmy | Y - = - .
|\;L:;.}- i (=) Destination Target I"L;T;}I (@
i 1 g 10.64.0.0116 | Local = W=
tgw-id-1 1 ow-i3-2 Tt tgw-id-
1 0.0.0.010 wpe-ihx
HE £ Firewall Route Tables yalsubnet |1 [ = [ boet (10
Destination | Target @
A Amazon I P 10640016 | Local =
T LTI e WiorkSpaces . 0.0.0.00 tgw-kd-x vy
10.0.0/185)
NAT Route Tables 1 y - et [10.10.0.16
Dastination | Target ! — ! S~
0010016 | Local 1 (=) ! (=)
0.0.0.0m natidx : o1 tow-g-2
m| 10.0.0/28) Pubic subnet |1
! Deatination | Target ' r}_\ ! G__j
! 1 i E: RAT G y [ T
L.1 L.1 ! 10.0.10.016 | Local H::im '
0.0.0.000 igw :
___________ 2 Instances mﬂ
- —
Internst Galeway
=

22 : f£ A Transit Gateway Fft##9 R B4R H

2 0% WorkSpaces

/ML S # WorkSpace #ELE T — MBS ( Windows ik C : IXzh8F WorkSpaces , T Si# Linux 79
#R#& WorkSpaces ) fl—MNAEF% (D : Windows 331285 WorkSpaces , /home B F I 5i# Linux
WorkSpaces ) » IN% WorkSpaces ZhaE A X — N B NEH TN,

fARME ?
BSFHOBEE. SHEEMA/ME L (/0) ARMINES G EHRBEBLT M,
fH ARt R &% ?

B3 (812 ) B WorkSpace Ri¥gEX#I INE WorkSpace, WorkSpaces REETE B 3 B Xt &
Im% : Bahjg , TEERSMBRS, TRERTEFMAL R A TEZR NS Amazon
WorkSpaces ##l & 7 H WorkSpace,
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WorkSpaces Configuration

23 : 1% WorkSpace 1%

¥R = 204AT WorkSpace INZ&#y ?

E PO LAMIE B5# WorkSpaces & A3 AWS CLITER F /B s 7= m et A I 3% WorkSpaces API
R “INZ” WorkSpaces £ WorkSpace.

T EL , Amazon WorkSpaces £/ AWS Key Management Service (AWS KMS) ##J CMK, 1
Xig s &R 3 s AT 2 A2 ERIN AWS KMS CMK, WorkSpace ( CMK EEXEEE., )

EFEAUBIREFEEN CMK A Em=Z—E#EH. WorkSpacesCMK AT % Amazon
WorkSpaces B&$ A T IS8 WorkSpace B EERE. ( K , Amazon EBS FXI B3 170
). BXRYEBIM CMK REl , HSHRAWS KMS #IRELE,

(® Note

FXIFFEAME WorkSpace BB BIEBENLE SR, I, EEAREMZNERT
WorkSpaces/@ i & Z Al gEE E— NI F BEHTELE

A% WorkSpaces MZ I ZMIEMIEEA , 1S Amazon B WorkSpaces # 5 AWS KMS, ZIE
m{aisiE CMK BIER |, LR INZRER1B 2] WorkSpace IEHEALIE, Bx AWS KMS Z4A MR 4R
MEZER , BSHEAWS KMS T H.
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https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/kms/latest/developerguide/resource-limits.html
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https://aws.amazon.com/kms/
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AR R HETA A {FiR &

Amazon WorkSpaces & F 1t 7 EE BLE F IRi1R % A LUA B AYE I WorkSpaces., &7 REE
BR &4 AT{518 & Y WorkSpaces 15i8l, foiF WorkSpaces AL+ M macOS F#Ek Windows
BN E#TiEE,. ©E AL RFSRFEL iOS, Android, Chrome RS, Linux MIEE KUK
WorkSpaces Web Access &P imkyiGRl, EBIXLINEE , EA M — S HERLRR

HEBE R T IhREEEm |, AP WorkSpaces M Windows, macOS, iOS., Z &, ChromeOS
# Zero Client L EFIwIFEMMEININEF K, BIMVERT , 3 WorkSpaces SPE AR5 AR Web
Access B Linux WorkSpaces & ig# T , EER M.

MEFRBEUEIRE (R EE RS ) BLUBIEFRIBERES , WA LUF WorkSpaces 17 8] #X BR FR
N EEAEREIBMNAEIRE. BAILIIEERE , Amazon i WorkSpaces EAE TIiF B FHRIFK
BERBZRABYUE. MR WorkSpaces HEFImNARFLERITRZFRATE , WS IEZRABFEH
MZIRZERMEZNZR,

AERBEXFEATUTER R

« Google Play EHIIL B# WorkSpaces ZEZEFinNARRF , IERELZEMEZEM Chrome #1E
RGE® LIETT

« 7£ WorkSpaces macOS &% LiZ{THIIL B macOS B ixNARF

-« WorkSpaces £ Windows &% LiZ{THL &# Windows & F iR AR+

AR R HIPRLEIR & 1] LATH B Y BB 215 B WorkSpaces , 152 5 [R &Ix aJ {518 & B9 WorkSpaces 118,

(@ Note

AMEIREMIERBOGEA T D% WorkSpaces Windows, macOS MEZEE ik, MWINEETRE
FTF Amazon WorkSpaces Web Access BEFIRHEME=SFEFin , LIEETRE T Teradici
PColP B#-M#Bzh & 7%, Teradici PColP &/ i%. RDP B mMZERENARF

IP i [a]3Z= &I 4A

FRET Pt EsE  FERUTUENLMERTE IP thutd , HARFAF WorkSpaces {XFEiE#
BRI EMER A RERRIX Lt WIhREA R EFEFHIEFHESHNEERR.
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https://play.google.com/store/apps/details?id=com.amazon.workspaces
https://www.chromium.org/chromium-os/chrome-os-systems-supporting-android-apps
https://www.chromium.org/chromium-os/chrome-os-systems-supporting-android-apps
https://docs.aws.amazon.com/workspaces/latest/adminguide/trusted-devices.html
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A BAE WorkSpaces B ZR AR IP HEREH, BRI EAUITARER IP 5RESIE,

o IP i5[A)#2 &I 71 E-E3Y WorkSpaces EEEF & , ATLATE IP A RIZESI TTE L2 IP HRESIH, B
S ARG IP #iksk IP SEE , WorkSpaces B LUSM MR MNEX LA b, ARE , ATEUNX
LR MBIERFMAERNE LN B R,

- Workspace WorkSpaces AP | — API AJ AT oI, MIBRFMEFEHA ; cIZESMBRHRMAN ; HER
RN FN M BREEA

B X7E Amazon WorkSpaces MESZRFEA IP HEEHIANIFMIRE , BSHEHN IP HHZEHA
WorkSpaces.,

£ Amazon #1Ti5#% 512 5% CloudWatch

BEME, RESBMEEREMEMBEMT LR —E5, ZBE Amazon BWEF WorkSpaces FE
BEEDE | $3RNNANBEAZITRAEZRS WorkSpaceso

AT &AL &5 CloudWatch $§#% WorkSpaces

CloudWatch #38#5 & £ WorkSpaces N EE R EHENMABKZTRRIEZRSHE S ILF
WorkSpaces. 457 B & WorkSpace , AJA#RLA L WorkSpaces FHI B MNA LR ML E1ERF.

SrFBEER—# | XL CloudWatch i8R LAFEREE AWS EEBEHIS (WM TEMR) , BY
CloudWatch API #1714 (8] , tB ATLAEE CloudWatch BiRME =5 T E1TI54%,

Title: ConnectionAttempt (Count), ConnectionFailure (C =~ Sum 5 Minutes ~
10 ]
8
7
6 6
4 5
4
2 3
o 2
7/08 7/08 /08 7/08 7/08 708
19:00 20:00 21:00 22:00 23:.00 00:00
Left axis units: Count Right axis units: Count
[ ConnectionAtternpt [l] ConnectionFailure B ConnectionSucces:

24 : CloudWatch 4% : ConnectionAttempt / ConnectionFailure

BRABRT , ATEFRLTERRS , BERFEXNTAZRAATER

- A A — WorkSpaces XRZS# BRI IE R 1T A LLig#R.
« BB — K WorkSpaces i 8 EIIRZSH 25 i i e N2 49 1t A BL B4R
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- ConnectionAttempt— Z 1 EZ AR EK WorkSpace,

« ConnectionSuccess— B HiE = 1R,

- ConnectionFailure— EZ 2 i K KA R B

« SessionLaunchTime— Bz &iEFIL R AVAETE , B WorkSpaces & F il £,

+ InSessionLatency— & 5 WorkSpaces % F Il & 1 WorkSpacesik &5 89 IR A€,
« SessionDisconnect— = K Bz X AN S FEH.

BeSh  ETLABIR TR , TR,

Create Alarm X

1. Sedect Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the detalls and threshold for your alarm, Use the graph on the right to help set Ths adarm will trigger whan the biue line gobs up
the appropriate threshold. 10 or above the red Ene for a duration of 15
minutes
Name: ws_Connection-Fail-Alarm-d-926731
ConractonF sturs >= 1
Description: Connection failure when signing into V

Whenever: ConnectionFailure

for: |3 consecutive periodis)
Actions
Defing what actions are taken whn your alarm changes state.
Notification
Whenever this alarme:  State is ALARM
Period: 5 Minutes &
Send notification to:  Select a natification list TR — , ] Minut
Statistic:  Sum
+ Notification + AutoScaling Action
e

25 : A WorkSpaces iZ£1#Z45i% 812 CloudWatch B3k
i&FF Amazon CloudWatch BJ3&3) WorkSpaces

3k B Amazon Events CloudWatch WE4THTEE. B3R, TR, 78, 2@ ER,
WorkSpacesiZ RS AT A AR E RN EFin WAN IP ik, RERSL, IDMEFIDEE.
WorkSpaces WorkSpacesfilal , © Al AHEHATUTER ;

* R WorkSpaces EFEHEFREIFHNBE , LBR/KSE , M ETUFTHERX | AEREXLE
B REITE.

« £/ WAN IP i3t ¥ B = WAL B %, AT R BR{X L 1F A P 17 18 WorkSpaces £ & 1[4
CloudWatch B4 B fh 5% B9 5 R AR RY LS 88 . WorkSpaces

o [FRAREEZEGIEIERZFTNE P #ik 1R 4N BRRF,

EAT Amazon CloudWatch KI5E3) WorkSpaces 76
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BXRWMAEEA CloudWatch EH4MEZEER , 1§25 Amazon CloudWatch Events B 1ERE. BT
f# X CloudWatch BEHHIE %158 WorkSpaces , {558 WorkSpaces £/ Cloudwatch S 112

£#.

YubiKey X Amazon #93% % WorkSpaces

ATEMFANLLE , BERFBEEQRERFEAZERSOHRIERRF TENMI, BEEFEEFEH
Yubic YubiKey o R 1Tt R4, T35 [E A WorkSpaces x3F— X253 (OTP) M FIDO U2F &4
Wi, YubiKeys

Amazon WorkSpaces B %% OTP X , EE A HKLAFTHFRITEAH S IRENA YubiKey £
F OTP, AP AL HE YubiKey EZZTTEN , BREAREEITEN L WorkSpace ( HrI—RES

ERAOTPHWFET ) , AFMEITEN NS EMI, YubiKey YubiKey B TEPTIEF R A
OTP,

EFATA YubiKey #H FIDO U2F # 3\ WorkSpaces , EEHTHMS TR, BRENBFREUT
X#EH YubiKey BH z — | UMEBEUTHFHXEA U2F EEM : WorkSpaces

* YubiKey 4

* YubiKey 5 NFC

* YubiKey 5 Nano

* YubiKey 5C

* YubiKey 5C Nano
* YubiKey 5 NFC

71 U2F /5 A USB EJE YubiKey [a

HRIAMBER T , PColP B9 USB EE @A TR IR WorkSpaces ; EfEH U2F = YubiKeys , 204F
HE A

1. BREZERFH PColP WorkSpaces‘H K& E SR (32 {2 ) 5 PColP ( 64 i ) BYWorkSpaces
HRMEEER (6412) o

2. £ B FXEE WorkSpace = E A WorkSpaces B FH Amazon EC2 326l £ , T FFHAFRKEETE
(gpmc.msc) H S El PC olP 2iEEE,

3. BEAUHAPBELNRE  FRARTEENEERARINE, BN , AR “EERARNETAE

E

oo o

4. TFFIE A/ZERA PColP £1EH USB R E.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-events.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-events.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_pcoip_32_bit
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_pcoip_64_bit
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_pcoip_64_bit

ERBHY R £S5 B WorkSpaces AWS HEH

5. ERR , RRERHE,

6. ITFFELE PColP USB A M AWM IREMNIRE.

7. EBER , REERA USB K (RETHFAN ) T, BELK USB REF RVFIIRMAN,
a. WA - 110500407, LLERHERE ID (VID) M7= ID (PID) WA E. VID/PID A&K1E

KR Ixxxxyyyy , EFRE2+AHFHEINE VID , xxxx2+#4#ERNyyyyHd PID, EAHF
th | 1050 £ VID , 0407 £ PID, ME T#ME S YubiKey USB f , 15 YubiKeyUSB ID f&,

8. £ ‘WA USB BINX (JRETHFMN )" T , HEEH USB RERBZEMN,
a. W FEUERRAN | RE-NMEFHH, XERENAFRNIKRPH USB RE,

(@ Note
BERZALAEN 10 % USB #RIXHNFEHZZ 10 5 USB BUEERDNAN, FAEL () F
ORI AN, BEXREFENECEBESHNMFMAEE , S H Terad ici PColP Windows
AERE

9. EEFWE,

10 AR IRBESCFEM T —RAREEH 2 /F WorkSpace AR & WorkSpace EEH B EEN.
ENAARBER , BRITTIIREZ—
a. E/8 WorkSpace ( £ Amazon WorkSpaces ##l&F |, #%£$F WorkSpace , AEERRE L ER

WorkSpaces ) »

b. EEEHTRERRAT , M A gpupdate /force,

MIRBENRE , BRIEBEN USB IRZHNREEE TPRE|I , WorkSpaces BNIFTAE XK USB 8% EB
ALEER[E,

% U2F /S USB EXEM/E , ¥RELATLEE YubiKey Fido U2F 3 T ARE YubiKey USB EE M.
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https://support.yubico.com/hc/en-us/articles/360016614920-YubiKey-USB-ID-Values
https://www.teradici.com/web-help/pcoip_agent/standard_agent/windows/20.10/admin-guide/configuring/configuring/#pcoip-usb-allowed-and-unallowed-device-rules
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FASEAY

B Bh WorkSpace B2 IhAE

£ Amazon 1 WorkSpaces , B] LA BB 77 /5 B B B WorkSpace B IhaE , it IEB EiFuiR4 B C
B RS, AR BBRShEETLUR DB/ IT X AR Amazon LB T#EE WorkSpaces.
BRBMRSUERS , eATFAFEZMNEATILERA Windows, macOS = Linux BFmHITELT
—IMRZUWES : WorkSpaces

- NESTEEEFEEHEFRLE, X# , AF WorkSpace TEEH A A ST T EFHERZ A,
« EF A1 WorkSpacet,

- FEH LB MIREFAFEH K/ WorkSpace,

- EREMIWITERDE (#43 ) WorkSpace,

o« YPIRMBAINIZITE X WorkSpace.

« B4 WorkSpaceh,

AFAFER EMEZ M BB EMASBE~ S F MR AE I WorkSpaces, AFREE , £E
BNEHRITE | #2471 WorkSpace WorkSpacef & 1E +3E — /NN T BBt RI R T SEE o

BMBARD, ERTERBEANPRSTENMAET AT L™ £ 2 A WorkSpaces. &iEMZERBH
BERFUED LI FARNIEE, EHRERSTINARBTENNIERED , RATNHNTAIAE
HITHBRS . XATUBIE LA BBIARS T REM WorkSpaces , B A[ U@ 5SM A M E EHAR AR
SEE (ITSM) RS &R , HlanServiceNow,

BEXEZEMER , FSRANEFEHAEBRS WorkSpace EEIhge, BxUMANBF RS EH
gl TP Rel , BESRER 8RS ITS B3l WorkSpaces Amazon,

Amazon WorkSpaces B 244t 1t 88

Amazon WorkSpaces B ALV BRFR S RaD BT E I S# WorkSpaces EAIE. BRIELHN
FERER , E2 B3 WorkSpace H#t AR ERA MM T TR (R/PHNRIRA ) . ZERART
H5 B R Y5 1% WorkSpace ERAERH ML A , 3 AT AWS CloudFormation B Bt EMEL E X% ERY
AWS RS , SAMESE 24 /Mt 5 AT — IREAE IR HFH 1T AF R WorkSpaces, &#FTARA 2.4 AFEF
REEIE VPC FEHBHALR , AKENLLBRENTE, EERES TR INITENEREMYE
WorkSpaces }# i858 T IRETHIE. MREZFHE T HFHRA RN ERIRAE (v2.2.1 HERRE ) |,

B B WorkSpace EE 18 79


https://www.servicenow.com/
https://docs.aws.amazon.com/workspaces/latest/adminguide/enable-user-self-service-workspace-management.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/automate-amazon-workspaces-with-a-self-service-portal/
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5 2 B & FT HEAR U SE T Ama WorkSpaces zon Cost Optimizer CloudFormation 3% SUIREUZ R R 75
ERERMNFIIRA,

HIZ1THE X WorkSpace RE T EREIN AT AMEM TR, AT 2ZHBIM WorkSpaces 11T :

AlwaysOn— £ X FEEW A B ATRE AR EA WorkSpaces, EXHEESFECHEE
WorkSpace A REH FEEMAT R E1EZ1T WorkSpace WA,

AutoStop— WorkSpaces =/Nit{S e £ A, FRAKER , EIEENIEFZ8TEF WorkSpaces 1%
It ARENAERFMEENRS. BEREBFFEIERE |, EHFEH AutoStop BHE (/M) . WEXEH
BEEREERINGENPRA AP WorkSpaces.

REMEZREERFERABER , HEREWAmazon KA {L{L 25 WorkSpaces 2 3K HY ## R 5 2= 51 5 #h BY
EITEINVIZE N & E WorkSpaces B AR, L#ERAEEE T Amazon CloudWatch E4M
n, ZMNE 24 /NFERA—IRAWS Lambdaii ¥,

ZERR T R LAE L B B E R A — R A WorkSpaces M/t it BER BN R AT T7E
No MRPFBRARZFIR/DIITRERAZA TS, WZBRSEREZE WorkSpace B TNMNAAIF 2
NI R R RIS , HERIRRERAERTHE. WorkSpace B , BRI LABER A AWS
EIEEFE 3 Amazon WorkSpaces APl FI Bk £ E X, %fERG ER AWS CloudFormation #&
REBEATETXEEZRNSH , HATERHETEXTETHRARARHEBNIRE .

EAREEFIRH

JBF LR RS REITFRE X WorkSpace Z BI#1TH IR , 1§ WorkSpace fERFRZE % 4R Skip_Convert
MEMRSESEFRSSMATITRER, RS RFIZFKEIRIE WorkSpaces , EF &R ER
IBH A A WorkSpaces, AILABERT B ERIZIRES LUK E B 3h ¥ WorkSpace, BXEZ 15 , BSH
Amazon WorkSpaces B AE1LE5 .

R X

FINBERT |, LEE RS R BEI T WorkSpaces E£[E— AWS ik F WorkSpaces £ Amazon JEff
B ZREEFIETA AWS XiF, BHNE ‘XEHIR mASHPREEHEN AWS XEH AWS
ESoRyk , URHIEZEEZENXE,

EIHE VPC #EE

WERRFREE VPC FREIZIT ECS 15, RIAMBERT |, iZRARMOIE—NHFH VPC |, BIETLL
BEERASHGREHETNID MZL4A ID RKENE VPC H#THE, BUIHNTRE—KBETER
MAYEEH , ATik ECS E&BEUEE £ Amazon ECR EEE+H K Docker &&o
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https://docs.aws.amazon.com/solutions/latest/workspaces-cost-optimizer/update-the-stack.html
https://aws.amazon.com/solutions/implementations/amazon-workspaces-cost-optimizer/
https://aws.amazon.com/solutions/implementations/amazon-workspaces-cost-optimizer/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/lambda/
https://aws.amazon.com/solutions/amazon-workspaces-cost-optimizer/
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42 1E R EFBY WorkSpaces

WERARATEEREMEREN S ARG —RE L REARS WorkSpaces . &7 SUEN
fFTerminateUnusedWorkSpaces#ii A E k71 CloudFormation HARREFEALLIIEE. HKEME
EEREITERXTZETLHIEEILNA , RAEEFE AEREUESE WorkSpaces FFiE L LN A,

&1k R FEF K WorkSpaces 81
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3 5 Y Amazon Connect 4£1t WorkSpaces

REPOLERNRAAFECRATREFCE , RN NRBNVEHRETRE , RRAMMNAMRSHE
PHRBRNEEER, TZERRATETREFOBRLD RN , SIETRETL L TRNEEREN , &
MR EAZE —ERENRE, XMPEEHTEFHINETNR[LURAELSE , RAEELREED
WHITESR , RREEEHRLRF . XML B2 SBE HE MM m R,

BRXMITAN -G ERNEFINREFIELER , SEREREFLEENAERFHRREERE
B, MEMRUAEREF, XIMFDATFEFINETNRIAEZRARLAST , MAAREAFURR
SBEREEEEEN PI, IMREFERENREP, IHNFMACHANNR—THEREK , RNEAL
Tﬁﬁ%?ﬂ’]ﬁf&%gﬁRTﬁb o

Amazon Connect 12 7 Streams APl , AT EE R BEXHBKRAAZEGER (CCP) BUFRHILF
FR, BEEANET z ——EFIEEN CCP BREA ZWFILNFH, XEREATRINEERS
CCP ; AeENBBEMAZI CCP, hEEPERELE S CCP, —BEEAREBE TXEBEN CCP,
A1 AT AR Amazon Connect EH{E{LRET . WorkSpacesBF CCP 27X M a8 P&/ |
Ht i B A EE A [ E FBEAFZIMA CCP URL, WorkSpacesBtl B /E , 2 WorkSpaces
Connect Bk 4& 50 B & % h 8] 2L # 1T B 9 IR E A WorkSpaces , WorkSpaces & in i1 I 1Y 2 3
BRI RS BT FF IR MM A ZIMA CCP URL, WREAGFZTMEERIINREBHNAMITEY , ML
K CCP N4 Z 4 WorkSpaces iR EMAIERNS.,

R REE

S AWS Cloud

v Managed by AWS

—t—. —

Authentication

o o — /N, | e

Users

Internet Streaming I E
Gateway R — w e Amazon 53

Ky Amazon Connect

Authentication .
: - Customer VPC

Streaming - S O AR .\‘ —

. ’ E) (Em (=
Audio < > . B e 3’.
signaling . . o —— ' Elastic network interfaces i

Gateway en ducunt

26 — Amazon Connect Fl WorkSpaces 2

82


https://aws.amazon.com/connect/
https://github.com/amazon-connect/amazon-connect-streams
https://docs.aws.amazon.com/connect/latest/adminguide/launch-ccp.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/enable-amazon-connect-audio-optimization.html
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HUEHEER

ENNEBENEZFimE S | Fla0SHE % JoEE T WorkSpaces SEMBRSS 2T & WorkSpace AR
EXBFREIEEESHEIREE , 77 ( Amazon WorkSpaces BEIER) M “&FF " M “E1E R SR
= ELEKE,

£ Ui

« AD Connector TEEZEEHE R

- SEXMEMRZ WorkSpace HE N R BAIEL IR

Xt WorkSpace ¥ri2 BE TR AER Windows J# 17 FE HEER
W& A T8 BY WorkSpaces X HES

MR SR &IF AWS X EER

AD Connector T EE#E#RED B &

7 71k AD Connector EZZI A B F , At MZHBH A IEXLTN VPC FHFH /N FMEY CIDR FiEE
w0, H5M%E 1. 5 AD Connector 3 25 Active Directory Service B 1T E &R KRIE, EM
REAHREXERY , BRITUTIR,

ENHERE | FHRITUATERAE

1. 7 VPC #3531 —4 Windows 3£ H# &1 RDP #E#ET. £ VPC 4] LHTRIRLS R,

2. TEHBESDirectoryServicePortTestMl XM AR, RFE , £ ZFRERAB A Microsoft Visual
Studio BB X4 , AT SNANAERF.

3. £ Windows @i SRR REF T , AL T%IUZE 1T DirectoryServicePortTest U if S AR F :

DirectoryServicePortTest.exe -d <domain_name>
-ip <server_IP_address> -tcp "53,88,135,139,389, 445,464,636,49152" -udp
"53,88,123,137,138,389, 445, 464" <domain_name>

<domain_name>— £ REMFHEZ , A TN AR ThER B, MRBERRITE , MRS ThEER
Ao

< server_|P_Address>-Zx i ig IR #1285 689 IP Modit, £XF1E IP sk XFim AT 7 MR, M RBERRZ
IP #esk |, MARLMiREEA,
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https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_troubleshooting.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#troubleshooting-specific-issues
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#troubleshooting-specific-issues
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/samples/DirectoryServicePortTest.zip
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HNHTHEEMN VPC BEN SRR ORBE T, Mo, NN AERIE K/ R B

SEMEREZ WorkSpace HE N BB B2

R WorkSpace BEZ B3 HBHENX T Windows 5 Amazon Linux , M ] LA 612 B E LR &
WorkSpace, BEXMEBDSRIERSE. NARFRMAFIRE WorkSpace,

EEOE Windows BEXBREHERHBE Amazon Linux HEXBRGHER, RGIBEEHZAR
B ERFM T RETT 1A B R BRR,

E#IA Windows & WorkSpace /A E QI EMGHER , BMNBWUSTEEKRES. Image Checker
éﬂ@ﬂ’]ﬁﬂﬁﬂﬂﬁ?i_’_ RN | HROAERE AN EMEBRMEIES. WorkSpace BX ¥4
BE  BZRARENRERGRES.

WorkSpace BEAANRE , FHI “WIEKIN HEE. IE , EUNCRZEENRAZ, BN , FHF
REHNHRMNBEESRIFFARIE | %Eiﬁiﬁlﬁéﬁﬁﬁﬁﬂﬁ 472 , EZF WorkSpace &2 FrE N
o BMEMRIIBEHEMES , AT et ZRE,

BREZER , FERETRBEREGLE RN B89 H .

Xt WorkSpace #rie W2 TR TER Windows i 1T BEHEER

Amazon WorkSpaces g% WorkSpace B M ERKIFRB[ERKEHREHZTRR. WRAKRKRK
FkEMWEE , MSFHEIRIERN “ WorkSpace TEEE”, WorkSpace S Bt RIBHE N EEBE -

- FHIRI AR WorkSpace IE1EFH IE Amazon WorkSpaces RS 5 2 B HI M &£ 3 WorkSpace,
- LW CPU FIAZXRRS WorkSpace,

- BITE N B F WorkSpace BEE Ko

- WS Amazon WorkSpaces BRSS BI R EB R IRSS R4 FE TR

LA B HEBR 25 8 AT LA WorkSpace X E [EFIRA -

- B, WorkSpaceM Amazon WorkSpaces #EHl & E/5. WMREH/Z 3N WorkSpace TR (A
&, EfEA RDP , F MM SSH iE#EE A mazon Linux WorkSpace o

« WorkSpace SR & @S HAauthilifE |, 3 WorkSpaceM Amazon WorkSpaces 214 &3 #4
=

« MRBTEEIN WorkSpaces E# , BRIUELUTHEA :

ERUEAEZ WorkSpace HE L EG A EEIR 84


https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#windows_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#linux_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://aws.amazon.com/premiumsupport/knowledge-center/connect-workspace-rdp/
https://docs.aws.amazon.com/workspaces/latest/adminguide/connect-to-linux-workspaces-with-ssh.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reset-workspace.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reset-workspace.html
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iF CPU FIF =

R T ESEEE” WorkSpace kHE CPU FARXRERRE. MR R , FERUTE—HEHERR
SRR R AR -

1. FILEMEFE KE CPU BERS -
2. J¥HE WorkSpace N HBIEFANITEREE KWITERE,
3. E¥ B3N WorkSpace,

(® Note
EUW CPUGERAENS , URIMME ERPRIEER CPU FARISWEZ |, 55 H 01
2 EC2 Windows =4I| L8 CPU EAERE S , IR CPU RXZZ|FRF , aifi2# EC2
Windows 34| E#Y CPU ERAERE S ?

I UF 1T E LAY B # WorkSpace
MRIEXWITENEMEER , BEEERERBER -

1. ¥TFF Amazon WorkSpaces &l & , RFEEFF Unhealth WorkSpace y A& RIFHIE L.
2. SHITENER,
3. WorkSpace &£/ RDP &E#Z,
4. FTIHAGERAE , ARRAENBEAEFT LTI ENEN.
a. MREMESR 2 P IHTENEHRTE , STHhET —NEERESTHD
b. MMRAMAFEE , F#MA sysdm.cpl THAREEMY , ARRBEATHHERSRHTEMSE,

5. 1% B, ARKMELTR 2 FH “TEHNENR
6. MRHIMER , FWASHFEILE,
7. #iASkyLightWorkspaceConfigServiceft F “IEEZE 1T IRA&

a. EBRSH , BiE WorkSpaceBk 5 2 & SkyLightWorkspaceConfigServicekk Fiz TR A, TRTR
=, BEZERES.

SR K AL

#IA Windows B X FMEMEEZITHE = AR EBMEAFER AT ROANAN
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https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/

EDEHREEE WorkSpaces AWS BB
im0 4172 ERYAYE TCP . B EFERE.
im0 4172 LRI AYE UDP : EERAFH A
% 8200 LRI AYE TCP : EXEMEE., WorkSpace
iwm [ 55002 E£AYH %5 UDP : PColP E#%.

WP X ERATTRAE | N FIEETiw O 49152-65535 LA IR EE(E.
MR REFERRSTIE , NIGetiw A 55002 23T 7F.

WE A F#id 8 WorkSpaces X#FHEE

1EX) WorkSpaces (&) @t 1T FEHEBRAET |, SN ZEMMHY RS 25 WorkSpace fZ % WorkSpaces &
PN ENLREREE, BEERMERREE

- BRFB|IWAE  EXFBERT WorkSpace 2528 , XL BE R FHER WorkSpace
- BERmAE  REAPATEENRE LN BEE, WorkSpace

H%& Windows # macOS ZEFigfEAEA B E,

« BEEME IOS BEFHAEE,

« Android A EERTFM EHITNE |, H B3) E1£ 2] WorkSpaces BF TEHR. REZATEE
& Android REZ2H B E.

WSP BS5asum B &

i WSP AHEFEAEXHBEAUTHAANX 4R —

« FEE : C:\ProgramData\Amazon\WSP\# C:\ProgramData\NICE\dcv\log\
o FRE : C:\ProgramData\Amazon\WSP\TRANSMITTED\

£ Windows FE B EXHMWIFMAEE

BHBEEE B S FAR AR IRERAHEEE WSP Windows WorkSpaces # B & X1
éﬂé&ﬁUO

EFRNMA BEXHEMIEE WorkSpaces , B A Windows STt & 4miE 25 EL
iBh_log_verbosity_options®4A :

WE A T8 WorkSpaces X HES 86


https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
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1. LB R 53T FF Windows JEFRmEERS-

2. S M%) \HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Amazon,

3. MRWSPEATFE , BAREGTHER “FE" > “BA” AHEEBWSP,

4. S %) \HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Amazon\WSP.

5

. IR iZh_log_verbosity_optionsEFREE , BEREEHER “HE > DWORD” , REHF
Hh_log_verbosity_optionsai&.
6. BHEFM h_log_verbosity_options DWORD ¥ REEXNUTHFEZ— , EABURTFFEN
HFHREE

« 3— iR
7. REBWHE , H%MA Windows jEMREFEEES
8. B33 WorkSpace,

PColP fR%5 85 B &

Fi& PColP AHFRHEBEXHBEAUL TR XK — :

« FE{E : C:\ProgramData\Teradici\PCoIPAgent\logs
« FR4LE : C:\ProgramData\Teradici\logs

B, AWS i A BE 2R EE , EE PColP Server REET¥FHAALER, EEAE , Hit
TUATERE

1. FTFLATEMRIN : HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Teradici\PCoIP
\pcoip_admin_defaults

2. #Epcoip_admin_defaultsZ4A# , BIZELLT 32 f DWORD : pcoip.event_filter_mode
3. FHEI&REBpcoip.event_filter_modeR “3” ( +H &I+ 4 ) .

EersE , XLEEALUEL DWORD HE XK AERE.

c 0—(F=E)

PColP R 8w A X 87
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- 1—(HiR)
+2—(f5R)
« 3—(#K)

R pcoip_admin_default DWORD F#FE , M2BIAER TR BERF . EiiE DWORD ~H
FTEARBEEHEME2NINE , AAXEAFTEERES , HELT L EMEEMAZTE,

WebAccess RS E5im HE

tF PColP 1 WSP ( fxAs 1.0+ ) WorkSpaces , WorkSpaces Web Access & FimfEH STXHD AR
%, WorkSpaces Web 1518 B £ F#FEC: \ProgramData\Amazon\Stxhd\Logs,

FF WSP ( BxZs 2.0+ ) WorkSpaces , WorkSpaces Web 5 [E#) HEFE#E. C:\ProgramData
\Amazon\WSP\

ERim A&

XL BERE AP EZN WorkSpaces s , HltBENTHRELAFPWITEN L. Windows  Mac
HWHEEXHMNENRN :
* Windows : "%LOCALAPPDATA%\Amazon Web Services\Amazon WorkSpaces\Logs"

* macOS : ~/Library/"Application Support"/"Amazon Web Services"/"Amazon
WorkSpaces"/logs

* Linux : ~/.local/share/Amazon Web Services/Amazon WorkSpaces/logs

EHEBFAFAF AREBEIM R B | B3 A A 4E{7 Amazon WorkSpaces & ix L ERAN S SR BEIC
io Ei—’?—fﬁﬁz'ﬁﬁ y 4@%@4\}%&@? élﬁ)ﬁﬁﬁmg&ﬁ/u\]‘aio

1. FEEE S 2 81 WorkSpace , R4 AP M A H WorkSpaces & Fim /5 AE 4 HEIE R,

2. RE , RAAPNRBREERE , FRAM{I8 WorkSpace , A= EIM B,

3. AR HFRBRNERETELHMEEMBRRINFMAEE (BB IFMANMERELIE ) 19 B EUF,

HERBXRAE , LIRE-EBN. AP ERRFARRAE G , NEALRE , RN ELERRK
Y B &

WebAccess fR% g B & 88


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#advanced-logging
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& AT Windows FY B3RS E5i% B EBWE

ZGet-WorkSpacelLogs.ps1HIARE B FIREWERSFRIHBE L. AWS XIFALUBT 7E X 5E 6

g SRR AWS X3 RigSREIZS -
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