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A% ( XHARSTAY ) BREEGEVMENERER , tREEFHXIER K B iR,

- TRANRETFEARAIHERNNEES .

AREAENREFTENEBBITHENIIEE,

XETENR-—RERANEDL , fl—1 A, —FHZEN=F, &TEBRE , SNHARFTE
EEZT ( 2RUKNAMITIAN T ) 6, TRAERSEER, RNBATAXNUTETRAME :

Available for Use Time

Total Time

Availability =
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99% 3 X 15 /et REb3E, BHEFREL. EmA
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8

99.95% 4 NEF 22 4 BYIES. HER

99.99% 52 4344 Wiantes, IBIEAR

99.999% 5 2% ATM X5, BEIELR
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Successful Responses

Availability =
VALabiLLy Valid Requests
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Availdependency

Availdependency

Avalilefrective = Availyax = ((1 00(%’_'A\Va"dependency)x(1 00%_Avai|dependency))
99.9999% = 100% - (0.1%%0.1%)
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BXEZEMEER , i35 Availability and Beyond: Understanding and improving the resilience of
distributed systems on AWS , T a1+ & ] A,

AAEHRAR  RITNARFRIUNESRINTRAEBEE2SERAASEN , BREFRIRITNRAERF
ZH, NZBERENATAEER. SRINNTAEXNMERBZR TN AMBIRE T E-ENE
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£ —MRE KBRS P B TSR BEERER.

Business continuity

How much data can you afford to How quickly must you recover?
recreate or lose? What is the cost of downtime?

Disaster

Recovery point (RPO) Recovery time (RTO)

Data loss Down time

RPO (IRE<EB#r ). RTO (REREEBE4R ) MRESHZEHXR,

KHEWRE (DR ) BFR 9
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« AWS Well-Archited Framework B Al g4 : AT AN

* AWS Service Quotas (formerly referred to as service limits)
« AWS Trusted Advisor Best Practice Checks ( 2 ML“Service limits”/» ¥ )

« AWS Answers EH AWS Limit Monitor

* Amazon EC2 Service Limits

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas

» Service Quotas User Guide
« SERAT AWS HELE SR F

« AWS Fault Isolation Boundaries

» Availability with redundancy
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* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads
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* View AWS Trusted Advisor recommendations at scale with AWS Organizations

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower

<M

« AWS Live re:Inforce 2019 - Service Quotas

* View and Manage Quotas for AWS Services Using Service Quotas

* AWS IAM Quotas Demo

fHxIE:

* Amazon CodeGuru Reviewer

 AWS CodeDeploy

* AWS CloudTrail

* Amazon CloudWatch

* Amazon EventBridge

* Amazon DevOps Guru

* AWS Config
* AWS Trusted Advisor

+ AWS CDK

+ AWS Systems Manager

* AWS Marketplace
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« AWS Well-Archited Framework B Af et 4% : AN

+ AWS Service Quotas (formerly referred to as service limits)

+ AWS Trusted Advisor Best Practice Checks ( 2 J.“Service limits”/M 7 )

« AWS Answers £ AWS Limit Monitor

* Amazon EC2 Service Limits
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What is Service Quotas?

How to Request Quota Increase

Service endpoints and quotas

Service Quotas User Guide
BT AWS HELE SRR F

AWS Fault Isolation Boundaries

Availability with redundancy

AWS BIE#E R 5

TARFEEK?

TARFERFT?

APN E1E{K 4 : ATES Bt 1T B B E IR MY & 1EIN ¥

Managing the account lifecycle in account-per-tenant SaaS environments on AWS

Managing and monitoring API throttling in your workloads

View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

MM

AWS Live re:Inforce 2019 - Service Quotas

View and Manage Quotas for AWS Services Using Service Quotas

AWS IAM Quotas Demo

MRS :

Amazon CodeGuru Reviewer
AWS CodeDeploy
AWS CloudTrail

Amazon CloudWatch

Amazon EventBridge

Amazon DevOps Guru

AWS Config
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* AWS Trusted Advisor

« AWS CDK
« AWS Systems Manager

« AWS Marketplace
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« AWS Trusted Advisor Best Practice Checks ( 2 ML.“Service limits”/»¥5 )
« AWS Answers £ AWS Limit Monitor

* Amazon EC2 Service Limits

* What is Service Quotas?

* How to Request Quota Increase
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* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower

» Actions, resources, and condition keys for Service Quotas
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* AWS Live re:Inforce 2019 - Service Quotas

* View and Manage Quotas for AWS Services Using Service Quotas

« AWS IAM Quotas Demo
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https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
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https://www.youtube.com/watch?v=O8xLxNje30M
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https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
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AWS Service Quotas (formerly referred to as service limits)

AWS Trusted Advisor Best Practice Checks ( & ML.“Service limits”/N 7 )
AWS Answers £ AWS Limit Monitor

Amazon EC2 Service Limits

What is Service Quotas?

How to Request Quota Increase

Service endpoints and quotas

Service Quotas User Guide
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
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Managing the account lifecycle in account-per-tenant SaaS environments on AWS

Managing and monitoring API throttling in your workloads

View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

Actions, resources, and condition keys for Service Quotas
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* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and

AWS Live re:Inforce 2019 - Service Quotas

View and Manage Quotas for AWS Services Using Service Quotas

AWS IAM Quotas Demo
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https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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* AWS Service Quotas (formerly referred to as service limits)
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* Automating Service Limit Increases and Enterprise Support with AWS Control Tower
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https://docs.aws.amazon.com/solutions/latest/quota-monitor-for-aws/solution-overview.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://aws.amazon.com/blogs/mt/a-detailed-overview-of-trusted-advisor-organizational-dashboard/
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https://aws.amazon.com/partners/find/results/?keyword=Configuration+Management
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=3WUShZ4lZGE
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« AWS Answers E£H AWS Limit Monitor

* Amazon EC2 Service Limits
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* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

« Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

+ Automating Service Limit Increases and Enterprise Support with AWS Control Tower
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
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* AWS Live re:Inforce 2019 - Service Quotas

» View and Manage Quotas for AWS Services Using Service Quotas

« AWS IAM Quotas Demo

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and

Small

MHXRIE :

+ AWS CodeDeploy
 AWS CloudTrail
* Amazon CloudWatch

* Amazon EventBridge

* Amazon DevOps Guru
+ AWS Config

* AWS Trusted Advisor
+ AWS CDK

* AWS Systems Manager
* AWS Marketplace
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i3 Amazon Virtual Private Cloud ( Amazon VPC ) , S&aJLATRE AWS =W EREIS , HEH
FEZEIMEHRH AWS FIR,
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« REL02-BP02 7 =IE A PRI 2 18] Y FAE P 48 T 8 TT SRIE 32

TR E AR 32


https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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ERLRER :

« TERXAMK DNS MM EZE IS F TAMNER T RItETAEIERR.

« EENEHIRBRPEALEERMibuHEH DNS EBSEIINIEE,
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« RANRSAHBEANEREERNGR,

« RASHMEEUHEZRNS XERX,
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TRRRELBIANARFAGR, TABEEEET , AEXBUEGAPTANAIHITRE | 6
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REFHEHERX , TEABRTULERESANXENRE. ESUREN/EIERT , TEAFHIXK
BEFXFWRERMLES , ATFHREEFZHXE , AEEXEHAKENTHEH X, R
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https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/products/networking/edge-networking/
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A AWS WAF, AWS WAF BJ{£f IP #tbsit, HTTP #5k, HTTP 4k, URI FHRFH. SQL EAMIEB L
REZA AR ERMIZME EER R FER,.

1.

RESE A DNS : Amazon Route 53 2— Mo AME. T BHRNEE RS (DNS) Web
fR%5. Route 53 AP BEREETE AWS RAHMETHERMNAREF. BXEZEER , B2
%% Amazon Route 53 EtiEH DNS BRS%o

CREBITRRAKE : HEA Route 53 Bt , WIARBSTRRBRFH B RS AT, BELIE Route

53 BT EHEE DNS #HEHE, ERESTRAREN , XMERUTHE
a. Amazon Route 53 #IfAIEEEITRARERBLER

b. 8IE., EFMAMBRETRIKE

c. BEETRRARERSHREUEL

d. Amazon Route 53 DNS &R {ERE

. 4% DNS RS EE IR R

a. FARMAZIEENREBIRN , E6A Amazon Route 53 B 15 [ 819 #1858 X 5% A9 51
FicFk, ERIEFBIEREE , FiFEBERETRRIETEER R,

b. X F A API Gateway B ToARSS 238 TEMEHAE APl , 5 A Route 53 FiiRERHKHE API
Gateway.

. REABR D KNG

a. EFABAFPEENBISGER 2 KAER , BEXE T # CloudFront 2{a] 9 X A&

b. FFHBEEAME CloudFront 9%, RJG , CloudFront MIBERFZEMNAL D KRR , RABEE><MN
ARENEENETS ZNIFMES, £iRE CloudFront D X6 , XM THRMEERUTHE :

i. EFW{AAT CloudFront i1 4 h R

ii. EEEMN CloudFront EFRERSWERNLSE (ZFWFHER )
iii. £/ Amazon CloudFront Origin Shield

iv. 33 CloudFront IR AMEBRMLILS ATAM

. RENABRFERY : AWSWAF BBEEZ T ma A, BREZSMIHEIZRIEN

EFN Web REMYLBANKE. EENREMR , HEF How AWS WAF works ; BAHER T
XM AR HTTP POST AND GET Z M R¥ , iFEHF Getting started with AWS WAF, E¥¥
AWS WAF 5 CloudFront && M , 55 A% How AWS WAF works with Amazon CloudFront
features B9 X 44,

IREFIN DDoS Brd : BIANBEIR T , FTE AWS EFE A L% %R #E A AWS Shield Standard 3k

BRE  BPEHNENMERNARFNEL. §FRENMENERE DDoS Wi, B —%
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https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-monitor-view-status.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
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R 1E Amazon EC2, % 159%. Amazon CloudFront, AWS Global Accelerator 1 Amazon
Route 53 LZ{THE R EBKMHWNARERF , ATELE R AWS Shield Advanced #&%& Examples of
DDoS resilient architectures, BRI THEHNBMARHIFERIZZ DDoS i , iBEF Getting started

with AWS Shield Advanced,

TR
MR RERE :

+ REL10-BPO1 FTESH BRI ZMUE
+ REL11-BP04 Mx & 5 i8] 4k ¥t T HUE A i A =2 12 5 E AR
+ REL11-BP06 = Z 445/ o] F M A &% B 40

FRSE SR -
- APN SE(KRE - TR BIAL I & etk i

* AWS Marketplace for Network Infrastructure
o 4R AWS Global Accelerator ?
* What is Amazon CloudFront?

* What is Amazon Route 53?

+ {422 Elastic Load Balancing ?

* Network Connectivity capability - Establishing Your Cloud Foundations
« T4 R Amazon API Gateway ?
» What are AWS WAF, AWS Shield, and AWS Firewall Manager?

+ What is Amazon Application Recovery Controller?
- EE% X DNS ME#BHNEEVESTRIRE

FE<AEm

* AWS re:Invent 2022 - Improve performance and availability with AWS Global Accelerator

* AWS re:Invent 2020: Global traffic management with Amazon Route 53

* AWS re:Invent 2022 - Operating highly available Multi-AZ applications

* AWS re:Invent 2022 - Dive deep on AWS networking infrastructure
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=HJNR_dX8g8c
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« AWS re:lnvent 2022 - Building resilient networks

MR =B

» Disaster Recovery with Amazon Application Recovery Controller (ARC)

« AWS Global Accelerator #3 4

REL02-BP02 Iy =¥ E M A ERIE 2 [B] BV FAE I 4B Tl B TL RIE 1%

ERIREMAIMERNERAME 2 BREIRERE , URNEENTE, XALELHERZIES
SERR AR EBRAERKI | ME M4 I SRR R RIFIEE,

IRES :

o B —INPEEE  XSEXER]IHE,

« REA— VPN BRRE K HEERAZSIBE , BERSMBEXEREF-MTRAKX,

o IKF—REBKMRSRAEE (ISP ) KIZ2MH VPN EE , X2 S ISP i E M EHE,
« AXMEMH BGP XHEMABHANMY , XEDN TENEPE BB ERKAREEXREE,
- ZBET VPN BRERTH RS , ST VPN BRENZDBES.

BYHRESENFL BEESEMDAHAINE Z FISSHEIURERE | HANRRZ B RBRS
BB T FEIBIS,

EARABUXMREXERNBERTRENNBRER : §
ENiE=ESs

£ AWS Direct Connect JF&# A 1th £ 32 F) AWS B, MREA TR EZERERED S DA M
EMZ AWS Direct Connect I E R T RS , WA ST EEBHMEH M ( SLA N 99.99% ) .

XFAINERTIRERRSME, MEEERBURMENVERL. SE , FAUELFEARN 2

HERESSMIBRE ( MR B EREE— Direct Connect & ) REMBE S M HFM ( SLA X
£ 99.9% ) o XFAEF AR ERA KT PMRIZZHEMSHRAEEFY , HEHTERTEHNE

P&, AWS Direct Connect #]1 T E a8 B F#&1&1it AWS Direct Connect fa#h.

B LLE RERS AWS Transit Gateway fBEH AWS Site-to-Site VPN , AZFREN A XNEZHE
F AWS Direct Connect iE#, XHiEEXFIE S/ VPN RBRENENZKE (ECMP ) i§H , BIfES
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https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://catalog.us-east-1.prod.workshops.aws/workshops/effb1517-b193-4c59-8da5-ce2abdb0b656/en-US
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N VPN BREMV AL E LR 1.25 Gbps , tLEESRIEIA 50 Gbps WEHE, BEESIFENR , AWS
Direct Connect {55 = K@ 2> W & A i H SRR EE ZAVRAE R T,

EBIERMER VPN RN S REED A BITEHR O |, FHA VPN BREEE N 21 Site-to-
Site VPN M -850, A TRIASTHY , BXBEBNERITANTHX |, FEMATREHXK
PriE A iR B E, 1t , TAERERATRERMERSRHEARE (ISP ) SN ERMEENERTIA
iV E , BERLEA ISP RS HAER B VPN EE, EREETEBHMEMIZEN ISP, LH
RALEFRMYEREFBE AWS in <8 ISP, AISEH S EEAT RS,

BR 7 @ 2 AWS Direct Connect HEZ /2% VPN RREZIYIBITRI |, SEHED F KL
(BGP ) I SEHEBEEXREE, 317 BGP IREFEZNMLRAME BN KE , BaEREN—FER
EFRBEEE -FER, XIS TARNEETEERSINELIHERN , REMZTHENRSE
St BMREERERNRE , HEBENENEENTEME,

KHES TR

« 1£ AWS TR IRIE 2 BIIRENS B 7] A IELE,
- ERMIBEBHETAMEZEEHRZA AWS Direct Connect HE3Z5, VPN F2iE,
- fFA %4 AWS Direct Connect i B R3XI & o] A .
- MRFEAZN AWS X , BEDPEEPIHMNXEHAETR,
- WMRAEE , EEA AWS Transit Gateway £ 1 VPN E#,
« iFft AWS Marketplace &% A48 1t VPN =4F SD-WAN ¥ EE| AWS, mREFEH AWS
Marketplace &% , BEFBNATAXHPIHBUREFI KIS 7 A,
- REE@ARMIMNEN TRIEE.,
- BARFEEMO SN AWS XiF W REZERFZ THAEER,
5/ AWS Direct Connect ] T E@FF a8 E,

TR
AR 3TH

» AWS Direct Connect Resiliency Recommendations

» Using Redundant Site-to-Site VPN Connections to Provide Failover

» Routing policies and BGP communities

» Active/Active and Active/Passive Configurations in AWS Direct Connect

« APN SR : AT AS BhAL X1 B X By & 4E X £
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
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+ AWS Marketplace for Network Infrastructure
+ Amazon Virtual Private Cloud Connectivity Options B 4
- WERTEBNZ£% VPC AWS M EMZHE

» Using redundant Site-to-Site VPN connections to provide failover

* Using the AWS Direct Connect Resiliency Toolkit to get started
« VPC im 2 H VPC s R ARSS ( AWS PrivateLink )
« 4 & Amazon VPC?

* What is a transit gateway?
- ft 4% AWS Site-to-Site VPN ?

» Working with Direct Connect gateways

MM

* AWS re:Invent 2018: Advanced VPC Design and New Capabilities for Amazon VPC

* AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs

REL02-BP03 #1R IP MK ELE R B A Atk

Amazon VPC IP it SEEI AT EB K , BB FE THEASER  GEZEARNT BURETHRKX R
TR E IP #it, XBFEHFHYESF. EC2 ROIMETASINNARERF,

LI E R  E—F 2 fo IPii’giJJ: CEAE, B (3RE RFC 1918 N ) AEA VPC £l
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- BEEMXEHHNZA VPC B IP thakZE(E,
« EVPCH , NENFRBHZE , IHLERATUEZSNTARX,
« FHERE VPC RREAREAR CIDR RZEE LA TRKY R,

« TR P bz 8 2 LUK 2 T AEE A MY Amazon EC2 EHIIGET R BIMESR |, tEA T
BEFINEMBHIE. Amazon EMR £ Amazon Redshift &£8. &= Amazon Elastic
Kubernetes Service ( Amazon EKS ) % Kubernetes 58 , tt NZRXERE, BARINERT ,
1 Kubernetes 254 ( pod ) #4M VPC CIDR A 7Bt — /N 7T 3% FH A9 it

« XX, 84 FW CIDR SRHAMBIEA IP it MR — IP b | TEMHEER,

c EFE , RYE OB EIZR VPC B9 VPC CIDR BRI EME R MIER |, BRI LA@ VPC FINEFANIEESE
# CIDR 3, i%%&%ﬂz%lﬂ IPv4 CIDR , BRI LAE 2k IPv6 CIDR,
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https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
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- AILAEAME K VPC CIDR K /16 , &/ /28,

- ZREMEERMSE (VPC, At MEREMTRMEE )  ABRFRIPHEUZEATER, AXEZE
B , 5Z 1 REL02-BP05 #E EMEZEN BB i 22 B PR G SEEIFEBNFE IP ST E.

HELER A BN IP FRAEBTRENRKNER , HEETILENRE,

FARER :
« RAEBRKNER , SHCIDRAI/NEAFEEHERE , XABEKEREF.

- BIRMGITEEARSERTUERN IP it &,

- R FNFRESNSREARDER.

- ERAEDY E/ILH , BREKE IP I ERER,
T

« EXTAH CIDREE , ZmEHARRNERAY , XI2SFBUtISCEESR |, EUEEHMMERIY
FEE,

B MRERRNTL  XTRREEEN THERBERKER , AN BIBPHRERAT A%,
EARBURXMRERRNBERTRENKEER : F
ENiEi=ESs

AMIENMELGERNERK, FEREAAMEUARIASHMRSHER, MRXERENMLY , MEK
ARESHIEMA, BESAMARSREZLH BB HILH M 4T REM LK,
- BIFLERS, LR, EAMREIRE (DR ) B3R , EFEMEX AWS K- MK,
- WEXXE VPC HENER,
- WE VPC HI K],
- BERBEHES VPC EE.

« What Is a Transit Gateway?

» Single Region Multi-VPC Connectivity
- HERERERBEMERARERAER,
- ERAEZH K/ CIDR REIZE VPC |, H R HETFARKNFER,
- MREKFTNTHE , NAEEEREEADN CIDR R, BEAKEFEER TEE

« EXHE VPC H, ZENFMER IPv6 Sk, IPv6 FEBEERAT IS ARG RAIERIGRE
BRENRETH , AULEEKRE IPv4 i,
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://aws.amazon.com/vpc/ipv6/
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IR

B Well-Architected SR{ESEEE -

« REL02-BP05 E EMEZENFIEAE U =R PAGISSAEEEENFE IP B E

FARHY
« APN SE{KFF - ATES BO AL RIBK M Y & 4E K £

AWS Marketplace for Network Infrastructure

» Amazon Virtual Private Cloud Connectivity Options H &
o ZETEP O HA MBER

» Single Region Multi-VPC Connectivity

« T4 Amazon VPC?

« AWS E# IPv6

* |Pv6 on reference architectures

* Amazon Elastic Kubernetes Service launches IPv6 support

» Recommendations for your VPC - Classic Load Balancers

* Availability Zone subnets - Application Load Balancers

* Availability Zones - Network Load Balancers

RS

* AWS re:Invent 2018: Advanced VPC Design and New Capabilities for Amazon VPC (NET303)
* AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs (NET406-R1)

* AWS re:Invent 2023: AWS Ready for what's next? Designing networks for growth and flexibility
(NET310)

REL02-BP04 #i5E XML £ T 20 Z M1

EESANDEMER , SINERELAER (VPC ) EARMME , N ERHENAINGT MK
i, EMERIND SR EREEIHMNE  ISEMNERENEERTHE , MAERNAIUR
B, X HEINREEL RN P ORAREFERE, IMEPKXTERLT MBS, F B UEE AR
e, ATy RN ERE D,
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://aws.amazon.com/vpc/ipv6
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/IPv6-reference-architectures-for-AWS-and-hybrid-networks-ra.pdf
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-backend-instances.html#set-up-ec2
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#availability-zones
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#availability-zones
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=FkWOhTZSfdA
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AWS Transit Gateway = —BEERS , Iy BAEBRESTAMY , THE AWS BRI E
Migite ZRFHEYMZH P ORA , RENZDE, EPEAEE , AAUMLERRARSARBINE
WERE, TEUEEE T WMIAEA AWS Transit Gateway R 2 38 X b,

Amazon VPC

A
ey
¢ | ? v
VPN i
EAS]TIES AWS Transit
Gateway
Transit Gatewa

WEEIE

AWS Direct
Connect

Ealiciieia |
(714N SDWAN)

Amazon VPC AWS Transit Gateway

HE4LR  EEBIPORAEERLIESR (VPC ) MAME, BT HRARENEERE,
ZRARHBERNT BHNSEHER. ANETALBEEROINERR , FRABBABUEL. ME 2B
REEME , FEEATUREMNE,

FARER :

« BRREFMEXIERN,
« BETHKILBENME BRERE (HW , XREHERBRRWMILTERR )
« RAXBIREEREET.

BV MWRESSENTAL  EEERMNEHERN , NHEENEENT REFURKBARE ML, MER
MamRETHRE , FINFHNEMRBAN. KREERNFEFIZEN,. MEENEERNEEBER
WA H EARA R T FANTTH, BL4MERMAREMERLENSTAYE , DTS ZERNZZETR
IRAIMERE | BAR WAL 32 MU AR B AR o

S5—7H, HEARETESIMNEZARLETNRERBA, CRET —HEMENTEREENSE
R AR E S EARE 4o
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EARBURXMRERERNBERTRENKRER : F
KRS

MRMBRS K FE , FEE—DURKST . IXAETALRNNERS Ko XM ETLLRN
FIRMNRAHRTEPEE,

HEANEENRARYELRESR , ATHEHEENLAR (VPC ) MAMME Z BRI KRE,
T ERE T MRS | H B AER M X R 4 B B AT SRR ER

TQF

ZERENMEZIRIT , BFFEEERIER VPC. AWS Direct Connect 1 Site-to-Site VPN i#E#Z,

ZRABANRHEMX VPC EREREMN TN, N TEANFM , BEMA/NE CIDR (flfn /28 ) , LE
LREZWIZEATITERF, i, SIE— WL ACL , FARHEEE MRAXEKKFIE FMEX
BRo. BRMIGE ACL FEA SR K ¥E 75 4T FF o

WRITARABEEK , AERENHTEEHME 2 BRHEKE, BT NELERFENME B RS
(plmn , FRBEMEEKRBXRNTRERTFERRZE ) .

KiES R

1. ARIME, BEEBEENME , FRINEINTHEZEEW CIDR EE.

2. 8lZ AWS Transit Gateway FiEZEMH VPC,

3. BRIBFFEE , 812 VPN E#D Direct Connect W%k , HIFHEE Transit Gateway x Bk,
4. B EE Transit Gateway BB &K , E X IMAEZERERN VPC MEMEZ 2 BEBERE.
5. £ Amazon CloudWatch # T HRIFEFEZRERE , MNMALERNKZ,

R
X REREK

- REL02-BPO3 #a% IP ¥R ELZE R BN A A
- REL02-BP05 FEEMEZNFIE B Z=E PaHISSEEEENFE IP B E

FARH -

» What Is a Transit Gateway?
« PEMXIRITHREKE
- WETY BNEZ£2% VPC AWS REXERiZHE
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-best-design-practices.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
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» Building a global network using AWS Transit Gateway Inter-Region peering

* Amazon Virtual Private Cloud Connectivity Options
- APN AE{KEE : ATEEBIHIRIBEMI 8 A AR A

» AWS Marketplace for Network Infrastructure

MM

* AWS re:lnvent 2023 — AWS networking foundations

* AWS re:Invent 2023 — Advanced VPC designs and new capabilities

MAHIL

* AWS Transit Gateway Workshop

REL02-BP05 T HREZMNFAEAE it R bR St EIEEBNFAE IP i
HEST

HZN VPC N&EiEHE, B Transit Gateway EZHEET VPN EEN , 0 VPC H IP ittt SBF
FEES, BE VPC SAMINEZ MRESHERN LSRR 2 H I P it hoe, 155E%F
BB EEEN S ERLE P HuEE., P itEE (IPAM ) REGETSIUIX — BN B3,
HASE4E R -

+ VPC, A#tINEREMTRMEEZBRELE IP it SEE R,
« EYUM IP HUEREIRERNM T BMEEMIREREN T IgKMTLHMEER,

ERLRELX

- £ VPC HEASEM, tURERERMTRUEERN IPSEE.

s TEBERATHBIEAZN VPC W IPERE,

- KBFF IP U EERRE , SlMEFRE,

+ CIDRREARE/D , XAFLSH IP it RS itb it 22 8 T 2 UBRRNEMH TERE,

BV RESKENFL  THAYNMETHERETLIBIEENERZRHIMAR IP #itfvER. X
AT By L5 A R B B R AR B9 TAR S 3B o0 L 0B | R
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https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://www.youtube.com/watch?v=8nNurTFy-h4
https://www.youtube.com/watch?v=cRdDCkbE4es
https://catalog.workshops.aws/trasitgw/en-US
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ERBYXMRERKNELTRENXRLSL : F

KRS

£/ IPAM ( 120 Amazon VPC IP it EEEE ) REEHEE CIDR FAER. AWS Marketplace
HRME T LA IPAM, TEERE AWS LW AJEEFEAE, & CIDRSBERMEIIME VPC , HHECR
VPC EZREIITRINEAREKER,

K IR

« F3RZAIAY CIDR EAEHRIRE (Hlm , VPC M+ ) .
- EARS AP REEZATHY CIDR £ A2 8IE,
« {8 Amazon VPC IP thit B 88K & I &R,

- BRI FRERAERE,

- EARS API BEESMNXEPIZ VPC BEFH,
« fF Amazon VPC IP it B 2SR & I &R o

- BRIHHEAEHE.

- BERSURTEMNEEN IPEE,

- HEZERAE,

- BEEEN IPEE., EUEBIFHAHUEE , tAIUEREFTEEZEELERNEAILE NAT
X3 AWS PrivateLink &R,

R
X REREK
- REMGE

FARH -

APN SR « AT HS B AL R B P Y & 4F X £

AWS Marketplace for Network Infrastructure

Amazon Virtual Private Cloud Connectivity Options A 4
SHEP O HA MEERE

Connecting Networks with Overlapping IP Ranges
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https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/private-nat-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/private-nat-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/aws-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-overlapping-ip-ranges/
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« ff4 2 Amazon VPC?
- 4R IPAM?

FESR LA :

* AWS re:Invent 2023 - Advanced VPC designs and new capabilities

+ AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs

* AWS re:Invent 2023 — Ready for what's next? Designing networks for growth and flexibility

* AWS re:Invent 2021 — {New Launch} Manage your IP addresses at scale on AWS

REL02-BP05 E B iEEMN A BB it 2= E FraFISKEIEEBNFAE IP i STE 46


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://www.youtube.com/watch?v=cRdDCkbE4es
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=xtLJgJfhPLg
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« ER A AREPRITRE R X EHE

- ERARAREPRITRE LB D HHEZHIE

RIT TAEAE RS 22

AR S EEEN (SOA) HHMBRSRUMESERT RN IETFEAR. RSSFEEREY
(SOA) AIBEE RS EOAERHAHTEEREM, MBRSRUNHE -SILAHTEED, ERE,

RS S AR (SOA) HOXAELNEREIRME , LERELEKEHFH THEAZ. SOABWK T
BEARMNMECE , BEAMEKRE. TR TAEAK.

£ AWS , Bi1—EXH SOA , BINE , KNLFEAMBRSHERITNRSE. BAMBRSETFZEEAR
SIOMEY , ERTAMME , REENHFLETARED, EFE, ENATLEEX2 FTRERSERN
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EEENH (“FBERE") , FSEFAKENMUBRSRKEETHEHNARS?. ERA—EE—ERESTH
FREANMENZREE , BONRBRESTITH , TEHLENEAXSHANETHBTUEEZFEREN,. EETEE
REBAFATRLENE , BB ITUME~ R,

RIEER

- REL03-BPO1 iE#ZF Xl THERE
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REL03-BP01 i&#ZF 1A &l 9 THEHE

HHENARFNRMEERN , TEABIIRER, NREBEERAREREN  FARERBLN
RARFAGAIUD BN ZTHES. NARFEATERER  RUIREEESIRESSEEEN
(SOA ) EHBRFRUEMELE LR, RBIUTRESNITENHRERS BN RS

HEER  TEMBENZUXE, TF B, FAREMIINRES

ERFWMAR D TEREN  EREEA/RMNESRM. EATEFERR T~ mAIZIE , B5T
MN—FTEREERTY BN TEARBENER. EN— I IANBERYN , EREZERNARFN TR
DOBNZHEE, BIRRSIENRPNES , AL RABN NEFARRTAMEEZE/]. R
m, BPNBRSSHFRERNE , SFEARSKEMIER , FREEESESR , MANEZERE,

ERRERX

» #fRS Death Star BIX#H—FER : RFAXZEESEREAE , F—xMai2s , FAHE R
AR — B IEAR T AR SS.

B ESKERAER

- EZRETRUURSHESE. AARFENTT B,

« BT RS MR FNE,

- NABRFAHTRETRANTAMER , TEEENRE F LN BRRBREXLEER,
« XETHEAREBRRE S B,

EARABUXMREXRERNBERTRENNRER : &
KRS

FREIEABN S BRI RNERRHRE, £1F SOA HWRSEY (ROBBRA T BEMALEN ) . B
ERENITHIRIERREREN  BLTHRERERLN  MEATEN~REERANRASEMmT & |
TRAHARERN SOA SMRSFEM, SOA MMRSEERHBRPIIXE , eNRAKXAT BM
AREAMNER , BEFRNERGNE  CEEBFHRS R,

—HEENNEREINEEANRD HRIUTERY , TREEIIAFERER |, &80 7 @R MRER
RAPRXEMNERM, SRIER AWS X-Ray RAEBBRILEE, FEERNE —IRE , EEEN
MRAZFHERNN K SEEXAMHREZEM , XERBES MIEMULAHF,
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https://mrtortoise.github.io/architecture/lean/design/patterns/ddd/2018/03/18/deathstar-architecture.html
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BEMEREMNARFMENELSEY, SOA MRS D IREEZ/ N DR , XRUA T BT
SRRV EIE, EESUR/DN D ERVERER —LHMRSEZM , SOA RRENITH AR, BXE
ZEMEER , ESH Microservice Trade-Offs,

MRTEABES , ARALARUXE , NNEAMRSRYRIUHEBEENTESE. AXES
WHER , FSMHE AWS EXFHARS .

Z R ® Strangler Fig EXFEAEM AR INEH., XBEEAFTHNARFINRSZS B0
EWRARFAM. AWS Migration Hub Refactor Spaces ZHIBEEMMNR R, BEXEZIFAE
B, 1% Seamlessly migrate on-premises legacy workloads using a strangler pattern,

KEMARS ATREERRSRKING  LXEDHRARSREEBHEEERE. AWS App Mesh ATH T AR
SSEBRY , BEXNBRSHAERIMIER. AWS Cloud Map 2 ATAH T & T DNS BVZI RS
b %218

MREBNEAEETEZE SOA , Amazon MQ AIAEEFHRIT=HNESNARFNENRS L
HBhE/NEE,

NTERENMAEZREFENNRRARN , FARFEEEANR I BENEN, TRLSE
i), BEEXAFBFEEERY D, EEMETENX MR, NERREAXRREERIEXRE

( NoSQL ) #IERERG&IRE, AXREZFMAES , 55N SQL £ NoSQL,

KEITHHN THEERS - &
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https://martinfowler.com/articles/microservice-trade-offs.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/what-is-mhub-refactor-spaces.html
https://aws.amazon.com/blogs/architecture/seamlessly-migrate-on-premises-legacy-workloads-using-a-strangler-pattern/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.html
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« REL03-BP02 2% THE I FFEH M BRI BRSS

FAR A

« Amazon API Gateway : £/ OpenAPI it & REST API

- HURBRS S HEEN ?

* Bounded Context (a central pattern in Domain-Driven Design)

« £ AWS ESHEMARSS

* Microservice Trade-Offs

* Microservices - a definition of this new architectural term
« AWS FHHRS
+ 42 AWS App Mesh ?

FRRH

« lterative App Modernization # 3] &

R MM -

» Delivering Excellence with Microservices on AWS

REL03-BP02 f32 %/ T4 Bl 55 FUm M Th BERY AR S5

MRS5S mELEM (SOA ) RARWSERENLN., X0 RHBYNEERE RS, MRS ERSEREMN
[RALTX, RULFSHRIRAMNERSFLR. BIFE/LHELSZSITHMIIEL , BBTHAKRNERS
EXMIYWAEMHER, RELTXREMHRWSEE |, LLFRAGE 47 it iR b B e

HELR  IRMAMLSRBZHEXARBELRA LT, AEACIIFRSERITTHIZNEEL S
KBRS, XEHARERSHRRSHEENRBRENLER. MHNARFRIITARS  EFHBENX
ML AHRAMBE. IARGABUEIHENRE LT, MRERITVESRS S 0 BERERHRK
SRWEL, EMBEAXRYN , SNASE LT XMNBEXRYE D BEXSERES .
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://aws.amazon.com/what-is/service-oriented-architecture/
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://catalog.us-east-1.prod.workshops.aws/workshops/f2c0706c-7192-495f-853c-fd3341db265a/en-US/intro
https://www.youtube.com/watch?v=otADkIyugzY
https://martinfowler.com/bliki/BoundedContext.html
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https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://martinfowler.com/bliki/BoundedContext.html
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« Ll Amazon.com Mt Al , SKAFTRETIE B L, Bk, BEK. MME, FHNMKET,
- BF, BENNERIAREHETXH , MNE, FHOANEHIABEN LT XXH,

» Decomposing monoliths into microservices B 7 EMMARFWER . FEAKRKULSFZINEE. FOUIE
RESHTIBNER , SOERAHE G EFEEYS,

- MASEETYNERRERDT , EALERBRIBRNAREFHEIA DDD , TEMEEH REMNE
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o BEE ST SN ASNIARTT 8T K. WA EF R (TDD ) MITAEIHEF LR
(BDD) , ABITHRRERSER/RBER RIS BE L,

« RERFEUSITHERMBARS R AWS RS :

« AWS EHERS MRS UFARTFRBLER TEANFHEE L , MAREERS[/MER IR
o

« AWS FHARSFAEIEMRENER , BT AFEIEFTFIHERLE,
- TABEEADTHOEERERESHBIEFRXEATE,

« Building hexagonal architectures on AWS HF#iIR T —MEZR , INLFIEE KR , RAZE@IER
E FUFEZEEBRERSPRBRDEER , AREEENERS. XRAFEOFEAEENLSEE
B5 AWS BFZRASENER |, LHARESEETHRAEDIEHRSHERE,

R
X TREREK

+ REL03-BPO1 EF K2 TEARK
« REL03-BP03 #R#& APl RItIRF &=

FARHY
« AWS #WBRS
« & AWS ELHERARSS

 How to break a Monolith into Microservices
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://www.domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/microservices/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/break-monolith-into-microservices.html

AT AWS Well-Architected 1242

» Getting Started with DDD when Surrounded by Legacy Systems

* Domain-Driven Design: Tackling Complexity in the Heart of Software

* Building hexagonal architectures on AWS

* Decomposing monoliths into microservices

* Event Storming

* Messages Between Bounded Contexts

* Microservices

» Test-driven development

» Behavior-driven development

MR =B

* Designing Cloud Native Microservices on AWS (from DDD/EventStormingWorkshop)

HXIE:

« AWS Cloud &%
« AWS tHFERS =
« AWS EW AR

RELO3-BP03 1R#E API iI2HRSEE

RSERERE API £ EESFERE N BEPL , RAVEETERN AP ELFEA#ITENL . SRR
ERIRMLLEA B REERIAN AP, AEEFN AP EZREN  RENARFEIBIEN
B APl, REEFEE , £ EHBAMEMNHET. RSEARTUER B SEENFERHERFTHE AP

BEEXR,

HEER  ERARSSORERNRMRSREMEENNAEFEEIRILET , EEFERNETIR
GBI, LN S MEBLEN API GEET , @ API FAEREFEBZFERHT2ERENREN
REM, BYRS API #TEENAFEBMIUNITHRERS. ARISITHR RGBT E KRR
BRTERE (DR ) ¥R, MR ZENEERD , FERIZETE, I BHRSEBILIYT
BRARZHARER , TESE ¥ BEMERS.

ELRER :
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https://domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://www.amazon.com/gp/product/0321125215
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://www.martinfowler.com/articles/microservices.html
https://en.wikipedia.org/wiki/Test-driven_development
https://en.wikipedia.org/wiki/Behavior-driven_development
https://github.com/aws-samples/designing-cloud-native-microservices-on-aws/tree/main
https://aws.amazon.com/products/databases/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
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. TEER API AEFF RN A SIRERL API SEHE | SUBST BRSS4 43t 4T ST it

BYNRESENFL  2HXARGEHBET API RSERFTEEHNAGAR , TURSTEM. JF
RARAUEFRLSENEHAAZERNE , ERFHEARITRERLE , RRIEBFRNWLEEFE
AP EEUKRREFHELEFTR. API EEN API R 7TEMN AR ED , AETRANRENEHEE
SEREHTEFHNEREN,

EARBURXMRERERNBERTRENKRER : F
KHEE S

BELSFEHABE TERARR DG, BIWFRES APl BE , N API EXHSRTRAKRSERE ,
RIEXTE API IRZAIZFI R, HHEZIFEY REST, GraphQL FEAMDUBFLS EHRERRS T,
BT LR AWS BRSESFIREH , NTRA M SEREMN APl SRIEK.

HE RS APl S E/ AWS RS

8 $E Amazon APl Gateway, AWS AppSync #l Amazon EventBridge R AWS [REEB S FIZR
B WEENBREFTER APl BEARE. Amazon API Gateway BB FEZERE AWS RS
MEAMMERSER. APl Gateway X # OpenAP| B MR A$EHl, AWS AppSync B F GraphQL
REmRKR , BULEEEN GraphQL BHKREEZRR , EXATER. REMTENEKRSEZE

O, Amazon EventBridge FFASEHRARENEH , NEHERRBHE,

K IR

- Bk, NEW API EX—NEE. AENFIHEA API BIZHEE , H 7 API B9 AR H E AR E R A B
BEXRAFER,

- 7£ API Gateway HEtE API B , BRI LS AMS Hix S OpenAPl M58,
« 5§ A OpenAP| E X AIfEi{t API WEIEZERE , T 5 AWS EmiigEEIBIE ( Hlan AWS

Serverless Application Model 1 AWS Cloud Development Kit (AWS CDK) ) £/

« SHAPIEXTE{EES API M TEMNER , H RS FERAERMERNE,

« FBALUEEE Y GraphQL 2234 |, fEF AWS AppSync REX FEE GraphQL APl , MTER
aEED , HE{LEE% REST BE, Z/NBEERIEZERFHRE,
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/
https://docs.aws.amazon.com/apigateway/latest/developerguide/import-edge-optimized-api.html
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-export-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/designing-your-schema.html
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« AWS Amplify 1 B &5 AWS AppSync 5/a , RERGREER JavaScript B XHHNARFE
A, &% AWS AppSync GraphQL & FimE#t Amazon DynamoDB &£,

- HIBFEA¥REB Amazon EventBridge HERFEH , SHEREMIMRPEENELREER
OpenAP| HSBE LM, BEEEMKRPENEN , EEAUNREERIERBEFIRHAE , AF
RIBEEHERK.

o ¥IE API RELHE API AR, ERMAIAEE R TIEFBRNFERN , RENLEFBRRMERIA
B , ¥ 8 APl B —fhAEXT LE R (8] 2 A 3L T

« XF REST # GraphQL ¥t , ET JSON WERAREFEEEERT R
« XIF SOAP EHi , ET XML WERM GRS EAE —BRTINR , RBESET BRI TITIE,

« X API BATHRAZFIES |, AT BAE ERBAERA RS , HPER Facade WARZIFRA |, X5
BB ER MU ER LT ZE,

- f&Bh API Gateway , BRI LAE A ERA G MBS |, B E T Facade BN A FRIZHERIAE , R

EMNERLENPBRECHBRNFR , NELEZIESRATENTE. BEXME %, KRERSH
BAgER BB,

R
MRRERE :

« REL03-BPO1 j£#F 010X 5 TESAE

« REL03-BP02 ¥ % THE W SIUHAM I sER RS
« REL04-BP02 sEiEtAfRE AKX R

« RELO05-BP03 2 #i 5 BR i & i iF A

+ REL05-BP05 i& B & F imiBat

MR H

. H4R AP (HARFHRED) ?
. AWS SIHAES

* Microservice Trade-Offs

* Microservices — a definition of this new architectural term
« AWS ERITHARSS
« EAET OpenAP| #J API Gateway ¥ &
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https://aws.amazon.com/amplify/
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/apigateway/latest/developerguide/request-response-data-mappings.html#transforming-request-response-body
https://aws.amazon.com/what-is/api/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions.html
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* OpenAPI-Specification

* GraphQL: Schemas and Types

* Amazon EventBridge code bindings

RG]

Amazon API Gateway : 8/ OpenAPI Eti& REST API

Amazon AP| Gateway to Amazon DynamoDB CRUD application using OpenAPI

Modern application integration patterns in a serverless age: APl Gateway Service Integration

Implementing header-based API Gateway versioning with Amazon CloudFront

AWS AppSync: Building a client application

FARAIR

* Using OpenAPI in AWS SAM to manage AP| Gateway

fHxIT E .

* Amazon API Gateway

*+ AWS AppSync

* Amazon EventBridge

B AARGEFRITRERAH X ERE

PHRAREMEBEENERKEEAH , FHINRSIHRRS. EXLEMEFHNBIFEERARIEERER ,
B ITEABEXAMAREEZT. DHRREEAHNETHARTIENEMAGRTEAT~EREFT,
IX $5 B3 SE R 0] LR L ¥R H 45 05 F 19 HBE 8 FR At 1E] (MTBF).

B{EREE

+ REL04-BP01 B EFTKIBIN 0 AN RS KR

+ REL04-BP02 ki A8 & Bk i o< 3

« REL04-BP03 #4: T4k

+ RELO4-BP04 T RIZERE

ED B ARG R R KBRS K EHE 56


https://github.com/OAI/OpenAPI-Specification
https://graphql.org/learn/schema/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema-code-bindings.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://serverlessland.com/patterns/apigw-ddb-openapi-crud?ref=search
https://catalog.us-east-1.prod.workshops.aws/workshops/be7e1ee7-b91f-493d-93b0-8f7c5b002479/en-US/labs/asynchronous-request-response-poll/api-gateway-service-integration
https://aws.amazon.com/blogs/compute/implementing-header-based-api-gateway-versioning-with-amazon-cloudfront/
https://docs.aws.amazon.com/appsync/latest/devguide/building-a-client-app.html#aws-appsync-building-a-client-app
https://www.youtube.com/watch?v=fet3bh0QA80
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
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MEIEE HIEEIR,

REL04-BP01 HEFTKHM D AR RGEHIKH 57


https://aws.amazon.com/cloudops/monitoring-and-observability
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/

AT AWS Well-Architected 1242

« XERANERGEN BEICS , FERBIBUE S FEa A B HFE B &
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ERSBEEY , IEARSCOERBMAEBERHAFIEBRERESMN, YHEMRBIKEERES |, 4
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s BREISKBPISTRATEITAAN , EXANERCENEHAER, BREANESITH.
BESTHZREIFMREEEEXNBEREX TRIAEFRNITH. BRANESITHINEZSFHAE
B , F2 % REL11-BP05 £ &SR EM K LEIESTH

- FicE , REAMNG L UETEARSEFES. i, (AWS Lambda FEA RIS HRTER
P Lambda B4k A anaIsb 28 & 15 0 25

- REIEAREALKBIANERN, XMERTUBEEFAKNERERBEFEN, Hxit
FEHXEAFIE , S H Tuning AWS Java SDK HTTP request settings for latency-aware Amazon
DynamoDB applications.

- EEAEMERN , RABBDMNITEASEIEKBUUHTHRRAXE. EClZRA#THHRERAS
B INFEEMULR

F 5 RBLI

ERIGRR TEARSHKBTUER  SNZRXNRSERE. EARSHE, ENIFEARETESEH
RIS AR BRI GE A OE N L |, B A Rt AT R H b AL I8,

HENTENSEFESERBIUARS HANERFR , BERUATER :

- RENAZRNER , BEREAEERREREMHR., BHERR AL TEARBLHERELEM
BUCHER , NI EEABBUEHTEE. SR AL TER SR HEABUUR A R ARS KK T HELUE
SWEREAMN EERIRLENEH.

« SHEWANEHRUTEN G ERLCEERE , A EFERFUTREFELNERE

- SHEMRAER  HEREAUALNESRESEHE K BAEEEHEE, B4R , MEEHEEREM
ERY L R
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
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- SHEMIBR : FREEW AR , FRESNELNEEE R TER R, SHRRS N HE S M ISR H
—BRBERP , EFEENREHEH, XTBRRBLEHERIIFEESEBER,
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Bt , Lambda FERE TRASIFHREIKINEN , MAREEAMER. BT/ , Lambda B
AILCEEREZEZIEN: , ZERURERINSAMHITEE,

- FAREH  WEIEASULEBEENER, BEUHERKE , IFEEN I EAEENRER—EEZ
RERBRGER , IELRB2RERET, FEEHAR , URZEREZHESARWKEIFEIA , NEEW
SRS S ER AR,

s MREBHITEAZESENERBTREW , WEEEHREREFER, BZERFEEH R, URET
EEN CPU, AFMMEERERATAEREAMIER, AWS Lambda XHENA T A4 B 758 A
Ro

- MASENTRNE, BAMBERIE  REBNBREIEAREHKRINRISBEE, S FER
Amazon CloudWatch k¥ H E WA MSHRRS. BETUER AWS X-Ray I TEREK | R
RIRGEERBEE R,

REAL 32 4R W1 I

RALCERGREMALE B3 —RIMELRLGESE , ARER—LEREHE  BMNIEEFALT
file REBIEAD , FLNSITHRATERFEZ/LSH , MEFLEERT , BARKEHR, HENT
RS HILBRBIUERERN , FERUTER :

« EXNTIHEAFEMETHAEBEELNRAED, TEARTUREESEARAARLERS , flns
M EA AR,

- BEBFERANMVE  URAEBEFEHFERHNVE, EF L THEARAAERERMNEA
XHHEMRS , Hl80 Amazon Simple Storage Service ( Amazon S3 ) . Amazon Elastic File
System ( Amazon EFS ) F3&H T Lustre # Amazon FSx,

s METHEARZTZFAZSMAEEL , MTATBAFRIA AWS Step Functions RE{LIE AWS RE A
HE TR R F 4Bk, BL= 1T B &R T £/ Step Functions, AWS Batch 1 Lambda 4w 5E
AL,

- BEERHNEFRLIEARERRL , SlFLSERAREY T NAREE, ERIBEERA CloudWatch
Container Insights Z 2/ T Bk AWS Batch SREFELL, EXFERT , TEARSMNLEFL
T—MEl , FEAAXARBHAFERER,

REL04-BP01 HEFTKHM D AR RGEHIKH 59


https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-destinations
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://aws.amazon.com/batch/
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
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IR

MR 3CH

« AWS Cloud jz24 : W= AT %

« Amazon Builders' Library : 2R R SEMHRX B

« REL11-BP05 £ g8 AT E MR IEERITH

« AWS Lambda Fr & A G387 : AWS Lambda FH B IR E M B3 Fid

* Tuning AWS Java SDK HTTP request settings for latency-aware Amazon DynamoDB applications
« AWS JHE IR

- TARTEIE?

« AWS Lambda F R A RIEE - R AR

+ Amazon Simple Queue Service % ILIAIA : FIFO BA %l

* Amazon Kinesis Data Streams Developer Guide: Handling Duplicate Records

* Amazon Simple Queue Service Developer Guide: Available CloudWatch metrics for Amazon SQS

* Amazon Kinesis Data Streams Developer Guide: Monitoring the Amazon Kinesis Data Streams

Service with Amazon CloudWatch
+ AWS X-Ray Developer Guide: AWS X-Ray concepts
* AWS Samples on GitHub: AWS Step functions Complex Orchestrator App
+ AWS Batch User Guide: AWS Batch CloudWatch Container Insights

FESR LA :

+ AWS Summit SF 2022 — Full-stack observability and application monitoring with AWS (COP310)

FHXIE :

* Amazon CloudWatch

* Amazon CloudWatch Logs

+ AWS X-Ray
* Amazon Simple Storage Service ( Amazon S3 )

* Amazon Elastic File System (Amazon EFS)

* Amazon FSx for Lustre
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https://aws.amazon.com/cloudops/monitoring-and-observability
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/xray/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
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 AWS Step Functions
« AWS Batch

REL04-BP02 e tAfE & By KBk R

BABIREE, ARG, TERVNABDERSRBPXARLBEN. MBSEDTREENAHNITIE
BT ENEMBAFNITH , NTREADEMBEN.

BREBRR (HIMHBARS, RRENTHERE )  ABTHRARELED EXHHEXN RGN
E, XioERAEGNTHERBIZAGNEMTAREIIR , NRRE 7 HEMBEEY,

HERENRST  EX—MATRSEFEERBZAGNEMAHS , NTiERMBAFR R
R, MBESSTHXPEBXR , EEERBXRNAHGRTTRETRAZFMAERANED,
EMBIZ B R B E T RE — NP SR | BiEx H A & R RE,

MBE AT SERRBREEAATMIIE , B &EAREREAB T ZA4NEBAHNNE, ©7F
AFEAGRIZIBANEE |, LETSMEEY BHEE RTRBBRE K5,

EESMBEH —STRANMY  EUENBERATRARTSEGRE, BRAEMNBERH#ATEMEZS ,
NMEERERTEZINEMNHNEARE, 88— MNMERBHNWEAFNSA—NMERASHHNAL,
ANMUETLBIEELINARE , BEBELHBTRISAFHEEBER , HlI0 Amazon SQS BAFIZ =2
Amazon Kinesis 3 AWS Step Functions X FRBIE LA,

4 RIIRGEMABERSRBRRBRNBBEN

Amazon SQS BA%F1 AWS Step Functions RR AMBEEIMFRIENFTER AR, BiE7LUEEH
Amazon EventBridge £ AWS Cloud F#JZSE 4Kz F 4L+ , ™ Amazon EventBridge AT ME & #iHY
RS ( SHEARS ) PRIEFR (S474EE ). IRFEHTSEHE, ETHIENSHZHER
& , Amazon Simple Notification Service ( Amazon SNS ) 2 Al &R MRS R, BT Amazon
SNS & , BN ERAEREA U EEREBIRET AP HR A ERHTHITHE,

SRNRFERZTAER] , BEEASHEEXNRSEF , ETHERE (BEAY ) HBREEA NI
(BrimERFrmATBEFmA ) MARLE. Rit , BF (MATRKAER ) BERSFLE,

HZ4R  XEABSRBI AT LUERENZEE R AREBE/NEAARS , BT I2MMERE
B, MBEEEILTHAREAY , ATAREERRIIZRER , MASLWEBCHEMA TR
XA EEBBRERARFERARBYTRERAMENAHFAR  HAHREH®TEDYT R,

FARER :
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https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://aws.amazon.com/batch/
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- MEBREATHER

- BERETHEAHEEZHER API, TEZBAMEBHFSABERNINEE,

- ERAAZHEHTEZERS. MBSHRENEREIHAZREFIEMEANZTREZREBIEF#HL
ZHE  XUREFSIARBEHEBTT B,

- ZMEE. SAHTEUEREELEEABIEN , B8 THEABNIZED RIS HE LE LR,

B MRERERNITL  MBSEYTREENMMANTHISRBTENEMAGNTN , NARA
HENEEE. AFPHREHEERE.

EARABUXMREXRERNBERTRENNRER : §
KHEE S

KEMBENEB KR, TARASHBERIRRUEVBENNARF. HPERTXRLERE
KBRS, BEE TR, NEHNRMAR APl ERENRS , XERSHEHTHAHNTHNEER
B, NS EEMBEEE,

- WESHIEFEZEK : Amazon EventBridge BB FHEMBEM D mNWEH IR,

« ERHRNREHEHEASG : ATLAEER Amazon Simple Queue Service ( Amazon SQS ) EERE fi# 58
PTHRRLE,

- FEABRBUCHMBRS RSB TERAESR /R 7 4H H4E /K BB EEE N AP #1178
EMIRIFATERF. Amazon Elastic Container Service ( Amazon ECS ) # Amazon Elastic Kubernetes
Service ( Amazon EKS ) BB FRIEFEA RS

« f£f Step Functions B IT{E#TE : Step Functions BB FFHZN AWS BREHIAN RTFN TER
2o

« FAX%-ITH ( pub/sub ) SEEUW K ZRH : Amazon Simple Notification Service ( Amazon SNS ) 12
MMNERERTRAF (EHEAEFENERE ) BERER,

KHES TR

- SRR BEHPNAGEERHE. SHARREFRENRE , fINAFRERAMMEWYE, &
e, FER—IMBERSEHN T —NMEAHNEH.

 Building Event-driven Applications with Amazon EventBridge

« AWS re:lnvent 2022 — Designing Event-Driven Integrations using Amazon EventBridge

« PHEHBBMEAREGERZR =182 , FEENETRIINERIEXER D, SN2EIHRAREH
A, ATHEBHIEAS (2% Amazon SQS BRS5AE £ ) ARBASIHRHESE . BENRERRER
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/blogs/compute/building-an-event-driven-application-with-amazon-eventbridge/
https://www.youtube.com/watch?v=W3Rh70jG-LM
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RIEFIRA S P Ry = £ 2R FMMBASIRBCE BN EARR. ZASIREEF#EZ & Amazon SQS kSR
EUETAR,
« Basic Amazon SQS architecture
+ {8 Amazon Simple Queue Service 172 1 2\ N F 2 FF 18] £ 3% E B
- HTRRBENAGRIMVEARERE , RLHBRSMRBIXRIAA , BB 4P EA RS R
., EEANERETFTHIRERLNAHL,
« £ AWS ExhetgARSS
» Let's Architect! Architecting microservices with containers

- {58 AWS Step Functions , BAILMESHRARAERF. RIREEHL. RIEHRSF. F24
AHERHEE—NECITERES , LETLUFNARF R R R AR,

« f£F AWS Step Functions 1 AWS Lambda 82 7 IR % 88 T/EHRTE
» AWS Step Functions Al]

HIR

R

* Amazon EC2: Ensuring ldempotency

« Amazon Builders' Library : 2 X R EMHRX B

* Amazon Builders' Library : Reliability, constant work, and a good cup of coffee

« T4 2 Amazon EventBridge ?

* What Is Amazon Simple Queue Service?

* Break up with your monolith

» Orchestrate Queue-based Microservices with AWS Step Functions and Amazon SQS

» Basic Amazon SQS architecture

* Queue-Based Architecture

RS

* AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://aws.amazon.com/getting-started/hands-on/send-messages-distributed-applications/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/blogs/architecture/lets-architect-architecting-microservices-with-containers/
https://aws.amazon.com/tutorials/create-a-serverless-workflow-step-functions-lambda/
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://pages.awscloud.com/break-up-your-monolith.html
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/high-performance-computing-lens/queue-based-architecture.html
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
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* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)

« AWS re:lnvent 2019: Scalable serverless event-driven applications using Amazon SQS and
Lambda

« AWS re:lnvent 2022 — Designing Event-Driven Integrations using Amazon EventBridge

« AWS re:lnvent 2017: Elastic Load Balancing Deep Dive and Best Practices

REL04-BP03 & T4

RECENRFEFERIZREE R KM, Fla , MREHN TEABRTH -—TETRIRELEZEER
FARS|/ENZITIROR , BREBRREHERPIERAR ( HRSNZERR ) . TRRBERS
REAASLVMFB/RERE , STRARERGHRLFETHE , MA2ARIZ, RENED,

Bl , MRETRARERSZEZLE 10 T E8RSH , EEERENRSHFHERT  eNARRLE
Ef. BUNREEBEAEHIU—¥HNBRESH[ETRATE , WETREARERGLANZHETBAR
SURBEHEFHEERSMESTEER. Hit , STRIRERGEBRABRLIELYINRSHTER
B, 10 TERFH|NEITRARE ( BMSEA—ULRT ) X5 125 KB HERAEK. TREE
REB|REWBEERFTERFHBBRENE , STRARERGHRFETHE  MARBERTHET2E
EIRGHIREM, XK LEFZE Amazon Route 53 ZBXIiwR ( Hl40 IP ik ) BRI EN T
X, NTTEERL AP WA B X L R,

EARBUYXHREIKNBERATRENRRSER : &
KHiEE S

 FERIHE  IHRERTREARREREN HANEE,

« NEMBENEBIRR. AIRE, RRE, TERNABHERSRPAREZNBEN. BEH
BTREEMAENTAERBTENEMAFNITH , NRAFEMBELE,

« Amazon Builders' Library : Reliability, constant work, and a good cup of coffee

« AWS re:lnvent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes constant work)
o DGR 10 FERSHMNETRARERSNA , X TEABHTIRIT , BRITIERDEKBX
wmfE , BRABR KN BREFE,

R
FARHY
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https://youtu.be/h46IquqjF3E
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
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* Amazon EC2: Ensuring ldempotency
» Amazon Builders' Library : 2R REMHRX B

* Amazon Builders' Library : Reliability, constant work, and a good cup of coffee

<M -

* AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes constant work)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)

REL04-BP04 & RIRERSE

RERSAESNMERRABILE X, Ak RBESMIRFEREREENERNURAEE. XEFS
mAUERMBHTER , MALELZ B RELEFER. BERTHREE , EFrnTdlRHESRS
T APIER , BHEEZERNBLEALTHE. BFERS AP £RATHENREIEAL , 1206
EERERERMNEENEMNER , MERENERRSELHE B ML,

EoAAREGEF , 2L (FFHNEAE—NER ) 2D (FEXEBBEREINFMHBEIKIEIN ) K
ITREIURE—IRENEE, EREEERIIETURFEBIINIT R, NAERHZS MR ERNE H
BENMEREF—HHOMR. £ AP FEAZTSFUESE , BEITU-XIZRKIERER , ITEE
BIREEN LRI~ LR,

HEER . 88—, ARUEA ZXRANGERABREMBAHNBRSHNESFM.
ERLRERX

« BEMERBNATEM  EFTFTERR UL,

« B AS T EXRNEERNITSF K.

- BEANEABFENETSENEZR, BTRHREISNELIREAMEBNNEERNAER , X6
SFHTER,

« BEHEBENERBEFRUARERSE, EXRTED BN ERRETBENSEEERESA , ANT
BIMTERGHES. XURSBEMEAZETT B,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
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« BETERSZAUF—BNERERFH, MRBHF -, RSURLTERINEENER , N\
SHEETFINER,

B ERESREA AL

- BETAY B REULULEBEERNEENER , IEFERITIFNANEBERERNRSEE,

- W TARM BEEERBTRSA-BHNAFXLESMBNER , NMEESHAEERTEESLL
EHNE, SEDTHARREPALEEE , AURREF , NEHENERXRENL,

- RETHE-3M ATE-—MER2FEMERNBAE , REBEHEDTRES HRARERNKE
— M, INTEFSESNRENTEREXREE,

- HIRALE  BREMTHEERLELRSEMEE, WREFREATREmNARKS@E , e UER
MHENBESETHREERRIEER.

- RFERE BURSN , UUEFRTHRENBSER. BREUTUAEAETESFETRICRER ,
IX A LASE 32 s b BR R A U8 3, (R) L

- BLT API 849 : EAURELEF MRS HFRREZENEY , HEOWHIRBELENBM,

EARBURXMRERERNBERTRENKRER : F
KHEE S

EDHRAREF , EZ (FPHRREAB-MER ) ED (FFHEFERXBEREINHINKD ) FITE
BURME—IRMEXI 8, A, B —RX KELTANEFREME. ITRUARX-K , FEFRNEZNE
MERERAREETSHETHE

BEEARSEESE , BRSAUUXSMERNEENFER, SARSKIFTERSUETHENERR , B
SREBEZTHREBERER, MRZTHERER , NiZBRFLRRHBEFHENWE, MRTERN
B, MRS LAEER , FREETE-EFE , RARREWA, XTHSEMENNEIFEN , N
MRS T 2 ARG AT TN — Bk,

BEMHEUREHEHERMN —MEETH, XERNBERESAIEMRZR |, Fl20 Amazon

SQS. Amazon MQ. Amazon Kinesis Streams =z Amazon Managed Streaming for Apache

Kafka (MSK ) . EREERT , REHM— X EEARESENAMEZEZ R, YENELEXBEEDE
HAREIEEHEESN , CERNBINEMNES HENLEFT2SBNE—HERTEENERE. £
RENBRRINESITE , AZREEEETHNES.

RS MEREHEMFRINFFETEERALCRAANEMTERS. LEEPNESNTRERSHEH
NEBERXEFSE LB ZRAEHESNEIER.
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1. BERERE

BEWMLIREZTETSEM, XER/EBESFE POST. PUT M DELETE HTTP AR BIEER
A, EHEBBREREE, TERRSWIRE (HNREER ) BETEEREMY , RIECNEREME
A,

2. ERAME—FRIRAF

EREBERENBINEBEEREBERPIE—INTHE—HNTE , BUMEEEERTD , S MERHE T
BN —85 (Hl, HTTP 4Rk ) o XALLEKFRIIMAEEENE RS RE, BERT M
FIFRIRBFEFE Universally Unique Identifiers (UUIDs) 1 K-Sortable Unique Identifiers (KSUIDs).

3. REMEBRRS

S TEARFEMREFERNRS, ZTABTRESETENENARS (flmELE, B
ERBAY ) FREHESF. FERHECHAFMPRIIN. WRBES TiETHEREIRR ML E
ESNERTURF

MRFE , TEBIEAELNHARZERNG (HIMBE, BSRRMHRES ) RRF-HEMER
T, XBFERBETEURBITENFIRERBSARBRNAMEERBEFENIE. XBBITH
ERFFHEARUERTSFREREEBET,

EMBEFETBRIBNESUETEREEFENME, NREFEREIFRHEAE  BERNHK
FEASHNEE (BERANEFNARN TTLE) . EARSFESHEONTREE M RERmME
&Ko

BERATE#ESFESHAERSHNERL AWS FH AT

« Amazon DynamoDB : DynamoDB 2 —11 NoSQL HIEERS , RMEERMREN S T A4 |
HUFEEEEEHSBEHARNEIE. DynamoDB WEEM X HBEERESIESRE#NKLE
BEMTEMXBRARSERE. WRNARFERARSEMESEMEET TTL & , U DynamoDB
A LA B 3 X e T HR

- Amazon ElastiCache : ElastiCache BEf AEFEHE, KERFMEXEFHEESM
ShE, NRNARFERARSMHSMEZET TTL & , ElastiCache ( Redis )

ElastiCache ( Memcached ) th A LA B 3 X L5 S HA,

« Amazon Relational Database Service ( RDS ) : A LA Amazon RDS F# B E M S HEMMEX
REEE BB ENARRFELNXRBEEATHERAZNER T,

« Amazon Simple Storage Service ( S3) : Amazon S3 2 —MEE WY B M AKX R1EM# R
S, TATE#EESHESEMNEXTHIE. S3 MWRAEHIEEN TE4FBERIENRDENE
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https://datatracker.ietf.org/doc/html/rfc9562
https://github.com/segmentio/ksuid
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Mo FREBSHEEREEFRRTEMRE , fil : ERSFMUMENVBEE, FENMERESE. X
MAEMAAENER , URBEENF N[ SEE THERRREER.

4. REmEFRE

APl ITHEARAFRITHIBSN, FESUREPATERR AR, ELEBERIMITRE
ZH , FRERBCLLE T IR, MRELE , NREZANER  MARBRIMITIZE
o Bl MREEFIRIE—NCIZAFNER , BRERBECFEEFARE—IRMRAFNAF,
MRZAFEE  MNERERBAFEE , MAREMAS. B , MRRIEAERITRE
ERSFUTHRIHEE , NZERENREZHES

SIZEENNAEFARBRIEFRNBSE. SMNNRESHIHNTR , FINKIIAER, KK
FRMNEEMFR,

MR I ENHFH AWS Lambda B , i§ZE#H Powertools for AWS Lambda. Powertools for
AWS Lambda @ —1MFEAARITES , BBTEMEMA AWS Lambda BT ST RS B X E SR
HESHEAREE, 32 , SiRET —XHAER , i Lambda REER N AT UL L EiIRXW
BERE,

5. EUAEEBE M
B3 API ITERRAL , LUBN AR RIENRSMR, XEHTFES TSI HURNAT
i 5 TR TRE.

6. Wi RIH it

LheE M EIALE , SN SN FEMEEXNEMRE , fImEANEER LRI SHES
BRLE, XEBHTERVMBPEIEARPHEAEOBEREATH,

TR

MR RESER -

« RELO05-BP03 1245 R %I =i i A

« REL06-BP01 N THEAEEEEZAH (E£RK )

« REL06-BP03 £iABH ( SEAFAEFIRE )
« REL08-BP02 fFIheeNif1E N Z B — 2 0 H1TERK

FARH -
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_limit_retries.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_functional_testing.html
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» The Amazon Builders' Library: Making retries safe with idempotent APIs

« Amazon Builders' Library : 2R REMHRX B

* Amazon Builders' Library : Reliability, constant work, and a good cup of coffee

* Amazon Elastic Container Service: Ensuring idempotency
o fAILEERAY Lambda ERBRIGEEM 2

» Ensuring idempotency in Amazon EC2 API requests

RS

» Building Distributed Applications with Event-driven Architecture - AWS Online Tech Talks

* AWS re:Invent 2023 - Building next-generation applications with event-driven architecture

+ AWS re:Invent 2023 - Advanced integration patterns & trade-offs for loosely coupled systems

+ AWS re:Invent 2023 - Advanced event-driven patterns with Amazon EventBridge

* AWS re:Invent 2018 - Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019 - Moving to event-driven architectures (SVS308)

HXRIE :

* Idempotency with AWS Lambda Powertools (Java)

* |dempotency with AWS Lambda Powertools (Python)

* AWS Lambda Powertools GitHub page

EDHAREFRIUIREURD HEAZHE

PHRREMB T BEENEENAG (HINRFHRDIRS ) WEEK, REXENEPFEEREEAIE
R, BRENITEABMAAIRET. 2HRRGAHNETARTENEMAHFSTEAS=ERE
B, XEKEXBREIEAREERIENRHE , N\FEREIRE , HERELERAFHEW, H
LRRHEEEHMERE (MTTR) .

IX L6 B 43 SSBR T LABS LE BB H 4 48 S 15 BB R F AT 1) (MTBF).

W

B

o
i
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/ECS_Idempotency.html
https://repost.aws/knowledge-center/lambda-function-idempotent
https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-idempotency.html
https://www.youtube.com/watch?v=gA2-eqDVSng&t=1668s
https://www.youtube.com/watch?v=KXR17uwLEC8
https://www.youtube.com/watch?v=FGKGdUiZKto
https://www.youtube.com/watch?v=6X4lSPkn4ps
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://docs.powertools.aws.dev/lambda/java/utilities/idempotency/
https://docs.powertools.aws.dev/lambda/python/latest/utilities/idempotency/
https://github.com/aws-powertools/
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https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/

AT AWS Well-Architected 1242

2.

THRERSAHTELEER  MBAN THRENEREEAY , WHEERAMIEELT. X
AR EEALHNREERTANS , EHEREERETME, XA AERAKBEEFEN |, Z&EKX
BN THERENAWAR, IRABEARY , E2FLEATHERGREZESER , XFEHILL
HAEY , U TEREREEXATM,.

. Parameter Store 8] B : B4t Parameter Store , A LA{E A S i A1 B85 & Fh /A & BY {1k 5 I 48

FHREERINE, FIR , RERNEFERENENASSENLESFF.

EERSHEMIFEERBIMT AR  MRENAH RS TTES BE, BRRBRERAIEDF

RGBS  BERFEREFRIT LS, KITEBEREAHTESCRIATHEEITBEER
EZ, A RENAGSRURFETENTFRRBETRBEZEAMER,

CRRBBEENEXRFITEARATA : EILFREXREIEE —# , Amazon Relational Database

Service REEE—PNEBASHES, WTFEAIELE , XSEREIKE , HigNT BHEE,
FRZTAREENRSISTAM , & FEH Amazon Aurora Serverless TR 852 ¥IKKRI E 57
WY BEED , IS BEXTER. NTHFESHNTARER , R2THRBTEEARFTREEEN
Mo MFREXEW , AMUFEAREREER , XRMETARNEOT BED , MANNERABDYT B. X
EARETUBITES | Hla02 %7 Amazon Simple Queue Service BAFIH | XBEMEEE AR
AR, PARATUEZREEFHNEARR,

R

FARH -

Amazon API Gateway : BR&IX API BHiERUARRSHERE

CircuitBreaker (summarizes Circuit Breaker from “Release It!” book)

Error Retries and Exponential Backoff in AWS

Michael Nygard “Release It! Design and Deploy Production-Ready Software”
Amazon Builders' Library : &2 Hm RSP EIR

Amazon Builders' Library : i 7o 3% 72 BR 89 BA 5|3 &

Amazon Builders' Library : &7 8k # KB

Amazon Builders' Library : #At, EidMElzhEE

<M -

Retry, backoff, and jitter: AWS re:Invent 2019: Introducing The Amazon Builders' Library (DOP328)
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://youtu.be/sKRdemSirDM?t=1884
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
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https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/compute/introducing-maximum-concurrency-of-aws-lambda-functions-when-using-amazon-sqs-as-an-event-source/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://github.com/bucket4j/bucket4j
https://pypi.org/project/token-bucket/
https://www.npmjs.com/package/tokenbucket
https://www.nuget.org/packages/System.Threading.RateLimiting
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https://www.youtube.com/watch?v=1ASMLeJ_15U
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://aws.amazon.com/solutions/implementations/virtual-waiting-room-on-aws/
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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» Error Retries and Exponential Backoff in AWS
» Amazon Builders' Library : &, ZidF#E 3 EE

* Exponential Backoff and Jitter

* Making retries safe with idempotent APIs
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+ Spring Retry

* Resilience4j Retry
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* Retry, backoff, and jitter: AWS re:Invent 2019: Introducing The Amazon Builders' Library (DOP328)
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* AWS SDKs and Tools: Retry behavior
* AWS Command Line Interface: AWS CLI retries
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https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://github.com/spring-projects/spring-retry
https://resilience4j.readme.io/docs/retry
https://youtu.be/sKRdemSirDM?t=1884
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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https://aws.amazon.com/sqs/
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https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs/
https://www.martinfowler.com/ieeeSoftware/failFast.pdf
https://repost.aws/knowledge-center/sqs-message-backlog
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/zonal-shift.html
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https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/DeadLetterChannel.html
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://aws.amazon.com/sqs/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/iot-core/
https://aws.amazon.com/cloudwatch/
https://martinfowler.com/bliki/CircuitBreaker.html
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https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/cli/
https://aws.amazon.com/lambda/
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https://aws.amazon.com/step-functions/
https://aws.amazon.com/app-mesh/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.DefaultsMode.Configuration.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/timeout-duration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/retries-timeouts/#timeouts
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/client-config.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html#configuration-timeout-console
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
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« Amazon API Gateway i &1 & &1} Bf

* AWS Command Line Interface: Command line options

* AWS SDK for Java 2.x: Configure API Timeouts

* AWS Botocore using the config object and Config Reference

« 5EFATF NET 89 AWS SDK: Retries and Timeouts
« AWS Lambda : BLE Lambda B#u%LIN

HRTA -

» Using the circuit breaker pattern with AWS Step Functions and Amazon DynamoDB

* Martin Fowler: CircuitBreaker
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+ AWS SDK

AWS Lambda
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AWS Step Functions

AWS Command Line Interface
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html#using-the-config-object
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
https://aws.amazon.com/blogs/compute/using-the-circuit-breaker-pattern-with-aws-step-functions-and-amazon-dynamodb/
https://martinfowler.com/bliki/CircuitBreaker.html?ref=wellarchitected
https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/lambda/
https://aws.amazon.com/sqs/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/cli/
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https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/getting-started-with-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/getting-started-with-cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/s3/
https://aws.amazon.com/dynamodb/
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https://aws.amazon.com/elasticache/
https://aws.amazon.com/efs/
https://aws.amazon.com/memorydb/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_auto_healing_system.html
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://docs.aws.amazon.com/whitepapers/latest/best-practices-wordpress/stateless-web-tier.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
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https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
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* Any Day Can Be Prime Day: How Amazon.com Search Uses Chaos Engineering to Handle Over
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* AWS re:Invent 2020: Reliability, consistency, and confidence through immutability
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://www.youtube.com/watch?v=jUSYnRztttY
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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5. RREAZEEFRKRERTRTHEABRSHAXEE, KEKEERMERNBEANTERTHE
EIHERE  LERBFERIERSER  ENARFTFREEAESIRE. EREESES , £
LR TERETRIAAE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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+ REL11-BP03 BxI1EEFERE

FARH -

» Getting started with your AWS Health Dashboard — Your account health
» %75 CloudWatch 548 AWS RS

* Access Logs for Your Network Load Balancer

» Access logs for your application load balancer
« HE AWS Lambda B Amazon CloudWatch Logs
« Amazon S3 BRF &4 E B &R

» Enable Access Logs for Your Classic Load Balancer

* Exporting log data to Amazon S3

* 1£ Amazon EC2 34| %% CloudWatch X%
- R BEENER

* Using Amazon CloudWatch Dashboards
 fF Amazon CloudWatch ¥§#x

« EA£4% ( Amazon CloudWatch Synthetics )
* What are Amazon CloudWatch Logs?

RAFiEE
o BIEIRER
* Monitoring memory and disk metrics for Amazon EC2 Linux instances
+ ¥ CloudWatch Logs 5& 28k 4l4: 4 5
« VPCRAXE
* What is Amazon DevOps Guru?
. {42 AWS X-Ray ?

HXAEE

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-access-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
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HAISEER -
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- BEGEESREMAEA T EE,

- BEBEREXNE L TXHHEXER , fIHRERARK,. APSKFRRFURIZE P i,

- AILMBERRUERESER , XEEMNESRANARTIEARNITHN.

- AINEHRARENEE , URBEXIEABRNRATMEXNNAE , HEEXRNEENEZ,

ERNRES :

« BARMEBEITTHEAENITERGI RN THEREERN RS PKREMEX B ESIER.
« BT EASRBHMIER (KPI) XK B EMBERNKE.

« BRISMETHERBAXNENHE , MKBRARSNXREK.

« BLERNBSIREE |, XSEBES 5 AR R E HI R,

BYXERERKRNEL  BALURNESRERR , AETERBRNTRAS 2B SEHNIEIREX
R, ZUUBEESHIENEE  NITEAFEAFURIE K MXEEFERBENEERFTTA,
BEAMEERNRE B AEREEEXRKER,
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https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://catalog.workshops.aws/observability/en-US
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ERSG (0SS ) MMARFETH (flIJava) , ERKBNABRFM=RFZBEE. fl, Web RS 2R
BEQEXSMERUARENRER, LEER, AF ID. & IP ik, BENERWFHEFFARE
B, REATHFHNEFARERD TENTHRANER , ALERFERAETEFENIER.

FERAEYN T EMREBWERIRMBE, 7£ Amazon EC2 k4l LiZzTHW R ARFERN BET
LAE Amazon CloudWatch XEERBUEE , H EHE| Amazon CloudWatch Logs & H 77 % AR
%, AWS Lambda # Amazon Elastic Container Service & AWS £ ERXITEREZ L HIIFEE
K B CloudWatch Logs. N IEREERAK AWS F#FMALERS S A B SWE |, 10 Amazon
CloudFront, Amazon S3. #M KM Amazon API Gateway,

EREE FEENSE  SERDTEEBFRHBITANRE , FHHEXREREIEXAHAF,
AjE , B NEFAMEAMFTH , KUAXWKE , ARBESNAIREE. BREEN TGS
FEAAKX, EC2 X4l ID MABFESHAERE (pod ) ID,

WEERMAES , BUUREERHANPERRSER , NMMAEENFETHREETANONRE,
flan | EATLAUEERA Amazon CloudWatch Logs Insights MR ATRF B & B H BE ISR , £
Amazon CloudWatch Metrics Insights X MIEE #HZR#I1ESR , £ Amazon CloudWatch Container
Insights WAL ARFMUESFRE, REMLEERNBEE  E , MREELANIE AWS
Lambda &%k , M ATLAEA Amazon CloudWatch Lambda JA%2, BERBREHEIRRENR , TUES
REAHAEZEPRIERMBISOEEMNEEIT S B TENERREERNRESE. TUFERHKX
ERBEBRELETEIBITHN WEFE , flUtERENERIHE, EAEER CloudWatch Logs
anomaly detection R T REMPAWXLEHRE , KEXNFENE, XERNFTUKRERSIERL
DERFELNE RN REFHITEE,

ERALEEYTETHRIEAREHNALERSENER , HBERERIEAZRTMENERAEZIEE
FTX. REENNARFNECHGTANTR  RIARNEAZERTERER , IEEHRTUE
RMiBEEEZTEN]. Hlin , £/ CloudWatch Logs Insights , #REEB AR B 15 R 18 R 2 1F 6%
£ CloudWatch Logs I HEEIE. E AT LAER Amazon Athena BER B Z /N RIR ( 2 FEZ AWS
B% ) MBE , BIWERNX PB 4.

AENBESREREE  FERAEATHNE. TELETSHEHTHEE TERBEERENKBERBRM
THARE, EEURBHTH. KAMERN BEUEEES . Al , HEBESNNEETESREERE
EBMBLD, RFENRBMEBELYFEENTER , ANSLTHEFTEETHEMERREGBAER,
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1. AEH AN ERREAREE, 7. 2T HERHLH,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://docs.aws.amazon.com/athena/latest/ug/querying-aws-service-logs.html
https://docs.aws.amazon.com/athena/latest/ug/querying-aws-service-logs.html
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2. ETENBNESAH ERENEBERMN B EWES (Sl , £ Amazon EC2 L6l LML ER
=H) . IXEREREENESINELENBIENE. NRERERAHMEINEES , X,
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4, ESLEE?E?‘M%&EE’\JI#ﬁﬁ*ﬁ%ﬂ’ﬂﬁ’%f’ﬁ?‘a‘ﬁ ‘?‘”‘?‘Eﬁ\_}“ ETMNIEABAH R HBERE
o, HP T geaE5ls KPIxiER , BUHENER , HIEM, kX, BHH
BREHE., E£HBESTMRITEXERER, ?HEEH«EEHHME}”“%E*&J:O

5. REFEHEZMNN AETENR , RO TEARAHF. BERIESFTH

6. NAHBFTENHEABASRERK, =B EAEEBELRE TR, EHRER B,

R

MR RERE :

RELO06-BPO1 N THEMAFEELEBAM (£EK)
REL06-BP03 &JEBA ( KRR EFIRE )
REL06-BP04 B3R ( SEATAME R E IR )
REL06-BP05 %47 B &

REL06-BP06 & Hf & #% ¥4 255 B M B4R
REL06-BP07 X1 R 4t H #918 SR 3t 173 Zlim IR BR e 428

FAR A

88 Amazon CloudWatch By T 4R

Amazon Managed Prometheus

Amazon Managed Grafana

Analyzing log data with CloudWatch Logs Insights
Amazon CloudWatch Lambda & 22

Amazon CloudWatch Container Insights
# /A CloudWatch Metrics Insights 2 #) &Y {5 ¥R
&R F OpenTelemetry # AWS Distro

Amazon CloudWatch Logs Insights Sample Queries
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https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_automate_response_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_storage_analytics.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_review_monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_architecture.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://aws.amazon.com/otel/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
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* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray

» Searching and Filtering Log Data

» Sending Logs Directly to Amazon S3

« Amazon Builders' Library : U2 A REHWIEE AT 0 HE

MAHIL

+ One Observability #3J £

HXIE:

* AWS Distro for OpenTelemetry (GitHub)

REL06-BP03 & ixiEH ( SEETAL MR E )

HELQKRNBBERBEN , 2AENHARMRGERIEZTBAMER , LERES AL X LE[F]
a]lio

HELER  BERERSHNNARFEREEMAXER , N4 EAMEHRERN, SBHERRE
B, ANARMRESWEEAN , UERRBERZ.

NRER :

- RENEBRHAELS  SBEEREEERA,
- BEENEBEREEDRK  SBEAITZ A MEEZERTESILE,
« ERABAREZNMNTIEFRERREHE,
- WTRFESAHRERLCENER , AARREIBIAMARERBRE , SBRENBALZ,

BYHRESENFL BEEENHARMRGERERMNEAMER , TARFERIARBEHRELE
4T HNENEH,

EARBURXMREXRERNBERTRENNBRER :
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https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://observability.workshop.aws/
https://aws-otel.github.io/
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ABFNTEENER , BAUEE - NEPEESMXENTIR.

BIRAIT I ZTUR/E , HlaNE Amazon SNS B AEBEH., 1T Amazon EC2 4 Amazon
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Amazon CloudWatch 8 Amazon SNS EBHRRA X ET LR KIZBH , BENEHE (£F
E)ETRAF (FEAE ) WEEEE, BETHAEXRIZE Amazon SNS BANEZEE |, BESH
Configuring Amazon SNS,

#3 CloudWatch ZiR# 6122, FH. MERJEIRRS K EZ(LE , CloudWatch &< %K%
EventBridge =, &AL EventBridge SiIXEEHESFEARCIERITRENAN | 0  SHE
IR KX ETLRBEHE , HEEH Systems Manager B L EKF F BE iR B4,

BERT T % AWS Health FI&#FTE 2. AWS Health 8% AWS Cloud & Rz TR I EE B KR
£/ AWS Health AISREEMEHIANRSEHNBEA , LES TR BB RSB T AEm, &
o AWS AFBEAIERES QBB AIXE B FHRE MR REBRE B AWS Health S4B, H 2L
wEANET Amazon EventBridge SiEEMER T EEK. WMREFEMA AWS Organizations , N 0k
F3CE AWS Health =4,

EventBridge 1 Amazon SNS #9 £ F &4l

EventBridge #1 Amazon SNS AT A TH XS4 ENARRF , EAUREECHEFERETE

%

MREEWEEEXNECHNARF. SaaS HAREFM AWS RFSHHNSH4MERNHONARER , B
WAEMA Amazon EventBridge. EventBridge 2 —E# 5% =7 SaaS & UFERNETEHMNAR
%, EventBridge A A LAEHZIM 200 211 AWS IRSHRIEH , TEALAEEHEK, P IZEHR
Bo
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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b. EEEMH—MNRIAEXNAR , ZHMUNREXEZR T LBV HMGBIRNERSES. REHE
FIERNZY , EEBRS 2 ABRRS. EERNANKERNPIEENERTUITFEER
BRANHEMESER. E4BERUTUEHRTIRAN XX Amazon SNS @A , 7 B A LAfEH A B1R
WA Systems Manager Opsltems 54 , {BFEHIT Amazon EC2 Auto Scaling #4.

2. i%E Amazon SNS B A, ®l2 CloudWatch Bt , AJLAE#E Amazon SNS =& , SIEEERIK

BDERETREBA,

3. 7 EventBridge F 8|2 51EER CloudWatch BIRMETENMN, BRANBXHFLZNER , S

$& Lambda E¥, B0 , BAURENL — N 2ETRAEEZRTENEHNER , BT EventBridge

M AR Z Lambda BEREE 2, Bx EventBridge BN EZSFMER , 55 EventBridge
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/s3/
https://aws.amazon.com/rds/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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* Amazon CloudWatch

» CloudWatch Logs Insights
« {#/ Amazon CloudWatch &%

» Using Amazon CloudWatch dashboards
+ {#£H Amazon CloudWatch $g%5
+ iZi& Amazon SNS & Al

« CloudWatch &

» CloudWatch Logs data protection

* Amazon EventBridge

* Amazon Simple Notification Service

RS

+ re:Invent 2022 observability 57

* AWS re:Invent 2022 — Observability best practices at Amazon

X RH

+ One Observability # 3 &
* Amazon EventBridge to AWS Lambda with feedback control by Amazon CloudWatch Alarms

REL06-BP04 B3hMuR; ( SERTACEMEIR )
BNEEAS , FIA B CIEITIERE Sl | EHwrEa s,

K RRAY BB KRR | DMERSE A ABRRRERL [E 38 e |, H R AR B HRET =By L PR AR S5 F%
Ko BN BEF N TESEERGELAN  FEUERTE , FREEEQIETRRAERFHEN, 7
RAXHEMXE , URBHRER

HEER AR ER , ARBEERNEILE | UEFAEISERRET RSRA B ARMRSSKF
i (SLA ) o BFLEEEAIUREMANBERBEES , HAIURLUE [N AMER,

ELRER :
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/protect-sensitive-log-data-types.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/sns/
https://www.youtube.com/results?search_query=reinvent+2022+observability
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://observability.workshop.aws/
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
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« REABAXEINERNERERE R,

- XBEHREEFWA (HW, SHERFREFERNBIRITTE ) .

- BREMBERETFE.

- BERERIBERBHDXBEARERERRF (SOP ) AILUETE,

s THRERBEER , EARRAUINEEEXATRELSBITEREEF,

« RBRUERINE IS E Y R

BYNREIKNFL  BFLEBEERITURESRENTIE. RESBIXMYERRE , AT F3h
BYE, MFIRETERBZHENALTH. TEABNETHETAKENR , FRD RS M,

EARBUYXMRETERNBERTRENRNKREFER : &
KieiE %

ATEMHERERA GHHTELY , FREERVTERENZIEX BRI ITOER , iCRENEF
HEXMESBAT IR < 8 5 E 570 B2 1t &

BEFERERENES (BEESTFMRPEMER ) , AREMABSTFMRMTHFM , HHHHL
ESTUBFHNIT, MRBEAUER , EERATURI BN, MRBELXEENL , FBE SOP F
BRFHIRANREIRTEZI. THRKFIRE , FRADNS , UEFENLEF B3HNE
AT R

K IR

1. BIBEHREE | ERIGIEERMIIEK , B LEER Amazon CloudWatch &4 describe-
alarms REH AWS CLI, BIEFRENBIRBE K SUESEFASTTRRRENEWYUNER 7
£  SHEFEBALER AWS SDK B AP| 1# AIREVEIR,

2. BRFTBEIREE  EFEIEMEEREERENZITEMR , TRENRFHIERBFIMN. AWS
Systems Manager IRFE X NEZTFM. BEXRETFMNESZER , BSRFEAETFM. BX
MAEEETFERAETNIEFEMAER , i3 View runbook contento

3. RENEEERRE X TEMZTEREMNEIR , B A CloudWatch SDK $57E B ahigfE, #lm |
BA LU NS A SRR ERZEAERIRE , BIE CloudWatch B3k H3h X Amazon EC2 3%
BIEPIR A

BE AT LA Amazon EventBridge BN RGEH , SN ARF AT AMRERTRER. &
AT AR EMNKIE REXINES , URESHEEMANNERITHIRE, ATLEEHNRES
FEVA AWS Lambda ¥, 8 Amazon EC2 Run Command. JFZE#4 4 E| Amazon Kinesis
Data Streams AR E & EventBridge Bz 1T Amazon EC2,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-describing-alarms.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-streams/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
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4. FRERERF (SOP) : BENARFAH , AWS Resilience Hub £HEZ A SOP 14k, &AL
fEIXLE SOP RiZFE LM ERITIRIER NEBR/WAERE. BETSREF ML /O ENY
i SOP , BIiRRE —MNEHHXH MR Resilience Hub NARF , URHNZNAREFNAE
FETEN . &3 SOP KR F) 14 M 4 X o

N P 5 Systems Manager £6 A , BIRM{EAETAHEXLE SOP Bl SSM XY ,
Bz3hi1T SOP ML, filan , FHUENFOTEESRENEN SSM Ba (L XHEER TR NS
Z= B Ay SOP,

5. f£ Amazon DevOps Guru 4T B3hi24E : A BLEA Amazon DevOps Guru B3R AR
FRRAFETAHEERENENRY , FER5REMHTIEEFmENRE. &8 DevOps
Guru , 7] BUR F3267 i W5 325k B 2N RIBZEHRIER , B Amazon CloudWatch E¥R, AWS
Config. AWS CloudFormation 1 AWS X-Ray, #&&ALAfEA DevOps Guru £ OpsCenter 1 H3j
BIE Opsltems , FIFEH KX F| EventBridge SRIMEZ B LR E,

TR

MR RESER -

+ REL06-BP01 N ITHEMEEESZAH (ERK)
+ REL06-BP02 EX E1TEiEH: (RS )

« REL06-BP03 & iAE4E ( SRATAMIBRIREE )

+ REL08-BP01 X #BEbr HEESNFE HIZ1TFM

FARH -

» AWS Systems Manager B31t

» Creating an EventBridge Rule That Triggers on an Event from an AWS Resource
» One Observability # 3 &
» Amazon Builders' Library : 82 /X RS ZE 0] W HE

* What is Amazon DevOps Guru?

- ERBEPXE (THFM)

RS

* AWS re:Invent 2022 — Observability best practices at Amazon
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://www.youtube.com/watch?v=zZPzXEBW4P8
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* AWS re:Invent 2020: Automate anything with AWS Systems Manager
* Introduction to AWS Resilience Hub

» Create Custom Ticket Systems for Amazon DevOps Guru Notifications

« Enable Multi-Account Insight Aggregation with Amazon DevOps Guru

FRRH

« Amazon CloudWatch and Systems Manager # 3 &

REL06-BP05 7 #7 H&

W gk B FIER A LB RA MR DA , KEELENEE N THERRAE,

Amazon CloudWatch Logs Insights X #E £ {ERANEIRIES , AIATIHBELBIE. Amazon
CloudWatch Logs X #FiT 5 , A FEIETLER3NE Amazon S3 ( JEHAFEATIE ) = Amazon
Athena ( IEHEFAERHE ) . ZRFZHFEAZSHER, BSHE (Amazon Athena AFIERE) , T
R = ¥5 1Y SerDes MEIERN, RN ABAEXHENS N , BALLZEIT Amazon EMR £ LUMAT
PB %21,

AWS EEURFENE=ZFRETHZATRE. LB, FRNISMNIE, XETETHE New
Relic, Splunk, Loggly. Logstash, CloudHealth 1 Nagios. B2 , REMNARF AEZANER
NFB8 I =REE , EES MRS KEEHRM—FT =1,

LBRESBETEEHZUNDIRBEEE., CEEREHREENREER , RAEHENWNHAEGEE
KB, Amazon S3 X S3 FHBAINEGEAHER, KAEGTAHEETUBESIFTRENSRNNAE
BTN TRER, B ELEmBRELS R |, FHIEERBE Amazon S3 Glacier # T HIF
i  REERZBHLERFILTNEH. S3 Intelligent-Tiering FE X EEBIRBEEIBHIRER
AR FRIERMBICRAE , R AT R EEFHE~EE M,

EARBURXMRERERNBERTRENKRER : F
KRS

o A LAEA CloudWatch Logs Insights , B3 R B X & H 25 #7 Amazon CloudWatch Logs H#Y
HEHE,

* Analyzing Log Data with CloudWatch Logs Insights

* Amazon CloudWatch Logs Insights Sample Queries
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https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=_OTTCOjWqPo
https://www.youtube.com/watch?v=Mu8IqWVGUfg
https://www.youtube.com/watch?v=MHezNcTSTbI
https://catalog.us-east-1.prod.workshops.aws/workshops/a8e9c6a6-0ba9-48a7-a90d-378a440ab8ba/en-US
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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+ {#H Amazon CloudWatch Logs ¥ B & %X E| Amazon S3 LAEER |, S A& E Amazon Athena LA
ERBIE,
o W{AfEA Athena 2T E M Amazon S3 RE 2RI BE ?

- ARSI/ B S FERCRE S3 A AR, RELNEHRKEUERRERBEX 4. X
AIEUR D Athena ABANER DT RIEER.

« WA S3 TR A4 o B HI SRR 2

TR
FARH -

* Amazon CloudWatch Logs Insights Sample Queries

* Analyzing Log Data with CloudWatch Logs Insights

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
« AN S3 IFEMEOIE L B HIRES ?

« WfAIBEA Athena 5 #T A Amazon S3 fREEBR1HAB AE ?

» One Observability # 3 &

» Amazon Builders' Library : 82 /X REHZE 0] W4

REL06-BP06 & HAi & #% 5 #2255 Bl M 547

ZFFRITEAFEZNIERRL , ARETFEABRREZUNZRATEN. EPRFITEEAETE
KBRS BNHEIEIRHINEG |, 3 — DB TERBKIE T A B 7o

BRAVEZEUR B SRR N EM | XEERSEFLSELERTAMEL, BiRTERTEENEFRS
ZpltEds (SLI) , AMARBEMRE. NAERF. BERAAFNLE,

ﬁﬁ%’é‘é  BRBARNSERRE  ZRBREMRTERNEN , ACEREANEREHIEEGHT
TE#H. BEIEAEMLSEREEDT , EAURIEXENNARFETRAEREBNAEX.

WRER :

o SBLURERR AR

- BIRETHEERE , EMNTHEBTEZ,
« HBEAEUR , BEFTIREE,

- BEESHNERREE TERBIZITRR.
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https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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EARBYXMRETERNBERTRENRKREFER : &
KieiE %

£ operational readiness review (ORR) M HZEZIERATE. RE - BREHHITEE

EZRBRATEE , LTSN TEAMBREEEEN KR AREFEEMEE, EMTREEMRET
ENMARAE  EYTHEBZEAMNESSANED. RIINANERRNERENAES , AREEE

FARERIIRBHVER , REREAREEZNARFHINZ BN ZNHH.

Resilience Analysis Framework 12t T EANIES , BB TEHRENENTRE. ZEENELRRTER
EHNHEES  URTATREZEFWNTAP MY R ERE, XEMREhTEREERENAHE
IREY EFHIEAR IS4,

KHES TR

1. AT TEARZFEREARE, ETRNREREESTENEZH.

2. REREMTWES, WERESHLE , THEREFEABRATERERLRIL. MBI
PIBIFEER N, E B S5 IhEER D LA K it & a 5138 hn

3. REENTEEBFERRENREE , REETRSKFHERFUHBE, EEFNETENNEK
SENKEE , ARENNERZBEECENRE, BESBSHRXERR , &0 AR
RYIEPRSERE , SURE TR REM — B,

4. ERFBHMNITAZRL, BRBERLFAWVAERAERRINARFEREZL , AELATEE
AN IMEPR AT IRERR NI R

5. R AN ERRBEEENAENARFRIFHEAR. REXENEHNDT ( HEDTER ) |
FNZEAEFPREEFHETENAALEEE,

6. EELMEIA/ KR (RUM) B8R , MBENABRFYRBSEEREFEEMELE,

7. FELNENREERRRE, NALE  FEMEXEE , REENER EERZNTHEZRD TS
o

8. REEETR , N EEARBRAFENFERELEREN —H7,
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
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« REL06-BPO1 A TGRS TAN (£K)

- REL06-BP02 EX 51t E I (RE)

« REL06-BP07 X% 34t 5 Y 15 3R 3t 17 3t 2l o BR R s 2
« REL12-BP02 W TEE DT

« REL12-BP06 EHi# 1T GameDay &30

FARH -

* Why you should develop a correction of error (COE)

* Using Amazon CloudWatch Dashboards
o MEEGEARMIREURER

* Advanced Multi-AZ Resilience Patterns - Gray failures

* Amazon CloudWatch Logs Insights Sample Queries

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
» One Observability # 3 &
» Amazon Builders' Library : U2 A X REMWIZE 7T 0 HE

* Using Amazon CloudWatch Dashboards
* AWS Observability Best Practices

» Resilience Analysis Framework

* Resilience Analysis Framework - Observability

» Operational Readiness Review - ORR

REL06-BPO7 X 3R 4% P B 15 3K 2t 17 Ui 2 v R 5 s 22
BIRE MRS AN ERCBEN | X8 R AN E LB ERIM O RRIAD A 2B M,
MELR  SNFAAALERBITERSR , SUBWMAER , #MEIHLXNERREIFENIE

IR HERI PR RATE (MTTR ) MEEE. RARIIGHRERAR A TERELIAZZMHA
f, FEARAM T #ERERNERNRERR
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_aggregation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_rca_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_game_days_resiliency.html
https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/?did=ba_card&trk=ba_card
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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TS THEREP BB FTERIER,

* Synthetics L EREXAF K (RUM ) REBREDRE. RAETLER RUM , REIRDTHPL2
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FRMEERNEEEARD . ERRFAEN , ARMREER T BAFHNTERR , 5o AE R4 H
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EARBURXMRERRNBERTRENXEER : F
RS
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BRAHHRSHE, BERBEFNIZEREMENARFANF , BERSEF K, FEENXNSHE
. TEAHUNRFR ( SER/EFENBERE ) . ERIFERELES , 49\ Synthetics &L EF
EXAFGRERGECTEEFHRERRNERER | XS RIERS KA B R i T 53R

SitERE,

BRI AR AWS X-Ray 1 Amazon CloudWatch M AREFEERN RS , i RETNARFTREA
BROTEINE, X-Ray 2RENARFEN , B TEERNE. HH. BER. RS, API XIH#
THIEREE , HATUBE LTRBRERBIARXNREAHZH. CloudWatch NARFKZETIE
ServiceLens , A RERSIENR. BEMBREN. CloudWatch NAREFEEESDIER T HEERH LA
API| B9 Synthetics , AR AT Web NARRFEFIRPNESAF K,

KD IR

- EAMEXIFHARNERS LEA AWS X-Ray , #la1 Amazon S3, AWS Lambda 1 Amazon API
Gateway, X AWS R AIE A ERM R HEEIES. AWS SDK 5 AWS Management Console k/5
A X-Ray,

- WNRFARF (EAT OpenTelemetry B AWS Distro 1 X-Ray ) RE=HFWERE,
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html

AR AWS Well-Architected E42

- BF (AWS X-Ray Developer Guide) , 7T REEBESIIENIZ M, XEXIBHFMNE T a1
B HTTP #ER, SQL EAMNAREFRFEESHENHMHE,

« ERAEMATF Amazon CloudWatch Synthetics & %% H Amazon CloudWatch RUM B9 X-Ray B ,
NHRARAPEFREY TF AWS Bt A EREBEH T

« BEFRESTRINELEENHIEREE CloudWatch FEFRFMER |, X4 H BA R AED HRIE U F (7] BT
IREE , R/SEA ServiceLens RAREIRIRIIFEMRS HE,

s MREAE=ZFIEFEANTENERBRSG R , I X-Ray & Datadog, New Relic 5 Dynatrace
EHE=HEBERIEEK.

R
MR RERE :

+ REL06-BP01 A TEMERIGIESIRAH (£ )
+ REL11-BP01 Y542 T VeS8 BV PG 4H 48 AR N 5 PR

MR IH

+ fF4 R AWS X-Ray ?

+ Amazon CloudWatch : Bi T2 fF 5%

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
« Amazon Builders' Library : U2 H X REHWIZE 7T W HE

* Integrating AWS X-Ray with other AWS services

+ AWS Distro for OpenTelemetry and AWS X-Ray
« Amazon CloudWatch : {# 4R & 45

» Amazon CloudWatch : £ CloudWatch RUM

» Set up Amazon CloudWatch synthetics canary and Amazon CloudWatch alarm

* Availability and Beyond: Understanding and Improving the Resilience of Distributed Systems on
AWS

FERRH

+ One Observability # 3 &
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.datadoghq.com/tracing/guide/serverless_enable_aws_xray/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-x-ray-monitoring-integration/
https://www.dynatrace.com/support/help/setup-and-configuration/setup-on-cloud-platforms/amazon-web-services/amazon-web-services-integrations/aws-service-metrics
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/solutions/latest/devops-monitoring-dashboard-on-aws/set-up-amazon-cloudwatch-synthetics-canary-and-amazon-cloudwatch-alarm.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://catalog.workshops.aws/observability/en-US
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MR AL

* AWS re:Invent 2022 — How to monitor applications across multiple accounts

* How to Monitor your AWS Applications

fHxIH .

+ AWS X-Ray
 Amazon CloudWatch

« Amazon Route 53
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A BIEAZREMRT B3R NBMERERN#EYE | Rt ERETMAER B [LHBIEEFESYFTTER,
+ RELO7-BP01 E3RENE ¥ B &R R A B3t

+ REL07-BP02 £ B3 T YE 51 & A B SR A 3R EUR R

« RELO7-BP03 ER N B ENTEAHEEE LR RITIREVE IR
« RELO7-BP04 XI I {51 &3 17 S it
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1B, EALLHME AWS BIRNSEZRABHNF , ARRAKERXRS , fAINNAEFABEE:R
(ALB) . Mxnsgtras (NLB ) MBxY 44H. BAUERFEER/FERN (CI/ICD ) EEXRM
BRR , AERBEXEIEHIRREN , 2B BT BEENERN.

ERRELX

. BEABSITHE AWS Management Console ( tiFi R B gk ) FHEBER.
- BENARFAASRREZRE NIRRT FRINEN,
s BEEPYT BRBEFARE , TEENTHEHLFZER, RENAERINTRER,
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https://www.youtube.com/watch?v=kFGOkywu-rw
https://www.youtube.com/watch?v=UxWU9mrSbmA
https://aws.amazon.com/xray/
https://aws.amazon.com/pm/cloudwatch/
https://aws.amazon.com/route53/
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- BFEHEERERBREIER,

BURXMRERERNTL  EMiRERNNRE (1aC ) XEURESXELEM R, XY TEESN

REFEXMHRNRATREGEANTFEREMREER , \MRES—BUNTEEY , HEREF.

SHEESHXK. BIEREHRMNEEBRXRE laC , Tl# —SE{LMBENEHRRRENRRE. L
FHTM, A THE. SREMBEMIREER. £ BRRURZTEHZ/CATFRS , XFEFEMEL
HEE,

BALEEMER 1aC MRNEERIIUHS. BINRRY B, BEEEXRERNNATRE LY
BEM , Bay RO ABREFEEIMENFUEMERR , NS ERMKAREE, XHAIUEDE
MARFHTEABERRER (NS B FHERTER N AR,

laC. BEIXRNEENBY BHES , A TALAKOHTNE, EFNT BHINE, XELXT
#PMRAE, EAVMNSHEENSEMREEXEER.

EABUXMREXIERNBERTRENKRER : &
Kt %

EHRN AWS £#E CI/ICD EEBEMERMZHEENREE (1aC ) RE B , FRBERAEH RS (il
Git ) K176 1aC BARME B, XLEEARATLAER#E I AWS CloudFormation KW T ERE, HE
BEXLEERPENERMIZHRELAHF (HlIn AWS VPC, Amazon EC2 Auto Scaling 441 Amazon RDS
BEE)

BETKR , XL laC ##kE5 CI/ICD EE&EK , UXRIBBEIEMNEBN{L. AWS CodePipeline 12T
TR AWS REMRAR , BUAUEAEEE =% CI/ICD BRAR, 1B —MERARG F#EE
REFANHENEE, SEERENSEUTINNE : BENRIE laC Bk, FEMRERLER
LR, STESNHUARGAHBIETHE, LERPAFTRHIR , URFBNEENES, X
BR{LNEEF MR T BFBERE , B TEHEN —BEN TR

£ 1aC H#E#0 Amazon EC2 k%, Amazon ECS FEMMBEERIAE R RN BT 4 , URIEE
ERMEEOT RNEQER. XMAEZBEIRESRATERRR , KEENAEFTREMNMLEE
HEACEE, BXRITFHNERIIEK , S5 Amazon EC2 Auto Scaling #1 AWS Auto Scalingo.

S5

1. QIR ERARRBEEE  RE#EGHEMRRERENRE, BXNUE#ENER , KRREE
BITHEMFEER,

2. IEFER IR AL EEIR T R (Bl AWS CloudFormation ) , SAMERH B iR RIS RITIRSH
RAUETHRESNT—BE (RE)
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/what-is-application-auto-scaling.html
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3. 1aC ¥AE CIICD EEERKREIIFEI L,
4. BEHKWERT B BERNESER.

5. ERERTIHEARAHNELOT BNBEGAREKE , REBRRN BT M. ZRERITRING
JB SRR T AT T B9 fE R 12 o

6. IRERERQNHEME IR, 1 CI/CD FEPXRBEIRILE , UEELETERER,

IR
M IH

* AWS Auto Scaling: How Scaling Plans Work

+ AWS Marketplace: products that can be used with auto scaling
+ {#F DynamoDB Auto Scaling B3 B &M #E

* Using a load balancer with an Auto Scaling group

* What Is AWS Global Accelerator?

* What Is Amazon EC2 Auto Scaling?

« {42 AWS Auto Scaling ?

* What is Amazon CloudFront?

* What is Amazon Route 537

+ 4R Elastic Load Balancing ?

« HARRERBIGHER ?

c TARNAEFAREERR?

* Integrating Jenkins with AWS CodeBuild and AWS CodeDeploy

» Creating a four stage pipeline with AWS CodePipeline

<M -

» Back to Basics: Deploy Your Code to Amazon EC2

* AWS Supports You | Starting Your Infrastructure as Code Solution Using AWS CloudFormation

Templates
» Streamline Your Software Release Process Using AWS CodePipeline

* Monitor AWS Resources Using Amazon CloudWatch Dashboards

» Create Cross Account & Cross Region CloudWatch Dashboards | Amazon Web Services
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/what-is-aws-auto-scaling.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html?ref=wellarchitected
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://aws.amazon.com/blogs/devops/setting-up-a-ci-cd-pipeline-by-integrating-jenkins-with-aws-codebuild-and-aws-codedeploy/
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-four-stage-pipeline.html
https://www.youtube.com/watch?v=f2wvEQ_sWS8
https://www.youtube.com/watch?v=bgfx76jr7tA
https://www.youtube.com/watch?v=bgfx76jr7tA
https://www.youtube.com/watch?v=zMa5gTLrzmQ
https://www.youtube.com/watch?v=I7EFLChc07M
https://www.youtube.com/watch?v=eIUZdaqColg
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« Amazon EC2 Auto Scaling J IR EB EFHKEN Amazon EC2 SEHISRAE N AR F AR
BB EC2 RAINES , M BT A, EUNEESN BT BAPHNRDMZKESH
¥ , Amazon EC2 Auto Scaling 2TBRENEAXKZFT LB TFHBIXLREH, EXEZFME
£ , ¥2/ What is Amazon EC2 Auto Scaling?

« Amazon DynamoDB Auto Scaling £RIEEFRHREERR , A Application Auto Scaling Bk %
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
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- RELO7-BPO1 fE3RENE ¥ B AR A A B3h1b
« REL11-BP01 Y& T EAE I PG A 44 LA M| # FE

FESR A

« AWS Auto Scaling: How Scaling Plans Work
« f£ DynamoDB Auto Scaling B3I B2 &M &E
» What Is Amazon EC2 Auto Scaling?
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_autoscale_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
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https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/elasticache/
https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://keda.sh/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/asg-capacity-providers.html
https://karpenter.sh
https://kubernetes.io/docs/concepts/cluster-administration/cluster-autoscaling/
https://kubernetes.io/docs/concepts/cluster-administration/cluster-autoscaling/
https://aws.amazon.com/sqs/
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-scheduled-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html
https://keda.sh/docs/latest/scalers/cron/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-predictive-scaling.html
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» What Is Amazon EC2 Auto Scaling?

» AWS Prescriptive Guidance: Load testing applications

« AWS Marketplace: products that can be used with auto scaling
« ff£ DynamoDB Auto Scaling B3I B2 &M &E
 Predictive Scaling for EC2, Powered by Machine Learning

» Scheduled Scaling for Amazon EC2 Auto Scaling
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/schedule_time.html
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https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
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MRH

- HYXUELETHNRZLHE
» Leveraging AWS CloudFormation to create an immutable infrastructure at Nubank
- EmiRmeENE

» Implementing an alarm to automatically detect drift in AWS CloudFormation stacks

MR AL

« AWS re:Invent 2020: Reliability, consistency, and confidence through immutability

RELO8-BP05 fEFH Bl {LThREHBE X
B ST EDE S5 3N M B S E B,

W ZHLARYE , WEFREHTEERNRB AN Iz — BRTHREBRALSZEIBI , BIIAR
HELWERFHRNEERT, NS IEREREXGEBEREREPEAEDL , SHENHANBEE
K. AINEMBRE B AR EBRHIEE.

HEER BRI ZNMESNE, BERNETE~HE , FEPILHEBZEMBRARBTRE, X
MEFCRTREERD THEBRAMNEFERNEERE  FRARATBREEEZOTHEINE~NE
Mo

ERRERX

« FHRITER.

- BEEALREBTNIR , RAFINSTER.

- FEEEREMNITNRE , 2T RK.

« ERMEMERBENERLT , RIENT T EEEHE.

B MRESKERTAL  SEABNCKRBEMBERE , AIBUERSIAANEIRN TN | FRHE
HEREFEZRTNIRNESD . EEFHEZHHTIHRE  UERIEENITRIREETH. It
S, B ERIRBREASGABESEE , FIRHEN TEABIRE SN ERE TESTRS,

ERBYXMRERKRNELTRENXRLSL : F
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/mt/leveraging-immutable-infrastructure-nubank/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://www.youtube.com/watch?v=jUSYnRztttY
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KUHEEENENL, EBHHBEE , EULLARABHLNEANFERN , FEEBEL=EHEN
MENTRELEE , REFERER, HPLFATONERBELEERNFERZ/EE (CI/ICD)
Mt ZHE—K , RXBANBERLKELLEHEHLH R ( TRERNNE , HREBEBELEFHER
F)o

SREBEM[NR , BN ZUEARLCERAFREENRERSF  EHTHERENERERR , RITEZWER&
WENERF B3,

BRBRRUTSRZD A LERE , NTEBRFIIRE

- RERBEEEAZSHEEENNRE  £AET Gt FRITERANEERRBEERS , RE®EIR
KRB MEMIREENAE (1aC ) EE,

s BEREEABRSREFRAB, STNHMLIEDBERYE . ENHENREWNRIE |, 25
Getting started with AWS CodeBuild using the console.

- REWMBERSKAFNTNARFBEANEEXNNARFEN , TERBEZHENATL
EBEEILE . AWS CodeDeploy Al B HEPE R E it EIRS , 0 Amazon EC2, AWS
Fargate, AWS Lambda fA#hfR$FER. EREXLI R , iS5 Getting started with
CodeDeploy.

s REFERXMRS , SRAAEENAFL , N\TIHRER, EAENNARFNEMREE
¥ EEEBFEA AWS CodePipeline kBB EEM A M EEBHNBNL. BXEZHFAER , HSH
CodePipeline tutorials,

R

MRERESRE :

OPS05-BP04 EAMENIBBEERE
OPS05-BP10 £ Ha{L EHR M EBE
OPS06-BP02 Jli# 52

OPS06-BP04 E 3l i# F EIR
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https://en.wikipedia.org/wiki/CI/CD
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_auto_testing_and_rollback.html
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* Continuous Delivery of Nested AWS CloudFormation Stacks Using AWS CodePipeline
« APN SR : AT#IBI O BN L ER B RS RN SR

+ AWS Marketplace : A T B3I ke E ™= M

* Automate chat messages with webhooks.

+ Amazon Builders' Library : RSB H |8 Z £ ER
» Amazon Builders' Library : REFLERT , MER
+ 42 AWS CodePipeline ?

* What Is CodeDeploy?

p:idid

+ AWS Systems Manager Patch Manager
* What is Amazon SES?

* What is Amazon Simple Notification Service?

FESR LA :

* AWS Summit 2019: CI/CD on AWS
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https://aws.amazon.com/blogs/devops/continuous-delivery-of-nested-aws-cloudformation-stacks-using-aws-codepipeline
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/chime/latest/ug/webhooks.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://aws.amazon.com/builders-library/going-faster-with-continuous-delivery/
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://youtu.be/tQcF6SqWCoY
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- ZOBIE
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=T
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RIEXE
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« REL09-BP02 R¥" H MZE %12

- REL09-BP03 BEaITHIESZH
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https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
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REL09-BPO1 iRFI HB L EEZ MM BHIEIMNEREE FIHIRE
THRAEA TEASFTAOKERS MEBENZ A, ASBRSIEMTEM TEARKIENIHEE,

HEER  HERFCHE , ARBEEMHRT T 2K, RE , BIE RPO W BEMERI 7RI, It
REIRIZOXEHRBENREF , REEBMNEMRREFKE. EHABWERNBERT , ARERNE
B A LAFEE XA RPO M RTO NEHBITEMIRE RS &,

TRGAERER © Bt

ERRELX

- FTHBIEABNMEHREREREEEM,

- RANKBEERREITED

- AP BBERFHTEZD , BREEREEENL,

« XBEEN RPO , RFEZMIMEBTERHE RPO,

- RAIGENREVERERSTTUMNEMKRE FIBHE.

B MRERERNFL  BEFTERONUEAXBERMINGRGEZRZM , EEFMINEIRIFE HIE
EEEN , XFAURESEFEVHRZERNIREBRTENED,

EABUXHREXIRNBERATRENRRSEER . &
RS

e AWS BUIEFE# ISR MR I8, Amazon RDS #l Amazon DynamoDB £ RS & 85k 2 35 7]
SRR RBERE (PITR) WESEH , XEEALLERARETE LN ATES TS, HNEER
AR, % AWS RFEH T HFZHEF T H4 AWS XiF#IIhEE, AWS Backup TE@ERHET
ETR AWS RSP EFRZI BIEBIBBRIFAIBES. AWS Elastic Disaster Recovery & 8] LM AR
#h, BAUAXHEXEHEFHTENRS S IEABRHARBEERERY , MEKBHR (RPO ) U¥H
B4,

Amazon S3 AT AEBTEBRHKIERIEM AWS EEHRERKIRH Z 10 BHR. Amazon EBS, Amazon
RDS. # Amazon DynamoDB & AWS [RFEEAATRIERZHHANEDIRE, A, WA EAE=A
208,

AT LA AWS Storage Gateway 3 AWS DataSync 4 $#E % % Z| AWS Cloud. Amazon S3 &
A A TE AWS REFILEIE. Amazon S3 2 Z/NEME (5120 Amazon S3 Glacier 3% S3
Glacier Deep Archive ) , A A FRREIE 76 BV A<
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https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
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BRI DMNEASRRE FIBIE |, AKFZHIEIREFR. Hl , Amazon ElastiCache EIZAT 255
Amazon RDS REEIAAATFEERBFEERNEFNBIE. MREXHENRETATHERESER
(RPO) fxERTE E#R (RTO ) BXR , BARTTERMD. S —MlF9H , tnRFEH Amazon
EMR , REALUREFEM Amazon S3 E#IE| Amazon EMR & |, N A REFREE K 9 HDFS HIEEM.

FEARZFHRERN |, BERREBEFAANNRE, MEBRFEAENRBEBRTZORE (ERXRAZH
gt ) FBIEEHNBME R, AR ZFE TEREB RTO.

KiES TR

1. BETHFEARNABERERR, BETUFERESHERS , flMSdERE, £, XHRLE, BERE
ERGENMNREFMH, BERARRED , ERFXRFHEBIENTE AWS RSHEXIE |, URXL
RS RENZ DR,

2. RBEEEUXNBERFEHRTOR. XTIEME  FTRAREEESTRANEEZRE , Rit#HE
BRENER, i, —EHFEURIIFFEE , EREITEN RPO , M5 —EHEMNFBLE
B, IEASZREN RPO MEMBENHEER, SHRL , TRAKEEETELEFEN RTO
ER,

3. EFH AWS E=ZFRESKUBHBIENZ M. AWS Backup B—IHHEERS , XIEE AWS Lol
BRHBIBEBRBEMNZ M. AWS Elastic Disaster Recovery 2B E| AWS Xii# B 3 T REIEE #l,
KRZ¥H AWS RS EEERENRIEZ P IAE, AWS Marketplace B SR A REREMH TiXE
Thée, BSETEMINER , THEXMAMNTE AWS RS OIEKBEZHNES.,

4. WEBEOLNWBBEEIBEESNE, BUESHTERER , TX AT WE AL RIR S HIH Sz
&M, BB —HER , EEENMNKREFIRFEAR ML IEZMAER , BN A6
LESFRMEBFOERNIELR, 53— MIFREMNZHHITERWIE LN RREFBIEANEK ,
FEHEATRHE RTO EXR, EHEBATEMENE K HEVHEREUNRE K BEEFEHIT
MRS B A X LSRR S S 3R, Hlin | B M Amazon S3 FEIE ML B EIELE ( W1 Amazon
Redshift ) 5, MapReduce 58 ( 1 Amazon EMR ) , SAEXN WEHKIFEH TN , SREEMNH
R BREFBFENG F. REREXSITNEREERERVEIETEN , LRTFT2BIBEL
FEg MapReduce EEFHMEMAZIHIFEBEANK, HEATNBERFEEFHHBENGSFIEETF (W
Amazon ElastiCache ) 2 RDS RiEEIZ,

5. HEZRDHEFENRR, QIBBERFENZOR—NEHMNITHRE , RMEEURT RPO,
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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o AR AWS Backup ?
* What is AWS DataSync?

* What is Volume Gateway?

« APN SR : AJHBh# TR DK S BN
« AWS Marketplace : 0] B F& 787~

* Amazon EBS Snapshots

» Backing Up Amazon EFS

» Backing up Amazon FSx for Windows File Server

» Backup and Restore for ElastiCache for Redis

» Creating a DB Cluster Snapshot in Neptune

- SIEBBIRERR

» Creating an EventBridge Rule That Triggers on a Schedule
« /A Amazon S3 B T X E #

« EFS # EFS AWS Backup

» Exporting Log Data to Amazon S3

s NREMEHPER

« DynamoDB HIZEZHHER

+ DynamoDB A&t R RIRE

* Working with Amazon OpenSearch Service Index Snapshots

« fF 4@ AWS Elastic Disaster Recovery ?

FE<AAM -

* AWS re:Invent 2021 - Backup, disaster recovery, and ransomware protection with AWS

+ AWS Backup Demo: Cross-Account and Cross-Region Backup

* AWS re:Invent 2019: Deep dive on AWS Backup, ft. Rackspace (STG341)
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/backups.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-create-snapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://aws.amazon.com/solutions/efs-to-efs-backup-solution/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains-snapshots.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://www.youtube.com/watch?v=Ru4jxh9qazc
https://www.youtube.com/watch?v=dCy7ixko3tE
https://youtu.be/av8DpL0uFjc
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£ AWS Identity and Access Management ( 1AM ) £ 5 1936 iF F 1R AN AR 5 Sk 322 1 48 U 3 % 2 89 15
|, FERAMZEINEER LR DN HBETEMERHS , UERRNETE MR TE IR,
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Service (AWS KMS ) tIEH FHHIEEL K ELEAUREECHERAHBITNHEHAR, 4
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%, {£/H AWS Elastic Disaster Recovery B , INZFIEEBPHRBENBSHIE, BEEEEMRERE ,
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 7£ Amazon RDS H{EAMNE ., H&EAIE RDS sEfIat , ATLAER AWS Key Management Service
BB RS,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
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» AWS Marketplace : 0] B F& 787~

* Amazon EBS Encryption

« Amazon S3 : FIFAMNZEXRFEF HE

* CRR MifINEE : EFBELFHEE AWS KMS iy i =4, ARSI MNE ( SSE ) BIEINR
+ DynamoDB 7 1%

+ H0% Amazon RDS &R

* Encrypting Data and Metadata in Amazon EFS

» Encryption for Backups in AWS

- EENBRR

« &M - AWS Well-Architected Framework
« f+ 42 AWS Elastic Disaster Recovery ?
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https://docs.aws.amazon.com/drs/latest/userguide/volumes-drs.html#ebs-encryption
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/encryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery_Howitworks.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIT.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-policy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/dynamodb/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regions.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
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https://aws.amazon.com/ec2/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/s3/
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https://aws.amazon.com/aurora/
https://aws.amazon.com/dynamodb/
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https://aws.amazon.com/ebs/

AT AWS Well-Architected 1242

AR
QN’S_‘
AAX a AAK b AIAK ¢ @
@ ‘
. VPC Amazon Simple
Storage Service (53)
b fo (o b
2y E‘:I 3y 25
NAT F3% Flastic Load NAT F% NAT F3%
Balancing
;1 “ M—L M Amazon
Auto Scaling 42 DynamoDB
EC2 5&f5l EC2 3 EC2 5&f5l
L3 A K A
[{=P) [{=))
' N [ 4 b ]
Amazon RDS (F) Amazon RDS (&F)

9: B=/NUAXKBHNZERM, EXE , Amazon S3 Fl Amazon DynamoDB A4 & B ZREE|
ZATHAK, M ELB th & ZBERFAE =KX,

FRAZN AWS XiF

MRTERBFZERSHEE (MXBEMRE, SESTRAMEXNNARFHEFTRNE S R
AAMERNES )  BURFEBHEN AWS XEAEEHNFAATAML, EXHBERLT , BNZ
EELWA AWS KEHEHFEMET TR (RIRBBEEEERTFIXLM) -

AWS XEi v Fit R & MS NN TRIBEXE, AWS XEIE2MWATAXMAL , EYMESEN
FEEEEEZES. RTPHLIMER , AWS BREFAXRITEFR X B2 B TE2IMIIZIT (B
HXERS ) o AWS KBRS HHERIT I FERE T XE RS

HEESANMXEHEITIEARN , NERRETER, BTARXKSEHNRFERILEDTFEMT , Fit
BAEBNXHPEHNTEABNES. RIUTERSHIBERSI  XESEESRNWEMRE , Hlu
VPC,

AR BERSZXERITE , FRIETHFAREBEENMNKEPIZIT, MREEXEZEZKBIX
R, BRI XEPNAHEB TS - MXEPHRSHAH , N INRERRH EZHIFT5HE
PRI

N T EZEXEEBHRIF M , AWS CloudFormation StackSets A LAES 24N X5 & #I& 4 AWS
Eifg#e, AWS CloudFormation BRAIAKRNEERZ , HEENMXFEHH AWS BREFELEE
HiER, 1% AWS RSN EENITEABA~RUESXEHES, Bl , Fla , EC2 Image Builder
AIAESRHERN EC2 & (AMI ) X EEERANENXE, Amazon Elastic Container
Registry ( ECR ) AI U R BRI E HI FiE E R X1,

REL10-BPO1 F TEAHIMEE S MLE 142


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/image-builder/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
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https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover.html
https://aws.amazon.com/application-recovery-controller/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
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SHEEN TN, W TEMNRE VPC BEREE , AWS Lambda H31 N EERE A Ak,

e. FREEM@MR (HlMAFRBER ) REUHERR 28, MREATEXSAEGE , AWS NAHRE
FRESHHENMNEN SRR NMARATAIAXZRME AT EC2 REAMBR[FRT ,
FRREEMBHAINERZTNAIRAXFANEIR. WREZABEXFHAESEE , BEMH Amazon
MRAEFREZRER (ARC ) REHRATAXEBINE, NREEANRFE=FNHHHHFHEX
BT HCHAREEsS  THelEEEFRTARN S a0,

4. BESAN A ARXEH TERRVEE.

a. MREFEANE AWS FEERXBIERS , #l Amazon RDS. Amazon ElastiCache 5 Amazon
FSx , BMEERAFERUTHEBESFMFIMINEE, YEFNSRAETRAXEHMARER.,
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ETESMAMNBECALETAHARSEXEE, NXERSEASTRAXEE, EFMHEMNRSH
AFEE , MBERIAMBEATREEATZTAHAXES , RERBXIMNBRE.

c. MIRBEITHRBTEENREE. RIFEECHF#ERS , FRENABRFNEARRESKR
FHITZWAXES . ABNARFHNAREBRILRE.
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1%, XETREAETRIRERMAREE ERETH P it BN, XTATEUEBHE
i DNS 125 , BISEREWEENE (TTL) & (Hll , 60 BDREE ) , UHBIF L EREER
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1. BATEXBEH THEMEERANFTERERS (0S ) MNARFRB. UEMXE , JUEAR
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Amazon ECR BXIBEHERR A REFEHREIMRPVEH[MRG. NATEFEHNAREFERN
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
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2. MEMNTERBRNEE THIE ( Hla0 , FEE AWS Systems Manager Parameter Store VS5 )
BEIZANXE, FRNASRINANEREIRE , BEENECERTIEABN S/ XEE HIH
B, f#fH AWS CloudFormation ZEMIREEAMRIBBREREXEZEAE—E4IEE, MREER
NIREREAMEBXEHTRERE , BT ERRENHRER DI H/NMEATERAE , Rt
8 7 1tb 38 H0Rk & A 1ED

3. FBIEMNE X E B 2B X,

a. Amazon DynamoDB £ BREHKFEN L BEIER , IUMNEFAZEFENXBEEAXLER, NTFH
© AWS FEERXBIERS , HlW0 Amazon RDS. Amazon Aurora 1 Amazon Elasticache , #&d]
DEEEX (WE ) XEMEIER (R ) XiF, BXXEEFNFAFE , S FHMEMNERISHAF
MARANGIERE,

b. MREZBZITHRETEENHEE K FPRENABRFNGARSRESRZEHTSXEHES, &
ENAEFHNAREBIE,

c. MR ITEMEMEM AWS EventBridge , N ATsEFEFEEMN SN EX X EHEBIXEH, 7
I, BEHBXEPNEHELIEENEXEFEEEHW B .

4. ZRRBUREZARELFEBEXEFEAMBNMER, FTHLE2UMNS AN S ERE
AXESEENZARLEX SR EBFENZFHRIE , HEALKTENZHRNETRE X EEE
HEIE# TI% . AWS Key Management Service ( KMS ) X3 multi-region keys , MER £ #1%
RANRFBEXHEZHNER.

5. ZEBEH AWS Global Accelerator , B REEMQITEEEZTHRANKXE , RIEGNARE
89 AT A

R
X REREK

- REL02-BPO3 #a% IP ¥R ELE BT B A A
« REL11-BP05 A SRE MR LERESITA
» REL13-BP01 EXEHMEHEFEE XNIRE B 7

FARH -

« AWS £ IREIRHE
» White paper: AWS Fault Isolation Boundaries

* Resilience in Amazon EC2 Auto Scaling

« Amazon EC2 Auto Scaling: Example: Distribute instances across Availability Zones
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https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://aws.amazon.com/about-aws/global-infrastructure
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html#arch-AutoScalingMultiAZ
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* How EC2 Image Builder works

« Amazon ECS I EFHEE R LA L (B3E Fargate )

« AWS Lambda BB FEIRE B

« Amazon S3 : EIXREAR

« Amazon ECR A FAE IR E HI

« 3% : £H DynamoDB # % X5 & &l

» Amazon Elasticache for Redis OSS: Replication across AWS [X 13 using global datastores
+ Amazon RDS H#y5E %

 {#H Amazon Aurora Global Database

* AWS Global Accelerator Developer Guide
* Multi-Region keys in AWS KMS
* Amazon Route 53: Configuring DNS failover

* Amazon Application Recovery Controller (ARC) Developer Guide

+ Sending and receiving Amazon EventBridge events between AWS Xig

+ Creating a Multi-Region Application with AWS Services R¥IE&EXE

« JFE AWS KR¥#ENMRE (DR) ¥, B—H D : siniRERMK

* Disaster Recovery (DR) Architecture on AWS, Part lll: Pilot Light and Warm Standby

MM

+ AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications

* AWS re:Invent 2019: Innovation and operation of the AWS global network infrastructure

REL10-BP02 AV BaI IR EZR T EMIE

MRTERBOVAHIREENTHXEAGBIEFORNIZT , WATFAMEXIEEELIRE B AR
NAREZE TR,

EARBYXMRETERNBERTRENRNKREFE : &
KiEE S

MRBTEARORTEZEAF TEARMBEIS M ENRESRER , WAFTREHLMHFEER, X
MIEAT  YAULERZLEEMIRE, ENFENAERFNERLZHENREIIAIL.
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/how-image-builder-works.html#image-builder-distribution
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-placement.html
https://docs.aws.amazon.com/lambda/latest/dg/security-resilience.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/replication.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-region.html
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://youtu.be/2e29I3dA8o4
https://youtu.be/UObQZ3R9_4c
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fflgn , Amazon EMR @ AMEBETAXANBEEH#H IR TR , BN EHRXRNETEHFHTUHE
ElREERE , BEBEFRER, MRXRIEARTIUMENSEAY  NSTIEEEFHBBERH
REHE, BAHEXNTF Amazon EMR |, SR IZBEBRZATAXUAN AT TRHTRE. BTN
BN A, /A EMR X4 %% (EMRFS ) , EMR RIS T2 44 1 Amazon S3 /| 3 1 T LAES
ZATARXSH AWS XE#HTE 4,

EIE , X F Amazon Redshift , BRIASEZIERH AWS KIFAENERATRAKX , AENEF R ERH
TME. MEERTRER X+ EE.,

N FEHEBE A BFEFOETRFJ[VERSITEAE , B BEA AWS Elastic Disaster Recovery
REF AWS AR TEAR. MRELE AWS EEH , NI AFEAREMEREREN TEARRIPEH
A AXEXE, FHREREETREREFXEPERASENRBES , LUERIE A 5 ih Ik S 7 i 5
AEFNET=ENNARER.

1. XEERBE. RuUERAET RHBEXFHERR. WRTEREMABT %4, NERA EC2 ZHIAY
BaREeE , HEET Amazon EC2 & ECS A4 BAHSBSHXI B REE B,

¥ Amazon EC2 Auto Scaling A A FXT 8 ANSEH IP #hak, FAE IP #buk, 384 1P #huk MSKFlT
BIEEBERNFNMER TR,

- BHRRAFBETURATRAAL , LASHIEARTUEREES.

* R Amazon EC2 SLBIH B IRE ThREA THEE R NKH ID #bik, FH IP ik, 34k IP #huk
KB TEAERR TR R

- BEMEDERSERNEIKGHER |, @ SNS TR ERERSIRE,

- BEXEFEABIY % EC2 MEWERT |, BEEAAmMazon EC2 =44 a5 EIEIZE 45, Amazon
ECS E4xXIBRIEE DL,

- FAXEEAAAENY , ZEPUCERELASENRESEXRIESHHE,
- f£f AWS Elastic Disaster Recovery SRR FENMIBWERS TEAR.

BIR
FRITAY :
« Amazon ECS &4

« Amazon EC2 Auto Scaling (@ B HiEH
.« REXH,
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-ha-launch.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-fs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
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- RSB 4
* What Is Amazon EC2 Auto Scaling?

» AWS Elastic Disaster Recovery
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HEREWERN | BiERFEH 90% FLZHENIE,

FARER :

- tBETERFEEE.

- EPRRBENRBEINRTE T,

« ETRRTZBHEZREHAN (BBEREERIN) o
« [MEREBRERNINEFNASHEHEE,

- REREBRIERERRE,

B MRERERNTL  EHETETNEN , FSERRBEWHEREEETAS , AWK T HA
MHERE. &HAEERRNRERE (HNTRINRBEHE , RERZIRF AR EREEXN
BFR, BHABAER ) |, XERED R AR,

ERBURMBEXRNERTRENXNRESR : &
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EMaM L, RRBARRERODEHEREN - IMXRA, EEXNRET  BESEHIER KA
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AARMXERSNHERS , EHERENS SR T B TEARNVEN,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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BHEEBMERCE L , N XEMEE# T,

- ABBEFEZSE R , WHELTRARERSHENTEEAYT B, XREEEHEPERHI
SENLFEE, XEF—NANNFL , MEATURAEBRETATH , ASSTLER
ANk, IEI Colm MacCarthaigh £ Reliability, constant work, and a good cup of coffee)
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4. B KD B RDINEELER , FEAREBEIIX/ME,
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Bt BN AE, EERNFM. S— I BEHERATHHEHRD>AENSHE , FINEENBEAR
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HEERSXEER G THEHEMEAENER/MXPRAMEBERARNAEEBERARE , E
XEEENEARARE, #I8 , XSXERHLXERENERYE  NTAES TEARBEX
RHBRTHEN, EXEZFHAEFEER , FSHREL10-BPO1 FHITEARIBEIZMLE,

6. KBHE  RENKBEBERBNZALTRMNIRBEXFEIMEL T,

- FEPTERAREMBDEAFBFILEIANEZMSBSNECHARE, BXESFARE

BZRAEPEXALE TN LS HE,
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MR B fESREK

« RELO7-BP04 XI I #E &# 1T Sk it
« REL10-BPO1 M ITEABIERZMIE
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 Reliability, constant work, and a good cup of coffee

 AWS and Compartmentalization
- FEAENS XH#HTIEARRBE
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/blogs/architecture/aws-and-compartmentalization/
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
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- BXUERTHANLZLHE

MR AL

AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small

AWS re:Invent 2018: How AWS Minimizes the Blast Radius of Failures (ARC338)
Shuffle-sharding: AWS re:Invent 2019: Introducing The Amazon Builders' Library (DOP328)
AWS Summit ANZ 2021 - Everything fails, all the time: Designing for resilience
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« REL11-BP06 =S54+ 520 ] A 14 B A% & Al
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RAMET TEABeIEELMNMENED , RLEETHXBERER (KP ) FEBNRN MR
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://youtu.be/swQbA4zub20
https://youtu.be/sKRdemSirDM?t=1373
https://www.youtube.com/watch?v=wUzSeSfu1XA
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BRRBRNEZENBHENEIN, BXRENENEZFMEER , 555 (Advanced Multi-AZ
Resilience Patterns) BE i # Y Gray failures,

KHES TR

- BREREATHXAUSROEERE ., MENBBRTFREMENE , Kb EREREMEN ,
AIME R ICET E R E Rt E B AR ( RTO )
- NAANREERSHREFMGLEIE,
- BMEFHALENT EC2 KAIMBZT ARUREELE, FHAKEIN 1 o8 hERRMAER , B
AR 5 28 R [E FR IR B4R,
- BERBEEN RDS REBEE LR, WRKEFEM RDS 6 LWRE  REKTFRE#ESRL
EHNERAER.
- MEUTEMAPRBLRSI[AMNEIEER : Lambda, API Gateway, Amazon
EKS. Amazon ECS , ARFIERE M M5 E =R,

s WMEUTRINEFMFAEFNSIZEESR : Amazon S3. Amazon FSx, Amazon EFS Hl Amazon
EBS.
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/monitoring_automated_manual.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://catalog.workshops.aws/observability/en-US/aws-managed-oss/amp/ecs
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/monitoring_overview.html
https://docs.aws.amazon.com/efs/latest/ug/monitoring_overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
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FRRAFS48REERAFHNHMEAR, TETHELREFITANGEESESZIE ( XM LEN
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TR

BIBRRER AN EE LiEtr, MREBUUEEFFER K RULBERXETEFRER TR,
BWEER , ERNB TEAENEATIARAEEZTRAEER , AERMTLHMEEFIT ERR, B
RALLEM S REZRSIEIRLE |, B Amazon SNS SEFHHREER , HEEHDT BIELES
FRARMOYT BRER TIEAZR TR,

RIBEFENR , UM E2MIER, TUAFERAEFERENEEEFEY, EHENRREMEE
BBRIENR , B REEUEEEZERENRBNIE T,

RSB, FRIBERSZE, FAPHARYE , B THRNAERFRERERSHNETER , LME
B E M2 BT BE R B R 45 IR VIR AR R R

ERIM XK Rl BISIERE ( 8 CloudWatch 3 X-Ray ) 2 HIER MBI W E.

BERT T 8 AWS Health HIREBERIER. BT AWS AR BHRS 612 E & X2 6B 7oA K2R
B RSB #H AWS Health E4B A , HEAEEARNEN Amazon EventBridge SIS MEIRT
BE&E/K.

R
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Al FMEE X
REL11-BP06 S 44 $2 0 o] B M A & 0% 18 41
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Monitoring Your Auto Scaling Groups and Instances Using Amazon CloudWatch
K BENIEHR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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« Understanding availability

MR AL

» Mitigating gray failures

MR =B

» One Observability Workshop: Explore X-Ray

HXIE:

» CloudWatch
* CloudWatch X-Ray
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o
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/understanding-availability.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://catalog.workshops.aws/observability/en-US/aws-native/xray/explore-xray
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html
https://aws.amazon.com/application-recovery-controller/
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W17, IERHNERBTARSH RTO F RPO,
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
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£ Route 53 M BB 1T AMER

» Disaster Recovery with Amazon Application Recovery Controller
- WEZNY ATHEERY EC2

« EC2 #f¥ - ZHAK

- ECS #Z - ZAAK

» Switch traffic using Amazon Application Recovery Controller

- EANARFARSERMAMEBH Lambda

« ACM EHMKRMER

« Parameter Store & HF K MR

« ECR BXHE H M A MR

+ Secrets Manager ¥ X i3 € #lfi &

« N EFS MANEREBEXHE H

« EFS BEXESEFIMARER

. MBERRER

- £/ MRAP K S3 i R A %

« 9 S3 BB XiHE &

» Guidance for Cross Region Failover and Graceful Failback on AWS
- EAZXESKMEFIEITRRER

+ f£F DRS #ITR MR

FRRH

» Disaster Recovery on AWS

» Elastic Disaster Recovery on AWS

REL11-BP03 EZIEEREE
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NTEREFRENARFNIBEXESEE  JUNIAREXRKFIRIRE RN BB EERRE.
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https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://github.com/adriaanbd/aws-asg-ecs-starter
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://github.com/aws-samples/ecs-refarch-cloudformation
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/lambda/latest/dg/services-alb.html
https://github.com/aws-samples/amazon-ecr-cross-region-replication
https://medium.com/devops-techable/how-to-design-an-ssm-parameter-store-for-multi-region-replication-support-aws-infrastructure-db7388be454d
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
https://disaster-recovery.workshop.aws/en/labs/basics/secrets-manager.html
https://aws.amazon.com/blogs/aws/new-replication-for-amazon-elastic-file-system-efs/
https://aws.amazon.com/blogs/storage/transferring-file-data-across-aws-regions-and-accounts-using-aws-datasync/
https://docs.aws.amazon.com/whitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi-regions-and-aws-public-peering.html
https://catalog.workshops.aws/s3multiregionaccesspoints/en-US/0-setup/1-review-mrap
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://d1.awsstatic.com/solutions/guidance/architecture-diagrams/cross-region-failover-and-graceful-failback-on-aws.pdf
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://disaster-recovery.workshop.aws/en/
https://catalog.us-east-1.prod.workshops.aws/workshops/080af3a5-623d-4147-934d-c8d17daba346/en-US
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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1 Amazon OpenSearch Service, EF T ZRFWBAILLRITHFETANAN BN EETEE, FLEEHFHHEAR

REL11-BP03 B#{EEFERE 158



AT AWS Well-Architected 1242

UMETRERNERER , N X BHIHFH TEREREHVUBFT T R. ZTERBEATUER
AWS Systems Manager Ba1#.1T , MTTIRIES E B,

Amazon EventBridge A i T2 MiEEEH |, Hla0 CloudWatch BRI E b AWS IRFHPHIRSE
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BRAE,

- NTFaERIWITESS , AAIFRAMERSE  REEREENAERHEEHRERE,

« ZJR Amazon RDS 8. W T&AXEH , BEEB N AMEBEZARM, £X Amazon RDS R
REIAR , FEEEHCITERE , FRFZEIRK N ERIT,

- EEC2EHIEXmEHMRE , XEKFPHBHNARFLLEBEINZ/MIE K BEREEATE
FiiEsh. HEENNARFDBEIZMEN , AIUEABMERBTRAERENEFHEHRS
K, SEHITHIBEBRMERH IP ik , LAK% EBS M Amazon Elastic File System = & A T Lustre
S RSEMER T Windows I HRGHNER S |, BLBERE., #H AWS OpsWorks B |, #&
AEERBIEE EC2 RHIHNBEFIES.

- SEEFEABT BHEIME , NEBHIRE HHER , ATEAER AWS Step Functions 1 AWS
Lambda SRiEEIIRE. HTLEFEABIT R, AELEZFERA BN MESLENIRE XM , ATLAFEH
AWS Step Functions 1 AWS Lambda #1TB3115 5.

« Amazon EventBridge A Fl Fis = MG IEEH |, Hli0 CloudWatch ZEiR s H it AWS BRFHHRSE
W, BEBHEE , ZRSTLUAMA AWS Lambda ( REMEIR ) , EIEARLETEENEE
B,
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X REREK
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
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AWS Auto Scaling B T/E/RE

Amazon EC2 Automatic Recovery

Amazon Elastic Block Store ( Amazon EBS )

Amazon Elastic File System (Amazon EFS)

What is Amazon FSx for Lustre?

What is Amazon FSx for Windows File Server?

AWS OpsWorks: Using Auto Healing to Replace Failed Instances
£+ 42 AWS Step Functions ?

T4 & AWS Lambda ?

ft 42 Amazon EventBridge ?

£ Amazon CloudWatch 23k

Amazon RDS k¥ #E

SSM - Systems Manager Automation

o FIMENRESSE
FE<AEm -

Automatically Provision and Scale OpenSearch Service

Amazon RDS Failover Automatically

FRRH

Amazon RDS KM #EBH IS

XTI EH .

REL11-BP04 % & H 8] 1k ®i T 2 4iE E Ak M A~ 2 2 HI E AR

CloudWatch
CloudWatch X-Ray
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WBEERSRE. ENAERZBHMENEHIRIREREZHEBNN  FRTEAZKOHENZHER
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53/sla/
https://aws.amazon.com/route53/sla/
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
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* Amazon Builders' Library: Avoiding overload in distributed systems by putting the smaller service in
control
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://aws.amazon.com/partners/find/results/?keyword=automation
https://aws.amazon.com/marketplace/search/results?searchTerms=fault+tolerance
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/lambda-executions.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Operations_AWS_Elemental_MediaStore_Data_Plane.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/blogs/containers/managing-kubernetes-control-plane-events-in-amazon-eks/
https://www.youtube.com/watch?v=gy1RITZ7N7s
https://www.youtube.com/watch?v=62ZQHTruBnk
https://aws.amazon.com/blogs/aws/amazon-route-53-application-recovery-controller/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
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 Building highly resilient applications using Amazon Application Recovery Controller, Part 1: Single-
Region stack

 Building highly resilient applications using Amazon Application Recovery Controller, Part 2: Multi-
Region stack
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https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
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* Minimizing Dependencies in a Disaster Recovery Plan
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+ Static stability in AWS: AWS re:Invent 2019: Introducing The Amazon Builders' Library (DOP328)
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_avoid_control_plane.html
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/appendix-a---partitional-service-guidance.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://youtu.be/sKRdemSirDM?t=704
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://aws.amazon.com/blogs/mt/whats-new-in-aws-observability-at-reinvent-2022/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53
https://aws.amazon.com/application-recovery-controller/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#pilot-light
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https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/rds/aurora/global-database/
https://aws.amazon.com/rds/aurora/global-database/
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
https://docs.aws.amazon.com/drs/latest/userguide/failback-performing-main.html
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« AWS Architecture Blog: Disaster Recovery ZRFIEHE X E
« AWS FTHEABHRERE : =FHIRE (AWS HES)
s ZHRMTGEIRE IR

» Build a serverless multi-region, active-active backend solution in an hour

* Multi-region serverless backend — reloaded
« RDS : BXEE Hl R EEIZ

* Route 53: Configuring DNS Failover

- S3: BXEEH

« fF4 2 AWS Backup ?

+ What is Amazon Application Recovery Controller?
« AWS BHERERE

* HashiCorp Terraform: Get Started - AWS

« APN SR : ATAEBh# 1T IR E M & EIX £
+ AWS Marketplace : A i TR ¥R E B 7=

TSN

« AWS F THERENIGEIRE
* AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications (ARC209-
R2)

+ Get Started with AWS Elastic Disaster Recovery | Amazon Web Services
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https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html
https://read.acloud.guru/building-a-serverless-multi-region-active-active-backend-36f28bed4ecf
https://medium.com/@adhorn/multi-region-serverless-backend-reloaded-1b887bc615c0
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://learn.hashicorp.com/collections/terraform/aws-get-started
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://www.youtube.com/watch?v=cJZw5mrxryA
https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://www.youtube.com/watch?v=GAMUCIJR5as
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« AWS Architecture Blog: Disaster Recovery Ry |1EE X =
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* AWS Elastic Disaster Recovery
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« AWS Elastic Disaster Recovery kB HUER
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+ What is AWS Fault Injection Simulator?
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* AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications

REL13-BP03 iz 7 ME 4R & S5 5 LA IE SE e S SR 206


https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
http://roc.cs.berkeley.edu/
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://youtu.be/2e29I3dA8o4
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https://youtu.be/7gNXfo5HZN8
https://aws.amazon.com/cloudformation/
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+ AWS Systems Manager Automation
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https://aws.amazon.com/codepipeline/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_aware_quotas_and_constraints.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_limits_considered.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_monitor_manage_limits.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/detect-drift-stack.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://aws.amazon.com/answers/configuration-management/aws-infrastructure-configuration-management/?ref=wellarchitected
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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* Implement automatic drift remediation for AWS CloudFormation using Amazon CloudWatch and
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https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://aws.amazon.com/blogs/devops/identify-regional-feature-parity-using-the-aws-cloudformation-registry/
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://aws.amazon.com/blogs/mt/implement-automatic-drift-remediation-for-aws-cloudformation-using-amazon-cloudwatch-and-aws-lambda/
https://aws.amazon.com/blogs/mt/implement-automatic-drift-remediation-for-aws-cloudformation-using-amazon-cloudwatch-and-aws-lambda/
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/step-functions/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_graceful_degradation
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AWS Marketplace: Products That Can Be Used for Disaster Recovery

AWS Systems Manager Automation
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https://aws.amazon.com/application-recovery-controller/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_playbook_resiliency
https://aws.amazon.com/disaster-recovery/faqs/#Core_concepts
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_config_drift.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_adapt_to_changes_autoscale_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_disaster_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_config_drift.html
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://aws.amazon.com/blogs/networking-and-content-delivery/orchestrate-disaster-recovery-automation-using-amazon-route-53-arc-and-aws-step-functions/
https://aws.amazon.com/blogs/mtbuild-aws-systems-manager-automation-runbooks-using-aws-cdk/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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* AWS re:Invent 2022: AWS On Air ft. AWS Failback for AWS Elastic Disaster Recovery
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https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/drs/latest/userguide/failback.html
https://aws.amazon.com/disaster-recovery/resources/
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://youtu.be/Ok-vpV8b1Hs
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