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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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Mo

2. AR AMBEMMERER , SEMITATURBERZTHNRE TR RUNEREEDNEZ
FBEAHER,

3. RIBFEMMER , BUEESEERNTRHEM LIRS, SHLAESE , RAUEFLKIEZI AL,
a. EA®EIM AWS Audit Manager 2 X RS IEIES A HERFTITIRE
b. AT LB AWS Artifact TE AWS Z£E5E&H M,

KT RINW THEERS : P, KEEAMERHESSE, ERFHIBERSAM TR THANESR
o

R

MR RERE :
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RS YRR

* AWS re:Invent 2020: Achieve compliance as code using AWS Compute Optimizer
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https://docs.aws.amazon.com/compute-optimizer/latest/ug/what-is-compute-optimizer.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_test_validate_pipeline.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://aws.amazon.com/financial-services/security-compliance/compliance-center/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://www.youtube.com/watch?v=m8vTwvbzOfw
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* AWS re:Invent 2021 - Cloud compliance, assurance, and auditing
+ AWS Summit ATL 2022 - Implementing compliance, assurance, and auditing on AWS (COP202)

MR =B

« AWS E# PCI DSS # AWS EftiZ £ ZELE

MRS

» AWS Artifact

+ AWS Audit Manager

* AWS Compute Optimizer
* AWS Security Hub
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x, BEFZAFEIEATRDS , AREEAFIBPFELEATRS. BAULLFEHSREHN AWS
BHRESERITHR , BEITEARNBERS , HRATHEBEERRK,

AWS ZRAUFEAHNXBESEIFEABNESARUTENTR , UBRIE AWS RESEXREE

HZEH), Enterprise Support EFAILAMERZE T , ZEXEEBEBMNRETNEE L EMELE

A RIR

XEFRFEBEANSS , UHBESHAMNBR TEABFEKRIR | HIERFRH A E RS & 4w By HEE K
Ih, B ERFTEE R FE SR 7] LAES Bh B E 4R Se B,

AWS Trusted Advisor 2—f T | it AR —HZORE , XERESXRBMAICEIN , BEIBEE
f£ 5% =W, Business Support &1 Enterprise Support & AL HtE K XEREERXILSE
., TSN, MEEMAARMLL | AT — S HR B b1 E R L E I,

BRBE4E R -

o IRTEHIE R Well-Architected 1 Trusted Advisor #i 5 H R EVITEh

OPS01-BP05 iTfk B 2 5S 13


https://www.youtube.com/watch?v=pdrYGVgb08Y
https://www.youtube.com/watch?v=i7XrWimhqew
https://aws.amazon.com/solutions/partners/compliance-pci-fsbp-remediation/
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/plans/
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XHEiE S
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BEBEIEEOCHTLLREEREEREN,
- AWS EiZE NS
 AWS Trusted Advisor

- SFRBEE  EYAEFRBEE  BEAERBY). WNANEXENERERRELER. FK
BRI ENEHN TN, NEASHMRENRANTRERNEE , ARBLEXESASHRE
R A, RIFRPEEATNE ST LR

B IR
X RERE
» SEC01-BPO7 i /A B8 B iR 51 B B 7+ 78 16 22 A R B A9 41 SE &%
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https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
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« AWS Cloud &M1&
- AWS BFiZE NS
 AWS Trusted Advisor

<M

» AWS re:Inforce 2023 - A tool to help improve your threat modeling

OPS01-BP06 FEEE w4t 5 X e fY F At P4 F N & X =

ZHANBRFTVRASERE LR, WEEININFELSZHBHRREGEERH M. Hlm,
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RERR, EXMBERT , NHESRINRBIEELRE , SMERRDR, FEEABIEBRERR
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NNUARFNEEFEEAE, THREMEENTHINLERFETEER,

AWS BB T &3 AWS REBS X BT, LATRA T RE SRS N ARMTERS,
BRI S RAWRE (AWS MiRdh, AWS WiStiEM X b ) F AWS STRSREEYIEARA .
MAEEMRE | BBR X

AWS 3£ 7E Amazon Builders' Library R0 Z T2 EHEKBEMNER, LA/ UEY AWS Blog M The
Official AWS Podcast , JREE R EMEREER,

HEER  BERBENNRIGERER , TUERASRTEALAREMPFINEERER. HERIE
REZIZE, BREFEHRRNEENAE , ARHNERTHEZRRNEENREEREAER. IE
BMAELTHRERAN, FERHNBBEURETREEINBESR , Bt , —BEHRE , &E
REM AT, RERBEERSE—MINENTE , ATERMNANEZESTURK A SKEREL T #X
#7, XATRERIENBREE , flIETFERAESAEER,

ERARER :

s BWBREEERBIIEAFEIMFFTUBIEZSIRE (PCIDSS ), B&BEEFHZMIIMNERMI;REE
BITHRNTF R TECEFTNEG K MBEXEIEHAAENER THEHITHFEIE, REEHT
P AELSMNRENEREL T AT,
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https://aws.amazon.com/compliance/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://youtu.be/CaYCsmjuiHg?si=e_CXPGqRF4WeBr1u
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://forums.aws.amazon.com/index.jspa
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/podcasts/aws-podcast/
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KHES TR

1. ERAAEERANEXBENREHENK,
a. PERRHENENERELRKN 2o
b. EHH—R , FETHRKIBBMNTEMIRR 2L , ALEREHRFEE.
c. FABRARNALHNRRFESRE (HIMEAKER )
2. NEPRKEN —BUATRVRRBIERER | SFEEATREZ TP REIDHIRE,
a. HEHIEN AT E A £ @ITRK,
b. RFBRIERAIKIE RGNS E HERE [ TREK,
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a. BWEME  BELFER, ERNALABIRBERE. HINLFRAZE, EHHE, 22
., TSR, MENMKAE,

b. WEME : R\ WSS BEIR, FRMALESTRBEX ., Hlwl EhefE, 22, IS, Hae
MRAZF,
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ERBHME. Hl, BALHTEREMARAFEARSTREFALE, BERORHITEMER
B, RAURERSREEZTHESEE,
4. RABFALARNPITRBRE , MEAZHETFENMEER,

5. MABHTULAERMEESD , MMERSTNBRES , HEHICRSHERAMLSFIER , FEXL
B EErNERNTR=E,

LEITXIN TEERS : 75
IR
MR RERE :

« OPS01-BP05 1F1& B 2 25

FAR A
c TE#BHE 1 RN ER | HHERE. SEARE

« =Rl

- EENRETHE

ot

* Governance in the Cloud and in the Digital Age: Parts One & Two

FAR AR -

» Podcast | Jeff Bezos | On how to make decisions

RG]

» Make informed decisions using data (The DevOps Sagas)

* Using development value stream mapping to identify constraints to DevOps outcomes

EERN

HEADH , BITFRBE T ERTBEFRLNEEER , MAATRIZER | SURERRAE A
ARBRUNCRSRAFRERANME. BIXFM , BTEBZEREK , BIUBENERNITHER
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_threat_landscape.html
https://aws.amazon.com/executive-insights/content/how-amazon-defines-and-operationalizes-a-day-1-culture/
https://aws.amazon.com/cloudops/cloud-governance/
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/management-and-governance-cloud-environment-guide.html?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/enterprise-strategy/governance-in-the-cloud-and-in-the-digital-age-part-one/
https://www.youtube.com/watch?v=VFwCGECvq4I
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.10-make-informed-decisions-using-data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-devops-value-stream-mapping/introduction.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/implement-roadmap.html#organize
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https://aws.amazon.com/managed-services/
https://aws.amazon.com/partners/find/results/?keyword=Managed+Service+Provider
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https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_find_owner.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://catalog.workshops.aws/tagging/
https://aws.amazon.com/service-management-connector/
https://www.youtube.com/watch?v=MX9DaAQS15I
https://www.youtube.com/watch?v=AaI2xkW85yE
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https://www.youtube.com/watch?v=xHNLNTa2xGU
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_emp_take_action.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_escalation.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_res_appro.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_measure_ops_goals_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_review_ops_metrics_prioritize_improvement.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_process_cont_imp.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/aws-caf-operations-perspective.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model-2-by-2-representations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-a-raci-or-rasci-matrix-for-a-cloud-operating-model.html
https://aws.amazon.com/blogs/mt/delivering-business-value-with-cloud-platform-teams/
https://aws.amazon.com/blogs/mt/why-a-cloud-operating-model/
https://aws.amazon.com/blogs/devops/how-organizations-are-modernizing-for-cloud-operations/
https://www.youtube.com/watch?v=ksJ5_UdYIag
https://www.youtube.com/watch?v=GFcKCz1VO2I
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https://docs.aws.amazon.com/systems-manager/latest/userguide/change-manager.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-foundation-playbook/team-org.html#raci
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-foundation-playbook/team-org.html#raci
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/change-manager.html
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https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/two-pizza-teams.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_effective_comms.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_process_cont_imp.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_metrics_review.html
https://aws.amazon.com/blogs/enterprise-strategy/untangling-your-organisational-hairball-highly-aligned/
https://aws.amazon.com/blogs/enterprise-strategy/the-living-transformation-pragmatically-approaching-changes/
https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/7-pitfalls-to-avoid-when-building-a-ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/navigating-the-cloud-key-performance-indicators-for-success/
https://youtu.be/e3snrDsct1o
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FTEFRB/MEMNETFNENTEBZ BN EE,

EARBYXMRETERNBERATRENRKREFE : &
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https://www.prosci.com/blog/primary-sponsors-role-and-importance
https://www.amazon.jobs/content/en/our-workplace/leadership-principles
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KRS

1. BF—M TN K BE S,

2. AEAEALANZIREITHAFFERNMEE.

3. AN AEEFIARMEIRS , L AREBEAIE M EFE B IMER 2 BORK.

4. EXBETREMNR@MITRE , iEMATHEANEEFTELREESRINAS,

5. MMALARIR , AR IMAERIEERAIBXEE , NENERRIITEI. NHABKRAREE
B, SBREH ., TEURYS , LFRKR SRS BN AT EEEE.

6. NERRAREN S , FIRNEHRRAFNRE —BBETRELS , TR GameDay
wm, BRIFESE AR Bt B ERRE.
a. REBANZ LTS | LEEEPXREMEFETNRAMEZ,
b. ZAF LA AR R INIRE] , HEREBTNRE LK AKFE , B RREITH.
c. B B BA BX 5 T S35 B9 TR S AN AA ¢ 0 B PR A U5 RIAXR |, TE SCE BARK R B9 1T B PR

7. it BN BEH 2 ZMAMNN LRI ( ESEFEBKIMEABELRZEI ) .

8. BIHRABKEIVR |, HEY —LEHH) , LEF AR % & 30 B R AN AL FIE,

KHEITRIE THEEL S : &

R

MR RERE :

« OPS01-BP06 £ & w4t 5 X B 1Y [E B 1 1 55 Fp X iy (K 3=
+ OPS02-BP05 #IEH THEFEMAAE XAV E

MR IH

« AWS Blog X E | The agile enterprise

« AWS Blog X E | Measuring success : A paradox and a plan

- AWS Blog X E | Letting go : Enabling autonomy in teams

* Centralize or Decentralize?

TSN

OPS03-BP02 I} 8EFI A Bk 3 7E 45 R A KB A RER1T 3 46


https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_req_add_chg_exception.html
https://aws.amazon.com/blogs/enterprise-strategy/the-agile-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-success-a-paradox-and-a-plan/
https://aws.amazon.com/blogs/enterprise-strategy/letting-go-enabling-autonomy-in-teams/
https://aws.amazon.com/blogs/enterprise-strategy/centralize-or-decentralize/
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 re:Invent 2023 | How to not sabotage your transformation (SEG201)

 re:Invent 2021 | Amazon Builders' Library: Operational Excellence at Amazon

» Centralization vs. Decentralization

HRTA -

» Using architectural decision records to streamline technical decision-making for a software

development project

OPS03-BP03 &/ LR

NG EFMEAKRAENNREERE RN RNTRAIERSIH RN , FEENREE LBLAESER
HRRENFEAXT . IREAMH—MEIR , AESINEEBIE, NEERP LR , LERE
BEEXR , B LEERENEH, ASFET2UF EREBHDA.
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FERX—MBRABHNEBN TR, IREBEERXERAREITS , MR TEIANARMIG
MXRFEELR  NALAHEDA TREELBREZSHSE.

ERRELX

« ERFRBETERS2WE  HTAFRARHEBSHRFERBRZNEDBMABREE, AR
ETHRM. BERELERHBERT , RAERRTIFESE , AN RHNVEAREFBLIULEERITE AL
BB 2 KMo,

« BR—BTSEIEM , LOEBINARFHERFRTZRAFHAREERS, 2R T —FaiHE
ARATHEAER , REX—FTNARERRS , BANDERAGEESITFM , HEAASHKE
EHEXEFM , R RERISEFHTEABHERHAR, EZHUEASEERIX-R , BA
BEFFEARX-—REUUARSEENE, SEAATXBHNREERENEERHINMRBTN , #1FRE
T, RAR2EBRAZ IR,

« NMEBUUTERFNEELZLEARRERXRE—TURE , EXEITTEARRBRFUASER 28 , #IT
HENPHE  BREC2XRlTLEE, XSHRFNHEANBEET —F , R T MEAIIH SLA,
TEHARTERLE ERANTEINEIZH , BAXLKULEERLE S8R,

B R ESKEANFL
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https://www.youtube.com/watch?v=heLvxK5N8Aw
https://www.youtube.com/watch?v=7MrD4VSLC_w
https://youtu.be/jviFsd4hhfE?si=fjt8avVAYxA9jF01
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
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a. WRBUER, HEMESR ZRAMER,
2. B, FHNTHEAR , ABFRMNND , UEEFFEFENMENSRE, MW LR,

3. NMALAMAERIN , RENME LIREZEREK. EZ LR BRRAREIERHATKE , BRET
EMENLTHEASANRE  MAZERNXBELEMEXNS,

a. BY E3RHL4 ( Eb4 Andon Cord 4% ) o
b. FIEMR MR , FEA T AR A EIR,
c. BE—RIBFZFRNIRXEIAETHNAR , URBNMFBHEXFHEKRRER
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KHEIT RN THEELR S : &

IR
X RERE

« OPS02-BP05 fHIEA TiERAmM, $eRMBISA AL

FARH -

* How do you foster a culture of continuous improvement and learning from Andon and escalation

systems?
* The Andon Cord (IT Revolution)

+ AWS DevOps Guidance | Establish clear escalation paths and encourage constructive

disagreement

<M

+ Jeff Bezos on how to make decisions (& increase velocity)

» Toyota Product System: Stopping Production, a Button, and an Andon Electric Board
* Andon Cord in LEAN Manufacturing

FRRH

» Working with escalation plans in Incident Manager

OPS03-BP04 7A@ & BY, EM. AI1T

DSEARAERVBERAINAREE , AHREALARAIMKRE, FERIFIESRAN, ASFENN
FIAERTIRERE , itMIAKALRTABEIRMB . RITABEHH , ERAFTKHEHSSE TR B
TRINERRF , MUMRFEZIR, MABAANSZHEY | NEARTSHHMENS. FAXTILERES
WEEN, MENRREEFRE , AREBARENXR, BFARNITEME, SHEEMAEYE |, SUHER
BEZNNR,

HEER  HARIPABRBERNNEENALANEE, ANRIFIEEGE , B I BREMEEHE,
MARMERES, PABHAECHBRENTXUREERBESZLEE, BTHHERIR—MEIIBBEE
#, AtEEEER. EERTNEASMATBRELDE , BB THECHIRE, BEXHNES , %
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https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://itrevolution.com/articles/kata/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://www.youtube.com/watch?v=VFwCGECvq4I
https://youtu.be/TUKpxjAftnk?si=qohtCCX0q78GDzJu
https://youtu.be/HshopyQk720?si=1XJkpCSqJSpk_zE6
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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B iR SRR,

« HEMNHE , ATREAREMIT I NEF KBS EAKR .

- MNTHELR (BEAR, AR, REIRROEZ ) UARFIENRESERARNALFIRA ,
e 4H LA BEE IR 3 SRH L 55 30 2R o

- BB A AT @EBESNLETR  NMEARITRE &,
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EAMRE BN | EREK R SEFRFEEAATNSEEHE  LEAENEEZMNEENERDE.
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AnyCompany Retail /it T AWS Enterprise Support , F KB EME=FREFHITZEE. ZL0F
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HER, tiEEEAARZHE=RENERE R,
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6. RHLENE R, WAGEENNE (MEARE)  UERERTRALERITH. FERITH
i, REPAENTHRERE,

7. Ripfet SRAEHI TR |, FIANNERIIR, B FEB4MAREE,
8. KFEEMLE , MEGEMWIAFTEABRENREHIETHEER,
9. EVRIRIIEREBAAANBENMR , LEHRINES R FBE ML E A EARE,

10X TFFE AWS K/, BAKE, ZeMNESERZABRRA. BRBRT , 8 MNRRARZE
BFEH D RNBEA , MARBENTABRRZ AL

11 HIE LIRAE @ LB ITR , SHEEBAFIAEBEBA (B3E AWS Support MEMEE=51R 415 )
BATIAE,

12E8NMNERITNENERBRA |, BRE W —ith 3 3 M7 B KRR,

13EEEZERATEERNTNTS , RAUEREL XN AANEE B,
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150 MKBERRENERE , HMNRIBR A ERNER. BRFFIXLER , UEBEFTEALT
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a. A LAER AWS Systems Manager X340 Bk & E 1730 FM A= 17 F M
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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a. AWS Chatbot ] i F R IX B MR HLUH S F &P EH,

1T7TRETHENEER , RIS H4. BAKBR-RENITIANEH.

a. REFWES , AR AWS Systems Manager Change Calendar RBIBEEE O, K mmEHBAK
AR EH#HTEER , MBI REE,

1BEIEREABAMITERES , THEABREUARETEABAGHEXNEEXNRKR, @ERKR X
EBA , ME AR SARERAT B,
a. WAILATH AWS 2208, EBEKRE X AWS TR EA,

19F RAENELMU R : HEFAEAMEITE. IXREFTENEAREDEN S, ER2WNUFRR

MEFMTEE,

a. ¥ RERFENRE AR AEN 2SI TREFT2BEN AR, MIIATAMBREARSHA
HERR AN ESPIRELEMNEE Mzl At EEaEXERAER, ITETLFAS
NWEBRNMNERTFHAC , URKRLEEHEAMKAABER K. BELBTHES K FSEBEEHH
ML ST RHN 2, ZEAMNKA ZBERHIITEMABERTHWAEES , THHIIT
XS ERMIMm,

b. RMLLEFENIME : HIEBERMZEFER , RFALABAMKANZ ORE, HBAKRANiIXZEE
BERLHBITOR , MTARAELZRRENIBEREZHZP, HEMKALTLZEEFENIRESD
i, TREEESNSERE. EaNITERNR. AAMZ Tl , RBEFFHEBERAIENA ,
BREEF. SERKAREFREE. EBUAMASHBEECHELLETEN , I2ER
BEPEENMERNERE (FHNEHENS, AAREER, HETXNAD THUARPRFRLIAN
B ) o

c. ZMEARKATZRDSE  NAIRMUMLENRR , Lttt x2S 52 MEB5ITEMEXHES P,
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- OPS03-BP01 RS EXH
+ OPS07-BP03 £ AT FMMNITESF
- OPS07-BP04 #R#E1T3) F M AZE R &

MR -

« AWS Blog X E | Accountability and empowerment are key to high-performing agile organizations
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://aws.amazon.com/security/security-bulletins/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
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« AWS Executive Insights | F&F KOIFAE K MASEMERY | ELETSE

- AWS Z&n\E

* OpenCVE

¥ App in Slack to Manage Support Cases

Manage AWS resources in your Slack channels with Amazon Q Developer in chat applications

MRS :

o WRNAREFPH Amazon Q FF & ERR
 AWS Systems Manager Change Calendar

+ AWS Systems Manager 3 4

OPS03-BP05 siizd &

R RFHEERCN T RN ELT, BEANMRESRE | itHKARFENBHNSERE.
SE R AZLERE , UE#ECIFH. EHRTFFLERINEGR , EF LT 2Bt RENE
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o HLATERR I SRIEH BIFH .
s SRR YHEZINNE,
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HE RN,
« RARF-MEUNEFTHE, REDERERZEIMINED "R , RS TEEZRFERFHITIH

¥,

B RERBRNFL

- IR HER BIFT.
o BIRAE , ATLAE R X A AY SRR AE R R
< ALURFT —MEI L.
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https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/#Single-Threaded_Leaders
https://aws.amazon.com/security/security-bulletins
https://www.opencve.io/welcome
https://aws.amazon.com/blogs/aws/new-aws-support-app-in-slack-to-manage-support-cases/
https://aws.amazon.com/blogs/mt/manage-aws-resources-in-your-slack-channels-with-aws-chatbot/
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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ERBYXMRERKNELTRENXRLSL : F

XS
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AT D EINE, AFIIEEFER AB R , AESNAF RIRHTRIL,

KHES TR

1. BBNMANASESERIFRE, NEMEARKKRNREZEH A HETHE.
2. NEARRRARETULZEHTHENRE, NSRS HRIRLUT ERERE,

a. B LAEA B AWS Ik RS2 TP ERE, AWS Control Tower 8] f F 7l B X &
K o

3. A ThREARICHN A/B MR 2 £ thid i MUK E A - R 1%,
a. AWS AppConfig Feature Flags B 8|2 IhAEFRIC
b. BAILAER AWS Lambda R 755 8 B % A 37 R 24 Sk 33t 17 M 15 Aol 1t

KETXINTHEERS : S, NAMRKARKRBRIENHTRRNLRE T EZFERERE, TEE
BN ARFRBEREM RIS EF A/B i,

R
X REREK

« OPS11-BP02 EEASEH R EEMITOH - AEASHPREHINRHFMZRNEEZRHRE,
+ OPS11-BP03 i/ iR #h 5 — RIFHFEERIABENEZAKRE D .

MR 3CH

* An Inside Look at the Amazon Culture: Experimentation, Failure, and Customer Obsession

» Best practices for creating and managing sandbox accounts in AWS

» Create a Culture of Experimentation Enabled by the Cloud

OPS03-BP05 & iz 54


https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://aws.amazon.com/blogs/industries/an-inside-look-at-the-amazon-culture-experimentation-failure-and-customer-obsession/
https://aws.amazon.com/blogs/mt/best-practices-creating-managing-sandbox-accounts-aws/
https://aws.amazon.com/blogs/enterprise-strategy/create-a-culture-of-experimentation-enabled-by-the-cloud/
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» Enabling experimentation and innovation in the cloud at SulAmérica Seguros

» Experiment More, Fail Less

* Organizing Your AWS Environment Using Multiple Accounts - Sandbox OU

» Using AWS AppConfig Feature Flags

FAR U -

AWS On Air ft. Amazon CloudWatch Evidently | AWS Events
AWS On Air San Fran Summit 2022 ft. AWS AppConfig Feature Flags integration with Jira

AWS re:Invent 2022 - A deployment is not a release: Control your launches w/feature flags

(BOA305-R)
Programmatically Create an AWS Ik = with AWS Control Tower

79 AWS Organizations & EFARESIENZIKS AWS IRE

X RH

« AWS BIFAE

* End-to-end Personalization 101 for E-Commerce

MXRS -

* Amazon CloudWatch Evidently
+ AWS AppConfig
+ AWS Control Tower

OPS03-BP06 SRR AfRriSMiBE B LS

HIAAAERECHEREAS , MERAFEAR ; ARTBRNTENTCSERERE  NEFITH
N, MRARZENERBERREADNKZAEEH ZIFOIH . IFH AR R IREUAE ST AL ALE |
AR UERMIA AT AN]R8 R AV B RE . #EATRRZ , ERAREBARBEREZRGEENAAR, £
S FEMEMRRAN , FEEREBHIRNE, TIRIENBEHITES,

AWS EHER , 85 AWS A TEBRF O, AWS Blog, AWS LR FEE, AWS JEZH M &Rt
2 M AWS Well-Architected Lab , XERFRH THNEARFENES . ROIMFMES.
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https://aws.amazon.com/blogs/mt/enabling-experimentation-and-innovation-in-the-cloud-at-sulamerica-seguros/
https://aws.amazon.com/blogs/enterprise-strategy/experiment-more-fail-less/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/sandbox-ou.html
https://aws.amazon.com/blogs/mt/using-aws-appconfig-feature-flags/
https://www.youtube.com/watch?v=ydX7lRNKAOo
https://www.youtube.com/watch?v=miAkZPtjqHg
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=LxxQTPdSFgw
https://www.youtube.com/watch?v=uOrq8ZUuaAQ
https://aws.amazon.com/solutions/implementations/aws-innovation-sandbox/
https://catalog.workshops.aws/personalize-101-ecommerce/en-US/labs/ab-testing
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
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» Becoming a Future-Ready Enterprise

* Prioritize your Employees' Skills to Drive Business Growth
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* How Cloud-Mature Enterprises Succeed
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« AWS R EFE : FH Amazon CloudWatch # 1T R A2 F & 2
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https://youtu.be/zZPzXEBW4P8
https://youtu.be/Ub3ATriFapQ
https://catalog.workshops.aws/observability
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch
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a. {8 CloudWatch RUM JavaScript £ , ¥ RUM ERARFEK
b. REZFIEMR , AN NN EZREIHN AP #HE.
2. Bii& CloudWatch Synthetics : Bl #HHALAIRE , BUAFRSNARFNRE,
a. EXKBNARFILERENBE,
b. £ CloudWatch Synthetics A& it&€4#  BUIXERENAFRE,
c. NSRS L BIRIEENRRIZT , BREIT —BHNMERSE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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{Amazon CloudWatch RUM 1E&)
{Amazon CloudWatch Synthetics &7 )

MR AL

» Optimize applications through end user insights with Amazon CloudWatch RUM
« AWS on Air ft. Real-User Monitoring for Amazon CloudWatch

MR =B

« One Observability 3 &
« &M T Amazon CloudWatch RUM Web & ixH) Git 1745 FE

» Using Amazon CloudWatch Synthetics to measure page load time
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=NMaeujY9A9Y
https://www.youtube.com/watch?v=r6wFtozsiVE
https://catalog.workshops.aws/observability/en-US/intro
https://github.com/aws-observability/aws-rum-web
https://github.com/aws-samples/amazon-cloudwatch-synthetics-page-performance
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HEH ) NBH , LEEFLUREUE SRR E &0,

a. El_ AWS AP BHARS SIEERED B FHAFMEIRRE BZ S BIRH AWS Health EH&E
A, H#3&X Amazon EventBridge 3 AWS Health API SUREA RS ENER T EE/K,

b. B S&E AL 22L& Amazon EventBridge =X AWS Health AP| fEAMEEEESR ITSM TE
( &0 Jira 5 ServiceNow ) &£EX , X MBRREFEEREITHHETIRAEHNHE,

c. MREFEA AWS Organizations , /3 A organization view for AWS Health LAEEIK P R4 AWS
Health g'ﬁ:o

5. 5 AWS X-Ray MBI AREF : AWS X-Ray ILEEEBRA THRMARFREREKBINETE
Mo BEMLBIRBREER , TR ENARRFIRBOA SRS RA 4P AR HE,

6. £/ Amazon DevOps Guru : XTIRFSHEVEFEI T , A RKIREMRE , AR TEHI &
[, HEWAIREWESKITs), HARZAET , JLEERA THREBI , HiEARX LRI
R ABRIERBHRER.

7. BRI . BERREESABKBIMEXNERNBE. SXNENMTASIEETRIZEER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Network-Monitoring-Sections.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/what-is-network-monitor.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://aws.amazon.com/xray/
https://aws.amazon.com/devops-guru/
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OPS04-BP02 3£k M T2 7 &
OPS04-BP03 3EHe F & 3hEN
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+  {Amazon Personal AWS Health Dashboard User Guide)

«  {AWS Internet Monitor User Guide)
+ AWS X-Ray FA A RIS
«  {AWS DevOps Guru User Guide)

RS

 Visibility into how internet issues impact app performance

* Introduction to Amazon DevOps Guru

* Manage resource lifecycle events at scale with AWS Health

FRTA -

* AWS Health Aware

» Using Tag-Based Filtering to Manage AWS Health Monitoring and Alerting at Scale
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_application_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=Kuc_SG_aBgQ
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=VoLLNL5j9NA
https://github.com/aws-samples/aws-health-aware/
https://aws.amazon.com/blogs/mt/using-tag-based-filtering-to-manage-health-monitoring-and-alerting-at-scale/

HHEERR AWS Well-Architected 128

OPS04-BP05 3K %5 0 2\ IR ER

PHXNRRREHET —EE  TEBREF D HXREHENEAFNNBERBTHEZN AR, BIMN
SRR RBEREAE NS —ABRPNERTOMN , BIATTAEF i 7 #ER2WMRD. B
BEFERSURRICTENER

HEER  2ETHERELDHARENFER , NEBREE, LICEsEMmdE A/ &k,
BRRERX

« RUA—F : A HXREPNABRSBEITRERLN.
« ZBBGHER  RARFEHIR  MAERIERSHIEREEM TEAER.

B R ESKERANFR

- 2ETHRE AL AR 2WMFERNEA SR HAVBENRE,
- EERIEIATHAR | RIERT I ER R RBEN T,
- REAFMER  BEARBEXGEAFHERTLL  BRRAGEBZIAXFER.

EARBUYXHREXIKNBEATRENRRSER : &
oNiEESs

BRABEIFEARPAERERNN TR, NEHEGHERENE , FIA AWS X-Ray #
OpenTelemetry 23K T EWERERHIE , LUMEEA X-Ray f Amazon CloudWatch ServicelLens
Map ETE#TOH. ERETFRAR—EHITHEE , HFEH Amazon DevOps Guru, X-Ray
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https://aws.amazon.com/xray/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
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3. 4 CloudWatch ELAFEEMEE KR . NESAFPKE (RUM ) MIEEKEE X-Ray £/,
XAHREEFRNAFARHAELSAFRRE , N AIBERIE,

4. £/ CloudWatch X : ZREE A K%K B X-Ray 5 OpenTelemetry B IREREIE , M\TIBRFTIR S
TERERE,

5. £ Amazon DevOps Guru : DevOps Guru fEF3R B X-Ray, CloudWatch, AWS Config 1 AWS
CloudTrail FYE#ER B SZATITRI L

6. PATIREFHE  EHFEREHE , RAITEENNARFHENER, RERRI.

7. RBER : # CloudWatch PEEH XN FERNFIER I AT KAER , M ESNHERFZ,

8. FLEUUH : EARMBBRRS Y , EFFMRERER , LUERBRMEEREES.
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« OPS04-BPO1 ¥ X BIURIEIT
« OPS04-BP02 3kt B A2 &l
+ OPS04-BP03 L/ A P 456 & MU
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« (AWS X-Ray F R A RIEF)
« {Amazon CloudWatch X2 f " {558 )
+  {Amazon DevOps Guru User Guide)

A<M

+ Use AWS X-Ray Insights
* AWS on Air ft. Observability: Amazon CloudWatch and AWS X-Ray

FERRHI

* Instrumenting your application for AWS X-Ray
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://www.youtube.com/watch?v=qBDBnPkZ-KI
https://aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html
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https://aws.amazon.com/devops/source-control/git/
https://aws.amazon.com/devops/source-control/
https://aws.amazon.com/cloudformation/
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* AWS re:lnvent 2023 - How Lockheed Martin builds software faster, powered by DevSecOps

« AWS re:lnvent 2023 - How GitHub operationalizes Al for team collaboration and productivity
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https://www.youtube.com/watch?v=Q1OSyxYkl5w
https://www.youtube.com/watch?v=cOVvGaiusOI
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2. REBRAN AR AE  MALENNARRNNAERF. SENHANE 10 28HATR. WANMIZEN
EREEN—#IET.
a. £ Amazon Q FRER , FR—RERRNATIERIE |, ATUHSEoIRE TN ARG ( 2HEL
R&M) . ERARBIEREREBURIUEANRE E.

OPS05-BP02 izt H 1 if & 2 76


https://pipelines.devops.aws.dev/
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
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b. £ Amazon CodeGuru Reviewer XX B AR FREBEBEERME,
c. fEA AWS CodeBuild X &k #3430 1704 o
d. AWS CodePipeline A] LU 841 4m BERI BB
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KA AR BT R T5E

Accelerate your Software Development Lifecycle with Amazon Q

Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine
developer experience

The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

Shift-Left Workload, leveraging Al for Test Creation
Amazon Q FF & A 5 B0

10 ways to build applications faster with Amazon CodeWhisperer

Looking beyond code coverage with Amazon CodeWhisperer

Best Practices for Prompt Engineering with Amazon CodeWhisperer

Automated AWS CloudFormation Testing Pipeline with TaskCat and CodePipeline

Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST, and DAST
tools

Getting started with testing serverless applications

My CI/CD pipeline is my release captain
(EAWS EEIHEERMBERINEED)

XA

OPS05-BP02 izt H 1 if & 2 77


https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_code_quality.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/automated-cloudformation-testing-pipeline-with-taskcat-and-codepipeline/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/compute/getting-started-with-testing-serverless-applications/
https://aws.amazon.com/builders-library/cicd-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/welcome.html
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* Implement an API with Amazon Q Developer Agent for Software Development

+ Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

» Mastering the art of Amazon CodeWhisperer - YouTube playlist

+ AWS re:Invent 2020: Testable infrastructure: Integration testing on AWS
« AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development
» Testing Your Infrastructure as Code with AWS CDK

FMXEIR

+ AWS Deployment Pipeline Reference Architecture - Application
» AWS Kubernetes DevSecOps &i&

* Run unit tests for a Node.js application from GitHub by using AWS CodeBuild

» Use Serverspec for test-driven development of infrastructure code

MRERS :
+ Amazon Q FF & &R

* Amazon CodeGuru Reviewer
 AWS CodeBuild
* AWS CodePipeline

OPS05-BP03 FRABLETE RS

ERAREBEEERERIUNRSREEER, XERSGALURL FHIRSENER , ARDHEE RN
THEE,

BAREEEREEVRILAFNMREERE XLEETMITERFNEGABAXRE . ISHEEEED
MILANREE  XEEERRNERFPRNTEIIMIT2RERL. Hia, ALREREDR , BIE
BB WRBERBRNIIGE , REERNASHREHRAER AT FARERRD.

BENEEAE -—BHVRETHE, NZEAEHLREDRRSRERERENXENEREE, X
ERHERENELNBFEABNEERE , NMBRESMIEPBLN—NARAN, BEEERNEY
PFENEREFRFHITENR , AN , NMETHRAEZSH., NARFEEMIRY TNARERFM
EMiEAEHETER, XAUXAESNHRREPRIT -BNHE. BEERFT2SHEERENBEN
AERF,
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https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=KJC380Juo2w
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://www.youtube.com/watch?v=fWtuwGSoSOU
https://pipelines.devops.aws.dev/application-pipeline/index.html
https://github.com/aws-samples/devsecops-cicd-containers
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/run-unit-tests-for-a-node-js-application-from-github-by-using-aws-codebuild.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-serverspec-for-test-driven-development-of-infrastructure-code.html
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
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HELER  AMMENBEER. FERX (CIUCD ) BEMN—Ho#HTERE. RIENHE, BdkEk
RIFFRERESIER, X L& KBRE D3 &% A P B P~ B EARE,

ERNRES :

s FHEHREBNSHIEDH Web RFHBEE , BTEFHEIR , FZRESB[EBREMN,

s FHEHFNARFRSSEXRFIEFTERRBRKNE, TERIEST , MREEF—BESHENTH
KE,

c BEAEHTZEA , Web BREBREBLZETR, MBFAHANEHRTTHLEER , MEERTARENE
X]iBPERZ , SRS EZER,

« RELRWIEENEE ClI/CD FiAF R EHIEF AR, LA/ M A0S E5 A EEE MR
%o

BYWREKENTL  RAREEEREAUURLEIARNERITRIRN THEE , R AR EFHE
FSBERNME, BREEERSGNEE, SAMNEEEREMRTRE.
EARBURXMRERERNBERTRENKRER : F

ENii=ESs

BEEERSATRENIENNARFNMRIEENESR, BEEERGEEATRL FHRESHH
Hix , IEEERXTESEAHH , R ITEE.

£ AWS L, AT AWS Config FrE&R 525 K = F XIE M AWS BREE. XEBTRFAERER
FiE%k , THREEFER MM ME TR , HEMA AWS Config #LI F1 AWS Config & SREMR
B HENEREN EHITHEE,

X F7E Amazon EC2 =4, AWS Lambda, &28. BaINARFN loT 8% LZTHNARFFHG)
AEE , ATLAER AWS AppConfig EEREFRFNEFTEE, Wik, ZPEBMUEE,

KiES R

1. BERBERT A
a. LBERATATHEMENE, BEIBEEER.

2. BEBRBIAMATRAAKR.
a. BEWIR ¥ CI/ICD EEANHBXWHNAMANARFNMERE.
b. AARMNRRBTIER IR E, RIENBHIZNAR,
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
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3. REUWFSERNXMNEE , 2REEEETER,

4. ZERERAMNBE  SINATEAREERNESLERE , UERTRAIHIREENFIE,

5. FECEEEEME CI/ICD EEH,

6. WIEHENFIAE R

R

MRRERE :

OPS06-BPO1 &34 7~ Bk 2 #Y 38 ok il & it %)
OPS06-BP02 Ml iX &3 &

OPS06-BP03 XA Z £ B KM
OPS06-BP04 B zh izt F1 B3R

FAR A

+ AWS Control Tower

« AWS BRXhniEzs

+ AWS Config

« ff A2 AWS Config ?

+ AWS AppConfig

+ 42 AWS CloudFormation ?
s AWSHRARTE

* AWS CodeBuild

* AWS CodePipeline

+ AWS CodeDeploy

FAR AR -

* AWS re:Invent 2022 - Proactive governance and compliance for AWS workloads

* AWS re:Invent 2020: Achieve compliance as code using AWS Config

* Manage and Deploy Application Configurations with AWS AppConfig
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://youtu.be/PpUnH9Y52X0?si=82wff87KHXcc6nbT
https://youtu.be/m8vTwvbzOfw?si=my4DP0FLq1zwKjho
https://youtu.be/ztIxMY3IIu0?si=ovYGsxWOBysyQrg0
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CodeDeploy ) ¥iRS , RUMEFEEMK/IHETE (CI/ICD) EE,

HEER  HENMEEERAXBALANTRER/FERN (CIICD ) RS, ZREGRHERA EBE
BEIHTZEEENRE.

ERRERX
- EFRRGLRFEARBE , FURTXHEFRREFREF , BEXERD. FHBAEXHETRXE
& 9 R D R TR B

« ROEFRHIEHHET ERMBERNNARS  AFABERRELE (QA) . HTROBEHR
L ERARIRERE.

- EfjR @I KRENE D, AAEFRKRRRFIWET NARRF , 2EHEBHIE. 28—,
EEREEXFRIHENARFNS R,

o MATAFRAGZAN R, 7R TETR-ANFERREN AR , ARTHREAENERNR |
REHATHREN . AR ETELUIRZHMERR , R STEHRFTRHNEH,

B MHRESKERNFAL - SIEMNGREREEINHENTE, X5, TURINITEEESHNIHE
B, LHAABHERTETSMENCIEEES SRS FIRFSBEEIR.

EARABURXMRERERNBERTRENKRER : F
KHEE S
HENFEEERGATRENXEZE , BOFIRBESBNER , ARDLRLBERENTEE,

RERNBEEETEAIME  NMBIEAZHE, Nid, FENRIEDBISEN. XTNEEEEN
|, BRERA , IMEMEMFITER , B THEEHBRDE
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https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codedeploy/

HHEERR AWS Well-Architected 128

AWS CodePipeline

& &

BB/ At

AWS Cloud9 AWS AWS AWS CodeBuild AWS AWS Amazon  Amazon

Aws TAf i CodeCommit CodeArtifact : CodeDeploy i X-Ray CloudWatch DevOps
AWS FATHS . Guru

® T m e ¢

Amazon ECR  Amazon
i # Amazon ECR CodeGuru
Public

i AWS Amazon Amazon
* Config Managed Managed
Grafana  Service for

Prometheus

AWS Cloud Development Kit AWS Serverless
) = . [\5 (AWS CDK). i&FF Kubernetes At
i) Ei-b AWS CloudFormation B0 AWS CDK. SBRIF Terraform 69 y .8{:“32\:5;:;? Model
AWS CDK

R T A AWS CodePipeline M xRS H CI/ICD &

1. EARAEGERERFEMERR (Hlasry, RRBMZHEXHE) .
2. £ CodeBuild k4w iF RN , STETME , FERAIHIBFH4F,

3. £ CodeDeploy A ERS , AN Bz HNAERFEBEE] Amazon EC2 3K, AibKHl, TR
%25 AWS Lambda B# s, Amazon ECS,

4. BEHE,

R
MR RERE :

« OPS06-BP04 HzhMix AR

FARIH -

« AWSHAARIE
o 42 AWS CodeBuild ?
« AWS CodeBuild
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/ecs/
https://aws.amazon.com/products/developer-tools/
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://aws.amazon.com/codebuild/
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« T4 =2 AWS CodeDeploy ?

MR AL

« AWS re:lnvent 2022 - AWS Well-Architected best practices for DevOps on AWS

OPS05-BP05 #1T4#N T B
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=, HITT R, ARDENTEE,
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RFREATAENEMREAELRIENEARY
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AWS Health 2 BX IR LB B4R EE R\ AWS Cloud FIRETHRR M & REUEEHN B4
MR EE B KR, ERZAERFHTHERMMEMTHNESR. HVHNERERERS4ELRINAAN
AR,

Amazon EC2 Image Builder 2t T EFHBZRENEE, ENITEEN -5 , TAERER AMI
MG EE ML D 2RI G (AMI ) A Docker UG E B AR , T AWS Lambda =#EA
T BHE ST M EtENER AR ERFE,

RifEF Amazon EC2 Image Builder E¥5& M T Linux 2 Windows Server BRI L ) i#h 4125 AR {5
(AMI) WEH, AIBAEE A Amazon Elastic Container Registry ( Amazon ECR ) MMl B EEXRE
B Amazon ECS B Amazon EKS &, Lambda BEMAEE I,

ERBEEZREHERNHNERT , FRNEFRGEHITEMEE, RETZHEERLEHR
B, FRZNART . £ AWS £ |, AJBUER AWS Systems Manager Patch Manager B3I TR IEE
REWIEXNTTE |, HE Systems Manager 43 B4 ER L2 HEE B o

HIELER : AMI MIRBRREZZEF, L THEIRS |, R TGS, AILRERA S HEREAR
D, ATENTEAM, TUBRELIPRS , AFERBRBZEAEER.

ERNRER

- BEIES  FEEFRNMEANAFREFINZEMWT  BEETHRARFEHTIRE , SBTZRX
o

« REZFRWNTHERS|IRBNER  IRENARAS 2K A H PR IRRERT R THERR.
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
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- BEANMBRERIERS THAAT , NERRTTERDHE . RERWNTHRENAREFEEER
B, RERENRBEREMNTERR,

- BRFEH , SHFETERE , FEEREE A MEFETFINMBIRRITHT,

« BRAELET RRFARNXEEE , IUERRAER , RAERERRRENITIESAREH
MEEER. SEXTIHHMNTHXENE , SEARREERTL , HAURERFPREINME
Hlo

BYMRERENTL BRI T EERRE , BREMIUEAREREF D RINTRITTE |, ATSL#
T RAREHTRB. INR2HTRHTRE , ABFREELTHESABENRS, X2 EERA
IR MATEE. REFRABHARFEESA L, XD TEERREMAIL , AIROHENTHT
8 , HELFIHRESBHHEIR,
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FHRBESBWNER , FRDEITHEE,

KHES TR

*tF Amazon EC2 Image Builder :

1. £/ Amazon EC2 Image Builder , IEEEEIFAEE :
a. SIEMBEEEH NHD
b. BN EEITXIF BT X
c. BLEEMARFIN
2. EBRAR
a. ERUBELRBCIEFHAR
b. MERMGRE
c. NERWHHEEHMA
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d. R EAR G

e. ANINFAEA M A E B FREM R
%k - ENERIR R E

ik - EXBEIRE,

EERE,

EHRERR K REAREBREEM.

o o &~ Ww

¥ F Systems Manager Patch Manager :

1. BT &

2. BB T BRESTE,

3. ERAMMREMBH,
IR

MR RERE :

« OPS06-BP04 Bzl i [ER

FAR A

+ What is Amazon EC2 Image Builder

» Create an image pipeline using the Amazon EC2 Image Builder

» Create a container image pipeline

*+ AWS Systems Manager Patch Manager
 {#M Patch Manager

- EATEAMRE

« AWS AFRARTE

RS

» CI/CD for Serverless Applications on AWS

* Design with Ops in Mind
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-compliance-reports.html
https://aws.amazon.com/products/developer-tools
https://www.youtube.com/watch?v=tEpx5VaW4WE
https://youtu.be/uh19jfW7hw4
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MR RB
« AWS Systems Manager Patch Manager 2%
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&R

AnyCompany Retail i B AR ESIR R4 EEN A BINERYE, WARBEEERNESAEFE
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-tutorials.html
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a. AWS Service Catalog JAFEAEMRENRKBAURRKRRITIFVEN=RAES. TUETREK
FRIAZEFRAS,

2. BEEMBRESEBRNAE | HIE - SRR ITRERETRR,
3. MAREHFHATIRITINE , MBFE—NARBERBERER, EHNHAR.
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+ OPS01-BPO3 it A ER - SAE ERQF MR TR,

+ OPS01-BP04 iHEEMMEER - ERIZBIRITIFER | EAMR—TIEXEENHR A,
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« OPS11-BP01 REFLSUHME - EMRIHTERFESHN —H 0.
« OPS11-BP04 HUTHIAEE - FAREEXRISEF , EFMAZRITIRE.

FARH -

Automate AWS Backups with AWS Service Catalog

AWS Service Catalog Account Factory-Enhanced

How Expedia Group built Database as a Service (DBaaS) offering using AWS Service Catalog

Maintain visibility over the use of cloud architecture patterns

Simplify sharing your AWS Service Catalog portfolios in an AWS Organizations setup

XA

* AWS Service Catalog — Getting Started

* AWS re:Invent 2020: Manage your AWS Service Catalog portfolios like an expert

FRRHI
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://aws.amazon.com/blogs/mt/automate-aws-backups-with-aws-service-catalog/
https://aws.amazon.com/blogs/mt/aws-service-catalog-account-factory-enhanced/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/architecture/maintain-visibility-over-the-use-of-cloud-architecture-patterns/
https://aws.amazon.com/blogs/mt/simplify-sharing-your-aws-service-catalog-portfolios-in-an-aws-organizations-setup/
https://www.youtube.com/watch?v=A9kKy6WhqVA
https://www.youtube.com/watch?v=lVfXkWHAtR8
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» AWS Service Catalog Reference Architecture
« AWS Service Catalog # 3 &

MRS :

 AWS Service Catalog
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https://github.com/aws-samples/aws-service-catalog-reference-architectures
https://catalog.us-east-1.prod.workshops.aws/workshops/d40750d7-a330-49be-9945-cde864610de9/en-US
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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REM) . ERARKBANEREREY,. RUSHMEE. RUABFHRERESEAITHNRRE.
RNNE, QEEMIRERAE (1aC) . BRRBUAREREZIE=FKBE,

b. Amazon CodeGuru Reviewer Al SAEAHLEEZ S H Java Ml Python REBIRMEEEW.
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« OPS05-BP02 izt 37 36 iF & ok
« OPS05-BP06 #£EigitrAt

FARIH
« RANARIHEFTRGE

» Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine

developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

+ Shift-Left Workload, leveraging Al for Test Creation
« Amazon Q FFRA G D

* 10 ways to build applications faster with Amazon CodeWhisperer

* Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer

{Agile Software Guide)
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://martinfowler.com/agile.html
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* My CI/CD pipeline is my release captain

* Automate code reviews with Amazon CodeGuru Reviewer
o EAMNRIRBEFF & FHE

* How DevFactory builds better applications with Amazon CodeGuru

* On Pair Programming

* RENGA Inc. automates code reviews with Amazon CodeGuru

* The Art of Agile Development: Test-Driven Development

* Why code reviews matter (and actually save time!)

RS

Implement an API with Amazon Q Developer Agent for Software Development

Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

Mastering the art of Amazon CodeWhisperer - YouTube playlist

AWS re:Invent 2020: Continuous improvement of code quality with Amazon CodeGuru

AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development

MERERS :
+ Amazon Q FF X &I

* Amazon CodeGuru Reviewer

* Amazon CodeGuru Profiler
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pURERIE IR =

1. HATBE BB ZXREIX— B , BRXATRAMASRBE, 25, KPE31t, KM, £
EETRNME, BIFEASINREREEXESZXEE, —MNELNFFEDELHSN  ATHE
A3t EF AWS Control Tower EFRXWER , HHEHE AWS IAM Identity Center F service
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https://aws.amazon.com/builders-library/cicd-pipeline/
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/machine-learning/how-devfactory-builds-better-applications-with-amazon-codeguru/
https://martinfowler.com/articles/on-pair-programming.html
https://aws.amazon.com/blogs/machine-learning/renga-inc-automates-code-reviews-with-amazon-codeguru/
http://www.jamesshore.com/v2/books/aoad1/test_driven_development
https://www.atlassian.com/agile/software-development/code-reviews
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=iX1i35H1OVw
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://aws.amazon.com/controltower/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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control policies (SCPs) &g, FIBXLHRF AN ERX A AWS KA FRIFMEEFEERE
el

2. RTIXLERRSH , BHERE &S AWS H AWS SEMRERTHBRAR , MERNALRNTF X
WEENBRER , RFBEXXNIIEE, AWS KA RS RRH1EHE AWS Control Tower B
B E YR ( CfCT ) A AWS Control Tower Account Factory for Terraform (AFT).

3. BHAELANERXHMN, #H KBNRREEXAHBNEREN , RFBTEF ZBHNENRE,
ZRBANEHNAEFMTEARERESR T - MIEAELENERXHER,

ERRERX

« BEEREFRBREFRITHALR , Z—NUFRAARERENRBER,

« WHEFRHFRFTFNLREEHSBETERBHARS M6,

« WEFRERTRENS , SBAFEF.

c EFRRETFERR  SEREEX. BEFHES  ZRENVESBEEZROSFM4 | SUER
BEETCRIMAREN , ABLTERRE, ATHLEENRBEBERERESE , EHOERIERE |
SBRAPTEERNAER.

« BERBITZHEPRS  TEXBEPNTARENER,

« BHRATERHATUNS , EEFTEN RN , BEEFHRRHHIT,

« BANRBE-ENEEMLERERRFNEAEEENEE,

« BAHRT —TRBHEZXIRE , BUREXLBIZENEA N HME LA THEARHEEKS AR
B

« BX AWS KRR T ETRVIRE | Bt IE RSN TERSERER AWS IKF AERE E i avae
B

By WEREKENTL  HENBSNINER , TUASPRENFITHF R, WHAMEFHERES
B, MAXEFRARTAFEXRAERAR, ¥ TENEZXZRNERINE , EUTAEERELE
R, E{LEERE , FREXNTRRITRBEMOXL, FAEXXNALBRLEE AWS HEH
MENKFMRE  SREKFEN, 88, NENRLEE. BENRER  AATHEK , BXXT
UTFHRRE , URFPMEALEN THEARNER.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
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BIMIEIT. RATERNNE , URZRFR (S0, B EMFROFRRE ) mETRH. EREN
AR MESEFERNHE , LRABERER

BUFAEIRE, MENLLEESHANBEEALREEEAETRAERNIIE. REIBERFTE
PAASRE, FAFMNRMEMEF LIMHIRE, EHEBRT , Bl EIME AWS Organizations 38
o

R
FARHY

- AWS HIlEESE
. +4AR AWS CloudFormation ?

* Organizing Your AWS Environment Using Multiple Accounts - Multiple organizations - Test

changes to your overall AWS environment

 AWS Control Tower Guide

OPS05-BP09 i &t 17 AIZE RV /N AR B o

MERITAIENPMARERATURLESNEEMEME, HYE5XEEERSE,. REEERGURMEM
RNERGEEEAN |, MEHTUTEN PR ERALURD ERAEE NI, X 7] LUR S SRR
THEIME, IMREERE , AXFERRES,

FERRER :

- BEEHE-MHRIANERAEF  X2FE—IMEXEEA , BREZORS /XA,
- ZFEABEERY , MTAREEERSTHER.
- WITFIIRMER  BRURRRINEE , FRXFEHBENERIT,

BYNRESENFL BIMERZNER , IUMRTREE, EXRIE , EZTHEREBSW
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https://aws.amazon.com/solutions/implementations/instance-scheduler-on-aws/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/multiple-organizations.html#test-changes-to-your-overall-aws-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/multiple-organizations.html#test-changes-to-your-overall-aws-environment
https://catalog.workshops.aws/control-tower
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« OPS05-BP03 Al EEE RS
« OPS05-BP04 {F B FIPBEERER
« OPS06-BP04 B zh izt F ER

FARH -

« £ AWS LIRS

» Microservices - Observability

OPS05-BP10 5T & HE{L ERR FIZPE
SHEHEE, BEANLTEAS, XTURL FHRRSHNER , AHLBBEERN TR,

AR REFZERM AWS Resource Groups , BRB—HMFICKBNATHE , UIFIRER. HREEIR ,
DEBTERE, HAKE, HRESAEHN i EHRITEEED.

HELER FRAAREAIERIMNREHME BEFRE, FEAATLTEEFK AWS Management
Console Bl AT R EH ., WEXMEEHTLEMFITRERIERK , THRARENEAUER. RERR
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=,
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B, BRXABAELE FHERETEEE , BRAE , MEFEEBINEFHRRH,
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/observability.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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« ERFEREAR , BAILLEF AWS Management Console , £ B IEARHE A EM RS BIE I X IR

5.
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o
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EEHHTER , BLIEE  ReETRE , #ALETH , HE#AREBEH AEFHRENNES
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MRERESRE :

« OPS05-BPO3 EAELEEE RS

« OPS05-BP04 F I ENIBER RS

FERIA
- ff4 £ AWS CodeBuild ?
« T4 =2 AWS CodeDeploy ?

MR AL

« AWS re:lnvent 2022 - AWS Well-Architected best practices for DevOps on AWS

f R 202 X B

KATRMRERER S, AEEIXBEE BB T RERENF R, EARXEREKTURE
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
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4. It B THERBFAEERBESAXRERNEE | LERSX T EE R KME XA 2 MR
E.

a. MAARNNESABFEREEX —HOEREKY , FBEARRHERE,
5. fEMEE T ERKIFIMFNAMY , M\ MNREIEERRRNEE.
6. BB E RRME K FEHETE |, SUERMT O IRE TR,
SHEiTRIB THEERF : &
IR
X REREK

« OPS06-BP04 B zh izt B3R

OPS06-BP01 &34 7~ B 2h #Y 8 ait il E 11 Xl 96



HHEERR AWS Well-Architected 128

MRH

« AWS Builders Library | R 8= 88 Z £ E}R
- AWS HE¥$ | Change Management in the Cloud

FAR I

» re:Invent 2019 | Amazon’s approach to high-availability deployment
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DHSRNTHEER  BRIEEME, —BMHENERN IR,
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
https://aws.amazon.com/builders-library/amazon-approach-to-high-availability-deployment/
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2. X&f & AWS CodePipeline FEIFaI#ES TR , URIEBBRITME~HE,
3. £ AWS CodeDeploy AppSpec X HEZEH B R E L EBEMBIEL TR,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/approvals.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/application-specification-files.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
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AWS Builders' Library | BEISRIEE TN L2 HE | NiAHE
- AWS HE$ | £ AWS E&IFEERMBFLERY
The Story of Apollo - Amazon's Deployment Engine

How to test and debug AWS CodeDeploy locally before you ship your code

Integrating Network Connectivity Testing with Infrastructure Deployment

MR AL

» re:Invent 2020 | Testing software and systems at Amazon

MR =B

» Tutorial | Deploy and Amazon ECS service with a validation test
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/#Test_deployments_in_pre-production_environments
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/testing-stages-in-continuous-integration-and-continuous-delivery.html
https://www.allthingsdistributed.com/2014/11/apollo-amazon-deployment-engine.html
https://aws.amazon.com/blogs/devops/how-to-test-and-debug-aws-codedeploy-locally-before-you-ship-your-code/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-network-connectivity-testing-with-infrastructure-deployment/
https://www.youtube.com/watch?v=o1sc3cK9bMU
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorial-ecs-deployment-with-hooks.html
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
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6. FERIBEHEFE

KEETT R TEER S : &
IR
X REREK

« OPS05-BP02 Uiz # 3 i ¥ ok
+ OPS05-BP09 & TR M AEE K
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« AWS Builders Library | B EREE TN ZLHE | £-HF

* AWS Builders Library | My CI/CD pipeline is my release captain | Safe, automatic production
releases

« AWS BHEH | £ AWS &I BFEERMBFLERT | BB E
« AWS CodeDeploy i #5m

+ Working with deployment configurations in AWS CodeDeploy
+ RiE AP| Gateway € Z £IRAZE
* Amazon ECS Deployment Types

* Fully Managed Blue/Green Deployments in Amazon Aurora and Amazon RDS

» Blue/Green deployments with AWS Elastic Beanstalk

MM

+ re:Invent 2020 | Hands-off: Automating continuous delivery pipelines at Amazon

* re:lnvent 2019 | Amazon's Approach to high-availability deployment
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/?did=ba_card&trk=ba_card#Production_deployments
https://aws.amazon.com/builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://aws.amazon.com/builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/deployment-methods.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://docs.aws.amazon.com/https://docs.aws.amazon.com/
https://aws.amazon.com/blogs/aws/new-fully-managed-blue-green-deployments-in-amazon-aurora-and-amazon-rds/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.CNAMESwap.html
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
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» Try a Sample Blue/Green Deployment in AWS CodeDeploy

» Workshop | Building CI/CD pipelines for Lambda canary deployments using AWS CDK

» Workshop | Building your first DevOps Blue/Green pipeline with Amazon ECS

» Workshop | Building your first DevOps Blue/Green pipeline with Amazon EKS
* Workshop | EKS GitOps with ArgoCD
» Workshop | CI/CD on AWS Workshop

» Implementing cross-account CI/CD with AWS SAM for container-based Lambda functions
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https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create-blue-green.html
https://catalog.workshops.aws/cdk-cicd-for-lambda-canary-deployment/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/4b59b9fb-48b6-461c-9377-907b2e33c9df/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/4eab6682-09b2-43e5-93d4-1f58fd6cff6e/en-US
https://catalog.workshops.aws/eksgitops-argocd-githubactions
https://catalog.workshops.aws/cicdonaws/en-US
https://aws.amazon.com/blogs/compute/implementing-cross-account-cicd-with-aws-sam-for-container-based-lambda/
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» AWS Builders Library | 4R ZBE Hi |8 Z £ BIR

» Redeploy and rollback a deployment with AWS CodeDeploy

» 8 best practices when automating your deployments with AWS CloudFormation
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html
https://aws.amazon.com/blogs/infrastructure-and-automation/best-practices-automating-deployments-with-aws-cloudformation/
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» Serverless Ul testing using Selenium, AWS Lambda, AWS Fargate, and AWS Developer Tools

MR AL

+ re:Invent 2020 | Hands-off: Automating continuous delivery pipelines at Amazon

» re:Invent 2019 | Amazon's Approach to high-availability deployment
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https://aws.amazon.com/blogs/devops/using-aws-codepipeline-aws-codebuild-and-aws-lambda-for-serverless-automated-ui-testing/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
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https://aws.amazon.com/training/
https://aws.amazon.com/events/
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
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https://aws.amazon.com/events/
https://aws.amazon.com/training/
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/appendix-b-example-orr-questions.html
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https://console.aws.amazon.com/wellarchiected/
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://medium.com/the-cloud-architect/operational-readiness-review-template-e23a4bfd8d79
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
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- AWS X #Fs You | Building an Effective Operational Readiness Review (ORR)
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« AWS Control Tower

« AWS Security Hub
» AWS Well-Architected Tool

OPS07-BP03 £ Az 1T FMHITIEF

BITFMRIMBEELERNPERE. SITFRHANAEREASMERN —RIITRAK. FEM
ZRRNEH  ETFREERATEE, EEEF , RMNEASTFRREEXRASIMHPLESE R,
fEMSE , BITFRRETH —IEFHIEXF L,

EITFMREETFEABNEZRARI D MNHEARKRAARIEBEEERE , BTFRHHR—IHEX
HURAE , TR |, MERE—BNER. STFRNRHEFRUE , ARBRENRKEMERN ,
ANEMEITFMREEEEREN — N RBARBD . STFMENEBEXTHIRLCE, TE, X
R, FEMEIMEZEIT LIRVES,

EEALABRREAF  NABXIETFEREI L. NEEELEERNSITFMRITH, ERAMAKNESK
KUSWEBCHIULTRERTZNIT. BHLAILAZTFMRE , [HEatE B LEERNETFM;,
BEERENEE  KSREITFRRUAEMSAKIE 3L,

HELER  ARNE-—RIPITITEABRESN IS ERE. STFHESHEER. YENTEMNR ,
BRRTHERCENGE, STFRFEE-IPPRE (RAZFRE ) HEEER. HlU, ENA
BREAHER, HIRERBEMNTYNERERE4HEE | STFRAINEARRHEERE, ABEMEX
IKF AWS Health E#HIThEE.

ERNRES :

- IKFICZERRENENT R,
- FHHBEUM A ERKIFTE,

OPS07-BP03 £ AiZ{TF TR 110


https://www.youtube.com/watch?v=Keo6zWMQqS8
https://github.com/aws-samples/custom-lens-wa-sample/tree/main/ORR-Lens
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
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# Runbook Title
## Runbook Info
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
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| Runbook ID | Description | Tools Used | Special Permissions | Runbook Author | Last
Updated | Escalation POC |

| RUN@GQ1 | What is this runbook for? What is the desired outcome? | Tools | Permissions
| Your Name | 2022-09-21 | Escalation Name |

## Steps

1. Step one

2. Step two
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« AWS Well-Architected Framework: Concepts: Runbook development

» Achieving Operational Excellence using automated playbook and runbook
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
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+ AWS Systems Manager : =17 F M

» Migration playbook for AWS large migrations - Task 4: Improving your migration runbooks

+ Use AWS Systems Manager Automation runbooks to resolve operational tasks
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« AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response

* How to automate IT Operations on AWS | Amazon Web Services

* Integrate Scripts into AWS Systems Manager
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+ Well-Architected Lab : ATz FMAETFMEIEE B311L
« AWS Blog X E : Build a Cloud Automation Practice for Operational Excellence: Best Practices
from AWS Managed Services

+ AWS Systems Manager : Bah{VE%

« AWS Systems Manager : NEFHRBIZITFMRPERERS

* Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake
* Gitlab - =217 F Mt
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+ AWS Systems Manager Automation
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-migration-playbook/task-four-migration-runbooks.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-document-sample-restore.html
https://catalog.us-east-1.prod.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://gitlab.com/gitlab-com/runbooks
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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# Playbook Title

## Playbook Info

| Playbook ID | Description | Tools Used | Special Permissions | Playbook Author | Last
Updated | Escalation POC | Stakeholders | Communication Plan |

|---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |

| RUN@GOL | What is this playbook for? What incident is it used for? | Tools |
Permissions | Your Name | 2022-09-21 | Escalation Name | Stakeholder Name | How will
updates be communicated during the investigation? |

## Steps

1. Step one

2. Step two
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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+ AWS Well-Architected Framework: Concepts: Playbook development

» Achieving Operational Excellence using automated playbook and runbook
+ AWS Systems Manager : EBiz1T F M

* Use AWS Systems Manager Automation runbooks to resolve operational tasks
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* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response (SEC318-R1)
» AWS Systems Manager Incident Manager - AWS E#li# 3 &

* Integrate Scripts into AWS Systems Manager
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+ AWS Systems Manager : Bah{tE%

» Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.playbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=KNOc0DxuBSY
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://github.com/aws-samples/aws-customer-playbook-framework
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://catalog.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US

HHEERR AWS Well-Architected 128

« Rubix — Al F# Jupyter Notebook ¥z 1T F MK Python FE
- FAMBERENEEENETFM

MRS :

« AWS Systems Manager Automation

« AWS Systems Manager Incident Manager

OPS07-BP05 /i B B YR TR AR B RE ML

N TN MTRDZEHERLHRE, BEEAR-MEY , AREINREHRERER R
ERBREE, CRANEELAKTNAE  AEELNMREEERF, MEHEERED TEAHFRE
BUNMFENREE, BUAFERTENGREER,

« FEEREI TERENEHBAENRE.

- TEFEHREER,

ERRERX

- FEERFBI TR , MIBLERUHBLRE.
« WEFRREEHTIFEREERNEE,

« WEHRANITERE , A NFRIARLEL,
B ESKERAER

« ATHERBNTRDEEMET T R

- THEAENZEFSAERE,
EARABUXMREXRERNBERTRENNBRSER : K
KHEE S

ERARERGHETKDZEENRE. ERTHANEENRE. BRABEESFESAEER, HHF
LT EARE R THEABARERLN =LK,

OPS07-BP05 fEHH BB E HIRRRFBEREMEE 17


https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/blogs/apn/governance-in-the-aws-cloud-the-right-balance-between-agility-and-safety/
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https://docs.aws.amazon.com/awssupport/latest/user/aws-support-plans.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
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MBI R TEARRIE , UXFRARERE D THIEE,
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FEASamBEERE,
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« OPS08-BP02 Z#T THEMEH B E
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« MIEDHTIERR , TAEBEX LS5 RRERME,
- FEMKBEARER , MAERLSFER,
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
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- ROFERER, 5 7TRARRI2.

B ESKERAER

« H-FTHEEREEELSFSRRBANBEXR,
o BURESBEE N R B REFRIE
o« TERBEMEL SRR A EHRAME R,

EARBURXMRERERNBERTRENKRER : F
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FIFH Amazon CloudWatch 2K T ERITIEFR D M. Amazon CloudWatch FE N F Amazon
DevOps Guru 2K AWS RFATATRNFE L LAHREBRSHERA , THERAEEZEHTHE
ERN AT,

S5

1. PMTNEFE - EPFENFETERTIER.
a. MEZRBULFHRIER , MARRAEZERABNBEARIER.
b. THEETSIE, KANEXNEEM,
2. FF Amazon CloudWatch : 8 Amazon CloudWatch JREVE LB F#ITRA D40
a. EL& CloudWatch #ZHIEAR , UAHLEREIER , X — B ERNERETLHR.
b. £/ CloudWatch Y B 2 UERER M 7RISR DM , XEBTEN SLA NERREE.
c. R& CloudWatch E®N , EFKHBHSHENTERL T RIFERR,

d. SE#E CloudWatch BK = AT 14 |, SAMS RIS — N XA ZANIK - B9 R 2 Fr 3 50 Bt 1T pE
HEBR,
e. £/ CloudWatch Metric Insights R&EHF 5 B K~ FXBHEREE , ANMRBIESRNRE
1B o
f. RIF CloudWatch IE#-¥ZE , MIEMRBTHIR, SLEFRTIHE , \MREERANBE,
3. %M Amazon DevOps Guru : 1A Amazon DevOps Guru , SAERIAHYBEF T @B R EL N T
g2 RBITRSSENARFRERNBHERTR , HENEFEREWZENEEBE,
4. RIFERH#ITRI : BEEFSTELHAESNREK | UEFENSUHE THERR.

KBTI TEER S : &
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https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://aws.amazon.com/devops-guru/
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MR RERE :

+ OPS04-BP01 T E XS MIEIR
+ OPS04-BP02 kit i 2 FiE M

FRITAY -
* The Wheel bi&%& - BT EREITNEEMN

Percentile are important

£ AWS Cost Anomaly Detection
CloudWatch BTk 7= "] XL 1%

{# i CloudWatch Metrics Insights Z i) &I IE ¥R

RS

* Enable Cross-Account Observability in Amazon CloudWatch

* Introduction to Amazon DevOps Guru

» Continuously Analyze Metrics using AWS Cost Anomaly Detection

RG]

+ One Observability 3£

» Gaining operation insights with AlOps using Amazon DevOps Guru

OPS08-BP02 77 #f T4Ef# B &

BRI TEABRBENTERA THNARFNEITIAEXREE, BYEHMIE, UAHLs
AEUNFRASHE  TURENCERAEFERENR M,

HSELR BEdLHNEEIMRENNARFTANETHNEE IR  BREEIRNMNEER S,
ELRER :

« EHIAFEREZE , 29X BEN D,

OPS08-BP02 %3 # T E B & 124


https://aws.amazon.com/blogs/opensource/the-wheel/
https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://www.youtube.com/watch?v=lUaDO9dqISc
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=IpQYBuay5OE
https://catalog.workshops.aws/observability/en-US/intro
https://catalog.us-east-1.prod.workshops.aws/workshops/f92df379-6add-4101-8b4b-38b788e1222b/en-US
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« EPHRUSITAT. 2R E BT R,
- BRFABERBERITIRENNARFLL,
- WHNNARFITANER Y THRTELMBELR.

ERBYXMRERKRNBERLTRENXRLSL : F

KHEE S

Amazon CloudWatch Logs @ — AT HAED MR ATE, RIA CloudWatch Logs Insights #

Contributor Insights & IIEE , TREN BSRiM BEFRREELHNEER.

KHES R
1. iR & CloudWatch Logs : BB N FARF MRS , SAER BE K% E CloudWatch Logs.
2. FABERERN : A Amazon CloudWatch Logs R ERMIHEER BEIRBIFE BEERH L H
Bk, ZIEETEHEEAXRTHNRERR , RERMEEE BB,
3. i% & CloudWatch Logs Insights : ## /8 CloudWatch Logs Insights AR B HFRH#ITER , H OB
EEIPE
a. AEEHRBFEEN, AT EREN B ERTEHIR SV ET/THRE,
b. £/ CloudWatch Logs Insights X 2 k2 M AMLABEFERAN AEER, BT T
FRAEBEPHELZTERNEEREE.
c. £/ CloudWatch Logs b8 ( diff ) AR EIRZ AR AELAZBHITERD M. FAX—I
BEMERTE , A TNENREMRERT NN,
4. f£F Live Tail =TS B : 88 Amazon CloudWatch Logs Live Tail SkAMEE HEHIE, ATLE
BARFETEIRENEINE#TSERE , BN THRASHEFEERE,
5. FIA Contributor Insights : Ef CloudWatch Contributor Insights 3RiR5! IP it AR REBESE
BEENAESESE.
6. 35 CloudWatch Logs fe#RIEESH : BLE CloudWatch Logs fEFREESA | N B EBIERER RN

WRERVIER, XA REBERIHE - IHEN,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_Patterns.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_Compare.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs_LiveTail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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7. 3K CloudWatch B~ rIUUN 14  ME#RESHE— XA ZANK P 89 N A B2 e 33 B 1T HUE BE
BRo

8. EMFENTE : EHFERSOINRE , LERRKMEMEXEEA LML NAREF .

KEETT R TEER S - &
R
MR RERE :

« OPS04-BP01 ¥ E X B MIEFR
« OPS04-BP02 3t R FA 72 &l
« OPS08-BP01 7 #f T{EMAE 1845

FESR A

* Analyzing Log Data with CloudWatch Logs Insights

* Using CloudWatch Contributor Insights

» Creating and Managing CloudWatch Log Metric Filters

MM

* Analyze Log Data with CloudWatch Logs Insights

» Use CloudWatch Contributor Insights to Analyze High-Cardinality Data

RG] -

* CloudWatch Logs Sample Queries
+ One Observability #3]&

OPS08-BP03 4 #T T e &1 IR B B4R

SHBEREBENT2EH T BNRARFNERFEIREXER. BESUATMLAR2UNERS M4 ZE
MRXERER , ATARAMSRE | R 51858 P 4K,

G R B THNAREFN S HRNIRAE , NMERBERFIZ GRS AR,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://www.youtube.com/watch?v=2s2xcwm8QrM
https://www.youtube.com/watch?v=ErWRBLFkjGI
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://catalog.workshops.aws/observability/en-US/intro
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BEER ERERAE | (UK B SR,
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« BEEMBREHIEPEHNIER , FIUNERMBER,
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« WEBEBERA SR FI9BREE (MTTR) .
o RATHBABIRH M,

o AIEKZIH L EMHEEER B,

o FIFAMIRERERIE 18 H AV IEARE H B B HRK,
- BN AHRERSNERFER,

EARBURXMREXRERNBERTRENKRER : F
KHEE S

AWS X-Ray Rt T o MMIREHENTEES , TRHEBRSXENEFUE, LERAFEII AR
&, ServiceLens, X-Ray Insights, X-Ray Analytics #l Amazon DevOps Guru EIh8E , AIiEEMIR
FRBEFREBHATITRENRE.

UTESREHRT —MERLEE , AEER AWS BRS B W KR ERBITES T

1. £ AWS X-Ray : #3{R X-Ray ESRARFEMN , SMEBRREREE,

2. 74 X-Ray 18#r : EARS EIRAHFFRM X-Ray IRERBTFEPSHNIER , FINER, ERER, ¥
ERMENNESHE  UEEENARFRNETRR.

3. £/ ServicelLens : FIf ServicelLens #FiBERFZMBUAREFO TR, XAFUERFTRNE
EREHE. B, BER. BIRMEASTRRER.

4. J3 A X-Ray Insights :
a. 7F/8 X-Ray Insights , AT BN RERBEHFNFEER.
b. ARARUEARKXHWERSRRE |, HlaNHERGIRE I,
c. EFIEERAEE , REtEIRFEF 5 AT N B 69 B &,
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https://www.docs.aws.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html#xray-console-servicemap-view
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/servicelens_service_map.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
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5. £/ X-Ray Analytics : X-Ray Analytics A F 2 HEIRRREHE., EPRAHIRIVIE,

6. £ X-Ray FMV4A : £ X-Ray R OIEA , RFESEREMETRERERE , MM TEFEH N
pal i

7. A Amazon DevOps Guru : A Amazon DevOps Guru MHLERF IR P Z 25 | TABRRHIE
PHRERE,

8. f£ A CloudWatch Synthetics : £/ CloudWatch Synthetics Sl A T4 RIESMTERENS
“Eg, XS4 RS X-Ray EFCREMRESE , BTN EENRNNARFEHITRAD M.

9. FEREEA/SYE (RUM) : f£B) AWS X-Ray 1 CloudWatch RUM , T SA% #7 K38t M B R R2
WLIRAFTTG , 24 T AWS RERSZSWERER, THRBERIFZNRELAFWERBESHM
iR,

105 AFEXEK | MREHIES X-Ray RERUEFHHEXBEXEK , NIFEA THENARFITAN. XA
FEEERFNSFEEXRNBESE,.

11358 CloudWatch BSTK /= B WL 14 « WS4 B — AN XS A 2N K 7 B B2 AR 72 e 5 B 4T e P Bk
BRo

LHEITRIN TEERS : F
R
MR RERE :

« OPS08-BP01 7 #f T{EMAE I8+F
« OPS08-BP02 £ #f T{Efa % B &

FARHY

» Using ServicelLens to Monitor Application Health

» Exploring Trace Data with X-Ray Analytics

» Detecting Anomalies in Traces with X-Ray Insights

* Continuous Monitoring with CloudWatch Synthetics

A<M

* Analyze and Debug Applications Using Amazon CloudWatch Synthetics & AWS X-Ray
« f/H AWS X-Ray Insights
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_tracing.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/servicelens_troubleshooting.html#servicelens_troubleshooting_Nologs
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=s2WvaV2eDO4
https://www.youtube.com/watch?v=tl8OWHl6jxw
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MR =B

« One Observability 3 &
- f£F AWS Lambda 3£ X-Ray
» CloudWatch Synthetics Canary Templates

OPS08-BP04 6|2 Al ER E 4R

RERUMBNNARFTANREEXREE, LHEENR , INRBIETXBEHMER (KP1) B
ZRANEKEXRIANEHABARE. EF KPIHERTHRKEINESELFREZE FIHEEE
Ko XFAHREBRN A AR EHEE , HE T AP RGN T EM4,

MG R - BB E, EXERENER  WERERXANEZHBERD , LERE KPI ERE G
MBS AT,

ERRERX

- REWYZIFRBER , SEHEHRES.
« TRIE KPI N ERBITRERSEF , BB T BRABENLSHIE,
« ZAEABRARER , SHHNE-FABHAESER.

B ESKERAER

o RFABRENERER , BOBERET
- FHRVUNEHEEE , EMRSHEFSTHEARS IR,
- EERNEBRNBEE TEEK , 58 A MMEHF ERERFE,

EARBUXMREXRERNBERTRENNRER : &
KHEE S

EOEARNERNG , KHEAER, BSMBEHERFICET KPI WERAFEXR , 5[
R EFERR.

KHES TR

1. MEXRBHEMER (KPI)  BENARFHN KPl, BRMSIXE KPI EXE , LEEBERBRL S
W,
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https://catalog.workshops.aws/observability/en-US/intro
https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html
https://github.com/aws-samples/cloudwatch-synthetics-canary-terraform
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2.

KEFERN

« {# A Amazon CloudWatch E# M : 3 Amazon CloudWatch R E#NEE N B8N FEE
X, XEBTFRENEENTEEKEZR,

« £/ AWS X-Ray Insights :
a. i & X-Ray Insights , RN BERHBFHHRE,
b. BLi& X-Ray Insights BYEA |, LAE RN B 7] B AT I B B4R o
+ 5 Amazon DevOps Guru £ :
a. A Amazon DevOps Guru HHLEF ¥ ThEE , £ EMBHERRNIRIERE,
b. §#%l DevOps Guru FHBEAIEBLIREFEER.

 RRETRENER  RITERBRHEZBEENER , UEILEREIT,

1. 5 Amazon EventBridge MM ¥ AWS Health E4 |, SiE U REF RS AWS Health API &
B, SAMBEWE] AWS Health B48 BaiTHRE. XEAURENRE , SIFRAEITRINE
WEAREHEEREIPXAE , LA UARKRERE , SINE IT RFEBRIET B THERE.

 BLDERET  REBDIFEXRBER, HARZERIXRELTXEZZNERE , M TRTELExE

[RIER , MR R B R ATL Bl 9 B R S o

IRBEASEIR /A Amazon CloudWatch E8 & H S MNER,
. EEIRTEER : 49N Ops Genie M PagerDuty T &,
.MABKNAREREFH Amazon Q FRER : EREI KN ARERFFH Amazon Q FF A E R , LAESS

Bk % 44 Amazon Chime. Microsoft Teams # Slacke

. BT HENER : £/ CloudWatch Y HSERIFIESZN , BRIBFBEN BESHIRER,
. FEMER  EREHMTFANTEEFREE.

KHEIT RN THEELR S : &

IR

X REREK

OPS04-BP01 #7E X BEURIEIT
OPS04-BP02 3£ R A i FriE
OPS04-BP03 e A F K E N
OPS04-BP04 Sk e 42k i 1 i U
OPS04-BP05 £ e %0 #p 20 IR ER
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#navigate-to-notification-settings
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://aws.amazon.com/bloprove-monitoring-efficiency-using-amazon-cloudwatch-composite-alarms-2/
https://www.atlassian.com/software/opsgenie
https://www.pagerduty.com/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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« OPS08-BP01 £ #T THEMA ISR

« OPS08-BP02 ##i TEAE BE

« OPS08-BP03 % #T TS B IR bR ¥k 42

FARHY

+ {£ Amazon CloudWatch &%

» Create a composite alarm

» Create a CloudWatch alarm based on anomaly detection

* DevOps Guru Notifications

» X-ray insights notifications
- EARXER ChatOps X AWS BiR# TR, BENKIEER
* Amazon CloudWatch Integration Guide | PagerDuty

* Integrate Opsgenie with Amazon CloudWatch

MM

» Create Composite Alarms in Amazon CloudWatch

* Amazon Q Developer in chat applications Overview

+ AWS On Air ft. Mutative Commands in Amazon Q Developer in chat applications

HRTA -

» Alarms, incident management, and remediation in the cloud with Amazon CloudWatch

» Tutorial: Creating an Amazon EventBridge rule that sends notifications to Amazon Q Developer in
chat applications

+ One Observability #3J £

OPS08-BP05 i 2 2 &l T Ak

EHEERRAANENAE , TRATEETFEAENENRE, SARFEREHRTEZNATHLR
H , BFRNERAERIE , MEENBERIGNINE. 2B 0RITAVEFIEAR TR EEREE R RS
BITHRRMERE | EEEH FIZAX T REF XL FRRMFBEL WA KAE S

OPS08-BP05 #2212 HlIE ik 131


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/chatbot/
https://support.pagerduty.com/docs/amazon-cloudwatch-integration-guide
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-amazon-cloudwatch/
https://www.youtube.com/watch?v=0LMQ-Mu-ZCY
https://www.youtube.com/watch?v=0jUSEfHbTYk
https://www.youtube.com/watch?v=u2pkw2vxrtk
https://aws.amazon.com/bloarms-incident-management-and-remediation-in-the-cloud-with-amazon-cloudwatch/
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://catalog.workshops.aws/observability/en-US/intro
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NEEENREEALSEIRES, IM—FMETULEEMIABETEBILAREXEEZN , fATKEE,
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B RERFHFF AR L BRI EERNE,

ZRIX—K , HolREGERE , FRAEARERANLS KPI 2B FREFE, MEBEXEE , B
EMNERTENZ R, BRABLT , 2FHERNZEHTEE THBRENSTRRMEE , Bt ER
FRBLFSRRREZNE,

Amazon CloudWatch ##|H#X 2 CloudWatch BHIAFW A EBENER , TATELE—VEPKEER
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create_dashboard.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_remove_text_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-and-work-with-widgets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_ExportQueryResults.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_remove_alarm_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights-ViewReports.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_custom_widget_dashboard.html
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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» Create Cross Account & Cross Region CloudWatch Dashboards

* AWS re:Invent 2021 - Gain enterprise visibility with AWS Cloud operation dashboards)
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« f/ Amazon CloudWatch ¥ 17 N A2 /F a2
+ AWS Health Events Intelligence Dashboards and Insights

* Visualize AWS Health events using Amazon Managed Grafana
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https://www.youtube.com/watch?v=eIUZdaqColg
https://www.youtube.com/watch?v=NfMpYiGwPGo
https://catalog.workshops.aws/observability/en-US/intro
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch/
https://aws.amazon.com/blogs/mt/aws-health-events-intelligence-dashboards-insights/
https://aws.amazon.com/blogs/mt/visualize-aws-health-events-using-amazon-managed-grafana/
https://dora.dev/guides/dora-metrics-four-keys/
https://dora.dev/guides/dora-metrics-four-keys/
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* QuickSight - Using KPIs

« Amazon CloudWatch — £ A $g%r
- MEEGER

* How to track your cost optimization KPIs with KPI Dashboard

« AWS DevOps Guidance

HRTA -

» Monitor the performance of your software delivery using native AWS monitoring and observability
tools

+ Balance deployment speed and stability with DORA metrics

+ Example MLOps operational metrics in the financial services industry

* How to track your cost optimization KPIs with the KPI Dashboard
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https://docs.aws.amazon.com/quicksight/latest/user/kpi.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
https://catalog.us-east-1.prod.workshops.aws/workshops/3b7f3d77-c6ef-44b2-aa29-d2719b8be897/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/3b7f3d77-c6ef-44b2-aa29-d2719b8be897/en-US
https://aws.amazon.com/blogs/devops/balance-deployment-speed-and-stability-with-dora-metrics/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-unlock-value-data-financial-services/operational-metrics.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
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https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_measure_ops_goals_kpis.html
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» Measure Progress

- HERHEARSIREURER N 4
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» Data Operations

» How to track your cost optimization KPIs with KPl Dashboard

» The Importance of Key Performance Indicators (KPIs) for Large-Scale Cloud Migrations
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/measure-progress.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/solutions/app-development/data-operations
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
https://aws.amazon.com/blogs/mt/the-importance-of-key-performance-indicators-kpis-for-large-scale-cloud-migrations/
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https://aws.amazon.com/athena/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/utilizing-workload-observability.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/config/
https://aws.amazon.com/systems-manager/features/#OpsCenter
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
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AWS Incident Detection and Response

AWS Cloud Adoption Framework: Operations Perspective - Incident and problem management

Incident Management in the Age of DevOps and SRE

PagerDuty - What is Incident Management?
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/aws-countdown/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://www.infoq.com/presentations/incident-management-devops-sre/
https://www.pagerduty.com/resources/learn/what-is-incident-management/
https://www.youtube.com/watch?v=Cu20aOvnHwA
https://www.youtube.com/watch?v=DSRhgBd_gtw
https://www.youtube.com/watch?v=IbSgM4IP9IE
https://www.youtube.com/watch?v=I6lScgh4qds
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
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* How to Automate Incident Response with PagerDuty and AWS Systems Manager Incident
Manager

* Engage Incident Responders with the On-Call Schedules in AWS Systems Manager Incident
Manager

» Improve the Visibility and Collaboration during Incident Handling in AWS Systems Manager
Incident Manager

* Incident reports and service requests in AMS

MRS

* Amazon EventBridge
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https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/managedservices/latest/userguide/support-experience.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://aws.amazon.com/systems-manager/features/incident-manager/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
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c. MREMEH AWS Organizations , &3 A organization view for AWS Health SAEKF R4S AWS
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FARH -

* AWS Cloud Adoption Framework: Operations Perspective - Incident and problem management

« {#/ Amazon CloudWatch &

» Setting up AWS Systems Manager Incident Manager

* Preparing for incidents in Incident Manager
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https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/chat.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/runbooks.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/setting-up.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-response.html
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MR AL

» Top incident response tips from AWS

 re:Invent 2,023 | Manage resource lifecycle events at scale with AWS Health

MR =B

- AWS # 3 2 — AWS Systems Manager Incident Manager — Automate incident response to security
events
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https://www.youtube.com/watch?v=Cu20aOvnHwA
https://www.youtube.com/watch?v=VoLLNL5j9NA
https://catalog.workshops.aws/automate-incident-response/en-US/settingupim/onboarding
https://catalog.workshops.aws/automate-incident-response/en-US/settingupim/onboarding
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« Atlassian - Understanding incident severity levels

» IT Process Map - Checklist Incident Priority
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https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://www.atlassian.com/incident-management/kpis/severity-levels
https://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Priority
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-manager-on-call-schedule-create.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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AWS Systems Manager Incident Manager Escalation Plans

Working with on-call schedules in Incident Manager
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Temporary elevated access management with AWS IAM Identity Center

Atlassian - Escalation policies for effective incident management
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https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-manager-on-call-schedule.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/blogs/security/temporary-elevated-access-management-with-iam-identity-center/
https://www.atlassian.com/incident-management/on-call/escalation-policies
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» Atlassian - Incident communication best practices

» Atlassian - How to write a good status update

» PagerDuty - A Guide to Incident Communications
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» Atlassian - Create your own incident communication plan: Incident templates
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« AWS Health #4$IE4x
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https://www.atlassian.com/incident-management/incident-communication
https://www.atlassian.com/blog/statuspage/how-to-write-a-good-status-update
https://www.pagerduty.com/resources/learn/a-guide-to-incident-communications/
https://www.youtube.com/watch?v=ZROVn6-K2qU
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://health.aws.amazon.com/health/home
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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SHEEXR AWS Well-Architected 12
- FMABENCIEE , B ANEIRHF IR RE BN AT,

- —HEUENEESHLE,

- REZERRNREATEM,

ERRERX

- FHLEEH  RESBERMLLE.

- BT BFLHREEEEMHRBESFNER

- REMFHMITES , RRTHERNEGME , SBERIBRE,
B ESKERAER

« MREBHRRRE | BDREEVEE,

- BEACLN-—BHNEHLE , SPUTENEE.
EARBURXMRERERNBERTRENKRER : F

KHEE S

MABLIIEE , QIESHNEE THERE ,

i
P

AR AT T,
KHES TR

1. RO Bz L BETUBHLENESHES , flINEEEE. TEEEIE. FEEE. ¥
R, SENNE,
2. RABFHRTR
« A Amazon CloudWatch ZIRIZ/ETFN H E /3 3h B 3 W B K 45 E R4 R IEHR.
 f£F Amazon EventBridge MR AWS fRS5. BENITEAEF SaaS BARFHHEL,
- ZRBHEH , FINBEEERE. MEEREES AWS BRFHRSEE,
3. XUBHEAHEB L :
« fF AWS Systems Manager Automation & 1T F MK E{L 44, LBIMEEES,

* £ Incident Manager R RIZEENEH , BaHWEH R MEEASHHEXH AWS BRNIFHE
B,

- FAERT AWS WEE G ZEF 3 G REH,
« 5 AWS Auto Scaling B3 AEBAE , 4157 AMRMEEE,

OPS10-BP07 B3R =4 158
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https://codecatalyst.aws/explore
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
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https://www.youtube.com/watch?v=XaMfO_MERH8
https://www.youtube.com/watch?v=rp7roaoPzFE
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US
https://catalog.workshops.aws/getting-started-with-com/en-US/operations-management/incident-manager
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