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ZRIAE : AES128, . AES128-GCM- AES256 16, -GCM-16 AES256
BrEx 2 ZEE

X F VPN BEERIBTER 2 IKE I , RN INEE L, EAIMEE - MRS MRINE,

FRIAE . AES128. . AES128-GCM- AES256 16, -GCM-16 AES256
BrEx 1 EBMEEE

XNTF VPN BEERIBIER 1 IKE thiE , RTFRITBMEEE, SUNEE - MRS MRINME.

FRIAE : SHA1, SHA2-256, - SHA2 384, -512 SHA2
MR 2 TRMEE

XTF VPN BEERIBIER 2 IKE thiE , RFRITBMEE, SAMUEE - MRS MRINME.

VPN B&i8 %1
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ERIAE . SHA1, SHA2-256, - SHA2 384, -512 SHA2
BYER 1 £ A

(® Note
AWS RS 1 BrRESAMMNE 2 rREG AR FRTRENFEERIERERZR.
MRKEBEHENENEFETRE , N T T HBEERE,

IKE thEaRIB B 1 A EH , U8, ERLUEE 900 2 28800 Z HAVEF.

ZRiAE ; 28800 ( 8 /MY )
MY ER 2 £dn A HA

® Note
AWS ERE 1 MEAEmARMNGE 2 BB 4 o A8 7 B iR E R A BB 3 EXT £ R EH,
MREEGARSHENEFETR , A6 S MRREE .

IKE thEaHIB Bk 2 A AH , U8, FAILUEE 900 2 3600 2 HMEF. BEENKF
RFUNTFH B 1 £ B

ERIAME : 3600 (1 /AT
MAZ 4R (PSK)

MAZE4 (PSK) , HTHEBRMXME /MK ZEZEIUHE Internet ZHARKR (IKE) Z2 KBk

PSK WKEXMIE 8 T 64 NFRFZE , MEFBENUE (0) ko ATNFZNRRFEBHFZFHN. &
K () AMTRIZ (O

MIAE : 32 N ERNEZRERFZFRB,
ERFRAEME

EHPENEREXRANEONEXRAEONE oL (HERBARTNEHEE )
ERILIEESNT 0 F 100 2R E 7 thE.

AIAE : 100

VPN R2i& £ 11
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EREAR A

F1MEBRME 2 MBREGBAPIH oIV ZHETE (AR REN ) |, FILLEIE VPN E#E AWS iF
1T IKE EFT R4,

BRI E - T 60 MM B 2 £ BHE—¥ 2B F.
ERFANEINRE T ERZ AR ERTLERE.

RERE : 270 (4.5 7% )
EME A XD BES

IKE B &E [P BESH.
&R LR RE 64 B 2048 ZRIKVE.

BRIAE : 1024
Bt

7 VPN EEZRIBENERITHIRE, BLIEE :
« Start: AWS B3 IKE AU BRRE. RYUEBHNEFEFNKEE T IP ik X,
« Add : BB MXIREZ LSS IKE thEsFREE 3IR5E.,

EXEZELR , HSFAWS Site-to-Site VPN [BZi8 B Zhi% I,

ERIAE : Add
B8 i s 4 i JB HA 2 4

B2IE i R A on B H IR B R At X v REHR T IRV R

EXEZEER |, 5 AWS Site-to-Site VPN R385 = 4 dn B B2 4,

ZRIAE : Off
BT LAIE B2 Site-to-Site VPN E#2A3 18 ERE LI |, th o] LUERIMAE VPN EZNBRERT, BXE
ZER , BSRNUTER -

« S5 BlE VPN EZ
« & AWS Site-to-Site VPN B&iE 1% I

VPN R2i& £ 12



AWS Site-to-Site VPN AriEE
AWS Site-to-Site VPN B8 & 17 18 U £ 10

B LAE AT A ZERASHIUE BT Site-to-Site VPN BRiE ik =it 1T & BRI,

M =ZH4

MAZ R (PSK) & VP Site-to-Site N RBRERIZRINF HRILET, 6/ZFBER , BAEEEACSH
PSK, tBATLL AWS RFBZERK— PSK. PSK AU T HEZ —#H1TFMH :

« [EIEE Site-to-Site VPN flRFH., BEXEZEE , i5Z R Site-to-Site VPN BEF WK%,

« AWS Secrets Manager A T#8EZ 2, BXxEH Secrets Manager 7% PSK WEZEE , BS
%6 Secrets Manager 858 2 £ Ih gt

RE , ERBEEZFMXREZNER PSK /&,
Sk BRI FAB UL AWS Private Certificate Authority

MBETEFERATAAERZHNEZRE , MTATLAERAREB AWS Private Certificate Authority BYFABiE B3t
VPN #1755 KIiE,

& ER AWS Private Certificate Authority (AWS FA%F CA) , B3 ME CA SIZFEIEP EX ACM
ME CAZR , Bl LUER ACM 18 CA FAEE CA., BXCIBAMEIEPNESZER | 521 (AWS
Private Certificate Authority AP ER) PHRIZEMEEFAE CA.

BB BIRS XA BT AR FER Site-to-Site VPN B3iE# = AWS —INIiEH, EXEZE
B, 2 the section called “FREHEXEE,

® Note

RNTEFTEENIEPRM , £5 CreateCustomerGateway API AR &I ENIEHE
BHEE P E NG IEPERR LR VPN E#,

MRETEEFEFMKIRZL IP i, RIVPEFRE IP ipit, BWEEALTERFFSNXIRZBHET
ERY IP ik , MAFEEFMEE VPN EE,

Site-to-Site HZRBIZUEH VPN B , VPN &@XZEF RXIERBRITIEBLERIUE, BRTEARHN CA MEX
MR ESI , Site-to-SiteVPN B LK E X509 ¥ BEBEFE , SHERNEBHIMAE. TEHHAIMRETH
HEAR,

VPN [2i8 & 13 5 iF 1% I 13


https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html
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AWS Site-to-Site VPN B&i& jZ 35 & T

RABERT , EHNEFMRREFLIBZTEBRENE T Internet BARR (IKE) thE T ENRITE
Site-to-Site VPN JE#AIPZE, B WL VPN BBERE N IEE AWS BB N B HNEFHE3 IKE 7
[iiprid =8

VPN B&3& IKE /5 3i&E

BTN IKE BaEm Al A, BABLA Site-to-Site VPN EEF K — KM RBFEREHE F — M HHE N E
Bl, BRZXERENHEMBELNRENESFAREE , FSHVPN BEIET,

. BIRE  REHRIERH VPN EZEET VPN BRER ERTHERE, BRIAMBERT , EBHEFAMx
VR BT IKE WEIRUEERE, BRALIEE AWS A% B3 IKE hEa#His,

« DPD AR E . REXMNmLN (DPD) B EEXEMIREE, RIAMBRT , IKE &2FEL |, BBE
XA, BAGEBR, B LUIEERE DPD B XER AWS AMEH/F3) IKE £1F , L LUEER
DPD #a & 4T AWS T8 ZEE{AR4E,

0001 K0 BRR 75

AR A FIBR&IE A

- E33) IKE S , AWS ZFEZEMEFFMXIREFNLE IP ik, WREN VPN EEZEETETIE
PHEGRIE , HEEDPUBREF,MXERNKRIEE IP ik AWS , M AL ZEF N ZE - MxHiE
E IP thit, RE , B VPN EEHEEFNEF,MX, EXEZER , BSH EX AWS Site-to-
Site VPN EZEMEF M X,

« IKEV2 X323 VPN E#E AWS MIZ 3 IKE ( B3higE) .

« MERM VPN E# AWS MR IKE #lA1 , WA SFEBENRE, ERTHRHENERE  EFEY
B, HEAL, = VPN EE AWS imREIR B RN EF S MXH delete SAHER , EREHE IKE
.

- MBEHEFMXIZRN T AEREAFE MK (NAT) WiIREZEHE , WAMEE 55
(IDr)e BXWEZEER IDr, S5 RFC 7296,

MEREEEMN AWS MIE R VPN BRELLE IKE #1181t , 3 B VPN EEE —BRZWAtE (BF R 10
¥, EAERTENEE ) , NPRETEESHM, ABIERELRE , SR AFRAMEEET BRER

keepalive Ping.

VPN B38 /3 3% 1 14


https://datatracker.ietf.org/doc/html/rfc7296
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£/ VPN B3i&E 3 2L 11

BXEM VPN BERRINESES , BSHANTER

- EOIEIHH VPN EEHIEE VPN BRERZET , BHATUATIRE : TE] 5« 612 VPN EH

o EEWIA VPN EEM VPN RREFshiEI |, BT TIRE - £ AWS Site-to-Site VPN B&iE 1%
I

AWS Site-to-Site VPN B%18 in = 5 iR

&89 Site-to-Site VPN XEEZHF N VPN BEAK , ATRIATR. AR, £ AWS HITRRIEEM S
2 VPN E#EE , 2FR—PHFED VPN BEirR. ERERIJISREE , EMEFRHNRBEE R,
B ZPEEREE R RS P I,

£}

- BRERENIRIER

« AWS RER KL ER

+ AWS Site-to-Site VPN B8 it = 4 n B HR 13

EFRENIRIER

BB VPN AV T AT | FERBER PR — DA,

5 API 124E (eSEEAl

18R VPN JEZR B M X ModifyVpnConnection EMEFARRE LT AT,
FANBEEER A T Ao

FEk VPN EENEF X ModifyVVpnConnection EMEFPRE L IRT 2AT
AANBEEER A T A

&2 VPN %I ModifyVpnConnectionOptions £ & #HIBEIE LK i T =6t |
FmANBEEER A T A

&2k VPN B23&E 1% I ModifyVpnTunnelOptions ERHIPEEE ER R T A
Ho

£ VPN BRE R 3hit W 15


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html

AWS Site-to-Site VPN

RAriEmE

AWS FEE N ik LR

AWS Site-to-Site VPN 2 —TIEERS , 2 EHMEEHN VPN BEBiw SN A EH. #HTXLE
B0, @FEUTILA :

- NRAERAL , FlaxhT. IREREHIEME R TIRE
- FRREESF
- HAFPKEREE VPN BER LSRR ER

AWS —RRFBRIE i SRR A B VPN BB — B8, ERRERSERIE , KAY VPN E

HIMBEENTTRER, Bt , £ VPN EEFEERMBRENRISTHAMEREER.

AWS Site-to-Site VPN B8 i s 4 fin J& HA 5 i)

EHHRER

AR

BRiE i R E HIE G T SR Hlin QERIE R , AR TUEPRARE#RBED AWS HERERILE
WIEAE AV ERE YT, EEILLTIEE , BT NERERES LU S EEZRBER S AWS EEEH.

MREFERHLFSFIRIEAN VPN EEREFENREE , FEMALLIIEE,

@ Note

EROBIBERT , BMESATRERLEWEREEINEE | B AWS AIaE S I BIX B2 iE iR R A

FXREBER.

FH

- BERSEGEPEENIERE

- & AWS Site-to-Site VPN B2 ik S £ on AR L4

- BUFRAB AT AWS Site-to-Site VPN B3i& i = 4 an B i 4l
- ®BET K AWS Site-to-Site VPN BEi& E#

- %3 AWS Site-to-Site VPN BRE £ EH

« X AWS Site-to-Site VPN B&i8 i s 4 n /& #1224l

BB S L AR EIN TERE

7] VPN EERNENBREF BRRE R S £ AR EIThEE, AT EAERIZE VPN S B itkIh
T&REAE VPN EENBRE LR Z Atk Thee.

A, hAIBL

AWS EER KB
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BRBER/ALEGEARREE  SFBEIRMNERE L T HREFRIRNEELTEH4

o BRI BT E R PRIE R S B AWS Health B A,

« £ get-vpn-tunnel-replacement- AWS CLI status@s 5 A] BAE AWS Management Console &
BERFEFIRS , URNAR B4R M X g N AN R

HRRER[QEF TN B2 B NRAEFNRABC SIS ER ENEEZ ER#H,

MRERBEELEVEINA AR EHNAER , W AWS BEFAZEEFHITRERRER , XRE
M4 ER AR —EB 7.

B i AWS Site-to-Site VPN B8 i = 4 dp B H 122 4

AIAEI A VPN E# AR EdmARES, XALI6EHA AWS Management Console 33k
5ER AWS CLlI,

(® Note

FREREBHERT , HERNIME VPN EESAZMEN , HEMAERERRER, MRER
FFRi1ZIheE , EFAUEIAERE R LB | R DA Bk BRE Bt .

Existing VPN connection
DT HZEERMMAEIE VPN EZ LS ARRE RS £ AR,
£ AWS Management Console /3 Fi B&& it = &£ o B B 152 )
1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. EEMSMES |, %#F Site-to-Site VPN E#,
3. T VPN EETEFELNEE.
4. RREFRBRENBEHR VPN BREIED,
5 BEEFENKM VPN RRENEE IP it , EEEEANIFERRE,
6
7
8

ERRER R EMEREST | &P AERE,
( ATk ) EFBEPRE B R
i%# Save changes (REEX ) -

BRiE % = 4w A HR 7


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
https://console.aws.amazon.com/vpc/
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5/ AWS CLIZ BRgEim 2 i AR %l

£ FAAmodify-vpn-tunnel-options &5 5 FF /3 B8 & i = 4 an A B 12 41,

New VPN connection

LT S BE R A 7E S FTRY VPN SEZ 8 /5 AR E IR S £ AR S,
EE0IES VPN EEHE S ARBER LA RS |, A AWS Management Console

T FALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##l &,
ESMMBEES , % Site-to-Site VPN Connections.

%R 62 VPN &,

TERSIE 1 ETIAPRE 2 ETATNNNE S, ERER [ EWEAHREST , EREA.
i%#& Create VPN Connection ( /2 VPN &E# ) ,

o K~ 0N~

EE/IEH VPN EZHE S ARRE R £ w A RS , BFEHA AWS CLI
{8 F create-vpn-connection@n 5 FF 18 bR 8 i = £ dn A HAR #

WIFTERB AT AWS Site-to-Site VPN B&i& i = 4 fp B 2R d 4

& A LAEF AWS Management Console 3 CLI BiF 2B EIE VPN B2iE L /5 A 7 B3iE ik = & a5 &
2.

- MREZEATRERLQASESARERG  ARLFLEERT  FSRER BER L LW EHES,
- MREATRRERLERBHES  ABLFERERT  FSRXHA BERL L ERES,

£ AWS Management ConsoleXiE 2 &5 A 7 B & 2 £ v A izl

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
FEEMSHESD | %F Site-to-Site VPN E#,

£ VPN E# T IARE S HERE,

IEFRPRE ¥ HE BRI,

ERREFHEEF , ERBERLLEWE RS NG ZYEREAERER.

o & 0N~

£/ AWS CLIRIEREE R 7 R88 in [ 4 v B i 12

BRiE i R A4 a5 18


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/
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f# FAdescribe-vpn-connectionsi R IFFEE IR R EmAREHEFERE A,

W& AR AWS Site-to-Site VPN B&1E F

B ABRE RS R AR EThAEE |, BT LUMER AWS Management Console 5 CLI Z%& VPN E#ER2
BETANENERH, REA AN Site-to-Site VPN BBEEH T2 B THMEIBBEFH, S LUEERM
REE, BEXTHNDBEENNSR , FSHAEZLEFER.

EREUAEH , BE#EH AWS Management Console

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,
2. HEEMSmESF | % Site-to-Site VPN iEHE,

3. & VPNEETEEEMERE,

4. EEREFHAESETF,

5. BEFEFI, RSFRNTASE,

ERENHER , BEHA AWS CLI

£/ get-vpn-tunnel-replacement-status I TR E R A HE 7 AN EH.

£ AWS Site-to-Site VPN BB 4 FE 1

L EF A AR, B LAEA AWS Management Console 5 CLI #ZZE . BuLUAREFEN
Bt %% Site-to-Site VPN BRE4HF B #., EREZLEFENE , RABXWBEZEN.

® Note
MREAEZEFEN , AWS REEALEFERARFEIHEE.

EESUANEREN , BFEA AWS Management Console

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,
EENSMES | iR Site-to-Site VPN E#E,

£ VPN EH TR ERE S HERE.

ERRE , REEFESR VPN BE,

B IERE LA VPN BRIESES IP it | R EBRNSERE.,

o bk~ 0N

BRiE % = 4w A HR 19


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-connections.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
https://console.aws.amazon.com/vpc/
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6. EFEEK.

EESUANEFER , BEH AWS CLI
£ Freplace-vpn-tunnelts S 1EZ o] A4 E#.

<[ AWS Site-to-Site VPN B&i8 i & 4 fn B Hi 2 4

MREFEEFEARERRT REMEREFITIEE , M LAFEA AWS Management Console ZfF H x
1 AWS CLl, ZHERFLLIIEER , AWS HEM B PBLEF EH , XEEH X EEN TIERE
NE%E, ABEREMLSEm , RIBEIUEIEE VPN EEZFEEXANREURI ST A%,

® Note

SRTUTHNGEY | BEXHIZIIENTEREERTRRIEZRET, &7 AR < A%
fE , MAREABRIRBREZRED , B AWS 2BI VBB ERIZRKEHHETAN
FEPER

5 A < B2l i = 4 dn A B 2 %) AWS Management Console

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#| &
FEEMSHESD | %F Site-to-Site VPN E#,

£ VPN E# TR ERE S HERE.

FORIE R BRAENIE DR VPN BREEDL,

WS IERE LA VPN BRESE IP st | R EE RN ERE,
EXMBER R EmARES  BERBERREMARESNT |, BREAEEE.
( ik ) EEF BT RRIE Bk,

1% Save changes ( REEX ) -

©® N o 0o bk w0 D=

A<M BgE % = 4 an B HAZE &) AWS CLI

£ FAmodify-vpn-tunnel-options &y 3 5% [ B2 18 i & 4 an A HA 12 4,

I&H AWS Site-to-Site VPN ZE 1Y & 7 M < £ I

TRER T HE AWSHEIRE S RXFERMEFENER

&M RIE T 20


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/replace-vpn-tunnel.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
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ltem iR
( Ik ) BMRZ, REEFBHRUKREIEENENIRZ,
(RFAKE ) B MEHDRMED (BGP) 3% 1 Bl 4,204,967,295 SEE KM ASN, 12T
ABREHmST (ASN), LIMER RSN M E DB NI AELE ASN |, B2
THEIRERI

- 7224 - EFIEXERE

« 9059 - £ eu-west-1 XFHRE

« 10124 - £ ap-northeast-1 XEHRE
« 17943 - £ ap-southeast-1 XiGRE

MBEEHE/NE ASN | NI ERRE

ASN ( £ 64512 & 65534 5 4200000000 £
4294967294 SEEIA ) . ERIA ASN & 64512,
BXBHNWEZER , HSH AWS Site-to-Site

VPN B %I,
EPMRIRFNNIBZEON IP #biit, Z P #hit BRI,

MRBAEF RRIZZ AT L a5 (NAT,
Network Address Translation) R &M /EMH , &
FH NAT iRZ/ P sk, HbA | BWRA TR
0 500 ( IRAEEMA NATEF , WEEAFRO
4500 ) £# UDP BiE T EEH M & Mk 2 (8
&%, AWS Site-to-Site VPN BEXEZEE |
BS R AEAN,

LIREFARE AWS Private Certificate Authority
NABIERMALE VPN B, FEE IP i,

( /3% ) 6EF AWS Certificate Manager (ACM) MREBLEFAEFIEBNEHRIE , FiRENE
ME CA REBHAEIES, EFMRIEE EEHN ACM AAEIEHE ARN,

B M RIEI 21
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ltem iR

BIEEFF WX |, AILUNEF X E N E R
AWS Private Certificate Authority FA%iE XY
Site-to-Site VPN #1T & %1,

HBERER AT , SRR -1T T2
AWSHERNLBIERH A (CA) , HAR
EER. 1] CAIEBNME CAEREHFHEM
EE AWS #F CA,

HERBEFMKZE , BULUERAMNE CA 6l
FBEIUEPH AWS Private Certificate Authority , &
EEREEEFMXMNEEILER. BXOIENLE
ERBWEER , S (AWS Private Certificate
Authority I HEE) PRYQIZFEENLE CA,

( Tk ) ®E, Bt E P MR R EF FRIRE B

Bni®E AWS Site-to-Site VPN & #2

BRI LAUEIE R Site-to-Site VPN E# /G AR, MNIE Site-to-Site VPN ZE#E ( HIIE VPN E#E ) AT
AWS Global Accelerator fFREM BRI A tth M E B A B EN T - MRIZRERIEN AWS &R,
AWS Global Accelerator {E{t MEREE , FFRALHEN AWS £IKMEFRERBIEMBEENAER
MEENFES (BXEZELR , H5 ) . AWS Global Acceleratorf& ] LA{E A ANiE VPN 3K &
N2 Internet B& B R E R AT BE & 4 B9 W 4% AR 1T,

LB IE VPN EZEN |, BIGRAREUENEER M MNRERE (1) VPNRBE—1 ) . BLERE
F AWS Global Accelerator ##| A= B 2 EE = APISEEIX L NS,

BXRZEIZE VPN EEN AWS XEBWELR |, 5SS FEAWS fNiE Site-to-Site VPN FAQs,

2 R i

ERIMER T , HELZE Site-to-Site VPN EEER | IR FEARS. EEEMNK ECIZEHI Site-to-
Site VPN iE#K |, B LLARBANE, BEXEZEENIR | ESRUELRZ MK AWS Site-to-
Site VPN Kf#E,

IR VPN iE$2 22


https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html
https://aws.amazon.com/global-accelerator/
https://aws.amazon.com/vpn/faqs/
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HOER VPN ZEEAE A R IP i e N REER R IP ik, A VPN BRERY IP ik B ANMRIL
HY R 48 X 35

0 001 K0 BRR 75

EEFAIEAY VPN &R | REELLTHN

- RAEEEIERMNIXH Site-to-Site VPN EEF XFME, ERFAEMRXTIFME VPN EH,

« JNJ&E Site-to-Site VPN E#ET 5 AWS Direct Connect N E#IEO —E£FEH,

« BTERIA Site-to-Site VPN EEFF F XM MNE, Mk , BAILUEREECIEFF /Z <M NiEh
BERY ¥ Site-to-Site VPN iE#, AR , HENEFEFMXIRZEE N FEAFH Site-to-Site VPN E#EH
fHIBXIHAY Site-to-Site VPN E#E,

« NAT-EF (NAT-T) 2IE VPN EZREN , FERIAMBER TATERARS. REM Amazon
VPC ##HATH TEEXH , BRE NAT-T  REHEEEEXN H#HTHE,

o HPTMNEFFXIZEZ B INE VPN BRER IKE . SMmitiT MmN RREEIZ Startup
Action M DPD Timeout Action., BXEZER , BZH VPN BREEIT M VPN B2iE 5 3%
T,

+ Site-to-Site H T £ EKMNEEFF XTI 0 BRI ZFER AWS Global Accelerator , F b A E TFiE
B E MR VPN EETESTIHRE, BEXEZEER |, BZH AWS Global Accelerator B TAER
E, MRALFEFAETIERNFHRIENIE VPN EEE , BHEF X EELAXHE IKE 2.
&N B8 A VPN ik,

AWS Site-to-Site VPN & H &0

AWS BIURH4FER BGP BRH , URMENT AMXFHRERK, FERMNEXY , THREN
RERAND T

BIEZA VPN EEE , BT AMNCHERSSIRMNRAN BGP MEBEEHMERERIEEEY
Y VPN iE#, ERM—MEAEURTEE VPN EENA R, EEMNETAMNXFFEMEERBRER
T, EEEFEHSIENIKE , MIE BGP BEKH, MRIAFRER BCGP BEMAT , NEEEER
BB

BEXBHLERNESEE , ESHEHRNEHL LR,

B2 Site-to-Site VPN R | AT ITUATIRE -

« EELITRIERBNEHARE (ISHS )
- BT HEE

HUI A PR 23


https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-components.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-how-it-works.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-how-it-works.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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R INEIEE AN R E RS, EXFSES , #28 (Amazon VPC FAER) B Amazon VPC
PR B BB E 2R 5

£}

. FRESHFSEA AWS Site-to-Site VPN

- BREFEHM AWS Site-to-Site VPN B HL LR

« VPN B2i8 & im 5 = 55 %7 5 A1 Y 2% B

- IPv4 3B H3# IPv6 kY38 AWS Site-to-Site VPN

PR ESHMZIASEEB AWS Site-to-Site VPN

IR FRNEHRBETHENEFRXIEERENRESRE, MRENEFRXIEE D TR
(BGP) , ©EEELE Site-to-Site VPN EZEMNIEEIDHH, MRENEFMNXIRZFLXFEF BGP , BiEE
FBAKH,

MRIEER X BGP I &EMIRE , MELFIEE Site-to-Site VPN EENFHSHEH , A XIRZEH
BGP MEMTAMXBEHEH, MREHIREFIEE BGP BE , WATUARHSEA , FRAL
RIMERYEEE (IP BIR) , MESEMRLBEMXEILERE.

BMNBUSEERANER TEAXZE BGP Wix® , B BGP MU AT RAHRBAELRNLE | AL
HHE—RBE LI ERHEIX 5 =% VPN BBERTRME B, TXF BGP WiRF LA HITRER
&, UMEEFENDEIRRFEBIE ZRKRBE,

BTGRP PRI ZEE N RENA ML B E Site-to-Site VPN E#%, BEERRTIEZHN RE
MBS, BXEZEEL , 5 AWS Site-to-Site VPN M K18 %,

B E R AWS Site-to-Site VPN B H L LR

EHRRE 7T HMNEREMNEN VPC EMENAILL. FE VPC BHKRT , BLHNEHIZEME R
ERH , FRELRERMREEN BIR. XFEMN VPC FIXFENZENEN REEYBEIEL T A
RMXMEH—4 VPN BRE#TIRH. BT NKARE AKBEERE WM ENRENMERBEEEES
&Ko

BIMERBHRPERECEN K EMER BRI MBERVEHS N (ZRAREE), MRKEARE
RESHEENKE , WAARTAN

« WMER¥KH Site-to-Site VPN E#Z5 AWS Direct Connect EZM{E BB H SEM VPC A KRHE
B NEEEBNRBEEES  hRFFEARBERRA,
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- WR¥KH Site-to-Site VPN £ AWS Direct Connect E#ZEMNEZ BB SHMNEGHSKEERM
EI#Y B4R CIDR 3R ( FRER AR KA R ) , WERMNEKMEERBIRA Internet WX, ELLTHM
x, MEEO, X6 ID, VPC XIFERE, NAT Mx, FRMXZEMKX VPC KLinT QIVEAIEH,

Flan , LT RBEREGENERMMNWESKAMNEDELRAERXWERERH, XHAKEHWE
Mg 172.31.0.0/24, EXHIERT , B¥RN 172.31.0.0/24 BIFRE R ES B 2 B B M M
X, X2BRAKE , Bk, HEERS TEBKH,

B it B %

10.0.0.0/16 AN it

172.31.0.0/24 vgw-11223344556677889 ( &% )
172.31.0.0/24 igw-12345678901234567 ( &% )

AERLAEMXEHN IP BB TEZERSEE AN VPC WHIERE  TitR2EBEX BGP BE R 2B#AK
H&B., ENEAMAXARBEEARAKEIN BGP @B, #AKMALESHEM N VPC CIDR 1 BFRHY
HttnE, BT RAMXTXIE IPv6 RE,

EELAEMXBZEHEEN , EEARRERRRENABBERE, NMRAREIILSITEE , M
RKIRTEER, BERINWESTRRELTHRBAENE, WAERERT VPNs BT AMX
MEMx, WREERMEE , WEMBBMREBUT I AN BEHEETLLHF

« BGP MiEZ£#EEH AWS Direct Connect

RERABAT BT BGP &#%Z| Site-to-Site VPN B R ><,
« 79 Site-to-Site VPN ¥ F 3 RN A5 H
« BGP M VPN E#{£#&H Site-to-Site
- EES Site-to-Site VPN E#EEA BGP MBIR , FHER AS BB , Hik AS BEREN TR,

(® Note
AWS BB WA X IFER BN EF FRXIZR,
NFZEFIENHFEBHNEFRRXIZE , BAIOITEINUER AS BBERan , LBERFINBREER
HHEM AS R, XBBITHR multi-exit discriminator A IKRAIE VPN BRELK HET o8
A 7EpSE L 1REM (MED) EX¥HERRE MR £XR.
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FNFAZFFIERNMEBENESMXIZE , AJUAEA AS PATH BiNAZAR i ik , MNEE
MNEERETE —1\FBE, B2 , SEARBRETN , XUESSHRE TR,

« X AS HWKE PATHs #E[ERT , 218 AS SEQUENCE Ay — 1 AS EZ L EZELHE |, multi-exit
discriminators (MEDs) # 1Tt ., BHiEEB &K MED BB,

£ VPN BRiE i = EETEE |, AL ERZ R M,

7 Site-to-Site VPN E# £, AWS BERFZTREBEPHN —RENTHOKRE, LERARNTRESE
X, BIEZEWEEEXMMNEEURI S ATAEHF RVFIEXNHEH. BERRNETREELETH
bRk R M. L EFERT VPNs EHUE A M X ME M X,

SNFEEEAMX | kR —FFIMx LA Site-to-Site VPN EZHBRE, EFEAHZBRE , B
BUBIREZNZHE (ECMP) |, t£5 MK LR Site-to-Site VPN iEEXIF I IhEE, BXEZER
Z %) Amazon VPC H# M PR PR, BT AMX LR Site-to-Site VPN EZEF X #HF ECMPo

Xt FfEH BGP B VP Site-to-Site N #£32 , 58 7] LB LA T 5 R FR1E multi-exit discriminator
(MED) E#riR, BBV BSERNEMAN BGP BBH , U HREK,

Xt T E A BB Y Site-to-Site VPN iE#¢ , RJLUET R ES it IR IEIRKIA B EFEE,

VPN F&38 £8 i 7 & 58 57 HA () /Y 2% B

Site-to-SiteVPN ZEEHEF X RFME T AMXSERMK Z AR PR VPN BEHK. BIUEE
ERMRREAZIATR. AWS BTN AR VPN EZHTHITEY  XARLEEER VPN &
BENFIBETFN -1, BXEZER , TSR BERLBREA,

HIBAVE—% VPN BRiE LWITEHFRT , TBA1E7TE S —FKPRIE £ multi-exit discriminator i% & — MNRIK
B HIE (MED) B, MRZEFHEFMXRZEENFEAFNRZE , I VPN E?&E&Lm, EHEE
RERAS—% (L17) BE,

® Note

- EWAEEEFRIE MED 89 L1TREE |, FHAEHNES MK IREX R RREE R AR X
ENAMEETCE (“"RENAEEETHRELRST MED ) .
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IPv4 & B # IPv6 KB 3@ AWS Site-to-Site VPN

BER MM LR Site-to-Site VPN EZE A LI #F VPN BREE AR IPv4 IPV6RE DX VPN B2iE N A7
2, RIABERT , Site-to-SiteVPN EEX#F VPN BREEAW IPv4 RE., BRI LAEE A Site-to-Site
VPN E#LU X R VPN BBERK IPv6 B, ARfF , MREH VPC MAMEEE T IPv6 1t , MIH
LUEE VPN EZEALIE IPV6 RE.

WRIEN VPN E#F IPve A VP Site-to-Site N B&i& , NIFANBRE&EEFH A CIDR R, — P2 KD
7 /30 B9 IPv4 CIDR 3R |, ZE—1NR K/ K7 /1126 IPv6 BY CIDR 3R,

BUTHNER

- IPv6 2B VPN RZERAEE IP it Tisithsit, AWS LimT S SRRZE IP IPv4 it Ritbik |, B9
EFMXBAE IP it A= IPvatbit,

« Site-to-Site T FREL T AM*X L VPN #E$# IPv6,
- BEEBBANIA Site-to-Site VPN EEH IPv6 X1,
« Site-to-SiteVPN EZTEERI Y X IPv4 F IPv6 TRE.

BXEIE VPN EENEZER , BSRIE 5 : 62 VPN EE,

IPv4 F IPv6 i 27



AWS Site-to-Site VPN AFiEmE

F iR AWS Site-to-Site VPN

ER LA T SERKEIL AWS Site-to-Site VPN iE#E, ECIBIRES , LBREEEUBBMR, RHEMX
AR EN BFRMRRE, MREEE KRR, WAILBEERBERMRRE , o SUHERAE
AWS Cloud WAN K VPN Hi#F. AEEHBEEREMILAEMXEE VPN EE, ZHERELHI
B VPC EF—1MHEZENMFN,

EFEAELLAEMRREERE , BTRU TSR

£

. EREH
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- SR 3. BEKH
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 BREEFMXRE
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MxES

« ERH AWS =T EMEIE VPN ERE | 5502 = WAN VPN E#,
« EEHPEMKLEGIE VPN IEE | BSREFENx VPN EEE,

TR

BHREUTEERREMEE VPN EEAE N

Item Z8
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BEFRMXIRE VPN EEELE—HENYEIRGRE, BFE
R ( BlEn Cisco ) . A& (Bl ISR K5I
2R ) B ( Hltn 10S 124) ,
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Item E8
A DS EEFRCUEBEFMXBR AWS , BEELTE
=

/BN .

o IRRAEBEOMNTIE Internet EERHEY IP
1t

- BRERHE  BEIFIE
- XITHBEE , REFRMXHI (BGP) BIA
RE9m= (ASN)o

o (HiE ) ATRIEZH VPN AWS Private
Certificate Authority BB IEH

BREZRER , FSH E-NKIET,

( Ali& ) BGP £1& AWS —fl#y ASN BRI E IR ELAE MR P EM KR EL
B, MREREEE , WRMARMIA ASN. B
RXEZER , FHAEMNETHAMX,

VPN i # E0l2 VPN &  BFEUTEER

s WTFBAKE , NENFAENEDN IP 5.

. (%) S VPN BREMRREIRT, BXE
ZELR , BESH EBK AWS Site-to-Site VPN
FEERBRIE LN

S 1 BIRES R

EPERXEL AVS BEEHNESMERERUHNARFNED. BXELEL , H2H 57N
%,

WMREITRIERARBIERI VPN #THMBRIE , BEAME CA QIEZFFIEFH AWS Private
Certificate Authority, BXRIZFIBIFFHNELR , 5560 (AWS Private Certificate Authority f 7§
) PHBIEMEEIE CA,
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® Note
BIMIETE IP bt , HEIEEFMF LR Amazon BIRE .

EREHatIREF X

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #4I&

2. ESMERKT , EEEFMNX,

3. ERVEEFMX,

4. (H%E )X F Nametag ( BHHE ) , REHNEFRXBAABZRR. XEMATAIZEES Name £
REBEENENIRE,

XF BGP ASN , i ABHE - MRWE R MK (BGP) BERESHS (ASN),

6. X{F IP address ( IP #thiit ) |, WABTFMXIZFZHES Internet ATEEH IP bk, MREHEFN
KRIFRATH NAT-T B A NAT REZGE , BFFEA NAT RE2HLE IP tbit,

7. ("Wik) MREREFHIEIES , T Certificate ARN (MIE$H ARN) , FEZRALEIEBH
Amazon &IRAE .

(k) HTFRE , HASHEPRXXERNEFSRXIRZFHBIR.
IEECEEF MK,

o

© ©

FRAGSITH API RlEE P M x

« CreateCustomerGateway ( Y &i# EC2 &if] API)

+ create-customer-gateway (AWS CLI)
* New-EC2CustomerGateway (AWS Tools for Windows PowerShell)

SR 2 CIEBFRMX

EREEW VPC MAH M 2 MEY VPN E# , BHIEEE AWS U 0IZBHRMXx. BFRMX AL
REMBEMRTHEMK,

BIEEA T AMX

BIEEEFAERKRE |, AT M Amazon iBiEE B EXNFAE BARSHES (ASN) , SifEA
Amazon REIZE ASN, Itk ASN HMEBRAEFMXIEER ASN FE.,
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BIBEMETRAMXE , LICREEZSEN VPC,

BIRE BT AW EEESER VPC

1.
2.
3.

o

ESMERTD , EREBFMREMRK,
%% Create virtual private gateway ( RIZERFAEMK ) o

(AL ) T BHIRE , MAELRLEMXBNET. XHEMITEIEESE Name BUREEENER
R,

NTFBEBRES (ASN) , REBFREREEE Amazon JREIRE ASN , SMERREIRE Amazon
ASN., &N , EFEBEN ASNHBA—ME, XtTF 16 £ ASN , ZEXMIE 64512 F| 65534 35
BN, XTF 321z ASN , Z{E47E 4200000000 F 4294967294 SEEI Ao

%% Create virtual private gateway ( BIZERFLEMRK ) o

R OIENELFEMX , REMKIXIERE Actions ( #14E ) # Attach to VPC ( EEEF
VPC ),

XFAA VPCs , IEFZH VPC , REIEFH ME VPC,

ERAGHITH API SIZEME AR X

- CreateVpnGateway ( L &# EC2 &if] API)

 create-vpn-gateway (AWS CLI)

* New-EC2VpnGateway (AWS Tools for Windows PowerShell)

EARTTR AP FEME AMXIEREES VPC

- AttachVpnGateway ( XL 5 EC2 &if] API )

« attach-vpn-gateway (AWS CLI)

+ Add-EC2VpnGateway (AWS Tools for Windows PowerShell)

Bl P HEM X

BREIBPEMKIHESS

B , iZ# Amazon VPC F#Mx HRYFEM XK,

il
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S8 3 BEKH

EFEE VPC FHEBIA AR SN EFMX |, SXIEERBRATEEN VPN EZERNR
B, FRENERENEMBLEMRIAEMR,

(ERFEMX ) BRBXRTERAKBAER

IER AN B RE A &S |, LLE 3% Site-to-Site VPN E&HI,

X TEASEE , &85 VPN BEBREEMNRS IP BIRSHE VPN EERSN UP REEEIRMER, B,
NTFEHAEE , REFFMNXWES BGP BHSTE VPN EZAVAS N UP L BRI E &,

® Note

WMREREREPHE VPN ERREE UP RS , ENBRBARTNEMNCAERBFT28T)
BER, FEBRX—R , SINELBFREAREBIBSEHN, EXHERT , LRESM
5 A B R 4 1 o BRI BRAZ FE RV BR ER

EFREHE B AR mEE

1. ESMBE®EH , 1% Route tables ( BHXK ) -

2. EREFMXENEBER.

3. ERHABEINFL , ERFERALE. EREEZHIETUENEDRENX , AFERR
72N

(® Note

MBLRERARBEE  NSAAFEA VPN EZERANSESKEHA, it | BEREN
BHK , REMXIERE Routes ( B8H ) . Edit (HEB ). EFENMH , FINEH Site-to-Site
VPN EZFERANESKH, XT Target , ERELEAMRK ID , REERE Save,

e EH & AR mEE

1. ESMBE®KD | % Route tables ( BHXK ) -
2. EEREFMXBKNEHAR.
3. ERHABETFL , RREEEHEE. BREMLEMXNEZEEEE.
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4. EBRREF.

ERAWBHITH API B AR HEE

« EnableVgwRoutePropagation ( Yl &i# EC2 &if] API )

» enable-vgw-route-propagation (AWS CLI)
« Enable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)

AWM HITH API ZRARHEE

« DisableVgwRoutePropagation ( I 5 EC2 &ifj API )

+ disable-vgw-route-propagation (AWS CLI)
» Disable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)

( REEMX ) [B)B% H R AN 0ES H

MRERNPEMRBATHRAREE , W VPN EZNEBFEEIFEMRBHEK, BXESEER
#EZ ¥ Amazon VPC F#EMX PR H.

WRENRF VPC EEFIPHERMX , A EEHFLEAW VPC N RIREEB HRIEHNZT MK | WAH@EF
P B8 R 2= 778 BB i DA S [ R R Rk

[6) VPC % B 3k *P 78 1N 8% B

ESMERT , EFEAK.

EEE VPC XE BB &R,

£ Routes (B&H) %I+ L |, #%£$F Edit routes (4R H).
% Add route (RINEEH).

NFEHR, MAB P titSeE. NTFBEHR , EEFEMK,
ERREER,

o ok~ w N =

TR A4 EFLEA

ERFNEHMLGE VPC RERS] | BAMEFHLZ AN LLZ B A SSH, RDP 1 ICMP i3
9],
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6] 224 4H AN nFEL I LA JS AR i 1)

1. ESMERT , EERTE4H,

2. &R VPC HERFIHRNEFINEZEA,

3. 1£ Inbound Rules (ASEHN) £+ £ | i%# Edit inbound rules (483 A IEFN),
4

RINFN | X EEH N A MNIERI ST AYE SSH, RDP M ICMP A8 , AGEEFREAN, B
XEZER , 5/ (Amazon VPC BFERE) RHEAZESEMN,

SR 5 8lE VPN &

HEFMXEE I ZNEDRBNKIHFRMKIESER , eI VPN EE,
B2 VPN E

1. TESMBEKP , £ Site-to-Site VPN iEHE,
2. EFHIE VPN ERE,

3. (HIE)XNTHRWRLE , NEM VPN EERAZT. XHMITEIEESR Name BUREIEENE
HIFREE

4. X¥TF Target gateway type ( BFrMXx3EHE ) |, i&#F Virtual private gateway ( ERIFAE MK ) =
Transit gateway ( F#EMX ) , RfF , EREZACIZNEUREMXHPEMX,

5. WTEFMX , £RNE , RABEMNEFMX ID FER 2Bt ZIE MK,
6. REENEFFMXRREREXFILAMKDP (BGP) , FHP —NFHIE

- MRENEFFMRIREXEF BGP , FEEHS (FEBPG)

- MBEBNEFPXIZEETZEF BGP , BiaFEH#HAS, X F Static IP Prefixes , A& VPN £
THAMEEESEN IP 5I4&,

7. EEMAERAFMRE

- FE-TMAZZRAEREFREE Site-to-Site VPN BREH,
- S@@ ecrets Manager — /8 AWS Secrets ManagerZf& ML E 40, BX Secrets Manager
WEZER , BHS R Secrets Manager 158 2 £ WAL,
8. WMRBMBEMRMAIERZLBMMI , X TF IP APRRERA |, iFIEE VPN RBER B X IPv4 =
IPv6iE. IPv6 REEHMX LR VPN EETZHRE.
9. WMREE IP RANIBEIPVAREE , M SLERAEFF XM AFET VPN BRE#H TEEH AWS
inEE IPv4 CIDR SEEl. ERIAEN 0.0.0.0/0,
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WMREHE IP IRARIEEIPVEREE , WA LLEE N FF MM AFET VPN BBE# THEFEN AWS

imEE IPv6 CIDR SEE. XHMEEMNMINMEST R 1 :/0.
10. XTFHAER IP shab KA | REBEIAIETN Publiclpv4.
11. (A& ) X TRERD , BANERERNEBIMREREEUTER

- WEPREIE IPv4 #131E169.254.0.0/165GF IPv4 £ CIDR R A/ /30,

o WMREIE IP RAWIPV6A Tunnel $87E , NN ZEFEE MUY Fd0O: : /SSEEIFSE /126 IPV6
CIDR &, IPv6

- IKE FILER4 (PSK) o XILUTARA : IKEV1 = IKEV2,
- ERERENSHREDN  FEREEREEDT., BXEZEE , 856 VPN BB,
12. EFCIZE VPN EE, 62 VPN EZAEFEE/ LD #atE,

FEHBSITH API ]2 VPN &

« CreateVpnConnection ( ML &% EC2 &if] API )

 create-vpn-connection (AWS CLI)

» New-EC2VpnConnection (AWS Tools for Windows PowerShell)

SR 6 ¢ THEECIE N AF

B2 VPN EEE , BAUTHRIIEEXHATRER M MXIREZ,

/A Important

BEXHRARY , ATt 5B ER VPN EBRETET/. THAET ASHXH
AES128 SHA1, # Diffie-Hellman 44 2 B9 VPN E#HN&KREER , LIk AWS XiEHH
AES128 SHA2, # Diffie-Hellman 4 14 W&RIKER, AWS GovCloud ©AEERT 7%
ENTIRHER, BLTERRHIEREXGURAREMZELE L, Difie-Hellman 44, FAFIE
BHRRE, IPv6

BRNEBEXHFSIATHEZEREFFXIEEZW IKEV2 1, HRIMEE T B BB HEER
IEAM ., Bk IKEv2 XEFNEENXHIIR , S FAWS Site-to-Site VPN B X%,

PR
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EMNERINE T HEERE AWS Management Console , IEAMAREH IAM EEKAFHEEUT
Amazon HX PR EC2
APIs : GetVpnConnectionDeviceTypes#GetVpnConnectionDeviceSampleConfiguration,

EHRESE THEEXH

1. ¥TFF{LTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

2. ESMBEHKP , % Site-to-Site VPN EZ,

3. EREH VPN EE K RAEERTHEE.

4. EREENEFMXRENMNNHENRE, FEMRER IKE RAE, MRENRERIIE , FEEF

Generic (BHA).
1%£$% Download ( T# ) -

o

ERW T API T HE & X4 R 6

« GetVpnConnectionDeviceTypes ( L5 # EC2 API )
« GetVpnConnectionDeviceSampleConfiguration ( YL S # EC2 &if] API )
« get-vpn-connection-device-3K & (J)AWS CLI

« get-vpn-connection-device-R~IELE () AWS CLI

FRT7  BEFFMXIRE

FRARIBEEXHEEFFMRIER, BEFMXIZER VPN EEERIX—
EXEZEELR , {52 AWS Site-to-Site VPN WK 1E%Z o

<t

IR SRR IR B R IRE -
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AWS Site-to-Site VPN Bz =

HEUTHRF , BFEBEF-IRSINELRNKRZHZA VPN EE,
EAR-FFMXIRZNZ VPN E#

BRI LMERAMBNE S MXIRZ A EMNEHN A UES HMVPCs (LERNHEM VPN E#E, B LNX
£ VPN EEFNE-—INEECRAMEENE/FX IP i,

FENEFRRIRZEEIENMEL T AMK (AWS VPN CloudHub)

BADMZENEFRKRELZ VPN ERFENEURAMR, XEQTFZMLBEEREE AWS
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AES-CBC SHA1/SHA2  disabled 1438 1398 1378
-256

AES-CBC SHA1/SHA2 EBEREHA 1422 1382 1362
-256

AES-CBC SHA2-384 disabled 1422 1382 1362

AES-CBC SHA2-384 =9=9: 1422 1382 1362

AES-CBC SHA2-512 disabled 1422 1382 1362

AES-CBC SHA2-512 [=h=):: 1406 1366 1346

R fEXEK 49


https://datatracker.ietf.org/doc/html/rfc4459

AWS Site-to-Site VPN AFiEmE

® Note
AES-GCM EEBEMEN S HRIE , Rt FFESEN MTU KB 5 AR EEER,

= A IKE E— IDs
CEERAREEEEENEETRES BERBERSEE— S 1 NRES X, HiEBETES
VPN S ZM% 2 M E 2 MRS T—H, NEANESREEESRILEE  BUSHRA,
AWS Site-to-Site VPN & WX 1% 2 B By A& #H

BARE —NEDS P it F e AERENEF MR IR EZEIR S IPsecB&E R AWS Site-to-Site
VPN KimT R, MRELHEFPMKIZRE AWS Z2ERE TR AL |, M ASUEST T RS RH N = 88
3 IPsec f38., AWS-side B IP it E B E X H .

&\ ( M Internet )

B AFN 11

& IP Tunnel1 7488 IP
BWIP XY EES

1714 UDP

R i 500

B it 500

| AFN 12

& IP Tunnel2 3B IP
BH IP BEFPMX

I UDP

iRm0 500

B i % O 500

Bh K B AL

50



AWS Site-to-Site VPN

RAriEmE

AR 13
R IP
B# 1P
7
AN 14
R IP
B# 1P
7

f£H ([ Internet )

AN O1
=P
BWIP
7308
R H

B ith i O
AN 02
=P
BWIP
7308
R H

B 8y 0

Tunnel1 5538 IP
DS

IP 50 (ESP)

Tunnel2 5538 IP
DS

IP 50 (ESP)

BEFMX
Tunnel1 A58 IP
UDP

500

500

BEFMX
Tunnel2 A58 IP
UDP

500

500

Bh K B AL

51



AWS Site-to-Site VPN AFiEmE

F AN O3

R IP ZEFMx
BHYIP Tunnel1 #\Z IP
7SN IP 50 (ESP)

F AL O4

R IP ZEFMx
BHYIP Tunnel2 #\Z8 IP
7SN IP 50 (ESP)

M1, 12, O1, M 02 BA IKE BIEZHtEH. MM 13, 14, O3 M 04 AFERISINE IPsec W
éﬁ)lh%m;&ﬁ@

(® Note

MREEIREZ LEA NAT B (NAT-T) , EBMARE iR 4500 LAY UDP fREBEEAI ML
FigmZEfEH. AWS Site-to-Site VPN R EEEE 2B B NAT-T,
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AWS X1y AES128 SHA2. # Diffie-Hellman A 14 B &{EER, AWS GovCloud Birig

ERTHHRIENTHZER
B, BBILEBTRE.

(® Note

BRATE SRR BIEL B XX AR A HbZ £ &%, Diffie-Hellman

o /B»

XERBFHENEEXHFBAR AWS HEH, REINELTNE AWS |, BEXHNRX 2 HR

B, MREBINEENHFRE , TRREESHEHRNERRL

REBESZ X

TRESREIRK , FERFEEFATHTROROABEEXS , ZXHEEFH NI XF IKEv2, RINERE
NHEREIATHESERAFEFMRIREN IKEV2 X, SR B R HEBAE T ME S, S
EZRBIEEN IR |, WWIIRFERH.

Vendor

RER

Cisco Meraki

Cisco Systems, Inc.
Cisco Systems, Inc.
Fortinet

Juniper Networks, Inc,
Juniper Networks, Inc,
Mikrotik

Palo Alto Networks
SonicWall

Sophos

Strongswan

&

Gaia

MX 25|

ASA 5500 %%l
CSRv AMI
Fortigate 40+ %%l
J R AR
SRX B& HI &%
RouterOS

PA %5l

NSA, TZ
Sophos B5 K 1

Ubuntu 16.04

B

R80.10+
15.12+ (WebUI)
ASA 9.7+ VTI
I0S 12.4+
FortiOS 6.4.4+ (GUI)
JunOS 9.5+
JunOS 11.0+
6.44.3

PANOS 7.0+
0S 6.5

v19+

Strongswan 5.5.1+

BN A AEEX A
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Vendor ) M
Yamaha RTX R8s Rev.10.01.16+

AWS Site-to-Site VPN & WX i & /Y 7] T 8 58 A Bl B X4

ETHIERETEH Site-to-Site VPN EEE EEMN RHIEESXH , EEH Amazon VPC 2#| A,
AWS 1T Amazon EC2 APl, BXEZEE , F5R H&K 6 : THEE XK,

BHT L TEH A B ERETEM Site-to-Site VPN FE 8L B E Y 5275 2% 18 A R HIBLE U : static-

routing-examples. zip

XENHNELAHERSURHE, fli, e1ER

« VPN %# ID, EF M ID MELFABEMX ID B RFIE

« B (AER ) IP iyt AWS Sk B SLRF ( AWS_ENDPOINT_1FAWS_ENDPOINT_2)
« BEPFMXRE EARAEBRMNALED IP #utd 5M8%F () your-cgw-ip-address
- MAZZHPEN SOLEF () pre-shared-key

o IP b1k MY BRE K RABIE.

- MTU REH THIHE.

(@ Note

THIEE X P IREN MTU RENEREZA. EXBREEBCHERRERE MTU ERNE
B, 52 FAWS Site-to-Site VPN Z " MXxi& & W REEE,

BRTRESU/FEN  XEXHEEE T ASHHXE, M Diffie-Hellman 48 2 #Y Site-to-Site VPN &
ENREER , UKk AWS XEH#H AES128 SHA1 AES128 SHA2, A Diffie-Hellman 44 14 I REE
Ko AWS GovCloudEf1EEERA TS RIENTHRZR, BATUSSURFIEE L4 AR A E %=
£ &%, Diffie-Hellman . FABIEPFHEE. IPv6

TESRTEEFAMXRBFLEENSHANY, ©BERBERD IP it M REIE,
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

A AWS Site-to-Site VPN BEF MXIXZ B E#ASKH
UTREAZEFRXEZNAFRAE (WRTH ) BEZREN —LRFERE,
Check Point

MEBFBHIRE RIE1T R77.10 E S RAHY Check Point Security Gateway &% , W{EH Gaia #4E
R4 M Check Point BLER FMXIRZFZE, SmartDashboardRth A] SAZ[#] Check Point X #F
F LB Check Point Secur IPsec ity Gateway VPN to Amazon Web Services VPC B X E,

BLERREREA

EF—F2BE VPN RBREHANEBRRBERBEEFNXMELTAMWIE (AZP ) IP ik, Ebl
BE-XMBE , FEARESHM IPSec Tunnel #1 Fo TIRUHMNER., BEo|EFE —KB3E
EEAEE R IPSec Tunnel #2 ZHhEMMNE,

1. IARESLZELMXIZEN Gaia [ 17,

2. i%&# Network Interfaces. Add. VPN tunnel,
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3. ENEES , KEMNTRE

« XtF VPN Tunnel ID ,

* XJF Peer,

« X}F Remote Address ,
o, 169.254.44.233,

Add VPN Tunnel .

Type: *® VPN-Tunnel

Enabie IFi

Comment

VPH Tunnel

Vi Tunnel D; 1

VPN Tunnel Type
@ Numbered
Local Address

Remole Address

Peer AWS_VPC_Tunmel_1

169, 254, 44 224

169 . 254 . 44 233

W AMEAIRE—1E , fl40 1,
M ARSERME—R R,

+ BREBiEE Numbered (4%5) ,
Tunnel IPEEK IP ot , #la0 | 169.254.44.234,

BMAREIXHES R VGW Tunnel IPIEEM IP thut |, 4

3t F Local Address (Z=ith it iit) |

Unnumbered

, REERETK/EERE OK :

Cancsi

4. BT SSH EEIENREMK, MREEMANZIEIMIA Shell

clish : clish

5. XTFBRE 1

set interface vpntl mtu 1436

NTFBEE 2, FETUATEHRT,

set interface vpnt2 mtu 1436

6. EEXESBRUMSHAESIHR IPSec Tunnel #2 9 THEEARERE —KBE

, BEITUA T T,

i AWS_VPC_Tunnel 1 s AWS_VPC_Tunnel 2.
WMAREXHFHR Caw

AT EESEBEEX Y
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B B 7 A 3

HEULSTA | HASFBERER VPC F FRNHFSHEAUEREBETBERORESRE, F=
ZBEEFE - FRBRELDNRBNFEARAREE. NRQNEIRZ , FMEEH R RERE T R
BARE , FREE-NEH, SELAARTRERIMRNREEN S —wmNIT Ping RIENLER

EBREER.

L h =

ZA 1o
ﬁ?¥ Pingo

o

£ Gaia "1 |, ERIPv4 B8R H , Rl

EELWFME CIDR , #lf0 , 10.28.13.0/24,
%% Add Gateway, IP Address.
WABREXHESHN VGW Tunnel IPIEER IP ak (B0 , 169.254.44.233) , HIEEML %

6. ERABEINHR VGW Tunnel IP ZH TH IPSec Tunnel #2 fH , NE-ZXKBEEESH

3M4, BHEMERRN 2,

Edit Destination Route: 10.28.13.004 —

Deestimation: 10.28.13.0i24
Hieod Hop Type: Mormal v
¥ Mormak Accegt and forward packets
Reject: Drap packets, and send parsachable messages.
Black Hole: Drop packets, but don send unreachable messages
- e
Ranic &~
Local Seope:
Comment
Add Gateway
Fing:
Add Gabeway = | Edit Delein
189,254 44 273 1
169.254.44.5 F
| Save Cancel
A
7. ERRF.

MREEANRER  ANERNEMKARESE ERP R,
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TE ST Y P 48 3 R

ERISRSD , LR AESE VPN BEQE—INENR , FEEEMTHAMXHLE (SMF) IP it
ft, FBREFXLEMEZNRIEN VPN £ XHEERMXFTRM. BEFENR—NEALAE

VPN 1389 &5 fFo
1. FIHKE S SmartDashboard,
2. ¥TF Groups , FTF £ T XK H%4F Groups. Simple Group, &8 LAXT &N 4% 3 &R 45 FH 48

B4,
3. XF Network Objects , 3T L TFX (F8B & &) X5 Hi1%EF New, Interoperable Device,
4. XF Name (B#) , WAL HBREREN B, S0, AWS_VPC_Tunnel_1 5

AWS_VPC_Tunnel_2,
5 XTFIPv4 it |, T AERBXMHFRMENEL T AMCHINEE IP it , 5

W54.84.169.196, RFEMIREH XA IEE,

Interaperable Device -AWS._VPC_Tunnel 1 [ 2 ==
::t\wﬁm Inbereperalde Devics - Gerwsral Propesiies
B ""’f:r: AWS_VPC_Tunmel_1 Color: || Beack
T

6. 7TEH SmartDashboard , ST BB , REEXRINBEETD , EFERIN,
7. ERREFOBE , Hi1%ER Get Topologys
8. 7 VPN Domain (VPN &) # 4 , i%&# Manually defined (F3ITENX) , RGN K&K B HERE

ELR2 PRIBMZH, EBREE,

(® Note
B UREERENEMIIE VPN 5, B2 , EHRMAHH VPN EEZEAREHRNE
MMM EREZ VPN HHREH , LHRE VPN HBIRENTER T,

9. EEXESBUSABEEXHR IPSec Tunnel #2 M9 THEERNERE —IMNERTR,
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® Note

MREEANRESR  BRERIMPFEOENNEREZED, FARBEXHPEEN IP it
i.lJ:o

BIEMEE VPN # X, IKE # IPseci® &

ERSRSD  SRERESIMX LEIE -1 VPN #X (W EHXEBEMMEXNR (ATERFERE) AN
HiZtX), EETLEEERMEZEARIR (IKE) M IPseciRiE.

1.

2
3
4.
5

10.

11.

ERMXEHER , ERIIERFIERE IPSecVPN,

1£$# Communities., New, Star Community,

NI XRHEZF (Fl20 , AWS_VPN_Star) , REEREF BB Center Gateways,
£ Add | HFEHNMXBERFRNESSERMXKIIXR,

EEBBEHRT | fRIEER Satellite Gateways (EEMX) M Add (Fin) , RSFEZ RS2
AT B EIRE ( AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2 ) FmMEISEHEMXTIR,

TERBEF , &EFF Encryption, & “MNFEHSZE" &5 H , IKEv1 RiE#EFE. 7 Encryption Suite
B =, 1% Custom, Custom Encryption,

EXERES  BENTMZESE , AETKGIERE OK :

« IKE Z&XEk (55 1 B ER) B :
» Perform key exchange encryption with : AES-128
+ Perform data integrity with : SHA-1
c IPsec ZE&XEK (FE2HER ) BM :
« ERLLT IPsec s BIITHIEME | AES-128
» Perform data integrity with : SHA-1

FERFIBHEAP |, %$F Tunnel Management, %3 Set Permanent Tunnels. On all tunnels in
the community, #£ VPN Tunnel Sharing #7 # , %% One VPN tunnel per Gateway pair.

EEBEH T | BIF Advanced Settings , #AfFi%# Shared Secret,
ERE-FBENXNERN , BiLE Edit (R8B) , RAEMABREXHN IPSec Tunnel #1 If
DHEENTRZER,

EEFE-RBENNEEN , Bl Edit (R8) , RAERAREXHR IPSec Tunnel #2 &
DHEENTAAZERNA.
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Star Community Properties - AWS_VPN_Star [
¢ & Shared] Sl
Center Gabeways
Sotwlite Gatew
Satelite Dateweys W e iy Shermd Sacred S pll Criea meetoery
S——
Tunnel bary ol
. _‘"‘tﬂ Ench Esiema mesmpesr wll huve T ooy
= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting
MEF [Muliipls Enir
Exchued Services
M mrasesd VPN Pr Fasr iy Sraped Seoret
‘i blois RSP _Tunre_1 -

BNS_WPC_Tunned _2 -

Carcal

12. {1R7E Advanced Settings (BRIRE) K77 , 1% Advanced VPN Properties (G4 VPN &
) BENTEYE , AREETHEIERE OK (BE) :
- IKE (381 M ER) :
- Use Diffie-Hellman group (f£ A Diffie-Hellman 4) : Group 2
* Renegotiate IKE security associations every 480 minutes
- IPsec (E2ME) :
 1%&# Use Perfect Forward Secrecy
« Use Diffie-Hellman group (£ Diffie-Hellman 4H) : Group 2
- 83600 EMNE —IX IPsec T2XEK

BB K iEAN

HEWSERSD |, LRFEE — BB P KN AE @ CEAN A SRR | X LM S VPC 2 i
B RANBE, REEMX ERRIZEKK,

1. 7E SmartDashboard , AEMNMRIEREFEM. EXINERT , BFF VPN , REEE
Advanced,

2. %% Enable VPN Directional Match in VPN Column , R EFEHNE R,

3. 71E£ SmartDashboard , #&#EFH A | REERUAT RN 62 KB
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« 0¥ VPC FBET B EAR it EHITERE

- ATAR#MEABEIREFEDIEG VPC FMEITER.

#T7F VPN SRR oY E T 33K | Hik$F Edit Cell,

£ VPN Match Conditions X1 iF4EH , i%# Match traffic in this direction only, & AU TEA
TE @ EEANERE Add KEIZBZAN , HAEFTKGEERE OK !

« internal_clear > VPN &KX ( &5 a6l2Z8 VPN ER+4X |, Hli0 , AWS_VPN_Star)

* VPN #[X > VPN #[X

« VPN #[X > internal_clear

f£# SmartDashboard , EF KK , RE&,

EXHFEES | ERERIFRHI1ERE OK UL EEK,

&% tunnel_keepalive_method & 1%

1

0N

RV & QUMK B fE A KRBT iw e U (DPD) RARIA IKE XEXAPHTRYEE . BN KABREEE

DPD , &%1# AWS VPN #t X E B K XA BEE (ESHIH]ES ) -

ERINERT , VPN FX# tunnel_keepalive_method BHi&E N tunnel_test,

BT ZEERN dpde VPN 1 XAESNEE DPD KEH VPN M EB 47516
tunnel_keepalive_method BM#HTEE , BFEEME=H VPN WX, EFeERE—Mxbt
NGl F kR

O] LAEA Gui DBedit TEE#iZtunnel_keepalive_methodE %,

1.
2.

w

© N o o &

TR E R SmartDashboard , ARG EBELZLEERS R, BEERSES.
1%$% File 1 Database Revision Control... , RG0IZ2E1TRE,

XA SmartConsole B0 , #lf. “ SmartDashboard SmartView IR ER28” f “ SmartView
HIES

530 Gui BDedit TE, AXEZEE , BEHRERXFH O LN NERERKIEFTE,
fiRIRI%E$E Security Management Server 1 Domain Management Server,

EELBEEF |, fOXIEE Table, Network Objects 1 network_objects,

EALEEF | FORIEEMBERXE Security Gateway 1 Cluster IR,

& Ctrl+F , k& A Search XBEERLUTHA : tunnel_keepalive_method,
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9.

10.
11.
12.
13.
14.

ETHE®KD , THF tunnel_keepalive_method B ETXHE | Hik# Edit... (RE...).
%4 dpd , AFIEE OK (ARE).

XET AWS VPN BB MNMXEELR 7 TSR 9,

fRIE R File A Save All,

<Ff Gui DBedit TE,

AR ER SmartDashboard , REERLZLERRSHE. HEERSS.
TEBXHY Security Gateway H Cluster X R £ TR K,

BXEZEERE , FEARERIFHR O LNXE R77.10 FHYHE VPN B,

JEA TCP MSS EE

TCP MSS EER/NT TCP HIEEBHN R KR A/NA EBITFEZ S Ko

1.

SMEBLLTTBE % : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. BIYIZ1T GuiDBEdit.exe M ARERBIEETE,

3. 1%&# Table, Global Properties, properties.

4. XF fw_clamp_tcp_mss , 1%#F Edit, FEERN true Hik#E OK,
LATESERy O

BALUBEEERERX TN TITIESTUTRTREIERERS,

vpn tunnelutil

FEERAEDA | E5F 1 SURIUE IKE KBk, &% 2 BURIE IPseckEk,

A ERARERERRESR AERBIIBT EREANBEIREEEME. Flm , LT EEE
TRESBIERE 1 R&F VPC FEEME,
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Product =4 Security
Gatleway/Management
Date 4Mov2015
Time o420
Humber 21254
Type B Log
Origin cpow-997685
e |
Source B Management_PC
(192.168.1.116)
Destination B 10281328
Service aes
Protocol IR icmip
Interface [= etho

Source Port e

Action
Rule

Policy Hame Standard
Policy Date Tue Mov 03 11;33:45 2015
Policy Management  cpow-997695

SonicWALL

UTEEERUMER SonicOS EERMEAE SonicWALL i%#% LEE VPN B&iE,

Bi i f&iE

1.  ¥TFF SonicWALL SonicOS BB R H,

2. HEEBHT , fOXIEE VPN, Settings. & VPN Policies T , i&# Add...

2 Encrypl
4

Current Rule Number 4-Standard
Rule Hame

10441801 5-FFTE-4650-BOCE-
3080EGSBCFO4}

AWS_VPN_Star

[EIIKE

ESP: AES-128 + SHA1 + PFS
(group 2)

AWS_VPC_Tunnel_1
(54.84.169.196)

O vEN

VPN

1] Metwork

senvice_id: icmp-proto
ICNP; Echo Requesi
ICMP Type. B

ICMP Code: 0

3. 71£ General £+ LH VPN FBEOF , EELTELR ;

- REERE . EERBEREA.

« Authentication Method : #%# IKE using Preshared Secret.

+ Name : i A VPN KW B, BWUFERAERESXHHREHEN VPN ID B,
« IPsec EMAR B : MABREXHHIRENELNZT AKX IP tut (5

#N72.21.209.193)

+ IPsec #BYM X BT - REBERIAE,
+ Shared Secret : i AREXHFHRENTIHREZRL , A/ Confirm Shared Secret FHEIX

LIPS

« iy IKE ID : #AZFM% ( SonicWall % ) IPv4 #itit,
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« NZF IKEID : i AEILEAMK IPv4 By bk,
4. 7 Network I+ L , EEELUTER :

« 7£ Local Networks 75 , #%&# Any address, E1E F It S I B LE 2N 3t P 4% HH TR 5% 432 ) L

« £ Remote Networks T , i1 Choose a destination network from listo £ AWSH {# &
) VPC By CIDR B2 — /Mt XN KR,

5. 1f Proposals (%) W+~ L , EEEUTEER :

« £ IKE (Phase 1) Proposal 77 , 14T A T #24E :
- Exchange : %% Main Mode.
« DH Group (DH 48) : #i A Diffie-Hellman 4 #9{E ( #1202 ) ,
« Encryption : #%# AES-128 5 AES-256,
o BMIIE : EFESHA1EHSHA256,
« Life Time : % A 28800,
« 7£ IKE (Phase 2) Proposal 77 , T T E :
« Protocol : #%&# ESP,
« Encryption : i%£$F AES-128 = AES-256,
S MR : EFESHA1ZSHA256,
1%&H Enable Perfect Forward Secrecy %4 , A/G1%#F Diffie-Hellman 4,
- Life Time : #i A 3600,

/A Important

WRIEE 2015 F 10 B2l BIZ T EEZT AMX |, WA FEAN RS E Diffie-
Hellman 4 2. AES-128 AN EX. SHAT

6. 7f Advanced i£IF L | EEEUTEER :

- 1%£$% Enable Keep Alive,

- i%#% Enable Phase2 Dead Peer Detection HFH AL THA :
« X¥F Dead Peer Detection Interval , A 60 (X2 SonicWALL R &ZZEZH&/ME).
« XF Failure Trigger Level , A 3.

« ¥F VPN Palicy bound to _i%3% Interface X1, IXE2BEE RN SO
AT EEASEREEX Y ’ 64
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7. EEREWE, £ Settings WEL , BBEM Enable EEERIARNAL TEF RS, ZRRTBED
B,

Cisco &% : Hith{E 8

KL Cisco ASAs R ZHED/1FHARK, XL Cisco Bt ASAs , —IR R EE NEDPEE, NESE
—IMRBERTANERT , FABEST A, EBZARE , ERZBRATUESHP —NREREEET
&/ VPC,

Cis ASAs c0 9.7.1 REEMALZFEo/EFHER, FHIXL Cisco if ASAs , A LARIRBUE F &bz
B, BBZARE , BRZBATLLETHP —MRREERZETEN VPC,

3 F Cisco 8% , BATMMITATRIE :

- BLESNEEOQ,

- #1R Crypto ISAKMP KEEF5I S EHMH—1%,

- #1R Crypto SIRKREFHISERM— 14,

« BRI IPsec HMREMIME ISAKMP KB 75518 % ERlENE A EM IPsec BRERKE— .
- BIR SLA KIS EEH 14,

« WEEFMXIRZMENARBRE 2 BERRENPTERBERHTERE.

AWS Site-to-Site VPN EFF X iR R Al T A HEE X HF

ETH ISR ETEN Site-to-Site VPN E#ZEE EEMN RHIE E X , iBFEH Amazon VPC ##|&
AWS T 51T Amazon EC2 APl, BEXEZER , BSH $ 6 . FHEE X,

FBHA U THAIERETEM Site-to-Site VPN EEBEENHSHBHNBEARGIEEX

# . dynamic-routing-examples. zip

XEXNFEEAFERSUE, S, BINER :

- VPN E# ID. EF M ID MEMFAEMX ID HRHIE

- A2 (H\ER ) IP itk AWS SRRy SLRF ( AWS_ENDPOINT_1HIAWS_ENDPOINT_2 )

« BEFMXIZZ ERAERMNAZED IP it S5 () your-cgw-ip-address
Nt ZRAEN SHAFRF () pre-shared-key

- IP it MK BRE Y R BIE.
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« MTU REW RHIE,

® Note
ROIBLE X RN MTU RENERGIZA. BXREBCHERRERE MTU ENE

I%\ y

HZFAWS Site-to-Site VPN B MX<i8 & W RESSE,

BRTIRMEESMAEN , XEXHEEET AZH#H XA, # Diffie-Hellman 4 2 # Site-to-Site VPN &
ENHEER , UK AWS XigH 1 AES128 SHA1 AES128 SHA2, F Diffie-Hellman A 14 N REE
Ko AWS GovCloudEfTEEEERA TS HRIENTMLER, BXIE SR E X4 AR A H R

£ &%, Diffie-Hellman 4., BB FHEE, IPv6
TEBRTEEFRXEZ LEENEZFAL4, SIEREEOD IP utfRFI1E,

Internet-facing interface
IP address: Your CGW public IP

/N
v NN

IKE

IKE security
association

Tunnel 1 interface
Remote |P: 72.271.209.
Inside IP: 169.254.25

Tunnel 2 interface

193 Remote |P; 72.21.209.225 —
5.1 Inside IP: 169.254.255.5

IKE security
association

L

IPsec security
association

q

BGP peering
Peer: 169.254.255.2
Remote ASN: 7224

IPsec tunnel

N

IPsec security
association

BGP peering
Peer: 169.254.255.6
Remote ASN: 7224

IPsec tunnel

\/

IP:

Internal-facing interface
Your local network address

Customer gateway device

7 AWS Virtual Private Network ZF MxiEZ B EIASEH

LTREAFEFMXRENASAE (WRTH ) BEZREN —ERHTE,

A T ASEE X
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Check Point

AR REAA Gaia TP ML Check Point BLEZ 1T R77.10 R E S hRAH Check Point Security
Gateway R &MWL, SmartDashboardEth A S ER E R X FH LB Amazon Web Services

VPN BGP — X,
BlERRE RN

E—SREE VPN RBEANSRBERAZFMAMNELZTAMXWIAE (W) IP ik, Eal
BE—XFBE , FEABEEHN IPSec Tunnel #1 PHTEMUNES., E4EE —LKRBE
BEEAREXHERN IPSec Tunnel #2 o HIRHMNE,

1.

B SSH EEIENREMR, MREEMRRIEIRIA Shell , FRIZTU T SREI N

clish : clish

BEZETATRERIRESFMX ASN ( EHEIEEF MXERAEARN ASN AWS ) .

set as 65000

ERAEEN M IPSec Tunnel #1 #H TRHEMEE , ME-FRBRECIRBERZO, N

HIBEEIR M —Z R, Hl AWS_VPC_Tunnel_1,

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on

set interface vpntl mtu 1436

ESXERTUEAREXHR IPSec Tunnel #2 85 TREMNEECIEE -KMBE

TR EIRMEE -, il AWS_VPC_Tunnel_2,

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on

set interface vpnt2 mtu 1436

REEDFABMKX ASN,

set bgp external remote-as 7224 on

FRABEE AR IPSec Tunnel #1 o HREMERNE—%RBEBE BGP,

set bgp external remote-as 7224 peer 169.254.44.233 on

A
o A

A T ASEE X
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set bgp external remote-as 7224 peer 169.254.44.233 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.233 keepalive 10

7. {ERBEXNMR IPSec Tunnel #2 B HRHNEFEENE-FKEBEERE BGP.

set bgp external remote-as 7224 peer 169.254.44.37 on
set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

8. RFEE.

save config

flE BGP KB

BTk, 62—/ BGP Xl , ZRKBATEA AWSAHHEH, RE , HENEFMXEERNF
HA A2 ME AWS,

1. 1£ Gaia WebUI A |, i%3#¥ Advanced Routing, Inbound Route Filters, % Add , AEiEEF
Add BGP Policy (Based on AS),

2. XF Add BGP Policy (%11 BGP %) , 5 — M FRHPEZE—INT 512 § 1024 2
B, AREE=-NFEPMAELFABEMK ASN (il , 7224 ) ,

3. &EE&FF.
R B AR tth B E

UTHSREMToEAEZEARKE, SEATUNTENREHNRSEIKA (Hl0, BSEEHIEL
SEBADIGRENEEH ) . BXRXEZEE , M Gaia ERIKHE R77 RAEEIEM.

1. 7E Gaia WebUI A , #%#%# Advanced Routing., Routing Redistribution, i%£$% Add
Redistribution From (RINE# 2 EIR) , AFIER Interface (#0),

2. XF To Protocol (B #rtiR) , IEFREIAFAE MK ASN ( flan , 7224) ,
3. XTF Interface , EFE—PAFPEO., EEFERTF.
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TE ST Y P 48 3 R

ETR, 385 VPN BEREZ—ITFMENR , AEEEURLBMRNLE (HE0) IP ik, &H
ERXLEMEXNREN VPN X EEMXBITHM. BEFECNE - MZALAAE VPN S G

ALFFo
1. FIHKE S SmartDashboard,
2. ¥TF Groups , FTF £ T XK H%4F Groups. Simple Group, &8 LAXT &N 4% 3 &R 45 FH 48
BRI,
3. XTF Network Objects , 3TFF L X (8% o) X% Hi%#E New. Interoperable Device,
4. XF Name (B#) , MALESR 1 P HARERMENEN , fl0 , AWS_VPC_Tunnel_1 =
AWS_VPC_Tunnel_2,
5 XTFIPv4 it |, T AERBXMHFRMENEL T AMCHINEE IP it , 5
W54.84.169.196, RIFEHIREH XX FE.
Interaperable Device -AWS._VPC_Tunnel 1 [ 2 ==
::t\wﬁm Inlereperable Device - General Propesies
B ""’f:r: AWS_VPC_Tunmel_1 Color: || Beack
T
6. HEAEMEKFEKS , %&#F Topology,
7. % VPN Domain (VPN #) #85 # , %3 Manually defined (FaIEX) , RER KK EHERE
ELR 2 hEBNZEH, EFREE,
8. EEXUESBUERABEEXHR IPSec Tunnel #2 M9 THEENERE —IMNERTR,
9. HIBHMAMENR , I EHMNXBERITIR , REEE Topology.
10. 7€ VPN Domain (VPN 1) #8453 & , %4 Manually defined (FFENX) , REX B KRB HIEBRE

HESR 2 el =H, EERBEE.
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® Note

BRURBEERENEAIMAE VPN H, BR , FHAFHN VPN EEREARRHENE
PLAMEAREZ VPN BHER |, AHERE VPN SBZIRENER T

® Note

MREEANRESR  BRERIMPFEOENNERZED, FAREXHPEEN IP it
i.lJ:o

BIEMEE VPN X, IKE # IPseciZ &

BETR, EREKMX EOE - VPN X ( A ERBERNENR ( AERFRE ) FMEIZ
HX ) o EEALUEEEBRMEZHARMR (IKE) M IPseciRiE.

1. EMXEMF , ERHIERPERF IPSecVPN,

£+ Communities, New, Star Community,

NENAEXEHEZF (Fla0 , AWS_VPN_Star) , REEFEXRFIBEEPH Center Gateways,
% Add , HFENMXREFRMBSEFEMXIIR,

FERBIBEH S |, %R Satellite Gateways (LEMXK), Add (RN , RAEFEZHCIENTEE
YEi% & ( AWS_VPC_Tunnel_1 F AWS_VPC_Tunnel_2 ) HmFSE5EMKIEK,

6. TERBIBEHD |, % Encryption, £ “MEFEFE” T , EF “IKEVT IPv4 F IKEV2 " IPv6, £
Encryption Suite £ & , #%£#® Custom. Custom Encryption,

o &~ 0D

(® Note
AFESR for IPv4 R IKEV1 f IKEV2 or IPv6 T B IKEV1 A ThAE,

7. EXEES REXNTNEEYE  REEZTHEERE OK (BIE) :

« IKE Z&XEk (55 1 B ER) B :
+ Perform key exchange encryption with : AES-128
+ Perform data integrity with : SHA-1

« IPsec Z2XREk (E 2/ ) B :
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« AT IPsec in THITHIEME : AES-128
» Perform data integrity with : SHA-1

8. TERFIBEHH , % Tunnel Management, i%£3F Set Permanent Tunnels, On all tunnels in
the community, #£ VPN Tunnel Sharing #7 # , %% One VPN tunnel per Gateway pair.

9. HEEFIEHH , BFF Advanced Settings , RFi%E$E Shared Secret,

10. EFEFE-XBENXNERN , BiER Edit (RE) , ARRABREXHH IPSec Tunnel #1 P
DHIEENMHAZTERA,

1. ERE_XBENNEEN , BiEF Edit (RE) , AEWAREBEXHH IPSec Tunnel #2 P
DHIEENTMHEZRA,

Star Community Properties - AWS_VPN_Star B |

Camneral Shusre] Secrel

Cerier Cateways

Gatwlte Gatwwey

Erecrpplion

Turnel Maragemeni
= Advanced Sstings

VPH Fioutrg

o e oy Shusrmed Sacred S pll Dt meretery

Each Esiemal mesmisr wll have T Sobowrs
secret with &l sl members 1 e comEUnty

MEF (Muligis Erir
Ecchuded Services
| Srawed Secret
[
Wirw Mol

gl
53
|

EED
e &
-
[

12. {31 Advanced Settings (8RIZE) E5I# , %&#F Advanced VPN Properties (84 VPN &
M), BENTEYE , AGETHGEERE OK (BE)
- IKE (581 M E) :
« Use Diffie-Hellman group (£ Diffie-Hellman 4) : Group 2 (1024 bit)
» Renegotiate IKE security associations every 480 minutes
- IPsec (E2KER) :
- % Use Perfect Forward Secrecy
« Use Diffie-Hellman group (£ Diffie-Hellman 4) : Group 2 (1024 bit)

« F3600WEEHNE —IX IPsec T2 XEK
TTBHDEEX A 71
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B BA K S

TR, RE—MEAHXEANME @ CE AN R, XL RV VPC MA ML 2 B /Y
BIE. REEMX ERRIZEKK,

1.

£ SmartDashboard , AWM XERLREMY. ERINEEKF , BFF VPN, AF%EE
Advanced,

%48 Enable VPN Directional Match in VPN Column , $R/5i%# OK.,
£ SmartDashboard , &R AE , REFER AT 62K

« Y VPC FMIBE ARG A it M 453t 1T 81E

- AFARMMZBEIFMFDNES VPC FRBRITERS.

fTFF VPN B iy BTy E T3R8 | FHi%kF Edit Cello

£ VPN Match Conditions X1 iFHEH |, #%# Match traffic in this direction only, &I T&EA
TE [ EEANE R Add (R0) KeIZZAN |, RAEETKFERE OK (BE) :

« internal_clear > VPN & X ( &5Ea 612 VPN ERX |, a0 , AWS_VPN_Star )

« VPN #X > VPN #%X

« VPN #[X > internal_clear

f£# SmartDashboard , EEFHE , T,

EXNFEESR , EREHMXHIERFE OK LR EEKK,

& tunnel_keepalive_method J& 1%

IR E KM B A RIXT iR (DPD) RARA IKE XEXPHTHYETE . BN KARBERLE
DPD , #4707 AWS VPN #tXH#LE XK AFEE,

ERINER T , VPN M<K tunnel_keepalive_method BH#iRE N tunnel_test,

BRI ZEERN dpde VPN XA ESNFEE DPD WK VPN M EB 47515 F
tunnel_keepalive_method BM#HTEE , BFEEME=7 VPN WXk, BFeERE—MxH
ERENEENEH,

&I LAE A Gui DBedit TEE#HiZtunnel_keepalive_methodE M.

1.
2.

TR E SR SmartDashboard , AR BELZLEEBRSZ . HEERSES.
1%$% File 1 Database Revision Control... , G 0IZ2E1TRE,

T RIS REXE 2
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3. XHFA SmartConsole A , fl#0, “ SmartDashboard SmartView BRERES” Fl “ SmartView
BEMER,

B3 GuiBDedit TE, AXEZEE , FEARERXBFPOLLNNERERBIEELE,
I )R%E$F Security Management Server #1 Domain Management Server,

HEELBEES | HKOXIEEE Table, Network Objects #1 network_objects,

EALBEF , fOREEMEXH Security Gateway F Cluster 3 Ko

% Ctrl+F , & Search £ ERLUTHA : tunnel_keepalive_method,

ETHEES , FTF tunnel_keepalive_method B E FXEH | Hi%F Edit.... HOKIERE
dpd #l OK (@E)o

10. XEF AWS VPN BN BAINKXEELSR 7 FIFER 9,

11. HR%E$ZF File F Save All,

12. <A Gui DBedit T&,

13. yIFFRER SmartDashboard , RFERLTLEERSFR. HEERRSFH.
14. TE#2<H Security Gateway M Cluster X R R KB,

© © N o 0o &

BXEZEERE , FEARERIFHR O LNXE R77.10 FHYHE VPN Bk,

JE A TCP MSS EE
TCP MSS BEER /N T TCP HiRBHNHERRERAR/NAR L BITFEZ 5 Ko

1. BMEBLATEZR : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. BXIZ1T GuiDBEdit.exe M ARERBIEETIE,

3. 1%&#R Table, Global Properties, properties,

4. FF fw_clamp_tcp_mss , 4% Edit, FMEEHRN true , RFEEFE OK (BE),
B_LIJ.—I:FL 'U(

BB EEREXA TAR ST IEEZTUATHTRBIERERS.

vpn tunnelutil

FEERAEDH | EF 1 SURIUE IKE KBk, &% 2 SURIE IPseckEk.
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https://support.checkpoint.com/results/sk/sk97746
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A ERARERERRERR AESRBIIBTEZERNBFESREECNE, flm, LT BEEE
THESBIRE 1 REF VPC FAEME,

Product BH Securily Action 2 Encrypl
GalewayManagemen Rule i
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Number 21254 User —
Type B Log ;
Origin cPOW-997695 woe ]
' . Rule UID {0AA18015-FF7B-4650-BOCE-
e SSRoEDRACF L4
Source & management_PC Community AWS_VPN_Star
{192.168.1.116) Encryption Scheme [&EIKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54,84,169,196)
Interface [= eth0 P ﬁﬂw
bproduct T
Source Port -
VPN
2] Metwork
. Policy Hame Standard Information service_id icmp-profo
Date Tue Mov 03 11:33:45 2015 ICMP: Echo Reques!
| Palicy ICNP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

A LA SonicOS EE R MEELE SonicWALL 8% . AXEERENEZEER , ESHEN AWS
Site-to-Site VPN ZEF MX IR Z A E 5 SEH,

BEEFEREEZEORBHIZEMN BGP, BFRARHIERE XM+ BGP HWE o HiRENGS
EBe#HTERE.

Cisco 8% : Htt{E &

R L Cisco ASAs XX #HFEzh/FVER, FHIXL Cisco Bf ASAs , —X R ﬁ NEDPEE, NIESE
—AMNRBREFRTHNBERLT , FARBESITH, BHZAIRE , BN IZARATLESEF —MEREERES
#H VPC,

Cis ASAs c0 9.7.1 RESMRAZFEZ/EohENX, FEHIXL Cisco Bt ASAs , T LA[E AHEUE M 5bg
B, BEBZARE , BN ZBATUBESHP —/NBEEREDEN VPC,

3t F Cisco &% |, BHRIITLLATIRE -

A T ASEE X 74
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- BENEEO,

« ¥R Crypto ISAKMP ZKBEF 55 B G H — 1,

« ¥R Crypto SIRKMF5ISEEH—14*,

« BWRINE IPsec HMREMIME ISAKMP KB 75518 % ERLENE A EM IPsec BRERKE— .
- H{R SLA RS 2B —14,

s NEEFPMXRZNENRMNE 2 BERRENFTERHEREH#ITRE.

Juniper %% : HtfE 2
TERERT Juniper J % 1 SRX B F MR %% I ROIEE X4

- AEPEOBEFNge-0/0/0.0,

- P&E#EO IDs M Asto.1Mst0. 2,

- BRER ETHEREONZSX (BREFSEEARIAN untrust’X ) .
- BRERIANBEONZ2X (BREEEEARAN trust’X ) .

¥ Windows BRES28HELE N AWS Site-to-Site VPN B F MKIR%

B LU — B 1217 Windows Server RS ERELE N VPC WEFMXiEH. LIiLIR2TE VPC Al
EC2 34l Li=1T Windows Server , & 27 H S B RS 85 £i=1T Windows Server , BEZFEH TR
2. UTEREAT Windows Server 2012 R2 R E & R,

AE

- BELEH Windows 34l

- ST 1 AlE VPN EEHREEHN VPC
. TE VPN EENEREXH

. Bli& Windows Server

. i & VPN P38

L BRAKEM KN

- ik VPN E#E

\

Nl
s

Nl
s

Nl
s

NG
\ \ Al \ \
kXY kXY %‘a kXY kXY
(o) 2N [6) I =~ KGO RN | \S )]

Nl
&

Bt & & /Y Windows SE451

MREEHEM Windows AMI E3h#9 EC2 KB LEE Windows BRS5 88 , WHATA TR

F Windows Server Bt E N EFMXxiZ& 75
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- ZEASHINFR/EFRRE
1. 3TFF Amazon EC2 #£#|& , Wit R https://console.aws.amazon.com/ec2/o

2. EBIEH Windows 6l |, AREMIXERR Actions ( 34 ) . Networking ( W% ) . Change
source/destination check ( EUR/BFrRRE ) . %$F Stop (F1E ) , RF%EF Save (RE ) -

- EFEESFIRE , SMELTLEHRE SN RE
1. EZIEW Windows K6l, BXEZEER , BSFEEZIEHN Windows 3E4l,
2. fIFFEHER , BhREEER,
3. BN ERRT Ro

4. ERMEER S (ABIEXHIZEA | TEER Amazon Elastic Network Adapter = Intel 82599 FE 1 2f
BE ) , AR/FIEEE Action ( #1E ) . Properties (B ) »
5. £ ‘B ML, BA IPVARKRFEIE", “TCP KREMEE" (IPv4) R “UDP 5% F EH#
(IPv4)" B , RIFEE “BE"
- [EERMINK o ELsEME IP ik HF Zibut SSEFIREK, BXEZER |, S Amazon EC2 A1
FFREYSEME P bk, B TFXAMit— BB F M EEX M,
- BREHIHZLAMRN A FHY IPsec RE. BRIABRT , T2EATFFMEHERE. B2, W0
RZLANHEANEMNERBRSHIT 78K, MABTA IPsec REGIE LT Kk B E LA
W : 1P ¥ 50, 1P 4 51 A1 UDP 500,

i3 F#4# Windows BIFFEMAM CIDR S8 , #l0 , 172.31.0.0/16.
FB 1 G2 VPN EEHEE SN VPC

EMNER VPC B2 VPN EE | BHRITATRE

1. SIREBAEMR AR EEESEN VPC, BRESZER , BEH IEBENZT AN,

2. B2 VPN EENFHNEFNK, XFEFMK , iHHEE Windows Server BI/AHF IP i,
STF VPN ERE | FiaERBAKE , ABH A Windows Server FTIEM /) CIDRSEE |, a0
172.31.0.0/16, EXEZELE , S8 $& 5 : 8|2 VPN £,

B2 VPN ZE#/5 , HF VPC BEENERBER VPN EEH#TERE.
BB/ VPC

« £ VPC REIEMBEFM ( MREERE ) , LEHES Windows Server BIERIEHl, BXEZE
B, &ZRAE VPC HOIEFM,

SR BE VPN EEHEELM VPC 76


https://console.aws.amazon.com/ec2/
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® Note
HEFRRAEBEE Internet WX FM, FT—NIEFHAE T I FMEERH,

- EHEHN VPN EENBERE
- MFABEFRHEBERAFMER , UENFERXER B , 2L Windows Server B4 ( CIDR 5B
B )ERNENE, BXEZEE | 55 (Amazon VPC AFIEE) S #Y B B 27 0 A BR 2§
H.

- NENEAMXEAKABEE, BXEZEE , H5R (ENAENX ) ERHAXPE ARKHEZ
&,

« NEMZEHIBELZEH , LATE VPC EENNE 2 B#HITEE :

o ANMAERBEBHMEH AV RDP =% SSH RN, X# | B LMNEH M EERES VPC #
S, Bl EAFEHMNERNITEN G RSN VPC B Linux 354 |, iE6IE— SSH 3%
B ORIEBENEHMERN CIDRSEE (#0172.31.0.0/16 ) WAWHN, BXEZER | #H5
%] Amazon VPC A F B IEN VPC WE £ 4,

o WNIMAERBEBHREH AL ICMP G RIEHN, X , BIEM Windows Server X VPC A H#YSE
Bl1T ping B4E , ATLAUNR &EY VPN iE#E,

HPR 2 . T8 VPN EENEE XA

AT LAfE A Amazon VPC #2411 & &R VPN iE3# T8 Windows Server Bt & 3245,

TEEEX

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. HESMBEHKF , %R Site-to-Site VPN Connections,

3. ERIEH VPN EE , AF%E#E Download Configuration ( TEHEE ) -

4

1%£$# Microsoft #E LRI , Windows Server fEREA |, 2012 R2 tE R Eith, EBRTE, &L
T RRFIXAH

BEXHTEE—MBoEUATREAMELUNER. ELEIXLEFEEHAMK , BRBE—

vgw-1a2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

HPR 2 0 TE VPN EENEE XXM 77


https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
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Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

02 VPN EE , AT MXIEER IP i,

Remote Tunnel Endpoint

AT AMXBFEAN IP itz — , BT LIEER AWS AT VPN ZE#,

Endpoint 1
FEGE VPN EER , BEEENSHSEEN IP IR, BHMEZPRIXL P ik 21T 6E A
VPN E 7 R &8 VPC,

Endpoint 2

EEFELFAEMXH VPC /Y IP #thutS8E ( CIDR 3R , #5140 10.0.0.0/16 ) o

Preshared key

AF*Local Tunnel Endpoint#Remote Tunnel EndpointZ[EZ3I IPsec VPN iE#EHIT
HEF4H,

BIMNBWERARBEREN VPN EZEN—#2, £ VPN EE#H Amazon —if , B5BETEZE
BIE VPN 48R, RESRANEA—%BE , EF-XBECEE - FBEHIKENAZEY
Eik, BEARBEVHRETRZLENEZATA, BT XX —5KEBETH , Amazon VPC £ &
BR—FEBEL TRARS. XRMHBITH , Rt EFERBUEMERLE,

BETHZRPRES , IREPHINREZHE AWS |, B8 VPN EZFE/L2H AN B3 M EE B R E
TRAMKNE-ZBE, EEREFEFMXREN , SHLEEMRBE.,

(@ Note

TN EE AKX AWS SATHITHT . XIS AT EE N E AR SR VPN EEM
FREEFH — K. HRNHTHPESH , BH VPN EEL B AREBEE —XKPBE,

THNEEXHPRHTHEXRERMNZHARSR (IKE) M IPsec T2 XEk (SA) WEME R,

HPR 2 0 TE VPN EENEE XXM 78
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MainModeSecMethods: DHGroup2-AES128-SHA1

MainModeKeyLifetime: 480min,@sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SA WINZEM FHRIUEE ., XL2 VPN EENEIIRE , B2 Windows RS 28 IPsec VPN
EENERIARE.

MainModeKeyLifetime

IKE SA Z4AFERHIR, X2 VPN IEZENENIRE , 2 Windows RS 25 IPsec VPN HE#EEHY 2R
NRE,

QuickModeSecMethods
IPsec SA WINZMBHRIEEE, XL HEENEIGRE , B Windows ARE88 IPsec
VPN EZHNERINRE,

QuickModePFS

BIMNBWEELERERAEZATLEERE (PFS). IPsec

F18 3 : fig® Windows Server

EIRE VPN BRE 28 , B4 Windows Server F ZEH B BRABAIZERIFEIEBRS. XFAIFIZEE
FHFiEIIﬂﬁE’JIWé%J:E’\Jﬁﬁo

ﬁ“

ERREBANMZTREDRE RS

1. B FZIEH Windows Server,
2. HIFHBREE K ARAEERRSSHEESS.
3. TEREABFERHEAERS :

a. MNEEXES  EERMBEMINEE.
b. EFAERER , BWINEHRS|[HEERFMH , REEET—F,
c. ERETAGIETURNEER A6 RBERT—F,

d. 1%3#%F Select a server from the server pool ( MARE B HIEFE — MRS ES ) | & Windows
Server , RE%EE Next ( T—F ) o

S 3 : BL& Windows Server 79



AWS Site-to-Site VPN AFiEmE

e.

EHRAPIEREM RN E RS . EE TR EREFEERINZIEE AT At B B FF F /I Zh
AEo

EE—-%I&F , gOREFZERETR., T—F,

EEFEDERE L , EET %,

EMEREMFRRS REP , BT -5,

EZRBFRREL , ®#BT—%, £ F—R L, i&#DirectAccess #M VPN (RAS), £ZRH
WAEEFIERRMINBEA BN ACRSAAIZENIIGE. ER—5I&RP , EFKE , AREET
_io

 Web lRS2RARIS) RE L , BT -5, REMIANEE , RRGEET—F,
ERER, RETAE , EHEXH,

BLEF S AR AZRE R RS,

1. ENRRL  ZREH HRER). ENZER-—TESREAMEREE. EEITHFEE
SHEE,

2. EFNEBE VPN,
3. 7 Routing and Remote Access (BB Az A [M]) X FER , EFRRFI|/|EN , %EF Action (B

1F)

[8])o

S -

Nil

kM

B4:iR8

$R/F1%# Configure and Enable Routing and Remote Access (BLi& 3 /3 A R FIZE S

ERANTETRRSHRZEASHNE—IREHL  BRT—-F,

£ Configuration (Bt &) WM L , 4% Custom Configuration (BEXBE)., Next (T—2%).
fKRIESE LAN BBH, T—FSHzTH.

HHIEBANZRL X FERTE , EREIRS

VPN Bgi&

TEITAT I E B E S F Y netsh BIZA | & EA Windows Server AF 5E , AT LABLE VPN B&

HW 4 iRE VPN BRE 80



AWS Site-to-Site VPN AFiEmE

/A Important
BINEBEUEELSFPEAETFATEOERE (PFS). IPsec MR FIEIZRIZIT netsh B |, ©
288 —"NBTREA PFS () gnpfs=dhgroup2 KI5, ETFEEMER Windows AF R EE A
PFS , MRH4AEA G TITRER,

pri L
« &I 1 : 3317 netsh I
« JEIN 2 : £ A Windows Server A RH

%&IN 1 : 1217 netsh B
EHIETHEENXHHE Netsh BIA& | HEHRTE, LT HROIBIA,

netsh advfirewall consec add rule Name="vgw-la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server_Private_IP_address "
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix *
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearOut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsSEXAMPLE *
QMSecMethods=ESP:SHA1-AES128+60min+100000kb ~
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

Name : B A B EEN BB REBINE M (vgw-1a2b3c4sd Tunnel 1),
LocalTunnelEndpoint : % ASEM & LB Windows FREZE5HIFAAE IP Hbiit,

Endpoint1 : Windows Server FTEM4&#) CIDR 3 | #5170 172.31.0.0/16, AMBIE (") FIHEE
XK,

Endpoint2 : &8 VPC = VPC iy FM#Y CIDR 3R , Hl#0 , 10.0.0.0/16. AXXEIE (") FUERE
R,

£ Windows Server LW TIRRITE ARETEEHOMAR, (AIiLESIFMEGSTHNTEX
) ERBL VPN IEZMNE XK VPN FRE , BFEAREXHPHE - Netsh HIAEE ZIFE,

SRR , B3 BE Windows P X i,

BX netsh SHMEZEER |, 1§55 Microsoft EF# Netsh AdvFirewall Consec a5 5, TechNet

S 4 %E VPN F3E 81


https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/dd736198(v=ws.10)?redirectedfrom=MSDN#BKMK_2_set
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IEIA 2 ; A Windows Server A 5 H

1&3& 7] LAfE B Windows Server AP R HE LI E VPN B3iE,

/A Important

& TTEER Windows Server I REE A EZHATEAERE (PFS). B4 NEHEEHA
M REMREAGRTITEA PFS,

x5

- 7 VPN BEREZSMN
- WIABERE

- BAEBATLOERE
- BiiE Windows Bh Atk

A VPN B2 BEEZEHN
EiXEpDH |, FF1E Windows Server LEEZ 2 H N LA B12 VPN B&iE,
A VPN BBEE—/NZ£HN

1. RS [EESR , %FE Tools ( TH ) , AFEEWindows Defender Firewall with Advanced
Security ( @& &% Windows Defender B R ) o

2. EFEZZEAN. BEMFEAN,

3. EHBEEZ2ANBSHOMNERTEL , EFEBE , AREET—F,

4. 1£ Tunnel Type (B#&H) TTEH A What type of tunnel would you like to create (& & B 8|2
AKRBABEIE) T , ¥ Custom Configuration (BEXEE). 7 ‘BB ELT IPsecZRIFIERZEMN
ZPEEPHERER T , RERINENIEPRS (B, BEBERESZEEZEANTEARE
MERE ) , REEE “T—F

5. HEERTEAF , ERERNAMEEHTEARIE, FTERNHMEEZEEIRE K RAEEET—F,

6. EREWSAEL , EiRa 1 FHITTENT |, EF5FM. WMALHNMNEN CIDR BE (£
Windows Server ZFMXxig& 25 , a0 172.31.0.0/16 ) , RAFEFE OK (HBE ) . ZBE
ALGEENEFMXIRER IP i,

7. EfAREA#RBEAER/A(RBELERS 1 FTEN) T |, EREE. EIPv4 it FERP , BA
B Windows FRSS2RFAE IP it | REERBEE.,
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8.

EAARZEBEAL[A(RIBEKRLE R 2 PWITEN) T , EREE. EIPv4 thitFEH |, WA
LS PPRE 1 BT AMXH IP ik ( S M Remote Tunnel Endpoint) , AFERH
Eo

/A Important
MREBEENRE 2 EEHTR , FRREEREE 2 KR

FERGES 2 PITENT | B3NN, EU IP it K FREERS | @ AL VPC B9 CIDR 3k |
AREEEBEE,

/A Important

BATELFEPRITRY , EELRIRK 2 FITEN N L, EERIEESRZEIHE
NEET—F , BMNERTEEZEARS .

i New Connection Security Rule Wizard [
Tunnel Endpoints
Speciy the endpoirts for the IPsec unnel defined by this e
Steps: Which compulers are in Endpoint 17 -
@ Rule Type 172310016 Add

Turrwe! Tvos
# Requirementz
& Tunnel Endpoints
& Authenticaton Methad

uihertizaton 1l Whal i the local lunnel endpoint (doses! lo compulers in Endpoirt 1)7
@ Profile .

IPv4 address: |1?2.3' 1136 [ Edit.. ]

@ Name )

|P+vE addneas: [

[] Apply IPsec tunnel authorzation as speciiied on the IPsec Settings
tab of Windows Firewall with Advanced Security Properties.

What is the remolte lunnel endpoint (closest to computers

in Endpaint 2)?
IPvd address: (54 240 204 89 ' Edt..

[PvE addness |

‘Which compulers are in Endpoint 27
10.0.0.0416 [ Ad. |
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10. WIABEENMBERESHER , REIERE Next (T—F).

1M1, EHERRIEFENEL , EBER , RAEEREE L,

12. EE-FORIEFZET , EHFHM.

13. 1%&$F Preshared key (MAZH4) , MABREXHFHPHMLZRLAE , RFEEFE OK (BE).

/A Important
MRENBE 2 EEURIR , FHAREFRE 2 HAHAEERHA.

14. BRREFE-SFHRIETE , ARERBE.
15. iij:%-lt_io

16. 1E Profile (BB X #) WAL , EHFAE=NEEHE : Domain (1), Private (FAF) H Public (2
ﬁ)o iijrgF-F_Z/Fo

17. EEHRTET , NENEEANBAEZR ; B2 VPN to Tunnel 1, R/Fik#E Finish (
B ) o

ESLEEE , NEEXHFHIEERE 2 BYHE.
SRR | 18 VPN EEEEE T AREEE,
HiARRER B

HiARRER B

1. fITRSHEER , ERTE  EESH L2 Windows B AIE , AFEFEERZEMN,
2. WIFMFFEBEALLTRE :

- Enabled (28 H) 7 Yes

- KEQ 1 BENMER CIDR #

- BRERQ 2 ZIEH VPC Y CIDR R

« Authentication mode (B A% iIF#E ) & Require inbound and clear outbound
« Authentication method (& 331E /55%) 8 Custom

- WA 1WwAR Any

« WA 2&WwmARA Any

* Protocol (1#1) 7 Any
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3. ERF-—NHN , REERREML.

4. 7 Authentication (&2 1iIE) &+ E# Method (553%) T , i%£3F Customize (BEENX). i First
authentication methods (85— &Rl A %) S eRBEREXHTHERMAZRS , AFEE
OK (HA7E).

5. %&£ Advanced (84%) &I+~ , ®iF Domain (15). Private (}A%8) # Public (2 F) #8E#LE,

6. ¥£ “IPsec BRE&EH” T , kFE ‘BEN", BT IPsec B3BRE , ARB LR “HBE M “H
E” AR ERE,

- Bk “EA IPsec B3iE",

o KHPRERS ( RIFLKS 1) @8 Windows Server 9 IP #biit, MMREHEFMKRIZR R
EC2 =4 , MiX 2 Z=FIMFEE IP Hbit,

« Remote tunnel endpoint (closest to Endpoint 2) (A& #:pgE i R (RIFEH R 2) P EBEMERERN
ERLEAMNH IP ik,

7. AHENE-ZBENEME. NIBEEEFX 4 FINET7 5,

BREZATLEBRE

ZBAUERAGSITEAETEATSOARE, WIHETEBIAFREER.
BREZHATLEBRE

1. &K Windows Server R AFH W TRAFED,

2. WAUT@S , #%F rule_name BRNENE —MEEAN R ALH B,

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. NEZXMBEEERTIR 2, XIRERABAEZ/NEENNREAZFHELR rule_name,

fit & Windows Bh A 1%
ERSBLEREZSHANG , FEE—LEAKIPsec REUFEARELLEAMX,
Fi & Windows Bh X 3%

1. $TFF Server Manager ( RS EBREEST ) , HOKIERE Tools ( TE ) . Windows Defender Firewall
with Advanced Security ( B4 &% Windows Defender By A% ) 1 Properties ( B ) o
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RAriEmE

2.

© ® N o

10. &#F “WE"RE ‘BENIPsec RE” NFE , AEBXERE BE URERE,

£ “IPsec iR B” LI FH “IPsecE®” T , B\ “B4% ICMP” 2&IPsecH “B” (BN ) . ¥

ifIPsec BRERNEZE RN “XI’s
EIPsec IAMET , ERBE L,
EFRAXRBREER) T, E#BESR , ABEBRBEN.

£ Customize Advanced Key Exchange Settings (B EX SR ZFARMIZE) FHY Security

methods (£275 ) T , RUEE-IMREREER T U TRINME.

- STEM : SHA-

- INZEAR : AES-CBC 128

- BEARIE L : Diffie-Hellman Group 2

. TE“Key lifetimes”i £ BT , ®iE“Minutes” 7480 , 7 B“Sessions” 0,

UTFRESEE X4+ RIS E X M.

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

EZAZIIEI T |, 12T Diffie-Hellman A T8N L LY , RAEERBE.,
EHRERP(TERERN)T , EBESR , RAEEBRBE L
ERERFEFAXEEENEZEZEINFERINE,

£ Data integrity and encryption (BIETEBMEMMBE L) EI T , RERIAE -

- L : ESP

- TTEM . SHA1

« INEARK : AES-CBC 128
- SEFAHARR : 60 244

XEEEE BRI TRE X M,

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

S 4 %E VPN F3E
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SR 5 BARMMREN

ETX, BE TCP , SMMBRTEEANMK, A HESUEMRBUASTRULIRIE | HKLM\SYSTEM
\CurrentControlSet\Services\Tcpip\Parameters., EERBIENZI D 28 , TEHITILS
R, ERFEEMER2RE , BUMEFH B RSER.

=3P SR ES SHl

1. 1 Windows RE 2L , BB TR RFHN PowerShell i , AREH A regedit AB3EMRERE
2o

2. RJF HKEY_LOCAL_MACHINE , BFf SYSTEM , EBF , BRI “BRS5” CurrentControlSet , BFF
Tepip , RERIT S8

MREFET | EEFHE , AF1EE DWORD (32-11)E.
# A& EnableDeadGWDetect,

1% EnableDeadGWDetect }# %1% “RiE". “MBk’,
EEBES , A1, AFERAE,

KAEMREER , AEFEIRSH

N o 0o b~ ©

BEXEZEER |, i35 Microsoft TechNet &R EEnableDeadGWDetect #Y,

S 6 : M VPN E#E

EZNE VPN EERBEETE , BF VPC wE5 — 1N Rf6] , HBRIZEHEE Internet iEHE, B3
SIS, MIEE Windows Server X iZEHIMFAE IP # iR 1T ping 1. NEFFMXRZERAE
B, VPN BR8N HEI., Eitt |, ping s S tiF B30 VPN E#,

AXMR VPN EEZNLZE , B3 EN AWS Site-to-Site VPN &,

MR ping BHXRM , BREUTER -

- BREEETZEAHAN LAY ICMP REERN VPC FEIEAFl, RER Windows REEE=2—1
EC2 =4 , HHAEZ AN HIEMN A F IPsec RE. BXREZELR |, HSH BLEZEA Windows
KB,

- BREEHERE ping THHES EWRERZEEE N A ICMP, RIMNBUWEEAEF—RILE
# Linux AMIs,

o MREBERIT ping BIEFIEHIR Windows K4l , 1EE )%= 61H7E Windows By A& ICMPv4 £
B A A ThEE,
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- WRAEH VPC RFMERAEE THEHAK, BXESER , BH5H SR 1 0lE VPN EEHEE
W VPC,

s MRBHEFMRIZRZR EC2 L4 , FHRARCEZEAZXHNF/ BEFMRE, BXEZER , 55H
Bt & 289 Windows E4i,

1£ Amazon VPC ##] &K VPN Connections TWE L , i%&#% VPC i, £—XKBELT UP RS, £
“RRBENFEEE , BRRIEFE —FKBEHIKE  SNE-KBENEEFER, BIRL24 , J«XEXZ
INZBRIE,

5 AWS Site-to-Site VPN & W xig & 3 1T EHERR

HEEFMXRZWEN , BSS4XAEMEEZ. ATHEANEZBRETEARER , 23 AT
FEECERARENDSEHANIRE (B/A BGP ) MEENHSEHNRE (REA BGP ) BHIKE
T, XEET 2 FEEF Cisco. Juniper M Yamaha 2 M xR &M EIRZHEHRIER.

BRTATRHNIETA , BB AWS Site-to-Site VPN BEX FTHZEMAER VPN EZBthIEEEH, 5
x—RENR e | BiESENE AWS Site-to-Site VPN iE#2,

£}

o ERBRMXIDINETHERR AWS Site-to-Site VPN SEEHE

o ERBEBRMXIMUHER FHEBR AWS Site-to-Site VPN EZHE

» HEBRE Cisco ASA & M<IZ &K AWS Site-to-Site VPN iEEHE

» HEBRE Cisco 10S & MKig & H AWS Site-to-Site VPN E #EZ#HFE

s BERRERERBFMX A Cisco 10S &P MXIRER AWS Site-to-Site VPN E#HE
« EAEEML JunoS B MXiREHEER AWS Site-to-Site VPN E#EHE

- FERAIEEMLSE ScreenOS T/ X iR & # 1T AWS Site-to-Site VPN E R HEER

« X Yamaha B MX iR &Z K AWS Site-to-Site VPN HE £ 1T i FEHERR

H 3R

* Amazon VPC i1z
« W{AHEE Amazon VPC B9 VPN BEiEE B 4 7 & ?
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55 8 R W i BT HERR AWS Site-to-Site VPN E &

RAriEmE

LT RERNMKREHRTAXFEERLAMXIBIY (BGP) IEF/ MR IRZFHNRBN —MES. A,
BULEARENFRESE. #RESAEHNMRREHNE,
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RAriEmE

. Start |

" Does an IKE

- . Review your IKE
IKE Security Association Mo : )
axist? - canfiguration
)
Yes
' .
Does an IPsec. Review your |[Psec
m __ Security Association Mo - confi yuratiun
exist? g
[
Yes
¥
d Are the correct ) N Review your firewall
m “._firewall rules set up? - configuration
7
Yes
A
Is there |B . Review tunnel _
. L interface configuration
_connectivity via the Mo
. to ensure the proper IP
tunnel? .
address is configured
Y
Yes
Y
m Is the BGP No Review your BGP
- peering active? ' configuration
I
Yes
v
‘ % the vituab. o Use the ;ﬁ;"li‘u’E |
2/ BGP M18% - private gateway e 90
Mo = to attach the virtual
attached to the .
VEC? private gateway to the

VPC
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IKE HE IKE R2XBKRREFE.
RMATRULZE XN EHATE IKE IPsec B2 xEk,

WR IKE Z2XBRAFE , BRELN KERERE, BLNEREXHHAATINE
REEMZ., FHBIE, T2EAMRENREASH,

MRFE IKE Z2xBk , BT “IPsec’s
IPsec HWERBEE IPsec ZEKEX (SA).

S IPsec A Fi—RBREA T, BHEBNEF,MXKIZREEE S IPsec A BB FiEFNIA
Do BREREEXHFMIINAREENE., EHRIE, ES2RRZNERNS
B,

MR TIETE IPsec SA , HERELEH IPsec BLE.
MR S IPsec A 171 , HHIFE “B&E",

p3&E BWIAFTRAIB AN REERE (WEMNIIR , FS A AWS Site-to-Site VPN &
PRXIRZAE RSN ) o MREFE , FRAEBRE,

BERBFEBELIZREEN IP EEM.

BRES—WwIIAMEEXFEEMN IP ik, BT AMXibit HAE BGP BRERY
o MNEMNEFMXIRE M ZMbIAR H ping , EE IP RERSEWMBENER,

MR ping AR, FRELVBERZOEELBREE T EBR P #hit,
R ping KZh , BHEHEEBGP,

BGP HE BGP NEXEREBE
NTEREE , FMITUTERE

s BEENEFMRIZER L , BE BGP RS2 AN Active = Established . BGP
SERTBEEE 30 2 EhAY A A F BERE NIE K,
s BWREFMRIRE EEREFAE MBS ERIARKA (0.0.0.0/0),

ERETRL TS |, BREEY BGP BE,

{7 BGP MR & 5
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WRBGP WEFEEY , A BB EERRMNBESTR , ZHBENEEBEE. BFHER
P &BRIESLL TR,

TR B B F MR AYIEIR T HEER AWS Site-to-Site VPN ZE#Z I E

LT RERMRREMR T EXRERTEALRMXBDI (BGP) MEFMXREN —MRES. A, BIL
ZBERARZFNAARE. FHEESREHRNXRZHE,

T BGP i % 92
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RAriEmE

IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC

TEF BGP HE#
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IKE

IPsec

HE IKE REXBKEREFE,
RMATRULZE XN EHATE IKE IPsec B2 xEk,

WR IKE Z2XBRAFE , BRELN KERERE, BLNEREXHHAATINE
REEMZ., FHBIE, T2EAMRENREASH,

MRFE IKE Z2xBk , BT “IPsec’s
HWERBEE IPsec ZEKEX (SA).

S IPsec A Fi—RBREA T, BHEBNEF,MXKIZREEE S IPsec A BB FiEFNIA
Do BREREEXHFMIINAREENE., EHRIE, ES2RRZNERNS
B,

MR TIETE IPsec SA , HERELEH IPsec BLE.
MR S IPsec A 171 , HHIFE “B&E",

BWIAFTRAIB AN REERE (WEMNIIR , FS A AWS Site-to-Site VPN &
PRXIRZAE RSN ) o MREFE , FRAEBRE,

BERBFEBELIZREEN IP EEM.

BRES—WwIIAMEEXFEEMN IP ik, BT AMXibit HAE BGP BRERY
o MNEMNEFMXIRE M ZMbIAR H ping , EE IP RERSEWMBENER,

R ping TR, FREEHNRBEZAGEENAREE 7 IEWAY IP #hit,
R ping A, BHEE B FBHSHEE.
NTERERE , FITATRE

- RIFEERBEEFENT —ER , [@ VPC CIDR AT —&REAIKH,

- WIFARABEHE Amazon VPC BH| &I T —FEBAKE , UEHEULE M
TR B R B Y B 4%

MRBEFLTERS , FRELNRZEE.

BRAZREEGL TIZIRE , REEMTKT

T BGP KiR%E
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BEBR & Cisco ASA BEF MXiZ&Z M AWS Site-to-Site VPN EZHE

X Cisco &7 MR IR & HIE B THEHEBREY | FZ R IKE IPsec, MBEH, &0 REMRFHIXL
FEBTHESER , FIEVIEM IKE T (LT MEHERBIERS ) FaRE EBERR.

/A Important

F L Cisco ASAs N FERN/AFHER . EAXLE Cisco Bf ASAs , —IRRBEE —NEZIRE
B, REF—NTRBEFATANERT , HtZABET TH, FABERRELZNAE
HARERITHEIR , BULIZEKIZEIR - Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside,

IKE

ERUT®S, WANERTEBEREERN IKEWEFPRXIRE,

ciscoasa# show crypto isakmp sa

Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1

Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

BRIZALEREZERETFEEEZEEMAMN src BN —1THZ1T, state BN
MM_ACTIVE , status MR ACTIVE, EMIAERZ HEMITL FHEMRSE R IKE RIEBREE

MEFER-SHRHE , T TENGSUERATRESHESN BETER.

router# term mon
router# debug crypto isakmp

EXRAS , BEATHNS T,
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router# no debug crypto isakmp

IPsec

EFHLX—F‘%%O ulﬁ]}ﬁi/j_‘ |PS€CEE|§IE@E’9§FM9€“&§°

ciscoasa# show crypto ipsec sa

interface:

Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/@)

curre

#pkts
#pkts
#pkts
#pkts

outside

nt_peer: integ-ppel

encaps: 0, #pkts encrypt: 0, #pkts digest: 0
decaps: 0, #pkts decrypt: 0, #pkts verify: 0
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#send errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.:

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 6D9F8D3B
nt inbound spi : 48B456A6

curre

inbound esp sas:

spi:

0x48B456A6 (1219778214)

transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }

sl

sa timing: remaining key lifetime (kB/sec): (4374000/3593)

IV

replay detection support: Y

An
0

ot: @, conn_id: 4710400,

size: 16 bytes

ti replay bitmap:
x00000000 0x00000001

outbound esp sas:

spi:

0x6D9F8D3B (1839172923)

crypto-map: VPN_cry_map_1

AWS_ENDPOINT_1

Cisco ASA
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transform: esp-aes esp-sha-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 2, }

slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1

sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

NFEMBERED , BNZATELEE inbound esp sas #l outbound esp sas., XBRIEEIH—
N SA ( Hlinspi: 0x48B456A6) , HABE IPsec IEH,

f£ Cisco ASA # , IPsec REEXRZEMEXRE ( NMFEWRE ) 2ZEFT I, 7 THARE IPsec
SEIRDS , BATEWEE SLA MBS, SLA BESMERABNBIWRE , FRERE IPseciEaR

N

7080

B A LAERLT ping i BB A H LD, IPsec

ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = O@ms, Maximum = @ms, Average = 0ms

MFHR—SHBRHE , FEEATENGSERRAE,

router# debug crypto ipsec

EZAREE  FEATENS® S,

router# no debug crypto ipsec

Cisco ASA
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B R

EBHEMN B — i & H ping. WRIXITEE , BBALR IPsec NZBBE TR, MEXTRER , FRE
BHIFASIER , HSZE E— IPsec 17,

MREFTEZRRRE , FREUATEE.
1. RIERBEFERINREEN ATFERBEEXKNRE.

BT LA A T E A S B TR BURE.

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name set pfs

crypto map VPN_crypto_map_name set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2

crypto map VPN_crypto_map_name set transform-set transform-amzn

crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

N

2. ERAUATHTRETHRIIR.

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. WIEHRFIREEER, LUTREFRIIRAWAERE VPC M 10.0.0.0/16 WA RE.

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. M Cisco ASA & &1=1T traceroute , BB EC 2B EE T Amazon BEHES ( 4l
w , AWS_ENDPOINT_1/) . AWS_ENDPOINT_2

WMREETLE] Amazon BRHIER , MK EHE Amazon VPC A RN ESEKE , BNRERE
KN LZEA,

5. MFEHE-—SHEMZ , FHREERE.
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REEpgEREO

MRFBEFEREHE , ERELEZLEERD , MIRE (ZANEFESH ) BEEOEE 0 UBRIEE
B2, Ex5¥ Cisco ASA EHIBRERED |, FHITUATIERE

1. BTUTHS

ciscoasa# conf t

ciscoasa(config)# interface tunnel X (where X is your tunnel ID)
ciscoasa(config-if)# shutdown

ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# end

HE  RAUUERARITHT

ciscoasa# conf t ; interface tunnel X ; shutdown ; no shutdown ; end

2. REEOR, KE VPN EEREBCENEYL , URRENERETEER,

HEBR & Cisco 10S BEF M X1R&Z K AWS Site-to-Site VPN EIEH[E

Xt Cisco F /7 MK IRF MEES THIEHERREY | HERTMA4SE : IKE IPsec, BREM BGP, &RILURE
AR IX L S EHITHERERR , FEBWEMN IKE FFis (L TREHERES ) HaEoRm EBERR,

IKE

EANTHS. WANETRHEBEERN IKENEFMXIRE,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ® ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ® ACTIVE

BRNIZALERSERBETMEEZEMAXMN stc BN —1TEH% 1T, state M QM_IDLE , status
B3 ACTIVE. {EfATAYERZ SAEMLiAL T HMIRSETERT IKE RIEWEE.,

MER-SHRHE , FETTENGSUERATRESHESNETER.
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router# term mon
router# debug crypto isakmp

EXREE  FEATEHNS® S,
router# no debug crypto isakmp

IPsec

ERUT®S, WANETR IPsecBBEBNEFMXIRE,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: @, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE
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inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2

Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: @, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: 0xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
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replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:
outbound esp sas:

spi: @OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0

sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

FNFEANBEERED |, BRIZATLLEE inbound esp sas # outbound esp sas. fRi& SA EFIH
(spi: OxF95D2F3C4I# ) ACTIVE , StatusH HELE IPsec IEH,

MER-SHRSEE  EEATEHNGSERER.
router# debug crypto ipsec
EATENSSZARE,
router# no debug crypto ipsec
p3E

BE  REBEVLENBHAEANREEHER . BXEZER |, HSH AWS Site-to-Site VPN EF W
RIZZ BB A EEFN,

MRENBAEANREES , NEER TEHN G SHREIREE,

router# show interfaces tunl
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Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
407 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

¥R 1ine protocol BiE1T. RERRER IP #bit, REOME K2 B CH FF M8 & IR P
thak, FEOMEFABRARAL IP thutFIBREREE. ¥R Tunnel protection via IPSec B7F
. ERMRREEOLETHT. EMAEAEE  FEEREEHRESEFMXRZFNYEEE,

EHAEFERATENGS , I 169.254.255.1 BN EHNEILIE AN AL 1P #bit,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

ERIZ A LB R ENRNS,

MEH-SHERD , FREERE.
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BGP
ERANUTHS.

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

ANMNBRSGEHEIH, WTFE8INRE , BNEE State/PFxRcd ER 1.
MR BGP WEHEEZT , BRIEEBNEFMXIREF IEER VPC BEEERIAR A (0.0.0.0/0),

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 0 7224 i

Total number of prefixes 1

S5, FRAREEEMNEL T AMKEKN N T & VPC BB &,
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router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

WMFEH-SHERD , FREERE.

BEBRERE R I REM XA Cisco I0S &FF M<ik & B AWS Site-to-Site
VPN E#EHFE

Xt Cisco /7 MR IR F K E LS THIEHERREY |, BER =4 : IKE IPsec, FBRE, & LUREMIR
FEXtix L A E# T HEEERR , FEBWEM IKE FFig (L TREHRNIES ) HOxm L8R,

IKE
ERUT®T, WAERTEBEEN IKE WEFRXIRE,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status
174.78.144 .73 205.251.233.121 QM_IDLE 2001 ® ACTIVE
174.78.144 .73 205.251.233.122 QM_IDLE 2002 ® ACTIVE

BRIZTUAER B EREFFIEEZEMAN stc BN —1THZ1T, state MF QM_IDLE , status
B3 ACTIVE. HAIAYERZ ML T HMRBIEERTR IKE RIEBEE,

MFH—SHRHE , BET TENGTUEATREZHESN BEHEE

router# term mon
router# debug crypto isakmp

EXRAS  BEATHNS T,

router# no debug crypto isakmp

IPsec

{EFHJ’X-Fﬁ%o "I‘"]EMEJ'L/U_‘ IPSGCEEIEIE@E@%:FM*iﬁﬁo
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router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
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Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: @xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
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sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes

replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

NFENBEERED , BN EREA esp sas M esp sas. X{fRik SA 25IH ( Hlaispi:
0x48B456A6 ) , RS HNACTIVE , # HELE IPsec [EH,

MER-SHRHE  FEATENGSERER.
router# debug crypto ipsec

EZRARPR  FEATENGS.
router# no debug crypto ipsec

p&iE

BE  REVLENBHAEANREEHER L. BXREZEER |, HSH AWS Site-to-Site VPN EF X
RIZZ BB A EEFN,

MRIEHIBE NIEANREIET , NEER T EA ST RETRBE,

router# show interfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.249.18/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 205.251.233.121
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
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Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q7 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

#1R line protocol 5217, KWERER IP ik, JREEOM B Kb B EEE = MXIR & INED IP ik,
BEOMELFAEMXAL IP thut FIFRERE. ¥R Tunnel protection through IPSec B#F
. EHIMRBEEOLETOT. EMREMAEE K BEEREEHARESEFMXEZNYEIER,

BT LERATEN®S , ¥ 169.254.249.18 BN ENENERANEXHN AL IP ik,

router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

ERIZ A LB ENMRNS,
B R
EEELNBSKER , FEATEHNS T,

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

ERZ A AR EELMBEER VPC CIDR #SHBHETFE. MREFFE , BRNBSHEE , BT
Ro

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
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router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

K& SLA 5185

router# show ip sla statistics 100

IPSLAs

Latest Operation Statistics

IPSLA operation id: 100

Latest
Latest
Number
Number

Latest RTT: 128 milliseconds

operation start time: *18:08:02.155 UTC Wed Jul 15 2012
operation return code: OK

of successes: 3

of failures: 0

Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs

Latest Operation Statistics

IPSLA operation id: 200

Latest
Latest
Number
Number

Latest RTT: 128 milliseconds
operation start time: *18:08:02.155 UTC Wed Jul 15 2012
operation return code: OK
of successes: 3
of failures: 0

Operation time to live: Forever

Number

of successes WEIET SLA MUMBEETERINRE.

MEH—THERA , EREGRE,
FEAREMNLS JunoS BF MK 1ZZHEBR AWS Site-to-Site VPN E#ZHFE

XIHE B M 455 P MR IR & I E S TR RS R |, BEZREHE : IKE IPsec, FZEM BGP, &5
BRAEMRFEXN X LD A THEDRR , FEEWEMN IKE Fig (2T MRS ) FaoRm L3k

BRo
IKE

ERUT®T, WAERTEBEERN IKEWEFRXIRE,
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user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 up b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

BRZALETSEREDIEETREM T UN —THZE1T. State R UP, {EABIMIER %
AR AL F EAIRTS (120 DOWN ) 53R R IKE RIEBEE.

MEHR—-SHITHEHE , BEA IKE REEM , RHIBEESESTFEE. RARETTENGS ,
FEMAREETNIRE L,

user@router> monitor start kmd

MABEN L | BRI SMER THEN G TRREAN BEX .

scp username@router.hostname:/var/log/kmd

IPsec

FRAUTHS. WRER IPsecEl B EFENEFMXIZE,

user@router> show security ipsec security-associations

Total active tunnels: 2

ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0
>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - ]
<131074 72.21.209.193 500 ESP:aes-128/shal ddl16c453 300/ unlim - 0
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim - ]

BHRE , 80 MXEUHEEDNIZBEIFRT (NZREMX ) . BITHANBEANS (<>) RREE
BWRERE. ERMEHNETR , AVRE (<", NEXRAMXILESMXIRENRE ) MEHR
B (") 23 SIEEMIT,

WMEH-TSHERR , BEA IKE RERERN (WEEZFEEFSHNEAX IKE BIE5).

Juniper JunOS 111



AWS Site-to-Site VPN AFiEmE

B2E

B FREKELENHAEEREIML. BXANFIXK , FSHEAWS Site-to-Site VPN F /= F <
R R B KA

MREHIBE NIEANREIER , NEER T EA S THREDRBEE,

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

#{R Security: Zone IE¥ , ¥} H Local b FCEE R xi& % BEE R R 2Bt .

T—% 6 EEATEMNGS , & 169.254.255.1 B ANEHENERAMNP AL IP thit, BEIHN
£ RE FENZIMA TR,

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

BGP
BT T8,

user@router> show bgp summary
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Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]

#Active/Received/Accepted/Damped...

169.254.255.1 7224 9 10 ] ] 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 ] ] 56 0/1/1/0
0/0/0/0

MEH#H—SHERE , FEATHEMNGS , ¥ 169.254.255.1 B ANEHELTAMNXHRE IP it
ko

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>
Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0
Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: 0
BFD: disabled, down
Local Interface: st0.1
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.@ Bit: 10000

RIB State: BGP restart is complete

Send state: in sync
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Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582
Output Queuel[0]: ©

-

AL |, BRI EE Received prefixes M Advertised prefixes EA4M5IH, EIRABRRIZTE
Table inet.0 #4 .,

MR State F& Established , I8 %E Last State M Last Error , TR IERIBAENIEA

1% /N0

R BGP WHEHAEIET , BRIEENEFFMXIRZFIERM VPC BHRIAEH (0.0.0.0/0),

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I

S5, FRREEEMMNELIE BB N T8 VPC BB &,

user@router> show route receive-protocol bgp 169.254.255.1

inet.@: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

FEARIEML ScreenOS B F MxiZZ# 1T AWS Site-to-Site VPN E T [E
BEBR
MNETHEEMLSE ScreenOS M EF MR IZZIEREHITHIEDRET , BZENHAE : IKE IPsec, FZE

M BGP, SRR FNXESZHRTHRESRR , THEWEM IKE FF18 (L TREHERNE
& ) FRRE EBERR.
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IKE 1 IPsec

ERUT®T, WAERTEBEERN IKEWEFRMXIRE,

ssgb-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002<  72.21.209.225 500 esp:al28/shal 8004lcas4 3385 unlim A/- -10
00000002> 72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -1 0
00000001<  72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -10
00000001 > 72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -1 0

BRIZAUEE T EREPFIEEEEMANIZEMU N — TS 1T, Sta BERHN A/-, T SPI KA
00000000 LK +RHFI R, & THMARSHIERT IKE RIEBEE,

WM — BT RESE |, EEA IKE RERET ( A RBIRE SRS )
f2iE

Bt , FRERESENHAHEMER L. AXRANFIEK , FSHAWS Site-to-Site VPN F /= F <
BB AN

WMRIEHIBE NIEANREIET , NEER T EA ST REDRBE,

ssg5-serial-> get interface tunnel.l

Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN
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pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled

OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured

NHRP disabled

bandwidth: physical @kbps, configured egress [gbw @kbps mbw Qkbps]

configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

WREALLEER link:ready , F H IP bk FLELE - B <R & BRIERY A 5Bt 4k .

T—%  #EHATEHHNGS , 1 169.254.255.1 BN EHNEE AR AL IP #hit,
£ RE FENZIMLA TR,

ssg5-serial-> ping 169.254.255.1

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms

MFEH-SHERD , FREERE.

BGP

ssg5-serial-> get vrouter trust-vr protocol bgp neighbor

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1  169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5  169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

P BGP X F AR N ESTABLISH , IR REELFBEMKXH BGP EEREI,

MEH—FSHELRE , FEATEMNSS , I 169.254.255.1 N ENERNEAMIHRAE IP i

k.
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ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable

type: EBGP, multihop: @(disable), MED: node default(0)

connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s

configured hold time: node default(90s), configured keepalive: node default(30s)

configured adv-interval: default(30s)

designated local IP: n/a

local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179

router ID of peer: 169.254.255.1, remote AS: 7224

negotiated hold time: 30s, negotiated keepalive interval: 10s

route map in name: , route map out name:

weight: 100 (default)

self as next hop: disable

send default route to peer: disable

ignore default route from peer: disable

send community path attribute: no

reflector client: no

Neighbor Capabilities:
Route refresh: advertised and received
Address family IPv4 Unicast: advertised and received

force reconnect is disable

total messages to peer: 106, from peer: 106

update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

MR BGP NEHKEET , BRIEENEFMRIZZIEER VPC BEBIAKE (0.0.0.0/0), ZWnHE

AT Screen0S 6.2.0 f1&E F iR,

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path
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>i 0.0.0.0/0 0.0.0.0 32768 100 @ 1IGP
Total IPv4 routes advertised: 1

S5, BREEEMNEDLEMIERX R TEN VPC NETR. ZinH&H T Screen0S 6.2.0 ME
B

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 1IGP 7224
Total IPv4 routes received: 1

¥ Yamaha B M<i&%& 8 AWS Site-to-Site VPN & #2317 [EHERR

MNHESWREFRXIREZAEERTHESERE |, HZEEH4E ;| IKE., IPsec, FREFM BGP, &AL
B R FXIX L E B TR , I BUEM IKE FFiA (LT REHERESD ) FaoR @ EHE
BRo

® Note

IKE B95E 2 BYERP{EAK proxy IDiIRETE Yamaha BEHE EEBRIAL FTERARS. X JRE
25 MEHEE Site-to-Site VPN BRI BB, MREHEHEIRF LAREE , BEF AWSREEDN
Yamaha RIEE XA TIERIRE. proxy ID

BT TR, MEERHEEBREEN IKE NEFMXRE.

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 1i:2 s:1 r:1

BRZANENSERETHREEZEREMEM remote-id EMNIT,. B UBELEKERES KXY HAFE
?i;&ﬁ* (SAS)O
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yu%i&_igkﬁlﬁl%ﬂ y -\LEEEEIT-FEEI‘JH y Fﬁﬁ—.l-j:ﬁEﬁj\: &ﬁ{n,._,\E’J DEBUG r&HIU\/EJu\O

# syslog debug on
# ipsec ike log message-info payload-info key-info

EHUHIERT , HIET TENG S,

# no ipsec ike log
# no syslog debug on

ZETATHS. MAEER IPsecl B EHEME - MRXIZRE,

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: %k %% %% %% %% (confldentlal) %k %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b
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Key: kk kk kk kk k% (confidential) kk kk kk kk k%

SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% %% %% %% %% (confidential) k% %% %% %% %%

NFENBEED , BNIZULLE R receive sas # send sas.

MFH—SHRME , FEEATENGSERAR,

# syslog debug on
# ipsec ike log message-info payload-info key-info

E1T TENSTAEARE,

# no ipsec ike log
# no syslog debug on

f2&E

B, REVENHBXEANREEHRER . BXRANIIR , BHSHREAWS Site-to-Site VPN F M
KRB BB AIBAN

MREHIBE NIEANREIER , NEER T EA S THREDRBEE,

# show status tunnel 1

TUNNEL[1]:

Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]

(IPv6) @ packet [0 octet]

Transmitted: (IPv4) 3933 packets [241407 octets]
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(IPv6) @ packet [0 octet]

BfRcurrent status{BfE4 , thInterface typefEii IPseco WREFMMNRREREQ LIZTM
To MEELBREMEE , FREERE.

BGP

# show status bgp neighbox

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

MNBREHEINH. W TENRE , LAEFEE BGP state AN Active,

MR BGP WHEHAEIET , BRIEENEFFMXIRFIERM VPC BHRIAEH (0.0.0.0/0),

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route
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Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

S, BREEEMEDFAE R REZRX N TERN VPC EIR,

# show ip route

Destination Gateway Interface Kind Additional Info.
default AL IR AL IR LA LAN3(DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124
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5. —# T4 AWS Site-to-Site VPN

0] LAEFH Amazon Site-to-Site VPC 24| &3 # A VPN &R AWS CLI,

&

A AWS =M 122 AWS Site-to-Site VPN Fft 44

N AWS =T EMAIE AWS Site-to-Site VPN B4
BIE AR MK AWS Site-to-Site VPN Fff#F

Mi#, AWS Site-to-Site VPN iE#

IR AWS Site-to-Site VPN 3% 321 ) >

&2 AWS Site-to-Site VPN EZH B FrM 5%

& AWS Site-to-Site VPN £ #2354 I

&% AWS Site-to-Site VPN B&i& i I

YmE AWS Site-to-Site VPN EZERN B H

B AWS Site-to-Site VPN EZHF MK

B EMERN AWS Site-to-Site VPN FEREEIE

¥ #r AWS Site-to-Site VPN P&i& i = iE
A FA AWS Site-to-Site VPN & IP AWS Direct Connect

B LAER AT SN AWS Cloud WAN ]2 Site-to-Site VPN Fff#F. #ZBUTHZE|RA = WAN €

VPN #E#, X VPN iz @R EZELS

Site-to-site AWS VPN i,

EAEE AN AWS Cloud WAN £12 VPN E#

o a0 bk~ 0w b =

FFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##l &,

ESMERT |, i£1#F Site-to-Site VPN E#E,
EFR B VPN ERE,

BESRT BMAFERTR AWS =/ EM

(AL ) T RBHIRE |, MAEENER. XIEMITIZESR Name BUREIEENENIRZE,

Xt F Target gateway type ( BE¥rMXxEHE ) , Fi%E$EF Not associated ( KRKEk ) .

NFEFMR , ITUTHREZ—
- EERIANESFX , FREAR , REEREFEFRX.

Bl = WAN VPN #E#
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EHEEPMNX , FiERHE, T IPaddress (IP #bik ) |, FWAERSAE IP ik, X
FiE$H ARN |, HIERFABIERH ARN (MRFERETIERPHNEHRIE ) . X¥TF BGP ASN
BMAZNEF XA RAMXM (BGP ) BARSGHRS (ASN) . BEXEZEER |, ESH
B MR,

7. XNTEREED , ERHIBSHES.
8. XIF IP WY Tunnel A |, iF1EFRIPV4ELIPV6,
9. (W& )XNTFTEAME , EPEEETSANE, BEXEZEER , 55H NEMN VPN EE,

WMREBERAME , RIFOIEWNIERAAEH VPN ERER. FREEAEA,
10. (A& ) XY T4 IPv4 M4 CIDR |, iREE A VFER VPN BERTEBENESMX (At ) iwhY
IPv4 CIDR SEE. BIAN 0.0.0.0/0,

X FimizE IPv4 M4 CIDR , iBHEEAFER VPN BRE# 1TEE AWS By —{UI#Y IPv4 CIDR SEE
#MiAN0.0.0.0/0,

WERIEBE IP IRAAIEEIPVEBRE , ME A FET VPN BRE#TEENZEFMXHEM AWS iHiEE
AYFET VPN BRE# TEER IPv6 CIDR SEE ., XAASTENEIAES RN /0,
1. (1L ) MFRREIET , B LUER AN B NIBREREUTEE :

- NERZE IPv4 #h31E169.254.0.0/1658E IPv4 Y CIDR 3R KX/MA /30,

« MREE IP RARNIPVER Tunnel :87E , N AEFEE MU Fd00O: : /SSEEF2H /126 IPv6
CIDR #R, IPv6

. IKE M ZH4 (PSK ) o SRSUFERA : IKEv1 3 IKEV2,
. EHERENSHLT , BRBRERELT, SXESEEL , H2H VPN BELTL
12. ®IBBIE VPN ELE,

FEAB ST API 82 Site-to-Site VPN E 3

- CreateVpnConnection ( L &% EC2 &if] API )

« create-vpn-connection (AWS CLI)

BN AT AWS Site-to-Site VPN Ff 4

EEPHEMK LOE VPN ZE& , BL4AEEREMINEFMNX, ENTLHEREZE K FECEPK
Mx. BREZBFEMRNEZEE , IS K Amazon VPC FER > PRI R K,
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EREFAERERMX L6 VPN #E5

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMERT , %#F Site-to-Site VPN E#H,
EFEBIE VPN E#E,
(A& ) N TEHIREL , MAEENEN. XEMATEES Name BUREBIEENENIRE,
NTFERMREE | ERPENK , REEFRPENRK,
NFEFMK , ITUATREZ—
EFAYNANERMX , BEFINE , RAEEEEFMX,

o o K~ w0 N

MBELHEFMNRMAL TN NATER ( NAT-T) TS ANMNEbI R (NAT) REEHE ,
BEAEN NAT REWLE IP it |, HRER AN SABCER 1E UDP %A 4500,
BREEFMK , FREBEHFE, WF IP Address ( IP #hiik ) |, FHWABRSLHE IP ik,
FiE$f ARN , HIEFRFABIERLH ARN (MRFERAETIERPHNEHRIE ) . X¥TF BGP ASN
BMABNEFRXHEEMRIPN (BGP ) BARSESRS (ASN) , BEXESZER , F5H
B PR RIEIR,

7. WTFEHIEDR  EEHISHES.

8. XIF IPMRAANMFEE , $57E VPN BRBR A X IPv4 = IPv6 RE. IPve RAEZBWMK LR

VPN EEF TIFRE,
9. (HW&)XNFEAMERE, EPERERNSHMRE, EXEZER , BFSH MEMH VPN EE,

WREFAME , RATFRIER AN MESFABEH VPN EZFEH. FREEAZEHA,

10. ( Al ) X T2 IPv4 M4% CIDR |, BEEAWET VPN BEBHTEENEF MK ( Aty ) imhHY
IPv4 CIDR SEE. #i1AN 0.0.0.0/0,

X FixiE IPv4 M4 CIDR , iB1EE A VFES VPN BRiEd 1Ti8E AWS B —I#Y IPv4 CIDR SBE .
HiAN0.0.0.0/0,

MREFE IP RARIEEIPVERRE , NIE A VFER VPN BBERTERHNES X HM AWS iR E
A VFBE VPN BRE# TEER IPv6 CIDRSEE . XFAAEEMNRINESS ::/0,
1. (W& ) WTFREER , BRI ERN S RBEEEUTER

- NERZE IPv4 #h31E169.254.0.0/1655E IPv4 1Y CIDR 3R KX/MA /30,

o WMREIE IP RAWIPV6A Tunnel 38E , NN ZEFEE 1 Fd0O: : /SSEEIF2F /126 IPV6
CIDR #, IPv6

« IKE TAHZ®E (PSK) o ZEELATRRA : IKEVT 3 IKEV2,
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- ERERBENSIET , FERRERELN, BXESEE , 2 VPN BBEET,
12. EFIE VPN EE,

FERABIZE VPN Kt AWS CLI

{8 F create-vpn-connection@i ¥ H N iZ%--transit-gateway-idi& s EEH M < ID,o

i AWS Site-to-Site VPN &3
#2 AWS Site-to-Site VPN EEH B EZFF MXx/5 , B LS 31K HET ping SEHIRMN R EHE,
EEFFHRZE , BRTERATRE

- FEATLAME Ping iE3RE AMl, RINBWEEREF —FKIL I% Linux AMIs,

. EZEN VPC PEELEXLFIRENIESZLAHIMNGE ACL , LAFAEME Y ICMP RE, X3k
FlEEBIEW ping B3R,

o WRIEMEHAREZIT Windows Server BYSEHI | EiEEFNIZSEH| HE Windows B A& ICMPv4 £
A AYLINEE , LUE ping 1Z3=61,
(BAERH) BREFPMXZIRZRESED VPC WEESKH , #EEHW VPN EZEF#SKH |, X
HARETLUREREHEF MRXIRR.

(BABH ) BREFFMXIRE LBV T BGP RS, BY BGP X‘I% HERAFE 30 ¥etE, #
REZMIEY BGP EWBEHERETMEBHERY , MERBEBEREIENESMKX, FRER
BRE#HEE T BGP B H.

- BRECEFFEERPN VPN EZEE T KA,

/!

PURERESE

1. #TFF Amazon EC2 #£#l4& , Mt A https://console.aws.amazon.com/ec2/o

2. HEEFIERLE , EEBHEH

3. (HNE ) XTFTAERMW, NERYEHIE A —MERMEE R,

4. WTHRABRFNBRERSRE (Amazon HIEEME )  EERESS , AENEHIFERRER
5o

5. MNTEAXNEN , BRWUFEANIHE —MFEHAX,

6. WTMBZRE , #FERINFLLA , ARERERENZ 24,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
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10.

£ Summary ( #HE ) EHRH , & Launch instance ( B33l ) o

USLBIFFRIZITIE , IREVEFLE IP bk (4120 10.0.0.4). Amazon EC2 #3#| & 1 it 11t & 7R £ 41
FMEEHN—ZBD

NFEENMER, NTEFRXIZELTEWITEN , BRI LR ping a8 S O0UNSEGINFAE 1P #
ko

ping 10.0.0.4

FLZh I B2 &5 LT A AL

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms

ANAREBERMER  EARNEATEFMRRE LNBE2— , RAREERI R, BEEEA
VPN E#EH AWS iR RZE.

EAIRM AWS LA G RS | SA SR SSH 5 RDP MIAH M4 EETIEHN 6. &
& BALERRE SR — AT EANFAE IP #4551 ping 84 , LIS Fils 25 15
B AERER.

BXRMMMEES Linux KPINESEER , FSRTDE EC2 AFEEPRIEESER Linux 3K
B, BRAAEES Windows SKAINEZER , BSHLS# EC2 AFEMPHNEZEIEN

Windows SE4,

i B&k AWS Site-to-Site VPN ZE 2 H M >

MRIEFTBEE AWS Site-to-Site VPN iE#E | ATLUNEMIBR, Z&EMIBR Site-to-Site VPN E3ERT |,
NT2MIERE VP Site-to-Site N EEXBNEFNAXHFELETAMK, IREFBEEHXNEF N
RAERFAEM R |, A LUSF EMIER,

R VPN 3851 M < 127


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
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/A Warning

WRIEMBR T Site-to-Site VPN AT RIE T HNIERE , MMM THFTNWREXHHEFTRE
BEFMXIRE,

x5

 HIBR AWS Site-to-Site VPN E3%

+ HIBR AWS Site-to-Site VPN & <

s EFOERMERELEAMKX AWS Site-to-Site VPN

i Bk AWS Site-to-Site VPN iE 32

MIBR Site-to-Site VPN E#/5 , ERHEENBERFEFAILRE , KENdeleted , REEFKBE B
1 BR o

fE AR H A MIBR VPN E

1. fTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
2. ESMBEHKR , %&#F Site-to-Site VPN E#,

3. 1% VPN E#E , ARMOERRENMBIER VPN E#%,

4, EIRHITHEIAE , B delete , AFI%E Delete (MR )

FERAGSITR API IR VPN E#E

+ DeleteVpnConnection ( Y & EC2 &if] API )
+ delete-vpn-connection (AWS CLI)
* Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

fHlBx AWS Site-to-Site VPN & %

MRETBREE —FFMX , TLUREMRBR. &FEMBR Site-to-Site VPN ZE£2 R AR EF MK,
£ R H A MBRE M

1. ESMERD , BREFMX,

I ER VPN £ 128


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnection.html
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2. EREFPMX , REAKREFRBRENBBRE S MX,
3. EBRBTHEIAR | #A delete , ARG Delete ( B ) -

EAG ST API Bl BRZ = Mk

« DeleteCustomerGateway ( I &i# EC2 &if] API )

+ delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

EH o BEAMERERLLE AMKX AWS Site-to-Site VPN

MREFBFE VPC HE-—ERNRAMX , AILURFES VPC M,
158 F 422 11l & BT FF R L RA R 5%

1. ESMERYS  EREULEMR,
2. H“EMNHELIFABEMX , ARFEE Actions, Detach from VPC,
3. EBRSBEELILENX,

MRTBFER-—WTOEMREMX , ARERER, EFRERRDE VPC RENELLEMX. E
WRAEMXBER2E , ELERENBRREFATNR , REHN deleted , RE1ZFE FHAIMER,
158 FA 22 11l &5 T BR R L FAR M 5%

1. HESMBERD , EREEFAERRK,
2. ERBERFBEMRK , REMIERIZEFMERELFAB MK,
3. ERHBITHEINE , WA delete , RFIEE Delete ( MR ) -

EAG ST API i BRI A M X

« DetachVpnGateway ( L G EC2 &if] API )

» detach-vpn-gateway (AWS CLI)

* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteCustomerGateway.html
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ERW T API BIBREBFLE MK

+ DeleteVpnGateway ( I Zi# EC2 &if] API)

» delete-vpn-gateway (AWS CLI)

+ Remove-EC2VpnGateway (AWS Tools for Windows PowerShell)

&2 AWS Site-to-Site VPN EZH B FrM %

&R L& B AWS Site-to-Site VPN E#EH BARrMX, U TEBETATA :

- UBEEHLEMKIPEMX

c FE-TEATRANXBAEELTHAMX
- PARERRNXE S - PPERX

- DARERRMXIEURLERX

ERBERMXE , ERIMNEEMNLRT REE |, B8 Site-to-Site VPN ZEE1E A E RE R A7
Ao

UTESAU#HBETREBIFHMANIE.
x5
- SB1: BEFHERMX
BIRREHEBSEE (ARHE)
s 2 b S
. ¥ VPC R R
B ERPXEH (AXH)
 BHEFSMX ASN (&%)

Nil

i
5
N

i
5
w

i
5
SN

N
\ Qe
e
()} (@)

Nil
B
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AWS Site-to-Site VPN {5 IAM Bt & £ H

EFERH IAM EEXT Site-to-Site VPN BYiG R 2 81 , 5 7 A WL IAM IhEER A F Site-to-Site
VPN,

A LA 7E AWS Site-to-Site VPN H{E AR IAM ThiE

|IAM 43HiE Site-to-Site VPN X%
ET 551K =
E T RRH KRG B
RERE =
RERR =
EMEHE (BETRS) =
ACLs B
ABAC ( RREPIFIRZ ) B
e B S E =
EARR =
ReEAE =
RSHEXAE =

E 27 # Site-to-Site VPN ME M AWS [REZFMMEXRZE IAM HeE &R |, B55 IAM BF#g
EHRHE IAM B & EFARNAWS RS,

VPN ET 548 KB Site-to-Site

XBETHEHIRE : 2
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ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM &R,

BEMERA IAM ET S H0KRE | S LUSE R FSRELARENTRUR R FRELERENZS. &
EEEETEONRBHEETE , EATCERTEMMINAFRRA®, BT HAE JSON REEH
RBFmARE , F5H (IAM AF1ERE) FHY IAM JSON E#TESI A,

VPN EF 548 Kk R Site-to-Site

EEEET Site-to-Site VPN B KB R , 55, VPN EF B A KB =¥ AWS Site-to-Site

VPN 1 Site-to-Site B F & BH F B
TREFRBRNER : &

ETHRAVRES M NEFIRHY JSON KRB, ETHRNKRENRESHE IAM BEEEREN
Amazon S3 FHEMEKR, EXFETHRVRBHRS T , RSEE R JLMER EINRZHIIHE R
BREVEE. XN THEERM IR TIR |, REEE IS E A SN 2R RINAT LR EAREF ARMN
THIT, BUFEETRENRBEPEEEE, ZEEATUEEKS, AR, A2, BKERA/SH AWS
e

ESABK/ER , SRCHEANKSSHEMKS P IAM KXEEEANE T RRNREHOERE. &
BKFEHEAMBETHRNEEARBYIGEXRRTEN —F¥ME, AZRANREL T FEMERN
AWS IKF , AIEIKF HREY IAM EEE R ESMEEFEARE (AFRAR ) RTFBRBRHNR, i)
BEFETSONRBHINESNEUR TR ER  RETRARNKBELE —NKS AN EART
WERR , WFFREZINNETEHNRE. BXESZELR , H5H (IAM AFERE) F1 IAM 8
B IK  BR U5 ]

Site-to-Site VPN BYBUE1T3h
TRERIZE: 2

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREFARHETHIT,

JSON REEH Action TEMRTA THERKP AFRIEL B RINRE, REBREEEEXEKN AWS
AP BERE. B—EHINER , HlIRBITE API BENNRNR R1E, EHE-LREFTEETRK
RRITSNMEE. XEMIRERINERERE.
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R L EREUR FHATRERENRR,

E&EF Site-to-Site VPN B#1EFIXK |, 5SS R (RFZRINSE) FH AWS Site-to-Site VPN E L HY R
1E,

Site-to-SiteVPN F R KRB R FERFRIE AU TRIR :

ec2
EESENMEOPEESIRE  BEAEZSHENRT.
"Action": [
"ec2:actionl",

"ec2:action2"

]

EEEET Site-to-Site VPN B KB R , 55, VPN EF B9 A KB =¥ AWS Site-to-Site

Site-to-Site VPN £ 3% B§ 4R
YTERBERR : 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUANT AR FERITER
B, ARIEMHAZRHETHIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIXIEE Resource
NotResource t&, ENBESE , FHEAHE Amazon BEE# (ARN ) BERR. W TFXEEE
TWRER (MR BRBERNR ) WIRE , B UBRITHERE,

X TFAFRRENRAORE (NS HRE ) |, BEABERS (¥ ) ENEANATHRRERRF,

"Resource'": "*"

E & F Site-to-Site VPN BREEEHFIKR ARNs , S (REZENSZE) B/ AWS Site-to-Site
VPN EN KRR, BT BIETLUERBLIREREESHRFEN ARN |, E3H VPN EXH AWS
Site-to-Site &€,

EEEFET Site-to-Site VPN B KRB Rl , 55 H. VPN ET 591 KB =¥ AWS Site-to-Site
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Site-to-Site VPN R 5K B8 &4 224

XEFRETRSHRESRGR : B

EIE R A LAER AWS JSON REERIEEW ARG RMF L. HHRY , BN EAEATLIM AR RINITER
&, BAREA ARG TIT,

£ Condition Jt3%& ( =% Condition R ) # , AIEEEEAEMMNEYE. Condition TERAE
N, BUCEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFESERPHE
F T,

MREHE—MEAHEESZ Condition T3k , HEEA Condition TEHEESMME , N AWS
EAZHE AND EEIFHEN]. IRENENIFHRBREESME , NERABBORZER AWS HES
o ERTEUNNRZALITRBEFBENRMSE,

EEESHN , ZUAUERSUFEE, S, REEFEA IAM AR 4512 IAM AAFET , B 8E%
HETFHRRRNNR BXEZER , F2H (AM BFERE) 780 1AM ERTE  TENHE,

AWS X EERFHZANBETRSHFMHER. BEEEME AWS 2/FH4R , F5H IAM AFiE
MTHNAWS £RBEH L TXEHR,

E&EF Site-to-Site VPN ZH#4A5IR , 55 H (RFBRINSZE) BB AWS Site-to-Site VPN FAF
ZH, ETHRAUUERAZGZHANRENRR , 55/ AWS Site-to-Site VPN E XK 1E,

EEEFE T Site-to-Site VPN SRR , HSR. VPN ET 5 G 1K RH AWS Site-to-Site

ACLs 7£ Site-to-Site VPN &
Y ACLs : &

mEEH SR (ACLs) ZHIMLERIEA (KFKA, AFZAR® ) ARBRKAR. ACLs SETRIFER
REEREL, REEANTEM JSON KRB HEER,

#H8 VPN #Y ABA Site-to-Site C
%5 ABAC ( EMHIIRE ) : &

ETREMENILRES (ABAC ) B—REDURE , ZRBETEERELNR, EH AWS , XLE
HMRARE, BASUHIREMINE IAM K& (AFHAE ) MFS AWS BiF, RICKEMERZE
ABAC WS —% ., ARFIRIT ABAC Kl , BLEEAMNIRE SIS 5 15 R BRI S ITE AT 2 1R
o
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ABAC AIREBKWIMEHPIERH , AERKEELFEBAER T AT R ER .

EETHRZSEHIER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys RHEBERBNIZ A4 TEPFRUFZEE,

WRENBRSEN TEMBERREBISEMAX =GR , IXTZRS  ZEAR. NREMRSN
NTED RFRBEIIGARAEX=ARERE , NZENEFD

BEXABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINUE YR, EEFIZE ABAC
SHRNHE , B3R (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

1£ Site-to-Site VPN {5 A I B iE
THEHIEEHEILE : 2

HREA IR R R , BL AWS RS FTRER. AXESER , SEWLE AWS BRSE ERTIE
FHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREFEARAF B MBRE 2 ANEMAEESR , Il AWS Management Console {8 F B 2 I B iIEB
fln |, HE AWS FERALTRINE QRS (SSO) #E#THEN , ZEEL B RIGAHER. HEU
AR SHEZEHE  RAEYRAGKH , k4B tIB RN EE, BX{)IRACGHNESER , H5H
(AM AF$ERY RMAFTRE IAM A6 (B E ).

BRI LAERA AWS CLI 2 AWS APl FEIRIZBIGRHES, RS , &0 LUE R X LI EHE B # TR
AWS, AWS BUUZHZERIGEHESR K MAREAKBHRZA. BXEZELE |, ESHR IAM FH
5Bt = &I,

VPN KBS RRSS £ 45 Site-to-SitetX R
XEFERBEXE (FAS) 2

HEER IAM AR ABERRITREN AWS , BRUANERA. ERAELRSE , BUgSMT—
MRIE , ARMBREEEMBRSPEHSE —MEE. FAS ERRAAZRANKRUK AWS RS @T
RS R HERBER. AWS RERIFHBRZFBRIFTESHM AWS BkSS HARRKES BESTTRIVIER
i, TR FAS R, EXMBERT , BLMEERITXMIURENNIR, BXAKH FAS 1BERTH
RS , BERER TR SE,

Site-to-SiteVPN HWIRE A&

xBRFAG R
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BSAEEHR—WMBSEE. KRREVITEEN IAM &6, IAM EE G TLE IAM Fa12, SR
RIS AR, BXEZELR , 52 (IAM BAFER) PMelE D AWS REZRNEN A€,

/A Warning

FURES AR A4 M Site-to-Site VPN ZhaE, 1 Site-to-Site VPN 12 IEXIES
NFRERSAR,

VPN By Site-to-Site RS XA E
TREBSHEXAE 2

BSHAXABR TSRS AXKN AWS BSBRFAR, RS AUMARKRERTRENSE, RS
HXASHIELN D AWS K/ |, HFEARSHAE. IAM EERTUESEBTEEERSHEAXAR
YA BR

BARUZEFEBRSAXBENFAGE , FSHEYL S IAM BEERABAWS 5. ERTFERRS
MXABIHEE Yes R, BEREENEFTZRSHRSHERAE BN,

VPN & T B4 H K BE R~ AWS Site-to-Site

RINVERT , BRHNARLTNEIEREH Site-to-Site VPN IR, it T AR AWS Management
Console, AWS Command Line Interface (AWS CLI) 5 AWS APl #1171£%. ERTFAFPMAERR
PATIRENDR | IAM EE R A0 IAM Kig, EEAMEATURARRNN IAM X , AR UK
ABE,

BT RNMAERXL RS JSON REXHESIEZET IAM BN EE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

A< Site-to-Site VPN EXWIREMEFRELE (I RSHRFREENESX ) WIFAEE , H5R (RS
EINSE) B AWS Site-to-Site VPN &/, RRMZH%4H, ARNs

F&:

- EMSEXE

« {EH Site-to-Site VPN #4114

- HIRHSEM Site-to-Site VPN iE#E
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REGER SRR

ETBEHNEBRETEARSUUELNIKFFEIE, 5E MR Site-to-Site VPN HiR, XLERHE
ATREAME AWS IKF AR, SIBRRNEEET ORI | HEBUTIEEMEW :

- FTIRER AWS RE R H RO RENRNR — BEFREAASMTERERR TR , SEANTS
FIRAGIRTRRHAWS HE R, ENERNRERATRA AWS IKF, RINBUEET E LEXY
R RABIEY AWS BEFIEERBKAE—SRINR. BXESEE , S0 (AM AFER) B8
AWS FEEA RN TFRBEERNAWS FEEXKRK,

- NAZKENR : £EA IAM RERENRE , FRETFHITESRFHNNR, Hik , BAIREXL
ERERMGT AAUNBERRRTHRE , RN KENRTAT. BXER IAM NANRRNESE
B, #FZHE (AM AFERE) P8 IAM PR R FNER.

« EM 1AM REEFPRY SR AR — S BREITFRIAXPR 48 AT LA 5] 51 B AN 0 S 44 SR BR 5 3 R AE R SRR 15 1R
Bl | BRI RERMRMRIEELAER SSL RIEFTAEER. MRBSRERBIR/ENHXE
FARY , Tt o] BAGE A S SRR T XY BR S5 R AE R T R AR AWS BRS5 , 20 AWS CloudFormation. &
XEZEE , BSH (AM AFER) S8 IAM JSON KB TE : &t

- £/ IAM Access Analyzer BiEZH) IAM KB | SUBFRN RN LSS IhBEM — IAM Access
Analyzer 2KIFF REEMIM B KR , LUBERRERAS IAM KEIES (JSON ) M IAM HESE
B, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , UHBBEEIELS BINREMREN
K, BREZELR , B2 (AM AF1ER) FHEA IAM Access Analyzer KHiiF R B,

- FEEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSBRAF , EFEA MFA URS%E
2, EEEEA API BENEFEE MFA | B MFA RERMEIZNEREP, BXESER , S
7 <IAM AFiEm) PR MFA &R APLIGH,

BX IAM FHRESSRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK.

&£ A Site-to-Site VPN 12&l|&

Ei5E AWS Site-to-Site VPN 28| & , B4ARE —HHENR. SENRLARTFEIIHNMERS
KIEHY Site-to-Site VPN BRI FAES AWS K. MRGIBLELFENZENRENENETEH
RUSRES XY THMT ZRBEHE (APSAR ) |, 2HaREEEMBERET,

NFREA AWS CLI 5t AWS API R, BEFHNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API R4EME TE AV IRAE,

RNERAFPNAGRMATLUER Site-to-Site VPN #2#|4 , EEWN Site-to-Site VPN
AmazonVPCFullAccess BAmazonVPCReadOnlyAccess AWS FEERIEHI MBSk, BEXRESZE
B, B2 (AM AAFiEmE) RN AP RIR,
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IR ER Site-to-Site VPN iE#

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"
1,
"Resource": ["*"]
}
]
}

PIZ MR AWS Site-to-Site VPN EZEN EIR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeCustomerGateways",
"ec2:CreateCustomerGateway",
"ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"
1,

"Resource": [

i

iy

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn.amazonaws.com/
AWSServiceRoleForVPCS2SVPNInternal",
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"s2svpn.amazonaws.com"
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}

AWS Site-to-Site VPN & 17§17 [a] £ ¥ 7 25
AL TEERBEE LIS EEFERH Site-to-Site VPN 1 1AM B ATEEBEI AV & W 81 &,

FH

« KA Site-to-Site VPN FIITIRE

- RFEHIT iam : PassRole

« BBAFRIUANA AWS IKF 1 RIEKEY Site-to-Site VPN # R

KT IE Site-to-Site VPN HH1TIRE
MBHKFEIRIER | EPESEPINTEMNRE | NS E I EM A TFRITZRE,

% mateojackson IAM AR R HERAEGFHAEETEEXEN my-example-widget BIRNIFHER ,
BRAEEM ec2:GetWidget NRET , 2K ELT RAIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHWBRT , BIEFH mateojackson AFKIRE , AR ER ec2:GetWidget BRI my-
example-widget &R,

MBREBEERDE  FHRRENWAWS EER, FNEEBEARREHEREZIIN A,
LI 1T iam : PassRole

MRS BEIREE | BRELTNITiam: PassRolegfE , NIAMEFREN R UA F BTG AGBLE
i# 45 Site-to-Site VPN,

BE AWS 7S AR AGBRKEAL1ZKRS , MTAREIRMNBRSALIRSHEXAR, Hit,
BYMEBRACLEIRSHINR.

REFR o
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LLZ R IAM AP marymajor=id A2 H & 7E Site-to-Site VPN FIITIR/ERT , 2T T RAI4E
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XEHH Mary RIREE AR F bR 4T iam: PassRole #&1E,
MREBFEEHLY , BRREZHNAWS EE R, FHNEERRREMBEZEZITIN A,
BB ATFRIUANA AWS K- 158 FKEY Site-to-Site VPN F iR

FZAa Nt E—1Ae  WEEMKFPHNAFSIEELANARTUERZABKRBRIEHRIR, &0
BIEEWESER , TURAAG., X TXHETRFRARERHREFTIXR (ACLs) WIRS , BTN
15 P IX L5 SRR 1] ATV HR T 175 (R R BY R A A PR o

ETHREZER , BZRAUATREA :

- E 7 f# Site-to-Site VPN REXIFIXLLINEE , S FAWS Site-to-Site VPN {5 1AM EL &

- BETHNARENERENERNIEENERAWS K/ |, 2R IAM AFEREPHEERE AWS
K B %S —A IAM A PR RAR

- ETHRNMEE=ZFRENEHRROIGRERNE AWS KF | BZHE IAM AFERTHNEE=51R
HiFER. AWS Ik

- ETHNITBEESHREVIERHBIFENR , B8 (IAM AFEE) PHRILEARS HRIEL
AP ( BBRERIE ) REHRGR,

- ETHRERAAGHNETRRNRBHTERSFEZBNES , E565 (IAM BFERE) #/1 IAM
Y BB K P BRI 18]

AWS Site-to-Site VPN B3 E F 1.

E@AF, HRANASRTNINR , 8 AWS TEXBLLECHRERBRERSES, IR NEANKE
HEATENRY IAM ERFEEATREFENBMEZ LR, BREAT , BEUUEARINN AWS £E
Rig, XERFMEEILAL , TEEN AWS IKFREM. BX AWS HEXBNESEER , 55H
IAM AP BRI RVAWS FEE XK,

AWS RS HEF MEH AWS HERI, BT EEQ AWS RERBHFHNR, BRSBRaE AWS
ERRBRINFMADRAZIGHFE. WREFLLBHMRBNAESH (AR, ANAE ). B
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AWS R | IS8 S AWS ecurity Pillar Well-Architected Fram ework A B9 EAii% HE R o

O LAEH AWS EX M AP ABRBE M AR Site-to-Site VPN, BEFIRMAAZFUTAR :

- RREREMHIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,
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DELETE

IKEv2 $#Hi%xHER

HE

AWS B3 DPD £ {retry_count} Ef& 58
i)

AWS B2EWEI TR H CGW HY IKE_SA By
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{
"Sid": "S2SVPNLoggingCWwL",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

]I

"Resource": [

"

1,
"Effect": "Allow"
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