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« hEMXx A=/ VPC &, BXxEZELR , 551 the section called “BI2 VPC iE#",

. £ x L/ Site-to-Site VPN i, 84 VPC B CIDR R E BRI P EMKEHER. VPN EES
#hfE , BGP £iFB1#1 , Site-to-SiteVPN CIDR £ 2 #mM< AKX , VPC CIDRs R MAE
FMx BGP RH, AXxEZEE |, {524 the section called “8lE 5 VPN W iR <iE#",

£ WMEEF AWS Site-to-Site VPN FEEEHNEF MRIZZHNER,

B
N VPC EE—1EBHR , HEDPENXEE—/KHK.
VPC BHE

BN VPC EE—1NEE 2 1M KEMNBER, F—15%ER VPC HEMIPv4 BRHAMNIIAZKE ; 1LHE
£t VPC FHVEPIsEBHEERE. E-%BHMAEM IPv4 TRRERBHIEHMNI, TRER
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10.3.0.0/16 Attachment for
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EFRX BGP RE& M T VPC CIDRs,

+ 10.1.0.0/16
+ 10.2.0.0/16
+ 10.3.0.0/16

Rl BB VPCs

VPC A

VPC B

VPC C

VPN

BRERIRE
&%
& 1%
& 1%
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BARPEMNIEEN SN BENIRAR. XRUTEASNIREMX , BERBMEZTRERN
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BROVEEBEABHEARASXEBBHRIRK, 55— MR HI[RBRAEE A LUFRE S B RIK
It BT EFRESEBEE S - RER H RN EEIN P EERES.
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B

TRETRTHZSEENETEARED. KB VPCA, VPCB M VPC C WEEZHRATIFEMX,
kB VPCA, VPCB # VPC C FLAEEM N B FRNBIESE L EIE MM #HTHA , R
fE % H & Site-to-Site VPN iE# ( MR EBHFNTFIZMNEN ) . KB —4 VPC H[FE—1 VPC FHF
RIEN B M ERIEE (HIEIM 10.1.0.0 B/ 10.2.0.0 ) B M 1TERE |, HEHPEIEXLER
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VPC A
10.1.0.0/16

VPC B
10.2.0.0/16
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B®IR
AHFBIBUTHIR

« = VPCs, BEXEZEER , 2 Amazon VPC AFEETMAIZE VPC,
s FEMX, BXEZEEL , 1555 the section called “BIEFHM X",
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s ZEWNLKRMKREBE=ZAMH VPCs, BEXEZEE , IS the section called “81%2 VPC iE#",

- EHIMX LK Site-to-Site VPN KitF, BXEZEE , 15 the section called “812 5 VPN &
HEWcERE, SHBEEFE AWS Site-to-Site VPN AP IEERERHNEF MR ZWER,

VPN E# B35 , BGP £iFE1EZE . , VPN CIDR &BREmM < BT , VPC CIDRs R & &~
% BGP &4,

3% FH
BN VPC #E—1NEBHEEX , fAMXERNEHEK , — N T VPN E#E, VPCs
VPC A, VPCB #1 VPC C B8 &

BNVPC EE—1MNEE 21 RENEHEREX, F—1KRBRE VPC A IPv4 BRENEIAZE, ItEKE
#iZ VPC HEHlREB M ERBE. F- /M %BEMEHEHM IPv4 TRRERBAIEHNT, TRETR
T VPC A BH.

B #ith B 5
10.1.0.0/16 S
0.0.0.0/0
tgw-id
AR R X B 3R

WiZEFER—MREBARERN VPN EE VPCs |, FH—MEBRFIT VPN EE,

VPC EEZELTRARMXE , ZBHRESR VPN EENERERB,

B H9it 817 A
10.99.99.0/24 Attachment for VPN
connection fe i

VPN E#ZELTRARMEXE , ZBHREFEN VPC EEMNABEH.
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B 8 ith B 5 FRHRE
10.1.0.0/16 Attachment for VPC A 12 ¥&
10.2.0.0/16 Attachment for VPC B 2%
10.3.0.0/16 Attachment for VPC C i
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FEFMX BGP &

EFRX BGP RE& M T VPC CIDRs,

+ 10.1.0.0/16
+ 10.2.0.0/16
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Rl . VPCs ERHAERSRE

BH P EMNREENSMEARZRSNBERER, IRUTEAS I PEMX , BEBBHNE
EUREANBER T ARKEANREE, EUARF , B RENRHAFZBERINBHER. TEE5ER
B HSRRRNEEBEBEBRERASXEBBHRREK. 5 RN HIFRBAEZ TR
FeBBIEE  EXLEANEEESEHEE S - RERARNEZEINPERBIES, EETUNHIE
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(PlmEFR% ) |, MAIERZT R

A

& 0
&

N
i

=
B

SIS P S E SR 16



Amazon VPC AWS Transit Gate

B

TRETTUHZEERENEEARIS. kB8 VPCA, VPCB H VPC C HLAEEM N B K #Y F
M HEIE TBIEMMKXRITRA , RERAET Site-to-Site VPN HIEFMX, MRBFEIFRAE
VPC A, VPCB & VPC C HyFM 3L VPC A, VPCB = VPC C FHIEANFM I B Wity , NP
BEREMXETEE  BATHAEMNXBHRPRIEXE TSRS , RIERFHEEL, &8 VPC
A. VPC B M VPC C 3% VPC D 4 B Wit Y iE 2B R WX #t TR H , AR EE VPC Do

VPCD
10.4.0.016
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10.1.0.0/186

Shared services

VFC B
10.2.0.016

Transit gateway

VFPC C
10.3.0.0M16
VPN gateway
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RIR
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« M VPCs, BEXEZEER , S Amazon VPC AIF MM I VPC,
- FENX, AXEZER , BSREMEFERNK,

s FENX EEMMNMERE , 81N VPC —1, BXEZEE |, S the section called “f12 VPC &
o

s fEHiMNx LB Site-to-Site VPN i, BXEZEER , 155 H the section called “BIE2 5 VPN B/
B ERE,

£ NEF AWS Site-to-Site VPN AAFEEEHFHEF MXIREFHER,
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- BMREN VPC HEREHRBERXE , HREBIAZRAR,
- FMHAENRS VPC MERERBARXEK , AEEIR I BER.

B R
81 VPC #A—NKRHR , RAMXARNKER , — AT VPN E# VPCs MAZRS VPC.
VPC A, VPCB. VPC C # VPC D i§H%*

B8N VPC HEF-IMLEFNMKENBESRK, F—NKER VPC FAMRAMNRKIAZKE ; XW%E
A% VPC R RAIER I 2 B#TEE. E-MRENMAEEM IPv4 FRRERBZZRMK,

BirfLE B#R

10.1.0.0/16 S

0.0.0.0/0 transit gateway ID
FR % X X % FH 3R

= ER - RHERKREN VPN EE VPCs |, A —MNRHRFIT VPN EE,

VPCA, B Ml C EZHEUTHEERMEXE , ZRARER VPN EEMEBIREUKR VPC D fVEEHN
RIBE .

B By B #r BREER

10.99.99.0/24 Attachment for VPN 115
connection

10.4.0.0/16 Attachment for VPC D &%

VPN E#EFEZRS VPC (VPC D ) EEELUTHRARMEXE , ZBHXREFERSZA VPC EEZEHN
% B, XA VPCs M VPN EZMHAZRSE VPC BEREE.

By iE B #R B ESREA
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BiRr L E B #5 i3 Egii]
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™ X EREMR
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ﬁ
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P #sit, BEFEZRERE FRF , RENEHE NAT M , NAT MR IP thik R
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B FR
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- VPC C WEEH %
- PEMXBHAR

VPC A g

UTR—NRABERKR. F—NKEME VPC FERBIEBHERERE. E-IMRENMAEEM® IPv4 F
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FRRE R B E MR,
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B EERMMXFNEEFER NAT XN FREEN LB FN. FE5 - FREENLEFN,
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BRI E B4R
VPC C CIDR 7K b
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UTRBE M RAIRER. F—1MREME VPC HHXFIEBEERE. =M RENAMERA
IPv4 FRUREEEHAE] NAT MK,
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0.0.0.0/0 nat-gateway-id

SIS P S E SR 24



Amazon VPC AWS Transit Gate

FRE MR R &

LT RHPEMREBARN TS, 81 VPC ) CIDR REHEBBPHMXBEHR, BARBNEHGERK
MiREREE VPC Co BALLERER NEA VPC CIDR 75 h0 2R 2§ 5K PE 1L AEP VPC &,

CIDR Bt ¢ fry=Eyid)
VPC A CIDR Attachment for VPC A &%
VPC B CIDR Attachment for VPC B & 1%
VPC C CIDR Attachment for VPC C EEi]
0.0.0.0/0 5N

Attachment for VPC C

R HERS VPC HRYiRZ

BRI VEHREZRS VPC AlIE R ( HIWELIEE ) . 1 Transit Gateway EEZ BEHWAMERE
BEABHAEZERS VPC HFIRRHITRE., BARZRERE , PEMXERARREELERIER VPC
PREANNEED , MEERNETABRRNSRELZR L, PEMXNREREFAHERNMEE
O, XAUEANEHREUNHARER , ERENEGEAHA , &N VPC EZEFHE—7T AKXE
H, MRENVERPESNFERX , UM EFXBREGESHFTRERYE , HES N NPEMXT
PUEBRTREIMMEED,

BRI — PR KR EETIRE VPC , BMRIERM M, FZ N PRMKREESEMRE VPC F T8
RIERME , EAPEMIXTRBEUAZTRRSER.

/A Important

- RERRENBIFREIBEKE R — Transit Gateway EZHEF VPC (RE VPC) , N
BREEXATHRERSEREKA, URENERNTARNPEMEZL , IRETEE
EKR. MMREPK VPC HPKBSE —IMX (MEMEMX ) WRE , REERERE
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s FUEEE ITEARREA MRS IMZEZENYEKA , B ZEZTELEATHXE
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-« =VPCs, BEXEZEER , iF2H Amazon VPC AAFIERmF M EIZE VPC,
. FERMRK, BXREZEEL , iS5 the section called “BIEFHEM K",
« =N VPC M-8/ M VPCs., BXREZEER |, i3 the section called “82 VPC E£",

XF&EAN VPC E#E  FESNMTHRPEE—NFM, ¥THERS VPC , ZEFRERKREMF
BMXIHAE VPC NN, ERIE RGP , XERFR A M C,

F VPC C #9 VPC i#3Z , BAREZFERNLTE , UENMARERHE VPC C R ERFAEMEH T
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Amazon VPC 2 #| &8 X iF R & ERX . B LEA Amazon VPC API, AWS 3 #HFF

XTI EA, BAERZ#ERXHE AWS CloudFormation. AWS CLI 0 , f£-attachments},
create-transit-gateway-vpcmodify-transit-gateway-vpc-attachmen tag 5 H 7 il - -options
ApplianceModeSupport=enable,

® Note
BEERX THREENHRBRE VPC IR B FRRERRIL,

BRBRBMRZER

WMRER VPC EEBHZSANTRAKX , A BEFTEBEZRE —RBBEHRENN B RENZERY R E LA
ITIRARE , BHREMEN VPC EEERARZEA X,

BXELZEER , 550 AWS BEPNEPREEN,
KERRZBEANNITH

MRIEZEARBH , FENXSZHERUTHAXAN VPC EEARSRENRH , EEREFXE
i, AIEETAHAXHABESR ZTAXFAERES VPC EHEXBKN TN |, REF STEEEZRAES
AKX,

TEHERKARBEAREERXERMNZE, RBE VPCB AKX 2 WIRRHEERPHENAXEKEE VPCC
FR—TAX, Atk , AFTAKX 2 FRIERFHERE VPC A FRNEBER , REBESH.

FREM K5 =R 27


https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-vpc-attachment.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-transit-gateway-vpc-attachment.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-transit-gateway-vpc-attachment.html
https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-inspection-architecture-with-aws-gateway-load-balancer-and-aws-transit-gateway/

Amazon VPC AWS Transit Gate

Awvailability zone 1

= }E Appliance }
Subnet A Subnet B

Availability zone 2

] ]{x Appliance }
Subnet € Subnet D

VPC C (shared services)
192.168.0.0/16

VPCE
10.1.0.0/16

——————— Request traffic

_______ Response traffic

B

B8/ VPC BB —NMHZNEHK , PEMXEHRMEEAR.
VPC B H&

VPC A #1 VPC B

VPCs A #1 B BRHHRE 2 M5B, F—1KER VPC At IPv4 BBEHNAMIAZE . LEAIAZKE £
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B /it B 5
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VPC C

#ZPRS VPC (VPC C) R T BN FRMATRMB AR, FM A BAEMAEA (SEIR VPC &
FHEEL TR ) . TR A 0B ERSFAERRBHETR B HHEE.

B /Y it B 5
192.168.0.0/16 7 i
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FM B (BE8RE ) NIRARMNRER B D HHEMK,

B8t B#R

192.168.0.0/16 IR ith

0.0.0.0/0 tgw-id
REMXEHER

MK VPC A M VPC B A —/NEEHE , HIHEZERS VPC (VPC C) FRA—MEHE.
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B 4t A5 APl
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0.0.0.0/0 c B
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B
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HIE . FFREHA Amazon VPC &M >k

AT # 2 v & Bh I8 3K Amazon VPC MR P HEZRMX, UTHEFTHNESHIESEUELARKN
X, RJG VPCs ERIZAXMRIEEF MNFEMKT, EaLUER Amaaozn VPC #2414 = 6E F el 24
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« B £ALS# VPC #2558 812 Tran AWS sit Gateway
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Xo BFBIBETMMK , EEHRNNX VPCs , ARBEXEMNKA , UEALRNXEERN ZBNE
{£ VPCs.,

FRF M

s BERAEALARMKPELERS |, BHER—XBIEZBHAN VPCs , B VPCs TeEMEth FREES
CIDRs, =& VPC R E#I—4 Amazon EC2 3fl, EXxEZEE , 1§51 Amazon VPC AFIE
R EIE VPC ML ¥ EC2 AFERTME 31561,

« IRAEEULMBENRREIEOR N TRENEL VPCs, MRARXMREHKF CIDRs FEMEREH ,
M4 5 PR N AR FBRTEEMN VPC BERH,

s BB BEERAPEMIMEBENNRERE. BXEZELE , 25 Amazon VPC Transit Gateways FEY
SHMHEEE,

o MBEERAGNENZLERM ICMP AN |, MFTEEENZEINIT ping BE. BXREZER
BZ % Amazon VPC AAFEMHPHEEZ AN,
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AN NN
o

SE |8

S8

el
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R VPCs E BN DR MK
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Amazon VPC AWS Transit Gate

HR A RIEPEMX

HICOERRRMKE , RINGE-PRINNPEMREHSE |, FRFEAERINGREKREE BRI IANE
7 R

P EM K

1.

2
3
4,
5

o

ITF L TF https://console.aws.amazon.com/vpc/ B Amazon VPC #41&
EXEERRD , EREEENERANXE VPCs,

ESMERET |, %# Transit Gateways ( BFERX ) .

%% Create Transit Gateway ( SIEHEMNX ) .

( A& ) T Name tag (BHRE) , MAPERMKINER. XLIBRF B ENRIURFEE
EHBMERNENIRZL,

( °3% ) X4 F Description (#i&) , % A FEMHEIR,
EREPEMARI D PIRITUTERE

1. 3F Amazon side Autonomous System Number (ASN) ( Amazon i BB RS 4 S (ASN) )
WA FREMKAIE ASN, XNIZRIIAMK PN (BGP) 2iE— AWS {ﬂ'JEI’J ASN,

16 fZRYSEE M 64512 X 65534 £%F, ASNs
321U KISEEIM4212 5142949672947 %, ASNs

MREBEZXETE , RNBWEN BN FEMXERME—R ASN,
2. (k) RBERBERAUTERREZ—
« X VPCs E#ZIERMKA DNS,
o MEEFIAPEMXH VPN EERMS VPN ECMP X#,
« MIABH RIS B3R PR ERES I 53 W < B RIS B R AR ER.
- MNBHAREBESBIFREAREEE BT P EMRHRIABEBR,
« AB/IIFRVE L PN 62 A EE,

( /3% ) £ Configure-cross-account £ ZEIM 5 , B RS EHEZIHENH, WREEAH ,
N&BaETEE, B, XAEIRIELEREE ‘ko

(AliE ) EEBMK CIDR $RER5 , JiubARIANR /24 HEARB CIDR IR , 73 IPv4 b3k AN
RNH 164 HE KK CIDR o |PV6{"—JU\9§H*1?EH “EEFE IP i EE , 1B 169.254.0.0/16
SEE AR SEH VPC E R A b W 4% 3th it B B AYST B AV bk BRSh o
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® Note
MRBIEEEE Connect (GRE) i#F=% Private VPNs IP , NI {£# M CIDR

R, Transit Gateway IPs H1ZSBE AR EL % T & ( GRE/PrivatelP VPN ) #1749

10. ( Wlik ) EEEFREMRNBERS , E—-FSRE,

1. IEFRFIRZ,
2. MABBEHNKREKE,
3. BEREARMIIRLLURMESHRE , KU T—F,
11. 1% Create Transit Gateway ( SIEZFHEMX ) . SIEMKE , PEMXNAHRESN

pending.
SR 2 FIEE VPCs EZFIBM AT M Xk
FILEL-BoPUENPENKE TN ATRRE , 0B ERE, N8 VPC 2IEESE,
HIAERERIERNES , VPCs HEBAN EC2 £HIFRBz T —NEp | P ATR ok E 4

B2 VPC B Transit Gateway & #

—

ITF L F https://console.aws.amazon.com/vpc/ BJ Amazon VPC ##41&,
ESHMBEES |, %$F Transit Gateway Attachments ( FEMRERE ) .
1%£$% Create Transit Gateway Attachment ( BI2 P EMKERE ) .

( @& ) X¥F Name tag ( BMHIRE ) , WAEEN B,

X F Transit Gateway ID ( FEMK ID) |, ERERA T EENFPERN X,

X F Attachment type (E$ZEERH) | & VPC,

%% 255 A DNS support (DNS X #). EARLIH |, BB AIPv6 X,
XF VPCID , iR EKf iNEI P EFMXH VPC,

© © N o g M 0 b

M, BReENBA A XEEE - N FM,
10. #%# Create Transit Gateway Attachment ( S22 FEMNXIERE ) .

NFFMIDs , AENTARKERE-INFN , #EHMNKXATERARE. BLAEDEE-IT

HUR 2 FER VPCs EZEEEM AR MK
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BMEEMBRAESEF - MBERKRK, BERTUSEINSNEERE, EREERENIXAH , &
REPEMIWEARS  REEERBH, BRESEE , IS H the section called “HH MK 5 ETR
15']”0

HIR 3 ERXMKMER DMK B ARINEEL VPCs

BREARIFEDSHNBHSHEH , ©17VPCs BREREIN B IP utBEXBKN T —Bk. BEEFER
#eB% R B R A Fp M SCESE ID BARVERH. BXEZER , FS 5 Amazon VPC AFEREHRH
HMRAY B

6] VPC % B 3% A7 b g% B

1. fTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

2. ESMERYP , ERBHK.

3. &5 VPC XEAWEH R,

4. 1%$F Routes (B§H) W+ , A/F1EE Edit routes (JmEEEH).

5. %4 Add route (FINEEH).

6. 7 Destination ( BEfIits ) Fish |, S A B8 IP #utSBEE. X F Target ( B¥r ) , i&£#F Transit

Gateway ( BEEMK ) , AFEEFERNX ID,
7. BEBRREFER.

SRR 4 AP X

B LUEN EE SIS VPC B Amazon EC2 35| , RABRE 2B LZERE (i ping s ) XK
BIMERMRERBNER, EXEZEEL , 55 Amazon EC2 AFIERE M Connect BI#&H EC2

S5 : MIERPEMK
LR EREEMAA | A BUT M.

BAERBRERRFEZNPRERMNK, NIREZHMBRTAEZNPEMNK , WRELRRELRBRX
LiEE  RESERBRFHRMR, —BEPERRMXEMER , EREFELNE~ERA,

i B A% P 5%

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,
2. ESMBHKF , % Transit Gateways ( FEHMX ) o
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3. EBEHREMX , REMIKIER Actions ( #1E ) . Delete transit gateway ( HilBRPFHMX ) .
4. #HA delete , RIGEEM K.

Transit gateways ( F#Mx ) WHEH LPEMH State (IRFS ) 7 Deleting ( IETEMIBR ) - MIBR
&, MM EAFBRBRFPEMX,

iE . A AWS s S1TRIE T AWS ransit Gateway

HEAHES , SRF2I MAERAGIRARMRIFFAA VPCs MKIEREESTZ AWS CLI WX, BFeI2
BRMX , EEFIMX VPCs , RERELZRRA , LUEREAMXEENZAERE VPCs,

FRF M

HIF R m , FRARERE

« AWSCLI ERZEHEE TEHWNR, MRENEAK AWS CLI 2% , HZHAWS B H1TRE XY,

» BE VPCs TaEMREI th ~NEEE® CIDRs, BAXEZEE , 5 W Amazon VPC AP EEFHVEIE
VPC,

« 1 VPC HEF—1 EC2 %£fl, X1 VPC H/33) EC2 LHINLSER , ESH Amazon EC2 FIF 1
LR

- R2ABRBAATEFIZEHN ICMP RE, BXEARTLARFRENDSR , i§ZH Amazon VPC
AFEERNERZ AR AWS FRAE,

s FRAAKMXPESY IAM R, EEFELARMK IAM R |, i5SFAWS Transit Gateway 57 H HY
Amazon VPC 1& i M 5< R Y 5 40 #1558 B 1,

H

- ZRR1: BIEPRERX

« FR 2 BiFRRMX T AERS
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HR A RIEPEMX

BIRERMMRE , AWS ROIE—PMBRINN AWK EAR , HHEBERIACEKREBRMNRIAEBER
A&, UTERTZus-west-2Xigicreate-transit-gatewayiER =¥, EXRFoptionsiki&E
HTHMAB, BXiZcreate-transit-gateway@m T EZELR |, BIF T LEE R P12 Y%

F% , ESFcreate-transit-gateway,

aws ec2 create-transit-gateway \
--description "My Transit Gateway" \
--region us-west-2

RE, MEERERMXERE, EMAFOptions , REKGNMIAE,

"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "pending",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"
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® Note

@ TREBEXENFHARXMINES , SEH ID, B TFTARKMX ID
(tgw-1234567890abcdef0) , RN ERELSBRHIHFEEL,

SR 2 WUEE T M < 7] AR

BIEARMKE , ©E24 FpendingRaS. MAFESIM “FLB EXh A", B

FERBEHR VPCs 28I , BLRZEMIMEMRS. ERIERS , BEAFLUIEN AN

X ID H filters Wiz {Tdescribe-transit-gatwewaysi®, ZfiltersikIfE
FAName=state¥Values=availableBixt, AF , ZW T B EURIEEHN AR RESREL
FA RS, WEE , MER@/"State": "available", MR LA TFEAEMRS , MEETT
M. EFl.o% , RAEBETZHS.

BX describe-transit-gateways M TMEZFEL , HZFdescribe-transit-gateways,

aws ec2 describe-transit-gateways \
--transit-gateway-ids tgw-1234567890@abcdef@ \
--filters Name=state,Values=available

ZRhEEMITIRAEMEpendingNavailable FBHE, ELLTHEMNS |, StateBEH
Favailable,

"TransitGateways": [
{
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "available",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2022-04-20T19:58:25+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdefl1234567890a",
"DefaultRouteTablePropagation": "enable",
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"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

.
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]

HIR 3 FHERY VPCs EE BB 2 3TM <

EwkmMxT ARG , ERAEAN VPC I8 — M Mi#create-transit-gateway-vpc-
attachment., fREE@#Etransit-gateway-idvpc-id, Hsubnet-ids,

BXRiZcreate-transit-vpc attachment@®wTHEZEER , FS N create-transit-gateway-vpc-
attactach,

EUTROIF , ZHHEITHRR , 81 VPC E1T—R,
FHFE—NVPC, FRAE—Pvpc_idMBEITLL TS subnet-ids :

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-1234567890@abcdefd \
--subnet-ids subnet-1234567890abcdef®

AR B R T, M ER T pending RS TR, TEEZWRE , ANELAFHE
NavailableR7. XAIREFEEIL/L LD HHAVETHE

"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-1234567890@abcdef@",
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Amazon VPC

AWS Transit Gate

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

WNFE=ANVPC , EFAE=-AN VPC EZTE5LRBEEMNS S , vpc_idA/Fsubnet-ids :

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-abcdef1234567890 \
--subnet-ids subnet-abcdef01234567890

LR RE S RIEERTY , A ZHEIL FpendingiR7S.

{
"TransitGatewayVpcAttachment": {

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",

"TransitGatewayId": "tgw-1234567890abcdef@",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "pending",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcba"

1,
"CreationTime": "2025-06-23T18:42:56+00:00",
"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",

"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"
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SR 4 WUER MRS T H

NRMKMHREN BpendingRAS T RIEN ., ERSERNZH , BR/EEEBEPEHXLH
#favailable, XR B AX%EM, FHAdescribe-transit-gateways@mtMtransit-gateway-
idkK&EState, HX describe-transit-gateways i THWEZEELR |, SR describe-transit-

gateways.
BITUTHSURERS, EHRHIF | FRFPEE T IEFENameFValuesTIERFFER :

aws ec2 describe-transit-gateway-vpc-attachments \
--filters Name=transit-gateway-id,Values=tgw-1234567890abcdef0

AT B & RN &L FavailabledRAs :

"TransitGatewayVpcAttachments": [
{

"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",

"TransitGatewayId": "tgw-1234567890abcdef0",

"VpcId": "vpc-1234567890abcdef@",

"VpcOwnerId": "123456789012",

"State": "available",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

},

"Tags": []

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef0",
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"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "available",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedchba"

1,
"CreationTime": "2025-06-23T18:42:56+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

iy
"TagS": []

HIR 5 BRI N KR M Z B R IEE L VPCs

EBANVPC WEHAXRTEERS , FAGSHNEAN VPC BHRP W create-routem SHRES S
BB —1VPC , BYAFEMKFtransit-gateway-idRESISF S — VPC, EUTRAIAF |, Z
WEEITHR , BMNEHRET R, ZERSELEEEtransit-gateway-id#WEA VPC 5
A destination-cidr-block, #, route-table-id

BXcreate-routemtMEZELR |, 1S create- route,

NFE—NVPC HEEHEK , EBTUTHT :

aws ec2 create-route \
--route-table-id rtb-1234567890@abcdefd \
--destination-cidr-block 10.2.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

FMNFEZANVPC HEHEX , BT TGS, B MEAroute-table-id5%—4 VPC
destination-cidr-block FEMNF, ER A HTERRAFERAENLRMK , AtFEMAtransit-
gateway-idHRHEBIMNAKMXK,

aws ec2 create-route \
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--route-table-id rtb-abcdef1234567890 \
--destination-cidr-block 10.1.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

BEREEtruefREEBLEE , RTBERS IR,

{

"Return": true
}
(® Note

B4R CIDR $RE#2 )y BRYSERR CIDR R, VPCs

SR 6 N E MK

BRI VB EER — 1 VPC REKBIFAN B —4 VPC Y EC2 EHIIAT ping #R1F , RJEi=
Tpingfn &R INMET MR E KT BIE,

1. {#H SSH = Inst EC2 ance Connect iE#EZI&E —1 VPC :8y EC2 £
2. Ping = VPC ® EC2 SEBIFAE IP th3 :

ping 10.2.0.50

(® Note
10.2.0.508#NFE =1 VPC # EC2 LHINEFRFE IP tbiit,

R ping B, MRRENERNIEELEY , FEEEZAKBARE VPCs,

BT - I B A% e X 5 B4 M 4% Han P ¢

HETEEERMMAN , TEUSHMER. Bx , BT RPIEM4. Z1T7delete-transit-
gateway-vpc-attachment® ¥ , transit-gateway-attachment-idNSMNHHEFER. ETH
©J5 , delete-transit-gatewayEAMBRERMX. N TFUTHE , MREFNENSRPOIED
AN VPC MM AME R X,
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/A Important
BIBRFRE AR MXMHE , BRELEFERA,

1. ffMdelete-transit-gateway-vpc-attachmenté& iR VPC ik, BXdelete-
transit-gateway-vpc-attachment@THEZER , iHS N delete-transit-gateway-vpc-
attactach,

N FE -, EETUATEHRS -

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-1234567890abcdef0

SE—/N VPC Mt HHYMIBRME ROR A TR -

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef@",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}

NEE MM ZETTdelete-transit-gateway-vpc-attachment® < :

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-abcdef1234567890

=N VPC Mt HHOMIBRME ROR A TR -

The response returns:
{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890Qabcdef0",
"VpcId": "vpc-abcdef1234567890",
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"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"

2. MEEEBRzA—EL TdeletingtR3S. MERE , EBATUMBRZERMX, Hixdelete-
transit-gateway@ S 5transit-gateway-id. BHXdelete-transit-gateway@m THE
%58 , 55 R delete-transit-gateway.

AR RGIMIERMy Transit Gateway T LRFE—FHEIEBHNAS :

aws ec2 delete-transit-gateway \
--transit-gateway-id tgw-1234567890@abcdef0

TRERTHERGME , i aECBRARME D MEH , LR eIEARMAR LR E
9 B S3E T

"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "deleting",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

1,

"Tags": [
{

"Key": "Name",
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"Value": "example-transit-gateway"

18

IBEEARINBET —MEWMMX | EETHAN VPCs Mx , EEfIZEEETRE , ARIETEE
o XAMEEMRGLETT Amazon VPC EHIMXHEARINEE, N TEERNGZR |, flaEESIRib
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east-1 KW AAX ID , e BFSNKFFWNERME, AWS

HYﬁﬁquzqq$§ﬁﬂ9€

SHAZTHEEBCEAZREMKRE , LITANER

« Transit Gateway EZRIFEE T1E,

BUBHZ RN 48



Amazon VPC AWS Transit Gate
- HEKF T ERBPERMK,
o RERMXIEEEMEZIHEE TLMER Transit Gateway E#%,
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NF Name tag ( BFFRE ) , (Alik ) MAPEMXNER. EHHSTILEERZ T ERX
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( /1% ) £ Configure-cross-account £ ZxI 57 , EBEREENEZIHEW Y., MREEA ,
NeBsEZEE, &N, XREIRIELIEEER,
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AR BIE,

%EFESave (RE)

©® N o o bk 0D =
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3. ERREHE,
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2. EERERBROPHEMX,

3. &#R Actions (324E ) . Delete Transit Gateway ( MIBRHPEMX ) . A delete ARFEEF
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« ERHPERXRINIEHRZE , PEMXSLAEDH - VPC HH.
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o FFLEE  ERET VPC EHBER , EEHTEE, HLHER , ERTESAM , BAELTRH
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« BRI - VPC HEFIERF XM, ELEER , VPC HEEALETN failed,
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available,
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- ATA : VPC EHTH , REFLE VPC MR EMXZERS. IR , EHRTUER
modifying , t8ATLAZE A deleting,
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- SHIBR : EMIBX available = pending acceptance VPC E#., 3 VPC E#H4 FIUIRAR |
TENHEHB#ITER, VPC ERNSBKER R 2 Mt , ZETFBET.
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UMREMNRAT AKX us-east-1a 7iE B R A X us-east-1a , EBTTE us-east-1a ] us-east-1b REH IR
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XAGF1ER M B ¥r 2 (B B R 27 Y BANMSF &R B W T4 4,

e 2 BYiRE VPC #1T AXERERH
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72 3 BYREVAXEBRENIRE VPC BHRE
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PrivateLink I R A X F5IHL2H, BIMNBWWEHAET IPCIDR WZHANERBRA R,

HERNVPCHWEFS EORET “RAIFMEHO Z£EMNN , ZLESIARERA THEEXHRESE
(EFS),

MNFBESAPEMFTARMXIEERE , NZFUAT A X ;- us-east-1-atl-2a, us-east-1-

dfw-2a, us-east-1-iah-2a. us-west-2-lax-1a, us-west-2-lax-1b, us-east-1-mia-2a, us-east-1-
chi-2a #l us-west-2-phx-2a,

FF VPCs L FAREZFHA#X1H, Outposts F Wavelength Zones FEYFM , FATRIIE VPC iE
BERFNZRALIIEE AWS |, ARIX AWS AIEE2S BRSSP,

- MREBERE VPC , MBI EMMXE|ANZ AT ERTFEMX Load Balancer 5 AWS Net

AWS work Firewall,

5

£ Amazon VPC {25 M < Bl VPC &%
&l Amazon VPC Transit Gateways 1§ VPC 2

 {#£/H Amazon VPC Transit Gateways &K VPC E iR

{# F Amazon VPC Transit Gateways && VPC 2
{#F Amazon VPC Transit Gateways Mk VPC iE3Z
B3 AWS Transit Gateway Z£4H A WH N

115 AWS Transit Gateway 5| I Z £ 4

BBRFRIH AWS Transit Gateway F9 R £ AH N

HEZE Amazon VPC Transit Gateways VPC 126 22 5] @t

£/ Amazon VPC £ xt|ZE VPC E#

EREH A IR VPC E#

1.

2
3.
4

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
ESMMBEES |, %4F Transit Gateway Attachments ( REMRER ) o
i%£$% Create Transit Gateway Attachment ( Bl M KERE )

XF Name tag ( BFHRE ) |, AIERREWAPHEMRIEEN BT
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5. XF Transit Gateway ID ( F# MKk ID) , EFEBEATEENFPERNX, SZLULEBECHEN
PEMIRSELZHPERR,

6. XITF Attachment type ( EH#EER ) | &£ VPC,
7. %EEREFH DNSIPV6 5. XEMEZFEAZE.

MREFNRRZENX , RNERCENRENEZRNEGEHRA , I VPC ERERARNT
AX,

8. EBRRAEAZRLASIAXE. SHALEER 5 A VPCs EEEEmMANEZ LA, BXxTE4A
SIANEZEER , 31 the section called “B| R 44",

9. %&ERAFHA Supp IPv6ort,
10. X¥F VPC ID , &R EH NE P EMXH VPC,

It VPC A MELE —NTFREHXKE,

1. ¥FFMIDs , ABNMNTAXEE-NFN , #ERNXA THEHRE, BX4RAEDERE—TF
M. EREEN TN TR KRR N FN.

12. %32 Create Transit Gateway Attachment ( S22 EMXIERE ) .

F 812 VPC Mt AWS CLI

fEH create-transit-gateway-vpc-attachment &34,

£ Amazon VPC Transit Gateways 1§ VPC & #2
EREH R8N VPC E#E

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#14,
2. ESMBERS , % Transit Gateway Attachments ( REMRERE ) o

3. I&IF VPC E#E , RFMHIRIERE Actions ( #4 ) # Modify Transit Gateway attachment ( &gk
HRRIERE) .

4. BRIZBAUTE—EDR :

- DNS %#
. IPV6 X
- REEAXE
5. ERMBMREZEDNFN , EEPHECEIEPEERNIMI R F M 1D ZLHEILAE,
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® Note
LHEEL T EEBIORSE , RSB HR VPC EZFR AT IBERE.

6. EREWS|IH VPCs EEIEMNANL A  BFhBLeHSI ALZE. BXxT2A5IANESZE
B , i35 the section called “5| & 4£4A",

® Note
MREANDPEPEMIERLTLASIA , NAE VPC EEHBFREATLAIA,

7. i&# Modify Transit Gateway attachment ( PR XIERE ) ,

EEQUEW VPC M4 , EEA AWS CLI

{# A modify-transit-gateway-vpc-attachment &5,

£ Amazon VPC Transit Gateways 1&2X VPC EEHiRZ
EREE BB N VPC EERE

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMBEKD | %8 Transit Gateway Attachments ( RHEMRIERE ) o

3. & VPCERE |, RF%kIR Actions (34 ) . Manage tags ( BERE ) o
4. [RIFREPERRIFRE | RARWMITUTIRE

s T Key (8#) , mABEM,

« XF Value (1H) , WARE,
5 [MBRFRZIERLESS |, %% Remove ( HilER ) -
6. i&# Save (]RTF).
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£ Amazon VPC Transit Gateways && VPC &

ERAEFIAEESE VPC #EXR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. HESMBEHKS , & Transit Gateway Attachments ( REEM<IEE ) .

3. 7E Resource type ( ®RIRERE )£ , 3K VPC, XER VPC EH,

4. EREFUEFHFAEGS.

EEEFLMW VPC M |, A AWS CLI

{# /A describe-transit-gateway-vpc-attactions &5+

£ Amazon VPC Transit Gateways Ml VPC & #2

AR H A MIBR VPC 2

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,
ESMERKT |, %# Transit Gateway Attachments ( FEMXESR ) .

1£$R VPC .

% Actions ( #4E ) . Delete Transit Gateway attachment ( HIBRFEEMKIER ) .
URGIRTE , #A delete , AFIEER Delete (MR ) -

o & 0N -

EMipR VPC Kt |, B AWS CLI

A delete-transit-gateway-vpc-attachment i

E#H AWS Transit Gateway Z 24 A WG N

B LB EE RN RN EMALZEAMNN, Ea]LUER Amazon VPC #Z2H|ASER 1T
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2. HESMBE®KD | % Security Groups ( B4 ) o
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4. BERMN  FEFBRMAN , REEERE, HPUHAEOEE. XFR (AEAN )  wAEHR
BMIXEERN VPC HRELAM 1D,
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» authorize-security-group-ingress (AWS CLI)
» Grant-EC2SecurityGrouplngress (AWS Tools for Windows PowerShell)

» Revoke-EC2SecurityGrouplngress (AWS Tools for Windows PowerShell)

revoke-security-group-ingress (AWS CLI)
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EWEEEIE—ERMNXH VPC FNZ2AMNPRESIATENT24E , BEAUTHTZ—.

* describe-security-group-references (AWS CLI)

» Get-EC2SecurityGroupReference (AWS Tools for Windows PowerShell)

BERFRIH AWS Transit Gateway &= £ AN
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Save rules (fR7FHM)o

2

ERABTITRHRENE N REHRN

» describe-stale-security-groups (AWS CLI)
» Get-EC2StaleSecurityGroup (AWS Tools for Windows PowerShell)

RBEHERIBNZEARMN G , &AL Arevoke-security-group-ingress B revoke-security-group-
egressn 15 E M R

¥EE Amazon VPC Transit Gateways VPC & #6 2 [8] &

LT EEAHBEHEEEE VPC HERR W2 RIR RE,
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1. EFEBIE VPC EHMW AR A RRSHEXACKHELSUR.

2. BF IAM BERAZSMFERGIRIR , a0, BEEFER AWS CloudFormation SR A G,

3. ZKFEERSHEXA® , A BERSHEXABEHIER.
4. hEER KX AKLTF available RS,
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BERER , TS TRE

1. RIEAFREERUEBRSHAXABGHNELINR, BXEZEE , FSH IAM AFEEH RS
F*ABNER, EAFRENRRRECIE VPC HR.

2. FHEIE VPC Mitt, BXEZEER , 1551 the section called “Bl2 VPC E$#",
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3. RIEIRFZHEXACREEFELANE, BXEZEE , iSH the section called “Bz# K",
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ZE A Network Firewall CLI #2 s E4 W& ThEEM 4 , 12 H AWS Network Firewall
AP| ZZRejectNetworkFirewallTransitGatewayAttachment APls R
MAcceptNetworkFirewallTransitGatewayAttachment,

SRR G5 22 T iE 4 ) 4% Th sE fd 44
5 Amazon VPC 12§l & 4% 3 o B 48 1% Ha1 R o< N 45 ThBE B 4F o
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EFRRE, REIERE RS 3 EEHRS,
EEINXHEES | 5T 2" 5 B8

2

MREEZ M, ERTNEDRS , HEBXKBAURERE. NREIELHE , MZMRHEA
EELRE , RLFHMIER.

BE AWS A% Gateway M 4& ThBEFf 44

Ba LA Amazon VPC 4| A S ME B IR 4| A EF B ML THAE AWS Network Firewall B
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ERMEEEREE EERMNEIREM
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ERFITFREEEEFEH A https://console.aws.amazon.com/networkmanager/o
WMREREELERME , EEMNBEERPUELIKME,

[6] ) 4% 5 38 2R S A AR AV AR S I 5% o

£2RME T, EREEFMEN SRS,

ESHMBEES |, %$F Transit gateways ( BEMNX ) o
ERETFHMENLARTMK,
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EERFAXRBEHAREENFAEE , BERIMBEPERECRMNIX | REEEMEINEEEDR
o
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X
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I VPC 4 A BB LR EERR

- FSREE VPC &,

B Transi AWS t Gateway M & IhREMT 4 EE IR E

BIZMEIRERFE , BEBERNENERMKIEHEK , MEFEA Amazon VPC £F| A5 CLI B
KEBRIERERTRE, BREMORXMRBHRXBKNIR , HSAXBKPEMXEHE,

FEREHSBEIP IS4 RBERE
£/ Amazon VPC & & 83 1% 5 < WM& Thee Mt 4 BE R 2o

£ 2 H 5B METheE MR AR E

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &
ESMBERSD , ERERAMNXK,

2 YNNI P 4

R ESRAIRE R,

ERRE , ARERCIEHSEA,

4T CIDR , FH AR HE B#R CIDR 3R,

XF B, EBREThEEM 4, Hlin |, X TATBER AWS Network Firewall B,
%% Create static route ( BIZEESKA ) -

©® N o o bk~ w0 D=

(® Note
R FFFFADHEH.

W#E , SEMNEHERTD CIDR RIEENREFBAIEZHXERFRITRE  RAEBRAIRLEWN
b,
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Blan | R T 82 8% B 4% B ASE B4

aws ec2 create-transit-gateway-route \
--transit-gateway-route-table-id tgw-rtb-0123456789abcdef® \
--destination-cidr-block 0.0.0.0/0 \
--transit-gateway-attachment-id tgw-attach-0123456789abcdef0

AR HRE -
{
"Route": {

"DestinationCidrBlock": "0.0.0.0/0",
"TransitGatewayAttachments": [

{
"ResourceId": "network-firewall",
"TransitGatewayAttachmentId": "tgw-attach-0123456789abcdef0",
"ResourceType": "network-function"
}
1,
"Type": "static",
"State": "active"

Wi, 5ENEERT CIDR RICENFREFERIESFB MIBMARITRE , REBRRIKLEN
b,

AWS Site-to-Site VPN I 5% VPC 1% i ¥ o< A B [ 44
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EAEGHE S RIE VPN Ei

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMBEKD | %8 Transit Gateway Attachments ( REMRIERE ) o

3. i&#E Create Transit Gateway Attachment ( B HEMRERE ) o
4

¥t F Transit Gateway ID ( F¥Mx ID ) , BFEATERZNPER ., BAlEEESHEN
MK,

¥} F Attachment type ( ZE#EXR ) | iEF VPN,
6. NFEFPMX , FITUTHRIEZ—:
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o

MRENEFRXMATHR NATER (NAT-T) S ANMEihi &R (NAT) REZEE,
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ERIBREFMX , &F New (2 ) , AN T IP it , B AFSS IP ik Fl BGP ASN,
Xt F Routing options ( B§HIEI ) , EFE A Dynamic ( 217 ) &= Static (85 ). B
XEZELR |, 55 (AWS Site-to-Site VPN A #ER) F# Site-to-Site VPN &%,

7. T Tunnel Options ( BEIEAM ) , WHEEEMA CIDRBENFARERA. AREZRER,
2 Site-to-Site VPN 244,
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E0l2 VPN M, B EA AWS CLI

5 create-vpn-connection a8 %,

£ Amazon VPC Transit Gateways && VPN £

FEREHIAEE VPN HE

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC $#4I&
2. ESMBEHKS , % Transit Gateway Attachments ( FEMXER ) o

3. 1 Resource type ( BiREH ) =, T VPN, XLZ VPN H&,

4, ERBEFUEFTHEHAEEIIMNRE,

EEFEH VPN M, iBEM AWS CLI

£/ describe-transit-gateway-attachments &5

A Amazon VPC ARl BR VPN ZE$#

£ 2% B BR VPN 4

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#| &
ESMMBEES |, %4F Transit Gateway Attachments ( REMRERE ) o
%42 VPN &,

% VPN EZERNRIR ID ASME VPN EE R,

fiORIE$F Actions ( BYE ) M Delete ( MiIER ) -

LURGIRTHITHIARN |, %% Delete ( MIER ) o
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EMiBR VPN K |, &R AWS CLI

£ H delete-vpn-connection &5
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<

LR REEUTEL

o ERMX,
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« %% Direct Connect RXHI REEHMEO,
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AT ASNs WENMNNELNRMKEA unique , SAFIA future By RLIEIhEE,
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Amazon Route 53 Resolver %W <X FiE#2H VPCs I Fa B ik, BX Route 53 BTN E S
E8 , 55 (Amazon Route 53 F X AR IEFE) FEHT L2 Route 53 fEHTEE ? o
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AWS, EE—-XEAR , REFFREELTE H AWSHIIRIRFISE B /Y M E SR 3T YER M.

BARABEXHFLARMANFEZNEE , BSRAWS 2XMx FAQs,

EEIMA AWS XKEEEED

BT AR R MARN XED AN FEEPEMR, ARXEXFEARIMTERMANER  FSREE
AWS X3, EXEXEPERFERMXINFERN , BERUTER
- REESNFEREZENKS SIRFMAZXE |, &5 X F AR E AR X,
« TREFERMARSNE , BHFESEINEEEMFHKST AWS HZLUT K #HIE
- AWS K/~ S4E
« RERNID
- XERE
o MIBRFPEMCIERR |, EIRMK P BRI R

- RMNBWAEERREZXE 2 BBRPEMINEEEEE, NMRTHIBRNESEZERE  RETRE
SWMEBIERE  HREFERA, MRETHRERE  WAALLEFREHRMA , AEHRERE.

« BEBRAT , PEMXBRXEANTER, BYBERMALZRAFERAPENAINEEZEE , &7
RASEESEENXE (SEAMRERMANXE ) F=4£5%H. BXEZELR , H5H AWS
Transit Gateway E#o

%

« £/ Amazon VPC Transit Gateways 82X &1 R iE#E

« {#H Amazon VPC Transit Gateways #3234 X &7 2EREER
 {#F Amazon VPC Transit Gateways &8 B 75 0 B 5 % % >< B& R 3%
« £/ Amazon VPC Transit Gateways Ml BRXY 5 R i 12

TEEMA AWS XiFFEEW 72


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/transit-gateway/faqs/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/transit-gateway/pricing/
https://aws.amazon.com/transit-gateway/pricing/

Amazon VPC AWS Transit Gate

£ Amazon VPC Transit Gateways 8| Z2X &7 RiEE

HEFFtR 2Bl , FRERERETEEZNPEMNKH 1D, MRERMMINV TS — AWS IKFRx
F, FRREAFTZERNXAMBEEN AWS K ID.

SIENEERE , BEXAPEMINAEELTEZEHIER.
EFREF & el FEEER

1. FTFF{LTF https://console.aws.amazon.com/vpc/ B Amazon VPC 1414,
2. ESMBEKD | %# Transit Gateway Attachments ( RHEMRER ) o

3. i&#% Create Transit Gateway Attachment ( Bl EMRIER ) .
4

X F Transit Gateway ID ( ¥ K% ID ) , BFEA TEENFRERNX, SALLERBCHAN
FEMX, EEAZENPENXTEATIENT o

X1 F Attachment type (FEEKR) , 1%1F Peering Connection (X &iE 1),
. (R ) MABESNBERRZ,
7. XF Account (IkF°) , MITUAT®REZ — -

o MREARERMKELBPK,H | FHiEE My account (FREIKF),

o MEEMMRTE AWS K |, BFERBHEHMABKS . T Account ID (EF ID) , A AWS K
1D,

8. XITF Region (Xi) , &FHEMKFTERN XiH,
9. XF Transit gateway ID (accepter) (F3Mx ID (EZH ) ), ALRFTEEZNHPHEMKRH ID,
10. #%# Create Transit Gateway Attachment (8122 A ¥ <),

B GEX FEEM 4 AWS CLI

/A create-transit-gateway-peering-attachment %

£ Amazon VPC Transit Gateways EZZ B4 XN &1 R EREE R

EERENSEEEESR  BEHPEMNAEELTIESHNEEZEERER, IERNPEMXMLTF
B—MKF A HATRITIIRE, NEEBERVTLTF pendingAcceptance IR, EIXRKBES
F R ERRPE XS SEEERIER,

HE , BULIEL BN BN F pendingAcceptance IRAKEMXN SEZIER, BHLTIELKEE
ZHPEMXAEXENER,
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EREF BRI N EERERER

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. HESMBEHKT , &#ZF Transit Gateway Attachments (PR x<3E5%),

3. ERFHEINPERMINFER,

4. i&# Actions (384E). Accept transit gateway attachment (323 i M X ),

5. NBSEBERMMBPEMIBRARY. BXEZER , H23H the section called “BIEFAEKE",

£ H B E4E N FEEERFER

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. ESMBEKD | % Transit Gateway Attachments (R R xEH).

3. ERFHEINPEMINFER,

4. %$F Actions (31E). Reject transit gateway attachment (B4 fh 55 [ <)o

BRI REEXNFHEENMF , EER AWS CLI

{88 A -attactach 1 accept-transit-gateway-peeringreject-transit-gateway-peering-at tachment 5% o

# Amazon VPC Transit Gateways & BN iR K R K

BEENSHEMXZARERE , S0 MR B RRI— M0 PR FEEE N BRSHK
BHo #XZHIHEMXBEEELIEE R MK ERMINESEE,

ERZEH S RS E

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. HESMBEKD , % Transit Gateway Route Tables ( FEMKEHREK ) -
3. EBRENHOIERHMNEAR,

4. % Actions (B4E). Create static route (BIZREAIEH).

5

£ Create static route (BIZ2E#ASEH) RHL , MANHLZRKBAMN CIDR R, flm , IEEEEE
FEFREMKXH VPC B CIDR 3R,

6. EFEHNNEEZER,
7. %4% Create static route (812 EAKH).
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EEAGEHSA AWS CLI

£ create-transit-gateway-route &5

/A Important

BIEREE , FPEMNXBEARSPEMANEEREXRRK, BXEZER , 52H the
section called “REx P M REEH K"

£ Amazon VPC Transit Gateways Ml Br3t &7 RiERE
& 0] LA BR AP 3R R EHE R . EA— NP EMRHIEE & &8 0] DA BRES .
55 1R 60 & M BRXY S et R

FFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##l &,
ESMMBEES , % Transit Gateway Attachments (FRERXER).

TR PRI FHER,

1% Actions (#84E). Delete transit gateway attachment (il Bk 5 %% < £ 5% ) o
WA delete , RfFi%#E Delete (MIER).

o ~ 0 bh =

EMIRRX S EEMA , E6EH AWS CLI

£ delete-transit-gateway-peering-attachment &5,

£ Amazon VPC 1% i % 5< HR 1% 132 4 RN % 32 500 4K

A AR P MR Connect R , LMEE VPC RFETHHEMATE=HFELIZEZ (i SD-
WAN 8% ) 2[BEIEE, Connect ER X FEAKATE (GRE) BBEMASKISHRE , ZiFh
BMKxtHiL (BGP) LAKIMEI A H, 8I2 Connect #HE /5 , &1 LA7E Connect 8 E8IE— N Z A
GRE B&E ( tb#h F3EMx Connect WET & ) UEZRHENKME=HIRE. B LUES GRE B&
BRI BGP 2iEUAREHER,

/A Important

Transit Gateway Connect X &4 HT /N BGP WELFARK , XESFEREEMRREL
AWS# 1E, A BGP NELTFRMEHETR , MBREKX— BGP NELFF2TME
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MBS HIRIE, WA BGP £iEEKEIMNEHE SN ERBLER Connect WET R, B
BGP & & 1EiE 7] BARS ILF{] AWS ERHiSHERMAE |, SlmplIT4ES . B4, BHARMNER
TS BE M, REH Connect WEMESBENTREBEEWHN BGP WELEFENHERT
BT, WEEMZEZTHE AWS |, EURESERNAERERE, RIBIIBIUETE Connect XY
ETRLEERIBGP WELiF, MRZEBREZ Connect HET /U IFRZWNE A
A%, BINBWEES Connect WETT R LEEH /) BGP W& A,

Connect ¥ FEAIM AR VPC = Direct Connect ¥ /E N EME RV &, ZIEH BN IZHIE
#o Transit GatewayfFRBE = AR Z W IEH GRE HIFEZFRIR AR E Connect EHHHRE, ©FE
MEMAKES (BEEETEHRREFEEN GRE HIFE ) M ERAERIHRE.

(® Note

ZE# A Direct Connect M- EREmYLE , fRE £ FEWN Direct Connect 5 T AWS ransit
Gateway 5. BXBIBULERNISER , HSHK SD-WAN 8% 5 T AWS ransit Gateway 5
B , AK. AWS Direct Connect

Connect W&ET =2
Connect W& T R ( GRE B8E ) LA T A BHK -
CIDR 3RAEE ( BGP it )

FT BGP XNEEEMMAER IP ik, BARMMIIL169.254.0.0/165BE FIEE /29 CIDR R, IPv4
LA LLER MO0 : : /SSEE FIEE /125 CIDR $, IPv6LLT CIDR MRHAZRZKRE , TrefEA :

+ 169.254.0.0/29
+ 169.254.1.0/29
+ 169.254.2.0/29
+ 169.254.3.0/29
+ 169.254.4.0/29
+ 169.254.5.0/29
+ 169.254.169.248/29

BT IRE L1Z IPv4 SEE AW E — Mt BLE RN BGP IP ik, AR IPve , IR KNI CIDR
A £d00:: /125 , M AMIEIRZHIBRERE O LE B USEE KNAE — it (Fd00:: 1),
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T Transit Gateway I FTERZEH , BGP it A2 HE—H o
XZFE P Myt

Connect X¥F T RIRZFMAIX ZF IP #usik ( GRE S\ EB IP bk ) o Zib sk ATLARAEAT IP bk, P i
HEAT AR IPv4 B IPV6 tibiit , B ER IP #hit RIS EEwmM it M E,

Transit Gatewayith it

Connect W& AP EMAMAXE IP #hit ( GRE S4B IP it ) o A4 MTransit Gateway CIDR
RAIETE IP tbit |, 3 BiZtbuk £ Transit Gatewayfy Connect EE R LA —H, MREEEIE
E IP it | HATEFE A Transit Gateway CIDR 3R Y55 — /N ] B # it

&0 LAE B E T 18 A Transit GatewayBt 7% il Transit Gateway CIDR 3R,

IP st AT BAR IPv4 5% IPV6 ik , EERY IP it RIIMTEIZE P #hatFEE,

X IP #thak M Transit Gatewayit it F T 1 — #4518 GRE 2@, SR UAES N BERESEFERE it
it , BFReEER—PBREFESFEAR N,

EHTF BGP XZH Transit Gateway Connect X Z#H Z MY BGP (MP-BGP) , £ X% i BGP
(MP-BGP) f |, REE IPv4 B£EF 1450 2B BGP &%, IPv6 BALEREMA IPv4 # IPv6
#hut¥ER GRE SAEB IP tbiito

LAR RIS R T Transit Gateway# VPC 91 % Z B #Y Connect #E#

&) VPCC

/
VEC A 172.31.0.0M16
10.0.0.0/M16 4

Appliance
_____________ - = Peer IP: 1721317.1.11
Peer BGP IP]169.254.6.1
F VFC B

10.1.0.0M16 172.31.1.0/24
* Transit gateway address: pe /

192.0.2.1
* Transit gateway BGFP IPs:
160.254.6.2, 169.254.6.3

A4 iRk
VPC &
- Connect £

Connect W& = 77
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A1 DU

GRE B&3& ( Connect & R )

<o-> BGP W& £1E

EHIEMNRAIR | EIE VPC HE& (&EWmER ) E8IZ T —/ Connect 8, 7 Connect #E# E 61
# Connect WET R , LBV 5 VPC HVIRZMIERE, Transit Gatewayiziit’§ 192.0.2.1 , BGP
HHtHSEE N 169.254.6.0/29, SEEFHIE— IP itk (169.254.6.1) HIRE LB E I N E
BGP IP #t3it,

VPC C B TMEHERE —NEH , ZEHEF X ETransit Gateway CIDR 3R 57 & 15 [@ Transit
Gateway,

B Ayt B R
172.31.0.0/16 ZiS:
192.0.2.0/24 tgw-id

ERFEESEM
LAR 2 Connect EFH W ERFEEZED,

« BXRMPLEXEZHE Connect EHMER , HSH AWS Transit Gateway %I A EFEE,
- UIUFE=FRFBEENFER Connect HEH BT GRE F2E1E Transit Gateway 2 [8] & % M WUR
=
- RIFE=FEEBRBENER BGP # TN EKBHEMMETRIARE,
- XIEFUTEEW BGP :
« 5\&B BGP (eBGP) : A FiE#ER M FFEFTransit Gatewayf) BSA RSP HES. WRMEH
eBGP , M| 24K ebgp-multihop BELE R time-to-live 2,

- AEB BGP (iBGP) : AFEEEL T E Transit Gateway HHEH BARSEWEHSS, FANXTS
REXKE BGP WEM (F=H1RE ) WA , RIEXLERARE eBGP XEHH ERZE next-
hop-selffit B, =41 % @Y iBGP WHEEZELMWEBHMLMESR ASN,
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* MP-BGP ( BGP WEZWY R ) : AT XHFSMMPNRE , flilMibutik. IPv4 IPv6

+ BRI\ BGP RIFEHBENI 10 % , RIANRIFITEIRH 30 B,

- IPv6 FX# BGP WEEE ; X # IPVAE T BGP W% EHiE, IPv6 £ MP-BGP & IPv4 BGP
X & HEX R BT

« FXEREELLN (BFD).

- 7% BGP ¥RER.

« B|ETransit GatewayX I ET Kbt , IRBEEEBEXNET R ASN w5, BAF&EZFE Transit
Gateway ASN "5, XEWREEHIZE M Transit Gateway i T 1T iBGP HWE— 1M BA RS+,

o HIRBFMEA Connect T 26t , FH BGP AS-PATH B4H Connect WET R 2 EHIEKH,

EEZMEBZEFERAMEBRANZEE (ECMP) BBl , BXAIUFEZEE N FEHHEBR BGP AS-
PATH B @ Transit Gateway X B HHEIH B, EETransit Gatewayi&iZFiE 7 Y ECMP B

& , AS-PATH MIBER 4SS (ASN) AAMTHE, FE M A LATER — Connect EHEH M Connect X4 &
TRZEFER ECMP , b i BAER — R # M E#Y Connect #EE 2 Bl H ECMP, Transit Gateway
FREEBENNEGREILNTENTUR BGP MEFEEZ A EH ECMP,

« BIABERT , £ Connect & , BB 2% #EE Transit Gateway#& H ko
. TEXEFBRIKH.

« BB % GRE #r3k (8 FF5 ) MAER IP #5k (20 £ ) Fr4H , ¥ GRE B&E MTU BE /N F /A3
O MTU, a0, nRENAERED MTU R 1500 237 , 553 GRE B3& MTU &RE N 1472 =1
( 1500-8-20 = 1472 ) , AR5 LE IR B D K.

%

« {#F Amazon VPC Transit Gateways €% Connect 1%

« {#/ Amazon VPC Transit Gateways % Connect &% &

- /A Amazon VPC H3MXx&EF Connect JE#ZEH Connect ET R

 {£ /A Amazon VPC Transit Gateways &2k Connect 3£ Connect N ET R
« {#/ Amazon VPC Transit Gateways MiB& Connect X% &

« {#H Amazon VPC Transit Gateways MiB& Connect iE3Z

# Amazon VPC Transit Gateways % Connect &%

E B2 Connect iE$#E |, BAIUNNBEEZEENERIEE, B LU VPC E#ZD Direct Connect &
EREERNERIERE,

BE Connect &% 79
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fEFA IS RIE Connect E$#Z

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMERSD , ERPEMIERE

1% Create Transit Gateway Attachment ( Bl EMRIERE ) o

( AIi& ) X¥F Name tag ( BHRE ) , WEEEEBVWHE,

¥t FTransit Gateway ID ( F#MXx ID ) , ERERTFIEENPEN X,

XiF Attachment type ( E#ERE ) | 1% Connect ( E#E )

X3 F Transport Attachment ID ( Z%iiE# ID ) , RFIEEE (LHERE ) WD,
1% Create Transit Gateway Attachment ( Bl EMRIERE ) o

© N o a0 bk~ 0w Db =

E A2 Connect Mt AWS CLI

{# A create-transit-gateway-connect %

o

{#F Amazon VPC Transit Gateways €/ Connect X¥ &1 =

BRI AR IMBER Connect E1Z 82 Connect WET R (GRERZE ) » EFFHRZE , FHREHEFPE
MX CIDR R, &A1 HIE NP HEMINEEPHEMK CIDR R,

B2 Connect X &7 mAt , 2J04E Connect WET VR R imtsE GRE A\E0 IP ik,
EEAES A RE Connect WETT R

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. ESMERP  ERPERXEE,

3. 1%&#F Connect iE# , R/F1EHF Actions ( ##1F ) . Create Connect peer ( 812 Connect X¥ &1
K)o

4. (W& ) XNTFTB|BEHRZL", A Connect HEFET RIEEB ML,

5. (A& ) XTF Transit Gateway GRE Address ( F3#M>x GRE bt ) , AHHEMXIEE GRE 4\
BB 1P that, BRINBERT , AP EMX CIDR RAE—NATAibit,

6. XMFWNEFH R GRE #iik” , 53 Connect WET KM R IHIEE GRE #\EB IP it

7. XF BGP A CIDR R IPv4 |, IBIEEA T BGP &M A IPv4 thautSEE. M
169.254.0.0/16 SBEHIEE /29 CIDR 3R,

8. (Wi )X TF BGP A CIDR 3R IPv6 , BEIEEM T BGP X EMME IPv6 tititSEE. M
fdoo: : /8 SEEHIEE /125 CIDR 3R,
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9. (Wi )XTF Peer ASN ( WEFT R ASN) |, RIRRIBEDLRMKMN (BGP ) BARSY
5 (ASN ) . BELEAEEABHMENIAE ASN, MBELZHE ASN , EALUER 64512-
65534 ( 16 1 ASN ) 5% 4200000000-4294967294 ( 32 {i ASN ) SEEI K H95 ASN.

ERIAE S Transit Gatewayfy ASN #[E. MRFITE ASN ELE R 5L 5P < ASN (eBGP) 7@ ,
| A754F ebgp-multinop BEE N 2, time-to-live

10. %3 Create Connect peer ( 812 Connect & & )

EFHE Connect X Z & AWS CLI

{# A create-transit-gateway-connect-peer # 5

£/ Amazon VPC Hi W< &EE Connect E1EM Connect WET =

[¢]

EFZH Connect EHZF Connect N &FTT Ko
EFEAEE A EEF Connect EEM Connect WET =

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 2% 5,
ESMERD , ERPEMIERE

1% Connect &E#,

E&EF Connect EENETT R , Hi%£$E Connect Peers ( Connect & & ) I+,

0D

EEEF R Connect Mi4FF Connect XX , & H AWS CLI

{8 F describe-transit-gateway-connects# describe-transit-gateway-connect-peers i

£/ Amazon VPC Transit Gateways &2k Connect &% Connect X &7

AN}

A LUE R Connect IEENIFRE .
EEAEEB1EW Connect EERE

1. 3TFZTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
2. ESMBEKS , % Transit Gateway Attachments ( REMRERE ) o
3. i&#E Connect E# |, RIGIEFE Actions (324E ) . Manage tags ( BEEB#HFZ ) o
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-connect-peer.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-transit-gateway-connects.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-transit-gateway-connect-peers.html
https://console.aws.amazon.com/vpc/

Amazon VPC

AWS Transit Gate

4. ERMIRE | FHEE Add new tag ( RINFIRE ) AEEREHNRE,
5. EMRIRE , FEEBR,
6. ‘&R

A LUME S Connect W& T S BIRZ,
EFHAZEH A5 % Connect WET R

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMBERKTF |, % Transit Gateway Attachments ( FEMXERE ) .
%32 Connect E# , RF1%E$F Connect peers ( Connect ET R )
% Connect NET R , RFERBRE". “BEHFZE,

ERMIRZ | 1E1ER Add new tag ( RINFTRE ) HIEEEREBHNEE.
ERIRRIRZ |, FIEEREBER,

ERRE

N o o kw0 DN

EFEH AWS CLI{EEX Connect E#EF Connect X & T Rz

£ 8 create-tags M delete-tags @

£ Amazon VPC Transit Gateways Mg Connect 3 & =

MBEFTEBEEEA Connect WET o , ATLUGEMIE,
EFRESIAMER Connect WET R

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. HESMBERKT , EFPEMERE,

3. %3 Connect iE#,
4

E“Connect MET VAW FH |, £ Connect WET R , REEEIRHE". “BIER Connect X

e = ”
TR

EF AR Connect XY Z{& AWS CLI

{# A delete-transit-gateway-connect-peer &

MIB& Connect 3% =

82
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£ Amazon VPC Transit Gateways #ilBk Connect % #2

MRBFABEER/ Connect iE# , N AT LU EMIBR, B4 E SEMIBRIEEENFTE Connect W&
5

/AN O

EFEREH A M ER Connect E$#E

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. ESMERP | ERPERMXEE,

3. %$F Connect iE$#E , A/FIESF Actions ( #81E ) . Delete Transit Gateway attachment ( i B&
Transit Gatewayi&E# ) .

4. HA delete , AA/FI%EER Delete ( HIBR ) o

EFAMIER Connect Mf#E AWS CLI

{8 delete-transit-gateway-connect 8%

Amazon VPC F1%& R 5% A 1Y F 3% ) 5K 3% FH 3%

FRPEMXEARAPENRERZEERH, BRAXRE—NIEANHER , XEHANHTFESEN
VPCsHl VPNsZ B ERERBHT RN, LXRFWESNEHEATELFZENRELZTINE WA IP
HutSEE .

AR K R A R AT LU R SRR MR EEKREK, X$#F VPC, VPN, Direct Connect Mx, X Fi&E
M Connect %, KB/ , XEERNRASNEREABI BIRPEMIBEHER, —MEZETLUUE
BIZMEER.

e, R EREHRIENEERSIA, flW, AL - "BSBHRNZ0EH , UHRE
SONE A7 B 75 B R Y P 4% i

(F7)

+ {#H Amazon VPC Transit Gateways Bl b MK BHE

« A Amazon VPC HERXEFEPHEMREHRK

« £/ Amazon VPC AR % X} Bx AP W B B &

+ 5/ Amazon VPC Transit Gateways Ml B& & & ™ < B& B R B9 < BX
« £/ Amazon VPC MK G AR BAEBEFEMNXBHRE
£/ Amazon VPC iR XA HEE

B Connect &% 83
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« fH Amazon VPC H#RX A2 BRSKH

« ff Amazon VPC Transit Gateways il ErE: 2 B

« £/ Amazon VPC FEMXERESEH

+ #H Amazon VPC Transit Gateways ¥ 3% H &5 HE| Amazon S3
£ Amazon VPC A ¥ M il Br P 5 M < B% 1 3%

+ {8 Amazon VPC Transit Gateways SIZE BRI RHIEK5| B

« £/ Amazon VPC F#E M XIE kA RFIxR5| A

« {#H Amazon VPC Transit Gateways MR B1 2851 & 5| A

£/ Amazon VPC Transit Gateways 8|22 P M <BH KX
FREHANBRPENKIERE

1.

2
3.
4

o

ITFF L F https://console.aws.amazon.com/vpc/ B Amazon VPC #41&
ESMBE®KS | %R Transit Gateway Route Tables ( HEMKEHK ) -
i%£3#% Create Transit Gateway Route Table ( B1Z2HEMKXEHEK ) -

(A& ) T Name tag ( BFMFE ) , BAREKMXBHRNEN. XSRS AN B
g, He , EEREEENE M.

X F Transit Gateway ID ( F#Mx ID ) , EREARPPER K,
1%£3% Create Transit Gateway Route Table ( | #MKEHEK ) -

EAABARMRIEETET AWS CLI

{# A create-transit-gateway-route-table %

£ Amazon VPC AE M EEFE R HEMNRIEHR
FEHEHEEEPEMREHEE

1.
2.
3.

4.

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
S BEESD | % Transit Gateway Route Tables ( FEMKEHARK ) o

(Wit ) BEERBENRBHRI—ARBER , FERERHFFRIFHALTHII B8R, KBEAR
Eﬁo

EFENBHRN NN SEESERER ID, LETEXREXEK, £& BEIGENEER.
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EERENAXMKRBEEK , HEM AWS CLI

{#H describe-transit-gateway-route-tables %

EERLRXMABEARNEE , HEAH AWS CLI

£ search-transit-gateway-routes &5

BEERLXMARBHARNIRELE  FER AWS CLI

£/ get-transit-gateway-route-table-propagations @

o

BEERNXMARBERNXE , HEAH AWS CLI

R get-transit-gateway-route-table-associations % o

£ Amazon VPC M xxBrh# M H &
WO LU AR R X BE AR 5 H H W o0 E 12 M o< BR,

EREH A xBRP R KREEHE

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##|&
ESMERKT , % Transit Gateway Route Tables ( REMKEHE ) -
BB R,

ETHEMN THEES |, % Associations ( KBk ) kI +,

1%£4% Create association ( 8JZxEx ) .

B EXRBHIERE | ARF%ERR Create association ( BIEXEK ) .

o o A wbh =

fE R REBR AR MK & & AWS CLI

£/ associate-transit-gateway-route-table &4

{5 Amazon VPC Transit Gateways il Bk 7 %% R < B& H &R B9 < Bk

18 T] LARWH h # P 5K 3] R = 5 R BRI SR I 12 Y SR Bk
58 A 422 %1 & EUH AP 4 P 5% B El R SR Bk

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

RERAPEMRERH R
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2. HESMBEKD | % Transit Gateway Route Tables ( FEMKEHEK ) -
EREAR,

EREMNTESD , % Associations ( KBk ) &I+,

R EMERREBAERE | RFIEE Delete association ( MilBR<EX ) -
YRSIRRIBHIAR | i£$F Delete association ( MilER<EX ) o

2

ERBUE S 3 MK B B R AV < Bk AWS CLI

£ disassociate-transit-gateway-route-table &

£/ Amazon VPC F¥ M5 /5 A% B 15 B 2] P ER X BE B
3 0 45 S B PR B B ER I BU B E R

TG A BB R MR ER R &

ITF L TF https://console.aws.amazon.com/vpc/ B Amazon VPC #41&
ESMBE®K T | %$F Transit Gateway Route Tables ( FEMKEHRK ) .
ERENHOBREENRA R,

fI R %E$R Actions ( #4E ) H Create propagation ( B2 ) -

£ Create propagation ( €lZ242#% ) WHE L , EHFEE,

%% Create propagation ( SI2%#E ) .

2 R

EFRAEBERE , HEM AWS CLI

{# H enable-transit-gateway-route-table-propagation %o

£ H Amazon VPC it M x 2 IR & 1%
MEE B FROE M BRAZ 1R AV B o

EREH & LR BEE

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &,
2. HESMBEKS , % Transit Gateway Route Tables ( FEMKEHEK ) -
3. BEBREMNPMREAENERR,

4, HEREM THEEED , %2 Propagations ( £1& ) &I,

BRREEE 86


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/disassociate-transit-gateway-route-table.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/enable-transit-gateway-route-table-propagation.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS Transit Gate
5. EBIERE | RF%#ER Delete propagation ( Ml BR1EIE ) -
6. HRZREREWIAR | E$E Delete propagation ( HIEREE ) .

BEXREHERE , §EH AWS CLI

{#H disable-transit-gateway-route-table-propagation &%

A Amazon VPC iR x BB SKH

7 VPC, VPN SN FEZERCEBSKA , A el2 - MIREZRACENREN R
iz g=E

VPN Téﬁ}ﬁ%?ﬂ?&ﬂ%mﬁﬂpl«i VPN %35 B #R8Y Site-to-SiteB# S H, HFEHAET BGP B
VPN B | BERATENNHILRE,

EREEH 5 IR A5 E

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. HESMBEHKS , % Transit Gateway Route Tables ( FEMKXEEHEK ) -
3. EBRENHUEKHMNBEAR.

4. 1%$ZF Actions (#21E ) . Create static route ( BIZEESHEH ) -

5

£ Create static route ( BERBRAKH ) REL , WMANESERHAY CIDR R , REIEEF
Active ( BUE )

N HIEFREE,
7. i%3% Create static route ( BIZEESKAH ) -

o

£ R 2 & 2 R 6 3% i

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #1154,
ESHMBEES |, %$F Transit Gateway Route Tables ( F#MKXEHE ) -
ERENHUBREHANEHEK,

1%£$F Actions ( #4E ) . Create static route ( BIEZE#SEH )

£ Create static route ( BIZERSIKH ) NHL , AANHLERBEMN CIDR R , ARFIEE
Blackhole ( 7@ ) o

6. %% Create static route ( BIEEESKH ) -

o M @D
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EFEACEBSEARNBREA AWS CLI

£/ create-transit-gateway-route 5%

£ Amazon VPC Transit Gateways Ml Br &8 2588 i
I BR P P e B R SR PV BB S B o

158 P 422 151 & 1) BR 3% 25 B ER

2 R

ITF L TF https://console.aws.amazon.com/vpc/ B Amazon VPC #41&
ESMBE®K T | %$F Transit Gateway Route Tables ( FEMKEHRK ) .
ERERBRERBNEERK , AFIERE Routes ( BH ) -
EREMBRAYER .

%% Delete static route ( MIBREESERA ) -

EWINES | i8R Delete static route ( HHIBREEASEEH ) -

EE AW EREASEE AWS CLI

{# A delete-transit-gateway-route 5%

£ Amazon VPC FH# MK BiREEAEH
FhEMXEARPNESEASR N EMBRSEKRH,

e 2H & B E SR H

© N o o bk~ w0 D=

TFF L F https://console.aws.amazon.com/vpc/ B9 Amazon VPC 41 &
ESMBE®KT | %R Transit Gateway Route Tables ( HEMKEHK ) -
ERARFEREBRNERE,

EHABEEHMo P , ERBFBETF,

ERRE, BRBSEKH,

MNFRE | EFEHSEBM,

MERMH TSRS , ERFERABHRRP HIEENPEMNX,

R ERBARKA,

EFERABHRESER AWS CL

MIBR S VPN &2

88


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-route.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway-route.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS Transit Gate

{# A replace-transit-gateway-route 3%

£ Amazon VPC Transit Gateways i H*x 5 4 Amazon S3

Ba LR EMXERBARTHERBES HE Amazon S3 Fi##@E. BEHFL JSON XHEBRAREFEIIEEN
Amazon S3 1Zi& &,

EREH A S HPRRKIEEHEK

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. HESMBEKD | % Transit Gateway Route Tables ( FEMKEHREK ) -
3. ERESESHNRANERAR.

4, fRORESE Actions ((324E ) F Export routes ( S HEEH ) o

5

£ Export routes ( SH#H ) WLE , XF S3 bucket name ( S3 FEREEH ) , B A S3 548
& o

EiFkS HNKE  BEREN Filters ( FFiERMG ) BIEERFIESH,
7. i&# Exportroutes ( S HEH ) -

o

EiHRSHEEE |, BELITH Amazon S3 #2#| & https://console.aws.amazon.com/s3/ , RES
FEIEENFEME, R EE AWS K/ ID. AWS X, BEX ID MetE®, E2 4 HikE
Download ( T# ) . AT JSON XH#WH Al , HPEE VPC MHEN R MBI BHBMERER.

{
"filter": [
{
"name": "route-search.subnet-of-match",
"values": [
"9.0.0.0/0",
"/
]
}
1,
"routes": [
{
"destinationCidrBlock": "10.0.0.0/16",
"transitGatewayAttachments": [
{
"resourceld": "vpc-0123456abcd123456",
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"transitGatewayAttachmentId": "tgw-attach-1122334455aabbccl”,

"resourceType": "vpc"
}
1,
"type": "propagated",
"state": "active"
},
{
"destinationCidrBlock": "10.2.0.0/16",
"transitGatewayAttachments": [
{

"resourceId": "vpc-abcabcl23123abca",

"transitGatewayAttachmentId": "tgw-attach-6677889900aabbcc7",

"resourceType": "vpc"
}

1,

"type": "propagated",
"state": "active"

}
]
}

£/ Amazon VPC A %% R 5l BR A 3% P o< B% B &
FE R ) A P R S RS B

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
ESHMBEES |, %$F Transit Gateway Route Tables ( FH#MXEHE ) -
IR ERREEHR,

o > oD~

A delete R/SiEE Delete ( MIBR ) LABEIAMIBR

152 P A BR 43 32 P 5% B B 2% AWS CLI

{EH delete-transit-gateway-route-table 3%

£ Amazon VPC Transit Gateways 2|2 B R B 5K 5| A

1%$#% Actions ( #4E ) . Delete F 3 Mk route table ( MIBRPFHMXIEHE ) -

B LEREMXEHRT S ARRIIR. AIRIREEELELMEREN —IHZ/ CIDR REBH
o BULERBASIRKECTZRPSI AN IP it WEE | DEANKSRE, fli, MREZ

T Bk v 2 P K B Bl %
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F1E CIDRs ZNLXMKREHRPEEHRNE M , WA LERNFIZRSIK CIDRs A EEXLRH
#, MAMKESNEEHEK CIDRs FESS|AHEEMN BN, MRFZMERE SR CIDR 3R , AT LA
RIIRPMEBRERE , MARNEANZ WA AR P HRIEREEH

EREMXBEBERPLIRNRIKSIAN , IRIRFHENREHBHEFEMRBEARFRI N
B&H

BXARIIRNEZFEER , HZH Amazon VPC AFEEH B RS R,

EREH a2 R5IR5| A

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

ESMBE®KT | %R Transit Gateway Route Tables ( HEMKEHK ) -

TR HEM KB R,

TORERRE, QIBAIRSIREIA,

NFE&FIEK D, EFARKIIRH 1D,

FF Type (KRB ) , EBRERAYF (Active ( BJE ) ) EFH ( Blackhole ( B ) ) LFIZR%!

KRR E,

7. ¥F Transit Gateway attachment ID ( Transit Gateway #E#2 ID ) , AR BN RER AN IERE
# ID,

8. EEBIEARIIREIA,

2 T

EFEMAIZRIIKREIA AWS CLI

£/ create-transit-gateway-prefix-list-referenc e 9

£/ Amazon VPC FRE M R{E a2k %I&k 5| A

BALES A TR ERERSIRSIA  EdCHRERBAIINERE , IR REEEFSRATERN
ME.

T EERAEMFHEHRTBRIRPHENEH, EERFIRIRFHRXE , EEARETRIIERRT
. BXEZEER , 55 Amazon VPC AFIEEHRNEXEIBSIER,

152 A2 % & & W R 51K 5| A

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
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2. HESMBEKD | %8 Transit Gateway Route Tables ( FEMKEHEK ) -

EFPEM B R,

ETHE®RP , EEARIIREIA.

EBRHBIIREIA |, ARBEIEE Modify references (K5I ) o

NF Type (KE ) , EEREBENAYT (Active (BUE ) ) EZF ( Blackhole ( 2@ ) ) LbaTZR S

KRR E,

7. ¥TF Transit Gateway attachment ID ( Transit Gateway #E#2 ID ) , AR ENRERHATINIEE
# ID,

8. EEREWEIRIIKRSIA,

o g &~ w

EEUmRFIREIA , BEM AWS CLI

£ F modify-transit-gateway-prefix-list-referenc e %

{f#F Amazon VPC Transit Gateways HilExBiZ&5I &K 5| A

MREFBFENRFIKREIA , TUREMFRMKEEBERFMBR. BER5|IAT M ERITRIR.
152 F 22 %1 & U BR B 4R 51 2R 51 A

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. HESMBEHKT , % Transit Gateway Route Tables ( FEMKEHARK ) .
3. EERPHEMXEEAR.

4. EBRBRIIERSIH , ARFIERE Delete references ( MIBREI A ) -

5. &% Delete references ( MIBR3IA ) -

EERmRFIREIA , BEM AWS CLI

PN
TIo

R delete-transit-gateway-prefix-list-referenc e

Amazon VPC Transit Gateways F i Fr 8 R < SR BE &

RER KX SKEEAEBERRN AWS T/ HMERAMERE, ZRETE A TRFBEMHITE MWL
RERREEAN , RSN TE 7R ERS 2 B AR H R,
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B AERPEMRNIISHE , B ENEPEMIRETIRBEANTEEER . SHSBETE ,
MEBULUREMERMN (MBEERERAE ) o FTEANRERE, ISHHEEMNTHFNANEZLE  #
HIMERARAEN , JUEBRMIERNEHRE.

(® Note

HURPERANSEEN | BRES BNE TSR E R ERE, SN SEE
MG R SEEEAE, RE , XA B ERERANEL R,
BXEBRETNSEENESEL , H5H (AWS = SNE A 5E) FHSE
.

)
« ffH Amazon VPC Transit Gateways |2 F1 3 F % 5K B &
« {5 Amazon VPC Transit Gateways il Bx & #% % o< 5% B

£ Amazon VPC Transit Gateways t|ZF#M KRR
FREHAEPEMIEIER

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. HESMBEHKT , % Transit Gateway policy table ( FEMKXFHKEK ) .

3. i&#% Create Transit Gateway policy table ( BIEZHPHEMKX KK ) o
4

( A& ) T Name tag ( BFMFE ) , WAREZMRRERIEN. XNHE—MrE , FEW
EREIEEN B,

FNFHEMKID, ARBERIEFPEMR,
6. %% Create Transit Gateway policy table ( BIEZH MK KK ) o

o

R BIE L m M<K rER AWS CLI

/A create-transit-gateway-policy-table i

£ Amazon VPC Transit Gateways il B 7 %% o< 5K B

MIER PR MR R IR, MIERKRIG | XK T HVFATA KBS ERF M BRo
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15 AR 42 15 & MR BR h % P OQ SR 3

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMBE®KT | % Transit Gateway policy tables ( FEMXKIER ) o
R EMIBREY P M X R B R,

% Actions (B1E ) , AA/F %R Delete policy table ( HIBRKEEXR ) o
BN EM RE MR,

2
3.
4.
5
15 P I B 4% S P < SR B R AWS CL

{# A delete-transit-gateway-policy-table &%

Amazon VPC H# R x A 1%

PARR—MEEDIN , ATRNEZ &EBTENEARMENRIER, Transit Gateway X EFEPTEREHN
FRZEBHZSERE VPCs , B A SLAERIEEIZMEW AR REN SZBIH Z1%E B8,
£

- HEHE

- AEEmM

- HERH

« Amazon VPC Transit Gateways F i 4H 115

+ Amazon VPC Transit Gateways 1 #) H Z4H &

+ {#H Amazon VPC Transit Gateways R it B Z1&4A

+ {8 Amazon VPC Transit Gateways BUH I AHHIBH PRI K R

« {#H Amazon VPC Transit Gateways BUH M4 &4 RV R

+ {8 Amazon VPC Transit Gateways BUH I AHHIBH PRI K R

« {#H Amazon VPC Transit Gateways & & 4 &4H

+ £ Amazon VPC Transit Gateways F 3 Windows Server & & 1%

« =¥l : A Amazon VPC Transit Gateways B2 IGMP f &

« il . 5EF Amazon VPC i X EERSRE S

« =¥l : £ Amazon VPC Transit Gateways P EEHSEAR AR E
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AEBE

UTRABNEERS

- AEE — AP NEABNZ D REATRNE , FRFPEMXAFEAERBARR. BTUEFRES
ENXARBEKR T

« ARE — R -HFREMBRERAREREN TN, ABARA P ihuiciil. SBAEARAERK
HEEE EC2 KM BB EEOE Lo

* Internet AE BN (IGMP) — AT EN B HB[HSERABHN A REHEBRMNBDIL, IGMP %
BEaEEA IGMP IMUIIA, BFMAXEENEN. AWS XiF IGMPV2 MUK IGMP FE
A (ETF APl ) AR BREAET,

- ZBR — EBRSEBNEEZERENZ XIF EC2 £4IxEXH elastic network # 0, ABRSGE
ATHSERE.

BASRABSESTER IGMP BIIA, BFMAEELNEN. BATUEER AWS CLI SRR
RAMEARR. BSMKRAEZEERE , RABRAERE.

- ZIBERR — 5ERZEREN I XIF EC2 LHI<BXH elastic network #0, ABHEEZANA
RA. EBRARARAGKEES , ABARA REREVHTE, £ IGMP ABEYF , KA AL
BEHRE  aLUBERGRE.

=3

« Transit Gateway ZETRETEESSMR I I HEBBHNAREF. RINENBNEETEZSER
AT ERE . BRARENEFHBRS RELIMEARA , F4H0 T HRENMRER,

- BRAZENXEMNELR , S0 T AWS ransit Gateway FAQs,

o BATMOIE— MR PR X T RE AR,

o YHIBA R R EEER Amazon Virtual Private Cloud Console 5% IGMP AWS CLIG {TEE,

o —NFRREENT—NEEEF,

- WMREMEFIE Nitro 54 , M AMEEFA Source/Dest (R/B#F) RE, BXRXEZEARENER , TSR
{Amazon EC2 AiF#EM) FMEIRKRES BIrKE,

* 3F Nitro SKBITRERAREKRIET

o AX3FET Site-to-Site VPN AWS Direct Connect, X EEES/EH M X< Connect M43 1T 2B
Ho
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- FEMXTIFABRES TR, 7BREBBEILEER. BXEZER , B ERERET
(MTU),

- Bt , —& IGMP EH&XIEZ IGMP JOIN IIAZIBAKERE (BEER2ZI3X ). EFK
AEEMNERT , FTE IGMP JOIN SEEE X , EMFF RN ERAMNREBAN —H2, EXTER
T, REZEHAMAK IGMP JOIN FABETNABEFNAENENRENEE,

o BHARRAEKBTWE IGMPV2 JOIN HRHM X ZIEMES , HUKEE R4 R IGMPv2 LEAVE
HE. PHEMAMBERRINMALABAENEN., ENTHBEHE , fANX2KEH IGMPv2
QUERY B8R #EIMAEKRARE—XHEE, BMRRAKRIE—N IGMPV2 JOIN BEHE , XK A
SITSRBRENER. WRRARERSEL=XENR , NFPEMFMNEMA K FTE S 1 BRI R
RABEK, BER , TREMZKAREER 12 NMhEt , REFEM to-be-queried ¥ 3= 1 7K Xl BR o
—/NAHEE IGMPv2 LEAVE message £ 3 Bk A 13 =N MM — F M SHBLEBHBRR,

o PEMXSERERBEIIMALABHNEN, MRPEMCEHIAHE | /%25 MNOFELXEIIINIT IGMP
EHED% (420 B ) ASEEmENLIXABHIE JOIN HE, FHRMXSMRERENKERR BHK
BKE 12 PR HERECUE IGMP LEAVE kB EFANHEE.

« FENIXHRABEREABIESREAMAE IGMP KR , WETC AR RABER A RIK, XL
IGMP Z=WHIE SR IP 59 0.0.0.0/32 , B4% IP 7 224.0.0.1/32 , HilH 2, 1B7E IGMP E#l ( 5%
Bl L E AR EARENFM LEER ACLs B E&H XM A FIX L IGMP HUEE,

- HABREMBRMNTE— VPC et , BFEFAZLASIANERRLHRENEZSRBRZEA
HRE.,

« WFEHEAABAMNIR , Amazon VPC Transit Gateways & BB E T ENIs FHEMNBRSANR,

X 2B EHEME Tr ansit Gateway fRFHERX A EEIKS ENIs FH#EREKHITH

o NRHF IPVEESZiE. ITABTIIH.

A &R

EHREMX EERAEREN SRS ABXAR. LG FRRNBEMEEGR , RISFAEHEE
MEBRIEE S ZA B XK PERMXK,

M4 ACLs

P& ACL HLIEFREHIZTT. EIMENATAEBRE , BEADPERXINUTFRN. BXEZER,
2% Amazon VPC A #E™ ACLsH IR 4%,

NTEBRMNAEZNY (IGMP ) ARBFRE , ELAELEAUTAWAN, ZRENRRZEERE
B EH.
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FH 714 i iR
B MY IGMP(2) 0.0.0.0/32 IGMP &g
B Y UDP thil UDP EREEH IP it ASLAERE

XTF IGMP , BH4AEDL BB T HIEAN,

¥l M H#ith i

B E XY IGMP(2) 224.0.0.2/32 IGMP B
B E MY IGMP(2) HIBA P ik IGMP fnA
B E X UDP MY UDP AIEAE 1P ot HibABRE
E-qe 4 |

THERBREME. XTHAA

ﬁéﬁﬂﬂmﬂﬁiﬁﬂé&ﬂﬁ?ﬁo AT AN A F AL H G AERE,
#H2Z /W Amazon VPC AAFEEHHNZ S

BREARF , BATARGFRBABRNAMARE, BXEZELR
4@,

NF IGMP HERE , BANELEFUTAUAN, ZERFNRLAEABRENEN. BFREFZT
2AIEN UDP AMEH AR,

il I3 R HHR
B E XY 2 0.0.0.0/32 IGMP Zif]
BHENX UDP i UDP EREEWN IP bt AABHRE

NTF IGMP AFRE , BHAEDLEFL T HUEMAN,

cadic] I B Ayt DU

B E LM 2 224.0.0.2/32 IGMP &7t
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Amazon VPC AWS Transit Gate

il I B /Y3 iR
B E XY 2 (AR IP Hhk IGMP h0A
HE X UDP MY UDP (AR IP ik HubEERE

Amazon VPC Transit Gateways H#Y4H #&13

ARBATFH—NMEABMNETRDRTEE. EFERSEBESTEMXEEEA  Fol2SEE , RS
& F W 5= KB,

ZRBEE M

TREFANET ZHREEME. ETEFNEAXANEML,

&t iR
Igmpv2Support (AWSCLI) WEMREHK R WMAIMAIEE ZEA,
IGMPv2 X ( 2% ) LB TZERARSH |, BATUFAR R FAMEIEH,

EELE-NHAER IGMP BT EALEMS. HABIUT
FRZ—IMAZEA :

« X IGMP WX AfE JOIN F LEAVE JHE,

« ZAER Amazon VPC 2 &3 AWS CLIFEA A=kl Bx
T FF IGMP BYER 5 o

MREGEMZIBAR G |, MDA EECHEM . PRS2
FHRINBVAR R KZER IGMP LEAVE SEE,

StaticSourcesSupport HEMHHBEZAREERDZER,
(AWS CLI)

BRAKLKEM®E , X9 EMA register-transit-gateway-multicast-g
Static sources support ( A roup- sources N ZEFR MR, RAEZBRTEREZERE,
BRXE) (BHE)

ZRLLEMER  WREEENZBR. N TE5ZBEXBKN T
RREAKGIERMALRIAZSERE , ERAFERSERE
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5/ Amazon VPC {Z 5P |2 IGMP 3%

MREHARNITIIRE , BEBTHNAEREEN. BXEZER , 55 M the section called "4A
B,

EEAEH 02 IGMP AfEE

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMERT , EFhEMXHRE,

1%£$% Create transit gateway multicast domain ( IR XHESE ) .
XF Name tag ( BFHIEE ) |, AN BER

¥} F Transit Gateway ID ( FEMX ID ) , EBRLHBAHBRENPEMX,
EIRBIGMPV2 X8 |, BEFZEIRE.

NFBRSRXE , BERZEILE,

ERNEZHEABFENBEIK, FMXE , 1§ Auto accept shared associations ( BahiEZHE
KEK) o

9. %R Create transit gateway multicast domain ( S22 AR M <A ET ) .

® N o 0o bk~ Wb

FRABIE IGMP Z#&ig AWS CLI

5/ create-transit-gateway-multicast-domain &5

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0Oxexampleidl12345 --options StaticSourcesSupport=disable, Igmpv2Support=enable

5/ Amazon VPC &5 W< 6| 2 5S4 1T

MREEARPATIHIRE , BEETHANEABEEYL, BXEZEER , 5 H the section called “4H#%
5

EfAEH SRS EE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#14,
2. ESMERF | ERPEMKAE,

3. i%#% Create transit gateway multicast domain ( BIEFEM KX ZHE ) .
4. XF Nametag (WEHRE ) , #WARTHRIRFHE .
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5. XTF Transit Gateway ID ( R Mx ID ) |, EFNEZSEREN PHEM X,
EIREBIGMPV2 X |, HERZEEE.
¥} F Static sources support ( BSRXE ) |, BEBFEZEEE,

EQNEZHABEHNBEIK, FMXE , iH%# Auto accept shared associations ( BahiEZ HE
KEK) o

9. %4® Create transit gateway multicast domain ( 8122 M <A ET ) .

© N o

EFEAA B EBEASZEE AWS CLI

£/ create-transit-gateway-multicast-domain @55

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0xexampleidl12345 --options StaticSourcesSupport=enable,Igmpv2Support=disable

£ Amazon VPC H# WX VPC EIZEM F W 548 #%ig < Bk
FEANTIRE VPC EEEA B XE, IRXEN  BUUREEREQEEAEEPHFN.

Friaz el , BRRMEEREMK LOIE VPC &R, BXEZER , 55 Amazon VPC Transit
Gateways F#Y Amazon VPC £,

EERAEEAN VPC EESABIE X

ITFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &

ESMBERSD , EEPHEMIAE,

R ZEE , REARIERFE Actions ( #1E ) . Create association ( BZEXE ) .

¥tF Choose attachment to associate ( EFEXIRAIERE ) |, EEPHEMKELE,

X¥F Choose subnets to associate ( EFEXBKNFH ) , EFECEEAHAEIPHFM,
%% Create association ( #]2ZX<Ek ) .

o a0k~ wbh =

£ VPC Mit 52 #B1E <k AWS CLI

£ associate-transit-gateway-multicast-domain a5 %

A Amazon VPC Transit Gateways EUH < Bx 48 #% 13 19 7 ™
FERAUTHERERUE M5 SR Bk,
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Amazon VPC AWS Transit Gate

{5 F 2 & BUH 7 PRy < Bk

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERF  ERPEMKAE,

3. EEZESE.

4. % Associations (KBk) T,

5. EFEFW , RF%EER Actions ( #1E ) . Delete association ( il BR><EX ) o

15 FA 2 BR 7 A9 < B AWS CLI

£/ disassociate-transit-gateway-multicast-domain a5

o

£/ Amazon VPC H# M x & & A 1&g < Bk
EEABEURINXEEAE | HEEE 7T HMN FRAERE,
EFEAEHASEFAREE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. ESMERF | ERPEMXAE,

3. ERZEH.

4. %$E Associations (<Ex) T+,

EEAEEZHEE AWS CLI

£ H describe-transit-gateway-multicast-domains &%

£ Amazon VPC Transit Gateways [6] 41 #1378 AR &

O R RERNIPR S LA BB IBANA B ER |, i | A&, HEEIHE, B e 2BER»NE
BE, SN SBENRSRAIE—, MREFNNFZETHNRELEZBEXE  ©NEHRIZITEN
B, BXEZEEL , BSEMRICEN Amazon EC2 #iR,

EE RS A0S B INRE

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERT , BEPENIAE.
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3. EERZEH,

4. {KIX%EFE Actions ( #4E ) . Manage tags ( EEHX ) .

5 WFH/AMRZ , &#F Add new tag ( AINFIRE ) , REHRAREHN Key (8 ) M Value (1H) -
6. EERTF.

EoZEERNRE | EEH AWS CLI
£ f create-tags 8o

R B& {5 Amazon VPC Hh#E W < i 48 #8155
55 A AR S FE M BR A AR 351
EF R A M BRA B 15

1. 3TFFZTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMERP , EFRHEMKRARE,

3. EEZEE  ARBAKIERE Actions ( #21E ) . Delete multicast domain ( HiIBREIEE ) -
4. ERFTHEINE , A delete , REIEER Delete ( MR ) -

EMERZEE , w6ER AWS CLI

{5/ delete-transit-gateway-multicast-domain &

Amazon VPC Transit Gateways A #J £ Z 4 113

BOEABEAE  AEEMEEITUSEREALAR AWS OrganizationsF B A L8 Y EH M AWS Ik 7 3
Bz, ENZHBEREE  BUUEFRENEESEE, £ZF5 , FAETUAERENZHEE LIV
TUTRE -

« EZBEPIEMMBUHEMAK R AR
- FFMESBEXREK , FABUEFRNEZEEAREK
SBPREETUEUTACHZZES !

- AWS AL NZPRALPRIEBHLAMK T AWS Organizations
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Amazon VPC AWS Transit Gate
- HALNIPAYHE LA E L AWS Organizations

. THEANHLETE AWS Organizations

- AWS Z/A\BIK = AWS Organizations.

EEAMLOHNI AWS Tk P HEZ 2K | S0 AWS Resource Access ManagerBl 28 FRHE |
?*FTEJEFFEEZ IS ZBPENERANER ‘REFSEMARE, EXEUBARRENESZEE
2[R AWS RAM AFEREAHE AWS RAMHFRIERRHEEZ,

\
/)

AES
- HESEENEREZH

xRS

HEH SEENR

T HRMITE

PRER

1£ Amazon VPC Transit Gateways F & 0] i X L Z &R
Amazon VPC Transit Gateways 3 Z 4 %13

f#F Amazon VPC Transit Gateways BUH £ Z H Z KA 1%
£ Amazon VPC Transit Gateways 125l H Z 8940 1§15

HEZRBENEREH

- EHESEES , B4 EBCH AWS IKFHAZER. ST ERAEZCEERAENZEE.

- EEEMNALNHPRALR RN HEEZIEE AWS Organizations , %473 iS5 AWS Organizationst
2, BXEZEER , 528 (AWS RAM AF1ERE) R A1F5 AWS Organizations £%,

MRS

LRI HZ 5 AWS Resource Access Manager (AWS RAM) £, AWS RAM 2 —IfRSS , Alik&

S{F{a AWS Ik P s B3 K F 2= AWS &R AWS Organizations. Ff AWS RAM , &A1& ¢

E RRAZERAZLHENRR, BRAZEEERENRREUREZHRERRNAF . HEETU
NAAWS kK, AP BN REANAL AWS Organizations.

BEXRNEZELE AWS RAM |, 555 (AWS RAM AFERE) .
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Amazon VPC AWS Transit Gate
HENSEENR
REENNR

HEENREESBEUARMIDEM S S ZEXKORANER ., HEEATUERNERXRBE LR
R, ffT1AISAEA AWS Organizations X&EE. ERFBIREAEERZZEE L AIENEIR,

152 1 & AR

HEAREWAS TUBEIEAMNIZNZ B ERANRELSN , FAENSBEMITUTERE
« EZBEHFEMMBUEEME X R HATR

« FFREZBEXREK , FEOHFRNEZBE E

EREARERMINERAZESBE LB,
ERTEERRBAEMEAENSBAREGERANRR , T REXEMNAZNZEE,

AR
NTHEERNEAENHAES R, T2WEHSNTEA.
R4

HENZEBITARZAFNAEEN SBEHE .
£ Amazon VPC Transit Gateways B T X HZ &R

NARBRPEIXFHE AKX , Amazon VPC Transit Gateways ¥ 7] F [X 3d 37 BR &3 B =N 7 B9
B XURELSBKF2EANTRAXTRER, Hl , & AWS IKFW B Xus-east-1affEEH
b AWS IKF B AT XFE, us-east-1a

EHELNSBEEN TRFANME , B4 ERTARK ID (AZ ID), ATARX ID 28 AWS K F
AAXHME—H —BMFRREF. Bl |, usel-azlRiZus-east-1XEWATAKX ID , BE&E/ AWS
K R EEAEE.

EEFLIKF IDs FAT X ATAX

1. TERHF Frhttps://console.aws.amazon.com/ram/E AWS RAM#L,
2. HEIXE IDs WAAXERERFEENHN “EHAAKX ID” EiRF.
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Amazon VPC Transit Gateways 3 =40 &5

LB ESEAZTHBEN , BAUBRITUTRE

o SEMAECHEMA KL A RAR
« KRERMEUHREK T

(® Note

E,E%%ﬁﬁ% HARERMBBRRAZD, RFRHAZR—M AWS RAM R FEE AWS IKF
HERRENRE, AREEZEEEERENRARURECEERRNFERE, HEFARLESE
At Amazon Virtual Private Cloud Console , JAUFEFMBIMBERRELEZD, EFZBER
MEFHRFERZD , LETER AWS RAM 25 5 0B R FRHE,
MRERBELHI—F , AWS Organizations FEFRATAHLRATHE | NLEHIRFALR
WEREBRRRAZSEINNR, 5N, FAFEFWEMATRRZNRE , A EEIBE
BREBXNHEZEEH HRINFR,.

& A LA Amazon Virtual Private Cloud #2&l&. AWS RAM 4| A RREZ LM ENZEE . AWS
CLI

E{# A *Amazon Virtual Private Cloud Consoleit Z &6 1 % #&19

1. FTFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. HESMBEHF |, % Multicast Domains ( & ) -

3. EEEMNZIEE , AFEFE Actions ( ##4E ) . Share multicast domain ( £ E L ) .
4., ERENRFRHLE , AFIEEFE Share multicast domain ( £EZ#EHE ) .

FREHARZRIBENZHIE AWS RAM
28 (AWS RAM AAF{Em) FMEIEZRREE,
EHSEIAENZEE |, B H AWS CLI

£ A create-resource-share a8 %o

£ Amazon VPC Transit Gateways BUE £ ZEHE KA E1T
HENZEBRECELZER , FAEZBERRSRKEUTER
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Amazon VPC AWS Transit Gate
- EAETFNEZBEMNXBREER. FRNORBEEAEKS P,
- FAFEHARNARAFSSHBEBUEXE , REMNEREKS F MR,

EEUEHRZ 2B | ATEENRRERRXZHMIER, EaLUEN AWS RAM 24| A5 AWS CLL.

EFCEHESHEAEN S HEZEE  SANEREREZFHEM K, EaLLER Amazon Virtual Private
Cloud. AWS RAM ##l& 5, AWS CLl,

EH *Amazon Virtual Private Cloud ConsoleBUE £ ZSR AN L EZ ZEiE

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMBHKF , % Multicast Domains ( &1 ) -
3. RBEHNZESE , REMRERR Actions (384 ) . Stop sharing (BLEHE ),

FRZEFHASECERAZRHEEN R Z 2 AWS RAM
ESH (AWS RAM AAF{Em) AN EHMEREZ,
ERVEREZHEAENRESEE |, BFEH AWS CLI

£ A disassociate-resource-share &85

o

£ Amazon VPC Transit Gateways iR 3l 3 = #9 40 #& 15

A & F4EF & vl LAE A FMKIRBI X Z/H Amazon Virtual Private Cloud Z#&35 AWS CLI
E#FH *Amazon Virtual Private Cloud ConsoleiR 5l it = /Y 2 1515

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 414,

2. TESMBEKD , EF Multicast Domains ( Z#&H )

3. EBRENZIEE,

4. ERBWABFSFEAEEREL , EFRAEE ID URBIAEHH AWS K/ ID,

EFEA R EZNZEE AWS CLI

/A describe-transit-gateway-multicast-domains . ZHTREZHENZSBENEEXLENZE
H, OwnerIdE RZBIEEFTEEH AWS tkF ID,
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Amazon VPC

AWS Transit Gate

& Amazon VPC Transit Gateways FREM 21 Z &4

® Note
RHENBSRXFRERENE AN , FRERITHERE,

FEAUTEESFREMBZBA, RRXEZBEBRENMELEQD,
BEELTEEFERNNR

- ZIEEM ID
« kR IDs KM EED
o ZIRAE IP Mk

A A EMR

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMERF | ERPEMXAE,

3. EFEZESE  ABMIRERE Actions ( #4E ) . Add group sources ( RINAR ) -
4. FEA P R, MAESELZEEE IPv6 CID IPv4 R 3R 5 CIDR R,

5. £ Choose network interfaces ((EFEMZEO) T , B ZSBERIEFHWMEEO,
6. 1%&$® Add sources (RIIE).

EFMKRIR , i\ fER AWS CLI

8 A register-transit-gateway-multicast-group-sources &5

£ Amazon VPC Transit Gateways BUE EMABA R KR
FRAUTIEGHER A ETMEZES,
BEBLTEETERNIKA

. ZIBEHWP ID
« /NA IDs LA KIMEREDO
o ZIE4A IP Mtk

RREMEZ BA
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Amazon VPC AWS Transit Gate

£ A 42 3l & E A A R

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERF  ERPEMKAE,

3. ERZEE , RFMKIXIERE Actions ( #4E ) . Add group members ( ARINARKA ) -
4. FEHIP i B WMAESELLSEER IPv6 CID IPv4 R 3R CIDR R,

5. 1£ Choose network interfaces (EEMEZEO) T , R ZBFWH M LZEO,

6. i%#¥ Add members (R K)o

EFEMAEMERA AWS CLI

& A register-transit-gateway-multicast-group-members %o

£ Amazon VPC Transit Gateways BUE T fft 48 154 & 89 R

BRIFGCFIFFAMBSEA  ENTEERBLIRE
152 F 22 11 &5 T BRI

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERP , ERHEMKARE,

3. ERZREE.

4, HERABEDTF,

5. %FIR , REIEE Remove source (HIBRIR).

EBBRXIR , HEA AWS CLI

R deregister-transit-gateway-multicast-group-sources #%

[¢]

£ Amazon VPC Transit Gateways BUBE EAHH B A A K R
MRIFCFNFEARMEZHEE  SVNEEEBLIRE,
£ 126 A BUEEM A A

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,
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Amazon VPC AWS Transit Gate
2. ESMERP , EEPEFMIAE,

3. EERZEH.

4, HERAETF,

5. EERA , AFEiEE Remove member (HIBRK 7)o

EBUEEMES A , BEM AWS CLI

5 deregister-transit-gateway-multicast-group-members %o

£ Amazon VPC Transit Gateways &E& A %A

BRLUEREAXRENARBANGEE  UARIEREBEMZ IGMPV2 PRI T KA. = AWS RIEMZ
MUNQ@@ KER , KR XEMemberType ( EZHIAEH AWSCLI) & ( F ) 2E7R IGMP,

EREFEEEZRE

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
2. ESMERP , EEPEFMIAE,

3. EERZEH.

4, FEBRAEDTF,

EEFARBA , FERA AWS CLI

{# /A search-transit-gateway-multicast-groups &5

o

BT REIER IGMP iR T ZEAK R o

aws ec2 search-transit-gateway-multicast-groups --transit-gateway-multicast-domain tgw-
mcast-domain-000fb24d04EXAMPLE
{
"MulticastGroups": [
{
"GroupIpAddress": "224.0.1.0",
"TransitGatewayAttachmentId": "tgw-attach-0372e72386EXAMPLE",
"SubnetId": "subnet-0187aff814EXAMPLE",
"Resourceld": "vpc-0065acced4EXAMPLE",
"ResourceType": "vpc",
"NetworkInterfaceId": "eni-03847706f6EXAMPLE",
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"MemberType": "igmp"

£ Amazon VPC Transit Gateways #8 Windows Server 1% &4 #%

1£ Windows Server 2019 % 2022 FiREZELUEHPERKR |, BEBRTHMI R, EEHITEIR
B PowerShell , iIREEFEAHEZITUTHS :

N Windows fRE IR E 2% , I H PowerShell

1. Ek Windows BRS 28 IGMPv2 & TCP/IP 3tk : IGMPv3

PS C:\> New-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Services
\Tcpip\Parameters -Name IGMPVersion -PropertyType DWord -Value 3

(® Note

New-ItemProperty R¥EE IGMP iRAEWEMERSl. HT IGMP v2 BAEZIHFAIMR
A, HbZE M Value BAH 3, BANETUT @SR IGMP RERERN 2, MERRE
Windows ¥t &,

Set-NetIPv4Protocol -IGMPVersion Version2

2. BIMBERT , Windows A NIEAERZEARZH UDP RE, LEEATEREMMEERBEHATZ
%

PS C:\> Get-NetConnectionProfile | Select-Object NetworkCategory

NetworkCategory

Public
3. EML—ISHMEEREXHUAATIERAEN UDP wmA :

PS C:\> Set-NetFirewallProfile -Profile Public -Enabled False
4. EF3K EC2 Hil,
5. NHELNZENARER , BRARBEMB R,

A Windows RS E51% B A% 110
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4 : 6 Amazon VPC Transit Gateways B IGMP B &

AKRGIERELE—BEIE IGMP A TF 2B HRER , AWS 2 WFIKEBZHIH IGMP JOIN H
B ECIEZEE  REFZEGRMANZARHKR. BB LAERRIE IGMP EH/ER K A &
AAMEBHEHA, AWS CLIUTE5ZBE RN FR A WEARFIEH A RIERE , AKX A FEKRZE

ﬁ%o
ERUTSREREE

8l VPC, BEXEZEL , 551 Amazon VPC AFEEHIEIE VPC,

£ VPC FOIEFM., BXEZFEE , HZH Amazon VPC AFERHHEIE F M,
BENSERERBENTENRK, BXEZEL , BHSH the section called "B F MK,
Bl VPC iE#E., BXEZEE , 55 H the section called “BIE VPC E#",

BIEN IGMP XIFE BN ZEE., BXEZELR , 5 the section called “BI 2 IGMP A%
b S

EAUTRE :

o & w0 bh =

- BHAIGMPV2 £,
- 2 Static sources support ( BSERXE ) o

6. HEFREMX VPC EEFHNFMMAES 2 ELEXRK, BXEZEL , S Hthe section called
“ff VPC EEMNF WS HBEXEK,

7. KIBRIA IGMP WA EC2 73 IGMPV3, BEEEHRFHE IGMP AR R MRA, BAILUEITUA T

AL .
™ .

sudo sysctl net.ipv4.conf.eth@.force_igmp_version=2

8. FTAEA IGMP UMK RARNNEIZIEALA, BEXEZEER , i5SH the section called “Ff 5% & JF A
B ZIEA”,

A~ A Amazon VPC £ A BB SREE

LERBINT B A ERBSARINEFA, ENFER IGMP IHIUMASIEHAREA, EFEEBHSH
IERABREREKRR

ERUTSREREE :

1. BB VPC, BXxEZ{ER , 55 Amazon VPC AFIEEHRH6IE VPC,
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EVPC HEIBFW, BXEZEELR , {55 Amazon VPC AFEREHRMEIE M,
BENZEBAREEENTENRK, BEXEZELR , 1S the section called “BIEZF K7,
B2 VPC iE#, BXEZEER , i5S 1 the section called “BI2 VPC &E#2",

BIEBMENT I IGMP WBEE , AZEBRESANE, BXEZEER |, 52 the section
called “BI 25 SRAIBE,

ERAUTRE :

° ;i—fﬁﬁlGMPVZ iﬁo

« EFHHMIR , 58 A Static sources support ( BARIE ) -
HEABEMN , FRE-—IJRESERENER. &N , L TEHBEBKN F M HEAEH]
AKX AERE  ARANERAERE,

ERERMRK VPC EZEFRN FRFMABE B RIEXEK, BEXEZEER | 5 the section called
“iF VPC EZEM 7MW 5 H Big < B,

MR &3 A Static sources support ( #BSRXE ) |, BRRAMEAEL, EXELZER , S
] the section called “SHFEM B ZIEA",

FRARMBIZELE, BEXEZELR , 15SH the section called “FFp G XM BN ZHEH”,

7~ : £ Amazon VPC Transit Gateways R EEBAHK A E

LRBIE RS RS BRARNEA S, EVFREER IGMP IHMIUMARBRHSEA, L TEZE
HREH TR EASAIESMALRESERE , AR FRERSERE

FEAUTTIREREE :
1. BIE VPC, BEXEZEE , 5% Amazon VPC AFIEREFAHBIE VPC,

2
3
4,
5

EVPC HEIBTYWN, BXEZEEL , 1551 Amazon VPC AFEEHMGIE W,
DENEZSEBRERMBENPEME, BXEZELR |, 55 the section called “BlEFHER K",
B2 VPC £, BXEZELR |, BSH the section called “82 VPC i£#",

BIEBREENTZEF IGMP W21l | HXEFBIHFINERE, EXESZEE , 5 H the section
called “BI 2 52 SRAIBE,

FERANUATRE :

- ZAIGMPV2 X,
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« ZXf Static sources support ( BARZEF ) -

6. TEFHMX VPC EEFHN FRMAEE B EIEXEK, BXEZER |, i5SH the section called
“fF VPC EZEMN 7 M S A 1Big < Br,

7. FMRARNNEIZEA, BXREZEER , 5SH the section called “RF R 52 JE M 2| Z3E4H 7,

R EEBSERARE 113
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Amazon VPC H# Mk B &

FA Amazon VPC ¥ MX R B EIIEE , &0 SUREUE AFE HEN P EMXH IP REF S,
ARAEBFEUULGEILSE CloudWatch BE, T 5i# S3 5 Firehose, EBIERBEG , BRI LE
FrEN B RNEFEHEHIE. RA ,U\ﬁﬁxaﬁlﬂfﬁumgﬂﬁ RZAREN , AT aFMMEEHT
EHER, BULUSIREBRRELE , MA LT MEMEEEKEMFNE, Transit Gateway it B RN
REREMAIBEXNER , ¥ Mthe section called “FE Mt HEIEF HATR, MREEHIRERH
HEH M EEON IP u..,;ﬂ’ﬂn B VPCs , M VPC K A&, EZH (Amazon VPC A 1ER) H
HEEA VPC i BEIES IP RE,

® Note

BYBMRPEMINAEE , FRECIBPEMIRAE, MREFRPEMXFAEE , WizF
EMXWNE&ELTER T ENR,

EF?%IX—J*EIJ AL H lu\;&;ﬁ{%ﬁﬁ AL H n_,\lai ’ El] H l|_;\$1q: EH %A;‘E %1% EIJ Eﬁéﬂﬁko ﬁ*ggﬂz
B, BE5H FEMNXREEILFK.

EOEREE , BEE

- ERHGBRBAENRR
- EELENERAEHRELXMINEIR

ABRAEE , FE/LOHRARBRERFEHEIRELRMETEEER. REAFT2NEHPHEMKTIRE
SR EER

BULRFRENRATRES. SMEBIELELN —MEN—NDLEE. HFEAURBERERA
&, Bl ESAEE.

MREBFABEEENRAE , HEMBR. BIERRBELZERZERORBERS , HEATSBIEH

HAR B FEICRIFE L F CloudWatch B &S Amazon S3, Ml BRi7 B &7 < Ml BR 4% % X o< B9 (£ (] 2R
ERBFREFZFHBEER (X F CloudWatch B ) 3 HEXHFITR ( 5{15': Amazon S3) . EIBRINE
W AER , HFEA CloudWatch AEZEHI&E. EMBRABTAEXHRNR , iHFEA Amazon S3 BHl&,

ERBRRAETZE , TREEER S HNERELRERE, BXESEE , 2 MR Amazon VPC
Transit Gateways 7t H &2 o
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. Amazon S3 5} Amazon Data

Amazon VPC

AN ERMXIERAE , IEFBIERHE A CloudWatch &

Firechose. BEXEZELR , BSHETIRNE :

- BIE %% B HEMGR CloudWatch HE

« BIEX%ZE Amazon S3 Wi AE

« BIE X% 2 Firechose M7 A&

B 7

FEMNXHE A EFEEUTERES :
s FAXEFABRE,
« A% FF Connect iE#E, FiE Connect A EBE REERBWIEETH , Rtk AMIE RN K

Connect fEEEZE LEHE.

MR B HIE R
ERRREWBRMEPHRETR. SREXBRL—THS , TRAZHSRE. ZRTEME

AR

ROTRWEHMEER , SR, BHFEMDPIG
HEoBRRAEN , KRN RASTEZEARIASR | HALUEE B E SR,

&

« BA

- BEXESR

- AAFR
AMINER
EARAER  RATCKBERERE 2 BRAE 6 FB , MFMARFERRPAR. BREEENL
FEARAER, EFREMFEITAFTRTE , FEEAEEN,

BR )
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BE &R

ERAEENER , BALUEERASEZTESWEFERARRABRIAF, XEETAREEAEFR
EREE  ABZBEXRNFR, FAAENER BB MNRBRIR B SRS ERF SR 2
iR, EUNEEEEHRENTRARAEFE , BEAAELEE—1.

RAFE

TRERT FHERFMKRR AT EEXNARETRAZR. BRAFRRIEBRAEPSIATIZFER.

95 B EBIERHE Amazon S3 B | ZEMBIEXMGIART K ASER. WEEXNMIA , WFF
EFEENXE STRING, MBKRN Parquet , BB HRMI T HTRIIER,

MRENZRFAEATHEETERERS , WiERNZFEER-—NM"HE, TEEKRBBEERX
MTHEFREEAZ HNELE , EMNNETRRAITHEA,

FE DU JIES
version REAEBMREPEIATZFER, MARXNELERBRE2FR , & 2

CAEREDR HIEYIRFERE.
Parquet #(#E3 8 : INT_32

resource-type EH EQRBITHENEROERE, X T Transit Gateway A& , XfF 6
= TransitGateway.
Parquet Z{#E3K 8 : STRING

account-id RIEEMMRXFTE &R AWS K 1D, 2
Parquet Z{#E3£ 8 : STRING
tgw-id EHEICEERENFEMNKH ID, 6

Parquet Z{#E3K 8 : STRING

tgw-attachment-  EFEIEFRERENPEMICEEDN ID, 6
id

Parquet Z{#E3£ 8 : STRING
tgw-src-vpc- R VPC REM AWS IKF 1D 6
account-id
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FE

tgw-dst-vpc-
account-id

tgw-src-vpc-id

tgw-dst-vpc-id

tgw-src-subnet-id

tgw-dst-subnet-id

tgw-src-eni

tgw-dst-eni

tgw-src-az-id

tgw-dst-az-id

DU IS
Parquet #{#E3£ 8 : STRING

B4R VPC EW AWS IKF ID, 6
Parquet Z{#E3K 8 : STRING

R CRYR VPC #Y 1D, 6
Parquet Z{#E3£ 8 : STRING

hEEM KK B4R VPC B9 ID, 6
Parquet Z{1#E3K 8 : STRING

FRERRREN T 1D, 6
Parquet Zi#E3E 8 : STRING

HEMXBIRREN FM ID, 6
Parquet Z{#E3£ 8 : STRING

FRAYIR A3 XE R ENI BV 1D 6
Parquet Zi1#E3K 8 : STRING

K B AR R FE MK ESE ENIRY 1D 6
Parquet Zi1#E3£ 8 : STRING

BEEEEREBENFRPEMXNTAXH ID. MRREKRE F 6
B, MiEFRaWNtFRER-"FS.

Parquet #1#&3K 8 : STRING
BEEFERENBIRPEMAHATRAXE ID, 6

Parquet #1#&3K 8 : STRING

AT
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FE

tgw-pair-
attachment-id

srcaddr

dstaddr

srcport

dstport

protocol

packets

bytes

start

DU

BEROHAE , XBEARRENHAEEID, EL

ID,

Parquet #{#E3£ 8 : STRING
& ATRER IRt

Parquet Z{#E3K 8 : STRING
fZ HRER B Frttb ik,
Parquet Z{#E3£ 8 : STRING
MERRE

Parquet Z{#E3 8 | INT_32
RENBRKO,

Parquet Zx#E3E A : INT_32

St

3
Il

din- Jn

-1

o

Parquet Z{#E3E 8 . INT_32
ERFERNBEINRE.
Parquet Z{#E3EH : INT_64
TE 57 A% Y 5 B

Parquet {133 H . INT_64

ERENEBERA , SEBRAE —MRIESEE (A Unix B E
). EREMXEARBIIHELTZE &S 60 ¥

Parquet #(#&3<H : INT_64

B IANA DR S . BXREZER , FZ R DB Internet 1L

JIES

6

N

AT
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FER R N
end EREEERR , BRCRN&RRE — N EIEEZ0EE (2L Unix BR 2

BA) ., EREMXEZRIBNEBTESZE HZ 60 %,
Parquet #(#E3EH : INT_64
log-status A ERIRA - 2

« OK — BIRIEE 1 REEE B 5.

- NODATA — & [H (B FE & B 12 A Sk R 4548 O 4550
o

« SKIPDATA — ER A& REIRBABE 7T —LHRBAEFIER. XATHE
EHTAIPAE2RHEIHABEIR.

Parquet Z{#E3K 8 : STRING

type THEBMZA, TEMEN IPv4 | IPV6 |EFA, BXESES | #2H 3
Amazon EC2 A Figm P M 38 1t 5 #5E Bl 25 o

Parquet Z{#E3£ 8 : STRING

packets-lost-no- HTRIEERBEMEXNEES, 6

route L
Parquet Zi#EEE : INT_64

packets-lost- BIFLHTEEMEX 6

blackhole o
Parquet Zi#EEH : INT_64

packets-lost-mtu- HFARK/DEE MTU mEXBNHIES. 6

exceeded o
Parquet Z{#E3EH : INT_64

packets-lost-ttl-e ~ HITFHIH , ZIEEE K time-to-live, 6

xpired )
Parquet Z{#E3EH : INT_64
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FE

tcp-flags

region

flow-direction

EEPUN
BUR TCP fr&M I #B1E :

* FIN—1

+ SYN—2

+ RST—4

+ PSH-8

« ACK-16

+ SYN-ACK -18
+ URG-32

/A Important

HMBAERBERETE ACK BIFEIR , #ri2EN 0, MARE
16,

BX TCP #rEM —RREE ( Hla0 FIN, SYN #l ACK E#rEMNE
X)) , #2301 Wikipedia L# TCP 2 R4,

EREIEEMRA , TCP HREAILRZ OR-ed, X TREER , frEd
MESHBAFICFMEENTLRE |, fla0, T SYN-ACK M FIN &Y
19, ARXF SYN # FIN 89 3,

Parquet Zi#EKE A : INT_32
SEEFREREMN P EMKH X1,
Parquet Z{#E3K 8 : STRING

HEXTHRABRENEOMS KOG M. ATEERNESEE : ingress |

egress.

Parquet Z{#E3£ 8 : STRING

JIES

3

AT
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FE

pkt-src-aws-
service

pkt-dst-aws-
service

DU

WERIR IP #ak A Fhttps://docs.aws.amazon.com/vpc/latest/us
erguide/aws-ip-ranges.htmlf&%5 , W79 srcaddr ZNRIR IP b

2t FAF AWS BRS. AIEERIEDE . AMAZON | AMAZON_AP
PFLOW | AMAZON_CONNECT | API_GATEWAY | CHIME_MEE
TINGS | CHIME_VOICECONNECTOR | CLOUD9 | CLOUDFRON
T | CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTA
NCE_CONNECT | GLOBALACCELERATOR | KINESIS_V
IDEO_STREAMS | ROUTES3 | ROUTE53_HEALTHCHECKS

| ROUTES3_HEALTHCHECKS_PUBLISHING | ROUTE53_R
ESOLVER | S3 | WORKSPACES_GATEWAYS.

Parquet Z{#E3£ 8 : STRING

MER P sut AT BRSS , MR dstaddr SFER , 20 B#5 IP st AT
AWS RS, BXRAIEERIER SR , IBEF pkt-src-aws-service F B
FIREIRY FAZERE,

Parquet Z{#E3K 8 : STRING

2T/ B A RY 6

gﬁl}\%/RT FHF}*XEFHUILH/L’\O /u\—.l-l’)\ﬁu}; AFHF%H%
BEHNR, BXEZER

By B EXR,

THEHR—NREIKE

{

"Version":
"Statement":

{

"Effect":
"Action":

ZREBORASRTEE, #HRMMERRE SN TR,

"2012-10-17",

"Allow",

"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowlLogs™"

1,

"Resource":

"y

JIES

5

5

ZEBEAFR TR, HRMBIERR
&2 Amazon EC2 API BZHHEF IAM BT Z# EC2 IR

FRHIX R B EWE R
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}
]
}

REE-LHAN IAM AENNREEE , EABRTELZMHE CloudWatch AEE =R Amazon S3, &
KREZELR |, S W Transit Gateway i EI1EFE I L# CloudWatch AEF K1 F Amazon S3 FHY
Transit Gateways i H &183% o

FREER KR B EEM

EmPHENIRAEN , RN HEBENBERRANEEER, BXXTHEBENENNE
ZfE R , B3#TFF Amazon P CloudWatch ricing , REE “FREE" T , &F “BE" ##KE Vended
Logs.

7 Amazon VPC Transit Gateways 7t H ESI2HEH IAM B

& A LAE A AWS Identity and Access Management 1258 EHIEAGEFEAUATIRAUEZATRA
EHHFAE,

AR BEEE IAM BE

1. M https://console.aws.amazon.com/iam/ ITF |IAM 2 H| &,
2. HESMBHKT , % Roles ( B ) Fl Create role ( BIEAE ),

3. X¥TFSelect type of trusted entity ( EFZEELMAAIKE ) |, %EHF AWS service ( BT ) « T
“ABI” , EIFEC2, EET—F,

4. 7E Add permissions ( FRHIAXPR ) TUHE , % Next: Tags ( F—F: #5% ) , B AT BUEFR M3 MN
*’j_‘,\fﬁo ﬁj:%-F—Z,FO

5, HmE., EENGERNEL , W AZNASENHEEMERMEER, £ Create role (
A28 ),

6. EEABMEMN. XIT Add permissions ( ZIIXPR ) , i&#F Create inline policy ( BIZE A EE
B ) , AA/Fi%EE JSON &I+,

7. M EATEREELEME CloudWatch HER IAM &6 REHIE—/NKEE , FFEMRNEIEOH,
i #¥EReview policy ( EERHE ) o

8. NEBHMEBEBMARBN , RIF1ERE Create policy ( BIERE ) .

i
ot
it

S
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9. EERAGWEF. XT Trust relationships ( SFX%K ) , % Edit trust relationship ( 4%
BEEAXR ). ENEREXED , FFRSM ec2.amazonaws . com B vpc-flow-
logs.amazonaws.com, i%£#¥ Update Trust Policy ( EF{S LR ) -

10. 7£ Summary ( B4 ) THEHL , BXRENAEH ARN, BIERBERFEEZL ARN,

Transit Gateway i E1d3xI S# CloudWatch B EFR RV 1E3%

B E LU B EBIBIE 2 % 7 2l Amazon CloudWatch,

KmE CloudWatch REE , RAEZRBEBEAFAEBEL , HEASNMEEMKREASAHREE—HH
£ HERETEMBEFILR. BULUCBRNHELAMIMEEEELANZNREE, WRE—FPHEMX
FETA-ASASRN—ARSIREES  NEEE—MAA BER, MELEET — N B SN
HIRCIHELERE K MBE —NMNRBENZBRCEZRE , WA BERSHIRAMERE.

FREERTE Logs i , AMMEE BENBBEFENAFHLEA. CloudWatch BXESER , #5
5 Amazon CloudWatch E#t,

£ CloudWatch BE&EH | BHEIBFEX N Tt B R 1IE K P HIRMW I IARTE, Ingesti onTime FERIREH
SWERBERIEENA ﬁﬂ%ﬂ BfE, CloudWatch LAt R B M T1ER B F LK P IR L Rt E,

£ CloudWatch BEMEZEER |, 1§25 Amazon CloudWatch BEAR FIEmF M &IEZ
CloudWatch HER B E.

AEN

- AT RAE%RFHE CloudWatch BEH IAM A€

IAM A &% & &R

232 % 4 2 Transit Gateways # H #&i23 Amazon CloudWatch Logs
IS EEF Transit Gateway Fi & HEi2 % CloudWatch

22 Amazon BEHH Transit Gateway Fi& CloudWatch H&1d 3

AT R BELXME CloudWatch BER IAM A&

B8R B SRR IAM A LMER EBHNN RS ERR B S KK E BEPEE CloudWatch B
S 1AM B BXHE T & AWS K/,

Ff DN IEEY 1AM B &R 1AM policy 4 E D EIELL TR,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelLogStreams"
1,

"Resource": "*"

SERARENABEREEAXR , UAATREESRFRAZAE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"

+

"Action": "sts:AssumeRole"

BB FEH aws: SourceAccount Fl aws:SourceArn &R IE BIEERIE A RS, 4l

o, B LU T RSB LGN EEREE, BRKFPFR2AEBENESE , HEREARN 2R AE
ARN, MREFTHERBFE D, WA LA RABEERF (*) B ARN WiZE5 , RAEEERAEEEN
KA,

"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

1,
"ArnLike": {

AT ERBE%XHE CloudWatch BER IAM A 124
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"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"

IAM A F1&3% & & IR

AP ESRRER 57 BEXEN IAM A&#H iam: PassRole &4k,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": ["iam:PassRole"],
"Resource": "arn:aws:iam::account-id:role/flow-1log-role-name"

}
]
}

B2 & M 2l Transit Gateways i B £&1i2% Amazon CloudWatch Logs

B LA EMXAETEE, R IAM AFSHRTXESE  FHRESCEEFEH
iam:PassRole BENNE, BXEZER |, BESHE IAM AP £EAEHNR,

& A LAE A Amazon VPC #4]&A 3 AWS CLI ¢ &% CloudWatch 3 B &.
FEHEHESEBPEMIRBER

1. &% AWS Management Console F#1T7F Amazon VPC #2%I|& , Mt Fhttps:/
console.aws.amazon.com/vpc/e

ESMBEEF , %R Transit gateways ( FEMX ) o

EBR—ANEZSNFEMKNEIEE , ARE%EEF Actions ( #1E ) . Creatflow log ( BIEFAE ) .
NF “BFR", %&#F “KIEE CloudWatchB&E”,

%t F Destination log group ( BEfb HEAE ) |, EFRHEH B B EHN B

o & 0D

® Note
MREMWBEAEFFRE , NELFEPEAFENFCIERNBEIREEL,

IAM i F1%&i% A e KR 125
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6. XFIAM A& | EHEEENE CloudWatch B E %% B EN A BIE o
7. XFLog record format ( BERIEREX ) |, BERBEIEFHEN,

- EFABRIAMER | BIEERAWS default format ( LS #HERHEERIAER ) o

- EFEABEENER |, EkECustom format ( BEXIER ) REMLog format ( BEER ) E#
FE

8. ( H& ) IEIRAAd new tag ( RINFRZE ) UFHRENA TR A&,
9. i&#E Createflowlog (RIEHRB®E ) o

FEAGSITEERAE

FRAUTHmRZ—.

 create-flow-logs (AWS CLI)

» New-EC2FlowLog (AWS Tools for Windows PowerShell)

LAUF AWS CLI RAIBIET — A THIREHAMXEENRBE. RAEFER IAM AGEEEKF
123456789101 A& H “ CloudWatch my-flow-logsB&” B AE4H, publishFlowlLogs

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1a2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs

£ 5% E&EF Transit Gateway 72 HE&12% CloudWatch

el LA E A B &4 A3 Amazon S3 B4l AEFEM TR CloudWatch BEIEE , E4ABURTFATIEN B
BERE, ERERBEZE , UEE/ LB REERELRHEH,

EEFEAXHEIBEMWAR CloudWatch B&id%

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o

2. ESMERT , HEEF Logs (X ) , REERESEESRNEETE, KIPRERENHEMN
XH BERB IR,

3. GRS ERFLEEEHRATEENPHENKIDNEER. BXEZER , B5H v H#NKHRE
Hi0 K,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://console.aws.amazon.com/cloudwatch/

Amazon VPC AWS Transit Gate

L3 Amazon B EHH Transit Gateway i & CloudWatch H &%

A G B ERENEME A B £ 4 —H#LE R CloudWatch AEiER, BxE AEKIENE
WHERHNEZER , 155 Amazon CloudWatch A B EA R ERARE B SSH0IEE

AP R BEBIE CloudWatch HEHRTFH kRS F1 4R

FERHIH | BE—NERT tgw-123abcs56bca Wi B L. BERE—NEIR , MR 1 MR E
10 X HES 10)91353_ TCP %O 22 ( SSH ) EZEFEWEHINZ A EREL  ZBIRTOEBLRLHE
BB, §% 6 BOTOE—NMENRBERYG , ZENRBERGSHEHUBZBRNRENENETEE, R
= ﬁﬂwj1Z¢E$T\J$ﬁ£1¢ﬁuzz¥ﬁ$ﬁ°

NEELE SSHIRE BIRIEIRIFEFM H N IR TFEF 4 02 BR

1. FTFF CloudWatch ##|& , Pt 7 https://console.aws.amazon.com/cloudwatch/o
2. ESMBEHRP , KXEFRBEMAEALA,

3. A BETAXNNHEIRE , REERE Actions (324 ) . Create metric filter ( BRI IEIRIF LR
#®).

4. X TFFilter Pattern ( fFIZERN ) , WAL THEA :

[version, resource_type, account_id,tgw_id="tgw-123abc456bca”, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= "10.0.0.1", dstaddr,
srcport=“80”, dstport, protocol=“6", packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

5. XF Select log data to test ( IEFEN XA BEKE ) , EREENPERAINMNHNBEER. (9
%) EEESHERESHERNTEMN BEBIET |, BikR Test pattern ( MiHER ) . HEREF ,
EE Next (T—% ),

6. WMAMERMGEN, BB ZENEREN. FEFEREN 1. THRE , EHF Next ( T—
%) , ARF%$E Create metric filter ( BIBIEFRIFESRM ) o

7. HESMBEHRT , MORIEER Alarms ( B3R ) # Allalarms ( FTEER ) -
8. ik#ECreate alarm ( BIEREIR ) .
9. NEBIEMIERHERFERGEZAE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://console.aws.amazon.com/cloudwatch/
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MERTRESE/Lo#T2ERHAERE R,

10. EREQNENIEREN , RE1EF Select metric ( EFIERF ) -

1. BOTAAIREERER , RAREZFE Next ( T—F)

« X F Statistic ( ZITEIE ) , %EF Sum ( Bit) o X ITLAFBFRERIRIE E R E RN B EIERN
=k 8
« XtF Period ( AH ) , &#F 1 hour (1 /08T ),
« XF Whenever ( 8% ) , i&# Greater/Equal ( KF/&ETF , >=) , RAE@WA 10 ERRE,
« X¥F Additional configuration ( EftEEL& ) , Datapoints to alarm ( BIRHHESL ) |, FEIA
BH'RA 1.
12. X¢F Notification ( #Ex1 ) , EFIMER SNS £ , Hi%E$F Create new topic ( FTEEXE ) BIE—
NFEB, EFE Next ( FT—F ),
13. MABRNBHRANER , REIEE Next ( T—F ),
14. BETERG , &£ Create alarm ( BIEEIR ) -

Amazon S3 A /Y Transit Gateways it H &12 3%

i B AR LU R B AR A E Amazon S3.

EXME Amazon S3 B , i B EBBF A A BERIEEMNINE Amazon S3 FiEiE. FTEZ KRN
MW R BAELCKHAMBEEREPEEN —RIBEXHNR,

LR B E &M E Amazon S3 B, fF Amazon CloudWatch X4 HH &8 B AW EL S IE REA 744 %
A. BXREEBE CloudWatch EMHEZEE. , IBFTHF Amazon Pric CloudWatch ing , %&#HZE ,
RERIEERE,

E0|2 B TR BEM Amazon S3 Fi&1@ , 15511 (Amazon S3 FAFIER) B BIERE,
BEXZKFHEREZNEZER , BHSH AWS BRAREDRHNEH HEIDH,

£ % CloudWatch BENEZEE |, 51 Amazon BERAFEETH XX E A mazon S3 #Y
CloudWatch B&E.

N
i
o
RE
3t
H

| Amazon S3 B9 IAM Z1EAH |IAM policy
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https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://aws.amazon.com/solutions/implementations/centralized-logging/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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o HXI BEN Amazon S3 FHEENE
« 5 SSE-KMS £& AR LFEHNFHARK
« Amazon S3 HEXH R
« A Amazon Data S3 €12 Transit Gateway A HERKF B
« B2 %% 2 Amazon S3 B Transit Gateway i H &1 3%
« £ Amazon S3 & F Transit Gateway i H &0
- B4R Amazon S3 FHIFH A EiEF

i B A&

VPC BEWRKERBEILRK , REMNEHBBEEXH , RAEER 5 28 BEEXHRHE
Amazon S3 Ff#E. BNMNAENXHIEEL—N 5 7HBEINIZEMN IP RENRBFIER.

BEXHERNBRARXHERNA 75 MB, WIRBEXHTE 5 7 HHEAREXHRDERS , REELXFL
F'Jt,/‘?'ﬁjJuumEl EF, AREFE KM E Amazon S3 FiEE , HEIE—NER BEX A

£ Amazon S3 & |, i B & X4FH Last modified ( L& ATE ) FERE R L& F Amazon S3 7
fENEY A EARIET B, DEA e ERe T4 et RS | F BRE TR L& 2 Amazon S3 FiEHEAT
TR BT AL,

A AR
AR BEXHFEE TNz — BNNHERELS £ Gzip X .

« Text- AR, XERMIAER,

+ Parquet — Apache Pparquet  — M3 XHFEE N, SHAEXAKBENERMEL , Xt Passic M
BIEHITEREER 10 Z 100 15, A Gzip E4EH Parquet 1NV EIELL Gzip FE48 /Y 4 SLARHE
XWBESANFEEZED 20%.

B &AL

&t AT LR E LA IR I

* Hive #&H S3 A& - B A HiveREMNAR , MARF I XS A Hive RETEH, FEEA
MSCK REPAIR TABLE @i 5 , AEBETER,

 BINSX - MREERERTHEEEFEREMIERE N , MAILUEL /N B ERITD
XKIREGEERNERATEERRS
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BAEXH S3 FHRE

AR RREZEERN Amazon S3 FM# , FEMABARASH ID. XE. 62 AR BIRETURE
YR

MIABRT , XHEEFL T LE,

bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/

WREA Hive REK S3 AR , MXAFEEFIUTLE,

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/

MRBEASIND X, WXHFREEBATE,
bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/
MEFA Hive REN D XHAB PRI RALSHT X |, NXEFEEBUATNVE.

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/hour=hour/

SRS =g
AEXHNXHRETRER ID, XEUKGEBBMeSRE, XHFEERANUTEN,

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

TEHERT —NMNHREBENEEXHERN R , &K BEH AWS K 123456789012 612 , AT us-
east-1 X HHEIR , BIZATERN June 20, 2018 16:20 UTC., ZXHEELERATENT 16:20:00 F
16:24:59 2 [E#Y 7 B E18 %,

123456789012_vpcflowlogs_us-east-1_f1l-1234abcd_20180620T1620Z_fel23456.1l0g.gz

7w B E & E Amazon S3 B IAM 3£ AR IAM policy

BIER B ERN IAM ZRASTEFUTNR , 82 B S KM E B R Amazon S3 7,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"
1,

"Resource": "*"

3437 B ER Amazon S3 12 B R

BINMBERT , Amazon S3 FEBUREFEENNRBRLEAN. REFEBAEES IR FHERS
MEFFHOXNR, T3 , FEBAFE TLUERLHE R KR 0 H A5 RN A 5 & TR R R,

MRBBRAFZENAFAEE#EEHEXNEESR PutBucketPolicy M GetBucketPolicy XFR ,
MEMN2BNFUATREMINZFER. XN B £ KBNS RB RGP,

BN, FREBHAEESTFILRBEANEFEED , IEERBSCIZEN AWS K/ ID, BN H
SRIEEXW, BXREZEER , 5 Amazon MR F&RSAF EEP N FEEER,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "123456789012"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"
}
}
},

3357 B AHB Amazon S3 FEFNR 131


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html

Amazon VPC AWS Transit Gate

{
"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": ["s3:GetBucketAcl"],
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"
}
}
}

BIEERN ARN my-s3-arn BURTEREEA S Hive AW S3 #IR.
o BRIABIZR
arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

« Hive &M S3 BIR

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*

ERNREXRER , RINBVUSREXENRRFAEEERRSZZEREATMARNA AWS IKF ARNs, Ltb5h |
BIFREH aws:SourceAccount M aws:SourceArn A48 HIEERE A EE, RIKF
EREENEE , AR ARN 2 AERSHERS (*) ARN,

5 SSE-KMS £ & #E A HENZHA KR
T LB S A Amazon S3 B X B 4AM RS 2885 % (SSE-S3) 3 KMS B4R H IR S 22 it 23

(SSE-KMS) ¥{R#* Amazon S3 F#EHRMEIE. AXx1¥1E , 52 H (Amazon S3 AFERE) HME
RS EmMZERT EE.

£/ SSE-KMS , ‘BAI LA AWS REZRHRFFHERH, £ AWS REZEH , BRTEERE
KPR, RESENBSERKSERN , HESARTFEKSEZRNIGRNER, ERFX S3 7
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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EBNBEKFHENE , SEEATHEBNENEATFREEXZAHEEEFREXNEHAMN Amazon
Resource Name ( ARN ) . Bxi*#15 , 5 H (Amazon S3 A F1ERM) FHEHA AWS KMSIEERS
2w N,

LN SSE-KMS EEXFREABMESHEAN , XTFUATRRRNBBANZARE (TR S3 7
BN IFERBERE ) P, BUE VPC MBEALUEA S3 FE,

® Note

£/ S3 FREZATEIEAERBRBHFBERMLSE AWS KMS NE
GenerateDataKey, FEZEMAE , M1 E AWS Key Management Service (AWS KMS) 1&3K
BA, BRIFRLT , FALE#EBRABANEEFERT2SH AWS KMS APl BERFERFEZLAE
B3 UE 5 R AR, AWS KMS

"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
1,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

Amazon S3 HEIX R

BRTFIERNFHEMEREES , Amazon S3 AL AEH SR (ACLs) REEXN AR ASMNENAE
HEIERINR, BRIAMERT , EEBHEEENENBEEXXHESE FULL_CONTROL X PR, R BELHE
HEESGFHBAEETR , IRENR. BEEHBWKTESR READ # WRITE R, BEXEZER ,
%2 (Amazon Simple Storage Service AP 1ER) VI A EFIF|E (ACL ) #iR,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

Amazon VPC AWS Transit Gate

3 Amazon Data S3 8|2 Transit Gateway i B ERKF A€

MR e | £ AWS Identity and Access Management #5&| & el B R A&,

tERKFAE

1. & AWS Management Console 337 IAM ##I1& , Bk R https://console.aws.amazon.com/
iam/o

2. HESMERP | EERER,

3. EERMIEXRME,

4. HEQIEXRMIUMEL , AT TRAE:

1. 1%&# JSON,
2. RILE O AR ERN L ER D T LRI PR RS
3. %&$F Next: Tags ( T—2F : #5% ) # Next: Review ( F—% : & )
4. MABKRENBHAAEHRIR | AFIEIFE Create policy ( BIEKE ) o
5. ESMERT , ERAE,
6. i&#E Createrole (BIEAR ),

7. XF Trusted entity type ( AIfESR4R3EE! ) |, % Custom trust policy ( BEXEEERRE ) - 5(‘H:
Custom trust policy ( BEEMEEER ) , & "Principal": {3}, BRAUTRE , UEEEBX
4%5’?‘15&%0 ii?%-lt_io

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

8. 1 Add permissions ( AHXPR ) TWH L , P EELIEF L CIENRIEEIERE , RAEER
Next ( T—% ),

9. WMAZHNAGHEN , FETLUERREMARIR,

10. #E$ECreaterole ( RIEAR ),

22 % % 2| Amazon S3 B9 Transit Gateway i B & 12 %

EZREBNEE Amazon S3 FEMR/E , WU A NPFERMXBIERAE, B LAEA Amazon VPC 2
#lA = AWS CLI 812 Amazon S3 i B &,
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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FARSITIEMERAH T Amazon S3 P EMXHKE BE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMBERP , &F Transit gateways ( M ) = Transit gateway attachments ( ¥ B ><iE
).

3. BEF—NHEZANPEMXRPEMKEESIEE,
4. 1%$E Actions (384E ). Create flow log ( BI2HRAE ) -
5. BMERBZTRE. BXEZEER , BEHEERATRE,

EREHAEERASRE

1. XIF Destination ( Bt ) , i%# Send to an S3 bucket ( X% F S3 7648 ) -

2. XF S3 bucket ARN ( S3 Zf#&# ARN ) , IEEXEANIME Amazon S3 ZFENH Amazon
Resource Name ( ARN ) . AL EEFXMHXK, Hlan , BEIEER N my-logs HFMEEH
AR my-bucket BWFXXH4X , BEFEALT ARN :

arn:aws::s3:::my-bucket/my-logs/
T BEEA AWSLogs EN FXXHREH , AR ZRET,

MREHEZEEE , RIMNLBIEBREREH T NI ZEEE. EXEZER , B5H
#3457 B &R Amazon S3 F#EBR.

3. XF Log record format ( BERIZFRER ) , ERBFICRIER,

- EFEARIAKARERER |, HiEE AWS default format ( LS ERHFZBRIAER ) o

- ERIBEENER , HEFECustom format ( BE XK ) » X FLog format ( BEITHER )
EREGEERAXRRERPINFE,

4. YT Log file format ( BEXHER ) , EE AEXHHIER.

o« Text- ANAE, XERIAER.

- Parquet — Apache Pparquet @ — 15X HTFEE R, EXAXXEAKFEAEHAELE , X Passic 1
RNWEIEHRTEREER 10 B 100 &, FH Gzip E48H Parquet X EIEL Gzip EHRW
AN AR BESANTFEZELD 20%,

5. (WE) EFEA Hive A1 S3 814 , 1E%$F Hive-compatible S3 prefix ( Hive & # S3 &f
% ). Enable (BHA)

B2 % ZE Amazon S3 IR A& 135


https://console.aws.amazon.com/vpc/

Amazon VPC

AWS Transit Gate

6. (A )ESNIHNRAFZH#ITOX , EEE Every 1 hour (60 mins ) (8 1 /Met (60 7

) )o

7. (HiE ) EBERBERNRE | HiEE Add new tag ( ARINFTIRE ) FiE

8. i&#E Createflowlog (RIEHRB®E ) o

FEABSITIERRAXME Amazon S3 AR B &
ﬁFﬁLX-Fﬁ%Z_O

 create-flow-logs (AWS CLI)

» New-EC2FlowLog (AWS Tools for Windows PowerShell)

LT AWS CLI RHIBIET —NRBZE , BT#HIK VPC WATEHRHEMRKR

EfrERMNE.

E , tgw-00112233344556677 5% B & & HEIE K Amazon S3 Ff#E T low-1log-

bucket, --log-format ZHIEER AF RN EENER,

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-

log-bucket/my-custom-flow-logs/"

£ Amazon S3 & & Transit Gateway 7 H &gk

BE XK HE Amazon S3 HFHE BEHICE

1. $TF Amazon S3 ##l& , Wit https://console.aws.amazon.com/s3/,
2. XF Bucket name ( FHEEEN ) , EBRRBAEEKHENFEE.

3. XF Name (B ) , EFAEXHZINEIEE, EXNREAEMR L , %#F Download ( T

#;)o

24 ER Amazon S3 MR HEIER

H

B RER M. WMRIEMER Amazon S3 BHEITHAXLEREXXH , NFNE#TRES , H A
‘{QE AN H /u\laio ﬁu%fé}Tﬁk xll:bj{q: )nU,lé’DﬁXTElﬁﬁﬁi}_;fﬁE@%ﬁ /u\laio

EERBAEFER
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https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
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Amazon Data Firehose /Y Transit Gateway Flow H&id3x

FH

- ATEKSERE IAM A6

» 5 Amazon Data Firehose #|2 Transit Gateway 7 B SRk~ &

» 3 Amazon Data Firehose £ Transit Gateway i B S B KF A€
« 8|2 %7 2| Amazon Data Firehose B Transit Gateway 7 B &1i2 %%

i B SR B R B SR EE R R Firehose, & A SUEERFR B &R 5 57 IR & 9 2548 B /YK
HARRK .

FRFM

7t B EBE A M E Firehose B , 2UA X ARE R X HE Firehose 2. BAMERIE Firehose 1%
. BXxBIBERGNSE | 53 Amazon Data Firehose 77 X A R IgR T 612 Amazon Data

Firehose & i o

EH

FWERERRANERTR, ETHESZES , BT Amazon P CloudWatch ricing , IEFBE , &
BERIHEERR,

ATEKFEEE IAM A6

IR KM E| Kinesis Data Firehose Bt , A LUARSEREN TR TR K, (RIKF ) AR K
F( BW#tIKF ) dERTR. BEEBABK/SERBEEHE Firehose , BATIERIKF 62 1AM
At  HAEENHIKSPEIE IAM AR,

y=:h=:)
- BT AE
- BERIKFAE

RIKF A

ERKFH  QERTFUTHNENAE, EHROIP , AEMNEHRN mySourceRole , BE
AR ZAGEEREMEN, RE—REARTFENHKFFNARRAZAR, XHEM
BRZACRLZES BELERS , HEANETRIZEERRN LR, QIEREN , BEARYE
#Biam:AssociatedResourceARNIEE B EHNMEZE AR FM, VPCs
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://aws.amazon.com/cloudwatch/pricing/
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::source-account:role/mySourceRole",

"Condition": {
"StringEquals": {
"iam:PassedToService": "delivery.logs.amazonaws.com"
3,
"StringlLike": {
"iam:AssociatedResourceARN": [
"arn:aws:ec2:region:source-account:transit-gateway/
tgw-0fb8421e2da853bf"

]
}
}
3,
{

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

1,

"Resource": "*"

3,
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::destination-account:role/

AWSLogDeliveryFirehoseCrossAccountRole"
}

BRZAGEAUTEERE  AFASEARSAAZAR,

"Version": "2012-10-17",
"Statement": [

ATEBEKFEEEN IAM A6 138



Amazon VPC AWS Transit Gate

{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

BRVEIKS A

EBRKFF |, BB —NEIRUUTF LM A BAWSLogDeliveryFirehoseCrossAccountRole, 1% A & 240
BFUTR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

BRZABGEFUTEERE , ATEERKFHRERNAGRAZAR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"
.
"Action": "sts:AssumeRole"
}

ATEBEKFEEEN IAM A6 139
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}

A Amazon Data Firehose €12 Transit Gateway i B &Rk~ &€

MR e | £ AWS Identity and Access Management #5&| & el B R A&,
BERKFAE

1. &% AWS Management Console 337 IAM ##1& , Bk R https://console.aws.amazon.com/
iam/,

2. ESMERT , LFERE,
3. EEREXMK,
4. HEOIERBUEL , JITUTERE

1. 1%&$# JSON,
2. BB O AR ERN L5 T LRI R R,
3. &FF Next: Tags ( T—ZF : #53% ) # Next: Review ( T —% : & )
4. AR B EHRIR | RF%EE Create policy ( BIZEEKRE ) o
5. ESMERP K ERAE,
6. i%#% Createrole (BIEAR ),

7. XF Trusted entity type ( AI{SSE4R3KEA! ) | i%£4F Custom trust policy ( BENEERE ) . I T
Custom trust policy ( BEXEEXKEE ) |, "Principal": {3, B®ALUTAZR , UEERE
4§$ﬁjﬂﬁ%o ﬁj:%-lt_z":o

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

8. 1E Add permissions ( AHNXPFR ) TWHEH L , P EEIEP LTI ZNRIEEIERE  REEE
Next ( -F_Z/F ) o

9. WMAZLNAGHEN , FEUTLUEAFRREMHRR,
10. %E$ECreaterole ( RIEAR ),
A Amazon Data Firehose 12 Transit Gateway i B X B WK £

EBEHRIK | £ AWS Identity and Access Management 2 &| & el E B irA &,
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BIEZENHKF AR

1. &% AWS Management Console 3] FF IAM #2%|& , Bt A https://console.aws.amazon.com/
iam/,

2. HESMBERKT , EEEREK,
3. EERBRXM,
4. HERIRRBUEL 6 WITHUTERE:

1. %&£ JSON,

2. LB ONABERN LIRS T LA PRER S

3. %&$F Next: Tags ( T—2F : #53% ) M Next: Review ( F—% : &% )

4. % A\ BATF K9 SR BE B #F AWSLogDeliveryFirehoseCrossAccountRole , fAE %R BRI,
5. ESMERT , EEAE,
6. i%4F Createrole (RIEA® ),

7. 3TF Trusted entity type ( RAIE3R4A3EE ) |, #%&# Custom trust policy ( BEXEEREE ) o XN T
Custom trust policy ( BEXEEEKEE ) , 4 "Principal": {3, E®AUTHE , WEEBE
4§$ﬁjﬂﬁ%o iij:¥-|:_$o

"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

I,
8. 1 Add permissions ( AIXPR ) TWHE L , EFBEIEF LT QIENRIEEIRE  REER
Next ( -F_i ) o
9. WMAZMAGHNEN , FETLUERRERMAHRIR,
10. #%&$FCreaterole ( RIEAE ),

£/2 % % E| Amazon Data Firehose B Transit Gateway i B & ig %

£/2 % 77 2] Amazon Data Firehose B Transit Gateway 7 A &2 %K. BREL N EKFEHIRE T
RF B Bt IAM Ik, 3 B 2812 Firehose %R , RAEFTHABRBEE. BN REELEME
Amazon Data Firehose T SBEZEE., B LAFERITZ# VPC 8 A = CLI AWS £|2 Firehose 7 H
Eo

#2 % % 2 Firehose H A E 141
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R4 A 02 A2 Firehose MK BE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. TESMBEHKP , &F Transit gateways ( M ) = Transit gateway attachments ( ¥ B <iE
).

3. BEA—ANHBZANPERIRPEMRIEZEIRE,
4. %# Actions (#1¥E ) . Create flow log ( BIEFREZE ) -

5. 1£ Destination ( B #yith ) 1 , #%4% Send to a Firehose Delivery System ( %3%:%| Firehose & i &
%)

6. XIF Firehose Delivery Stream ARN ( Firehose & %% ARN ) , R E BN EEHEF A HARHE
/u\EIJ/‘%zﬁTJI)ILEIJ ARNO

7. 3TF Logrecord format ( BERIZFRER ) , ERBAFICRIEN,

- EFARIARAFRIERER , BiLE AWS default format ( I SE =RHZERIAER ) -

- ERIBEBEEXER , HiEECustom format ( BEMER ) » X TFLog format ( BEITHI )
EREQEERBFLERPNFER,

( Wik ) EEF B FRIARE | BB Add new tag ( RINFHRE ) HIEERSENE,
9. %% Create flowlog ( BIZFHEAE ) -

®

FRATHITIESELRHE Firehose R B X
FRUATGHSZ—:

+ create-flow-logs (CLI)AWS
* New-EC2FlowLog (AWS Tools for Windows PowerShell)

LA AWS CLI RAIBIET —MNARBEE , BTFHRERMNXEEH TR B EEIEFIEER Firehose %
LD

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1la2b3cad \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream
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LA AWS CLI RAIBIET —1MNREE , BTFRRARMXER , HFRBEEEZREKFHEM
Firehose & %o

aws ec2 create-flow-logs \

--resource-type TransitGateway \

--resource-ids gw-1a2b3c4ad \

--log-destination-type kinesis-data-firehose \

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

£ APIs =% CLI BIZEMEIE Amazon VPC M A&
B ERASSITIITHITE N ENES.

{# B Zcreate-flow-logstn S BT 1ZIE LA T BR &

« --resource-ids ZZWEH 254 TransitGateway = TransitGatewayAttachment &R
RKE,

e --traffic-type RINBER TFARYIEFER., MREBEPERNABTFREE LFERARFER , 2IRELHE
Ro WRRFIMERFHEMXEIRER,

- --max-aggregation-interval EEBRIAE 60 , XRHFHEMXRRXAENME—TTHE, MRE
SHEREAEME , WRXREEIR. WEGMNERTHEMXERER,

« --resource-type XEFA M RIFEE , TransitGateway
TransitGatewayAttachment,

- MRERREEITENFE , M --log-format RBEFEMXARKENAE BETFR, X{UE
RTHEMXRFRRE,

IR A&

+ create-flow-logs (AWS CLI)
* New-EC2FlowLog (AWS Tools for Windows PowerShell)

BRIERR B &

+ describe-flow-logs (AWS CLI)
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» Get-EC2FlowLog (AWS Tools for Windows PowerShell)

ERENRBEICE ( BESEH)

» get-log-events (AWS CLI)
« 3REI-CWLLog = (AWS Tools for Windows PowerShell)

M ERR B &

 delete-flow-logs (AWS CLI)
* Remove-EC2FlowLog (AWS Tools for Windows PowerShell)

& & Amazon VPC Transit Gateways it H &1id3%

B Amazon VPC EFX TP EMXRAENEE. SBERZRFEN , M HZHRNIER
A&, ERHEREERASH ID, RASEEARBRR A SHRENEE

BEEFHMXRBSHEXRER

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #4I&,

2. HESMBEHKP , % Transit gateways ( P M 3< ) = Transit gateway attachments ( ¥ M <iE
).

3. EBPHEMIHBPENKERE , REERE FlowLogs (FBE ) . REXREENEENERE
ET+ £, Destination type ( BFrEE ) JERE[/RALEZK MBI B Fro

B2 Amazon VPC Transit Gateways i H EHRE
#0] LAE Amazon EC2 1 Amazon VPC #2414 &7 7 B E RIS BRARZ
AR TR B SRS BRARE

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

2. HESMBEHKP , %&F Transit gateways ( FF M 3< ) = Transit gateway attachments ( ¥ M <iE
#).

IEFEREMKEY P EMKERE,

N FArEMN TR B EEFE Manage tags ( BEIFE ) o

s
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5 EARMFHIRZ , BT Create Tag ( RIEHFRZ ) » EMRIFE |, EEFEMERZED (x) -
6. %% Save (&R7TF ).

# % Amazon VPC Transit Gateways it B &1ic %

BA A B E RS A B E KR M E CloudWatch BER R CloudWatch BEIERk, B UEREERiE
%Jﬁﬁ AL H ILI\-LE%O DL H ILI\-LE%% )J Bﬁo

A BEZH A ER CloudWatch HEiZ&

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o
ESMERTR , %EF Logs ( AE ) , AFi%E#F Log groups ( HEA ) -
EREGELCWRBENBEAL, WEEERENPFERMXH BERNIIER,

MREZHEEERAIPEMK , MERENAER. HE , %3F Search Log Group (#EERAFE
) DBREBENAEA, MRAEHADPETFSHENS , X AREEE—LatE |, PrEEadE Wi
/k?zmﬁ?¥ﬂ’]ﬁ'“ﬂj/3|§|o

5. XTF Filter events ( JFEEH ) , BRAUTFERE, XBRERBAFEREAR AN,

R

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired,
tcp_flags,region, flow_direction, pkt_src_aws_service, pkt_dst_aws_service]

6. BYNFREEE , REFEBURFER, AT RORGERNR IP it #1TiHik.

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.0.1, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
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tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

BUR B2 Mk ID tgw-123abc456bca, B #rim O R 717 B 1T Iw %

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

Ml B% Amazon VPC Transit Gateways i B & 12 %

A LAfE A Amazon VPC #2| & il BR R # R 5 B o

fE X LS 12 A AR A SR AR B B BRSS . MIBRIR B EF 2 M CloudWatch BEHMIBRIAE BER |, B
T 2MER Amazon S3 FEY BEI . AJ1E FIME RIAR S5 A9 12 ) & SR BRIV A B S 88, tesl , MiER
R E| Amazon S3 B3 B AT M BR17 8 K8 KBS A B A X175 R 42 55K (ACLs).

1 BR R R X R H

FTFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESHMBEESD |, %$F Transit gateways ( FEMNX ) o

E$E— Transit gateway ID ( FEMK ID ) o

ERBERDH , EERERERARBE.

%R Actions ( #4E ) , RF%E$F Delete flow logs ( HIBRFEBE ) -

%32 Delete ( MIBR ) FIAZREMI BRAE B o

2
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Amazon VPC &M x R igtr MEHF

ERBMER AT YRR FHRMR, 2 RERXNUARFEREMKIFRE,

CloudWatch ¥g#x

&AL E R Amazon CloudWatch A—4H B FHEFFIEE (FRER ) HERARREXRARK
ABEANRITHIE, BUERAXEENRKBRIIZNRERRIETHIZET. BXELEL , B35
CloudWatch I &#h VPC &% M < F Y3845

REMXR A&

R LMER R HEMRR B ERRMPEMR LNNERENFHAEE. BXRESER , BEH 1 #&
R <3 B o

Amazon VPC # B &

&R LAMERA VPC B ERBIRELHNFEMK VPCs HENE L RENFAES. BXESZE
B, %% (Amazon VPC AP 1ERm) ##Y VPC i B &

CloudTrail B&

AT LAE R AWS CloudTrail 3R A X ARXMK APl WIAAMNIFAESE , AFEENBEZHEE
%1€ Amazon S3 #1, BAILUMEAIXLE CloudTrail B EREERKIT 7 WFLErpEny, WAk B B4R IP
Mo, WEIRIT 7 ERAE, ARKRIT T HWE, BXEZELR | HSH CloudTrail HE,

CloudWatch i i P 4% & EE 85 IV B4

B LAE A AWS Network Manager S 43 K E B FR B ER CloudWatch , ARERIX LB MK
HEBFREBER. MEEERSEREHER. BRHAEFTNRISEFNSH , MEXLEEHET
BATRELSIEFHMXNTIL. BXEZEL |, 2 H T ransit Gateways AWS £EKMEF 15
B ER CloudWatch B4 S IRIEHN 2 BRI LK,

CloudWatch I 5i#h VPC 1% % B o< R B 35 R

Amazon VPC R EM KM LA RM KM ENBRERAZHELDS CloudWatch #, CloudWatch /2 iF
B — A BERFNNBIFIEE (FHRER) AEXRRERXEHBEANSZITEE, THERIAIES
EHNTE  MEHESUNZZEERNETLHNE. SMNESEBEXKA RN ENNEL N,

BAERERRRIERERBEFIEZT, Sl , EAILEIE CloudWatch BIR KRG RIEERIE R , HE
ZIERE H NN WEZ TR B ERE (Hlam R F bt REBA ) .
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Amazon VPC LA 60 #'8Y CloudWatch [8][f& & 7 &£ iX HIER,

EXEZEER , {52 Amazon CloudWatch B/,

ok

. SRR PR

.+ BB SR T A R it
. ARPRIRITEE

AR K ISR

AWS/TransitGateway % ZE[EBIEU T 85,

MR EFTBER. ENNERRTEIPENKINRE, TSR DXMREREE THRIIFNE
E.

B i
BytesDropCountBlac MT5 blackhole HBHALEM#EERNFTHE,
khole

SUBE  E—BAEUNSEIUTHBIER Sum.

BytesDropCountNoRo HTEBRBETEEMEERFNFTRE,

it FUBIE | —EE W EIRIER Sun,
e ch B R B TR,

GUHIE © — BB XS RIER Sum,
BytesOut WREEPIE % E R T,

FUIE © l— BB WG RIER Sum,
PacketsIn ch 5 ) R O AR L

FUIE © le— BB WK RIER Sum,
— ch % 4 RO SR
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EFR iR

SUHHIE  E—BAEUHNSITTHER Sum,
PacketDropCountBla AT 5 blackhole HHLEEMEEFNHTFETWHRE,
ckhole

ST HiE E—BENHEITHER Sum.
PacketDropCountNoR HTERBETEEMEEFNRIESHRE.
oute

SUTHIE  E—BAEUNSITTHER Sum,
PacketDropCountTTL BT TTL IEmEFNEEIH.
Expired

ST IR H—BEXHNEITHIER Sum,

P 44 4% 3 A A A XA FE R

UTERERTHEMXERE, IEERERBSETITEMXATENKS . ENERERELRS
IEEMBEENKS, . EEMAEARETHACERNER. AXIFNHARENESEER , F25

%] the section called “&IRIER",

TAXERTATEARMXH4 L ATRAXE (AZs) BA. RE VPC M#XFRTAXIIDHIE
o ABETAREBNERERABILIMAAEENKS . HENENTARERESRABIMGE
FIEENIKS . MH4mEEREEE B CSHHNENTHAXHNER.

WMARSIIEER. SNERRTHFEMNIEZNAUN/RHIERE, BHSH AXNIEREE
THRZEFNEE,

EiR iR
BytesDropCountBlac HTFSHP#MXEREZ LM blackhole BHACEMHEEFNFTH
khole 18

SR - E—BEXHNEITHIER Sum.
BytesDropCountNoRo ATEPHEMXERZE ENBREANCEMEEFNFTRE,
ute

SGUTHE - - BEXHEITHER Sum.

B4 4% 31 A0 T P X S E 4R
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ER iR
BytesIn R R MEEZERN F TG

ST HE - H—BEXHEIUTHER Sum.
BytesOut MR KA BE R F T e

SGUTHE - - BEXHEITHER Sum.
PacketsIn FRE MR MNEZEZRHBEZH

ST IR - H—BEXHNEITHIER Sum.
PacketsOut R MK [aE R R BE 2 B

ST HLE - H—BEXHSEITHER Sum.

PacketDropCountBla ATESH#MKIEZ LN blackhole BWACEMBEERNEES
ckhole o

SUTHIE  E—BEUNSITTHER Sum,
PacketDropCountNoR HTEBRBETEEmMEEFNRIETHRE,
oute

’ SR | E— B NS IIRR Sum,

PacketDropCountTTL BT TTL 3EimEFNHRESI .
Expired

SUTEIE - E—BAEUNSITTHER Sum,

NREMKRIEREE

{58 F LA T 4E BE 6 348 28 ST P SR S PR 285

HE iR
TransitGateway B M X ISR IR

DMK IEIRYE R 150
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“%E iR

TransitGa B R R R E R IR B PR IR
tewayAtta
chment

TransitGa AR T WX M A A X IR SR 3R o
teway , Availabil
ityZone

TransitGa BN MR IE BN W] A X iR n dE .
tewayAtta

chment ,

Availabil

ityZone

£ AWS CloudTraili2 % Amazon VPC Transit Gateways API i f

Amazon VPC Transit Gateways 5AWS CloudTrail —IRZER , ZRFEHAF. AESABARN

TIREMIZHE AWS IR, CloudTrail #F Transit Gateway BIFFE APl BRABRAIEH. BRNWARS
FER B Transit Gateways 24| & 88 HA A Transit Gateways AP EENRIB AR, FRAKENER

CloudTrail , A LAFAE [ Transit Gateway & HER, KHERK IP bk, X HERBSEUARE
fiF4E R,

BIMNEHBATREBEEERERBERNARER. SOCEEABTEREUTARE

- BREFARAFKIEERAFPEIEAL LN,

- BHRIZABNKZE IAM Identity Center AF & H,

- BREFEAACERKREAFNBNZL2EIERHN,
- BREGHHEM AWS RF K.

CloudTrail & BIEK S AWS K- REEN K S P4 T EHRS , HEEBZAILLFE CloudTrail
SEHAEIEF. CloudTrail EHHFLIEFRREMTHE 0 RPIEERNEEEHNITEE. TER. 7
THEFTEMIER, AWS REBEXEZER , S H (AWS CloudTrail BFER) #H “EA
CloudTrail E4F £I1ER", EFEFHFHELIERT CloudTrail EEM A,

EREICK AWS K I & 90 RN EH | FRIERERS CloudTrailLake B4 ¥R,
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CloudTrail &

IRER L CloudTrail 7 HE X H1£ 5 E) Amazon S3 7. EABIEMNFIERE AWS
Management Console #2 % XiH#i, SR SUBEFEA AWS CLISIER & Xig = % Xig R iR, Eilal
BEXEHRER , ARSI UHERKS AWS Xig HAEEs . MRECIEEXEFHRER , M AEE
FIRIRH AWS KR iERNEH, BXRENEZEE , B5H (AWS CloudTrail AF#EmR) #
MY EH AWS Ik /- 0 22 BR ER 0 0 A 4R B BR ERo

BNGIRRE , B URRFEERTHNEERSEHMN — M EISMEIEREM Amazon S3 1F4E |
B & UKHY Amazon S3 Zf# %t . CloudTrail H3 CloudTrail EMMHEZELE , HSHEAWS
CloudTrail Eft.s B3 Amazon S3 EMNMWIEER , 55 Amazon S3 EM,

CloudTrail #5854 = 7

CloudTrail LQ@ ak e AFARN BCHEHEZTE T SQL WEH, CloudTrail Lake HETITHY
JSON XM B EH RN Apache ORC &3, ORC = — 4t X tRiER R EIEH TR FIR
EHEER, EHRFERSIE4BEERET , cRETEBINAS RS AR ERNIRMAN
FAENEHES. NATEHREFMNERSATENMES4HBEFEXTHREER, B
3% CloudTrail Lake WEZEER |, 5 (AWS CloudTrail BF#ER)Y K “fFH AWS CloudTrail
Lake”,

CloudTrail AU HFEE#NEASTERA, CBRSEHEEEEMN , BUMERERTEHHK
BEENENIET, EMETURE T BIFAEESHNEER , URE4BEFHENRIANZEKRE
i, B> CloudTrail EMMWEZEE , HSHEAWS CloudTrail Efo

Transit Gateway BB EH

EEEHRAERANINERIITHERRENSESE AWS K, XEHHRNZRFERIREE. BRINER
T, CloudTrail i REBEEEH,

Amazon VPC Transit Gateways fFFrA Transit Gateway 2 HIEHRIREICK N EEEH., BX Transit
Gateway 123k E|H L Si#h VPC 1& 5 M o< 12 5 HIREN SR CloudTrail , S FL 5# VPC M
* APl &,

Transiat Gateway B4 R4l

EHARREBEMARRWEMNER , BEAXMERG AP R4E, RIENBHNTE., ERSHBEN
{58, CloudTrail BEX#HFARLH APl BHNE FHERRE , RtEHAT2REMFEIRF LM,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-tgw.html
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BEREE—MEE 6 AFNEHEN BESERBIEIEEN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NEENMNAEZRE. BHRAKRKREBEARENEMER , BF/EXFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
A4S ER IR 3,

BEXHBEER AWS IKFHFTE AP BAZEYH  MAMNMNRARMX APIBH, BAEIRERR
EEEE eventSource B ec2.amazonaws.com TEREXRITFEM*x AP NFH, EEERETE
¥BR{E (W CreateTransitGateway ) Widx , FRERETEEREEBMH eventName Tk,

T REAZEHENELARMXHAFHNARMX API CloudTrail BEIZRRH, &R LAER
userAgent JTEIMREE| A, A eventName TTEIRMRIERM APIBA. HXHAF (Alice)
WEB T userIdentity TEHKE,

Example /30 : CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2018-11-15T05:25:50Z2",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
"Options": {

"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable"

I

"TagSpecification": {
"ResourceType": "transit-gateway",
"tag": 1’
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IlTagll: {
"Value": "my-tgw",
"tag": 1,
IlKeyll : IlNamell

}

I
"responseElements": {
"CreateTransitGatewayResponse": {
"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",
"requestId": "a@7cledf-c20l1-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {

"tagSet": {
"item": {
"value": "my-tgw",
"key": "Name"
}
}I

"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fch",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@bo0a",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel@b0da"
},
"state": "pending",
"ownerId": 123456789012

I

"requestID": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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Amazon VPC Transit Gateways F I & 149 7 0] & 12

AWS A ZEIEBRIAF RN B0 H BT EHE AWS BRONR, EAILAEERA AWS Identity and
Access Management (IAM) NZhEE AT HEHMAF . BRFVNARFTEIUERHN AR ERELH AWS
BR, METERZENEZ IR,

BUBRT , IAM AFLTREIE, EEFEHERAWS BiR. EATENAFHRIRR (NhEMX ) M
WATIES |, BB — IAM policy ( ZRBERIZAF R FEAEMENZER RN AP EERNKX
R)  REFZRBEHINEZAFENA. ERFREHNE - MRAF—ARAFE , ESRNEIEL
RAFEREERFRITEEES.

BEFEAXNRMX , LT AWS HEXRM 2 —TRISIFEEHER

» AmazonEC2FullAccess

 AmazonEC2ReadOnlyAccess

» PowerUserAccess

» ReadOnlyAccess

B AR X 5k HY SR B TR A5
ST R TR HMER T 1AM H.
tiE BAF BN PE R %

DLRRBIAGFRFBIEFEMX, aws:RequestTag FRHBERAFFEAIRE stack=prod iz
MK, aws:TagKeys @M ForAllvalues SMAFERRAFEERFEAR stack ( T
EEEMEMFRE ), IRAFEAEBRPRERMXNREELSERE , IETEERE , BRFEK.

FE-MEREA ec2:CreateAction ZFHEFEH /- RBETE CreateTransitGateway E FXH A2
R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCreateTaggedTGWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
"Resource": "arn:aws:ec2:region:account-id:transit-gateway/*",
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PowerUserAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ReadOnlyAccess.html
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"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": [

"stack"
]
}
}
3,
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:region:account-id:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}
]
}
e R MR BR &

LT REAEFRAFPRAESEPHEMRK (tgw-11223344556677889) BIEFMBRPHEMKEHER. AF
R EE AP EMXBRKRPUEMBIRES , BXEXNEEHRE network=new-york-office
HERE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"
1,
"Resource": [
"arn:aws:ec2:region:account-id:transit-gateway/tgw-11223344556677889",
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"arn:aws:ec2:*:*:transit-gateway-route-table/*"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

]I

"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

}

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

1,

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"

£ Amazon VPC Transit Gateways R AR EM X EARSZHEKRAE

Amazon VPC RS HEXABRMAREFHAEM AWS RSAENNR, BXEZER , HSH
(IAM FF#ERE) RS HEXAE,

REMXRSHEXAR
Amazon VPC {8 BR 55 4k 1 4 B3RS 5/ s N X TR R A EL A AWS BRS PR BHIRUR.

RSEXBERTHNR

L1865 & M AWSServiceRoleForVPCTransitM <8 , Amazon VPC & 71 Gatew ay YIRS # <
ABRREIFAULTIRE

» ec2:CreateNetworkInterface
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
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» ec2:DescribeNetworkInterfaces

* ec2:ModifyNetworkInterfaceAttribute
* ec2:DeleteNetworkInterface

* ec2:CreateNetworkInterfacePermission
* ec2:AssignIpv6Addresses

* ec2:UnAssignIpv6Addresses

AWSServiceRoleForVPCTransitGateway A EFUTRSRAANZAG :

+ transitgateway.amazonaws.com

AWSServiceRoleForVPCTransit™ < i i 1T & SR BEAWSVPCTransitGatewayServiceRolePolicy,

BATNBENR , 2 IAM R4k (AR, AAE ) IR, REIBRBESHXAR. BXESE
B, EZH (AM BFERE) PRRSHEAXABNR,

SERSHEXAR

BT EF B AWSServiceRoleForVPCTransitGateway &, &K F R VPC EZERFERN
XBt , Amazon VPC £ W &R Bk A6,

RERSHEXAR

A LAE A IAM 4EBAWSServiceRoleForVPCTransit <R, BXEZEL , 55 (IAM A
)Y PHRERSEXAEER,

MRS HEXAE

NMRETFTBEEFRAPEMK , BMBUUER BRAWSServiceRoleForVPCTransit® <,

REERER AWS KPR FEERMX VPC MitrE , T RlREESHAXAE, XATRRETEE
EFRMIBRIF R VPC MR RR

O LA IAM #241&. IAM CLI 5 IAM API BIBRERSHEX AR, BEXEZER |, 55H (AM AF
R FHIMIBRIRS HEx B E,

fl BRAWSServiceRoleForVPCTransitM X fg , S1R&EFGK - Y VPC REXEIE#m M X , Amazon VPC
2BREIBZAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
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AWS Amazon VPC R 3 WK 1TE K BE

AWS RERBEHAUEMEEAILIRE AWS, AWS RERMEEN TS ELRABIRMNR , UE
AT N AP, ANABRDERR,

FHicE , AWS RERBURASNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBVBEIEXBETENEAZSNES EEERERE-TRINR,

BT EEHN AWS RERBPE LR, MR AWS B AWS RERBPELHNNR , NEHLE
HiZREATXBNATEZERASH (AP, ANBE ). AWS BREAREERIFHN API HIERS T
LAER# AWS RS 19 AP IR4ERTEE T AWS FEE R,

BREZER , F5H (AM BAFERE) i AWS EE R,

EFEAARMX , LT AWS HEXRM — RSB EENER

» AmazonEC2FullAccess

* AmazonEC2ReadOnlyAccess

 PowerUserAccess

» ReadOnlyAccess

AWS ITE KR : AWSVPCTransitGatewayServiceRolePolicy

L SR EE KT I E) & ®AWSServiceRoleForVPCTransitM %, iX 21 Amazon VPC 1 &1 Fh 55 W o< iE 2 6
BHNEBRR.

ETFRRBHONR , E3H (AWS RERXKXKKSE) $H
AWSVPCTransitGatewayServiceRolePolicy,

AWS I E RGN XM EH

E%&H Amazon VPC T 2021 ¥ 3 AFFHRREREARMKX AWS HERMEMUR , IETENHAE
Bo

B iR H HA
Amazon VPC Fr iR R ER X Amazon VPC FFiARERH 2021 £3 A1 H
AWS T E R E XL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PowerUserAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCTransitGatewayServiceRolePolicy.html

Amazon VPC AWS Transit Gate

Amazon VPC &5 M x F Iy R M < M 4% ACLs

M LEI5 R SIR (NACL) RET —EHEN RS M,

BiEZ=R , RAMSKTRES SR (NACL) RUNN A XNLBHRTE :

« the section called “ EC2 S5l F4% i M < < BR Y F M #H E)”
« the section called “ EC2 324l #4% i M < < B Y F MR [F”

EC2 K5I H4% % P X X BRRY F M AH E

EZR—NMEE , HP EC2 EHIMEHMIXRBEN TR —NFRP, NEFHEIPERKAREARMNF
®MxE EC2 2HlMREHFEAMEREH ML ACL,

FNFMNEHIIEEPENWARE , HRUATHRRAE NACL #N -
o HUGHNEER B AR IP a7 i¥4E,

o AVEHLGEFR IP k3 1TiE4E,
NFMNPEMIEEEFNRE , FRUTHXNNE NACL #N -

o U H AN,
« FUFHEAEAN,

EC2 SE 5l F14% 5 P o< < B Y F N A [E]

ZR—EE , HP EC2 R/ T —NMFWF , ERNXKBKRUTAENFRNG , FESNFRHBE
TEHIMEL ACL XEX,

R& ACL MR T BN T EC2 K61 FM

« HUEHNGER BFR IP ik SRR M SEHITS @) 5 % R < 8957
o AUSHNGERIR IP ik RIFEM PR RIEEEHIBNRE,

=
Bo

NTHEMIXAENFM , BUTHANAME ACL AN :
« HUEFNIGER B AR 1P ik SRITEM P ER XS @K FIRRE.
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o« HUAFR ARG R SIS R P EM KRB R E.
o AVAFLERR IP ik SRAIFAE MK AIHE [ R R B RE
o AVAFLUR R SRUFAE M R # R X HE [ SR ARV R B

R{EXE

NENREMX VPC MHEARIEN TN, XTEMNFH , BEARDE CIDR , it /28 , XHER

AURBEZH R R, EC2 HEMEM RN TMET , B UEEULTAR

« RERFEMXFMREE AN H I NACL REFITTHIRE,
- BIFLHRE , B LNA NACLs THEH TEREFM,

BEXVPC EEITEEENEZEER , 155 the section called “FIRIERE",
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Amazon VPC Transit Gateways B¢ &l

& AWS Ik BRI T EREMXAXAESR ( ABIHNRE ) . FRFEZHHHA , BN , S MEHAR
XEEEN.

RS R E 5B HAEXENKFRFANEE, SuUlERARSEHNZEHASEETRIARE , A TFHR
KRS ESRIE RS, AXEZEER |, 525 H Service Quotas AP IERH K ERE MRS R,

R Service Quotas A e RIBE AT FTTAEE , WA LAFT X =FRH,

w=A
B ZRIAE CIREES
BB P EN 5 =
BANHERMKH CIDR 3R 5 B

CIDR #RE the section called “Connect ¥ H Connect 3 &7 = ThaehFE A,

B EH

B ZRIAE CIRIEES
BNPERHPERKEHREK 20 2
BARERXEFERBAXRTHNEASERA (315 10000 =
FMEAS ) BB

ME L I 25i% & & 4 B Connect X &7 =AY 1000 =
BASKH

MHER < EH Connect X & T & & 4 Bl B2 #4 5000 =
BRI H

BANEENT BN EBRARKS 1 B

EH 162
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-43872EB7
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KWW EREAE Connect EEXEBRMWEHK.

R ) SR B 12

—MNREMXTEEEE— VPC NZ4 VPC E#k,

=L MINE IRk
BAOPENER 5000 )
&84 VPC M X 5 )
BAPERNN FEZEEE 50 =
B RHRMX WFLEFNFEENR 10 =

AANPERNXZE , RE-—PPERXAN -1 1
WAN ORI 4834 4 (CNE) 2 BRI F 15 RiEHE

i

S Connect E#H Connect &L (GRE 4
P2IE ) BE

i

+H
m

s

B ZEESLEMET Site-to-Site VPN EEXIMNTR , BIFEFRRET  BIBI K. % A&
(TCP/UDP), FRIMEMNELBRHIEE., BEHEMNXS LA&##:&E’JJ*E%&FE‘R Xt F VP EE,
AWS Direct Connect Fx BN EHFEMXIERE , RIPEZRIEHBEHBRIANENTANTR.

A ERINE CIREE:

BNMNUTRAXEA VPC EENTR B = 100 Gbps mEH—SHE
Hf%,\\ﬂﬁﬁﬂé’&ﬁ’?%
W (SA) EBARE
FRZE (TAM),

BNMNTHAXRBNMNRERNXK VPC EENEREE &S 7,500,000 mEH—SHE

S Hf%,\\E’Jﬁ’iu"&Efgﬁ
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=1

ZXE RSN A XM AWS Direct
Connect < 34X 4% i R < EE 2 Y 7 T

Zith X N ] A 1] A X N & T P o< B 44
( AWS Direct Connect M3 EE M4 ) WE
BHEIH

1 VPN BBER &R AT R
#1 VPN BEN BV RAREIHE

&/ Connect EZEWEF Connect HET R
( GRE P& ) W KT 3L

8 Connect WEEEBVHNRABIEEZHE

AIAE
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o
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Re 147
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Tt

&= 30 7

QIRGE:
W (SA) HERRE
F&E (TAM),

MFHR LB, F
R AR RR T REE
W (SA) SHERRE
F &8 (TAM),

mEH—SHE , B
BRRIBHBRR T R
W (SA) EBARE
FRZE (TAM),

&)
=)

&)

=)

A LAERAEN Z B EE (ECMP) , BEIRES%/ VPN BEXRRESESH VPN v, EFEH
ECMP , /RELE VPN EZLUH TR, EFEABRSEHN VPN EE EFXEFE ECMP,

REREZM (VPC ) MHIFAAHENTHR ,

RS A LS Connect EEBIZE 4 4 Connect X

Z4k ( 84 Connect N EH L& S 1]3X 20 Gbps AWS Direct Connect ) . &ERILAER ECMP |, &
I 7ER — Connect E#ER Z A Connect M ET K2 B[R — & M<K Z A Connect EIZZ BIKEY
BURBESNT R, PEMKTEEIER— Connect WET S BGP WEEE 2 EIfEH ECMP,

AWS Direct Connect M><

=1

AWS Direct Connect 84N H % W < B9 5%

AIAE

20

CIR/:E:

7|

AWS Direct Connect F3<
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B SRIANE CIREE:
FBANM XK F i AWS Direct Connect M%< 6 B
=& K& E T (MTU)

- MEEEN MTU REBBET ZEERENFTAATATREINARN (AFTHENM ), &

BN MTU X | JEE M ESREENBERS, £RMNXXZHEF VPCs, AWS Direct
Connect. Transit Gateway Connect X &iE$#E ( XiHHN. XBRIM= BRI EFEEHNYE ) 2@
#y MTU 4 8500 F¥, VPN EZE LN RETUESH MTU K 1500 F15,

« MVPC W& ERTIBIUMER hEEMK B, R VPC WEEREM hEMK ZEK MTU K/DNFEE
B, MRS —LIENMREES. VPCs ANEFHHE , UBEBHTANMEEMEFER
BIE

s FENXANFMERBITRINITRRADIEKR D (MSS) BE, BXEZELR , HSH RFC879,

- BX MTU H) Site-to-Site VPN B FHAE L , H2 0 (AWS Site-to-Site VPN FIFER) &
REH LA (MTU),

o NRMKEZFF Path MTU &3 (PMTUD) , AT&X VPC # Connect BifF & AFRE, ZHM
X<FRAG_NEEDED} ICMPv4 #ig @M Packet Too Big (PTB)BIEBEMK. ICMPv6 2ARXM*x
%% VP Site-to-site N, Direct Connect X FiE# E# PMTUD, B Path MTU KIMNEZ(E
B , 2 Amazon VPC AF BRI EE MTU &I

%1%

® Note
Transit Gateway ZIBEAIBETE S EHMRX Z BN HEEBBNWNARER, BIENBNUEEFTIN
TZERS, BFHRRAENEFRBRARELITER , F4 T HRENEEER,

1 BRI GG
SENE T PRS2 20 £
FAREMEN SERNRE 10000 £
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AR W S Y SCAS T SE 18 %

TRMEPEMKBIRA,

TE
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ZEASIAXF
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3 W X RBE &

Network Manager F FF 1§

XN FERE
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REER
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BIEMEIheEME | KM
XEEEEREE] AWS Network
Firewall,
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RN EE4A,
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PEMXAEISREE ,
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SEH , MEEXNEFREHH
FMx B3 B A AR
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el TEIEE (AWS H
®Mx AFERE) .

BRI LR — XE MR 3
KEIEX FiEHE,
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