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3. XtF Name (&B#H) , MALHNELETHHER,

4. RBRAEGMEGIKE,

5. XTF Key pair ( #8X ) , BEBEHZRHAX,

SR 1 IEEFFME VPC 10
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6.

Xt F Network settings ( M&ERE ) , ITUATRE :

a. XF VPC, &BEMN VPC,
b. XF Subnet ( M ) , EELXETFM,
c. XTFAuto-assign 2F IP , E%kEE A,

d. XTF Firewall ( BFA3E ) , %48 Select existing security group ( BN ERELH ) , REHE
BFHEREREA,
b2 9=k AL

=St

2

TFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##l &,
R R R,

XTF Name ( &%) , WAL KHINAERR,

REBBRIANEGAZGIKE,

X F Key pair ( 48X ) , BRENZHAX,

Xt F Network settings ( M&RE ) , ITUATRE :

a. XF VPC, i&#B#&H VPC,
b. XF Subnet ( ™ ) , EFEFLEFM,
c. XFAuto-assign 2F IP , HIEERER,

d. XTF Firewall ( BFA3E ) , %48 Select existing security group ( EBMELRELH ) , REHXE
fliEFET A,

RFF Advanced details ( ERFMELR ) o X TF IAM instance profile ( IAM SEHIEEX 4 ) |, %#
IR 1AM SR BB 34

itz I =YX

FHI2 3 : Mid CloudWatch 5 [ fX R

FRAUT SEREEIANZS=HITSE 1B CloudWatch, 45 H Rik AWS CLI 8 R IT L IRE
CloudWatch,

S8, 3 : it CloudWatch 1778 X BR 11
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iz 58 CloudWatch X PR

1. EENTENL , FAUTHTRBAXRIMNE SSH KE , Hikey. pemB & .pem XHHE
Fho

ssh-add ./key.pem

MREWR —FREREE , BIENBANONBRE THE , BETUTaw , RARER L—1

A
T o
chmod 400 ./key.pem

2. MNEMITEYEEIELEN, BXTIEE -A R, XHBFE (B0 ec2-user ) MBL2EM
HNAE IP #hit,

ssh -A ec2-user@bastion-public-ip-address

3. ME2FHEEISM, BLABEEXRGAFE (S ec2-user ) MEHIKFLE IP ik,

ssh ec2-user@instance-private-ip-address

4. BT AHRNIEEXPH LiZ1T CloudWatch list-Metric s @85. X F --region &M |, IEEEEHF 4
# VPC B XiF,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

5. JLoHE , ah 48, XKRBALTELE CloudWatch MEH Y57 VPC BB H S FI#1Tih 8.

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. REESLHNEHFINERE, 0E VPC imaE , BFBXRXZEIRI list-metrics 5o

SR 4 S|BEHEKN VPC KigT = CloudWatch
FEAUTSRAIBIEZEIMN VPC LiFT = CloudWatch,
SoREMH

RNARFREH AN VPC KiFT S tlEZEL24A CloudWatch, #l#0 , R iNAFRE VPC CIDR 3R
HTTPS ZREKH N,

SR 4 BIEEHEM VPC LiFT & CloudWatch 12
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Rl VPC KixTT & CloudWatch

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERRR

3. ERUBRmS.

4. YT Nametag ( BEMHFE ) , BARKHEN.

5. XIF Service category ( BRZFEE ) , EFE AWS RS

6. XFHRS , Bk com.amazonaws, region. ¥¥E,

7. XTF VPC, &EFEH VPC,

8. XtTF Subnets (M ) , ERTAX , RAEEELREFW,

9. XF Security group ( Z£4H ) , EFE VPC v RN ZE£4H,

10. X4F Policy ( Kk ) , &&# Full access ( T2 HRINR ) LAWAMBEEAKET VPC [N FIE R
RINATET B R 1E,

11. (A% ) BERIGRZ | BEBRNEFAREL , ARR A XTSI ENE,

12. EFABIRR ?Dil‘n‘%uj] Pending ( #5438 ) . BEB T —F 28l , BFIRSER

Available ( ATA ) o AR E /Lo RVt E],

FSB 5 Mk VPC iwm R
iF VPC LinT R 2 A EEFIERMMNEH KA K EZE CloudWatch,
/Jnlj-l«it VPC —lﬁﬁ/ N

FEEHEP EIZTUT 9. WF --region &M , EELEE D HIE VPC ik S X1,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

WMREWEER , BEERERNZEHMAL , MR REDIZEET CloudWatch £ AWS PrivateLink,
mREBEEIUnauthorizedOperationfiix , FHRIZZEHIER AFHBEE IAM B CloudWatch,
MRFRER |, FRIUMLATAR :

- RIgTRNEZLEATFREH A CloudWatch,
« --region EIEE T HEHPBIE VPC i L0 X,

S5 Mid VPC im s 13
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5‘9%% 6 5% 7R
METBHEELNAYEVNENR L2 HLASAF , o] SO E MR,

2813261

-

TFFLTF https://console.aws.amazon.com/ec?/ BJ Amazon EC2 &l &
2. ESMBEHES , %#F Instances (3EHl).

3. EBHAMNREH , REMKXIER Instance state ( EHPAZ ) . Terminate instance ( &1k

Bl o
4. HRZRREWEIAE | ERLLL,

MRETBHFE VPC im R , AT LU EMER.

i BR VPC i =
1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMERTP , ERRR.
3. &# VPC i Ro
4. EEBRME. BER VPC iwR.
5. RRHIHTEIAN , @A delete , RTFIEEMER,

=

ES

SR 6 B
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AWS g% @B LA T X5 AWS PrivateLink

& AWS RS FEALET 2. RIAWBRZHAZEAEED , Ft&400m VPC N IMEBRMMX |
XBERETREM VPC 7imE AWS RS, MR EHEEFRFSEBNMEZSER | N A LAGEAFEN VPC
¥E$# AWS PrivateLink & , AWS RS REEMNEEN VPC H—# | TEFEAEBRMMX,

&I LA AWS PrivateLink £ VPC KT RARHRIEZERNANE. AWS RS BEEFERAEBKN
MRENATHENEREN ARFHERNER.

EAN

BBENED VPC IR ESNTRHAXTMENS — /M aEWESTEA. LA, BEERBLAIENEIE
GB 1%, BXEZEE , 55 EAWS PrivateLink EX"

AEN

- DNS F##&

- DNS f##r

- #,\F DNS

- FRAATAKX

o IP #hutRH

- DNS ig3 IP %#

« AWS RS 52 &% AWS PrivateLink
+ Cross-region 23 A AWS R

« AWS RS FEAE O VPC LT R
s BEEORS

- BREORSSHNIRE

- BMIBREORK

P 3% iy =

iz

A LA AWS BRSS B 1M A H RS I ST , Bl AWS RS FERAERZIIZEHENAKRT R
AWS PrivateLink, BRI 7iXLEH £,
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BE 2B RS m [T

AWS PrivateLink

TERERTEGI0ME AWS RS B AHRSLHET LBTHR. AWS RE NAB FHFHSEHIE
R EFER B E VPC B Internet Mk , RGBT AWS RE. NFABFRFAHSEFIFRE AWS RS
HRERBE NAT WX , REHKHEE VPC WEBKMMX , RAEEEHE AWS RS, HXLEREES
BEEMMRE , EFRBETFMLE, AWS

______________________________ A
Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. O
4 . E
3

BJX Connect AWS PrivateLink

TERERTEFG2MM AWS RS &I 5 AWS PrivateLink®, B % |, #1E# 0 VPC KigT R ,
FEEZR VPC FHFMHA AWS RS EEFANMNEEOZRELERE. RENREMEA DNS #47
FRIETRAMEEONTE IP it , REMEH VPC KT RS2 RAMNEZELEEKET SMEED
MEE IP ik AWS BRSF. AWS BRS AWS BRSS
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S
"""" AwilabiiityZone

ﬁ Private subnet

AWS BR% B EZEEIER. RELEBEY VPC in R AN FIRNIER,

DNS E#H.5

REHE AWS RF RELARXFLIEET R, HiBZENOT,
protocol://service_code.region_code.amazonaws.com

40 | us-east-2 CloudWatch A E 2 #h Y 20 H L 3w T R80T AR o

https://monitoring.us-east-2.amazonaws.com

5/ AWS PrivateLink , B LAEAAELET RORSEERE. HECIEEND VPC KingT =6t
R4t ZXEMXE DNS B, B LAEHXLEZFR AWS RS WEW VPC 53 1TEE,

0O VPC i [RY X IE DNS BMMEEMT ¢

endpoint_id.service_id.region.vpce.amazonaws.com

7 [X DNS BFEVIEEMT

endpoint_id-az_name.service_id.region.vpce.amazonaws.com
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FERAEBED VPC KinT 28T AWS RS , TS AFAE DNS, &BIFAH DNS |, S UL FRAH
NHiIFSH DNS EME RS A HiER |, BEFEFEED VPC i SR AREIERE, ﬁ%E%L:.M BS
i the section called “DNS 47",

AR describe-vpc-endpoints a8 $ &R & Qw8 DNS & B,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LT RERAR CIoudWatch & DNS E# K Amazon EOLKHT RBmE RHl. F— 1 KB RMEXE
R, BTRWN=ZARERAEIRER. RE—TMREXRBBRENLRERERX | ZREG AN L ERK
REERBTRA Jaa,mlW%i%D NFE P thiit,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}
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DNS &4

RO AEHED VPC w2812 K DNS iEZR2EM., At , XL DNS B2 AT @, B2,
k8 VPC A %089 DNS BRMLREH AWK HEONFAE IP it , Atk , BRIFEERIFE VPC , &
NiX L |P #but A EE A TG 0% R RS

B DNS

MRMEFED VPC KT S /S AFE DNS , HBEH VPC Et/EA T DNS =414 DNS f##47 , &
TR ERIE— /N REN AWSKREMEREXE. TEXTSRFZHVEIADNS EHWiRE , AT
FRAT R IZH) VPC iR A NEEOMNAE IP ik, it , MRENIERNAERF AWS RS AL

HXFARTREAEER , MXEFRAELESKBETRANEED , MLHEENXLENBREFHT
EﬂEEﬁzo

BINBWEN AWS IRFH VPC IS AFAE DNS B8, X AUBREALNHBRSKET JNFE
R (flniEE AWS SDK R HAYIER ) B4 2EH VPC LimT Ko

Amazon R &K VPC 124 DNS BR%585 , #4 Route 53 Resolver, Route 53 Resolver B3I T FAHE

REXEPH AL VPC HEMIERK, BR , BFEEM VPC A ZBEA Route 53 Resolver, MIRENZAR
R &5 [E] SR HY VPC s, M AT LAfE A Route 53 Resolver i S F@EATEEMN, EXEZEL , H5

IKAWS Transit Gateway 5 AWS PrivateLink F15£ K Amazon Route 53 Resolver,

FRIAAT AKX

WA L\EEB VPC iR , EANTARHRE—NTFR, RINGELNFNER VPC intlE— /Mﬁ“ﬁ L
FEO, BIFERE VPCIHAW IP iR  REFHINESNMNEANEEOLER IP ik, kRN
LEOW IP#utEH VPC ImaNEREAHRNFTLTE,

HEEFRESR , RS THENEYE | BITEVCRIBATERE :

* ABNVPCARNTRBEZEDHNTAX , AEXETARX AWS RS FEBAM I EAY AWS B
/J/?O

+ % VPC % AE BB DNS B
+ £/ AWS BRZ EXi DNS & (A REHT K ) #HTHHE,

TEERT Amazon CloudWatch B VPC KT = E RMEEANTENMNTARX, 3 VPC
AR AT F P AR B 4 4RT 3R CIoudWatchﬁFH NELIR Iﬂ] Amazon B | ISR REBIT B LI
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TEMEEOMW IP thit, XTREREHEMCTHAXFRNRE, B2, IRTAX 1 ZH , WTHAK 2
YRR TS 15 18] Amazon CloudWatch,

CloudWatch
: U"“‘H\ ..... &
& Subnet/ Y
Availability Zone 1
=)
IIIII AvanatnhtyrZuneE

TEETRT Amazon Y VPC LT = , CloudWatch H&igH aMEEONTHRAINTHAX, % VPC
FYEA F R P REMERERAEAERXRET 2158 Amazon CloudWatch B , RIS ER—MEEMA
WHRNEED  FRARAEELZEClIzETR, RAE , RIS REBNIEERSAMEEON IP
s 15|

FRAMTARX 20



Amazon Virtual Private Cloud AWS PrivateLink

® | E

| VPC endpoint | CloudWatch

Availability Zghe 1

.......................................................................

g
g
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MRECEEREHAH , MALEREAR - TAXPHRIAMNEED |, RRENEH ERLIEE
AWS fRSS . At , BEARKMEZONLE XK IP #bil,

FRATAKX 21



Amazon Virtual Private Cloud AWS PrivateLink

@ |

| VPC endpoint | CloudWatch
g Subnet | Subnet
(@D (=

..............................................................................
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IP ith it S8 BY

AWS RS BT B HARIBERZHE IPve , B Al lBEHAB IR ZE IPv6, X IPv6 kR
A SABEA AAAA 12RKIBRI DNS &Eif,

FEARILSH IPve WER

+ AWS RS Y MFEHRFSImSES IPv6e T, BXEZEER , 15 H the section called “&%& IPv6
XE

 BORSH IP i RBEMMEEOKSIN FRRE , TR

o IPv4 - IPv4 bt D ECA IR R NEEO, NHEFMAEEEFREESR IPv4 tutSBE R , FXFit
kI,
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« IPv6 - IPv6 it D ELA TR RN E O, RYFTEIEE FMNGRNER IPv6 B9 FMAET , F it
EIN,

« Dualstack ( Xtk ) — 5 IPv4 F IPv6 thsit D B LR im R MO, NEAMEIEE FMEEER IPv4
A IPv6 thhbSEERT , F RIFIEIE,

WMRFEO VPC ImaXE IPv4 , i aMEEOEHR IPv4 bk, S0REND VPC A2 IPv6 , MK
BENEEOER IPv6 tbit, TTEMEBEBMIGRIESMNEEOR IPv6 ik, MNREFEH IPv6 it iR
WmRMEED , FHEECSBE A denyAllIgwTraffic,

DNS id IP 3R#

BIFEH P b RE | HEEA VPC LimT [, % AWS RS ATLUEE A 123k, AAAA iBXE A
M AAAA iBF, ERILUBIEE R DNS i2% IP RERBEN AWS RFEEMNIEFKRE, TRERX
#5HY DNS 2% IP REAEEAYIEFRRE !

DNS g3 IP =& IR [E Ry RRE
IPv4 A

IPv6 AAAA

TR A T AAAA

BIAMBERT , DNS iEFREHE P bt X AME, S LLUERTER DNS iBF IP £K& | BHAM N
HRZERESH IP iR, TREREORSSH IP it LM DNSiexK IP £H -

|P ith ik S HY 3 #5H#) DNS 2% IP K H

IPv4 IPv4

IPv6 IPv6

T HEAL WL, IPv4, IPv6, BRFEN

* FRRBRIA DNS 123 IP 3RE,
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ARSSE X BY DNS 2% IP RESRFEEF AN RS IwRIRE DNS 125k, WREMEMIRSE LR DNS
B IP RE | FHRAESHRSILULERARSHINATRFAR. EEFENEOLET QXEHN

DNS 125 , FREHFEFER VPC £

Mxim <A DNS i2% IP KRBT N EMTE. BXEZER ,

e =

U T

AWS RS 525/ AWS PrivateLink

KB AWS EEEEIS DNS & #DescribeVpcEndpoints,

BSFE MRS/ DNS id% IP £&,

LLTABE AWS BRSE £ AWS PrivateLinko BRI LAGIZR VPC im R AFA T IEERIX LIRS |, HFEIX

LRSHMELBCH VPC HIETT,

EEAWS RS FIPREEE , BEE 52 ERMN RS IR AWS PrivateLink. IRSF BT EERECIR

#0O VPC I RN EENRS &N , HEXRTZRFEERRR

AWS BRS5

AWS Account Management

Amazon API Gateway

AWS AppConfig

AWS App Mesh

AWS B REFE1TER

AWS App Runner fR%

Application Auto Scaling

ARSS& R

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,
agement

com.amazonaws,
com.amazonaws,

com.amazonaws.

=

/AN O

region. I/
region.execute-api
region.apigateway
region.appconfig
region.appconfig-fips
region.appconfigdat
region.appconfigdata-fi
region.appmesh

region.appmesh-envoy-Man

region.apprunner

region.apprunner.requests

region. NFAREF B K

5. &BHRS
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AWS BRE

AWS Application Discovery Service

AWS NREFTBRS

IV 3% WorkSpaces R T2 F

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

Amazon Aurora DSQL

AWS Auto Scaling

AWS B2B ##E 3k

AWS Backup

AWS Batch

Amazon Bedrock

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region. KM
region.arsenal-disco
region.mgn
region.appstream.api
region.appstream.streamin
region.appsync-api
region.athena

region. FitEEES
region.rds
region.rds-fips
region.dsql

region. BEIHMITXI
region.b2bi

region. %17

region. F1Mx
region.batch

region. bedrock
region.bedrock-agent
region.bedrock-agent-rutime

region.bedrock-data B31{t
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https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/privatelink-managing-clusters.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
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Amazon Bedrock AgentCore

AWS IKE SR A EE

AWS Billing Conductor

Amazon Braket

AWS Certificate Manager

AWS Clean Rooms

AWS Clean Rooms ML

AWS TR H API

Amazon Cloud Directory

AWS CloudFormation

AR5 B #5
com.amazonaws.
com.amazonaws.

com.amazonaws,.
ntime

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.bedrock-data-automation-f
region.bedrock-data- B 311tz 1T

region.bedrock-data-automation-ru

N—

region.bedrock Z{TRt
region.bedrock-agentcore-control
region.bedrock-agentcore
region. k¥

region. freetier

region. tax

region. billingcond
region.braket
region.acm
region.acm-fips

region. JE&E
region.cleanrooms-fips
region.cleanrooms-ml
region.cloudcontro
region.cloudcontrolapi-fi
region.cloud B %

region.cloudfor
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/acm/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
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AWS CloudTrail
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Amazon CloudWatch
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com.amazonaws,

region.cloudformation-f

com.amazonaws.cloud

com.amazonaws.

com.amazonaws,

com.amazonaws,.
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
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https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controltower/latest/userguide/networking-privatelink.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-security-vpc-endpoints-privatelink.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
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https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/gameliftstreams/latest/developerguide/infrastructure-security-vpc-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-mi/latest/devguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/iot-mi/latest/devguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS BR%5 ARSS & 75

com.amazonaws, region.license-manager-linux iJ [#-
fips

com.amazonaws, region.license-manager-F /1T #

com.amazonaws, region.license-manager-F /1T -

Amazon Lightsail

Amazon Location Service

Amazon Lookout for Equipment

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

fips

com.amazonaws.,
com.amazonaws.
com.amazonaws,
com.amazonaws.,
com.amazonaws.
com.amazonaws,
com.amazonaws.,
com.amazonaws.
com.amazonaws,
com.amazonaws.,
com.amazonaws.
com.amazonaws.
com.amazonaws.,
com.amazonaws.

com.amazonaws,.
mainnet

region.lightsa
region.geo.maps
region.geo.places
region.geo.routes
region.geo.geofencing
region.geo BER
region.geo.medata
region.lookoutequipment
region.lookoutvision
region.macie2
region.macie2-fips
region.apptest
region.m2

region.managed X R &

region.managedblockchain.bitcoin.

5. &BHRS


https://docs.aws.amazon.com/location/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
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AWS Marketplac
AWS TiHREK
AWS Marketplace Metering Service

Amazon Managed Service for
Prometheus

Amazon Managed Streaming for
Apache Kafka (MSK)

Amazon Managed Workflows for

Apache Airflow

Amazon Route 53

Amazon Route 53 & BT iEF

AWS EEZFIA

Amazon MemoryDB

ARSS& R

com.amazonaws.
testne

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

region.managedblockchain.bitcoin.

region. M7
region.discovery-Mar
region. itE™WiZ
region.aps
region.aps-workspaces
region.kafka
region.kafka-fips
region.airflow.api
region.airflow.api-fips
region.airflow.env
region.airflow.env-fips

region.airflow.ops

com.amazonaws.route53

aws.api.us-east-2.route53 globalresolver

aws.api.us-east-2.route53globalresolver-fips

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region. ##l&
region., =¥
region.memory-db

region.memorydb-fips
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/gr-what-is-global-resolver.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
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AWS Migration Hub Orchestrator

AWS Migration Hub Refactor Spaces

Migration Hub SR BgZR 1Y

Amazon MQ

Amazon Neptune Analytics

AWS Network Firewall

i &% OpenSearch RS

Amazon OpenSearch Ingestion

AWS Organizations

AWS Outposts

AWS Panorama

AWS <& F

AWS PCS

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

region.migrationHub-Orchestrat
region.refactor-spaces
region.migrationHub-strag
region.mq

region.mq-fips
region.neptune-grap
region.neptune® 5z
region.neptune-graph-fips
region. PL&RE K 1%

region.network-firewall-f

X &R RHERSEE

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

region.osis

region. 443
region.organs-fips
region.outposts

region. £%
region.payment-cryptograph
region.payment-cryptograph
region.pcs

region.pcs-fips
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https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/osis-access-apis-using-privatelink.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html
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AWS BRE

Amazon Personalize

Amazon Pinpoint

Amazon Polly

AWS 1 B &

AWS FAH UE$ 40 & A8

AWS Proton

Amazon Q Business

Amazon Q FF & &

Amazon Q AT A
R

Amazon RDS

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

region. MEAL

region. MEALTESN
region.personalize i& 1T &
region. pinpoint
region.pinpoint-sms-voice-v2
region.polly
region.polly-fips
region.pricing.api
region.acm-pca
region.acm-pca-fips
region.pca-connector-ad

region.pca-connector-scep

region.proton

aws.api. region.gbusiness

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region.codewhisperer
region.q

region.qapps
region.service.user iJ 5
region.quicksight-F 4

region.rds
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https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
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AWS BRE

Amazon RDS Data API

Amazon RDS M aEi¥ 15

AWS Bl & :FZE R

[B] 1 uh

Amazon Redshift

Amazon Redshift Data API

Amazon Rekognition

AWS Resource Access Manager

AWS FRERZR R

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.rds-fips
region.rds-data
region.pi

region.pi-fips
region.repostspace
region.rbin
region.rbin-fips
region.redshif
region.redshift-fips
region.redshift LIRS 85
region.redshift-7c IR &5 85-fips
region.redShift-data
region.redshift-data-fi
region. rekognition
region.rekognition-fips

region.streaming-rekognition

region.streaming-rekognition-fips

region.ram
region.ram-fips

regi on.resource-explorer-
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.aws.amazon.com//ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BRE

AWS Resource Groups

AWS Resource Groups Tagging API

Amazon S3

IV 5% S3 Multi-Region ##A &=

Amazon S3 on Outposts

I 5 SageMaker Al

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

region.resource-explorer-2-fip
region. ®iR4A
region.resource-groups-f
region. tagging

region.s3

region.s3tables

com.amazonaws.s3-global.accesspoint

com.amazonaws,
aws.sagemaker,
aws.sagemaker,
aws.sagemaker,
aws.sagemaker,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,.
time

com.amazonaws.,
time-fips

com.amazonaws,

com.amazonaws.

region.s3-outposts

region. R

region. £iB A

region.partner-app

region. T/EZE
region.sagemaker-data-science-
region.sagemaker.api
region.sagemaker.api-fips

region.sagemaker.featurestore-run

region.sagemaker.featurestore-run

region.sagemaker.metrics

region.sagemaker.runtime
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https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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AWS BRE

HEiH

AWS Secrets Manager

AWS Z &

AWS Security Hub CSPM

Amazon Security Lake

AWS Security Token Service

AWS Serverless Application
Repository

AR5 B %

AR 55 B &5t

Amazon SES

ARSS& R

com.amazonaws,

region.sagemaker.runtime-fips

com.amazonaws.savingsplans

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,.

com.amazonaws,

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.secretsManag
region. Z£RE
region.securityh
region.securityhub-fips
region. securityL
region.securitylake-fi
region.sts
region.sts-fips

region.serverlesszfif

region.serviceCatalog
region.servicecatalog-appregistry
region.servicequotas
region.email-smtp
region.mail-manager
region.mail-manager-fips
region.mail-manager-smtp.auth.fips

region.mail-manager-smtp.open.fips
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityagent/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
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Management
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AWS Step Functions

AWS Storage Gateway

AWS Supply Chain

AWS Systems Manager

EHAT SAP By AWS Systems
Manager

AWS EB{S M 4L 4 AR

ARSS& R

com.amazonaws,

com.amazonaws,
com.amazonaws.
com.amazonaws,
com.amazonaws,.
com.amazonaws.
com.amazonaws,.
com.amazonaws,
com.amazonaws.
com.amazonaws,
com.amazonaws,
com.amazonaws.
com.amazonaws.
com.amazonaws,
com.amazonaws.
com.amazonaws.
com.amazonaws,
com.amazonaws,
com.amazonaws.

com.amazonaws,

region.snow-ig & B8

region.sns

region.sqs
region.sqs-fips
region.swf
region.swif-fips
region. states
region.sync-states
region. storagegateway
region.scn
region.ec2messages
region.ssm
region.ssm-contacts
region.ssm-B#
region.ssm-incidents-fips
region.ssm-quicksetup
region.ssmmessages
region.ssm-sap
region.ssm-sap-fips

region.tnb
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https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
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Amazon Textract
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com.amazonaws,

region.extract

com.amazonaws. region.textract-fips

Amazon Timestream com.amazonaws., region.timestream.ingest-cell

com.amazonaws. region.timestream.query-cell

Amazon Timestream for InfluxDB com.amazonaws., region.timestream-influxdb

com.amazonaws. region.timestream-influxdb-fips

Amazon Transcribe

com.amazonaws, region.transcri
bestreaming-

Amazon Transcribe Medical

AWS Transfer for SFTP

AWS Transform

AWS Transform BE X

Amazon Translate

AWS Trusted Advisor

AWS BB HRS

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region. #%
region.trancribe-fips

region.transcribe

region. ¥%
region.transcribe
region. %%
region.transfer.s
region. ¥
region.transform-
region. E#

region. E{SS A B ]
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region. BAI-BRR A
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https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/transform/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/transform/latest/userguide/vpc-interface-endpoints-transform-custom.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/notifications/latest/userguide/vpc.html
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AWS BRE

Amazon Verified Permissions

Amazon VPC Lattice

AWS WAFV2

AWS Well-Architected Tool

Amazon WorkMail

Amazon WorkSpaces

s

Amazon WorkSpaces &£l %

WorkSpaces i &4 1% i

Amazon WorkSpaces % 7 #l

aws.apio. region.s3 M4

aws.api. region.s3files-fips

AWS X-Ray

& T Apache Flink #9F &#3E & AR
22

27

BEETH AWS RS B

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

com.amazonaws,
com.amazonaws.

com.amazonaws.

region. BRI R
region.verifiedpermissions-f
region.vpc-lattice
region.wafv2
region.wafv2-fips
region.wellarchitected
region.workmail
region.workmailmessageFlow
region. TYEZE[H]
region.workspaces-Web
region.workspaces-web-fips
region. N=ik

region.thinclient.api

region.xray
region. IBFN P

region.kinesisanalytics-fips
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/private-link.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/creating-streaming-vpc-endpoints.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud

AWS PrivateLink

LTRBIERT AWS RS EiEEXE P X iFEO L

Fho

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \
--query ServiceNames

THRRMEE, RERTENREL.

api.

"aws.

aws.

"aws.

aws.

"aws.

"com.amazonaws.us-east-1.xray"

aws.
api.
api.
api.
api.
api.

EERABSHER

REBREBFE , BRI LUMEA describe-vpc-endpoint-services i R BEH B X TN HRRESHIEMAE

/N0

LT ROIERBEXIEEXE S Amazon CloudWatch # O 4K i% T s 94

aws ec2 describe-vpc-endpoint-services \

us-east-1.cassandra-streams",
us-east-1.bcm-data-exports",
us-east-l.emr-service-cellQl",
us-east-1.freetier",
us-east-1l.kendra-ranking",
us-east-1.gbusiness",

L
)

oufi

--service-name "com.amazonaws.us-east-1l.monitoring" \

--region us-east-1

THRRHMHH, VpcEndpointPolicySupported R REAXFin K

B&. SupportedIpAddressTypes RARZIFHL IP kR,

"ServiceDetails": [

{

"ServiceName": "com.amazonaws.us-east-1l.monitoring",

"ServiceId": "vpce-svc-0fc975f3e7e5bebas",

"ServiceType":

L

/BN O

W Ko & --query TR PR &N RS A

EERXBRSWEER
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Amazon Virtual Private Cloud AWS PrivateLink

{

"ServiceType": "Interface"

1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
},
{
"PrivateDnsName": "monitoring.us-east-1l.api.aws"
1,
{
"PrivateDnsName": "monitoring-fips.us-east-1.amazonaws.com"
},
{
"PrivateDnsName": "monitoring-fips.us-east-1.api.aws"
} 1P

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [1,
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

"ipve",

"ipv4"

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"
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}

BRI KRR X

ERERSREXIFHSER , B describe-vpc-endpoint-services i B H R E
VpcEndpointPolicySupported B9{E., RAIBERIE RN true falseo

DT RPIREEERFSREXSEEXEHFNIRRARME, --query ETUR 5 HRHIH
VpcEndpointPolicySupported BB,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THEHRRGHE .

True

BTRREIFIET AWS IRSS EREEXEXIFLRT QR 1% --query ETUR i H R &I RS &
Mo EfEA Windows S TIRAMFEITHSD T , BHBREAFZHEEAENESS , FFITEEFHMN
L 5 I

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

THRRMEE, RERTENREL.

api.aws.us-east-1.cassandra-streams",
"aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-1l.emr-service-cell@l",
"aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",

com.amazonaws.us-east-1.xray"

ERRARBE

50
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]

BLTRBEIFILT AWS BRS EREEXESPAIFLIET RREN . % --query ETUR A H REN RS
Bho EMEA Windows S TRRFETIHG T , FHBRERNFHRABNESS , HRTEZFZHMN
\EWA A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

TERRASH, RERZBHHE.

com.amazonaws.us-east-1.appmesh-envoy-management",
com.amazonaws.us-east-1.apprunner.requests",
com.amazonaws.us-east-1.appstream.api",
com.amazonaws.us-east-1.appstream.streaming",
com.amazonaws.us-east-1.awsconnector",

com.amazonaws.us-east-1.transfer.server"

EBE IPv6 X

EEE AWS REX IPv6e B |, SR IPv6 FAWS BRSS. fRUATEMERA T desc ribe-vpe-
endpoint-services i TREBEEEXITF AWS RS ATLUER IPv6 R, Z --query ETUR
HH BR % 9 BR %5 & #o

aws ec2 describe-vpc-endpoint-services \

--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \

--region us-east-1 \

--query ServiceNames

THRRMEE, RERTENRL.

"api.aws.us-east-1l.cassandra-streams",
"aws.api.us-east-1.bcm-data-exports",
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aws.api.us-east-1.freetier",

"aws.api.us-east-1.kendra-ranking",

aws.api.us-east-1.gbusiness",

"aws.api.us-east-1l.resource-explorer-2",

aws.api.us-east-1l.resource-explorer-2-fips",

"aws.sagemaker.us-east-1.experiments",

com.amazonaws.iam",

com.amazonaws.us-east-1.access-

com.amazonaws.us-east-1.account

com.amazonaws.us-east-1.xray"

aws.sagemaker.us-east-1.partner-app",

analyzer",

n
’

Cross-region 2./3 1 AWS fR%

UTREEEBERXE AWS RS K AWS PrivateLink. BRI USIEEOKET R, UAES N EEIH

fit AWS XX LERS , mERENEE

ERAWS RE 5| P EIZEUEE RS XY
o

AWS BR%

Amazon S3

AWS Identity and Access
Management (IAM)

Amazon ECR

AWS Key Management Service

Amazon ECS

AWS Lambda

. REEMIIEE

R3S & 5

com.amazonaws,

1

7N

HCH VPC #iz1T—#,

region.s3

com.amazonaws.iam

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region.ecr.api
region.ecr.dkr
region.kms
region.kms-fips
region.ecs

region.lambda

EOEEOLETR

e ER RS &

Cross-region B8 A AWS RS
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AWS AR5 BRS5 B
Amazon Data Firehose com.amazonaws. region.kinesis-firehose

BT Apache Flink WL 583 EER  com.amazonaws, region. &z % #f

%

com.amazonaws. region.kinesisanalytics-fips

Amazon Route 53 com.amazonaws.route53

EEF AN AWS R BF

YRETLAE A desc ribe-vpc-endpoint-services tH R EE B A E XSRS .

UTRRBIERT AWS RS iZus-east-1XEBHAF JUBE#OLKIRET [LIAMIEE (us-west-2)
RS XM, 1% --query MEIUR 5 i BR H7 BR S B #ro

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--service-region us-west-2 \
--query ServiceNames

THRRMEE, RERTENREL.

com.amazonaws.us-west-2.ecr.api",

com.amazonaws.us-west-2.ecr.dkr",

com.amazonaws.us-west-2.ecs",

com.amazonaws.us-west-2.ecs-fips",

com.amazonaws.us-west-2.s3"

(® Note

BAME R XM DNS, AWS RS EHMXEFE T , FX#EXE DNS, EXEZER
B Amazon VPC A FIERAHNEFMEFH DNS B .

EETAN AWS RS £F 53
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating

Amazon Virtual Private Cloud AWS PrivateLink
R FFE EEIM

« BIABRT |, IAM EAEERIFREM AWS RF XEH, ERFEXSHRAEZENNE , IAM 8
A LABIE fo¥Fvpce:AllowMultiRegionfX RN PRI IAM KBS,

- BREMNIRSIEHKEE (SCP) TaE4{XFRvpce:AllowMultiRegiontX FRIVIRIE, EFEH AWS
PrivateLink¥s XiiE#Ih8E , B S REEF SCP FLMAFIIRE,

o ERH IAM EEEAE VPC IR A UEE N RSXEH X , EFEA
ec2:VpceServiceRegion &4,

- RFFEABLTEEBMA—NERMARE , AT EERENFESNRSXE, REFTH
BANBURSERAECEAXEREZEMTREXIFEZERIGRAES. Intra-Region EFETRMER
Y 3E R N AR B B AR

« BAILAMERA IAM B9%Taws : SourceVpcArn£ BHRHFBEARRT AT AMNBBLE X 5 AWS K~  VPC
HRENRR,. EBRAETTAHEZFENE TXEMNHEZS,

- RTHRESTAMY  BEEPANTARPUE M EIFEBEXENEZEOLKIETR, EXMERT , 2
HENERELTEEAMBN AKX,

- BEBXE TR , 7B AWS PrivateLink B3RS XENER XS+ AT XSz BWHEXE, ©
FTEEBXIENAREE,

« UTAARAZIFERXTIHME : usel-az3, uswl-az2, apnel-az3apne2-az2, Hapne2-
azh,

o RO LAE A ER X IEEHH AWS Fault Injection Service 3 3% 3 X i3 A #1#5 X 13 £ 2 O K ik T S 9K
BEiEHTEE, ZETHREZER , HSHEAWS FIS X1,

SlEEmEaXE AWS RS NEOLET R

Ef ARt AtIREOLET R, BSHALIE VPC KinT S#87.

—

£ CLI /|, B LAE A c reate-vpc-endpoint ip & BB AR R XK VPC KinTR. AWS RS XU
TREIBIZETus-west-2AH#) VPC 2 Amazon S3 I OLK BT Sus-east-1,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-id \
--service-name com.amazonaws.us-west-2.s3 \
--vpc-endpoint-type Interface \
--subnet-ids subnet-id-1 subnet-id-2 \
--region us-east-1 \
--service-region us-west-2
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AWS RS EAEOFE VPC KigT =

AT L 2O VPC KT RREERERAXENIRS AWS PrivateLink , B3F1F Z RS AWS iR
%, BXER |, i34 the section called “#15” F 518 AWS RS

NTEE VPC HEENSN TN , RINFEFMP LR - NMrIMNEED |, ANHIE 7Nt EE
MEVFE IP ik, InAMEEORHBREEENMNEZED ; EULELN AWS IKFHEFR ,BX
/fa’fTEIEo

BEERBEESINEABNRAINBELERA. AXESEER , TEREDRIEN.

oL
BIRSM

. BlZ VPC IR

. HEFR

+ ICMP

Bl R SR AF

- E&8H VPC AWS RS R EEA T AR RIR.
- ZEMFHAFLE DNS |, B4 VPC 5 A DNS £H.E M DNS . BXEZER , F5H
{Amazon VPC RF1EmE) FMEFFER DNS B,

- EREOKGETREA IPYE, AWS RS HMXFET IPv6 #1T1ARE, BXEZEER , S H the
section called “IP s 3 H”,

- ARmAMEEOLNR—1NZ24A , AFkKE VPC BRNTHRE, #lan , FEER AWS CLI 7T [M
KIE HTTPS 3K AWS RS , REHMXMATF AL HTTPS RE.

- MRENEFRLTEEMSE ACLIFMAF , FRIEME ACL E AT VPC Mim KM &EO Py E
R B RE,

« BH AWS PrivateLink BREE#M. BXEZEER , iS5 AWS PrivateLink FEt &,

2l& VPC in K

FRAUTIRENEERES AWS REHED VPC ik
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NEIBREOLRT R AWS RS

1.

2
3
4.
5

FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##l &,
ESMERTP , ERKR

EF AERR.

WNFRE , EFEAWS RS,

( °TiE ) IR AWS RS FEMXIGAEBLRET R , BFEP ‘BABXEKRTR S&4%E , ARG
MTHIF R PERRSXE,

¥t F Service name ( FRF B ) , EERS. BXREZER , S the section called “5... &K
KRS,

¥F VPC , BEZENFIFE AWS BRFH VPC,

MRBEDSER 5 PR T Amazon S3 WIRESEH , HERERBEFE DNS Z#F , NEEFHAM
RiE. S DNS B, HEMELER  EES B8RRI ALK S B AE DNS, £R

828 Amazon S3 WZNix [ A EH A A h#FHT25im LBV FAE DNS, tREEHE Amazon S3 1IN
KR , FRERNXAALKSEHAFE DNS |, MEZHRTIHIENERRE — SR HEiRHE

/BN 0

MRIEHELS R 5 PAER Amazon S3 ZAANFTBE RS EEE T RS EN , MRACEEF T HMiR
B, /5F DNS £#. BWEREBRIAME. IHETUBRERA LRSI LHT [IWER (HlnET
AWS SDK & HBYER ) AT EIEHY VPC L im T Ko

FNFFW | EREEEFCIERY ,"—"'Iﬂfﬁiﬁlilﬁ’]?-lﬂo B RAENTARERE—NFM, BEENE
—AAXRPEEZNFMN, BXEZEERE , S the section called “FMFTAHX",

BRINMBRT , RATERFW IP SR M IP bt , HEESBEARAIMEZED, EECIER
IP thaik , {EEFIEE IP sk, EEE , FM CIDR RAWE A IP #st &G — IP bk R 4R
BHRBER , RtBTEREeNEERTHR/RMNEED,

10. XJF IP address type ( IP #hub3H ) | ATMEA IR AR #1TIER -

« IPv4 - IPv4 it D ECAIR R NE O, XRYFMEEEFNEEE IPv4 utSeE B RSS2
IPv4 &3REF |, 23k,

* IPv6 — ¥ IPv6 bt B B4R IR SRR O . NZHFIAIEE FMIIRNR IPv6e KW B RS ER
IPv6 EREY , F XFEFULIED,

o Wt ¥ IPv4 F IPV6 it ELAIm R MNEEO, RYUFMBEIEEFNEEE IPv4 F IPv6
ST E B RS IES IPv4 1 IPv6 iE3RET | o X%,
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11. NT&24E  ERESHIMNFEOXRBENZ2H, BRAMBRT , BII2XEK VPC HRIANRE

4,

12. WTEE , ERZ2HRBRAATFAETEELE AR /LNAERRRITIERE, ERSBIHR
MR, FEEEEH AR, ZETIERS XK VPC I ARMITAI A, AXESER &

SR in LK
13. ( ANE ) HERFRE | BERBFMIFIREL | REW A XN RNE,
14, EFEEE RS

ERAMTTREORS

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

/\E%H

SRRESEATHTAMUL, S SHAMIR VPC HR, S5 E VPO 4D

RSEERN VPC KinT R ) AREREFRFHIZES IR,
ICMP

EORKRAARX ping HRMEMBE, EREER nc & nmap v S RKH,

HEEORR

tIEEAN VPCIwRE , BANEFRHEE,

£5%

o HNERA R F M

- XEZ24

. Y548 VPC Ik 2 R B
- BFf%.5E DNS &
- BEERE

R ( AWS

HE=EFH
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78 DS B £ B

BAIURAEARSNENTAREE—NFN, MRELEERMFR , RILELERNINN FM a2 iE
RMEED  HASNFROE FMisuSEEANFAE IP ik, MRERERTFR , RIISBBRE RS
MEEO, BXEZEE , 5SH the section called “FMH A X",

EREHAERTFM

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#14&,

2. ESMERYP , ERRES

3. EEREORS.

4. {KIXEFE Actions ( #4F ) . Manage subnets ( EEFM ) .

5. BEFELRIEFIHERTAX, WTENMNTAKX , BF—NFM, RIABERLT , BIIEEF
M P #tSEE R IP it |, FRNESEAIRSMEED., ENRSMEEOIER P it | FiE

BRIEE IP thit , AEHAFMUSEE R IPv4 ik, MR SRS XIS IPve |, BMafLUE A
T Mt SEE AR RY IPV6 Mot

MRERNELEM VPC mRNERMEEONFNIBE IP it , MMNSBAFNHEANEEOS
iZmaMEED, KRS RETFMNM VPC ik a iR,

6. 1%&$® Modify subnets ( {EHFM )

FERARSITERFM
» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

KERZEA

B LERELREORSNMEZORRBENLZSH, ZREAMNREI M VPC FHRREAIEE
mRMEEONRE.

FEREHAENLTE4A

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

2. ESMERYP  ERER

3. EEREORR.
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4. %$F Actions ( #4E ) . Manage security groups ( EEEZE4H ) .
5. REFSELARIECHERRZEA,
6. i&#¥ Modify security groups ( 8 Z£4 ) .

FRBTITERREA

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

miE VPC in S SR B

R AWS fRS XIFLIRT RRE , WA REELRT RNLRT RRE., EEfTRIUREE &
FREY E R AT RERE ‘ﬁqlz“ﬁ‘éi'i‘&o BREZER , BEH KUK \%Hﬁo

{58 F 2 & BB ot RUR B

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERRS

3. EREORR.

4. HRRIEFE Actions ( #4E ) . Manage policy ( BRI ) o

5. %&3#E Full Access ( T2 AR ) AR RFZFH TR , HFIEE Custom ( BENX ) FHEn
B E R

ERRE

o

AT E in AR
» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

/= FA%#.%B DNS &

BINBWEN AWS IRFH VPC IS AFAE DNS B, X AUBREALNHBRSKET JNF
R (HIaEE AWS SDK R HEVIER ) AT R ER VPC LimT Ko

YR8 VPC i SR 59
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
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ZEFHAFAE DNS BH5 , B2%4918 VPC JE A DNS E#1&H DNS ##47. /5 HAFAE DNS BFret , FA
B IPHUAEEEEL oM F T HAH. RIVELRSFATE DNS BFE T2/ DNS iEZFRIFEIR
. EIt , FAH5 DNS T aJ LT #4T,

fEF$2H & EXFHE DNS &R EW

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMERT , EFRRo

ERE WA

fRIRIEE Actions ( #4E ) . Modify private DNS name ( #&t{#, & DNS &% ) -
BRIFEFEEERZHRERR Enable for this endpoint ( AltIHRBH ) -

MRRSEH Amazon S3 , MEL—FH | EFEHHIKLEALRNERRXIALRKLEALE
DNS. MREmIFEAIRHEFE DNS aE , MEFRR N Aim RS AFHE DNS, MREKRT
Amazon S3 B NiR R 24 , #5%%F Amazon S3 HIRXIHR , FRERXAANMEIRLEHAALE

DNS , NI E FT—S$REEXRH , AKIERHEE., BXEZEER , 3§ the section called “FAH
DNS”,

7. ERREFER.

o g K~ WD

FRBSTERFE DNS B FIEIM

+ modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( 3&AF Windows B T & PowerShell )

EEIRE
FAI AN D m R THRE , AR RICHEBRBELALANETENHE#ITHE,
E RS & EERE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#1&,
ESMBEED , ERIHR.

EFREORS,

fI R %E$R Actions (#4E ) . Manage tags ( EEBHFE )

BHERMRE |, iH1EF Add new tag ( RIMFTIRE ) , RERAGRSHWENE.
HEMBRARL | HEERENRANEALNE Remove ( BIER ) -

o g K~ w DN
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7. ii?% Save ( 1%# ) °

ERANTTEERE

- create-tags Ml delete-tags (AWS CLI)
« New-EC2Tag# Remove-EC2Tag ( & F Windows B T & PowerShell )

Rz Nin REARVIREE

BRI EBHUERSEORRIMAXNEESHNVIREE, flm , S0 SUEEEE REEZ SR AR
B 88 F R4,

5

- B2 SNS EAH

o NP0 R SR

« DINEIAREE

22 SNS BA
EANTER N BEMEIE— Amazon SNS EHHTHZEH.
AR AN EORRRBL

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC ###1&,
ESMERP , ERHR

EREORR,.

£ Notifications ( B ) I+ £ , #%&$F Create notofication ( BIZEH ) .

X FEE ARN , BN EOIZER SNS E&i%EHE Amazon Resource Name ( ARN ) o
E{THEH , BM Events ( B4 ) ik,

o g k~ w b

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZETR,
« Accept (R ) - RFRUHBEZ T EEZER.

- Reject ( 4 ) - RFRMUEIEL T iEEE R,

- Delete ( #ilBR ) - RS EAEMRR T EORR
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7. i&#E Create notification ( RIZEH ) .

ERABTITAEORICIEEL

+ create-vpc-endpoint-connection-notification (AWS CLI)

+ New-EC2VpcEndpointConnectionNotification ( 3& A F Windows Y T & PowerShell )

N D017 (8] 5% B

£ Amazon SNS BRI AWS PrivateLink RIFRREXABHMNIHRIKEE , TR,
BEXELZER , FSHAN{T4%% Amazon SNS =ZHHEFERE 2 8 aws :SourceArn
aws:SourceAccount £RFMEXR IEEEE AR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"

},

"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {

"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
}
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https://repost.aws/knowledge-center/sns-edit-topic-access-policy
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7N I3 4R SR B

MREERRRINEZR SNS £& , N KMS ZHM R FRRIE LIS IE AWS PrivateLink 828 A AWS
KMS APl #4F. BLT B fI% A RS

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
},
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"

il BRE O s =

F5E VPC i U5 AT LU ELMIBR . M BRI O im RO KM BR HL i R M 4842 06
158 F 422 %51 & D) B3 O 0 R0

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
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2. ESMERP , EFRR.

EFREORR.

1% Actions ( #4E ) . Delete VPC Endpoint ( #ilBx VPC i%2 )

HRERRHTHEHIAR , WA delete,

R BR

o o ~ w

£ Al ap & 1T BRI O i =

+ delete-vpc-endpoints (AWS CLI)
+ Remove-EC2VpcEndpoint ( & F Windows # T & PowerShell )

P 5% i =

M VPC i 2 AT 325 Amazon S3 #l DynamoDB W A SEiE#E , MEFE R EH VPC REEBKM MK
= NAT li‘%o BEHMERR VPC KiFT S E AWS PrivateLink , XK ix¥ 2~ EH,

Amazon S3 #l DynamoDB R X FMXim[/RAMZEORR. BXRFETVLER , BSRUATAR :

« & T Amazon S3 #J VPC a3k R
« &M T Amazon DynamoDB #J VPC i R K7

Fit
==

ERAMX IR R/AT 2R EFEMFNZA

>
)

=
=

it |85
s

3

o IP HhytEH

- DNSigx IP EKH

« SEMATF Amazon S3 HIF Xk R

« @A T Amazon DynamoDB #Y ¥ < iif &
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-ddb
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Bhi

&R LAEE Amazon S3 #l DynamoDB I A B RS m /AR ImR LR ABRRBLR T XER E.
B B Bk R R 5k 1 )

TEERTE6MMESHAERS S R15E Amazon S3 # DynamoDB, M8 F M A B9 324157 6]
Amazon S3 = DynamoDB B REMNHEE VPC WEBRMMXx , REHHBEIERS. B FRHHEHE
71 Amazon S3 5 DynamoDB XERE , RARBEN , MEFREEBEERMMXNEH., &
EFEE TR EHIEES [ Amazon S3 5 DynamoDB X FRE , BEE M/ HE FMAI NAT i%
ZHGREFFHPERER BT NAT 8%, M@ Amazon S3 5 DynamoDB YR E&E S B Bk X M <
B, ERLBEFME. AWS

Reqgion
Public subnet

Te— ﬂ}\ 5]
Private subnet
'

B MK i AT U5 R

TEERT R4 &N < im 51" Amazon S3 #1 DynamoDB. WM& VPC i@ Amazon S3 =
DynamoDB My RENEHEIMXIHER. 8N FMEHARBPLIAE —FKEH , ZEAHAEARSHRS!
KEUBRFSHENHNREREZTMXFKER. BXEZER , 55/ (Amazon VPC AFIEmM) P
AWSHEN IR IIR.
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il
9

-

B EH

BIEMXIE QR |, EREE AN TN VPC BBHR. UATHRAFEIFNICEENE N ERR. B
Y3t R AT A RS AR SIR AWS |, BIRZMXLIRT Ko

BArLE Target
prefix_list_id gateway_endpoint_id
RSB

- WAILEFERINNFAMBENBERPOELIAE , EFEERIRIREN]. EMEBRINESE
B, BNEEMXELSXEK, HZEUHR BRSNS CER M BRF iR S, BITSBRER
B

s EMXmRAXBKNEHERXEN FRPNERfSBaIFERAZMNXERISKGEZRS. REXLEE
HARXBEHNTFHNHPNEFERALERSHR , MARMXIBER.

- BBERBETLABE Amazon S3 WimSBEH , LA LAFEE DynamoDB Mim S B&H, BRI ES
NEHERBPIWEBEERE— RS ( Amazon S3 5 DynamoDB ) Hin S H. BFREE—NEAKXTIH
BBEER—BRS ( Amazon S3 5 DynamoDB ) #9% N if S o

s BAMEASRECE M SKATER B MBERNEEAN (REIREE), XN T8 w5
Hm&k , XEREUATHASA :

B&EH 66
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- MBREREMEBEERMNRENEEH (0.0.0. 0/0) B/ EBRMMXx , MALRT SBEHAMELEATREELHA
X i3 BRSS ( Amazon S3 2 DynamoDB ) W&, KETRt[BRE AWS BRSS £ H BB MK
Ko

o LARKXER RS ( Amazon S3 5 DynamoDB ) A Bt A RELRE EEBRMM < , B4 51
REETENXH,

- MRER—XFHFEFEENEKRS ( Amazon S3 5 DynamoDB ) #§EBY] IP #hutSEEMEEH |, MiZ
B R % T im S B H.

ZEMh

U AR S8 3T Y < i L 15 18] Amazon S3 8 DynamoDB Bt , EM1&ERAE AR KGR RS, Xk
RO ZEEHMAATFHHBRSHRE A T2HEANN =G, ©5lARSHEIZETIEM D,

B MVIE X ¥ 3B E

prefix_list_id TCP 443

XL F A LE ACL B MM VFit MRS AR E. AT RHWEMNARE, BTEEEMLS ACL
MNP 5| ARTRSIR , BT UMNEBIRSIRAPIREBRSHY IP # it SEH .

BB 17308 im QST E
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

IP thhb e A
IP 3t 5 3¢ B 7 AN BT B8 53R S5 10 40 B 1 RAR KR
93K i 25 A IPV6 HER

o Mximam IP it KB AMERKiE SN FRBRER , MTATR :
. IPv4 - SRS H IPv4 BIRFIRAINBEHEARERKRF,
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* IPV6 - FFERSSHY IPV6 BIRSIRAN MBI BB B RF . REMBEIEE FMEINXR IPv6 B FMet
T XFFEDL,

o MR - RSB IPv4 BIRFIRAMBNEHEBEE | BTEIRSEH IPve BIR 5 R BHINEEH
BEERP, NYMELEEFMEES IPv4 1 IPv6 #bHtSEEIET |, o ik,

DNS g3 IP k&

BRUABERT , MXLinT SLBRESFANRS LT [RIRE DNS idxk. MREFER IPv4 RSL i
TR (Hlm) ABMXLIRT Rs3.us-east-2.amazonaws. com , Amazon S3 £ B RN E F iR
@ Adk , FEERNBRARPHME FMNEEA IPv4,

MR, NREFERANKBRSKIET R (HI) IEMXLKIET S , Amazon S3 2EEHNER
mIRE A Fl AAAA Bk, MBHEEEBERPHFREA IPv4 # IPv6, s3.dualstack.us-
east-2.amazonaws.com

(® Note

X F B FRFMHMW® S3 Express One Zone , FIEFHE M M xR fFs3express-use2-
azl.dualstack.us-east-2.amazonaws.com% 5l s3express-use2-azl.us-
east-2.amazonaws.com#l,

DNS ig3% IP KB LFIMREXRMAITF RN TR, WRELA IPv4 BRSLIRT SO M XL iR
KR, REEA dualstack REFLmET R, NEH AAAA BERNREFF2BEMNXK KT [BH, R
IPv6-compatible BZE 7% , URENEEFNRAIBE L, WREFEHIRSE LR DNS i IP £
B, FHRENRS TULERE SRS HRIMATZFA,

SERLLEE X DNS 1B IP REBUEAR N BFEL T QREPBLEIRS , MARIRS E LKA DNS 12
¥ IP REIRE, TRETRXZEFR DNS 23 IP REAMEREAIZFRE !

DNS i IP K8 IREIRY g R E
IPv4 A

IPv6 AAAA

XA A F1 AAAA
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DNS 123 IP 383 IR [EIRY 18 F R E
RS E X IEFHUR T RS i R

ELFE DNS L% IP KRB | MFNLIRT QRS EAREN IP ik RB, TRERTNXLHTIE
M P iR B X #FRY DNS 183k IP RE .

|P ith ik S FY X #H DNS 8% IP K3

IPv4 IPv4 | BR$E X

IPv6 IPv6 , BRSE X

XX HER IPv4, IPv6., XEtk, BRSSEN*

* FRERIA DNS 123 IP 3RE,

(® Note

EFAMXLET RIRFSENLAIAE DNS ig% IP KH | 845 7E VPCREFR R
HFenableDnsSupportfenableDnsHostnames/E .

BT EFE X DynamoDB M%< 4817 B9 DNS i23% IP 228, DynamoDB X X315k E X # DNS ig%
IP K,

EOmSH DNS ig%k IP RKBETHEMTE. BXEZEER , BSRAEDRSA DNS 183% IP £H,
EA T Amazon S3 B < ik &=

Ea LA MK VPC 2 M VPC 1518 Amazon S3, SIEZNXimR/E , BRI LURERIAN MNER VPC
Mm@ Amazon S3 FUREMN R AKX B #R,

ERAMXIRRXT 2R EEMFNEA,

Amazon S3 Bt X IFEMXxIm A MEAR R, EEIRXER |, &AM VPC 1518 Amazon S3 , ik
FRNVPC IR EBMMXE NAT 8% , U EEXATHNEH, BEL M?&é@jﬁ”ﬁ% Tf‘ti?MZIKi&M
&, Hibh AWS XiBH XS VPC B Em MR TR, NFXLzs  SXNERAENRS , &
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EEBHNTTE, BXEZER , ES5H (Amazon S3 AFE™E) 9K EHT Amazon S3 # VPC %
J=E i

AEN

- EEEM

- ¥4 DNS

- BIEMXIES

o AR R IR F1 ]
- KERBEHAX

. R%E VPC if SRR

o I BR P 5% i

= =30

« MXmRRELLRZHE[FTENXE AR, BFSEEN S3 FEMATEN XE AN B M X in R

- WMREFEAHR Amazon DNS RS2 , MAFHER VPC FEEt/E A DNS E41E H DNS fi#Hf, 4
RIEFEFABECH DNS BREE5 , BHMANEI Amazon S3 HiER EWMRT N AWSHEF R IP i,

o XNFBENMKRimRGR Amazon S3 BYSEfl , L2 AR G A0 Ao 13 Amazon S3 IR E,
FBA L EREEAN S5 A Amazon S3 TSR 5IZRM 1D,

. R‘ITELM?& KR IFR Amazon S3 BY3Ef , FMEIM L ACL 40 /o i H Amazon S3 IR E, &

RETEM 4R ACL M 5| ARIZRSIZK , B LAM Amazon S3 #5145 513 HIREX Amazon S3 #9 IP
i&th,EEIo

- REZFERANEAFEENR S3 7M. AWS RS fltn , RIS TEZFEH D ESE HEXHNE
e REVEEELFRFIEBFRAETHE EC2 £4l, MRR , FHERKRENARFET SFXK AW
AWS RS SRR Hs3:GetObjectBIEL MIX LZMERE,

« X¥FBN VPC iR M@ Amazon S3 R HWIER , TeeE M KRB EEE R P FEH
aws:Sourcelp &M, WHMEH aws:VpcSourcelp &, F , &0 LUGE B 2RS35 5 L
EC2 SEfI A LAEBIE VPC i & 15 1B Amazon S3.

« Amazon S3 WEI#IkK B Z &I F M EHIHR IPv4 = IPv6 st FERH VPC RN A B it Bk R
AU, WA TIRMERE , HEFITHMN TCP EE, 2aiFERALXMuERTaEME, B
WEECERBRRRANTESTEAEERS ; TN HABRENRGEEETETBEE
FTiE#EE Amazon S3,

o TN RIE ?%?ﬂﬁ | VPC 24\, VPN iE#, VPC &, RHMXIFEN VPC H Direct
Connect E# 5 —wH BRI EFEAMXLIET L5 Amazon S3 &S,
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< BHKSNRANRFNENXE 20 MRXIFER , ZEFTFR. 819 VPC BIRxIRKREHN 255

M

o

#.58 DNS
£ Amazon S3 SIZMxix K MEOmSET |, B LB EFAE DNS MUMEIL A,
Route 53 Resolver

Amazon &K VPC 214t DNS RS8% , #°8 Route 53 Resolver, Route 53 Resolver B3I 4 FA
EREXEFHAM VPC HEMIER, B2 , BFEEM VPC S EB#E A Route 53 Resolver, Route
53 R AR BRI S MR R AL J«J\{E"J‘TM VPC #£ZBfE A Route 53 Resolver, AUk #4785 i = fF
SRE A MEH DNS Zif3 % 2 Route 53 Resolver, H U541 850% =5k B Route 53 Resolver By
DNS &Eifj# & El A i W 4%

I8 Amazon S3 BV O [UELE AT A LR ER iR S A FAHE DNS Y , AT IE AR

Ro X TF Amazon S3 #J DNS &if] , AT S E MR FTEEORSNIE P i,
FE AN Route 53 Resolver B9 ALIAS 12 ZRNZ| Amazon S3 I ARIEEXE , X#XKE VPC K
DNS &EifEfFHTE] Amazon S3 208 IP sk , MR 25 B 2 M < % o

#.%5 DNS

WREHN Amazon S3 MEAK/EEFE DNS |, BHIFXN AW@ETRIK/EEFLSE DNS |, NKE
B AW EF VPC WEREEAEORKTE Amazon S3, At , BFREMNFREAEOR[/LLIE
¥ B VPC WiRE , MARREFMEMAMKIERo

On-premises Region
]

data center

Private subnet

rl Gateway endpoint /@
53 bucket
)

VPN connection Interface endpoint

FAH DNS {UE M T A vh 47 25 iR R
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WMRIEN A AU FENTES IR SEEFAE DNS |, MK BEN AR K ERSFEHRZEORSTR Amazon
S3, M3k H VPC WiER&ERAMXximRiGE Amazon S3, Eit , A LMELRAE , RRAERERNT
EEARXImRNARE  FREAZEORS,

ERTHEE , MX&LET S DNS ig3% IP XEXMEFEOLKRET SMEEESR i service-
defined, AWS PrivateLink AXiFEMEMEA S, BXEZEE |, ESH the section called “DNS
o IP R,

On-premises
data center
@ Private subnet @\“
Gateway endpoint >@
D 53 bucket
et L
(7] >
VPN connection Interface endpoint
i EFAHE DNS

BRI LATE B2 Amazon S3 MENIR /AN HERIES , NHEEFHE DNS, BXEZEE , HSMH the
section called “Bl VPC in K" ( RIZHREE ) =X the section called “/5 AAFAH DNS H£#” ( BlEfF
BE ),

B 2 P o< Ui =

FRALUTIESEEREE Amazon S3 M X%

152 P12 1 & 1 2 ) X i 12

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMERYP , ERRR

3. EFE SIEBRA.

4. XIF Service category ( BRE3EH ) , EF AWS RS

5 MNFRSE , RNTIEFERE = WX,

MRER Amazon S3 BIEFHEBAEMENEF , BIEEFE com .amazonaws. region.s3.
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WRIEE Amazon S3 BIEFMEEE ZEFMEMWY |, 1H1E#E com .amazonaws,

region.s3express,
6. 1 VPC iU+ , BEERIKKH VPC,
7. XIF IP address type ( IP #ib3H ) | AJMSAT IR ARt TR -

o IPv4 —FF IPv4 ihit D ELA IR R KEO, NEFMEEEFNEES IPv4 it SEE B RS #EZ
IPv4 &3RET |, F Rk,

* IPv6 - F IPv6 bl D ECLA IR AR RO . XA IEE FMIINXR IPv6 KM B RS ER
IPv6 F3RET , o STIFLLIET,

o XML ;B IPv4 F IPV6 b3t D AR A NEED, NYUFFEIEE FNEEE IPv4 H IPv6
HHSEE BIRS1ES IPv4 1 IPv6 E3RET , X3 i%IR,

8. X T Routetables ( BEHK ) , BFHK[AEEANIAR, RIPREIRM—NEEE , FUERSH
B AR R E IS mim A & O

9. XF Policy ( KB ) , % Full access ( T2 HRINIR ) LAAFFEFEHEN VPC wmR X FIE
WRHWATBERIE, BN , EF Custom ( BEX ) LKA VPC ik KRB |, %R B& & = 4@
VPC i /3 IR HATIRIERN TR,

10. (A& ) EERIREL | BERBEFNFIRE , R AZREHNRNE,
1. ERCBRR

ERAWTITHEMXER

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

158 P 176 A SR B 422 361 15 )

Ba L EREEREEREHEELRET A, VPC, IP #tutSsENXNZ# B0 E, AWS IK/Fix s
TOMBRIZER — N A B ERRFIFTE L RNRRIEED,

Example "l : BR &3t 45 E v S Y 15 7]
BRI AR aws:sourceVpce R ERBIZBRFIFTIFER LN FRINFHEBER, BRIEFEATEENN

KigR , BUATRBLEAEENRFEELEXEERNHER. HIER , LREET AWS EEZH A
EFAEERNRER LS IEERI TR
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}
]
}

Example ™l : BR&IZT4FE VPC 7]

BRI AR aws:sourceVpe &R KRAIZBFMEERR , A TRHEFEE VPC WiFRE, WMREER—
VPC HELE T ZNRR , XLFEEH. BRIFFEREKRBIBEN VPC , BN T KRB LERIEENRE
BEITIEERIGE, BFEE , BERKEBET AWS EEZ4 A FERAEENBRER LN EEHNIGE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],

"Condition": {
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"StringNotEquals": {
"aws:sourceVpc'": "vpc-111bbb22"

Example/R5 : BREIFT4FE IP 31k S B 89 15 (4]

SETLAER aws: VpcSourcelp SR IR RHEXIFE IP i SEE MG RIN R, FRIFFERREBEE
Y IP ik , BN T RESEREENRERELNEERNTR, FI8  LREBET AWS EEiZ
H B RS ERRER N EERB TR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSouxcelp": "172.31.0.0/16"

Example/RHI : BR&IX 45 E F 6 MY 15 B AR AWS K

O LAEMA s3:ResourceAccount SU4BROIZRE , A TRFXNIGE AWS K A S3 FHEHN
A, BRIE S3 HEIHIEEM AWS IKFFTE , BT RS FERIEENIRERL T X LEFHN A,
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResouxrceAccount": "111122223333"
}
}
}
]
}
REREE &

BAUEREMRImQURBKNEHAR, SEXRBEKRN , BIPFEIAMN—NEE , SURSHEN
MR REERRQAMEED, SEBUHXBKEEHAREN , RN % B30 BB R B BRG R H .

EREH A& XA R

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
EEMERD , ERRR.

BEEM R IE R o

1£$® Actions, Manage route tables,

BIEFEERIEUHERRB R,

i%# Modify route tables ( S HE ) -

o a0 A w N~

EABTITRERERH R

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )
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4R VPC i SR B

BRI BN MK ik AR IR IR KRR, U HIE T iwRM VPC X Amazon S3 #ATAY AR, £ S # 5Tl
REKBRE !&‘\FJ?ME’\JEEKEI%‘E%EIL THFREEN. MARBATTL2R. AXESEELR , F5H
i R R B o

152 F 2 1l & 38 i U SR g

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

2. ESMERYP , ERRR

3. EEMXmR.

4. {KRIERE Actions ( #4E ) . Manage policy ( EIERRE ) o

5. %3 Full Access ( E£1HR ) AATFNRRFZHFH TR , HFIEEFE Custom ( BENX ) FHE 0
B E R

6. EERRF.

THERi5E Amazon S3 Bk S KB R,
Example/~l : FBREIFT4SEFZ BV IA R

SER LA — N RBERX AT I RIHEE S3 FM. WRER VPC AWS RS R EMMER S3 7
W, WIheer BB/ Ao

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
]I

"Resource": [
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"arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"
]
}
]
}

Example/~ 5l : REIFT4SE IAM A &8 17 [E AR

B LA 2R EIX4FE IAM B HRIINRIRE, YIEMA aws:PrincipalArn EFEERFiGE

R

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"ArnEquals": {

"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xole/role_name"

Example /Rl : BR&EIXS 45 E MK 51 A P A9 175 R
&R LA B 22 PR I3 45 E K £ 9 13 R A PR 89 SR B

JSON

Amazon S3 Hix R
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow-callexrs-from-specific-account”,
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:PrincipalAccount": "111122223333"

il B ) =< i =
AR xim S AT LU EL I BR. 24 S8 1 BR P o< i B, FRATT S M F P& B 2= AP BRI =L B8 o

WRFHE DNS 2 A, WFTTEMI BRI X ik Ko
58 A 422 51 £ D BR P90 K o .

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &
ESMERP , EEKR

IR R IR R o

i%#& Actions ( #4E ) . Delete VPC Endpoint ( Ml VPC iwS )
HRBRTHITHEIAN |, A delete,

E R BR o

I

{55 F 5 <5 17 1 BR R 5% i =

+ delete-vpc-endpoints (AWS CLI)

« Remove-EC2VpcEndpoint ( & F Windows By T & PowerShell )
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& F Amazon DynamoDB HJ R i &

BRI LAEA MK VPC i =M VPC 518 Amazon DynamoDB, ®IZEMxisa/g , & LU ER IR 8§
HERFHWE SR , ATMNEH VPC B[ DynamoDB B R E,

ERAMX IR R[AT 2R EFEMFNZA.

DynamoDB it X #FMxim R fEOm . EBMXER , A LM VPC 58 DynamoDB |, 7
FH VPC BREEBRMMAE NAT 8% , B EFEMATHNEA, B2 , MRLHET KT ARTFMNRL K
&, Hih AWS XEHXE VPC BT AmMx#HTiAE. N TFXEFRE  SXNEAZEORR , 5
BEEETNAR, EXEZER , ESH Amazon DynamoDB FF X A R ERH#H DynamoDB #J VPC

Ll i<
mRRE,

AEN

« EXESM

- BIEMXIES

« £/ 1AM policy # &5 7]
- XEKEHAE

- YREE VPC ISR

o I BR P 5% i

EREW

o PR QNELEE ZE SFTENXE R A, #RE DynamoDB R P 1E /Y M [E] X 5 A 1 22 M 5% i
=]

Yl

- MRBFEREZ Amazon DNS RS ES , WA R EH VPC RET/E A DNS E41%E # DNS f#if.
RIFERBECH DNS BR$E8 , BHRAR N4 DynamoDB BiE SR EFEEAT N AWSHEH Y IP b,

« XNFBEMKRimATGR DynamoDB BISEHI , 244 BN 40 5o iF# Hf DynamoDB HIRE. &1
RERLAMN A 5| A DynamoDB KT 455 ZR K 1D,

. R‘H:Jﬁlilﬂ% Ki5E DynamoDB BYSEfI , FREIMLE ACL 2470 o iF#t H DynamoDB FYRE. &
BETEM & ACL M 5| FARISRFIE , B LA DynamoDB #9 514: 51 & 3R EX DynamoDB #J IP
i&iJL,BEIo

- WMREEH AWS CIoudTrall 13% DynamoDB #1 , M| BEXH I ERSFEAE VPC 1 EC2 L4l
MFAE IP Hulk LR ER ZA R T SR RITHWEMEROMNARLHT KM 1D,

« FXimR[QNZE IPv4 RE,
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- BHZEMTFRBEFER IPv4 BN AE IPv4 it T R IEH VPC FEFAE IPv4 ik, iw S
FMERE |, HEFITHHN TCP &EE., UEIFEALE IPv4 it FIEETE2IRE, Ewﬁ‘ﬁﬁu
BRERRNKIFERANTEZTEMNEETS, HE , #HTNRUBREEEPHTENE4EE B3
E#Hi%E$#EE DynamoDB.

TR im EEY BT VPC 2%, VPN iE#E, VPC W&HEiERE, £HMNXx=EHN VPC #F Direct
Connect E# S —imH B IRTCEERAMX LT [R5 DynamoDB &S,

o BRI RIARF N ENXE 20 MRS | ZEFT AR, F1 VPC HMXinBRESN 255

M

o

Bl 2 M < s =X

£ AT I 2 82 E#EE DynamoDB MK im Ko
fEREH B BIEMXER

1. FFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

ESMERP , ERRKI

®E BERR.

3 F Service category ( BRSS! ) , EE AWS RS

XNTFIRS , winiEss KB = MX" , ARfFi%EE com. amazonaws, region.dynamodb,
£ VPC UIH | iR EIRBIK KM VPC,

X T Route tables ( BHK ) , BRR[EFEANBEER, RIVFEHHFM—NEEH , FARSH
B R RRE S [ A& O,

8. X TF Policy ( ZKB§ ) , #%&# Full access ( T2 H AN ) UATFFIE EHES VPC IwR WA
BRIATAERE. BN, %R Custom ( BEX ) LM VPC iR KEE |, 2R BRH E4E
VPC i 2.5 BRI AT IR R

9. (Hit) BEMIRL , FEBERMFRE , R AZRENENE,
10. ERCIBRR.

N o o bk~ w0 DN

AW TITRIRMXER

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )
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fEF 1AM policy #1175 8]

BB LABIE 1AM policy SRIZ &L IAM E4ET LA A4S ER VPC A K 5 E DynamoDB &,
Example 5l : PR &I 43 € i <L BV 17 8]

BRI LAE A aws:sourceVpce FHRKAIZA TRHEIN4FE VPC in SV IA R KR, BRIEFEABEERN
VPC iR, BN LA R ERBOFEL XK~ & DynamoDB R E, W RAMRIZFEE —MAGFENERAR
PR %5 R A BR B SR BR1E )

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint”,
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:us-east-1:111111111111:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}
]
}

ExampleRfl : RFRBHE IAM SEHFRE
A LABIEREE  LATFERALIE IAM B3 THR, A TRENDIEE IAM AR F1HRNER,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"ArnEquals": {

"aws:PrincipalAxn": "arn:aws:iam::111122223333:xole/role_name"

Example/Rfl : R FRBIFEIKF B HIE
WA LABIE—MUAEREBFERF WG ENERE, UTREEEEKSRHAFRFIHENR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
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RERESH &

BAUEREMRImQURBKNEHAR, SEXRKBERN , BPFEIAM—IEE , SURSHEN
R REERRQAMEED, SEBUHXBKEEHAREN , RIS B30 BB R B BRG R B,

EREH A& XERIRAR

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

2. ESMERF , ERIFR

3. EEMXKIKR

4. 1%3F Actions, Manage route tables,

5. REFELEFEFIUHERERAR.

6. i%#% Modify route tables ( S HE ) -
ERmTITREREAR

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

Ym%E VPC i SR RE

SERBAN Mk im Rém IR RUREE , U HEE iR KM VPC X DynamoDB #{TH G, EE#H Tin
KRR , BN ERARZFR/LIHIRER. MARBARATTLHR. BXESELR , H5H
Ui R R B o

{5 F 2 & BB oltum RUR B

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERRS

3. EEMXImR.

4. HRIRIEFE Actions ( #4E ) . Manage policy ( BRI ) o

5. %&3#E Full Access ( T2 AR ) AR RFZFH TR , HFIEEFE Custom ( BENX ) FHEn
B E R

6. EERRF.

EFF DynamoDB K% = 84


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

ERAWTTERMRER

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

THER15 1\ DynamoDB Bk s K B R 451,
Example/RBI : ¥ RBEIER

&R LA — MR RIBR HY RIRIG R YR B, AT SRR T 5 H MR DynamoDB KRR,

{
"Statement": [

{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

P

"Resource": "*"

Example/RHI : BR&IXS4EERAY 5 RIAER

IR AT LABI R R HIXY 45 E DynamoDB FRH 17 RN PRAYERBE . LA T R BE R FXTHEE DynamoDB &RW 1A
7]

{
"Statement": [
{
"Sid": "Allow-access-to-specific-table",
"Effect": "Allow",
"Principal: "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
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"dynamodb:PutItem",
"dynamodb:Update*"

1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

}
]
}

ERES =
AR xim SE AT LU EMBR. 24 &1 BRI < im BT , BATESM FME& B 2= P BRIm LB H .
5 FH 22 1) & 1 BR P 5% U =

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,
ESMBEERD , ERIKR.

TR RImR o

%3 Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC i%8 )
HRERTHITHEHIAR , WA delete,

I BR

2

AW TITHERMXRR

 delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & F Windows ¥ T & PowerShell )

EFF DynamoDB K% = 86


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html

Amazon Virtual Private Cloud AWS PrivateLink

Bt LT AR IA 8] SaaS 7= & AWS PrivateLink

£/ AWS PrivateLink , A LAFATi5E SaaS & , MEEIIELEBESH VPC FizT—#,
AR
- BIEEORS

iR

BRI AR, MEFEE B AWS PrivateLink BEXEIRH M SaaS ™=@ AWS Marketplace. BXE
ZEE , BEAEALREAEMIL W SaaS MAREF AWS PrivateLink.

R AT LA B AWS PrivateLink AWS S/EA#IRE X FH SaaS = m. BXEZER |, 55H
AWS PrivateLink & 1E{k .

TERERTWMER VPC In QEEE SaaS ™ m. RFEEFHCIBE[RSHBEETF R TR KRS
AR R, ERIRSERE , BALGIEED VPC KR , ZRRELZN VPC FH— NS FH
Bin RBRS < B2 EE,

Region

&y

VYPC endpoint Metwork Load
Balancer
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BIEE ORI

FEAUTEREMRIERET SaaS = miviEQ VPC Ko

R
T RS
BIBEES SERFRSHZEQR

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &,
2. ESMERP , EFKES

3. ERUBRS.

4. WMBEEMNEERSH AWS Marketplace , HFHITATRE

a. NFHEE | %&E AWS Marketplace RS
b. EBRZERSE
5 WMREITHE THRIRA “REME” B AWS RS , BHRITUTRE

a. Tt “FEAE | % “PrivateLink Ready &MU EIRS
b. WMARSHENR , RAEERRIERS

6. XTF VPC, &EEENFIHR>REE VPC,

7. WTFFW , EREEHPUBHAMEEON TN,

8. XWTZ24 6 ERESHKIAMZEOXRBENZEH, Z2AMANSHA AT VPC FHEIR 51K/ M
FEOZANRE,

9. (HiE) BEMIRZL , FEREBEFMFRE , Reh AZRENENE,
10. EFE BRI R

BB 2 O im R

EXEEEORAMNELR , i3 the section called “Fit & 0% =
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BT AR B RELIIZ®E AWS PrivateLink

BRI ERAMXABIERTRES BEBINBENRENT, ILERZFAATRERE, S0, KK
ERMEMMERS, SR ELE VPC mRRFHEEMXNEIGER, it AWS THEL0IE
P 5 T 19 i 85 v R 17 1) s RUBR 55

EM

RBRENMXAESESERESNTARTMEN S —/ P REWERTER, LA, TRBAENHK
I GB +%., BXEZEL , iHSHEAWS PrivateLink E4T.

AAE

o |PiybRAE

- BH

- BIERERFENNK AT ER R SLRS
« EARNXABITERERLTELERS

BXREZEER , FSAMXAEIGERS,

iR

TERERT NARFRSSENMAERHBEZELIRE AWS PrivateLinke MARRFERSSBERSFERE
VPC I FMHIE1T. BER— VPC WS — N FRHPAIEM <A EERmR. B EBkMMxE A
fRESEAE VPC WATEREE EARBIINXATHEERES , UEHTRE , AEBRBEBKRT
M., F# , BEXNARFRSSENFERECHBBAIMNRATEEHRHEIURHTRE , AFBIERK
P ) < 4% 2% ER 121 1 AR 72 P AR 5589 o
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Application servers Gateway Load Balancer —

endpoint ! Gateway Load Security appliances '
Subnet Subnet — Balancer :

Endpoint service

MEEMEINARFRSSBENRE (EREX) -

1. REBE EBRMM X ARSERE VPC.
BEBHAREE , RE R X AT R
BERELRE , IREBREIINKXARIGEREUHITRE,
REZTRGE , FREAEE MK AT ITEEFIRK S
REBHREE , SREXAXINARFRSS.

.0":“.0-’!\3

MM RARFRS SR EBRMNNRE (RBEEX) !

1. REBHREE , FREREIMX AT ERIKR
BEZLRE , RREBREIMXARGEHERUHTRE,
RESTHE , FRERE RN 7 %35 R
REBBREE , FREKXEIEBRMMXK,

TRERER B E BB,
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A P4
|
|P b3S HY

RFRBEETEY IPv4, IPv6 = IPv4 #l IPv6 MRFERAEREERSHER , IFEZ2REZ2NEE
IPv4, MMBEBEANMERZET K NINEERAETHEMFER IPv4 HRENRS , HEFHNERETREFE
F/ IPv6 1B &M AR SS

MEMKXAEIGERIF /TR IPv4 , Mg /MEEOEE IPv4 thiit, MRMKR AR IGERiG [/
IPv6 , Mt A% EOEA IPv6 iilt, ToEMEBMIBEESMEZON IPV6 i, MEBLHER
IPv6 bt EiRiE S EED , BEEEE A denyAllIgwTraffic,

NimR[RBRS B A IPve ER

« WRMRSH VPC MFMLMEBXEKR IPv6 CIDR R
Ui AR S5 B PR P ok A B S T B8 AU R TR IP 3R B, REWRBFAFRERF IPV6 RE.

ARG =RIH K]S A IPve FER

mR RS SAMEETE IPv6 XM IP ik KA,

M A ERHSMN IP it RBAMERMAR AT ITER KR[N FNRE , TR

« IPv4 - ¥ IPv4 it D ELA IR RN EED, NEFMBEEFNEES IPv4 thiSEE R , FXiFt
EIN,

« IPv6 - ¥ IPv6 it D ELAm AN EED, NHMBEEFMIIRNR IPv6 BFMET , F X Fit
EIN,

- Dualstack ( X3tk ) — 4 IPv4 H IPv6 st DB R MEED, NEMBEEFNEEER IPv4
M IPv6 tbuESEEIRT , o RIFHLIED,

- lRSEAE VPC R 7R ERHERATERE IPV6 RE , MXLFRAIME ACL LIV IPV6 it

Eo

B EH

EENRERAIRSRS , BEAE ID B AFOEHSRRALIEENEHARTPHNER. ELEH
FFEEBARMEEEABERK , WTFAT R, A Gateway Load Balancer W RAEN BAREY , TREFBIRYIRE
EAEN, EXERP , THEREESTE IPv6 A,

B BRI > 19 8% FA &=
LEER RS EB R RENARF RS SH[NREREF MR ARDERIRIRVEEH,

IP iyt HY 91



Amazon Virtual Private Cloud AWS PrivateLink

B E B 5
VPC IPv4 CIDR K ity
VPC IPv6 CIDR it
Application subnet IPv4 CIDR vpc-endpoint-id
Application subnet IPv6 CIDR vpc-endpoint-id

BENARFRS RN FRERER
It B% R AAME BRI B N ARF RS BR[O FTERERERIMX ARG E R R [HEEH,

BRI E B4R
VPC IPv4 CIDR 7R i
VPC IPv6 CIDR 2R i
0.0.0, 0/0 vpc-endpoint-id
/0 vpc-endpoint-id

BEMX A BERH RN F AR HE

A RSP ERENRERILZRZLBRVE, WRRERBERN , NiRHASFHRERIE
INARFRS SR, IRREXRENARFRSSE  WANKFAERERET ERMMKXHERH.

BirfLE B#R
VPC IPv4 CIDR i
VPC IPv6 CIDR R i
0.0.0, 0/0 internet-gateway-id
::/0 internet-gateway-id
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BIEREREEAMR AT TR IR SRS

LA tEE O BERXENERS AWS PrivateLink , i &R T 2RSS, SREBRFEMHE K ML
HIRZEBIIEIEMN AWS ZEXARKRZERAE,

i RARS EEMZ A ERMR AR GER, EXHIERT , LRERANX RIS ERR 021w
%o BREAMNZNBHERBR/IBRSNESER , SR B KRS,

- RREH
- AR AARSS
« BN IES/IRS A

FEEM

- IR RARSEL ORI RS XA,

. MESEAERRELRABSNELN , NREEISRSBAFAENARK, HBESIRMHE
SREERELT RRMNKS A | us-east-1a ZA AKX BHRAELLBME TGN AWS I R
FANERTAR, STMERTAR D —RFRESWTAR, SXESES | $28 Amazon
EC2 A 5@ Ta AZ D,

- &1 AWS PrivateLink BRB B, BXxEZEE , i5S@ AWS PrivateLink Ei&i,

N4/

FRFMF

- ENRBEBRSHTAXFZEFTEDHNFRNBRSRHED VPCo F—NFHATREREX
Bl m—PMRATHXAEEER.

- ERFSREMRE VPC RElEMX NG ESR. REUNERKIKRS LEA IPve X, NABREM
ANEBER EERANERZF, AXESEER , BEANXAHEEREAT,

- ERFREME VPC REFRERE |, R EMB 0B 9ER B R4A,

B iR LRSS

BRUTISR , EAMXABIIERER SRS
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e RS A ol 2w RS

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMBEESF , % Endpoint services ( imRRS ) -

%% Create endpoint service ( I2iHRBRS ) -

£ Load balancer type ( a9 #253K A ) I A EEFE Gateway ( FIX ) o

¥ F Available load balancers ( ATAAEKIGHR ) , EREH MK ARG HESR.

£ Require acceptance for endpoint ( FEEEZUFEARS ) ETAF |, %#F Acceptance
required ( FEET ) LERFHESIHNRIURFSHEZEER. N , FEHEZEN].
7. XTF Supported IP address types ( Z#FHY IP #hub KA ) | AT TE—B%E -

2 R

o %R IPv4 - BRIRKRIRS AEZ IPv4 B3R,

« %8 IPv6 - B AR RBRSUUIER IPv6 B3R,

« &R IPv4 A IPV6 - /5 AR RBRSS AR IPv4 H IPVE E3Ro

(Wi ) BEERMFFZ |, BiEE Add new tag ( RINFIHFE ) , ARRAZISHEMNE,
9. %&3%E Create (812 ) .,

®

RS RRRIRS

« create-vpc-endpoint-service-configuration (AWS CLI)

« New-EC2VpcEndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

R = BRSS A A
RS IR EE AT IT U T IRIET BER RS A B IR E RS
o BIXBUAAFENMNRGSFERAEEZEIECHNIHRRRS. BXREZEER |, SR the section called “B

ER

« WRFEAERUENBSEHRNENTRAX , LEMRIEBUREORRISVERIEHRS. A
XEZEE , BEATHEHNERE.

- BYRESEHAENHESERER, BXEZEER |, 5 the section called “#EF s IE4 ERIF R,

AWS ZE AT LUEN 8122 Gateway Load Balancer i R FARIEZ BN L IHT RRS. BXEZE
B, EFZH SEMXARITEHRRS.
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EAMXAFEIERRRIATEARERS

SR BA I W x T Bk 5 T 2R um U2 EI R AWS PrivateLink <3589 in S BRSS

3t F&E VPC nP?b*E’J’éA%H BITHEFNPSE—NMraMEED  HAEIEHE FMiUE
BRNFE IP i, KIETRAMEEAORBREEENNEED ; S EECHNEEOFESR
AWSMF,@%&QEMEO

LEERES I NFHAENEHINABBELERA, EXELEER , 55 Gateway Load Balancer
i REM

A

"
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bl
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R

- BIERS

- BiERHE

- BERZ

o BRI 5< A B 3T T BR i =

=)l

&
S
=

FEEM

. WAE EW*E%%W@¢&#—ATﬁEOﬂFW%EE&%?MQ%EE$E?M¢E%M*
MRS , BUTRI BT M x AE GRS

. !’&‘\ﬁll«iﬁﬁ/l\ﬂﬁ%ﬂ’ﬂﬁ/l\ﬁlﬁﬁ XA e MR A FHGHERRER , BEXTUERMKRATIEIF TN
AX, YRSEUHEBERSFERAELTARNKF FE |, us-east-1la EATARX B A ESIRET F
BN AWS IKFHRREINERRTAX, BRI ERATAKX ID —ButirR RSN ATAX, BXESE
B , %25 Amazon EC2 AF{ER®HH AZ ID,

- RAERSRERUEBESEREBERE , BFTEFARKERS. RFEEBT VPC ik R ELEITEH VPC
FRRBRNER. mRMOREXNBEN VPC FERREZINRERN R,

s BANTARHNENRNXAFEEEHRKEATXIFSIE 10 Gbps WHRH BN BT BESiE 100
Gbps.

- MRIKRKRBRESEZ NP AEFGHEEREK , BARTEMENTAX , RxAFETEHRIELUGNE
BNUTAXHN — NS ERINEIERE,

- EfRERFER-—TARA , RMNBWEEFEAHASRENENTHX P EIRMX A& RIK
i

/AN O

N4/
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« HHREBIMXAZYER[HAFTEEN , TIERNEAFHEEREZF K IPRE , BIFEBEHRSEN
EAFEEERNMTRE— VPC R,

- MRNARFRS RN ARG ER R TE—DNFREB , U NACL FIR &3S M B A2 7 Bk
55 28 2 M X L BT 1 2R i RV R B 7 1T 1T

« MREFMRAHHERENREANERMNMNX—E6EA , U IPv6 REFEEF., Bk , NEA
B BRI < F A S5 B A am AL o

« &H) AWS PrivateLink BR BB, BXxEZEE , i5S@ AWS PrivateLink Bl &,

FRFH

s EEFBMNFHEBRSHATAXS , SIE—NIEELHNFRPERSFERE VPCo F—MNFRAT
NMARFERFE , - TNATRXARIERR R

- BEERIFRARSZEFEMLEATAKX |, FEEAES A describe-vpc-endpoint-services an ¥ # iR i =
BR %5

- MREWERNVNTEEMNSE ACLIW TP , TRIEME ACL REATFRAMEEOE VPC HiE
RZ B TRE

Bl w R
BRA TSR , IR TEEIEEREH SRS NMX AR ESEH
A A HRR% RIS E R A

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESMBEERD , ERIHR

%R ABIR R

FFER | EBEM NLB F1 GWLB Bk SRS -

Xt F Service name , ARSI B , ARFEFE Verify service ( RIERT ) o
NF VPC , EFRLERFMN IR RRSH VPC,

NFFH , EREEEHPUBBEIMNEZEON—NFM,

X¥F IP address type ( IP #ab3E ) | AfMEA &I A3 1TIEE -

©® N o g > w0 D

o IPv4 —FF IPv4 ihit LRI R KEO, NHEEFHEER IPv4 it SEER |, F Xtk
o
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://console.aws.amazon.com/vpc/
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« IPv6 - FF IPv6 it D EL4A iR M ZIE O, NHIEEFRRNER IPv6 B9 FMES | F X HFitkik
Mo

o Wit - FF IPv4 M IPv6 et D EIA IR R MEED, XNHEEFNEE IPv4 # IPv6 HiilSEF
B, X EFIEI,

9. (FE)BERMGE , BEERNFHRE , RERAZFZHNENE,
10. EEFEHBIRN. HEIRASH pending acceptance,

EARTTREMXABSEHRES.

« create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( &M F Windows Ky T & PowerShell )

&% FH

BRUTSEAIRSFERE VPCEBERHBER, XEZLRIBEBEN ATNARFRSIJ[HAERER
TRERE, BXREZEER , B35 the section called “B&H”,

£ R H & B B H

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,
2. TESMMBE®ES , %£4F Route Tables ( BHE )
3. NEERMMXIEFEBAR , HANTUTERE

a. fRIERF Actions (#B4E ) . Editroutes ( REHEH ) .

b. WMREZHE IPv4 |, EEF Add route ( RINEEH ) » XITF Destination ( BF5 ) , MANATRE
FFERS 88 7 MHY IPv4 CIDR R, 7£ Target ( B4R ) i&TiH |, %8 VPC iH =,

c. MWMREXZHE IPv6 , iHi%E#EF Add route ( FINEEH ) . XtTF Destination ( B¥5 ) , MANARE

FrBR 5525 F MEY IPv6 CIDR 3R, % Target ( B4R ) WA |, i&H VPC s R,
d. ERERFER.
4. NEESNABRFRSH|NFPEEBEEEK , FARITUTERE

a. fRRIERF Actions (B4E ) . Editroutes ( REHEH ) .

b. WMREZHE IPv4 |, E1EF Add route ( WINEEH ) . 1E Destination ( B#RIE ) FE , WA
0.0.0.0/0, £ Target ( B#5 ) I |, %E#F VPC i Ko
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
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c. MWRMELZE IPv6 , iH1%EF Add route ( FINEEH ) o £ Destination ( EFfR{LE ) FE& , A

::/0, £ Target ( B#5 ) WA |, % VPC kKo
d ZEEREENX.

5 NEEMXAFERIRAN FRERFRBR , HRITUTRE
a. MRIESE Actions ( ##4E ) . Edit routes ( 4m3EE&H ) o
b. WMREZE IPv4 |, iE1%EF Add route (7RINEBH ) . ZTEHRNVUEFR , A 0.0.0.0/0, 7
Target ( B#5 ) WA , B EEBERMMX,
c. WREZFK IPv6 , BiEF Add route (RMEHE ) . EERNVEFE , WA ::/0, £
Target ( B#5 ) WA , EBEEEBERMM,
d EEREEI.
FERAMTITEERH

 create-route (AWS CLI)
« New-EC2Route ( &ATF Windows ¥ T & PowerShell )

BERE

SR LA M X IS E R IR [REITIRS | A BRI CRREALNFTEX Hit

EREF A EERE

1.

=4

N o 0o bk~ DN

ITF L F https://console.aws.amazon.com/vpc/ B Amazon VPC #41&,
ESMERSD , BRRR.

RO RS

)X %E$F Actions ( #R4E ) . Manage tags ( BEEHFE ),

BEMIRZ | FiEE Add new tag ( RINFHL ) , REWARZNRENE,
EEMRTE | FEFEFSHEMEALAMAE Remove ( HIBR ) -

i£$# Save (RTE ) o

WETEERE

- create-tags M delete-tags (AWS CLI)

\ﬁl—

s

iR
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Route.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
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« New-EC2Tag#l Remove-EC2Tag ( & F Windows Y T & PowerShell )

A B PR < B 3 4 T 25 v R

RAxmRE , SRS EBBR. BBRMXARIERKRIELRBRERIMEED, WREBHRPFERE
B 3 R BV B, T TT SR M BRI 5k B T 2R i Ko

i BRI 5 S B H9 7 B i R

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERF , 1% Endpoints ( HR ) FHiEBRENIHS,

3. {KIRIESF Actions ( #4E ) . Delete Endpoint ( MlBRIHR ) o

4. HEWHIANRED | %R Yes, Delete ( 28, B ) -

i BRI 5 S B B T B i R

* delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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B LA AR EEEBM RS AWS PrivateLink

R LLEE B C /MY AWS PrivateLink 38{LBRSS ( MNImKRIRS ) , HEHM AWS BFHE,

AES

- DNS F#%&

- #A%F DNS

« FRAATAHRX

« Cross-Region i/ [A]

o IP3haFRE

- SIEREREZIENIRS AWS PrivateLink
- BEiRRRS

- B3 VPC in S BRSSHY DNS &7
- BERiKSBRSSEHNIEE

o MiERIG SRS

iR

TEERTEWNM AWS EHAM AWS BEFAZRENRS , URXEEF IMAEEIEHERS. FH
RS RME |, 7 E VPC FEIZMEAABIIERFENRS IR, R, ETELIE VPC mRURSE
B IAR A ER, BUEEE AWS TARTRR , MECTI T UEEIERS. FHRSE
RE , FEP 20 VPC IR , ZiRKEMIIME VPC RikFH TSR ,£HE£ZIE]EJ
T, MEBEREPORB RS ERENFRAFEREBIIEELRSH B IR,
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Reqgion

YPC endpoint Metwork Load
Balancer

HEIEERABTAY  BYSEEOFHATARX R IRERS.

DNS E#1%

SRS RMAEEIE VPC Kin T RBRSE , AWS 2R ZBRFERLIRT [RISERN DNS EHlE, XLE&
BMEERDT :

endpoint_service_id.region.vpce.amazonaws.com
LA 2 us-east-2 XigH VPC i SRS HY DNS EHE =B

vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

SRS ERAECEED VPC i REY , Mt ZXEN S X DNS £ , HIRSEAERT SRR
SHATERE. XEBMHEZNT :

endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com

DXBREERDT ¢
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com

& DNS

REREFER N Hin RS KREKTLE DNS BF , UERSERAEREFEREIER DNS BFHHE
2RSS . MRRSEMARFHFILE DNS EMEHE[ARSAXE , MRSEAETUANEZOKIEHA
8 DNS &%, MREBSREREBAREALEDNS , WRSEAETREEEFTENARERF , UER

VPC i QARSI 2 F DNS B85, AXEZER , 52 EE DNS & #5.

F R A A X

BHRSRSENNERSHEREANTHAXPRE, M RESTARNERYE  BNBUEEEDLR
ANTRAXPERANESES £85I ERANXEFEE EC2 KA , H X LLHIEM B ER 0T
ez BAn4d.

LU ERBEXSENRIGE  UABRES NI TRARFRERKES. R , IREER/RSHXEH
WHE , WERERTEMNANXBERRIARS. EEERHNR , HMERHHE RS A E XA
BEE , FWEEC2 BlEEHmRER,

FAETUEREE SRSV TAXPSEEND VPC iR, BIPFEERERN VPC iRaBENEN
FRARE—NrRMEED, RIFRE VPC Ima IP itk E  AHFRPNE N m M EE
A28 P ik, HiFEREX VPC i RRSEAXEHEAN , RINSREBR—NSITEEN RS MEE
O, #EFEARAEZLZETATAXPHMEEOZETR, AE , BIISURERNIEERIME
FEOMW IP bt

MRNTEEARFKE , RIFPFREFRBER—NTARXA , NEREAEAXERIEN VPC i
&

/AN O

Cross-Region 18]

BESREBANE-—IMXERERS  AE-EZIXFHXETREZES. RSEAEEUIRRAT
HHE RS X,

Permissions

- RIABERT , IAM R B E SN XFR MRS RE XIH 5 ER[LUIRFSHNR, ERFEXE
HRIFFEAAER , IAM B 7 A BB A FXPR vpce:AllowMultiRegion X PRIZIERY IAM R
B o
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- B IAM XL BIRR/BRSHANEENXBXENXE , EFA
ec2:VpceSupportedRegion %48,

o ERH IAM EEEAE VPC Im SR A UEE N RSXEH X , HFEA
ec2:VpceServiceRegion &4,

p=_v=301]

s REBREBLTCIERBMA—DNERMARE , REFEEFERFINN IR SRS HXFXE,

s BHHSRESSATUMNEENXGEHITHE. BEEFEVNXGMNZFNXGEHRBR, AZART
R, BAUUESNMNXEHBIRLIRS , ANSNELIRSERABEXEHE,

- RFFEABLTEEBMA—NERMAXE , AT EERERNFESNRSXE, REFTHE
BANBURSERAEEAXEREZEMTREXIFEZERIGRES. Intra-Region EFETIRMER
Y 3E R N E AR B B AR

- MRBEFEUFESENMNENIFHXFEEPBERR , MRS EAEENERNGERNTERRZXSE
ERNRES X, FEE , XT2FMMER I XEERN RS XENINE RS EEK[BRS.

s NTHRBETRAYE  REBXIERAEZELWANAAKX, Cross-Region TFRIFTHEEREEHAEREE
AHEENTARX,

« Cross-Region A T/ AR A EZ#EiFA : usel-az3, uswl-az2, apnel-az3apne2-az2,
Mapne2-azé4o

- BEERXEHE , AT AWS PrivateLink E2 A AX 2B HEEB., ETEEB XN KM
B

« Cross-Region 7§ TCP ZHENEE 7 HE X ENME A ITEEFTZFHF,

« Cross-Region UDP 7 R AR X #1518,

« Cross-Region REZ B HEM RS T X515 EMXPR AWS PrivateLink,

IP byt 28 BY

RS REEAET IPv4, IPv6 X IPv4 H IPv6 MRS EAERFEEERES KK , BIEEERKRSR[/NX
¥ IPv4, MREEAICERZFE  WIABERETREFER IPv4 HRIEHNRS , HEFHNERETE
BAEM IPv6 7B RRYARSS

WMRFEO VPC ImaXE IPv4 |, i MEEOEHR IPv4 bk, S1REND VPC A2 IPv6 , %
HMEEOER IPv6 #bit, T3 EMNEBMIG RS MEZIEZEOR IPv6 b, MREFER IPv6 ik iR
mRAMEED , FHEEEREHA denyAllIgwTraffic,
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NimR[RBRS B A IPve ER

« I RARSTAY VPC MF MM E R KERRY IPv6 CIDR 3R,

o WRRSHATENE AT E [ LMERAINHER IP itk H, BFHRETEXRE IPV6 RE. MRZR
EZAER BB 2 $RKH0R IP bt | e AMAIE IPv6 i,

NEORS[SA IPve WER

o RS SMTE IPV6 B3R,
s EORSMW IP it KRB AMEFEORASNTFRNERE , TR :
« IPv4 - IPv4 it D ECAIR R NE O, RYFMBEEEFNEEE IPv4 utSEE RS |, F X

EIN,
« IPv6 - IPv6 it D ELA TR RN E O, RYFTEIEE FMNIGRNER IPv6 B9+ MAET , F it
EIN,

- Dualstack ( X3tk ) —4F IPv4 M IPv6 st D ELA R MEED, NEMBEEFMEEER IPv4
A IPv6 thhbSEERT , F RIFLEIEN,

EDim <K DNS 123k IP #hhb R H

BEOiw RS2 DNS 1235% IP #h it SR BORTE 7 HATEI2 A DNS 125Kk, #EHuwAHY DNS 123k IP k3R
BpmE#EORKN IP it KBRS , TR :

« IPv4 - RAFE., XiFF5 X DNS ZFEIE A 18Kk, IP it BMA R IPv4 5 Dualstack ( WX 3E
%) o

« IPv6 - AFE., XEM5 X DNS BFEIE AAAA iB%, P ik RB 40 R IPv6 5 Dualstack ( R
HR ) o

« Dualstack ( Xtk ) - RHFE., XEM 2 X DNS BF0IE A F AAAA iBF. IP bt B UFR
Dualstack ( M%) -

Sl 2R EHEHZFNRS AWS PrivateLink

Lot EE O BEERLENIRS AWS PrivateLink , i K isT SRS, SERSZEME , Moz
EENRS 2 BREEN AWS EARERSERE.
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i RBRS FEEM XA BIGE BRI MR NG R, ABGEREWKRERSEAENE R FEREKH
FENRS. EXMERLT , BFERARNERHBER B[RS, BXREAMXABIGERE R
REBFWESEER , TS5 HTHELNRZ,

&

- ZEEW

- EREFH

- SRR SARSS

- FEiRSBRSARERSEHEER

« ERRSEREEZI KRS

p=5_R= B0

c IWRBSELUBRER/RSHXEAAR, MREEABEXEHIEE , FEMRXXEER VPC WNEHiEHE
AR, W GERA F AT DU E X151 =] AR RY AR S5 o

. MRS EAERRESEABSOELN  NREEISRSBEBLENTRAK, YRS RS
SREEAELTRENKSFE |, us-east-1la ZAHRXSHTELLME TGN AWS I bR
FHEEAAK, SAAERTAK ID —BtirRRSNTAK, S%XESEE , B2 Amazon
EC2 R SRty AZ D,

- URSEAFEIEORANRELAEZERSN , aNARFREANR IP it EAFHEEHST 2/
A IPHUTMARRSEAEN IP i, MREEMFEERSE EEARER , W AREDIER
SLARIREVERS E A B RV ut FiE AR 2 ID. BREZEER , 5 Network Load Balancer A
&/ PR RE DL,

s — MNREZEAFEEHRRES — MR RBRSKE |, E— P MmERZUTE5EZANNE R E T <K,

c MR-NMRR[URSESIMNERBIERERE , WENMrRMEEDOHE - N AEBEERAXEK,
HKRBEWR/AMBEONE - NMEERD N, RMNSENERREIMEZOFRFENE —ATRAXHH -1
ME DR, KELKIMNEEONAAELERFRBEMAFMEN AEDER. BNBUEN
I RRSHATE RS EREREARNMNTRMBAARE , XHELTIEEW NS ES  £AF
HR AT LA 2h 15 A iim AR S5 o

« &MY AWS PrivateLink ®R BB, BXxEZEE , i5SE AWS PrivateLink &,

FRF M

- EEMRABRSHTAXS , NIRRBRSEZEFED T VPC,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#az-ids
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#proxy-protocol
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- EFERSERAEEY NENK RS CZ IPv6 #0 VPC iR , VPC MFRMLTMEFXEH IPv6

CIDR #£,

« # VPC FHIEZMEXABIGERR. NENTARKEE-—IFN , EZFMHP , RSN AIHRSERE

A, AXRIEERNMBHEES , BEWEEZXKBNZEDFHNTAXPRERS.
MREHMEAHIIERELEE  WELAATREES K IP it AERE, HE , ALK
X B R E R A YR £ AN AL AWS PrivateLink, BXEZELR , BESHAME ARG ERA
FPEERNZE4E,

BEEEHNIR[URSREBIES IPv6 B3R , HME R EIGE R LAERINMEXK 1P itkE, BIRER
XEFIPv6 B, AXREZER , BERANEABIER[AFIEEPRY [P i RF,

MR B IER B RIBIARZA 2 FRKHR IP thit |, ERIEERE AT LR IPv6 Hedlt,

- EEMRHABRSHTAXFEHEM , FAREEMB NG EREIRE, MRERERBEEEANT

BAXmFEzhkf , MG AREXiEasaE  UXiEERA 2 X DNS ENBH RSNV RSERE,
BHEEBXEMAFEEEE , TetlWBXEEELAEmERA, BXEZEER , BSHM%KCross-zone A
PR P ERR N AT,

B im LRSS

BRBUTHSR , FANSAEERIRERERS.

ERRH & o2 is SRS

1.

o M 0D

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#| &,
ESMHBEES |, % Endpoint services ( IR BRE ) -

%% Create endpoint service ( BI2iHRBRS ) -

X F Load balancer type ( TA£k9#2aKE ) , i%&#HF Network ( ML ) .

X F Available load balancers ( ATA A& IHEE ) , EREESHKRFXEKH Network Load
Balancer, EEFNAMEARITEREANTAK , BSRFMEASIERNFMELS., TENT
AX, #NimARSHEXEAAXF AR,

(k) EFEENRRBRSEREXSEUANXEHATAH , EARFSXFHIERXLEXE, BXE
Z{ER , 15| the section called “Cross-Region 51”7,

#£ Require acceptance for endpoint ( FEE#EZUSEARK ) EBWH , iE#F Acceptance

required ( FEET ) LERFHEINIHL[LRFTHIEZER. SNFEHEZIXLEER,

¥tF Enable private DNS name ( /B F%,%HE DNS %5 ) , i%3#% Associate a private DNS name
with the service ( FF,H DNS BMERFXE ) UXBEKRFSEAETA T IHRERSFHIFAE DNS
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-security-groups.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#cross-zone-load-balancing
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#cross-zone-load-balancing
https://console.aws.amazon.com/vpc/
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B, Rie ATRLE DNS &5, BN , RSEME T ERRENLIET QT RAK DNS &5
AWSHER S R LARRIERSERER BT IZE , RARRSEHESREEMTLE DNS BF. BX
EZ{EE , 52 EE DNS £#5,

9. X¥F Supported IP address types ( ZX##Y IP itk A ) | ITUATE—BRE -

- & IPv4 - BRWRKBRSAER IPv4 BR,

- & IPv6 - B RAWRRSAER IPv6 BXR.

o« IEFF IPv4 F IPv6 - 5 AR KBRS AR IPv4 F IPv6 3K,
10. ( Wik ) BEERMIFZ |, HER Add new tag ( RIMFHREL ) , REWAZFSHENE.
11. %48 Create (812 ) ,

AW ST R RERIRS

« create-vpc-endpoint-service-configuration (AWS CLI)

« New-EC2VpcEndpointServiceConfiguration ( & F Windows By T & PowerShell )

fsE i AR S5 A 45 AR 55 152 A 3 (o2 A

AWS ZHEATLUER SIEE QD VPC KR SABERIENL T RERS. RSRHBLIMITH
THRES R RS A ERHRS

o AMBRUAAFBNINRSFEABERZINENE RS, EXEZEER |, 5 the section called “B
PR,

. ﬁﬂﬁxﬁﬁﬁ%kfﬂ"‘ﬂﬁﬂﬁ%%ﬁ%ﬂi%ﬂ’\]ﬁlﬁﬁIX , LUE 4] 5E ﬁIJE?%EI RLLEEBIEHNERS, &
XEZER , i5Z W the section called “4EH RS A EiEEZE 2 RS,

- BEYRSEAENRSIEREER, BXEZEER |, 1§31 the section called “EF HIE4IEEIF R,

1E7 RSS2 & E 2 SRS
BR25 G2 A& FIIEIT A T S TR O B 1 ik SR DUE S 5 SR AR 5
RS A Bl O I8

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. ESMERP  ERIRR
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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10.

11.
12.

EHF SRR R
N FRE , EFEEA NLB f GWLB Wik /RS .

FNFREEH , BRARSHAEF (HI%0 com.amazonaws.vpce.us-east-1.vpce-
svc-0el23abc123198abc ) , AREERIERS

( Ak ) EEEIRAXEUANXEFTHANRE SRS |, FERRSXE, BABEXERS , A
RERXig, BXEZEER , S the section called “Cross-Region 178",

XF VPC , i BREFM P IA R K[UIRSE VPC,
FWFFW , EBREEEFCERIMEZEZONTM,
¥ F IP address type ( IP ##ib3K A ) | AIMNBARIET A 1TIERR -

* IPv4 —F IPv4 bl D ECAIR AR E D . NEFAIEE FMEBESR IPv4 it B E Big R BRS
B IPv4 BRE, F IR

* IPv6 - F IPv6 bt D ECLA IR AR IE D . XEFAILEE FMIIRIXR IPv6 Y ¥ W Bim R BRSS
B IPv6 BHRE , F IR,

o WK - F IPv4 1 IPv6 it D EIA IR R MEIED, NYEMAEEETHNEES IPv4 1 IPV6 i
HSEE B R RS T IPv4 1 IPv6 B 3RET |, o XI5k,

%tF DNS record IP type ( DNS i25 IP & ) | Al \SA T &I At 1Tk #%

o IPv4 - AFE, XiFM5 X DNS BHEIE A idFK, IP bR EAMA IPv4 5 Dualstack ( M
HR ) o

« IPv6 - RFE, XEH %X DNS ZHAIE AAAA iBF, IP ab KRB XAIR IPv6 T
Dualstack ( X% ) o

« Dualstack ( W3k ) - AFE. XM X DNS BFEIZE A F1 AAAA iBF. P ik B A0
A Dualstack ( XUk ) o

« Service defined ( EEXERS ) - AFLE. XiBH 25X DNS BFAIE A 2R , AXKEMS X
DNS Z# 812 AAAA 1B, IP ik KB MR Dualstack ( MR ) -

¥t F Security group ( €24 ) , EREEERAMEZEOXKNZE4E,
EF R R

ERABTITUREORR

« create-vpc-endpoint (AWS CLI)

 New-EC2VpcEndpoint ( &M F Windows ¥y T & PowerShell )
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https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
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e =3
[AER =&

tIRIRRRS A BAAEFHEE,

5

- EERNR

- ESRIELIEREER

- BEEANEISHES

- XBXFAHE DNS &

- BN XE

- SN IP KA
- BEERE

BEMNR

RRMEZRENASTHEBSRBHLERSERE (AWS ZREA ) ARG REHL R T QIRS. B
W, AN EEENBEETARTNR , HADEIMAERER ; EEUUNEEE WECART
NR , AFHEZLEENBEEEER.

RUNBERT , ENVRKBRSNBSERAETTRH, SLTUMINER , RFHE AWS ZREACIEED
VPC & T QULEEZEIEN LT RIRSS. BN AWS ZERARINR , EFERT DB FREBRR
(ARN)o BATFIRBIEXIFH AWS E4B ARN R,

BEH ARN AWS
AWS Tk ( BRKFHNFIEZEIEA)

arn: aws: iam::: root account_id

y=h=]

arn: aws: iam::: role/ account_id role_name

R

arn: aws: iam::: user/ account_id user_name

FRIERKEMN — AWS K~

*
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EREW

« MRERTFABAGRREKLURSHNR , AFRQURSEENEZIFBER , WEMEEN AFITERS
RERNE IP it , EHRRLAEN,
- MREBENR , WAL Win[A5RS 2 HEMNSEINNEEE,

EREH A ERRRRSHNR

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMBEHS , % Endpoint services ( ImRIRS ) -

3. BEBWARSE , ARF%ER Allow principals ( L EE ) I+,

4

ERMAPR , E%$#F Allow principals ( 2 E& ) o X F Principals to add ( ERMAERE ) | 4
AEMEH ARN. ERINSB —NEFEA , %R Add principal ( FINEFEAN ) o BINEMEE | Fik
## Allow principals ( SS¥FE ) o

5. ERERIBR |, HIEFZER , REMKIEE Actions ( 1E ) . Delete ( #ilBR ) o RRFITHEIA
B, #iA delete , SRR EZEMER,

A 17N i R BRSS IR

» modify-vpc-endpoint-service-permissions (AWS CLI)

- Edit-EC2EndpointServicePermission ( 3& M F Windows ¥ T & PowerShell )

1S B IR

RRMEZRENASTHBRREBERSERE (AWS ZEA ) ARG REHLRET QIRS. B
W, TUABEENREEERTNR , A EZAEZER ; EEAUNECEE WEAEART
NR , FAFHEZLEENBEEEER.

BRI R RIRSEEN BRI EREER. BN, BLRAFHEITIELIER, MRETEZIEEF
X, RS ERBRETET R RRRS.

MBERFE AL RGBSR , R SRSEENIEZFAEER , NEFEENAREERT %
ENE IP i, et EAEN,

HERBERGEZIRIELN , B2WBEH, EXEZEE |, S the section called “$2Wim = IR S5
EHIRE,
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https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2EndpointServicePermission.html
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EREHSERERRE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESME®KT |, %# Endpoint services ( i RIRS ) -

B IRRBRS .

£+ Actions, Modify endpoint acceptance setting,

R HEBR Acceptance required ( EE#ES ),

i%4#& Save changes ( REFEEX )

2

» modify-vpc-endpoint-service-configuration (AWS CLI)

+ Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

e 2H B X HIELEREFR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. ERwRKRERS.

4. M Endpoint connections ( I RIEHEE ) EIF A |, EFIKEE,

5

EEZEEBER , fORIEREF Actions ( #B4E ) . Accept endpoint connection request ( %32 if SUE
EiEKR) . BRBITEIAE , B accept , RFERR Accept (EZ ),

6. EIE4ERER |, iHER Actions ( #21F ) . Reject endpoint connection request ( IE4 ik RIEE
BR) . BARHITHIAR | WA reject , RF%ER Reject (B4 ) o

EARTTEIHIELIERFR

* accept-vpc-endpoint-connections 3% reject-vpc-endpoint-connections (AWS CLI)

+ Approve-EC2EndpointConnectiong, Deny-EC2EndpointConnection ( i&FF Windows B T &
PowerShell )

EZHIELERFER 111


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-vpc-endpoint-connections.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/reject-vpc-endpoint-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2EndpointConnection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2EndpointConnection.html
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EEAFISHS

AN EE R QRSHEXRBNAREER. NREAR[EEIRIURS , WETEBUEXRBKNEE
728,

MRENNBEEREREMTARX , WTAXFE FERSUBRSTENASSERERFT, B2,
ZAARTLNERBSER , BR2E AWS EEEH A LI RBRSNFAERETFHIIEH, £F
ERHNTAKXERARSERS.

NHEBERNATRAXATRFIR/LS BTN RRURS MIFER, MREFEABNL , RNBWEEBD
LREFFIMEFNE , AEBAFTNTAXEARSES.

EEARH S EER RSV ARSESR

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®S , % Endpoint services ( i RRSE ) -

3. ERIwRKRERS.
4

)X i%4% Actions ( #4E ) . Associate or disassociate load balancers ( < Bk 5 BUE < Bk 1 & 19
2o

5. REFEENRRKRSEE, flW:

R RS EHRNEIRE  UEFESRSRS KK,

BRABIGERNEIRE , MERESHRBRFSIUEXRK, B4MEDERE - RBGER.
6. ERFRFEXK

X FERMBABIGERPNEAHARX | #REAR[IRS. FHTAXIER LIRS RR
BERET M FMHERIRTF T

MRENHWR]AUIMSFERATARX , MRS ERE TR ZTAXHHFRRNEEED VPC iR
EFEARTTENR RSN AR

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows #¥ T & PowerShell )

EERENABEREANTARTFERRR/RS , EREEARSKRSH ID FARSEIT,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
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XEXFAH DNS B

B LUK FAE DNS B 5in R RS KRBk, <BKFAE DNS B#GE , LA EH DNS RS 25 L%
B, RERUHBLMERITIRSEAEREZE , ARRSEHAESTEMELAFLSE DNS B, BXEZ
E8 , B EE DNS & #5,

{5 F 251 & & 3um RBRSSP.H DNS B

1. 3TFZTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMBE®S , % Endpoint services ( ImRIRS ) -

3. ERHRERS.

4. RR%E$F Actions ( #R4E ) . Modify private DNS name ( 1&ti#%& DNS &% ) o
5

1% Associate a private DNS name with the service ( f¥FAF8 DNS B EREXE ) , RAE@RMA
#.78 DNS &,

i ﬁﬁ% L%?ﬁﬁﬁﬁ /J\E-o
s BAESEPERABEES (HIW0 *.myexampleservice.com),
6. EFEREFEENR.

7. MRBUPRANA verified ( ERIE ) , MFE DNS BMAIHBSEAEER, MRRIERSKE
T, MEEBERGHIEL , ENEEETLZ RN,

EANSTE IR RIRSHE DNS BH

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows #¥ T & PowerShell )

EREH & BERIETRE

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBE®KT | % Endpoint services ( IwREE ) o
RIS ARS .

fRIRIE$E Actions ( #4E ) . Verify domain ownership for private DNS name ( ®iE#.%E DNS &
MEVRAT A ) »

5. RIRBTEIAR |, WA verify , REIER Verify ( RiE ) -

A w0 DN

XExFAH DNS & 113


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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ERANSTEIERIETRE

» start-vpc-endpoint-service-private-dns-verification (AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )

18 Y X 13

BRI RR RRSHIEXEE, BH4TRERMA , AT RFMNERMAXE . B EBRITEE
v AR S5 B9 X 8

BRXEE , REERAELELUBFREENRSXENTGER. BREGFAZMFEEENRSK
HHMBRR. HEBRXEN , RIMNBEEL R 8 ZKENEAIE R LEE,

15 ER IR RBRSS STIFHY X 45

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
ESMBE®KS | %2 Endpoint services ( IREE ) o

I R RS

ERRE, BRZENXE,

BIEFEEEFMBUHER X,

EEREFER,

o g kW DN

ESIFRY IP oy 3 A
T A B ARSI 1P b3,
ZREX

EFEENR[RSREBIES IPv6 BR , ENEZ A E R LTERAIGER IP utRB, BIREEX
¥ IPv6 B, AXEZER  FSRAMEZABIEHRRAS BRI 1P ik 56 H,

EREH B NN P it RE

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #4148,
2. ESMBEKD , % Endpoint services ( ImRRSE ) -
3. #%$#¥ VPC R RS .

BUXBHOXE T


https://docs.aws.amazon.com/cli/latest/reference/ec2/start-vpc-endpoint-service-private-dns-verification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-EC2VpcEndpointServicePrivateDnsVerification.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://console.aws.amazon.com/vpc/
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4. fRRERR Actions ((324E ) . Modify supported IP address types ( 1St iFH IP #hub3EH )
5. XF Supported IP address types ( ¥ IP #hub KA ) | AT TE—BE -

o % IPv4 - BRmSRSIEZ IPv4 B3R,

« & IPv6 - J5 A RBRS LS IPV6 R,

o« & IPv4 F IPv6 - 5 Aim RUBRSS AR IPv4 F IPv6 3K,
6. ERRFER.

FERTSTIERZIEN P iR

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows By T & PowerShell )

EIERE
A LA ZORH TAR IR | BB R B R R R A N ER BT DK,
FEREHEERR A RSZHIRE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

ESHMBEES |, % Endpoint services ( imRBRE ) -

#%$# VPC KBRS

iR %$F Actions ( #1E ) . Manage tags ( EEHE ) .

NFENERFMPIRL | H%E Add new tag ( FMFHRE ) |, RAEWANSEINIREE,
BEMBRARE | EEREFZHENELENR Remove ( MIBR ) -

ERERF

N o a0 &~ w0 DN

EREH A ERRRERENRE

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2411 &,

ESME®KT |, %# Endpoint services ( i RIRS ) -

% VPC Im R RS , ARE%$R Endpoint connections ( imsRUERE ) E+F,

R RIERE |, RFHOXER Actions ( #1E ) . Manage tags ( BEB#HFE ) o
NFENERMPRL | HikFE Add new tag ( AINFHFL ) |, RAEWANSEAIREE,

o b~ 0N
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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6. BHEMBRGRE | BEFFSHENELENH Remove ( HIBR ) »
7. ERRE.

EREH A TR iR RS RAVIRE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #Z#1&,

ESMBE®KS | % Endpoint services ( IwRRE ) -

% VPC Im R RS , R/F%#R Allow principals ( 2 X4 ) B+,

B EM |, RFHOKER Actions ( #1E ) . Manage tags ( BEB#HFE ) o
HFENERMPIREZ |, HikE Add new tag ( FIFHFE ) , RAERAGSENRZE.
BHEMBRTE | EERFZNENELENE Remove ( MIBR ) -

EERF

N o o bk~ 0D

{5 FA 8 55 17 78 DO A BRAR &5

- create-tags # delete-tags (AWS CLI)
« New-EC2Tag# Remove-EC2Tag ( &M F Windows #) T & PowerShell )

B VPC ik 2 IR HY DNS & #1

REREFATNHIRBRSEELE DNS B8, RIRBSREREBEL QAR QJFERSFEN R SIIRS
=i, MRBRSREREBEALBIRS]N DNS BRMEN IR RIRSHWFAE DNS B, MRS ERELE
EREN T EAMENEFREARFERABR[ARIK /RS, MRERKRBRSEARE VPC , NFL
B DNS fR$ 22K DNS EMEM AR S/MEEOHN IP ik, BN , 2258 DNS RS FF DNS &

FREEAT R 2B Ko

LB TERITEHAENRIERERIEAEREZE , AT RN ERRSEERST DNS &k
RSB

- IRBRSS REEE — 1N FLH DNS B#5.

- HEAFREORIVERIENERSH , RNKIBVREREXAFEERSEAE VPC X
B, BRNEMBEREXFCZE CNAME 2% , ZicFFinRRSHIFE DNS EHMREE VPC Iw R
BYXiE DNS E#5. HEMAE@MIRSFHLHE DNS BEHKIZE RS , o8 DNS RS2SR EFRETE
Im R M EEOR IP thit,

EIE DNS &% 116


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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- ERUHE , BUTRELEFRERZHINE DNS =214,

o SBRTILARE TSRS, B0 |, BT B example.com , T A2 a.example.com. &/ DNS #rE &
20aE 63 NEHN , HEEKEREBET 255 MNER.

MERMEAMFE | MARBUEFEHB . Fla0, RIREF .example.com HRKIE T example.com,
EIMTEZR I b.example.com fERAFAE DNS BFr. ERSEREUUAFERZEH a8 , BAMKIE
example.com = b.example.com,

« PIXAEBEERR [T IFHE DNS &k

AT A R RIE

BIEE —A1E B RS ( DNS ) iBFKAEXE |, XEiZRHEEN DNS ZHEEE, TXT iExX2—f
DNS 1% , JiRHAEXEWIENEMER. HPITE—NEHRT—NME. EARIESEN—BD , &
TR TXT I8 RN INE A E A DNS RS E5.

HEANRNENHA DNS REFFHE TXT 18%AT , BIEAEAAERKIE,

RINERE |, BAILUERA Amazon VPC 84| 58 BEHRBITIRARS. ESMEHRT |, % Endpoint
services ( ¥ RARE ) o EBRIHSRIRS , HIE Details ( FMIEE ) MM+ ZE Domain verification
status ( BRIPIRAS ) W{E. MRERIEEETEFNE  BEEF/L2H , ARRTRE, NRFE

B FHEHRIETRE, #ORIER Actions ( #4E ) . Verify domain ownership for private DNS
name ( WIEFAH DNS EFHHEAAEN ) -

WMRBUPIRA R verified ( EIIUE ) , NFAE DNS BEHMAIMHBRSEAEER, WRBIPRSRESE
1t , FEZBERFGRIEL , ERNFEET2ZREMW,

MRWIFRS R failed ( KW ) , ESH the section called “fif 155 1iF (7] 7",
FRENE M A{E

BINAEREERE TXT EXPEANBHANE, fl, £ AWS EERFEFPRHER. EFRR
KRS , AEH KBRS H Details ( FHER ) B FHEF Domain verification name ( FHEIEH
# ) 0 Domain verification value ( H®RIEE ) . BIEFLUFERLLT desc ribe-vpc-endpoint-service-
configurations AWS CLI i SRR XIEEL R T R RSFHFE DNS EMEENFEE.

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

A REAE 17


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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TEERAHE., 02 TXTicHEZet , BEEM#H Value $ Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

flan | BRIZIRHIH B 2 example.com , 3} H Value 1 Name MBI EA R HFI R, FT&RE TXT 12
FIR B RB,

Name Type =l

_6e86v84tqgqubxbwi TXT vpce: 16p0 ERxITt45jevFwOCp
i1Tm.example.com

BIEER Name FARRFE , RRERGEAJREEFERAF. BER , MREHN DNS REER
foiF DNS BRBHEE TN , N HHE"_6e86v84tqgqubxbwiitm” , H B RETE TXT iBFKHE
F“example.com”s

EBARIE 6e86v84tqgqubxbwiiim.example.com” 2 fg , BRSS#F & 7 i A “example.com”=} 713
( Blin“service.example.com”=“my.service.example.com” ) o

I TXT 2R INEEAEH DNS RSS2

F TXT iEFZARMENERYIEA DNS RS BHERRIUR T HEER M DNS RRESHAL, K DNS 124t
Al gER Amazon Route 53 s EH g & M &,

Amazon Route 53
FRENEREARBAILNEREXVRIER. FAUTE

« XF Record name ( ie%&# ) , WAEHR FEH,
« XF Record type ( i0FREH ) |, &E#FE TXT,
« X¥FValue/Route REAMWRE , Fi AFKIE,

I TXT B FZRE SR EE DNS JR5 e 118
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« XF TTL (seconds) [TTL (¥ )], %A 1800,

BEXREZELR , HZ 18 Amazon Route 53 FF X A R ISR W E B2 E & 0l 210 F,

— RS

BI{E DNS REEMEH B RENIKS ., ERZRELERN N DNS 1Bk, EARMEHNEHNE
KA TXT i2%, DNS BREMRKFE 48 NitEN , BEEEBA TERNBAERRS,

BXREEANE , FEF DNS RHEBRMANE. TREHR TEB/LNER DNS AR XA
#, WHRATEH , WHFEEHREXLEL ARV~ RIEKS.

DNS/Hosting 12 & P = E

GoDaddy A0 TXT 183

Dreamhost 1B E X DNS ig%

Cloudflare E DNS id&

HostGator £ B DNS 23 HostGator/eNom

Namecheap n4a]  F A& 7 i1 TXT/SPF/DKIM/DMARC 1283 ?
Names.co.uk FE gy DNS i &

Wix FESRHY Wix K P ARORINSRE ST TXT 183

RE TXT ERREBERM

B ERANATSREIEENFAE DNS BMEMERKI TXT i2XE2EEEH A A E DNS kR
BIF1Z 1T nslookup 5 F , B BIXIFHFE A E Windows F Linux.

R EWE A TEMNEA DNS RSEF , ANXERSHRISEATENINZHES. ENEEESE
E—-ER BT 2EERE A DNS BRS5 2R,

RIEEH TXT iIERRE KM FER DNS BRS558:

1. EANATHTERENENEHRERSER.

BETXT ERRECLT 119


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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nslookup -type=NS example.com

tef RS AT A T AN BN EHRS SR, EFET -SRPEAXLERSHFZ—.

2. FRAUTHSRIETXT ERXEAEEREM , Efname_server2BE L —SHHRINITE IR
%%Ez_o

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server

3. ‘EE—FwmHTF K B text = FHNFFRREERE TXT HEE.

EEMNNRAIF , MRIEREBES , WAHSIBEATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

iR R AT I8 11 [a] 75
MRHWITE RN | U TE ST B SR FHE,
. REEH DNS BEFEFAYE TXT BREHPERATIE, WREWN DNS BEFFAYERT

Xk , MIERTLAM TXT i RAPEBIBERIER M ( Hlan“_6e86v84tqgqubxbwiiim” ) .

- REZH DNS EEEETFEBMMNE TXT BRNKRE, FL DNS BHEL BN FENEA M
B TXT EXRWEMENP, NBEREEEE , BEUE TXT BEXNESRLEEMIR. LIRE
H DNS =g B L2/ A M mE TXT id%,

- REZH DNS 2245 DNS EREBXNNEANEFRE, REYRITIEERNEHESE]
RENEZLEERN , RNFLRIEENE. R DNS £EHEN TXT EXEERXNNERANEF
& | BFRRMIIIREEE B,

- HTFZXEZINXEHZN AWS Ik , EMEAEEES RRIEEME, N8R DNS BT AY
BIHELSLXEEHEEMHEMHN TXTIER , BREDNS BEHBREA TGS I EHEIEAR
—% TXT i, i@ , 23R DNS B Amazon Route 53 B2 , NI AT LUK B U T St TRk,

1. £ Route 53 B#|&H |, EBRERIEE — MK P EA I TXT i8%.
2. ¥ F Value (B ) , REINEBMHENRE , AFIE Enter,

3. AKX BHEMEE , RERFIEEE,

1R DNS REBA AT EE —5 TXT EX P EZME , MAILER TXT EXHNEERBHRPHENR
BiFE—R , Mm% —RERANEER PR R ERRKIEE, BR , S£REXNE—MEBRIERIX,

it PRI 56 A1 7] 120
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BEWIR RS B RV IRER

FA G EBAUERSKERRSHEXNBRESHNIRE, Sl , BT UEERERRES
E 8 F k4

5

- B SNS EA

o IR R A

- ANINEBEAKK

2l SNS BAl

FERAUTIERNBHIE— Amazon SNS B H1THEZE,
FRZEFH AN SRS CIEBEL

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBEESF |, % Endpoint services ( imRRS ) -

E R SRS

£ Notifications ( BH1 ) I+ £ , 4% Create notofication ( SIZEH ) o

3 F Notification ARN ( BZI ARN ) , ERECIZMEATF SNS =FH ARN,
E{THEH , BM Events ( B4 ) ik,

I

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZEETR,
* Accept ( ¥ ) - RFEHPEES TEEBT R,
 Reject (#E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAERR T O WS,
7. %$% Create notification ( BIZE4 ) o

EABTITHRR/RSEEAN

* create-vpc-endpoint-connection-notification (AWS CLI)

« New-EC2VpcEndpointConnectionNotification ( & F Windows #J T & PowerShell )

=36 48 B UK

BEWR URS B IRER
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
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£ SNS =B R0 AWS PrivateLink R FRREX G BN IFRIKRE , MTTR. BXEZER | 1§
SR 4%% Amazon SNS EBH G RIFKEE ? A aws :SourceArn = aws:SourceAccount £
SRR IR ERIEE A AR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpce.amazonaws.com"
}I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"
}

78 D023 £ SR B

MREERRIFE SNS £ , Nl KMS 224K IR R B LS £ AWS PrivateLink 881 A AWS
KMS API £, BT 2R 513 4A KBS

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "vpce.amazonaws.com"

},
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"

it B v = PR S5

ERHRRSE , B LUGEBIBR, MREEMRES ?% ZI4F available = pending-
acceptance MEBMIH KRS , METTEM BRI% A

M B R AR SS R MIBR X BRI AR ISR | LR WE ARG E R B RE TN N ARFRS .
152 FA 2 1 & I BR o =L BR 55

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESME®KT |, %# Endpoint services ( i RIRS ) -

EF R RIRS .

%32 Actions ( #4E ) . Delete endpoint services ( il Bris = IRSS ) o
RRHITEIAR , B delete , AFIEZFMER
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» delete-vpc-endpoint-service-configurations (AWS CLI)

+ Remove-EC2EndpointServiceConfiguration ( &M F Windows #J T & PowerShell )
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Resource Resource Resource Resource
endpoint gateway  configuration
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s RTIMNEERFIHRSE VPC BoIMEERE , MARNBEARRN VPC B3, RIEMN VPC TEE3)
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« VPC Im R MBRMAMBAELE—NAXESR,

DNS %

£ AWS PrivateLink , B A FERAFAELRRET RRARBRELAERE, HEBUERR VPC w=Et |,
FeIBETHTFE VPC MAH & FEESH X5 DNS Z# ( A ERIADNS B ) o i&-ﬂ]z&u“ﬁﬁi
DNS MA 2R IP KEZEHCHER, DR VPC is LA 2RI\ DNS ZBHHIBEENT :

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws
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LA describe-vpc-endpoint-associations w5 & R &R = DNS %8,

EEEBW 126


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#AZ
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-associations.html

Amazon Virtual Private Cloud AWS PrivateLink

aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

AT 25 FA#AH DNS A #5H Amazon RDS ##iE K 8 iR i [ R Bl. 55— DNS B2 IA
DNS £#, %=/ DNS &K EABBNLERERX , ZXE AN LH iR KA E R BTN iR RS
BEOWNFE IP it

"vpce-rsc-asc-abcdl234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{
"DnsName": "vpce-1234567890abcdefg-

snra-1234567890abcdefg.xcfg-abcdefghl123456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",
"HostedZoneId": "ABCDEFGH123456789000"

}I
{

"DnsName": "database-5-test.cluster-ro-example.us-
east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

+

"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]
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ENRERRFE VPC w2128 DNS EZE2ELAEN. Al , XL DNS B A F . B2 , XK
H VPC #\ZBKY DNS iR N4REI R Rin A MEZOMWFLE IP #hit, LEHEALUET VPN = Direct
Connect 17 8] &R im 2 FTE/R VPC , BRI LA BIXLE DNS B #1175 18] 3R o

B DNS
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I,
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RMEFEOEER IPv6 thiit, TEMNEBRMNIGRHKIMEZOR IPv6 ik, WMREFER IPv6e ik iR
mRAMEED , HEEERA denyAllIgwTraffic,
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SO LR RRE S5 VPC &R , FliniEs K. IP #hit sk Amazon RDS iEE, &Rk a2 &
RO EFRNR, SI2FRESE , A EELEN, A ARN ERPNEFREE, — NERESREE
E— /NG REEMHXEK, BREEATUARRENERI—EHRR,
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« create-vpc-endpoint (AWS CLI)
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« New-EC2VpcEndpoint ( A F Windows ¥ T & PowerShell )
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6. IEFEMIER.

AW T ITHBRER

* delete-vpc-endpoints (AWS CLI)

« Remove-EC2VpcEndpoint ( & F Windows ¥ I & PowerShell )
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» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows ) T & PowerShell )
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ENERFEEMBHNKSPHEM VPC HRIAR , ELFTEIHZFREE AWS RAM,
g

AN RFRESALEAS, SUNERENEEREIEPRB M,

BRS M RS Y 136


https://docs.aws.amazon.com/vpc-lattice/latest/ug/security-groups.html#managed-prefix-list
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html

Amazon Virtual Private Cloud AWS PrivateLink

1£ VPC Lattice A 8|2 R RE &

BIEFREE.

AWS EEZH A

EREH G IR RIREE

1.

N o a kM b

9.

10.
11.
12.
13.

14.

15
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EFRERRRE,
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IR H BREE,
MREHRREZERER group M child , AT EEARFREBEPEEAE, BTX, ¥
BREETAGEENE , XL AN 7.
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MREBBIUEBREE |, FRARIE ID. XAUILRRERENEERELRSE,
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aws vpc-lattice create-resource-configuration \
--name my-resource-config \
--type SINGLE \
--resource-gateway-identifier rgw-0bba®3f3d56060135 \
--resource-configuration-definition 'ipResource={ipAddress=10.0.14.85}"' \
--custom-domain-name example.com \
--verification-id dv-a22aa0000000111111

BAR create-resource- configuration i S I BZE R REEH FEHEEEEHEHEX
Bk, example.com

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-group \
--type GROUP \
--resource-gateway-identifier rgw-0bba@3f3d56060135 \
--domain-verification-identifier dv-a2aaa0000000111111

LA create-resource- configuration i S RIZ2 FRREEH HEESEE LB HEX
BX, child.example.com

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-child \
--type CHILD \

--resource-configuration-definition 'dnsResource={domainName=my-alb-123456789.us-

west-2.elb.amazonaws.com,ipAddressType=IPV4}' \
--resource-configuration-group-identifier rcfg-07129f3acded87626 \
--custom-domain-name child.example.com

&8 VPC Lattice AR EE R < Bk

BECHERREENEAEKS MK, PHEF KA LEZEERARR VPC s QSET RS M Eim R
WREREE. it , S8 REEREF R QR RS W& KEK.
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10. EMIBRRER , Bk P RBEMNERE , ARAOOERIRENBRER, RBIAHETHEHIAR @A
confirm , AREIEFMER,

© N o a0 »~ w0 D

EFHIERS M x<B AWS CLI

f£ A create-service-network-resource-association 5% o

EMIBRARSS W48 <Bx , BEA AWS CLI

£ A delete-service-network-resource-association 5% o

EHEER VPC KRimT m<Bk

BERFEENRREENERERKFIEK,FFNESAUEARIR VPC KT RIFRIEREE, W
RENFREEEFHEEHSE , NATLEAE AFHE DNS KA ¥ VPC Lattice N IEHI R IRL I =
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AWS EmEimsl s
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1. BEIER#MBmQAKRE , BRI N SME K T HPrivateLink F3RIEE |, RFIEFLIRT Ro

2. EFRBIEIREN.
3. EBREEED VPC WEREE
4. &EF VPC, FRMEZLA,
5. (A& ) EFTFFFAE DNS HEE DNS & , E1EF /S A DNS &
6. (® k) EM@M VPC HmARMRE | BEBRNFTE , AEWARSBANRZE,
7. ERVIBIHS.
AWS CLI

AR create-vpc-endpoint S 58122 A FAE DN S #9 VPC KinT =, FAF DNS EHIEIIEE
9, VERIFIED_AND_SELECTEDFTiEIH A% E Nexample.comMexample.org. VPC Lattice X
RNEMZSRIEN TS Rexample. comEexample. orgiR AR B E X,

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-001laabbcc2233445 \
--resource-configuration-arn arn:aws:vpc-lattice:us-
west-2:111122223333 :resourceconfiguration/rcfg-07129f3acded87625 \
--private-dns-enabled \
--private-dns-preferences VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS \
--private-domains-set example.com, example.org

£ &3 VPC KimTi KX Bk AWS CLI

£ create-vpc-endpoint 5%

[¢]

EMIBR VPC LimTy R kB , A AWS CLI

R delete-vpc-endpoint 5o
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HLRBABEIE GB it %, 3T service-network VPC i A g , T4/, BXESE
8 , 2 FAmazon VPC Lattice BT

AFS

- DNS #l%&
- DNS f##7

- .8 DNS

« FRAATAX
 IP thhb KR

« @XI service-network i =17 8] BRSS M 4

« &EIE service-network i &

145


https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html
https://aws.amazon.com/vpc/lattice/pricing/

Amazon Virtual Private Cloud AWS PrivateLink
s
B

BU LB ZBE BRSNS , BT EMKF SE/RERSNE, TiIeXAMMAR |, EELL6]
B — service-network Iiw & , MEMNEH VPC EERZiR. BXRUNMAEIERS MEHFEREE
EHEXBEMNEZEELR , 2 Amazon VPC Lattice AF1ER,

TERERE VPC B service-network i 53 204 7 8] BRSP4 -

1

1

1 :
! Consumer Account Resource Owner Account !
! Shared via RAM !
: = 7] T T T T/ '

Consumer VPC | Resource Owner VPC
| [%Resource Configuration
(] [
.............. . .., S
Service Network Service Network Resource
Endpoint Gateway Resource

HEEMEE service-network i =Y VPC Bahig M RS MEH RFEMRS K ERE, TSR BFEMR
EH VPC TEBIEwmR VPC B &ERE,

DNS E#1%

£ AWS PrivateLink , B A FERARBLRT LSFRELEXFRSME, A2 service-network VPC
wmRE , BNSAENERREMRSEXE DNS B ( HAERIADNS B ) , B LUERAIXLEZFR
MECH VPC MAit 5 FRRSHTEE. ATUERSHRIRKE IP ik, RMNEEFERA DNS
M3kl S IP OEZIIRSME,

BRSP4 3R ERIA DNS B AW TEE ¢
endpointId-snrald.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

service-network H Lattice RS HYERIA DNS BMEXALLTEE -

endpointId-snsald.randomHash.vpc-lattice-svcs.region.on.aws

Bk 146


https://docs.aws.amazon.com/vpc-lattice/latest/ug/

Amazon Virtual Private Cloud AWS PrivateLink

MREEABRE AWS EEEFIE |, W AT FEXRBIAT R T2 DNS &5, MRIMREARZ AWS

CLI , i&f#H desc ribe-vpc-endpoint- associations &%

RAEYHEHREMEE Amazon R DS BiEE RS K ARN-type HRELER |, &85 82/5 FFAH DNS,
FERAFE DNS , LA FERARS AN EREEN DNS B L m &R A HiER , BTET AWS RSN
& VPC Kin T RFALEEE, BXEZEELR , B5H the section called “DNS 47",
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R BR

2 T

ﬁﬁﬁn Uﬁ?lﬁﬁ, SN

* delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & F Windows ¥ T & PowerShell )

B 3 service-network i =

:{ﬁTLXEﬁ VPC Jﬁl\\\(‘)

EREH A EHER

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. HESMBE®RD  EBIES
3. EEImS.
4. EFREMBELHAEIN,
5. BREEHESDREREN.
FERTSITERNR

« modify-vpc-endpoint (AWS CLI)

B = 150


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
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« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

F# service-network % 2 151


https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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B4 iR EE AWS PrivateLink

AWS Identity and Access Management (IAM) AWS S5 TJ#EBIEE R T2 iR HX AWS BRI
ERBR. IAM BB R IEH @ TR TEHARIE (&%) RN (HBENR ) FH AWS PrivateLink &
Ro BAILMER IAM AWS RS , TEXFEHNER,

A
- BX

- ERSHHITEHRIE

- ERARKEEIE

« f0{a AWS PrivateLink 5 IAM Bl & E A

« ldentity-based #) KB =5l AWS PrivateLink
- ER K RARBIRSIX VPC ik S8 ]

- AWS WHEE R B AWS PrivateLink

%

AR

&I E A 5 AWS Identity and Access Management (IAM) @ EFFARE , E44REUR T & AT T4
AWS PrivateLinko

ARS5 A P -t R AR GE A 1Z AWS PrivateLink BRSS TR TAE , AR EE R &7 ERHAAFEEIENN
BR. ZfREEAEZ AWS PrivateLink ZhEERTTR TRRT , IRATREFREFININR, 7 M EE TR
RREBTEEEREREREEHNR,

RS EE R - MR BTN TM AWS PrivateLink RIR , N AT 8EH B T2 15 R BR AWS PrivateLinks
B TEREELN RS A R A WL AWS PrivateLink THREF R R. RE , B4AE IAM EER
RBRRXBERUNENRSAFHUNR, BEFZAELWESLT# IAM WEARE S,

IAM BEEER : MRERE IAMEER , BOUEHLE THRNMEEREAEEX AWS PrivateLinkfy 17 7]
MREVEAME B,

£ S HRT S ORI

SHRIUERE AWS FRAFHEIERRN AN, BHLTL IAM AF FH#THHRIUE AWS IKFRA
P, EBETEE IAM Ae#1TE ORI,

ZAX 152
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ST LAME ISk B 54 RAVIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE
B UEE Google/Facebook iEF , MERE H M B R, BXBRNELZER , 5251 (AWS Ex AF
) PO EREN AWS IKF,

S FRIEFE , AWS 124t SDK f CLI KX ERFITINRZEE, BXREZEL , H3H (IAM AFE
B RHSERT APl IEREIAWS ZZ A 4,

AWS K/ root FiF°

BIEER AWS K7, BRALE—1NEN AWS K/ root AFNERSH , ZEHAIUTLFEMERIR
AWS BrS MR R, BRINBNEZBWABRCERARAFETEERES. EXFERAFZRILENGES , BEH
(IAM FiFiERE) RVEZERA S FIENES.

BRE50

FERBEXR , ERAXAFERESHRHABNERKS 5 ORI 82 AWS RS fERIGRHER#HITH
Al

BREFMRIERBENDIL B R, Web SRR A Directory Service , & AWS RS A%
BEARNERHTHFRNAF. REeARATRMSERZIENAE,

BEAEBEHRMNE , BIUEM. AWS IAM Identity CenterExE ZEE |, S0 (AWS IAM
Identity Center A 1EFE) HHI{+ 4= |IAM Identity Center ?

IAM A P FEE4A

IAM AP RMENMARTNARFEFRENRN —N50, BUERAGENEIE , MIEEFKHEIE
B IAM AP, BXEZER , B2H IAM AFERETHNERARASEAS O RHAFNRS S HRIE
F 8 AWS i A IS A IE B AT 5 o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BEXEZER , 555 (AM A
FIERE) i IAM B E R =46,

IAM A

IAM BEREEBERRBNEH , TRHEIEIT, SRILUBEMNA RS IAM &6 (#2484 ) R
A AWS CLI 2 AWS API BERRAAR, BXEZEER , B85H (AM AFERE) PHEFAE
5%,

IAM B TEBREAFHE, me IAM BFPRR, BIKFiGE, BRSHRILARTE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BFIERE) B8 IAM R EIK P &R,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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= T S )
ERAREEE A

EREL AWS BT el 2 R E M IR AWS SR SR FEREZEFFHHRNR, REELTESHH
RFERKRETNER, AWS EERARHFERMITPAXLERR, KSHERBEELL JSON R AWS £
XNFHEEP, AX JSON RBXHHESZEE , H2H (IAM A 1Em) FH JSON IR,

EERERARE , B E A E AR B LS4 T BRL R RN T HLEREREEERT NG R

o

N

MANBERT , AFMARRENR, IAM EER 62 IAM REFRERZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

|dentity-based BUE
Identity-based KEE ZEM MBI F0 ( AP, AAE ) Y JSON NXPRKEE XY, XLEREKIEH F 0T

BRATH ZRE, NMLEFRMITUAREFLAZRATHT. ETHOMCIRETHOREE , B35
(AM RF$ER) FHEAE - EEARKE LB EX IAM R,

|dentity-based KREE AT AR AR REE ( EEBRAZENF GO ) AEERE (MBS NS HHIMIR
B ). BETRIAEXERBENAKKK I TER , FSH (AM AFERE) FRERERERKS
REX SR BE 2 R HE1T IR,

Resource-based Bl

Resource-based K BE 2 &M 0EIEJRAY JSON FKEE M #, RHIEIE IAM BEREEEEEF Amazon S3
FHAERE, EXFETRERNRBNERSY  RSEERA USRI REFIEERRENIFR, &
PR T RROREEPIEEF I,

Resource-based R EMN T ZBESTFHHNERK, ETFEEETRRNEBPER IAM 5 AWS #E
=

Hftt Rk
AWS FREMFHER | XERHADTLIBE R NN EHAED DT 09 R AR -

- RERZR - REBEETEONEBRAURT IAM THENEANR. BXEZEL , 28 (IAM AR
1Er) HEY IAM SEAREIALBRID 5o

« PREILEIKRE ( SCP ) - I8 AWS Organizations AL RALE TR AR, EXEZELR | #F
2 (AWS Organizations FAF1§F) KRS =K

R EE A 154


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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- BREFIKE (RCP)-RENKFHPEENZATANR. BEXEZEL , H5H (AWS
Organizations AAFEmM) PR EIFRZEHIFE (RCP) .

- 2ERE - ENACTRSAF RGN SER , FASBEENERARE. BXESZER , BS
5 IAM BF$ER) PR EERE,

ZREERE

S MNREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
WA AWS BER B AVER , HSH IAM AP EEHR N ERITEEE,

#04a] AWS PrivateLink 5 1AM B & (& A

EEH IAM BB 5 R R 2 81 AWS PrivateLink , 155 7 G WLt IAM Shag et A AWS
PrivateLinko,

IAM Zh&E AWS PrivateLink X #
|dentity-based BUR =
Resource-based BE =
REHRIE =
EHEEGRE (BETRS ) =
ACL &
ABAC ( REEHPRIFRZ ) =
FHERR =
BEAE &
Service-linked & -

B RERR 155

o


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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ELH THRASHIAM Thasl A A X AWS PrivateLink f1E# AWS BRS Thae , B3 IAM A
EHRHE IAM B & EFANAWS RS,

|dentity-based RV AWS PrivateLink

XBETEMHRE : 2

|dentity-based REE2ETT LA INE &4 ( Hlan IAM B, AFASRAR® ) B JSON X PR K T,
XERBEFHAFNAGTEMPEG TN BLERREHRTHERE, ETHRNAIEET S HHREE
BEZHE (AM AFPER) PHNEATFEERFTRE L EHEN IAM R,

BEMEA IAM ETERHNERE |, BUEEAFSRIELNRENTRARAGFRIELBRENTYE. B
THTE JSON K FEHAMNMETE , B5H (IAM BAF#ER) FH IAM JSON EETES A,

|dentity-based Ky R E& R AWS PrivateLink

E&EE AWS PrivateLink ET 3B RN RE , S, |dentity-based B KB =5 AWS
PrivateLink

Resource-based RTEREER AWS PrivateLink
YEETREROXKE 2

Resource-based K E& 2 E M INEIEIRAY JSON KEE X, ETHRRVRRN RO2EE IAM BEET
KEEH Amazon S3 FE R, EXRHETHRFRNRBENERESH , RSEER JUAER CITRESX
BERBENIGR. NTEEPHIMERHNER , REEIEEEHEA N ZRRINITHEREURES
AZHETINT. BUAEETRENEBPIEETA, ZRATLUSEKR,. AR, A6, REAFRR
AWS B .

ESABK/ER , SR UHEANKS HEMBKS R IAM XEEEANETRRNREHNEME. B
XEZEE , BSH (AM BFERE) PH IAM HEYEIK = F R T

AWS PrivateLink RS X#EH—METRRENEKR , BDRET 25K, KR4 Mt AWS 461
LMERRRIFRRARS. EXEZEER |, IS the section called “iff 5. 5K B

BB 1730 AWS PrivateLink
YEERRRE: 2

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRYH , BNEAATLNF AR RRITER
&, BAREA ARG TIIT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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JSON REEHY Action TR TA TERKP AFRIEL G RINVRE, ERBHFIESREUARTR
ITRERERRR,

ec2 tn B Z=E HRYIRE

Ay FLEIRE AWS PrivateLink I Z# EC2 APl 1 —# 9. XLERIEIREMSA ec2 BI%. BXEZE
£, 2 (Amazon EC2 API %) Wy AWS PrivateLink #4F,

vpce i A 22 (B P IR 1E

AWS PrivateLink it 12 {XAllowMultiRegionBRIXNFREVIRVE, LLERBEIRVEMERA vpce BIR,
Y BSR IR AWS PrivateLink

XERBER : B

EE R WLAER AWS JSON REERIEEERRIBEMF L, BREWR , BNEETUANT AR FRITER
B, AREMAAZKHETHIT,

Resource JSON K T ZEEEBHNARFN —IHSZ IR FNRESXKEK , EEAHE Amazon
FBEBH (ARN ) BERR. N TAZFHRRRXROVEAE , EEABEN () ENEANATHRER
R o

"Resource": "*"

AWS PrivateLink 89 55 B& S {442
TRBETRSNEBEER B

EIE R A LAER AWS JSON REERIEEW ARG RMT L, WHRY , BNEXATLF AR RERITER
&, BAREAARETIIT,

Condition TERBENNFMHEEEFEVMERNIT. ERLGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFASERTNEHETE. BEEERE AWS £R&H®E , 51
IAM FIF 1R MAWS £ B4 £ TXHER.

AT &4 ETF AWS PrivateLink :

* ec2:VpceMultiRegion

* ec2:VpceServiceName
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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* ec2:VpceServiceOwner
* ec2:VpceServicePrivateDnsName
* ec2:VpceServiceRegion

* ec2:VpceSupportedRegion

BXEZER , 25 Amazon EC2 By A,

W AR ACL AWS PrivateLink

*EACL: B

EEFIFIR (ACL ) EHIMLEHE (KFARA, AFRAE ) ARLARKF. ACL SETHIRAE
B3Rl , B EMAEM JSON R RN,

ABAC with AWS PrivateLink

X5 ABAC ( REEHRIIRE ) : B

Attribute-based 5 [FI1#2H (ABAC) B —FRIEKHE , ERBEBM AT ENBERE LR, B LUFIRE
B ANE IAM K& AWS FIR | R/E1R1T ABAC REELA AT EZRANIRE SRR L WARSICE RS #
1THRE,

EETHREEHEGER , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys ZRHFRBERBNZUHTEFREFZER.

MRENMRSN TENRARREBIGAEX=A&MGR  WNTZRS , ZEAR. IRENMRSX
NTFHIRBFREXIGRAEX=/&%GR , WZERTD.

BEXABACHEZEE , 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIZE ABAC
SHRNHEE , B3R (AM BFER) PHEAETEMNIHRIMNRIZES] (ABAC) .

s HEIE 5 AWS PrivatelLink
Y HFIGEHEIE - 2

ISEHE BRI AWS BREHFENR , HERELFERKS NS RA N B BIEN,
AWS BWEBHRERKIGHER , MAREAKBPIHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGER 22 EERER IAM B, AWS RS
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Cross-service WZ £ AR AWS PrivateLink

XEFERRBEKE (FAS) =

BRIpE2E (FAS) EA B EEAINER AWS IRSS , Bk AWS IRSS @ TiBRS R HFERNE
Ko BXRRH FAS ERIFHEREFE , BERERL R LE,

RS & AWS PrivateLink

XERSAR B

RS AERHE—TURSEE, ARENTREN IAM BE, IAM EE R AT IAM R 62, Sl
BRERSGAG. BXESZER , E5H (IAM AFER) FHIER AWS BRSERNENAE.

Service-linked H9 &t AWS PrivateLink

XEFERSHEXAG &

BRSHERABR—TERSHEXEKN AWS BRERSF AR, RS TUREERITRE. Service-
linked ABHIMEZR , AWS IKF FEBRSHH. IAMERRAATUESETREBRS K EKAR
YR BR o

Identity-based RY R B& R AWS PrivateLink

RIAMBERT , BRPNAEEE 2RISR AWS PrivateLink BRI E,. BERFRHAPNAAERBRNT
BENDUR |, IAM B2 R a2 IAM KRE,

BT RUNMAERAXL RG] JSON REEXHEGIEET IAM BN EE |, 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

B H AWS PrivateLink E X WIREMBFRLE (BESHEREEMN ARN KX ) WiFHEE |, ES
] (RSENRSE)Y FH) Amazon EC2 WyIR{E, RIFRMFEHZR4,

R~

 ¥#l VPC im S A

- ETRFSHEEERS VPC xS 02

« BHAH VPC i RBRSIEERFAE DNS B #5
« 2HAHN VPC i RRSIEEN RSB
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html

Amazon Virtual Private Cloud AWS PrivateLink

24l VPC im S EA

%ﬁl}\%/RT RAPTRERLET R, EAUGR-METEONERE  OAFRTERE, B #
AR AN BRI RV R . RO

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

BXfEA VPC iR B HXN RS IFRINEELE |, i5SH the section called “Ui = KB,
ETHREFHEELES VPC im 2 tl2

B LAEA ec2:VpceServiceOwner FHBBRIERFSHEE (amazon, aws-marketplace K
F 1D ) REBFIATACIEN VPC KR, AT ROIRFEREENRFIHEENE VPC iR R. E
FEAL R, BEERXE., K ID MRSHEE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc/*",
"arn:aws:ec2:us-east-1:111111111111:security-group/*",
"arn:aws:ec2:us-east-1:111111111111:subnet/*",
"arn:aws:ec2:us-east-1:111111111111:xroute-table/*"
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},
{

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceSexrviceOwner": [
"amazon"

#ZHI TR VPC im RBRS IEERFLHE DNS B 75

RO LAMEA ec2:VpceServicePrivateDnsName &#H@REH TTRIES VPC m KBRS REKWFAE
DNS ZFMERHLIZWL VPC ImR RS . AT REIRFEREENFE DNS B#EIE VPC i [UBR
SRR, EEALRE , EHERXE. K/~ ID M%%HE DNS &#.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointSexviceConfiguration"”,
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resourxce": [
"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint-sexrvice/*"

]I

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [

BH TR VPC i R RFIEENFAE DNS B 161
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"example.com"

HI AN VPC im [RS8 E RY ARSS B FR

A LAE A ec2:VpceServiceName &4 EIRIE VPC mRRFBMHRIEH AT GIEHN VPC MR
DR REIRFERAEENRSEMOE VPC in RWNXR, EFEALRA , HHRXE., K- ID MR

B Mo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111
"arn:aws:ec2:us-east-1:111111111111
"arn:aws:ec2:us-east-1:111111111111
"arn:aws:ec2:us-east-1:111111111111

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111
1,
"Condition": {
"StringEquals": {
"ec2:VpceSexviceName": [
"com.amazonaws.111111111111

tvpc/*",
:security-group/*",
:subnet/*",
:route-table/*"

:vpc-endpoint/*"

.s3"

ZHEN VPC R RSEEN RSB
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{5 i v SR B4 I3 VPC i RV 15 (A

LiRT AR R —ME T HRARE SR UFEH IR VPC KimTi R, LAIRHIHRLE AWS ZFEAT
BERZLRTRIEF. AWS RS

HMREBRTLBEIRNRETENNEBIETRRNER, fi, WREEFERREDRUEED
Amazon S3 , N3E A BAEA Amazon S3 8 KM SRIZFIMNS ER [ARFE VPC N EFHBHITHE
@],

AES

AEEM

BRIA UG SR B

EOimS R

RESTISGIERL

E# VPC i SR

)= =-BU

- WHREKEEMER IAM policy iIESH JSON KBS, HAPXAMEBE— Principal THR, HREEN
KNRBET 20480 NFHF (BEEHK ) o

s ERCEBORMKLET ST AWS RS , TEUFENLET SRBEMMNEZLIRET =, BB
i EE#T i S R R . R i 2 KB, WAV M IR A LG 2R RS

« HIEFMER AWS RFE IHHAKKE. R AWS BE FXHLIHETRLAKE , WRNAFTZRS
WEMLRT QB TESHRNE. BXEZEE |, S H the section called “&E & i L R B3

o HBRIHSRSMIE AWS REEIE VPC iwR , RITAER ZiwS# TS HE,.

« N¥FEIARGERNIFATNELBE ETIE (0, aws:PrincipalAccount &
aws:SourceVpc ) , BREEEABESR (*or ?) B FRHEZER.

- FRAFHRZFHCZERN , EUNESNBREFAZIRZEEAZLANEEFH,

- HEERFIFMGTEPIEE ARN B, ARN WIKkF I 2 T B2, ID RBER , EFERNT
BRE,

o SR 163


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Numeric
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
}
]
}
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"StringEquals": {
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}
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