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a. XIF Number of Availability Zones ( TAXEHKE ) , REEWFERERE 15 2

b. XF Number of public subnets ( 2B FREHE ) , BRENMNTAXE—NMNEFM,

c. XIF Number of private subnets ( FAEFRHE ) , BRENTARE—NMAEFM,
6. EZFBIE VPC,

H]|2: BRI
ERALE E—SH RN VPC , EAETRRRHELEN , FEREFRRREHLAL
SR M

- £ pem KR ABEZRAN . BHEB2ENMERHIT , BTUERBZAR,

c NELFHOE-IMRELE , LAWKRBITENA CIDR REY A SSH RE,
« AXRBIOIBR—IRELE , MATKREELZ2ENZLAMN AL SSH RE.

o B2 |IAM =4I B & 324 H M inCloudWatchReadOnlyAccess 5 B o

BHE2EN

1. ITFLS¥ EC2 #41A , Mt A https://console.aws.amazon.com/ec2/o
2. EREBEHEH,

3. XtF Name (&B#H) , MALHNELETHHER,

4. RBRAEGMEGIKE,

5. XTF Key pair ( #8X ) , BEBEHZRHAX,

SR 1 IEEFFME VPC 10


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/ec2/
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6. X¥T Network settings ( NZIRE ) , HITUATRE :
a. XTF VPC, E&EEH VPC,
b. XF Subnet ( FM ) , EFELEFM.
c. XF Auto-assign public IP ( BZI 2 EAE IP) |, i%&3F Enable (B ) o
d. XF Firewall ( B5K3E ) , i&3% Select existing security group ( EFERNELELE ) , REAE
2FHEERE4A,
7. EERFHRMG,
B3R5l
1. FTHLS@E EC2 #4|A& , Mt Jhttps://console.aws.amazon.com/ec2/.
2. EERZHEMH,
3. XF Name (&%) , AL KB B
4. RERANEGMEHIRE,
5. XTF Key pair ( B8X ) , BEREHZAX,
6. X¥T Network settings ( NEZIRE ) , HITUATRIE :
a. XTF VPC, E&EEH VPC,
b. XF Subnet ( ™ ) , EFEFLEFM,
c. XTF Auto-assign public IP ( BZI BB AE IP) |, #%$F Disable ( ZHA ) .
d. XTF Firewall ( BFA3E ) , %48 Select existing security group ( EBMELRELH ) , REHXE
BlikERE4AE,
7. BRI Advanced details ( B RIFMEE ) - XF IAM instance profile ( IAM SEHIEEXH ) |, E£F
£ 1AM SE BB E S
8. EERBZHEH,

FHI2 3 : Mid CloudWatch 5 [ fX R

FEALUTSBREIAZSEFI T EIH A CloudWatch, 55 A Rik AWS CLI fa ST IgE
CloudWatch,

S8, 3 : it CloudWatch 1778 X BR 11
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iz 58 CloudWatch X PR

1. EENTENL , FAUTHTRBAXRIMNE SSH KE , Hikey. pemB & .pem XHHE
Fho

ssh-add ./key.pem

MREWR —FREREE , BIENBANONBRE THE , BETUTaw , RARER L—1

A
T o
chmod 400 ./key.pem

2. MNEMITEYEEIELEN, BXTIEE -A R, XHBFE (B0 ec2-user ) MBL2EM
HNAE IP #hit,

ssh -A ec2-user@bastion-public-ip-address

3. ME2FHEEISM, BLABEEXRGAFE (S ec2-user ) MEHIKFLE IP ik,

ssh ec2-user@instance-private-ip-address

4. BT AHRNIEEXPH LiZ1T CloudWatch list-Metric s @85. X F --region &M |, IEEEEHF 4
# VPC B XiF,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

5. JLoHE , ah 48, XKRBALTELE CloudWatch MEH Y57 VPC BB H S FI#1Tih 8.

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. REESLHNEHFINERE, 0E VPC imaE , BFBXRXZEIRI list-metrics 5o

SR 4 S|BEHEKN VPC KigT = CloudWatch
FEAUTSRAIBIEZEIMN VPC LiFT = CloudWatch,
SoREMH

RNARFREH AN VPC KiFT S tlEZEL24A CloudWatch, #l#0 , R iNAFRE VPC CIDR 3R
HTTPS ZREKH N,

SR 4 BIEEHEM VPC LiFT & CloudWatch 12


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-metrics.html
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Rl VPC KixTT & CloudWatch

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERRR

3. ERUBRmS.

4. YT Nametag ( BEMHFE ) , BARKHEN.

5. XIF Service category ( BRZFEE ) , EFE AWS RS

6. XFHRS , Bk com.amazonaws, region. ¥¥E,

7. XTF VPC, &EFEH VPC,

8. XtTF Subnets (M ) , ERTAX , RAEEELREFW,

9. XF Security group ( Z£4H ) , EFE VPC v RN ZE£4H,

10. X F Policy ( K#& ) , &% Full access ( T2 HRMNR ) AAWABEMRET VPC ImRANAER
RINATET B R 1E,

11. (k) BERMIFE | iH%R Add new tag ( RIMFHFEE ) , RERAZGRSHRNE,

12. EFABIRR *JJZl‘n‘JkujJ Pending ( #5438 ) . BEB T —F 28l , BFIRSER

Available ( ATA ) o AR E /Lo RVt E],

FSB 5 Mk VPC iwm R
iF VPC LinT R 2 A EEFIERMMNEH KA K EZE CloudWatch,
/Jnlj-l«it VPC —lﬁﬁ/ N

FEEHEP EIZTUT 9. WF --region &M , EELEE D HIE VPC ik S X1,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

WMREWEER , BEERERNZEHMAL , MR REDIZEET CloudWatch £ AWS PrivateLink,
mREBEEIUnauthorizedOperationfiix , FHRIZZEHIER AFHBEE IAM B CloudWatch,
MRFRER |, FRIUMLATAR :

- RIgTRNEZLEATFREH A CloudWatch,
« --region EIEE T HEHPBIE VPC i L0 X,

S5 Mid VPC im s 13


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud

AWS PrivateLink

5‘9%% 6 5% 7R
METBHEELNAYEVNENR L2 HLASAF , o] SO E MR,

2813261

-

TS EC2 #%|4& , Mt R https://console.aws.amazon.com/ec?/,
2. ESMERKRTR , EEXH,

3. EBHAMNREH , REMKXIER Instance state ( EHPAZ ) . Terminate instance ( &1k

Bl o
4. HRZRREWEIAE | ERLLL,

MRETBHFE VPC im R , AT LU EMER.

i BR VPC i =
1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMERTP , ERRR.
3. &# VPC i Ro
4. i%&# Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC i%& ) -
5. BRBTHEINR | #A delete , ATk Delete ( IR ) -

=

ES

SR 6 B


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/
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AWS g% @B LA T A X5 AWS PrivateLink

& AWS RS ERKIET SR, RIAWERSHELEAEED , A& 45E VPC A INEBRMMX |
XEERETEEM VPC [ AWS RS, MRNMBEEFTFSEBNMEZESER | N AT LAEAFEN VPC
%E3## AWS PrivateLink | , AWS Hl?z”1 MEBEMNELH VPCH—8H | TEEABEBRMMK,

BT LL AWS PrivateLink £ VPC LinT RAZRHRIEZERNANE. AWS RS BEEFERAEBKN
MXENTHEMEENAREFERNAER,

EM

BREBENED VPC KR ESNTARMENS —/ e EEWEER, I SEERBALENKRIE
GB 1%, BEXEZEE , HSFEAWS PrivateLink E4"o

ok

- DNS £

 DNS f##r

- #.5 DNS

- FRATAX

o IP thut3RH

« AWS B;$ 52 &K AWS PrivateLink

- AWS BR$ RO VPC KinTi R
- BEEORS

- BRENRSEHNIEE

- BiBRENRKS

™ 5% Ui )

s
n

o LA AWS BRSS B A RS w Bt TiHR , LB AWS BRSS FAEREIIZFN LR
AWS PrivateLink, ZABLARLLE 7iX LS %,

BEQBRS R [T



https://aws.amazon.com/privatelink/pricing/
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TEERTRAIMMA AWS RS BE AHBRSLET RIFTHE. AWS BS NoBF FHHRISEHIE
HREMIEBAE VPC B Internet Mk , RIEEREE AWS BRF. NIARE FRBBKGIRRE AWS RS

HRERBE NAT Wx , RAEKEHE VPC WEBERMx , AEBRHET AWS RS, YiXEREBEST
BERMXE , EFaBFME, AWS

______________________________ Ak
Auvailability Zone Availability Zone
E Public subnet ﬁ Public subnet
oy b e
[
B

)X Connect AWS PrivateLink

TERESRTEFEM AWS RS @5 AWS PrivateLink®, B % , 012#E DO VPC KixT S |,

THER VPC RI-FMHM AWS BRS ERERBNMNSEEOZREERE, KEN AWS RS REER
DNS ST E| L iR KRG ONFAE P ik , R/E AWS RS £/ VPC KinT Q5 ZRIERRE
2 AWS BRS5,

=
&
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S
"""" AwilabiiityZone

ﬁ Private subnet

AWS BR% B EZEEIER. RELEBEY VPC in R AN FIRNIER,

DNS E#H.5

REHE AWS RF RELARXFLIEET R, HiBZENOT,
protocol://service_code.region_code.amazonaws.com

40 | us-east-2 CloudWatch A E 2 #h Y 20 H L 3w T R80T AR o

https://monitoring.us-east-2.amazonaws.com

5/ AWS PrivateLink , B LAEAAELET RORSEERE. HECIEEND VPC KingT =6t
R4t ZXEMXE DNS B, B LAEHXLEZFR AWS RS WEW VPC 53 1TEE,

0O VPC i [RY X IE DNS BMMEEMT ¢

endpoint_id.service_id.region.vpce.amazonaws.com

7 [X DNS BFEVIEEMT

endpoint_id-az_name.service_id.region.vpce.amazonaws.com

DNS E£#H&
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FERAEBED VPC KinT 28T AWS RS , TS AFAE DNS, &BIFAH DNS |, S UL FRAH
NHiIFSH DNS EME RS A HiER |, BEFEFEED VPC i SR AREIERE, ﬁ%E%L:.M BS
i the section called “DNS 47",

LA R describe-vpc-endpoints s 5 £ R % O 4% T KB DNS %8,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LT RERAR CIoudWatch & DNS E# K Amazon EOLKHT RBmE RHl. F— 1 KB RMEXE
R, BTRWN=ZARERAEIRER. RE—TMREXRBBRENLRERERX | ZREG AN L ERK
REERBTRA Jaa,mlW%i%D NFE P thiit,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}
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DNS &4

RO AEHED VPC w2812 K DNS iEZR2EM., At , XL DNS B2 AT @, B2,
k8 VPC A %089 DNS BRMLREH AWK HEONFAE IP it , Atk , BRIFEERIFE VPC , &
NiX L |P #but A EE A TG 0% R RS

B DNS

MRMEFED VPC KT S /S AFE DNS , HBEH VPC Et/EA T DNS =414 DNS f##47 , &
TR ERIE— /N REN AWSKREMEREXE. TEXTSRFZHVEIADNS EHWiRE , AT
FRAT R IZH) VPC iR A NEEOMNAE IP ik, it , MRENIERNAERF AWS RS AL

HXFARTREAEER , MXEFRAELESKBETRANEED , MLHEENXLENBREFHT
EﬂEEﬁzo

BINBWEN AWS IRFH VPC IS AFAE DNS B8, X AUBREALNHBRSKET JNFE
R (flniEE AWS SDK R HAYIER ) B4 2EH VPC LimT Ko

Amazon R &K VPC 124 DNS BR%585 , #4 Route 53 Resolver, Route 53 Resolver B3I T FAHE

REXEPH AL VPC HEMIERK, BR , BFEEM VPC A ZBEA Route 53 Resolver, MIRENZAR
R &5 [E] SR HY VPC s, M AT LAfE A Route 53 Resolver i S F@EATEEMN, EXEZEL , H5

IKAWS Transit Gateway 5 AWS PrivateLink F15£ K Amazon Route 53 Resolver,

FRIAAT AKX

WA L\EEB VPC iR , EANTARHRE—NTFR, RINGELNFNER VPC intlE— /Mﬁ“ﬁ L
FEO, BIFERE VPCIHAW IP iR  REFHINESNMNEANEEOLER IP ik, kRN
LEOW IP#utEH VPC ImaNEREAHRNFTLTE,

HEEFRESR , RS THENEYE | BITEVCRIBATERE :

* ABNVPCARNTRBEZEDHNTAX , AEXETARX AWS RS FEBAM I EAY AWS B
/J/?O

+ % VPC % AE BB DNS B
+ £/ AWS BRZ EXi DNS & (A REHT K ) #HTHHE,

TEERT Amazon CloudWatch B VPC KT = E RMEEANTENMNTARX, 3 VPC
AR AT F P AR B 4 4RT 3R CIoudWatchﬁFH NELIR Iﬂ] Amazon B | ISR REBIT B LI

DNS f#47 19


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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TEMEEOMW IP thit, XTREREHEMCTHAXFRNRE, B2, IRTAX 1 ZH , WTHAK 2
YRR TS 15 18] Amazon CloudWatch,

CloudWatch
: U"“‘H\ ..... &
& Subnet/ Y
Availability Zone 1
=)
IIIII AvanatnhtyrZuneE

TEETRT Amazon Y VPC LT = , CloudWatch H&igH aMEEONTHRAINTHAX, % VPC
FYEA F R P REMERERAEAERXRET 2158 Amazon CloudWatch B , RIS ER—MEEMA
WHRNEED  FRARAEELZEClIzETR, RAE , RIS REBNIEERSAMEEON IP
s 15|

FRAMTARX 20
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® | E

| VPC endpoint | CloudWatch

Availability Zghe 1

.......................................................................

g
g

..............................................................................

MRECEEREHAH , MALEREAR - TAXPHRIAMNEED |, RRENEH ERLIEE
AWS fRSS . At , BEARKMEZONLE XK IP #bil,

FRATAKX 21



Amazon Virtual Private Cloud AWS PrivateLink

@ |

| VPC endpoint | CloudWatch

..............................................................................

..............................................................................

IP ith it S8 BY

AWS RS BMEMAIFR X IPve BEEA RS |, thalll IPve B HA AR SBHXE, XENES
IPv6 AT LA{E A AAAA 1205 DNS Zifl,

IPv6 Jy 3% 0455 RS AIER

+ AWS RS X MEHRFZImR A IPv6, EXEZEE |, S the section called “&F IPv6
=

s ENHAW IP it ERAMEEOFSINFNES , WA

« IPv4A— NENRKSMEEODE IPv4 thit, NEFMEEEN FREE IPv4 ihitSuE et |, & i
LEIERIN

IP k3 7Y 22
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« IPv6— NENImK[/AMEE O DE IPv6 ik, RIFFBEEERN FRNXNFMEY , IPv6 F X#Fitbik
I,
« Dualstack — ¥ IPv4 # IPv6 tbiit 5 Ft4R B[/ MK E D, RIAMAEEN FMNENER IPv4
A IPv6 b HESTEIRT |, o TR,

MR VPC LiFTH KXFHNED IPv4 , NILRTRMEEOESR IPvattbit, IR VPC LT R X IFH
EOIPv6e , KT RMEEOES IPv6 i, FoEES BEBRMIGRIERMEED IPv6 Ftiit, 40
REER IPve it ERB R MEED |, HEEZEOERdenyAllIgwTrafficA,

AWS RS 52 &/ AWS PrivateLink

BLTABE AWS BRSS 55K AWS PrivateLink, &RIAGIE VPC i QAR T EEIX LRSS , MEIX
LRSHMELBCH VPC HIETT,

EEAWS RS FIP R EEE , BEEE 2 ERMN RS AWS PrivateLink. RS EMII T EBECIR
0O VPC ImRNEENRS BN , HERTZRFERIZR K.

AWS BRS5 ARSS & 5

eIl vig= com.amazonaws. region. ifia% 4res
AWS Ik = &8 com.amazonaws, region. IKF
Amazon API Gateway com.amazonaws., region.execute-api
AWS AppConfig com.amazonaws., region.appconfig

com.amazonaws, region.appconfigdat

AWS App Mesh com.amazonaws. region.appmesh

com.amazonaws. region. appmesh-envoy-mana

gement
AWS NAEFEZETER com.amazonaws. region.apprunner
AWS App Runner fR%% com.amazonaws. region.apprunner.requests
Application Auto Scaling com.amazonaws, region. NFARRF BN

5. &BHRS 23


https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
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AWS PrivateLink

AWS BRE

AWS Application Discovery Service

AWS NREFTBRS

AL 5% AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

Amazon Aurora DSQL

AWS Auto Scaling

AWS B2B #iE 3

AWS Backup

AWS Batch

Amazon Bedrock

AWS K& S A EE

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region. KM
region.arsenal-disco
region.mgn
region.appstream.api
region.appstream.streamin
region.appsync-api
region.athena

region. FitEEES
region.rds

region.dsql

region. B4 Mt Xl
region.b2bi

region. %12

region. & MX
region.batch

region. bedrock
region.bedrock-agent
region, bedrock-agent-runtime
region.bedrock iZ{T At

region. k&
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https://docs.aws.amazon.com/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/privatelink-managing-clusters.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
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AWS BRE

AWS Billing Conductor

Amazon Braket

AWS Clean Rooms

AWS Clean Rooms ML

AWS =imiZl AP

Amazon Cloud Directory

AWS CloudFormation

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

AWS =M

Amazon CloudWatch

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region. freetier

region. tax

region. billingcond
region.braket

region. JE&E
region.cleanrooms-ml
region.cloudcontro
region.cloudcontrolapi-fi
region.cloud B %
region.cloudfor
region.cloudhsmv2
region. RS X
region.servicediscovery-
region. BEREZ K
region, data-servicediscovery-fips
region.cloudtra
region. MEEESE
region. NAEFES
region. N AR #

region., &R
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https://docs.aws.amazon.com/billingconductor/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
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AWS BRE

Amazon CloudWatch B&

AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region. 2% NNWHEFE
region. BEAM IS 25
region.internetmonitor-fies

region. &

/)

region. MG REK =S
region. MEREKMNIRFIRE
region. MEHEMES
region.observability
region.rum
region.rum-dataplane
region. &%
region.sythetics-fips
region.logs
region.codeartifact.api
region.codeartifact. 12 4i&
region.codebuild
region.codebuild-fips
region.codemit
region.codemmit-fips

region.git-fRIBIR R
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE
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Amazon P CodeGuru rofiler

Amazon CodeGuru Reviewer

AWS CodePipeline

Amazon Comprehend
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AWS 2B 5
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secure
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region, git-codecommit-fips
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region.codestar-connections.api
region.codeplo

region. codedeploy-commands-

region.codeguru-profiler
region.codeguru-reviewer
region.codepilin
region.comprehend
region.comprehendmedical
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region.app £/
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region.connect-cam
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region.voiceid
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region.awsiE s

region. &8 F
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https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS AR
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AWS B AL A Ty
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I 5% EBS direct APIs
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com.amazonaws,
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com.amazonaws,
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region.dms-fips
region.datasync
region.datazone

region. Bt A, EE
region.deadline, HT2Z&HE
region.devops-guru
region.ds

region.ds-data
region.rds
region.dynamodb
region.dynamodb-fips
region.dynamodb streams

region.ebs
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https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon EC2

Amazon A EC2 uto Scaling

EC2 Image Builder
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com.amazonaws,
com.amazonaws,
com.amazonaws,
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com.amazonaws,
com.amazonaws,
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region.ec2
region.ec2-fips

region. B
region.imagebuilder
region.ecr.api
region.ecr.dkr

region.ecs
region.ecs-agent
region.ecs-telemetry
region.eks
region.eks-auth
region.elasticbeanstalk
region.elasticbeanstalk-health
region.drs

region.elastic X RE
region.elasticfilesystem-fips
region.elasticload bal
region. elasticache
region.elasticache-fips

region.mediaConnect
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS RS
AWS Elemental MediaConvert

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

Amazon EMR WAL

AWS RELRFHEHR
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Amazon EventBridge

Amazon EventBridge B2 % 3k

AWS Fault Injection Service
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Amazon Forecast
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com.amazonaws.

region.mediaConver
region.elasticmapreduc
region.emr 2g%
region.emr-serverless

region, emr-serverless-services.liv

region.emrwal.prod
region. {£3EE
region. SRR R
region. B4
region.pipes
region.pipes-data
region.pipes-fips
region.schemas
region. scheduler
region.fis
region.finspace
region.finspace api
region. TN
region.forecastquer

region.forecast-fips
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon Fraud Detector

Amazon FSx

AWS £ BR AR 3RS Y R 4%
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AWS Glue DataBrew

Amazon Managed Grafana
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Amazon GuardDuty

AWS Healthimaging

AWS HealthLake
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com.amazonaws,
com.amazonaws,
com.amazonaws,
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com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
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com.amazonaws,
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region.forecastquery-fips
region. BREHRNI 25
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region.fsx-fips

region. MEEEES

region. glue

region.glue.dash
region.databrew
region.databrew-fips
region.grafana
region.grafana- T{EX

region. HHI YA
region.guardduty
region.guardduty-data

region, guardduty-data-fips
region.guardduty-fips

region., dicom-medical-imaging
region. BEEA

region, runtime-medical-imaging

region.healthl
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https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

AWS HealthOmics

AWS Identity and Access
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IAM Roles Anywhere

Amazon Inspector
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AWS loT Core Device Advisor

EHAT LoRaWAN B AWS loT Core

AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner
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com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

com.amazonaws.

region.analytics-omics
region, control-storage-omics
region.storage-omics
region.tags-omics

region.workflows-omics

com.amazonaws.iam

com.amazonaws,.
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com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

com.amazonaws.
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region.rolesanwhere
region.inspector2
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region.iot.data
region.iot.creditions
region.iot.fleethub.api
region.deviceadvisor.iot
region.iotwireless.api
region.lorawan.cups
region.lorawan.lns
region.iotfleetwise
region.greengrass

region.iotroborunner
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https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

AWS loT SiteWise
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AWS Key Management Service
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AWS Lambda

AWS Launch Wizard
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AWS License Manager
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com.amazonaws.
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region.iotsitewise.api
region.iotsitewise.data
region.iottwinmaker.api
region.iottwinmaker.data

region.kendra

aws.api. region.kendra-ranking

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,
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region.kms
region.kms-fips

region. FREN
region.cassandra-fips
region.kinesis-streams
region. Kinesis-streams-fips
region.lakefor
region.lambda
region.launchWizard
region.models-v2-lex
region.runtime-v2-lex
region. WAL E 2R
region. license-manager-fips

region. license-manager-linux-

5. &BHRS

33


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon Lightsail

Amazon Location Service

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain
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com.amazonaws,
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com.amazonaws,.
testne

region, license-manager-linux-

region, license-manager-user-
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region.geo.maps
region.geo.places
region.geo.routes
region.geo.geofencing
region.geo BER
region.geo.medata
region.lookoutequipment
region.lookoutmetric
region.lookoutvision
region.macie2
region.apptest
region.m2
region.managed X R &1

region.managedblockchain.bitcoin.

region.managedblockchain.bitcoin.
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https://docs.aws.amazon.com/location/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon Managed Service for
Prometheus

Amazon Managed Streaming for
Apache Kafka (MSK)

Amazon Managed Workflows for
Apache Airflow
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AWS Migration Hub Orchestrator

AWS Migration Hub Refactor Spaces

Migration Hub S B§ 221

Amazon MQ

Amazon Neptune Analytics
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com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.aps
region.aps-workspaces
region.kafka
region.kafka-fips
region.airflow.api
region.airflow.api-fips
region.airflow.env
region.airflow.env-fips
region.airflow.ops

region. ##l&

region., &x
region.memory-db
region.memorydb-fips
region.migrationHub-Orchestrat
region.refactor-spaces
region.migrationHub-strag
region.mq
region.neptune-grap

region. neptune-graph-data

region. neptune-graph-fips
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

AWS Network Firewall

i &% OpenSearch BR%

AWS Organizations

AWS Outposts

AWS Panorama

AWS X BRI

AWS PCS

Amazon Personalize

Amazon Pinpoint

Amazon Polly

AWS # B &

AWS Private Certificate Authority
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com.amazonaws.

com.amazonaws.

region. PL&RS K 3%

region. network-firewall-fips
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com.amazonaws,

com.amazonaws,.

com.amazonaws.

com.amazonaws,.

com.amazonaws,

com.amazonaws.
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com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,
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com.amazonaws.

com.amazonaws,

region. 4R
region.organs-fips
region.outposts

region. £
region.payment-cryptograph
region.payment-cryptograph
region.pcs

region.pcs-fips

region. ME1L

region. ME{LTESN
region.personalize i& 1T i
region, pinpoint

region, pinpoint-sms-voice-v2
region.polly
region.pricing.api
region.acm-pca

region, pca-connector-ad
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

AWS Proton

Amazon Q Business

Amazon Q FF & &R

Amazon Q AP 1T

Amazon QLDB

QuickSight

Amazon RDS

Amazon RDS Data API

Amazon RDS M aEi¥ 15

AWS Bl & FER
Bl 1 uh

Amazon Redshift

Amazon Redshift #3E API

AR5 B #5
com.amazonaws., region. pca-connector-scep
com.amazonaws. region.proton

aws.api. region.gbusiness

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region.codewhisperer
region.q

region.qapps
region.service.user iJ ¥
region.qldb.session
region.quicksight-P 4
region.rds
region.rds-data
region.pi

region.pi-fips
region.repostspace
region.rbin
region.redshif
region.redshift-fips
region.redshift 7o AR %525
region, redshift-serverless-fips

region.redShift-data
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https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon Rekognition

AWS Resource Access Manager

AWS Resource Groups

AWS Resource Groups Tagging API

AWS RoboMaker

Amazon S3

Amazon S3 % X558 &

Amazon S3 on Outposts

I 5 SageMaker Al

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

region, redshift-data-fips
region. rekognition
region.rekognition-fips
region.streaming-rekognition
region, streaming-rekognition-fips
region.ram

region. ®iRA

region., resource-groups-fips
region, tagging
region.robomaker

region.s3

region.s3tables

com.amazonaws.s3-global.accesspoint

com.amazonaws,
aws.sagemaker,
aws.sagemaker,
aws.sagemaker,
aws.sagemaker,

com.amazonaws,.
assistant

com.amazonaws,

region.s3-outposts
region. 3R
region. £i8 &
region.partner-app
region. THEE

region. sagemaker-data-science-

region.sagemaker.api
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https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

TEITX

AWS Secrets Manager

AWS Security Hub

Amazon Security Lake

AWS Security Token Service

AWS Serverless Application
Repository

AR5 B

Amazon SES

AWS SimSpace Weaver

AR5 B #5
com.amazonaws.

com.amazonaws,.
time

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

com.amazonaws,
com.amazonaws.
com.amazonaws.
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.sagemaker.api-fips

region.sagemaker.featurestore-run

region.sagemaker.metrics
region.sagemaker.runtime
region.sagemaker.runtime-fips
region. &t Xl
region.secretsManag
region.securityh

region. securityL
region.securitylake-fi
region.sts

region.sts-fips

region.serverless1zf&

region.serviceCatalog
region.servicecatalog-appregistry
region.email-smtp
region.mail-manager

region. mail-manager-fips

region.simspaceweaver
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

AWS Snowball Edge Device
Management

Amazon SNS

Amazon SQS

Amazon SWF

AWS Step Functions

AWS Storage Gateway

AWS Supply Chain

AWS Systems Manager

AWS EB{S M 4% 4 B aR

Amazon Textract

Amazon Timestream

ARSS& R

com.amazonaws,

com.amazonaws,
com.amazonaws.
com.amazonaws,
com.amazonaws,
com.amazonaws.
com.amazonaws,
com.amazonaws,
com.amazonaws.
com.amazonaws,.
com.amazonaws,
com.amazonaws.
com.amazonaws.
com.amazonaws,
com.amazonaws.
com.amazonaws.
com.amazonaws,
com.amazonaws,
com.amazonaws.

com.amazonaws,

region. snow-device-management

region.sns
region.sqs
region.sqs-fips
region.swf
region.swi-fips
region. states
region.sync-states
region. storagegateway
region.scn
region.ec2 JHE
region.ssm
region.ssm-contacts
region.ssm-E#
region.ssm-quicksetup
region.ssmmessages
region.tnb
region.extract
region.textract-fips

region.timestream.ingest-cel l
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https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon Timestream for InfluxDB

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

Amazon Translate

AWS Trusted Advisor

AWS P BHRS

Amazon Verified Permissions

Amazon VPC Lattice

AWS Well-Architected Tool
Amazon WorkMail

Amazon WorkSpaces

Amazon T/EZE L £ K e

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.timestream.query-c

region.timestream-influxdb

ell

region. timestream-influxdb-fips

region. ¥%
region.transcribe
region. ¥%
region.transcribe
region. %
region.transfer.s
region. Bi#
region. EBEBHEE
region. @4l

region. BHI-BRR A
region. BRI R
region.vpc-lattice
region.wellarchitected
region.workmail
region. TYEZE[H]

region.workspaces-Web

region. workspaces-web-fips
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https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/notifications/latest/userguide/vpc.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint

Amazon Virtual Private Cloud AWS PrivateLink

AWS AR5 BRS5 B
Amazon WorkSpaces & F~ #l com.amazonaws. region.thinclient.api
AWS X-Ray com.amazonaws. region.xray

EEF AN AWS RS BF

& 7] LAfE F describe-vpc-endpoint-servicestn B &E & X VPC Kin T 2R IRS B #o

UTRAIERT AWS RS BEREERXBHPZFEOLKLIET R 1Z --query ETUR 5 PRI N RS B
o

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

THRRHEE

"aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",

EERXBRSHNER

RIBIREBFE , BRI LAE A describe-vpc-endpoint-servicestn S BB AR EF ML IFE T SRS FME

/N0

LT REIE REXIEEXEH Amazon CloudWatch # QKT ai{E S,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

--region us-east-1

THRRHMEH, VpcEndpointPolicySupported R REAXFin %K
B&. SupportedIpAddressTypes RAIIFHL IP kAR,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"
1,
"Owner": "amazon",
"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"
1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{

"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"

1,
"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
""ManagesVpcEndpoints": false,
"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

"ipv4"

]I
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"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

]
}
BREmAREZEF
ERIIRS AL InT 25K | 18 A describe-vpc-endpoint-servicesin = H A E Y

EVchndpomtPollcySupportedo ATEEM{E N true M false,

UTRAIREREERFREXFEEXFHNIRA/KE, --query &R 5 H BRI 5
VpcEndpointPolicySupported B,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THRRHHEH,

True

UTRAIFIET AWS BRSS FEEEXE P TIFLET RN, 1Z --query STV 4 R8RS A
o B Windows i RIRRFZTHGS , BHRERNFZHEABENES|S | HETELFHAM
BE®A A,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

THRRHHEH,

"aws.api.us-east-1.kendra-ranking",

"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",

EERARBIE 44


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud

AWS PrivateLink

BLTFRBIZILT AWS BRS EREEXESPAIFLIRT RREN. % --query ETURN A H REN RS

Z%. EFEH Windows SR
\EHH A

RMEBTHSR T ,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THRRHHEH,

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws
amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.us-east-1.
.us-east-1.
.us-east-1.
amazonaws.

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

appmesh-envoy-management",
apprunner.requests",
appstream.api",

.appstream.streaming",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.codepipeline",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.email-smtp",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.lorawan.cups",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

awsconnector",
cleanrooms-ml",
cloudtrail"”,
codeguru-profiler",
codeguru-reviewer",

codewhisperer",
datasync",
datazone",
deviceadvisor.iot",
eks",

glue.dashboard",
grafana-workspace",
iot.credentials",
jot.data",
iotwireless.api",

lorawan.1lns",
macie2",
neptune-graph",
neptune-graph-fips",
outposts",

.pipes-data",

ERBRERFFRABENESS , H/T

ELF M

ERRARBE
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com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

BE IPv6 X#F

EEFEXN AWS BREM IPv6e X |, SR IEMAWS RS IPv6, &t 0] LUAE LA T describe-vpce-
endpoint-servicesfT T &EE AWS RS EIEEXE IPv6 R A LLFRIN. % - -query I 5 H BRI

NRS B

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1
us-east-1.
us-east-1.
us-east-1.

q",

redshift-data",
redshift-data-fips",
refactor-spaces",

.sagemaker.runtime-fips",
.storagegateway",

transfer",
transfer.server",
verifiedpermissions"

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

TEHRRHMEE :

"aws.

aws.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

api.us-east-1.kendra-ranking",
api.us-east-1.gbusiness",

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1

account",

.applicationinsights",

apprunner",

aps",
aps-workspaces",
arsenal-discovery",
athena",

.backup",

braket",
cloudcontrolapi",
cloudcontrolapi-fips",
cloudhsmv2",
compute-optimizer",

.codeartifact.api",
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https://docs.aws.amazon.com/vpc/latest/userguide/aws-ipv6-support.html#ipv6-service-support
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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""com.amazonaws.us-east-1.codeartifact.repositories",
""com.amazonaws.us-east-1.cost-optimization-hub",
""com.amazonaws.us-east-1.data-servicediscovery",
""com.amazonaws.us-east-1.data-servicediscovery-fips",
""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.discovery",
""com.amazonaws.us-east-1.drs",
"'com.amazonaws.us-east-1.ebs",
""com.amazonaws.us-east-1.eks",
""com.amazonaws.us-east-1.eks-auth",
"com.amazonaws.us-east-1.elasticbeanstalk",
""com.amazonaws.us-east-1.elasticbeanstalk-health",
""com.amazonaws.us-east-1.execute-api",
""com.amazonaws.us-east-1.glue",
""com.amazonaws.us-east-1.grafana",
""com.amazonaws.us-east-1.groundstation",
""com.amazonaws.us-east-1.internetmonitor".
""com.amazonaws.us-east-1.internetmonitor-fips".
"com.amazonaws.us-east-1.iotfleetwise",
""com.amazonaws.us-east-1.kinesis-firehose",
"com.amazonaws.us-east-1.lakeformation",
"com.amazonaws.us-east-1.m2".
""com.amazonaws.us-east-1.macie2".
""com.amazonaws.us-east-1.networkflowmonitor".
""com.amazonaws.us-east-1.networkflowmonitorreports".
"com.amazonaws.us-east-1.pca-connector-scep",
""com.amazonaws.us-east-1.pcs",
""com.amazonaws.us-east-1.pcs-fips",
""com.amazonaws.us-east-1.pi",
""com.amazonaws.us-east-1.pi-fips",
""com.amazonaws.us-east-1.polly",
""com.amazonaws.us-east-1.quicksight-website",
""com.amazonaws.us-east-1.rbin",
"com.amazonaws.us-east-1.s3-outposts"”,
""com.amazonaws.us-east-1.sagemaker.api",
""com.amazonaws.us-east-1.securityhub",
""com.amazonaws.us-east-1.servicediscovery",
""com.amazonaws.us-east-1.servicediscovery-fips",
""com.amazonaws.us-east-1.synthetics".
""com.amazonaws.us-east-1.synthetics-fips".
"com.amazonaws.us-east-1.textract",
""com.amazonaws.us-east-1.textract-fips",
"com.amazonaws.us-east-1.timestream-influxdb",
""com.amazonaws.us-east-1.timestream-influxdb-fips",
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""com.amazonaws.us-east-1.trustedadvisor",
""com.amazonaws.us-east-1.workmail",
'com.amazonaws.us-east-1.xray"

AWS RS A OFR VPC KigT =

B L G120 VPC LR SOREEHBHERBMH I IFMNRS AWS PrivateLink , @3EFZ RS AWS R
%, BXxER |, {52 the section called “#=” M 718 AWS RS

X FEE VPC REENENFN , BIFEFNA R - M QMEED , AAESE FRitbi B HE
MEFE IP bk, WAMKZEORHBFREEENMEED ; BALEEN AWS KFHEER ,BFX
EEITEE.

LEERES I NEAENFRAINBELERA. BXEZEER , BZREORIEN.

AES

- BIRRZH

- Bl VPC iR &
- HEFKH

. 1cMP

il R SR

« &M VPC AWS RS FEREBA T LRI AR,

- EEMFEHAFE DNS , BN VPC B A DNS £HE M DNS o EXEZER , T5H
{Amazon VPC FHF'?Eﬁ» R EEFMEFH DNS B4,

- EIPv6 HEOLFETSEM , AWS RS SAZFELHE IPv6. BXEZER , H5H the
section called “IP bt 3EH",

- NRKAMZEONE—NZ24H , AFkRB VPC RIFNTHRE. fla , ¥R AWS CLI AT [
KIEHTTPS 3R AWS RS , KL EMBTAF AL HTTPS RE.

- MREEHRFNUTEEMEZ ACLWFMH | FRIEMELX ACL RE R VPC MinRMEHEO %
R B RE .

- &1 AWS PrivateLink BR BB, BXxEZEE , i5S@ AWS PrivateLink Ei&i,
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https://aws.amazon.com/privatelink/pricing/#Interface_Endpoint_pricing
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating

Amazon Virtual Private Cloud AWS PrivateLink

812 VPC iR

FERAUTIECEERES AWS BESHED VPC e,

NelEEOKRET R AWS RS

1.

2
3
4,
5

o

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,
EEMERD , ERIRR

T AIERR

£ KB B, EEREAWS RS

3F Service name ( RFEH ) , EEERF. BXEZEE , S H the section called “5... 5K
T VPC |, EFREEMNFIHE AWS BRSFH VPC,

MREELSER S5 PIEERET Amazon S3 RSB , H BB EREFAE DNS X F , NHEFEHM
RiE. B DNS &, H&MH%EEFER , HES B3R AhinS /S8 ARE DNS, £R

829 Amazon S3 (W NIk [BLE T A A LR TEsin REVFAE DNS, MRE&E Amazon S3 HI
KR , FHIERRX AN AIwS/EAFAE DNS | J"llJTj':-aii\f?ﬂﬁlttﬁﬁE’JﬂiJ‘ St W B IRH

/N0

MREEDER 5 PHER Amazon S3 2 AN B RS EERT RSB , WRABEFE T HtiR
E. S DNS B#. BUEARERANE, IHTUBREALNHBSKXETRNER (HlHEL
AWS SDK & HBYER ) AT EIRHY VPC L im T Ko

MNFFH  EREEEGCIRREAMEZEONFRN, BAUASNITHAXER—NTR, BTEM
B—aAXPERSNFN, BXEZELE |, 1§54 the section called “FMF AT A X",

RINMERAT , RIDERFW IP hutaE e IP it | AGESRAKANEED, EE2EE
IP #hiit |, HIEE BT IP #at”, FEE , FM CIDR RFMBIEAN IP tat MFF— IP bt N
REBERNIPER , B ENCMNEEATFiRnaMEEOD,

¥tF IP address type (IP #hat3EH ) | ATMNBA TR A TR -

o IPv4d— A KRMEEODE IPv4 thit, (NYFMTEEEN FREE IPv4 i SoEH B RS ES
IPv4 iE3RES , F ZiFHED,

o IPv6— AR RMEEODE IPv6 thit, NHFTEEEN FMNXA FMHBRSES IPV6 IPv6
BREY , F IR,

« Dualstack — ¥ IPv4 1 IPv6 it D BRI R MEEO, NHUFMEEREN FRERESR IPv4
IPv6 #b31tSE B H B RS B ETHES IPv4 1 IPv6 iE3RET |, o bk,
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10. XF Security groups ( 224 ) , RBEEBEERIMEFEOXRBKNEZLA, RIABRT , &Bilax
BX VPC FWEBRIAZ 24,

1. XTRE , EATMEERABIREARRKNAMARRHTAERE , BERTEHRNR, ER
HIFEMNR , FERAENHBMAKR, ZETRERS XF VPC mRAKRBRTH. AXESE
B, FEH i LR,

12, (WLE ) BEERIRE | HEF Add new tag ( RINFTHE ) , RAERAZFRENENE,
13. EEAE KR

ERAMTTREORS

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

/\E%H

BEEESHEAZNFNFRE, #HiR, BRIMER VPC xR, ER , BAUESELENFRFE
A VPC iR

ICMP

EORKRAARX ping HRMEMBE, EREER nc & nmap v S RKH,

HEEORR

fIBEO VPC ImRfE , BAEMHEE,
1%

S IER

- XEZ24

. 4R VPC ik 2R R

- BH%\E DNS &%
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78 DS B £ B

BAIURAEARSNENTAREE—NFN, MRELEERMFR , RILELERNINN FM a2 iE
RMEED  HASNFROE FMisuSEEANFAE IP ik, MRERERTFR , RIISBBRE RS
MEEO, BXEZEE , 5SH the section called “FMH A X",

EREHAERTFM

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#14&,

2. ESMERYP , ERRES

3. EEREORS.

4. {KIXEFE Actions ( #4F ) . Manage subnets ( EEFM ) .

5. BEFELRIEFIHERTAX, WTENMNTAKX , BF—NFM, RIABERLT , BIIEEF
M 1P BB H IP bk, HRESBELRSMNEED, ENmSIMEEDOIER P it |, Bk

BIEE IP st , REHATFM IPv4 b3 SBE PR — Mk, MRLRT [RBRS X IPv6 , &
E.I-LJ\EETA%H IPv6 i@th/BEEFE’Ji@tho

MRERNELEM VPC mRNERMEEONFNIBE IP it , MMNSBAFNHEANEEOS
iZmaMEED, KRS RETFMNM VPC ik a iR,

6. 1%&$® Modify subnets ( {EHFM )

FERARSITERFM
» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

KERZEA

B LERELREORSNMEZORRBENLZSH, ZREAMNREI M VPC FHRREAIEE
mRMEEONRE.

FEREHAENLTE4A

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

2. ESMERYP  ERER

3. EEREORR.

A hn sk A R 7 51


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

4. %$F Actions ( #4E ) . Manage security groups ( EEEZE4H ) .
5. REFSELARIECHERRZEA,
6. i&#¥ Modify security groups ( 8 Z£4 ) .

FRBTITERREA

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

miE VPC in S SR B

R AWS fRS XIFLIRT RRE , WA REELRT RNLRT RRE., EEfTRIUREE &
FREY E R AT RERE ‘ﬁqlz“ﬁ‘éi'i‘&o BREZER , BEH KUK \%Hﬁo

{58 F 2 & BB ot RUR B

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERRS

3. EREORR.

4. HRRIEFE Actions ( #4E ) . Manage policy ( BRI ) o

5. %&3#E Full Access ( T2 AR ) AR RFZFH TR , HFIEE Custom ( BENX ) FHEn
B E R

ERRE

o

AT E in AR
» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

/= FA%#.%B DNS &

BINBWEN AWS IRFH VPC IS AFAE DNS B, X AUBREALNHBRSKET JNF
R (HIaEE AWS SDK R HEVIER ) AT R ER VPC LimT Ko
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ZEFHAFAE DNS BH5 , B2%4918 VPC JE A DNS E#1&H DNS ##47. /5 HAFAE DNS BFret , FA
B IPHUAEEEEL oM F T HAH. RIVELRSFATE DNS BFE T2/ DNS iEZFRIFEIR
. EIt , FAH5 DNS T aJ LT #4T,

fEF$2H & EXFHE DNS &R EW

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESEMERD , EFRR.

EFREORS.

fRIRIEE Actions ( #4E ) . Modify private DNS name ( #&t{#, & DNS &% ) -
RIFEEIR B HEBR Enable for this endpoint ( HtiHREBH ) o

MRRF A Amazon S3 , MIEL—FH |, EFNEHREASRNERNNALRERSAFE
DNS. MREmFERIREFAE DNS Thae , MEFRMNN Athim RS AFAE DNS. MRKRT
Amazon S3 WO R 25 , £5%%F Amazon S3 IR Xk R , FHERBRN A AUKRERLE
DNS , E T —SREEXN , 2RFEIRES ., BXEZELR , B the section called “FAH
DNS”,

7. i&#% Save changes (REEX )

o g K~ WD

FRBSTERFE DNS B FIEIM

+ modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( 3&AF Windows B T & PowerShell )

EEIRE
FAI AN D m R THRE , AR RICHEBRBELALANETENHE#ITHE,
E RS & EERE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#1&,
ESMBEED , ERIHR.

EFREORS,

fI R %E$R Actions (#4E ) . Manage tags ( EEBHFE )

BHERMRE |, iH1EF Add new tag ( RIMFTIRE ) , RERAGRSHWENE.
HEMBRARL | HEERENRANEALNE Remove ( BIER ) -
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7. ii?% Save ( 1%# ) °

ERANTTEERE

- create-tags Ml delete-tags (AWS CLI)
« New-EC2Tag#l Remove-EC2Tag ( & F Windows Y T & PowerShell )

B N R SS RV IREER

BH S ZBAUBEREEONRRIMAXNBESHNRE, Sl , SR UEERBREIEZIHIEL R IR
F g F iR,

(F)

- J# SNS EA
o NHNIA [E] SR B
- ARINFHARE

#17 SNS @4
FERUTERERENGE— Amazon SNS TFHITHZE S,
FRZEFANEORIGEERL

TFFLF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
EEMERD , ERIRR

RO R R

£ Notifications ( A ) I+ L , %% Create notofication ( BIZZEA ) .
FFBEA ARN , iEREGIEN SNS TBIERT Z#HEREH (ARN).
E{THEH , BM Events ( B4 ) ik,

o a0 bk~ w N~

« Connect (E# ) - REEAZCETEORR. X2NRFREBREEEER,
 Accept ( #¥ ) - RS REBES TEEBR,
 Reject (E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAEMRR T O WS,
7. 1%4% Create notification ( BIZE4 ) o
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ERABTITAEORICIEEL

« create-vpc-endpoint-connection-& &l (JAWS CLI
« New-EC2VpcEndpointConnectionNotification ( & F Windows B T & PowerShell )

7 D017 B) 5% B

1£ Amazon SNS B iR b1 AWS PrivateLink R FRREEF BTG EIEKRE , TR
EXEZELR , S {T4%%E Amazon SNS = FH GBI FEEE 2 #H aws: SourceArn =
aws :SourceAccount £RFM4RNKRL ILEENRIE AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

VIR

MREBFERANRINZR SNS £ |, | KMS Z4A MR R KB AIEFE AWS PrivateLink 8 AWS
KMS API &4, AT R RHEIZARRE,

{
"Version": "2012-10-17",
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"Statement": [

{

"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
I
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"

il BRI O % =

F5E VPC i U5 AT LU ELMIBR . M BRI O um RO R BR EL i S M 4842 06

AR A BIBRE DR R

£/

o g k~ w0 D

ITFF L F https://console.aws.amazon.com/vpc/ B Amazon VPC #41&,
ESMERSD , BRI

EFREZE OIS

i%# Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC #%5 ) -
HRERTHTHEHIAN |, #HA delete,

R BR o

DA
AR T

THREORS

+ delete-vpc-endpoints (AWS CLI)
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« Remove-EC2VpcEndpoint ( & F Windows ¥y T & PowerShell )

ZES I

M%< VPC %R o145 Amazon S3 Hl DynamoDB MY AI §iE#E , MELEREM VPC REE B MM X<
= NAT I8%. EEMERY VPC KigT SR [E AWS PrivateLink , MXx&ixT S F~EA,

Amazon S3 # DynamoDB EIR XFMXImK/AMEARK. BEXZFETWLER , BSHUTRE

- @A T Amazon S3 #§ VPC it R KA
« &M F Amazon DynamoDB K VPC i s 37

EM

ERAMX IR RQT 2R EFEMFNZA

AES

. B

- BRH

- B2

- AT Amazon S3 IR XIHR

« &M T Amazon DynamoDB HJ R 3% i &
IyLlﬁ

B LA Amazon S3 #l DynamoDB M /ABRSFin RS MK i [ ihE. ABRLER 7iXESZE,
B B B M <7 (8]

TERER T 6 aaE S A B RS IR 2158 Amazon S3 #1 DynamoDB, MAE F W #9354 57 [8)
Amazon S3 2 DynamoDB R EMRHEE VPC WEBRMMx , AERBEEERS. FAE FRHEEFITE
M@ Amazon S3 5 DynamoDB ZiERE , RAREEN , WEFMEEEEEBRMMNXHEH, &
EFFAE FM P Y SEHIEER @] Amazon S3 5 DynamoDB £ E , BEE@AHE MR NAT i&
EZFHNAEFMHHNRERBE NAT 8%, Z7ME Amazon S3 5 DynamoDB i 2383 B Bk M M 5%
i, EFSBEFME, AWS

BES IS 57
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=

B R < im RELAT 1R

THEE R 7 =08 W% ik & 178 Amazon S3 #1 DynamoDB, MRHI VPC il Amazon S3

DynamoDB #9357 &~ B& B Bl X 5% i

Ro 8N FREBHARBLIE —RBH , ZRHERRSHIRS

RFURSHENBNRBREIMNXER. BXRESELR , HSH (Amazon VPC AFHER)

AWSHER BIR IR,

Region

S
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B EH

BIERXImRE | GRS AN TN VPC BBHKR, ATERENBNRNIEEENE N EHR, B
B3t RATHHE RS ETRIIR AWS | BARRMKXLIHT Ro

BirfLE B#R
prefix_list_id gateway_endpoint_id
BB

« BULERRIMNAMNIENRARTOIR[ULH , EFEREXIMEREAN]. @8 HE RN
B, FREEMXKRREK, HEEUERBEREMXR QYRR ERM X[, B2 BRis S
-3z

« EMXim /KRR BRI T MPNAERM<EHERZMXE QR RZES. REXLRK
HRXBENFRNANEPERALBTRSHR , TFRMXER.

- BRERBEALEBET Amazon S3 Wik S H , LA SAFEE DynamoDB B’Jﬁ#‘ﬁﬁﬂﬁEH B ES
NEHEXRPIMEBEERE— RS ( Amazon S3 5 DynamoDB ) Hin S H. BFEEE—PNEAXPHA
BBER—ARS ( Amazon S3 2 DynamoDB ) &Nk <RB& o

. itﬂ]ﬁﬁi BER &I i & AR B DKM IR RV B T X (RABIRITE). X T B i LB H AV %
HEX , XEREATAR

- MREAE—ZBEBRRMXEEMEERKMHE (0.0.0.0/0) WA , waBEBEME LT Y XiE
FHIBRSS ( Amazon S3 = DynamoDB ) N BRI RE, KETRIKRE AWS RS FRE
BRI 5% o

o LARREXEARS ( Amazon S3 5 DynamoDB ) F Bt RE SR E BEEBRMMx , BN a5
REFETEANXE,

- MRER—RXFHFELENEKRS ( Amazon S3 = DynamoDB ) I8EBY] IP it SEEMEEH |, MiZ
B TR H,

ZeH

U AR S8 3T Y % i L 15 8] Amazon S3 8 DynamoDB Bt , EM1&ERAE AR RIH R RS, X
KA L EAXTMATHERFZHURE. UT2HEANN TG, ©5lARSHEIZETITMN ID,
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B 75 D% % O35

prefix_list_id TCP 443

XSSP ACLs B F MM LR LA VR RS HRE. AT RHIEANARE, EFEEME ACL
MNP B FHET&FIER , BRAUMNERIRSIRPIRIRSH IP HiuBHE.

B 5 17308 i 038 El
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

FERAT Amazon S3 By M x i &

B LAERA M%< VPC iw =M VPC 518 Amazon S3, SIEMXiFRG , B LURFERINANMNERN VPC
i@ Amazon S3 E’\Jiﬁiﬂ’]ﬂ%ﬁﬂ%qﬂﬂﬁ B o

ERAMXH /TR EEMFNZA,

Amazon S3 AR ZHFEMKRIFRFFORKR. BEIMXER , LA LM VPC 178 Amazon S3 , it
TN VPC BBZEBMMKE NAT 8% , b EFEMFANER, B2 , MARLHRTRFAFMNAK K
&, Hih AWS XEHX VPCs FiRFRBELEZHMRFTIHR, MTFXEZR , BXLAEREOR
R, BEEETNIR, BXEZELR , B3 (Amazon S3 AFER) BHER T Amazon S3 Y
VPC B3,

&

- .5 DNS

- BIEMXRIRR

- R HEER IR
- RERERHE

« YR VPC i R R EE

o HIBRI K i R
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=80

« MXHER/RELEBZRIAMENXETH, BSSEEN S3 FEMBATER XEM 812 M XK.

- MREFEHAME Amazon DNS BREE8 , M4 AER VPC BAt/E B DNS =413 A DNS f#47,
RIZFEFABCH DNS RS 88 |, FHARF4TX Amazon S3 BER EHEEAIT R AWS4HFH IP #biit,

o XWFEIM R RTE Amazon S3 BISEHI | R4 E Y HIEM N A o iF# H Amazon S3 iR E,
BRI AME RS EHN F 5| A Amazon S3 HIFIZR5IZFEM 1D,

. R‘H:iﬁilm%“ﬁiﬁlﬁl Amazon S3 FISEfl |, FRRIRS ACL A0 i3t Amazon S3 IR E., &
BETEM LS ACL MM 5| AAT& Sk , B A BAM Amazon S3 HIFI 43513k H3REX Amazon S3 /9 IP
iﬂzth,BEIo

- REGEANEEEEHE S3 FHEM. AWS RS fln , — MRS UEZHRSTEAZIHNE
i, RETEFELNRIEFRRETHEEN EC2 =4l, MRR , EFHRALHKRHT LR
A AWS RS AR s3:GetObjectiBETHRIX LEMAT,

- XN¥FBN VPC iR M@ Amazon S3 R HWIER , TeeE BN KRB EEERBPFEH
aws:Sourcelp &, WHEH aws:VpcSourcelp &, F , &0 LUGE B 3R SR 5 L
EC2 £l L@ VPC 4L in Ty /1A [E Amazon S3,

o FXxImENEE IPv4 RE,

« Amazon S3 IEIH KB Z I+ M P EHIRR IPv4 it \AE IPv4 it B et &) VPC R FA
A IPv4 Hitit, SRRRFYIIRMEEEE |, HETFFITH A TCP i, ZHiFERALH IPv4 it BEETR &
ME, BIUEECESERRARNFEZTEMNEELS ; TN S U BRENREEEREFHE
A B3 EFIEREE| Amazon S3,

ToESE ERET RBE VPC 25\, VPN E#, VPC N&EiEH, FRANXIEHN VPC A AWS
Direct Connect E#Z %S —im BRI EFERA MK LiHT 25 Amazon S3 BfE,

« BHKS N BRIARF N EBANXE 20 MHXIER | ZEFM AT AR, S VPC HMXimRREN 255

M

o

#.%8 DNS
£7 Amazon S3 S| M xix RAZEO IR KA |, BAILAECEFAE DNS BUMEILR A
Route 53 Resolver

Amazon H &/ VPC 124t DNS ARS88 , #1 8 Route 53 Resolver, Route 53 Resolver B 31 47 FA
EREXEHPMAM VPC HBEMIZFEK. BR , BFREEM VPC S H Route 53 Resolver, Route
53 2R RS IR S AT HN | LUELE M VPC ShZ34E A Route 53 Resolver, AL ## 4T 28 i% =0T
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& B At M 4R DNS &ifj# & 2l Route 53 Resolver, ik 7 25i% = 5% B Route 53 Resolver B
DNS &Eifj#k & Z A #h B 4%,

I8 Amazon S3 BV O [UBLE AT A UE AT ERim S A FAHE DNS B , AT AFENTES

Ro XTF Amazon S3 #J DNS &if] , AT [ MR B EO R SNAE P i,
FEA1ENF Route 53 Resolver Y ALIAS 12 ZRNZE| Amazon S3 I ARIEEXE , X#XKE VPC K
DNS &EifE2fFHTE) Amazon S3 208 IP sk , MR &5 B 2 M < i o

#.8 DNS

WRIEH Amazon S3 HWE O RSB EFE DNS |, BHIER N A LB RSB EFAE DNS |, NIkE
B AR &R VPC H9iEREE A O 5% 2151 Amazon S3, At , BEBNHMEAE ORI E
X B VPC WARE , M 2% %6 MNxiES.

On-premises . Region
data center

Private subnet

Gateway endpoint /@
D\ / 53 bucket
}@

VPN connection Interface endpoint

FAH DNS SUEMA T A VBT 2R iR =

WREN A A BRI [LECEFLE DNS |, NIk B AN At M LR FRSERAEDOKKHFE Amazon
S3, MXHB VPC MNiERaEAMXiRm KR Amazon S3, Rt , BAIBMELEE , RANERENT
EEAMXIERINRE , FREAZEORS
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On-premises Region

data center
Private subnet @\\“
Gateway endpoint >@
I:’ 53 bucket

a e

i -

VPN connection Interface endpoint

BLEFAHE DNS

A LATE B2 Amazon S3 MENRANHERES , NHEEFAE DNS, BXEZEE , BSMH the
section called “BlZ VPC in 2" ( RIZHREE ) = the section called “/5 AFAH DNS H#” ( BIEF
BiE ).

Bl 2 M < i X

AT IRERERIERES Amazon S3 BRI XK S,
R A B 2 M o i

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2415,
ESMERD , ERHR.

EF IERR

1 F Service category ( RS ) , EF AWS RF

FNFRS , ANILIREE KB = WX, AFIEE com. amazonaws., region.s3.
£ VPC ETH |, i FERIBIKRM VPC,

5F Route tables ( BBHE ) , ERHLEFANEBHRAR. RIEE3RMN—NER , FURSH
B REERRAMERED,

8. XF Policy ( ZKE& ) , #%&# Full access ( T2 H AN ) UAFFIE 4B S VPC IwmR WA
BRIITAIERE. BN, %R Custom ( BENX ) SAMIN VPC SRR |, 2RI H E4E
VPC i S 3 BRI TR AER R

9. (Wt)ZEERMIRZ |, HiEFE Add new tag ( RINFHRZ ) |, REWMAZFZHNEIE,

N o g & DN
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10. EFEAIE KR

ﬁﬁﬁﬁn T Ol 2 P 5% i R

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

158 P 17 A SR B 422 361 15 )

ZAI R FEEREREFMNSEELRR TR, VPCs, IP ithitSEEM AWS K= XN F & EH G E .
LERBIRIRIER — M RV SR R R AP E 15 R X RAY R EEE G,

I

Example 5] : BRHIXT 45 E i = 89 17 8]

BRI AR aws:sourceVpce R ERBIZBRFIFT G ER LN F RN FHE MR, BRIEFEHTIE
ENFAXES , BUATEBLFEREENREELITIEERNHE. HEE , LREEY AWS
Management Consolef f 15 E K /PR LE XY 18 ERRY 5 7]

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

Example 5l : BRFIXT4FE VPC By [H]

AT LAE A a ws: Sour Sour ceVPC £HZ4ABIER IR 4EFE VPCs FHEBRRE, MREERF— VPC &+
HETZMNER , X2EEEH. BRIFBERKBIEEN VPC , BN T KRB EAIEENRIERLRS
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EERWIEE, BIE , XREEST AWS Management Consoleff F 18 E R /EFE LE X 18 EREH 17
18

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}
]
}

Example Rl : FREIXHFE IP bk S E &Y 7 (8]

A LAE A aws: VpcSourcelp &4 R AR RBIXTASE IP b SBEM G RN ERE. BRIFBFERKE
EEMN IP bt , BN T RESEREENREELTIEERNITR. FEE , LEKET AWS
Management Consolef f 15 E K /PR LE XY 18 E MRV 5 7]

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],

"Condition": {

"NotIpAddress": {

"aws:VpcSourcelp": "172.31.0.0/16"

}

}
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}
]
}

Example =~ : BRHIXT 45 E 76 M HY 5 R BR AWS Ik

O LAE s3:ResourceAccount RU4RROIZEREE , A TRHIXISGE AWS IKF A S3 F#EHN
A, BRIE S3EHIBEM AWS IKFFTE , BN TR FERIEERIRERL I X LEFN T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}
KREREE &R

LU NEREM KR QARBKNIEAR, SEXKBERN , BIFAZRM—NEE , FURSHEN
R REEERAMEED, SEBUEXBKIEAREN , B4 B30 Mk BE R BBRR B,

EREH A xEREEAR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #Z#1&,
EEMERD , ERRR.

IEFEM KRR R o

1£$® Actions, Manage route tables,

BEFEEFRIBUHERBHRK.

i%# Modify route tables ( S HE ) -

I T
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EABTITREREEHE

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( A F Windows By T & PowerShell )

‘¥ VPC im SRS

&R BN MK ik RR IR IR KRR A, SR HIE T iwRM VPC X Amazon S3 #ATAY AR, £ S # 5T i
REME , BN ERATRFE/LOHIRER. MARBATTLER. AXESELR , F5H
i AR B o

158 F 22 1l & 38 i LR g

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

2. ESMERYP , ERRR

3. EEMXIHR.

4. {KXRIERE Actions ( #4E ) . Manage policy ( EIERRE ) o

5. 1%&$# Full Access ( T£1AM ) UATFXNRSFHITTEEIEME , HEIEEF Custom ( BEXL ) HHm
B E SRR

6. EERTF.

THERiAE Amazon S3 By =S K BE R,
Example "l : BR&EIFT IS EEZ @AV R

R LLBIE — N REERX AT RIEE S3 FHEM. WREM VPC AWS RS A EMER S3 7
B, NkzheeEE A M.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
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AWS PrivateLink

"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

Example Rl : BRFEIXHFE IAM B BRI R R

B LI 2R EIX4FE IAM B HRINRIRE, YIEA aws:PrincipalArn EEERFiGE

R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-access-to-specific-IAM-role",

"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {

"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example 7~ : BR&IXI4FEMK A B G A
18 7] LA 01) 22 PR U XY 45 E WK P /Y 15 [R] AR BR B9 SR B o
"Version": "2012-10-17",

"Statement": [
{

"Sid": "Allow-callers-from-specific-account",

"Effect": "Allow",

Amazon S3 Hix R
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"Principal": "*",
IIACtionll: Il*ll’
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

i BR R o< s ==,

RAZMXin AR ERIBR. ZHERBRMKR KR, RIS F BB R HBRR <.
WMRFAE DNS EEA , WFTEMI BRI X% o

52 PR 422 1l 5 R BR I 5 iy 1=

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC %14,
ESEMERD , ERRR.

EFREM KRR R o

1% Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC i ) -
HRGIRTHITEHIAN , 8A delete,

TR BR

o o b~ W N

£ A B ITHIBRM X iR R

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & F Windows ¥ T & PowerShell )

i& AT Amazon DynamoDB B’ < % &

BRI L MERA MK VPC s _M VPC 178 Amazon DynamoDB, SIZ2Mxis /G , A U E IR B
HERFWESR , ATMNEH VPC [ DynamoDB FIRE,

ERAMXIRR[AT 2R EFEMFNZA

E AT DynamoDB Ky i% & 69
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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DynamoDB [Eft XM xim R QimR. EBMXimS , A LM VPC 158 DynamoDB , Mk
=R VPC B BB MM K NAT ®R%E , &%wa&ﬂ%ﬁ%ﬁ’ﬁ& BR , MXKET AT AT
&, Hfth AWS XFHIX VPCs ER B ERHMMXHTIHR,. NTFXEFR , B4TEREOR
R, EEEEHNIR. BXEZELR , 55/ Amazon DynamoDB FF & A G #§EF # DynamoDB
B VPC im R KA,

AFS

- EEEWM

- BIEMXIRS

« {# 8 1AM policy #4157
- XBERAE

- YR4E VPC I SR

o TR P 5% i S

p=c5_R=-B0|

« MXimRREL R S [LAAMERNXE WA, BRE DynamoDB R 1E#Y A8 [E X 35 A 012 M X i
&

/AN O

- MREEHARR Amazon DNS RSeS|, NIABR R VPC EREE B DNS E41%2 1 DNS 41, 0
RFERABECH DNS BR$E8 , ERAN4X DynamoDB K& R EFEET I AWSHE Y IP it

o XN FBEMKRimRGR DynamoDB BISEHI , 244 By N 40 5o iF# f DynamoDB BYRE., &1
DEZEHEMN 5| A DynamoDB KIBIZ 5K 1D,

. R‘H:JEJZIH?E KRi51E DynamoDB BISEH , FREIMLE ACL 2470 5t i3t H DynamoDB HIiRE. &
BETEM LS ACL MM 5| RISk , B A LAM DynamoDB B 145 5 2k F#REX DynamoDB #J IP
iﬁ’,i.lJZ/BEIo

- WMREFEH AWS CloudTrail i2% DynamoDB ##4E , M BEXHBERSEHE VPC REHIH
EC2 FAF IP thsit AR BN L% 17 ST AT E R < L35 |BY 1D,

- MXifRXEEF IPv4 RE,

. RE ST MBSTBIRE IPva ik M4 IPv4 ik S S SR B EH VPC MIFAE IPv4 Hhit, B
REURMBERE |, HUFTITIFN TCP EE., 2REALH IPv4 it NEETAIIRE. BWERE
BIBERE AN KRR AN A ESTERAEEES, E |, #HITMHNBREEZEPENENRGEEB B
B E#iEEE DynamoDB,

- TENRAEETED VPC 25 VPN E#E, VPC WMEiE#E, HRMAHEN VPC 1 AWS
Direct Connect E1#% 5 — i BIR T EEAMX L LT K5 DynamoDB &1,
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« BRI RIARF N ENXE 20 MRS  ZEFT AR, F1 VPC HMXinRESN 255

M

o

B MR im R

FEAT I 82 EREE DynamoDB # MK ik Ko
{55 PR 2 1 & Bl P S i =

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

ESMERP , ERRI

TE AERR

3F Service category ( fREZES ) , %EE AWS RS

NFIRS , windiEss KB = MX" , ARfFi%ERE com. amazonaws, region.dynamodb,
£ VPC UIH | iR EIRBIKKH VPC,

¥ F Route tables ( B¥H%F* ) , ERHLREFANKHER, RIS EIRM—NEE , FURSH
B REERRSMEEO,

8. XITF Policy ( ZKB§ ) , #%&# Full access ( T2 HMEMNER ) UAFFIE EHES VPC IwmR W FTE
BRIATAERIE. BN, %R Custom ( BEX ) LM VPC iR KEE |, 2R B H E4E
VPC i 2.5 BRI AT IR R.

9. (HNE ) BERIMFRZL |, FIEE Add new tag ( RIFHIRE ) , RERAZITZNENE.
10. EFEEIE KR

N o o bk~ w0 DN

AW TITRIRMXRR

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

/A 1AM policy # &5 R]

A LARIE 1AM policy I HIHRLE IAM AT AEASER VPC ik K%K i4 R DynamoDB &,

EFF DynamoDB K% = 71
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
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Example R~ : PR HIXS 45 E v S AY U7 18]

BRI LA R aws:sourceVpce AR AIZEM TRHEIX4SE VPC im S iGE RIS, BRIEFRIBEEN
VPC i = , BN T FRFIEL XS K/ 1 DynamoDB R, Lt ROMRIEEE — MR FENERRE
{51 P 35 175 1R] AX BR Y SR BE 1B A o

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal”: "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}
]
}

Example =4l : AEFRBEE IAM A ER

BO L RIRRRE | LAWTEREE IAM £ THRE. A TEEFELIEE IAM AT ihRINRER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"
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]

Example "4l : RFRBFEMKFHVIAE

EABLEE - NMYAVPR BB EK SN ITRAREE, LT REEEEKS PR RTIHERR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
KRERBEH R

BRI EREMXIm[AKRKWEAR. SEXRKBEREN , RIFEIHFN—1NKE , FURSHEDN
R REEERAMEED, SEBUEXBKIEAREN , B4 B30 kB R P RBRR B,

EREH A xERIEAR

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESMERSD , ERIHR.

R R i R o

i%£#% Actions. Manage route tables,

BEFEEFRIBUHERBHEK.

i%£3% Modify route tables ( I HE ) -

o o~ w0 N
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EABTITREREEHE

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

418 VPC i SRR

&R BN Mk im Rem IR RUREE |, DU R SIEE iR KM VPC X DynamoDB #{TH G, EE#H TR
KRR , BN ERARFZ/LOHIRER. MARBARATTLHR. BRXESZELR , F5H
Ui R R B o

15 F 2 1 & BB oltum RUR g

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

2. ESMERP , EFRR

3. EEMXKIEHR.

4. {KIXi%E$#E Actions ( #4E ) . Manage policy ( BEERHEE ) .

5. & Full Access ( T£1hME ) UATFNRSFHITTELIEME , HEIEF Custom ( BEX ) HHm
B E SRR

6. EERRF.

EABTITERMXRHR

« modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

THE 215\ DynamoDB Bk s 5K B R 51,
Example Rl : i RiEiAE

SR AR — AN IF RIBRHI8 RIRIFRIAY R AL, LA RBER T 5 H MR DynamoDB FRAVA R

{
"Statement": [
{
"Sid": "ReadOnlyAccess",
"Effect": "Allow",
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

Example 7R : FREIZT 45 E RV U5 R PR

& 1] LA B 2 BR #1345 E DynamoDB RV 5 R RAV R BE, A T REE A X8 E DynamoDB & 17
@],

"Statement": [
{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,

"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

il B ) =< i =
AR Rim GRS EMIBR, 24 BRF < iR AT, AT M T M EE B2k A BR s =& H o
155 PR 322 1) &5 D BR P9 5% g =

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
2. Eﬂ'ﬂﬁr@*ﬁq: ﬁ?¥ll_ﬁ/\\\o
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3. EEMXmR.

% Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
HRERRHTHIAR |, WA delete,

R RR .

o o &

{55 F i 5 17 1 BR R 5% i =

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & F Windows ¥y I & PowerShell )
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https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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Bt LT AR IA 8] SaaS 7= & AWS PrivateLink

£/ AWS PrivateLink , A LAFATi5E SaaS & , MEEIIELEBESH VPC FizT—#,

P

. 15
e

- SIBEORK

s
as

BRI AR, MEFEE B AWS PrivateLink BEXEIRH M SaaS ™=@ AWS Marketplace. BXE
ZEE , BEAEALREAEMIL W SaaS MAREF AWS PrivateLink.

R AT LA B AWS PrivateLink AWS S/EA#IRE X FH SaaS = m. BXEZER |, 55H
AWS PrivateLink & 1E{k .

TERERTWMER VPC In QEEE SaaS ™ m. RFEEFHCIBE[RSHBEETF R TR KRS
AR R, ERIRSERE , BALGIEED VPC KR , ZRRELZN VPC FH— NS FH
Bin RBRS < B2 EE,

Region

&y

VYPC endpoint Metwork Load
Balancer

BESE 77
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BIEE ORI

FRAUTIECEERES SaaS ~mMED VPC KR,

R
T RS
BIBEES SERFRSHZEQR

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &,
2. ESMERP , EFKES

3. ERUBRS.

4. WMBEEMNEERSH AWS Marketplace , HFHITATRE

a. 1 “KH & | EFEAWS Marketplace RS
b. EFERS
5 WREITHE THRIRN “REFME” B AWS RS , BHITUTRE !

a. Tt “FEAE | % “PrivateLink Ready &MU EIRS
b. WMARSHENR , RAEERRIERS

6. XTF VPC, &EEENFIHR>REE VPC,

7. WTFFW , EREEHPUBHAMEEON TN,

8. XITF Security groups ( Z£4 ) , RBRESHANEZEOXRKNEZ LA, AN A ARG
VPC F B RERKAMEEO 2 BHRE,

9. ( Wk ) BERIIRL |, FIEE Add new tag ( BINFTIRE ) , RERAZITZNENE.
10. EHEBIE IR

BB 2 O im R

EXEEEORAMNELR , i3 the section called “Fit & 0% =

BIEEORR 78
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BT AR B RELIIZ®E AWS PrivateLink

BRI ERAMXABIERTRES BEBINBENRENT, ILERZFAATRERE, S0, KK
ERMEMMERS, SR ELE VPC mRRFHEEMXNEIGER, it AWS THEL0IE
P 5 T 19 i 85 v R 17 1) s RUBR 55

EH

RBRENMXAESESERESNTARTMEN S —/ P REWERTER, LA, TRBAENHK
I GB +%., BXEZEL , iHSHEAWS PrivateLink E4T.

i

AR

15
d,

o IP Hhyr3RA
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A P4
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|P b3S HY

RS RHUBEATLEY IPv4, IPVETA IPv4 EiRMA 2 FERF R RIREHRERSERE IPv6 , BIEE
N T2 RBNZFF IPv4, MREBANKIR , MNIMBEFERETUAREFER IPv4 KT R EHY AR
55, METRHETRE W LUERGER IPve XKk E &R BRSS

IR Gateway Load Balancer i R 2% IPv4 , Mg RMEEOEF IPv4 sk, IR Gateway Load
Balancer i R X 3% IPv6 , M =M 4&3E 0 E’E IPv6 Hbtib, FoEiEE BB RGO IPve B9
Miyt, WMREFEA IPv6 it FRig RMEED | B FEZEOEBdenyAllIgwTrafficAo

IPv6 & uRT RARSS B AR ER

o KinTRREH VPC MlFRAMMEFXEH IPv6 CIDR 3R,
« IwRRESHNAMEMRXATIESRLMEARNCER IP iR E, Z2BERFIFAFTELF IPv6 RE.

A Gateway L IPv6 oad Balancer & i ¥ s /5 AR ER

KimT RRSH IP it KA NUMEE IPv6 X
« MAPFHERIESN IP it BB AMEMRARHESR KN FRRE , MTAOR

© IPv4— NENIRKMEZEODE IPv4 dbit, NIFMBEERNFRER IPv4 biSTER |, I &
EEIETL,

« IPv6— NEMIRK[AMEED DB IPv6 ik, NIAFFAIZER TN FMES , IPv6 F XiFttik
o

+ Dualstack — 3§ IPv4 1 IPv6 it 7 ELA R R MEEO, RYFMBEEEN TFREREHR IPv4
F IPv6 #eutSEE AT |, F ZEFIIEI,

« RSEAE VPC R F MRV RAFERH IPv6 RE , HHXLTFM ACLs KM LM LV IPV6 i
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o

B EH

EENRERHIIERRS , FEAH D FRXARSERRIIEENBHRTHERF, ELBH ,
IR BAMEBRABR , MWTFATR. £/ Gateway Load Balancer KinT RER B |, BT ENIEK
FIRIEBENBF. EXERP , BETIREEMN IPv6 B H,

B BRI > 19 8% FA &=
LEER RS EB R RENARF RS SH[NREREF MR ARDERIRIRVEEH,
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B E B 5
VPC IPv4 CIDR K ity
VPC IPv6 CIDR it
Application subnet IPv4 CIDR vpc-endpoint-id
Application subnet IPv6 CIDR vpc-endpoint-id

BENARFRS RN FRERER
It B% R AAME BRI B N ARF RS BR[O FTERERERIMX ARG E R R [HEEH,

BRI E B4R
VPC IPv4 CIDR 7R i
VPC IPv6 CIDR 2R i
0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

BEMX A BERH RN F AR HE

A RSP ERENRERILZRZLBRVE, WRRERBERN , NiRHASFHRERIE
INARFRS SR, IRREXRENARFRSSE  WANKFAERERET ERMMKXHERH.

BirfLE B#R
VPC IPv4 CIDR i
VPC IPv6 CIDR R i
0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id
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LA tEE O BERXENERS AWS PrivateLink , i &R T 2RSS, SREBRFEMHE K ML
HIRZEBIIEIEMN AWS ZEXARKRZERAE,

i RARS EEMZ A ERMR AR GER, EXHIERT , LRERANX RIS ERR 021w
%o BREAMNZNBHERBR/IBRSNESER , SR B KRS,

- RREH
- AR AARSS
« BN IES/IRS A

FEEM

- IR RARSEL ORI RS XA,

- HRSEAERREXBIRSHESN , MNREEIERSEHAEENTAHAKX, HRSREA
EERSFERAELTFFAEAKF A , us-east-1la ETAHRXEMAIELME FESN AWS Ik
TRAKWERFRTHAX, BAER AZ IDs RBKW— R RSN THAX, BXEZEE , FSHA
mazon EC2 A 15w IDsH AT A X,

- &1 AWS PrivateLink BRB B, BXxEZEE , i5S@ AWS PrivateLink Ei&i,

N4/

FRFMF

- ENRBEBRSHTAXFZEFTEDHNFRNBRSRHED VPCo F—NFHATREREX
Bl m—PMRATHXAEEER.

- ERSIEME VPC FEIEMXARYEES. MREUTIELIFET RS LBA IPv6 Xi& , M4
£ Gateway Load Balancer L5 XKk, BXEZER , HSHMXARITEHIEAT

- ERFREME VPC REFRERE |, R EMB 0B 9ER B R4A,

B iR LRSS
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e RS A ol 2w RS

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMBEESF , % Endpoint services ( imRRS ) -

%% Create endpoint service ( I2iHRBRS ) -

£ Load balancer type ( a9 #253K A ) I A EEFE Gateway ( FIX ) o

¥ F Available load balancers ( ATAAEKIGHR ) , EREH MK ARG HESR.

£ Require acceptance for endpoint ( FEEEZUFEARS ) ETAF |, %#F Acceptance
required ( FEET ) LERFHESIHNRIURFSHEZEER. N , FEHEZEN].

7. XTF Supported IP address types ( Z#FHY IP #hub KA ) | AT TE—B%E -

2 R

« % IPv4-IE LT RERSAES IPv4 B3R,

o EFF IPv6-E AL R SRS ES IPv6 B3R,

o EFRIPv4AR] IPVvE-EL inTT RIRSF REW RIETHEZ IPv4 T IPv6 B3R,

(Wi ) BEERMFFZ |, BiEE Add new tag ( RINFIHFE ) , ARRAZISHEMNE,
9. %&3%E Create (812 ) .,

®

RS RRRIRS

- create-vpc-endpoint-service-Ft & (JAWS CLI
« New-EC2VpcEndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

R = BRSS A A
RS IR EE AT IT U T IRIET BER RS A B IR E RS
o BIXBUAAFENMNRGSFERAEEZEIECHNIHRRRS. BXREZEER |, SR the section called “B

ER

« WRFEAERUENBSEHRNENTRAX , LEMRIEBUREORRISVERIEHRS. A
XEZEE , BEATHEHNERE.

- BYRESEHAENHESERER, BXEZEER |, 5 the section called “#EF s IE4 ERIF R,

AWS ZE AT LUEN 8122 Gateway Load Balancer i R FARIEZ BN L IHT RRS. BXEZE
B, EFZH SEMXARITEHRRS.
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« YREBBESMRARGERR[/BTHREN , AXEMNEAHBEERETT R IPRE , BEEHREN

LMY EIRNTE— VPC RIF2MIt,

- MRNAEFRS BN ARG ER R TE—NFREB , U NACL FIR &3S M A2 7 AR

55 28 2 M X L B9 1 2R i [V R B R 1T 1T

- MRIEFF Gateway Load Balancer 5{XFRH O Internet Mx—E A , M IPv6 REFNEEFR.

&, N BB R o< R A U5 B R EE L .
BB AWS PrivateLink RE B, BXEZER |, EZH AWS PrivateLink Bi o

FRF M

EERMNFIBERBRSHATARF , SIZ—NEEELHNFRNRSERE VPCo F—1MNFRAT

MARFRSEE 5 NATRAARTERER.

ERITARTRRSZEBLEATAKX |, EEAES A Hdescribe-vpc-endpoint-services i T R 4 i
T RARS .

MELHBRFEMNTEEME ACL TN | FRIEME ACL REATFIRAMEZIENDE VPC FHE
B2 BN RE,

BlERR

BRBUTHR , 2 EEIRERS R LIRS MR AR IER.

fEREH A IR MX AP ERIRR

1.

© N o o ~ w N

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &,
ESMERD , ERIHR.

EFE OIRR R

X FRE , EEER NLBs ML u T SRS GWLBs.

X F Service name , MARSFH B , AFEE Verify service ( RIEARS ) »
XNF VPC , EREFMNRIHRILET RIRFH VPC,

WNFFW , FERE—NFRRGRBIHERAMEED,

XtF IP address type ( IP #hhbZE R ) | ATMBA R &I 3T IR

o IPv4d— RimaMEEODE IPv4 ik, NEFHETFRESR IPv4 tatSEEIR |, o TRFIEIR,
o IPv6— RimaMEEODE IPV6 bk, XNHFTIEFREME—FME , IPv6 & X#FIIEIN,
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+ Dualstack — ¥ IPv4 1 IPv6 it D ELAm M EEO, NHFEFMERER IPv4 F IPv6
HHESEER |, F IR IEIR,

9. (Wit ) BEERMFRL | FILE Add new tag ( RIMFHRE ) , REAANZRZHNBIE.
10. EFCIRBIRS. FHRIRESH pending acceptance.

EA B TITREMX A EERRR.

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( &M F Windows Ky T & PowerShell )

5% FH

BRBUTIRENRSEASE VPC BEERHBER. XELZLRZFEBNRAEINARFRSFZHALRER
TEZERE, BXEZEE |, 5SS the section called “BEH”,

EREHaEERKH

1. fTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
2. HESMBEKD | % Route Tables ( BHXK ) -
3. NEERMMXIEEBARK , HAMTUTERE:

a. fRRIERF Actions (B4E ) . Editroutes ( REHEH ) .

b. WMREZHF IPv4 , BEFRARMEE. EERT , MANARFRS I[N FMH IPv4 CIDR
R, 1E Target ( B45 ) WA |, 1% VPC %

c. MREXEFIPV6 , FERERMEH. EEHFP , @ANAREFRSSH[NFHH IPv6 CIDR

R, £ Target ( B#5 ) I H |, % VPC im Ko
d. EBRREFEENR.
4. NIENARFRSFI/N FMIEZERABAR , HRITUUTRE

a. fRXIESF Actions (#4E ) . Editroutes ( &REHEH ) .

b. WMREEZE IPv4 , FiRZFARMEEH, £ Destination ( B#rfUE ) FE , A 0.0.0.0/0,
£ Target ( B4R ) &I H |, %EH VPC iw Ko

c. WMREBZIEFIPv6 , HIEFRMEEH, £ Destination ( BFRLE ) FER , WA ::/0, 7
Target ( B4R ) &I |, & VPC iw Ko
d EEREFENR.
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5. NEEMXAHBERE[UNFRERRESR , FHRITUTERE

a. MXKIERR Actions ( #4E ) . Edit routes ( mEEH ) .

b. MREXZE IPv4 , BEERMNEH. TEHRVUEFTR , HA0.0.0.0/0, £ Target ( B
BRI , EREERMMX,

c. WREBZEFIPv6 , BEERARMEH, EERNEFE , WA ::/0, £ Target ( BF5 ) £
o OEERBRMNK,

d. ZEEREFER.

£ A e 1T EB%

« create-route (AWS CLI)
« New-EC2Route ( & F Windows #J T & PowerShell )

BERE

IERBAN M X AE IS ERRm [RETIRS , USRI CHBRBALANTENHATO XK,
EREH e EERE

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

2. ESMERT , ERiRR.

3. ®“EEOWR.

4. HORERE Actions ( #4E ) . Manage tags ( BEEB#HRE ) o

5. EERFMFRZ |, BikE Add new tag ( RINFHREL ) , AEMARSHREINE,
6. BHEMRFE , BEFRRIHNBMELNE Remove ( MIER ) .

7. %&$ Save (RE) -

EATTITERIRE

- create-tags # delete-tags (AWS CLI)

« New-EC2Tag#l Remove-EC2Tag ( & F Windows By T & PowerShell )
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RAxmRSE , SR EBER. BBRMXARIERKRELRBRERIMEED, WREBHRPFERE
B 3 R BV B, T TT SR M BRI 5k B T 2R i Ko

i BRI 5 S B H9 7 B i R

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , & Endpoints ( ImR ) HEBREN IR

3. {KIRIESF Actions ( #4E ) . Delete Endpoint ( MIBRIHR ) o

4. HEWHIANRED | % Yes, Delete ( 28 , B ) -

i BR R 5 S B H9 T B i R

* delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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Reqgion

YPC endpoint Metwork Load
Balancer

HEIEERABTAY  BYSEEOFHATARX R IRERS.

DNS E#1%

SRS RMAEEIE VPC Kin T RBRSE , AWS 2R ZBRFERLIRT [RISERN DNS EHlE, XLE&
BMEERDT :

endpoint_service_id.region.vpce.amazonaws.com
LA 2 us-east-2 XigH VPC i SRS HY DNS EHE =B

vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

SRS ERAECEED VPC i REY , Mt ZXEN S X DNS £ , HIRSEAERT SRR
SHATERE. XEBMHEZNT :

endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com

DXBREERDT ¢
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com

& DNS

REREMEFET N EIFRRSXBKFLE DNS B# , UERSERAEHEFERAHINERN DNS B#HiGR
ZhRE. MRRSEUEGFAE DNS ENEHIRSRSHEXE , WRSFERAETUANEEZEORIE A
#.5 DNS &, MRBRFIREEFARSHAFLE DNS , MRS FEHAEVEEETHENARESF , LUEH
VPC it R REH N E DNS B#h. BXEZER , 52 H B DNS &,

F R AHX

B KR IRT SRS AT Network Load Balancer SR ATARXAER, N TIRESTHAMMNEM |
RINBVUBEZVPFNTARBEAAZF S  E8I B ANRKXIEHEE EC2 324 , HFixLsxt
BEM B R AR S E 2 B R4

B ABXIEAHEE K EFAESANATAREELAETRBRSNERAR, B2 , IREEALR
PTEBRESHWXEHNHEE  IEFEFLTENFNRIBRLRET SEBS. BiEEE | 4857 Network
Load Balancer /8 F 5 X g A& F#ed |, fSURE EC2 Bt mi#E A,

FEREATUESNLRT RUIRSTRANTAXFRIEED VPC KT R. BINEFERAEN VPC Lix
TREENENFRPCIE-—NLIFETRAMEED, BIEHRE VPC IHAW IP #hiutkE  HEFH
PR EMNERMEZEOSE IP i, HERER VPC KiFT SRS XBLIRET o6t , ZI1&%F
—MERMLIRT RAMEED , FARREZETETARENMEEOZBRI®R. AR5, BIN2ER
EMFTEEERSMEZOMN IP ik,

NREAERIFHIRERSER —NTRAXER , WEAXSLET RIMEN VPC LimT Ko

¥ X 15 17 [A]

BSRHUBEAINE-IMEHERERS , AR -EAZIIENOXEPREZES. BRSEAEEQURL KT
REDER RS X

PR

- RMIABERT , IAM RAEERESNXFRELHET RRESRBEXFIFELET /RS, ERFEX
HiAE T ERNR , IAM B A T8I A F{XBRvpce:AllowMultiRegionfX RERER IAM F
B o

#.%5 DNS 92



Amazon Virtual Private Cloud AWS PrivateLink

o EEH IAM EEEELIET SRS A MEENZFXEHXE , &F
Flec2:VpceSupportedRegion& .,

o E#EH IAM ZEEE VPC KT /RN ATUEENRFXEBHXE |, &
Flec2:VpceServiceRegionZ A4,

EEEW
« RSEHELTCIEEMATEXE , ARG 8FERIIN KRR QRS X FXE,

« BRLET RRSSTAATUMEREXFRITHR. SLERFENXBNIEFHXEEFBER. AT
KRANR , BAUESIMXHBBLET /RS , ARNENERH T RURSEABEXEE R,

« BRSEAELTREEMATIEXE , REFRFEERNLGET RNERSXE, RAEFARE , &
BURSEAECRAXSRNEENFREXESEZERTERS. KEREZETRAERNERENER
RIS o

« MRBSRERABFENXBNZHFNXBEFBER , WRSERAEEQEHNKRRT QT RERZ
XEENRSXE, EER , XTRWER L XEEN RS XENRELRT KRR LT LR
%o

« ATREBETRY  REBLAERZELRINTHK, BEXSEETEERHAFIERECRAERN
ATHX,

« UTAARAZFEXEHFRE : usel-az3, . uswl-az2apnel-az3apne2-az2, M, apne2-
az4h

- BEBXETR , L AWS PrivateLink EE A Xz AINHER#RE, ©TEEEXERSERE
%o

- EEAPKRFE DNS B#H AWS Marketplace BRE A X IFBEX g5 1A .
« BTCP ZRABNEET BENENMEARIIERTFEXHITHE.
« UDP 2 BRAXFEBEXEE,

- RAEFEEBEE AWS PrivateLink £ Z M RS F X F B X179,

IP tth ik S8 BY

RS REBITLEY IPv4, IPVveTHA IPv4 ERMAZHFEHBRSHILUIRRARSERE IPve , BIE
IR B IRARSS 2R (N HF IPv4, MIREE AKX , MIAHTRE W UABREER IPv4 K175 R IR/ AR
55, MAMAEREALUERMER IPv6 RIGFIERI RS .
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MR VPC KT AXBWIED IPv4 , NLHRT SMEZOLE IPv4 i, 1R VPC LT AXH
WD IPV6 , MK SMEEO B IPV6 ik, kBT EB M ik SMEED IPv6 Bk,
MREMER IPve iR im SMEED | FHERZEOEFdenyAllIgwTrafficA,

IPv6 48 unT7 RUIRSS /B ARV E R

« LKinT AIRSHY VPC MFMAMEBKXEXRY IPv6 CIDR 3R,

« WRRSHATEMEAFEEERANERANHERK P ki, BFiRTFEEXRER IPv6 2, MR
SR EREBIPARA 2 PR FRE IP ik | N AT IPv6 ik,

IPv6 40K T RB ARER

« RIRT QRS BIMZEF IPv6 BXKo
- EOWK[W IP bk KRB MMEEORIN FMRE , TR

o IPv4— RIEMNIRaSMEIZEODE IPv4 #bit, (XHFTEEEN FREE IPv4 tutSBE R |, X7
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« IPv6— RIERM IR aSMEEODE IPV6 H#bit, XNHFAEIEEN FRNNFRE |, IPve Z#FItik
o

+ Dualstack — ¥ IPv4 F IPv6 #hiit D ELAIEMNIR R MEED, XNHEFMEEEN FRERER IPv4
N 1Pv6 M HtSEEIAT |, F X FLLIED,

O SR DNS 12% IP tht 38

EOBAXEM DNSiEH IP it KB RE T RINIZERN DNS icH, O SAR DNS igH IP ik
HAMEEOESN IP iR ER |, TR

o IPv4— RAFE., XiGAXig DNS EF6IE A id%. IP kR UM R IPv4EL Dual stacke

. IPv6— RIFE. XiEFMXiE DNS ZF6I2E AAAA iE%, IP ik R UM EIPv6sR, Dual stacke

« Dualstack ( itk ) - RFE., XEH 2 X DNS BFEIE A F AAAA B, IP bt R UFR
Dualstack ( X ¥##% ) -

BB EREHZIFNIRS AWS PrivateLink

B L 012 B S R IHBRSS AWS PrivateLink , ALK ImT /RS . BRERSRMERE , Mol
BN RSS 2 BAVERER AWS EHRRRSERE
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=
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- HRSEAERREXHRBRSHESN , MNRAEEIERFREABEENTAKX, HRSRA
EERSERELTFAARNKS A |, us-east-1la EATARX B ARELBE EEN AWS Ik &
FRNERATARX, BAIEA AZ IDs RIBAM—RBIRSHTAX, BXEZELE , BSHEA
mazon EC2 A {5 IDsH W AT A X,

- YREFEAEESZEORSUNRELSEZZERSH  ANAEFRENR IP it 2EAFHSERT S
NFAE IP it M ARRESEREN P i, MBEREMFHIGESR ESRAREBHIL , MATUMRE
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Balancer P18/ FHRE N,
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LURBARANEFEONE —MEEZERIN , RILBYERESNEZEOMENE —TAXFH—
W& BT, REWERIMEEONAEREEZERBEAFMEN AR ER. RINBWNER
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- EERSEAERB N ENLRT LIRS IPv6 # 0O VPC KixTT K , VPC M FMLIMEHFKEX

# IPv6 CIDR 3R,

« # VPC FHIEZMEXABIGERR. NENTARKEE-—IFN , EZFMHP , RSN AIHRSERE

A, AXRIEERNMBHEES , BEWEEZXKBNZEDFHNTAXPRERS.
MREHMEAHIIERELEE  WELAATREES K IP it AERE, HE , ALK
X B R E R A YR £ AN AL AWS PrivateLink, BXEZELR , BESHAME ARG ERA
FPEERNZE4E,

EEENARRT RIRFEBES IPv6 i5R , HME NG ER[LTERAXHEK 1P ik B, BHR
TEEXHRIPv6 B, AXEZEER , B2H (RENBERAFER) P 1P ik RH,

WMRIEL B R EBRIDPARA 2 $RLFHR IP bk | B IAE T LALLIE IPv6 bk,

- EEMRHABRSHTAXFEHEM , FAREEMB NG EREIRE, MRERERBEEEANT

RAXHEZEA, NG AEXERHI9E  UXFER 2 X DNS EH B HRRSHKRSERE.
BREXSNHG9EE , TRKBEBBEFAREM. AXEZER , BZRAMNSAHEERATE
PR X E RS E.

B im LRSS

BRBUTHSR , FANSAEERIRERERS.

ERRH & o2 is SRS

1.

o M 0D

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#| &,
ESMHBEES |, % Endpoint services ( IR BRE ) -

%% Create endpoint service ( BI2iHRBRS ) -

X F Load balancer type ( TA£k9#2aKE ) , i%&#HF Network ( ML ) .

X F Available load balancers ( ATA A& IHEE ) , EREESHKRFXEKH Network Load
Balancer, EEFNAMEARITEREANTAK , BSRFMEASOERNFMERS , SENT
AX, Wik SRSFEXETAXP A,

(Wi ) EFENKRTRRSEREXSUAANXEFTH , BMRSXEFIEREXEH, BXE
%S5 , 35 the section called “BEXE 5",

#£ Require acceptance for endpoint ( FEE#EZUSEARK ) EBWH , iE#F Acceptance

required ( FEET ) LERFHEINIHL[LRFTHIEZER. SNFEHEZIXLEER,

¥tF Enable private DNS name ( /B F%,%HE DNS %5 ) , i%3#% Associate a private DNS name
with the service ( f¥FA%8 DNS BMERSX}E ) UXRBRRSERETA TIHREKRSHWFE DNS
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B, Rie ATRLE DNS &5, BN , RSEME T ERRENLIET QT RAK DNS &5
AWSHER S R LARRIERSERER BT IZE , RARRSEHESREEMTLE DNS BF. BX
EZ{EE , 52 EE DNS £#5,

9. X¥F Supported IP address types ( ZX##Y IP itk A ) | ITUATE—BRE -

« &R IPv4-E AL SRIRS S IPv4 B3R,

« & IPv6-E AL RARS LS IPV6 B3R,

o EFIPVAR] IPVE-fEL in T RARS REW F BT IPv4 F IPv6 E R,
10. ( Wik ) BEERMIFZ |, HER Add new tag ( RIMFHREL ) , REWAZFSHENE.
11. %48 Create (812 ) ,
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AW ST R RERIRS

- create-vpc-endpoint-service-Fi & (JAWS CLI

« New-EC2VpcEndpointServiceConfiguration ( & F Windows By T & PowerShell )
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1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. ESMERP  ERIRR
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3. &R BmR.
4. XNFHE | EFBMEH NLBs ML iHT SRS GWLBs.

5 ERFBEHF , MARSHAF (HI0 , com.amazonaws.vpce.us-east-1.vpce-
svc-0el23abc123198abc ) , AREERIERS

6. (Wit)BEHEIKETRXEUANWXFFRTHANLEY SRS , BERRSXE , BABEXE
KIET R, RARERKE, BXEZEEL , 15 the section called “B X519,

7. XTF VPC , BREFMPIFBLIRET RRSH VPC,
8. XNFFW , EBREEHPUBHEIMEZZONTFM,
9. XTF IP address type ( IP #hht3EA ) | AIMEUATREDAAHITIEE :

o« IPv4— Nim QA O DB IPv4 ik, XEFIAIEEN FMEE IPv4 i B F BLiRT R
RS- 8E3 IPv4 B3RS, o XFEFILIATL,

 IPv6— Nim ARG O 7B IPv6 ik, XEFIAIEEN FMMRN FRABLRT RIRSER
IPv6 1E3REY , IPv6H ZiFItiED,

+ Dualstack — ¥ IPv4 1 IPv6 it D BELAIwm R MEED, NHPMBEEEN FRERER IPv4 M
IPv6 #b3ESE B H B L imT R RS ERES IPv4 M IPv6 i§3KREY |, F &bk,

10. XJF DNS record IP type ( DNS 123 IP K& ) |, I NATIET AR #1TIER -

o IPv4— RAFE., XiGFXig DNS EFEIE A i2%. P ik SER MM R IPv4E, Dual stacke

« IPv6— AFE. XEMXiE DNS BFEI12E AAAA i, IP it B LM ZIPv6E, Dual
stacko,

« Dualstack ( W3k ) - AFE. XM X DNS BFEIZE A F1 AAAA iBF. P ik B A0
A Dualstack ( XUk ) o

« Service defined ( EEXERS ) - AFLE. XiBH 25X DNS BFAIE A 2R , AXKEMS X
DNS Z #8122 AAAA 1B, IP ik KB A Dualstack ( MR ) -

11. XJF Security group ( 224 ) , EBRESFLIMEEZEAOXRBKNZEA,
12. EBRBIERIRK R,

ERABTITUREORR

« create-vpc-endpoint (AWS CLI)

 New-EC2VpcEndpoint ( &M F Windows By T & PowerShell )
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W, AN EEENBEETARTNR , HADEIMAERER ; EEUUNEEE WECART
NR , AFHEZLEENBEEEER.

RUNBERT , ENVRKBRSNBSERAETTRH, SLTUMINER , RFHE AWS ZREACIEED
VPC & T QULEEZEIEN LT RIRSS. BN AWS ZERARINR , EFERT DB FREBRR
(ARN), BATRFIRBIEZFH AWS £ ARNs AR RHBI,

ARNs X F AWS Rt
AWS Tk ( BRKFHNFIEZEIEA)

arn: aws: iam::: root account_id

y=h=]

arn: aws: iam::: role/ account_id role_name

R

arn: aws: iam::: user/ account_id user_name
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« MRERTFABAGRREKLURSHNR , AFRQURSEENEZIFBER , WEMEEN AFITERS
RERNE IP it , EHRRLAEN,
- MREBENR , WAL Win[A5RS 2 HEMNSEINNEEE,

EREH A ERRRRSHNR

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMBEHS , % Endpoint services ( ImRIRS ) -

3. BEBWARSE , ARF%ER Allow principals ( L EE ) I+,

4

ERMAPR , E%$#F Allow principals ( 2 E& ) o X F Principals to add ( ERMAERE ) | 4
AEMEH ARN. ERINSB —NEFEA , %R Add principal ( FINEFEAN ) o BINEMEE | Fik
## Allow principals ( SS¥FE ) o

5. ERERIBR |, HIEFZER , REMKIEE Actions ( 1E ) . Delete ( #ilBR ) o RRFITHEIA
B, M A delete , AAFi%IE Delete ( MIBR ) o

A 17N i R BRSS IR

« modify-vpc-endpoint-service-f R (JAWS CLI

- Edit-EC2EndpointServicePermission ( 3& M F Windows ¥ T & PowerShell )

1S B IR

RRMEZRENASTHBRREBERSERE (AWS ZEA ) ARG REHLRET QIRS. B
W, TUABEENREEERTNR , A EZAEZER ; EEAUNECEE WEAEART
NR , FAFHEZLEENBEEEER.

BRI R RIRSEEN BRI EREER. BN, BLRAFHEITIELIER, MRETEZIEEF
X, RS ERBRETET R RRRS.

MBERFE AL RGBSR , R SRSEENIEZFAEER , NEFEENAREERT %
ENE IP i, et EAEN,

HERBERGEZIRIELN , B2WBEH, EXEZEE |, S the section called “$2Wim = IR S5
EHIRE,

EZHIELERFER 100


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint-service-permissions.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2EndpointServicePermission.html

Amazon Virtual Private Cloud AWS PrivateLink

EREHSERERRE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESME®KT |, %# Endpoint services ( i RIRS ) -

B IRRBRS .

£+ Actions, Modify endpoint acceptance setting,

R HEBR Acceptance required ( EE#ES ),

i%4#& Save changes ( REFEEX )

2

« modify-vpc-endpoint-service-Ft & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

e 2H B X HIELEREFR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. ERwRKRERS.

4. M Endpoint connections ( I RIEHEE ) EIF A |, EFIKEE,

5

EEZEEBER , fORIEREF Actions ( #B4E ) . Accept endpoint connection request ( %32 if SUE
EiEKR) . BRBITEIAE , B accept , RFERR Accept (EZ ),

6. EIE4ERER |, iHER Actions ( #21F ) . Reject endpoint connection request ( IE4 ik RIEE
BR) . BARHITHIAR | WA reject , RF%ER Reject (B4 ) o

EARTTEIHIELIERFR

* accept-vpc-endpoint-connections s reject-vpc-endpoint-connections(AWS CLI)

+ Approve-EC2EndpointConnectiong, Deny-EC2EndpointConnection ( i&FF Windows B T &
PowerShell )
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+T. B , ER2NLGHTRRFSEA , EF2EL R SBRSHNIFMESETFH5H AWS
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NHBERNTRAXSEARFSE/ LSRN LR RBRSMIT£&. NREEANE AL , RIE
WEREBFCREPANESRE , REBNFHTHXEALET SRS

EEARH S EER RSV ARSESR

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®S , % Endpoint services ( i RRSE ) -

3. ERIwRKRERS.
4

)X i%4% Actions ( #4E ) . Associate or disassociate load balancers ( < Bk 5 BUE < Bk 1 & 19
2o

5. BEFEENURARSEE. Flw -

A RNEEE , UEFEER RS XK.

BRARBERNEEE , UEFEERIBRFSEUEXREK. BXRNEDERE - NAZITER
6. i%# Save changes ( REFEEX)

X FERMBABIGERPNEAHFARAX , #REALET RRS. FNTAXIIELET RBR
SN NBBERETF N FMHERRTF T

MRENHWR]AUIMSFERATARX , MRS ERE TR ZTAXHHFRRNEEED VPC iR
EFEARTTENR RSN AR

« modify-vpc-endpoint-service-Ft & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows #¥ T & PowerShell )
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XEXFAH DNS B

B LUK FAE DNS B 5in R RS KRBk, <BKFAE DNS B#GE , LA EH DNS RS 25 L%
B, RERUHBLMERITIRSEAEREZE , ARRSEHAESTEMELAFLSE DNS B, BXEZ
E8 , B EE DNS & #5,

{5 F 251 & & 3um RBRSSP.H DNS B

1. 3TFZTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMBE®S , % Endpoint services ( ImRIRS ) -

3. ERHRERS.

4. RR%E$F Actions ( #R4E ) . Modify private DNS name ( 1&ti#%& DNS &% ) o
5

1% Associate a private DNS name with the service ( f¥FAF8 DNS B EREXE ) , RAE@RMA
#.78 DNS &,

i ﬁﬁ% L%?ﬁﬁﬁﬁ /J\E-o
s BAESEPERABEES (HIW0 *.myexampleservice.com),
6. EFEREFEENR.

7. MRBUPRANA verified ( ERIE ) , MFE DNS BMAIHBSEAEER, MRRIERSKE
T, MEEBERGHIEL , ENEEETLZ RN,

EANSTE IR RIRSHE DNS BH

« modify-vpc-endpoint-service-ft & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows #¥ T & PowerShell )

EREH & BERIETRE

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBE®KT | % Endpoint services ( IwREE ) o
RIS ARS .

fRIRIE$E Actions ( #4E ) . Verify domain ownership for private DNS name ( ®iE#.%E DNS &
MEVRAT A ) »

5. RIRBTEIAR |, WA verify , REIER Verify ( RiE ) -
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» start-vpc-endpoint-service-private-dns-verification (AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )
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ESHMBEESF |, % Endpoint services ( imRRS ) -
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BIEFEEFRMBUHER ‘X8,

EEREFER,
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ESIFRY IP oy 3 A
T A B ARSI 1P b3,
ZREX

EFEENLIRT QRSB ES IPv6 R , HME A R[LAEANMER P utkE, BHRA
FEXFRIPv6 B, BREZER , F5H (NENBBERATIER) TR IP IR,

EREH B NN P it RE

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #4148,
2. TESMBE®ES , %4 Endpoint services ( i RRS ) -
3. 1&#¥ VPC w2 RS
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4. fRRERR Actions ((324E ) . Modify supported IP address types ( 1St iFH IP #hub3EH )
5. XF Supported IP address types ( ¥ IP #hub KA ) | AT TE—BE -

o %R IPv4-E LT SRS IES IPv4 B3R,

o EFF IPv6-E AL SRS IES IPv6 B3R,

o EFRIPvAR] IPVvE-EL inT RIRF BEB RIET R IPv4 T IPv6 3K,
6. ERREELR.
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« modify-vpc-endpoint-service-Eti& (JAWS CLI
« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows By T & PowerShell )

EIERE
A LA ZORH TAR IR | BB R B R R R A N ER BT DK,
FEREHEERR A RSZHIRE

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

ESHMBEES |, % Endpoint services ( imRBRE ) -

#%$# VPC KBRS

iR %$F Actions ( #1E ) . Manage tags ( EEHE ) .

NFENERFMPIRL | H%E Add new tag ( FMFHRE ) |, RAEWANSEINIREE,
BEMBRARE | EEREFZHENELENR Remove ( MIBR ) -

ERERF

N o a0 &~ w0 DN

EREH A ERRRERENRE

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2411 &,

ESME®KT |, %# Endpoint services ( i RIRS ) -

% VPC Im R RS , ARE%$R Endpoint connections ( imsRUERE ) E+F,

R RIERE |, RFHOXER Actions ( #1E ) . Manage tags ( BEB#HFE ) o
NFENERMPRL | HikFE Add new tag ( AINFHFL ) |, RAEWANSEAIREE,
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6. BHEMBRGRE | BEFFSHENELENH Remove ( HIBR ) »
7. ERRE.

EREH A TR iR RS RAVIRE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #Z#1&,

ESMBE®KS | % Endpoint services ( IwRRE ) -

% VPC Im R RS , R/F%#R Allow principals ( 2 X4 ) B+,

B EM |, RFHOKER Actions ( #1E ) . Manage tags ( BEB#HFE ) o
HFENERMPIREZ |, HikE Add new tag ( FIFHFE ) , RAERAGSENRZE.
BHEMBRTE | EERFZNENELENE Remove ( MIBR ) -

EERF

N o o bk~ 0D

{5 FA 8 55 17 78 DO A BRAR &5

- create-tags # delete-tags (AWS CLI)
« New-EC2Tag# Remove-EC2Tag ( &M F Windows #) T & PowerShell )

B VPC ik 2 IR HY DNS & #1

RS IRERE A N Hing SRS EEFE DNS . RIZRSEMEBEES A RLFET OFHRSEN LR
TRERSEM, NRBRSEEEFERALAHLKET S8 DNS BFMEN LR SRS HFAE DNS &5,
MRS ERAELEERNAUEAERNEFHRARFHTRABART RRART SRS, WRERXK
BRRSEREZ VPC , A% DNS fRE 254N DNS BB ALK IET SMEZON IP ik, BN ,
/7% DNS BRS8N DNS BFET A H LT &

LB TERITEHAENRIERERIEAEREZE , AT RN ERRSEERST DNS &k
RSB

- IRBRSS REEE — 1N FLH DNS B#5.

- HEAECUERATEEIZNBRSNEOKET AN , BRMNUBE-MEREXEHTEERS
FA#E VPC xB, BRNEREREXE S A/ZE CNAME i2% |, ZidHEFLET R RESHFE DNS
BRBEE VPC LinT S B X1E DNS B, HEAEMRSHWAE DNS BMKREERN , FAF
DNS BRE AN ERBTBLET ANEZEORN IP #hit,
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https://console.aws.amazon.com/vpc/
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- ERUHE , BUTRELEFRERZHINE DNS =214,

o SBRTILARE TSRS, B0 |, BT B example.com , T A2 a.example.com. &/ DNS #rE &
20aE 63 NEHN , HEEKEREBET 255 MNER.

MERMEAMFE | MARBUEFEHB . Fla0, RIREF .example.com HRKIE T example.com,
EIMTEZR I b.example.com fERAFAE DNS BFr. ERSEREUUAFERZEH a8 , BAMKIE
example.com = b.example.com,

« PIXAEBEERR [T IFHE DNS &k

AT A R RIE

BIEE —A1E B RS ( DNS ) iBFKAEXE |, XEiZRHEEN DNS ZHEEE, TXT iExX2—f
DNS 1% , JiRHAEXEWIENEMER. HPITE—NEHRT—NME. EARIESEN—BD , &
TR TXT I8 RN INE A E A DNS RS E5.

HEANRNENHA DNS REFFHE TXT 18%AT , BIEAEAAERKIE,

RINERE |, BAILUERA Amazon VPC 84| 58 BEHRBITIRARS. ESMEHRT |, % Endpoint
services ( ¥ RARE ) o EBRIHSRIRS , HIE Details ( FMIEE ) MM+ ZE Domain verification
status ( BRIPIRAS ) W{E. MRERIEEETEFNE  BEEF/L2H , ARRTRE, NRFE

B FHEHRIETRE, #ORIER Actions ( #4E ) . Verify domain ownership for private DNS
name ( WIEFAH DNS EFHHEAAEN ) -

WMRBUPIRA R verified ( EIIUE ) , NFAE DNS BEHMAIMHBRSEAEER, WRBIPRSRESE
1t , FEZBERFGRIEL , ERNFEET2ZREMW,

MRWIFRS R failed ( KW ) , ESH the section called “fif 155 1iF (7] 7",
FRENE M A{E

BIAEREERE TXT iExPEANBMHRAE, fl, £ AWS Management Console R 1= EE E..
EBRIEARS , HERSBRSH Details ( #F4HEE ) B +HZEF Domain verification name ( R iE
F %5 ) M Domain verification value ( EH¥UEE ) . SRR LAMERA LT describe-vpc-endpoint-service-
configur ation AWS CLI st TR EREXIEEL T RARSHFAE DNS BMEEMNE R

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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TEERAHE., 02 TXTicHEZet , BEEM#H Value $ Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

flan | BRIZIRHIH B 2 example.com , 3} H Value 1 Name MBI EA R HFI R, FT&RE TXT 12
FIR B RB,

5 *# @
_6e86v84tqgqubxbwi TXT vpce: 16p0 tt45jevfW ERxI OCp

i1Tm.example.com

BIEER Name FARRFE , RRERGEAJREEFERAF. BER , MREHN DNS REER
foiF DNS BRBHEE TN , N HHE"_6e86v84tqgqubxbwiitm” , H B RETE TXT iBFKHE
F“example.com”s

EBARIE 6e86v84tqgqubxbwiiim.example.com” 2 fg , BRSS#F & 7 i A “example.com”=} 713
( Blin“service.example.com”=“my.service.example.com” ) o

I TXT 2R INEEAEH DNS RSS2

F TXT iEFZARMENERYIEA DNS RS BHERRIUR T HEER M DNS RRESHAL, K DNS 124t
Al gER Amazon Route 53 s EH g & M &,

Amazon Route 53
FRAERENRBARENEN LAOREEXEAEICRK, FAUTE :

« X7F Record name ( iEZ&EM ) , MAERFH,
« XF Record type ( i0FREH ) |, &E#FE TXT,
 XF Value/Route traffic to ( B/REEHE ) , WABKRIEE,

F TXT IBFR 2SR DNS RS 28 108
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« XF TTL (seconds) [TTL (¥ )], %A 1800,

BEXREZEER , 2@ (Amazon Route 53 FF X AR IEE) FRIFERZES A GIEIZHE,

— RS

BI{E DNS REEMEH B RENIKS ., ERZRELERN N DNS 1Bk, EARMEHNEHNE
KA TXT i2%, DNS BREMRKFE 48 NitEN , BEEEBA TERNBAERRS,

BXREEANE , FEF DNS RHEBRMANE. TREHR TEB/LNER DNS AR XA
#, WHRATEH , WHFEEHREXLEL ARV~ RIEKS.

DNS/HEERHR BT 3

GoDaddy A0 TXT 183

Dreamhost 1B E X DNS ig%

Cloudflare E DNS id&

HostGator £ F HostGator /eNOM & DNS igx
Namecheap wn4al S A9 38 B R I TXT/SPF/DKIM/DMARCIE 3% ?
Names.co.uk FE gy DNS i &

Wix FESRHY Wix K P ARORINSRE ST TXT 183

RE TXT ERREBERM

B ERANATSREIEENFAE DNS BMEMERKI TXT i2XE2EEEH A A E DNS kR
BIF1Z 1T nslookup 5 F , B BIXIFHFE A E Windows F Linux.

RERNENE R RAHIRSA DNS RS5eR , RAR LRSS B[ EEME up-to-dateFE &S, EHE
EEFRE—ENES 2EEIHM DNS RS5ER.

RIEEH TXT iIERRE KM FER DNS BRS558:

1. EANATHTERENENEHRERSER.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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nslookup -type=NS example.com

tef RS AT A T AN BN EHRS SR, EFET -SRPEAXLERSHFZ—.

2. FRAUTHSRIETXT ERXEAEEREM , Efname_server2BE L —SHHRINITE IR
%%Ez_o

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server

3. ‘EE—FwmHTF K B text = FHNFFRREERE TXT HEE.

EEMNNRAIF , MRIEREBES , WAHSIBEATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

iR R AT I8 11 [a] 75
MRHWITE RN | U TE ST B SR FHE,
. REEH DNS BEFEFAYE TXT BREHPERATIE, WREWN DNS BEFFAYERT

Xk , MIERTLAM TXT i RAPEBIBERIER M ( Hlan“_6e86v84tqgqubxbwiiim” ) .

- REZH DNS EEEETFEBMMNE TXT BRNKRE, FL DNS BHEL BN FENEA M
B TXT EXRWEMENP, NBEREEEE , BEUE TXT BEXNESRLEEMIR. LIRE
H DNS =g B L2/ A M mE TXT id%,

- REZH DNS 2245 DNS EREBXNNEANEFRE, REYRITIEERNEHESE]
RENEZLEERN , RNFLRIEENE. R DNS £EHEN TXT EXEERXNNERANEF
& | BFRRMIIIREEE B,

- HTFZXEZINXEHZN AWS Ik , EMEAEEES RRIEEME, N8R DNS BT AY
BIHELSLXEEHEEMHEMHN TXTIER , BREDNS BEHBREA TGS I EHEIEAR
—% TXT i, i@ , 23R DNS B Amazon Route 53 B2 , NI AT LUK B U T St TRk,

1. £ Route 53 B#|&H |, EBRERIEE — MK P EA I TXT i8%.
2. ¥ F Value (B ) , REINEBMHENRE , AFIE Enter,

3. AKX BHEMEE , RERFIEEE,

1R DNS REBA AT EE —5 TXT EX P EZME , MAILER TXT EXHNEERBHRPHENR
BiFE—R , Mm% —RERANEER PR R ERRKIEE, BR , S£REXNE—MEBRIERIX,

it PRI 56 A1 7] 110
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BEWIR RS B RV IRER

FA G EBAUERSKERRSHEXNBRESHNIRE, Sl , BT UEERERRES
E 8 F k4

5

- B SNS EA

o IR R A

- ANINEBEAKK

2l SNS BAl

FERAUTIERNBHIE— Amazon SNS B H1THEZE,
FRZEFH AN SRS CIEBEL

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBEESF |, % Endpoint services ( imRRS ) -

E R SRS

£ Notifications ( BH1 ) I+ £ , 4% Create notofication ( SIZEH ) o

3 F Notification ARN ( BZI ARN ) , ERECIZMEATF SNS =FH ARN,
E{THEH , BM Events ( B4 ) ik,

I

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZEETR,
* Accept ( ¥ ) - RFEHPEES TEEBT R,
 Reject (#E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAERR T O WS,
7. %$% Create notification ( BIZE4 ) o

EABTITHRR/RSEEAN

- create-vpc-endpoint-connection-i& Al (JAWS CLI

« New-EC2VpcEndpointConnectionNotification ( & F Windows #J T & PowerShell )

=36 48 B UK

BEWR URS B IRER
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
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R SN N
7 N1 8] R B

£ SNS EFH R0 AWS PrivateLink R FRKREBEABANIGEKE , MTAR. BXEZER , #
S A %% Amazon SNS B GREI KR 2 A aws:SourceArn = aws:SourceAccount £/
KR IEEAERIE AR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

NN A SR
MREEAYRNE SNS EH , 1 KMS B4R RSB LAIEE AWS PrivateLink = 8518/ AWS

KMS APl #1F, BLT B R BI% AR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,
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https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}

il BR v < BR S5

SERRRIRS G, B LU EMIBR, Zlﬂ%ﬁﬁﬂlﬁﬁm T&zU&H: available = pending-
acceptance MW IR RS , WETTEM BRIK S

il BR i = AR S5 T 2 M BR X EX B A B SRR | L A2 m ARSE R B A M NARF RS,

£ A2 & & I BR ik R RS

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. E%ﬂﬁ%’*ﬁﬂlﬂ %3 Endpoint services ( %2 RE ) -

3. ERIRAR

4. 1EFF Actions ( 97%1’!5 ) . Delete endpoint services ( il Bris 2RSS ) -

5. BRHBTEINR , #A delete , ATk Delete ( IR ) -

158 Al a5 = 1T M BRim RLUIR S5

« delete-vpc-endpoint-service-Eti& (JAWS CLI
« Remove-EC2EndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

I B % S BR S5 113


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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BELLT AR IR VPC &R AWS PrivateLink

BELERRR VPC KT R (ARAHTR ) A TiHEEM VPC 8 VPC BR, BRALRT KA
B ZRREMIFR VPC FR , HIINEBIEE. Amazon EC2 324l, NARFA T 2. & B IP
b | XL ut ATRE FH M VPC MFAAE FRB AR EH, MEEERRELHE TR , MA@ VPC
ANINBEBRM MK |, & (EH AWS PrivateLink #2047 = Network Load Balancer R '& R, &R
KFETRAEEAFES , RETLEETR VPC BF, VPC REHAEREERR. BRERES
BRI RER,

EH

HEFERARRART RFRIRRN , BEEREERR VPC KT SN S/ P iR, ZEEEIRGRE
HRETAEN GB BIEH TR, BXEZEE , HSRAWS PrivateLink Ef. H&FER T REE
MEEMKXEAXNEROGEE , FREREMNILEN GB #iEiTHR. BXESZEE , S WAmazon
VPC Lattice o

AES

- DNS 5

« DNS f##fr

- #,%5 DNS

« FRAMATAKX

o IP thyt KA

- BBEBEIR VPC KimT R ikE &R
- BEERBLAHTR

« VPC RIRHRIREE

- VPC Xd By RIRM X

A5
Ak

BRLGR B KA PN ERIMEMRKS EERAZNRF. BHERER , EFEQE—ER VPC
LFETR , ZABETRAEAMZEOE VPC FNFRERRZAEIUERE, REFTRRE-EM DNS
BT RRE M ZEONTAE IP #ut, RfE , BY VPC KT RERRENERE , BIREFEN
RIFRERIEENE IR
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#loadbalancer
https://aws.amazon.com/privatelink/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
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TERERTERAEKS FHRRRR mTREELRBAEBKSAEABIUTAARAZNHR
AWS RAM :

m\
mwx
=}

Consumer account Resource-owner account
<o .
" share
-

W - [P —

g )=
Resource Resource Resource Resource
endpoint gateway  configuration

« X TCP Ri&., %% UDP RiE&.

MEGEZEXTNBERBLET RN VPC B3 , MARMNAEREN VPC B3, ®IRMN VPC &
B ELIET R VPC B EIERE,

M—ZFHET ARN HWEIEZ Amazon RDS %R

VPC LimT RABEFRMINEL—NAAXKNESR,

DNS %

5/ AWS PrivateLink , B UAFEAAELXET ROBFRLEERE, HECEETIR VPC KingT =at
EM4tl2 X8 DNS & ( P ABRIA DNS B%5 ) |, B LMFERXLEZFMIEN VPC %uzlxt&'éﬁ,ﬁi&
TEE. BHER VPC AinT SR ERIA DNS BMEHAUTEZE :

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

EREANESEREREENEEE VPC KT 26t ARNs , B S A#. 8 DNS, {#HFAH DNS |
BT LAER AWS RSN AREEH DNS BHHERF R A HER , AETRER VPC KixT = F
BAAEIERE, BXEZEELR , 5 the section called “DNS 47",

LA R describe-vpc-endpoint-associations&p £ & 7R R R L i 15 = A DNS %8,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#AZ
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-associations.html

Amazon Virtual Private Cloud AWS PrivateLink

aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

LAUF 25 FA#AH DNS & #5H Amazon RDS B#EEM BRA R T R RGIMH. 35— DNS £ 23R
1A DNS £#5. %=/ DNS BEMKARBMNALAREXE , Z XN L2 Hin LHVE RENT N i <M
FZEONAE P #hit,

"vpce-rsc-asc-abcdl234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{
"DnsName": "vpce-1234567890abcdefg-

snra-1234567890abcdefg.xcfg-abcdefghl123456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",
"HostedZoneId": "ABCDEFGH123456789000"

}I
{

"DnsName": "database-5-test.cluster-ro-example.us-
east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

+

"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]

DNS &4

RINTAERER VPC KixT 22/ DNS iiZREATH. EIt |, X DNS ZEHE A A FFETH,
{ER , kKB VPC A\ZBHY DNS BERNMLRERFELA T RNEEZEOMWALE IP thit, REEZTLENY
VPN = Direct Connect i[RI BRA T ST VPC |, Fi A SAER XL DNS & /M5 8] F IR,

B DNS

MREAFMEANBEERFREERSHA T RIR VPC KixTI R FA%E DNS ARNs , }# BEK VPC E&tE
'Y DNS =41& # DNS @47 , NFEA2FEHABEN DNS EH AR FREECIZRBNIE AWSERLE
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
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KEXE, TEXHEERREIA DNS BHNICFEKE | ZICFETHEEN N VPC AR RLFTR
MEZOWFLAE IP Hhilt,

Amazon R &K VPC 124t DNS BRS585 , #8 Route 53 Resolver, Route 53 Resolver B3I f#iTFAHE
REXE P A VPC HEMIERK, BR , BFEEM VPC S EBEA Route 53 Resolver, fIREEMN
R W &5 AR VPC Lim TR , WATBAEA BEX DNS &%, B AT £ Route 53 fEHTERA % 1Y
RABEBIAMN, AXEZELR , HSFHAWS Transit Gateway 5 AWS PrivateLink 15K Amazon
Route 53 Resolver,

FRIAAT AKX

EALEE VPC iR , BMNTRHXHPE—NFM, RIMNFELENFMNFHR VPC g RelE - Mg
FiEO, FIVPRRE VPC IR KAy IP il X 8 AHFRNPNENMRIANEEOSE P ik, H£E~
WEHR , ATHRESTRAMENEY , RNEBWUNEAN VPCARARETREEEZEDHNATRAKX,

P tth it S8 BY

BB A LA IPv4 IPve, S ikibit, XM S IPve AT LA AAAA 12 %M B DNS &Eif], &
R A/ IP it KRB UFERBRABET AN FMES , TR ;

o IPv4— RIENmASMEZEODE IPv4 #bit, NHFEIEEN FREE IPv4 it SEE R , Xt

« IPv6— RIEMNImaMEZEODE IPV6 #bit, XNHFTEIEEN FMXR FME , IPv6 & X#Fitik
o

« Dualstack — ¥ IPv4 1 IPv6 it D ELA BN Im A NEED, NYMAEREN FREREHF IPv4
IPv6 it SEEIRT , o X3k ik I,

WRER VPC RIHTH KA IPv4 , MART IMEEOES IPvtthit, MRRR VPC KiFTH /X
IPv6 , MK ImTT ANEFEOER IPveibit, EBETEBRMIGRHRRMEED IPv6 fthit, tRER
A IPv6 it fRm RN EED |, HERZEAERdenyAllIgwTrafficH,

B AR VPC KRigT 2 if &R

BOLAEARRALRT R VPC BIR , flanid&. IP #bitsi Amazon RDS BiiEE., &Rk S Ii2H
SRR EIFRNR, ST RELHET A6, AAlEESE —, A ARN KENEREE, —MNER
WRREE— N EREEMAXK, BREETUARRENERSE—ATR.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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FRF M

ZORRFRLIGRTR , BIHBAT RRES

- BUAREECUENTREE  REBIHMKS EHSELE AWS RAM,

- MENEMKFESAZSRERE K NSAEEHESTEZRRRENEREAZ, BXEZEE
EZH (AWS RAM AF1ER) HFHVIEZ M4 35,

222 VPC &R i
ERAUTERECRZ VPC IR o BIBRFRLRT ]G , BREERHEZTLAHIRE,
822 VPC RRA IR T K]

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBERD , ERIKR.

R OIERR

BAUEE—NMNER , MEERNHERNEELRET R,

£ KB B EE BRE

NFRERE , FEFRRERE,

EMFRES , EEFEEMNPIHEIFIRG VPC,

MREBENEANRREEEREFA DNS X , HiEEFEHMIRE ARNs, SR DNS &5, EEM
tbZheE |, BHEARNER VPC B/ “E 8 DNS EHE” M “/5 A DNS X" Eit.

9. XTFW A EREAHPUELFET IMNEFZEAN TN,

©® N o g ~ 0w N

RAEFHREF , ATRESTAENEE , RNBUNEN VPC AT REEEDHNTRAK,
10. WTZE&4 , BRE-ILE4,

MBEBKREERSA , BATHEXEK VPC HWEBRIANZS4AH,
1. EFOIEIRS
FRABTSTRRE RS

+ create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( & A F Windows Ky T & PowerShell )
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-invitations.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
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XN T AXEFRRRNROERE (W HERE) | EEAEES () ENEANATHERR.

"Resource": "*"

B SR B X224 AWS PrivateLink

XPBBETRSHRBERMGAE : B

EER W LAER AWS JSON REERIEEHERRIBEMF L, BREWR , BN EETUANF AR FERITER
1, ARIEMAAZKHETHIT,

f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERARGZER (i, FFHNT ) BEHRER , UERBPHNFEESERPHE
HTE,

MREHE—MEAHEESZ Condition T3k , HEEA Condition TEHEESNME , N AWS
EFAZHE AND EEIFH TN, IRENENIFHBEESME , NERABBORZER AWS HESK
fro ERTFEUINNRZALITRBRBENRMSE,

EEERMGR , BEUTUUERSUNEE. flm, REEER IAM AF &8 IAM B, 88N
HEBEFHRTRONER. BXRXESER , F5H (AM AFER) B JAM KB TE | TEMIRE,

AWS XF2RFHBHANBETRSHFAZH, BEEEME AWS £2RFM4E , SR IAM AFE
FPHNAWS 2 /&AL TXER,

AT &4 ETF AWS PrivateLink :

* ec2:VpceMultiRegion

* ec2:VpceServiceName

* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
* ec2:VpceServiceRegion

* ec2:VpceSupportedRegion

BEXEZEER , 55 Amazon B HZ48 EC2,

ACLs in AWS PrivateLink

T ACLs : &
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REFIFIR (ACLs) 2 HIPLERFEA (KFKE, ARRA. ) BNBRER, ACLs SETHIRM
REEREL , REEAITEM JSON KB HEER,

ABAC with AWS PrivateLink
¥ ABAC ( REEFFHIRZE ) : 2

ETEMMGRES (ABAC ) BR—RENEE , ZRBETEMERENR, £F AWS , XEEM
MAIRE, BAILE IAM SSHE (AR RAE ) MFS AWS BIRMINRE, FRi2SSEMRIRRE ABAC
ME—F, RFIRIT ABAC i , SEZHENHFRE SN2 15 R R FRE B A R RE,

ABAC EREE KW EFEERR , HERBERTSEMUNITR T AT URHEF B,

EETHRZEEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys FUYRBERBHNFZHTEZPFREFZER,

MRENREN TEMERREBIFABX=AFER , WX T RS , ZENR. NREDMESFNX
NT Mo RBRREZFRAEX=ZAZARE , WZENETD.

BEX ABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINENNR, BEEFIZE ABAC
SHRNHE , B3R (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

s sHE B 5 AWS PrivateLink
TRIGRHEET : 8

HIREAIGFHER R RS , BEL AWS RS TRER. AXESER , SEWLE AWS BRSE ERTIE
BRHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREFEABRAFBMEBZANEASFEZF , W AWS Management Console {52 #Y =2 If B3 E$5,
flan | HE AWS AN RN E QLER (SSO) &E#t TR , Z3B 2B EImFHESR., HEMN
AR BHREFREFE , RARYKRACKH , ZEcBatIR I Eil. EXUIRBENEZER , HSH
C(AM AFER) PRMNAFT3RE IAM A6 (Z2FE8 ).

O LAEF AWS CLI 5t AWS API FISIBIGRHER, AR , &0 LU RX L imHE P #H1T5 R
AWS, AWS BIEHBSERGEES K MARERAKBHRZHR, BXEZEER , BHSHE IAM B8
et = 2 EIE,

1Y 5 IR S5 £ BR AWS PrivateLink

TE#EKRGELE (FAS) : 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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HIEER IAM AP RBeEFHITREN AWS | BEANERA. EAXLERSEH , EFESHRIT—
MRIE , ARHBREERMBBRSHEHSE —MEE. FAS ERRAAZRANNRUK AWS RS @ T
RS R HERBER. AWS RERFHRZBREFTESHM AWS BRSFS HARRKES BESTTHIVIER
B , 2K FAS B3R, EXMERT , BLMEERITIFHTURFEAINER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

KRS At AWS PrivateLink

XERSAR B

& AERHR-—TRSEE, KRREWTREN IAM A€, IAM EE R ATLTE IAM PO, SR
BREESAEE, AXESER , 2R (AM AFERE) FHEIER AWS RS ZERIENEE,

KRS X A AWS PrivateLink

XERSHAXAE B

BSHAXAGR—HHEEINEBRSAR. AWS BRSRSAUKARKREHRTRENAE, RSHEX
AHERIMEEHNP AWS IKF |, HBARSAE, IAM EERATUEEETEEERRSHEXABHR
PR o

HT B4R EEE R AWS PrivateLink

RINVERT , BRHNAGZECIERIEHR AWS PrivateLink BRI, i1t TTEEH AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API #1T1E%. ERTH
PRAERBRHRITRENNR , IAM EEZ ATLAGE IAM Kig, EEABEAUAQARRM IAM X
B, AFAURABE,

BT RNMAERIXL RG] JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFiERE) Pt
2 IAM K (2F8 ) .

A<M AWS PrivateLinkEXWIRENERER (B REMEREENES ) NWiFAEE , F5H (R
ESENSEY EC2HH Amazon B4E. BREMEH24, ARNs

Bl

o« 5% VPC i S B E A

- ETRFSHEERS VPC xS 02

« BHAH VPC i RBRSIEERFAE DNS B #5
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- BHTH VPC I RRSEEN RS B

1 VPC i [UEYE

BRABRT , AFERERALENT R, SUNR- M METHORRE  QRAFRTRE, Bk, #
ARA BRim REVX R, RAIANT

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

BXBEA VPC Ik R B HIX RS IF R BEE |, 1S the section called “Ui L ZEBE”
ETRSHEEES VPC im a2

BRI LAE R ec2:VpceServiceOwner &4 EBIERSMEE (amazon, aws-marketplace K
FID) REZEHIALBIERHN VPC IR, UTRAIRTFEAEENRSHEEZELE VPC IR, E
FERALLRE , FERXE, K/ ID MRSHEE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",

arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",

24 VPC im =K fE F 147



Amazon Virtual Private Cloud AWS PrivateLink

"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceServiceOwner": [
"amazon"

ZFI A VPC im RS IEERFLE DNS B 15

BAILAER ec2:VpceServicePrivateDnsName RAERIEH AIRIES VPC ik RIRS<BKHNFAE
DNS E¥MERHBIE WL VPC i 2R . AT RHIRFEAIEENFTAE DNS B#EIE VPC ik < AR
SHNR. EFALRA , FERXE., K/ ID MFHE DNS &5,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

P

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [
"example.com"
]
}
}
}

BH TR VPC i R RFIEENFAE DNS B 148
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}

HI AR VPC im [RS8 E RY ARSS B FR

BRI LAERA ec2:VpceServiceName &4 EIRIE VPC i RBRF B MHREH AT GIEHN VPC Ko
DR REIRFEAEENRSEMHOE VPC in RBNR, EFEALRA , HHRXE, K~ ID MR
FHE M.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

]

},
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServiceName": [

""com.amazonaws.region.s3"

]

}

}
}
]
}
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{5 A i SR BE 2 HIXY VPC s RRY 17 18]

KIHT AR EEMMNE VPC KT RWETRIRWKRE , B TEGIHLE AWS ZEATUEAIZL
W AR, AWS RS

HRREBRT2BERERETEMNRBIE TR RNERE, Sl , MREFEAZEOLET UEET
Amazon S3 , MR AR Amazon S3 Z M REE RIZFIMFEL HTT RBFE VPCs % ReB=N ]
FfEH.

P

N4/

EEEIN
RN U 2L SR K
1 0w AR B

P oK Ui =L Y 4

E# VPC i 2 SR B

FEEM

% R RBE A 1AM policy iIESH JSON KRB #H, HAPMAFEE— Principal THE. iR KHEH
KPMREES 20480 NFFF (BEZEK ) -

EReIREO MR LIRT QA AWS RS , ATBURF RN L IR T QIR BE M IR 2L i T R &R BARE
B E#T IR AR A . MRET M iR R EE |, BAVR M AR A IR SR B

HIEFMEE AWS RS ZHFHALKE, R AWS HE“ T?Z?—*r%i‘“* R , MEMNAENZRS
AR HRT R TS HRINR. BEXEZELR |, B3 the section called “& & i M R B 2157,

HENHR[IRS MIE AWS RS LI VPC i [t , BRATA TR Zik [T £ 1A E,.

NFEIAREERMIFRFN SR LTI (HlE0, aws:PrincipalAccount 3%
aws:SourceVpc ) , BREFERABEA (*or ?) IBFER M ZER.

- ERAFHERGZENN  BLAESMERESF R BEEAZEDANERFH,
« HBERRIFMTEFIEE ARN B, ARN B 80 AT LG 2K ID BERF , EFERMZ

D

- HEFMTHRARME SN ERTERFE/LOH S EER.
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BR A Ui =R B
A /R BB R T3 im S8 T2 1 R PR

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*'",
"Resource": "*"
}
]
}

2 O im UK S

BXARiET S FKBHN ARG AWS RS , i55Fthe section called “5.. £ RS, RENE—FSE
S AWS PrivateLink XR4#9 8532 AWS RS, IR AWS RS Z#Fim 2K | N E X IEE L RKE
Bl

P 5% i )Y E 4

NFMRIFER , BYIF Principal TRIZRERN *. BEIEEEN , i5FA aws:PrincipalArn &4
i,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}

MREFEAUTHRIEEESE , MFRNBERLEBZF AWS KFRAF |, MIFEZKFANAMERFNA
(=

"AWS": "account_id"
BxRMxim [ in LKA BSEUATHE -

« EATF Amazon S3 B =
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« & T DynamoDB Hi% &

E# VPC i SRR

BRI T SBMEHN AWS RS WK, EEFTHARKE , CAFMNERTREE/L 96T s
8

FE R & S R SR SR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERP  ERIRS

3. & VPC .

4. HRRIESFE Actions ( #4E ) . Manage policy ( BRI ) o

5

1%3% Full Access ( T2 11 ) AAFNRSHITE LM , HEEEF Custom ( BEX ) FHin
BE KR,

6. EEFF
£ a5 1T E M i R R

» modify-vpc-endpoint (AWS CLI)

« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

AWS BIIEE KB AWS PrivateLink

AWS EERBZHLUEMNEENILZ KK AWS, AWS RERBEZENTZELAGIRMENR , UE
BRIBFIRAAF, ANBesERNR.

FicfE , AWS RERB AT NENHEASRTFRENRNR , BAENTHAE AWS FFE
M. BMNBWBIEHETENEAZSNES EEARERE -SRI NR,

BIEEERAWS HEFRPENHONE, 1R AWS Fi AWS HEFRPENHNE , WEHLE
MiZKBATRBNMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIERSE T
LAEF T AWS RS B9 API 24ERRTE#H AWS FEE XIS,

BREZER , F5H (AM BAFERE) Rl AWS EE R,
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AWS PrivateLinkAWS £ & KIS E

AWS PrivateLink

&E& AWS PrivateLink BiZIRSFRBERXLEEHRRK AWS HEFHKEFWEAEE. BEREEXIL
TEZEMN B ZNIRE |, 1§17 “ AWS PrivateLink X471 £i2 % TUHE LB RSS feed.

B DU B

AWS PrivateLink FF8 IR EREE AWS PrivateLink FF A IR iR H 2021 £33 A 1H
& AWS 1T E R E R,
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CloudWatch Y3 E#%r AWS PrivateLink

AWS PrivateLink HE#EZEO LI . Gateway Load Balancer Lif T R fAwT S RESHERES .
# & Amazon CloudWatch , CloudWatch B —HEFHIEEFIIEE (HMRER ) NERXRR
BXRXEHBELSNSEITER. IFEFRANERZENTE  MUBERUNZEERNETLHNE. 8
ANERAE S ER S < B AY B B B 0 AT R B 2

EAMERERRRIERERBERIEZT, S, &I LLE1E CloudWatch BIRRIEIRIEERV ISR , &
ZIEFRE BN RS HSEE R B3 RE ( flINE R FER A It RIEEA ) o

FLEMAAEEOmRS. Gateway Load Balancer i 2 Mlii R RSB EIR. EMNTEHINIMRLRET R
REABXFHENAETRRSEAELRM. BRIAMBERLT , BR— 2% AWS PrivateLink [@ &%
¥, TEXSENFEA. CloudWatch

EXEZEER , {52 Amazon CloudWatch B ¥/,

AES

s ImREMA4ERE

« WRRSIERNEE

- &% CloudWatch $E45

- EAMWIER Contributor Insights LM

mRIE PR 4 E

AWS/PrivatelLinkEndpoints & ZH@EH *#E Ok =M Gateway Load Balancer i 28 T 515
Fro

1R DU

ActiveConnections HEZDEZENBE, XEE4 T SYN_SENT # ESTABLISHED 1A
AHER,

BERE  mRAE—DHARE T RE,

SiHHIE REANKITIER Average, Maximum 1 Minimums

i RIEAR A4 E 154
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AWS PrivateLink

1R

BytesProcessed

NewConnections

iR
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

i AR KRR ZARXRNFZTH , REPCE. XRGERARTES
BENENFTH. KB GB HEMLERILE,

REFE  BRE—DHAKE T RE.
ST HIE  REANKITHIER Average, Sum, Maximum

Minimum,
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id,VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

B R B WIEERE,
REFE  BRE—DHAKE T RE.
ST BIE REANSKITHIER Average, Sum, Maximum

Minimum,
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id,VPC Endpoint
Id, VPC Id

I RIER M4 E
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EFR HiR
PacketsDropped HEKIERFNBIECORE, MERAUTRLERRMEES. EEMNA

BEARKRIWKARSETFER,

BERE  WRE—DHRARE T RE,

SUTHIE - RERAMNSITIER Average. Sum # Maximum,
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived s SN EIM RST BIEEHE, EEMNTRERARKRBRZEITTE
Ho

REMAE  mRE—2HRNKETRE,
SUHHIE - RERANSITIER Average. Sum #l Maximum,
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

BEif X LR, BEARTEE,

HE EPUN

Endpoint Type Him R B FFIR IR EIE ( Interface | GatewaylLoadBalance
I )o

Service Name RIRSS B IR e bR R

Subnet Id BT Wik s iR iR,
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%
VPC Endpoint Id

VPC Id

iR
¥ VPC in RUIFIEEAREIRE
B VPC TRt fEPrEdR.

i RIRF R4 E

AWS/PrivatelLinkServices @& Z= 6 BIEE X in 2RSS H T F3ERR,

1R

ActiveCon
nections

BytesProcessed

iR

£

B wRQNE S IRE BN R AOESEERE. ERMAREARE
1@ R BITE AR Y B R,

HRERE  EEIBRABRSNERE—P7HRNRIET RE,
SIHEIE - REANSKITITERN Average Ml Maximums
Dimensions

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

Tin [UIRS Fim R Z B RV F I, MEDCE.

BERE  EEINRRBRSHRRE-—STHNRIETRE.
SITHIE  FEANSKITIAER Average, Sum H Maximumo,
Dimensions

* Service Id
* Az, Service Id

* Load Balancer Arn, Service Id

oE-3 il

IR IRS R4 E
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1R

EndpointsCount

NewConnections

iR
* Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id

EED IR RRS IR LBE.

HREE  EESHNRABIESE,

SR - REANSRITITERN Average Ml Maximums
Dimensions

* Service Id

wmRAMNEFIREI BB NIERRE. ERNTRAKRFEERMNE

Fﬂﬁf&ﬁfﬁl%ﬁﬂ’ﬂ B #Ro

HREIRAE  EEIRRBSNERE-—IHARETRE,
SitEIE - FERANSITIER Average. Sum #l Maximum,
Dimensions

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id

IR IRS R4 E
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1R

RstPacketsSent

EPUN
LiRRS KIXFIRR[H RST BEIHE, EEMATERRFESTFLE
EH B R
WEFA  EEIRRBRSNERE—IHARET RE,
SITEIE - REANSGITITER Average. Sum Hl Maximum,

Dimensions

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id

BEifEXLEER , EAUTHE

$E
Az

Load Balancer
Arn

Service Id

VPC Endpoint Id

iR
B A X FRE R SE.

B ARG AR IE i iR ER

Bim KBRS TRk iE R B R
# VPC i RIS PR B dE

& & CloudWatch E#r

Bal LAfEF Amazon VPC ##|A. CloudWatch #HI A5 LT AWS CLI FREF XL CloudWatch

j:E *’TO

& & CloudWatch 3545
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£/ Amazon VPC ##H 8 EFEH

1. fIFT https://console.aws.amazon.com/vpc/ # Amazon VPC #Z#l&,
2. TESMBEHKD , ERRS. EBENES , REEER Monitoring ( &8 ) &I+,

3. ESMBE®EH , £4F Endpoint services ( IRIRS ) » EREBNIHIIRS , REEE
Monitoring ( 12 ) T+,

£/ CloudWatch 2%l 5 EFHEH

1. 3TFF CloudWatch ##l& , Pt} https://console.aws.amazon.com/cloudwatch/o
2. ESMERTP , EREER.

3. 1%#¥ AWS/PrivateLinkEndpoints %5 ZE i8],

4. 1%$E AWS/PrivateLinkServices rH Z= 8],

EEFIEN , BFER AWS CLI

FERALLT list-metrics @35 % H$% 0% S # Gateway Load Balancer i S 89 7] 1845

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints

ERALLT list-metrics ta R % Hix RIRFZHI AT AR

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

FERAMRER Contributor Insights N

AWS PrivateLink B MWK IR R RSERERNEN “TEENE HN | LR ERHBLEI2EEN
EXHFERNEARERE. BXEZEER , B5H (Amazon CloudWatch AF1EmE) F W “TEENL

”
o

AWS PrivateLink 2T LLTHN :

+ VpcEndpointService-ActiveConnectionsByEndpointId-v1 — 3&5EFNERESG 1TiR 2 HE
Fo

 VpcEndpointService-BytesByEndpointId-vl - 4B FH HH TR RS
 VpcEndpointService-NewConnectionsByEndpointId-vl — RHEESH TR R HER

fEAMEH Contributor Insights H1M 160
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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 VpcEndpointService-RstPacketsByEndpointId-vl — REZZEFiR KK RST BB 1T
i RBEE
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