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"Changes": [
{
"Action": "CREATE",
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"HostedZoneld": "hosted-zone-id-for-your-service-domain",

FEENESE SEMNIRS ] 32


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-lattice-service.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-lattice-service.html

Amazon VPC Lattice AriEE
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BRANFHR, RARGSFIRFFZHAETH , THUEFHFLRLER.
6. XNFHAmA , TUABRBEZEEREIIAE. BIABIN HTTPS | BiAiw AR 443,

WMRBWRFEBZ Lambda K , MFEEEEPNH KO,

BIZBE A 36


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice AriEE

7.

10.

11.

12.
13.
14.

15.

XF IP hub KR IPv4 | %EFREA IPv4 b M B ARSERIPV6ER IPv6 kMt B 45, SIE2H
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MR BREHZ Lambda KB , BTIRRREFRATAH,
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WMRNNARFHFEREN , MA@ —MRSANBFREEMEMBRRLEERER, —BEMEER
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--action lambda:InvokeFunction \
--source-arn target-group-arn

Lambda B4 #2442
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EEAES A 02 B HR4EHF EM Lambda B
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M VPC Lattice FREIZINE#

VPC Lattice RS 3F@N HTTP # HTTPS @A Lambda 3K, ZRSE L JSON X KIEEH |, HE
X-Forwarded-For #rKFMBIBMERF,

Base64 4wH5

IR content-encoding A FHEEABRBRTRUTERE 2 — | MARSE XY [EX# 1T Baseb4 4w
iR

/

* text/*
* application/json
* application/xml

« application/javascript

ME content- encoding ¥R AR1FTE |, Base6d wBEURTARELE, NTFLARNBEXRE , RFRERE
BRIXIEX , 71T Base64 w5,

SHEHEN

ERIENEHEEN LAMBDA BV BFrARS |, B LUEE Lambda EREIZINA EHEWARA, TTEER
MRASE V1 V2,

Example " IZ=4 : V2

"version": "2.0",

Ilpathll: II/II,

"method": "GET|POST|HEAD|...",
"headers": {

"header-key": ["header-value", ...],
I,
"queryStringParameters": {

"key": ["value", ...]
iy

"body": "request-body",
"isBase64Encoded": true|false,
"requestContext": {
"serviceNetworkArn": "arn:aws:vpc-
lattice:region:123456789012:sexvicenetwork/sn-0bf3f2882e9cc805a",
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RAriEmE

"serviceArn": "arn:aws:vpc-
lattice:region:123456789012:sexvice/svc-0a40eebed65f8d69c",
"targetGroupArn": "arn:aws:vpc-
lattice:region:123456789012:targetgroup/tg-6ddecf831eec9f09",
"identity": {
"sourceVpcArn":
"arn:aws:ec2:region:123456789012:vpc/vpc-0b8276c84697e7339",
"type": "AWS_IAM",

"principal": "arn:aws:iam::123456789012:assumed-role/my-role/my-session",

"principalOrgID": "o0-50dc6c495c0c9188",
"sessionName": "i-0c7de02a688bde9f7",
"x509IssuerOu": "string",

"x509SanDns": "string",
"x509SanNameCn": "string",
"x5@09SanUri": "string",
"x509SubjectCn": "string"

3,
"region": "region",
"timeEpoch": "1690497599177430"

body

BRMIEX, REMHIA HTTP, HTTPS = gRPC B L,

headers

BRH HTTP #53k, REMHIH HTTP, HTTPS 3 gRPC B H I,
identity

BMHMES. UTRUENFR,

« principal : @A RIEMNEMR, X AWS BIERZINF 2 HI,

« principalOrglID : £33 WIF FAAALR ID, XY AWS BRIERK I F S HI,
» sessionName : £ BIFXENEM. XH AWS RIEK TS 2 HI,

« sourceVpcArn : XHERH VPC B9 ARN, RIETLURER VPC BtF & HH,
« type— AWS_IAM tNRFEH T M RILRIEH B AWS BERKIERTY , MiZER.

WRAEA Roles Anywhere ZiF HRIEAR , M&E R TFE.
« x509IssuerOu: X% (OU ),

M VPC Lattice fRS#Z WS4
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« x509SanDns : FFAEZHAEBM (DNS) ,

« x5@09SanNameCn : KW EBZRAABAHM ( BF/CN)
« x509SanUri : FAEZAEZM (URIl)

« x5@09SubjectCn : FEHEZM (CN),

isBase64Encoded

EREXRBZE basebs HiB, LR HTTP. HTTPS 5 gRPC , B REXEFREZHH

& HH,
method

BERFM HTTP 5%, NEMHRA HTTP, HTTPS = gRPC B H I,
path

BERABR, NEHIA HTTP, HTTPS = gRPC Bt H I,

queryStringParameters

HTTP EWF/AFESE, RIEMNHI HTTP, HTTPS = gRPC K H,

serviceArn

BB KRBV ARSSHY ARN.

serviceNetworkArn

BIXERI RS MER ARN,
targetGroupArn

BEWERM B ARAR ARN,

timeEpoch

B () o

Example R~ISE#4 : V1

"raw_path": "/path/to/resource",
"method": "GET|POST|HEAD]|...",

M VPC Lattice RS WE4#
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"headers": {"header-key": "header-value", ... },
"query_string_parameters": {"key": "value", ...},
"body": "request-body",

"is_base64_encoded": true|false

&7 VPC Lattice IR
kB Lambda EHH A FAE Basebd HBRA. RARBAIRL, BATLUEKIEI,

EAEWMMNNEXHPIE-HERNE , BLIAN AR HIT Baseb4 wmig HIF isBase64Encoded RE N
true, REFNARHTHEBLURLRE-HFNE , HEELAS HTTP WA EEDHNEF K,

VPC Lattice T3z #F hop-by-hop#rk , flfiConnection® Transfer-Encoding. &7 L4 #E
Content-Length #Rsk , BN RS IE @M% /i KB WRL 2 B &% H# T 1T

LT R¥EB Lambda B EHY 7= 51 0E B

{
"isBase64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
.
"body": "Hello from Lambda (optional)"
}

ZERK

VPC Lattice X#Fk B &P iRl ERHK A Lambda BB , HPIEEESMENRLRZRE
EMEEMRXL. VPC Lattice FIFF B E&ZIES BT,

HELTREIH , BMA$Rkheadert AT R E

headerl valuel

headerl value2

V2 =445 | VPC Lattice AFRFRKIEE, Hla -
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"headerl": ["valuel", "value2"]

VPC Lattice X V1 BHEH | HXEELHSK —NFERFE, Hlu:

"headerl": "valuel, value2"

ZEETRHFEFESH
VPC Lattice X —BEEZNMNENEBRNSE,
EUTREIF , BEHENQS1AREEG B NS,

http://www.example.com?&QS1=valuel&QS1l=value2

£ V2 EHEH |, VPC Lattice AFIRF A RIEE. Fla0 :

"QS1": ["valuel", "value2"]

£ V1 BHEHTF | VPC Lattice fEA&E—REENE. HlU

"QS1": "value2"

44 Lambda BE#K

MBEBABEEREMN Lambda A ERE , N LU EBEUE EM,. EEUHEM Lambda EREUT |
HITHRMNBERSEK , HFER HTTP 5XX iR,

EHMR Lambda ¥ , BWECIEFH BIRA , @ BRAEMEEE , AR SEANERT N ER
MEREAmMTRIABIR4A,

EFRAHEHABUE TS Lambda B

1. $TFLTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESMBEEPH VPC Lattice T , &R BHR4,
EFRBFANBEMIUITTHFHAE R NE,

£ Targets (B #5) M F £ , %£4F Deregister (BUHEM),
HREEREING , WA confirm , REEFEUE M.

o K~ 0N
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55 A BUEE M Lambda B %k AWS CLI

{8 deregister-targets @5

VPC Lattice FHY N ATEFF ABHE=RERN B 5

B A2 — VPC Lattice B#r4 , WEANNIMARF A G EM N B , HEE VPC
Lattice RS AFREE R B ZEHFA. EXHERT , MARFABRSEREREREFLEAEER
HRE, BiISEE , &7 LARFApplication Load Balancer EF 5 7 BiERWEHINAES VPC Lattice
SENRELESER | FlI 1AM BiF FMEZRARE VPCs Ik Y iERE,

BR 1

o WA LURFEANRNEZBR AT B EE R EM AN VPC Lattice BAR4A ( KE K ALB ) FH B4R,

. BEZALURNARFAEEEREM AT VPC Lattice BIiRAK B+ , B NTER VPC
Lattice BREZ A,

« VPC Lattice 727 ALB XEHNBHRARMETIRAKRE, BEUUEMRIGESERS , HEMERE

HEFNEFREREESTRARE, AXESZERE , FZANARFASSEHRArEEHNER
AETRALE

FRZM

SIENAREFARGESR  HEEMHI VPClLattice BARAR Bir, MBITEIHFYLMNE L TIRHE

. MFHIEHEBRARRAT LR,
- NARRFAFEYESRSIMNES VPC Lattice BFREANTRI—IKF/F , HBXLMLFEDIRS,
. NARFEAEIYESNME VPC Lattice Bir4A{LFE— VPC #,

« WU ENBARFASEYESIEMFER HTTPS 23R4 1k TLS , ER RE Y VPC Lattice RS EH
SR 59428 EH SSL/TLS iF Bt F BEH TR E,

« B X-Forwarded-For &EXR#RkFRE VPC Lattice RENFF % IP , HFUFNARFAHRY
#32% routing.http.xff_header_processing.mode HWEMIRE N Preserve, MREN
Preserve , i E SR E HTTP iR+ H X-Forwarded-For #rk , A FHLZZEFBEFHFRMT
BAETE R,

BREZER  BER (NARFABGESRASER) P eENAERF REHEE:R,

YE7 B #589 Application Load Balancer 55


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/deregister-targets.html
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FZE1: 8l ALB RENBEFRA

ERAUTIRZBIRE, XS , VPC Lattice TXIFALBEFHRANETRRKRE., BEF NN
BEFASESEENEREAREESTRARE, AXESEE  BERANARFABOERASERES
BB REETRARE.

EoZ B4

1. FFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBEKTH VPC Lattice T , &F B R4,

EFEAZEB A,

EEEEHAFAGEENENELRERET , ERENARFAZSGEREN BIRKE,
NFERARR , WABRANE .

S F L, %E#E HTTP 2 HTTPS. B ARA A 5 NSRRI T2 7 51 3 15 %1 35 A9 0l U 23 i T
[T

7. WTwmO , BEEBFRANKO, thinOMMENENAREF ARG E RNV MITERRO T, S
LERBNARFARSESR LAMMTERRD , ACESELEENBIRERA,

8. XF VPC, EREECIEANRNAREFAFYERTERNMERELRES= (VPC) . Itk VPC K
ZE24%E VPC Lattice ®JRH VPC,

9. XTFIHMAMRA |, 1R AR F ARG E R IR IR,
10. ( A& ) RIMERFAENIRZ,
11. ii?%—lt_io

o 0 A W N

SR 2 . FNARFABIEREM N B IR

A I DS R S B B A B AR

BRI AR AR SEEIMN B

1. SEUAVEM.

2. NTRARFARGESR  FLERNBLARE ARIIESR.

3. XWTFwA , RERUNFROFIREFTEEEFTRANKO, Wik AXMERNENARF ARG ER LN
MAEMNYTERK O TE, WRERACERKONER THE  REFETEIENARFAFIGES.

4. EFECIEBRE.
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ZPATEN

BUBRT , REER HTTP/1.1 @ BHRREFER, &
PRAEETFE R

TRLE TERDA B RADPRRTAEHE R

BRPMY [ZIES
HTTP/1.1 HTTP/1.1
HTTP/2 HTTP/1.1
gRPC HTTP/1.1
HTTP/1.1 HTTP/2
HTTP/2 HTTP/2
gRPC HTTP/2
HTTP/1.1 gRPC
HTTP/2 gRPC
gRPC gRPC

gRPC i iR AR EZEM

o ME—FIFMWTERIMNE HTTPS,

« BE-XEFHNERR

INSTANCE # IP,

A LUBTE MR ASfER HTTP/2 3¢ gRPC [@ B

MR BIRXHFF grPC , NIBELZH
Hix
R POST 3K , MIKZh

B

« RS2 gRPC H3R , HRI\EE. RSN EN gRPC H A A EIMERRY B R4,

« TEERf Lambda BEREA1E B ¥R,

HTTP/2 thi MR A< B X BB

o ME—ZFMMITESSIHILE HTTPS, BRI LN BARA M IUERE HTTP = HTTPS,
o ME—IFHYTUT R AN =2 1E 5 1 E E A

P ARAS
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« HE—FZIFMERERI INSTANCE # IP,
s RFZEXRBEFIRNR. RFTFZEFELEBRBNR

VPC Lattice B #r4AIRZ
FEENTFREMTE BIMAR. FAERIE) WERAHRTHE,

BRI BN BREARMSNMRE, BNERENRERLARMHE -/, MREFMNIFZFHNRESR
EEHREAXEK , B REMZIRENE.

FA SEAREE 5 T BURFEL BR
PR 751

- BANRBRHFEH LR -50

- RAFAEKE - 127 1 Unicode =&

« ZRAXEKE - 255 4 Unicode Z%F

- REENEXDKDNE, ATFEANFTRHESETH UTF-8 XRTNFR, ZRNKT , ARAT
BH®RFR: +-=0 _1/@. BTEFANSZERIAERZE,

s BOEMSEMIEPEAaws: 5IR , RRNEZTH AWS FAME., ST EHBEDM R L ET 80
REEMHE. EFRITENFERIT AT NERNIRZHERSE,

£ Rz H & E#H B IR A RIRE

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,

ESMMBETH VPC Lattice T , & B R4,

EFEBREANBMUIT AR FHAEETTH,

BRI ET <,

ERNMFE | BERAMBFE  ARRMANSIENGEE, EAMEMRE | BERRIFTE,
AL SE |, %$% Save changes (REEH ) -

6. EMBRHFE , BERFINERE  ARERRR, RTRHTHEINN , WA confirm , REIEE
Delete ( MR ) o

o kb w0 bd =

£ A E# B RARRZE AWS CLI

fEH tag-resource # untag-resource e

)

EHPRE 58


https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/untag-resource.html
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i BRVPC Lattice B #r4H

R B ARERAEAIT SR AN R RIBESIA , WA SMERIZEfRE. BERBIRAR2EEEME
BFRARBIR. MRETBFECTM EC2 L6 , M AT LUF 1EFRLL 1EZ KB,

15 A 22 %1 & 1l R B 474

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &,
2. ESMERF  EEBRE,

3. BEHBEHRANERE , RARKIERRENBDER.

4. RRBITHEIAR |, WA confirm , A% Delete ( MR ) -

fEFAMIER B #74E AWS CLI

f# R delete-target-group T,

XL 59
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VPC Lattice R BV VT ES

HEFFIREEA VPC Lattice 28l , BATURMMYTER, TR —MEALREN DU MR OREEREE

REVHIR, NTITERE LHYMNRTE T AR S5 2040 15 R 2% B 3 EOEAEY B 450

|

[N
---------------- » I e
O il T ! Target group 1
Rulas -Lh""-.. i
-. ) ST

service {:E i‘:}

Target group 2

AFS

- MrSREE

« VPC Lattice lRZ# HTTP {i¥7 38
« VPC Lattice lRZ5# HTTPS {738
« VPC Lattice lRZSH# TLS {38

« VPC Lattice RS K {1 Ar 28I
 MIBRVPC Lattice BREHI YT ES

T 2B E
TS S S TR -

o i : HTTP, HTTPS, TLS
« ¥wHA : 1-65535

R IATESIE HTTPS , VPC Lattice HELEMEE 5 VPC Lattice £ FQDN X<Bx# TLS iE
F, VPC Lattice X% HTTP/1.1 f1 HTTP/2 £# TLS., Y& EH HTTPS 25 BRSE , VPC
Lattice FFEFA M ARFEMIHE (ALPN ) BEHEE HTTP thill. 8% %E ALPN , VPC Lattice 2k

WER HTTPM.1. BXEZER , S HTTPS &,

VPC Lattice AJLAMiIT HTTP, HTTPS, HTTP/1.1 ;1 HTTP/2 , A EAX LM AE BHRERE. &K
MAERITES A B ARA I ITE . VPC Lattice BB IFMRA 2 B ARMERHNBEN TR, EXE

ZER  FSH BHIURA.

T RRE B

60



Amazon VPC Lattice AriEE

BRI BIR TLS MTs kMR ENNARFBEEMEZERE , MAR VPC Lattice, BEXEZEER , 55
5 TLS {iiir 28,

VPC Lattice X% WebSockets,

VPC Lattice BREH HTTP {R T2

MraR R A TR EEEBERNHE, B UELIE VPC Lattice BRSSBYE X A1YTRR. &7 LABERT @ ARSS
AN DAL YT 25 o

WRE ERE B R BI SN RS 02 HTTP iTeR. BXGIBREARMDUNERERNES , H5
FHTTPS fuiTEi M, TLS {iTES

FRFMF

o ENHEKBRENNBIZIATITIIAN |, EAIEECT A VPC Lattice BirdE, BEXEZER |, 55
% 87 VPC Lattice B #r4H.,

o BOULEZSNMIFERDIEERD —NEFRA , BXEMTIRAIE TR —RS. EE VPC Lattice fRSS
REEA BARE | S8IE B PR RAREME M VPC Lattice BRSS AV TUTER £ A6

i0 HTTP {10725

$& 7 LARE B /E R S5 A i AT SR AL A . R ERECE — MR O, AT AEFImERSIRS AN
BRIAMTUT SR MU EE — 4 VPC Lattice B#r. BXEZER , F5H T=REE,

FEREH AN HTTP RYTa8

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMBERFH VPC Lattice T , IEBRRS

3. ERBRFEMUTFHFEAEFEERHE.

4. FERBGETFLE  EFFMOGTER.
5

X FYTER BN, B LR B E YT B AR, AT BUE A U 85 89 MM R O 4y AU 2R
Mo BEENBENEMNRZAEZE 63 MR, AXNKS NSRS LR -, BUF
fF:az, 0-9FEFHR (-). TRENEZNAEE-IIEE—IFH , UFRERES —NE
FRE. IR EERR.

6. XTFWHX:&wO , EFEHTTP, AW AROS,

HTTP {725 61


https://console.aws.amazon.com/vpc/
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7. NWTFERIARSE  EFEEYOREMN VPC Lattice Brd , ARERESIBRLZEFEANNE, HE
HADEHNRETAHTIREBMARBRENRLER. Sl , MRANEREAEFHEENNE ,
NN BAREFER—FRE, MRREET —NEREA , W 100% BREFFRES - BF
4,

B LUER N BIARERMSE — N BRE, BEFMRE  RAEERE-MERAHEEEANE,
8. (& ) EARMEAMMN , FEFRIAN , RAEWARNB B, HER, FEMRE,
LA LAZERANEE—N 1 5 100 2EBNREERES. NTRTEREFLERERNZ A

e ANBELEFIFF MREEZRSE) TEN. KREFERIAAN, EXEZER , F5
B2 T ER AL,

9. (W& ) BRMFRE , ERFTMITHGREL | EFRMFIRE , ARRAGRLERNFEE,
10. RELNEE , RFIEFRM,

ERRM HTTP {10788 AWS CLI

5/ create-listener i S RIREBFBRIAFN A IUTES , HERA create-rule v 81 Z E AT IFMN,

VPC Lattice fRSSHI HTTPS {1185

MITER R A TREEZEROHRE, ST NECIRRSHENYTR. BT LBER E VPC Lattice Y
AR S5 A Do UT 27

B AR — A HTTPS TS , ZUTES6EA TLS v1.2 = TLS v1.3 E#EL 1EE VPC Lattice #Y
HTTPS i%3%, VPC Lattice HMEBEMEES VPC Lattice £ TERETA ( FQDN ) XK TLS
iE$. VPC Lattice x# HTTP/1.1 1 HTTP/2 L/ TLS, HEMEM HTTPS MUTESEE RS A , VPC
Lattice i@ 3 N AR FE MR (ALPN ) B3IHE HTTP . REHE ALPN , VPC Lattice Bk
INEER HTTP/1.1,

VPC Lattice FAZHEFEN , XEKREUTUER —HR EFEEZ MRS . VPC Lattice I BNEF iR
BREAHFERSFSEF/EMIETR (SNI) B TLS, FXFMENE FiwER (ECH) MinZ RS R A Mg
& (ESNI)o

VPC Lattice AJEAMiIT HTTP, HTTPS, HTTP/1.1 1 HTTP/2 , A EAX LM AE BHRERE., X
s BB EAREELHA., VPC Lattice BIEMNFRA 2 B ARFMERNWENIE, BXE
ZEE , BSR LR,

NAREWNARFREZRE | FRNOIE TLS 0Tss,. X TLS E&E , VPC XKHBEEF LK 1E
TLS, BXEZEELR , HSH TLS (nirss,

HTTPS {0725 62


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-listener.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-rule.html
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Bx

- REKH

« ALPN ZHE

« 0 HTTPS T Es

B2 R

VPC Lattice fFERMZ £ KR TLSv1 .2 M H SSL/TLS ZBIRNVAE, ZHNEFFImMRSES
ZHABNZLERE AP TREZSHEM VPC Lattice FHRS 2 BERNFTERBEEIAE, BEE
FEAMEZAUREBEENMESE L, MUEASHEBNRTFEHTNE, TEEDPEIES , BF
iw# VPC Lattice L £ INFIREE B XN ZBMNDINUTIR, RIABRLT , RS ERERRS S
SRPEFMA—NEF RN ZB TR E —NEB,

VPC Lattice U TR EIRFFFER TLS 1.2 SSL/TLS Z13 :

 ECDHE-RSA-AES128-GCM-SHA256
 ECDHE-RSA-AES128-SHA
 ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-SHA

* AES128-GCM-SHA256

* AES128-SHA

* AES256-GCM-SHA384

* AES256-SHA

VPC Lattice B TESEIRF R TLS 1.3 SSL/TLS &4 :

e TLS_AES_128_GCM_SHA256
e TLS_AES_256_GCM_SHA384
¢ TLS_CHACHA20_POLY1305_SHA256

ALPN ZEHB&

NMRAEFEMUHE (ALPN ) 22— TLS § & , HE404A TLS F hello HEFKRIE. B ALPN , &
RS ENERTSER (Hlf0 HTTP/A R HTTP/2 ) EERAH AT,

RERMK 63



Amazon VPC Lattice AriEE

HEFim A ALPN E#Ef |, VPC Lattice RS SRF P s ALPN TSI REH ALPN REE#HITLE
Ro MREFIRZIFRKEB ALPN B , VPC Lattice IR 21BHE ALPN SREEH BRI 5| RE M E
#, 80 , RS T A ALPN,

VPC Lattice x#F LT ALPN XKH :
HTTP2Preferred

Bk HTTP/2 WA R HTTP/1.1, ALPN Hi£HFIZRE h2. http/1.1,

il HTTPS {iiirss

YT RREE - MIUARA , ATMNEFRERIRS  ARRAMTRANEE-NEHFRE. BX
EZEE , BEH MTsHEEE.,

FRFM

o ENHEEKBRENNBIZRIAGEITIIAN |, EAHIEECT A VPC Lattice BirH, BEXEZER |, 55
% 87 VPC Lattice B #r4H.,

« BALESMUFESEFEER—MERE | BiXEMresS4ME TR — VPC Lattice 8% . B
VPC Lattice BRE EH BFrA , ML B #rE RFEME M VPC Lattice BRI ES A

- BAILAERA VPC Lattice RMEMIES , A AFBESHIEFE S A, AWS Certificate ManagerG X &
Z{EE , 3 the section called “BYOC”,

EAR& &R HTTPS {m T 88

ITFF L F https://console.aws.amazon.com/vpc/ B9 Amazon VPC 41 &

ESMMBEEFI VPC Lattice T , B RS.

ERBRSEMUTAHFEMAEENE,

ERRAEIF £ | SR ES .

NFMFEREMN , BUIRMEE TR B R, b LA6E A USRI R OER T &
Mo BEENBENEMEZATE 3NER , BEXNKFANESIRSSLTER—H, BT
fF:raz, 9FEFH(-). TEENEFHRAESEF—INHBEE—INFH, EFRERES —1NME
FRZE. BIEMNWERE , TeEEREER.

6. XFHiL:iwO , %EFB HTTPS , ARWMAROS,

7. XNTFRINRE  EREZEBGREMN VPC Lattice Birdl , RAEEBREIBRAZBRANNE, N E
AP BENNEATATREBHFABBRENLESR. flm, WRFHNBFEEEHENNE ,

o K~ w0 Dd =

W0 HTTPS {iir 28 64
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NENBERAFEE—¥NRE, MRABET —NEHRE , M 100% WREFRIEE - EIR
4,

ERBUERARMINRERNS — N EIRA, ERRMRE , AEEE-IPERAHEEENE,
8. (HiE) BARMEMMN , FERFRMAN , Rem AN BFR, RER. JEMRE.
BALRBRANEE—N 12 100 2RAWREREFES. MATHTEEFLERERNS A

e MMRZLERINF NRIEETSESE) TEN. RETERAAN. BXESZER , FF
B2 ot ER AL,

9. (k) BRMRE , FRFMTEHEAE , B RMNFIFE , REAAGERNFEE,

10. X¥F HTTPS I SFERRE , MREEVERF I RIEEBENIFHE , VPC Lattice 2 BFIER
TLS iE$ , MRF RELMTENRE,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-service-network-resource-association.html
https://console.aws.amazon.com/vpc/
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5. EEXEK ID BITAREEAFERE. BXE , B LUS R TMIBR< B,

6. ERIEFNRIAKEK , FHRIEZMSMES P PrivateLink MREE , REEFELIRT Ko
7. EFRBIELIRT R

8. EHREEET VPC WHEREE

9. &EEVPC., FHMEZ2H,

10. ( Ak ) EREW VPC KipT QURIRE | BERMIFIRE , RERARERMITLEE,
1. REEE RS

EAGIE VPC LiwT /xB AWS CLI

8 create-vpc-endpoint 8%

EMER VPC LimTi /xEX , E6EA AWS CLI

£ delete-vpc-endpoint B 5.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint.html
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/\;IU\EG VPC /Ecﬂ,\g';ﬂg

Amazon VPC Lattice 5 AWS Resource Access Manager (AWS RAM) 55 , AISRIIARSS. &
REEMBRSMERNILE, AWS RAM B2 —T1RS , AJLEESHEHMEE AWS K/~ @ AWS
Organlzatlonsﬁﬁﬂa—ﬁS/\;%ﬁbVPC LatticeS2 k., ffEFA AWS RAM , BALUBN SIBFRE =Rk
ERMENSME, BRAZEEERENAURESEH ;E’J/Eﬁ’%o ERAETEE

- BAREHAL AWS K/ WEFSHIAES AWS Organizations,

« AWS Organizationsf H4A L A EPHIALR # Tt

« AWS Organizations PV BANH A,

BXRNEZERE AWS RAM , i52H (AWS RAM AF1EF) -

!

FTEMRR
- BRKFEH

H= VPC 38 B LR 5o R FZ M4

. E,\E?JZIS , B B SR SREPREZRE AWS K. KBRS S REZAKS h 2B SEE
ZRME, BRERZEEEHZRTMN,

'——_f,u\E’JﬁH,,\j?,':F HYLA L0 B (v HEZ SR AWS Organizations , 2413 A 5 # = AWS Organizations,
ﬁ?&%%ﬁ,u 28 (AWS RAM AF$ER) F I /157 AWS Organizations A H Z &R

HE VPC k@ EEE

ok
&
ha1
b

=
7NTF
H

EHTSE | BFAFEHYUERFEHRE AWS Resource Access Manager, BRERZIEEEH
BEzH#H=E

HYfE A & DA T HE A AT BT RV R4
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https://docs.aws.amazon.com/ram/latest/userguide/
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
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HEEEMARZERMBNVPC LatticeSRE AWS K/ |, BRI R R LK R E XK EEK S 5
HYSEARFERER, HIEE N HESSARQIRKREREY |, AT ERMEABEEK S M2 R BRIV IK S P ER —
AN Amazon FRA (ARN). it , SK4FTE & M 62 X BRAY K = #8 7T LU BR < BX .

MRERELFI—F , AWS Organizations HEEATHRARNIBRE , NLEIRFALRPHER
%Uﬂ'ﬂ]«(/\g \{Z'SEIJ*XBEO I:I)I-I\IJ y /E%%éH&EUﬂHAﬁIﬁ ?—Eﬁlﬂlﬁ #E%mﬁlﬁ}:ﬁ1GW|ﬂ/\?— =X
I BR

EREM

o BULHZ=FRAMVPC LatticeSEE : RSP, RS EREE.
o BASASEM AWS K A HEERMNVPCIIE B4,

- BRESNAIAM AFMABREEE VPC il B,

« VPC LatticeXBHEFEERS. HREENKRSMEHNR.

FRAVPC Lattice® | A HZERWER R4

1. FTFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. HESMBERKD VPC Lattice T , EFRS. BREMERBREE.,

3. ERZHAEMUITAHFMAEERE , AEMN HE W FHER HERS". “HERSMEK”
HHERREE

4. M AWS RAM BRAZEHERFEHLE, EOBERFEHLE , HEFEE RAM Z£H 2Pl F7RHE

¥o

5. EERHAERS. HERSMEAIHAERREE.

£/ AWS RAM 2] & R ZERE RIS
IR (AWS RAM A #Em) FHEI2 R RHEZPHERHNSRRE.
EHZERENXSE , BERA AWS CLI

£ F associate-resource-share ap 5o

EFIEHZEAER VPC Lattice 3k, MIRENMNARAEZPBER. FLEAESERE , IEXEKRNA
FH. TATEENRAENXREELTKEK, AXMEMBEERNLBEER BRI |, ZXBERMAAN
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/associate-resource-share.html
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IKPRER, MRKFABEEEETREAE , S AERARAENAMBEERERKSNEZHE
2B R A9 K 7 B 2R A ER

£/ VPC Lattice 2% & F 1L A Z BRI SKAF

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERMN VPC Lattice T , ERRS. RENBHEREE,

3. ERZAMBMIUTHFEFEMAEENH,

4, HEHEETIFEL | EPRFERXENEIEE , AGEERER.

F/H AWS RAM 24| & F IE HZEBERE
BZH (AWS RAM AAF{Em) PN EHRRAE,
EELEHAZEBENEE | E6EH AWS CLI

£ F disassociate-resource-share i85

MR

fEAH = VPC Lattice SRR |, A T EREMNEEA
SSKFRE &

- REMBABETRIESERE IRV ERS

- RSMEFAEETREMRERE CIZVERS

« BRSSMERFTA & O] AR AR 55 M 45 1Y PR BR 35 R Bk o

« RS MEFTAE W UBEBRE RS M ERBREMIRSTAIKER , Tie0IBXEEIA R T,
ARSS ML F A & A AR AR SS M E R AR VPC XEX,

« RS MEFTAE T AR E R & SRS M ERBEEM VPC BXEX.

- REMEFAEE W AR RS N &N E R IRE B X B,

- TRWRIRT KRB, RS MEFE EE A LLBUE 5 IR S5 M 45 < BR A9 (£ 3R BL B RY R BR .
AR S5 &P & 7] SUHR AR 55 M 48 B9 PR o )UK BiR o

- TRWSIERT KRB, BRSMEFTE HE 7 BLBUE 5 IR S5 M 45 < Br A9 (£ i [BY R Bk

S A E R E RS BV AR SS M 4K Bk
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/disassociate-resource-share.html

Amazon VPC Lattice AFiEmE
5P E & AR AR S M 5 AR S5 < BR A9 A 4R AR 55 R 45 rh XU < Bk
- RREEMAE W AR SR IRE BV FrE W& KER.
- RIREEFTRE W SBUE R IREC B 5 H R BRI AR SS M 45 B < BR o
« VPC & T KA & A R EE X RS M & o
« VPC KT R A & Al U BR A i T S5 BRSSP 4% Y R BX .
RAEGIEXBRNIKS FTEEMRSMEMN VPC ZHEI KB,

K HRE

« ERETEMREMNRGEZIRSIAREE

« ERE R BEEUE 5 MRS W 4% R B Y BR 55 20 R IR B B AV < BXo

« SHEBENMEFAE A AR MRS W 4% 5 RS R REIE < BT A < Bk

- ERETERZERSHRSES MU AENEREENAREER S,

- EAETUEREHZIRS M &R A RS KB R IRE B XEK.

- ERAETURBRSRAREESHZRSMEEKEK,

- ERAETUEIERERSMENFAAE VPC KB,

« EREFLUR VPC SR ERSE ML KREK,

- HREREIUEERSMEXER VPCs BIXEX,

- ERAETNGIZRSME VPC LipgT R, FHER VPC EEFHZRIZME,

« ERAERERREMNNVEE VPC EEFH SRS E M GIRZVRSME VPC LixT Ko
HERSHNERETERRS SIREABRIRS WL KB,
HERSMENERETEXRIFEEAAN VPC SRS
HERFREENEAETERRREESMNTRENRSMEAXEK,
HERSWEZAERELEZXRBEANTHAN VPC RS AREE.

« HRETUUHREMNAZNERS. BRSNEHAREE.

« MRANKREBEHERERE | MERE T EFEKRE,

BIK PS4

XA ENEREXN A ZNMEMTREN | XEREFED AWS CloudTrailid FHNEK - E4.
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CreateServiceNetworkResourceAssociationBySharee

SR B8 5 H Z S0 iE CreateServiceNetworkResourceAssociation BT |, &KIELASLARFTE
Z, MRAAERERREE K NZEHFEAEARSFNENTEE. WRBAAFRERSME ,
NZEHNEEARBREENFIES,

CreateServiceNetworkServiceAssociationBySharee

SR B 5 =5 {KiBCreateServiceNetworkServiceAssociation IR} |, RIZASEAFFEE, 0
RARASHEZRS , EHNEEARSNETESE, MRFARAFREZERSME , IEHFE
EARSFAIEE,

CreateServiceNetworkVpcAssociationBySharee

S ORGH 27 B BT H Z RS M & LY CreateServiceNetworkVpcAssociationBt |, Ki%ELL KPR A
&

DeleteServiceNetworkResourceAssociationByOwner

M SR PT A & DeleteServiceNetworkResourceAssociation 5 ZE LA B IER K IZLXBATE E,
MR BAAERERREE , N ZEHEEAEALARSNEXRBENEE. MR BAAERERSME ,
NEHFEEARBERENEE,

DeleteServiceNetworkResourceAssociationBySharee

M SGE B 5 1 S4B DeleteServiceNetworkResourceAssociation BBt |, KIXASLEFRAE
Z, MRAAERERERERE K NiZEHFEEAEARSFNENTEE. WRBAAFRERSME ,
NiZEBEHNEEARBREENFES,

DeleteServiceNetworkServiceAssociationByOwner

Y SR AT & DeleteServiceNetworkServiceAssociation S ESLEIER KX LR EE, R
WRABHEZRS  NEHFNLEELARSNEXBKMEE, MRARAFREZRESNE , NEHT
KRIEA RS RBFTEE,

DeleteServiceNetworkServiceAssociationBySharee

SR B 5 =0 kB DeleteServiceNetworkServiceAssociation R} |, RIZELSSAFFEE, W0
RARASHEZERS K NEHNEKEARSNERESE, MRFAAFREZRSNE , IEHFA
ELARSFIEE,

DeleteServiceNetworkVpcAssociationByOwner

SRR B BN L Z RS WM& LY DeleteServiceNetworkVpcAssociationft , ZELHEAFTE
&
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
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DeleteServiceNetworkVpcAssociationBySharee

S OROH 5 B B H E RS MK MY DeleteServiceNetworkVpcAssociationf , K%L SSRFTAE
&

GetServiceBySharee

HEREEFREEAHRZRS FAGetService ARt , RIXLZAKRAEE,

GetServiceNetworkBySharee

WM AHBREE TR ZRESMEM I GetServiceNetworkB) , KIZELSSEFREE,

GetServiceNetworkResourceAssociationBySharee

M SRH R B H Z 3Lk iEGetServiceNetworkResourceAssociation Bt |, KEL LA E., W
RAAERERRERE , WZBHNREERSNENMEE. WRBAFHEBRSZME , NiZ=E
HRREAEREENFIEE,

GetServiceNetworkServiceAssociationBySharee
USGH B E S/ ZAAGetServiceNetworkServiceAssociation A lY |, ZIEAZEFIEE. R

BWABHEAZERS  WEARREERSNEREE. MREAFHEBZBRSIME , NEFFRE
LRSFREE.

GetServiceNetworkVpcAssociationBySharee

L SLGE 2 B B H E RS M &MY GetServiceNetworkVpcAssociationff , ZXAKKFTEE,

LA 2 CreateServiceNetworkServiceAssociationBySharee EHM RHIZKE,

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown"

I

"eventTime": "2023-04-27T17:12:467",

"eventSource": "vpc-lattice.amazonaws.com",

"eventName": "CreateServiceNetworkServiceAssociationBySharee",
"awsRegion": "us-west-2",

"sourceIPAddress": "vpc-lattice.amazonaws.com",

"userAgent": "ec2.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"additionalEventData": {
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetService.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetwork.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkVpcAssociation.html
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"callerAccountId": "111122223333"
I
"requestID": "ddabb@a7-70c6-4f70-a6c9-00cbe8a6al8b",
"eventID": "bd@3cdca-7edd-4d50-b9c9-eaa89f4as7cd",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VpcLattice::ServiceNetworkServiceAssociation",
"ARN": "arn:aws:vpc-
lattice:region:123456789012:servicenetworkserviceassociation/snsa-0d5ea7bc72EXAMPLE"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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VPC Lattice & A T Oracle Database@AWS

VPC Lattice 1 Oracle Database@AWS(ODB) #J AWS £ ERFZEREMIFF , HREF{LT ODB
PEFANEBEBE 2 RIRYIEE. AWS VPCs 1 T XHFiXMiE#E , VPC Lattice KREEE T LA TR ¢

BRIABRSS P 2%

BRINBRESNEFERAREAE default-odb-network-randomHash
ZRIAPR S ) 45 i =

It AWS B IFRB B ™.
AP S

BEMxFERGEAYE default-odb-network-randomHash

VPC LatticeX#F AWS EERSERK , I SEHODBMENIEEER. BIANBERT , Oracle =EARE
& (OCI) Amazon S3 EEZ M4 T B ARS. B LUEERS A Amazon S3 B B REE 1/ B R,

Bl ODB MEjg , B LMERAREE SEER AWS Management Console &R, AWS CLIEA T R4l
WHHHET ODB MEHBRIAEE SRR ZRSE M E A eeif B N E M H b 3R

aws vpc-lattice list-service-network-resource-associations \
--service-network-identifier default-odb-network-randomHash

32
ARSI
LA 5EZEEIER FVPC Lattice Oracle Database@AWS :

« BFEMER VPC Lattice BLERRIARSZ ML, BMSMELIRT K, BRERMXIEM ODB HEE
Fo EMIBRIXLTM | EHIBRER ODB MEREAIXTE LK.

- BFimARETE ODB MR IEEEK. ODB MEZNNEFin ( HIAER VPCsEF iR ) TTEME
RXEIEERMRITIF S3,

« 8FEEES VPC Lattice BLERY ODB M4 2 AR MFEE E K

« Amazon S3 WFTEREFHEIRIAWRFZNELIHET R , HFRERNFBREIRELESE, BXESE
B | #SH VPC EHEEEN,

« Oracle Database@AWS £ E £ KT WEE /Nt FE Ao
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https://docs.aws.amazon.com/odb/latest/UserGuide/what-is-odb.html
https://aws.amazon.com/vpc/lattice/pricing/
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- BRI NUGEREAHMRS NE —HEEVPC LatticelRIEMNEIR. B LEHM AWS K AR
HERURS MG , HERIANEFRMIFHLIRT R, VPC KB, VPC Lattice BRS5 MR IR

« VPC Lattice EELUTNPRF 8EELE Oracle Database@AWS # iR :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowODBEC2andLatticeActions",
"Action": [
"ec2:DescribeVpcs",
ec2:CreateTags",
"ec2:DescribeAvailabilityZones",
ec2:CreateOdbNetworkPeering",
"ec2:DeleteOdbNetworkPeering",
ec2:ModifyOdbNetworkPeering",
"ec2:DescribeVpcEndpointAssociations",
ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints",
"ec2:DescribeVpcEndpoints",
"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation",
"vpc-lattice:DeleteServiceNetworkResourceAssociation",
"vpc-lattice:GetServiceNetworkResourceAssociation",
"vpc-lattice:CreateResourceGateway",
"vpc-lattice:DeleteResourceGateway",
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"
1,
"Effect": "Allow",
"Resource": "*"
1,

{
"Sid": "AllowSLRActionsForLattice",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
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"iam:AWSServiceName": [
"vpc-lattice.amazonaws.com"

]
}
}
}
]

}
E& A VPC Lattice Oracle Database@AWS , IR IWEZE VPC Lattice FHIRFZ M S, BRFMLE
KEAFBREM X,
FH

- the section called “Oracle =E A%t (OCI) Amazon S3 £ E & 4"
« the section called “Amazon S3 17 [A] X fR”

« the section called “IF R FMHE = VPC 3k B =4k~

Oracle =EMi%HE (OCI) Amazon S3 FEE & 1

L& B2 Oracle Database@AWS FIEERT , VPC Lattice 2812 — /& odb-managed-s3-
backup-access NN BRRE. tEREERTENKIEEES Amazon S3 #J OCI RE& M , HHX
*#5 OCl| #i5# Amazon S3 F#EHIERE, ODB MM S3 Z AR EKIZEFRESEFF Amazon M
%,

Amazon S3 7[R X R

BT OCl TE R E Amazon S3 24 , BIETABIEIEESRERK , LM ODB ML A Amazon
S3, HEfEH Oracle Database@AWS MK LLE i Amazon S3 Access EEE M AT , VPC Lattice &
FEERIANRSZMBZodb-s3-accessHERE—NE NN EREE., ZAAEALRERKGR Amazon S3
LHEEZECHER , BRETEENZORME, BB RM S M IIERMERE D RI24,

LA 2 Amazon S3 Access HEER M EZEIN ;

« IRHABEN ODB MERIZE—1 Amazon S3 Access IEEE K.

Oracle =EMi% i (OCl) Amazon S3 EE & 91


https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateway.html
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o XMIEEERNATMN ODB M5B Amazon S3 , T FEEMERIABRS ML R E A VPC X B AR
EZM KLU T 2 151E Amazon S3,

« BIEBRIAFE AWS XY S3 &,

B B8 Amazon S3 Access FEBE K

FEAUT 5B A Amazon S3 Access IEEERK :

aws odb modify-odb-network --enable-s3-access

RS BRI R TR 2

&R LAE A ODB APl E X S M IRIERREE , MNTRIP XS S3 FHMHIEE. T RAIRERTFHIEESL
LMEMNETE S3 FREMATTIRINR,

{
"Version": "2012-10-17",
"Id": "Policyl1515115909152",
"Statement": [

{

"Sid": "GrantAccessToMy0OrgS3",

"Principal": "*",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::awsexamplebucketl",
"arn:aws:s3:::awsexamplebucketl/*"

1,

"Condition": {

"StringNotEquals": {
"aws:ResourceOrgID": "o-abcdl234"
}
}
}

/8 A Amazon S3 Access IEEERK 92
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® Note

/8 ODB & &£ M AT aws : SourceVpcaws :SourceVpce , S3 FERBRIER X,
Maws:VpcSourcelp&Hi,

WRMEE VPC kK|l Es:E

$EE T EL VPCs £/ VPC Lattice /&R ODB MAEREIRST. RFEMEME K, XLEERET S
VPC LatticefR IR IARRST M 48, IR PO f AR S M & K i 11 AR R .

5 IR VPC 3B BRI RS MR IR

ERRHEMSE , BREREREEAZENRS A FRRKIMIARSME, ODB MEHRNEiHm A
LA IS BR 1A BR S5 P 48 v = 177 7] AR 55 B R

EEEIN
DLTREEIHEM VPC XBESS/AHWEEEIM

o BATLAE AR M BRI AIRS ME LR T =, VPC KBk, VPC Lattice ®RMERS , B sefEkA
VPC Lattice 13 ODB ME i EHN EIR. XLEXTBEL#TEE Oracle Database@AWS APIs,

BT VPC kBB HZEM ODB ML

BRI LEHMEF VPCs, IKFHAEFHZER ODB MEARK, BE , THEAENTRCIER
REE, FREESAER ODB MANMINRIRMK. AR , B URRREENRIARS MEHEX
Bxo

HiEF VPCs X AWS Ik SRAZERSNENEZFF TLUES B HWREZMELET R VPC KBk
HRXLERFE, BEREZER , BHSH the section called “BEEREK”,

EEEIM

o BB ODB MEXRFMERNET IP WRREE,
« VPC Lattice 7% OCI N2 & P ixiH R & #; (SCAN) {dTEF DNS,

BRIMAZ VPC ¥l B x4k 93
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Amazon VPC Lattice v &£ 4

TEEAWS REFZE, fFANAWS FF , BAUZRT TN REARSHLZEHRBEALNERMHY
BRBAE R OMMLZREY,

BHEHEP RN IEECTHEMER FNRBNES, TEAEEXNFEBRAIZHNZEHENzINZS
%

. ER% — AWS RFRPESFIEST AWS RS H BRI AWS Cloud. AWS EH BB E T Z
SEANBS. ERNAWS SR AR R AN -89 , E=HFIHTESNAMRIT
RINZLMNERME, BETHREATF Amazon VPC Lattice WAMItE | BSHAWS HAMitRIX 5
WEERAWS SR MR,

. ERRREM | FARSPX BTN ERSE LNATRTEN, SIEENEERENE , 25
EHBEN BB, SATNERURE RN EEEN,

RN F B IR T AR VPC Lattice RN A S BRERN, UTEFRTT MAEKE VPC
Lattice , BURRENEZEMMEMEB IR, LEFZ2IMAEREME AWS RS , XERS AP ER
EMNRIPERVPC Lattice /RS, IRFMEMEREE.

AES

- BEENVPCHKIEZE RS H AR

« Amazon VPC Lattice F1HIEIER I

« &M T Amazon VPC Lattice K & 12 # i ia & 1E

« Amazon VPC Lattice &M ERE

- FREOLKET 2i5E Amazon VPC Lattice ()AWS PrivateLink
« Amazon VPC Lattice #9584

- Amazon VPC BB EM LS

EEWVPCIHE B RSB H B AR

ZRINERT |, VPC LatticeRREH , F 82470 85 T 12 45 175 (] 1R LL IR 53 71 4% TR B i LA I 6 P VR L
VPCslRFZMBREE. BALIES VPC XEHRSMEXRAEE VPC KT [RIAEKRS. T2k,
FER, B LMERAWS Resource Access ManagerBlk il R HERSE ., RREE MRS MWL,

VPC Lattice I2fit 7 —MEZR |, LB AT LIFEM KB ZNEKHE defense-in-depth KB
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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« B—F — k%, RR. VPC M VPC KinTi RERF ML KRE, VPC AJUEEXEKHET VPC
LR T RIERFIRS ML, MR VPC REEFIRSME , N VPC FHF i & 15 R 5 RS W
BRI S N R REE,

« BTR — BREMENATEMERLZERY |, flNLEENMMNE ACLs, BEFEMAXL , B RTF
BE VPC HBEEFIRE , MR VPC REVFMEE iR,

« E=F : A[i&M VPC Lattice BiFKM, LA LUSRIIEMNATREMENENES., BE
fREME LR BIEREHNEREERRRE , AZTHENERN. flW, NAFRE AWS
Organizations P4 EALA LML T RIENER, N TFRFEIINEIULRE , REAMEEBEXREA
PIERE | SR IR BE L 7E BR 35 P 48 4% 3l R AR B9 REL R R A R B PR i 1t

® Note
RS M4 L & HRIFRBERERTRSMEPHNEREE.

T R &l 75 &
o KOUFSRHE
« Beif

« M4% ACLs

5 B 01U SR A2 &I X VP C e id B R S5 #Y 175 1)

VPC Lattice WiERIEZE IAM policy XA, AU EMMEIRS M ERRS , SEHEEEARRE
LURR — ARSI EIRS . 2877 DU — NG IE 38 g B 0 2 S8 B2 &1 7 B 9 BN BRSS M B S AR S

® Note
RS M % LM & BRI R ERTRSMEPHNEREE.

RIFRBERET IAM ET S HNKRE. IAMETHORREHMNE IAM AP, 4586 , FEUXLE
540 ] DAY WRLE BRI AT MR LE R 4. IRUESRREBY DB ARSS MBRSS W &%, BEERNAT , RIERMMET
BONKEBRBREERLAARTEG. AXESFEE , B2H BN THEFE,
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BRILAER AWS CLI MiEHIAEE. AN, ENSIMBRRSTRSME LN S HRIERE, R, &
MR B DRI REER |, RSB/ LM T EEERE, FAN AWS CLI, FEAZNTEBHKX
g, BALERMABRNRIANXE, , b AU --regionsHsHs—RER,

AFS

- RUERBTIWERATER

« BUFRBEH RIFER

- AERIEREBTEANSKER
« BEE (RELRWIE ) &

o TBIRIE SRR

- B IERE

EFREARIERRE  FRRUTIEEER TRSMENKRIERK, X TETENATHBRSH
FERHMEHNR , EUNERERENRS LIRER IR,

156 A 960 IE SR W B T A AR 55 U £ B9 15 1)

AR AWS CLI & R R AR B A RIEREEEN RS MENIHRNR, BXxERARG AN
BH , 1§21 VPC Lattice FHIIRSE ML,

5

o 0BRSS 4 AN DB AIE R B
- BRSMEABRIUIRT
o MARSS P48 i BR 36 IE 5% g

0] R 55 P 48 778 DN 362 11 2R A&

BREBAT ST AWS CLI 8

- 5 IAM ERZSME LEE AR ES],

o HRSMERINKIEERE, DRTRNMBIERR  NWAAEREEFWRBIIELS 5B 4R,
=3 i a) 42 ) H [0 357 AR 55 P 4% 78 hn 38 AE 5K R

1. BEERSNRELESABRES , FRSMEESFERARIERE , BEEHAEE --auth-type £
F{EHN AWS_IAM HY create-service-network 5
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aws vpc-lattice create-service-network --name Name --auth-type AWS_IAM [--
tags TagSpecification]

WRMT , ZTRRERCT AT AR M.

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

2. f#H put-auth-policy 5% , IEEBEEHEPRMEIEREH RS ME ID , AR ERME KL KK,

Blan  FEALTHSHRID R sn-0123456789abcdefo B BRSSP &0 B IS IE K HE o

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

£/ JSON tIBRENL, BEXEZEE , BEH RIEXBINEATE,

MRKY , Z S FHRERUT A TARNAH,

"policy": "policy",
"state": "Active"

B3 A5 R42 5 @A AR S5 P 48 78 D03 UE SR A

1. BERSRE LERAHRES , FREMEEBEARIERE  BFEHAEA --auth-type £
F{EH AWS_IAM B9 update-service-network i

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type AWS_IAM

WMRMT , R TFRERCTUATHREN G L.
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{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

2. £/ put-auth-policy 8% , IHEEEHEPRMB IR RS ML ID , R ERMNAYR UK,

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

£/ JSON Bl RBENL, BXREZEE , FEH RIEXRBTNEATE,

WMRMT , R HFRERCTUATHRENE L.

"policy": "policy",
"state": "Active"

BRSSPV UESR Y
EZEF AR S5 P 4% 1Y 30 U SR B

FEHER --auth-type IETIF{EH NONE B update-service-network i

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type NONE

MRCEEEBXRBHRIIRE  BFEARN --auth-type B ERN AWS_IAM ZETHH T,
MBRSS ™ 2% FP A Bk 56 11 3R B
E BRSSP 45 P BR 56 10E 3 B

£ A delete-auth-policy 55

aws vpc-lattice delete-auth-policy --resource-identifier sn-0123456789abcdef®
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MRAEFIRS AN RIERBERN NONE 2 SRR | NERA KK,
i R BT SR R HE K RS 0 V5 )

LN AWS CLI SRR R NAER B R RIERBEEXN RSN RINR, BXERHZESAMRA
&2 VPC Lattice PHI RS-

5

o 0] AR S5 AN N UE 5K A
- EURSHERUERE
 MBRSS b i BRI E 5% B

(] BR 55 778 DN %% 1E 5 B

BRBUTHSER AWS CLI A -

- A IAM ERSS LB A REE,

« MRS AMBIEREE, MRFRMMNBIERE |, MR RERFREIEL T RE IR,

B3 A R 42 8 F @ 3 AR S5 78 0B UE SR A

1. BEERSLERpRES  £RSEBEARIERRE , FEAESR --auth-type BIHER

AWS_IAM By create-service i

aws vpc-lattice create-service --name Name --auth-type AWS_IAM [--
tags TagSpecification]

WMRKY , Ze S FHRERUTUTARNA

{
"arn": "arn",
"authType": "AWS_IAM",
"dnsEntry": {
b
"id": "svc-0123456789%abcdef0",
"name": "Name",
"status": "CREATE_IN_PROGRESS"
}
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2. £ put-auth-policy % , IEEEEEFRMB IR IRS ID , ARERMYK UK,

Bl FEALTHESNEER ID svc-0123456789abcdefo MRS B2 B 1956 i KB,

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json

£/ JSON BIZREEENL, BXREZFEE , FSH RIERBTNEATE,

WMRMT , R TFRERCTUATARN @ L.

"policy": "policy",
"state": "Active"

B3 R 5 B2 6 H @A AR S5 AN R SR R

1. BERSLBRGRES , FRSESEARIERE  BEHAESR --auth-type IEMAE R
AWS_IAM B9 update-service &5

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-
type AWS_IAM

WMRKY , R SRHRERUT AT AR,

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "svc-0123456789%abcdef0",
"name": "Name"
}

2. f#£H put-auth-policy ar %5 , IEEEEHPRMBIEREA RS ID , URERMA KK,

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy. json

£/ JSON Bl REEENL, BXREZEE , FEH RIERBTNEATE,
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WMRKY , ZHRHRERUT AT AR,

{
"policy": "policy",
"state": "Active"

T RS BT R
B3 A RS 9B S 0

FEHER --auth-type IETIFI{E N NONE B update-service 5 H o

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-type
NONE

MRCEEEBXBHRIERE , BFEARN --auth-type I ERN AWS_IAM ETHH R,
MBRSS A il BRI& VIE 3R A%
= MBRSS 1l BR 3 AE 5% B

£ delete-auth-policy # 5

aws vpc-lattice delete-auth-policy --resource-identifier svc-0123456789abcdef®

MREFRFSHHRUESEBE RN NONE 2 AIMHIBRIIEREE , MERES KK,

MRBARIIRE  ZRIIRKEENRSAHBLERIEMNER , MNERESHEMERBSLRITEE
BAZERA 4 (SigV4 ) ITENBREREE. BXEZER |, 551 SIGv4 K5 KIEFR Amazon
VPC Lattice iR,

RIERMEANERATE

}EE VPC Lattice WIERBEFTANIEEE IAM REEHE. BXEZEER , S0 (AM AFERE) F
MET SR REEME T FIR R

BRIIRBEBEUTTE

« E AT TRETPIHNRENTRNAZRRINARERF. ERIERED , TAZEWILRRA IAM
K&, EMHREN IAM REZERIE , LERHERRIARE (WRSNEFHRS ) RHER,



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html

Amazon VPC Lattice AFiEmE
EXRREETRENERPEETR, ERATUNESEKS, AP, A6, REAFH AWS BRSH.
BREZER , BZH (AM HFiERE) Hl AWS JSON KRBT | E14&,

« R BEEHERBERENHYR, ETLR Allow 5 Deny, BRINMERT , HEEH 1AM
ERFHRS M LEAHREG R , EAETNE RS RS MK HIER,

o BE-ERTFRIELNRAIEE API B4E, VPC Lattice Z#FFEHvpc-lattice-svesaIERIRE,
BXEZEER , H5R (RESENSE) F8 Amazon VPC Lattice RS E X B R 1E,

- BR SREZ MRS,
o M ZBERTAEN., B LERTEIRZEFENEBANER, EXEZELE , 530 (RESER
2#) iy Amazon VPC Lattice FRE Y &4,

EOEMEBR IR , BAIseFLEA |IAM Policy Generator,

BEX
JSON HHERBAFESRITHRET,
IO RBEHY R IRIE

BA BT E - MNRIERBEKRRFNSERRNAE , ZREERER <serviceARN>/<path> &
NEYCEIZRM , HX Resource TREHITRHRE , WA T RAIFT R

73N Al
HTTP + "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/

rates"
 "Resource": "*/rates"
 "Resource'": "*/*"
gRPC * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/GetRates"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
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v T~

vice/svc-0123456789abcdef@/
api.parking/*"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/*"

*t <serviceARN> EF LA Amazon BREF ( ARN ) BIRE :

arn:aws:vpc-lattice:region:account-id:service/service-id
flan
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdef0"

AR R ERRFRAR

BRI MR Conditon TEHPMFZMR , TR —FEFIHE, SEFHGRESTATIIMG , B4W
RFPAREREANRLEEZRAE 4 (Sigvl ) EEERERZE. FHERBXH KIE,

AWS IR T TR TG GENENEFBFRMR | flilaws:PrincipalOrgIDfaws:Sourcelp, E
BEL AWS BEHRIIR , B IAM AFERPIAWS £ /FEM4 ETFEH,

T&RIHET VPC Lattice &8, EXEZEE |, BSH (REBENSE) FH Amazon VPC Lattice
e E S

S iR ANl EATER JEAT
( REK gRPC ?
iE ) @A
52

vpc-lattice-sves:P  BRAHBERHRFZwARK 80 X =

ort 1% A

/4% POST

fim

vpc-lattice-sves:R  REBERMWAXMFEFRN  GET
equestMethod PR
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Amazon VPC Lattice

RAriEmE

e

vpc-lattice-
svcs:RequestHea
dexr/ header-name :
value

vpc-lattice-
svcs:RequestQue
ryString/ key-
name: value

vpc-lattice-svcs:S
erviceNetworkArn

vpc-lattice-svcs:S
erviceArn

vpc-lattice-svcs:S
ourceVpc

BB SRR K PR K B H5-

{ELXY 76 38 17 (R AX PR

RiER URL P EIRZER

FR R (B I 2L 13 [R) AR PR

BEEBERNERS , &

BRSSP 45 HY ARN Fifik i
]

B B UE SR Y AR S5 RY
ARN FFi&17[7]
BRRHERB VPC ik
77 R £ PR

] EATES
( REH
i ) B

K2

content- X ¥
type:

application/

json

fim

quux:
[corge,
grault]

arn:aws:v X
pc-lattic

e:us-west
-2:123456
789012:se
rvicenetw
ork/sn-01
23456789a
bcdef0

arn:aws:v X
pc-lattic

e:us-west
-2:123456
789012:se
rvice/svc
-01234567
89abcdef0

vpc-1a2b3 X
c4d

EAT
gRPC ?

o

o

o

o

WO IE R
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S iR Al ERATE®R ERT
(K2  gRPC?
iE ) @A
5?2

vpc-lattice- &BAEHERE VPC BV 123456789 X =

svcs:SourceVpcO B 0K 7= 5% 3% 177 (7] #X PR 012

wnerAccount

EBf ( REWIE ) F4&

EEZERARENERALEEZMZA 4 (Sigv4) £F AWS FR B T ERSMEMRERN VPC AHKRBE,
MRBAUEREE RV, BREAASERSMNEPHIRS K EARELBIEAIER,

156 TIF 5% R
UTRERBHLIBUMN F 4K HFROE UK RO,
FRE ROIEREA Zus-west -2t X H T EE MK, IDs
1 BRESTE AWS ALXT RSB[R

LTRIERMERAEEALERIENFERRFNR , LiFEZKEEANRSMNEHNEFRS. B
=, BRYFREBETREFIEEN AWS BLANEIEA

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": [
"o0-123456example"
]
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}

2 BRESE IAM B B3RS R 17 ]

LT RIERBRAIREMELBRIENERR TR , ZEREH IAM B rates-client X
Resource JTEFAEEM RS K H HTTP GET #BK. Resource Jt3& YR R 55K B M b0 2 B9 Br 5548
i

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:role/rates-client"
]
1,
"Action": "vpc-lattice-svcs:Invoke",
"Resource": [
"arn:aws:vpc-lattice:us-west-2:123456789012:sexrvice/svc-0123456789abcdef0/

1,
"Condition": {
"StringEquals": {
"vpc-lattice-svcs:RequestMethod": "GET"
}

Ml 3 : REIGE VPC FEATRIER E 4R RS
LTI R B ROIX AR E VPC E4E (VPCID 7 vpc-1a2b3c4d ) AT RIEHIER,
"Version": "2012-10-17",

"Statement": [
{
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"Effect": "Allow",

"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:PrincipalType": "Anonymous"
I
"StringEquals": {
"vpc-lattice-svcs:SourceVpc": "vpc-1la2b3c4d"

}
}
}
]
}
BN ITERE

HVPC Lattice [R5 EE KA , AWS ITRIBE—BITMEAAHEXNVNRER , MBERKINER
BLZER, ERNEEYP , RE2IEER LT XHFEANAE IAM 2T 5 438 SRR R #E
AMINER T , SWUEREN AWS_IAM Bt , 2BRFIELFAFER. ABAXKBEHEX R IPRESRIRIA
=8

B aE

« WEFIEMEXH IAM BT 5 47 19 R0 M50 UE K BE
o THEERRYRBEEE
« BIEEREG (W IAM AFHAE ) REEERMNERSFEHNKSHITRE, MRZXEHBEE allow
B, W AWS R FRFITEN
« BIERSMNENBRIERBERE A ER, MREATHHRIERE , EXFHE allow 58 , I
AWS FXERBITREN. MRBEAAVED , HERIEREH NONE , WA FLE,

- BIFRSHRIERBRBAFIER. IRBATHFHRIERE , BRXBFAHEMN allow 583, NI
AWS T ERFITRN. MRBEXARTFIEF , HERIEREN NONE , MIITRIDRREHKLE
RE Allow,

- EMREHANENIELHEREM T,

TEERENIER. REFERN , BXEBATRELERBRLERS.
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Auth Type =
AWS_1AM

¥

Collect all
relevant policias

Final decision
is Deny
[deny invoke)

Is there an
explicit Deny?

Final decision
is Deny
(deny invoke)

Do all policies
explicitly
Allow?

Final decision
is Allow
(allow invoke)

FERZLHEES| VPC Lattice PRIFRE

AWS Z2A R HERP A | BHEHXRNEZAWH ENERE, BB VPC Lattice , & LA6I 22
ZEEHFEDELA R VPC EZRRSMER VPC KB , N RER RS M &SR KR L
2R, MBEFEA VPC Lm0 VPC EZEFRFZMLE , MBAILAR VPC KinTT R oBEZE4d,
B, WAL ZEE P EA BN ERENX , LA TFHREN VPC AR RIR,

A
- BEARYE

o ZEEMN

- BB VPC XBWZEA

0
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RERRII&K

VPC Lattice RIEERRIIK , HPIFIEEARSMEXREKBET VPC REFEN VPC EEZR
FMEE , ATER VPC RKEEMEMHAMRER IP thit, EIEAL IPs B MABEER , ELRT
FIEREARY IPs N HLEERR. IPs

B LV ELZSAHMNAF S| H VPC Lattice TERIZRIIFT, LBREATFRENETFIRRL , 23 VPC
Lattice BRZM 4% , 7@ VPC Lattice FRSS B #5.

Bl , BRREEEZEALD (BPHN ) XF— EC2 ZFEMN BFR (us-west-2). HBAIMELHIZ
SERM—ZHN |, RFRE VPC Lattice FTEERBRFIRM AL HTTPS 15 |, LUMEZXHHE VPC
Lattice SRE AT ARR LA, MRENZLAPRBRAAEEMA A , WA LA 1L VPC Lattice 7
EUAWEAFRERILESH,

VPC Lattice BWIEBERIRIIKRBHUOT -

s com.amazonaws., region.vpc-lattice

* com.amazonaws., region.ipv6.vpc-lattice

BXEZEE , 550 (Amazon VPC A HEE) HHY AWSHER IR SR,

Windows F1 macOS & F i

VPC Lattice B4R SR P At REEFR A Mt It FI R AT BRI NG i, MREMNIXEE FimiERET
VPC Lattice , MIAMEFHEBE , UEFEENRINEKRTH IP it ELXFEZFFIHHNEE IP ik,
TREH Windows BEF IHEEBEN TS RAE , £H4169.254171. 02T ETRIIRF Mtz —,

C:\> route add 169.254.171.0 mask 255.255.255.0 primary-ip-address

LTRE#H macOS BEF BN S RE , Ed macOS BFi%169.254.171.0RFEE IR IIRFTH
i&iﬂ:z_o

sudo route -n add -net 169.254.171.0 primary-ip-address 255.255.255.0

NBRAUEFRSER , RNEBEWESEH VPC RSN ELX T RREBILEE, BXEZER , 5
¥ the section called “B ¥ VPC &g mxEk",
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ZEAMN

TitERELZEH , £H VPC Lattice BIFaFWWM AN VPC ZLABE, BETUBERIFINECH
ZLH,

/:'E = Elﬁ

« BEFWAEZEHANIEFEIVPC Latticey HILRE,

- BRI ZEAMNIZFEIM VPC Lattice B AMRE , BEETRRARERE,

« IREMEF VPC ZRIXRERAI L 2AMN |, 2 HHLE Fiumal A5 E VPC Lattice BRSSP 4%
o BRI HY 24 4E AR D4 M BRI Sk B B R A He Ik R &

NERM R B EIEER RN REHEERN H AN
EFERENERMIROEEIR , TR FF RO CIZEBEHAN | N EREES TR

B #r IISVe % OSEE AR
CIDR range for TCP 3306 AN IR K E
resource RBEARE

BRSSP VPC RERHVHEEE A MM N

EFERENF SRR VPCs M5 RSMEKXIRARS , LI MYTERE O IZ AWML |, ARG IE
LIR30 SVES

KR IV % OSEE y=3 2
VPC CIDR listener listener RIFRBEEFHWR
EIREEVPC

HEEHEAN |, SN EFFwREAFIRE VPC Lattice RYRE

RIANBERT , Z24HATMEHERE, B2 , MRZEEELHLHAN |, MAMAFHEREES
VPC Lattice BT & /EN M UTE5in A MY , MEFRF inEHI v LUEEZI S VPC Lattice RS M & < BXBY P
BRSE. SaLU@iEs| A VPC Lattice WETEFIRM ID KA FLRE,
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B #5 i % O35, R

ID of the VPC listener listener RFXRBEFFIHNR
Lattice prefix EZFFRaEEVPC
list

HEALH , XM VPC Lattice Fi M@ B #r3E IRV RE

HFHREXE VPC Lattice, At BT EERNEFmLZSEAREBRTEANR. B L5 H VPC X
BHBIZSIFRM 1D,

SRIR 173N % 038 Bl ER

ID of the VPC target target AR¥FM VPC i B 3
Lattice prefix BiFrHRE

list

ID of the VPC health check health check AFM VPC ¥ 2 F|
Lattice prefix B ETRRRE
list RE

BE VPC XBxW =424

FBALERAEE,. ANNEH VPC LW RZEHERSMEXRE, AWS CLI FAR AWS CLI, FidfE
BT HE AWS Xig BB X4 HIET. NREEEEFRNXEFETRS , TUANREXHER
RAXE , ESmT—EEA --region 2,

Fraazal , WINEEEEEFNIRSMER VPC HER VPC HEI2Z24E, AXESRER , B%5
59 Amazon VPC RIFEREHPHNEAZ S HEGRIFERE

EF A4 A ENE VPC BphiRing 44

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC %14,
2. HESMBEKFH VPC Lattice T , EFRSMHE,

3. EEERSMEEMUITAHFMAEERE.

4. £ VPC XRERIEI L | %261 VPC XBk , AFIEFRARM VPC KB,

XY T


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://console.aws.amazon.com/vpc/
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5. &HE—/VPC M&Z% 5 1M &24.
6. EERERFER.

EFERAEFAENAE VPC XBERNBEHREH

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMBEEFE VPC Lattice T , EFRRSME,
ERRSMREMUTFEFRAEERE.

£ VPC XRERETIF L |, EPXBNEEE , RAEROERRENRERSH,
BREZERMAMBERRZ LA,

ERREFER,

2 e

ol VPC XEXeTERARMEZ 24 AWS CLI

£ H create-service-network-vpc-assoc iation a8 %5 , ¥§E VPC XE# VPC B ID FMER ML £ A1
IDo

aws vpc-lattice create-service-network-vpc-association \
--service-network-identifier sn-0123456789abcdef® \
--vpc-identifier vpc-la2b3c4d \
--security-group-ids sg-7c2270198example

WMREY , R HRRERUT AT AR,

{

arn": "arn",
"createdBy": "464296918874",

"id": "snva-0123456789abcdef0",

"status": "CREATE_IN_PROGRESS",
"securityGroupIds": ["sg-7c2270198example"]

E&A AWS CLIAIA VPC XA EHL LA

£ update-service-network-vpc-assoc iation@s % , IEERSMNEN L L IDs A ID, XEZLAL
BEENXBNEIALRLH, BEMIREN , ELENLN—NEL4H,

aws vpc-lattice update-service-network-vpc-association
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--service-network-vpc-association-identifier sn-903004f88example \
--security-group-ids sg-7c2270198example sg-903004f88example
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« VPC Lattice *"XEERNEZ L., BMEKIE x-amz-content-sha256 #rk , HEIRER
"UNSIGNED-PAYLOAD",

Golang-GRPC

Python

HRBIES E 2 E TS BN EREEIEM BTN RS, NREHLEMBER | botocore ST
SBLRIEER | BAEFRER, BXESEL , #H5H Botod TR EIL,

EREbotocoreMawscrtHHE , BEEAUTHT. BXESZEE , 52 H AWS CRT Python,

pip install botocore awscrt

WMREIE Lambda LEITEFIRNARR , BEA Lambda ZREFIENER , AEFHESHELDN
HEDF,

HEUTREIF , EREECHERRSVFE,

SIGv4

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '__main__"':

session = botocore.session.Session()

signer = crt.auth.CrtSigV4Auth(session.get_credentials(), 'vpc-lattice-svcs',

'us-west-2")

endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'

data = "some-data-here"
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headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

SIGV4A

from botocore import crt

import requests

from botocore.awsrequest import AWSRequest
import botocore.session

if __name__ == '_main__"':

session = botocore.session.Session()
signer = crt.auth.CrtSigV4AsymAuth(session.get_credentials(), 'vpc-lattice-

svcs', '*')

endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-

west-2.on.aws'

Java

data = "some-data-here"

headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

RRGIRR T MAGER EELEERIITERER, NRHIEANRE AWS SDK for Java 2.x FIFRINE

IFRMEEE | NIERIIERNEIL, NREFEFAZSENEIERMRE , ATBAM AWS SDK for Java

2x PIEE—1, X ERT Java B9 AWS SDK RVFEN HTTPS HITAZ BN B AR, BETLY
REERF , UXFET HTTP BREZERAR
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package com.example;

import
import

import
import
import
import
import
import
import
import
import

import

public

software.amazon.awssdk.http.auth.aws.signer.AwsV4HttpSigner;
software.amazon.awssdk.http.auth.spi.signer.SignedRequest;

software.amazon.awssdk.http.SdkHttpMethod;
software.amazon.awssdk.http.SdkHttpClient;
software.amazon.awssdk.identity.spi.AwsCredentialsIdentity;
software.amazon.awssdk.http.SdkHttpRequest;
software.amazon.awssdk.http.apache.ApacheHttpClient;
software.amazon.awssdk.http.HttpExecuteRequest;
software.amazon.awssdk.http.HttpExecuteResponse;
java.io.IOException;

java.net.URI;

software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

class sigv4 {

public static void main(String[] args) {

AwsV4HttpSigner signer = AwsV4HttpSigner.create();

AwsCredentialsIdentity credentials =

DefaultCredentialsProvider.create().resolveCredentials();

svcs")

if (args.length < 2) {

System.out.println("Usage: sample <url> <region>");
System.exit(1);

}

// Create the HTTP request to be signed

var url = args[Q];

SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();

SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4HttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

.putProperty(AwsV4HttpSigner. PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4HttpSigner .REGION_NAME, args[1]));
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System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {

values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();
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}

SIGV4A

WRBIEEXN W INKBisoftware. amazon. awssdk:http-auth-aws-crt,

package com.example;

import
import
import

import
import
import
import
import
import
import
import
import
import

import

public

software.
software.
software.

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.io.IOException;

java.net.

URI;

java.util.Arrays;

software.amazon.awssdk.

class sigv4a {

http.auth.aws.signer.AwsV4aHttpSigner;
http.auth.aws.signer.RegionSet;
http.auth.spi.signer.SignedRequest;

http.SdkHttpMethod;
http.SdkHttpClient;
identity.spi.AwsCredentialsIdentity;
http.SdkHttpRequest;
http.apache.ApacheHttpClient;
http.HttpExecuteRequest;
http.HttpExecuteResponse;

auth.credentials.DefaultCredentialsProvider;

public static void main(String[] args) {
AwsV4aHttpSigner signer = AwsVé4aHttpSigner.create();

AwsCredentialsIdentity credentials =
DefaultCredentialsProvider.create().resolveCredentials();

if (args.length < 2) {

System.out.println("Usage: sample <url> <regionset>");
System.exit(1l);

}

// Create the HTTP request to be signed
var url = args[Q];
SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();
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SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4aHttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

svcs")
.putProperty(AwsV4aHttpSigner.PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4aHttpSigner.REGION_SET,
RegionSet.create(String.join(" ",Arrays.copyOfRange(args, 1, args.length)))));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();
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1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();

Node.js

A BIME R aws-crt NodeJS 4P EREEMER HTTPS HIZ R iE K,

EL¥ aws-crt @ , HEAUTHS.

npm -i aws-crt

WR1FE AWS_REGION IRET & |, AHIFFEH AWS_REGION IEEMXIE ., BRIAXIE RN us-east-1,

SIGv4

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http’')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

return crt.auth.aws_sign_request(request, config)
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if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>"')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data’', d => {
process.stdout.write(d)

)
D)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()
}
)
SIGv4A

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')
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function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

}

return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {

console.error(process.argv[l] + ' <url>"')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4Asymmetric;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigvéheader[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data', d => {
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process.stdout.write(d)

)
)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()
}
)
Golang

WRBIERZERT Go B Smithy KBB4 EEM G o RIZIES AHAWS SDK RABERZEZER, &R

PIFE Go IRAN 1.21 REBRA.

SIGv4

package main

import (
"context"
"flag"
"fmt"

io"
Illogll
"net/http"

"net/http/httputil”

0s
"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
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return nil

type stringFlag struct {
set bool
value string

flag.PrintDefaults()
os.Exit(1)

func main() {
flag.Parse()
if lurl.set || !region.set {
Usage()

cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err != nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}
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SDK

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigvé4a signer with specific options

signer := sigv4.New(func(o *v4.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

1)

// Perform the signing on req, using the credentials we retrieved from the

err = signer.SignRequest(&sigv4.SignRequestInput{

Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
Region: region.String(),
D)
if err != nil {
log.Fatalf("%s", err)
}

res, err := httputil.DumpRequest(req, true)
if err != nil {
log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n'", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err !'= nil {
log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")
log.Printf("[*] Response status code: %d\n", resp.StatusCode)

respBody, err := io.ReadAll(resp.Body)
if err != nil {
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log.Fatalf("%s", err)

log.Printf("[*] Response body: \n%s\n", respBody)

SIGV4A

package main

import (
"context"
"flag"
"fmt"
"o

"log"

"net/http"

"net/http/httputil”

nog

"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4a"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
return nil

type stringFlag struct {

func main() {
flag.Parse()
if lurl.set || !regionSet.set {
Usage()
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cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err !'= nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err !'= nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigvé4a signer with specific options

signer := sigv4a.New(func(o *v&.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

1)

// Create a slice out of the provided regionset
rs := strings.Split(regionSet.value, ",")

// Perform the signing on req, using the credentials we retrieved from the
SDK
err = signer.SignRequest(&sigv4a.SignRequestInput{
Request: req,
Credentials: creds,
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Service: "vpc-lattice-svcs",
RegionSet: rs,
1)
if err !'= nil {
log.Fatalf("%s", err)
}
res, err := httputil.DumpRequest(req, true)
if err !'= nil {
log.Fatalf("%s", err)
}

log.Printf("[*] Raw request\n%s\n", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err != nil {
log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")
log.Printf("[*] Response status code: %d\n", resp.StatusCode)
respBody, err := io.ReadAll(resp.Body)

if err !'= nil {
log.Fatalf("%s", err)

}
log.Printf("[*] Response body: \n%s\n", respBody)
}
Golang-GRPC

WREMERAERT Go HRIFIESHAWS SDK RALE GRPC BRMERE L, XA E GRPC RAIK

BiFEED

package mai

echo fRS5es — A,

n
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import (
"context"
"crypto/tls"
"crypto/x509"

"flag"
"fmt"
"log"
"net/http"
"net/url"
"strings"
"time"

"google.golang.org/grpc"
"google.golang.org/grpc/credentials"

"github.com/aws/aws-sdk-go-v2/aws"
v4 "github.com/aws/aws-sdk-go-v2/aws/signer/v4"
"github.com/aws/aws-sdk-go-v2/config"

ecpb "google.golang.org/grpc/examples/features/proto/echo

)

const (
headerContentSha = "x-amz-content-sha256"
headerSecurityToken = "x-amz-security-token"
headerDate = "x-amz-date"
headerAuthorization = "authorization"
unsignedPayload = "UNSIGNED-PAYLOAD"

)

type SigV4GrpcSigner struct {
service string
region string
credProvider aws.CredentialsProvider
signer *v4.Signer

func NewSigV4GrpcSigner(service string, region string, credProvider
aws.CredentialsProvider) *SigV4GrpcSigner {
signer := v4.NewSigner()
return &SigV4GrpcSigner{
service: service,
region: region,
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func (s *SigV4GrpcSigner) GetRequestMetadata(ctx context.Context, uri

credProvider: credProvider,
signer: signer,

(map[string]string, error) {

ri,

_ := credentials.RequestInfoFromContext(ctx)

creds, err := s.credProvider.Retrieve(ctx)
if err != nil {

// The URI we get here is scheme://authority/service/ - for siging we want to

return nil, fmt.Errorf("failed to load credentials: S%w", err)

include the RPC name
// But RequestInfoFromContext only has the combined /service/rpc-name - so read the

URI, and
// replace the Path with what we get from RequestInfo.
parsed, err := url.Parse(uri[Q])
if err != nil {

}

return nil, err

parsed.Path = ri.Method

// Build a request for the signer.
bodyReader := strings.NewReader("")

req, err := http.NewRequest("POST", uri[@], bodyReader)
if err != nil {
return nil, err
}
date := time.Now()
req.Header.Set(headerContentSha, unsignedPayload)
req.Header.Set(headerDate, date.String())
if creds.SessionToken != "" {
req.Header.Set(headerSecurityToken, creds.SessionToken)
}

// The signer wants this as //authority/path

// So get this by triming off the scheme and the colon before the first slash.
req.

err

...string)

URL.Opaque = strings.TrimPrefix(parsed.String(), parsed.Scheme+":")

= s.signer.SignHTTP(context.Background(), creds, req, unsignedPayload,
s.service, s.region, date)
if err !'= nil {

return nil, fmt.Errorf("failed to sign request: %w'", err)
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}

// Pull the relevant headers out of the signer, and return them to get
// included in the request we make.

reqHeaders := map[string]string{
headerContentSha: req.Header.Get(headerContentSha),
headerDate: req.Header.Get(headerDate),
headerAuthorization: req.Header.Get(headerAuthorization),
}
if req.Header.Get(headerSecurityToken) != "" {
reqHeaders[headerSecurityToken] = req.Header.Get(headerSecurityToken)
}

return reqHeaders, nil

func (c *SigV4GrpcSigner) RequireTransportSecurity() bool {
return true

var addr = flag.String("addr", "some-lattice-service:443", "the address to connect to")
var region = flag.String("region", "us-west-2", "region")

func callUnaryEcho(client ecpb.EchoClient, message string) {

ctx, cancel := context.WithTimeout(context.Background(), 1@*time.Second)
defer cancel()

resp, err := client.UnaryEcho(ctx, &ecpb.EchoRequest{Message: message})
if err != nil {

log.Fatalf("client.UnaryEcho(_) = _, %v: ", err)
}

fmt.Println("UnaryEcho: ", resp.Message)

func main() {
flag.Parse()
cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

pool, _ := x509.SystemCertPool()
tlsConfig := &tls.Config{
RootCAs: pool,
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}

authority, _, _ := strings.Cut(*addr, ":") // Remove the port from the addr
opts := []grpc.DialOption{
grpc.WithTransportCredentials(credentials.NewTLS(tlsConfig)),

// Lattice needs both the Authority to be set (without a port), and the SigV4
signer

grpc.WithAuthority(authority),

grpc.WithPerRPCCredentials(NewSigV4GrpcSigner("vpc-lattice-svcs", *region,
cfg.Credentials)),

}
conn, err := grpc.Dial(*addr, opts...)
if err !'= nil {
log.Fatalf("did not connect: %v'", err)
}
defer conn.Close()
rgc := ecpb.NewEchoClient(conn)

callUnaryEcho(rgc, "hello world")
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EEH. BYXZE— ﬂ’%ﬂlﬁlﬁ , S TLS Connection Manager £ INZFRERFER KMS 240, TN
ARFHRNEM ( TLS Connection Manager ) ¥t KMS Z4AH A EERAURIE , UBFRIEBPHFIE R
%8, TLS Connection Manager fEREHMMAEE ( X ) AEHE , 5 VPC Lattice REHNEFmET
RZEEE (SSL/TLS 218 ) -« HiEPF 5 VPC Lattice REZEUCHKREE |, iZBNIMA KK,

N RAGAEBIBRYS KMS B4R R AR |, RATBWEFERA PN Hupdate-servicem S MRS HE#
AWS Management Console =il BRiE+ AWS CLI,

VPC Lattice B9in& £ T X

MELETXR—ATMENREN , EFESAXRENMATERATHLANLETXES . AWS KMS
NEETNHAERMZERE , FFEAEREMER FHRIENBEURFLYE S HRIEN N,

IR TLS %4A 5 VPC Lattice 1 TLS Connection manager — &2 F A} , VPC Latrice IRSS I B #RfF
DEEATRAINBZHNMBE L TXH, BULEITESE CloudTraill BERWMEZE LT (0T —
TR ) HEF ACM BHEFH XEFR EDF , RIS MNFLEA A TFHA VPC Lattice B
%o

EMBHRIE  EERPEEHEEMNME LT X, VPC Lattice FEFTE AWS KMS INZREHFEHERH
I IRE | Hh B Naws:vpc-lattice:arn , E VPC Xl B RESHITL Z# FIREF (ARN),

THHRHE REEMEPHOMNZE LT, #l0 CreateGrant :

"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23¢c1234567890@ab"
}

W5# VPC Lattice BYINZR2R4R

HIBEVPCREERRSZHER AWS ERHAN , BALEAAWS CloudTrail RERERVPC Lattice K%
MiER. AWS KMS

CreateGrant
Y BF ACM IEHRME VPC Lattice RS ET , RESRKREBKIE CreateGrant &R , £ TLS

Connection Manager §E% % 5 ACM 1E=|%9€H3€E’J$A7E&€H
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B L fE “BHHAFIEE” PCloudTraillfiZCreateGrantiZE#E N EHEE CreateGrant,

LT Ri#ZCreateGranti2EEHH £ 18 FZH A RH CloudTrail E4id %,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"userName": "Alice"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-06T23:30:50Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "acm.amazonaws.com"
},
"eventTime": "2023-02-07T00:07:18Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "acm.amazonaws.com'",
"userAgent": "acm.amazonaws.com",
"requestParameters": {
"granteePrincipal": "tlsconnectionmanager.amazonaws.com"
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"operations": [
"Decrypt"
1,
"constraints": {
"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
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"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
I
"retiringPrincipal": "acm.us-west-2.amazonaws.com"
I
"responseElements": {
"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a0591438672413d48758",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
1,
"requestID": "bal78361-8ab6-4bdd-9aa2-0dlas4b2974a",
"eventID": "8d449963-1120-4d0c-9479-f76dellce609",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

ELEEMCreateGrantRlF | WENEBZAR TLS EEEERE , MR LETXEE VPC Lattice RS
ARN,

ListGrants

WAl LAE R KMS 2248 ID M1k~ ID RiBA ListGrants APl, XI55 RI2MHIEE KMS Z4AN B
BIEK, BEXEZER , 55 ListGrants,

FEAPMLLTListGrants# s AWS CLI ZEEFIARNRKFHAEE.,

aws kms list-grants —key-id your-kms-key-id
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"Grants": [
{
"Operations": [
"Decrypt"
1,
"KeyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Name": "IssuedThroughACM",

"RetiringPrincipal": "acm.us-west-2.amazonaws.com",
"GranteePrincipal": "tlsconnectionmanager.amazonaws.com",
"GrantId":

"f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"CreationDate": "2023-02-06T23:30:507",

"Constraints": {
"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}

EEERListGrantsRAIF | WERNEEHZ TLS EEEESR , MBHMRES VPC XEDRS
ARN,

Decrypt

VPC Lattice £ TLS Connection Manager 1 Decrypt BRERBRENILE R , MEER
# VPC Lattice RS 1RM TLS &, B UESHFA L1125 Decryp t P iZDecryptigE(E
ACloudTrail E##HITEE,

AT RiZDecrypti@EEHFH LB FHH RHI CloudTrail EHi2 %,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "tlsconnectionmanager.amazonaws.com"

}I
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"eventTime": "2023-02-07T00:07:23Z2",

"eventSource": "kms.amazonaws.com",

"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "tlsconnectionmanager.amazonaws.com",
"userAgent": "tlsconnectionmanager.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23c1234567890ab"

},

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "12345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde202-bala-467c-b4ba-f729d45ae521",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"eventCategory": "Management"
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VPC Lattice #FWIFREE , X2 —FE T HRARE , R EERHENRSMERRSHHR. BXRE
ZER  BSH £A S HRIFREEZEHIXVPCRE B MRS B 7 H

VPC Lattice B X #FE TR RN RREE , LMEE AWS Resource Access ManagerfE . &0 LU{EF
XEETRENREREFEESHM AWS KA RALWRS., FREEMNRESMEEZNNER, &
REZER | B2 LZEM VPC il Bk,

VPC Lattice B K B&IR/E
TRERIZE 2

£ 1AM policy iIBAH , BAUMNZE IAM BWEA RS R IEEEM API 84, XtF VPC Lattice , &
BLAT a8 APl #4Ed & : vpc-lattice:, #l#0 : vpc-lattice:CreateService, vpc-
lattice:CreateTargetGroup #M vpc-lattice:PutAuthPolicy,

EEEMEAPEESIMMRE  BEAESSE , MTAR :
"Action": [ "vpc-lattice:actionl", "vpc-lattice:action2" ]
BT UERBRMAEESIURE, Sl , BULIEEAHURNE Get FLNAAEERE , MWTAR

"Action": "vpc-lattice:Get*"
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IAM BURFEBAEE A TRFERAE ARNsIEERN BIR.

B KB Amazon BIEZF (ARN ) XEURTF AR, HERMHARN K |, FHALHNAREEEEE
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e BEITH

"Resource": "arn:aws:vpc-lattice:region:account-id:accesslogsubscription/access-1log-
subscription-id"

o {01YTER :

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id"

« TIRMX

"Resource": "arn:aws:vpc-lattice:region:account-id:resourcegateway/resource-gateway-
idll

- BIREE

"Resource": "arn:aws:vpc-lattice:region:account-id:resourceconfiguration/resource-
configuration-id"

o AW :

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id/rule/rule-id"

. RS :

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id"
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"Resource": "arn:aws:vpc-lattice:region:account-id:servicenetwork/service-network-id"
o RS MK IRSS <BX :
"Resource": "arn:aws:vpc-lattice:region:account-
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"Resource": "arn:aws:vpc-lattice:region:account-
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"Resource": "arn:aws:vpc-lattice:region:account-id:targetgroup/target-group-id"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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RPahEREfEe  RAEURAGE , EE2E30RIGREILE. AXURAGHNESESR , F5H
(AM FFisRE) MRS IRE IAM A6 (258 ) .

BT LAER AWS CLI 2 AWS APl FIIZBIRRHES, ARG , &0 LUER X LEIEHERB# TR
AWS, AWS BIUZHIBTERIGEFHES K MAREAKBHRZA. BXEZELE , BESHR IAM FH
5Bt & 2,

VPC Lattice WIRS A
TRBSAR &

REAERHR-—TURSEE, KRRENTREN IAM A€, IAM EER AL IAM PO, SR
BREESAE, AXESER , 2R (IAM AFER) FREIER AWS RSZERKIENEE,

/A Warning

ERRSHEHINRATELEA VPC Lattice RIZhEE. R BT VPC Lattice IREIEFHIER
T, TRRERS AR,

VPC Lattice WIRZ <A E
TRBSHEXAE B

RSHEXRABR - ERSHEXEKN AWS BRERS AR, BSTURARKRENTRENAR. KBS
BxABHNELZNH AWS K/ |, FEARSHE. IAMEERTUEEETREERSHAXAE
YA PR o

BXxtEHEE VPC Lattice REHEXBBNER |, 55 FHEHRT Amazon VPC kB BRI RS 4H
KA,

5 VPC k&2 API X IR

BAIRT IAM B0 ( WBAFRAR ) MAFE VPC Lattice AP R/ERIIR , 20 VPC Lattice 9 5% BE
BAE ATIR, BA , W FHL VPC Lattice 21E , BUTRTF IAM FHMNE M AWS APIs B 1318 B
ERENNR,

AP| FTER R
M AP BAREUTBEN , XFEF IAM AP BRIEERENIR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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CreateResourceConfiguration

* vpc-lattice:CreateResourceConfiguration

* ec2:DescribeSubnets

« rds:DescribeDBInstances

* rds:DescribeDBClusters
CreateResourceGateway

 vpc-lattice:CreateResourceGateway

* ec2:AssignPrivatelpAddresses

* ec2:AssignIpv6Addresses

» ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:DeleteNetworkInterface

» ec2:DescribeNetworkInterfaces

* ec2:DescribeSecurityGroups

* ec2:DescribeSubnets
DeleteResourceGateway

* vpc-lattice:DeleteResourceGateway

* ec2:DeleteNetworkInterface
UpdateResourceGateway

« vpc-lattice:UpdateResourceGateway

* ec2:AssignPrivatelpAddresses

* ec2:AssignIpv6bAddresses

* ec2:UnassignPrivatelIpAddresses

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:DeleteNetworkInterface

* ec2:DescribeNetworkInterfaces

* ec2:DescribeSecurityGroups

 ec2:DescribeSubnets
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* ec2:ModifyNetworkInterfaceAttribute
CreateServiceNetworkResourceAssociation

* vpc-lattice:CreateServiceNetworkResourceAssociation

* ec2:AssignIpv6Addresses

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

» ec2:DescribeNetworkInterfaces
CreateServiceNetworkVpcAssociation

* vpc-lattice:CreateServiceNetworkVpcAssociation

* ec2:DescribeVpcs

« ec2:DescribeSecurityGroups ( (XEREZELANTEE)
UpdateServiceNetworkVpcAssociation

* vpc-lattice:UpdateServiceNetworkVpcAssociation

« ec2:DescribeSecurityGroups ( (XEREBEZLANTEE)
CreateTargetGroup

 vpc-lattice:CreateTargetGroup

* ec2:DescribeVpcs
RegisterTargets

 vpc-lattice:RegisterTargets

« ec2:DescribeInstances ({XZH BFrAKE N INSTANCE RIFFEE )

« ec2:DescribeVpcs (XY BEFRAFEAN INSTANCE 5 IPFEE)

« ec2:DescribeSubnets (X ZHBFRAZEJ INSTANCE =% IP NI FE )

« lambda:GetFunction ({XZHBFRHAZEE N LAMBDA BRI EE )

 lambda:AddPermission (X B#r4AXZBRAIEE Lambda BEEMINRN T EE )
DeregisterTargets

« vpc-lattice:DeregisterTargets
CreateAccessLogSubscription

* vpc-lattice:CreateAccesslLogSubscription

* logs:GetLogDelivery
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* logs:CreatelLogDelivery
DeleteAccessLogSubscription

 vpc-lattice:DeleteAccesslLogSubscription

* logs:DeletelLogDelivery
UpdateAccesslLogSubscription

* vpc-lattice:UpdateAccesslLogSubscription

* logs:UpdatelLogDelivery

Amazon VPC Lattice ET 50 FEH

RIAERT , ARFFAGEEAEREH VPC Lattice BIRMIR, il AER AWS
Management Console, AWS Command Line Interface (AWS CLI) 8, AWS API #{TE%. ERTH
PRAERBRATRENNR , IAM EEZATLAE IAM Kig, EEABETURARRM IAM X
B, AFTURARE,

ETRMAERXLRSE JSON REXHLIEET IAM HHHERE |, E565 (IAM BFiERE) P8
2 IAM X (258 ) .

BX VPC Lattice EXHREMNRFERE (IESHEREXHNOEN ) WiFMAEE , 58 (RFE
NS#£&) FH Amazon VPC Lattice FViR{E. RENZH 4. ARNs

"
- RMHEXE

- E2VRIAENFNR

 VPC Lattice EF &3 H KB =51

%

REERIEREK

ETHENNRBEEENART AR, RSB EREK S FE VPC Lattice BIR. XERETRES
£ AWS IKPF=E A, IERNREBET S HNREE  FERUTERMER

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBER TR , #EAN TS
FIRAGIRTRRNAWS HEREE, ENEMRNRARITR AWS IKF, FRITZVEET ELEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESZEER , HZH (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK,
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- MAZRIENR : EFEA IAM KR ENRE , BB FRITESAENNR. At , BAIBE XL
ERERGTUUNBERRINTHRE , EHARENREFT, BXEA IAM BANRHESE
B, #ZH (AM AFER) P8 IAM R FI R

o {EA 1AM KPR — SREIHRIAER ;4477 LA 5 R ISR 44 SR BR A XS 18 4E R R A 15 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENHXE
FARY | Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS , 52 AWS CloudFormation. &
REZER , 72H (IAM AF1ER) B/ IAM JSON KB TE | &,

- M IAM Access Analyzer BIiEZH IAM KB | IR RN L ESEFIhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERAS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM AIIRENEI , HBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) RMEA IAM Access Analyzer i SR B,

- EEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSRAF , A MFA URS%E
=, ZELAR AP BENEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F (IAM A F#8R) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXEK,
T2 IR AT & B SRR

EFEHEVPC Lattice R KAV E 2 AWS BRSTUAKREEVPC LatticeZh e , BB 1 E N MR,
XERRTEIEHRE VPCLatticeFullAccess HERKH , RAFERERENRA RN

BTG LT R MBI SN AE , 5 VPClatticeFullAccess HEE R —i2{F M,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"lambda:AddPermission",
"s3:PutBucketPolicy"

1,

"Resource": "*"

},
{

"Effect": "Allow",
"Action": [
"logs:PutResourcePolicy"
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RAriEmE

1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"vpc-lattice.amazonaws.com"

]
}
}
.
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-
lattice.amazonaws.com/AWSServiceRoleForVpcLattice"
},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*"
}

RERBERMA U TFAR

« iam:AttachRolePolicy : A EFIEENFERBHMEIEEN IAM B,
 iam:PutRolePolicy : RERNMBEFRAEIEERN IAM A €& P #Y R ER RIS XY,
« s3:PutBucketPolicy : A& FFHEEAAT Amazon S3 FER.

- firehose:TagDeliveryStream : L&A Firehose & HRAMBEFITE,

VPC Lattice & T 5 1789 2K & =5l

ES}

ET 085w
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- KRB EEERSMER VPC KBk
< KRB IR SRS MR RS KB
« RERH A RIBERIIRE

< KBRS SIRBSHEXA®

RgRP  EEERSMERN VPC KB

LT PR

AT —NRE , ZRERTERALRBHAS R, EHRNMBERIRSMEN VPC KERAI

R, BRBRTHRMAFIEEN VPC MBRSME, AXREEFRMTEZHANESEEL , B35 VPC Lattice #Y
REERMAR.
{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"vpc-lattice:CreateServiceNetworkVpcAssociation",
"vpc-lattice:UpdateServiceNetworkVpcAssociation",
"vpc-lattice:DeleteServiceNetworkVpcAssociation"

1,

"Resource": [
nen

1,
"Condition": {
"StringEquals": {
"vpc-lattice:ServiceNetworkArn": "arn:aws:vpc-lattice:us-

west-2:123456789012:servicenetwork/sn-903004f88example",

"vpc-lattice:VpcId": "vpc-la2b3c4d"

REERA - BIRE MRS WS YIRS < Bk

MRIETAE KA RRZBIFVPC Lattice BRI TR , U ATEAFEResour ce TR P IEE B IRRIZ I
FI#XFR. ARNs
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LT REERT — MR | ZRIBFIRSRERF NRSME |, FEHILKEE ARNs A - o LUE #5
EA AT CreateServiceNetworkServiceAssociation API #/ERY RS AR SS PR 48 Sk 01 22 1% BR
EME, AxEE ARN BERFMAEER , 31 VPC Lattice B KB F R,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkServiceAssociation"
1,
"Resource": [
"arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetworkserviceassociation/*",
"arn:aws:vpc-lattice:us-west-2:123456789012:sexrvice/svc-04d5cc9b88example",
"arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
sn-9030041f88example"
]

REERB N RIFARIPRE

LT RBERT — N REE , ZRERTEALREENAFE VPC Lattice BIR L RIRIREMNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:TagResource"
1,
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:%/*"
}
]
}
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KRB QIRRSHEXAE

MR P B X RI2 VPC Lattice ®IRET , AWS K/ VPC Lattice ZEEX R F eI B IRSSHEX
Af, MRRBSHEXACNETEE , VPC Lattice 2ELHNKFHEIZLAR, RSHEXARE VPC
Lattice TR , FHEATLL AWS IRF REEBFUEMA, BXREZFEL , 1S5 the section called
“BERERESHEXAE,

RNEEBELEBRERDY , BFXIER iam:CreateServiceLinkedRole #EINIR,

"Action": "iam:CreateServicelLinkedRole"

LTRBPERT — N REE , ZRBRTFEALRBENAF N VPC Lattice 0 ZRSHEXABHNR,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-lattice.amazonaws.com/

AwWSServiceRoleForVpcLattice",
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

BXEZER  F5H (AM AFERE) FRRSHEXEBNR,

FHERAT Amazon VPC X HEMNBRSHEXAE

Amazon VPC Lattice A RFZHEXABRKIRBRREEUMAFTENRE, AWS RS BXEZE
B E5HR (AM BFEE) FHRSEXAE,

VPC Lattice fFA & NI RSHFXHAE, AWSServiceRoleForVpcLattice

VPC Lattice BYRSS < A &R

AWSServiceRoleForVpcLattice fRFHXABREEUTRSKEBLZAE

EARSEXAL =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html

Amazon VPC Lattice AriEE

* vpc-lattice.amazonaws.com

BN A BN REAWSVpcLatticeServiceRolePolicy /8 ¥ VPC Lattice fEAWS/VpclLatticed &%
Bl &% CloudWatch 5. BXEZEE , HZRAWSVpclLatticeServiceRolePolicy {AWS & X
BSE) o

EBATMEENR , £ IAMRE (AR, 45086 ) 21, REIMBRESHEXAR, BXESE
B , 152/ the section called “EHE Rl : BIERSHEXEE,

AVPCREBBIZRSHERAE

BEEFHEEBRSHEXAR, HBE AWS Management Console, = AWS API 812 VPC kil 2
BIRET AWS CLI , VPC Lattice 2 A BRI BRSHEXBE,

MBEBRZBESHERAR  REEEBRCE , BulFERAERREEKFPEFUELAR, LB
B2 VPC Lattice & JRET , VPC Lattice 2BIRX N E0ERBSHEAXAE,

wmiE VPC REBEENRFSHEXAR

BT LAUm B AWSServiceRoleForVpclLatticeff /A IAM iR, BXEZELR |, 558 (AM AF#E
) FHERERSHEXAGBHER,

Bk VPC KB EM RS HEXAR®
MREFBFEEMEA Amazon VPC Lattice , BATE VU E M BRAWSServiceRoleForVpcLatticeo

REEMER AWS Ik FEPTE VPC Lattice iR , FTREMIBRILIRSZHXAE,

5/ IAM #24]& AWS CLI, = AWS API il BRAWSServiceRoleForVpcLattice [REZ X< B, BXE
ZER , BHZHA (IAM AFiEmME) RPHHIBRIRSHE<AE,

BIBRREHEXABRS , HBE AWS IKF R B6IE VPC Lattice ‘&iRAT , VPC Lattice 2B X BIRZiZA
&,

VPC Lattice [RSHXACXFHXE
VPC Lattice X HFERSTANFMEXEHRFERARSHERAR,
AWS I 5% VPC 3Kt BT E K1

AWS HERBZHLUEMNEENILZ KK AWS, AWS RERBEZENTZELRABIRMENR , UE
BRIBFIRARAF, ANBesERNR.
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FicE , AWS RERBURASNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBVBEIEXBETENEAZSNES EEERERE-DRINR,

BILEERAWS REFBRPENHONE, 1R AWS B3 AWS HEFRPENHNE , WEHLE
MiZKBATRBNMAEZRASH (AP, ANAR ), AWS RETRELEBSIIHN APl RIERS T
LAEF T AWS RS B9 API 24ERRTEH AWS FEE XIS,

BXREZEE , 750 (IAM AFER) PR AWS HEXRK,

AWS ITE KBS . VPCLatticeFullAccess

AREEREIX Amazon VPC Lattice BWSE2£THRINERE , URNEMBEXKRSHERFRNE, HFEaE
WMATUATIRENUR -

« ACM— 8 EHEN SSL/TLS 1H&ZIE+H ARN,

« CloudWatch — &E& 157 B &R S 2B HIE,

+ CloudWatch BE&E-RE G R B EHHFELEE| CloudWatch B &,

« Amazon EC2 — BIEMEZE O HKZEH X EC2LHIMHNER VPCs, XATRERFRERE. FIRM
XA BFRA. BLE VPC Lattice S28xBx LA KT A B #%o

- BMAEOE  REEXNABRFARGESENGERE  FEEM N EF.
* Firehose — W EBXATHF@E LR B EWERRNER

 Lambda : ®ZRBE X Lambda EEWEL , FHEIEM I B4R,

« Amazon RDS — K %EHX RDS £EHMEHINES.

« Amazon S3 : RERBXATHEFMIFE AEN S3 FRBEHEER.

EEFLURBEHONE , 555 (AWS BEXEKKSZE) FH VPCLatticeFullAccess,

EF A EVPC LatticeEE A Hfth AWS BRZ LA EEVPC LatticeIh8E |, B4 E B ENFTIANNR,
XLENBRAIIEE VPClLatticeFullAccess HEXRKH  RAFEEERERENRARNKE, BXE
ZER | BFSH TLHRIAENEINIR,

AWS FEERBE . VPCLatticeReadOnlyAccess

KRR I Amazon VPC Lattice B RiRTGRIRIR , AR EiHEX RSN ARBRNR. HPaE
MATL T RAENR -

« ACM — i EBTEN SSL/TLS HAMIE$H ARN,
« CloudWatch — &E& 4R B &M S 2= HIE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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* CloudWatch B&-E& 5 B EIT R B EEZERER.

« Amazon EC2 — K EHX EC2 ELHINEE VPCs , 02 B irAFEM B 47,
- BUAEOE  RREXNABRFAREERNEER.

* Firehose — RERBXERRNES , UHTHE BEEH.

 Lambda : EFH X Lambda EEHHE R,

« Amazon RDS — K &EHX RDS EFHMEHINES.

« Amazon S3 : KEHX S3 FHBWIEE , LB TIHR BELH,

EEFHERBHNR , HSH (AWS REX KK SE) B VPCLatticeReadOnlyAccess.

AWS IEE KBS . VPCLatticeServicesInvokeAccess

A ERIEZMIE A Amazon VPC Lattice BRSSHY 15 A1 BR .
EEFMHRBEHNE , B5H (AWS REX KBS ZE) FH VPCLatticeServicesinvokeAccess,

AWS FEE KB : AWSVpcLatticeServiceRolePolicy

LR INE B R RSE <A , AWSServiceRoleForVpcLattice /St #FVPC LatticefX RIEM TR
E. BB LRREMMNEEH IAM Kk, BEXEZER , H5H £HEAT Amazon VPC 3kiEZE

WIRSHEXAE.
EEFHRBHNR , HZH (AWS REXKKESE) PH AWSVpcLatticeServiceRolePolicy.
VPC Lattice E#7 7 £ AWS & XKl

EEFHBXVPC Lattice AWS TERBBZRSHARBEXETELURENNFAFGE ., BEREAEXRK
THEXRNB3IRER , FiTH (VPC Lattice BF#E™) B RSS &,

B iR H Hj
VPCLatticeFullAccess VPC Lattice 10 7 RiE R K R 2024 F£12 A 1
Amazon RDS &£ & F3=41, H
VPCLatticeReadOnlyAccess VPC Lattice 3810 7 R 54X PR SR iR 2024 F 12 A 1
Amazon RDS & & F3=41, H
AWSVpcLatticeServiceRolePolicy VPC Lattice #8407 &R , AiF VPC 2024 F£ 12 A 1

Lattice I EREEBENMLEO, H

AWS REFKH


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeServicesInvokeAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVpcLatticeServiceRolePolicy.html
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RAriEmE

EK

VPCLatticeFullAccess

VPCLatticeReadOnlyAccess

VPCLatticeServiceslnvokeAccess

AWSVpcLatticeServiceRolePolicy

VPC Lattice FF 18 iR 3R 5 X

DU

VPC Lattice Rt 7 —NETsERE , BT
%t Amazon VPC Lattice #5225 (4]
R , AKX HAk B ARSE R1A
8] #X BR

VPC Lattice Rtn 7 — N ERE |, RF
%t Amazon VPC Lattice B9 R i5[d]
R, ARX HA B RSB R1A
8] #X BR

VPC Lattice 51N 7 — MR , BF
@A Amazon VPC Lattice fRSHY 17
18] A PR

VPC Lattice A EBRSF XA RN
BR , /oiF VPC Lattice £ % ZE (A
& CloudWatch $E#5. AWS/VpcLa
ttice ZAWSVpcLatticeServi
ceRolePolicy REETIEREH
CloudWatch PutMetricDataAPI #4E
WRR. BEXEZEE , B5H £
EH T Amazon VPC 38 B # RS 48

XA,

VPC Lattice FF1RIRERH AWS EE R
BEEVEE

Amazon VPC Lattice #J& 3 f363iF

B

2023 £ 3 A 31
H

2023 £ 3 A 31
H

2023 £ 3 A 31
H

2022 12 A5
H

202212 A5
H

ERZMEMRITRIN —20 , E=AFiTXAmazon VPC LatticeflI 2 5 AWS & 43 17181,

ETHREBTRESAURAEE , HSHAWS RS “REAIT XKD AEE"" , RFEFEERN

BHEMITR. AWS RS BX—RER ,
A EATHE=SFitiRE AWS Artifact. BXEZEE |, &

Artifact,

BHSHEAWS EMITRIAWS,

SRPH THIRE PH AWS

SMERIE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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MR AWS RS TN EATEBR T SN BRENHBME, RATANENBIRARERNERNE
M. AWS RET U TR RERRFENIASHE
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Sid": "ManageVPCLatticeAccessLogSetup",
"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelogDelivery",
"logs:ListlLogDeliveries",
"vpc-lattice:CreateAccessLogSubscription”,
"vpc-lattice:GetAccessLogSubscription",
"vpc-lattice:UpdateAccessLogSubscription",
"vpc-lattice:DeleteAccessLogSubscription”,
"vpc-lattice:ListAccesslLogSubscriptions"”
1,
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MM/DD]/[resource-id]/[accountId]_VpclLatticeAccesslLogs_[region]_[resource-
id]_YYYYMMDDTHHmmZ_[hash].json.gz
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#ViewingLogData
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"hostHeader": "example.com",

"sslCipher": "-"

"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
svn-la2b3c4d",

"resolvedUser": "Unknown",

"authDeniedReason": "null",

"requestMethod": "GET",
"targetGroupArn": "arn:aws:vpc-lattice:us-west-2:123456789012:targetgroup/
tg-1la2b3cad",

"tlsVersion": "-",
"userAgent": "-",
nseIVeINameIndication": n_n’

"destinationVpcId": "vpc-0Qabcdefl1234567890",

"sourcelIpPort": "178.0.181.150:80",

"targetIpPort": "131.31.44.176:80",

"serviceArn": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-1a2b3cad",
"sourceVpcId": "vpc-0Qabcdefl1234567890",

"requestPath": "/billing",

"startTime": "2023-07-28T20:48:45Z7",

"protocol": "HTTP/1.1",

"responseCode": 200,

"bytesReceived": 42,
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FER iR B
resourceIpPort HIRE IP hut Miw O, ip:port
Pl

ULTRRPIBESRE,

{

"eventTimestamp": "2024-12-02T10:10:10.123Z2",

"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:1234567890:servicenetwork/
sn-1la2b3c4d",

"serviceNetworkResourceAssociationId": "snra-la2b3c4d",

"vpcEndpointId": "vpce-0la2b3c4d",

"sourceVpcArn": "arn:aws:ec2:us-west-2:1234567890:vpc/vpc-0la2b3cad”,

"resourceConfigurationArn": "arn:aws:vpc-lattice:us-
west-2:0987654321: resourceconfiguration/rcfg-01la2b3cad”,

"protocol": "tcp",

"sourceIpPort": "172.31.23.56:44076",

"destinationIpPort": "172.31.31.226:80",

"gatewayIpPort": "10.0.28.57:49288",

"resourcelpPort": "10.0.18.190:80"
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HTTP 400 : &ixiER s BERIRKENERBRNER , TFE HTTP #58,
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HTTP 403 : 211518 ENRSEERIE , BEAFTRAEITRIEHREN
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CloudTrail ¥ &% VPC Lattice By B &

Amazon VPC Lattice SAWS CloudTrail—HRFER , ZRFEMEAF,. SEIABFHRITEREN
AWS BESi2%. CloudTrail £ VPC Lattice IFTE API ARBRAEH., BRNIFAHAEERBVPCXE
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CloudTrail LQ@ ak e AF RN BCHEHEZTE T SQL WEH, CloudTrail Lake HETITHY
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EEEAHREERNIHNERIITHEERR/ENEE AWS K/, XEdFHNEAIERIEE. BRIAER
T, CloudTrail i REBEEEH,

Amazon VPC Lattice & VPC 3B B4 FHIBEIEZNEEEH, BXx VPC Lattice 1I2%H Amazon
VPC Lattice 24| EEE/EF|FE CloudTrail , S E L I # VPC Lattice APl &,

VPC 38 B =4 RA

EHRRKRBEMRENEMER , BEBXRAFERD AP EE, RENBHNEE, ERSHBEDH
{558, CloudTrail BEEXHARAH AP HRANAFHERRE , ALEHT2REMBERT LI,

LA R ¥I8 7R T % CreateServicei&E CloudTrail BE 4,

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef01234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "abcdef01234567890",
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"arn": "arn:abcdef@1234567890",
"accountId": "abcdef01234567890",
"userName": "abcdef01234567890"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-16T03:34
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-08-16T03:36:127",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-west-2",

"sourceIPAddress": "abcdef01234567890",
"userAgent": "abcdef01234567890",
"requestParameters": {

"name": "rates-service"
I
"responseElements": {

"name": "rates-service",

"id": "abcdef01234567890",

"arn": "arn:abcdef@1234567890",

"status": "CREATE_IN_PROGRESS"
I
"requestID": "abcdef©01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

:547",

AT RPIE R T &DeleteServicei#4E CloudTrail &4,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef01234567890",
"arn": "arn:ABCXYZ123456",
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"accountId": "abcdef@1234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "abcdef@1234567890",
"accountId": "abcdef©01234567890",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-10-27T17:42:36Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-10-27T17:56:41Z",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "DeleteService",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.64",
"userAgent": "abcdef01234567890",
"requestParameters": {
"serviceldentifier": "abcdef©1234567890"
I
"responseElements": {
"name": "test",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "DELETE_IN_PROGRESS"
I
"requestID": "abcdef©01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

arn": "arn:aws:iam::AIDACKCEVSQ6C2EXAMPLE:role/Admin",

B CloudTrail FZEHNAMNEE |, 555 (AWS CloudTrail BF 1) T/ CloudTrail&Z & A&,
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