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https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
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https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
https://aws.amazon.com/cdk/
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/
https://aws.amazon.com/verified-permissions/pricing/
https://console.aws.amazon.com/billing/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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SR 2 BIEFREE

BIRRBEFMET , QIR T —NBRIAKE , ATHAPE2RFIECNIK,, X2—MEAMNEXK , BH
FERIMNWEW |, EBRMNE - NEERH A RERFTERIENRHAHMER. WRREIZBEN
EAXAHEIEESIHNERUser: :alice , RIVEBE—NEH AUpdateAlbum , f AT AN BIRNITER

fEalice-favorites-album, EFAVRM—IEHE , AFBWL ( BRE Alice ) EEIXKEHE,

DI RS

1. HERIUENREGEF , BEEESR 1 P2 RBEEME,

ESMA , ERERE,

EROERE  REERCIRBSRE.

X T REEMER | FREFVFA,

X EREAEE, £ “BEEREN, RBE BEXMAKRE hikEPhotoFlash:: AF |, & “&8
EXRMIRARF A, alice

6. XWF “BRTE", EF “BERR , REE EBEXMER” dhikEPhotoFlash:: Album , £ “4§E
SCHRFRIREF” B Aalice-favorites-album,

7. WTF BRETE", EF SERES, ABE “WERKELERANRE" FikFUpdateAlbum,
8. iijaxF-F_io

9. fE“UMEER" T, £ “SKEEHEIR-TiL” i APolicy allowing alice to update alice-
favorites-album.,

10. %$E Create policy (B2 )

o & 0N

i LELRTXRE , JECRIERNRRES & X EATN .

HUR 3 AR A7
SRR RIS | 7 S A BRI T &35 (AL B E R ET W
TR | B

1. TFERIERREHA, BBE0REHE,
2. EEWSHMERS , BENATA,

3. EETWMR,

4 HFRE, BRITLTRE .

B2 BIERRE 9


https://console.aws.amazon.com/verifiedpermissions
https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions

RAriEmE

a. WFEIEAFXETSE , %kFPhotoFlash:: User , S FI8EEFRRAF |, iF#i Aalice,

b. E‘BMY T, XF ‘K, : £ , #R%EEPhotoFlash:: Accoun t SE4& | R/FTE “F8 ESE{KAR
8% i Aalice-account,

5. BRET , W TFERALEERENETIR , i£FPhotoFlash:: Al bum FREH | £ “FSEXRMEIRD
5 s Aalice-favorites-album,

6. XT#®¥E , BMNERIRMESIKRFIEFEPHhotoFlash:: Action:: UpdateAlbum “’,
7. EREIE , ERETRIERUE ROIKEEZM PEL Cedar REEWEBENER. MXTLENE

R ORE AW, RPBMNOBRETHIET,

TREMTETLUER Verified Permissions MR F AN R E 4k, BEMRENEME, ZXRBFE

T PhotoFlash /R KB 17 B & HY B 75 SR G H &

FHE

PhotoFlash::
AF |bob

PhotoFlash::
AP | ZW

PhotoFlash::
AP | ZWm

PhotoFlash::
AP | ZEm4

E@/KS : X

S

PhotoFlash::
T | alice-
account

PhotoFlash::
T | alice-
account

PhotoFlash::
T | alice-
account

PhotoFlash::
K | alice-
account

RIRE

PhotoFlash::
AR | alice-
favorites-al
bum

PhotoFlas
h:: Photo |
photo.jpeg

PhotoFlas
h:: Photo |
photo.jpeg

PhotoFlash::
Photo | bob-
photo.jpeg

RRRRE

TEH

PhotoFlash::

K7 | bob-
account

PhotoFlash::

K | alice-
account

PhotoFlash::

F8Hf | Bob-
Vacation-

Album

BR{E

PhotoFlas
h:: Zh4E:

UpdateAlbum

PhotoFlas
h:: sh{E::”
ViewPhoto

PhotoFlas
h:: sh4E:”
ViewPhoto

PhotoFlas
h:: Zh4E::””
DeletePhoto

PR 2 PO RBEH RIERRE.

BRBURE

i

ik

$E4t

HPR 3 WA KR 7k
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SR 4 FERR

MR REFEES , FFEBIER,
T R K B A

1. HERIENREGEH | EREEDR 1 P ORIV RIEEFMR,

2. HESMER, ZERRE.

3. HE “MERREEFME T , &&F “BERL RG4S

4. T BIRREBER" F#XH 2 MEEF , WA delete , RFEFMER,

S|4 BERR 11
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RITERE RN RERE

MIREZ R AT FE A Amazon Verified Permissions BREET |, MBI REEFRKIEATESRE
., XRMELUTEZTEBENARFMNIZERIMALINEEZH , BERE SQL B9 APl FISERFFHBFF
ENBAREFNEMIED, Bk , RENZMNBFERTTHR, Re , NEFZRFHREK B3 —HKS8 5
o

EMIXBM TR , BLRIUEBSEFEILNER , b

- RN EREWLE ? SNRNAALN ? fl , MHEREMTF —NXH4RH ?

- WERNALRBENRER PEEER ?

o EHEAUNSRERNITHRLIRE 2

o ERMAIRBIX LANR 2

- BRFEBLAFNBER", “BER" R “ReadOnly” EFE U PR B TEETE | ERNIZOIEIN
REBEER? RE-—EEE?

- REREHRACKREREAG? i, “BRER RRHZTENEFAN , &2 “BRER" REBMNN
AREFPRER?

s ARTENAFPEE  SEMLERANSER? Fl, ATETNHAFNER , EEEEIHEFATTLA
B ATE RIR ?

- AFBESETRESTNMTECHREBECHNERZN ? EEFTEREXTERRE ?

HEHINBRAERBEHRABENER BB T 4, BR, BEUARECINZENHEEXRR, EMLER
FRFEEX Cedar % Verified Permissions FREBIHIFH T i#F. R , EEEAR—TAFARIRITELY ,
MEHEMEMES —8 , IUAINEREEE, SEREI4Y , URNNBRNAEMAFRE~RP T
DB EEH B ER, Cedar WIRITTEBEBNREN , ILUFEEEFNERER K MAARTHE
Cedar WEMERMBBEERBETERNEH, At , WHENAFAREEWN THREREBRER
BNHEAR.

EXHEERBFGHRMER | BIITUATERE

« £ Cedar BBRiEE S ZEEPESE Cedar BWiRITHE,
« ZE Cedar HREBEESEZEREHPHZIESEE,
- ZE—TATHIENRERE,

B



https://docs.cedarpolicy.com/overview/patterns.html
https://docs.cedarpolicy.com/bestpractices/bp-naming-conventions.html
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- REFEHERER

« JRE 403 MEEILAVERIR , AR 404 REZKEEIR

- FOEBDEPE API BEZANR IR L

- ZHEFEESEM

RENERY ER R

ERITRNERN | RE - IME-—NEBER, TRNNARERFTUNAUNSSE R ER TR R
RAEE | XRAIEZN. fl, BE-TIHENXHRENRTFN ERL Unix BVRERSE S 6
BXHE , ER2BIREXNHERHNR, Mz T  EFSEMRERENASHELXHHER
S, XHBESRSBERERXXARONR, XAMEIBER , EAEFRTHRARFHRTLICHER.

RERT RNV EBEFIELX , BORTENARHAESHENGR IR CRBREREFHENS
ARPANH R T, MREHBRIVEREBMIIXL , BAERER - MR ER,

XRMRAFTAY , NFTRERN A AR HRIRIT RN SIZARRNER KB H B TREZH.

IRE 403 MELERNEIR , MAR 404 REKEEIR

X T EE S ARKET N NAEE ( LERER ) WiER , &IFIRE 403 Forbidden ik , A2
404 RELFHIR, IRETHEERINEZEY  ENEF2EBEIARERFE , MARZERFTHER
B 17 it FR A 0] SRS PR Y SR SR 4o

FEENERE API BIEZHER L

ERZBNARRFD , NRBEEEIFHRAREEDN, flM, — PN XHERAENREFTRSFNER
RN A BAN XA R RNITR IR, XR—IMREFNEEER  ©FEEXANGR APl EERR
T HR,

Mz T  HtRANNARER , LHR Web RS , BEXES API BIERFRITNR, il , w
R Web RFIRM T —NE N createThing() B9 APl , NIBRAEE ATRESTE LAHMAINPR , HEFE
Cedar FENX BN createThing B action. XEATFIFZER , HEFERNBELTESREMEE, B
WA createThing ##1E , BEE createThing BENPR, FERBERE , XIIE ?

g , ERIENREZEH A FHATRESHEEZEY AP HEFTRNBENGET. XR—MEH
RYEME | B RBFEESERNN API 2B Y EERS,

REW - ERRER 13
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BR 6 BESH-STHRER , XL API AFONGEARTES EAFRERANRIUERN A
BF , BAX APIs AREFEERZRPHXNR (KERBEANRR ) KR1E, MRS A APIs 24|
X A8 B AR A T B AR R |, BT 5 T A 1R M HE T IX L2 BT IR A B 4R 5T M R 3t B R 5 B AR

plan, RRB—NEZEAARANAFTEFR. ALFAFININE  HP PN REEHRRELEREEN
MBZLFEFEAXRA TR, EERLAS BZNRSEE TR APIHRE

* listMembersOfGroup

* listGroupMembershipsForUser

EFRAUEREREMA—MREREFHARARTE, Eit , NRERE R AT B IXFHMRIEN
HENPR, MREHGEEBRFMEFTH AP BIERBREMERRS  BRAATEEMESR , LUOTHE
ER

« isUserInGroups ( —N#¥T APl , ATREMNZAFREE T —1MNEZ14H )

MNZE2HBEXRE W API WEFEAMARBTETE=ZZRE , XRBARTEERBORITAINR.

BINBEVUEER X EREHENT RREXBKRE, XA EMATEHR R R TAREHRN
BR , 3N viewGroupMembership , =/ AP| 2B AMEHIZR,

API &5 PR

listMembersOfGroup FEEHHMZEAMN viewGroupMembership R
listGroupMembershi FEEEHHMNZAFK viewGroupMembership R
psForUser

isUserInGroups FEEHEHMNZAFK viewGroupMembership R

BEENX—XR , EERATNEIENRRA D BEFETERAREHNE. KON, A&, 4
AP RELIEREARRFENLHNR , A REE R EHENRITAAER L, IRENRER
2ER , AR MERNFTRLR.

TETHER 14
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ZEFEEEM

FBUREEFRAESAE, (FAEHREARFN LI HFEF )EFHE’JJ"'FE&F HFFHES Amazon

Verified Permissions £, EFXRNERZ 8] , HHESHF KK, BAUUE - MRERKFEX
hEBREFNERE , WA UASNMNEF 9B — N REEFME. ﬁ%E%EE , i%é}IEAWS AEHERS
B Amazon ERIFRZH/IZITHEEE,

1. =M HERBIF#EEF

FBEFAE - IMREF#E. NABEFHMAERRERREIHEZRBEFEX,
2. PRI

BMAFBMERINREFM. NARFHFEEUTRNRBEFEIRERIRE , EABRTREE
EREBEF

XAMRBEHB R EN AWS IKEF=EEXFME, BA , REZMARITECHEER? LA TEA
RER R K ERIER RS RURBH B 544,

PR FRE

HEMPHNRESEMASNREREFRN TRIPAFBEFRFEE, S8 MABEACH
REFEER , 8 MNABEECSHN — AL KK,

RRRE

& T LAFE R SR R A SR B F A B 1D M ME P AV SR IS KIR B R R BUERMES . WTHE
R |, TR EREBEAERRREFME 1D,

BRI EE

HSENNREFEZS I REEFEMES , ENRBEERNRBFEENXESIRBEFHEPEN—ER
BRIt M4 T8,

SRBREE

BARFENSMANA-L2RRK, EE2REBNTHKFERAZREFEEXNZES
R HEER TR,

HFEER

—ERF RN ENRENEEREHRBETHRAN TR, SEFEENARDTEERRF AERE
WAy RN, THRELRENSHAESHNREREN R,

ERZHEF 15
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MRS R B
DR AR RO R A SRR R B 4 T A
B

iz ¥as

L E R FEENEHES R EMHE

L MENSHPRE, BEXRIANESES |

ERENZEFREEHEERES  SHEERENFTEE SHRRNTFRRAKE,

= SES

MR

RRURE

BRMELEE

EHRBRER

HFER

AR 55 7% R B

HERBF#HEEDH TR

R, SIERBENRNER
SRR,

K. IEEREHN—IPRERF
fi& A B #ro

K. MAE—NRTER TP
BHES

K. FREBCREAR RSN
A AR A ERT

Bo AAXIRB A BRI 45
EHBR,

Bo M HERIERBEIFEN
RIRECH , PIIRERN, 8
NIRRT R EE KPR BN K
RE 171 89 & 1R

BHPRBEFHEEPHIFEE
% 5l

K. BERMINTH, Eibil
PREGRFETHEF R
Ho

hE, YAEFEBIMESER
REETF6# ID Z B AYBREGT,

Bo RMMBERTEFBLE
&, BEREEREZHHEM
=B

Bo BUME AR EEFNR
BEEXAMEREE. £
MR EFRECHEFHERE
B EERTo

K. MIFRREEIFHE

K. 8MEFHETHRRE
#;o

BFSRARIR

EBRAZRMFEENSHES R EEE
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LURGIpYi=S

BMNSHEPNARFHT &, EMEHREWREZN , BAALBRIFAM A ERELTEEN,

MRENNARFAIFTERFBENKEABLEHE-SHR , BANABERFER - N HERBIFE
ARERRAMHNBERA R, ZHAUFECRINAENLARBEER, A THERBEFEXELERS
FENELED , RNNRARFTTEEZMERES S EN K.

BR A MREECHRARFEEFZSHIBENER , IEEAZSINSFHR , USNMEFHREFET
REREMN. ZUFEARENMPRFENRBEENNRE IAM SRBE K12 H33 50 /- SR EE Y77 8]
MR, BHMEF S MR E KR 1Z4# ; 7 shared-policy-storeIRiEmd | UM ER HABIBRIEF IS ENE
B o

LULEIpY32 17
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Amazon Verified Permissions & B& 17

REEFHEERENRBERN DR EFIRBEEET , SR - MY , ATRIERINZRESE
fif RV R B BESL ‘”ZTLX%E%W%B%EO RS KM IERY IR T @ R 74 R s g | Ml
REEPENHRERE, EILRBENREFREFEZMETRIE , THRRBEFHIEL.

I BRAR 37 AT B L B AMBI BR R B 126 . BT BBV PR E TR 176K 3R /S A 7 MIBR4RIP AWS Management
Console, MLEZ T , BX API 5 SDK At 2 K P B ReE 176 F N A ZhEE,

BMNBUNSINNARFEZ - REFER  NEHNSHEFNARFIESNES Q- REBFH,
ERHERERN , BAEE—NREFE,

BB RAZEATEBEM DM Cedar E4E |, UBFLEF4EE X,
ZZERRRENFHENR, H—XNES (:: ) ENSBHFHITORE. Bl
MyApplicationNamespace::exampleType, Verified Permissions XS KK F#HESH —
WREE. HREASMEUNNARRFN , XEGTREZREHTRESEING., flm, E2HFN
AEFYD , FRATEZENHEm MM MBI ENNRES , BEeSEHMEF FERANELEE
BXAFR, EEERNBERNBAERN , EAUBMRBILGERERNES. BXEZSEER , F5H
(Cedar RBIESSEEE) FHWEZHE,

FB
« BIZ Verified Permissions 5 & 17

« 5 API XEREY SR e 17 fif
- HIBRRBE 17 0

B2 Verified Permissions & B& 174

SERMER R T AR BRI

- BERESREATRE-ECIERE KRB , EREXERFERRFENRRREMEZLARE,

- £/ API Gateway M & 3R#HITIRE — FH S HRMARE (1dP) B2FRMA P LUKIET Amazon AP
Gateway API 2R AP ENENERASZE, MRBFLELHNNAEFERARFWEAR R EE
R EAMEMERTN APIER |, BIOTEVUEFERIED,

o MTRBIZKEEFM X T tR-E B FE X R AIT B R FMEE. MRBIEEES] Verified Permissions 3
HMEBEFMN A ROIEE , RINBLUSER %D,

elfed A 18
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- BIRTERBEFEE-LNECENRYNAETRREKK, NMRECLABNNEEXREEFE , RNE
WG LA L IE T,

Guided setup

EFEMASISARERES LRI RRBIFME , BRUTIREE

SIENREBRASNE|SFETHUBRREFHEE INEAANTRE, EFNE-—IERRECERY
ERERTIZAERRENBEARENERTFRENEIERE, AR5, EFUEE PR, TH
LESE , BREEEARBFEPMAR , FREGQUEREBTFEMECRE | DIRCIZE M

REEFNEAR,

1. EERIENNEREG AR , ERENNREFEMR,

2. & FrREm Mod , &FESISRRE.

3. WARKMEF@#IER, WXATUREMESBALNA | ERANYRIKBEIENRITS
Z | PIInKSEFH Web NAERF.

4. HFEFAGEHSF , MARMNTEZE, EXWAZRANESER , FEH. R ZEEN

5. ﬁ#:zF-F_Z’Fo

6. ERFREEBEOSD , MARRRENERN. HIW , currentTemperature A AR K SEHH
Web R R K& Ro

7. (W& EBAMEN , ANEREREME. MABMER , ARNRERNESNE ik
B—NMNEMERE, EESNNEMERE N AET, HlI0 , temperatureFormata KA
scurrentTemperatureBEMEY , JURELRESIRRE. EMBRE N ZRIRER RN
BN , BIRZRIZE M0 A ER,

8. HEEREFEH K MAENEENRREEZNWRE, ERZRRELERFMEMIRE B
BIARMEE, Hltn , viewTemperaturedJaER RS EH Web NARFHH —MEE, EM
BRE N ZERRENINMIRE | BEBZIRESDHBER,

9. HEXHRBPNEMFEF , MAGNBHNEREBFEHIECRENEALBENER. BRIAMER
T, AFERMELFE , B UER,

10. iij:gF-F_bFo

M. EXHAERBEOT , BN T EHETIER SO KR,

. MBI ID MEMIFHEH Verified Permissions S AR FEZEEM  FEREAEN., E
WINEAEBEMY , FEBRRNEYE. BIELEMRIEREE |, Verified Permissions 2 AEEMN
BHE. EBRENEZEHEXBEFTNINEY , BB ZEEEZLNBE.
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« MEBEFEH ID ME M FET Amazon Cognito £RKK ID HiF RIS HEIRME | i§%# Cognito
FAPBE, SFIEZAPEE, 1EF AWS XigH 6 A ZiE M Amazon Cognito f 7 & E
WA B ID, ®EFEE, BXESZEER , 5% (Amazon Cognito FF & AR ER) &
#9E F Amazon Verified Permissions # {T1Z#%,

« MRFFEAD ID MBEMRMINER OIDC RERTEKRR ID M/ 7T PR, HEFENE
OIDC #&#trg , ARNMNEEABNTEREAEE.

12. ii?%jt_io
13. ERBIFAGEHOF , RENE - Cedar KE&H A AR REEHIR,
14, EEHTEFESP , EEFMNEREPIRENRAT T4,

- EEBETH , BRBAEATRETZF, EATNTRENEIAFERPERZESK , REN
ZEMBA —NREFREF, B0, user-idAIAR XS EH Web B AR HI K KRR

o
(® Note
MRIEFERAZ Amazon Cognito , MSEAFRIRFFRIE R AN, <userpool-
id>|<sub>

« REFBEEA O FZERMEN A T R4 P FRE 15
15. ERRCEFRYP , BERBUSE TEN BPL R R TIRE,
c RRBERR , FZEBMATRERR. EURBEANRRFRPERZER , REH

ZRBRA—DNEARRF, B8, temperature-idA LR X SEH Web M ARFEHH
SSAEFRIRA o

« REFBRR , FFZRBENA T R TP ORE R IR
16. HREEEFERP , BERNUSE EEITRIRE.
- ERBEREES  FZRBNATRERE. THREEANREZRSD  EHRESD
Y EIE4E
- REFBERE  FZERBENA T R TP RERE,
17. ERBTRH D PEFT LR, ERERKEFMR.
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Set up with APl Gateway and an identity source

£/ API Gateway RE M & 4R E 75 7% S R R M 7

AP| Gateway 131 APIs fE 2T WIFM N RRBEHTRY , XERKEEERBEASOHATS
BMERIURE, WIETHE - NMREFEE , ATUHSGRANRN , U&EA Lambda X
FHY API,

IdP AP REFHEARANENERA (D) , EARNEHNETX (TAETHE ) . API
Gateway AP| Y 5 A MR R R A BN REEENNRE, ENNARFRRRA TR ENLKTHE
RENEGR , ERIENRERERERFM. Lambda BREAH APl Lambda XA . TR TERRE
&, BUMAEN API 5B Lambda B

1. EERIENNRIZEAS | EFRCIEFTNREFME,
2. 1RGN 2o , & “EH APl Gateway M B RFBTIRE” , RAREE “T—%",
3. E‘SATEMNRE TN API T |, B — API |, ZAPIE AERIZME R R IR/ENE

#,

a. MAPIHFEENMERFEFRIBEME , RAEEESA AP, EXAPIMBEHNESZFER
2% Amazon AP| Gateway FF X EiErMH H 7 REST APl iR B ER.

b. RS ANFFEMRELLE,

c. EFEMERZREIF , BHE APl Gateway 125 & PIEREMN API BRERFE , REERES
A APl LLEBE#H

d. WRENBCHERRIRE , BEE T

4. ESHXRRD , EFEFHREEXRB, FRALEE Amazon Cognito A s OpenlD
Connect (OIDC) IdP K&,

5. WMR{REE Amazon Cognito :

a. I%&FE AWS XiF 5 AWS Ik BRI 1704 X AR A it

b. EREARATRIFTNN APIWTEEE, MdSHXBERTSAFE , XEXE
AP XEREYIRAEE BL Y B At

c. ENARFEFRBIET , EAUNRBEHNSERSNSHS AR PR —
Amazon Cognito EAREFEFin,. ZEERZAFEAARMPHN NS NEENAE
FEFIRHTHEMRIE , FEF ESTHNARFEF RN THE IDs, EEZTMAE
SAFHETEARIENAR | FEETRIENARFEFE IDs,

d &EERT-—Z,

6. WMREIEFEINEE OIDC RS

elfed A 21
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10.

11.

a. EEFHHE URL & , WIAEH OIDC R1TAM URL, flin , XREHRBRESESE. £
ZEAURBXRENREEHEMERNRFHK/https://auth.example. com.
EBHRFHIH URL A3EE OIDC KIH , MikN, /.well-known/openid-
configuration

b. EFHERES  ERLFEENNARFRERIUAMITEMNN OIDCIWT RE, BXESZE
B, F2H B RREESHESRIEN,

c. (W) ETHEFHE-ILER , ERFNCEFE , AASHENEHN , REEFRESRE,

d HEAFPNMBEATSHERES  HITUTEE

. ESHRNTEPMARFFAEN, XBEsubEXRE SN FMIEH G R EE
B, SIS AT AEE FIHE KA E—IRAR. REEEESN OIDC IdP &Y
B4R B IRAY R B A AV A PR EL,

i. EEOERNSHEPMAFHAFAEN, BFEgroups , XRXRBENEMIERH R T
SR  HPha2AFNEHEYIR, SRNRBEMESREFENK R BENERIHT
B,

e. HEEXRUF , EFEAID valueHABRMNEFLEREBEERDIERPEZNE,

f. iij:¥-|:_$o

MR Z%E$E T Amazon Cognito , MZTHBRIEM N RSEENA b EREL. T OIDC
RUE , BFIRALE, NREIBEHA SRANECNEBERIBRATEHARIARIT
BRIV RS

o HESFNBORERMHHRE,

b. RNEEFENBNEED BRI,

C. iij:¥-|:_b':o

£ Depl oy NARRFERT , EEBEREREF K Lambda T#iXE , k2B UL ERIFHNIR
M EIABRITIGRE , HEBERIUENR TN AIEREF#M Lambda FRXE MRS R,

ER TR RIRN | EFOEREIFMHE,
EX R PREF REFHRYS SRAETHIRES , LEY BRIV R 2 7R 62 /93
E.

—BREE (BENKRNY—NDIE) |, BESH D eploy Lambda R AT RERKINAET , R
CEBRFHEEENTG , BEREENRNT.

Z WU BRIFE B/ API 8|2 — 4 Lambda EE M —/ Lambda &, &F “4TF
API” LS BI&HY AP,
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ET7 B2 E Lambda R J5 , ES R L% AP| Gateway FF X B ISR HIEA AP
Gateway Lambda B,

a. SWMIEHN APIHENT , AT ERIENREGZHBRNITHE .
b. SME “HWR", RRE AP PiEE ML S %,

c. TE“HEBERIEE Tk “RmE".

d. FENEREANEZAIZTHEREENR,

e. B HTTP BRH#FL |, MABFHRAUTHORIZATION , RFIEHEHSE,
f. I8 API M ER,

9. REENER.

12. FRBEEREARESRHEBRNSERRBENAFMSERNRENRENS. BXxAFME
FMERSTENESZEEL |, 1§21 Amazon Cognito FF X & EFE M A F it 5 HRIERE,

13. £ API FERAJAUTHORIZATIONFRER R £ A Foth 5 B8 B RN i & A3 B0 iE
14. RELZFFREFHE MNHATEBR,

Sample policy store
EFEATRAIRRTFREES EZCIERBEFE , BRAUATIRERE

1. & “BIRIETC BoF |, EBETREIRE T
2. ETRFImMBESDH , EREFEAWN KRG Verified Permissions NAEFIIEKE,

* PhotoFlash2 —MNEEEFH Web RRAEF A , EEAFEREERRAZEN AR HHE
fite AP AU AFHEESR, TREMEFAZRFREBANR. KA EEATLGIELF
RA , FHRAEZEEIAEMF,

» DigitalPetStoreR —MNREINAREF , EAABAIREEFEMARNETS. B/ A LR
HERY. BREVYNTE, MIEYNEFRBICRAZMEAN. BUEATUEREY
MEMEE. LEENRAIMBRENELE. ETENETFRBICEKNITERBEE. TEMR
BETURIITENEAEEHECEIT R, EYEELEREEENR,

® Note

DigitalPetStore R I K B 17 X F 1B REEHEMR . PhotoFlashF TinyTodo R 5l K B& 17
it DIERBEAER
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* TinyTodoR— M ARFRAFRIBESNES RO REINARERF. JIRFABEETUEENRE
BEMIER , HEEETUEERREMIINTIER,

3. RESBRBLERNTRAWE , BN ROIRBIFENRYER - PREZRE,
4. EEROIERBETM,

IERY SRS 7 R E A SR R Y R SR B A BV SRS M ZR AT R BV . BRI T BN IR SR BE A7 i
IENEREERENESFEE , S HAmazon BB IR RHIERF BB EK.

Empty policy store
EHEARERREREES L BRBEMR  BRATIRRME

1. & RBBEDC o5 , BEEEREEM.
2. EROIERBTM,

BN TR EMEIEEN , XERERBALIRIT, EXEFNEBREHEUNEZER | 55
¥ Amazon Verified Permissions KM 1Z# 22,

ERNRBREEVBRENEZEER | 85 AIE Amazon Verified Permissions &7 5 B # €1 2
5 Amazon B X PR E R < BRI BUR .

AWS CLI

EEA AWS CLISIRZE RIS |, FHRUATIRIEE

BT LAER create-policy-store BEBIEFEM,

® Note
i BIZ R R B 17 AWS CLI 2,

« ERINZEH | 3% Amazon Verified Permissions K17 424,
o ERIER , 3612 Amazon Verified Permissions 84 K #
o ERMEKIEER , HSF 0122 Amazon B RIFAR R R IEER,

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
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{
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

AWS SDKs

BT LAMEA CreatePolicyStore APl RIBXRIEIFE M, AXEZELR |, BHS
# CreatePolicyStore {Amazon BERIENPR APl SEmE) .

£/ AWS B#HFFT 2 TE 7 Rust LI S0 IEN R

AEBRM T ERA AWS HHF X T EIE Rust F3RH Amazon WA BRAYSZRR R A, 1t =511 87
MAFR—FALNEAFREEBEERANERNER, REKBEERT AWS SDK fo aws-sdk-
verifiedpermissionsr Rust Y crate , ERME T —HATE AWS REXRENBATLE,

TERFAF

EFhze , BHRARERSELEE T AWS CLI, # BEZEE Rust,

. BXAREMIWEE AWS CLI, F3E AWS CLI £/,
- EXEEMIEE AWS CLI , ST HEERE AWS CLINEENERFE X H&E, AWS CLI
« BX Rust WEZEL , HSH rust-lang.org MiEMAF Rust B AWS SDK FF & A R IER,

EBFHREHERE , LRIRFIWFAAE Rust FRABRIENRE,
M R BICES
REMCBHAT AT RAE -

- REESZBEEH SDK FFim AWS

- SIBRREETFOE

o BERMEBEHRE REFER SN

o ANIATRERNE R R

s RENABRBERUABRIEFMERERE EH

/A Rust Bl RE1F6
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https://github.com/awslabs/aws-sdk-rust
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https://github.com/awslabs/aws-sdk-rust
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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A= R B

1. ﬁUE_/I\ RUStIJﬁEo
2. FHHmain. rsEAIHERBERAUATRE :

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
},
i

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOQutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput
{
let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()
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return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client aws_sdk_verifiedpermissions::Client: :new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
D)
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
"ViewPhoto": {
"appliesTo": {
"context": {
"type": "Record",
"attributes": {}

I

"principalTypes": [
"User"

1,

"resourceTypes": [
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"Photo"
]
},
"memberOf": []
}
I
"entityTypes": {

"Photo": {
"memberO0fTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

I

"User": {
"memberOfTypes": [],
"shape": {

"attributes": {3},
"type": "Record"
}
}
}

}
}U#;
let put_schema = put_schema(&client, &policy_store.policy_store_id,
schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);

//Create policy
let policy_text = r#"

permit (

principal in PhotoFlash::User::"alice",

action == PhotoFlash::Action::"ViewPhoto",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
e
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let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition::builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
"Created Policy with ID: {:?}",
policy.policy_id
);

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principal=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =
ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").build
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?}",
auth.decision
);
println!(
"Policy ID: {:?}",
auth.determining_policies
);
0k(())

3. BEEAELUcargo runFHRARETRE,

MBEREZTEE , NARNERRERKAIER ID , Decision: AllowEHRHE R KL
Do mi"ﬂi#!ﬂ'ﬁﬂﬁk%ﬁﬂﬂ%%ﬁﬁ%#ﬁﬁﬁ:ﬁﬁﬁﬂ: Rust B9 AWS SDK X & 3#47 7 i,

BERIR
MEERBEFEEER , NEBIBR,
I Bk 3% B 1
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Al LAfEfdelete-policy-store R EMIBRRBE1F 4 , PSEXAMPLEabcdefg111111%&#: 7 EMIBR
HY SR BEf7 6% 1D,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

MREY , SR EE MR T,

5 API REXHY R B 171

—NERE A G R ERL DR RK RN A/ FE APIs #£E1E Amazon API Gateway £, £/
AWS #Z&E A FRHES | BA LR Amazon Cognito R EIER A SE{T OIDC &R (IdP) I
BETAGHNIHEER , F3E AWS Lambda F ERIFR R B SG RITMEX LR,

ERRES  FELEFNEMFEEREEER AP Gatewa y IS RHEHTIRE , REERD
TR 1TIRAF

BERIZE API XECNRBFE , ELNBRNERMEBLHRENERNAR. KBFEEESSHFEM
¥ API Gateway ZE# T ERIFNPRAY Lambda RN, QIEREEMEE , SAIURERFNEHAKR
FARERD APIFER, Hla0, “ERIUENER" REEME TiZDirectorsBARK A NAF & T RINR,

BENARFNEK , BULUER C edar REESXNEFAFEHEFTE OAuth 2.0 FIBHE R
flan |, “BRIENR ReEmEE P HGemail B AP R FIHRIAXBRmycompany . co. uks

7 AP RERRERE  HTHRERXNAFRTEORIEHENARFPER API ER , Ak 4%
IEHYRBE T

EMEETR , HEEHAmazon Web Services YouTube 518 B Amazon B 5 iE A FR-1RIE A | T 485 F
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/A Important
BER “fEA APl Gateway RE” M “BRUIAR” 124 & P H & 5 RET L 2R KK 76T
ERATIURSEBRESHR, FANEERER K TARNEREANKEREEZERESHE
CloudFormation. fEf AWS Cloud Development Kit (CDK) SURTE A N IFZ S RIE I R ZRE
BEFHREP, BXREZELRE , B2 BEUATHER#HALEFH B AWS CloudFormation,

FERERE API M SRR FHET , BWRARFER APl K HERNSERIIRLFERAF I
Th. BHRBTFHENSORISERIENNREMR SRR, S5 IsAuthorizedWithTokenAPI
RIFNIER, principalVerified Permissions B4 F B A K R BEHIERRE , &4 (ID) s
Bk ( Blicognito:groups A ) A EFA S BT R, &/ APl 7£ Lambda R 42
RKEEHWRARFNTHE , ANERRAERIEAR U MERIURE. HEM APl IEIRB Lambda
BN AWRPURERN , BB EREBAEHBIEBRRIEL ZER,

SR A S RIENREN APl Gateway 2N A A K200
- ATXAF#ITERRIEN D AR Amazon Cognito A OIDC IdP, AFM S AERBEARK
ABREUR BRI BRELNREFEPIEEHNERASR LT,

- —/NAPI Gateway REST API, Flan |, SRUENPRE XK B API B2 APl 53R
YEMyAPI : :Action::get /photoo

« —/N Lambda EHEF — APl B9 Lam bda %X #&, Lambda RENEHWAFEHIREFIEETE ,
BERERIENRATEN , REFRKIREILS APl Gateway, 5 APl Gateway H 5 Ri% & TER
2L B NEREYE Lambda B F.

- BERIENRRIEFM. REEEMEN S HXRFEZEMN Amazon Cognito FiFthsl OIDC #EEEH, K
B EMRIRT BN API WEE |, REFRAFES A TR AP BIEXERKRER,

- —HERER IdP XA P RAT S ORIEH NS EMNE AP FERONAEF.

£33 W UE YRR AT R X API B3R

IR OIE R RS 76 LR £ API Gateway MEMRHTIRE” BT , ‘ERIENNR 2012
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BRI R IR API I A GIZH Lambda BREUFERRIA VPC RE31. BIMER T, APIs
M 4% 175 R A PR PR %I W FAB K Lambda %k VPCs T2 ERNE A 2RI PRAY 5 EiERAY Lambda
R ITEE,

“BIRUEN PR 7R EF XN 5 HIR CloudFormation
EQEE AP| BRI EM |, BX4MERASNERE AWS ZRAEZEZERIENBREH &, ZAFEE
£ 7 —/> AWS CloudFormation #tt% |, iZ#tk AT ABE 2/ AWS RFZFAFRRNERTIR, ZEZIEA LM

AERECKIEMABR, IAM, Lambda #1 APl Gateway RIS R ER. REMER , TEEAH
AP HMERE R HRZXEEIE,
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wINE T E MR RIZES (ABAC)
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FEMIRMHEESHERE B Z2EMAERLAE ID MG RS EEBRNBER R,
B AT AREFEAEF~HER AWS CloudFormation

5 AP| XRERHIREE I8 BE R — M RIE ) API Gateway AP B ERIUERIN 5%, BN EERENARE
FERERAFRNHRE, 2N HARBF#EE  BREAETERE. REMN Lambda &N 75,

B RERER APl (VRN , EXXNRBFEENNRBRTRESER. 5 API XENRBF#EI2E
M API R EFHERY , @I RIFANRNEE G Z RS F MR AP #HTHIE, MRER APIE
REE®SZ  NURFEFEAMNKKEEEESLIRE.

MENNARFNENEREZITFBEINETHEN | HEEFTAN AP XBEREESEH{LRRE
£, ENRESXK  BIMNBWBNEBRE#ELAERES HB T ASBR E MM AWS K- FEY AWS
CloudFormation 4 AWS Xig,

B AP XENRBEEIEBNERRUBRREEM#N Lambda #1X#&, Lambda B#iIXN5EZS/MEEBE
Roe BRIFNREXLERRITEE| B3N CloudFormation £ Mk, EXBRETIRE | BNH5E
REEFM A Lambda RN AR BRWERERFP, 5 API XERWKRBEZEBEATERAK :

1. AWS::VerifiedPermissions::PolicyStore : ff2R ¥ & HE|SchemaDefinitionX R, F"HABE L
A\

2. AWS::VerifiedPermissions::IdentitySource : Mlist 58 B& 7% % B 19 i HE GetldentitySource A&
B, HREFEHTEI

3. HA—I= ZLAWS::VerifiedPermissions::Policy : &M KEEFHEF FDefinitionI Ko
AL\

4. AWS:: Lambda:: Function , ::: Role , AWS::: Policy , IAM::: Authori AWS zer , :IAM:: Authoriz
er , AWS ApiGatewayAWS::Lambda::Permission

LT ERRROIREEFM#, ST SURIAM#ERPH Lambda R T7 5RM NE LENR

{
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"
I

"Description": "ApiGateway: PetStore/test",
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"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{}3}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}3}3}3}3},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"memberOfTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\":{}}}}}}"

}
}
I
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE|testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

}
3,
"DependsOn": [
"MyExamplePolicyStore"
]
3,
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",

"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
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1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"

},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"

}

1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

1,

"PrincipalEntityType": "PetStore::User"
1,
"DependsOn": [

"MyExamplePolicyStore"
]

X$ AP I Bk 5 B 7 i 2t 1T i PR HR BR

152 A LE AL B9 45 BRFE Bh 1812 M M8 E 498 5 Amazon Verified Permissions API < B 9 58 BE 17 fi% B B 9
EILEE,

£ i

- BEH 7B, BRURAERERE

« B¥¥ Lambda BXEBEMMEIFERK APl 1, BEFEERBERIER
- RBEITERTINEORE , BEFRIEE

o BEMNEH Lambda BRHMHBEERK AL

- BH Lambda BRI TIFHE

« BH AP TFHE VPC H , TEAARRS

- BEERNEERDNEREMAFEY

o RIEFMFHRE, BELTXEMRFREY

R 37



Amazon Verified Permissions AriEE

BEHTBER , BERNREZBAE

RINERT , ERUNRF Lambda R EE R FEIORKERF 120 ¥, RoHFER , REE
BNALERAEEFE, BXESZEELE , 52 % Amazon AP| Gateway FF A BIEEFH B A APl E17LUE
PRI R BE A .

- Lambda 2RI MNEI KB API 1, B EREEMRNIBER

EFRGEER , BXRHERNEFTEEN API BB, BXEZER , B35 Amazon API
Gateway FF R EIEETRIEE RES T API,

BRI TEETINRNRE , REERNEE

5 APl XERHI R F RS N B RS € — 1 Lambda B #. ERIEMNRS B3I REHRR
REZEMEIRNERHLT, QIBRBEFMHE SRR NEENERHERPRIZE,

EM AWS CloudFormation 4| A R FEH Lambda B , BEFTEBE#NSATE LERRE
EBBIZ,

BT LATE AWS Lambda &1 A R R BB EK. SMBIKKRES AWS XiF ARG 4 | 8RR
RN BB FAVPAuthorizerLambda, MIRZEBIE T Z1NE API BRI FH 6 BEARKN L
RS S e (8] 2 53R BR 1768 B9 81 2 4B < BX .

BREMNER Lambda R REER B E

Lambda KB EIERHNFHBALE RIERELS#F, CloudWatchBEEFZMW HE |, 57 Lambda
BHAPRIGHEE , RAERRERENF, %£FEEEF CloudWatch BEHEFEASEHFNEE.

BAX Lambda ¥ AEHWEZEE , iIFSHAWS Lambda FF X E1ER AWS Lambda® #9ff Amazon
CloudWatch B&ES5—E2#EH.

EH Lambda BRRXH W FFE

SER API XEXRERFEMMIRETS , BTV Lambda B 5 KT INEIEE API, INRIETE APl Gateway
BEHAERERTEENS , WENRBEEENEMTRATES AR ERBB, 5 API B KIE 76
xR BIEHKL P, AWS CloudFormation

ERBYRBERN , ERIENRLETR—NMIE ‘REHNE IR, NIRECXEFTUHRE ,
E Al CloudFormation #2#l& , EHRIEHHERFERABZ NN BN . AVPAuthorizer-<policy
store ID> CloudFormation FE#ikEBMNMHFRE T TR HELRER,
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B X CloudFormation Hek M FEHERREVEEBY |, S8 (AWS CloudFormation B F#8/E)
CloudFormation ™ By # FE HEBR .

K API Y TFE VPC |, TEAAENRA

ERIFAEF @B VPC KT aifE Lambda B 5., BATEEN AP FBEENEH
Lambda BEZ B FT FF — M KR E,

BEEBENERPLEBEEMAFEY

5 API REXRVREEFEREMAS TEPNFHAFPRREHZLBRIENNRRE . EEIHMEHRN
BREEREMAFEY  FRXEEMHEXIENRED,

ST LR Amazon Cognito Pt R EY ID M1 (R 5 A8 Fh B9 1 2 A B RS 2 B WAF MY PR BUR B, fl
W, RSHAFH ID sEPHAemailFH, AXRREENFORFENRBEFNIBRNESE
B, FEANSHRHEETERSTIRN,

BAERNIFAVERE, BELTXEMEIARESE

5 APl BB R FEEREBIEN Lambda BB B —fRFR. point-in-timeE 1R T 812 API
ATEVIRS . RBEFHEMNTANREIBEEMLTXEY , B FR2REBIAApplication® IR B EM
BRI,

B AP AR HNIRAE ( BEBHTTE ) Bt , BTEM KM FMEL T BHIRE. LELMEHEN Lambda
RS EFIRENRE R, BAIUEFRTEERATNREFE , A UERNETNREFME,

EFEHMANANBEREMR  FRIEHNEN. REAHERNEBTNEE , X HETERALEHRH
BUE. BERLETN. REREBEEHNEN , FEIESHVRENEL,

) B 2R ik A

EALAE A AWS Management Console Sl Bk Amazon ERIEHI IR K BEEIE AWS CLI, MIBREREE
it 2 K A M BRZZR R BE 764 P B PT B SRBE

i BR R4 BT BA AL MBI BR R BE Fr 6 . BT IR MVFR B H RS ER/E A 7 BIERRH AWS Management
Console, #tbzF , B API 5 SDK i f 0l Z K AT RS 17 ERIF R A & b e

HTFUTERR , &7 FE ZMRR 7
- BERTAEXRBRAARKERNES . BXESZELR  H5H HREH.
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« BPBEXFZHEPNARFPHES , AU TBEEZRBFHE,

AWS Management Console

T Bk 5K 1 i

1. {IFERIENRESE, BRENREBE,
2. EEMBNSMERSD  EFRE,

3. IEEMIBRILRMEIFE,

4., BEXFEFBA delete , RFIEEMIBR.

(® Note

MRERATHRGEY  WEELFHEHER K AGTRERE NR. EREER , BikE
“ZE R BRR P

AWS CLI
B B 5% B 1 fk

B LA MfEAdelete-policy-storelREMIBRKBETZE , PSEXAMPLEabcdefgll11118RNE
fhi BREY SR BE 17 6% 1D,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

LIESY S N A i =Y s S CIE e

(® Note
MRN I REEES A THBRERE , WA EIEITZupdate-policy-storelgEHEH
il BRAR 3 o

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgll11111

T BR B W 7 A 40
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Amazon Verified Permissions K B& 174 28 #3

RN NARFENRERBEEHUARNARFERNBERFIRERNRENFH, ETHER
UEABRA Cedar ALERMM AN 2BBIXF] | FSHARMEZE.

BXREZER , F5H (Cedar REEESSEEE) FHY Cedar BT,

(® Note

B LA B kR 2B E Verified Permissions FEAEM |, ERIIBIIBIUEEESTREFE
AR, BIEFEKBEE |, Verified Permissions B] LAfE F 58 #3 5K 56 iF 56 | F 544 A 5| A B9 S48 A
B, MBREBRDPEHINTESHRAATHRINENFZHEIR, MREBUZEBERIE , WFT
AR LATEIZEN,

AWS Management Console
EOIRRY , FERUTIRIEE

1. fIFERIERRIZHE &, ERENREREE,
2. EEMSMERS , ERERY,
3. EEBIEREN,

AWS CLI
ERIHMEN , SEMA AWS CLIEBSREEN , BRATSRIZE
ZA LB IZ TR AL F LT REIE) AWS CLI S &R0 2RI 70 .
ZRFEATELUT Cedar NEHIEM :

{
"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}
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},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BRI JSON BN N BEITERE , AEHEM EEBREERNFER : cedarIson, A TR
fIfEA schema.json XHEHRWELTRE , ZXHEE JSON K LA,

(® Note
ATETHERE, KA RHIRAHRRITER. BUTFBIXERE—TL , IFBTS
BEIEE,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\n:

{\"principalTypes\": [\"Employee\"]1}3}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"}},

\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [

"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
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}

AWS SDKs

BRI LAEA PutSchema APl BB KRB 7F M, BXREZEE |, BZRPutSchema {Amazon B 1iF
PR APl SE1E=E) .

YR 4B R BE Tk 2R 7

L IR Amazon Verified Permissions 2§ & IR R /AR | & R KEREAEAEBFIRE, &0
DfEAAE R JSON X TEEMEREENEY, JHER A FEERS MO SRINFER R
£, NMEHFHEN, A JSON #H |, BATLUEEE JSON RESPIFHREFRREA JSON K18,

Visual Mode

A LR RERR A —RIIBRTL , EMRGEAREDEREZANXR, &E B &KX
tEERAE. AHIERATH

- BEE — REBRNBSIE T AERRERTEENEEALD, HNEERATHRELR
AV R R ATIRAE R0 AR, SRR 1810 SR PR S B8 40 B ) 038 703 HE A KT AR BUIR 45
MK, NELNRERRETHARAZANER  UBREECNZHRIHER , RE
THERKTATREAXIAR, RE—AREUSERLED , AR THRUEE 2B
AMER. HIF Hilk BRIE | AR | TEW) i BAENEGEE AR A S ERYR
.

- RERBE-KARRENETERAMNARZANXR, NRAETRENTERNHERX
% EEELE. BEFSEESALETRATRESEAEHLER,

BRTHREMPRMERBENRENIRAE., SERBVNERRERFIZARENFAE
et JIRNEFERA. EREMAKEUEFTFHAEE.

EEAMER TR Verified Permissions 2883 |, iFR U TS RIRE -

1. fIFERIERREZHE &, ERENREREE,
2. EEMNSMERD , ERRW,

3. ERAUEN, EFXAXREFAITIENREHTHER, EAIUARE —NKEHIT
fEk , UIREHEHMSMENEMEE,

4. % Edit schema,
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10.
11.
12.
13.

14.

15.

16.

1

\l

EHAEERIP , RENRERMAREZEE,
FERGEREE DA, EFRIRRARRE,
a1 A SRAKEY B FRo

(AE ) EERMRE , USSR X KE. EMERERME SRR RRE |, Hik
2 QTR ST ul: o) ]38

ERAINEMY , RIZEERNES. WABMERN , RAEAZEECNENEMHERBEMHXRE,
BIEEWBIULRIEET |, Verified Permissions 2 AEENEME. EEBNMNEERB N MHE
I, EMIERE N IZEZMERMNEN | HIERIZE M50 MR,

IEFRNINRARRE | RSN IR R F o

HRESD B, EERIFIRE,

ARIERIB AR,

(AL ) EERNFR , FMZREEIANTRRE, ERERE N ZRERNONFTRER | &
ERIZ IR E A S LAV ER

(A ) EERMES , FMZREFANEMRRE, ERERE N ZRERMEMRER | &
ERIZFARRE R HRZ LRI R,

ERRMBEELURMADR MBI BEIGERFBELTXHNE Y. MABEBHANEINEHIER
BHER, BELEMRKILFERE | Verified Permissions @A ENBEMHE., ERE/MNEHRE
BERHIE, EMRERNIZIREFNNVEY , TR ZEEEZ DM ER.

R IRE
NIZRRMTFRESAFRBNRER | BEREFER

JSON mode

EHATEHME , BEEEF JSON FiESFLBIE JSON EERIEEHNRE |, FALELEFEMNR
AERMES , NMMEBA M RIELZIEE, i, BTFELC JSON X , AFEEHFRE
“B1L JSON” , AR E R ACE TR JSON K.

E £ JSON #E X T 448 Verified Permissions 2883 , FIRUT S EBRIE/E -

1.

2
3.
4

I ERIERREZH &, ERENREREE,
EEMSMERS , BFRA,
% JSON B | RFIERREEN,

EABRFERTHA JSON REHANE. REMRTEMBIEEER B EREFRYER, &7
BUEEE TN JSON |, fE A IAYE) BE R 48 K 9 2R F9HY JSON B ERER R,

YRR
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5. ERFREFEER.
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B A Amazon ERIFN R RIS IEES

&R LAFE Verified Permissions FiRERIIEE | LIZFIRERFEREFME PR RN IERIEE
%o

/A Important

BRRBRIEE , A tZRNEM KRB RBERNS AR RERE TR PORGHETE
E, MRBIERY , MERIENRIELFERZR. Hit , RMNBWUEEF ZRNRAEF TR
TRIE , FETFURTNIR , MENRARFLTEFRSEHFERET BRS.

AWS Management Console
ENKRERRERKRIEERR | BERUATIRRE .
1. {IFERIENREF S, ERENREBIE,

2. EERE.
3. EXRBRIIEAINDH , EEER.
4. BWITUTREZ—:

« ERHURRBEIOUL 58 B A RS E S L IR ERWHTRIE , WRRTRK (#EE ) kiR
o

o BEXMRME R RBRU |, HRRXMEERE. WA confirm , BIARBEINFABER
FRICHVRARATRIE,

5. i%$% Save changes ( REFEEX ) .
AWS CLI
ENRBEFHERRERIEESN , FRATIRIEE

& 0] LUE X f8F Al UpdatePolicyStore i 4E H# H ValidationSettings SIS E R B E R E XK EH M
R,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

BREZEER , 5K (Cedar REEESSERRE) FRIRBERIL,

47
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Amazon Verified Permissions & B

REE—MAFRZIEFAFTRFERN—IMHZTIRIENEG, STREHTGEIR L TRMAMAER
B, X Cedar REMEHMITEARXNEZER |, 551 (Cedar FHIESSEIER) TWEEL
38 E Cedar KB,

/A Important
EHRELIAEHE, BRIRMRERN Cedar KEEHT , BUUE LA TEN TEMNME—FRRFF. BA)
BB WEEREU T RESRE !
« XIPRAE AR IR ARG B A —#RR A (UUIDs).

Flan | MRAF jane BHLT , MEERIULEEMAER jane INEH , BL , ZFAF
FERBMEIA User: :"jane" WRBEFIR THFTERNBNFRINPR, Cedar BEX S
FRAPMIBAF, XENERTEEFRRFNERRALT. BS54 ERRIEM—BXKZFR T
EEFEANRAR , BARETQENKEBPEEIBRRATMELEP R T A B RINE,
FERNEMAEFERA UUID Y, BRANEWEEEEEML / FRRBARFNEENREF EH. XE
B FEENREES TEHK, HlI : R == A:: “a1b2c3d4-e5f6-a1b2-c3d4-" |, /IBE F
EXAMPLE11111

s BOEFHHEFENME —FFRFHREEMARBNELR, VZREESHBBES, XERRFS
€1E AWS CloudTrail BERHPHEMN EESLKE F,

FH

- BJ# Amazon Verified Permissions 5275 & B%
- Y% Amazon Verified Permissions 5275 & B%
« AMETX

- A Amazon ER IR X F A

« Amazon Verified Permissions <55 B&

B2 Amazon Verified Permissions 587255 B&

BRI BRABRERSERE , UATRBLEMITNNARFONIEERRINTEERE, BAXKS
&principalresourceMW4FEME , FJLARER A FREURE,

BB ERASKEE 48
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AWS Management Console

EOEBSRE  BRUATSREE

1.
2.
3.

10.
11.

THERIERREZEF &, EHRENFREEE,
EEMNSMERSD , EHRRE,
EROERE  REEFCIERBSRE.

(® Note
MREBERBERFER , BRELSR 8 FHFHZBERET — T8 “BEXR" 2.

ERBRRBS  BHELERSERCRN  EHLAWTRRL, MBELIESE Permit, NI
WHM AT EREATRATRA. MR, MBELRE R, R ARG AT R
HATIRAE,

EEATETRS | GEERTERNIATE,

C BEREEE  NEBSATRETA, HEATRRLRIRERREEORENEEALR
RSB AR IR

C EBEHEA  SEMNAT A, EXABRATREHATERAEH,

C BEBFATE , FEERER T R WA,
EARTETRS | EEERTERNARTE.

c RRBERR , FZEBNMATRERR. J1RELE AN RREESMAERBE NIRRT,
- ERARFA , FZEBEEAT -A%FR, ERRBFAFRTRARFRHARN,

« REFBRR , FZERBENA T R TP ORE R,

EEFECEND P , EREREREANTREE,

- ERBEREES  BZEBNAT —ARE, EFREZTUNERE , NAZERK,

- REFBRE  FZEBNR TR FRERE,

BET—F,

HERBEDF , EFER Cedar K, ERLLEAREBN | EHAEWABEMLEHKIRERKIE
ERRR. AXEZER , 525 (Cedar RHEESSEERE) PH Cedar FHIEAR TN

A=
Ho

HEIFMAESEDH , AR IR,

IR OE KA,

BB ERASKEE 49
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AWS CLI
EOEBSRE  BRUATSREE

&R LAfE F CreatePolicy R IF B2 B RM, LT ROIGIET —MIRABSKRE,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"permit(principal,action,resource) when {principal.owner == resource.owner};\"}}"
\

--policy-store-id PSEXAMPLEabcdefgl111111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl11111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

‘%8 Amazon Verified Permissions 87 5 B%

BRREBREFHETNIARSRE, CRREEENBIRE, EENSERKKRNERE , 40
EHREEER. BXREZEE , 55 H % Amazon ER PR REEER.

BRI E BRI AT TE !

- RBEFTS|IAM action,
« T4, Bl when M unless,

BEEEABSKBEHIUAT IR, BEEQXERZFNEM -, BFEMERAEHCRKEK,

o MEESRBEEEARCER R BE AV SR K

« RBpermitHHBSEEHM R forbid,
- BARBEPTSIAM principal,

- BARMEFTSIAM resource,

IRIER SR 50
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AWS Management Console
BREBRSER , BRUTIREE

1. fIFERIERREZES &, EHRENFREREE,

2. EEMBNSMERSD , EHERE,

3. EAPEREENBHSKEIULNRARE , REEFERE,

4. ERBEXHDP , EFMBHSKEN action EZxHFFA, BLEEMRBRR , URKHKHN

principal = resource,

5. EEREHEMK,

(® Note

MEERBEFEEPEHTRERIE , WERBRSKESSH Verified Permissions %4
REFEEPNELBRIERE, MREFEHFENHESKBRELRIE , NRENELEK , HE
FEREFEH

AWS CLI
EREBSER , BRATSRRE
8] LA fl UpdatePolicy IR R B RS KM, AT ROIGRE T — MR EFHSKE,
ZRGIEA definition. txt XHRBEREE Lo

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"
}
}

LT ar w51 A T &3,

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}

WiLET X

BIRRIESBEREERNER , EFRENEZRA, THARBRRSHN -2, HESEFHERLT
o BARERBAVTRE —AHIR IP thutiRE  RBENHENAFSEA MFA 2R T ATFHITER
o BN ARFIULGRLY ETXSERE , HEXIFHERIBENERS, SRIENBERGER
R E T XBTBEETERLHEA JSON K. contextMap

HEALL R B ROIR B R FEEFERHl. BREERAE , HELANIAIRR H 02 DigitalPetStore R R
R

AT £33 B IE R BlDigitalPetStore KB 7 N M AR FF S Cedar BIEERE 2 —,

"context": {
"contextMap": {
"AccountCodes": {

"set": [
{
"long": 111122223333
1,
{
"long": 444455556666
1,
{

"long": 123456789012
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}
]

},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {
"boolean": true
.
"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"

1,
"Country": {
"string": "United States of America"
1,
"SSL": {
"boolean": true
}
}
1,
"RequestedOrderCount": {
"long": 4
1,

"UserAgent": {
"string": "My UserAgent 1.12"

}
}
}
BN ET Xy EiERE
mRE

“#HtruesifalselE, FERHIH |, H/R{E f true or MfaAuthenticated R REFEIFRESE
TR ZHERITZRESHRIL,

53



Amazon Verified Permissions AriEE

RiE
FTXRENES, SERATURTLHEBIMNER (MAFFR) , BAILUEFREMNEE  IiF
BRENES, ERHlF , BEFS 3 NTREKF HEXEK,

FRFER
HFE, BFIFSEARNFSY , A"F/HEEER, ERHID , UserAgent FRBERREF AXRE
REEHITRHNKES,

KEH

—NEH., ERPHIH , RequestedOrderCount®RARMBERZEHTEFEREFEESIENOMNTE
M= £ HORE —E 5

g%
BHNEES, EXTEBRLTNHFRAXLEEY, TERMNREFHXSMAEREPIEZE

HRZEENEE. EREIF , NetworkInfold ZREBEEXAFNWERIE IP. AEFIKEENZ IP
HI B B LA R E R IR E R

Entityldentifier

NiFERentitiesTEPFANKENEENSIA, ERHF , AFNITEESHR THHEBob,

E 72 R~ HDigitalPetStore M A2 F MK L R"BI E T, BUAMEFHEHERentities, KEEFME
HMAEBAKE , #37 Customer Role-Get Order,

IE £ 182X DigitalPetStore LLEZ BN ET X

&4 , DigitalPetStore TR — N EEE XN KK FE. CTESEATEENRER LT XBURZE
BMNAENN ETX. EFALETXERTERARNER , BXENRBEEENRIERBITUT
. ARUFETEERN ETXHN ETIRE , FS RS E T,

Schema

NIENREFHENNAUATERUZRHIN LT XEM. EHGetOrderactionsil T,

"GetOrder": {
"memberOf": [],
"appliesTo": {

"resourceTypes": [
"Order"
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1,
"context": {
"type": "Record",
"attributes": {
"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}
},
"approvedBy": {
"name": "User",

"required": true,
"type": "Entity"

.

"MfaAuthorized": {
"type": "Boolean",
"required": true

.

"NetworkInfo": {

"type": "NetworkInfo",
"required": true

.

"RequestedOrderCount": {
"type": "Long",
"required": true

.

"UserAgent": {
"required": true,
"type": "String"

}
}I
"principalTypes": [
"User"

E5|AEERETXNetworkInfofir B M recordiE R | EELEPEIE— CommonTyp

e &t , FiEREactionsEHFFMUTHE. commonTypefdE=R—

R A TR R SR,

AHENEN

AL

R ETF X
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"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",

"required": true
I
"SSL": {
"required": true,
"type": "Boolean"
I
"Country": {
"required": true,
"type": "String"
}
1,
"type": "Record"
}
I
Policy

UTREBRETSMEAN LT X ARLTARENRG, CEVENAHSBERNEM L | #1180

‘EFABRINITE, ZRERINERZHBERNERARRRNAESE,

permit (
principa
action i
resource

) when {
principa
context
context.
context
context
context
context
context.
context

};

W, RONERERIT R HERLFUH B RAMNEE RPN E M £ T35

1 in DigitalPetStore::Role::"Customer",
n [DigitalPetStore::Action::"GetOrder"],

1 == resource.owner &&

.AccountCodes.contains(111122223333) &&
approvedBy in DigitalPetStore::Role::"Employee" &&
.MfaAuthorized == true &&

.NetworkInfo.Country like "*United States*" &&
.NetworkInfo.IPAddress like "192.0.2.*" &&
.NetworkInfo.SSL == true &&

RequestedOrderCount <= 4 &&

.UserAgent like "*My UserAgent*"

R ETF X
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1. AP ZER MFA &%,
2. AFPH Web ¥ 2SUser-Agent A BE FFEMy UserAgent,
3. AR MZMEBEREE 4 MHEDMITE,
4. AFHIK PRI Z —29512111122223333,
5 AFM IP bt MR B EE , AL T MEXES |, H IP it SMHUFFX192.0.2.,
6. A TATMEHEMIIITE, ERNERNentitiestEzR , RITFEH—- AR FHWBobA
FEmployee,
Request body

EEAEYNEMANREEEREFEE , BUNE ‘BRIENR APP R2ER R ENE
KisAuthorized, HEEE , ZentitiesXKBIZE—MNABGNNAFNEXEnployee, Bob

"principal": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
1,
"action": {
"actionType": "DigitalPetStore::Action",
"actionId": "GetOrder"
1,
"resource": {
"entityType": "DigitalPetStore::0Order",
"entityId": "1234"
1,
"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 444455556666},
{"long": 123456789012}
]
1,
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore: :User"
}
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},
"MfaAuthorized": {
"boolean": true
.
"NetworkInfo": {
"record": {
"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},
"SSL": {"boolean": true}

}
1,
"RequestedOrderCount":{
"long": 4
1,

"UserAgent": {
"string": "My UserAgent 1.12"

}

},

"entities": {
"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},

"attributes": {

R ETF X
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"memberId": {
"string": "49d9b81le-735d-429c-989d-93bec@bcfd8b"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
},
{
"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"
I
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
I
"parents": []
}
]
I
"policyStoreId": "PSEXAMPLEabcdefgl11111"

f2/ Amazon ERIEAENILT A

EAERIERRNRAFE , BINERIENNRRESTRNER , WXLEREITN XM ELEER,
ZMEF A ERESEENSBRBELN KB FE DI Cedar REERBLBRNZFER, WiARMFR
B, A SAE AT AR A JSON R 2 B #1TH0#. AX Cedar REMEMMITHATANESER ,
ESH (Cedar REGESSEEE) T Cedar PHIEARKEEMIE,
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® Note
fE A Verified Permissions & HBEGERET |, Bl A K 4E 5 |, EiERPREETAENE
BIER, T, B EEEEXRBENFAEE, XLEEESNMELMPIEE , REMNEFRS
MBS H, BT ENREETEMSSEEH D,

BEXANRFEENEMELRIER |, 55 AWS YouTube $iE L # Amazon B IF E——SK RS0 22
AR (AIRB#3) 6

Visual mode

(® Note
EFEAMNRFENTRES | BBRE KRBT D EL—DNRA,

EETHEXNTNRRE |, BRUTIRIBE
1. fIFERIERREZHE &, ERENREREE,

2. HEEMSMERSD , ZENHAF A,

3. EETHMEN,

4. HEEFBD  NEEWEERBEPEEFTRENEE, EXFEFRZEEHA—MRIR
Fo

5. (HIE)EEBRFMRE , NEEEHRNREME, ERRERMBZEFHRIESE , FEER
KRR R3S L AR

6. NEEZHNSIEUHEERME. ZNHFAERARUENERPEENEMLE,
7. ERFRHDF , ERFEEERTHER. EXREFRNIZEREA—MRAR,

8. (WL )EBRHFMRE , NEERBRRMKEKME, ERERESRMEZHRNXKME | HiEFiZ
R SRAR R TR 1L B M ER

9. NEERRWBIMNEMEERME. ZNHFaEREMRNERPEENELEE,
10. HEAERSH , NEEE AN F RN BRIREIRFER T EEERTHRE,

1. NEERENESINEMHEERMEE. ZNAFEEREUARNERFPIEENESE,
12. (A& ) EEAMAXEISH |, EEFMSE , BURNERERBOR K RIS,
13. M\ TSR AR SKARPR AR H 50 A ZSRAEFR IR AT
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14.

15.
16.
17.

(AE ) EERMRE , NEEXERNREE, BRERESFNIZREHRXKE | HFiEFZ
R SRR RS L M ER

NEEXMFNFIMNEEEERME. 2N FaERREARNERPEENELEE,

ERBIA |, FZRERMENHEFEE,

EREITRNER , BERBEF#EP Cedar RBEAIERENIBER, NAFAELERAWHIEL ZE
REREK , U EREFAHRETITEHRBIINEHRBRNES,

JSON mode

E7 JSON X TNIARE |, RRUATSREF

1.

2
3.
4

T ERIERREZEH &, ERENREREE,

EEMSMERS , BENHAFE

1%£3$% JSON &=,

EBERFAEERBOH , MREET —MNEY , BN ZRUHNEMRRBEPERERITRENE
K, EXAERNZESRTA—MRIRF.

MRRENEN , FERTEREN EEXEE R AT

MREELT MY, EMNEZRUENRFRREFERERR. EXAERNZRFREA— DR
RFFo

WRARE IR |, BHERRXAAE R AZ TR

MREELT —MNRA , FMNEEZTENR RN BERRETIRFERRE,

WMRARTE LR |, BHERFEE R A ZRE.
EETXFERT , HABRELHERN LT, ZERETXRAATRIURRIHIESR.
EXEFED  MARNRRPETENZEREBENERREN.

BEERETRENER , RIURBEFEP Cedar REEHWENFR, MiAFESKERARTFHIELZE
REVRE , AR EREFHNRERITEREBINERERNER.

Amazon Verified Permissions =5l 55 B

LA B EN —ERERPIRERY Cedar KERH , FENRBE T ERIENRIRERG, EXRN
REEDCedarRES S ERmM , AZBESEME, BAX Cedar KT ENESZREER |, S (Cedar
RMESSEERE) PR Cedar FHEFRFKMIIE,

REE R
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R Eg B

o RVFTAE AN

- AWARIKEL

o AFEAEAEH TR

- RAWTHFSKEREMY (ABAC)

- IE4 A

- FAFESRTEXRSARMEMY
- FARKSXRSIAEMY

« RERII D Cognito ID <& E M4

- RBR OIDC ID SHEHEM

« BRI S # Cognito 118+ K E 4%
- B OIDC RIS EEM

ERABEERNERSIARNMEME
AT Rl B8 0 T B G A 75 5 B R TR R 5| A R MR SRR
AXECRIERBANERTERASRELNESEE  BSNES GRAS DRI EIRN,

il

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&

context["ip-address"] like "192.0.2.*"
13

ERARREREIABEMLE
BAT 7R 52 88 20 A 28 6 R SR 55 SR B PR MO SRR
AXECRIERRFNERTERAPRELNESEL  BAT SR RHEE SHRSEIEN,

permit(principal, action, resource)

ERABESRRERSIARTESE
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when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
I

[ BRE D% Cognito ID 5 hEE M
LR RBIBR Tt el2 5] A Amazon Cognito Y ID &8 KRB,
BEXEERIENRINEBIEATHEENESER , BRGS0 REESERF ZIEW,

permit (
principal in MyCoxrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

¥

RBX OIDC ID T hEHY & 1
AT 45 5 AT 2122 31 A OIDC $RLFREY D # IR MY B,
AXECRIRBRTNERTERPREMNESEE  H2EESHRIEE SRS TN,

permit (
principal in MyCorp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
) when {
principal.email_verified == true && principal.email == "aliceeexample.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

};

[ BRIE 53 Cognito 18] & HY B 1

LURRBIERT a2 5| A Amazon Cognito 1 [8] 53 b/ MR SR BE o
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BARECRIENRIHRBEFEATHREENESEE , BRSO REEESERIEIZRY,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

};

[BR OIDC 157+ hEJ&
SAT R A1 B8 0T 0122 B A OIDC SR LR H0 T 18 45 AP M B SR,
AXECRIERBRNERTERSRELNESES  BSNES GRAS DRI EIEN,

permit(

principal,

action in [MyApplication::Action::"Read",
MyApplication: :Action::"GetStoreInventory"],

resource

)

when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")

};

[RBR OIDC 158 h& /g 64
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Amazon 25 UE PR R SR AR A SR AR BRBY BUR

EERIENRED | KEERET Aprincipalresource, A& SUTHNRE, TreXEHFIEE
BRRLERER, BEAERIGER , XAETREERIESERTBROER, FRERALTFRENL
— XK, RAEEZINERANBR—EFEH. IEBRERNEFTSRRECHZERNWTE LD,
BXEZER , 521 (Cedar REEIBES S E1EmM) FH Cedar KEEER,

Blan |, BUT SREEEAR N A Z R ERN ZEREAM A RIZHReadEdit, M Comment IR,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

)i

MREECEEditorETHERBENER  WAZTRAREENRER RN REEN , EONARE
FReIZ - REE , hERARKER, FEMNITLZRRNNR,

E#SHBEAE , BIRKBRIE RSN, URIEAREINH | anRIEEM KRR
BrCommenti®{E , MMEIHEER ZBERNE T ZERN KB EFENER , FERBPEENRTEA
HEEBNHENN R FRRKRITIL,

BREZEEMKRBKARIERE] , HS5 M. Amazon B X UE R RAIERFTEREEER

12 Amazon B 1 UF X R R BE & 4R

A LAEF AWS Management Console, = AWS 7£ ERIFAXBR A AWS CLISIZERIEE R SDKs. &

BER AT REN XK , RAESZSANERANRR—EEH. AIRRBERE , EUUCIEEENR
KEHERE  UEAEEREERANRENRBER. BXESEE , B2 0125 Amazon B

BRAR AR SCER Y BUR

AWS Management Console
B KR AR

1. {IFERIENREFE, BRENREBE,
2. EEMNSMEET , ERREER,

3. EEOIERBER,

4. HERAREHD , MARBERER,
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5. HEXRMEMREXESD , F£H50M% ?principal M ?resource A FEFIERBIENF

BB ENERTFHNR, ERILUAREK | AR INAYEEMAEERIREREERIE ENE
o

6. EFEOIERBER,

AWS CLI
EOEREER , FRUATIRIEE

&R LAfE F CreatePolicyTemplate R fF B SR BEIEAR . AT /RAIGIE T — N E 46 SV RFRYREEAR
o

templatel.txt XHBELUTHE,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl111111"

}

B1Z 5 Amazon KIF X RIEAR<ERHY BUR

B LAER. SoIESEREKN RS E T REBERN AWS Management Console &, AWS CLI
AWS SDKs#ER R S H RRIERREFREK, MREENRBEERTPIREESH | WE et
ZAEARE KBS B 30 A B SR M AR — R PR B R BURTE

BXREERRKORM R , B5H. Amazon BRIENRREIERFTEREE

DRI AR AR SRR 66


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyTemplate.html

Amazon Verified Permissions AriEE

AWS Management Console
EEE KO REARR 0 2R ARG R | BRUATSRIRE

THERIERREZEF &, EHRENFREEE,

EEMBNSMERSD , EHERE,

IEFROERE | RFIERCIREREERE,

EFEEANKBERSINEEEZER  REEET D,
MAZATHERSZERBEEXFNEEANTR. BEENEE RETRREETZRT.

o ~ w0 bh =

@ Note

FHEMBRENENSNSERSKEER. Fl , EHEHIEE AdninUsers 4 |, &
WA Group::"AdminUsers", MR&EH A AdminUsers , 2 & RBIFEEIR,

6. IEFCIEBRIREEER,
BV RREEIZ R R R REE T o

AWS CLI
BB KU RBEERR O R EREEERR | FERATIRRE
SER LA — MEARBEEREE | RIS RIIAEREENR , AN ZEREANEM SHLFEEE,
THRGIGIET —MEREERRE  ZRBEASSUTETHER

permit(

principal in ?principal,

action == PhotoFlash::Action::"view",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);

CERFERATHH definition. txt X#HXKEM definition SHHE :

{
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl11111",
"principal": {
"entityType": "PhotoFlash::User",

DRI AR AR SRR 67
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"entityId": "alice"

R SR RMERPRENEBRNNE LS HHRREN A

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}

YREE Amazon B3 UF X PR R BE & 4R

WA LAER, =, £ “BRIUEMNFR” & AWS Management Console4s %5 5} B 37 5K B &k AWS SDKs,
AWS CLIRE R ERT B EFH S ZERB R E T ZERA KRS |, BT 5RE RS AR AT /)
O, HARFTLEASIASBIRNAREFNER,

BT A SR EAR AT T

. REEEMRFractions| A
o ¥4 , HltwhenF unless

BREEERNRBERNUT TR, BEERAXETERNE[—A , HEZMWERF EH R RBEER,
* REpermit A REEERAIRR forbid
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- FEEEIRFIprincipal 3IAW
- REEEMRFTresources| AR

AWS Management Console
BRRBENVRBER , BERATSRIRE

1. fIFERIERRIZHE &, ERENREREE,

2. EEMNSMERT , EREREER, 25628 REESRREFE T UEZNTAEREE
o

3. ERREBERZINFERZED , LERBXZRBEERNFEAGE , FINKBERNSIZNE
FEtiE , AR REEERR AR

4. EERE , URBENREENR, BREFSEEMRBEBNREEN , RAGEREHREE

o
5. ZBHLBTERERBEERZDNRIERE , AEEEMERRBFRREER. EEEE , BIAR
BRER B AR AR
AWS CLI
Ym B R EEAEAR

&R LAfE A UpdatePolicy R F B2 B AR BUT R OIR A 34 o TE SCRYHT SR B B R 18 TE SR B4R AR
HY SR B E AR R E R IZER

templatel.txt XHHAZA :

permit(
principal in ?principal,
action == Action::"view",
resource in ?resource)
when {
principal has department && principal.department == "research"

Iy

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \
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--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

}

Amazon 23X PR = Hl R AR o< B BUER

£ F RO K B 776 73 £ 7E Verified Permissions 812K EE AT |, ERY R F 4 R EATIE LRI
B, SRESARNR A FTIE R B 0E AR GIER . BT Verified Permissions &4 8% # 5K i R 61 7l B T 7R 6
R FHRESBRRE, REERMNEY,

PhotoFlash R4l

BUTR BB T R AR KB R RS |, AR EARBERR TR EMARAFAENERZRANMB A
KB R RNR,

(® Note
Cedar REGBES =AM A in B, HIt , principal in User::"Alice" &[T
principal == User::"Alice",

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

LR /R 61358 B a0 ] Bl 2R R AR K BR SR S | IZR I E AR ERR TN EMNARFNMERHAZNERERS
KB R RR R,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

AR R BR SR e R 451 70
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AR R BIS B N B AR B SR S |, X RBEEARBERR TN ERRFANNMARFINEREHRE
BABARTENER.

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

AT R B 5E BA 2 G B AR AR R B SR S | X RS E AR ERR TR EFRFANEMAZNERER S
BB BR 15 E AR

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

T ROGIER T AR REEEAR OB SRR R REE , ZRBEERR TN EFERHFAHEZNELR
BAMNMARABN T2 ENR,

permit (

principal in PhotoFlash: :UserGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

LR RBIE R T a0al 6 F SR BE AR AR “FELLE A P U5 RIIK 7= SR B 22 S8 AR S BR AV SRR

forbid(

principal == PhotoFlash::User::"Bob",

action,

resource in PhotoFlash::Account::"Alice-account"
)7

DigitalPetStore il ¥

DigitalPetStore Rl KB FET T EEMRKIBEEIR, BIZEDigitalPetStore RPIKEE TS , BAILUE
BEEMNSHERFEEREREERTKFHPISHRE,
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TinyToDo /R4l

LU R BIS B N 6 22 SRR ER RV KB | XSRS E R RESRR , WENMRHFPNESIRERERED
A1 PR

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

T ROIERT A2 EEMRRERAVRES | R BE6E A SRR 2 P NES IR B HRRE TR
R,

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo: :Action::"ReadlList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo::Action::"DeleteTask"
1,
resource == TinyTodo::List::"1"

);

TinyToDo R4l 72
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44 {F A Amazon Verified Permissions 5 B 3124t &

£ Amazon BRI RF , SHBRRRADBF RS (IdP). FHREHRNELSREERAEENE
I AEEEXRZN IdP #ITEHRIINAF, YEHWNARFERARE FMRNSEE HERER
B, RH KRS 10K W] SUARSE P B M A 15 R A BR A RAURER . S8 AT LUK AN Amazon Cognito F F5th s
B 7 Y. OpenlID Connect (OIDC) IdP 45 & XK.

RO LAEF BB BRI PRAY OpenlD Connect (OIDC) H 31217 (1dPs). KR AT o] LUERRF
4 OIDC W B 1IREPEE KA JSON Web 18 (JWTs) ERBRIER, SETHNAFSHMEIER
A D, £EA ID T , ‘ERIENR aEHFHRABAEZREARYE. FRBACHE , XEFHSBRE
BETX, FAXAMSEER S lgroupsFHRLNFHMRHFIEZRAL , AHETHETAG
B9 15 |) 2% (RBAC) BYREE,

(® Note
ERIENERRERE IdP THRNEEMERIRE , EFRUEMARERE IdP XE,

B X APIsfE Amazon Cognito At OIDC & 32758 Amazon APl Gateway REST #2121
BB step-by-stepi®ELk , 1S APIs £ Amazon Cognito YL & I8 IE A FR F# X APl X BRE R
+EELFEABCH SMHRMEE, AWS

£}

« {8 Amazon Cognito & XiR

- £/ OIDC §#H KR

- BEREAZAXRBIUE

- WEFIREN IWTs

- B3 Amazon Verified Permissions & 143 KR

« Ym% Amazon Verified Permissions &3 ¥R
- FHEHREESHREEIEY
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£ Amazon Cognito & {3 3kJR

£ WU BRE Amazon Cognito A P& LIS . Amazon Cognito JWTs & AITUNE . £
HRUENRBRALURBIXFEN , FNEPIENEEFRBERAREE. W, BRUER ID TES
HRSHEINETACNIHMEIES (RBAC) INER,

#T#Y Amazon Cognito AFMBHREEUATEER :

. 9 AWS X1,

- APt D,

- flan , BEEHHRERRKNHEILAZMAEFKEMyCorp: :User,

- Bl | BES G HRRKNEZIEALASZHEEEMyCorp: :UserGroup,

- ZRERNWAFM IDs PFHEFIR , UEOEN R EEERHER.

BT 2R IEARR{UEF T #HEHR Amazon Cognito F o ith AWS Tk /5 | RIS TR 72 H bk 7 eh
EBESMKIER. Bl , Verified Permissions & ¥FS5A 714 ( BIEAER T F P ot 4089 SR BE A %0
S| B0 RFRRAF ) iIRB RN AF MM ID, us-west-2_EXAMPLEEXFER T , B AR ZA
FPiA AP SIFHalb2c3d4-5678-90ab-cdef-EXAMPLE22222 us-west-2_EXAMPLE |
alb2c3d4-5678-90ab-cdef-EXAMPLE22222

APt SHRERTNGEREME. BE. B4 IDs. ERFMBEXHIE. Amazon Cognito BEBTE JWTs
ERIENNRTFEETHEHTHEBIRARNEHES. XEESSHE -

1. A cognito: BIZRHYI I F° & M EELA 7 B
2. FAHEENAFEM custom: prefix
3. EEITRIARMT BENFEH

4. OIDC W¥r/EFH] , LA sub email

TAIFAE o0 B B I I AR PRI o i 4 A 33 e 75 B LA A X L P O 5 R B S S ST B
13,

/A Important

REZEAILAFE Amazon Cognito T I 2 Bl EHEE IWTs |, EXETHEENANEAMYE
ZHNERENTRASERR. F4S JSON Web Token RFC 7519 IR EEZRRIISE  £F
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
https://datatracker.ietf.org/doc/html/rfc7519
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B R EFHFTRIE, XEBKE , Verified Permissions ] LAR1E 2 #1443 6 5 Sk 4 1 BR &Y B P 4
KU SHERBFIHRNEB, A TREXHRE , RIMNBVUEQNEERBRAIERENSHE , H#
ERERBRBENUALKIEAFAERBERTCE. BXEZEE | BoREIHESHERA
P &iE

BUTF RBIE A A 6122 5| i 5 R A KRB E L Amazon Cognito I P it Z2 & HY SR Bt

permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
};

BUF R BB A €122 5| A Cognito AP R AFNEREARNKE, 5E58 , ZEA IDWERX

A "<userpool-id>|<sub>",

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);

HXNERIUENBRFHAF M HREN Cedar RENTEFBHFMTXI

% () MANFRNEFHEMERRSRKIELZ, XTFESLE  FRVAFME

%78 , flicognito:usernamefcustom:department, EHREH|
Fcognito:usernamesicustom:departmentEREHREZMH | E2 3T
Hprincipal["cognito:username"]1Em M, principal["custom:department"]

(® Note

MRGEIEHcognito: Hcustom: IR FERMETE FEECcognitoH
FHZFcustom , N A MRERIsAuthorizedWithToken kW , HE R
HValidationException,
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https://docs.aws.amazon.com/cognito/latest/developerguide/token-revocation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/token-revocation.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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BEXMHNFANESER , B2HF ID TR EIZEE, BXLTHE Cognito ARENHNEZEER ,
EZ 5 Amazon Cognit o FF R EiEEF R EA L S K UF N EH 1T BN,

£/ OIDC B4R

&t 7] LUHET S A OpenlD Connect (OIDC) IdP Bt & 1 SR F 4 B 53R, OIDC B#tEE
Amazon Cognito AL : BNRENFHRILM JWTs =Y ERN. EI OIDC B4 |, &
IR AN URL

#HY OIDC HHBRFEUTER

o RITAMUL, KEWIFNPRATEEBEL URL LA .well-known/openid-
configuration®imT Mo

- N EBETH CNAME i2%. B0 , a.example.comTo EBETE]* . example.net, #8
K, *.example.comZEM S E], a.example.net

- BEERPIERPEANSEER, £GP , BEETSHSHE,

- Bltn , BESFAGRXEMN AP EZAFEEMyCorp: :User,

- flan , BEESHRRBNEEREFEE My Corp: :UserGroup,

- ID SHERH, X ID TEPERHE L.

- ENATHAPABESENEIER IDs, £ CLI M API F |, A LUEFR L ETR, 5
WMyCorp: :User: : "auth.example.com|alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
FEEER ‘A API Gateway M S MM RHEEHTRE” R 5| FNIRE” LTI E M KL 764
# , Verified Permissions £ 0B A & &R Ehttps: //B a4,

BXRER AP BERNKEA OIDC KEMNBERNESER , F5H. A TERW AP BE

TR R ITERT]R THRIFLREMRE  ZREEFINEIRAETEILEDRE
MRT, ERIENBRMERA ID TEFNFAPIREXLRE .

FEE , EERARSIAAR , KRR LN E/ S BEIE TR,

permit(
principal in MyCorp::UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"
) when {
principal.jobClassification == "Confidential" &&

!'(principal.location like "SatelliteOffice*")

/A OIDC &133kKIR 76


https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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M

i

EPMZ AU

6] SR B 124 R R N & 49 IR BT , Verified Permissions EA A TRIE ID MiFESEEERMSEANE S
I, XFIGUE KL TE BatchIsAuthorizedWithToken APl &R IsAuthorizedWithTokenfy4b
EEEd, S05EATRSE R Amazon Cognito #1 OIDC & RINITHERMAE. & Amazon

Cognito APt RHR , £33 W IEAYRER AT AR & 4 M5 EFEP N EFis ID, B3 OIDC #1#
7, I RIEAYR R SARIE ID TREFPNEF i ID MimESEPRZ AR,

flan , B ID 2REENNAREERAN S0 RARS G XEKIRIRFlexample23456789, i
m, FARREHE GBS SR B FRMEXEE URL B&Zhttps://mytoken.example.com,
FERBERTERN , audFBHBLSZ RHExEK,

ERIERRZROTARMITEOREZAMNEFIHREIE
Amazon Cognito

I 53k Cognito ID SHEMaudFAIENAEFE "% ID. HRISEMNclient_idFRABIEN
AEFZEF D,

HIBESHRPRAEFIRNARFRRIEES A — N ZMER , Verified Permissions 2§t B AT
FZ&Fim IDs 51X S ID ShaudFBHRIFRISEclient_idFH#ITHR, ERIENBRFSKIE
Amazon Cognito 5 3R R4k 5 3 A M 41k o

oIDC

OIDC ID S hEHaudFHBEEF % IDs , #lal, lexample23456789

OIDC FRITGEMNaudEFRIBETENZAMUL (Flihttps://
myapplication.example.com) MBEEF U IDs (0 ) Wclient_idFE
B, lexample23456789

RERBEFEN , FRA-NHSIZIRRIEE , EHBREFEERZERBIESEHZ R,

* ID T — ERIENRBEZKREaudFH IDs FEDE-—BEFAAESZARIEEEERBIES
P 1D,

« TRTHE — ERIERNREIREaudFRAPHIMNULREEZ RRILEARCEKRRIERZ X, WRF
FEEMaudFHA , MAUEAcidHclient_idFBARRIEZ AR, BERENSORMEE , 7

R IERAY Z R EKMEN,

B AMZ AR
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
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&P imER JWTs

BARFTEENRARFHAE JSON Web T HHEFRALEL CRIERIR , ™TTHEEHRBEFER
iR, B LA JSON Web T h# (JWT) FEZEUSK KR M H [ H AT N ERUEAVINER

e RBIEBAIAIER JIWT MR AREFEA “ERIERR",

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
i
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,

1)
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.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
return;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
1);
1)
attributes[key] = {
set: attibuteltem,
};
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",

K& P ImIRI JWTs 79
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entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
I
return [entityItem];

}

T AR R 52 iZaws-jwi-verify EESREEUEE OID IdPs C JWTs REMNE &,

#1122 Amazon Verified Permissions 5 13k jR

UTRERE0RANENEREEFED. NNFDFE , S0 [0 2R D ARIE M.

EERIENREZEF A FOIEFTH R FEN , B GESHR, ELEES , EULEI/RSH
BTEPNERSAKEEES, &F 5| SNRE” H “EA APl Gateway ME B REFHHITIRE" &
T, XERTHE S0 216K

(® Note

HEGERBFE 2  ENNSMERFFIQ2ERFORE. LENSHREEITHNE
i 17 i AE SR Ko

£/ AWS CLI g CreateldentitySourcet® 2R IEBR API create-identity-source 7 8| 2 & 3 JRET , AT L
BREREATHER, BR , THXRAFRB L BTEEB NN FMIRAWS: : Cognito. LEEEEFR
SXRBEHENTHRE. B Amazon Cognito F 11 5B RERFMEMER , BUTFERE AEMEKSE
B BN XIS RS2,

F
« 5% Cognito &3 3KIR
« OIDC B/ ¥kiR

I 5% Cognito & 13 3KIR

AWS Management Console
Z ]2 Amazon Cognito FAFEE SRR , BRUTSRIEE -
1. THERIENREG S, ERENRERNE,

BIE SRR 80


https://github.com/awslabs/aws-jwt-verify
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2. EEMNSHBERD , EESHKR,
EFR RSB KIR,
£ Cognito AAFMIFHE RS | i AWS XiF H i AEN 5 HRN At 1D,

EABERED , NT ‘ERAERE" ) IRBZRFENERANERIZAHER, EEN Amazon

Cognito f P B8Ry 5 3 1R 5 BIFTIERY =R EL,

6. WMREMHG A Mcognito:groupsFH , BHE “FFARE" FIEF ‘A Cognito B, %
BAER EHEE K XTIy SRARER,

7. EEFHRNARFRIEF  ERERERIEFFRMARER IDs.

o bk~ ©

+ ERIEESRSARE Ds , B UEZAEERESHBEARFHSE IDs. HhENE
WIENEFRAARE ID E2RMAES RN AR ID. BHREFNGE SRR AR
D, WiEREFHEARE D ZH KM
- IDSMIRATRRIER - W AR | WitETRIEE S HEARF Ds.
8. EFGIEHHRR,

MBENRBEE AR , WAL EFEN |, it Cedar HELNEDRUIENZIALR R
EXRESI M Cedar REEHW H AR ECEPRENEME. BUPNHFENEXNTELEE
Cedar RIS FHNEM. BXFF Amazon Cognito T hEE MRS R Cedar EHEBHNESZESR
BESRTSHREE SRR BN,

LB E AP XEH R FHREE R FHENER APl Gateway 1 5412 R1%
ERY , Verified Permissions 2@ EHWEWAFMUREBAFREY , HOBE-—MEARAFUEMHERE
MEFEAKBHEE,

AWS CLI

ZEBI# Amazon Cognito AFBESHXRIR , BERUATTREE .

& 7] LAfE Fl CreateldentitySource iR ERI R H 1R U TRAIIET —NFHXKIR , ATEAM Amazon
Cognito AP #KiF LT & 5B RIEN 545,

LA config.txt X#&& Amazon Cognito A P B FMHER , #t create-identity-
source @ H Y --configuration S

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i19j0kalbmc"],

I 5% Cognito & &R 81


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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"groupConfiguration": {
"groupEntityType": "MyCorp: :UserGroup"
}

A A,
TV jS I

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourcelId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MBENERBEEEERNE |, WAFTEFEN |, it Cedar HELNEDRUIENZIEALR R
EFEESI M Cedar REFH F AR FRITEPIREINES. EETHHENEAXNTELRELE
Cedar REEH S| B M. BXFF Amazon Cognito T hEEEMET R Cedar EHEBHNEZELR
BESRAGSHREECEMRERIZEN,

HIBQEE AP REH K76 S E Bl E R B Z i BT E APl Gateway 1 & 171218
B/ , Verified Permissions @ EWEHWAFMLERBAFREY , HEOIZ— MEARAFHEMIERR
HEXAERNZEKY,

B X1 Verified Permissions FRZS H 4K IER A F A Amazon Cognito 158 &M & 45 EH
B%{EE , B2 (Amazon Cognito FFR AR 1Em) YA Amazon Verified Permissions #4T7#
o

OIDC &3 3KiR

AWS Management Console
22 OpenlID Connect (OIDC) & 3R

1. {IFERIENREFE, RRENREBE,
2. EEMNSMEET , EEHOKR.

OIDC 5 3KIR 82
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10.
11.

ER 6 5 45 KIR.
EFSNER OIDC R Ats.

£&FHH URL F , I ASZHK OIDC £1TAK URL, i , X2EHBZNEREH. S2%H
DURERENREEENEMEBRNRS K Shttps://auth.example.com, &K% FHH
URL &4Z$EE OIDC KIXHY , MitH. /.well-known/openid-configuration
ESBRERG  EREFELNNARFRIUHTENN OIDC JWT £8, FXEZER
BSH B RMESERF RN,

ENSEFARNEREXET  IEMRERAFIENAFRFH, APXGERENERE
P — R BEES|AXE OIDC REEWAF . ARFHEE subRk B EMN F 1L
RFEFTHEANER , ZTEIEFTERENE—FRRRF, KBEZN OIDC IdP B & 17778k
SRR ER EMHER,

(%) £ “NTHEFHARFIREEE b, AFORERFASANFAFH, AXARA
PSRN REM, AGRBFRF R ZEE, HFAFHBERREEN D HFRTENE
Bigroups , EFEEEWNENEHENFRE, JSON UKD BWAFABHRFRE, K
BIE#EM OIDC IdP M B MRS BEE R E MR,

£ RIE-TE” A, AR URLs FEENEREEERIIERPEZINES IDs HTA (W0
RE).

LR OIE 55 KR,

FHIEWEEN | ik Cedar MIEZN S HRAIENEZAHERE, EUNPHFEABTSNETELREE
Cedar KEEHF S| HMEM. BXF Amazon Cognito THEE HMETE] Cedar THRBHENEZE
B A EZANEREAESHEMEEIZEN,

LMIRBEE APl B EEIFMERT | Verified Permissions @& SN AP B LREAFE
%, HEIE—NER  HFEHNERAXENEZA A BE M,

AWS CLI

£l OIDC H KR

& B] LAfE A CreateldentitySource i@ ERIZ SR, AT ROIBIET — N FMEKIR , ATEM Amazon
Cognito AP # A F RIEE & BRI & 4.

B TRconfig.txtXHBEHGH--configurationSHERAK OIDC IdP i (5

=|

B8N0

{

create-identity-sourcelt/RBIF ID THESGIZE OIDC HBR.
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RAriEmE

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"
},

1,
"entityIdPrefix": "MyOIDCProvider",

"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

B TFconfig. txt X3 EHGT--configurationSEHEMK OIDC IdP K 4H1E
B, create-identity-sourcelt Rl i5EFERIZE OIDC &R,

{
"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"accessTokenOnly": {
"audiences":["https://auth.example.com"],
"principalIdClaim": "sub"
3,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}
wmh

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

OIDC 5 3KIR
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"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

#E5|AM Cedar REEFH FHHFRIGEPRINEEZE , XMEFHEN , 1k Cedar FER
WEDRABHNEMHRT, ZHFHNFEABHLNEBEREE Cedar RBEHS|IANEME. BXF
Amazon Cognito & EMRF E] Cedar THEMMNEZER , BN SHREMETHBS IR
4,

MBI E APl B FRFMERT | Verified Permissions @SN AP BLUFEEEAFREMY | 3
BE—INEY  EFENERARBEFEZAFBE M,

Y%%8 Amazon Verified Permissions 83 3&R

BBEMERE , BUURBENRNELSHE, BLEERSHRNER  LABRESDREHVE—D
189 5 378 8E M Amazon Cognito $1#: %] OIDC = OIDC #1#2 %] Amazon Cognito, 1R EHIKEETE
RS ENEMREERTE | NEEE | S008I0 E 5L R RIEX &0 R AT E .

e}

« Amazon Cognito F F7 b & 13 KR

« OpenlID Connect (OIDC) & 33k IR

Amazon Cognito f Fith & 175K R

AWS Management Console
EE# Amazon Cognito AFBES M KR , BIRUTSRIEE !

I ERIERRZH &, ERENRAEREE,

EEMNSRERS  BEFHRER.

LR REEBH SRR 1D,

EERE.

£ Cognito AFMIFMERH |, 1EHF AWS XiF HEBAEHN & BIRN At 1D,

EZRANFAEREY , BULEHFEHRNEZIEALE, EEH Amazon Cognito A P&+
Y 510 AR Y B P B E R EL,

o a0 A w N~
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7. WMREMS A, Mcognito:groupsFEH , BE “BFARE" FIEF ‘A Cognito B, &
BAER EAEE M XY RAFRE,
8. HEEFENARFRIEF , ERERERIEFFIHMARRF IDs.

- ERUIEFImNARRF IDs , HER NEZEELREFRNARFNTE IDs, AEIMNE
RIFNEFmNARRF ID EFFNFHEFRNARF ID. ERERERINMNE - inNARRF
ID , BB ZEFFIWNARRF ID ZiL KM ER.
- DsMREFRRIEEFFHNARR , FEFETRIEEFIKMARF IDs.
9. i&# Save changes (REEX ) .
10. MBBERTZEMRFHEERE | NAAEFHES , LEBRREFNGHEFHRE,

WMERBRSDRIEF , BAILLERSHRFZT DN REZEE , REEERERSHKEF, EXREPH
A delete , RFEZMERS B HKIR , WIAMBERIZ S KR,

AWS CLI

EE# Amazon Cognito AFBES M KR , BIRUTSRIEE !

& ] LAE A UpdateldentitySourcei@EEFH B MR, AT REIEH TIEENFHRE , AEATE
#9 Amazon Cognito FB PP 844,

LAF config.txt X#2& Amazon Cognito AP B A FMES , # create-identity-
source @ HH --configuration S

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i19j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

A A
mn .

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012
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{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MRBERZEDRROEMRE | LMEHEN , LIEBRRREHGHEERE,

OpenlD Connect (OIDC) & 433K R
AWS Management Console
E# OIDC &R

I ERIENRZH &, ERENREREE,
EEMNSMERS  BEFHKER.

LR REER 0 RIRH 1D,

EERRE

# OIDC REBHEAERF , REFEERRITE URL,

ERTEERRGIRYESET , REFEEXASNAFHEREFME AR 2R X
BRo BUKGAREST , MMENRBEMBEAE LN A TRASKERE,

EZARBUEF |, A0 bR E58 G 1T Z R BHE,
8. i&# Save changes (REEX )

2

~

WMERBRSDRIEF , BAILLERSHRFEZ DN REZEE , REEERERSHKEF, EXREPH
A delete , RFEZMERS B HKIR , BWIAMBERIZ S KR,

AWS CLI
E# OIDC &R

& A LA A UpdateldentitySourcei@EE T & AR, AT REMFEEN S OREFH N FERAEM OIDC
Rt

LAF config.txt X#2& Amazon Cognito AP B A FMES. , # create-identity-
source R HH --configuration SEEH

{
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"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"

1,

I
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

AL
mm.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MRBERZEDRROEMRERE | LMEHEN , LIEBRRREHGHEERE,

MEHRHEE SRS EIRY

BURRSANEEFEFHRERNI KRB FRT , R RASFAITEIMIREFEREE T, &
AUBFHNITHERE , FEREASISARECBT RS HRNREESE  NEEQEREFEEFI
EHRN, FHTERFIREE , EUNCIESIAElNER,

RPEENX -8 . TEE

- AR AT A ESIET R FHEENNEM
- WAELNERIENRBEHFEA Amazon Cognito F1 OIDC k& 75 BA
- WAH S BRFHIEEN

B RS EI A 88
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BE5SHNZENEN AP XBEEREFERNTESMRN KB FEIAZTENSH (D) THEEMEF

MRS RIZEH, BEUANAFBFHEHRHEIRIENNR , HEREXAFEHNEN, £IDF
BERF  ERIERBRHEFARFIEZRAXRENESE. EATERT , BAUEEEF3H Amazon
Cognito 5 FR R I RHI 2R H

« BREFERAGET —NZERREFE X SRR X,
- BEERLATENERAEET REETARNIEEES (RBAC) 25,
« BRI LERACRKRIEVFR REST API, AWS ##4+7T % T E G5 62 K7 AWS CDK.

E A Amazon Cognito 5 OIDC S {71247 (IdP) #ER ERIEN R KRB EE PN EHIR , BHEEF
P sRHEEYS. RUREEN , XANSRMEESEEE P OENEMAIsAuthorizedWithTokendk
BatchlsAuthorizedWithTokenAP| &KX B, MREL BRI FHN SN2 EIMN ID SEPHIRMH
EEREREN , BAERTUEERK T, NREQIBNREFMESESOREN , N A EEEMH
WINEMER API BRUEBENZHMEERNREEREYE. A5, ZUUEARRESEPNELEREE
R,

BXREERIENRHRARS HHRIEH AP A Amazon Cognito ID MiFRISENESZEER |, ESH
Amazon Co gnito F7F &K & {558 1Y 52 FA ML B i#h 36 UE AN PR 1T 340

F&

« FF ID T HERRF B

- BRESIA A TR

I 55 Cognito AE 5%
o RTHEMRFEEIEEI

[RHFEHNERNS

R ID T RS EIZRY

Verified Permissions S &R EBEENAFNEMEIHTAE | M0I0 MR FLE, BARKRRE,
BRRES, ID THREETEMENIFRIES (ABAC) BERGFER, NREEILZZIRIENNRE
BERHBERR DTN ERNFRIRER , BRENEHRFLEE ID S,

i &7k Cognito ID 5 h&
Amazon Cognito ID SHEERTFAZH OID C #&kHiFE. EMNEBEIHMERYT R TOIDCHINEE. £

B FATER A LUEE Amazon Cognito APt B 1E API RESRAFERERAFRAEXNAF#TEH
i, BXEZELE , 5% Amazon Cognito FF A EIBEFHFER APl FL T Ko
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pools-API-operations.html
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I B5# Cognito ID X R EYE A FEEA

cognito:username ¥ preferred_username

AP BN,

sub

FA P RYME— A P #RIRRF (UUID)

H#custom: BB R

BEMAFPBEMENFISR , flfcustom: employmentStoreCode,

RAERE
¥rAE OIDC B flemailfl, phone_numberBXxEZEE , S OpenlD Connect Core 1.0
FEEENRE 2 MR EFH,

cognito:groups
BAFNEBERRRE, EETAGNITRIES (RBAC) WEAERG | WERHEMT SRR
R HBN AR,

[N EA

FRAARAFHN  BESTNAAFMAENSER Lambda A& SR, IGEtZRESHRERE
RO, BFREFREBSER , fliitenantZHdepartment,

E5| WA : 2 BATH Amazon Cognito BHEMREES | SIAEXHHE
. principal["cognito:username"]A®FEHcognito:groupsElMNEIFIF. ERIEHNFR
P 1L 75 BA B PO A RS B A P SRAREY AUSRAR,

B Xk H Amazon Cognito At ID TREMHNEZEER |, B3 H Amazon Cog nito FF R EIEEH
BIBEA ID D,

RRHIID CHESNMEBENEM. 252 Amazon Cognito HEF B cognito:username, B
E X8 custom:employmentStoreCode, #rAFB email FIGEIA B tenant,

"sub": "91eb4550-XXX",
"cognito:groups": [
"Store-Owner-Role",
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https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",

"exp": 1687889006,

"iat": 1687885407,

"tenant": "x1llapp-tenant-1",

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

U 4248 F Amazon Cognito A Pt 8122 5 RE | BEER EBNER PR IFR £ B ZEFE A SRR
KA, IsAuthorizedwWithTokenfRfE , ENIFHZBERN -2 , BRI IL ZEHNE .
EHRNEN SHENEZERARBENEY , AFETLUE Cedar REEFRSIHEAN .

BRI EEM ID SHEAFHAPREPBFASEPRR, FERIGERP |, Verified Permissions &
BN ARANF ARG BNZEASSEER, £RES |, B LU ZAXAKSI ARETEA,

LA 7RI 88 7 In{al /£ Verified Permissions 2 R RGBS EFHNEMN. BXRFEEWNES
ER K BSRREXRKEMEN, MRENEHRERERE T ML User , BBL , BETLURIISE
PLFUT REIBAE |, AEXLEEMR AT Cedar,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
.
"custom:employmentStoreCode": {
"type": "String",
"required": false

e D 21 57



Amazon Verified Permissions AriEE

iy
"email": {
"type": "String"
.
"tenant": {
"type": "String",
"required": true

BRI R TR R R B |, ESH RIS # Cognito ID THE M.

OIDC B+

£/ OIDC REHFERHENFHTHEEEAL S Cognito ID TEABME. XIETRE. £8 IdP

AREEIER OIDC Bt , REEFBENRN, £ BRIENRES A IZFHREIFEE , 7

LUA I A RS ID THEE OIDC H4R , B AT F RS HFHARFIATELE. BT ERIEMNNR
THIEZHW IdP WE RN , HESIRELESR.

EXEZEER , 521 02 Verified Permissions K& 17#

LT 2EHR OIDC & 13R A9 KB 17 Y RBIZR K

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
},
"email_verified": {
"type": "Boolean"

I
"name": {
"type": "String",
"required": true
I

"phone_number": {
"type": "String"
iy

ARgt ID % 92


https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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"phone_number_verified": {
"type": "Boolean"
}
}

ARG TR TR R RE) , HSHRM OIDC ID HIEHE t,
BR & 177 8] 5 2

Verified Permissions &35 R GHEFER , MARENRERMI L TXEMENFFAFH, BRTEHAK
BRI, REEH IdP WIFRISETELEEEX API HENER. HRSEECAETACGNS
[|]#3E % (RBAC) MENEREPRER, MPARABEUNANTFTRGCEFHNRNEREEERNRE
FHEATHIANNE 7,

B &t Amazon Cognito &) 4 h&

Amazon Cognito TFRIGEEE A TRXNER .
I 53# Cognito 13 [F] 7 W 7 #98 A3 75 BF
client_id

OIDC B HF M EF iR ARFN ID, FAZEFIK ID , 23NN RATURIERIERRERE
REETEMEM AT EFI%, 1 machine-to-machine ( M2M ) #R & | B RRXEEAEF HRANE
KRBITRIN , HIRHEF K ID B EERRPGERE.

scope

RERTEFFENHRNRA OAuth 2.0 SEE,

cognito:groups

RAFNEARARE, TETAGHNILREES (RBAC) WEMERAD | WWEARM T E A UIERE
R ERN B,

e B ZR 6
TR ENREREZTNHAMAERTEE Lambda SR ZBRAMAER, IRt RE SRR

EL, BEREFREBERN , flitenantHdepartment, BENXIFRITHESIE NG AWS K2 K
K,
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https://datatracker.ietf.org/doc/html/rfc6749#section-3.3
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
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B X%k BH Amazon Cognito AP R TREWNESEER |, EZH Amazon Cog nito FF R EERE
H Y R RS R

Amazon Cognito 18] f#1E4% 3% Z Verified Permissions B , ST E F T3 K, AL
Al context.token.attribute_name X5|RIGRIGHHNEME, AT REGRSEENSE
client_id # scope FH#,

{
"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
}

LA 751588 7 an{aI £ Verified Permissions 2B R RHIHRISEFHNES. BXFEERVNNES
ER , BRI RERBEFMFEN,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
.
"resourceTypes": [
"Application"
1,
"principalTypes": [
"User"
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]

iy

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"
}
.
"client_id": {
"type": "String"
}

}

1,
"type": "Record"

BRI IR TR KRB , ES BRI D # Cognito 15175 B,
BRE&F OIDC 1R h8

Sk B SMEB OIDC BRI K Z 55 R+ 8 #5 Amazon Cognito TH R S hEIEE — B, &4 ‘BRI
BR” B} , OIDC TR TS B E TR, AR context.token.attribute_name ¥5|H
HRISENESE. LUWTRAE OIDC RS ESIEEARSR R,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
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1,

"iss": "https://auth.example.com",
"client_id": "lexample23456789",

"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",

"exp": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

AR R~ 88 7 a04al7£ Verified Permissions Z28¥ s R BRRBITF RS ETHNEMH. BRFEEREUNES

E5 , FERERERMEFMEN,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

.

"resourceTypes": [
"Application"

1,

"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

AR &7 8 5 b
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}

1,

"client_id": {
"type": "String"

}

}

1,
"type": "Record"

BRI LR B AT RY R BE R |, B SR B OIDC 15 8] & & .
5 Cognito AE SR EFHNERFTS

B ERIENPREY , Amazon Cognito SHEMNEERMNERERXLEES 27BN TR

B, cognito:groupsHfFHcustom:storeHRANERZFRENBREH DR . F. XTEXR
RNEFS, flin , FEHEKprincipal.cognito.groups® 2K cognito:groupsERT. RE
B S EFERAXMEN , ERMNBNEERAES R TERNERF KR, EXMEXF , HH51H
Ffcognito:groupsFEprincipal["cognito:groups" ] HEMER, NERIENRZEHABEIE
AP ID SREREEERFESRTE,

A AR SR 7E F 2h #92 B Amazon Cognito SRR REREAK/TFS. N TEAEMEREY
OIDC IdP , BB ERM R PEAT RS REMAEMMIFFREFTFR/.

KSR : FRHNEBNEFREN cognitoFcustomtN MR ER FI , T RHAIFTR :

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

I 55 Cognito AE S 2R FRNERETS 97
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}

.

"custom": {
"type": "Record",
"required": true,
"attributes": {

"employmentStoreCode": {
"type": "String",
"required": true
}

}

.

"email": {
"type": "String"

},

"tenant": {
"type": "String",
"required": true

}

}
}
}

AR TR TR ER A SWERTS , BSAEAAG SR AR K.
KT REREFEEREM
REFRICR Rt IR TR

EHRSEENF , ERIERFRFFHRFE LT, % ID THEERT , ERIENRFFHARFEE
RAEM. ¥TEECRIENREH S FOZNREFE  REZRBRERNRIIRBERE T 2EER
BHOXRR , AZEREGERYPERAFEEMENHRIT ID TEEN. HRTEERETETAGNE
[F]42 %] (RBAC) MEFAK R RBFER , T B3N HE b5 8 MRS B SR HE 74 284

BOREETRLEN

HEERIEMREF AR OZS RN , FTRREABERICALERE. IFTURHIEERNRESH
BEMERPHRIEER. EUTURBEFTEFEEIREN required , BEMNLAFE THRAERRERS,

RBAC FEELRMHHEM

B RN RYEUR T EE RN S R PRE MR SSR KRB, SRR — N EHRE R A KAk |
— N EHRSG R FARGRE, IEXCRARFHREENZ D, BTXERINEE , ERTUE
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ETAGNIERES (RBAC) BREHMEENFERFMAF AR THREARTRIURENRE, @
RHEPRNTEFATT RRBFERNEICEE. X8 ID THENAFEEE2EXAFNER X
EETUNETEERN T REZES (ABAC) BRMHTTE. HRTHEN ETXESEEZESEW OAuth 2.0 1F
REIZKNER , XEERTURMAKRERH|ENTNGREHES , EREHRTHINNREEL.

ERIERRZH & P /A API Gateway MH G IRHEHITIRE” M 5|1 FNIRE” BT R 2 E
ID SHFEH, BESEERNERFENLL, ZERZEMPFMELATRTEER , LHE JSON EX
TRERMFAFI CommonTypes Bit. AXESZRER , B2 M BRE TR TR,

OIDC A FEHXIFZHIER

7NI0 OIDC 2R AT , WA LME ID HIFR T PR EERF IR FE TR NFAKR RENEFA
B, ZTWIUFAYNR AT BURBI S & NAV B A = B

1. THZEBWFERFS : "groups": "MyGroup"
2. =D RIS . "groups": "MyGroupl MyGroup2 MyGroup3" SNMNFE&FHEEBE— N4,
3. JSON ( LLES %R ) 5%k : "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note

Verified Permissions fS A =& D RN EHAFHFNENZRHERB N —NEMWEA, BFT
BEERFRANASHBBRAENE | EERIMERFAFHZERE, Flw , 2 ANHFHARE MY
GroupMy & MyGroup.

S

LHNRBFEREFORESHNARBATENREEFHN —NXRERE : BLE D ERFRITHE. &
Al Amazon Cognito &3R5 , LAILERIEES API XEXHN R FREMEFRTHEEE, 0IEE AP
REHEBEFEN , DTOERREN ID ERFRTHRERN., ESLEEERIENRNATEHN
REFEEOEEEMY , UREK API Gateway API B9 Lambda B A HIE:, X F OIDC 21t , &
ATERMNFDREAIERCEEE, BALUERE ID RARSHE , HFEENERSFRIERNSEER
FREREFHETNLETEZN. BHIRNEEZFENFHSEEHBIMRFARESRIENRIESHE
FHEMETER  FEUBRSMRZAIREREENENTEXE, ERSHLBEZEERRAER XK
EMENRBANRE, ATEENAMAEREFEFER ID MiHR SR,

Cedar BT ERELFRERLES
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REBEEURCNEXEIBEEEMprincipal.username, XN TR hEFBEBZFHH A
BEHIIMN KRS HEEFBRFFR: , flan.. =/, Verified Permissions 7o3& AT G 3iX

BRI MHE, principal.cognito:username context.ip-addressi&AZR
Fprincipal["cognito:username"]=sicontext["ip-address" AN HF R/ ERRERERL
XSG, TNEFH_RFABNINERTH , 2 ZERNE—FEFERFHIN.

LERAF BRI ROIREM TR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
1,
"custom:employmentStoreCode": {
"type": "String",
"required": true,

Iy
"email": {
"type": "String",
"required": false
}

XFREH E TR ROIREUM TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"
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RAriEmE

}
}
1,
"principalTypes": [
"User"
]
}

BRORFE A 1 2R 4 2 17 30 IE A9 SR B R A

, BERERALESRTERSIARTES.

KT RYREGHEREM
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Amazon S UF X PRRY EE R

Amazon Verified Permissions S5 AJ & B & E N AR P SRIB AR |, Bt & AR E tF 258 H
EBREEETEENGESE®R, XEERERTHPEAGEAGNEAIE , N ENNARFSR2 TR
MR L8 E#2,

B, &AM

- /LD #HARIER

- EBRESETERNE RS

- B4 I

- RAREMREDEEN TS EMER
« TETULFEEMAZENE

AIMEEHNARFRE  SERESPITUTERE

1. BYBETERN PEFESEANER
2. NERAREERH RN ETX

3. EAERIEANRIEERPUREK

4. RIFERG RK e 15 7] 42 5l

ERIUFAYINPR B BT S iF LT HESR

- Express.js AT Node.js NFAEF

¥ Express 5 5 I6iF A PR EE X

Verified Permissions Expressions SR 2 # 7 —fhE T A8 4 #Y 75 55K 7E Express.js NAREF A X
B BEXFER , B UFEARHENRIEERFEN APl KR , MEFERAETHNRBHLERE
F. ZEKBIEBIER, BEESENWRBENEHTIIGHBRRAEENAFTEHRZRFAORR
RKELERINRE,

REBFES|FETHRIZE Express £ , MNBIER R FHE ISR RBZXPE M4, BEHITIXLES
B G GBRERLHRIEEREIA G Express N ATEFRINE KK RIS,
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RAriEmE

REFHEIA T LT GitHubfF & =

+ cedar-policy/ authorization-for-expressjs-Express.js #J Cedar %X F 8] 4
+ veri@@ fiedpermissions/ authorization-clients-js-#9 2 3 % fR #Z X & F i% JavaScript

- verifiedpermissions/examples/express-petstore-f# i Express.js # 84 #J RIS

FRF M
TE3EHE Express SER 2 Bl , BFAREBEERZRUT &Y -

o BERFEERIERHAWS K-
« Node.js M npm ZE 7T

« —“\ Express.js B AEF
« OpenlD Connect (OIDC) 531247 ( 4% &3# Cognito )
« AWS CLIELE T & HHVRR

REEK
S RIEREFME
FERUTHERIEREIZME AWS CLI :

aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"

® Note
RIEFER FRE KRB ID, UEERFESRIER,

E2H BEMKHXR
EZH Express NARBRFHPREFMENIH4SS -

npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

TR

103


https://github.com/cedar-policy/authorization-for-expressjs
https://github.com/verifiedpermissions/authorization-clients-js
https://github.com/verifiedpermissions/examples/tree/main/express-petstore
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://nodejs.org/
https://docs.npmjs.com/
https://expressjs.com/
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html
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BLiE R

%1 £ H L1& Cedar 2283

EMELTRNARFHNRNER  SEMARFAPNEELBENATFRAPRITHRE. BNEUAENS
ENGAZEE, FEWRFIF , HAIEAKR YourNamespace, ZUFLRHMIMHNEI S 310 IER R 5K B 13
B, MRS SRR |, ZRF 2 B BIERERIERRE,

#Z@cedar-policy/authorization-for-expressjsBH B DHEH N AEFE OpenAPI
M HLERK Cedar £, BEHFEMT , BENREEHNATTHFRYLEN.

WMRIE%H OpenAPI HI5E , M 1] LL#R BBexpress-openapi-generator i 4 B9 HRIE 51 B 4 X OpenAPI
M.

BIFLREY OpenAPI HISEAE K —NEW -

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

ETEK , &1t Cedar RHLUES —EFEHA AWS CLI, BXFIERERINESER | S
R REEIFE RN, MRARFERTCRELTENAEL , AUEZEERIUEN R GitHub /745177 f&
Feprepare-cedar-schema.shfFA—NERNHHIAR, AT ZMANIER R |, ZEA
f£v2.cedarschema.forAVP. jsonX i H BRI PRE AV,

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json
RN EY LR BB RETFM® | policy-store-idERNEH KT ID

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id

HIR 2 BIEBRDURES

WMRAREEETRREE , Cedar FHELFTAERNIER, Express HELRE KB BRI ool £ BB R £ BLUR
PIKRE KA B BB IR,

HEEFNARFREALERN , BRNBUERAEMIZEENRT (laaC) TEREBHFER, BXESE
B, ##%1 5 AWS CloudFormation,

4 X Cedar KB RBI :
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https://docs.cedarpolicy.com/overview/terminology.html#term-namespaces
https://swagger.io/specification/
https://swagger.io/specification/
https://github.com/nklisch/express-openapi-generator
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

XRFE/policies B RHAERRHIKM, AF , LALURERD A B ESUX LR, .

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|administrator",
action,
resource

);

// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::'"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action::"GET /resources/{resourceld}",
YourNamespace: :Action: :"PUT /resources/{resourceId}"],
resource

);

BB IUEES —EFER AWS CLI, BXERIXNEZER , BZRSEREHH create-pol
icyo AWS CLI I RIRIEH LR BT EEREBY , W LAfEverif iedPermissions/examplessions/e GitHub
xamplessionsTEf&E convert_cedar_policies.shd T2 ZMAHEA

./scripts/convert_cedar_policies.sh

XA HI K BE _E4£ 2 Verified Per policy_1.json missions , Eift R S4B EMpolicy-
store-idBMU KRB KBEF6 ID :

aws verifiedpermissions create-policy \
--definition file://policies/json/policy_1.json \
--policy-store-id policy-store-id

% 3 % : Connect B0 4

BRNBERT , @RI RBR P EH2IZE AP iERARRAR L PR AR JSON Web w1
(JWT) , BEREUAFER . BRTIMITRICGRIEITES | ERIERRE A AR IE S HE,
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https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-policy.html
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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RAriEmE

FERAENuserPoolArnFMBIEZ—NE NN B MREE X HFidentity-source-
configuration.txt , ZXH W T RclientId :

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace::UserGroup"
}
}
}

BEZETUT AWS CLI S8l B MR , policy-store-idE# IR EKREEM® ID :

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User

SRINRAX A B4

BEHEW Express NABRFIUGERNPEMG, ZHRES , BRINFEANREHSE , B
RAirRTHE, BXEZER , HSRauthorization-for-expressjs B GitHub,

BT LAGE

const { ExpressAuthorizationMiddleware } = require('ecedar-policy/authorization-for-

expressjs');

const { AVPAuthorizationEngine } = require('everifiedpermissions/authorization-

clients');

const avpAuthorizationEngine = new AVPAuthorizationEngine({
policyStoreld: 'policy-store-id',
callType: 'identityToken'

1)

const expressAuthorization = new ExpressAuthorizationMiddleware({
schema: {
type: 'jsonString',

schema: fs.readFileSync(path.join(__dirname, '../v4.cedarschema.json'),

'utf8'),
+

SEHUR A |4
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https://github.com/cedar-policy/authorization-for-expressjs
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authorizationEngine: avpAuthorizationEngine,
principalConfiguration: { type: 'identityToken' 3},
skippedEndpoints: [],
logger: {
debug: (s) => console.log(s),
log: (s) => console.log(s),
}
18

// Add the middleware to your Express application
app.use(expressAuthorization.middleware);

A= 5 X

BRMERTENAF TR APHRRARHFER , ARG RNEKI, RNPEFRREBEEEX
Ry R B B 3 T E N E R

i, MRERET EFTRANBRHAEAFA :

- BERA NAERFEMERNEN TS RNR
« AT : AEE, QIENEHMAR
« B RBEEERR

A BSEATENAFEZHAEREHIRERRIENREEREERTEIEIT. £ Express M AT
FHRRKRinS  EUEIEEEH  EPRHETEXBINRENEZFAEE,

R HEBR

MRBRRKM , FEIRATHEE -
- RIFENREDRE ID REER
- BERENSHIREEER
- REZHNEEBRARTIER
- BIEEH IWT SHEEEEX

JREL R

KUBEXERRE , BER :

s 82 X 107
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£ Amazon RUE A PR SR I ITAR

BIEREEFMH, KK, EiR, FUANRIRES , i UFHRER Amazon Verified Permissions #&4X
BRT. EXUNERIEFPVNRETEN , DITEHPENKRBENEE AWS ERNABRFTFHNERLEERER, E
FERIENBRESEHNNARFER , HHMN— AWS SDK HLIE A SRR API HE KT IBHIER

B T2 i £ B IRPUR R 5 %

ERZSRIENRRBITRERNN TRARFPH UX RN API RERIFEBH.
R P30 PR

BRHAPNEWRARRF UX WiHRNRE. BUURAATFAFEEMNEEHANBYIRE, &
H, BEMEMGRR, 6, SAPERN  SURFEREEKFPRSE “BIK £, 8&q
Bz AP A AR RAE, Bl EE—MRITRRAEFT  SURFERERBATENAS
ERRZ R,

API R

EHEIRAPXNBEANFENR. NARFEERIARAREGEN —3B0 , HMAIEIAFE APIs, £
RITNARFHRGIH | Verified Permissions &R “#0K” 24 , HEHAFP L EEKE | &4
I EERNRPURE. Verified Permissions AJ ARSI RS KA ETK B ARk # API 5
KR, ARG R F K #E3k B H A K P B9 18 Ko

WAL N ANROIR B R FEERA. ERERE , FEESNN AR LI DigitalPetStore /R il 5
R

BREAHERNEIN UX RN RTWROIZARRF , FSHAWS Z28F LW “EH Amazon B
BIFR AR AT AR AR E RN

&

- ATATRINN AP R

s MHEBHNENER

- FENBRERSRNARFER

AT RXAY API 8R4

ERIENR AP BB TENIRE,

AP| 124k 109


https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
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IsAuthorized

IsAuthorizedAP| R EREACRIIN RN BIRIERNAOR . BHARREAIBE, BE. &

R, ETFTXMRGETE, ERIENRLRFENRBFEREBIESERPHEME, AT, Verified

Permissions £ R$E 7 KA R B& 76 X & A T8 R P LA A R I BIIER,
IsAuthorizedWithToken

ZIsAuthorizedWithTokenigE/ERHE JSON Web T (JWTs) A AP BIBE K BENER, £
HRIFMAR A EES OIDC 247 ( 20 Amazon Cognito ) BE&ER |, HEENFREEFZFE DI
BXIER, Verified Permissions 2iRIEMAF ID RiFRSEFNFHERENBERFHELANFT
BEM. BB SMRETHAFBHERBAR R TR RBILUIREN TR,

AR BEEIsAuthorizedWithToken®E R B e EXBASIAF T HEBENELS, BLIERME
ZREABFEERIEEME JIWT &,

BatchlsAuthorized

#ZBatchIsAuthorizedBHEHEEN AP ERFLEBHN BN ZERARBRRNSNMRIORK, iR

ERERDARN BN ERE , NMBEARERBRDEFERAE  HIREKS 30 MEXHER

EFEMRENTRIUREK, BENENRRNMERN , S0 LIFFER P A A R IRIITHIRE,

BEXNENEIEANMEBRN , AL 70 B REUREN TR
BatchlsAuthorizedWithToken

ZBatchIsAuthorizedWithTokeniEEE—N API BRHANENZRALESNRNRE, &£
FABHEHWREFH MR ID RFRGCEEX RS, HBREFERIEANENMMLEREE , U
BEAREMRDERIFAFEAE , HFIREGRZ 30 MEENBRERPEMERVEDRAE, TEHNEK
B, B LUBYHBEMS A, B XP R KR T ERBE AT 75 R PR

5 —#IsAuthorizedWithToken , R gEfEBatchIsAuthorizedWithTokeni&ERFPBEF X
BHASAFPERALRBENERE., BXMNMEZRABRBERZGIRMEN JWT &,
M= B RIER

ETHIEBNBAREFN Amazon ERIENRFPOREMN M | &0 LAE &I E KB EH A Amazon
250 U R 1 & FiEiE HTTPS REST API 3R ERIEN R TiE M. NiXFEE AT TERE
FiEFEH /Y AWS Management Console ZfiER MMM T E,

fEESMNSISEBEENAREFIRIT , 2T RIFMNINIR REST API BEF AN T —%5, RFRKIFAIR
PR API 2 1 FIsAuthorizedlsAuthorizedWithToken. FBatchlsAuthorizedER EZ & H AWS API [@

iRk CEi] 110


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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X AR 55 80w T SR AV R E R, BN X ERNRPER | &I AEREM APl FFImAERKER , H
WUFRRY RS R B R TIR B R PUR K

Flgn | B LUIRBUA T SR IsAuthorizedE RHIFIEF4E P TNIH
Test bench
1. EERIENBEEHE LA ERIENEEGE. FRABBMNREIKREFZEPLUEREF
fi#DigitalPetStore,
2. EHREEDERE NMAE"

3. EERIER API ZZ|sAuthorized FIEER SR NREBER. UTEMEEEH T RHE 4 &
5| FiZDigitalPetStore Rl B 45 o

a. NEWLBRAIRK. BEUERKXEITH , HikEDigitalPetStore: :User H i

AAliCeo
b. FMEWLMABRENEF. & “RNMRXE”, %FEDigitalPetStore: :Role , AfF
WA B,

c. FERREANGF 1234, NTFTERAEERENRIR , &
#DigitalPetStore: :0rder ##iA1234,

d. ZDigitalPetStore::Order®#RHEE—MownerE . F Alice RENITEMNME
#, %&$EDigitalPetStore: :UserH M A Alice

e. Alice BREFITH, WTERAEERRNTH , &
##DigitalPetStore: :Action::"GetOrder",

4. BJFEBTRNER. ERLEANKBEEED , LERSFHALLOWRE, HERERERKE
HE" BR,

5. MNEMSMEES | EREXRE, EFERSEER , il “FEFAG-FKREITE,

6. FER A6 HTZERAREFASFBERRFRNAMAEE , RItERIEMRAVFZIFER,

REST API
1. EERIENRREZEFE LITHFERIENREZEG &, EFABHMNRAIRBEMSPOIERKT
fi# DigitalPetStore,
2. EBTENHREFEXNRETM®E ID.
3. IsAuthorizedE BRI R API Z&Er | &5 4 5| AiZDigitalPetStore RIHYE K IE X,
4. FTFFER APl B iR , NEENBERFEUEXN XERSR[NIER. ORGIFAR , ERRE,

WA RE =


https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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5. MM RHIEREX , AEEMWpolicyStoreIdEE RN Z 2 viiE FTHEKEZEAM D,
6. RBXBERAEBEFELR, EEHIADigitalPetStore REEFM#H , iERSIEE —MALLOWRTE

BOLESON AR RS, EMAER , LERERHMEEERMREK,
1. BERERNARASETRERIENRIRE, Sl , HEWMLWAREHR NEmployeeHFHmT 1234
HownerBME XN, Bob

2. UEMIZPURKHN AN ERREE, fla  E3ERN ‘B AG-REUT R WEBER | UAMIBRUser &4
MRMEEWSRMY , Resource RIFIESUERUAEHBobBEEFRITE,

3. EUEMUATFREMEEEZZRNARE, EMBERFEM , LUE Alice IJLUREFHWER, #luw , &K
BiUser AR E R NActiveUsersEiIK A InactiveUsers,. BEFBER , MERGRKAFRS
BEEFEECWITE, FHFIEREM | £ Alice RAEKRAFPHRIEFZS AP,

MENENERSNRAREFEX

EELZN M ARFP IR Amazon Verified Permissions |, A E VIR FE N AR FEEIMITH R
FMEH, ERNEBEHRIAVHLIN G , T—PERMNBHRITHBER APl EXR, At , BATRE
NARFEZEURERFEEHFNEERTRIGERS,

B1 A2 Fr a0l 62 A 2 30 UE RY X BRI A 3K

1. WEEXIAFNER. BF , AFNFHAGEELISARIENSFENFHAEFEEPREM , Hlin
JWT =, Web £if Cookie. XL 7 EHE ATk B 881 2 B RS F M EERY Amazon Cognito &
137 , AT #ESR B EAth OpenlD Connect (OIDC) 24,

2. WERXAFAZTRNERNEES. BE , SR/ MEERENNARERFINEH A~ G Ee
EHNARFRBEIEXBRNER.

3. WEEMNAFBREXRMVEE,

4. ERNERIENRNZNGER , ERE3EAFPZRBRENZIEA, BIE. REMEZME, verified
Permissions 2R IE &M RS F68 P VRIS IT A ER HIRERBURE

5. BHNARFIEREKE ERIENRNAVFSHIELMA , H58HMITH AP IERRE,

ERIEARR AP HEERETH AWS SDKs, EENAEFPMALTRIEMNRIR , 57 E R TEFmE
ES M AWS SDK £ EINAREFEF.

ETHRESEBHHITTE AWS SDKs , 25 T E Amazon Web Services,

ENARFER 112


https://aws.amazon.com/tools/
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RAriEmE

BT RE M ERIUENR B IRAY #4884 AWS SDKs.

« #EHT .NET B AWS SDK

« EAT C++ 8§ AWS SDK

« EHAT Go #§ AWS SDK

- EAT Java 9 AWS SDK

« &M TF JavaScript B AWS SDK
« SEF T PHP & AWS SDK

+ AWS SDK for Python (Boto)

« S&ATF Ruby ) AWS SDK

« &M T Rust B AWS SDK

LATF 5&RAF JavaScript 8 AWS SDK R¥lIsAuthorizediR B & I 53 UF PR A Amazon

Cognito f&i{b 4% E B

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{

"identifier": {
"entityType": "User",
"entityId": "alice"

3,

"attributes": {
"location": {

"String": "USA"
}
}
}

SNRARFERK
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https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-verifiedpermissions/html/class_aws_1_1_verified_permissions_1_1_verified_permissions_client.html
https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/verifiedpermissions
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/verifiedpermissions/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/verifiedpermissions/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2021-12-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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EZFRERR

+ Amazon ERIENRIFIT L

Amazon ERIF X R-F IR

£ AT S RF R ASP.NET Core N AR B EXRNRREHRER
£/ Amazon BIFRBRA U FNAREFHERNERS

{5 F3 I S IAE A BR F1 Amazon Cognito B4t 4% E %X
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https://catalog.workshops.aws/verified-permissions-in-action
https://aws.amazon.com/verified-permissions/resources/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/build-an-entitlement-service-for-business-applications-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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Amazon Verified Permissions &4 4

ZREAWS REFZE, N AWS BF , BUUZRTENREASRZLHRBBEALANERMY
BOBEHROMMERN,

Z2ENFHEHEE AWS R E, SEHEEAFEBERN N Z2UNSPHNREM

« TRE — AWS ARRFPEZHIZIT AWS RSHERMZEE AWS =, AWS R HZRMATUZ L
MRS . ERAWS EMATRIEATRIERATREN—D , FZAFIHFEHMNLFNBIERNZ
SN EMM. BT HERT Amazon Verified IXNRIEMR TR , BSHEERITRIEE A HAWSAWS
REEARITRRS -

- TIRRE-BNTEREFERN AWS RERE, EEFTENHMEERAST , SEEHHIENBR
M., BRTNERUREREEEN,

e SRS IS BY 48 T R AN{AI E E F Verified Permissions Bt M ARELEER . UTEZBNE T NAE &
Verified Permissions AR BN Z £ MEN M B ¥R, BB FZES I EH EH i AWS RS KA BhI&
BENRPENSRIENRER,

FT

« Amazon Verified Permissions & Y #3E R 3

« EATF Amazon Verified Permissions #J & 19 1/ 7] & I8

« Amazon Verified Permissions & #1436 iF

« Amazon Verified Permissions KI5z 1

Amazon Verified Permissions & ) #kiE R 3

2 AWS BEFERFER T E2 R IENR P BIERY . MZEXBFHR |, AWS AFZRIPZEITHME
AWS L IREMEH, EATEFPFNIEECTHEMEH NN ENEZEE, RNEEIEE AWS BE
FRANNZLEENEETS. BEXBERLNESEE | BSRBERILENRE, BXFMNBER

FHEER , ESH AWS Security Blog £ AWS Shared Responsibility Model and GDPR & X E.,

- HTFHEFEFRFEHN , BRNBUERF AWS K EHFEHFEH AWS IAM Identity Center 2 AWS
Identity and Access Management (IAM) REMNA AP, X# , 8NP RLREETH TERSIAR
FEHIRBR,

« BINBWEBI T A AR ERBIEE -
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- NBNKFERAZSESHBRIE (MFA) .
- f£M SSUTLS E®RERES. AWS RITEREM TLS 1.2,
- ERARE API MR FES BE AWS CloudTrail,
- fEH AWS BB RFRUAREFHFERIAZEEH4 AWS RBF.
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REEREL , REEAITEM JSON KB HEER,
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¥ ABAC ( REEFHIFRZ ) =3

ETREMENERES (ABAC) B —HIRMNKE , ZRBETEMERENNR, EH AWS , XEEMEF
NERE, BRLURREMINE IAM S5E ( AFRAE ) MFS AWS BIR. HRICSSEMAIRZE ABAC
ME—F, RFIRIT ABAC KB , SUEEEHNFRE SN2 15 R 89 R IRRE IUE A R VFRE,

ABAC EREE KW EFEERR , HERBERTSEMUNITR T TR HEF B,

BEETHREEGHRE , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBANZHTEPREFRZIER,

MRENBRSEN TEMERREBIISMBEX=AFMGR , X TZRS , ZENR. NREMRSNX
NTHDFRREIESMEX=NFMHR , NZENTD.

BX ABAC WEZEER , 51 (IAM FAF#ER) Hi “FH ABAC BIUENRR" . BEEFRE
ABAC SRRM#E , B2 (IAM AFER) PNEAETEMENIHENERZES (ABAC)

FF s B EAE A F Verified Permissions

X Im e EAE =

HIREAIFHE R R R , HL AWS RS FRER. AXAEMER , SEWL AWS RS ERATIE
FHEH AWS RS |, EZH (IAM BFERE) IAMAR “EA T ImEHE+H".

MREERARAFBNEE ZANEREEEFR , Il AWS Management Console f§ F B =2 If B iIEH,
fln , H&AWS FALTINE QUBF (SSO) iE#THEN , ZEIBRL B IRIGAHER. HE
AP emaREfls  ARYMRARH  BESEHRRIGHNEIL. BXRURACGHNESZER , HSH
CRPER) PHMNAM AP TRE IAM A6 (BHE) .

BRI LAERA AWS CLI 2 AWS APl FEIIZIGEHES, RfE , &0 LUE X IR aTHEB#TIHE
AWS, AWS BIEHBERIGEES K MARERAKBHRZHR, BXEZEER | BHSHE IAM FHY
IS Bt &2 2 EAE
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XEFEHNR =

HEER IAM BFRBeEFRITRIEN AWS , BEANERA. EARLERSH , W27 —
MRIE , ARMREEEMBBRSHE S —MEE. FAS ERAAAZRANNRUK AWS RS @T
RS R HERBVER. AWS RERABIRFSKIFTESHM AWS RS REFRXES BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEERITXMIURENIR, BXAKH FAS 1EREH
RS , BERER TR,

Verified Permissions BWIRE A&

xEFRFAE )

REAHERE-—TRSKRA, KRREVTRAEN IAM B, 1AM EE R TUERNIEIZE, 1S MBIRR
BSAE IAM. BXEZER , FSH (AM AFER) AWS RS FHHVEIE A B U EZERNR.

Verified Permissions HIRSHEXA

XEFERFHEXBE -

BSHAXABR -SRI AXKN AWS BSBRSAR. BRSAUMARRERTRENEE, RS
MXASHIELRNH AWS K |, FEARSHAE. IAM EERAUEEETREREERSHEXAE
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BXREUBRFEERSHERACHEAREE , FERASZES IAMEANAWS RS, ARPEREKSE
XABIFEE Yes R, ERRHEUERZRSNBRIAXBEX,
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ETESHNRBETAMMEI S (HlIAM AP, AREAHAE ) #Y JSON NREM XY, XER
REIZ G A 7 A S AT AR T BLFERRITHLRE, BETRNMFEZETSHNKE , F5H
IAM A 18R R AV B2 IAM KRS,

£/ IAM ET 5 ORKR , BUUEEATRELNRENRIR , URATIELRENRLG (BT
i3l ) o BEEEETHONRBPEEETE RN CEATHHRMNWAFAG, ETHETUE
JSON KM EANRETER , B2H IAM AFERFH IAM JSON KB TESE,

R’

CreateldentitySource

CreatePolicy

CreatePolicyStore

CreatePolicyTemplate

DeleteldentitySource

DeletePolicy

DeletePolicyStore

DeletePolicyTemplate

GetldentitySource

GetPolicy

GetPolicyStore

GetPolicyTemplate

GetSchema

IsAuthorized
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B & HIREIRIE,

TER M7 6% P 012 Cedar REEHVIRME, HATLL
IR A RS B B B SRS AR AR AY R BE

B R H A R AR

B R B RARAY R AE

il BR & IR BV R A

ISR B 17 7P R B SR B B SR AF
i BR R B A7 i B SR AF

i BR SR BE AR AR BV R AF

IREL & 1 SRRV RAF
BREREEREESHRAE,
BRRAXEERBFRENESNEE.
IREV R BE R AR Y R 4F
IRENER B 1E.
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=
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BRI

IsAuthorizedWithToken

ListldentitySources

ListPolicies

ListPolicyStores

ListPolicyTemplates

ListTagsForResource

PutSchema

TagResource

UpdateldentitySource

UpdatePolicy

UpdatePolicyStore

UpdatePolicyTemplate

UntagResource

CreatePolicy B#1EM R IAM KEE =B

{

"Version": "2012-10-17",

"Statement": [

DU

IR SINA R o R0 S BRI IR R
., ERERARE S OHIE

5l AR &0 RV ERAE AWS K.
51| SR B 17 0 P P R SRBE RV IR AF

5| PR SR B T EE RV IR AWS KPS
5| tH PR SR B R AR AT IR AE AWS Ko
5| BRI AR SR E,

[6) 5% B 170 RN DN SR AT R IR AF

[6] B IR AN PR Y R AE

E R & D IRRVIRAE

T R B T7 A T ERT R BERVERAE
ERTR B AV IRAE,
ERTR IR ARV BRAE

M IR B BRI A R4

"verifiedpermissions:CreatePolicy"

"Resource": "*"

{
"Effect":
"Action":
1,

}
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}

& A F Amazon Verified Permissions B E T 5498 F & R4

BRIMBRT , AFANAERECIESRIEN Verified Permissions BRIINPR, i1t T EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API 1TSS, 1AM B
AMTEIE IAM XE , BRFTAFNAGKNHEMERRITRENNER. RE , EBEAXMNFTERL
SRBEHY F P B ANOX LE SR BE

ETHNAERXL RS JSON R HEIE IAM ET S HOHNXE , ESHIAM AFERmTHNLIE
IAM R R&,

EXRHERIENREXWRENMTREE (SRE/NTRIENKEN ) BFAFSE , BSR (REEN
2Z) M Amazon ERIENEAVIRME. HEMFZHZH. ARNs

i
- REEREXE
« {# M Verified Permissions 4|4

- AFAFERMITESHRER

R R SRR

ETS5MNEBRBEEENMNAZSTLCIE, HEISMBREMK S RH Verified Permissions &R, X LEig
ETJRELME AWS IKFP A RA, tIBRRNEEETEHNERER | HEBUATEEMNE

- JFHAER AWS RERBH RO RENBENR — BEFHOASPMITERBER TR , EEAN TS
EAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEETE LHN
EHRABIN AWS ZEFRERBRAE-DBINR. BXESZEE , BZH (IAM AFEE) F/Y
AWS FEX K 5 TFRENAWS HEXEKK,

o BIFARIENRR-EA IAM REGIZENRE | URFHRITESFENNR. At , B LIE N IEH
EFXFHTAUURNBERBFRITHRE , M ARENRET, BXREANBNERJIAMWEZESR
BESFEIAM A FIER IAMA R 5B FIHLFR .
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BR, flin , WA LURERBEFARIEELTMER SSL XEFIEER, MRERBSBEERBEIIE AWS
BRS5EY ( B0 ) SR, Wt ] BUEE A &4 KRR T3 RS IREN B E PR AWS CloudFormation. B
XEZER , 72H (IAM AAF$ER) FH IAM JSON EETE | &4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon Verified Permissions AriEE

- M IAM Access Analyzer R UERHY 1AM KBS IR RN LR IhBEME — IAM Access
Analyzer &I MA BRI REE , LUEXLRERS IAM KEEES (JSON) M IAM FH{ESE
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
KEE, BXEZEER , BSHRIAM AP EEPHER IAM 18 2 3785 5 0 5Kk,

- FEZEFOHRIUE (MFA)-TIR AWS IKF BN REFE IAM AFSRAF , BEHA MFA LIRS X

2, EETIAA AP BEFNEE MFA |, B8 MFA &R NAENEET, AXESZER | FS
] <IAM AP B “EH MFA R API 15 1R",

BEXPREMENEZER IAM , ESH (AM AFER) IAMPNZ £ RESSE,

£ A Verified Permissions 4| &

E 58] Amazon Verified Permissions 12&l& , XM EHE —HREMNNR, XN RAMARIFESH
MEEEXFERIENBRRNFAGFEE AWS IKF, NMRAEEXENFRENBEEANENETEH
HREE  NTFHMT ZRBEOZE (AFPRAR ) , BH AT ERMBEEZT.

NFREA AWS CLI 5t AWS API R, BEFNEREFEZHENR, R , IRFHRSEH
ZIAMITHY API RVEM TE RV IRAE,

NERAFPNACNMATUERACRIINEZF A  CEERCRIENN
BRConsoleAccess®ReadOnly AWS FEE XM MEIKE, BEXEZEER , B2H (IAM AFE
Y FE AP RIER.,

AFAFESHINE SR

ZRBIRER T BRI KRS LUAYE IAM AR EEHRMNAERAF SN ABRMITERKIE, LR
GIEEESS ESHER AWS CLI 5 AWS API BUREEA R TR IRERN R,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

AWS Amazon W IFf BRHYIEE KRS

E@AR, BANARFINE , £H8 AWS REXRLECHFERBRERSZES, 212 AMES
FE R MY SR E R E AT ENRREFZREMZT L AR, EREAT , S AERA R
AWS HEXRI, XERMEEENEARE , TEEHN AWS KPP EA. X AWS EERBNE
ZER , FZH (AM AFER) BFHAWS HEXRK,

AWS RS 4EF MEH AWS HERM, BT EEQ AWS RERBHFHNR, BRSBREE AWS
EARBR MNP RAZIGHFE. WREFLLBHMRBOAESH (AR, ANAE ). B
B ERHRETAN , RSHBARSER AWS HEXKRE, RFETaM AWS HEXRBEHBER
R, B REERSBAENATNR,

LA & AWS ZEBE SRS T/EIREENIEE R, Hl20 , ReadOnlyAccess AWS & RERIE H
FFETE AWS BRS MERH RIRGENR. MRS B3 —TEFINEER , AWS 2AFBREMERFINI
ENPR, Bx TR IIRMER , E5H (AM AFIERE) P T/EREAWS FEE K,
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AWS ITEFBL : AmazonVerifiedPermissionsFullAccess

AmazonVerifiedPermissionsFullAccessHEE R TN ERIENBEHTLHENE, EFHAE

F Amazon Cognito fI G138 , BEZMINFEIRAI KR , HIENZKEE, AmazonCognitoReadOnly

{

"Version": "2012-10-17",
"Statement": [

{

}
]
}

AWS IEEXRE : AmazonVerifiedPermissionsReadOnlyAccess

"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [

"verifiedpermissions:CreatePolicyStore",

"verifiedpermissions:ListPolicyStores"

1,

"Resource": "*"

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:*"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"

]

AmazonVerifiedPermissionsReadOnlyAccessEE KRR T3 SR IEN R RIETGE R,

LR EE R T X4 Amazon Verified X EREVFIAREBURERN T RINR , S@FEENEN APIs

IsAuthorizedfIsAuthorizedwWithToken,

@ Note
2 8lmBatchIsAuthorizedf#EBatchIsAuthorizedWithTokenF i[RI PRET |, B

BF3fIsAuthorizedfIsAuthorizedwWithTokenfyif B4R R,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:ListPolicyStores"

1,

"Resource": "*"

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedwWithToken",
"verifiedpermissions:ListIdentitySources",
"verifiedpermissions:ListPolicies",
"verifiedpermissions:ListPolicyTemplates"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"

AWS EEREHN ERIENREH

BEEHZBRSARREFECERIENEN AWS REXREMURIETENFHAFTE. EREBEXLTE
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Amazon Verified Permissions &3 #1if 7] ja] B HE &
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o RIAIE Verified Permissions i {TigE

o BRFELBINIT iam : PassRole
« REALFRUN AL RER AWS K- “ERIENERE” BT

EFTNIE Verified Permissions R {Tig4E
MREBRFRIER , ERETARITEMRE , WAREHF R UL FRITIZIRE.

% mateojackson IAM AR ZHERAEGHAEEEXEM my-example-widget BIRNIFHEFR ,
BFRPEREN verifiedpermissions: GetWidget HREt , &R ELT RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetWidget on resource: my-example-widget

EHBERT , BAEH mateojackson AFEKRRE | LA GTFEH
verifiedpermissions:GetWidget $&¥ETHIR my-example-widget &IRo
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MREFEHRE , BTHRREN AWS BEER, ENEEARRHEREILEN A,

TN 1T iam : PassRole

MRBRE|—NEIR , RIBTPUNIT iam:PassRole BE , MIMAMEMREUA T BT ACIMEIRS
Verified Permissions,

BE AWS 7S AR ABRKEALIZKRS , MTAREIRMNBRSALIRSHEXAR, Nit,
BB MERRABLEIRSHINER.
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iR, BER , RELAEERSACMERE FHNERT THITIHIRE, Mary FTEERFABEZIEIRS
HI A PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KB L A F#EINAT iam: PassRole 1k,
MREBFEREL , FRREHAWS EER, FHNEERZREMERZIEN A,
BEATFEUNABO AT RIZM AWS 1K/ “ERUENPR" IR

AR —-1AE , UEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
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« ET## Verified Permissions & XFXLLINEE |, ESH Amazon ERIFN R T/EFEE IAM,

s BETHIIRMENNESHENRRNIFRNE , BSHAFEEYNEEEENS — AWS IkKF A
IAM IAM A FE#I5ERBR. AWS Ik

- ETHRNMAME=FRAENEZBENGREIE AWS IKF |, FSRIAM BT RE=4H1E
HIHERR. AWS I~

s ETHRIMIBEN SMRBRESRITREIFENER , FSH (IAM AFERE) P ALSAT S HRBIEN
BAF ( BRI ) REHRNR,

s ETHREAAENETRRNREHTER,IHRNEXS , HSEIAM AP IERIAMAP Y ETK - F R
7 B BR o

HEDR 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Verified Permissions AriEE

Amazon Verified Permissions & 1436 iF

ETHREERTRESHITNNER , BZHAWS RS “BaM It XX OoEE"" , RFERERN
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IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

}I

T ## Verified Permissions B&E 4% H 141



Amazon Verified Permissions

RAriEmE

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
I
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
I
"requestID": "346c4b6a-d12f-46b6-bc@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a09a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-11-20T23:02:337",
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"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl111111"

},
"responseElements": null,
"additionalEventData": {
"results": [
{

"request": {
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"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

1,

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

}
},
"decision": "ALLOW"
},
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
1,
"decision": "DENY"
}

I

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
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1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
b
"responseElements": {
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T07:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T07:43:33.9627942"
},
"requestID": "1dd9360Qe-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
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"eventCategory": "Management"

ListPolicyStores

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"maxResults": 10
},
"responseElements": null,
"requestID": "5ef238db-9f87-4f37-ab7b-6cfOba5df891",
"eventID": "b@430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",

0",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:43:327",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
PutSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-16T12:58:572",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",
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"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
I
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc03-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"

}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",
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"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@Ob3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T13:00:24Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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},

"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.444404Z",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",

},

"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",

"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-25T01:11:4872",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
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"policyTemplateId": "PTEXAMPLEabcdefgll11111"
I
"responseElements": null,
"requestID": "5ff0@f22e-6bbd-4b85-a400-4fb74aa@5dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:42:30Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
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"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:29Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "GetPolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "23022a9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-19T0Q1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
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"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
1,
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
},
"responseElements": {
"createdDate": "2023-07-14T15:05:01.5995347",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.5995342",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl1l3a4l1dc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-24T19:55:317",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9as427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-24T20:05:32Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"identitySourceId": "ISEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedwWithToken",
"verifiedpermissions:GetPolicy"

1,

"Resource" :"*"
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policyId: "policyl",
templateld: "templatel",
principal: User::"alice",
resource: Photo::"car.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy2",
templateld: "templatel",
principal: User::"bob",
resource: Photo::"boat.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy3",
templateld: "templatel",
principal: User::"jane",
resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy4",
templateld: "templatel",
principal: User::"jane",
resource
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{

}I
{

"number": 1

"sentence": "Here is an example sentence"

"Question": false

Verified Permissions

"Set": [
{
"Record": {
"number": {
"Long": 1
}
}
.
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
},
{
"Record": {
"question": {
"Boolean": false
}
}
}
]

Example -BUR ¥ 1d
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Cedar
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
},
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
I
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
},
{
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
}
]
},
{
"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
I
"attrs": {
"private": false,
"account": {
"__entity": {
"type": "PhotoApp::Account",
"id": "ahmad"
}
}
},
"parents": []
},
{

"Uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
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"attrs": {3},
"parents": []

"uid": {

"type": "PhotoApp::UserGroup",

"id": "AVTeam"

iy
"attrs": {3},
"parents": []

Verified Permissions

"Identifier": {
"EntityType": "PhotoApp
"EntityId": "alice"

},
"Attributes": {
"age": {
"Long": 25
},
"name": {
"String": "alice"
b
"userId": {
"String": "123456789012"
}
b
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]

::Userx",
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},
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
I
"Attributes": {
"private": {
"Boolean": false
I
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"
}
}
},
"Parents": []
},
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
I
"Parents": []
I
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
},
"Parents": []
}
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