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AN EEX FEHH

ERAUTSRANBER BEL FH. bt FERXEIRME CIDR iw B ERA,

EREHARMEEX FHA

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,

ESMBERKF , %$F Verified Access £,

EEEB,

ERRE | BRERIUET R LA,

NFML CIDR in RBEX F5 , W ABEN i,

RS R B IR T R =4

WMADRIEG RN RREMENIEERSES  EMFEBNEERSES. LIRTESFN FHAEL"
EIFH BB RSER TRE,

N o o bk~ w0 Db =

ERMNEENL FES , BEM AWS CLI

{# A modify-verified-access-instance %

fHBR Verified Access =4

FA5E Verified Access SEHIE AT LA EMIBR . EMIBRESIZ BT , A BBRFIEXRBENEFRMEESR
Verified Access 4,

152 F 422 1 &5 1) BR © 30 31E 175 (R AR PR 3K 45

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##|&
ESMERKD , %2 Verified Access 3=,

1%$8 Verified Access 3=,

ERERIE, MIBR Verified Access £,

BRI ITEIAR |, A delete , A/F%ER Delete ( MIBR ) -

o k~ 0 bh =

AIMBENFEHE 12


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/detach-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance.html
https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

{55 7R 1 BR B 382 31E B9 17 [R] #X BR 35451 AWS CLI

5 delete-verified-access-instance # %

o

FET BRI IFRINES AWS WAF

BR T Verified Access 58 HIHITH BB IMIEFBRINAN A |, BUEEFTENANBERYT . XU BE
RPN ARFRSHMER, SBEUET AWS WAF £ERIICRIFHEHPBHRIHLEN, AWS
WAF 2 —1 Web NARRFHAE , AFERERERIZRIFN Web NARFERN HTTP #EXR. &
XEZEL , ESNAWS WAF FF & A RIER.

#5 7] BUBT AT AWS WAF Web 151 #1515 (ACL) AWS WAF 5 EIiE 1 RIS HI%BR 5 EWIE
R EERK. Web ACL —F AWS WAF &R , Al SBAEHZRIPRRMAHFTE HTTP Web i&
Ko AR AWS WAF XERSRBUBXRERIERET | EZEISEZFIMN A 2RI R4 HET REVRESHE R
Hupdating. ERFZEKE , MBFIRE R active, BALFE AWS Management Console i@
BRK T RREB RS AWS CLl,

BF B MEERERRAEMI AWS WAF RERE, NMREFER IAM BH50 , WEERAF SHRIE
281 AWS WAF BRERE., MREFEH OpenlD Connect (OIDC) , M&EAF BHRIEF AWS WAF

RERE,

AES

- FRER IAM R

« XEk AWS WAF Web ACL

- REXBKIRE

- BUBEXB AWS WAF Web ACL

FREEE 1AM R

AWS WAF & Verified Access £ 2155 APl BETEEXN NN RIXRHVIEME. AWS Identity and
Access Management R ENSZH A [permission only] X LRE, A (RFENS
Z) EC2/H Amazon E. BEREMEHZHH.

EE A Web ACL , #289 AWS Identity and Access Management Z3E A S EH U TR,

» ec2:AssociateVerifiedAccessInstanceWebAcl

e ec2:DisassociateVerifiedAccessInstanceWebAcl

&R AWS WAF 13


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-instance.html
https://docs.aws.amazon.com/waf/latest/developerguide/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
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 ec2:DescribeVerifiedAccessInstanceWebAclAssociations

e ec2:GetVerifiedAccessInstanceWebAcl

X< B AWS WAF Web ACL

BT SRR R oAl 52 A E 3 Uk i [R142 1 & AWS WAF Web 5 EI#Z2#I5I3R (ACL) 5 2Rk 1/ 8] 324l 5<
Bxo

FRFA

EFR2El , BERIE— AWS WAF Web ACL, EXEZEE , 555 (AWS WAF FXAG3E
) FM eI Web ACL,

& AWS WAF Web ACL & 2% iiE 175 8] £X BR S5 5l < Bk

T FALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##l &,
ESMEKT , &R Verified Access 3=,

1%$% Verified Access 3£,

EERERET,

ERRE , REEFEXE Web ACL,

tF Web ACL , 1&£#BIE Web ACL , RE1EF KRB Web ACL,

o a0k~ 0w D =

®E , LALER AWS WAF 26l &, IMREER AWS WAF 2EI&85 AP, NIEEZERIEHESEH
B Amazon BRERAZF (ARN)s AVAARN EBLTH : arn:${Partition}:ec2:${Region}:
${Account}:verified-access-instance/${VerifiedAccessInstanceld}. BEXxEZE
B, BZRAWS WAF FEARIEEEHAN Web ACL 5 AWS B R < Bx,

QERBRIIRES

& 0] LAME A B 30 1 R 35 ) & SRIEIE AWS WAF Web i RI#2 415K (ACL) 2B 5 B R U5 7 S5 4I4H <
BX,

EEEERIEHENERSEFIN AWS WAF ERCRES

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. TESMBEEH , &£ Verified Access =41,
3. %&#& Verified Access £,

*<Bx AWS WAF Web ACL 14


https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-creating.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating.html
https://console.aws.amazon.com/vpc/

AWS ERIES I il
4. EBEERIETF,

5. EBF WAF EFRSTHHBFAEE. REFETRHEXRKIAXRE , MMRLTEXBKRS |, &
28~ Web ACL #RIRFF,

BUHI<ER AWS WAF Web ACL

LT SREROMAE R ERIET B2 6 & ##ER AWS WAF Web 15 [R1#2E5I & (ACL) 52X iE 15754l
YR ER o

RER AWS WAF Web ACL & B 3 1iE 75 /8] A BR SE 451 Y < Bk

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESMMBEES , % Verified Access £,

1%£$% Verified Access 3£,

ERERIET R,

ERRE , RREFRBUEXE Web ACL,

R EUE<EBE Web ACL #1TH1IA.

2

HE , BALMEA AWS WAF 24l58. BXEZER , HESHAWS WAF FE A RIBREP B Web
ACL &5 AWS &R <EX,

Verified Access B FIPS &3t

BRFEBLEIRE (FIPS) REEMMERBFN —TURAL , EAE TRFBBREENNEERN TS
R, AWS Verified Access 1fit T EMIMERE NS FIPS HhRY) 140-2 MIET, 301 56 #Y
FIPS &@MMERT LT AWS X1

o XERIP (BEIEMN )

« XEFRS (HEFRLMILE)

- XETEE ( MFERLILE )

- XEBEE (BEBRM )

« EKX (HE)

« AWS GovCloud (US) 7

« AWS GovCloud (US) &

BUHEX AWS WAF Web ACL 15


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-dissociating-aws-resource.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-dissociating-aws-resource.html

AWS B IERY 5 R R RAriEmE

LR ERROAS B RINE Verified Access MBEL B N FE FIPS,

AR
. BEEIBH Verified Access IFE LSS FIPS 1%
« BB Verified Access & LASEH FIPS &M 14

BEMER Verified Access H3E LIS FIPS 631

MRIEFIEH Verified Access HhEF BRBRFERENS FIPS , NI FEEM R B 02 FLRIR
FEER A FIPS &M%,

EI A AWS Verified Access T(MNEEFELE ARFS FIPS , BHITU TSR,

1. MIERIRSA Verified Access iR, AMEHl, BERENEERUBAIUESRER.

2. 83 Verified Access 3Kl , TR B2 HiH /5 FEKIBE B EIRE (FIPS). WA, HEIERIEH
B INZEEREY Verified Access SERMEE , FARMTRHIIRPFHEIEF,

3. Bl Verified Access 4, EAMGIETRES , FHEEN| 62/ Verified Access SEHIFEFRER,
4. BB -S4 Verified Access i K. ERIBHMRANISREF , iR E5E L —S0IZNAMEKEK,

Bt iE#THY Verified Access PMELISEI FIPS #1114
ERERS FIPS B9# AWS Verified Access 18 | EHITUT SRR,

1. BEGERHAE. REENER , CEERAS SHEERMEBN (it ) ETRZHNEEREHA
o

2. BI% Verified Access =4 , BREL I ES B ARKRIBESLESRE (FIPS), ik , EEIBERES
Bt N7E £ — 501 H Verified Access BERMER , FERMNTHIIRPFHIER,

3. Bl Verified Access . HAMBIETREF , HESRKIGER Verified Access SLHI#HREX,

4. BIE—NHZA Verified Access i R. ERIBRK/NEREF , MirREE L - ENAMEXIE.

NEHE 16
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Verified Access H{E TS

EERUEBR —FHEERERXAF/MRZRESMNIRS AWS Verified Access, ILEEMNEFELT
X, BELTXHRCSEETRAFSONEN , SlME Fif it S HE BLANRATK , HERE
E5 , fINERENR ST HBREE R

Verified Access XA T EBIMEFIRER -

- AR E4 - —MEHRMEE (dP) RS , BTHR#ENEERFNBFES N,
- REEE -GATECREMW, FREMNEEFNFRINRZEERS

AR
« Verified Access B BB EEREDE
« Verified Access M E T8 Z M ETFIRHE

Verified Access WA F B 0{EERHRE

BE]LLE R AWS IAM Identity Center 3k A OpenlID Connect B9 7 BB EREE,

ES
« f£/ IAM Identity Center fEN{E{EIR LR
« f£f OpenlD Connect 5L {47

£/ IAM Identity Center fENEEIRHE RS
BRI AR AWS 233 I E Y 15 B 4XBR AWS IAM Identity Center fE R &8 A P B 3 EFRMHAE,
FRFZHFEEEIM

« B8 1AM B3OSR FI AT R —A AWS Organizations 324, I8 AWS K 1AM B 3 71032451+
T EIE T,

- &H IAM Identity Center KIS MELBEEHF QB ERIEHREEREEFENRE - AWS XiGH S
Ao

« Verified Access R BA[E IAM Identity Center 3 Bt 215 % 1000 NAHK A F R H 77 R PR

AFeH 17
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BEXTREFIEBENFMAFLE , S (AWS IAM Identity Center FAF1ERE) Y Manage
organization and account instances of IAM Identity Center,

22 1AM Identity Center E1EiR2 {17

EEH AWS IkF LB IAM B H0 G |, BuERUT S ERE IAM Identity Center iR EREL T 1
IR i R S IR AP,

22 IAM B3R OEERERE (AWS 258 )

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

ESMEBRD , & Verified Access FERMER , RFEFE IR Verified Access FERME,
(g ) EEHGENERD | WA GERUAFNSHAER,
ERBSEZHPRA—MOAN , MEBRLERBANNEAR,

EEEREEERET | REAFGERASE.

ERAPGEERMRERET | £F IAM Identity Center,

( Ak ) HERMIRE | i§1%F Add new tag ( FINFHE ) , AERAZIRINENE,
%F B Verified Access fEERR ™,

® N o 0o bk~ w0 b

BIE 1AM &4 B MEEIZ 4R (AWS CLI)

« create-verified-access-trust-i2 & (JAWS CLI

JBI B IAM Identity Center {S4F1R &7
ERRREERMEEE , BN INIZE IR LRSS BB E S MARE,
MIER 1AM B4 R AMEAEIR RS (AWS 2415 )

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

2. HESMBEET , % Verified Access E1FIRMHP |, A/FTE Verified Access EERHE T IR EMH
BRI EEIRMEE,

3. HEBRME , ABEEMBR Verified Access R HAE,
4. BEXBEFHA delete LAFIAMIER,
5.  IREFMIBR,

IAM Identity Center 18


https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

HER IAM & 6 OMEER AR (AWS CLI)

- delete-verified-access-trust-12 it & ()AWS CLI

£ OpenlD Connect {S1F12 {4 7E

AWS Verified Access X #5{# ¥4 OpenlD Connect (OIDC) 53K B 1R EHE., B LUEARE
OIDC YRR EER Verified Access WA F B EERMHE. BER , B THEER OIDC R4t MpRE
%, AWS EtTEME A SR 7R RN R EA OIDC £/K.

Verified Access M OIDC 2#tE# UserInfo Endpoint &IREREIFEHEELIE. Scope SHHA
FHRESERWMLAESERE. WEEEEER , FREZEIEITME Verified Access F .

F2025%2 824 B 2 G RIENEFIRED , ODCEEFREBWIDTHEERIE
ffaddition_user contextZZ4AH,

NFE 2025 F2 A 24 HYEXH 2B SIS ETIRMER |, Verified Access A OIDC =R ID
tokenKEMEEHE. REXREITEEEB UserInfo Endpoint HEEHIE.

MREERMEREE 2025 F2 A 24 HHERH A QIZ , WRINSEFEME N —K. X TFH 2025 F
2 A 24 Azuit| ZNEERMHEE  MAERERBER R,

MREET RIFT TR | Verified Access & M Bl 88 2 Hied BN 1 R at |, a5 H RI#
TH, NERARRINGY S EFERE,

P
. Bl OIDC EAEREFH FR%H
. $ OIDC EERHE
. 5% 0IDC EERHE
. BB OIDC fE{E R4t

83 OIDC FERMEEM KRFM
CREEEMNEERHERS PREUTEER

* Issuer
s BRImR
- THEER

OIDC FER#H 19


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS B IERY 5 R R RAriEmE

» UserInfo endpoint
- BFim ID
- BFImZA

- SEE

22 OIDC EERMH™E
RELUTERE R OIDC N EERER,
BI2 OIDC SRRt (#2FA& ) AWS

—

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &

2. ESMERTF , EHF Verified Access EERAE , AT EFE IR Verified Access E1ERER.
3. (HhE ) BEEMIRENERYD , AGERUENEHAHER,

4. ERBSEZEMHPRA—MRRR , SEAFLEREANSER,

5. EREERMMEAET  &EAFEERMERN.

6. ERAFPEEREMHAERET , %$F OIDC (OpenID Connect),

7. ¥IF OIDC ( OpenlID Connect ) , EEFEFRMESE,

8. HEXRMEF , M OIDC KM EMIRIRE,

9. ERNRAT , MARNKINTE URL,

10. EFHHRATR , MATHEESHNTE URL,

11. EAPFRSH , AR RSN ZE URL,

12. ( AHLNARRF OIDC ) W TFAHLEHEA URL , BRALHEERHAR[NTE URL,
13. #A OAuth 2.0 HFF HUARIRRHMEAN T i IDo

14. A OAuth 2.0 EF R BRAERN TP IR,

15. MARZNSHREEE LN UAZR I RIBESIR. £2 , openidf AEIRAFEN,
16. (A% ) BERMIRZ |, %R Add new tag ( BIFIHRE ) |, REWAZIFSHENE,
17. % BIEE Verified Access EEFRMHM,

18. AT EEM[ URI HNZE OIDC REEH AFFIRAP,

« HTTP MARTER-EALT URI: https://application_domain/oauth2/
idpresponse, EEH AT , BULUEECRIEHFRLET SWFAFEENF ERBINARE
FFigl. A AWS CLI 2% S AWS DK , H &R ERIEHRLKET R, NARFEHEIESE
WA,

OIDC E1FiRHmE 20


https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

TCP RARF-FEALLT URI: http://localhost:8000,

fl2 OIDC {FER 1w (CLI AWS)

- create-verified-access-trust-i2 & (JAWS CLI

&% OIDC E1ER1EE
BIREEREERE  SUUEFEESE.,
&2k OIDC E1EiEftrs ( #FA ) AWS

1. 37T TF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. TESMBEKT , %R Verified Access S1ERMHE |, AABTE Verified Access EFRMEE AR EE
W EERHERE,

3. EERBME , REEBRIENR Verified Access SRR,
4. (EHEELHIEIL,
5. &FBEE®K Verified Access SRR,

&tk OIDC EERAt#F (CLIAWS)

« modify-verified-access-trust-12 & () AWS CLI

BiEx OIDC EER At

EMERAFEERERERN , SEaXTENNN T ZEEREFIXGPRBRFAERIMARE.
MiER OIDC S1ERMHRE (AWS £FI5 )

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

2. TESMBERTP , £ Verified Access [SEIR M , RS TE Verified Access EERME T EEEM
BREVEEIRARE,

3. ERIRE , ARBIEEZEMBR Verified Access EEIRALRA,
4. TENEEFHA delete LAFEIAMIER,
5. &R,

OIDC E1FiRHmE 21


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
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iR OIDC fE4E124LE (CLI AWS )

+ delete-verified-access-trust-12 & (JAWS CLI

Verified Access E TR EZNEFIRMHRET

B LMERAER AWS ERIEH RN RV IRZEERERE. &AL Verified Access S5l EH—1
REMREEERMERAE,

AEN

- XENREZETRARS

- BIBRETRENETRMERS

- BRETRZNETRAMRS

- MBRET RENEERHERS

T ENRREERMEE
LUTRZBEFRMEEAILLE Verified Access £/ :

+ CrowdStrike — f f CrowdStrike F1 AWS B 5 R RRIFFLAE N AEF
« Jamf - ¥ Verified Access 5 Jamf & & B ERK
« JumpCloud — £ JumpCloud F AWS 38 175 [7] £ BR

PIEETRENEERMUEDS
BRBLUTSROIENEE BT Verified Access WX Z S TR,
RIECRIEFREFEERMERE (AWS 2HE )

ITFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

ESMEBRD , & Verified Access E1ERMER , RIFEFE IR Verified Access FERMRE,
(A% ) EEHRZENERP | W AGSTREFENEHANHRE,
ERMSEZMPRA—MIORAR , LEBRLERBEANSER,
EEERMEBEREPERRESH

FNFREZEBHER | %$F Jamf CrowdStrike, EJumpCloud.

o o A~ W bh =

ETiR& 22


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html
https://github.com/CrowdStrike/Cloud-AWS/tree/main/verified-access
https://learn.jamf.com/en-US/bundle/technical-paper-aws-verified-access/page/Overview.html
https://jumpcloud.com/support/integrate-with-aws-verified-access
https://console.aws.amazon.com/vpc/

AWS ERIES I il
7. HEMF D RREAMESNRAEFRIRR,

8. (L)W FLHLEZFI URL, ARZETREFEZMNME -4 URL, (Jamf
CrowdStrike 5 Jumpcloud TEZE IS, )

9. %&#FBIE Verified Access E{FIR R,

@ Note

BEZE [ OIDC RUBWAFIRAMEED URI, Ak , BEERFEA Verified Access i R
# DeviceValidationDomain., XAJAEEZWERIFGRILET RN “FHER EWMFT
HE , LA LAER AWS CLI RERLIF T Ko AWS Management Consoleff A T B R NE|
OIDC 2™ A 5K : https://DeviceValidationDomain/oauth2/idpresponse

BIEERIEA R R FERMERE (AWS CLI)

- create-verified-access-trust-i2 & (JAWS CLI

ERETREFNEERES
SREERHERE  LTNUEHLRE.
BUEWIEHAREEXREE (AWS 244 )

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #4148,
ESMMBEESD , % Verified Access EFIRHM,

EREERAERE.

RRBRE , AFEFB N Verified Access EFRHAE,
BIEFEEBRER,

(k) W FLAHRZLEZHI URL , BRRZEFREBRZMNM —FH URL, ( MREBMWIREE
FR MR Jamf CrowdStrike 2% Jumpcloud , M FAEE RS, )

7. %S ® Verified Access {S1FI2 R,

2 T

B ERIEHFREFERMERE (AWS CLI)

« modify-verified-access-trust-12 & (JAWS CLI

ERETREWEERME 23


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-trust-provider.html

AWS ERRIUERT 15 E X R RAriEmE
il BRE T iR NSRS

15 A SeAS (R R LR/ T BURFELIBR

M ER E WAL RIRFEER AT (AWS 255 )

ITFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMERT |, 1R Verified Access SRR,

£ Verified Access SE1R AL E T £ F EM RNV EER AR,

RRRE , AFEZEMBR Verified Access EF 1R,

RRHITEIAR |, WA delete , R/F%ER Delete ( MIBR ) -

o ~ w0 bh =

il BR B 36 U 15 8] iR Z S R A7 (AWS CLI)

- delete-verified-access-trust-#2 it & ()AWS CLI

BIBRET R BN EERMERDS 24


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS B IERY 5 R R RAriEmE

Verified Access 4

Verified Access A H Verified Access i 2 F5& F T H A Fr B iw 28 Verified Access RIEA K., B
FEEHERZELERNHRDE —H , BUUENHEESIMNRARELZLERNENAKE, XE , &
BRAEBENENm LB EN L KL,

flgn , EBELURPAEHENAEF S B A RESABRIRE, RE , TUERLREAFMEHEN
AEFEN—ABRANREZEER, IMAEEBTHEILKRKER,

BIRAR , FERALE Verified Access SKHIMEXRER, HoIZm[ANIRES , HinLEHMEXE,

Verified Access B#4AM B —MNIBERBEH A SHM AWS Tk~ HZXLEH AWS RAM, X# |
RANE—PNKPREFRBNEESLE K RES5S/IMNKPREEA

%

- SIENEE DRI AN RA

« &2 Verified Access A R

« EEMEHAHZERIEHRIEL AWS K-
- MIER Verified Access £

SIEMNEE SR UL R X PRA

BALMERAERIEBRNRARBRANZLERALRR, IRERIESRLRT KRBT, /i
REAXREK,

i
o
R
o

E
o

F5%
« #|7Z Verified Access 4
o & E IR THRINRA

B2 Verified Access A

FERUTEREME BRIEFRRE H, EORERIEFRAEZR , SRR RIRESES,
BAXEZELR |, H31 the section called “ 8|3 Verified Access SE41”,

fE 255 012 2R UE U5 R X RA

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

PIEMEE S RIEE AR RA 25


https://console.aws.amazon.com/vpc/

AWS B iR T [R) AR

RAriEmE

2
3
4.
5
6
7

ESMERT |, iR Verified Access 8 , SRF1%EBIZ Verified Access 4.

(g ) EEMRENERD |, WAANBHAER,

X F Verified Access 356l |, R EEZAXERH Verified Access K81,

(k) ERBEXH , MABZNATIZAMN Verified Access KB,

( Ak ) HERMIRE | i§1%F Add new tag ( FINFHE ) , AERAZIRINENE,
1%E$F 822 Verified Access 4.

AR BRI R XPRA AWS CLI

5/ create-verified-access-group n

ADLA
T o

&t 2R UERY 15 R X FRA

ERAUTSRIEX WU RINRE,
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{
"title": "HTTP Request data included by Verified Access",
"type": "object",
"properties": {
"http_method": {
"type": "string",
"description": "The HTTP method",
"example": "GET"
.
"hostname": {
"type": "string",
"description": "The host subcomponent of the authority component of the
URI",
"example": "example.com"
.
"path": {
"type": "string",
"description": "The path component of the URI",
"example": "app/images"
1,
"query": {
"type": "string",
"description": "The query component of the URI",
"example": "valuel=1&value2=2"
.

"x_forwarded_for": {
"type": "string",
"description": "The value of the X-Forwarded-For request header",
"example": "17.7.7.1"

1,

"port": {
"type": "integer",
"description": "The endpoint port",
"example": 443

3,

"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header",
"example": "Mozilla/5.0 (Windows NT 6.1; Win64; x64; 1v:47.0)
Gecko/20100101 Firefox/47.0"
.
"client_ip": {
"type": "string",
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"description": "The IP address connecting to the endpoint",
"example": "15.248.6.6"

R Eg

LT RER HTTP &REIEMN Cedar KRB,

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};

TCP Bk

LR BERT |, Verified Access &fEcontext.tcp_flowHA T HEEHEX Cedar E FXH L7 TCP
VB,

{
"title": "TCP flow data included by Verified Access",
"type": "object",
"properties": {
"destination_ip": {
"type": "string",
"description": "The IP address of the target",
"example": "192.100.1.3"
b
"destination_port": {
"type": "string",
"description": "The target port",
"example": 22
},
"client_ip": {
"type": "string",
"description": "The IP address connecting to the endpoint",
"example": "172.154.16.9"
}
}
}

TCP BHER 41
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AWS IAM Identity Center ERUE 5 ]S EEFTERY LT XX

AR EEET |, MREE L AWS IAM Identity Center AIEERHEE , W& Cedar E FXHHEEE
#& AWS Verified Access BEEEERMEREFRIEEN ‘KESEE/H NWEHAT. NREEE , 7
DR BRBEEHREH TGN RE,

® Note

BHEERHBEN L TNRRACEUEZEERHUBNEEN KBS ERR, flw , MRR
HERESEBMHBEEN dp123” , N £ T8 H context.idp123”, BRI , FRERSE
IEEEAER ETXHE,

LU JSON £ ER T HERIENEHIE,

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
},
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"

}
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}
}
}
I
"groups": {
"type": "object",
"description": "A list of groups the user is a member of",

"patternProperties": {
"Ala-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0O-9]{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{1238$": {

"type": "object",

"description": "The Group ID of the group",

"properties": {

"group_name": {

"type": "string",
"description": "The customer-provided name of the group"

BT 24R4E AWS IAM Identity Centeri@ Y5 £ B3R 3t 17 VAl Y SR B R 4Bl o

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID
&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@d9513c107"
};

(® Note

HTFAZMHALLER , Eit IAM Identity Center fEF4E ID K5I HA, XEBTFRERAEERA
BMERREER,

Verified Access S ERFENFE=ZHEEREF LT X

K NEE=HEFIEM AWS Verified Access BRI EEHIE.

E=ZHETX
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® Note

EHEERHABN L TXRREGECIZEZEERABNEEN KBS ERN, flm , MRE
RS ERMEE N idp123” , M £ T 3CENRF N “context.idp123”, HRE GBI KGRI LR E
LNy g

AR
- XY R
o Jamf

* CrowdStrike
* JumpCloud

MR B

WMRETRIFREEELTXAANEN IR R , WEE Verified AccessH BT REFREMEENK
IR BT BREF. AWS Verified Access B 81X Google Chrome H Mozilla Firefox | %88,

BAB I X =/ MRZEEIRMEE : Jamf ( X macOS %% ) CrowdStrike . ( X Windows 11
H Windows 10 &% ) # ( Rt Z#F Windows JumpCloud #l macOS )

- MBREBEBEERPMER Jamf SEHE , NENAFPSTAMNEREZ LB Chrome W _E R A ESE Firefox
Bt hn4E 40 P ik T 8 2% AWS Verified Access I R85 B K.

- MRBEREF FERACrowdStrike FEHIE , N E EENAFRZFTELEARAWS Verified Access HJH
BN ( BETHREE ) . LAHEMNAFIER LIE1TH CrowdStrike KBREEFHIEFTLEN,
RiE , TEMAHE , BRPSRERRE ER% Chrome W LN FAEES Firefox B iN4E 4 M ik #Y
AWS Verified Access X 855 BEF.

- MRMEEEFEA JumpCloud , MEWAF B REHRE ER3E Chrome M _E N AED Firefox Ffif i
H ML R JumpCloud X 2T BREF

Jamf

Jamf RE=ZFHEERMHE., TEREH , RE Jamf EXNEFRMET , Verified Access 2FHEE
BIEBEHE Cedar L TXH, BREGEFRUBEEFIEENRKESEZWHNET. NMREEE | AT
REBRBEESTEFEHITIEHRRE, LT JSON £2HERT IHMEHEENEIE.
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BX® Jamf & Verified Access BLEEANEZER , 1S H Jamf M5 EH Integrating AWS
Verified Access with Jamf Device Identity,

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
1,
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
.
"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
1,
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
.
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
1,
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."

Jamf 45
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},
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"

}

LU RBHE Jamf REMEEHIEEH T ITMAN KB =B,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

%
Cedar 27 —1MNEAM .contains() EBCREBIAL B G Jamf XU & 1T 20 X B B9 B¢,

permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)

%

CrowdStrike

CrowdStrike R =FEEFRHE, TR , MNREE X CrowdStrike BEFRMEE , N Verified
Access £4¥F Cedar L X E’Maﬁc?&ﬁ@a EEARHERETREEN KBSZEEHW NBHAT, W@
REEE  WARBERFEETHREHTIIMAHER. LT JSON EHERT AP I ENHE.

BXRFEABRILFINBR CrowdStrike WEZELR | S HBI ML CrowdStrike 1 AWS Verified
Access GitHub Wik RIFFAE R AR,

{

"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
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1,
"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
1,
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

}I

"version": {

"type": "string",

"description": "The version of the scoring algorithm being used"
}
}
},
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environment"
},
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
},
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
},
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
},
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "macO0S"],
"description": "Operating system of the endpoint"
I

"serial_number": {
"type": "string",
"description": "The serial number of the device derived by unique system
information"
1,
"sub": {
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Iltypell: "String",

"description": "Unique CrowdStrike Agent ID (AID) of machine"

3,
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}

}
}

AT 248 #E CrowdStrike IREMEE TR TITEIRE =B,

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

};

JumpCloud

JumpCloud BE=FEERMME. TAERE , MREE X JumpCloud B1E

FR#E | N Verified

Access &¥F Cedar L T XHNEEHEISECEIREEEEFREEN ‘KBESEEW NEHAT. W@

REEE  TURBERESEHRFERITITMARK, LT JSON Z2HERT IHEPISHHIE.

BXREH AWS ERIETF RN JumpCloud EZER

JumpCloud F AWS B 1iE 1 =X R o

{

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {

"type": "object",

"description": "Properties of the device",

"properties": {

"is_managed": {
"type": "boolean",

HZ 9 JumpCloud M5 SR

"description": "Boolean to indicate if the device is under management"

}
}
.
"exp": {

JumpCloud
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"type": "integer",

"description": "Expiration. Unixtime of the token's expiration."
1,
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
I
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
I
"iss": {
"type": "string",
"description": "Issuer. This will be 'go.jumpcloud.com'"
I
"org_id": {
"type": "string",
"description": "The JumpCloud Organization ID"
I
"sub": {
"type": "string",
"description": "Subject. The managed JumpCloud user ID on the device."
I
"system": {
"type": "string",
"description": "The JumpCloud system ID"
}

BT RBERHNEE LT XET AR RS, JumpCloud

permit(principal, action, resource) when {
context.jumpcloud.org_id == 'Unique_organization_identifier'

i

Verified Access YA F FBH{Z1E LR K UE

AWS Verified Access SRHIRIIN AP #TEHRIEE , E2FM IdP WEIN A F BB LEEI B RIE T
BLIRT R, AFRFFHKLIXRE , WENAERFUURIELE , HRIUEFHILEH Verified Access X

E, ELIRES , BT HTTP #5k -

AP FEREE
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X-amzn-ava-user-context

ARk EE JSON Web ThE (JWT) AR/ FH, JWT N EHE base64 URL HIBAIIRL, AR
XA, Verified Access £ ES384 ( A SHA-384 B FHEEN ECDSA £ E X ) £ JIWT ¥
B

MARFAXEFRATMACSEMRETAFNGR, NARFTRARNEERABIT T #
FORHERUNBNFHANKE —ERNRIERS, BF , sub FHRRINAERAFNRES *.

AEN

- 1%l : OIDC AFFBRMESE JWT

« 145 : IAM Identity Center AP BEREIIER JWT

N

o RO WBEMEED IWT

~l - OIDC HFFBRNER JWT
ST RBIHE T OIDC AF B IRk A MM (JWT ) .
PRk R -

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

iss": "OIDC Issuer URL",

"exp": "expiration" (120 secs)

}

BRAETH -

{
"sub": "xyzsubject",
"email": "xxx@amazon.com",
"email_verified": true,
"groups": [

"Engineering",
"finance"

OIDC AR JWT 50
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1,
"additional_user_context": {
"aud": "xxx",
"exp": 1000000000,
"groups": [
"group-id-1",
"group-id-2"
1,
"iat": 1000000000,
"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",
"ver": "1.0"
}

5 : 1AM Identity Center BF FBNZE JWT

LA RGBT 1AM Identity Center FA P FEBAMVFRL FBERAE (JWT R ) -

(@ Note
34F 1AM Identity Center , FEAFR{XBEAFEE.

PR RB

"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",
"exp": "expiration" (120 secs)
}
BRAETH -
{
"user": {

"user_id": "f478d4c8-a001-7064-6ea6-12423523",

IAM Identity Center FA = BIfY JWT 51
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"user_name": "test-123",
"email": {
"address": "test@amazon.com",

"verified": false

N

BT Verified Access SEH| AN AP FBAMNE , RLIHRATE DR Verified Access s S & 7 £
HTTPS, #13¥F Verified Access in RELENEA HTTP , BE S EARZLARFZEZ RS RE,

NEARESR , BLAERBEFARITEARNZBIRIELSR |, FAWIUE JWT $RXFH signer FRE

SSTHEIEY Verified Access 3= ARN,
BRI, BN IWT Rk h3RENE4A ID AEA MK IET REBRAH -
FAKET S AWS Xig i RFFR -

https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

| R BEFERD JWT
B ARG R BI388 T 472 Python 3.9 th3RENE4A ID. A4ARIERAR,

import jwt
import requests
import baseb4
import json

# Step 1: Validate the signer
expected_verified_access_instance_arn = 'arn:aws:ec2:region-code:account-id:verified-
access-instance/verified-access-instance-id'

encoded_jwt = headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('.')[0]

decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)
received_verified_access_instance_arn = decoded_json['signer']

=)

>
i)
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assert expected_verified_access_instance_arn == received_verified_access_instance_arn,
"Invalid Signer"

# Step 2: Get the key id from IWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url = 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)
pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])

KERMEEH JWT 53
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Verified Access & B

AWS Verified Access REE A FEBRENLHRIFAEEFHNRARFHAN AWS, ©i12H Cedar ( —ft
AWS BUERIES ) mEM. £/ Cedar , B LAGIRRKRE , RIFEEE N AT Verified Access B F 175
HET RN EAREFAENEEEIERITAX LR,

AKX Cedar REEESNWESHHMIEE , BSH Cedar ZEEME,

B2 Verified Access A5 62 Verified Access i 2Bt , AT LLEIRE X Verified Access S, &
LAERE X Verified Access REEHIER TRIZAR IR R , BEREENEKIEZB , FrE G RERE R
FHIE, ZE , A LATE 6% Verified Access Aim /g , I A Verified Access A= im R LRI E
R B,

AEN

- Verified Access KRB B4

- Verified Access KB N BZEAF
+ Verified Access Z B iF(L

- Verified Access R B2 G 8

« Verified Access 3R =4l

« Verified Access B BhE

Verified Access KRS FEBALE

TRERT Verified Access FREMN &,

il R

MR permit | forbid

SEHE (principal, action, resource)
19 when {

context.policy-reference-n
ame .attribute-name

};

SREE 7S B 54
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REGH

Verified Access RSB ELLTAH :

o MR -permit ( AT ) = forbid ( 4 ) WM,

- BE -EERREATWMLEER, BENTERE. SAUABITRREEEMER, BREIFFRKE
Cedar FHSBERIERE VRS, EXMERT , REERATHAEITENEEH, BEFNTR.

- ZHFH-RMAMRH LT

/A Important

Xt F Verified Access , BEIEZRHFAH S| AEEREREERAERE, RESTELMBLR
BAREVRS, AR, BUUERGTAFERASHMEZEE LT UEEH RN,

e
BT LLTE AWS Verified Access BRI AL, ERBENL N // Frk, URITRHERN —1T.
LT ROIERT RERIER,

// grants access to users in a specific domain using trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)
};

Z14
BRI 88 BHA , E— N REERRER SN R T A,

permit(principal, action, resource)

when{
context.policy-reference-name.attributel &&
context.policy-reference-name.attribute2

};
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BREAMTRE , F

ME 7N

2% Verified Access Er& R4,

UTROIGAS ETXEEER : (25 ) BRNARERE , ZA5RRKESPHEREZN.

permit(principal, action, resource)

when {

context.policy-reference-name['"namespace:groups"].contains("finance")

i

Verified Access RN EZER

EFERA PRI AWS Verified Access KB £ T XB ( A AR ) Verified Access FBE 7 BE 45

¥, B LAME A RRIZE AR INEAb SRt BIE A ARV 2 H A Bz BRI BRI R B SR 0

ESWERES., TESLFEABEES , UitsE,

EEN
!

KEBMER
Boolean - Boolean

any - any

any - any

(long, long) -~ Boolean
(long, long) -~ Boolean
(long, long) -~ Boolean

(long, long) -~ Boolean

(entity, entity) — Boolean

EEPU
B3k,

ET. ERATEMAXRENS
#, BMERBETRTE, TEK
BWEXKEFNKELES.

TFT,;, 55Tk (R
£3)o

KEHRNT,
KEH less-than-or-equal-tos
KERKT,

KB greater-than-or-equal-
too

BREMRRE (AR : AinA
BERE ).
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EE/ REMEH iR
(entity, set(entity)) - Boolean  BX4&MRE : Ain[B, C, ..]
NE , R (AandB) || (Ain
C)|l ... Bz , MREESBEHF
SRAE,
&& (Boolean, Boolean) - Boolean ZB#E5 (&K )

I (Boolean, Boolean) — Boolean B ( EH ) -
.exists() entity - Boolean K FE

has (entity, attribute) » Boolean hEEE S, e has f i
BRIEEH e EREEEM
fEE, MR e FEEDSE
e BFEEREREM f, NRE
false, BHATURRAIIR
HEFRHBEXF,

like (string, string) - Boolean FRZER/, t like pRE
XAt REEEN p T , H
hHREEEE 0 NRBIMNMEE
FRCEANBEERS . ATE
Bt PNXFERFH, T
£ p PEABKRNELFRF

B \*,

.contains() (set, any) - Boolean RERBEXR (BRANRTE
).

.containsAll() (set, set) - Boolean MiHES ARBTEEEBF
lEE] Eio

.containsAny() (set, set) -~ Boolean MAEE ARBITEESBH
WEETR,

NEEEAN 57
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Verified Access R B&1E{4

REESIRR — N ZANERIEFER (permit  forbid B8 ) WEE, MEXHEFH (when iEG )
NE, NEBEA, EFEREXEATFR , XEPSREDRNA—MNATERE , HETSEATM
BEREE, MREENAATREN/RINA NSRS NEILRE |, MR XHIELG R, REEH
Verified Access A Verified Access Ui R EX T REEXAY , MIXFAANXIEERLAMAFTHA. a0 RIE
A Verified Access it RUE LR BE R |, M R A Verified Access ARBEFEEH

AWS Verified Access 1 812 RIS RIEEE , BEFSRIEEERGF I ANKE.

Verified Access K B§iZ 155 IR

BB ERE — 1 AWS Verified Access JREERITELTE LT X AEFE R AR FENEIE.
MRELTXHEATFAEENKRE |, Cedar F4£ BRI ERETANBEILFR , TRENERW
i, Hlmn | XFSHEIL", AR fake_provider # bogus_key It £ FXHFETE,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

};

NBRXFER , EAILUMER has ZEHFREREFEREME, MR has ZEFRER , MIX #EE
AR E — S HEFFL |, Cedar EZHSI AT FENTE R~ EHIR.

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

1Y
XEEESI AN EREERMEENEBNENIER,

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50

REE PR 58
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(
// if Jamf data is present,
// permit if Jamf's risk score is acceptable
context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)

)

)
};

Verified Access 3 B 7 5l

O] LAEF Verified Access KB , NN ARFHNIHRINERFISERAFMIZE,

SR g R

« 7= 1 : [@ IAM Identity Center & §Y 4R 1% F i [0 & BR
- =l 2 ME=FREFPHARTIHEIR

« 73 EARTFIHERNPR CrowdStrike

o =l 4 RAFRIELIE IP ik

A~ 1 : @ IAM Identity Center F#Y4E 1% F 15 @) X R

fE BT AWS IAM Identity Center , SRIFEARFHERSIARA IDs. XEMTEHERNERAEHMBER
REEFEH,

BT RBIRBRAFREEAFHALTRIA B FiptFut A F#ITHR. A DR
c242c5b0-6081-1845-6fa8-6e0d9513c107.

permit(principal,action, resource)

when {
context.policy-reference-name.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.policy-reference-name.user.email.verified == true

};

LT ROIKBREAFBTHEL. AELTRIINE FHfAibit B Jamf REX 1T LOW B =
g v

permit(principal, action, resource)
when {
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context.policy-reference-name.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.policy-reference-name.user.email.verified == true
&& context.jamf.risk == "LOW"

};
BEXEEBENESZELR , HSMthe section called “AWS IAM Identity Center = T3%
T2 BE =R RERFPRARTIHRNR

LUTROIFEBREAFETEEL, HAELYRIINE Fof4it B Jamf REXEITES R LOW B
RFFE, AR finance”,

permit(principal, action, resource)

when {
context.policy-reference-name.groups.contains("finance")
&& context.policy-reference-name.email_verified == true
&& context.jamf.risk == "LOW"

};
BEXEEBENESEER , 15 Hthe section called “8=H LT3,

=~ 3 FEAZRFIHREIMNEE CrowdStrike

LAF ROIRBEFE B AR TG D B AT 50 B R ¥R,

permit(principal, action, resource)
when {
context.crwd.assessment.overall > 50

I

w4 - RFEIELISRE IP
BT R BISRBER A2V 3R B 465 IP kA9 R,

permit(principal, action, resource)
when {

context.http_request.client_ip == "192.0.2.1"
};

LT RBIKBEIEL SR BIETE IP it AV iE R,

BE=FRAEFPHAR TR 60
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forbid(principal,action, resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))

};

Verified Access g BhIE

Verified Access KB B2 2 Verified Access #H| AN — NI E |, A A F A MFF L KB, Verified
Access KRB EBHE - IMNRELETNIKAKEE, AXRBEMNESET LT, BALAEEF NS 45w E KK,

FEELTXRARTENEEREEMST , BT Verified Access B R AR T MEREMEERMUEE
AR, Bt , BTUEMFREN , FEELTXUARANGKRIKBEPR I E - MBS
EEE,

UTETNNET EARERERNER AR,

)

- FR1 BEERIR

o HI] 2 HENN KR
- PR3 EEHANAEHR

FE]1: BERR

EXMBENE—TL  EEEHLEFEAN Verified Access it o BIBFIEERF (B B Fhp4
PRI ), URAFPBM/RIGZARRATF (L ) . RABAT , RFNENARENBEEAFHN
Verified Access B, B ABREIERRIN A FSHIEL RE,

&g, FELTX, BRRE, BARBENARBHEESET —1MRE L.
TR BB A B E R IR

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. ESMEREP , %F Verified Access 36l , RigRHHLEEAM Verified Access K6l 1D,
3. EREIEMEE,

4. NTRAFBETFERFBIE , WA B FERF ik,

5

6

Xt F Verified Access i 2 |, &R ERB RN X KB IE =
(AL ) NTFEH , BREAFPHE.

RAEIE =


https://console.aws.amazon.com/vpc/

AWS BRERY 1 R R AriEE

7. (W) EREFIAGT | AR BN,

8. (TWit)NTENER SESEANSEESNERNEE, RADLT , SERSFNHERGE
2,

9. WET—b.

SR 2 BN i SR
ERAEL , SFEIUTESMERER :

- BNETRUEBANAFM (L) BEL-SHEEMRBRXENEET LTI
o F—35higEM Verified Access it s Cedar .
. A ATER Verified Access A# Cedar .

A LATE WL TR £ 4R %R Verified Access i S F14AHY Cedar KB , BEELTXREAN., T |, &AL
FRLAEEEEE LT Cedar K,

BEEEFENIAREZRE , DARBEELTXNARE , RNERNEFERF L, S URE R
EFNNAER , REFEESEZTE.

HEMF MW ERBIREE , SR T —SHEHAERDEN T~ RE.
|3 EEHNRAEHR

ERBEPENRE—TL , SRHEIXNREAMNESR , REETUETES. IlE , EAUNHETHRRE
EE  RAEEBENRAERATRIENR.

R VBTERE E—TURE -1 , & BT EFIUH T2 BUR R B E,
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EER Fim AWS Verified Access

AWS Verified Access lRELEET i , LESTUBERAAFRENFEHTIP NARFZANERE, &
FimRENZRAFRE  FNAFSHEEMRE LT, HRHERKMBAER Verified Access BAHITE

B, MRBFRIREEAVER , WAFCEEINARERF, REERTEREN R, aFEENAFT
A

ZEFPWRENRGRSEIT , ARTLURHEER. MREBRTF/IRE , WEFR2ERNEMIERE,
FFmEMA MR OAuth T RITEREM Z£MBE, SAFBHEF RN | BERMITES,

R ARG EEER P IRF AR I SQLite BIEEF.

AN

)

k

R&E4

- THEEEFIR

- SH BERiRAEEXH

« Connect E#FI N AREF
- HEEFIR

- REXK

- BEEHERR

- RAFEIEF

aa
=]

AR SR

HEFFHR Bl , FRBAT EREM

- ERAGERMARCRESRUEFSEE],

- NEWRARFCIZE TCP iwmR.

o MIFIHENESEMR VPN B imER | DUR S HIEE A6 E,

- IPv6 EZENITEN LEA. AXEHA , FZRITEN LETHRERSR Y,

« £ Windows ItE#l L , RIFRABZFAEFEER (TPM) , REZTE WebView2 i21Th,
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https://support.microsoft.com/en-us/topic/what-s-a-trusted-platform-module-tpm-705f241d-025d-4470-80c5-4feeb24fa1ee
https://developer.microsoft.com/en-us/microsoft-edge/webview2
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THEET s

HEEMERRANE iR, THE R, RIEZREREFREECER , AEBTREERF. B2FEAR
LENEREEFEERT IR,

- & Apple Silicon iRZ 1.0.2 By Mac E#EE iR
- BRI 1.0.2 ) Mac EEEFiF
« @A T Windows HIIEREE ik x64 ARZ 1.0.2

S it B B A
FERAUTSBMIER Verified Access EHIF S HEFIRFTEMNEEFSE.
FREHASHEFVEE XS

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. HESMBERKP , %3F Verified Access £,

3. #%4$%¥ Verified Access EHl,

4. EFRE, SHEFPREEXH.

EEASHEFIEE X AWS CLI

£ A export-verified-access-instance-client Bl & 5. i HRF ] json XHH, XHE LM
BAClientConfig-BIZ&FFk,

Connect E#ZEINAHER
BT S B R o e S B S AR
AR N AR

1. REFREEXHBEIAFRELNATHE :
*  Windows — C:\ProgramData\Connectivity Client
macOS — /Library/Application\ Support/Connectivity\ Client
2. BREFBKEEXHABAF (macOS) HEE R (Windows) FiE.
3. BIEEEFIR.
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https://d1wo6wuaox5vq3.cloudfront.net/mac-arm64/1.0.2/ConnectivityClientInstaller.pkg
https://d1wo6wuaox5vq3.cloudfront.net/mac-x86_64/1.0.2/ConnectivityClientInstaller.pkg
https://d1wo6wuaox5vq3.cloudfront.net/windows-x86_64/1.0.2/ConnectivityClientInstaller.msi
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/export-verified-access-instance-client-configuration.html
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4. MEEREFREE , AP FXNAP#TEHRIL,

5. BHRiEE , AFAUERBCEENEF R , A Verified AccessiZ A DNS & #1515 H N AR
Fo

N E i
ERATEERSHE , TUFLDR,
macOS

B 1.0.1 REBHA

EMi% /Applications/Connectivity Client #i&4T Connectivity Client
Uninstaller.appo

h7< 1.0.0

TEERT Apple Silicon B9 Mac #£ % Intel B9 Mac
Mconnectivity_client_cleanup.shBl#d , REMAHNINITNIR , RAERNOTHRNESTH
K,

sudo ./connectivity_client_cleanup.sh

Windows

E Windows FHEEFIG , BT ERERHIER “BER",

R{EXE
£RTENRERE |

BRI E IR
« BOERAREENRZERFRREN I,

- RIBER ITEERRHNITEERE , ENAFTNERAZEE, FEEENEETERSEEDE
P& aTH,

« AP RITE TARYER B 2 BB & 7 ik o

s fHoffline_accesstEAERMEIEMN OIDC BEF, XAFBERBFSIE , RIFSERTFIREE
ZERSHE  MEAEERFRFEHHITEHRIE,
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https://d1wo6wuaox5vq3.cloudfront.net/mac-arm64/1.0.0/connectivity_client_cleanup.sh
https://d1wo6wuaox5vq3.cloudfront.net/mac-x86_64/1.0.0/connectivity_client_cleanup.sh
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HUEHEER

AT EEAUFEBEERER P iRE xR,

e

o BEH , MWL EHTIT , TETK IdP B A KIE
- BHRRIEE , ERIRRSH “RiEEE

« Fo3EfEA Chrome 2% Edge I W es it 1TiE %

BRA, RMBRTEITIT , KA 1dP BV &3 5iE
THHEE : BEXHEARERTER,
BRER  EHRACHRAEEA H R EEHORE .

SRR , FRWRASHN “RiEE

AIBEM R R : [EEE{TEM VPN 4 , 5l AWS Client VPN Cisco AnyConnect 5 OpenVPN
Connect,

BRRTTR Wi EEMAEAM VPN REREE, RENATEERE  FERYKREAERGEEER

H=,

AR RE : £ Windows ¥ A L , B infEAwA 80 LAY HTTP #{TIRGIFHES, L TCP iw M
80 KYB5 A IEHA N & PH 1E 125 P EBIS

RIRFR : EEF Windows BFREMNF 2B EHBEA B ISHNEIERO 80 LA TCP , RABFHHEE
=8

Fo3EE B Chrome T Edge 3| 58 853 1TiE 1%
AIRERYRE : A Chrome =% Edge ¥ WEERIEEMNEZ N ARFE |, X ES[TTEEN IPVv6 H A,
ARG  BRRAWS X,

RS J77 5218 %

TRESEF RO RAED LIEFRK,

WEEHERR 66


https://aws.amazon.com/premiumsupport/
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RAriEmE

JIES

1.0.2

1.0.1

1.0.0

B
macOS

- HiREENRE IR
- AP REEE

Windows

- HiREENRE S I
- AP SREEE

macOS
o TRTE MU
- HEEFNARERF

Windows
o TRTE MU

RIFFRR

Tk

. WERBEM Mac
o BEHESRH Mac
. HH x64 B Windows

. WERBEM Mac
o BEHERSRH Mac
. ™A x64 B Windows

. WERBEM Mac
o FEEZEERMW Mac
. A x64 B Windows

B

202556 A9
H

2025 2 A
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2024 £12 A
1 H

MR £125%
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https://d1wo6wuaox5vq3.cloudfront.net/mac-arm64/1.0.2/ConnectivityClientInstaller.pkg
https://d1wo6wuaox5vq3.cloudfront.net/mac-x86_64/1.0.2/ConnectivityClientInstaller.pkg
https://d1wo6wuaox5vq3.cloudfront.net/windows-x86_64/1.0.2/ConnectivityClientInstaller.msi
https://d1wo6wuaox5vq3.cloudfront.net/mac-arm64/1.0.1/ConnectivityClientInstaller.pkg
https://d1wo6wuaox5vq3.cloudfront.net/mac-x86_64/1.0.1/ConnectivityClientInstaller.pkg
https://d1wo6wuaox5vq3.cloudfront.net/windows-x86_64/1.0.1/ConnectivityClientInstaller.msi
https://d1wo6wuaox5vq3.cloudfront.net/mac-arm64/1.0.0/ConnectivityClientInstaller.pkg
https://d1wo6wuaox5vq3.cloudfront.net/mac-x86_64/1.0.0/ConnectivityClientInstaller.pkg
https://d1wo6wuaox5vq3.cloudfront.net/windows-x86_64/1.0.0/ConnectivityClientInstaller.msi
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Verified Access I L £

TEE2AWS BREHZE, ENAWS BFF , BAIUZRTENRREASHZEBBREALNERMY
ERBAER UMM LR,

RERMFHEEE AWS 3T, RERHEEXFEHRNENRZEMNEZIN LTS

« TEE — AWS ARRFPEZHIZIT AWS RS ERMZEH AWS Cloude AWS ERIERHITUR
2FERANERS. ERAWS ERITRIERITRIEAITRIEN —EB5 , 58 =77 5 1T E 2 iz A 5 1iF 3
NN ERME. ETHERAT AWS ERIEHRNENENITR , FSHREA TN 2WTEER
FAWSAWS BRFEEM TR

- CIREE-EBHNRIHEERAN AWS BRERE, SEEENHMEARAT , SELNKENBR
., BRATNERURERAWEEEN,

BE ST RS B I8 T SR A 7E 65 A Verified Access IR AR RIBER, T EHEANMEE
Verified Access ASRIZH T2 M MEMNEB R, BEFFI NAEREM AWS RS KB B EEER
BRI EH B IIE T BB TR

AEN

- Verified Access F I BIERY

- Verified Access K & 1 Hl i/ [0 &2

- Verified Access B &M MERIIE

- Verified Access MY BB RS &E

Verified Access F I EIER I

2 AWS EREERER T AWS ERIEFRIPHERERT . IXREERFNR AWS |, ARKRPETAE
NENLIKEMZEH AWS Cloud, BRFREFNREEELEMEN ENNENES, SEATERE
K AWS RS WZLBEENEETS. BXRBERMNESEE  BSRAKERLENLEE, BX
ROMNBIERIPHER , ESH AWS Security Blog £ AWS Shared Responsibility Model and GDPR
BEXE,

HFERERPFEHN , RINEBUERI AWS Ik ZIEFHEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) ZREMNA AR, X , 8MNAFPRRBETHIERRAEFENNR,
REWBBE ST AR EIEE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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s NENMNKFFERZESHRIE (MFA)
- £/ SSL/TLS 5/RRBEES. AWS BAERAFER TLS 1.2, iU TLS 1.3,

- FRIZE API MAFES BE AWS CloudTraile XA CloudTrail IRER#HIR AWS SEFIHEER
EZ 0 (AWS CloudTrail AF#E™) HRIEAIR CloudTrail ER.

- £ AWS MEBHRF RZUREFNAERINZLZH4 AWS RS,

- FRASRIEEZLRS ( HlW Amazon Macie ) , EEBITF AT FRIFZ#E Amazon S3 AR EY B
Bz,

- WMREE AWS BE G SITRES API #TIHEINFEELT FIPS 140-3 RIEM INEZER | EER
FIPS i R. BXAAMN FIPS InRNEZEE , B2 W (ZEKFHEELERE (FIPS ) % 140-3
B o

RARWE RN BEENHRBER (WEFFNE TR ) RAREHEABAXERFE

(MEMFR ) ., XBREIAEEAESE. APIFH AWS RS EA RIS RIRRSHE MG XA AWS
CLI AWS SDKs, R TR&MHNIREN B HEANAFZRFMANEAHRERTESRA TITRRSHA
Eo MRBENIMARSIBRBAM AL |, BB UEFEERM UL I EFIUEFE B RBIEX ZRS |/ FR,

& %8 0 &

Verified Access FER{EZHER LT LM (TLS) 1.2 HESRAXNES Internet NRL AP & HE Verified
Access it R FTE BB 1T,

HEWERERTL

B LABLE Verified Access BABR&IX VPC A& ERFENIHE. W TFETAFPHNEHREIE , FER B
BEHRRSNAFPARGINNMESTH2MIAR, BXEZER , 155 Verified Access KB,

AT AWS iE 175 0] £ R AY B S B dE 2

AWS ERINER T , Verified Access £/ AWS B KMS ZHAXBAKIEHITMNE., HEIAMBERT
NEBSHEEHITNER , CE TR RPBRBBEFMIRNEBEFENERYE, BN , ©EEREEN
BRAECEANBEAHNEEERNEZENARRF. UATEWHEMANEA T Verified Access 21
KMS B4R T8 S BIE M,

AR
« Verified Access 1 KMS Z4A
s NABBEER
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

AWS B EIAR IR A5
« AWS EXE 175 R AX PR 20 el 52 A X AWS KMS

- FEFREZHAAT Verified Access

- A Verified Access BRIREEER - EEZH

« AWS ERIFIFRIXEMNZE £ TX

- WMEEHNMZEZHAIRE AWS KK E R 75 R R

Verified Access 1 KMS Z34H
AWS HHEH =4

Verified Access £ KMS Z4A B MBENMNASHBER (PIl) . XRERINRE , ELEBCEER. B
B, FASTXZAWS fENZHANERER. B2 , EEEXREMRERERETMEFE TR H
FMERIBENZRB, BXEZEE |, B5SH AWS Key Management Service Fr & A RIgEH I AWS
BEZEH.

BRETEZRANMB R AR EAMNERRE |, BETLECE Verified Access BIRITEFREFERE
RYEE , NTEIE AWS HENMBERHA LFMEZZNE,

EFREERN

Verified Access X EAZOUEMNERENNMEFREZN , EUERINNENERM ERME=ZF N
., HTEAUESEHX—EMNSE , BT RITUTES -

o FIERMLE <5 R R

o BIAER 1AM FKEEF TR

- BRANEZABPAER

o R IETM R

Y1178

- DIEZLAGE

- REHHAMRR

BXEZEER |, B2 (AWS Key Management Service FF X A RIE88E) FMEFIEEZ4,

(® Note
Verified Access £ AWS BEEZ{ B G ABANE , N\RBERFNABSOEIE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk

AWS B iR T [R) AR

RAriEmE

BR , YEFEAZFEENZHAN , ¥ AWSKMS WA, BXENMNEZFER , BSH
AWS Key Management Service EE#t-

MTABBER

TRLE T Verified Access RN MNASMEE (PIl ) ARMEHX,

WiERE

Trust provider (user-
type)

AFRRANEEREESS
OIDC &1 , 5170 Authoriza
tionEndpoint, . UserinfoE
ndpoint Clientld ClientSecret,

F , XERTHEMN Pll,

Trust provider
(device-type)

RERBAWETRHEIE
Tenantld , XM A Pll,

Group policy

EBIZEHIE XK Verified Access
HEtiRft, FERNIFEIER

HMN, ATEEEE Pl , a0
AR Fp b,

Endpoint policy

EBIEHIE ] Verified Access
R RM, SERNIGREE

REHN, ATeE2E PIlL, B0
A& ME a4t &,

AWS BEZANE EFRERAME ( 7k )
=Y=):: =Y=):
=y=p:i =Y=):
2B A 2B A
=y =) =Y=):
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https://aws.amazon.com/kms/pricing/
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AWS B3 3F i 7] X R 2n4a) £ A 24X AWS KMS

Verified Access REREN T REEART A REEER.

LRGN BEARTFIEEZA MR SR BEIRE , Verified Access £3& 1T [a] X 3% CreateGrantig R
RRRAEVETN AWS KMS, FHEIN AWS KMS AFEFERIFIFRNRIHREKAPHEFE
EFHANDR,

Verified Access EERNF e EFEAREFHA A T U T HEBIRME -

- BAREFBZEFER AWS KMS UBREZENMBNBIEZS , UECITHTHREENEIE.
« [MXIERetireGrantiEsR AWS KMS LA R 24X,

O] LA RS IR F 15 R AR ZRHHUI‘?HE*R‘I%F?E%@%HE’\JWMWFEO WRIXFM , Verified Access
[T EHRHEFEEZAMNZNEMAKRE | X2 M8 T ZBENRE,

FEFPIEE AR T Verified Access

&R AR AWS Management Console, T , SIZXNHHNEFIEEZH. AWS KMS APIsEFBAWS
Key Management Service 7F & A R 15 01 X RN Z A M SR T]RAE

ZHBREFAINEFREXNZHNR. SIMNEFREXZAMINRE-INZHRE  HPIEHRTEH
ALERAZRAARNAFERZRANFR, ABEFREXNBHAN , JUIEERHAERK, BXEZER,
#ES % (AWS Key Management Service F X A RIEEE) I ZABUR,

EREFFRERAE Verified Access RIREEERA , ZRABEKPLTAVUT APIHRE

« kms:CreateGrant - AEFREBHFARMBEN, BFXNIEE KMS ZHMEFTFRINE , ZHHA R
Y if 8 Verified Access PR RINIRIE,. BEXEZEE | 825 (AWS Key Management Service
FAREERM) FH Grants,

X Ao Verified Access HUITUA T IR4E :

- @M GenerateDataKeyWithoutPlainText £ XMBNHREZAHGEHEM , RAKESZH
&M EVA T,

- {HA Decrypt FERAFMNMBEKEZA TR INBLHEE,
- REFEHAEHLATFRS RetireGrant,
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-symmetric-cmk.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS B EIAR IR A5
« kms:DescribeKey — iRt B IR E B FHE B LAY Verified Access K UE# 4R,

« kms:GenerateDataKey — foiF Verified Access i Fi 48 I & B 3=,

 kms:Decrypt — o Verified Access % B 2K B IE 40

AT REA AT Verified Access IR HIZZ4ABUR,

"Statement" : [
{
"Sid" : "Allow access to principals authorized to use Verified Access",
"Effect" : "Allow",
"Principal" : {
"AWS" o Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {

"AWS"™ : M"arn:aws:iam::111122223333:roo0t"

BABEME 73


https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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},

"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

1,

"Resource" : "*"

}
]

BXEZER , 52 (AWS Key Management Service FF X A R 36/ FH 6 ER4ARE A4
A SRR E

7 Verified Access BiIRIEEER FREZH
ETNEEES REEAN U T ARRAE =R 0E

« Verified Access 4
« Verified Access i 5.
« Verified Access S{F12{itrF

16 A B 23X L2 % R B 9 £/ — /NBt AWS Management Console , B SATE E b N2 --w) & 2 0 I8 EHE
RE®Z, FHIEYP , &P BENNERE (SR ) E&E , AEEMAEZELAN AWS KMS Z4
ID, tAIAEISRIMBERIREI LA AWS CLISKTER LR

(@ Note

MRAFELERERFRRMAANBNEFBETEBRFZAEXR , MFEEBEHRIXLERR
WEEE, B2 , ATAUEEFEA AWS Management Console 5 AWS CLUE SV IR R B A #T Y
EFRERAAEEREE.

AWS BIF A RXRENER £ T X

MEZEELETYR-AWENREX , EFISEXBENHEMELTXES. AWS KMS £AME LT X
FERNHEMELE FHRIENBIERXFLT S HRIENINE, SEENERENERPIEMELTX
B, 2FINE LT X AWS KMS BESIMBZKE, BERZRE  SLTEERFESSHENMNE LT
o
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AWS ERIET R R INE £ X

Verified Access #EFTE AWS KMS M REREAHBNME LT , EPEHANaws :verified-
access:arn , EREIR Amazon ERE (ARN). LA =2 Verified Access RIRRI M £ 3o

Verified Access {S1FIRHF

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

Verified Access A

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

Verified Access i &

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

BIRER IR BRALUIRE AWS TR UER 15 R X R

YIBNEFEEN KMS R4 588 AWS ERIUETH R ER—EEAR |, BaLERAWS CloudTrailsk
BRER B I UE 17 R A PR & X BV HE SR AWS KMS,

AR RflRCreateGrant, . RetireGrantDecryptDescribeKeyGenerateDataKey., #l AWS
CloudTrail B4 , BA1% 2 Verified Access T A KMS #24ELLT7 B HIZH & F 1 E KMS B4 nE
M EHE -

CreateGrant

LMEAEFIEERAMBREHNEER |, Verified Access @R FTHE K% CreateGrant FHRLFEIE
) AWS K 9 %4A, Verified Access BIZHNENBETEEZEFEERHEXRBKNRIER,
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LR ROIEHIERET CreateGrant B4E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T16:41:42Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",
"constraints": {
"encryptionContextSubset": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f581e2e5c97a2"
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}
.
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"
},
"responseElements": {
"grantId":

"e5a050fff9893balc43f83fddf61e5f9988f579beaaddbdsadedldfo7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
},
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdos",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RetireGrant
U I8 BR R R AT | Verified Access {£ RetireGrant RERBRET.,
LLTFRBIEHIESRET RetireGrant #B4E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:42:33Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-

aela-6lee87104dae"

iy
"additionalEventData": {
"grantId":
"b35e66f9bacb266cec214fcaa353c9cf750785e28773e61bab6t434d8c5¢c7632fF"
iy

"requestID": "7d4a31lc2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-

aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

Decrypt
Verified Access T Decrypt 4L A 7764 B9 1N 28 B0 2947 k5 (| I3 304 o

AR RBISEHIERT Decrypt B1E .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
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"aws:verified-access:arn": "arn:aws:ec2:ca-

central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",

"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODUBYhyZ3h1MuYYJIz9x7CwQWZw=="
}
.
"responseElements": null,
"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee31d",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

Verified Access £ DescribekKey BIERBRIESEBN R RRBKNEFRERARSEETRK,M

X,
AR RBIEHIER T DescribeKey #B1E .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
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"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:48Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"

},

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40e1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

AR RBIEHIEHE GenerateDataKey #R1E :

BABEME

81



AWS B iR T [R) AR

RAriEmE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:3372",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:49Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20as4e455e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""
I
"numberOfBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
I
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
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"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Verified Access B & 45 Flif [ & 12

AWS Identity and Access Management (IAM) AWS RS T #EIEE R T2 iR HIX AWS 3R 5]
MR, IAM BEEREHTUBESFHRIE (2% ) NEN ( EBNR ) £A Verified Access BRI A
Ro BALUER IAMAWS RS |, TEXNFNTEA,

1+ B

EFH
2

5

- FASMHITIHRIE

- EAXKEREHE

+ Verified Access 315 IAM BL & H

« Verified Access BWE T 5 17 1Y R BE = 651

« X Verified Access & 13 15 [F1# 17 8K FE HERR
s FRSHEXABAT Verified Access

« AWS B R UE T X PRI FEE R I

X

B EH AN AWS Identity and Access Management (IAM) @8 FARE , AR T B2 R UE 1 8]
BR AP AT T4

RE AP - MR EA Verified Access FRERFZERES , NENEE R SN EREMENZIEFNNIR,
WIREAE S Verified Access THEER TR T/ERT |, BAREEEMANIE, TR U{AEIRENEE B
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FHEOEERZFEREEHNPR, MRETFL LI Verified Access FRITHEE |, S 3T Verified Access
B0 A5 R 31T E R

REBEER - MBEELNTHNTER Verified Access BIR , MET[8EEH Verified Access BT 4]
MR, BERERTEENIRS AP M58 BRLE Verified Access THEEM R IR. ARfE , BX4AE IAM EE
ARXERUEURSAFHONR, BEFZNELNERUNTH IAMHNEXRES, ETHREXEN
N B AR IAM 5 Verified Access BEIEAMEZER |, 555 Verified Access 15 IAM Bl &
Ao

IAM B - MRER IAMEER , BUEHFETHREXRNARERELAEEX Verified Access By
WRINRMIFHAES ., EEEFLEAE IAM FEAM Verified Access ET B PRI RG] , ESH
Verified Access I E T B 17 B9 K BE R4,

£ 51T 5 0 WIUE

BRBIERE AWS FASHEIERFNAR. BXT IAM AP BHHETE AWS KRBT
IAM BT EHRRIE (B2FAWS ),

B EABEY S MRRENEREIL AWS BRE 508K, AWS IAM Identity Center ( IAM Identity
Center ) AiF, RLFANERIEZFHRIEUREN Google B Facebook EREMEKE & BHI =B,
LB EBRERN , SFNEBEALGER IAM S8BT BHRKESRIE. HIREMAKSIHR AWS
i, R R EREDE-1NAE,

BFBEHNAFPER | EALIEF AWS Management Console 2 AWS 5RIIF, BEXBEZFNEZER
AWS |, S (AWS &35 AFEmR) PR NAEZEE AWS KFH,

WMRE AWS BURTEFXNIFR , N4 AWS BERETF AEH (SDK) MinH1T#E0 (CLI) , LMEFAE
HEENERFTMNZLSE, NRERERAAWS TE  NIXFTECZEBER, BXEAKENSEE
TXEBERNEZELR | H55H (AM BFERE) WA TEE AP i5REAWS EZ A 4,

TeFERAAMSMRIESE , SRNURFERHEEMLZLSER. i, AWS BNUEFERZESHRIE
(MFA) RREKFH L2, ETHREZEER , i55H (AWS IAM Identity Center A1/ W%
ESHBRIEM (IAM AFER) 8 IAM FHAWS ZE S HRKIT,

AWS K F root FiF°

BIZEf AWS Ik, BEXBER—NEBREN , ZEOUTUATLLRAKS FHRMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIE MK P Bt 62 F A9 B8 R 44 3tb ik RN 22 48 B S BN AT 15 )
ZH M, BARWESEERARAFNITERRES. RPFRAFEIE , AERAXERIERNITRIEA
FRIBAITHES. BXEREGUBAFSFOEZRNESHTRIIR , 55H IAM AFERPHNEER
BASEIENES,
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FREE U UEEHESIEECHNEORTHN—ARFNEYE  UMEETENRE AWS Ik
RARFHEM. H> IAM Identity Center ISR , iESH AWS IAM Identity Center Fi 3SR 1T
Z & |IAM Identity Center ? .

IAM AP B4

| AM A 24 AWS IKF AR NMNARNARFEERENRN S B, ETENERT , RIMNEBIE
AIEREIE , MARMEEEKEI (MEBMBRZH ) B IAM AP, B2, IREE-LEE
WEAZSEEKHEITEUR IAM AF |, BSR4, E*E%Ew,m/ﬂ<MMﬁFh
M) PN TEEKHREIENAS  NEZFENEHIHEER.

IAM AR —NEE—H IAM AP BB, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRAATUERAMEBRAFNIR, flin , S BE— 1N aINE
4B, IAMAdminsH EiZEA B FEE IAM FRHBR,

RPEABTE. AFE— SR NMARRNARFREK  MAGSHELFTECHNEMARA, AFE
BARANKHRILE , MACRHKGNEILE, ETHRESES , 20 (AM AFER) #1 IAM AF
B 5 =

IAM B

| AM B EREZNMEERFENR AWS IkF W&, BERLT IAM AR , EEREARTKEK. EXE
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LB A AWS CLI 5% AWS API R ESEABEEX URL RRAAE, BXxFRACHEEZNESE
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BEHIGREIEN IAM BRELATERLTERER :

- REAFTE . ERRE S0 ENR , FHIZAEANAREUNIR, HRESFHRITEOLR
iftEl‘I ZEFEAERAXBEAERTHLEACEXHNR. AXRATHRESHRINAGHNE
, BZH (AM AFER) PENE=F 50 RHAFCEAE (RESHKWIT ) . MREEH
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AWS BB RBRREFRETRNIERN , T2%H FAS iR, EXABERT , BUMEFRT
XFTHRENNR. BXAH FAS ERNWKREEEE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , S5 (AM AFER) FH6IED AWS iR
SERNBRHNAE,

- BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRFATURARKRER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRKRSHAE. IAMEBERAANUES
B Re4miE RS X A BRRR,

- £ A@@ mazon LE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 R4l LETH AL
AWS CLI 5% AWS API iERE N AR FHIEFHES, XHEE EC2 SRflhF R R ZHETR, E
7 EC2 £fl0E AWS AEHEETHREMENAREER , BFEE0E — M EZSE 6K K56
BEXH., ZfREXHETEZAR , HAWHE EC2 26l LiETHNREFREBRFIRE, BXESE
B, #EZH IAM APEETRNER IAM B[ E A mazon EC2 4l EZ1TH N AR FE TR,

e AR EE TR

BT LA AWS B o2 R EM IS AWS SO A RKZHFH RN, KEREPH -
XNRAWS | SEFHHARXEN , EQELENR, AWS EEEA (AP, root AFHAGS
H ) RHERTAERXLERE, KEPFHRRBERATERELER, KSBERMEBLL JSON X4
By AWS FERFEEH. BX JSON KB XHENEMINNBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN o

AR E R 86


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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AWS B IERY 5 R R RAriEmE

EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

RIANBRT , BRPFANAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, EEABEUAMSENM IAM KK , AR URAAG,

IAM ZRBEE IRMEMINR , TR FEFERAMA S ZHITRE, Bl , RREFE—NAY iam:GetRole
BENKRE, WA ZERHNEF UM AWS Management Console AWS CLI, = AWS API SRER& &

E .
ET 5 ORI RE

ETEHNRBETMMEZH (0 IAM AP, AFASAE ) B9 JSON RRREE A, XLRE
EHERFMASAEMPRA TN BLERRRITBERE, ETHRNTOEET HOMRE  FSH
(AM RF$Em) FHEAE S EERBE L EHE YL IAM IR,

ETSHMNRBEATUH —SHXNAKRFTRIEENRE, NRRBEZERAENAF, 4586
F, RERBERMIMER , BAUCHEKRMIIGHNZANAF, H#EAMAE AWS K/, RERKIE
AWS REXRBNMEFIEERR, ETHNAIERERBRNANBRRE ZBHITIER , H5H (AM AR
B P ERERESNBER 2 B TIER,

BT 5HIRM R Mg

ETRIFHREE M N BRAY JSON KM, ETRIFHNRENRESHE IAM ABEEREM
Amazon S3 FEMEKME, EXHETRARNKBHERES T , RSEERA TUEACIREFHNBFER
REVTAR. X THEEPHMNRBEE TR , RIEE IS EEET X 2R FRRAITHLEREAR A LZMS
THIT, BUFEETRENREFEEETE, ERATUEEKS, AF, A, BeRAFH AWS

ARSS o

ETRFHNRERNM T ZRSFHRNKRE, ETREETRARNKBEHER IAM P AWS EX
B

i HI 5K (ACLs)

REFIFIR (ACLs) 2HBLEREA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RETCMAEEA JSON REE K,

Amazon S3 1 Amazon VPC M2 X#EM RS R~ ACLs. AWS WAFE TE Z{SE ACLs , ES
(LG EBEEFRS TR EIER) FHIGRES FIFER (ACL) #ER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

AWS ERTHHERE AP i
HAbRAgRH

AWS XEFEMAANE NNV REERE, XERMRBE T LIREE T AR BERE @8R TR & AR,

« RRBR  NRLAR—NSREFAE , AT REETHMHREEALN IAM ZK (1AM AFZHA
&) BFHRANR. EUAEZFRENRIR, XELERNBRLEET SRR R ENRBR
MRE, £ Principal FEEAFFACGNETRRN KRBT ZINRLRRES ., F—TUREFHE
NELFEER Y. BXANBUANEZEL , HSHRIAM AFEEDH IAM SEEARBRD R,

« R IEHIZKRE (SCPs)- SCPs R EALARAL 2 (OU) R ANPRA JSON KEE AWS
Organizations, AWS Organizations & —H A FTXZHN B HENZ AWS K- DU T2 HMEH
EENRS. MRESAALTHFREIIEE , WA LUFRS 2K (SCPs) A TENEARAE
k. SCP PR&IAK R MKF PSR (BEEN AWS IkFRAF R ) PR, &> Organization
SCPs s MINEZ{E 8 |, 5519 (AWS Organizations A {ERE) HHY RS 15 K,

« RIRIEFHIKEE (RCPs) — RCPs & JSON KB , B BUE A ©RIEE MK P A &R & AT A
R, MAEEHHMBERENENERN IAM KB, RCP BR&IK RS P ERNNE | 3
AEEFMEH (BESHM ) WERNER AWS IkKFIRAF , TRXEFHEREE TEMNEAL,
A X Organizations HEZ{EE RCPs , ‘&% AWS R ZX#FH %% RCPs , 25 (AWS
Organizations FIF1E/) PHFERZEFIFKE (RCPs).

- RERR  QERBRRILURELFXNNACTKSAF RGN 2FERENSREEN S RER,
SGRAFNNREAFRACHETIMNRBENSERBARE, NRETUKREETHERNE
B, F—URBINENELFEEAT. BXESZEE , H2H IAM AFERTHLEERRK,

S REERE

SN RBEPWRBEEA T —MERE , ERBORREMERNELIRR, BT RESRSHRBEE R
W AWS BERBAWER , F5H IAM AP EERN R ITEER,

Verified Access 1Ml 5 IAM Bt & & A

EEH IAM BIEXT Verified Access AR Z B |, BRIZ T WL IAM IhEE A 5 Verified Access Bit&
F/.

IAM ZhE Verified Access X315

ET 5 RaYREE =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS B IERY 5 R R RAriEmE

IAM IhgE Verified Access X #F
T RRAY R =
R {E 2
RIGHIR £
R SRA5 =2
ACLs &
ABAC ( REEHHIIFE ) 4%
I B R AE 2
EBRR £
B A &
RSHEXAEE 2

E4HETHRERIEHRNBEMEM AWS RS MAERZE IAM THEEESFER , E2H IAM AFER
FHE 1AM BAFERABAWS RS,

Verified Access WE T B PRI KK
IRHETHHHXKE : 2

ETEHNRBETUMMESZH (0 IAM AP, AFASAE ) B9 JSON SRRREE A, XL R
EHERFMASAEMPRA TN BERRTHBERE, ETHRNTOEZRET HHMRE  FSH
(AM BiFiEE) FNEATM EEARKE L BE X IAM RR,

BEEA IAM ETESOREE , EUUEEATIELNRENTRURAFRIELRENTSE, &
TEEETEONRBPEEETSE , BN CERTEMMNAFHAE®, ET7HAE JSON K E
RBFrETE , F5H (AM BFER) S8 JAM JSON KB TE5I A,

Verified Access BV & T & 14 #9 5K B 7R 451

EEF Verified Access EF B HIRBEHIRB] , ESH Verified Access BWE T B HIFrE =G,

Verified Access WIS IAM B &5 A 89


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS B IERY 5 R R RAriEmE

Verified Access AE T &R KK
YRETHARNEXE : &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMERE., EXFETHRNRBHRS T , RSEER JMEREMNREHIIEER
RAVTAR . X THEEPHINRIEE TR | RIEE IS E 4T X 2R RRITHL R E AR A L&A
THIT, BEFEETRRNRBEREEEE, ZTEATUEEKS, AR, A2, KSR/ AWS
R3S

ESABK/ER , SRCHEANKS SHEMKS P IAM XEEENE T RRN RPN ERE, F
BKFEAAMBETHRRNEEARBYGEXRRTEN —F¥ME. SZRANRELTFEMNER
AWS TKF , AIEIKF R E IAM EEE R ESMEEEARE (AFRAR ) RTFBRERHNR, tb{]
BEHETHONRBHMNBEEURTFRR, B , MRETHRRNEBOE - MNKSPHEART
WERR , WFERINNETEHNKRE. BXEZER , H5H (IAM AFERE) F1 IAM 8
B0 P B R 1R

Verified Access BY 5 B&IE/E
TERERIEE R

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BREHR , BN EETUANF AR FERITER
1, AREMAAZKHETHIT,

JSON REEHY Action TR AATERKP AWRIEL B RINRE, RBREEESXEKN AWS
APl BRIEE R, B—LEHINMER , HIAURBIE AP BENXRENR R1E, T -LREFTEERK
FINITS MR, XM INREFR MK RAE

HREE 2 ERFEUR FHATREIREAIRR,

EEEEREHANRRESNR , WEH (BSBINSE) EC29M Amazon EXHRIE,

Verified Access B RIS IRIETEIRERTEA LT B4R -

ec2

EEENMEYPEESTRE , BEMAESFHENRT.

"Action": [
"ec2:actionl",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions

AWS B IERY 5 R R RAriEmE

"ec2:action2"

EEF Verified Access EF B HIRBEHI R , ESH Verified Access BWE T B 1 FrE =G,

Verified Access 5K B &R
YEREBRAER : 2

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2WR , BNEETUANTLARFERITER
&, URIEMAAZRHETHIT,

Resource JSON R T RIEEEQHNAREN —IRZ MR, BAXMNEE Resource
NotResource T&, ENREXER , BEAHE Amazon BEEH (ARN ) IBERR. W FXEHE
FRER (MR BRBRRENIR ) WIRE , BRI AT E,

NTFAXZFERBRRENRORE (WIHRE ) | FEABERS (*) BENEONATHRERR,

"Resource'": "*"

ETFCRIEHERFRELEKRHET|EK ARNs , 52 (RFENSZE) EC2HFH Amazon E N
Fo BT HETLERMLEREREESTHRIRA ARN |, FZ5 Amazon E X K#EIE, EC2

E&EF Verified Access ET B HIRBEHI RB] , ESH Verified Access WE T 51 FErE =G,
Verified Access BY SR BE SR 444
TEBETRSVERIZHR : 2

EIE R A LAER AWS JSON REERIEEWANGRMT L. WHRY , BN EAATLIT AR RERITER
&, BAREA ARG TIIT,

£ Condition Jt¥& ( = Condition R ) & , TS EBAERMNEH. Condition TERTIE
N, BUNUCEFERAZGZER (W, EFTHDNT ) BEHRER , UERBPHNFHEESERPHE
FITE

MRBE—MBEAPFIBEZA Condition THE , RELE/ Condition TEFIBEZMNE , W AWS
B4 AND ZEIREEN]. REBANENZHERIEESNE , NFERHIBEORZER AWS #1145
., ERFIEUNNR 2B LTHE B FTE NS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AWS B IERY 5 R R RAriEmE

EREERGN , BETUERASUNEE. Sl , REEEA IAM AF &2 IAM AP, 8385
HEFHRABFRHINR, BXEZELR , 520 (AM AFER) 98 IAM K TE  TENRL,

AWS X F2RFHBHNBETRSHFM4ZH, BEEEME AWS £2/FM4E , SR IAM AFE
FMFRIAWS £R/EH ETXER,

EEFCRIHRIZHZRPIR | BHSH (REZFENSE) EC2HH Amazon £4%4H, BT H#ET
LAERAZHENRENRIR , ESHE Amazon E XL HVIEIE EC2,

E&EE Verified Access ET B HIRBEHI R , ESHE Verified Access WE T 59 FErE =G,
ACLs £ B iE A9 i 8] X BR =

*# ACLs : &

mEEH 5K (ACLs) ZHIMLERIEA (KFKA, AFZAR ) ARBRFR. ACLs SETRIFEH
REESREL, REEANIAER JSON KRB HEER,

ABAC 5 Verified Access
¥ 1 ABAC ( REEFPWVFRE ) : o XF

ETEMMERES (ABAC ) BR—RERNEE , ZRBETEMERENR, £+ AWS , XLEEM
MAIRE, BAILE IAM SHHE ( AR RAE ) MFS AWS BIRMINRE, FRSSSEMRIFER ABAC
ME—H, RFIRIT ABAC K , SUEZHENHFRE SN2 15 R 8B FIRETE A RV RE,

ABAC EREBRKWIARFIFERH , HERBERLSRIUNITR T IR HERE B,

EETHREEHER , BFEEZMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUHBERBANZHTEPREFRZIER,

MRENMRSN TENRARREBIGAEX=AFMGE  WNTZRS , ZEAR. IRENRSX
N T Mo RBRREZFRAEX=ZAFZARE , WZENETD.

AR ABACHMEZEE , BZH (IAM AFiEr) FHEA ABAC RNENKRE. EEHIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMENTRNEZES] (ABAC ) .

F s B EAE A F Verified Access
Y HFIGEILE - 2

LSIRERERHER B R , L AWS RS TEER, AXESEFEE , SFEWMLE AWS RS ER TR
BHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS B IERY 5 R R RAriEmE

MREERRAFBNBDRZANEMSEZES , W AWS Management Console & # 2 IGEIEF.
flan , KB AWS RN EIMNE QB R (SSO) #E#TIHMA |, ZERLEBIEIITER. HEN
AR EHREFREHE , RAENRACKH , FESBHBIGREIL. EXIRABGHNEZER , HSH
(AM BFiEm) RMMNAFTIRE IAM B8 (BEE ).

BRI LAER AWS CLI 5 AWS APl F I BIREHER ., RE , BRI LMER X EISEHE R HITIH
AWS, AWS BIUZHBZERIGEFHESR K MAREAKBHRZRA. BXEZELE | EFSHR IAM FH
IS Bt 2 A,

Verified Access Y& R S5 £ 1R
THEHERFRLXE (FAS) 2

HEER IAM AR BeEPHITRIEN AWS , BEANERA. EARLERSH , BAE2RIT—
MRYE , ARHBREERMBRS PR S —MEE. FAS ERAAZRANNRUK AWS RS @T
RS R HERBNIER. AWS BRERBFLHRFBREFESHM AWS BRSS HARRKES BETTHIFER
B, T 2R FAS K. AXMBERT , BLMEBRITXMIUREAINR, BXAH FAS 1ERETHY
REEFE  FEAERTHE21E,

Verified Access WIRS A&
YERZFAR B

R AR -—TURSEE, KRRENTREN IAM A€, IAM EER AL IAM PO, SRl
BRESAE, AXESER , 2R (AM AFERE) FRVEIER AWS RSZERIENEE,

Verified Access RS HEXAE®
YERSHEXAG 2

BSHAXABR -SRI AXKN AWS BSBRSAR, RS AUMARRERTRENEE, RS
MXASHIELN D AWS K/ |, HFEARSHAE. IAM EERTUESETEEERSHAXAR
YA BR

BXRBIESHERE Verified Access REHXBBWIEMEE , BSH HRSHEKABHT Verified
Access,

Verified Access I E T & 1389 K B& =451

BRIAMBERT , AR MA®XECIERIEHK Verified Access RIRHIR, i1t TTEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{TE%. ERTH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS B IERY 5 R R RAriEmE

PR ArERFERITRENDIR , IAM B2 G A LAGIE IAM KiE, EERMEETEARFN IAM F
B, AFRFOURARR,

BT RUNAERAXLRSE JSON REEXHEGIEET IAM HHNEE |, 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BXECRIEFRNBEENWRENRRRE (IESHRFRRENER ) WiFMAEE |, H5H (RESR
NSZE) EC2/H Amazon #/E. REMZMHEE. ARNs

oy
- REZEXEK

- BIE Verified Access SEf5I Y SRR
- ATAFPEEMHIIB SR

=

REERIEREK

ETE5MNEBRBEENMNAZRS TG, HRISMEREK S P E Verified Access RiRo, XL /ER
BEAE AWS IKRF A RA, tIBREEET ORI | HERBUATEENE

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMITERER TR , #EANTS
FEIRAGIRTRRNAWS EE R, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK,

- MASKENXR : A IAM REEEBENRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRNITWRE , tHWNRENRREFT, BXRER IAM NAXRBRHNESE
B, #FZH (AM BFERE) F8 1AM YRR,

« fEF IAM KB BSR4 — SR FIT5 R AUBR : 48 0] LA 3R BE 7S DN S 4 SR BR XS R AE R &R B 17 18]
Bl | B LUR BRI RIEESMER SSL £ EFIEHER, MRRSBRERBEIHE AWS R
S (Bl ) AR, N ERAZHRRE TN IRSRENHEINE AWS CloudFormation, Bk
BZEE , B2H (IAM AFiEm) H#Y IAM JSON KH TR « &,

* £ IAM Access Analyzer BIEEHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHERS BEEMEN
K, BXREZELE , BH2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FEZEFOHRIUE (MFA)-TIR AWS IKF BN REFE IAM AP SRAF, , BEHA MFA LIRS X
M, ZEEEA AP BEREE MFA , BT MFA RHEFNBIENERT., BXEZER , S
59 <IAM A $ER) VR MFA RIP APl 51,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

AWS B IERY 5 R R RAriEmE

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

817 Verified Access SEfIHI SR BE

E B2 Verified Access 3£ , IAM =445 Z4F Ut B AniE A% M2 E IAM policy #,

{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource'": "*"

}

@ Note

verified-access:AllowVerifiedAccess E—MXRBENELL AP, EXAXEETA
B, MMERFEFRNIEN, I ec2:CreateVerifiedAccessInstance APl #EFEHET

RIR, HREFFFRIREN

B2 Verified Access =BV RrE RBIl, FEMRBIF |, 1234567890122 AWS kS |, us-east-12
AWS [Xig,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-
instance/*"
},
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS B iR T [R) AR

RAriEmE

ARFAFEEMITE SRR

ZORBIGER T BRI R |, BV IAM AP EER MBI EAS B ONNERANEE R, R

DREEREE LBEA AWS CLI X AWS API U425 = 5E B LR AR IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

Xt Verified Access & 140 15 0] 3 17 U FE HEBR

FEALTEE RS LW AIEEEFER Verified Access  IAM B AT EEB R AV & W B,

£5

:usernamel}"]

R
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AWS B AR IR AP s
« ZFEMIE Verified Access RIITIRIE

« RFMINIT iam : PassRole

- BEATFRUABAHRIFEKL AWS IKF “ERIEHERR TR

K TSI Verified Access HITIR1E
MREBRBERIRER , ERETEITEMRE | AN EFH R AR TFRITZIRE,

% mateojackson IAM AR ZHERAEHAEETEEXEM my-example-widget BIRNIFHEFER ,
BFRHEREN ec2:GetWidget RS , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHBRT , BIEFH mateojackson AFKIRME , ARTFER ec2:GetWidget BAEHRE my-
example-widget &R,

MBRBEEHE  FHRRAEMAWS EER, FHNEEARRHEFZEIINA,
KL IT iam : PassRole

MR BURE —MEIR |, RPBLBTRINIT iam: PassRole B4 , MATMEHMEBRUA T LT ABIERLS

Verified Access,

BE AWS S AR ABKEAL1ZKRS , MAREIRMNBSALIRSERAER, it ,
BYMEB A LTI RSHINR,

HEZ N marymajor MY IAM AP 2 FE R8I A 1E Verified Access FHUITIRIER , 2K E LT RG4S
R B2, REXMEERFSACIHBETFHWNES ATHITHRIE, Mary FTEERNABZIEFIRSFHN
BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEF Mary FISRBE LA R F 31T 1am: PassRole #&1E,

MREFEHDY , BHRREN AWS EE R, ENEEARRHEREIEN A,
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BEATFRIUANABRIEN AWS IKF “ERUETHRIPR" &R

ZAaOR—1MAE , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESEY , AURAAG, X TXHETRIFAREIRTRZEH IR (ACLs) WARS , BT
158 P IX L5 SR BE (0] ATV HR T 173 (R A8 B9 BER A A PR

ETHREZER , BZRAUATREA :

« ET#E Verified Access 2B XFIXLINEE , S @ Verified Access {5 IAM BL & E .

- ETHMMIRENERENTRNBRENR AWS IKF |, 55 IAM AP EET R EEHEE AWS
KBS — 1AM B R R ER,

- ETHRNMEE=FRENEHRROIGRERNE AWS K- BSHE IAM AFERTHNEE=51R
HiFER. AWS Ik

- ETHNITBEESFHREVIERHBIFENR , B8 (IAM AFEE) PHRILEARS HRIEL
AP ( BBRERIE ) REHRNGR,

- ETHEAACNETRRNRBRTERSBRZENES , F50 (AM BFER) B8 1AM
Y BB K = B R 5 ]

FHREZ KB AT Verified Access

AWS Verified Access £ IAM [REZHX B | X2 —FPEEZEEET AWS RSH IAM &6, Verified
Access HIRSZ X BT H Verified Access EX , BIEZRE AWS RS REREFEWUMEAFTENFTE
PR,

RESHEXAERAILEERNMIRE Verified Access , AN B ARFERIMASBERNRE, Verified
Access EXERFZFHEXABHNE , RIEFSAEN , BN RHE Verified Access IR AZAER, EX
IR BIEESERBEANREKEE | H B LA PR RRE T REMT N BRI E Atk IAM K45,

Verified Access R RS % B BIR

Verified Ac AWSServiceRoleForVPCVerifiedces s & 7 Access MRS 1HKX A B2 EHI MK F P E
BFERZRESFIENRR,

A AWSServiceRoleForVPCVerifiedcces s REHXBBETEUTRERRAZES :

« verified-access.amazonaws.com
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS B IERY 5 R R RAriEmE

BHANABNRER L1 AWSVPCVerifiedAccessServiceRolePolicyVerified Access 3318 E & IR 58 5
AR R4E -

« WAAEFRMEEALURFTE®AE VerifiedAccessManaged=true ¥REM M EEEORITIRE
ec2:CreateNetworkInterface

o BIERIX TR MEEOHITIRIE ec2:CreateTags

- WFrE®HA VerifiedAccessManaged=true ¥rEH M EEONITIRE

ec2:DeleteNetworkInterface

- WAL HAUNRFIE®A VerifiedAccessManaged=true FREM M EEORNITIRE
ec2:ModifyNetworkInterfaceAttribute

BEAUE (AWS REXKSEREE) PEFURBHNR ; B
i AWSVPCVerifiedAccessServiceRolePolicy,

BATBENR , 2 IAM R4k (AF, AAE ) 012, REIBRESHXAR. BXESE
B, EZH (AM BFERE) PRERSHEXA SRR,

A Verified Access BIZRSHEXAR

BEEFHCEBRSHERAR, L& CreateVerifiedAccessEndpoint AWS Management
Console, B, AWS API & , AWS CLI Verified Access 2 R IZBIZRZ XA,

MREWBRZIBSHERAE , AEFTEBRCE , BUUEAERREEKFHFERUIELAG, H
#&CreateVerifiedAccessEndpointEB X BB | Verified Access @BX N IECIBRZERA R,

YR58 Verified Access RS Ex AR

28 UE 5 R BR A R 8 4R A AWSServiceRoleForVPCVerifiedccess BREHEKX AT, BIERSHE*
ABE , BELTLEENACHNEN , EATEEZHXASI HiZA®, BERULER IAM RESEHE
R, BXEZEER , ESR (AM AFERE) PN RERSHEXACER,

R B& Verified Access MIRE X AR

BT FE F o BRAWSServiceRoleForVPCVerifiediA B A&, &8 A DeleteVerifiedAccessEndpoint
AWS Management Console, E AWS API B AWS CLI , Verified Access &5 R R H 1 &1 BR IR S
HxAae,

£/ IAM Fah I BRIRS X B E
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console

AWS B IERY 5 R R RAriEmE

£ IAM #4l& AWS CLI, 5 AWS API #lB& A AWSServiceRoleForVPCVerifiedccess FREH X A
B, BXEZELR , HSHE (IAM BFERE) FHRIRESEXEE,

Verified Access FRFHEX AN Z XX

Verified Access XIFTEFMABRMARS AWS XiF ik 5 ERARSHEXAR, BXEZER | BHS
BEAWS X8 % =,

AWS B UE 15 B X R AV £ & SR BE

AWS RE R EHAEZMEFEAINIL K AWS, AWS RERMEEN TS ELAFIRHNR , LUE
BTN AR, AFNABRDERR,

FiclE , AWS RERBURT SN ENRBERGIR TFTHRENRNE , BAEMNAHME AWS FF &
M. BMNBVBIEXBRETENERAZSNE S EEERBERE -SRI NR,

BILEERAWS HEFRPENHONE, 1R AWS E3 AWS HEFRPENHNE , WEHLE
MiZKBATR<BNMEZERASH (AP, ANAR ), AWS RETRELEBIIHN APl RIGRS T
LAER T AWS RS B9 API 24ERRTE T AWS FEE XIS,

BREZER , B3R (IAM BF1EE) F1 AWS IEE KK,

AWS IEEXRRE : AWSVPCVerifiedAccessServiceRolePolicy

Jtt%ﬂlﬁlzﬁﬂﬂ FRESMEARAE | A Verified Access REREBIMITIRE, BXEZE

B FARSHEXAG, EEFLHRBONR , BAUE (RERXKSEE
ﬁ>> AWSVPCVerifiedAccessServiceRolePolicy P && AWS Management Console , tB AT LATE (AWS
FEBEAWSVPCVerifiedAccessServiceRolePolicy RBESE1ERE) HEFZEE,

AWS £ E RN E R G RN R EH

EEEXBZBRSHBREBERCRILFRMNEEN AWS HEXBEFURIETENFMAER., BXER
EHEXRMWBSIRR , iHITH Verified Access XA FidZAE LK RSS /R,

B EiR H #
AWSVPCVerifiedAcce Verified Access E¥i T HIEE 2023 11 A 17 H
ssServiceRolePolicy-BIZEREE REXBUIEsid"FETME

il BRIENER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html

AWS B iR T [R) AR

RAriEmE

EK

AWSVPCVerifiedAcce
ssServiceRolePolicy-BlR 2 &
#

AWSVPCVerifiedAcce
ssServiceRolePolicy : ¥R H&

Verified Access FFIRIRERE X

DU

Verified Access B T HIEE
NERE , LU R LA TR
F| ec2:CreateNetworklI
nterface MR,

Verified Access 7SN T — &5
KB ATHESENIKS FE
BEFRZRSFIENRR,

Verified Access FT I8 IR ERE

B

2023 5 A 31 H

2022 £11 A 29 H

2022 £11 A 29 H

AWS RERBEHER,

Verified Access BY& #1456 iF

AWS Verified Access Al SAELE I X TR FBE BN EBIR A (FIPS) &M, BXA Verified Access R iE
FIPS MMM EZESMIFE |, B E Verified Access Y FIPS &M%,

ETHRREBTRESMIURAEE , FSHAWS RS “REAIT XK DHEE" ", RFEFEEHERN
BHEMITR, AWS RS AXx—KREE , BSHAWS ST HIAWS,

A BAE FRE = S HIHRE AWS Atifact, BXESEL | ESHHM “TRIBE FH AWS

Artifact,

IBEMER AWS RS R EARERR T ENBENHEBME, RATMNEN B RUREREENE

M. AWS R TUTHRFERBEHZHEMMY !

« Security Compliance & Governance : X&RAREMBIEFITIE T RWEREERE , HREAETHEX
MR ENEIREN TR,

- FF& HIPAA ZERHERSSZE : JIHAS HIPAA ERMIRS . HIEFTE AWS RFE ARRFS HIPAA
T

- AWS EAWS AL HIR — bt THEBNIEmESTRER TEANTLMAEH X,

- AWS EFEHEEE —NENAETHRREHREEN, XEEBLE TRIPFVRESE , AWS RF
HIHEERGIESMER ( S REEERIVESERHRER (NIST), XNFFTLEZL2HREZERS
(PCI) FMEFR#RELALR (1SO) ) WREHEH,

BRI o


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf

AWS B IERY 5 R R RAriEmE

- EFAWS Config J7F & A A fEF R BV T4 3R — % AWS Config RS TAERHN R REEE S K
EELFERIPRE, TAENFER,

« AWS Security Hub— X AWS frSs ATLA2E T #RERN R 2R AWS, Security Hub B 24125
BREITEEN AWS RRHAREHREFELETUMRENRESR. BXRZTIFRSZEEHERN
HIK , S5 Security Hub &S £,

« Amazon GuardDuty — BB K IZEH AWS IKFIRERERFEE M EMEZES |, kK AWS RS
BNEHNTEAR, RSMBERGNEERWP. GuardDuty B HEELEAHERNAEHNAR
RAUWER  JUEBEHESHEMNMEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A ARS B B4 s it AWS SEAER , M fai{bXUBS & 38 LA K
Y EMRFITAFRERN SR,

Verified Access HY U fE 1k & A

AWS £IREm 2R S5 AWS Xif aTAXMWEN. AWS XiF REHS MBS RABENTAX ,
XETMAXBEIRIER, aFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIM A BMEBRNBARFNEERE, SEENENS SN EEROEMSEWIELE , TH
XEEESHNTAYE, REMENATT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

BT AWS ERERZEMISN | Verified Access EHRHU T WAERME X IHEMN S T AHER,
2N TR I S AT A%

YRGB AT IGEIZTH M Verified Access I RET |, AT SN FRXRBKEZRR. SRR KXBENE
NFRYUIMETARNW AKX, BEXKSNFR , BuMEAZSANTARXKBERS A,
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/

AWS B IERY 5 R R RAriEmE

53 AWS Verified Access

BERHEFNTEYE, THEMNERENEEZARIE D AWS Verified Accesse AWS U TEET
B FAFUEM Verified Access , EHIMRIBRIHITIREG , A EELSN B3I XEUEHE :

- HRIAE - WIREXNARFHRERNVFMAER. BXEZER |, B5SH the section called
“Verified Access BH&”,

« AWS CloudTrail— #IRBEHRRELLH AP BRAMMEREH , AWS KF HFBEEXHE@E
BIEEM Amazon S3 FiEE., BuTLURBIWRLE A /- Mtk 73247 7 B AWS, & HFIUAR IP it
AR & A REtE, BREZEER |, 51 the section called “CloudTrail HE”,

Verified Access BH&

AWS Verified Access A NMNARIERE , e2RRFZRAFAEHRAER,. XRHETXNARFHRNE
FAILY  HETHRRERNNZLEEHMERKLIER, Verified Access ZIRFF MM KL £ R IIER
(OCSF) AZiEHER,

BRBFRERE , REERENAEZLEZINESN . ATEEBFCXERN IAM EAZEEES—F
MR PEFREfE B BICRIEE T4, AILATE Verified Access BEIDENIRE o P EEFNMEFRICEKEN
Y AE |AM PR, Verified Access X iR BEXMEILLTHRY b -

« Amazon Log CloudWatch s H&4
« Amazon S3 17# 1

« Amazon Data Firehose &%

AES

- Verified Access HEiZFRA

- Verified Access H &2 FZNR

- BRAREA Verified Access A&

- BAREHA Verified Access EELTX

- Verified Access By OCSF k7 0.1 H&E R4l

- Verified Access By OCSF k7 1.0.0-rc.2 AE RS

Verified Access H& 103



AWS B IERY 5 R R RAriEmE

Verified Access B EHiZFiRAS

FIABRT , Verlfled Access HERRRAFEATHRANKZ L LR HESR (OCSF) IRZ 0.1, BEXEHA
0.1 R RBIBE , B Verified Access BJ OCSF kg4~ 0.1 B&ERHl,

B B EIEFKRAE OCSF HE(ZF 1.0.0-rc.2 ®B., BXEHNESZELR |, i5S@ OCSF 5.'%1"@ BX
A 1.0.0-rc.2 IRAWREIBE |, i5SH, Verified Access B OCSF hxAx 1 0.0-rc.2 HERHI

AR, IRERIEHRSHSER TCP L , MFEEMEA OCSF AR 0.1,
fE A2 H) & AR B SIS FhMAE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMBEES , E#F Verified Access K6,

%$R3E MK Verified Access 3£,

f£ Verified Access 3kl AR IBREBIET L , ERIE K Verified Access =4l A Fid RELE
MEF BERAR T RS =R AIEE ocsf-1.0.0-rc.2,

%R 18N Verified Access =4l H Rid FE B

2

ERFBEERAE , BFEHA AWS CLI

£ A -loggin modify-verified-access-instanceg- configuration a5 5

Verified Access HE1EFZNE

RATEERTICEXBERN IAM TAFEEE-ENNRIEEBTCRKERTH, UTHIERTE
N BEIE K B AR R RV BR

EX%Z CloudWatch B , FHITATRE :

« Xt Verified Access =6 ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

« XNARERIRN
logs:CreatelLogDelivery, logs:DeletelLogDelivery. logs:GetLogDelivery, logs:ListL
# logs:UpdateLogDelivery

- XEWH ARLAMN logs:DescribelLogGroups. logs:DescribeResourcePolicies
logs:PutResourcePolicy

HEIEFhRA 104


https://schema.ocsf.io/1.0.0-rc.2/classes/access_activity
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS B IERY 5 R R RAriEmE

Xt F &5 E Amazon S3 :

« XJ Verified Access 3Efl#Y ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

« XIPRTBERIRH
logs:CreateLogDelivery, logs:DeleteLogDelivery. logs:GetLogDelivery, logs:ListL
# logs:UpdateLogDelivery

- X EMHIEMEER s3:GetBucketPolicy M s3:PutBucketPolicy

X F &% 2| Firehose :

« X Verified Access 3Rfil#) ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

- WAABEREMN firehose:TagDeliveryStream

o XNFFERIRK iam:CreateServicelinkedRole

- NATERIRN
logs:CreateLogDelivery, logs:DeleteLogDelivery. logs:GetLogDelivery, logs:ListL
# logs:UpdatelLogDelivery

B RARER Verified Access A&

B UERAATHHNSIESARZEABLRICR. BABXRERE , FEERENBERXEEM B R,
ATEEBXRICEZEHRN IAM EAEEEF—ENNXETREMS B FICKIEF T, AILATE Verified
Access HEIEENE #oPEFEFNNAEICFKE W XAE IAM R,

A

o oy

e B &
ZEHmEEE

BRERAE
/B B Verified Access A&

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#14&,

2. HESMBERKD , %&#F Verified Access =41,

3. #%3$%¥ Verified Access 341,

4. 1E Verified Access Efl A Kid REBIEDF L |, B8 K Verified Access £l H KB RBLE
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https://console.aws.amazon.com/vpc/

AWS B iR T [R) AR

RAriEmE

5. (k) ZEEASHESNEEREBRENEERE  FHRITUATERAE

a. ME#BERAK TR SR IERE ocsf-1.0.0-rc.2,
b. EERSEEFELT
6. WBHITUT®REZ—:

-  TFF “453#E] Amazon CloudWatch A&, #%3F B it AE4AH,
FriEt&HE Amazon S3, MIA B FEBNER. FMIEENEIR.
152l Firehose, BIE B M b& TR,

7. %FEMEH Verified Access £6I A HiB KB B

ERAERIEHEBE , EEM AWS CLI

88 A -loggin modify-verified-access-instanceg- configuration @55

ZRE B

o] LARERY 22 Verified Access SEHIIFRIBE, Z2RBRIAERE , BEHRBENARBEREENH |

EEpaEsa=e]
# A Verified Access B&

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#14&,
ESMBEKH , %R Verified Access =i,
%42 Verified Access =41,

X BHEER
ERIE W] Verified Access £ B Hid KB &,

o g K~ W DN

EXHERIENTEBAE , BER AWS CLI

88 A -loggin modify-verified-access-instanceg- configuration @55

B RARER Verified Access S LT X

£ Verified Access 34|l B HidKBEE®RI+ £ |, %&EFEIE K Verified Access 3£l B 76

HIEREE

ALLERMHE AEFREMBRENEFELTX , LEET% Verified Access BEF ., BEENAFHIE
ipR NARFNEREN  XTWERER. BRAE , TEHEN data ZRTHEEE LT, IR

BRIFZAGELTX
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS B IERY 5 R R RAriEmE

BHEELTX, Il data FEFIZRE N null, EF Verified Access LB NEBEFBEEELT
X, BRBUTERERE,

(® Note

£ Verified Access BERBEEELTXEEARIZHW HEIEFKMA ocsf-1.0.0-
rc.2, A THEBRBELECEHABEICE. MEFRXSE | H2W BRBHES THTEY
=

NE
- BRBELTX
- ZFRABELETX

BREELTX
{E F {2 4| & 1E Verified Access BEHREEEELTX

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,

ESMMBEESD , %R Verified Access £,

EBRE LM Verified Access 3£,

£ Verified Access =il H KD REBETF L , EZFE K Verified Access R A EIBRE B
ME#H B EMRA T 5k F1E#E ocsf-1.0.0-rc.2,

FREEEELTX.

%R Verified Access 3£l A KiCREE

N o g B~ w0 DN =

EHCERIENHRNRASHFEEFEELT, BEMA AWS CLI

88 A -loggin modify-verified-access-instanceg- configuration @55
BRAGELTX

MREFBRBEATFEEEELTX , TUERUTIRERE , FEMBER.

A& A M Verified Access B EFRIBREFELETX

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

BRASEAGEELTX 107


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

2. HESMBESP , %R Verified Access 4,

%R IE LM Verified Access £,

#t Verified Access £6l A Zid kB BRI~ L |, EFEIE K Verified Access KBl B R KB E
*ABREEFELT

%R &, Verified Access 3£l H KiEREE

2

EMN BRULF RN B EFMIBREE LT AWS CLI

{# F-loggin modify-verified-access-instanceg- configuration &34

Verified Access B9 OCSF kx4 0.1 B ERH|

AT 2R OCSF kx4 0.1 B R4GI B E.

b

- @3 OIDC FEF 5 RIXR

« @3 OIDC M JAMF R F 5 R BR

« B3 OIDC & F 1 B X PR LK CrowdStrike
« BHTFHRD Cookie , PHRI#IEL

- HREEREIEL

- KABAEE

&EiT OIDC #F i AR

ERHIEESEF |, Verified Access i@ OIDC AFEFRESE I AR

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
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"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"

.
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",

"logged_time": 1668580281337,
"version": "0.1",
"product": {
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"name": "Verified Access",
"vendor_name": "AWS"

.
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
},
"start_time": "1668580194340",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

JEid OIDC M JAMF &5 15 B R

E R BHESKB A | Verified Access LB OIDC M JAMF R ZEEREEHAKR,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0O,
"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
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},

"duration": "0.347",

"end_time": "1668804944086",

"time": "1668804944086",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@0_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,
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"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
},
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

B OIDC #&F 150X PR LA K CrowdStrike

EREIHELZB A | Verified Access BT OIDC 1 CrowdStrike iX & E{FIRE R 15 A S

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.173.3",

"os": {
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"name": "Windows 11",
"type": "Windows",
"type_id": 100

I
"type": "Unknown",
"type_id": 0O,
"uid": "122978434f65093aee5dfbdcOEXAMPLE",
"hw_info": {
"serial_number": "751432al1-d504-fd5e-010d-5ed11EXAMPLE"
}

},

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
"path": "/",
"port": 443,

"scheme": "h2",
"text": "https://test.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [
{
"decision": "Allow",
"policy": {
"name": "inline"

1,
"idp": {

"name": "oidc",

"uid": "vatp-506d9753f6EXAMPLE"
},

"user": {
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"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
.
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",
"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706

},

"start_time": "1668816620814",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

B F &4 Cookie , hal#EIEL
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"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
1,
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",
"version": "HTTP/2.0"

.

"http_response": {
"code": 302

},

"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-5cf1c832-a565309ce2@cc7dafEXAMPLE",
"logged_time": 1668593776720,
"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"

iy

"ref_time": "2022-11-16T10:12:48.2597627",
"proxy": {

"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",

"uid": "vai-108ed7a672EXAMPLE"
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},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"
}I
"start_time": "1668593568258",
"status_code": "200",

"status_details": "Authentication Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null

7 B 45 SR B HE 42
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*O
{
"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
.
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
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"scheme": "h2",
"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 401

I

"identity": {
"authorizations": [],

"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "@el281ad3580aEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",
"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T04:40:30.978732Z2",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

ip": "10.4.133.137",
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"port": "31746"
.
"start_time": "1668573630955",
"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
RHMBE%E
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"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.004",
"end_time": "1668580207898",
"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"

},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

1,
"http_response": {
"code": 200

I,
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"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",
"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:30:07.8983447",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c¢32b53b3cEXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"
iy
"start_time": "1668580207893",
"status_code": "000",

"status_details": "Unknown",
"status_id": "0@",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null

Verified Access B OCSF A& 1.0.0-rc.2 HERHI
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{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
.
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
.
"session": {}
.
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": @
1,
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",
"url": {
"hostname": "hello.app.example.com",
"path": "/",
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"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
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"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,

"middle_name": "Middle",

"given_name": "First",

"email_verified": true,

"name": "Test User Display",

"updated_at": 1666305953,

"preferred_username": "johndoe-user@test.com",

"profile": "http://www.example.com",

"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com",

"additional_user_context": {
"aud": "xxx",
"exp": 1000000000,
"groups": [

"group-id-1",
"group-id-2"

1,
"iat": 1000000000,

"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",

"Ver": H1.®H

},

"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.

"port": H8®H’
"hostname": "hostname.net"

EZBEE LT XHER TR THRENR

"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

X 10_15_7)
36",
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"authorizations": [{

"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
I
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
I
"session": {}
I
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"
I
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"http_response": {
"code": 200

},

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

"ip": "172.24.57.68",

"port": "48234"
.
"start_time": "1668580194340",
"status_code": "100",
"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": null

EAML CIDR <5 B PR

{
"activity_id": "1",
"activity_name": "Assign Privileges",
"category_name": "Audit Activity",
"category_uid": "3",
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"class_name": "Authorization",
"class_uid": "3003",
"data": {

"endpoint_type": "cidzr",
"protocol": "tcp",
"access_path": "public",
"idp": {

"name": "my-oidc-instance",

"uid": "vatp-09bc4cbce2EXAMPLE"
I
"authorizations": [{

"decision": "Allow",

"policy": {

"name": "inline"

1,
"context": {
"oidc": {

"family_name": "Last",
"zoneinfo": "America/Los_Angeles",
"exp": 1670631145,
"middle_name": "Middle",
""given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,

"preferred_username": "johndoe-useretest.

"profile": "http://www.example.com",
"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com",
"additional_user_context": {

"aud": "xxx",
"exp": 1000000000,
"groups": [
"group-id-1",
"group-id-2"
1,
"iat": 1000000000,
"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",
"ver": "1.0"

iy

com
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"tcp_flow": {
"destination_ip": "10.0.0.1",
"destination_port": 22,
"client_ip": "10.2.7.68"

}

}

},

"device": {
"ip": "10.2.7.68",
"port": 1002,
"type": "Unknown",
"type_id": 0

},

"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"metadata": {

"uid": "",
"logged_time": 1668580281337,
"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"severity": "Informational",
"severity_id": "1",

"start_time": "1668580194340",
"status_code": "200",
"status_id": "1",

"status": "Success",
"type_uid": "300301",
"type_name": "Authorization: Assign Privileges",

"count": 1,
"dst_endpoint": {
"ip": "107.22.231.155",
"port": 22
I
"privileges": [
"vae-12345cbce2EXAMPLE"
1,
"user": {
"email_addr": "johndoe-user@test.com",
"uid": "johndoe-user",
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"uuid": "9bcce@2a-fcl5-4091-a@b7-874d157c67b8"
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"userAgent": "console.amazonaws.com",

"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {
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"Description": "",
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"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
I
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791de@9"

},

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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