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- ERAFMBNESNSHEEHRMERG, Hlw , EHRMEEZHHE Amazon EKS version S,

£ APRE{LEE O

AWS TNB ERFERUMBIERED & (ETSI) FRENRSHARER , EEEBRILMBRSHEE,
AR5t 888 AT SAEF AWS TNB SDKs, CLI 2 the APIs RSz |, Bl a0SE B M 4% ThRE S [F M 4& Th
REFH R EHT AR AN

AWS TNB XU TM %,

M3E R A IR iR

ETSI SOL001 v3.6.1 ENAYEAET TOSCA KWL IhAEHE IR S
MR

ETSI SOL002 v3.6.1 BB INREEEE WIEE,

ETSI SOL003 v3.6.1 ENME et B EENIR A,

ETSI SOL004 v3.6.1 E XML& IhAE DAY CSAR HRit,

ETSI SOL005 v3.6.1 TE XM ARSI M 4% BR <5 4w A A E VAR
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ETSI SOL007 v3.5.1 EXAFFERAET TOSCA KM 4 iR 5 1R 34
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ERTF AWS TNB BY M & ThEe

£/ AWS TNB , A LURFS ETSI SOL001/SOL004 KM ThEE T F M EIR I E FH, RE , &1
U EZEBEHBMENENHEN RS EFA (CSAR ) S,
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https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
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o RG-Sl ALK IIRER BB, Amazon Elastic Container Registry ( Amazon ECR ) a] M
EINEEMRIR T E

- HeXtH - ATEERNSERE ; fla, BAHM Helm Bk,

CSAR 2 —/ H OASIS TOSCA R EEN N E A , BFE— TS OASIS TOSCA YAML HISBHY M 4/
RS HIRRF. BEXRFTEMN YAML SISENEER |, ESHETNB #) TOSCA & 3Lk AWS,

LATF 2 P 45 Th RE 1 78 STAF B9 /R 6o

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./SampleNF"

TNB B9 P& R S5 8 8 /F AWS

AWS TNB FEBXEERBNMZINEE AR A HEE R B RPRIMEZ RS HIRRF (NSDs). #RA]
LUZ R ETSI SOL007 B3R £ ¥R YAML NSD X4 (vnfd.yaml) , MBS TEE

. BHENREE
. BRI
. HEES
- EHEMEN (BELHE )

AWS TNB M £&BR<S #iR 755 10
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AWS TNB < #F /A TOSCA IBEEX ML, RS MINEFHREITEKER ETSI FrfE. AWS TNB LAFF
& ETSI FRER RS AWS BRSS AR ATAEMN AN BBt TEE , NTRSEMERRER,

Ch

LUTRETIITEERN NSD FE. AWS IREMEINEEF B EFE A Kubernetes fRAX 1.27 1Y
Amazon EKS £8 ., NARKFNFME Subnet01 1 Subnet02, A , EBAILAFEH Amazon RETHR
& (AMI), EHIKBNET BRENEHWNARERFENL. NodeGroups

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleClusterRole"
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 3
min_size: 2
max_size: 6

requirements:
cluster: SampleNFEKS
subnets:

AWS TNB M4 B &5 R =F
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- Subnet0l
network_interfaces:

- ENIO1

- ENIOQ2

AWS TNB W EEBFMEE

& AWS B TNB , A SAMEAAF4E ETSI SOL003 1 SOL005 MRH(L ERIREREBEMME, &
AJBAfE A AWS TNB APIs $h T4 B HIR4E |, fitn -

- EHILMLEIhEE,

- KIEMENEE,

- EHMENEELUEE Helm $B,

- FEAFHNESNSBEEH LG ER M ESS,

- BEENEDRITHIRE.

- BEEREHIRA NSDs.

- REBXEHBNNEHENES.

TNB KW 4% R S5 8 8 &F AWS

P& AR S5 1R X4 (NSD ) RMEEHE— .yaml X , ©EMA TOSCA fRAEREIR ELBHIM LK
PR R BEEH L EEBMEIIEER AWS ERhZRY, BE LG NSD HE EJKR RN M &L & EH
B1E , BT #R TNB Z$5H9 NSD TOSCA ##4, AWS

NSD X#H 7 RUATILAERS

1. TOSCA EX A — iIX2 NSD YAML X E—1T , BERAEER , M T REIFFR.

tosca_definitions_version: tnb_simple_yaml_1_0
2. VNFD-NSD @2 EHRH FHTEwARENMBINEENE L. LAERAUTERRRENNE
IhgEe -
« AT descriptor_id KME— ID, 1% ID M5 ML INEE CSAR B H ID #HITE,

« AT namespace MWKEE— B, ZBMHALIMSMHE— ID HXKEK , LUEEE NSD YAML XHHE
B55|R , LT REIFTR,

BRI

i
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vnfds:
- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded25b"
namespace: "amf"

3. IIMER - ENEHBNHR. MENREHBUREMAELHA |, Sl AHBESR, MUTR

BlFR R o

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4. HETR - ST EENARBEEEMNERE D, BESHIHER T RV IERSZREME , HlIHAR
Ko BRFBDHR T BAFENSBIRERMRBII, 0, EIE Amazon EKS T RARTR , BT

Amazon EKS £8H 8B 1ZRFR. WL T REIFTR.

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:

node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"

capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet

4% BR 35 IR AT
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network_interfaces:
- SampleENIQ1
- SampleENIQ2
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IEEiZIE AWS TNB

BETEAAEBFBARNESKIZE AWS TNB,

5

o« SEMIREL AWS Ik

- DIZEEEEFRNXENAF
o BEE—NAWS #[X

« BRRSmA

« (A% ) &% AWS CLI

- iRE AWSTNB A&

SEMFREL AWS T =

MBIEERE AWS IKF | BERUATSERE—1,
IRE S0 AWS Ik

1. $TF https://portal.aws.amazon.com/billing/7E AR
2. ZEBEREELMHBARE,

EEME , FHEIBEENREIEE  EREAREREHA —PNRIED,

HEOEMET AWS K, IR BIZAWS IKFRAF —1 BRAFBERBGRIZKS RFRE AWS
RS MAR. FANREREXEK , FHIAFSEERLAMR , A ARAEABRAFRKRNITEER
AP HRRRNES

AWS FHEEER G2 BERE—HEIASL IR, BB AIE hitps://aws.amazon.com/3 &%
‘BHKF" , EFALNKFEHERENIKS,

SIZEREELRNRIYAF,

EME , BRIPEINESE AWS IKF AWS Ik PR AP AWS IAM Identity Center , S AX CIZEEH
P, XEERAAER root AFRHITHEHEES.

SEMERER AWS Tk F= 15


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/

AWS 15 ML AR RAriEmE

R IREY AWS Tk 7= 48 A 7

1. %3 Root A Hi AZK AWS IkF B FapfFihit , UIKFFRIEENSHEF, AWS
Management Consoleft F— £ , i ABH L,

ERIMEABRAFRERIENEDR |, B35/ (AWS &% AF#ER) H M Signing in as the root

usero

2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

CIREAERIERNRNAF

1. J3 A 1AM Identity Center,

BXUE |, BSE (AWS IAM Identity Center FiF1E§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , JAFP R FEEIH RN,

BXEA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BEERBELIZE IAM Identity Center Fi P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

77 4R BR 50 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKAXRAY R AEME,

BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HARSEE—ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF 58 ##Y Add groups.

BIZEFEE I RR A 16


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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EE— AWS it [X

EHE AWS TNB aTARXEFIX |, i&
—f&2#£) B9 AWS TNB endpoints.

B CAWS

18 FARSS im =

ELUREAERET AWS RS |, FEALKET R, BRTHE AWS KigT [N

EEXIFIRM FIPS KT R, BXEZEER , 55 AWS service endpoint,

X1 & 75

KERER
(FHERE
L 4k
&)

XERER
(Hm#EKX
M)

MU AR 3 X
(E7R)

I A b [X
(BR)

&KX
( FER)
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tnb.us-east-1.amazonaws.com

tnb.us-west-2.amazonaws.com

tnb.ap-northeast-2.amazonaws.com

tnb.ap-southeast-2.amazonaws.com

tnb.ca-central-1.amazonaws.com

tnb.eu-central-1.amazonaws.com

tnb.eu-west-3.amazonaws.com

SRAWS XERS %R, BEER THRER R/ W
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HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
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RI% , #F5
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/tnb.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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XEEaHh X i A i
BXM (P8 eu-south- tnb.eu-south-2.amazonaws.com HTTPS
ESF ) 2

RMX  eu-north-  tnb.eu-north-1.amazonaws.com HTTPS
(ErEs 1

REE )

FZEY) sa-east-1  tnb.sa-east-1.amazonaws.com HTTPS
( R

%)

( T ) & AWS CLI

AWS Command Line Interface (AWS CLI) I &% AWS = miz#tas© , 37 Windows, macOS #
Linux b2 %#, SaLMERR AWS TNB, AWS CLIZEFERA |, 55 AWS Command Line
Interface AFIEM. X AWS TNB i EZER , 52 (AWS CLI s s5&%E) ## tnb,

®RE AWS TNB A&

BB IAM RS A BT EEEE AWS TNB SRS RNWAREZ 2. AWS TNB lRF AR K

BT E A AWS BRSS ( 10 AWS CloudFormation AWS CodeBuild, MAR & it EMEM RS ) #1T

APl BA |, IRBLNER A THEN AR,

EX AWS TNB RS AENEZELR , HSHAWS TNB 54 MiFEEE,

( WiE ) &% AWS CLI


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/index.html
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AWS TNB A

REFRETMMAMER AWS TNB BREM L IhRE , flMNEH £t (CU). HHMBIHEEIIEE (AMF) =
5G A FFHEhRE (UPF).

TEWRTHELRE :

N D
/> |g/> —
— o=l — e > =
N 0— V- -
<> <> s
1. Create function 2. Create network 3. Create network 4. Instantiate
package package network
1%
. REH

- BIEEE
- HEMET
< BIEMSEHI{L F L5 SL Bl

- BE

TR

ERIDPITEEZR , BAERZT &M

+ B AWS usiness Support it %l

- BE IAM BeREHNR,

« RF& ETSI SOL001/SOL004 #R/ERY L& INEE (NF) 44T
. 4 ETSI SOL007 @@ M & FRZ iR 2 (NSD) 484K,

AT LAMERA T AWS NB /R BIE GitHub M35 9 B R B BS B2 M 48 B

TR 19


https://github.com/aws-samples/sample-packages-for-aws-tnb
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ME I B R MRS 1714 (CSAR) X, CSAR X2 E Helm Bk, FRA4-AR G M 45 Th e iR 3 4
(NFD) o

BlZhaea

1. FTF AWS TNB #2#|& , Witk https://console.aws.amazon.com/tnb/,
2. ESMERT , EFEWED.

3. EFRAIEEED,
4

ELERBRIT , EREREXH , AEHEA CSAR BN . zipX L&, BHRZALLLEE 10
N3

5. (Hit) & “HE T, & BINFERL REWARNE, &0 LUER PR RIE 3R L 7R
IRER AWS B AR,

6. iijaxl:-l:_io
7. BEECOEMEE , RARERCENES.

BIEM

W& EIEE BB M ML Thae AR i H 5 E 2 B &4,
BIEME T

1. ESMESS , aRMES.
2. EEBIEMKT,

3. HELEMBZY T, &f EBEXH , RERSNNSDFR . zipXH L&, B&SAUEE 10
N3

4. (W& ) &L T, &R RIHFERL REWARNE, &0 LUE R PR RIE 3R L 7R
HIRER AWS BA,

5. jij:¥-|:_$o
6. EFRVEMKZE,

BIEThEE S 20


https://console.aws.amazon.com/tnb/

B M KB L R 258 3K 5

&SRB RIE AWS TNB R EIZR ATAZEBN 2 NNE, BB B LT HTE#TEHME. X
BBl & SEfBlET , AWS TNB 2Ft B S ER AWS ERiZEH) | SBABLMETHAE | HEBMNEM
HREEUMEBRLHESITHMNERS

B2 M KL 25 3241

1. HESMERS , EEMLE,

2. EBRBIEMLERKH

3. WMANZNEMRMBER K REEET—F,

4. EENBEE, RIUIFAEEHERE T-D,
5. EEBIEMERAE, HEWIRSN Created,

FHHIM MK E , ER"Not instantiatedf FIRASRIEFT ML SEH,
6. EBRMEELH , ERBREMEHIML,

I P&KAL” TWH.

7. BERAGEHAEFSHE. NSHENEHRIGER THMESRH, NSD M VNFD RH42HHS
BA2WE,

8. IEFERAHLML,

HHI “HERD TH.

9. FEARFERREENMNELGRBBRS. BEALE BEES HoEAEIRIF , URE
BMESHHRE,

R
MAE | 47 AR AR O R 0 R
HER R

1. ESMBEED  EEME,

2. EBRMEM ID, REEFLIL,

3. RBARBTHIAR , MAML ID, REERLL,
4. A RIET R AR IR BRI A P45 3K B RTIRAS o

B M K BIE P £ S5 21
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FERATF AWS TNB #9IhEES

WEEERE CSAR ( niRS 7 ) AWM .zip X, HPIEMETHEE (ETSI frEBRENARRF ) MY
RE IR | JEE £ TOSCA FRE SRR M 45 ThRE N ARl FE SRy B 48 £151T o

£%

« £ AWS TNB FRIEZHHZ

- £ AWS TNB FEEINEE

- M\ AWS TNB T &iIheE

« M AWS TNB F il R —NEEE

£ AWS TNB R8I K3

THRIMTE AWS TNB MG B XA IRRART, tIZRHBETRE AWS TNB FEIEZM LR E —
H. LEEBIE , BAUCIERNED,

Console
FREH AR

$TFF AWS TNB #2414 , Wit Fhttps://console.aws.amazon.com/tnb/,

ESMERSD , EEDED.

EECEYEES.

R EBRXH, RS CSAR BN . zipX Lk, BRZAE L& 10 N3,
ERET—%,

EFEINFHER.

EFREINEED,

N o o~ w0 Dbdhd =

AWS CLI
EFAGIEREE AWS CLI

1. f#Mcreate-sol-function-packagefn S RIZF RS :

aws tnb create-sol-function-package

Bl 23


https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/create-sol-function-package.html
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2. {8 put-sol-function-package-conten t tn & EERBEB RS, Fl -

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-free5gc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB & F ThAE

THRUNAEENEIHNAR,
Console
FREFHAEEFNES

1. FTFF AWS TNB #§|& , Witk https://console.aws.amazon.com/tnb/,
2. ESmMBERPR , BRI,
3. FERABREKRIITNEE

AWS CLI
EFAEEREE AWS CLI

1. {EHlist-sol-function-packagesfn 5| H S BRI,

aws tnb list-sol-function-packages

2. ffMget-sol-function-packagem T ERFEEREHBBWFMEE,

aws tnb get-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

24


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/put-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/list-sol-function-packages.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/get-sol-function-package.html
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M AWS TNB T & Ihfg

THERIMM AWS TNB R 45Zhae B S T8 Zhae

Console
ERAEHAETEIRES
1. FT7F AWS TNB #5F|& , Wik https://console.aws.amazon.com/tnb/,
2. ERFEENNSHERD , EEIIED,
3. ERAEREKTITIRE
4. ERINEED
5. HOREEBRME. TH.
AWS CLI
EEATHEBE AWS CLI
A get-sol-function-package-conten t a8 % N EEEE,
aws tnb get-sol-function-package-content \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--a
--e
--r

ccept "application/zip" \
ndpoint-url "https://tnb.us-west-2.amazonaws.com" \
egion us-west-2

M AWS TNB | B — P2

THERIMMAM AWS TNB M 452hae B Sk MIBRZhaE R, EMRIER , ZUET LT TERARS.

Console

£ 2% & Hl kR e

1. FTFF AWS TNB ##|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMBERT , EEINEE
3. HEABRERIITIED,

TEa
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https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/get-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
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4. EFEIhEE
5. MEERRE, B,
6. MIEERRE, MER,

AWS CLI

EMEREKID , EEA AWS CLI

1. fEAupdate-sol-function-packagetn S 2 A R,

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---

operational-state DISABLED

2. ffMdelete-sol-function-package@n S Ml BRE K2,

aws tnb delete-sol-function-package \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2

TBR F 42
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/update-sol-function-package.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/delete-sol-function-package.html
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FATF AWS TNB I REE

MEER CSAR ( ZRSFH ) B .zip XM, EXTERERZNRTUREHECI AWS HE
GES A

(F

« £ AWS TNB H Ol M %S

- ZFAWSTNB HEENKZEE
- MAWS TNB TE M &S

« M\ AWS TNB BRI &2

£ AWS TNB FRIZNE

MEBHMERSHERXH (NSD , 4F ) IE MRS (W& , flNSETERERNMA ) 4
Mo #lan  MREHNNEZIHEZ/NIIEESD , MTATLAGEHR NSD KE X HRLE R 4% IhRE R 7E & VPCs+
M= Amazon EKS £&8Hi=1T,

PETHRUEBEMNEE. tIBNEAR , EFEE - IMNEXHM,

Console
FEREHACIENED
1. FT7F AWS TNB #H|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERT  ERMNED,
3. EEIEMKZD,
4. EFGEBEXMH , ARFHESNINSD BN . zipXH LR, BHRZAL EZE 10 N,
5. ﬁ?%jt_io
6. EFTNFHARFR.
7. EFRAEMSKZD,
AWS CLI
EFEAIEMESE AWS CLI

1. fEMcreate-sol-network-packagefi S RIZME 2,

Rk 27


https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/create-sol-network-package.html
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aws tnb create-sol-network-package

2. f#H put-sol-network-package-conten t i & EENEZIRNR. 0 :

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB HEEFEMEREER

TRNAEEMZINAR.

Console

EREHEEEMED

1. FTFF AWS TNB ##|& , Witk https://console.aws.amazon.com/tnb/,
2. ESMERT , EENEZD.
3. FABRERINED,

AWS CLI

EEEMEEL , iEFEH AWS CLI

1. fERAlist-sol-network-packages#n ¥ H & HI R EH 42

aws tnb list-sol-network-packages

2. fEMget-sol-network-packagem T EEERXMEITWNFEMHEE,

aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

28


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/put-sol-network-package-content.html
https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/list-sol-network-packages.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/get-sol-network-package.html
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M AWS TNB THME

TEIMMAM AWS TNB R 45BRSS B A THM K,

Console
FREHAETENES

1. FT7F AWS TNB #5H|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERP , EENED,
3. HEABRRERINKI

4. EEMED,

5. RERRE. TH.

AWS CLI
EEATHMEE AWS CLI

£ get-sol-network-package-conten t @55 T &M & A2,

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

M AWS TNB F il BRI & a

T WM AWS TNB MEIRS B FHMBRNED, EMERNEZT , ZNEI LML TEZRARS
Console
FEREHAMBRMNEE

1. $TF AWS TNB ##|& , Mk J9https://console.aws.amazon.com/tnb/,
2. ESMBERP , ERNKE,
3. FABRERINED
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https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/get-sol-network-package-content.html
https://console.aws.amazon.com/tnb/

AWS BIER % R A 457
4. HEEMEG
5. MEERRE, B,
6. MIEERRE, MER,

AWS CLI
EMBRMED , HER AWS CLI

1. fEMupdate-sol-network-packagetn S 2 MK,

aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-
operational-state DISABLED

2. ffMdelete-sol-network-packagedn 5l BRI &2,

aws tnb delete-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/update-sol-network-package.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/delete-sol-network-package.html
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ol o
TERMINATE i
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\ J ~ s
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'\ UPDATE Ny \
| ¥ UPDATE . v 1
e «————————— " success 3 . DELETE
y \ UPDATE TERMINATE
\ > e
. AT T T N— IN_PROGRESS | ™ “suscass UPDATED IN PROGRESS STOPPED DELETED
7 IN_PROGRESS ~ < TERMINATE ~
\ g
e 1 =
\ \ | ‘
\ /
| /
\ /|
\ /
\ failu /|
\ ‘ UPDATE /|
\ vl
\ o
/ Pending Network Instance State
N /
failure '\‘ UPDATE_FAILED —— ’;E'};';"INME / Terminal Network Instance State
/ J
|
| /
| /’ > CUSTOMER TRIGGERED ACTION
Y
: P
~
\ MPARED TERMINATE et
failure

5 AWS TNB 61 22 ¥ £& S 451

MEZBIFEVNRTRNEI2EE, SIBRESRFIE , HEFITEHIL,
Console
55 12 ) & Bl 2 M 25 SE 4

1. $TF AWS TNB ##l& , it A https://console.aws.amazon.com/tnb/.
ESMERP , EERMLE,

TR O EMEKH,

NERPIMABHAER , REERET %,

EEMEE  RIFFAREE , RREET %,

TR O EMEKH,

o o bk~ w0 D

AP ESEPHIRFERTE “ME” WE L. #TR, SHMLXMRESKH,

AWS CLI
E IR 4324 AWS CLI

«  {EHcreate-sol-network-instanceds & 22 M & 324,

el 32


https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/create-sol-network-instance.html

AWS 15 ML AR

RAriEmE

aws tnb create-sol-network-instance --nsd-info-id “np-[a-f0-9]{17}$ --ns-name

"SampleNs" --ns-description "Sample"

BTR, EHMLXAMRESEH,

fEF AWS TNB =414k M £& 2451

BIBMEXRBE , BANERITREL, SEKRBCMERKAFET , AWS TNB LEELER AWS Eiit
B, HBAHRLCNEIE  ARENEZNME R EENEZLEZTHMERS

Console

152 R 12 | & SR 1L R 45 3241

1. 3#TFF AWS TNB ##1& , ik https://console.aws.amazon.com/tnb/s

2. HESMBERKP , EFEMNE,

3. EFRELHILHIMEEHI,

4. EFBE, RFEEFE EHIL

5. EXRHLMERE L , EFFMAELE , LU UEHRSHE,
FNSBENEHICERA FHMESH], NSD M VNFD 4 EBHHSHTF2HRE,

6. EFERFULMLE,
I EPBRD” WH,

7. FRARFERREZNMESFNBBRES. BHAE “BEES B2 5 A B3 RIFH
BREMESHWHE,
LIBIRAE RN Completed , MEEEHIEN4E = AL

AWS CLI

EERAKBHLM LA AWS CLI

1.

£ Ainstantiate-sol-network-instancefis 5 S Bl4t, P £& S2 46,

, LR

K

33


https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/instantiate-sol-network-instance.html

AWS 15 ML AR RAriEmE

aws tnb instantiate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
additional-params-for-ns "{\"parami\": \"valuelI\", \"param2\": \"value2\"}"

2. TR, EEMEZETRE.

£ AWS TNB H 5 3T B Z =

SEHHEMESEB S | B 0] LA #T R SE 6l P BB S
Console
FEREE A ERMEEEA

1. 377 AWS TNB ##1& , ik https://console.aws.amazon.com/tnb/e
2. HESMBERKRP , EEMNE,
3. EEMEZXHl, REHMERFIWRSHN , BFERNEH#ITEFInstantiated,

R RSB HE

4. M EHEETFR , EREEIREREKA
5. &EEHN.
6. R AR EHRMTET
7. EEEHF
AWS CLI

£/ CLI SE5T B &Ll

{FEFAMODIFY_VNF_INFORMATIONEE # 3k & Ky update-sol-network-instance &y 45 3 58 $ M 4% 3 5l 1
Y BB SE 61,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type
MODIFY_VNF_INFORMATION --modify-vnf-info ...
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/update-sol-network-instance.html

AWS 15 ML AR

RAriEmE

£ AWS TNB A 5 37 ™ & S 451

SOUCRESBIE | ETRR

EEEM

o WA LLEHL FInstantiatedHUpdatedIRZSHI M LESEHI,
- EFMEEHIRT , UpdateSolNetworkServiceAP| £ FTHI & BN S HERFEH M EZHIHHH

o

EEFEMREINARERF. it , EEEEHFMELMNNEZI NS
B, REEEEHBRFEUNAER,

« AWS TNB BiEM #3565 NSD M VNFD SHHHER B BT 200, BHHMITIHERH RN THLE
FRITHEBIHIRIEANERRTREMWAERS .

BRI EFHN S

EHEBHCN LB, BRUEFATSH

S

T EKS SEEMRA

EPU

BT LU Amazon EKS S &8
HFEEversionS B EEH
BT —MNREWAE., BFTLRE

WRRAS

] AT
EKSCluster:

type: tosca.nod
es.AWS.Compute.EKS
properties:
version: "1.28"

ST P 4% SR 451
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RAriEmE

W

T 5% EKS TEH A

BRI LAEFTEKSManage
dNode kubernete
s_version SHHEL
TR A ARBIRHHN
Amazon EKS fRZA , thAI A
Frami_idZBLUFENT R4
FREIRHF EKS £LH AMI,

B LAE#THY AMI ID
EKSSelfManagedNode

o AMI B9 Amazon EKS A
RIS 5 #h EKS S8 R4
ESHRZEMI A, Hla,
MRS EKS SEEMRA N
1.31, ML 5% EKS AMI RZx
IR 1.31, 1.30 = 1.29,

N AT

EKSManagedNodeGroup@l:

properties:
kubernete
s_version: " 1.28"
EKSSelfManagedNode
01:
compute:
compute:
properties:
ami_id:
"ami-1231230LD "

T~
il -

IS

EKSNM
dNoc
po1l:

pIC

kuk

|ll.

EKS
nage
01:

con

BRI NEFNSH
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pIC

ami
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4

T 5 EKS 1 R4

(e
Hi
[

SRR EE R
BRI R4E.

BRI T LA FHRIF T =
Art , FHEFTREASEM
BRIV RATE IDs , BN
BRIFRBEANEITRE , ™
FRBERMAM, FEE , X
THETVRA , REEEHBR
HNSHE, RIFLLEK , &
BEULEHBLESH.

RAFiER
] AT
Free5GCEKSNodeQ1:

type: tosca.nod
es.AWS.Compute. EKS
ManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

Free5GCEKSNode02 : #
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

ManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

Free5GCEKSNode03 : #
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

SelfManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

BRI NEFNSH
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dec
ize:
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SH

48 R

& LA HEKSManage
dNode # EKSSelfMa
nagedNode TOSCA ¥ = #)
R B

N I T R
i
Z
=
EKSNodeGroup@1: EKSN
oupt
scaling:
properties:
desired_s
ize: 1

min_size: 1
max_size: 1

SCc

pIC

dec
ize:

BRI NEFNSH
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S8 R Rl 2 Al
T D% EBS CSI HHE M BARETL D EKS FHER o cter:
=2 A Amazon EBS CSI i capabilities:
o &t A LAE SRR
ebs_csi:
properties:
enabled: false
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¥ 1D Bl ZzE R
i
Z
=
RERN SRR, BERAE Free5GCEKSNode@1: Free
EKSManaged¥i 2. f1 EKSSelf SNoc
ManagedNode TOSCA 7 S Y capabilities:
REKNE M,
compute:
properties:
root_volu

me_size: 50

car
ies:

con

pIC
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AWS BSR4 Al B8 AriEE
S iR N AT
VNF BT LATE NSD VNFs #5|F |, .
vnfds:

SRJE £ VNFDeployment
TOSCA T R G HIBBE %
NSD Ha|@MER+H., ERE
M —EBy , BFEEE m ME
. EFAMIER VNFs o

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace:
"vnf2" // Deleted VNF

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster:
EKSCluster
vnfs:
- vnfl.Samp
LeVNF1
- vnf2.Samp
LeVNF2

BRI NEFNSH
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rec
nts:
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EKS
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AWS 15 4% 4 B8R AP
S PN NI A
HH ERECIEMEEBZ A -
*uz%i?ﬁiﬁﬁ%ﬁﬁ% - descriptor_id:
fE , ERNpre_creat "43c012fa-2616-41a8-
e Mpost_create EH#FM ~ a833-0dfddc5a049e "
Z|VNFDeployment &, namespace: " vnfi®
- descriptor_id:
EURBIT , PreCreate 164222798 ccd6-4s71-
— . _ ee n
A LY ) I
Bivnf3.SampleVNF3 &
17 , PostCreateHook 4% SampleVNF1HelmDeploy:
ﬁ&?{&ﬂ‘flﬁi)ﬁvnfS.Samp type: tosca.nod
1eVNF3 &7 es.AWS.Deployment.
° VNFDeployment
requirements:
cluster: EKSCluster
vnfs:
- vnfl.SampleVNF1
- vnf2.Samp

LeVNF2 // Removed
during update

BRI NEFNSH
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AWS 154K £ A as RArEmE
S| iR Ml zEl R
Bl
Z
=
20 BEEHM LB A cges )
AN _ vnfds: vnfc
ZREBTEWEARRE - descriptor_id:
A LAf¥pre_update "43c012fa-2616-41a8- -
P P
FMpost_update ¥EF7M a833-0dfd4c5a049e " des
Z|VNFDeployment &, D r_ic
- descriptor_id: "Qc¢
7E I 45 e PreUpdate "64222198-ecd6-4871- bd8;
o N bf94-7354b53f3ee5 -
H_OOk REBHZHE namespace: " vnf2" b8al
fTvnfl.SampleVNF1 466¢
H1EPostUpdateHook E "
R G B %E vnfl AR SampleVNF1HelmDeploy:
& Ruuid®ivnfEz type: tosca.nod
— es.AWS.Deployment.
Javnfl.SampleVNF1 1Z1T, VNFDeployment nan
requirements:
cluster: EKSCluster "vr
vnfs:
- vnfl.SampleVNF1 -
- vnf2.Samp des
LeVNF2 r_ic
ll64
ecdet
bf9-
4b5:
nan
Ilvr
S
amp]
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5 37 ) 4% S 451

Console

{55 A #2155 BT M 45 326

1. FTF AWS TNB ###l& , Btk A https://console.aws.amazon.com/tnb/e
2. HESMBERKRP , EENLE,

3. EBRMELH, RELHMELFWIRASNInstantiatedHAt , BFEREHITE
#¥TUpdated.

4. GEFCRE M CERH

HHI EHXA E , EF S HaERRERNNZFAEENSHIIER.
5. ERHHINEZEE.

MM EHNSRERE “EFNSEH B o

6. (i) ENCEFNSRBHFNSKE. AXETUEHRNSHETR , BSHLTUE
HNSH,

7. EREHME

AWS TNB BIEE R HITIAERE, FHI WBRD” WH.

8. FEARFERRERENMELFINTBRS., BT MBS B2ERABEIRF , LR
BREMESHHRE,

YIBBIRASE R AT Completed , MEEHIENAEH,

B R 60


https://console.aws.amazon.com/tnb/

AWS 15 ML AR RAriEmE

9. -« WMREIEAM , MMEZEEFFRIFESEEFEREFH 2o MEEHRS—-AT
fInstantiatedzUpdated,

s MRFEHEAM , ML ERMEEFRARUpdate failedo NEMAMMNERIEREEZ LS
ERE,

« WREHKY , WL E RUpdatedMEEHPIRA

AWS CLI
£/ CLI 3 M &34

{# A # AUPDATE_NSE #12K & fyupdate-sol-network-instance iy 4 3k B8 37 M £& 3£ 4,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
update-type UPDATE_NS --update-ns "{\"nsdInfoId\":\"*np-[a-f0-9]{17}$\",
\"additionalParamsForNs\": {\"parami\": \"valuelI\"}}"

£ AWS TNB & F M &34

TR NAEE M EEH,
Console
FREFHEEEMERA

1. 3TFF AWS TNB ##1& , ik A https://console.aws.amazon.com/tnb/e
2. ESMBERT , EEMEEH,
3. FABRERIIMERH,

AWS CLI
EBEEMERH , EEHR AWS CLI

1. {#list-sol-network-instances#y 55 & #Y P & 52461,

aws tnb list-sol-network-instances

2. fEMget-sol-network-instance i T EF B X5 E M LR B EAE S



https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/update-sol-network-instance.html
https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/list-sol-network-instances.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/get-sol-network-instance.html

AWS 15 ML AR

RAriEmE

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f@-9]{17}$

£ AWS TNB =% 1 R BR ™ £& =451
EMIBRM &SRB, EHIATTF 2L IR
Console

{55 FA 122 81 & 28 L A BR X £ SE 45

1. 3TFF AWS TNB ##14& , Mk R https://console.aws.amazon.com/tnb/e
2. ESMERP , EENE,

3. IEEMEEHIA ID,

4, EFRLL,
5

6

7

RRBITHEIAR , WA ID, RAEERALL,
7l 35 LA R B P 4% SE 51 D AR 2o
( ATk ) 4R P L& SR H IR M BR o
AWS CLI
ELIEFMIBRPI &R |, B (R AWS CLI

1. f#Hterminate-sol-network-instancefip 4% 1k P 4& 2451,

aws tnb terminate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

2. (W% ) A delete-sol-network-instance 43l Bk ™ £& 2461

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

28 1F FBR
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https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/terminate-sol-network-instance.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/delete-sol-network-instance.html

AWS 15 ML AR RAriEmE

AWS TNB MBIz E

W IR RIS R E TRV ETIRAE | BIANSSHIME B LE 83K 6

£%
« BF TAWS NB MKZ=EHER
« HUH T AWS NB M &igE

BE TAWS NB WEZEHER
EEMZRENFAES , S ENEREFIRHVESNESHRES.
Console

FREHAEFEMNEIRE

1. FTFF AWS TNB ##|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERP | EEMEEH,

3. FEARZRERIIMELHM,

4. I “HEEWMFL , EEMKXRAE,

AWS CLI
EEEMKIRE , BEHR AWS CLI

1. fEAlist-sol-network-operations s 4 5l i 7 8 M & i 4k,

aws tnb list-sol-network-operations

2. ffMget-sol-network-operationfF S &EE A X MERIENIFEAE R,

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH T AWS NB M4 4E

T R AT ESGE P 4R R AE
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https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/list-sol-network-operations.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/get-sol-network-operation.html
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Console
FREHABUEMERE

$TF AWS TNB #2#l4& , ik Fhttps://console.aws.amazon.com/tnb/e
ESMERSD , EEMSE,

EER LR ID ITHF HFRE SR RE.

BT+ L | SR WEIRE

ERBUE#RE,

o ~ w0 bh =

AWS CLI
EHUEMERE , 1BER AWS CLI

{& A cancel-sol-network-operation @y 53 BUE M 4 12 4E

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH 64


https://console.aws.amazon.com/tnb/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/tnb/cancel-sol-network-operation.html
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TNB By TOSCA Z& X Ek AWS

ZNARFHAIINRIENTE (TOSCA) BR—FHEAMIEE , CSPs A THRET =/ Web BRSH#HR
. HEH, XRUREEBXLERSZHRIZE, CSPs £ TOSCA EMRFHREEZEL, EELZENEZ
BHEBRUAREBENRRENZ M 2 RNKE, CSPs R FHERLEE AWS TNB , ZEHRCE TE
AWS TTRXEZ I EEZ1TH 5GC MR ER iR,

oE

.+ VNFD 815

. MARSHAEER
. BETA

=
VNFD #&#x
TE R E D RE IR X ( VNFD ) #E4R,
BE
tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"

default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

HFMELR

node_templates

TOSCA ¥R, AWS AIREMTTRMWT :
« AWS.VNF

VNFD #&4x 65
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 AWS. Artifacts.Helm

AWS.VNF
EX AWS E AR IhEE (VNF) T =
=

tosca.nodes.AWS.VNF:

properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

provider: String
requirements:

helm: String

B

descriptor_id
R X HHRY UUID,
BE R

KA FHFH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

VNFD H R4,
YVE B

KR FHH

B3 AL0-91{1,5\\.[0-91{1,5\\.[0-9]1{1,5}.*

descriptor_name

R ST B o
PE =2
AWS.VNF

66



AWS e85 P4 2 A58 il
KH . FHFH

provider

VNFD B &R .
VE B

KH . FHFH

R

helm

==

EMNBEEHH Helm B F. XX AWS. Artifacts.Helm BI5| Ao

WE 2
KR 2HH

=~

SampleVNF:
type: tosca.nodes.AWS.VNF
properties:
descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"

descriptor_name: "Test VNF Template"
provider: "Operator"
requirements:

helm: SampleHelm

AWS Artifacts.Helm

EXL AWS B =,

BE
tosca.nodes.AWS.Artifacts.Helm:

properties:

implementation: String

AWS . Artifacts.Helm

67



AWS 15 ML AR RAriEmE

&%

implementation

CSAR 8HEE Helm BXRA A M B .,

Nl
SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

P 4% B 55 H i R AR AR
TE LR AR S5 #R ST #F (NSD ) 184
BA
tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.NS
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AWS SR RE A
EHAEENXNSE

UEREHDMLBSE (HlI0 VPC T 289 CIDR 3R ) B, AR { get_input: input-
parameter-name } iBATE NSD BiRFEN S, RFETAER— NSD HRHPEEEAZSH.

LT ROER T tAELNMERSH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFD & A

descriptor_id
R X HHHY UUID,
KH . FHH

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

namespace

HE_%*/J’_\O
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RE : FREH

hIMENR

node_templates

Lk

ER) TOSCA AWS TTRE :

AWS.NS

AWS.Compute.EKS

AWS.compute.eks, AuthRole
AWS.Compute, EKSManaged¥ =
AWS.Compute, EKSSelfManagedNode

AWS.Compute, PlacementGroup
AWS.Compute, UserData

AWS. Bx®, SecurityGroup

AWS. Bx™, SecurityGroupEgressRule
AWS. Bx™, SecurityGrouplngressRule

AWS.Resource.Import
AWS.Networking.ENI
AWS.HookExecution

AWS. Bx®, InternetGateway
AWS. BXM, RouteTable
AWS .Networking.Subnet
AWS. #E, VNFDeployment
AWS .Networking.VPC

AWS. B, NATGateway
AWS .Networking.Route

AWS.NS

E X AWS MRS (NS) ¥ &,

FRHMERR
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tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String

J& %
descriptor_id
R HHRY UUID,
BE =
KHE  FREH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-Tf0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

NSD EYhRZ<,
PE 2

KE : FREH

B AL0-9]1{1,5\\.[0-9]{1,5\\.[0-9]{1,5}.*

descriptor_name

HR ST EY B o
BE R
KA . FHHR
Rl
SampleNS:
type: tosca.nodes.AWS.NS
properties:

descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
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descriptor_version: "1.0.0"
descriptor_name: "Test NS Template"

AWS.Compute.EKS

IREERMEN. FTEM Kubernetes IRASLA K /L iF Kubernetes 4| P EEEENFMEREN AR,
AWS NFsMultus BE§M$EDO (CNI ) A EBHA. BULUEREZIMNMEED , AESANEEEN
AT ET Kubernetes I EINEE, BRI AN ERIETERIHLH BRI ENFN,

(-

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

Thae
multus
Wik, EX Multus BEEMLEED (CNI ) ERANEE,
MREEE multus , MIEE enabled M multus_role Bk,
enabled

ER2AEAERIA Multus Thag,

AWS.Compute.EKS 72
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KH : mRE

multus_role

Multus MEEOEB AR,

KA FHREH
ebs_csi

E N ZEHE Amazon EKS 8 Amazon EBS A0 ( CSI ) RIEFHEM.

B ALiEH BN AT 7E Local Zones 5 AWS X 18 L AWS ocal Zones £ AWS OutpostsfEfl Amazon EKS
BREEY N, BEXEZEL , H5% (Amazon EKS AIF#EE) FH Amazon Elastic Block Store
CSI BT,

enabled
BTRERREBRIA Amazon EBS CSI Rz F.

KR . HRE

version

Amazon EBS CS| Kz 2 F M iINB B MRA, ZIRAS 24915 DescribeAddonVersionsig IR B B Ak
Kz —tHEIEH., MEEZEL |, 555 Amazon EKS APl $#DescribeAddonVersions &

VE B
KA ZRER
B
version

E B R Kubernetes fRZA, AWS Telco Network Builder ¥ Kubernetes ix~ 1.25 Zl 1.32,
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KH . FHFH

AIBEMY{E : 1.2511.261.27|1.281.29|1.30|1.31| 1.32

access
SEmKRTHE,
PBE 2
KR . ZEH

AIBERY{E : PRIVATE | PUBLIC | ALL

cluster_role
EREEAR,
NE 2

KR FHH

tags
EM EEIRIIRE,
VE B

xKH - Hk
ip_family

RAEFHPRSMNAIFA (pod ) Mtk IP K5,

RIFH{E : IPv4., IPV6

2RiAE : IPv4
PHE B

KR FHH

=R
subnets

— AWS.Networking.Subnet 7 R

AWS.Compute.EKS
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i

KA .

]

SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
"1.26"
"ALL"
cluster_role: "arn:aws:iam::${AWS::TNB
ip_family: "IPve"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
capabilities:
multus:

version:
access:

properties:
enabled: true

::AccountId}:role/SampleRole"

multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"

ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:
subnets:
- SampleSubnet0l

- SampleSubnet2

AWS.compute.eks, AuthRole

7

0N

AuthRole fiF
A5 R Amazon EKS &8,

BE

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: String

6] Amazon EKS &AM IAM A€ | aws-authConfigMapAMERA F A LAMER IAM

AWS.compute.eks, AuthRole
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FAFiEE
groups: List

requirements:
clusters: List

Bt

role_mappings

ENFEERME Amazon EKS £8 aws-auth ConfigMap B9 IAM &S 5K,

arn

IAM B &1 ARN,

. B8
™m . =

N
R
’a
1]

KR FHH

groups

E9E4 arn FEXHABH Kubernetes 4,

VE B

KR HR
=R
clusters

—A AWS.Compute.EKS ¥ =,

VE B

3 I E
]|
EKSAuthMapRoles:

type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:

AWS.compute.eks, AuthRole
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role_mappings:

- arn: arn:aws:iam::${AWS::TNB::AccountId}:role/TNBHookRolel
groups:
- system:nodes
- system:bootstrappers

- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers

requirements:

clusters:

- Free5GCEKS1

- Free5GCEKS2

AWS.Compute, EKSManaged¥i &

AWS TNB z# EKS £ET R4 , LBz Amazon EKs Kubernetes E& B ET = ( L 5# EC2 %
f5l ) MBpTEGEAHEE, EQR EKS TR4A , BIITUTERE .

- BEREAM AMI B ID S AMI SRR | FENEFETEDTLIERTIBREHE (AMI),
- EMHEHATF SSH 1AM Amazon EC2 BN URTRANT BE M.

- BREWT KA S Amazon EKS & HXEX,

s AIETREREFW,

- RE , FREA, TRAZINERBAMMEZENT [R4,

B

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:
compute:
properties:
ami_type: String
ami_id: String
instance_types: List
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
root_volume_size: Integer

scaling:
properties:

AWS.Compute, EKSManaged¥i = 77
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desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
kubernetes_version: String
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

Th&e
compute

E X Amazon EKS #ETRAUESHMNEN , Sl S EC2 RAIREML S5 EC2 KBl
AMIs,

ami_type
T 5 EKS X#H AMI 23,
BE R
KH . PR

AIBERYME : AL2_x86_64| AL2_x86_64_GPU | AL2_ARM_64 | AL2023_x86_64 |
AL2023_ARM_64 | AL2023_x86_64_NVIDIA | AL2023_x86_64_NEURON | | CUSTOM |
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA

ami_id
AMI B9 ID,
l\\== . 7I3<

AWS.Compute, EKSManaged¥i & 78
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® Note

MRERFRIEE T ami_typefami_id , W AWS TNB FFXEHZami_id{EXE]

#EKSManagedNode,

instance_types
SEHIK

KR AR

key_pair
/AR SSH 5 R AY % EC2 83T,

N
R
’a

= . B
™m . =

RE : FREH

root_volume_encryption

NI S# EBS R4/ A S# EBS &, MRKEMLEM , W AWS TNB 22 IAI0% Amazon

EBS 1%,
ZRiA : True

KHE : HRE

root_volume_encryption_key_arn

ZHHH ARN, AWS KMS AWS TNB X#FEMZ4 ARN, ZX1HE 4 ARN H 318 ARN,

KR ZHH

(® Note

« W& root_volume_encryptionX false , MF
& root_volume_encryption_key_arno

AWS.Compute, EKSManaged¥i &
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« AWS TNB X #x1I B EBS X#FH AMI #HITRBNE,

- MR AMI HRESNE , NAFBFEroot_volume_encryption_key_arnBA{E AWS
TNB EfINEIRS

- MR AMI RSB ARIZE , AWS TNB root_volume_encryption_key_arn fFEA N
BIRE,

MRAEFEroot_volume_encryption_key_arn, AWS TNB AR HMNERINZR
£8 AWS Key Management Service XJ 18 &3 T,

« AWS TNB R&BEEMZER AMI,

root_volume_size
Amazon Elastic Block Store #R#&#) X/ GiBs.
ERIAE : 20
KA B

AJRERYME : 1 B 16,384

scaling

EX Amazon EKS HET QAT RSHUNEMY , HIAFMENT D EC2 KAIMEBUR T RAP T i
EC2 KA/ N MEAEE,

desired_size
LA Ay 245 %2 NodeGroup,

KA B

min_size

LA B /D= HIEL NodeGroup.

AWS.Compute, EKSManaged¥i = 80
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KR . B

max_size
Lt A By & KSR HIE NodeGroup,

KR B

&%

node_role

FE B S52h EC2 KHIRY IAM A ARN,

RE . ZH&H
tags

EM IR FRVIRE

¥ i T E

kubernetes_version

EET SR Kubernetes fRA, AWS TNB X #f Kubernetes iR~ 1.25 F| 1.32, iEZEUTE
T :

L

« ¥EEkubernetes_versionsami_id. BEARELFEE.
« kubernetes_version#Ji/h FHEF T AWS.Compute, EKSManaged s SUARAN o

- AWS.Compute Z B ATEER 3 MRAMZER, EKSManagedTs SRS
FMkubernetes_version.

. MR KIEEKubernetes_versionzami_id , AWS TNB R’
ZAWS . Compute . EKSManagedNode iR A< Ky & %1 AMI 3k 82 EKSManagedNode

AWS.Compute, EKSManaged¥i = 81
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KH . FHFH

ATAEHNME - 1.25(1.26]1.271.28 [ 1.29]1.30 | 1.31 | 1.32

=R
cluster

—\ AWS.Compute.EKS 7 .

KA . FHRFEH
subnets

—A AWS.Networking.Subnet ¥ &

KR HR

network_interfaces

—A AWS.Networking.ENI T R, BHREMEZOMNFRRERNHBNATARK , ENSEHMLE X
148

®EBEnetwork_interfaces , f1RAETE a w s.Compute.eks TTRHPZE T iZmultus_role/®

# , W AWS TNB #f ENIs \iZmultusBHIREEHERAINER, BN , AWS TNB R ENIs M nod

e_role B PRSI IR

E¥i BT

security_groups

—A AWS.Networking SecurityGroup¥ R

HE B
KR . HRK

AWS.Compute, EKSManaged¥¥ &
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placement_group

— tosca.nodes, AWS.Compute, PlacementGroup¥i &

KA . ZHFH
user_data

— tosca.nodes, AWS.Compute, UserData¥i R5|H. AFBEHMAFEEARETIARS
# Amazon EC2 X8, fz1TBE AP BIEMENNRFMEZELST LER node_role.

KH . PR
labels
T RFEESIR, TRHFELTEEHNE, EANUTIRECEIRE
- BEMAEXTADRE=
- BERVENKERZ TR 63 MNFH.
- REANBEFE (AZ az, ), BF (09) MUTERHF:[-, _, ., *, ?]
- BRTELTUAFEZHF?, S*FRHITXNER,

)20 , myLabelNamel=*NodelLabelValuel

¥ i T E

=

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true

AWS.Compute, EKSManaged¥i &
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root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
kubernetes_version:
- "1.30"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.Compute, EKSSelfManagedNode

AWS TNB ¥ Amazon EKS BEREE TR , LBz N L S# EKS Kubernetes £SHEBEET R (L5
# EC2 324l ) Mt TEMEAEE., EE Amazon EKS T RA , HMITUTRME !

- BERM AMI B ID , NEMNER TET [UERT D REBRE (AMI),

RMEAT SSH i5[RIA Amazon EC2 Z4A3Y

- BREWT KA 5 Amazon EKS & xE,

RMULFIRBBURFIFERD., FRDPFEAKND,

AIHETRRMEFH,

AWS.Compute, EKSSelfManagedNode 84
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- BE , HRE24A, TRIREMEREAM MBENT ]RE.

187

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String
instance_type: String
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
root_volume_size: Integer
scaling:
properties:
desired_size: Integer

min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List

placement_group: String
user_data: String
labels: List

Thee
compute

EX Amazon EKS BEEWQUTESHMNEY , HINTL S EC2 KHIRE ML S5 EC2 Kbl
AMIs,

ami_id

AT EzhEHIR AMI ID, AWS TNB X#Ea[FA IMDSV2HISEfl, BXEZELR |, HSHE IMDS i
7,

AWS.Compute, EKSSelfManagedNode 85



AWS 15 ML AR RAriEmE

® Note

BRI LLEHHY AMI ID EKSSelfManagedNode, AMI B9 Amazon EKS WA XIS 5 #h
EKS EE AR RERZEAMRA, Fla0 , tRITI7 EKS EFRAR 1.31, WIS
# EKS AMI RRAS %4708 1.31, 1.30 = 1.29,

PE 2

KR FBH

instance_type
KBIR N
PBE 2

KA . FHEH
key_pair

BT /5 SSH 58y Amazon % EC2 437,
NE 2

KR FBH

root_volume_encryption

R S# EBS 1845 A 5% EBS &, MRKEMLEM , W AWS TNB £ E1A10% Amazon
EBS 8%,

WNE B
ZRiA : True
KA - H/RE

root_volume_encryption_key_arn
Z4AM ARN. AWS KMS AWS TNB X #FE#H %4 ARN, Z[XiE 248 ARN #1518 ARN,
WE B

KR FHH

AWS.Compute, EKSSelfManagedNode 86
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® Note

« MR root_volume_encryption}f false , M7
€root_volume_encryption_key_arno

« AWS TNB X # 3L 5# EBS X#FH AMI #HITIRBINE,

o MR AMI PBRECNE , N4FBFEroot_volume_encryption_key_arnBA{E AWS
TNB EXINERS

o MR AMI BB ARIZE , AWS TNB root_volume_encryption_key_arn fFEHA N
BIRB,

MBREFEroot_volume_encryption_key_arn, AWS TNB AWS Managed
Services FEAMZERSE,

« AWS TNB &8 Z &K AMI,

root_volume_size
Amazon Elastic Block Store 1% KX/ GiBs,
VE B
BRIAE : 20
KA . B

AJBEMI{E - 1 16,384

scaling

E X Amazon EKS BEET RN BSHNEN , FIMrAENIL D EC2 KAIMEB IR T RAF &/
MEARL D EC2 LHIHE,

desired_size

LBy S % E NodeGroup,

KA . B

AWS.Compute, EKSSelfManagedNode 87
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min_size
LA By & /SR BIE NodeGroup,
WBE R
KA . BH
max_size
Lt A By & KSR A% NodeGroup,
U= ]
KA . B
B
node_role
B AN E I 52k EC2 SEHIRY IAM B EH ARN.
U= R ]
HKE . FRIE
tags
EH B FRIRAIIRE, REFERER R IR 2K,
BE B
% Fl%
=R
cluster
— AWS.Compute.EKS T =,
©BE R
KA . TR
AWS.Compute, EKSSelfManagedNode 88



AWS 15 ML AR RAriEmE

subnets

— AWS.Networking.Subnet 37 =

e ¥i T

network_interfaces

—A AWS.Networking.ENI T R, BREMEZOMNFRRERNHBNATARK , ENSEHLE X
48

REfEnetwork_interfaces , f1RHEE a w s.Compute.eks TTRHABDE T Zmultus_role/®
£, W AWS TNB ¥ ENIs \iZzmultus/E RS EHXHNR. BN, AWS TNB fF ENIs M n od
e_role B tEFIREVS M X< WX PR

e ¥ BT Y

security_groups

—A AWS.Networking SecurityGroup¥i &

KR HR

placement_group

— tosca.nodes, AWS.Compute, PlacementGroup¥i &

KA . 2R
user_data

—/\ tosca.nodes, AWS.Compute, UserDataT R5IH. AFHREMAGEEAHEEET A
JBEBIEY Amazon EC2 3£, 1T BEX AP BB SRR MEZRIELS T KA node_role.

KR . ZHH

AWS.Compute, EKSSelfManagedNode 89
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labels

TRREYR, TRRSUNEENAE EFAUATIRENERIFE !

- BHAELFADR=.

- EMAMENKERZHARN 63 MNER.

- FETLUEEFR (AZ. az. ). BF(09) MUTEH :[-, _, ., *, ?]
s BEMAMEXTUFERF?., S*FRHTLNEE.

)20 , myLabelNamel=*NodelLabelValuel

NE &
KR HR

=

SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"

requirements:
cluster: SampleEKSCluster
subnets:

AWS.Compute, EKSSelfManagedNode 90
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- SampleSubnet
network_interfaces:
- SampleNetworkInterface0@l
- SampleNetworkInterface02
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue0@2"

AWS.Compute, PlacementGroup

PlacementGroup T S EH KB KKE Amazon EC2 K,

WIR B EFH Amazon B EC2instance , Amazon EC2 BREZ A= R LIXEMN AR BESLH |, BNIERAT
EXH Mo EEEEH L LRAREMBDHERHE, BoLEABERBEAY MNMKE—EHHBEE
HBHES , NTHR BN TEATHER,

B

tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: String
partition_count: Integer

tags: List

B

strategy
T & Amazon EC2 SEHIHY KRS,
KH PR

A[8EM{E : CLUSTER | PARTITION | SPREAD_HOST | SPREAD_RACK

« CLUSTER - F— 1T AXHNFEENZHITBE -, XMPREETENBREBSINERBS
node-to-nodeBE FTEAIRIEE & MEE , X2 EMEEITE (HPC) NAREF Y B EMSE,
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« PARTITION - fi3:flo mEFRNEBEESTX L , UME— N7 XPHRFELAFT2EFRTETX
PHSKHIAHZMERNEMEY, ZRBBENABEI> W XNESH ITEARMER | 6
I , Hadoop. Cassandra # Kafka,

* SPREAD_RACK - —/MARBIFHRBEESRNEMBES £, BURDEXNHE,

» SPREAD_HOST - R85 Outpost BEREALEESEM . F—/NASSHI=E KB E T F#YE A E 4
EBUB DR BV R

partition_count

7 XHHE.
W X strategy IREJ PARTITION Bt &%,
KA . BEH

AlRERIE : 11213|415|6|7
tags

A AR N B BB A BIRIRE,

¥ i I E

=

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.Compute, UserData

AWS TNB Z#ES M LIRS #IREF (NSD) H#Y UserData T R s A BEX AP HIESN Amazon
EC2 3:fil, BXRBENAFPBENESZEER , 152 H Amazon EC2 AFIER T A A F BIEM shell i
,
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EMEKGHLEE , AWS TNB B A - HiEM A @ £ 5 RH Amazon EC2 EHEM . HERHEE
YRAPHEER , AWS TNB 2&HFMNZAE |, FHEelMENZERAFELELS Amazon, EC2EEXA
FEIEMATE Amazon EKS SEMMIA Z FIZ 1T,

EEAFPBREHATFFEREENEER , BEELRES { EEARNS |, fln , EEMAFFER
MyVariable , ## A : {!MyVariable}

® Note

* AWS TNB X#EFR/NFHEE 7 KB B - HIE-IA,

- B AWS F TNB AWS CloudFormation A TAEMEITmultimime AP HIERIA |, HtiE
R AESFATE AWS CloudFormation #01,

BE

tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

B
implementation
APBIEMAE LA ER, BXSAR . /scripts/script_name.sh

KR ZHH

content_type

APBEMANNARE,

KH . FHFHR

AIRERYME : x-shellscript
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el

ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"”
implementation: "./scripts/customUserData.sh"

AWS. BxM, SecurityGroup

AWS TNB XL HNRBHRBIL D% EC2RZ44AH |, A LUSEKIMNZEl Amazon EKS Kubernetes &
HYQ4A,

B

tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: String
name: String

tags: List
requirements:
vpc: String

&%

description

REAWER, FHZALUER 255 NFARERZA, RETEFH (AZMaz)., BF
(0-9) . ZHRAUTEHRFH | _-/)#@[+=8&{}!$*

KH . PR

REHENER, ZEMRSAER 255 M2H. REEEFH (AZMaz)., BHF(09)., =
MUTRHEFR © _/0#@[+=&{}!$*

KA . FREH
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tags
AR NS T 2 A R IRIRE,
VE B

KR AR

vpc

—A AWS.Networking.VPC 7 =,

fim

KE : FREH

=

SampleSecurityGroup@01l:

type: tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: "Sample Security Group for Testing"

name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS. Bx®, SecurityGroupEgressRule

AWS TNB X #FZ 24 HutMN , LA B zhEdE 1] i inEl.Networking B9 Amazon EC2 R4 4H H kMM,
AWS SecurityGroup., iHEE , BAMIEM cidr_ ip/destination_security_group/destination _prefix_list

FERHEOREN BB,

ER

AWS .Networking.SecurityGroupEgressRule

AWS. BX®, SecurityGroupEgressRule
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properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String

requirements:
security_group: String
destination_security_group: String

B

cidr_ip
XA CIDR 1= IPv4 HtiutSE ., BAMIEE A HOREN CIDRSER,
MVE B

KE : FREH

cidr_ipv6

HARER I IPv6 uE3EE , XA CIDR X, BUFUEEBRRRZEA
(destination_security_group = destination_prefix_list) =% CIDR8E (cidr_ip
= cidr_ipv6).

BE B
KA . FHEH
description
HA (HY ) Z2AMNEER, RS AUER 255 N FRRERZAN
BE B
KA FHEH
destination_prefix_list

A Amazon VPC EXBIRIIRAAIRIIEK ID. XREZEHAXRBENT LAV BIR. BX
REXNRIIRNESZFER , BHSH (Amazon VPC AAFIEmE) FHEEXRIRII&K.
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KA . 2R
from_port
MREMILZE TCP =% UDP , NiX 2ix ASEEREHRw O, WRHE ICMP & ICMPV6 |, NiX 2

KRBT, ERN -1 RRFIE ICMP/ICMPV6 types. If you specify all ICMP/ICMPV6 types, you must
specify all ICMP/ICMPv 6 M3,

KA . B

ip_protocol

IP X B (tcp. udp. icmp. icmpv6 ) IS, FH -1 TIEEMEMN. HBRNZELEHN

Net | B7E -1 FHBR tep, udp. icmp = icmpve U IMURESFAFMERO LARE , Tiel

FEEMN IR OSEE AT, 3TF tcp. udp Micmp , BHAIEEROBE. X T icmpv6 , IwOBEZ A
EH  MREEREOEE , IFATMEXRENRBHRE.

KH  FHRFEH
to_port

MEPLZE TCP = UDP , NIiXR2ix OSBRI ML LK O, MEBIGE ICMP = ICMPV6 |, MIliX 2
8B, R -1 RFTAE ICMP/ICMPV6 codes. If you specify all ICMP/ICMPV6 types, you must
specify all ICMP/ICMPv 6 M,

KA . B
=R

security_group

BRI L EHB 1D,

KA ZHH
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destination_security_group
ATHAREHAWEIRZTLAM ID = TOSCA &,

KR FHH

=P

SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroupd0l
destination_security_group: SampleSecurityGroup002

AWS. Bx®, SecurityGrouplngressRule

AWS TNB X #HZ£A AO0MMN , LABzhEdE 0] Ff i E).Networking B9 Amazon EC2 £ A A OMMN,
AWS SecurityGroup, #EXE , BAAIRH cidr_ ip/source_security_group/source _prefix_list ¥EJ3 A
ARERNKIR.

BE

AWS .Networking.SecurityGroupIngressRule
properties:
ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String
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source_security_group: String

&%
cidr_ip
XA CIDR &= IPv4 (it iSe B, BHTEEAFAOREN CIDRSBE.

KR FHH

cidr_ipvé6

A0 IPv6 REMUEE , XA CIDR X, BAMIEERLZ2A (source_security_group
2 source_prefix_list) 5 CIDR SEE (cidr_ip = cidr_ipv6).

KE . FHEH
description

A0 (Ah) ZEAANMER, ZZOILUER 255 NFRIERERZHN,
KA . R
source_prefix_list

A Amazon VPC REX A RFIRMBIRSIR ID, FAFERSHREKN T [LESZHIM LSRR EE
WRE. BXREEANRIKNESEE , 55K (Amazon VPC FFHER) FHEEXBIZRS]
o

KE : FREH

from_port

MEPIZE TCP 5 UDP , NixRix OSBEMERK O, MRHIZE ICMP = ICMPV6 , X2
KRB, EN -1 XRRFA ICMP/ICMPV6 types. If you specify all ICMP/ICMPv6 types, you must
specify all ICMP/ICMPv 6 M,
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RAriEmE

KR - B

ip_protocol

IP MY B R (tcp, udp, icmp, icmpve ) MRS, £ -1 AIEEMEMN. HRNZLAM
NEt |, #EE -1 HER tep. udp. icmp = icmpve AARHIUESHATFFMBERO LHNRE | TieR
EENROTEMM, XF tcp. udp M icmp , BAFIEER OSEE. XF icmpvé , iwOBE A

EHY ; MREERIKOTE , WRFAFMAREMABARE,

KA FHEH
to_port

MEMZE TCP 5 UDP , NIiXRixOBEMNL LLKO, MREDIGE ICMP = ICMPV6 |, MIliX 2
1B, EHR -1 RRFTE ICMP/ICMPV6 codes. If you specify all ICMP/ICMPv6 types, you must

specify all ICMP/ICMPv 6 M,

KR . B
=R

security_group
BN AL £ ER ID,

KE . FREH

source_security_group

REEAM ID F TOSCA & |, FAWRAZREANAORE.

& A
RE . 2R
T~

SampleSecurityGroupIngressRule:

AWS. BX®, SecurityGrouplngressRule
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type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS.Resource.Import
WA LU AT AWS BIRS A AWS TNB -

« VPC

. FH

. BEE

. EEARM
. Beu

BIE

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String

resource_id: String

B

resource_type

S AF AWS TNB BB IRFEE,

WNE B
KR HR

resource_id

£ AF AWS TNB B9% IR 1D,

AWS.Resource.Import
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AP
BFE B
i I F
Rl
SampleImportedVPC:
type: tosca.nodes.AWS.Resource.Import
properties:

resource_type: "tosca.nodes.AWS.Networking.VPC"
resource_id: "vpc-123456"

AWS.Networking.ENI

MEFEO R VPC ARRELUNFHZEBEMA NG, ATUABEFN , BIFHANEEO DL IP ib
i, EFMHBEE Amazon EC2 245 , AU N EEHENEED |, & NNEEDEZ Amazon

EC2 XPIHE , AREMEEIZFMPH S — Amazon EC2 Kfl, RERSIFMREREITF +HL
o

187

tosca.nodes.AWS.Networking.ENI:
properties:
device_index: Integer
source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

&%
device_index
RERBIBAMKRTE,

KR . B
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source_dest_check

RAMEEORSHTR/ENHEKRE, BN true RREBARKRE |, false RRCEARE,

RFE: B R

2RI\ : True

KA . HRE

EM IR FRVIRE

KR . HR
=R
subnet

— AWS.Networking.Subnet 77 R

KE : FREH

security_groups

—A AWS.Networking SecurityGroup¥i &

KH PR

R

SampleENI:

type: tosca.nodes.AWS.Networking.ENI

AWS.Networking.ENI
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properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"

- "Environment=Testing"
requirements:

subnet: SampleSubnet
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02

AWS.HookExecution
i A NS

B

tosca.nodes.AWS.HookExecution:

capabilities:

execution:

properties:
type: String

requirements:

definition: String

vpc: String

2
Ih&Ee
execution

BITHEHM AN EHHRITEIZENE M,

type
HEHHITEIERE,
BE B

KA KR
AJREMY{E : CODE_BUILD

AWS.HookExecution

RERE R B BV B A AE 0 B Rt i M M 45 SR Bl L B — 3D 0 Rz 1T o
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AFiEmE
K
definition
—/NAWS, HookDefinition.Bash 7 &

KR FHH

KA PR

=~

SampleHookExecution:

type: tosca.nodes.AWS.HookExecution
requirements:

definition: SampleHookScript
vpc: SampleVPC

AWS. BxM, InternetGateway
E X AWS Internet Gateway 7 &,

B

tosca.nodes.AWS.Networking.InternetGateway:

capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String
properties:
tags: List
egress_only: Boolean
requirements:

AWS. BX®, InternetGateway
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vpc: String
route_table: String

Dl

routing

ENX VPC AHIEZENEMY. HMEFE dest_cidr = ipv6_dest_cidr B,
dest_cidr

AT BFRtERY IPv4 CIDR 3R, WEMA T RouteTable aliERH , HEME

DestinationCidrBlock,
I RS ipv6_dest_cidr B, MARE

KH . PR

ipv6_dest_cidr
AT B/ IPv6 CIDR R,
WE MBS E dest_cidr B, MAE

KE : FREH

&%
tags

EM IR FRVIRE

KR AR

egress_only

— N IPVveRENEMY. XRREBEMAXREXATHOBERE. MR egress_only H true , M40
EX ipv6_dest_cidr B,

EKH . fHRE
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ER
vpc

—A AWS.Networking.VPC 7 &

KH PR

route_table

—A AWS.Networking RouteTable ¥ &,

RE : FRHEH

=~

Free5GCIGW:

type: tosca.nodes.AWS.Networking.InternetGateway

properties:
egress_only: false
capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:

type: tosca.nodes.AWS.Networking.InternetGateway

properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0@"
requirements:

route_table: Free5GCPrivateRouteTable

vpc: Free5GCVPC

AWS. BX®, InternetGateway
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AWS. Bx®, RouteTable

BRERTES —ARHNBEENAN |, RETHRKE VPC HHFMH MK ML RERIE ML, BUIM
MERH&RE VPC XE,

BE
tosca.nodes.AWS.Networking.RouteTable:

properties:
tags: List

requirements:
vpc: String

&%
tags

EM IR FRVIRE

VE B
E¥il BT
=R
vpc

—A AWS.Networking.VPC 7 &,

YVE B

el

SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:
- "Name=SampleVPC"
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- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking.Subnet

FME VPC WM IP #hitSel , #Mm2NT—IMTARK. &
AXMEHEK, BELAELFRNEREERLE.

BE

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String
availability_zone: String
cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String
tags: List

requirements:
vpc: String
route_table: String

B

type
RTAELFMPBIELREREINE IPv4itht,
WE - B
XA . FHH

A[BEAY{E : PUBLIC | PRIVATE

availability_zone

FRNTAX, FERXEF AWS XERE AWS ATAK , 4

MR FMIEE VPC, CIDR R, #

WMus-west-2 ( EEEES ( H#

X)) ). Bl exZEFETHXAKE L AWS ocal Zones us-west-2-lax-1as

AWS.Networking.Subnet
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AWS BSR4 Al B8 AriEE
KA . FHEH
cidr_block

FMH CIDR R,
KA FHEH
ipv6_cidr_block
BATAIZ IPve FMWEY CIDR 3k, MMRTELEM , BFEIE ipv6_cidr_block_suffix,
KA . 2R
ipv6_cidr_block_suffix

BE Amazon VPC &2/ F MR IPv6 CIDR 3REY 2 U+ A#BIER. RAUTHER : 2-digit

hexadecimal: :/subnetMask
MRIEWEYE , BFESBS ipv6_cidr_blocko

KR . ZFH
outpost_arn
FH1E E 62 F M AWS Outposts B9 ARN, HREFHETE AWS Outposts E/E3) Amazon EKS B

EEYR  BEEEMRINE NSD Bk, EXEZELR , 52H (Amazon EKS HF#Em)
F# AWS Outposts EHJ Amazon EKS,

MRAFEMRME NSD iR, WAFF availability _zone BMMEIREHN AWS
Outpostsf 7 A X,

KE : FREH

tags

EM IR FRAVIRE

AWS.Networking.Subnet 110


https://docs.aws.amazon.com/eks/latest/userguide/eks-outposts.html

AWS 15 ML AR RAriEmE

vpc

—A AWS.Networking.VPC &

KH PR

route_table

—A AWS.Networking RouteTable¥7 R

KE : FREH

=P

SampleSubnet@1:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-east-1a"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block_suffix: "aa::/64"
outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet
properties:
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type: "PUBLIC"

availability_zone: "us-west-2b"

cidr_block: "10.100.50.0/24"

ipv6_cidr_block: "2600:1f14:3758:ca00
requirements:

route_table: SampleRouteTable

vpc: SampleVPC

AWS. #fE, VNFDeployment

1 /64"

NF BEREIRHEMRENEZXRNNARFREEN, SEHELHEEERE LN EKS £#
NFs. vnfs BHNEHNEBFIEEMKXIIEE, Bk v SUR M pre_create M post_create KB AIE 47 /F

HEMRE , RETRETENRENES , SINAREFEERSE APL

187

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String

ER
deployment

A AWS. #%8, VNFDeployment &,

N
R
’a
1]

£ 8

KR FHH

cluster

—4 AWS.Compute.EKS T =,

KA ZHH

AWS. #B&, VNFDeployment
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vnfs
—/ AWS.VNF T 2o

KE : FREH

0O

4
ESUE{TE R A ERN R,
pre_create

—AMNAWS, HookExecution¥ R LIEH#TE VNFDeployment 7 REBEBZ AIE1To

KE . FREH

post_create

—AMNAWS, HookExecutionTi R Bt¥ESITE VNFDeployment 11 KRB Z FE1T.

KH . FHFH

el

SampleHelmDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:
deployment: SampleHelmDeploy2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook
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AWS .Networking.VPC
BYRAEMURELR (VPC ) #8E CIDR 3R,
A

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

B
cidr_block
VPC # IPv4 M&SEE , RA CIDR R %o

KE : FREH

ipv6_cidr_block
FF8lZ VPC # IPv6 CIDR 3,
AYFHY{E : AMAZON_PROVIDED

KR ZHH

dns_support

1EEATE VPC MEZIHYSEHIR B AI3R1G DNS EHLE o

BiAE : false

AWS.Networking.VPC
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tags
EHF IR R IRAVARE

RKH : HIX

el

SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"

AWS. BXM, NATGateway

EALUERE FMEX LABHIE NAT MXTRo XMTOHMX , MRETRMAEM IP 2B ID, AWS

TNB F R EWIKS 2B — 2% 1P AFEXEKIMX.

BE

tosca.nodes.AWS.Networking.NATGateway:

requirements:

subnet: String

internet_gateway: String
properties:

type: String

eip_allocation_id: String

tags: List

&%

subnet

AWS.Networking.Subnet ¥ M5 #,

AWS. BX®, NATGateway
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A
PE 2

RE : FRHEH

internet_gateway

AWS .Networking, InternetGateway¥i 25|,

N==

KA ZHH

B

type
ETRRXRABERLEN,
A UYFHI{E : PUBLIC, PRIVATE
©BE R

KA FHFH

eip_allocation_id
TN P k9 EH 1D,
BE B
KA FHEH

tags
MR R IRAVARE
HE B

KA HIR

=~

Free5GCNatGatewayQ1:
type: tosca.nodes.AWS.Networking.NATGateway

AWS. BX®, NATGateway
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requirements:
subnet: Free5GCSubnetdl
internet_gateway: Free5GCIGW
properties:
type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

BALEL—MEATR , ZTRUFBEREEHS NAT WXXEBOYBRRIR , R8BI < B
BREERA,

187

tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks: List
requirements:

nat_gateway: String
route_table: String

&M
dest_cidr_blocks

IPv4 B B BRI B BB IR,

PE 2
KR HR

nat_gateway

AWS . Networking., NATGateway¥i 25| o

ME 2

KR FHH
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route_table

AWS Networking, RouteTable¥ =25,

=~

Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:
- 0.0.0.0/0
- 10.0.0.0/28
requirements:
nat_gateway: Free5GCNatGatewayQ1l
route_table: Free5GCRouteTable

AWS.Store, SSMParameters

A LAEE AWS TNB €2 SSM 23, £ SSM S EE SSM HelER , FLL AWS TNB M

3RB|ID AEIR. HEME— NSD BERKFLHMA RS A KOIeT , XA IESHRERES

187

tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
name: String
value: String

tags: List

name

ssmBHENEH. RAUTKR : A"[a-zA-20-9]+[a-zA-20-9\-\_]1*[a-zA-Z20-9]+$

AWS.Store, SSMParameters
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BN SN B ML D T 256 NFH.

PE 2

KE : FHEH

value

ssm EMNE, EAATERNZ—

- WF&ESIAWE : "[a-zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z0-9]+$

o XTFESEIA : N\$\{[a-zA-Z0-9]+\. (properties|capabilities|requirements)
(\.([a-zA-Z0-9\-_]+))+\1$

« XNFHAEIA : N\$\{[a-zA-20-9]+\. (name|id|arn)\}$

BANSHNELTNT 4 KB,

tags

AT AR ANE SSM BHERFRZE,

gt

SampleSSM
type: tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
- name: "Namel"
value: "Valuel"
- name: "EKS_VERSION"
value: "${SampleEKS.properties.version}"
- name: "VPC_ID"
value: "${SampleVPC.id}
- name: "REGION"
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value: "${AWS::Region}

tags:
- "tagKey=tagValue"
> =+
BRAT R

79 NSD 1 VNFD E X T K.

« AWS, HookDefinition.Bash

AWS .HookDefinition.Bash
E M — AWS HookDefinition in bash.
1BE

tosca.nodes.AWS.HookDefinition.Bash:
properties:
implementation: String
environment_variables: List
execution_role: String

B

implementation

HEHTENHMBEMER, XS R : . /hooks/script_name.sh

KH : FHFH

environment_variables

44 bash FIAMNIRETE, FHALTHER : envName=envValueFALUTENRERER :

« WFRESIBAME : "N[a-zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z0-9]+=[a-zA-
Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z20-9]+%

o WFEASIA : Na-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]1+=\$\{[a-zA-Z0-9]+

\.(properties|capabilities|requirements)(\.([a-zA-Z0-9\-_1+))+\1}$

BRATR
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s WNFHASIH : AMa-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]+=\$\{[a-zA-Z0-9]+

\.(name|id|arn)\}$

#{® envName=envValue WEZFESUTIRE :
o REAZEE,

- envName LAF & (A-ZH a-z) ¥F (0-9) Fk,
HRETEZHWFALFTFERUT AWS TNB REXEF ( FXIDKNE)

+ CODEBUILD
+ TNB

+ HOME

+ AWS

'&_o

B : A123-45xYz=Example_789

RKH : HIX

execution_role

EHRITHAE,

KH PR

el

SampleHookScript:
type: tosca.nodes.AWS.HookDefinition.Bash
properties:
implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value@l"
- "variable@2=value@2"

execution_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleHookPermission"

FNETE ( §4 envName =envValue ) %D TF 128 NER,

A[LA7E envName #l envValue REAFEHENFR (A-ZH az) . BF (0-9) MEEKRER

AWS.HookDefinition.Bash
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AWS TNB PR Z %

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
EEANERS. FERAWS ST RIEATHEAITKEN - , B=FFITIEHNAMBLIER
NZEHNERE, BT HERT AWS Telco Network Builder B E# 1K |, HSHAWS ZEM it
XX 5 KEERAWS BRSREA TR,

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
., BRANERANERREREN,

AT BN T HRAEGEF AWS TNB BTINAIRLA 2 BRIEME, UTEERLERNARE AWS
TNB AR BN R MAMME B, SEF2T NAERRME AWS B2 RBEHLLEARE AWS
TNBAR.

o=

« AWS TNB FHHITER

- AWS TNB K 54 5 B £

- AWS TNB EM MK IE

« AWS TNB F Ry

+ AWS TNB R BRIEHE 2

* IMDS hRA

AWS TNB IR R

72 AWS HEREERER T AWS BEMJZERFFHBBERF . WARBERFR AWS |, ATKRFIEZ
TAENERNESIKEM RN AWS Cloud, BAFEPNEERHEMEN EWABETNES, BERN
REFERAN AWS RS NEL2BRENEEES. BXBERVINEZER , BSHBERLENLR
B, AXREBNBERFHESR , H2H AWS Security Blog £#) AWS Shared Responsibility Model

and GDPR BE&XE,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- EAIRE API M A P&z B& AWS CloudTrail, <A CloudTrail lRERIIR AWS SEFRIEE
#HZH (AWS CloudTrail A #ER) FHEAR CloudTrail &

- £ AWS MEBHRRERUREFHRAERINZ L34 AWS RS,

- FASRIEELRZERS ( HlI Amazon Macie ) , EEBIF AT MR Z47E Amazon S3 FEVBUR
B,

- MREFE AWS BEGHITRES API #H{THERNEELZS FIPS 140-3 WIEMMBER | EEH
FIPS =, BXTHAK FIPS mRMNEZEER , ES5H (ZEBKFPESLERAL (FIPS) 5 140-3
W) .

BIBNEYNFNEREERBBERS (MEEF N B FR4iti ) RARESHBHERNXAFEER
(WMEBHRFER) ., XBIELR AWS RS FEHEFIE, API 5 AWS TNB s E b A5 4ERt. AWS CLI
AWS SDKsTEA T EMWRLHE BHBERANAFTEPAANTALRERTELATIHIRRZHTAE.
MRE@ATRSFREMNU |, BB WEFEENUF DT EFIEE B RBIEXN ZRFI[/HER,

HAEL 2

WMIRKA AWS Tk PR, AWS TNBLFEHNBUEIRIC MBI , FFEMNEMAERDHIER, MREE
90 KNEFEE AWS 1K, AWS TNB 21k EBRNIE, 120 X/5 , AWS TNB $FKk X il B 1R 69 3
o AWS TNB iE 24K IE R K R 4& H I BR IEH R BLB R &,

YIRS

AWS TNB SN R ERSHHMERSKERH TN , MAESTHTEAEMGEE, X7inzEd
B3t 1TH AWS Key Management Service,

& 5 P N &R
AWS TNB A& RERS (TLS) 1.2 {RIP 4 5 K AT A 3R,

AT MBENELREERR P iR B HEE.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

AWS S {ERILE 4 LB B HEE
BEERM S RERE

AWS TNB it ER RN THRrERFF AENEURLE R (VPC) . FIERHE AWS TNB REHEE AWS
MER , FLBERERN. SNELRESHEEF R ANERELSERMER,

AWS TNB By & 13 711/ 6] & 18

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS BIRY 5]
PR, |AM B G R H1E AT SUH 1T SR ( BF ) M\ (AR ) F£/H AWS TNB BiR. EHH
£ IAM AWS RS , TEX TN,

"N

KA %

2

ERSHHITEHRIE

FARBEERN

- AWS TNB #{i5 IAM &1

- AWS BEMXMERE T SO ER KA
« HEER AWS Telco Network Builder & 17

R

BRI EH H X AWS Identity and Access Management (IAM) 28R E , E4EBURFETE AWS TNB
R PR T4,

BRSAP-REFER AWS TNB RETRIE , NENEE RSN CREFTENESIEMNE, HIRE
FAEZH AWS TNB ThaeRER TR | fRATREEEHNMNIR, THEMM SRR RNEETEM
EERABEREIESHNR, MBHEFEHE AWS TNB IR/ NIhEE | 555 HE% AWS Telco Network
Builder &7,

RESEER — REHT LK AWS TNB BIR , M ATEEREF AWS TNB E2 A ENR, BT
ERBELNRS AP MGE L AWS TNB THeEfIRIR. RE , B249E IAM EBRERERUE
RS AFPWRR, FEEZRELNEEUTE® IAM NEXES, BiFA T HRENLTWMAR IAM
5 AWS TNB &6 , HZHEAWS TNB @i 5 IAM &1,

IAM EER —MMBZR IAMERER , NUREEEFA T HARNMESREREE AWS TNB B9i5EX
R, EEFMHALUE IAM hERANETSHH AWS TNB FB R , 5@, AWS BEMEEEE
F 5173 B9 R BE R~ Bl
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AWS S {ERILE 4 LB B HEE
£ /A S 0#H TS 0K

BRBIERE AWS FASMEIERFNAR. BXTE IAM AR BHHETE AWS KRB E
IAM BeHTEHRRIE (B2FAWS ),

B ERBEY A REMNERENL AWS BRE 514 %%, AWS IAM Identity Center ( IAM Identity
Center ) AP, RLOFINERBEZE MR LAKREN Google = Facebook EIRMEKE F 108 =Hl,
LEUBKE B REREN , SNEEALGER IAM BERET BHKERIE, HIRERKSHR AWS
i, R ERERE—1NEE,

BRIBEWAFER | EOJLLEF AWS Management Console 2 AWS HRITF, BXERXRNEZEER
AWS | B2 (AWS &F AFERE) PHIAEREE AWS IKF 1,

WMRIE AWS BURTEAXNIFR |, N4 AWS BERETF AEH (SDK) MéarH1THE0 (CLI) , MEFEAE
HERFNERBITNZEE, NRERFFEHAWS TE | NIXFTEHCEBER, BXERABENSE8
TXEERNEZELR | B55H (AM BFERE) WA TEE AP i5REAWS £ A 4,

TFERAMSMARIESE , FHUREEERHEEMRLER. HlU1, AWS BUEFEAZSES R
(MFA) SkiREKFHNREM, ETRESELR , 550 (AWS IAM Identity Center A 1ERE) FNZ
EHHRIERNM (IAM BFER) F1 1AM FHAWS ZE 5 A KIE,

AWS Ik FF root A F°

BIZet AWS Ik, BEREE—NEBEREN , ZEOTUAT2LRKS, FHRAERIE AWS RS M
Ro MWEBEHI AWS K™ root FF , A &I MK 7 B F 49 B8 F iR 4 3tb 31t A0 23 60 2 SR BN A 13 ]
Z5M. BARNETEEARAFNITEREES. RFPFRAFEILE , HAEAXEZIERKITRA
FPRIMPITHNES. BXERGUBAFSFOEITNESHTEIIR , 5K IAM AFEEFNEE
BAFFIUENES,

S

FEARESRER , ERXRAXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEB BT,

RESMREZNDLAFBER, Web 124, Identity C enter BRFHAF , HEEMAFEA
AWS RS BN 5 oRIBEHIEEFHTIHEAAF, AWS Directory Service Bk & & 1015 18] 84 AWS
e, iEgnEAe | ACREIEHESR,

EEFEBIHRINE , BWWEFER AWS IAM Identity Center, & A BLFE IAM Identity Center AR 8% F
FRMEL , SO UERARSIEECHEMRTIN—HAFNEAL , LEEENAE AWS K-
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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RIRARFHER. X IAM Identity Center S 2 , iS5 AWS IAM Identity Center Fi 38R 11
Z & |IAM Identity Center ? .

IAM AP B4

| AM A 24 AWS IKF AR NMNARNARFEERENRN S B, ETENERT , RIMNEBIE
AIEREIE , MARMEEEKEI (MEBMBRZH ) B IAM AP, B2, IREE-LEE
WERZSEERHEIELR IAM AP | BUUERHRIE R 34, E%E%Ew,m/@<mmth
M) PN TEEKHREIENAS  NEZFENEHIHEER.

IAM AR —NMEE—H IAM AR B R, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRATUERMMEBRAFNR, flin , SBE— N a2 hNE
4B, IAMAdminsH EiZEA B FEE IAM FRIBR,

AFREAGFE., AFE—ESEMNARBRNARFXEK K MAREEILEECHNEMAKRA. AFE
BAKANKBEL K mAeRHRNZE. ETHEZEER , BEZH (AM AFER) 98 1AM AR
RS ESA

IAM B

|AM AERENIBERRENR AWS IKF HWEM. ERET IAM AR , EEREARTXEK. EE
FIRRTELE IAM B AWS Management Console , & LM A F 12| IAM A6 ( 248 ) . &T
LB A AWS CLI 5 AWS API R ESEABEEX URL RRAAE, BXxFRACHEEZNESE
B, #ZH (AM AFER) PR ABEBNE Z.

BEHIGEIEN IAM BRELATERLTERER :

- REAFHE  EARESHIENR , BUEABGHNAGENNR., YRE5HHTEHR
iftﬂ‘f ZEHEEACHEXBAMBE THACE LN, BEXATHREFHRIINAGHE
, mZHE IAM AFER) PRHNE=F SO REBUERAE (KESHRIE) . ﬂﬂ%i&?ﬁﬁﬁ
IAM Identity Center , NI ZEEFRENRE. N EFHENSHEHTEMRIUEETRIHERANE ,
Identity Center FHXPRES IAM A B BHEXEK, BXNRENEE , ESH (AWS IAM Identlty
Center AF1EF) FHNRE,

o IERt IAM B FPABR - IAM AP ARRA IAM RS AR® , LERRESHNBEESHTRNR,

- BIKFER : £9UFER IAM SEUATTREKFHRHNENA ( TEER ) HREEHIKS PR
Ro ABRRFEKFIHENBEHEESR, B2 , I TELRR AWS RS , Er LU RS EZH
MEFR (MAREAACENRE ), ETHRATEKFHTRANACGNETRRNER ZRNE
B, ESE IAM AFEREHRHN IAM B BIK S &RIGE .
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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- BIRS R — B AWS RS ERAEM AWS IRFSRSHEIIhEE, flan , HEERS PIKITHIE
i, ZIREBEESE Amazon FETRAREF EC2 HIE Amazon S3 FE#ENR. RS ATEELER
REARNEHENNR, FAKRSACDSMERRSHEXAEKRRNITIHEE,

- ®BRIFRISE (FAS) — HZFEH IAM AR ABEPIRITIRER AWS | BEUNERA. £H
RURSE , BAgESMT—NMEE , ABUBREETHMERSZHEH S —MRE. FAS £HEH
ERANNEAR AWS RS B RS A HIERBER, AWS RFREYERFRIFZESHM
AWS IRF SRBRETRETHRNIERER , FoakH FAS R, EXMERT , BLMEFHIT
XFAIIRIENNPR. XA FAS BERNKREFE , BSRERHELE,

- RFAL - RFACGRBRSAREEENIK, PRITRIEM S RN IAM A€, 1AM EE G AJAE
IAM FalE, ERAMPBRRS AR, BXEZELE , H5H (AM AFER)Y PHeIER[ AWS AR
SERRXBERAE,

- REHEXAG-BRFHEXACRE—MEZEINBRFZAR, AWS RFEFAURARKREHITRE
WEE, RSHEXAGHIAELZNT AWS kP |, AHRBRFAE. IAM EER AT UAEFETEE
HERFSHEXACHR,

« £ A@@ mazon LETHNARER EC2 — ZRAILAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 5 AWS APl IR N AR FHIEFHES, XHE7E EC2 SKflhFE TR ZAETR, E
N EC2 k608 AWS AEHERETHEAMENARFEER , BFEE0E MM ZSE IR K5
BEXH, ZHBEEXHETEZAC , HAYE EC2 XMl LETHREFRERMER, BXESE
B, EZH IAM AFEETHNEA IAM A6 E7TE A mazon EC2 32| LETH N AREFR TR,

£ F SR E IR 17 )

ERELAWS B eI 2 R EM IR AWS SH R FERZEFFAHRNR, REREFH—
MR AWS | SEEHHFARIEN , EQELENR, AWS EEEA (AP, root AFHAES
E ) RHERTAEXLRE, REFHRBERATERIELER, KSBERKELL JSON 34
By AWS FEXfFEEH. BX JSON RBNHENEHMNABTNESEE , SR IAM AFEREFRY
JSON KB

EERWLER AWS JSON REERIEEHEARIBEMF L, BREYR , BNEETUNT LR FERITER
&, ARIEMHAZRHETHIT,

MIANBERT , ARFMALRXENR, ERTFRAPNAERFRITRENNER , IAWM EER T 6I2
IAM KB, EERBETUARAERMMNIAM KB , HREATURABE,

IAM SREEE IRENNR , TXFEFERAMI G EZHITRE. 0, RIREEF—N AW iam: GetRole
BRENKE, HEIZFERNAF UM AWS Management Console AWS CLI, X AWS API 3R EXA &
B,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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ET 508K

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) 1Y JSON RRREE A, XL R
EHRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERET HHRRRE  FSH
(AM RF$Em) FHVEAE S EERBE L EE YL IAM IR,

ETEHNRBALR -SARNAKRKEREEA KK, ARKBEERALEINAS, 4HAG
. RERBRMIMAVKE , SULLEEMMIFHSIRAS, HEANAE AWS K, RERKIE
AWS HEXRBMEFEERE, BT HRNMEEERBNARKE 2BRTER , BS6H IAM BF
B PRERERBSRNBRERR < BFEITEE,

BT HIRM R

ETRIFHRE MR R JSON RN, BETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE., EXFETHRVRBHRS T , RSEE R JLMER EIREZHII 4 E R
FREVEE . N THEERMIMREA TR , REEE IS EE AN 2R RINTREREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHERM IAM P AWS EX
B

HEEFI5] R (ACLs)

REFIFIR (ACLs) 2HBLERFEA (KFKA, ARRA® ) BNBRER, ACLs SETHIRM
REERL , RETMAEEM JSON RME K,

Amazon S3 # Amazon VPC R X FM RS =¥l ACLs. AWS WAFE T EZ{SE ACLs , iEZH
(IO EAFEFRSTT X EERE) FHhRES FIER (ACL) #ER,

HREgRE
AWS XFHMAIAERAREERE, XERBRETLREERE ANKBERERER TFHRANR.

« RRBFA : NRLAR—ANSREBAL , AT REETSHHREETLRN IAM =K (1AM AR A
&) BFHRANR. EUTAEBRENRILR, XELERNBEEZEETHRNRERENROR
M, £ Principal PEEAFSACHETREN KRBT ZNRLARH, E—MXKFHE
NELFBEAR Y. BXANRURNESZEE , HSRIAM AFEEDH IAM ESEHRRII R,

. RS 124 (SCPs) — SCPs 2 JSON %8 | AT ISERAMRAL BT (OU) B & AR AWS
Organizations, AWS Organizations  —H A FTXZHN B HENZ AWS K~ T T2 HMEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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EENERS. MREBEAHALTRNFMETIEE , WA LUSARS 26K EE (SCPs) NA T ENERRME
k. SCP PRI R, PSR (BIEEN AWS IKFRAF =4 ) BXPR. A Organization
SCPss MINEZE L |, 210 (AWS Organizations A 1E/) YIRS 3 HI R,

- BIREHIZERE (RCPs) — RCPs & JSON KB , WA MERAERREKS, PEFRHNHARAN
R, MEZEEFHMEEHEENENREN IAM K#, RCP FR&IK R MK P RREHNNE ,
AREEMENR (2ESH ) HERNR AWS IkKFIRAF , TieXESHRERE TENAS,
A< Organizations FE Z{E 8 RCPs , 8 AWS RS ZX M %IEK RCPs |, i55 1 (AWS
Organizations FAF1ER) M EIFRZEHIFKE (RCPs).

- 2FERE  RERREAEUREARNNACTKEAF RGN K ENENSBEZN S RER,
HRAFENNREAFSACHET SN RENSERBEAIRE, NREIURBEETRRNE
B, F—MEBPNEXIELFEZAT. BXREZEFER , F2H IAM AFEBEHRHNSERE,

S REERE

SN RBEWRBEA T —MERE , ERORREMERNELIRR, BT HRES RS HRBEER
WA AWS ER B AVER , HS5H IAM AP EE R R ITEEE,

AWS TNB Al & IAM &1k

EERH IAM EEX AWS TNB BWIARIR R 281 , 5 T A WL IAM ZhEER A F AWS TNB,

Al 5 AWS Telco Network Builder Bt & {E Y |

IAM 451E AWS TNB X #
ET 5K =
ETRFENER =
REEFMHR =
ACLs B
ABAC ( REEPRHIFRE ) =
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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IAM #F1E AWS TNB X #
ERRR =
REAG &
REHxAG &

E4HE T AWS TNB fEH M AWS REMATSRZH IAM SEERESER |, 205 IAM AFRERTH
5 1AM BB EFERAMAWS fR5.

TNB ETF 54K EE AWS
TREFEHNER: 2

ETHHNRBETUMMESZH (0 IAM AF, AFASAE ) B9 JSON R RREE A, XL R
EHERFMASAEMPRA TN BERRNTHBERE, ETHRNMTOERET HHRRE  FSH
(AM BFiERE) FNEATM EEARKE L BE X IAM IR,

B IAM ET S H0KRE | S USE R TFRELNRENTRUR R FRELEFENZHE. &
TEEETEONREHEETE , BN CERTEMMNAFSAE®, ETHAE JSON K E
RBmAERE , B5H (IAM BF1EE) 89 IAM JSON E# TR A,

TNB ETF S0 BERH AWS
EEE AWS TNB ET SN ERNRE , $53MH. AWS BENKNEEET 56 M EK RS
TNB AE AWS ETFRREVBEE

TRHETRRNER . &

EFRRNF M RHE AR JSON HR R, BT AR EMKNTHDIE AV A EERKA
Amazon S3 MR, EXRETFARNEROBSS , RS EER TUEACNREEBER
BB, XTI M IR R AR | 0 TE S E 3 ok T SO AT IR R AR LU R 1 4 et
THT. BUREETRAROERPIEE T, FRATHLAEKS. AF. A6, BAARHAWS

e

ESABK/,ERE , SRLCHEANKS SHEMKS P IAM KEEENE T RRN RPN ER, F
BKFEAANBETRENREARBIUGEXRRIEN —¥ME, HERANRFRLTAEMERN
AWS IKF , AIEIKF R EY IAM EEE R ESAEEEARE (AFRAR ) RTFBRERHNR, tb{]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BEFETSMNRBHIMBIKNEUR TR, ER , RETHRVKBEDE —NKS R EERT
WERR , WFREZINNETESHNRE. BEXESER , 558 (IAM AFERE) P/ 1AM B
5 K P R 7 1]

AWS TNBHIBUR1T3h
TRERIZE 2

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, AREMAAZRHETHIT,

JSON REEHY Action TEMRAA THERKP AVRIEL B RINRE, RBREEESXEKN AWS
APl BERE. B—EHINER , HlIRBITE API BENNBRNR R1E, & -LREFTEETRK
RRATSNMEE. XLEMIRER I ERERE.

R B EREUR FHATREIBEN IR,

EEE AWS TNB 2EFIR , FSH (RESTENSE) H8 T AWS elco Network Builder E Y B¢
1E

AWS TNB Y REGIREERFRIERANTRIR :

tnb
EE2MEAPEESIRE , BEAESRENRT.
"Action": [
"tnb:CreateSolFunctionPackage",

"tnb:DeleteSolFunctionPackage"
]

BT LAERBES (*) BESMRE. FlIn , BIREURIE List FANFEERE , SFUTE
1E -

"Action": "tnb:List*"

EEE AWSTNB ETHMHHREEHNRH , 5S5H. AWS BEMNKZWERET 5 (01 REE R

AWS TNB HYBUR B R
XBRBEAR : =
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Resource JSON KRBT RIEEEQHNAREN —IMRZ MR, BAXNEE Resource
NotResource T, ENREXER , BEAHE Amazon BEEH (ARN ) BERR. W FXEHE
FRER (MR BRRENIR ) WIRE , BRI AT E,

XN TFAFRRENRAIRE (NS HRE ) |, BEABERS (¥ ) ENEANATHRRERR,

"Resource'": "*"

EEE AWSTNB RRERBE K EFIEK ARNs |, HSH (RFTENSE) HH T AWS elco Network
Builder E X RIR, BT RG] AERAMLRIEREESEIRN ARN |, i5ZE AWS Telco Network
Builder & L ViR 1E,

EEE AWS TNB EF S RMNERN RE , B3H. AWS BEMEERET 541 F 1 R4
AWS TNB WK BE &4 224A
TREETFRESWERRZMER 2

EE R WLAER AWS JSON REERIEEERRIBEMF L, 2R , BN EETUANT AR FERITER
1, UREMA ARG THIT,

f£ Condition Jt¥& ( = Condition R ) A , AL EBAERMNEZH. Condition TERTIE
W, BUMUEFERAZGZER (W, EFHNT ) BEHRER , UERBPNFESERPHE
T

MREE-—MEAIPEESZ D Condition THE , MEEA Condition TEFEESZNME , N AWS
EFAEHE AND BEIFH TN, IRENENMFHABREESME , NERABBORZER AWS WESF
o ERTIEDNMR B LIUR B BRISA.

EEESHN , ZUAUERSUFEE, S, REEFEA IAM AFEB4512 IAM PR, B 8E%
HETFHRRRNNER BXEZER , F2H (AM BFEE) 78 1AM ERTE  TENHZ,

AWS XEERFHEZANBETRSHFMHENH. BEEEME AWS 2/FHR , F5H IAM B
MTHNAWS £REH L TXEHR,

EEE AWS TNB RHFBHIIXK , BEH (RFENSE) F8 T AWS elco Network Builder B 54
EH. BETHBUAMERFZARNIREMNEIR , 1525 AWS Telco Network Builder =& X By {E.

EEE AWS TNB ETHBHHREH R , 55, AWS BHENEWERE T 5O KRG
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ACLs & AWS &

*# ACLs : &

REFIFIR (ACLs) 2HIPLEREA (KFKE, ARRA. ) BNBRER. ACLs SETHIRMHN
REERE , REEMITEM JSON KRB HEER.

ABAC # TNB AWS
X#F ABAC ( REEFHIIREL ) : 2

ETREMENILRES (ABAC ) B—RERDURE , ZRBETEMERELNR, EH AWS , XLE
HMRARE, BASUHIREMINE IAM K& (AFHAE® ) MFS AWS BiF, RIEKEMERZE
ABAC M%E—%. RERIT ABAC K , UEEHANIREE M= 05 R FIRRE TE A o R
(=

ABAC EREBKWIAEFIEERR , AERBERTSEIUNITR T A URHEF .

BEETHREEG R, BFEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys FUYRBERBHNZHETEZPFREFEER,

WRENBRSEN TEMERREBIEMBEX=AFMGR , X T RS , ZENR. NREMRESN
NTESRRREXISAMEX=1&RGRE , WZERNBD.

BEXABACHEZEE , B2R (IAM AFERE) RWEH ABAC BINUE YR, EEFIZE ABAC
SHRNHEE , B3R (AM AP EmR) PHEAETEMNIHRIMNRIZES] (ABAC) .

£ AWS TNB H £ A It B iE 35
X FFIRETAEIE - &

HREAIFHE SRR, HL AWS RS TRER. AXESER , SEWHLE AWS RS ERTIE
BHES |, 5 IAM AFERFHAWS S 5 IAM BEEANER.

MREEARAF B MREZANEMAEESR , Il AWS Management Console {8 F B 2 I B iIE B,
Blgn , HE AWS FRN RN E JEF (SSO) &E# TR R , ZEESBEHRIBIGFESR. KB
AFRSHREXEfs  RAEYNRAGKH , K4 tIB R EilE, BX{IRACGHNESESR , H5H
(AM A 1ER) RMAFTRE IAM A6 (24 E ).

IETIBAEA AWS CLI 5 AWS AP Fa1 12 IREHE R, RJE , S0 U6 A X LI BHE B 34T 15 9]
AWS, AWS BUEEHAERGIES , MAREARBLREA. BXEZEER , 55H IAM £
I B %2 £ XK
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TNB B BRSS £ & AWS IR

TE#ERBELE (FAS) 2

HEER IAM AR ABERNITREN AWS , BWUANERA. ERAELRSH , BUgSHMT—
MRIE , ARMBREEEMBRSHEHSE —MEE. FAS ERRAAZRANNRUK AWS RS @T
RS A HERBER. AWS RERBURFSKIIFTESHM AWS RS REFRXES BETRAIER
B, F2KH FAS BR, EXMERT , ELMEFRTIFHIURENRIR, BXAKH FAS HReTH
RS , BERER TR SE,

AWS TNB WIRF A&
XERSAE B

REACEH—WRSEE. RELEHITEREN IAM B, IAM EE R TLE IAM a2, &R
BREESAR, BXEZER , B2 (IAM BFER) PelE D AWS REZRNEN AR,

TNB By AWS [RSHEXAE
XEFERSHERAR &

BSHAXABR -SRI AXKN AWS BSBRSAR, RSEAUMARRERTRENEE, RS
MXASHIELN D AWS K/ |, HEARSHAE. IAM EERTUESETEEERSHEAXARS
YA BR

AWS BEMERERET 501K RH

RINBERT , BRFMNAGTNCIESRIER AWS TNB FiR. ftflttFTEFEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS APl #1715, ERFRAFNAERR
PATIRENIR , IAM EE G AR IAM Kk, EEAMBEANU@MARRM IAM K& , AR UK
AR,

BT RUNAERAXL RG] JSON REEXHEGIEET IAM HHNEE |, 56 (IAM AFiERE) P8
2 IAM KB (258 ) .

BEXRAWS TNB EXNHRENRFERE (REHEREHNAEN ) WIFEHAEER , 555 ( ARNs
EEWNSE) FM T AWS elco Network Builder BYi&/E. &R Z 4R,

A
- FREEERIERER
« 5/ AWS TNB 24l &
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AWS e85 P4 2 A58 il
- RS ABEKRE
- AAFEEMIIE SRR

REERIEREK

ETHENNERBRE T RARBUUEENKS I, HRZEMER AWS TNB BR, XLERETEE
SfF AWS IKFFERA. tIZREEET S HONREEN |, HEEUL T ERMEI

« JFHAER AWS RERMHAZR O RENRNR — BEFHOAFPMITERSER TR , #EANTS
FIRAGIRTRRHAWS RERKEE, SNEMRNRERITRA AWS IKF, FITZUIEET E LEXS
AN AWS ZEFRERBKRAE-DBINR,. BXESZERE , H2H (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK.

- BIAKENIR : £ IAM R ZENRER , HXRFRITESFAENNRE. Nk, BALENX
ERERHTIUNEBERFRINTWRE , tHMNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmE) T8 IAM PR FRR,

o {8 1AM KRR S — S REIH IR « 4477 LA ) 58 B 7 I S48 SR BR I X 2 4E R SR A 17 ) o
Bl |, AT LURE R4 RIEESAMER SSL EREFIEHER, NMERSBRERBEIBENSNE
FAEY | Ut BT BASE R R SR IR T30 IR SSHRAERY U7 (BRI BR AWS BRSS |, 30 AWS CloudFormation. &
XEZEER , EZ2H (IAM AF1ERE) P/ IAM JSON RETE | &,

- M IAM Access Analyzer BiEZH) IAM KB | UBFRN RN LM IhsEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LBERRBEAS IAM KEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEIW , URBEHER S BEEMREN
Kig, BXEZER , HZH (AM AFEM) FHFEHA IAM Access Analyzer BiE KB,

- FRZEHHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RE X
&M, EEEEA AP BENTE MFA |, B MFA R4RMEIEN RS, BXESELR , S
51 <IAM B $ER) HREA MFA R APl 5HE,

BX IAM HHREIRNESELR , H2H (IAM AFER) #1 IAM AR £ HEXEK,

£/ AWS TNB #4148

Ei @ AWS Telco Network Builder ##1& , AT E —ARIENR, XLERBRAMAFERYIHME
EBXEAWS IKF B AWS TNB BRHIFMAEE, MR EEMLENRENBENENET G
KB, I THMT ZRBEWEE (ARFHAR) , BH ST EEMBIEEZT.

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API RVEM TE RV IRAE,
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AWS SBIER % B AP i
AR S5 A & 3R BE 745

EREEBR , BIEHEE AWS TNB BRI EMBRSERE N CIRNERR, BATE IAM RSAG
MEINZERIME P | AR AWS TNB RGN ML EHEE R TR,

IAM RS At i AWS TNB REREFAER , UEZFHLMEBEHNE, MREBEERSAHE
AWS TNB FERZABNWEIL,

IBELAMER IAM RS IZRSAERENRER, AXUBBSACHNESER  F5H IAM AFE
MHHNAEAELE AWS RSZEIRNR.

AWS TNB RS A&

ERTFEAMRBNRE , B LERNEER 012 AWS TNB RS A GHIZEMHLS AWS TNB, LA

& 23 AWS TNB A EH MRS , 0 Amazon Elastic Kubernetes Ser AWS CloudFormation vice
Amazon Kubernetes Service , N R M KB EFTENEMIZRE , HIRE NSD RHE X EE ML I
B,

EINEEN AWS TNB REARFERAUT IAM ANEERE, F4H8/DEREONEBEA | &id
£, AWS TNB AJBEL KM , BN “HRIMIE4” iR |, o3& RIMEH KIS B RH F IR,

LTRBETRT TAWS NB lREHAEKRE

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sts:GetCallerIdentity"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "AssumeRole"
I
{
"Action": [
"tnb:*"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TNBPolicy"
I
{
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"Action": [
"iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",

iam:DeleteInstanceProfile",

iam:GetInstanceProfile",

iam:RemoveRoleFromInstanceProfile",

iam:TagInstanceProfile",
"iam:UntagInstanceProfile"
1,

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

I

"Action": [
"iam:CreateServicelinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateLaunchTemplate",
"ec2:CreateLaunchTemplateVersion",
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"ec2

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
:DeleteVpc",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

CreateSecurityGroup",
DeletelLaunchTemplateVersions",
DescribelLaunchTemplates",
DescribelaunchTemplateVersions",
DeleteLaunchTemplate",
DeleteSecurityGroup",
DescribeSecurityGroups",
DescribeTags",
GetLaunchTemplateData",
RevokeSecurityGroupEgress",
RevokeSecurityGroupIngress",
RunInstances",
AssociateRouteTable",
AttachInternetGateway",
CreateInternetGateway",
CreateNetworkInterface",
CreateRoute",
CreateRouteTable",
CreateSubnet",

CreateTags",

CreateVpc",
DeleteInternetGateway",
DeleteNetworkInterface",
DeleteRoute",
DeleteRouteTable",
DeleteSubnet",

DeleteTags",

DetachNetworkInterface",
DescribeInstances"”,
DescribeInternetGateways",
DescribeKeyPairs",
DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeSecurityGroupRules",
DescribeSubnets",
DescribeVpcs",
DetachInternetGateway",
DisassociateRouteTable",
ModifySecurityGroupRules",
ModifySubnetAttribute",
ModifyVpcAttribute",
AllocateAddress",
AssignIpv6Addresses",
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ec2:AssociateAddress",
"ec2:AssociateNatGatewayAddress",
ec2:AssociateVpcCidrBlock",
"ec2:CreateEgressOnlyInternetGateway",
ec2:CreateNatGateway",
"ec2:DeleteEgressOnlyInternetGateway",
ec2:DeleteNatGateway",
"ec2:DescribeAddresses",
ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeNatGateways",
ec2:DisassociateAddress",
"ec2:DisassociateNatGatewayAddress",
ec2:DisassociateVpcCidrBlock",
"ec2:ReleaseAddress",
ec2:UnassignIpv6Addresses”,
"ec2:DescribelImages",
"eks:CreateCluster",

"eks:ListClusters",
"eks:RegisterCluster",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"iam:PassRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessComputePerms"
1,
{

"Action": [

"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsForProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
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"s3:GetBucketAcl",
"s3:GetObject",

"eks:

"eks:

"eks:

"eks:

eks:
"eks:
eks:

eks:
"eks:
eks:

eks:
"eks:
eks:

eks:
"eks:
eks:

eks:
"eks:

DescribeNodegroup",
DeleteNodegroup",
AssociateIdentityProviderConfig",
CreateNodegroup",
DeleteCluster",
DeregisterCluster",
UpdateAddon",
UpdateClusterVersion",
UpdateNodegroupConfig",
UpdateNodegroupVersion",
DescribeUpdate",
UntagResource",
DescribeCluster",
ListNodegroups",
CreateAddon",
DeleteAddon",
DescribeAddon",
DescribeAddonVersions",

"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:UpdateStack",

"cloudformation:
"ssm:

"ssm:

"ssm:

]I

ssm:

ssm:
"ssm:
ssm:

PutParameter",
GetParameters",
GetParameter",
DeleteParameter",
AddTagsToResource",
ListTagsForResource",
RemoveTagsFromResource"

"Resource": [

"arn:

"arn:

"arn:

"arn:

arn:

arn:

arn:

arn:

aws:events:*:*:rule/tnb*",
aws:codebuild:*:*:project/tnb*",
aws:logs:*:*:log-group:/aws/tnb*",
aws:s3:::tnb*",
aws:eks:*:*:addon/tnb*/*/*",
aws:eks:*:*:cluster/tnb*",
aws:eks:*:*:nodegroup/tnb*/tnb*/*",
aws:cloudformation:*:*:stack/tnb*",

UpdateTerminationProtection",
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"arn:aws:ssm:*:*:parameter/tnb/*"

1,

"Effect": "Allow",

"Sid": "TNBAccessInfraResourcePerms"

},
{

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [

"cloudformation:GetTemplateSummary"

1,

"Resource": "*"

},
{

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [

"ssm:GetParameters"

1,

"Resource": [
"arn:aws:ssm:*::parameter/aws/service/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"

]

I
{

"Action": [
"tag:GetResources"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TaggingPolicy"

I
{

"Action": [
"outposts:GetOutpost"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "OutpostPolicy"

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "eks.amazonaws.com"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
"Service": "tnb.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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AWS T 5 EKS 8 H TNB RS A€

HIRIE NSD H 812 Amazon EKS BiRAET , BMEERM cluster_role BHREEFNEAHBNAERXK
BIZEER Amazon EKS £,

LT RBIERT —NA Amazon EKS 8K 422 AWS TNB fRE A 2K AWS CloudFormation &
o

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyAzrns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

BXFEH AWS CloudFormation XK IAM BEHNEZE L |, HSEAWS CloudFormation AF 18
MHHLTEHS

« AWS::IAM::Role
o EFHERER

AWS I 3k EKS 17 Q4R TNB RSB &

MR NSD H42 Amazon EKS T S A RRAET , BEERM node_role BUEFRIEEFEABN A
&R ZEBR Amazon EKS T 54,

LTFRBIERTH Amazon EKS T 24 KB 0] AWS TNB RS A &K AWS CloudFormation &R,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
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TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"
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B4 {EH AWS CloudFormation X IAM BEHNEZEE |, FSHEAWS CloudFormation 18
EHHTEHS -

« AWS::IAM::Role
o EIFHRER

AWS Multus ¥ TNB R A&

MIRIE NSD 82 Amazon EKS &R H %2 Multus /ERN SPBIEIRM — S0 HTEE , HIERM
multus_role BM LB ESFE AN AEREE Multus,

LUTFREERTH Multus KE&0I22 AWS TNB RS A8 AWS CloudFormation 4R,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
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- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreateLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"
Resource: "*"

EXFEH AWS CloudFormation R IAM BEHNEZE L |, HSHEAWS CloudFormation AF 18
MEHHLTEHS

« AWS::IAM::Role
o EFRMERER

AWS £ FHEH RN TNB RS AR

L REy NSD ZMAELAER LS BRENN | £EE— RS AERATERNT GBS
BRI,

® Note
S8R9 4 o I HREE S SR B B B T8 £ a2 S AT IRAE.

UTRBIERT —MNREGEHESHRERE0ZE AWS TNB RSB &8 AWS CloudFormation 14k,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
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RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

BXfEH AWS CloudFormation #ix# IAM AN EZEE |, IS FEAWS CloudFormation B F 18
ERHUTEHS -

« AWS::IAM::Role
o EFHRER

ARUHFEFMIE SR

ZORBIUER T BRI EE |, BLARYE IAM AP BRI EAS SO NERNEE R, R
DIEEEFE LR AWS CLI X AWS API SU4RE 5 TR LR ER AR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"

HERR AWS Telco Network Builder &4

FERAUTEERSHELHIISEREEA AWS TNB M IAM B AT RE 8 SR E N B &,

£5

« REIE AWS TNB FHITIEIRIE

- REBIT iam : PassRole

« BEAFRUANA AWS IKF HRIEKE AWS TNB &R

RILNE AWS TNB i T8 /E
MRBREEIRIETR | ERETIUATEANRE | WATEFTEB LA T RITZIRE,

X mateojackson IAM AP ZHERARFAEERTXEM my-example-widget BRHNFHAEFE ,
BFRHEEM tnb:GetWidget IR , 2K EUT REI4EEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHBERT , Mateo HISRBEAMEF AR FHMER tnb: GetWidget BIETEIR my-example-widget
TR

MREFEHDY , BTHRRAEN AWS EER, ENEERARRHEFREILEN A,

HEHB e



AWS 15 ML AR RAriEmE

KL AT iam : PassRole

MREBWHEIREE , BRRETRIMITiam: PassRoleBE , M AMEHEH R U R T LA EAE
#4 AWS TNB,

BE AWS S AT ERIEAGKZEAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MEBF A ELETRSINR.

HE N marymajor Y IAM AP =R EAES A E AWS TNB F#ITHRIERN , 2R ELT RAIEIR.
BR , BRELAERRSACHRTFHINRT AIHTIEE. Mary FTEERARELEIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KB I1T iam: PassRole #&1E,
MBBEERE  BHERAEHNAWS BEER, ENEERRREBEZEILIN A,
BREATEUANA AWS 1K 77EIFKH AWS TNB &R

EALBEB—NEE | SUEE I th iy S AL A B T A XA R R AR, A
PISEREBER  TURABE, WTFXRETERNERRTEZHFIE (ACLs) WIRS , FAT L
155 PR 53¢ L6 S W 1 A48 F 15 1R S0 A TR O AUR

ETREZEERE , BSANUTRE

« BT AWS TNB BEXFIXLEINEE , HSHAWS TNB a5 IAM &1,

« ETHRIMIEMNERENGERENIFENE AWS IKF |, F2E 1AM AP EER M EEEEaE AWS
K 5 —1 IAM B PR R AR,

« ETHRNMAME=HRAFENZRNIFRIE AWS IKF | ESE IAM AFREETWNEE =52
BiARBR. AWS K

- ETHIMIBEN BMRBRERITREHFENER , HSH (IAM BFREE) WAL SIS HEIEN
AP ( BHRBRERIE ) BT EINR,

- ETHREAACNETRARNRBETEKSHRZENES , HS5H (AM AFER) B8 1AM
P B S K = B R 15 ]
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ETHREERTRESHITNNER , BZHAWS RS “BaM It XX OoEE"" , RFERERN
BHESMITR. AWS RS AXx—KREE , BSHAWS SMITHAWS,

BALERTRE=FFITRE AWS Artifact. EXEZFELE , BSEFH THIRS" FH * AWS
Artifact.

IBEMER AWS RS R EAREBR T ENBEN RN, RATNEN B RUKREREENE
Mo AWS R T U T RRRFBHRIA S

- Security Compliance & Governance : iIX&RAREBIEBITIC TRUERER , ARH THER
2HMEAEIEN SR,

- fF& HIPAA ZERHEESE : JIHAS HIPAA EXRMIRS . HIEFTE AWS IRFE ABRFS HIPAA
A

« AWS EMFEIRAWS — tk TEFNIEEE R REE A TEMENTLMAMEBX,

- AWS BEFEHERM —NERAETHITEHREREN, XEERELETRFVRESE , AWS RS
AN EERHIBESMER ( BREZEEFRRASEARHARRE (NIST), INFTLZEFEEZERR
(PCI) FIERRFF AL (1SO) ) B2 124,

« EAAWS Config FF & A & I5FE AN T4 %R — % AWS Config RS I LN R REERE S K
BELRENIRE, TLIESHHMEM,

« AWS Security Hub— X AWS frSs ATLA2E T #BEN R 2R AWS, Security Hub B 24125
BT EEN AWS BRAREHREBFELZETUIVENRESRE., BXIIHFRSREHBEN
BI&K , HS 1Y Security Hub ##|iEHES £,

« Amazon GuardDuty — BB MIEEN AWS IkFINER R EFEARMBEED , Kk AWS IRF
BNEHNITEAR., RRNIBEDGHNEBERM. GuardDuty BIHEEREESHMERNAENAR
KNER , JUBSHEHEERHEMNEER , il PCIDSS.

« AWS Audit Manager— X AWS RS AT AR BRI T It AWS FEAER , NTE{LXREEE R
M EAMTAFRERSH M,

AWS TNB #FHyz 4

AWS £IRER 2R S5 AWS Xif aTAXMWEN. AWS XiF RESAMNERENREENTAX ,
XETMAXBIRER, SFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIM A BMEBRNBARFNEEE, SEENENS SN EEROEMSEWIELE , T
XEEESHNTAY, REMENATT B,
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BXAWS X M AXNESER , FSHAWS 2 IREM R,

AWS TNB {2k EFH AWS XEHEMILB R (VPC) Y EKS S5 LE1TRRIREIRS .

AWS TNB FREfREL %

ER—HEERS , AWS Telco Network Builder ZF| AWS £IKNEZ L LMK . HX AWS Z2 R
SR IME AWS RIPFEMIZENEES , BSHAWS =% 4, EFAEMIERELZ SN RERRFRIZIT
&K AWS 38 | ES I S AWS ecurity Pillar Well-Architected Fram ework 5 B9 E4H1% fEAR T o

IERLAER AWS EXRRY APl A FBE MR AWS TNB, BFRAMAZIFUATAR !

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERE (PFS) WHEIBEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

o, HAERFRIZEE ID M5 IAM EAEXBKAORZRG B BARTBERHJTZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITERH#ITESE,

THR-EREHERH

- AWS fiRI ¥ AWS TNB WA H |, B1E .
o THERH ( tBFRHA Worker )
- NEBEIERE
- WEBAHZ R MBEE
- TAWS NB R AERFHEED (API)
- AWS H#FF REH (SDK)
- BERERPBECXY AWS RIFEM TEAREARHRINR , 25 (BFET )
- IAM A, 4E, BefER
- AT776# TNB BUER S3 771 AWS
- Hfth AWS RS FEARZFET AWS TNB B & H M 4E BR 55 1Y &R IR
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/A Important
BATRRMERE TR, &R T AE R RS @ AWS TNB B E /Y4 RS

MEEERERE

8@ AWS TNB BLERY W B BRSS L T &k AWS XKENEMME R (VPC) AN ITHEEA LiE
7. VPC B AWS ZHHEMME , ERTEAH AL EREEMEN, NEITTEXSzBENE
5 VPCs RIFHE AWS AR , T2BYEERMEH, —ERBRSBEESELERMATHLI M
#, EX AWS TNB N EE—XEETHREEF RENNERSHER— VPC, B AWS TNB A
TREFEENMERSER— VPC REATEITERXA

BHIME RS FFimS AWS TNB IR E RS 2 AN EEELERMEZH. AWS TNB FEEXL
T, BAORRFENEFIRERE,

&IET AWS Management Console, AWS Command Line Interface (AWS CLI) AWS H1 TNB ByiE$#
AWS SDKstE 1%,

IMDS hix 2~

AWS TNB % #7326 T BB BRSARAS 2 IMDSV2) ( —HERSEN A ) L4, IMDSv2 21
tb, EEMZEM IMDSV1, BXEZELR |, FSRBEX Ama EC2 zon =4It HiERS #1858 | 3
—SIBeRE X T BBA At R ERIEF SSRF @R &Y A1 o

BEhEflRt , BBEER IMDSV2, BEXEZEL IMDSV2 , 55 (Amazon EC2 AAF#ER) IMDSv2
B R,
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5 AWS TNB

YRR 4 AWS TNB fMEM AWS SRS RN TSEM, TTAMNMENEZEARED. AWS AWS
CloudTrail 2% AWS TNB , EHIM AR HITIHRE , AEELSN B XEITH,

CloudTrail B FHFRAE XK ITHW TN #FMES AWS APls, B LUXLERAREN AEXEER®E
Amazon S3 #, BRI LAEFIX L CloudTrail BERBEKRIT 7 B/NEIE, PSR B BANER IP i,
WK IT 7T B AR ARIRIT T RIEEE,

CloudTrail BEBEH>x AWS TNB 9 API ##{EABAMELRE., et @8XkBIL L% EC2 FIL &%
EBS EiREZEA API RIENEE,

ER1Z %k AWS BERMKERKES APl HH AWS CloudTrail

AWS Telco Network Builder 5SAWS CloudTrail—IREZER , ZRSEREAF. ACRACFXEN
RER AWS IR iE%. CloudTrail ¥ AWS TNB WFFE APl HARRNEH. BRNAREERE
AWS TNB & & 1A AT T AWS NB APl R ENRKBREA. FERWERNEE CloudTrail , &7 LA
EM[ AWS TNB £ HHBIiER, ZAHBERMN IP ik, R HiEROTE AR EMiEFRAER,

BIMNEHHATRBEBESEXRERBFRNARER. BHEEABTEHEUTRE !

- BREFARAFEIEIERAFPEIEREN,

- BHREABNKE IAM Identity Center AF & H,

- BREREFEAACERKREAFNBNZLEIERHN,
- BREGHHEMAWS RFKH,

CloudTrail & IZ2IKF AWS K~ BRHFEENIK S P T5ESNRES , FEER LB 3115 CloudTrail
SEILIER. CloudTrail E4AFIEREMTHE 0 RFRXNEBEHNTEST, AER. T
THEFTEMNIER, AWS REBEXEZER , 5 (AWS CloudTrail AFER) 8 “EH
CloudTrail EH A £12F", BEEENALIERAF CloudTrail itBEIFE A

ERFEIEFK AWS K 32X 90 RAMEH | BRI RIS CloudTrailLake EHBIEEME,

CloudTrail &&

IRER A2 1F CloudTrail 3 B &34 & 2] Amazon S3 F#. FEASIEMNFTERE AWS
Management Console #2 % XEHH, S LUBEEA AWS CLISIE 8 Xigs % X RER, EiLE
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BSXERE , RAERTEREKS AWS X ':FE’JFEH‘}EidJ MRECEEXERE , NAKE
FREN AWS KEHIERNEH, BXRENESEE , 25 (AWS CloudTrail AFiERE) #F
Y9 S8 HY AWS TK P 632 BRER M N H R 62 IR Bxo

BEMERBER  SUERFEEHTHEERESHN — M EIREZ XS EM Amazon S3 1F4E1F |
{BE & UKHY Amazon S3 %t . CloudTrail 3 CloudTrail EMMHEZELE , HSHEAWS
CloudTrail E#to B Amazon S3 EMMHEE , S H Amazon S3 Eto

CloudTrail A EHHIEF#

CloudTrail LQ@ ak e AFEXNEHZTET SQL WEH, CloudTrail Lake HEF1TH JSON
BRI BB MR Apache ORC #3. ORC & —fhE JTIRER RBEH TR TN 76
B, BHHEREIEHBEFEET  ERETEEBINASIESHERSZEENZL4NTH
THEHES, NATEHSEEHNEESATERFBESESHEEFEHTHESR, BX

CloudTrail Lake BWEEZ{E 8 , i5SHAWS CloudTrail 8B F A AWS CloudTrail Lakes

CloudTrail HHEHHEEHENERASTERA, AESHBEEMN , BB ERTEHK
BE#OVEMET, EMETURE T BRNEEEHNREE  UREHBREEENRIANZEKRE
Hl, B> CloudTrail EMWEZEER , HSHEAWS CloudTrail EfTo

AWS TNB B4R

SHRRKRBEMRENEMNER , SEBRAFERD AP EE, RENBHNEE, ERSHBEFDH
{55, CloudTrail BEXHARAH AP HRANEFHERRE , ALEHT2REMBERT LI,

LTRRBIERT —ANERiZCreateSolFunctionPackagei®4E CloudTrail BIE4,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111222333444:10le/example",
"accountId": "111222333444",
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"userName": "example"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-02T01:42:39Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"

B CloudTrail FZEHNAMNEE |, 1555 (AWS CloudTrail BF 1)) T/ CloudTrail& &R E,

AWS TNB S EBF S

T IRER B S A MG 1R E H B R RET 3.

T&RIET TAWS NB HEES :

BEES
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SR

Applnstallation

AppUpdate

ClusterStorageClas
sConfiguration

FunctionDeletion
FunctionInstantiation
FunctionUninstallation
HookExecution

InfrastructureCanc
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-81A3E723
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-08069DBD
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-3328748B
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-C92FB107
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https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-hook-bash.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-hook-bash.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
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https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-lifecycle
https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-lifecycle
https://docs.aws.amazon.com/tnb/latest/ug/network-life-cycle.html
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkInstance.html
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https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-resource-import.html
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node_network_interfaces
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node_network_interfaces
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node_eks_access
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-placement-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
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https://docs.aws.amazon.com/tnb/latest/ug/nsd-template.html
https://docs.aws.amazon.com/tnb/latest/ug/nsd-template.html
https://docs.aws.amazon.com/tnb/latest/ug/node-vpc.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-vpc.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-vpc.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-internet-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-nat-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-nat-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-route.html
https://docs.aws.amazon.com/tnb/latest/ug/node-route.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/setting-up.html#endpoints
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
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