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. EEBEN
. FREBEN
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Gateway FA#RE, EELSUHKBERERET BRI FHEEM KK , AN NENNAREFRREX
HERABENREERE, BuLAEBRESIE 32 TiB WEFE@ES | HAARtNAREF RS 25N E M
7 iSCSI & %& ., MXFEAXLEEPPEIEFEMTE Amazon S3 F |, HNEEEEWHIEREER M
Storage Gateway HWEFM LZZ P XF@EH,
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FHENAR/NEERTUR 1GBE 16 TiB, HEMXNNER AR RKIEEN GB B, N TFHEERENE
ARMETAUZHRS 32 M. BH 512 TiB (0.5 PiB) A,

FREES  BUEREBED LA HEFSEME, THE , BOMENNARFZRNREEEEES S, R
B, EFREMTREREZSMNINEE , MHEIE L& Z) Amazon Web Services = , MTTSRIMAF
SRNEZFONRENERE, IREHFEFBERFELR , XIMERAFRRBRES , BNEFEEXNAR
BHEHTIRIER R HE AWSHLEF Z 4

TR T FHEENHERRL.

ESIZES API FRZA 2013-06-30 4


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html

AWS Storage Gateway BRXAFERE

Your Data Center

=
\\ |~} Amazon $3
‘3 Volume Gateway VM
§ <—iscsH >
T : é é

Snapshots
Application
Server Volume Upload

Client

IN|
TARGET
A

Storage  Buffer
Hypervisor

'. ..‘ \ Host / \ /
Users j ; ,
Storage Area Network,
Network Attached,
or Direct Attached Storage

EHFEHD O EN L RERHBUE Storage Gateway FHF18% (VM) f5 , BRI BIEMXEZ#ESE. REH
TR G B A it B E X774 (DAS) RFM XML (SAN) i, BUUNFRES S FERENE
FiaEF. BARABUUEXLEEFMEEEN ISCSI RZFLZEIGHNMARFRS . ZRNARRFMNE
MXEHSEEHRFEANRN , XEBFENENEIBUERHARE,

AT HERE LT Amazon S3 WEEE , MXEREABBEFRENN LEEFXNEFXEF, £
LURH7 M DAS 2 SAN HEZ BETEFEZE, BNMXBINENZEERTFRE (SSL) & , FE&
EMEEEHX EEEIFE Amazon Web Services ZHIZ{THY Storage Gateway IR . ZBRS5 BE /G 2L
& N 7447 Amazon S3 H,

BN FESHREERN , TEHRR, FMXFXLERRE Amazon EBS RREH X FMEE
Amazon S3 H, HEFMHRER , REN EXRBHBURREZ(CNBET 7M. QIEREE
MraFEREEAEREBLR , REEA Amazon EBS BIE#IIREB, SUURAMER — AR XE3
REBRVIAR . ENEIFREEEN S MREIATHA , EBNMBHBLATH IR TREUIERT —
RE MIERRIRE , ISMBRE M RBEHAEE KSR

MREEZMEHRIENZD , WAL Amazon EBS REBE R A AL FEE, A LUERIREE
A #F Amazon EBS B = , A FEKM BT Z# EC2324,

ESIZES API k78 2013-06-30 5



AWS Storage Gateway BRXAFERE

Al1 AWS Storage Gateway

A RMEAHA AWS, BEE— AWS IKSF e taEH AWS Storage Gateway, A LAfERAI
BAWS IKF , A LUEMFKS . B0 AWS KFHEZSE—NMNETEHAEN IAM AF , ZAFESH
17 Storage Gateway EFATENEENR. EEHENNRH A A LLi5[R Storage Gateway 2l &
Storage Gateway API , k1T XEE, BENLEFEF. MREREHIXEA Storage Gateway K
P, BRINBUEEFRE 28 , &F Supported AWS regions 1 Volume Gateway setup requirements

BB o

AT IEUTER , XEFTBREBRIFHFERH AWS Storage GatewayH I ELEE. .
FB

- #RES 0 AWS Storage Gateway- T @ 21 EM AWS FISIZE AWS k.,

- RIEEEEEANERN IAM B -7 #@IFA RSN AWS Kl 2 EGEENERN IAM B,

 IEfE1/[R] AWS Storage Gateway- 7 ##404f] AWS Storage Gateway BIY Storage Gateway 2§ & =
ERAURERX#ITIHF. AWS SDKs

- AWS [Xi3 % $F Storage Gateway- T f#i#1E Storage Gateway HEUE W o< s 0] LLfE F HRLE AWS X 15
FFEBIE.

k&S AWS Storage Gateway

AWS Tk 2ifE AWS BREHERER, BH AWS Ik 284EH AWS AP SIS AWS &R
WEARARSR. B AWS IKF 2 AWS BENEARZRLI R, BEKF,PAENTMAERETHES
ZKFWEENABFPER, EFHBER 2T AWS Storage Gateway , BEEFMH—1 AWS IKF.

WMRERE AWS IKF |, BRI TEZRKGIZE -1
EZEM AWS K

1. $TFhttps://portal.aws.amazon.com/billing/3E AR
2. ZEBE®LMHBARE,
EoEfMet | FEIEFIKRIERE , EREADFRERA —NRIEE,

HIEEME AWS IKF , RS BZAWS IKFRAF —1 RAFBERGRIZKS PHAE AWS
RS MAR. ENZEZEXEK , FARFPIEERHRMNER , A AR EARAFKNITEER
AP HRRRNES

kB S AWS Storage Gateway API 7 2013-06-30 6


https://docs.aws.amazon.com/storagegateway/latest/vgw/available-regions-intro.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/Requirements.html
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

AWS Storage Gateway BRXAFERE

BNERWEEREHAFEHRINERIGES AWS, ERMEIRIES , BT UERARS S HRIE
MEHRAE , 120 AWS IAM Identity Center. MIREN AR ELEERASHRERD , NAUFHEE
RESORIE—EER , URLERMAX AWS MK 3R U5 FIRRY S o

HEZEEEBERANEN IAM AF

B2 AWS Ik Jg , AU TS E R B2 8/Z AWS Identity and Access Management (IAM) AP |, &
BRZAFANEEEEENRNEA, BXRHEMZ AWS Identity and Access Management B 552 %l
Storage Gateway RIRIGRINRMNEZELR , IHSFAWS Storage Gateway B F 5 F 5[ EE,

ZOREERAL, , BREATEIZ—,

prik > B #Y s Bt mr L

MEE

REE

BHNE

ER

£ IAM £ AR A T ) BXHHA , BESHE (AWS EdE (AWS Command Line

Identity ~ AWS, IAM Identity Center AF°$§  Interface FIFF#§8) AWS

Center ) REA. IAM Identity Center s fii &

Z ERERERERR, AWS CLI ZF Al REEHE
BXBEXRNOES oy

(& BESE (IAM AP

W) Y B IAM P E

EREXEK,

FIAM  ERAKHEIERR =R (IAM AFER) =R (IAM BF1Em) BNE
B AWS, WEZATES2FREN IAM B IAM BPNiERIR |, BE
AP R B AT IR AE mIENTEM,

(F
R
)
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/A Warning

IAM AP ERKHEILE , XTREZEXK, ABPRBXMXE , BNBUNREXLERFR
HHITESHENNR , HETBEEXER R EBER.

IEfE 1518 AWS Storage Gateway

AT LA AWS Storage Gateway 2§ & RNITEFRREENEFFS , BREELBHRBERBR
Storage Gateway g% , 22, EEMPIRTRAXEHBMK , A1, EENPERTFES , URKE
Storage Gateway REHZENTENESITRRAIRS, ATHESH , RERERINAEH Storage
Gateway 2 %5 Web RERNITES . ATLUET Web X %2515 17 Storage Gateway %15 , Wit

A : https://console.aws.amazon.com/storagegateway/home/,

MBLFENRESE , M ALMER AWS Storage Gateway M AR FRHZED (AP)) Reo17#END
(CLI) ki EFEHE Storage Gateway ZBE I %R, HX Storage Gateway APl WiR{E., HIEREM
FIEBEMNEZE LR |, 3 Storage Gateway AP| Reference, 5 Storage Gateway CLI BN Z1{5
B, 55/ AWS CLI Command Reference,

B LAE R FT & 5 Storage Gateway XEM RN FAREF. AWS SDKs AWS SDKs @A F Java. .NET
M PHP B2 T JKZH Storage Gateway API , LAE{LIEHRIEES. BXTH SDK ENEER |, B
S8 AWS FFEA G F D

BXRENMWEE , HSH AWS Storage Gateway EHo

AWS [X15 & #F Storage Gateway

AWS XiF 2t E AWS EZNATRAXNYENE, TAKH—IMRZMEIT AWS HEREH LA
B, BNBEPLHEEARBIR. MENERE , L TAENREP, XEREEMNXBEYE L
AWS XiF #BR2 Ay , H B FTHMXE, XGRUAEED. REMEFEY , 2 U ER,
BRIEERTME A AWS RS IEEN S 4ITEE | BNEE —NXENEN R BETFEE T EMEMXE., 4l
#n , Amazon S3 ML Gk EC2 XIFBEXFEF. FLMRS ( AWS Identity and Access Management
flan ) ZRBEXEER. BUREBRLSERWB NS AWS BIR. Hli , BAgEHEF 3N Amazon
EC2 LR H AWS Storage Gateway & E AWS X5 ZERUM , AMEEBIAROMNAF |, HEH
BERER, BALAWS KPP REFE RS XML XS AT EER,

. EREMR-BRIEFN AWS XigH ] FF Storage Gateway HJ AWS JRELIwT 25K |, S+
IAWS Storage Gateway AL in i S ME#, AWS —fik5ZE
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- Storage Gateway B IR ZF—BXBEHRZAUFEANEZIF AWS XiF , FSH P MAWS Storage
Gateway B 1E& XiEH., AWS — S %E
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RESMRHYER

RIS HRN , ENFAMERESESHEATER,
2

. BHEAFEER

. AATBXEER

. BEBHEERFNINER

. BRI iSCS| BHESF

EF M7 R

AT NEANMANHREFEGFENREER , AR AMEF#EIENZ/ P EETRE,
HNEHFER VMs

EEEMKE , BLAARBEMNKELDNEMEHEBIEUATHROER

« DL VM AN E L E R,
« NTFEMX , EHBEARER L THEN RAM :
- WFEEFEXDNTES 16 TiIB HIMx , E 16 GiB #5 RAM
- XFEFEKRNPMN16TIB E 32TiB HIMx , E 32 GiB ¥ RAM
- FEEFEKR/NN32TIB E 64 TiB HIMx , M 48 GiB ¥ RAM
-+ 80 GiB #W&E =M , AT ZEEUNRENREHIE.

BXEZER  F5H LMK MEE, BXBAMMZMMRX VM WIEEENESR , ESH AWS

Storage Gateway Ei &,

Amazon EC2 SEfIKRBNESR

FELE#HEMITTE S (Amazon EC2) LEEM AT , SEHIRNBAED N x large T eEEMKIEFEIE

7. BR , ¥ TIHERICEXFRS , KDBAEDA 2xlarge.

B MR ER
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® Note

Storage Gateway AMI R 5 Intel 5 AMD 2 EBESHE T x86 MRk E. TXEEH
Graviton & B2 E T ARM HIEHI,

¥tF Volu me Gat , &8 Amazon EC2 EH|MBFEIT XA TRARNEFRK N EUATHEN
RAM :

« WFEEFXNDNTES 16 TiIB HIMXx , E 16 GiB #Y RAM
s FEFEKRNPMN16TIB E 32TiB HIMx , E 32 GiB ¥ RAM
« FEFEKR/NPNRN32TIB £ 64 TiB BIMx , i 48 GiB ¥ RAM

R BRI MR RN U FRPI%E L —,
HERTEES

- BRABEXHIRS -m4, m5H m6 KAEIZE,

o TEMRICERKRBIRS —c4. b, c6 T c7 KPIKE, £#F 2xlarge KA R PHERBI KN, BUAR
FREN RAM EK,

o WIFRICEKBIRS| —r3, r5, 6 5 r7 KA,

« FRERACEXOIRT] —i3, 4 57 KHIKE,

FREFEXR
BT VM # 80 GiB B ZESN , BEREN MK R AR RA.
TRAFBEQMARE T AU TR,

RIRRE Z%7 (&) &7 (&K EEEHX EEEHX H At 4 FE R A
18) {g) (&/IME) (BKE) M B 2
REBMX 150 GiB 64 TiB 150 GiB 2TiB —
FEEM X — — 150 GiB 2TiB — =2,
AT E#S
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® Note

BULNEEN LEEARKEE - M HENMTESRATENA B
BIMEMRAMMNEFHLAZFXE |, FHAEEN ( EUHEERZEFH Amazon EC2 3Kf) ) &
DIEFMHE, MR CHHESBENEFRNLEEAX , BOEXIBHELIK D,

BEXxMAREFHEE , HSHEAWS Storage Gateway EL#l,

P 4% R By K 35 F 3R

BHMRFTEZEEN Internet, ML, HE MRS (DNS) BRS5aR. A, BERFNHEAN, &T
XA, BEURIAEXAMEBRONEE , HTHROARTREUAFESR K EMEEBARRETIE R,

(@ Note

EREERT , BOLLE Amazon LEBE Storage Gateway , EC2 & FEHHMARANIE

(BEEM ) , HMELZ2REAMRE AWS IP #itBE, FXEERT , % AWS IP BEE
RETE , BRMXAELBEIRSEZRE, ZFEEZMEHAMN AWS IP thiSEEE M T &3
SEMH AWS X # Amazon RS F&EH. BXHE IPSEEE , B2H (AWS — 5 E)

Ry AWS IP b 3iESB .

(® Note

METREREAMR LEMTHNBEEMR. KB TR, HENEHRFNXELEE
100Mbps. EHBFEEHENIRESIBENITEASEMENTRT. EELEERT , £askEs
£ 5% 28 Storage Gateway EC2 =K fif f H b R 2B

£l

- IHOER

« Storage Gateway TE4Fi% % B W 4% M BH X & B R

o AVFIE L A IE R B A ERH# 1T AWS Storage Gateway 1 (8]
- AIEH Amazon EC2 MKl ER £ A

P L& TR K EE R API R4 2013-06-30 12
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i 1 E K

T@@ eway Volume Gateway B3R 4%

OB EHMNELRE , FREKDEBENET. FAEMX

HEERLROD , MEMKONNATRERE , fIIEES VPC Kk [T,

K O EsR

W £& JT From
=

Web 3 88
% Web i

17
I,

BAY I

Storage TCP
Gateway HTTP
VM

80

Ak H vh W &x

v v v (AT:S: 1

REH
SRIREY
Storage
Gateway
BUEE
o X
e Or
Storage
Gateway
REH
] 15 A

U O
80, Storag
e
Gateway
VM R
EZRA
NIFH
] i H
80, U
A 80 Fir
7] % 1l
BURT

P 4% B
B,

ROZR
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R 45 7T
E

Web 33
ik

DNS

From

Storage
Gateway
VM

Storage
Gateway
VM

BAY

AWS

HA
RS
(DNS)
i

X

TCP
HTTPS

TCP #
UDP
DNS

443

53

=

RIEMN
Storage
Gateway
Bz
Hil & B
SERIS

, UM
HiE
Elz=
=ik
HLLAI
BEB 15
EIZES
My im0
80,

AWS &
25l
a (mr
BHM
B’1E)

AT
Storage
Gateway
RE#L4L
5 DNS
AR 5525
Z By
BE
LAs# #
IP &

ROZR
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M £& 7T From B &Y
E

NTP Storage MR
Gateway [H MY

VM (NTP)
R 5525

TCP A 123 v
UDP
NTP

Hes  #® &

v v R R

SAT

5 RE #£L
MBS (Al
x4
Bt [ 2]
%, Storage
Gateway
VM i
B E
AR
NTP AR
&

* 0.amazon.
pool.ntp.
org

* 1.amazon.
pool.ntp.
org

e 2.amazon.
pool.ntp.
org

« 3.amazon.
pool.ntp.
org

(® Note

Amazon

I X b

ROER
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M £& 7T From BEY I3 7 1| N b WE &
=

W& AMNIAS

EC2
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M £& 7T From
=

Storage  Storage

Gateway Gateway

VM

Storage  Storage
Gateway Gateway
VM

Amazon Storage
CloudFror Gateway
t VM

AWS

AWS

TCP
HTTPS

TCP
HTTPS

22

443

443

=

XE A
i ]
Nl
3% 1A
#5 By I8
i R
< (6] &
o BT
=
Lm0
B3R
AP S
WIEE
B

B 7EH
1TIE &
HEE R
EEm
. &
K
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IES
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Ui S o

B
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R 45 7T
E

VPC

VPC

VPC

From

Storage
Gateway
VM

Storage
Gateway
VM

Storage
Gateway
VM

X

TCP
HTTPS

TCP
HTTPS

TCP
HTTPS

i O A¥h
443 v
1026

1027

Hes 4B
v v*
v v*
v v

=

B

#a

*RIERE
A VPC
KimT
J=L:ip>

T
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MRIERE
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KimTr
J={: P

ERE
% mE
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BOE )

MRERE
A VPC
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R 45 7T
E

VPC

VPC

VPC

From

Storage
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VM

Storage
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VM

Storage
Gateway
VM

X

TCP
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TCP
HTTPS
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M £& 7T From BEY I3 7 1| N b WE &
=

VPC Storage AWS TCP 443 v v v* EEER
Gateway HTTPS &

VM
*NAE(E
A VPC
KTy
J=t:i P

iSCSI iSCSI Storage TCP 3260 v v v k7 b
EFuw  BFWw  Gateway REE
VM EEIM
YN
FF 8y
iISCSI
B %o

TEERTEAXH Volume Gatewa y ZREM ML HE,
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4 A - 2

TCP 80 (HTTP - activation)

D _________________ TCP 443 (HTTPS)

Web Browser AWS
Management Console

TCP 443 (HTTPS - data and control)
Tape Gatewa
TCP3260 (iSCS) B v | _ ToP22(supportchemne)
-OR -- Storage Gateway
Volume Gateway \ Service /
iSCSI
Initiator
o
TCP 443 (HTTPS - activation)
./
A
TCP/UDP 53 (DNS) | UDP 123 (NTP) Amazon
: CloudFront
|
|
DNS Server ! NTP Server
|
|

-

Storage Gateway 4% & YW EFBH X EER

F Storage Gateway BH R R EHEEUTNEZRS -

* Internet (A - B RS 2R LN EMMEREOZIE Internet B K A MM EIERE,
- DNS % - A TEH4IRE M DNS iRF 28 2B MBS DNS BRS.

- WEEL - XA B EER Amazon NTP B[ RS

 IP tthiit-2ELR) DHCP IPv4 i s EgStbit, B EES B IPV6 Hbilt,

Dell PowerEdge R640fRFZ2BMEEBEEMNENEHRD. NEEE (EXNRFH[EE ) , XLHOM
TAR :

1. iDRAC

2. eml

3. em2

4. em3
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5. em4

B L E A iDRAC is OHTIERRSEEIE,

8080
. "”.TP —> 443 * aws-gw.<region>.amazonaws.com
(activation only) HTTPS s3.<region>.amazonaws.com/s3.amazonaws.com

22
_SSH_) 54201223107

O
?I

123 *
— —3% *.amazon.pool.ntp.or
UDP/NTP P p-org

— —=
Corporate Network

Storage Gateway 53
Hardware Appliance — s DNS server(s)

BHRBEFEUAT RO ERIZET,

i % A JFmE KR B #x I fsE A

SSH 22 ik W% 54.201.22 XEFRE
3.107

DNS 53 vk BHiRE DNS k%528 AR

UDP/NTP 123 H vk BHiRE *  amazon. NEIEEZ
pool.ntp.
org

HTTPS 443 vk B * _amazona BiEE
wS.com

HTTP 8080 N AWS BHiRE BUE (X

et )

BERRITNANET , B RZFFETEA RSN X EFRE

- EREGERHEPREMAERNIMNSEED,
- BREMNEEOBLCTHE-FRE,
« NPRAE R PR O R AT LB A 5 L Y i RS HE s T R AR BR .
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c REED—AWMEBZOLUXZFEHRE, BXESEE , B2 REEHREMNEZ SR,

® Note
BEXETRSBETEAREKONER , BSANEZEBEHRE

B —M&#E O (NIC) LA IP tbit ( TIRRATRXEREN ) YA TRE—FMF, TEERT
SpWAE
@;Ie subnet \
.I
HostIP
(Configure on Hardware Appliance Console)

Lil

Service IP
Wﬁgure on Gateway Local Service Consoy

BREENEBRH RBENEZER , BSHFE A Storage Gateway B 1R,
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SV IBIS By K 35 M 3% B 853 1T AWS Storage Gateway /]

BHMXFZRRUTRSLIET RIS 2BE AWS, 20R A By K 5% 5EE B 85 5K 7 12 5 PR &I W 4%
ME , WAME B K IEMEEHESRAARFXERS KRS AWSH 1T HIEEE

(@ Note

WMRIEHA Storage Gateway ELEFLAHE VPC KinT RUATEENEHEE AWS |, NEHMX
ZEEVPRLOEEERM, BXREZELR , S Virtual Private Cloud A BUEM X,

/A Important
REMXE AWS X3 , HRFLIRT RregionhEHRN EBH XEFHR S,

FrE M X B2 &I B8 #Z (anon-cp. client-cp, proxy-app) FMEIERE (dp-1) BEEEELUTRS IR .

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com:443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com: 443

HA APl EEEA LT RX RS RS

storagegateway.region.amazonaws.com: 443

AT REIREEAEE (BERM ) X (us-west-2) FHIMXRSF KR

storagegateway.us-west-2.amazonaws.com: 443

Storage Gateway VM BLE AEA LT NTP BRS 2R,

.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

NN R
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. FHEMX-ERETEFN AWS XiFH A HF Storage Gateway B AWS RS KT 2FIK |, HSHF
HIAWS Storage Gateway Lin T KR FBLEH. AWS —ixSE

- Storage Gateway BHRZF—BXAISEHRERSHERANXEF AWS XiF , i§ZHE Y Storage
Gateway BEHi1E% XiE., AWS — 5%

NIEH Amazon EC2 WX HIELE L £ 4
S 4 EBBIAM Amazon EC2 X SAINTR. ERERSEAN | BUEHTHUTRE -

- RRATNAFRBEINE Internet BIE AERE, ENRAFMNKXZLARNNIRFIEMXHITER. M
REFTEANIOIMNZZSANNEFERIIMK , RMNBWER A ¥R O 3260 &R T iSCS| E#)
MmO 80 (EA THUE) LAVESE,

« MREBMPRLZEH 25 Amazon EC2 EHBUEMX , BATFMZEND IP it E S iwA 80
HATHEAERE, NRETEREERIENN IP it , MATATFiwDO 80, BUEMX , RREETHH
sERxAEwH 80 LAYIEE,

- NEFEARA 22 XFF #HITHEGRN , T AFHR. BXESER , FSH R T BFITHR
EC2 MX k=,

ERELEERT , BRI LAEA Amazon EC2 RfIERN B3R ( BliEEEIZBEE Amazon EC2 LMK £
9 iSCSI B#5 ) o EXMEBERT , RITHNEHE—MIESHINTRNEE !

1. BNESMXERNZEAD R BHREFEH.
2. BNEEFENR , NMERHBFAISMXHITERE.
BXRENEHMXTFHRANRONESR , B3REO0ER,

EXENEERFMENER

BT LAIE A Y Storage Gateway ERNE I (VM) iR Y BEHIRRZ(T , oL AWS /R
Amazon EC2 £#liz1T,

(® Note

HHEHERNENEBERFRAN — A ZF0T , Storage Gateway #4545 R 1ZARAHY %
B}. BXIBFRERFAEEEFNIFHES , FSHRAFERN XY,

BEZR24A API R4 2013-06-30 25


https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html#sg-hardware-appliance
https://docs.aws.amazon.com/general/latest/gr/sg.html#sg-hardware-appliance

AWS Storage Gateway BRXAFERE

Storage Gateway X FU T EEREFRAMEMN :

« VMware ESXi EE\WEEBRERF (RA 7.0 2 8.0 ) - FLi&E , @FE—/ VMware vSphere &FF°
i RIEZEE E W

« Microsoft Hyper-V BE#EF ( lxZ 2012 R2, 2016, 2019 = 2022 ) - Hyper-V & 323t 3 MR A< 7]
M Microsoft TEiFDIRE. X FHIEE , BLFEZE Microsoft Windows & Fiwit E 4l L Microsoft
Hyper-V Manager = REXE 2 £ o

« BT Linux AIELAL (KVM) - BT FFRERLEAR, Linux 2.6.20 RESHRARHIIET
KVM, Storage Gateway @ MR , HZF CentOS/RHEL 7.7, Ubuntu 16.04 LTS 1 Ubuntu
18.04 LTS RITHRMI X #F. EMHEHAMIR Linux RITHRATEER N , BT RERIETIAES HRE. MREE
ZBHHZITT KYMIREH BECLAE KVM B THERE | BAITEWEALIET,

- IS EC2 3£f] — Storage Gateway Rt B &Mk VM UKL 5t REREK (AMI), REETE
Amazon L HEBXH., EEENEFTMRER EC2, HXUNAIE Amazon EEENXHEE EC2 ,
BZHANEBMXEE B ENX Amazon EC2 34,

- Storage Gateway E# %% - W TFTEEERELNEMEMILE , Storage Gateway H2fit 7 ¥)IEE
g R RER AR h BB IETN,

(@ Note
Storage Gateway 3z 35 MBI H 4t [ 5% BE #2141 AY 1R BR = 5 P& A 2 BV EE BA ML S 2 BY Amazon
EC2 AMI HiREM K, MREHM VM HIVEPE |, RS MR T EH BIE R E 211%™
Ko, BXEZEFEER , TR MNERWLEAXAPIRE.
Storage Gateway T X #EHH AN FHEL AFHIE,

R XFH iISCSI EAERF
BREFBREESMAN , THUER% L IR ISCSI 7S,

T ERERIX L iSCSI 1% , Storage Gateway X#FLL T iSCSI B EF :

« #%k Windows BRZ88 2022
* Red Hat Enterprise Linux 8

» Red Hat Enterprise Linux 9
« VMware ESX Initiator , ERME T EEN B IBRERSTHEABHFNERSL R VMs
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/A Important

Storage Gateway T X #k B Windows & FiwfY Microsoft Multipath 1/O (MPIO),
MR EHFEH Windows Server kKB EE (WSFC) W15 E , Storage Gateway X%
NENER—1EKE, BR , ER6EH WSFC , NIFEEF SN ENERZRE—NE (Hln

HEZIEFE NTFS/extd XHREK).
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£ Fl Storage Gateway EH#i%

(® Note

KiE FTHIBA - B 2025 F5 A 12 AiE , G BERM AWS Storage Gateway B#418%. FH
AWS Storage Gateway B4R ZHNIABR A A USEFERAHIREXE , BE 2028 F£5 A,
RNERER , BULIERZ AWS Storage Gateway FRFZ ARt M =im N AEF RN JLF L
BR Y =726 89 175 (R A PR o

Storage Gateway BEH R R —MYEFEMHIRE , EEATRIEMNRSHEEFTE T Storage Gateway
B, BATLAM AWS Storage Gateway B AW B4 EZ A TAEESISPHEF RS

BEHRFR— 1 SMEN 1U RS:H , EURERBAEEGHBER OB XERNRBVE, &
MEHBEEHIRER , BEIESTEMHRRSEMN AWS IKFXEB. BUERE  BHREaBIlER
HEPHNEFRFRERNE L, SAILLRBEARFEERN S3 XHMRK. FSx XHMXx, BiHMNxH
BMRRE, HTERFARE LHBXEMXRENIREREAF S LHEEMEE,

B X Storage Gateway B #ix % AILBUE M E AN X AWS X Xig5|&k , S FFH Storage
Gateway B IR & XIBAWS — RS %,

FEUUTLA o, AR BB < {A5) Storage Gateway B IR EZHITIRE, YIELTE, BH, BE.
BoE. B3, ERAFMIBRAY A,
£

 1RiE Storage Gateway ik &
- PEZEEHIRE

- BRIE#HRZEFS

- BEEHRZENESH

« BUE Storage Gateway ik %
- EEH#IRE LOIEMX

- EEHIRE LEEMX IP it

« NEHRZPBRMIERMY

« MIBR Storage Gateway B4k %
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AWS Storage Gateway BRXAFERE

R E Storage Gateway R R

@ Note

K1 EHIBA : B 2025 5 A 12 B , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BEHRBRWIABEF AIABREFEAHIREXRF , EF 2028 £5 A, £
RERFER , BELUERZ AWS Storage Gateway RS LE &89 28 3t M = i N A R2 7 i 1R) L
TR =FM#.

W F Storage Gateway Hardware Appliance & , &I LAERAEH R R R AREMSE , IRHE
RENRATELIEE AWS HEERZ., HESFENRESREIERFERAN AWS ik~ HEKEk,
BUEREE , BRI LAM Storage Gateway 2 #5830 S3 FSx XHMx, XHMK, BHMAXHEMN
Ko

ZENEERHIRE

1. PRZERE K AEBEFEENBEE, AXESZER  FSH YELRBEHERZ.

2. NEHREZ (EVIPv4 ) REBBRMPIARE 4 () ik, BXESELR , B0 REEHIREN
B Wo

3. HEFIEEN AWS KN ENE4RERRTE LBEEGRE, BXESER , BSH BT
Storage Gateway BH4i& & .

4. HEEHRZFBLUERX. RREZER , H5H QIEBMX,

EREHAIEE EIREM XIS N SEME Hyper-V VMware ESXi, ETF Linux AR M (KVM)
KU G FIREMXHNANMER. EC2

BnE A EF 7

LU LUSEARE LN T HAEEM 5 TB #BiNE 12 TB, XM LUREIER IH R P HIEREMETE AN
ZF AWS, MREBITHHE5TBES , NAABESWER/ 1.92 TB SSDs ( BIAERE ) M AE
& ZE 8 18 NZE] 12 TB,

KRG, BAILEREREAIRZ 28N SSD AMEBEHRE., MRECHEBRFRBAFEFREZ LN
ATAFMEEME 12 TB , HRITAT®RE -

1. FEARBEENH RE, AXRIMMARITIIRERNGEE , FEKR AWS Support,
2. ERBAMEAN 1.92 TB SSDs HERE.,
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W £& 32 O <%0

BEETHNIREZES , ©A[6EE A 10G-Base-T RJ45 441zl 10G DA/SFP+ M-,

« 10 G-Base-T M+EE :
. fE/ 10G Ky CAT6 8455, CAT5 (e) BT 1G W84
« 10G DA/SFP+ NIC B & :
- ERAKEK 5 KK Twinax AR EELLK
o BR/FERIRE SFP+ XFER (SR LR)
« AT 1 10G-Base-T #J SFP/SFP+ AT U % 8§ G-Base-T

YL R EHIR %

(® Note

K1 EHIBA : B 2025 5 A 12 B2 , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZNINEEZ - AT USEFERAHIREXFF , EF 2028 £5 A, 1
RERER , B LIERZ AWS Storage Gateway BRS 1E &89 25 3t F = 3 S A R2 7 15 1R J L
TR =176

BERZEF 1UAEAE  IREENSERBIZER 2 (IEC) FRAEMN 19 T HIRH,
FTRFM
BERFENEMREZ  FEUTEL

- BIRL%  BFEF-R , BUFEARR,

- XEFNMEMRE (BURTEARZPEIEHMEEZED R (NIC) ) » Twinax §Ait DAC., SFP+ X4
R (FRAEHIEER ) R SFP # Base-T AR LS.

- BANE RS, BE. WHRNER (KVM) TIRFRE R,

(® Note
ERITUTEF 28 , FRRIERE Storage Gateway FE4F1% % B9 W 4% 1 By A 15 25k AR #Y
Storage Gateway BHZ&WFIEER,
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VERFEMIRE

1.

FABEHREERE  HFERERIZSNRARE , BV R ELLZRRSH,

THERTHEARFNEE , HinQATEEZSRIR. LA, £/R3%, USB #&7M iDRAC,
%Eﬂ*ﬁ%ﬂ EE;‘J?‘E?%%%*TKE’JEE#u% Eo

. 2 T 4
iDRAC T em om Power Power
em1 em3 Connection 1 Connection 2

A M 45 M BRI BRI SR IRE —FHo

2. WEERANERNERERE, T UALE—NEREE , EBRINENUE EXHNEREZEKESRTT
Ro
3. FLLAMEBESIFEA eml im O LURHBATFEH Internet ERE, eml w0 25 SFHY MY M 4K i
ANE—N(MNEER ),
@ Note
B IRRE T VLAN A4, AT EZFEARRHRENIEOIRE N IEFR L VLAN i
H,
4. MEEMIERI[EALR,
5. BXZAIEIR LM Power (BR) IHHKRNRSI[EL , W TFEFTT
A ERIZHERENEFRZIER,
Power
button
A ERIZHERENEFRZER,
T—%
IR EHREZZE &
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mRIEFREEH S

(® Note

KIEEHIBA - B 2025 5 A 12 B , A BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZMNINEF - AIUSEFERAHIREXFE , EF 2028 £5 A, 1
RERER , B LIERZ AWS Storage Gateway RS LE & 19 28 3t F =3 S A R2 /7 15 1R J L 7
TR =176

FITREARBNERE , ERsGFL2EREMRBEFE, BHRIEFHERM T —IMEHAT AWS &8
BEEERARD, BENHAMESHNTHZZFRENASRE AWS,

EFAEFREEHS , BEIEEMANEK , AFEA Up. Down, Right M Left Arrow #i%
ETHNARERELBS, A Tab BUERELEINFEAGBITE, N TFRELEE , EAUFEH
Shift+Tab BERIAFEEB3, £/ Enter BUREFEER , B EERRE LR,

BXHRNEFRZFEF AN  FERRERE , RESRTNENEERARFKFIRERD , REETHE
mEEE A

REEE R ZHD
ERRELHNEZEZEBRRL , PUTUTRE

a. XF SetPassword (iR E#B) , WMAZ , ARSI Down arrow.
b. XtF Confirm (#1A) , EFMAZE , AKF%EE Save Password (R7FHE),

BREFZBE , SERE4EHEET., TS Reml, em2. em3 Ml emd MEFEOMWNKES , HE
BLUTHEHRER :

- BEEML

- RS EHE
- EREB

- EH

- X EFESE

T—s%
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BEEHRZMESH

Be

ERFIREMESH

(® Note

K1 EHIBA : B 2025 5 A 12 B , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZNINEEZ - AT USEFERAHIREXFF , EF 2028 £5 A, 1
RNERER , BULUERZ AWS Storage Gateway RF ARt M =im N AREFIRUENJLF L
BR Y =126l B9 175 (R A PR o

EEARBEDFACEEHEFHATRETEEARFBZE (WHRBEHARZEFHEHAR ) 5, £
AUTEERBEEMEZSE , UEBHIRZ ATLUERES AWS,

R B P 45 3 ik

1.

HEERS , EREEMNSG , REE Enter, FHIEENERNE, BEEMKZNEE REFRSE L
4 MM EEORFMEOWN IP M DNS 8 , ASFEATHEMEOEE DHCP JESHuAY K
BT

NF em1 #QO , HITUATHEREZ—
 1%£#% DHCPEnter , RAFREAISENEE NI (DHCP) RFEBHELEWEMEZiRD IPv4 1Y

Mok,

Fie Tt  MERBEBESRPERM.

« ERBASHBETEnter AREEAS IPV4 i,

N em1 MEEOMABR IP ik, FMED, MK DNS RSS2t

SRR, EBRRE , REE Enter RRFEE.

(@ Note
BRT em1 24\, A AEALSEREEENEED, NREREEMED , ME/1X4M
NERPIIHN AWS i RQRERMHEBN R A ELERE,
B H %% 5 Storage Gateway T X FFMEBHEMEELR SEHIHIL (LACP ) o
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BUARBRER - N FREEEZ/MMEED , RAXAER S HEHRZ,

MEHIREH BT

1. &HBIRE , AFIKE Enter RIREE,

2. EEFEH , ABK Enter RREIXGETRH,
T—%

& Storage Gateway IR %

BUE Storage Gateway AR R

® Note

KIEEHIBA : B 2025 5 A 12 B , T BRM AWS Storage Gateway BHi&% ., FH
AWS Storage Gateway B4R ZHNIABRE A A USEFERAHIREXS , EEI 2028 £5 A,
RERAR , B LAMERZ AWS Storage Gateway RS LE & A b F = s B A 12 7 17 18] L F
TR =FM#.

FLiE P itk f5 , AT BATE AWS Storage Gateway &I &2 #Y “FEA” TUE L ALL IP it BUBSEZRH
BHiRE, BEIESMREZIMEEN AWS KA,

BRI LLAREEMA X FNEZREERNEAHIEE AWS Xigl, BXxXEFENHIR AWS XiF |, S+
# Storage Gateway BEH g% XFAWS — S #E,

5E Storage Gateway BEHI8 %

1. $TF AWS Storage Gateway Management Console , fEZER T 8RB A K P EiIEB1TE
Fo
(@ Note

WmRA Eﬁ/ﬁ RAITUH B LA 545
o BN ESMEEBNEHRENVNTRER—ME L,
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o BHIBH R IE LM SLVFFE 8080 Im A EXFIRFE I AUERE T HTTP K El,

2. MREZENH SRR FERERS
3. EEBERZ.
4. T IP#bitd , MALBHEARZEEN IP it , REEREE,

BXREE IP it ESER , FEHERENESH.
5. EEMH , MABHFERRENENR. EMKERZH 255 MNF/H , HETHISRMIFH.
6. EEARFNXH , MAERMXKIBL TEABNEBNX  REERT -5,

B XIS A ER R LR EE |, BURR 2 QIERIITEFRRIN TR etE, BERRAT , mRet
KiREBIEH , MBIABRT , EFRERE THEBEQ2ARIT.

7. BEEEMARBFAGEHMINMESE. EUNEEL-PEOARBEFEHTER. B , F
R BOE A T BBUE
teat , A RFBBENE LI —MEE | BREA RSB ERSEE.

teEt , ZIRBEESENKS XK, T—FPREMRE LEEMNE3 S3 XHMX, FSx XHMx, ##
MR EEM K,

=%

EEHRE LOEMX

EBEHFRE LEIEMX

(® Note

KIE EHIBA : B 2025 5 A 12 B , A BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway B4R ZHN BRI USREFERAHIREXE , BE 2028 F£5 A,
RERER , BULIERZ AWS Storage Gateway RS 1E & 19 28 3t F =3 B F R85 1R J L
T BRI =704 o

& A LATE EB B P W 4E A Storage Gateway B8 % L6812 S3 FSx XM, XHMx., Rt MR
EMx,
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EREMiRE LOEMX

1. &3 AWS Management Console ¥} 7Ehttps://console.aws.amazon.com/storagegateway/2k A ] FF
Storage Gateway & A&

2. 1RE Creating Your Gateway PRI TR |, RE., EEMEEEZE N Storage Gateway 3
#,

£ Storage Gateway #Z#| & RTR MK BIZESS , Storage Gateway LB ERHIRE LA BRZE
., MEEAHISENEEMNN (DHCP ) , MXAIGEFEE 5 10 S EERFEPFERNEL,
ENELENMX o EERS IP ik , 25 Configuring an IP address for the gateway.

EOELRENMRDE —NEES IP ik, ETREEHRBEMNKRHIMNEERD | UEEN R ARZRF A LE

AT,
T—s

R IRE LEEMX IP #hit

EEHFIRR EEEMx IP #hit

(® Note

i ETHEA - B 2025 5 A 12 BiEg , FTHBEIREM AWS Storage Gateway EHR®, FH
AWS Storage Gateway B4R ZHN BRI UREFEAHIREXE , BE 2028 F£5 A, 1
NERFR , BULUMERZ AWS Storage Gateway RS LG/ At M = % S A2 15 18] JL
TR =176%

EREEMHRZ2E , NEYEMKZZOSE - IP ik, BEBE R HEIRE LF3N T Storage
Gateway , IEBEENEEHIRE LiZ1TH Storage Gateway BN 2B S — 4 IP #tutt, EMEZR
REEMHER LMK D EERS IP itk , SMIZMXH AR ESEE P thut, NARF (W
NFS 2 SMB & i ) REZEZIL IP thit, AJUMNEHFRZZRSEERITHRSES S IETR RN
RAEMEE A,

FigZ LEE IP it UERNARRF

1. EEHEHEL  ERITHFRSESE , AFRK Enter RITFMXARtZF AN ERAE,
2. AWS Storage Gateway KRt H| 5B RN AR T EZRUBTAMEREMHEMIRE.,
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ERIAK 7 admin , BRIAZEE A password,

@ Note
BATBWERRINEL , HERE AWS REZBE - E XK H R MKEF & i AR
W F , REETT passwd T, BXRIMASTZHTHNER , FSREAMES &SP R
A3 R IEITIF P < 6D, & B LAM Storage Gateway 24| A REZB, AXEZE
B , i3 M Storage Gateway £ #l &% B 13 ] & F13.

3. AWS iRZHUE - BEERHSEL TR LA

« HTTP/SOCKS RGEEE
- MBEE

o MM REREME

- ERRGAFERE

- REATRIEE

- WHLEER

- BRI

(@ Note
RERTRE N ENMIRBHENF S E R

WMAMMNAOBEUSHEMEEERE,
4. WMITUTEREZ—REEMX IP bt :
- EFEAAHPIDENEEMN ( DHCP ) RS2 EA IP it | FHBEE DHCP i ARSI
F,RBET—R L@ ABRH DHCP BEE L.

- BESEEHS IP it , BN TEESS IPWAMNNKT , REET - LAABMHN IP it
# DNS 5 8.

(@ Note
IBTELLALIEER IP ik MRS IRE BV B AT IP ity TARAYF M F.
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IR M XA 12 H &

B Crtl+] (A7ES ) B, B4Rs AL,

(® Note
XRERER AR MR A2 H 58— 53,

EEREHRELNEFRRRRE , RENETERFIEP, IE , JLUE Storage Gateway 12 #| & H
SEHITRRMZENEEIR. BXHEHA , 55,

MR F PR X B4

® Note

K EHIBA : B 2025 5 A 12 B , T BERM AWS Storage Gateway BHiE% ., FH
AWS Storage Gateway B4R ZHNIABEE A A USEFERAHIREXS , EEI 2028 £5 A,
RERFR , BELIERZ AWS Storage Gateway RS 1L &89 A3t M =3 N A 2 - 15 1R )L F
TR =FM#,

MRIETBEECPEEEHIRZ LIS E Storage Gateway , N AT AMBHIRZ R BRI G, B
BRMXEMEE , TUEREREMNESRBHAIMK , 2E M Storage Gateway 2 # & F I BRIEHIE & A
H. ENEWEHFEZFRBRMXERG , EFEAUTISER,

MIE IR A BR M 5%

1. fEhttps://console.aws.amazon.com/storagegateway/Z R T FF Storage Gateway 12 #| &

2. MERENEEMNNSRERPERES  AEXNTENPBRMXRANREEREFRES
o

3. MBRETHXEH  EEBRMX.

oAt & B R IAXHEE.
4. WIEENEENBHRZPBRMNXRYE , AEEBIMEFRARE remove,
5. ERBERIKABRMKEML,
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® Note

BIBRM X fE |, TERBEZRE, W TREMKRKE | BT EM R EXEBHE |, 55
RETFBIE. BAXBIBRRINESELR , FSEM RN X T BRREKE 7R,

BRI X T MR FI B BIRESHRE . BHREZFRE U RETHXBE,

fHBR Storage Gateway B4R &

(® Note

K FTHIEA - B 2025 F£5 A 12 AiE , FTBERMY AWS Storage Gateway B#4i18% . FH
AWS Storage Gateway B4R ZHNIABR A A USEFERAHIREXE , BE 2028 F£5 A, £
RERER , BULIERZ AWS Storage Gateway RS 1E &89 28 3t F = 3 S A 72 7 15 1R J L
TR =7

MBEFBEECLBIEH Storage Gateway BH4HEE , W AT LUFIZ R EMNEH AWS ik - A 52

B/i\ o

(® Note

ERRBBEHM AWS 1Kk 3 AWS X , BATRERUTSRGEBBR , RAEHTFTRKH
XBREAKRR XF UPITHREE. AXEZEER , BZREENMXHETHRES .

) BRAE 4 1R &

1.

MREBHRZ LRRETMX , MAFERBRMX , ARG 8EMRZIRE. BRIMAMEFRZH
TR BRI X BB | RSP EE IR & P B BRI K B Ao

£ Storage Gateway ZH|AHNEAH T E L , EEERIRVEFRZ.
3 F Actions (3R1E) , #%4% Delete Appliance (HIERI& %), A& E RBIAXIEE,
BIANERRIEENEGHRE , RAEEBRIAEPEA R delete FikZFMIER,

ERBREMFRER , ELBBRERE ERRNMRKXENAERER , EF2MBREHRE EASH
i,
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Bl M X

AT EMBLRET FENLA T Storage Gateway B BN EH THERE, BXFE M Storage Gateway #
HAEQEBERBIKH step-by-stepITE , BSHUTEA :

» Create and activate an Amazon S3 File Gateway
« BIZHBE Amazon FSx XM <

» Create and activate a Tape Gateway

» Create and activate a Volume Gateway

/A Important

Amazon FSx X#HMx A BRHEZFFFF M. FSx File Gateway FII A ZE o] LASKEE IE & 6F 1%
RS, BRE FSx XHMRELIWINEE , BHRLEEXE,

Rz - PSR ROE
MAXHEDERBMX  FEEEE AWS | AEEEEHREHWET.
RIE M X

Eig& & Storage Gateway , BEEFEQBHMKIEBEURATETRAXELRZFENENEE, AT,
BELAMMEFE A TEMXEMRZER , HHEBEINARINER, L& 7L Storage Gateway
HEANBELHEEOITENYEEHRE , AETHEBEN AWS =ZIFEHH Amazon EC2 3=,
HEMXEEZN , FEEEEIMLEN L2 B A Y BRI ZEE,

EEER AWS

T—ZREMREES AWS, Nt , FEXBZEZRERATRXELRZESTF AWS RS 2 BEBEE/
REImAKE, ATUMNLBEBEMIGR RS , A ARSI REEM Amazon VPC RIE R |, XEFER
AR RFHMNERERE, RE , BUUEEMXH IP it REBERA  BIERIIMRREZ L
RYZS 326l B B ARG X EE R
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AWS Storage Gateway BRXAFERE
K& HHE

LAY | BRI EMENMXNERZED , IEFE , THITER. REENEEREF —UzE , &
AIABUEMX, EFBREASBENMXZE , BEERE - LHFNREHCBEFERR.

B - PRl E

BUE Storage Gateway g , BFERT—LIANEE, EUTRD , 7EBEEMXENFE A L
BNYETME  FHAESEREFEIMREEN LEEANX, AFE , B LA Amazon CloudWatch
HZ&EM CloudWatch BiRELE 1R E AR BNEEMAWE TR , HIREEZRMFRZ AR BIRBI X,
EFREACRENESEENMX 2 , EEECEEFERR.

BR - 768 7R

BUEHELE Storage Gateway f5 , REEQESFREARKREEEA, REEIBNHMXER | BF
£ H Storage Gateway 2%l & 8%, ®H = Amazon S3 = Amazon FSx X HELEZ X8, &
TR BEMEAES BN ERRELEXKBNNEEHEMIZE , HEEEAHLDHNHEERE
AWS =,

BIEBM X

HUE o , BRI AU TR, HBENHESMKRNEHA.

ES}

- REBMX

- HBMXREET AWS
- REREABEEMX
- BEBMX

IREBMR
REH B MX

1. #TFF AWS Management Console at https://console.aws.amazon.com/storagegateway/home/ , &

ERFEECEMX AWS X H{E,
2. EFRGIEMRRITFFIREMKXTME,
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3. EMXREHD , MITUATERE

a. XT Gateway name (MXE ) , MAMKHNEIR, BB RILEF , LAETE Storage
Gateway #2H| AW 5 R E LRI ERM X,

b. XNFMXEKX , EBREEEPEEM KA XA A8 X,
4. EMKEMZIoH , FFRRER  EBREMK  REEFLEORNXEFHPSET, TMNUATIE
A TIERR -
- BES - FHENEBIEFEMEE Amazon S3 |, HESREFTAMRELXEH R WERE , LUE
ERHbiEE,

- FHRE - NENEBREFEEEARN , BTt NBERLSZHE Amazon S3, FTJEE Amazon
FERBERLEEBAMNK EC2,

5. EFA&WMEFrHF , FITUTRE !
a. XNTENEE 6 EEEETHPHBEMNXHWES , AFIRR Storage Gateway #ZEHIETNH L E
THEEREHRARREENFEE, AIMNATERPHITER
« VMware ESXi-fEA T#. #BEMEcEMXEL M VMware ESXi,
« Microsoft Hyper-V - £ Microsoft Hyper-V T, ZBEFELE W<k LAHL,
o Linux KVM - £/ Linux KVM T8, 2B E M <EL .

« Amazon EC2-BIEH B3 —1MNATHRELHWMXHIL Zi# EC23R4l, Ltk &R T Fi#
EHR K,

- BHRFB-ITWE ANYERFIRE AWS REEEHMX,

b. NWTFHWINREMX , BFERERBANEENFTENENFEMTHRELSR, LTRTER
TREARZENFEE,

6. EET—HUMLE,

ME , BMXERETE , BFEELEREEEPNFEZNBEE SN AWS, BXii8 |, E5H
Connect & & MR IEREE AWS,

MEMKXEZD AWS

B R EES AWS

1. MRBEREHNEZEENAPARNSR  BERXESR, THE , EFT—F , % Storage
Gateway 24| & T FFERES AWS TH.,
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AWS Storage Gateway BRXAFERE

2. HEALWRTREDMETH , W TRFLETR , REMXRATEENART KAYRE AWS, TTM
BUR IR DR RE1TIERRE -

o ARFHR-EHMNXEL L AWS EERME 2 EE. MRERWIAT , EEASER FIPS Y
mREREREEERZRENFSEKIBEBLERE (FIPS),

(® Note
MREE AWS BEGTITRESR APl #HITIHRINFEELT FIPS 140-2 BiFH N5
BEIR , BEA/TE FIPS iENRR. BXEZER , FRZERIESLERAE
(FIPS) 140-2,
FIPS lRFim R NERL AWS XiBH AT A, BXEZER , 520 (AWS —Z
#£) B Storage Gateway i LM B H o

- VPC £E - EHIMXEY S VPC WAL B EEE AWS BATERE , MTEET R B S AN
FIRE, MREFRIIED , MMAEERE VPCIHRK , FERNTRXEFERHE VPC iR
ID, SERMKE VPC in X DNS B FREK P ik,

3. HEMXRELEIER D HEBRTSR | EFENAE AWSHRIREN MK, MR TR PHITIESE

o IP bt - EAHNFERPEMAMKH IP bk, Lt IP b3t HRRNTTHY |, 3E AT AME S ATHY
FiEE , H BESIEES BT Web 3 585 E 2 2%t 1t ,

BOUBINELNEBREFEF HE RN R AR E A HMIERN Amazon EC2 EHli#1E R
EEFIMK IP ik SRIRELM < 1P ik,

- BUREBH - EHENFRPRMENKABIEZRN, S0 ERR KR AR i1 6 & RAERBUEZEH.
WMRMKH IP it FEA | FEREFLIED

4. EET DB,

BRECLRERETMRIEESN AWS |, MALFERERNX. BXUH , BFEREFREANEE
BRI K,

REREHBEEM K
BUEH B

1. MRERTRATEBRAENERF , FETHXERR :
- REBMX
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- RENSHREET AWS

TG , BT —2% , £ Storage Gateway #2#| A hITF R E HHEWEH,
2. BEENHELENESHBEMXIEFARES.
3. MEEANBHLEHER, FERRERREREMNREREHHITER,

® Note
BIEMXfE , B AR ET S IERERE,

4. EBHTEM AL,

BEZMETHX , MEFERTEAEE , MEIEAEEFRBENEE R TRICR, BXEHA , BS
FIEEBMX,

BLEE M X
HE BRI EREE
1. WREMARRUTEEFFANES , #ERAKLRF

- REBMX
- RENSHKREET AWS
- REREHFBEEN K

TG , BT —2% |, £ Storage Gateway &I A DT HEE MK A M.

2. EEEFMEIS , A TRXEN CACHE STORAGE ZE4 KB —1MNAEEDH 165 GiB I
& , 1 UPLOAD BUFFER ZL 2B — 1M REED N 150 GiB V& . AT 5| HEY A b i 2 XY
BFEEENFE LTEERNEEM,

3. fECloudWatch HEAER D |, EFMMAHZE Amazon CloudWatch Logs LA M X B 1TIR R o
A ML IE T AR (TR SR
- SIEFAERA - REFHN EEARKEZEEHMR,
- FRUEEEA - MBENM THEEREZRNENEES,
- EHBXRIEE-BEDER Amazon CloudWatch Logs R4 #2188 M >,
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® Note

E# W Storage Gateway EITRIRBE , BEABRBREPLAFEEA TR, HE
Bhighlighted sectionNEERBM4EE HEL ResourceARN 5.

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

}

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:eu-west-1:1234567890:10g-group:/foo/bar:1log-
stream:*"
REELELEGNRERNATENBEAN , FEEFH Resource’ TH,

4. 7FECloudWatch ZiREBs0 |, iR WEZE Amazon CloudWatch 23R , UEEMXIERREENLH
FRAIETE AR, ATMA TR AT

- f% Storage Gateway fI## CloudWatch BiR-SIZ MK B BI BB HENER. A<t
FERNEZER , 526 7 # CloudWatch iR,

(® Note

LtIhBEEE CloudWatch KSR |, MX LR L/ERNTRBEEH Storage Gateway 5
LHRIRBH—H o AR T, EXEHOEHE CloudWatch B 28l , FRRENZ
2RERTFUTNR :

« cloudwatch:PutMetricAlarm - Bl &R
 cloudwatch:DisableAlarmActions - XFEIRIEHE
 cloudwatch:EnableAlarmActions - 3] FFERIRHE
 cloudwatch:DeleteAlarms - il BRE &
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- BIEETENER-BEEHRH CloudWatch BIRLUBAEBEXMKLIERNES, %R “DIEER
£ Amazon CloudWatch 2% & E VIERHIEEBIRIRIE, XA |, ESHE (L
CloudWatch AP #gr) 8 “fE AT Zi# CloudWatch iR,

. TEBR-FEKERME ISR CloudWatchiE 41,

5. (&) EAREERD , mERNFHRE  RERAR D KNERNREXN | HBIEHE Storage
Gateway #2H| &P B RMFFEIIRTE LMK, EERTR , BREFEMNEIEHENIRE,

6. EEREBERTHMKH IR,

EBEHMKHIRA , B 7E Storage Gateway B BHR T HE E# TR,
BEZETHX , IEAZFENE—MNXFEANS. BXEE , BZHUES.

IEFEE

ZEl , BEDEAME VM EFEN LEZFAXN A HEE, CHEENARFROERRNE
ABENFEE, MXREEFF#EPEABRESHRICFRENKE  FRBERLSEEE Amazon
S3. N FHF#ES , BELEAME VM L& S XA A RN ARFRE.

® Note
IETLAE A AWS Key Management Service (AWS KMS) X B A & 7% H 1747 Amazon S3
R BIEHRITING, Bal, B LR (AWS Storage Gateway APl &) RfTtigE, &
XEZER |, i3 CreateCachediSCSIVolumes} create-cached-iscsi-volume,

NES

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway 1 #1 5
£ Storage Gateway #Z#| &+ , EFELES,

£ Create volume (BI22%) XFEES , I Gateway (FIx) IEFEM X,

NTFEEFE , EREPRABE,

w0 D

X T FES , MBIKRAFIEE Disk ID (2 ID) Ho
5. WFERE , ENEERRTEENHGEZEHMKRAIRE,

NTEEFS , EAEAN TR
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. BIEFZES,

« BT Amazon EBS RIBBIZES., WMREFLLIED , &7 EBS snapshot ID (EBS 1R ID) 124t
_/l\{Eo

® Note
Storage Gateway T X #F1R#E AWS Marketplace BRI IRBR BB EFE,

« NEXRBMER/RE, MREFIEIN , EH Source volume (RE) EE—1N& ID, MRX1F
FEEEASE |, MRS REIED,

X TF#EE , SRR A

- BIEFNZES,
- ETHRBAEE, MRIEFIED , 7 EBS snapshot ID (EBS R ID) £ —/ME,
- EHELREBIAEHIE

6. 1EiSCSI B#r&# AR,

BEREHTEE/NEFR, HFAR () MERF (). KIF , LLEHRBHERR iISCSI
Microsoft Bz 2 F Ul B BARET < HY iSCSI BT RB . flmn , B targetl FERNH
ign.1007-05.com.amazon:targetl, BWREFBMEFMEXEME (SAN) NEELF/MHE—
.

7. BRI Network interface (M4&4EZ0) IRBRE %R IP bk | & H Network interface (W& N)
%R IP ik, 3F Network interface (M&##0O) , AWK VM BEEMENEESR 2 HE R~ —D
IP #rtib, ZORM*x VM BLE N EHR — ML EE SR , T4 E RNetwork interface (M £&#0)
THAK , RIRE— P i,

819 iISCSI BRI ESEENMEERR LT,

MREFMKXELNERASNMEERR: , FEARFRNARFNZATHRSEHN IP ik, BX
BEEZIMEERFNES , BSHNZIMKIEEMX NICs.

® Note
EEMEERSRE , FLEBEERLIRE,
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8. (Hik)XT Tags (5¥) , WARNELLFRERNIENS. MERFHEERE, HENER
BHX 73 XK NENEMEX .

9. LEEBIES.

MRBzAEEHXFEFRETE , WKFEENE Storage Gateway #ZHl & H 3 H,

LEETfFE 7R Configure CHAP Authentication (Bt & CHAP &A% iE) X iEHE, LAt , BN EHE
EFAEF S BRI (CHAP) , B A LUERBUEHH/EEE CHAP, BX CHAP RENES
ER , BZRANENEHE CHAP SR,

MBETBIRE CHAP , BFHEALNS, BXESEL B0 TAEEIE .,

NIENSBEE CHAP 7K iE

CHAP B33 ER 3 17 & 0 30 E = 8817 8] 776 B B #r Rk MPh R EM . £ Configure CHAP
Authentication (Bt & CHAP & %iF) MiFEH , RUENNERUENENEEE CHAP,

Bti& CHAP

1. RBEERE CHAP 9%,

2. XIF Actions (#4E) , &% Configure CHAP authentication (& CHAP & 1{331iF).
3. NTRIBEFEN , BRABIEFNENR.
4., WNTRFEFEHR , BWARATRIL ISCSI BaEFSHHNEN,
5. NXFERER , BaARTRIEXX[E CHAP B &4 EB,
6. BERREFRRFENEA.
BXIRE CHAP SHRRIINEZFER , 51 H iSCSI BfFEE CHAP SHRIE,
=%
HEEEIE iR
MEEEINE iR

EAZEFIRTH ISCSI BHBRFREZEIE. EUTIERERN , LSRRI FFin LR HIR
Fo

NIEWBEE CHAP FHKIE API kg7 2013-06-30 48
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/A Important

MR EHEEMA Windows Server KB EE (WSFC) thiiaE , BRI LAERA Storage
Gateway FFEZMNENNEZFEF —NE. BARFEHA WSFC , M RSN ENNEZTE IS,
flan | Bid HZIEEEE NTFS/extd XHRE,

x
« JE3EZ Microsoft Windows & F° i
« E#F Red Hat Enterprise Linux & F° i

&

iE 3 Z Microsoft Windows & /i

UTEREERE#HE Windows BEF RN EEER/RNTREE, BEXEZER |, 55 E# ISCSI B3
BEF.

E#Z] Windows & i

1. J83) iscsicpl.exeo

2. 1Z iSCSI Initiator Properties (iISCSI X E2ZFE M) X iFHEH , %#F Discovery (KIH) ET+ , A
J5i%#% Discovery Portal (XBUTF).

3. 7t Discover Target Portal (KRB B#RI1F) XHiEHEH , X F“IP address or DNS name (IP thiik 55
DNS &%) , @A iSCSI BRI IP #uit,

4. FHFHBERNPEZEIIMNR LN EFE#ESE B R
5 &EZB¥ , RFER Connect (E#).

6. 7t Targets (B#5) &+ , R BRRASHERN Connected (2iE#E) ( RTEEEZBIR) , RS
B OK (BE).

% #2 % Red Hat Enterprise Linux & F i

J«,{lezm_m %1%%) Red Hat Enterprise Linux (RHEL) EF RN EEERN T RBE, BXEZE
BB £ iSCSI BaER.

$F Linux B mE#EE| iSCSI B#5

1. R%¥ iscsi-initiator-utils RPM 44,

FE$Z) Microsoft Windows 2 F i API iRZ 2013-06-30 49
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ETUEA TENS SREE R,

sudo yum install iscsi-initiator-utils
2. WRISCS| FHHRBEEREIZT,
3 F RHEL 5 &% RHEL 6 , HEAN TS,

sudo /etc/init.d/iscsi status

FF RHEL7, 89, HHEAUTHT.
sudo service iscsid status
3. RUAMKXEMNWSES VIL ®RZ B, BEHAUTERTGS,

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

b &y O S RS VES RN s e S
FNFEMX : [GATEWAY_IP]:3260, 1 ign.1997-05.com.amazon:myvolume

S FREFM>X - iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01
4. EZEF|BR.

HIRTE connect M SIS EEBMI [GATEWAY_IP]H1 1IQN,

ERAUTHT.

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. WIISRACHMIEFRIR (B3ERF). Akt , BEEAURTHT.

1s -1 /dev/disk/by-path

RN A HARTMRAMT REIAEHAR,
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lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

BERHRFG , RITEIIBNEIZBEENEH Linux iISCSIZEBERNEN B RBEN iSCSI &
B,

BRI S

ERAEFIRTH ISCSI B EFEZEIES R , FBMHRILH BRI,

E=3-3il
« £ Microsoft Windows #1281t H & R1LE
« 7£ Red Hat Enterprise Linux E##B{t H BB

£ Microsoft Windows L#1#51tH & N1bE

EA LT EREE Windows FH#IHI1LH RIS,
LA B RILFES

1. B33 diskmgmt.msc SL3TF Disk Management (R & & 18) B#1 4,
2. £ Initialize Disk (¥1#8{LRiE) XMiEED , FEEN MBR (Master Boot Record) (MBR (£/F3h12

%)) 2 X THEL, EED XA , BN ZERFMEERSHNRE (ZFEIFHES )  OTX
FiRo
2 XER AT ETRER

MBR (£E3i2%) -« MEMXR-NMEFHESAFFEENANDRSIN 1TB.
« MENKXR—INEFSEFHEBHRNNT 2TiB,

GPT (GUID 7 X%k) WMRMKRHEFMEN 2 TiB HEKRPEK,
3. BIEMES:

a. FEELTERIRE , UEEIDBL. FIETANSY I REMEEERAT,
b. ITAMEMNLETX (HEEE ) FEe , AFIEE New Simple Volume (FTEE£8),
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/A Important
FEELE  BRERDFEAEERL. REABREEERCARE RS

PEAEMK VM AR K/ |, HBEIRAS Unallocated (R ).
c. BEMENZRAKN,

d. RNEPEEI[EFREE , REETIEE Perform a quick format RITHREE L) KFE
-5 [

/A Important

FRAEZNBNIEN B1EEER Perform a quick format (ITIRIEE R IL)o XM AT
DAE O, BIBERBRNHEERRTA, ehUEEEATEEN(CIREM
FEHARTFENE,

® Note
BXACBRENNRBRTSN KRN, ZREAMEREE/LD ST,

£ Red Hat Enterprise Linux ¥t H &KXt E

A LU #2 £ Red Hat Enterprise Linux (RHEL) A#12A{tL H &R L&,
BRI S
1. NBFREXRR /dev X#HXK,

2. 1&1T sudo cfdisk sH.

3. HAUT@HRRAFTE, BEEXRHE , BUNIHBNTEXHR,
$ 1lsblk

FWFARDXHEFE , %4 E R unrecognized volumes label’(FTTEIR B BIRZ) iR

4. FHBNGEIL. EFED XA , ENZERMEZSNANNRE (BFIFMH)  DTRAR.

1£ RHEL E#a{tH &1L AP WA 2013-06-30 52
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2 XER ATHUTER

MBR (£E3iE%) -« MEMXR-—IMEFHESAFFEENANDRSIN 1TB.
« MENRXR—INEFSEFHEBHXRNNT 2TiB,

GPT (GUID 7 X%k) WMRMKRHEFMEN 2 TiB HEKRPEK,

FF MBR ZX , FHLT®S : sudo parted /dev/your volume mklabel msdos

F GPT 92X , FALLTF&® : sudo parted /dev/your volume mklabel gpt
5. FAUTHSHES X,

sudo parted -a opt /dev/your volume mkpart primary file system 0% 100%

6. ERANTHTHDXDER[/ERFH IEXHFRS

sudo mkfs -L datapartition /dev/your volume

7. ERAUATHTERNHARE.

sudo mount -o defaults /dev/your volume /mnt/your directory

A izt B <
TEIHTUTES RN HBRXBE -

1. RBEEAS.
2. HRIRER,
3. FREEFRE 5 — DB

BRI BE XN BHTREZ O HFRBEREPRRIEMKPIRE AWS, REFLRRIERIFHS.
BRI KRHEERRAIBIBEE S AWS FIFEH,

® Note
XM INZH Amazon Elastic Block Store (Amazon EBS) &i& R 1R,
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1£ Microsoft Windows Lt 812 F &/ Amazon EBS R

1. & Windows iT&#l L , R—ERBEEFIENMHEF#E L.

SHNBFEENTAREELXEE, — M XHIERBAXRERERIE.
2. 1f Storage Gateway #ZHI &SI EKH |, EEFES,
3. EBRAMXBIENTFES.

BRXBNE —NMFHS. EEEN , 2EREHEM,
4. FFTF Actions (31E) , % Create EBS snapshot (8|2 EBS RHR) LIRS RER,

BEUE FNBREEUR EEFRNAD , TRRBARFER/LDHAIE, ERENFRIRIRR
HER ID, ZREMZ ID REHRIZRR,

5. £ Create EBS Snapshot (812 EBS RER) XiFHEF , BHIREBHHEIR,

6. (A& )X T Tags (FR%) , M ARNMELFIRZRMERR, HFERHEBEER, HEMBRR
ROX 9 KNERNRIEX,

7. EFRGBRRR, ERNREEMH Amazon EBS RRER, FIE TEMNRE ID. REFIPERNENS
BIEZMIRBHE.

8. 71 EBS RERFIA | FLEHH B RIBAVERGEEE | LUETE Ama EC2 zon #2# 8 LEREM
EBS R,

HRBERE S -8

FSH QEFRS.

#HE

£ F Storage Gateway & B TR £ Storage Gateway H# T=IHZ B EFEH AL SR AEF.
1t Storage Gateway 2 AWS Backup™ , & 7] LA A AHIR B 1T XITE 7 K% 40 4 i Storage Gateway
B, EXHMIERT , Storage Gateway B & 4 #LL Amazon EBS REBF, X F# £ Amazon Web
Services #,

£
« /] Storage Gateway &%
« AWS Backup AT& @ EHNEE

105 AP A 2013-06-30 54
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£/ Storage Gateway & 194

BRI LA R Storage Gateway BEE#E 415 |, B 82 Amazon EBS R H R R E Amazon
Web Services AR Z R ERNE, BRI LAAIE—XEREBHEFIZRER Storage Gateway EERREBIT
Xl BAILATE LA Storage Gateway 2 #l & RBIERE#FHE. BXWMAM Storage Gateway &
HBNEBZHNER , FSEANUTES :

I IEAEES

- BIEMERR

- NMEERREEFES

AWS Backup AT&GBENZE

AWS Backup 2 —MEFRZH RS , TLERENBL5FRE A Amazon Web Services Cloud F174x
#th AWS RSHBERSZRNAREFEE, SEMAIUSHEFELSAEERMEMNEER. AWS
Backup B R — NI MITUTRENFOMIE |, FRI AWS F#E. BREMXHREETEM
L8

- BRENMTFZEZDH AWS HiR.
- IFXIBFED,
- RIEFREKRK,
- BEARIEHZGNERED,

T Storage Gateway S5 AWS Backup , Rt E RFEF A AWS Backup & 13 #H Storage
Gateway %i&ﬁfi‘iﬁﬁ’]ﬁﬁ%ﬁ’ﬂiﬁﬁlﬂfﬁﬁﬁro AWS Backup iﬁ%ﬁ%%ﬂﬁ%%ﬁ’]%ﬁ%ﬂ'lﬁ'
8. BXMEE AWS Backup , iEZ ¥ AWS Backup X4, HXHEE AWS Backup , BSHRT AR
AWS Backup ? £ {AWS Backup AFEE) H.

BT LAfE SR E T2 Storage Gateway %E’J%ﬁ AWS Backup M ERE , TEVNEBELHARF 3
B point-in-time& 13, & AWS BackupBl , &x& a] LUEE £/ AWS Backup kiR G AR it B %7
DR =i AWS &R, B LAER AWS Backup 812 — X MZREFERHD , b T UENEHREENZ BT
%I AWS Backup.

MAH3IREL AWS Backup H Storage Gateway B& 3 E R L 5 EBS REBFME7E Amazon S3 ., &\
LAM AWS Backup #2#|& = Amazon EBS #2#|&#&E & Storage Gateway B & 14
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B AR M B IS E IR Storage Gateway B1IXE AWS Backup EE AR HEAM <, &t
ATLAURF R B E B AT A T 5% EC2 3KfI#Y Amazon EBS %.

fF %19 Storag AWS Backup e Gateway &H# 174k

£/ AWS Backup %17 Storage Gateway BRI iF4L 2 , BALUBERZEAMHER , BRBEMEBHEH
ZPEE, AWS Backup AFEMITATIRME -

- REATBEENWITRIZORBRFZLENZHER,

- RERMODRENTHAN , IHERTBEZTEFXBELHASFHEEREN point-in-time& 17,

- NPRUEFEEMERESNNXFEM AWS BRAOZ

AWS Backup AT IZEHN &5

® Note

AWS Backup ERE1EFE —NERB AWS Identity and Access Management (IAM) &€&
AWS Backup . MREERSIZEXNA® , BT AWS Backup TR AREIEN, BEAEEE
AWS Backup #itt IAM A2 BIEEFEEXR. BXIMARTHBRENEE , ESH (AWS
Backup AFIEmM) » AXIMAKITIIRIENER , 52 H (AWS Backup AAF1E®E) FH6l
BEZHitXl.

1. 37T Storage Gateway #2#l& , AREENSMBEERPEES.
2. TEBE P, EF FERUEBRERZMD AWS Backup = “BlE AWS &B it

MR E A Storage Gateway BHREFER D , FEBRFEAVNRZER D AWS Backup, B4 5]
S3# A AWS Backup 244,

MR E I AWS Backup 1HXl , HiEF6IZE AWS Z140 111, LRFHERE AWS Backup 12l

L
Ho

£ AWS Backup ###l& £ , Al SIZZMitk, NEMBITXI2DE Storage Gateway & A K Bl &
Z10, BHUURITHEZHERES,

AWS Backup AT &N EE API iR 2013-06-30 56
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M AWS BackupZEH Mk E 5

IEAT LM AWS Backup #Z#| & &R EIHIRE & DM Storage Gateway B, BXEZEE , SR AR
{EM. AWS Backup BEXEZEER , 525 (AWS Backup AAFIE®M) FHIIRE R,

ERNERENS

1. 3TFF AWS Backup ##l& , HEEREH Storage Gateway BE 5. &AL Storage Gateway
£%MEIRE| Amazon EBS &5 Storage Gateway %, RIBEHERERIEREENIEIA,
2. WFERER K BFEFLERSEENSEFH Storage Gateway B , HREMEFEEE :
- NTHE#ES , FiRM Gateway name (WX E#), Disk ID (B# ID) M iSCSI target name
(iSCSI BFRE ).

- NXFEES , HRRM Gateway name (WX &), Capacity (RE) # iSCSI target name (iSCSI
BB ).

3. 1%#% Restore resource (ERER) UIEREHE,

(® Note
BT EE A Amazon EBS &) & MIBRE AWS Backup Bl Z YR ER,

BETRZMAAL?

ERIHENETH , SeIBNTEE T MNX , AFEVEED TN FEE. LRBERMNETMXH
iISCSI % , HERTHHWRR , FREERKTHS , EEITHE , FERUETHEERERS L.

« MREURBEFEAMI , W MFERENREFEITEABEEERIN LEZEHAXXDHNERAT. &
XESEER , F2H HYGRTEABBFESMXFMEI AN,

RIERR BT T 7 A AT 0 T R4E

- ERATHREEREUARNAERERES  HERAEEENX.

« MREFTEREFERAMK , FERBBEMRUBR=EEMEM. AXESER , HZH BET
LB HIRo
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- WMEHRMXE-E , §5 0 FEMXE -,

« BRALMX , BSFMLILMRMERE,

- E T ## Storage Gateway EFRUAR IMAEIERRZTHER , BTSRRI E Storage Gateway,

- ETBAXEEMXHE iISCSI BRUFHBIENESFEER , FSMHM Windows B iRiEETE,

B THRMTHNRF TERRBRERAFROADERTEENAR , BEAUTET.
T SRER TEAE R RS M <7 1 K

tat , BRBT —MALETHEEMK, FF , AKRMUEMXHBREFEERGFEIEAR. MREF
LR A T SRBR TR EL , MFEERITHIURF

1. BHRE LEEHXB KRN,
2. MEEARN LERFXIREYKE , FRITRE.

BEJE , AT BT RIXAMES . MREBEEFESNMX , EEFEHNEGRIFEABRESR
PR R KR,
WENNKXEFRERE LEZPXNEFEEZEAIAN

- FHBEESENELESZFRXHNADN FERNATFEE LESEFPXKPHELAR, BB
BEVDB 150 GB W EEZEHX, MR EEZEFARARNBHET/NF 150 GiB W{E , BEHA 150
GB tEN DB EEEHRX,

LEZFRAKNERTMNNAEFEINKNELESMNMXE AWSKIXAY AL 8 2 B /Y = 575 2L
EMITEARENRE, Sl REEHNARFEX 12 MM EEH 40 MB HEERMXE
AXEBEH BENMEELEN 12 MB B, REXABEERREN 2.1, 2XARKEERL
RAFEHE 675 GiB LA P XZEHE,

NIFHERERE LEEPXH KRN

R BEES BN EEEPXH AN FITIEHAR, BMNBNBWEEDHE 150 GiB Ky L&
EMX, MREEZFHFXANBHET/NT 150 GiB K& , EEA 150 GiB N B D B L& &)
X,

LEZHARXAKNERTMNEAEFEINKNELESMNMXE AWSKIXAY AL 8 2 B /Y = 575 2L
ST EARFENRE, Sl REEHNAREFEX 12 NI EESH 40 MB WEERMXE
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AXFBEHBENMEZELEN 12 MB B, REXABEERREN 21, 2ARSKEESL
RAFESE 675 GiB N LEEHPXZEH,

MELEEN LEZHX

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &

2. EEMXETF , ERFAEEENF , AEERLEEFAXEAREFER , UEFMXN YA L
REHX,

3. RE—NHSNERUBHEEXR LEZPRXERAENER.

A58 ZUEB AR TE Amazon CloudWatch A HFRIEZ— N2 N ELEEHXER, Hla0 , @BarLl
BEZEESEFHERE  HIEBLEFHEEMARENIRE, HRETESANES LEE
HXZEE, BRXEZEER , BS5H NEINKH LEEHXIZE EFREZIR,

1 Virtual Private Cloud #805E M <

B BER X EZEMET =N FHEEMIZE S BCIRFAEIER, B ERLEEBEENRX ,
HATHNBEERWE AWS E#ERS , MEAFBEI 2 Internet #H1TEF. £A Amazon VPC AR
& BULEBAENEMIAES (VPC) HE3 AWS EiR , BFEAEMEEOKET S, BALUEH
VPC RiZHIMERE , Fla0 IP pitSuE, M, RARMMNEMK, BXEZER VPCs , FSHMT
272 Amazon VPC ? £ (L 5# VPC AFER) o

=% VPC RBUEZMMK , BEA Amazon VPC ##l& 7 Storage Gateway 2|2 VPC i = H3REL

VPC in R ID , RAEEMERMBEMXAIEEL VPC xR ID. BEXEZEE , B5H FEMXEEET
AWS,
(® Note

I&MAMAE A Storage Gateway 82 VPC Ui s B PTAE B9 B — 4N X 13 RBUE M 5%

F&:
 } Storage Gateway 82 VPC % =
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9 Storage Gateway £/ VPC % =

ERXLIHAME VPC RinT R, MREELE AT Storage Gateway B VPC i , WA LAEAE
RBUEIEHIM K,

4 Storage Gateway t|# VPC =

1. &3 AWS Management Console ##J 7 Amazon VPC #£#l& , MitJyhttps://
console.aws.amazon.com/vpc/e

2. HESMBERKP , %F Endpoints (RimT R) , AFiEHF Create Endpoint (BIELIHT R).
3. ERIBWATNEL , FERSEFERE AWS BRF.

4. FF Service Name (BREZ&B ) , %£#F com.amazonaws.region.storagegateway. 0
com.amazonaws.us-east-2.storagegateway,

5. XF VPC, #%&F&EH VPC HIERETHXHMFM,
6. WiAXRi%ES Enable Private DNS Name (/8 Fi#A%E DNS &),

7. XF Security group (Z£4) , EREERTF VPC LT LA, BUESIRINZSEH, RIFTER
MWEELEPFERXRAFTUTAEN TCP %A :

« TCP 443
« TCP 1026
« TCP 1027
« TCP 1028
« TCP 1031
« TCP 2222
8. EFEOEBIHR. LRHTIMNPABERESNR pending (FLLIE), BIELKIRT AT, i TENISIEY
VPC Z&imT5 S 1D,
9. TERIEBLKT AR |, %# Endpoints (RIwTR) , RBERFH VPC KixT =,
10. EFTEFEMNXE[/NFMRERETFF , £ DNS BT
FEAE - RIEEAMAKXE DNS £, &#H DNS %%a"\ﬁﬂlx_
¥ : vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com

W#E , £87T VPC KR , ATLLBIBIEHNX, BXESEER , BSHLIEMX,
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BEESMX

MIEM%@?E@E%%T?T?ﬁﬁ‘%ﬂJ:{?%/EFE P, ERASURBITENEFECS. NREHKRUEN
x , BSHE AT AWS Storage Gateway,

1742 Amazon Simple Storage Service (Amazon S3) £} iISCSI B AT A |, A LEAIX
LEFHMNARFRE. SUNETERIBEXRNANEFREFMMANBRENES. BETNZEIMW
A1E D B35 W > AR A B BRI T 7 3 44 K SR 47 4% (Amazon EBS) %, EC2

/A Important
NREFBFHENETEREREFE Amazon S3 1 , BN ZBREBNS LB EARBH
2. Blwn , RNBUAEERABREBNEZFENREBRRRG . LRBE (XERBRFRTE
REZEITRIINIT ) MLSHFME Amazon S3 FRIFIERE N TABEMATAL TR , NS
HETREAR, SULEAXMNBEEEE K MARETEERE  tRRN , ENEEBR
MHFEHEEFSEARREREHEREE.

ITRBEFHREEN D, BEERENSHAN , FREZBHNRE , ABNZRRBEEBFHEES.
MEAARTREFIMBIZNSE, BXERNABBRENLSR , ESHANERS. AXERNMARNBSNR
FORBENSR , BSRMRFES.

FIEEFEABENRBHIFEISEME Amazon S3 # |, HFEARSESHIMNE (SSE) #HITRAME, T
&, BT eeEA Amazon S3 API S EHM T & ( 20 Amazon S3 BEZH A ) HRIXLEHIE,

ETX, £ UKRIERNMAERENM R RIER,

F

o REBEARMKEL-THEIMMER Storage Gateway 2 HI A REITNENANERER , BEMKSE
. BTX#H CloudWatch BH&LH,

« DIMT RS THRNAEMXANESSE , RENMEENARFERBRMT RARFSHKN,

c NEERREEEFS : THRINMMNIESHMEREHE  ZNRERRB LABRE—RNREN
|\511§\O

- BEEEMFERER . THEWNAER Storage Gateway BH|AREES L EHNBIEE.

- MBREFRES : THROAEZARFERREZCAMERS (flW , MRETIBHRAEFREAERD
S ) o
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- FENEIBRETEANMX : TRINAIBENEMEES  WREFEEHESRAETLEER
FHEEMX , XNEEER.

- BIEMERRE : THRUOMAMNNXHNERE RIEMRERR | URELIERRETE Storage Gateway
R B LR AT AR B Z R R

- HBREITR  THROMESERRBE XK ENEHABRIRBAOMER B ELRBITR,

- HIBRFHBHIRE . THROAETFTEBEEREABBREN.

o TERBIRSHE R . T ## Storage Gateway IRENEFHERDTE , UMHBBESRBETEE , R
ERABFETREELXIUEHER B,

- BBEBEMMX  THEERENMESRNER , IENRKETBMXH AWS BA |, Az
M3k 2 R B R

REBEAMXESR

BRI LA A Storage Gateway B RBINBEMANEREFE , BEMXEBEM. XA CloudWatch
HE&ELH,

RBIAEMINERER

1. #Ehttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &,

2. EEMX , ARERENHEHREELREEHMXK,

3. MBRETHXED  ERREMXER.

4. XTF Gateway name (MXEH) , MAMKXNEFR. AIIERILER , LIETE Storage Gateway
EHlePmIRAE LRI ENMX,

@ Note

PXBMBINTT 2 B 255 NFERFzE , ABFTREIERMI (\H /)
BB M R S M MR EMFTE CloudWatch BRIV IER:, EEMMERE
& , ¥E1E CloudWatch 2% & R GatewayName EF & N ERE .

5 XNWFMXREX |, EBRELEHAPIE MK i X A ith5f X,
6. 1E “ERIMIIEERARL" B, EBUMIZE Amazon L CloudWatch ogs LA 12 X HIE TR
AT T IR T AR BT IR

- QIEHBEESA  REHMK B EEARKZENNK,
- EATMANAEEE  MENW THIIRPIERIEHSE.
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- EHBXRIEE-BEDER Amazon CloudWatch Logs R4 #2128 B <,
7. TEREREERNRERN , ERREFEER.

AN RS

EENAEFERERK , TRFEQMXMNESS , I BUABH D, RS BB , BAE
BABEMNINEFFENLEZFXHAD, NMXBAEHRFSEANTREFXMNEFZR. BX
EZER , FEA BEES B EEE XK,

& T LAE A Storage Gateway #2#|& 3 Storage Gateway API KR N%&., H<EH Storage Gateway
BEHEIAAMEBNHEEA , SRR FMES. BXMEA Storage Gateway APl iFINBHER |, 55
¥l CreateCachediSCSIVolume,

ALMERRTE—FERT RUASHI AN
- HIREREY BNENRE , AREALRREBERNTES. EXNAIBRENEES , 55HE
BRERR. AXRIAFEARRBUEZFESNES , BEHLUEFES,

. EREREFRNEEFSXEEANTS. AXNARBENHES  WEANREASREES,
BAMTHREHES  FSHREES,

MNRERREEFS

EABME— AWS REIFHNEAIAEFETERE. RMNEEBNERIMEREHE. BRE
RE2B-INEBNAEHREDBFRF-FHNAL[. ERES  FEUEBYNEEPERENL-—TMIERR
BIET , REEEERERNS,

502 Amazon EBS [REBHELE , NIEBRENFRRERRE, ELFaN. REEARENZN
ME R, HHTEMNES byte-to-byteZE #I T4, Storage Gateway 2 B N EEHVEIME <.
EEEREE—MIESNBIENE , EEE Amazon A TimeSincelLastRecoveryPointig#r
CloudWatch,

RENBBYTES. RN  EREEXNE—BNERXRF2EWE —NE., Hlm , MRERRIR
B, ATXNRENS, EUUEEFIEFEERBEEERANRERE. IHEMT2XMFEEHE
. AXRMAREENER , FSHLIEREFHES,

BT NERE S EPEREEER, SXESES  #2H SNEEMATEDE , £RERER
.
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UTRENBUAMNBIRE R=E— N EHERZS.

MTEE T R B R > 5 B2 5 F 5

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &

2. 1f Storage Gateway F#H|AH |, EFQES,

3. 7 Create volume (BI2%) XiEHEH , 7 Gateway (FMX) EFEM X,

4. WTHEE K BABNEE. LBFEXNEDFERBHA/NERES

5. 1%&#& Clone from last recovery point , R/ Source volume %% 1D, RETURIEE AWS X
HHHWEREEFES.

6. 9 iSCSI target name (iSCSI B#: & #5) B A B o

BNREMAEENEFRE. BFAR () MERA (). £IE , LBHRBHE RN iISCSI
Microsoft BzIf2/F Ul 9 B FRETI-F Y iISCSI BT 2B M. Bl , B targetl HERR
ign.1007-05.com.amazon:targetl, HWRBIRBEHEFMHXEBME (SAN) NEFLFHE—
.

7. I8IUE Network interface RB 2B WM< IP #biik , SKEF N Network interface 1%&#F IP #iit,

MBEENMAELNEAZINNEEERS , NIEBREENARFSATHREN IP ittit, AN
XENHNEINMEBEERB[ARE TR — IP thit,

WMEMX VM B2HTZAMNMEEEFREEN , MBS EENFRNEEAFER—NIR, 7
ZHERP , —NIP RN —MNAMX VM BLEREE R, RMX VM R8N —NMMEEB 85
BEN , IF2ERIEK , RARE—NIP i,

8. EEBIES, EPFE R Configure CHAP Authentication (B & CHAP B R11E) X iEE. EBE
AILABLE CHAP, BXEE , 5 M iSCSI BFFELE CHAP 4K,

T—HREBEERINEF K. BXEZER , BN BEEEIEM K,

EREBERARR

HIRGHEBAER , WLTE Storage Gateway EERHEFEES LFHNBEE. §1MNEH
Details it~ E "B FEARER,

EEBEAIESHHREE

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway £ &1 5
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2. TESMBE®ED , £$F Volumes , RERFEBNBHE,

UTFREHRBXENER :

+ Size : BN ERE,
« Used : BELEHNEBIEE,

(® Note
XEETEATHE 2015 F 5 A 13 B2l tlZNE | RIFELES L BIRE.

1l BR A 1

HNARFEERSEN (Hl, MREIBRNAREREAERNEESE ) , EUEEENRSE. MR
EANEH , FHERYMEBENABRFEEEAZS. 3/, FERZEZELEERENRRE. RIS
EXTHREITXI , M ATLATE Storage Gateway #H| AV IRBITXETF L#HITEF, EXREZEER
BSH mBEREIT.

BT LAE A Storage Gateway 34l A 5 Storage Gateway AP| kI Br% ., &< A Storage Gateway
AP| IBREHELR , BSHAMKRE. UTHERRUOMAFEREHE,

ERERSZE , FOENBBEIRBBHRENRR. N TE#S , ENREEET 2R, BERH
BRIEEMRE.

i BR &

1. fEhttps://console.aws.amazon.com/storagegateway/Z T FF Storage Gateway 12 #| &
2. ERE , RREE— NS IPMERBRHS,

3. HEBREDEZEBIRSE., LNSEREIATEE,

4. WINERRIEENS , AEEBRIMEPRAEIE delete HIEFMER,

MENBIBETRERIMK

BERENMESRNIEEK , ZUREFENEBRIETRNEME, ERMTIERE  BUUER
Storage Gateway #Z#| & APl 7 E MK IS
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BESEAMMNS , SRS -

- FENBIBIELFNENFERNEHE Amazon EC2 £,
- RIFTBRS SN REEH
- ETREERFRECABIERE,

EDEER , MXxa LEBBENMTBEHFHE AWSH Storage Gateway fRFEH. g , B R
WA 5 BB INEME A X FHENFE S,

® Note

ESENSERINESFERRRITR  EZEHRE. AXOABELKENEER , BSREL
BLNTREHEE,

® Note
HEINA S BB — R -
 HESTRBBRRNONE. HESHN , NXLESES AWS 23S LOFASIE L
EEES L, RREEFENHHRATBE LENRERUREHMES AWSHIEE,
- MRABWEES | WETHFEIER RS EFHM,
- MRSBWERS , WETHFRER BESEFHM,
. BSEWHBENMBMEZHTEEA.
. EEMNEHST  REREXSWE LS N MBMK,
. UEFFRHMRSBEN  RESHESRERR  RET HEAS,
- B, R4 AP R BRABIRS.

« MRBBEEMRNKXFIEMERERT ZMX , WSBHEEXR. BEEFEESTBEREF
TR, REBEMERMX,

« MREHEMXEFEEEERRES , BEEMNEFTES

DT SBRERMASER Storage Gateway Z#I 2 7 EMM B, BXRER AP HITHRENEZ(E
B , 5% AWS Storage Gateway API £% AttachVolumeH I DetachVolumem
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MRIX 55 B 5

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. ERE , RARER- ISP ESTENS,

3. XNFRHE, EFSFES. WNSEREIAXEE,

4. WAESTEEENSE , AREWAEPEAEF detach HEESE,

(® Note

NMREESBENEEARERE , WERSANEHMMRENEESE , EETKLERE
B, RE , REERNETE., NRRABLERE  BURLTEFIEEDIERS. W
RELRBHE , WRASMEMMNERNEDE,

DIE |, AT LURT LS N B E AR <,
RS B H0EI I <

1. fEhttps://console.aws.amazon.com/storagegateway/Z F1 3] FF Storage Gateway ##l &,
2. ESEMERP  ERS. ESBENEIBNRSERNESE.

3. MNEFESBIXRG , EREMMNE. —XR8EMM—1N5E,
4
5

X TFHRE |, RFEH IS,
EMIMENFES , EREEREHMMBINMX , Reh ARFBEESIR iISCSI BFr.

MREENNEFERS  FAE 1D WARBEIRAR,

6. EEMME, MREEZNS LHRERE , ME AttachVolume BERIIE , BRRSFHME
2 BN B,

7. EETHEE CHAP SHRIEASH  EEENETRHESIEFEN. BIERFERANMB
2, REERRE. BXEARAEFSHRIINI (CHAP) SORIINESER , HZHEA
iSCS| BArELiE CHAP &K1,

Bl IR E R IR

DUTEERAEZETINFXNEIRE SAIEZRERR , UREREIRRFIE Storage Gateway ZHl & H
R AR AT AR B R R ER ., AT — IR, et B IMERR , W LURERRITRI , AEREENERE
RIS EEIRE,
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NI MR B2 H E RS IR ERER

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. EEHFHATHAMNNSMERT , EEMNX,
3. ERENHGIERBHMX , AREFRFABSEETF,

FAFEEENFERPTIEMXNRERBER.
4. 1%&$F Create recovery snapshot LA3TFF Create recovery snapshot X i&4E.
5 METRNBIRY  EREMENS , ARERIERE,

Storage Gateway B3I IEESHNRBIRE, REBIBTK/G , 7 Storage Gateway #EH A HER
HLEEFEN , ATLUREMREB S5 HARER,

YRR R 1T X

W FE#EHSE | AWS Storage Gateway BB E X — X B ERIARER TR,

(® Note

BT ERBRBRIARBITR, FHREBFTEEL—MRBITH, ER , BULLESEERBEREA
£HRRF/RER (1, 2. 4, 8, 12 T 24 NPat) KRESREB TR,

M FEFES , AWS Storage Gateway T BIEBRIAWIRBITR. FTLEIBEIATR , RAEZHEER
£ Amazon S3 1 , FTL , BEFERBHIRBITKAA T REREBE N, T , BN EZEErTFER
RERBITR. NEFESAUBERBREMT S —RELEMNRERIEBN S ZE.

BEEANUATSER , B URESHIRBITR,
REBBRVIRIRIT

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
2. HESMBERKF , %EF Volumes , REEZRENPAIBREBHE,

3. XF Actions (3&4E) , #%£$F Edit snapshot schedule (4% RBITR]).

4. £ Edit snapshot schedule XiF#EH , EekitXl , RFEEFE Save,
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I BR 17 fekk B RV IR R

A UAMIBREFEBHRE, Sl , HEE-—REARNBERT FHRENTFSREMTIBEZER B REN
B REEERRR R, ATRBREEZ S, RUBREMEBNRERXSBBREGIRBTZEENLL
=

FHT

« FERERAT Java B9 AWS B 4T & T E SRR ER
- FRAEAT NET B AWS B#4F 5 T ESHBRIRE
« fE£H AWS Tools for Windows PowerShellffil B 1k B8

£ Amazon EBS #H|&F |, BRI LA —XMBR—/MREE, BRxuMMIEEH Amazon EBS 2§ & Ml BRIR R HY
E8 , BSRILO% EC2 AF 5 A BRI &% EBS HREE,

E—RMBRZAMREE | BRI LAEHR HE P — /X iF Storage Gateway RIEHIRB, AWS SDKs HX’R
fl | ESH FERERT Java B AWS BT A TESRIBRIRER, FEHAFERT NET 89 AWS B4FF %
TESRBRRE M #H AWS Tools for Windows PowerShellffl B 1R B8 ,

FEHAERT Java B AWS B4 5 T E TR IRE

WERBRESSRBENS MR |, BAILERARER E, AT ROVERNFAERERT Java B AWS
AR TESMBRRER, MECAROAND , BRIZAE Java ZHENABRFNETAR. BXES
ER , 28 GERT Java WAWS BRUEF R T EAFRARER) FHAT, RERFRERLE
R, FiE BIBRFEENRE PARRERER A,

Example : EAEA T Java B9 AWS SDK il BRiR B&

BT Java KEBBRAIFIH T MXENBHRBURRBESRABREEEBHIERZE. EEAER
F Storage Gateway I L7 #Y Java AWS SDK API EC2, Amazon EC2 AP| @3 FA B IR BAYIZ
(=

FHABUERBRSKRIRT R, BHMNXH Amazon FRBF (ARN) FEEERIFIRBAYE B KK,
L& L Bz s REN RBE G MR, BEFEEEMRE viewOnly , ZEXRPAREEETEMRK
A9 1R B R 2 SERRIIT IR BRI BR . SE R view kI (ENNF viewOnly IRE N true) BTREB , FEER
Bamrt 4. BXALLE Storage Gateway L& EAK AWS RFLKX T RIIK , HSFEPHAWS
Storage Gateway & im T S MEFAWS —fSE,

import java.io.IOException;
import java.util.Arraylist;
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import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import

public

java.
java.
java.
java.
java.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

util.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

util.Calendar;
util.Collection;
util.Date;
util.GregorianCalendar;
List;

auth.PropertiesCredentials;

services.
services.
services.
services.
services.
services.
services.
services.
services.
.storagegateway.model.VolumeInfo;

services

ec2.
.model.DeleteSnapshotRequest;
ec2.
ec2.
ec2.
ec2.

ec?2

AmazonEC2Client;

model.DescribeSnapshotsRequest;
model.DescribeSnapshotsResult;
model.Filter;

model.Snapshot;

storagegateway.AWSStorageGatewayClient;
storagegateway.model.ListVolumesRequest;
storagegateway.model.ListVolumesResult;

class ListDeleteVolumeSnapshotsExample {

public
public
static
static

// The
public

// The

are deleted
// if viewOnly = false.
public static int daysBack = 10;

// true

the daysBack criteria

public static boolean viewOnly

static AWSStorageGatewayClient sgClient;
static AmazonEC2Client ec2Client;

String serviceURLSG = "https://storagegateway.us-east-1.amazonaws.com";
String serviceURLEC2 = "https://ec2.us-east-1.amazonaws.com";
gatewayARN

static String gatewayARN = "*** provide gateway ARN ***'";

number of days back you want to save snapshots. Snapshots before this cutoff

= show what will be deleted; false =

actually delete snapshots that meet

= true;

public static void main(String[] args) throws IOException {

// Create a Storage Gateway and amazon ec2 client

sgC

lient =

new AWSStorageGatewayClient(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));

FAERT Java B9 S AWS DK
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sgClient.setEndpoint(serviceURLSG);
ec2Client = new AmazonEC2Client(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
ec2Client.setEndpoint(serviceURLEC2);

List<VolumeInfo> volumes = ListVolumesForGateway();
DeleteSnapshotsForVolumes(volumes, daysBack);

}

public static List<VolumeInfo> ListVolumesForGateway()

{

List<VolumeInfo> volumes = new ArraylList<VolumeInfo>();

String marker = null;
do {
ListVolumesRequest request = new
ListVolumesRequest().withGatewayARN(gatewayARN);
ListVolumesResult result = sgClient.listVolumes(request);
marker = result.getMarker();

for (VolumeInfo vi : result.getVolumeInfos())
{
volumes.add(vi);
System.out.println(OutputVolumeInfo(vi));
}

} while (marker != null);

return volumes;

}

private static void DeleteSnapshotsForVolumes(List<VolumeInfo> volumes,
int daysBack2) {

// Find snapshots and delete for each volume
for (VolumeInfo vi : volumes) {

String volumeARN = vi.getVolumeARN();

String volumeld =
volumeARN.substring(volumeARN.lastIndexO0f("/")+1).toLowerCase();

Collection<Filter> filters = new ArraylList<Filter>();

Filter filter = new Filter().withName("volume-id").withValues(volumeld);

filters.add(filter);

FERERAT Java 89 S AWS DK API R 2013-06-30 71



AWS Storage Gateway BRXAFERE

DescribeSnapshotsRequest describeSnapshotsRequest =
new DescribeSnapshotsRequest().withFilters(filters);
DescribeSnapshotsResult describeSnapshotsResult =
ec2Client.describeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResult.getSnapshots();
System.out.println("volume-id = " + volumeld);
for (Snapshot s : snapshots){
StringBuilder sb = new StringBuilder();
boolean meetsCriteria = !CompareDates(daysBack, s.getStartTime());
sb.append(s.getSnapshotId() + ", " + s.getStartTime().toString());

sb.append(", meets criteria for delete? " + meetsCriteria);
sb.append(", deleted? ");
if (!viewOnly & meetsCriteria) {
sb.append("yes");
DeleteSnapshotRequest deleteSnapshotRequest =
new DeleteSnapshotRequest().withSnapshotId(s.getSnapshotId());
ec2Client.deleteSnapshot(deleteSnapshotRequest);

}

else {
sb.append("no");

}

System.out.println(sb.toString());

private static String OutputVolumeInfo(VolumeInfo vi) {

String volumeInfo = String.format(
"Volume Info:\n" +
" ARN: %s\n" +
" Type: %s\n",
vi.getVolumeARN(),
vi.getVolumeType());
return volumeInfo;

// Returns the date in two formats as a list

public static boolean CompareDates(int daysBack, Date snapshotDate) {
Date today = new Date();
Calendar cal = new GregorianCalendar();
cal.setTime(today);
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cal.add(Calendar.DAY_OF_MONTH, -daysBack);
Date cutoffDate = cal.getTime();
return (snapshotDate.compareTo(cutoffDate) > @) ? true : false;

FERERT NET B AWS B4FF 4% T E SRR IR

WEBBREBEXRBKNZS MR | BANERARESE. UTREERNAFERERTF NET B AWS #
B X TEGRAE 2§ 3 BIRRE, MECARGNRE , BNIZAE NET 2HANARFNEITE
X. BXEZER , 550 GEAT NET WAWS BA4F XTI EGFRARERE) PHAT, MRE
RERBRDERR | B BIBRFESHRE PR ERES A,

Example : A& AT.NET 89 AWS SDK il R iR B8

LT C# REBRHIH | AWS Identity and Access Management F = AT LA %I WX SN BRI RER,
ARG, ZAFPAHERBHERNBEREEEAS REH) 2k 2E , FHRE 7TREHHR
BB, ZRBIERERT Storage Gateway M S #AH.NET AWS FF X TESE API EC2, Amazon EC2
APl SR TABIRBHRE,

LLTFRBEREIERZERT.NET B9 AWS SDK iRZA 2 §1 3, AU IBMRAH NET TR EFRE. &
XEZEER ,BSHIBEAT NET B9 AWS SDK B9I B

FHRBURHBRESKET R, EHMXH Amazon BREZF (ARN) MEEAEREFREBHEHREK.
LLE L BB 2 BT AR IR BT S R BEFEREM/RE viewOnly , ZERP\REEE EMKR
HY IR BRIE 2 SRR UIT IR BB BR . S8 R view %I (BIFF viewOnly iRER true) BTREB , &R
BamRt 4, BXALLE Storage Gateway BLEEAN AWS RFLKmTT RIIK , HSFEPHWAWS
Storage Gateway & in T S FMIEHFAWS — RS E,

B, SIZ—NAPHESRD IAM RBHMEZAF . REAEHMKEE B3 REBITR.
DT RBAUZEATAFHBRREBOR/NDRERRE, EATREF , REHNEMHF sgw-delete-

snapshot,

JSON

"Version": "2012-10-17",
"Statement": [
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"Sid": "StmtEC2Snapshots"”,

"Effect": "Allow",

"Action": [
"ec2:DeleteSnapshot"”,
"ec2:DescribeSnapshots"

1,

"Resource": [

myn

"Sid": "StmtSgwListVolumes",

"Effect": "Allow",

"Action": [
"storagegateway:ListVolumes"

1,

"Resource": [

myn

BT C# KB EEEMX P ERSENIEE B LLH TE 89 FrE R R E M BR

using System;

using System.Collections.Generic;
using System.Text;

using Amazon.EC2;

using Amazon.EC2.Model;

using Amazon.StorageGateway.Model;
using Amazon.StorageGateway;

namespace DeleteStorageGatewaySnapshotNS

{
class Program
{
/*
* Replace the variables below to match your environment.
*/

FRERATF NET 9 AWS SDK

API iR 2013-06-30 74



AWS Storage Gateway BRXAFERE

/* IAM AccessKey */
static String AwsAccessKey = "AKIA................ ",

/* IAM SecretKey */
Static String AWSSeCIetKey = "*******************************";

/* Account number, 12 digits, no hyphen */
static String OwnerID = "123456789012";

/* Your Gateway ARN. Use a Storage Gateway ID, sgw-XXXXXXXX* */
static String GatewayARN = "arn:aws:storagegateway:ap-
southeast-2:123456789012:gateway/sgw-XXXXXXXX";

/* Snapshot status: "completed", "pending", "error" */
static String SnapshotStatus = "completed";

/* Region where your gateway is activated */
static String AwsRegion = "ap-southeast-2";

/* Minimum age of snapshots before they are deleted (retention policy) */
static int daysBack = 30;

/*
* Do not modify the four lines below.
*/
static AmazonEC2Config ec2Config;
static AmazonEC2Client ec2Client;
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

static void Main(string[] args)
{
// Create an EC2 client.
ec2Config = new AmazonEC2Config();
ec2Config.ServiceURL = "https://ec2." + AwsRegion + ".amazonaws.com";
ec2Client = new AmazonEC2Client(AwsAccessKey, AwsSecretKey, ec2Config);

// Create a Storage Gateway client.

sgConfig = new AmazonStorageGatewayConfig();

sgConfig.ServiceURL = "https://storagegateway." + AwsRegion +
" .amazonaws.com";

sgClient = new AmazonStorageGatewayClient(AwsAccessKey, AwsSecretKey,
sgConfig);
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List<VolumeInfo> StorageGatewayVolumes = ListVolumesForGateway();
List<Snapshot> StorageGatewaySnapshots
ListSnapshotsForVolumes(StorageGatewayVolumes,

daysBack);
DeleteSnapshots(StorageGatewaySnapshots);

/*
* List all volumes for your gateway
* returns: A list of VolumeInfos, or null.
*/
private static List<VolumeInfo> ListVolumesForGateway()
{
ListVolumesResponse response = new ListVolumesResponse();
try
{
ListVolumesRequest request = new ListVolumesRequest();
request.GatewayARN = GatewayARN;
response = sgClient.ListVolumes(request);

foreach (VolumeInfo vi in response.VolumeInfos)

{
Console.WritelLine(OutputVolumeInfo(vi));

}

catch (AmazonStorageGatewayException ex)

{

Console.WriteLine(ex.Message);

}

return response.VolumeInfos;

/*
* Gets the list of snapshots that match the requested volumes
* and cutoff period.

*/

private static List<Snapshot> ListSnapshotsForVolumes(List<VolumeInfo> volumes,

int snapshotAge)
{
List<Snapshot> SelectedSnapshots = new List<Snapshot>();
try
{

foreach (VolumeInfo vi in volumes)
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1).ToLower();

String volumeARN = vi.VolumeARN;
String volumeID = volumeARN.Substring(volumeARN.LastIndexOf("/") +

DescribeSnapshotsRequest describeSnapshotsRequest = new

DescribeSnapshotsRequest();

Filter ownerFilter = new Filter();

List<String> ownerValues = new List<String>();
ownerValues.Add(OwnerID);

ownerFilter.Name = "owner-id";

ownerFilter.Values = ownerValues;
describeSnapshotsRequest.Filters.Add(ownerFilter);

Filter statusFilter = new Filter();

List<String> statusValues = new List<String>();
statusValues.Add(SnapshotStatus);

statusFilter.Name = "status";

statusFilter.Values = statusValues;
describeSnapshotsRequest.Filters.Add(statusFilter);

Filter volumeFilter = new Filter();

List<String> volumeValues = new List<String>();
volumeValues.Add(volumeID);

volumeFilter.Name = "volume-id";
volumeFilter.Values = volumeValues;
describeSnapshotsRequest.Filters.Add(volumeFilter);

DescribeSnapshotsResponse describeSnapshotsResponse =
ec2Client.DescribeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResponse.Snapshots;

Console.WriteLine("volume-id = " + volumelD);
foreach (Snapshot s in snapshots)
{

if (IsSnapshotPastRetentionPeriod(snapshotAge, s.StartTime))
{
Console.WritelLine(s.SnapshotId + ", " + s.Volumeld + ",
" + s.StartTime + ", " + s.Description);
SelectedSnapshots.Add(s);
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}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
return SelectedSnapshots;
}
/*
* Deletes a list of snapshots.
*/
private static void DeleteSnapshots(List<Snapshot> snapshots)
{
try
{

foreach (Snapshot s in snapshots)

{

DeleteSnapshotRequest deleteSnapshotRequest = new
DeleteSnapshotRequest(s.Snapshotld);

DeleteSnapshotResponse response =
ec2Client.DeleteSnapshot(deleteSnapshotRequest);

Console.WritelLine("Volume: " +
s.Volumeld +
" => Spapshot: " +
s.SnapshotId +
" Response: "
+ response.HttpStatusCode.ToString());
}
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
}
/*
* Checks if the snapshot creation date is past the retention period.
*/

private static Boolean IsSnapshotPastRetentionPeriod(int daysBack, DateTime
snapshotDate)
{
DateTime cutoffDate = DateTime.Now.Add(new TimeSpan(-daysBack, @, @, 0));
return (DateTime.Compare(snapshotDate, cutoffDate) < @) ? true : false;
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}
/*
* Displays information related to a volume.
*/
private static String OutputVolumeInfo(VolumeInfo vi)
{
String volumeInfo = String.Format(
"Volume Info:\n" +
" ARN: {O}\n" +
" Type: {1}\n",
vi.VolumeARN,
vi.VolumeType);
return volumelInfo;
}

£ AWS Tools for Windows PowerShellff| B3 15 BR

MERBREBREKNZMRER |, BULERARES Z. AT REERWOMFAFER AWS Tools for
Windows PowerShellfl B RER, EFEARHIBIA | ERZBABMAZE 1T PowerShell BiAR, EXxEZE
B , 2 https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-started.html A
BIAWS Tools for Windows PowerShellA[], MREIAEEZH RO ERE | Fik BBREESHNIRE G
PR EFREHIE .

Example : {8 F#fil Br R BB AWS Tools for Windows PowerShell

BT PowerShell BIASRBI5IH T X BN SN RBURREIT HETEREREEBHZERZE.
©fE A Storage Gateway H Amazon B9 AWS Tools for Windows PowerShell cmdlet, EC2Amazon
EC2 API B B TA B IR BAVIRE

BEEFMHAHRHEHMICH Amazon BREW (ARN) MIBEREFRBHWEMRE. tBLBH
Z AR R B E T EBIBR, BEFEEERRE viewOnly , ZEXRPAREESEEMBRWRBIER
SSERFUITIRBMIBR, %R view T (BNFF viewOnly RER true) E1TRIE , EE XL LMK
Ao

<#

.DESCRIPTION

Delete snapshots of a specified volume that match given criteria.

.NOTES
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PREREQUISITES:

1) AWS Tools for Windows PowerShell from https://aws.amazon.com/powershell/

2) Credentials and AWS Region stored in session using Initialize-AWSDefault.

For more info see, https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_DeleteSnapshots.psl
#>

# Criteria to use to filter the results returned.
$daysBack = 18

$gatewayARN = "*** provide gateway ARN ***"
$viewOnly = $true;

#ListVolumes
$volumesResult = Get-SGVolume -GatewayARN $gatewayARN
$volumes = $volumesResult.VolumeInfos
Write-Output(" nVolume List")
foreach ($volumes in $volumesResult)
{ Write-Output(" nVolume Info:")
Write-Output("ARN: " + $volumes.VolumeARN)
write-Output("Type: " + $volumes.VolumeType)
}

Write-Output(" nWhich snapshots meet the criteria?")
foreach ($volume in $volumesResult)

{
$volumeARN = $volume.VolumeARN
$volumeId = ($volumeARN-split"/")[3].ToLower()
$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "volume-id"

$filter.Value.Add($volumeId)

$snapshots = get-EC2Snapshot -Filter $filter

Write-Output(" 'nFor volume-id = " + $volumeId)
foreach ($s in $snapshots)
{

$d = ([DateTime]: :Now).AddDays(-$daysBack)
$meetsCriteria = $false

if ([DateTime]::Compare($d, $s.StartTime) -gt 0)
{
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$meetsCriteria = $true

}
$sb = $s.SnapshotId + ", " + $s.StartTime + ", meets criteria for delete? " +
$meetsCriteria

if (!$viewOnly -AND $meetsCriteria)

{
$resp = Remove-EC2Snapshot -SnapshotId $s.SnapshotId
#Can get RequestId from response for troubleshooting.
$sb = $sb + ", deleted? yes"

}

else {
$sb = $sb + ", deleted? no"

}

Write-Output($sb)
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3. BRUTHIRELIBNFHEEMK

HESMERT , GEMNx  RAEEREFLNEEFEFESMR, MXLT Running RE.
HRERD , BEEFLEMX, RIENEEPRIMNK ID, RFEEFLERK,

EMXREFLE , BURLKBIERINFORSHER . SMXKAN , FAEREMFHRER
—RHEBNBEHMKREE, SRR KXAE , MXAPRESA XA,

EREREFZEAERA VM,

BXRELEMXNESER , BSRABHNELEMX,
4. NEENFHESXBENEFHEUEEENX VM 28, XTaE VM WREEE.
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5.

10.

fEF SR Storage Gateway &l & RHEHNFELDAN EEEFE BAREBE N FESM

X, https://console.aws.amazon.com/storagegateway/
EREESRS FMNENEEEMKX VM R BN EFEEE
EREHWE LNIAHE , FREUTIRRKUIEERS.

a. 1f Storage Gateway F#H|AH |, IEFQES,

b. HEUIBRBXNEESD , EELELSR S HOIENFHEBMX,
c. MIIRFEFE—EE D E,

d. XNFTHERE , ERREUE LNNERELEI.

BXOBEBNESER , BSHANETHES,

(WiE ) EHIWEE CHAP SR RIIESH , EXENEFRABHEFEN. BIBFR
FAMBRER , RAEEBRRE

BxFERAREEF HHRIETHIN (CHAP) BHRIENEZELR , HSHF iSCSI E#rfii & CHAP
S HRIE,

B BEAGE#ESNNRAER,

HWIAFNEEEMREITEERS , TURBRIBNE#EEMX,

/A Important

MERMX 2/l , FREAIIIENARFEEEASIMKAE, MREER LR HR B
BRMX , M &&ERBIEE K.

BRUATSRMERIBNFEEMX

/A Warning
0 B ) o< f B T SE MR &

a. ESMmERP  EEMX , ARERERRNVIBEFEESEMNX,
b. X}F Actions (1) , iEi%#F Delete gateway (HIBRMX),
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C.

R RN EARER | & SRR IARER, WRIIHAMX ID HEE T EM R IBF6E
BMR. RFIEEMRER.

1. BERIBRIMRX VM. BXMBIER VM BEE , BSAEERFH XA,

MEFEBEHAIMKED

MEFEBEFTNEFEMXEL (VM)

1. FLEEBABZFEMAINAMENAERF.

2. HE iSCS| BHMTT SEMIEEER iSCSI BN EFFImMERE, BT AU LEE, inE BIER
EX LSRN, NBEBTEXELES ENBEFRE -

3. REUTIRUBRBHIRRK , RAEFHMBEK.

a
b.

C.

fEhttps://console.aws.amazon.com/storagegateway/ZX F1 3] FF Storage Gateway 2 #1 &,
EEMERD , RS RAEERENPOURREBHNE,

NTHRE , ERIERE

EORREXEES , MARBHELR , AEEFCIERE,

BRLRIERECEAEFEERR, WRBENELERZE , FFILETZX , REEB
WITT —FEE. BEEFRBRSABINEERBL T HFLERS | HRES LHRBEE,

BRERHETFREBRTSNWESER , TSR T HSRBNER, AXREFSRBHNER
BSHA T REFSREER .

4. BRBUTHIREFLIBNEFESMX

a.

b.

ESMERT , BEMNX K RAEEREFLNAEFSEMR. MXLT Running RE.

HRFERD  BEFIEMNK, BRIEXNFEEFHIMNK ID, REEFEFILEMK, HiEZMX D,
RAANERENSRAFEAER,

EIHNKELR |, BAEESFIETRMRRRSHEE, HIANXXEAR |, FAEERMFHE
ER—FHEHENBHIMKRRM, HMKKAR , MAIBWIREZR X,

FREEEFZEEXAIE VM, BxxHAT5% EC2 RFINEZELR |, H2R (LS

EC2 AF#EM) PHEILFENEBHES, BHRXH KVM = Hyper-V ERHHNEZE L
VMware , {55 G0 E D ERERF X,

BXREFLMINESER , FEHAEHNELEMNX,
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5. NAAHME (2RERUEE, EFHEN LAZPX#EE ) 5IHMX VM 78,

® Note

B TREANS ID UREZBRHMAXKNMX ID, BFERENSRPFILEE SHN
Storage Gateway EEEFIE. (BESHEASEK 11, )

MREERL D EC2 LHHENEFEMXHELY , FSRELS# EC2 AFERmPIE
Amazon EBS &5 Linux =610 8. XM KVM = Hyper-V ERNF 2 BHENER , B5H
EENERREF X, VMware

6. BIEFH Storage Gateway BEEEZF VM E4] , BEFEFEERNRMKBIE, BXOIEHH
Storage Gateway EXEEF VM HWEZEE , BZRRESEMX, XMNHMTFRAIBRXH F
%o

® Note
BZE#EF VM SIAEEEFESR LEEPXN#EE, Z0FH VM FEASIA VM HENERF
WEN EZRPXHEE,

7. BBV Storage Gateway BEEREF VM KHINFEASIH VM BRIV EZEE., Mo<iERIAMSEH
BRIIASENEE N (DHCP), £/ DHCP i, RESNEHNN< B3 28 IP ik,

MREFENH VM FHEERS IP i, BERRENKXME , TRESHFAER. IR
BRI MR ABER Socket Secure hixZs 5 (SOCKSS) RIBF EEZEBI B ERM |, 724t M X< &
SOCKS5 KEESH T EZFMES

8. Bz VM,

9. FMEELRS PMENEFENK VM R0 BEHHMEEZEIFNEFESMR, BRBEBEMNX VM
M E R IBF R e TE R R R VM,

FIEMEBLAERRRIETE, BVERBA)D , EAXLSBABEEEF—H.
10. BEEALLTHEAMN URL EEBFH VM , BIIMXIEBIRE,

http://your-VM-IP-address/migrate?gatewayId=your-gateway-ID

ERILAFMR VM EEEASIEMX VM HER IP ik, &/ URL BRI T AT 7RG,
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11.
12.

13.
14.

http://198.51.100.123/migrate?gatewayld=sgw-12345678

EXNRBRPHERTITFED curl REAL URL , BaIEBIRE,
RYBEHMXEIBLEE K L2FIUTHE !

Successfully imported Storage Gateway information. Please refer to
Storage Gateway documentation to perform the next steps to complete the

migration.
DEIAMXAREE  SESRS PIET T ZHENS D,
BEIMX,

BRUATSREIFNEFEMX :

a. fEhttps://console.aws.amazon.com/storagegateway/Z R $TF Storage Gateway Z=Hl &
b. ESMBERF , EEMX , ARERERINHMAK, MK4LTF Shutdown RS,
c. EBFFHAER , AREREBEBIIMX,

BREIMKRNESEE , BERAEIFELEMK,
n#E 1@%@%&%@1&ﬂﬂ@)ﬁ¥ﬁlﬂ% VM 8 IP b1k K15 R R B
BANEWBTHA , AEBBERIEMX VM. BXxMBIER VM WER | BSREEEFI X4,
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¥ 98 Storage Gateway

AN B A Amazon %32 Storage Gateway , BF SR E M < KEH E IR CloudWatch, &) LA
WEmKH EEERXMEFEM, FH Storage Gateway 24| A XKEEMXNIBIRNER, Hla
B LEFEREREFFEANFTTER, REREZZNRELARM Amazon Web Services =i REIE
FERNETE, EBEN , BUUREMXNESTRAHREER , MEE—IRZS/MNEREEE R
EiTBAHE,

Storage Gateway % #% 121t CloudWatch 3645, 2R N HAF AR Storage Gateway 3645, B fE
XS , BAILHEHEEEHFE T T HREHNMX BRI, Storage Gateway iE 1R i
CloudWatch iR , EE0HEBIRRI , TEFNTHE. B>< CloudWatch ENMWEZEER , HSH
Amazon CloudWatch Eft. BXxE%{E LR CloudWatch , i3 Amazon CloudWatch F FF 18/,

AXBETYRERENXREXBKERNEER , i35 Monitoring your Volume Gateway,

£

o TEMXIER

- BEFEEHRX

- BEZFFHE

« 7 #% CloudWatch 23R

- NIEHNMRBZEHEERN CloudWatch Bk
« NERNRKAIEBE X CloudWatch Bk
- BEEMX

ig: JZER =t

EAEFNLH , RIHMXERELNREEMCCEANER , BRRE , XEENEEN
ANEFEMERE. AT -IRNXEE TSNS, BERXBENERACRMX EORES, 6
3, CloudBytesUploaded E#r— MR ER ST MR REL N FTHNER, ZERSENX LB
BRER .

FERAMXERBIERN , NIEERFZEETHERNMXWE—RIR, At , BAEE GatewayId
GatewayName {H. HFEFEAMKMIEIRN , BEERGEZRFIEENXLEE , ZLEELTRNXTEN
BN EBEBRHNENRKSF. BXEZELR | HSH FH Amazon CloudWatch $#6¥5.
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BMXAFERE

® Note

REBERRERITHNEZRBRNER T HTRENF QIREHRES.

1R

AvailabilityNotifi
cations

CacheHitPercent

CachePercentDirty

CacheUsed

DU

M5 4 Y 5 o] A M R AYIE
TR B

TR E Sum KITBIEL S
FERATNEMXERER TE
AR AMEXHNSESG. BX
EHNEFEAEER | BEFLRE
B/ CloudWatch BE4A,

B BF

ZEFEENNRARFERE,
BHAEREEABE R RA.
By B8Ok

R 5x & 17 P e R IF R (LRY B 4K
Bk, AWSHAEIREEH
ZRER A

FRERSSUNFITBESES
i

BRABRT , ZERNREE
BIRKF

Bfy:Bok

MR EFEEPEEFERAN
FHEH, EXRERSEAHE
RETEA,

T R IERR
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1R

IoWaitPercent

MemTotalBytes

MemUsedBytes

QueuedWrites

ReadBytes

R

By 2

PR S S5 135 7 3 i 23 Wi )7 Y sF 1)
Bk,

By BoOt

AMx VM B ER RAM

B UFEHREN,

By FE

Mx VM YaTEEEAN RAM
B UFEHREN,

- R A=k ]

BE  MERREEFEANSK
HE#EFTHAWS , BEthK
BT ‘3|5 HEAtHENS
BEZEARXENERSERE &
RMxERR#HEKE,

By Y

REABARKFRIFRREEM
AN RARFRRNEFT
o

FMtIERS Sum ST HIES
EFEATNERUHE  FHE
Samples SiTHELEEEAA
N E IOPS,

By FH

T R IERR
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1R

ReadTime

TimeSincelLastRecov
eryPoint

TotalCacheSize

UploadBufferPercen

tUsed

UploadBufferUsed

UserCpuPercent

DU

5 BHAMKFRIE BN
1 N A A2 PR 1T R BUR VR P AE
BNEZERDH,

FiZiE¥rE Average Sit#
BESFERATNEEER,

By B2®

B b B A B AR B
i, BXESEL , E5H £
WEERATLBE , £
W B

By B

LFEHREMHNEFELE RN,
BHAEREEABE R RA.

B4R

Mx EEZFXBERR, #
REREEE R RA,

By 8BS

MR EEEFXIEEERAN
BETH, #AEREAHE
RAEFEA,

BAFH

M4 PRTTE CPU BYRIRY B 2

b, #EE®KO LFEITE,
By BOK

T R IERR
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1R

WorkingStorageFree

WorkingStoragePerc
entUsed

WorkingStorageUsed

WriteBytes

WriteTime

DU

P 5< By T AF 17 i 22 ] P R A
MNEZRE, #AERSEHH
ZRET R

B4 FH

Mx EEZFXBERR, #
RIERE L RS RA

By Bole

MR EEEHXEEFERN
BETH, BARERGAPLE
E: P

By . P

HBEBHAMKPREEEA
BANRARFNEFZTH

MRS Sum SitHIEL
EFEATNERUHE  FHE
Samples STHBELEESEAA
MWE IOPS,

By FH

RERABAMKFREBME
o N IR 1T B A RAEFI3E
BN EEDH,

FiZiE¥rES Average S&it#
BEESERATTNEER,

By ZR

T R IERR

API iz 7 2013-06-30 98



AWS Storage Gateway BRXAFERE

Storage Gateway fS#rHI4EE

Storage Gateway BRZ5#9 CloudWatch 5% 22 8] AWS/StorageGateway, ¥HIEE 5 7 HHERN B3
AR, TERE,

$HE iR
GatewayId , GatewayNa XL E S FRBERNBTFERFIENFETNXNIER. ERILE
me & GatewayId =i GatewayName MEIMRET/EHMRK,

NMRAELFESFENNXBRNEEERN , MXWNEMKETE
£, MEREMA GatewayId o

WJ?&E’J%&E%HLE%&EE?H?&E’JFEE%O BREARKIER
MEES , BTZREEMXS AWSZ HAY AR,

VolumeId ZEEXFEERNBBERENBETSHER. BIEFEHN
7B H Volumeld EARRZF#EE. AXEABSEIINER
FZANENARFEMX 2B A,

B EEREPEX

&R BAE T E R B A X a2 R 5 By _E 45 520 X DR a0 e 2 B 4R BUE S8 2 2 0 (X L 4 E I (A
WEBARNES. BEERALEE S EEFXERZERRFK T AFENRAEFFLZHE AWS
G IZES/YIE-Sareca: »

EEFENHETMRBMEFLAEEN A RNER LREFAX, BXEZER , HEH BMXHNTEER
I,

® Note

£ Storage Gateway FHIREFBINEER

Bl , WorkingStoragePercentUsed, WorkingStorageUsed ] WorkingStorageFree
ENNEATE#EBSHN LAZPX, NE , BEASFRLEZHPXIER
UploadBufferPercentUsed, UploadBufferUsed 1 UploadBufferFree, iXLEFS4R
EA TR XEN,

Storage Gateway 5 FRHEY 45 E API R 2013-06-30 99


https://docs.aws.amazon.com/storagegateway/latest/vgw/monitoring-volume-gateway.html#PerfGatewayAWS-common
https://docs.aws.amazon.com/storagegateway/latest/vgw/monitoring-volume-gateway.html#PerfAppGateway-common

AWS Storage Gateway BRXAFERE

KA LUREINITE—

LtESEAXFERR $¥ UploadBufferPercentUsed . UploadBufferUsed #I
UploadBufferFree ¥§#r5 Average SitBELEEFER. Hlm | F
UploadBufferUsed & Average &&EMA , A9 — BRI AM 1264 R
A=x,

NEFEAN EEEPXNED L

1.  FTFF CloudWatch #&|& , Mk https://console.aws.amazon.com/cloudwatch/o
1%£$# StorageGateway : MXIEFREE , RERIEFEHBHMR,

1%£#2 UploadBufferPercentUsed 1E#r.

3 F Time Range , iE%&E—ME,

% Average it iR,

X F Period , EIEFRE 5 2 F AEBRIAR S ETHE,

o g K~ WD

SHNENAFFNBEREES LEEPKNEAR,

BRBLUTSE , B LUEH CloudWatch Z##H A2 Bk, ETHAXRBRNEENESZEE , B5H
Amazon CloudWatch AP #5812 CloudWatch iR,

WMEAMRE LR XIRE EREER

1. $TF CloudWatch ###l4& , Mt H https://console.aws.amazon.com/cloudwatch/o
2. &#E Create Alarm (BI2 %K) AJ/F 31 Create Alarm (8|2 ER)' @S

3. NEWERBEERE

a. & “QIBRER mSH EERER NHEL Gatewayld , IEEAWS/
StorageGateway: , GatewayName4E , REH I EFEHBIMK,

b. 1%&# UploadBufferPercentUsed {E¥5. M Average ST HIEMN 5 2 #HHEH,
c. IEEBRYER,
4. ENEREBW., HRMBRE

a. 7TE“Create Alarm (BI2EIR)’ M S8 Define Alarm (E X ER) WE L , BiZ % 517E Name (B
#) 0 Description (i) £ H BV B RIB AL B AR BASRAR IR B IR
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b.
C.

5. &tx

a.
b.

C.
d.

e.
6. KRE

a.

b.
7. HIA

a.
b.

ENEHRBRE,
IRk,
ZERE B B TR IR

EORBER MSHNEERERNE L , N EHRRSERER.

N EBE R 02 B a4

B B F R4 EFEREIRE Amazon SNS £F, XN S SNSHEZEE , HSHTL
D@ AFEmPRIZEL S# SNS, CloudWatch

X F Topic (E&) , TR EB M A —MNMEREER .

%% Add Action,

RS,
BRIRE , REQIEER .

f£“Create Alarm (B2 ER)' B S K Review (EF) TH L , EFBREN, EHRMNERITH
MXBE (Bl , REBFERH4EA ) o

KREZBIRWESRE , %£# Save Alarm,
BN EREBRIITA :

TFF B RIXENETE 62 T BAt 15 E R B FER 43t 1Y Amazon SNS BFHR 4.
BEEFER P AVEERE | BINERIT R,

HERITFEEIA,

BEREFTE

&) LAE
PRIl

)|
RS

THRIABRIMATEZEN XN EFFEURNACIRERAELEZFSHEIEERERK
ER. BEEALER , BT BN @MNXRNEFFE.

BEFESRNTNEERE. AXESEE  FEH EMNXN TEFRE,

KA puREpTE=s
BREEFERR #F CachePercentUsed # TotalCacheSize IE#r4& Average 48

TTHIEFE M, I , ¥ CachePercentUsed 5 Average ZitBIELE S
A, Uofm—RNEANEEFERAR,

ERETRRE
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KA LRGN

TotalCacheSize IMXELRMKAMEFERE,

MNEFHREMNIEE ¥ CacheHitPercent #8#55 Average SitEHiELESHEH.
BRWBES

BE , £% %L CacheHitPercent ®REFRF.,

ZEPMEMNBESE O CachePercentDirty 38455 Average ZitBBELESHER.
2R , T8 B

Wk FEBIMRE —fxmME , BHFE CachePercentDirty REFRIE.

AWS

NEMXREMBENEFERET S

o o &~ DN

$TFF CloudWatch ##l4& , Bk J https://console.aws.amazon.com/cloudwatch/o
1%£$F StorageGateway : MXIBIF4EE , RAERIEFHM X,

i%#® CachePercentDirty ¥#%.

*F Time Range , HEEFE—1ME,

% Average &It iR,

W F Period , EIEEE 5 2 ACE R IAR SETE,

SHNZNEHFNBERESS 5 28U LNNEANETERBER,

NESBNEFREBET L

1.

o o &~ w DN

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/
1%3% StorageGateway : X EEREE , AERIZECFANRZE.,

1% CachePercentDirty 1E#7.

¥t F Time Range , H&E—1ME,

%R Average &It EiE.

X T Period , 1HiEEFE 5 2 #AEE IR IAFR S BT E.

BHNZRNEHFNBERESS 5 7HULNNEANEERBER,
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T f# CloudWatch 23R

CloudWatch B BEEFRMREREEEXREBHNXNER . EAILIAMAH CloudWatch &
8 3+ 1£ Storage Gateway ZHEFEFHRS. BEXATHERENINEINESEE , B2HAT
FEM < IEFR M T BB IER. N TEANER , BUNEERHHERRANELE. ST ERIR
Bt |, Storage Gateway ZHIAFHERRSERFRXEHLE , ETEEIHEERS. BAUF
EREENRBASHEEZT(CESARBRE, BX CloudWatch BIRNWEZER , SIS %
CloudWatch A5 IR Si# CloudWatchZ1R.

(® Note
MRIEZEEFNPR CloudWatch , N T EEEER,

NFEMNBCENMK | BRINEVEBIZLLT CloudWatch 23R :

s SI0O&EEF . E15 0HANT 3NN BIESR , IoWaitpercent >=20
- RIFRBESL £ 20 28AXN T 4 MIIER |, CachePercentDirty >80

o BTPRORBEE : £ 5 2HANT 1 MIER |, HealthNotifications >=1, EiELLERET |, iF
FHR D BIELL IR IRE A notBreaching,

@ Note
{X= M F CloudWatch FAESHIAZITIRABHE , FRERESTRRENER.

FEBE HA 3 VMware BWENFEA WM | OEEUERLE CloudWatch 1R -

- AAMBEA: E5 AT 1 MIES , AvailabilityNotifications >=1, BiELLER
B, B RROBIELEIZRE RN notBreachings

TRER T BEREVRES.

RZ iR
W IR R R R E LR ESEE .
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RS DU

Bl ERSRE BN E X EE.

BETRE BHRRIES , EFEAATA , ERBESENY
T B IR TS

7 TaNMXBER. ZCIEZHER , FS5H

IR M x 82 B E X CloudWatch 1R,

Unavailable EBERMRESZRARAH, 1% Unavailable (R AT F)
LAZ&E & Monitoring (512) it FH M IRE B,

NIZHAI M <RI ZHEER CloudWatch Bk

{#F Storage Gateway ###| A BIERFT MR , JLUERENERESET B CIEFMEHEN
CloudWatch Bk, BEXEZELR , BSREESMNK, MRENNEMRRNINBEFTHEN
CloudWatch iR , iHRA TS REE,

NABEFRRINREH#EER CloudWatch B

® Note

LINEEFEE CloudWatch REERR , MIXLENBRFXENTRELER Storage Gateway T2 17 [R]
KN —22 BB T, BRI HEE CloudWatch B2l , TRFREHZLRHKZ T L
TR :

« cloudwatch:PutMetricAlarm- BI2Eik

« cloudwatch:DisableAlarmActions - XM EBIRR/E
 cloudwatch:EnableAlarmActions - 3] FF &RIR{E
 cloudwatch:DeleteAlarms - il BRE &

ERFITFF Storage Gateway ##l A& https://console.aws.amazon.com/storagegateway//o
ESMBEEF |, %£F Gateways , AFIEZEN HAZEHE CloudWatch BIIREIM K,
EMXFAFEEREL , EREREETF,

EERT , RREHEFER. BB HEENEIR.

A
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BHRIMo I E THEMKWAE CloudWatch BiR, HXE , BAILLUEEMMBIR— MRS NER.
FTTF Sk P B R IR 1E AR B #T AV B4R

NI x 6|32 B E X CloudWatch Bk

CloudWatch &£ AL & #h 2] 2 B A PR S5 (Amazon SNS) Simple Notification Service fE BIRIRBS K EE
LR REEBREBEAN, BRSBESEEN —BREBAN—NMER , HEREEN TEERENERES
fBE T/ BT [E AT — IS ZTURE, RIER [ Amazon SNS =B RAMBEH, B UEABER
B 17 Amazon SNS £, CloudWatch 3% Amazon SNS WEZEE , B2 (Amazon Simple
Notification Service FTF R AR IEFE) HHRITL=E Amazon SNS ?

£ Storage Gateway 12l & H 82 CloudWatch 23R

1. TERFITFF Storage Gateway ##l A https://console.aws.amazon.com/storagegateway//o
2. ESMERTP , EEMNX , AGERENHIBBERHMXK,

3. EMXHAGEEREL , EREEETF,

4. HEBIR T, &R “QIEBER LUITIF CloudWatch #2%15,

5. fE£A CloudWatch #H At 2 BBV ENBERKE, SULOETIRENER

- BAEEER  ETMAENRERENER. EENEIRENNERIEEREN TFHEH
B, BRFE RN BB RS.

EHEBAREER , 5 Amazon CloudWatch A IERF W E T8 A HE 62
CloudWatch 21§,

- FERNER  RERLNEZERLEZNERBEACIRTBERE, EUUNFRERNRERE—
ME , REEEESP CloudWatch fE A ZBERBEZERN "ER" EEEH. SHEBS , A~
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Amazon CloudWatch B FF 18§/,

£}

« {#£/H Amazon HEIRIUE R <Z TR CloudWatch HE-T a1  Amaz CloudWatch on Logs
KRB X BN X MEXERETRRNER.

Lt E SIRPS API fR7s 2013-06-30 106


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Edit-CloudWatch-Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS Storage Gateway BRXAFERE

 {#F Amazon CloudWatch $E%5- T & 20 AWS Management Console 3 CloudWatch API 3k
B < B e 1R 34 o
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BEXRNAHEFNEENEBERNVER , BSEEES R,
AT 23 B i BUE MR G ELE CloudWatch HE4A,
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Storage Gateway ##| A

2. EEMSMBERS  &EF Gateways , REIRBENHEE CloudWatch HEHBI MK,
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R x MBEFRHERA S NRB T HMRSER. EFSETEMSIA CloudWatch XA HFHE| — N EX
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« BIZ CloudWatch 3k
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BRESHE, BIEERNEVRERRETRXRTHEANINNARFFHEEERAN=AERE
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ST HIE RREREEENRANES. EFEFIERERN CloudWatch , RS ITHHIER REIBIER
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. Bltn , 5 28 XEBHAR Sum EFRHY ReadBytes {ERREL 300 #A[
DEHBYFTRERNELE,

HER Ff ReadTime M WriteTime 38454 A Average CloudWatch 4iit i@
/A, Bl , Average 5458 ReadTime BN BRUXFFHAN SR
YERVEER B B
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300 ¥ A LABH IOPS,
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£ Metrics , B1E# All metrics I+ , AFEFE Storage Gateway,

1%# Volume metrics £ , RAERIEELANS.
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FH,

AEMRREFEENER @A/ A HRER

1. FTFF CloudWatch ##|& , it 7 https://console.aws.amazon.com/cloudwatch/o
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FE el &
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FAGREERRALBAE REXEBBEANESR , QEREM AN THR, FXEKREL Period
B (5 0% BHEHAYNHELE, S, MBI 300 BAMNMXINELE AWS Jy 555,544,576
2 WSVHABRELBAEY 1.85 kT,

CloudBytesUploaded (Bytes) =dt Statistic: Sum = Penod: 5Minutes -
500,000,000 Value: 555,544,576 (Bytes)
Time: Tue Aug 09 2011 21:33:00 UTC
4 Metric: B CloudBytesUploaded
0 Namespace: AWS/StorageGateway (3 1
GatewayMName: EC2-08-JaetStress-4
GatewayId: sgw-7FA44116
_________ Y -Axis: Left [switch]
N *j Create Alarm

MFEEHE MK BIRFEIER
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L BNXBENTES  NEFFHEN LEZPXZRFRABHUE XD NEER BEE, EEEN
MigEEMITY, EEFRER , ARELENRASMERMRMIBKNERE. XEEFREMAEMX
REWELES. IREEHRCERNX , FSHALIEMX,
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- B Storage Gateway W ARM A « THRIMATEMNEE XK/ NER, FRNEEREUREEIEES
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- EENTR-THRNMEMXHN LEFHERS AWS HUEHIRXEANMETRE,

- BEEMXERH : THROATFERXALFEH , UARELEM R LET ot Bt R,
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TR, SASR R R EE {5 A I L8 3% R 48 U % o

B Storage Gateway Y ith & &

RXE AL (VM) 5 IS IE A ith 0 B B AR s R B T E 0 M E% . £ Amazon EC2 3245l EBIZ BRI X
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TRANFTEHBOMKEE T A MEEFEOAD, EREMNKXFEUR THEAEEFEREAREN , EAT RN
BEZ AR FMH,

7N 17 e iR
EEEHRX A% 5 X7 M R R 8 E L& 2
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EEXEH, ZHMXBEIMENR

2EEFE (SSL) EEFHEHRX

BIELEE AWS,
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X E4£ %) Amazon S3 BYEIERY A
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AR AREME VM XN BEFE. MEEREHE (Pl , REEFFEZRN LA
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HWEES B L& ZHPXH KN

BAILRA LEEAXRNARBEES BN LEEZFXH KD, BIENBWEEDLSE 150 GiB #Y
EEEFX, MRAKEE/NT 150 GiB B{E , B 150 GiB REESEL LEZHTXNERE, &
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BREE, EARURERBHETHRRE, ZRRNIZHNER/RATAR, FHE AT
AWS , MXeRAENAREES. flm , MRENNARFBFEANEXE , BUUREN 21 1
BRERE, T , MREEEBANM , MXAREERIEMAHREESR , FETEEEESH
Mx BB,

MEHRUATE—FMG , BABENEBEWEEDLSE 150 GiB By EEZHXZEHE

« BHEARRETHRERR,
« RIRE—NNTF 150 GiB B{E,

Application MNetwork Compression Duration Upload
(Thmughput = Throughput X F:cmr X of writes =  Buffer
(MB/s) to AWS (MB/s) (s) (MB)
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il RELHLFNARFEX 12 NI UER 40 MB BER [0 M x B A XA HEH BB ML

FEHENEW 12MB. REXABFENERRHN 2.1, BHFEN LEEZFPXDHEL 690 GiB NZE
I8 o

Example

((40 MB/sec) - (12 MB/sec * 2)) * (12 hours * 3600 seconds/hour) = 691200 megabytes

A O IR SUERR SR ELF Lo BAMXEN LABPXZEWEE K. FA Storage
Gateway EHI B RBEAMEZH LEEHXZE, A, L& TEER Amazon CloudWatch Z2E 18
BRER FESPXNEABRIABEANANEEER, EXENRRRBEERNESEE  F2A K
BEEEFRX,

BEESENEFFHEIIAN

MR ERAREEFEERERNSIEERBENRERTGR,. EFF#ZEAAFESESEMNLEEFXE
&2 Amazon S3 BB A BFAFM. —KME , FEFEEZRANADEEN LEZHPEARDE
1.1 %, BXROAGCEEFERANINESEE , TSR BEZDEMN LEZEFXBI KN,

ERLCFILEUERRNSI N EFFHEZOTE E#ME. RS , LALERM Amazon CloudWatch 25
EREREFFHEZREABR , AEARFARREFEREESFHZTR. AXEABRNREER
MER  BSH KEREEFFH#,

BLEFA L& B XM E 1717t

FEENARFERNEZL , EUUBIMXN ELEEFXBEREFEREE, B NETPHIIIEEE
SHENNBERTARNXFNFEETE, PNESEFHEN , EFBEMX VM BER TR,

/A Important

EIMAMKFMEFR LERPXE | BHEMKENELAEZRERZFH Ama EC2 zon K4
LolEHEE, BORBRRERE RN EFR ELEEPXONBUEN KN,

NMKREEFAR L2 B XN EF &

1. HENMXENELDVEERZFR Ama EC2 zon £4|l LB E —MRBNHWE, BEXINAEE
ERFPTEEHMANGE  FSREERFNX . BN T E#HEHIEET S EBS BHE
B, BESHERT Linux EC2 SRHINT DMt EAFERmHPMIL S EBS B, EUTER
d o OFHHEERE N LEEPXHEFFME,
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2. fEhttps://console.aws.amazon.com/storagegateway/Zx T FF Storage Gateway 2 HI &
ESMERSD , EEMX,

BRENMIAMNIRPERE,

MBREXEPERRERM,

EREFMTD  BECMEENEE., WRERFINENHEE  FEAERFERRFIFIIR, X
TEMEE  MNEFTBELATHUREFLER LREFXHEFIFHE.

2 L

® Note
LR X REFEEM X Lo B ikE rY M — 7 A%,

7. ERFREEARFRELENEERE.

ST

&I LARRS ( BRE] ) MK BIRKRRY LEFHE AWS IMNMK TEE AWS RXHELE, EAT
RRFI T AR B B RGN KXFTANNETHE, RIABRT , ERENMNXAXN AR THHITERR
#lo

& T LAGE 38 IR ZE R ) AWS Management Console , t AT EF Storage Gateway APl ( 2L
UpdateBandwidthRateLimit ) 2% AWS E#F X E4H (SDK) U mEBARNIEERRREH ., BEURES
NRFITFR , BUILNEHER KPR (FlW , BIRAEEFFSKELFTR ) .

AU MR ELE T I RINHERRE. EABEEE XL —1NEZ 4 bandwidth-rate-limit/&] fE 5k 22 5k
wRREl. BXESZELR , HZH £/ Storage Gateway #2 & & K& T 1T X8 5L R Fl.

EETRRFINE —RBEINEE LERFEX —8YE bandwidth-rate-limit[E] FER “&X” #IETE]
R, FFHAEEN00:00 , &REFTEIAN, 23:59

(® Note

ATHRNEERETHFMXMEMK, EEE Amazon S3 XHMANTRE , ESREE
Amazon S3 XM KT, Ama FSx zon XHMX B B A IFH TR KR H,

B
- {#F Storage Gateway 2| & E ik 7 PR #l

SEE

st
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- £/ Storage Gateway 2l & L E T 11 XA 28 IR

- EAEMMXHRERRSG EAT Java B AWS SDK

- FEREMMKXTIRRRSE EHAT NET B9 AWS SDK

- FERAEFHMXTIEERS AWS Tools for Windows PowerShell

{3 Storage Gateway 2| & & ot 7T bR &l

AR EREN B I M Storage Gateway 2 #| & F kW< B TR o
WNEE R E A B S < B T PR

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
2. EENSMBERKTP , EENX , RAGEEEEENMX,

3. WFEE, EREETIRERRS,
4

ERERRRARIEES , HATNWRSE , RASRERE, SOHERTEREME Details i
Wk,

£ A Storage Gateway 12l & SSeE T 11 X1 49 72 bR &l
LTSRN AR Storage Gateway 2 &l & kit XX W % 7 5t BR HI#Y B ko
s DN SR A4S B P 5% i BT BR il 11 X

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TF Storage Gateway &1 5
2. HEEMSMBERS  EENX , AREFEEENMNX,
3. XNT’RE , ERREFTERRRSTR.

<Y bandwidth-rate-limitit X E REHRET RRERF TR FEF. RIABERT , M
bandwidth-rate-limitit &5 Z=,

4. T “REBTREZERSTR FEES | &R RINFTE” LURINFAIE bandwidth-rate-limithE.
FEA bandwidth-rate-limit/&) fE&#E AL TE L :
s —@@ AFWLXR-EALUAIER (EH—ZEHH )., BX ( EHAMNEHR ). —AHH
F—XH— A —NHZNMEE B B2 bandwidth-rate-limit/&l fE.
o FFEARFE - A HH:MM & =X 5 A P 5 2< #tb Bt (X 75 32 (6] B B9 FF 2R BsF 1) o
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® Note
&/ bandwidth-rate-limit/E FR M IR TE HL AL 38 E B 0 §h FF 2R 4L FF 24 .

o LZERESE-FEA HH: MM &35 | UK BI A it X A bandwidth-rate-limit[&] i 89 45 sk B El .

/A Important
|8l bandwidth-rate-limitf@7E b AL F8 E MY 0 $h 45 RATE R, B i RITE /B 45 SR A &5 R AT [H]
fm , E#A 59,
BT EMELZMER , EORFHRER  HEESNERBZERETRR , &
NE—NEPRIE RS A 59, X /G4LE BT iE 2 #hiE A 00,

o TEIER - ATHRRRE , LT/ (Kops) NEAL , HEERFTRBIKEA THAIERR
#lo THEERFRE/MEN 100 Kbps.

o ERER-HALERRRE (LA Kbps NEAL ) |, BUERERBIKREHA LENTRRS, £7%
EEHE/MEN 50 Kbps.

E (&K bandwidth-rate-limit/B1 & , a1 LA R B RS ARG E.
EMIER bandwidth-rate-limit/E F& , AT SRR EZMIEREY B PR A MY “HBR”.

ERERE , EBEFREF.

5. #RZE7 00 bandwidth-rate-limit[Efg , FERIER “ANMFME” , AEMA BH., FHRMLEReTE L
BTN EEERERE,

/A Important
Bandwidth-rate-limitBIf@ T eEEZE . (8] F@ &Y FF 28 A< 18] 240 DL AE 5] —/NE] PR AV 45 3R] =2
BRT —NE R TRt 8 2 8,

6. % APFTA bandwidth-rate-limitEfR/g , EBRRFE REAMRFEM bandwidth-rate-limit B 2 Z 8k,

B E#T bandwidth-rate-limitit %I/ , &R BAER BV FAE S ERPE R B0 T M LZERIR
#lo
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ERAEHMMRTERERRS EHT Java B AWS SDK

BEUREARNERTRERRSE , BTN E—BRERN B3 FERS (Fl0, FRITNESHTE
), UTRAIBRTMAER EAT Java B AWS SDKEFH <M HRIRRE S, MEEH R
KRB , BRIZFAE Java BEIANARFNEZETHER. BXEZEER , B2 GEAT Java 5 AWS
SDK FF R AR¥ERY AT,

Example : F AEH M X FIERK RS FH T Java ¥ AWS SDK

BT Java REBROIEFHMXNTRERRES, EFEALROINRE , BXARERSHS, MKH
Amazon FRE M (ARN) AR LM TEHRH. BXALLE Storage Gateway BL&EFAK AWS RS
KFETRYER , HSEPHAWS Storage Gateway L iwT S MEFAWS — xS %,

import java.io.IOException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.PropertiesCredentials;

import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;

import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitRequest;
import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitResult;

public class UpdateBandwidthExample {

public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void main(String[] args) throws IOException {

// Create a Storage Gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
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sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

private static void UpdateBandwidth(String gatewayARN2, long uploadRate2,
long downloadRate2) {
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.withGatewayARN(gatewayARN)
.withAverageDownloadRateLimitInBitsPerSec(downloadRate)
.withAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRateLimitResult updateBandwidthRateLimitResult =
sgClient.updateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN = updateBandwidthRatelLimitResult.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);

System.out.println("Upload bandwidth limit = " + uploadRate + " bits per
second");

System.out.println("Download bandwidth limit = " + downloadRate + " bits
per second");

}

catch (AmazonClientException ex)

{
System.err.println("Error updating gateway bandwith.\n" + ex.toString());

FEHERMXTILRRES EHATF NET 8 AWS SDK

BYUERARNEFHRERRRE , BT E—RISE R BEZRE (Hlm , FRITIMESHTA
B), UTRABRTOMER ZEAT NET 89 AWS SDKEFH M H TR RR 4, MEFEH KA
KB, BNZFAE NET BHEMARFNETAR. BXEZELE , B2H GEAT NET B AWS
SDK FF R ARIER) FHAIT,
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Example : FERAEHMAETIERRS EATF .NET B AWS SDK

BT C# KRB RPIEFMMRNTRERRS, BEEALRORE , BLTRHER

KigT _HIKR |, FSHEHBHAWS Storage Gateway L im T R FMEFAWS — xS

XJ'U'I

j?ﬁﬁn“\ EPN:)
Amazon ’ﬁﬁ%f"\ (ARN) AR EEMTEHRS, HXxTLLE Storage Gateway B&EHK AWS RS

£,

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN

public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint

static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates

static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void Main(string[] args)
{
// Create a Storage Gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

Console.WriteLine("\nTo continue, press Enter.");
Console.Read();

A ERT NET 8 AWS SDK
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public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{

UpdateBandwidthRatelLimitRequest updateBandwidthRateLimitRequest =
new UpdateBandwidthRatelLimitRequest()
.WithGatewayARN(gatewayARN)
.WithAverageDownloadRateLimitInBitsPerSec(downloadRate)
.WithAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRatelLimitResponse updateBandwidthRatelLimitResponse =
sgClient.UpdateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN =
updateBandwidthRateLimitResponse.UpdateBandwidthRatelLimitResult.GatewayARN;

Console.WritelLine("Updated the bandwidth rate limits of " +

returnGatewayARN);
Console.WriteLine("Upload bandwidth limit = " + uploadRate + " bits per
second");
Console.WriteLine("Download bandwidth limit = " + downloadRate + " bits
per second");
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine("Error updating gateway bandwith.\n" +
ex.ToString());
}

FEREHFMRT RIERREH AWS Tools for Windows PowerShell

B SRR NEHM T RERRS , SR SE—BReTE R B3 ERRS (flW , ERITIIESHT
HE ), ATREIEBRTWAAFER AWS Tools for Windows PowerShell S 57 R >< #9 75 32 B R R #l,
EFEARAINRE , BRNZBRBUOAIZIT PowerShelllil&, BXEZEER |, HZH (AWS Tools for
PowerShell AF1EmME) FHAT.

Example : R E#H M FIRERF AWS Tools for Windows PowerShell

LA PowerShell BIZA RBIERT 7 MKXTRIRERRS. EFEALREAMAR , BATIRAEMKR
Amazon ZRABF (ARN) Ak EE M TR E .
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<#
.DESCRIPTION
Update Gateway bandwidth limits.

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 51200
$DownloadBandwidthRate = 102400
$gatewayARN = "*** provide gateway ARN ***"

#Update Bandwidth Rate Limits
Update-SGBandwidthRatelLimit -GatewayARN $gatewayARN °
-AverageUploadRateLimitInBitsPerSec $UploadBandwidthRate °
-AverageDownloadRateLimitInBitsPerSec
$DownloadBandwidthRate

$1limits = Get-SGBandwidthRatelLimit -GatewayARN $gatewayARN
Write-Output(" 'nGateway: " + $gatewayARN);

Write-Output(" ' nNew Upload Rate: " + $limits.AverageUploadRateLimitInBitsPerSec)
Write-Output(" nNew Download Rate: " + $limits.AverageDownloadRateLimitInBitsPerSec)

B R R B

Storage Gateway HEEZRFAUMMRZHMGARR , BUUHEBERBH AWS =HHY IS #h
EC2 6l L, XA MNAUMLEHEH . ATHPNEBHERTXLEEFHTE, MANAESIARN
AEBEFHMX LERESEMHEINRE,
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/A Important

RI¥f Storage Gateway REMNEERELA , FETHNZHXAEMAEXBRIFBRE LR
ZEHEAERE AWS MXEHHLGILIANTGE (Hl SSM EBNEREFTE ) RERFE
A4 TR S BM X HIEEE,

EHTRENMIAITH

AWS REZFEEH=RFAHY , MFAaXNEFBAMXER TR, SHENMNXRZZAHBWNEI4
FEH. SA4FENTRSRBRERGAREAR. ATHRREMY. HENRLMENEEERFUR
NHFINEERN AR, FMIEEFMENEREN , NARSEMXARBLBIRE, BXEN NEFFETENE
HEEHHVEER , 5K Release Notes for Volume Gateway Appliance Software,

BRA4PEFURELSBRSELETH. MXW VM EHNEEFHRALTEER , BEMKIEEFEHTN
EfEsHE , AXFEEREBRNTTA, BB TE X ISCS| BaiRFHNENENBMXEN B
NS BN NARFNEMPELRERRIK. BXEX Windows Hl Linux X iSCSI B2 FEA{E
WEZELR , HSH BENER Windows iSCSI RE M BENER Linux iSCSI B,

HEABEMKE , FREMANZEAEF N RITX. ATEERME R4 IRITR, tBaUXAZ A%
PEH , BRNBICFEREFENTBRE.

@ Note
BEEHER EHEXA , AR ELPNRITNNARSER.

EREMEFNATEAMKZE , AWS &7 Storage Gateway ##|& EXE—FHEHEBAE , R
JE#&8 AWS Health Dashboard, BEXEZEER , 55 AWS Health Dashboard, BESWKERHEE
FEHIPE FEpuut | HSH (kP EESEIER) PR “E3 AWS AWS Ik ZRER A

EEEFMTAN , MXEAEEENFLEREFHE, TUEFRAGRETF LERNA E—IRKY
EFHHY B AN At

T2 % N 4 A
FREVEFHE , MX2BREEENEFRITNAINAXLEEH, EXESZEE , BEH .

MBEXRALFER , MXFTF2EINAXEER , BEATLURERNEA Storage Gateway #Z#I&. API
% CLI FHNAXLEH ., TRWRENT , HLENELRENENTRANARESER.
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® Note

UTEBNABUMEEA Storage Gateway B HI BB HKRFAMKEFH. EFEMH API UEES R
EdIRE , HS W Storage Gateway APl £2ZUpdateMaintenanceStartTime #Y,

ZF M Storage Gateway 2| BT B RKI AL EF , BHRITUTRE

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
ESMERSD , EEMX  RAEERENHRELF EHHMX,

RRRE  ARERRBEFRE,

NTFEFER , FERFBEFTFEHKA,

TR, ERREER.

o ~ w0

A LATE Storage Gateway 2 &l & FRATEM XK FAFE RETF ERIFEEHNIRE.,
16 ok P o< 4E 37 B ER 1T X

MRFBETEPERH , MXRBEFNRITNEINAXLEEN . TREFERRENT , HLH
HE B4 BRI N A RS EH,

® Note

DRI B {aEA Storage Gateway 2 #l & KRG k4 i BitRl. EFERA API UEEA XN
EdIRE , HS W Storage Gateway APl £2ZUpdateMaintenanceStartTime 1 #Y,

ZE# [ Storage Gateway ##H| A ENEF B ERITR , BHITUATRE .

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
ESMERSD , EEMX  RAEERENHRELF EHHMX,

RERRE  ARERRBEFRE,

EEPRBRTRNET , AT TEAE .

0D

a. XNFitX  ZESAREAURELENHET &,
b. WMREEFE , FEREHNMTENE , LURERE T LY B BRI 1HRY BB R Ko
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WMREESA , BERBBMNENE , LRESNAPEF BT BN EAE K.

(@ Note
AN ABHPHE—RRENZAERN 28, TEFLEFITVIRENMNBE 20 ZEAH
31 FFA,
MELERELRENKISEIR , WgEEREMNXREEIH, ZRAFHEHTH
X, AR EHBEXREELEF IREITR,

5. ZERE , BRREER.

A LA7E Storage Gateway 2 #I & P ATEM By 415 BT+ LRIFEEHMNIRE,

FINHEN

WMRMKXEARANRGERH , WA RBUTIEFINAZEH. LFHEHMIELLBLER R
XA MLENN AERT , BME4F ER SR 2k,

(® Note

ATRERBNE T WfER Storage Gateway BHIEXRFHIRAEH . EFEA API BURREHF IR
TR 4E , 155 A Storage Gateway APl 32 UpdateGatewaySoftwareNowH #Y

E & A Storage Gateway #ZH| A FoNAMKGERN , BHITUTRE

1. *Ehttps://console.aws.amazon.com/storagegateway/= F 3] Ff Storage Gateway 2 #l &,

2. HSMERL , EEMX , RAEEREEMHIMK,

MREAAESH , EHEFEMRFAEREMF LESECBAEE  HPBENAZERNGE
o

3. EFRIIENRI A SERT LA BN E TR < o

(® Note

WRESTELZREEHEPEMXINEE, ELLHIE |, Storage Gateway 12 &l & H HY R <
REBETHEL, ENMTREERE , AIXIREEEEZT , HRSEXN EREIETT.
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A LAEIE 7E Storage Gateway ###| A P EFMEMXHNFMERIETF , REIMEMXHRHFESEMER
FTRR AR,

< A P 5% RE FOA A1

AR EERNREFESHELNI TS |, fINERELYEERFMAANT . RAELZE ,
BUMAFELEMK, REXTHRNAEREA T EA Storage Gateway BEEZRFI A B ME LMK ,
BB A LMER VM 283 4| A 5 Storage Gateway APl BEIFELER X, HEFBELE | Fid
FEFBIMX,

/A Important

WMREFIEHBHER G FER Amazon EC2 WX |, MZMXFFK AL TEERS. REX
MERNERRRERTYEFEUE. WRBKABRRT L, E—NERGERRRMXHE
# EC2 K6 LEUE — TR

@ Note
NRIBE N Z DB B AT UM PIREE DRAFRMEIERK , W BEARREES TER
SN, EFEIEMXZE , BN EERTHNEAESRERDRENZ AT,

o WX VM ARt 12 H A - BB RIS ALIZF &,
- Storage Gateway APl — Z Il ShutdownGateway

BRI ME LB R
N S ES

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5

2. ESMBE®KD , E£F Gateways , AR EREE LMK, MxLTF Running R

3. XTF Actions (#84E) , %&$#F Stop gateway (LM x) HHWIEXTFEPHIM< ID , R/F%EE Stop
gateway (fFLEMX),

EMKFLLR , BARSFIRRMORSAER . HMRXAR , FAERENFHP2ER—%K
HEMEBZMXEE.
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HEFILR%E |, BRBAERAR , EECRDER. NREGLEMXNMXEELEHIE , 435
M%ET , LERERRE.

BRI BMX

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &
2. ESMBHRKD , % Gateways , REEFRER MK, MX4TF Shutdown RS
3. %% Details ((FHER) , ARFIEIF Start gateway (B31MX),

R B B 5< 01 7 BR 5% B Y B3R

MRERITEREFERBHIMK |, WA SAERRBRZMR R EARX TR, BERFR B R ET T E RS
ERANRR~ERAABPBOENAEKENTA.

BIBRRXTE |, ZMAFABHIE AWS Storage Gateway BIE#24|A £ , H5/53)8587 iSCS| E#Et
xR, FIERBENMXWRIBRIERER ; B2 , RBEEEMRAMKWER AR ZMABBENE
M, BRIRBASERABBREXER,

A £ Storage Gateway #EHI AR AGRES NMIRMK, EAIAE TEHKXEEXWMAIFER Storage
Gateway #ZEH|I S MIBRMXHER. MRELURRESXMBRMX |, iHS 5 AWS Storage Gateway APl &
%,

£

« {#F Storage Gateway #5#i & Ml Bx ™ >

o AZ 3 EF B Y R 5% A BR R R

« MEBETE Amazon EC2 £l EHRXPBBRER

{# F Storage Gateway 24l & Ml BR ™ <

FRIAERENMNXWRBRSESRER, B2 REEEMROAMKNRBELURZMBEINEN , B
RELUNITEUINAVAESS F BEMI BR B IR AR SR B B R M BRI L5 3% IR A 5 B S 5 o0 14T E A2 R BV 3R
%o

(® Note
X T EBEHE Amazon EC2 KBl ERIRS |, ZSRAIRFSEFE | EXERER R,
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N FEHEBEELN (VM) LM, EEBIBRMXE , WX VM D FE T2 ELIRE
. EBRELWY , BEA VMware vSphere & F %, Microsoft Hyper-V Manager REF
Linux A& EEL (KVM) B R imEZR ENHBRENN. #3158 S rEEEAERKR
X B VM RBOEFT R .

i BR R <

1. fEhttps://console.aws.amazon.com/storagegateway/Z F ¥ FF Storage Gateway #Z#l&
2. EEMX , RREE - IS NEMERBIMK,
3. XF Actions (3#4E) , Bk Delete gateway (MERFK), HAETSE REIAI EIE,

/A Warning

EHTHSR A , FRRITXENARFEEAZIMXNS, WREEMXERRE
MERRISC |, WA aEE RERIEE ko RXMIBREETERE.

4. BWAERBREENRMK , AREBHINEFRA LT delete FEFEMIBR.

5. (Wit ) MREERBREREMEBRMXARE , BFERRBEXIEE , RRERRER. BN , Fik
Bk,
/A Important

MBRMXfE , EEFEBINHHMRER , BELEF. Amazon Elastic Block Store (Amazon
EBS) IREBML S EC2 RHIFRFRMATE. BHRENXLERENTE, EAUBEIEUE
I BT B SRIE R BRI i EC2 SEHIFL S EBS tRER, EC2 MR EBRF B S #b
EC2 T , MR SAfE AL S EC212 § & M BR &KL S EBS 1RER,

MK 1t BB F 1Y P 5% AR I BR 53 IR

AR BB T A BN i BB R X P B RR R

MEBEBE VM LB P BREIR

R EMBRA MR EBBERLUN (VM) £, RNBIVERITUTRERBRER
- MIBRMX, BXxUiEA , HESH £ Storage Gateway 2 #l & il B 5% o

MR 1t ER 2 B P 5% HR i BR R TR API fR4s 2013-06-30 135
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- MIBRTEZEMFTE Amazon EBS R, BXKiiEA , BSHI Z# EC2 AF B AN E Amazon
EBS TREE,

MEBEIE Amazon EC2 =4 LMK P BKRAR

MR EIEMERTE Amazon EC2 6| EEEMIMK |, BITBWERERA TIZMXH AWS IR |, #3=
5 EC2 £fl. AR Amazon EBS BUAR T ( WIREHE THHENX ) . TRILRERTER
FAEFMERNERREA,

MEBEBTE Amazon L EFEHBERAEIR EC2
MREBHEBTHBEESHNRK EC2 , BNEBWEXELA TIREXRMBBRMXHFTEETE

1. £ Storage Gateway & & H , RFEH Storage Gateway 2%l & il Bx ¥ >< A P R BRI 5% o

2. RGN BREREH EC2 324 , i Amazon EC2 4| A R FEHZEH, BN , LI1EZSE
fil, MREITEMERS | Fic THMEIZEFWREFRBNRZARIREG , RAEHELLEZESH,
BN EEXEFIRARIFIRER BRIV S

3. MREFIHEBIXMER , BT Amazon EC2 2 #| & M BRFTE M N EIS=FI#Y Amazon EBS &, &
XEZELR |, H3 % Amazon EC2 AP ISR HTHEEEFIE,

MEREBTE Amazon EC2 SE4l EHI X R B R AIR API fR7s 2013-06-30 136
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fE A At 2 B AT HEPES

AFBEUTER , XEFFTRERMAEXMAEHAMKIZEZ R BEFERPITEFESNER, Kithiz
HEBEEEREMKEENELEENEES L1317, W TARBMX , BATLL VMwarel B Hyper-V 5%
Linux KVM E#UL EN BB AbiR4l &, 3F Amazon EC2 Mk |, AT LAEA SSH E#ET 5%
EC23RHIRIFEEH &, ASHESHTRANENFERGTEEHRY  BHEE—LER,

FB;
o HEMXAMZESS-THNABRIEERET Linux ARBELAL (KYM) VMware ESXi 5
Microsoft Hyper-V Manager £ & £ 89 75 i R < By A st 32 86 & 6

o EEDFIAMES S ERITES - THRNAERARBESERN T MRATERNRENSREE
5, GINEE HTTP RE, EERERBFREIETERD T,

« 1£ Amazon EC2 Zx#h 3§ & EHITES-T7 B EFZAR MRS E , I Amazon EC2 X ITEAR
RENSREERS , FINEE HTTP RE, BEEREARRSIETLRIFD T,

7 [R] P < 28 3 428 /6l &

E VM B AR tb 2 H &N A XBUR MK VM SEZNEBRFNERE, E48WH , (RYUKREE
RKIMAERAET Linux AZEERAL (KVM) VMware ESXi 1 Microsoft Hyper-V Manager i 7] EE #£1#1
bR H & HER.

e}

« A Linux KVM 17 8] B > 78 3t 122 i &

- EAFRIMXA#IZE S VMware ESXi

« £/ Microsoft Hyper-V i/ 8] B < 2 sth {2 4] &

A Linux KVM 7 [7] B < 25 3 122 41| &

REE KVM LETHELNG S EEETE , RETRTAERN Linux X171 AXNBSTIHRE
KVM BB TR 5 T AR, BIREM KVM 3L | 35 AT A2 B R R R .

£ KVM T3[Rk B A 3 2 16 &

1. FEAUTHSIE KVM AYEIaTANAS. VMs

58] P Sk < 1t 322 4l & API fR7 2013-06-30 137
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# virsh list

ZWTREE—MFIK , Hf VMs @281 FIRE ID. ERARSER. BTEANEBIRKXAE

HiEH A VM B Id,
2. ERAUT®SHRAREEE,

# virsh console Id

TdERNEE E—SPIE TREMHIH 1D,

AWS B ZMXx A RF AR REEZUETANEREMEMIZE,
3. WMALZNAFRBNBBEUEZIMAEAZEFE, BXESEE , 12 H Logging in to the Volume

Gateway local console,

BRE , FHIAWS REHE - KEXE, TUNRERTAFRTERERNITRXREEES. A

RXEZER , 1§23/ Performing tasks on the virtual machine local consoles

A5 R XA 2 El & VMware ESXi

EFERIBE MR A IEEIS VMware ESXi

1. 7 VMware vSphere P inH , IEFEEN MK EL L,
2. BWEMX VM EFE.

(® Note

WRMX VM BFFE , WEARFEOEMK VM X RE[ERPLHIA-—NHEE VM
PRZBEIKER, MRMNX VM RITE , MBS ERLTRARFEONIH TR
EENEZEFIEREETE.

3. ENRAEFECOANNEESERFIERREGERIF,

FAIZE , AWS RZERXAIZF AR T EFZUAEXAMEEEMELMIRE,

ERE R M XA H & VMware ESXi API fRZ 2013-06-30 138
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@ Note
MBRAIMEFEEOFBRRL , FR Cri+Alt,

4. WMALHRAFPBNEBBUERERMXAZES A, BXEZEE , 235 Logging in to the Volume
Gateway local console,

BXE , FHEYAWS RFBEE - REXRE, IUMNRRERTAHRTERRITRNXEEES. &

REZELR | S Performing tasks on the virtual machine local console,

{5 F Microsoft Hyper-V 1/ 8] X 5 2 #h 122 il &

T E < B A3 H & (Microsoft Hyper-V)

1. M Microsoft Hyper-V Manager N A2 & 0 Z M Y E LA E AR P EE MR IZE VM,
2. BERRXEIFE.

® Note

WMRMX VM BEFFE , NENARFEODEMNELHERT , VM RS F/E R
Running, #RMX VM RFE , MAILBRENARFE AN RESKPIEERES
FRFEIT R

3. MREERFIRFEE,

XAt , €87 Virtual Machine Connection (B #liE#) B0, IRETEMARIEED , FEAE
BEREFEE R OSRMNEREIL,
FHRIZE , AWS BE2RXARHIZH A QIR TEEZIUEAMNEEBEMHAMZE,

4. WMALHWAFRBNEBEBUBRINXE MRS E, BXEZER , i5S 5 Logging in to the Volume
Gateway local console,

BRE , FHIAWS REJE - KEXE, TUNRERTFRTERERNITHXREERES. A

XEZEER , 15 Performing tasks on the virtual machine local console,

5 Microsoft Hyper-V i 8] P < Zs #th 322 ) & API WA 2013-06-30 139
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T ERYL ARG & EMITES

NFEEARMEBNERK , ATLERMELAENF BT RB XA 26 & KT TEFES
XEAES R MR Hyper-V ME T Linux AR ELL (KVM) ERNEERFNERLES. VMware

£}
« BRIBMALFMESE - THMMABRRIIMNIXARIZFE , AJELESEPEEMNKMNEREM
EUREIAEB,

o N WX EE SOCKS5 {LIE- T i I{afF Storage Gateway EtiE 7iBi¥ Socket Secure M2 5
(SOCKS5) RIEBIRS B MATE AWS i S Fi 8.

c BIEMKXMLE : 7RG RXEENEH DHCP S Bl EaZ IP i,
o AR o< B B B A9 IERE ¢ T B n4a] 655 B X S AN b 32 i) A S A B 55 A B BX R 2 B B E 2

s EARMZESSPATMRETEERNXGS-TRIMETA R ART , XEHTRTFERT
HitpES , fIRERBAR, EEBERERS. <&

« EREBHNXRGEHTRS : THROARETHTMXIRZFNEL CPU A&, REXNH RAM,

BERIEMRAMIZH B

£EVM i B FERRN  BREENER,. IRXERZEREFA BRGNS  FEARIAEREIEX
Bx, BAUFERAXLERIANZEFREURGE —LFEE | X3 H T AR EMx MR E MM i
HAEREB, Storage Gateway L IFEM AWS Storage Gateway #Z#HIAIRBECHWER |, M2
MRt IRE A EREB, EEBHNERNBBRILNEEFREB, EXESEL , H309 M Storage
Gateway 2§l &% B IZH & F18,

BERMRH AR H &
MRXREEREFZA RGN E , BEAMAZILEER VM. BIAAFER admin , ZBR

password,

BN, FEAENEIEER,

(® Note

BNEWERRMIANRDG |, 5ERE AWS REHE - BEEKE N MKEH &% A MM
M F , REE1T passwd T, BXRIMABTZRTHNEE , BSRAERGEF SRR
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AW RIBITEEMN R T, BATLUEE AWS Storage Gateway 2 #H| B BEH SN H
B, BXEZELR , BESH M Storage Gateway 2 #| AR E AT & BB,

/A Important

M FRIBARAFEM X HT M , AFEB RN squser , BB sgpassword,. MREE
B T7THB , HESHNMXERBEFHROBRE , MENAFZFERN admin , MBBREFT
T,

M Storage Gateway 12§l & 1% & A i#h 1% 5l & 25

HEBEREBEFRAMEFEN , FRARIAZIE (AFAR adnin , B password ) &FF VM. A
BUARLREVNEFIMXELIRERZE, MREE , B UM AWS Storage Gateway 2§l & A
AR RELER, EEFNERAZBIRTLNRENEB,

1t Storage Gateway 2§ & Lig EA#h 1%l & 218

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway ##l &,
2. HESMER , &EF Gateways , RFERENHREFNEBRIMK,

3. XF Actions (3&4E) , 4% Set Local Console Password (i€ E A bR #] & H),

4

£ Set Local Console Password X iFHEAF , AT |, BINZZB |, AF%E Save, BIFER
BEBHRBIAZEB, Storage Gateway ToREFE , MENEZ AR E VM,

(® Note
ZH AL HERE FNEMFREAXR , KETUAN 1 £ 512 MNF5/

A A M KB E SOCKSS LI

B X BT P X T FEAR M < F 2 BB & Socket Secure ixZ 5 (SOCKS5) {2 AWS,

(® Note
It —ZFHREEER SOCKS5.

NP KB E SOCKS5 K32 API fR4s 2013-06-30 141
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BMXAFERE

MRMXBIERRERS RS Internet FHITEE

, WEERIMXEE SOCKS KEIRE, Nt , &7

UREZEITRENENEE IP it Mis 05, THRUIEER , Storage Gateway BN B E RS 2558

HATARE. BXMINMEZERNESR ,

B RN EM LIFER,

TR E RIS MR MiH MK EE SOCKS K,

NEMET MXEE SOCKS5 KIF
1. BFRIIMKAAIEH S,

« VMware ESXi — BXEZER
« Microsoft Hyper-V - EXEZEE |

, BSRMERE R MXx A S VMware ESXio

%2 1E A Microsoft Hyper-V 15[ WX &b iRl A,

- KWM-BXEZEER , FZHEA Linux KVM 158 XA #5325 5 .

2. 7 AWS Storage Gateway - BLE XX £ H , i AN FKiERE SOCKS KEEE.
3. 1£ AWS Storage Gateway SOCKS KEEEREF , MAHMNBFERPITUTESZ2—

MATIAES

BLE SOCKS K&

EEHBIK SOCKS REEE

BBR SOCKS RERE

4. EFBZ VM KA HTTP BE.

EHATIHERE

i AE MR BT RIAFEE SOCKS RE,
BEERBRENBHNIRARTREE.

W ARV BRI R E R S8 SOCKS RIEE
B

MRKREE SOCKS RE , MKEREE
SOCKS Proxy not configured . @R
SOCKS REEEE , REMN TN E KM DR

28 Ro
i A HE BLAY B SRIEFEMIBR SOCKS RERE.

BB SOCKS Proxy Configuration Re
moved FH2ETR.

AAHRXEE SOCKS5 R E
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B i P o P 4%

PR EBRINMEEE RS ENEE NI (DHCP), f£/A DHCP &Y , RGN ENMKX B3I DE IP ith
it ARERRT , EURFEFHFENKHN IP 7EAHS IP ik , TR,

WEFENMREENERBRS P it
1. BEFIRRHABEH S

* VMware ESXi — BXEZER , BSHEA TR MEAHZES & VMware ESXio
« Microsoft Hyper-V - BXEZEE , SR A Microsoft Hyper-V i 8] < A i 32 H & o
« KWM-BXEZER , BZREA Linux KVM FHRIMX A2 E &,

2. 7£ AWS Storage Gateway - BB EXEH | MAMNABFRIEENZEE,

3. 7 AWS Storage Gateway MEBEXEH , MITUTEFZ—

MATIAESS FHATIRE
HRM BB 2R

AR B B SO B R E B AR

4B RERIEMNIR  FERESETR
B A SEBES R, Hlin etho, MEEIEEN
BEEB[EEFERD  BXZERS[NWTIEER
28R

" KT (MAC) Mt
. IP i3k

| s

. W< IP 3k

" DHCP BT

BLEES IP ik iREM XA RINEE SR
{58 A LLE 4L 31 M Y SE L 25 B o

g B ) o< ) 4% API fR7s 2013-06-30 143
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MATIAESS EHATIHERE

i & DHCP
i A AR R R B RIEFELE DHCP,

RERREREFMEEOEE N ER DHCP,

i i 5% R & AP WA 2013-06-30 144
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MATIAESS FHHATIRE

AMREEFAS IP #uk
AN B FRIEREEBRS IP,

REQRTEBEATIEEREESRS IP it
HE

R 4& B EL 2R B

" Pt
2 T
SRIAR %
TEHZHSE (DNS) Mt

% Fi DNS bk

/A Important

MEMKEBUE , MHBHM Storage
Gateway BHEXEHEBFMK , XH#F
REFT2EN, BXELER , F5H
KA RKE Ao

MBMRERAZSMMEED | AT FTEBCE
WEORENERA DHCP S#7 IP H#iit,

flan | BREZIMKX VM ERF BB DHCP
MEQ, IREWEF - M EORENBEDS P,
MEFERAS—NMED, EXMIBERT , BEREZ
2O, MR HRENES P,

g B ) o< ) 4% API fR7s 2013-06-30 145



AWS Storage Gateway

BMXAFERE

MATIAESS

AMREEENH

RMXWFIEMEE EEEN DHCP

FHHATIRE
MRRMEOKYERENEAERS IP st B
B2 EFHMKIRERNEM DHCP , BAH M ED
#RF £ A DHCP,

MAMNNBFREREEENS

RERRECEEMNXRERAECEENHSE
& , E2EI DHCP = rDNS Bai3REREH
Ao

MREFBRS , WRGESRREREBRSEN
& , ffla0 testgateway.example.com
ﬁk Yy J’j\mﬁqmlﬁo

@ Note
MRAMKREEFRSENSE , FBAR
HOENBNCTFXMANE R, &5
/MFE DNS REH 61 A g , FRx
B IP it iEEEBSENR.

WA ERERESLIFEE SN DHCP,
FEMKEOYIRE N ER DHCP,

/A Important
WMEMXEBUE , WABM Storage
Gateway #ZEH|AXEHEFMX |, X
REFTRXEN. BXEZEERE |, BZH
KAMXE LA,

BB X 4%
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MATIAESS EHATIHERE

RIE M AV ER IS A E Bl 2R
AR B FRIERREBRINEESR.

RS RAHMXERNERSR , HERSES
RNEEFRER—NERER (I etho ),

EEMKHK DNS B E
WA FRIEEEE DNS B E.

et 2 E RE DNS M=Z A DNS BirBRSS 251
|P b3k,

EEREAXR
MAMNNRFRIEFEETRKA,

R Y RRIA RS B2 R TRo

3= P > 2 B Bk ) Y %

SR LAGE A M SR Y At 2 46 2 SR IR Internet i, HPFEMKXHMEEER |, A TELBRE A
MM K E Internet HIE#E

1. BFIRMROEEHE,

* VMware ESXi — BXEZEE , BSHAEAHRIMNAAIZS S VMware ESXio
« Microsoft Hyper-V - BXEZEE , SR A Microsoft Hyper-V i 8] M < A8 #3225 & o
- KVWM-BXEZEL , HSHEA Linux KVYM T RINX A 25 & .

2. 7 AWS Storage Gateway - BRE EX 2 H | i AN A FRKIEFN I M EEE,

=

MRENMNXELBE , MEENRSIEFR. N TERBBENMX , BLARIEELRRT LER
M AWS Xig |, M T SBRAR,

3. WMREBHMXERBE , BaAENNBFTRERMIAIHILELR,

4. WMRLERT OAHKET SRR | FWAMNMARFLOEE AWS XiF ENiEH. BXXEN
AWS RELIHT R AWS Xig LUK A LLE Storage Gateway Bl & AN RS KinT 25X |, FS
B R AIAWS Storage Gateway L i R MEFMAWS — RS E,

3t P o< 21 B Bk ) A S 2 1 API fR4s 2013-06-30 147
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EENHNZET , 8 MNERB2ER [BEBE] 3 [EXRAN] , BUTIREREZNRES

HE iR
[PASSED] Storage Gateway B M & iE#,
(<] Storage Gateway &8 M &iE#E,

FEAR#IZF B AR MR SITEEMRE T

Storage Gateway ) VM Kt 125 S BB TRE TR L HIMEREE 12 B M < BB, A2 i 1% &
AT, BAUWNTHTF IS , fINREREAR X7, EE8%

1. BRIIMNKOARMIEHE :
« BXEF VMware ESXi AR HI AN EZER |, HSRMERA B RN A iEE & VMware

ESXi,
« BXERE Microsoft Hyper-V At iZH 2N EZE L , S £ A Microsoft Hyper-V 1/ 5] ¥
RAEMEEE

« BXREFI KM T HERFHENESER , BSHEA Linux KVM 15 8] M X A #3256 5 .
2. HEAWS RBHE - HMEEXREF , WAMNHRFRERMREH S,
3. EMXEHAEBTRIFLHA h,

BEHESERTHGTXE  HPIHTITANGS :

Gkl B

dig M dig W EE i i SR 33 4T DNS #PEHEBR
exit BREEEE L,

h ERAANTESIIR.

ifconfig EEIREMEED,

EARIRE AP R MNRIZITEENXTS AP jiZx 2013-06-30 148



AWS Storage Gateway BRXAFERE

Gkl BB

® Note
FAVE U Storage Gateway #2414
HEANRIIES A R IETORE E W
ERIPIREB, BXIEA , HSHEEWN
KM%

ip B RARERH, RE AR,

@ Note
FAVEIUEH Storage Gateway #2414
RE ARG A R IETORE E W
KX IPIRE, BXUAEHA , FSHEEN

ENGE: B
iptables AT IPv4 BIESRIIEN NATHEEITE,
ncport MR EME EFE TCP ik O M ERE,
nping M nping W& Hi i S 1T M B S EHERR
open-support-channel Connect to S AWS upport,
passwd FH B RIS
save-iptables RE IP &,
save-routing-table RIFFAMABEHKFE

EARIRE AP R MNRIZITEENXTS AP fiZx 2013-06-30 149
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wme B
sslcheck IR [B]3iF 45 20 & & B
® Note

Storage Gateway &£ F i il & & i
iE, MAXE sslRE, MRLWSFIR
[l aws-appliance@amazon.com EA#k
AR E , WRATERNARFERIT
ssIRE, EXMERT , BRIMNEW S
Storage Gateway & &H ssl R&,

tcptraceroute WEAXRREEN#E TCP fREM traceroute
L7l o

4. EMXREBHAGTRIT  WAEERANDENENGS  RERREARTRE,

ETHGS , BEDSERST command name i A man +,
BEFLRAMKRSTRIRS

HEWMXBEEE , EEREREN CPU A%, BREBXNHM RAM. RfE , EEBEXERERFR
BEBUMKERZT, SUAERNKHABEH S EEFHRLENER,

BEERGRRELENRS
1. BEFIRRAABEHS

« HXEF VMware ESXi B#HIANEZER , FSRFEAHRIMNxA#I2E A VMware ESXio

« BXEXE Microsoft Hyper-V Kb 2 HI AN EZER , S EA Microsoft Hyper-V i 7]
XAEMEF A

« BXEBFI KVM EZihi2#lAMNESZER |, TSEMEA Linux KYM 178 N A b2 &) & ,
2. EAWSIRZEHE -BEXTELEY  WAHNMNBEREIREERERERE,

BIRREBER [EFE]. [BE] R [KY] , RO TAARERERNRE

BEELENMXRER RS API fR7s 2013-06-30 150
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HE HR

[OK] ZREBBEE T RERFERE,

(&5 TRTHEEWNER , EMXAIUSZEET
fE, Storage Gateway £ R—5HE | IR AR
RENER

[FAIL] BRETHEREER, BHORETAETEEET
{E, Storage Gateway & R—KEE |, HRRIR
RENER,

EHaEERFREXRLRMELERERNEENHRE.

£ Amazon EC2 A #hin&l & L ITES

F L Storage Gateway #H{EFEREZHZREE Amazon EC2 24| L EBHM KM ARIZFI S, &
LAMERZ£H 5 (SSH) B w1 E 8K Amazon EC2 35| LMk A tingl A, AT hmETHRT
WA B F P AR 3R ] B HRITEFES

F&
« BEFEH Amazon EC2 Gateway At 326 &- T B MAIFEHA R £/ R (SSH) B ImEZEMER

Amazon EC2 £l R XA bz &l & o

« EC2 @ HTTP RIBEHEELE LHMK-T B UN{IEE Storage Gateway , fFEE Sock AWS et
Secure MRZ< 5 (SOCKS5) RERFBJ[ A AR [AMRERBEE Amazon EC2 M X< 3L,

o IR RGIEEE © T R A0 6E A P SR AS b 42 1 8 SR 3= 5% 5 % b I 48 TR R 2 ) RO P 48 4%

- BEELBHMARGRFTRS | THMNFAEAMNXARBZEHERLETATRRIREFNEL CPU KA
. BREBKXPH RAM,

- ERMIEF|E FIZ1T Storage Gateway @i 5- 7 AT ABRFI AT S , XEWSATFERITH
eS| flNRIFHRAR, EERARE. XF

£ EC2 A2 H| & LMITES API hzZ 2013-06-30 151
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B FIEH Amazon EC2 Gateway A iZ#| &

B L MERZ £/ 5% (SSH) B FImERETEH Amazon EC2 3£6l, BXEFMAEE |, 55 H Amazon
EC2 FIF#EM* A Connect to Your Instance, BLLX A NiERE | BEEEBHXRHIREERN SSH
FHAX, AXIDE EC2 BAXNMWEER , HS R % EC2 AFEEHHIT Zi# EC2 BB X,

BRMRAEIRE &

1. BFRIEARpEHE, WRERM Windows ITENIEZEIEHN EC2 =61 , BUEER HFHEF
2. BFfE , B EEF AWS Storage Gateway - BLE XX E |, BALIBIT XM REERITEIES,

TRRES BHS L ER

NIEHFXEE SOCKS R EC2 & HTTP RIERHIBE LMK
= PR 5 5% 52 1 st 5 5% P 485 #52

11T Storage Gateway &l &0 EAR IR E A £iz1T Storage Gateway @
EERGRRRE EELNMXRERIFRE.

EXAMX , FRA 0.
ERHEBEESE , HHA Xo

EC2 B HTTP RE A FE LAIMXK

Storage Gateway XIFEZPEEL Ltk EHIM < EC2 M2 AEBEEF L LA 5 (SOCKSS5) K12
AWS,

MREMXBAEARERSES Intenet BE , WEBHRXEE HTTP RBIGE, Hk , BAUP
ETREHIAISRE IP it MM OS, RRILRAER | Storage Gateway 2B AHRERS B
P AWS ISR E. BB HTTP R , L& MEMAAR &2 HHEME,

B A ERSESEEMX Internet JRE

1. BREIMXHARMIZRFEE, BXEA , HSHE ZFEH Amazon EC2 Gateway A% H &
2. EAWS REHE -BEEXXED , AHNNBFTREREE HTTP RE,
3. EAWS EZEBEHTTP REEREREYD , AASERITHESHRHEF -
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- BE HTTP KE - LREREIHN BN MmO RTEKEE

- EFEYH HTTP REEE - WRKREE HTTP RE , M&ERHEE HTTP Proxy not
configured, IR HTTP KEEEE , MaE RRENENEHNRO,

« BERHTTP REBEE - E~HE HTTP Proxy Configuration Removed,

A 3t P 5% ) 4% T 432
EANERRXN AR ARNEREERE, YFSMAOMEEET , KURTRARER.
i P R 32

1. BFRIMXHNAREESE, BXUHE , 558 B2FEM Amazon EC2 Gateway AR &,
2. EAWS RERE - BEEIRED , M AMNRFREREN AR EEE,

=

MRENMRELEE , WEZEMNKSIMEFIE. X TERBEHMX , ELTIEELRT RRE
MAWS X5, LT SRR
3. WMREMMXEARBE , FARNNEFRIEREM XA RIRKE,

4. WMRBERT OAHKET SRR | FWAMNMAKFLOERE AWS Xig ENiHH. BXXEN
AWS RELIHT 2 AWS Xig LUK A LLE Storage Gateway BL & AN RS KinT 25X |, F5
I BAWS Storage Gateway L imT S MEHFAWS — S E,

FEENHNZET , SMNERB2ER [BEBE] 3 [EARY] , BUTIREREZNRE

HE Bk
[PASSED] Storage Gateway & M 4% #,
[K ] Storage Gateway &8 M &iEE,

EREHMKXRE R FIRE

HENMXBEE , EaREHEEL CPU A&, REXNPH RAM, AF , ESBEXLERGRFR
BRBIUMKEREZT. BAUERNCN ARG S EEFURENER,
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https://docs.aws.amazon.com/general/latest/gr/sg.html
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EERGRROLERNRS

1. BRIIMHAMEG S, BXHEE , 525H ZFEH Amazon EC2 Gateway b2 H| &,
2. EAWS BREHE -MEBEEXEYD , ANMNABFRIEREERGERERE.,

BOMRREER [EFE]. [BE] R [KM] , RO TAREREZENRE

HE iR

[OK] ZRFER T RERRRE,

[BS BRARREWNER , BMXAI UABEEFET
fE, Storage Gateway ZR—5HE |, R RR
KRENLER,

[FAIL] BRABEREER, BHUMXAIRETLEAEET
{E, Storage Gateway £ R"—FKEE , MR AR
BRENER,

BEHEELERFRERREMEZLE RERNESNHE,

EAR I E & Eiz1T Storage Gateway 5

AWS Storage Gateway 2 H| A BT HEEN LN XRBMIEHELLHNRE, ERARFEDS , &7
DIITHF IS , fINRERBARIIEES

ETEREN Y e T

1. BRIMXHAHZEHE, BXUE , H2H Z2FEH Amazon EC2 Gateway A #1265,
2. EAWS RBEHE -BEEXXEH , AHNNRFREEMKIEFE,
3. EMXEFEWTRTFLHA ho

BHASCETTHAGTRE  AFIHTTRANGS :

we B ¥
dig M dig W EE i i SR 33 4T DNS PR HEBR
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BMXAFERE

4.

DA
AP T3

exit
h

ifconfig

iptables
ncport

nping

open-support-channel

save-iptables

save-routing-table

sslcheck

tcptraceroute

EARES L]

DA
AmTR

B &R
REZEERE.
ERAANRSIIR.

EEDEEMSEED,

@ Note

FAVEIUEH Storage Gateway #2414
HNE ARG A R IETORE E W
ERIPIRE,

TRARERRE, REMBRE.

@ Note
HRABWEH Storage Gateway #Z#| &

T AR A2 & KR IR TURE B M
FBE P RE,
AT IPv4 BIEIIIEMN NAT WEETE,
MHEM L E4E TCP im0 IERE,
M nping W&t SR 1T W B HUEBERR
Connect to S AWS upport,
RE IP &,
REFPMAVERARFE
K& SSL AMMUBEBRM EHE,

WWEF XM B WA TCP FRER traceroute
W,

R MAEERNENENGS  RERREARTRAE,

TEA 2 H] & LiB1T Storage Gateway @5
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ETHEXTS , BRWAGSENR , AEWA -h &I, HlW0 : sslcheck -he
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BMREY EREM LA

AF N4 T Storage Gateway HEEE,

F&
« RIERKPERE

RIAZER e
HEERR KRS HFEE

NT FEEHRR K IEREMRE , Storage Gateway BB RENRZBZRAUTRKEE

« ED 24 NERMYE CPU A4
- NFEMX , BNEHRERULTHEN RAM :
- WXFEFEANTES 16 TiB WX , ZHHE 16 GiB # RAM
- WFEEKRPH16TIB E 32 TiIB WM* , ELFHE 32 GiB 9 RAM
- WFEEKRNPIH32TB E 64 TiB WM*x , ELFHE 48 GiB 9 RAM
- BiE 1, AEMXERF , TR :
-« £ NVMe 258 ESER,
c WE 2, AERXEEZEPX , TR :
- £/ NVMe 2SN ESNER,
« BE 3, AEMX EEZZEPX , IR :
-« £ NVMe 255 ESER,
- EELHME 1 LREMEEERSS 1 :
« ERELHMLE 1 FI VMXnet3 (10 Gbps) S FHEL.
- EEBHIME 2 LEEMSLEERSS 2 :
- FEREEHLRLE 2 FH5R0 VMXnet3 (10 Gbps) A FiE#E, AWS

£ M 5% AR AN DN B R

LUTHRATERSENEEEEEREASEEFLE (BE AWS ZHHR ) LT .
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« CPU &UH

- EFE/LEEPKEARLE

- RAM B &

. MEHFTE AWS
« M\BHTEF T W< HI MK H 7T

EFNBALACPREETM ATURMN SR, MK ARERFRSSRANERRX LR SHEM,
SERBMER AT — MRS M5 EE M F I E R AL R < AR
ERESHRRNHE

ZENEEEPXUEFTLEELMREMKCH EEMTHER, WRENFMRRIHNEEHPERT

M, FERBIUATHFXEEEEN LEAZAXMERTTE -
- EAKMEIL RAID ( 20 RAID 10 ) KIBEHAFHE | SIFEREL RAID #4858,

® Note

RAID (IR R TURMEES] ) HEA#EEZRT L RAID BE ( 40 RAID 10 ) NBEE
HR D RRARBERD FASNEHRZOILE. BEAN RAID R3S MEETLUA
AMBERENAEED. BEN 10 TEAZMA S MEE L, RAID RENEAE
HERETEAENKAMENETLE.

- EREREENSHRME

ERCMEMEEE , B LURINSMAEHE | FINESTEL (SSDs) MiE4I28, NVMe £&E Al LUE
ENEME XM (SAN) T A2 Microsoft Hyper-V NTFS SFE IR 2 E RS VM, ESREMY
REEAUTREANTUHENESHNESW @A /M LIRE (IOPS) X,

EMERUHE | HfFReadBytesHWriteBytesiE¥rS Samples Amazon CloudWatch 4t it#k
BESMER, flmn , 5 2EHHEXEEB AL Samples IEFRH ReadBytes SitHIEERIA 300 B
AILABH IOPS, — iK% , EFEMXMIXLIERE , MIEEEFELENE IOPS EH |, LIEE
REWAMEXHBRI. .
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(@ Note
CloudWatch }IEFIE WX EIRMEIER. BXMXIBIRNEE. , BS G Storage
Gateway,
WINEZ EERAXEE

EXYNESHNEAFTLE  BAMELWNLEZPXEE, HBEEANXE , RESFHEEA
FAARMEFREE LEEPXBE L, 25, FNFLEN LA AWSHRE F R R EUF R 2 iy
HiE. MNES LEZPXEETURDNENHERITHHAKR 110 BIFE, XTLEMNINE
ARHE,

{58 PR 3k 37 D B 2 ST R RE LR

EMEEMXEERN  RMNBNBUETENERAERERYEFRBEAN LEEPXNEFFHE
B EAMEE, Hl20 , T VMware ESXi , EEVEFHRBRER RN BERE. BEMXK VM
B, WALERARFE VM XHNBETE, EMEELEER (6l ERLEEHRX ) |, &7
DHENEEEEES VM HMENREFET , ST USHE#EETRENBIEE®E .

MREBZSINBEEME  WENEBICHEENEMNREN A FEEE - BEFEE. Xa—1
REERVEEEXFNRBEFEIRSSBME TR, Sl , EEMALREERNEFMRIREFH
ZFFHENELEEPXE, B , RAMETASH RAID B E ( #0 RAID 1 5 RAID 6 ) N#ifEfF
AR BMERE T I,

A i0 CPU R IREERIR R EH

MXxENNRFFNREZRZONEBIRS R, BRICMKMERE , FEINTELEMR VM WENE
WAL RIS RA - T AN CPU M. ot | BHEINEIRBBEITFEEHN CPUs BRS5 2747,

CPUs MM x EHRFSBFARMEMARE , TREMRBVLER D, BERITZERE , ERMX
A BAFHATAL IR B R AR P Y B 0E 17 2 A b 17 AR R Z 808 £ 4% 2 Amazon S3 BT 2. Hit
CPUs ZIRER BB THRENMXESHMA TR ZEVNREZHH CPU BIR VMs, RHEHES
HY CPU B E R e IS I & BAYRR

EMKXH AWS =2 [BIRY 7 52
IR AWS FRE#H A M HE AWS iR HARTEER, WRMIEEMXEE S

HRFIRE K MARHMEREEIMXEIRFEEFATEEHMAR , BARFTUREMX
PERE,
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® Note

HTEFELLFHONEMRFIRE (HINEF LEEPXEEELE, CPU A&

. RAM EEHEHRFMMK B ) , ENEIH WX EER TRSE T ENH
B WA, MXWEFESTERNRFBEMRNTHTSRE , XUERSSHURIIN
HRER T B W& H T,

EREEE

FNFEMX , MRERINEOMRAIMELSHFHEEBLREINNELE , WNERGFERNE 2
MHWMX, BEHME , MREATEEUHENARR , INZBRNSEHENARRFSTOIEN
Ko BE—MmME , BANZF—IMHXATHENSELENARRF , Z— I NXATHENES
HENAREF. ENEBHFULE , i5FH ReadBytes Ml WriteBytes 1E¥r.

BRXEENRNESEER , BSH GELENNAEFMMKEBPEE, .

1t iISCSI R &

B LAMEAY iISCSI B LR iISCSIRE , ASRIEFH /0 HEE, BIBIUR
MaxReceiveDataSegmentLength # FirstBurstlLength #%#% 256 KiB , 73 MaxBurstLength
1%#E 1 MiB, BXEE iISCSIRENESZEER , BZHBEEN ISCSI &RE,

(@ Note

XEZUNRERTRUEHLEBHNRMAIERE. BR , MILHREFFENEM ISCSI REREME
ANZORATmR. BXEAER , FSHAZHR4HE,

(6] Bz FA 72 Fr ER R A N B2 TR
BB R AR RS B AR 2 O # 3

iISCSI BEIBFMAX 2 BIEZETRESRHIZHN EEMTEHMRE, MRENMXNHERIET
il HEZEBRX1RS 7T CPURLHBENUMERTE  BF=EE
- ARMEXBRLY  FERIEFAMNRXZEAEEESHNT R

EMRACMRERE , FRRMABRFNMXZENRET R AT HEENNARFEER. EUUERN
XK ReadBytes M WriteBytes I/ RNEBEHRERFHE,
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WNFEHANAER , BRNEHNELESHENTHEHTHR.,. IRNSFHE/NTHHAEL
B, MLAUNREMEZZAE , RS NARFMM BN ISt Bt | SaLUEm vm
A E 2 BANTR (MREINTREEEEN).

6] B2 72 B 48 B0 CPU R

WMRENBARF A UERFIN CPU BIR , BRARINEZ CPU R CPUs AI AR B BRI B AR
Fi RE /0 ],
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AWS Storage Gateway HYZ £

TEEAWS BREHE, FHN AWS BF , BAIUZRTENREARSHZ e BBBEALANERMY
BRBAE R UMM LZE,

RERNMFHEEE AWS 5TE, REHEEXFEHRNENRZEMNEZIN LTS

s TEE — AWS AFRRIE Amazon Web Services =HIZ1T AWS RS EMIZHE, AWS &R E
REAUZL2FERANERS. ERAWS EHITRIERTRIENITREN -2 , E=FFiHImEEHN
BRMRIERNZENERME. ETHERT AWS Storage Gateway AR TR , HSHZRENITR
RBAENSBERBAWSAWS REIREMITRIRS

c TIREE-ENREHEERAN AWS BFRE, EEFENHMRRZNR , SRENBENHR
., BRARNERUKERAREREZEM,

WX BB T & T B {7EE A Storage Gateway B M AFRERBER, LA B H NI E B
Storage Gateway REIMEHW R LM EN M B IR, BEFEIWMAFEAEM AWS RSRBEIE KR
HM{RI &K Storage Gateway &R

£

+ AWS Storage Gateway FHIEIE R

« AWS Storage Gateway B & 13 #1i5 [0) & 2

« AWS Storage Gateway B & # H1UF

« AWS Storage Gateway FHy3#% 4

- AWS Storage Gateway PV EMiZEZ £

« AWS 22 &ZEXEK

- BEFMEFEE AWS Storage Gateway

AWS Storage Gateway # B HIERIP

AWS 2B FEER 9 EFEERFER T AWS Storage Gateway FHIHIRRT . AR R pR
AWS | SIRRIPEITFIEATHNSIREMEN AWS =, BHTEP N REEELHEMEH EHR
BWEEH, BEAREFRERAN AWS RS NEL2BENEETS. BXBERLNESER | &
SRABERALENET, BEXBMNBERFHEE , iSE AWS Security Blog £# AWS Shared
Responsibility Model and GDPR & X &,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

- NBNMNKFERAZES BRI (MFA)

- £/ SSL/TLS BERFBEE., AWS BMNERMFEA TLS 1.2, BWFEA TLS 1.3,

- EARE API MAFE3I BE AWS CloudTrail, B CloudTrail lREREIR AWS SEFHEER
B2 5 (AWS CloudTrail AF#E®E) PHFEAR CloudTrail xo

- /A AWS MEHREZUREFNAERINZSZH AWS RS,

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BIE

- WMREE AWS BRI SITREDS API #THENEZELT FIPS 140-3 BRI MZEER |, EFEA
FIPS it R. BXAAK FIPS HRMNESEE , TR (EEKFIPESLLERLE (FIPS) % 140-3
R o

BABWETNNENRESIBBER (NEEFWE FIA ) RARZHBEHBERAXETE
(WMBHFR) ., XTELEERZEAE. APl 5 AWS RS £/ Storage Gateway = EH ftt AWS CLIK
uhEt AWS SDKs, ERAFEMMRE R BHERA X AT EPH AN TAKER TSR Tt RRIZ M
A&, MREEMASPRSEFIEZENU , BABWETEENMuUFBEFIEEERBIEX ZRS TN E

FERABTEINZ AWS KMS

Storage Gateway £/ Layer Security ( SSL/TLS (Secure Socket Layers/TransportE &£ ) kKN
EMRIZEZF AWS FHIRE 2 BERBTE. BRIAMERT |, Storage Gateway £/ Amazon S3 £
ERMZEERE (SSE-S3) M HFMEIE Amazon S3 PRI AMEHFE#H 1TIRS R IRINE, BRI LUEERFER
Storage Gateway API fFM < B & 79 &£ A R S5 85 im A2 F AWS Key Management Service (SSE-KMS)
BN FRESPHIREBFHITINE,

/A Important

FH AWS KMS Z4A#t TIRS 22 im N aT | SIERIIFAZ34A. Storage Gateway X #FIEXS
M2, BXEZEE |, 55 AWS Key Management Service FF & A R 18 & 7 B9 5 F 3 #5
MIEXNHER.

MEXHHE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
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NFXHGHE | BT LIER SSE-KMS FMXEENER AWS KMSEEZARNEZEN R, BXEA

Storage Gateway API tIIZB A X4 HENHIIENER , i5S 5 AWS Storage Gateway APl &
B BIZENFSFile X E,

pilIak

FNFBEFENEENS , B LUER Storage Gateway API FFRXELE R £ AWS KMSHEE %43 10
REHESTHNEBHE., SEUUFEF - N EERAEEN KMS i, tIBEBE , ILEEXAT
INZEBH . BXMFEHA Storage Gateway APl INBBEAREFERFHENBIENER , BSH AWS
Storage Gateway API 2 #Z CreateStorediSCSIVolume ™ B CreateCachediSCSIVolumes,

b0 R

X FREET , B LA Storage Gateway API fFRXELE N A AWS KMSH & 40 N2 17 6%
EEHPWEHERE, SBULREP— N EEZEAIEEN KMS 24, BTG , X EEXRATM
BRI BIENFH, BXfEM Storage Gateway APl INBBEAE BT EIENER , BSH AWS
Storage Gateway AP| &% CreateTapes®¥ .

5/ AWS KMS tnZ#dEst |, FieEU TR -

- BNBRESPHTHESME, LHRW , 7 Amazon S3 FXNHE#H 1T,
- IAM AR AMEBEA AWS KMS API REFTENRR. BXEZEL , 85 (AWS Key
Management Service FF R A R I5E) HHFF IAM KBS AWS KMSE &,

- MREMBRFEH AWS AWS KMS ZHAHBUERNTHE , WELH SR LHOBE. BXES
E8 , H2H (AWS Key Management Service FF X A R1ER) FHIMIBR KMS %340,

« WMRMEH KMS ZNEHIZIRER , NFMERR. REFEESH KMS ZH,
« WMRMEH KMS MZERRBHEZHRE , WRFNES. AUNFSEETRN KMS B,

@ Note
Storage Gateway T XM KMS mnZE = KMS MR BRVIRE SR INES

BXMEZFEE AWS KMS |, HZHT A= AWS Key Management Service ?
NIENEBE CHAP BRI

£ Storage Gateway # , #2# iSCSI Bz F4EN iISCSI BFriE#EEIEMN %S, Storage Gateway £ 4
FUAEF H BRI (CHAP) X iSCSI ME s EFFEE# TR MK, CHAP B ER#TEHHR
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapes.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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EFREFRIERBS BRI RERE. NT8MNEEF , BAUEN —1MNHZEA CHAP Fif, XTF
TEKNBHER , BELLTE“Configure CHAP credentials” 1 iE4E H & & MR HiX L EIL,

BLiE CHAP ik

1. 1E Storage Gateway #ZHl&H , EES , ARERENHEE CHAP RiEN S,
2. ¥TF Actions (#4) , #%4% Configure CHAP authentication (it & CHAP & %1E),

3. WTEIEFEN  BABRIEFNEN. ZBMWKELMEDLH 1 ANFEH , &S 255 MF
Fo

4. XNTEIEFEN , RHEEATRIL ISCS| BHEFNEB. BIRFBRBLAKIN 12 1NF
F,&BZH 16 NFH,

5. XTE#HEH , BREERATRIENE CHAP N BN EL, BREBLARIN 1217/, &S
N 16 NFEH

6. LERFEEFERRFENRAA.

EEFWRER CHAP Fil , BATRAB AFHITZRENLE IAM BENR,
EFNYRHE CHAP FiE

B LUCRABANAPRM. BBRIFELH CHAP Eif, BUTIBEEERHE CHAP S INXE IAM A&
WE , BEZER B4 INEIZEITEERNMX,

7N CHAP &EiE
1. 1E Storage Gateway ZE#HIAH , EFES , RFXFEZNHERFIM CHAP FIEHNE,

2. ¥TF Actions (3&4E) , #%$% Configure CHAP authentication (B & CHAP &3 %1E),

3. ®'EECHAPSHHEL , ®FBNEFRHEIEFEN. BIEFEANEREH , REL
BRE

R B& CHAP E3iE

1. 1E Storage Gateway #E#I&H , %kFES , AREBRERNHMIBR CHAP FiEHE,
2. JTF Actions (34E) , #%$% Configure CHAP authentication (B & CHAP &3 %1E).
3. BHEMRAEIESIN X, ARERERERE.
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E# CHAP &FiE

1. 7 Storage Gateway #ZE#Hl&H , EES , RARERENHEH CHAP %5,

2. ¥TF Actions (#4) , #%4% Configure CHAP authentication (&t & CHAP & %1E),
3. 1E“Configure CHAP credentials"TUE L , EREFEHHNEIENEKE

4. EERTF.

AWS Storage Gateway # 5 3 Fij5 [0 &8

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS &R 5]
PR, |AM B 5 2 6I f SUH 1T S B RAE ( B% ) MB!I ( BNR ) £/H AWS SGW &R, &AL
£ IAM AWS RS , TEX TN,

£}

- BX

- ERSHHITEHRIE

- EAEMEE T

« Stor AWS age Gateway a5 IAM t4E

« &M T Storage Gateway WE T 551 KRB
« AWS Storage Gateway 5 13 1/ |7 5% 3 i 2%

Z AR
BRI A AWS Identity and Access Management (IAM) 28 RE , E4&EBURFIEIE AWS SGW
HR PR TAE,

BRSS R P - REMEA AWS SGW RS TR I , MENERR 2N ERUMENFIENNR, HIRE
FAEZH AWS SGW ZhEERFTEHR TIERT , fRATEEZEZMAMNNR. THRUOMAERHENREBTEM
EERBRESHWRRE, MRETEIFR AWS SGW HEYThEE | ESEAWS Storage Gateway & 17
M e RERE

RFEER — MREBATALF AWS SGW RIR , N ATsEHABX AWS SGW £ FRINR. &MY
THEREELNIRS A/ RTAEBL AWS SGW ThEefER. AfF , B0 M IAM EE RRRIEFERN
FURSAFHUNR. BEEZNELNESNUTH IAM WEXRELS, B4 7 HR L0 TMMAE AWS
SGW H M IAM , &S Stor AWS age Gateway 215 1AM e,

SOMEREER API jiZ< 2013-06-30 166
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IAM B —MRER IAMEER , NEFEFMA TR RERERKREE AWS SGW KIiF A
MR, BEEFEETLE IAM FERAKN AWS SGW ET H5HNER RS | 25, EA T Storage
Gateway BN E T 5 17 Y KB =5

£ 5= 1T 5 0 WUE

BRBIERE AWS FASHEIEFNAR. BXT IAM AR BHHETE AWS KA RAFPE
IAM B&H#ITEMIIE ( EF AWS ),

B EABEY & MRRENEREI AWS BRE 518K, AWS IAM Identity Center ( IAM Identity

Center) AF, RLORAIMNESEREMREIILIKREN Google = Facebook ERMEKE & 108 =G,

LELBREBMERN , ZNEERUGER IAM ABIEET SNKERIE. HREAKRSTHR AWS
i, IRRRERERE -1 A,

BEFEENAFER | SR LIE S AWS Management Console 2 AWS 5[EITF, BEXBEZNEZER
AWS | S (AWS &5 AFEmR) PR AEZEE AWS KF W,

WMRE AWS BURTEFXNIFR , 4 AWS ZERETF AEH (SDK) Marw1T#E0 (CLI) , MEFAE
HEBRTBERFTINRES, MREAFFEHAWS TE K NIXTHECEBER, BEXERAKENSEH
TXEBERNEZELR | H55H (AM BFERE) A TEE APl ERHAWS EE A 4,

TRERAAMSHRIESE , SHUTHEERMEMLLER. Sl , AWS BULEEASESHKIE
(MFA) kRSN L2, ETRESEER , i55H (AWS IAM Identity Center 18R %
ESHRIEN (IAM AFERE) FH IAM FHAWS ZE B RIT.

AWS Ik F° root A F°

BIER AWS K, BAER—NMEREN , ZEHTUATEHRIKS DO ERIR AWS RS ME
Ro L H DA AWS IKF root FF7 , SR IR IK P Bt 62 F A9 B8 7 R 44 3t 1k A1 22 40 & Sk ED AT 15 )
ZH M, BARWETEERARAFNITERERES. RFFRAFEIE , AEAXERIERRTRIEA
FRIBBPITHES. BXEREUBAFFOERNESHTRIIR , 55H IAM AFERTHNEER
BAFFIUENES,

RE 5140

FEARESXREK  ERAXRAF (2RFTEEERALRANROAF ) £RESHREBNERKS S ORIE
AWS PR S5 B3 I B UE 31T U5 R

REBMRRELNDILAFBER, Web B41R#ME. Identity C enter BXFHAF , EFEMEA
AWS R% BN 5 HRIEHMNERE#TIHENAF, AWS Directory Service HBx & & 415 8] B AWS
e, i EAe | AEREIREHESR,

£ 52T S BRIE API hzZ 2013-06-30 167


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

AWS Storage Gateway BRXAFERE

EEHGERFRIMNER , BUIUEFER AWS IAM Identity Center. &8 LATE IAM Identity Center F1 612
FREE U UEEHESIEECHNEORTH—EARFNEYE  UETENRE AWS Ik
RARFHEM. H> IAM Identity Center ISR , iESH AWS IAM Identity Center A 3R F /I
Z & |IAM Identity Center ? .

IAM AP B4

| AM AP =& AWS K~ REXNASRNARFEARENRN S M. EAENBRT , RINBUE
ARG EILE  MARCBREAKHEIL (WEBMEEESR ) W IAMAF, B2, IREA-LERE
MEAZRFERBTIEUR IAM AP , BUERRBRAZRH, AXESEE , BHEH (AM BAFE
M) PRNTREERBEIENAS , NEFEENEHHRESA.

IAM AR —NMEE—H IAM AP BB, BTeEEREANEHESR, BUUERAXR—XIERIZINMNAE
FEENR. MREXERF , FRAATUERAMEBERAFNIR, flin , SaBE— N aINE
48 | IAMAdminsH B iZEAR FEE IAM BEHRE,

RPEABTE. AFE—#5ENMARRNARFREK  MAGSHELFTECNEMTARA, AFE
BARANKHRILE , MACRHKGNEILE, ETHRESES , 20 (AM AFER) #1 IAM AF
B 5 =

IAM B

| AM B EREZNMEERFENR AWS IkF W&, BERLT IAM AR , EEREARTKEK. EXE
FIRRTELE IAM & AWS Management Console , B LM A F 12| IAM A6 ( 248 ) . BT
LB A AWS CLI 5 AWS API R ESEABEEX URL RRAAGE, BXxFRACHEENESE
B, #ZH (AM AFER) PR ABEBNE Z.

BB EIER IAM SEEULTERTRER !

- REAFR  EAKEFHRIENE , FURAGHNABGENNIR, HRE5OHTEHR
R, ZEOHEAEHEXBRAEBETFHILELACEXHNNR. BXATERSSMRIINAENE
B, BEZH (AM AFER) FREXNE=ZFSOREFCUEAE (KREFHRIE) . MREFER
IAM Identity Center , IFEEFRENRE., NIEFHIEZNSGEHTEORIEETUHRIBAR |, IAM
Identity Center FHXPRE S IAM A A BHEXEK, BXNRENEE , EZH (AWS IAM Identity
Center A 1EE) HHNIRE,

- IGEY IAM AR : IAM BFARA IAM AFRSAS , LERREBHIBEESHTENR.

- BIKFEE : BUER IAM AUAWFEKSPHENA (IEESF ) BREHKS PRE
R ABRRTEKRKFIBRANBHEELSN, BR , X TELRR AWS RS , &0 LU KB IE 5
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MEFEER (MAREAAEEANRE )., ETHEATEKFTRNACNETRRNRE 2B ZE
A, w6 IAM AP EERR IAM BB IK P 7R T

- BIRSIHIE — B AWS RS EREM AWS IREIREHHIThEE, Hlin | YEBERSHIRITERE
B, ZRESEE ST Amazon PE{TRARF EC2 HE Amazon S3 FFEEN R, RS HEELFEH
KB AANEANNER, FRARSSESMERRSHEXSERNITIERE,

- RRGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £A
RERSE , BAgESMIT—NMEE  RABLBREEEMRSH B35 —MRE. FAS EREA
ZRANRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH i
AWS BRSs RRER BT RESTARRIERAET , T 2K FAS #HR, EXMBERT , BLHERRIT
XFABURERNR, BXAKH FAS ERITPREFE , BSRERL A 21E

- BSAG - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESAC, BXESER , 28 (AM AFERE) 9 6IER AWS AR
SERRENEE,

* BEHEXAL-RSHEXAGRE—MERINESHE, AWS BRSFRSTURARRENITERE
HAe, RSEXAGHIAEEHNT AWS IKF |, FRERSAAE. IAM EEAUEEETRE
YmiB RS MR A BRIRR,

« £ A@@ mazon LETHNARER EC2 — BRI LAMEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 5 AWS API IR NARF N IEEHES, XH7E EC2 SKflhFR TR ZAETER. BN
EC2 ifilo Bt AWS BEHAFEHAMEMEBNAREER , BFEEQE — N MENZEHIH EHIE
EXH., XPIREEXHTEACHATE EC2 Kbl LETHERFRERINIER. EXESEER , &
SR IAM AP EETHER IAM ABE%E A mazon EC2 R4l EiETHNAEF R FHR,

£ F SR E IR 17 )

BT LA AWS B o2 R EM IS AWS SO A RKZH T B RN, KEREPH -
XNRAWS | SEFHHARXEKN , ERELENR, AWS EEHEA (AP, root AFHAGS
H ) RHERTAERXLERE, KEPFHRRBERATERIELER, KSBERKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMNANBTNESEE , HSH IAM AFEEHH
JSON REEHEN

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

RABRT , AFNAERENRR, ERTHAPNARERRRTRENRR , IAM EE 7 62
IAM K, EERABEETUAEAENMIAM K , BRAIURABE,
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IAM SREEE IRENNR , TXFEFERAMR G ZHITRE. 0, RIREF—NAYF iam: GetRole
BRENKE, HEIZFERNAP UM AWS Management Console AWS CLI, X AWS API 3XERA &
E5,

ET 508K

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRH I, XLLRE
EHAFANASAEMAMES T BLERFRITHLERE, BETHRNTEZETSHNKRE , F5H
(AM FiF{EmE) FNERAESEERBEX BEXL IAM R,

ETESHNRBALR -SARNAKREEREEARK, ARKBEERALEINAS, 4HAG
F. RERBRMIMAKE , SULLEEMMIFHSIRAS, HANAE AWS K, RERKIE
AWS RERBMNESEERE. BT HNAERERBNRRKRE ERTIERE  F3608 (AM AF
ER) PRERERBS AR BFHITEE,

BT HIRM R

ETRIFH RIS M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMERE, EXFETHRNRBHRS T , RSEER JUMER EMNREHIIEER
BREVEE. N THEERMIMRBEHER , REEE IS E AN 2R RNTHREREAREF LSRN
THIT, BEFEETRRNRBEPEEEE, ZTEATUEEKS, AR, A2, KSR/ AWS

e

ETRFNRE RN TIZRS FHRNBKERE, EFREETRFENRBEHMER IAM R AWS HEX
B

TR 42 %) 5% (ACLs)

REFIFIR (ACLs) 2 HIPLEREA (KFKE, AFRA. ) BNBRER, ACLs SETHIRM
REEREL, REEATEM JSON KB HEER.

Amazon S3 #l Amazon VPC B2 X#FH RS R~ ACLs. AWS WAFE THEZ{EE ACLs , ESH
(LEpEEFEFRSTTXEERE) FHIhRES FIER (ACL) #ER,

HREgRE

AWS XEFEMAANERNNVRBERE, XERMRBTLIREE T AR RBERE @SR T RANR,

- RRLA  NRLAR-NERBE, AT REETHSORERBEALN IAM K& (1AM AFHA
2) BFHNRANR, EANKBRENRLR. SEERNRRXEET HHHRBERENRID R
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MIR%&E, # Principal FEEAFRAGHETHRIVRBEAZINRLA RS, F-—TREPNE
RNELFEZ AT, BANRLANESEE , FZHIAM BFERFH 1AM EEANRL .

- IRSIEFIEKM (SCPs) — SCPs & JSON Xt , ATHEEPAHLARAR LA (OU) BIEF AR AWS
Organizations, AWS Organizations = —B A T ENELAENZ AWS K/ DT o HEMEHR
EENERES. MRESHAHALTHMMEIEE , WA LUSARS =K EE (SCPs) NA T E&NEMZRME
k. SCP PRI R, RIS (BIEEND AWS KPR A= ) BXFR. B> Organization
SCPss MINEZE L |, 210 (AWS Organizations A 1ER/) YIRS 1 HI R,

o BWRIEH KL (RCPs) — RCPs 2 JSON KB , BALAMERAERREK . P EFRARATHN
R, MEAEEEFHMIEIBENENEERN IAM F#, RCP R4 R MK h R RNNE , 7
AR IS (BIEEHD ) WERNR AWS IKFIRAF , TRXESHERE TENWAL,
A< Organizations FWE Z{S 8 RCPs , 8% AWS RS ZXFHFIEK RCPs |, 55 (AWS
Organizations FIF#Em) I ZIRZH K (RCPs),

« RIERE  QERREIZURELSXNNACEEKSAF RGN SFERENSHEEN S RERE,
HERAFENNREAFSACHET SN RENSERBEAIRE, NREITLRBEETRRNE
B, F—MEBINIENIELFTEEZAT. BXESZER , B8 IAM AFEEPHLSIERRK,

S REERE

SN RBEWRBEA T —MERE , ERHRREMERNENIER, ETHRES RS HRBEE R
WA AWS BER B AVER , HSH IAM AP EEHR R ITEEE,

Stor AWS age Gateway a5 IAM hE

EEH IAM EEX AWS SGW WHiFRIXBR 28 , 5% 7 A ELE IAM ZhEERT A F S AWS GW,

YRATLAE AWS Storage Gateway I HY IAM ZhEE

IAM #HE AWS SGW % #¥
ET SR %m 2
BT R &
REIRIE =
E AR =
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IAM 451E AWS SGW X%t
FHREHR (BETES) =

ACLs &

ABAC ( REEPHIIRE ) B 5

¥ RGBS (FAS) =

BaAe 2
RFAEXAE =

E2MH T B AWS SGW FEAM AWS RZ M ERZE IAM ThEEESER |, E25E IAM AR EEH
5 1AM B0 & ERA/BIAWS fRS.

SGW ET BB KR AWS
TRETFHONER: 2

ETEHNNRBETMMESZH (N IAM AP, AFASAER ) B9 JSON R RREE A, XL R
BERHAFNASEMAMEA T BERFRITHERE, BETHNMGTEZETSHNRE , SR
(AM BFfEr) PEAESEEREERE L BENL IAM IR,

B IAM ET S H0KRE | B USE R TFRELNRENTRUR R IFRELEREFENZE. &
TEEETEONREREETE , BN CERATEMMNWAFHAE®, BT HAE JSON K E
RBmAERE , H5H (IAM BF1EE) 89 IAM JSON E# TR A,

SGW ET 5 BRI K =B AWS

EEE AWS SGW ET KR RS , BZ5. AT Storage Gateway B E T 5 17 B9 R BE = 4l
SGW REB AWS ETF &R BRERBER
THETHRRNOERK :: &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEBERE ., EXFETHRNRBHRS T , RSEER JMER CINREHII 4 ER
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B AE, NTFEEPMMEBHORIR , REEIEEEERA N ZERHAITHEREAREFTAZHS
TT. BXREETRENRBPIEETER, ZERATUNESEK,. AP, A6, KEAFEH AWS

RS o

ESABK/ER , SRLCHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, &
B EARMBETHRNEBARBUGERRIFN —F¥ME. HEXANBRRLETFENER
AWS K/ |, AIEIKF HEY IAM BB R ESAMEEEASRE (AFRAR ) RTFBRIBRHNR, i)
BEFETSHNRBHINBISNEUR TR, ER , RETHRVRBEDE —NKSFHEERT
WERR , WFREZINNETSONKRE. BEXESER , 558 (IAM AFERE) P/ 1AM HH
B K P R 5 ]

AWS SGW W BER1T3h
TRERIRE 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRYN , BN EEATLIM AR RNITER
1, UREMFARHETHIT,

JSON XKHEHY Action TEEARTATERKP AL L RNRE, KKREEEEXREKN AWS
APl BERE. B—EHINER , HlIRBTE APl BENNBRNR R1E, EHE-LREFTEETRK
RIITSNMEE. XEMIRER N ERERE.

ERE P IS REURFIITRERBENR,

EEEF AWS SGW #®REFIR , FZ0 (RSENSE) M AWS Storage Gateway E XL HIE1E,

AWS SGW H R RIS IREERERIERA LT AR :
sgw
EEEMEAPIEESIMERE , BEAESHENRT.
"Action": [
"sgw:actionl",

"sgw:action2"

]

EEE AWS SGW ET HMHXRE RS , B2, &H T Storage Gateway HE T 5 19 #Y K BE = 4l
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AWS SGW W BIEERER

XEFRBER : =

EER W LAER AWS JSON REERIEEHERRIBEMF L, BREER , BN EETUANF AR FERITER
1, UREMA ARG THIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BEIXTEE Resource
NotResource T, EANREXE , EFEHHE Amazon BEE# (ARN ) BERR. N TXEFHE
BREE (MR BRBERNR ) WigE , BIUBRITHIRE,

XN T AXFRRRNROVERE (WIHERE ) | EEABES () ENEANATHERR.

"Resource": "*"

EEEF AWS SGW BIREEH K HIIZK ARNs , BZH (RFENSE) HHY AWS Storage Gateway
ELHER. BETHRERUEABLIREREESTHEIRMN ARN , 52 AWS Storage Gateway TE
N HBRE

EEE AWS SGW ETF SR EKREl , B2, EATF Storage Gateway HE T 541 F B =i
AWS SGW HI R RE 4234

XBBETRSHRBERMGE : B

EER WLAER AWS JSON REERIEEHERRIBEMF L, BR2R , BNEETUANTLARFERITER
1, ARIEMAAZKHETHIT,

f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
W, BUCIEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFEESERPHE
HTE,

MREHE—MEAHEESZ Condition T3k , HEEA Condition TEHEESNME , N AWS
EFAEHE AND BEIFHEN]. IRENENIFHREESME , NERABBORZER AWS WHESK
fro ERTFEINNRZALITRERBENRMSE,

EEERMGR , GEUTUUERSUNEE. fln, REEER IAM AP E5RIE IAM BFet, 88N
HEFHRTRNNER. AXRXESER , F5H (AM AFER) B JAM K TE | TEMIRE,
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AWS XF£RAFHEHNBETRSNFM4E. BEEFHME AWS £2/5F4E , 5 R IAM AFE
MTHNAWS 2REH L TXESR,

EEE AWS SGW &HHMA%IXK , HS5H (RFENSE) $M AWS Storage Gateway FHZEH,
ETHAUNERARGERNBRENTIR , FS5 AWS Storage Gateway & XY 1E,

EEFH AWS SGW ET SRR THl , B2 5. EA T Storage Gateway WE T 517 K KB =61

ACLs £ AWS SGW
% ACLs : &

REFIFIR (ACLs) 2HBLERFEA (K/FKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , REECMFEEA JSON REE K,

wHa SGW 1y ABA AWS C
¥ ABAC ( EMHHIGE ) : B XiE

ETRERMENIERES (ABAC ) B—HENRE , ZRBEETEERENR, EH AWS , XEFEHK
MAIRE, BAILE IAM SHHE ( AFRAE ) MFS AWS BIRMINRE, #Ri2SSEMRIRR ABAC
ME—F, RFIRIT ABAC KB , SUEEEHNRE SN2 15 R 89 R IRRE PUE A R YRR,

ABAC HREBKWIMEHRIIEERA , AERKKEERFEBAVER T AT IR HEA B,

ERETHRZIEHERE , BEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys RHEBERBNIZH TEPRUFZEE,

MRENRSEN TEMERREBIFMBX=AFER , WX T RS , ZEANR. NREMERSFNX
N T Mo RBRREZFRAEX=ZAZAHRE , WZENTD.

EX ABAC WEZER |, E#S5H KIAM AFER) FIEA ABAC BINENUNRE, EEFIRE ABAC
SHRNHE , HSH (AM AP ER) PREAETEMNIHRIMNREZES] (ABAC) .

£ AWS SGW = {5 Al B UE F
XA : &

HIREAIGFHEP B R , BL AWS RS FRERA. BXESZER , SFEWLE AWS RS ERATIE
RHES , ESH IAM AFERPHAWS S 5 IAMBEEANEER.
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MREERRAFBNBDRZANEMSEZES , W AWS Management Console & # 2 IGEIEF.
flan , KB AWS RN EIMNE QB R (SSO) #E#TIHMA |, ZERLEBIEIITER. HEN
AR EHREFREHE , RAENRACKH , FESBHBIGREIL. EXIRABGHNEZER , HSH
(AM BFiEm) RMMNAFTIRE IAM B8 (BEE ).

BRI LAEA AWS CLI 2 AWS API FEI|ZIGEHES, RSE , &0 LUE X IR aTHE B # TIHE
AWS, AWS BIEHBERIGEER K MARERAKBHRZHRA, BXEZEERE , BHSHE IAM FHY
IS Bt &2 2 EALE

& AWS SGW WiFEl&iFE
YRELFRAE (FAS) 2

HEER IAM AR AEEPHITRIEN AWS , BEURNERA. EARLERSEH , BAE2RIT—
MRE , ARHBREERMBRSHEE —MEE. FAS ERARAZERANNRUK AWS RS @T
RS R HERAVIER, AWS BRFERABHRSWEIFTESEHAM AWS RS ERRXE S BETTARAYIE R
B, F2KRH FAS iR, EXMBERT , BLMEBRITXMIURFEAINR, BXAKH FAS 1EREHY
REEFE  FEAEREE21E,

AWS SGW iR AT
XERFAG R

RS ABRA—TURSEME. KREFTREN IAM BE. IAM EE R A LE IAM R oI, Sl
BRERSAG. BXESZER , E5H (IAM AFER) FHIZEGR AWS BRSERNENAE.

/A Warning

ERRS ACHNRATESF U AWS SGW BIIEE, X2 AWS SGW RHMXIE ST RiE
e )=

SGW By AWS RS HXAE
XERSHEXAE =R

BRSEXRACRE - MEEINERES AR, AWS BRSRSAUKARREHTRENAE, RSHEX
AEHIMELENP AWS K |, HEARSAE, IAM EERATUEEETREERSHEXABHR
PR o
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BXREUBRFEERSHERACHEAEE , FSHERES IAM BEEHANAWS RS, ERPEXRRS
HXABIHEE Yes R, BRRHEUAEFTZRSHNRSHERA B,

i& T Storage Gateway I E T 5 17 B K BE R 651

RINVBERT , BRMARLTNEIRRIEH AWS SGW &R, i1t TEFER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS API 31T %. EZFRAPNAERR
RATIRENDR , IAM EE G AURIE IAM Kig, EEABETEAEREMJIAM K , AR TR
AR,

ETRMAERXLRSE JSON REXHELIEET IAM BHHERE |, E56 (IAM BFiERE) P8
2 IAM K (2F8 ).

BHX AWS SGW EVHBREMTREE (IFESHEFRRENER ) WIFAEFE , BZH (RFENX
2#£) ) AWS Storage Gateway FVIR{E, BEMZHZ4. ARNs

F&:

- RMHEXE

- £/ AWS SGW 44

- ATAFREEHIIESHRR

REERIERE

ETHNNEBRE T RARSIUUEENK, P, HREMER AWS SGW iR, XLERERRE
S AWS IKPFERAE, tIERREERE T H DR  FHERUTERMER

- JFHAER AWS RERMHERORENBENR — BEFHOAFPMITERBER TR , #EANTS
FIURAGIRTRRHAWS RERKEE, SNEMRNRERITR AWS IKF, RITZVEET E LEXS
AN AWS ZEFRERBRAE-DBINR,. BXESZEE , B0 (IAM AFERE) F/Y
AWS FEEA KRR TFRENAWS HEXEKK,

« NASENR : £EA IAM RERENRE , BREFRITESHENNR. At , EAER
ERERG T AUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmE) P8 JAM Ry REE AR

« fEF IAM FKREP R4 — SRS R AR ;4807 LA 5K B IS4 SR BR A1 R 4R R R 7 8]
Bl |, AR BRI R RIEESMER SSL A EFIEHER, MRRSZBRERBEIHE AWS R
S (Bl ) AR, N AERARHRRE TN IRSRENHEINE AWS CloudFormation, Bk
EZER |, B5H (AM AF#ERE) B8 IAM JSON EEETE - &t
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- £/ IAM Access Analyzer BiEZH IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
Kig, BXREZFEE , F2H (AM BFER) PHER IAM Access Analyzer 51 KB,

- FRZEHHRIE (MFA-OR AWS P BN ZRFER IAM AFSRAS , BEA MFA RS X

M, EEEEAA AP BEERNEE MFA |, B MFA KR NAENERD, BXEZER |, F5
# <IAM P8R RBEEA MFA 4RI API 1715,

BX IAM HHREIRNESELR , 20 (IAM AFER) #1 IAM AR £ HEXEK,

A AWS SGW Z4&l&

E {58 AWS Storage Gateway 1#2#|& , BUHHE —HARENR. XENBELAATFESIIENEES
KIZ AWS TKF B9 AWS SGW BRHNIFEMAEE, RGBS ENBERBREN=KHNETEMNEX
B, NTFMMTZRKBOEE (AFRSAR )  BHASTERMBEREEZET.

X FARFA AWS CLI X AWS API IR, BEFAEREFEZHFHENR, R , IRFHREH
ZEHMITHY AP RVEME ITE YR AF

NARABFPAAGMATLIER AWS SGW #£#l& |, 2ERF AWS SGW ConsoleAccess
HReadOnly AWS FEERBEM INEEEK, BXEZEER , B5H (AM AFERE) Ri AP R
R

AREFRAFPEEMIIE SR
ZORGIER T B MBI EKRE LAY IAM AFEERNIERAF SRR ABKNITE RN KK, hRK
DIEfEESA ESHER AWS CLI 5 AWS API BUREE A R TR IRERN R,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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BMXAFERE

"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Storage Gateway & 1 #1j =) £% 3 2 &

AU TEERAEELMAMESEMER AWS SGW H IAM B AT 828 FI 89 F W &) &,

£

o BENXIE AWS SGW HFHITIRE

« RFMINIT iam : PassRole

- BEATRUANA AWS IKF I EIFERE AWS SGW BT

KILIE AWS SGW Fh{TieE

MREBREHRRET , BRETRIITENRE | NS TEH R AR FRITZERF,

% mateojackson IAM AFZHERARBAEFEBXREM my-example-widget BENIFHEE. ,

BFEBEEM sgw: GetWidget R , @ KEUT REIE IR,

R

API hzZ 2013-06-30 179



AWS Storage Gateway BRXAFERE

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sgw:GetWidget on resource: my-example-widget

HEHBERT , BNEH mateojackson AFHIERE , BLAER sqgw: GetWidget BAETHE my-
example-widget &R

MREBFEREE , FRREHAWS EER, FHNEERZRERMERZIEN A,

EFERINAT iam : PassRole

MRERFFIREE , BRETRMITiam: PassRoleiRE | MAAEFHEHN KRB U R T EFABE
%45 AWS SGW,

BE AWS S A ERIIAEABRKEL1ZRS , MARERMNBSACIRSHEXAR, it ,
BB MERF A LB RSINR.

HE N marymajor HY IAM AP =IAERZEH & E AWS SGW HITIRER , S REUT RAIEIR,
BR , BRELAEERSACAHARTFHNRT ATHTIEE. Mary FEAERASELEIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB LA A F#EINAT iam: PassRole #1E,
MREEERY , EHRRALZHN AWS EER, FHNEERRREEREIENA,
BEATFEUNBA AWS IKF 1HRIFER AWS SGW FiR

FatlE—1ae  UEEKFPHNAFFEELANARTUERZABKRIGRIEHRIR, &0
DEEH#EREY , AURASE, XN TIXHETHRNRBEIHIE FZH SR (ACLs) KBRS , &RIE
15 P IX L5 SR BE (0] ATV IR T 175 (R R BY B R A A PR

ETHEZER , BEAUATHE :

-« ETH AWS SGW BEXFXLINEE , BZHStor AWS age Gateway a5 IAM #H4E,
- ETHENMRENEHEENEROHRINE AWS KF |, 558 IAM AP EETHNEERE AWS
K 8% — 1AM B P iR ) AUR .

- ETHRNMEE=FRENEHRROIGRENE AWS KF | BZH IAM AFERTHNEE=51R
HiFER. AWS Ik
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- ETHRINABEE S HAKRERIEREFRNER , H55 (IAM AFERE) PR HIEE B EAKIERN
AP ( BBRERIE ) RAETHRNE.

- ETHRERAACNETRENRHATER,FRIZENZS , H2H (AM AFERE) F8 1AM
HR Y BB K P B R 1A [ o

AWS Storage Gateway B & H I UE

ERZMERITRIN—5B2 , F=FFitHETE AWS Storage Gateway FIE £ AWS HEMEH MK,
Hea$E SOC, PCI, 1SO, FedRAMP, HIPAA, MTSC, C5. K-ISMS, ENS High, OSPAR #
HITRUST CSF,

BXBEESMITLEE AR AWS RFFIXK , BSREBEEMIT IR HEERNHAWSAWS RFEEHN
it¥l. BAX—REE , BSHAWS &Mt HIAWS,

EAMER TRE=HFIHRE AWS Artifact. HXESER , BSEPH RIS HH “AWS
Artifact,

&£ £ Storage Gateway B &M R ER BN BBEN BB, BLARNENMEBIRUKERE

BEIRE, AWS BREUATERRBEFZESHAMEER !

« ZEEEHMMRENTET — XERBEFIHETRWIEEM , A RETHELPBURLHENES
AUREINEERBERNSER, AWS

« HPAA £ 58 EMBEED — AR BHER T AT MAEAR AWS SIBRFS HIPAA FRAERN R
REF.

« AWS EMHEIRAWS — tk TEZNIEMmE R REE A TR ENTLMAEBX,

- EFAWS Config 7F & A R 35 F B 15 %R — 1% AWS Config BRSiIFEENRREBEES K
BELFEAIMRE. TLEMNRER,

« AWS Security Hub— Itk AWS JRE A2 H T BENRERE AWS | BHEREREBFTARETIL
FRAEF R ERE,

AWS Storage Gateway H Y548 14

AWS £ BREMIRIERE S AWS X1 7T A XEEN,

AWS X REEHRFEHOREEHASHNNELE, SEEZBHEPOBN—ITAX (AZ). 8
MXFEHED AWS Kig A=NMEMEXE AZs AREEME LMV ARER. SEMSRHBTT
B, EEEF - XEELHENBEFO , BN AWS X REBNSATAXRITHREFHE
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AWS Storage Gateway BRXAFERE
P, BNTAXEBERIWER, SHNMYELZSE , FBEI TR ultra-low-latency M & 1TiE
MREHHBEFERNELRNESTAML , NAHBRSNEREEN SN, AZs AKIESGH A

ok
Be o

AWS X BERERIINEMBRZ2ME, SARNBERF . <BNABERE AZs LI M,
MEMREEASMAECBNESES AZs, AZs FLD KBRS RFALAS T AL, MRENI
ROXH AZs , WA UEFREMRFENTREZEFE, Bh. 28X, EFRBENIE,
AZs Y E SEMEMTRRBMNER—EERE , REMBILFRBMBULABETE 100 FXK ( 60

RE ),

BXRAWS X MU AXNESER , FSHRAWS £ IREM IR,

BR7T AWS £IREA RS |, Storage Gateway IR Z T ThEERBEI X IF BN HTFHEMNZ B FER -

« £/ VMware vSphere & 0] i (VMware HA) B B1RF 7 TEAEREZZEH. BRI EERERD
MERENER, BXEZEL |, S5 I VMware vSphere 5 A A 5 Storage Gateway B & #
Ho

« AWS Backup A T& M ENEZTE, BXEZER , TR 205,
- MRERRERENSE, BXEZER , FEH NMIERREEEFS.

AWS Storage Gateway PV E AR EZ £

BN —IHEERS , AWS Storage Gateway 2 5i# WE RS | £ REMA B E B FHERN AWS
LHMBZLERFHERT.

BEILAER AWS EA Y APl A REE M58 Storage Gateway, BFmAMZIFEHELT S

M (TLS ) 1.2, BEFRFwELAZFHEETLEMETARE ( PFS ) WEBEH , a0 Ephemeral Diffie-
Hellman ( DHE ) = Elliptic Curve Ephemeral Diffie-Hellman ( ECDHE ) » AZ#HIMA RS ( 10 Java
7T RESRAE ) BFXLEEN,

Lo\, HAERTFRIZES ID M5 IAM EAEXBRAORZT B BHARNBERH#TZEE, E , BUUER
AWS Security Token Service ( AWS STS ) £ If it Z £ FIERITFERFIITZEE,

(® Note
&R AWS Storage Gateway REMANFEERELAN , HEFTNEHUEMA R R RIEHE
ZE, sHEAREEMXENINGFUAN T EZLEARREIENTARESD , TE2SH
P HIMEE , HApEEREMNZFRIEERXNEED,
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AWS EHIR&E, MK CVEs . ENEERGRAEAEN -5 , BRI LR BENE
ERFH A Storage Gateway F, XEEERFBEEITXINEF R ERNEN EEMKEFHT
BN —HoRAH. BXAMNXEFTNEZER , BSRFERAEHE. AWS Storage Gateway

AWS Z & &{F Kk

AWS R TSR 2ThEE  HEEFIENXIRECHEZERBNER, XERKEXKRE—MREN |, 7
TREZTENZEWRAR, FEXRAETESLNHPERTRZENHMEER , BREANEHAN
ZRREMAREG. BXEZER , S AWS 2 HEXK,

BRI AWS Storage Gateway

Storage Gateway 5 AWS CloudTrail—IRF &R , ZRFRMEAF. AEH AWS RS Storage
Gateway HREUHIRERIERE. CloudTrail ¥ Storage Gateway FIFFE APl AR AN EH. BN
HWHASEXE Storage Gateway 12 #| & K FA M3T Storage Gateway API 2ENABRA, mMREL]
BTRE , WATLUBUER Amazon S3 i iFE (&5 CloudTrail B4 , @3& Storage Gateway HE
., MREREBRE , BMHATLE CloudTrail BH AW “BSHHFLIER FEERFTNEH, FH
WERE B CloudTrail , BRI LAEE [ Storage Gateway KX HEIER, KHBERK IP ik, #EHT
BR, AR REHERAREMIFEMRER,

E T EZEE CloudTrail , i5ZEAWS CloudTrail fF#ER,

Storage Gateway 1§ 2z T CloudTrail

CloudTrail fFE& I F Bt |, ST Si# Web Services I EB5E, 2 Storage Gateway F 44
SESRT , ZESI a5 HM AWS BRS CloudTraill E# —RBIZRESHFHEIEFKH., BALFE Amazon
Web Services IKFHEE, BENTHEHN B, EXEZEE  BSHCASHALIERESR
CloudTrail =4,

E#FL12% Amazon Web Services Ik FEIE 4 ( ‘21F Storage Gateway WEH ) |, HRIRRERIE
Fo BRIRAY CloudTrail £ B EXHE#El Amazon S3 ZE . BINBERT , YEEEH AP CIER
R, ZERERFFRI A FARE AWS XiF, HIRERIZRE AWS 2 XHIERAEXEHRNES , HFAE
X £ A E RIS ER Simple Storage Service ( Amazon S3 ) Z&1. L |, B O] LAE B H i AWS R
%5, Ut —FS oMM CloudTrail BERMENEHEIE. EXEZEE , BSHATINE :

- SIEREBIA
* CloudTrail 3589 BRSS M EE AL
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« BLiE Amazon SNS EXI CloudTrail
- BEBRBEZMNXIEE CloudTrail BEX 4 MEKK B ZMNKF B CloudTrail AEI 4

FiE Storage Gateway R iR Tk , HieFREREETEH. M,
FtActivateGatewayListGateways., HShutdownGatewayiR{ERAA S CloudTrail BEX 4
RAEKE,

BIMNEHHATREBESEXRERBFRNAREGR. SOEEEMTEHEUTRE !

- BEREFEARIEPBIER AWS Identity and Access Management (IAM) AP &EIE 4 Ho
- BRRFEAACERKEAFNBNZLEIEREHN,
- BREFHHEM AWS RF A H,

BXEZER |, iS5 CloudTrail userldentity T3,

T % Storage Gateway HEMH 5B

RIERR—MEE , APHEHEN BEXHRREIEIEEN Amazon S3 F##. CloudTrail BEX#
BE—NHSNEERE, BHRERKEEMARENENER , BFEFXRERNRE, RER B BN
B, BHRSWUEFNFELR. CloudTraill BEXHFFRLH APl HANBEFH#EKRRE , AtENT2ERE
A4 E /IR

AR RBIE R T ERZIBRIERN CloudTrail BE% B,

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JohnDoe"

.
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
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"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
},
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
},
"requestID":
"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-
bed1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"

]

LURRBIE R T E RiZ ListGatewaysi24EH CloudTrail BE% B

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",

arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"

AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

.

" eventTime ":" 2014 - 12 - ©@3T19: 41: 53z ",

" eventSource ":" storagegateway.amazonaws.com ",
" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",
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" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6
Linux / 2.6.18 - 164.el5 ",

" requestParameters ":null,

" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1II23FRSIJ1Q8GLLEIQEU3KPGGEFOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",
" apiVersion ":" 20130630 ",
" recipientAccountId ":" 444455556666"

3]
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PEE R 3¢ [A) @

BTk, AEREXREMX, EHFA. B, sTAM. BREIREMNREMEXHSESSERIUKR B
FEHERRNEE . AN XHEHREEEENBEIFNELCLES LMK, & A% RBN SEE
FR{E BB ETE VMware vSphere @ AT At (HA) & LE1THM 3,

F

o WIEHERR - MXBLEA : THRNMAY I EES MK L Storage Gateway ZHIEFERABLHN
&) &

- WIEHERR  MXBUEH RN A EBEIR © THRESIHBUE Storage Gateway BT W EI N ZP4E IR E EM1E
MTZEAM.

o BEEARHMREE- T RECAANN TREER B RE , URINA AT X EEEIR XA
B3t 1T P HEBR

« HE&E Microsoft Hyper-V % & : 7 #RIR7E Microsoft Hyper-V & L 8% Storage Gateway At AJ 8E1&
Ffy Ba R )

« Amazon EC2 W > |r] #5152 - B R A R BTEFE A ZBE Amazon EHY R SRS AT 8218 Y 7Y 28 8 8] 7
H{EE EC2,

- HFEEHREEA . THROMABRETTEEIBEINE X Storage Gateway EHIR & K [H &,
- HIESRE  ERERECEHABNTRBRNWRAREE  URBRMNEBEXIN A B FRERNE

/N0

- BFESAAMERE-T #E VMware HA T35 #8289 W <& B i8] B AT 1% B A

M PEHERR : PR E L R
FERAUTHEERER , KEEY AWS Storage Gateway #2418 E RMRL FELRASNIZE AL M.
MXARERTUT NS NMNREMERNEL -

« MXTEENE Storage Gateway IR i 2o
. MRENXA,
« EMXXRBNEFUECHTEZERL IR , HELAHRE,

EFEMXIREREL , FREABRSBEMRBELHNRE,
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REXBRH B MIFHAE

MRIEHNKREENERARE  IEFMXETHAEEE , FEERNEHH ENHRIAN, KE
o Bh A SR AR AL SR ) Storage Gateway FTEM MK im OMBRSZwmR. BEXEZER , 55H
Network and firewall requirements,

CERBEENMXHNRERIT SSL REFREHFEIRE

MRLEFEENMK S 2B RERIT SSL REHEERE AWS |, WENMX AT ESHHR
RS R [EE. BEEMXMRERL , BAEARE,

REEUEZEEFEI LREHIFEREFRE

MxWELAEREFENHNEEHBEHRE , TE2SEMXBAXABTEL R, ERERRN
MaEERERE , NXFBRZERNAHE,

MRIREELE , L RBEREKMEHRTE. BXEZFELE , 27 Best practices for recovering
your data.

REXBNEFHEREREE

MREMRKBENEFUEBFELE - MBI, EXAIARAN , HECEHRAE , UMK TRELKHA
BERE.

MENERNEEEFENLBRT EETENERFHE

1. KHAMX,
2. EFAMIZEEE

@ Note
e PR oRF Bl 22 AN I B B — N T o

3. EFRIMX.

MREZEHETIR, WERTBEXD

1. REAMX,
2. EEETHE.
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3. EXNREMEUNRTEEFME.
4. EHFBIMK

HUEHERR © WIoCEUE HE B A BB 4 1R

Storage Gateway BUEBERSLIAXMEBR R, BFHRENEABEERBEL KO 80 EEEIMNX
BRI (VM) RIS 3% it E = (Amazon EC2) £, MEBEMXEINKTBGERER , INXFE
Storage Gateway in RBERKZFWHERR. MEMKXTFTZEEIE Storage Gateway i = , M MKX 2B
— U P BB R 1R E B R R i o

FRAUTHEERES , RBEEZEREE AWS Storage GatewayHI I 12 h I EI N ZR4E 1R BRHZE
A

(@ Note

- BREASFHELDHIRG AR SR HERME& (AMI ) iRABEHHMx, MREZE
BURERATE AMI RIS | & U BRI &R EE1RE B

« ETHAMI 28] , BELEREDENERWMXRE, SHMXEEN . ova XHEHRE , H
E.Z:E.I-Eﬁo AMIs

AR RAE P 2 8 Ui SRS P o< B HE BV £ 1R
BRREANEIR BTN QBEHR  BATUTRENER.
¥ B % B i O

FNFARBIBEHRK , BRERMGEHAE ENKORBERNITHRS. X FEBEE Amazon EC2 k4l £
BRX  BREXFZEELNHKORSBEITH. EBARORNITHAFRS , BMABRSH[ LN LGRS
1T telnet o RSB MLMERRM TR —FMA, Flin , LT telnet an SR 55w O 443 BIE
%

telnet d4kdg@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443
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EWHIANXAGEEUUERRR , BHEMNXP AL VM Z2HE (EATAREHEHML ) . =
E , B LUBY SSH EEEIMXH LS (AR TEHEE Amazon LHWMX EC2) . ARfF , BT
EENR, BIANRIRE [PASSED], EXEZEE , S Testing Your Gateway Connection to
the Internet,

(® Note
MR HAENBRIANZZAFERN adnin , BRIAZEBE N password,

BROEXBRZEMF2MEBIMNNXRET 2N E R[SV BES

SSLKE, REHBEIREFIHEHEANPHAELZEH AR TFIRMRNXRENKES. R SSL it
PHERERSBERJAFFBNERARE , N SSL EF LK, ERIANEEEEHRITH SSLEE ,
BEERwO 443 J:E’\Jflﬂbﬁiﬁﬁm (anon-cp.storagegateway.region.amazonaws.com) £iz1T
OpenSSL i fo BAMNEMXMNUTFR—FRPHITEN LETHhHS

$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -
servername anon-cp.storagegateway.region.amazonaws.com

® Note
Bfregion AR AWS X,

MK BEEH#TH SSLKRE , MZG S REREUT A TREHEA

$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED (00000003 )

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

Server CA 1B, CN = Amazon

depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com
verify return:1

Certificate chain

@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com
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:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
i:/C=US/0=Starfield Technologies, Inc./OU=Starfield Class 2 Certification Authority

0w o0

-

MREEHIT SSLRE , NIEAHE RERNIERE , XKUTUTHE .

$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -
servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com
CONNECTED(00000003)
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com
verify error:num=20:unable to get local issuer certificate
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com
verify error:num=21:unable to verify the first certificate
verify return:1
Certificate chain
@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

AR R RAEIR D SSLIEBAT S X SSL #F, XBHKE , NxEim K HIEREL AR Z ME DB
REBHRITHRE, XEREARER SSL *Aﬁ:\im‘rz‘ﬁ)%@ﬁ@

KEM XA EED

FERES KRS B SSL EFHiR. N TFABMNX , JEAMKBARME VM 2H A RREN
KWEREIES . HARENT AT 60 ¥, BEXEZER , S Synchronizing Your Gateway VM

Time,o

RS R EEIEIMEILETE Amazon EC2 ﬁ—ﬁIJJ:E’J M¥k EFRTAH, FHEIR Amazon EC2 MX<EE IE
HELetE |, E¥EIA Amazon EC2 SEHIAT LB i O UDP M TCP 123 EEZILAT NTP IRE88:t 5
x:
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* 0.amazon.pool.ntp.org
* 1.amazon.pool.ntp.org
« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

R AREH Amazon VPC im SUBUE M o< B H B RY 45 1%

Ef#REE A Amazon Virtual Private Cloud ( Amazon VPC ) i sUBCEM X I BUE IR | BT
LTREMEE,

KREMENIRA

BERARMEE AL (N TFARBEIBBNMK ) REL4A ( XN TFEBE Amazon REIR X EC2 ) FEVFFE IR
O24TH,. FMxiEEZ Storage Gateway VPC s [T E K ik O 545 M < E 13 2 2 8 i LB P 35 19 %
AOAFE, #E#E Storage Gateway VPC i R EEL Tig A :

+ TCP 443

+ TCP 1026
« TCP 1027
« TCP 1028
+ TCP 1031
« TCP 2222

BREBEER , 152 M Creating a VPC endpoint for Storage Gateway.

A | B EERER Storage Gateway VPC if SR £ A, 3 ?% i RN R A TRETR XIS
WimO, Sl — NN EL4A | ILREMX IP iSTEMNREESFIERO. RE , FiZzReHERE
3| VPC i =0

(® Note

£/ Amazon VPC 25l & RIEE#EET| VPC Im RN R L4, NEHIAREE Storage Gateway
VPC iH R , REERFZEHEIEI <,

EWIAFSEiROLATFITFRE , _IJ«XE Storage Gateway VPC i = EiE1T telnet tn S, HTMSW
KNUTFR—FHARBRSHELESTXERS, ATUNE-—NRIEETHAXH DNS FFHE T,
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flan | LAF telnet @5 A DNS & # vpce-1234567e1c24a1fe9-62qgntt8k.storagegateway. us-
east-1.vpce.amazonaws.com JUiz T FE Y i O EH#E -

telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222

BRFRIEZE MR SERMP KL IEF Storage Gateway Amazon VPC i R IR E

SSLRE, REBBEIREFIHEHEANPH A ELEM RS TMMRNXRIENBED, R SSL uT:

PERERSBERS[FTMEBNERTRE , U SSLEFLAK. EWHIANSEEEHITH SSLKRE ,

£ Storage Gateway VPC ¥ R L1Z1T OpenSSL @55, 4 \AM'%H?HAL?IE—?ﬂqﬂﬂ’ﬂl‘l‘ﬁmtzﬁ
B s. HXNBMMENRASITHS :

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com: 443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-

east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

MEKBEERTH SSLRE , MZSTRIRERUT A THENBAL :

R IREA Amazon VPC s RUBUE W < BY B R 48R API hzZ 2013-06-30 193



AWS Storage Gateway BRXAFERE

openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

Certificate chain
® s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
2 s:C = US, 0 = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN =

Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority

WMRIEEHIT SSLRE , NEAFE RERWIERE , XUTUATHE .

openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1
depth=1 C = US, O
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-
east-1.amazonaws.com

Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com
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AUER RXEIRD] SSLEBAI X SSL £#F . XEWE , WXBIMFROE VPC ik <8y HIER
ERZHEMNEHAERITHRE, XERLETRERE SSL REFRERFEIRE,

REM KA EED

RRRER KL S 3 SSL BF4EIR, FWTFAMME | ATLEAM A VM 2445 ki 2/
KWEtEIES, NERENFT AT 60 ¥, BXEZEE , 55 Synchronizing Your Gateway VM
Timeo

RENEEEETIEIEE T Amazon EC2 K| EHIMX ERATA, AHER Amazon EC2 M<BER IE
WELEE , E#IA Amazon EC2 SEHIRJ LB i O UDP M TCP 123 3E#FILUT NTP RS a5t3
*:

« 0.amazon.pool.ntp.org

« 1.amazon.pool.ntp.org

« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

QB HTTP REHABIAXENZEHIRE

EEEZH , BREGESESR M ELIH L EC2 55 Amazon LB HTTP REERE N0 3128 +
B Squid KB, ERBERT , BIALLTEM :

« MtiNZE Amazon £ HTTP REMNZSH EC2 HMEBE AEMN|, AWM HHERD 3128 £X
BRBEMKX VM B IP #tit# Squid REBFRE.

« E#3F| Amazon EC2 VPC KT RN EZEAMNMEB AN, XL A uh# 0| LA o1 3k B 1 52
HTTP X IP #tb it Ay % O 1026-1028, 1031, 2222 F 443 FWIHRE. EC2

FRRAE AN B i SUBEM < EE — VPC A A& Storage Gateway VPC i s AT
H IR 45 IR

EffRTER — VPC ®8 Amazon Virtual Private Cloud ( Amazon VPC ) i R VB R THEA LG S
SEMRE ISR | BHRITUATRENEE.,
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#51iA Storage Gateway VPC iR L5 AFAE DNS BEMRERL T B ARS

WMRERAFE DNS BHAETEARS , MWEEBEMNZ VPC BB RN EMRX,
EZEH DNS BFAW , FIITEATRE

1. #TF Amazon VPC ##l &,

ESMERTP , ERHR

i%## Storage Gateway VPC % =

EFRE,

EFEEIE DNS B,

NTFERHAE DNS & , BRI LIRS Fo
ERIEWFAE DNS BMRREFRE,

N o g bk~ w0 D

HEE 7R 3t X 5K 8] 3

G T LAFE T T B A 5 7 62 I A 3 P 5 B T RESE 2 Y SR B (R B BA R AT RTS8 BARS B BR BRI X B =
HIfER.

TRIIH T BT A7 A MK o] 8EiE 2 /Y B2 (R

E BRI
SEHRAEIFKRH IP ek, FEAEEREFESRERETN , UMEEKRMX IP ik,

« XIF VMware ESXi , E#IALHY IP #hit °] BAFE vSphere & F iwHY
“WE” T+~ L& E,

« XF Microsoft Hyper-V , AIZRA#IEH R EK VM B IP thit,

MRIETARMELREIM K IP it

c REVM BREEHE. REVM EFENERT , IP it F 445
LA IR 5%,

c ZEHE VM ERET. NRERNFTFF VM , BBAMKAIEEE — L
BB F BEE BB F 5,
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BMXAFERE

e

IEEE T MRS KSR
Ao

L& 8 & Storage Gateway
BRSSPSR BRI
Hnt , MXxBBELRES K
Mo

BEEBRSEN LESZH
XZEpE, flm, &0
RER LR MK Y L& & H
XZE K/, REAEFE
BMEREMENRELE
Z XA,

ERERIR/E

ARFERATRXN®O.

SSL i Fvalidation/inspection should not be activated. Storage
Gateway utilizes mutual TLS authentication which would fail if any
3rd party application tries to intercept/signfE —iE$,

MRFERA XSS HFRIFENRFINERE , N BTEER K
A EHRAATXERS KRR AWSH THMLERE, BXME
MBFRIEBERNEZER |, BSEMEFHNIEER,

BEMX VM 2R ATBESMNEF iR ping B,

BRELZN VM BEEE Internet B MK ERE, N , BEERE
SOCKS K3, BXINITHBRENESZEE , BSH N4 M
B2 SOCKS5 R,

REFVHNNESEAR  THNLSECEEN 5 M B ML
(NTP) RS2 Ba1EE , UEMXx VM Wit BRI R B HEH, BxREE
ELRHEERFENOREMN VMsSHER , E3 M. & VM &
5 Hyper-V 8 Linux KVM E#LetEES

WITIXLESTRE |, A LAEA Storage Gateway 2 #| & MR B H+
BUEMX S EMEHMIETE,

SSL i Fvalidation/inspection should not be activated. Storage
Gateway utilizes mutual TLS authentication which would fail if any
3rd party application tries to intercept/signfE—iE$,

KEEZHN VM E4LHF 7.5GB B RAM, 1R RAM &F 75GB
MROBREEIM. BREZEE , FEZH RESMEHNER,

BXBROEN LEZPXOMER R | BSREMNMNK P BEREE

PEE AR it W 5% [7)
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BMXAFERE

e

LEEREMNEN AWSZ

(B B9 5 3L

FIREM R FIL B R

o

dm =\

£ Microsoft Hyper-V &
S A ( ## ) Storage
Gateway BI&EF! A1,

ERERIR/E

FBU L EBRMEZRENSEENARRANMX VM AWS #H

+ (NIC) D FHI ML EELES (NIC) , M1 AWS 202 MM X B R K Y
Hiho, MREEESHRIEE , AWSHARERGTRER , LH
EERBERE K WRXRAXMAFERERA. X TERHEIER
HEXR , B LMER AWS Direct Connect TEZA b [ < F1 AWS 8] 22
MNERAMBZEE, ENENEHRXENEZTHE AWS |, BEAN
XM CloudBytesDownloaded HMCloudBytesUploaded 3§
o BRXATENESFEE , TS HEMNXS AWSHATERE, 12
= Internet FEEMRER BN T W R EH L4152 8 XFEIEH,

* 7 Storage Gateway 2B M IET + £ , BiE MK E LA
W IP bt R R EFEAEDHERREFRE P imEKE ( Bl VMware
vSphere & i Microsoft Hyper-V Manager ) EZI#Y IP k48
B MRAI IP thhtF—3k , M Storage Gateway #ZEH| & E S
Mk, wi<AMXELN PR, EFJG , Storage Gateway 1%l
BRMKET~H IP it RP it N SEENEEREFEF K
HERIM K IP ik AH PCEL,
« XF VMware ESXi , £\ IP H#sik /] LAFE vSphere & F i
B “RE R ERE
« XF Microsoft Hyper-V , A& ZAMIEH A ER VM B IP it
ik,
- RELHMXENER , AWS I FmR = R < 2 5 B W §E
%
s REMXHNMGEERSFRE , BREBENMENXEDSER
He BEEFEMXHNMEAERREE , HEAE KEMXMNE B
B H R IR REB EE WK M LS HL E R IET.

B BAM Amazon CloudWatch #2#| A EFH HNHNERLE, BX
NEHHMXHWELENEZEE AWS , FSREEM x5 AWSH
B HERE,

EZ 7 HEE Microsoft Hyper-V i & , HHXIEE Microsoft Hyper-V
L EBEBMREERIMN AR BN B BB 1T T %A,

PEE AR it W 5% [7)
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e EXIVERE

BIRB-FKHE , BHE MREHNMKELALRM S — MR E LAY e R R R 62/, N
EARXSHFHHEEAZE L2RIEE, IRTFTEXMER , THRR X,
& 1E AWSH”,

SRR B) XI5 WA M I E IR R TR DR

Storage Gateway 2t 7 — AR F & , B LUERACRKIITZIEFES , SEBE X&F 5
8] < LAES B IR R R < R 8, BRIABR T , NEHMRW XF TR TFEARS, BB EN
AR 3R 6 A RSEHBL R, B XF HREZHMNX , BAERFENNARBIZGE S , S$HE Storage
Gateway WiZHI & , RAEEEIIXIFREEE.

AW X¥F HEEH MK
1. BRI ENHARBIZEFEE,
« VMware ESXi — BXEZEE , BSREAT R MK AmZEE & VMware ESXi,
* Microsoft Hyper-V - BXEZEE. , S H A Microsoft Hyper-V 1/ 8] < A #h 2 5 & o
2. ERTFLHBAMENHNBFREREMXEZEFE,
3. WA hITFATAGSHIIR,
4. BWITUTREZ—

- MEMXEANRLAEIRS , BETATSELDT |, A open-support-channel XEEE|
Storage Gateway HEF X#F, AU TCP iwA 22 , MEMHETLITIF AWSH XIS EE, £iEE
B|E Rt |, Storage Gateway AR SELZHF RS, Bic TENIZERS,

- MEMXEANR VPC iR , BTE AVAILABLE COMMANDS B O |, #i A open-support-
channel, MERBIEMX , FIRHEERS Storage Gateway B X 1FH VPC im == IP
#ht, S TCPiwM 22 , MEER AT LAITH AWSHI X BB, fEiEEEIEF Xt , Storage
Gateway FHEDBXHFRS. FiL TENXEFRS.
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® Note

BEEFTT 2 (1&HZEH Protocol/User Datagram Protocol (TCP/UDP ) isO0&, fx , M
X4 5 Storage Gateway IRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRHATIE
BENZEFBE,

5. BUXKFRER  BARKEHIFIRS S , XIF & UERHKEHRED.

6. EXEHALETHG , WA q UFHEEZ R, £ Amazon Web Services Support BRIEZIFLFETK
ZH, BOXKAZEE,

7. HiAexitPUFHMXEFHIA,
8. RKEBIERBREERHAMEZEHA,

#EZE Microsoft Hyper-V 1R &

T &RIH 7 &4 Microsoft Hyper-V £ & L #& Storage Gateway A AJ 2B EI AV B H jR) &L,

£

ar

EXWMHRE

BEZRSAMKHARENT HALERVRERENOT

LM -

AR . MR EERRERMERAGIRE R, SESARBH

“RER S AE LA R & AR EHEPEEMNEN RS — 82 Ni%=2 AWS-Storage-Gatewa

SERHEIR. FAKM, E y o Bl :

B [..] TRAZELHS A

X, X6 Hyper-V 2l C:\prod-gateway\unzippedSourceVM\AWS-

BASHEMNN , TS Storage-Gateway\ .

AEBHL. 7 - MREBELWMBETMX , BRXEESAELNNEEPERESE
ELANET R S HI PR B SRR |, T 7E A% FE 48 B9 R o< ST FREE L i B
BVM, AEEBEEZBMNXNMIES A, A TEEREE , HIRE
BFWBERMRERXGEIAR  HEEEFRFNMLE. FHHON
ERESARE .

MREUT KNP EREBNFRXFLECZS AWK , N4k
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BMXAFERE

e

B HASF AR AWBIET
HIRHEE

“Z185 ARE LB &R 4 AR
ZEEIR. FAKM. &

AESTEMNM[.] EFIX

% . XHFE. (0x80070
050 )~

B HAS AR AWBIET

+ 20 Bl .
=] lﬁ/ﬁ E\ .

“BEAFARELAE K
ERFB|ER. SAK
M, Import failed because
the virtual machine must
have a new identifie

ro Select a new identifier
and try the import again.”

BLZRBFRK VM H U1 E
BLTHEIRER

“2 15 /B 3 1% TE B9 RE L AL a
Heg, FoXAERRE
BERX7XTFTHE. ‘AWS-
Storage-Gateway' 7o ¥ 4
te (ERAHLIDI[...])"

ERERIR/E

NMRECELHEM R BXEEMNERFE T ESEE M E L
BLE M HAIRIAN R |, BASHBULEIR. BEELHEE , FFE
Hyper-V iR EX EE LM ERAY RS 88 T BB EMMLE.

SARXE |, FRAEES AR FEEPIERE G ELHEDTE
REHFTAEXHE , KA VM eI — 1D,

s IRATRER A TMXFFER CPU 5x41 CPUs EATA CPUs HY
CPU ZREKM. TR VMK CPU MNBERE T EREERFHNX
o

Bk Storage Gateway EXRNEZER , BZHREENAIANE

S
Sk

“JNo

HE&E Microsoft Hyper-V & & Al
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BMXAFERE

e

BB MK VM FH U E
BLTHIRER

“SE13 /5 B %k TE B RE B

Bf 48, ‘AWS-Storage-
Gateway T E#H{L. (&
BAID[.]) EEeIED
X : RERFETR , BER
RPTERIBRS . ( 0x80
0705AA )"

1 YR R P < 2R 4 E AT Y
HIlEtE 2 EMITHEET
o

EENMEERD
Microsoft Hyper-V Storage
Gateway XA EN X4
R&iH,

HEEEEERERFN , RG2S
RRER AL,

RS A Broadcom PL%
EHL 2R M Hyper-V EHLFF
BEMYLRAGI (VMQ) |,
N ATREFZBIM &M RER

%o

ERERIR/E

HEIRBARERZMXATRERN RAM FMEA EATAKN RAM Z R E
S EC L

B < Storage Gateway EXRMNEZER , BZHRESNAINE

-
SN
/j:o

M VM BB eh AT BE TR B SRRRAVETE] , XA AT ENER . FAZA
MXEE A RIEZIED , RE ML E VM BEfE, BXEZE
B, B2 ¥ VM iE 5 Hyper-V 5 Linux KYM AT E RS,

RER AR 223 Microsoft Windows FRS2H A X AR EH. Hia0, 40
RERNSZEEFENE RN hyperv-server |, MAFEALLT UNC
&% \\hyperv-server\c$ , ERBEEA#HTEM hyperv-se
rver , SFEASHE hosts LHFHE X T B Mo

LIRS R 1 856 H Sconfig.cmd TEAEERFENHMAF
E$o
BXRBRAENEELR |, 153 Microsoft 3X#4 : Poor network

performance on virtual machines on a Windows Server 2012 Hyper-
V host if VMQ is turned on,

Amazon EC2 M >k 7] B 5F Mk i 2

EUTE&Y S |, BaURIEFEHAIPEE Amazon EHMXR A8 TR a8 EC2, At
X HMEFEIE Amazon FHIMXxZ BN X BN EZEE EC2 , FSRANBNXEEHE Y Amazon EC2

KBl

£}

Amazon EC2 W% [a] B £k M iR &5
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« 37 —2)LEHMXHREE

« BEXRPFIRFERTIER EC2 MK K

« 80127 Amazon EBS 5 , BREMHEERETE EC2 WXkl

« BEEFEHREEIIMXAE B #r EC2

« BEZHANEFEENKRE —REEW LTI AEE”

« BHEEMBR— IS EN LEEFXZENBERBD LEEFXZEE

« HHEC2 MXNEHERET

o R X5 BEICHERR EC2 MK &

« 8B EA Amazon EC2 ST A &R EHY M < KA

& T —4& LB o< F R BUR
£ Amazon EC2 B#|EHRELUTHEA :

- EEERFIXBENEZLEPRHEFRD 80, BXRMEZLEHNNEZER |, i5Z 1 Amazon EC2 A
FEEPRRNELEEHAN,

« MARZHILFRIEAN “running”’s £ Amazon EC2 ##|&H |, EHIBVIRASE RN RUNNING,

o HWREM Amazon EC2 KHIRBHFERMEER , WHMREFMR TR,

WIEZMBE , BEHEHBEMX, Nt , iHHFF Storage Gatew ay #2#l& , EFEL S FEE
¥x EC2 , SRIEE 4 ASSHIRY IP i,

154 SR 5% R R BIBM EC2 352

MREZANEHNIPIE T HEFREL , ABRBERSIOIEESTT , WRESHBIXFIREBHN, EiX
MERT , ATRATU T RERERM KA

o REZIFIHFEIF LA Amazon R (AMI) BF5. BT Storage Gateway AMI #9345l 51 2L
aws-storage-gateway-ami XAFF 3k,

. MBREEJLNEFIET Storage Gateway AMI |, 152 F 32115 ) A 18] SR ¥ B IE Y SE I,
ZBIE T Amazon EBS % , (B EFHEEFEHN EC2 M<K A

REITLHH Amazon EBS BEREEMXXRHER—THAR S, MBEFTENAARK |, BHEEHEH
FRERY O] A X R BIEE —NETHY Amazon EBS %,

BT —2JLMRHRBE API jiZ< 2013-06-30 203


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html#adding-security-group-rule

AWS Storage Gateway BRXAFERE

B EFEREETIMXNEB R EC2

RESESIEHNFAEANTSEAETEEARFEAT ISCSI FRMIFEOMNMN, ZiFEABEIRERN
3260, BXEEIBNESZEER , BHSHEM Windows FFimiEiZ 2|45,

ERELRFMER SN KD — NS T T AR
RENFBENMXENSFM, EENSFMZE , LR EESELEMKX , LERE LR

XMEHPEMEZE. N THBINLIEAMK EC2 , Aihkt# iEEIZKRPIA Amazon EBS £, H
AXMERHERRAERRE N KB RNEHIE L Amazon EBS %,

BEENIZTMXRAVRBIFTE LB REFIRF, MRIAFERIMREREFRE (AMI IHFRMIARS) ,
BARZEMFE. BXRMITHBENESFER , S0 N BMXEEBE X Amazon EC2 54, 7
Bt ANE AN LH Amazon EBS B/5 , RIREMX LIRS FE,

IEFHEMBR— o B EEZPXZE R B E KR D & Z P X ZER

REBAEZE D B EE S XEH DRI SREE,

i EC2 WX EUHEBREES
WIFMXKHIREEET. fin, MRARFERREERTL T B IRY , BEFARHIRRER.

S5, WIEMX IP REHE, MRXEPIEFL  RAEEHMED , BAKXGIK IP hut TSR EE R
EXMERT , BBTHEREIRR

o] LAM Amazon CloudWatch #H| A EBH HMNIWEHE, BEXNEHERN N EHENEZER
AWS | ESREE NS AWSEH L,

R 25 FBHICHERR EC2 X FE

Storage Gateway #=f 7 — N AihiRH A |, BRI UFEATCRNITZSILET TS , SFERE XF U
8] o< LAES B IR R R Rk R B, BRIABR T , MMM AH X R TFERRS, EaLlUES
Amazon EC2 A tth 2 Hl| & = A SL RN PR, FBENE L2505 (SSH) & FE| Amazon EC2 A& &,
EE SSH fIh &R , BHEFINEZEESMEESF K TCP w0 22 BN,

TE R IBREEZIMAHN EC2B B R API fR7s 2013-06-30 204



AWS Storage Gateway BRXAFERE

@® Note
MBFEFHFANFMBNELSAE , WFANEATFEAZZEANFESRS, BXxTZ2EUR
WMARINEZ2EARANNEZES , F5H (LS EC2 AF1EE) F/ Amazon EC2 Z£
4,

B X OEERLHMX , BFELE R Amazon EC2 SRHIM A ibiRF & |, SMBIF®HMAIHNEH S R
RRETERR,

HUEXS EREE Amazon EC2 KA ERIRKHY X B RINR

1. BFREH Amazon EC2 EH|M A H &, BX1EE |, B ZE Amazon EC2 AFEEHH
Connect Z| & L4,

BRI MERAN T 585K EC2 SEHIMYAIZHI A,

ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

@ Note

PRIVATE-KEYRBEZEBA T B3I Amazon EC2 LI EC2 Z4AXN A IERH . pemX
H, BXREZER , 5250 (D% EC2 AFER) PHRERAXNH LA,
INSTANCE-PUBLIC-DNS-NAMERIZITMXH Amazon EC2 KBV A& RE (DNS)
B, BULUEE EC2 #4]A Hik#R Amazon EC2 L3 8 ot “HR” £+ SRIREULE
/% DNS & .

2. TERTREHL , A6 - Command Prompt RITFH XiF BEZFI A
3. %A h LUTFH AVAILABLE COMMANDS &0,
4. BHITUTEREZ—
- MERMREANRLAERS , BETATSELF , A open-support-channel XiE#ZEZ|

Storage Gateway HWEF X#F, AU TCP iwA 22 , MEMLETLITIF AWSH XIS EE, i
B|E PRt |, Storage Gateway AR SEEXHF RS, Bic TENIZEFERS,

- MEMXEANR VPC KR , ETE AVAILABLE COMMANDS B O/ , #i A open-support-
channel, MERBIEMX , FIRHEERE Storage Gateway B X #FH VPC im x5 IP
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sk, AW TCP WA 22 , AMERTLUTH AWSH X IFEBE, EEZEFEF- XIEH |, Storage
Gateway AN EDEXZIFHRS. Fic TENZHERES,

® Note

BEEFTT 2 (1£HEH Protocol/User Datagram Protocol (TCP/UDP ) isO0&, fx , M
X4 5 Storage Gateway IRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRMHATIE
BENZEFBE,

BUZRHRER , FAORAEENIFRSSHE , X5 XF U ERMKFEHERRESE.
EXFSETHG , WA q URHER, £ X BASXRBAEETHZE , BAXARE,
WA exit XKIiBH Storage Gateway &l A&

B A X ERIEFRTE Storage Gateway £ 4,

©® N o o

1&F8E M Amazon EC2 1T S| & & £22 & /Y M < L4

SERLAER Amazon EC2 &R{TIRHIAX B30, MEEEME MR BH THESERR. XU AMBEL
BRiER , B (L DB#EMHTESASERE) T/ Amazon EC2 &1T#2H &,

PEE R A 1% % (7]

LLTREBNEBT EAEIBEIR Storage Gateway 4% % 0] A K HEE X Lk 0] B 2R 1%,

BT EWERS P it

HZHEEIECHNRSE , FEAREEANRZRZH P it , MAENMN IP thit, ERFEHE
FEERS IP it , AEEGFZ4IEPEEIN IP thit, SFEEEHRENEINEHEHE, B
MNEHEH A% TRSES & |, H%#R Open Service Console (3TF IRFZZEHIA)o

mAHITH EE ?

MREEEERE EMITHIT EE |, B8R Storage Gateway BHIZZFABARIKRERIF , MEEMN X
I TR,
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MARITIZERER ?

MREFEBRRERRE , AJSAEMA Dell iDRAC EEREHITIIRE, BEXEZEE , i3 Dell
Technologies InfoHub M5 E#Y | DRACO FE #A B RHEIR : =2 E 5 Dell EMC PowerEdge fRF &5

BIEMAL 3R B Dell IDRAC X352

# /R PowerEdge IRE 2B EB/RIDRACEEE O, RIMNBIINITTHIIRE

- MREFEH IDRAC BEEAE , MNEHRRINZEL, EXIDRACEIINEZER , 551
PowerEdge B/R——iIDRACHIBINEREREMAL? -

- BREMHE up-to-datey T BHIEZ &R,
« f9 iDRAC MEZEOBIHEEEN (em) iwATEES S B RER B RAE LR E EEET.

BERTEEFRRFIS
A LA Storage Gateway 2 #l & & Storage Gateway BHEZHF YIS,
EREHREFIS

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway 2 &l & .
2. MNIEEMNKH SR P ERES

3. MIIRPEFREMHRE

4., ERFHFAGRENF LRIEFISFE,

EALRERHFRE
AWS BB RENEHREHRAXS  BEAXE,

Z X5 A AR BEREBUERFRE , UZBHREHNR KRB, KITFFTIT I OB AISKH M <
MIEREE  BERTRBHENFTET T, SUUMNEHRHEREXIFEE , M TEHAZSERT.

B <#FRE AWS

1. FIFBEHEEE,
2. GEERBAESEETURIBNITAXIERE , AFK Enter,

MR B WG EEWPL AIFRE |, DEAYR OS5 RZTE 30 WAHIL, flu
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WA - EiwO 19599 LITH
3. EBTwmAOSHEHEREMRS XK.

&S A&

8] LA B X 868 B A AT BEIB B A9 Bx B BY B W A e R R IX L ja) B R 1B WUE R IV B RV (5 20
F&:

- BEHASTENSARE

- BHAESRENSTERE

- BHNEFERXEEFR , BHELMREHRE

. BHAERENSL T PASS THROUGH RE

- BERIISHNTEMHIBSETRENEIR

« SR HY iISCSI BARAKTE Windows BB EBRH AP IR
- BEFEREM iSCSI BEFRBEH

- BURWBSREBROE

- REEBRIEFREINBENE

- NBAEFIENELERIT

« BRXPHN—NEFHEIED T HE

« BIREL T PENDING RZASHI B[R < T A B /]

- BUAMETRRBEA

BEHAEETRENEREE

IR Storage Gateway #Z#l & E RENBL T REE LEEHPX"RE , BAEHMIARMEEZEHPX
FE, IRMXNW EZEAXHKREE , BRTEAMXFHRNAREFRE. BXEZER , E5H
NRXEEFNN LEEPXSEFFME.

EHEERENETLTERE

N F1EES , R Storage Gateway #2#| & ERENEBL T TEMRE RS , WETEEFERLSE,
B A=A 7E Storage Gateway ##& & FHIRZE, MRZBLERIE , B UELIERFNENIBRE
SV ARGEZEN VM Kb ZMEXLEHIE, TRBMBA , i§1%F Preserve existing data,
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BERER , FERARNBRESHFUERR. AXESEE , B BRFEENRE, MR Storage
Gateway 2B PHERZETEER , MANZEIENHE TREH RN VM hBER , FETE
MIRZHBER,

NFEES , R Storage Gateway B #l A ERENEBL T LEMERS , NELEBEALE, M
RELEHE , BULGIEENRE , AENRBRERE , BTN E—MRESRES, BALE
MEBREEMRE, BXEZEE | SR BNEENXTERN |, BF5EMERIRE.

NTF#ESE , EAUNERATRRTEMENBNHEIRME, AXEZFER  FSMN tIEFMH
B, ARERSNER , BER T BSRETHELR,

BERTFEMRTETR , BHLEMERRE

HENMRBBTETRE (Hla, EEXAMKE) , BALUERENEME RUBRBHERZRR
WA LERNAEEHN L - MERZERE. SOERRMEL , NMERE/HTREHERBERF
BN, BXREENESZER  BEAMNIERREEES.

Storage Gateway EEZFEMARZHHFRHAZNIENNER, BHRER B— AR , ZEELLA
B REFFERES -3, FELUTUNZRZ2REHES,

7H A ERENSL T PASS THROUGH IRZ&S

ERLEERT , Storage Gateway #2#| & AIgE2 R RENBL T RERS. BA2RETRERELT
PASSTHROUGH K%, MELFRFEXRNER , MN S —LENFEFE.

Flan , BWKXART LESHXEEN , MREHELT PASS THROUGH IR |, WM iZF

BiE, ERIISEREBI T EEEHRKX |, BT LLE Amazon CloudWatch 24l 5 EE
#ZUploadBufferPercentUsedfstr ; BEXEZELE , BSHUER FEEFAX, MBREHNMXBTF L
FERAXZRAZTMAETEERS , UNAIMNXSBEESH LEEPXZEE, FNESEFPXZEERS
B EENENEERIRNERESS , AEBHRRNATA, HBL T EESISRER , MXNE
WYREE P ISREREIRE | X LEHIE £ Amazon S3 , AERBEE4NEEHIE. HMKX4MNETHIEH T
BERERTE Amazon S3 5 , BRSEZERN TR, HETEBREHRE. BFEE , HBLT PASS
THROUGH = BOOTSTRAPPING RAR , B UBEFESHUB P EMMAMEALRE, BXFMNESZ L
FEAXZTZRNEZEER , BSH BEESEMN EEEFXH KD,

MBERM LK BHAEDRTH , ETUNRXN LAEFKRERESR. SXESEL &
B9 NBHRXN LEEH KRR EREEE

Mk , 84T PASS THROUGH RS TERBMBE RN — N ROIR | ZBENE — NS Bl EES
SHMEEAEREE S, MXER—BEBZE -1,
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PASS THROUGH RAB/RAIBER RO BN LEEFXPHMEC AN, EHERT , BNIZBERE
#, AREZER , BSR FAENXGFE®HER. BXRXBRANEER | BHSH 7 HEESIRASMELL,

RERITSH TEEFEE TREEIR

MBLAERITSNTEMFISE TREMNEIR | BEMNMLER Microsoft Windows B FiEEIIH
% | MALAMEA Windows CHKDSK SEA T E R IFBMN B M HIEEE LN EMEIR, Windows 1
BB BHIFT S BEEIT CHKDSK T E |, B AL B 1TiE1T.

AR iISCSI BFRARTE Windows M EHIZHI AP E R

WMRIER B iISCSI BFRARE Windows WHEEERRGHEPETR , BFREZREIMIEE T LEE
WX, ARESERE , BEH INARBEFAN LEE P XHEFEFMHE.

EEFERER iISCSI BB

MREEEWRSBH ISCSI BArEH , WAMBRIZEHERAMN BAREMNERAMZE. WRIXH
iy, BULREEREES L.

T RS REAR G R

MBERITROBRBREVNR , BREZHBRELT PASSTHROUGH R7S , REMXH L

£ EFXREEITRINIRBAT A 2 BT #1IERK, &7 LL7E Amazon CloudWatch 25| & HEE MK
fUploadBufferPercentUsedig#s , H A IZIERABER. BEXEFZEE , FoRERE LEEFPX
MMFERMKN LEEPXIEE EREER.

REEBRIER HI M ENHE

MRBEEFRHIHBENESUEREFRTBEETENS , NN EFEH Storage Gateway 2 #| & BERZ
B, BXEZER , B HERE, REEAEEEFEF RBREOFMH

« X¥F VMware ESXi , B TR BRI & FF & 2 B R FES.
« ¥F Microsoft Hyper-V , &l R X 176

MNAEFISHNEHERNE

MRNNARFIENELERNE  FEEAUTERE

BERIESHNTEMAEE TENEIR API fR7s 2013-06-30 210



AWS Storage Gateway BRXAFERE

- MREFEAZR VMware vSphere & Fin , IR EZNBHNEN IP bt R E 5 vSphere & Fimiy
“WE XD~ LE Rz —HTE, &FLTE Storage Gateway 2§l & F F#E BN IFHERiE
DIFAREZENEN IP ik, HEWMS , EEAMNXSEFNES IP utBERT , TeEeRE
IP it A —BUER. MRHIMA—F , BM Storage Gateway ###HAEFEHIRK |, W< F MK
ELW SR, ERGE , FHEEM ISCSI BEAMEERIMIFHMEN IP it NEM XN E LT+ L

# vSphere & Fim & RHY IP bk 48 PTHC,

 30R Host IP EFRBIZEH IP it , MXRLATERIVAS. Sl , SEeIBNBSEEERAN AN
LA EMER SRR MR P EANAMEEE RN IP it XEKE , e HTER. HEBRIEAFZ
BRI EE R , EH IP EFAER2ER IP ik, BEFRX—FE , FERENEHREN
ER BEREREEMCE.

- RESHNARFERAN ISCSI BaiEFRE ERMFRNIFZ#EM iSCSI Bir,. BXREEIFES
NEZER |, FS M Windows & imiEERS,

& LA Amazon CloudWatch #2#| A EB BN EHEH RER. AXNENAEFISNELERN
ESZEE , FEAGEENNARFMMK BN EEE. .

£ % R iy — METFRLA BT T 4R

MRMAPHN—IRSNMEFHUEHIHRE , WZMXLEENELDEERTRERE EMEEED
e, BFRUNTAREREEMX :

- MREFWETEZHRARAATA , FMNRKE B B ERIZH#E
- MREFHEDATUATEMER | BREEMEEIENMK,

® Note
MEBBREFEE , WHEMXIRS EFEIIRERN , HE T 2ABENETES (HEFHET
HEAER Amazon S3 FVBIEE RS ) FHRELATA, W , MREBHNXE=NEFHE ,
SRR T MM REFHE , WTF8NEHFRE/L T AARS. BT NS/LL T A%
R,
MREFERIRNEERENMNEFHE SR FHERRD RN TR , NXANKNEF
WENEKX. EEFHEN Amazon S3 RKEFRXAMKXSBBIEELX. it , BITE
WAE A I B IR B 2R a2

BRRPHN—NEFREIBS T HE API fR4s 2013-06-30 211



AWS Storage Gateway BRXAFERE
BIREALL T PENDING IRZSHY B B+ T 750 HA A /)

MRBIREERIF PENDING RASHY B E K T HUAARE , MFMx VM TREEBSER#R , SNERRS A #E
BEEHN PASS THROUGH =t IRRECOVERABLE., MRZM EE—1ER , NRERFREE PENDING
REERBELEITH. WREIXEER , BUERHRRR, AXESELR , 20 HKRGFHES
i ER R

UBEE AVAILABLE RSN , WHBOIRIRER. AXBRTWELR , BSHTRERSNER,
= A A EE TR E A

£ VMware vSphere & At (HA) £ & Li21TMXE |, BABELKREZTIRRERH ., BXxETRRE
HHEZER , FoREES TAKRE,

HFES A A e

MREBRATAERE , M E TEHEREXEXRDVRENESR.

£}
« BITRREA

* Metrics

BATIRR B A

LHIRTE VMware vSphere HA LiZ21TMXET , FREMXEB @ EE ER Amazon CloudWatch BHEA 4%
BRATETRABEH, XEBHFGEER N AvailabilityMonitor B HERH,

- BA:EF

« B4 : HardReboot

« B4 : HealthCheckFailure

« X : AvailabilityMonitorTest

BH BB

EEHBEIMX VM B, BLWRIEZEA. LRLUER VM EEREFEEZEH S Storage
Gateway #ZHAEMBFIMx VM, SR ER KL BBAERMXREREHZ 3.
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oy

MRESHBEEMINEERELF T HEN 10 28R , WHBRTEREEN , HAEREMEHE
B, MRERREHEEFHRZN , BREZBEFHIEMBHMX,

@40 : HardReboot

LHMx VM EAEZ K , BLUWE HardReboot BHl, LhEEFTRERRME, BHBERHEMESH
SHBW. XTF VMware M3< , vSphere S TN ARFSENEE AR EH,

B

IR P R TE XM IRE RIZ1ThY |, HH EHealthCheckFailure BHEZEFE , AEEERIAL
VMware WEH B E.,

B4 . HealthCheckFailure

X F VMware vSphere HA EHIMx | HiETIRRREXRMFERERELNE , &
A A EIHealthCheckFailure@Hl, WEHBLENRBRIAERGETRAM (H
AvailabilityMonitorTest BHIER ) . HHIERT , N&H HealthCheckFailure B,

(® Note
WBEHGEA T VMware Mk,

oy

MREHES LKL , B%F AvailabilityMonitorTest BAl , BREZHN VM EMRERERF
R (7. NES ), IREEEHMAER , BHKR X

BA : AvailabilityMonitorTest

¥ F VMware vSphere HA LIk | HEBER T AN ARFEERSN AT | &
£AvailabilityMonitorTestWE&E%l, VMware

Metrics

AvailabilityNotifications EEfRERTREMXK. LIEREMXERN SR AEHEXHZTR
RBHNE. FA Sum RIHBBAINENXRRTES 7T EASTAMMEXNESG. BEXBHNFAE
B, BB WEBEM CloudWatch BE4A,
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BRI R R EXE

AVEEUATER , XEFTHRMEXFEANK, AibidE, RENBEARESENEE. RIEIL
BEITRBARTHBRRNEER , HERBEIXLIER , UB% AWS Storage Gateway H I BB, BHx
ARG EREPTREINELRNENESLES , BSREEMXE -,

=

F
- REXREK  REHE

« BETZENRIR

- BB LN REFHE

BEXE  MEHE

SRRDEE , BENMXRNARIBE T ATIRENKIE, XHHETREEHELA (VM), XA
5, @S EMUERE, MRHIKE , RONBWERRUTHNE 2 F /Y5 A RE SRR

/A Important

Storage Gateway T HFEMNEHNELUYEERFLURNIRER EC2 L #HRSERE (AMI) 4R
SERMXEUN . WREHMK VM HIVHE | MBCEFHFMR , RAERTFEUT R B FENBTFEIR
SEZMX,

£}

« NEBHEARAPRE

« NEEMXE VM RS &1 HiE

« NTHMRESRE BRI IR

« NHIBENEFHE RE S HIE
« NERXARFIRE SN

o M1 R B #hE O iR E AR AT 2R
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MEBHEA XA R IRE

WMRERN VM BAKRA |, flmEFEEE , BHNXLEEFTER, SEINMXERRER , &
HIMXEEBEBILRATREREEST, THRLMNEEBRINAY TREREN —LIR

- MRMESHMBERZFE , SBUNRTHLRBERTHE. BRIV EZMZEZNEE , BS
(58 0 s ) > B B Bk Y B 2

s NXTEREFBRE , SENMKRAHRBGRN , BNBSLHEANERESISRES. WIHEE AT BRER 17
MBEAEERS AWS, AXILRESNESZEE , SR T BERESMHELR,

« MREHIMKREREHF BENBSHUFRBAXAMBIRD , BT UIRELHEIE. BRUAIX
ERENER , FEANATERTENERHNE.

MEBER X VM k8 &1 31

WMRERI R BE LA H IR |, W AT AR E B E4E 5] AWS H 17657 Amazon S3 FHE LR EIE,
NTFEFEMK , BAUMRERBRREHRSE. N TEESMX , EAIUMNENHKIE— Amazon
EBS RREEMEHIE. N THWHEMX , B LU — MRS MIRE SRS 23 B R K.

MRENBEFEMREBAALR , BAIURAUTSRMNIRERRIRE SRR

1. £ AWS Management Console , IEFHIHKENMNx , EFEEMENE , RAENPLEIRER
B,

2. MEHBUEMBENK, HE , MRAESTEFNIABEMX , L0 UEAZMRKRRE LB EHR
&

3. BREGIBIRE  FEERIETERH MK LRHS.
4. FULF ALY ISCSI REREH AN R MARFBRSH L.
BXNANEERBREEESHEORMEL  BSHENEENXTERNE , £FLREHIE.
MAARE S RE LTS

MRBEHVIRSZ IRRECOVERABLE , BT HBEEBFEALS,

NTE#E  EAUERATIREBBENTEMENSIRERHS

1. NEE A TR T iIRE SHME SIZ — NS
2. HRpIEFEN , REABTHIE,
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3. BRI A AR E SN A ERRRES
4. Fe A AR E SR BR

NTFEES , RINBWER E—MREAREEH S,
BAMANEERENSREBREDFANEAES , BSNLHLERENSTERE.
M IS ERY & 72 ik S Ry TR

MREFHEHNYE , RNBUERBEEFBERRAUTIRIREHE

« MREHERFAFEFHUEMNEHENHBRSEW , WXAMX , ENANZHEE , REEFEIN
Ko

- MREFHASRATERE  UXANX  EEETUR  EFHETFHREUNE RIS
e
ME IR RE RS EN IR

MRXHRGEZH , BAUER fsck B TRENHRERTHIABRANERTEE, MRTMEE
NHRE , WABMZXHRSGELENEREHSE , WTAR :

1. }XAENELH , AR Storage Gateway EEZH| &R EIZMERR, LRBRREFHEEFH
R HE AWS,

(@ Note
MRXHRETREEERRUBIBTER TR , BALFHIRBENEE.

BXRIMAGIBRERBNEE , BERENEENXLERR , BFLEMEHE.

2. fER fsck I TRENHRERBHIABERAZHEE,

3. EM B ENMX VM,

4. HENEERRFENFTHEIIRT |, BT Shift @A GRUB B3I E,

5. NSRBI e HITHRE,

6. WENRKIT (F=1T) , REEK e HITHE.

7. MU TETM B A% HAT : init=/bin/bash. FAZEKE SR L —NEBS NI B IR EDT,
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8. MERF A console= 17 , WRMIER = FSFENAEE , SEAESFTRHNE.

9. % Return REEX,

108 b , EREINAREIME I ENITEN. ENUEVRBIIE bash# RRH

1% A /sbin/fsck -f /dev/sdal , NRREFAFIETHGS , LEREMNEELHNXHR
%, MRZHTE /dev/sdal BEFRIE , AT LAERA 1sblk RBE / B XHRZIRE H KA
ZHE,

NRYUXHRERENEETKE , EFMBIZEN, grub REFMENFRE , RXBEFENEESR
.

13EFNEBRMXTERIATRE | ARRIFRBHIE,

BRUSSREFERARSES , tUTUAERAETRERBRETKHVRBNFSE—IFHFMR,
EF , BULREZENEFAESTERRB IR —DFE.

MAS AT 13 [F] B9 B /DR B S8 R B8R

MREHNNMABBIEP OB TEMERLEGR , EALLUNBEREEMABER LN S —IMHK |, =
ZMEFIEEE Amazon EC2 24| LM x, MBEBTLHRIEMEBIEHLS | BATEETE Amazon
EC2 k4l LRIBM X, BRERTHITRERTEENFMERBEHM LR,

M BT 77 [ B B8iE R /0 R B B R oK R S B dE

1. 1€ Amazon EC2 H LSIBHBUEFHNEM X, BXEZEEL , FSR AENXHTEBEENL
Amazon EC2 =4,

(® Note
M f7 % BT EFEE £ Amazon EC2 K6l k.

2. BIEMBHERIZEC2 NXENEIFNK,. BREZEER , BEH BIEEF#ES,
ET Amazon EBS REBGIZH BN EEMENBH L —MIE IR,
MREETRE , HRMARE ID,

MREEMNRERRES , FIEFERS.
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BENMVENEIR

MREFENROGITNHGET MK , FERFHBRABRTEBNRTLENTZA.

BERTEEN TR

1. BEREMRRE, BXEA , HSHE BRFEESHRE,

2. BRIFETNBREFERAMK , BNEFEMER. BXEZEER , S8 HBRMXFABBRXEKNE
e

3. Mt EH A MR Storage Gateway VM, HIREFE Amazon EC2 3R] EBIEE T Mx |, EL1EZ
=61,

BOELWITRERE

MXHGRGEFRBRXETFT —ELNEEREFRERRBBEI OB LFHEOBEE. WREZEHD
BLNITREEE  RIMNBUATKREBEZEN XY , NN EREERZIHR/PDHEFRFHEE, Storage
Gateway ETERANFEBREEHAERA.

® Note
MREGERAMBRTE  ZTEABHIBERESS LNERE , NEHAETQRY. XEN
BENBIERT AT ES .
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H 1t Storage Gateway &R
AINE AWS AR R REREEMXNE=FHM4. TEMEIR , AR Storage Gateway Bt &l
@

« HEANEEMX VM EA : 7 EENE R X EBEMESEE AP EH.

s FREMXEFEHEAR-THRESMAXE#TRMEXNER , fHIUNBRAEEZFMEE Amazon X
EC2 324 £ # Amazon EBS %,

« FREVWRAVBUEZE S © THRERFEMM o at AT A EME R B EFERERBEENR

- EEISCS| BFER : THMAERENERMNPEITENRSEED (iSCSI ) BRATHBIHER
W (VTL ) 'R

« AWS Direct Connect 5 Storage Gateway —i#2{£f : THUOFAIEERMMXxE5 AWS =2z BE/EETA
P L&IELE,

o FREUMFKIRZAY P shak - TEHREBETURIIMRAELDNEN IP it , BEHFMXTFERMZ
ko

« 7T f# Storage Gateway #IRFF R IDs- 7 fE 1M AWS 1R3! Storage Gateway B2 #Y % R F 5
R

- ¥Rid Storage Gateway %R : THRNAFERATBERERN B REHITOEHAEHLES TEE,

- £/ Storage Gateway BWFFRAH : THEA TR Storage Gateway ZhEERI 2 =75 T EMIF A1k,

« AWS Storage Gateway Fi#ll : T#BMXHRFIMER , SEEXDPANBENV R ARG, AR
W& R/NEI

EPEMEIEM X VM EH

AR R EBAN B AR BB Storage Gateway IR FIREMEEE LN EN , BFFE Hyper-V &
Linux KVM £ VMwareiz T At & AR EZHPIL G EC2 X6l LZTHIRE . AWS

&

o NBMKXIEIRIA Amazon EC2 -7 B UFAFEAR AR EL S84 it EZ= (Amazon EC2) 3£
il L EEBMBERXEM X,

o NBMXEIE B EN Amazon EC2 SE4I- T EiAE A B E X REEL D% %1t E = (Amazon
EC2) 3| L ERFBEMBUEM R BN K,
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« &2 Amazon EC2 L4t B dE iR I1- 7 #R I B B S8 Amazon EC2 MX3LHl |, EEEZFEA IMDS
W7 1 (IMDSV1) S ERFE T HIEFERBEMA IMDS FRZA 2 (IMDSV2) Hyf& A TEIEE R,

« ¥ VM Bt [E 5 Hyper-V 5 Linux KVYM A8 EIEZE : T #FMAEE AR Hyper-V 5 Linux KVM M
KELNEETE |, HFEED R ML R ( NTP ) IRS5E8.

« X VM B8 5 VMware /L84 [E] [ 25- 7 @ a8 & VMware < B EAETE |, HFEFEERHR
& AR R EHELE 9 B E At R 5 MRS R (NTP) RS ERES.

« EENEEBEFELE VMware - T BB A1A4F Storage Gateway %% VMware W EHFAEE N F
A¥EIMEEBRM/NE T ENRSGEO MY (ISCSI) IR,

« NMREEMLERES- T HAAERBEMKXUER VMXNET3 (10 GbE) M4ER R , HEASH
MEERER , ERTMNSA IP sk iGR MK,

« ¥ VMware vSphere & 7] A5 Storage Gateway Ei&# -7 @3 & & Storage Gateway
FHE5 VMware vSphere S AIAMEREEA , RFERIEMASREZTEYS, ERHEEEFIME
LA

HEMXIBEERIA Amazon EC2 41
AEFHH T ERABRIAFEEE Amazon EC2 EHH L IR,

B EL S #EMITE = (Amazon EC2) L4 EEPEMBIEEMX, AWS Storage Gateway
Amazon REME (AMI) X AMI FZ X124,

(® Note

Storage Gateway #X AMIs HE M HTEHHF AWS, {RAIUBEI AT E R — AWSZT K
IR IRELRS,

1. EREBEIT S EC2instance , BEIL/ERENFE AR EMIB o ERT I EC2ENREFX A, AX
Bt & Amazon EC2 EHIHiRER |, BESREE I S EC2 EHIRIEE BRI EN X,

2. EERBHEH , ELIE EC2 %A FITFF AWS Storage Gateway AMI 4z H B E L E A%
B, PIIEfIRE, MR RENEEFM.

3. WmEF , BELUE Storage Gateway #HI A PEFFEARINEERIBEGRIAEER Amazon
EC2 =41,

FEAERIARE BN Amazon EC2 SEHIE B U T ERIANAK -

« EHIKE - m5.xlarge
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- MRKRE
« XF VPC , BEREHLEEH EC2 EHEHEFIZITH VPC,
« WTFFW , BIRELRN EC2EHINEBNFMFA B3,
® Note
REEZEVPC EERFAEFHET Ao B IPv4 #hitiRESR , VPC FRF 2HIM
FETHF&RF,

- BISTEAB IP-EBUE

Efl& EC2 R2AHNHE EC2 KfixEk. REHBER/LT A kimOAN

(® Note
EMXBEHRE , KFETFRO 80, ERERILAXAZIKD. tE , REEEIATE
VPC H H i O 5 R &8 # EC2 3=,
Reg@BE EMKRTE— VPC FRENRIFEIM < LR iSCSI Br, MIRFEM VPC
ZAAEHIGR ISCSI Br , MNEHHENBZLAMN,
BRI L N REBREEE , HERSME Amazon EC2 E4iE#ERH , 2BEE , S
R22ARE , AREREZE24 D,

i O ISV NXHRG
I
80 TCP ATFEE
B HTTP
T 7] 1Y PR
3260 TCP iISCSI
- BLEFME
RIANRE AMIBE H28F BIEF
BEABWN '/dev/sdb'  '/dev/sdc'

FERKXEBBERIN Amazon EC2 E#
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BMXAFERE

MINRE
K
BRE
IOPS

8 11 A
53

2 &

EHE

AMI 185
80 GiB
gp3
3000

X

7|

125

B2 &%

165 GiB

gp3

3000

fim

7|

125

B3 EF

150 GiB

gp3

3000

fim

7|

125

NEMKEBEBBEE X Amazon EC2 L4l

BRI AETL Si#hag it E = (Amazon EC2) E46I L BMBIEE MK, AWS Storage Gateway

Amazon REBRE (AMI) Ui X AMI FER 124,

(® Note

Storage Gateway #X AMIs HA R HTL2 X AWS, {RAILNEEIAHE R — AWSET K

UEAY IR .

BMKX AMIs AN THENE. AMI BHFHINNRES 2BEEEMRAN KRB MEL.
aws-storage-gateway-CLASSIC-2.9.0

Z8%2 Amazon EC2 IR E B AN x

1. JFtRfERA Storage Gateway ##EHI &K IZEFHIMx, BXHA |, iF

FIRESMK, HEHAF

AIETER D BT | £ Amazon EC2 ERA XN A , ARKZBUTSREBINFITELNH Amazon

EC2 =6,

® Note

Amazon EC2 EHlFANRNXIFEFE. FHEEMNKTREIEE EC2 XHl L,

FEMXEBE B E L Amazon EC2 3E4l
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2.

ERBEEH , LD EC2 #2414 H$TF AWS Storage Gateway AMI 184k |, & 0] LL7E H i fig
BEHMIEE,

FARERI B EERIAREMN Amazon EC2 34, B Amazon EC2 Quicklaunch ERIAM4E
NEZEER , FSRLE%, EC2Amazon EC2 WIREFHEEME.,

£ “BF B, BA Amazon EC2 KPRV E R, BRERHIE , BATBUIE R IL B FRELE Amazon EC2
EH B /Y5 R UE L%V KE

FERBIRE I D AIKBIRBI KD , NEHKRFEREFEE, EHFREXTRERERERERS
RERIFEMIM R, BAEWEE LMEA mbxlarge RHIRE | ©HEMXERSITAENREELS
BER, BXREZEER , FZ M Amazon EC2 LHIRE R ER,

MRFE , BALERERBEXRMNRN. BXEZEELR , 25 Amazon EC2 AAFEREHHY
HEXBI K,

® Note
Rt FRA | 452 i3 EC2, A NVMe SSD #ift, X WREAERBIHZILEN
KT SBEIMEE ; fltn , BAELEREFPFHEBIE. K12 CachePercentDirty
Amazon CloudWatch 845 , REEZSHR AN I BIREILRSE0, ETHEXMKKEE
BRI EZEER | 155 CloudWatch X#4H# Storage Gateway IEFRF4EE,

EZARN(BR) BN BANER -LFH , EREATLZL2EEIZMNZEN. WEXE,
BRI AR EFNZAXN . BXEZELR , B85H GEAT Linux £4618 Amazon Elastic Compute
Cloud AF1ER) M BIEZHN,

EMZEELD , REFHRENREH ERRERFEIUATFE :
a. XFVPC(&E) , BEBREEHESPFS Amazon EC2 £4I# VPC, B3 Amazon VPC By

EZ{EER |, 1§25 (Amazon Virtual Private Cloud A 38/) F# Amazon VPC B T/ER
¥,

b. (®&)NFFN , RFEELEEHFZ3N Amazon EC2 EHIHFM,
c. NFEIZTELEIP, EEFH.

ERAE (Z2E ) 72 , EEMEENIRE, MREEE | TUEHREREH Amazon
EC2 EHIBIBMNFHZLENRINBHAER | LA LUERNANBEL LA PP K EHN,
EAUZESARNFIHD R , AP AEANRITTFE AT EESFNRO. BXBMXME
WONEZEER , BZRABOER, BXRMBAERANNESER , FSH (GERT Linux £41
#) Amazon Elastic Compute Cloud B F¥ErE) FMZEAMNI,
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10.

11.
12.
13.

14.

® Note

BW X EREMXBUERIE I AW RERN —RME HTTP HRIFTF TCP w0 80, BMUE/SE |
&R AR A It vw O o
WA | BAMITIF TCP 3w A 3260 F &EH A iSCS,

EESSMEZEEFHoP , REMEENRE , LENHITER,
EREFMESD , EERNFE , FEEFMEIRIKA,

/A Important

BRTMEENREN , BEXNELHFIMN—NEBEED N 165 GiB #9 Amazon EBS BE
NEFEEE , HEDBRM—NPBEZELH 150 GiB B Amazon EBS B LEEHKX,
RNTRSHERE , BRINEBEWSEZ/ EBS BENEEFEE , BIMEEL R 150 GiB.

ESRFAEESSD  REMBEEMNRE , LENHITER,
ERBERH , FERAEENIRERZEE Amazon EC2 Wx3k4i,

ERITENFEGIRERINEE , HSME Amazon EC2 #B#HAFHNXFIRE , RERBEHER
ZHFRG, BRIEFRSERTHNEEZTEATEZEEENIS , HFARRKSREESEHNBEERE
BEER,

MEAEETNEFIERLZNES ., N KOIHE o EF L= IPvatbit | AFIRE Storage
Gateway #Z2HAEFHNIREMXNE , #LRELNEMK,

& LAMEF Storage Gateway 244 5 & 1 AWS Systems Manager S EZ#ERBER T EHEMK
B AMI ID,

EWE AMIID , BRITUATE— R4

- JF#5fE A Storage Gateway #ZEHIEKIZEFHIMK, EXHE , FSRABRESMX, HEBHALEE
M B, ERLW D EC2ERNENEER , REERBHEFIUELS# EC212FI & FHFF AWS
Storage Gateway AMI 11,

ERBEEMS EC2 X AMI TUHE , &R AERM I 2EFTE AWS #[X#H AMI 1D,

- &if) Systems Manager 277k, ERILLEA AWS CLI 5 Storage Gateway APl EIRFEM X
RIFHEM XD RZEE/aws/service/storagegateway/ami/CACHED/latest THY Systems
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Manager A58, /aws/service/storagegateway/ami/STORED/latestfltn , EALLT
CLI iR E AWS XiF &5 EH L5 AMI B9 1D,

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
STORED/latest

ZCLI i T 2REEUUATHENBE

{
"Parameter": {
"Type": "String",
"LastModifiedDate": 1561054105.083,
"Version": 4,
"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
STORED/latest",
"Name": "/aws/service/storagegateway/ami/STORED/latest",
"Value": "ami-123c45dd67d891000"
}
}

&2 Amazon EC2 345 7t #h3E 1 10

S T ITERS (IMDS)  — N EHIA# |, AIRH3T Amazon EC2 EHITHIBEBN L L. WLARSE
BIEE N EZFEA IMDS MRAS 1 (IMDSv1) SRERFIE T HIFEEREBEA IMDS IR 2 (IMDSv2) Ky 1%
ATTEEER, IMDSV2 FAERBSENERAEZHE T /I TAT=IRHAGME IMDS Wi E. EXER
IMDSV2 , 2% Amazon Elastic Compute Cloud F F{sr HI LBl T BIER S AR AR 2 0 THEFRIE,

BATBWEER IMDSV2 FRE1EE Storage Gateway R Di#h EC2 3541, IMDSv2 BRINER T ,
FIEF BN MXEFHELEN, MRENINEXHMNEENES IMDSVI THIFEER , F5H
Amazon Elastic Compute Cloud I $85 IMDSV2HR M ESRE R |, 7 R a5 SIS Y 32451 o BhdE ik 1
DERFEH IMDSv2, NALERTEEEFRHM,

£ VM B8 &5 Hyper-V 3 Linux KVM 4168 [E) 25
X FEBEBE WM X VMware ESXi , iR E RE SN & X2 3 ALAT (B H 5 R AL A 8] B 25 E EAFR A

BRINBERE. BXESEER , 520 & VM A S VMware EHLETEIEZ . X F7E Microsoft Hyper-
V & Linux KVM EBEBHNMX , BMNBNEEA TENANIEREHRREREBALETFE,

&tk Amazon EC2 S5l st #iE L 1 API fR7s 2013-06-30 225
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EF E WL ERE 7 WX E LAY e 2 E S B et E I (NTP ) BRSS 85

1. BFRIMXHAEEE
« BXEZFE Microsoft Hyper-V Kb 2 HI AN EZFER , S EA Microsoft Hyper-V i [7] F
KAMIEF A

. BEEFIET Linux WENERH (KM ) ARSI ANESES | H2HEA Linux
KVM 158 P R st R 4 o

2. 1f Storage Gateway BIEFXFXERF L , M AHNNBFUERREREIEE,
3. EREHNEEEREREL  AMNNERFLUEAREETENEDS RGN HE,

PXAIZE A S RYFRENE , FFEE NTP RSR[IRENVNEIRITHR , REURDNEN
& B E) oz B R ) = R

4. MRHNEZRAT60R , FEAy KRREMEE NTP HERL. B , F@A n,

FIEE S Ta B E— L,

5 VM BfiEl 5 VMware = #1653 8] @ 25

EERPHENX , EXTAR VM BHSENSARS , #EEHANHREER, £RTF , 45
SEN VM HESINNERS. A , SEREINNE , MREE , LAREINNE SN
RE) B SRARADY (NTP) BSBRS,

/A Important
ERBUEMX , MEERZD VM BRI E LA E

WHFR VM wHE S EA A EE S
1. BEZHN VM BtiE,

a. 1 vSphere HFixH , ENABRFEOLENMNERF , HREHZMR VM BB FRUIT I E
HBIREFR R  REEREBIRE.
“Virtual Machine Properties” 3} iE#E$T 7 o

b. &EF R EDF , RFNETY|RPIEEF “VMware TE”,

c. EFEDHBEUEXNEEANSRT s FHNEENNEZHERBELIED , AFEREE.
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VM BRI S EHHTRD .
2. EEEAAE,

FEE , BREERET ERNENNE, HREHKREEZHAE , T TISRBETREHF
HE NTP BRSS2RES

a. 1& VMware vSphere EFimH , M EARH%E#E vSphere EHT R , REIEFHEIED
+o
b. EHH4ERPERNERE , RAREREHEEE,

“Time Configuration”X} iF1E & 7Ro
c. TEBHHEMETET , ®E vSphere ALY B HAFIATE],
d. FEHEENBzFENEIS NTP RERED.
i EREREXNEEPEZRED , ASENTP #EFHFRERF (ntpd ) TN FEF , &8
EMERPE NTP RE.
i. & Add BURINFET NTP ARS 28

iii. 7 Add NTP Server JiEAESH , A NTP BRS52RRY IP bt £ REFME , RiFik#E
OK,

A LA pool.ntp.org A{EEA.
iv. 1ENTP #HBRFHER (ntpd ) BTN FER , ERENERFHER.,
v. ERS®HHT , ERBEIHRBIIKRS.
FEE , MREHEEIL NTP RFR/SELHFME — NTP RFHRSE , WEEER
AR5 = BEAE A # AR S5 2o
e. 1% OK LAXH] NTP Daemon (ntpd) Options 33 i&4E.
f.  i%&# OK LAXFA Time Configuration XJiE4E.

EEN LB EFELI VMware

LA 3N B Storage Gateway %% VMware W EHNFAEENFEAEELMLEBRMN/NRITE
MRSEEOMY (ISCSI) BFIgF. ¥EHRL iISCSI HRESHEFMIEHES  TUSHEEHERS
M CPU FHERK, XLEHBRHESSHREFMEME. ixTfrXEE iSCSI #2H|858T , Storage
Gateway ERIWF S EVRERGREER |, AL S A R B E7R N 5 DAVLAY E U4
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® Note
BEETRLIR , TeeBREMKES S P i E X SR e HI R R R B,

™ VMware EHF A EE N EH ¥ E LR EI=R

1. & VMware vSphere B/ irH , ENARFEO LMW SMER D AR EGRKELAIE RN
I RERE | REERRERE,

2. EELDWBEMENEES , BEBAFERIFR,

3. HEEMEIFLE , & SCSI #4188 0, RAFEREHRRE,

4. 7£ "B SCS| #2HIBRRE" MFEES , &EF P VMware aravirtual SCSI 2 HI8FRE |, RFI1ERE
EUREFEE,

3 P o< BE B M 4% SE B 2R

ERINER T , Storage Gateway BB N EH E1000 M EH 2K | BETTAHMAREHMEE N FEH
VMXNET3 (10 GbE) M4 5EEL 8T, & 0] LAFF Storage Gateway EiE R BB 2 IP bk KRG A,
Ak, BAILERKREE RN FH SN MEEEES.

E3

o FFMREE R FEHA VMXNET3M 4 E B 85

« AZMRKXEEMX NICs

FMxBERNFEHR VMXNET3IM &2

Storage Gateway EM & 1 # VMware ESXi % #F E1000 M EH 2K E , X FF Microsoft Hyper-
VERNEBRREFEN. B2 , RE VMware ESXi BN EERF X3 VMXNET3 (10 GbE) M4
EEEERAE, MREHMXILEE VMware ESXi BN EERF L, WA LLEN<EFRENFER
(VMXNET3 10 GbE) JAFEEEERE, AXAXLEERB[MEZER , iI5ZH Broadcom (VMware) Mk
R IANLIE IR P RIS B ER o

/A Important
ERTIERE VMXNETS , BN E P HRERGRE LR “HME Linux 647,
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LT REMKEENER VMXNETIEE SRAT RIS R

1. BBRERIAMY E1000 EELER
2. 70 VMXNET3 sEE 85,

3. EFRHEHIMR,

4. AMEEEAERS.

THRAEXNARITENSBNIEFMAEE.
BERERIA E1000 EELZFH M X B E N £ H1ZVMXNET3 & fl 25

1. &EF VMware , FIFAMXBN ETX (ARET ) XE , AEERRBIRE.
2. EEBNBEMECS  EEHIETIFR,

3. XF Hardware , #%&$% Network adapter, HEE , FEEESRE Y , HFHEEESHN E1000, &
M AER SRR VMXNET3 &l .

4. %&£ E1000 M ERER , REERE Remove, EATRHAIH |, E1000 M ERRR M EHRR 1o

® Note

REZ LR EMXFIZIT E1000 1 VMXNET3 MEEB S , BERITTFEBUVOX M ,
HRX AL S B EE

5. ERBNIRITIRMELEFo

6. i%&#F Ethernet Adapter , R/Fi%E#E Next,

7. E'MEREESH , NEER/REEER VMXNET3 , REEET —

8. TEEHHEM mSH , £ EEHFRRE HFohRiE HaEER" 21REN VMXNET3 , Rk
B H|E,

9. 7E VMware VSphere &P imH , XHAZEHMR,
10. £ VMware VSphere & FimH , EF B BHIR X,

EMXEFEDE , ENEEN RN EERAERE Internet M 4EE,
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H R E B E R

1. 7 VSphere EFirH , BEEF AR F AR A IRH &, EAREEST , FARURTEE
RPN A ZE S, BXROAEARUNFTILERZRNEES , FSHAEARATIEE FA 26
L

Ho

2. ERTHLEAMBENBFREEMZEE,

3. HERRFL , WAENNBERERSIBEREN DHCP , RABEG TR RTFLEBA Yy (RRR”)
LA EE S RE N ERSASENEE N (DHCP), FrE T AEEES9RE N FH DHCP,

MEMKEBUE , NHTM Storage Gateway EEERH AFHEXAHEFH B3, ENXEFHED
J& , AR Internet MRERE, BXRUMANNENEEZNEE , BSRNIEMKE Internet BYIE
.

NEANMKBLEMKX NICs

MRFGMRBEE RN EAZANMEERSR (NICs) , WA LEZSA P #hat5RIMK, BAEHEEATHE
DT HATICIRAE

- RAREMENELE - SNEEERFENRAN |, LARFERAREHEMRNIHELE.
- NABFXSD - EURFEXTNARFEARIMKBNENE N, M, ERIBLER LB 74N A
RFMAERANMXELH—MEEEB R,

- MERHE - EHNARFIREATREEREN ISCSI B EEIXEBFNEIRFREE — MU
g, ZMETETRXE AWSHITEEN ML,

HHRBNSEGRAOF , F-— P EEREENNKEZBEHEHE AWS ( BIRIANX ) o BRTEXA
Bl BIRF4AS T SFER SCSI Bt ERBUTR—MNFMEP, BN |, AL EE
MEBMERE. WREGEBEERA TS 2EBEMNE —EEKRE AWS , i B #RKY iISCSI REM AWS
REBFRER —NEER.

L E —MEBL BT IEEE Storage Gateway & , ABEARME ZNEBLEFAT , Storage Gateway &
B HREREEANCERAE - NEERSENTIERE. BXNAERELSEENER , BSHAUTE
o

« f£—#&A VMware ESXi FHl LB B SN W& & H 25

« 7£ Microsoft Hyper-V 4l t Ei & Z/NW & IEE 25
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£—& VMware ESXi EH LB B 2/ W& EE 25

LUTEEBEZEHNX VM ELXEX T —1MNMEEERS , HiER T iaE EmRINER S
VMwareESXi.

M X BLE N EVMware ESXi =4 A H fth X 45 FE B 2%

1. REAMX,
2. 1£ VMware vSphere B FimH , EFE/ WX E L.

VM TE IS 12 5 AT BRI B IR
3. EEFFIRP ,ITIAMX VMM LT (ARESE ) X8, AFIERE Edit Settings (RBIRE).
4. EEDNBEMEXFENEHEDF L |, EERNMFKRMZE.
5. & Add Hardware (S INEE4F) [6 SR BB 8T,
a. 7E Device Type (IR%ZEH) B+ , %£4F Ethernet Adapter (LAAMEELET) SURIEELET
RIFIEFE Next (T—2),
b. EMBARBERP K BRAIXBEERFNNEE  AREERT—F,
BB WERF VMXNET3 M4EER 2 5 Storage Gateway BL& . BXEBIRFIRP AEE
HIMER SRR BN EZFEL , IFSHESXi #l vCenter Server XA K M EIEFEFHKE,
c. % Ready to Complete (EHZHTK) BHEF , EFEE , AFER Finish (E/K).

6. GEE VM HEERT+ , RGk#F IP ik EZINEFEE, EOW IP it E O ERIEAT LA
KFFIMKXH2ER IP thk, HINEZA IP ik B4 X ZMRFIH,

® Note
ERRERERN VM HEEERIF AEEEDITRE,

7. 1£ Storage Gateway ###H|AH , ITFFMX,

8. 7t Storage Gateway #ZEHI AN SMEKTR , EFEMx , AFEREETHPRIMERI[HIMR, B
A Details (F4HER.) BT F<HFIH TE =/ IP #hilt,

AR Hyper-V ¥l KVM EHERLN A EFHSESHER , H5H VMware £ ERHLAIZRE & £
1TES
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£ Microsoft Hyper-V E#l LBt B ZNM & & E 25

TISREBEEHMX VM EEL T — ML EESE , FESFRIME-NEERSE, LEERERNMA
A Microsoft Hyper-V EHLFINEE 2R

W < B & 5 Microsoft Hyper-V EHH# B — W& EEEF

1. £ Storage Gateway #Z#I&H , XHAMXK,

2. 1£ Microsoft Hyper-V Manager # , M AW E R FIEZRR X VM,

3. WMERMX VM EARXE , BARET VM BMUTFLTXEE |, REERZBKA,

4, HEFEEHEMX VM BHRUTF LTS , ARERRE.

5. EREBMNEERHEMGT |, EERMEL,

6. EREMNEEGMARMEFERD , EEMNEERSE , AREFRFMKBIMNEE,

7. BMEMZEGD , AFEEFE Apply (RA) REARE,

8. TEREMNFEMNELHT , BIAFHONEEER[ENMIBEHIRT  REEEEE,

9. {# Storage Gateway #I&FF B M%<,

10. 7E Storage Gateway #EHI AN SMERD , EFEMX , REEFEHEHPRMN T EERFHNX, ¥

INFAFEREIFRIIETE=A P it

AR Hyper-V ¥l KVM EHE LN A MEZHEESHNER , H5H VMware £ ERHLA#IZE & £
T1ES

& VMware vSphere & A] 145 Storage Gateway Et & {5

Storage Gateway VMware #&33 —40 5 VMware vSphere & ] At (HA) £ERX K N ARFRETRRKE
ERMETAM. VMware b5 ZETRIPER TEABRZEYS. EERFIMNEHENTIE, ©
REB TR IERM4EIR | flINEEENAXHRZERETTA,

vSphere HA W THEREBER2FELUNREMEN EVCER —NEFHF USRI TR, EFHFNENEZ
BlEE  MRHIHE  SEFNLVELNSERAZIINLEFRES. B  IMESTRELRE ,
MASERBIE. BX vSphere HA WEZEE |, 5SS RXHEFH vSphere HA B T/EREE, VMware

(® Note
BN EINBENEOUVHAEREN LEHREL ISCSI EZEMENNEERRTESZRE | 4
MENBRERSZHERAR, WERE, WEEEUR SAN/ZHEMIZE, HHRARE
D RBEBEYIAE |, Xk Optimizing Gateway Performance HBEREY E 1L,

1£ Storage Gateway F £ VMware & ™ A% API fR4s 2013-06-30 232


https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.avail.doc/GUID-33A65FF7-DA22-4DC5-8B18-5A7F97CCA536.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/Performance.html#Optimizing-common

AWS Storage Gateway BRXAFERE

EJ¥ Storage Gateway 5 VMware HA L&A , BRAVEBUERITUTIRE -

o {X1E VMware S8 — & £ LE BT S Storage Gateway EE#LHLAY ESX .ova A &
BnHa,

. EIE .ova BFEN , BN TEENAHNBERZE. MREA —NIHBENRE
FHFEOEEEE, IREEENEEVNAMBIEEE K MENKETHE , NEBFEHH
HF A AL E R R ZBER , HEURELER I BEEBE S —& .

- EEEREFRERERBEESEHE B RNTERE , FERHNENRERZENDN
iSCSI RiE. EHEXEBEHD , Mx VM EREEXBBEETNFENDEIN , FERSR
TR B L5 BV Rt El. Windows F Linux & FimiY 21 iSCS| BTN T TR BEER
BEMENNE, BXBEN Windows BEFIRHEMRENEZFER , B2H BENLEN
Windows iSCSI &, BXxBENX Linux EFImMBMRENEZFER , BZH BENLEN
Linux iISCSI & &,

- MAREL  IRER ova EFEBIHE  FERGEREXHFMETIEERE— B,
FELU T UERBEIFEFHENE,

LR EBNBUAE VMware HA 8 202 Storage Gateway :
£}

« BEBEM vSphere VMware & o] FI £ 8

- M Storage Gateway #Z#I1& T# .ova &

- BEMX

- (W) NER VMs EHEMARMEBEZIER

- BUEMX

o MiREH VMware BT AKEE

BLE &K vSphere VMware & A S8

B, MRERERBE VMware 8 |, BRIE—MNEH., BXx{I8I2 VMware EBENER |, 55 H
X R BIE vSphere HA 8, VMware

BTk, HEH VMware 8 ELE )1 5 Storage Gateway B &M,
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BB 8B VMware S8

1. 1£ VMware vSphere fJ “REBEFIZE TH L K BRAEDVNMNNAERFSEERE T ELUNL
2o At , BABMNETIRELTE :
o ENWFEER - EFE3H VMs
- ENRENREL - XIAHER VMs
- Datastore with PDL (E5& PDL Hy$#EZA) : Disabled (EZ )
- Datastore with APD (B8 APD HI##E#Z4#) : Disabled (EZH)
« VM Monitoring (VM ¥#%) : VM and Application Monitoring (VM F1 5 F 2 7 15 42)
2. BUFEUTERBASENERE

- WEER - ARG , IRRKE VM BUES  NFEHFE3 VM,

- REEEETHRE-ZE VM FREZE VM TENRNESZE , SEZSNEE.
« BNVMNBRAREBRY - ERERAEENRANER VM BB RREK

« RREERBHNE - TESN VM HERXEERBB K.

MRETAEERENE , FEANUTRAIRE :

« Failure interval (&R FE) : 30 ¥

 Minimum uptime (& EFIZ{THE) : 120 ¥

« Maximum per-VM resets (B4 VM WERRKEBXRE) : 3
« Maximum resets time window (XK EEBAER) : 1 /e

MREEER L VMs BTHAME , )"“JTﬁ%%%?l?ﬁﬁ?&ﬂ&%m“ﬁo M .ova ZBE VM 281 ,

FTEMITIIRME, BXEBXLEENESEEL 20 (T ) NER VMs FHEMAURMESE
T,

M Storage Gateway #2#|& T % .ova BR&
TEERATENMXH .ova B

# Storage Gateway ZHI A IREMXAE L , BEEWMXRRKENMENFE , REEREHS
PIRMAEEER T ova , MIREBMAKXHATR.
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EEAZES
EEEREBENERSD , F ova REBBIAEHNENZ—.

EREB MK .ova &

1.} .ova REHBEINEFHINENZ—

2. BRABRBUENSFERNBTEFENERTNAEENTA. £ VMware RAMIFNE P EE
Storage Gateway .ova XA | X EERER HFIR N EE LML SCSI BiE ., ¥EEL 2—FER ,
FEHERXT , Mk VM FEAEVIRERSRILZG AFRERME VM B RIS,

MERF VM B ¥ E R 2 185
1. ¥ VMware vSphere & inH |, ITFMX VMW LT ( AT ) X8 |, RARERBREBER
B

2. 7 Virtual Machine Properties X iEH#EH , %&£ Hardware T+ , Fi%&# SCSI controller 0,
RE1E$F Change Typeo

3. 7 “EE X SCSI 2 HI2RRE" JFEF |, & “VMware ¥ EH SCSI BHIZRRE" , Rk W
E”O
( AL ) RER VMs LR EA A RINE ZIEW

MREMER L VMs EESTEHMELY , WAEZEEZIAEN VM REERE. XA , S
% VMware vSphere FE& XY B E L ENELL.

NEE VMs LR E A AN ZiET

1. 7E£ VMware vSphere i “BWE” ME L , AR ENEFLITHERTE , AREREE,
2. 1%&#% Configuration (BL&) T+ , ARFIEF VM Overrides (VM BE).
3. ARMEFH VM BRIETRERXEME.

7 vSphere HA - VM S5 T E/MNETNIR B TE -

- VM2 . EEHAZES - VM NN ARFKE

- VMEERRBE EEABE - VM AINARFEE
- VM2 : BENX

- MEERE: 30 %

- REIERETHRE 120 %
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« Maximum per-VM resets (B VM R RKEBEXE) : 5
- BREENE : 1 /081

E M 5k
EMEBERATMRE ovafa , BUEMX, BXRENMRRENTEZA A,
RS

FERRUT ZEERE S TRIRE

a. [ENBMREES AWS
b. BREREHBEBMX
c. BEBMX

iR BH VMware & 7] B R &
BUEMKE , ENRENEE,
MR BH VMware HA BLE

1. *Ehttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway ##l &,
2. ESMBEKL , T Gateways , AEEFENH VMware HA IR X,

3. HEBE H,ER KIE VMware HA”,

4, EHIW WU VMware S AMEE" S |, 1EF BE

® Note
ik VMware HA BEE 2 E#TE3IMx VM P T EMxmERE, 2R E /L0 #
FRESE Ao

MR, WERFE & PRI FRFESETNFFRE TR Verified (ERIE) R
5. IFIE#E Exit (1BH ).
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&\ LA1E Amazon CloudWatch B EEF K EIF X VMware HA EHMNER. BXEZER , HSRME
A BEHIREL Volume Gateway i21TH% HE, CloudWatch

{52 FH B M < 17 IR

AT HHNEBNBUAATUERSEMXEZREEUENFEXBKNFERR, XSIEENEET
MAXELNEBEEFENFENYEBERE ZKNETR , LM v VMware Sp ESXi here, Microsoft
Hyper-V & F Linux ARZHELL (KVM) EXUL EN A BREZSNEAREF. XESER AWS =
WIHERT D AN EEEZR MM S EC2 KHIAY Ama EC2 zon EBS %,

F
o WM< BEREGE - T B UIREEMM KRB VMware vSphere, ESXi Microsoft Hyper-V = Linux K

BERDHL (KVM) ERMLENF & EBREERZELM , fINEYEEE DN REN,

o HE MK EEE Amaz EC2 on EBS -7 {18 =l 4> 2 B 44 FE E £ Amazon 24| LRI
XK EEEHXREFEF R Amazon EBS BHHE | EC2flin , IR EHNARFEFE#EER
RE & B B RO HERR T 38 iR 2

M FR 8 BRT 2

RERINFEBVWENRN A BRIEEWME , BETESFENMKHBIRRES | fln , HEELEHERN
&R,

MNIEER M <P BEREE VMware ESXi
B AERANLTSRM VMware BN EEREF ERENMXPBIREE,
BEROES LEZPXBEE (VMware ESXI)

1. 1 vSphere B IR | ITF L TX (BR%EE) ¥ | EEMX VM BWEH , REERF Edit
Settings.

2. EELWBMNEENEHEEREL , S RIBANLEEPXTEANRE K ASEEBR,
BAEBHBMN EETWELEE T AES 2 FHEMAR, X8R M5B R R EwARL
o

3. 7E Removal Options EMRAIERE —MET , RE%E OK UERBBREENTRE,
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MFIEE T Microsoft Hyper-V £ KW < &S BREL &

FMALTIRE , LA LUMFEETF Microsoft Hyper-V BIEREF LM WX P BREE,
BN LEREHRX D ENKZE#A (Microsoft Hyper-V)

1. 7E Microsoft Hyper-V Manager # , f§JF L "X (AR#£ ) X&£ , EBMX VM WERH , AFiE
% Settings,

2. HRENFENBEAHIIRS , EREBRNEE K RABEEBR.

WINEIM X B E S REEHSIRM SCSI 21885 E TH. #iA Controller (##28)  Location
(LE) BEEZHIEZWEMER, XEMUBHHABREBONEE,

#£ Microsoft Hyper-V Manager # & R#J 28— SCSI Controller 2 #I2% 0,
3. &R OK LARAE R,
MIEETF Linux KVM ERIMx B REEE

ERHEMNET Linux AZHNELL (KVM) EEEF LRENNXSE , AUEAXRLTUTHTH

virsh @Ho
$ virsh detach-disk domain_name /device/path
BXEE KM BENELFMEES , BSH Linux RITHRHIHE.
LS MX EEE Amaz EC2 on EBS %
R M<BE N ER Amazon EC2 EHlz1TR , £ 8 7 Amazon EBS BRELEEHAXMBERE
=R, ATRARFERSEENBERESTL , RS EHMIN Amazon EBS BREEL B .

&A@ M BR SAHT 0 BC B Amazon EBS BB A E 7 BN FiE. EXxLE# EBSHEZEE |, S
%) I % FA P #8 R A 93 & 5%k Elastic Block Store (Amazon EBS), EC2

HEEMRXRAMNESFEH , NRENARENNVEARFERFRE LEZHPXMEFFEBIRDN
A, FEABEEZSEN LEEFXN AN NBEES BN EFFEB KD,

AZEN LEEFXNBFEENRAEEFERHA. TSSO MATEHRERN Amazon EBS %
BR , IXEEREN LEZEPXNEFFHTZANSNEFTXEFHET, BXEZER , HSH
AWS Storage Gateway Bt &l
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N Amazon EBS B MxitBi%E

1. 81 Amazon EBS &, BXUiH , TS HL 5% EC2 AFEEHHGIERIKE Amaz on EBS
%,

2. ¥ Amazon EBS BHf nEIEHIL S EC2 56l BXEA , HSHLS# EC2 AFEEPAE
Amazon EBS &k hn 2Ll

3. FAME Amazon EBS BELEN EEAZHPXREFFM. BXUHH , HSH EE Storage
Gateway B A B % o

AR, TRERRIAN LEEAXTENFEREXTEENFRE.

M E& Amazon EBS %

/A Warning
XESBNEATFOENLEEHXZEB Amazon EBS & , T EATOERNEEFENS,

1. BYBRBRAMXEDI—T RN ANITERE , KAMX,

2. '} Amazon EBS B5EMIL L% EC2 XFloE. AR , FSHILS#E EC2 AFEEHRF
Amazon EBS 53615 &,

. MB& Amazon EBS %, X< , S ELT#% EC2 A EEm T MIMBER Amazon EBS %,
4. BEZBXHAMKELUIN—FTRNBNGERE , BaIFX,

R B < B & = 4R

EEWMXHNEERS , FRMRELN (VM) ZE Web #HR, VM REIZEBEZHNEEMD , B
SERAYEN ActivateGateway API RENS Bz — &% , ATEEMNXNEE. BXEZER | B
S %) Storage Gateway APl 2 ActivateGateway® #

® Note
MRRER , MXBUSEARIE 30 FHEEH,

ZEMX VM K B ERSEBCEREN AWS Xifl, IWNFHEEMRER URL LEMA
activationkey WEWFHESH, LERNFHRSHURENBEFH, LERWFHBHNHEOT
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Fi7R : http://gateway_ip_address/?activationRegion=activation_region. Lt&EIRHY
2R EBUE X E M2 4R,

URL & 8#E vpcEndpoint , EMfEA VPC i SEAEEZEMN MK VPC i = 1D,

(® Note

Storage Gateway B4FiZ &, EEYIBGERF EC2 T S REBR&K (AMI) EFEEE TR
e R AT FTIR P EERFTER HTTP fRSF. TERBAENIEMR L LREMEAMRES .

£l

* Linux (curl

 Linux (bash/zsh)

% Windows PowerShell
- FERAXMEEA

Linux (curl)

AR RAIE & E R anafE A Linux (curl) SREUBUE 247

(® Note
FREETNERERNENRXNRIFE. TEENENTHRT :

e gateway_ip_address-f&HIMX IPv4 #iht | 60 172.31.29.201

« gateway_type-REBENMAIEE | HIASTOREDCACHED, VTL, FILE_S3,
B FILE_FSX_SMB,

« region_code-BERHEMRHIXE, FZH (AWS —RSEEmR) PHXEHIKS, WREK
EELZEH , IEFRENEHERRINSERXHERTE , Wt/ IAN us-east-1
X,

« vpc_endpoint-fl | I KXH VPC KixT R BFrvpce-050f90485F28f2fd0-
iep@e8vq.storagegateway.us-west-2.vpce.amazonaws.Ccom,

ERMABR[UNHERR |, FHRITUTERE

Linux (curl) API fR7s 2013-06-30 240
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curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"
EIREVPC in SKVEUER , BT T®RE !

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"

Linux (bash/zsh)

AR RBIE RINAEA Linux (bash/zsh) 3REX HTTP Wa Rz, 247 HTTP #53k LR IR BUEE 224R

function get-activation-key() {
local ip_address=$1
local activation_region=%2

if [[ -z "$ip_address" || -z "$activation_region" || -z "$gateway_type" ]11; then
echo "Usage: get-activation-key ip_address activation_region gateway_type"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

%L Windows PowerShell

LT ROIEER R T WA {EH Microsoft Windows PowerShell 3kEX HTTP IRz, ##4T HTTP #rkF13k
BUBCE S

function Get-ActivationKey {
[CmdletBinding()]
Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion,

Linux (bash/zsh) API fRZ 2013-06-30 241
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[parameter(Mandatory=$true)][string]$GatewayType

)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -
ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]

}
}
}

FRALES A

AT RAIERT a8 A At 32 6 & Sk E R M E RBUEZE R,

M 1t 322 5 & FRER P 5% 19 BUE 2 4R

1. BRIFX#EFE. MRERZM Windows THEHIEZZENL S EC2 K4l , BUEER &4
B%,

BEAEEAWS BEHE - MBEEXRERE , %% 0 REFREIUBEZER.

i%## Storage Gateway 1EH M < R FIE I,

HIRRE , MAEBUEMXH AWS X,

NFABRK , WAL, XWF VPCIwA , WA 2 ERMERE,

HFiRfERS , WA 1, X TEERPESLERA (FIPS) I , A 2 ERiERER,

I

%E# iISCSI BahEF

HEEEMXE , ZRERENRN Internet MEITEA RGN (ISCSI) BIR AT VB E LT E (VTL)
R&E. WTHBMX , iSCSI BIrRB, WTHWHMX , BIRA VIL ikF. FALRITEN -2 , &F
PATUUTES « EEIIXEER, BEX ISCSIRE. M Red Hat Linux & im#t T IEZE AR BB R A
B F 5 ORI (CHAP),

F&
« M Windows &/ iniE#E S
o FEEED Linux B/ iR

A iR 4 & API fR4s 2013-06-30 242
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- HEMN iSCSIiRE
- 7 iSCSI B#rELE CHAP S ¥ iE

iISCSI fRE R —METERMMMY (IP) EFEMENE , ZnERTEINEERET IPNEFRERES
ERimZARERE, THRENLT ARMER iISCSI EEMABRAMHFH —LERE,

iSCSI B fF

iSCSI MENZEFimBAH. BEFM iSCSI BRIXFER, AIUERGREGPHEEHE
. Storage Gateway X ZIFHHBHERF-

iISCSI B#r
iISCSI MER RS EAH , BUHMEREBHEBFHER. SNEBEER—ISCSI BHRLF,
X E/ iISCSI BFriERE—/N iSCSI B,

Microsoft iSCSI B & F
Microsoft Windows it &# LA RF , L ETUEEFHITEN (ETEFEREKEEA
MR ARFRITEN ) EZBET iSCSI KAIBRES (IR ) o EAEHAAAFMEE

BRI IERE, 5K iSCSI F3185 21 Windows Server 2022 L3 Storage Gateway 3 1736
i, BHFNEERERSTF,

Red Hat iSCSI Bz~

iscsi-initiator-utils ®RBEEE (RPM) BEF B RERME T EEA T Red Hat Linux 9%k
iR ISCSI BaIEF. ZESE AT iSCSI MM RS 8 FH#HE,

BHRBNMRER AT LOHERES] iISCSI 8% , MBALLEE X LEERE | TR,
M Windows & FimiE# 25

BRRFHEN WX BZRNBHER ISCSI BT, BXRXEZER , FHMHA HEBEEIEFE, K,

(® Note
EEEINEEN , BFMNXMIERE T LEAZHPX, MREENNXEE LEEFX , A
B EHREZFSE RN UPLOAD BUFFER NOT CONFIGURED, BEEF#BIRER N MX
BELZZFPX , BERANMXEETNN LEEFXIEFFE. BEREEFBREPAMX
BELEEFX , HZRAANMXEEFAN LEZPXHEFEFME.
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T B 7E Storage Gateway B ABHPRHEETRT iSCSI Bfr. BXEZER , BSH EMXWIE

Your Data Center

/

<>
Cache Upload

Application
Server
Storage  Buffer
‘ Hypervisor / 8—)
Host /

Son
-A \olume Snapshots
Storage
Users
Storage Area Network, K /
Network Attached,
or Direct Attached Storage

O] LAM Windows = Red Hat Linux Z2FImiERERE, SUUAE—FFmEREE CHAP,

[
T Ea

N

Client

€—iSCSH

Volume Snapshots
Storage

=

M E A ERIEEN BT ENEESN ISCSI BARLQFF , BFEIM
ign.1997-05.com.amazon:, B0 , MREIEE myvolume WEBIREH , BBALAKEZESIBHY
iSCSI B#rFh=2 ign.1997-05.com.amazon:myvolume, &< N{AE & &M R ATEFLMETE iSCSI
L RZERBNEZEFEEL , B M Windows EFIRIEZEIE,

B S
M Windows EZ IR A, & #% Microsoft Windows & F~ i
M Red Hat Linux iEZE| BN &, #E3£%| Red Hat Enterprise Linux & i

A Windows 1 Red Hat Linux Bt CHAP & 7 iSCSI B#rElE CHAP 535 iE
IF,
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 Windows & imE #2765

1. 7£ Windows BEFmITENMNFRIEE L | FEREFNXXHFEPHA iscsicpl.exe , FKEF|
iSCSI BaifigF , RABETE,

(® Note
HAEREFRITEN ENEERNPRS BEEIT iISCSI BaERF

2. MRBIERT , MEE Yes LS Microsoft iISCSI B ZF RS

3. 1 iSCSI Initiator Properties (iISCSI X iEF&E 1) X iFEH , %4 Discovery (KH) ET+ , A
Jai%#% Discover Portal (ZZRi71/).

4. EXRDMERIIFPNFEES , £ IP it s DNS EF 5% A iSCSI BFrY IP bt | A EBRBEE,
EREUMKRH IP itk , 5EF Storage Gateway B H| & EWMXIETNF, MREELLEH EC2
SEG| EEB T Mk, NATLET SiF EC2 25 AR AT <R ELNE IP = DNS b,

WE , RIET~ EN BRI FIRFLETR IP i,

/A Warning
X FEEBE Amazon EC2 3E6| LMK , X FEL LN HE BEMEZIFRIMNK, Amazon

EC2 SEfRy58 % IP it 6 A 1E B ARttt
5. MHHEMRITPEEIMX ENE#ERT
a. ZEEBRETR,

HERITPERKEBERS. ERMNERBMNIZELZELSE 1 P AFEEESIEENBHME
Gl

b. EBZB , AKIEE Connect,
MEREKEBABRESR , BEBIR 1 PAARAABREN. EEZETBRMNEES | &
BFIEREAMNNEEABRIEX , REERBE,

c. HEEHREDMFH K BREMRSHVENCERE (RTEEEER) , ABETHEE,

EIE LA Windows MIRLH IR IZFES |, MEFTHESPREFHRE. ETUER Windows
HWEEET BMITIERE.
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® Note

REN T ARG HIEMSE , BRI RZIBUGEESFRAENARFNBEEN iSCSI igE
B E X IERE Windows iSCSI & & iR,

FAEER Linux B iH

£ Red Hat Enterprise Linux (RHEL) B} , Rifff iscsi-initiator-utils RPM B F3EZEIN
X iSCSI B4R ( B VTL &E ) »

FF Linux B imiE#EE] iSCSI B4R
1. MRMARELBHWEFF K ERSE iscsi-initiator-utils RPM BFE , BZEEF .
FAIUEATEHN GRS RLEZS.
sudo yum install iscsi-initiator-utils
2. WRISCSI FH#HBEEZETT,
a. FATUTGTZ—RIEISCS|I FHHERBIEEET,
NF RHEL8 = 9, BEAU TGS,
sudo service iscsid status
b. IR status S KIRE running RZS , MEAR TGS —BIFTHERF.
NFRHEL8 9, EFEANTHS. BBREFEEEXBFZiscsidiRSF
sudo service iscsid start
3. EXRUAMXEMMEBENRR VILIEZEHK , BEAUTEAAGTR.

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

AMXH IP it R BB Ea S TH[GATEWAY_IP]Z &, #&TLUE Storage Gateway ##|A £
NEH iISCS| BAFEEBMPHRIIM X IP,

R TR A BTRCMT RO EHAR.

FFEIEET Linux B % API WA 2013-06-30 246
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FNFEMX : [GATEWAY_IP]:3260, 1 ign.1997-05.com.amazon:myvolume
FFREFM X : iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01

51 iSCSI BREB M (IQN) ELEFRTR , BABNALHN IQN EFR. BirEHM2L80ES
FHEEM B M. £ Storage Gateway 12 #| & LEFERENER , hAILFE iSCSI BiREEBHEEK
R 3% E bk B FR B #Fo

4. EEEDN BN, BEAUTHS.

BEE , BFEER connect M T HISEEBM[GATEWAY_IP]HI IQN,

/A Warning

X FEETE Amazon EC2 4| ERIMNK | AXFEL LN HEBEMEZFRIMNK, Amazon
EC2 SEHlpy3atE |P bt Nee A /E B Ritbat,

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. EWANEEMMAIEFR (B3ERF) , BEANRTHT,

1s -1 /dev/disk/by-path

a9 B fan Hi 40 S TEL R AR AR

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260Q-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

BREBIRFGE , RINBIBWEIRE ENEMN Linux iISCSIEERNENARBEN iISCSI &
B,

BHEX iSCSIRE
RNBABWEERBEHRFE , BEN SCS| BB L BRI BRI

i 8 A T 5 S MABFRAY iISCS| BAHE , A MRS M AR EER K E NS ARAELR %
o EL A B RO AL IR AE
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® Note
BRCEMR , BRZEE— ﬁlx;iﬂﬂi%ﬂ’]%ﬁm]zlio BXRHMEZ D RIANE SR EREM
RETRHEREM Bt FEM0E |, FS 7 Microsoft TechNet FEF Y EM R FEH0E

£

- BENEH Windows iSCSI & &

- BENEH LinuxiSCSIi&E

- ABEMXBEEN Linux B BNIRE

B E &8 Windows iSCSI i &

£/ Windows & At , A Microsoft iSCSI B BFEEIEBHNXE, BXRUNMEEIESNIE
B | B RNAEEEIEF ik,

WE B E XIERR Windows iSCSI & &
1. REERIANEKE,.

a. RBaEMKREES (Regedit.exe)o
b. SMENEREFINE /M —FRAF (GUID) Z4H , HHPEE iSCSI Z4IRRE , TR

/A Warning
R E6E A B £ CurrentControlSet F# M A 2 H =44 | 5140 00 ControlSet1 =}

/Ch

ControlSet00 2,

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}

c. IEIBERISCSI| BoIEstNFH4 , MW FAR. [<Instance Number]

BRBMARTRR | 1M 0000,
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HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\[<Instance Number]

BEFETEN L ZEHNAR , Microsoft iISCSI BEIEFAIRET 2 FI 0000, 7 LUETKIEFAF
& DriverDesc 2/ EHE Microsoft iSCSI Initiator EFRWFIER T EWM FI,

d. EERISCSIEE , BikEF Parameters (38) ¥,
e. FFF MaxRequestHoldTimeDWORD (32 {1 ) B L TX ( GR%E T ) X2 , %EF g,
REFZEELN. 600

MaxRequestHoldTimelg EEBH L EEHZ 81 , Microsoft iISCSI 3 3188 M & B Z <8 8] }
ERARTH®B S Device RemovaliZfER R 600 BHIRIFATE,

2. BEEHUTSE , JUESHE iSCSI BESBFEENRARIEE -
* FirstBurstLengthZHIERZLBERNBEABBRPIUMERNFZABREE, FHEIREN 262144
o Windows BRERSWERIAE , UREE N K,

« MaxBurstLength3k {8l F FirstBurstLength , B Bi&E T £ 15 R8I B A F 5l & 7] LUE 5 B9 B K EUE
B, FIHEIRERN 1048576 = Windows BERSEHBINE , LRSS EHE R,

« MaxRecvDataSegmentLength#Z &l 5 £ MM EIEE T (PDU) KERHJABBEER AN, HitE
RIEN 262144 T Windows RERSEMEINE , UREE N,

(@ Note

TRNZFBRETTEATRER iISCSI REBRTRKBRFENR. EHINIIREXL
SHNETRREHREMNR , BSRZ ORI,

3. WAWEENE, TR
a. MREMKRBNEMEmRIES (Regedit.exe) , BFHEBD,
b. SME “BRE” FUARH “Bi&” FI CurrentControlSet , #1 R R,
HKEY_Local_Machine\SYSTEM\CurrentControlSet\Services\Disk

c. #I7F TimeOutValueDWORD ( 321y ) EMV LT ( GRET ) X8, &F "B, AEFHZ
HEXH. 600
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TimeOutValue§E iSCS| BaiSREZ HBEMA HEMBILEERIRERXEZH , FESH
RN Z D8, ZERR 600 HHETEE,

4. EWRFEENELEN , BFEHBIRER,

EMRZE , XTERFFH T NERHTHAEEARENEG R, EXHMN , BEER IR
SR B AL
B E &8 Linux iSCSI R E

AMKRRERHEFGE , BATENENEBEN ISCSI REUMLLEZHEFMNE RN, BEEAXT
EFREY ISCSI EBRHE , LA RENARFNEERKE RN E ARER WS HBaSFE
B EEBEN

(® Note
WO AEES Linux WEMA G SRBEBERE. LT REAET Red Hat Linuxe

WEBE AR Linux iISCSI i&E
1. REEREAN SRR E,
a. FIFF /etc/iscsi/iscsid.conf X# , REHRILLTET,

node.session.timeo.replacement_timeout = [replacement_timeout_value]
node.conn[@].timeo.noop_out_interval = [noop_out_interval_value]
node.conn[@].timeo.noop_out_timeout = [noop_out_timeout_value]

b. Y¥iZ[replacement_timeout_value]{EHiRE 600,
$FiZ[noop_out_interval_value]{EIREN60,
iZ [noop_out_timeout_value]EHIZEH 600,

X=FENEMEIAY.
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® Note

MHRIERIMMKX ZBIH 1T iscsid.conf RiE, MBEXIMMXM/BEZEFZENBFF ,
NaERAUATHEESNENBIBESRBIERZIN, RAEUUEHFAMHEZFRK , NEHIR
B4 W,

iscsiadm -m discoverydb -t sendtargets -p [GATEWAY_IP]:3260 -o delete

2. RETVESMNNPEENRABIEE.
a. ¥TF /etc/iscsi/iscsid.conf X4 , ARHRIUTEIT,

node.session.iscsi.FirstBurstLength = [replacement_first_burst_length_value]
node.session.iscsi.MaxBurstLength = [replacement_max_burst_length_value]
node.conn[@].iscsi.MaxRecvDataSegmentLength

= [replacement_segment_length_value]

b. TMNBWERLTE , URIEEMEE, ENFORGTUERATENERTRL , BiES
B3 % 0 B 3UAS T R AE R

FfiZ[replacement_first_burst_length_value]{EiZEN2621445, Linux IRIERSE
HERIAE , LRSS E N,

fiZ[replacement_max_burst_length_value]{Ei& BN 1048576 Linux RIERLEH
HiAE , UREENHE,

ffiZ[replacement_segment_length_value]fBEIRIEN2621445 Linux IRIERSHIERIA
B, UREENE,

® Note

TENZDHRMATERTER iISCSI RE#H TR HZERR, BERINDMARE
XESHWETREHREMNR , TSRZI ORI,

3. ERRGUBFRNEENEEN.

EMRZE , BERBH TNSHTHMEEARENER. At | SEEHNS 3 2o B
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NEMKRBE X Linux Bi& B IRE

BMXAFERE

MREFERNREMX , MERT £E—Th#ERRY iISCSIRES , B LLBE T Linux BEBHR
o

HENX Linux BEBIH&E
1. EFNSTH I8 K BRE,

a. WMREFERT RHEL 5 BaI#EF , B3I FF /etc/udev/rules.d/50-udev.rules X443
BEHRLLTIT,

ACTION=="add", SUBSYSTEM=="scsi" , SYSFS{type}=="0|7|14", \
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout"'"

AN #HH4E RHEL 6 5 RHEL 7 B3iEF A FE , R ESAERULTAMGIZRE,

ACTION=="add", SUBSYSTEMS=="scsi" , ATTRS{model}=="Storage Gateway",
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout'"

E1E RHEL 6 ESGERME , BEANUT ST , REFMNLERKET.

sudo vim /etc/udev/rules.d/50-udev.rules

ZE& RHEL 7 FECGERHE , BEAU TS , ARRMNLEEAMRHRBIT.
sudo su -c "echo 600 > /sys/block/[device name]/device/timeout"
b. FiZ[timeoutJERE 600,

ZIERT 600 HHVERE.
2. ERRGUARIMEENEEN.

EMBZE , BERBH TNSHTHMEEARENEGR. EXHY , FEERNHRF#S.
3. BALERANTHSNHAEE

udevadm test [PATH_TO_ISCSI_DEVICE]

WHSERTNAZT ISCSIE&H udev MM,

BEM ISCSI RE
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71 iSCS| B#rELE CHAP &350t

Storage Gateway X &£ A RAIEF 5 HRIEMY (CHAP) EMXF iISCSI BaifEF 2 R#EHTH KR
if, CHAP Bid EHRIE iSCSI B RRFNEHREERHRSBFHRM VIL &% BRI ERMP &
EITE

(@ Note
CHAP ELE R ARy , {BRBAMEEHTIEER,

EiRE CHAP , 417t Storage Gateway 1## &l & M A TEEBFW iISCSI B EF RPN HH#ITE
B, Storage Gateway £FMJ5 CHAP , BlEziiEFX B TE 0 RIE , BN BaIREFHITEH

I,
N BFRREXX @ CHAP

1. 7 Storage Gateway ###l& LEE CHAP , 30 3y Storage Gateway 2% & 4 HArf & CHAP
AR
2. EEFmBEHEFHREF , 5T CHAP BE :

« EE Windows &% LB EMN @ CHAP , 2 # £ Windows & Fim EBLE X @ CHAP,

« E7 Red Hat Linux /i BB [ CHAP |, i§5E FEE Red Hat Linux & i £ il B XX
[ CHAP,

71 Storage Gateway %l & L#%E B ARELE CHAP

EASRS , BEEMNARNERTRENMNEARENLEZH, MM BHEARERSRPEE
ERmEHERF.

1. 1f Storage Gateway B HI AW S BEHKP |, EEFESE,
2. XIF Actions (#4E) , #%&$% Configure CHAP Authentication (Eti& CHAP & {331iF),
3. TEELE CHAP B RIINEEFRMERNER.

a. NFTEHEFEN, FRA ISCSI BIEFHNEMN. LLEME Amazon iSCSI RESB R
(IQN) , BIE L ign.1997-05.com.amazon: , FIRBEFEE#H. RmOIWOT :

iqn.1997-05.com.amazon:your-volume-name

ELE CHAP H3%iE API fR7s 2013-06-30 253
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A LAMEA iISCS| B BFRGRIIBHREFEM. il , XF Windows B , ZEMHNH
iSCSI @z F# Configuration (BL&) &I~ LWE. BXEZEL , 5 £ Windows
P EBLEXNX @ CHAP, o

® Note

MEFUBIBRFENR , BUA%EEA CHAP |, £ iSCSI BaIBEFRGTERBHE
FEM , REERFHBHBIE CHAP,

b. NTRATXEHEFHTHORIENER , WAERNER,

HAREZANKERIN 121MNFEF , BEH 16 N2/, LERLEESR , BaiERF (B
Windows & /i) 4 AE XA EHHS S 525 BIRE CHAP 1,

c. NTRTXNEHRRITEHGRIENZRN (@ CHAP ) |, BAERNEH,
HAREZANKERIN 121MNFEH , BEN 16 M FH. BERLAAERET S E5IER
HIEFH CHAP H,

® Note
RARKIE B &N EBAMATETRARRIESHEFHIAEER.

d. &EERF.
4. %1% Details &I+ H#IA iISCSI CHAP authentication & true,

£ Windows & i £ B E X @ CHAP,

ERSES  BEAEESEPHNEERE CHAP FTAME — A Microsoft ISCSI BaEFPEE
CHAP,

1. MR ISCSI BERBFE KRB , IHHE Windows BEFIRITENMNFHREE L | EBET, #A
iscsicpl.exe , AFEREBWEREZTZERF.

2. ABRHEF (B Windows & F i) Bt EX @ CHAP ElE :

a. EERBEERT,
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® Note
Initiator Name X F 2N B BFMN LR ZH—1., SIHE THEMIEE Storage
Gateway #Z#| A KB E CHAP B AR IEXS iE4HE H 6 A E.
I E & PR B MUE RSB A&,

b. 1&#H CHAP,
c. 71 iSCSIEzEFME CHAP BAXEES , f AN E CHAP Z4HE.

ELUXNFES  WMABIIEF (Windows B iw) AKX B4R (FFiES) #ITHORIENLEER
e ZARABAATERERABARSEF. KBRASHEERE CHAP 50K IEX EERN A
T EHF#ITEORIENZESR (@ CHAP ) ERHMANZRAHARE. BEXEZEE , E5H
7 iSCS| B#rEiE CHAP S RIE,

d. MREMANBRLT 2 PZHFHET 16 MNFH , WLERBIHREF CHAP ZHRHEIRITE
o

BEBE  AREHRAZN.
3. FERABIEFNBRARTEE , THNE CHAP BE,

a. EFEBRETF,

b. MRLUFNEETERN CHAP BLEM B 5 , NIET LR Z B #rHi1%E# Disconnect KT FFiZ B
FRo

c. ZFEEN CHAP EEM B , REIEF Connect,
d. £ Connect to Target X1iF4#EA , % Advanced.
e. TE“Advanced Settings"X1iFHEH , EliE CHAP,

i. IEERBUE CHAP &%,

i. WMARLEBIEFAENEZER, LEASHEERE CHAP SORIENEENATNERE
FHRITEOHRIENZAEPRMANZAMEER, BXESREL , F5H J iSCS| BHREE
CHAP B33,

iii. & “Perform mutual authentication”,
iv. ENAER, HiEE OK,
f.  1E Connect to Target M iFEF , %E# OK,
4. MEBRENREEZHEBILIR , N BFRFETR Connected (BE#E) R
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WZETE Red Hat Linux & Fiw L E XX @ CHAP

FEHERED |, BEATE Storage Gateway 2 HI &P R EEE CHAP FTAKE— 437 Linux iSCSI B
iEFFEE CHAP,

1. WRISCSI FHHEBERETHALRDEEIBR,. MREMRERXARMES , FSHEES
Red Hat Enterprise Linux & F ¥

2. WFFHBREES NEEE CHAP W EHFNEAIREERE.

a. EERENRENHAREHAIENWEE , EEAUATHSIHRENEE.
sudo /sbin/iscsiadm --mode node
b. MEBE#REF,

AR a5 M Amazon iSCSI FREB# (IQN) FEXKIE F myvolume B B FRMTFFiEE, &RE
MERBREHXBHFEHH IQN,

sudo /sbin/iscsiadm --mode node --logout GATEWAY_IP:3260,1
ign.1997-05.com.amazon:myvolume

c. BERBINEE.

THHNGSBER myvolume BiRWEE,

sudo /sbin/iscsiadm --mode node --op delete --targetname
ign.1997-05.com.amazon:myvolume

3. Ym% iSCSI B i&EX#FKREE CHAP,
a. FRMBEFHERF (NEEEEANEFIR) HEM.

LTSN /etc/iscsi/initiatorname.iscsi FREVKEBEF B Fho

sudo cat /etc/iscsi/initiatorname.iscsi

ZHTHRAHARRUTUATRR

InitiatorName=ign.1994-05.com.redhat:8e89b27b5b8
b. 3¥TF /etc/iscsi/iscsid.confX 4.
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c. BUBXHHLUTEITHER , HAusername, passwordusername_in,
Mpassword_in¥gEIEHMIE,

node.session.auth.authmethod = CHAP
node.session.auth.username = username
node.session.auth.password = password
node.session.auth.username_in = username_in
node.session.auth.password_in = password_in

BAREEENENER , BZR T

BERE ]

username

BEKIEFH E—FHPRINEHIEFBEM. ZEMN ign FFk,
f5l#0 | iqn.1994-05.com.redhat:8e89b27b5b8 R—1F

MusernamefB.
password ATERIERF (BREEFERANEF K SSBERNBIEFHT
SHRRITNFEZR,

username_in

B#BH IQN, ZEMN ign FFk , LBHREBHER. f
# , iqn.1997-05.com.amazon:myvolume R—17F
WMusername_in B,

password_in

ATHEBER (8) ERIEFBENNBEFRTEHRIENLER
o

d REEEXHIOENR , AFXMAZXHEF.
4. RIUHZBFF B, Ak, FRBIEEEET Red Hat Enterprise Linux 2 i BV 2 R 1T R 1E,

AWS Direct Connect & Storage Gateway —i2 £ A

AWS Direct Connect &Y X 28 W £& 4542 2T 5% Web Services =, B@id AWS Direct Connect &
Storage Gateway Bi& A , BB FESEHE TEARFERNEE , ANMERME MK AWS
ZERET AR M EIER,
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Storage Gateway EFA A B iwm K. AWS Direct ConnectEiLﬁF BRI E—NMAHERED
AR RERHE Storage Gateway iR ZAHEE OGRS BN ERZFH Internet BRS
IRtRg, Storage Gateway FRF W A H L unT LA LLEi% AWS Direct Connect L B F @ —1 AWS
Xig , B A M F AR AWS X,

TEE/RT { AWS Direct Connect £ Storage Gateway B R4,
P& 584 & 7R Storage Gateway £ AWS B BHEEEI =ik

DUTE3RRELECIEEREITHMX,
AWS Direct Connect 5 Storage Gateway Bt &

1. EENAR#EIE RO Storage Gateway L im T [ Z B BIE H 2 7 AWS Direct Connect iE#. B
RIMABIBEENEZER , B2 (AWS Direct Connect A $5R) FH AWS Direct Connect
Al

2. FMEMZiH Storage Gateway & & E#E| AWS Direct Connect 2§ H 25,

3. RIE—- NAHERNED , AEHEMNBEES E’JZIKi&E%EE%%o BN{EfE A Direct Connect , th 2474 F3
B2 VPC £ixT ] HAProxy. BXEZER , FZ (AWS Direct Connectﬁﬁ)*'?aﬁ>> Sal: o]
BELED,

BRMIFEHMEE AWS Direct Connect , iRt 42 AWS Direct Connect ? 7 {AWS Direct
Connect A #E®) .,

RENM < iZ BBy IP bt

EEBRENHBBEMR VM G, BRI LUEEHBER <, Atk , EEFERAMNK VM B P #ak, &L
MRIRBI A b3 5 S IREN IP bk, EAILAZ R B A3 E] & HMIEE A R ETRSPIREN IP Mok,

FNFARBEIBEHRK , BHEATUNEERFIRE P i, I FLEE EC2 Mk |, #&5& o] LML S #h
EC2E B H| S IREVAMIE Tk EC2 EHIM IP bk, BT BEN{AIRENM KA IP bt | FHSHEUTH
Bz—

« VMware E£#F A : FAHRMRAIZEF &S VMware ESXi

« HyperV 4l : £/ Microsoft Hyper-V i [&] B < A b 32 % &

« BT Linux ABIELA (KVM) 4 : /4 Linux KVM 1 8] X 5 Z< i 122 5 &

« EC2 £# A : M Amazon EC2 E#IREX IP ik
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HE IP it 25 , B2 TE. REIREE Storage Gateway 24| & HEZH APRBAZ IP it

/

M Amazon EC2 E=#1IKEX IP #hit

EREEBBM XM Amazon EC2 SEHIHY IP #htik | & F1Z EC2 SRHIMNAHIEF &, RENEFAER
HETNEPIREN IP thsit, BXxEE |, HSHE EFEH Amazon EC2 Gateway AR H & o

BHEA NI S EC2 BEERH AIREN IP sk, FAVBWERLE IP b #HTB0E. ERMAE IP
ut | EEARERF 1. NRBEREAEMY IP it |, FSRERF 2.

BF1: E£RRE IP b EESIRX

1. AL S# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,
2. HESMBERD , EERH , ARERHBEMKH EC2 =4,

3. ERIEEEY Description () kI + , ABFIET LA IP sk, BROTLAER L IP ik E#EEIM
X. IREIF Storage Gateway 12 #| A HEAZ IP Hbit,

MRIEEFEAEM IP u#ITHE , IERAUTRER.
BF 2 ERAEME IP it EERIM X

1. fIALS# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,
2. HESMBERD , EERH , ARERHBEMKH EC2 =4,

3. ERIKEEY Description (#iR) T+ , AFIET Elastic IP (1% IP) H. BAILAERALLEM IP i
HHEEZIM X, JREZ| Storage Gateway #2414 FHBAMM P #bit,

4. BUERRZE , RENREUERIRK  REEZRBEMRFH VIL devices (VTL iR%&) I+,
5. IREUEMIPRAE VTL REHE .
6. WNTEMEF, EBITUTwSUERE BT,

iscsiadm -m node -o new -T [$TARGET_NAME] -p [$Elastic_IP]:3260
7. JWFBNER, BITUTHSUERESR,

iscsiadm -m node -p [$ELASTIC_IP]:3260 --login

W& , EWMXEER EC2KAIRYE M IP ik ¥ 1TiESL,
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T & Storage Gateway FRF'ZIR IDs

£ Storage Gateway 1 , TERRRMx , MEMERERTIE : B, BEEH ., iSCSI BARH vtl 18
£, XEMAFRR , BRIFCMNEMXXE , BURIFTEE,

XEFRMFRREES 2 XBKME— Amazon BREZF (ARNs) , 1T RFTRo

FIRRH ARN #& =X

M%< ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id

% ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-

id /volume/volume-id

B¥r ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
(iISCSI B¥r) id /target/iSCSItarget

Storage Gateway X #fEF EC2 3Kfil, EBS BFRMR, XLHFIFLT Storage Gateway A H
3 EC2 &R

FEARIR IDs

EZROIERENRIRE , Storage Gateway 2R ZERDE —NE— IR ID. LLHEIR ID REIR
ARN B —E 5. BR ID RAUATHER : BFRMAKEREFHR , RER SN FEERFTHWH—
HE, o, Mx ID B A sgw-12A3456B , HA sqw MK EFRIRREF. & ID HERXH
vol-3344CCDD , HH vol BB EIFRFIRFF.

NFRELES |, ATNRE IDEBN&S 4 FRAIR , AHBEBEHT,

Storage Gateway &R IDs A AEFH, HR , HEFXLRER IDs 5 Amazon EC2 AP — &£
B, WEi# EC2 FEMA/NE IDs WRIR, EXTRFRIR ID BERNNETRERE EC2 API FHEA. #I
| 7£ Storage Gateway 1 , B# ID ATEEN vol-1122AABB, £ EC2 API R{EA L ID B, AT
HEdNvol-1122aabb, &N , EC2 API AJREFL L RTHAIZE 1T,
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¥rid Storage Gateway &R

£ Storage Gateway # , LA AFEAGEREBR TR, FIARE , &0 L0 % R7% 0 7T g Fx &R
2K, UEERMEERTC]. BMISHFIELELHN —NB-BEX, BUUEMx, BFE LR
WP, BE LR R A AR S R TF 1 X L3R o

filgn | B LA AX EARERIRA LR ENEEAR Storage Gateway RIR, B ATEEN 21T EBE

AHRXFERMELF TEHFRL : (key=department # value=accounting). RJg , &AL

FERALREHTIE , UERAXITHERANMENXNSHEALGEEBENS. BXEZLEER , #
SREARED BRSNERAGERER.

MBAHT —MEARROEMES | WA AT RELRE, FR | MREFRE MR
BES—M%  WERREEHFKT,

REXBEMBELRNL , NEA FRBHITHEN,
LT RHER THE

- RERNEX D KNE,

« BINRBRHNRARIFEHE 500

« IRERAEEL aws: Tk, WATRRET N AWS EAMME.

- BEMNBAERFZF2HE UTF-8 FRNMF, ZBUAREBHRFF+. -, =, . .. . /A @.

fE AR

& A LAE A Storage Gateway ##|#& . Storage Gateway API 5 Storage Gateway @517 5+ H (CLI)
WIEHRE, TEHNIERENBMAEZRESE LR, HKEMNBBRRE,

AR HNAPRE

1. fEhttps://console.aws.amazon.com/storagegateway/ZX T FF Storage Gateway #2#| &
2. ESMBERP , ERERICHEIR.

Flan | BFRIEM K | FiER Gateways , AFEMNRRFIRFIRBEIRICHN R,
%% Tags , AR/F1EFE Add/edit tags.
1 Add/edit tags XHiEHEF , £ Create tago

5. A Key AR , A Value BAE, i , BOJLIE A Department ERFH , HEBA
Accounting fER{E.
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® Note
BRI LA Value 2B %2,

6. 1%3#% Create Tag URIMEZHRE, BRI @B FRMZNMRE
7. AMERERE , % Save,

REIRE

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. ERERBHNFINEIR.

3. 1&3F Tags LA$TFF Add/edit tags X i54E,

4. ERERBENIRZIZVHERRT , RRREZINE,

5. RETHERE , & Save.

T BRARE

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &
2. EEREMRERZHN TR,

3. 1% Tags , ARFEE Add/edit tags LAITFF Add/edit tags X iEHE .

4. ERERRAOFEZBH X B, AFEE Save,

A Storage Gateway K9 FF R 4

AN BIRAVER B Storage Gateway Thag RS P HIAY 58 =75 T & R w1,
AIAE LA T Mk T8 AWS Storage Gateway 3% 4 Fff 5 19 B L FF R 4 A 4B RS

« XTFEEELHMK VMware ESXi , & & sources.tar
« XY7E Microsoft Hyper-V EZFEBHIM < , i T sources_hyperv.tar
o MEET Linux AIE L (KVM) LB |, iF T, sources_KVM.tar

%7 f8¥E OpenSSL Project A TE OpenSSL Toolkit A ERA I B EHF (http://www.openssl.org/).
BXRBEKBMNE=FTEMNMEXTFAE , BZRE=F1FE,
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AWS Storage Gateway Bt &

EAREEH | B EE X Storage Gateway WA M ES, BEMMAERFNER.
F

- BB

o AMREW A b E K

BB
TRIIE T EWEH,
DU RES 7%
BHBRAKRND 32TiB 16 TiB
(® Note

MENEEFELE T KPMEL
16 TiB MYTRER |, A U EE
JR%| Storage Gateway % ,
{BFH#EIE R | Amazon Elastic
Block Store (Amazon EBS)

%,
BRI R RS 32 32
MXxHArEEH E KD 1,024 TiB 512 TiB

M B WA A g & K

TRNFTERBOMKHEE T A HE FERI DN,
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B3] 217 (&) Z7F (&KX HEEFX HEEFKX H i HhER A
H) #) (&/ME) ( &XME) RS
Z1FEEMX 150 GiB 64 TiB 150 GiB 2 TiB —
EEERX — — 150 GiB 2 TiB — N ZA
BTE#S
@ Note

BAUNEFEN LEZPREE— MRS M TESRAREN A K2R,
EIMEMKXRNEFHLEZFXE , FSHEEH (ERUHEEREFH Amazon EC2 KA ) H
DIEFHE, MRZICHEEIBENEFRLEEFX , FOEXRI BRI D,
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Storage Gateway By API &

BRT BEREEIAN |, BIETTLAER AWS Storage Gateway APl AR A REEMEBEHNMNK, KT
48 AWS Storage Gateway BIE. BRRIEEREBMEIRLGE, BX Storage Gateway A I X
BMinERNEER , FZH (AWS —iZE) F# AWS Storage Gateway i S A B H,

(@ Note

EFF &AM FARERF AWS SDKs B, th AT LA AWS Storage Gateway, AWS SDKs & F
Java, .NET # PHP B9 API % TFF‘ AWS Storage Gateway APl , \Tf&l{t T B RIZE
L, BXTEFALAIECENER , BSRRHIMREE,

N

FH

« Storage Gateway H4ERiERIFL
- NBERHITER
o EHRWE R

- BE

Storage Gateway A FHIERFRL

B D HIRIEEIX @ Storage Gateway Kix POST BRI AMEAMIIRK, BFF HTTP Xk TEHEA
BRBIBXRBERNBAGE 2B EFLERRANRE, BROBBURRTERATERREERNNE
Bo BARDRNE , HAFFEER,

LU RBIE R T ActivateGateway R E 5 I FRK .

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date;x-amz-target,
Signature=9cd5a3584d1d67d57e61f120f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2
x-amz-date: 20120912T120000Z
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x-amz-target: StorageGateway_20120630.ActivateGateway

LR RMMBETE Storage Gateway KiEH POST ERHPWIRL, THEHERHIEL “x-amz” FFLHIFR
BR AWSHEHERE. JIHWEMPTERLITN HTTP ESHEANZERL,

N iR

Authorization BORLEEEXBERNBESR , XEFEELLL Storage Gateway ¥
EFRRBBENFRENBRIRE, ZRLHNBRIXNOTRAR (HEFHEIE,
NI T #RATR)

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

HERIEMNIEESD |, B LS EYourAccessKey®E, AFAB (yyyymmdd),
Xig#, CalculatedSignatureIZRIrLHIENEH AWS V4 EEFENER
RE. FENFAGEEREETE N BFRH#ITZSR PHTITR,

Content-Type ¥f application/x-amz-json-1.1 F{EFTE % 1F Storage Gateway
MERNABRE,

Content-Type: application/x-amz-json-1.1

Host FEREVRLIEEBRZIZE RN Storage Gateway M Kim o i
W , storagegateway.us-east-2.amazonaws.com =XER

B (B BN ) XEMwR. BX Storage Gateway Al A R E 2 (S
B | iB5H (AWS —&5ZE) 8 AWS Storage Gateway Ui =2 M BLE o

Host: storagegateway. region.amazonaws.com

x-amz-date WVATE HTTP Date PR3k Ei#rk A AWS x-amz-date EESEIE,
(Ep HTTP BEFREXHT A FEIREDatebrk, ) HEFHE x-amz-
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PR iR
date #RkAY , Storage Gateway S7EiF R iF Hi B 2 B&4E {7 Date #R
sk, x-amz-date BRAHAIME YYYYMMDD'THHMMS'Z' #=XH 1SO86
01 Basic, fMNRERfEMADateRx-amz-date ¥ , M| B PIRBAIHE RN
R&H 1S086 01,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target ZARKIETE APl BRI R B EFERWIRE, BIRRkBEBELES APl IR
A APl B mEK , EERXMT,

x-amz-target: StorageGateway_ APIversion .operationName

RIEBFE (Bl ActivateGateway “” ) AJBAM API 5k F#El, Storage
Gateway BJ APl &

X IERBITER

Storage Gateway ER B FERH#ITZR , RIIFMEAENENERNE B, BEANBFREEREITE
BFEZE , NTTHERZ R, MERAEREAANTREKE -—KFENER. NRFEHENEBARNE
BIELNBERXANBRLEZH. BHERBRERFE , B ZETEEERTD , EILER., ZZH
RIRMESRM Authorization #RkMI—E 5

FEWE|EERSE |, Storage Gateway FEAZA TN ZBERH#ITSENER —BHERBEMNMAERITE
ZE, MRAMBXEEZERPWESEMTE , N Storage Gateway LB iZER, BN , BFRFHIE
“i,

Storage Gateway X#FFEH AWS LR RA 4 HITHHRIE, TELENIBRTDIH=MES .

- £S5 1 SIEMTEIER

FEN HTTP BREFEEII AT, KAEANTIRN , BN Storage Gateway EEHITEX
BUBLRENEZHTHRINERR —REER,

- 52 SIBBETFHE
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BE—NFHE  NEFHFRAELNNZERFZRBMAETHN T, ZFREHRNEGEFZHE 2
WAREEEN. BRAH, TUETEFHFRUARKE L—EFHABLBERNES. RIEEFHFH
rERBH. XEMRSEENES.

« 15 3 BB

ERAMPZEGHFHBNEWERUELE , ZHBEIFHRAZTS | FEXFFRIRERH, RE
ZHNTERZRMNENLETRZHTS  RAEERARIDIEFZARER-RIETRF/HEES
¥ UEES () HMACs,

KOILERITE

LT RIS SE T A ListGateways BIBZEMNHFAEE . ZROITRERELNSHITERENS
Z, HihsEiTE 5 E8E1E Amazon Web Services 1AL RNZEEZ A 4 N EHA,

RAOIBREAT &M :

 IERAVETEIE N “Mon, 10 Sep 2012 00:00:00°"GMT,
« IWREREEFRI (HEZEM ) X,

BAERIEE (B JSON IEX) 4 :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
x-amz-target: StorageGateway_20120630.ListGateways
{}

NES 1 BIEFSTIERITENERIERER -

POST
/

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T000000Z
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x-amz-target:StorageGateway_20120630.ListGateways

content-type;host;x-amz-date; x-amz-target
44136Ta355b3678a1146ad16f7e8649e94fb4fc21fe77e8310c060f61caatf8a

API ( S{E{T Storage Gateway APIs ) ;& B EHSH.

ESF 2 HEGEFRE NEEFNTEHER

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c@effabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

ARZZBNFERNE—TREE , FTITRNEAR , F=TRILEBERE , ZFE—TRES 1 #IEHE
REWRFHE.

NFES3: BELR , REBHURTH :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"), "us-
east-2"),"storagegateway"), "aws4_request")

MR EFEIHR L |, wlalrXUInFEMI/KZTMDENG/bPXRfiICYEXAMPLEKEY /A |, MitEHNZE
o

6d4c40b8f2257534dbdca9f326f147a0a7a419b63aff349d9d9c737¢c9a0f4c81

BRALBEEMIE Authorization ¥k, XN T EREZEH AKIAIOSFODNN7EXAMPLE |, ¥r@ ( F
TETEEE, FNTIHRTHE) 2 :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdca9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81
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https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html

AWS Storage Gateway BRXAFERE

=a L]

£}

. %

- BEHRKD
o« SRIRNE R

AITIRE A X AWS Storage Gateway RIS EFE B, XEHEIRUEIRGISATERE

BIRRBRT., 0, MRBEREEFEEE , BALHE API 10 5K B£8R 5154
InvalidSignatureException. {E& , ActivationKeyInvalid{XR[E ActivateGatewayAPI Y
BESRNKE,

BIFEIREBEWIER , Storage Gateway AIEERIREIHIN |, & AT AL A RTIR EFI A FIRELE IR,
=P AERTIRERN R,
%

T&RYIE T AWS Storage Gateway APl %, 2 AWS Storage Gateway 2 /EIREI4& IR @ RIAT , 1 K7
EXZEHF—NRE, InternalServerError M InvalidGatewayRequestException iRE]
BREERKE (RUBSENRERRAEBN REESRRE HERB) 2—

BN SHE HTTP IRASRE
IncompleteSignatur EENEETTE, 400 #ixR1ER
eException
InternalFailure HTELKRANEBIR, REIABESHEF 500 NEBRSEE
RAE KM, %
InternalServerError —MEESBIRRBEEREERB, 500 NPRSER4E
%
InvalidAction BERIVBRIET R 400 EBiRER
InvalidClientTokenId B IEFHRFERM X509 i 403 2 5[]

F AWS 1 RIZEHA 1D,
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html

AWS Storage Gateway

BMXAFERE

IE)N

InvalidGatewayRequ
estException

InvalidSignatureEx
ception

MissingAction

MissingAuthenticat
ionToken

RequestExpired

SerializationException

ServiceUnavailable

SubscriptionRequir
edException

ThrottlingException
TooManyRequests

UnknownOperationEx
ception

UnrecognizedClient
Exception

ValidationException

h 74
HE

BRERIRNAE PHNRERRNEER
Z_o

BITEHNEREZEERHUNES
TIEE, REER AWS HEZAFNE
=P

BERPBERT —NMREERETSH

\

BRUMDEER (BEME ) AWS
R 2348 ID = X.509 i+,

FRELS BRI ERTE (A 15
2 HiER) | SRR AEE RV AT R
15 2%,

FHM{LHRE B iR, EE SR JSON
NBEHREBERY

BT RS 2R R £ Im i i fE S BuF Rk &
Mo

AWS 5 E1%24A ID EEIT HZBRS.

BRREH,
B ZER,

IEE T RHEIE. Storage Gateway H

HYRAE BRI T B RRE.

BFRPEENRETHER,

RMASHNET ERSEELTE,

HTTP RS

400 HHiRIFER

400 $RiRER

400 fHiRER

403 ZE1E 15

400 #HiRFER

400 fHiRER

503 fRS A A A

400 £FiRER

400 £BiRIE 3R
429 ERE %

400 BiRER

400 £BiRER

400 £Hix1ER

Ju

Fk

API fR7s 2013-06-30 271



AWS Storage Gateway
BREHERARE

THRETRT AWS Storage Gateway EREEIRKB R AT SURERES APIs B£8R 5 2 8] 1Y AR
5, REFFERERIRNE , BEREPMENAN—BKFE ( InternalServerError
InvalidGatewayRequestException) Z—.

BMXAFERE

RS RN HE IR E IR BRI
ActivationKeyExpired EENBEZAST ActivateGateway
5,
ActivationKeyInvalid EENBUEZHA TR, ActivateGateway
ActivationKeyNotFound KT EENRER ActivateGateway
o
BandwidthThrottleS EABEENTRR DeleteBandwidthRateLimit
cheduleNotFound il
CannotExportSnapshot TESHEENRR, CreateCachediSCSIVolume
CreateStorediSCSIVolume
InitiatorNotFound BIREEENBSHE DeleteChapCredentials
FFo
DiskAlreadyAllocated EEN#AE S P AddCache
AddUploadBuffer
AddWorkingStorage
CreateStorediSCSIVolume
DiskDoesNotExist EEN#ERFRE. AddCache
AddUploadBuffer
AddWorkingStorage
CreateStorediSCSIVolume

BRAEEIRAE
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

AWS Storage Gateway

BMXAFERE

BREHEIRNKD

DiskSizeNotGigAligned

DiskSizeGreaterTha
nVolumeMaxSize

DiskSizelLessThanVo
lumeSize

DuplicateCertifica
telInfo

h 74
HE

EENHMEZBL GB
NEHEAY,

EENEE X NET R
BEXN.

EENHME X MET &
BERN.

EENIEBEERE
o

iR M I £R IR A RD AV IR AE

CreateStorediSCSIVolume

CreateStorediSCSIVolume

CreateStorediSCSIVolume

ActivateGateway

BRAEEIRAE
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html

AWS Storage Gateway BRXAFERE

BRIEHRRE HE IR [E] bR IR B Y IRV
GatewayInternalError HH E P 5% R BB R 1R o AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html

AWS Storage Gateway BRXAFERE

BRERIRKB SHE IRE PR IRRBRIRE
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWS Storage Gateway BRXAFERE

RS RN HE IR El £ IR B RV R4
GatewayNotConnected RBEEEEENMX, AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html

AWS Storage Gateway BRXAFERE

BRERIRKB SHE IRE IR B R IRE
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWS Storage Gateway BRXAFERE

BRIEHRRE HE IR [E] bR IR B Y IRV
GatewayNotFound KA EEEN R, AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html

AWS Storage Gateway BRXAFERE

BRERIRKB SHE IRE PR IRRBRIRE
ListLocalDisks

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWS Storage Gateway BRXAFERE

BREHEIRNKD HE IR [ 5 IR A ED AV R 4E
GatewayProxyNetwor EENMXKEMSE  AddCache
kConnectionBusy i,
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html

AWS Storage Gateway BRXAFERE

BRERIRKB SHE IRE IR B R IRE
ListVolumes

ListVolumeRecoveryPoints
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html

AWS Storage Gateway BRXAFERE

BEERKE HE IRE A RRBHRE
UnsupportedOperati WNFXEMK , EEEHN  AddCache
onForGatewayType BELTH.
AddWorkingStorage
CreateCachediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteSnapshotSchedule

DescribeCache

DescribeCachediSCSIVolumes

DescribeStorediSCSIVolumes

DescribeUploadBuffer

DescribeWorkingStorage

ListVolumeRecoveryPoints

VolumeAlreadyExists EFEEENS. CreateCachediSCSIVolume
CreateStorediSCSIVolume

VolumeIdInvalid EENBTH. DeleteVolume

VolumeInUse EENSEEEFEAD. DeleteVolume

BRAEHIRRD API jiZx 2013-06-30 290


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
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https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
https://docs.aws.amazon.com/storagegateway/latest/vgw/MaintenanceManagingUpdate-common.html
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https://docs.aws.amazon.com/storagegateway/latest/tgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
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https://docs.aws.amazon.com/storagegateway/latest/tgw/backup-netvault.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/backup-netvault.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/backup-netvault.html
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https://docs.aws.amazon.com/storagegateway/latest/vgw/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.aws.amazon.com/storagegateway/latest/vgw/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.aws.amazon.com/storagegateway/latest/vgw/resource-gateway-limits.html#disk-sizes
https://docs.aws.amazon.com/storagegateway/latest/vgw/resource-gateway-limits.html#disk-sizes
https://docs.aws.amazon.com/storagegateway/latest/vgw/migrate-data.html#migrate-data-volume-cached
https://docs.aws.amazon.com/storagegateway/latest/vgw/migrate-data.html#migrate-data-volume-cached
https://docs.aws.amazon.com/storagegateway/latest/vgw/migrate-data.html#migrate-data-volume-cached
https://docs.aws.amazon.com/storagegateway/latest/tgw/CreatingCustomTapePool.html#TapeRetentionLock
https://docs.aws.amazon.com/storagegateway/latest/tgw/CreatingCustomTapePool.html#TapeRetentionLock
https://docs.aws.amazon.com/storagegateway/latest/tgw/GettingStartedCreateTapes.html#WORM
https://docs.aws.amazon.com/storagegateway/latest/tgw/GettingStartedCreateTapes.html#WORM
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https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/migrate-data.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/Main_monitoring-gateways-common.html#cloudwatch-alarms
https://docs.aws.amazon.com/storagegateway/latest/vgw/Main_monitoring-gateways-common.html#cloudwatch-alarms
https://docs.aws.amazon.com/storagegateway/latest/vgw/create-volume-gateway.html#connect-to-amazon-volume
https://docs.aws.amazon.com/storagegateway/latest/tgw/create-gateway-vtl.html#connect-to-amazon-tape
https://docs.aws.amazon.com/storagegateway/latest/tgw/create-gateway-vtl.html#connect-to-amazon-tape
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https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#performance-tgw
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#performance-tgw
https://docs.aws.amazon.com/storagegateway/latest/tgw/GettingStartedCreateTapes.html#CreateTapesAutomatically
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https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html

AWS Storage Gateway

BMXAFERE

£ Linux £3X#F IBM Spectrum

Protect 7.1.9 , X TR M>x |

R AH™ A/NEHE 5 TiB

% ¥ Amazon CloudWatch B

oM

#AWS X1

#AWS X1

B} T 7€ Microsoft Windows
EET29 , M

EIE T Linux EiE1THY
IBM Spectrum Protect (Tivoli
Storage Manager) 7.1.9, &
XEZER , 82 H (Storage
Gateway AP iEmE) &
F 1BM Spectrum Protect Uiz
BHRE. A N THEMN
x , BRI RAKNDIE
M 25TiB 8% 5TiB, Bx
E%EE |, i55H (Storage
Gateway AIF18F) FHETT
iR

WiE , B LAER Amazon
CloudWatch B &4 B & L4
Mk, BUIRBEXRERUK
M x &k HERNZETIRREE
H, BXEZEER , B5H
Storage Gateway f FFiERE
R IRENE X M2 TR0 L
S CloudWatch HEHA IR
HBAL,

Storage Gateway ¥ B £ &K
WX (EFE) Xig#EH, Bx
BZEE , BSH (AWS —
fixZ%E) B AWS Storage
Gateway ¥ = F B 8

Storage Gateway ¥l 21 #
R(BEM) XEHE, Bx
BZEE , BSH (AWS —
fixZ%E) B AWS Storage
Gateway ¥ = F B 8 o

2019 9 A10H

2019 9 A4 H

2019 8 A14 H

2019 7 H29H

API hZ 2013-06-30 301


https://docs.aws.amazon.com/storagegateway/latest/userguide/backup-tsm.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/backup-tsm.html
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https://docs.aws.amazon.com/storagegateway/latest/userguide/resource-gateway-limits.html#resource-tape-limits
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https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups
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https://docs.aws.amazon.com/filegateway/latest/files3/smb-acl.html
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