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. EEBEN
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BEFEASEES , UL Amazon S3 REXEHIERME , RFHGLXE HRINEIERE Storage
Gateway FA#RE, EELSUHKBERERET BRI FHEEM KK , AN NENNAREFRREX
HERABENREERE, BuLAEBRESIE 32 TiB WEFE@ES | HAARtNAREF RS 25N E M
7 iSCSI & %& ., MXFEAXLEEPPEIEFEMTE Amazon S3 F |, HNEEEEWHIEREER M
Storage Gateway HWEFM LZZ P XF@EH,

EEENARNEERUE 1GBEI32TB, HAEXANE R AR RELN GB B, NEFEEENE
ARAAUZRERS 32 M8 | BB AREESE KRN 1024 TiB (1 PiB).
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TEEMXESAMENEENRNEL, EEHEMNNERNAF A LA Storage Gateway 2 &l &
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B R A A FF & 5 Storage Gateway REW N AERF. AWS SDKs AWS SDKs A F Java, .NET
M PHP B £ % T K2R Storage Gateway API , AL I RIEES. BXTH SDK EWNEER , B
Z®) AWS FF & A B H D

BXRENMMEELR , 21 AWS Storage Gateway Eft»

AWS X13 X #F Storage Gateway

AWS XiF 2t E AWS BEZNATRAXNYENE, TAKH—MRZMEIT AWS HEREH LA
B, BNBEPLHEEARBIR. MENERE , L TAENRE, XEREEMNXBEYE L
AWS Xif #BR2 A , HEm FTHMXE, XGRHAEED. REMEFEY , 2 URDER,
BRIEmERTME A AWS RS EEN S EITEE  BNEE —NXENEN R BT EE T EMEMXE., 4
#n , Amazon S3 ML Gk EC2 XIFEXFEF. FLMRS ( AWS Identity and Access Management
flan ) ZRBEXEER. BUREBRLSERWB NS AWS BIR. fli , BAgEHEF 3N Amazon
EC2 LR H AWS Storage Gateway i &Z & AWS X5 ZERUM , AMEEEIAROMNAF |, HEH
BERER, BALAWS KPP REHFE RS XML XS A EER,

. FHEMNX-AXREFN AWS X H T B F Storage Gateway B AWS IRELKXIHT 2K |, HSHF
AWS Storage Gateway L im i S ME#H, AWS —fik5ZE

- Storage Gateway BHIRZF—EXEHFREZAUFERAN X AWS XiF , HZSH P HAWS Storage
Gateway R % Xig, AWS —fif5E
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BRESMANER

BRIEZHULE , BNAMAEMNXEERFZHEUTER,

F&

- BHMEF#EER

« WM RIBER

- EXENEEEREFNENER
- BXKW ISCSI BFEF

EF M7 R

FENARXWREEHANRBER , URNFIEEHIRNR HETAE.
RE LML 4R B3R

EEEMKE , BLAARBEMNKELDNEMEHEBIEUATHROER

« DL VM AN E L E R,
« NTFEMX , EHBEARER L THEN RAM :
- WFEEFEXDNTES 16 TiIB HIMx , E 16 GiB #5 RAM
- XFEFEKRNPMN16TIB E 32TiB HIMx , E 32 GiB ¥ RAM
- FEEFEKR/NN32TIB E 64 TiB HIMx , M 48 GiB ¥ RAM
-+ 80 GiB #W&E =M , AT ZEEUNRENREHIE.

BXEZER , BSH RN, BXREADNMAEMMX VM HEENER , 5 AWS
Storage Gateway Ei &,

% Amazon EC2 SEfIZR B ESR

#£ Amazon Elastic Compute Cloud (Amazon EC2) EZFEBM <At , Kl KD SMEADH xlarge , FIK
TREEIH, B2 , ¥ TFIHERCEIMRY] , K/NABREDH 2xlarge.
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® Note

FEERMRX AMI X EfEAR4FRE AMD L EJWE T x86 VEH|F;RAE . ARM-based T X #FHfE
A Graviton &2 231 SE41,

(® Note

M X AMI FEE X UEFI B Amazon EC2 £ E,, MREEFHK
BIR B #4548 BIOS B3y , MiZEplELEB EXEBIHEZTRARE, £/E
HMR 2B, BRIARIEFNEFIERE T UEFI Ba). EEEXMIXRB X FHLER
& , HIAA DescribelnstanceTypes Amazon EC2 API ##4E, ABEE R+
#ISupportedBootModesFER, UEFI J53) X th faE X o] A X 13 &

X FBMK , Amazon EC2 RN BRFEEIT KA T RN EF K NMEEATHERN RAM :

s NFEFEXNFEE 16 TIB IMX , fiE 16 GiB B9 RAM
« NFEEFEAR/PMH16TIBE 32TiBHIM*x , fiE 32 GiB B RAM
e WFEBFEK/NR32TB Z 64 TiB WIMKL , & 48 GiB £ RAM

ER RN ERNMRRBEEEN L TRBIRE 2 —,

HERTEES

« General-purpose SKBIFRF — m5 5 m6 SELFIKE,

« Compute-optimized K| FR % — c5. c6 = c7 EKHIFKB, % 2xlarge EHI R/ NRE KRB K/, B
HEFTEN RAM EX,

« Memory-optimized SEFIR 5| — r5, r6 =K r7 SEFIZEE,
- Storage-optimized SKHIR 5 — i4 =% i7 ZPFIKE,

BT VM #Y 80 GiB i EZ ZH A , BEEE RN KIZEHMBEE,

TRNFTEBORKESE T AR FEBIARDN

FHEER API k7 2013-06-30 9
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B3] 2% (&)H Z7F (&KX HEEHX EEEHKX Hibh SR TR A
H) H) (&/ME) ( &RXME) R
BEEMKX 150 GiB 64 TiB 150 GiB 2 TiB —
EEEMX — — 150 GiB 2 TiB —ANFBA
BFE®s
® Note

BAUNEFEN LEEPREE— MRS IMTELIKRAREN A KR,
EOREMXAMNEFR LEZPXET , FEH ( EERF N Amazon EC2 K4 ) el
2, XREE. IRZHEHHESIBENEFHLEAZEFX  FOEXIBTHEN KD,

BRMXRBAMNER , BHSHEAWS Storage Gateway Ftdil,

P 4% 701 By K 18 22 R

BHMRFEZEEEN Internet, ML, HE RS (DNS) RSF=R. BHAE, BEARZRFNHRAN, T
XA, BEURFAEXAMEBRONGE , F7THROAIRTREUAFESR K EMEBAFETIE R,

(® Note

FERLEFERT , BALE Amazon EC2 ELEBF#MNX , AEFAHMRBENTE (BELX
#h) , ARBRE AWS IP i SBEHNELZ LK, EXERERT , H AWS IP SEEELXERE
{Let | WM XATREQ BRI RFEERIE, BFEEFEAN AWS IP H31t3E Bl{E A T8 30E R <
B AWS XTI SRS FEP, XY IPSBEE , HSH (AWS —fE3E) FM AWS
P #b3itSB o

(® Note
METREREAMR LEMNTHNBEEMR. KB TR., BENEHRNXELEE
100Mbps, EHBBEAKNIREZFENITEARFTENTR. EEEBRT , BOUUE
Amazon EC2 L} Storage Gateway = fif i H L R 2B

P L& TR K EE R API R4 2013-06-30 10
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BMXAFERE

£

- IKOER

+ Storage Gateway R85 % B9 W 4% F Bh A i B R

« fo¥F AWS Storage Gateway &3 Fj5 X 1% # 2& F5 85 177 9]
- BiiE Amazon EC2 MXEHIHN L LA

O ER

BRRFEATRER BT EHNE RS , TREKDHBIENRE. FERAORMBEMKRAAAEN , M

Htiw AR THEERE , flanEES VPC i RET,

BM B Iw A0 ER

Mg  RIR B ¥R I A Ah b
=

Web 3 &8 Storage TCP 80 v v
ol Web %  Gateway HTTP
% VM

FA 2 3t
REH
TIREX
Storage
Gateway
BUEE
o X
£ Or
Storage
Gateway
REH
[E] {5 A
¥ H
80, Storag
e
Gateway
VM R
EZRT
AFFI
] i H

i O ER
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MaEx  RIR B R X WwH N i uh Sl )=5
=

80, i
M 80 Ff
= RN}
&) 4% A
BURT
P 48 B
B, 40
RIEMN
Storage
Gateway
B
Hil & B
mTH
>, 0
BEE
Elz=
=0zl
I EH
DAIPRS
ZES
A 80 &
BiAE
R,

Web x|  Storage AWS TCP 443 v v v AWS &
WER Gateway HTTPS ikl
VM A (Fr
BHAM
B]1E)
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BMXAFERE

ML KR

-

DNS Storage
Gateway
VM

B #R

b
RS
(DNS)
RS

ISV WA A¥h
TCP # 53 v
UDP

DNS

v v BT

Storage
Gateway
VM #
DNS Ak
SRz
] By &
&,
AT 1P
E o

ROZR
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BMXAFERE

MaEx  RIR
E

NTP Storage
Gateway
VM

B #r

) 4% Bt
8]
(NTP)

R S585

TCP A 123 v
UDP
NTP

X} ==
TR

PN
SRAT
& VM
BtR &
E=1:N)
EEE:7

o Storage
Gateway
VM &
B E
NN
NTP AR
&

e (O.amazon.

pool.ntp.
org
1.amazon.
pool.ntp.
org
2.amazon.
pool.ntp.
org
3.amazon.

pool.ntp.
org

(® Note

| X H X

ROER
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MaEx  RIR B R X WwH N i uh Sl )=5
=

=
Amazon
EC2

i

i)
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BMXAFERE

R 45 7T
=

Storage

Gateway Gateway

Storage

Gateway Gateway

0 5

CloudFror Gateway

t

HRIR

Storage

VM

Storage

VM

Storage

VM

B #R

Xt
4

\!
1]
N
2

AWS

AWS

w
IR

X

TCP
SSH

TCP
HTTPS

TCP
HTTPS

22

443

443

XE A
i ]
Nl
3% 1A
#5 By I8
i R
< (6] &
o BT
=
Lm0
B3R
AP S
WIEE
B

B 7EH
1TIE &
HEE R
EEm
. &
K
ity = Y
IES
BESH
X F i

W\ 0

B

#a

ATH
5]

ROZR
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MaEx  RIR B R X WwH N i uh Sl )=5
E

VPC Storage AWS TCP 443 v v v* EEER
Gateway HTTPS &
VM
MRERE
A VPC
i R B
TEE
VPC Storage AWS TCP 1026 v v P2 mE
Gateway HTTPS MR =
VM
RERE
A VPC
i R B
TEE
VPC Storage AWS TCP 1027 v St Anon 12
Gateway HTTPS il T A
VM (AT
BUE )
MRERE
A VPC
i SR B
TRE
VPC Storage AWS TCP 1028 v v* KRB
Gateway HTTPS =3
VM
MRIERE
A VPC
i R B
TEE
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BMXAFERE

R 45 7T
E

VPC

VPC

VPC

HRIR B R X

Storage AWS TCP
Gateway HTTPS
VM

Storage AWS TCP
Gateway HTTPS
VM

Storage AWS TCP
Gateway HTTPS
VM

1031

2222

443

¥ KB
v e
v e
v v

HER

RIEfE
A VPC
ity S B
TEE

ERAT
VPCe
# SSH
X B

B

RIEfE
A VPC
Uity S B
FTEE
AT
BX#EF

BiE

EEE

#a

RIEfE
A VPC
Uity S B
FTEE

i O ER
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MET KR B R I WwH Ah H ¥4 OS] EE
=

iSCSI iSCSI Storage TCP 3260 v v v AT
EFW B Gateway HRE
VM EEE
=LAPS
NI

iISCSI

B #ro

TEERTEAXH Volume Gateway ZPEM ML HE,
4 N 4 N

TCP 443 (HTTPS - data and control)
Tape Gatewa
TCP 3260 (ISCSI) P y | _ ToP22(supportchenne) |
—-OR - Storage Gateway
Volume Gateway \_ Service Y,
iSCSI
Initiator
——
TCP 443 (HTTPS - activation)
\_ J
A
TCPIUDP 53 (DNS) ' lUDP 123 (NTP) Amazon
: CloudFront
|
|
DNS Server ! NTP Server
|
|

TCP 80 (HTTP - activation)

D _________________ TCP 443 (HTTPS)

Web Browser AWS
Management Console

-

Storage Gateway W4 1% 2 B P 485 F By X 3 E R

" Storage Gateway BH R ZEEEUTHERS :
* Internet 7R - B IR 2 LW EANLZZOKIE Internet B K A M LK ERE,

B & B M E M KR ER API k7 2013-06-30 19
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BMXAFERE

« DNS %5 - B TH#E#HiRZ M DNS BRS5 85 2 [AIRYEBISHY DNS BRS.

s BERY - X015 R BB ER Amazon NTP BB fRS
o |P H#dt - E4OEH DHCP =84 IPv4 bk, T £ B IPV6 ik,

R PowerEdge R640RSHFNEHE LM EMNE RO, NERE (ENRSHETE ) , XEIRD

WTRFAR :

iDRAC
eml
em2

em3

o & 0D =

em4

&I LAE A iDRAC s OBt T RS 22 E

8080
HTTP  —>»

(activation only)

O
?I

— —=
Corporate Network

BHRRERTEN T RO S8BT,

Storage Gateway
Hardware Appliance

443 )
HTTPS

22
SSH

123
UDP/NTP

53
DNS

—» 54201223107

I —3y *.amazon.pool.ntp.org

——» DNS server(s)

*.aws-gw.<region>.amazonaws.com
s3.<region>.amazonaws.com/s3.amazonaws.com

I3 wa B E KR BFrLiE i EA

SSH 22 vk BHRE 54.201.22 YEFRE
3.107

DNS 53 b EHRE DNS %25 BN

UDP/NTP 123 b EHIRE * _amazon. NEIEEZ
pool.ntp.
org

EHE R B REFI P K ER API Wz 2013-06-30 20
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71 iw O B R BRI E oA 68 A
HTTPS 443 H vh BHiRE * . amazona HiELw
ws . com
HTTP 8080 N AWS EEERE BUE (X
St )

BERRITNARNET  BHEREFFZTEA RSN XEFIRE

- EREHESEPEREMAERNMNEED,

- BREANNZEORLTE-NTFMNF,

« NFFEEEMEEORMAN L E T A R QR AT RAUR

c BREED— I MEZOUXEFRMFRE, AXRESZFEE TSR LERHFRZENES .

(® Note
BRETRERSHEFARERONETR , BSRYEZERIHRZE

B —M4&4ZE DO (NIC) LHFRE IP tbit ( Tit—RATRXREREN ) BN TR —FNA, TRETRT
FuF xR,

BRI M EMPE X IEER API R 2013-06-30 21
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@Ie subnet \

.I
HostIP

(Configure on Hardware Appliance Console)

Lil

Service IP
Wﬁgure on Gateway Local Service Consoy

BREENRERHRBENEZER |, BSHFE A Storage Gateway B R E,

foiF AWS Storage Gateway @33 Bh X 1% F12& BH 25 15 1]

EHMXEBRTRFRMXBSLIRT RIS ZBE AWS, EMXRETRES , RE\EENMBHRE
IEFRMRE IR QKA aNSRAEF By K S SRR R 2R R I SR B 45 & | W 425 B i By K 43 M1 % FR 2 A
ARFXERSF RIS AWSH 1T HIEEE

(® Note

MBERNEENKEEFLE VPC KinT S LA FEEME HEE AWS |, NEHRAXFEEDR
BIAHREERN, BXxEZELE , i3 Virtual Private Cloud FBUEM %,

Fo VR IR B K 85 R0 B% R 2R 1T I X 13 18] API kg7 2013-06-30 22
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BMXAFERE

/A Important

BRIFEM<H AWS X3 | ERESLK T Rregionh BN EBHNXEFZRFE,

i S 2

FASNY
— Lol
PRER R

XELRT AXIFEMRIREN AWSZBIH IPv4 RE.

FTIEMXAIEHIEEE (anon-cp, client-cp, proxy-app ) FM#ERE (dp-1) BEHFTEUT

AR 55 i Ko

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com: 443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com: 443

HA APl FEEERA L TRXRS R

storagegateway.region.amazonaws.com: 443

UTREIREEREE (BERM ) X (us-west-2) FHIM X IRS i =

storagegateway.us-west-2.amazonaws.com: 443

Dual-stack i &

XELIET AXFMRIRZFNZER IPv4 M IPv6 RE. AWS

L

) /AN O

FREMXAVERGIERE (BUE, #HER. REF ) MEERE (BEER ) REGFEEUTICEKR RS W

/AN O

activation-storagegateway.region.api.aws:443
controlplane-storagegateway.region.api.aws:443
proxy-storagegateway.region.api.aws:443
dataplane-storagegateway.region.api.aws:443

FEVFIEI By K 4 A B R BR AT P 5% 175 1)

API R4 2013-06-30 23



AWS Storage Gateway BRXAFERE

AT API 8 A 78 B AE A LA T R XU HEAR AR 55 0w o

storagegateway.region.api.aws:443

LT ROIZZEAT (BBXM ) X8 (us-west-2 ) PHIMKXINHER RS R0

storagegateway.us-west-2.api.aws:443

FIPS %
XELKIGTREMXIEREZEBN IPv4 RE AWS , AEFSBKFEBLEIRE (FIPS),

FIPS MR EELL T RS i = sEdt TR #IEE 2 (anon-cp. client-cp. proxy-app) MHIFEE
(dp-1) #

anon-cp.storagegateway-fips.region.amazonaws.com:443
client-cp.storagegateway-fips.region.amazonaws.com:443
proxy-app.storagegateway-fips.region.amazonaws.com:443
dp-1.storagegateway-fips.region.amazonaws.com: 443

EAUTMXRSm AT APLER,
storagegateway-fips.region.amazonaws.com: 443

Dual-stack FIPS &Rix¥ =
XEARIFETEFENKIREZS 2B/ IPv4 1 IPv6 & AWS , &4 FIPS,

FIPS MXFTEU T RS m[AS e ITIRFIBRE (B, BHFE., RE ) MBEEE (HET
H ) #4F.

activation-storagegateway-fips.region.api.aws:443
controlplane-storagegateway-fips.region.api.aws:443
proxy-storagegateway-fips.region.api.aws:443
dataplane-storagegateway-fips.region.api.aws:443

{58 A BA T Rk XX AR 55 o |SUEE 1T AP I Ao

storagegateway-fips.region.api.aws:443

Fo VR IR B K 85 R0 B% R 2R 1T I X 13 18] API R4 2013-06-30 24
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® Note

FIPS &inTi RINERL AWS XA, BXEZEER , B5H (AWS —ikZZE) F 1
Storage Gateway U &= FELE o

NTP BRS58%

FREMKXEMINZEEBEWEHRILT NTP BRS55 2R,

time.aws.com

@.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

NN B

BRAXFNLETR AWS KiE MRFiR/NTEIIR , §2RAPHNFEMXAWS — KRS E,
BLE Amazon EC2 WxEHl =z 4
ZEELEHXE Amazon EC2 RMAXFINARE, EEELZESAR , BIUEMITUTERE :

« REEATRFNAFRBIE Internet B/E AERE, ENRATFNXEZEEHRNNEHASENRHITEES, W
REBZEEZATXRFINZZEANAIEZETINx , RNBWER A FIRKO 3260 GEA T iSCSI EH#)
MmO 80 CEA FBUE) LHERE,

s BEEMNRRHNZLEHANIH Amazon EC2 EHLBEUEEBHMK , MEEARFNZENMN IP i@ i
O 80 HIT/E ANiEEE, MBLTEBEFEINMN IP thit , MAUITHH O 80, BUEMX , REE
SERUBCERE MO 80 LAYIFIE.,

o RYBER X3 im0 22 BHITHEHRE |, TAFFEKO 22, BXEZEL , BSR L& F A8
FICHERR EC2 M= fifE,

EREBERT , BRI LAERA Amazon EC2 SRBlERBaERF ( BN , EEEIEEEE Amazon EC2 £
Mx LR ISCSI B ) » EXFBERT , BRI EHE—FIERNTRNAE

1. BREERNXEENZEAT B BEHEFREA,
2. BNEBFENR , AERHERFAISMXHEITERS.

BXENEHMRITRNRAONES , T2REO0ER,
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AWS Storage Gateway BRXAFERE
ZXENEBREFMENER

IER U E P RE N B L (VM) IR B R EEHFIRBEARMIZIT , A BL AWS /EN Amazon EC2
KBIHETT.

(® Note

XHMK 2.x, Volume Gateway 3.x Hl Tape Gateway 3.x EEZHL£B3
( loader_secure=no ) ¥y UEFI Fzh#E X, BIX T3 qcow RESREMHE— xml XHEHR RIE
RERE.

(® Note

LHEFERNENEBREFMAN — MR TN |, Storage Gateway #4545 R 1ZARAH X
B, BXIBFRERAEEEFNEACGE , BSREERHHN X,

Storage Gateway XIFUA T EBREFRAMEN :

« VMware ESXi EE\WISIZRERF (RA 7.0 8.0) : W FIi&RE , £FEE VMware vSphere & i
TREIEER EM.

o 3k Hyper-V ERIHEERERF (2019, 2022F H2025F A ) —EHTHIRE , REEEHK
Windows & F i it &l L Z &5 Hyper-V EEEE T 80EZEI =N,

« Linux Kernel-based E##l (KVM) — — & B2 T IRELMLE AR, Linux 2.6.20 RESRAHEH D
¥&7T KVM, Storage Gateway B2 M1 H £ 1F CentOS/RHEL 7.7, Ubuntu 16.04 LTS #1 Ubuntu
18.04 LTS K1ThR. EAEHAIN Linux KITHRATBER R , EFBERIETIRES M RE. MRBEELS
HHEZETT KM BEH BERELHE KVM W ITERE , RNEBWUEALIE, EXBIUNEIIE
B , i[5S RRRMI aws-storage-gateway. xml X, XHMx 2.x, Volume Gateway 3.x l Tape
Gateway 3.x EEZ AL 2/F3) ( loader_secure=no ) ¥ UEFI BzhE X,

« Nutanix AHV ( Acropolis Hypervisor ) M 10.0.1.1 lxFF# , X2 — N EMRE Nutanix BEtE Ei 2L
(HCI) &R A RPH KVM-based ERMLFE A,

« Amazon EC2 34l - Storage Gateway £t T — N2 EMX VM BEH Amazon RS &G (AMI).
£ Amazon EC2 E RgEE M. EFEBMBTFTM XX, HXW{AE Amazon EC2 LEPEM XY
BE , BZRANEBMXIE B E LK Amazon EC2 K4,

- Storage Gateway B#ig8% - N TEEEREMVEM BN LE , Storage Gateway Rfit 7 YIEE
TR & SRVER At TR B IR TN,

TRRHNEERFMENER API R4 2013-06-30 26
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® Note

Storage Gateway T X 3FM 5 — N M < BE HA LAY 1R B =5 52 P& B 2 A BB LAl = M. Amazon EC2
AMI REM X, MREEHM*x VM HIHFE | HEEFTMXHFENBERERZN*x, X
BZER , B MNEBNEAXHAFRE,

Storage Gateway T XX #EHH AN FHEL AFHIE,

TR ISCSI B
HEERFEREFHEEMAN , ATLEMX 4|2 iISCSI 75,
T ERERIX L iSCSI 1% , Storage Gateway X#FLL T iSCSI B EF :

« 4%k Windows BRZ88 2022
* Red Hat Enterprise Linux 8
» Red Hat Enterprise Linux 9

« VMware ESX BaEF , ERM—ME VM W RERERSTEABHEFNERST E

/A Important
FEMARTZHFRE Windows &P ik Z B Z 1/0 (MPIO),
MR EHEA Windows Server KB &R (WSFC) thi@ii 8 , Storage Gateway X iFfF%
NENER—1NEXEK, B2, MWEFRFEA WSFC , REZLZFEZAEWNEEER -5 (F
m, HEIEEEE NTFS/extd STHREK ) o

F XK iSCSI BERF API R4 2013-06-30 27



AWS Storage Gateway BRXAFERE

£ Fl Storage Gateway EH#i%

(® Note

KiE FTHIBA - B 2025 F5 A 12 AiE , G BERM AWS Storage Gateway B#418%. FH
AWS Storage Gateway B4R ZHNIABR A A USEFERAHIREXE , BE 2028 F£5 A,
RNERER , BULIERZ AWS Storage Gateway FRFZ ARt M =im N AEF RN JLF L
BR Y =726 89 175 (R A PR o

Storage Gateway BEH R R —MYEFEMHIRE , EEATRIEMNRSHEEFTE T Storage Gateway
B, BATLAM AWS Storage Gateway B AW B4 EZ A TAEESISPHEF RS

BEHRFR— 1 SMEN 1U RS:H , EURERBAEEGHBER OB XERNRBVE, &
MEHBEEHIRER , BEIESTEMHRRSEMN AWS IKFXEB. BUERE  BHREaBIlER
HEPHNEFRFRERNE L, SAILLRBEARFEERN S3 XHMRK. FSx XHMXx, BiHMNxH
BMRRE, HTERFARE LHBXEMXRENIREREAF S LHEEMEE,

B X Storage Gateway B #ix % AILBUE M E AN X AWS X Xig5|&k , S FFH Storage
Gateway B IR & XIBAWS — RS %,

FEUUTLA o, AR BB < {A5) Storage Gateway B IR EZHITIRE, YIELTE, BH, BE.
BoE. B3, ERAFMIBRAY A,
£

 1RiE Storage Gateway ik &
- PEZEEHIRE

- BRIE#HRZEFS

- BEEHRZENESH

« BUE Storage Gateway ik %
- EEH#IRE LOIEMX

- EEHIRE LEEMX IP it

« NEHRZPBRMIERMY

« MIBR Storage Gateway B4k %
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AWS Storage Gateway BRXAFERE

R E Storage Gateway R R

@ Note

K1 EHIBA : B 2025 5 A 12 B , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BEHRBRWIABEF AIABREFEAHIREXRF , EF 2028 £5 A, £
RERFER , BELUERZ AWS Storage Gateway RS LE &89 28 3t M = i N A R2 7 i 1R) L
TR =FM#.

W F Storage Gateway Hardware Appliance & , &I LAERAEH R R R AREMSE , IRHE
RENRATELIEE AWS HEERZ., HESFENRESREIERFERAN AWS ik~ HEKEk,
BUEREE , BRI LAM Storage Gateway 2 #5830 S3 FSx XHMx, XHMK, BHMAXHEMN
Ko

ZENEERHIRE

1. PRZERE K AEBEFEENBEE, AXESZER  FSH YELRBEHERZ.

2. NEHREZ (EVIPv4 ) REBBRMPIARE 4 () ik, BXESELR , B0 REEHIREN
B Wo

3. HEFIEEN AWS KN ENE4RERRTE LBEEGRE, BXESER , BSH BT
Storage Gateway BH4i& & .

4. HEEHRZFBLUERX. RREZER , H5H QIEBMX,

EREHAIEE EIREM XIS N SEME Hyper-V VMware ESXi, ETF Linux AR M (KVM)
KU G FIREMXHNANMER. EC2

BnE A EF 7

LU LUSEARE LN T HAEEM 5 TB #BiNE 12 TB, XM LUREIER IH R P HIEREMETE AN
ZF AWS, MREBITHHE5TBES , NAABESWER/ 1.92 TB SSDs ( BIAERE ) M AE
& ZE 8 18 NZE] 12 TB,

KRG, BAILEREREAIRZ 28N SSD AMEBEHRE., MRECHEBRFRBAFEFREZ LN
ATAFMEEME 12 TB , HRITAT®RE -

1. FEARBEENH RE, AXRIMMARITIIRERNGEE , FEKR AWS Support,
2. ERBAMEAN 1.92 TB SSDs HERE.,
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W £& 32 O <%0

BEETHNIREZES , ©A[6EE A 10G-Base-T RJ45 441zl 10G DA/SFP+ M-,

« 10 G-Base-T M+EE :
. fE/ 10G Ky CAT6 8455, CAT5 (e) BT 1G W84
« 10G DA/SFP+ NIC B & :
- ERAKEK 5 KK Twinax AR EELLK
o BR/FERIRE SFP+ XFER (SR LR)
« AT 1 10G-Base-T #J SFP/SFP+ AT U % 8§ G-Base-T

YL R EHIR %

(® Note

K1 EHIBA : B 2025 5 A 12 B2 , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZNINEEZ - AT USEFERAHIREXFF , EF 2028 £5 A, 1
RERER , B LIERZ AWS Storage Gateway BRS 1E &89 25 3t F = 3 S A R2 7 15 1R J L
TR =176

BERZEF 1UAEAE  IREENSERBIZER 2 (IEC) FRAEMN 19 T HIRH,
FTRFM
BERFENEMREZ  FEUTEL

- BR&  AFE—R, BIUEARR,

s XFWMEZAL (BURTEAREPBIFEHOMEED R (NIC) ) » Twinax Copper DAC, SFP+ K%
B ( RAHEYER ) 5 SFP 24AR N AL BS, Base-T

- BENERSE , NBE. WIHNEBER (KVM) tIRERE R,

(® Note
ERITUTEF 28 , FRRIERE Storage Gateway FE4F1% % B9 W 4% 1 By A 15 25k AR #Y
Storage Gateway BHZ&WFIEER,
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VERFEMIRE

1.

FABEHREERE  HFERERIZSNRARE , BV R ELLZRRSH,

TERERTEHARENEE , TEHTE ?%EE;J? BAM, E7R2%, USB BEM iDRAC BV¥wH.,
%Eﬂ*ﬁ%ﬂ EE;‘J?‘E?%%EHKE’JEE#u% Eo

. 2 T 4
iDRAC T em om Power Power
em1 em3 Connection 1 Connection 2

A M 45 M BRI BRI SR IRE —FHo

2. WEERANERNERERE, T UALE—NEREE , EBRINENUE EXHNEREZEKESRTT
Ro
3. FLLAMEBESIFEA eml im O LURHBATFEH Internet ERE, eml w0 25 SFHY MY M 4K i
ANE—N(MNEER ),
@ Note
B IRRE T VLAN A4, AT EZFEARRHRENIEOIRE N IEFR L VLAN i
H,
4. MEEMIERI[EALR,
5. BXZAIEIR LM Power (BR) IHHKRNRSI[EL , W TFEFTT
A ERIZHERENEFRZIER,
Power
button
A ERIZHERENEFRZER,
T—%
IR EHREZZE &
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mRIEFREEH S

(® Note

KIEEHIBA - B 2025 5 A 12 B , A BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZMNINEF - AIUSEFERAHIREXFE , EF 2028 £5 A, 1
RERER , B LIERZ AWS Storage Gateway RS LE & 19 28 3t F =3 S A R2 /7 15 1R J L 7
TR =176

FITREARBNERE , ERsGFL2EREMRBEFE, BHRIEFHERM T —IMEHAT AWS &8
BEEERARD, BENHAMESHNTHZZFRENASRE AWS,

EFAEFREEHS , BEIEEMANEK , AFEA Up. Down, Right M Left Arrow #i%
ETHNARERELBS, A Tab BUERELEINFEAGBITE, N TFRELEE , EAUFEH
Shift+Tab BERIAFEEB3, £/ Enter BUREFEER , B EERRE LR,

BXHRNEFRZFEF AN  FERRERE , RESRTNENEERARFKFIRERD , REETHE
mEEE A

REEE R ZHD
ERRELHNEZEZEBRRL , PUTUTRE

a. XF SetPassword (iR E#B) , WMAZ , ARSI Down arrow.
b. XtF Confirm (#1A) , EFMAZE , AKF%EE Save Password (R7FHE),

BREFZBE , SERE4EHEET., TS Reml, em2. em3 Ml emd MEFEOMWNKES , HE
BLUTHEHRER :

- BEEML

- RS EHE
- EREB

- EH

- X EFESE

T—s%
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BEEHRZMESH

Be

ERFIREMESH

(® Note

K1 EHIBA : B 2025 5 A 12 B , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZNINEEZ - AT USEFERAHIREXFF , EF 2028 £5 A, 1
RNERER , BULUERZ AWS Storage Gateway RF ARt M =im N AREFIRUENJLF L
BR Y =126l B9 175 (R A PR o

EEARBEDFACEEHEFHATRETEEARFBZE (WHRBEHARZEFHEHAR ) 5, £
AUTEERBEEMEZSE , UEBHIRZ ATLUERES AWS,

R B P 45 3 ik

1.

HEERS , EREEMNSG , REE Enter, FHIEENERNE, BEEMKZNEE REFRSE L
4 MM EEORFMEOWN IP M DNS 8 , ASFEATHEMEOEE DHCP JESHuAY K
BT

NF em1 #QO , HITUATHEREZ—
 1%£#% DHCPEnter , RAFREAISENEE NI (DHCP) RFEBHELEWEMEZiRD IPv4 1Y

Mok,

Fie Tt  MERBEBESRPERM.

« ERBASHBETEnter AREEAS IPV4 i,

N em1 MEEOMABR IP ik, FMED, MK DNS RSS2t

SRR, EBRRE , REE Enter RRFEE.

(@ Note
BRT em1 24\, A AEALSEREEENEED, NREREEMED , ME/1X4M
NERPIIHN AWS i RQRERMHEBN R A ELERE,
B H %% 5 Storage Gateway T X FFMEBHEMEELR SEHIHIL (LACP ) o
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BUARBRER - N FREEEZ/MMEED , RAXAER S HEHRZ,

MEHIREH BT

1. &HBIRE , AFIKE Enter RIREE,

2. EEFEH , ABK Enter RREIXGETRH,
T—%

& Storage Gateway IR %

BUE Storage Gateway AR R

® Note

KIEEHIBA : B 2025 5 A 12 B , T BRM AWS Storage Gateway BHi&% ., FH
AWS Storage Gateway B4R ZHNIABRE A A USEFERAHIREXS , EEI 2028 £5 A,
RERAR , B LAMERZ AWS Storage Gateway RS LE & A b F = s B A 12 7 17 18] L F
TR =FM#.

FLiE P itk f5 , AT BATE AWS Storage Gateway &I &2 #Y “FEA” TUE L ALL IP it BUBSEZRH
BHiRE, BEIESMREZIMEEN AWS KA,

BRI LLAREEMA X FNEZREERNEAHIEE AWS Xigl, BXxXEFENHIR AWS XiF |, S+
# Storage Gateway BEH g% XFAWS — S #E,

5E Storage Gateway BEHI8 %

1. $TF AWS Storage Gateway Management Console , fEZER T 8RB A K P EiIEB1TE
Fo
(@ Note

WmRA Eﬁ/ﬁ RAITUH B LA 545
o BN ESMEEBNEHRENVNTRER—ME L,
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o BHIBH R IE LM SLVFFE 8080 Im A EXFIRFE I AUERE T HTTP K El,

2. MREZENH SRR FERERS
3. EEBERZ.
4. T IP#bitd , MALBHEARZEEN IP it , REEREE,

BXREE IP it ESER , FEHERENESH.
5. EEMH , MABHFERRENENR. EMKERZH 255 MNF/H , HETHISRMIFH.
6. EEARFNXH , MAERMXKIBL TEABNEBNX  REERT -5,

B XIS A ER R LR EE |, BURR 2 QIERIITEFRRIN TR etE, BERRAT , mRet
KiREBIEH , MBIABRT , EFRERE THEBEQ2ARIT.

7. BEEEMARBFAGEHMINMESE. EUNEEL-PEOARBEFEHTER. B , F
R BOE A T BBUE
teat , A RFBBENE LI —MEE | BREA RSB ERSEE.

teEt , ZIRBEESENKS XK, T—FPREMRE LEEMNE3 S3 XHMX, FSx XHMx, ##
MR EEM K,

=%

EEHRE LOEMX

EBEHFRE LEIEMX

(® Note

KIE EHIBA : B 2025 5 A 12 B , A BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway B4R ZHN BRI USREFERAHIREXE , BE 2028 F£5 A,
RERER , BULIERZ AWS Storage Gateway RS 1E & 19 28 3t F =3 B F R85 1R J L
T BRI =704 o

& A LATE EB B P W 4E A Storage Gateway B8 % L6812 S3 FSx XM, XHMx., Rt MR
EMx,
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AWS Storage Gateway BRXAFERE

EREMiRE LOEMX

1. EF AWS EEEF|A HEhttps://console.aws.amazon.com/storagegateway/ZR F 3T FF Storage

Gateway ##|&
2. 1RE Creating Your Gateway PRI TR |, RE., EEMEEEZE N Storage Gateway 3
#,

£ Storage Gateway #Z#| & RTR MK BIZESS , Storage Gateway LB ERHIRE LA BRZE
., MEEAHISENEEMNN (DHCP ) , MXAIGEFEE 5 10 S EERFEPFERNEL,
ENELENMX o EERS IP ik , 25 Configuring an IP address for the gateway.

EOELRENMRDE —NEES IP ik, ETREEHRBEMNKRHIMNEERD | UEEN R ARZRF A LE

AT,
T—s

R IRE LEEMX IP #hit

EEHFIRR EEEMx IP #hit

(® Note

i ETHEA - B 2025 5 A 12 BiEg , FTHBEIREM AWS Storage Gateway EHR®, FH
AWS Storage Gateway B4R ZHN BRI UREFEAHIREXE , BE 2028 F£5 A, 1
RERAR , B LIERZ AWS Storage Gateway FRE A At M =im N ARFIREXN JLF T
BR Y =126 B9 175 (A1 A PR o

EREEMHRZ2E , NEYEMKZZOSE - IP ik, BEBE R HEIRE LF3N T Storage
Gateway , IEBEENEEHIRE LiZ1TH Storage Gateway BN 2B S — 4 IP #tutt, EMEZR
REEMHER LMK D EERS IP itk , SMIZMXH AR ESEE P thut, NARF (W
NFS 2 SMB & i ) REZEZIL IP thit, AJUMNEHFRZZRSEERITHRSES S IETR RN
RAEMEE A,

FigZ LEE IP it UERNARRF

1. EEHEHEL  ERITHFRSESE , AFRK Enter RITFMXARtZF AN ERAE,
2. AWS Storage Gateway KRt H| 5B RN AR T EZRUBTAMEREMHEMIRE.,
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AWS Storage Gateway BRXAFERE

ERIAK 7 admin , BRIAZEE A password,

@ Note
BATBWERRINEL , HERE AWS REZBE - E XK H R MKEF & i AR
W F , REETT passwd T, BXRIMASTZHTHNER , FSREAMES &SP R
A3 R IEITIF P < 6D, & B LAM Storage Gateway 24| A REZB, AXEZE
B , i3 M Storage Gateway £ #l &% B 13 ] & F13.

3. AWS iRZHUE - BEERHSEL TR LA

« HTTP/SOCKS RGEEE
- MBEE

o MM REREME

- ERRGAFERE

- REATRIEE

- WHLEER

- BRI

(@ Note
RERTRE N ENMIRBHENF S E R

WMAMMNAOBEUSHEMEEERE,
4. WMITUTEREZ—REEMX IP bt :
- EFEAAHPIDENEEMN ( DHCP ) RS2 EA IP it | FHBEE DHCP i ARSI
F,RBET—R L@ ABRH DHCP BEE L.

- BESEEHS IP it , BN TEESS IPWAMNNKT , REET - LAABMHN IP it
# DNS 5 8.

(@ Note
IBTELLALIEER IP ik MRS IRE BV B AT IP ity TARAYF M F.
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IR M XA 12 H &

B Crtl+] (A7ES ) B, B4Rs AL,

(® Note
XRERER AR MR A2 H 58— 53,

EEREHRELNEFRRRRE , RENETERFIEP, IE , JLUE Storage Gateway 12 #| & H
SEHITRRMZENEEIR. BXHEHA , 55,

MR F PR X B4

® Note

K EHIBA : B 2025 5 A 12 B , T BERM AWS Storage Gateway BHiE% ., FH
AWS Storage Gateway B4R ZHNIABEE A A USEFERAHIREXS , EEI 2028 £5 A,
RERFR , BELIERZ AWS Storage Gateway RS 1L &89 A3t M =3 N A 2 - 15 1R )L F
TR =FM#,

MRIETBEECPEEEHIRZ LIS E Storage Gateway , N AT AMBHIRZ R BRI G, B
BRMXEMEE , TUEREREMNESRBHAIMK , 2E M Storage Gateway 2 # & F I BRIEHIE & A
H. ENEWEHFEZFRBRMXERG , EFEAUTISER,

MIE IR A BR M 5%

1. fEhttps://console.aws.amazon.com/storagegateway/Z R T FF Storage Gateway 12 #| &

2. MERENEEMNNSRERPERES  AEXNTENPBRMXRANREEREFRES
o

3. MBRETHXEH  EEBRMX.

oAt & B R IAXHEE.
4. WIEENEENBHRZPBRMNXRYE , AEEBIMEFRARE remove,
5. ERBERIKABRMKEML,
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® Note

BIBRM X fE |, TERBEZRE, W TREMKRKE | BT EM R EXEBHE |, 55
RETFBIE. BAXBIBRRINESELR , FSEM RN X T BRREKE 7R,

BRI X T MR FI B BIRESHRE . BHREZFRE U RETHXBE,

fHBR Storage Gateway B4R &

(® Note

K FTHIEA - B 2025 F£5 A 12 AiE , FTBERMY AWS Storage Gateway B#4i18% . FH
AWS Storage Gateway B4R ZHNIABR A A USEFERAHIREXE , BE 2028 F£5 A, £
RERER , BULIERZ AWS Storage Gateway RS 1E &89 28 3t F = 3 S A 72 7 15 1R J L
TR =7

MBEFBEECLBIEH Storage Gateway BH4HEE , W AT LUFIZ R EMNEH AWS ik - A 52

B/i\ o

(® Note

ERRBBEHM AWS 1Kk 3 AWS X , BATRERUTSRGEBBR , RAEHTFTRKH
XBREAKRR XF UPITHREE. AXEZEER , BZREENMXHETHRES .

) BRAE 4 1R &

1.

MREBHRZ LRRETMX , MAFERBRMX , ARG 8EMRZIRE. BRIMAMEFRZH
TR BRI X BB | RSP EE IR & P B BRI K B Ao

£ Storage Gateway ZH|AHNEAH T E L , EEERIRVEFRZ.
3 F Actions (3R1E) , #%4% Delete Appliance (HIERI& %), A& E RBIAXIEE,
BIANERRIEENEGHRE , RAEEBRIAEPEA R delete FikZFMIER,

ERBREMFRER , ELBBRERE ERRNMRKXENAERER , EF2MBREHRE EASH
i,
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AWS Storage Gateway BRXAFERE

Bl M X

AT EMBLRET FENLA T Storage Gateway B BN EH THERE, BXFE M Storage Gateway #
HAEQEBERBIKH step-by-stepITE , BSHUTEA :

» Create and activate an Amazon S3 File Gateway
« BIZHBE Amazon FSx XM <

» Create and activate a Tape Gateway

» Create and activate a Volume Gateway

/A Important

Amazon FSx X#HMx A BRHEZFFFF M. FSx File Gateway FII A ZE o] LASKEE IE & 6F 1%
RS, BRE FSx XHMRELIWINEE , BHRLEEXE,

Rz - PSR ROE
MAXHEDERBMX  FEEEE AWS | AEEEEHREHWET.
RIE M X

Eig& & Storage Gateway , BEEFEQBHMKIEBEURATETRAXELRZFENENEE, AT,
BELAMMEFE A TEMXEMRZER , HHEBEINARINER, L& 7L Storage Gateway
HEANBELHEEOITENYEEHRE , AETHEBEN AWS =ZIFEHH Amazon EC2 3=,
HEMXEEZN , FEEEEIMLEN L2 B A Y BRI ZEE,

EEER AWS

T—ZREMREES AWS, Nt , FEXBZEZRERATRXELRZESTF AWS RS 2 BEBEE/
REImAKE, ATUMNLBEBEMIGR RS , A ARSI REEM Amazon VPC RIE R |, XEFER
AR RFHMNERERE, RE , BUUEEMXH IP it REBERA  BIERIIMRREZ L
RYZS 326l B B ARG X EE R

BOR - ME0E API BRZ 2013-06-30 40


https://docs.aws.amazon.com/filegateway/latest/files3/create-gateway-file.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/create-gateway-file.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/create-tape-gateway.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/create-volume-gateway-volume.html
https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/

AWS Storage Gateway BRXAFERE
K& HHE

BeEt , U LREFMANMXMEZIET , WAFEE , AHTEX. REENFEREF—IZE , &
ALAECEM R, EFHRERASHENMX A  BKFERE - LHIMREH I EF & TR,

BRI - W< ELiE

BUE Storage Gateway /7 , BFEHRIT—LINNEE, EUPRP , 7EEEMXENFEE LE
BENYEREE  FHAESEEFIMXREN LEEAX, RE , BILUER Amazon CloudWatch
H &M CloudWatch BREL B iR B AR BISEIEMRMZETIRON , HIREZ ZRINFRE LA BIiR B M <,
EFREACHENCEENMNXZE , EEECETFE TR

BIR - 1768 7R

BUEHBLE Storage Gateway f5 , BEECNESTFHEARREELFER, BRESUIENHMXER | &F
£ F Storage Gateway 2 #l & 8I12E%E. W= Amazon S3 5 Amazon FSx XHHELEZ X8k, &
MR BEERFEAESENRRREDEXCKBENNEEEEMIZE , FFEEAHLDHNBEERHE
AWS =,

BIEBM X

EE o , SRR BEXRUOM TR, HBENHESMKBEHA.
£}

- REBMX

- FENFTEMXEEE AWS

- REREABEEMX

- BEBMX

IRESMR
REH B MX

1. 3TF AWS EE##lA at https://console.aws.amazon.com/storagegateway/home/ , AREERFE
BIEMx AWS Xig B,
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AWS Storage Gateway BRXAFERE

2.
3.

6.

EFRNEMRKITFIREMXTHE,

EMXIZEE D , MITAT®RE -

a. XITF Gateway name (MXEH) , MAMXN B, BAIUEREER , LUETR Storage

Gateway 2§ & 5 R THE L KR BB R,

b. NFMXEEX , EFERHPIBE MK i X H A i B X,

EMETME D, I FRXRER | EREMX , AFEREHMXECANSER, INATE

I AR (TR SR

- BEFES - NHENEREFMEE Amazon S3 H , AESEEFFAMRELEHENKE , UE
BRG]

- FES - BENMEREEEERN | EENBERLSRHDE Amazon S3, FEHXThERR
KW X FoiEZBE 7 Amazon EC2 L,

EFBEIEDF , FITUTERE

a. XNTENEE 6 EEEETHPHBEMNXHWES , AFIRR Storage Gateway #ZEHIETNH L E
$E’J$"‘¢%EIREE5E REEHFE, TARTEIMPRITES
» VMware ESXi - £/l VMware ESXi T#. #HEMEEMXE L.
o 3K Hyper-V -E AT 8. ZHEMEE R < E AL Hyper-V,

* Linux KVM - £/ Linux KVYM T8, HBENEREMXELN. BEXBUNEHEE , S
IR HY aws-storage-gateway.xml X, XHM K 2.x, Volume Gateway 3.x Hl Tape
Gateway 3.x EEZ AL 253 ( loader_secure=no ) ¥ UEFI BaEX,

« Amazon EC2 - EEH B A TIEEMKK Amazon EC2 £6l, EMAER TEEEMN
Xo

- BHIRE -MITHT REYEEFIRE AWS REEEHIR K.

b. WTFHWIANREMX , EFERERBANEENFTENENFEMTHRELSR, LTRTER
TREARZENFEE,

WET —H oAk,

NELHNKXELRETE K LEBERFECEZNBERFHNAEX AWS, XA , BZRMENE
EMRERE AWS,
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AWS Storage Gateway BRXAFERE
FENFEMRIEREE AWS

B R EEES AWS

1. WRBEREHEESNIXARNSER , FERXESR, TRE , &FT—F , £ Storage
Gateway 2|5 P ITFEREE AWS TH.,

2. HEALRTREDMETH , W TRFLETR , RREEHNCHATECRBENL KT QEyRE
AWS, TTMBA TR R ATIES

o AR -ERFRBE 2 H AWS BEBRRMEBE, MRIERILER , EEASEA FIPS
By iR REIARE RIS EIEER T NS RIPE S ERAE (FIPS).

(@ Note
MRAE AWS B FSITEOD APl 3 1TiA RN EZLT FIPS 140-3 KAERY 1%
B EFERAKR. FIPS-compliant BxEZEE |, BSHXEKIEEERE
( FIPS ) 140-3,
FIPS lRFim R NERL AWS XiBH AT A, BXEZEER , 520 (AWS —&Z
#) B Storage Gateway i R M B H o

- VPC RE - BHIMXEE S VPC WA EEREE AWS #1TEBRE , NMEETUZEHEEH
MFIRE, WMREFUIED , WATIEEINE VPCiInR , FERM TR EFIEEFEH VPC
WA D, ERME VPC S DNS B8 IP thit, SR AFFHRINESREL , £HEH
FIPS Wik REEERIEEERRE LA SHKBERLERME (FIPS), BXEZER , FSH
Activating your gateway in a virtual private cloud.

(® Note
MREAEE S VPC KinT [IGRIEE AWS Eid FIPS 140-3 RIFMINZER | iF
A VPC XixTT K. FIPS-compliant BEXEZEE , BZREEKFEELERE
( FIPS ) 140-3,
FIPS lRFim R XERL AWS XiBH AT A, BXEZER , 520 (AWS —&Z
#) B Storage Gateway i R M B H o

3. HEMXRELEIER D RESRTSR | EFENAE AWSHRIREN MK, MR TR PHITIESE

« IPibht - AR FRPREMKE IP ik, bt IP bat RARAFE , HE A UMEL AN
ZehipE , F BEUHEEHIEN Web 3 M 3E 22 &bt
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B LLESMNELNEBREFEF IRERI MK At A RIREF K IP it | M
Amazon EC2 EfiF#FEREE HIM>x IP #bit,

- BUEEH - EMANFERPRUMNKIEERR. SR ER MK RS & RERBERN.
WMERMKH IP it R A | FEREF IR

4. EET—HUBEE,

BALERIERETFXMEZSR AWS , WBEREMX, BXUH  BSAEEREIWELHS
B

REREHBEEM K
BUEH B

1. MBEATRATEERRERNERF , BETRXERF
- REEMX

- JFENZTEMXIEEE AWS
SERE , kBT —% , 7 Storage Gateway ##| A FIT AR EH HERE.
2. BEENHLBNBSWANBMKEFEAEES.

3. MRENBLBEHEIR , HRBRRENR L 8N AYIRE T EHARTER.

(® Note
BIEMXE , BT EEAMRETREZRE

4. EBHIEMR AL,

BEZMETHX , MEFERTEARE , MEIBEAEEFRBENEE A TILR, BXEHA , BS
B ESM K,

[EEARES

I ERKRITEREE
1. MRERERATETFRFENER , BETHRXLERRF :
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AWS Storage Gateway BR%A 1
- REBM*
- RENFTEMXEZEE AWS
- REREFBEEN X

TG , BT —2% |, £ Storage Gateway #&EI AP ITHEE MK A M.

2. EEERMEID , A THXE)N CACHE STORAGE ZE4Z B —MNAEEDH 165 GiB I
& , 1 UPLOAD BUFFER ZL 2B —1MREED N 150 GiB V& . AT 5| HEY A b i 2 Xy
BFEEENFE LTEERNEEM,

3. fECloudWatch HEAE D H |, EF WM& E Amazon L CloudWatch ogs LA 2R KBz TR
Mo TMEAT IR A3 TR -

- QI EEA - REHK B EEARKZENNK,

- FRUEEEAE - MENM THEEREZRNENBEEL,
- EAERILE -FEFEHAT LD CloudWatch HERISIZER K,

® Note

Ei#Z I Storage Gateway 21TIRR BE , BEARRREARLAFEUATINR, HER
Nhighlighted sectionf&MIEFE4FE BELH ResourceARN 8.

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {

"Service": [
"delivery.logs.amazonaws.com"
]

}

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:eu-west-1:1234567890:10g-group:/foo/bar:1log-

stream:*"

REELREGNRERNATENBEAR , FTEEFEH“Resource’ TE,
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4.

#CloudWatch B &5 , EMMREL S CloudWatch BIR , MEEMXIEIrRE EXAIR
FlETBAER, ATMEATEBI AP REITIER

- B2 Storage Gateway B # ¥ CloudWatch Bk — SIZMX B 0IEMEHERR. Bx
HEBRNEZER , 56 7 # CloudWatch Bk,

® Note

HIhEEE E CloudWatch REERR , XENRFXERNTIEER Storage Gateway T2
HRIREH —EBo BRF. EZHGIEHE CloudWatch Bk 28l , BHALHNZS
KEERTFUATR :

« cloudwatch:PutMetricAlarm- BI2EiR

« cloudwatch:DisableAlarmActions - XM EBIRE/E
 cloudwatch:EnableAlarmActions - 3] FF &RIR{E
 cloudwatch:DeleteAlarms - il BRE &

- SIEBENER -BEH CloudWatch BiRLUBHEBERXMKIERNER, RRIBEIRUET
O CloudWatch 2 & &R EXERHIBEEBIRIZE. BRI |, FSHLS# CloudWatch A
FEETHERATS# CloudWatch R,

« TER -FTEBAXMXERN CloudWatchBA.

( ik ) ERER D , ERERNFRE , RAERAXS K/ NENREX |, thBEE Storage
Gateway #Z#H| A PERNMFESIRTE LHMX, EERSIR , REFEFNIEBENFL,

IEREERTH MR B,

EEFFMXMIRE , IBTE Storage Gateway B M XA H LB 1T R,

BEZBBTHX , MELFER—MENXEANS, BXEA , BERLUES,

BIEEF#S

LET , 80 E T AMIEMNEEFEZAN LEZFXNAB#EE, K , S eIRNARERFIE
RABABENFREE. WX EEFFRPIHRESNRILFRNBE  FHRERSEHE
Amazon S3, X THF#ESE , BE S ERME VM L4& &4 XH A ith g2 M R AR FF i8R

BIES
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® Note

IETLAE A AWS Key Management Service (AWS KMS) N B A & 7% H 1747 Amazon S3
RERBIEHRITING, BEl, B LR (AWS Storage Gateway APl &) RHiTtigE, &
XEZEER , 5 H CreateCachediSCSIVolumes} create-cached-iscsi-volume,

BIES

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &
£ Storage Gateway #H|&H , EFELES,

£ Create volume (R8]2%) XJFEES , 71 Gateway (FI3x) EFEM X,

NTEFE , EREPRABE,

> w0 D

X TS , MBIKRFIEE Disk ID (B2 ID) Ho
5. WFERE , ENEFERRTEENHGZEEHMKRAIRE,

NTEFS , ERERALTIRM

- BIEHBZES,

« BT Amazon EBS RIBBIZES., MREFLLIED , &7 EBS snapshot ID (EBS 1R ID) 124t
_/l\{Eo

® Note
Storage Gateway T X #F1R#E AWS Marketplace BRI IRBR BB EFE,

« NEXRBMER/RE, MREFIEIN , B Source volume (RE) EE—1N& ID, MRX1F
FEEEMAE , MF2ERIIED,

NTF#ES , SRR TR

- BIEFNZES,
- ETHRBAEE, MRIEFIEID , i§7 EBS snapshot ID (EBS R ID) £ —/ME,
- EHELRBIAEHIE

6. 1EiSCSI B#r&# AR,
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BENREHRAEE/NEFE., BFAR () MERA (). £IE , LEHRBHERN iISCSI
Microsoft Bz 2F Ul B BARET < HY iSCSI BT REB . fHln , B targetl FERH
ign.1007-05.com.amazon:targetl, BWREFRBMEFMEXEME (SAN) NEELF/MHE—
o

I iF Network interface (M 0) IR ER A SIERFR IP ik , IEHF Network interface (M£&3# D)
%8P ik, F Network interface (W& NO) , AWK VM BEEN SN EES2 B E R~ —
IP tthiik, ZORMRX VM BB NRER —NMEEE R , T 28 RNetwork interface (M £&#:0)
THoER , RARE—IP thit,

&/Y ISCSI BARRHEZERAIM SRR LA,

MREFMKXELNERASNMEERR: , FEARFENARFMZATHRSEH IP ik, BX
BEEZ I MEERFNES  BSRARMXEENEAZ NIC,

@ Note
EEMEERRE , BT EBERMIRE,

( AIiE ) X4 F Tags (Fr=) , WMABRMEUFHRERNMEENS, HMERFHDEEE, HENMER
BHX D K NEHNRMEX,

EERBES,
MREZHEHELXFEHETSE , NLFETANE Storage Gateway #EH| A 5 H,

LA & 7R Configure CHAP Authentication (Bt & CHAP &3 31E) X &1, LAt , BRI AN BE
ERFEFFHRIUTHI (CHAP) , B A LUEERBUEH BB E CHAP, BX CHAP REMNE S
B8 , BZANENSBEE CHAP BARKIE,

WMRFEIRE CHAP , BHBERENE. AXREZER , FE5H HEEEIE k.

3

M BELE CHAP &K 1E

CHAP B ER#t 1T H B RIE S 6815 M 764 % B Frk by RE W . £ Configure CHAP
Authentication (L& CHAP 4% 1E) XiEEF , REMNHEBUENEHNBEE CHAP,

BLi& CHAP

1.

IR ERE CHAP 5.
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2. ¥TF Actions (#4) , #%4% Configure CHAP authentication (it @ CHAP &%),

3. WTEHEFEWH , BMABIEFNER.
4. NTEHIEFZH , FRABRTRILISCSI BaREF B HHNHDE,
5. XNTBHZFHA , FEmARTRIENE CHAP BiR 541 Z1L,
6. ERREXRRELHNBEA
BXIRE CHAP B RIIMNEZELR |, i5S@ 7 iSCSI BFrfitiE CHAP B4 KL,
T—%
A EEBEF K

NEBEZEIEF iR

EAZEFIRTH ISCSI BHBRFREEIE. EUTIEERN , XEBFRI FFin LAARHIR
#o

/A Important

MR EHFEA Windows Server KB &R (WSFC) HhiETHE , &AL Storage
Gateway FZ N ENEZER —NE, BRMEH WSFC , MIFEEFZS AN ENEZZFE -1 ,
Bign | B HZIEEEEE NTFS/extd XHRSE.

ES ]
- EE

& Microsoft Windows & F° i
« %E# 3| Red Hat Enterprise Linux 2 F° i

& 1% Microsoft Windows & 7 i

UTF AR ERERET Windows BF RN BEERNSREE. BXESREE , WS & iSCS| BF
EF.

E#Z| Windows & i

1. J83) iscsicpl.exeo

SAEEIESE API R4 2013-06-30 49
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2. £ iSCSI Initiator Properties (iISCSI X 2i=/F&E 1) X iFEH , % Discovery (KH) ET+ , A
J5i%$& Discovery Portal (XHITF).

3. 1£ Discover Target Portal (XZL B #x[1F) XiEHEH , X F“IP address or DNS name (IP bt =%
DNS &#5)" , 8 A iSCSI B4Rt IP it

4. FHFBERPEZEIIMNX LN EFE#ESE B
5 &EEZB¥ , RFER Connect (E#).

6. & Targets (B#5) &+ , W{R B IRRSHEN Connected (E2iE#E) ( RTEEZBIR) , RIS
B OK (E).

& %% Red Hat Enterprise Linux & ik

LTS8 8 RiE# 2| Red Hat Enterprise Linux (RHEL) BEF N EEERN LS BREE, BXEZE
B B2 EEZiSCS| BHiEF.

FF Linux B FimiE#EE] iSCSI B4R
1. &% iscsi-initiator-utils RPM #4442,
FBAIUEATHNGSREEZS.
sudo yum install iscsi-initiator-utils
2. WRISCS| FHHBEERIET,
X F RHEL 5 2 RHEL 6 , HEANLT@® S,

sudo /etc/init.d/iscsi status

SF RHEL7, 8% 9, HHEALUTHS,

sudo service iscsid status
3. RUAMKXEMNWSES VIL ®RZ B, BEHAUTART®GS,

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

&tk S EIVES DRI SR e EA
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FNFEMX : [GATEWAY_IP]:3260, 1 ign.1997-05.com.amazon:myvolume

S FREFM>x - iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01
4. EZEF|BR.

F4R1E connect B SIS EEWA [GATEWAY_IP]F IQN,

ERANUTH.

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. WIISRACHMIEFRIR (B3R, Akt , BEEANTHT,

1s -1 /dev/disk/by-path

wEHAHARTMRAMT REIEEHAR,

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260Q-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

REBHEFG , RI1EZIEBWEIREEVIEN Linux iISCSIZEFRFNEN AR BEEN iSCSI &

o

[

IR S

FEHRAEFHPH ISCSI BaiEFEZIE2E , FEHBRILHEXL,
F

« 7£ Microsoft Windows E#1#a1{t H &1t &

« 7£ Red Hat Enterprise Linux E#1#{t HFER1LE

£ Microsoft Windows #1381t H &Nt 5

FERAUTEREE Windows FHIBLHZERLE,

AL MEXS API 7 2013-06-30 51
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ML H RN IF S

1.
2.

Bzh diskmgmt.msc LLITF Disk Management (R B 1) #8#A
£ Initialize Disk (#1210 E) XiEESF |, FHE %R MBR (Master Boot Record) (MBR (/312

X)) 2 X#THEL, EEDXEAN , BRZERFMEESHRE (ZFEIFHES ) L NTX
Rt 7Ro
2 XER AT TFER

MBR (£E3iE%) -« MEMXR-—IMEFHEESAFFEENADRSIN 1TiB.
« MRNKR—INMEFSEFHEBHRNDNNT 2TiB.

GPT (GUID A X&) MEMXHEESES 2 TB REANEK,
BEFELES -

FEEL TERIRS , WEHEHAB. METANESHE REMEEEREH AT,
b. FHAMEMLETX (AEET ) XL , AF%EE New Simple Volume (FiEH £ E),

o

/A Important

FiEELE  BRERENEMEEERN . REABREEESNCHRE TH B
DEAEMKX VM AR REE K/, HBEERAR Unallocated (R ).

c. EEBMENZRAKN,

d. ANEPEEI[EFREE , REETIEE Perform a quick format (BITHREE L) KGFE
®X1t,

/A Important
BB ZNBNIEN B1EZEER Perform a quick format (ITIRIEE R L)o X HE M AT
DRI /0, BINABREBXNHEERRTA, ExEEATEENIRER
FREEFESZE,

1£ Windows E#1{bLHE R AP WA 2013-06-30 52
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® Note
BXACBPENNRBRTSN KRN, ZREAEREE/LD ST,

£ Red Hat Enterprise Linux ¥t H &KXt E

{# A LA T 372 Red Hat Enterprise Linux (RHEL) R #1#&{t HER1LE,
MBI H BRI FES

1. NBFEXRR /dev XH#HXK,

2. &1T sudo cfdisk H.
3. FEAUTHRIRNFSE, EERFTS , BullESEN XA [,
$ 1lsblk

FWFARDXHEFE , RE AL E R unrecognized volumes label”’(FToEIRBIBIRE) iR,
4. BB, EFEDXEXN , BN ZEBMEESHAPNER (BEFEHEME) , WTRAT

2 X ATUTER

MBR (£E3iE%) -« MEAMXR-IMEFHESAFFEENANDRSIN 1TiB.
« MENKXR—IMEFSEFHEBHXNNNT 2TiB,

GPT (GUID 7 X%k) WMRMRHEFMENRN 2 TiB HEKRPEK,

FF MBR ZX , FHLT&HS : sudo parted /dev/your volume mklabel msdos

NF GPT 2 X , EALL @+ : sudo parted /dev/your volume mklabel gpt
5. FAUTHSUESKX,

sudo parted -a opt /dev/your volume mkpart primary file system 0% 100%

6. EAUTHTHD XS ERR[REFHCIRIMHRE,

sudo mkfs -L datapartition /dev/your volume

1£ RHEL E#a{tH &1L API WA 2013-06-30 53
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7. FERAUTHSERHERS.

sudo mount -o defaults /dev/your volume /mnt/your directory

PINEAEES
TEIRTUTFES RN HBRHRE -

1. SBEEAS.
2. HTRER,
3. FRBZERE % — 1Mo

BRI BE XN BHTREZ O HFRBEREPRRIEMKPIRE AWS, REFLRRIERIFHS.
BRI KRHEERRANBIEE S AWS FFEH,

® Note
XM INZE Amazon Elastic Block Store (Amazon EBS) &i& R 1R,

£ Microsoft Windows Lt 812 Z &/ Amazon EBS R
1. 1 Windows it&E#Hl L | H—EHEEFH I EHNREE#S L,

SHNBFEENTATBEXEE, —MXHHNEBARERERTE,
2. 7 Storage Gateway 2SI EKT , EES,
3. EFENRMXBBHNTFHES.

WRXRNE - NMFHES. EEEN , 2ETREHEM.

4. XIF Actions (4E) , 4% Create EBS snapshot (812 EBS 1RER) LABIZREHRE,
BREFEWHE TWBEEUARLEFRAKRD , RRREBUEZEE/LVHNRE, I2RENDOIERR
WER ID, BFEAZID RERZIRR,

5. ¥£ Create EBS Snapshot (8|2 EBS RE) 3 iFHESF |, BERBHEIR,

( Ak ) WF Tags (FrX) , MARMELUIRZRMEIRE, RERFHPEEE, HBEMERR
ROX 5 KNERREX,

o
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7. ERAERR, SRREEM N Amazon EBS R, B2 TENIRE ID. REIPERNENE
BB IREBHE,

8. f& EBS RRERFIF , BEENHGBRBHNBRIEERE | LUERE Ama EC2 zon %5 LEFZM
EBS tRE.

HREERE S 1B

FSH QEFRS.

# 05

£ H Storage Gateway & B TR £ Storage Gateway HE# TR Z B EEN AL SR AEF.
1t Storage Gateway 2 AWS Backup™ , & 7] LA A AN IR BB 1T XIFE 7 KR 40 4 itb Storage Gateway
B, EXHMIBERT , Storage Gateway B & 4 #LL Amazon EBS REBF X F# £ Amazon Web
Services A,

£
- f£f Storage Gateway %1%
« AWS Backup AT& @ EHNEE

£ Storage Gateway & 194

BRI LA R Storage Gateway BEE#EHIS |, B 82 Amazon EBS R HF R ERF M E Amazon
Web Services AR Z T EBHE, BJLEIE XM IRB S E IR EH Storage Gateway EERYREEIT
Xlo B LATE LS Storage Gateway 2 Hl & RBERF#FHE, BXRWMAIM Storage Gateway &
HBHNEBZHNER , FSEANUTES :

o WX
- BIEMERE
- NMRERREREFE

AWS Backup A T& G ENEE

AWS Backup 2 —EHPXZH RS , AILERABKRFEE#IE Amazon Web Services Cloud 7
#th AWS REFERFSZOMARFRE. XEMUTUEHEFERZLSNEEZRHEALER, AWS
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Backup B2 — NI T TIREN B OMIE |, BRI AWS EiEE, BEENXHRETEMN
B

- RENMTFZREZDH AWS HiR.
- IFXIBZED,
- RIEFRFKRK,
- BEMARIIHEGNERED,

T Storage Gateway S5 AWS Backup , Rt E A FEF £H AWS Backup & 13 #H Storage
Gateway BH TR XN FHEO AL FZSNAREF. AWS Backup XFEFESNERESNZ 0T
£, BXRKEE AWS Backup , iES ] AWS Backup X14, HXHKEE AWS Backup , ESFTALE
AWS Backup ? £ {AWS Backup AF &) #,

BT LAE SR E 2 Storage Gateway B Z 9 AWS Backup Mk E1R%E , TECEBELMASHF 3
B point-in-time & 7. f& AWS BackupBfi , #&i& A BUBT £/ AWS Backup X RREIE AR ibE % 4
R =i AWS B, EAILAER AWS Backup Bl —AMEEEZR , AN ENEFEENZ AT
%I AWS Backup.

MAFIREL AWS Backup # Storage Gateway B& @RI Si# EBS REBFME 7 Amazon S3 1, &1
LAM AWS Backup #2#|& = Amazon EBS #2#|& & & Storage Gateway B & 15

B AR M B IS E IR Storage Gateway B1IXE AWS Backup EE AR HEAM <, &t
AT LUR K BE [R 2| Amazon EBS % |, A5 Amazon EC2 EHI4E &M,

fF %19 Storag AWS Backup e Gateway &H# 174k

£/ AWS Backup %17 Storage Gateway BRI iF4L 2 , BALUBERZEAHER , BRBEMEHEH
ZPEE, AWS Backup AAIFEMITATIRME -

- REATBEBENWITRIZORBRFZENZHER,

- RERMORENTHAN , IHEERTBEZFTEFXBELHASFHEERSEN point-in-time & 17,

- NPRUEFEEMERESNRMXFEM AWS BIRAOZD,
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AWS Backup AT eIZEHN &5

® Note

AWS Backup ERE1EF—NERB AWS Identity and Access Management (IAM) &€&
AWS Backup « REEQEXNAE , BN E AWS Backup TR HREIEN, BEFEE
AWS Backup Fitt IAM A2 BIEEFEEXR. BXIMARTHBRENEE , ESH (AWS
Backup AFIEmM) » AXIMAKITIIRIENER , i5ZH (AWS Backup AAF1ERE) FH6l
BEZHitXl.

1. #T7FF Storage Gateway #2#l& , AREENSMBEEPEES.
2. EBRE P, EF FERUEBKRERZMD AWS Backup = “BlE AWS &B1itX1".

MRE B Storage Gateway BHIRFZD , BEFRERAVERFEZH AWS Backup, EfF4#5]
S3# A AWS Backup 244,

MR ECIEF AWS Backup 1%l , HEFAIE AWS Z4 11K, LRFHERE AWS Backup 12l

L
Ho

£ AWS Backup ###|l&A £ , A ASIZZMitk, NEMBITXDE Storage Gateway & LA K B &
Z10, BHURITHEZHLERES,

M EHRMNIKE 21 %E AWS Backup

AT LA AWS Backup 251 & B H IS & 08 Storage Gateway B, BXEZEE |, HSH AWS
Backup (FAFIEmE) . BXEZELR , 551 (AWS Backup AFIEmE) FHIRE <.

BERIEREH S
1. $TFF AWS Backup #Z#l1& , HREIEIRE M Storage Gateway BEZ B, BALUF Storage Gateway
£%ZMIEIRE Amazon EBS &5 Storage Gateway %, RIFENERERIEREENIEIN,
2. WFRFEXRE  FEREFREEHERSEFM Storage Gateway & , HIEEEHAEEER -
- NFFHSE , FRRM Gateway name (WX & #5). Disk ID (Bd# I1D) M iSCSI target name
(iSCSI BFRE ).

- NXFEES , HRM Gateway name (WX &), Capacity (R£) # iSCSI target name (iSCSI
BARE ).
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3. 1% Restore resource (ER&ER) UIEREHE,

® Note
&7 %E A Amazon EBS #2#I &M BREH AWS BackupIZHI R &R,

BTRZMTA?

ERIENETH , SeIBNTEE T NXx , AFEVEED TRXNFEE. LRBEERMNE T MXH
iISCSI % , HRTHWRR , FREERKTHS , EEITHE , FERETHEERERS L.

SERASGS R, BERUATEM :

« MR RIBEFERAMR , WARRHENKRTEABEEER AN LEZEFERPIHERIAET. B
XEZEER , F2H GXNERIEARBARENXFHEI KD,

FIEENEMET N BUARITO TR

- ERMTHREFERSURNAEEREXES  ESHEEEMNK,

« MREGRITEREEAMK , BEEBBBRMXUBE=EEARR, BXEZELR , E3H 5ET
HERFIR,

« WMFBBRMXEE |, FSR FFEMKFEE,

- EMRALMX , ESEMAILMXERE,

- E T ## Storage Gateway EFRUAR IMA G REZTHER , SRR Storage Gateway.,

- ETHBEXBEEMXH ISCSI BRUFRBIENESEER , S HM Windows B FimEZEIE,

BT RIOAEHNEG THEARBRSMXFROANEERTEENRR , #SHAUTET.
PSEN R ittt s RS R PN

LEt , ERAT —PMANETHEEMK, T, ARGEMNXHBREFESKEIFEAR. MREF
MR A TRBRTERE , MFEEHRITHIURE

1. BHRE LERZEHRXBIAN,

2. MRE RN LEEHFXIREYKE , FRITRE.
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B/, BT BIMATERXAMES. MREBEEFBHNX , EEFEHXNKGFEIEARIRESE
TFiFfEZE A KD

MENRNKEFREEE LEZPXNEFEHZEAI AN

TR BEEIEN LEEFXH AN FERNATEE LEZFEARPMLAN, RIBEIERR
BELDDE 150 GB W EEZEAFX, MR EEZEFXLKNBHT/NT 150 GiB KE |, BEM 150
GiB fEN & B R EEE P,

LEZFARXAKNERTMNEAEFEINKNELESMNMXE AWSKIXAYFL 8 2 B /Y = 57 5. 2L
ST EARFENRE, Sl REEHNAREFEX 12 MM EESH 40 MB NEERMXE
AXFBREHBENMEZELEN 12 MB B, REXABEERREN 21, 2ARKEESL
RAFEDE 675 GiB W EEAZEHXZEE,

NEFRERERE L E 2P X KN

R BEES BN EEEPXH AN FiFEHAR, BMNBNBWEEDHE 150 GiB Ky L&
ZFX, MREEZFHPXAKFHT /T 150 GiB B¥{E , B 150 GiB tEN &S EAY L& &
X,

LEZFARXAKNERTMNEAEFEINKNELESMNMXE AWSKIXAY AL 8 2 B /Y = 575 2L
ST EARFENRE, Sl REEHNARFEX 12 MM EESH 40 MB WEERMXE
AXFBEHBENMEZELEN 12 MB B, REXABEERREN 21, 2ARKEESL
RAFEDE 675 GiB W EEAZEHPXZE(E,

MELEEN LEEZHX

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &

2. EEMXETF , ERFAEEENF , AEERLEEFAXERAREFER , UEFMXN YA L
REWX,

3. RE—NHSNERUBHEEXR LEZPXERAENER.

A58 ZUEB AR TE Amazon CloudWatch A RIEZ—NHZ N ELEEHXER, Hla0 , @BarLl
BEZEESEFHERE  HIEBLEFHEEMARENIRE., HRETESANES LEE
HXZEE, BRXEZEER , BSH NEINH LEEHXIZE EFREZIR,
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1 Virtual Private Cloud #805E M <

B UERBRXEZMET =N FHEEMIZRE BRIRFAEER, B0 U6 IGEERBUE RN N
X, HATCEFTBILAHEEMBEFNER T SHEAME AWS Z6# KRS, £H Amazon VPC AR
&, BULEBENERMIES (VPC) /330 AWS &R , @?ﬁ*Aﬁﬂéﬁ'%Da W R A LAE A
VPC RIZHIMERE , Hla0 IP pitSBE, 7M., BRERVIMEMR, AX VPCHESER , 55
% {Amazon VPC AF#E®M) P4 =2 Amazon VPC ?,

=% VPC RBUEZMMK |, BEA Amazon VPC ##l& 7 Storage Gateway 2|2 VPC i = H3REL
VPC %R ID , REERIBRBSEMXAFIEEL VPC KR ID. AXEZELR |, BN ENERE
B2 AWS,

(® Note
IBAIMTER Storage Gateway 81722 VPC s = B FF7E B [ — /N X33 R BUE W o<

F&:
7} Storage Gateway 82 VPC % =

N Storage Gateway €12 VPC xR

BRIXEHBAE VPC AiRT R, REELEHT Storage Gateway B VPC i = , MITJAEATE
SRBCE BRI %

A Storage Gateway 8|2 VPC im R

1. BFAWS EEEFHAE HITHA LT VPC #2F|& , Wik R https://console.aws.amazon.com/
vpc/o

2. ESMBEHKP , % Endpoints (RimTR) , ARF1EF Create Endpoint (BIBRL KT R).

3. EEIBFESATELE , FREEER AWS RS

4. FTFREEF , %8 com.amazonaws.region.storagegateway, il
com.amazonaws.us-east-2.storagegateway., X¥F FIPS-compliant i

Kcom.amazonaws.region.storagegateway-fips , #%&# , #fl#lcom.amazonaws.us-
east-2.storagegateway-fips,
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® Note

FIPS &inTi RINERL AWS XA, BXEZEER , B5H (AWS —ikZE) F 1
Storage Gateway U &= FELE o

5. XF VPC, #%&F&EH VPC HIERETHXHFM,
6. WiAKRiks Enable Private DNS Name (/8 %, DNS &%)

7. 34F Security group (R&4) , RBLEAT VPC HR2E, LAUEZRIAREE, BIEEL
NEE2AFELAW TUUTHAEN TCP IwH :

« TCP 443
« TCP 1026
« TCP 1027
« TCP 1028
« TCP 1031
« TCP 2222
8. EFBEBIHR. AR INWBRAER pending (B IE), BIELIRT R, B TENISIERY
VPC Z&imT5 S8 1D,
9. TERIEBLIRT AR |, % Endpoints (RIwTR) , RBERFH VPC KixT =
10. HEATEFEMNXE L FMRERETFH , FDNS ERT ,
FERE—NRIEETHXHE DNS B, EH DNS BFELUX
¥ : vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com

MREEES FIPS A AMMXIGHER FIPS KLimT = , NEH DNS BHEUT R
KL - vpce-1234567elc24alfe9-62gntt8k.storagegateway-fips.us-
east-1.vpce.amazonaws.com

#E ,£BT VPCARETR , AINGIRENMX, BXEZER , BTEHLIEMNX.
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BEESMX

MIEM%@?E@E%%T?T?ﬁﬁ‘%ﬂJ:{?%/EFE P, ERASURBITENEFECS. NREHKRUEN
X , BSRFHBER AWS Storage Gateway,

Z£174 2 Amazon Simple Storage Service (Amazon S3) FEJ iSCSI BFrAFFHE | B LAEHIX
LCEFHENARFRE. SUUETEHRIEXNANBRFREFNANBRENES . LETLTHN
fil7E Amazon EC2 R X R NFIMIBR Amazon Elastic Block Store (Amazon EBS) %

/A Important
NREFBFHENETEREREFE Amazon S3 1 , BN ZBREBNS LB EARBH
2. Blwn , RNBUAEERABREBNEZFENREBRRRG . LRBE (XERBRFRTE
REZEITRIINIT ) MLSHFME Amazon S3 FRIFIERE N TABEMATAL TR , NS
HETREAR, SULEAXMNBEEEE K MARETEERE  tRRN , ENEEBR
MHFEHEEFSEARREREHEREE.

ITRBEFHREEN D, BEERENSHAN , FREZBHNRE , ABNZRRBEEBFHEES.
MEAARTREFIMBIZNSE, BXERNABBRENLSR , ESHANERS. AXERNMARNBSNR
FORBENSR , BSRMRFES.

FIEEFEABENRBHIFEISEME Amazon S3 # |, HFEARSESHIMNE (SSE) #HITRAME, T
&, BT eeEA Amazon S3 API S EHM T & ( 20 Amazon S3 BEZH A ) HRIXLEHIE,

ETX, £ UKRIERNMAERENM R RIER,

F

o REBEARMKEL-THEIMMER Storage Gateway 2 HI A REITNENANERER , BEMKSE
. BTX#H CloudWatch BH&LH,

« DIMT RS THRNAEMXANESSE , RENMEENARFERBRMT RARFSHKN,

c NEERREEEFS : THRINMMNIESHMEREHE  ZNRERRB LABRE—RNREN
|\511§\O

- BEEEMFERER . THEWNAER Storage Gateway BH|AREES L EHNBIEE.

- MBREFRES : THROAEZARFERREZCAMERS (flW , MRETIBHRAEFREAERD
S ) o
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- RENSEBETENMX : THRNAIBENENEES , IREFEEUHEFIRREZLATHER

FHEEEBMX , XFFEEEM,

- BIEMERE  THMNAMNMXHEBREREMRERR | URELZEMRREHE Storage Gateway

%l & AV AIAL AT AR BIZ R R

- REREITR  THROMAEDSERRBERRKENERARRBRMER B EIRBITRI.
- MIBRFESHRE  THROMAETEEERBEMBERE].
o TERBIRSHE R . T ## Storage Gateway IRENEFHERDTE , UMHBBESRBETEE , R

EREBFEVURFEERBUERRFRIZ,

« RENBFEBEMAIMRES - THESHBENEEFRVER , HENRBIIBRKH AWS B

A, MR 2 BB,

REBEAMXESR

BRI LA A Storage Gateway B RBINBEMANEREFE , BEMXEBEM. XA CloudWatch
HE&ELH,

RBIAEMINERER

1
2
3.
4

fEhttps://console.aws.amazon.com/storagegateway/ZX F1 3] FF Storage Gateway 2 #| &,
EEMX , ARERENHEREEREENMX,

MBRETHXEF | EREEMXER.

X F Gateway name (MXER) , AMKN BN, AIIERLEF , B Storage Gateway
EHlePmIRAE LRI ENMX,

@ Note

PXBMBINTT 2 B 255 NFERFzE , ABFTREIERMI (\H /)
BB M R S M MR EMFTE CloudWatch BRIV IER:, EEMMERE
& , ¥E1E CloudWatch 2% & R GatewayName EF & N ERE .

NFMxEfX | EFEEHAERE MK i XA Bt X,
£ OEBRNMAIEEREA” B, EBIWAIRE Amazon L CloudWatch ogs LA ¥ 13 M < B9z TR0 o
AT T IR T AR BT IR

- QIEHBEESA  REHMK B EEARKZENNK,
- EATMANAEEE  MENW THIIRPIERIEHSE.
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- EHBXRIEE-BEDER Amazon CloudWatch Logs R4 #2128 B <,
7. TEREREERNRERN , ERREFEER.

AN RS

EENAEFERERK , TRFEQMXMNESS , I BUABH D, RS BB , BAE
BABEMNINEFFENLEZFXHAD, NMXBAEHRFSEANTREFXMNEFZR. BX
EZER , FEA BEES B EEE XK,

& T LAE A Storage Gateway #2#|& 3 Storage Gateway API KR N%&., H<EH Storage Gateway
BEHEIAAMEBNHEEA , SRR FMES. BXMEA Storage Gateway APl iFINBHER |, 55
¥l CreateCachediSCSIVolume,

ALMERRTE—FERT RUASHI AN
- HIREREY BNENRE , AREALRREBERNTES. EXNAIBRENEES , 55HE
BRERR. AXRIAFEARRBUEZFESNES , BEHLUEFES,

. EREREFRNEEFSXEEANTS. AXNARBENHES  WEANREASREES,
BAMTHREHES  FSHREES,

MNRERREEFS

EABME— AWS REIFHNEAIAEFETERE. RMNEEBNERIMEREHE. BRE
RE2B-INEBNAEHREDBFRF-FHNAL[. ERES  FEUEBYNEEPERENL-—TMIERR
BIET , REEEERERNS,

502 Amazon EBS [REBHELE , NIEBRENFRRERRE, ELFaN. REEARENZN
ME R, HHTEMNES byte-to-byteZE #I T4, Storage Gateway 2 B N EEHVEIME <.
EEEREE—MIESNBIENE , EEE Amazon A TimeSincelLastRecoveryPointig#r
CloudWatch,

RENBBYTES. RN  EREEXNE—BNERXRF2EWE —NE., Hlm , MRERRIR
B, ATXNRENS, EUUEEFIEFEERBEEERANRERE. IHEMT2XMFEEHE
. AXRMAREENER , FSHLIEREFHES,

BT NERE S EPEREEER, SXESES  #2H SNEEMATEDE , £RERER
.
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UTRENBUAMNBIRE R=E— N EHERZS.

MTEE T R B R > 5 B2 5 F 5

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &

2. 1f Storage Gateway F#H|AH |, EFQES,

3. 7 Create volume (BI2%) XiEHEH , 7 Gateway (FMX) EFEM X,

4. WTHEE K BABNEE. LBFEXNEDFERBHA/NERES

5. 1%&#& Clone from last recovery point , R/ Source volume %% 1D, RETURIEE AWS X
HHHWEREEFES.

6. 9 iSCSI target name (iSCSI B#: & #5) B A B o

BNREMAEENEFRE. BFAR () MERA (). £IE , LBHRBHE RN iISCSI
Microsoft BzIf2/F Ul 9 B FRETI-F Y iISCSI BT 2B M. Bl , B targetl HERR
ign.1007-05.com.amazon:targetl, HWRBIRBEHEFMHXEBME (SAN) NEFLFHE—
.

7. I8IUE Network interface RB 2B WM< IP #biik , SKEF N Network interface 1%&#F IP #iit,

MBEENMAELNEAZINNEEERS , NIEBREENARFSATHREN IP ittit, AN
XENHNEINMEBEERB[ARE TR — IP thit,

WMEMX VM B2HTZAMNMEEEFREEN , MBS EENFRNEEAFER—NIR, 7
ZHERP , —NIP RN —MNAMX VM BLEREE R, RMX VM R8N —NMMEEB 85
BEN , IF2ERIEK , RARE—NIP i,

8. EEBIES, EPFE R Configure CHAP Authentication (B & CHAP B R11E) X iEE. EBE
AILABLE CHAP, BXEE , 5 M iSCSI BFFELE CHAP 4K,

T—HREBEERINEF K. BXEZER , BN BEEEIEM K,

EREBERARR

HIRGHEBAER , WLTE Storage Gateway EERHEFEES LFHNBEE. §1MNEH
Details it~ E "B FEARER,

EEBEAIESHHREE

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway £ &1 5
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2. TESMBE®ED , £$F Volumes , RERFEBNBHE,

UTFREHRBXENER :

+ Size : BN ERE,
« Used : BELEHNEBIEE,

(® Note
XEETEATHE 2015 F 5 A 13 B2l tlZNE | RIFELES L BIRE.

1l BR A 1

HNARFEERSEN (Hl, MREIBRNAREREAERNEESE ) , EUEEENRSE. MR
EANEH , FHERYMEBENABRFEEEAZS. 3/, FERZEZELEERENRRE. RIS
EXTHREITXI , M ATLATE Storage Gateway #H| AV IRBITXETF L#HITEF, EXREZEER
BSH mBEREIT.

BT LAE A Storage Gateway 34l A 5 Storage Gateway AP| kI Br% ., &< A Storage Gateway
AP| IBREHELR , BSHAMKRE. UTHERRUOMAFEREHE,

ERERSZE , FOENBBEIRBBHRENRR. N TE#S , ENREEET 2R, BERH
BRIEEMRE.

i BR &

1. fEhttps://console.aws.amazon.com/storagegateway/Z T FF Storage Gateway 12 #| &
2. ERE , RREE— NS IPMERBRHS,

3. HEBREDEZEBIRSE., LNSEREIATEE,

4. WINERRIEENS , AEEBRIMEPRAEIE delete HIEFMER,

MENBIBETRERIMK

BERENMESRNIEEK , ZUREFENEBRIETRNEME, ERMTIERE  BUUER
Storage Gateway #Z#| & APl 7 E MK IS
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BESEAMMNS , SRS -

- FEBHEEHFHENFEHERFTN Amazon EC2 Kb,
- RIFTBRS SN REEH
- ETREERFRECABIERE,

EDEER , MXxa LEBBENMTBEHFHE AWSH Storage Gateway fRFEH. g , B R
WA 5 BB INEME A X FHENFE S,

® Note

ESENSERINESFERRRITR  EZEHRE. AXOABELKENEER , BSREL
BLNTREHEE,

® Note
HEINA S BB — R -
 HESTRBBRRNONE. HESHN , NXLESES AWS 23S LOFASIE L
EEES L, RREEFENHHRATBE LENRERUREHMES AWSHIEE,
- MRABWEES | WETHFEIER RS EFHM,
- MRSBWERS , WETHFRER BESEFHM,
. BSEWHBENMBMEZHTEEA.
. EEMNEHST  REREXSWE LS N MBMK,
. UEFFRHMRSBEN  RESHESRERR  RET HEAS,
- B, R4 AP R BRABIRS.

« MRBBEEMRNKXFIEMERERT ZMX , WSBHEEXR. BEEFEESTBEREF
TR, REBEMERMX,

« MREHEMXEFEEEERRES , BEEMNEFTES

DT SBRERMASER Storage Gateway Z#I 2 7 EMM B, BXRER AP HITHRENEZ(E
B , 5% AWS Storage Gateway API £% AttachVolumeH I DetachVolumem
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MRIX 55 B 5

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. ERE , RARER- ISP ESTENS,

3. XNFRHE, EFSFES. WNSEREIAXEE,

4. WAESTEEENSE , AREWAEPEAEF detach HEESE,

(® Note

NMREESBENEEARERE , WERSANEHMMRENEESE , EETKLERE
B, RE , REERNETE., NRRABLERE  BURLTEFIEEDIERS. W
RELRBHE , WRASMEMMNERNEDE,

DIE |, AT LURT LS N B E AR <,
RS B H0EI I <

1. fEhttps://console.aws.amazon.com/storagegateway/Z F1 3] FF Storage Gateway ##l &,
2. ESEMERP  ERS. ESBENEIBNRSERNESE.

3. MNEFESBIXRG , EREMMNE. —XR8EMM—1N5E,
4
5

X TFHRE |, RFEH IS,
EMIMENFES , EREEREHMMBINMX , Reh ARFBEESIR iISCSI BFr.

MREENNEFERS  FAE 1D WARBEIRAR,

6. EEMME, MREEZNS LHRERE , ME AttachVolume BERIIE , BRRSFHME
2 BN B,

7. EETHEE CHAP SHRIEASH  EEENETRHESIEFEN. BIERFERANMB
2, REERRE. BXEARAEFSHRIINI (CHAP) SORIINESER , HZHEA
iSCS| BArELiE CHAP &K1,

Bl IR E R IR

DUTEERAEZETINFXNEIRE SAIEZRERR , UREREIRRFIE Storage Gateway ZHl & H
R AR AT AR B R R ER ., AT — IR, et B IMERR , W LURERRITRI , AEREENERE
RIS EEIRE,
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NI MR B2 H E RS IR ERER

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. EEHFHATHAMNNSMERT , EEMNX,
3. ERENHGIERBHMX , AREFRFABSEETF,

FAFEEENFERPTIEMXNRERBER.
4. 1%&$F Create recovery snapshot LA3TFF Create recovery snapshot X i&4E.
5 METRNBIRY  EREMENS , ARERIERE,

Storage Gateway B3I IEESHNRBIRE, REBIBTK/G , 7 Storage Gateway #EH A HER
HLEEFEN , ATLUREMREB S5 HARER,

YRR R 1T X

W FE#EHSE | AWS Storage Gateway BB E X — X B ERIARER TR,

(® Note

BT ERBRBRIARBITR, FHREBFTEEL—MRBITH, ER , BULLESEERBEREA
£HRRF/RER (1, 2. 4, 8, 12 T 24 NPat) KRESREB TR,

M FEFES , AWS Storage Gateway T BIEBRIAWIRBITR. FTLEIBEIATR , RAEZHEER
£ Amazon S3 1 , FTL , BEFERBHIRBITKAA T REREBE N, T , BN EZEErTFER
RERBITR. NEFESAUBERBREMT S —RELEMNRERIEBN S ZE.

BEEANUATSER , B URESHIRBITR,
REBBRVIRIRIT

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
2. HESMBERKF , %EF Volumes , REEZRENPAIBREBHE,

3. XF Actions (3&4E) , #%£$F Edit snapshot schedule (4% RBITR]).

4. £ Edit snapshot schedule XiF#EH , EekitXl , RFEEFE Save,
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I BR 17 fekk B RV IR R

A UAMIBREFEBHRE, Sl , HEE-—REARNBERT FHRENTFSREMTIBEZER B REN
B REEERRR R, ATRBREEZ S, RUBREMEBNRERXSBBREGIRBTZEENLL
ﬁo

£

- ERAEAT Java B AWS SDK iR R

- EAEHT.NET B AWS SDK il Br iR &R

. {5 FAMBRREE AWS Tools for Windows PowerShell

£ Amazon EBS ###HI&F |, AL —RMBR—MRIB, B {aEH Amazon EBS 25 & il Br iR R Y
E8 , 52/ (Amazon EC2 F 1) HHIMIER Amazon EBS tREE,

E—RMBRZAMREE | BRI LAEHR HE P — /X iF Storage Gateway RIEHIRB, AWS SDKs HX’R
Bl , F2H EAERT Java B AWS SDK MIBRRIR, SEAEA T .NET A9 AWS SDK MIERIRER M &£
FAMIBR R B AWS Tools for Windows PowerShell,

EAERT Java B9 AWS SDK il BRIk &R

WERBRESSRBENS MR |, BAILERARER E, AT ROVERNFAERERT Java B AWS
AR TESMBRRER, MECAROAND , BRIZAE Java ZHENABRFNETAR. BXES
ER , 28 GERT Java WAWS BRUEF R T EAFRARER) FHAT, RERFRERLE
R, FiE BIBRFEENRE PARRERER A,

Example: fERER T Java B9 AWS SDK il Br1R &8

LA Java RKEBRAIZIH T MXBENMNENRBURRBEXRBRAREEEAHERZE. EEAER
F Storage Gateway #l Amazon EC2 #J Java AWS FF & T E& APl, Amazon EC2 API| ‘@iEH it 12
REBRVERAE

FHABUERBRSKRIRT R, BHMNXH Amazon FRBF (ARN) FEEERIFIRBAYE B KK,
L& L Bz s REN RBE G MR, BEFEEEMRE viewOnly , ZEXRPAREEETEMRK
A9 1R B R 2 SERRIIT IR BRI BR . SE R view kI (ENNF viewOnly IRE N true) BTREB , FEER
Bamrt 4. BXALLE Storage Gateway L& EAK AWS RFLKX T RIIK , HSFEPHAWS
Storage Gateway & im T S MEFAWS —fSE,

import java.io.IOException;
import java.util.Arraylist;
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import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import

public

java.
java.
java.
java.
java.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

util.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

util.Calendar;
util.Collection;
util.Date;
util.GregorianCalendar;
List;

auth.PropertiesCredentials;

services.
services.
services.
services.
services.
services.
services.
services.
services.
.storagegateway.model.VolumeInfo;

services

ec2.
.model.DeleteSnapshotRequest;
ec2.
ec2.
ec2.
ec2.

ec?2

AmazonEC2Client;

model.DescribeSnapshotsRequest;
model.DescribeSnapshotsResult;
model.Filter;

model.Snapshot;

storagegateway.AWSStorageGatewayClient;
storagegateway.model.ListVolumesRequest;
storagegateway.model.ListVolumesResult;

class ListDeleteVolumeSnapshotsExample {

public
public
static
static

// The
public

// The

are deleted
// if viewOnly = false.
public static int daysBack = 10;

// true

the daysBack criteria

public static boolean viewOnly

static AWSStorageGatewayClient sgClient;
static AmazonEC2Client ec2Client;

String serviceURLSG = "https://storagegateway.us-east-1.amazonaws.com";
String serviceURLEC2 = "https://ec2.us-east-1.amazonaws.com";
gatewayARN

static String gatewayARN = "*** provide gateway ARN ***'";

number of days back you want to save snapshots. Snapshots before this cutoff

= show what will be deleted; false =

actually delete snapshots that meet

= true;

public static void main(String[] args) throws IOException {

// Create a Storage Gateway and amazon ec2 client

sgC

lient =

new AWSStorageGatewayClient(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));

FAERT Java B9 S AWS DK

API R 2013-06-30 71



AWS Storage Gateway BRXAFERE

sgClient.setEndpoint(serviceURLSG);
ec2Client = new AmazonEC2Client(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
ec2Client.setEndpoint(serviceURLEC2);

List<VolumeInfo> volumes = ListVolumesForGateway();
DeleteSnapshotsForVolumes(volumes, daysBack);

}

public static List<VolumeInfo> ListVolumesForGateway()

{

List<VolumeInfo> volumes = new ArraylList<VolumeInfo>();

String marker = null;
do {
ListVolumesRequest request = new
ListVolumesRequest().withGatewayARN(gatewayARN);
ListVolumesResult result = sgClient.listVolumes(request);
marker = result.getMarker();

for (VolumeInfo vi : result.getVolumeInfos())
{
volumes.add(vi);
System.out.println(OutputVolumeInfo(vi));
}

} while (marker != null);

return volumes;

}

private static void DeleteSnapshotsForVolumes(List<VolumeInfo> volumes,
int daysBack2) {

// Find snapshots and delete for each volume
for (VolumeInfo vi : volumes) {

String volumeARN = vi.getVolumeARN();

String volumeld =
volumeARN.substring(volumeARN.lastIndexO0f("/")+1).toLowerCase();

Collection<Filter> filters = new ArraylList<Filter>();

Filter filter = new Filter().withName("volume-id").withValues(volumeld);

filters.add(filter);
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DescribeSnapshotsRequest describeSnapshotsRequest =
new DescribeSnapshotsRequest().withFilters(filters);
DescribeSnapshotsResult describeSnapshotsResult =
ec2Client.describeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResult.getSnapshots();
System.out.println("volume-id = " + volumeld);
for (Snapshot s : snapshots){
StringBuilder sb = new StringBuilder();
boolean meetsCriteria = !CompareDates(daysBack, s.getStartTime());
sb.append(s.getSnapshotId() + ", " + s.getStartTime().toString());

sb.append(", meets criteria for delete? " + meetsCriteria);
sb.append(", deleted? ");
if (!viewOnly & meetsCriteria) {
sb.append("yes");
DeleteSnapshotRequest deleteSnapshotRequest =
new DeleteSnapshotRequest().withSnapshotId(s.getSnapshotId());
ec2Client.deleteSnapshot(deleteSnapshotRequest);

}

else {
sb.append("no");

}

System.out.println(sb.toString());

private static String OutputVolumeInfo(VolumeInfo vi) {

String volumeInfo = String.format(
"Volume Info:\n" +
" ARN: %s\n" +
" Type: %s\n",
vi.getVolumeARN(),
vi.getVolumeType());
return volumeInfo;

// Returns the date in two formats as a list

public static boolean CompareDates(int daysBack, Date snapshotDate) {
Date today = new Date();
Calendar cal = new GregorianCalendar();
cal.setTime(today);
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cal.add(Calendar.DAY_OF_MONTH, -daysBack);
Date cutoffDate = cal.getTime();
return (snapshotDate.compareTo(cutoffDate) > @) ? true : false;

FERAERT.NET 89 AWS SDK il Bk = B8

WEBBREBEXRBKNZS MR | BANERARESE. UTREERNAFERERTF NET B AWS #
B X TEGRAE 2§ 3 BIRRE, MECARGNRE , BNIZAE NET 2HANARFNEITE
X. BXEZER , 550 GEAT NET WAWS BA4F XTI EGFRARERE) PHAT, MRE
RERBRDERR | B BIBRFESHRE PR ERES A,

Example: fEFAER T .NET 89 AWS SDK i Bk 88

LT C# REBRHIH | AWS Identity and Access Management F = AT LA %I WX SN BRI RER,
ARG, ZAFPAHERBHERNBEREEEAS REH) 2k 2E , FHRE 7TREHHR
B, ZRBIERER T Storage Gateway 1 Amazon EC2 #J.NET AWS Fr A T ES APl, Amazon
EC2 AP| S EH AL B R BAVIRE,

LLTFRBEREIERZERT.NET B9 AWS SDK iRZA 2 §1 3, AU IBMRAH NET TR EFRE. &
XEZEER ,BSHIBEAT NET B9 AWS SDK B9I B

FHRBURHBRESKET R, EHMXH Amazon BREZF (ARN) MEEAEREFREBHEHREK.
LLE L BB 2 BT AR IR BT S R BEFEREM/RE viewOnly , ZERP\REEE EMKR
HY IR BRIE 2 SRR UIT IR BB BR . S8 R view %I (BIFF viewOnly iRER true) BTREB , &R
BamRt 4, BXALLE Storage Gateway BLEEAN AWS RFLKmTT RIIK , HSFEPHWAWS
Storage Gateway & in T S FMIEHFAWS — RS E,

B, SIZ—NAPHESRD IAM RBHMEZAF . REAEHMKEE B3 REBITR.
DT RBAUZEATAFHBRREBOR/NDRERRE, EATREF , REHNEMHF sgw-delete-

snapshot,

JSON

"Version":"2012-10-17",
"Statement": [
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"Sid": "StmtEC2Snapshots"”,

"Effect": "Allow",

"Action": [
"ec2:DeleteSnapshot"”,
"ec2:DescribeSnapshots"

1,

"Resource": [

myn

"Sid": "StmtSgwListVolumes",

"Effect": "Allow",

"Action": [
"storagegateway:ListVolumes"

1,

"Resource": [

myn

BT C# KB EEEMX P ERSENIEE B LLH TE 89 FrE R R E M BR

using System;

using System.Collections.Generic;
using System.Text;

using Amazon.EC2;

using Amazon.EC2.Model;

using Amazon.StorageGateway.Model;
using Amazon.StorageGateway;

namespace DeleteStorageGatewaySnapshotNS

{
class Program
{
/*
* Replace the variables below to match your environment.
*/
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/* IAM AccessKey */
static String AwsAccessKey = "AKIA................ ",

/* IAM SecretKey */
Static String AWSSeCIetKey = "*******************************";

/* Account number, 12 digits, no hyphen */
static String OwnerID = "123456789012";

/* Your Gateway ARN. Use a Storage Gateway ID, sgw-XXXXXXXX* */
static String GatewayARN = "arn:aws:storagegateway:ap-
southeast-2:123456789012:gateway/sgw-XXXXXXXX";

/* Snapshot status: "completed", "pending", "error" */
static String SnapshotStatus = "completed";

/* Region where your gateway is activated */
static String AwsRegion = "ap-southeast-2";

/* Minimum age of snapshots before they are deleted (retention policy) */
static int daysBack = 30;

/*
* Do not modify the four lines below.
*/
static AmazonEC2Config ec2Config;
static AmazonEC2Client ec2Client;
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

static void Main(string[] args)
{
// Create an EC2 client.
ec2Config = new AmazonEC2Config();
ec2Config.ServiceURL = "https://ec2." + AwsRegion + ".amazonaws.com";
ec2Client = new AmazonEC2Client(AwsAccessKey, AwsSecretKey, ec2Config);

// Create a Storage Gateway client.

sgConfig = new AmazonStorageGatewayConfig();

sgConfig.ServiceURL = "https://storagegateway." + AwsRegion +
" .amazonaws.com";

sgClient = new AmazonStorageGatewayClient(AwsAccessKey, AwsSecretKey,
sgConfig);
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List<VolumeInfo> StorageGatewayVolumes = ListVolumesForGateway();
List<Snapshot> StorageGatewaySnapshots
ListSnapshotsForVolumes(StorageGatewayVolumes,

daysBack);
DeleteSnapshots(StorageGatewaySnapshots);

/*
* List all volumes for your gateway
* returns: A list of VolumeInfos, or null.
*/
private static List<VolumeInfo> ListVolumesForGateway()
{
ListVolumesResponse response = new ListVolumesResponse();
try
{
ListVolumesRequest request = new ListVolumesRequest();
request.GatewayARN = GatewayARN;
response = sgClient.ListVolumes(request);

foreach (VolumeInfo vi in response.VolumeInfos)

{
Console.WritelLine(OutputVolumeInfo(vi));

}

catch (AmazonStorageGatewayException ex)

{

Console.WriteLine(ex.Message);

}

return response.VolumeInfos;

/*
* Gets the list of snapshots that match the requested volumes
* and cutoff period.

*/

private static List<Snapshot> ListSnapshotsForVolumes(List<VolumeInfo> volumes,

int snapshotAge)
{
List<Snapshot> SelectedSnapshots = new List<Snapshot>();
try
{

foreach (VolumeInfo vi in volumes)
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1).ToLower();

String volumeARN = vi.VolumeARN;
String volumeID = volumeARN.Substring(volumeARN.LastIndexOf("/") +

DescribeSnapshotsRequest describeSnapshotsRequest = new

DescribeSnapshotsRequest();

Filter ownerFilter = new Filter();

List<String> ownerValues = new List<String>();
ownerValues.Add(OwnerID);

ownerFilter.Name = "owner-id";

ownerFilter.Values = ownerValues;
describeSnapshotsRequest.Filters.Add(ownerFilter);

Filter statusFilter = new Filter();

List<String> statusValues = new List<String>();
statusValues.Add(SnapshotStatus);

statusFilter.Name = "status";

statusFilter.Values = statusValues;
describeSnapshotsRequest.Filters.Add(statusFilter);

Filter volumeFilter = new Filter();

List<String> volumeValues = new List<String>();
volumeValues.Add(volumeID);

volumeFilter.Name = "volume-id";
volumeFilter.Values = volumeValues;
describeSnapshotsRequest.Filters.Add(volumeFilter);

DescribeSnapshotsResponse describeSnapshotsResponse =
ec2Client.DescribeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResponse.Snapshots;

Console.WriteLine("volume-id = " + volumelD);
foreach (Snapshot s in snapshots)
{

if (IsSnapshotPastRetentionPeriod(snapshotAge, s.StartTime))
{
Console.WritelLine(s.SnapshotId + ", " + s.Volumeld + ",
" + s.StartTime + ", " + s.Description);
SelectedSnapshots.Add(s);
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}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
return SelectedSnapshots;
}
/*
* Deletes a list of snapshots.
*/
private static void DeleteSnapshots(List<Snapshot> snapshots)
{
try
{

foreach (Snapshot s in snapshots)

{

DeleteSnapshotRequest deleteSnapshotRequest = new
DeleteSnapshotRequest(s.Snapshotld);

DeleteSnapshotResponse response =
ec2Client.DeleteSnapshot(deleteSnapshotRequest);

Console.WritelLine("Volume: " +
s.Volumeld +
" => Spapshot: " +
s.SnapshotId +
" Response: "
+ response.HttpStatusCode.ToString());
}
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
}
/*
* Checks if the snapshot creation date is past the retention period.
*/

private static Boolean IsSnapshotPastRetentionPeriod(int daysBack, DateTime
snapshotDate)
{
DateTime cutoffDate = DateTime.Now.Add(new TimeSpan(-daysBack, @, @, 0));
return (DateTime.Compare(snapshotDate, cutoffDate) < @) ? true : false;
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}
/*
* Displays information related to a volume.
*/
private static String OutputVolumeInfo(VolumeInfo vi)
{
String volumeInfo = String.Format(
"Volume Info:\n" +
" ARN: {O}\n" +
" Type: {1}\n",
vi.VolumeARN,
vi.VolumeType);
return volumelInfo;
}

{55 FEL 110 B IR BB AWS Tools for Windows PowerShell

MERBREBREKNZMRER |, BULERARES Z. AT REERWOMFAFER AWS Tools for
Windows PowerShellfl B RER, EFEARHIBIA | ERZBABMAZE 1T PowerShell BiAR, EXxEZE
B , 2 https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-started.html A
BIAWS Tools for Windows PowerShellA[], MREIAEEZH RO ERE | Fik BBREESHNIRE G
PR EFREHIE .

Example: £ F il BR SR8 AWS Tools for Windows PowerShell

BT PowerShell BIASRBI5IH T X BN SN RBURREIT HETEREREEBHZERZE.
© £ A Storage Gateway H Amazon EC2 #J AWS Tools for Windows PowerShell cmdlet, Amazon
EC2 API S #ihab IR BRAVIRE

BEEFMHAHRHEHMICH Amazon BREW (ARN) MIBEREFRBHWEMRE. tBLBH
Z AR R B E T EBIBR, BEFEEERRE viewOnly , ZEXRPAREESEEMBRWRBIER
SSERFUITIRBMIBR, %R view T (BNFF viewOnly RER true) E1TRIE , EE XL LMK
Ao

<#

.DESCRIPTION

Delete snapshots of a specified volume that match given criteria.

.NOTES
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PREREQUISITES:

1) AWS Tools for Windows PowerShell from https://aws.amazon.com/powershell/

2) Credentials and AWS Region stored in session using Initialize-AWSDefault.

For more info see, https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_DeleteSnapshots.psl
#>

# Criteria to use to filter the results returned.
$daysBack = 18

$gatewayARN = "*** provide gateway ARN ***"
$viewOnly = $true;

#ListVolumes
$volumesResult = Get-SGVolume -GatewayARN $gatewayARN
$volumes = $volumesResult.VolumeInfos
Write-Output(" nVolume List")
foreach ($volumes in $volumesResult)
{ Write-Output(" nVolume Info:")
Write-Output("ARN: " + $volumes.VolumeARN)
write-Output("Type: " + $volumes.VolumeType)
}

Write-Output(" nWhich snapshots meet the criteria?")
foreach ($volume in $volumesResult)

{
$volumeARN = $volume.VolumeARN
$volumeId = ($volumeARN-split"/")[3].ToLower()
$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "volume-id"

$filter.Value.Add($volumeId)

$snapshots = get-EC2Snapshot -Filter $filter

Write-Output(" 'nFor volume-id = " + $volumeId)
foreach ($s in $snapshots)
{

$d = ([DateTime]: :Now).AddDays(-$daysBack)
$meetsCriteria = $false

if ([DateTime]::Compare($d, $s.StartTime) -gt 0)
{
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$meetsCriteria = $true

}
$sb = $s.SnapshotId + ", " + $s.StartTime + ", meets criteria for delete? " +
$meetsCriteria

if (!$viewOnly -AND $meetsCriteria)

{
$resp = Remove-EC2Snapshot -SnapshotId $s.SnapshotId
#Can get RequestId from response for troubleshooting.
$sb = $sb + ", deleted? yes"

}

else {
$sb = $sb + ", deleted? no"

}

Write-Output($sb)
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Create Volume

CREATING

Create Basic Volume or Create
Wolume fram Snapshot

L '
Unable to Finish
AVAILABLE Bootstrap BOOTSTRAPPING J
/ I
! _III
Upload Buffer Start Uplead Buffer
Issue® Bootstrap Issue®
\ / /’
( v
PASS THROUGH

Key

Gateway < Temparary State
Operating or Recoverable |
Marrmally . Condition*

* e.g.run out of uplead buffer
** g.g. lost connectivity

® Note
BRBEREEZTIERPERNER, BR , X5 Storage Gateway 12§ & FVIRSAE P #Y 1LIR
SERH BT T,

T BRI BRI

BEATRESTEETHREENXPBERSCENZER KR, ELEFFATHRZTERMRERTRER
Mx, "ERARELFEFATHBSMINITEARANBERT , MERHEFEAEE.
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Create Volume

CREATING }
f,f \
Create Basic Create Volume Create Volume
Volurme Data Preserved fram Snapshat

- \ AN
™,
/ I

s~

. h
Unable to Finish
Virite io AVAILABLE Bogtstrap BOOTSTRAPPING \\ RESTORING
Disk** \
A | \ |
| ‘l |
Uplead Buffer Start Upload Buffer /
Issue* Bootstrap Issue* /
\ |
\ PASS THROUGH 1-—*** /
Key \"‘“———__ ~__ Finish ——

Restore
Gateway Temp-clrary State
Operating or Recoverable
Marmally Condition*

# g.g.run out of uplead buffer or local disk crash
** g lost connectivity or disk crash
*+% transition occurs only if another volume is bootstrapping

(® Note

BRSEBEZTIERPETINER, B2 , X5 Storage Gateway &l & KRS HE F A BEIR
PN =R N T
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FHEMN IR EHRRIF R KA

(® Note

W RIEEH 1T Storage Gateway AL2 B AL2023 HER , BEF B2 IR E K Storage
Gateway AL2 B B2 FWFIATE ., AL2023 AL2023 AL2023

EEHRENMEERNERK , IERITBMRE AWS BA , BAUEMX BB HE. UTEE
B BEN—LRR

s FHFEEIINEFNENFEARERHH Amazon EC2 E4i,
- RIFRZEBENEEES,

/A Important
HiE A EMRRENHIR K 2 E B3,
T EBHEALGERTIZIT 2x RABIMXIRE, EFREACIIREBESTRIERAE MK
R&Fo

RESERANREREBERERFS  IBIBERAMTE. SRPMAREFZTETRANIBI R, &#F
BB MRRBEATENERF

£}

- NE#ESBEEMNEERENX

- HEFSBEMBIMXEL

NE#EBEHNFEEESMX

HFEEBENNFREMX

1. FLEEBAIBF#ESMINAMENAER.
2. BEUTHSRUBBHRE , ARSFHFRBTK.

a. fEhttps://console.aws.amazon.com/storagegateway/3x P FF Storage Gateway #2F|&
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b.
C.

d.

ESMEET , GRS RARERBENFRERBHNS,
X THRAE | ERERR,
FOEMEXEED , MARRBHEL  RFEFIERRE,

BALRIERECERAREFSERR. WRBENELELRZE , BFILEEX , REB
WITT —HEE. EEERBRSHBINKARRBL THFLERS | HRES LHRBEE.

3. REUTIRELIBNFHEERX

a.

b.

ESMERT , BEFMX , AGEREFLNIBF#ESMR. WXL T Running R,
HERETS  BEFEIEMK, BIEXNFEEFHIMK ID, REEEFEIEMNX,

EMXEFELER , BARSFBIETRINIRESNER. XXM , FRESRBFRLKETR
—FHEBNBEHMKZEE, SMIXAE , MXAPRESA KA.

EREREFZEAERA VM,

BXELEMXNESER , BSRABHMNELEM X,
4. NEENFHESXBENEFHEUEEENX VM 28, XTaE VM IREEE.
5. fEAZR Storage Gateway 2% & RENHELN EEEFE DA REBEFNFESH

X, https://console.aws.amazon.com/storagegateway/

6. EEEEDIRS PMIENFEENK VM R0 BV YEBFERHE
7. ERBHWELNIARE , BRBUATIRRCIEBEFES

a.

o T

Q

£ Storage Gateway #EH|&H , EFELES,
ERIEBIEES , EREELR 5 POIBNFHBMK,
MBI R FIEFE —NEE ID B,

NFERNER , ERREHUE NN BEBIEED.

BEXUEBNESER  BSHUETES,

8. (FE)EHIAMNEE CHAP SHRIEASH  EXENETRABIEFENR, BIERFR
HANERESR  REEERT.

BxERAREEFEHRIETHI (CHAP) BHRIENEZELR , S F iSCSI E#rfii & CHAP
BRI,

9. EIEAF#ENNAERF.
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10. WA EESMRESTERRE , ATLURERIBHFEEMNX,

/A Important

MERMX 2/l , FREIIIENARFEEEARIMKEE, MMREER LR HR B
BRMX |, M &&ERBIEE K.

BRUATSRMERIBNFEEMX

/A Warning
0 B ) >k fm B e SE MR o

a. ESMERP  EEMX , ARERERRNVIBEFEESEMNX,
b. X}F Actions (1) , iEi%#F Delete gateway (HIBRMX),

c. HETHEIUTERES , EPEREEIANNBER. BERZIHAMNX ID EE 7 ZM BRI 1876
BMR. REIEEMRER.

1. MERIBAIM< VM., BxMER VM HEER | B3 HEEREF R,

MEFEBEMHIMKELIAL
BEFSBEFRNEFBRXELN (VM)

1. FLEEBEABEZFEENXNAMBENAERF.
2. R ZROR M X E#H B & FhR A

a. fEhttps://console.aws.amazon.com/storagegateway/Zx T FF Storage Gateway #ZH| &
b. ESMERKTP , &R Gateways , REEFETBNIHEFEMK,
c. MRUUA, FEL VEEH . B , EHMXELRETRA

3. RIFMBEEMXH K %I+ LMW CachePercentDirtyEH 2B N0,

4. HE ISCS| BHMFT SEMELERM ISCSI BEMFFIRAVERE. BT AR LR inE R HES
X LB RNBAE , NTB B TEX LS ENBERT -3

5. BERUTHSREUBBHRR , AEFHFREBTK.
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a. fEhttps://console.aws.amazon.com/storagegateway/Zx T FF Storage Gateway #ZH| &
b. ESMERTP , EEFES K REERENPUERREHNE,

XNTF#E | HEFLE EBS RE,

d. EREREXFED , MARRBER , AEEFCERE,

o

BALRIERECEAEFEERR. WRBENELERZE , FFILEER , REEB
WITT —FEE. BEEFRBRSABINEERBL T HFLERS | FRFES LHRBEE,

BRERHATRESRSNESES , WSHTRERSARS. EREFERENES
HSH T REFSRBHR,

6. BREUTIRELIBNEFERX :

a. ESMERKT , EEMX , RAREREFLENIBEFENX.

b. MERFEED , EREFLEMK, BIENEEFHMX ID, REEFEFLEMK, HieRMX D,
RAERENSRTIFEAER,

EIHNXELLR |, BAEESFIETRIMRRRSHEE, HIANXXHR |, FAEESRMFh S
ER—FEEMBo KR, HMKRXAR , MRIRES R XA,

c. FHABTEREREM4XHIE VM, XXM Amazon EC2 2l EZELR |, 55 (Amazon
EC2 AF#ER) PWEIEFE31EHl, BRXH KVM 2 Hyper-V BN EZER
VMware , {55 G0 E D ERERF X,

BXREFLMINESER , FEHAEINELEMNX,
7. FFrAWE (SREREE. EFHENLEEPXHE ) BIEMNX VM 28,

® Note
B M REENE ID UREEZREWERKAMXK D, BNERLSRTEALEE.

WMREEA Amazon EC2 SEBIER EFEEMKXM VM , FZH (Amazon EC2 AiF#Em) FHE
Amazon EBS &5 Linux EHl9 8. XM KVM 5 Hyper-V VM 2 BHEENELR | HSRELN
EEREFRXH. VMware

8. BIEFH Storage Gateway EEFEF VM =] , EFREFHAERIMKEIE. BXBIEFE
Storage Gateway EXEEF VM HEZEE , BZHBRESBMX. XMNHMIFRA BRI F
i
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10.
11.

12.

13.
14.

® Note

BFAEFH VM AMAESRER LEZFXN#EE, SNH VM HERER VM HRENET
HEN LR ZPXEE,

BRI FT Storage Gateway EEREF VM EZHINEASIH VM BRI MSZEE. Mo<hY BRI\ KHE
BRIIASENEEHN (DHCP), £ DHCP i, RESNEHNN< B3 28 IP ik,

MREFENHT VM FHEERS IP it , BERRENKHE , TRESHFAER. R
IEHIM R ABER Socket Secure hixZs 5 (SOCKSS) RIBF EEZEBI B EXM |, J7Z4<ith M X< i &
SOCKS5 KEESH T EZFMESR

BEhE VM,

FEESR 7 PMIBEEFH Volume Gateway BRI 0 BN EZIFNEEENX, R
EIBM% VM HEHIRFFEiHEZERFH M X VM,

FRIEHAMUAEERRRFFIE, BIEREAD , EARSBHBEREEF—H.
B EEBF MK VM IR E S @K VM B IP #bik R H Web 1R ( IRk ) |, B
MR EBIRE,

a. EFAAXMIEFE , HiEE Migrat e Gateway EIN |, FHEHIIBREIREEITEHMRK D,
REFRREBFUGEIEHN X ENANRESFEFMX, BAUEENAECRBEFIE
BEfl. BSRAGEMAARBIRTE,

b. =HE , EALBEIEAULTHEIHN URL EEFFELHRBIMRIBIRE,

http://your-VM-IP-address/migrate?gatewayId=your-gateway-ID

BRAILAFMR VM EEEASIEMX VM HER IP ik, &/ URL BRI T AT 7RG,

http://198.51.100.123/migrate?gatewayld=sgw-12345678

EXNREBPRERTITFBED curl KEAL URL , BaIEBIRE,

BUTEEMXIBLRER , BRER -RBINKDEBRER,
IEEMXWREE  BESRT7 FIETTHESE ID,
BEMX,
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BRUATSREIFNEFEMX :

a. fEhttps://console.aws.amazon.com/storagegateway/Zx T FF Storage Gateway #ZH| &
b. ESMEBERTP , EEMX , ARERERINFHMX, MK T Shutdown RZS.
c. EBFMER , REERBBIIMX,

BXBIMINEZER , BSRABEHMNELEM X,

15. P , OB ZTUELHMX VM WM EZORBREEHNRAERF. IBRIWEREFEEX
BNMNEEHMMNXMEZOZRAEMNRFNERER. BXRESIMNEEOXEKN IP #itNES
FR , BHRMXARFENER, BSHEGREINAFTBIZES.

16. WINEHETA , ABBERIEMX VM. BXMBIER VM HNER | BSHAEERFIXH.
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¥ 98 Storage Gateway

AN B A Amazon %32 Storage Gateway , BF SR E M < KEH E IR CloudWatch, &) LA
WEmKH EEERXMEFEM, FH Storage Gateway 24| A XKEEMXNIBIRNER, Hla
B LEFEREREFFEANFTTER, REREZZNRELARM Amazon Web Services =i REIE
FERNETE, EBEN , BUUREMXNESTRAHREER , MEE—IRZS/MNEREEE R
EiTBAHE,

Storage Gateway % #% 121t CloudWatch 3645, 2R N HAF AR Storage Gateway 3645, B fE
XS , BAILHEHEEEHFE T T HREHNMX BRI, Storage Gateway iE 1R i
CloudWatch iR , EE0HEBIRRI , TEFNTHE. B>< CloudWatch ENMWEZEER , HSH
Amazon CloudWatch Eft. BXxE%{E LR CloudWatch , i3 Amazon CloudWatch F FF 18/,

AXBETYRERENXREXBKERNEER , i35 Monitoring your Volume Gateway,

£

o TEMXIER

- BEFEEHRX

- BEZFFHE

« 7 #% CloudWatch 23R

- NIEHNMRBZEHEERN CloudWatch Bk
« NERNRKAIEBE X CloudWatch Bk
- BEEMX

ig: JZER =t

EAEFNLH , RIHMXERELNREEMCCEANER , BRRE , XEENEEN
ANEFEMERE. AT -IRNXEE TSNS, BERXBENERACRMX EORES, 6
3, CloudBytesUploaded E#r— MR ER ST MR REL N FTHNER, ZERSENX LB
BRER .

FERAMXERBIERN , NIEERFZEETHERNMXWE—RIR, At , BAEE GatewayId
GatewayName {H. HFEFEAMKMIEIRN , BEERGEZRFIEENXLEE , ZLEELTRNXTEN
BN EBEBRHNENRKSF. BXEZELR | HSH FH Amazon CloudWatch $#6¥5.
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BMXAFERE

® Note

REBERRERITHNEZRBRNER T HTRENF QIREHRES.

1R

AvailabilityNotifi
cations

CacheHitPercent

CachePercentDirty

CacheUsed

ik

M5 4 Y 5 o] A M R AYIE
TR B

TR E Sum KITBIEL S
FERATNEMXERER TE
AR AMEXHNSESG. BX
EHNEFEAEER | BEFLRE
B/ CloudWatch BE4A,

B BF

ZEFEENNRARFERE,
BHAEREEABE R RA.
By B8Ok

R 5x & 17 P e R IF R (LRY B 4K
Bk, AWSHAEIREEH
ZRER A

FULERES Sum T BIEE S
i

BREBRLT |, LIEtRNRFE
BIRKF,

Bfy:Bok

MR EFEEPEEFERAN
FHEH, EXRERSEAHE
RETEA,

T R IERR
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1R

IoWaitPercent

MemTotalBytes

MemUsedBytes

QueuedWrites

ReadBytes

%88

B4 FH

PR S S5 135 7 3 i 23 Wi )7 Y sF 1)
Bk,

By Bole

AMx VM il ER RAM
B, UEHREN,
B

Mx VM HeTEEEAN RAM
B, UFTREN,

By P

BE , LERTEFEANSK

WE#HEFEHHRAWS , BBt
BT ‘5|5 R At HEN =
BEZELAENELIEE , &

KX EBHBLELE,

By 2P

REABARKFRIFRREEM
AN RARFRRNEFT
o

FMtIERS Sum ST HIES
EFEATNERUHE  FHE
Samples SiTHELEEEAA
N E IOPS,

By FH

T R IERR
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1R

ReadTime

TimeSincelLastRecov
eryPoint

TotalCacheSize

UploadBufferPercen

tUsed

UploadBufferUsed

UserCpuPercent

i B3

5 BHAMKFRIE BN
1 N A A2 PR 1T R BUR VR P AE
BNEZERDH,

FiZiE¥rE Average Sit#
BESFERATNEEER,

By B2®

B b B A B AR B
i, BXESEL , E5H £
WEERATLBE , £
W B

By B

LFEHREMHNEFELE RN,
BHAEREEABE R RA.

B4R

Mx EEZFXBERR, #
REREEE R RA,

By 8BS

MR EEEFXIEEERAN
BETH, #AEREAHE
RAEFEA,

BAFH

M4 PRTTE CPU BYRIRY B 2

b, #EE®KO LFEITE,
By BOK

T R IERR
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1R

WorkingStorageFree

WorkingStoragePerc
entUsed

WorkingStorageUsed

WriteBytes

WriteTime

ik

P 5< By T AF 17 i 22 ] P R A
MNEZRE, #AERSEHH
ZRET R

B4 FH

Mx EEZFXBERR, #
RIERE L RS RA

By Bole

MR EEEHXEEFERN
BETH, BARERGAPLE
E: P

By . P

HBEBHAMKPREEEA
BANRARFNEFZTH

MRS Sum SitHIEL
EFEATNERUHE  FHE
Samples STHBELEESEAA
MWE IOPS,

By FH

RERABAMKFREBME
o N IR 1T B A RAEFI3E
BN EEDH,

FiZiE¥rES Average S&it#
BEESERATTNEER,

By ZR

T R IERR
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Storage Gateway fS#rHI4EE

Storage Gateway BRZ5#9 CloudWatch 5% 22 8] AWS/StorageGateway, ¥HIEE 5 7 HHERN B3
AR, TERE,

$HE 15 BA
GatewayId , GatewayNa XL E S FRBERNBTFERFIENFETNXNIER. ERILE
me & GatewayId =i GatewayName MEIMRET/EHMRK,

NMRAELFESFENNXBRNEEERN , MXWNEMKETE
£, MEREMA GatewayId o

WJ?&E’J%&E%HLE%&EE?H?&E’JFEE%O BREARKIER
MEES , BTZREEMXS AWSZ HAY AR,

VolumeId ZEEXFEERNBBERENBETSHER. BIEFEHN
7B H Volumeld EARRZF#EE. AXEABSEIINER
FZANENARFEMX 2B A,

B EEREPEX

&R BAE T E R B A X a2 R 5 By _E 45 520 X DR a0 e 2 B 4R BUE S8 2 2 0 (X L 4 E I (A
WEBARNES. BEERALEE S EEFXERZERRFK T AFENRAEFFLZHE AWS
G IZES/YIE-Sareca: »

EEESNREMARNTUERNS ISR FEEIR, BXESEL  H5H BeS%E BR% 5
e

® Note

£ Storage Gateway FHIREFBINEER

Bl , WorkingStoragePercentUsed, WorkingStorageUsed ] WorkingStorageFree
ENNEATE#EBSHN LAZPX, NE , BEASFRLEZHPXIER
UploadBufferPercentUsed, UploadBufferUsed 1 UploadBufferFree, iXLEFS4R
EA TR XEN,
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KA LUREINITE—

LtESEAXFERR $¥ UploadBufferPercentUsed . UploadBufferUsed #I
UploadBufferFree ¥§#r5 Average SitBELEEFER. Hlm | F
UploadBufferUsed & Average &&EMA , A9 — BRI AM 1264 R
A=x,

NEFEAN EEEPXNED L

1.  FTFF CloudWatch #&|& , Mk https://console.aws.amazon.com/cloudwatch/o
1%£$# StorageGateway : MXIEFREE , RERIEFEHBHMR,

1%£#2 UploadBufferPercentUsed 1E#r.

3 F Time Range , iE%&E—ME,

% Average it iR,

X F Period , EIEFRE 5 2 F AEBRIAR S ETHE,

o g K~ WD

SHNENAFFNBEREES LEEPKNEAR,

BRBLUTSE , B LUEH CloudWatch Z##H A2 Bk, ETHAXRBRNEENESZEE , B5H
Amazon CloudWatch AP #5812 CloudWatch iR,

WMEAMRE LR XIRE EREER

1. $TF CloudWatch ###l4& , Mt H https://console.aws.amazon.com/cloudwatch/o
2. &#E Create Alarm (BI2 %K) AJ/F 31 Create Alarm (8|2 ER)' @S

3. NEWERBEERE

a. & “QIBRER mSH EERER NHEL Gatewayld , IEEAWS/
StorageGateway: , GatewayName4E , REH I EFEHBIMK,

b. 1%&# UploadBufferPercentUsed {E¥5. M Average ST HIEMN 5 2 #HHEH,
c. IEEBRYER,
4. ENEREBW., HRMBRE

a. 7TE“Create Alarm (BI2EIR)’ M S8 Define Alarm (E X ER) WE L , BiZ % 517E Name (B
#) 0 Description (i) £ H BV B RIB AL B AR BASRAR IR B IR
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b.
C.

5. &tx

a.
b.

C.
d.

e.
6. KRE

a.

b.
7. HIA

a.
b.

ENEHRBRE,
IRk,
ZERE B B TR IR

EORBER MSHNEERERNE L , N EHRRSERER.

N EBE R 02 B a4

B B F R4 EFEREIRE Amazon SNS £F, XN S SNSHEZEE , HSHTL
D@ AFEmPRIZEL S# SNS, CloudWatch

X F Topic (E&) , TR EB M A —MNMEREER .

%% Add Action,

RS,
BRIRE , REQIEER .

f£“Create Alarm (B2 ER)' B S K Review (EF) TH L , EFBREN, EHRMNERITH
MXBE (Bl , REBFERH4EA ) o

KREZBIRWESRE , %£# Save Alarm,
BN EREBRIITA :

TFF B RIXENETE 62 T BAt 15 E R B FER 43t 1Y Amazon SNS BFHR 4.
BEEFER P AVEERE | BINERIT R,

HERITFEEIA,

BEREFTE

&) LAE
PRIl

)|
RS

THRIABRIMATEZEN XN EFFEURNACIRERAELEZFSHEIEERERK
ER. BEEALER , BT BN @MNXRNEFFE.

BECESRNTNEERE. AXESEE SR BIELZE BMx 53K,

KA puREpTE=s
BREEFERR #F CachePercentUsed # TotalCacheSize IE#r4& Average 48

TTHIEFE M, I , ¥ CachePercentUsed 5 Average ZitBIELE S
A, Uofm—RNEANEEFERAR,

ERETRRE
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KA LRGN

TotalCacheSize IMXELRMKAMEFERE,

MNEFHREMNIEE ¥ CacheHitPercent #8#55 Average SitEHiELESHEH.
BRWBES

BE , £% %L CacheHitPercent ®REFRF.,

ZEPMEMNBESE O CachePercentDirty 38455 Average ZitBBELESHER.
2R , T8 B

Wk FEBIMRE —fxmME , BHFE CachePercentDirty REFRIE.

AWS

NEMXREMBENEFERET S

o o &~ DN

$TFF CloudWatch ##l4& , Bk J https://console.aws.amazon.com/cloudwatch/o
1%£$F StorageGateway : MXIBIF4EE , RAERIEFHM X,

i%#® CachePercentDirty ¥#%.

*F Time Range , HEEFE—1ME,

% Average &It iR,

W F Period , EIEEE 5 2 ACE R IAR SETE,

SHNZNEHFNBERESS 5 28U LNNEANETERBER,

NESBNEFREBET L

1.

o o &~ w DN

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/
1%3% StorageGateway : X EEREE , AERIZECFANRZE.,

1% CachePercentDirty 1E#7.

¥t F Time Range , H&E—1ME,

%R Average &It EiE.

X T Period , 1HiEEFE 5 2 #AEE IR IAFR S BT E.

BHNZRNEHFNBERESS 5 7HULNNEANEERBER,
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T f# CloudWatch 23R

CloudWatch B BEEFRMREREEEXREBHNXNER . EAILIAMAH CloudWatch &
8 3+ 1£ Storage Gateway ZHEFEFHRS. BEXATHERENINEINESEE , B2HAT
FEM < IEFR M T BB IER. N TEANER , BUNEERHHERRANELE. ST ERIR
Bt |, Storage Gateway ZHIAFHERRSERFRXEHLE , ETEEIHEERS. BAUF
EREENRBASHEEZT(CESARBRE, BX CloudWatch BIRNWEZER , SIS %
CloudWatch A5 IR Si# CloudWatchZ1R.

(® Note
MRIEZEEFNPR CloudWatch , N T EEEER,

NFEMNBCENMK | BRINEVEBIZLLT CloudWatch 23R :

s SI0O&EEF . E15 0HANT 3NN BIESR , IoWaitpercent >=20
- RIFRBESL £ 20 28AXN T 4 MIIER |, CachePercentDirty >80

o BTPRORBEE : £ 5 2HANT 1 MIER |, HealthNotifications >=1, EiELLERET |, iF
FHR D BIELL IR IRE A notBreaching,

@ Note
{X= M F CloudWatch FAESHIAZITIRABHE , FRERESTRRENER.

FEBE HA 3 VMware BWENFEA WM | OEEUERLE CloudWatch 1R -

- AAMBEA: E5 AT 1 MIES , AvailabilityNotifications >=1, BiELLER
B, B RROBIELEIZRE RN notBreachings

TRER T BEREVRES.

RZ iR
W IR R R R E LR ESEE .
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RS DU

Bl ERSRE BN E X EE.

BETRE BHRRIES , EFEAATA , ERBESENY
T B IR TS

7 TaNMXBER. ZCIEZHER , FS5H

IR M x 82 B E X CloudWatch 1R,

Unavailable EBERMRESZRARAH, 1% Unavailable (R AT F)
LAZ&E & Monitoring (512) it FH M IRE B,

NIZHAI M <RI ZHEER CloudWatch Bk

{#F Storage Gateway ###| A BIERFT MR , JLUERENERESET B CIEFMEHEN
CloudWatch Bk, BEXEZELR , BSREESMNK, MRENNEMRRNINBEFTHEN
CloudWatch iR , iHRA TS REE,

NABEFRRINREH#EER CloudWatch B

® Note

LINEEFEE CloudWatch REERR , MIXLENBRFXENTRELER Storage Gateway T2 17 [R]
KN —22 BB T, BRI HEE CloudWatch B2l , TRFREHZLRHKZ T L
TR :

« cloudwatch:PutMetricAlarm- BI2Eik

« cloudwatch:DisableAlarmActions - XM EBIRR/E
 cloudwatch:EnableAlarmActions - 3] FF &RIR{E
 cloudwatch:DeleteAlarms - il BRE &

ERFITFF Storage Gateway ##l A& https://console.aws.amazon.com/storagegateway//o
ESMBEEF |, %£F Gateways , AFIEZEN HAZEHE CloudWatch BIIREIM K,
EMXFAFEEREL , EREREETF,

EERT , RREHEFER. BB HEENEIR.
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BHRIMo I E THEMKWAE CloudWatch BiR, HXE , BAILLUEEMMBIR— MRS NER.
FTTF Sk P B R IR 1E AR B #T AV B4R

NI x 6|32 B E X CloudWatch Bk

CloudWatch &£ AL & #h 2] 2 B A PR S5 (Amazon SNS) Simple Notification Service fE BIRIRBS K EE
LR REEBREBEAN, BRSBESEEN —BREBAN—NMER , HEREEN TEERENERES
fBE T/ BT [E AT — IS ZTURE, RIER [ Amazon SNS =B RAMBEH, B UEABER
B 17 Amazon SNS £, CloudWatch 3% Amazon SNS WEZEE , B2 (Amazon Simple
Notification Service FTF R AR IEFE) HHRITL=E Amazon SNS ?

£ Storage Gateway 12l & H 82 CloudWatch 23R

1. TERFITFF Storage Gateway ##l A https://console.aws.amazon.com/storagegateway//o
2. ESMERTP , EEMNX , AGERENHIBBERHMXK,

3. EMXHAGEEREL , EREEETF,

4. HEBIR T, &R “QIEBER LUITIF CloudWatch #2%15,

5. fE£A CloudWatch #H At 2 BBV ENBERKE, SULOETIRENER

- BAEEER  ETMAENRERENER. EENEIRENNERIEEREN TFHEH
B, BRFE RN BB RS.

EHEBAREER , 5 Amazon CloudWatch A IERF W E T8 A HE 62
CloudWatch 21§,

- FERNER  RERLNEZERLEZNERBEACIRTBERE, EUUNFRERNRERE—
ME , REEEESP CloudWatch fE A ZBERBEZERN "ER" EEEH. SHEBS , A~
SN ERENEEBA, SAMERNIERESTRHESE. BTRHMERE , L=
EER 2 — R BURER.

EQERERNER , 535 A mazon CloudWatch AP EEHRNETRER N 02
CloudWatch 21§,

s BENRBEREIRNER  ETREREIXPFEAN IR NMNEFNER, BEEXREN, REM
(L HA,

EHBIEHFRHFERERNER , 55 Amazon CloudWatch AP IERF W E TIERHFERER 6
2 CloudWatch 21k,
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- ERER  BINEHABRNBERRSKBELBRRSHER. EBRTURPEREE
REE

EQIES S8R , 53 H Amazon CloudWatch AFEEHRM I EE S ER.

6. 7 CloudWatch & & P a|EEHR S , IREIF Storage Gateway ##H|& . BAILIBEIHITU TR
Ee—BEFER

- ESMEBERT , EENMX , AREREEFHERNMX, ZHFAGEETNFWERT , &
#CloudWatch 1R,

- ESEMERTP  EERMX  EREEFHERAMX , ARERERETF,

BRI IIH THEMKWFAAE CloudWatch B, HXE , BRI LLERMBBR-—IPRSNE
], ISR A B IRIR LR QI BB R
« ESMBERT , BEMX , RAEEEEEE EBERIMROERRS,

BXRNMARESIMBRERNEE |, BSHEEDMER CloudWatch B,

® Note

L& fFEH Storage Gateway 2% & BRI <Y , 5iZMKXXEB A CloudWatch iR th & B
zh il BR

BB K

ATHNETHRT MAEZFENFHESREPRIEESHX , SFEEEMX KRN EMER L&
ZX, EALER AWS EEZH A REFMXVER. Sl , BUNESREREFEANTT
B, REREMEZEELURM Amazon Web Services R RBIFEFEFZWETE, EEIER , B LR
BRMXETIRRARBEER , UEE - MRS MERE L E LK ENBHZ,

Storage Gateway & #& 12t CloudWatch 1545, iEFRHABMAER Storage Gateway 55, B FHIX
LiEdR , BRI RAEEEHE T THRENMANEBH RN, BXIFHEER CloudWatch , ESH
Amazon CloudWatch B FF 18§/,

£}

« {#£/H Amazon HEIRIUE R <Z TR CloudWatch HE-T a1  Amaz CloudWatch on Logs
KRB X BN X MEXERETRRNER.
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« £ Amazon CloudWatch ¥E#5- 7 BRI E R AWS EE =&l A = CloudWatch API ZREX M < B %
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- HELNWNAREFMMXENME,  THRNMEEXESHE, BUREEMNSIRELR , X THK
BARFMMX 2B EEE,

o BEMXIMK 2B EE AWS-ZI) AN EHRFEFLE, BIRERMEWRERE , L THMNX
F AWS =2 BB HEEE,

o TEREREF TR AEERS , XEEFRTERESMRRBRNESNEEE,

£/ Amazon BEIREUENKIZ TR CloudWatch BE

& LAE A Amaz CloudWatch on Logs RIREXE X EM R FMMEX FREITIRANER. BRIUEAIX
L BEREEMBEINEEIR, WAL, BIETEAER Amazon CloudWatch 1T 5 i 25K At B ah 42 B
HEBR., BXEZEER |, 1§55 Amazon CloudWatch A 38R A E T 1T [ SEat4b 38 B A 3R,

plmn , RIREWMXEBBELEA VMware A AY (HA) BUEWERH , H BEFEANBEEMHEIR. &
A LAELE CloudWatch HEENRGIZERIMK | AEMKIEEHIRNREBEH, S0 AEBERKEH
EHEMAXHEITREEL, BEXNAEBEMKMNEE CloudWatch BEANES , BEHEEEN
KXo BX CloudWatch BEALK —MEE. , S Amazon CloudWatch AFIEEHHNEA BELMAE

=R
/eaJlbo

BXRNAENEELRERNER , BSREES R,

BT EREBAMAEBEMXEEE CloudWatch BE4A,

Bt & CloudWatch B4 SAfE & HY <

1. &% AWS BEE&|A HEhttps://console.aws.amazon.com/storagegateway/Z B T F Storage
Gateway ##| &,

2. EEMSMBERSF , EEF Gateways , RFEFEENHEE CloudWatch BEHKI MK,

3. HEBRE F ERRERXER, REE FAER &I FL , £ “‘He althlog s” fM “kFH”
T, &8 “‘BEREL UTH CustomerGatewayName “Urid” FHiEIE,

4., WTFMXRSITRRBEAL , FEBEUTETZ— :

- MREFEFH@@ BFEAKEMX , HE A CloudWatch B &2 %,
- BIEFH AERALCIEFH CloudWatch AEH,
- FRIERXRAMFERESEEN CloudWatch BEA, MNIIAERBZATRDERE—DPEEEL,
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6. EEFEMXNESTWRAE , BRITUTERE

1. EEMSMERD , &#F Gateways , RFEFREFHHEE CloudWatch AELARIM X,

2. &R EMER RTIF |, RBTE “Health Logs” T , i%&# “CloudWatch B&’, HEAFERE
fF7E Amazon CloudWatch 2 #1& 3T T,

£ 8 Amazon CloudWatch 1E%x

IEALAE R AWS B2 E| A 5 CloudWatch API JREXVF S iy s B 83E, #3244 RIER B CloudWatch
APl RIBHIEE R —RIRRER, BHEALUEZAWS B4F X EH (SDKs) HIT L% CloudWatch API
TEfH APl, CloudWatch RIEENERER , BUEHNOD TEAZEHARETHER , L[
FREE API B X,

TR FRMAM G EFERER , EMLITEETIIELR

- EFRANEREE, 4E REENEEREITE —RRNBH/EX, Storage Gateway V4 E
7 GatewayId, GatewayName Fl VolumeId, 7 CloudWatch ##l&H , B LAEAGateway
MetricsfVolume MetricsHIERBRMERBETMINEENRETBNEE, BXARINES
58 , 3@ Amazon CloudWatch AP s R T,

- 843 , W ReadBytes,

TREL TEAEAM Storage Gateway FEFREIERISE AL,

CloudWatch @88 4E iR

ZE [H]

AWS/Stora GatewayId , XLHEETFIEHRRREN ST HEHNEREE, SoBES

geGateway GatewayName IEE GatewayId #H GatewayName #EIMREFEAN
ZE

Rx @y FI B NERBIEE T MXFHRES,
BFEES THBERNBEITAH , TERE,

VolumeId ZEEESTRIEFHE, BYERN Volumeld £E4R
REFERANE.
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CloudWatch @88 4E iR

Z2|H]

BFEES sHBENETTAH , THRE,

WX MBIERNER S NRUTF EMRSZIEIR. B LAE TEASIA CloudWatch XK B —MNEx
RESENNERESHITE

- BEFTAEM

o IJREUSFREVEIR

« #|7 CloudWatch 21k

B2 NARERF MK E PR,

BREEHE, BIERERNEVRERRETRXRTHEANINNARFFHEEERAN=AERE
o HEAERNRERITHIER , B A Storage Gateway IEHRKE EIXLE,

ST HE RREFREEENRANES. EFEFIERERN CloudWatch , fEFAveragefitHiExR
RERER (Z®) , FAKTEBERTRESTLE (BRFTH ) , FASamplesKitHBERT~E
# input/output BRVEE (IOPS), SUWBXEZE LR , H5 Y Amazon CloudWatch A IEEFH ST
.

TRAGTIRRERNARFAREZ ANFLE, ERF I0PS WIS/ MRS,

KA a0 &
s ¥ ReadBytes M WriteBytes I¥E#R4E Sum CloudWatch it 8#EEE

. Bltn , 5 28 XEBHAR Sum IEFRHY ReadBytes {EREREL 300 #A[
DEHBYFTRERNELE,

HER Ff ReadTime M WriteTime 38454 E Average CloudWatch 4iit i@
/A, a0 , Average 5458 ReadTime EN BRUXFAHANEN R
YERVEER B B

IOPS F ReadBytes M WriteBytes 1E¥R%E Samples CloudWatch £8it#

BEM, Hlm , 5 EHREBHAM Samples #54RHY ReadBytes {EERIA
300 #ATLABH IOPS,
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X T PR ERMFEGANER , FHERTZHMEAATHRAERE (ERMHEA , LEATERREN
) BBITESH,

EENAEFISHBBETHE

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o
£ Metrics , B1E# All metrics I F , AAFEFE Storage Gateway,

1%# Volume metrics £ , RARRIELANS.

1%£$F ReadBytes # WriteBytes ¥E#7,

3 F Time Range , iBi%&#E—ME,

% Sum it R,

X F Period , EIEFRE 5 7 EHHEKETE,

EEHNERBEFHBEIES , (HF—1AT ReadBytes , Z— 1A T WriteBytes) ,
ENMNBERBRUEH WA EL) SHRERINNELE, EFEHEREIMREHENH,

© N o o K~ w0 N

a0, anSR7E 300 WEIE AIEEEH 2N 2384199680 1 |, MZHIERAWIELLEHLRRNER 7.9 K
FH,

A E MBI FEEN SR HAE input/output IRIEIXER

1. 3TFF CloudWatch ##l& , Pt https://console.aws.amazon.com/cloudwatch/o
1E$E Metrics , Bk All metrics T+ , AA/F1E$F Storage Gateway,

1%# Volume metrics £ , AR IELANS.

1%£3% ReadBytes Ml WriteBytes 1E¥r.

*F Time Range , HEiEEFE—1ME,

E$E Samples SR,

X F Period , EIERE 5 7 HFIEKNETHE,

/B R B O BUE S h (£ — B T ReadBytes , B— AT WriteBytes) , ¥%
NEIE SR SVEE (B 1) B IOPS,

© N o o bk~ W D

filgn , R7E 300 WHRNEARIENEREN 24373, NZHBIELLN IOPS AEY 81 REARKE,
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2 M MM < 2 A B tE8E AWS

BEATE, BUEERNESMVREREBTAREMRFER Storage Gateway B N FARRFFEHEERIRH
=ANEEIENR, X=/MEY T Storage Gateway B/ REE | XETEEERAEBENESSIT
BIENANEREM, TRILCETHATHERNXSZEANELE, EEFMEH input/outputiR/EL (IOPS)

RYIEFR A AWSHE RIS 1T IR

R ET e £
FHE Ff ReadBytes M WriteBytes 1E#r% & Sum CloudWatch §1t##E 6L

. BN, 5 28X FHAR Sum EFRHY ReadBytes {ERRIL 300 #A[
DEHSRFTHERNELE,

iR ¥ ReadTime M WriteTime #E#545& Average CloudWatch £8it %4
5/, #la0 , Average #E#RH ReadTime ERRRHURHEBHANNENER
YER9HEIR A 8] o

IOPS ¥ ReadBytes #M WriteBytes IE#R4 & Samples CloudWatch £iit#k

TBER, Fln , 5 R EFAPAM Samples # AR ReadBytes {EBRIA
300 B AT BABH I0OPS,

HHEZF AWS #£Sum CloudWatch £3 it ##E R £ CloudBytesDownload
ed MCloudBytesUploaded IE#r. fHltn , 5 7 #REFHN
fCloudBytesDownloaded #EFRSum{EBREL 300 BB HM AWS WK Z|
MXHWELE K BNUNBRFTE

WIRHER B AWS #f CloudDownloadLatency 38#55 Average SitBIELESFER. HI
W, Average ¥8#5H) CloudDownloadLatency SRitEHERNBIREEE
YEEER .

MEMNMXBR EERFEEFLE AWS

$TFF CloudWatch &l & , Bk R https://console.aws.amazon.com/cloudwatch/.
1% Metrics , BiEE All metrics &1~ , RAJ/F1%#F Storage Gateway.

1%£$E Gateway metrics £FEH KB ZHLEFANS,

1%£$# CloudBytesUploaded #E#%r.

3 F Time Range , {E%&E—1ME,

o & w0 bnhp =
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6. & Sum SitHIE,
7. XtF Period , {EERFE 5 DM HEKHETE,

8. ERHMNEFBHFNBERES  FENBEIRUBYE (UBHEN) REZFF B S TH
BEHE,

BREBEERRALRLEREXRMEANES , SELEN LENTHR, FREBRM Period
B (5 2% BHERHSURHNELE, fll, MRE 300 DAMMXIMHFLE AWS K 555,544,576
FH | USHHAHELRNEY 1.85 kFH.

CloudBytesUploaded (Bytes) edi Statistic: Sum + Penod: 5 Minutes -

500,000,000 Value: 555,544,576 (Bytes)
Time: Tue Aug 09 2011 21:33:00 UTC

4 Metric: B CloudBytesUploaded

0 MNamespace: AWS/StorageGateway (3 1

GatewayMame: EC2-08-JatStraess-4
Gatewayld: sgw-7FA44116

_________ Y - Axis: Left [switch]

"""""" * Create Alarm

MEHEEN X FIRFEER

1. 3TFF CloudWatch ##l& , Bt 7 https://console.aws.amazon.com/cloudwatch/o
1% Metrics , BiE$E All metrics &I~ , RJ/F1%#F Storage Gateway.

1%£$E Gateway metrics #EH R B BHELEFANS,

1%3#% ReadTime F WriteTime ¥E4%.

3t F Time Range , iBi%#—ME,

% Average &It iR,

T Period , EIEFE 5 0 #hATCE ERIAIR & B [E

ER/ENENAEFNRIER (HF—1HT ReadTime , Z—1MHT WriteTime) , B E
EFAFIBER , UEHAZEW N BV ELER,
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A E MR B RV BIRER AWS

1. 3TFF CloudWatch ##l4& , Pt 7 https://console.aws.amazon.com/cloudwatch/o
1% Metrics , BiE$E All metrics &I~ , RAJ/F1%#F Storage Gateway.

1%£$E Gateway metrics #EH BRI ZHELEFANS,

i%£$# CloudDownloadLatency #&#%.

*F Time Range , HEiEFE—1ME,

% Average &It iR,

3 F Period , EEFEE 5 78 ALE B IAIR SETE],

N o o bk~ b

BHNENRAHFFNBERESS UV N EUNER,
BERMRELEN LRAEERIREN AWS

1.  FTFF CloudWatch ##|& , Mk H https://console.aws.amazon.com/cloudwatch/o
1% Alarms,

%% Create Alarm (B2 E4R) A /S 31“Create Alarm (BIZZER)" @S,

1%£3% Storage Gateway #EH L EFHAIMX,

i%£3#2 CloudBytesUploaded 547,

EENER , 1B CloudBytesUploaded $EHR K T E T 15 ERT B ERAVIE EE R E LB
Ao, il | B LALE X CloudBytesUploaded ¥E#R7E 60 24K KXF 10 MB B YIRS,

HNZEBERRSEEEXRBNT. fli0 , TREBEERIEN B FHRFEL,
8. %&$® Create Alarm ( BIZREIR ) .

2

~

NIEBBERE L RREER AWS

1.  FTFF CloudWatch ##|& , Mk https://console.aws.amazon.com/cloudwatch/o
1%£4% Create Alarm (212 E#R) RIS 3 Create Alarm (RIE &) @ F.

1%4% StorageGateway : MXIEHRERE , AEKRIECLANMX,

#%$# CloudDownloadLatency ¥E#7.

B3 E X CloudDownloadLatency EfREEEMNBAIRATHZFTEEENNERRS , ENLE
o N |, AT LAE X CloudDownloadlLatency 7& 2 /MR ATF 60000 ZEF BT BIRIRES.
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7. i&#E Create Alarm ( BIZERZHR ) .
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MigEEMITY, EEFRER , ARELENRASMERMRMIBKNERE. XEEFREMAEMX
REWELES. IREEHRCERNX , FSHALIEMX,

£

- B Storage Gateway W ARM A « THRIMATEMNEE XK/ NER, FRNEEREUREEIEES
W< A T R FEE R A b il 22

- EENTR-THRNMEMXHN LEFHERS AWS HUEHIRXEANMETRE,

- BEEMXERH : THROATFERXALFEH , UARELEM R LET ot Bt R,

« RAMRED : THREFEXARERMXEDYVRIITEF HZELAM , HIENELHEERE
FRI AT B,

o BRI o< TN BR oS BX B 5 R - T SR IN{alE B AWS Storage Gateway 3254 Ml BR M < HEEHX R
TR, SASR R R EE {5 A I L8 3% R 48 U % o

B Storage Gateway Y ith & &

RXE AL (VM) 5 IS IE A ith 0 B B AR s R B T E 0 M E% . £ Amazon EC2 3245l EBIZ BRI X
£/ Amazon EBS &4E R At HiE .

FB

- HEAMUEZFE

- MEFNN EEEPXNEFZFMH

REXRBHEFHE

EARXDENHEENHEN K DAHEZECRE, RBEBBHFEBRAR , MXFELTHNEF
fi& -
- BMX :

s FHRRXELTE—MUBERAELEERKX,

s BEERXELEERMEE. —MNAEEEF S 1MHAELEEFKX,

EIRA R API fR4s 2013-06-30 121



AWS Storage Gateway BRXAFERE

TRANFTEHBOMKEE T A MEEFEOAD, EREMNKXFEUR THEAEEFEREAREN , EAT RN
BEZ AR FMH,

7N 17 e Wi EA

FEEAX FERBAXEMFHELEZE
Amazon S3 ZBI A BFERMHE T —1
EEXEH, ZHMXBEIMENR
2EEFE (SSL) EEFHEHRX
BIELEE AWS,

RETFH®ZEE EEFHERAESSENLEES
X E4£ %) Amazon S3 BYEIERY A
WiEAFER, YENRARFES
BT /0 LT, MK
EREINZEFHD , UXIRE
BipE, HENMARFEREDS
B PR BAER , MKXEMN AWST
BBEISAREZSFEMEFHOK
=

@ Note

MEMER , BARWETENABHETENERAERYEFRER (F—ME ) W ELEAE
HREXNEFFEZE, KRYEFERTRE VMware FRRIANBIEFE, BEMX VM B, &
AR AREME VM XN BEFE. MEEREHEE (Pl , REEFFEZRN LA
X) B, SAILLARFENHMEFRHES VM MENREF#ES , I ERFEFEEEM®
HIEFMET,

MREBZANBEEME  BABVUNEFERZALEE - RERE W EEEPRKEES —
NEFEFE. NE-—NMNEEVEEEXFNBEEREATRNXFEFERZEN LEZF
XORELER TS BN E. XEFERTEME -1 RAID1 HERE RAID RENIE
Mo

RAEEHEMXG , LR B RNSMIERA T L& 2 XOBE R IBEAR M FE. &7 LR
TEEFHEZENEE.

WEARMUEFHE API WA 2013-06-30 122



AWS Storage Gateway BRXAFERE
HWEES B L& ZHPXH KN

BAILRA LEEAXRNARBEES BN LEEZFXH KD, BIENBWEEDLSE 150 GiB #Y
EEEFX, MRAKEE/NT 150 GiB B{E , B 150 GiB REESEL LEZHTXNERE, &
AUABIMKEESE 2TB N ELEEHFXBE.

(® Note

FHFEMK , HEABAXKIHBER , BNSFHENEFRIRS, EHRDH , RAERF

EANFHREGSREERN , BFRSMEE4EE AWS . Bt , BFERBENIRE, Y LEE
HXARERME | ZEF# A“BOOTSTRAPPING’ (51 §) RS, HUHRAT , EMREBERMH
HEFBIERT LET, AWSERE , ZBIRERNTEIRE. A , Storage Gateway &1k E 74
WEENEESEHEETNEIANEERS AWS , REEM AT RABRHIREBT, AXxE

RENEZEL , BSR THSRENER,

FEMEEIEN LEENXNEE , BUUBEMENEANEHEERER  FREM@EAZNTR
o

R ABIERY R R
IRRIENAREFELE  TEIEN AN RAEFERERERRNFREEANXNRER,
f& HBIRE Ry R R

ERRIENE AL E | FENERY R FHYE £ AWSH TIASIRER, thERREUR TS
BREE, EARURERBHETHRRE, ZRRNIZHNER/RATAR, FHE AT
AWS , MXeRAENAREES. flm , MRENNARFBFEANEXE , BUUREN 21 1
BRERE, T , MREEEBANM , MXAREERIEMAHREESR , FETEEEESH
Mx BB,

MEHRUATE—FMG , BABENEBEWEEDLSE 150 GiB By EEZHXZEHE

« BHEARRETHRERR,
« RIRE—NNTF 150 GiB B{E,

Application MNetwork Compression Duration Upload
(Thmughput = Throughput X F:cmr X of writes =  Buffer
(MB/s) to AWS (MB/s) (s) (MB)
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il RELHLFNARFEX 12 NI UER 40 MB BER [0 M x B A XA HEH BB ML

FEHENEW 12MB. REXABFENERRHN 2.1, BHFEN LEEZFPXDHEL 690 GiB NZE
I8 o

Example

((40 MB/sec) - (12 MB/sec * 2)) * (12 hours * 3600 seconds/hour) = 691200 megabytes

BRI CERARSHBEESFESBAEMXEN LEZPX RN E K/, FA Storage
Gateway B HI B RERMEZHN EEZEHPXZEE, LA, EBETLAEH Amazon CloudWatch 2 &5
FRREZR LEZEPXNEABRARETINANEEER. BXENRREBRNESZEE , E2H K
BEEEEPX,

BEZSENEFFEBHAN
MR EAREZFEERERNKIDERBENRERTGR. EFFHZEAAFSESENLEEFXE

& E Amazon S3 NBFEN A MFAFE, —KRMS , FEFFERZANAPREN EEZFX AN
1.1 5. BXRNAGCEZFFERRNINESER , BEH BEES RN LEZP XKD,

ERLCFILEUERRNI N EFFHEZATE E#ME. RE , EALERM Amazon CloudWatch 25
EREREFFHERZREARL , AEARFARREFEREESFHTR. AXEABRNREER
MER  BSH BEREEFHFH#.

BLEFING LR ZFXNEFFME
RESARFEROENL  ATNEMAXY LEEFRARRETFHER, SUUETRTH S
SHENNERTHMXFNEHD R, FMESEHE , EFEMX VM BER TR,

/A Important

EIMBMRPMNEFH EAZHXES | BHEMKREVELAEERZEFH Amazon EC2 £l £
PIRHHUE. FONBRIEXRC BN EFHLAZHPXBAFHEN KD,

NMREEFAR L2 B XN EF &

1. TELEHMXENEREZFSH Amazon EC2 26l LT E — MR Z NS, BEXRNAEEERRF
PR ERAENEE , B REBEREFNXHE, BXHN Amazon EC2 E4|FiELE Amazon EBS &
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WEER , H58 GEAT Linux 3£HI#9 Amazon Elastic Compute Cloud A #88) H# Amazon
EBS . EUTH RS , NUREREN LEEHPXBEFFH,

fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] 7 Storage Gateway &l &
ESMERT , EEMX,

BRENMXAMNIRFIERE,

MREFXEPEREREFMH.

HEERF#ED  BELTMEENHE, MRERFINENHE  FEERFEIRKRFHI R, X
TEAHE MNEISBEATHAREFERE EEEHIXIEFFMHE.

2

(® Note
L EEHXREFESMX L5 E R R ME— ] FE,

7. ERREFEIRGRELENEERE.

EENTR

SR DABRS ( BPRE ) MK BIRRAY EEFHE AWS IMNMX TEE AWS RXHNEFELHE, EAF
RGBT AR B BRI R EANMNEHFRE, BRIABERT , BUBRIMXX EER TEORBERRH,

B LA RIEERERH AWS EEEH A |, o] LA Storage Gateway API ( S
UpdateBandwidthRateLimit ) % AWS B#4F X EH (SDK) UREBEARNIEEERRE, BIURES
XREHE , BUUBNER—KPHRE (Hlw , BLAEFSRKEXRFRE ) -

BHALARMRELETFITRAOFRERS, BB EX —1NEZ/ bandwidth-rate-limitig) bE 5k 22 HE
wRRE, BXEZER , S5 £ Storage Gateway #5#| &L EE T it R #H TR,

FlEW RERHIM 2 — R EE 8L LER T E X —N6tE bandwidth-rate-limit/E fgR “E& X" B A [E]
*x , FTHEETEN00:00 , 5KREHEI N, 23:59

(® Note

ATHHNEERETHTNAMEM X, EEE Amazon S3 XHRMAXWHRE , HSREE
Amazon S3 XM KT . Ama FSx zon XM x B BI A X iEH iR R R #,

K
[

s
i
3
st
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AWS Storage Gateway BR%AFIEE
 {£ 8 Storage Gateway 12| & F i 7i BR %l

- {4 Storage Gateway ¥l & SKhE E T 11 X1 9 72 BR

- EAEHMXHTERERRS EAT Java B9 AWS SDK

- EAEHMMXHEIRERRRS EAT .NET B9 AWS SDK

s FEREFMXT RIERFERS AWS Tools for Windows PowerShell

£ F Storage Gateway 2%l & 5 {7 7 BR %l
IR B MM Storage Gateway 2 &l & B oM < B9 7 52 PR %l
NEEfE A 5 il & BB S S Y i BT PR

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] Ff Storage Gateway ##l &,

2. EEMNSMERT  EEMX , AREREEENMX,

3. XNTFRE, ERRETINERRG,

4, HERBERRRENEFED , MAFTHREE , AEEERT. ENESRFEREMXH Details %
-+,

£ F Storage Gateway 2 & K E T 11X 89 7 L BR
TR A M R Storage Gateway 2 &l & K it XX % 3t BR HI#Y E Ko
N DN A8 2 M 5% 7 BT BR i 11 X

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F1 3] FF Storage Gateway ##l &,
2. EEMSMERS  EENX  AREREEENMX,
3. XNFRME , ERRBETIERRFIITL,

M%< bandwidth-rate-limitit X E REHRETRRERF TR FEF. RIABERT , N
bandwidth-rate-limitit &7 Z=,

4. T RETRERZERSTR EEH | &R RINFHTE” LURIIFAIE bandwidth-rate-limithE.
HEA bandwidth-rate-limitE R AU T E LR :

c —@@ AHHJLR-ERAUNTHER (EH—ZEHA ). AR (EHRANERR ). —BFAHD
B-XH—AFH—PHZMFE B B¢l bandwidth-rate-limitidl b o

o FFARTE - A HH:MM %3 5 A P o< 2 b it (X 7 B2 (8] B B9 FF 2R BF 1) o
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® Note
&/ bandwidth-rate-limit/E FR M IR TE HL AL 38 E B 0 §h FF 2R 4L FF 24 .

o LZERESE-FEA HH: MM &35 | UK BI A it X A bandwidth-rate-limit[&] i 89 45 sk B El .

/A Important
|8l bandwidth-rate-limitf@7E b AL F8 E MY 0 $h 45 RATE R, B i RITE /B 45 SR A &5 R AT [H]
fm , E#A 59,
BT EMELZMER , EORFHRER  HEESNERBZERETRR , &
NE—NEPRIE RS A 59, X /G4LE BT iE 2 #hiE A 00,

o TEIER - ATHRRRE , LT/ (Kops) NEAL , HEERFTRBIKEA THAIERR
#lo THEERFRE/MEN 100 Kbps.

o ERER-HALERRRE (LA Kbps NEAL ) |, BUERERBIKREHA LENTRRS, £7%
EEHE/MEN 50 Kbps.

E (&K bandwidth-rate-limit/B1 & , a1 LA R B RS ARG E.
EMIER bandwidth-rate-limit/E F& , AT SRR EZMIEREY B PR A MY “HBR”.

ERERE , EBEFREF.

5. #RZE7 00 bandwidth-rate-limit[Efg , FERIER “ANMFME” , AEMA BH., FHRMLEReTE L
BTN EEERERE,

/A Important
Bandwidth-rate-limitBIf@ T eEEZE . (8] F@ &Y FF 28 A< 18] 240 DL AE 5] —/NE] PR AV 45 3R] =2
BRT —NE R TRt 8 2 8,

6. % APFTA bandwidth-rate-limitEfR/g , EBRRFE REAMRFEM bandwidth-rate-limit B 2 Z 8k,

B E#T bandwidth-rate-limitit %I/ , &R BAER BV FAE S ERPE R B0 T M LZERIR
#lo
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ERAEHMMRTERERRS EHT Java B AWS SDK

BEUREARNERTRERRSE , BTN E—BRERN B3 FERS (Fl0, FRITNESHTE
), UTRAIBRTMAER EAT Java B AWS SDKEFH <M HRIRRE S, MEEH R
KRB , BRIZFAE Java BEIANARFNEZETHER. BXEZEER , B2 GEAT Java 5 AWS
SDK FF R AR¥ERY AT,

Example: fERAEFHMXHFIERRH FJEA T Java B9 AWS SDK

BT Java REBROIEFHMXNTRERRES, EFEALROINRE , BXARERSHS, MKH
Amazon FRE M (ARN) AR LM TEHRH. BXALLE Storage Gateway BL&EFAK AWS RS
KFETRYER , HSEPHAWS Storage Gateway L iwT S MEFAWS — xS %,

import java.io.IOException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.PropertiesCredentials;

import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;

import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitRequest;
import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitResult;

public class UpdateBandwidthExample {

public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void main(String[] args) throws IOException {

// Create a Storage Gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
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sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

private static void UpdateBandwidth(String gatewayARN2, long uploadRate2,
long downloadRate2) {
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.withGatewayARN(gatewayARN)
.withAverageDownloadRateLimitInBitsPerSec(downloadRate)
.withAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRateLimitResult updateBandwidthRateLimitResult =
sgClient.updateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN = updateBandwidthRatelLimitResult.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);

System.out.println("Upload bandwidth limit = " + uploadRate + " bits per
second");

System.out.println("Download bandwidth limit = " + downloadRate + " bits
per second");

}

catch (AmazonClientException ex)

{
System.err.println("Error updating gateway bandwith.\n" + ex.toString());

FEHERMXTILRRES EHATF NET 8 AWS SDK

BYUERARNEFHRERRRE , BT E—RISE R BEZRE (Hlm , FRITIMESHTA
B), UTRABRTOMER ZEAT NET 89 AWS SDKEFH M H TR RR 4, MEFEH KA
KB, BNZFAE NET BHEMARFNETAR. BXEZELE , B2H GEAT NET B AWS
SDK FF R ARIER) FHAIT,
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Example : SEAEH M RRERS FAT NET 89 AWS SDK
BT C# KRB ROIEFHMRNFEIRER S, EFEALRONREE , BUMRMR

KigT _HIKR |, FSHEHBHAWS Storage Gateway L im T R FMEFAWS — xS

XJ'U'I

j?ﬁﬁn“\ EPN:)
Amazon ’ﬁﬁ%f"\ (ARN) AR EEMTEHRS, HXxTLLE Storage Gateway B&EHK AWS RS

£,

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN

public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint

static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates

static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void Main(string[] args)
{
// Create a Storage Gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

Console.WriteLine("\nTo continue, press Enter.");
Console.Read();

A ERT NET 8 AWS SDK
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public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{

UpdateBandwidthRatelLimitRequest updateBandwidthRateLimitRequest =
new UpdateBandwidthRatelLimitRequest()
.WithGatewayARN(gatewayARN)
.WithAverageDownloadRateLimitInBitsPerSec(downloadRate)
.WithAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRatelLimitResponse updateBandwidthRatelLimitResponse =
sgClient.UpdateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN =
updateBandwidthRateLimitResponse.UpdateBandwidthRatelLimitResult.GatewayARN;

Console.WritelLine("Updated the bandwidth rate limits of " +

returnGatewayARN);
Console.WriteLine("Upload bandwidth limit = " + uploadRate + " bits per
second");
Console.WriteLine("Download bandwidth limit = " + downloadRate + " bits
per second");
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine("Error updating gateway bandwith.\n" +
ex.ToString());
}

FEREHFMRT RIERREH AWS Tools for Windows PowerShell

B SRR NEHM T RERRS , SR SE—BReTE R B3 ERRS (flW , ERITIIESHT
HE ), ATREIEBRTWAAFER AWS Tools for Windows PowerShell S 57 R >< #9 75 32 B R R #l,
EFEARAINRE , BRNZBRBUOAIZIT PowerShelllil&, BXEZEER |, HZH (AWS Tools for
PowerShell AF1EmME) FHAT.

Example : fEAEFHM KT TIRZERH AWS Tools for Windows PowerShell

LA PowerShell BIZA RBIERT 7 MKXTRIRERRS. EFEALREAMAR , BATIRAEMKR
Amazon ZRABF (ARN) Ak EE M TR E .

£ AWS Tools for Windows PowerShell API WzZ 2013-06-30 131


https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-started.html

AWS Storage Gateway BRXAFERE

<#
.DESCRIPTION
Update Gateway bandwidth limits.

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 51200
$DownloadBandwidthRate = 102400
$gatewayARN = "*** provide gateway ARN ***"

#Update Bandwidth Rate Limits
Update-SGBandwidthRatelLimit -GatewayARN $gatewayARN °
-AverageUploadRateLimitInBitsPerSec $UploadBandwidthRate °
-AverageDownloadRateLimitInBitsPerSec
$DownloadBandwidthRate

$1limits = Get-SGBandwidthRatelLimit -GatewayARN $gatewayARN
Write-Output(" 'nGateway: " + $gatewayARN);

Write-Output(" ' nNew Upload Rate: " + $limits.AverageUploadRateLimitInBitsPerSec)
Write-Output(" nNew Download Rate: " + $limits.AverageDownloadRateLimitInBitsPerSec)

B R R B

Storage Gateway HEEZRFAUMMRZHMGARR , BUUHEBERBH AWS =HHY IS #h
EC2 6l L, XA MNAUMLEHEH . ATHPNEBHERTXLEEFHTE, MANAESIARN
AEBEFHMX LERESEMHEINRE,
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/A Important

& N Storage Gateway REUNEERLAN , FRZHAEM AR FRIFEBRERERRN

B, ZHEAEE AWS MXEFUFIAAN TG E (Fll SSM SERHNERREFITE ) RE

REN ARG SIS MR HINBE,

Storage Gateway £ B3I EHS MR R UL T2 M MIREM., Storage Gateway &R & FEH L

@ Linux FEREERBERS, BAILLFE A mazon Linux Z4& FO0EERNZIRE LKA

& (CVE) RIBRRES. L S#E Linux Z2H/OFR , CVE # T REXRMG 30 RKNEI
o RELZHMKATERIRES , MEEMXLER TP LEIT,

Storage Gateway A X FFEAZVRILESFHIEHRIL D EC2 MK, MREFAL T EZEH

Mx , WA BR ERESRRA  FRTEBEIEAMKIRE,

EHTIMENMTAITH

AWS REZZEENZRFSEYE , MANEHBHMXERFHT. EBEANXRETAH2KRE4
PEH. BAEPEFUESERERENRGAR., ATHRIBESE. HENZRLENBERFUR
WNETTHREM A, FREEMBENRINEH , NARKSFMXARELFRE, BXBINEFTPFITENE
EERWER , FSH Release Notes for Volume Gateway Appliance Software,

BANEPEHAUESSBRSEE R, MXH VM ENEEFTHELEER , BERKIRBZEHN
MEFHEZHE , NOFEENRARTTA, B LUBEE K iISCSI B2 FH Bt BT HMxEHT
Ba S B RARFHNEAPIERRERK, BXEX Windows F Linux ¥ X iSCSI /3 zh 2 F#Eat
ENEZER , H3H BENER Windows iSCSIZE M BE XK Linux iSCSI iZE,

HEABEMKE , FREMANSEAEF N RITR. ATEERME R4 IRITR, BAUXAZ A%
PEH , BRNBICHFEREFINTBRES.

(® Note
BEEMEFEMEXA  ANEL2BREEFNRITNNARSER,

EREMEFNATENMXZE , AWS 27 Storage Gateway 12 & FMEH AWS Health
Dashboarde HXEZELE , HZ M AWS Health Dashboard, BEAS TR % 1% 144 5 5718 A K B, F BB 4 1t
it , ESR (KFEESEER) PHWEHR AWS AWS K& AR A

EREEMATAN , MXFEAESRNFLEREFEE, TUEFAERETF LERNA LXK
ERTRY B AT A
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TS % N 4 A
FREFEHRFE , MX2RBEEENEFNRITXIBINAXLEEH, BEXEZEFER , B5H .

MRXALEFERH , XTI 2BNAXLEES , BRI LARERE A Storage Gateway #&l &, API
% CLI FHNAXLEEH, TR RENA , FLENELRENLEFNBANARSEN.

(® Note

TR AR Storage Gateway 2 HIEFF BHRFAMXEH. B API LIRESF R
FdUti&E , 1§25 Storage Gateway AP| 22 UpdateMaintenanceStartTime H#,

ZEF A Storage Gateway 2 H| BT BRI AL EH , BHRITUTIRE

fEhttps://console.aws.amazon.com/storagegateway/Zk F#T FF Storage Gateway 2 #1&,
ESMBERD , EEMXx  RAEERENHEELF EHRHMX,

ERRE , ARERREBETRE,

NFEFERH , FEEFEHKA,

TRE , ERRTFER.

o kb w0 Dd =

A LA7E Storage Gateway &l & R ATIEM Y # H1E kT~ LRUFE EFHMPVIRE,

15 ol ™ o< 4E 47 B B 11X

MEFBTEFEH , NX2BELEPFNRITNBEINAXLEERH, TieEPEFRENM , BB
ERENEFNBRANAESERN.

(@ Note

UTERMNABUAEEA Storage Gateway 2 Hl & RIERLEF BB itXl. E-EA API UREEFR
FUUIRE , S5 Storage Gateway AP| & UpdateMaintenanceStartTime F #Y

EF [ Storage Gateway 2| B EREF B ERITX] , EHATUTRE .

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5

2. HESMERT , EEMNX , RAEERENHEEBELF ERMHMX,
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3. EBRRME, ARERRBE4EMRE.
4., HEHEPRBRITFHRENET , FITATERE

a. XWTFitX , EESANFAURELETHET =,
b. MREFREE , BEREHMNENE , SURESEPEF BT B &R Q.

MREFEA | BFIEXBBNABEINE , LRESN A PEF BRI R8BI E Ko

@ Note

AUAABHPHNE-—RRENZKEN 28, TEFEFIUTXREANMNBH 29 ZEBH
31 FF#A,

MREEEERREFNKIER  NAREREMNARHEITH. EREFIHEHRN
x , REZHBIRE B4 TERITR

5. ZTAjE , BRREEX.

A] LATE Storage Gateway 2 &l & FRATEM XK FAE RETF ERIEEEHNIRE,

Foh N A E#

MERXETANGRAHER , WARBUTEREFIRAZERH. FHIEHIELLELET T
RIS BN AES , BIEEF ERE XMttt

(® Note

LR ERBNE T fAfEA Storage Gateway B ARFHIMAEH. EFEA APl BURREA N
1TUIRME | S F Storage Gateway APl % UpdateGatewaySoftwareNow R #Y,

ZE# [ Storage Gateway #ZH| & F I N AMXBREER , BHITUTRE

1. fEhttps://console.aws.amazon.com/storagegateway/Z T FF Storage Gateway #2#| A

2. HESMERL , G&ENXx , REEREEMHIMNK.

MRBUTHER , BHARERNXFAFSENF LERERBAEE  Hh @il NAZERNIE
o

3. GERFRIENRI A SERT LA BN E TR <o
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® Note

WRESELZREHERPHMXIIEE, ELLHIA |, Storage Gateway 2 #I& A<
REBETHNEL, EFNTREERE , IXREEEET , ERESEX N EFEIZETT.

A LAEIE 7E Storage Gateway #ZH| A P EFMEMXHNFMAERIETF , REIUMMXHRHFESEMER
FTRR AR,

< A P o BB #0401

B EERNREFBELNI TS |, fINEREMYNEERFMANT . RAELWZHE ,
BURMAEIERMx, REATERINAUNMER Storage Gateway BIEZHI & B MEIER X | EER
AT LA A R AL A b 45 4 & 5 Storage Gateway APl B ME LM X, HETF BRI | FidE
BEHBEMX,

/A Important

WMREFEH B EA IR FRA Amazon EC2 Mk |, MZMXFF K AL FELRS. KEX
MEANERRER TMEFEHA. LRBUKERRSGE, HE—HERRG EZWERMXHE
# EC2 K6 LEUE — TR,

(® Note

MR DR B AT HMET PRIFZBRFMFLEMX , WEASEBES TET
SR, EFELEMXZHE , BNHNEERTHEAESRERORENZ AT,

o WX VM At 12 EH A - BSHABEFIBMNALHIZF S,
- Storage Gateway APl — Z Il ShutdownGateway

BRI ME LEBM R
NI ES

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5

I} P 9 5% RE 8L AL API fR7s 2013-06-30 136
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2. ESMBERKD , EF Gateways , AFEFREFE LMK, MXx4TF Running R3S

3. XIF Actions (1E) , 1£$% Stop gateway (fZIEFX) HRIEXFEEABM K ID , RFEER Stop
gateway (f£1EMX),

EMXFLER , BARSBIETRMIORSHEE, HMAXAR , FAEERERNFHL2ER—%
HEMB MK EE.

HEFILR%E |, BRBAERAR , EECRHER. NREGLEMXNMXEELERIE , 435
M%ET , LERERIRE.
LIRS

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###l &
2. ESMBHKD , % Gateways , REEFRERHHMK, MX4TF Shutdown RS
3. 1%#% Details (FHER) , AF1EF Start gateway (B3HMFX).

R B P 5< 0 3 BR o< B 1Y B3R

MREFTEREFER BRI |, M ATSAEERBRZMR R EARR TR, BERER A8 RS E s
EANRR=ERAARBPBOENAEKENTA.

BIBRM KT |, iZMRXFAEBHIE AWS Storage Gateway BRI A £ , HEE31858 iSCSI iE#Ets
TR, FIEEBENMXWBIBRIEZEERER ; B2 , REBEERRAOMNKWER AR ZMAIBEENE
M, BRIE RS E A B REX R R,

W] £ A Storage Gateway 2 Hl A HIARES RNMERM <, ERIAETEHKREE<MAER Storage
Gateway | AHIBRMXHNER. MREURESXMBRMK , 1§55 AWS Storage Gateway APl &
Z,

£

« {#H Storage Gateway i & Ml Bx M >

o Z I EF 59 X P BR R R

- MEBETE Amazon EC2 3E4l LM Mx B BRER

BRI < M BRE TR API hZs 2013-06-30 137
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£/ Storage Gateway 12! & i B R ><

FIARENMNXRBRSERERE, B2 , RESEMROIMKNRBELURIZMIBEINEN , &9
RE LN ATEUINIVAESS F BEMI BR S RIS AR SR BV R M BRIX L5 5% IR M 5 Bl Sl 5 0 14T EAE R B B R4S
%

(® Note

X FEBEE Amazon EC2 L6 LM X | SRS EFE , EEIERIBRE.
NFHMBEELN (VM) LMK | EEBBRMXE , WX VM RFE T ENELLIRE
P, EBRBRELY , FFEH VMware vSphere & i, Microsoft Hyper-V Manager S & F
Linux A& ELAL (KVM) B REESIENHBERELN. HI8 AL EEEEACHR
HIM B VM RBGERT >,

i BRI <

1. fEhttps://console.aws.amazon.com/storagegateway/ZR F T FF Storage Gateway #Z#Hl &
2. EEMX , RREE NS NMEMBRHOMK,
3. XF Actions (#4E) , Fik#¥ Delete gateway (HIBRMK), LA 4 & REIAX FE,

/A Warning

EHRTHES Rz , FREYIDIENABRFEEAZIMNXONE, WRELEMKERHE
MERRISC |, WA REE R ERIE R Ko RXMIBREETTERE

4. BWAERBREENRMK , RAREBHINEFRA LT delete FEFEMIBR.

5. (k) mRESBREEXCHBRMRNREE , FERRENEE , REEFRER, &N , Hik
Bk,

/A Important

RIBRMXfE , ERTABARMESEE , BELET. Amazon Elastic Block Store (Amazon
EBS) tRE&HM Amazon EC2 RfIERFRMATFE. EREENXERFENTE, BALLUEEET
EXH Amazon EC2 1T [#3k il Bk Amazon EC2 35| F1 Amazon EBS fRE&. MRERE Amazon
EC2 1T , #&n £ Amazon EC2 12 %I &M Bk Amazon EBS R,

& Storage Gateway 24 & i B > API hZs 2013-06-30 138
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AWS Storage Gateway BMKXAFEE
MR 3 582 Y P Sk AP ) R 28 TR

SRR T E R UM A BB MK BRI

MERBHE VM LRV ER xR RE IR

MREMERA PR IMBEELN (VM) £, BRONBWERITUTRERBERAIR :

- MIERMXx, BXxUiEA , ESHRFEH Storage Gateway 12 il & il Br >,

- BBRTEZEMNFE Amazon EBS tRE, BXiiEA , 5 H (Amazon EC2 AiF1EE) HHIMIER
Amazon EBS &,

MEBBIE Amazon EC2 k4| £ K W< HBERE IR

N RIEE M BRFE Amazon EC2 24| EEBHIM S , RINNBWEFERA TZMXH AWS BIR |, 45512
Amazon EC2 k4|, FiE Amazon EBS B KRBT ( MMREHB TRITMX ) . STRIIRIEGETE
REEIEMENERTR

MEFZEE Amazon EC2 tHEFBHRRBBRER
RIFE EC2 LHBTHEEEFESHNRK , BRINNBIEMITUTIRERMERMKHBERERR

1. ¥£ Storage Gateway & & |, #={FEF Storage Gateway 2% & Ml B M >< & A R BRI 5%

2. 1€ Amazon EC2 ##|& % |, F1E EC2 k4l ( MREITEBRMERIZEH ) o BN , K1EZZH,
MBEITERBRSE |, FIE THMBIZEHI R F R AMEZORIRET , AEBLLLZEM. BF
EEXSRARRIMAER RIS,

3. £ Amazon EC2 #2 %5/ |, BERM N2 ZEFIAFTE Amazon EBS & ( MR ERITEBARFERIX
E), BXEZELS , 28 (Amazon EC2 AFERE) THEEENSEFNSE,

MR 1t ER 2 B P 5% HR i BR R TR API fR4s 2013-06-30 139


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-deleting-snapshot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-deleting-snapshot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-clean-up-your-instance.html

AWS Storage Gateway BRXAFERE

fE A At 2 B AT HEPES

ATIEUTER , XEFTBRAEBERNMAFEAMNKZEZ AR EHERRVTEFESHER. KithiR
HEEEEREMXERNELMMCENFES L1517, TR , ATLUEN VMware, Hyper-V 5
Linux KVM E#{L EHFEAiEE A, 3 F Amazon EC2 W3k |, ATLAEIY SSH iE#E] Amazon
EC2 SRfIRiGRIEFHE, KEBESHTEANENTFERGEEGHY  BHEE—LXER,

E&

o HEMXAMZESS-THNABRIEERET Linux ARBELAL (KYM) VMware ESXi 5
Microsoft Hyper-V Manager £ & £ 89 75 i R < By A st 32 86 & 6

o E ERLAMEZES S ERITES - THRUOAERAREZESARAIERBFHHITERZENSREE
£% , HINELE HTTP RE, EFRARAFRRBSBETAE BT

« £ Amazon EC2 ZAN#bi2&| & L ITES 7T HE IR R B AR AKX H Amazon EC2 MxHiTE
REBNESREEES , HINEE HTTP RE, EFREARARRIBETAET T

7 [R] P < 28 3 428 /6l &

E VM B AR tb 2 H &N A XBUR MK VM SEZNEBRFNERE, E48WH , (RYUKREE
RKIMAERAET Linux AZEERAL (KVM) VMware ESXi 1 Microsoft Hyper-V Manager i 7] EE #£1#1
bR H & HER.

e}

« A Linux KVM 17 8] B > 78 3t 122 i &

- EAFRIMXA#IZE S VMware ESXi

« £/ Microsoft Hyper-V i/ 8] B < 2 sth {2 4] &

A Linux KVM 7 [7] B < 25 3 122 41| &

REE KVM LETHELNG S EEETE , RETRTAERN Linux X171 AXNBSTIHRE
KVM BB TR 5 T AR, BIREM KVM 3L | 35 AT A2 B R R R .

F KVM 518 B < iy A b 32 5 &
1. FEAUTHSIE KVM AYEIaTANAS. VMs

58] P Sk < 1t 322 4l & API fR7s 2013-06-30 140
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# virsh list

ZWTREE—MFIK , Hf VMs @281 FIRE ID. ERARSER. BTEANEBIRKXAE

HiEH A VM B Id,
2. ERAUT®SHRAREEE,

# virsh console Id

TdERNEE E—SPIE TREMHIH 1D,

AWS B ZMXx A RF AR REEZUETANEREMEMIZE,
3. WMALZNAFRBNBBEUEZIMAEAZEFE, BXESEE , 12 H Logging in to the Volume

Gateway local console,

BRE , FHIAWS REHE - KEXE, TUNRERTAFRTERERNITRXREEES. A

RXEZER , 1§23/ Performing tasks on the virtual machine local consoles

A5 R XA 2 El & VMware ESXi

EFERIBE MR A IEEIS VMware ESXi

1. 7 VMware vSphere P inH , IEFEEN MK EL L,
2. BWEMX VM EFE.

(® Note

WRMX VM BFFE , WEARFEOEMK VM X RE[ERPLHIA-—NHEE VM
PRZBEIKER, MRMNX VM RITE , MBS ERLTRARFEONIH TR
EENEZEFIEREETE.

3. ENRAEFECOANNEESERFIERREGERIF,

FAIZE , AWS RZERXAIZF AR T EFZUAEXAMEEEMELMIRE,

fEA T E M xR ihizH & VMware ESXi API fR4s 2013-06-30 141
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@ Note
MBRAIMEFEEOFBRRL , FR Cri+Alt,

4. WMALHRAFPBNEBBUERERMXAZES A, BXEZEE , 235 Logging in to the Volume
Gateway local console,

BXE , FHEYAWS RFBEE - REXRE, IUMNRRERTAHRTERRITRNXEEES. &

REZELR | S Performing tasks on the virtual machine local console,

{5 F Microsoft Hyper-V 1/ 8] X 5 2 #h 122 il &

T E < B A3 H & (Microsoft Hyper-V)

1. M Microsoft Hyper-V Manager N A2 & 0 Z M Y E LA E AR P EE MR IZE VM,
2. BERRXEIFE.

® Note

WMRMX VM BEFFE , NENARFEODEMNELHERT , VM RS F/E R
Running, #RMX VM RFE , MAILBRENARFE AN RESKPIEERES
FRFEIT R

3. MREERFIRFEE,

XAt , €87 Virtual Machine Connection (B #liE#) B0, IRETEMARIEED , FEAE
BEREFEE R OSRMNEREIL,
FHRIZE , AWS BE2RXARHIZH A QIR TEEZIUEAMNEEBEMHAMZE,

4. WMALHWAFRBNEBEBUBRINXE MRS E, BXEZER , i5S 5 Logging in to the Volume
Gateway local console,

BRE , FHIAWS REJE - KEXE, TUNRERTFRTERERNITHXREERES. A

XEZEER , 15 Performing tasks on the virtual machine local console,

& A Microsoft Hyper-V 13 [a] F 5< 2R it 322 ) & API R4S 2013-06-30 142
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T ERYL ARG & EMITES

NFEEARMEBNERK , ATLERMELAENF BT RB XA 26 & KT TEFES
XEAES R MR Hyper-V ME T Linux AR ELL (KVM) ERNEERFNERLES. VMware

£}
« BRIBMALFMESE - THMMABRRIIMNIXARIZFE , AJELESEPEEMNKMNEREM
EUREIAEB,

o N WX EE SOCKS5 {LIE- T i I{afF Storage Gateway EtiE 7iBi¥ Socket Secure M2 5
(SOCKS5) RIEBIRS B MATE AWS i S Fi 8.

c BIEMKXMLE : 7RG RXEENEH DHCP S Bl EaZ IP i,
o AR o< B B B A9 IERE ¢ T B n4a] 655 B X S AN b 32 i) A S A B 55 A B BX R 2 B B E 2

s EARMZESSPATMRETEERNXGS-TRIMETA R ART , XEHTRTFERT
HitpES , fIRERBAR, EEBERERS. <&

« EREBHNXRGEHTRS : THROARETHTMXIRZFNEL CPU A&, REXNH RAM,

BERIEMRAMIZH B

VM HFEFERR  BEXRBEFETR. IRXRLEREFELDINAZEGE  BEAKNER
FIERB T, EBAILAERAX LM EUESRIGRIZA IR H A PR — LR | XL o] F SRELE M x M %
REMNEXRZBE, IBRAFAN admin , G ZE N password, BRXBERNSLIMERZE,

B im et % 1E

1. EAWS RZHE - BEEXREH , AHNNRFRIEEMXZH A,
2. J&17 passwd T, AXRMMASTZMTHNES | BSRELSMIZS S PR A it WX IE1TFE N

KB To

/A Important

3 FEIBRAHEM KRR T N , AP & Asquser , BB AN sgpassword, MREBEER
BHEAMXEHREFRE , WAFBFEHRRN admin , EEBFREFE,

T ERAIES S EHITES API fR7s 2013-06-30 143
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M Storage Gateway %l & 1% B A #th 1% &l & B3

B AT LB Storage Gateway EF Web MR H| &k EE AR IRFH SN EB, FHAET Web K125
BRI EMNEZBRBEMXRELDNN ARG AFEANER , @B RNED ( WRENRERUE
K)o MRYMTEBEMKZFRIMX , MEBERIRXK,

1t Storage Gateway #2#| & Lig EA#h 1% H & 255

1. fEhttps://console.aws.amazon.com/storagegateway/Z F1 3] FF Storage Gateway &l & .
2. ESMERKRLE, EEMX , ARERENHREFTEBHMX,

3. XIF Actions (#4E) , #%$% Set Local Console Password (i% B A it #2 #l & 213).,

4

£ Set Local Console Password (1% EZ< #1252 2 18) JFER , MATEE , HIAZESE , &
Jaik# Save (IR 7).

BN RBBHRYF F, Storage Gateway TRE, EHRIERFHE  MEEINBEEFH
ZEMEREELN  HEBELZS M TFHEB,

A MK B E SOCKS5 K

B M < MG P X TFFE A # P X /2 B EL B Socket Secure Mix4s 5 (SOCKS5) /X3 AWS,

@ Note
M — X IFVRIRE E R SOCKSS5,

MEM X HMERANRERS SRS Internet HITEE , WEBENMKEE SOCKS RERE, At , &H
BRETRENENIERE IP it Mg 05, STHRILEIER , Storage Gateway @ &K R E IR 2558
HAMERE, BXMKRPIRNEZERNER , BSHEAMEZHH NEER,

BT R E R S MR MigH MK B E SOCKS L,
RSN KREE SOCKSS5 K12
1. BEFIRRHABEH S

* VMware ESXi — BXEZEE , FSHEA T RIMXA#IZH & VMware ESXio
« Microsoft Hyper-V - EXEZELR , HZFEEA Microsoft Hyper-V i Rl X A i #2 6l & o

NP KB E SOCKS5 K32 API fR4s 2013-06-30 144


https://console.aws.amazon.com/storagegateway/

AWS Storage Gateway BR% A IEE
« KVWM-BXEZER , BSFEA Linux KVM 15 RN X A #3264 .

2. 7 AWS Storage Gateway - BLE XX £ H , i AN FKIERE SOCKS KEEE.

3. 1£ AWS Storage Gateway SOCKS KIEEEREF , MAHMNBFERPITUTESZ2— :

MATIAES EHATIHERE

Bl E SOCKS I
AR RIRY B 7 RiER BB SOCKS LI,

EEER AT NE AR OREREE,

&% UM SOCKS RERE .
H AR PR EEE %3 SOCKS KRER
&,

MRKREE SOCKS RE , MLEREE
SOCKS Proxy not configured . @R
SOCKS REEEE , REMN TN B KM DR

28R,

BRR SOCKS KER &
i A HE BLAY B SRIEFEMIBR SOCKS RERE.

BB SOCKS Proxy Configuration Re
moved FH2ER,

4. EFBZ VM KA HTTP B E.

B i P < X 45

xRN EEE RS EVEE DI (DHCP), £/ DHCP & , REXNEHMKX B DE IP i
it EREEBRT , BURFEFHHEMKE IP DENEHS IP #uik , AR,

WEFENMREENERFHS P it
1. BRIMKOAREE S,

e VMware ESXi — BXBEZER , BZREMA R MRz H & VMware ESXio
* Microsoft Hyper-V - EXE%ER , HZHEA Microsoft Hyper-V 5 [A XA i 2§l & o

g B ) o< ) 4% API fR7s 2013-06-30 145
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« KVWM-BXEZER , BSFEA Linux KVM 15 RN X A #3264 .

2. 1£ AWS Storage Gateway - BEEX X2 H |, M ABNNBFREEMNBEE.,

3. 7£ AWS Storage Gateway MEBEXEH , MITUTESZ—

MATIAES FHHATIRE
R M SEEL 2R

i A KB R B SRR R IR EEL RS
WH2E RERIFEHNIER , HERELETR
B AEEEBR , I etho, MREIEEW
BESREEERASR  BXZEERSNVTIEER
28R
. K R3S (MAC) Hbik
. IP bt

R 4§ #5455
. BX IP #hik

DHCP BUERAS

REBS P i R BN ENRIATRE |
{38 PR AL B 1 B SE T B8 5 e

EiiE DHCP
i A AE R R BRI ELE DHCP,

REFHRRIERMZZEABE N £/ DHCP,

AMREEFA IP #uk
AN B FRIEREERS IP,

REQRTEEATIEEREESRS IP it
HE

g B ) o< ) 4% API fR7s 2013-06-30 146
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BMXAFERE

MATIAESS

AT IR
| REEREEH
" Pt

AT

SRiA RSt

TEHE RS (DNS) it

% Fi DNS #biik

/A Important

MREMK2EOE , MAHM Storage
Gateway BHEXEHEBFMK , XH#F
REFTEN, BXELEE , FS5H
KA RKE Ao

MBMRERAZSMMEED | AT FTEBCE
WEORENERA DHCP S#7 IP H#iit,

plan | BREZBIMKX VM ERAFECE ) DHCP
EQ, IREWEF - T EORENBEDS P,
MEFERAS—NMED, EXMIBERT , BERUEZ
O, MR HRENES P,

MRRMEOKYERENEAERS IP st B
B2 EFHMKIRERNEM DHCP , BAHMERD
#RF £ DHCP,

BB X 4%
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MATIAESS FHHATIRE
AMKREEENH MAMNNBFREREEENS

RESRTEEENXEEALEENHSE
& , ER2EI DHCP = rDNS BaiFREREH
B

MREFRS , WRGESRREREBRSEN
% , #li0 testgateway.example.com o
ﬁk Yy AR AL E .

@ Note

MRAMKREEFSENE , FRRE
HAENB LT HRMARNEF, E4
/MFE DNS R H 62 A 18F , FRx
BY IP at i m EEBSENE.

RMXWIEMEE EEEN DHCP
WA RFREELIEEEN DHCP,

FEMKEOYIRE N ER DHCP,

/A Important
WMEMXEBUE , WABM Storage
Gateway BHIBXEHEREMK |, iXH¥
REFEN. BXEZEER , BEH
< PR M < BE A4l

g B ) o< ) 4% API fR7s 2013-06-30 148
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MATIAESS EHATIHERE

RIE M AV ER IS A E Bl 2R
AR B FRIERREBRINEESR.

RS RAHMXERNERSR , HERSES
RNEEFRER—NERER (I etho ),

EEMKHK DNS B E
WA FRIEEEE DNS B E.

et 2 E RE DNS M=Z A DNS BirBRSS 251
|P b3k,

EEREAXR
MAMNNRFRIEFEETRKA,

R Y RRIA RS B2 R TRo

3= P > 2 B Bk ) Y %

SR LAGE A M SR Y At 2 46 2 SR IR Internet i, HPFEMKXHMEEER |, A TELBRE A
MM K E Internet HIE#E

1. BFIRMROEEHE,

* VMware ESXi — BXEZEE , BSHAEAHRIMNAAIZS S VMware ESXio
« Microsoft Hyper-V - BXEZEE , SR A Microsoft Hyper-V i 8] M < A8 #3225 & o
- KVWM-BXEZEL , HSHEA Linux KVYM T RINX A 25 & .

2. 7 AWS Storage Gateway - BRE EX 2 H | i AN A FRKIEFN I M EEE,

=

MRENMNXELBE , MEENRSIEFR. N TERBBENMX , BLARIEELRRT LER
M AWS Xig |, M T SBRAR,

3. WMREBHMXERBE , BaAENNBFTRERMIAIHILELR,

4. WMRLERT OAHKET SRR | FWAMNMARFLOEE AWS XiF ENiEH. BXXEN
AWS RELIHT R AWS Xig LUK A LLE Storage Gateway Bl & AN RS KinT 25X |, FS
B R AIAWS Storage Gateway L i R MEFMAWS — RS E,

34 ) S ) BB ) Y 2 4 1 API fR7s 2013-06-30 149
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EENHNZET , 8 MNERB2ER [BEBE] 3 [EXRAN] , BUTIREREZNRES

Message 5% BA
[PASSED] Storage Gateway B M & iE#,
(<] Storage Gateway &8 M &iE#E,

FEAR#IZF B AR MR SITEEMRE T

Storage Gateway ) VM Kt 125 S BB TRE TR L HIMEREE 12 B M < BB, A2 i 1% &
AT, BAUWNTHTF IS , fINREREAR X7, EE8%

1. BRIIMNKOARMIEHE :
« BXEF VMware ESXi AR HI AN EZER |, HSRMERA B RN A iEE & VMware

ESXi,
« BXERE Microsoft Hyper-V At iZH 2N EZE L , S £ A Microsoft Hyper-V 1/ 5] ¥
RAEMEEE

« BXREFI KM T HERFHENESER , BSHEA Linux KVM 15 8] M X A #3256 5 .
2. HEAWS RBHE - HMEEXREF , WAMNHRFRERMREH S,
3. EMXEHAEBTRIFLHA h,

BEHESERTHGTXE  HPIHTITANGS :

Gkl B

dig M dig W EE i i SR 33 4T DNS #PEHEBR
exit BREEEE L,

h ERAANTESIIR.

ifconfig EEIREMEED,

EARIRE AP R MNRIZITEENXTS API jiZ< 2013-06-30 150
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BMXAFERE

DA
AP T3

iptables

ip6tables

ncport

nping
open-support-channel
passwd

save-iptables

save-routing-table

B &R

® Note

FAVE U Storage Gateway #2414
HEANRIIES A R IETORE E W

ERIPIREB, BXIEA , HSHEEWN
KM%

TRARERRE., REBENRE.

® Note

FAVEIUEH Storage Gateway #2414
RE ARG A R IETORE E W

KX IPIRE, BXUAEHA , FSHEEN
KM%

AT IPv4 BIEIFIEMN NAT WEETE,
AT IPve BIEZTIEM NAT WEETE,
MHEM L L4 E TCP im0 HIERE,

M nping W&t SR 1T W BB BEER
Connect to S AWS upport,

BB DRI,

RE IP &,

REFPMAVERARFE

EARIRE AP R MNRIZITEENXTS
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https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html#MaintenanceConfiguringStaticIP-common
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https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html#MaintenanceConfiguringStaticIP-common
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wme B
sslcheck IR [B]1F 45 20 & & BN
® Note

Storage Gateway &£ F i il & & i
iE, MAXE sslRE, MRLWSFIR
[l aws-appliance@amazon.com EA#k
AR E , WRATERNARFERIT
ssIRE, EXMERT , BRIMNEW S
Storage Gateway & &H ssl R&,

tcptraceroute WEAXREE NI TCP RER traceroute
L7l o

4. EMXREBHAGTRIT  WAEERANDENENGS  RERREARTRE,

ETHGS , BEDSERST command name i A man +,
BEFLRAMKRSTRIRS

HEWMXBEEE , EEREREN CPU A%, BREBXNHM RAM. RfE , EEBEXERERFR
BEBUMKERZT, SUAERNKHABEH S EEFHRLENER,

BEERGRRELENRS
1. BEFIRRAABEHS

« HXEF VMware ESXi B#HIANEZER , FSRFEAHRIMNxA#I2E A VMware ESXio

« BXEXE Microsoft Hyper-V Kb 2 HI AN EZER , S EA Microsoft Hyper-V i 7]
XAEMEF A

« BXEBFI KVM EZihi2#lAMNESZER |, TSEMEA Linux KYM 178 N A b2 &) & ,
2. EAWSIRZEHE -BEXTELEY  WAHNMNBEREIREERERERE,

BIRREBER [EFE]. [BE] R [KY] , RO TAARERERNRE
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Message i

[OK] ZREBBEE T RERFERE,

[B&& BRAAREWMHESR , BMXAIUBEEET
fE, Storage Gateway £ R—5HE | IR AR
RENER,

[FAIL] BRTHEZREER, LHMETRETEERT
{E, Storage Gateway & R—5HE |, HRRR
RENER,

BEHEE2ERFRERPRMZLE RERNEBETNHE,

£ Amazon EC2 A #hin&l & L ITES

H L Storage Gateway 4 # E5 EREZ FEIEFFEE Amazon EC2 Sl L #Y M5 B I 5 7 ith 122
&, AILAMEM Secure Shell ( SSH ) ZFiiA R Amazon EC2 3£l LM xAtizFl &, KFTHHE
R 7 Il B R P R A e 35 6] & HRITEPES

&
« B FEF| Amazon EC2 xR i3 %l & : TR Secure Shell ( SSH ) B imiEZEH B XE

Amazon EC2 £l R XA bz &l & o

o BN HTTP RIERHE EC2 EHBAIMx-T {7 E E Storage Gateway , FHBNEEFLZ LR
7K 5 (SOCKS5) REBRS 2 FEFIE R AWS RER B BEM Amazon EC2 FX3E4I,

o MAAMXMEIERE : 7 R A MR 32 5 & SRR R o5 5 5 W 4% 82 R 2 18] B9 R 45 3

- EELNNXRERRRES  THROAEAMXRBEEARRETHTRXEZFHEL CPU K
#. BREBKX/IF RAM,

- ERMIEF|E FIZ1T Storage Gateway @i 5- 7 AT ABRFI AT S , XEWSATFERITH
eS| flNRIFHRAR, EERARE. XF

£ EC2 A2 H| & LMITES API hzZ 2013-06-30 153



AWS Storage Gateway BRXAFERE
&3 F Amazon EC2 Mk A3 Hl &

&AL E R Secure Shell (SSH) & FimiE#EE| Amazon EC2 24, BxiF4EE , F2 1 (Amazon
EC2 AF1Em) RIEZZZHN R, BUXMAERNERE , BEEEZIRHITIEERN SSH ZHXT,
BX Amazon EC2 Z4ANWEER |, i5Z @ (Amazon EC2 AAF#E®M) FH Amazon EC2 Z4AXY,

BRMRAEIRE &

1. BFRIEAREHE, WREM Windows i+ EHLEEE| EC2 £l , E2L admin &R,
2. BFfE , B EEF AWS Storage Gateway - BLE XX E |, BALIBIT XM REERITEIES,

TRRES BHS L ER

NIEMMKREE SOCKS RE BN HTTP B EC2 LEERIM X
= PR 5 5% 52 1 st 5 5% P 485 #52

11T Storage Gateway &l &0 EAR IR E A £iz1T Storage Gateway @
EERGRRRE EELNMXRERIFRE.

EXAMX , FRA 0.

ZREEBELE , HHA X
BN HTTP REBR R EC2 LEFRIM K

Storage Gateway X #7£ Amazon EC2 LB MxE AWSZ B ELE Socket Secure R4~ 5
(SOCKS5) K&,

MREMXBAEARERSES Intenet BE , WEBHRXEE HTTP RBIGE, Hk , BAUP
ETREHIAISRE IP it MM OS, RRILRAER | Storage Gateway 2B AHRERS B
P AWS ISR E. BB HTTP R , L& MEMAAR &2 HHEME,

B A ERSESEEMX Internet JRE

1. BFRIMNPWARMIZEE, BXESA , HSEHEFE Amazon EC2 Wx A% & A,
2. EAWSIEREZFBE-BEXXED  WAHENNRFRIEREE HTTP K&,
3. TEAWSIEZRBEHTTP REEERED  WMASERITHWESTNAEE

B3RF EC2 MxAuiRd & API fR7s 2013-06-30 154


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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- BE HTTP KE - LREREIHN BN MmO RTEKEE

- EFEYH HTTP REEE - WRKREE HTTP RE , M&ERHEE HTTP Proxy not
configured, IR HTTP KEEEE , MaE RRENENEHNRO,

« BERHTTP REBEE - E~HE HTTP Proxy Configuration Removed,

A 3t P 5% ) 4% T 432
EANERRXN AR ARNEREERE, YFSMAOMEEET , KURTRARER.
i P R 32

1. BRIBMXPAMIEFE, BXiHA , HSREEFE Amazon EC2 WX A= E &,
2. TEAWSIRZBE -BEXTFESES | WAHNNEERIEEN I NEIERE,

=

MRENMRELEE , WEZEMNKSIMEFIE. X TERBEHMX , ELTIEELRT RRE
MAWS X5, LT SRR
3. WMREMMXEARBE , FARNNEFRIEREM XA RIRKE,

4. WMRBERT OAHKET SRR | FWAMNMAKFLOERE AWS Xig ENiHH. BXXEN
AWS RELIHT 2 AWS Xig LUK A LLE Storage Gateway BL & AN RS KinT 25X |, F5
I BAWS Storage Gateway L imT S MEHFAWS — S E,

FEENHNZET , SMNERB2ER [BEBE] 3 [EARY] , BUTIREREZNRE

Message 15 BA
[PASSED] Storage Gateway & M 4% #,
[K ] Storage Gateway &8 M &iEE,

EREHMKXRE R FIRE

HENMXBEE , EaREHEEL CPU A&, REXNPH RAM, AF , ESBEXLERGRFR
BRBIUMKEREZT. BAUERNCN ARG S EEFURENER,

324 ) S PR 4% 32 5 API fR7s 2013-06-30 155
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AWS Storage Gateway BRXAFERE

EERGRROLERNRS

1. BFRIIMKNA#IZF G, BXRUEH , HTSHEFE Amazon EC2 XA #IZH &,
2. HEAWS RBHE - REEXREF , HANMENRFRERERERERERE,

BOMRREER [EFE]. [BE] R [KM] , RO TAREREZENRE

Message 1% B8

[OK] ZRERBEE T RERFERE,

(B BRARREWNER , BMXAI UABEEFET
fE, Storage Gateway ZR—5HE |, R RR
BRENE R,

[FAIL] BRFABEREER, BHMXARELEEET
{E, Storage Gateway £ R"—FKEE , MR AR
RENER,

BEHEELERFRERREMEZLE RERNESNHE,

EAR I E & Eiz1T Storage Gateway 5

AWS Storage Gateway 2 H| A BT HEEN LN XRBMIEHELLHNRE, ERARFEDS , &7
DIITHF IS , fINRERBERIEES X5,

BRI AR S, BXRIHA , FSHEEFEE Amazon EC2 WA #iZH A,
EAWS BRBBE-BMEBEXREH , m AHNABFERERNZEEH A,
ERMXZEHAEDTRREFLEA ho

—

w N

BHASCETTHAGTRE  AFIHTTRANGS :

we B ¥
dig M dig W EE i i SR 33 4T DNS PR HEBR

ERMIRF A £iE1T Storage Gateway T API fR4s 2013-06-30 156
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e B

exit BREEERERE,

h ERAANGSIIR.

ifconfig EERREMNSZED,
@ Note

FAVEIUEH Storage Gateway #2414
HNE ARG A R IETORE E W
ERIPIRE,

ip TRARERRE, REMBRE.

@ Note
HRABWEH Storage Gateway #Z#| &
=T AR AR E & 3 R TUR O E R
EE IPIRE,

iptables AT IPv4 BIESR AN NATHEETE,
ip6tables AT IPve BIESRIEN NATHEEITE,
ncport MR 5 M4 E4SE TCP ik O MERE,
nping M nping W EE S H SR 1T M B BUPE HERR
open-support-channel Connect to S AWS upport.

save-iptables RE IP X,

save-routing-table RIFFAMABEEEKFE

sslcheck K& SSL B LAHEBRM &R,
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we B
tcptraceroute WEAXRMEEN#E TCP fREM traceroute
Ll o

4. EMXEBHAGTRIT  WAEERANIENENGS  RERREARTRE,

ETHEMAXSS , FRADTEN , REAWA -h &I, fl#0 : sslcheck -h.
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BMREY EREM LA

AF N4 T Storage Gateway HEEE,

F&
« RIERKPERE

RIAZER e
HEERR KRS HFEE

NT FEEHRR K IEREMRE , Storage Gateway BB RENRZBZRAUTRKEE

« ED 24 NERMYE CPU A4
- NFEMX , BNEHRERULTHEN RAM :
- WXFEFEANTES 16 TiB WX , ZHHE 16 GiB # RAM
- WFEEKRPH16TIB E 32 TiIB WM* , ELFHE 32 GiB 9 RAM
- WFEEKRNPIH32TB E 64 TiB WM*x , ELFHE 48 GiB 9 RAM
- BiE 1, AEMXERF , TR :
-« £ NVMe 258 ESER,
c WE 2, AERXEEZEPX , TR :
- £/ NVMe 2SN ESNER,
« BE 3, AEMX EEZZEPX , IR :
-« £ NVMe 255 ESER,
- EELHME 1 LREMEEERSS 1 :
« ERELHMLE 1 FI VMXnet3 (10 Gbps) S FHEL.
- EEBHIME 2 LEEMSLEERSS 2 :
- FEREEHLRLE 2 FH5R0 VMXnet3 (10 Gbps) A FiE#E, AWS

£ M 5% AR AN DN B R

LUTHRATERSENEEEEEREASEEFLE (BE AWS ZHHR ) LT .

AL K< MERE API fR7s 2013-06-30 159
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« CPU &UH

- EFE/LEEPKEARLE

- RAM B &

. MEHFTE AWS
« M\BHTEF T W< HI MK H 7T

EFNBALACPREETM ATURMN SR, MK ARERFRSSRANERRX LR SHEM,
SERBMER AT — MRS M5 EE M F I E R AL R < AR
ERESHRRNHE

ZENEEEPXUEFTLEELMREMKCH EEMTHER, WRENFMRRIHNEEHPERT

M, FERBIUATHFXEEEEN LEAZAXMERTTE -
- EAKMEIL RAID ( 20 RAID 10 ) KIBEHAFHE | SIFEREL RAID #4858,

® Note

RAID (IR R TURMEES] ) HEA#EEZRT L RAID BE ( 40 RAID 10 ) NBEE
HR D RRARBERD FASNEHRZOILE. BEAN RAID R3S MEETLUA
AMBERENAEED. BEN 10 TEAZMA S MEE L, RAID RENEAE
HERETEAENKAMENETLE.

- EREREENSHRME

ERCMEMEEE , B LURINSMAEHE | FINESTEL (SSDs) MiE4I28, NVMe £&E Al LUE
ENEME XM (SAN) T A2 Microsoft Hyper-V NTFS SFE IR 2 E 8T VM, BiEZMHAERNE
SEESTREHFNELENEZNER input/output IRMEXE (IOPS),

EMERUHE | HfFReadBytesHWriteBytesiE¥rS Samples Amazon CloudWatch 4t it#k
BESER, Hlm, 5 P XEAPHRNE Samples EFREY ReadBytes SKitHIEERIA 300 B
AILABH IOPS, — iK% , EFEMXMIXLIERE , MIEEEFELENE IOPS EH |, LIEE
REWAMEXHBRI. .
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(@ Note
CloudWatch }IEFIE WX EIRMEIER. BXMXIBIRNEE. , BS G Storage
Gateway,
WINEZ EERAXEE

EXYNESHNEAFTLE  BAMELWNLEZPXEE, HBEEANXE , RESFHEEA
FAARMEFREE LEEPXBE L, 25, FNFLEN LA AWSHRE F R R EUF R 2 iy
HiE. PNEZ LEZPXHETRIBDONSMEERTHHR /0 BEE. XTSUE MM
EARHE,

{58 PR 3k 37 D B 2 ST R RE LR

EMEEMXEERN  RMNBNBUETENERAERERYEFRBEAN LEEPXNEFFHE
B EAMEE, Hl20 , T VMware ESXi , EEVEFHRBRER RN BERE. BEMXK VM
B, WALERARFE VM XHNBETE, EMEELEER (6l ERLEEHRX ) |, &7
DHENEEEEES VM HMENREFET , ST USHE#EETRENBIEE®E .

MREBZSINBEEME  WENEBICHEENEMNREN A FEEE - BEFEE. Xa—1
REERVEEEXFNRBEFEIRSSBME TR, Sl , EEMALREERNEFMRIREFH
ZFFHENELEEPXE, B , RAMETASH RAID B E ( #0 RAID 1 5 RAID 6 ) N#ifEfF
AR BMERE T I,

A i0 CPU R IREERIR R EH

MXxENNRFFNREZRZONEBIRS R, BRICMKMERE , FEINTELEMR VM WENE
WAL RIS RA - T AN CPU M. ot | BHEINEIRBBEITFEEHN CPUs BRS5 2747,

CPUs MM x EHRFSBFARMEMARE , TREMRBVLER D, BERITZERE , ERMX
A BAFHATAL IR B R AR P Y B 0E 17 2 A b 17 AR R Z 808 £ 4% 2 Amazon S3 BT 2. Hit
CPUs ZIRER BB THRENMXESHMA TR ZEVNREZHH CPU BIR VMs, RHEHES
HY CPU B E R e IS I & BAYRR

EMKXH AWS =2 [BIRY 7 52
1 hnit HH T AWS FRE#H A M HE AWS iR R ARTEER, WRMIERMXEE

HRFIRE K MARHMEREEIMXEIRFEEFATEEHMAR , BARFTUREMX
PERE,
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® Note

BT S H AR IR E |, fl20 cache/upload EHXEAZFLE, CPU AKX, &
RAM ESE 12 MMX 2 BINHR , BRI KEEATELETENAMEHT. Lt
A, MXNEBSTHIRANRFPBEMNITHTFSRE , XTRLSEURIINEEETE
YR 4& T 5L

EREEE

FNFEMX , MRERINEOMRAIMELSHFHEEBLREINNELE , WNERGFERNE 2
MHWMX, BEHME , MREATEEUHENARR , INZBRNSEHENARRFSTOIEN
Ko BE—MmME , BANZF—IMHXATHENSELENARRF , Z— I NXATHENES
HENAREF. ENEBHFULE , i5FH ReadBytes Ml WriteBytes 1E¥r.

BRXEEMNESER AN GEENNARFMMXEATERE. .

1t iISCSI R &

B LAMEAY iISCSI B LR iISCSIRE , ASRIEFH /0 HEE, BIBIUR
MaxReceiveDataSegmentLength # FirstBurstlLength #%#% 256 KiB , 73 MaxBurstLength
1%#E 1 MiB, BXEE iISCSIRENESZEER , BZHBEEN ISCSI &RE,

(@ Note

XEBWNREFDTXUEHBHNRMAME, BR , KILEEMTEN RS ISCSI REREME
ANZORATmR. BXEAER , FSHAZHR4HE,

(6] Bz FA 72 Fr ER R A N B2 TR
BB R AR RS B AR 2 O # 3

iISCS| BB MMx B EEA S REER AN T RN, MRENMNEEASET
i, AREBEBLREST CPURLHBENHEFTHE , FER .
- ARMERLG , EERIBFNNKX 2BHERAESNHR,

EMRACMRERE , FRRMABRFNMXZENRET R AT HEENNARFEER. EUUERN
XK ReadBytes M WriteBytes I/ RNEBEHRERFHE,
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WNFEHANAER , BRNEHNELESHENTHEHTHR.,. IRNSFHE/NTHHAEL
B, MLAUNREMEZZAE , RS NARFMM BN ISt Bt | SaLUEm vm
A E 2 BANTR (MREINTREEEEN).

6] B2 72 B 48 B0 CPU R

WMRENBARF A UERFIN CPU BIR , BRARINEZ CPU R CPUs AI AR B BRI B AR
Fi RE /0 ],

6 B2 A 72 FR SRR I IR API fR7s 2013-06-30 163
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AWS Storage Gateway FVZ £

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

« TRE — AWS AFRBRPE Amazon Web Services =HiE1T AWS IREWEMIZHE. AWS ERE
RUTUZEFERANES. ERAWS ERTRIERITRIERITRIEN —IB2 , FE=AFIHIHEEM
BB IERNEZENEXR M, ETHERT AWS Storage Gateway WER TR , HSHZREMITR
R ENBERAWSAWS RS RN ITRIERS

DIRBZE-ENREREERN AWS RSERE. EEFENHMBRARNT , LHENHRENBUR
., BRANERANERREREN,

WX BB T & T S MA7EE R Storage Gateway BN AFREHBER, AT EB A MAE B
Storage Gateway KEXIMEN T2 MMEM B IR, BERFZET MAERH M AWS BRS KH B S5
MR &K Storage Gateway &R

£

- FHEIERF AWS Storage Gateway

+ AWS Storage Gateway £ & 13 177 17 & 2

+ AWS Storage Gateway H&# I E

« AWS Storage Gateway HHy3# 4

+ AWS Storage Gateway PR ERIZELZ L

- AWS R XK

o BEFMKEE AWS Storage Gateway

1§ B IER I AWS Storage Gateway

EHIEER AWS 23&E A T AWS Storage Gateway FHIBIERYT . WAKEFTR AWS |, ATRF

TN BN EIKEM I AWS Cloud, BRAFREF N EERLEREH ENABRIIES, £ER

IEFREREY AWS RS WEZEBRBEMNERES . AXBERLMNESELR  BSRHBERLEILH
EEAWSH . BXRXBRMNBBERIPNER , BSRHBEALERZH (GDPR ) Hb.

S

& B

BRERY API hz 7 2013-06-30 164


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZIBE AWS CloudTrail, BXx{# A CloudTrail BRERIEIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#8R) REEFEARE CloudTrail &,

- A AWS MEBFRFT RUKRHEPNRERINZ 224 AWS RS,

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

- WMREE AWS BRI SITREDS API #THENEZELT FIPS 140-3 BRI MZEER |, EFEA
FIPS iR, BXAAMN FIPS mRWEZEE , B5H (ZERFBEELERALE (FIPS ) 2 140-3
W) https://aws.amazon.com/compliance/fips/o

BABWETNNENRESIBBER (NEEFWE FIA ) RARZHBEHBERAXETE
(WEBEMTFR ) . XTFEREAEFE, API ZBRHFTF AT E ST AWS BRS FH Storage Gateway
Hith AWS - AT ETMNER. AWS CLIEATEMHRLED B AN AT & i ANE ARk
EHTREA TR LK AL, NREMATRSERREM URL , BRIENETEEMU R I ESEIUE
= ERBIEXN Z RS 2R iE R,

FERABTEINZ AWS KMS

Storage Gateway £/ Layer Security ( SSL/TLS (Secure Socket Layers/TransportE &£ ) kKN
EMRIZEZF AWS FHIRE 2 BERBTE. BRIAMERT |, Storage Gateway £/ Amazon S3 £
ERMZEERE (SSE-S3) M HFMEIE Amazon S3 PRI AMEHFE#H 1TIRS R IRINE, BRI LUEERFER
Storage Gateway API fFM < B & 79 &£ A R S5 85 im A2 F AWS Key Management Service (SSE-KMS)
BN FRESPHIREBFHITINE,

/A Important

FH AWS KMS Z4A#t TIRS 22 im N aT | SIERIIFAZ34A. Storage Gateway X #FIEXS
M2, BXEZEE |, 55 AWS Key Management Service FF & A R 18 & 7 B9 5 F 3 #5
MIEXNHER.

MEXHHE

BiEmE API fR7s 2013-06-30 165


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
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NFXHGHE | BT LIER SSE-KMS FMXEENER AWS KMSEEZARNEZEN R, BXEA

Storage Gateway API tIIZB A X4 HENHIIENER , i5S 5 AWS Storage Gateway APl &
B BIZENFSFile X E,

pilIak

FNFBEFENEENS , B LUER Storage Gateway API FFRXELE R £ AWS KMSHEE %43 10
REHESTHNEBHE., SEUUFEF - N EERAEEN KMS i, tIBEBE , ILEEXAT
INZEBH . BXMFEHA Storage Gateway APl INBBEAREFERFHENBIENER , BSH AWS
Storage Gateway API 2 #Z CreateStorediSCSIVolume ™ B CreateCachediSCSIVolumes,

b0 R

X FREET , B LA Storage Gateway API fFRXELE N A AWS KMSH & 40 N2 17 6%
EEHPWEHERE, SBULREP— N EEZEAIEEN KMS 24, BTG , X EEXRATM
BRI BIENFH, BXfEM Storage Gateway APl INBBEAE BT EIENER , BSH AWS
Storage Gateway AP| &% CreateTapes®¥ .

5/ AWS KMS tnZ#dEst |, FieEU TR -

- BNBRESPHTHESME, LHRW , 7 Amazon S3 FXNHE#H 1T,
- IAM AR AMEBEA AWS KMS API REFTENRR. BXEZEL , 85 (AWS Key
Management Service FF R A R I5E) HHFF IAM KBS AWS KMSE &,

- MREMBRFEH AWS AWS KMS ZHAHBUERNTHE , WELH SR LHOBE. BXES
E8 , H2H (AWS Key Management Service FF X A R1ER) FHIMIBR KMS %340,

« WMRMEH KMS ZNEHIZIRER , NFMERR. REFEESH KMS ZH,
« WMRMEH KMS MZERRBHEZHRE , WRFNES. AUNFSEETRN KMS B,

@ Note
Storage Gateway T XM KMS mnZE = KMS MR BRVIRE SR INES

BXMEZFEE AWS KMS |, HZHT A= AWS Key Management Service ?
NIENEBE CHAP BRI

£ Storage Gateway # , #2# iSCSI Bz F4EN iISCSI BFriE#EEIEMN %S, Storage Gateway £ 4
AR F 5 A RIEHI (CHAP) X1 iSCSI MBshEFIEZEHRTHEHRIE, CHAP ERBES SMKIES
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateNFSFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapes.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
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BEARFHERN , AT BRI E. NT8NEEF , BAUEN M ZEA CHAP Fif, XTF
TEKNBHER , BELLTE“Configure CHAP credentials” 1 iE4E H & & MR HiX L EIL,

BLiE CHAP ik

1. 1E Storage Gateway #ZHl&H , EES , ARERENHEE CHAP RiEN S,
2. ¥TF Actions (#4) , #%4% Configure CHAP authentication (it & CHAP & %1E),

3. WTEIEFEN  BABRIEFNEN. ZBMWKELMEDLH 1 ANFEH , &S 255 MF
Fo

4. XNTEIEFEN , RHEEATRIL ISCS| BHEFNEB. BIRFBRBLAKIN 12 1NF
F,&BZH 16 NFH,

5. XTE#HEH , BREERATRIENE CHAP N BN EL, BREBLARIN 1217/, &S
N 16 NFEH

6. LERFEEFERRFENRAA.

EEFWRER CHAP Fil , BATRAB AFHITZRENLE IAM BENR,
EFNYRHE CHAP FiE

B LUCRABANAPRM. BBRIFELH CHAP Eif, BUTIBEEERHE CHAP S INXE IAM A&
WE , BEZER B4 INEIZEITEERNMX,

7N CHAP &EiE
1. 1E Storage Gateway ZE#HIAH , EFES , RFXFEZNHERFIM CHAP FIEHNE,

2. ¥TF Actions (3&4E) , #%$% Configure CHAP authentication (B & CHAP &3 %1E),

3. ®'EECHAPSHHEL , ®FBNEFRHEIEFEN. BIEFEANEREH , REL
BRE

R B& CHAP E3iE

1. 1E Storage Gateway #E#I&H , %kFES , AREBRERNHMIBR CHAP FiEHE,
2. JTF Actions (34E) , #%$% Configure CHAP authentication (B & CHAP &3 %1E).
3. BHEMRAEIESIN X, ARERERERE.
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E# CHAP &FiE

1. 7 Storage Gateway #ZE#Hl&H , EES , RARERENHEH CHAP %5,

2. ¥TF Actions (#4) , #%4% Configure CHAP authentication (it & CHAP & %1E),
3. 1E“Configure CHAP credentials"TUH L , EREFHHNEIENEKE

4. EBRRIF.

AWS Storage Gateway #5113 Fi5 [0 &8

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS &IRY 5]
RPR. IAM B R 126 7T LU T B IRAE ( BF ) MR (B ) /A AWS SGW #iR. &AL
£/ IAM AWS RS , TEXZXF#NER.

£}

- BX

- EASHHITHHEIUE

- ERARBERERH

Stor AWS age Gateway A5 1AM 4

« AT Storage Gateway WE T 55K KRB

» AWS Storage Gateway 5 15 #1177 £ ¥ fE 2

R

BRI EH H X AWS Identity and Access Management (IAM) Ri&H AR MR :
s REAF : MREBFTEHEINEE , BNEBR AL ERNER (S FEAWS Storage Gateway 5 4 #i5
A SRERRE )

- REEER : BEAFLHRENBREHRERRINRER (1S Stor AWS age Gateway H{a5 IAM 1
)

« IAM BEER . ERATERFRNRWEKE (B5SREMT Storage Gateway WE T S KT
Bl)
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A SMHITE ORI

BRBIIRE AWS FHASMETIERFNAR. BUXTE IAM BF B4HTEHKIE AWS K 1R A
P, REETEE IAM AR TEHRIL,

& T LAME ISk B 54 RAIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
BB Google/Facebook IEH , MBXE F &R, BXEZNESZEER |, HSH (AWS X AR
B PHIIEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BEXREZELR , H3H (IAM AFiE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root FIF°

BIEET AWS K7 , BESBE—1NEN AWS IKF root BFHNERSH , ZE O AUTLIHRIAERIR
AWS RS MR R, BRIMBENBWAERERBRAFHITEERES. EXFTERAFRIENGES , BEH
(IAM RF$Er) RIVEERA S TR ES,

oS- g7

FERBEXER , ERAXAFERESHRHABPNERKS 5 ORI 88 AWS RS R IGRHER#HITH
A

REBMEREXRBENDIER, Web AR MEA A Directory Service , & AWS RS A%
BEHRNERHTHRNAF. ReHRATRHERZIENAE,

EEGERFRIMNER , BiEHA. AWS IAM Identity CenterBEXxEZEE , 25 (AWS IAM
Identity Center A #§R) RV L2 IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMARBNARFEFRENRN — 50, BUERAENEIE , MIEEFKHPEIL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i I B IE B AT 5 ] o

IAM EiEE—4A IAM A, ETERNMN ABRAFHITNEREER, AXESEE , H2H (AM A
FIE®E) /Y IAM A6 b,
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IAM A&

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGERE Amazon EC2 L&
THNAREFIEEER. EXEZEER , BSH (AM BAFER) BH IAM R EIK P &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H

FRRKENR, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X1y AWS £
AN FHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEmR) F# JSON KR,

EERERARE , B E A E A B LS4 T BRL R RN T HRLEREREEER NI R

o

\

RIABRT , AFNAERENR, IAM EERE IAM REFREFNBEEd , REAFTNUE
EXEAE, IAMERKBEXNR , SHRITREMANG ELR.

ET 508K

ETHERNRIER2EMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHLBRE, IMEFFRITUREFALAZETNT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEHNRBALURARKRE ( ERRAZNENGHP ) ARERE (HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FSHE (AM AFER) FHEEERRS
NER R B < R FEAT IR

BT HRA R

ETRIFHREE MR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#H
R, EXRHETRARNKBORSST , BRSEERAAUERACIREFNBERFNLR. BLMIE
E T RIFH RS P iEE £ 4

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B
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HREgRE

AWS X HMREER  XEREMERAUREFENNREEERFHRI AR

« NRLR - REETHONRBALURT IAM ZENEARR. BXESZELE , 20 (IAM A/
EE) P IAM EER PR .

- RESEFIFKR (SCPs)-EHFIEEALHLNAL BV HZR AR AWS Organizations, EXEZER , &
2 (AWS Organizations FIF1§F) RS 26K B

o BIRIEHIZREE (RCPs)-ZEKF A RFRNHRATANE. BEXELEL , ESH (AWS
Organizations FAFEmM) I EIFEZEHIFKE (RCPs).

- RERE -EANACIBRSAFCRGNSER , FASHBEENSRER, BXELER  BS
7 <IAM AFiEm) PHISIEERE,

S RBERE

HAZNRBEMRBENA T —MERE , ERNNREMERNEIER, BT HRELSR SRR
WA AWS BER B AVER , HSH IAM AP BRI ERITEEE,

Stor AWS age Gateway {5 IAM 1k

EERA IAM EEX AWS SGW A RINBR 281 |, E% T HEWLE IAM TheEm B F S AWS GW,

YRATLATE AWS Storage Gateway 1 F#Y IAM ZhEE

IAM Zh&e AWS SGW X% #¥
ET S HNRMK 2
BT RIBH R &
RERAE =
B BB =
EHMRIER (BETRS ) 2
ACLs f\
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IAM Zh&E AWS SGW X #F
ABAC ( BRI ) i)

e B S E =
RS (FAS) =

REAE =
REXEAE =

E42MHE T AWS SGW MEM AWS IREZ WIS K28 IAM DIeeE &R , 58 IAM BFREE+HH
5 1AM BE&ERBAWS RS,

SGW & T F 7RI K H AWS
XRETEMRE 2

ETEHNRBETMMEZH (0 IAM AP, AFASAER ) B9 JSON FRRREE A, XL R
BERHAFNASEMAMESE TN BERFRITHLERE, BETHRNMCTEZETSHNRE , SR
(AM FiFiEE) FNEATMEEAERKE L BE X IAM RIR,

BEMERA IAM ET 50K , BUEE R TRIELNRENTRUR A TFHIELBRENRSE. B
THERIFE JSON REEREAMAETE , H2H (IAM AF#ErE) FH IAM JSON KB TEEI Ao

SGW ET 5 BRI KL =B AWS

EEE AWS SGW ET HMH KRB RA , 558, EH T Storage Gateway HVE T 5 58I K B =41

SGW M8 AWS & TR IRAI K
HETFRRNER &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBREEER, ZRATNSEKS, AP, A, BREAFH AWS
R3S
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ESABK/ER , SR UHEANKSSHEMBKS R IAM XEEEAETRRNRBEHNEME. B
XEZER , FSHE (AM AFER) PH 1AM FEVEIK S R IR F.

AWS SGW WK 1T3h
TRERIZE: 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUANTLARFERITER
1, AREMHAZRHETHIT,

JSON REEH Action TEMRTATERKP AWRIEL L RINVRIE, ERBPISREURTFR
ITRERRERVR,

EEEF AWS SGW BEFIxK |, 25 (RFENSZE) FH AWS Storage Gateway E XL HIEE,

AWS SGW HH RIS IREERERTERA LT AR :
sgw
EEEMEAPEESIRE , BERAESRENRT.
"Action": [
"sgw:actionl",

"sgw:action2"

]

EEEF AWS SGW ET EMHNERBEHNRA , S, EH T Storage Gateway W E T 5 15 1 K B =4l

AWS SGW I BIER AR
THERTR 2

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BN EAATLT AR RRITER
&, BAREA ARG TIIT,

Resource JSON R TEIEEEMENAREN —IPHZ AR, FAZRESXE , HFEHAE Amazon
FRET (ARN) EEERR. NWTFAZEFERBERNBENIRE , BEABERAS () BRBOMNATHMER
Ro
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"Resource": "*"

EEE AWS SGW BIFREE R HFIK ARNs , BZH (RFENSE) HHY AWS Storage Gateway
EUNHER. BETHREVUERABLEREREESTERN ARN , S AWS Storage Gateway E
NHBE,

EEE AWS SGW ET HM KRN TA , 5SH, AT Storage Gateway BV E T 5 158 K B =451

AWS SGW HY R BE &4 22 4R
TREETFRESNERRZER 2

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BNEETUANF AR FRITER
E , UREMFARHETHIT,

Condition TERBENNZRMHEEFVMENIT. BALGIRERAZEZEN (FlW, ST
T ) BERARER , MERBPHFASERDINVEEEE. BEEERE AWS £R&HE , 51
IAM AFEREPHAWS £ 354 £ T XEHA.

EEEH AWS SGW &HERATIXR , FZH (RFSENSE) FH AWS Storage Gateway RHZEH.
ETHRUUEAZKGRIVIRENRIR , 555 AWS Storage Gateway & XAV 1E,

EEEH AWS SGW ET HMHEKAI RS , B2, ER T Storage Gateway K E T 5 17 #9 5 7R f

ACLs £ AWS SGW
% ACLs : &

mEEHE SR (ACLs) ZHIMLERIEA (KFKA, AFSAR ) ARBRAR. ACLs SETRIFEH
REERA , REEAAEA JSON KM,

WA SGW B ABA AWS C
¥ ABAC ( EMHHIGE ) : B XiE

ETEMEOHRMNRES (ABAC ) R—MEDRE , ZRBETHNIREMEMERE LRR. ETTR
FHRZHIINE] IAM SEEF] AWS IR |, RE1R1T ABAC REEUATEZERANGESRIR LHIRET
BL A BETTHRAE
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EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys &4 EBERBNZH TEZPRUFREER.

MRENMRSHN TENARREBIGAEX = &MER  WNTZRS , ZEAR. IRENRSX
NTEHIRRREISAMEX =GR, WZERBD

BEXABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINENNR, BEEFIZE ABAC
SHRNHEE , B3R (AM BFER) PHEAETEMNIHRIMNRIZES] (ABAC) .

£ AWS SGW A {5 A i BsHiE
FRIGEL : 2

IS EHE BRI AWS BRNEHIARINEE , A ERESERAKS SOV RACR B IEN.
AWS BIZHBERIGFHES L MAREAKBHHZRA. BXEZER , H2H (AM BFE
) 8 IAM F IR Z S EIEMER IAM B, AWS RS

¥R AWS SGW BiF R £1F
TEERFEATE (FAS) | 2

HRRILFE2E (FAS) ERABAEMHAINR AWS BRSS , 0L AWS BRSS [0 T iEBRSS & HiEREHE
Ro BXRAHH FAS BRI REEFE , BSRERL A 21E

AWS SGW WiRF AT
XERSAE R

RSABRA—TRSFEME. KREHPITEREN IAM A6, IAM EER T EE IAM R oI, SR
BREESAEE, AXESZEER , 2R (AM AFERE) FHEIER AWS RSZERENEE,

/A Warning

EARS ACHNRATES T AWS SGW B IIRE, X2 AWS SGW RHMEXIE ST RiE
BEAE,

SGW iy AWS fREHEKAER

XERSXERAR B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BSHAXAGR—PHEEINEBRSAR. AWS BRSRSAUKARKRERTRENEE, RSHEX
AEHAEEHND AWS IKF |, HBARSAE, IAM EERATUEEETEEBRSKXBEABHIR
PR

BARUZBFEERSAXBENFAGE , FSREYL S IAM BEEABAWS 5. ERTFERRS
EXAIDTEE Yes R, RRREEIUET ZRFHRSHEXH B,

iEF F Storage Gateway HWE T B 3B K BE R4

BINERT , ARFNAGLTRAESREH AWS SGW BiR. ERTAFNMERRNITIRIENN
R, IAM EE G AT LB 2 IAM KR,

BT RNAERXL RG] JSON REXHGIEET IAM HHNEE |, 56 (IAM BFiERE) P8l
2 IAM KB (258 ) .

BX AWS SGW EXHBRENRRELE (3B RFLENEN ) NEAEE , HSH (RSFEN
&#) By AWS Storage Gateway HIRE, BEMEZHHEH. ARNs

£}

e

- £/ AWS SGW #Z§l&

- AAFERMIB KRR

REERIEREK

ETHONRBRE T EARBAUELENK/ PRI, THRIMER AWS SGW #iR. XERERTEE
SfE AWS IKFFERA. tIZREEET S HONREEN |, HEEUL T ERMEI

- FFEAMER AWS HEXRBHAEORIENENR — EFARAFMNITEARBEFNR , EEARNTFS
ENAGIRFNRHAWS TEXE, SIEMRNMRAFTH AWS KF, RINBWEESE X
EBHRAGIN AWS BEFREEFRBERH—SRIONR, BXEZELR , B5SH (IAM BFER) £/
AWS I E R TEBRBEMAWS FEE KK,

« NMARENER : F£EA IAM REERENRAR |, BEFHRITESFENNR. Akt , BAIUE XL
ERBEXGTUIURNBSERRNITHIRE R RIRENRIFT. BXER IAM RANBRNESZE
B #EZR (AM BFER) F IAM FEY R B TR

« M IAM KPR S — S BREIE B AXBR ¢ 4877 LA 6] 5% BE 7S h0 5% 44 SR BR I X R 4E R0 &R B 15 1] o
Blin | BAIURERBEEREESAMER SSL REFMAIER, NRBSBEERBTSEE AWS R
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S (Bl ) EAR , Nt AERREHRRE TN RS REN G RNER CloudFormation, BEXE %
E8 ,1F5H (IAM BFERE) B9 IAM JSON FBETE | &4,

 f£/ IAM Access Analyzer BiF & EY IAM KEE , DUBERN RN Z MR IhEEM - IAM Access
Analyzer 2WIFF REEMIM B KR , LBERKERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZUUREREM IJIRENEN , UHBBEFELZS BEEMLBEN
KE, BXEZEER , BESHE (AM BFiEm) PMEA IAM Access Analyzer BiF SR B,

- FEZEHHRIE (MFA)-WIR AWS IKFEHZRFE IAM AFSRAF , BEA MFA BRB R
=M, EERFAMA APIRERNEE MFA |, B MFA 4 FMBIBHNERIES, BXEZER |, H5
7 <IAM AF#Em) PR MFA &3 AP A,

BX IAM FRREIRNESESR , H2H (AM AFER) $18 IAM AR 2 HEXEK,

5/ AWS SGW #Z#&

Ei5 | AWS Storage Gateway ###15 , BAAHE —HRENR. XENBELAATFEIENEES
KIE AWS KB AWS SGW BRMNIFEAEE, NMRGIBEMENSERBEN=KNETEONE
B, X TFMMTZRBEAERE (AFRFRAE ) , BHAGEERMBIERET.

X FRFA AWS CLI 5t AWS API SR, BEFNEREFKEZHFHENR, R , AIRFHREH
ZEHHITH API RVEME EEC RV R,

NEBERAFPFMARMATLER AWS SGW #2#l & |, B ERF AWS SGW ConsoleAccess
MReadOnly AWS EERBEKHINZEIKEK, BEXREZEE , HSH (IAM AFER) 8 AP A1
B,

AFAFESHITE SR

ZRGIGER T A G RKRE |, AV IAM BFEEMNBEAF S ONRNBRMTEN R, KK
SREERHE LSEERA AWS CLI 3 AWS API BU4wTE 75 = 5T B R AR IR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Storage Gateway & 14 Fi7 [7] & 3 fF 25
FERAUTEEREBELHANEEEFER AWS SGW H IAM B AT 428 EIH & W8 &,
FB

« REAE AWS SGW TR

« BRIEMINIT iam : PassRole
o REAFRLUINBA AWS IKF FE KR AWS SGW &BIR

K ITNIE AWS SGW i 1TiRE
MNP LW BIEIRIZR | IERETAUATEMRIE | N AFAEH F LA T IZIRE,

% mateojackson IAM AR R HEREFHAEETEEXEN my-example-widget BIRNIFHER ,
BFRHEEN sqw: GetWidget RS , 2K EUT REIEE IR,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sgw:GetWidget on resource: my-example-widget

HEHBERT , BNEH mateojackson AFHIERE , BLAER sqgw: GetWidget BAETHE my-
example-widget &R

MREBFEREE , FRREHAWS EER, FHNEERZRERMERZIEN A,

EFERINAT iam : PassRole

MRERFFIREE , BRETRMITiam: PassRoleiRE | MAAEFHEHN KRB U R T EFABE
%45 AWS SGW,

BE AWS S A ERIIAEABRKEL1ZRS , MARERMNBSACIRSHEXAR, it ,
BB MERF A LB RSINR.

HE N marymajor HY IAM AP =IAERZEH & E AWS SGW HITIRER , S REUT RAIEIR,
BR , BRELAEERSACAHARTFHNRT ATHTIEE. Mary FEAERASELEIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB LA A F#EINAT iam: PassRole #1E,
MREEERY , EHRRALZHN AWS EER, FHNEERRREEREIENA,
BEATFEUNBA AWS IKF 1HRIFER AWS SGW FiR

FatlE—1ae  UEEKFPHNAFFEELANARTUERZABKRIGRIEHRIR, &0
DEEH#EREY , AURASE, XN TIXHETHRNRBEIHIE FZH SR (ACLs) KBRS , &RIE
15 P IX L5 SR BE (0] ATV IR T 175 (R R BY B R A A PR

ETHEZER , BEAUATHE :

-« ETH AWS SGW BEXFXLINEE , BZHStor AWS age Gateway a5 IAM #H4E,
- ETHENMRENEHEENEROHRINE AWS KF |, 558 IAM AP EETHNEERE AWS
K 8% — 1AM B P iR ) AUR .

- ETHRNMEE=FRENEHRROIGRENE AWS KF | BZH IAM AFERTHNEE=51R
HiFER. AWS Ik
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- ETHRINABEE S HAKRERIEREFRNER , H55 (IAM AFERE) PR HIEE B EAKIERN
AP ( BBRERIE ) RAETHRNE.

- ETHRERAACNETRENRHATER,FRIZENZS , H2H (AM AFERE) F8 1AM
HR Y BB K P B R 1A [ o

AWS Storage Gateway B & H I UE

ERZMERITRIN—5B2 , F=FFitHETE AWS Storage Gateway FIE £ AWS HEMEH MK,
Hea$E SOC, PCI, 1SO, FedRAMP, HIPAA, MTSC, C5. K-ISMS, ENS High, OSPAR #
HITRUST CSF,

BXBEESMITLEE AR AWS RFFIXK , BSREBEEMIT IR HEERNHAWSAWS RFEEHN
it¥l. BAX—REE , BSHAWS &Mt HIAWS,

EAMER TRE=HFIHRE AWS Artifact. HXESER , BSEPH RIS HH “AWS
Artifact,

RTEFEH Storage Gateway NS MR EHEWHIENBEME, BLARNESHAMERURERNE

BEARE, AWS BEHEUTRFERBEEHFZSAMEER !

- ZEEAMMREANVER — XEFBEEHETRMWIESET , HEATELBBUARZSHNE
HAMNESNEERENIR, AWS

« HPAA £ 58 EMBEED — AR BHER T AT MAEAR AWS SIBRFS HIPAA FRAERN R
REF.

« AWS EMHEIRAWS — tk TEZNIEMmE R REE A TR ENTLMAEBX,

- EFAWS Config 7F & A R 35 F B 15 %R — 1% AWS Config BRSiIFEENRREBEES K
BELRAERNIRE, TULENFEM,

« AWS Security Hub CSPM— 1t AWS [RF A £H 7 RENZ RS AWS | BBERERESHEL
2T IR ENRESE,

AWS Storage Gateway H Y548 14
AWS £ REMRMERELE AWS K 1A KR,

AWS X REEHRFEHOREEHASHNNELE, SEEZBHEPOBN—ITAX (AZ). 8
MXFEHED AWS Kig A=NMEMEXE AZs AREEME LMV ARER. SEMSRHBTT
B, EEEF - XEELHENBEFO , BN AWS X REBNSATAXRITHREFHE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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P, BNTAXEBERIWER, SHNMYELZSE , FBEI TR ultra-low-latency M & 1TiE
MREHHBEFERNELRNESTAML , NAHBRSNEREEN SN, AZs AKIESGH A

ok
Be o

AWS X BERERIINEMBRZ2ME, SARNBERF . <BNABERE AZs LI M,
MEMREEASMAECBNESES AZs, AZs FLD KBRS RFALAS T AL, MRENI
ROXH AZs , WA UEFREMRFENTREZEFE, Bh. 28X, EFRBENIE,
AZs Y E SEMEMTRRBMNER—EERE , REMBILFRBMBULABETE 100 FXK ( 60

RE ),

BXRAWS X MU AXNESER , FSHRAWS £ IREM IR,

BR7T AWS £IREA RS |, Storage Gateway IR Z T ThEERBEI X IF BN HTFHEMNZ B FER -

« £/ VMware vSphere S 0] At (VMware HA) #BIRF 7 TEAREZEH. ERVEEREFN
MEHENEM, BXEZEL , 38 & VMware vSphere High Availability 5 Storage Gateway
£eEH.

« AWS Backup A T& M ENEZTE, BXEZER , TR 205,
- MRERRERENSE, BXEZER , FEH NMIERREEEFS.

AWS Storage Gateway PV E AR EZ £

BN —IHEERS , AWS Storage Gateway 2 5i# WE RS | £ REMA B E B FHERN AWS
LHMBZLERFHERT.

BEILAER AWS EA Y APl A REE M58 Storage Gateway, BFmAMZIFEHELT S

M (TLS ) 1.2, BEFRFwELAZFHEETLEMETARE ( PFS ) WEBEH , a0 Ephemeral Diffie-
Hellman ( DHE ) = Elliptic Curve Ephemeral Diffie-Hellman ( ECDHE ) » AZ#HIMA RS ( 10 Java
7T RESRAE ) BFXLEEN,

Lo\, HAERTFRIZES ID M5 IAM EAEXBRAORZT B BHARNBERH#TZEE, E , BUUER
AWS Security Token Service ( AWS STS ) £ If it Z £ FIERITFERFIITZEE,

(® Note
&R AWS Storage Gateway REMANFEERELAN , HEFTNEHUEMA R R RIEHE
ZE, sHEAREEMXENINGFUAN T EZLEARREIENTARESD , TE2SH
P HIMEE , HApEEREMNZFRIEERXNEED,
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AWS EHiEE, oMM CVEs . ENEERGERMBARN—Z2 , RIFXLRBHE
ERFYH A Storage Gateway F, XEEEEFBEEETITXNEF HEBEANERNEEMEHNT
EN—HoRNA. BXAMXEFTNESZER , BSRAEEMNXEMN.

AWS Z & &{F Kk

AWS R TSR 2ThEE  HEEFIENXIRECHEZERBNER, XERKEXKRE—MREN |, 7
TREZTENZEWRAR, FEXRAETESLNHPERTRZENHMEER , BREANEHAN
ZRREMAREG. BXEZER , S AWS 2 HEXK,

BRI AWS Storage Gateway

Storage Gateway 5 AWS CloudTrail—HBiRF &K , ZRFREMEAF. A= AWS RS T Storage
Gateway HREUHIRERIERE. CloudTrail ¥ Storage Gateway FIFFE APl AR AN EH. BN
HWHASEXE Storage Gateway 12 #| & K FA M3T Storage Gateway API 2ENABRA, mMREL]
BTRE , WATLUBUER Amazon S3 i iFE (&5 CloudTrail B4 , @3& Storage Gateway HE
., MREREBRE , BMHATLE CloudTrail BH AW “BSHHFLIER FEERFTNEH, FH
WERE B CloudTrail , BRI LAEE [ Storage Gateway KX HEIER, KHBERK IP ik, #EHT
BR, AR REHERAREMIFEMRER,

E T EZEE CloudTrail , i5ZEAWS CloudTrail fF#ER,

Storage Gateway 1§ 2z T CloudTrail

CloudTrail fFE& I F Bt |, ST Si# Web Services I EB5E, 2 Storage Gateway F 44
SRR, ZE2EHM AWS RS CloudTrail B4 —RiERESHAELIERP, B LIE Amazon
Web Services IKFHEE, BENTHEHN B, EXEZEE  BSHCASHALIERESR
CloudTrail =4,

E#FL12% Amazon Web Services Ik FEIE 4 ( ‘21F Storage Gateway WEH ) |, HRIRRERIE
Fo BRERAY CloudTrail £ B & XX E] Amazon S3 i, BINERT |, HEEEGH & el
RERAE , ZREGNMATFFAE AWS Xif, WLERERIZRE AWS 2 XA ERAEXGHRNEYS , FNH
BEXHAEE B EBIEER Amazon S3 M@, tbol |, BAILIEEH AL AWS RS |, Ui — S oL E
CloudTrail BERKRENEHBIE, BXESELR , BSHETINS .

- SIEREBIA
* CloudTrail 3589 BRSS M EE AL
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« BLiE Amazon SNS EXI CloudTrail
- BEBRBEZMNXIEE CloudTrail BEX 4 MEKK B ZMNKF B CloudTrail AEI 4

FiE Storage Gateway R iR Tk , HieFREREETEH. M,
FtActivateGatewayListGateways., HShutdownGatewayiR{ERAA S CloudTrail BEX 4
RAEKE,

BIMNEHHATREBESEXRERBFRNAREGR. SOEEEMTEHEUTRE !

- BEREFEARIEPBIER AWS Identity and Access Management (IAM) AP &EIE 4 Ho
- BRRFEAACERKEAFNBNZLEIEREHN,
- BREFHHEM AWS RF A H,

BXEZER |, iS5 CloudTrail userldentity T3,

T % Storage Gateway HEMH 5B

RIERR—MEE , APHEHEN BEXHRREIEIEEN Amazon S3 F##. CloudTrail BEX#
BE—NHSNEERE, BHRERKEEMARENENER , BFEFXRERNRE, RER B BN
B, BHRSWUEFNFELR. CloudTraill BEXHFFRLH APl HANBEFH#EKRRE , AtENT2ERE
A4 E /IR

AR RBIE R T ERZIBRIERN CloudTrail BE% B,

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JohnDoe"

.
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
},
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
},
"requestID":
"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-
bed1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"

]

LURRBIE R T E RiZ ListGatewaysi24EH CloudTrail BE% B

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",

arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"

AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

.

" eventTime ":" 2014 - 12 - ©@3T19: 41: 53z ",

" eventSource ":" storagegateway.amazonaws.com ",
" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",
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" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6
Linux / 2.6.18 - 164.el5 ",

" requestParameters ":null,

" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1II23FRSIJ1Q8GLLEIQEU3KPGGEFOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",
" apiVersion ":" 20130630 ",
" recipientAccountId ":" 444455556666"

3]
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PEE R 3¢ [A) @

BTk, AEREXREMX, EHFA. B, sTAM. BREIREMNREMEXHSESSERIUKR B
FEHERRNEE . AN XHEHREEEENBEIFNELCLES LMK, & A% RBN SEE
FR{E BB ETE VMware vSphere @ AT At (HA) & LE1THM 3,

F

o WIEHERR - MXBLEA : THRNMAY I EES MK L Storage Gateway ZHIEFERABLHN
&) &

- WIEHERR  MXBUEH RN A EBEIR © THRESIHBUE Storage Gateway BT W EI N ZP4E IR E EM1E
MTZEAM.

o BEEARHMREE- T RECAANN TREER B RE , URINA AT X EEEIR XA
B3t 1T P HEBR

« HE&E Microsoft Hyper-V % & : 7 #RIR7E Microsoft Hyper-V & L 8% Storage Gateway At AJ 8E1&
Ffy Ba R )

« k& Amazon EC2 Mk B @-E R B XRETEEAZBE Amazon LIRS AL T #Y BB | B E
B EC2,

- HFEEHREEA . THROMABRETTEEIBEINE X Storage Gateway EHIR & K [H &,
- HIESRE  ERERECEHABNTRBRNWRAREE  URBRMNEBEXIN A B FRERNE

/N0

- BFESAAMERE-T #E VMware HA T35 #8289 W <& B i8] B AT 1% B A

M PEHERR : PR E L R
FERAUTHEERER , KEEY AWS Storage Gateway #2418 E RMRL FELRASNIZE AL M.
MXARERTUT NS NMNREMERNEL -

« MXTEENE Storage Gateway IR i 2o
. MRENXA,
« EMXXRBNEFUECHTEZERL IR , HELAHRE,

EFEMXIREREL , FREABRSBEMRBELHNRE,
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REXBRH B MIFHAE

MRIEHNKREENERARE  IEFMXETHAEEE , FEERNEHH ENHRIAN, KE
o Bh A SR AR AL SR ) Storage Gateway FTEM MK im OMBRSZwmR. BEXEZER , 55H
Network and firewall requirements,

CERBEENMXHNRERIT SSL REFREHFEIRE

MRLEFEENMK S 2B RERIT SSL REHEERE AWS |, WENMX AT ESHHR
RS R [EE. BEEMXMRERL , BAEARE,

REEUEZEEFEI LREHIFEREFRE

MxWELAEREFENHNEEHBEHRE , TE2SEMXBAXABTEL R, ERERRN
MaEERERE , NXFBRZERNAHE,

MRIREELE , L RBEREKMEHRTE. BXEZFELE , 27 Best practices for recovering
your data.

REXBNEFHEREREE

MREMRKBENEFUEBFELE - MBI, EXAIARAN , HECEHRAE , UMK TRELKHA
BERE.

MENERNEEEFENLBRT EETENERFHE

1. KHAMX,
2. EFAMIZEEE

@ Note
e PR oRF Bl 22 AN I B B — N T o

3. EFRIMX.

MREZEHETIR, WERTBEXD

1. REAMX,
2. EEETHE.
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https://docs.aws.amazon.com/storagegateway/latest/vgw/Requirements.html#networks
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3. EXNREMEUNRTEEFME.
4. EHFBIMK

HUEHERR © WIoCEUE HE B A BB 4 1R

Storage Gateway BUEBERSLIAXMEBR R, BFHRENEABEERBEL KO 80 EEEIMNX
B EE LA ( VM ) B Amazon Elastic Compute Cloud ( Amazon EC2 ) £l 405 5% B Ih U B8 5EE
R, NMKXFF S Storage Gateway i RUBE RIZBUBUERH, MEM KT EEE Storage Gateway i
R, TIPSR & B — N PSR 4R IR T8 2. 0E R & P i o

FRAUTHEERES , RBEEZEREE AWS Storage GatewayHI I 12 h I EI N ZR4E 1R BRHZE
A

(@ Note

o TERAEF B AV EE ULBR B S L DB AL 2R ER & ( AMI ) RRASEREBRTHI MR, MREZ
BoEERAEE AMI BIR > | NSRBI R EEIRE R

« ETEAMI 28] , BHEAERENENEBMKRRKE, SHMIEKEN ova XHM AMI #
ETERE , T E#K,

AR RAE P 2 8 Ui SRS P o< B HE BV £ 1R
BRREANEIR BTN QBEHR  BATUTRENER.
¥ B % B i O

NFARMEPBHMR , BREARMPH NG EWEORERNITHFRS. X FEHEAE Amazon EC2 24| £
BRx , BREXFZEA LWIHRAORBNITHRS. ERIAKORNTFRES , BMAERFZE LN L EiR
RIZ{T telnet 8 H. WRFSBF/HMERKMUTFRE—FME, B0, AT telnet an MR 5w O 443 19
EE

telnet d4kdg@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443
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EWHARNXAEREAUERRER , HiFRIMXHARN VM 2F&8 (AR TAEBENOMX ) . =X
% , JLUBN SSH E#EEIMXMSF ( AR TEBERE Amazon EC2 LMK ) . RfE , BITNEE
ENR . #IANHIRE [PASSED]. BXREZEER , 12 H Testing Your Gateway Connection to the
Internet,

(® Note
MR HAENBRIANZZAFERN adnin , BRIAZEBE N password,

BROEXBRZEMF2MEBIMNNXRET 2N E R[SV BES

SSLRE, REHFEIREFHEEANH A ELZLM T2 THMRXKIENHIED, MR SSL i
PR ERERERR[LFMTMBANIERAR , W SSL EFAMK. EWIANSEEEHITH SSLKRE ,
BEWwO 443 J:E’Jflﬂbﬁiﬁﬁm (anon-cp.storagegateway.region.amazonaws.com) LiE{T
OpenSSL i H. HMMNEMKUTE—FMPHITEN LETHSGT :

$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -
servername anon-cp.storagegateway.region.amazonaws.com

@ Note
HBiregion ARHY AWS X1,

MK BEEH#TH SSLKRE , MZG S REREUT A TREHEA

$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED (00000003 )

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com
verify return:1

Server CA 1B, CN = Amazon

Certificate chain
@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com
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:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
i:/C=US/0=Starfield Technologies, Inc./OU=Starfield Class 2 Certification Authority

0w o0

-

MREEHIT SSLRE , NIEAHE RERNIERE , XKUTUTHE .

$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -
servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com
CONNECTED(00000003)
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com
verify error:num=20:unable to get local issuer certificate
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com
verify error:num=21:unable to verify the first certificate
verify return:1
Certificate chain
@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

AR R RAEIR D SSLIEBAT S X SSL #F, XBHKE , NxEim K HIEREL AR Z ME DB
REBHRITHRE, XEREARER SSL *Aﬁ:\im‘rz‘ﬁ)%@ﬁ@

KEM XA EED

FERES KRS B SSL EFHiR. N TFABMNX , JEAMKBARME VM 2H A RREN
KWEREIES . HARENT AT 60 ¥, BEXEZER , S Synchronizing Your Gateway VM

Time,o

RS R EEIEIMEILE T Amazon EC2 ﬁ—{ﬁlJJ:E’J WMxh A7 A, NFER Amazon EC2 W< Rets IE1H
i [E L atE |, EHFEIA Amazon EC2 SEHIATLAE S i O UDP M TCP 123 EEZILAT NTP IRE88:t 5
x:
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* 0.amazon.pool.ntp.org
* 1.amazon.pool.ntp.org
« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

R AREH Amazon VPC im SUBUE M o< B H B RY 45 1%

Ef#REE A Amazon Virtual Private Cloud ( Amazon VPC ) i sUBCEM X I BUE IR | BT
LTREMEE,

KREMENIRA

BRA M A (N FARHEBHMK ) LA (X TFEEBE Amazon EC2 HEIRX ) FIFTER
A4 FHFFIRTS. FMxiEEZ Storage Gateway VPC s [RFTEH UK O 58 M < E#Z 2 A B ik =Bt T
EMIHOTRRE,. #E#EF Storage Gateway VPC ig REEL T iwO :

+ TCP 443

+ TCP 1026
« TCP 1027
« TCP 1028
+ TCP 1031
« TCP 2222

BREBEER , 152 M Creating a VPC endpoint for Storage Gateway.

A | B EERER Storage Gateway VPC if SR £ A, 3 ?% i RN R A TRETR XIS
WimO, Sl — NN EL4A | ILREMX IP iSTEMNREESFIERO. RE , FiZzReHERE
3| VPC i =0

(® Note

£/ Amazon VPC 25l & RIEE#EET| VPC Im RN R L4, NEHIAREE Storage Gateway
VPC iH R , REERFZEHEIEI <,

EWIAFSEiROLATFITFRE , _IJ«XE Storage Gateway VPC i = EiE1T telnet tn S, HTMSW
KNUTFR—FHARBRSHELESTXERS, ATUNE-—NRIEETHAXH DNS FFHE T,
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flan | LAF telnet @5 A DNS & # vpce-1234567e1c24a1fe9-62qgntt8k.storagegateway. us-
east-1.vpce.amazonaws.com JUiz T FE Y i O EH#E -

telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222

BRFRIEZE MR SERMP KL IEF Storage Gateway Amazon VPC i R IR E

SSLRE, REBBEIREFIHEHEANPH A ELEM RS TMMRNXRIENBED, R SSL uT:

PERERSBERS[FTMEBNERTRE , U SSLEFLAK. EWHIANSEEEHITH SSLKRE ,

£ Storage Gateway VPC ¥ R L1Z1T OpenSSL @55, 4 \AM'%H?HAL?IE—?ﬂqﬂﬂ’ﬂl‘l‘ﬁmtzﬁ
B s. HXNBMMENRASITHS :

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com: 443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-

east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

MEKBEERTH SSLRE , MZSTRIRERUT A THENBAL :
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openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

Certificate chain
® s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
2 s:C = US, 0 = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN =

Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority

WMRIEEHIT SSLRE , NEAFE RERWIERE , XUTUATHE .

openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1
depth=1 C = US, O
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-
east-1.amazonaws.com

Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com
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AUER RXEIRD] SSLEBAI X SSL £#F . XEWE , WXBIMFROE VPC ik <8y HIER
ERZHEMNEHAERITHRE, XERLETRERE SSL REFRERFEIRE,

REM KA EED

RRRER KL S 3 SSL BF4EIR, FWTFAMME | ATLEAM A VM 2445 ki 2/
KWEtEIES, NERENFT AT 60 ¥, BXEZEE , 55 Synchronizing Your Gateway VM
Timeo

RENEEERIMELE T Amazon EC2 K6 LMK FFRAA, FHR Amazon EC2 M<EE% IETH
#hEZatE |, EHIA Amazon EC2 S| LB O UDP 1 TCP 123 E# 2L NTP R85
*:

« 0.amazon.pool.ntp.org

« 1.amazon.pool.ntp.org

« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

QB HTTP REHABIAXENZEHIRE

EEZH , BREGESELRMME VM £ Amazon EC2 L HTTP REBEE NiwO 3128 £H
Squid XE, ZEHERT , WAL TSI .

o E#ZF| Amazon EC2 E HTTP REMZLEMNMEFAMMN], LA EMN A ERDO 3128 £
BRBEMKX VM B IP #tit# Squid REBFRE.

o E#%| Amazon EC2 VPC i S IR HLMEB AEFN, XL A S5# 0 AMAEH O
1026-1028. 1031, 2222 #1443 £x#HkKEH Amazon EC2 L HTTP {RIER IP it fI R E.

FRRAE AN B i SUBEM < EE — VPC A A& Storage Gateway VPC i s AT
H IR 45 IR

EffRTER — VPC ®8 Amazon Virtual Private Cloud ( Amazon VPC ) i R VB R THEA LG S
SEMRE ISR | BHRITUATRENEE.,
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HiA B AFHE DNS 2 B FEEMXx VPC KinTH R LR AIRE

WMRERAFE DNS BHAETEARS , MWEEBEMNZ VPC BB RN EMRX,
EZEH DNS BFAW , FIITEATRE

1.  3TFF Amazon VPC 24l &,

TR AFE DNS &5, BN LIRSS Mo
ERIEWFLE DNS EMKRFRE,

2. ESMERTP , ERRI

3. i%#% Storage Gateway VPC W&o
4. EFBRE,

5. EFREEFE DNS B

6.

7.

HEE 7R 3t X 5K 8] 3

G T LAFE T T B A 5 7 62 I A 3 P 5 B T RESE 2 Y SR B (R B BA R AT RTS8 BARS B BR BRI X B =
HIfER.

TRIIH T BT A7 A MK o] 8EiE 2 /Y B2 (R

[] &% BRI
SEHRAEIFKRH IP ek, FEAEEREFESRERETN , UMEEKRMX IP ik,

« XIF VMware ESXi , E#IALHY IP #hit °] BAFE vSphere & F iwHY
“WE” T+~ L& E,

« XF Microsoft Hyper-V , AIZRA#IEH R EK VM B IP thit,

MRIETARMELREIM K IP it

c REVM BREEHE. REVM EFENERT , IP it F 445
LA IR 5%,

c ZEHE VM ERET. NRERNFTFF VM , BBAMKAIEEE — L
BB F BEE BB F 5,
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BMXAFERE

[R] &R

IEEE T MRS KSR
Ao

L& 8 & Storage Gateway
BRSSPSR BRI
Hnt , MXxBBELRES K
Mo

BEEBRSEN LESZH
XZEpE, flm, &0
RER LR MK Y L& & H
XZE K/, REAEFE
BMEREMENRELE
Z XA,

ERERIR/E

AFERTRARBNIRO,

validation/inspection R RBUE SSL if$, Storage Gateway
M@ TLS F78iE , MR FME=ANARFZRMEA intercept/
sign E—iE$ , %S 5B XK,

MRFEAP AR HBERTEESRFINERE , W AREER X
EANRBARUATXERSHAE AWSH ITHIEEF. BXxME
MPEXEERNEZEL | BSEMNEMPH NEER,

BEMX VM 2B ATBEMNEF % ping &,

BRELZN VM BEEE Internet B MK ERE, N , BEERE
SOCKS fR¥E, BXMITUHERENESEE , B5H N A M<E
& SOCKS5 LI,

KREIVWNEREER , TV EECEE RN SMER B
(NTP) k&2 EaIEY , UERMx VM HEtB 2B HEH, BxREL
ERHEERFENNREM VMsHER , H3 M., & VM & E
5 Hyper-V 8 Linux KVM E#LetEES

WITIXLESTRE |, A LAEA Storage Gateway 2 #| & MR B H+
BUEMXESEHZHMAETE,

validation/inspection R HE SSL iE$5, Storage Gateway f£
M@ TLS F4%iE , MREME=FMARFZEHEA intercept/
sign fE—UE$ |, MiZ 54K UEF KM,

BEEHN VM ZELE 75GB By RAM, I8 RAM 2F 75GB ,
MxoPBHREEM. BXEZER , ESH REBMXHNER,

BXBROEN LEZPXOMER R | BSREMNMNK P BEREE

PEE AR it W 5% [7)

API fR7s 2013-06-30 196



AWS Storage Gateway BRXAFERE

[R] &R ERERIR/E

BEEREMAM AWSZ SBULGERMEZREN AWS 5EEZNARFNMNX VM B+

B Y B2 o (NIC) B FFHI M L& EELER (NIC) , M AWS REMF K EIWH T,
MREBESTRIEE , AWSHERERGTRER , LHRERR
EREE, MXAXRAFEREA. NTEEHETHEAFEER , &
AT LAfE A Direct Connect £ 7 ith < 1 AWSIHE] 22 3 T A P 483E 2,
ENENEHRXEINERETT AWS |, BHEAMXKCloudByte
sDownloaded #HICloudBytesUploaded 1E¥r. BXARETEHN
BEZEE , B @EMNXTMXZ RN AWS, 28 Internet
EEMEED THRERSH L&AS P X THIER,

FHIREM X FLER/ R « 7f Storage Gateway 2%l &M XET~ £ , WIEM < E AL

=z, B IP it RESFERELNEERFEFRRY ( Bl VMware
vSphere & F i3 Microsoft Hyper-V Manager ) &ZI#Y IP i 1it 48
B, MREM IP bt R —3 , BEM Storage Gateway #ZHI A EF
M, kMR ERILFFTR, EF/E , Storage Gateway 12l
ARMSETRH IP k5 kPH it N SENEERREFEF K
BER MK IP bk AHPCE
« XJF VMware ESXi , EEfLHLAY IP H#bk A BATE vSphere & F if

B RE R ERE

 XF Microsoft Hyper-V , A& FARMIRFI A ER VM B9 IP b

M

ik,
- REESHNMXERERE , AWS 09 Bl s 5 5 2 55X R #Y &
¥

- REMXHMNEERREE  BREPINMEMXEODGEH
o BEREEMXMMEERRFEE , HiEE KEMXME P
Ui B IR R REE BB W ok W 4R B B Y I T

B LAM Amazon CloudWatch 2| A EFHHN PN EHLE, BX
MEHFHMAHWELENEZEE AWS |, FSEHEEN ML Z

& B P BE AWS,
£ Microsoft Hyper-V & EZH HEE Microsoft Hyper-V & & , EFXIEIE Microsoft Hyper-V
A ( &% ) Storage L EBEMRAERIN SR B N BB 1T T %A,

Gateway B & Z! A8,
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[R] &R ERERIR/E

BIRB-FKHE , BHE MREHNMKELALRM S — MR E LAY e R R R 62/, N
EARXSHFHHEEAZE L2RIEE, IRTFTEXMER , THRR X,
& 1E AWSH”,

SRR B) XI5 WA M I E IR R TR DR

Storage Gateway 2t 7 — AR F & , B LUERACRKIITZIEFES , SEBE X&F 5
8] < LAES B IR R R < R 8, BRIABR T , NEHMRW XF TR TFEARS, BB EN
AR 3R 6 A RSEHBL R, B XF HREZHMNX , BAERFENNARBIZGE S , S$HE Storage
Gateway WiZHI & , RAEEEIIXIFREEE.

AW X¥F HEEH MK
1. BRI ENHARBIZEFEE,
« VMware ESXi — BXEZEE , BSREAT R MK AmZEE & VMware ESXi,
* Microsoft Hyper-V - BXEZEE. , S H A Microsoft Hyper-V 1/ 8] < A #h 2 5 & o
2. ERTFLHBAMENHNBFREREMXEZEFE,
3. WA hITFATAGSHIIR,
4. BWITUTREZ—

- MEMXEANRLAEIRS , BETATSELDT |, A open-support-channel XEEE|
Storage Gateway HEF X#F, AU TCP iwA 22 , MEMHETLITIF AWSH XIS EE, £iEE
B|E Rt |, Storage Gateway AR SELZHF RS, Bic TENIZERS,

- MEMXEANR VPC iR , BTE AVAILABLE COMMANDS B O |, #i A open-support-
channel, MERBIEMX , FIRHEERS Storage Gateway B X 1FH VPC im == IP
#ht, S TCPiwM 22 , MEER AT LAITH AWSHI X BB, fEiEEEIEF Xt , Storage
Gateway FHEDBXHFRS. FiL TENXEFRS.
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® Note

BEEFTT 2 (1&HZEH Protocol/User Datagram Protocol (TCP/UDP ) isO0&, fx , M
X4 5 Storage Gateway IRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRHATIE
BENZEFBE,

5. BUXKFRER  BARKEHIFIRS S , XIF & UERHKEHRED.

6. EXEHALETHG , WA q UFHEEZ R, £ Amazon Web Services Support BRIEZIFLFETK
ZH, BOXKAZEE,

7. HiAexitPUFHMXEFHIA,
8. RKEBIERBREERHAMEZEHA,

#EZE Microsoft Hyper-V 1R &

T &RIH 7 &4 Microsoft Hyper-V £ & L #& Storage Gateway A AJ 2B EI AV B H jR) &L,

[ ERERIRE

BEZRSAMKHARENT HALERVRERENOT

LM -

AR . MR EERRERMERAGIRE R, SESARBH

“RER S AE LA R & AR EHEPEEMNEN RS — 82 Ni%=2 AWS-Storage-Gatewa

SERHEIR. FAKM, E y o Bl :

B [..] TRAZELHS A

X, X6 Hyper-V 2l C:\prod-gateway\unzippedSourceVM\AWS-

BASHEMNN , TS Storage-Gateway\ .

AEBHL. 7 - MREBELWMBETMX , BRXEESAELNNEEPERESE
ELANET R S HI PR B SRR |, T 7E A% FE 48 B9 R o< ST FREE L i B
BVM, AEEBEEZBMNXNMIES A, A TEEREE , HIRE
BFWBERMRERXGEIAR  HEEEFRFNMLE. FHHON
ERESARE .
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[R] &R

B HASF AR AWBIET
HIRHEE

“Z185 ARE LB &R 4 AR
ZEEIR. FAKM. &

AESTEMNM[.] EFIX

% . XHFE. (0x80070
050 )~

B HAS AR AWBIET

+ 20 Bl .
=] lﬁ/ﬁ E\ .

“BEAFARELAE K
ERFB|ER. SAK
M, Import failed because
the virtual machine must
have a new identifie

ro Select a new identifier
and try the import again.”

BLZRBFRK VM H U1 E
BLTHEIRER

“2 15 /B 3 1% TE B9 RE L AL a
Heg, FoXAERRE
BERX7XTFTHE. ‘AWS-
Storage-Gateway' 7o ¥ 4
te (ERAHLIDI[...])"

ERERIR/E

NMRECELHEM R BXEEMNERFE T ESEE M E L
BLE M HAIRIAN R |, BASHBULEIR. BEELHEE , FFE
Hyper-V iR EX EE LM ERAY RS 88 T BB EMMLE.

SARXE |, FRAEES AR FEEPIERE G ELHEDTE
REHFTAEXHE , KA VM eI — 1D,

s IRATRER A TMXFFER CPU 5x41 CPUs EATA CPUs HY
CPU ZREKM. TR VMK CPU MNBERE T EREERFHNX
o

A< Storage Gateway ERHWEZES |

S
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BFSRAREEMANE

“JNo

HE&E Microsoft Hyper-V & & Al
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[R] &R

BB MK VM FH U E
BLTHIRER

“SE13 /5 B %k TE B RE B

Bf 48, ‘AWS-Storage-
Gateway T E#H{L. (&
BAID[.]) EEeIED
X : RERFETR , BER
RPTERIBRS . ( 0x80
0705AA )"

1 YR R P < 2R 4 E AT Y
HIlEtE 2 EMITHEET
o

EENMEERD
Microsoft Hyper-V Storage
Gateway XA EN X4
R&iH,

HEEEEERERFN , RG2S
RRER AL,

RS A Broadcom PL%
EHL 2R M Hyper-V EHLFF
BEMYLRAGI (VMQ) |,
N ATREFZBIM &M RER

%o

ERERIR/E

HEIRBARERZMXATRERN RAM FMEA EATAKN RAM Z R E
S EC L

B < Storage Gateway EXRMNEZER , BZHRESNAINE

-
SN
/j:o

M VM BB eh AT BE TR B SRRRAVETE] , XA AT ENER . FAZA
MXEE A RIEZIED , RE ML E VM BEfE, BXEZE
B, B2 ¥ VM iE 5 Hyper-V 5 Linux KYM AT E RS,

RER AR 223 Microsoft Windows FRS2H A X AR EH. Hia0, 40
RERNSZEEFENE RN hyperv-server |, MAFEALLT UNC
&% \\hyperv-server\c$ , ERBEEA#HTEM hyperv-se
rver , SFEASHE hosts LHFHE X T B Mo

LIRS R 1 856 H Sconfig.cmd TEAEERFENHMAF
E$o
BXRBRAENEELR |, 153 Microsoft 3X#4 : Poor network

performance on virtual machines on a Windows Server 2012 Hyper-
V host if VMQ is turned on,

HEZE Amazon EC2 W< [a) &

EUTHDH , BRI EEATBEE Amazon EC2 WM XN AJsEBRIMV R BRI, BHEFM T #F

Z 3 ) 55 F1 Amazon EC2 FEREBRIR X Z BRI X B |
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AWS Storage Gateway BFEF i
s BT —2JLENRXHERBE

s BEXFIFNRFERTE EC2 WKEH

o BAIET — Amazon EBS % , B EFHMME EC2 MXx3L4l

- BREEREHEFERE EC2 MXHE B IR

« BEZHFINFHESHKE —FEEHR LA A#E”

s BHEEMBR—NPENEEZEPXZENEERBLD LEEFXZEH

o Bt EC2 MXMNBEHERNE

o B X5 BEICHR EC2 WX &

- BEEMFA Amazon EC2 Serial Console ¥ 12 I #Y ) < L4

& T —4& LB o< F R BUR
1£ Amazon EC2 2 #|A AR ELL T :

- EEERFIXBENEZLEAPRHEFRD 80, BXRMEZLEAHNNEZER |, i5ZH (Amazon EC2
RFERE) RRRMEZEEAN,

« MARZEHILFRIEAN “running”’s 7 Amazon EC2 #B#l&wH | RHIKVRSNIZR EEIET .

- BREH Amazon EC2 SRHIKEFEKEER , MFHEERPATR,

WiEZzRBE , BEREMBEMK, Nt , B FF Storage Gateway ###| & , i%£3FE Amazon EC2
EEBBFMK , RAEEFMWMASEFIN IP ik,

S8 A5 R R E EC2 M3

MREZANEHNIPIE T HEFREL , ABRBERSIOIEESTT , WRESHBIXFIREBHN, EiX
MERT , ATRATU T RERERM KA

o REZIFIHFEIF LA Amazon R (AMI) BF5. BT Storage Gateway AMI #9345l 51 2L
aws-storage-gateway-ami XAFF 3k,

. MBREEJLNEFIET Storage Gateway AMI |, 152 F 32115 ) A 18] SR ¥ B IE Y SE I,
BBIE T —/> Amazon EBS & , BT E R EMNEl EC2 M 3< 3L

REITLHH Amazon EBS BEREEMXXRHER—THAR S, MBEFTENAARK |, BHEEHEH
FRERY O] A X R BIEE —NETHY Amazon EBS %,
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ETRRRYDEFERD EC2 NXNBA

RESESIEHNFAEANTSEAETEEARFEAT ISCSI FRMIFEOMNMN, ZiFEABEIRERN
3260, BXEEIBNESZEER , BHSHEM Windows FFimiEiZ 2|45,

ERELRFMER SN KD — NS T T AR
RENFBENMXENSFM, EENSFMZE , LR EESELEMKX , LERE LR

XMEBEBHREFMEZR, W TEHEE Amazon EC2 B>k | A REE 2 M i EEHIHY Amazon EBS &,
PIXMEIREERTEER R 78 B FEHIE X Amazon EBS %,

BEENIZTMXRAVRBIFTE LB REFIRF, MRIAFERIMREREFRE (AMI IHFRMIARS) ,
BARZEINFRE,. BXPTHBENESEER , B30 HBEMXEEBENH Amazon EC2 4,
M AN KB L LR Amazon EBS B/5 , ZHEMX LOIEBEM,

BHEEMBR— N0 EN LEEFXZENEERRD L EHXZEE
BB BEESEN LB KA PSRRI,

i EC2 WxNELERANE

RIUFMXEPIREEIZT. Sl , MRAXPRREEEMALTEIIREP , BEFEZHZRES.

S5, WIEMX IP REHE, MRXEPIEFL  RAEEHMED , BAKXGIK IP hut TSR EE R
EXMERT , BBTHEREIRR

o] LAM Amazon CloudWatch #H| A EBH HMNIWEHE, BEXNEHERN N EHENEZER
AWS | B[R E R < MW 2 B HERE AWS,

18 3% BHEICHEER EC2 Mx &

Storage Gateway It T — /N AKRiiEH & , BAUFERAE XiF RNTSWEF TS , SEBITHRMN
RUBBEBRMRE B, BRINMERT , NEWNRNXH ZF HRELTFEARS. BiE Amazon EC2 7
M3l A SRIEMEL TR, XS Secure Shell (SSH) &% %] Amazon EC2 A #3244, EEN SSH K
h&EF , BRXRFNRZRLAXNMEETFK TCP iwAO 22 BN,
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® Note

MBFEFHFANFMBNELSAE , WFANEATFEAZZEANFESRS, BXxTZ2EUR
WARIMESENNNEZES |, F55 (Amazon EC2 AFIER) M Amazon EC2 &%
.,

B X OEERLHMX , BFELE R Amazon EC2 SRHIM A ibiRF & |, SMBIF®HMAIHNEH S R
RRETERR,

HUEXS EREE Amazon EC2 KA ERIRKHY X B RINR
1. BF3 Amazon EC2 LHIRYAMbIZHI &, BRI , iHF (Amazon EC2 B {EE) HHVIESE:

R

BREANUT SR TERE EC2 SKHIMAMIZEFIE,

ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

@ Note

PRIVATE-KEYREEEA T B3 Amazon EC2 £4I#) EC2 BAX KA BEIESRH . pemX
H, BREZER , 551 (Amazon EC2 AF /) FHRRZANNLEEH,
INSTANCE-PUBLIC-DNS-NAMERIZITMXH Amazon EC2 KBV A& RE (DNS)
Z#. AENTE EC2 244 iR Amazon EC2 3Kl H 2 &% BB IR TR RIREUL N
DNS & %5,

2. TERTREHL , A6 - Command Prompt RITFH XiF BEZFI A
3. %A h LUTFH AVAILABLE COMMANDS &0,
4. BHITUTEREZ—
- MERMXEANRLAEIRS , BETHATSELT |, A open-support-channel XiEEE

Storage Gateway HWEF X#F, AU TCP iwA 22 , MEMLETLITIF AWSH XIS EE, i
B|E PRt |, Storage Gateway AR SEEXHF RS, Bic TENIZEFERS,

- MEMXEANR VPC KR , ETE AVAILABLE COMMANDS B O/ , #i A open-support-
channel, MERBIEMX , FIRHEERE Storage Gateway B X #FH VPC im x5 IP
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sk, AW TCP WA 22 , AMERTLUTH AWSH X IFEBE, EEZEFEF- XIEH |, Storage
Gateway AN EDEXZIFHRS. Fic TENZHERES,

® Note

BEEFTT 2 (1£HEH Protocol/User Datagram Protocol (TCP/UDP ) isO0&, fx , M
X4 5 Storage Gateway IRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRMHATIE
BENZEFBE,

BUZRHRER , FAORAEENIFRSSHE , X5 XF U ERMKFEHERRESE.
EXFSETHG , WA q URHER, £ X BASXRBAEETHZE , BAXARE,
WA exit XKIiBH Storage Gateway &l A&

B A FE B RMERE Storage Gateway 3£,

©® N o o

BEEMF A Amazon EC2 Serial Console EE 2 &Y N < L4

&I LAEA Amazon EC2 Serial Console X#&E5| S, MEEEME M, 5<% 8B ELERRE
T~ , iBZ® (Amazon Elastic Compute Cloud FAF#R) A # Amazon EC2 Serial Console,

PEE R A 1% % (7]

LLTREBNEBT EAEIBEIR Storage Gateway 4% % 0] A K HEE X Lk 0] B 2R 1%,

BT EWERS P it

HZHEEIECHNRSE , FEAREEANRZRZH P it , MAENMN IP thit, ERFEHE
FEERS IP it , AEEGFZ4IEPEEIN IP thit, SFEEEHRENEINEHEHE, B
MNEHEH A% TRSES & |, H%#R Open Service Console (3TF IRFZZEHIA)o

mAHITH EE ?

MREEEERE EMITHIT EE |, B8R Storage Gateway BHIZZFABARIKRERIF , MEEMN X
I TR,

fEFABITIESI B EEE Amazon EC2 M5k API fR7s 2013-06-30 205


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-serial-console.html
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MARITIZERER ?

MREFEBRRERRE , AJSAEMA Dell iDRAC EEREHITIIRE, BEXEZEE , i3 Dell
Technologies InfoHub M5 E#Y | DRACO FE #A B RHEIR : =2 E 5 Dell EMC PowerEdge fRF &5

BIEMAL 3R B Dell IDRAC X352

# /R PowerEdge IRE 2B EB/RIDRACEEE O, RIMNBIINITTHIIRE

- MREFEH IDRAC BEEAE , MNEHRRINZEL, EXIDRACEIINEZER , 551
PowerEdge B/R——iIDRACHIBINEREREMAL? -

- BREMHE up-to-datey T BHIEZ &R,
« f9 iDRAC MEZEOBIHEEEN (em) iwATEES S B RER B RAE LR E EEET.

BERTEEFRRFIS
A LA Storage Gateway 2 #l & & Storage Gateway BHEZHF YIS,
EREHREFIS

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway 2 &l & .
2. MNIEEMNKH SR P ERES

3. MIIRPEFREMHRE

4., ERFHFAGRENF LRIEFISFE,

EALRERHFRE
AWS BB RENEHREHRAXS  BEAXE,

Z X5 A AR BEREBUERFRE , UZBHREHNR KRB, KITFFTIT I OB AISKH M <
MIEREE  BERTRBHENFTET T, SUUMNEHRHEREXIFEE , M TEHAZSERT.

B <#FRE AWS

1. FIFBEHEEE,
2. GEERBAESEETURIBNITAXIERE , AFK Enter,

MR B WG EEWPL AIFRE |, DEAYR OS5 RZTE 30 WAHIL, flu
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https://infohub.delltechnologies.com/en-us/p/idrac9-virtual-power-cycle-remotely-power-cycle-dell-emc-poweredge-servers/
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https://www.dell.com/support/article/en-us/sln306783/dell-poweredge-what-is-the-default-username-and-password-for-idrac?lang=en
https://console.aws.amazon.com/storagegateway/
https://aws.amazon.com/contact-us
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WA - EiwO 19599 LITH
3. EBTwmAOSHEHEREMRS XK.

&S A&

8] LA B X 868 B A AT BEIB B A9 Bx B BY B W A e R R IX L ja) B R 1B WUE R IV B RV (5 20
F&:

- BEHASTENSARE

- BHAESRENSTERE

- BHNEFERXEEFR , BHELMREHRE

. BHAERENSL T PASS THROUGH RE

- BERIISHNTEMHIBSETRENEIR

« SR HY iISCSI BARAKTE Windows BB EBRH AP IR
- BEFEREM iSCSI BEFRBEH

- BURWBSREBROE

- REEBRIEFREINBENE

- NBAEFIENELERIT

« BRXPHN—NEFHEIED T HE

« BIREL T PENDING RZASHI B[R < T A B /]

- BUAMETRRBEA

BEHAEETRENEREE

IR Storage Gateway #Z#l & E RENBL T REE LEEHPX"RE , BAEHMIARMEEZEHPX
FE, IRMXNW EZEAXHKREE , BRTEAMXFHRNAREFRE. BXEZER , E5H
NRXEEFNN LEEPXSEFFME.

EHEERENETLTERE

N F1EES , R Storage Gateway #2#| & ERENEBL T TEMRE RS , WETEEFERLSE,
B A=A 7E Storage Gateway ##& & FHIRZE, MRZBLERIE , B UELIERFNENIBRE
SV ARGEZEN VM Kb ZMEXLEHIE, TRBMBA , i§1%F Preserve existing data,
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BERER , FERARNBRESHFUERR. AXESEE , B BRFEENRE, MR Storage
Gateway 2B PHERZETEER , MANZEIENHE TREH RN VM hBER , FETE
MIRZHBER,

NFEES , R Storage Gateway B #l A ERENEBL T LEMERS , NELEBEALE, M
RELEHE , BULGIEENRE , AENRBRERE , BTN E—MRESRES, BALE
MEBREEMRE, BXEZEE | SR BNEENXTERN |, BF5EMERIRE.

NTF#ESE , EAUNERATRRTEMENBNHEIRME, AXEZFER  FSMN tIEFMH
B, ARERSNER , BER T BSRETHELR,

BERTFEMRTETR , BHLEMERRE

HENMRBBTETRE (Hla, EEXAMKE) , BALUERENEME RUBRBHERZRR
WA LERNAEEHN L - MERZERE. SOERRMEL , NMERE/HTREHERBERF
BN, BXREENESZER  BEAMNIERREEES.

Storage Gateway EEZFEMARZHHFRHAZNIENNER, BHRER B— AR , ZEELLA
B REFFERES -3, FELUTUNZRZ2REHES,

7H A ERENSL T PASS THROUGH IRZ&S

ERLEERT , Storage Gateway #2#| & AIgE2 R RENBL T RERS. BA2RETRERELT
PASSTHROUGH K%, MELFRFEXRNER , MN S —LENFEFE.

Flan , BWKXART LESHXEEN , MREHELT PASS THROUGH IR |, WM iZF

BiE, ERIISEREBI T EEEHRKX |, BT LLE Amazon CloudWatch 24l 5 EE
#ZUploadBufferPercentUsedfstr ; BEXEZELE , BSHUER FEEFAX, MBREHNMXBTF L
FERAXZRAZTMAETEERS , UNAIMNXSBEESH LEEPXZEE, FNESEFPXZEERS
B EENENEERIRNERESS , AEBHRRNATA, HBL T EESISRER , MXNE
WYREE P ISREREIRE | X LEHIE £ Amazon S3 , AERBEE4NEEHIE. HMKX4MNETHIEH T
BERERTE Amazon S3 5 , BRSEZERN TR, HETEBREHRE. BFEE , HBLT PASS
THROUGH = BOOTSTRAPPING RAR , B UBEFESHUB P EMMAMEALRE, BXFMNESZ L
FEAXZTZRNEZEER , BSH BEESEMN EEEFXH KD,

MBERM LK BHAEDRTH , ETUNRXN LAEFKRERESR. SXESEL &
B9 NBHRXN LEEH KRR EREEE

Mk , 84T PASS THROUGH RS TERBMBE RN — N ROIR | ZBENE — NS Bl EES
SHMEEAEREE S, MXER—BEBZE -1,

BHEFMXTTERR , BHEREHE API fR7s 2013-06-30 208



AWS Storage Gateway BRXAFERE

PASS THROUGH RAB/RAIBER RO BN LEEFXPHMEC AN, EHERT , BNIZBERE
#, AREZER , BSR FAENXGFE®HER. BXRXBRANEER | BHSH 7 HEESIRASMELL,

RERITSH TEEFEE TREEIR

MBLAERITSNTEMFISE TREMNEIR | BEMNMLER Microsoft Windows B FiEEIIH
% | MALAMEA Windows CHKDSK SEA T E R IFBMN B M HIEEE LN EMEIR, Windows 1
BB BHIFT S BEEIT CHKDSK T E |, B AL B 1TiE1T.

AR iISCSI BFRARTE Windows M EHIZHI AP E R

WMRIER B iISCSI BFRARE Windows WHEEERRGHEPETR , BFREZREIMIEE T LEE
WX, ARESERE , BEH INARBEFAN LEE P XHEFEFMHE.

EEFERER iISCSI BB

MREEEWRSBH ISCSI BArEH , WAMBRIZEHERAMN BAREMNERAMZE. WRIXH
iy, BULREEREES L.

T RS REAR G R

MREITRIWEBRBRECE , BRELWEREL T PASSTHROUGH IRFS , EM XK L

£ EMX 2 EEITRIN R A 2 BT IEH, EALLfE Amazon CloudWatch 2% & &EF MK
fMUploadBufferPercentUsediEfr , H# NIZIERBIEEIR. BEXEZER , BSRGELESF
XMWEARXH LEZEPXRELHEER.

REEBRIER HI M ENHE

MRBEEFRHIHBENESUEREFRTBEETENS , NN EFEH Storage Gateway 2 #| & BERZ
B, BXEZER , B HERE, REEAEEEFEF RBREOFMH

« X¥F VMware ESXi , B TR BRI & FF & 2 B R FES.
« ¥F Microsoft Hyper-V , &l R X 176

MNAEFISHNEHERNE

MRNNARFIENELERNE  FEEAUTERE
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- MREFEAZR VMware vSphere & Fin , IR EZNBHNEN IP bt R E 5 vSphere & Fimiy
“WE XD~ LE Rz —HTE, &FLTE Storage Gateway 2§l & F F#E BN IFHERiE
DIFAREZENEN IP ik, HEWMS , EEAMNXSEFNES IP utBERT , TeEeRE
IP it A —BUER. MRHIMA—F , BM Storage Gateway ###HAEFEHIRK |, W< F MK
ELW SR, ERGE , FHEEM ISCSI BEAMEERIMIFHMEN IP it NEM XN E LT+ L

# vSphere & Fim & RHY IP bk 48 PTHC,

 30R Host IP EFRBIZEH IP it , MXRLATERIVAS. Sl , SEeIBNBSEEERAN AN
LA EMER SRR MR P EANAMEEE RN IP it XEKE , e HTER. HEBRIEAFZ
BRI EE R , EH IP EFAER2ER IP ik, BEFRX—FE , FERENEHREN
ER BEREREEMCE.

- RESHNARFERAN ISCSI BaiEFRE ERMFRNIFZ#EM iSCSI Bir,. BXREEIFES
NEZER |, FS M Windows & imiEERS,

& LA Amazon CloudWatch #2#| A EB BN EHEH RER. AXNENAEFISNELERN
ESZEE , FEAGEENNARFMMK BN EEE. .

£ % R iy — METFRLA BT T 4R

MRMAPHN—IRSNMEFHUEHIHRE , WZMXLEENELDEERTRERE EMEEED
e, BFRUNTAREREEMX :

- MREFWETEZHRARAATA , FMNRKE B B ERIZH#E
- MREFHEDATUATEMER | BREEMEEIENMK,

® Note
MEBBREFEE , WHEMXIRS EFEIIRERN , HE T 2ABENETES (HEFHET
HEAER Amazon S3 FVBIEE RS ) FHRELATA, W , MREBHNXE=NEFHE ,
SRR T MM REFHE , WTF8NEHFRE/L T AARS. BT NS/LL T A%
R,
MREFERIRNEERENMNEFHE SR FHERRD RN TR , NXANKNEF
WENEKX. EEFHEN Amazon S3 RKEFRXAMKXSBBIEELX. it , BITE
WAE A I B IR B 2R a2
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BIREALL T PENDING IRZSHY B B+ T 750 HA A /)

MRBIREERIF PENDING RASHY B E K T HUAARE , MFMx VM TREEBSER#R , SNERRS A #E
BEEHN PASS THROUGH =t IRRECOVERABLE., MRZM EE—1ER , NRERFREE PENDING
REERBELEITH. WREIXEER , BUERHRRR, AXESELR , 20 HKRGFHES
i ER R

UBEE AVAILABLE RSN , WHBOIRIRER. AXBRTWELR , BSHTRERSNER,
= A A EE TR E A

£ VMware vSphere & At (HA) £ & Li21TMXE |, BABELKREZTIRRERH ., BXxETRRE
HHEZER , FoREES TAKRE,

HFES A A e

MREBRATAERE , M E TEHEREXEXRDVRENESR.

£}
« BITRREA

i =L

BATIRR B A

LHIRTE VMware vSphere HA LiZ21TMXET , FREMXEB @ EE ER Amazon CloudWatch BHEA 4%
BRATETRABEH, XEBHFGEER N AvailabilityMonitor B HERH,

- BA:EF

« B4 : HardReboot

« B4 : HealthCheckFailure

« X : AvailabilityMonitorTest

BH BB

EEHBEIMX VM B, BLWRIEZEA. LRLUER VM EEREFEEZEH S Storage
Gateway #ZHAEMBFIMx VM, SR ER KL BBAERMXREREHZ 3.

B REBLTF PENDING JRZSHY ot (8] T 1 2 it ] AP WA 2013-06-30 211
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oy

MRESHBEEMINEERELF T HEN 10 28R , WHBRTEREEN , HAEREMEHE
B, MRERREHEEFHRZN , BREZBEFHIEMBHMX,

@40 : HardReboot

LHMx VM EAEZ K , BLUWE HardReboot BHl, LhEEFTRERRME, BHBERHEMESH
SHBW. XTF VMware M3< , vSphere S TN ARFSENEE AR EH,

B

IR P R TE XM IRE RIZ1ThY |, HH EHealthCheckFailure BHEZEFE , AEEERIAL
VMware WEH B E.,

B4 . HealthCheckFailure

X F VMware vSphere HA EHIMx | HiETIRRREXRMFERERELNE , &
A A EIHealthCheckFailure@Hl, WEHBLENRBRIAERGETRAM (H
AvailabilityMonitorTest BHIER ) . HHIERT , N&H HealthCheckFailure B,

(® Note
WBEHGEA T VMware Mk,

oy

MREHES LKL , B%F AvailabilityMonitorTest BAl , BREZHN VM EMRERERF
R (7. NES ), IREEEHMAER , BHKR X

BA : AvailabilityMonitorTest

¥ F VMware vSphere HA LIk | HEBER T AN ARFEERSN AT | &
£AvailabilityMonitorTestWE&E%l, VMware

=P

AvailabilityNotifications EEfRERTREMXK. LIEREMXERN SR AEHEXHZTR
RBHNE. FA Sum RIHBBAINENXRRTES 7T EASTAMMEXNESG. BEXBHNFAE
B, BB WEBEM CloudWatch BE4A,
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartAvailabilityMonitorTest.html
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BRI R R EXE

AVEEUATER , XEFTHRMEXFEANK, AibidE, RENBEARESENEE. RIEIL
BEITRBARTHBRRNEER , HERBEIXLIER , UB% AWS Storage Gateway H I BB, BHx
ARG EREPTREINELRNENESLES , BSREEMXE -,

=

F
- REXREK  REHE

« BETZENRIR

- BB LN REFHE

BEXE  MEHE

SRRDEE , BENMXRNARIBE T ATIRENKIE, XHHETREEHELA (VM), XA
5, @S EMUERE, MRHIKE , RONBWERRUTHNE 2 F /Y5 A RE SRR

/A Important

Storage Gateway T X FMER N EERRF A ZHNIRBRM Amazon EC2 Amazon RERE
(AMI) IREM X VM, MREHMx VM HIHE | MBCEHRMX , ARREUT R FEN
BIEIRE BZM X,

£}

« NEBHEARAPRE

« NEEMXE VM RS &1 HiE

« NTHMRESRE BRI IR

« NHIBENEFHE RE S HIE
« NERXARFIRE SN

o M1 R B #hE O iR E AR AT 2R
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MEBHEA XA R IRE

WMRIEH VM BAKH |, flnEEEfiE , ENMXLEERAHR. SBIMNEEERES , &
HMX T EEBHEAATHREFEET, THRLMNEEGRXRMNVED TREHEFEN—LEDR

« MRMESHMEERZFE , SBUNHTHRRBERTHE. BRIV EXMZERZNEE , S
58 0 s ) > B B B R B i 2

- WTFEFBHRE , SENMXTHRIBER , ENEBLHEANEESISRS. LIEETTHEREA 1 7
MBEAEERS AWS, BXILRENESZEE , TSR 7 BESRESMER,

« MRENMRREREH BENERHETRBAXATHRARZ , B ARELOBIE. RO
ERENER , FEANATERTENERHNE.

MEBER X VM kS &8 3 iE

WMRERI R BE LA H IR |, W AT BAURE B E4E 5] AWS H 17657 Amazon S3 FHE LR EIE,
NTFEFEMK , BAUMRERBRREHRSE. N TEESMX , EAIUMNENHKIE— Amazon
EBS RREEMEHIE. W THWHFEMX , B LU — MRS N M IRE SRS 23 B R K.

MRENEFEMXEB/AAFERE , BAURAUT TSRS REBRE ERVERIE

1. £ AWS EEEZFIE | RREIKENNX , ERENENSE , AENPEERERE,

2. MBHBEHBENK, HE , MRBESTEEFNIBENX , B EAZMRKRRE B EHR
=

3. ERECIBMRER , HHERIZTEENMNX EWHE,

4. FILFEER ISCSI RELEIEN A1 N AEF RS2 Lo

BXMANRERBIRE BESRENILAES  BSALNEERATEHA |, £52RNERE,
MR AR E S IRE B BRI

MRBENIRASE IRRECOVERABLE |, BB FERA LS,

NTF#ES , EUNERAUATSIRERENLTEZRENSRERHE

1. NEERA TR T RESHHME IR - NS
2. HRpIEFEN , REABTEHIE
3. MIBRIL R MR E BRI AT R ERRRES.
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4. FL A AR E SR BR.

HNFEES , RIBWER E—MREAREEH S,
BAMANEERENSREBREDFANEAES , BSALH LS RENSTERE.
M ISR R & 7 i 2 ik & R TR

MREFHEHIERE  BINEBWVEREEABRRAUTSRIREHIE

« MRVERFFEFHEMNECHENHBIRSEW , WXAMX , EFNFNZHE , REEREIN
Ko

- MREFHASRATEGE  UXARX  EEEFUR  EFHETFHREUNE RIS
HR%,
MEZ IR RE RSN TR

MBENHREZH , BUUER fsck B TREXHRERBHAHRHANEH#TEE. NRAUEE
XHRE , WA BMNZXHRSGE LNEREHRSE TR :

1. RIAEBWEIYL , RS Storage Gateway EEZFHI AR AIEMERRB, HRBRTFEEPH
R BIE AWS,

(® Note
MRENHRGETEEERERBUBERTEKDTK , AR RBENEZ

BXUMARIRERBHERS , BSRALNEFMXLETE , £HFLMELRIE.
£ fsck I TRENHRERBHABRAZHABE.

2.

3. EFEFEHME VM,

4. HENEERFENITHRENE , RE Shift 33 A GRUB Bz K%,

5. NEE I e #HITHRE,

6. EIRAXKIT (E=1T) , AlFK e HITHE.

7. LA TR IR N85 1T : init=/bin/bash, ERZEE DR £ —NETS SN FH AL
8. MIBRA console= 1T , BRI = FSEEMNAEE , SHEAESIREHE.
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9. 2 Return REER,

108 b , FERERWARKET S 3 EWNITEN. ZHITEVEZIIE bash# RRE.

115 A /sbin/fsck -f /dev/sdal , NRRAFAFFETHG S , LEREMNEELHXHR
G, MBEZHSE /dev/sdal BBEREE , MR 1sblk REE / B XHREKIRE HHA
ZBE,

12ENHRERENEETRG , EFBZEHMl, grub REFMENRKE , MXBEENEER
o

1IBEFNREMXETHRBERR , AERIFRBHE,

B AREREFERARGS , STUAEAETRERRIS TR RBIFELIR —IHMK. H
E , BALREZBSNEMAETRRBEE—-IMHS,

MAS ] 177 (8] B9 Bz AR OV ik B SRR 2R

MBEWMARBBEFOETEMRERTBLEFNE , BNEBEREITFABHEEHR LN S —IN
XETE Amazon EC2 £ EFEERN MK, MRETAIGRE S —MNEEEH L |, MEIIE Amazon EC2 3£
Bl EBIEMNx, BERTHSBRERTEENFIREHRTBHMCEKE,

M BT 5 [ B 8E A /O Y B W R R S B dE

1. 1E Amazon EC2 N LRIBH B EFMNENK, BXEZELR , F5H NENXIEBEEELD
Amazon EC2 34,

® Note
Jo3E1E Amazon EC2 24| EIEBE WX 12 %A,

2. BIBFBHIEE EC2MXENERM*, BXESER , B2A IEE®S.
ET Amazon EBS REBOIEMBIMNEEMREN BN L —PMRERRE,
MRBETRR , FRAARR ID,

MREFNRERRES , FEFRE

BEAVENRIR

MRIEAERNROGI N RAGET WX |, BERFHBRUBE~EBEASTLENTA,
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BRTFEN TR

1. MIBREMRR. BXE , BSHABRFEESNRE,

2. BREBITRBSEFRAMX , BNBEFHEBR. EXEZEER , BH5H BIBRMXAB RN R
R

3. MAHEHAMIER Storage Gateway VM, HIRETE Amazon EC2 K| LRI T Mk |, BLLEZ
AT

BB ENITRIFEE

MXHBEREPRBR G —EANERREFREMBRBIER DB LEEAREE. WREERD
BLNITREEE  BINBNUATREZEN XY , N EEER DR HNEFRFHEE. Storage
Gateway ETEENFHUEEBRAERA,

(® Note
MREERPRTE , ZTERABENBERBZE LHKE  WENRAETQRD . XREN
REN B IR R AT EZERY .
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H 1t Storage Gateway &R
AINE AWS AR R REREEMXNE=FHM4. TEMEIR , AR Storage Gateway Bt &l
@

« HEANEEMX VM EA : 7 EENE R X EBEMESEE AP EH.

s FREMXEFEHEAR-THRESMAXE#TRMEXNER , fHIUNBRAEEZFMEE Amazon X
EC2 324 £ # Amazon EBS %,

« FREVWRAVBUEZE S © THRERFEMM o at AT A EME R B EFERERBEENR

- EEISCS| BFER : THMAERENERMNPEITENRSEED (iSCSI ) BRATHBIHER
W (VTL ) 'R

- {£f Direct Connect £ Storage Gateway : T f#RIAEA NG AWS Z2B8|ETAMEKE
#.

o FREUMFKIRZAY P shak - TEHREBETURIIMRAELDNEN IP it , BEHFMXTFERMZ
ko

« IPv6 XR-THIUTHENER IPv6,

* T ## Storage Gateway #IRF %R IDs- 7 ## #0410 AWS iR 5l Storage Gateway Bl Ry &R &
Ro

- #ric Storage Gateway &R : T RUAIFERATHBERSKRNERITOEHAEHRES TEE,

« {£f Storage Gateway WFTIRAH : T A TIRM Storage Gateway ZheE % =77 T EMiF AT,

« AWS Storage Gateway Fi#l : THESMXHRFHIMED , SEERDPANBENZ ARG, AR
Bl RN

HEMBEEMX VM EH]

AFH P ETN B UM N IER Storage Gateway iIRZFREMEBRERNEN , BEE

VMware, Hyper-V 5 Linux KYM LZ2THA#IRE , LREZHH Amazon EC2 Sk#l Lz 1THR
%o AWS

F

o NEMXKIPEIIA Amazon EC2 41 : T fFan{a] & FA B IAMAEIE Amazon Elastic Compute
Cloud ( Amazon EC2 ) k4| L ZREB M BIES M <,
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- NEMXIEBENLH Amazon EC2 54l . T EEIEA B E R ETFE Amazon Elastic Compute
Cloud ( Amazon EC2 ) E#i| L EpEB MBIES M X<,

« {82 Amazon EC2 K T EBIEIETI- 7 f## an A L E 428 Amazon EC2 MR SEHI LA A IMDS hix
7K 1 (IMDSV1) RERFTA THIEEREBEA IMDS B 2 (IMDSV2) 915 A THIEE R,

« R VM BB 5 Hyper-V 3 Linux KVM EHETEIELE : T #IMAIEEZ# Hyper-V % Linux KVM &
KEDHAETE |, HRHERDSBIMERTE L ( NTP ) BR$EER.

« ¥ VM BB 5 VMware EHLETE[E2- T B E VMware < E AV ENETE , HEZFERE
B A A S ENEE N B3 EN R SRR B (NTP) RFZH|ED.

« EEYEEBHXELL VMware-T B I{F Storage Gateway %% VMware N EHFAEE N FEH
¥ELMCEBRMN/NEITTEYRSEZ O (ISCSI) #2HI8F.

« AMREEMLKERS-T BRI EREEMKXUER VMXNET3 (10 GbE) M4ER R , HEASD
P& ERLET , AMEA NS IP kiR Mk,

« ¥ VMware vSphere High Availability 5 Storage Gateway & & £ F- 7 i@ in{a i@ 3 E & Storage
Gateway £H 5 VMware vSphere S ATAMEREEA , RFER ITEMNREZTEYS. BRI EERE
Fr 2R P 45 R PR Y 200

RNEMRZBBEIA Amazon EC2 41

AEBIHE T EHARIAIEELE Amazon EC2 =N LR,

& A LATE Amazon Elastic Compute Cloud (Amazon EC2) 324l L ZEFBUIEEMK, AWS Storage
Gateway Amazon R4 (AMI) LA X AMI FER 12,

(@ Note

Storage Gateway #X AMIs HE R HTEXHF AWS, {RAIUBEIEZHE R — AWSET K
IR IR TS,

1. EREBI 5¥ EC2instance , BE LEREMN “FHIEI” 4 Fi%ER Amazon EC2 1R EHLF
Bo. BXBEIE Amazon EC2 EZHIMEET |, ESRAEE Amazon EC2 EHIRIEEEM K,

2. & “BzhEH” , £ Amazon EC2 &l & H3#FF AWS Storage Gateway AMI &4 H B E L HAb
RE , GRS, MEEEMEBFMH.

3. WmEF , BELUE Storage Gateway #HI A PEFFEHBRINEE , FAMRIAEEREIE Amazon
EC2 3£4l,
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FEAERINRERIZEM Amazon EC2 2l EBF U T BRIAME :

 SEfZER - m5.xlarge
- MBZRE

« XF VPC , REBEHAFIZEIT EC2 EHI8y VPCo
- NTFFW , EEEEHEFE3 EC2 KB FM,

® Note

RAEE VPC EEERHATHET B DB LS
FETHSIRA,

- BISTEAB IP-EBUE

Etli# EC2 2 HH 5 EC2 KpHIXREk, REHER/UT AKEAMN :

® Note

EMXBERE , BFETFmO 80, ARERMEXMAZKA, ke , RgBELL
VPC iy E fthim O K 175 R &8 EC2 K46,

IPv4 bR &SR , VPC FRF 2 HI

i}

Reg@EIEMRNTE— VPC R EHNR TR MK LR iISCSI Br. MRFTEM VPC

Z A EHLIAE iISCSI BFr , N EHFENNZ AN,
BO L Rt REEZ A , FERSME Amazon EC2 RHFMAEERE
Il AFMERHERETSELA ID,

WO ISV

80 TCP

3260 TCP
- BEEM

NHRE
7

BT BE
B9 HTTP
5 R AR R

iISCSI

,IERRZE §

FERKXEBBERIN Amazon EC2 E#
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AR E
REBW
Size
B
IOPS

28 1F B
BR

2z

EHE

AMI B&

80 GiB

gp3

3000

X

7|

125

B2EF
'/dev/sdb'
165 GiB

gp3

3000

fim

7|

125

&E3EF
'/dev/sdc'
150 GiB

gp3

3000

fim

7|

125

NEMKEBE B E XK Amazon EC2 3L

&) LATE Amazon Elastic Compute Cloud (Amazon EC2) 34l - EEBFBUEEM <, AWS Storage
Gateway Amazon R (AMI) S X AMI FE 124

(® Note

Storage Gateway X AMIs A H LT AWS, IRAIUEFAHER— N AWSKE R

UEAYIR LS.

BMKX AMIs AN THEANE. AMI BFHFHINNRES 2EEEMRAN KRB ME.
aws-storage-gateway-CLASSIC-2.9.0

B2 Amazon EC2 EHIKRIEEHM K

1. FFIAER Storage Gateway 2 #| A RIZEFHIMK, BxiiA

, EERREBN K, HEHAF

AIETNER D AT | £ Amazon EC2 ERENF A , ARKRBUTTREBINFIEELNESMXH
Amazon EC2 =4,

HEMXEPE B E LK Amazon EC2 L4
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® Note
Amazon EC2 EHFBNXFHEESL., FRBMXTREIFEE EC2 R4l L,

2. &R “BhRH” , £ Amazon EC2 #5#l& F3TFF AWS Storage Gateway AMI 11y , A LAEE
FEEHMIRE,

£ A Quicklaunch KBz EBEIAIRER Amazon EC2 324, &% Amazon EC2 Quicklaunch 2t
AW EZEER | i53H . Amazon EC2 B Quicklaunch BLE M.

3. TEB#F , N Amazon EC2 KHl A —NE. EHIHBEHE , BUERLER , &£
Amazon EC2 &I & 85I R 1 H £ KRB R SE 6,

4. EXGIRBDOMEFIRBIRD  AENKFEEEHEE, FHRESTNFEREEREERS
BEXEFEHMR, BINEBVEE LEFER mS.xlarge £HIKE  ©EENAEEETAAENREESH
ER, BXEZEE , 555 X Amazon EC2 SEHIZER M ESR,

WMRFE , BULERHFEEXFN KN, BXESER , 25 (Amazon EC2 AF i
) PRVFEEBIAR D,

@ Note
Utk | 43512 i3 EC2, A NVMe SSD #if, X WREAELRBIIHZLEMN
RETSHEINEE ; fln , BAELSEREFPHNHIE. K12 CachePercentDirty
Amazon CloudWatch %5 , REEZSHR ARSI BIREILRSE0, ETHEEXMKKGE
ERNEZEER , 25 CloudWatch X#H#Y Storage Gateway IEFRM4EE,

5. EEZEHAXN(BF) BoONBAXNEN -LFEF  ERFEATREEZIZFNZHAN, WEXE ,
BRI AN, BXEZER , H5H (EAT Linux 3=4I# Amazon Elastic Compute
Cloud AF#ERE) FHBIEZHAX,

6. EMRKIZEIRD  REMEEMNREHEIRREREXATEER :
a. XF VPC-ZE , FERFEEEHEFEZ Amazon EC2 LfIH) VPC, HX Amazon VPC HE
Z{E 8 , {55 (Amazon Virtual Private Cloud A #88) F# Amazon VPC B T/ERE,
b. (®&)XNFFN , FEEFEREHDZF3 Amazon EC2 EHIHFM,
c. NTFEHIZTELE P, EFEEM.

7. HEBhAEE (ZR24E) FHoP  EFETRENRE. NRERR , TUERENER Amazon
EC2 LAl ML 2AMNBMANBHNER , LA UERENARNELLAPHF XERN,
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8. HEAUBRLAMNFHDH , AP AERURITHZE AT EEXRFN® O, BXEMXE
WMAOMESER , BZRKOER, BXRMPBHAEANNEZEERE , B5H (EAT Linux E4
#9 Amazon Elastic Compute Cloud FiF 18R R Z =AM,

® Note

B X EREMXBUERIE I AW RERN —RME HTTP HRIFTF TCP w0 80, BMUESE |
&R AR A It vw O o
WA | BAMITIF TCP 3w A 3260 F &ETH A iSCSl,

9. EESMEZMEFHBoHP , REMEENRE , XDEMNHITER,
10. EREFMEED , BERMMFS , FEERNIIRNKKH,

/A Important

BRTMEENREN , BEXNELHFIMN—NEBEED N 165 GiB B9 Amazon EBS BE
NEEEE , HEDBRM—NPBEZELH 150 GiB B Amazon EBS &R LEEHKX,
RTEEMNEE  BRINENUSESZ/ EBS BENEEFEE , 1M BED R 150 GiB,

M. EEREFAEESRD A REMEEMNRE , PERNHITER.
12. BB, FREEENIRE S BN FT Amazon EC2 <L,

13. EWIAEWNFHSFIATRINES , HSMZE Amazon EC2 B4 AhMEFINE , ARRBEHERE
WFEHl, BREFIRB[ERHNEEEZTEFTEEZRBEERELE , HBERRSRESEZHNEETREE
%R,

14. MIFAEETNEFIEFREHRG, N SERE" o EHLHE IPvatbit | R/FIRE Storage
Gateway ZEH|EFREMXTE , #ERELZHNBEM X,

& LAMEF Storage Gateway 24| & 5 &1 AWS Systems Manager S EZ#ERBER TEHEMK
B AMI ID,

EWE AMIID , BHRITRATE— R4

- FFR{EA Storage Gateway #ZH| AR IZREFHHIMK, BXIHA , BSRAREEN K, HEBHATE
RTE B, 1£3F Amazon EC2 fER EWF A |, RERIFBIIEHILLTE Amazon EC2 #2518 R ITFH
AWS Storage Gateway AMI &4,
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ERBEERE EC2 X AMI WE , EZRETF , B E URL REFE AWS FrE#XE AMI
IDo

- &if) Systems Manager 277k, ERILLEA AWS CLI 5 Storage Gateway APl EIRFEM X
RIFHEM XD R LA /aws/service/storagegateway/ami/CACHED/latest THY Systems
Manager A58, /aws/service/storagegateway/ami/STORED/latestflfn , EAUT
CLI fsHiREl AWS XiF &35 EH 251 AMI B 1D,

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
STORED/latest

Z CLI s T RREALULTREN A H

{
"Parameter": {
"Type": "String",
"LastModifiedDate": 1561054105.083,
"Version": 4,
"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
STORED/latest",
"Name": "/aws/service/storagegateway/ami/STORED/latest",
"Value": "ami-123c45dd67d891000"
}
}

& Amazon EC2 £l o #E 110

KO TEBIERSS (IMDS ) 3K6I LAYEAH |, ATRHEIN Amazon EC2 SKHITHIEBN R 2 T5R . KA LA
BLE N IEZMERA IMDS WA 1 (IMDSV1 ) B9 ATEIRIER , REZERAE THIEEREER IMDS
fRZ< 2 (IMDSV2 ) . IMDSV2 EAEBSENER , HHE 7T SMRENFR , XLFETATZR
8 IMDS, B3 IMDSv2 KW{ER , 124 (Amazon Elastic Compute Cloud AP #8§R) H ISt
BRERFRAE 2 WITERE,

RAIVEWFIEE Storage Gateway B9 Amazon EC2 SRHIEEEMFE A IMDSv2, BINERT , FREH
BaMXEFEHEE IMDSv2, MRINELFIPHEENEZ IMDSVI TEIEER , 525 (Amazon
Elastic Compute Cloud AF#§R) HEIEREH IMDSv2 , 3R 7 45 S 6 T BRI TUAE R A
IMDSV2 Hyi%EH, RALERAFFEERRH,
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£ VM B[ & Hyper-V 3 Linux KVM #1678 @2

Xt FERBE LMK VMware ESXi , REE N ERREF I8 EHFELY B RLS B EVHE
BRrtERE, BXEZELR , H58 & VM iEE VMware £AEFEE L, X F1E Microsoft
Hyper-V & Linux KVM EEEBHMK , BMNBUUEERA TEAN AN IEREHRLEE LA E,

B RN 52 e W ok BE AN RS B 8] M HL B 25 B 4R R ( NTP ) ARSS 88
1. BFRIMXHAEEE
« BXEXE Microsoft Hyper-V Kb 2 HI AN EZFER , S EA Microsoft Hyper-V i [ H
KAMIEF A

. BEBREET Linux WENERAL (KVM ) (8RS A0 ESES | BSEER Linux
KVM 158 S R st b 4 o

2. 1f Storage Gateway BiEXRERB L , W AHNNBFLERRENBEEE,
3. EXRENEEERXREREL  MAHNNERFULEREFTNEL RENHE.,

AR IR A E RYRERE , FFEE NTP RES[IREWRTEHITHER , REURRNEN
REFANEEZBENBESR,

4. WMRNEAZRAT 60 , FHA y REREME S NTP HEARLS. BN , FRWA no

EEEL A ReEE — Lt E,

5 VM Btal 5 VMware E418tEE S

EERPHENX  EXTAR VM BHSENSARS , #EEANHRBER, £RTF , £
SEN VM HESENNARS. A , SEREINNE , MREE , LAREINNE SN
REH B SRAN BB (NTP) BSBRS,

/A Important
ERBERMX , REERZ VM B E M EHLETE,

WFEF VM B8 5 E AL B [E] 25

1. BEZK VM BtiE,

& VM Bf[E & Hyper-V 3 Linux KVM E et B [E 5 API iR 7 2013-06-30 225
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a. 7T vSphere HFinH , ENAEFENEZMIERT , AREGNx VM A FREIT I ELL
PEVIRER 2 | REIERRBIRE

“Virtual Machine Properties” 33 iE#E$T FF o
b. &EF “EI &I+ , RFNETS|RPIEEF “VMware TE”,
c. EPELDHBEMENEEANSRTE s PFHEENEZHERBELIED , AEEREE,

VM BEESEN#HITES.
2. BEEFEHNESE,

FEE , BRERET ERNENNE, HREHKEEZHAE , T TITRBETREHF
HE NTP BRSS2RES

a. 1& VMware vSphere EFimH , M EARH % vSphere W TR , REIEFHEIED
+o
b. EHHAERPERNERE , ARERREHEEE.

“Time Configuration”X} iF1E & 7Ro
c. TEBHHEMETET , ®E vSphere ALY B HAFIATE,
d. FEHEENBzFENEIS NTP RERED.
i ENEEREXNEESR , EFIEW , AFENTP #RBFHFRERF (ntpd ) ETXHEES | &
BREMERPH NTP RE,
i. & Add BURINFET NTP ARS 28

iii. #E Add NTP Server JiEAESH , A NTP BRS52RRY IP it £ REFME , RiFik#E
OK,

A LA pool.ntp.org A{EEA.
iv. £ NTP #HBRFHER (ntpd ) BTN FER , EREENERFHER.,
v. ERFS®HHT , ERBIHRBIIRS
FEE , MREHEEIUL NTP RFR[SELHFME — NTP RFHRSE , WEEER
AR%5 = REAE A # AR S5 27 o
e. 1% OK LAXH] NTP Daemon (ntpd) Options 33 i&4E.
f.  i%&# OK LAX [ Time Configuration XJiE4E.
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EEH LEEFELL VMware

LTSRN B Storage Gateway &% VMware WENFAERE N FERAEELL EBRMN/NETE
MREFOWMY (ISCSI) 225, ¥EHML iISCSI EFIBRESHEEFMIEHEE , TUSHELERS
MCPU FHERK, XERFBFDRESSHEFEINE, UXTAXEE iSCSI #FIZFAT , Storage
Gateway EWIRN EEXHIRERGESER , AIEMKEH AR50 85 2 5E S ALA B SRS

(® Note
BEETHUSR , FreREMXERH A PEEX LM LI B RAR=R,

K VMware EH1F A E BN A ¥ ELMLZEIES

1. % VMware vSphere /i , ENAREFEAELMNSMER T AR A TMXELIAA B IR
I RERE | REERRERE,

2. EELDWEMENEES , BEEAERTFR,
3. EWHEIFL | %&F SCSI #2518 0, AREFEEHRRE,

4. 1 “Boi SCSI 1=&IBERA YHFEMESP |, %R P VMware aravirtual SCSI =#I882K 8  REIER “H
B UREERE,

9 P o< B i P 4% SE B 2R

& LA Storage Gateway , FETUEAZ AN IP it #{TiHE. Akt , BALLERXEBRERNFERZ
MR EEBLER .

RMXEENEAZD NIC

MREFNREBENERASIMEERR (NIC) , RALLBEE S/ IP #iRIGRIMK, B EHFEE
BURBR T AT L8R 4E

« RARERENEHE - IMEXEER[RNATT , EURFLERAEEHEMMXNEFLE,

- NABFXSD - EURFEXTNARFEARIMKBNEN N, A, S BLER LB 74 N A
RFIMSERNMXEHN - NMEEEER.

- WERS - EHNARFIRETRFEERN ISCSI B EEIXEBFNEIBRFRELE — NI
&, ZMETETRXE AWSHITBEN ML,
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HHRBNSEGRAONF , F-—IPEEREENNKEZBEHHEE AWS ( BIRIAMX ) o BRTEXA
B BIBRFANEEESFTER ISCS| BAMERSFMUTE—NFMP, BN , AT ES
MEBMERE. IREGEEERA TS ZEENE &R L AWS , NiZ B #REY iISCSI REM AWS
REBFRER —NEER.

L& —MEBL T IEEE Storage Gateway & , ABEHRMNE ZNEBLEFAT , Storage Gateway &
B NEAREENFEAZ - NERFENEIERH, BXROMARESERIFINRE , BSRAUTE
o

« £ VMware ESXi E# LB EZ MM &K E A2

« 7£ Microsoft Hyper-V E£#l L& Z /W EERLES

£ VMware ESXi £ L& B Z /MK EHBES
UTERFRBRELHMX VM EEN T —/NHEEE RS , Fii8E 7 WM@7E VMware ESXi LR INEELRS o
FRAEE R EA VMware ESXi EHHH R — MK EHE 22

1. XKAMX,
2. 1 VMware vSphere EFimH , EFZEH MK VM,

VM TE IS 2 AT BRI B IR
3. EEFRYP,ITAMKXVMHETX (FREL ) X2, RF1ERE Edit Settings (REBIRE).
4. EEDNBEMEXFENEHEDFL |, EERMKRMRE.
5. & Add Hardware (A INEE4F) [6 SR BB 8T
a. 7E Device Type (X% EH) B+ , %£4F Ethernet Adapter (LA MEELET) SURIEELET
RIFIEE Next (T —2),
b. EMBARBERP K BRAIXEERFIGEE  AREERT—F,

FRAVE VBN VMXNET3 M EEBLES S Storage Gateway —fR A, BXARELE RIEER
BIRPHERFEENELZELR | HSH ESXi M vCenter R 28 A4 H MK BB BTE

B,

c. % Ready to Complete (EHZHTK) BHEF , EFEE , AFER Finish (E/K).

6. @EE VM HEERT+ , Rk IP it EZINEFEE, EOW IP it E O E R LA
KFFIMKXH2ER IP k. FINEZA IP ik ESXHZMKRFIH,
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® Note
ERRERERN VM HEEERIF AEEEDITRIE,

7. 1£ Storage Gateway ###H|&H , I FFMX,

8. 7t Storage Gateway #ZEHI AN SMEKTR , EFEMx , AREREETHPRIMERI[HIMR, B
A Details (F4HER.) I F<HFIH TE =/ IP #hit,

BX VMware, Hyper-VH KVM EHERLN R RE SESHER B £ EUVIAmESE L
WTES

£ Microsoft Hyper-V E#l L it & %MW & & E 25

THISTRBEEHMRX VM BENL T —/N\MBEESS , HELRME -NER ST, i35 88 A
A Microsoft Hyper-V EHLFINEE 5.

TR <BL & 7 7 Microsoft Hyper-V 4| 5 F &S\ RY W 48 35 e 25

—

£ Storage Gateway #H| & , KHAMX,

2. 1E Microsoft Hyper-V B8 , M ‘B ER A IEEREH R < E 4,

3. MEMX VM #ARXHA , BEREST VM BT L TEERE |, REEEFEXRA,

4. Right-click M>x VM 8#ITHF L TXHE  REEFRE.

5. EREXFEPWEGT , ERFMEL,

6. HEREXFEANAFINEHERTD , EENEERR , AREERFIRFINKRE,

7. BEMSKERRR , REERE Apply (RA) AN ARE.

8. HEREXFEMNEHT , BIAFTHNEEERFEAMEEFIRP , RAEERBEE,

9. {# Storage Gateway Z#IAFF B M%<,

10. 1£ Storage Gateway EHI AN SMERD , EFEMX , RAEEFEHEPRMN T EERFHNX, ¥

INFAERRTFRIIETHEZA IP ik,

BX VMware, Hyper-VH KVM EHERLN R RE SESHER B £ BV mIESE L
WTES
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£ VMware vSphere High Availability 5 Storage Gateway 4 & £ H

Storage Gateway & —4 5 VMware vSphere High Availability (VMware HA) £ N AR FRiE1T
WRRE , £ VMware LIRS T, A ZETRFERIEAREZEYS. EEERFINE
WENE T, ©EEETHERESER , SIIEZEBERANXGRERETTH,

vSphere HA I THEFREBE 2RV R EFMEN EVLERT —PEHPUIT TR, EFFHNEIN

ZEGEE NRENMBE , SEENLAELYNERRAENLEFRES . BE , XRELRER
£ MASEXRBIE, BX vSphere HA WEZER |, 5510 VMware X H Y vSphere HA Y T4E
I

(@ Note

BB BER N HEFEN EEFHE ISCSI EEFMENNEERTEFZEE , flanEH
BERENERAE, MERE, WEERERN SAN/storage BEAtERE, R ARE MR D KK
HBENATE |, BSEHE Optimizing Gateway Performance FHEER BI 21,
% E ¥ Storage Gateway 5 VMware HA —i2EH , BT T IRE -

o REEHFTH—AH Y LEEIE Storage Gateway VM B VMware ESX .ova A FEHEF
Do

- EEFE .ova BEFEN , BER - N T EENA N BIERFE. MBER - N UHEBEENRE
ENHRNBEFE. NREEENZENSHETE L MENRETHE , WEERH
HMEN AL ERRZBER , FERTERDHEEBE S —8E.

- IR B EFEREEBHESFHE BT ERE , HERENENRERZRIUN
iSCSIi&EEB., EHEHBEHD , MX VM EHEXBHEFNHENPEN , FETR
T E| L5 s eI EtEl. Windows F Linux & F iRk 21 iISCS| BB T TR ERR
BEMENNE., BXBEN Windows BEFIHINEMZENEZFER , BSH BEELEN
Windows iSCSI iRE, BXBENX Linux EFRHNENRENESER , B5H BENLEN
Linux iSCSI & &,

- MAREL , WREN .ova EFSMEIHE , BERGRTEXHFMEHERE -8,
FECU I UERMBBIFEFHENE,

LR EBAA T WAIE VMware HA 8 H# 28 Storage Gateway :

ES]

- BB vSphere VMware HA £
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- M Storage Gateway #Z#l& T# .ova B

- EEMK

- (%) AEF EWNHEAM VM RINE ZIED

- BUERX

« MREH VMware High Availability &t &

B B & H vSphere VMware HA 58

WMRE KRB VMware 8 |, BEAIE 1. AXUWARIE VMware EEWEE |, i5Z R VMware
X4 EY B2 vSphere HA S8,

ETX , BBBEE Storage Gateway £&F A VMware £8,
Bl VMware £

1. £ VMware vSphere #J Edit Cluster Settings (REEHIZE) THE L , BRI VM NN AREF KT
BE VM &8, Akt BAENMNETRELTE !
« Host Failure Response (EH#FEN ) : Restart VMs (E#F B3 VM)

» Response for Host Isolation (EALFRE Y R) : Shut down and restart VMs (XA H EFH B3
VM)

- Datastore with PDL (B4 PDL M ##EZ4¥) : Disabled (EZ )

- Datastore with APD (E4 APD H##E1Z4#) : Disabled (EZH)

+ VM Monitoring (VM ¥#£) : VM and Application Monitoring (VM F1 5 2 5 ¥ #2)
2. Fine-tune B ABATEXRBABFENRBE

- WEER- ZERZE , MRAKE VM RUES , IFEFHE3 VM.

- REEEETRE - VM FBREE VM TENRNESZE , EEESFNE.
c BMNVMHRREERY - EHESAKEENBRNER VM & KXIRE,

s BREERBHNER - ITEE8N VM NEAREERBHN TR,

MREFHEEZRENE , FEANUTRERE :

« Failure interval (FFEEE) : 30 ¥

« Minimum uptime (R E EFZ{TAIHE) : 120 ¥
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« Maximum per-VM resets (B VM R RKEBEXRE) : 3

« Maximum resets time window (XK EBATER) : 1 /N6

MREHEEFH LETTHEME VM, NATRFEERINEN VM REXLEE, #EM .ova FFE VM 28T,
TERITHRE, AXREXEENESER , B5H (7ik ) WEH EAVEM VM FMEBESRIET,

M Storage Gateway ##l& T .ova B

THERATENMRE .ova RE&
£ Storage Gateway #ZHAMNIREMXTAE L , EBENRAKBINENEE , REEREFHE
FIRHNBEERTE ova , IEES MK TR,

IS

HOERBHERD | ¥ ova MGHEINERNENZ—

TEM X .ova B

1. ¥ .ova MERBREFHHINENZ—®

2. BERABEUENEBFERNBEFENEFTHOMEEIN TR & VMware SR #hIME P EHE
Storage Gateway .ova X 8T , XL E RN F B SCSI #E., ¥EL 2—EX | &
HEXT , Mx VM EAEVRERSERILES SRRERMNE VM BWERIEE,

MERF VM EE N A ¥ ERL R HI2E
1. ¥ VMware vSphere ZFFimH |, ITHAMKX VM W E T (A2 &) & | REER Edit

Settings.

2. 1£ Virtual Machine Properties X1 iEHEH , 1%£$% Hardware @3+ , BHi&#E SCSI controller 0
ARI1%E$E Change Typeo

3. 7 Change SCSI Controller Type X iE#EH , i&# VMware Paravirtual SCSI 2 HIg8KE |, ARG
1% OKo

(Tik ) R E QAL VM SRR ST

MREEEFHLETTHME VM, WARFERELTIAEN VM REERE, BXEHA , H5H VMware
vSphere T4 X HY B E XL EANE HAlo
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NEFHLENEM VM R INE FIET

1. 7E VMware vSphere Ff Summary (#E) RHE L , EFENEFLITAERTE , AFER
Configure (BLE).

2. 1&#% Configuration (BL&) T+ , ARFIEF VM Overrides (VM BE).
3. ARFH VM BEETRE REZME,

A vSphere HA - VM 5= TS METIRELL T E -

- VM 512 EEAES - VM AN ARERKE

- VMERRBE : eBABE - VM NNARFKEE

- VM & BEN

- WERR 308

- REIEEEBITHIE : 120 ¥

« Maximum per-VM resets (8> VM IR KEEXE) : 5
« RREERER: 1/0ER

RE P 5%
HEEBERATMKRE ova J , BUEMX, BXEIMMRREHNFRE LA,
b2 R P S

FRRBIUT ZEBRE S RRIRE

a. MENFTEMXEES AWS
b. REREHBEEMK
c. BESMX

MIHZE VMware High Availability B &
BUEMXfE , FNHENEE.
M VMware HA BL &

1. TELAT LB IT I 126 P < #2# A https://console.aws.amazon.com/storagegateway/homes
2. HESMBEHKL , %&EF Gateways (MX) , REEFEEX VMware HA MR KM%,
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3. XF Actions (3#4E) , iBiE#E Verify VMware HA (i VMware HA),

4. TEZ R Verify VMware High Availability Configuration (3iE VMware High Availability &t &) 4E
o, EEFE OK (AE).

® Note
MiH VMware HA BLEREFHEMKX VM H 5K ERE. ZNATEZE/ Lo
THETT Ao

RN AL Th |, N E A & < AE B EIFHFE R Verified (ERIE) RA
5. %R Exit (1BE ).

EA LA ET O5% CloudWatch BEAFHFERX VMware HA BHHNEER. BXEZER , ESHER
AEAREEMxZTIRRBE, CloudWatch

{52 FH B M < 17 IR

AT HHNEBNBOAATUERSEEMXEZREEUENFTEXBKNEH TR, XTFEHFMEZTN
INWELNUEZEEFENFANYERESRR , LL%M VMware vSphere ESXi, Microsoft Hyper-V

HETF Linux ARHELA (KVM ) BEEEN A BREENFELR., XEBENEEE AWS =H
WIS EC2 LM< BEEIERE|IM X Amazon EC2 £|# Amazon EBS %,

F
o WM< R - T B LIREEMM XM VMware vSphere, ESXi Microsoft Hyper-V = Linux i

BERDHL (KVM) ERMLENF & EBREERZELM , fINEYEEE LN REN,

« 1 Amazon EC2 Mx E & Amazon EBS % : T A A] LA s 4> 2 BLHY Amazon EBS &1
BE  XLEHE Amazon EC2 EH| ERENN KN EEESHXREEEZR , Hlun , YNAERFE
it 55K B8 & B (6] HE 72 T 18 =R 2 A

MR FR 7 R 2

RERINFEBVUEMNRN A BRIEEWME , BETESFENMKHBIRES | fln , HEELEHERN
REE R,
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MIEETH M P BERIEE VMware ESXi

BRI AERUTEIRM VMware BRI EEREF LREN MNP BRI,
BB ES LEZPXBEE (VMware ESXI)

1. 7 vSphere BEF s , FIF LT (ARET) X8 , EEMX VM NEH , REEEF Edit
Settings.

2. HEEHNBMHENEENEMLEEFLE  ERSEN EEEPXZENEE  REEEBER.

BWIAELNEEN FEPHNENEETRESZEIE THEMERE. XHMAHSBRARBIRIERENRE
5

. o

3. 1 Removal Options ER AP EFE—NEI , AFIEERE OK LR BREZNTE,

MFIEETF Microsoft Hyper-V £ KR > B BREG &
FALUTERE , £ UMIEE T Microsoft Hyper-V BETEF £ W< h B EREIE
BRI LEAZRHAX P ENEERZ (Microsoft Hyper-V)

1. 1 Microsoft Hyper-V Manager # , T L TX (FREE) X8 , EFEMX VM BB , RFE
% Settings.

2. ERENEENBE4IIRT  EREBRNEE  RBEERBE.

WINEIR X R E S REBEHSIRA SCSI 251855 E TH. ¥iA Controller (3% #88) M Location
(L&) EEZHIcRNEMER, XHEMTHEDBRBREBNEE,

# Microsoft Hyper-V Manager H & RHY % — SCSI Controller 21228 0.
3. & OK LAMAEHR.

MIEE T Linux KVM ERI X P RBBRRLE

ERFHEMNET Linux ARZHEDIL (KVM) EEEF LRENNX2E , TUEAXCTUAT SR

virsh %,
$ virsh detach-disk domain_name /device/path

BXREE KVM BMENESHAEE , FS 6 Linux RITAREY I,
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£ Amazon EC2 W% L& Amazon EBS %

EHEVFMKEE N A Amazon EC2 SKHIFERKiZ1T8Y , £ B T Amazon EBS Bk A{E L& EHEX
MEFEE. BTRNABRFERaBERBAET , AT 2B /AH Amazon EBS B Kk E it B
Mo & AIEEMIBRIABI 2 BLHY Amazon EBS Bk @4 E 0 Bl 7. Bx Amazon EBS HEZEE. ,
B2 # (Amazon EC2 A 1ER) H A Amazon Elastic Block Store ( Amazon EBS ) ,

HEAMXFIMESFHE 2 , ERENMREMRNEAEFFERBRE LEEPXANEFFHB AN,
A, FEABEEIEN LEEFXNADNBEES BN EFEFEN KD,

AR ELEEFAXNEFFERARAFEFELRS. TOKBIMMPAEHRER Amazon EBS % ,
B, IXEEREN LEEPXNEEFRHZRNMLDNETXEFHET. BXEZER , HSH
AWS Storage Gateway Bt

0 Amazon EBS &3 W<l B %S
1. B Amazon EBS &, X< , F2 @ (Amazon EC2 AAF#ERM) P BIEZZHER Amazon
EBS %,

2. f¥ Amazon EBS &£ &/ Amazon EC2 324, BXi%EA , 2 (Amazon EC2 A 15
) TR Amazon EBS &I 2ISE41,

3. F¥AINEY Amazon EBS BEEN LEEHXHEFFM. BXUWH , HSHEE Storage
Gateway I A% o

B, TRERAN LEEAXSTENFEREXTEENFRE.

MiE& Amazon EBS %

/A Warning
XESBRNEATFOERN LEEHXZEEB Amazon EBS & , T EAT OB AEEFENS,

1. BYBRBRAMXEDI—T RN AN ERE , KAMX,

2. ¥ Amazon EBS &5 Amazon EC2 4|5 &, BxiifA , B5SR (Amazon EC2 AF{gm)
#4F Amazon EBS B85 4l9E,

3. HB& Amazon EBS %, x4 , 55 (Amazon EC2 AF1ERE) B HIMIER Amazon EBS
%,
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4. BIYBRRXAMKEDIN—THRNBNTERE , BaIRX.

FREN P 5K HY BUE Z 4R

ERRMXABERS , BaMXELI (VM) X Web i5K, VM RESEBEZHNEEMD , &
SEZEAERN ActivateGateway APl REEMNS Bz —15i2 , RTEEMNXHNEE. EXEZER , &
SR ActivateGateway (MK API &) ,

® Note
MRREA , MXBUSEARE 30 FHEEH,

BB MR EY A ENERSBFBCELXEN AWS XiZ, MEFEERRERN URL BEHR
activationkey WERAFHHESH ., LEAFHESHURLNBEEZHR. LEAFHFENERXAOT
Fi7R : http://gateway_ip_address/?activationRegion=activation_region. LtEIRHY
2R EBUE X E M Z 4.

URL & 8#E vpcEndpoint , EMfEA VPC i R EREZEMN < VPC i = 1D,

® Note

Storage Gateway B#Fig& ., VM BREGEMRHF Amazon EC2 T S HlEFMR& ( AMI ) EFEE
B T WA R AR AR Web ERFFEM HTTP R FERBABWNEMR LRZEF[HE
AR S5 o

F &

* Linux (curl

 Linux (bash/zsh)

« #%k Windows PowerShell
- FRAXESE

Linux (curl)

AR R"AIE & E R anaE A Linux (curl) SREVBUEZ4A,

SREUHIE 2 4R API fR7s 2013-06-30 237
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® Note
FIRH B RO B BN ORI E, TESWENTAR -

- gateway_ip_address-SZEVRREY IPv4 st | g0 172.31.29.201

« gateway_type-SEEBENMKIRE | HlAISTORED, CACHED, VTL, FILE_S3,
BRFILE_FSX_SMB,

« region_code-BEBEMXIXNMX, BESHE (AWS —kSEEME) PHXEIRS, WMRK
EEWKSH , SERi E’JET#E}%ERZE'%E;&EQTIEEE N iZan S FBRIAN us-east-1
zﬁo

« vpc_endpoint-Blilvpce-050f90485f28f2fd0-iep0e8vq.storagegateway.us-
west-2.vpce.amazonaws.com , EHNMKXHEH FIPS Al MM X
Bivpce-050f90485f28f2fd0-iep@e8vq.storagegateway-fips.us-
west-2.vpce.amazonaws.comf i VPC KixT =& o

PRI R

EREUR AR SRNBUERR |, BRITUTERE
curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"

Dual-stack % &
EREXN MR SN BUER | BERITUATRE

IPv4

curl "http://gateway_ip_address/?
activationRegion&endpointType=DUALSTACK&ipVersion=ipv4&no_redirect"

IPv6

curl "http://gateway_ip_address/?
activationRegion&endpointType=DUALSTACK&ipVersion=ipv6&no_redirect"

FIPS %=

EIREFIPS in RRVEUE R |, BHITUATERE
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IPv4

curl "http://gateway_ip_address/?
activationRegion&endpointType=FIPS_DUALSTACK&ipVersion=ipv4&no_redirect"

IPv6

curl "http://gateway_ip_address/?
activationRegion&endpointType=FIPS_DUALSTACK&ipVersion=ipv6&no_redirect"

VPC %R
EIRM VPC in [RNBUERH |, BT TIRME

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"

WA FIPS 1y VPC i &
AL T $S3REL FIPS-enabled VPC &4 & 0VE5E 348,

F IPva ERAULT&®T :

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&endpointType=FIPS&ipVersion=ipv4&no_redir

XF IPve ERAULT & :

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&endpointType=FIPS&ipVersion=ipv6&no_redir

Linux (bash/zsh)

BAT Bl S8R R A A Linux (bash/zsh) 3REX HTTP WIRL, f#4T HTTP ARk FEREUBUE 2 4.

function get-activation-key() {
local ip_address=$1
local activation_region=$2

Linux (bash/zsh) API W7 2013-06-30 239
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if [[ -z "$ip_address" || -z "$activation_region" || -z "$gateway_type" ]1]1; then
echo "Usage: get-activation-key ip_address activation_region gateway_type"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

L Windows PowerShell

LAF R B4R R R anfa 6 R A EA M B PowerShell 3REX HTTP Wa iz, f#4T HTTP #Rk FIREUBUE & 4R o

function Get-ActivationKey {
[CmdletBinding()]
Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion,
[parameter(Mandatory=$true)][string]$GatewayType
)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -
ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0Q-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]
}

ARG &
BATS 7R 160 48 7R AT 15 PR AR 22 ) 4 25 R 2 TROBUE 3547,

ET Amazon Linux 2 ( AL2 ) FI® >

%% Windows PowerShell API K7 2013-06-30 240
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ERIAET AL2 BYMSRIE PR AR R FIPS IR

(® Note

FIEFTE FIPS Kim#k AWS KBTI, AXRESER , FSRERS DR

B FIPS % &,

MA b 4] & FREL AL2-based M 3< B BUE 24R

1. NEERFHERIRBEGE

MAWS REBE - BEEXEF |, EF 0 REFREUBEEH.
1%3% Storage Gateway 1E 1 M 5< RHIIET,

MABEBEMXH AWS X,

NFMEERE K MRERAERK , WHA L1, IR VPC, MEHA 2,

o o K~ w b

A 2,

ETF Amazon Linux 2023 ( AL2023 ) M

XFETF AL2023 M , REFEA T iR

- FERR (NZE IPv4 )

« FIPS im R (X% IPv4)

« Dual-stack iR ( X#F IPv4 F1 IPv6 )

« Dual-stack FIPS #m = ( % IPv4 H IPv6 )

BEXEZER , ESH maEKE,

MRt 32 4] A FREX AL2023-based M 5% #Y80E 2 4A

1. BREXEFHE, MREM Windows I EHLEREZE] Amazon EC2 3E4l
Fo

2. MAWS BREEE - BEEX 2D | EF 0 REFREBEER.

3. %% Storage Gateway 1EH W< R FEI,

4. WMABEBEMRE AWS XiF,

FFimaER  MBERinERS , WAA 1, MREEXERPEELENRE (FIPS) iwa , A

, i5 LA admin 2%

EAEES A
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5, NFMEXRB  MRRAEHK, MHA L, MRR VPCiwmg , WA 2,

6. WFEFH[KE , BAFIPS? , WA Y LUSHAFIPS, SH A N UERE FIPS i

7. NFWARE  MRIB/OERS , WAA 1, MEEICHERFES , WEA 2,

XTI IR R , FEIERF IPRARIEBE : P, AIPVABA L, A IPv6 FA 2,

%E# iISCS| EahiEfr

EEEBRARR , L ERAER Internet NEITEHLRLED (ISCSI) E#T’Aﬂﬂ’]%iﬁliwﬁﬁmﬁ (VTL)
K&, XFEMX ,iSCSI BIRRB. WTHHEMX , BHRRA VIL i&&. 1’E731H:I1’EEI’J o, B
PATUTES  EZRXLER, BEXISCSIRE. M Red Hat Linux & F i LE_EJ«)\&EE%JE'W
EF 5 4RIENI (CHAP),
£
« M Windows & FimiEEEIE

« FEEEF Linux B %

- HEMN iSCSIiEE
7 iSCSI B#rECE CHAP S {33 iF

iISCSI #r/ER —MET EBM Y (IP) WEFE#EMNEINE , ZIVERTESINEEET IPNEFHREE
B B ERE, BUTHIRE N T ARER iISCSI EEMME XA M —ERIE,

iSCSI Bai2fF

iISCSI MEMEFimd . BoEFME ISCSI BRAXEER, I ERHSREHPERERE
¥, Storage Gateway XX EHRHBIEF-

iSCSI B#r

iISCSI WA RS IREAM , BBHBARBERHBFNER. BNBEHEHN—1iSCSI BHRAT.
X334 iISCSI BArEZE—1 iISCSI BaERF.

Microsoft iSCSI Bz 2 F

Microsoft Windows It &#l E W HRERF , LEALLEEFIRITEN (AETEFERERBEEA
MR ARFHITEN ) EEBET iISCSI WAZBRES ( BIMX ) » FEAENE AP LEE
BRI ILERE, $8%k iSCSI F3188 B Windows Server 2022 Ei&id Storage Gateway 3t 173
iE. BABENERRIERSH,

E$ iISCS| BHiERF API fR4s 2013-06-30 242
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Red Hat iSCSI B z2F

iscsi-initiator-utils ®REEEES (RPM) BFEREEME T EER T Red Hat Linux K%k
e EHER ISCSI BaifEF. ZBEE AT iSCSI MRS T #=E,

FIRBWMRE AT LUER T iISCSI &% , MET LB EN XL ER | lITFFHR
M Windows & FimiE#2|5
BN IEN MR EEDR ISCSI BT, EXEZELR | HSH HESEREIFF ik,

® Note

BEEISER , EHMNXLACEET LEEFX, MRKBENMIEE LEZFX , A
f&‘?ﬂ’\]%ﬁ’\ﬂﬁ?&?\)ﬁéif\ﬁ UPLOAD BUFFER NOT CONFIGURED, E#fF#BIREH N M X
BELAZFPX , BZRAMREEFNAN LEETXNEFFE. BEEEFBSREPHIMX
EEIEJ:%Q%)EFIX, yIﬂﬁH%EEEEH%E’JJ:%,%FFE:\L%T?T?{%O

T B Storage Gateway R ARHPRHEETRT iSCSI Bfr. BXEZER , B BIESFZE BN
x B

Your Data Center

s I E—

Client /_ % Volume Gateway VM\
"‘9‘ €—iSCSH = >
Mg B 2
Z (=4
- \Volume Snapshots
Application Storage
Server Cache Upload
Storage  Buffer
. Hypervisor 8—>
..‘ \ Host /
'- Volume Snapshots
Storage
Users

Storage Area Network,
Network Attached,
or Direct Attached Storage

& LAM Windows = Red Hat Linux 2P ImiEERE, SUUANAE—FFHEREE CHAP,
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B IR IEEN B INE RN BES iISCSI BARLATF , BFREIM
ign.1997-05.com.amazon:, BN , MREIEE myvolume W BIREH , BBALARKEEEIBH
iSCSI B#rFh2 iqn.1997-05. com.amazon:myvolume, B MN{AIH & RH R ATEFLMETE iSCSI
LtREBEBNESZEER , B M Windows &P imiE#EEE,

B R Z0

M Windows EZZ| BN S, E 3% % Microsoft Windows & F i

M Red Hat Linux EZZEHNE, #£%| Red Hat Enterprise Linux & F i

A Windows #1 Red Hat Linux Bt & CHAP & 7 iSCSI B#rELE CHAP 535 iE
IOAF,

 Windows & imE #2765

1. 7£ Windows BFmITENMNF R E L EEREFNXHEFHA iscsicpl.exe , FKEF|
iSCSI Bali2RF , RFETE,

® Note
BAEEEFHITEY LW ER R NRT 8EE1T iSCSI BaiER.

2. WMREIRT , MET Yes LUS3I Microsoft iSCSI B ZF RS
3. 1£ iSCSI Initiator Properties (iISCSI XK RZEFE M) X iEHEH , %% Discovery (KIH) &M+ , A
Jai%4% Discover Portal (XZ0I71F7).

4. FERIBRIFIFEES |, 7£ IP #hub s DNS AR HA iSCSI BFRM IP it , AEEREE,
EIRENM By IP tbit |, i5EF Storage Gateway 41 A EWRRIETTF, REE Amazon EC2
25 EEBE T M3 , M AT BATE Amazon EC2 %I & RIE < R EINHF IP = DNS ik,

W&, RYEH~ LW ERIFIRPLETR P ik,

/A Warning

X F#EF Amazon EC2 326l LMK , FXFBEE LA Internet EERIFR1ZMXx, T
SEBER Amazon EC2 SRRV M IP it #ER B Fritbit,

5. N BRI EREIIMK ENEFE@ESER
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a. EFEBRETF,

FMERITFERKRBERS. ERNERBMNZEZELSHE 1 P AFMEBIEEN BN
o

b. #EEIZBH , ABFEE Connect,
MREAKREABREN , BEBIR 1 PR ABREN. EEETBFENEED | &
BN LEZERANEEABRIEK  RAEEBRBE,

c. EEHHREDFAH  BREFRSVENCERE (RTEEZER) , ABETHAE,

EIMAE R LA Windows #IB{L AR ZFHE | SMEFRESHREFSSE. EFLEER Windows
HMEEET ENITIRAE,

@ Note

EXWNFARGSHIEHE , BRMNMEZIBENEEESFRAENAEFNBEN iISCSIRE ,
Zzl] HE X &K Windows iSCSI & E B ATk,

FAEED Linux B iR

£ Red Hat Enterprise Linux (RHEL) & , NffA iscsi-initiator-utils RPM ZFEEEEIN
% iSCSI B#F (B3 VILEE ) .

& Linux & P i%iERES iSCSI B4R
1. MREARELHNEF K LR iscsi-initiator-utils RPM BFE , BZEEF .
FBAIUEATEHN GRS RLEZS.
sudo yum install iscsi-initiator-utils
2. TR ISCS| FHHBEEEIZT,
a. FATUTHSZ—RIEISCSI FHH#HBEREREEIT,

SSF RHEL8 = 9, HEAULTH T,
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sudo service iscsid status
b. IR status R KRIRE running RZ , MEAUL TS Z—BIIFHER.
FHFRHELS8 =R 9, EHEAUTHT., BEEFTEEEXN BN ZiscsidiRS.

sudo service iscsid start

3. EXMAMXENMEBERS VILIERZBHR , BEAUTEAAST S,
sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

AMKXH IP it R E T E S ST [GATEWAY_IP]E &, & A LAE Storage Gateway &4 L X
NEH iISCSI BAFEEBMPKRIIM X IP,

ARAmTHHEANBRRCUOT R_EEERNE.
FFEMX - [GATEWAY_IP]:3260, 1 ign.1997-05.com.amazon:myvolume
S FREFMX - iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01

W iISCSI REZ M (IQN) UL LFIRARE , ERAENLH IQN EFRE. BENFRBEMEEES
I EM B M. £ Storage Gateway #Z#| & LB EANSH , LA LATE iSCSI BMREEBMHER
3% 2 B AR B o

4. EEEIN BN, BEAUTHS.

BAE , BFEXE connect MR HIEEEBAI[GATEWAY_IP]H IQN,

/A Warning

X FEETF Amazon EC2 L6l EHIMKX |, FXFBEELE Internet EEFERIFRZM*x, T
SEBER Amazon EC2 SRR M IP sbut 458 B Fritbit,

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. EWANEEMMAIEFRK (BaiiERF) , BEANTHS,
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1s -1 /dev/disk/by-path

575 B9 Fa1 H 40 T B /R L PR o

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260@-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

REBIRERFGE , RIMNBEZBWERBENEMN Linux iSCSIEEFRNENARBEN iISCSI &
B

BENX iSCSI RE

RINBUBWEERBRYRFRE . BEXISCSI RE UL EHERFM BT

B AT FISBFFAR ISCS| BAHE , ATURENARFNBRRENANEARELR M %
S E A RS AL IR T

(® Note

EUCEMERE , BROIZEE—DZIMRNZDEIR, BXEERDEIAREE S LR M
RETAEFEHN EMSREME , 1§55 Microsoft TechNet FE R E A R FAE M0,

£

- HEMNER Windows iSCSI & &

- BEMNIEN Linux iSCSI & &

- ABRKXEEN Linux B BHEE

B E Y& H Windows iSCSI &

£/ Windows & At , A Microsoft iSCSI B BFEHEIEBHNXE, BXRUNMEEIESNIE
B | B RNAEEEIEF ik,

mnE 8 E AR Windows iSCSI 1R E

1. REERERVFZFEE,
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a. BaEM&RmiEss (Regedit.exe)s
b. SMENERELFNNLFBHE—FRREF (GUID) #47 , HP IS iSCSI ##HI2FRE , M TR

/A Warning
iR & E AR R CurrentControlSet F B M~ = H =45 |, 4140 00 ControlSet1 =,
ControlSet00 2,

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}

c. HEBIBAERISCS| Bz F#4 , M FFT/R. [<Instance Number]

ZIH MV HEFRTS , 0000,

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\[<Instance Number]

BEFETEN LRENRHE , Microsoft iISCSI FEIREFAIRET 2 FI 0000, 7 LUETKIEFH/F
&£ DriverDesc B E A Microsoft iSCSI Initiator ERHFRIEER T EHHNFI,

d. EERISCSIZE , i51£$F Parameters () FUl,
e. 3TFF MaxRequestHoldTimeDWORD (32 f ) Ef ETX ( ARET ) ¥ | 1T B3,
R ZEEH N, 600

MaxRequestHoldTimei§ EE B A LEEH 2 81 , Microsoft iISCSI 3 3788 N & B % <A 6] I
EiXRTRE ST, Device RemovaliZfER R 600 B AVREZEetE,

2. BIEUUTSH , AIURE AL iISCSI BEITPRENZAKIES
* FirstBurstLengthZ HIERZBERNEBEABRPAIUMERHNZEAREE, FUHEIREN 262144
= Windows RERSENEIAE , UREE N K,

« MaxBurstLengthZ {8l F FirstBurstLength , B B1RE T EiE R E A F 5l & 7] UL S B & K5
B, MUEIREN 1048576 = Windows RERSEHNERIAME , UREE N,
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« MaxRecvDataSegmentLengthiZ & 5 8 MM EIE R T (PDU) REXHJZABIFEERE K. FtE
REN 262144  Windows BRERZHWEINME , UREEN K.

(® Note
TRNZBRF A EATER ISCSI REHTRILRKAERFENRR. EWINIAREXL
SR ET RRAREMRE B RZORAHIXH,

3. WAEEENE, MTHAR:
a. WREEKRBIIEMERESS (Regedit.exe) , HFHB 3,
b. BMF “‘BRE” FIWHH “Bi&” FI CurrentControlSet , M T Fi7Ro

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Services\Disk

c. ITFF TimeOutValueDWORD (32 ) BV ETX ( G8HEE ) X5 , &F B, REHZ
EEXRN. 600

TimeOutValue¥§ i iSCS| BFIREZHBEMAHERMBVERKRIRESTEZHN , FEEE
FRIVIERI S DR, ZERTR 600 WEYEAHHE,
4. EWMRFEENELEN  BFEHBEIRR,

EMBHZE , XTERFFH T NERTHAEEARENEGR, BEXHMN , BEER IR
SRV B AL

B E B/ Linux iSCSI 1ZE

AMRRERHEFGE , BIENEBWNEBEN ISCSI REUMILLEZHEFMNE RN, BEEXT
EFREY ISCSI EBRHE , LR REMARFNFEERKE RN E A RELR Wi S 2 aBaSE
B ERRE N

(® Note
W AEES Linux NEMSGSRERERE. LT RFEIETF Red Hat Linux.
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WEBENER Linux iSCSI & &

1. REHERERNRKKEIE,

a. ¥TF /etc/iscsi/iscsid.conf X# , ARHIBIUT&1T,

node.session.timeo.replacement_timeout = [replacement_timeout_value]
node.conn[@].timeo.noop_out_interval = [noop_out_interval_value]
node.conn[@].timeo.noop_out_timeout = [noop_out_timeout_value]

b. WiZ[replacement_timeout_value]{Ei%E 600,
fiZ [noop_out_interval_value]EiIREN60.
$FiZ [noop_out_timeout_value]{HIRIE H 600,

X=MENEMIAND,

(® Note

PHRERIMR ZBI#HIT iscsid.conf iRiE. MREBLINMNXM/HEEFENEFF ,
NAERA T ESNENBBEFRBERZI, AERUUEHFAMIEFR , NEHIE
ERa

iscsiadm -m discoverydb -t sendtargets -p [GATEWAY_IP]:3260 -o delete

2. RETESNONPEMORABIER,

a. FIFF /etc/iscsi/iscsid.conf X# , REHRBILLTE1T,

node.session.iscsi.FirstBurstlLength = [replacement_first_burst_length_value]
node.session.iscsi.MaxBurstlLength = [replacement_max_burst_length_value]
node.conn[@].iscsi.MaxRecvDataSegmentLength

= [replacement_segment_length_value]

b. EMNBWERLUTE , UXINEEME, ENEZORGETUERTRENERTRIL , BtiES
59 2 10 B4 3RS T R AE R

fiZ[replacement_first_burst_length_value]{HIRIEN262144F Linux BIERS
HEIAE , UREE N K,
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fiZ[replacement_max_burst_length_value]{EIRE N 1048576 Linux IREREH
RINE , IREE N,

fiZ[replacement_segment_length_value]{HIZIEN2621445 Linux RIERSHERIA
B, UREE N,

® Note

TENZDRAE T ERATER iISCSI RE#M TR RZERR, BERINMARE
XESHNETRERSKENRE , BSRZ0RERNXH,

3. ERRGUBRNEENEEN.

EMBHZE , BRBH TNSHTHAEEARENE R, Wit FEEHNS 2ol HBEE.

NEMKRBEX Linux B&BIRE

MREFERANREMK , MERT £E—ThiERAY iSCSIRES , BALLEENMT Linux B& 8T8
o

BHEM Linux BZBHEE
1. TEAN T4 18 KR E B RHE,

a. WMREEHAT RHEL5 B/ , B3I /etc/udev/rules.d/50-udev.rules X H#
EHRUT1T,

ACTION=="add", SUBSYSTEM=="scsi" , SYSFS{type}=="0|7]|14", \
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout'"

AN 44 7E RHEL 6 5 RHEL 7 B3 RFHAFE , REXAERUTANGIRTE,

ACTION=="add", SUBSYSTEMS=="scsi" , ATTRS{model}=="Storage Gateway",
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout'"

E7 RHEL 6 PESGERME , BERANATHS , RAEARMNLEARHABT.

sudo vim /etc/udev/rules.d/50-udev.rules

BEM ISCSI RE API fR7s 2013-06-30 251



AWS Storage Gateway BRXAFERE

E7 RHEL 7 HESGERME , BERANATHS , RAEAMNLEARHABT.

sudo su -c "echo 600 > /sys/block/[device name]/device/timeout"
b. $FiZ[timeoutJEIZE 600,

ZERT 600 RWAEVERME,
2. BERRGUBFRFEENEEN.

EMBHZE , BERBH TNSHITHAEEARENER. EXHY , FEERNHRF#S.
3. BALERNTHSNREE,

udevadm test [PATH_TO_ISCSI_DEVICE]

WS ERT AR ISCSIi&&/ udev MM,

7 iSCS| B#RELE CHAP S350 1iE

Storage Gateway X #F# ARAEF & M RIEHIL (CHAP) EM <M iSCSI B2 F 2 B 1T 5 7%
if, CHAP B EHRIE iSCS| BahBFNEFHREERH NS BHM VIL &% BRI BRR MR K
ERE,

(® Note
CHAP B E R iRy , (BRAHEEHTIHEE,

EiRE CHAP , %17t Storage Gateway 12 &l A& MA T EEBIFW ISCSI B EF RGP HHAITE
B, Storage Gateway fEFIMJ5 CHAP , BBz FX Bt THHRRIE , BB EFHTEH

¥ur,
A BFRREN[E CHAP

1. 7 Storage Gateway ###l& LEE CHAP , Il 3y Storage Gateway #2%|& F % HARE B CHAP
AR
2. EEFmBHEEFRHEF , TH CHAP BE :

« EE Windows &% LB EMN @ CHAP , 52 # £ Windows & i LB E X @ CHAP,
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« E7£ Red Hat Linux B/ i% BB [@ CHAP |, {52 WEE Red Hat Linux & i £ Fi & X

@ CHAP,

7 Storage Gateway %l & L#Y%E B ARELE CHAP

EASRS , BEEMNARNERTRENEARENLEZH, MM BHEARERSRPEE
ERmEHRERF.

1.
2.
3.

£ Storage Gateway ZHI A S ERKD , EES,
3t F Actions (¥4E) , i£#¥ Configure CHAP Authentication (&t & CHAP & RiiE).
FEE CHAP S RIEX EEPREERNER.

a.

NTFEHEFEN , BERA ISCSI BFHREFNEM. LB Amazon iSCSI REE R
(IQN) , BIEMN L ign.1997-05.com.amazon: , GR BB, R~EIWT :

ign.1997-05.com.amazon: your-volume-name

BRI LAEA ISCS| B BFRGRIIBHEFER. flM , T Windows BFU , ZBHN
iSCSI @zh#2FH Configuration (&) %I+ LWE. BEXEZEL , SR £ Windows
P im EEENE CHAP, .

(® Note

MEERBHRBRFEENR , BUA%EA CHAP , £ iSCSI BaiRFRGTEXRE 2
FEMH , RARFERFBFBUE CHAP,

NTRTNEHRFHITHHRIENRSR , MABZRNER,

HAEBANKERD N 121MNFH , BZH 16 N2F. WERLEERH , BaERF (A
Windows & i) B ZFAE 240+ 65 521 5 B AR CHAP /.,
NFATXERETSHRIENZS (X@ CHAP ) |, MAERNZEH,

HAREZANKERIN 121MNFH , BEN 16 M FH. BERLAAEREST S E5IER
HIEFH CHAP A,

@ Note
RRBIEB R RN AEERALATETRARKIEREHEFNLEESR.
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d. &EERF.
4. %1% Details &I+ H#IA iISCSI CHAP authentication & true,

£ Windows & i _E B E X @ CHAP,

SRS  BEAEESEPHNEERE CHAP FTAME—H4A#E Microsoft ISCSI BEaEFPEE
CHAP,

1. MR ISCSI BERBFE KRB , IHHE Windows BEFIRITENMNFHREE L | EBET, WA
iscsicpl.exe , AFEREBWEREZTZERF.

2. ABRHEF (B Windows & F i) Bt EX @) CHAP ElE :

a. EREEEIF,
(® Note
Initiator Name EX TN B RFMN LR EH—1, BIH.ERHNEHREEE Storage
Gateway 24| AHWEE CHAP B RIEXFEFFEANE,
OB B PR B RERBAE,
b. 1%&# CHAP,

c. 1EiSCSI BzEFIRE CHAP ZAXFEES , f A M@ CHAP ZA{E.

FERXFED , MABHERF (Windows BF ) XXX Bir (7S # 1T HRIENAER
. ZIEBRAARTENRERHBEARSER. KLBEASELRE CHAP HHRKRIEX FENHA
F3 BB ITERRIENEE (MM CHAP ) ERBMANZRAHER, BXEZEE , BSH
7 iSCS| BfrELiE CHAP B BRI,

d. HWMBEELBMANZLALDTF 2NZ8HZTF 16 N8 , WSS REIEF CHAP BR4A4E IR E
o

EREE , REEHMHWARH,
3. EABIEFNBRARTEE , STHANE CHAP BE,

a. ZEEBRETR,

b. MWMRLHFNERETERN CHAP BLEM B #r , NETERER1Z B ¥R H1%E#R Disconnect kB FFiZ B
¥Ro
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c. EBREN CHAP EBEM B , AF%#E Connect,
d. £ Connect to Target X1iEHEAH , % Advanced.
e. 7TE“Advanced Settings” X1 iFHEH , ELiE CHAP,

i.  IEERBUE CHAP &%,

i. WMARIESIEFAMENZH., LFPASELRE CHAP BRI EFENA TN E3E
FHITEMRIENFAEFMANZHER. BXEZEER | ESHR H iSCSI BFrEE
CHAP B 11E,

jii.  1%&E#F“Perform mutual authentication”,
iv. ENAER, HEE OK,
f. 7E Connect to Target X iFEH , i OK,
4. MERENBREBALEBELIR , WBFHFFER Connected (BE1ERE) R

WMEFEFE Red Hat Linux B im LB EX @ CHAP

FEHERED |, BEATE Storage Gateway #EHI &P R EEE CHAP FTAKE— 2437 Linux iSCSI B
HEFPEE CHAP,

1. WRISCSI FHHEBEERETHALRDEEIBR,. MREMARERXAIMES , BSHEES
Red Hat Enterprise Linux & F ¥ o

2. W HBREES N EEE CHAP WEHFNEFNIEEE.

a. EERENRBNHBREAIENNEE , FEAUTHSIHAENEE.,
sudo /sbin/iscsiadm --mode node
b. MB#RKEIF,

AR a5 M Amazon iSCSI FRE & (IQN) FE XK E H myvolume B B FRMTFFiEE, &RE
MERBREHXBHFEHN IQN,

sudo /sbin/iscsiadm --mode node --logout GATEWAY_IP:3260,1
ign.1997-05.com.amazon:myvolume

c. BREGHNEE.

THENSSEER myvolume BiRMEE.
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sudo /sbin/iscsiadm --mode node --op delete --targetname
ign.1997-05.com.amazon:myvolume

3. #Yr%E iSCS| BB X HKBUE CHAP,
a. FRHMEFHERF (AEEEEANEFIR) NEM.

LTSN /etc/iscsi/initiatorname.iscsi FKEUKEEF B Fro

sudo cat /etc/iscsi/initiatorname.iscsi

ZRTHAHARRUTUATHR

InitiatorName=ign.1994-05.com.redhat:8e89b27b5b8
b. ¥TF /etc/iscsi/iscsid.conf X4,

c. BUHXHHLTERITHER , HRusername, passwordusername_in,
Mpassword_inigEIEHME,

node.session.auth.authmethod = CHAP
node.session.auth.username = username
node.session.auth.password = password
node.session.auth.username_in = username_in
node.session.auth.password_in = password_in

BXREEENENER , BZR T

BREIRE (=]

username )
BHEEEEFH E—SSHERINBIBFEM. ZEMN ign FFk,
f5l70 | iqn.1994-05.com.redhat:8e89b27b5b8 R —1F
MusernamefB.

password RATHEEIERF (BEEEANE R S8EENXN B RFRIT
SORIENLEES.

username_in
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EEIRIE =]

BHRBH IQN, ZEMN ign Tk, SIBHREHRER. i
I, ign.1997-05.com.amazon:myvolume R—1F
Musername_in {Ho

password_in

RTEBH (8) ERaIBFBENNBHFRITEORIENLEER
Ho

d REREXHGIHENR , RAREXRMAZEXHF.
4. ERIOMHEFINBIR. Nk, FRBIEEET Red Hat Enterprise Linux 2 F i 5 B 5 R 1T 1R 16

5 A Direct Connect {£H Storage Gateway

Direct Connect fF & iy P 3 P 45 4 32 B3 & # Web Services =, &3 Direct Connect & Storage
Gateway BEE R , BULCIEFESEHLETHEAREIRNERE , NMERUMNKXF AWSZ [H iRt
TRBMEERE,

Storage Gateway /A Bk =, Direct Connect BIEEE , BB —MAHERED |, UA
YRR E R B E Storage Gateway iR %2 HEE U3 OSSR R E R A Internet BRF IR
. Storage Gateway BRZHY A H & uwT7 R AT LA 5 1% Direct Connect (Y B F R —4 AWS X4 , th A
D FARER AWS XiF,

TEE R T 24 Direct Connect £ Storage Gateway HY =41,
M 4& 28 ¥9 & 7~ Storage Gateway £ AWS BEZEZEZETI IR,

DTERBREZDCIEERZITHMX,
ZfF Direct Connect £/ Storage Gateway

1. ELNAR#EIEF O Storage Gateway L imT7 R Z [B 81 H I AWS Direct Connect iE#. &
RUNFAIBBEENEZES , 31 (Direct Connect A $EE) H# Direct Connect Al 7],

2. FEEZAH Storage Gateway 1% & E %% Direct Connect (&5,

3. BIBE—AMAHERED , ARMENEEBEN AR EEE, BIEMER Direct Connect , th A
FA HAProxy 82 VPC in R, BXEZER , 52 (Direct Connect A iEm) A RE LI
e

BXxHi¥4H{E B Direct Connect , 51+ 4 £ Direct Connect ? 7 {Direct Connect FAFIERE) .
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RIS Z R IP ik

EEBRENHIBERR VM G , BRI LUEEHBENx, Atk , EEFEAMNK VM B P #ak, &L
MRIRBI A b3 E S IREN IP bk, BRI LAZ R B A3 E] & HMIZRE A R ETRSPIREL IP ok,

NFARIBEHMX , BEATUNERRFREIP ik, N F Amazon EC2 M , BRI LM
Amazon EC2 EIE#H| A 3KE Amazon EC2 SEHIHY IP thit, BT MMMAIRENMXH IP bt |, iS5
UTREZ—:

« VMware ERA : A EMXA#ZE & VMware ESXi

« HyperV 4 : £ Microsoft Hyper-V 8] W< A b2 4l &

« BEF Linux ABEENL (KVM) EHL : £ Linux KVM 75 8] F 52 28 1 12 5 &

« EC2 E#1 : M\ Amazon EC2 EHIREX IP #bik

KE IP itz fF , HiETE. ARBEREZ Storage Gateway 24| A HIEEEH ADEAZ IP #it,
M Amazon EC2 EHIIREN IP ik

ERWMATHEMAH Amazon EC2 SEFIHY IP it | iHBFE) EC2 LI AthiRsl S, REMNEE
AR EINERIREN IP #hit, BXxiZEA , BHSRZFZE Amazon EC2 MR AR H &,

& AT BAM Amazon EC2 BEEZRH AIREN IP ik, RMNBWERRE IP Hut#HTEHE. BRMAAE
IPiat , BEAERF 1, NREEZFEARMY P , TSHAERF 2,

BF1: ERARE IP i EEFIRX

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 12#| &
2. TESMBHKT , %&E Instances (3E6) , AEEFEATEEM <K EC2 =4,

3. ERIKEEY Description (#iR) T+ , RAFIETLE IP bk, BOLAEAL IP b iERESIN
X. JREIF Storage Gateway & A HEBAZ IP H#bit,

MREBERAFM P it HATHOE |, ERAUTER
B2 AR IP hubEERIM X

1. 3TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .

2. HESMERKF , &R Instances (Kfl) , REEFEA T HEMKH EC2 £,
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3. ERIKEEY Description (#iR) T+ , AFIET Elastic IP (1% IP) H. BAILAERALLEM IP i
HHEEZIM K, JREZ Storage Gateway #2414 FHBAEM P #it,

4. BUEMRZE , EENIRBGENMX , AEERZFRIPERFE VTL devices (VTL &%) I+,
REVEMFTE VTL IR Z B o

6. XNFEBMNEHK, STUTHFUEE B,

iscsiadm -m node -o new -T [$TARGET_NAME] -p [$Elastic_IP]:3260
7. XNTFEANER, BTUTHSUESR,

iscsiadm -m node -p [$ELASTIC_IP]:3260 --login

BRI E A EC2 LAIRYSHRME IP hubiESE,

IPv6 3%

IPv6 X7E 3.x WESMANMRiIRF LRESTF. MIIRFMRA 1.x M 2.x TEEHZ 3.x, B&4IUT
BHERMRIREZRA 1.x 3 2.x T BEIRTE IPv6 XHF

FEUTICHERIWR . IPV6EXEZER , BEH ImRRE,

storagegateway.region.api.aws:443
activation-storagegateway.region.api.aws:443
controlplane-storagegateway.region.api.aws:443
proxy-storagegateway.region.api.aws:443
dataplane-storagegateway.region.api.aws:443

T ## Storage Gateway ®RIRFM AR IDs

£ Storage Gateway 1 , TERRERMx , MEMEREETIE . &, EEEH ., iSCSI BARH vtl 18
£, XEHAFRR , RIFCMNEMXXEK , BURIFTEE,

XLERRNFRREE 5 ZXEKNME— Amazon BIRET (ARNs) , I TFRA R

RIRRE ARN #&3
M< ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id
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RiIRER ARN &=

% ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id /volume/volume-id

BH#: ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
(iISCSI B¥r) id /target/iSCSItarget

Storage Gateway X #FEH EC2 2l LA K EBS BHIRR, XL % JR2E Storage Gateway H{EAH
Amazon EC2 &R,

FEREIR IDs

EZQBEENRIRET |, Storage Gateway @R Z R R DB —ME—RIR ID, &R ID 2% IR ARN #Y
— o, BIRIDXARFMRRAFTHOER , BR—MNEFH , AR/ \NFEABFHNE—HE K NES
WRIRBH 17 NEFNFR, Bl , WX ID WX , sgw-12A3456BH A , sgwE M X B R IRIFIR
&, Mm% ID xR vol-112233AABBCCDDEEF 2 wher vol e 2 &H & RIRIREF.

Storage Gateway &R ID FRAKEFER, ER , MREFXLERR ID 5 Amazon EC2 API —i2f
A, W Amazon EC2 EEM# A/ NEMNHEIR ID. BH4TFER ID ERANNEFERFEHS EC2 API &4
£, BN , £ Storage Gateway 1 , BH#Y ID AJHEHN vol-112233AABBCCDDEEF, MR&ETE EC2
AP RfERLL ID , M AFFHE RN vol-112233aabbccddeef, BN , EC2 APl TR AR ARER
HETH,

Frig Storage Gateway &R

#t Storage Gateway # , BRI LAEAREREERIR. RAFRZ , 77 S @E 3R D0 T 204 F X 53R
2K, UMEERMEERETC]. BMISIHFIELELHN —NB-BEX,. B EMx, BFE LR
RIFRE . B RERFNAIREE R TFILX LR R

flan | BRI LA A IX EAREIRMRA LR PN E N IEAR Storage Gateway #HR. EAEERN 2 1TEBEE

AR X FMERMELTF TEHHRL : (key=department # value=accounting). RJF , BRI

FEALRESH TR , WERRKITTBEANMEMXNEXFERALEEBERST. BXEZER |, F
SRERARADBERZENERTERERS.

MREFET —PEMCHELET , N ZMEREFEPREENRE, FF , NREFHTHEMFHI
B25%—MX , MZFR S REEIMRH,
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HEEERMENENL , RHERNFRBH TN
LTBRHERFHRE

HRERENEX D KNE,

BNMNRBRHERARZEHR 50,

FRERTEEL aws: Pk, HEIRR TN AWS EAMME,

BEMENERFHIE UTF-8 FENBF. ZRUREBHERFRF+. -, =. .. .. . /M @.

fE AR

& A LAE A Storage Gateway ##|#& . Storage Gateway API 5 Storage Gateway @517 5+ H (CLI)
WIEHRE, TEHNIERENFBMAEZRSE LR, HKEMNBBRRE,

VI ZES

1. fEhttps://console.aws.amazon.com/storagegateway/ZX T FF Storage Gateway #2#| &
2. ESMBERTP , ERERICHNEIR.

Flan | BFRIEMX | B Gateways , AFEMRRFIRFIEBEIRICHN K,
3. %&#F Tags , RFIEEFE Add/edit tags.
4. 7 Add/edit tags XiEHEH , 1E£$F Create tago

N Key AR |, 7 Value BAE, fitn , BAILUE A Department ER 4R |, HEA
Accounting fEN1E,

® Note
B LUK Value HEE ZE,

6. & Create Tag ARINE ZHE, BRI EERFMNZMEIZ,

7. AEARER , &#F Save,
BN

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway ##l &,
2. EBRERBHIRSEWRIR
3. 1%&$R Tags LAITH Add/edit tags XFiEHE,
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4. ERERBENIRZIZVHERRT , RRREZINE,
5 mEIWNERE, &F Save.

T BRARE

fEhttps://console.aws.amazon.com/storagegateway/ZX F1 3] FF Storage Gateway ###1 &,
R E M BREARZ A R,

i%# Tags , AIFIEE Add/edit tags LAITFF Add/edit tags I iE4E

R EMERAIRZZIHH X BiR , RE%ERE Save.

w0 bdp =

£ Storage Gateway WY FFIRA 4

AT ABAVERE Storage Gateway ZIEERT FTAKHEY 58 = 5 T EFF Al 1k,
AIE LT Mk T8 AWS Storage Gateway 3R 44 Fff v 9 5 L6 FF R #0440 B 4BV RARHS
« X FEBBELHIMKX VMware ESXi , & T sources.tar

« X} Microsoft Hyper-V EZERIMX , iF F# sources_hyperv.tar
o MEET Linux AZIE L (KVM) EEBHIM X |, iF T, sources_KVM.tar

%7 8% OpenSSL Project AT OpenSSL Toolkit A fERA I & B EHF (http://www.openssl.org/).
BXAERHNE=TENMEXTAIE , BSRAE=F1FAE,

AWS Storage Gateway Ei &l

EAREZF | BAK T HE X Storage Gateway HEBMBTE ., EBHEMEAERFNER.
8

- BREH

o ARMKREBIM AR KN

BHYECE

TRIE T SHE .
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https://s3.amazonaws.com/aws-storage-gateway-terms/sources_hyperv.tar
https://s3.amazonaws.com/aws-storage-gateway-terms/sources_KVM.tar
http://www.openssl.org/
https://s3.amazonaws.com/aws-storage-gateway-terms/THIRD_PARTY_LICENSES.txt
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B Zi7E FtESE
BHRAKND 32TiB 16 TiB
(® Note

MENEEFBLET KNED
16 TiB FVIRER |, O] LU HIE
JR%| Storage Gateway % ,
{BF8E3E R E| Amazon Elastic
Block Store (Amazon EBS)

&
BIMRNERKRBH 32 32
25 B TR B B K 1,024 TiB 512 TiB

79 PSR 2 T HY 2 3t il 2 K/

BESyid ZF (&xME) ZF (&XE) LEEFX (& EEEFX (&
ME ) X{E)

RS 150 GiB 64 TiB 150 GiB 2TiB

(® Note

BUALAEEN LEEAREE - IS NMTELSRATEN AR B ER.
EIMEMKRMNEFH LEZPXE , SHEEH (ERUHEEREFH Amazon EC2 3Kf] ) H
BIEMHE, MRCICHEEIRENEFRNLEEFX , FOERIBHELI KD,
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Storage Gateway By API &

BRT BEREEIAN |, BIETTLAER AWS Storage Gateway APl AR A REEMEBEHNMNK, KT
48 AWS Storage Gateway BIE. BRRIEEREBMEIRLGE, BX Storage Gateway A I X
BMinERNEER , FZH (AWS —iZE) F# AWS Storage Gateway i S A B H,

(@ Note

EFF &AM FARERF AWS SDKs B, th AT LA AWS Storage Gateway, AWS SDKs & F
Java, .NET # PHP B9 API % TFF‘ AWS Storage Gateway APl , \Tf&l{t T B RIZE
L, BXTEFALAIECENER , BSRRHIMREE,

N

FH

« Storage Gateway H4ERiERIFL
- NBERHITER
o EHRWE R

- BE

Storage Gateway A FHIERFRL

B D HIRIEEIX @ Storage Gateway Kix POST BRI AMEAMIIRK, BFF HTTP Xk TEHEA
BRBIBXRBERNBAGE 2B EFLERRANRE, BROBBURRTERATERREERNNE
Bo BARDRNE , HAFFEER,

LU RBIE R T ActivateGateway R E 5 I FRK .

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date;x-amz-target,
Signature=9cd5a3584d1d67d57e61f120f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2
x-amz-date: 20120912T120000Z
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x-amz-target: StorageGateway_20120630.ActivateGateway

LR RMMBETE Storage Gateway KiEH POST ERHPWIRL, THEHERHIEL “x-amz” FFLHIFR
BR AWSHEHERE. JIHWEMPTERLITN HTTP ESHEANZERL,

FRER L

Authorization BORLEEEXBERNBESR , XEFEELLL Storage Gateway ¥
EFRRBBENFRENBRIRE, ZRLHNBRIXNOTRAR (HEFHEIE,
NI T #RATR)

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

HERIEMNIEESD |, B LS EYourAccessKey®E, AFAB (yyyymmdd),
Xig#, CalculatedSignatureIZRIrLHIENEH AWS V4 EEFENER
RE. FENFAGEEREETE N BFRH#ITZSR PHTITR,

Content-Type ¥f application/x-amz-json-1.1 F{EFTE % 1F Storage Gateway
MERNABRE,

Content-Type: application/x-amz-json-1.1

Host FEREVRLIEEBRZIZE RN Storage Gateway M Kim o i
W , storagegateway.us-east-2.amazonaws.com =XER

B (B BN ) XEMwR. BX Storage Gateway Al A R E 2 (S
B | iB5H (AWS —&5ZE) 8 AWS Storage Gateway Ui =2 M BLE o

Host: storagegateway. region.amazonaws.com

x-amz-date WVATE HTTP Date PR3k Ei#rk A AWS x-amz-date EESEIE,
(BB HTTP BEFWMEXHT A FEIREDatebrk, ) HFHE x-amz-dat
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PR 15t BA
e #RLAY , Storage Gateway £ 7E 18 K% i #A 8] 2 B&4E {7 Date #5k,
Zx-amz-date BXHAME YYYYMMDD'THHMMSS'Z' &= 1ISO8601
WEAKER, MREEADateMx-amz-date #RE , N B HAFRBHIE
XA RZ 1ISO8601,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target ZARKIETE APl BRI R B EFERWIRE, BIRRkBEBELES APl IR
A APl B mEK , EERXMT,

x-amz-target: StorageGateway_ APIversion .operationName

RIEBFE (Bl ActivateGateway “” ) AJBAM API 5k F#El, Storage
Gateway BJ APl &

X IERBITER

Storage Gateway ER B FERH#ITZR , RIIFMEAENENERNE B, BEANBFREEREITE
BFEZE , NTTHERZ R, MEREFEREAANTREKE -—KEFENER. NRFEHENEBARNE
BIELNBERXANBRLEZH. BHERBRERFE , B ZETEEERTD , EILER., ZZH
RIRMESRM Authorization #RkMI—E 5

FEWE|EERSE |, Storage Gateway FEAZA TN ZBERH#ITSENER —BHERBEMNMAERITE
ZE, MRAMBXEEZERPWESEMTE , N Storage Gateway LB iZER, BN , BFRFHIE
“i,

Storage Gateway X#FFEH AWS LR RA 4 HITHHRIE, TELENIBRTDIH=MES .

- £S5 1 SIEMTEIER

FEN HTTP BREFEEII AT, KAEANTIRN , BN Storage Gateway EEHITEX
BUBLRENEZHTHRINERR —REER,

- 52 SIBBETFHE

FIFERBTESR API fR7s 2013-06-30 266


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html

AWS Storage Gateway BRXAFERE
BE—NFHE  NEFHFRAELNNZERFZRBMAETHN T, ZFREHRNEGEFZHE 2
WAREEEN. BRAH, TUETEFHFRUARKE L—EFHABLBERNES. RIEEFHFH
rERBH. XEMRSEENES.

- 53 BEZR

FEANZELRHFEBENENERCIELSR  ZEHRESZIRMAAZHS  FEFRBARESH., ’KE
BANTEF ERMNENABFRIZATTS  ARERARILEEFFRUE-—RIETHHFNERS S
B IERS () HMACS,

LRI E R

LUR R BI5| S8 T A ListGatewaysBIBL Z M HFMAER . ZRFIATAERELNEEITER EZNS
#, HihsEiTE 528 E1E Amazon Web Services 1AL RMZEE IR 4 Nt EHH,

RBELTEI

. B RH9ETEEF “Mon, 10 Sep 2012 00:00:00°GMT,
- ImMREXERE (HEXBEMN ) X,

BRABEREZE (S ISONIEX ) :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
x-amz-target: StorageGateway_20120630.ListGateways
{}

NES 1 BIEFSTIERITENERIEER -

POST
/

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T0000002
Xx-amz-target:StorageGateway_20120630.ListGateways
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content-type;host;x-amz-date; x-amz-target
44136Ffa355b3678al1146ad16f7e8649e94fb4fc21fe77e8310c060f61caaff8a

MOEBERNFE—TREREXNKBHE. T/, BIEANTERNE=TRZEN., XA
API ( S{E{d] Storage Gateway APIs ) ;& B EHS .

FF 2 SEGEFRE NEEFNTER

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c0effabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

ARZZENFERNE-TREE , FTITRNAR , E=TRIELERE , BRE—TRES 1 #LEHE
REVEFHE,

XTF ES 3 HEER , REBHIATRTNA :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"), "us-
east-2"),"storagegateway"), "aws4_request")

R AW A %4 wlalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY , MITEHHEE R -

6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737¢c9a0f4c81

BRALBHEWIE Authorization #rk. X FRHAIARIZR4A AKIAIOSFODNN7EXAMPLE |, #73k (59
TEFESE, FMTHRITRF) N :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81

IR I R
25
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. BE
. BERERE

- HiRMA

AT RMHBE X AWS Storage Gateway IS EFE S, XEHRUBEIRGINFIRE

BRRBRT. Hl0, UREREEFERAD , BASHIM API 1855 E 4R GIS
InvalidSignatureException, B2 , ActivationKeyInvalid{XiR[El ActivateGatewayAPI &Y
BREHRAB,

BIEEIRKEMIZR , Storage Gateway AIRERIREIfIF |, 2 A sEREIATIR B HIAMBER RRB, &
R AERTIRERRN RG],

78
THRIH T AWS Storage Gateway APl %, % AWS Storage Gateway & /EiR El451= g SIA , M

EXBEREFP—IRE, InternalServerError fl InvalidGatewayRequestException iRE
BREHRAE RUEBENRESRABN BEERRE HERABE) 2—

BN Message HTTP RASRE
IncompleteSignatur EENEERTL, 400 EHiR1ER
eException
InternalFailure HTELRANEIR, RESABESHIE 500 NZRS[E
SRADIE L W S
InternalServerError —NRESRARBEERERERNRE, 500 NERSER4E
i®
InvalidAction BRI RIETT M. 400 £BiRER
InvalidClientTokenId BNV IEZRP T EFEERMEA X509 it 403 Z 115 A]

FHH AWS B RIESA D,

InvalidGatewayRequ BREEIRAE PHRESRABEERE 400 HiX1EXR
estException Z—o
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BMXAFERE

IE)N

InvalidSignatureEx
ception

MissingAction

MissingAuthenticat
ionToken

RequestExpired

SerializationException

ServiceUnavailable

SubscriptionRequir
edException

ThrottlingException
TooManyRequests

UnknownOperationEx
ception

UnrecognizedClient
Exception

ValidationException

Message

BITEHNEREZEERHNES
TfL, BEER AWS HEZAME
BIEo

FRPBRRT —NMREEREITSH

BRL4MIEFR ( SEM ) AWS
U5 %4 1D 5 X.509 iEH,

FRELS BRI ERTE (A 15
2 ERER) | SRR AEE RV AT R
it 15 2%,

FHl{HAE HBEiR, EFER JSON
MHEHMEST R,

BT ERSS 8 R £ IR S BFR KL
Mo

AWS R %4 ID FEITHZRS.

BREHE.
FREZ

BE T RHRIE, Storage Gateway F

HYIRAE I T BRIRE.

BERPEENRZETEER.

MASHNETEBIEBHTE,

HTTP RS

400 (HiRER

400 HHiRFER

403 Z1E i [R]

400 HIRER

400 (HiRER

503 fRSS A A

400 #HiRFER

400 £BiRER
429 ERT %

400 HIRER

400 $BiRER

400 £FiRER

Ju
£
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AWS Storage Gateway
BREHERARE

THRETRT AWS Storage Gateway EREEIRKB R AT SURERES APIs B£8R 5 2 8] 1Y AR
5, REFFERERIRNE , BEREPMENAN—BKFE ( InternalServerError
InvalidGatewayRequestException) Z—.

BMXAFERE

BEEIRNKB Message RE IR B RE
ActivationKeyExpired EENBEZAST ActivateGateway
5,
ActivationKeyInvalid EENBUEZHA TR, ActivateGateway
ActivationKeyNotFound KT EENRER ActivateGateway
.
BandwidthThrottleS EABEENTRR DeleteBandwidthRateLimit
cheduleNotFound il
CannotExportSnapshot TESHEENRR, CreateCachediSCSIVolume
CreateStorediSCSIVolume
InitiatorNotFound BIREEENBSHE DeleteChapCredentials
FFo
DiskAlreadyAllocated EEN#AE S P AddCache
AddUploadBuffer
AddWorkingStorage
CreateStorediSCSIVolume
DiskDoesNotExist EEN#ERFRE. AddCache
AddUploadBuffer
AddWorkingStorage
CreateStorediSCSIVolume

BRAEEIRAE
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWS Storage Gateway BRXAFERE

BREERKE Message IRE HEIRBHRE
GatewayNotConnected RBEEEEENMX, AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks

BRAEHIRRD API jiZ< 2013-06-30 275


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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DescribeChapCredentials

DeleteVolume

UpdateChapCredentials
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
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VolumeInUse EENSEEEFEAD. DeleteVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
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CreateSnapshotFromVolumeRec
overyPoint

DeleteVolume
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"error":
{ "errorCode": "String",
"errorDetails": "String"
}
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
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"errorCode": "VolumeNotFound"
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html
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https://docs.aws.amazon.com/storagegateway/latest/tgw/ipv6-support.html
https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
https://docs.aws.amazon.com/storagegateway/latest/vgw/MaintenanceManagingUpdate-common.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/MaintenanceManagingUpdate-common.html
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https://docs.aws.amazon.com/storagegateway/latest/vgw/Main_monitoring-gateways-common.html#cloudwatch-alarms
https://docs.aws.amazon.com/storagegateway/latest/tgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/creating-your-gateway.html
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