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- FIERSEEESERFEA AWS Identity and Access Managem ent (IAM) &,

« BRAAREANFTEACHERSESRIFANR, RIYEFR , SIMXNESRSEESITAEHRIE
R

- FIBEBIEFM , 2 Amazon S3 FE A DynamoDB , &4k FESINBRE.

A S
A RRATR N6 5 1 S 0 JRU R SRR SRR T AL AR T RN

« ZBRAFRRTBEMER AWS TRE88RS ( HlI0 Lambda, Firehose, APl Gateway, Amazon S3
M Athena ) R8RS T AMEH MRS HEHIRE.

o BATNMBRARFHTEIMR , SURERNFEEH IR,
o ZfRRGRFEA Lambda BEBUHTEIBALIE, ZBERF RFHIEF M E Amazon S3 F DynamoDB
B, AERARBESANTAXEF,

AWS Well-Architected i& iHEZ B 10


https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://aws.amazon.com/kinesis/data-firehose/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html

AWS WAF fiZ2 B3t KHEER
PRI

AFT N BEA R AAIGE A 1 8RR A AY R A B AR KB RIR I UL B R 5 R

« ZIRRTREATIRS /RN , URENEABRE T BEMATAM.
« ZBRAFREBINBERTS XML ACERRBIOBFELRHEAFERBREER , NMRSHEEH

Ko

- ZRRSREXDLAPNHAMBE. ROVERTREOMALEERNBRTRETEL , TR
BESB AU Tl

AL

AT RRATR I LA AL 3B 0 R R B SRR AR R T R0

« ZMRFRFEALRSSERE , ERFRATNERERAEZN R,
- BRBFRWITEREBRIAN Lambda , EEMAERE, pay-per-use
- Athena BIEEMNERALIMRL , AIRIBFERLAEE , MNIEERA,

IS4

AFT N BEA R AAIGE R AT 4R 1 TRV R A B AR KB RIR T UL B R 5 RAY

« ZBBRFRERTTEMERS 27RS K& AR E 5 2 5 i AR S5 X TR R HY 208
- BEEFSETAMERS RN BEAL | ZBRAEENERSF[IRITEERDEEL,

HEEM R 11


https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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KhEdE

M

ZRiFEE
A N RRUAR R EEER AWS FR%

LEEE RS RAE AWS BRSS

AWS RS

AWS WAF

Amazon Data Firehose

Amazon S3

AWS Lambda

Amazon EventBridge

Amazon Athena

AWS Glue

Amazon AP| Gateway

Amazon SNS

AWS Systems Manager

, ARGX LE48 4 anfa] i [E] TARRYZRK1F 15

DU

B, SBE AWS WAF Web ACL., AWS &
MUBMNA, BELHAMUA IP £, £H AWS
WAF API 8 F SABR L2 L & MR Web BiF
BF,

Bitvo & AWS WAF BEAA XTI D% S3 174
o

o 7§ AWS WAF CloudFront, #1 ALB H

/CAo

Bl ZPEZSA Lambda BHUZBEEENNR
m,

B SIEREHMNELEA Lambdas

Y. BlE Athena EH R TIEA LA #F Athena
HEEITES o

X#F, SIBRBIEREMRUZE Athena BB
o

X, IREENIEAZERRI.

XF. RIAL S EEBEHRS (Amazon SNS)
Simple Notification Service B FHR 4B E , X
BEATNELNEE LRE IP,

x#F. RENARFRRRER , FARLRIR
BRAEM A BE

BLARIR TS SR E AWS BRSS


https://aws.amazon.com/waf/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/s3/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/athena/
https://aws.amazon.com/glue/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sns/
https://aws.amazon.com/systems-manager/

AWS WAF 228311t KHEiEE
SN gl

WMBEMERPFTIR | B=ZAMET AT AL E HTTP 2 AR AHMBFNEN B[R, UTEITHEFAL
FRFRIX LTI,

AWS WAF EFHERHN

ETERNMUART HTTP Bk, BMNBERT , ETERAMANSBIFER 1P ik XS FR
TRENERRSE, WERFRANEEEST K IP EE. BEEFNI MR AT Web FXR
BE, MRENIPHuER TERHENE , AWS WAF 2P LIEFAVER , ERIERERETERENE
o

MREREFANTE S #HET 2,000 MER , ABEBTERTEEN , RINBUEERE TERHM
MED, Flgn , EiTEE R FERBBSR RS RNR,

EALE—SEEAN  FEEALASHRARNBHEL, EXTLEL  FESARAHTAE
4.

I 5% Athena HEEHTES

HTTP Flood Protec tion 1 Scanner & Prob e Prot ec tion iR S &Rt Athena B EEEATEFIEIN,
BUEfE , M CloudFormation & Athena iRt XA Lambda ¥ , fAZT4mHE Athena WIE1T, 4b3E
LR EMERH AWS WAF, It Lambda BNBHEE N8 H 2 #1217 — X CloudWatch NE4EA.
AT LAE A Athena EHIEITHTE T RISHBIEH#ITEHE.

MBETEFERAET AWS WAF RN | F BEEE SQL REMBEENL , RNBUURIEZF %I,
EXNAERBRINERNNEZELR , HSHEE Amazon Athena &Eifl,

HTTP #tKBriP EF AWS WAF 58 A BB HER WAF BEX#H. 5 ALB BE/ & fHiet 8 48

te , WAF 78 B ERBEWIERMNEEE , B ERATRERBIRG HTTP #kKRE, CloudFront
BR , BUME “BUEHBNFENSFRT” BRSSP IERE CloudFront 2 ALB A AR F gE#E I
BIRAREE,

AWS Lambda B &8

HTTP HokBrir MBS MFEN B[R ERSHIRM T AWS Lambda B EBRMTERED, XEETFER
9 AWS WAF #IF1 Amazon Athena A EBFMTEREIIA AT AR , X £ Lambda BEMBTER. Lhik
DN —NEHBERER  EEREEELEN XA ETXHLAEN, i, —N IP ERHNIERREIR
AEEENENHES  ERATXEGEEEFS A FANXY , RSN XA FHOEET RGBS E
o

B R AT 2R IE T 13


https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html

AWS WAF 228311t KHEiEE
BHFAEE

MEMEMR | ZERLROOMAHERELRRE 1P it HFERINE AWS WAF FEIEFIR
f, LT HEFABRRETINE —NEH,

A #EeR-NARERF

R FEF B S B4 25 8 B T B SE 2 A AN ER 25
R FTEFF B S AT 2 R AR

Web application resources o
2 - g

. Amazon CloudFront Application Load Balancer Amazon 53
Valid users requests Access Logs

8&% —X AWS WAF i

! Athena Log Parser
Attackers ) AWS WAF ! enabled '
Scanner & Probe :
| AWS Lambda

Partition S3 logs

> @

AWS Lambda e Amazon Athena
App Log Parser

o |

1. 3 CloudFront 5 ALB X FR&EH Web N AR WEIERET , ©E2H R BEXIEE Amazon S3 7
B,

a. (k) MRMYes - Amazon Athena log parser NERSFILE “BIE HTTP BhR{RP”
M BUER BB ANENIZARY” , Lambda BB 7ET5 R A & F)3E Amazon S3 BEREMNERB X H
X <customer-bucket>/AWSLogsizh BIF 9 X X H* <customer-bucket> /AWSLogs -
partitioned/ <optional-prefix> /year= <YYYY> /month= <MM> /day= <DD> /hour=
<HH> [,

b. ( Wit ) MRBERyesHBBERFERI S3 UEERSH , WEEHREERKBULEHAEHF
HoXxX#Hx , NEHIEN B SFH,

HHEAERS



AWS WAF 228311t KHEiEE

® Note
Xt F Athena BEETES |, LR ARNEEBB IR RS ZEXNEBEEM Amazon S3
FEBNFTESHTIK, NREENUEEHESHTOIXK , IMKMERBUBRAIREGF
X & H & L& Amazon S3,

2. RIFEFBERNERSE BUE HTTP B AR M “BUEHRENMNENFZ R, WBRSREHUT
FEZ—FRNEBHE :
a. Lambda-8X1E Amazon S3 FEEHFE N AE A KR , #</E 3 Lambda Log Parser &
o
b. Athena-ZRIAER T , FEBMNIEN R Athena BEHEBESHIZIT X, Wi HIFHIET AWS
WAF, WWEHEEHZS3) , Z CloudWatch E4 31 1217 Athena A Lambda BE¥K , F
45 R#EEZ| AWS WAF,

3. ZMRARDWAEHRE , LBEFALE U RTELSHEIRN IP i, ARG, ZBRERESEN
AWS WAF IP iR E&H , MEEEFFENWEERANFRIXL P itbit,

HE##AT88-AWS WAF

MRMyes - Amazon Athena log parsery “BUE HTTP BRI E#Fyes - AWS Lambda
log parser@ , Nk RARLMBEEATAY , XLEHH2EHT AWS WAF BE , URBIFIFE L=
BERIER KT EE LB L 55T SRR

AWS WAF B &8z iz,

B ST E3-AWS WAF 15
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Web application resources
% -

. Amazon CloudFront Application Load Balancer
Valid users \"""'/ requests PP
— RN
v \ WAF logs

8&% # AWS WAF new WAF log file
—— Rl - 6
Attackers @ AWS WAF °

- Amazon 53

Amazon Kinesis
. Web ACL
Data Firehose Traffic Information

HTTP Flood

AWS Lambda Amazon Athena
App Log Parser

update AWS WAF IS Set |

1. 2 AWS WAF W5 1R BERN , B2 BEXIEES Firehose LimT Ko AF Firehose ¥ B & &%
BE S5 S3 B N D XEMM® <customer-bucket> /AWSLogs/ <optional-prefix>/
year= <YYYY> /month= <MM> /day= <DD> /hour= <HH> /

2. BBFEERWERS I BUE HTTP BFRART” M “BUEHBMUFMEN R |, LhBERAFRERUT
FEZ—RLEBE :

a. Lambda : X7 Amazon S3 Z M R FMEFHVIF R B EA , #L/Z3) Lambda Log Parser
B

b. Athena : BRIAMBERT , BRSPS HET—RPAEBENENEE Athena Eif) , FFH HHIEF AWS
WAF, Bti3f2H I S# CloudWatch BEHE3) , AR B ATMITIL S # Athena EIEH
Lambda B %L , HIF4E R#EE T AWS WAF,

3. ZBRA RO BERE , LBERENFRBEIE BTN IP ik, RfE , ZBRERSEN
AWS WAF IP iRIESRH , AEEEF EXLAREERANRRIXLE P thit.

IP %I RARATES
IP Lists ParserLambda BREIEBFIRMEE=F IP EEIRP AN ENKEHE,

IP FE5IH T @R RE.

IP 5l & R4 25 16
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~

%ﬂ Web application resources

Valid users {\@/} eauests Duclj)

<N\

8&0_\ x AWS WAF
Attackers o J hourly

Amazon CloudFront Application Load Balancer =~ Amazon CloudWatch
Event

) AWS WAF o
7 IP Reputation Lists - > @5
Third-party
AWS Lambda IP reputation lists

IP Lists Parser

T update AWS WAF IP Set |

1. 8/ f— XML S5 CloudWatch EH21HA Lambda BNEIP Lists Parser,
2. Lambda BB =N SRIR W5 AR AT B3R

+ Spamhaus DROP #1 EDROP %%

+ Proofpoint FTXED IP 53k

« Tor BHT RI&K
3. Lambda E¥RE A 2481 IP 33k BT AWS WAF BELEIR,

AEEGEE S
Access HandlerLambda REK EMOZBELHET R A HBERIERER IP #bit,

TR ERE P M E R o

TR RS 7
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P —

8 % . R application requests
Web Application Resources (static + dynamic)

Valid users
requests
-, —
Amazon CloudFront

'
I
8 % Application load balancer \
& 4 AWS WAF H
'
I

Attackers i

L > </

@ AWS WAF requests to the o

honeypot endpoint
Bad Bot Amazon APl Gateway
update AWS WAF P Set

AWS Lambda

Access Handler

Web Application Resources

ue">honeypot link</a>

1. EEHMIEFEA honeypot i 2 H EFH BRI VLB ABERRIR A | WEERK Web N ARFFH#A
Honeypot #£#% ( A% ) HATR,

2. YABIEREHEEZNJ[AFRERE RS , ©21 A Lambda B8#. Access Handler
3. Lambda BREEBH L EERIFL , SUREUA R B S AR (P ik,
4. Lambda B E#T AWS WAF IP iR BSR4 LARBIX L IP ik,

T RIAL B 2R 18
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BN IR S

APFNBAHBBRRARZETHNRA, T, BEAMEMEEED,

XEH AWS X5

BEESEXNERBASHE , KBRSRJFETRANRF, XERRF (ETRPIIH ) ATaEHIFEER
B AWS XEHMATH, Fit , BARERBXLERSH AWS XS ERE R, BT HZBXI 2D
By AWS BRI A |, 5 H AWS XERS 5%,

AWS WAF Web AWS Glue Amazon Athena Amazon Kinesis
ACL Data Firehose
g =t Fii]
CloudFront v

Application Load Vv
Balancer (ALB)

BUE HTTP ok

[
v

Lambda B&
#res

0 37h v v v
Athena HEEAT
25
BUE R AR
SLARPP

M7 5, 37 v v
Athena HE&EAT
85

TEH AWS X5 19


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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® Note

MREEFRCloudFrontERARIRT R, MATFBRARFBAEZERT (3BFEILILE)
X1 (us-east-1),

22N
ETERT AWS WAF (%2 B3 LR REERIN AWS B2 1R AmERE, ETUARS R
1 BHART MR RSP LR ER, AL BN RIEE.

BAEUGEE AWS Cost Explorer BI2FE , SRPEERAR. BEXTEBFF , FSHABELHERS
RPFEANEI AWS RSHWENMIT.

TREEEZERD (HHBLILE ) X ( 7BHE AWS £REER ) BITHERS RH T ABHERE
M AR REZ A,

R BUREEIIRET. BENSBARY . AT HTTP HKEA# AWS Lambda B &S &4 28 SAK
Pz MEHRM 2[R

AWS BR%5 R~/A B [ T]

Amazon Data Firehose 100 GB R 290 £t
Amazon S3 100 GB R 230 %
AWS Lambda 128 MB : 3 PNEH# , 100 TR K4 540 =7t

WA , 8K Lambda B1THF
HIFEET RN 500 ZH

512 MB : 2 NEHL , 100 7R
A , X Lambda =1THF
BiFLatE N 500 2

Amazon API| Gateway 100 ANMER KR4 340 £t
AWS WAF M £& ACL 1 5.00 =7t
AWS WAF #n 4 4.00 £t

B 20


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-create.html

AWS WAF HZ£ 8311t

X

AWS BRS5

AWS WAF &3k

|

70N

it

R~/A

1™

B [ TT]
0.60 £t

B8R KLY 23.60 £t

R 2 BUBREENRRY . BENS|ABT. BT HTTP HKkBr# Amazon Athena B & #4725 5L

KR BN 2R R

AWS R
Amazon Data Firehose
Amazon S3

AWS Lambda

Amazon API Gateway

Amazon Athena

AWS WAF M 4% ACL
AWS WAF #i 1|

AWS WAF i&3K

4

0N

it

R~1R
100 GB
100 GB

128 MB : 3 MERE , 100 TR
A , 8K Lambda Z1THF
BiFLtE N 500 2

512 MB : 2 NEK , 7560 )&%
A , 8K Lambda Z1THF
BiFLtE N 500 2

100 FFMER

XA 120 77 CloudFront

MR PEH 120 T ALB i

R, BRaPRERBER
R4 500 TR HFEIER

1
4

1™

B [E T

K& 2.90 £
K& 2.30 &£
KHY 1.26 =T

K4 340 E5T
KA 432 E7w

5.00 %7t
4.00 £t
0.60 &7t

BAKYN 2378 £t

BAR

21
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A3 ARFEIELR 1P EHUE IP RE

AWS RS R~/A A [ETT]

Amazon DynamoDB 1 FIREAF 1 MB WEIERE K4 0.00 £t
fe& 22 A

AWS Lambda 128 MB : 1 PNEHEK , 2K XA K4 0.01 &7t

A , )X Lambda =170 F15
B4 atE R 500 ER

512 MB : 1 MBI, 2K XA
A , )X Lambda BT F15
B4 atE R 500 ER

Amazon CloudWatch 2K &S K4 0.00 £t
AWS WAF Web ACL 1 5.00 &7t

AWS WAF #i 2 2.00 £t

WAS WAF &3k 1™ 0.60 &7t

Bt BAKRAT761ET

CloudWatch HEH AL E

BLfRR A RPEANEL AWS RS ( 5130 Lambda ) 4 /& CloudWatch A&, X&ERES>=ER

Fo RITEBRWMBRSFEBEUREHE, BEXBEE/NFAFE , BSH Amazon BEAFE
PR B EHIES £ 2 Amazon CloudWatch S3.

MREEFREREMNFER Athena AEBRITER , MRS RSBEDRE ZHEXNEH Amazon S3 771
W AWS WAF XN ARFIHR BERZETER. RESXEWAENBEERERKSE. ZBRAR
FoXNATHEENER , UBEAKREHRERET. RIAMERT , ZBRARSGNAREFHE AR
MEFE Amazon S3 VBB B9 X XHREH, BUAURERAEE , BELTEREENEERE
T8, WBRFRER TELAN TEARMITAY , EUTUNHEHTEEAEEER T RINERMK
Ko BXRBAEETENTH , 55 Athena W AREE, BXEZER , TS RIL D # Athena E
o

CloudWatch B &AM R AEE 22


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/athena/pricing/
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Athena IR ASHE

WMRBEIZEIT HTTP BB SR ER RN R R AN £ Athena B EBEMTERIED , NEEX
HE A Athena BB A, BRIAMERT , 84 Athena BB R #HIET—X , ARELETADNETHIEK
B, ZERAERNIXEAT HEM Athena Eif] , LB KREMEERA. & LUEEER WAF
FERBERSBNEXREESRNAROBENR. B2 , BNEKNEIEE eI Athena BIFK
&R,

® Tip
LU & CloudFront HEK AT & R
F9mE , IR CloudFront asF AIBEE B KLY 500 F 15 IR
WMREXRE 120 T CloudFront ¥4 an  , MMRIR ATRE RV IR EE SREVEERE | W& M/ e
B20HR (120 71/6 ) RinHh. BUHEFZAN , BFEREHKGRREER,
[500 bytes of data] * [200K hits per four hours] = [an average 100 MB
(0.0001TB) data scanned per query]
Athena B —TBHHIEWERS.00€ T FE A
[0.0001 TB] * [$5] = [$0.0005 per query scan]
Athena EHIB R P HIZ1T—IR , BIE/DET 12 RIETT,
[12 runs] * [24 hours] = [288 runs per dayl]
[$0.0005 per query scan] * [288 runs per day] * [30 days] = [$4.32

per month]
ERERARNAREFNREEXMR. BXEZEE , SRS # Athena EN.

zZEMH

LHIBE AWS ERtigiE EWERGHN , RETEHEN AWS HEFEE, XM EREEXERE T EHN
EENE , BN AWS 2E, EENRFeRENRERSE. ELMLENRSEZTRENNERZREERN
HEH. BX AWS Z2MNESER , HiTE AWS =% £,

IAM B

&80 IAM A | ETBAE AWS = ERVBRS AP o ERA T RIRR, REEMNR, RS R
ENRREN IAM B, IEAGNERAZNTRRTAFENNR,

Athena 9 R A& & 23


https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
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T f#7E Amazon S3 74 DynamoDB &R K FT B BIE & T RS INZIRD. B Firehose & HikY
BiEtL L3N,

RI 8E

Web RREFAEZZIEINRE, XERGSHEEEFNARERZEH RS [/BFIHER ; SEXAM
N REBWE ; HERENNBMGENTABRNTRIZANMMERTE,

LR 5 3= CloudFormation i FBELE AWS WAF #LII | B3 AWS £EEMMAM B ENFHN |, LAELE
LUTERKE :

« AWS FEEAN-LIEERSREREHNEANARFRIRE BT EREN KR . ZBRIRSE
AWS £E IP EEHNA, AWS HEEENVAN AWS HERPBEANA, ZFTLLEEHR Web
ACL IZEE—NMHZAMANE , HETET Web ACL BEE Y (WCU) W& AEH,

« SQL EA-BEEHE Web BERPHEAEE SQL 13 , UNEHBIEEFEHRRBE, RIMNRITEHER
FRENTHLEIZEEEE SQL KBH Web XK,

« XSS-WEENARMMUEFHNFEENTE  FEEFFRMATIASEZRAFNMEN TR, B
RITERREECABRPELRRN TE , BLURBIME L XSS K,

« HTTP #t7k-Web RS MEMEiH R RHEIGES DDo S W ( Hli0 HTTP ok ) X, HKE
ZFmH Web BRES B ERFAN , WBRARSCEFARAETERHNAN, F , B lES
£ Lambda BI$EL Athena Ei4LE AWS WAF B EREHIHRITILELE

o FHEATERNESE-BERFEN X E—RIER HTTP 4xx iR #YE R K 3 16 AR N 8 @ B B M
W Web NARFEEFEEREB. BT EILFRABEIIR I FPE LB ERIR IP ik, Lt#F
R RAIE Lambda EEE S Athena i) , i T B3I ## 47 CloudFront 3 ALB iFIRI A& , itE&/ 5 #
SREM—R IP it A RBiERHME | HEH AWS WAF LA I XA 2 E X #5815 B S A9 b 1k 3 1738
—F 1,

- BEANIHERER (IP FEIR ) - WSELAMEN EHEHNRETE ( HluRMEREE, BEXK
o RENEFME ) BEN IP it EEIIR. KBRS RIAXLEEEIIRPHEERSLER
PRIESR BEE IP #uk M ER, I | ZEERSTRIELBIE Amazon REBEEIRFA LR IP FEMR
MARBN K EE,

« HIER ATHMENER-AI NFF 5 RIAY Web M AR FHNEERMREEZEMEHREARTNES AL ARIRZIAS
HEM , FEMNETMERRS. B , —LAFPLEFEK , SINNEMRTESIEBSNREA , H
THRERE , 2EMB KRR, LLEFRT 5= A F B SR 3 M E LB SALEE AMIMEEF.

iz 24


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html

AWS WAF i Z £ B 311t ENii ]
BRE

MRS IR (uANIRA ) R AWS kP ER RS RRRBENBAKE,

R TT =P AWS BRSS R BLE

FREARLBRSZRDXENEIRSHEEBHRTA. AXESEFELR , BSH AWS RSEH. BEET
R TENER TEEXEFME AWS RSN RSE , FRANEER PDF RS Lim T LM ELEH R
EFHER.

AWS WAF g #i

B IP TE&MH , AWS WAF & Z ATLURE# 10,000 4N IP #3t3E , RALEERIEKA (CIDR) &R
Ho WHERSREUENEBNIIRBIBEFNIR, BRESEE , SR AWS WAF EiFi. M 3.0
MRASTTIR , RS RGIEZ TR IP XM MBSAAAN , —NBT IPv4 |, — AT IPv6,

AWS WAF RIFEE/N AWS XEEHNE Nk S REMRN ACreatemsUpdateiRER H API BA &
Z—MNER, PUtTIRBEBRA R Z/HFHITIXLE APIBA |, NaTEELEZI API BR&IEE, HBHLEH
DikE#E | BMNBIOBRAEDRBUHBRAFRNE —KF MR A TEMEARXE API WNAREF

HEEEEM
STF& TR T KM MRS RN RAREEER.
AWS WAF # 1)

LLEER T REKE Web ACL EFE N Web AR FREASEARY . ZMRAREHT —4H AWS £E
MUFBENHN | S LUFGERINE Web ACL F, EAEHN |, FEE 3D CloudFormation #& et
ERyestBXSH, SNEE 1. BIHRURESEHTIXK,

(® Note

Z out-of-boxfERF R A Z I AWS Firewall Manager, S1SRE{E A Firewall Manager R #I#1
n, BANBWENHFRBEH#HITEE .

Web ACL i &123x

MREEZERE (FERLILER ) LUK AWS XiF 62k H L IRT RIRE N CloudFront , M
IR BUE HTTP Bt R iIRE N noshyes - AWS WAF rate based rule,

PRER 25


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
https://aws.amazon.com/firewall-manager
https://github.com/aws-solutions/aws-waf-security-automations
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HMm/N LI (yes - AWS Lambda log parserflyes - Amazon Athena log parser ) &
EEE AWS B4R L2178 Web ACL EBUE AWS WAF B , BXERE ( BERILILER ) A
ANt X PRSI ERE, BXIZE Web ACL REMEZER , S H AWS WAF FFR AR ISR,

X 15 SRA fF R 1T AL

AWS WAF TR EMZERAMRIEX, #rL Cookie FHEAAR, HBREREHED —MF
RAHRENANEF DR |, B SUERLT®RTZ —KE&EIF AWS WAF a4 EIX £FER

« yes (4% ) -BEANLEREEEREFEREAHN. AWS WAF 2R EA/NRESEE A FERAH
NE. XRERTEFEARRINET

* yes - MATCH - Web BRWNERNEAEE. AWS WAF FRMRENATHER , MARE
MM EFREXN H#ETIEE. N THEBLockiBENMN , XLMEIEHEEXRAHER,

* yes - NO_MATCH-Rf Web i&RMANESMNFRALTE , MAREAN B ESREN EFITH
flio AWS WAF & FE ML ACL RV ERANIKILE Web FR , BIK TN FHEM R TEAAN
—#.

BATSER , BHHE AWS WAF hAMBE A Web HRA 4,
ZMERTREE

BAILER - NMKFNMXEPZREBZBERE R, BEFT N BN EEERME—R CloudFormation
HEtx & # M Amazon S3 FREB B, BRXRMBBRLTEFNREA ARSI KEAFNMNKSH
AWS WAF P& R %l

MNERAHH#ITERLLE 26


https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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EBMIRD F

ZRRFB REEH AWS CloudFormation iR F Lk B3I &8, XL CloudFormation #EARIEE 7 tLf#E
REZHRAEN AWS BEREEM. CloudFormation itk 2 4R B H#HR M AR,

B E AR BLR

£ /B3 CloudFormation #ix 2 8 , BEEAEREHPITICHRENEETEETI, KBRATHH step-
by-stepift BAEL B R 5 RHFHIBREHIKS

EREETIE : KLY 15 D8,

(® Note
MRIE B LLRRG R | B HEMAE IR FELIRIE R

TR

« #Ei& CloudFront X{ThR
- BE ALB

£ 15 Bk

¥ CloudFormation # R /3 31 B&EH AWS K
- MAFTESHNE HRBMANNAEF LR B EEEEEH.
- EEHMERSH , HEESERTRE,

2% : [ Web ACL 5181 Web N HEFxEx

* & CloudFront 8 Web K1ThRE ALB EiZf#IR5 REMRMNMEL ACL XRER, ERLMBRIEFEX
RESHEN D EHNABITER.

£ 3L EiE Web iHH BE

o RIEBHMEDE K ALB FF/3 CloudFront MEiGR B Eidk , M B EXHLZEZIMEBA Amazon
S3 GF#E, FEEREESAPENIRTENXHXG, MBEREARAFEYHWER , HRHEE

BB RE/R 27


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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R17E AWSLogs ( BRINBERIRAWSLogs/ ) » BERLIER 1 MM AREF LR H S FEBIES
W BHERURBRESEE.

AWS CloudFormation 4R

ZBRFTRBFE—NEE AWS CloudFormation EARFMHFNREER, B UERBMRIREZE T
£ CloudFormation 14,

ik

@iew templa@

aws-
waf-security-automations.template-fE F L EREN EENIK R BB BRERHWA O, BRIABELE
A TREL EMN A AWS WAF Web ACL, EAILRIEEE B E LER.
WebACL itk
View template
waf-security-automations-webacl.template-tt ER EE R AL E AWS WAF &R , @3 Web ACL. IP,
S EFHAMEREIR,
Firehose Athena 4%
View template

waf-security-automations-firehose-athena.template- tL ER EE R IRt 5 AWS Glue . Athena #
Firehose XA R, ©REELRIERE S canner & Pro be Athena B & #4885 HTTP Flood Lambda
= Athena B EfEATESET BRI

TR

Lbi#RTT =T NEM CloudFront 3¢ ALB &8ERY Web MARFMIRIT, MREHARBEEXLERR
— , BERBIHEIRTT Rz 8l TN ES

AWS CloudFormation 14 28


https://s3.amazonaws.com/solutions-reference/security-automations-for-aws-waf/latest/aws-waf-security-automations.template
https://s3.amazonaws.com/solutions-reference/security-automations-for-aws-waf/latest/aws-waf-security-automations.template
https://s3.amazonaws.com/solutions-reference/security-automations-for-aws-waf/latest/aws-waf-security-automations-webacl.template
https://s3.amazonaws.com/solutions-reference/security-automations-for-aws-waf/latest/aws-waf-security-automations-webacl.template
https://s3.amazonaws.com/solutions-reference/security-automations-for-aws-waf/latest/aws-waf-security-automations-firehose-athena.template
https://s3.amazonaws.com/solutions-reference/security-automations-for-aws-waf/latest/aws-waf-security-automations-firehose-athena.template
https://aws.amazon.com/glue/
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Bt & CloudFront X1ThX

SERUTEER , A Web NARFNEBEASNZIANAEE CloudFront &%, BX1EFEMUEEE , BS5H
Amazon CloudFront FF X £3E™.

1. 8l CloudFront Web NAEF 2 K. BEZHE D,
2. EEBASMIIAFREF, BSHE CloudFront 0 R {EHAZFE R,
3. BEDBMWITH. BSREECEREH D ERIEENE,

® Note

MREEFECLoudFrontERART R, MARERERE ( HBFRLILE ) X alZEH
WAFV2 %R,

BLiE ALB

TEE ALB LU AT RS R EEM Web KRR | S ARFARSESEA S EETHb
BERARFARISES.

£1% B3 ik

It B3h1t AWS CloudFormation iR iZ R A RIEE AWS =L,

1. BF AWS BRI A HERBBRARUEwat-automation-on-aws. template
CloudFormation 1#4x,

Launch solution

2. ?ﬁik%?RT ZEREEZERS (FFRLMILE ) KEEz. EETREMN AWS X5z it f7R
BB ESMEPHXEERESS. MREEZFECloudFrontERART R, AT F
BUJ' HBEBEXZERI (HFHFRLILE ) (us-east-1) X,

Bt & CloudFront Z1ThX 29


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-creating-console.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DownloadDistS3AndCustomOrigins.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-values-specify.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://aws.amazon.com/console
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=WAFSecurityAutomations&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fsecurity-automations-for-aws-waf%2Flatest%2Faws-waf-security-automations.template&redirectId=ImplementationGuide
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X

® Note

BREEELNRMASHE , BRFRFEFENG R, XEFFERERFEN AWS X
HAA, Bt , BANERBIXLERSH AWS #XBFELBRFR. BXESEER , #2S

X AWS XiF,

3. E “EESR NHL  RIEBERNERRESER , RAREE T D
4. EEEHKFAGEENEL , BHEREHRFRPNEN AWS WAF BE DB — M E . Xt2ER

BIZH Web ACL Y&,

5. BZHT , REERVSE , HREFSEHTE R, EXRBRERHETSEDNLE , ik
Fnonedno (WREA ) . ZBRAREAUTRIME,

S

HE B

RIRRE

Endpoint

AWS £& IP FEHNIA

B5E Amazon IP E&5IRIE
& 4B AR T

AMINE

[ . red]#<requires input>

CloudFront

no

DU

HREMTREE TR, A
FAESEHY AWS JIK 7 FR %7002
ME—RY , FERERGIEN
Web ACL Y& %5

EREREFERANERER, E
E . mRE%EECloudFron
t ERKRET R, MXHE
NZERLRFEEEZERS
(HBEFRLILE ) XiF ol
WAF %R (us-east-1 )o

%32 3THFyes E N Amazon
IP EEFIRIEEANHFINE
Web ACL BY4H 4,

ZHNAETF Amazon NEFE
EHR. MELERBERES
PEs AE MR HERE IP

815 Ba #ik

30



AWS WAF HZ£ 8311t KHEiEE

S AIAE DU

bt , WtkIheeEEEH. B
1EIX 6 P shut B BT #HE B
HEF , HREEBEZEAZRN
SE BRI AREFXE,

FREM WCU 3 25, &H9TIK
FREZBH WCU BRE , B
BRRELASERGmSH
Web ACL %388 KW

BREZEE , HZH AWS
RERNATIR,

BUEER IP JIRIEEHNA no % $THFyes EFE M Web
RiP ACL RIES IP JIRITEEM
<A By A 14

LEHNAFEIERB AFREBEE
EESONRSHIER, He
BIERBENRE VPNs, Tor 7
ANMEERMUENER, R
EFEH T ENNARRF
FRBESONETSE , Wit
AMNAFEEH. BEIEXLLR
S P it BB TR A A8
N FF 388 b 155 R 4]

FRE WCU 9 50, S&REIIK
FPRARBE WCU A& , )
i o2 B o A PR T 5 3K
Web ACL H#EEBE K M.

BXEZEE , H5H AWS
FEEMNATR,

AWS FEEELEANA

815 Ba #ik 31


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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X

S AIAE

BOERZOANMEREAMNAR no
i

BEEEARFEREANEAR no
¥

DU

EEFT Fyes E1E R Web
ACL R iz OA i £ £ A I
HEAH,

ZANARFERS , BILERA
EFHRE , e -EaXRiE
AAMERREE. ZERAFFLMN
T4E A F1E1 AWS WAF H
Bl

FR&EE WCU 2 700, REYIK
FPRARBE WCU BE , )
i 52 B o A PR T 5 3K
Web ACL H#ER#BE K M.

BEXEZEE , H5H AWS
FEEANATR,

1EF$THFyes ETEM Web
ACL ANEE R RFFEEMN
HEE M,

eI 48 FR 1 S EB 5 ) 2 FF RY
EENH, WREETE=ZA
Bt REFLEREEZAR
REVER R AR R E R TR
ERAYXBS |, ZAL N 4E T BE3F
BHEM.

FRZHY WCU 4 100, &RYIK
FRAER%H WCU BE , I
BREEHAERFMSH
Web ACL 3tk B8 & K Mo

BXEZEER , HZH AWS
REANASIR,

815 Ba #ik
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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X

s

AR B AR R A ENNA

RH

AWS FEE R Bl EANA

DU

ERITFyes EEFE HEIR
WA EMRNARIINE Web
ACL WA #,

Bt AR 4B PR 1E 4 BB 15 [7] 2 FF B9
EENH,. MREBETE=S
B REFEREEEAR
REVEE R AR E 78]
BREYRBS |, iZH 4 F] REJE
B8R

FRE&EH WCU 9 100, #REYIK
FPRARBE WCU BE , )
i 52 B o A PR T 5 3K
Web ACL H#ER#BE K M.

BEXEZEE , H5H AWS
FEEANATR,

815 Ba #ik
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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S8 ERINE R
BUE SQL BIEFEEEANIA no ERITHFyes EERF SQL
R BEREANARME Web

ACL By .

LEANEPRE IE S SQL BiEE
MAEXWERES | fila0
SQL EAK L. ZMNAE
B FBA IE RS E A KRR BN
B, MRNARFS SQL
WIRFEME |, ETAMAN A
LEFER. IREELBET
AWS & SQL MWL , N6E
A SQL EABEXHN 2T
%

Fr&EE WCU 9 200, #EEYIK
FPRARBE WCU BE , )
i o2 B o A PR T 5 3K
Web ACL H#ER#BE K M.

BEXEZEE , H5H AWS
FEEMNATR,

815 Ba #ik 34


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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S8 EiAE iR
BUE Linux BEREREEAN  no EZRITFFyes BN Linux
HRF BERSEEANARINE

Web ACL H4E 4.

ZHM A IESRIA Linux 4
BWRAHEXHERER ,
BIE Linux FEN ARt X 42
& (LF) ®EH. ZANHEEE
FTHLERBERGEERNZG
6] B X B SR AT R EBH B
. MEEHNAEFWEMA
#8431 Linux £iE1T , B 1FME
BEHLME, ERFHHNE S
POSIX #ERSGANARE
EH,

FrE&EH WCU 9 200, #EEYIK
FPRARBE WCU BE ,
i o2 B o A B PR T 5 3K
Web ACL H#EEBE K M.

BEXEZEE , H5H AWS
FEEHNATR,

815 Ba #ik 35


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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S8 EiAE iR

BUE POSIX BERSEHEEM  no %23 HFyes EFEE Web

AR ACL R iz OA i £ £ A I
HRF AL

ZANAREIESRIA POSIX
FZELL POSIX HIRIER S 45
BWRE (323 LFI BdE ) 48
KIERER, ZANEFE
FHLERBERGETRN Y
8] 49 XA N B AR T R EB R B
. MEEHNAEFWEM
B9 7 POSIX T POSIX
WIRERZ LET , BHiREL
AL

FRE&EH WCU 9 100, #REYIK
FPRARBE WCU BE , )
i o2 B o A PR T 5 3K
Web ACL H#ER#BE K M.

BEXEZEE , H5H AWS
FEEMNATR,

815 Ba #ik 36


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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S8 EiAE iR
BUE Windows BEREREE  no EFE T HFyes EENF Windows
AN H R BERSEEANARINE

Web ACL H4E 4.

LEHL A PR 1E 5 R A
Windows #8 #iRE >
MERER , flaERHT
PowerShell &%, %M N4
BBFHLERMAATREEEZ
TRERVNA B SRIITEER
KBYRE. MENARER

K EMIEB £ Windows 21E
RG LT, MR b
4,

FrE&EH WCU 9 200, #EEYIK
FPRARBE WCU BE ,
i o2 B o A B PR T 5 3K
Web ACL H#EEBE K M.

BEXEZEE , H5H AWS
FEEHNATR,

815 Ba #ik 37


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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S8 IAE ER
BUE PHP R ARFIEENN no EEFTFyes EEN PHP
4B {RIP NARFEEANHFIE

Web ACL H4E 4.

ZANAPELIESEFA PHP 4

BESHAN®R (2FEA
TZEM PHP B ) XY

BEREX, ZANEATETHS
IR AT REEZRERITR
SN AL T HIRE,

WR PHP ZRESNAERF

MEMEARS 2R L, MiHE
BEAL4E

FRE&EH WCU 9 100, #REYIK
FPRARBE WCU BE , )
i o2 B o A PR T 5 3K
Web ACL HEREBE K M.

BEXEZEE , H5H AWS
FEEMNATR,

B15 . B ik 38


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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X

4

BUE WordPress R ARRFIE
B LA R I

B E AN -3 AR 27
BUE R AR R I

AIAE

no

yes - AWS Lambda log
parser

DU

EEFTFyesEE
FWordPress NFAREFIEE
HNE R DNE Web ACL B9
HF,

HHNAPR I SRR E T
WordPress M4 H JREHER<H
BERERX, MRBIEFIZETT,
BT L F N H WordPress,
LEHNE B 5 SQL BhiEE
PHP M ARFANAREEE
Ao

FRrE&EE WCU 9 100, SEEYIK
FPRARBE WCU BE , )
i o2 B A B PR T 5 3K
Web ACL H#EEBE K M.

BEXEZEE , H5H AWS
FEEANATR,

R R T HEABE MR R
B, BREEBIETER
MRENEZES  FSHA
A R AT BRI T

815 Ba #ik
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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S8 EiAE iR
NMARFHE BEEFERBESR [ .red]<requires MRIEERET yes “BUEA
input> HEENERNRT" S8, B8
AEEHFF# CloudFron

t 2B = ALB 157 B &8
Amazon S3 Ff##E ( FTEI =R
NEW ) WEHR. MREFE
A#RIE Amazon S3 F#
¥, N ZEERLI T EB
£ CloudFormation 4R # &
— AWS XiF, ZRZATAN
fRRF RBEFEATENEMHE
o

EEALRY , FRAKLKS
B, & NEWNEDE R
ALB FF /g CloudFront M 4%
7] B AU B AR E R
Amazon S3 7. FEHH
AP EXHEBEISR ( BRIAE
ZKAWSLogs/ ) RERE. B
REZER  ESRNARF
R B &R E SR BS

815 Ba #ik 40
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S8 IAE ER
NMAREFLE BEFEEISR  AwWSLogs/ MREERT yes “BUEHE

AN R S8, WA
N EEHNAERFERBE
T A8 50 A\ AR AY A P B LB
Ko

MREEET CloudFront
E ndpoin t 2% , A LA A
EAEIE , flflyourprefi
X/ o

WMREEET ALB Endp
oint Z¥ , MAHE
B4R fEEAWSLogs /B
fn , yourprefix/
AWSLogs/ %40,

MEEBERAFPELWESR , N
FEAAWSLogs/ ( BRik ) -

EEFEALRY | FRKILS

o
EHEBHEAERBEFE?  no yesHREH NARERFIEIR B

EEHEBENSERA TR
Amazon S3 FH@EEM , ¥
BiZzEF#ENRSERHR A&
BFE , BB LIED,

MRETEno , ZBERFRS
NIENFHEN S A BRSS 2115 1H]
B &%,

WMRIEIEFET no “BUEHEREMN
MR RIP” S8, BRI
S,

F£15 . Bz #K 41
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X

S

HiREE

RBBERFERE S3 VB

BEMHN-HTTP 3tk

HE HTTP ok

AIAE

50

no

yes - AWS WAF rate-
based rule

DU

MREERT yes “BUEHE
BNFEMNREF" S8, BEA
BN IP it B AEZH
BRARBIRERS.

MRIEIEFET no “BURHEIEMN
MR RIP” S, BRI
S,

MRIEEET yes -
Amazon Athena log
parser “BUEH MM R
28, MERAFRER[/S
XMATFNARERIFRBAE
0 Athena Eifj, EBRIANER
T, ZRERSFAEXH
MEFRBR NV EBBNE Amazon
S3 HM D XM HREFIH,

EEyesREEEN AENE
AREFEERBNVE, XHE
HIRHY B S 76

MRIEZHERE “yes -
Amazon Athena log
parser BUE R W FIRER
" S8, FRBLSH

EERBATHELE HTTP #k X
HAH, BXREEMBIEITIER

MRENESES  FZHA
A AT BRI Do

815 Ba #ik
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X

4

AMINE R E

AIAE

100

DU

MRIEERFET yes “BUE
HTTP BRI S8, 5
AT IP it B H 5 e A
SR ARERK.

MRBIEET yes - AWS
WAF rate-based rule
“BUE HTTP BAst R S5,
N RIMEN100,

WMERF “BUE HTTP PrftfR
" SBIEFEyes - AWS
Lambda log parserZiyes
- Amazon Athena log
parser , M E A AR EME

o

EFALRY | BRBIELS
o

815 Ba #ik
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X

S

BRE R/ XX 7 ERRE

£ HTTP Flood Athena &1
FiZERDA

AIAE

<optional input>

None

DU

WMREERE yes - Amazon
Athena log parser “H
& HTTP Bt Ry 2%, |
AT AR BRItk JSON X 1% E
R/ X ABE{"TR" : 50,
"ER":150} . ZMBRAR
Xk BiEEEER/MBXHER
ERAXLHEE, ZBRA RN
FIRAVEREABRINE RS
BESH, &  MEEEN L
S8, NExR/#HXFEzT
€ 1E Athena EAF |, T4
B3 ETE IP FE AT %ER
DHEMBEFERD , BAUUE
Fi HTTP Flood ##i#ER 74
Athena BEHZHIEFIX LT
R, +

MREERFRLERYT , BR
B& S

MRIEEET yes -
Amazon Athena log
parser “BUE HTTP #Kk{R
I S8, WA BLUER 24 4
BFERITESDN IP HNIEXR
W, AT LUEREEN 24
KIEFER. Bl , IREE
FURI , NIRFR2TES
AN IP F URI B9 KRB

MRERBERLERT  BFR
Bt S B

815 Ba #ik
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X

S

WAF 3525 E] 1

Athena EWE TR R ZHE (
o)

HE X #MN|-Bad Bot

BUERRALER AT

AIAE

240

yes

DU

MR &Eyes - Amazon
Athena log parser} “H
SERE AR BFRT R B
& HTTP Mokprdr” 80k
#yes - AWS Lambda log
parser 7= , B A RKE
FAEY 1P sk (BT ER ( LA 4
NEMN)

EEH BEEN , BRKLS
o

MRIEEET yes -
Amazon Athena log
parser “BUEF IR RN 27
BRI = BUE HTTP #okBh
28, WA L% A Athena
BRIEITHEEIEFE ( A28
REN ) . BIAMBERT |, Ath

ena BifJE 5 28 E1T—X.

MRBEBRERXERY | &
ZHE LS

EEFByes EERREEN
EAMR BB A

815 Ba #ik
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S8 EiIAE HiR

SR B P2 R B9 CloudWatch  <optional input> R &M & CloudWatch
HEEEBEANRN IAM A HEEEBEANRN IAM A

@8 ARN BRI I%E ARN, 40 : ARN:

arn:aws:iam: :accou
nt_id:role/myrolen
ame . BXUMAAIES
BWIREA |, HSHEE AP
Gateway 3 REST API i%
& CloudWatch H&Eig%,

MRFHSHEZE (RIN)
NERA RENECIE -
HE,

FIANERBHE 100 MRIEEFET yes “BE
HTTP BRI S8, B
ABN IP it B H D e A
SZHHRKRERHK,

MREEEFE yes - AWS WAF
rate-based rule “HJi&E

HTTP HokBr” %, WA

EZ&/MER 100,

WMRFR “BUE HTTP BF#tR
" SBEFEyes - AWS
Lambda log parsersiyes
- Amazon Athena log
parser , M E A AR EIE

o

EFALRY | BRBIELS
o

BEMAN-F=7 IP FET
x®

15 : Boh #ik 46


https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
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4 AINE DU
BUREE SRR yes ERyesHIERBE=HEE

IR EM IP itpyiER (X
K5k B¥E Spamhaus, #
M Tor BHT S ) o

IBAR B E AN

BUE SQL JE AR yes EEfTFyesEEHILEER
SQL EAKENAM. MRE
KREA AWS EEROHAN &£
® AWS & SQL HIEEM
NA , EEREHEHRE,

B AR —NEFE

AWS WAF 23T 8
KByes ( 8192 F¥iyes -
NO_MATCH ) Ky RiER
BOIRIN ( (ML) yes -
MATCH, % ) . BRIABERT

, REANyesKREBIRHERE
RNRFSEE AR ERAGN
5. BXEZEE , BZHEL
BB KK Web EREH,

EFRENOALLIIEE, EE .
CloudFormation #E1% & [fi%k
TE B9 A AL 8 3% W7 A 2 2R
A SQL EARFHUS | H
HHIBEEE AWS K,
MREBEZABENLTHN
CloudFormation , N34 E &
EENERSHES.

F£15 . Bz #K 47


https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
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X

4

SQL AR HBURER 7

AIAE

LOW

DU

ERIEFE AWS WAF Ak
K& SQL EAKRETHNEBRE
K5l

HIGHR MBI E S W E , B
AR EE SRR,

NFELEFHX SQLEA
WHEMNEHMRF XN RIRER
BERBENRR, LOWEER
FIFHIESE,

EXEZEE , B30 AWS
CloudFormation f P g+
B AWS WAF 7 SQL FAM
)& A #F SensitivityLevel &
MRIBURR 5

MRE%EFER SQL EAR
I, BRBLESH., EE
CloudFormation 4k &%
ERBURERBRINEBRIA
SQL EARFMNF | HiF
HEBBRIEH AWS K,
MREEZABELTHM
CloudFormation , M 3E4% 55T
EENER S HES.

815 Ba #ik
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https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-sqlimatchstatement.html#cfn-wafv2-webacl-sqlimatchstatement-sensitivitylevel
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-sqlimatchstatement.html#cfn-wafv2-webacl-sqlimatchstatement-sensitivitylevel
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/

AWS WAF i Z £ 8311b SEHEIE R
S8 IAE ER
BT IS Uh [ AR 3P yes EEFBETyesHEILER

SAVFMIELE IPRERE

XSS W miRITA M. 0
RERFER AWS EEZ O
N  wERFRERE. Bt
AT LLUE R B FHE AWS WAF
A3 8 KByes (8192 F
Tiyes - NO_MATCH ) #9i
KIERHIED ( ( HELE ) yes
- MATCH, )., BIABERT
, yesfEAContinuei&n ,
ZETREANREIERE
RNRESEE AN IFRAHRN
5. BXEZEE , BZHEE
SKE R RAL I,

ERENOHLLIIEE, EE .
CloudFormation 4% &%
TE {9 8 AL BB IR TUA N 2 2R
N ESUE S ARF & |
HIFEFIEH AWS K,
MREBEZABENLTHN
CloudFormation , M 3E4% 5T
EENERSHES,

815 Ba #ik
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html

AWS WAF HZ£ 8311t

X

S

AR IP ERNREH (2
)

BIEL 1P EMREH (o
)

ATHEAVFIELE IP £32
HA B 452 OB RN BY BB F- R 4

AIAE

<optional input>

DU

MREER AT IP EEE IP
RE , FWA— I BF (155
BXR)EANREH (928 ),
KERBEM IP st &

H  BRAERSFHMNIP £
HhfBR, ZBRAFRZFED
15 7B REH, MREE
AN TFoRzEIMEF15 , N
BRAREFHM A5,

FMEAREBN-1 ( BRIA ) KA
IP RE,

MREHOE “BIEL 1P &£

W IPRE , A —INEF

(15HEKR ) EAREH (2
) . REMREBHH IP bk

ANH , BRARSTHEMNIP
EPMIBR, ZBRARZHFE
D15 PHNREH, MRS

WANTOMZ BN FLS ,

NRRF RSFEM R 15,

HEREN-1 (BRIA ) BAKHA
IP =&,

MRIEHET IPREBBSH
(ZRETENWNSEH ) | FH
FEE IP bt BRI B &
FERFBEA , FRABTRE
TRt

MRERBEE IP REHAE
BEXMBEFHEEA , BRHE
Bz (MN) .

815 Ba #ik
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S8 IAE ER
SRIKE
HEAWREBH (X) 365 R EHE CloudWatch B

EERREE | FRA—
BF (1REX ) EHREH
(K)o BANBENF—K

(1) M+ (3650) ZEIHVRES
B, RIAVBRT , BEEE—
FETH,

MERE-1AATRARE R

==

/CAo

6. ii*%jt_io

7. EEEMMETURE £, BRSO ER PR REERE (REX ) , FREHMIET. &FET—
&,

8. E 'ERFACE MEL , EFHWIANRE., EHHEIAERG 6 IAM BRI R B R E M E b ThsE
By EIEHE.

9. LR RE T UAEE HEAR

£ AWS CloudFormation 2| & #) “REA” SR EFHEKIVRE. IRNIZLEKRN 15 7 EKE
CREATE_COMPLETE KJIRZS.

® Note

BRTLog ParserIP Lists Parser. #l Access Handler AWS Lambda E%44 , It
AR5 REBFEM helper Lamb custom-resource da EHE , BAVRIEVHRE E BB =
BT B R REZE AT o

fEA LR A AT |, BF7E AWS Lambda #H &P EEIFIETIRE , ERE=ANAETENHR
FRYEERL TENRS. FTERBREMHNHEYE ; SIREEXKARMAEN,

EEFEEXHERARNFAGE , P EFBH LT+, X EEBadBotHoneypotEndpoint{& , Bl API
Gateway Eiim R, FicFUE , RABFE Web NAREFH “Bt A Honeypot” 8 FE AT,

815 Ba #ik 51
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5 2% Web ACL 548/ Web N AE FKxEx

FRETE CloudFront £ 1 A RN T REFEN 2B S ALB LUBE AWS WAF H3# 17 B &1
%o, Launch the stacke

1. B AWS WAF 2% &

2. R EFEAME ACL,

3. FEXRERMY AWS BFREDI~ £ |, EFEF I AWS RIR,

4. ERREBT , %4 CloudFront £ Eisk ALB,

5. MIIRFEFE—NRIR , RAEER I URIFENER,

2 3% BE Web AR BEIER

Bt & CloudFront &R ALB LURF Web 518 B E & XFIFERH Amazon S3 24 |, LUE H E BT
Lambda B& %X AT LAfE A X LE 304

Ff#K B CloudFront " BLHY Web 5[0 B &

1. %3 Amazon CloudFront ##l &,

IERE Web RRARFHIRITHR , AEER ‘9 RIRE",

. £ General i1+ L , &# Edit.

. XF AWS WAF Web ACL , FiE#EZ6I2HY Web ACL RIS R ( HEKREBMSH ) o
. X} F Logging , i%&# On,

XN T HEFEER , BEBREATEM Web 158 BEH S3 FEiE. XAIAREEHRPERHEN
EABEMHFH S3 T?ﬁ%‘ﬁjw"ﬁﬁﬁ CloudFront S3 Zfi#, THFI&RFIE 7 58 AWS K x<Bk
WiE#ER, BEXEZEL , 28 (Amazon CloudFront FF 2 &1E8R) FEEZA CloudFront & 1THR
Ao

7. BAENRREN A THERRARVER. RUREEHKRN S EMFPRBER

AppAccessLogBucketPrefixParam ( BRIAAWSLogs/ ) o

8. 1%&#E Yes, edit MR EFTHE K.

o o A~ W N

BXEZER |, 52 (Amazon CloudFront FF X &) PWEEMNEAMERE (FRIHEE)

% 225 ff Web ACL 5&# Web R ARERFxE 52


https://console.aws.amazon.com/wafv2/
https://console.aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
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1713k B Application Load Balancer B Web 717 H &

EFLSE#sE 4T EZ (Amazon EC2) ##18,
ESMERSD , ERARHER.

EFREH Web R ARRFH ALB.
BRI+ L | ERRERE M

%42 Enable access logs.

NF SIMUE , BRAEATFMH Web 1R BHER S3 BN ER. XUURFNIIAEN S3 77

8, BT X, HHE Application Load Balancer EA B EHIX IR,

7. BAENRREN A THERRARVETR. RUREEHKRN S EMFPRBER
AppAccessLogBucketPrefixParam ( BRIAAWSLogs/ ) o

8. IEERF,

2 e

BXEZER , 551 Ela stic Load Balancing AFfERH MM AREF AE Y ESN1HE BE,

173K B Application Load Balancer B9 Web 57 B & 53


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
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{55 A 5 22 % 2R 5 22 AppRegistry

ZER A RBIEIRS B 5 AppRegistry &R , A T7E Service Catalog #1 AWS Systems Manager 57 F
EFEEE P CloudFormation #H#R AppRegistry MIEE & FEM A NARF.

AWS Systems Manager Application Manager N &M ZBALREERFNNARFRIE , HUE

)|
N1

- Ny BERZRERIR, BHERN AWS IKF BB ERARAE , Uk ELERT RHEXH AR,

- ENARFNETXHERRBRSRARVEELRE, Hlm, BB RS, CloudWatch Bk, RIR
BL B MRAERE,

TE#ERT Application Manager H R 5 R HE I B AREFIE =B,

Wi N AR E R P AR IR T R

AWS-Systems-Manager-Application-Manager Start runbook
[ Components (2)
Name | Alarms Application information | View in AppRegistry [2
=] 8 AWSs-Systems-Manager- Application-Manager
Application type Name 7 Application monitaring
[ Aws-Systems-Manager-A AWS-AppRegistry AWS-Systems-Manager-Application-Manager © Not enabled
Description

Service Catalog application to track and
manage all your resources for the solution

Overview Resources Instances Compliance Monitoring Opsltems Logs Runbooks Cost

Insights and Alarms info Cost

Monitor your application health with Amazon CloudWatch. View resource costs per application using AWS Cost Explorer

Cost (USD)

B5E CloudWatch B RREF L #

1. B Systems Manager #4154,
2. ESMBEKS |, %42 Application Manager,
. E‘NARE P, BRIEBAARNNARFEHAGHED,

B5E CloudWatch N2 F WLf# 54


https://console.aws.amazon.com/systems-manager

AWS WAF &£ 8311t KHEiEE

RIARFAMRN ‘MARFERR SR EE App Re gistry , A FEEMREREHR, X, K/ ID
R B HNAS

4. AN | EREFENNRAEF#ERK.
5. 7 "M RN NARFLE B, kF BYERENAEFLE,

Application Insights % ZR AR & 7R A4 N E#Y (B B B 3h B B £ T

Overview Resources Provisioning Compliance Monitoring Opsitems Logs Runbooks Cost

Application Insights (0) infe (® View Ignored Problems | Add an application

Problems detected by severity

-

Q, Find problems ‘ | Last 7 days ¥ ‘ | c | &

Problem su... ¥ Status v Severity ¥ Source v | Start time v Insights ¢

Advanced monitoring is not enabled

When you onboard your first application, a service-linked role (SLR) is created in your account. The SLR is predefined by CloudWatch Application
Insights and includes the permissions the service requires to monitor AWS services on your behalf.

l Auto-configure Application Insights

BENABRFANCHE , REETRUATIRSE !

Application Insights {X &R E 7~ 5L 3h s 12

Overview Resources Provisioning Compliance Monitoring Opsitems Logs Runbooks Cost

Application Insights (0) it ( View Ignored Problems | Add an application

Problems detected by sewverity

Q. Find problems ‘ ‘ Last 7 days ¥ ‘ C ‘ 1 )]

Problem su... ¥ Status v Severity ¥ | Source v | starttime v | Insights ¥

&) Application monitoring has been successfully enabled. It will take some time to display any results. Please use the refresh button to
view results.

UE CloudWatch B2 F LR 55
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BING L EE R TS SRRBRAY B AR E

BEEW@ERARRENEADERERE , BLAEINKED BRESEERIBRT ROKAR, BEH
A D EARE |, FRUATSRIEE

1. B Systems Manager #4154,
2. TS MBS |, %42 Application Manager,
3. ENARERY , EBENBRFRANAREFBMAFHIESR,

BARFENN ‘RMARFEXRR FIHF3E App Re gistry , HFTEMRAAFREM. Xif, KF D
SR B MHNAS

4. ERBETI-RRRAF | EERNAFRL,

REBEEL2 T NABRFRARNIAFRERR

View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5. EAMAFPHREREL , WA confirm , REEFEFNAFIRE,

BEEREAREERR 24 MIF TR , ERIREEHIE,

BWINS IR KRB R AR E 56


https://console.aws.amazon.com/systems-manager

AR SRR R T7 RRBRHY BAN 7 BL AR &5

BUE Cost Explorer KAEERSE , BUITESHBRARTKAOK A EIRS T e EFMBERS
RWEAR, KD ERSRBEEALNERK,PEE. EREXAADENRE , BRATIRIEE

1. &ZF AWS Billing and Cost Management AR A EIERFH A .

2. ESMBERS , ERRAD BT,

3. ERA L EFRZNE L |, ik AppManagerCFNStackZ4ARE | REMNE RN E RFIRBIRZ,
4. EFEHE,

AWS Cost Explorer B A& 2 RS

B 5455 BER AWS Cost Explorer £5% , A EN A FEBESREH AP EEENARERFM
N AREREGHEIHEABRE . Cost Explorer B 12 it — B A 1E] NIRHY AWS BIRHAFEABE LK
R, BEEEEBRAR, ERNIAERTERBE Cost Explorer RAEBERS , BIRUTSHRIRE -

1. % AWS AAEEBEEFA

2. ESMBEES , i£F Cos t Explorer AE F R 7 RIE — EXAJE B A FIE 18R

BUBR SRR SRR IRE R A BARE 57


https://console.aws.amazon.com/billing/home
https://console.aws.amazon.com/cost-management/home
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SEERTUL AR IR T =R

MRBZEBBTZARRAR , BERRBUTTREFHMBRA R CloudFormation Hetk LUREN SR AR AHY
RRFRIER, EEFHHRZH , BHFAREEFHFITEE,

8.
9.

o o A~ wbh =

&% A WS CloudFormation 2 #14&.

M S 3 8 Pk R 3K,

EREI B aws-waf-security-automations CloudFormation 3%,
RFRE

R B AER,

EEEERT :

a. 1%£# Amazon S3 URL.,

b. £l A aws-waf-security-automations.template WS #4445 CloudFormation,
c. fHHEENEE Amazon S3 URL &,

d. #1iA Amazon S3 Mt X AEH S REVER M ik R % E#,

e. EET—F,

f. BIXERT—%,

CEZET  REERNSEH , ARBEFEHTIER, HSH Step 1. Launch the stack LIREB XS

BHEHER.
ii?% NeXt(-F_ﬁE)o
£ EEMEIET RE L, §i&E T -5,

107E Review WH £ , F&ZHBEINRE.

113%& R IAEAR ATAE B IAM RIRM SIE4E,
PREREFEFRAEHRIEF R,

13IE R FE R AT B HERR

&R LATE AWS CloudFormation 2 & 8 “RE” SIF EFHRIIRE. BNEKRY 15 7HEEE
UPDATE_COMPLETE IR

EFEEEM

LT BTRME T EfMIL RS RN BRHIFEEEI

EHEEBI 58


https://console.aws.amazon.com/cloudformation/

AWS WAF &2 831t KHetEE
th\ Q:

BIEHIKRE | MAERBHA MR T REEH Endpoin t S8, FEHHEKX T EE K Endpoin t S8,

WAFV2 #A4

M 3.0 lRAFF S |, lWERRAEXIEF AWS WAFV2, BITRFTE AWS WAF C lassic API A A &R
AW WAFV2 S APl A, X8RI Node.js B4k H A & Z M up-to-date Python E1THT, E4ksk
FEREESHMAENSHMARAR , BT 3.0 RE SRALBE RN FHHX.

HEAR FEHTATHY B E L

Z out-of-box &R 5 R AN —AF B ERRINBLER AWS WAF HL N EBFB R R AWS K A,
CloudFormation M1 FRB W R R AT RBEMVHNHITEEN ., HREFTLBEXEEFR, IREFE
ERENHN , RNBWEERRAR2HNQNERLIMAFN,

® Note

MBEENRFERG R 3.0 R 3.1 RAARE 3.2 RESKRA , FESFHF IP thutid A
BAFRIELR IP E£d | NNFEIGEKIXL P it XS, FEFLEXERRE  FEAR
BRBEEZHEFIAFRIELN IP EFH IP #hit, RE , EXHARE , RIEZEFIP #
HEFRANE 1P £, #Sfget-ip-setfl C update-ip-setLl i H. MREELXEEA 3.2 REBIK
X, ERBULSE,

RIRRBER 59


https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/reference/wafv2/get-ip-set.html
https://docs.aws.amazon.com/cli/latest/reference/wafv2/update-ip-set.html
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EDE UL R R T =

EHEMmRAE , EMBR CloudFormation 4k :

1. &% A WS CloudFormation #2&l &,
2. EBRIRRF RO MR, T H MR RS RHER T4 B 3R,
3. EEMIBR,

(® Note
HEZ R G R BRZERS RERABTAE AWS IR , 8 Amazon S3 FiMFR. MR

BT AWA WAF API BLE1S B0V BIRR &0 B S B E L 1P EFLEMBR |, 5 FahMiBRIXLE IP
& | RIGHIBRMEK

60


https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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fERfRIRTT =

AT RUERB AR G MM LR Z MRS RV EM A,

B VFHIBLRY IP & (AR )

BB LA IR T RM CloudFormation #ik/E , BRAIMBBEEEF ISR A W FIELM 1P ELURN M
BR IP #tbilt,

1. BF AWS WAF #2518,

2. EEMSMERF | %EE IP &£,

3. A ARWFIR &R IPRE” , RERIKEAERERMN IP i,

4, RELFIRERIZEN IP, RAERMEFE LR IP ik,

EVREY Web M AR H A Honeypot 8%z ( A1k )

MREEDSTE A PEEFET yes “BUEBRENSBIART S8, Btk , CloudFormation RN EK3
BEAFZECEBHIRS, LEMEERMNFNEBRENBINEEEENEANALER, BRAF
TSR TR R

B2 , AEIEEMILEA ( FliFEZ 2B HFMEE Fof 4t ut (T E R ) aTeEa=it A RE
Bfigm, EXMERT , Access HandlerLambda BHEAREF RUIERENRE , AREHFEN
AWS WAF #LI LARR IE3R BiZ IP it B9 fE 428K,

FEAUTEREZ—HRXKE CloudFront 2 &5 ALB BiER# A honeypot #51%,
A Honeypot i K% CloudFront &

4 F A CloudFront X{THREBER Web R ARERF , BEFERALLERE. A CloudFront , A AR —
MNrobots. txt XK EBIR B ZEE VL ES ABEBRIR AN N BIMEE ML A TRIAT SRR A B2
B RBHELENrobots. txt X ABRE L iZEEE,

1. &% A WS CloudFormation &4 .

2. BB ESR 1 PHENER, Bk

3. EFEHHIETR,

ERAVFHIELE IP &£ ( Wik ) 61


https://console.aws.amazon.com/wafv2/
https://console.aws.amazon.com/cloudformation/
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4. M\BadBotHoneypotEndpointZ AP & Hl4L T ] URL,. EZE M IRFZENRMNEH
o WRENE (HII , xxxxxxxxxx.execute-api.region.amazonaws.com)
« &R URI (/ProdStage)

5. &3 Amazon CloudFront 2% &

6. R EFEANKITR

7. RBRDEIRE,

8. £ Origins () T+ L , #%#& Create Origin (8]12)R).

9. £ “RER" FBYP , MUBELR 2 7 EHMNIKS URL WENAZD . FF Web ACL 548HY Web
B T2 7 R BR o

107E Origin Path A |, $iMEIRIESIR 2 Rt EHIRYESRMuE, & Web ACL 58 Web N ARERF X
B

MEBEZHMFERORIAE,
1212 BIE,
137E Behaviors (1T) W+ £ , #%#® Create Behavior (B1Z174).

14BN EFTHARHERFNRER]. SUUERBEES |, fliE Web NAEFHEMAR
FR LAY BE R 7™ mB & o

15RO ERNARPRAL G QUEEE, EENARAFRBRLILEE, Sl EFUTRERA

<a href="/behavior_path" rel="nofollow" style="display: none" aria-
hidden="true">honeypot link</a>

(@ Note

BERERIEWPEISEELHNNIEREREIEHR, rel="nofollow" MREMNINERE
MERE  BIAEFEH, BXNSBATIRCEENESZEER , 5K Google FF X &M,

1648 ML AR B R B robots. txt X EABBHEEEIE honeypot #3% , IR AR

User-agent: <*>
Disallow: /<behavior_path>

$¥ Honeypot iis SER A B S\ ER 8% 52

XNTF A ALB SFER Web NARRF , EEALEE.

fF Honeypot i S8R A 9 S\ EP4E 62


https://console.aws.amazon.com/cloudfront/
https://developers.google.com/search/reference/robots_meta_tag
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1. &% A WS CloudFormation 44 .

2. EREESR 1 PR, Launch the stacko

3. EFEHEHEDF,

4. M\BadBotHoneypotEndpointZ#4A & & 4 i T = URL.
5.

Fitim REERAZEHNTARS, FRBESR 2 FEFMNTE URL, & Web ACL 58
Web AEFXEK. EENARAF BRI, flm  EFUTABRG

<a href="<BadBotHoneypotEndpoint value>" rel="nofollow" style="display: none" aria-
hidden="true"><honeypot link></a>

(® Note

WidErel=nofollowA FIERYF/ATERHREZRE URL, B2 , B THEZEEENAIBETRA
B, BT Ea SR iz N robots . txt X . BAETERILHFLFRZSE LN
WIREREER, rel="nofollow"NRENFEFEMEIE , BIFAEFH,

£ Lambda B EEATEE JSON T4
A Lambda B E 788 JSON ST4#H 1T HTTP kB

MREIEFRBOE HTTP B EIRSE , MR ARLX0E — 1B Yes - AWS Lambda log
parser AWELE X <stack_name>-waf log conf jsonHHNH L&A F AT F# AWS WAF H
FXHH Amazon S3 TR, EEREFHWEN , iHZH CloudFormation #i i 1 B WafLogBucket®
2, TEHERT /1Rl

RES RS THE “ AWSWAFSecurity B 31t R EH5IE 7 04 4 H

CloudFormation X CloudFarmation Stacks > AWSWAFSecurityAutomations: Stack details
Stacks AWSWAFSecurityAutomations Actions ¥
Stack details
Change sets Stack info Events Resoure s Outputs Parameters Template
Drifts
StackSets
Outputs (4)
Exports
Q
Design
Key ry Value v Description v Export name
Previou: !
ApphceessLogBucket app-logs-bucket-name
Feedback
BadBotHoneypatEndpoint https:/ f{restapi_id}.execute-api{region}.amazonaws.com/ProdStage Bad Bot Honeypot Endpaint
WAFWebACL 1234a%a-a1b1-12a1-abed-a123b123456 AWS WAF WebACL ID
‘WafLogBucket waf-logs-bucket-name

£/ Lambda B & 428 JSON XX+ 63
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MERIRAE Amazon S3 ERBEMEEZ <stack_name>-waf_log_conf.jsonX# , Lamb Log
Parser da BREREALIBHHY AWS WAF BEXHNSZERFE, UTR2R— N ROIREBEE X4 -

MM EX R FER
{

"general": {

"requestThreshold": 2000,

"blockPeriod": 240,

"ignoredSufixes": [".css", ".js", ".jpg", "png", ".gif"]
|
"uriList": {

"/search": {

"requestThreshold": 500,
"blockPeriod": 600

s BRRAE (HXE)-BNIPUBESIHESIHNRERERE. MBRASREALEREIEN
CloudFormation ##% At E L H{E,

o HEHR (XE ) -HPUER IP it EtE (AR REN ), MRS REASERESEN
CloudFormation ##% At E L H{E,

< ZBERVER-TFERFRNERTIUTAFRRE. BRIANBERT |, IKRIZE,
« URIFIR-EREREXBEEREENFBRBAR , LTHEAER URLs, BIABRT , 1IIFR

5 72
T o

% WAF AEZIERT WafLogBucket , Lambda B & #4725 B A SN BB X VB B X H 31T

W, ZBMRAEBRNERBEAR —NMEM#ETE <stack_name>-waf_log_out.json & #y%H X #
B, IRAEXGHITERIAREEN IP ik , MZBRAFRIFFEIRMEIR HTTP Floo d &
BEH WAF IP &, R IET RSN AER. REEHXHEE IP i , FREREXHRER

NEEXHREERNHERE BT ERREH,

f£/ Lambda BE#EHTER JSON XAH#E1T HTTP Hk i 64
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£/ Lambda BEATEE JSON 43 T FFE N R

MRBIERE BUERHER[NENRF” BIRSH , WHERARXE—1EYes - AWS Lambda
log parser HWVELE X <stack_name>-app_log_conf.jsonFHfFFH £ BB T 126
CloudFront =% Application Load Balancer H&EX 48 B & X Amazon S3 Z# .

WMRIBAE Amazon S3 EHITREMBEE , Lamb Log Parser da ¥ <stack_name>-
app_log_conf.jsonfEAEHH AWS WAF BEX N 2ZERFHE. A TR —MNREIREEEX
%

BEXHFFER

general’: {
errorThreshold"”:
blockPeriod": '
errorCodes”: ["400", "401", "403", "404", "405"]

},
uriList”: {

/login": {
errorThreshold”: &,
blockPeriod":

}

/api/feedback": {
errorThreshold":
blockPeriod":

SHARUTARE

BIREE (XE)-ENIP B #HTEINRAERERR. MBRAREALERESER
CloudFormation %8 E X H{E
o HEHR (E ) -HYUER P HutiAtE (Ao BHREN ), UBRAREAEEREREH
CloudFormation 4% 8E X H{E
BIRRBE-BRERESBEANER. BRIANBRT , ZHRFUT HTTP RSRBA R EIR : 400
(Bad Request)401 (Unauthorized)., 403 (Forbidden), 4@4 (Not Found). #1405
(Method Not Allowed).

« URIFIR-ERERELBENLEREAENFRAR , LTHEEMAFER URLs, BIABRT , 1II%

‘\ 2]
I o

LN ARFILE A E :EtUl_E-JL AppAccessLogBucket , Log ParserlLambda ¥4 F A ENERE
XEFHEENE#TAE, ZHRRFBNEREARD—NMFEBEFEN <stack_name> -

£/ Lambda HE#EHTER JSON X4 T H BN R 65
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app_log_out.json’ BWHIH X HH, MRHHXGITERINAKEEN IP HatFR , MiZBRARSF
HRME| S canner & Prob e B WAF IP &£/, HE LTGRO NAREF. WMRHEHXHFEE IP
iyt , FREREXHRESZNREENHEEERNIERS BT RRRH,

£ HTTP kP ERAESR/# XA URI Athena B EEAT 2R

BRI LATE Athena EH IPs IZRE SR/ X M URI #H1T04A , LN FIELE URI X ARATFUNA HTTP
kK. R, BERBHELR R HTTP Flood HFH1ER 2 4A Athena Query S¥i%kF — ML
( CountryURI, . Country and URI),

AT LA “RE R/ XD ERRE SERERMS XA AFERBRE, Flm {"TR":
50,"ER":150}, ZBERARNKAXLEREERMEXNBEREAILRE, ZHFRTENKEEAt
B 2R/3 X A F SR E A RN (B

(@ Note

MREZRER/MXE LFEE , WFRFR2B3FZER/MX T EE Athena Eif] group-by
TAaAF, BXRXEZELR , BSRISE 1 RS X, Launch the stacke

MIABIRT , ZBRARKUTE LS HANERBRE, TAER Athena Query Z1TRTEI TR ( 704 )
SHHITERIE

(® Note
Athena BB FiEREERUNBRIERITES S HNRE, B0 :
BEREE (RER/MH XIS HIIARESHEE ) : 100
Athena Query Z1TRIEIZHE : 5
BAMIERBE : 20=100/5

EEFL T Athena Eif]

MRE%EET Yes - Amazon Athena log parser “BUE HTTP HokBh#F” = “BUEHAEESMEN
BRI BEIRSE , NL#RRT RS CloudFront A=, ALB ScannersProbesLogParser () 3 AWS
WAF H& HTTPFloodLogParser () 81 Hz1T Athena &ifl , A% H H AH R b FH AWS WAF,

NTREERHARBEEAE , ZRRADRRBEXMBFONEEN ASHTO X, ZERTRDSERE
RAoX%E (F. A. BAW/E ) B Athena Eif, BRIAMBER T , ERBRADHEIT—X, ERUELE

£ HTTP K REAESR/#XF URI Athena A ABFITES 66
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X Athena Query Z1TE AT ( 744 ) BRSBWEREE/MNVSTITH. RABERLT , BRXER
BITHSARKRENEENNEHRE, SUESER WAF HZEFHERSBNEXREEERNAH
MBEE, ZBRAREFEARELINN TEAS , IEREWIHRIRMEA,

® Note

U Athena 2B EBE NGB AWS Glue BHE B . WEBRFTRTE AWS Glue H 8215 R B
SBIEBE % , HBLE Athena EHISRLCEHIE, MR Athena BEEARLEH |, NE WL EET.
BXEZER , HSAARIEHH AWSAWS Glue #3E B F step-by-step.

ERAUNTESREEXLEEN :

EE WAF BEEH

1. BRI S Athena 215,

2. R B ERRESR.

3. NULERS REFRBIEE,

4. WAFLogAthenaQueryWorkGroupM T 15| & %%,

@ Note
N L &B%EF Yes - Amazon Athena log parser “BUE HTTP #KBhF” RS EET |
WIEAF2FE,

5. IR g0 LAY THREA,

Athena EH)RERNFFERRE MEAER

EE WAF BEEH 67
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X

Amazon Athena » Query editor

Editor Recent queries Saved queries Settings

Data G ¢ Query 1
1|

Data source

| AwsDataCatalog v ‘

Database

| wafv32dev_l1opmj v ‘

Tables and views ()]

| Q Fitter tables and views ‘

v Tables (2) 1
[ app_access_logs Partitioned  } sQL  Ln1,cCol1
[3] waf access_logs Partitioned  *

Views (0) 1

1. & “ALIEF TR,

2. \FIFRAPIERHITHFSELECTE A,

EENAEFBRBSEN

1. BFL 5 Athena #2#I 5.
2. &R “THEE ®I+,

3. MBI FRHEE WAFAppAccessLogAthenaQueryWorkGroupo

® Note

Waorkgroup

‘WAFLogAthenaQu... &
Q

AWSDevOpsDashboardw
G-88¢108bd-81dd-4465-
98dd-e89df6d087fc

WAFAddPartitionAthena
QueryWorkGroup-
48320bf8-3b1f-46fd-
82ae-c3a6d3664aea

WAFAppAccessLogAthen
aQueryWorkGroup

‘WAFLogAthenaQuery W
‘WorkGroup

A

E B8 @

“Athena engine version 3 anly

NYBERT “BEREMNFENYes - Amazon Athena log parserZiRiF” BiRSHK

B, WITHEEAT2FE,

4. 5 TR,
5. it "RIENER BRI,

6. MIIRFIEFEFITFSELECTEN,

B E I Athena 0 X &Eif

1. BF LD Athena 2% 5.

EENARFIIRASENR
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M

2. &R CTHEA” EIF,
3. MBI R Fi%$F WAFAddPartitionAthenaQueryWorkGroup.

(® Note

N Y IZ%ER Yes - Amazon Athena log parser “BUE HTTP HokBhtr” FM/= “BrEH
HUHENSBRE” RS |, kTHEASSFE,

4. E&F IR TR,
5. i&# “ALIEFR BT,

6. MBIRPIEFRHFITIFALTER TABLEEH, XEERE/NHZEIT—IX , LM Athena RFHIMN—NEH

SOESUN: s

EARFMIELRN AWSWAF IP £ LEE IP R

IR AR REIEH AL VFFIELH AWS WAF IP EERE IP RE. UTEWEHATEN TR
BHRERTRESR.

THEAERK

HiRT AWS WAF R FM3E4SI R AR Ht AWS FiRHV R E

S o Ny

AWS WAF

Events Rule

Allowed List _g o . o ?
Denied List ﬁ_
AWS Lambda
Amazon (set IP retention) Amazon

T EventBridge DynamoDB

AWS Lambda
(remove expired IPs)

1. HAPEH ( ANINHMIBR 1P #buk ) RFRIELR WAF IP 5t | tHIRMEF AR AWS WAF
UpdateIPSet API BRAHBIEEH,

2. A mazon EventBridge E4MNREBETE XN EHREXLNEHN , HEA Lambda BHKIREE R
FREET IP £HHAE IP it HNREH,

EAVFMIELEK AWS WAF IP £ LR E IP RE

69
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3. Lambda BHEALEEH | REE IP REBMXHNEIE (S0 IP £E%5, ID, SEE. IP#ut) , A&
B HEEAE DynamoDB &k, BN T4 DynamoDB BB A — NExpirationTime/&
M, ZFRAFRESESHABEFRRINAFELNRERITES AL, ZKREF/E DynamoDB
Stream s M T ime to Live (TTL)o TTL B, ExpirationTime

4, ¥ BEBEH S et E AT |, FFEA TTL , DynamoDB £ 7£10 B 2 HA et 8 S MR bl Bk, MlERi%
B & , EMBREIE % NE DynamoDB i , DynamoDB i< Lambda B 1T T k4t
H,

5. Lambda BIE DynamoDB i HREE X EMBRITE WEER , AR TEA AWS WAF API , I H &
SEMTHE IP thut M B Fr AWS WAF IP & A il Bk,

7B IPRE

BFERUTESRITE IPRE :

1. B FHEFA Cloudformation HEHLH |, WA “LVFHY IP £ Y IP REH ( 2% ) M “ELHY
P& IPREH (28 ). RERZHN 1558, ZMRFRENTFoMZRANEERFLISW
N15, BEXHBERBNESFEE , HSHSP R 1. Launch the stacke

2. INRIEAEIEM AWS WAF IP SEFRHiBRS HRRY IP sthuk o U 2 B F B4R AN |, 155 A B F B4kttt

N R ISR RIZUCEE FRR B A, W AAE R AR R 5 R AR ISR E S B RY B F BB 4 R Y BE R AT
H, BXPEMEBNESEL , 5SEFPE 1, Launch the stacke

3. B INERMIER 1P shutSREFH AWS WAF IP £, XFE3) IP REFREH6/Z — DynamoDB M
B , 32§ IP IH%IR, HEHIRBEFREEET AWS WAF IP £/ IP it A K.

4. % DynamoDB T B A ZI S Mt B H MR ARG |, Z#ERT MM WAF IP EFHIERZINE IP
SEFIRFITER IP ik,

(@ Note

1R #E DynamoDB il BR3ZHR TTL S HH T B AIRtiE , M AWS WAF IP £/l BRIS BARY IP stk
K SEBRIEETTRES B TR E, DynamoDB TTL BIMIBR £ EHURF R K/ NAESIHK A, BT
DynamoDB MR ERTBESIER | Btk AWS WAF BIBRIBETTRELIER, BE |, ZBRHE
£ 7EMIER DynamoDB TTL JERAM AWS WAF IP £ IR HARY IP shit, BEXREZESR
BZ AL 5# DynamoDB FF & E1EM Y DynamoDB 4B [E (TTL).
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o 22 U R T AR

AWS BUZBHBNMNABAKTAEEEENEEYNERE, AXENFERAEENEFRNENEES ,
#EZ i CloudWatch #ZHIEAR-SIZMEH B E VIERM B ER Amazon CloudWatch 2 IR

UTNERRBFFEEL R T BEXEEEZERGH R,

CloudFront (U RIRREEBHE

Cloudfront

EHIERE RA TR

s RFNBERSEREILEVER-EREVRBINWAFHREEE (REFEHFHIEENFHGE ) E2WEE LN
| (EAHRB HEY 1K MERRLEE SRR ) » CloudWatch 6 Slack $TUB XX BR. BAILAE
FILIEMRKRRIRE A DDo S Wir ( HMPALIEAERIG AT ) SRIMEMFIRA ( A FERFER
Zat ) o

® Note
AR ZBERAREMT BT

+ BytesDownloaded vs U ploaded-# iR 5 DDo S A At &t X B & T34 3R 18 K& IR 177 18] £ BR Y AR
S (Hlm, BERSIZHHEN —IMENBERSHELRE MBs EE. ) o

R E R 71
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« ELB @ MBS E-#BBIRKIUE DDo S TR ENEM REERINE , WEERBERESY
CloudFront AWS WAF & , BEERERZRIFHEIR,.

« ELB BRIt E-H BRI B iRERAER. WIEHRETRHEERBESIRIPE , IFERENZ
&E%E CloudFront EFANURESEFHHE,

- ELB Healthy Host-Z AT LU E AE S — N REZ TR R EER.

« ASG CPU FIFZ-#BENR3IKEEREBELSLT CloudFront, AWS WAF # Elastic Load Balancing.
& th AT LA A L 3B AR SRR B T & A o

Rh3E XSS =R

LEERRTTRECE T AWS WAF AN |, ZAN AR EERAFRPLERRATE , BUABIMPELE XSS
Wi, MRENTEABATESEAFRENER HTML (S, FAREERRSGHEREXARFE
27 ) , MXMRUEXNRRSER. EXHERT , TUERUIBR-MHIAAN |, EEEZEXAS R
ARHFE URL EXBYRRIN XSS N , F K5 b4l HI SRR BRER PRSP i, URLs

o, RERGHEEXBERITRSBIRE , AN 828R HTML AAF A 8EfF7E XSS Wi
KRN, Bl , SVG XHAREEE <script>#iX, MREFLESEAFRHURNR , BERAR
R XSS MM , AN EBEXLEHEAHIERNXN HTML EFXR,

SERUATSBRELEH XSS MNABERIES HTML ER % A URLs B9FLN|, BRFMEE |, BFSH
Amazon WAF FF X &1E®.

1. BF AWS WAF #4518,

2. VB F AR EERFENREREH

3. BIE XSS AN , B ETRIZRREUREZEZHN URI M5 HEEZHNE.
4. JRIBUILERIRTT IRAY XSS MM H 50 & 61 28 F 5o

Plan , BHEBRFIR URLs FAVFRFE AR |, HHE BREP FEENTORR
- FR

c ERFFECEZHETHNED —PHRHR

- XSS tFE R

AL XSS iRk 72
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M

B HERR

MREFBERRIMERT RNHE) , BERR Support ST LR RO ZIFRH,

B R Support,

WMREH AWS FFRE TR, AWS Bl T AWS b 375 |, W A] SAE A St O 3RER A SRt iR
FROTRHER, UTH2RET WA,

IR B

1. ¥TFF Supp ort Center,
2. EFRCIEZEH,

HARERBEAT LAEEY ?

1. &F B

2. WFRS |, §&EF WAF 5 AWS WA F,

3. 7 “R3" F, &EEFE WAF 22 EH31L” T “AWS WAF Z2B3{L"

4. XTF TENR, REENAIRITE YR,

5. HBMA RS, KA M TEM R, AASERELRERZRTNEE, IRELTEELX

LHEFRAE , FEET—F  HES.
/E:\m1§1§\

1. “EB F , BABEEN R B E B XA
2. FEER P | ¥R R,

3. EF M,

4. Bt £ Support &b B ERAFEMNES B,

B IR S R 3 R RIS B[R]

1. MAPFENER.

5B R Support.
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2. BT —F  MEMBRFERRRA,

M BN RS ER R T AT

1. BF "MA@ER RS R,
2. MRETACERAXERRSRERFB , BT BRREN , WARRER , REEE EX,

S ENAR RSB R B 4
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TRARIEE
AT REMERS ZVRAE,

R

HRIEAMGitHub FHE |, TRUEBRAZRNERNMPAR , HEHEMARZENEELRE.
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52

AN EREAEXRREZERS RO EIROTIEIRIES. HXRFRNEHURNZERS RIMEET
BV EE SR,

ERHFEWE

ZHBRFRIFER AWS KX ZERIFIIET, RINEAXLEHIERE T T HBE P AR LR S
RURMBEXBESH =R, FBRE , ZBRARLSRELTEER , #E CloudFormation AR HI A EE
BRI E ZIES AWS -

. FERBGE ID-AWS R R=IRDEF
« ME— ID (UUID)- 1R RF RN BN BRI E KK —RIRRF
o BAE-HIEW SN R
- BRERBE-EVRBHHRAFBHEH RESHK
- £WEAH-EFERALBRARONE (BT HRMER )
- BEMITREIE
- PHEBARNES IP EFH IP it BARIZEANRBN HTTP Flood IP K E
- BAEEFIPELEAYIERE
- IP B R AT SR IR
- EEYIXRIPEDRW IP i E
- BAEFIPE LEAYIERE
o GEAERESEIE -
- BadBotIP £ #Y IP tthiit B &
- BAEEFIELEAYIERE
o IP REBHIE-M AW IEL 1P PR E IP itk E

AWS HAEBES AR EEWENSIE., BIBWES AWS BIABENAR, ExZ RHIEINEE  BFED
3 AWS CloudFormation #E#x Z BITE XA T F K,

1. 3§ aws-waf-security-automations.template AWS T # CloudFormationZ|&H AR th i & ,
2. ERAXAHmEERITIF CloudFormation 4R,
3. MEL A& &2X CloudFormation & AiRBR 5328

EfBERE 76
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Solution:
Data:
SendAnonymizedUsageData: "Yes"

BE®A

Solution:
Data:
SendAnonymizedUsageData: "No"

4. &F AWS CloudFormation % &

5. LRI B HEK,

6. ERIEMR NEMNEERRE S |, EHE EEERH

7. EEEERGT |, BEBEEXX , RENR IR 25 Pk E R BT R ER.
8. tF “T—&" , ARERBRIR 1 PP ERIHITEIE. Launch the stacko

RSP
MXH AWS BE S

« AWS DDo S ¥t =30k

MXH AWS Z21EEXE

o W{A{fE A AWS WAF. A CloudFront mazon F/x [6] 851516 & 5 Bh LE 15 8%

B=FHIPEEHIXK

+ Spamhaus DROP List M
+ Proofpoint FIX &} IP Fll&R
s Tor BT RIIE

HEXRBIR =


https://console.aws.amazon.com/cloudformation/home
https://d1.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
https://aws.amazon.com/blogs/security/how-to-prevent-hotlinking-by-using-aws-waf-amazon-cloudfront-and-referer-checking/
https://www.spamhaus.org/drop/
https://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
https://check.torproject.org/exit-addresses
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R X 7= BA

AXpiEERHSE, EARTEEAXHRH ZBZE AWS FmMKEK , AER , BFLZTE
Ho BEFATENAXEPNER AR AWS ™ mE RSB EMERAR TR , S0 R
S EE RBE  THTEMEANARIERER, AXETRE AWS, HXEKLF, HNEWR
WA AWEMIER, R, SEAE. FAFIRIE. AWS XHEHEFABHTEM NS Z AWS HIH
4, AT R AWS EFFEEBH —80 , BRI X IE R,

AWS WAF £ B3 {L##R 5 RIBHE A pache T AIRAS 2.0 IRFFITIF A,
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