adws

AWS R 5

AWS IR =&

Copyright © Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS fRRT5 RHE AWS R =

AWS fERT5 FRFIE: AWS IR G 5

Copyright © Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon BEFRME WL AR R EHTEMIE Amazon WERBRS , B BLUEMAIRES I BEFIRE
HERIKKIKK Amazon WA REH, PIEIE Amazon HEMNEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS fRRT5 RHE AWS R =

Table of Contents

B ettt ettt ettt e e e 1
FE AR AWS R T BRI 2 oottt ettt 1
FHABEF AWS R T BRI 2 oottt ettt 1

AL e ettt ettt ettt e et n e, 2
e R A ettt ettt 2
ZZEE AWS CDK .ottt et et e e et e et e ettt 3
B AW B R T BRI oottt et 3
B R BE 1 BB oottt ettt 3

[ L3 [N 2 5 =PRI 4
BIRNFATERE B HHTIEIL AWS CDK ...t e e e e 4
B T Il B R B0 ...ttt ettt 5
LamMbDAa R B R R B oottt 8
ZI AWS CDK Fl AWS R A R B R o0 B o e, 9
LS API M</AWS Lambda IR INEHERR .o 10
O BB .. oot e e et e e e e e et r e e e e e e 17
R H .ottt et ettt e et e e e e e e e e e en e 17
T L P R T ..o ettt ettt ettt 17
B R BE 2 BB oottt 18
T TTEIBT Lambda Ao oo et 18
T T B R B0 R oottt et e, 20
B T B oottt ettt et e e 21
BT B T Ol oottt ettt ettt ettt 33
CDK BB B .ot e e e e e e e e e e e aae e 35
R H ettt et e ettt e et et e e et e e e e e e e e 35
T L P R T ..ottt ettt ettt ettt 36
TRIUBEFIZRIT ..o ettt ettt e et e e ee e e 37
AV S BB S U oottt et 37
AWS B B T R SS BR R BE RR T ..o e 38
AW S o R EE B8 WD B R T oottt e et e e e e e e eeeeeeeean 38

APl B e e e e e 39
B R e e e 39
BB B T oottt ettt ettt 39
AV S B P 0 B R D ettt e et e ettt et e et e e e e e 40

B e e e e ettt e e e e e e e e e e r e e e e 40




AWS fRRT5 RHE AWS R =

1= (=R RORRRERRTR 41
R A 5T 1= N 41
1o = <R 42
TG R 43
R e e e e e 44
(€114 [F] o SRt 44
AW S 0 B B ..ot e e e et et 44
BT et 45
= X | SR 45
R A 5T 1= N 46
1o = <R 47
TG R 47
R e e e e e 49
R ettt e et et e te e e e et eteeareeateereeaaeeanees 49
(€114 [F] o SN 51
VT 1 B ) 11 O 51
BT et 52
1= (=R RORRRERRTR 52
R A 5T 1= N 53
1 = <R 54
TR APl B P B .o, 54
TG R 55
R e e e e e 56
(€114 [F] o SN 56
AWS-FITEERIIR-FIIBIE ..ottt ettt ettt enanas 56
BT et 57
= X | SRR 58
R A 5T 1= RO 58
1 = <R 59
NG R 59
R e e e 60
(€114 [F] o SN 60
N SR ot = e L oy == RN 60
BT et 61
LT [ = = RO 62
R A 5T 1= N 62




AWS fRRT5 RHE AWS R =

BB T B oo ettt ettt 63
TRDI] APl B B B .o 54
R T A T B ..o et e e e aaens 64
2 =Y /A T T OO OOTO RSO R RO PRRRRPRRRRPRPRRRI 65
)1 [ o 65
AV S PR e T 5 K ettt et e e et e et e e e e e e e e e e e 65
B e e et e e e e e e e e e e e e e e e e 66
BB BT e ettt ettt 66
B T B B L e, 67
BB T B oottt ettt e e 68
TRAT] AP B B BB T oottt 54
R T A T B ..o et e e e aaens 69
2 =Y /A T T OO OOTO RSO R RO PRRRRPRRRRPRPRRRI 70
)1 [ o 70
AWV S TR B T L0 R R .ottt ettt ettt ettt et e et e e et e et e et e e et e et e e et e et e et e e e e e nenees 70
B e et e et e e e e e e e e e e e n e e e ae—aaaas 71
B R o e ettt 72
B T B B L e, 72
BB T B oottt ettt e e 73
R T A T B ..o et e e e aaens 73
2 = /A O T OO T RSO RO PRRPRPRRRRPRPRRRIN 74
)1 [ o 74
AWS EHTIR-PIIR-AMDAG ...t 75
B e et e e e e e et e e e e e e e r e e aa—aaaas 75
B R o oottt 76
B T I B L et 76
BB T B oottt ettt e e 77
R T A T B ..o et e e e aaens 78
2 = /A O T OO T RSO RO PRRPRPRRRRPRPRRRIN 79
)1 [ o 79
AW S T B R B T B oottt ettt e et ettt e ettt e e 79
B e e e e ettt e e e e e e e e e e r e e e e 80
R e e e e e 80
B T B L e, 81
BB T B oottt ettt e e 81
R T A T B ..o et e e e aaens 82




AWS fRRT5 RHE AWS R =

Z2 2 7 RO 83
711 1] o U EEEEURPR 83
AWS ZEHTIE-S3 ...ttt sttt s ettt ettt s ettt 83
B ettt et ettt te e aeate et e ereeeteeneeann 84
BT =k [ =1 OO RRRROPURR 84
BETUMIZIE R oottt ettt 85
B T B oottt b ettt ettt ettt 85
= RS R 86
Z2 2 7 OO 87
711 1] o S SEEEEEEPRR 87
AWS TAEITR-FREE M IR-1aMDAR ...ttt ettt ene e 87
B I ettt ettt te ettt e e ete et e e e e eteeneeann 71
1= [ == OO 89
BETUHMIZRIE R oottt ettt n e 90
B T B oottt b ettt ettt ettt 90
= RS R 91
Z2 2 7 OO 92
L1 1] o O PEEEEURPRR 93
aws-dynamodb-stream-lambda ... 93
B I ettt ettt te et eete et e ereeeteeneearn 93
BT = [ =1 OO RROPURR 94
BETUHMIZRIE R oottt ettt n e 94
B T B oottt b ettt ettt ettt 95
=T 0] oo = T /GRS 95
= RS R 95
Z2 2 7 OO 96
L1 1] o O PEEEEURPRR 97
aws-- R - TR-FIIA-SE M TR-E AN oo 97
B I ettt ettt te et eete et e ereeeteeneearn 97
BT = [ =1 OO RROPURR 98
BETUMIZRIE R oottt ettt s 99
W - RO 100
=Tl oo P= T - OO 100
O 1 R 100
E2 2 7 TSRO 102
711 1] o S EEEEERRR 102

Vi



AWS fRRT5 RHE AWS R =

AV S BB R T 1B Bl R -3 oottt e e 102
B et e e e e 103
B R o oottt 104
B T B L e 104
B B B I oot e e e e e e e aaraaaas 105
R T A T B .o oo et r e e 105
B R e e et e e e e et e e e e e e e e e et 107
)1 [ o 107

AWS- T B T B R TR oottt 107
B e e e e 108
B R o oottt 108
B T B L e 109
B B B I oot e e e e e e e aaraaaas 109
R T A T B .o e et r e 110
B R e e et e e e e et e e e e e e e e e et 110
)1 [ o 111

AWS BB -H I -IAMDAA et e et e e et e e et e e e et e e et e e e e e e e eeaeaeas 111
B e e e e 111
B R o oottt 112
B T B L e 112
B B B I oot e e e e e e e aaraaaas 113
R T A T B .o e et r e 113
B R e ettt e e et e e e e e e e e e ar—aaaas 114
7)1 [ o 114

AWS BB FM-SNS ..ottt et e e e e e e e, 114
B e e e e 115
B R o oottt 116
B T B L e 116
B B B I oot e e e e e e e aaraaaas 117
R T A T B .o e et r e 117
B R e e et — e e e et e e e e e e e e e ar—aa e 118
7)1 [ o 118

AWS BHFMIZITIR oo e ettt e en e 118
B e e e e 119
B R o oottt 120
B T B L e 120

Vii



AWS fRRT5 RHE AWS R =

B T B T oot e e e e e e et 121
R T A T B .o oo et r e e 122
B R e e et e e e e et e e e e e e e e e et 123
7)1 [ o 123
AWS-TE - T 2 B BB e 123
B et e e e e 124
B R o oottt 125
B T B L e 125
B B B I oot e e e e e e e aaraaaas 125
R T A T B .o oo et r e e 126
B R e e et e e e e et e e e e e e e e e et 127
)1 [ o 127
oL o [ I ) B =2 PSP 127
B e e e e 128
LB B e e e e e e e e e e e aar—aaas 129
B T B L e 129
B B B I oot e e e e e e e aaraaaas 130
R T A T B .o e et r e 130
B R e ettt e e et e e e e e e e e e ar—aaaas 131
7)1 [ o 131
AV S TR D L IS .o et 132
B e e e e 132
B R o oottt 133
B T B L e 133
B B B I oot e e e e e e e aaraaaas 134
R T A T B .o e et r e 134
B R e e et — e e e et e e e e e e e e e ar—aa e 135
7)1 [ o 135
AWS-IOT-FIIRHE- R EBAL D oottt 135
B e e e e 136
LB e e e e e e e et e e 137
B T B L e 137
B B B I oot e e e e e e e aaraaaas 138
R T A T B .o e et r e 138
B R e e et — e e e et e e e e e e e e e ar—aa e 139
7)1 [ o 139

viii



AWS fRRT5 RHE AWS R =

AN S T8 BT R B B -3 oottt e e e e 140
B et e e e e 140
B R o oottt 141
B T B L e 141
B B B I oot e e e e e e e aaraaaas 142
R T A T B .o oo et r e e 142
B R e e et e e e e et e e e e e e e e e et 143
)1 [ o 143

AWS--B B R L B -3 B T D T oo 143
B e e e e 144
B R o oottt 145
B T B L e 146
B B B I oot e e e e e e e aaraaaas 146
R T A T B .o e et r e 147
B R e e et e e e e et e e e e e e e e e et 148
)1 [ o 148

AWS-KINESIS-FR T TTHE ...ttt et 148
B e e e e 149
B R o oottt 150
B T B L e 151
R B B R B e 152
B R T B ettt 152
R T A T B .o e et r e 153
B R e ettt e e et e e e e e e e e e ar—aaaas 154
7)1 [ o 154

AV S T8 B B - N B B 3 oot 154
B e e e e 155
B R o oottt 155
B T B L e 156
B B B I oot e e e e e e e aaraaaas 157
R T A T B .o e et r e 157
B R e e et — e e e et e e e e e e e e e ar—aa e 158
7)1 [ o 159

AWS-KINESIS-FLIRIE .....ooiieiieiie ettt e et e et e et e et e e e e st e et e e e eteeeeereeaeeans 159
B e e e e 159
B R o oottt 160




AWS fRRT5 RHE AWS R =

BETUHMIZEIE R oottt 161
W - RO 161
NG R 162
E2 2 7 SRR 163
(1 [ o PP PPPPPPRPN 163
aws-lambda-dynamoDB ... e anaaa—— 163
BT et e e et et e e e e et e teeaaeeanteete e e e ateannes 164
1= SRR 164
BETUHMIZEIE R oottt 165
W - RO 167
NG R 167
E2 2 7 SRR 168
(1 [ o U SPPPPPPRPN 169
SRR ZR-EL RN oot 169
BT et e e et et e e e e et e teeaaeeanteete e e e ateannes 169
E 1 =k (=1 USROS 170
BETUMIIEIE R ..ottt 171
W - RO 172
=Tl oo P= T - SR 172
NG R 172
E2 2 7 TSRO 174
(1 [ o U SPPPPPPRPN 174
= VTSR = 0 ] Yo £ PP 175
BT et e e et et e e e e et e teeaaeeanteete e e e ateannes 175
E 1 = (=1 OO RUSRRTO 176
BETUHMIZEIE R oottt 176
W - RO 178
NG RO 179
E2 2 7 TSRO 179
[T [ o PP PPPPPPRP 180
AWS-1IamMDAa- B B T B BB S B oo 180
BT et e e et et e e e e et e teeaaeeanteete e e e ateannes 180
E 1 = (=1 OO RUSRRTO 181
BEIUHMIZEIE R oottt 181
W - RO 184
NG TR 185




AWS fRRT5 RHE AWS R =

B R e et e e e e e e e e e e e e aar— et 186
7)1 [ o 186
oL =g g oY = e = R 186
B et e e e e 187
LB e e e e e e et 188
W A = = AT PORR 188
B B B I oot e e e e e e e aaraaaas 191
R T A T B .o oo et r e e 191
B R e e et e e e e et e e e e e e e e e et 192
)1 [ o 192
AWS- 1AM B B B BT . oottt ettt 193
B e e e e 193
B R B et 194
W A = = AT PORR 194
B B B I oot e e e e e e e aaraaaas 196
R T A T B .o e et r e 196
B R e e et e e e e et e e e e e e e e e et 198
)1 [ o 198
= VTSR =0 ] o To £ s o SRR 198
B e e e e 199
LB e e e e e e et e e e aaaaas 199
W A = = AT PORR 200
B B B I oot e e e e e e e aaraaaas 202
R T A T B .o e et r e 202
B R e ettt e e et e e e e e e e e e ar—aaaas 203
7)1 [ o 203
LR =001 010 L= T T TP 203
B e e e e 204
B R B e et 204
W A = = AT PORR 205
B B B I oot e e e e e e e aaraaaas 207
R T A T B .o e et r e 208
B R e e et — e e e et e e e e e e e e e ar—aa e 209
7)1 [ o 209
VLR =00 000 =R T S =Y 4 o Yo F= NSRS 209
B e e e e 210

Xi



AWS fRRT5 RHE AWS R =

B R B et 211
W A = = AT PORR 211
B T B T oot e e e e e e et 213
R T A T B .o oo et r e e 213
B R e e et e e e e et e e e e e e e e e et 214
)1 [ o 214
AWS-1ambda 2T BEBRBR ..o e 214
B e e e e 215
B R B et 216
W A = = AT PORR 216
B B B I oot e e e e e e e aaraaaas 217
R T A T B .o e et r e 217
B R e e et e e e e et e e e e e e e e e et 218
)1 [ o 218
AWS-S3 [AMDAQA ... e e e e et e e e e e e e 219
B e e e e 219
LB B e e e e e e e e e e e aar—aaas 220
W A = = AT PORR 220
B B B I oot e e e e e e e aaraaaas 221
R T A T B .o e et r e 221
B R e ettt e e et e e e e e e e e e ar—aaaas 222
7)1 [ o 222
oL LT T s TP 222
B e e e e 223
B R B e et 223
W A = = AT PORR 224
B B B I oot e e e e e e e aaraaaas 225
R T A T B .o e et r e 226
B R e e et — e e e et e e e e e e e e e ar—aa e 227
7)1 [ o 227
LT R 71 = O 227
B e e e e 228
LB e e e e e e e et e e 229
W A = = RS TT U OTR TP 229
B B B I oot e e e e e e e aaraaaas 230
R T A T B .o e et r e 231

Xii



AWS fRRT5 RHE AWS R =

E2 S R 232
[T [0 o PP PPPPPPPP 232
TN ISR T 5 v 232
BT et e e et et e e e e et e teeaaeeanteete e e e ateannes 233
=X | SRR 233
N A 5T 1= N 234
v == TR 234
NG R 235

E2 S R 235
(1 [ o U SPPPPPPRPN 236

F N AT ST N S < 1 RO 236
BT et e e et et e e e e et e teeaaeeanteete e e e ateannes 236

E 1 =k (=1 USROS 237
N A 5T 1= N 237
o == O ORTR 239
NG R 239

E2 S R 240
(1 [ o U SPPPPPPRPN 240

oL LI T S =1 o oo = ST 240
BT et e e et et e e e e et e teeaaeeanteete e e e ateannes 241

E 1 =k [ =1 OO 241
W A 5T 1= N 242
o == O ORTR 243
NG R 243

E2 S R 244
[T [ o PP PPPPPPRP 244
(o7 ] (= 244
AWS CDK R B R A B oot e et ee e te e eae e saee e 245
ik QTN == < S 245
=R =R 246

B 1 [OOSR 247
L = = PR 251
.......................................................................................................................................................... cclii

Xiii



AWS fRRT5 RHE AWS R =

AWS &3R5 R iiE

R BH 2021 F£5 A(CLAEE)

T AR AWS fi#IR7 RM1E ?

AWS R E=ME ( ¥iE ) AWS Cloud Development Kit (AWS CDK) |, IRt Z R, S RFHE
X, ATFERBHPREENHERAAFR , NMAIBATMMTEENEMERE. BIRZMRITF R AR EH
BETHEIAME L HERR BT AR RR G ROER,

FH AWS SR A RMEURBHNREES ENENBRE R, AWS RS RWER 8l
TypeScript, JavaScript, Python #l Java,

XK AWS BRF REERAWTER R, Click LE

N AEFER AWS fBRF REE

BESREFNAFRE , TRNERSESERABRERNMNERASRP EBHIAXLELERAES AL
B, WEATZEETMWEE, FHRFNEIXFAG , UEATT BNRENFRNFEARRSHITER
B, BT Constructs FHRERBESRME T —NE , REETURIAENTF AEENRABNIEN
BT AENBRREREBEEHEFNZEMEHNNES

AWS f#RT7 RGN E ML SBEEE

- ©H¥EIE AWS Cloud Development Kit (AWS CDK) FFREHF K HEZR 2 £,
c EEMBRAREMBHNERZE (f 154, for @¥HF) .

- FAEONKHERCIEZERSEHER,

- EXEEBR , =], HEEHEABEEHEAB, ArHtX,

. Jvf"‘ﬂﬁﬁ?r/iﬁ’?ﬁﬂﬁﬂﬁkﬁﬁﬂiﬂio

- FENBAARENERZNESFEA,

o EATAFRAR O Z Y B R 2R MR8,

- FHENAENRBTEEIER.

AWS BRARMENENZREENEILRMRFNEXNAENERMENKESEE  LUEE AWS
KIVERNBRIRTT R B 7o

TAR AWS AR5 RgiE ? 1


https://aws.amazon.com/cdk/
https://aws.amazon.com/solutions/constructs/patterns/

AWS fRRT5 RHE AWS R =

AWS &R RHE A

AEBNBIMALEFMBE E AWS Cloud Development Kit (AWS CDK), AWS fi#R5 RME | A&
fAIER AWS R R EEN I B B E —1 AWS CDK R AREF.

® Note
AWS CDK RS 2 1.46.0 # AWS CDK 1% AWS k75 £,

® Tip
REEALZE ? R R ECOK FFif & THRESH AT EWERANE,

® Tip
A< AWS Cloud Development Kit (AWS CDK) AT EZEE |, S HAWS CDK FF & AR
B/

Prerequisites

AWS SRR EMERET AWS CDK R |, Bl EEE RS Node js (>= 10.3.0) , BN R FRL(EF
TypeScript 2 JavaScript AAIES TENBRARHE Wtk XERENAWS CDKF AWS f#RF =
¥3i& R 1E TypeScript FFF X , H7 Node.js LiziT, Htt B ESHPEFEALBTRNTEE,

BRFIR A IEHUE B A AWS XIBF 8EE A AWS CDK CLI , 2045 E & RYE A XI5 H Ak .

H RRFHERTENFTRIES , MR

FRFM

i

5

: Python >= 3.6
s P

TR 2


https://cdkworkshop.com/
https://docs.aws.amazon.com/cdk/latest/guide/getting_started.html
https://docs.aws.amazon.com/cdk/latest/guide/getting_started.html
https://github.com/aws/aws-cdk

AWS fRRT5 RHE AWS R =

ES TRFMH
TypeScript >= 2.7
TS T
t
Java>=1.8
= Ji

%% AWS CDK

ELRENBEE AWS CDK , S [ AWS CDK FF X A R fEmM-Z% AWS CDK,

£/ AWS 8 RT5 =&
7 AWS SRR RADER IR R0 RD TERRRA S AWS COK BRHH %,

BIZNARERF B R

BN AER.

ANI0 AWS RT3 SR E R ARBIR Ko
HHEARCERNENAERF.

NELE , RENAERF.

EDE N AR E R B R.

AN AR

No ok~ wDd -~

MREEEMAE , BEMER. HiF (MEXE). BB,
EER-5 1 B9

(® Note
AWS CDK WRAZFTF 1.46.0 , X¥F AWS RS RI9E,

AHEFOENBNAIENITE - EEM “Hello #3i&” AWS CDK B BREF , ZNBAREFEH
AWS BARARMEEPPE |, NI E BEBBE K AWS CloudFormation #4R, Hello #3i& K
AREFEEBUTHEAMNMBRER

=% AWS CDK 3


https://docs.aws.amazon.com/cdk/latest/guide/getting_started.html#getting_started_install

AWS R T =& AWS IR R

GET https://endpoint invoke

& Bl ——

HTTP response
Amazon AP| Gateway AWS Lambda

} !
ya ya

Role Role

Access Log\‘ A)nitoring Logs

r

Amazon CloudWatch

Hello ¥31&

UEBNAREAETRANTRARBERIE - AWS CDK AR

® Note

XR—MEWRHIHello CDK!RHE MCDK ffif . MRXREE—IREM AWS CDK , &
MNBEWENEH N T R#ITRRES , AR WNAIFIA COK WEERM A,

BIZENARERF B FH DB AWS CDK
% CDK RARFOIEZE S , AISEXE ZH 818 AWS COK AR

TypeScript

Hello #3i& 4


https://cdkworkshop.com/

AWS fRRT5 RHE AWS R =

mkdir hello-constructs
cd hello-constructs
cdk init --language typescript

Python

mkdir hello-constructs
cd hello-constructs
cdk init --language python

® Tip
NERELZEZW IDE RITHA BB H#ITRENTFN. ETHEXMBEHNEZER ,
IR R Ry aEEE
 TypeScript
 Python
E ¥ B Eft
/A Warning

NEREFEAINEE , AWS #FRF5 RIEEM AWS CDK LM BT B o 5 A A8 E HY A<
5o BN, MREFERANZ AWS BRF ZMIE v.1.52.0 , NELBER AWS CDK v.1.52.0,

® Tip
EEE AWS R REWNRFTIRA , HF1ZRAS 5 A TFVERSION_NUMBER S %F ( &
T AWS RIS RWEFM AWS CDK B ) . EREWEENMAE LFFMA |, Click here,

S0 B Bk 5


https://cdkworkshop.com/20-typescript/20-create-project/300-structure.html
https://cdkworkshop.com/30-python/20-create-project/300-structure.html
https://github.com/awslabs/aws-solutions-constructs/releases
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TypeScript

“miEpackage. jsonXHFHBMAUTER :

"devDependencies": {
"@aws-cdk/assert": "VERSION_NUMBER",
"@types/jest": "724.0.22",
"@types/node": "10.17.5",

"jest": "724.9.0",
"ts-jest": "~24.1.0",
"aws-cdk": "VERSION_NUMBER",
"ts-node": "78.1.0",
"typescript": "~3.7.2"

1,

"dependencies": {

"@aws-cdk/core": "VERSION_NUMBER",
"source-map-support": "7@.5.16"

Python

‘miBsetup.pyXHHBAUTEE :

install_requires=[
"aws-cdk.core==VERSION_NUMBER",
1,

ZED A ER KRR,

TypeScript

npm install

Python

S0 B Bk 6
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source .venv/bin/activate
pip install -r requirements.txt

HWEHAZTHRARER , AN T -2k,

TypeScript

npm run build
cdk synth

Python

cdk synth

PREIZE B —NELIIN T R | EPCDK-VERSIONZ CDK BIRRA, ( &R H TTRES AL & REY
NEBETE. )

TypeScript

Resources:
CDKMetadata:
Type: AWS::CDK::Metadata
Properties:
Modules: aws-cdk=CDK-VERSION, @aws-cdk/core=VERSION_NUMBER, @aws-cdk/cx-
api=VERSION_NUMBER, jsii-runtime=node.js/10.17.0

Python

Resources:
CDKMetadata:
Type: AWS::CDK::Metadata
Properties:

S0 B Bk 7
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Modules: aws-cdk=CDK-VERSION, @aws-cdk/core=VERSION_NUMBER, @aws-cdk/cx-

api=VERSION_NUMBER, jsii-runtime=Python/3.7.7

Lambda 4L E iz 755
EATRHM AWS Lambda 2 BREFRBIT A,
tIE B xlambda , @2 HEIEMAIRE FH,
TypeScript
WNE R X Hlambda/hello. js , BEUTHE :

exports.handler = async function(event) {
console.log("request:", JSON.stringify(event, null, 2));
return {
statusCode: 200,
headers: { "Content-Type": "text/plain" 3},
body: ‘Hello, AWS Solutions Constructs! You've hit ${event.path}\n"
I
};

Python

AINE AKX lambda/hello.py , BEUTRHE :

import json

def handler(event, context):
print('request: {}'.format(json.dumps(event)))
return {
'statusCode': 200,
'headers': {
'Content-Type': 'text/plain'
1,
'body': 'Hello, CDK! You have hit {}\n'.format(event['path'])

Lambda &b IBREF D
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XE—MEIEHN Lambda B , BRREXAR “REF , i | BELK/E T [MULERE]. REEVHHED
& HTTP RASKRBA HTTP 45k, API Gateway EAEMRGIEXNAFH HTTP WAL,

X4 Lambda 27E JavaScript FIEEHN ., BXxALEENESHEE Lambda HBWFMER |, HS
EAWS Lambda 34,

Z % AWS CDK M AWS fi#R75 R EMBIR R

AWS R 7 REEREM — N FENERE. ZEDAER | 8NMEREBE —MER, Hlm , mRE
#87 AWS Lambda BEE X Amazon API Gateway F|R APl , BTN EEF Aaws-apigateway-
lambdaClick .

BATEEZEEM AWS CDK 7551 AWS Lambda #1 Amazon API Gateway i o

5% AWS Lambda B R RFTE (BRE EBRMNOTE & ;

@ Note

BicE |, AT AWS fi#R5RZ/EF AWS CDK # IE i FCht ik 4 2  VERSION_NUMBER%E
MITHEAUTER, SHSZ 2 EBWMRAT TR TS SR,

TypeScript

npm install -s Eaws-cdk/aws-lambda@VERSION_NUMBER

Python

pip install aws_cdk.aws_lambda==VERSION_NUMBER

TR , & Amazon AP| Gateway SRR HEFTE KRB L ZIEINNTE F

TypeScript

npm install -s @aws-cdk/aws-apigateway@VERSION_NUMBER

RI AWS CDK Fl AWS fi# R 5 RIE KX R 9


https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

AWS fRRT5 RHE AWS R =

Python

pip install aws_cdk.aws_apigateway==VERSION_NUMBER

&5 , T AWS f#R5 RiEaws -apigateway-lambdatER R HFr B KB REI RNV E

TypeScript

npm install -s @aws-solutions-constructs/aws-apigateway-lambda@VERSION_NUMBER

Python

pip install aws_solutions_constructs.aws_apigateway_lambda==VERSION_NUMBER

R 55 AP M5</AWS Lambda £ 20730 2 ek

WME |, ERANNEN AWS BRF REES | AT #ER AWS Lambda K 3EI Amazon API
Gateway,

TypeScript

YR F1lib/hello-constructs.ts, @UTHE:

import * as cdk from 'e@aws-cdk/core';

import * as lambda from 'eaws-cdk/aws-lambda’;

import * as api from 'e@aws-cdk/aws-apigateway';

import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from 'e@aws-solutions-
constructs/aws-apigateway-lambda';

FFI S #API W /AWS Lambda X7 N E] % ’
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export class HelloConstructsStack extends cdk.Stack {

constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {

super(scope, id, props);

// The code that defines your stack goes here
const api_lambda_props: ApiGatewayTolLambdaProps = {
lambdaFunctionProps: {
code: lambda.Code.fromAsset('lambda’'),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hello.handler'
},
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE

}
i

new ApiGatewayToLambda(this, 'ApiGatewayTolLambda', api_lambda_props);

}

Python

mEE X Fhello_constructs/hello_constructs_stack.py, B8 THA:

from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:

super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

L S #API B 5</AWS Lambda & =55 i 2 #dk



AWS fRRT5 RHE AWS R =

apigw_lambda.ApiGatewayToLambda(

self, 'ApiGatewayToLambda',

lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler="'hello.handler',

),

api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(

authorization_type=apigw.AuthorizationType.NONE

FRIXME T ENRE AWS Lambda BB FTEIERM API Gateway , BEERITIXERE, LK
RN IR S REHERBI TR

TypeScript

npm run build
cdk diff

Python

cdk diff

i RZ I T PROR

Stack HelloConstructsStack
IAM Statement Changes
HHAHH SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRS RH SRR R SRR H SRR R SRR RS H S
#  # Resource # Effect # Action # Principal

# Condition #
HHARHBRHBHHBRHBRHBRHBRHBRHBRHBRH SRR B RHGRHBRH SRR SRR SRR SRR B R RS RH SRR SRR SRR SRR SRR G RH SR RS RH SRR SRR HRH

FFI S #API W /AWS Lambda X7 N E] % :
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# + # ${LambdaFunction.Arn} # Allow # lambda:InvokeFunction
Service:apigateway.amazonaw # "ArnLike": { #
# # # #
# "AWS:SourceArn": "arn:${AW #
# # # #
# S::Partition}:execute-api:${ #
# # # #
# AWS::Region}:${AWS: :AccountI #
# # # #
# d}:${RestApi@C43BF4B}/${Rest #
# # # #
# Api/DeploymentStage.prod}/*/ #
# # # #
# {proxy+}" #
# # # #
# 3} #
# + # ${LambdaFunction.Arn} # Allow # lambda:InvokeFunction
Service:apigateway.amazonaw # "ArnLike": { #
# # # #
# "AWS:SourceArn": "arn:${AW #
# # # #
# S::Partition}:execute-api:${ #
# # # #
# AWS::Region}:${AWS: :AccountI #
# # # #
# d}:${RestApi@C43BF4B}/test-i #
# # # #
# nvoke-stage/*/{proxy+}" #
# # # #
# 3} #
# + # ${LambdaFunction.Arn} # Allow # lambda:InvokeFunction
Service:apigateway.amazonaw # "ArnLike": { #
# # # #
# "AWS:SourceArn": "arn:${AW #
# # # #
# S::Partition}:execute-api:${ #
# # # #
# AWS::Region}:${AWS: :AccountI #
# # # #
# d}:${RestApi@C43BF4B}/${Rest #
# # # #
# Api/DeploymentStage.prod}/*/ #
# # # #
# " #

S.com

S.com

S.com

L S #API B 5</AWS Lambda & =55 i 2 #dk
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# # # # #
# } #
# + # ${LambdaFunction.Arn} # Allow # lambda:InvokeFunction #
Service:apigateway.amazonaw # "ArnLike": { #
# # # # # s.com
#  "AWS:SourceArn": "arn:${AW #
# # # # #
# S::Partition}:execute-api:${ #
# # # # #
# AWS::Region}:${AWS: :AccountI #
# # # # #
# d}:${RestApi@C43BF4B}/test-i #
# # # # #
# nvoke-stage/*/" #
# # # # #
# } #
HHARH SR HBHHBRHBRHBRHBRHBRHBRHGRH SRR B RHGRHBRH B R RS RH SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR HH
# + # ${LambdaFunctionServiceRole # Allow # sts:AssumeRole #
Service:lambda.amazonaws.co # #
# # .Arn} # # # m
# #
HHAHH SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRS RH SRR R SRR H SRR R SRR RS H S
# + # ${LambdaRestApiCloudWatchRo # Allow # sts:AssumeRole #
Service:apigateway.amazonaw # #
# # le.Arn} # # # s.com
# #
HHARHBRHBHHBRHBRHBRHBRHBRHBRHBRH SR HBRHGRHBRH SRR SRR G RHGRH SRR G R RS RH SRR SRR SRR SRR SRR SRR SRR SRR SRS HRH
# + # arn:aws:logs:${AWS::Region} # Allow # logs:CreatelLogGroup # AWS:
${LambdaRestApiCloudwat # #
#  # :${AWS::AccountId}:* # # logs:CreatelLogStream # chRole}
# #
# # # # logs:DescribelogGroups #
# #
# # # # logs:DescribelogStreams #
# #
# # # # logs:FilterLogEvents #
# #
# # # # logs:GetLogEvents #
# #
# # # # logs:PutLogEvents #
# #
HHAHH SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR RH SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR H SRR SRR RS
# + # arn:aws:logs:${AWS::Region} # Allow # logs:CreatelLogGroup # AWS:
${LambdaFunctionService # #
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# # :${AWS::AccountId}:log-grou # # logs:CreatelLogStream # Role}
# #

# # p:/aws/lambda/* # # logs:PutLogEvents #
# #

edigigigidi i gogid oo g foded i g g S oo g fogiF i gogi F oo g fofeF i gogi F oo g g fogaFeiprgogiFeiF g gogiF oo gogi F oo g g gigiFedigigogiFeiF g fogiF i gogiF oo gig gy
(NOTE: There may be security-related changes not in this list. See https://github.com/
aws/aws-cdk/issues/1299)

Parameters

[+] Parameter AssetParameters/
ba9l1444ebd644d9419e8cfee4sl17f3aaa728507dd428788a2fc40574646¢c4340a/S3Bucket
AssetParametersba9l444ebd644d9419e8cfeest17f3aaa728507dd428788a2fc40574646c4340aS3Bucket9780A3E
{"Type":"String", "Description":"S3 bucket for asset
\"ba91l444ebd644d9419e8cfeesl17f3aaa728507dd428788a2fc40574646¢c4340a\""}

[+] Parameter AssetParameters/

ba9l444ebd644d9419e8cfee4l17f3aaa728507dd428788a2fc40574646¢c4340a/S3VersionKey
AssetParametersba9l444ebd644d9419e8cfeest17f3aaa728507dd428788a2fc40574646c4340aS3VersionKey37F
{"Type":"String", "Description":"S3 key for asset version
\"ba91444ebd644d9419e8cfees17f3aaa728507dd428788a2fc40574646¢c4340a\""}

[+] Parameter AssetParameters/

ba9l1444ebd644d9419e8cfee417f3aaa728507dd428788a2fc40574646¢c4340a/ArtifactHash
AssetParametersba9ls444ebd644d9419e8cfeesl7f3aa2a728507dd428788a2fc40574646c4340aArtifactHash801

{"Type":"String","Description":"Artifact hash for asset
\"ba91l444ebd644d9419e8cfeest17f3aaa728507dd428788a2fc40574646c4340a\""}

Conditions

[+] Condition CDKMetadataAvailable: {"Fn::0r":[{"Fn::0r":[{"Fn::Equals":
[{"Ref":"AWS::Region"}, "ap-east-1"1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "ap-
northeast-1"]1}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "ap-northeast-2"1},{"Fn::Equals":
[{"Ref":"AWS::Region"}, "ap-south-1"]1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "ap-
southeast-1"]1}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "ap-southeast-2"1},{"Fn::Equals":
[{"Ref":"AWS::Region"}, "ca-central-1"1}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "cn-
north-1"1}, {"Fn::Equals":[{"Ref":"AWS::Region"}, "cn-northwest-1"1]},
{"Fn::Equals":[{"Ref":"AWS: :Region"}, "eu-central-1"]13}13},{"Fn::0r":[{"Fn::Equals":
[{"Ref":"AWS::Region"}, "eu-north-1"1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "eu-
west-1"13}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "eu-west-2"]}, {"Fn::Equals":
[{"Ref":"AWS::Region"}, "eu-west-3"]1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "me-
south-1"13}, {"Fn::Equals":[{"Ref":"AWS::Region"}, "sa-east-1"]1},{"Fn::Equals":
[{"Ref":"AWS::Region"}, "us-east-1"]1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "us-
east-2"13},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "us-west-1"1}, {"Fn::Equals":
[{"Ref":"AWS::Region"}, "us-west-2"1}1}1}

Resources
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[+] AWS::Logs::LogGroup ApiGatewayTolLambda/ApiAccessLogGroup
ApiGatewayTolLambdaApiAccessLogGroupE2B41502

[+] AWS::IAM::Role LambdaFunctionServiceRole LambdaFunctionServiceRole@C4CDE®B
[+] AWS::Lambda::Function LambdaFunction LambdaFunctionBF21E41F

[+] AWS::ApiGateway::RestApi RestApi RestApi@C43BF4B

[+] AWS::ApiGateway: :Deployment RestApi/Deployment
RestApiDeployment180EC503d2c6df3c8dc8b7193b98cladbff4e677

[+] AWS::ApiGateway::Stage RestApi/DeploymentStage.prod
RestApiDeploymentStageprod3855DE66

[+] AWS::ApiGateway::Resource RestApi/Default/{proxy+} RestApiproxyC95856DD

[+] AWS::Lambda::Permission RestApi/Default/{proxy+3}/ANY/

ApiPermission.HelloConstructsStackRestApiFDB18C2E.ANY. . {proxy+}
RestApiproxyANYApiPermissionHelloConstructsStackRestApiFDB18C2EANYproxyE43D39B3
[+] AWS::Lambda::Permission RestApi/Default/{proxy+3}/ANY/

ApiPermission.Test.HelloConstructsStackRestApiFDB18C2E.ANY..{proxy+}
RestApiproxyANYApiPermissionTestHelloConstructsStackRestApiFDB18C2EANYproxy®B23CDC7
[+] AWS::ApiGateway::Method RestApi/Default/{proxy+}/ANY RestApiproxyANY1786B242
[+] AWS::Lambda: :Permission RestApi/Default/ANY/

ApiPermission.HelloConstructsStackRestApiFDB18C2E.ANY..
RestApiANYApiPermissionHelloConstructsStackRestApiFDB18C2EANY5684C1E6

[+] AWS::Lambda: :Permission RestApi/Default/ANY/

ApiPermission.Test.HelloConstructsStackRestApiFDB18C2E.ANY. .
RestApiANYApiPermissionTestHelloConstructsStackRestApiFDB18C2EANY81DBDF56

[+] AWS::ApiGateway::Method RestApi/Default/ANY RestApiANYA7C1DC94

[+] AWS::ApiGateway::UsagePlan RestApi/UsagePlan RestApiUsagePlan6E1C537A

[+] AWS::Logs::LogGroup ApiAccesslLogGroup ApiAccessLogGroupCEA70788

[+] AWS::IAM::Role LambdaRestApiCloudWatchRole LambdaRestApiCloudWatchRoleF339D4E6
[+] AWS::ApiGateway::Account LambdaRestApiAccount LambdaRestApiAccount

Outputs

[+] Output RestApi/Endpoint RestApiEndpoint@551178A: {"Value":{"Fn::Join":["",
["https://",{"Ref":"RestApi@C43BF4B"},".execute-api.",{"Ref":"AWS: :Region"},".",
{"Ref":"AWS: :URLSuffix"},"/",{"Ref":"RestApiDeploymentStageprod3855DE66"},"/"1]1}}

XRFEN, XNMERNREEE AWS SR EWETH —MRYRFNES | NENMERRNT
21 NEIR
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CDK ¥ &

® Tip
BB S AWS IME | REFRERFEBEE Lambda BEHIE — /N AWS CDK M AR, X
ol —Nart 64 , AWS CDK ATEHECE 7k, MRXREE—IXFER AWS
CDK ZHE%™ , MIEEZ{Tcdk bootstrap®f CDK T E LI BREM AWS FREAH,

BT, CHMEFHEEZTE?

cdk deploy

HEdx H

HWETRE , BROEBBIUTT

Outputs:
HelloConstructsStack.RestApiEndpoint@551178A = https://xxxxxxxxxx.execute-api.us-
east-1.amazonaws.com/prod/

XEH AWS fRFRMEREN BaAMEREE , HPEE APl Gateway LinT S URL.
M= N AR

UERMNZHAEAcurl, E6 URL FHIT (BN XTRLBATE ) -

curl https://xxxxxxxxxx.execute-api.us-east-1.amazonaws.com/prod/

i RZ IR PR

Hello, AWS Solutions Constructs! You've hit /

MRXZEWEREE , EONAEFATUEELE!

CDK #& 17
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ESR-F 2 B

(@ Note
AWS CDK RS 2 1.46.0 , X# AWS #IRT5 S=11E,

RYEFAENTBOAERE 1 . BAWESHER AWS Lambda 8 AWS ##3R 75 S2HE H Y

DynamoDB XAl RRA T T 8ER. X Helo WENARFRSBUATHREE

invoke x invoke

GET https://endpoint

L

A J

response respomse
AWS Lambda AWS Lambda
(Hit Counter) (Hello)

Role Role

{
B B

Amazon Amazon
CloudWatch DynamoDB Amazon

CloudWatch
AWS Solutions Constructs
aws-lambda-dynamodb
Pattern

RETTEES Lambda 53
ERAE NP it ERES AWS Lambda BHEREERB., LR :

« #®@i1—/5 Amazon DynamoDB &R H# AP| (ZMEX A ITERES |
« A M T Hello AWS Lambda B ,

TBER-5 2 B 18
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- FFEAREISLHLRF,

TypeScript

AINE RIS 1ambda/hitcounter. jsERRUTHE :

const { DynamoDB, Lambda } = require('aws-sdk');

exports.handler = async function(event) {
console.log("request:", JSON.stringify(event, undefined, 2));

// create AWS SDK clients
const dynamo = new DynamoDB();
const lambda new Lambda();

// update dynamo entry for "path" with hits++
await dynamo.updateItem({
TableName: process.env.DDB_TABLE_NAME,
Key: { path: { S: event.path } 3},
UpdateExpression: 'ADD hits :incr',
ExpressionAttributeValues: { ':incr': { N: '1' } }
}) .promise();

// call downstream function and capture response
const resp = await lambda.invoke({
FunctionName: process.env.DOWNSTREAM_FUNCTION_NAME,
Payload: JSON.stringify(event)
}) .promise();

console.log('downstream response:', JSON.stringify(resp, undefined,
// return response back to upstream caller

return JSON.parse(resp.Payload);
};

Python

AINE AKX lambda/hitcounter .pyER AU THEA :

2));

S EHITHES Lambda K18
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import json
import os
import boto3

ddb = boto3.resource('dynamodb')
table = ddb.Table(os.environ[ 'DDB_TABLE_NAME'])
_lambda = boto3.client('lambda’')

def handler(event, context):
print('request: {}'.format(json.dumps(event)))
table.update_item(
Key={'path': event['path']},
UpdateExpression="'ADD hits :incr',
ExpressionAttributeValues={':incr': 1}

)

resp = _lambda.invoke(
FunctionName=os.environ['DOWNSTREAM_FUNCTION_NAME'],
Payload=json.dumps(event),

)

body = resp['Payload'].read()

print('downstream response: {}'.format(body))
return json.loads(body)

TR BIR R

(@ Note
HidfE , HAT AWS BRFRMER AWS CDK i EH TR IRA L H 5 VERSION_NUMBERSS
IEEWENFFR, ENREAESE 2 AT RBERNESSHE. K422 B
AR TS S B IR.

BREE—H , BIEBATEZRRINBRAREFMENKBXR, AL, RINFERE
DynamoDB #3&FE :

R EBIR R 20
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TypeScript

npm install -s aws-cdk/aws-dynamodb@VERSION_NUMBER

Python

pip install aws_cdk.aws_dynamodb==VERSION_NUMBER

BJa , % AWS R A EfiEaws -1lambda-dynamodbE R R HFF B K< R B EANIME & .

TypeScript

npm install -s @aws-solutions-constructs/aws-lambda-dynamodb@VERSION_NUMBER

Python

pip install aws_solutions_constructs.aws_lambda_dynamodb==VERSION_NUMBER

EXE R

WA, LRNEFHRAN AR BN RIH RN,

B, BITESABRNOFKRE XK , HF ‘Hello” mEE s Blaws-apigateway-lambdat&E= , &
f1E5E 1 o a2,

TypeScript

YREEXF1ib/hello-constructs.tsERXAUTAHE :

import * as cdk from 'e@aws-cdk/core';
import * as lambda from 'eaws-cdk/aws-lambda’;

E R IR 21
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import * as api from 'e@aws-cdk/aws-apigateway';

import * as dynamodb from '@aws-cdk/aws-dynamodb';

import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from 'e@aws-solutions-
constructs/aws-apigateway-lambda';

import { LambdaToDynamoDB, LambdaToDynamoDBProps } from '@aws-solutions-constructs/
aws-lambda-dynamodb';

export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// The code that defines your stack goes here

const helloFunc = new lambda.Function(this, 'HelloHandler',6 {
runtime: lambda.Runtime.NODEJS_12_X,
code: lambda.Code.fromAsset('lambda’'),
handler: 'hello.handler'

1)

const api_lambda_props: ApiGatewayTolLambdaProps = {
lambdaFunctionProps: {
code: lambda.Code.fromAsset('lambda’'),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hello.handler'
},
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE

}
i

new ApiGatewayToLambda(this, 'ApiGatewayTolLambda', api_lambda_props);
}

Python

HmEE X Fhello_constructs/hello_constructs_stack.pyEHALUTAE :

from aws_cdk import (
aws_lambda as _lambda,

E R IR 22
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aws_apigateway as apigw,
aws_dynamodb as ddb,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda,
aws_lambda_dynamodb as lambda_ddb

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

self._handler = _lambda.Function(
self, 'HelloHandler',
runtime=_lambda.Runtime.PYTHON_3_7,
handler="'hello.handler',
code=_lambda.Code.asset('lambda’'),

apigw_lambda.ApiGatewayTolLambda(

self, 'ApiGatewayTolLambda',

lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler='hello.handler’,

),

api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(

authorization_type=apigw.AuthorizationType.NONE

ETXR , BRI 5 Maws-1lambda-dynamodbiE X R E RN EFH IR TP ITHESRS
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AWS f#RT5 5

AWS Lambda AWS Lambda
(Hit Counter) (Hello)

e Role
5y —
Amazon Amazon
CloudWatch DynamoDB . Amazon
CloudWatch

AWS Solutions Constructs
aws-lambda-dynamodb
Pattern

THENT—NEHENL T aws-lambda-dynamodbiE= | FERFEAGPITRERLERFE L AWS
Lambda Bi¥{, b4\ , Amazon DynamoDB RHE X B AHitsH— N5 XEpath,

TypeScript

YR H1lib/hello-constructs.tsBERXHUTHE :

import
import
import
import
import

*

{

as cdk from '@aws-cdk/core’;

as lambda from 'eaws-cdk/aws-lambda';

as api from 'eaws-cdk/aws-apigateway';

as dynamodb from '@aws-cdk/aws-dynamodb';

ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from '@aws-solutions-

constructs/aws-apigateway-lambda"';
import { LambdaToDynamoDB, LambdaToDynamoDBProps } from '@aws-solutions-constructs/
aws-lambda-dynamodb';

EXRIR
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export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// The code that defines your stack goes here

const helloFunc = new lambda.Function(this, 'HelloHandler', {
runtime: lambda.Runtime.NODEJS_12_X,
code: lambda.Code.fromAsset('lambda’'),
handler: 'hello.handler'

1);

// hit counter, aws-lambda-dynamodb pattern
const lambda_ddb_props: LambdaToDynamoDBProps = {
lambdaFunctionProps: {
code: lambda.Code.asset( lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hitcounter.handler',
environment: {
DOWNSTREAM_FUNCTION_NAME: helloFunc.functionName

},
dynamoTableProps: {
tableName: 'Hits',
partitionKey: { name: 'path', type: dynamodb.AttributeType.STRING }
}
};

const hitcounter = new LambdaToDynamoDB(this, 'LambdaToDynamoDB',
lambda_ddb_props);

const api_lambda_props: ApiGatewayTolLambdaProps = {
lambdaFunctionProps: {
code: lambda.Code.fromAsset('lambda’'),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hello.handler'
},
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE

i
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new ApiGatewayToLambda(this, 'ApiGatewayTolLambda', api_lambda_props);
}

Python

%X Fhello_constructs/hello_constructs_stack.pyEHALUTAE :

from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
aws_dynamodb as ddb,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda,
aws_lambda_dynamodb as lambda_ddb

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

self.hello_func = _lambda.Function(
self, 'HelloHandler',
runtime=_lambda.Runtime.PYTHON_3_7,
handler='hello.handler’,
code=_lambda.Code.asset('lambda’'),

# hit counter, aws-lambda-dynamodb pattern
self.hit_counter = lambda_ddb.LambdaToDynamoDB(
self, 'LambdaToDynamoDB',
lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler='hitcounter.handler’,
environment={

TE LB R

26



AWS fRRT5 RHE AWS R =

'DOWNSTREAM_FUNCTION_NAME': self.hello_func.function_name

),
dynamo_table_props=ddb.TableProps(
table_name='Hits',
partition_key={
'name’': 'path’,
"type': ddb.AttributeType.STRING

apigw_lambda.ApiGatewayTolLambda(

self, 'ApiGatewayTolLambda',

lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’),
handler='hello.handler’,

),

api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(

authorization_type=apigw.AuthorizationType.NONE

ETXR , RINEEE FMaws-lambda-dynamodbi&E = 3K HEATE Hello B,
TypeScript

YR F1lib/hello-constructs.tsBERXHUTHE :

import * as cdk from 'e@aws-cdk/core';
import * as lambda from 'eaws-cdk/aws-lambda';
import * as api from 'e@aws-cdk/aws-apigateway';
import * as dynamodb from '@aws-cdk/aws-dynamodb';
import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from 'e@aws-solutions-
constructs/aws-apigateway-lambda"';
import { LambdaToDynamoDB, LambdaToDynamoDBProps } from '@aws-solutions-constructs/
aws-lambda-dynamodb';
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export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// The code that defines your stack goes here

// hello function responding to http requests

const helloFunc = new lambda.Function(this, 'HelloHandler',6 {
runtime: lambda.Runtime.NODEJS_12_X,
code: lambda.Code.fromAsset('lambda’'),
handler: 'hello.handler'

1)

// hit counter, aws-lambda-dynamodb pattern
const lambda_ddb_props: LambdaToDynamoDBProps = {
lambdaFunctionProps: {
code: lambda.Code.asset( lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hitcounter.handler',
environment: {
DOWNSTREAM_FUNCTION_NAME: helloFunc.functionName

},
dynamoTableProps: {
tableName: 'Hits',
partitionKey: { name: 'path', type: dynamodb.AttributeType.STRING }
}
I

const hitcounter = new LambdaToDynamoDB(this, 'LambdaToDynamoDB',
lambda_ddb_props);

// grant the hitcounter lambda role invoke permissions to the hello function
helloFunc.grantInvoke(hitcounter.lambdaFunction);

const api_lambda_props: ApiGatewayTolLambdaProps = {
lambdaFunctionProps: {
code: lambda.Code.fromAsset('lambda’'),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hello.handler'
},
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE
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}
i

new ApiGatewayToLambda(this, 'ApiGatewayTolLambda', api_lambda_props);
}

Python

X Fhello_constructs/hello_constructs_stack.pyEHALUTAE :

from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
aws_dynamodb as ddb,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda,
aws_lambda_dynamodb as lambda_ddb

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

self.hello_func = _lambda.Function(
self, 'HelloHandler',
runtime=_lambda.Runtime.PYTHON_3_7,
handler='hello.handler’,
code=_lambda.Code.asset('lambda’'),

# hit counter, aws-lambda-dynamodb pattern

self.hit_counter = lambda_ddb.LambdaToDynamoDB(
self, 'LambdaToDynamoDB',
lambda_function_props=_lambda.FunctionProps(

TE LB R

29



AWS fRRT5 RHE AWS R =

runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler="hitcounter.handler',
environment={

'DOWNSTREAM_FUNCTION_NAME': self.hello_func.function_name

),
dynamo_table_props=ddb.TableProps(
table_name='Hits',
partition_key={
'name’': 'path’,
"type': ddb.AttributeType.STRING

# grant the hitcounter lambda role invoke permissions to the hello function
self.hello_func.grant_invoke(self.hit_counter.lambda_function)

apigw_lambda.ApiGatewayToLambda(

self, 'ApiGatewayToLambda',

lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler="'hello.handler',

),

api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(

authorization_type=apigw.AuthorizationType.NONE

B&E , RINNEEFH FRaws-apigateway-lambdatE X RAARIOF P ITRESHE , ZHER
Eidaws-lambda-dynamodb#&E =,

TypeScript

YREBXE1ib/hello-constructs.tsERXRNUTHE :
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import * as cdk from 'e@aws-cdk/core’;
import * as lambda from 'eaws-cdk/aws-lambda’;
import * as api from 'e@aws-cdk/aws-apigateway';
import * as dynamodb from '@aws-cdk/aws-dynamodb';
import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from 'e@aws-solutions-
constructs/aws-apigateway-lambda';
import { LambdaToDynamoDB, LambdaToDynamoDBProps } from '@aws-solutions-constructs/
aws-lambda-dynamodb';

export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// The code that defines your stack goes here

// hello function responding to http requests

const helloFunc = new lambda.Function(this, 'HelloHandler', {
runtime: lambda.Runtime.NODEJS_12_X,
code: lambda.Code.fromAsset('lambda’'),
handler: 'hello.handler'

1);

// hit counter, aws-lambda-dynamodb pattern
const lambda_ddb_props: LambdaToDynamoDBProps = {
lambdaFunctionProps: {
code: lambda.Code.asset( lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hitcounter.handler',
environment: {
DOWNSTREAM_FUNCTION_NAME: helloFunc.functionName

1,
dynamoTableProps: {
tableName: 'Hits',
partitionKey: { name: 'path', type: dynamodb.AttributeType.STRING }
}
};

const hitcounter = new LambdaToDynamoDB(this, 'LambdaToDynamoDB',
lambda_ddb_props);

// grant the hitcounter lambda role invoke permissions to the hello function
helloFunc.grantInvoke(hitcounter.lambdaFunction);
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const api_lambda_props: ApiGatewayTolLambdaProps = {
existinglLambdaObj: hitcounter.lambdaFunction,
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE
}
}
};

new ApiGatewayTolLambda(this, 'ApiGatewayTolLambda', api_lambda_props);

Python

4w rhello_constructs/hello_constructs_stack.pyEHALUTAE :

from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
aws_dynamodb as ddb,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda,
aws_lambda_dynamodb as lambda_ddb

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

self.hello_func = _lambda.Function(
self, 'HelloHandler',
runtime=_lambda.Runtime.PYTHON_3_7,
handler="'hello.handler',
code=_lambda.Code.asset('lambda’'),

TE LB R
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# hit counter, aws-lambda-dynamodb pattern
self.hit_counter = lambda_ddb.LambdaToDynamoDB(
self, 'LambdaToDynamoDB',
lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’),
handler='hitcounter.handler’,
environment={
'DOWNSTREAM_FUNCTION_NAME': self.hello_func.function_name

)
dynamo_table_props=ddb.TableProps(

table_name="'Hits"',
partition_key={
'name': 'path',
"type': ddb.AttributeType.STRING

# grant the hitcounter lambda role invoke permissions to the hello function
self.hello_func.grant_invoke(self.hit_counter.lambda_function)

apigw_lambda.ApiGatewayTolLambda(
self, 'ApiGatewayTolLambda',
existing_lambda_obj=self.hit_counter.lambda_function,
api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(
authorization_type=apigw.AuthorizationType.NONE

EFENR
UERATEERNONIE |, FEBFRMNESDE LD B PR ENTREL

npm run build
cdk diff
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2 (]:SE VAE R U N i

Stack HelloConstructsStack
IAM Statement Changes
B SH R R R HHH R HHHHHH R H R R

#  # Resource # Effect # Action #
Principal # Condition #
EE R GG S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S
# + # ${HelloHandler.Arn} # Allow # lambda:InvokeFunction #
AWS:${LambdaFunctionServiceRole} # #
HA
# + # ${HelloHandler/ServiceRole.Arn} # Allow # sts:AssumeRole #
Service:lambda.amazonaws.com # #
EE R GG EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S
# + # ${LambdaToDynamoDB/DynamoTable.Ar # Allow # dynamodb:BatchGetItem #
AWS:${LambdaFunctionServiceRole} # #
# # n} # # dynamodb:BatchWriteItem #
# #
# # # # dynamodb:DeleteItem #
# #
# # # # dynamodb:GetItem #
# #
# # # # dynamodb:GetRecords #
# #
# # # # dynamodb:GetShardIterator #
# #
# # # # dynamodb:PutItem #
# #
# # # # dynamodb:Query #
# #
# # # # dynamodb:Scan #
# #
# # # # dynamodb:UpdateItem #
# #

edigigigidi i gogid oo g foded i gogi S oo g fegeF i gogi F oo g fofeF e gogi Fedi g fogaFeiprgogiF oo g gogiFedigigogi F oo ig gigiFedigigogi FeiF g fogiFidigigogiF oo gog gy
IAM Policy Changes
edigigigidi i gogid oo g foded i gogi S oo g fegeF i gogi F oo g fofeF e gogi Fedi g fogaFeiprgogiF oo g gogiFedigigogi F oo ig gigiFedigigogi FeiF g fogiFidigigogiF oo gog gy
#  # Resource # Managed Policy ARN

#
HUHHHHHH RS HHH SR TR SRR S SRR RS SRR SRR RS RS SRS RS SRR RS RS RT3
# + # ${HelloHandler/ServiceRole} # arn:${AWS::Partition}:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole #
edigigigi i i gogid oo igifodedidiig g FediF g fogiF i gogi F oo g fofeF e gogs F oo g g fogaFedipigopiF oo g gogiFedigigogi F oo gigaFedigigogiFeiF g fogiFidigigogif oo gig gy
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(NOTE: There may be security-related changes not in this list. See https://github.com/
aws/aws-cdk/issues/1299)

Resources
[+] AWS::IAM::Role HelloHandler/ServiceRole HelloHandlerServiceRolellEF7C63
[+] AWS::Lambda: :Function HelloHandler HelloHandler2E4FBA4D
[+] AWS::DynamoDB: :Table LambdaToDynamoDB/DynamoTable
LambdaToDynamoDBDynamoTable53C1442D
[+] AWS::IAM::Policy LambdaFunctionServiceRole/DefaultPolicy
LambdaFunctionServiceRoleDefaultPolicy126C8897
[~] AWS::Lambda: :Function LambdaFunction LambdaFunctionBF21E41F
## [+] Environment
# ## {"Variables":{"DOWNSTREAM_FUNCTION_NAME":
{"Ref":"HelloHandler2E4FBA4D"}, "DDB_TABLE_NAME":
{"Ref":"LambdaToDynamoDBDynamoTable53C1442D"}}}
## [~] Handler
# ## [-] hello.handler
#  ## [+] hitcounter.handler
## [~] DependsOn
## @@ -1,3 +1,4 @@
[T
[+] "LambdaFunctionServiceRoleDefaultPolicy126C8897",
L] "LambdaFunctionServiceRole@C4CDE®@B"
[ 11

CDk ¥ &

%, ERWEBETH?

cdk deploy

HE#x 5

MEREE , LDOEEIUATAHE

Outputs:

HelloConstructsStack.RestApiEndpoint@551178A = https://xxxxxxxxxx.execute-api.us-
east-1.amazonaws.com/prod/
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AN AERF

UEBRMNZHA curl EHREXNKR. EF URL AT ( ENHIBRNXFAIELBMTE ) o

curl https://xxxxxxxxxx.execute-api.us-east-1.amazonaws.com/prod/

i RZ I TP

Hello, AWS Solutions Constructs! You've hit /

MIE , FAKE —THitsAmazon DynamoDB &,

1. ¥ %] DynamoDB ##l &,

2. BREMN T RAIB RO XE,

3. Select® , REEFW P IR,

4. T RKHHIEFE “MB ",

5 RBZBEMRABIMNBEREB T ZPRE.
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Hits Close

Overview Items Metrics Alarms Capacity Indexes {

Create item Actions -

Scan: [Table] Hits: path A

m [Table] Hits: path

© Add filter
path €) ~  hits
/ 1
/hello 1
Mhello/konstruk 1

et L PNy PR bt
6. ERAETHEREHRH ‘ME" MB, BNER—FHFIME , @EhitsiTHRA 1,

MRXZEWINREE |, EHONAEFATUERTITHE !

B 52 i Z= 45

LEE-RFIEAMNXIN AT ETNERAEXNAZE. ENATUAESREEX ARG HE
A, ARETUEES N XEEANTN ESKI" R UTRAGIENIIRERPIRMA

AWS 875 S3 M ik
XMNABIEN (aws-s3-static-website ) SR T —4 Amazon CloudFront %%, Amazon S3

FREBAMET AWS Lambda B EXRIR , AE & Wild Rydes JE RM G EASMUMAA (aws-
serverless-web-app3:#l,
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@ BB (aws-s3-FBAME )
https://github.com/awslabs/aws-solutions-constructs/tree/master/source/use_cases/aws-s3-
static-website

AWS fa] 2RSS en R BAL BIE 7

XANAAIE (aws-serverless-image-handler ) S8 T Amazon CloudFront 2 &. Amazon
API| Gateway REST API, AWS Lambda ERERM S ERNRAZEE , UEE s G ERERF APl , A
FNEEBK S P — P HZAD Amazon S3 FEBRMEENR,

©® BRE (AWS RS BEGLERR )

https://github.com/awslabs/aws-solutions-constructs/tree/master/source/use_cases/aws-
serverless-image-handler

AWS ToHRSS 28 Web R AEFF

EXANABIEN (aws-serverless-web-app ) SRM T —MEL W TRSER Web ARER , AFAF
M Wild Rydes fiRAERIMAERT. ZNARFFRAAFR®E—NETHIMLWAFRRERE , ATE
RMEMEERRENMNE , HEEFKE RESTful Web FRE#T#0 |, UEXERHREHIEH A
&, ZNABRFEGNAPRHEBRS EIMMNERNRE , AEBRERFERS.

© FREB (AWS KRS ERERARF )

https://github.com/awslabs/aws-solutions-constructs/tree/master/source/use_cases/aws-

serverless-web-app
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AP| &#

AWS fERFAEME ( #iE )  AWS Cloud Development Kit (AWS CDK) TR E , SRE T Z R
%, FHEFNER , ATEABHFREENHBRAR , LSIEAFMNMNTESHEMIZE, WENE
HEMEFEARFEAETERANE LA HEREREAHENFRTROER,

HEPEXLWERRZ AWS COK SN ERZBSHR , XEEGHERE TEH RIFHHKERKRAIR
BB, ZECAEONROEARFHALNBEER , QSIRS M EHEREDR,

COK AHTFUTES :

» JavaScript , TypeScript Node.js
o BFiR (8 2 3.6)

« Java(Java=1.8)

Modules

AWS BERTT R=GE D R ILMER, ENHERIXHFR

o aw-xxx : AEENRSRITERNERN T, ERHTFHETEZ N AWS COK RSERNSEH , AT
BlEREERK.
« xxx : TEBHNRE T aw-" ZRA T HERXEFEANRSEEREXBRMRINENHEZOER,

BIRAR
BRAEUTRE .

- EX-WEDNIBEESRIIN SRS EN.
- HRE-FAEXHRANERESR , 820 , SHHN8E,

BRAEEMEERTRA—E (HA ) Bl TUESINCNAALEN AR (URBLEES
HEH ) o

BN XEREES B T TRANERR EZARTATRREXXFMCEEXESNES,
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AWS fi#R75 RIiE AWS f# R
AWS IZ—_I- J:t |_.I 9& d] JARN

FIBREBLTREF Rzh , FEERARRBREPHLZIFAERENE LM R, XEFZEL
IRAEGHIEE, XEWRE , RRETUEAEN] , BEARILRG SRR , EAEERERN
R

AR NBREBNIIEE , EIE P AWS BRS RWERFZ M AWS CDK A2 M FE 8 AR
o

EE BEFa
f' aws_solutions_constructs.aw
s_apigateway_dynamodb

Python

. @aws-solutions-constructs/aws-

TS apigateway-dynamodb

TypeScript

& software.amazon.awsconstruc

= ts.services.apigatewaydynamodb
Java
Overview

It AWS R 75 R#EKI T 5 Amazon DynamoDB Fi£E#H Amazon APl Gateway REST AP,

AT 2 TypeScript FHR/NAFHBERNEN :

import { ApiGatewayToDynamoDBProps, ApiGatewayToDynamoDB } from "@aws-solutions-
constructs/aws-apigateway-dynamodb";

new ApiGatewayToDynamoDB(this, 'test-api-gateway-dynamodb-default', {3});
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Initializer

new ApiGatewayToDynamoDB(scope: Construct,
ApiGatewayToDynamoDBProps);

S

* scopeConstruct

* idstring

» propsApiGatewayToDynamoDBProps

BXEER

=1

ARBEEER

FrigRER ?

R BIRIRME

BB RER

A RAE

RVFERIRE

i

dynamodb.TableProps

api.RestApiProps

boolean

string

boolean

boolean

id: string, props:

DU

AFREHNTEEERES
DynamoDB {HERIAE L

AFRRMNTIEER K ATE
&= API Gateway FIBRIAE &,

= &1 DynamoDB %k EEEH
F 8122 R ER API Gateway /5
Eo

BIE 77 3EH APl Gateway &K
B, R A FCIEBRERE
A true , MATIEE

= &1 DynamoDB & EEEH
FEEURER API Gateway /5
*o

= &1 DynamoDB & F#&H
FEFHIRIEN API Gateway 5
e

MeafLes

41
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https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-apigateway.RestApiProps.html
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B - 3il HiR
B iEREMR string AT E#H KB ER API Gateway

BERENR , MRAFEFIRIE
RERN true , NEE

SR BRI A4E boolean 257 DynamoDB R EXEH
F HiBRIZVERY API Gateway 5
o

HEAEER ? logs.LogGroupProps AFREMAIEEEREES
CloudWatch Logs B &4 1Y ER
NEE,

BEXEMH
B KA iR
APIGateway api.RestApi IREIRERCIEN API

Gateway REST API E93= 4,

MA=UENAE iam.Role REHEXCIEN IAM A6
HSEB | ZER RFM AP
Gateway REST API 157 B &
183% % CloudWatch,

M>x B &4 logs.LogGroup IREIH APl Gateway REST
API 5 [H A EREF R 6l
B/ A RAREH,

FENXHE iam.Role IRE R API Gateway REST

API X BIZEH IAM ABHISE
ﬁIJo

BARR dynamodb.Table IREIRER GIEH DynamoDB
e
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https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-dynamodb.Table.html
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HINRE

REEMESHAREXKNITTREEAKIFREUTERRIAE :
Amazon AP| Gateway

- BB BEMALH APl KimT R

3 APl Gateway /g A CloudWatch A&

7 API Gateway ElE &KX RIHE IAM BE
FAE APl FERNBIARERIRE R IAM
B A X-Ray BRER

Amazon DynamoDB &

¥ DynamoDB ZMITHRENRE NIRRT (RERGR)

- £/ AWS EEH KMS 45 DynamoDB /5 A Bk % 85 i 1N 2%
« 9 DynamoDB ROIEEH “id" W X

« MIBR CloudFormation H# AR E &R

- KIELR T EIUIRE
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Architecture

.
Amazon API Gateway Amazon DynamoDB
Role
v

Amazon CloudWatch

GitHub

EERMNEANRDE, QBZ/EFRBEMNEGERE | BIMITUATERE

O @aws-fE R A RLEH/AWS-FK-Z7 b

AWS M ><-#] 8k ™

FERSL FRRF R 2 | #AEEARRAHHA DM ERENEURMG, XERZE L
IR, XEKRE  SRETUEATH , BEARILKEQNRITIREN  CTREEEF

R

AR NBEREBNIIE , BBE PR AWS @RS REERGEM AWS CDK 244128 E R IR
o
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'S EFg
f’ aws_solutions_constructs.aw
s_apigateway_iot

Python

. @aws-solutions-constructs/aws-

TS apigateway-iot

TypeScript

; software.amazon.awsconstruc

= ts.services.apigatewayiot
Java
Overview

It AWS R RAESZIL T EZEE AWS loT #XH Amazon APl Gateway REST AP,

W HIE ] IE API Gateway 1 AWS loT 2 BIBIZ AT B HTTPS RE, HHFEATFTRIE MQTT R
MQT/WebSocket TMYHIBRIZRE S AWS loT EAHITRER , XARAE,

WRMAFEAEN MQTT TBLEAMRABHEE , HEKEXEFE HTTPS BN EEENUAFREE
MERPFPIAB. EFFTERATREEEN Lambda B , MR2K&E TEE API Gateway F] AWS loT
ER, ZMK T JSON HEMZ#HEIES,

LA 2 TypeScript P R/NAIHBERNEN :

import { ApiGatewayToIot } from 'eaws-solutions-constructs/aws-apigateway-iot';

new ApiGatewayToIot(this, 'ApiGatewayToIotPattern', {
iotEndpoint: 'al234567890123-ats'
});

Initializer

new ApiGatewayToIot(scope: Construct, id: string, props: ApiGatewayTolotProps);
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e

* scopeConstruct
e idstring

* propsApiGatewayTolotProps

BEXWEER
B - 3it]
YIER W 2 string
FREEM X BIEZH 2 boolean
MARHMITHEE ? iam.Role
FEMXEE ? api.restApiProps
HEABER ? logs.LogGroupProps

DU

BT &R API Gateway K9
AWS loT LimT =713 ( HlR

MRIRE N truert | HolE
AP| Z4A H 5 UsagePlan 8%
Bk, AP TEiAA] RestApi Bt R
ZIEE “X-api B #rk. BiA
EiZERNfalse,

API| Gateway A Fi5[A AWS
loT B9 IAM A, mRKIE
E, MatlZ2—1NRIAAE
HERBEA (™) BRIAMEE
BHAE

AFREMEER  ATE
% AP| Gateway REST API
RIANBE,

AENAFRMENER BT
#& =& CloudWatch Logs H&E4A
HERIAE R,

BAWEER
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curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/message/device/
foo -H "x-api-key: <api-key>" -H "Content-Type: application/json" -d '{"Hello":
uworldu}l

AE N E#Astage-id, region, Mapi-keyZHESLNHBE —EFEM,

&R BAE URL REEETEEN , API EZHZ 7 NAURANFER, flm, LTREEER LR

/Ch

#HBdevice/foo/bar/abc/xyz,

curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/message/device/
foo/bar/abc/xyz -H "x-api-key: <api-key>" -H "Content-Type: application/json" -d
"{"Hello": "World"}'

BEHRER

EFEHSATEEYXBENEFXXY , BUUEHEYEMREAEE FIRESER, EXNAEHFEYEFH
AR R,

curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/shadow/devicel -
H "x-api-key: <api-key>" -H "Content-Type: application/json" -d '{"state": {"desired":
{ "Hello": "World" }}}'

EFan &R

EENMERESYNRBER FRENE 7N, EUUEASYEHRNEFERRERE FREEBER., #
SRUT RG], THROAERNERR.

curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/shadow/devicel/
shadowl -H "x-api-key: <api-key>" -H "Content-Type: application/json" -d '{"state":
{"desired": { "Hello": "World" }}}'
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curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/message/device/
foo/bar/baz/qux -H "x-api-key: <api-key>" -H "Content-Type: application/octet-stream"
--data-binary @README.md
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ts.services.apigatewaykines
isstreams

WERNXZI T 5L S Kinesis BIERIEER Amazon API Gateway REST API,

AT 2 TypeScript A H/N I EBBEXE N -

import { ApiGatewayToKinesisStreams, ApiGatewayToKinesisStreamsProps } from 'eaws-
solutions-constructs/aws-apigateway-kinesisstreams';

new ApiGatewayToKinesisStreams(this,

Initializer

'test-apigw-kinesis', {});

new ApiGatewayToKinesisStreams(scope: Construct, id: string, props:

ApiGatewayToKinesisStreamsProps);

e

» scopeConstruct

* idstring

* propsApiGatewayToKinesisStreamsProps
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Python

. @aws-solutions-constructs/aws-

TS apigateway-lambda

TypeScript

: software.amazon.awsconstruc

=] ts.services.apigatewaylambda
Java
Overview

It AWS fifR 75 RIGESRI 7 5 AWS Lambda B EUE#EH Amazon API Gateway REST APl

LA 2 TypeScript P R/N I HBERNEN :

import { ApiGatewayToLambda } from 'eaws-solutions-constructs/aws-apigateway-lambda';

new ApiGatewayToLambda(this, 'ApiGatewayTolLambdaPattern', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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Initializer

new ApiGatewayToLambda(scope: Construct, id: string, props: ApiGatewayTolLambdaProps);
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Java akerendpoint
Overview

.

It AWS R 75 RMEKI T 5 Amazon SageMaker K inT RIE$ZH Amazon APl Gateway REST
API,

AT 2 TypeScript FR/NAHBERNEN :

import { ApiGatewayToSageMakerEndpoint, ApiGatewayToSageMakerEndpointProps } from
'@aws-solutions-constructs/aws-apigateway-sagemakerendpoint’;

// Below is an example VTL (Velocity Template Language) mapping template for mapping

the Api GET request to the Sagemaker POST request

const requestTemplate =

o
"instances": [

#set( $user_id = $input.params("user_id") )

#set( $items = $input.params("items") )

#foreach( $item in $items.split(",") )
{"in@": [$user_id], "inl": [$item]}#if( $foreach.hasNext ), #end
$esc.newline

#end
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// Replace 'my-endpoint' with your Sagemaker Inference Endpoint
new ApiGatewayToSageMakerEndpoint(this, 'test-apigw-sagemakerendpoint', {

endpointName: 'my-endpoint’,
resourcePath: '{user_id}',
requestMappingTemplate: requestTemplate

1)

Initializer

new ApiGatewayToSageMakerEndpoint(scope: Construct, id: string, props:

ApiGatewayToSageMakerEndpointProps);
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Java
Overview

It AWS iR 75 RAERI T #E3Z ) Amazon SQS BAFIE) Amazon API Gateway REST APl
LA 2 TypeScript ¥ R/N I HBENEN :
import { ApiGatewayToSqs, ApiGatewayToSqsProps } from "eaws-solutions-constructs/aws-

apigateway-sqs";

new ApiGatewayToSqs(this, 'ApiGatewayToSqsPattern', {3});

Initializer

new ApiGatewayToSqgs(scope: Construct, id: string, props: ApiGatewayToSqsProps);
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LA 2 TypeScript FR/N T HBERNEN :

import * as api from 'e@aws-cdk/aws-apigateway';

import * as lambda from "@Eaws-cdk/aws-lambda";

import { CloudFrontToApiGateway } from '@aws-solutions-constructs/aws-cloudfront-
apigateway’;

const lambdaProps: lambda.FunctionProps = {
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'index.handler'
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const lambdafunction = new lambda.Function(this, 'LambdaFunction', lambdaProps);

const apiGatewayProps: api.LambdaRestApiProps = {
handler: lambdafunction,
endpointConfiguration: {
types: [api.EndpointType.REGIONAL]

I
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE

};
const apiGateway = new api.LambdaRestApi(this, 'LambdaRestApi', apiGatewayProps);
new CloudFrontToApiGateway(this, 'test-cloudfront-apigateway', {

existingApiGatewayObj: apiGateway
1)

Initializer

new CloudFrontToApiGateway(scope: Construct, id: string, props:
CloudFrontToApiGatewayProps);
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import { CloudFrontToApiGatewayTolLambda } from '@aws-solutions-constructs/aws-
cloudfront-apigateway-lambda';

new CloudFrontToApiGatewayToLambda(this, 'test-cloudfront-apigateway-lambda', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
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// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

1)

Initializer

new CloudFrontToApiGatewayTolLambda(scope: Construct, id: string, props:
CloudFrontToApiGatewayTolLambdaProps);
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new CloudFrontToMediaStore(scope: Construct, id: string, props:
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Java aylambda
Overview

It AWS fi# R RM&ESKHE T Amazon Cognito R 1 Amazon API Gateway LambDA X ##) REST
API,

AT 2 TypeScript P R/NAHBERNEN :

import { CognitoToApiGatewayToLambda } from 'e@aws-solutions-constructs/aws-cognito-

apigateway-lambda’;

new CognitoToApiGatewayTolLambda(this, 'test-cognito-apigateway-lambda', {

lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

1)

WMREE APl EESCERFEMAE (Hliproxy = false) , BAAiEAaddAuthorizers() FEE
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import { CognitoToApiGatewayToLambda } from 'e@aws-solutions-constructs/aws-cognito-

apigateway-lambda';

const construct = new CognitoToApiGatewayToLambda(this, 'test-cognito-apigateway-

lambda’', {
lambdaFunctionProps: {
// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'index.handler'

1,
apiGatewayProps: {
proxy: false
}
1)

const resource = construct.apiGateway.root.addResource('foobar');
resource.addMethod('POST"');

// Mandatory to call this method to Apply the Cognito Authorizers on all API methods

construct.addAuthorizers();

Initializer

new CognitoToApiGatewayTolLambda(scope: Construct, id: string, props:
CognitoToApiGatewayToLambdaProps);
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* scopeConstruct
* idstring
» propsCognitoToApiGatewayTolLambdaProps

L eEs

89


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_core.Construct.html

AWS fRRT5 RHE AWS R =

EXEER

A E¥il iR
MAEMZIR/EKX ? lambda.Function Lambda B EU S Y I 45 3£ 461

, Bt Tix/NFlambdaFun
ctionProps 4£5%H4HiR.

Lambda IhEEE & ? lambda.FunctionProps AFRRENTEEYE , AT
Z = Lambda B ERINE
., 28, tiRexistingl
ambdaObj 12,

FEMXEELR ? api.LambdaRestApiP AFREMAHTEEERES
rops AP| Gateway I ERIAE R
INFIfRSBRME R 2 cognito.UserPoolPr AFREHNEEERES
ops Cognito AF B ERIAER
INARSBREFIRER ? cognito.UserPoolCl AFRRHNTEEERESE
ientProps Cognito A P& Fim kY ERIA
EE
BEABER? logs.LogGroupProps AFREMEER K ATE
%= CloudWatch Logs HEAK
RIAEE,

BXEM

A e il iR

APIGateway api.RestApi IREIRERXCIZERN API
Gateway REST API B93E 4,

LambdaFunction lambda.Function REIRER BIZER Lambda &
By L4,

BAMEEE 90

(it


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.FunctionProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-apigateway.LambdaRestApi.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-apigateway.LambdaRestApi.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cognito.UserPoolProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cognito.UserPoolProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cognito.UserPoolClientProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cognito.UserPoolClientProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-logs.LogGroupProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-apigateway.RestApi.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html

AWS R T =&

AWS R =

=L Ebic)

userPool cognito.UserPool

UserPoolClient cognito.UserPoolCl
ient

A=A iam.Role

Mx BE4A logs.LogGroup

EESSHE api.CfnAuthorizer

MINIZIE

RERMBESEN AN ITFRFEAKIFREUTERIAE :
Amazon Cognito

o NAPMIRIE D R
- BHEPTAPENSRZEERERX

Amazon API Gateway

- EBBIBELCH API LiHTT =R

- 79 API Gateway /& A CloudWatch H&id%
- 71 API Gateway Bt ERENXRIGE IAM A€
« FTE APl BEMERIAERERIZE R IAM
- BH X-Ray BRER

DU

IREIREN K Cognito A
b= o

IREIREN IR Cognito A
P& P imr K6,

REREXCIEN IAM BE
HISEH , ZER RN AP
Gateway REST API i5 7] B &
183% % CloudWatch,

IR[EI API Gateway REST
APl iR B &K IAE BRI E A
EBHARAREH,

IR [E HEN BN AP
Gateway BN EFHISEHI,

HINRE

91


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cognito.UserPool.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cognito.UserPoolClient.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cognito.UserPoolClient.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-iam.Role.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-logs.LogGroup.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-apigateway.CfnAuthorizer.html

AWS R T =&

AWS f#RT5 5

AWS Lambda &%k

« A Lambda BB EZRIXRILF IAM BE
« AT R JS Lambda HEE A ES FRAiEE
« B3R X-Ray B

c RENETE .

+ AWS_NODEJS_CONNECTION_REUSE_ENABLED ( AF ¥ & 10.x MEShRAKITHAEE )

Architecture

Amazon Cognito

Amazon AP| Gateway

o

Role

Amazon CloudWatch

AWS Lambda

£

92



AWS fRRT5 RHE AWS R =

GitHub

EERHREANRBE, IR/EFRAENNIERE , THITUTERE

o @aws-f# R 5 RLEKI/AWS-IA F1-Fr 8 R K -lam
bda

aws-dynamodb-stream-lambda

STABILITY

FIERBLTREF R2H , HEAERAARRBREPHLZ I FAERENEXDM R, XEFZEL
IRAEGERE, XEKE , RRETUEARAEN , BEEARILBRF SN RAN , EUEEEEMN
R,

AR NBREBNIIEE , BHE PR AWS @RS REERGEN AWS CDK 244128 E Y AR
o

B EFaE
i' aws_solutions_constructs.aw
s_dynamodb_stream_lambda
Python
. @aws-solutions-constructs/aws-
TS dynamodb-stream-lambda
TypeScript
software.amazon.awsconstruc
= ts.services.dynamodbstreaml
Java ambda
Overview

It AWS R A RMESSI T EEFHHER Amazon DynamoDB & |, JLiE A BB KIKISNARA AWS
Lambda B,

GitHub 93


https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-cognito-apigateway-lambda
https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-cognito-apigateway-lambda
https://semver.org/
https://semver.org/

AWS fRRT5 RHE AWS R =

XER-—IMRDVABBRXNEL :

import { DynamoDBStreamTolLambdaProps, DynamoDBStreamToLambda} from 'eaws-solutions-
constructs/aws-dynamodb-stream-lambda’;

new DynamoDBStreamToLambda(this, 'test-dynamodb-stream-lambda', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

}I
1)

Initializer

new DynamoDBStreamTolLambda(scope: Construct, id: string, props:
DynamoDBStreamTolLambdaProps);
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AT 2 TypeScript R H/N I EBBEXE N -

import { DynamoDBStreamTolLambdaToElasticSearchAndKibana,
DynamoDBStreamToLambdaToElasticSearchAndKibanaProps } from '@aws-solutions-constructs/

aws-dynamodb-stream-lambda-elasticsearch-kibana';
import { Aws } from "@aws-cdk/core";

const props: DynamoDBStreamTolLambdaToElasticSearchAndKibanaProps = {

lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

3,

domainName: 'test-domain',

// TODO: Ensure the Cognito domain name is globally unique
cognitobDomainName: 'globallyuniquedomain' + Aws.ACCOUNT_ID;

};

new DynamoDBStreamTolLambdaToElasticSearchAndKibana(this, 'test-dynamodb-stream-lambda-

elasticsearch-kibana', props);

Initializer

new DynamoDBStreamTolLambdaToElasticSearchAndKibana(scope: Construct, id: string, props:
DynamoDBStreamToLambdaToElasticSearchAndKibanaProps);
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f’ aws_solutions_constructs.aw
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Python se_s3
. @aws-solutions-constructs/aws-
TS events-rule-kinesisfirehose-s3
TypeScript
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=) ts.services.eventsrulekines
Java isfirehoses3
Overview

Itk AWS iR ZEMESSHE T Amazon CloudWatch Events $0 |, 38 &% 2iE# 2| Amazon S3 17
f#4EH Amazon Amazon Kinesis Data Firehose & #i i o

AT 2 TypeScript A R/N I EBBEXE N :

import * as cdk from 'e@aws-cdk/core';
import { EventsRuleToKinesisFirehoseToS3, EventsRuleToKinesisFirehoseToS3Props } from
'@aws-solutions-constructs/aws-events-rule-kinesisfirehose-s3';

const eventsRuleToKinesisFirehoseToS3Props: EventsRuleToKinesisFirehoseToS3Props = {
eventRuleProps: {
schedule: events.Schedule.rate(cdk.Duration.minutes(5))
}
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new EventsRuleToKinesisFirehoseToS3(this, 'test-events-rule-firehose-s3',
eventsRuleToKinesisFirehoseToS3Props);

Initializer

new EventsRuleToKinesisFirehoseToS3(scope: Construct, id: string, props:
EventsRuleToKinesisFirehoseToS3Props);
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» scopeConstruct
* idstring

» propsEventsRuleToKinesisFirehoseToS3Props
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Python
. @aws-solutions-constructs/aws-
TS events-rule-kinesisstreams
TypeScript
: software.amazon.awsconstruc
= ts.services.eventsrulekines
Java isstream
Overview

It AWS f R 5 2= HESE#E T Amazon CloudWatch Events 301 | $5#38 & 3% 2 Amazon Kinesis #kizE

3B
Nlbo

AT 2 TypeScript FR/NAHBERNEN :

import * as cdk from 'e@aws-cdk/core’;
import {EventsRuleToKinesisStreams, EventsRuleToKinesisStreamsProps} from "@aws-
solutions-constructs/aws-events-rule-kinesisstreams";

const props: EventsRuleToKinesisStreamsProps = {
eventRuleProps: {
schedule: events.Schedule.rate(Duration.minutes(5)),

I

new EventsRuleToKinesisStreams(this, 'test-events-rule-kinesis-stream', props);

Initializer

new EventsRuleToKinesisStreams(scope: Construct, id: string, props:
EventsRuleToKinesisStreamsProps);
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Python
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Overview
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const { EventsRuleTolLambdaProps, EventsRuleTolLambda } from '@aws-solutions-constructs/

aws-events-rule-lambda';

const props: EventsRuleToLambdaProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

.
eventRuleProps: {
schedule: events.Schedule.rate(Duration.minutes(5))

};

new EventsRuleToLambda(this, 'test-events-rule-lambda', props);

Initializer

new EventsRuleToLambda(scope: Construct, id: string, props: EventsRuleToLambdaProps);

5%

» scopeConstruct
* idstring
» propsEventsRuleTolambdaProps
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. @aws-solutions-constructs/aws-

TS events-rule-sns

TypeScript

; software.amazon.awsconstruc
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Java
Overview

EREHSES Amazon SNS =B ABER Amazon CloudWatch Events #,

XR-—IMERDNARBERXEX

import { Duration } from 'eaws-cdk/core';

import * as events from 'eaws-cdk/aws-events';

import * as iam from 'e@aws-cdk/aws-iam';

import { EventsRuleToSnsProps, EventsRuleToSns } from "@aws-solutions-constructs/aws-
events-rule-sns";

const props: EventsRuleToSnsProps = {
eventRuleProps: {
schedule: events.Schedule.rate(Duration.minutes(5)),

13
const constructStack = new EventsRuleToSns(this, 'test-construct', props);

// Grant yourself permissions to use the Customer Managed KMS Key
const policyStatement = new iam.PolicyStatement({

actions: ["kms:Encrypt", "kms:Decrypt"],

effect: iam.Effect.ALLOW,

principals: [ new iam.AccountRootPrincipal() 1,

resources: [ "*" ]
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1)

constructStack.encryptionKey?.addToResourcePolicy(policyStatement);

Initializer

new EventsRuleToSNS(scope: Construct, id: string, props: EventsRuleToSNSProps);
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» propsEventsRuleToSnsProps
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Overview
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XR-—IMERDNAHBERRXEX

import { Duration } from 'eaws-cdk/core';

import * as events from 'eaws-cdk/aws-events';

import * as iam from 'e@aws-cdk/aws-iam';

import { EventsRuleToSqsProps, EventsRuleToSqgs } from "@aws-solutions-constructs/aws-
events-rule-sqgs";

const props: EventsRuleToSqsProps = {

eventRuleProps: {
schedule: events.Schedule.rate(Duration.minutes(5))

i
const constructStack = new EventsRuleToSqs(this, 'test-construct', props);

// Grant yourself permissions to use the Customer Managed KMS Key
const policyStatement = new iam.PolicyStatement({
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actions: ["kms:Encrypt", "kms:Decrypt"],
effect: iam.Effect.ALLOW,

principals: [ new iam.AccountRootPrincipal() 1,
resources: [ "*" ]

1)

constructStack.encryptionKey?.addToResourcePolicy(policyStatement);

Initializer

new EventsRuleToSqs(scope: Construct, id: string, props: EventsRuleToSgsProps);
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LA 2 TypeScript RS/ ZBEBEEXE X :

import { EventsRuleToStepFunction, EventsRuleToStepFunctionProps } from 'eaws-
solutions-constructs/aws-events-rule-step-function';

const startState = new stepfunctions.Pass(this, 'StartState');

const props: EventsRuleToStepFunctionProps = {
stateMachineProps: {
definition: startState

I
eventRuleProps: {
schedule: events.Schedule.rate(Duration.minutes(5))

1Y

new EventsRuleToStepFunction(this, 'test-events-rule-step-function-stack', props);
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Amazon Amazon Kinesis Data Firehose & #i 7o

LA 2 TypeScript FH/N AT HBENEN :

import { IotToKinesisFirehoseToS3Props, IotToKinesisFirehoseToS3 } from 'eaws-
solutions-constructs/aws-iot-kinesisfirehose-s3';

const props: IotToKinesisFirehoseToS3Props = {
iotTopicRuleProps: {
topicRulePayload: {

ruleDisabled: false,
description: "Persistent storage of connected vehicle telematics data",

sql: "SELECT * FROM 'connectedcar/telemetry/#'",

actions: []

};

new IotToKinesisFirehoseToS3(this, 'test-iot-firehose-s3', props);
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LA 2 TypeScript P R/NTHBERNEN :

import { IotToLambdaProps, IotTolLambda } from '@aws-solutions-constructs/aws-iot-
lambda';

const props: IotTolLambdaProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
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code: lambda.Code.fromAsset( ' ${__dirname}/lambda’),
handler: 'index.handler'

1,
iotTopicRuleProps: {
topicRulePayload: {
ruleDisabled: false,
description: "Processing of DTC messages from the AWS Connected Vehicle

Solution.",
sql: "SELECT * FROM 'connectedcar/dtc/#'",

actions: []

i

new IotTolLambda(this, 'test-iot-lambda-integration', props);
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new IotTolLambda(scope: Construct, id: string, props: IotToLambdaProps);
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import { IotToLambdaToDynamoDBProps, IotToLambdaToDynamoDB } from 'eaws-solutions-
constructs/aws-iot-lambda-dynamodb';

const props: IotTolLambdaToDynamoDBProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
I
iotTopicRuleProps: {
topicRulePayload: {
ruleDisabled: false,
description: "Processing of DTC messages from the AWS Connected Vehicle
Solution.",
sql: "SELECT * FROM 'connectedcar/dtc/#'",

actions: []
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AR NBREBNIIE , BUEPH AWS RS ZHERGEM AWS CDK S43UZ M E IR
o

EBE EFa
f’ aws_solutions_constructs.aw
s_kinesisfirehose_s3_and_ki
Python nesisanalytics
. @aws-solutions-constructs/a
TS ws-kinesisfirehose-s3-and-k
TypeScript inesisanalytics
: software.amazon.awsconstruc
=) ts.services.kinesisfirehose
Java s3kinesisanalytics
Overview

It AWS R 75 B HESSI 7 E#EE| Amazon S3 R Amazon Amazon Kinesis Firehose 1% %l i
H Amazon Kinesis Analytics B T2 F

LA 2 TypeScript FH/N AT HBENEN :

import { KinesisFirehoseToAnalyticsAndS3 } from '@aws-solutions-constructs/aws-
kinesisfirehose-s3-and-kinesisanalytics';

new KinesisFirehoseToAnalyticsAndS3(this, 'FirehoseToS3AndAnalyticsPattern', {
kinesisAnalyticsProps: {
inputs: [{
inputSchema: {
recordColumns: [{
name: 'ticker_symbol',
sqlType: 'VARCHAR(4)',
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mapping: '$.ticker_symbol'
[ PE
name: 'sector',
sqlType: 'VARCHAR(16)',
mapping: '$.sector'
[ PE
name: 'change',
sqlType: 'REAL',
mapping: '$.change'
[ PE
name: 'price’,
sqlType: 'REAL',
mapping: '$.price’
1,
recordFormat: {
recordFormatType: 'JSON'

},
recordEncoding: 'UTF-8'
},
namePrefix: 'SOURCE_SQL_STREAM'
1]
}
1);
Initializer

new KinesisFirehoseToAnalyticsAndS3(scope: Construct, id: string, props:
KinesisFirehoseToAnalyticsAndS3Props);

e

* scopeConstruct
* idstring
* propsKinesisFirehoseToAnalyticsAndS3Props
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] BEFg
A aws_solutions_constructs.aw
s_kinesis_streams_gluejob

Python

. @aws-solutions-constructs/aws-

TS kinesisstreams-gluejob
TypeScript

_ software.amazon.awsconstruc

=] ts.services.kinesisstreamsg
Java luejob
Overview

It AWS f# 1R 75 RFIEEZFE Amazon Kinesis B#E 7 , HELE AWS Glue Job , & LM ER/E R
TEEMN ETL ## , UXUKXEMNL L, EEELBE— Amazon S3 7R , EF L E4& AWS
Glue & Job By Python B 7s,

AT 2 TypeScript FR/NAHBERNEN :

import * as glue from 'e@aws-cdk/aws-glue';

import * as s3assets from '@aws-cdk/aws-s3-assets';

import { KinesisstreamsToGluejob } from 'eaws-solutions-constructs/aws-kinesisstreams-
gluejob';

const fieldSchema: glue.CfnTable.ColumnProperty[] = [

{

name: 'id',

type: 'int',

comment: 'Identifier for the record’,
},
{

name: 'name',

type: 'string',

comment: 'Name for the record',
.
{
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name: 'address',
type: 'string',
comment: 'Address for the record',

I
{

name: 'value',

type: 'int',

comment: 'Value for the record’,
},

1;

const customEtlJob = new KinesisstreamsToGluejob(this, 'CustomETL', {

glueJobProps: {
command: {
name: 'gluestreaming',

pythonVersion: '3',
scriptLocation: new s3assets.Asset(this, 'ScriptLocation', {

path: '${__dirname}/../etl/transform.py’,
}).s30bjectUrl,

iy

I
fieldSchema: fieldSchema,

1)

Initializer

new KinesisstreamsToGluejob(scope: Construct, id: string, props:
KinesisstreamsToGluejobProps);

e

* scopeConstruct
* idstring
* propsKinesisstreamsToGluejobProps
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TypeScript firehose-s3
: software.amazon.awsconstruc
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Java inesisfirehoses3
Overview

It AWS R 75 R¥IESRI T EZE Amazon S3 77K Amazon Kinesis 3EHFF B (KDF) & i
FRHY Amazon Kinesis 23&7# (KDS),

LA 2 TypeScript PR H/N I EBBEXENL -

import { KinesisStreamsToKinesisFirehoseToS3 } from 'eaws-solutions-constructs/aws-
kinesisstreams-kinesisfirehose-s3';

new KinesisStreamsToKinesisFirehoseToS3(this, 'test-stream-firehose-s3', {});

Initializer

new KinesisStreamsToKinesisFirehoseToS3(scope: Construct, id: string, props:
KinesisStreams...ToS3Props);
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import { KinesisStreamsTolLambda } from 'eaws-solutions-constructs/aws-kinesisstreams-
lambda';

new KinesisStreamsToLambda(this, 'KinesisTolLambdaPattern',6 {
kinesisEventSourceProps: {
startingPosition: lambda.StartingPosition.TRIM_HORIZON,

batchSize: 1
},

lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

1)

Initializer

new KinesisStreamsTolLambda(scope: Construct, id: string, props:
KinesisStreamsTolLambdaProps);
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* propsKinesisStreamsTolLambdaProps
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import { LambdaToDynamoDBProps, LambdaToDynamoDB } from '@aws-solutions-constructs/

aws-lambda-dynamodb';

const props: LambdaToDynamoDBProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

};

new LambdaToDynamoDB(this, 'test-lambda-dynamodb-stack', props);

Initializer
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import { LambdaToElasticSearchAndKibana } from 'eaws-solutions-constructs/aws-lambda-
elasticsearch-kibana';
import { Aws } from "eaws-cdk/core";

const lambdaProps: lambda.FunctionProps = {

runtime: lambda.Runtime.NODEJS_14_X,

// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

};

new LambdaToElasticSearchAndKibana(this, 'test-lambda-elasticsearch-kibana', {
lambdaFunctionProps: lambdaProps,
domainName: 'test-domain’,
// TODO: Ensure the Cognito domain name is globally unique
cognitoDomainName: 'globallyuniquedomain' + Aws.ACCOUNT_ID;

1)

Initializer

new LambdaToElasticSearchAndKibana(scope: Construct, id: string, props:
LambdaToElasticSearchAndKibanaProps);
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import { LambdaToS3 } from 'eaws-solutions-constructs/aws-lambda-s3';

new LambdaToS3(this, 'LambdaToS3Pattern', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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const { LambdaToSsmstringparameterProps, LambdaToSsmstringparameter } from '@aws-
solutions-constructs/aws-lambda-ssmstringparameter"';

const props: LambdaToSsmstringparameterProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

iy

stringParameterProps: { stringValue: "test-string-value" }

};

new LambdaToSsmstringparameter(this, 'test-lambda-ssmstringparameter-stack', props);

Initializer

new LambdaToSsmstringparameter(scope: Construct, id: string, props:
LambdaToSsmstringparameterProps);
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= ts.services.lambdasagemaker
Java endpoint
Overview

It AWS R 75 EXESSH T #E3# 2] Amazon Sagemaker 4w = H AWS Lambda B
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import { Duration } from 'eaws-cdk/core';
import * as lambda from 'eaws-cdk/aws-lambda’;
import {
LambdaToSagemakerEndpoint,
LambdaToSagemakerEndpointProps,
} from '@aws-solutions-constructs/aws-lambda-sagemakerendpoint';

const constructProps: LambdaToSagemakerEndpointProps = {
modelProps: {

primaryContainer: {
image: '{{AccountId}}.dkr.ecr.{{region}}.amazonaws.com/linear-learner:latest’,

modelDataUrl: 's3://{{bucket-name}}/{{prefix}}/model.tar.gz’,

.

},

lambdaFunctionProps: {
runtime: lambda.Runtime.PYTHON_3_8,
// This assumes a handler function in lib/lambda/index.py
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler',
timeout: Duration.minutes(5),
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memorySize: 128,
iy
};

new LambdaToSagemakerEndpoint(this,

constructProps);

Initializer

'LambdaToSagemakerEndpointPattern’,

new LambdaToSagemakerEndpoint(scope: Construct, id: string, props:
LambdaToSagemakerEndpointProps);
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Overview
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const { LambdaToSecretsmanagerProps, LambdaToSecretsmanager } from 'eaws-solutions-
constructs/aws-lambda-secretsmanager';

const props: LambdaToSecretsmanagerProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
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// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

3},
i

new LambdaToSecretsmanager(this, 'test-lambda-secretsmanager-stack', props);

Initializer

new LambdaToSecretsmanager(scope: Construct, id: string, props:
LambdaToSecretsmanagerProps);

S

* scopeConstruct
* idstring

« propsLambdaToSecretsmanagerProps

BAEESR

BF e iR
MENZ/EKX ? lambda.Function Lambda BRE S Y I 5 32451

, Bt 7Tix/NFlambdaFun
ctionProps &£S53EIR

Lambda ZhagE & ? lambda.FunctionProps AFRREMNEEREE
Lambda EEHIBRINE R,

MEREE? secretsmanager.Sec AENAFRHENEEXRESR
retProps EREERNIRIAEE,

EEREMERE ? secretsmanager.Sec Secrets Manager # %31 R Y
ret MAEXRM , NRIRE T I ,

B ERF 194


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_core.Construct.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.FunctionProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-secretsmanager.SecretProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-secretsmanager.SecretProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-secretsmanager.Secret.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-secretsmanager.Secret.html

AWS ffIRT5 R=HE

AWS f#RT5 5

=1

B GE ?

=RBFE VPC?

VPCPROP ?

boolean

string

ec2.IVpc

ec2.VpcProps

HiR
NlsecretProps ZHEILLFR
#llo

Lambda ¥ ZN TEE
AFRIR ( BRIABERTRR

) o

A Lambda BEERE K 4
EERTHERETENIER
o

MEHPIPE AR AIE
WA VPC, £ VPC HZE
B, Lambda BEECRHER VPC
R ENIGRIMERIR |, ¥
BfEEATF AWS Secrets
Manager #J VPC i 8IZ$#E N0
KRigTm, MREHTIA
VPC , MldeployVpc BHR
BEtrue, XfEMec2.IVpc,
UAFEFPiwERec2.Vpe.
romLookup() K.

AFRENEEY ,
BAT&EE#H VPC AR
INEM™. enableDns
Hostnames . enableDns
Support ., natGateways ,
MsubnetConfiguratio

n THEENREN , FIAXE
RN IX L E M EEET
WEBX., WRdeployVpc F
BtrueBAXNEHFHZ
B o

BAWEER

It

195


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.IVpc.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.Vpc.html#static-fromwbrlookupscope-id-options
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.Vpc.html#static-fromwbrlookupscope-id-options
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.VpcProps.html

AWS R T =&

AWS R =

2% E¥il
2 VPC ? boolean
EXEH
A el
LambdaFunction lambda.Function
4R secretsmanager.Sec
ret
VPC ? ec2.1IVpc
RN E

REEMBEZAERNFTEEASSIFRENTRIAE :

DU

=&t VPC EFvpcPropsi¥
WEXNFBINEF, FHRE
NtrueFEER/DIN., KFE
) VPC RZ1TER :

- COK it RIERANBANATAKX
N&EE —NEE W

* enableDnsHostnames
HMenableDns
Support #FHIZE
HFtrue

mELEMHERNtrue , A
JEexistingVpc MITEIE
E . BRIAMER false,

DU

jR[El1ambda.Function B3
B,

IR[Elsecretsmanager.Sec
ret HEEBIE,

RERKXFEAR VPC LD
(WMRE ), XAERRHARN

IR VPC , LA AR R A4
B ERBH VPCo

BAEM

196


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-secretsmanager.Secret.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-secretsmanager.Secret.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.IVpc.html

AWS fRRT5 RHE AWS R =

AWS Lambda &%k

« A Lambda R EERXEFR IAM B,
- AT R JS Lambda BHEREFEIRES , BRAEEFERAERE.
- B X-Ray R,
- REMRETE :
- ( BRIAE ) SEECT_ARN , HF @2 H CDK REIMZ4AH ARNSecreatel& 1
« AWS_NODEJS_CONNECTION_REUSE_ENABLED ( AT < 10.x M E S RAHI IHEE )

Amazon Secrets Manager %4A

« BRAXBKK AWS Lambda EIEREY R/ ]
- FAMKFAXENERIA KMS 2408 A RSB iw NS
- BIEMER :
( BN ) REHLER
( BiAE ) BEHLE
« B CloudFormation 4% AR B8 B2

ZRINRIE 197


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-secretsmanager.Secret.html#secretarn

AWS R T =& AWS IR R

Architecture

2

Role
N
B
Lambda ~\
function

AWS Secrets Manager

|

o

Amazon CloudWatch

GitHub

EERREANKRE, Z/EFRBEMNEERSE , BIITHUATERE

O @aws-ff R R H/aws-lambda- R B 25

aws-lambda-sns

FIBREBLTREF R2F , HEERAARRBREPHLZIFAERENEXSM R, XEFZEL
RAEZHRE, XEWE , ERETUEREN] , BEARILRAGSOBIMRAE |, B R EERN

R

AR NBRIEBNIIE , BHE PR AWS @RS ZEERGEN AWS CDK 247512 BRI AR
o

e 198


https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-lambda-secretsmanager
https://semver.org/
https://semver.org/

AWS R T =&

AWS R =

[

&
A

Python

TypeScript

Overview

TEFY
aws_solutions_constructs.aw

s_lambda_sns

@aws-solutions-constructs/aws-
lambda-sns

software.amazon.awsconstruc
ts.services.lambdasns
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LA 2 TypeScript FR/NITHBERNEN :

import { LambdaToSns, LambdaToSnsProps } from "@aws-solutions-constructs/aws-lambda-

sns";

new LambdaToSns(this,
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,

'test-lambda-sns’',

// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),

handler:

1)

Initializer

'index.handler'

new LambdaToSns(scope: Construct, id: string, props: LambdaToSnsProps);
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Overview

Ltk AWS f# R A E=ME S TiE RS Amazon SQS FAFIHY AWS Lambda B4#K,

AR 2 TypeScript P ER/NAIHBERENL :

import { LambdaToSqgs, LambdaToSqsProps } from "@aws-solutions-constructs/aws-lambda-
sqs";
new LambdaToSqgs(this, 'LambdaToSqgsPattern', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

1)

Initializer

new LambdaToSqs(scope: Construct, id: string, props: LambdaToSqgsProps);
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Overview

It AWS R 75 RMIEE R (1) BLE R @BASI&IEE B/ AWS Lambda % ; (2) Amazon SQS
RA%I ; (3) BELE S EARSIHHE SR AWS Lambda BEEK.

AT 2 TypeScript FR/NAHBERNEN :

import { LambdaToSqsToLambda, LambdaToSqsTolLambdaProps } from "@aws-solutions-
constructs/aws-lambda-sqs-lambda";

new LambdaToSqsTolLambda(this, 'LambdaToSqsTolLambdaPattern', {
producerLambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/producer-function/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda/producer-function’),
handler: 'index.handler'

iy

consumerLambdaFunctionProps: {
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runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/consumer-function/index. js
code: lambda.Code.fromAsset( ${__dirname}/lambda/consumer-function'),

handler: 'index.handler'

1)

Initializer

new LambdaToSqsTolLambda(scope: Construct, id: string, props: LambdaToSgsToLambdaProps);
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Python
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TypeScript

; software.amazon.awsconstruc

= ts.services.lambdastepfunction
Java
Overview

It AWS ARG REMESKI TEET AWS SR AWS Lambda B,

LA 2 TypeScript PR /N EBEBEEXE X -

import { LambdaToStepFunction } from '@aws-solutions-constructs/aws-lambda-step-
function';
import * as stepfunctions from 'eaws-cdk/aws-stepfunctions';

const startState = new stepfunctions.Pass(this, 'StartState');

new LambdaToStepFunction(this, 'LambdaToStepFunctionPattern', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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},
stateMachineProps: {
definition: startState
}
1);

Initializer

new LambdaToStepFunction(scope: Construct, id: string, props:
LambdaToStepFunctionProps);
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import { S3TolLambdaProps, S3TolLambda } from '@aws-solutions-constructs/aws-s3-lambda’;

new S3ToLambda(this, 'test-s3-lambda', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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import { S3ToStepFunction, S3ToStepFunctionProps } from '@aws-solutions-constructs/aws-
s3-step-function';
import * as stepfunctions from 'eaws-cdk/aws-stepfunctions';

const startState = new stepfunctions.Pass(this, 'StartState');
new S3ToStepFunction(this, 'test-s3-step-function-stack', {

stateMachineProps: {
definition: startState

BhR 228



AWS fRRT5 RHE AWS R =

1)

Initializer

new S3ToStepFunction(scope: Construct, id: string, props: S3ToStepFunctionProps);

e

» scopeConstruct
* idstring

* propsS3ToStepFunctionProps

BAWEESR

B RE DU
DNAENFHERD ? s3.IBucket S3 BN RNIMARXA,

MRREMTX—K , BAKRE
ffbucketProps 2—/\&

o
MHEER ? s3.BucketProps AFREMEEYE K ATE

EFHEBRNRIAEYE. ZHBH
RexistingBucketObj 1

#t,
EZxREER sfn.StateMachinePr AP RHENEEREES
ops SFN.Statemachine BYERIAE
8,
EHEE? events.RuleProps A% A P RMENEH Props 3k
BERINE,

ik 229


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_core.Construct.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.IBucket.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.BucketProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-stepfunctions.StateMachineProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-stepfunctions.StateMachineProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-events.RuleProps.html

AWS R T =&

AWS R =

B
HERER ?

tlEREME

AEAEER?

BB M

=1

CloudTrail ?

SIRERICRIFHEANE 2

CloudwatchAltms

S3Bucket

S3 iCFAM ?

RE

boolean

boolean

logs.LogGroupProps

=3

cloudtrail.Trail

s3.Bucket

s3.Bucket

cloudwatch.Alarm[]

s3.Bucket

s3.Bucket

DU

B2 &71E AWS CloudTrail 32
IRERLATE Amazon S3 Hid%
APl B, BIAMER trueo

= A BIEHFER CloudWatch
ZiR,

APRRENTEER K ATE
&= CloudWatch Logs B EAK
HIAEE,

DU

IREHERXAER Cloudrail 3R
EREYE B,

BRERERCIZENATE#
Cloudrail IREREIRM Z 8K
£l

JR[E B Cloudrail REREAME
FREESX BN A ERICRKE
24,

BEREXCIEN -4
CloudWatch 2R 5K,

REEXCIEN S3 FREH
KBl

REHER) S3 FiEE 2
By B iE R iR KB

BAEM

230


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-logs.LogGroupProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cloudtrail.Trail.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.Bucket.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.Bucket.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-cloudwatch.Alarm.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.Bucket.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.Bucket.html

AWS R T =&

AWS R =

AN e il

StadeMachine sfn.StateMachine

E R FH logs.LogGroup
RN E

RBEAEZN R R ASKIORRE A TRIAE -

Amazon S3 ZE 1@

- BB S3 FEMAYIL A B ERIZR,

- EA AWS & KMS 7 S3 R3S A RS SRR,

- B S3 FEmIARAEESF,

- ARV S3 FBNAHTEE,

- HiBR CloudFormation ¥4 ET{R & S3 FE M.
- SEHefE P BIEME,

DU

R E AR SR AR SHLA SR
Blo

R EHRRSHAER G2/ B &
ARYKB

- NAZwEABANE 90 RERFIEZRIN RRAEBIE Glacier 7.

AWS CloudTrall

 1& AWS CloudTrail HEERER , SA%E Amazon S3 FiZFEMIE QB FEEHEIH APl B4,

Amazon CloudWatch Events

« [@ CloudWatch B4R FRENPRLAALA Lambda BEEK,

AWS Step Function

71 APl Gateway /8 | CloudWatch H&I1EFo
- NLRINEELBB HESLE CloudWatch Bk,

HINRE

231


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-stepfunctions.StateMachine.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-logs.LogGroup.html

AWS R T =& AWS IR R

Architecture

e

Role

Amazon S3 Bucket
= g ==

Amazon CloudWatch
Event Rule AWS Step Functions

AWS CloudTrail l
&

Amazon CloudWatch

GitHub

EEFHERXNNRE, E/EFRBMABBERE  BHITUTERE
O @aws-fif R R4 ¥ /aws-S3 HEREKER

-SNS-H 1A

FIERBLTREF R 2P , HAEEARKBRETHLZ I A ERENEXIMER, XEFZEL
RAZEHRE, XEWE , RRETUEAEAN] , BEARILER4G SOBIMRAE |, B EEEERN

R,

EE . NARLEBAIE , BUEPH AWS BRE REERFSHN AWS CDK SBH472 M EH AR
o

e 232


https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-s3-step-function
https://semver.org/
https://semver.org/

AWS R T =&

AWS R =

[

&
A

Python

TypeScript

Overview

TEFY
aws_solutions_constructs.aw

s_sns_lambda

@aws-solutions-constructs/aws-
sns-lambda

software.amazon.awsconstruc
ts.services.snslambda

Itk AWS f# R 75 RHESEH TR AWS Lambda B # Amazon SNS,

LA 2 TypeScript FR/NITHBERNEN :
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lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
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// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),

handler:
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'index.handler'

new SnsTolLambda(scope: Construct, id: string, props: SnsTolLambdaProps);
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import { SnsToSqs, SnsToSqsProps } from "eaws-solutions-constructs/aws-sns-sqs";

import * as iam from 'e@aws-cdk/aws-iam';
const snsToSgsStack = new SnsToSqs(this, 'SnsToSqsPattern', {});

// Grant yourself permissions to use the Customer Managed KMS Key
const policyStatement = new iam.PolicyStatement({

actions: ["kms:Encrypt", "kms:Decrypt"],

effect: iam.Effect.ALLOW,

principals: [ new iam.AccountRootPrincipal() 1],

resources: [ "*" ]

1)

snsToSqgsStack.encryptionKey?.addToResourcePolicy(policyStatement);

Initializer

new SnsToSqs(scope: Construct, id: string, props: SnsToSqsProps);

e

» scopeConstruct
* idstring
* propsSnsToSqgsProps
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v
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Python
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Overview

BFE
aws_solutions_constructs.aw

s_sqs_lambda

@aws-solutions-constructs/aws-
sqs-lambda

software.amazon.awsconstruc
ts.services.sqgslambda

Ltk AWS AR5 =SS 7% RS AWS Lambda B #HY Amazon SQS BA %,

AT 2 TypeScript AR H/N I EBBEXE N -

const { SqgsToLambda } = require('e@aws-solutions-constructs/aws-sqs-lambda');

new SqgsTolLambda(stack,
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,

'SqsToLambdaPattern', {

// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),

handler:

1)

Initializer

'index.handler'

new SqgsTolLambda(scope: Construct, id: string, props: SgsToLambdaProps);
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BOEIRIE AWS #EIRTT RIFEFTERA R AWS CDK 45 (89 BRIAE 4.

Blan , LUTF R EH AWS #RG REWECIEN S3 FRBUENRINBEA R, MIANBERT , ©FFT
TR R MNE, FHMRARS, BEIEMAELARIERNKRIRE S3 i7E B EIE R,

encryption: s3.BucketEncryption.S3_MANAGED,
versioned: true,

blockPublicAccess: s3.BlockPublicAccess.BLOCK_ALL,
removalPolicy: RemovalPolicy.RETAIN,
serverAccesslLogsBucket: loggingBucket

BERAEM

Core FiRENBRINBH A UMAFRENEMEES, Hlin , AP A LAZE & Amazon S3 FHIENH 1A R
BHELUEEBEER,

const stack = new cdk.Stack();

const props: CloudFrontToS3Props = {
bucketProps: {
blockPublicAccess: {
blockPublicAcls: false,
blockPublicPolicy: true,
ignorePublicAcls: false,
restrictPublicBuckets: true

}
i

new CloudFrontToS3(stack, 'test-cloudfront-s3', props);

expect(stack).toHaveResource("AWS::S3::Bucket", {
PublicAccessBlockConfiguration: {
BlockPublicAcls: false,
BlockPublicPolicy: true,
IgnorePublicAcls: false,
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RestrictPublicBuckets: true
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