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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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AWS Security Hub £

tBEautomated-security-response-admin¥# AT L5 AWS Security Hub CSPM #Y B E X IR 1E
ThEEE . & AWS Security Hub CSPM #2Hl& AP Bt “R4E > ‘A ASREE" it , FTEERT X
% F| EventBridge H % 188 THERTE,

RATRE P A ARCRE B8 Tk P2 AUBR A1 AWS Systems Manager iz 1T FMEF B EIFTHE AWS Security Hub ik
F ( E¥ERAautomated-security-response-member.templateflautomated-security-
response-member-roles.template CloudFormation X&) « BXEZEE , BZHRTI Ft.
HARR A TEX B AR P #T B8 8.

AP ALAE A Amazon DynamoDB E&M RGN EM B B £ B MNUEHE, ik TURE XL RIR
&45 AWS Security Hub /G ENBUE S Bah#hKigtE. BIMBERT , BaiBaib FRARS. ZERE ,
AT LB S S EBLE DynamoDB R BEAT B it ik I,

BT 7 Ah K

AWS tWBEZZ2WMNFERABEKFACE  FAEKFACEERFNRAERKS THE, XEAEFE

BREERZEHEHFEIKAKS . BMIRIBRESBEIE T — NN AR, TRFFHBEIRE
BETFEFEIRNEKFAFETEEABGHNR. IMEEFSEIRNIKS FEZITH AWS Systems

Manager =17 F 1T,

Bl 78

—HMRBEERDAN — BN p layb ook B, EALBREZNERTE, EMNBER
Playbook. BX&Z playbook R XIFMIRIEHNES , HEH (FrEER) - (BBFH) . %
R R T 3 B B S BAT O AT

(R£#H) B—4F5 AWS Security Hub B SRS R — B FM , T 2023 F2 A 23 B
i

AWS Security Hub £ 10


https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/playbooks-1.html

AWS EHEF RSN X

/A Important
£ Security Hub FERESEFIERE , XEHRA RHME—NEANITEFMN.

« BEWZ£H 0 (CIS) Amazon Web Services Foundations E AR | kA< 1.2.0, F 2018 £ 5 A
18 H A& o

« BEWZ£H 0 (CIS) Amazon Web Services Foundations E AR | B4 1.4.0 , F 2022 & 11 A
9 HER,

« BE®WZ£H 0 (CIS) Amazon Web Services Foundations E A= | 3.0.0 ik , F 2024 £5 A 13
BAM,.

- AWS Eft R4 SEE (FSBP) R4 1.0.0 , F 2021 & 3 A % .
. SHHFETUBIERSTAE (PCI-DSS) 3.2.1 B , F 2018 £ 5 A %%,
« XEEFRHESEARFZEEL (NIST) A 5.0.0 , F 2023 F 11 A X%,

S BFIER

AWS HE LW Bz L2 M E 84 CloudWatch HE4 SO0111-ASR, X XA SR G RHMIE
QH H /..,\'Lai y Fﬁ?ﬁ%ﬁ’%ﬂ?ﬁﬂ’]&ﬁﬂﬂiﬁ%*ﬂﬁfio

A

I 3R 75 2248 A D T % £ 3 08 H1 AR S5 (Amazon SNS) Simple Notification Service &R & kb
R, BANEAREZEMITRERY BRRAARNINGE, HlW , BRI RKEBFIABANMERRES,

+ s00111-asr_Topic — AT X EESEHRTHEIEMEXH — R EEFNEIRER

« S@@ 00111-asr_alarm_Topic — AT EMRAENHP —NERFEARNAHBERH , RABREE
RETHIZEIT,

LEER R R Py AWS BRSS

R RERUTRS . ERZBRESRFBZRORS , MFRSMEERORS

EL =R ARES 11


https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
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Amazon EventBridge

AWS IAM

AWS Lambda

AWS Security Hub

AWS Step Functions

AWS Systems Manager

AWS DynamoDB

AWS CloudTrail

DU

#. EventBridge HN A T4 Med%L AWS
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E4,

Bt HEFZHCUATNTENRRHETE
£,

Bid. SPEBZ/ lambda B , S KD AR
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R1EE API Gateway £ YRR T Web A F
FENEW.

Bl NEFRMEE AWS Z2RSHL2ENE

o
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DEEHBRA BT E R,
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o
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TR AN AR R TS RELE TR
R E IR 5 R Web Ul 89 A = 45 80U

T, IBFRBRARTEREH AWS BRI E
HH G H & RTE CloudWatch 24|k £,

BLARIR TS SR E AWS BRSS


https://aws.amazon.com/eventbridge/
https://aws.amazon.com/iam/
https://aws.amazon.com/lambda/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/cloudtrail
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X
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Amazon CloudWatch

Amazon Simple Notification Service

AWS SQS

AWS Key Management Service

AWS Config

Amazon S3

Amazon CloudFront

Amazon API Gateway

AWS WAF

Amazon Cognito
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x#F, HEESE , TENKEFRERAXLE
AEARCRER. REERUAEREFEER
B9 B E SRR .

x#F, HEBETKESWEEAN SNS £
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da,
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e
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EO

X¥o RIFAERTTRE Web B SR H,
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T
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/sns/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kms
https://aws.amazon.com/config
https://aws.amazon.com/s3
https://aws.amazon.com/cloudfront
https://aws.amazon.com/apigateway
https://aws.amazon.com/waf
https://aws.amazon.com/cognito
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« NEIERZ (10 NIKF , 1 ANXIE-EE ) East/N. Virginia): Approximately $20.73 for 300
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- FRAEERE (100 NKF , 1 MNX1E-£E ) East/N. Virginia): Approximately $136.57 for 3,000
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« RHEZRE (1,000 MK, 10 MK ) : K4 10,460.80 £t , BFSAEE 30,000 KX

/A Important
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® Note
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
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AWS Security Hub CSPM-&
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& /Naws:execu
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ETRE 40 TRBEKIEN
checks/account/Region/month
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https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
https://aws.amazon.com/security-hub/cspm/pricing/
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
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f
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/eventbridge/pricing/
https://aws.amazon.com/sns/pricing/
https://aws.amazon.com/sqs/pricing/
https://aws.amazon.com/dynamodb/pricing/
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Amazon S3
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REER
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BRARTH


https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/cognito/pricing/
https://aws.amazon.com/cloudfront/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/api-gateway/pricing/
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(S H ) &8 GB0.023 %
7T *0.50 GB =0.0125 &7t

# 1,000 4 GET i3k 0.0004
e

AWS WAF 11 Web ACL=#H 5.00 12 &7

J.

7 AN FHRAN 1.00 ET

=7.00 £t

Amazon API| Gateway BB/ RESTAPIEA 3.50 3.50%7T
ETT

it 36.35 &t

5 3 A1 E 3,000 X

« 100 NKF , 1 MK
« 8R 30 JX1&E account/Region/month

- BALET 500 4 Security Hub HZE4L R account/Region/month
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- MIAFRECER
- RIEBECERA
- BAETTR 136.57 £t

i

AWS Systems Manager
Automation

AWS Security Hub
Amazon CloudWatch B&E

AWS Lambda-iE3R

AWS Lambda-#5£26+ ]

AWS Step Functions

]R8

HRR K 4 NFSER * 3,000
IRANR * 0.002 &£t = 24.00 %
JT

B4 : 10 ¥ * 3,000 RIEE *
0.00003 &t = 0.90 &7t

REEREM AT A BRS
# GB0.50 &7t

3,000 X*M& * 7 MER =
2,100 MER

50,000 NMER * 1 NMEK =

50,000 MER

0.20 %7t/1,000,000 NMER =
#NMEKR 0.0000002 =TT

(512MB A 1F)

4,000ms * 3,000 k& *
0.0000000083 = 0.0996 T

449ms * 50,000 MAEL R *
0.0000000083 = 0.186 =T

19 RRZS ¥k * 3,000 RIEE
= 57,000

0.025 %7t * (57,000/1,000) 1K
SHER=1425%T

BHARA [E]

2490 £t

<0.01

0.01 &7t

0.29 &7t

1.425 7T
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BR S5
I 5% EventBridge #1101

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

R’
LI Uk 5%

1 NEE * 100 NIKF <1 AKX
5 * $1 =100 %7t

( INER/ERZR APl ER )

(3,000 RN * 2 NiF
R ) + (50,000 MEELR * 4
MNER ) =20.6 7 1R1ER

# 10,000 NEK 0.03 £t =
0.03 &7t * (206,000 /10,000)
=0.618 &t

2.00 * 1,000,000 XIZEXFIE A
=2.00 &£t

(BELEK ) 15MB * 100 4
M * 1 AN X = 1,500MB

(A& ) 10MB * 100 4Nk =
*1 AMNXE = 1,000MB

BHA®GB0.25%T *2.5GB
=0.625 £t

0.40 * 1,000,000 ME3K = 0.40
e

0.50 %7t * 1,000,000 &A1
=0.50 &£t

BARA [E]
$0

100.618 & 7T

2.625 %7t

0.40 &£t

0.50 &£t
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I b CloudWatch -18%r

I 55% CloudWatch -3 #IE 4R

Amazon CloudWatch -Z1§

53 CloudWatch -X-Ray
Traces

IE\ -i«-l-

T~ 4 5 R1EE 30,000 %

* 1,000 MK, 10 X4

MITAFSREEEA
BREBECER
8 A ET% 10,460.80 &7t

R’
( BEREBIER )

0.30 £t * 7 MNAEMNIER =
210 &7t

0.01 %&7t* (3000/1,000) & Bk
B4R API A = 0.03 £

3.00 &7t * 1 MUK = 3.00
e

0.10 X *4 NEHR =040 3%

J.

3,000 XA * 7 NMER =
2,100 ;X Lambda V@ H

50,000 MARE * 1 NMER =
50,000 X Lambda ¥ H

S5 0.000005 £ 7T *
52,100 %:JRER = 0.2605 £t

)X 30 X1&%E account/Region/month

FALET 500 1 Security Hub &L R account/Region/month

BARA [E]

213 %t

3.00 £t

0.40 &£t

0.2605 %7t

136.57 &£ T
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AWS Systems Manager
Automation

AWS Security Hub
Amazon CloudWatch BE

AWS Lambda-iE3R

AWS Lambda-#5£26+ ]

AWS Step Functions

Il I # EventBridge N

AWS Key Management
Service

iR

HI . KLY 4 A~FFR * 30,000
AN * 0.002 35T = 240.00

e

Bf4 : 10 ¥ * 30,000 XIEE *

0.00003 &7t = 9.00 &7t
RAE R AT it SRRV AR SS
# GB 0.50 &7t

30,000 X*M& * 7 IRiER =
210,000 RiER

500 ANAELER *1 MER =

500 MBS

0.20 3%7t/1,000,000 NMEXR =

ZMER 0.0000002 £t
(512MB A7)

4,000ms * 30,000 XM *
0.0000000083 = 0.996 %t

449ms * 500 A MAELE R *
0.0000000083 = 18.63 =T

19 MRAFHR * 30,000 RIEE

= 570,000

0.025 3¢ * (570,000/1,000)

RESHEBR =1425 %7
FI T Uk 52

(1 NEE4H) 1 =T * 1,000 MK
F2 * 10 MX4 = 10,000 T

BARA [E]

249.00 £t

$0
<0.01

1.042

19.63 7T

14.25 £ 7T

$0

10,060.18 £t
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Amazon DynamoDB

Amazon SQS

Amazon SNS

I &b CloudWatch -1§%x

I 55 CloudWatch -1 4| E 4k

Rz

( INER/fRZR APl ER )

( 30,000 R4k * 2 RiE

R )+ (500X AEER >4
RIER ) = 20,060,000 XiER

# 10,000 ME3K 0.03 %
7T = 0.03 &7t * (20,060,0
00 /10,000) = 60.18 T

2.00 &7t * (1,000,000 JXi=E
MEA/M0077R ) =20.00 &7t

(AELR%K ) 15MB * 1000
AN * 10 NX3E = 150GB

(Figs ) 10MB * 1000 Nk
F2 * 10 ANX3E = 100GB

B8 A% GB0.25 %7t * 250 GB
=62.50 &t

0.40 %7t* ( 5,060,000 NiF
R/M00FA ) =2.024 £t

0.000005 * 1,000,000 NEH =
0.50 £t

( BEREBRIEIR )

0.30 =T * 7 MEENIER =
210 &7t

0.01 £3t* (30,000 /1,000) &
BRighR AP A = 0.30 £ 7T

3.00 &t * 1 MUK = 3.00
e

BARA [E]

82.50 &£t

2.024

0.50 &£t

240 7T

3.00 &£t
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Amazon CloudWatch -Z1§

I 53 CloudWatch -X-Ray
Traces

Bit

R’
( BEREBIER )

0.10 &t * 4 NEHR = 0.40 %
JT

30,000 R4MFEL * 7 NER =
210,000 X Lambda i A

500 FN&I * 1 MESR = 500
J7/X Lambda i H

B4 RER 0.000005 %7t *

5,210,000 % ERER = 26.05 7T

w5l 5 §R1EE 30,000 % (BB Web BFRME )

* 1,000 MK, 10 X1

MIAFREEE A
RERSEER
- BAKTA 10,480.90 £t

i

AWS Systems Manager
Automation

X 30 X1&&E account/Region/month

BALET 500 1 Security Hub &L R account/Region/month

iR

HI 1 K 4 MFFR * 30,000
AN *0.002 & 7T = 240.00
e

B 0 10 ¥ * 30,000 RIEE *
0.00003 &7t = 9.00 &7t

BARA [E]

0.40 £t

26.05 &7t

10,460.80 £ T

BHARA [E7]

249.00 £t
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AWS Lambda-#5£426+ ]

AWS Step Functions

I I # EventBridge N

R’
REEREM AT B BRS
# GB 0.50 &7t

30,000 JX*M& * 7 JRiER =
210,000 RIER

500 FMNMEAELER * 1 MEXK =
500 77N iER

0.20 %7t/1,000,000 NMER =
#NME3KR 0.0000002 =TT

(512MB A 1F)

4,000ms * 30,000 XM *
0.0000000083 = 0.996 %t

449ms * 500 A MAELE R *
0.0000000083 = 18.63 =T

19 MIRAFHR * 30,000 RIEE
= 570,000

0.025 %7t * (570,000/1,000)
RESHEBR =1425 %7

RN E

BARA [E]
$0
<0.01

1.042

19.63 £t

14.25 £ 7T

$0
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Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

I &b CloudWatch -1§%x

Rz

(1 /N&4A) 1 &7t * 1,000 NIk
F *10 NX1g = 10,000 =T
( INER/fRZR AP ER )

(130,000 XA * 2 RiE
R )+ (500 R BELER * 4
RAER ) = 20,060,000 R ER

# 10,000 ME3KR 0.03 %
7T = 0.03 &t * (20,060,0
00 /10,000) = 60.18 T

2.00 &7t * (1,000,000 JXi=E
MEA/M0077R ) =20.00 &7t

(AELR%K ) 15MB * 1000
N * 10 NX3E = 150GB

(Figs ) 10MB * 1000 Nk
F2 * 10 ANX3E = 100GB

B8 A% GB0.25 %7t * 250 GB
=62.50 &t

0.40 %7t* ( 5,060,000 NiF
R/M00FA ) =2.024 £t

0.000005 * 1,000,000 NEH =
0.50 £t

( BEREBRIEIR )

0.30 =T * 7 MEENIER =
210 &7t

0.01 £3t* (30,000 /1,000) &
BRighR AP A = 0.30 £ 7T

BARA [E]

10,060.18 £ 7T

82.50 &£t

2.024

0.50 &£t
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Amazon CloudWatch -Z1§

AL 5% CloudWatch -X-Ray
Traces

Amazon Cognito

Amazon CloudFront

R’

3.00 &7t * 1 MUK = 3.00
e

( BEREBRIER )

0.10 =T *4 NEHHR =040 %
JT

30,000 AP * 7 MER =
210,000 X Lambda i A

500 F/N&I * 1 MESR = 500
J7/X Lambda 3 H

5% RER 0.000005 =T *

5,210,000 % BRER = 26.05 7T

(BARER)
5,000 ™ AEERA

LR 4% B X IBBUE (=
GB ) =0.020 %7t

[6) ELBR P 4% far Y XL 3R (&2
GB ) =0.085 %7t

B HTTP FEEREN
( # 10,000 4 ) = 0.0075 =
7T

BARA [E]

3.00 &£t

0.40 &£t

26.05 &7t

$0

0.1125 £t
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AR

Amazon S3

AWS WAF

Amazon AP| Gateway

Bit

/A Important

R’
(AP RETEE)

# GB 0.023 %t * 0.002 GB
= 0.000046 %7t

(S H ) &8 GB0.023 %

JT * 100 GB = 2.30 %t

# 1,000 4 GET i3k 0.0004
%7t * 5,000 MEXR =2.00 %
JT

11 Web ACL=#8HA 5.00 &

J.

7 AN * FERMN 1.00 E£5T
=7.00 &t

BB REST API A 3.50
e

BARA [E]

430 £t

12 &7t

3.50 £t

10,480.90 £t

KMS Z4A# R A< AWS Key Management Service (KMS) 8 ARG , BFEEHIRHREF
REZH R, BRERBFAFESNBH1.00ETHRAR, flan , mEEAXIHE 1000
AP NEE THIAIRE 1000 £ (1 x 1000 NE4A x 1.00 £ ) ,

AR T RERY AR AL B

ATFH T SZBFRTT RN LR BEAR XA R,

AR RER SN A
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38 M CloudWatch 1§45

N R AR 1 2P B T HE A B % #% y e siZEnableEnhancedCloudWatchMetrics 3k |, NZ@RARENE
N ID RIEFNBE BN —MNER, BABRTEREBSE IDs WEHHBE, £ TXRF , BRIMR
RI% IDs BAEKEFET T EIMNIEFIERE , SIBEERAHN LR,

Bk Ri% 96 N4 IDs * 2 =192 BRA%H [Ex]
MNEE LIEMR

I B3% CloudWatch -3§%5 0.30 &5t * 192 MNEENIEFR 57.60 £t
=57.60 EJT

Amazon CloudWatch -Z3k 0.10 =7t * 96 NEHR = 9.60 9.60 &t
ETT

Bit 67.20 ET

CloudTrail 4R &

EENESHREREIENEBNINAK,® | AL RBLCE—NMCKFAEEAEEEHN
CloudTrail lR¥R. Lambda RIS TRIEEEMRARIREXNEH, XEXREEZASEKFHANEERSESH
BBEX , ENERRARLANEHPHIRERBEIRHH Lambda BREALE,

ET&RSP , ZHNBRRKTFEAEF 150,000 MEEEH . KERFEABURTEK S R KEREREZE
o

ARSS iR BARA [E]
AWS CloudTralil 150,000 * 2.00%7T/100,000 2 3.00 &7t

JT =3.00 £t
Lambda 150,000 * 0.2 * 0.125 = 3,750 0.0925

Gb-#®

3,750 * 0.0000166667 £ JT =
0.0625 3Ty 1T B A B A

0.15*0.20 &7t = 0.03 £ TiFE
REH
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AR R BARA [E]

0.0625 %7t + 0.03 %t =
Lambda & A4~ 0.0952 &7t

it B2 RAMKFS 3.09 X

ZEMH

U AWS BRI E R RGN | R FEMBH AWS HEEE, ZHATEXART A0EE

e AN AWS 25, EENEZEHEAH K SHEENBRERR. EMLENRS ZTRENYERZ S,
EXAWS Z2WEZER |, FiHRE AWS =& %,

AP| Gateway &£ B &%

WMREI%ER S ABRT RN Web AP RE , W& API Gateway REST APl S &2 CloudFormation
Hik—EIE , FER Web Ul PFIERENRIR. ZMBRAEEIEN REST API FAERT API
Gateway FYERIA TLS R& KB |, ZEKBETLS-1-0EA T X APIs,

B2 , FFEE CloudFormation ik /5 , B LUEFRBIAMEKHN TLS ZLERBEKAE
NERF RN REST API, Hlan , SeJLAEA TLSv1 .2 2. TLSv1 3 &R RFIRE, TLS_1_2
security policyf#RAILATE API Gateway #Z#| A B TR EZF RS RN REST API
AutomatedSecurityResponseApi.

ENMRRIT RN REST APl FRL XM , XNEBBEHENEHE. BXESER , S AP
Gateway APIs iy /3# REST BE WA,

BXE REST APl ANZ £ RN EZELR | BESH API Gatew ay IERFIITE APl Gateway
REST APl BE Mgk B L £ KK,

IAM B &

AWS Identity and Access Management (IAM) A& A FEFE AWS =R RS A 2 B Bar ik
A EREEFINPR. LR ARLE IAM A6 , XEAERTFHRARNWENTIEHRNR , UEERE
F BN E IR E N RSE B AT+ R

EE R MK H Step Function B2 Bit4s SO0111-ASR-Orchestrator-Admin &, RELKAEST RIFE
N 5 K 1B 4F so0111-Orchestrator-Member, 8/MEEABBMA TR R BEIGFHEEL AWS
Systems Manager B , LETRENEEETF M. BEARBMHI S00111 Tk , FEAREBE

Zet 3


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
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BT FMBFAECE M ER, #1270 , so0111-Remov VPCDefault SecurityGroupRules e =& ASR il Bk
BEz1TFEMHBAE, VPCDefault SecurityGroupRules

XFH AWS X5

/A Important
EMRARPBERATEDNETESBD X EFHBOXEIIR, RAER , A THIRCER THE
REZNRZ DA, Fln, MBREEFFSHA Web Ul , MM 2025 £ 11 AiECloudFront , &5
755=7E GovCloud # X EBiZER B R , BN GovCloud ( £H ) T H,

X 15 & 75 X
EZERIB ( BZEM ) us-east-2
EERE (FHEFRILMILED ) us-east-1
EEAELR ( AEEILILE ) us-west-1
EEAELR (HRBRM ) us-west-2

IEM (FER) af-south-1
WAHX (FE) ap-east-1
WAHX (BEAEE) ap-south-2

U ARH X ( HEDDE ) ap-southeast-3
AKX (RRE) ap-southeast-4
WAHX (&R ) ap-south-1
AR X (KR ) ap-northeast-3
WAHX (ER) ap-northeast-2
0 A X (03 ) ap-southeast-1
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TAR#X (EE )

Asia Pacific (Tokyo)
MEX (FE)
Rt X (E=5RAE )
UMb X ( ZBR= )
KR X (1238 )
BRI X (K= )

KR X ( B3R )

R ( EHEST )
KKt (X ( EffESFREE )
RKM ( 7RER 1)

7R (B
R ( FIERER )

mEM (ZERT )
AWS GovCloud ( ZEHZB)
AWS GovCloud ( ZERH )
PE (dtx)

FE (TE)

BLedl (4Fhi4eX )
MEXRAEE (FRME)

X5
ap-southeast-2
ap-northeast-1
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eu-central-1
eu-west-1
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eu-south-1
eu-west-3
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eu-central-2
me-south-1
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sa-east-1
us-gov-east-1
us-gov-west-1
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il-central-1

ca-west-1

X AWS XiF
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X5 & XA 5B
S (2EEH ) mx-central-1
TWA#X (&E ) ap-southeast-7
TA#X ( BRAEL ) ap-southeast-5
@ Note

EAIRFHAH AWS KT UBE At BEREXF , EFgEEE —RBHERZE.

PR #7
RSB (BHHRE] ) REH AWS I RN S RRRRIEN B AME.

SEfER T = AWS BRS5HY L AR

BFBERLERSTZRDNENETRSHEEBHRA. AXESEELE , S AWS RSEH.

ERL TSR ZRSNTH, BEETYRITENER FTEEXEPE AWS RSHIRSER |, 18
HWAEE PDF RS L T S A ECE E P RIER

AWS CloudFormation Btz

8B AWS Tk 748 AWS CloudFormation Bt&l , EMLEER SRR B HEK T AT E X L FRE, &
o7 EXLRRE , TLLB SRS RSB AR ENREEIR, BXEZER , 555 AWS

CloudFormation FiFF 3B+ #9 AWS CloudFormation Et#i,

AWS CloudWatch i i

BH AWS K 89 AWS CloudWatch Bt 5 CloudWatch &RERIE<E , FNKFBSNXEN ARG
10 NEBRER , FBETAERFEMESH , 530 AWS CloudWatch AFIERE SR AWS CloudWatch
HER#H, EXB2E , BRELLHINEABER , LAREBEBHRRSRNFLSBEIHRE,
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https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
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ZRR A RH Lambda EEIEA AWS Organizations AP| , BURERYEBIK M BIE , LBEELXGE
FRRARE SNS FHAVEE D, IHETERRARNVBAPERAETERNEKSE , UEHTER
MERER

AWS Organizations & FEAHE APl LinT SRBVREREM TR, MRERIBRALRZBE T HE
FYIK =i B PR & , T B LAZE A AR BUHNLE R IK 7 5l B R Thee.

R, FEMBEB M Lambda BEk |, iZE#HS00111-ASR-sendNotificationsfu FHEBEE
HHRHXBAKS P, RE, RBBHWFIEZTEDISABLE_ACCOUNT_ALIAS_LOOKUPHIFiZEM
“False” B A “True’s BRARBHHINKF B BEZRIUIEFER K&, EXTLFOERTREN
INEE,

AWS Security Hub &

AWS Security Hub B EBE M ELE =B 1% fRR S R ERFZ M. BXIRE AWS Security Hub CSPM Y
BZER , B5H AWS Sec urity Hub AP RYIZE AWS S ec urity Hub CSPM, Zf# R J5 ik
¥ AWS Security Hub ( 3E CSPM fRA ) » BXIZE AWS Security Hub WEZER , HSREA

Security Hub,

ED , BNEKFASAEE—NTRIEEEZITH Security Hub, ZRAISUFIBARARIBBES
Security Hub MK~ AERIKIIKS ( F AWS X158 ) 1, A Security Hub MK~ Mi#HBIIK A |, &
B ATEBE R AR |, ZER 1T AssumeRole Z R T K AWS Step Functions P HIZTIEE
Z1TF M

ik 5 StackSets ZpE

HREATEFEAE AWS CloudFormation #ERE & AWS XIEH AWS Ik - Rl 2 #ik, MAR
R14TE , MBRARIFHERERE , FERBRERRNTBUENARNF2RR. ZKFE
P, LHEREA AWS Organizations WEF , IUNFERAEREESNKFPHBEDZ 5, TRDT
ZERNEFBRERIIENIEE, BXNEZEE StackSets , SR H AWS CloudFormation
StackSets,
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https://docs.aws.amazon.com/organizations/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub-v2.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html
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FERANREENTIFM. BREMRIARTE2SBEE EventBridge FM A BLE
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REFEA HELZBE R4k
X=MERGERAUATENRKSIA , HEEUTERR :
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« KA 3 SSM BEh bR,
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EERAERMSTEENKSMENMKFHHEE —R, SLTNBEINECEENHLRR Security Hub 45
RREEGHNKFNXEP, MREFEEFREBTYEREZEESH |, NSAEHALNERKS
HE RN EE R K R EEEE R,
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/A Important

MR EE AR R AWS Security Hub ( 3E CSPM ) , MIEEFRERREEM T AWS Security
Hub CSPM K RX 5 K th B h0 A AWS Security Hub ( 3 CSPM ) » AWS Security Hub CSPM
FREWXE RS AWS Security Hub ( 3 CSPM ) AL B A9 X 48 ITEL

Fln | —MNMALREEXIBEENKFus-west-2 , EXFus-east-1H#HAE1111111111114ER
Security Hub ZH &= R MK us-east-1, MKF222222222222F1333333333333 4 A REREE
AN Security Hub B R MK /111111111111, AFHME=MKFEENC Bus-west-2FIf 4
Rus-east-1, XA EEHRIBERN111111111111FHKFus-east-1,

BEXERRENESZHAREER , BSHBX Security Hub ZHEE A 1k~ ME5 XER & H X,

EE AR MAETHEE  REEHER AR | XFTREIEMR A MK B RO EEXR,

R ARSI EINCEEELINNENKF X, XAESIEL B T ASR EEHKN
Security Hub ZREEEAKS, . BN XBEBREXRZKSFHIT , TeeEA SSM B{LMNREE
£,

EABENRG , MREZEERERKFAXBHNRAELER , WLTORK A HELIBFIRE=S
WP (111111111111222222222222, F333333333333 ) ARAARXIE (us-east-1Ffus-
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B R AR AR BNKS , EEeE8NMNKF REHNE - ANERER (IAM AR ) . &
MXEMERABOHRATEE , Rt AHEEL , BINBWHEINZFEEHERNE — X,

EABER RG], RMBVCRAR A SR BEI TR =N
(111111111111222222222222, 333333333333 ) us-east-1,

RIE WA B =

EDF AR AV IR TR
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StackSets EABRSEENRENLTE , ANEINFIFTERELECHAE , AETUEHHEINAR
PRFIKS . TENR , WEEFXIFREMK , RIVEETEHER N A HEk D ERE A IRtk ME—
ALUBE XM N EERHER R KR ABHERK,

FIER , ENEIENMEAN , TEREALEEKS , Fit , IREEBEHAREEREKSPNRAES
8, W eIhEpE Rz,

AR AMEBBRFNKFMXE | ETEEFEARSEENR StackSets #1THE , EACEIEH
EMfk, Eit , RIATEWEA StackSets BREENRIPB LR,

EE R MERNIE X, KT EHE B N EE CloudFormation itk | 7] LLFE &Nk P R X i A
EBB N StackSet EBF HREENRAVHEL,

BENEHRERN

A LATEFF IR 55 Security Hub MY & HIRHIE RINGEMN B R THALFHIK - HTEE, HSH AWS
Security Hub AAFIEEHP M ESEFIE R,

/A Important

WMRER , MATERZERT RN v2.0.0 RESRA, W, BUAH SC” H ‘T BH
ESEEE R MK R BB, XFEE B3 LM EventBridge AN , AEEF ALz
BERT IDs £ MM S HIZMH—BER, FEALLIHEER , TERHXISERE (HI2 AWS FSBP ) &
EEE AWK R REHEK

PEEE

2R RHIZFEFEXEHRE , ERELFAERALT Launch RHAE P E i XHT—REF , ™
TREAXEEAEMTH I PRUNED R, MREETEHXEE K NEEZEALERREERETH
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Launch solution
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Launch solution

« automated-security-response-member, &R :

Launch solution

GovCloud ( =H ) &

ZRIRG REXZIEFE GovCloud ( X£E ) 8 X#HITHE , BRELTERA LT Launch %
GovCloud ( (E ) #X#T—RHE K MAREALEFEMES PRENSIERE. NREE
GovCloud ( XE ) #tX#THE A ML EEAXREREEETHREMAN ‘BIBRAR EH. BNA
A AR S3 M T SRR A B AR BRSO REPE

+ automated-security-response-admin, &4k :

Launch solution

+ automated-security-response-member-roles .t :

Launch solution

« automated-security-response-member, &R :

Launch solution

AWS CloudFormation & 4R

(View template)
security-response-admin.template-f£ A tb 3 AWS LR B L2 MBNERG R, ZERZEE
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LT EIRZEE AWS Security Hub EERIKF 5 , ATHABLBEXIRNZEHE, ELEN , &7
LLUEREZZE LT B MEMRautomated-security-response-admin. template,

automated-security-response-orchestrator-log.template-J3 Orchestrator Step Bi% 2 CloudWatch
HE4H,

automated-security-response-webui-nested-stack.template- 8| 2 &R A X IF R 5T =K Web AF R
[i:18

AFSBPStack.template-AWS E it % £ H{EXE v1.0.0 H,
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NISTStack.template-£ E B Rir £ SHEARHFZEE (NIST) , v5.0.0 F,

SCStack.template-Z £l v2.0.0 F0,
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@iew templatg
autom:
security-response-member-roles.templ ate-E& X 841 AWS Security Hub X & Ik P PV N A &,

R A K

Giew templat@
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RAKF ( BEEBERAMKF ) &% AWS Systems Manager Bt E 1T FM MR, LER TR
EREBELZRNEZEIRETFM,

R EEM%ERautomated-security-response-member . templateZE L TR :

automated-security-response-remediation-runbooks.templat e-—I 5 2 I & £ ¥rf 89 & B AR
B,

AFSBPMemberStack.template- AWS Efi Z £ &EXE v1.0.0 RE. NXRMIMETFM.

CIS120 MemberStack .template-CIS Amazon Web Services Foundations E/#Eik, 1.2.0 FRIZE.
R Az 17 F Ao

CIS140 MemberStack .template-CIS Amazon Web Services Foundations &£, 1.4.0 FRIZE.
R M4z 1T F Mo

CIS300 MemberStack .template-CIS Amazon Web Services Foundations E 43z, 3.0.0 fIZE.
R M %R0z 17 F Mo

PCI321MemberStack.tem plate-PCI-DSS v3.2.1 iR &, XRMAMKIREFM,

NISTMemberStack. Template-3 E B Rir £ S AR FEE (NIST) , v5.0.0 ®RiE, REMIRKIZITF
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MREBERTRNNBRS RS, WA NERAXFANHERPNEA—MERER , AT HBOFAXIA
S BEXEK,

B zh 2B &- StackSets

(® Note

BB WUERHITERE StackSets, BR , WTEKFMBLEH T UNHAIITEER , BERE
R AR T,

ERMBRFRZE , BEEREERITCHEN, BRAAREAH. ZEMMFIDEEEN, BEBAT
F#Y step-by-stepiit BAEL B iR RIFNFHIBEFEH AWS Organizations #,

EEEE SIS KL 30 240, BABURT StackSet K
TORFAF

AWS O rganizations AJ & B REFREBMNEB BN ZIKF AWS FMEMEIR, StackSets RiEESE
AWS Organiations &1k,

MR BB LLLARRGT RN 1.3.x RERRA , WATHBIBHRGTR. BXREZER , F5
58 SE R AR5 o

ERBUMBRARCE , BEF LK AWS Security Hub EE1ER :

- BH AWS ALRPRRE —NEREH Security Hub EXERIKF,

* BIRf Security Hub BBENCEBEXBHFEL R, BXRXESER , 2 W AWS Security Hub F
EETNEXELEER,

o BRZESMEA AWS 593t X 7 R 4H 41B0E Security Hubo

HERRIZEEZSNMER AWS Organizations Ik~ , F EE24£ZEE T — AWS Organizations &
B K #—4 AWS Security Hub BB G IKF

BEE , WERAREBERT AWS Security Hub #1 AWS Security Hub CSPMo,
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EPE B

® Note

StackSets LR T RNVBBFER TIRSEEB M B StackSetsBEENHE S, 8 StackSets
PHERABRER , KR EANRHRE StackSets , MRS StackSetsE 2 18 X 1FHr
=

{F A& StackSets AWS Organizati ons FHELEE A K #HITHE,

M
EF LA T RAENRF BT StackSets HE. HBFHIE A KASEBEHNEEH H WX LE.

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

4

’

4

’

AWS Organizations OUs (comma-separated list):

4

’

4

’

(Al ) PF 0 : BT EEREK

- MRETEERTRINEE | 5 50F TREERHEREERER Security Hub BEE R MK .
« Mzt R E | Lambda REB A FEENMARBEER MR (SRTR1 ),

515 HEIRRKY Security Hub B3 A K~ /5 3 B BB HE4k
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- R BEERE StackSet , I automated-security-response-admin.template AWS

CloudFormation 1 4RJ3 zh ZI#& /9 AWS Security Hub B R Ik | ZIK 54889 Security Hub &

BRVTRE X, WERERREMEK.
- BREZENRSHE, BMIAMBERT , V&R SC (#EF) .

« EREFHAMINE Orchestrator BEAH, YestIR AT ZZEHS00111-ASR- Orchestrator2

ZFF , BRFEWIET.

« RRRBRMABRA RN Web Ul, MRBIEFFALLIIEE  WELTRMABRIBREERABNET

B 4 b 31k o
« ERRESERARSITRLAEXH CloudWatch JEFRIY EIED,

EXBREEMEZE LR StackSets , 5 AW S CloudFormation AFEETHEFEREEN

R

F 2% FEERBEZEEIFN AWS Security Hub & & K F° &

BESIR1ITHIE , RAPTR 2 PERSIA TSR 1 0IEN IAM BE,
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« B AIZE AWS Security Hub B G K FEIIK 1D,
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A% 9 M EFRUFZFRHNFRR,

F£ 3% FRAHKRBHEEN AWS Security Hub 5 5 K /- F X i

- FHABIXEE StackSets , I automated-security-response-member.template AWS
CloudFormation EiRE s BIFFE XiH , EZXEH , B8 AWS ALAFHENKFEHE AWS &
R , FiE— Security Hub BB R EE,

@ Note
RS E T StackSets XIFHMEHR 28T , BTN MALLWFTEF K RITHRSER,
- EBREREN ‘REFE T3 F M.
« 124 CloudTrail BRAW B ( A TELEXNKIERE ) -
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EEE Jira Hik , BRITUATRAE

AR B R,

. A Jira KGR B URL

c. NEMERETEM Jira TLE R B Z4.

d. 7 Secrets Manager F 022 — MR ERE , A TFHIRH Jira Username M, Password

Q

(on

@ Note
A LUERERA Jira APl ZHRBEE |, FERREMAF R AUsername , APl B
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I RAEY ARN 4B M ARSI Ao

D
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

g .. )

E&BF ServiceNow Ht% , HWITAT®RAE :

f. W AHERN B

g. BEEH ServiceNow EHIH URI,

h. 2K ServiceNow &&o

i. EEPAIE API B , ZF4A ServiceNow EFEHEEE AN RINR.

j. fEF%R4ATE Secrets Manager F8I2 %40 , API_KeyARENZ4A ARN 1ER HER RV M AR A H
o

REHMERZFE. ServiceNow I B 5 EF ServiceNow API &Filf,
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

l Incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: API_Key.

(O )

ENEBENERMK , FRITUTERE  B—4 Lambda B , RS RINEES Step
Functions AJAE & X IEE P A 1ZEE. Lambda EER X F Step Functions 12 A | 1B
EFRENERMEERAR , AEREHNRABERVNEREIL,

£ 14 BEIRW Security Hub ‘EIE R IK B3 E IR HEx

1. &M Securit automated-security-response-admin.template y Hub "“iﬂﬁﬂlKFE'fﬂ
ERKR, B , EEMNEIENMNME -1, AT HHEREAREHEEK , Hi S XTI ERE
£ 7 B StackSetEFEEIR,
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hngk CIS14 0 EEH4%
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no
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EERBREEEAMHUAT
&8 CIS14 0 ME#,
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EERBREEEANNAT
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AIAE
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U NZE2EERRR, NEBH
Web AP SRENF HFE,

EERAERATHERER
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HoZ— N NATEFERN
CloudWatch # #IE 4R

EERBABREREHA
CloudWatch EHRER. XF
NIRRT RUERN R L IEiR 0
BER,

NENEHE D EEEBELAKRE
FHBRE, Fla0 , MR

5, MaRESH ID ELEEH
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WS BESIBERE T 2E
A (&2 RER CloudWatch
BRERSH ) .
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S HKRIAE
EnableEnhancedClou no
dWatchMetrics

TicketGenFunctionName ( AIERA )

BtiE StackSet i&IN

DU

MRyes , MEBIZEHA
CloudWatch $8%r , AETE
CloudWatch {% 54X £ IDs
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Servi(e-managed permissions ° Self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

1. ERSSHF |, A AWS Security Hub B G Kk F I 1D,
2. £ “BEXE S8h , fUEERFFF Security Hub EEBRNXT, SEFEUTBREREBHALSE 2,

2L FEEAREZEEIEF AWS Security Hub 5 & ik F A

FEARSEE StackSets TBBH 2 A EEIR, automated-security-response-member-
roles.templateB MR AMKS StackSet XFVFHIBPEE —IMNXFH.,. BENT AFET ASR
Orchestrator ZREBHITEIKS AP BRANEFEAE,

Parameters

Eg AIAE iR

A ZEE <Requires input> MARZ I NMNEFBEF
FRNF/HFR, FRMAEE
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4 AIAE DU

IAM £ & & ¥ 5 R —a
ZEiE, XA ABHRRMER
R fEAERN TR ZEE, X
FENMNERFRIE , LFHF
BRI M BEHERER
HELEEER. BMHAKS
Wi BZEEER L2,

Sec Hub Ik EE & <Requires input> # A AWS Security Hub &
RIKFE 12 MBIKF 1D, Bt
EONEEAKFNFERARA
BE TR,

1. BIRENELABE | BBRRNHEL (HBAE ) HRELEN,
2. FIEBzIERE | iX# AWS Organizations FRYETIK 7 5t AT BAR 15X LA R .

3. B “BEXE 2P , ERENMEH, IAM ABRLIKMERN, StackSet ERFHIE , KA AL R
1THHR 30

51E StackSet 4877
Specify StackSet details

StackSet name
StackSet name

asr-member-roles-stackset

Must contain only letters, numbers, and hyphens. Must start with a letter.

StackSet description - optional
You can use the description to identify the stack set's purpose or other important information.

StackSet description

ASR Member Roles StackSet

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Namespace
Choose a unique namespace to be added as a suffix to remediation IAM role names. The same namespace should be used in the Member Roles and Member stacks. This string should be unique for each solution deployment, but does not

need to be changed during stack updates.

myasrdeployment

SecHubAdminAccount
Admin account number

123456789012

B2%  FEEABGTEREN AWS Security Hub X & Ik 58



AWS L B3R 2R

X

S 3 FHRA KRB HEIEN AWS Security Hub B 51 Ik 7= F X 15

TR AR EAREER , R ESAEEFE N B StackSetER#Mk, XAXFAIIHEE AWS 4

LYK o

Parameters

S

REA TR IEREESSNE
RE B #R LogGroup

N SC A & ek

InE AFSBP Bk &tk

N CIS12 0 B A HEtk

hngg CIS14 0 BX & #Etk

hnE CIS3 00 /NEK 5 HEAk

gk PC1321 X R %

Nk NIST Bk ;A %

A Redshift & it B & 1% S3
&

MINE

<Requires input>

yes

no

no

no

no

no

no

no

DU

EBERRTIZE API BAR
CloudWatch CloudTrail B &4
&M, XATF CIS 3.1-3.14
R XD R HE M

EERBREMATHIEE SC
R R A,

EERBREATEHIEE
FSBP 48y a5 B 4o

EERBREMABMHUED
&8 CIS12 0 M2#E,

EERBREMAAMHUESD
&8 CIS14 0 M2#,

EERBREATEHIEE
CIS3 00 #2448y Ak 5 4B 4o

EERBREMAAHUESD
188 PC1321 24,

EERBREATEIEE
NIST #4895 R E 4.

EEyesREBNN FSBP
RedShift .4 & E 62 S3 7f#
¥o B> S3 MM KIE
BERiEMAES | HEE AWS

ST 3 FRAFERBITEN AWS Security Hub 5 57 K 7 M X 15
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AWS FHE3h = 2| LHEIE R
S8 EiIAE iR
Security Hub AR+
Redshift.4 M HE o

Sec Hub B & Ik

mRZEE

EnableCloudTrailForASRActio
nB &

i 7=

<Requires input>

<Requires input>

no

# A AWS Security Hub &
AMKFH 12 (3K 1D,

MARZ I NMNEFBEF
FRNFHESR. LWFFERHA
IAM & & & F#F Action Log S3
FREBN—30. XIARAHK
HENR A ACHEKTEER
MENE. BNMNERADREE
NF Ry 2E—H , B
HREMPRATEE K,

EEyesBABEFE CloudWatch
U TR L SRR R T RIITHY
EEEH, ZMRFRIER
EENBIRAK,PIE—
A CloudTrail BRERyes. &4
BURERR T SREPE R AWS 4
AR eeE AtkIhee, A,
BREER—NKF R
XE AL heE. ZE 7 #FHLE~
ERFARE , BSHE A

BT

ST 3 FRAFERBITEN AWS Security Hub 5 57 K 7 M X 15
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Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen

BEBL  BAUEEKS AR R VIR,

EEXE  2REBEERNAMARE, SUURBEKSHENXSHERRRB LR, XEH R
=HITH

B3I B8 F -k

@ Note
XNTZKFES , BRINBARWERITEHE, StackSets

ERMBRFRZE , BEENEERITCHEN, BRAREAH. REMMFIDEEEN, BREBAT
F#Y step-by-stepifi BAEL B #F R F RIHGFHIBBRERHIKS,

BT E KL 30 D4
TORFAF

EEHBURBRSRZA , BHEMR AWS Security Hub SEH MK~ MR EKF L THEE/ AWS XiF,
MREZAHBBISLBRER , WATHBIMERRAR. AXESER  FERHEMBERG =,

GRS A
EAUTSRAE AWS EBBEUARLE,
(Fit ) W0 : BE T ERAEAHER
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AWS E ) B3R 2 A I
- MRETEERTRINGE | §0F T REERMERIERER Security Hub EE R MK &,
« Mzt E | Lambda R B A FEENMARBEER MR (SRTR1) .

B BHEEHER

 f¥ automated-security-response-admin.template AWS CloudFormation 4% /3 zh B/ /&H
AWS Security Hub EE R K,

- ERERENZESINE,
- EREMAMNIE Orchestrator BE4A ( YeslIR LRI LEHS00111-ASR-0rchestrator277F
£, HER)

£2%  FEEA/BLESSFS AWS Security Hub & & Ik F° &

« ¥ automated-security-response-member-roles.template AWS CloudFormation #4R/3
E "R K — X,
- %A AWS Security Hub EXE AKFH 12 UK IG,

SR 3 B KA

« IEEERT CIS 3.1-3.14 {£1EM CloudWatch HELHMW B #r. B HIMEIEUW CloudWatch CloudTrail
AEMN BEABNE R

- RRBREBEAR, BNMNKFPRERE-AXEAE,
- ERERRNEIA,
« %A AWS Security Hub B & Ik B9 K/~ 1D,

SWA4: (k) BEAANIKIERE

o DA AKS N EABERATEAINRIER, A TES R,

( ANk ) R0 : B TERGERMEK

1. MREITEFE A EILTEE |, BB ER MR,
2. 7 Jira LR RENER MR ServiceNow , BN HEAEERRXRRUEBECHWBEENER.

EERE Jira #Etk , FHRITUTERE

(i ) S| O : BRI TR RGERMK 62



AWS FEEHE LM HEHE
a. M AHERB AR,
b. &K Jira SEHIRAL URL,
c. NEMHEKZEISEW Jira TEREI B H4,
d. £ Secrets Manager F 8l — MW RERL , A TFHRIRH Jira Username M, Password

(@ Note
B LLER R Jira AP BREAREBZE | HiERRBHAF B AUsername , APl Z4A1E

F. Password

e. T Z4AHY ARN 1EJ9 i AR INE e
SR HEMR B FR Jira T B E B M Jira APl FilE,

Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

gy - )

E 82 ServiceNow % | BHITUATIRE -
f. W AMERA B TR

(%) 5SRO0 BRI LERGERER 63
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g. BHEH ServiceNow EHIH URI,

h. 2R H ServiceNow & B,

i. EFRIE API 4 |, ZF ServiceNow EEBREREE AN KRHNER.

j. EAZ4ATE Secrets Manager F8IEZ4A , API_KeyREFZ4A ARN fENHER M AR HAH
o

REHER B, ServiceNow I B £ 82 H ServiceNow API ZilE,
Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow Instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

| incident )

ServiceNow API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

[ —— )

EQBRAENERMER , BT TERE  Fi—1 Lambda B%K , fi#R5 RiHiASS Step
Functions AI LAfE X188 18 A ZE . Lambda BIERI XA Step Functions 2RI A |, 18
BEFRENERMEBERAR , RARRENREFERIEZEILE,

(W) BHO0 . B9 TERGERER
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SB| 1 B EEHEK

/A Important

LR REFEBREWE., BINEAXEREREF T #EE 5 A 6EA RS RARMEX
REM=m. AWS HEBI AR AERENHE. HFEWERX AWS BIFHBL R,

Il B311t AWS CloudFormation #ixfE AWS =HZET AWS LW B ZEMNBRAR, ER3H
2Bl , U3 A Security Hub H5E &K 5o R A+

(® Note

ETIERA R ERN AWS RSN RABREERIE, BXEZSEE , BIHRINIERFHEK
8D, HSRARBRE RPERNTH AWS RS EN M,

1. AL EEE AWS Security Hub B9k &% AWS EEZ4H4E , ARERATENIRMEE

automated-security-response-admin.template AWS CloudFormation #1R,

Launch solution

&t BT SR EN B B SRRERYE Ko

2. RNBRT , ZEREXERT ( FERLMILE ) XEE . EETEMN AWS XE /33t #R
BR,BEEMHAWS EEEH S SR XENEREES.

(® Note
LR R T R=EA AWS Systems Manager , ZEE 28 B AN ESEN AWS XEATA. Z#
REZBEATHEXHZRSHEX, BXxZFXWEF TR , S AWS XiERS 5
Ko

3. fE B TTE L |, ik Amazon S3 URL XAEAHWEN R URL BRELEH , REEBRT—F,

4. TEEHKRFAGENEL , NENMBRERZHERIBE—NEH. BXBBEFHRINEES , 5
%] AWS Identity an d A ccess Management Fi P15 R #9 IAM #1 STS BR#l,

5. B ‘¥ mEL , &R “T—-F

SR B EEHK 65
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AWS LW B R 2N KHEiERE

S ERIAE R

ingk SC BB yes EERBZREATEIEE
SC BHHEERA N,

inE AFSBP &Itk no BERABLZEATEIEE
FSBP 4 EEAH,

HNER CIS12 0 BBk no EERBLREEBAHURY
&8 CIS12 0 N2,

InEk CIS14 0 BBk no BERALZEEEBEAHKLED
&8 CIS14 0 N2,

ik CIS3 00 BBk no EERAZEEBAHUEH
&8 CIS3 00 Nz,

InE PC1321 BBtk no BERALZEEBEAHKLAEG
&8 PC1321 84,

InE NIST EIEHER no EERBZEATEFEE
NIST 4N ERAH,

E A Orchestrator B &4 no EERERESEFERAME

fS00111-ASR-Orchest
rator CloudWatch H&
H, XETEHRLENHA
&, MAEREBRAEDN
HEHE. yestIR K,
FOrchestrator Log
Group{HETE LB ZBE I
BOrchestrator Log
GroupiE , &Nl , BESE
AIABIEEno, MEREENEK
F v2.3.0 AR IT HEAR E#T

, 1H1E#E no

SR B EEMK
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AWS L B3R 2R

X

S

ShouldDeployWeb A F S H

AdminUserEmail

£/ CloudWatch 8%r

f£H CloudWatch 18+rE3R

RemediationFailure
AlarmThreshold

AIAE

yes

( ALEHIA )

yes

yes

DU

#E Web AFREAHK , &

$& API Gateway, Lambda B
¥ CloudFront &, %

‘=" B AET Web {5k

IRAEF RZIME R MR

PN

7Bl o

HEEE R A58 R FaR 4
#ruk, LEAFOREEX ASR
Web Ul (Y522 BEEMNR, X
ERRA Web AP RENSF
%

EERAERATHERER
&R CloudWatch 1E#¥r. X
HelZE— N NATEFERN
CloudWatch # #IE 4R

EERBABREREHA
CloudWatch BBk, XF
NIRRT RUERN R L1550
BER.

ﬁv%ﬁ\}zﬂtr ID $EEEE XMW

SHHNRE, Flm, MRE
$“‘A5 MR E 1D ES
EBBAMET 5% KM RkiE
W, 4B R,

WSHBNECIBERE S BIE
A (&2 RAER CloudWatch
BRERSH ) .

SR B EEHK
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S ERIAE iR

EnableEnhancedClou no MRyes , MEBIZHA

dWatchMetrics CloudWatch ¥5%x , SAMEE
CloudWatch 1% &4 £ IDs
B4R ERPT A B S HER

CloudWatch ZiR# TR ER.

BT RAEFARE
BESHE BRA” #Do

TicketGenFunctionName ( AIERA ) Ak, MREFEERESR
g, BE=. BN, BRHMSD
R 0 By H A Lambda
BB, il ;. S00111-
ASR-ServiceNow-Ticke
tGenerator

(® Note
EPB = FE H R R TR CloudFormation R 5 , BUREBEERAKF R FEHABEHEE.

1. EREMRETRNE L , FEET %,

2. £ Review WH L , & HEINRE, EPHEIAERFG I AWS Identity and Access Management
(IAM) BRI E1E4E,

3. %8 Create stack ( BIEM#tk ) LLEREB MK,

&I LALTE AWS CloudFormation #2H| & 8 “RE” SR EBHERARS. KN 15 28HE , BNIZEW
B “BIEBER RS,

E 2% MMEEABLREREA AWS Security Hub X 5 Ik F &

FMRAMKF automated-security-response-member-roles.template StackSet REEZB1E
— MXiE. BENXT AFET ASR Orchestrator STREEH TEK . API RN SR AR,

F25  FEEABZETEA AWS Security Hub & & K /7 b 68
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1. BRI AWS Security Hub (R KF ( BERNtEERANEEAKS ) B9 AWS EEEH
B, EBRZMZE A automated-security-response-member-roles.template WS
CloudFormation 4R, A LA T EEREN B 2 ERAE S,

Launch solution

2. ABRT , ZEREXERE (FERLMILE ) XEE3. EEFREN AWS XIE S 3 L##R
BR,EEM AWS EEEZH & S PR XENEES.

3. ERIEMKTEL , 1A Amazon S3 URL X AEFMWEIR URL REEH , AR®RET—%,

4. TEEHKRFACGENEL , NENBRERERIBE—NEH. BXTEFHRINEES , B2
% AWS Identity and Access Management FI 38R HY IAM H STS BRI,

5. B S MHEL , BEATSHHER “T—-F7

2 RIAE iR
in A Z=E <Requires input> MARZ I NMNEFBEF

FROFRR, FhNAEE
IAM B & & R 5 R —
BZEA, KRABRR MK
R EAERN TR ZEE, X
TENERFRIE , LFHF
BRI EM—  BEMEKRER
HELTEER. BIAEAKF,
M EZZEETSEE—W,

Sec Hub Ik~ & 57 <Requires input> # A AWS Security Hub B2
R 12 BIK S 1D, it
EaEERKFNBERERA
BEFNR,

6. HEEMETRE L , FRET—F,

7. 7 Review WH L , & HEINRE, EFPHEIAERFG 0IZE AWS Identity and Access Management
(IAM) R EEAE,

8. i&¥%¥ Create stack ( @2 #4k ) LAERE K,
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AWS EHEF RSN X

&R LAFE AWS CloudFormation 2| &8 “RA” SIFEFHKRAVAS. BFEXN S5 7HEEE
CREATE_COMPLETE R7&. TEMBULHERBEET , BAIASKEINIT T — D,

HUR 3 BN A AR

/A Important

ZERGTREFEBREWE. BNEAXEREREF T #EE T AR RS RARMEX
RSM&=m. AWS HEBI AR FAERENRE. HFEWERX AWS BIBRHL R,

automated-security-response-member#ik AMELEE T Security Hub FAKF H, itk
EXTBEHEENETFM. BNIRAKSHWEE R E A LUES b HEAR2 5 o] A0 g k.

1. BR8N AWS Security Hub FRATKF ( BIERNtEERANEERAKS ) B9 AWS EEEFIA,
EERMBs A automated-security-response-member.template WS CloudFormation &
o

Launch solution

BB THERENBCSRENES. BINMERAT , ZERREXERE (FFELMILE ) XEE
. BEEFREMN AWS XEFEIBRE R , BEA AWS EEEH &SP XEEE=R,

+

(@ Note
ZMRRF REH AWS Systems Manager , ZEER BT CEASZS I AWS XigiiRMt, Z#R
FREATHEZEXERSHHEX, BXxZXWEFITHYE , S AWS XiE RSS!
Ko

1. ERIE#HRTE L |, #8IA Amazon S3 URL XAEFEIR URL RELEH , RARFERT—F,

2. EEEHRFAGERNE L , NENBRERERIBE—NEH. BEXTEBFHRHFINER , BS
% AWS Identity an d A ccess Management A 38R # IAM H STS Rl

FW] 3 BIRAHER 70
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AWS ERBEZREMN X

3. E' W MHEL , EEUTSHHLEE “T—F7

S8 ERINE iR
BRUHATOEEIRFIERZME  <Requires input> BERTFICE API BAK
REY B R LogGroup CloudWatch CloudTrail H

S EBF. XAT CIS
3.1-3.14 AP RIEHE o

hngk SC M A #EHk yes BERABLZEATEIEE
SC MR & A 4,
inE AFSBP B & 1k no EERALZEATAEFEE

FSBP 2RI B 53 4H 1,

InE CIS12 0 R A itk no EERALZERAAHLLBE
&8 CIS12 0 N2,

InEk CIS14 0 R & HEk no BERBLZERAAHLLES
&8 CIS14 0 N2,

bn# CIS3 00 Mp 7 etk no EERBREATENEE
CIS3 00 = HHY AL R A 1.

InEk PC1321 FR &R ek no EERBZERAAHUES
&8 PC1321 84,

INEL NIST Bk R % no EERALZEATEHIEE
NIST =489 A 5 4 4,

7 Redshift @it BESIE S3  no %EFEyesRER N FSBP

T A& RedShift .4 {88 83 S3 17f&
¥, B3x S3 FHEMMIN A
FEREMER |, HEEF AWS
Security Hub AFERHH
Redshift.4 %M R IE .

Sec Hub EXE A IKF <Requires input> & A AWS Security Hub &
RAMKFH 12 L5k 1D,

SE| 3 BIRE MK 71


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4

AWS EHEF RSN X

S BRINE iR
WA <Requires input> MARZ I M EFRHET

FRNFHEHR. LWFFERHN
IAM B && ¥ F Action Log
S3 IFEEIN —B 0. XA
HRBENR A A CHKRTE
FEAMENE. 8MERER
HENFHFREBYZME—H

BEHKREMPELEEEL.
EnableCloudTrailFo no BEyesBEBEHE CloudWatc
rASRAction B & h TR £ SRR IR T RINAT

NEBEH, ZBRERRE
BIEBRNEANRAKS o2
— CloudTrail BRERyes, &
DG fRR T REPE R AWS
HORFRER AtkIheE, Lt
G\, BHREER—MNKFHE
M X5 ALLThEE. Z T
= NINARE | TS
“BRA” EB o

4. EEEMKRETNELE , BEET -,

5. 7 Review WH Lt , & HEINRE, EPHEIAERFGCIE AWS Identity and Access Management
(IAM) BB 2 15 4E

6. 1% Create stack ( BIEMEtk ) LLERE MR,

&I LATE AWS CloudFormation #2H| & 8 “RE” SR EBHEKRARS. KN 15 28HE , BNIZEW
B “BIEBTER R

S|4 (k) BEAANINRIER

MRBMNRAKS PBERGENINRER , TUBETERLTEMENREER RN, AEEEN , &
BRI A BRI R MR,

1. &% A WS CloudFormation 324 & HikRBEH%K,

SR 4 (W) BEAANINRIER 72
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AWS ) EISHR 2 AL IR
2. IEBEEH
3. IR "EHIEMN , RFIER BRI,

ERTHRE MR

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel Update stack

4. B EAYMRE  REEE T8
5. WETAWNMEE. FHBREOEERS  FTEEAvailablel BENEELN. Not

available

(® Note
KA RIE T S B ERET T R 2P EME RN R RAUREF M.

6. HECEMMETAE L , HRET—F,

7. 7 Review WH L , F&HEINRE, EPHEIAERFGIE AWS Identity and Access Management
(IAM) BRI B L 4E,

8. LR EHTHEMK

&R LATE AWS CloudFormation #2#1 &89 “RE” FIFERHRIRS. KXY 156 58/ , BNIZLK
F pIRTER RS,

Control Tower (CT) &

AWS Control Tower E il (cfcT) EEEER TREN L RAIMEF,EHFT B AWS Control Tower IRERY
EER, DevOps Tl Ax, JMMNEAENRAE, IT EMIREREHNRSEERE. CRETEXEH
CfCT BENXBBEENXHT E AWS Control Tower SR ERE R,

Control Tower (CT) #3& 73
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BB : KL 30 24
TRFAF

ERBHBRERzE , BHRATCERT AWS Control Tower EE 5,

HIEERZFER AWS Control Tower 24| & iR E&EM XA APls , SiERRUT ZIREE

EF R EH AWS Control Tower , &2 : AWS Control Tower A7)

BETHROAAEERK , #5580 BELERKK
ERHNNBANERK  BSH  BHRXEEER
G A

EF AT SB|E AWS LHBUBREE,

S 1 ENBE S3 FHA

(® Note

S FEEREE-TVERTEREA., TR—IAMIRESER , BRAPTNES SR, S3 1F#
FHIES , B ASR E1TFTEM AWS CloudFormation £k #1 Lambda X5, XLEREL
£ CfCt S ZPEHY StackSet,

1. BLE S3 711

REATE#NEHTB TN S3 &S,

2. RIE IR
EZHENFEIRMENLERNETE, RUENTE,

3. ELE S3 FHEMERRE

TE S H B = 09 T AR SR SR 81 15 [R) A AR R

4. HEENE

wiE, TERUHEM SN AEZ BN ABREFR A UH#HITHE,
5 4 aEBEE S3

FRFZ M 74
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https://docs.aws.amazon.com/controltower/latest/userguide/customize-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html
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HEZFNHETE LERIEERN S3 F/M.

25 FHEKREFE R AWS Control Tower

1. 7 ASR A RIBERFE
EX—B5HMAE ASR A REMRA, KBXRMmFHANEEE,
2. E#1 CodePipeline

£ AWS CodePipeline Bl BIA BIEEE ASR AHFIEMNFHES TR, THIM K.
S HEHIER S3 FHEW

AWS Solutions FRBNEMERE . — NA T2 BRERNE#S (BY HTTPS #1T71HR ) MATH
B X3 A& (a0 Lambda K18 ) B XIS E 6548,

1. Bti& S3 1FiE@

HB—NHE—WIEERE R, B0 asr-staging, EENAKXIE LIRBFNNETE | — M NZREEALRTE
EREWN , & N-reference , B —MNNLEHTHHBBEXFENER -

export BASE_BUCKET_NAME=asr-staging-$(date +%s)

export TEMPLATE_BUCKET_NAME=$BASE_BUCKET_NAME-reference
export REGION=us-east-1

export ASSET_BUCKET_NAME=$BASE_BUCKET_NAME-$REGION

2. MRIRIE

& AWS kP, FRXEEMIERNZMEE , Bl asr-staging-referenceH asr-staging-us-
east-1, ( SEF@EMF/FM CloudFormation 4R , KB FHE B[ FHRAAE H M , 40 lambda
RBE, ) BHEERNLENZEBR AT LT 7 E

aws s3 mb s3://$TEMPLATE_BUCKET_NAME/
aws s3 mb s3://$ASSET_BUCKET_NAME/

(® Note

PIRF#EN  FRERTENTALT LR, ERABHIFEEER. ZERAARBR. £H KMS
&, FE 2 BRIEFEBREN.

FR]A WEHEEED S3 FHERE 75
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3. S3 FHEERENRE

E# STEMPLATE_BUCKET_NAME S3 Z# R EE L EE PutObject AT~ ID MR, FFULINR
PEHABTRFPENEAFZEEN IAM £, LREATLREETEERKRK-POEEFER.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalOrgID": "org-id"
}
}
.
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::account-id:role/iam-role-name"
}
}
}
]
}

BR™ S3 FHARBIUITENR, FINRIBLSHTKEFPENEAFHEREN IAM A6, N8
N E = 12654 ( HI0 asr-staging-us-east -1, asr-staging-eu-west -1 & ) EEIIRE , A 1FES
MXFHITEE K MEFTEEEKFPOIEFER.

FR]A WEHEEED S3 FHERE 76
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4. YRR HER

. FEREMH
« AWS CLI v2
. 48 pip #9 Python 3.11+
« AWS CDK 2.171.1+
+ Node.js 20+ # A& npm
o THHEBHH Poetry v2

« Git clon https://github.com/aws-solutions/automated-security-response-one-aws .git

B, FHRRIREELEFRXMHRBEITT npminstall.

TR, NRIEZEEN SRR MR FIEIT build-s3-dist.sh , {£iBFEEHIRBZFR ( H120 mybucket )
MABEEFERRA (FlI0 v1.0.0) o FATEWIRE THAIMRAEER semver lixZ GitHub ( B0
GitHub: v1.0.0 , #RESRRAR : v1.0.0.mybuild)

chmod +x build-s3-dist.sh

export SOLUTION_NAME=automated-security-response-on-aws
export SOLUTION_VERSION=v1.0.0.mybuild

./build-s3-dist.sh -b $BASE_BUCKET_NAME -v $SOLUTION_VERSION

5, FRHEHER S3

cd deployment

aws s3 cp global-s3-assets/ s3://$TEMPLATE_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

aws s3 cp regional-s3-assets/ s3://$ASSET_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

5 2 & R EFEE AWS Control Tower

1. 7 ASR HHERFR

5 ASR TH#E27% S3 74 /G , 3 Control Tower B EFE US| AFRA , REMAEEIZIT,
iHS ¥ : controltower ZpE

% 2% . [FHERIBEE| AWS Control Tower 77


https://github.com/aws-solutions/automated-security-response-on-aws.git
https://docs.aws.amazon.com/controltower/latest/userguide/cfcn-byo-customizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html
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/A Important

NIHREFEIDE ASR BRF R

ASR AHFRBRIMTAR

region:

version:

us-east-1 #<HOME_REGION_NAME>
2021-03-15

# Control Tower Custom CloudFormation Resources

resources:
- name: <ADMIN STACK NAME>
resource_file: s3://<ADMIN TEMPLATE BUCKET path>
parameters:

parameter_key: UseCloudWatchMetricsAlarms
parameter_value: "yes"

parameter_key: TicketGenFunctionName
parameter_value: ""

parameter_key: ShouldDeployWebUI

"yes"

parameter_key: AdminUserEmail
parameter_value: "<YOUR EMAIL ADDRESS>"
parameter_key: LoadSCAdminStack
parameter_value: "yes"

parameter_key: LoadCIS12@0AdminStack
parameter_value: "no"

parameter_key: LoadCIS300AdminStack
parameter_value: "no"

parameter_key: UseCloudWatchMetrics
parameter_value: "yes"

parameter_key: LoadNIST80053AdminStack
parameter_value: "no"

parameter_key: LoadCIS14@0AdminStack
parameter_value: "no"

parameter_key: ReuseOrchestratorLogGroup
parameter_value: "yes"

parameter_key: LoadPCI321AdminStack
parameter_value: "no"

parameter_value:

parameter_key: RemediationFailureAlarmThreshold
parameter_value: "5"
parameter_key: LoadAFSBPAdminStack

ESH AWS BEAXHY , T#EAX CloudFormation AR LR
MSEIERMIFMELE . L TEESERE ; CloudFormation #EiRS LA TSR

% 2% [FHEREBE E] AWS Control Tower
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https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/aws-cloudformation-template.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
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X

parameter_value:
- parameter_key: EnableEnhancedCloudWatchMetrics
parameter_value: "
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
regions:
- <REGION_NAME>

no

no

- name: <ROLE MEMBER STACK NAME>
resource_file: s3://<ROLE MEMBER TEMPLATE BUCKET path>
parameters:

- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: Namespace
parameter_value: <NAMESPACE>
deploy_method: stack_set
deployment_targets:
organizational_units:
- <ORG UNIT>

- name: <MEMBER STACK NAME>
resource_file: s3://<MEMBER TEMPLATE BUCKET path>
parameters:

- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>

- parameter_key: LoadCIS12@MemberStack
parameter_value: "no"

- parameter_key: LoadNIST80053MemberStack
parameter_value: "no"

- parameter_key: Namespace
parameter_value: <NAMESPACE>

- parameter_key: CreateS3BucketForRedshiftAuditlLogging
parameter_value: "no"

- parameter_key: LoadAFSBPMemberStack
parameter_value: "no"

- parameter_key: LoadSCMemberStack
parameter_value: "yes"

- parameter_key: LoadPCI321MemberStack
parameter_value: "no"

- parameter_key: LoadCIS14@MemberStack
parameter_value: "no"

% 2% [FHEREBE E] AWS Control Tower
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- parameter_key: EnableCloudTrailForASRActionLog
parameter_value: "no"
- parameter_key: LogGroupName
parameter_value: <LOG_GROUP_NAME>
- parameter_key: LoadCIS300MemberStack
parameter_value: "no"
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
organizational_units:
- <ORG UNIT>
regions: # :type: list
- <REGION_NAME>

2. RIBEEEH

78 8 34475 N % custom-control-tower-configuration .zip 331217 CodePipeline , 2 : KB EE#H
SN

% 2% . [FHERIBEE| AWS Control Tower 80


https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
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£ Amazon CloudWatch 2 #IEHRSIEMRAERNIZE

LR RF R BIEE Amazon CloudWatch =4I 4R £ & R B E LIEMRFEIR,

CloudWatch (X RARMBEREZFERSRNETHER , AEHIEERTSKHER.

J& A CloudWatch 15%r, ZHr 115 HIE R

EM/NFTF CloudWatch Zh8ERY CloudFormation RS #,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations
Lyes *)

UseCloudWatchMetricsAlarms

Create CloudWatch Alarms for gathered metrics
(yes v

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes’ for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(o =

1. UseCloudWatchMetrics- i Hig B Hyes A FINEEZEER , HAIE— CloudWatch XX REF
XL 1EAR,

2. UseCloudWatchAlarms-fF 21 B N yesig ARG R BRIAEIR

3. RemediationFailureAlarmThreshold-7£ & BRI —ERETRIA , (M AMH B 7 o

4. EnableEnhancedCloudWatchMetrics-fF Lt SEIREB N , yesAKEFTMNEH ID BHENMERR. BRiIA
BRT , WSERERno , R{UKEME R IDs FISELBNER. S0 24 ID HWEIBIER
MEREF-ETNEHA,

A CloudWatch 12 &I E

EFEHIER

1. &fnZEl Amazon CloudWatch , ARG S B4 mik.

/3 A CloudWatch 1845, iR FZHIER 81
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2. IEFEAN "ASR EE A EHIER IR,

CloudWatch (Y RIREZEUTZH D -

1. BIEE S-SR T SRR G REKINEER Security Hub KM E.

2. BERM-ERRABNEELHMETL , URAKER, KRENHETRERERERLTRFERARF
B, BUREFEENHERTEFANRE.

3. #Z2H ID FHMEE I/ A M- REEIEN S A TREIER , WA HEZH D FIHEE
GR, S EBEXN BrEFNEARERRSH , B ROEERHER D HESNESF
IDs , &R RABELZRH IDs KM,

4. Runbook RIZABAM-ERHTERZEMBRSRKRABNIKS F=1EMEE M HIAY R BURE
HTROBEMSENEFIBEZHAREABLSBILENEE, BIEAXKSRRERAA

i, ZRMARGECEMNFTAE EventBridge #NETE Security Hub A ELE < Br K F K48 #21X b
R o

5. ASR B Cloud Trail EEIRE -SIHER S REDBENFEA AESHEARERENMERA K, H
EnableCloudTrailForASRActionBE B IR 1E, HEBKIME(T AWS K- BIMEBINVRIRZICE | /A
HAJ LB B IR T BRBER B REBEBH T TR

CloudWatch X FMREFHTAE LW ER , ATREELNRESER,

1. 1 24 PEPPRSIIMATIRE > 1000,
a. AMEIATHY KiE B AT sE REASBH MU B RS T,
b. AILAE M CloudFormation 3 & kR E.

2. HRBRINIEERK = T1EE >0

a. EEZHNREEE ASR RN RE R TH K, XARKRTINE4AMNRITTESR , FH
SHARERET T A AR

3. BITFMMEAGBKLK >0
a. FEZRANAERIBBAERARZNKSRKXIFH TR, XAERTCEISERN , FHE8S
NkKFHERN TTEANEE,

TSR EAELABEER,

f# A CloudWatch 2 &|HE 4R 82


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard

ASR. iation-Met:

5-D:

dv ¥
State Machine Executions

Count.

1,000

Remediations started >= 1000 for 1 datapoints within 1440 minut...

04 /\

7 ——

Remediation Outcomes

120

2 T

Autosave: Off @ Period override 1 hour (auto)

[ s a2

1d 3d 1w Custom El | Localtimezone vH c | v ‘@‘ Actions v =

Remediation Failures by Type

—~
. NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)

. 23 215 12017 12119
12113 12015 12717 127190 12013 12715 2 1219 ° @ rem TACTVE @ on
@ Remediations started ® FAILURE @ SUCCESS ® STANDARDNOTENABLED
Remediation Scheduling Queue Length @ ¢ Maximum Remediation Delay Remediation Scheduling Widgets H
Count. Seconds These widget: related to of
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queue length represents the number of triggered remediations that
o050 2600 are waiting to be scheduled.
The maximum delay is how far out, In seconds, that the scheduling Lambda
. ) N has scheduled a remediation for execution.
12013 12015 1217 1219 23 s 27 12779
® Queve Length ®Detay
Runbook Assume Role Failures i Runbook Assume Role Failures H
23 “This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may Iindicate that ASR Is attempting to remediate on a spoke account
- that does not have ASR installed.
| __Runbook Assume Role >=1for1 1440..
12113 12015 12017 1219

@ Runbook Assume Rale Failures

ERERRE

1. &fnE Amazon CloudWatch - 1§ > FREEIR,

2. BRLEBUNER , RAEEERE - K.

Remediation Failures by Type

This widget displays the frequency of different remediation outcomes.

If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently included
In ASR. You should verify that this Is not caused by a modified automatic
remediation rule.

CloudWatch x| CloudWatch > Alarms
Favorites and recents » Alarms (3) (] Hide Auto Scaling alarms Create alarm
Dashboards ‘ Q_ ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Anyactions... ¥ 1 &
ASR-Remediation-Mefrics-
Dashboard O Name v | state v | Last state update v | Cconditions | Actions v
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
AoQm O O ASR-NoRemediation @ok 2023-12-25 15:36:25 4 P @ Actions enabled
In alarm i
Runbook Assume Role Failures >= 1 for 1
All alarms 1 ASR-RunbookAssumeRoleFailure @ok 2023-12-22 18:27:56 @ Actions enabled
datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
1 ASR-StateMachineExecutions @ok 2023-12-15 16:47:41 h @ Actions enabled
our
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

¥ Metrics

1. RREEINFREEHART,

1ERER

&
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CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional Metric
Configure actions

. Graph
Step 3 - optional

Add name and description

Specify metric and conditions - optional

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

b4
Step 4 - optional Count Namespace
AWS/5tates
Preview and create 1,000 /!
1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

1. §M % CloudWatch {XRARMELABE R B RUCEFHIRE

a. IEEMENE4E EANERS,
b. & 4RE .

EHERBRE
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c. YIRE] AT EB .
d. BRBERERUCE I RE,

State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v
Count
1,000 Ty : i =
Remediations started >= 1000 for 1 datapoints within 1440 minutes (1,000)
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source Addmath v ‘ ‘ Add query v
Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds &
Label Value Filt Axis Actions
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [ None A4 > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

1T 52 8 # 0& Al

EEERAKF S | T A S EH#4% 022/ Amazon SNS £ & so0111-asr_alarm_Topic, ZHEIR#H AE

RSE |, XRFEAE

THERBEA
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SEERTUL AR IR T 3R

/A Important
- EFBARRN , TRFEEEEEAKFPFHIEFRSAEHEENAN. FSREHAEET
EE,

- MREMFEFHReuse Orchestrator Log GroupZHRAREHE , FRREHKETRRE
FNEHRTEHEE , LBREFCRALARELAAERERE., BSRBEMATR, W
REBENRBERAEHE v2.3.0+ K | HigR B

M v1.4 Z BIRYMRAS T 4%

MREHHEL v14x ZANBRER |, FHE , RARRERIRA :

1. HEERSENBERGT R, FSAHEHARE =,
2. BHRINENR. BSRAHEERS R,

(® Note

MREEMN1.21 KEEREARE v1.3.0 FESKRAE , & “EAIEH Orchestrator H
EE IZEE RN, NoMRBEEHZE v1.3.0 RESRA , MATLUERILET Yes, LEIT A
VR R4E2E & F B Orchestrator Step Functions BI[E—4 B &4,

M v1.4 RESRAFEK

MEEZBBEMNVIAX AR , BEFFIEHERBIZUTSRERN . StackSets

1. RS ERFEE Security Hub B2 & ik 5 Fh 93k,
2. EBNRAEKF P , EFfHIHERP AR,
. EEHBHBNAMBEMXNENNAKS, D |, £/ KHERE K A HK,

M v1.4 2 BTHIRRAS 7 4% 86


https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
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M v2.0.x F&

MREBEM v2.0x AL, EARE v2.1.2 REBIRA. EHME v2.1.0-v2.1.1 FEK.

CloudFormation

Mv2.1.4 RERKREFE

MREBM V214 HERRAAR , MAHEARE v2.3.0, ReFRARIEMS T v2.3.0 KIAR
Ko BN, HREFREF R, E , SR EHMEBHRT RN | M ASMITHRE
#o

M v2.0.x F& 87
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HUEHERR

EHREFRALZRETREEHME RN EA, NRXEYATERRENEE , FEHER AWS Supp
ort AR MM N ZAERTT FRH AWS Support IR B8,

BRARBEE
AHASERRFROMEHRES  AXTH , HSAENSH,

IR R T BINETE AWS Systems Manager TIZ{THEEZTFMNA L , HFHERIEFKE AWS
Security Hub B & Ik 8 CloudWatch B4 S00111-ASRF, BRXRENMEHRE —NERER.

Orchestrator Step Functions A SRR IR E AWS Security Hub EXE G K~ EIS00111 -
ASR-Orchestrator CloudWatch H&H, ItAER—FfwitiRER , AT 12 Step Functions B/ 38
BIFVIRASEH#R, BIXIIT Step Functions A& — 1 BE R

AN BEABER AWS KMS ZEFZLE R (CMK) =17,

T HEBEREEEAS00111-ASRAKLA, FALLBELKR AWS Systems Manager Automation 2
&, BE{LITEE. Step Function #2414 Lambda B &SRR E B,

MRBERY , WFEBERS00111-ASRFIEFR—FRRLUTUTRARRNELR , AT H#HIRE, 2FHE
B, flan : CIS -2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

UTHERHTESHAGE. HHRERESMMENREIN ASR ZTF M. HI: ASR-
CIS_1.2.0_2.9

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a3-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.

HEEFEEmMAKR , EXFPAXAKSPZEITHILEBINL. BRI , BT H KA K
(RELEWHEE ) BF AWS BB A | 51 AWS Systems Manager , $MBIB3L , RERE
AT ID W EEH Heecdef79-9111-4532-921a-e098549f525,

BRAEBE 88
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o BB : BRARIPBLIM , HBiIRETEIRETE Amazon F 7] A CloudWatch,

BRFR : ©E “ CloudFormation ®R/EH BrHPREBERER , EHAELAEERE., ASR B
ERRATESFHIENEELE, BIALCERESFEH,

- @B BRFRIPBAM , 7£ playbook FTREHEK I HI4E1R , EventBridge N &2 & K
BRAR : EESNBNRIAKE  RATEEELEE] T EventBridge MR ELE, &0 LAUET N

Security Hub P ESRFIEREARBRAATREFH SC BIAERX, NHBEFTARENTIHIFMRIER
18 in EventBridge # M Bt 87 S # S iX #1505

- @B REAR—NKFESPNXEZETT Security Hubo, BEEZNXIGHBUERA R,

FRRF R  £5 Security Hub EE SMHBNKF MXEHHBSEE MK, FRABRZEIRET
Security Hub 5 B I8N M X1, £ Security Hub FE ARG,

.« @ : ZpEJS , SO0111-asr-Orchestrator I EME “FRENEFLXAY RAET LW , HER 502
(iR - ‘BT KMS HREIEL |, Lambda TTEMEFMETE, HREZINEERN KMS H41i%
B, KMS ®& : UnrecognizedClientExceptionKMS JHE. : B RHAEBENZELTETH. (RS :
AWSLambda ; IR7ZSH : 502 ; $5i%{R88 : KMSAccessDeniedException ; iER%&S : ...

BRAR  EETEEZH , LBRARRETRAN 10 28, MRABPAEE , BREIXEFE
K2R GitHub [B&,

o BE  REEA—ARI , BtABRRE,

BRAR  EFRELRNWIR , TRRBGIMENER, —MEALNRERZAIVEE B+ E
. BHEl , RTEIEZEZHN , IRFEEEMNIIER WL EZEZOAFRURE. EFERRA
RAE, EEHADITFH “ CloudWatch BE”, &#, SO0111-ASR CloudWatch AE&H, X 5K
THRF , FRIAEEFNERFERITHEH, EREZHETHNERNAER. RREZERELINEME
iRo KMM—LFERATEER | KABHESIMIPIEHTLTE, BRFIE (HMTFXZEF) , ELIES
B, METZEBELAMNER , BREBEHERIIFER,

« [ : FFER1EE S , Security Hub 4] A h AR R EH .

fERF R . Security Hub #EHI AT 2B EH. RFHINE., RELERNRSNESH. BELERA
BEZEJLNDITFREM “RM #h “BY, AEERERFEHAMERS ( H1I0 AWS Config ) ZEZ!
AWS Security Hub I EHHEIZERN, EFMTEAN 2R BIEBRTRERS . WRIXTEERHIR
F# , FSEGENBRAR , “RAEYUERNEAALABERE,

EHIFE#EIRT = 89
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« [A]#& : Orchestrator ZEREIE “FRENVB L XRPRD” kM : B AREN HINEE R

(AccessDenied), AssumeRole

RRAFE  RABEREARLERE ASR EEZHBERIHRAKS P, RBKEERNEEE 5 8H 3
TR 1E,

- @& : Config.1 EITFMAEAM , ENRHRIRIREEELFE,
RRAR  FHEREELN AWS Config RE , BFREEREEWH, EELBRT , BIBELEKE
MAEM AWS Config R &,

- [ : EERINEIRESEE "No output available yet because the step is not
successfully executed."
BRRAR  XRUREAPH—NEHEE , HPRENREZTFMFREEN, MREEZTFRF
BER , MaERIBMHAREBRERES.

o [RIRE : FRMT R RIA T HEARERER,
BRAR A, BRN2EILBESIHERREMAREREENERBEINN S, ZHMRERBEE
hEFREIE, MREFEHY , BRIXZEFER,

- A EEHENBRERR LB v1.3.0 #ik XK,
BRAR  BREEVRER  BREEBEERATEL2AN. XR—INMEHFA-A , FE T —MNREFE
g, NREREXFER :
a. B3 AWS Security Hub B2 E A

b. EEERAK,H , BIE “RE"
c. & “‘BENRE &+

d. FaIMIER%ZE “EA ASRIEE"
e. BRI BRHERR

- B EFEBEEMKRE , PWRIIEELM., AssumeRole

BRAER . EFSEBEEAMR AT EEAKFAINEERACIKRAKFHINRA AR ZEANE
FBRR, BUMEFMERAKFPEHRFHBHR R A B,
« B : B 24 NEIPASSEDEARE R CIS 3.x #MRkiE M.

RRFR : NREERAMK, PEEITH S00111-ASR_LocalAlarmNotification SNS & |
XHERBRENL,

EHIFE#EIRT = 90


https://console.aws.amazon.com/securityhub/home

AWS ERIEHE 2R AT
5 TE # RIS T 171 0] &

1% B SSLBucketZK B& kM H AccessDenied HIl4E 1%

fEx<#Z4 : AWS FSBP v1.0.0 S3.5, PCIv3.2.1 PCI.S3.5, CISv1.4.02.1.2, SCv2.0.0S3.5
AR : “IRESSLBucket®R A" KM H AccessDenied HIVEHIR :
@A PutBucketPolicy #/ERT Hi4& (AccessDenied) : 17 B4 3E4E

MRENEFERBATHLEAHKFRNRE , W2HXAESTEATFLTHRNEINFEBRBF RN
HEREHER. BERESSRRFANFEBERR , RN ZFEBERALHTRFRK , BALERTT
R

381 ConfigureS3BucketPublicAccessBlock ( #3<### : AWS FSBP v1.0.0 S3.2, PClv3.2.1
PCI.S3.2. CISVv1.4.02.1.5.2, SCv2.0.0S3.2 ) th A LG EHBE T RS , I ETEF BRI~
REHERTRE T ARBEHMRE,

Set SSLBucket Policy £/ & @R FIRIM T —%FH , ATELAFER SSL WiER, EF2BUE
BANEMED , Bt , MRTFEAFLATFHRNER , MZEKENTEXLEEINERENEER
REERT , AR HENT KM

BRTR  ERFHBERBEURBR A AT HRINFR |, XEFHEFME EVELE QKT ERERF
£

Puts3 %k M BucketPolicyDeny T

FH<#E4 : AWS FSBP v1.0.0 S3.6. (1). NIST.800-53.r5 CA-9 nist.800-53.r5 CM-2
[ : PutS3 BucketPolicyDeny I LA T &R :
Unable to create an explicit deny statement for {bucket_name}.

MRBERERERLAAERBNERALGR 7, WZBRARTTEFELRENNE BIRFERE B
TR EAZRARITHAB FEBRE,

BRBR  BRERBERUAEEREPRTRAE | TRRER  BEAFRABIELHRIE,
AT ZE R AR5 3R

ERESHN , BURE2XATEETBREAEMBLUNBIRITERZBRGT R, XEHRIFHM A
TOAERRA RPERATRENA N
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X

=1 BRENMEANEDBE.

1. 7 AWS CloudFormation 2%l & EventBridge &M E,
2. EM=AIERE N,

3. BERNEHELHARREZANENS,

4, EAN L&E , RAEEF ER" &,

=2 BRAMBE4ANEDBE.

1. #£#2 %A EventBridge F &M ZE,

2. EM=AIERE N,

3. T BN BHEL  REEBUTHENAN,

4. £ BRI EERE, BEE , TSN , BUEEEXEM.

BRI ZERKFNFIHEE

1. #£#2 %A EventBridge F S ZE,

2. TEMEAIEE HA,

3. %F BN BHELHIER “remediate_with_asr_CustomAction”
4, EAN L&E , REEF 2R &,

EHELR Support,

WMREHE AWS T RERRE, AWS Bl ZHs AWS b 375, W] BUE A 245 RO 3RER A Xt g R

HROEREE. UTHIEET 31,
BIERM

1. &5 Su pport Centero
2. IERBIERH,

BATEH LAt ?

1. BB B,

5B R Support.
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https://console.aws.amazon.com/cloudformation/home?
https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://support.console.aws.amazon.com/support/home#/

AWS LR BEFI R £

X

2. X F “BRSS” , kT BRI R

3. FE "R A, EFE HMBERER
4. TEM F, EESENRA G SKITE AT,
5.

LgEmREE , BEET -5  HER
Em1§«§\

1.1 “EB b, WA S LS R B E B XA,
2. TER P | FAHIER A,

3. EF M,

4. fft £ Support & EBERFFENE L.

3 B FRAT S R 3 8 R AE Y [ B
1. WAFENER.

2. MET—% | AERARBERRA.
M BN R B BR R BT

1. BEF "MARR BRG R,
2. MRBTEERXLERRT RBRAB |, HiEF

HiEmA RS, KB MTER N, AESERELRERE R BNEE, NRETEETX

‘BRERBA , mAERER  REERE BX

HAbfEE
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X

EN Rk AR 77 58

ERAUTIRET AWS EBZHI 5 HBMFRT R

V1.0.0-V1.2.1

¥tF v1.0.0 B v1.2.1 BIMRA |, 5 Service Catalog 1 CIS FSBP Playbook, and/or 1 v1.3.0

f , FHEE A Service Catalog,

. &% AWS CloudFormation 2%l & H# S 812 Security Hub K,

1%3% S ervice Catalog A& ILFRE BB EM playbook , BB EMZEZ LA, AEFAF,
M Security Hub B 5 1K P R #ER9 ZCISPermissions. templatet&EiR,

M Security Hub B 5 F 5 5 Ik 7 P B BR 2 ZXAFSBPMemberStack . template#EiR,
S E Security Hub £k | EF RS RO REMK , REEFERER.

o e N

(® Note
CloudWatch RE HELH AL, BRIMNBUBEFRALNWBEREBRENERFRRZXLH

v1.3.X

1. automated-security-response-member.template NE/NE & K H il BR.
2. automated-security-response-admin.template \E I F bk F Sl Bk

(® Note

:I:
5

BERAEENRER , £ v1.3.0 PBREEERTRESAM, XR—IPEHRZ , FET—

RAREE, RBUTHBESLEE
1. & AWS Security Hub B2 H &
EEERAKSH , 6 RE"

EE B E N BREETF,

FaMER%A “EH ASR &
BRI BR R

D

V1.0.0-V1.2.1

94


https://console.aws.amazon.com/cloudformation/home
https://console.aws.amazon.com/securityhub/home
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V1.4.0 R EGSRA

Hi AR

1. automated-security-response-member.template \E/NH & K F # il BR o
2. automated-security-response-admin.template \EIE & fk F F il BR o

StackSet ZpE
X F &/ HEk StackSet , EBRERK | RFIRE StackSet EBFNT 48 = 89 IR 7B R o

BEE , BEEMIER 7 #iRautomated-security-response-member-roles.template , th&fR
BHH IAM At X, FRAXEACHNIRIERM TUSRZELZFEER. ERIDXE SO0111-* A6
ERBEARE , LB X3 IERE ( HlI0 CloudWatch A RIEFE =, RDS 858 %12 ) CloudTrail
HF Bl ERo
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BEEAEE

BERNZERBRTEZNELELD
ERBRFREER , ETUET AT AR LS BRRS RO L8,

RA TR A SR BELE -

. B AMAR R DHERRAMR AR A UEERKS ENSRENKS R EHEE (BT E

E W22 B3 EventBridge #10 ) o
- EX2RRKF XN BRAROES , BOEKRBE R A CHER I EIX LMK X E,

£ Security Hub FERREEEN K~ X :
- EEAMRAEANEIEREAKFAFNXBNRAELERBHIK (BEEERESL£ B
EventBridge #1 ) o

- EX2RRKFREXENERTRVEH  FAIERXEKFRXEBEER , MEFBAELERRIE
FMBEEHRNE - NEERAKS X,

HRE T PBLEARE IR HEAL

- BEERMKRAEHNEERRAKFMXIGFHNETEHZTFMNZEGEHEE (BIBENIRE
o4 B3 EventBridge MM ) . T©AIHENMRENRKAMKIE,

- BEAMKRAEFEREEANESETEE | XL EventBridge # N A EE & HRH X ZIRELE
HHN, EfeHBIEEAKS,

- AEREN , RNBWUEEEBEANKAKS, PSR —BBIRE, WMRER S AWS FSBP # CIS
v1.2.0 , BEXHENMNRENEEHKRTSIEERAKS, , AEEXHENMNENRK AMKRTBISI IR
B P A X

EHMREMK R KRR EE T WLEFZTF4 -
- BEEAMKREHNEBKRAKS FHBRHESITFRNEGEEE (BIEBERESI2ED
EventBridge M ) , F R MIRHER B R R IR R AR ERE T 25217 Fi.

- NTERAEFNBERESRATBERS  FENSMREEKBERELZHETFROSH.
FEANSBIRERN TR EUBCEBE 22T FH.
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AT REAMERIRHERN SSM S

« XN TEBEIIRAEEEHKRITERN SSM Parameter 5 AR |, EE AR AEZHEE (BIBENL

#1283 EventBridge #M ) .

« <standard_name><standard_version>ZZ Hir A | HFEERE “Isolutions/so0111/ /status” B SSM
SHEIREN “B

TR ERIR T AT Web AP SRE
- MEEEMRE , LRI -He T4 HhaSERSERE MR RMEN B TR i uk TR
Web Ul B9 llgBFIEH,

- A BEAS UE , EEANRNEER TLGREE MM R Web Ul FAZRFEXNERRT RN
A1 PR

- ERAEFASUE , EEANRNEER TUEENEERATAS,
o EiFM T AR WA AR RTT AT Web Ul , 1525 Web Ul FF R EEM.

SNS & ARl
AR Ea18E
"severity": "INFO",

"message": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control
RDS.13 in account 111111111111",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}

SNS BEIRH
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#M RO Zh A

"severity": "INFO",

"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
=AM RUR e
{

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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Hiz

FYEFESEZTREREE ASR, TRMNBERRSRNEREZMATTIE  RERIMEEKAKSF
KRB,

HiE AWS T EIZEEBIAT]

FYEFESETRERBE. CHNBBRRTENERFHTTE  ZERFMEEXATKS PH R
b 218

HEZTK B

NTERZBRAENEKFNMEXSEENEE  NAEFEARNIKS . SUTLUHHRS REEEE
B

UTFREERAM/A111111111111F1222222222222 & RBRAE, 111111111111 FGE2EE
Bk |, 5222222222222 AWK . BRIV EHIERBRAER |, MEE R Xus-east-1Fus-
west-2tt XMW ERPELE R,

TREGURE T RIMNFHNENKS i XHSM SRR T.

Account Hi% us-east-1 FHITEN us-west-2 FHI{TEH
111111111111 Admin 7c 7c
222222222222 BX G 7c 7c

EEAKSRAITHRRAREEBRENKS , BIF B4R EventBridge AN E AL B8
5. UKFEXMREREESSLZINWFTEKF K Security Hub ZREERAKF, , BEEFTH4E , BF
BI 2 EHI K FRE Y AWS LA4RH9 AWS Organizations B2 & K

/8 i AWS Config
BEE LT -

« AWS Config X £
« AWS Config FEH
« B AWS Config

B2 AWS FHEZIZEMMN Al 99


https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://aws.amazon.com/config/pricing/
https://docs.aws.amazon.com/config/latest/developerguide/gs-console.html

AWS EHEF RSN X

ERANKFAHANXEHZEA AWS Confige XFF=4£F A,

/A Important

B RLIR “AIE2IRER (Flm AWS IAM FIR ) " T, MREER A AWS Config B RikZ
WiED , MFA2FRELKER (Fl0 AWS IAM BiR ) HXHWREER

Account Hi% us-east-1 FHITEN us-west-2 FHI1TEH
111111111111 Admin /B2 Al AWS Config JB2 A AWS Config
222222222222 & A AWS Config = A AWS Config

B AWS Z£2& g
BHEEFEUTXH

« AWS Security Hub 3 #%4
« AWS Security Hub EH
B AWS Security Hub

ERNKF A XEHEA AWS Security Hub, X425,

Account A& us-east-1 FHI1T3) us-west-2 F YT
111111111111 Admin /B8 F AWS Security /8 Al AWS Security
Hub Hub
222222222222 FX 5 /B8 B AWS Security B B AWS Security
Hub Hub
BREEHNEHIER
BEEUTXH

B AWS Z£H D 100


https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/security-hub/pricing/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
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« ERMEMZHER

EXRHEF , BAIVERER A AWS Security Hub I &2 HEILERINEE ( XRHEEFENRE ) WIERT
WMAERZBRER. EEEREANNETNFRIEN D XF |, EEEHBRE TIVENRIA | ™
TR SC (&=2#2% ),

ERANKS AN XEHEREHREER,

Account iz us-east-1 FH TSN us-west-2 FEI1TEH
111111111111 Admin BREBASWEHILER BREBESWEHLER
222222222222 [5d4n BREBASWEHLER BHRESWNEHILER

A TEEE —SRE T LR REER, SUUSERAHE  BRUORSEHIEE , BFEE
BEERNEI. FRAFERERNERTUENTGeneratorIdFER{EXRIRFsecurity-control/

<control_id>,

REEXBERERRE
HEEUT X

- BXEBRE

- BRABXERE

ERANKF BEEM us-west-2 2 us-east-1 HEHRR S,

Account Bix us-east-1 FHITEN us-west-2 FEI1TEH
111111111111 Admin M us-west-2 BiERE Tk
222222222222 & M us-west-2 BLERE T

PAELRTAETE-LHETHABIREGXE, BAUSEARAHE  EREEGXENEINERTTH
HAAEREX P20 , BREENERITEE.
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https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation-enable.html
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Y& XE Security Hub &2 7 fk

BEFUT X

« 7£ AWS Security Hub & K
- EBREARAKS

- BYBBEEERAKS,

EETRORGAS , RITESERAFHRESZ. X F—HEFKS, , RIEUBEY AWS Organizations
&1 Security Hub WEEE,

f£ AWS Security Hub #HIAMEERAIKF (111111111111) &, BiER A K (222222222222) 5L
Security Hub BN EER RN HEZEERAK, . MR KSEZ RS,

Account Hix us-east-1 FH{T3H us-west-2 FRYITEH
111111111111 Admin B AR R K 7c
222222222222 5 dnl BEZBIE 7c

PWELERURFE-ERESEABRINERRKS, SUASEEHRE  BERERAKSFRIANER
FHRHAEEERKSPE , BFTENHHATEE.

N BITEIE StackSets W RGIZEAE
BEEUTX -

 AWS CloudFormation StackSets
- RFEREENR

EAVE @ Z AN K &2 CloudFormation etk | Rtk FRATRFER StackSets, AT iEME A RS EEN
BR, ANEBHEKRMKAEKESEREERK K RETZEXEHEK , AEBINXAERABEREENN
PR

B LR B EARR StackSet BRERR. W TEFKS , BAERFERE ‘SRENREI 44N
RSB

$57E Security Hub & & i f 102


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-accounts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-accounts-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/account-management-manual.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
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Account Hix us-east-1 FHITEN us-west-2 FRYITEH
111111111111 Admin ¥ StackSet BEIE R 7c

Aok

#F2 StackSet H1TA

B
222222222222 545 Zf¥ StackSet H1TA %

B

EFEMRAERNTRERIR
HEE TR -

« Security Hub 4 5#
« AWS Lambda #2#

UTREBRFEEFREZS , AT ERNRIER, REZEHER Lambda.1 : Lambda BREURBE M2 1E N FF
iE,

/A Important
BIHREVEREFTZEN TR, FEFEFINMER , ATEEENRD N BC IR
RFENXE, FESENAATERAENEMATRUMBRELRFFENTE | AEELH
BEhIA. MRBIMNERNTROZAETEESE , BERZMBRARIIENS —MEH,

ERRAKFHEZANXEF | SHE AWS Lambda 2% & A ERKFHH Python EITR F IR, &
‘BE” - BB T, FIN—FREFH , AR EREITHHRIEAER TM URL AR ZE K.

HEHEREEIANZIEATARIEE, BRAREEWFRBG , LBERRUEIALH G ENRESHE
o

us-east-1 FHI{T3H us-west-2 FHI{TEh

N

Account A

111111111111 Admin 7 7

EMERROERNTRERR 103


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html

AWS EHEF RSN X

Account Bi& us-east-1 FHIITEh us-west-2 FRIITE
222222222222 X 5 7o FERTALZEMNEE S
# Lambda B

AWS Config ATREEE — LA X RERNBTRENEE, S UAREAHIE , BF Config RMF K
Pzwl , BHTENERITHE,

FrE<iE 462 CloudWatch &4
BEEUTXH

« f#F Amazon CloudTrail H& %12 CloudWatch B &4
 CloudTrail 34

ZBRFRLZIFHNER CloudTrail BHERE —MEN Z X1 CloudTrail B #8589 CloudWatch BE4H,
EUTREIS | RITHGBR—NENVNFEERAE, FE~KF , BNZEBEES CloudWatch BER
CloudTrail %,

ESNKFAXEPE—RIBENBEL , 0 : asr-log-group,

Account Hi& us-east-1 FHITEN us-west-2 FEI1TEH
111111111111 Admin BIEZBEA BlEZREA
222222222222 23l sl A EE Bl B EA

g R REBEIHIEIK S
WEEER, REMKAARMEK URLs =4 Amazon S3,

HPE E A

Giew templat@

security-response-admin, &1

autom:

FAEFE 62 CloudWatch B &4 104


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
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EEBEAKS S , SHE CloudFormation 124l & H HEE HLIBE R Security Hub ERR & X1,

EENOA TS MEEEMKRNFTESHRMNE , ‘SC” & "R H" HKRERI. RIS RNEKS,
A E R & FH RIS R R IR,

BRIEENoZ BI B L IK P MXF B I EARAS R , BNEEEEE FH Orchestrator HE4H,

Account Jz:BES us-east-1 FH{T3H us-west-2 FEI1TEH
111111111111 Admin MBS 7
222222222222 odn 7c 7

FRNEERHER TN BEBHRE  SHERACIZMNKA K, EEERKSNEEXRR.

BPE R 3R

Giew templata

security-response-member, &R

autom:

EEERAK, D , S#1% CloudFormation StackSets 4|4 H G AR PEIESNKFA X, F
AEAHIEDBIEM StackSets BEE A MMITAE,

A G RN BSEANBYMEN B EEABMHNSHE.

EENOFA TN MRER RN ESHINE |, ‘SC” = ‘BB 6" HRERA. HKRaERNEKS,
HEEMN S HIEHIE RN TR,

WMAEEAKFHN DENEEAKSSHNE, ERIMNWRAF |, X2111111111111,

Account Bz us-east-1 FH1T3H us-west-2 FRYITZH

111111111111 Admin B A StackSet /1 HIAK R ik S
AR 51 AR B 508

222222222222 KR WA A ¥R EEE WA R ik B 2R
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member.template

AWS EHEF RSN X

EDE X5 A i

automated-security-response-member-roles.template #& 4z %l -roles.temp automated-security-
response-member

EEEAK, D , SH 2 CloudFormation StackSets 24 & H K A HXR LB EFNKST, FRHER
HIEFBIEM StackSets EERFNNITAR, MABERKFHN ID ENEERAKSSHNE, EFA
HRFlIH | X2111111111111,

Account Bz us-east-1 FH1T3H us-west-2 FRYITZH
111111111111 Admin B A StackSet /8

AR A ik B 2028
222222222222 o4l BWIAK AR BB 7

A LASKEE | {BTE CloudFormation StackSets TR EE 28I , BELEBERINER,

1T[7] SNS &
AREH

& B-{https---us-east-1-console-aws-amazon-com-sns-v3-- home-region-us-east 1 —-topic-arn-aws-
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75 DT B D RAE T
AT B EHABRI playbook XHFHFM , T BT HRH B COK HEY BIR
#E , BAEBUATAN ik TR,

(® Note

FEENRARNRABASRLZENTRENER, RER , KSBBRTERARENBES
ASR and/or SO0111 , SMETFEHRMIRBIEA].

F 3 TERERR
AWS EITFMEN B L LM NHTEFBUTIREDRS
ASR-<standard>--<version> <control>

W REMMENEE, XVZMFE ASR XM E, BXIRE “‘CIS", “AFSBP”, “PCI", “NIST" &
“‘SC”" Z—»

RRAS : ARERRRAS, B, XS5 ASR XM MRAME R BIE P RAHETE.
7Hl  BEENE4NEE ID, XANERIEBIEHE T,
1. TR G K R RIS 1T F .
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3. (Wit ) EEERKSFOIZENEEAN,

F15  ERAKFPEIEETFM

1. B AWS Systems Manager &l & HIRENE K 4 RH JSON =4,

2. RIBBERTWEILIREFM. £ Ow ned by me &I~/ , A “ASR- &Y T+ FTHEMA X
BERER,

3. EE A, HH AWS Step Functions fHETIRIVETF M. & runbook HAIEEBESE , XU
fE7£98 A runbook Bf4&i#

B2 ERAKFREIE IAM AR

1. & AWS Identity and Access BB HI A

2. M\ 1AM SO0111 ABFRERFIHCIZE— N FAG, ABAMMLII so0111-remediate---FF
ko <standard> <version> <control>#lg0 , AR CIS v1.2.0 4 5.6 , N AL
o SO00111-Remediate-CIS-1.2.0-5.6

3. HAZTRY , (IE-—NEREINAE , ZABNATLEN AP BRARNITEE.

BeEt , BEVANAL TIESIRES |, ATBARIE AWS Security Hub H#Y ASR BE JURE# TR E.
HP3: (k) EEE RS RO B3I KA

(7 (TR “E ) IRRBIE AWS Security Hub MBI RIS AR, EEAIETZH | 8
FRERRR,

1. # “ CloudWatch E#” W EFMHE T 2ERN REITMN . MM B IRE

xstandard_control_*AutoTrigger*.
2. EHIRBIRNEHERAUEER,
3. EhiZGenerator IMEM EEEHEK JSON GeneratorId FH{E.
4. REFHBEAN
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i

Hi

E R oy 158

=


https://console.aws.amazon.com/systems-manager/home
https://console.aws.amazon.com/iam/home
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CDK TEizsiit

BMEZ , FHEHREHRI ASR FEEFRIT X . ERHIF , 7£ SC F AFSBP BIZAH 70 T £+
%t ElastiCache .2 BY#T ¥ IE HE .

(® Note

FREFTHIANRIEEER AR INEI SC 1Tz F M+ , ENEES T ASR R A AN A 1N IE .
MBHERAITEIE AR ENREFM (B2 AFSBP ) |, MATEL : (1) FFbBIE LR INEITR
HIMBIA S | HE (2) FANBIE R IMEIAE B Security Hub #R /R EEMFTAE playbook # |
% SCRIA&R, ATRFENL , BIUFERAE LR,

W lH , ElastiCache.2 @EFE LT Security Hub #RAER :

- AFSBP
- nist.800-53.r5 SI-2

- nist.800-53.r5 SI-2 (2)
« nist.800-53.r5 SI-2 (4)
+ nist.800-53.r5 SI-2 (5)
- PCIDSS v4.0.1/6.3.3

HTFEBRIAMERT , ASR XH AFSBP F1 NIST.800-53 LRI , HIEERT SC 2k , BRAEFHEIXLE
B A AR IX N ET AR

Modify

+ source/lib/remediation-runbook-stack.ts

« source/playbooks/AFSBP/lib/[¥7 & ] _remediations.ts

* source/playbooks/NIST80053/lib/control_runbooks-construct.
« source/playbooks/NIST80053/lib/[¥r # & ] _remediations.ts
+ source/playbooks/SC/lib/control_runbooks-construct.

+ source/playbooks/SC/lib/sc_remediations.t

source/test/regex_registry.t
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Add

+ source/playbooks/SC/ssmdocs/SC_ ElastiCache .2.ts
 source/playbooks/SC/ssmdocs/descriptions/ElastiCache.2.md

 source/remediation_runbooks/EnableElastiCacheVersionUpgrades.yaml

® Note
RETFAERNERAUAREMAZRE , RECEMENERES—H,

* source/playbooks/NIST80053/ssmdocs/NIST80053_ .2. ElastiCache ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ ElastiCache .2.yaml

RIS

1. Bl (BEETFM) -

2. BIBEFIETF M.

3. NN ZHEITFMETHFMER,
4. BIEEE 1AM BEXHERBEETFM
5. B2 TR

SR 1 CIRBEEEITFMH

XEATEBERREN SSM X4, EHXMEBEAutomationAssumeRoleS# , BIERIITIES
B IAM B, SIEFNEESTFEME , BEFEINAEXHsource/remediation_runbooks/
EnableElastiCacheVersionUpgrades.yaml#ERSZE,

FEHNIZTFEME SR MEZsource/remediation_runbooks/B &,
SR 2: RIEEFETFEM
BEZEITFEFMREBSETRANZITFEMR , eETELEREFNRIBRBHRITHNNIEEZTFEM. H

FHATETRE SC. AFSBP F# NIST8 0053 El4~H# 751N ElastiCache .2 M iE#e , K L EATAMHN B
BlARe|2 — MRS T Fi. 2T UTXXH
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+ source/playbooks/SC/ssmdocs/SC_ ElastiCache .2.ts
+ source/playbooks/NIST80053/ssmdocs/NIST80053_ .2. ElastiCache ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ ElastiCache .2.yaml

Example
XEYHHNGERREE , XTUBREKER <PLAYBOOK_NAME>_ <CONTROL.ID>.ts/yaml

ASR HHE L playbook % [aC 2 #1217 F M TypeScript , % — LN AMERARIE YAML /RE.,
DHNTHFMPANRENREEIG, ERRGD , BITPENEEA 1aC B9 SC B,

£ SC BlA&r | SR GIZTFEMR S HE —2¥F E ControlRunbookDocument 3} 5 E121TF M B
MMETENE, EETENGTF

export class EnableElastiCacheVersionUpgrades extends ControlRunbookDocument {
constructor(scope: Construct, id: string, props: ControlRunbookProps) {
super(scope, id, {
...props,
securityControlId: 'ElastiCache.2',
remediationName: 'EnableElastiCacheVersionUpgrades',
scope: RemediationScope.REGIONAL,
resourceIdRegex: <Regex>,
resourceIdName: 'ClusterId’,
updateDescription: new StringFormat('Automatic minor version upgrades enabled for
cluster %s.', [
StringVariable.of( Parselnput.ClusterId’),
D),
1)
}
}

« securityControlId2EERMAKIERAIZH ID , EWFE Sec urity Hub By & FHIE I E
HE XK B,

« remediationName &N #MIE 1T F AHERN B R

* scopeRZREABENRRNEE K KRRAZBERELREELERFETHEXE,

« resourceldRegexZATHIREENSHEZELEBESITFMHNER ID WENRERX, RBHER
— N | MEEHMBARNG TERBRRS. MREEZZEN ARN | BEBKILFE,

« resourceldNameRZEERNFERBMRMNEIR ID REM B MresourceldRegex , EREEEETF
M E R ID S3E PRE TR,
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« updateDescription@EFEEBEEMINGDEL Security Hub FRELERMN R SO NFHF
o

BREUBRSEH —NE AN E B createControlRunbook , ZEHEAIREEHEMEH LM, T
ElastiCache .2 , XHR X% :

export function createControlRunbook(scope: Construct, id: string, props:
PlaybookProps): ControlRunbookDocument {
return new EnableElastiCacheVersionUpgrades(scope, id, { ...props, controlld:
'ElastiCache.2' });

}

HA | controlIdRZ &M ERE LN SREFMAEREZH ID.

MR Security Hub E# I EEEXBREBEZTFMNSE , N LUEN | BT A ERNE R KEEIX
S : -getExtraSteps: EENXFE Security Hub R ARHZIMNENS BN RIAE

® Note
A Security Hub FHIBANSHIEE —MNRIAE

« getInputParamsStepOutput: EXIZHIZ1TF GetinputParams 5 FR Y i H

. B HmH#EF BnameoutputType, Mselector, selectorfiSgetExtraStepsHEEEFFER
MR ER MR

-« getRemediationParams : EX&%AEEZ1TF M
H 3R EX,

o

B, XESHM GetlnputParams B 5

EEFR , HSMEZsource/playbooks/SC/ssmdocs/SC_DynamoDB. 1. tsX#-

EIL BN EAESITFERERBFMER

NFEL—SHRUBRNEBNEHETFEMR , CANEXNEFEEEXTHFMAOEMENE LER.
FNEMEFIZETFM , BRBUTTIRRE,

/A Important
MEBLFERRIR YAML M2 typescript laC Sl #E&IZTFM , BHEIT—F,
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£ “/<playbook_name>/control_runbooks-construct.tsS A" FEIBHNZFHIZITF M4
o, fln

import * as elasticache_2 from '../ssmdocs/SC_ElastiCache.2';

BETXR, REEIHEF

const controlRunbooksRecord: Record<string, any>

FHARM—AFEE ID ( BETRIAX ) REBELEN createControlRunbook FEFIEKE :

'ElastiCache.2': elasticache_2.createControlRunbook,

WRIASEN B 1D FMEM MBS | WTAR -

<playbook_name>\_remediations.ts

{ control: 'ElastiCache.2', versionAdded: '2.3.0' },

ZversionAddedFE R N RRG ROKHARA . MBRINANRIERT R T HERA/NRE |, E18
fiversionAdded. #&AILLIFR G EA playbook X F HLFEEMIEIEXRE, solution_env.sh

S 4 CIRIEE IAM BEAEREEZTFM;

BMMREEBERCH IAM AG , ZABEERNTBEZITFMAMENEENNR, i, FER
FiZRunbookFactory.createRemediationRunbook 3% , FHEESE 1 HEIBNIEEZ1TFM
N INE#E R EH CloudFormation #EAx e,

EHremediation-runook-stack.ts , NS EERemediationRunbookStackEH&HE
HEWREHR, UTREBHRETRT R ElastiCache .2 SIEEQIEFTHN IAM BN ESTFERERN T
=

Y EREEEEEEEEEEES
// EnableElastiCacheVersionUpgrades
//
{
const remediationName = 'EnableElastiCacheVersionUpgrades'; // should match the

name of your remediation runbook
const inlinePolicy = new Policy(props.roleStack, “ASR-Remediation-Policy-
${remediationName} );
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const remediationPolicy = new PolicyStatement();
remediationPolicy.addActions('elasticache:ModifyCacheCluster');
remediationPolicy.effect = Effect.ALLOW;
remediationPolicy.addResources( ‘arn:${this.partition}:elasticache:*:
${this.account}:cluster:*");
inlinePolicy.addStatements(remediationPolicy);

new SsmRole(props.roleStack, 'RemediationRole ' + remediationName, { // creates
the remediation IAM role
solutionId: props.solutionlId,
ssmDocName: remediationName,
remediationPolicy: inlinePolicy,
remediationRoleName: ‘${remediationRoleNameBase}${remediationName}",

1)

RunbookFactory.createRemediationRunbook(this, 'ASR ' + remediationName, { // adds

the remediation runbook to the solution's cloudformation templates

ssmDocName: remediationName,

ssmDocPath: ssmdocs,

ssmDocFileName: ‘${remediationName}.yaml’,

scriptPath: “${ssmdocs}/scripts’,

solutionVersion: props.solutionVersion,

solutionDistBucket: props.solutionDistBucket,

solutionId: props.solutionlId,

namespace: namespace,

1)

SR 5 ERTE TR
BATR VIR IR AN RIEIE R ER H ST R TR,

B, S MEsource/test/regex_registry. ts34F A INEMRIETAY IE NI RE

( BARBPM) o LEXHBEFINFEBRARZTFRHPIENENMENREILHTUIL, A
ZaddElastiCacheClusterTestCasesEE Al , ZEEA TN ElastiCache 1&1E AR £ A AV IE NI
TRk

R/a , REEEMFMERNRE, RBRRAEFH CloudFormation #iRE X , AT REX ASR
BRI ER, BB Edeployment B RHFEITUA T i HREFIXLRB MY -

./run-unit-tests.sh update
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O , CEEFEFHNBANIRIERT | SMETEN “ERNEBE B , RMBEXERATEIEE
MEBFBERT RAVB A

AYIIE IR

MGitHub FEER TH AWS LW B T2 FERG RFRANBBRRE,

AWS CloudFormation &JRHE AWS CDK #4812 , RIREBE WA T eI MEEHE| A0 B A ERA
B, BXREMEBMEENX playbook WEZELR , S HF M README.md X4, GitHub

AWS Systems Manager Parameter Store

AWS LW BZIR LR FEH AWS Systems Manager Parameter Store R1Zt# REIE. UTSHE
ESHERTP

Name =l A
/Solutions/S00111/ AWS KMS ZRMBZHIELL  ERIRERN —BD , T
CMK_REMEDIATION_ARN # 1T FSBP #Mfk FEAE ( $1%0 CloudTrail B

&) HATINE

/Solutions/S00111/ ASR B R INBHIERN AWS INZRRF REBAE
CMK_ARN KMS Z4R

/Solutions/S00111/ ZERR TR Amazon SNS £ #MEHBEAH
SNS_Topic_ARN B ARN

/Solutions/S00111/ AWS Config EHBISNS =8 EE.118E

SNS_Topic_Config.1

/Solutions/S00111/ fRIR T RARA

version

/Solutions/ enabled RRNZINEEBRARF RS
S00111/<security LT EHNRS. BERFIRAEE
standard long R, ATAZERARENRITH
name>/<version> /status 18 & disabled

AYIIES )RS 165
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AWS L B3R 2R

X

Name

/Solutions/
S00111/<security
standard long name>/
shortname

/Solutions/
S00111//<security
standard long
name><version>
/[<control> /remap

/ASR/Filters/Accou
ntFilterMode

/ASR/Filters/Accou
ntFilters

/ASR/Filters/OUFil
terMode

/ASR/Filters/OUFil
ters

/ASR/Filters/TagFi
lterMode

/ASR/Filters/TagFi
lters

String

String

BIE. HERREEA

LGES 7Ry AWS K7 51l 2

IDs

g, BERREEA

LGEE D RMAL SN ID HIlE

BIE. HERREEA

BUES 7 fe iy B IRIR L %A 5
x®

Amazon SNS - EHE

AWS EHBEZI R LM 261 — Amazon SNS £ so0111-asr_Topiceo AEBTAHFAHEXRIEE
HENRFES. ATREZEBREN =RATEEMEA,

£ H

T2 ERNRERR. Bl
M : CIS, AFSBP, PCI

S ERHEERAES - 2H
ME A RE R |, XESH
TR EREY

ZHIMK S ID FHEEITH , AR
2HIEE

IS IVN A= R Eyi
#y AWS Ik IDs 5l 3ko

EHIA L B Y (OUs) FRET
o, UXBEBHEE

iR 7 RN THIE B B A RIE
%k, OUs

RHIRFIREIERITRH , AR
NegxEE

BRTRNIFEBNEENR
RARE R FIR,

Remediation queued for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

Amazon SNS - EEHE
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Remediation failed for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

[.replaceable] <control_ID>" remediation was successfully invoke via AWS Systems
Manager in account [.replaceable] <account_ID>"

XEZTRHEE, ERRIMERTK , REHEIR; BRE , RIWEENRNIRLZE AWS Config 8 ZE and/
or FHH R,

ik SNS E&1T [F]

I 5% SNS 1T B ik BUR

1. B E| SNS E-AYITE,

IR REE T |, &% w8

BIT T REERRREE |, RIE TR 1T R IR R RAE” JEBILAE AT IERR.
L R IES SEE

FHERNBERAIE) JSON wmERRH.

REER.

I T

REE RG]
273 S biibvi

{

"finding": {
"account": [
"11111111111211°",
"222222222222"

"severity": ["ERROR"]
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}

BRE4IRE
{
"finding": {
"standard_control": ["S3.9","S3.6"]
}
}

U 5% SNS E£8-Z$R CloudWatch

WEERFTREBIET — Amazon SNS £, S00111-ASR_Alarm_TopicAETAF A HEIRER.

EH AN BHRIRAS A BRAY F AE S EBHFRIE R,

£ Config XKML R £ B3I Runbook
WEERFT R LARIE B E X AWS Config K MERBHETFM. Ak, IREE

1. JHREVEBEBER AWS Config BN E R, XA LLFE AWS Config 3 E| , tB A LATE Security Hub 79
LER N £ R AEL RPEKE

2. §fnZEl AWS Systems Manager Parameter Systems Store , RFEFREIES

3. BN BN /Solutions/S00111/ [.replacable] Rule name from Step 1

4. ZEMEXNI TR :

{
"RunbookName" :"Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

}

1. RunbookName R4 EZFE; | fF2EE It Config MNEHEITHZTF M. RunbookRole 21Hif &
EZTHABHENAR, XTRMEFE , MREK  thEARRNRIAERAKFHNEAAR,

2. TR |, A LAERA Security Hub £ “fEF ASR 188" BE JUIRIERIBE LK Config M
i,

T 5%k SNS E&-E#R CloudWatch 168
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T A = S

ZRRF RN Web AR RE AR —8155 AWS Security Hub HIAEL R | #F M THI EHFH
KIEME , AR ZEXS #R R 75 REY 17 B AR

ERZBERARTEFE Web Ul ; BT EES BNEE B EFIIMIT , HERA AWS Security
Hub CSPM #2#I& M “E/H ASR 188" BE RER N

(® Note
B EEMHERET , SFfFShouldDeployWebUISEURER “&” , FRESE ARG RH Web
Ul,
THEARK

ZBRF RN Web AFRER—NER Web RATERF , H Amazon S3 EEELBWKF,H |, HHIL
Lj# CloudFrontd &, iZfR5 REFE A APl Gateway %828 REST API k%1% Web i/ RE P HYIE
£,

HEBEEMEKG , HRAEN Lambda BHHEARFENERRAKF P EENZBRERZRXENWAE
AWS Security Hub &I 1N#k %] DynamoDB H, TERLLERER , BT #RSG REFEWN EventBridge M
N, Web Ul FE RN ARG S Security Hub JE F3Rat i RiERE L,

BAHMEZERE RN Lambda EE , LARIFTZ6 Web AP REHERH AWS Security

Hub R34 R K DynamoDB k. X1 a] AR FERRIH A EHE H R EZ EA1H DynamoDB

Ko up-to-date MREFUEEMENESHEDRIEITME |, FEHRS00111-ASR-
SynchronizationFindingsLambdaWeeklyRulef TEEH R A RNE —XBWEE R K F A
J#9 EventBridge F N,
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H#EE Web AP REFZTEE

aws o
= °
Automated Security < Home > Findings
Response on AWS _— .
Findings to Remediate (50+) @ Actions 3
View Security Hub findings across all member accounts that are supported for in Security Response on AWS.
Remediate | @ search Findings o)
Findings @ Show suppressed findings
Execution Histo
i ]| Finding Type Finding Title Remediation Resource Type Severi Security Hub v | finding
- '9 Typ 9 Status P! ty Updated Time Link
Access Control . securty- Oct 23, 2025, 10:19 AM Security
0 SorolDynamoppss  DYnamoDB tables shouid be tagged @ Not Started AwsDynamoDbTable Low oot Hb D2
Invite Users
 securty- Oct 23, 2025, 10:19 AM Security
View Users 0 oolDynamoppss  DYnamoDB tables shouid bo tagged @ Not Started AwsDynamoDbTable Low oor T
 securty- Oct 23, 2025, 10:19 AM Security
) DynamoDB tables should be tagged Not Started AwsDynamoDbTabl Low
Documentation [2 O control/DynamoDB.5 ynamoDB tables should be tagge @ Not Starte wsDynamoDbTable EDT Hub [
security- VPC default security groups should not Oct 23, 2025, 10:19 AM Security
) Not Started AwsEc2SecurityG HiGH
~ controlEC2.2 allow inbound or outbound traffic O Not Starte WeEczSecurityGroup EDT Hub [
) security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low
— control/S3.13 Lifecycle configurations © Not Starte WweS3Bucket o EDT Hub [2
security- 3 general purpose buckets shouid have Oct 23, 2025, 10:18 AM Security
Not Started Ay 3Bucket Low T
' control/$3.13 Lifecycle configurations © Not Starta WsS3Bucke © EDT Hub [2
— security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
Not Started o
: control/S3.13 Lifecycle configurations O Not Starte AwsS3Bucket Low EDT Hub [2
. securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
L controvsaa Lifecycle configurations O Not Started AwsS3Bucket Low EDT Hub [2
~ security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low Securty
: control/$3.13 Lifecycle configurations O Not Starte weSIBucket EDT Hub [2
 securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low
~ control/s3.13 Lifecycle configurations © Not Starte i EDT Hub [2

HRAELERNEL  EEARZEREERAAPUUEEZMBRARIZENFTE AWS Security Hub &
RTINS X BIETE Security Hub MK A EMA Security Hub RAKFHBELE R, MREMF
RARBBBEREGXE , EL2EREAE LAXENAELE R, EEFZBRARIFNERT
& , 15 H playbook #%.

WKFRERAF REEERBMAMNBRIGREN AWS KFHIBAELR , BEFAR, A, i1REE
N EHRERNIKS PR REITEE,

BETBE  FERBTERESHENTE 6 ReEd BRFE > B8, tTUNETEE BRIFE >
‘Bl RERMEKRER , F2ERNABRTRBEIENERER, BEET ‘ERBRENERER JT
X, B LR EERRBNERE R,

F@RRIFH TG , AR E BERS H , EEtxhLTIn ProgresssfFiE#EFailed#t A
ZBEW “HITH RiER” WHE L.

Ui 268 ] P B 2 B R SRR e
#RELR M NTALIES REL , ETEENRETETNEBIIFLRE R EROBIE

g, £ “BELR REAL , BUNE ‘EHRXE EHTHE , BYETEREHERE SRR X
ERISEXRRM AWS Security Hub HEL R ( Hl40 Lambda.1 3 Athena.4 ) .
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X

® Note

ERREPEHPERNEA TR THABRENTREIIR, SMERFANBUERRRIFR
W & REA P REHRE.

BN E-—RERPEHSINEM. Him,

BANDEM], LA,

MERLH = Athena. 4. BRHNFUERT NTALER TE
Web Ul A &Y & £ 38 UE 7 = 4X

ZEERFRH Web AP SR HEZ Amazon Cognito 1M B RIERT . HBERARE , TE Web
AFRREZEDEEMEE Cognito A, Cognito MARKFEF M Cognito AF g, EREER

HEAR S PR LRV BB F R A 1t kAR 0 BT T I B AR

B=ABRRBEALUE LA Web Ul YT RIFXR

PR E

Admin

K P R 4F R

3 R4 3

£ Web Ul 5224l ; AT
EEMMERANNIRIERE, =
TEMAIRKIE R invite/vi
ew fEAAF,

Web Ul R HIRBEIREF
, IAEFMBE XA IE
M, ETEMRREE AR
invite/view IK P IERER A,
To3EE Web Ul HBEREE
EEANZREER,

Web Ul FEVIZREIBR ; XRT
ENBEZXBRNKFFEE
HEERELER, TEBER
EFHMAR,

BRI ERRPENNAERRENEIR ID RNITE
IET AR R 2N MR Y IR SR AR SRINATIZBORIER |, BlANEHRRE = Lambda.1

iE |, W FIT Web Ul BIEE 5 15 R R,

TR

N EAEPBE MR A
P, BIR 2414 CloudForm
ation ERFBHA AR (L B T R 44 3ty
ko

EIE G AP LB #EE K
EEAAPRERBRER
MIGREIINR , EREERAF
N HEW 21T M B B E A s
HEo

Az

Day-to-day AR E BB R A
RBRF ez E Mk~ F &
EITEENAR., EEAYR
NEERATTREXERAFH
ENHBE,

Web Ul 1 #9 5 43 31 MR R
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FBERPSALREGERARNZREEREANZE , RARTEER Web Ul, ERBEEMAS , EEAH
RNEE R ATBFE Web Ul 89 815 R 77 TUHE L A 4THY & 7 BB 45 3tk b MR FK A o

BEEANRNEERARATUNES, EENRBRAEGAHT. EEEMBEALNIIR , BSMEEFAFR
Mo

EEBYBAR , BNRBPERZAF , REEET “EEAF, A, EUNELES ‘BERAF”
KMBRZAF . MRAFRKFERER , MAIERRGTZNERTER IDs wIIERTBR AWS K
Folk, BRIFAXBEXINERAFHINREE,

WEE , BREER RS ENERKSRERAS,
SHNERERRX IdPs

AL BEZBRARBEASHRIENS , RAFAFERAEZBCEH OIDC 5 SAML S431214rS
( 5140 Okta =% Microsoft Entra ID ) #1738 %, U TEABEKNLTR IdPs FEEIH 0 IPE SR
AWS Ik o

/A Important

FEER RS REERVEMINE IdP BFza , LFUBERS. ik, g&EIH dP MR
LY B F R 4 b 41k A S8R B P SR ALY B F R AR st ik — B

HZIR - ERRF RN M
£ Amazon Cognito #Z#| &/ |, FEE N SO0111-ASR-HEERAFRAFth, UserPool

BEHEAF BB SO0111-ASR-UserPool , # ABLARREH. MAE , NSMEFERE 4R MARME

58 2 Z-HEN B RRMEE

XA RMEE TEL  BEE AN NS HRHERS" &,
RIFEHN S HRMEMIERE OIDC 3 SAML,

ERRUBRER K REFRAERMATXEN S HREBNEER.

7 SAML REBEELTFE :
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1. BEEEN . ZHNRERNRETER

IDP &#2H) SAML &% : i%£#F Require SP-initiated SAML assertions - Recommended
TUBIE X ARIR : i£$F Upload metadata document

TTHIEAY . LEEE 1dP RAEH SAML JTidE S0,

£ SAML RREEMA 2 A “REEME" T , 25 HFNEMEYE". X TRFMEMYE ,
FHemail N THIFIKRAIERE, £ SAML BHEF , ALK SAML S HRHRGF 7@ A B Fap4

MUt B MNEE, HlI http://schemas.xmlsoap.org/ws/2005/05/identity/
claims/emailaddress °

6. B& “ARINEHREE URFENER,

o b~ DN

7 OIDC REFEELUTFE :

1. REEES  ZHNREFNREFER

E P ID : # AIE# OpenlD Connect S 1REFRENE K D,
EFHLES : # A OpenlD Connect & 7 1R IR HNE A,
BAGEE : #iA openid profile email

BHERAEE | POSTREBEN FHREHNE EEFEGETH,

WIERE  ®kFAuto fill through issuer URLH%H A OIDC REFREMEMNXITA URL, =
E , WA FHEm AR,

7. 7£ OpenlD Connect I2#tEMA A2 EH “BREEME" T , & FNEMEY" . N TAPUE
%, Bemail AT HIFIFRAERE, #£ O penID Connect B | #iA OIDC B iRz A
%%ﬁg{q:i&iiﬂggﬁﬂgi%o @Jﬁu email,

8. B ‘RIS HIREE URFENEL,

o o A~ W D

/A Important
BN B HIREENEMEENER | BHMMNemail A FHEMERINE MR Femail,

IS FNENEHERIMBBASTRNWNAEFES IR
ST NARFEFR TE , RFIEEEZ RN so011 1-asr-webui-BIE F ik, UserPoolClient

BEHBRERNE EHF £ REEZNHEE TEE RE
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EEHREEFERD  PNEEL-SPEIBNSHIRAE. 85 Save Changes (RFEH ) -
B 4L BEENSHIRMERE

EATENSOREEETEZREEQIBRG RN Web Ul , BHMIE IdP EE URLs FRUTAR
FIAVFABE,

BEENRERHERE  FUTEER URLs2—3IABREE :

1. SAML ElI{EM 1t : https://so0111-asr-<your-aws-account-id> .auth, <aws-
region>.amazoncognito, com/saml2/idpresponse

2. OIDC [EIEML : https://so0111-asr-<your-aws-account-id> .auth, <aws-
region>.amazoncognito, com/oauth2/idpresponse

& Ri<your-aws-account-id>Eik N BB EE MK AWS K/ ID<aws-region> , AR FEERE
HERR Y X3,

4 T-BUEIRER

SiE Web Ul BRNH, BINENBEENSMRMEEEZRINELATR

ENRER , FEABEAFREBERAS. AT, £ Web Ul BFZFNE L EHENBAELFHIRMH
7, WRA S AT S BRI,

FEE , BNAENX IdP FAFNN AR RAMEE R HBE P RUNMEE B F Rt s, BRTF
W, BN RUEBF AP R FER i ut KIS BF M I,
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&

AT ERAXRBFERENTTEDENER. HXARNIBH RN ZERGT R HTEN R E IR,

HIEWE

AR &R B AWS RIEBEXRZBRARERABRNWEEER ("BF) . RINMERAXERIEREL
b T R P A E AL BRR S RUARMER RSN~ M. AWS W XLEHTERWES AWS BIF ALY
Ho

R B R

« {E£A AWS Security Hub 3 17 B 35 18 & A %h &

o JHER/RID D% Web Services EESEENR , FlRZ 1.2.0
« AWS B R REIRITE

s X FTUBELZLEIRAE (PCIDSS)

- ZEERFHESEARPZEA (NIST) SP 800-53 Rev. 5

mEE
UTFAABE T R GHE

« BR-BRAERE

+ Nikhil Reddy

* Chandini Penmetsa
» Chaitanya Deolankar
* Max Granat

« Tim Mekari

+ Aaron Schuetter

- ZREHEREE

« FT-EHf

* Ryan Garay

* Thiemo Belmega
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https://github.com/aws-solutions/automated-security-response-on-aws/blob/main/CHANGELOG.md
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