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https://developers.facebook.com/docs/whatsapp/cloud-api/guides/send-message-templates#per-user-marketing-template-message-limits
https://www.facebook.com/business/help/722393685250070
https://developers.facebook.com/docs/whatsapp/cloud-api/guides/send-message-templates
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3. HHBEBRRED+L , &7

- BYIEEQ@ tIEERAER/RERCE TERERCZITER
- EERIRSUERBEERCHE, FLERCESL

- BYIRRQQ@ BRFHEE “RE REBIFER

« WIBRT B FEAER

BRUAZI Meta WHDET SR T RIEHES REHB, BT ERH A R EEERIOIERE.
£ AWS #H 8P EEHEER
225 SRR

1. $TFF AWS LA E B4R EE A |, Wik R https://console.aws.amazon.com/social-

messaging/o
2. EFBESWKF , AFEE— WABA,

. EHBENUETF L, EREER,
4., BELER

« BIREN  MARRNE—2R (XRNEFE, BFEATIL)
o K EBREMRER (EH. RABL N FHEIE")
- BE  NENERNBERES
- FRER (Wit ) : BAREDRIINOR, BANER
o EX : WMARKEEX AR (RAERA{{1}3{{2}}. EFNEE)
o TURP (FIIE ) RMTMINXAK (&% 60 NFER)
« R4 (W) : 70 call-to-action=R HRIE [E £ R4
5. EFRCIBRER.

EHERERA Meta #TH K, SUEBRBE/LDHT 24 M,
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1. EREEHBER,

2. BEEHRE.
3. XNWEHRABHITER.
4. BEEBRF.

/A Important

LR EH R ERERRRE |, ZERFEAFLERSHFE Meta #it ., £ Meta L&
BHESRZE , R AT, ERBIEECEANERCE , BEEBINEELETEREN

0,

i BRSE S AR AR

1. EBREBRIVER,
2. %&#F Delete,
3. TEIAMIBRERLE,

EMERNERTEZRE . WREEFRN ERIPERZER , VX LHEBRFERFRE XK.

R & PR

Meta 2BFEFF RIBNSEENEHERSERETR. RETRRENERTESREEREA,
EREREFNREITE , BHRITUATERE
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AWSEA B B R RS
- RAAFEAYIEERIR HIET
- REEEXRRHEE

EU MR A A TNETEEREITS
BT E

ERZENEIEERITMELIRE. ZEFEATART ({{1}}. F) IRRE{{2}IFENL. K&
;“ﬁEET BRERHUXETENKERME,

TEXNTMNFEZINFRA{{1}]
Example™ A % £ 18R
BARA : Hello {{1}}, your order {{2}} will be delivered on {{3}}.

ZEE  {{1}}BRAEFEN, {2INTRSM{{3} % B M,

EX e
4 E

BENE, FRAERRE, XERRTHEE AR,
e

KPEEH, TRBAREFRSHES. IERREEFEEESHRIERSE,
g AN

—RMBREHRIEE, XEEREEREEARLERNEERS
ERESENRAPIRITENERD, NERFTHEIRDRATELSBIELIKSRE,

£ CreateWhatsAppMessageTemplate API #1285 &k

A LAEA API 812 B E X WhatsApp JHEER, AEBNE a6 Aol 2R HEEE
#R. CreateWhatsAppMessageTemplate

HERRA HF
S BAAR AT LU HE AR
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https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplate.html

AWSEL F P B R P 4ET
o PR I TRERAY PR SO A

« EX : HEARSUMANEREAE

« TUHD : REPRYMIINES

- BH  #EIURLWIRERTE

ELLT RIS | SFENDPOINTFIWABA IDE N SEFrIV AT &= URL M 1D,
Bl E R IIE X AREFER

WREIAEEAERT — N EAEREEENR , ZERNEABODYELEYH , T ZIEHEADERFOOTER,
HBUTTONAH., EEXFERARE SV,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
url ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "order_update_basic",
"language": "en_US",
"allow_category_change'": true,
"category": "UTILITY",
"components": [

{
"type": "BODY",
"text": "Hi {{1}}, your oxder #{{2}} has been shipped. Track your delivery
below.",
"example": {
"body_text": [
[
"Jane",
"12345"
]
]
}
}

}l

fE R H S B ERRRIEXHEFRR

ARG AEENET —/ NI EBODYMBUTTONA MRS AR FHEENR.

BIREANFEXAREFER 33
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$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
uxl ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "order_update_with_button",
"language": "en_US",
"allow_category_change": true,
"category": "UTILITY",
"components": [

{
"type": "BODY",
"text": "Hi {{1}}, your oxder #{{2}} has been shipped. Track your delivery
below.",
"example": {
"body_text": [
[
"Jane",
"12345"
]
]
}
},
{
"type": "BUTTONS",
"buttons": [
{
"type": "URL",
"text": "Track Oxdex",
"url": "https://example.com/track"
}
]
}

}l

FRRE, EXAZRHMAUEEF:NEXEAREFEEER
WREIARERRT — N EAREREEENR , HFPIIEHEADERBODY, FIBUTTONA A,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
url ENDPOINT_URL \

--id WABA_ID \

--template-definition '{

FEAMRE, EXMZHCIRERNEKARFHESER 34
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"name": "account_creation_confirmation_3333",
"category": "UTILITY",
"language": "en_US",
"status": "APPROVED",
"components": [
{
"type": "HEADER",
"format": "TEXT",
"text": "Finalize account set-up"
}I
{
"type": "BODY",
"text": "Hi {{1}},\n\nYour new account has been created successfully. \n\nPlease

verify {{2}} to complete your profile.",
"example": {
"body_text": [

[
"John",
"your email address"
]
]
}
},
{
"type": "BUTTONS",
"buttons": [
{
"type": "URL",
"text": "Verify account",
"url": "https://www.example.com/"
}
]
}

SIEETHNEHESER

LERBIGIET — MXEE — M BODYA M EAE #HH EE MR,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-

url ENDPOINT_URL \
--id WABA_ID \

PEERNEHFEER
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--template-definition '{
"id": "1290345849293233",
"name": "holiday_special_1395238",
"category": "MARKETING",
"language": "en_US",
"status": "PENDING",
"components": [
{
"type": "BODY",
"text": "Season's Greetings {{1}}!\n\nCelebrate {{2}} with amazing deals up to
{{3}} off.\n\nPlus, get free gift wrapping on all orders above $50.",
"example": {
"body_text": [

[
"Pawan",
"Chxistmas",
"30%"

]

]
}
}
]I

"metaTemplateId": "1290345849293233"
}l

BIEEZNEHEEEIR
WREIARERRT —NEHHEENR , HHPZSHEADERBODY, FBUTTONA 4,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 \
--endpoint-url ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "summer_sale_1",
"category": "MARKETING",
"language": "en_US",
"status": "APPROVED",
"components": [

{
"type": "HEADER",
"format": "TEXT",
"text": "Summer Sale!"
3},
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{
"type": "BODY",
"text": "Hi {{1}}! Get {{2}} off all summer items. Shop now before stock runs
out!",
"example": {
"body_text": [
[
"Alex",
"20%"

"type": "FOOTER",
"text": "Valid until August 31st"

"type": "BUTTONS",
"buttons": [

{
"type": "URL",
"text": "Shop Now",
"url": "https://example.com/sale"

BIERREBEERGE , DITFHIERLUEH D WhatsApp. Meta W ERZRZAIBEEE 24 Mit, Meta &
B 421 Business Manager B8 5 &K i% — H B FER4 H EFERIRS. BAILE AWS RLAFEER
REFEPEFERRES

T R AR T 2= WhatsApp

BIRAEZE Meta SRR —Th753% | ﬁl‘F%F'EHTIEﬂRﬁﬂiﬁi:ﬁﬂ‘zﬂifE’J*ﬁ*)ﬁi&ﬁiﬂﬂ&ﬁo TR
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BETAEEFRBZELSHRR, flm, IRASEF ‘R SHEE | E SRR ER
BIR , NN ERREITR TSR,

BRARLSERH A RNER, REENERAZEEREBITRNER, ERPBEEERANFHE
FEBREEERA LT BN, HAERRETEN , FHZERERBERRETH Meta BENRFE
RE. 25, MREFEELE , LEANEFNESRi. IRREREEN , WERTERSBK.

MRRBEANE , WERTELKRER , AFERABERAST. BREZER , H5H (WhatsApp &l
FER API ZE) FEERT =,

£/ WhatsApp B 2RIRIE X R R B R ERRSH R IR

Meta EHBEXRBIRSHEENRERNEE. ERAXE Meta R BRI BERHF RITUKERTHLAE.
EAEMERNERNARFNTH. NREREREEERAEFREGLE , WARCTEZEREAM@
RBESFEARR , HRETRIRBHRS.

1. 3TFF AWS R A EEAREEA , Wik A https://console.aws.amazon.com/social-
messaging/o

2. EELRWIKF , REFIEEFE— WABA,

3. EHEEMRETFL , ERRSBENER

4. BEERFEE  EEAEXTIBRERRNRDRE. SEUHERREFEERSERSFLLURNES
E5

T R AR YIRS N B 2 1R WhatsApp

REEABR. BERFRBNEFSEE W8 NMNERERSBEREBTR, REHERGREH SEF”
B, FREERER , BEREBRE TERNT R, IRHEERFRBINERBRINSEER , W2SH
BIRRS R EE.

Meta 2BFEAAHERARBENSEE B3 ERERVWRSTRAEITR, NREHERRSREZL,
BB —HBFERHREN B, BANE AWS BLAFERAERIEF A PEEERAVRES

MR EBEREIEL WhatsApp , BRI UREERHA EMRIURESHES@MELBRIF. WhatsAppE
THREZER , 5 M@WhatsApp B F A= APl ZERWHIR,
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B WhatsApp RAAWSERALAFEEHR

WhatsApp Flows £ EEBQERERXNNZREARK , AP EFEEIT WhatsAppBI 7] 5ERIX KK,
REIRHEKRE, RERXNEXNAFRREAY , fliXXAmA, RiERM, SikE,. BH%RES
MTHEE, FH Flows RITEFUMATIT, BEFFERKE, ERAENMYRESER,

EBAWSEL AP HEEHRFA , KO UEEETIAWSEA AP EEH TR AR EHAAWSTEL A,
SEHEM ZAPIREREK WhatsApp 2. BA LB, FH. &/, MK, ZHAFMER Flows , mM7%
FEEMEH Meta #8#]A = Meta B9 APl

HRIEEEH WhatsApp 7)1 ik F (WABA) 9&% BOIREHFHERERE. A4FBEM JSON 21
EN. BX Flow JSON 2N EZELR |, ST WhatsApp A FF & XFH Flow JSON,

(® Note

HHRAZEFERSRE , HYMERE. A4NSMEEI%E Flow JSON I=F'
EN. EENFRMEVRAS | lfliEJﬁ%ﬁJLy‘HEx%EZIEBHﬁ@&EE’\J U P95
( endpoint_urifldata_exchangelhgt ) . BXEZEER , SR RBHAEESIL,

EEHR

=t
s

—MRXEASFFEFR , HAFEEPTHH JSON RHE L, WhatsApp
iz JSON

HRRERSE, AHFNZEMN JSON EX. &RAKRNA 10 MB, EAEWAEA JSON MRA 7.3,
B

BRREBRLFZENN DK, KaTHE  EM. BFR, MAMIT. BEEFFR. BKREK
1. Customer Support, HZE, W%,

REIRES

RENEGARRS, BSR 7HRERS
REAT

IBIE XX Flow LAR RS FERHEE MM —ARIRAT, HAPTRARER | ZThHEEE Flow MR
webhook HiR [E]
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AWSETRLRFHEHRR AriEE
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B WhatsApp Flow #E — M EREEGERESIRS. RERE T BT Flow 1T HRLE
.

RERSE
Status 1%, BB RIFHBRE
BXR BERERNIBRRS, RSN B, EFRR. KM, MR, 0K
Mz Flow , BREERELAF,
2 H AR Flow fEEHCEERER , k. FH A6 k. EHTRE  BEFR
EERP, TEBEREERMHOR R (M HIE?J ‘B ) o
=

DEPRECATED FHEEWUMEH Flow, X2—MFaE I (LARRE)

BrRRES.

S HTHESEREEK , Meta EFELET B3R Meta XEFFAR
Flow,

TR Meta EBJPR& T RE. EFTRER

/A Important

REMNFH Flow BT AIEMNERIE, RERFE , ELEZERNHIRE N DRAFT, BE , EH
EXMH Flow WHE™ (JSON EX ) 2FEMEN “ER" RE , FEEEFHRH®

B3 Flow FPRAREZILE , Meta # 4 K IX webhook BAH, A LUBN AL E MY S4B MR IUX &
B, BXEZER 25 EW Flow MM FRSE W

BIE MY WhatsApp HRiE

BRI LAEAAWSRA AP HEER B HI A RAWSKRL A FEEHRAPISIZE WhatsApp HifE. BIER
BN, RESHET ‘ER RS, BULUARECIRNIEM Flow JSSON EX , EHEERAEHRE~
BRAERMMIZE Lo

TRERES 42



AWS I P B 5 AP i
BIERE (EFE)

1. ITFAWSERL R FHEERIEHIA |, Wik A https://console.aws.amazon.com/social-
messaging/o

2. EEBWIKS , RFEE— WABA.

3. &E RE BRI+

4. EEGIER.

5. EREENT , NEHNRERMA —NE—NER. REBHE WABA RAFEME—# (&S 200
NERF) o

6. T KA HF, EE-AHZMEREN Flow WFEHHEKR, ELEE-IEF, TAXBIE .
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- BEEFEK
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- BPEXE
- BE
ok
- Hftt
7. XWF B, RBE-ITAHENERENER , REEEF BN WZAREFB. UTERRE
Fim LENAIEA -
« RIA-ZE B VR IRRR
« WEBMIRNE — NBERRBERERES
- REURBE — REFF RI%
- RIEBAE- SRS RAFEE
« BPXB-REXFERNFMAESR
8. EEBIE,

BIBRIEE , LA L4REE Flow JSON LEEXREMAH. REAEMNK Flow FilkE R T &M Flow
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RAriEmE

BIEREE (API)

£/ CreateWhatsAppFlow API BIZ#HRiE. U T RAEIAWS CLIERSIZEEBMAEKBIRRE

aws socialmessaging create-whatsapp-flow \
--id {WABA_ID} \
--flow-name "my_lead_generation_form" \
--categories '["LEAD_GENERATION"]'

o R EE Meta £ ELHIARIZ ID -

"flowId": "{FLOW_ID}",
"validationErrors": []

86 ] LATE B 2 B4R 1 Flow JSON E X BN R 7

aws socialmessaging create-whatsapp-flow \
--id {WABA_ID} \
--flow-name "appointment_booking" \
--categories '["APPOINTMENT_BOOKING"]' \
--flow-json fileb://flow.json \
--publish

(® Note

MREE--publish , M Flow JSON A5 EMHE
R “EfR RASE |, HEvalidationErrorsZFRPIREI4E IR,

EfER— WABA AREIERRE , BHITUTRE

aws socialmessaging create-whatsapp-flow \
--id {WABA_ID} \
--flow-name "lead_form v2" \
--categories '["LEAD_GENERATION"]' \
--clone-flow-id {FLOW_ID}

& Meta BRI, MREFERIEE

BIERE (API)
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RAriEmE

EHRE
O LAY Flow #H/TARFSR B EH -

- B ABE-FRAERREAMIZESIUpdateWhatsAppFlows

- BEFEF-FEAERRRE JSON EXUpdateWhatsAppFlowAssets.,

/A Important
EHERME Flow AR FERSUEN “ER, B4
R

LT RBIEH T RENBR

aws socialmessaging update-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID} \
--flow-name "updated_lead_form"

AR ROIEH 7 RIEH JSON E X :

aws socialmessaging update-whatsapp-flow-assets \
--id {WABA_ID} \
--flow-id {FLOW_ID} \
--flow-json fileb://updated_flow. json

IR Flow JSON S ERIEfEIR , NA&ERMNFIREIX LR, DAEBE]

Flow,

HIHMERRE

MEF R Flow FEEFHEHEFE

[
E':
mn
ﬁ
il |
AL
o
N3
3t

ListWhatsAppFlows i T&%& WABA WFTERTE , LAKGetWhatsAppFlowkR EZBEXFERENIF

ME=.
FIHFRBEREE :

aws socialmessaging list-whatsapp-flows \
--id {WABA_ID}

EFRiE
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REBFERENFAEE

aws socialmessaging get-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID}

GetWhatsAppFlowld R ZIERERAS. EF, RIEFHIR, JSON MRA, FUHEEEMETRR.

EK R Flow JSON EX (%7 ) , iEfEMAListWhatsAppFlowAssets :

aws socialmessaging list-whatsapp-flow-assets \
--id {WABA_ID} \
--flow-id {FLOW_ID}

iR Flow JSON XHMFEE TRMaL, EMISERMEF LM, M URL TRXATBE
GRS

il BR TR A=
R EEMIBRL T “EfR RANRE. TEMRE XM EFANARE,

EFERAESAMBRGRE  BE RE I F LE®kEF RE , AFIEE “‘BR .
E/EA API HIBRRE |, BHRITUTRE

aws socialmessaging delete-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID}

/A Warning
MERRIE R K AR |, FoEROH.

K., FRAMMERE WhatsApp

R0

%7 Flow EEHTATEEE, EXFRRLN  CHABEUATER :
o BELTLT “EFR KRD.
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AWSE LA S B R A
 REXNNEEFEEMH Flow JSON BN , BZERWIFEIR,
* Flow JSON A8 Meta WRIER &,

/A Important

K Flow RFAIFN, —BEM , REMRLTEEZIRE N DRAFT, NMREBEFEERBEELAHN
HE | BEAEFHERE~UpdateWhatsAppFlowAssets , X&FREBIIREN “EfR” KB,
RiE , BUMEF A Flow,

B APl RARE , BHRATUATRE

aws socialmessaging publish-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID}

R Flow FERIEHFIR , MAAREFAM. GetWhatsAppFlowA TERFRIEFIRHERRZEIX
H#TEE.

FRARE
# Flow &R HRENTEREER. RELT BXF REWRRT ERFR,

/A Important
#H Flow BT AEN, EFANRELENREN B2 H"ER RS

EMHEA API FARE , BTHITUTERE

aws socialmessaging deprecate-whatsapp-flow \
--id {WABA_ID} \
--flow-id {FLOW_ID}

T RE

HRMZE , &R BERK Web Tl URL SRMIHRE. FE URL FH1E 30 RigIH , AIBLERIzMAX
EHELMFR, K URL 2FTTFRBAR | ERA 7 EFE KA WhatsApp.
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EEM API AT | HEIT A TRE -

aws socialmessaging get-whatsapp-flow-preview \
--id {WABA_ID} \
--flow-id {FLOW_ID}

M) 7 A /22 2 T 9 P 41k &% B H At iRl &

"flowId": "{FLOW_ID}",
"preview": {
"previewUrl": "https://business.facebook.com/wa/manage/flows/{FLOW_ID}/
preview/?token=...",
"expiresAt": "2026-07-01T23:46:55+0000"
}

EREIERFTRERUE (Fln, MREET ZEHMLUE | MAREE — NS He B F L ) |
FA--invalidates#k :

aws socialmessaging get-whatsapp-flow-preview \
--id {WABA_ID} \
--flow-id {FLOW_ID} \
--invalidate

[ i 7 & 3% WhatsApp Hifg

ié‘\_ll«)\ﬁﬁﬁf)uﬁ SendwWhatsAppMessage APl B EHEEMA S KERE. TEXNKIEHEE AP
TEMER, Flow ER#HEFlowFEREMIRAA HHIAZTEREEF,

EXRIE Flow 281 , XIUHERAT &M :

° l)IL*EEaZ\ &l_a: Ekﬁ 'lj(/L:\o
« BIAE—15|H Flow REEEMNR (HH8 Flow 24 ) .
- AP 2B RBEEBUERES
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AWSHA R FEEHAR ArfEm
/T1§IJ *;*}i “ﬁ zu\k ;éljlll$£

UTRBIKIET —RSE Flow AN ENEE, flow_token2ENIRIEAS T MIZMALA HE —4RiR
fF , flow_action_dataA TiEEREKRREEMNEMDBEHRE.

aws socialmessaging send-whatsapp-message \
--origination-phone-number-id {PHONE_NUMBER_ID} \
--meta-api-version v20.0 \
--message '{
"messaging_product": "whatsapp",
"to": "+14085551234",
"type": "template",
"template": {
"name": "flow_template_name",
"language": {"code": "en_US"},
"components": [

{
"type": "button",
"sub_type": "flow",
"index": "Q",
"parameters": [
{
"type": "action",
"action": {
"flow_token": "unique-session-token-123",
"flow_action_data": {
"screen": "WELCOME_SCREEN",
"data": {}
}
}
}
]
}

}I
ERHENGTF , BRUTRE

{PHONE_NUMBER_ID}— &I RIAHES B 1D,
« +14085551234— EFREXHW KA BIESE,
« flow_template_name— BERZERMAHN S #AHBERN B,

R B EARE B R ERE 49



AWSEL A HBHER RAriEmE

« unique-session-token-123— B RIRF L Flow £EMERNME —SHE. HAFPTRAREN ,
It 5 7E webhook FIRE]

« WELCOME_SCREEN— Flow JSON EXHFE—/NREM ID,

(® Note

BN E#Low_tokenMZRME—H , IXEERL AT LUR Flow Ve B 545 E#Y K IXSBHHEX
BRo S&ATAGER UUID SUAEAT H R —FRIR AT

j] /JIL*E'LQ *ﬁ*}i

EXRIEFlow , BEE—NMEE T Flow IR EEER, SIBERN |, ERM—N5IREAX%H Flow
ID FLOW BV &5 B RERE,

ﬁ?&ﬁﬂﬁi‘ﬁ' BEEBNESZEER , BSHAE AWS LA BREMRPHEAEEER. BXREEREE
MER , HZH Meta B WhatsApp usiness Platform XA H KI5 R

#EUW Flow M Bz FIR AR B o

U PR RARARRRE L B, AWSRL AP BAR XA B AN ARENEHENBE
% webhook B, KEMAN R BERITWBMHLR — Flow BHS B ERTIEATHEAMEREH
B i, CATEABAE T RN RN, BXESER | BEH DEERNSAE
RINE AWS BE A BBER

ST e R 5H S,

LHAFEK Flow Y , Bl B —Ha8EXHinteractiveMFnfm_replyREH AIHEE,
Zresponse_jsonFERIEMAF L JSON FRABEX R EIBE.

LLTFRHBIERT Flow IR webhook B A E :

"messages": [
{
"from": "14085551234",
"id": "wamid.XXX",

NREIR EER 50


https://developers.facebook.com/docs/whatsapp/flows/gettingstarted/sendingaflow
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"timestamp": "1234567890",
"type": "interactive",
"interactive": {
"type": "nfm_reply",
"nfm_reply": {
"response_json": "{\"name\":\"John Doe\",\"email\":
\"johne@example.com\",\"phone\":\"+14085551234\"}",
"body": "Sent",
"name": "flow"

response_json@ &5 Flow JSON FENHWREFEEMMA WM ANEREN RN EEX. BTl
JSON ZFfF e URRBUR RN BIE.

l"b*i?bk/LAJKJEEJEEgm

4 Meta ERBRRE (Sl , N\ BERH"EXN ERFRK ) i, ELBEILEH BRBKREBEAN. R
TREIERTRESERERAR :

"entry": [
{
"id": "WHATSAPP_BUSINESS_ACCOUNT_ID",
"changes": [
{
"value": {

"event": "FLOW_STATUS_CHANGE",
"flow_id": "{FLOW_ID}",
"old_status": "PUBLISHED",
"new_status": "BLOCKED",
"reason": "Policy violation detected"

1,
"field": "flows"

RERSTEBRA 51
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ISR RS T REY | SR Meta T8 FLIE IR EIEH AR | SUEL KR E#.,
Flow hix A< Z|HiE &

LLREY Flow EAH Flow JSON MR A B BN EART | Meta 2 XKIEXEH webhook, AT HE , REE
B ARA B F RE R E AR,

"entry": [
{
"id": "WHATSAPP_BUSINESS_ACCOUNT_ID",
"changes": [
{
"value": {
"event": "FLOW_VERSION_EXPIRY_WARNING",
"flow_id": "{FLOW_ID}",
"warning": "Your current Flow version will freeze in 21 days.
You won't be able to send the Flow after it expires. Please migrate to the recommended
version as soon as possible."

},
"field": "flows"

WRNEESE , BEAEREHN JSON #HTAA , NEM Flow JSON E#
79UpdateWhatsAppFlowAssetsﬁFﬁJEE?%_F-HB_lzlK (ZHER73) , RBEEFHF KM Flow,

BR&EIFEEEM
£ WhatsApp Flows B , EZ R TR

s RIEBH—M-F WABA # |, REEB ST EH—1,

« 72 JSON K/ — Flow JSON EXHIFEAK/NA 10 MB,

* Flow JSON MK — XIFHEMRAR 5.1, 6.0—6.3 M 7.0—7.3, HIHEERA 7.3,
- REEMIBRERRR — TZEMBREXR AR EFANRE,

« BTERM|ER — HRIZEFABWREP I EEREZENL SRS SR Z A IR BTEN R LR
( endpoint_urifldata_exchangeIhgt ) . BEIMXEZFEELEHT KWK,

Flow 2= E B & & 52



AWSHRLAFHEEHAR AFiEm

. REIB-TX#EE WABA 2 BIE 4R IR HRRE. BRI LEAcloneFlowld3 ¥ &R — WABA 53
BZ Flow,

« ERRHI-F5H Meta AP ER[RHI5EH T FIAE Flow 24,
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O SRS B R0 AWS B B

EHBENHREHKETH Amazon SNS X/ Connect BF £, WhatsApp FF /3 5E 30 & i ThEE
B, BHMEBERENEREHEHFRAZEENEHENH, FRASHTKE, RENS TELHESN
ZEANEFBEHRS.

B WhatsApp LK (WABA) ATIAE —NMESI B tth, 5 WABA XEKWFTIERREFHMMEE4H
BREZEHBWN, i, BAURE - NEHXBRN=/BIESEHN WABA , HEIXLEHIFESE
FNFTESEHEIERE —NEHE Wi,

E&

- FTHEEMEBABRRME AWS RELRAFEEMR

« AWS R R EEHRPHEEMEHFER

« WhatsApp JHEIRE

PE B RSB FORINE AWS BLF P EEHR

UIEF B EEMNEHRHIIEET |, B/ WhatsApp ALK = (WABA) £ REIFTE S4 &G L% E
Amazon SNS £&, X2#EE WABA XBWEBNHESBMNESH, £ WABA A E — N5 2 xEB
9 Amazon SNS &,

FRF M

TR B, BIUBEAT BRFHF BEER Amazon SNS £/ 5, Connect B LHIMENHRMEH
B Ay,

T 5# SNS E&

- B£0|27T Amazon SNS ERBH RN T KR

(® Note
A% #F Amazon SNS FIFO £#,

« (Tk) EFEAMFER AWS KMS Z4ANZH Amazon SNS £ , 406 AWS BAAFEEHK
RFIEZHARBHDR,

IS B R 54


https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
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Connect & F 341

« EBIE— Connect B KBIFH 7T R,

AAIE S MEA BRI

1. 37 AWS RLAFHEEARZEE A , Wik Fhttps://console.aws.amazon.com/social-
messaging/o
EEEWKS |, AFEE -1 WABA,

EEHEHREWMFLE | ER%EB IR
BEITHESENM |, HEEEA.
STFBERHER | %1F Amazon SNS = Connect &

o M 0N

a. BEFENEDNREZTLSE SNS BEfi |, EEEE ARN AR AT B EE ARN, BXRYl
IAM 5KBg | {525 Amazon SNS £/ IAM KB,

b. &R T Connect &F

i. XF Connect 326 , M T HLFIR A EEFE— KB,
i. XFTwo-way SBAR | HEBRUTE—EIN :
A. EERIA IAM BE2-MIE IAM B2 TR RFPIERIE IAM FiE, HXR6 IAM
KB FS ER T Connect R IAM BUR,

B. #mAIAM &t ARN — £ “ERIAE IAM B Arm” Fim A IAM KA ARN, Bx
1AM KRE | iESE ERA T Connect &Y IAM BUR,

6. ERFEEFER.

MR S SNS TTBEK

#RET LB 42 8 AWS KMS B548 2580 Amazon SNS FHIRIEE 223, WELMN R AEFLERL
ERBBRIE | KHRBNE L HABFEE. A% AWS KMS A48 1% Amazon SNS THIE
2E8 BN (IDRHLBNRSFRELE) PHEARSSEH AWS FAMBIE A #ES
e

AIEEMEAE R 55


https://docs.aws.amazon.com/connect/latest/adminguide/tutorial1-set-up-your-instance.html
https://console.aws.amazon.com/social-messaging/
https://console.aws.amazon.com/social-messaging/
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services
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(@ Note
A% 3#F Amazon SNS FIFO £&,

ZRBIE A A B HEEN SourceAccount MSourceArnZ G REREERIFHE , HER
AWS RAAFHEAXRMAEEKFP I ENAR, BXEERERNENEZER , 555 IAM AFiE
EPHRERE R,

BEANBALMRNHN . NER Amazon SNS TR X FIEXFR AWS KMS F4A,

RIERZ AR AT “ AWS RARAFHERER” FRZFH, ER (AWS Key Management
Service F X ARIER) PERFHA R P IRBAEINEZHARBEFMNA TR :

"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
+
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{ACCOUNT_ID}"
1,
"ArnLike": {
"aws:SourceArn": "arn:{PARTITION}:social-messaging:{REGION}:{ACCOUNT_ID}:*"
}

Amazon SNS EF ) IAM KB

EFEAYE AM ACHLEFAE  BRATRBHINEZAE , UE AWS RLRAFHEEER TR
RAZABE, BXRNABRACHEEXRRNESR , F5H IAM AFEEFNESIAEED

TR IAM B eRNRREKE, XK TITFRME Amazon SNS &,
HELT IAM SRR BEF |, HITUTEX :

Amazon SNS EFH IAM KA 56


https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_manage.html

AWSHA R FEEHAR ArfEm
« {PARTITION} B ABEHEPHER AWS RARAFEERLRH AWS 7K,

« {REGION}E#NE AWS X EHEA AWS LB HERRAT,

« {ACCOUNT} BN EHIHE— ID AWS K/,

« {TOPIC_NAME} &7 FHEBESE M Amazon SNS £,

{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
.
"Action": "sns:Publish",
"Resource": "arn:{PARTITION}:sns:{REGION}:{ACCOUNT}:{TOPIC_NAME}"
}

EA T Connect EF Y IAM BUR

MBERHE AWS BLASHEHXEAANEH IAM BERUBF AR | HITT HHH NIZS
& | LUE AWS BAAS BB T ANRAZA S, BXNTERACHNEEEIXRNIES 2N
AM BB EUAS, KABRATAREE LATHRESHMAWS BELASBELRS

AZ| Connect Customer,

EOIEIH IAM KBS | BT TIRE
1. R (AM RFiER) WA JSON Yx%E 25 61 22 5 i AP AY U BE ) @ # Y A PR SR Bk

- HESRSHF, FEA IAM BENNREEAVFRHE Connect F/,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowOperationsForEventDelivery",
"Effect": "Allow",
"Action": [
"connect:SendIntegrationEvent"

SERTF Connect &Y IAM BUER 57


https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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1,
"Resource": "*"
},
{
"Sid": "AllowOperationsFoxrPhoneNumbexrImpoxt",

"Effect": "Allow",
"Action": [
"connect:ImportPhoneNumber",
"social-
messaging:GetLinkedWhatsAppBusinessAccountPhoneNumber",
"social-messaging:TagResource"

1,

"Resource": "*"

2. 2R (AM AFfErm) NEMBEVEERKGE S G T AYE A eI 2 EERE,

a. BSR4 H, £A IAM BENEEERK,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"social-messaging.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
}

b. HELZE 10 F , FINEE L —Z P ERIRRERRE.

SERTF Connect &Y IAM BUER 58


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html

AWSERLRAFHEHEHR BAFiEm
HX
BELS R

RE Amazon SNS £H/5 , X#FBET KR T QITFHZEB, LinT T REZERER AR XEREZNE
Bo. BXRITHAEENESER , BZHL % S NS TR EREFRIITE Amazon SN S &,

AWS AP EEHXRAWEENEHFEZRK

E4H JSON FREBE AWS EHHRLHF WhatsApp JSON B 8. B* JSON WhatsApp & %151
HANEMHIER , FSEWhatsApp Bl F A= APl ZZF i) Webhooks B &1 5 5& M H EIRE,

AWS A AP HE AR EH RS

E4H JSON FHREBE AWS EHRBH WhatsApp JSON, FREZEEM WhatsApp kK 7
(WABA) ARNs # AWS #RiRZ M5S0,

{
"context": {
"MetaWabaIds": [
{
"wabaId": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{

"metaPhoneNumberId": "abcdel234567890",

arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
b
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
"messageld": "6d69f07a-c317-4278-9d5c-6a84078419ec"
}
//Decoding the contents of whatsAppWebhookEntry
{
//WhatsApp notification payload



https://docs.aws.amazon.com//sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://developers.facebook.com/docs/whatsapp/conversation-types#message-status
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B E K REIEHS

» 1234567890abcde®¥K H Meta B WABA ID,

« abcdel1234567890=% B Meta I EBiESH ID,

e fb2594b8a7974770b128a409e2exampled WhatsApp 1=MIKF~ (WABA) B ID,
« 976c72a700aac43eaf573ae050exampleRBFESBH ID,

AT HEUWEE B R WhatsApp JSON R4

UTERTREWNEAEENEHIZE WhatsApp. M WhatsApp 12
YwhatsAppWebhookEntry# JSON A JSON FRIEMF X ZUW , HE AT FKIRHA JSON, BXF
BREESNHFHEK , ESH (WhatsApp BALF AT APl Z) Fi Webhooks BHIAEHSZE,

{
"context": {
"MetaWabalds": [
{
"wabaId": "1234567890Qabcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
1,
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
"messageld": "6d69f07a-c317-4278-9d5c-6a84078419%ec"

PRAETLAERE W jg 2K T EY J SON FRSEFHIRHA JSON, LT = JSON %
B : whatsAppWebhookEntry

BB WhatsApp #9 JSON R4 60


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://jqlang.org/
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"id": "503131219501234",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "14255550123",
"phone_number_id": "46271669example"
},
"statuses": [

{
"id": "wamid.HBgLMTkxNzM50TI3MzkVAgARGBIBMTM4NDAGRENEREISRexample",

"status": "sent",
"timestamp": "1736379042",
"recipient_id": "01234567890",
"conversation": {
"id": "62374592e84cb58e52bdaed3lexample”,
"expiration_timestamp": "1736461020",
"origin": {
"type": "utility"
}
.
"pricing": {
"billable": true,
"pricing_model": "CBP",
"category": "utility"

]
iy

"field": "messages"

TR RE 28 WhatsApp JSON R4l

DNTERTRARMKEENSESHIERE, ERREMERXH , BEM GetWhatsAppMessageMedia API 3
T BXFEREHESUMNIIEK , HZH Webhooks BN EHSE

{
//AWS End User Messaging Social header

}

#EA45H 5. WhatsApp B9 JSON R4 61


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
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//Decoding the contents of whatsAppWebhookEntry
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"
},
"contacts": [
{
"profile": {
"name": "Diego"
I
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506230",
"type": "image",
"image": {
"mime_type": "image/jpeg",
"sha256": "BTDOx1qSZ71020+/upusiNSt1EZhA/urkvKfl143Uqjk=",
"id": "530339869524171"

]
iy

"field": "messages"

WhatsApp B EIRE

HERIEHRN , BRI BEXRZHBRSERH . E4ARAEMHCRIEERXEEL , F5HT
HOEEMEBH4 BN AWS RLAFEERER.

HEBRES 62



AWSETRLRFHEHRR AriEE
\\\ 4 AY
/% z%\qk/jﬁg

TRIE AREAERIRE,

RSB i 88

ZZH ZHER 4 24 WhatsApp #2405,

£l BR EFMBRT ZaB4 |, N RERHE T HBEHRS
25, W&t R EL M BR

BERAS HEBMINREAEF,

BARK SHERIEKM,

SHEERXBERAR , EEEFEE, To3ETE 180 B Ei H WhatsApp R iZH
EBRAZHEE , AKEHEER,

read ERRAETHERE. RESEFFBEEEERA ,
FERIEIRE,

B &% HEBRE , BRHEAED,

warning ZHEBETTARAFENTE .

H 3 IR

BEXREZEEL |, B3R (WhatsApp Bl F A= APl &) FIEHERS,



https://developers.facebook.com/docs/whatsapp/conversation-types#message-status
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LEEEz —BRIENFEEH WhatsApp

HIBRERIBBR AR, DG HEHFEE Amazon S3 FHEBEPHMNP LEFIRER

WhatsApp. Amazon S3 FERL4A AWS K 5 AWS Xi &8y WhatsApp LK~ (WABA)
B, XLHBARTR T W{ARIE Amazon S3 FFEfR. LE&XHURMAHEXXHHN URL, BHX Amazon
SIHBTPHESZEE , BSHE AWS CLI FEASHF (s3) i t. BXREBNEZEE AWSCLI, &
ZHAWS Command Line Interface AP IEEHMIELE AWS CLI 1 A mazon S3 AP EMHHEIER
AN LAY R

® Note

WhatsApp #E M BR 448 344 2 BT R E 74 30 X |, 1§ 5 WhatsApp L F &= APl & &
By A2 R4

BT AN BRI ETNES URL, EAMESR URL , BUURFINRNREHRIRRH LEE
1, MEES—HHE AWS ZERIEHBFHNR,

1. E|E Amazon S3 7R , EEMALEFEBEH S AWSCLI . EHTITHANRTSHT

aws s3api create-bucket --region 'us-east-1' --bucket BucketName

ELRepoe

« us-east-1E#NIR AWS XiF B9 WABA FRER
« BucketNameBR N FHFHEBHN BN,
2. EFNHEFE Amazon S3 7R , HEM cp AWSCLI i, ERTITRANTSH T

aws s3 cp SourceFilePathAndName s3://BucketName/FileName

ELRemas

« SourceFilePathAndName &R BE M XM XH B EF B o
* ¥ BucketName BN EHBEE .
« FileNameB#HANERTZXHHBE.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com//AmazonS3/latest/userguide/upload-objects.html
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#upload-media
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/create-bucket.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html#using-s3-commands-managing-objects-copy
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FIERERAR MR

s3://BucketName/FileName

ERIEFZLR URL , Buser input placeholders A& B HEBRE#,

aws s3 presign s3://amzn-s3-demo-bucketl/mydoc.txt --expires-in 604800 --region af-
south-1 --endpoint-url https://s3.af-south-1.amazonaws.com

IREIHMUEE R : https://amzn-s3-demo-bucketl.s3.af-south-1.amazonaws.com/
mydoc.txt?{Headers}

3. WhatsApp f# A post-whatsapp-message-media@i S FREAE X4 L& B, RIWTRE , ZH SR
Bl {MEDIA_ID} , XRRIEREMHEEFILEN,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

EERWTH , ITUTHRE

« {ORIGINATION_PHONE_NUMBER_ID}&iNEHBFSILH ID,
« {BUCKET}&#: N Amazon S3 1K & Fr.
« {MEDIA_FILE}E#HNEAEXHHER.

BB A LAE - -source-s3-presigned-urlfRE , AN MUt L&, --
source-s3-filef&& M EheadersFEContent-TypeHiFN, RGN EHR
% , InvalidParameterExceptioniRE —4\,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

4. HRINZREMEDIA_ID , fiR[E, MEDIA IDRAT1E &iFEAE B rt5| B A&ST 4,

65


https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/post-whatsapp-message-media.html

AWSHRLRAFEEAR ArfEm
SIS IR AR B A K/ WhatsApp

REFEBEREEN | DAFEXHRBEEBINTRERAXGE KD, BRESER , BE5H
(WhatsApp Bl FEZ API &) Iy ISAVIRAESRE,

IR S AR E
EHER

EpiEsid rERERF MIME & RARS

AAC .aac Hii/aac 16 MB

AMR .amr FJi/amr 16 MB

MP3 .mp3 audio/mpeg 16 MB

MP4 & 55 .m4a Z5/mp4 16 MB

OGG &l .0gg audio/ogg 16 MB

BN

MAGRE FRERF MIME 62 RARST

XA text text/plain 100 MB

Microsoft Excel Xls, .xIsx application/vnd.ms 100 MB
-excel, application/
vnd.openxmlformats-
OfficeDocument.seet

Microsoft Word .doc, .docx application/msword 100 MB
, application/vnd.op
enxmlformats-offic
edument.wordproces
sin

%% PowerPoint .ppt. .pptx application/vnd.ms- 100 MB

powerpoint, applicati

R RS IR 66


https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#supported-media-types

AWSERL R FHEHR

RAriEmE

MR E

PDF

MEEAE

o 18 s 4K
A R LK

3GPP

MP4 155

T RER

pdf

yRERF
Jjpeg

-png

FERERF
.webp

.webp

yEER
.3gp

.mp4

MIME 262

on/vnd.openxmlform
ats-officedocument

.presentat

application/pdf

MIME £ #
image/jpeg

image/png

MIME k&
image/webp

image/webp

MIME 262

RARSY

100 MB

RARY
5MB

5MB

RARSY
500 KB

100KB

RARY
16 MB

16 MB

RS IR

67



AWSEL A HBHER RAriEmE

WhatsApp JEERE

AEBIHT XA ERREREAZEREP, BXHERENIIR , H2H (WhatsApp B FE =
APl ZE) HHEE.,

HEKR iR

B &N B8 B P RIEEE S URL,

o REFM, X, BE& BRASIAIX . S
CIE>Y 853 3% 3 & i: k-2 8

Reaction RERBHESEANERENRE , LR X\
o

BEAR RIFEHE R

uE Rk R

N RIEBRRAE R

REX RERXERHER.

H b B3R
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WhatsApp £ AWS LR P HEH R RIZEE

HERIEHERZE , BYUARELEK WhatsApp ALK~ (WABA) |, 3 BIREY A 7= AFUE R R B &
HHE. BXEZER , 3R REUR,

HAFASKEERN , — N EABEFRSEON 24 NIiTRE2 B HRIH . PAERENES (&
POHEBRIN ) REEENAF 2B FAEFRSEONRE, RAEAFERBRBCREENER , AT
B B RS AROE R o

NTEREHRBFRNERER  BREBCERRSHREREIEA B, WRENES KM
WhatsApp , M &ER—NMNEERSNNEMHfail, BT EEMEH B in T BEEBUE BRES

BRHEREMIK , EZH (WhatsApp B F A= API &) HiEE.

/A Important
£ A Meta/ WhatsApp

o &% WhatsApp B ERARVFEAZIHALRESEZA, Bl ##RE REFK, WhatsApp &
WSHBBER, HEABEEAREPUSIAARAANFIEHMER., BERIIEENFZRM
SN R, WhatsApp WhatsApp WhatsApp iX £ ) & A BE & 7S B 58 #o

« Meta 2 WhatsApp 7] RERE AT 2R 1L & {E F§ WhatsApp FE LR T R,

« EfEM WhatsApp B ERE RE , BFBRXEMAZERZETEARF R RRFB A
. EESBIE,

(® Note

AWS BRALRAFEEHRIMELIF Meta WEHEE (MM) APl , ATEHEENER. BEMAMHE
@ AWS B API , SendWhatsAppMessage EEEHKB, EFEA MM API , FBT AWS &
KLAFHBERREF A WABA iFAE ENE LA MM AP| #igH32 Meta RIS M. RIF
Metafy Bi3E , MM APIEVIE AR, I AL FIFLERERIEE T 9%,

ES ]
- £ “AWS 54 AFEE Social” B REERE S K R A
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- E “AWS HEAFEE Social” & IERAH S =B

£ “ AWS R A FIE R Social” B & IEERE BB RHI

BXRALREHEEREENESER , HZ2 8 WhatsApp Bl F &A= API ZEFHRIEHEER. B
KRAKERHERBEMNIRK , S (WhatsApp BlLFE= API ZE) HHER.

LU 7R3 BR an Al fiE AR AR [ B2 7 R %5 E S AWS CLl, BEXEBENEZEE AWS CLI, 5
% {AWS Command Line Interface A $§™)Y AWS CLIFHE &,

(® Note

5/ AWS CLI firAs 2 Bt |, AAUIETE base64 wiS, X ALUBE R AWS CLI 8- -cli-
binary-format raw-in-base64-outqEH AWS CLI £ BEEXHRTR. BEXRESZE
B, #BZWcli_binary_formathRZx 2 #9 (AWS s S{TREAFIERE) -

aws socialmessaging send-whatsapp-message --message
'"{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'" ,"type":"template", "template":

{"name":"statement", "language":{"code":"en_US"}, "components":

[{"type":"body", "parameters":[{"type":"text", "text":"1000"3}]1}1}}' --origination-phone-

number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

ELRGSE , ITUTERE -

o {PHONE_NUMBER}B#H N EFHHBIES,
« {ORIGINATION_PHONE_NUMBER_ID}E¥HNEMEFESTHBH ID,

BT R 515 BA a0 A] & A N 2 B A 4 VB AR E 2o

aws socialmessaging send-whatsapp-message --message '{"messaging_product":
"whatsapp", "to": "'{PHONE_NUMBER}'",6 "type": "template","template":
{"name":"simple_template", "language": {"code": "en_US"}}}' --origination-phone-number-
id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

« {PHONE_NUMBER}EB#HNEFHNHBIESE,
« {ORIGINATION_PHONE_NUMBER_ID}&i¥ N BFSIEH ID,

RIEBAE S 70


https://developers.facebook.com/docs/whatsapp/cloud-api/guides/send-message-templates
https://developers.facebook.com/docs/whatsapp/conversation-types/
https://docs.aws.amazon.com//social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-settings
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£ “ AWS R A FIE R Social” & iEEMAE BB 7RG

LT REIEBINAERA GRS £ X EAEE AWS CLl, BXBEEMNEZEE AWSCLI, 5
¥ {AWS Command Line Interface FAF#§8) AWS CLIRHEE, ﬁ%i‘iﬁﬂ’ﬂﬁi%ﬁ#?&ﬂﬁ’ﬂﬂ
i, BRI ENEAXHFREF K/ WhatsAppo

(® Note

WhatsApp TEMIBRIFA 4 2 BIFEF & 30 X , 152 B WhatsApp Bl F &= APl &
By L AE R A

1. NEEXH 4L Amazon S3 F#E. BXEZEER , B5H LEES2 —ERIANEERH
WhatsApp.

2.  WhatsApp f Fpost- Whatsapp message-mediafi TRF AN M4 L& E, RITRG , RS HR
Bl {MEDIA_ID} , XRAKZXBEHHEEFHLEN,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

HLERawd , AT THRAE

» {ORIGINATION_PHONE_NUMBER_ID}&Ei N EHHFESZH ID,
« {BUCKET}#&1# 3 Amazon S3 1@ & #.
« {MEDIA_FILE}&¥%AEAEXHNEFR.

!&"ﬁﬁﬁll«iﬁﬁﬁ--source s3-presigned-urlfXE , FAMEE Wut#T L&, --
source-s3-filef&#4 Eheaders—?—ﬁQContent TypediRtn, tREEAR
%, InvalidParameterExceptlonﬂlJ RE—

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

3. fEMsend-whatsapp-messagefi 5 KIXEMAHE

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'","type":"image", "image":
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https://docs.aws.amazon.com/cli/latest/userguide/
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{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}
--meta-api-version v20.0

@ Note

5/ AWS CLI fi A 2 Bt , AAUETE base64 T, X LB AN AWS CLI 531 - -
cli-binary-format raw-in-base64-outZE X AWS CLI £FHEEXHEKRTK -
BXEZEER |, H55Mcli_binary formathkA 2 B9 (AWS TR ERAFER) -

aws socialmessaging send-whatsapp-message --message
'"{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'","type":"image", "image":

{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-

id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0 --cli-binary-

format raw-in-base64-out

HLERewH , ITUTERAE

« {PHONE_NUMBER}EB#HNEFHHBIESE,
« {ORIGINATION_PHONE_NUMBER_ID}&i¥NEHBFSILH ID,
« {MEDIA_ID}E#t R —FiREIRE ID,

4, LHEBFBEEHEMEHR , ATBUEAdelete-whatsapp-message-media@i ¥ E M WhatsApp il
BRo iXR2MNEH Amazon S3 8 M BRIFA ST WhatsApp , T A2 MEH Amazon S3 77
fe& 4@

aws socialmessaging delete-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}

HLERewH , AT THRAE

« {ORIGINATION_PHONE_NUMBER _ID}E¥HNEMEFESTHBH ID,
« {MEDIA_ID}E#NIEIK ID,

REERAEE. 72


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-settings
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/delete-whatsapp-media-message.html

AWSEL A HBHER RAriEmE

BlE AWS LA FEREHXFRHEE

BRAMSIZE WhatsApp kK (WABA) FEZI B fVith |, ARFTERFIEEREMES ., HEBKE
FEIEER , BHEREFESHE NN Amazon SNS =&, EZBOEH |, BAAMITE Amazon SNS

Ll ==

FALIRT 2o

BRRBBINEAEEWNEH RS |, BSHEA T ERESREER WhatsApp JSON R~¥l, BXBEENE
Z{EB AWS CLI , 55 (AWS Command Line Interface AF#Ef) AWS CLITHEIE, BXxX#E
AR R B WK | BFS R ZIFH R RSO SEB R K/ WhatsAppe

/A Important

ERBEANEE , 8008 WABA BREHERNM. BXESER , B2H FEENEHE
PRAINE] AWS AR FEEH R,

£ “ AWS R A FIHE Social” FRFERAFIR A At B 3=/ 7R 4

BRFEERSREN , MEERLRAF R LreaddEE SN ERHEIAIRIC,

aws socialmessaging send-whatsapp-message --message

"{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

HLERawH , HITUTERAE

« {ORIGINATION_PHONE_NUMBER ID}EiFNEMBIFSHER ID,
« {MESSAGE_ID}E¥M N EEMME — AR, A Amazon SNS TBREENRANidFRE.,

£ “AWS BRL B FEE Social” FALRE EE R
LRAJ A SEERINEI R | tbinZiike XE,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual", "to":" ' {PHONE_NUMBER}'",6"type":
"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4D"}}"' --

origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

FEERRSESR N BIE 73
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AWSEL A HBHER

RAriEmE

HLERewH , AT TERE

« {PHONE_NUMBER}EB#HNEFHHBIESE,

o {MESSAGE_ID} &1 HE MM —FrR%F. £H Amazon SNS FEHEEXNRHANIdFERE,

o {ORIGINATION_PHONE_NUMBER _ID}Eia RN EHEESHEH ID,

TR LM T 5 WhatsApp El Amazon S3

ERRESEXHHTHREE Amazon S3 F#NEF |, 1EFEHget-whatsapp-message-mediafi ©o

aws socialmessaging get-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --destination-s3-file

bucketName={BUCKET}, key=inbound_
{

"mimeType": "image/jpeg",
"fileSize": 78144

EERGTH , ATUTERE

« {BUCKET}#&1#t N Amazon S3 &M & #o

o {MEDIA_ID}E#MAKBINEHFNiIdFERE, BEXEABRECEHNRE | &

B WhatsApp JSON =41,
« {ORIGINATION_PHONE_NUMBER_ID}&i N BFSILH ID,

EM Amazon S3 FEFREREREK | FEAUTHS :

aws s3 cp s3://{BUCKET}/inbound_{MEDIA_ID}.jpeg

EERBTH , ITUTRE

« {BUCKET}#&1# N Amazon S3 & @M & #o
« {MEDIA_ID}&#rh k—%iRE/ MEDIA_ID,

SRR T EREMAH

ML b ib R4 ST T 2 2] Amazon S3 WhatsApp
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£ B R EH N E & R E & H S8 =6

LRl , EHWEF Diego MBRET —FELE , LEEE ‘B, ARZASRERNEFXRER
SEE1,

TRFH
E#UW Diego EXIFEEMNBEA , BXLIIREEH BHF Amazon SNS R HIT [ EML R Ko

1IE7£ [B] B

1. WZFIRHE Diego KEESE , 2EZEBMNARET RRE —1NEH. UATRZETERTAENE
=

® Note
T Diego K2 7 XiE , Bt eIt ABK Bl & BT ENEE,
A RBlwhatsAppWebhookEntryFHILL JSON RRZEE R, BXF JSON FHF LN
whatsAppWebhookEntry JSON KY7RfI , &S H A TEYUEE M WhatsApp JSON 7R
B,

{

"context": {
"MetaWabalIds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
.
"whatsAppWebhookEntry": "{\"...JSON STRING....",

ER=RoBSV: R 75
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"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917"
}
//Decoding the contents of whatsAppWebhookEntry
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217712345"
.
"contacts": [
{
"profile": {
"name": "Diego"
},
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEwWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506035",
"text": {
"body": "Hi"
},
"type": "text"

]
+

"field": "messages"

2. E[ Diego ERREWEER , RS RENread, BEXRFHERFZFLVHEZLEIRNER
Ry EIEFRIC,

EEER 76
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® Note
5/ AWS CLI fRZA 2 Bt , AAUETE basebs 4mt8, X LUER R AWS CLI S8- -
cli-binary-format raw-in-base64-outZE X AWS CLI £/ EEXHRTMH -
BXEZER , H5Mcli_binary formathkads 2 89 (AWS S TREAF,ER) -

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

EERGTH , ATUTERE

« {ORIGINATION_PHONE_NUMBER_ID} &7 Diego MH K*XHEMHEIESH ID phone-
number-id-976c72a700aac43eaf573ae@50example,

« {MESSAGE_ID}EM AN EHEMNM —RART, XERIIMNEEFRNIdFREME
Elwamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNZBDRjM5MDU20DEWMDkwREY40DBDRDE®R jVGRke:

3. {RALAL, Diego X —MNFEFHR AL

aws socialmessaging send-whatsapp-message --message

'{"messaging_product":"whatsapp", "recipient_type":"individual","to":"'{PHONE_NUMBER}'", "ty

"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4B"}}"'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

HLERewH , AT THRAE

o {PHONE_NUMBER}Z#NIERMEBEESH , 14255550150,

o {MESSAGE_ID}E# N HEME — R, XS5KWAMNEETMWNidFEREM
Elwamid.HBgLMTQYNTY50DgzMDIVAgASGCBDNZBDRjM5MDU20DEWMDkwREY40DBDRDE®RjVGRke:

« {ORIGINATION_PHONE_NUMBER_ID}EiAEXRMHE KixH S M BiESEID:phone-
number-id-976c72a700aac43eaf573ae@50example.

EEER W
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. BREMBFMIEREENERE AL,
. H% WhatsAppE B X R#FI% , H5H (WhatsApp B FAE API B2) higEE,
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T AWS LA HEAEXNKENMERABRRE

HIEFER AWS RAAFEEERE , SEERSHMBAHTITE, AXTFHATECASZKAFER
HRE , SEEH TRE~ £ R RS EMetaTemplateMessageFee®l AWS MessageFee®# o

MetaTemplateMessageFeesE{1H Meta iR & , HABEH Meta Bk, AWS &3 Meta 80 Meta
i, SaEEENE HBEHEMetaTemplateMessageFees,

H 2026 %2 A 1B, AWS ffMetaTemplateMessageFeesfEf Meta ENE < LL# B R A2
RWT  BREXFETREN. AWS M MetaTemplateMessageFees 2026528 1 B EMED
ERLERETWLCER | UEXTWEEA. E8NMNFEENE—X , AWS AREQEHRHKENETN
¥ , MetaTemplateMessageFeesARBRENE ~ L B TICERMN AL,

i s

%H B W 5k

AWS A RAFHEHRREEN —MEARE , EPEZaUTRANIENFER
Region code-MessagingType-IS0O-FeeDescription-FeeType

5 WhatsApp HEEFWM A AER 1T 3R E : H Meta MetaTemplateMessageFee %% | LUK
itMessageFee%& & AWS,

LIBREEHCHER | MEEXF— WhatsAppMetaTemplateMessageFee®l— AWS
MessageFeeMI %M. TREM THEAREIEZFENERMNTENE, X AWS RARAFEELR

FE 15 BF EIEEL: RN
Region code KR WhatsApp JHERIEFEW  + USE1— XERI ( 5#E
L& AWS XiF BV BT4R. EIE4EES ) Xig

. USE2— ZEH (BX
B ) XiF

- USW2— E£EHI (K%
N ) Xig

+ APS3— I K#h[X ( &
) X

HHEIW SR 79
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FE

A RE

. APS5— T A#X ( #18

ZF

(=}

B ) XE

« APS1— I A#: X ( #rn

® ) X8

- APS2— T A [X (%

) X

- APS6— A X ( 778

=) XE

« EU-BUMEX ( Z/RZ)

X5

. EUW2— BN (4£%) K

&

- APN1— T A#X ( %

) X

- APN2— T A#X (&

R ) X

« EUCT— Bl ( ==

B) X

« EUN1— BN ( BFE8ER

B ) X

« EUS2— KX ( FHEST )

X5

+ MEC1— # % ( FBXE )

#h X

« MES1— % ( BAK ) it

X

« MXC1— £FF ( BB )

#h X

« SAE1—mEM ( ER

F) X

o AFS1— JEM ( FFESR )

#h X

HHEIW SR
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e iL: THEHOE
+ CAN1— X (i)
X

« CAWI— IEKXKAEI (F
RME ) #X

ZF

MessagingType FRRUW R FTET ST R E B2 R, WhatsApp

IS0 HERXEINMAUEM 1ISO BxR/ BXURENE, BZHAXE
#h XA, WER /X,

FeeDescription BRZA, + MetaTemplateMessag

eFee B Metal Z &

+ MessageFee HERAAF
HE MR YT

E29i D=V 67 81
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FE

Meta FeeType

3458

IFERE REEMMetaTempl

ateMessageFee

TRRE,

ARERE

MetaTemplateMessag
eFee I KEHHEERE

« Authentication — A

FEA-—XEEBXYAR
HITHHRRIE , XAJRER
Y EBRFIENZSANSR
., XA REEIENK Kk
. TK RS Rk P SRR
P
Authentication-
International — &
AR , Authentic
ation &MWL E
RREZHMER/MX
B9 Authentication-Inter
national &R | HBHEE
= T2 1% B R/ X B9 FF 18 A
EEPA=p $::0 8
Marketing — AF3%E
MEMBIR , NEESHRE
EE#HENEMEN
R, nplBEH~m.
REHEINEENS. EMEE
HIEEARBMYERFR
BE,

Service— ATHREF
Eif,

Utility— AT iR3 A
FPERERER, =637
EFIMATIA, order/del
ivery BIE ( {5l aNEL X B H
). KPR EFRIZE (5

HHEIW SR
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FE

3458

ARERE

M RIREE ) SR BE
g,

ZF

MetaTemplateMessag
eFee AP RKENEENR

:ﬁg

+ Service— ATFHEREF
=i,

#HES K EME

AT Authentic

ation Authentic
ation-Internationa
1 . MUtilityBERE,
BXHMETRENNEES ,
BZH. KREDREM
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RAriEmE

FE

AWS FeeType

3458

FEEREEN AWS
MessageFee ZEH,

A REME

AWS MessageFee 1Ml%&
R E SRR

Authentication — A
FEA—REEBYAF
HITE MR |, XAIRER
YHEERIENZSANTR
., XAIREEIENK Kt
. IkFPIRE R P T EM
bR o
Authentication-
International — &
fEAERB , Authentic
ation {B&MLE
RIREZ HMER/MX
B Authentication-Inter
national &R | HBHEE
= TE1Z E 3R/ X Y FF 4R Bt
EEPA=Y. $-3: 08
Marketing — AT E4H
BWEHE , NEEHA
EIHNEHENEREN
2R, ~HlBEH~m.
fREHIIBENE . EME
HRBURBYNERFR
138

Service— AT XESHE
AEFBHEXIER,
Standard— AT BH#%
NHHEE

Utility— AT iR3 A
FRERER. "OISHE
EFEIMATIA, order/del
ivery BB ( HImELEFEH

HHEIW SR
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3]

AWSE L P8 B AP
FE B ARERE

)« WK EHEIREE (B
WMARREE ) SRIEE
&,

MessageFee AP KiEHIH
=N b

+ Inbound— ATFRAF X
HHE,

(@ Note

" MetaTemplateMessageFees EA1H Meta i&E , HAALH Meta ER. AWS B Meta
B Meta it , HELBEESENE HBEHEMetaTemplateMessageFees,

LIBREEBHCHER |, BEEX{f—MetaTemplateMessageFeefl— AWS MessageFeefI %,
HERFEBEEANECERBERALERRN , BEEX{F—MessageFeeHEEM A,

il , MREEMEFAEEHERER , MEEXZ{f—MetaTemplateMessageFee#H
—MessageFeefy %2 A,

K& SKU B F R

LAUR RRFRIK#E SKU BFRE R, XL RHIE R AWS MessageFee FeeTypes 7 MAPS 31t [XX75
(ap-south-1 , M A#KX ( EX ) ) KERBRHHEURKEZISORE (E ) HE, IN

APS3-WhatsApp-IN-MessageFee-Authentication
APS3-WhatsApp-IN-MessageFee-Service
APS3-WhatsApp-IN-MessageFee-Authentication_International
APS3-WhatsApp-IN-MessageFee-Marketing
APS3-WhatsApp-IN-MessageFee-Inbound
APS3-WhatsApp-IN-MessageFee-Utility
APS3-WhatsApp-IN-MessageFee-Standard

Tk % SKU & #5754
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AWSEL A HBHER

EFRIAEfMIETE A FeeType

RAriEmE

HXEENER/MXMFIR Authentication-International FeeType , 25 WhatsApp AWS
RARPHEBREN.

WMREEE R/ XBFRBER “ B9 WhatsApp A KixAuthenticationiEE , MEMR

TAuthentication-International FeeTypelgn T , R ZE SR/ XH FAuthentication-
International F[ERULFE

1. B 7E 30 RWFEFTE WhatsApp MLk P ARITH TEN 75 AFRHEE , H WhatsApp AP
HER/HXFIMCEERTERERWESR/MEX, Authentication-International BEXxEZ{E
B , B2/ (WhatsApp Bl FAF L EER) FHEE,

/A Important

R Meta BELN DWW FEAE |, fifiJAuthentication-International =it @&
RiE—HEBEFHHFEH , HEF IS EANER/M XM 30 KEARAFF AT E,

2. B EHBRES—IMER, BEXEELULE VSN EZER , 558 (BLFEEFAEE
) FHEEWhatsApp B\ ith =,

3. WHERELNZER/M XA 30 REIRAYFT IR R /5 RIEN.

R RIEEHEEREE

(® Note

MBLIERINA Meta IESEE (MM) AP, BT MM APl K%M E S H BTSSR REN
ENEHEBEEKRERFT , BHNKEREFTSZET,

Flan  MREBEEFAEZEHEHESEE , NEEX{S— WhatsApp MetaTemplateMessageFeeHl—
AWS MessageFeefy % .

Marketing Template Message 1: APS1-WhatsApp-CA-MetaTemplateMessageFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Marketing

E FRINE{ RS E A FeeType 86


https://aws.amazon.com/end-user-messaging/pricing/#WhatsApp
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#eligibility
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location

AWSELF P 3T A
R~ 2 0 FTFFRRSS X E

HeWERIAFPRKENEREN 24 MITARERAFHAMERR , RtIZRFITE. EXTER
T, BEENEZHIEEMetaTemplateMessageFee-Service_ReqularlWER—£ B A —£ %
A, AWS MessageFee-Service N E&AF KENHEEWMessageFee-InboundB—£ %A, fl
wm, MRAFARTE-FEE , GLEST , AFEET , MIX=FEENEANUOTAT :

User Initiated Message 1: APS1-WhatsApp-CA-MessageFee-Inbound

Business Initiated Message 2: APS1-WhatsApp-CA-MetaTemplateMessageFee-Service_Regular
Business Initiated Message 2: APS1-WhatsApp-CA-MessageFee-Service

User Initiated Message 3: APS1-WhatsApp-CA-MessageFee-Inbound

R E DT REM

AWS K i f 7 B R R ARSS 3 WhatsApp #EHGE S EA Meta WHLB DR EM, HENARZE
BEERHEN , BFEZKEAHNRRNEAAEZIRENEZEERER, B, #HESFREATE
ERMXIINWEHRIE, EBRSFORIEMNSABRFENRES , TERTEHERES. XFEEFR
&, SRIHEAFTHE Meta IR7E , HATHEH Meta EXl. AWS FREEZ HBHNEEXERIM
B

FEEMERSIMEREATILR ¢

- AEENRCEES T ABEBUE—ERFRSEORRENERFESBER TR,
- ERRERBEXAERRE (FHRIESIARRF ) M7, AABAEE—X.

« FEKF WABAs RIS ANIKFICEE —RBUBEER.

- AREETENNEEEEERATNRER,

BRABEFEHENBESRTLH Meta RE. AWS Y Meta HHRINERTERN , NZESHNA
FHREFERE, BXSRIMENYTBRERMNEZEE | 551 Meta B9 WhatsApp Bl F A EHN 1Y,

BAF SKU RAIE R T AuthenticationAuthentication-International, FUtilityHE3X
B EDREN,

LAF 23KFRIK#E SKU BRI RAI, XL RHIE RMeta FeeType 7 MAPS3XIZi{RE3 ( ap-south-1 , i
AX (&R ) X ) ZIERBRHUAR LZIEFISOREBIN (IE ) HEE,

APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regqular_TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_2

w2 STFF RS XY iE o7


https://developers.facebook.com/docs/whatsapp/pricing/

AWSEL A HBHER

RAriEmE

APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regqular_TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_5
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular

APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_2
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_5
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regqular

APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regular_TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regqular_ TIER_2
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Reqular_ TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regular_TIER_5

AWS LR EBEARKE 1ISO R MetaTemplateMessageFee M5t

X FHE R
PALERY ISO E =R/ XA
AF
AX

AL

DZ
AS
AD
AO
Al

AQ

AG

B =R/t X & 5
Afghanistan
Aland Islands

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla
Antarctica

Antigua and Barbuda

WhatsApp X iF 11 5% X 15
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Africa
Other
Other
Rest of Africa
Other
Other

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA
AR

AM

AW
AC
AU
AT

AZ

BS
BH
BD
BB

BY

BE
BZ
BJ

BM
BT
BO

BQ

B =R/ X &
Argentina
Armenia
Aruba

Ascension Island
Australia
Austria

Azerbaijan

Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium
Belize
Benin
Bermuda
Bhutan
Bolivia

Bonaire

WhatsApp X} &1t 5% X 15
Argentina

Rest of Central & Eastern
Europe

Other

Other

Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

Other
Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA
BA

BW

BV

BR

1O

VG

BN

BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL
CN

CX

B 3R/ X & #h

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands

Brunei Darussalam

Bulgaria

BurkinaFaso
Burundi
Cambodia
Cameroon
Canada

Cape Verde
Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Other

Brazil

Other

Other

Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALEHY 1ISO B =R/t X AKE
CC

CO

KM

CK

CR

Cl

HR

Cw
CcY

CZ

CD

DK
DJ

DM
DO
EC
EG
SV

GQ

B 3R/ X & #h
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

Croatia

Curacao
Cyprus

Czech Republic

Democratic Republic of the
Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador

Equatorial Guinea

WhatsApp X 1& 1T 5% X 13
Other

Colombia

Other

Other

Rest of Latin America
Rest of Africa

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Western Europe
Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

AL ZRRY 1ISO E =R/ XA
ER
EE
ET
sz
FK
FO
FJ
FI
FR
GF
PF
TF
GA
GM

GE

DE
GH
Gl

GR

R/ X AR
Eritrea
Estonia
Ethiopia
Eswatini

Falkland Islands

Faroe Islands

Fiji

Finland

France

French Guiana

French Polynesia

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

WhatsApp X 1& 1T 5% X 13
Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA
GL
GD
GP
GU
GT
GG
GN
GW
GY
HT
HM
HN
HK

HU

R/ X & 5

Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guernsey

Guinea

Guinea-Bissau

Guyana

Haiti

Heard and McDonald Islands

Honduras
Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland

Isle of Man

WhatsApp X 1& 1T 5% X 13
Other

Other

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA
IL
IT
JM
JP
JE
JO
KZ
KE
Ki
XK
KW
KG
LA

LV

LB
LS
LR
LY

LI

R/ X AR
Israel

Italy
Jamaica
Japan
Jersey
Jordan
Kazakhstan
Kenya
Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia
Libya

Liechtenstein

WhatsApp X 1& 1T 5% X 13
Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East
Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa
Rest of Africa
Rest of Africa

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA

LT

LU
MO

MK

MG
MW
MY
MV
ML
MT
MH
MQ
MR
MU
YT
MX
FM

MD

MC

R/ X & 5

Lithuania

Luxembourg
Macao

Macedonia

Madagascar
Malawi
Malaysia
Maldives
Mali

Malta

Marshall Islands

Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia

Moldova

Monaco

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa
Rest of Africa
Malaysia
Other

Rest of Africa
Other

Other

Other

Rest of Africa
Other

Other

Mexico

Other

Rest of Central & Eastern
Europe

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA
MN
ME
MS
MA
MZ
MM
NA
NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP
NO

OM

B 3R/ X & #h
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar
Namibia

Nauru

Nepal
Netherlands
New Caledonia
New Zealand
Nicaragua
Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

WhatsApp X 1& 1T 5% X 13
Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Africa

Other

Rest of Africa

Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe

Rest of Middle East

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

AL ZRRY 1ISO E =R/ XA
PK
PW
PS
PA
PG
PY
PE
PH
PN

PL

PT
PR
QA
CG
RE

RO

RU
RW

SH

E R/ XA
Pakistan
Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

Philippines

Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation
Rwanda

Saint Helena

WhatsApp X 1& 1T 5% X 13
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America
Peru

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia
Rest of Africa

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA
KN
LC
PM
VC
BL
MF
WS
SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

Sl

SB

E =R/ X B
Saint Kitts and Nevis
Saint Lucia

Saint Pierre and Miquelon

Saint Vincent and Grenadines

Saint-Barthelemy
Saint-Martin

Samoa

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands

WhatsApp X 1& 1T 5% X 13
Other

Other

Other

Other

Other

Other

Other

Other

Other

Saudi Arabia
Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA
SO
ZA

GS

KR
SS
ES
LK
SR

SJ

SE
CH
TW
TJ
TZ
TH
TL
TG
TK

TO

E =R/ X B
Somalia

South Africa

South Georgia and the South

Sandwich Islands
South Korea
South Sudan
Spain

Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden
Switzerland
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tokelau

Tonga

WhatsApp 1% it 2% X1
Rest of Africa
South Africa

Other

Other

Rest of Africa
Spain

Rest of Asia Pacific
Other

Other

Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

Other

it%% 1ISO K13
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AWSERL R FHEHR

RAriEmE

PALERY ISO E =R/ XA
TT
TA
TN
TR
™
TC
TV
uG

UA

AE
GB
us
Uy
UM
uz
VU
VA
VE
VN

Vi

B 3R/ X & #h

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey

Turkmenistan

Turks and Caicos Islands
Tuvalu

Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

WhatsApp X 1& 1T 5% X 13
Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific

Other

it%% 1ISO K13

100



AWSEL A HBHER RAriEmE

PALEEY 1ISO E /it XA B 3R/ X & #h WhatsApp X 1& 1T 5% X 13
WF Wallis and Futuna Islands Other

EH Western Sahara Other

YE Yemen Rest of Middle East

M Zambia Rest of Africa

Z\W Zimbabwe Other

BXEWE (EFA )

(® Note
B2025 7 A1 BE, BSBERE TRRJINEEFA , THER. HXH

AWS ARAFEEEREER —TEAXE  HAIEUTEIANWENFER Region
code-MessagingType-ISO-FeeDescription-FeeType. 84 WhatsApp XJi&HE M W BERY 1T 5%
B , % %12 WhatsAppConversationFee, Hl AWS per MessageFee,

@ Note
M2025F 7 B 1B, AWS RERAFHEEMRNIREEWTE ,
MARZEXIERZE WhatsApp , X5 Meta WL —F, XE
BkMetaTemplateMessageFeei&ConversationFee , B 7 AWS MessageFee. M2025%
8AWEIMN2025F7AKETF IR , XETEFIEELNBAKEFR, AXIEEERTRIKE
MEABERIRENER , HSRthe section called “#H BN,

LEBEN XABHCE B XX ERN , AWS EMessageFee ABZE X+ —H WhatsApp
ConversationFeefM—HMBEH, X[FITHF—N 24 MELD , ENEA—FFBRELEZHBRVER
SHEERR AWS BMessageFeeH it %%,

WhatsApp Xt &R EMEMF#18 I EWhatsApp Bl FEF R EEFENE T ENENFEKE.

BXERTR (CAA) o


https://developers.facebook.com/docs/whatsapp/pricing

AWSEL A HBHER

RAriEmE

TREFMEABRAREPHFEROATRENER, BX AWS RELAFEEHXENNESEE , S
] AWS R4 A FEBE M WhatsAppH#Y,

FER

Region code

bl

® USE1—;E|/\§ (ﬁ%%

WALEB ) X

« USE2— XEFRH ( XM

M) K

« USW2— XEBEE ( HRH

X ) X1

« APS3— I AKX ( &3 )

X1

« APS5— I KX ( iB5HL

B) X

« APS1— YU A [X ( %0

® ) X

- APS2— T KX ( &S )

X1

« EU-FiiX (ZR= )X

]

« EUW2— RN (163 ) Xig
« APN1T— T A#KX (FRE)

X1

- APN2— I A#X ( H7R )

X1

« EUCI— BN (E==1E)

X

- EUS2— RUM ( B3EST ) X

]

- SAE1—EEM ( ZRT )

# X

o AFS1—3EM ( FER ) it

X

oL

7~ WhatsApp 8B XX =
WAZE AWS X3 KBTS

BENERSE (BEFA)
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https://aws.amazon.com/end-user-messaging/pricing/

AWSEL A HBHER

RAriEmE

FE

MessagingType

IS0

FeeDescription

by

« CAN1— EX ( HEF ) it

X

WhatsApp

EEXEFNER

ConversationFee
MessageFee

ik

It AR IR IE TR RIS KYH B 38

&,

HEREBNF ALK 1ISO E
2R/ X AR,

Lt F BB E the WhatsApp
ConversationFee = p
AWS er MessageFee .

BENERSE (EFA)
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AWSEL A HBHER

RAriEmE

FE

FeeType

by

Authentication
Authentication-Int
ernational , Marketing

, Service, Utility,
Standard

i B3

b7 BE RATE A YRS TR SR AL
S5 E B H BB 5 AR E

il & EHConversat
ionFee K3l

« Marketing — AF==UF
MENR, NESHNEESIH
HHEHENEFENLE,. &
BlEFH = m. RS HIhEE
NE. EOEHEHMMEARE
YERFIRE,

« Utility— ATR#pAFR
EER, ROIBIEEEFEM
ABIA, order/delivery B
(BIINEEERT ) . WKFE
SIRE ( flafTRIZER )
RRBAFE,

« Authentication — A
FHERA—REEBX A
THEMRIE , TERERER
HRENZSANTER (Hlmk -
WUr, tkFIRE M TEMER
5t ),

* Authentication-Int
ernational — M
#X#E , Authentic
ation BZEHELER
BREZHMER/MXH
Authentication-Inter national
BR  HEAXNEREZER/
X FF et R 2 FF 3T I
Mo

BENERSE (BEFA)
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AWSEL A HBHER RAriEmE

FE pri Bl 1, BF
+ Service— BTHBREFE
.
AF X Conversat

ionFee 23|

« Service— ATHRREFE
i,

MessageFee 33

« Standard— RixsiEWE
R R

LB X EBHCEE AR EN , BFEEX{f—ConversationFeefl—MessageFeeW %A, X
HA—N24 P REDO , BREGE —FFNSHEMRERIGEN AMessageFeeit 2%, £ 24 /NiTE
O, EBHRCESERBXRTEE , BUNESFRITHINE,

flan , MREEMBLLEEEERES , WEERNConversationFeeflMessageFee I,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard
Marketing Template Message 2: APS1-WhatsApp-CA-MessageFee-Standard

MREFASKIFEEHBLZRES  NEEEXNTFBEHServiceNFERHEEN LA,

Service Message 1: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

: APS1-WhatsApp-CA-MessageFee-Standard

Service Message
Service Message

W NP

Service Message

E R IAE{AEE A FeeType

BXEENER/MXEFIER Authentication-International FeeType , & WhatsApp AWS
EE—QFHF ﬁ/u\ {J/\O

BENERSE (BEFA) 105


https://aws.amazon.com/end-user-messaging/pricing/#WhatsApp

AWSEL A HBHER RAriEmE

MBESER/MXBEFRTEA “ B WhatsApp AP F/BAuthenticationXig , MFEEL
TAuthentication-International FeeTypelii T , MR ZEFR/t XK FAuthentication-
International Z @ &RULTE :

1. EBZH 30 XA, BRI EFTE WhatsApp LK~ FFFE 78S 75 FIXIE ,
XL WhatsApp AAFHWE R/ XFIUAREB A ERENER/MX, Authentication-
International BXEZEE , S H (WhatsApp Bl FAFKEERE) FHHEE.

/A Important

R Meta BELHN DWW HFEAEK |, fifiJAuthentication-International =it @&
RiE—HEFHHFEH  HF IS EANER/M XM 30 KERAFF AT E,

2. BB EIRES —PMER, BEXREELCULELIHSHNEZER , TSR (BILFEFAEIE
) FHEEWhatsApp B\ ith 2.

3. W& REIRIT 1A B % E SRAVET A S R 2 FFT4REY

R RIEEEENRHS

Flan | MBREEEFFREEHENCES , I AWS EMessageFee AZEEX—H WhatsApp
ConversationFeef—H M %A,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

w2 FTITARSE XY

HiEEAFERIAENEM 24 /NESERITEE O ZANAUE SN | FIRERS X iE %, X
HERT , BEERNEFH AL WhatsAppConversationFee#l AWS MessageFee H k#4425l UK
%%,

Service Message 1: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

: APS1-WhatsApp-CA-MessageFee-Standard

Service Message
Service Message

NN BRR

Service Message

BENERSE (BEFA) 106


https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#eligibility
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location

AWSERL R FHEHR

RAriEmE

AWS A& AP HE#RIKE 1ISO KB WhatsApp X 1 5% F R &

XEFNER
PALEREY 1SO B 2R/ XA
AF
AX

AL

DZ
AS
AD
AO
Al

AQ
AG
AR

AM

AW
AC
AU
AT

AZ

E 3R/ X A 5
Afghanistan
Aland Islands

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda
Argentina

Armenia

Aruba

Ascension Island
Australia

Austria

Azerbaijan

WhatsApp X igit % X i3
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

BENERSE (BEFA)
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RAriEmE

PALEHY 1ISO B =R/t X AKE
BS
BH
BD
BB

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

VG

BN

B 3R/ X & #h
Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands

Brunei Darussalam

WhatsApp X 1& 1T 5% X 13
Other

Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

Other

Other

Other

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA

BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CO
KM
CK
CR

Cl

R/ X & 5

Bulgaria

BurkinaFaso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

Rest of Latin America

Rest of Africa

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA

HR

cw
CcY

Cz

CD

DK
DJ

DM
DO
EC
EG
SV
GQ
ER
EE
ET
SZ
FK

FO

R/t X & FR
Croatia
Curacao
Cyprus

Czech Republic

Democratic Republic of the

Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands

Faroe Islands

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern

Europe
Other

Other

Rest of Central & Eastern

Europe

Rest of Africa

Rest of Western Europe

Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

BENERSE (BEFA)
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AL ZRRY 1ISO E =R/ XA
FJ

FI

FR

GF

PF

TF

GA

GM

GE

DE
GH
Gl

GR

GL
GD
GP
GU
GT

GG

R/ X AR
Fiji

Finland
France

French Guiana

French Polynesia

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala

Guernsey

WhatsApp X 1& 1T 5% X 13
Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other
Other
Other
Rest of Latin America

Other

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA
GN

GW

GY

HT

HM

HN

HK

HU

JM
JP
JE

JO

R/ X & 5

Guinea

Guinea-Bissau

Guyana

Haiti

Heard and McDonald Islands

Honduras
Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland
Isle of Man
Israel
Italy
Jamaica
Japan
Jersey

Jordan

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA
KZ

KE

KI

XK

KW

KG

LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

MG

MW

R/ X AR
Kazakhstan
Kenya

Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar

Malawi

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa
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PALEEY 1ISO E /it XA B 3R/ X & #h WhatsApp X 1& 1T 5% X 13

MY Malaysia Malaysia

MV Maldives Other

ML Mali Rest of Africa

MT Malta Other

MH Marshall Islands Other

MQ Martinique Other

MR Mauritania Rest of Africa

MU Mauritius Other

YT Mayotte Other

MX Mexico Mexico

FM Micronesia Other

MD Moldova Rest of Central & Eastern
Europe

MC Monaco Other

MN Mongolia Rest of Asia Pacific

ME Montenegro Other

MS Montserrat Other

MA Morocco Rest of Africa

MZ Mozambique Rest of Africa

MM Myanmar Other

NA Namibia Rest of Africa
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PALERY ISO E =R/ XA
NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP
NO
OM
PK
PW
PS
PA
PG
PY

PE

B 3R/ X & #h
Nauru

Nepal

Netherlands

New Caledonia
New Zealand
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

WhatsApp X 1& 1T 5% X 13
Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America

Peru

BENERSE (BEFA)
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RAriEmE

PALEHY 1ISO B =R/t X AKE
PH
PN

PL

PT
PR
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC
BL
MF

WS

E R/ XA
Philippines
Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation

Rwanda

Saint Helena

Saint Kitts and Nevis

Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

WhatsApp 1% it 2% X1
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

Other

Other

BENERSE (BEFA)
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PALEHY 1ISO B =R/t X AKE
SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

SI

SB
SO
ZA

GS

KR
SS

ES

B 3R/ X & #h

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan

Spain

WhatsApp X 1& 1T 5% X 13
Other

Other

Saudi Arabia

Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other
Rest of Africa

Spain

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA
LK
SR

SJ

SE
CH
TW
TJ
TZ
TH
TL
TG
TK
TO
1T
TA
TN
TR
™
TC

TV

E =R/ X B
Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden

Switzerland

Taiwan

Tajikistan

Tanzania

Thailand
Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey
Turkmenistan

Turks and Caicos Islands

Tuvalu

WhatsApp 1% it 2% X1
Rest of Asia Pacific
Other

Other

Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

Other

Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
Other

Other

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA
uG

UA

AE
GB
us
uy
UM
uz
VU
VA
VE
VN
VI
WF
EH
YE
ZM

ZW

B R/t X & 5
Uganda
Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp 1% it 2% X1
Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

BENERSE (BEFA)
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B AWS R AFHEHER

BER4ET AWS RAAFHEAERNENEM AWS SRS RN T EME, ATAMNMENEEARS
T AWS RELITHETE  HTERYM AWS RLAFERAIES , £HIRENHTHRE , H &
Bt B3 REUEHE

« Amazon 2358Y CloudWatchiz 2 & H) AWS FIRFMAIZIT AWS R AREF. EA SAREMIRERIE
¥R, QIR BEENHEETE , URIREBIRATEIEENBIRA RS TR B E B A &= RS .
Blan | AT LA CloudWatch SRERIERY Amazon EC2 3EfIHY CPU EREXRHEMbigt: , AEEERH
HEeFEHl, BXREZEE , S H Amazon CloudWatch FF#ER.

« Amazon Lo CloudWatch gs &g i, F#EMBEKRBLD# EC2 EHIRMHAKIRH BE
., CloudTrail CloudWatch BERT S M B EXHFWER , HELIBERENBEANR, BiLT
DESEHEAMERTRIENWAZHIE. BXEZEEL , i52H Amazon CloudWatch BEAF 15
Mo

« Amazon EventBridge AT i 328 AWS [RF BaL , HESMBREEH |, FlsAERF T H%E
THAERER, KE AWS BREHEH LA EventBridge #b/&3%F], 7] LARE &3 A H NI K 5
TREFRAENES  AETEECSHEEANSRITHENLRE. BXEZELR , HSH Amazon
EventBridge ¥/,

« AWS CloudTrail##i%k &R K 7 A RER AWS IKFH#1TH AP BARMMEXEH , A BEEXH
BB EIEEMN Amazon S3 M, & LURBHRLE A 7 MK PR T BiE AWS, & HFIAYR
\P #hik BAR AL R £ WY EtEl, BXEZEER , S AWS CloudTrail {AFER) .

51 AWS LA EEET Amazon #17#3 CloudWatch

IR T LAME S AWS S4B B Social CloudWatch , ©WERA IR H G HAL I F T 1M T3
B SR, XERITTRELKREFE 15N, NMFERERBRAEER |, HEEBEFiH T HEEN Web
BARFRRSHWINITIER. s, TLUEBA THNISERENER , H1EE 2R R E N X E B
RMITRIE, BXEZEER , 5 H Amazon CloudWatch A F 5,

T AWS RELAFEEHRFES , IUERY
ZMetaTemplateMessageFeeCountFflWhatsAppMessageFeeCountig#r , H1EE TS H I ER
RER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWSERL R FHEHR RAriEmE

® Note
MMFBNERSHEAS , RETREFERAIXL CloudWatch 1E#7.

T &R T En AWS d User Messaging Social § H E|AWS/SocialMessaging@n & 2= (6] B f5 b Ml 4
Eo.

B L. X %88

WhatsAppMessageFeeCount  it# WhatsApp B 258 it

MetaTemplateMessag 1T TUEMUEE R AT

eFeeCount

$E k]

MessageFeeType BN FTRARETESARIU. EfRSORIE,
A, B, RS, fRE. ABSBL

DestinationCountryCode ZE R/ XHAENFEH 1SO KB

WhatsAppPhoneNumberArn BiESENIBE

MetaTemplateMessageFeeType BN EARBOEEERA. aRETFRS

. REAGERRD

Toft

MetaTemplateMessageFeeCategory BERN AL TERS. EH. 2ASL. 5

RRIE, HHRIE EER

FERIEFE AWS RA B B Social APl V8 A AWS CloudTrail

AWS BB FEEHRE5AWS CloudTrail—BIRE &R , ZRFRUAF. ACHAGHEENERE
gk AWS BR%. CloudTrail ¥ AWS AR FEERRMNATE APl HRABRAENH. BRWIFH
BIERB AWS RELAFEEHREHAMWRARANM AWS RLAFEEARAPHRENRBER. £
BAWRENEE CloudTrail , B LABER AWS AR EEHRXNIL A HIER, ZHIERN IP #
i, R HEREEESR HAEEE R
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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BIMNEHHATREBESEXRERBFRNARER. BOEEABTEHEUTRE !

- BREFEARAFEIIEARAFPEIEREN,

- ERRENREK IAM Identity Center A % H,

- BEREFEAACERBEAFNIRNZEEIEREN,
- BEREFHEM AWS BSA L.

CloudTrail FEEIZIKS AWS K/ BHEENIKS P TESRES |, FBE B3 AR CloudTrail
EHFALIEF, CloudTrail EHFAEIERREMRTEE 90 RPCENEESHNTER, TR,
TEHEFAEMNIERK, AWS KEBEXEZEER , 2/ (AWS CloudTrail AFEE) #M ‘€A
CloudTrail E#ALIEFE" EFBEFHLIEFRKT CloudTrailREBEM A

BREICFE AWS IKF T & 90 RN EH |, FEIBRER CloudTrailLake B4 #iE 7M.

CloudTrail &8

IRER ALY CloudTrail ¥ B A X4 & 5 2] Amazon S3 ZiE 8. FEABIENFTERE AWS
Management Console #2 % Xi#i#, ERMENEA AWS CLIDIEE XEHS XERER. B
BZXERE , BREATUERKS AWS X8 HHPiEES) . MREAIESE KRR MRS
EREN AWS KEFIZRNEN. BXRENESEL , H2E (AWS CloudTrail AF ) +
BN IEH) AWS T IR IRER A A0 IR IR,

BEUMERE  SUERESEEHITHWEERESHN — M EIAREZEEEH Amazon S3 F4E1E |
{B£IKEY Amazon S3 F# %A, CloudTrail 3% CloudTrail EMHWEZEER |, BHSHEAWS
CloudTrail Efte BX Amazon S3 EMHEE. , i5Z ¥ Amazon S3 Efts

CloudTrail RS H IR 4

CloudTrail LQ@ ak e AF RN BCHEHEZTE T SQL WEH, CloudTrail Lake HETITHY
JSON AWM BEBH RN Apache ORC ¥, ORC 2 —Fh4t I RiER RETFH TR T
FEER. EHEHRSIE4BERSED , cRETABENASAEHERREROKEN
TATHNELHES, NATSHREFHENERSATRIBEESHSEFEAIHEER. B
2% CloudTrail Lake WEZEE |, 558 (AWS CloudTrail BF#§m) ® M “fEFH AWS CloudTrail
Lake”,

CloudTrail HHE4HEEHENERASTERA, AESHBEEMN , BB ERTEHK
BEEOVEMET, EMETURE T BN EEEHNREE  UREHBREEEFNRIANZEKRE
#l, B> CloudTrail EMMWEZEER , HSHEAWS CloudTrail EfTo
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
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AWS R AP BEEARNERBIESH CloudTrail

BRESHTRENBRRERFEPATMTRIFRE (H0, EIHEEA Amazon S3 IR ) HHEXE
B REWHAREEREE. BESHEERERTEED. MUANERT , CloudTrail NMEFHES
#. CloudTrall E#A LIERTIERBESH,

EERBESHENWEGNTEHA. BX CloudTraill EMWEZEER |, S HEAWS CloudTrail E4Ts

O LAE R CloudTrail #&l&. AWS CLIZE CloudTrail APl #4Ei2& AWS RA AP EEHRERE
HWBESH. EXRNAERBRESHNESELR , ES0 (AWS CloudTrail AF1ER) RHER
AWS Management Consoleit FEHIEEHFEHA AWS Command Line Interfaceid FEHIBEBEH-

TRIE TETUEZEESH AWS WERAAFPEEHRRIRER, BIESHXE (245

A ) SIEREMNEZES CloudTrail & ERVBIESHRESIRFIERNE, res ources.type EHIIE R
Zresources.typef , B EFEASEESREHEFREMNIEEZE. AWS CLI CloudTrail APIs*
APls 12 FZ 2K EIE CloudTrail” 5IEZ R T CloudTrail 3 iZ&FERXEIZTHEMN APl A,

BIREMRE (255) resources.type & #HE APIs E12%F| CloudTrail
#HIHEBFF ID AWS: :SocialMessagi « DeleteWhatsAppMess
ng: :PhoneNumberId ageMedia

» GetWhatsAppMessage
Media

+ PostWhatsAppMessag
eMedia

» SendWhatsAppMessage

B REMHEFHREENE eventName, readOnly H resources.ARN FE E#1THE |
MMRIEFPLENEZREENEH., BXAXEFTENESZFELR , 555 (AWS CloudTrail APl &
#) B AdvancedFieldSelector,

AWS 4 F P HEFRNHERXEESH CloudTralil

EEEHRAERANFINERIITHERR/ENGESE AWS K/, XS NIZRFERIBEE. BINER
T, CloudTrail iEZEEEH4,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
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AWS B AP EHERRMME AWS § %Fémﬁx%ﬂ$ﬁhﬁﬂiﬁﬁﬁ$#oﬁ%m LF
SHEARIER AWS WHRAAFPEEEREHEHEIRIENYIXK CloudTrail , R (AWS LA H
BEHZAPIZE) , AWS

AWS &4 FH B3R E S R4

EHRARKBEMRFENEMER , BRAXRAFERN AP RE, RENBHANTE, HRSBFDN
{E8. CloudTrail BEX#HFRLH APl BRANE FHERRE , RtEHT2REMEEIRF LW,

LT RBIERT —ASERZIEE CloudTrail WEH,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "GR632462JDSBDSHHGS39:session",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/Session_name",
"accountId": "123456789101",
"accessKeyId": "12345678901234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "GR632462JDSBDEXAMPLE",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/
Session_name",
"accountId": "123456789101",
"userName": "user"
I
"attributes": {
"creationDate": "2024-10-03T17:25:08Z",
"mfaAuthenticated": "false"

}
}
}
"eventTime": "2024-10-03T17:25:237",
"eventSource": "social-messaging.amazonaws.com",
"eventName": "SendWhatsAppMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "1.x.x.x",
"userAgent": "agent",
"requestParameters": {
"originationPhoneNumberId": "phone-number-id-

2a012345678901234567890123456789",

AWS B4 R B B RESN R 451 124


https://docs.aws.amazon.com/social-messaging/latest/APIReference/
https://docs.aws.amazon.com/social-messaging/latest/APIReference/
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"metaApiVersion": "v20.0",
"message": "Hi"
},
"responseElements": {
"messageld": "message_id"
I
"requestID": "request_id",
"eventID": "event_id",

"readOnly": false,
"resources": [{
"accountId": "123456789101",
"type": "AWS::SocialMessaging: :PhoneNumberId",
"ARN": "arn:aws:social-messaging:us-east-1:123456789101:phone-number-id/
phone-number-id-aa012345678901234567890123456789"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789101",

"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader": "social-messaging.us-east-1.amazonaws.com"

B X CloudTrail FZEHAMWNEE |, 555 (AWS CloudTrail HF#ER)Y FMCloudTrail&Z 4N A,

£ Amazon #1744 #2 EventBridge

AWS RL R FHE R NEHLIE T LL EventBridge 3REX WhatsApp B4, B LAMERREMN |
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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"version": "Q",
"id": "76a454c4-26df-6e2c-bc50-2137de2adfe?7",
"detail-type": "WhatsApp Message Delivered",
"source": "aws.social-messaging",
"account": "111122223333",
"time": "2025-10-03T0Q4:34:24Z",
"region": "ca-central-1",
"resources": [],
"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",

"originationPhoneNumberId": "574086085794038",
"messageld": "4bee7d29-70f5-4a49-b84e-facf4s424fe58",

"status": "delivered",
"eventTimestamp": "1759466063"

21E WhatsApp SHEWSEH

"version": "Q",

"id": "c730142c-96d6-28f6-00d4-1a8al2e509da",
"detail-type": "WhatsApp Message Read",
"source": "aws.social-messaging",

"account": "111122223333",

B&3% WhatsApp 8 EHNEH
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"time": "2025-10-03T04:53:07Z",

"region": '"ca-central-1",

"resources": [],

"detail": {
"wabaIld": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "el6d4108-fe93-471f-a057-4c6473e68430",
"status": "read",
"eventTimestamp": "1759467185"

B 4% WhatsApp B EME4

"version": "Q",

"id": "@9b261c5-5c4b-b912-afa8-845214926b2f",

"detail-type": "WhatsApp Message Sent",

"source": "aws.social-messaging",

"account": "111122223333",

"time": "2025-10-03T04:26:16Z",

"region": "ca-central-1",

"resources": [],

"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "a8dec257-b52e-4acc-8654-3dfb96468a43",
"status": "sent",
"eventTimestamp": "1759465574"

KM WhatsApp JHEWEH

"version": "Q",

"id": "281b8cbb-f39f-f768-4229-d66e893592c1",
"detail-type": "WhatsApp Message Failed",
"source": "aws.social-messaging",

"account": "111122223333",

B&3% WhatsApp 8 EHNEH

127



AWSEL A HBHER

RAriEmE

"time": "2025-10-03T0Q4:49:25Z",
"region": '"ca-central-1",
"resources": [],
"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "7bd36188-6123-4ded-aldd-f017f0814405",
"status": "failed",
"eventTimestamp": "1759466965",
"errors": [
{
"code": 131026,
"title": "Message undeliverable",
"message": "Message undeliverable"

KW WhatsApp HE B E 4

128



AWSEL A HBHER RAriEmE

LT HEHNRESERAWSEL AP EELR

AHNBLHRERE , IUABHEREFFSEEABERFREEF, BFIE AT FESEEE
Wo FHERFITRIRBUERE W

\

B X WhatsApp REXBRHNZHFIIFEK , ESRWhatsApp 1l H B BUEEK,

F&
« Up-to-date M 8%
« FREUX PR

- BIHEERR

- ERESHIX

- ETSE5ERERNRZE
- EEIAERZE

Up-to-date A S8R

S BRI WhatsApp MR , ER@EFEFXERRES , SIEFoffribat, Rubibit
FHEFSH, BRARHNEERESRN , FTEHHE R Etbdil,

2R BUAX PR

ERITREEBERBEAEHEN , 7R RABERBRLISHEENKRHEARIZEES, BREUTIER
MAEE :

« EEMARELAAREHZAMMNEEEBRKRAR L EAREESHEIE. WhatsApp R 4778 #5158
0N NIRRT

« BERNTHERFBEERENG E. BREEMARENESHEEATENBENERER. EHt
FIRLENEA , AREAXEZEREMBLENFT,

X WhatsApp Opt-in ERNEZEE. |, S Get f Opt-in or WhatsApp

MR AT ERELREEMZRERER | HEh L B MAEMATAERER TITEE]. &
ERFAFEENERRRBIESHBIIRE

Up-to-date Al & #E% 129


https://business.whatsapp.com/policy#best_practices
https://developers.facebook.com/docs/whatsapp/overview/getting-opt-in

AWSEL A HBHER RAriEmE

ESFHEARHNEM, FLEIUEMARNEHBENMEER , BBFZANEHBRRATIRPMBR
TiL R I B ik 2K WhatsAppo

S/ MERMAERMBIAN B, SEMRRAIERK, XA UBENEFEREH#THITH
ito

ZILEVHERR

/A Important
5 Meta/WhatsApp

« B3} WhatsApp 78l ## R 75 REY £ A UE STl RS 5 7. WhatsApp FEl &R RE
. WhatsApp WhatsApp B EE R, HEARIEEUREGUSIAARXAANFAER
R, BRBIER (EABMEZRATESTRER ) WERFEM4. WhatsApp

« Meta 3% WhatsApp AI8ERERT 22 IE & E A WhatsApp &l R 5 =R,

« EEA WhatsApp Bl R AR , BRERITMZTEAZRIEARFIREH L MHA
B, EEHHIE,

MR EERZ WhatsApp BUR , Bk IJREASE —BRNBRHEZLREESE , ZRRERIFZEHE
BE , REWKAE . WREBHWEAKSRE=ER T BER , Meta FiB3 88 F 451 WhatsApp Al
SRBBEANE, FrELIFESAE Meta 12, EEFERBERMWT ARG Meta REHIF , BSHE
Meta Business & B /U EFEH WhatsApp LK I BEREN I IE. BXRRMPZIEMBRERES

£ , BZEWhatsApp Al HE B,

LTREKMEBERRENBZIENERT, ERAREHEEI WhatsApp , HEREELTHER

KA =~

g - Wi

- BMRES

* App/Websites
High-risk & &8tk - REBALXN

« Short-term B E X

HIFHHEEAR 130


https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-solution-terms
https://business.whatsapp.com/policy
https://www.whatsapp.com/legal/messaging-guidelines
https://www.facebook.com/business/help/692706745267064
https://business.whatsapp.com/policy

AWSERL R FHEHR

RAriEmE

K3

Get-rich-quick 1%l

IEEYR
Phishing/smishing

S.HAF.T.

Third-Party E1E& £ K

HREF AR

T~

e
BABBIN
FHEBIN
W f53
R iR B2
bz Bt

B
RBREBR
EREEITX

S

I

5%
5%

Work-from-home 35 B
Risk-investment ¥l
EFEHFZIEXEHITR

Cannabis/CBD

HELULAFPZEE N AGEIMEEREES

o i3
- 1R
- X

» Tobacco/Vape

- WX, HEFHEHEREFENLT

alj

MREEHRIE WhatsApp JHE. , BERTERENEFEE, TRENEFIREDTHRRAGAE

BYCHENEF T REABRZBCEENES.

FRENTIRE , AFMERNANEFESZEREGINESITANES , FAEMNEEEXEUETRNE

ol

o

TREFHIR

131



AWSEL A HBHER RAriEmE
ETZHEERRBENRE

BEFNLERTEEERNBEBMAERL, MREFAUENHEETEER , MR IERR
ETHEERERHEE  WEEERENHERENREFRNWHES . HTXERR , BLAETEFS
EEREENRIEED.

HFSENERENRONES | LRBEANGEEREAE, HIN, MEOSSHESSEALREY
B, BAUNS EERENE S HIREMNE A HEX .

RE , NENEFIRPHRTEERSENE,, IRABLEEFEFSNERNEERIEE. XETNE
TEREABHBRIPEBENRBEANEE,

EE Yt E AKX

BFHEEFAXRIENERNREES . MREEBRENEHIFRREEE , FFRAUBELMNENIRPE
HITFE ORI, HB T EUEIEE WhatsApp HER |, BAIEFERERIEHS

ETSE5ERRENEE 132



AWSEL A HBHER RAriEmE

RS MAWSB LA BB X

DREAWSREHRZE, FNAWSEFR , BUUZBTENAEASHEZEHRABELNERMTE
BY B8E FR DR 45 2R 4

RERVMAFHBEABAWSHTE, TEHBEXHEHERNCHNRZEMNZTHREMN

- ERE —AWSHERPEEPETAWSIES B EREHAWS Cloud. AWSTEH EIRHAT N RS
FAIARS . Third-party fERAWSA M HAM I MAM IR AN —8S | FiHMEEN L ARIER
NzewAERE, ETHREATAWSELASBEARHAMMITY | B BBRANITYN 05
B R AWS RS S A M TR

. ERRE-EHFTHEERNAWSESRE, LEREXNEAREAE , SECHRENRBYE,
AT ER AR SE AR AL,

AR T BEERAAWSRL AP HEARN AN AL BRAERE., A TEEEETFBWM
BLBEAWSRL A HEH XA R BN ZEMEME B IR, BERF2 S WA HEABAWS IR S5 5K BY
LEENRPAWSRL AP HEER R IR,

FH

- PBERPAWSHLAAFHERR

- HEAMIHREBEAWSKRLAFEERR
- HEAHRITAWSRLAFEERR

- HIMEAWSRLAFEERR

- BWEMIBELZEAWSELAFEEHMR
« Cross-service JEELEY Bl F b

- REHEXRK

s FRSHEXACHTAWSEARAFBEEHR

PR BBERFAWSRLAFEEHR

REAWSHEESNEATAWSKRA AP EELXPHBIRERY . MARERIRAWS , ARRKRIIZIT
FIEARNERERMEHAWS Cloud, BAFREF N EERLEMEN ENABTHES, BERFTE
FRERMAWS BSMZEBEENERES. AXRBBERIMNESEE , FSRBERLE I A B HE
AWSHR. BXMMNBBERIFNES , BSHERBIERY %A (GDPR ) Hb.

BiRR 133


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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BEFEAWSHRLAFHERRE IAM BLEER

EEA IAM EENAWSHA AP BE AN IBRMERZH , FETHEBPLTATAWSKELAFHEH
K IAM ZhEE,

SER LS ELE I RY IAM ZHEEAWS IR L A PR B4R

IAM Zh&E AWSERL B P H B R 2 i
Identity-based BUR =

Resource-based BE a

REHRIE =

REERAE =

ACL )

ABAC ( REEHPRIFRZ ) i

I Bt AR =

EARR =

BEAE =

Service-linked A&

fm
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AWSEL A HBHER RAriEmE

E2H 7 HAWSRL A EE Social MEMAWSRSMASASH IAM EEEESER , FSH 1AM
RAFERTE IAM BE&EABAWSHES .

Identity-based HWIEIEAWSHRA AP HERLR
XEETHONKRE: B

|dentity-based RE&2ETT LM MNEI &4 ( Hlan IAM B, AFASRAR ) B JSON X PR K T,
XLERBEIEE AP NS S EMRA TN HLRFRNTHERE, ZETHRNANEZET SHNRE
BEZH (IAM AFiEmE) PREAZEFEEERTREN BEN IAM R,

BIEMEMA IAM ET S HKRE , BUEERTRELNRENTRUAR A TFHIELRENRS. B
THET1E JSON REEHERMFFALE , F5H (IAM BFHERE) HH JAM JSON EEETE5 A,

Identity-based KK B RBIAWSTRA AP EEER

EEFETAWSRAAFERER BB REE RS , 55, |dentity-based Y KB RAIAWSHRLH
PUHEBHR

Resource-based NN BERAWSHRALAFHEHR
TEETRENXRE . &

Resource-based K E& 2 &M INEI R IRAY JSON KEE X, ETHRROFREN ROI2E IAM BEEF
KEEH Amazon S3 FEMERR, EXRFETRENRBENERESH , RSEE L JUAFERSIRZEHX
BERBNIGR. NTEEPH MK TR , REEIEEEHE AN ZRRINITHLREURES
A TIT, BXTEETRENREDIEEEZE, ERATUSEK,. AR, A, ReAFH
AWS RS

ESABK/ER , BRUHENKFHECKS TN IAM XEEEAETRRNREHINEE, B
XEZER , FEH (AM AFER) PR 1AM FEEK S R IR R

B T ATHAWS B8 F P 5 B A K
TEHRRERE: 2

EIE R A LAEAAWS JSON REERIEEER IR L, BRE2WR , WAEMMA BT LFRITER
&, BAREAARGETIIT,

JSON REEHY Action TR A TERKP AFFIEL G RINRE, ERBHFISREUARTR
ITRERERRR,
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BEERAWSHRA AP HEHIRFIIR , HEH (RSFENSE) Tl ‘AWSHL A ES Social &
MHVERE,

AWSE L R FH S Social PR KR FERFERIERAUTRIR !

social-messaging
EEBEMEAUPEESTRE , BEMAESFHENRIT.
"Action": [
"social-messaging:actionl",

"social-messaging:action2"

]

EEFETAWSRARAFPEREER SRR , S H, |dentity-based K KB RBIAWSERL A
FIE B

B FRAWS B4 B P B X

XEBREAR : =

IR A LAEAAWS JSON REERIEEEB B R AL, BREWR , WAEMEABN T LTRIITR
1, UREFARHETHIT,

Resource JSON R TERREEMENAREN —INHZ AR, EFAZRESXE , HFEHAE Amazon
HBRABF (ARN) BBERR. NFAZERERNRWIRE , BEABES ) ERBONATHMER
o

"Resource": "*"

EEEAWSBAAFHERARBRFRELEKRHE ARN 5K |, B2H (REBENSE) P ‘HAWSHEL
RAPEEHRENLNEER . BT @BERUERBLREREESHRFEN ARN , HFSHAWSKL A~
HE R TE VR,

EERETAWSHRL R HEAR SN RKE RS , 2. |dentity-based B R EE REIAWSHL
FOHE#HX
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AWSEL A HBHER RAriEmE

BB A RAWS B & B P B AL X

XBBETRSHRBERME : B

EER W LAEAAWS JSON REERIEEEBN TR A, HRMEY , WAEETT U LR RNITER
&, ARIEMHAZRHETHIT,

Condition TERBEENNFRHEEEFVMERIT. EASGIRBERAZEZER (FW, ST
T ) BERARER , MERBPHFASERTNVEMTE. BEEERBAWSER&ZHFR , BSH
IAM AFEREFHNAWSE F&EMA LT XEH,

BEEEAWSHKA AP ERARFMHRIIK , F5H (RSRNSE) HH "“AWSHRLHFHE Social
FUHER. ETHRUNUERAZERNBRENTR , FSHAWSHL A HE T E LAV ERE.

EEEETAWSRAAFPERER SRR , BZH, |dentity-based K KB RBIAWSERL A
FIE B

W AR ACLAWSKRARAFHEHEHAR
X#FEACL: &

mEEE IR (ACL ) 2HHEXE (KFKA. AFZAR ) BRBEAREK, ACLEETHRRNE
B3R EL , BEMAEM JSON R8N,

ABAC with AWSER A AP EHEAER
¥ ABAC ( REEFIIRE ) « B0 X%

Attribute-based i/ [F1#2Hl (ABAC) 2 —MERURRE , ERBPMANITENEHERE MR, B LUFIRE
MtnZl IAM SHRFIAWSHEIR |, AF1%1T ABAC REEU AT EZRANRZERIR LIRS ICE AT # 1T
B’1E,

BEETHREEGHERE , BEFEEMFA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R BERBANFZH TEZHREFZEER.

WRENBRSEN TEMERREBIEMAEX=AFMGR , WX T RS , ZENR. MREMRSN
NTEHIRRREISAMEX =GR, WZERBD

BEXABACHEZEE |, 2R (IAM AF1E®E) RWEA ABAC BIUE XN, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMMNIHRIMNRZES] (ABAC) .
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AWSEA AP HEHE et
FEHEBSAWSRL AP EERR
XEFIEAEIE - B

IS IEBRBENAWSE RN ERIFRINE , HEREZREARKS SHAHTNRACKH B AIEN, AWS
BWENSERIGHER , MARERAKBPHRZEHR, BXEZEE , B5HE (AM AFERE) BH
IAM Ry I Bt Z 2 EUEFMER IAM . AWS RS

Cross-service WEIEANXBAWSERL AP HEHAR
TEERBELE (FAS) 2

HRRIGF2E (FAS) ERABEAEMHRANRAWS BRSS , Bl EAWS RS @ T kRS & HiERWER.
BXREH FAS BRENERKIFE , FSRHERTRL1E,

MRS HEAWSRLAFEREHR
XERSAG R

REAERHR-—TURSEE, RREWTREN IAM A€, IAM EER AT IAM PO, SR
BRESAE, AXESZERE , B2H (IAM AFERE) PRIEIEEAWS RS ERMRNEE,

/A Warning

EARFACHNRAESPHAWSHRL A HEER I, ABE AWSKRLRAFHE
Social” RHBEXESH T RERSTAG.

Service-linked WA BAWSHKRA A EEHRRK
YERZSXEKAR : 2

BSHAXAGRE - EEINBS AR, AWS RS LRSS ATURBERITRIE. Service-linked A
HIMELH , AWS IKFHBERRSAA. IAM EER A UERETREERSXEKBEHNR,

BREUBRFEERSHERACHFAGE , FEAEEE IAM EEERANAWSES . BRTE
#Service-linked A& 3YesHBEMNRST ., EERERIUEET ZRFHIRSHX BB,

|dentity-based KV REE RBIAWSERAAFEERR

RIANBRT , BRFNACTNRESRIERAWSKRAAF HELERER. ERFHAPNAERRNITIE
ERIRER |, IAM B2 & ] LBl 2 1AM KRE,
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AWSEL A HBHER RAriEmE

BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
2 IAM K (#2F8 ) o

BXRAWSBARAFEEARENWRENTFRRE (IF/EMFREEN ARN &KX ) WiFHAESR | 1B
S (RSFERSE) P "AWSHL AT EE Social KVRE, RIFEMFAEH"

£}

- RESEREK

- EAAWSRAMFHEHREF S
- AFAFERMITESHRR

R R fE SRR

Identity-based KEERE T EARB A LELHIKS P01, 15RISMBRAWSHRL A E B X H R,
XERETREIMEAWS IKFFERS, tIERREEET SRR , BEREATERNRY

« FFRERAAWSHERBFARORENENR — BEFBAAFPMITERBERTRR , FEANTSE
AR FHRERENAWSHE REE . SIEMRNRAFITHAAWS K/, RINBWEED E L SR
RABINAWSEFIRERBRE -SRI NR. BREZEELE , 55H (AM AFEE) Rl AWSH
ERMEN TFIREERVAWSH E R,

- MARENR : EFEA IAM RERENRN , BRTFHRITESAENNERE. At , BEUEX
EREXRHETUUNBFERBRNITWIRE , SN RENRTFT, BXER IAM NANRRHESE
B, #EZH (AM AFER) B8 IAM R FIR.

« R 1AM SRRE AR Ay S 43t — S PR HIT5 R AN PR ¢ 8 AT LA [5) 5 B 7 BN S 44 SR PR I XS R RN A R BV 15 8] o
flan |, B LUREREZ M REESTER SSL KEMAEIER, MERFBERBEIBENSRE
AW, MR AERARERE T RSFIRENTFRINRAWS RS |, flinCloudFormation, BEXE%
ER , B2 (IAM AF#E®E) P IAM JSON EBETHR | &,

- M IAM Access Analyzer BiEZH IAM KB | SUAKRNEH LS MHEMINEENY  IAM Access
Analyzer 2KIEF REEMIM B KR , LIBERRERFS IAM REIES (JSON ) M IAM HESE
B, 1AM Access Analyzer £ 100 ZTRBEREMAIRENEI , UHBBEREELS BINEEMREN
i, BXEZER , BH5H (AM AFEM) P IAM Access Analyzer BiE KB,
- FESESHRIE (MFA)-IRAWS IKFENZRFE IAM AFSRAS , BEA MFA SRS R %
M, EEEREA AP BEREE MFA |, i MFA 28R INEIEHERES, BEXEZER , H35
(IAM FIF$ERE) I EER MFA &R AP TIF,

BX IAM AR REIRNESELR , H20 (AM AFER) #1 IAM R £ HEXEK,
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AWSEL A HBHER RAriEmE

EAAWSHRA AP HR R EH A

BIHAWSHL AP ERAREFE |, B4THE —H&ENR, XERRARAAFEEFIHNE
BEAXRAWSHRL AP HRHXARAVFMREEAWS K, MRIBEAFENZENREN=KRNET
BONERR , X THMT ZREHNE (AFHAR ) | EZHAaREERMBERET.

N FMFAAWS CLISRAWS API IR F |, BEEREREREZEHENR. Mk , RAFHREES
HHITH API REMRTE R RE,

NERAFNARNMATUEHAAWSRELAFEEHREHE , EEFAWSKRLAFHER
RConsoleAccessHReadOnlyAWSH E R NSk, BXEZEER , 21 (IAM AFE
) PH AP RINR.

ARUTHPEFEMIE SR

ZORBIGER T IS Rl EE |, BAARYE IAM AP EBM MBI EAS SO NERNEE R, R
SREEERHE LS EAAWS CLIRAWS AP BURTE 5 5 R LR EN R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

A

AWSHIEERIEAWSR L AP EEHER

EQAF, H#ANALRINR , FHAAWSKERKILACHEERBRERZ TS, SIBNNAKEHM
FIRERRN IAM EFEERFHRFENEMZT LR, EREAN] , B UEABIIHAWSTEER
B, XLERBEEEFENEARG , TEENAWS IKFRER, BXRXAWSHERBNESEE , HZH
IAM B e R IVAWSH & K.

AWSHRSF 4 M EFMAWSHE KK, L EERAWSHERBEHPHNR, RSERELMDAWSIHEER
RERNIMBARAZIF L. WREFSRWHNRBOAESD (AP, ANAE ), LEHH
BARHRETAN , REHEETRLEFAWSHERRKE . RET2MNAWSHERBEHBRNR ,
Rt R EH T2 WA NI TR,

LA, BAWS B Z RSB THRERBER FEE KRB, fI10 , ReadOnlyAccessAWSHE & R EE iR AR
FREAWSHERS MR LG RINR, LIRS E3 —THDRERT , AWSS N HTR AR IRANINR =R
BR. BXTHIRAEREMNFIRFNER , HSH IAM AFEREPHNER T TERENAWSHEE KR,

AWSHA AP HEH R EHAWSIEE KB

EFERARAWSHL A EEHRAWSRERKENNIFAGE , BN ZBRFTHRREXEER, ER
BSEXUNEERN EHRE , BITH AWSKRLAFEEHRX XA L1ERK" WH LAY RSS feed,
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L3 DU SR

AWSERL R HE Social BFf  AWSHRL R HE Social FF# 2024 £10 A 10 A
YR IR EREE O REREAWSHEE RNV E L.

RIBFEAWS R F P H B4 X & 4 M5 B AR
AT EBRABEY MRS EEERAWSRL R4 8. Social M IAM & AT 4EEZ] % LB H.
+ BEREA T ERITRIFAWS A AP B B4 5T

o BRFLBINIT iam : PassRole
o REATFRUIE AR AAWS K i5 R FZWAWSHR AL B HEERRIR

BEREUTNERITRIFAWSHRL P HEEER

MREBREFRRET , BAETRITENRE | WATEH R ARFRITZERF,

ol
i)

% mateojackson IAM AR ZRERABEEHAEFTEEXEM my-example-widget BIRHIFHAE]
BFRHEEM social-messaging: GetWidget WRAT , 2K E LT RAEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: social-
messaging:GetWidget on resource: my-example-widget

FEEHERT , BIEH mateojackson AFMIEME , LA social-messaging: GetWidget
BAEVR my-example-widget iR,

MRBEEHE , FRERAELWAWSEE R, FHNEEARREMHEREIIN A,
RN IT iam : PassRole

MRBWE -—RERER , WELRHITZiam: PassRole®RE | N LM EHEH R AR T ELA
BEBLAWSHEL A BB ML,

ﬁ‘tbAWS BSANERIAFAGERAZRS A MARCEBFNESACIRSAXEE, Nt , &
EERAEELEDRSHNR,
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AWSBA A BB AR s
LEZ A IAM B FPmarymajor=id A EH B ‘AWSKRL A FEE Social” FRITIRER , 2H:
DT RHlER. B2, RELNEERSACHMRFWNRET THITHIRE. Mary TEBEAGBEE
BIPRSF IR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MREBEEHRE , ERRENAWSEER, FHNEERREMEREIEN A
BEATRUAR A AAWS KA B EHAWSERL AP BEEER AR

FAatE—1Ae  UEEMKFPHNAFFEELANARTUERZABKRIBRIEHRIR, &7
BIEEWESER , AURAAG., X TXHETRFENRBEHHFEFZIR (ACL ) KBRS , &R
i FIX LR B0 A 5 RT3 1889 BIR AV U5 R X o

BETREZEE , ®SAUTRE

- ETRAWSRAAFEELRREBXISXLEIR , BSRARELEZAWSHEL AP EEHR S IAM f
BEA,

- BET7HBRUNMBRENESHEENERRNIGRNEAWS IKF , B30 IAM AP EETRHEEREAWS Ik
FHS— 1AM AP R4 R BR.

- ETHRNMEE=FRENSHRROIGREAWS IKF , 50 IAM AR EBTHEE=HRE
HiFER, AWS Ik

- ETRUNAEYSOBRERIERHILENR , F2H (AM BFER) FRAEEINRE BRI
AP ( BHBRERIE ) REHRNR,

- ETHEAACHNETRRNRBHTEKR,IBRZENES , E36 (AM AFERE) B 1AM
Y BB K P BRI 1]

HENMIITAWSERL AP EEHR

ETHRREBERTRESHAITNNGE , B2 HAWS RFEEM TN ZHEE" ", RAREFRERBNE
MERITR. AWS RFEX—MREE , BSHAWSEMITHIAWS,

BUAEATEHE=AFITREAWS Artifact, BXEZEE , BZHAPH “TEIRSE" FH “AWS

Artifact,
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BHEEAAWS RSN EAREBRT ENBENBRM, RLTANENBIRURERNEENE
Mo BREEFEANNEARENESRFERAWS S , BSHAWSEE X,

FIMEAEAWS B4R B 5 4 B Ak 5

AWSE IRER R e R B 5AWS KAl HXHEN., AWS KERESMMERENREENTHAX , X
LEUARKBIEREE, SEHENSETRNMNEERE, MATHX , SALRITNREETRAXZE
it BRI ABEBNNARFNRERE, SEENENHSIMREROEMIREMEL , TAKX
SRERHNTAM. RERINTT Bk,

BXRAWS XENMTARXNESER , BSHAWSE BREM IR,

BTAWS2IREMBMIN , AWSEL AP HEHRERES T , LB TR0 RERIENE B

th i BRI S AWS B B P Bk 3

ER—TIEERS , AWSERA AP HERZF Amazon Web Services : 2 HEMIAR A E P iR
AWS 2 Bk & ZZ = 2 7RI

BRI LMEAAWSE £ APl HABEMEHEAWSKRARAF EERLRZNE, BEFHAAZFEARE
ZEMMMYL (TLS ) 1.0 REBMA, BiIUER TLS 1.2 ESHRA. BEFRELAZHEGTLMEE
% (PFS) WEBEH , fflan DHE ( BEH ) = ECDHE ( #E fi& S E /M Diffie-Hellman ) . Diffie-
Hellman KZHIMAK RS (M Java 7 RESMA ) #xiF X EE R,

AN, BIERFEZA ID M5 IAM EEXBRARBIHRIZARNERETEE. XE , EAAUEH
AWS Security Token Service ( AWS STS ) £ R Ifif R 2 FE USRI FERHIITEAE,

Cross-service &L Y &8l F s

BEREMER —NLL£MEE , PFEFRRERITNRAEAATEEBFEESE SN RN EMARIT
ZBE, EHPAWS , BRSZSEGTEELSBUREALMNAIF R, Cross-service H—MNRES ( BAKRS )
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"social-messaging:DeleteWhatsAppMessageMedia",
"social-messaging:PostWhatsAppMessageMedia",
"social-messaging:SendWhatsAppMessage"

1,

"Resource":"*"
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ListTagsForResourceRate 10
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