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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-solution-terms
https://business.whatsapp.com/policy
https://www.whatsapp.com/legal/messaging-guidelines
https://developers.facebook.com/docs/whatsapp/pricing
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https://business.facebook.com/
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/two-step-verification/#updating-pin
https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
https://docs.aws.amazon.com/connect/latest/adminguide/tutorial1-set-up-your-instance.html
https://console.aws.amazon.com/social-messaging/
https://console.aws.amazon.com/social-messaging/
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4. EEHBEER , AGFEHFSEERRL, NER—IMIERTR , HPE2EXTISRERRN K
288
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https://www.facebook.com/business/help/2055875911147364
https://www.facebook.com/business/help/2055875911147364
https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#template-pacing
https://console.aws.amazon.com/social-messaging/
https://console.aws.amazon.com/social-messaging/
https://www.facebook.com/business/help/2055875911147364

AWS 4 RAFEEER ArfEm
T R AVIRAS T E ¥4 WhatsApp

BREEAFER. BEPRBNEFSEE , M E8NMEEERSERETHR. RBEIARRVREN &3
B, FREEAER  ERERE TEAN TR, NREEERFEVINERBISEER , WaSH
BIRS R EZE.

Meta 2REFEAAREARBENSEE I EXERNRSIRE TR, NMRENERRSEETN ,
B E| WhatsApp £BEH, BFHREENESIBEH, F£HAWhatsAppE HEES KK BEERAIRES,

o0 RATRAEARHEIEL WhatsApp , ] SUR AR BT URB IR AR H BiF.  WhatsAppE
TRESES , B2 HWhatsApp B F &S APl SE i,

BARES & TR a2

B H HERREEFZD. KRS
AJRERE 24 /NI H BETE Ao

B4 HERRERIESL | B R
HBiF,

EB) e HERRE REEIRBZFFH
RERBRARFEREES , A
SRR AT AT RIEHE R
EB) HERRLF B W EEM
HHRRR B, TARRZE
HB.

o

EB) & HEERWE T REFFHNR
H R B ERERE | Rt A8
EEEHKHA.

E (8 HEERWE T REFFHNR
T R SR B kR, AT LA
SERIRSHEESENR , B
RESWEFERER,

WMIERE A Active-Low JRZS
B, EREANEE, F—RE

BARRSMRETER 28


https://www.facebook.com/business/help/2055875911147364
https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#appeals

AWS RZ&RFEBHR RAriEmE

BHRIRES FREITE a2

FER=ADE , BZREER
AN, T—XREELEH

BHRo

2EF HTEF R EHIAUE R B
FiRRE  HREREEF,

EEH HTRRREHRNAER B ,
HERRERER,

EER LK EEREH LR,

B e B R X WhatsApp

WMRERE BB Meta BFZHEL |, BFRE —HE 74, RAZERBIELNRERR, S Ut
B4 1R H RIFSIE UERVE BB, LUT R Meta ATREIRLHEEBRRW—LEELRR :

TESHIESRHKRFH , fln#. $ H%.
- TESHRR, BIESTLEESTEL,
SHEERBEER WhatsApp B BE = WhatsApps B\ BRI AR

BXREZEERE , B2 (WhatsApp Bl FAET= API &) N ELELFREEH,

BIRBHEL N RR 29


https://www.whatsapp.com/legal/business-policy/
https://www.whatsapp.com/legal/commerce-policy/
https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#common-rejection-reasons

AWS RZ&RFEBHR RAriEmE

AWS L AP EEHRX TR EEMSFE it

EHB MR KX WhatsApp E4H9 Amazon SNS £, Amazon Connect 3K4il, FF /3 5E 30 % 1 ThEE
B, BHMEBERENEREHEFRAZEENEHENt, FRSHERE., RERMD L8 EEME
AEZFBENRES.

/> WhatsApp 0K = (WABA) T LAE —ANESI B B, 5 WhatsApp 1k Ik 7 X BRI Fr B &R
WA SEHHFIERINZEHEN., Sl , BELIRE — WhatsApp LIk |, HBG&=45
ZXREWHBIFESE , FEXEHESBRNEEHEFICRKERE—/1NEs B B,

B

- @ AWS BARAFEEHRMIEEMEHE it

« AWS BB EEH DI EEMEBHER

« WhatsApp JHEIRE

B AWS &4 FHEB#RINE S ME4 B8

UIEF B EEMNEHRHIIEET |, B/ WhatsApp ALK = (WABA) £ REIFTE S4 &G L% E
Amazon SNS £, XEEE WhatsApp LK P XN ENBHESBRNEHS. YREY WABA ATLE —
NEZXEH Amazon SNS &,

FRF M

EFBZal , HIUHE BT R REZHFEEFEH Amazon SNS EF s Amazon Connect SEHI/ER H B A
EHB R,

Amazon SNS =&

- B£0|27T Amazon SNS ERBH RN T KR

(® Note
A% #F Amazon SNS FIFO £#,

« (Tk) EFEAMFER AWS KMS Z4ANZH Amazon SNS £ , 406 AWS BAAFEEHK
RFIEZHARBHDR,

AITES) B #9 3t 30


https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html

AWS RZ&RFEBHR RAriEmE

Amazon Connect 45|

- E8IE— Amazon Connect £ 3750 T R,

AAIE S MEA BRI

1. 37 AWS RLAFHEEARZEE A , Wik Fhttps://console.aws.amazon.com/social-
messaging/o
EEEWKS |, AFEE -1 WABA,

ESESEMM EMFLE , &R REBNK,
BEITFES MM, FER BA,
ST BERHER | FiZE Amazon SNS 5 Amazon Connect

o M 0N

a. ENEKEREFLSE SNS Bty , i§EEE ARN FH ATEEH ARN, BXRHI
IAM policies , {25 T &% SNS EFM IAM BUE,

b. 3&MAF Amazon Connect

i. XtF Connect 3£4 , BN THHIRAPEERE DA,
i. XNFXNOFEAR , FHEFUATE—IEIR :
A, ERIME IAM AE-NIE IAM AT HIIRFPEEZEINE IAM KE&, BXRH6 IAM
policies , 2 Amazon Connect #J IAM B,

B. #AIAM B ARN — 7£ “CERINE IAM A€ Armn” i A IAM KEH ARN, BX
6 1AM policies , 1§Z ] Amazon Connect B IAM BUE,

6. i%# Save changes (RTFEX )

INZ ) Amazon SNS R BR

#RET LB 42 8 AWS KMS B548 2580 Amazon SNS FHIRIEE 223, WELMN R AEFLERL
ERBBRIE | KHRBNE L HABFEE. A% AWS KMS A48 1% Amazon SNS THIE
2E8 BN (IDRHLBNRSFRELE) PHEARSSEH AWS FAMBIE A #ES
e

AIEEMEAE R 31


https://docs.aws.amazon.com/connect/latest/adminguide/tutorial1-set-up-your-instance.html
https://console.aws.amazon.com/social-messaging/
https://console.aws.amazon.com/social-messaging/
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services

AWS RZ&RFEBHR RAriEmE

(@ Note
A% 3#F Amazon SNS FIFO £&,

ZRPIERFER T kB HENSourceAccount MSourceArnf A RERBERIFRE , AR
AWS RAAFHEAXRFEEKFP I ENGR, BXEEFIFRANENEZER , 55 IAM AFiE
EPHREEITF R,

BEANBALMRNHN . NER Amazon SNS TR X FIEXFR AWS KMS F4A,

RIERZ AR AT “ AWS RARAFHERER” FRZFH, ER (AWS Key Management
Service F X ARIER) PERFHA R P IRBAEINEZHARBEFMNA TR :

"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{ACCOUNT_ID}"
3,
"ArnLike": {
"aws:SourceArn": "arn:{PARTITION}:social-messaging:{REGION}:{ACCOUNT_ID}:*"
}

% SNS =FRY IAM BUER

EFEAYE AM ACHLEFAE  BRATRBHINEZAE , UE AWS RLRAFHEEER TR
RAZBE, BXRNABRABEEXRINEE , B IAM AFEEHRNERAE,

TR IAM B eRNRREKE, XK TITFRME Amazon SNS &,

HELT IAM SRR BEF |, HITUTEX :

5% SNS /A IAM BUR 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html

AWS & A FHBAR AFiEmE
« {PARTITION} B ABEHEPHER AWS RARAFEERLRH AWS 7K,

» {REGION}E#RNIE AWS XiF EHER AWS LA FEREHERI,

« {ACCOUNT} il 8B — ID AWS TIKF,

« {TOPIC_NAME} &7 FHEBESE M Amazon SNS £,

{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
.
"Action": "sns:Publish",
"Resource": "arn:{PARTITION}:sns:{REGION}:{ACCOUNT}:{TOPIC_NAME}"
}

Amazon Connect B9 IAM BUE

MREBFHLE AWS RELAFHEAREAIEN IAM At B@FAG | BHUT RN ZA
&, UEAWS RAAFEEHRIURAZAR, BEXNABHBENAETEEXRNEES , BSH
IAM AFEEPRNENAE, WAGBATRAEEN , tATHLESEBMAWS RELAFERHLRS
AZ| Amazon Connect,

EOEMH IAM KBS | BT TIRE
1. BB IAM AP ErEA JSON 4:tE a8 6 2 5 i 5 89 U B S 2 # Y AR SR S

- HEZESH, FH IAM AR REE LT A E Amazon Connecto

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOperationsForEventDelivery",
"Effect": "Allow",
"Action": [
"connect:SendIntegrationEvent"

1,

"Resource": "*"

Amazon Connect B9 IAM B 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor

AWS RZ&RFEBHR RAriEmE

1,
{
"Sid": "AllowOperationsForPhoneNumberImport",
"Effect": "Allow",
"Action": [
"connect:ImportPhoneNumber",
"social-messaging:GetLinkedWhatsAppBusinessAccountPhoneNumber",
"social-messaging:TagResource"
1,
"Resource": "*"
}

}

2. BERIAM AFEETHNERBEXNEERMEIESEPIUEZINEERK,

a. HELR49F, £A IAM BENEEERK,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

b. FEDZE 10, FINEE L — LT EARRER.

REEH Amazon SNS TG , BUMAZEBITHLIFET K. KinT LT REBWR A BIREKEDR
FEE. BXITRETINEZER , FSRTS% SNS FAEERFHITE Amazon SN S 3,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html

AWS RZ&RFEBHR RAriEmE

AWS R RAFHEEHXRAPREEMEHE

EAEH JSON NS@A AWS ZE #4755 F WhatsApp JSON BXHE. B3 JSON WhatsApp B&1H
HAENTIER , ESHEWhatsApp Bl F &= APl 3% ) Webhooks B A7 g2 FE 2R,

AWS Z4 F P HERE RSB HIRE

E4H JSON FWREBE AWS EHRB A WhatsApp JSON, #RBEEEEM WhatsApp £l Ik
(WABA) ARNs B AWS $RiRFMEBESE,

"context": {
"MetaWabaIds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
.
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
"messageld": "6d69f07a-c317-4278-9d5c-6a84078419ec"
}
//Decoding the contents of whatsAppWebhookEntry
{
//WhatsApp notification payload
}

R E REIEFS

« 1234567890abcde 2k B Meta B9 WABA ID,
« abcdel2345678902Kk H Meta WEBIESH ID,

HEMEAER 35


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://developers.facebook.com/docs/whatsapp/conversation-types#message-status

AWS RZ&RFEBHR RAriEmE

« fb2594b8a7974770b128a409e2examples WhatsApp ik~ (WABA) B9 1D,
« 976c72a700aac43eaf573ae050example REFSEBH 1D,

AT HEUWGE B WhatsApp JSON R4l

UTERTREWNEAEENEHIZE WhatsApp. M WhatsApp 12
WKwhatsAppWebhookEntry#y JSON LA JSON FRFEHFNIZW , H BRI LI JSON, BXF
BRHEENNIIEK , ESH (WhatsApp BlLF AT APl %) F#) Webhooks BAHIAHSZE,

{
"context": {
"MetaWabalds": [
{
"wabaId": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{

"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
b
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
"messageld": "6d69f07a-c317-4278-9d5c-6a84078419ec"

PRATAER W jg 2K T Ef J SON FRSE KRN JSON, AT = JSON %X
B : whatsAppWebhookEntry

{
"id": "503131219501234",
"changes": [
{
"value": {
"messaging_product": "whatsapp",

BB WhatsApp #9 JSON R4 36


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://jqlang.org/

AWS RZ&RFEBHR RAriEmE

"metadata": {
"display_phone_number": "1425555@0123",

"phone_number_id": "46271669example"
iy
"statuses": [

{
"id": "wamid.HBgLMTkxNzM50TI3MzkVAgARGBIBMTM4NDAGRENEREISRexample™,

"status": "sent",
"timestamp": "1736379042",
"recipient_id": "01234567890",

"conversation": {
"id": "62374592e84cb58e52bdaed3lexample",

"expiration_timestamp": "1736461020",
"origin": {
"type": "utility"
}
},
"pricing": {
"billable": true,
"pricing_model": "CBP",
"category": "utility"

]
+

"field": "messages"

FA TR A E BB WhatsApp JSON R4l

UTERTREARKFEENSEHIER, ERFEMXH , iFEMA GetWhatsAppMessageMedia AP @3
To BRFEBRRHEEUHFIIER , 5550 Webhooks BAHAEHSZE

{

//AWS End User Messaging Social header

}

//Decoding the contents of whatsAppWebhookEntry
{

"id": "365731266123456",
"changes": [

{

#EA45H 5. WhatsApp B9 JSON R4


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components

AWS RZ&RFEBHR

RAriEmE

"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"
I
"contacts": [
{
"profile": {
"name": "Diego"
},
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDEORjVGRkexample",

"timestamp": "1723506230",
"type": "image",
"image": {

"mime_type": "image/jpeg",

"sha256": "BTDOx1qSZ71020+/upusiNSt1EZhA/urkvKfl43Ugik=",

"id": "530339869524171"

]
+

"field": "messages"

WhatsApp JHERE

HEREEERN , B2WEBRZEERNRSEN . E4HE AEHICRS ReER

FIAWS B4 £ 5 BAE SRR i M B RIS 4F B B9 8,
HERS

TRIBAEERHEBRRE,

HEBRES

38



AWS RZ&RFEBHR RAriEmE

RSB iR

2 il B EFRIBRT ZaBE , W REBHE TEEIR RS
25, W&t RO EL M BR

BERA HEBEHINMRIEELEER,

BARK HERIE KM

read ERRAETHERE. RESEFFEEEEKA ,
FERERES,

B &% HEBKIE , BRHEEKEF.

warning ZHEBETHARFFENTE,.

H {5 R

BXREZEE , FZ0 (WhatsApp BlLF A= APl 5E) HEERRS.

Hip R 39


https://developers.facebook.com/docs/whatsapp/conversation-types#message-status

AWS RZ&RFEBHR RAriEmE

LEEEz —BRIENFEEH WhatsApp

HIBRERIBBR AR, DG HEHFEE Amazon S3 FHEBEPHMNP LEFIRER

WhatsApp. Amazon S3 FERL4A AWS K 5 AWS Xi &8y WhatsApp LK~ (WABA)
B, XLHBARTR T W{ARIE Amazon S3 FFEfR. LE&XHURMAHEXXHHN URL, BHX Amazon
SIHBTPHESZEE , BSHE AWS CLI FEASHF (s3) i t. BXREBNEZEE AWSCLI, &
ZHAWS Command Line Interface AP IEEHMIELE AWS CLI 1 A mazon S3 AP EMHHEIER
AN LAY R

® Note

WhatsApp #E M BR 448 344 2 BT R E 74 30 X |, 1§ 5 WhatsApp L F &= APl & &
By A2 R4

BT AN BRI ETNES URL, EAMESR URL , BUURFINRNREHRIRRH LEE
1, MEES—HHE AWS ZERIEHBFHNR,

1. E|E Amazon S3 7R , EEMALEFEBEH S AWSCLI . EHTITHANRTSHT

aws s3api create-bucket --region 'us-east-1' --bucket BucketName

ELRepoe

« us-east-1E#NIR AWS XiF B9 WABA FRER
« BucketNameBR N FHFHEBHN BN,
2. EFNHEFE Amazon S3 7R , HEM cp AWSCLI i, ERTITRANTSH T

aws s3 cp SourceFilePathAndName s3://BucketName/FileName

ELRemas

« SourceFilePathAndName &R BE M XM XH B EF B o
* ¥ BucketName BN EHBEE .
« FileNameB#HANERTZXHHBE.

40


https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#upload-media
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/create-bucket.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html#using-s3-commands-managing-objects-copy

AWS RZ&RFEBHR RAriEmE

FIERERAR MR

s3://BucketName/FileName

ERIEFZLR URL , Buser input placeholders A& B HEBRE#,

aws s3 presign s3://amzn-s3-demo-bucketl/mydoc.txt --expires-in 604800 --region af-
south-1 --endpoint-url https://s3.af-south-1.amazonaws.com

IREIHMUEE R : https://amzn-s3-demo-bucketl.s3.af-south-1.amazonaws.com/
mydoc.txt?{Headers}

3. WhatsApp f# A post-whatsapp-message-media@i S FREAE X4 L& B, RIWTRE , ZH SR
Bl {MEDIA_ID} , XRRIEREMHEEFILEN,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

EERWTH , ITUTHRE

« {ORIGINATION_PHONE_NUMBER_ID}&iNEHBFSILH ID,
« {BUCKET}&#: N Amazon S3 1K & Fr.
« {MEDIA_FILE}E#HNEAEXHHER.

BB A LAE - -source-s3-presigned-urlfRE , AN MUt L&, --
source-s3-filef&& M EheadersFEContent-TypeHiFN, RGN EHR
% , InvalidParameterExceptioniRE —4\,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

4. HRINZREMEDIA_ID , fiR[E, MEDIA IDRAT1E &iFEAE B rt5| B A&ST 4,

41


https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/post-whatsapp-message-media.html

AWS 4 RAFEEER ArfEm
SIS IR AR B A K/ WhatsApp

REFEBEREEN | DAFEXHRBEEBINTRERAXGE KD, BRESER , BE5H
(WhatsApp Bl FEZ API &) Iy ISAVIRAESRE,

IR S AR E
EHER

EpiEsid rERERF MIME & RARS

AAC .aac Hii/aac 16 MB

AMR .amr FJi/amr 16 MB

MP3 .mp3 audio/mpeg 16 MB

MP4 & 55 .m4a Z5/mp4 16 MB

OGG &l .0gg audio/ogg 16 MB

BN

MAGRE FRERF MIME 62 RARST

XA text text/plain 100 MB

Microsoft Excel Xls, .xIsx application/vnd.ms 100 MB
-excel, application/
vnd.openxmlformats-
OfficeDocument.seet

Microsoft Word .doc, .docx application/msword 100 MB
, application/vnd.op
enxmlformats-offic
edument.wordproces
sin

%% PowerPoint .ppt. .pptx application/vnd.ms- 100 MB

powerpoint, applicati

R RS IR 42


https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#supported-media-types

AWS BLRFIHBAER

RAriEmE

MR E

PDF

MEEAE

o 18 s 4K
A R LK

3GPP

MP4 155

T RER

pdf

yRERF
Jjpeg

-png

FERERF
.webp

.webp

yEER
.3gp

.mp4

MIME 262

on/vnd.openxmlform
ats-officedocument

.presentat

application/pdf

MIME £ #
image/jpeg

image/png

MIME k&
image/webp

image/webp

MIME 262

RARSY

100 MB

RARY
5MB

5MB

RARSY
500 KB

100KB

RARY
16 MB

16 MB

RS IR

43



AWS RZ&RFEBHR RAriEmE

WhatsApp JEERE

AEBIHT XA ERREREAZEREP, BXHERENIIR , H2H (WhatsApp B FE =
APl ZE) HHEE.,

HEKR iR

B &N B8 B P RIEEE S URL,

o REFM, X, BE& BRASIAIX . S
CIE>Y 853 3% 3 & i: k-2 8

Reaction RERBHESEANERENRE , LR X\
o

BEAR RIFEHE R

uE Rk R

N RIEBRRAE R

REX RERXERHER.

H b B3R

X WhatsApp SHEXNRIFIEK , ESH (WhatsApp B F AT API &) FHHEE,

HAi®R 44


https://developers.facebook.com/docs/whatsapp/conversation-types/
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/messages#message-object

AWS RZ&RFEBHR RAriEmE

WhatsApp £ AWS RABAFHEHRLZIEHEE

HERIEHERZHE , BYAIRE WhatsApp ALK (WABA) , 7 B&H A P SJUE R EBOR B 889H

B. BXEZEER , BZ5H RIR.

HAFPASKXERN , — N EABFRSEON 24 NIt BRL B HRIH . PIERENES (8
BOHEBRIN ) REEENAF 2B AEFRFEONRE, RAEAFERBBCREENER | BTN

Bl R X AEARE B

NTEBEEHBZURNEBFHES , BEBCERRSHFERETEAHBE M. WRENES & AREMH

WhatsApp , M &£ —INEERSANEHfail, LMHMITIFEEFMS4 B 5 e BUE 2IRES

BXBBRBMFIR , BSH (WhatsApp BT AT API %) L,

/A Important
{# A Meta/ WhatsApp

o &5 WhatsApp B ERARAFEAZELESER. Bl FRFESZK. WhatsApp &
WSEEEEE, HEARIERUREFPUSIAARANANFEEMMER., BERSRIERNEZRAM
ZHMNL R, WhatsApp WhatsApp WhatsApp iX KR A AJRES BT E Ho

+ Meta = WhatsApp T BERE RS 22 1E &5 ) WhatsApp Bl RS =R,

o EEA WhatsApp B RS R , BFRBRXEMAZERZESEN R S0 KBRHIH A
&, EEHHKE.

ES]
- £ “AWS 54 AFHE Social” B REERE S KRB
- £ AWS BL BB R P RIEFERHE S A R B

£ “ AWS R A IE R Social” B & iEERE BB =G

BRUNUREWHERRRENESZEE |, 55 H (WhatsApp AL F &A= API &) HFREEE
o BRAMKRERHERRENIK , FS6 (WhatsApp BlFE= API FE) HRER.

LA 74515 B fna]{sE FH AR AR [B) B 72 & 3% 5E 5. AWS CLl, BxEEBMNEZESE AWS CLI, &5
i ¢{AWS Command Line Interface FIF#E/) AWS CLIFHEE.

RIEBAE S
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AWS RZ&RFEBHR RAriEmE

® Note
£/ AWS CLI M7 2 B , %IIETE base64d B, XA LUE R AWS CLI B8 --cli-
binary-format raw-in-base64-out@HEH AWS CLI £ BB ENXHRTK. BXEZE
B #SHcli_binary_formathkA& 2 9 (AWS i STHREAFERE) .

aws socialmessaging send-whatsapp-message --message

'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'",6 "type":"template", "template":
{"name":"statement", "language":{"code":"en_US"}, "components":
[{"type":"body", "parameters":[{"type":"text", "text":"1000"}]1}1}}"' --origination-phone-
number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

HLERewH , HITUTERE

« {PHONE_NUMBER}EB#HNEFHNHBIESH,
« {ORIGINATION_PHONE_NUMBER _ID}EM#NIEMBIEFESEH ID,

LR RBIGE BB I R X T B2 A4 ERER.

aws socialmessaging send-whatsapp-message --message '{"messaging_product":
"whatsapp", "to": "'{PHONE_NUMBER}'",6 "type": "template", "template":
{"name":"simple_template", "language": {"code": "en_US"}}}' --origination-phone-number-
id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

« {PHONE_NUMBER}EB#HNEFHNHBIESE,
« {ORIGINATION_PHONE_NUMBER _ID}EM#FIEMBIESEH ID,

£ AWS B4 AP EEE R P RIAEAH S/ RA

AT R BE tnfalE A B R EAGH B AWS CLl,, AxEBEBENEZEE AWSCLI, 5
i {AWS Command Line Interface FAF#E/)Y AWS CLIFWELE ., Ax XS EASTHEBNE
x , BRI EFNEASTHERF KD WhatsAppo
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AWS RZ&RFEBHR RAriEmE

® Note

WhatsApp MBI BR 448 S 4 2 BT E 74 30 X |, 1§ 5 WhatsApp B F &= APl & &
BY A2 RAK,

1. FEEH L& E| Amazon S3 FiEfE. BXEZEER , B LEESZ —BRANEARH
WhatsApp.

2. WhatsApp fE Flpost-whatsapp-message-mediatp S RFHREXH L& El, RIIERE , R SR
Bl {MEDIA_ID} , X R RIZFEME EFr LT,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

ELRGSH , ITUTERE -
« {ORIGINATION_PHONE_NUMBER_ID}&i¥ N BFSIEH ID,

+ {BUCKET} &t Amazon S3 12 M & .
« {MEDIA_FILE}ERNBEAEHHER

BB A LAEH - -source-s3-presigned-urlf{E , FAME A M7 L&, --
source-s3-filef& 4 HiEheadersFBContent-TypeH i, MRENEAR
% , InvalidParameterExceptionliRE—1,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

3. ffMsend-whatsapp-messagefn s KX HAE S,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'","type":"image", "image":
"id":"'{MEDIA_ID}'"}}' --origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}
--meta-api-version v20.0
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AWS RZ&RFEBHR RAriEmE

® Note
5/ AWS CLI fRZA 2 Bt , AAUETE basebs 4mt8, X LUER R AWS CLI S8- -
cli-binary-format raw-in-base64-outZE X AWS CLI £/ EEXHRTMH -
BXEZER , H5Mcli_binary formathkads 2 89 (AWS S TREAF,ER) -

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'","type":"image", "image":

{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-

id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0 --cli-binary-

format raw-in-baseb64-out

ELReoH , ITUTRE:

« {PHONE_NUMBER}E#MAEFHHBIESTT,
« {ORIGINATION_PHONE_NUMBER _ID}E¥NEMEFESTHBH ID,
« {MEDIA_ID}&#t R E—FHiREIME ID,

4. HIBFABEBERMAEMER | ATLUE A delete-whatsapp-message-mediafin &3 E M WhatsApp il
BRo XR2MEH Amazon S3 FEHE M BRIEMAR X H WhatsApp , TR MMEH Amazon S3 77
f& #8

aws socialmessaging delete-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}

HLERewH , ITUTERE

« {ORIGINATION_PHONE_NUMBER_ID}&¥ N BFSIBH ID,
« {MEDIA_ ID}&¥ NI ID,
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AWS RZ&RFEBHR RAriEmE

BlE AWS LA FEREHXFRHEE

BRAMSIZE WhatsApp kK (WABA) FEZI B fVith |, ARFTERFIEEREMES ., HEBKE
FEIEER , BHEREFESHE NN Amazon SNS =&, EZBOEH |, BAAMITE Amazon SNS

Ll ==

FALIRT 2o

BRRBBINEAEEWNEH RS |, BSHEA T ERESREER WhatsApp JSON R~¥l, BXBEENE
Z{EB AWS CLI , 55 (AWS Command Line Interface AF#Ef) AWS CLITHEIE, BXxX#E
AR R B WK | BFS R ZIFH R RSO SEB R K/ WhatsAppe

/A Important

EEWEARNEE , X918 WABA BRAEHEMN, BEXEZELR , 51 1 AWS 4 H
FOE B R RIEE MBS B Kb,

£ “ AWS R A FIHE Social” FRFERAFIR A At B 3=/ 7R 4

BRFEERSREN , MEERLRAF R LreaddEE SN ERHEIAIRIC,

aws socialmessaging send-whatsapp-message --message

"{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

HLERawH , HITUTERAE

« {ORIGINATION_PHONE_NUMBER ID}EiFNEMBIFSHER ID,
« {MESSAGE_ID}E¥M N EEMME — AR, A Amazon SNS TBREENRANidFRE.,

£ “AWS BRL B FEE Social” FALRE EE R
LRAJ A SEERINEI R | tbinZiike XE,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual", "to":" ' {PHONE_NUMBER}'",6"type":
"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4D"}}"' --

origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0
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AWS RZ&RFEBHR

RAriEmE

HLERewH , AT TERE

« {PHONE_NUMBER}EB#HNEFHHBIESE,

o {MESSAGE_ID} &1 HE MM —FrR%F. £H Amazon SNS FEHEEXNRHANIdFERE,

o {ORIGINATION_PHONE_NUMBER _ID}Eia RN EHEESHEH ID,

TR LM T 5 WhatsApp El Amazon S3

ERRESEXHHTHREE Amazon S3 F#NEF |, 1EFEHget-whatsapp-message-mediafi ©o

aws socialmessaging get-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --destination-s3-file

bucketName={BUCKET}, key=inbound_
{

"mimeType": "image/jpeg",
"fileSize": 78144

EERGTH , ATUTERE

« {BUCKET}#&1#t N Amazon S3 &M & #o

o {MEDIA_ID}E#MAKBINEHFNiIdFERE, BEXEABRECEHNRE | &

B WhatsApp JSON =41,
« {ORIGINATION_PHONE_NUMBER_ID}&i N BFSILH ID,

EM Amazon S3 FEFREREREK | FEAUTHS :

aws s3 cp s3://{BUCKET}/inbound_{MEDIA_ID}.jpeg

EERBTH , ITUTRE

« {BUCKET}#&1# N Amazon S3 & @M & #o
« {MEDIA_ID}&#rh k—%iRE/ MEDIA_ID,

SRR T EREMAH

ML b ib R4 ST T 2 2] Amazon S3 WhatsApp
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AWS RZ&RFEBHR RAriEmE
£ B R EH N E & R E & H S8 =6

LRl , EHWEF Diego MBRET —FELE , LEEE ‘B, ARZASRERNEFXRER
SEE1,

TRFH
E#UW Diego EXIFEEMNBEA , BXLIIREEH BHF Amazon SNS R HIT [ EML R Ko

1IE7£ [B] B

1. WZFIRHE Diego KEESE , 2EZEBMNARET RRE —1NEH. UATRZETERTAENE
=

® Note
T Diego K2 7 XiE , Bt eIt ABK Bl & BT ENEE,
A RBlwhatsAppWebhookEntryFHILL JSON RRZEE R, BXF JSON FHF LN
whatsAppWebhookEntry JSON KY7RfI , &S H A TEYUEE M WhatsApp JSON 7R
B,

{

"context": {
"MetaWabalIds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
.
"whatsAppWebhookEntry": "{\"...JSON STRING....",

EEEREY 5



AWS RZ&RFEBHR RAriEmE

"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917"
}
//Decoding the contents of whatsAppWebhookEntry
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217712345"
.
"contacts": [
{
"profile": {
"name": "Diego"
},
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEwWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506035",
"text": {
"body": "Hi"
},
"type": "text"

]
+

"field": "messages"

2. E[ Diego ERREWEER , RS RENread, BEXRFHERFZFLVHEZLEIRNER
Ry EIEFRIC,

EEER 52
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® Note
5/ AWS CLI fRZA 2 Bt , AAUETE basebs 4mt8, X LUER R AWS CLI S8- -
cli-binary-format raw-in-base64-outZE X AWS CLI £/ EEXHRTMH -
BXEZER , H5Mcli_binary formathkads 2 89 (AWS S TREAF,ER) -

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

EERGTH , ATUTERE

« {ORIGINATION_PHONE_NUMBER_ID} &7 Diego MH K*XHEMHEIESH ID phone-
number-id-976c72a700aac43eaf573ae@50example,

« {MESSAGE_ID}EM AN EHEMNM —RART, XERIIMNEEFRNIdFREME
Elwamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNZBDRjM5MDU20DEWMDkwREY40DBDRDE®R jVGRke:

3. {RALAL, Diego X —MNFEFHR AL

aws socialmessaging send-whatsapp-message --message

'{"messaging_product":"whatsapp", "recipient_type":"individual","to":"'{PHONE_NUMBER}'", "ty

"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4B"}}"'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

HLERewH , AT THRAE

o {PHONE_NUMBER}Z#NIERMEBEESH , 14255550150,

o {MESSAGE_ID}E# N HEME — R, XS5KWAMNEETMWNidFEREM
Elwamid.HBgLMTQYNTY50DgzMDIVAgASGCBDNZBDRjM5MDU20DEWMDkwREY40DBDRDE®RjVGRke:

« {ORIGINATION_PHONE_NUMBER_ID}EiAEXRMHE KixH S M BiESEID:phone-
number-id-976c72a700aac43eaf573ae@50example.
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AWS RZ&RFEBHR RAriEmE
H th 7R

. BREMBFMIEREENERE AL,
. H% WhatsAppE B X R#FI% , H5H (WhatsApp B FAE API B2) higEE,

HAR o4


https://developers.facebook.com/docs/whatsapp/cloud-api/reference/messages#message-object

AWS RZ&RFEBHR RAriEmE

T AWS LA HEERH WhatsApp K2 F 4 A 1B IR IR

Yt
(]

AWS H4 A FEE Social EAMEEE WhatsApp KR FERABRIRE :

o EXTEWRER
- BOHEWER

BARAXEKENRERBENESFELR , BERUATEE,
F&

- BXEWRER

- BHEWER

X 1R I 5%

(® Note
M2025 7 A1 BiE, AWS RARFEEMREHENSE ,
MAREIEWEE WhatsApp , X5 Meta WL —F, XE
BkMetaTemplateMessageFeei&ConversationFee , BR T AWS MessageFee. 20254
8AINEIM2025F7 A LT IR , FETFEITEELNBAKE D, BXRIEHE BT HYIK L F
FEABRIREMNFER , 3 HFthe section called “#&E B,

AWS RARAPEEERMEEN —TEAXE  HAIEUATHRANENFER Region
code-MessagingType-ISO-FeeDescription-FeeType. 8/ WhatsApp X1 i&H # /N W RERY it %
InH : M p AWS er MessageFee, WhatsApp ConversationFee

WBBEN KEEBHCE B XX ERN , AWS EMessageFee ABZE X+ —H WhatsApp
ConversationFeefM—HMBEH, X[FITHF—N 24 MELD , ENEA—FFBRELEZHBRVER
SHEERR AWS BMessageFeeH it %%,

WhatsApp Xt &R EMEMF#18 I EWhatsApp Bl FEF R EEFENE T ENENFEKE.
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AWS RZ&RFEBHR

RAriEmE

TREFMEABRAREPHFEROATRENER, BX AWS RELAFEEHXENNESEE , S
] AWS R4 A FEBE M WhatsAppH#Y,

FER

Region code

bl

® USE1—;E|/\§ (ﬁ%%

WALEB ) X

« USE2— XEFRH ( XM

M) K

« USW2— XEBEE ( HRH

X ) X1

« APS3— I AKX ( &3 )

X1

« APS5— I KX ( iB5HL

B) X

« APS1— YU A [X ( %0

® ) X

- APS2— T KX ( &S )

X1

« EU-FiiX (ZR= )X

]

« EUW2— RN (163 ) Xig
« APN1T— T A#KX (FRE)

X1

- APN2— I A#X ( H7R )

X1

« EUCI— BN (E==1E)

X

- EUS2— RUM ( B3EST ) X

]

- SAE1—EEM ( ZRT )

# X

o AFS1—3EM ( FER ) it

X

iR

7~ WhatsApp 8B XX =
WAZE AWS X3 KBTS

3mSR
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AWS RZ&RFEBHR

RAriEmE

FE

MessagingType

IS0

FeeDescription

by

« CAN1— EX ( HEF ) it

X

WhatsApp

EEXEFNER

ConversationFee
MessageFee

It AR IR IE TR RIS KYH B 38

&,

HEREBNF ALK 1ISO E
2R/ X AR,

WFERIEE the WhatsApp
ConversationFee = p
AWS er MessageFee .

B E R
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AWS RZ&RFEBHR

R

M

FE

FeeType

by

Authentication
Authentication-Int
ernational , Marketing

, Service, Utility,
Standard

DU

b7 BE RATE A YRS TR SR AL
S5 E B H BB 5 AR E

il & EHConversat
ionFee K3l

« Marketing — AF==UF

MERR, NESHEERIH
HHEMEREMNES. =
PlasEfr-m. RS |InEE
nE, EEEHEALEUKRE
Y& FIRE,

« Utility— ATRHAFER

EER, ROIBIEEEFEM
ABIA, order/delivery B
(BIINEEERT ) . WKFE
SIRE ( flafTRIZER )
RRBAFE,

« Authentication — B

THERA-IREREN AP
THEMRIE , TERERER
HRENSNTER (Bl
WUF, K/ IREMTEMR
58 ).
Authentication-Int
ernational — M
748 , Authentic
ation BEZMLUER
REZHMER/MXE
Authentication-Inter national
BER  AANEREZER/
XN F Rt R 2 FITF
Mo

3mSR
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3]

AWS B4 FI P B Tt
FE pri Bl iR
+ Service— BTHMARFE
#l,
AP %i2kConversat

ionFee 3

- Service— ATHRRAEFE
o

MessageFee 33

« Standard— RixsiEWE
R R

LB X EBHCEE AR EN , BFEEX{f—ConversationFeefl—MessageFeeW %A, X

HA - 24 PRER , BREGE —FFHNBSHEREEHEEN AMessageFeeit %, £ 24 NTE
O , BCES B ATMEE , BT R E,

fln , MREEMEFREEHEEMRES , MIEEHNConversationFeeHMessageFee I 2%,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard
Marketing Template Message 2: APS1-WhatsApp-CA-MessageFee-Standard

MREFFEZROSERABLLEDE  NEFEXINTT B Service N ENHE ST,

Service Message 1: APS1-WhatsApp-CA-ConversationFee-Service
Service Message 1: APS1-WhatsApp-CA-MessageFee-Standard
Service Message 2: APS1-WhatsApp-CA-MessageFee-Standard
Service Message 3: APS1-WhatsApp-CA-MessageFee-Standard

EFRIAIE{AI BT & A FeeType

BEXEFNER/MEXYIFE Authentication-International FeeType , £ WhatsApp AWS
AR EREN.

E FRINE{ RS E A FeeType
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AWS RZ&RFEBHR RAriEmE

MBESER/MXBEFRTEA “ B WhatsApp AP F/BAuthenticationXig , MFEEL
TAuthentication-International FeeTypelii T , MR ZEFR/t XK FAuthentication-
International Z @ &RULTE :

1. EBZH 30 XA, BRI EFTE WhatsApp LK~ FFFE 78S 75 FIXIE ,
XL WhatsApp AAFHWE R/ XFIUAREB A ERENER/MX, Authentication-
International BXEZEE , S H (WhatsApp Bl FAFKEERE) FHHEE.

/A Important

R Meta BELHN DWW HFEAEK |, fifiJAuthentication-International =it @&
RiE—HEFHHFEH  HF IS EANER/M XM 30 KERAFF AT E,

2. BB EIRES —PMER, BEXREELCULELIHSHNEZER , TSR (BILFEFAEIE
) FHEEWhatsApp B\ ith 2.

3. W& REIRIT 1A B % E SRAVET A S R 2 FFT4REY

R RIEEHEEREE

Bl | MBREEFFEXEEHENES , I AWS EMessageFee AZE X {f—3H WhatsApp
ConversationFeefl—HM %M,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

R 2 ST RRSS XY iR

HiEEAFERIAENEM 24 /NESERITEE O ZANAUE SN | FIRERS X iE %, X
HERT , BEERNEFH AL WhatsAppConversationFee#l AWS MessageFee H k#4425l UK
%%,

Service Message
Service Message
Service Message
Service Message

: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

NN BRR
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AWS BLRFIHBAER

RAriEmE

AWS BB FEEHRIKE SO REEH WhatsApp X7 i 2% Fo R &

X EFHE R
PALEEY ISO E =R/ XA
AF
AX

AL

DZ
AS
AD
AO
Al

AQ
AG
AR

AM

AW
AC
AU
AT

AZ

Bl 3R /3 X & 75
Afghanistan
Aland Islands

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda
Argentina

Armenia

Aruba

Ascension Island
Australia

Austria

Azerbaijan

WhatsApp X iF it 2% X135
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALEHY 1ISO B =R/t X AKE
BS
BH
BD
BB

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

VG

BN

B 3R/ X & #h
Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands

Brunei Darussalam

WhatsApp X 1& 1T 5% X 13
Other

Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

Other

Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA

BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CO
KM
CK
CR

Cl

R/ X & 5

Bulgaria

BurkinaFaso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

Rest of Latin America

Rest of Africa

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA

HR

cw
CcY

Cz

CD

DK
DJ

DM
DO
EC
EG
SV
GQ
ER
EE
ET
SZ
FK

FO

R/t X & FR
Croatia
Curacao
Cyprus

Czech Republic

Democratic Republic of the

Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands

Faroe Islands

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern

Europe
Other

Other

Rest of Central & Eastern

Europe

Rest of Africa

Rest of Western Europe

Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

AL ZRRY 1ISO E =R/ XA
FJ

FI

FR

GF

PF

TF

GA

GM

GE

DE
GH
Gl

GR

GL
GD
GP
GU
GT

GG

R/ X AR
Fiji

Finland
France

French Guiana

French Polynesia

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala

Guernsey

WhatsApp X 1& 1T 5% X 13
Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other
Other
Other
Rest of Latin America

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
GN

GW

GY

HT

HM

HN

HK

HU

JM
JP
JE

JO

R/ X & 5

Guinea

Guinea-Bissau

Guyana

Haiti

Heard and McDonald Islands

Honduras
Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland
Isle of Man
Israel
Italy
Jamaica
Japan
Jersey

Jordan

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
KZ

KE

KI

XK

KW

KG

LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

MG

MW

R/ X AR
Kazakhstan
Kenya

Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar

Malawi

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
MY
MV
ML
MT
MH
MQ
MR
MU
YT
MX
FM

MD

MC
MN
ME
MS
MA
MZ
MM

NA

B 3R/ X & #h
Malaysia
Maldives

Mali

Malta

Marshall Islands

Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia

Moldova

Monaco
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar

Namibia

WhatsApp X i& 11 2% X 15

Malaysia
Other

Rest of Africa
Other

Other

Other

Rest of Africa
Other

Other

Mexico

Other

Rest of Central & Eastern

Europe

Other

Rest of Asia Pacific

Other

Other

Rest of Africa

Rest of Africa

Other

Rest of Africa

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP
NO
OM
PK
PW
PS
PA
PG
PY

PE

B 3R/ X & #h
Nauru

Nepal

Netherlands

New Caledonia
New Zealand
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

WhatsApp X 1& 1T 5% X 13
Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America

Peru

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALEHY 1ISO B =R/t X AKE
PH
PN

PL

PT
PR
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC
BL
MF

WS

E R/ XA
Philippines
Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation

Rwanda

Saint Helena

Saint Kitts and Nevis

Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

WhatsApp 1% it 2% X1
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALEHY 1ISO B =R/t X AKE
SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

SI

SB
SO
ZA

GS

KR
SS

ES

B 3R/ X & #h

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan

Spain

WhatsApp X 1& 1T 5% X 13
Other

Other

Saudi Arabia

Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other
Rest of Africa

Spain

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
LK
SR

SJ

SE
CH
TW
TJ
TZ
TH
TL
TG
TK
TO
1T
TA
TN
TR
™
TC

TV

E =R/ X B
Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden

Switzerland

Taiwan

Tajikistan

Tanzania

Thailand
Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey
Turkmenistan

Turks and Caicos Islands

Tuvalu

WhatsApp 1% it 2% X1
Rest of Asia Pacific
Other

Other

Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

Other

Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
uG

UA

AE
GB
us
uy
UM
uz
VU
VA
VE
VN
VI
WF
EH
YE
ZM

ZW

B R/t X & 5
Uganda
Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp 1% it 2% X1
Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

it%% 1ISO K13
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AWS RZ&RFEBHR RAriEmE

BH B W FR

(® Note
M2025 7 A1 B2, AWS RARFEEMREHENE ,
MAREIEWEE WhatsApp , X5 Meta WL —F, XE
kMetaTemplateMessageFeei&ConversationFee , B8 T AWS MessageFee. 2025
FEAWEIN2025F7AKETT I , XETEIASELNBAKED, ETHZaIETHIK
¥ ConversationFee , i&&fthe section called “E3TiE TR,

AWS BRARFEEMIEER —MFEAXE  EPIEUTELXHNENFR Region
code-MessagingType-ISO-FeeDescription-FeeType. & WhatsApp $HE BTN A RERYIT 3R
IiH : 1 AWS MessageFee, MetaTemplateMessageFee

UIREEBHCHER | AWS BMessageFee AZEXR f— 3
WhatsAppMetaTemplateMessageFee Ml —H KA,

TRETEABREEFNFZENATEENER, BXx AWS RAAFHEERENNESER |, B85
) AWS &4 A FEEENMWhatsAppF Y,

FER 1IN ik
Region code « USE1— XEHXRI ( #FFEL R WhatsApp JHE X%
e3P ) X RIBWALIE AWS X3 #9751
- USE2— ZEF (BZBM Ko
) X
- USW2— EEAEI ( HEX )
X i3
- APS3— T AMK (EX ) K
15
« APS5— I KX (BEHE
) X
o APS1— I AR#b[X ( #hos )
X i3

2= D=NEd 74


https://aws.amazon.com/end-user-messaging/pricing/

AWS RZ&RFEBHR

RAriEmE

FE

MessagingType

IS0

FeeDescription

pri !l

- APS2— T A#[X ( EE ) X
15

« EU-RUMibX ( B/R= ) X

- EUW2— BRI (83 ) X33

« APN1— T AKX (F5) X
15

« APN2— T AKX ( HR ) X
15

- EUCT— R (SEX 1T ) i
X

« EUS2— RN ( FEBEST ) X1

« SAE1—EEMN ( RRF ) #tb
X

o AFST1—3EM ( FER ) #X

« CANT— INEX ( 3 ) #h[X

WhatsApp

EEXENER

MetaTemplateMessageFee
MessageFee

It FBARR EERIERHE

KH,

HEREFMF LB 1SO
B 2R/t X A5

W FEIETE the WhatsApp
MetaTemplateMessag
eFee = pAWSer
MessageFee o

HHEIW SR
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AWS RZ&RFEBHR

RAriEmE

FE

FeeType

priAd|

Authentication ,
Authentication-Int
ernational , Marketing ,
Service, Utility, Standard

iR

I B R 7R AT A H BRI 3R
B, EEESHES4HRA
KPR

il R EHIMetaTempl
ateMessageFee 33l

« Marketing — T3k
NEFHER , NESHAE
ER#pHENEREN
BF. ~BlaER~ M@,
RS HEELNSE . E[E
HILBURMYERFER
g,

« Utility— ATR#EA
FRESER, R~OISHE
EEMATIA, order/del
ivery BB ( HIINELIEEH
). P EMSIRE (B
MERIRE ) IR IBAE

&,

+ Authentication — A
FEA-—RXEEBYAR
HITHMRIE , EERE
BRIAENZNSR (F
ik PR, kA IRE R
STEMRE )

* Authentication-
International — &
FERMER , Authentic
ation {B&MWLE
BREZHMER/MX
B Authentication-Inter
national 2% , A BEEE

HHEIW SR
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AWS RZ&RFEBHR RAriEmE

FE bR iR
R ZE R/ X I iEe
HEPA=Y 853

+ Service— ATFHEREF
=i,

AP kiHIMetaTempl
ateMessageFee 33

+ Service— AT HEREF
=i,

MessageFee 33!

« Standard— KJESIE
FHER4ER,

HBEEEPCEEN |, BEEX{f—MetaTemplateMessageFeefl—MessageFeeI %M, HEX%
EEHEERANEERERAWERR , BFENIIHE, MessageFee

flmn , MREEMEBFFEEEEERES , WEENMetaTemplateMessageFeeFIMessageFee S
%

EFRIAIE{AI BT & A FeeType

BXEBMER/M XK Authentication-International FeeType , {55 WhatsApp AWS
RLAFEEEN.

MR EER/HXEFRBR “ B WhatsApp A ZiEAuthenticationsB 8 , WA
TAuthentication-International FeeTypelii T , MR ZEFR/XE FAuthentication-
International R &

1. B 7E 30 RNFEPTAE WhatsApp MLk A AFITH TEN 75 A&RER , H WhatsApp AP
MERMXFURKBERTERERNESR/MX, Authentication-International BxEZE
BEZ P (WhatsApp Bl FAF XK EIER) PWEE,

E FRINE{ RS E A FeeType 77


https://aws.amazon.com/end-user-messaging/pricing/#WhatsApp
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#eligibility

AWS RZ&RFEBHR RAriEmE

/A Important

R Meta BELHN DWW HFEAE |, fifiJAuthentication-International ¥ =it @&
RiE—HEBEFHHFEH  HF IS EANER/M XM 30 KEARAFF AT E,

2. B ZEIRES —PMER, BEXEELLELMSINEZER , HSH (BlLFEEFTFAEE
) FHEEWhatsApp B\ ith 2.

3. WHERELNZER/M XA 30 REIRAFTIRET R /5 RIEN.

R RIEEHEEREE

Bl | MBREEFFEXEEHENES , I AWS EMessageFee AZEXZ{—3H WhatsApp
MetaTemplateMessageFeefM—HH %A,

Marketing Template Message 1: APS1-WhatsApp-CA-MetaTemplateMessageFee-Marketing_Regular
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

R 2 ST BRSS XS iR

HPWHERIAFRENEERN 24 MIREEAFHAWLERRN |, MRtBRSXE. &
XMERT , BFE AWS MessageFee N B H AU H bl EMetaTemplateMessageFee-
Service_RegularXff—£FHMN—£%H, i, MRAFART —FHE , D LEET , AFE
87, WX=XHEENTAFOTARR :

User Initiated Message 1: APS1-WhatsApp-CA-MessageFee-StandardService

Business Initiated Message 2: APS1-WhatsApp-CA-MetaTemplateMessageFee-Service_Regular

Business Initiated Message 2: APS1-WhatsApp-CA-MessageFee-StandardService
User Initiated Message 3: APS1-WhatsApp-CA-MessageFee-StandardService

AWS LR EEARIKE 1ISO R MetaTemplateMessageFee MRt
XEFHER

PALEH 1ISO B R/t X AKE B R/ X & 5 WhatsApp X i& 1t 5% X 13
AF Afghanistan Rest of Asia Pacific
AX Aland Islands Other

1 REEHEERER 78


https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location

AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA

AL

DZ

AS

AD

AO

Al

AQ

AG

AR

AM

AW

AC

AU

AT

BS

BH

BD

BB

B =R/ X &
Albania
Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda

Argentina

Armenia

Aruba

Ascension Island
Australia

Austria

Azerbaijan

Bahamas
Bahrain
Bangladesh

Barbados

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

Other
Rest of Middle East
Rest of Asia Pacific

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

VG
BN

BG

BF
Bl

KH

R/ X & 5

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands
Brunei Darussalam

Bulgaria

BurkinaFaso
Burundi

Cambodia

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

Other

Other

Other

Rest of Central & Eastern
Europe

Rest of Africa
Rest of Africa

Rest of Asia Pacific

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
CM
CA
CVv
KY
CF
TD
CL
CN
CX
CC
CO
KM
CK
CR
Cl

HR

Ccw
CY

Cz

B 3R/ X & #h
Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

Croatia

Curacao
Cyprus

Czech Republic

WhatsApp X 1& 1T 5% X 13
Rest of Africa

North America

Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

Rest of Latin America
Rest of Africa

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA

CD

DK
DJ
DM
DO
EC
EG
SV
GQ
ER
EE
ET
SZ
FK
FO
FJ
Fl
FR
GF

PF

R/ X & 5

Democratic Republic of the
Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands
Faroe Islands

Fiji

Finland

France

French Guiana

French Polynesia

WhatsApp X i& 11 2% X 15

Rest of Africa

Rest of Western Europe
Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

Other

Rest of Western Europe
France

Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

AL ZRRY 1ISO E =R/ XA
TF

GA

GM

GE

DE
GH
Gl

GR

GL
GD
GP
GU
GT
GG
GN
GW
GY
HT

HM

B 3R/ X & #h

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guernsey
Guinea
Guinea-Bissau
Guyana

Haiti

Heard and McDonald Islands

WhatsApp X i& 11 2% X 15

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern

Europe
Germany
Rest of Africa

Other

Rest of Central & Eastern

Europe

Other

Other

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Rest of Latin America

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA B R/ X A #5

HN Honduras
HK Hong Kong
HU Hungary

IS Iceland

IN India

ID Indonesia
1Q Iraq

IE Ireland

IM Isle of Man
IL Israel

IT ltaly

JM Jamaica
JP Japan

JE Jersey

JO Jordan

KZ Kazakhstan
KE Kenya

KI Kiribati

XK Kosovo
KW Kuwait

WhatsApp 1% it 2% X1
Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East
Other

Rest of Africa

Other

Other

Rest of Middle East

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
KG
LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

MG
MW
MY
MV
ML
MT

MH

R/ X AR
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar
Malawi
Malaysia
Maldives
Mali

Malta

Marshall Islands

WhatsApp 1% it 2% X1
Other
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa
Rest of Africa
Malaysia
Other

Rest of Africa
Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER RAriEmE

PALEEY 1ISO E /it XA B 3R/ X & #h WhatsApp X 1& 1T 5% X 13

MQ Martinique Other

MR Mauritania Rest of Africa

MU Mauritius Other

YT Mayotte Other

MX Mexico Mexico

FM Micronesia Other

MD Moldova Rest of Central & Eastern
Europe

MC Monaco Other

MN Mongolia Rest of Asia Pacific

ME Montenegro Other

MS Montserrat Other

MA Morocco Rest of Africa

MZ Mozambique Rest of Africa

MM Myanmar Other

NA Namibia Rest of Africa

NR Nauru Other

NP Nepal Rest of Asia Pacific

NL Netherlands Netherlands

NC New Caledonia Other

NZ New Zealand Rest of Asia Pacific

it%% 1ISO K13 86



AWS BLRFIHBAER

RAriEmE

AL ZRRY 1ISO E =R/ XA
NI
NE
NG
NU
NF
MP
NO
OM
PK
PW
PS
PA
PG
PY
PE
PH
PN

PL

PT

PR

B 3R/ X & #h
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

Philippines

Pitcairn

Poland

Portugal

Puerto Rico

WhatsApp X 1& 1T 5% X 13
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America
Peru

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe

Rest of Latin America

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALEHY 1ISO B =R/t X AKE
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC
BL
MF
WS
SM
ST
SA
SN

RS

B 3R/ X & #h
Qatar

Republic of Congo
Reunion

Romania

Russian Federation
Rwanda

Saint Helena

Saint Kitts and Nevis
Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

WhatsApp X 1& 1T 5% X 13
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

Other

Other

Other

Other

Saudi Arabia
Rest of Africa

Rest of Central & Eastern
Europe

it%% 1ISO K13
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PALEHY 1ISO B =R/t X AKE
SC
SL
SG
SX

SK

SI

SB
SO
ZA

GS

KR
SS
ES
LK
SR

SJ

SE

CH

B 3R/ X & #h
Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan
Spain

Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden

Switzerland

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other

Rest of Africa
Spain

Rest of Asia Pacific
Other

Other

Rest of Western Europe

Rest of Western Europe

it%% 1ISO K13
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PALEHY 1ISO B =R/t X AKE
TW
TJ
TZ
TH
TL
TG
TK
TO
T
TA
N
TR
™
TC
TV
UG

UA

AE
GB

us

B 3R/ X & #h
Taiwan

Tajikistan

Tanzania

Thailand
Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey
Turkmenistan

Turks and Caicos Islands
Tuvalu

Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

WhatsApp X 1& 1T 5% X 13
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa
Other

Other

Other

Other

Rest of Africa
Turkey

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom

North America

it%% 1ISO K13
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PALERY ISO E =R/ XA
Uy
UM
uz
VU
VA
VE
VN
VI
WF
EH
YE
ZM

ZW

B 3R/ X & #h

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp X 1& 1T 5% X 13
Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

it%% 1ISO K13
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B AWS R AFHEHER

BER4ET AWS RAAFHEAERNENEM AWS SRS RN T EME, ATAMNMENEEARS
T AWS RELITHETE  HTERYM AWS RLAFERAIES , £HIRENHTHRE , H &
Bt B3 REUEHE

« Amazon 2358Y CloudWatchiz 2 & H) AWS FIRFMAIZIT AWS R AREF. EA SAREMIRERIE
¥R, QIR BEENHEETE , URIREBIRATEIEENBIRA RS TR B E B A &= RS .
Blan | AT LA CloudWatch SRERIERY Amazon EC2 3EfIHY CPU EREXRHEMbigt: , AEEERH
HEeFEHl, BXREZEE , S H Amazon CloudWatch FF#ER.

« Amazon Lo CloudWatch gs &g i, F#EMBEKRBLD# EC2 EHIRMHAKIRH BE
., CloudTrail CloudWatch BERT S M B EXHFWER , HELIBERENBEANR, BiLT
DESEHEAMERTRIENWAZHIE. BXEZEEL , i52H Amazon CloudWatch BEAF 15
Mo

« AWS CloudTrail##i%k & HY K 7 A RER AWS IKFH#1TH AP ARMMEXEH , A BEEXH
BB EIEEMN Amazon S3 FEME. & LURRBIBL RS MK KT T BiE AWS, & HFUAYR
P bk BAR AL & £ WY Bt R, BXEZEER , S AWS CloudTrail {AFER) .

51 AWS LA EEET Amazon #17#3 CloudWatch

& T LAME S AWS S4B B Social CloudWatch , © W ERA IR H G HAL I F T 1M F 32
B iEIR. XERITRELKREFE 15N, NFEREBBRFEER |, HEEBEFiH T HEEHN Web
BARFRRSHWINITIER. s, TSUEBA THNISERENER , HER 2R R E N X E B
RMITRIE, BXEZEER , 5 H Amazon CloudWatch A F 5,

T AWS RAAFEEHRES , BEEEZ EWhatsAppMessageFeeCount , HEKEI X HE
ErRMEWhatsAppConversationFeeCount H % 1R,

(® Note
MG BIERSEEZEAE | RETEMEAIXL CloudWatch E#R.

T&RIE T En AWS d User Messaging Social § HZ|AWS/SocialMessagingdp % 2= 6 B I8 #R M 4
E,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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ER LX) iR
WhatsAppConversati T £ WhatsApp & #H i3
onFeeCount
WhatsAppMessageFeeCount  it#& WhatsApp 8 E % it
MetaTemplateMessag T TUIEARE B 2 Y 1T 5
eFeeCount

@ Note

% WhatsAppConversationFeeCount ¥§4xM 2025 £7 A 1 BERFA T,

g iR

MessageFeeType BRNEARBENIFEREA

DestinationCountryCode ZE R/ XHFHEANFEH 1SO KB

WhatsAppPhoneNumberArn BiESENIBE

MetaTemplateMessageFeeType BN BRARBOTEEN. RREFARS. &%
AR5

MetaTemplateMessageFeeCategory BERN AL TERS. EH. 2ASL. 5

BRIE, HHRIE EER

ConversationFeeType BRN AL BIERS. EHE. 2HAEL, 5
BRI, FARKIE_EFR

(® Note
% ConversationFeeType RFM 2025 £7 A 1 BE2F T,
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AWS RLAFHEEHER AFiEm
FRIZE AWS RAX A HE Social APl A AWS CloudTrail

AWS R4 RAFEEEREAWS CloudTrail —HRFERK , ZBRFREAF. ACHACAHXENEE
#9123 AWS BRZ%5. CloudTrail £ AWS &R R FHERRMFTE APl BABRAIEN. HRHEA
BIERE AWS AP EEHREHAENEARNX AWS RAAFEEERAPIREN KB REA, &£
BWREMNEE CloudTrail , B LABER AWS AR EERRXNIL A HIER, ZHIERN IP #
i, K HERAE RS R HAFEEE R

BIMNEHHBETREBESEXRERBFRNARGR. BOEEEBTEHEUTRE !

- BREFEARAFEIIERAFEIEREN,

« IERRENREK IAM Identity Center A % Ho

- BREEAACERKEAFNRNZEZIEREN,
- BREGHHEM AWS RF K H,

CloudTrail FEZ&RIZKF AWS K BEERIK S P4 TENRES |, HEEBB A LLER CloudTrail
SEDIEIEF. CloudTrail E4AFIEREMRTHE 0 XA ERNEBEHNTES, TER, T
THEFTEMIDR, AWS KEEXESEL , 5 (AWS CloudTrail AFISRT) H9 “ER
CloudTrail EHHELIERK", BEEFEHHELIEFT CloudTrail WEEAT 2 A,

ERFZICR AWS K/ 3£ 90 KM EH |, FIEBREED CloudTrailLake EHIEEM® .

CloudTrail &

IRER A2 CloudTrail 3 B &304 & 2] Amazon S3 F#. FEASIEMNFTERE AWS
Management Console #2 % XEHH, S LUBEEA AWS CLISIE 8 Xigs % X RER, EiE
BSXERER , RASATUHREKS AWS XiE AHAEED . RECIELXIFHRER , N REEE
EREFEN AWS XKigHIERNEH, BXBENESER , i55H (AWS CloudTrail AFERE) #
B9 J9 S8R AWS Tk P B 22 3R BR A 0 4H 40 B 2 BR R

BEMERE  SUER S EEHTHEERESHN — M EIAREZEE R Amazon S3 F4E1E |
B4 UKHY Amazon S3 2%t . CloudTrail 3% CloudTrail EMMNEZE L , HSHEAWS
CloudTrail Efte BX Amazon S3 EMHEE , i5ZSE Amazon S3 Efts

CloudTrail J#AE 4 HIEFM#

CloudTrail LQ@ ak e AFENEHEZTET SQL BWEif., CloudTrail Lake FEFITH JSON
BN BEEHHIRN Apache ORC 1K, ORC = — 4t Xy tRiER R HIE#H TIRLH 5 X7k
BX. SHHEREIEHBEFEET  ERETEEINASISHERSZEENZG4NTH
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors

AWS RZ&RFEBHR RAriEmE

THEHES, NATEHBEFEHNERSATEFMLEEHZEFEHTHEER, X
CloudTrail Lake WE ZE LS. , 5 HAWS CloudTrail BFEE SRR AWS CloudTrail Lakes

CloudTraill M ASEHHEE#NERNSTERA, CIEEHEEFE#N  SUUERERTFEHH
BE#NEMET, EMETURE T BN EEEHNRAR , UREHBEEEFNRIANZEKRE
8, B3k CloudTrail EMMEZEE , HSRAWS CloudTrail .

AWS R AP BEERNERBIESH CloudTrail

BREEGUTRMEANTRIERBERAARITRRRE (HlW |, BB A Amazon S3 F KR ) WEXE
B, XEHUHABIECZHRE. BEZEHEERSREES. BIAMBERT , CloudTrail FiEXEKIEE
#. CloudTrail B4 H £ iIEZRFIERETEH,

EEBESHNWEGNFEH. BX CloudTraill EMMWEZEE |, S HAWS CloudTrail E4Ts

BT LAE A CloudTrail ##/&. AWS CLISL CloudTrail APl #E1IE%E AWS RAAFEEHRBRIRE
HYBEEN, EXNAERBEEHNESLER , B2H (AWS CloudTrail AF#EmR) HHEA
AWS Management Consoleig FEIBEBEHFEH AWS Command Line Interfaceid FEHIBE 4o

TRIE TEHETERBESH AWS WRAAFHEARAREKE, BIRSHRE (24

A ) SIE REMNEZES CloudTrail & EMBIESHERASIRFIEENE, res ources.type EFIE R
Zresources.typeff , B EFEASEESREHEFERMNIEEZE. AWS CLI CloudTrail APIs”
APIs IBZEIFBHE CloudTrail” 3|E /R 7 CloudTrail # ¥ iZ&FREHEIZFKH API B,

BIEEHXRE (BHE) resources.type & ¥iE APIs 2125 F CloudTrail
#HIHEBFF ID AWS: :SocialMessagi « DeleteWhatsAppMess
ng: :PhoneNumberId ageMedia

» GetWhatsAppMessage
Media

+ PostWhatsAppMessag
eMedia

» SendWhatsAppMessage

U LU B REHIRREEEE N E eventName, readOnly M resources.ARN ZE EHITHEIE |
M IERBLERNEREENEH. BRXEFERNEZEL |, 2SR AdvancedFieldSelector {AWS
CloudTrail APl &) i ,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html

AWS RZ&RFEBHR RAriEmE

AWS AP HERNAEREEREH CloudTrail

EEEHRAESANFNERIITHERIR/ENEE AWS K/, XESFHRNEFERIEE. BIAER
T, CloudTrail iIEZEEEH,

AWS BAAFEELREME AWS BAAF R G THIRECEFIEEES, BXRLAR
SHEMRIERE AWS WHRA AP EEHRES SFHIREMNT|EK CloudTrail , S5 (AWS LR FH
EHZAPIZE) ., AWS

AWS &£ A FE B4t 335& 30 R4

SHARRBEMARRIEMNER , BEAXMERG APIHRE, RENBHNTE., ERSBEN
55, CloudTraill BEXHARLH AP HRANAFHERRE , RUEHT2REMBEINT LI,

UTFRBERT —ANERIZIZEE CloudTrail FWE4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "GR632462JDSBDSHHGS39:session",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/Session_name",
"accountId": "123456789101",
"accessKeyId": "12345678901234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "GR632462JDSBDEXAMPLE",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/
Session_name",
"accountId": "123456789101",
"userName": "user"
.
"attributes": {
"creationDate": "2024-10-03T17:25:08Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-10-03T17:25:237",
"eventSource": "social-messaging.amazonaws.com",

"eventName": "SendWhatsAppMessage",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/social-messaging/latest/APIReference/
https://docs.aws.amazon.com/social-messaging/latest/APIReference/

AWS RZ&RFEBHR RAriEmE

"awsRegion": "us-east-1",
"sourceIPAddress": "1l.x.x.x"
"userAgent": "agent",
"requestParameters": {

"originationPhoneNumberId": "phone-number-id-

2a012345678901234567890123456789",
"metaApiVersion": "v20.0",
"message": "Hi"

’

1,
"responseElements": {
"messageld": "message_id"
1,
"requestID": "request_id",
"eventID": "event_id",
"readOnly": false,
"resources": [{
"accountId": "123456789101",
"type": "AWS::SocialMessaging: :PhoneNumberId",
"ARN": "arn:aws:social-messaging:us-east-1:123456789101:phone-number-id/
phone-number-id-aa®12345678901234567890123456789"
3,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789101",

"eventCategory": "Data",
"tlsDetails": {

"clientProvidedHostHeader": "social-messaging.us-east-1.amazonaws.com"
}

£ < CloudTrail FSHAMEELR |, 15251 (AWS CloudTrail BF#ERE)Y £/ CloudTrail & & AN E,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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AWS R AP EHEATH RIESSE

AHNBLHRERE , IUABHEREFFSEEABERFREEF, BFIE AT FESEEE
Wo FHERFITRIRBUERE W

B X WhatsApp REXBRHNZHFIIFEK , ESRWhatsApp 1l H B BUEEK,

F&
« Up-to-date M 8%
« FREUX PR

- BHHEERE

- WREFIIX

- ETSE5ERELENRE
- EEHREAE

Up-to-date A S8R

43P HEFH up-to-date WhatsApp (R #4R | BIERFXHFRRER , B FeR4itat, Ruhibisk
BiESH, BRATRENEERESEN , ToEMmE R b,

2R BUAX PR

ERITREEBERBEAEHEN , 7R RABERBRLISHEENKRHEARIZEES, BREUTIER
MAEE :

« ERMARELFRBEENZAAEERERERLFAIEEHEE. WhatsAppR 47083115 83
0N NIRRT

« BERNTHERFBEERENG E. BREEMARENESHEEATENBENERER. EHt
FIRLENEA , AREAXEZEREMBLENFT,

BX WhatsApp EBMAERNEZELR | BHSHE REUEEIMA” WhatsApp

MR AT ERELREEMZRERER | HEh L B MAEMATAERER TITEE]. &
ERFAFEENERRRBIESHBIIRE
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https://business.whatsapp.com/policy#best_practices
https://developers.facebook.com/docs/whatsapp/overview/getting-opt-in
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ESFHEARHNEM, FLEIUEMARNEHBENMEER , BBFZANEHBRRATIRPMBR
TiL R I B ik 2K WhatsAppo

S/ MERMAERMBIAN B, SEMRRAIERK, XA UBENEFEREH#THITH
ito

ZILEVHERR

/A Important
£ F Meta/ WhatsApp

« B3} WhatsApp 78l ## R 75 REY £ A UE STl RS 5 7. WhatsApp FEl &R RE
. WhatsApp WhatsApp B EE R, HEARIEEUREGUSIAARXAANFAER
R, BRBIER (EABMEZRATESTRER ) WERFEM4. WhatsApp

« Meta 3% WhatsApp AI8ERERT 22 IE & E A WhatsApp &l R 5 =R,

« EEA WhatsApp Bl R AR , BRERITMZTEAZRIEARFIREH L MHA
B, EEHHIE,

MR EERZ WhatsApp BUR , Bk IJREASE —BRNBRHEZLREESE , ZRRERIFZEHE
BE , REWKAE . WREBHWEAKSRE=ER T BER , Meta FiB3 88 F 451 WhatsApp Al
SRBBEANE, FrELIFESAE Meta 12, EEFERBERMWT ARG Meta REHIF , BSHE
Meta Business & B /U EFEH WhatsApp LK I BEREN I IE. BXRRMPZIEMBRERES

£ , BZEWhatsApp Al HE B,

LTREKMEBERRENBZIENERT, ERAREHEEI WhatsApp , HEREELTHER
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https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-solution-terms
https://business.whatsapp.com/policy
https://www.whatsapp.com/legal/messaging-guidelines
https://www.facebook.com/business/help/692706745267064
https://business.whatsapp.com/policy
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- FEEN
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- EREBEITN
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- RERBRENS
- @FBRZEIXNEHITL
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SHAF.T, —
- IR
- 8%
- RE/ETR
B=RBERFTXR - WX, HEFIHEHFEGENLF

HREF AR

MREEHRIE WhatsApp JHE , BEHRFRENT L, FRENEFIRAEYTHRABAE
BYCHENEF T REABRZBCEENES.

FRENTIRE , AFMERNANEFESZEREGINESITANES , FAEMNEEEXEUETRNE
£
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ETZHEERRBENRE

BEFNLERTEEERNBEBMAERL, MREFAUENHEETEER , MR IERR
ETHEERERHEE  WEEERENHERENREFRNWHES . HTXERR , BLAETEFS
EEREENRIEED.

HFSENERENRONES | LRBEANGEEREAE, HIN, MEOSSHESSEALREY
B, BAUNS EERENE S HIREMNE A HEX .

RE , NENEFIRPHRTEERSENE,, IRABLEEFEFSNERNEERIEE. XETNE
TEREABHBRIPEBENRBEANEE,

EE Yt E AKX

EEFENBAXRIENRREES. MREEBRBNARIFRREEE , WENEFRIUERLIUETTHAE
BB , 2R T, HEFEFTELEEE WhatsApp SHER , BAEFERERIEHS
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AWS AP EEHRFHREM

TEEAWS BREHZE, FHN AWS BF , BAIUZRTENREARSHRZ BB BEALANERMY
BRBAE R OMM KR,

ZERMAHEEE AWS 5 E, TEHEEXFEFHRNENZEMNZIN TSN

s BEE — AWS AFRRPESHIEIT AWS RSHVER B AWS Cloud, AWS R ERE AN R
EERANERS. FHAWS EMITHERITHERA X EN—ES , E=FFIHMEHN XML R
NZ2WERME, ETHERT AWS HRLAFHEEIN AR , BSAREMN TINS5 HE
B RNAYAWS BRS RS ITRI.

- TIRBEE-ENREHREERDN AWS BFERE, EEFENEMRRNT , SEENHFEHHR2
. BRANERANERREREN,

AR HBE T BEFEH AWS LA EELRNMANA S BREERE, U TEEEENH WA
BLE AWS L AP HEHRIUHERENZ2NEN M BIR. SEFFIWAEREM AWS RS KE
B G EARY AWS RARAFEEERER,

£

« AWS RARFHEERPHBERY

- AWS AP EEERN SO EEE

« AWS B4 A FEE Social WERERIE

- AWS RARAFHEMHRPHEY

« AWS RARFEEHRPHEMRRRS

- BUEBRSEERE

- REGEXE

- £ AWS LA HEHRPEARSHEXAE

AWS &4 A P E B RPN BERT

2 AWS EREERERAT AWS BLRAFEEMIFHBRERF . WAKEFMR AWS |, AFRE

BITFA N BN EIKEM M AWS Cloud, ERAFREF N IEEELEREH ENABRRES, £ER
TIEFRERM AWS RS WE2BEBENEERES. AXRBERLNESER , FSRALEELEILR
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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B, BRENBERFHES , BHSH AWS Security Blog £#) AWS Shared Responsibility Model
and GDPR & X E,

HFHERPEHN , BNBUUERF AWS Ik FIEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENA AP, X , 8MNAFPRRBETHIERRAMENNER,
REWEE ST AR EIE

s NEBNMNKFERZESHRIE (MFA),

« AT SSL/TLS & AWS RIREF., BIERFER TLS 1.2, BIUEEA TLS 1.3,

- FERIRE API MAFES BE AWS CloudTraile XA CloudTrail lRERIHIR AWS SEFIMEER |
E5 (AWS CloudTrail BF#8) RMEAR CloudTrail o
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LA EEAXMIE EXHEN , ELERIINBREA XN ERTNBEFRTERE. ZHENAWS &
LRAPHEBARXMIE RRZBIRR , ELEA SN R EMICRREARS E,

BiEmE 103


https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://developers.facebook.com/docs/whatsapp/cloud-api/overview/data-privacy-and-security
https://www.whatsapp.com/security/WhatsApp-Security-Whitepaper.pdf

AWS RZ&RFEBHR RAriEmE

A

AWS RARAPFBEEERSMBEHE AWS U AN EIFRHNAERIE. XTEEEHIE. TMBIEL
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EZEER , HSH AWS Key Management Service F & A R 1§,
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Interface , FFEEBEHYER HTTPS # TLS 1.2 #1T®RY .
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AT MEZENEE , AWS RAAFEEHXER ZRSARERENLET WAL AWS KMS Z4,
BloaEHRRixERA, S EEENEABSHWER AWS KMS S HMZARMEFRE AWS
RERA P EEAXR PR HEE,

HERM 4R E R
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AP HEH R MR RER T,
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5 Z 2 EURERFER,

AWS AP EERHN SO MG REE

AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 R HIX AWS &IRY 5]
RIR. 1AM B2 R 2B AT BT B A RIE (2% ) MR (ANR ) £H AWS RARAFHERRE
Ro BAILAER IAMAWS RS , TEXNFANEA,

£

- ERX

- FRASHOHTEHRIE

- ERARBEERR

« AWS AR EEHRNAE IAM B & A

- AWS A RAFPHEHINET S ORI TSI

- AWSAWS R4 R HEAERNIEE R

AWS SR FHBEEREH X H 0 M RXER

R

BRI E X AWS Identity and Access Management (IAM) 28R E , E4ABURFIETE AWS &L
AP B R P AT T4,

RSAF-MMREER AWS BLRAFEEHXBS TR ITHE , WENEER 2N EREMENEREN
MR, HREAES AWS ML AP EEHRDERTR TR , (RATEFEFIINNR, 7 MM
ERVRNREDTLAEERAFRESHNR. MRETELE AWS HRLRAFEEHRPHETY
fE , FZHAWS LA EREERETH RS H M ERR,

BESEER-MREATATNGE AWS KA HEHTERE , MAREHEAR AWS BAAFEEHR
NELFRNR. BN THERBEENWIRSASNIGRBL AWS HRLAFEELRNEMRR. A
&, BaamE IAM ERARRBERUEUBRSAFHONR. BEFZNELNERNLTH IAM HER

2o EFATHRLTNME IAM 5 AWS RLAFEERRESHER , BZHAWS SLAFEER
RIS IAM BEEH,
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IAM BEER — MRER IAM EER , WARFEERA T RNAREEREREEN AWS LA HE
AW FHERER. EEEETUE IAM FERA AWS WRARAFHEZEE THX S QKB RA
BSH. AWS BEAAFEEHRWET S G KRR

EA S HHETE AR

BRBIERE AWS FASHEIEFNAR. BXT IAM AR BHHETE AWS KA RAFPE
IAM B&H#ITEMIIE ( EF AWS ),

B EABEY & MRRENEREI AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center ) AP, RAOFIMNE JEBFZE MR LK EN Google = Facebook EREMEKE & 108 =G,
LELBREBMERN , ZNEERUGER IAM ABIEET SNKERIE. HREAKRSTHR AWS
i, IRRRERERE -1 A,

BEFEENAFER | SR LIE S AWS Management Console 2 AWS 5[EITF, BEXBEZNEZER
AWS | S (AWS &5 AFEmR) PR AEZEE AWS KF W,

WMRE AWS BURTEFXNIFR , 4 AWS ZERETF AEH (SDK) Marw1T#E0 (CLI) , MEFAE
HEBRTBERFTINRES, MREAFFEHAWS TE K NIXTHECEBER, BEXERAKENSEH
TXEBERNEZELR | H55H (AM BFERE) A TEE APl ERHAWS EE A 4,

TRERAAMSHRIESE , SHUTHEERMEMLLER. Sl , AWS BULEEASESHKIE
(MFA) kRSN L2, ETRESEER , i55H (AWS IAM Identity Center 18R %
ESHRIEN (IAM AFERE) FH IAM FHAWS ZE B RIT.

AWS Ik F° root A F°

BIER AWS K, BAER—NMEREN , ZEHTUATEHRIKS DO ERIR AWS RS ME
Ro L H DA AWS IKF root FF7 , SR IR IK P Bt 62 F A9 B8 7 R 44 3t 1k A1 22 40 & Sk ED AT 15 )
ZH M, BARWETEERARAFNITERERES. RFFRAFEIE , AEAXERIERRTRIEA
FRIBBPITHES. BXEREUBAFFOERNESHTRIIR , 55H IAM AFERTHNEER
BAFFIUENES,

RE 5140

FEARESXREK  ERAXRAF (2RFTEEERALRANROAF ) £RESHREBNERKS S ORIE
AWS PR S5 B3 I B UE 31T U5 R

REBMRRELNDILAFBER, Web B41R#ME. Identity C enter BXFHAF , EFEMEA
AWS R% BN 5 HRIEHMNERE#TIHENAF, AWS Directory Service HBx & & 415 8] B AWS
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| AM AP =& AWS K~ REXNASRNARFEARENRN S M. EAENBRT , RINBUE
ARG EILE  MARCBREAKHEIL (WEBMEEESR ) W IAMAF, B2, IREA-LERE
MEAZRFERBTIEUR IAM AP , BUERRBRAZRH, AXESEE , BHEH (AM BAFE
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B, #ZH (AM AFER) PR ABEBNE Z.
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- REAFR  EAKEFHRIENE , FURAGHNABGENNIR, HRE5OHTEHR
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B, BEZH (AM AFER) FREXNE=ZFSOREFCUEAE (KREFHRIE) . MREFER
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- RRGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £A
RERSE , BAgESMIT—NMEE  RABLBREEEMRSH B35 —MRE. FAS EREA
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ER) PRERERBS AR BFHITEE,
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BAAPEEMARTME,

&R LAE AWS SRR FE B XX ERAY IAM Zhae
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XY AWS BRL B HRHERNE T 5 M8 R

XBETHEHRE : 2
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(AM BAFiEE) FEATT EEARKE L BE X IAM &R,
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THIT, BUFEETRENRBEHEEEE, ZEREATUEEKS, AR, A, BERAFH AWS
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social-messaging

EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"social-messaging:actionl",
"social-messaging:action2"
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AWS RZ&RFEBHR RAriEmE

]

EERET AWS REARAFHEAR S ONEKBRE , HSH, AWS RLAFEEERNET HHH
R R

AWS FA& AP E B Social WBER AR

XEFRBER : &
EIE R A LAER AWS JSON REERIEEW ARG RMT L, WHRY , BNEAATLIF AR RRITER
&, BAREA ARG TIIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIAXIEE Resource
NotResource T, ENBEXE |, HFERH Amazon BEE# (ARN ) ERR. N TFXIFHE
BRER (MR BBRENR ) WigE , BIUBRITHIRE,

X FAXEFRRRNROERE (W HRE ) | EEAEES () ENEANATHERR.

"Resource": "*"

EEE AVS SLRAFHELRAREREKESIK ARNs , F55 (BSENSE) F/ “ AWS HF4
FFHE Social EXHEIFR . BT BRET] LA BLIRIEREESTMEIRN ARN |, HFSHAWS H4
AP E B A3 E LR E,

EERFET AWS REAFHRARSHNRE RG] , H3H. AWS RLAFEEHRNET S HH
SR R

AWS R AP EE Social RS E 4R
YTERBRETHRSORBZMGR . 2

EER WLER AWS JSON REERIEEHERRIBEMF L, BRER , BNEETUANTLARFERITER
1, URIEMAAZRHETHIT,

£ Condition Jt%& ( =% Condition R ) # , AILMEEEEFEAERNEZH. Condition TERAE
o BRAIGIEFERAXREZER (fl, EFHNT ) WERHFRER |, IERBAPNFZEEERPHNE
MTE,
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AWS et P H B A% g
MREE-—MEAPEESZ A Condition THE , HELE Condition TEFIEESME , W AWS
EFZ % AND EHEITMHEEN]. IRENENZHREESNME , NERABBOREER AWS 1155
o ERTEWNNRZATLTURBABNRME,

EEERMGR , BUTUUERSUNEE. flm, REEER IAM AFE5RIE IAM BFet, 838N
HEBEFHRBRONER. AXRXESER , F5H (AM AFER) B IAM KB TE | TEMIRE,

AWS XEF2RFHFHRNBETRSHRGR. BEERRE AWS 2/RZHR , B5H IAM BAFE
FTHNAWS 2R/EH L TXER,

EEER AWS RARAFHEHXZMHRIIER , FEM (RSERSE) FH “AWS &L FHFEE Social
MR, BETHBUUERRGRNRENRE , BSHAWS HLHFEBHRE L RE,

EERET AWS REAFERAXRSNNRE RG] , HS5H. AWS RLAFEEHXNET S HH
R R A

ACLs £ AWS B4 FI /3 B4t % h

X¥ ACLs : &

REFIFIR (ACLs) 2 HBLERFTEA (K/FKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , REEMTEEA JSON MK,

WA AWS &L HEAR N8R ABAC
HH% ABAC ( BRSPS ) « 29 ki

ETEMOERES (ABAC ) B—RRNKE , ZRBETEMERENR, £+ AWS , XLEEM
MAFRE, EAILE IAM Kk ( AFRA® ) MFS AWS BIRMMNRE, FR2SENRIFER ABAC
ME—H, RFIRIT ABAC KB , SUEEHEMHRE SN2 15 R R IFRE TR A R VFRE,

ABAC EREE KNI FEFHERR , HERBERTSEUNITR T AT UHRHEFB.

BEETHREEG R, BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBANZHTEPREFRZIER,

MRENBREN TEMBERREBFMAX=1FMER , IXT RS  ZEAR. NREMRSN
NTHDFRREISMBEX=&M4E , MZENTD.

EX ABACHEZEER , 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SEROHE , BSHE (AM AFERE) PREAETEMNIFRNRZES ( ABAC) .
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AWS B8 B 52 B HEE
£ AWS L AP EEER P EAIEAES
XEFIEAEIE - B

HIREAIFHER R R , HL AWS RS TRER. AXESZER , SBEWHLE AWS RS ERTIE
BHES |, B IAM BFERFHAWS S 5 IAM BEEANER.

MREEARAFBENBB 2 ANEFAEZF , W AWS Management Console £ A 2 IGEHES,
fflan , HE AWS RN RS QEF (SSO) fE#t TR |, ZIB2Ba B IEFHESR. HEMN
ArREHREFREHE , RAETRACKH , ZEcB3tIBIGREIl. EXUIRBENEZER |, HSH
(AM AR RRMNAFT3RE IAM A6 (2FE ),

BRI LAER AWS CLI 5 AWS APl FaitlZIREHER ., RE , BALME R X EIREHE R HITIH
AWS, AWS BIUZHTERIGFNES , MAREAKBH LR ®HA. BXEZELR , BESH IAM FHY
[N AT

AWS 4 P H B RE RS EHNR
XFHRIBELE (FAS) 1

HEER IAM AR ABEPHITRIEN AWS , BEUNERA. EARLERSH , AT —
MNMEE  RBLBREEHMRS PR S —MRE. FAS FREAZEANNRIUKR AWS BRS @T
RS R HERNER. AWS BEFRBLURSZSBRIFTESHM AWS RS HARRKES BETTHIIFER
B, F2KRH FAS iR, EXMERT , BLMEBFRITXMIURFEAINIR, BXAH FAS 1ERETHY
REEFE , FEAEREE2E,

AWS AP BEE Social WERS AR
YERSAR 2

RBREACEH—WRSEE. RREWITIREN IAM B, IAM EE R ALE IAM a1, SR
BREES AR, BXEZER , 551 (IAM BFER) FMelE D AWS REZRNEN AR,

/A Warning

ERRSACHNRATELFH AWS RLRAFHEHRIE. REE “AWS HRLRAFER
Social” REBEXESH T RERSAG.

AWS RLMAFEEHRNBESHEHXAS
XHRSEXAG : R
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AWS RZ&RFEBHR RAriEmE

BSHAXAGR—PHEEINEBRSAR. AWS BRSRSAUKARKRERTRENEE, RSHEX
AEHAEEHND AWS IKF |, HBARSAE, IAM EERATUEEETEEBRSHEXABHR
PR

BARUZBFEERSAXBENFACE , FSREY S IAM BEEABAWS 5. ERTFERRS
MXAEINPITE Yes Wk, ERRBEUEFZRSHRSHEXA B,

AWS LR HEHXNET & 51 KRBl

BIANERT , ARFNAGENEIZESRIEH AWS RAAFEHELERER, it EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API #11T1E%. ERTH
FPXNELRFTRENNR , IAM EE A ATLGER IAM XK, EEABETA@AEFM IAM KR
B AFTURRARR,

BT RUNAERAXLRE| JSON REXHEGIEET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

AXAWS BAAFHEH R ENMNBRENRREE (BESHRREENER ) WiFHEER | BESH
(REBENRSE) P “AWS L HFEE Social Byig/E. BRMEZHEE", ARNs

ES]

- RESESREK

- £H AWS BALAFHEHRER A
- AFAFERMITESHRR

R R fESR R

ETEHNRERE T EARBALELNIKS P, HRZMER AWS ZRLAFEEEREIR, X
LIRETRRERME AWS IKPF A AE, tIRREERE T HONRKEN  HERU THEEMEW

- FFHAfER AWS RE R A KRB RENBRNR — BFBEAAFPNITERBR TR , BEANTS
ERLAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEESYELEHN
LR RAPIEY AWS BEFIEERBKAE—SRONR, BXESEE , B2 (AM AFERE) HH
AWS FEEX RIS TFRAEERNAWS FHEEX KK,

- NASENR : £EMA IAM RERENRE , BREFRITESENNR. Ak, EAIER

ERERMET AAUNBERRRNTHRE , RN KERRTFAT. BXER IAM NARBRNESE
B, EZH (AM BFERE) P8 JAM 8y KB F R,
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o {8 1AM RKBE R B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 SR BR A X R AE RN BR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS |, lEn AWS CloudFormation. &
REZEER , 72H (IAM AF1ERE) B/ IAM JSON KEETE | &,

 f£M IAM Access Analyzer BiFZRH IAM KBS , IR RN LR IhEEM — IAM Access
Analyzer 2 IFFREEFI B KR , LHAREBAS IAM KEIES (JSON ) M IAM FH{ESE
B, 1AM Access Analyzer 12 100 ZTURBKREN ATIRENEI , UHBBEFIELS BINEMEN
Kk, BXEZER , 555 (IAM AF$ER) RHER IAM Access Analyzer K iF SR B .

- FEEZEFHRIE (MFA)-INR AWS IKFEZNWZEFE IAM AFRSRBRAF , EFEA MFA RS %X
i, EEEFHA AP REREE MFA |, B MFA ZERMEEHNKREH, BXESZELR |, S
7 <IAM AFiEm) PR MFA &R APLIGH,

BEXIAM AP RERBRNESELR | ESHR (AM AFERE) P IAM A Z £ HESRE,
EAH AWS RAAFPHELEREFIA

EiHR AWS RALRPHEH#HREFE |, B4THA —ARENR, XENRLARTFEERIENE
EAXAWS RAAFEEHRBRNFHAEE AWS K., MRGBLXXENRENRERNRNE
THORER , FTHMT ZRENZE (AFRAe ) B8R ERMPEREET.

NFREA AWS CLI 5t AWS API R, BEFANEREFEEZHENR, R , IRFHREH
ZEAMITHY API RVEM TE RV IRAE,

NARAFPNAGNHATUER AWS AR EEHRESE , 2N AWS RAAFERH
RConsoleAccessHReadOnly AWS FEERREH MBSk, BXEZER |, 825 (IAM AFE
) PHN AP RIER.

AFAFEEHITE SR

ZORBIGER T IR Bl K EE |, LAY IAM AP EEMMBIEA S SO RERMITEEN R, LRE
DIEEEFE LR AWS CLI X AWS API B4R 5 TR LR ER AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWSAWS &£ f 7 H B XY FEE R g

ERAF. HANALRNKR , £H AWS REXRKILECHEERRERSBSZ. IR NEARER
FIEMRN IAM EFEERKHKFENEMZLER, BWREA] , BASEREIN AWS HEX
B, XERMESERERARS , AIEEN AWS IKFHER. X AWS REXBNESER , 5
B IAM AP ER R AWS HE R,

AWS RS HEF MEFH AWS HER, BT EEQR AWS RERBAFHNR, BRSBRaE AWS
ERRBRINFMARRAZIGFHFE. WREFLLBHMRBOFAESH (AR, ANAE ). B
IR RETAN |, REBEETRLEH AWS HEX KK, RST2M AWS HERBEHBER
R, B REERSWAEHATNR,
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A & AWS ZEBEZS MRS T/EIRENIEE R, Hl20 , ReadOnlyAccess AWS & KEK IR H

FFTE AWS RS MERMN RRGENR. HRS B —IFIhEER , AWS @ RAFREFNEFRINR
ENPR, BXx THERAERBNFIRMNER , F258 1AM BFRERSIER T T/EIRENAWS EERE
B,

AWS AP HEE AWS FEE RN ERH

EEAXRAWS RARAFPEEHRR AWS RERHEFMNFMAEE , AN ZBRFZHFRBERXLENR,
EREBEXRMNTEEXRNBESIRE , FiTHE “AWS RLAFPHERERXI XA LIcK” WH LM RSS
feed,

BX DU B
AWS £ B FHE Social B AWS FZ£ A HE Social 7 2024 £10 A 10 H
TTRIRERE X WRIRERE AWS EE R E

Ko

AWS A& AP HERHERE LR B4 MG R R

AU TEEREBECHMAEEEFEHR AWS RELAFEE Social # IAM B AEEEEIME R &,
FH3

« BENIE“AWS RELRAFBEE #RXABPMITIRIE

o BREMINIT iam : PassRole

s RBATFRUNAHATRE AWS IKF B9 “ AWS HRLAFHE £ BR

BTLNE “AWS R AFEE” X FMITERE
MREBREHRRET , BRETRIITENRE | W STEH R I AR VFRITZERF,

= mateojackson IAM AP ZRAERAEREHEEEEREM ny-example-widget B#IRNFHAEE. ,
BFRHEEM social-messaging: GetlWidget WRAT , 2K E LT RAEEIR.

REFR T
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: social-
messaging:GetWidget on resource: my-example-widget

FEHBERT , BHEH mateojackson AFKIEKRE , LAFER social-messaging: GetWidget
BAEE my-example-widget &R

MBRBEERE  FHRRALEHWAWS EEG, FNEEBRASRMHEZEILEN A,
RN IT iam : PassRole

MREBIRE| —KEIRBEE |, WELTRINITIZiam: PassRolelgE , M UM EIH BN ER UL FESA
B LS AWS Eﬁé%ﬂﬂ)*‘ﬁ%*iﬁ"élﬂﬁﬁo

BE AWS B AR ABKEAL1ZKRS , MARCIRMNBSALIRSHERAR, it ,
LM MEB T A LT RSHINR.

HEA N IAM A marymajor=ifERARFIAHE “ AWS HRL A HE Social” R#ITREN , 2HI
LT RBIER, BER , BRELAERTRSACHR THNERT ATMITIHIRAE. Mary TERFARLR
ARSI R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEF Mary B KBS L A F#EINAT iam: PassRole #1E,
MBEBFEEHE , BRRENW AWS EER, FHNEERREMREREIEN A,
BEATERUANABEE AWS IKF B “ AWS RERAFEE R AR

FBANBE—1NAE  UEREMKFPNAFSSZELANARTUERZARRGRIEN TR, &7
LEEH#ESREY , AURAAE, XN TIXHETHRMNRBEHIEFZHFIER (ACLs) KBRS , &ATEL
158 P IX L5 SR BE (0] ATV HR T 173 (R 8B B R A A PR

ETREZEERE , BSANUTRE

- ETH AWS BARAPERHRRAXFXESRE , BEHAWS SLAFEEHRUAME IAMBEE
EA.

- ETHMMIRENERENTRNBRENR AWS KF |, 55 IAM AP EET R EEHEE AWS
KBS — IAM B R R R,
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- BETRNMEE=ZSRENENHTRNIBRLE AWS K- |, BZH IAM AFERETHEE=G1R

HIFER, AWS 0K

- ETHRIMABEESHRESRIERATFRNR , 28 (IAM AFERE) PRALSHARS HRIER

AP (BHRERIE ) REHRNER,

- ETHREAACNETRRNRBHTERSHRZENES , H3H (AM AFER) 8 1AM

RS IK = BRI Ao

AWS 4L B FEE Social WS MR

ETHRBEBTREESMIUREEE , BSHAWS RS “REAIT KK DHEE"" , REEEEHERN
BHEMITR. AWS RS AX—KREE , BSHAWS &M HIAWS,

EAAMEA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIEE" BH “AWS
Artifact,

BEMEA AWS RS R EAREBR T ENBENERBM, RARNEN B R URE R ERENE
Mo AWS RE T U T HRRKAEYNIAEMME

Security Compliance & Governance : XLEfFRAREMEIEMITIC TR UERER , HEUTHER
M ERETIREN TR,

FFE HIPAA EXRHRSSZE : 5IHAS HIPAA EXRIBRS . HIEFTE AWS BRSS AZBRFS HIPAA
B

AWS EMFEIRAWS — bt THEEFIERETER TERMENTILMAAERX,

AWS BEFEHERE — NEAAETHTERAEER, XEERLLE TRIPNRESE , AWS RS
HAEEERHIBESMEE ( BREEEFRFAESEARFRR (NIST), IAFTLZEHREZRS
(PCI) FEFFFOALALR (ISO) ) R4,

£ FHAWS Config Ff & A & 15 R FL I 1 1& % /R — 1% AWS Config RS EEN R IREBEES K
BELAESNIPRE, TAOENFEM,

AWS Security Hub— iX AWS fr$5 12t 7 ER L2 RSN L EME AWS, Security Hub Bid %
L RFIBEITEEN AWS BRAREHRAFELETUIENRESK, BXIXERSRES
EHEMNBIR , 35 Security Hub 4| S £,

Amazon GuardDuty — BB EIZEN AWS IKFINER R EFEASRNBEED , Kk AWS IRF
KNEBH TR, BRENBETDRNEERE. GuardDuty B3 #HERELEEHAMERAENAE
RMER , IUBHERESHESHAMEER , 0 PCI DSS,

AWS Audit Manager— X AWS BRSS AT AR BG4 H it AWS FABR , NTE{LXRERUR
FEMMIT AR ERNE M,
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AWS RLAFHEEHER AFiEm
AWS AR EE M

AWS £EREMIRIERBE S AWS X TRAXHERN. AWS XE RHSIMMEIRIRENTAKX ,

XETMAXEIRLEER, SEHENSETRIMEERZ, MRATHX , BALRITNREETAXZ
BT M BB SERMAMEBHNNARFNRERE, ERAENENHSNEEH OEMEWAL , T
XERESHN AL, REENTT BX.

BXAWS X MU AXNESER , FSHRAWS £ IREM IR,

BRT AWS £IRERZEMI , AWS RAAFERERERES TR , UBPIIFENBERENE
BEXR.

AWS BAAFHEEHRFTHNEM RELZS

ER—MIEERS , AWS LA EELIRT Amazon Web Services : £ A A & A
B AWS £ EKMEZ 2B FRT.

BRI LAMEA AWS EX A API EABX M E AWS SRERAFEERERMNE, BFiHAAZHFEMH
BREMEM (TLS) 1.0 RESEAR., BWEA TLS 1.2 REBMAE, BERFRESAXFEETE B
% (PFS) WEBEH , ffla0 DHE (Ephemeral Diffie-Hellman) 2 ECDHE (Elliptic Curve Ephemeral
Diffie-Hellman), KZHIMKRE (W0 Java7 RESRA ) HXiFXLEL,

AN, BAERFEZA ID M5 IAM EEXBRABBILRIZARTERETEE. RE , EATUEH
AWS Security Token Service ( AWS STS ) £ R IFff R 2 FE USRI ERHITZEAE,

Br L85 AR S5 B B

BAREREAR-—IMRZEMEE , DFERFRFIITNRIZAARESIBEERESNRNKERT
ZIRF, R AWS , ERFEGTRLKSBRILNBEFRE, — MRS ( FURS ) WAS —TURS
( ABRYVARSS ) Bt , ATRERREBRSEL, TEURNBERARS  ERENBRAEREMRER T ZEST
MBHRRRH T AN S N ELNERETERE. AHEXMER , AWS REAIHEBEFRTF AER
SHHENTE  MXLERSPRIRS EEENREFEIKS PR EIR,

RMNBWERRERPFEHaws : SourceArnfaws : SourceAccount £ B5%H £ T XF4ARE
HEEE RN ZAREHNEMBRSHNE, NMEEAFZEN—MNEREERSIHRIMEXE | &
5/ aws:SourceArn, MREE R IFZKF PN E MR FEESBRSERRIEMRXE | BEA

aws :SourceAccount,.
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AWS BB PEBAR oIt o
R ERERNEZFARN A ERMEH aws:SourceArn £R&HF LT XRBRME R TE ARN, R
FHERFRNTE ARN , IEEEEESNMNRIR , H5 % ARN KA EATEBETFH (*) B
aws:SourceArn £R E T X &M%, HII0 arn:aws:social-messaging:*:123456789012:*,

8 aws:SourceArn BEFSEM, ID , il Amazon S3 244§ ARN , BATEAT N BEE L
T SUEESR R #IR R o

aws:SourceArn KY{E4 N ResourceDescription,

LT ROIERT A EAEREE P FEMHaws : SourceArnflaws : SourceAccount 2 /&M L T E¥X
By Ik B ILRER &I F [ &,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
1,
"Action": "social-messaging:ActionName",
"Resource": [
"arn:aws:social-messaging:: :ResourceName/*"

1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:social-messaging:*:123456789012:*"
1,
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}

}
}

REREXEK

AWS RLRAFHERAREMR T Z R e  HEEHENIRECHN T2 REITER, UTHESR
KR-RESEN , ATKRZEREHBROR, FEREXRTETESHEITHREIMEER |, 1§
REANBANZERETAZEHE.
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- NEE AWS BREARAFHERHRBRFENENA ( 2REAC ) 1B NEMNAF, B2E8 AWS
BREREE AWS KL AP HEER TR

- BRFSUAPRTERIEMENZENRE,
- A IAM AR EEEATZAMNAFHNR,
- EHRIREN 1AM KL,

£ AWS ELAFHERRPEARSHEX AR

AWS REL B EBE3MEA AWS Identity and Access Management (IAM) fREHx &6, IREHE*
AR —MINEN IAM e | BEEEEEDR AWS RXAFPHELERIMY, REHEX<AREH En AWS
User Messaging Social FiEX , BIEZREFARERAHM AWS RSFIENATENE.

BSHAXABMEIRE AWS HRAAFERARETEMNE S , BAERLFHRMLENNR, AWS
RARAFERARENLTHRFSHEXBEHNR , RIESEENL , BNRE AWS BLRAFEEHMR
ALEEEAE, EUNNRBESERBANRE , LR TEMMEMEMEAM IAM SEHRRE
B

AAEEENBEEARE  ATENBRSAXAS, XTLURPEH ANS BEAF EEHTA
R, T AT R B 1 A R AR IR

BRXFERSHEXAGNEMERSNEES , FS5HE IAM BSEANAWS RS , A ERSHEXARS]
RERIRE ‘B VRS, ERENEE  EFZRSHBSAXBENH,

AWS B4 P E B X BRSS AKX A e R

AWS R4 FEE Social fEA& N “AWSServiceRoleForSocialMessaging-” B IRS M x A &K X
BRHA R ERIEERIR M,

AWSServiceRoleForSocialMessaging RS HEXABEELATRIRKAZAE

* social-messaging.amazonaws.com

B A ABNRERE AWSSocialMessagingServiceRolePolicy St iF AWS &4 B FH & Social X 87E
FRTERIATIRE

- ¥4 : all AWS resources in the AWS/SocialMessaging namespace. t#
"cloudwatch:PutMetricData"

EARSEXAL =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BYABBEFERF, ASACRBERE, FEINBRBSAXAGHNIR. BXESER , 5
5 IAM B F$ER) PRBRSHEXABNR.

BXEZBENER , BSHAWS BLASHE AWS HERBIHTEH.
A AWS RLRFEEAR G EZRSHEXAR

IEATLAEE R 1AM #24) 23833 AWSEndUserMessagingSocial -Metrics IS 2ZRSH<AE, £ AWS
CLI 2 AWS APl A |, RS EBEMAIERSFHXA®R, social-messaging.amazonaws.comEx
BZEE , BEH IAM AFER PHAERSEXACE. NRERRTLESHEXAE , AAUFEAE
HHNEEBRUEAR,

EAILAERA LT AWS CLI a5 58 AWS & AFEE Social BIBZRSHEXAR :

aws iam create-service-linked-role --aws-service-name social-messaging.amazonaws.com

4R AWS LA HEAERHRFZHEXAR

AWS “B4L A FE R Social” T A iFE%E AWSServiceRoleForSocialMessaging FREZ XA, &
RSHEXBEE , BNLEEXRACNEN , ENTRESHIAKS|IHZAR, BRAUMUER IAM %
BAGER, BXEZER , H5H (AM BFER) dNERERSHEXAR,

MiBR AWS BRLRAF HERARHRFZHEXAR

METBRECAENTERSEXAGHURIRS , BNBWERBRZAR, XFMIAREES
BEERREFHREASE, B, MAEERBSAXAGHNER , RETRFIMERE.

® Note

MREZHAMBRAIRS , AWS BEAFHELARBRSEEERAZAE , WRERATES XK.
MRREXTER , BEF/LoHEER.

BBRAFER AWS W&L R FERE R RIR AWSService RoleForSocialMessaging

1. YA list-linked-whatsapp-business-accounts API EF&ZHBEN TR,

2. XFHANKREE Whats App Business I , i/ disassociate-whatsapp-business-
account APl & JRM SocialMessaging R H %Ko

3. BXiAA list-linked-whatsapp-business-accounts APl LA E FKiR B{EA & IR
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£/ IAM FaRIRESHEXAE

F/ IAM #2#|& AWS CLI, 3 AWS API il Bk AWSServiceRoleForSocialMessaging BRE XA &,
BXEZER , H2H (AM AFER) PWRIBRRSEXAE,

AWS &R FERXFNXEERBSHEXARS

AWS RLRAFER Social XIFERHBSHAAEHXERARSHXAE, BXESER , F3H
AWS X35 ik Ko
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EREN AWS mRipRI&L AP EE Social (AWS
PrivateLink)

BRI LAE R AWS PrivateLink 48 VPC f1 AWS A AP EEAXR BRI EIERE, BLEME
BAEBMML, NAT i&%&. VPN E#EDH AWS Direct Connect iE3E |, BN A& 15 B &8 VPC —H#Ei5 1]
AWS RELAFHREE, B8 VPC FIEHIFAEZEELE IP #butBIalifm AWS LA EELERN
vk

A LUET 012 B AWS PrivateLinki2 Mt XM NS kB T G ERE, RIS ESNENRESE
ANENFRHEE—MNEaRNEED, XESEREEEVNEED , RKF AWS BLAFEEM
XHREMNALDS,

EXEZEER , §SHAWS PrivateLink 8 AWS PrivateLink FBIAWS RS @it ih 8,

AWS B AP HBHERE

ENAWS RAAFEEMRREREIRK/ZA , IEEFHAWS PrivateLink I8EHRNEESI,

AWS B R R RSB O BERAEME APl #B1E,

AWS RLRAPFHIHEF X VPC LinT RE, RIAMBERT , AFBEEED AWS ERNKLAF

SHEARBTESHA, 3E , BN LZeAERaMEEOXE , UEFEIEOKIFET R0
AWS R AP HEHRHRE,

N AWS RAAFHEARGEEZEDRS

& LAE A Amazon VPC BHI A= AWS Command Line Interface (AWS CLI) 3 AWS RR&AAFHEE
HRBBEOKIFETR. BXEZER , HSH (AWS PrivateLink /) PHLEIEEZORKS,

FERAUTRSEMH AN AWS RLAFEE Social fI2EOKS :

com.amazonaws.region.social-messaging

MRENFEOLYRT LS AFAE DNS |, WA LAE A ERRIAXE DNS B#5E AWS &AL AP HEAR R

H APl &K, 0 , service-name.us-east-1.amazonaws.com,
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AWS RZ&RFEBHR RAriEmE
7 VPC i K 0132 i [ R B

WmRARBE—f IAM R , B URERMNIEONRR. RMARLREBATBEREOKIN AWS &
KLAFERMR#ITRLER,. ERFATFNERN VPC HE AWS RLAFHEHIHNR , H/F A
TE S Ui 17 R SR B B O B 488 O R 0w 7 o

mRRBEENATES !

o AIHITIRIERESR (AWS K/, IAM AFHM IAM B8 ) ,
- AHITHRAE,
« ANERITREN TR,

BXREZEER |, BEZRE (AWS PrivateLink 18F) A A F Ui 5L 5% B 42 1 3 R 55 B9 175 1R X BR o

R AWS RERFHEMRIRER VPC Lin T SRR

UTRAENRRRBH RG], HERFLERBEHMIEORGRET RN , ELAMBRRNAMBEREAR
FIEFIH AWS Y& 4R 7 E B IRER R,

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"social-messaging:DeleteWhatsAppMessageMedia",
"social-messaging:PostWhatsAppMessageMedia",
"social-messaging:SendWhatsAppMessage"

1,

"Resource":"*"
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AWS &4 F P E B B

&8 Amazon Web Services Ik X T8N AWS BRFZEFEBRIAGEH ( LRI NRS ) . BRIESHR
B, &N, BMRERXEEEN. SR SUEREMFELERE | 8 H b — LLFE T LM,

£ AWS IkF BB U T 5 AWS L AP HE AR EXNE

IR ARIA

WhatsApp LK~ (WABA) FNXE 25

AWS [ AP HE M REMEH , REIETUMEHNLinAFEHEERAPIE AWS RARAFEE#RR
APLR HEVIE SREE AWS K/

®’4E AMINERRE ( BRERI )
SendWhatsAppMessage 1000
PostWhatsAppMessageMedia 100
GetWhatsAppMessageMedia 100
DeleteWhatsAppMessageMedia 100
DisassociateWhatsAppBusinessAccount 10
ListWhatsAppBusinessAccount 10

TagResource 10

UntagResourceRate 10

ListTagsForResourceRate 10
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(AWS L RFHEERXRAFER) NXHEAEIER

TRERT  AWS RLHFHE Social) B X HRA,

X1 o] A

A HNE B S B Ay

AWS PrivateLink

IR

B

M2025%F 7 B1B#,
AWS &R BRI
SHEWESR , MARERITER
WhatsApp %, BXEZE
B, BSRBEERE,

BT NN (E=%RE )
KHx#. BRXEZER B
SR XE A A,

#H07 % Amazon Connect 4E
NEDENH TR, BXE
ZER , BSRBMINEENE
4B B,

7 XK ¥ AWS PrivateLi
nke BXEZEER |, BESH
AWS PrivateLink,

(AWS RRLAFEEHRA
FigE) B9RlEARAS

B

202556 A 30 H

20245F12A5H

2024 £12 A1 H

2024 F£10 A 22 H

2024 £10 A 10 H
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