aws
EERAEE

AWS Service Catalog

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Service Catalog EERER

AWS Service Catalog: B2 R

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon BEFRME WL AR R EHTEMIE Amazon WERBRS , B BLUEMAIRES I BEFIRE
HERIKKIKK Amazon WA REH, PIEIE Amazon HEMNEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS Service Catalog EERER

Table of Contents

IR RS- AV 1o =S 071 =1 (o e [ R 1
BT - fBIIT AWS Service Catalog ......ceeveiveeeeereieeeeeeeee et e ettt ete e e teste e eeeaesteeeeeeneeee s 1
7 O 2

LU L= PP 2
ol R 2
HashiCorp Terraform FFIRF Terraform X3 oo, 2
=R SRR 3
Fd = =R 3
e R 3
3 R 3
1~ 3
g B s R 4
1y D A =5 4

PR Bl ..ottt ettt et et e ettt et ettt et e et et eat et e ete et et ere et et et ereetenteeeneerees 5
AWS OrganizZatioNns ........ouuiiueiiiiiiei i et et e e e e e e e e e e e e e e e e e e e e e e eeeeeerararraran—————— 5
I OO 5
Jd = R i OO RSR 5
Fad Yk R 6
=l T v TR 6
D RO 6
S (=it 6
TagOPtoNS BRET ...ttt ettt ettt et e e e ete e eaeeeeeaees 6
14— 7
......................................................................................................................................................... 7
SERRIREL AWS T oottt ettt et et e e ene et e ete e eneetesee e eneaneeteeeeneeneeeeaeens 7

e B A= o e S o ) O 7
RS g o SRR 9
BB B FTIRTAUBR oottt 11
ZEMBE Terraform FRBLESIZE .....cooeoeeeeeeeeeeee et 12
N7 =R 12
FREEERNINEIEH Terraform FAELESIZBH ..o 13

A L e e — e — e e e —e e e —e e e e e e e ae—— e e e e e e e e eeeaaanaas 17
A R e e 17
vy <5t R 18




AWS Service Catalog EERER

=

T T 2D et e et e et e et 18
AWS CloudFormation F=ARATT ..ottt ettt eeee e e eee s 18
E R I =2 TS U TR TR TSRO 19
DR 2 1 Bl B T Lottt 23
DR B B T R B ettt 23
DR 4 TR B A I B B T T R oo 24
BIR 5 A IIEERREY TR oottt 25

£ Ry 11} =) = OO 26
SBR7 BREAAFPERFERBAEGHITTRIBIBR ..o 28
BIR 8 A B P o B R oo 29
FE TR I B T I Al O I T B oottt e e ettt e e e ee e 30
T T I B R B e et 31
TR ELBIRH Terraform FRBEIZE ..o e 32
e B I = A W=y =1 04 T =V T 33
IR 2 0 BUEE TermafOrmM FF R oot 34
DR B B T R B ettt 35
B 4 T BB I R R B oo 35

e TR =) = b =< << OO 36

£ Ry 11 =) = OO 40
BT BFEREFFTTRIBIBR .. oottt 41
B 8 BB A T B oo 41
BIR O  UaR BR R P B I oo 42
BT 10 IR Terraform B B RIE ..o 43
B e — e e e e e e e e e e e e e e e e e aai s 44
B B R ettt 44
R B D B TR R B d R ettt e, 45
Identity and Access Management ..........ooouuiiii i 46
B R ettt e — e e e — et e et e e e —eeeee——eeaee—eeeee—eeae—eeeae——e e e ——eaa——— 46
ET B MRRBERA] AWS Service Catalog ........ccovevieeeeieeeeeeeeeeeeeeeeeeeeeee e 46
AV S FE B TR B .ottt e e et e e e e e e e e e e rae—aeaas 51

B P B R G S  E R Bt oottt 59
¥ AWS Service Catalog & 13 M 15 B3 ITHBEHERR ..o 64
FRAITTIBIIUBR ... oottt ettt ettt e et e et n e e 66

B T R A ettt 66
BHMEIRTIE ..ottt ettt n ettt nenen s 66
R B B 0 ettt ettt 67




AWS Service Catalog EERER

B R R B R I oottt 67
B B R T B oottt 68
B T B TR oot e e e e e et e e e e e e aaiaaas 69
B T T B B oo ettt et 69
Bl BB BRI B A oot 70
BRI A G I S B oo 70

B R BR = BB oottt 70
B B T B e ettt ettt ettt 71

A T TR e e e e e e 73
i D Y LT OO 74
T B B oottt 75
R A T R B oottt ettt e, 82

B B T B oo e et e et e e e e e e e e e e e e ee e e 85
BT B T R T IED .ottt ettt ettt ettt e et e et e e e e 85

B B T BB oottt ettt et et e et e e 85

B R R N B BB B et 88

B T T B oo ettt ettt 88
= RE NS EEER ARSI EITEIZ e 90
BB ™ BBt <.ttt ettt ettt a s st sesenens 97
B BB R oo e e e 104

B P TR .o e e e e et 105
=) OO 106
B I TR ettt ettt 111
R T R oottt 112
B R L TR oottt 112

B R R oot e e e e e e e e et 113

B P B R GE RAE —oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeneee 117
G R A e 117
IR B B R R T AIBR oo, 117
DR 2 B B RS R E e, 119
BB 3 N RS RE S T RARARIRER oo, 119
IR 4 R R R P o B o, 120
LB 5: FHEERSIRE AWS CloudFormation ........cc.coeeeeeeeeee e, 120
TR B 1 BT oot 120
$F AWS Marketplace 7= B I B BB BB G oo, 122
FEHEE AWS Marketplace 7= 5 AWS Service Catalog .........ccceeveveeeeeeeeeieeeeeee e 123




AWS Service Catalog EERER

FHEBHRI AWS MarketplaCe FEMB cvooveoveeeeeeeeeeee et e e see e e ere e eeeaens 123

fEFH AWS CloudFormation STACKSELS .........voveeeeieeee ettt 127
AR B RIHE AR T .ottt 127
BB BE LU TR oottt ettt e ettt eeene s 128
= RO 128

G R A e 128

L= 50 R 130
S0 L1 R 131

= 11— R 131
L2z B 5 R 132

= LTk RSOOSR 133
BB AW D EIEETRELE I AR oo oottt sttt 133
I T W 1 1= = SRR 134
BT B I oottt 134

I T W 1 0 R 134
B B BIRED oot 135
BT Terraform FF R i AR R A B IR oottt e e 139
RSB IR TR oottt ettt 139

BIR Terraform FF R i R R A S oo 140

B BB R o e e et e e e e e e e e e e e e e 142
U)o 1= T 1 PSR 142
Lo O o) TeT g T I /= R 143
G5 NN ST &l - B =To @] o] (o) o1 O 144

= ST o) o) o - 148
TagOptions 5 AWS Organizations Fr & REE— AR ..o, 149

Z 4N =1 -~ SO 153
B BB L oottt e e e e e e e e e e — e e e e —e e e et ae e e e et e e aa— e 154
B B T e et e e e e e 154
LB ..ottt e e e e —eee e e e ——eeeeeee—eeeeeeeee ——eeeeeeeer—teeeeeaerr——eeeeeeer——aeeeaaer————aaaaa 156

(8 0o =11 T S PTRR 159

e T E L Ll e e 162
R T ettt e e e e e e e e e — e e e e e e e e e e 163

B B e ettt e e e e e e e e e e e e aa—s 165
B L B e et 165

B I T B ettt 165
ClOUAWAELCN FEFR ..ottt et e e e, 166

Vi



AWS Service Catalog EERER

JEF CloUdWALCh FEFR ...vovviieiiicceee bt 166

12 =t OO 166

BE AWS Service Catalog FEFR ...oovoveviieceeeceeceeeeee ettt 167
ClOUATTAI BT ..ot e e e e e e e e e e e e e e e e eeea e 168
AWS Service Catalog EETE CloUdTTail ......ceeveieeeeeeeeeee e 168

T AWS Service Catalog BRESIHERE ..o 169
- 171
AWS T S L BB T e 171

B =] 7 < TR 174
B T oottt ettt ettt n e e 175
....................................................................................................................................................... clxxix

Vii



AWS Service Catalog EERER

f+ A& Service Catalog ?

f&Bh Service Catalog , A ARIEMEERAEE LEAN IT RFHWE R, AWSEKLE IT RFAEEZF
AR, NERIYIREG, BREEE. RUENBERE  BRAZENSENARRENE,

Service Catalog RFALAEFEREBEDEN IT RS , HEPHALST BN LENFHZEIME
Ro REAAFUTEEREARQEEARWER T IRESBMAIIFTECIRESH AN IT RS,

Service Catalog EBELTEE -
- FrRfE(L

EEAUBEIRHEAEHTmOMLE, TEANKOIKEURSHEMEEILT , REFECRAE
RYB 7= XA A BAN BANE QW™ mTRE B oI B AR (LR ER R
- BEIRSRINME3

RAPNEEERGRNSm ( BRSIUAERF ) HFXR , RIAEEANTRAREENTEE~RE
TR,
« TR PR AV KSR

EEAMNBRPH-RILCEANTRAS. PIMEENECEANAIRNTRRE , AFET AWS
Identity and Access Management ( IAM ) AP MARFXN7™= @A SH IH BN ER

« ¥ RMEMRA RS

EERAUHTmANBESHENTRASHEMBRS , TELES —MEIR. F=mEFHFNIFRE
B, BB RE 2 mNEN T REASFHE™ M.

BXxEZEE , B2 1 Service Catalog P miFAEE R H,

ER R AWS Management Consolefy & X5 X , Service Catalog API IR IHXFIERL A FIREN SR
Rirdl, BXESZEE |, 2 M Service Catalog 7 &% A A 15/,

MM - & AWS Service Catalog

BERSR (7:27 ) NAT AR, ALNERE AWS NEEFmBE R, URINMARXZEENRE BN
m. Hit , RAAFLTREEBEER AWS RS ENAIRIETIAL B L #EAER 1T iR

fai/ AWS Service Catalog

AW : N AWS Service Catalog 1


https://aws.amazon.com/servicecatalog/details
https://docs.aws.amazon.com/servicecatalog/latest/dg/
https://www.youtube.com/watch?v=A6-jv3gZa4U

AWS Service Catalog EERER

Service Catalog ik
FrafEMA Service Catalog 28l , THEHAHREERANKLAFPNVBIERESBRER.
Users

Service Catalog XFUATEBENWAF

- BRXEER (BEER ) -BEFRER ( NABRFARS ). §rfdfs-RdaePHasiLar
BRFHENR, BZEERH#EZ AWS CloudFormation 181k, BRELNRAEESEATRH IAM A
&, URHERTREE,

- RAAP-BUCRERLAFKN IT SIIHKLEH AWS ZiE AWS Management Console , HEAS
IRLAFPHEENEN~R. XXAFENEMIAR , IR FTAENNE , EABRTENER
EER, flan , AR TERERERINR (B NERAEAN~RAMENMERR) , IMXAEE
P4 TE RS ThBE YA BR o

<

=
AR

FmEEfHETATE AWSEHITHEN IT RS, mREBE—INHZN AWS &R , 0 EC2 35
B, FHE., BUEE. BEREMNMNEAEG , LT AR ITEH AWS Marketplace 7= . R U URIE
17 AWS Linux FEANTENSES , B URETEBCHEFNTLHRENZE Web RAEF , &
HAWEMAR,

O LLEN S A AWS CloudFormation 3k 81227 m. AWS CloudFormation BHRE X 7= mATE
B AWS BiIR, REZENXR  URREARAFERITMREELZSAH. SIZFANMRMITHMEERE
SR ER TR AN S B,

HashiCorp Terraform FFRH Terraform =%

AWS Service Catalog X#FRIE, BEIRSXHNMEE , Rt EE SR HashiCorp Terraform Ff
JRA Terraform SELE. AWSEZE A LU Service Catalog F#ERE—T B | £ AWSH AHIEALRD,
EEMD K Terraform BL&., &R LAEA Service Catalog WEEIhAE , BRI FRE(L TR L HLER
Terraform EiR#ETRE . FRIES, RENREE. RAEG., HREUARERTFLEANKFRE,
AWS SR RLRAF2FRMMNERB RN~ RMREHELIR , BERFE - MRENATEEBX L™

]
AR o

ETHMEZEEHTH Terraform = mEIE , BEEF FHER Terraform 7= f.

B

&
N



AWS Service Catalog EERER
= 3
FfC &~ m

AWS CloudFormation B o 497 mRFHER —NETHTMEE., #Ric. EFHMLL | #
KEL TR TREGEAHNEE, AWS CloudFormation #4%k 8#ELL JSON 5 YAML & RREH
AWS CloudFormation ik R EX BN B RES. MREF~m 2 — Mk, SRLAFPBI~mAt,
B Service Catalog FEL B ™= mEFIRETIZ~RITEN R RHEKR, BXESZER , FSH AWS
CloudFormation B F /.

Fmas

FRAGROEEEGREEANTRES. FRASTHBEENFABESRNWARREFRAAR,
FIA Service Catalog , BAIUNALANBEAFCNE—NMNEENREAS , HERERFXNEH~
MAENIHENR, HEE~RASRMIFIRERN RN , ZREA2BHAEZETAFER,

Lo BERAEEAM AWS IKFRAEFREAS , HAWXEKSWEEZANEN™ RAS MR
RYLYR ( GIZNBRHI R AT LA M EC2 3K61 ) . BEEAFmAS. MR, AEMAR , LA LIHEE
RPFrEIN~RES EREE , g% AR ARNTERANTEEINE,

RR A 122 5

Service Catalog AFEAEEFKHPERSNMNREANTGR. XMAEAUULEREREENSIEETEX
7 DR R 7S B 48 AR B2 5% B B9 851 o

BIRFmBNFRAEN , ENSB 7 RIERZTRITEANRBRNAERAS , AR EREERN™ m
AR, AP AT BUBR IR A2 s b R 7= m B 15 4T SR 45 BB 0 # AR A

PR

MAFRTFFEREASHIHRNER , LAFEEN R ZF-RASHEIEHTN~mn, BAUNA AWS
Identity and Access Management ( IAM ) R BRRIZH|#E AT A EFMEKEN B F. 1AM XRS5 B
L1IAM AP, ANMAe,

LAFPBHEIEE IAM BB~ MAE |, Service Catalog %A &®ET AWS CloudFormation/3
HFRNESRR. E3RENTRIE—D IAM B& | B LUE R B F P #EFHRITRIRIRENNR
PR , HEEMA1RTLAGE A B i E R IR,

2R

ARATFEHRIEN>=REBBEE AWS BRA AR, BAILAERAERN>RBTRE , MERTEE
WIRFIK A, AWS Service Catalog ARFZHETEMEE : FHBRE|. BEIFR HI MAEMRPREFo

MEE™ m 3


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/

AWS Service Catalog EERERE

BEEHAR , BANRAEPNTREE-— 1M EACE, CALAGERINMEERF , AEEF
[REAFNR , RAZWAFMNE BB MmN,

BHALYRELREE A Amazon SNS EBIREVE XL BH4HBEH,

BRARRE TRAFERS T RETANEESH (Hl, EC2 KAIREH IP utSEH ) . HBIER
AR, BULEEEA~RNEMR AWS CloudFormation ik , ARFEEN=RIBN=mRAEXE
WREEAT PR o

%:Igﬁ*ﬂpﬁj:{/ﬁl)lbiﬂi

HWERBRT EEAGEB RWDBIERE.

O Administrators
m Create and share product portfolios to their end users

Manage product portfolios Distribute portfolios using . Maintain catalog

%, Organize portfolios
f " with constraints /  account IDs or organizations

Obtain / author products
in JSON or YAML

Add, delete, or deprecate products and versions

nr”.’:a}.ﬂi’;’”l " PortfolloA = —_— 8@ sl S|t
= ' ‘ rgetzions S ;

' i
'

P - TR i . . » —
' Versioni1 | | Version2 1 } w & || Version1 | | Version 2
lofocoocoto-oooo G oducl X aduct AV _# .

MXX

________________

i
! Portfolio B . Constraint options: Account ID [ — » —
i = ) 1 - — u —
- — - — \ , - Assign launch roles ("launch as") 1 Py e
- - — ' - Constrain launch parameters | T T
- o — - i - Set notifications & J y y
- — - — ' I - Configure deployment —— v | Verson3 | | vorsion 4
_ _Product Y Product Z | across accounts and regions Users | temememssmeeeeaaa
Product Y Product Z - Control tagging sers Product X

TagOption Library
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html

AWS Service Catalog EERER

HERERATEARSRINAR, BR (AM AFER) FaNE=F 5 REHEUERSE (KE
SHRIE ) NIRARITERE,

- IAM AF :
- SIEENAFATUEENAE, BR (AM AFERE) F3 IAM A el2 A SRR TRE.

« (THEER ) FRBEZMMNIIAFSERASANIAFE, B8 (AM AFER) PEAS
ANIIARER (#EFE ) PRHARITERE.

@] AWS Service Catalog B2 & 1% F1X R

EREZEER , BEE AWS Service Catalog B 5 33 | & 1 B 9 17 7] AR LA K SR I8 17 1% 20 LA
TESH IAM BUR -

- QIBRNEERAS

- BIEMEE M
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a. EERMAF,
b. XF Username , A ServiceCatalogAdmin,
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d ®‘ET-F: R,
3. EEREENEIMBXRHE,
4. EFVEERR , ARRITUTERAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://console.aws.amazon.com/iam/
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b. EHTEMNRAIRE A AEFEMEEIREEHE 5 .

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:CreateKeyPair",

iam:AddRoleToInstanceProfile",

iam:AddUserToGroup",

iam:AttachGroupPolicy",
"iam:CreateAccessKey",

iam:CreateGroup",
"iam:CreateInstanceProfile",

iam:CreatelLoginProfile",
"iam:CreateRole",

iam:CreateUser",

iam:Get*",

jam:List*",

iam:PutRolePolicy",

iam:UpdateAssumeRolePolicy"

1,

"Resource": [

min

c. BEET—%: L

d. ("t ) EREFMIREAERBENEREFEXREK. £&RZTRM 50 MRE,

@ Note

RERALUMIEIR RN REX, HUMATIRA, AANERAR. BRESZE
B, BZHR (AWS — k2% SEEE) RFHNANAWS FRFIIRE.

e. BEERT—%:@ &

f.  XJF Policy Name , # A ServiceCatalogAdmin-AdditionalPermissions.

BEEAR TR


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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/A Important

BRAMEEE R RT Amazon S3 PR , EE AL E] AWS Service Catalog 771& £
Amazon S3 FHER. BEXEZEE , HZH (Amazon Simple Storage Service A
FIEEY PHAFER T,

g. FIEFRUIBRER,
REGENRAENNKTIERED , AFIERE Refresh,
EERFERH , # A ServiceCatalog SATFIE KB SR,

1% AWSServiceCatalogAdminFullAccess, ServiceCatalogAdmin-
AdditionalPermissions REEMEIRE K REEBRT—¥ : ¥

MREBEEHAF , Hi%EFE Add permissions.

WMREBEGEAF, |, iF%k$F Create user, BRI U TEHRE HIEIE , AFIER Close,
ELUBEREEREMNER , BEAKFEEN URL, EEHKI URL , BESMBERHIER
Dashboard , A51%# Copy Link, fFEEMMEIEHN KR , ARFERALEREREPCIESRE
#EY IAM B F VB #RA B8,

@ AWS Service Catalog & F & F X R

EHLBAP A LUER 281 AWS Service Catalog , #EM4M#%F X AWS Service Catalog x4 F 124
BUENHENER. ERTFHENR , CEENRBEMMNISZLAFAEAN IAM AR, AF4ARA
B, EUTIREF , BATH AWSServiceCatalogEndUserFullAccess KEEHTINEI IAM B F4A,

[ &4 AP AR TR

1.
2.
3.

£/ https://console.aws.amazon.com/iam/ T FF IAM & &,
ESmERTD , EEAFP4A,
ERAIEE |, RARWMITUTRE

a. NTFLHAEW , A Endusers,
b. EERFEF , A AWSServiceCatalog LATHIEKEE IR,

c. i&AiZ AWSServiceCatalogEndUsexrFullAccess FREEHIEIENE, & th o] LAck ik
AwWSServiceCatalogEndUsexrReadOnlyAccess,

d. EEGIEA,

B&LAFRTRR "


https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://console.aws.amazon.com/iam/
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4., ESMERERD , &F Users (AF ),
5. EBERMAR , RARWMITUT®RE !

a. NTRAFE, NAFRBA—1NEW.

b. %EFZEHE- AWS EEEE AT ENR,

c. B®EET—-F: MR,

d. i%3# Add user to groups

e. I1&H Endusers AMNEIRIE , RBET—F 5L, ARRET—F : F&,
f. EFERIEL, EFREAF, THHEHEILE , AEEFEXA.

REFNEE Terraform T E 5|2

ERIhEA Terraform 7= & AWS Service Catalog , #ES4MIEEE Terraform 7= mAYE — NIk Fh 2 %%
MBECE Terraform BLE S|, % , B UAERARMN Terraform ELESIZ AWS |, Z5IBLEMEE
Terraform ELE S| ZBFTEMN KRB MER LN, AWS Service Catalogltt — /X 418 B KAEE 30 5 4H,
AWS Service Catalog 2 T —/ GitHub 7 , EPBEEXLZEMEE Terraform FLE S| ZH W
B,

A5 E

HIRAAERRIER , AWS Service Catalog E& —&BERANEEEURIEF BRI ZBHHYHEBA
5, 77 HEAFIE ARN , AWS Service Catalog 23 TEL R :

- MEESI BN T~mATEEN K+
- BESIZMT#THAKN AWS Service Catalog @ — X3
- MBLESIZBATERFICRMNBTEAR , ¥ATX

flan | WRHEAKS 0000000000000 ™= mus-east-1MAKF 1111111111 @A,
N E SQS ARN ProvisionProduct 2 IE## ., AWS Service Catalog arn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue

EHHZ % tH5ERA T H DescribeProvisioningParameters A/ Lambda E#K.

REEFEE Terraform Tl & 5|12 12


https://github.com/aws-samples/service-catalog-engine-for-terraform-os
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FHRERBERNMNBEH Terraform il & 5|2
MR ENRERE LETXZA A TRES lambda: Invoke #ERTHEIAXIR

AWS Service CatalogH iRt #Y 5| Z 0| ENS B EENEE Lambda BB E BN @RS E A&
Flambda:InvokeBE K P X FRIV A E 2K : AWS Service Catalog

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
1,
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1l:account_id:function:ServiceCatalogTerraformOSParameterParser"
}
]
}

X iZREHNERIEEIZ{TAT4 AWS Service Catalog EHIME—PR, ER , BRI LUEH
aws:SourceAccount REVEE L T XFHRHF - EHREH, [MEXLERASI AWS Service Catalog &Kix
SHER  SEABEKSFH ID AWS Service Catalog ExRF4, HETEBSImASHED X~ R
HFEBRAEREKFFERENSIZR | X—RBXH,

Blan | & 0] AE A A0 PR B9 SRS SR 9 51 2B BR &1l X A2 IR B 000000000000 1 111111111111 BY
H3K -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:account_id:function:ServiceCatalogTerraformOSParameterParser",

"Condition": {

FRIRBEFINENER Terraform kL& 5| ZE A 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy
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"StringlLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

mREHREBRELTXRAATRT sqs:SendMessage EEM TH AR

B AWS Service CatalogiRtH) 5| Z 02K B E R 1ES| A Amazon SQS BA ST 175 7] 5 B4R @] R 55 E 44K
R FEIKFsqs:SendMessage ( FxEEY KMS ) &XBR : AWS Service Catalog

"Version": "2008-10-17",
"Statement": [

{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
I
"Action": "sqgs:SendMessage",

"Resource": [
"arn:aws:sqs:us-
east-1:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
]
.
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"
1,

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

FRIRBEFINENER Terraform kL& 5| ZE A 14
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]

XN iZREREREFE T4 AWS Service Catalog ERME—R, B2 , B LUER
aws:SourceAccount RIEEE L TXHEAM — TN HRH, mixLEBAF] AWS Service Catalog Kix
SHER  FABEEKFH ID AWS Serwce Catalog EXRHFH, ETEBY~REAe_ESs AT mHt
FEBRIABEEKFERENSIZN , X—KREA,

fFlan | & 7] LABE R 30 T PR Y SRS S8 B9 B 2B BR I R R A2 1R B 000000000000 #1 111111111111 B9
B3R :

"Version": "2008-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
1,
"Action": "sqgs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringlLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

}
1,
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

FRIRBEFINENER Terraform kL& 5| ZE A 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy

AWS Service Catalog

]I

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

FREBERBERMNINEER Terraform Tl B 5|2 H
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Al]

BRI LAERAATIE"R — N B mERTT B E A AWS Service Catalog , tE B BUZRRR A #FE
RSB TIRE,

EXRHREH  BHUEZREBANRLAFRPNEORTEL, EFREREER , B SEFREAS
REBVE~R. FANRLKAF  RERITIBCRSVWHRNRLAFPBHAEHBI =R, “@RIUURUT
F£—1n :

« —®1E Amazon Linux LIZ{TH T AR , HEMEE L= m Al AFERAK AWS BIRH AWS
CloudFormation 1&g,

o —H7E Terraform BLESIZ LETHHRHE  EF targz BEXH , ZXHEXN T=RULERDN
AWS &R,

® Note
Fiaeal , FRRES TR ZE AWS Service Catalog FHIZ R,

"
> B

i1 FE
« AWS CloudFormation = A7l
o FFEAER Terraform =G

AIIE

AWS Service Catalog 2t 7 —1MNE SR M BN RIEMRMAIE |, HERTUPIEAT, BRI
RIMMANEERAEFHEATREFIDNEEACHEKS,  RAEREENERH#TEE L.

EFB

. FRFEM

- THREZ
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FRF M

EEAANEFNERCH , FREREEBUTRAR

* £/ AWS CloudFormation #EiRFTEHINR. AXESEE , BSHAEAZHEENE AWS
Identity and Access Management,

- B AWS Service CatalogfT BN EEANR. BEXEZEELE , 5SH the section called “Identity
and Access Management”,

THEZ

BREMTENERNESEE , SR AWS EHTE,

AWS CloudFormation = Al

BRI LAERAITE R — N RIFH 7= mIEMRFT A A AWS Service Catalog , th AJBURBR AR
RIS ERETIRE,

EAXAYEF  SFHUEREEBEANRAAFPNERRITEL, EREXEELR , REECE~RAS
REBEF M. ENREAF  BERITIBCRAUHRRLAFEHAEHBI=m. ZFma— M
Amazon Linux EETHZHAEARE , cETENRAULFERN AWS &BIRE AWS CloudFormation

EAR

(® Note
Fiaeal , FRAREE TR ZE AWS Service Catalog FHIZ R,

H/
[
o

G [
# (=

. T# AWS CloudFormation &4
 DIEBRAX

 BE mAE
 EmAEFOIER M@

. AN DB AR £ 3R A BR #2451 K/
AMBEFHARASE IAM AT
MRLAPETFERA SN EXE

Nii
B

Nil
B

¥ |3
~N | O (AW IN

Nil
B
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- SR8 NHAFZLAF KR

%1% . T AWS CloudFormation t&#x

&R LAE A AWS CloudFormation BAREE EMEE™~mEASM™m. BHRE JSON 5 YAML &=
XA, BRTEFEMBEENTIR. BXEZFEE , S https://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/template-formats.html| F P85 FEIAWS CloudFormation &
WER. BALAER B CIEERH AWS CloudFormation i8S S A B 2T REI B MR FER, EA
HRER , BINEHRT —METRERKREBEA . WERSE3IN SSH HRmEl &/ %4 Linux 3£
i,

(® Note

£/ AWS CloudFormation iR EE4E KRN, EEFHBcH , BREWEEHEMWNER, X
BEZER | BSH AE BN EREH,

B T8

NARHIRREH REIEIRATIE development https://awsdocs.s3.amazonaws.com/servicecatalog/-envir
development-environment.template onment.template %%,

EARABLR
RBUERE XA TR :

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security

group for the instance to give you SSH access. **WARNING** This

template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",

SRR TEIER 19
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"Type": "AWS::EC2::KeyPair::KeyName"

I
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

1,

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

1A
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
}I

"Mappings" : {
"AWSRegionArch2AMI" : {
"us-east-1" . { "HVM64" : "ami-08842d60" 1},
"us-west-2" : { "HVM64" : "ami-8786c6b7" },

SRR TEIER 20
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"us-west-1" { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" },
"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

I
"PublicIPAddress" : {
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"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}
}

BARE IR
BRFRES ™R REZN R R, SE2EUTED

« AWSTemplateFormatVersion ( AliE ) -FA T 0IZLAWS ERVEREXRE, ZITHERE AR
A2 2010-09-09 , } H'E R B it — M ERE.

o R (W) - EIRPER,

- BH (k) - ARPXAEENATEIFRNSH. X TENSH , BiREE—NHE , EERA
WELTHRENAR, BXARNEZER , B3 FH AWS Service Catalog £,

ZKeyNameZS AT ERIBEERLAF &M AWS Service Catalog 3 3 &Y 7= BT A TR HMHT 5
It E R (Amazon EC2) BHAX B, LRERETRNTRPGIERAX.

o TEIE (R ) - REAXERNEMERHIXNR. AWS::CloudFormation: Interfac e 8E X 7 &
KAFREAMEMATE RS, ParameterGroups &M E L AAX S 55 40 LA K IX L2 40 B AR
W, ParameterLabels BMENAZILENSHEN. HAFEESEREHE T HERN ™M
i, RERAFPEHAMBERE Server size: TETHREHN Instance configuration 5
B, HEFRE Key pair: FERHREHN CIDR range: # Security configuration S,

« BRES (k) - AAKREERMSHENBZHANIBENMRSE , SERKREL. SRLUER &R
N sl o HE Fn:: FindinMap AEBEEN B EMEMNER TR, tEANERSEXESIRA
EE&EAN AWS KEX MY Amazon RSB (AMI), AWS Service Catalog i F Itk BREF 1R 3E F P2 72
FIERE AWS Xig ki EE A AMI AWS Management Console.

- BB (LF) - #ERBRREEY. S| ARRNERENRET s PHRIR. ZLEERS &
fHEE 7 — 1217 Amazon Linux B EC2 SRR — ¥ SSH i RIZSEFIMN =R £4H., EC2 KfIH
B B o ERAAFBANEEREESSHIRE SSH 7RI ZLA B .

AWS CloudFormation £/ 28 AWS XIGMEGIEN MRS FIEE AMIID HoEPBEZE24EH, &
2ACHRENATRKA 22 LRBAFEER CIDR IP it SBE M A LA R,

- Bl (TWik) - FHRSFRENERNEENXAE, RENERIREEEHKFIFLHE DNS B
AR/REERGAF. A EEL DNS B#KER SSH ERFIKHI,

EXERIAFTTENESZEES , 555 (AWS CloudFormation AFIERE)Y RHERSZE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/format-version-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-interface.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-findinmap.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-reference.html
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SR 2 BIEFAX

EFEENRAAF BB ETAHERHIERN~m , BL4TEIE - Amazon EC2 key pair, % 4A
NEATHNEHENLAEZASATHERENLERANAS, AXBANNESZER  FHRHEALE
B3R AWS 2HE  REERL T EC2 AFrEMFHILT# EC2 X,

AHIEHN AWS CloudFormation ##RE & L TKeyNameZ# : development-
environment.template

"Parameters" : {

"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"
1,

RLRAFEMEA AWS Service Catalog Z4AXY /8 37 & T AR Y™ fm B AAUIE E 20X Y B o

MRENKFHER - NEFEEANBAX , MALBE PER3 : 62 ~Rda. BN, FKMNU
ez 8

BIRZ AN

LS EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ES BT Network & Security T, i%&# Key Pairs,

£ Key Pairs T L , 1%## Create Key Pair,

¥ F Key pair name , A S TI2EHN AR , AFIEER Create,

LG ARBEEAREAEBHANHN , BEZXHRFIRENE,

o b w0 bdhp =

/A Important
XRERELERAXFNE—N2.

F|3:CEFREAS

BENAFRET R, AR BEIREFREEFREAS.
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tEFRAS

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EENNSMERY K &FFmde , RAREFUEFREAS.,
3. BAUTE:

- FWmHAEEH - Engineering Tools
- FRAEHEIR —Sample portfolio that contains a single product.
- #15% - IT (iteexample.com)

4. EEROE,

S|4 EFmASPUETTm

REFREASRE , ERUNEFTRAGHOETRT .. EAKESD |, BFIESE R Linux Desktop BI7=
= £ Amazon Linux LETH=ZAEXHE  NFIBIEFRAENRN,

ErEmA S elEr m

1. WREBEERLE—FSER , WFE TR Portfolios WH. BN , iEITFF https:/
console.aws.amazon.com/servicecatalog/,

EREANAEESR 2 POIBNIRIE~RAS.
3. B®“ELEH~R.
4. EFmEAEEHsNEIEFRTEL  WANLTRAE

N

« FHRABM - Linux Desktop

« FmiEiR - Cloud development environment configured for engineering
staff. Runs AWS Linux.

- FHEE-IT
- DB - (ZAH)
5. TERFFMAEETEL , %&ZFEH CloudFormation ik, AEIEFEIETE Amazon S3 # 1k URL
MAUTHER :
- %FEWR - https://awsdocs.s3.amazonaws.com/servicecatalog/development-
environment.template
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- ¥R - Base Version

6. EXBFRAEEID  WAUTRR

o BXXRE TR — ITSupport@eexample.com
o X #HE#E - https://wiki.example.com/IT/support

« X¥FHR - Contact the IT department for issues deploying or connecting
to this product.

7. ERGIEF M.

HUR 5 AN INAEHRLY R SABR K5I AR/

AREFRAESRINFIMN RN S —EEH, ARAUBRHFEHNBI LT (BHYER) |, T
LA 7 inE| AWS CloudFormation #E4R ( #BIRAR ) . BXREZELR , BSH £H AWS Service
Catalog £ %.,

FERLFRANIE Linux Desktop =R ATRIEAFERB AR AR LFIXRE, MAFEREER , B
FREBM 6 NRFIZERPHITIER ;| WYKL FEERWEHIEBRBHEINHAD Eﬁ’J‘E’J S : t2.micro
Mt2.small, EXESZEE , FSH Amazon EC2 AP IER I T2 K41,

FHEMRL RAIE Linux Desktop 7™ fa

1. EFREAeFHAEENEL , ERAR , ARERUBAR,

2. HERIBARTES , T~ , %#; Linux Desktop. AF , XN TARKRI | kR EIR,
3. EEMARTD , BRI HRER.

4. FUTHABRMBI XA RERT

"Rules": {
"Rulel": {
"Assertions": [
{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}1},
"AssertDescription": "Instance type should be t2.micro or t2.small"
}
]
}
}
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}

5. TEARMAT |, @A Small instance sizes.
6. EFE6IE,

S 6: AIMBHYRUDE IAM AR
BIHAREBEERZRLAF B3I~ mE AWS Service Catalog #5&H) IAM A€,

FELLSEAP |, B 6 Linux SEFRAINS3IBRE , LUE AWS Service Catalog 7] LA ¥ 57 G
AWS CloudFormation 1R IAM &R,
EBEaFRoENERNSHARN IAM SELMEF TR

1. AWS CloudFormation
2. 7= & AWS CloudFormation #& 4k & #9 BR 55
3. EIREHER Amazon S3 M F1EHL AWS CloudFormation #E 4R #Y 177 [R1# FR .

LEHARLESELAAFAUES =0 , A ERZEHEENTRESRHETEE. BEXESZER | #F
2% AWS Service Catalog BE14 K,

RERHARN , BFREELEFTINAN IAM RBFENRKLAF , A41F8EEA Linux Desktop 7=
fmo. 5l , %ServiceCatalogEndUserAccessEEEE T 1A E AWS Service Catalog £ 4% F 7= #2
BUEMENRIE IAM R,

BEERBHAR , BAILUEME IAM RIEREK , HHRLRAFS IAM RRBERERE. BXESE
B, BZHR IAM AFERE PR TRENER.

= ENES

1. ERIAM AFEEPE JSON &I+ E 6l 5 R MA B,
2. 7£ JSON REEM#HH |, B TR

« cloudformation— AVFGIEE, EEL, FE#H. MER. L RFRIE AWS CloudFormation ik #Y
AWS Service Catalog 5E£ R,

- ec2— AFHIH. EE, EA, BEMIFIZIEN AWS Service Catalog 7= f — ZB % #Y I & i#h
# M1t E = (Amazon EC2) ®IRHY AWS Service Catalog T2 X R, RIFEEIEMN AWS &
R, R gEe R EE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS Service Catalog EERER

© ec2— NIEHY AWS IKF BIEZFTRVIEE RE , FPEEENRERBHINEEEN IAM A,

« s3— AWFIHRIMAER Amazon S3 FiEM. AWS Service CatalogZEZE = , AWS Service
Catalog BEHRIEEXN Ro

« servicecatalog— A ¥F AWS Service Catalog R FRELAF I, EE., BEA, FicHE3

ﬁlJ/?\o

« sns— AFRFESHERFIFIE,. ELE, BAMFRIZ Amazon SNS B AWS Service Catalog
R,
(@ Note

BIELEMBHNEM TR , BEEESRRH JSON KA,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack",
"ec2:*",

"servicecatalog:*",
"sns:*"
1,
"Resource": "*"
1,
{
"Effect":"Allow",
"Action":[
"s3:GetObject"
1,
"Resource":"*",
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"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

BEET—F , 7%,

EET—F , '8,

EEERKAMEL , WA linuxDesktopPolicy R E .
RO,

ESMERT , ERAG, AGERCUEABHIMITUTERE

N o o bk~ w

a. HEEBRAEREE F, EE AWS RE, RRE “Hitt AWS lRSH A B TiEE S ervice
Catalog. %% Service Catalog A5l , REEET—F,

b. 1 RKlinuxDesktopPolicy Rl , Rk ZEEIE,
c. EET—L,
d XFAEEZF , #A linuxDesktopLaunchRole,
e. i%&#¥ Createrole (BIEAR ),
8. 1E https://console.aws.amazon.com/servic e AWS Service Catalog catalog F3TFF#Z# &,
9. i&# Engineering Tools = A&,
10. EFmARRHAFEEREL , ERARETF , RAREFRIEAR,
1. WF=fm , % Linux Desktop , R FARER  EEZFI,
12. FIRBIRE IAM B8, ETHRi%ERE ‘linuxDesktopLaunch& &~ | RFIEE “Gl&”,

S|T7  ARKAAFRTFTmASHN L RRE

i, BECIBFmASHRMITm , TUEKRLAFRTFHRNR,

FREFH
MREBREERNREAFRE IAMBA |, 155H [@ AWS Service Catalog &4 A F R TR,
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https://console.aws.amazon.com/servicecatalog.
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REN = mA SRR

1. BEFmASHHASEREL , EEHRNRIETF,

2. EERRTIHENR,
3. EEARTFL, EPBRLRASHN IAM BASIRE,
4. EBRMIGERR,

SE] 8 MARLAF AR
ERERLAFEERDBEARLAFBHANRFEHENTR , BURLAS AWS FRBTHR
XS,

WIF SRR AU B RL A B4 A

1. ER (IAM AF{ERE) FrELIAM A7 5405 F AR TERE.

2. HEXERES  ERESIEEngineering ToolsRAEAH AWS XiE, EARKES | & us-
east-1 Xig,

3. #TFF AWS Service Catalog ##l#& , https:/console.aws.amazon.com/servicecatalog/&F

« - AP AEAN R
- B~ - AP ERNHEE™ M.

ERIFRAL AP A BUE 3 Linux Desktop 7= f
BEE , BEAHES |, %# us-east-1 X,

1. EERHIENT@mIBD , %# Linux Desktopo

2. EREIFR, BIREr-miES.

3. B3 : Linux Desktop WHA L , % A Linux-Desktop F{EFIEL &= Mm% Mo
4. ESEREL, MAUTAE , RRERET—% .

o IRFEFAKR/D -1EFE t2.micro,
o BEAN - BRBE SR 2 0|EBAT helBINZAN,

- CIDRSEME - A IP #1953 CIDR BB LUEZEZILH], S LAEAERIAE (0.0.0.0/0 ) AR
MR IP sk 4TiAE , LA LAREER /32 19 IP it R A SR IP whaitifE |, siFE RN =
EZBHWEME,

HPR 8 WKL AR 29


https://docs.aws.amazon.com/IAM/latest/UserGuide/console.html
https://console.aws.amazon.com/servicecatalog/
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5. %&EBIF= RIS MK, #BF A E R Linux-Desktop RN HRIFAEEREH. &~ mODER
AREUYD, BHZTREE/LDH, AWS Service Catalog EEE HFRE , BRIFTIEAI K
. FRmBIZE , RSERTA,

T4 fE H Terraform 7= &

AWS Service Catalog X#5RIE, BEBXEE , HEHPEELH HashiCorp Terraform EiE. AWS
A LA AWS Service Catalog FFEHAER—TE , THNHAMEHLHLR, EEMD K Terraform BE.
AWS AWS Service Catalog ¥ Terraform BZ N R EIheE , LIEXNFRECFTRSLHER Terraform
BaR#TwE . HRES, RAES, fFicARSHMKFAEE, AWS Z£H AWS Service Catalog |,
FENRLRAPIUEIMNBERIA RN RAREINE LR , AERE - NMRENTHBXLE™m,

(® Note
N T ML F#F HashiCorp BAR , A FTRIEX TerraformByiF AJ B E | FFLARIX Terraform FFIRAY
fEfaI$25% AWS Service Catalog B A AEBIRE. B~ mERDIEX Terraform XA (A
BIFRA Terraform FFR ) B, BXFIE Terraform FFR™ mATRE B~ mEB BB~
mBERBNEZEEMGER |, BFEE HIAW Terraform TR~ WA E B 7= 5 E#H 7 /B~

RH,

LA T #A2 iy 5 BN RS Bh 48 1E AWS Service Catalogsh FF A5 Terraform 7= fo

ENBREERR K SERAPREEAKS (POKFS ) T, Terraform 3 XK Terraform == m#EB
FE Terraform MES|ZE , LA LAE Terraform #XIREITMESIZE ( A&~ mEE ) M Terraform =
WIESIZ FTHRESELR,

EARHET  EEATEAKFRITUATES !

« {# /8 Terraform ZEHIAIFZ MERE I Terraform = f. Service Catalog i F“SA 20" RE R KX
Terraform 4 XiR7™ fmo.

- MrEmErERAEXEK

- BIBBHRFAUAFEHNRELAFAEE™ R

o AFEBINMIRZ

- SRAAFKF, (2XKF ) #EF~mAEN Terraform 7 &

FHa6ER Terraform = & 30


https://developer.hashicorp.com/terraform/intro/terraform-editions
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EAHED  SFEEERAPOKSAFERAEAAZTEMASTTRAS , ZKFERALNEREKS.
BREAAHENEZEE  H2HA A=FmdE,

BEHEPOEDN Terraform FRPEEH AWS RIRE—/MEEM Amazon S3 FEH,

® Note
Fiaeal , FRRES TR ZE AWS Service Catalog FHIZ R,

£l

« FIMEW Terraform F R~ @M E~ mEM NN mER
o FREMH  BMELMN Terraform & 5|2

« S, 1 N& Terraform BB X4

« S, 2 : Bl Terraform = m

« % 3% : 8l AWS Service Catalog RELHE

c R4 FHTFERANEFREAS

- S5 0ESHAR
o B8 6 : A Terraform = RIRMBEA K

Nil
B

L[]
\|
A "\‘\‘-'E A A
AN AN \%ﬁ AN AN
= |©O |0 |N |&®

 RYFRLRCHRRR

 ERARAFHEFRAS

« B O MHBLXAFMAKE
o 1 10 : 153 Terraform Tl BiRiE

HINEHW Terraform FRE~ mATEE-mEF AN~ RER

N T YL HashiCorp HAR , AFRIEX TerraformfiFaJZE | fFLLEIX Terraform FFIREVIE(
231 AWS Service Catalog B A AZIRE, “HAEB 7= MEBBIEXT Terraform HLXAR ( ABIFR A
Terraform FFiR ) B9%#F. AWS Service Catalog FHB X #F Terraform FFRENEAFH =R BT E ™~ M
WAERRER, BREFHIRNLKIEIE Terraform FFRER , B~ RRAMNTAES R.

R R, MAFUIRRAT W EBAFFFT B IAE Terraform FHIR7™ f M7l B 7™ ma K 2 S50

AR o

1. BEHIAM Terraform 2% 5|2 AWS Service Catalog , FHBFEX 4 EZBH Terraform FF IR~ @3k
HNZFF, BXEH Terraform ZE5|ZMHA , FEFRINGitHub 776 E,

EH NI R o


https://github.com/aws-samples/service-catalog-engine-for-terraform-os

AWS Service Catalog EERER
2. ERAFAAB=mERERCETMINEHN Terraform FFR™ .

3. MIBRFTEE A Terraform FIR™ mEHENWINE~R.

4. EFTMERRBIRAGCE A I RER,

5. £ ILFREEA Terraform FR™RERNNE L E™ Ro

TENE~RE , W TEMFEA tar.gz EEXHWEF~m , BEAAI =mER,

AWS Service Catalog FRBEFEXFEFMTHULER, NRXLEFRAFEZLENKSFHAERINE
a8 m TERR , BRREN TP AREREER,

SREY  BEERH Terraform fE 5| 2

EREFR BRI Terraform 7= MY SRS M AWS Service Catalog , #&4FAE &K Service Catalog
EEAKS (POKS ) PLENEBERESI 2, Terraform 2 X~ M@ ( AN RER )
Terraform == fm ( £/ Terraform == mEH ) BEEME 5|,

(® Note
SIZEEN —RMIRE , KLOFE 30 7.

Terraform £ XRHITESIZ ( S~ mED )

AWS Service Catalog £ FA /287 mE R KT Terraform XM= . AB=mEREZFHMME
T B , ‘@ Pulumi, Ansible, Chef & , EFEURTMES|I BHEE,

FFER SN = @mERH “Terraform #XkR” HashiCorp B9 AWS Service Catalog 7= fi , &M MIE
AWS Service Catalog BEXE A MK ( FOMKS ) PREFNEE Terraform BEESIZE, AWS EE 5|2
REBTR,

AWS Service Catalog it 7 —/ GitHub 77t , HPZEFXLZEFNAE AWSEMM Terraform
BESIZMNiHAE, FHEQSESUTEE

- BENREIER

- HWENRD

- EHEE AWS K

- BXTMEEIFERE. RERIENRFINEMER

FREZM . BLEIEM Terraform TRE S| % 32


https://github.com/aws-samples/service-catalog-engine-for-terraform-os/
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Terraform =& 5|2

X F#EH Terraform Cloud 7= @& 1 Terraform Cloud HashiCorp BY7=fa , &AM 1E AWS Service
Catalog EE A MK ( AWS Service Catalog /0 ) RLEFEE Terraform EE 5|2,
HashiCorp fEiZf2ME H EE It 5| &,

HashiCorp 2t 7 — GitHub ZfE , HPIEB/ XN EBE Terraform Cloud 5/ZMi%8H, AWS
Service CatalogF#EIEUTELR

- BENRETE

- ERHE

- EBEE AWS K/

- BXMEREIFERE. RERIIENRHNEMLES

S 1 : T8 Terraform EL&E X4

YRA] LAE R Terraform Bt & X4 R8I FELE HashiCorp Terraform 7= fh. X LB X4 4 XA
%, BERTERRENER. EUNEABCERN NN RERKUE, EHNRTFEE. EQEF~
m , BT Terraform BLE U tar.gz XX L&, EARHESR , AWS Service Catalog 2 7 —
MIRMBEENX G , UEEAUFHRER. BEXHE Amazon S3 2§ & 12— MR,

THEE X

AWS Service Catalog 12t 7 — N R#lsimple-s3-bucket.tar.gzB B XHHEEARKERER,
Fit & 3 A4 8E iR

RO EX R XAIMT

variable "bucket_name" {
type = string
}
provider "aws" {
}
resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name
}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

S, 1 : T Terraform B& X # 33


https://github.com/hashicorp/aws-service-catalog-engine-for-tfc
https://github.com/aws-samples/service-catalog-engine-for-terraform-os/blob/main/sample-provisioning-artifacts/s3bucket.tar.gz?raw=true
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}

BB RIR
Bl B B & 7= mAT AWS Service Catalog ERIEMNER. ©E2EUTID :

- XE(Wik) -EEAAR (POKFEER ) AINSEN , ATEENEENEENL. ZENER
LERENTHARKT —BEO, TEXBFZENNERTEERN , ZBNER—ERNAAEEZE
RAMRE—. LBEMATHNEESEASENMERAS S| AEEE,

o REE (R ) -ATREREN RS IRMRE , EJAWS, AWS Service Catalog X X FAWSE R 12
&, Hit , Terraform R ESIZABEEMEMIIHAVIRHE  FEER AWS,

 BR(L4F)-ATEE AWS WEMBELNRFR, ERKED |, Terraform B & XHIEE N Amazon
S3,.

- W (FHE) - RENEESRE , XUTHEEESFHREE, BuFERAMHESE 3831t A
SRECEEM BN TERRE.

B 2 : 8l Terraform 7= fn

Z % Terraform BLESIZ /S , /RF AT LATE F 82 HashiCorp Terraform =@ T, AWS Service Catalog
EAZRESD | BRI EME Amazon S3 AR Terraform 7= M.

% Terraform = &

1. TEITF AWS Service Catalog ##| & https://console.aws.amazon.com/servicecatalog/FH A B R

AP SHEF,.

2. SMIEERD , RAEEE~mIx.

3. EERAEB&~&.

4. ETFREAGERHBIONMEFRAEL | EFEATER Terraform == mMEE, Service Catalog £
FASNEB= MR B R Terraform XA Mo

5. WMAUTFmEFEHAEE :

« FmEM —Simple S3 bucket

- @R - 2% Amazon S3 #&# Terraform 7= &.
- BEE-IT

- DHE- (ZH)

S8 2 : 82 Terraform =@ 34


https://console.aws.amazon.com/servicecatalog/
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6. EMRAFMEERNEL , FRER EEBERXENERXH, £ TR, 1 TE Terraform EEX
P IR T B ST AL,

7. WALTEER:

c RAEEH-v1.0
« WRAIEHIR - Base Version
8. EXHREFMEEIRD , MmAULTHR , REERCIES R,

o BXRE THB4F — ITSupport@eexample.com
o Z 8 - https://wiki.example.com/IT/support

- XA - Contact the IT department for issues deploying or connecting
to this product.

9. EEGIE™Mm.

RINBIEF= RS , AWS Service Catalog £~ @R E L REIAEIE,
58 3 % : 8|2 AWS Service Catalog RH'&EEHEE

IR A LATE AWS Service Catalog BEE A MK, ( ROMKF ) FRIBEFmAS , METFmELND KE
RELAFKE (2XKF ).

B~ mAes

1. TE3TF AWS Service Catalog ##| & https://console.aws.amazon.com/servicecatalog/ FH A B E &

B EF,
2. EEMNSHERD  EEFRdAE , ARERCE~RASE.
3. WALTE:

- FmAEEW -S3 bucket
mAE#ER — Sample portfolio for Terraform configurations.
- BEH -IT (iteexample.com)
4. EFOIE,

S|4 /HEBAMEFTmAS

BIBIRRASTE , BULURINES R 2 F8IZEH HashiCorp Terraform 7= fio

S]3:HEFRAE 35


https://console.aws.amazon.com/servicecatalog/
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2R mAamE = nda

1. SM~myIRAE,

2. EBEBHELSH 2 hEIEMNEE S3 1F Terraform =i , REIRREAE, NTHRERFEERRFNZ R
B=m4EAE, AWS Service Catalog &R T R FAESRIMETE S3 FHEBE K.

3. EERESIEF#METIRAS  ABEXAUEEHNR, FHENEERS FEFUBREHIR,
4. GEERFmANEFRAS.

BRI~ @RRINE~=REASER , AWS Service Catalog JFE7~ Ry KRR E L E RAINEE,
SRS 0EBHAE

EEhSED  ENE—NIAM AR (BEHAR ) | I8E Terraform BLBSIZBERLXAF B3 Terra
HashiCorp form 7= & & AWS Service Catalog AJ SAEIB YRR

BB DL E Amazon S3 48 Terraform = RIENBHARMN IAM A& ( BaIAE ) XMEBUT
PR :

« FEIEH Terraform = RHVEKE AWS BR, EAEKES | XSEX
s3:CreateBucket*, s3:DeleteBucket*, s3:Get*, s3:List*
s3:PutBucketTagging Amazon S3 &EH 7RI PR,

« 7E£ AWS Service Catalog B B Amazon S3 1718 F RET I iz S3 14 #9175 7] A BR

« X CreateGroup, ListGroupResources, DeleteGroup  Tag AREARIEMN L ENR, XL
B {E AWS Service Catalog A FEETRAMIRE

£ AWS Service Catalog BB Rk HEIEZH AR

1. &3 AWS Service Catalog EEAKF G , &R IAM AAF 8RS JSON £ L OIZEH REEH X
B TR E,

2. RNEKMMEE Amazon S3 7 Terraform = RAIR K, WEBLTECNERBIABZAIIE ,
HESELLTHR :

« s3— RWHIH, 3E. BEA, EEMFRIE Amazon S3 = mHAY AWS Service Catalog £ EB#X
PR o

- s3— RFIHEPFHER Amazon S3 &, AWS Service CatalogEZBE=fH , AWS Service
Catalog FEEMEE M 4RI HRIXBR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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« resourcegroups— AWS Service Catalog A iF 812, . MIERF#RIE AWS Resource
Groups.

« tag— ftiF AWS Service Catalog ¥ri2 R,

® Note
BREENENEM TR , LTETEEEIURS JSON K.

£ JSON SREEM S , LI TRE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/servicecatalog:provisioning": "true"

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",

"s3:List*",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
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EERES

d.
4. ESMERT , ZRAE K RAGERUEAE,
5. WTEREWEXRG  GEAENFEERE  REMALLT JSON X

"resource-groups:Tag"

1,

"Resource": "*",
"Effect": "Allow"

1,
{

"Action": [
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

}
]
}
BEET -5 , 7%
ii?:xp—lt—ﬁ y E*zo
pri=u =g 4

EEEXRBAMEL , #A S3ResourceCreationAndArtifactAccessPolicy fER B

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "GivePermissionsToServiceCatalog",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
|5 NEFHAESR 38
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EERES

"AWS": "arn:aws:iam::account_id:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"aws:PrincipalArn": [
"arn:aws:iam::accounti_id:role/TerraformEngine/
TerraformExecutionRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogExternalParameterParserRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogTerraformOSParameterParserRole*"
]
}

}

iij:%—lt_ﬁo

iij:%-lt_io
FNFH/BER , @A SCLaunch-S3product.,

© ® N o

/A Important
B AEEMMATEL “SCLaunch” Tk , BRFIENABER.

10. i%£$F Createrole (BI2A® ),

/A Important

ERBEPIRS | EBRIEN 12 H S3ResourceCreationAndArtifactAccessPolicyo

£ AWS Service Catalog EE Ak HRIEZARE , E4MIE AWS Service Catalog
RARAFKFPUBRERNEAG, REAAFKFHHNAGXIEERERKFHNAS

E& HE S HERN R,

S| UERFAR

39
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£ AWS Service Catalog R XA K FRIBBF A

1. LWEERSOHBRRFLAFKS , B8R IAM AFEEHE JSON IET1~ L 63 5 KAy 7 AR 1T
B1E,

2. EE biRfE AWS Service Catalog BB A K REIZBHARFHISE 2-10,

@ Note

£ AWS Service Catalog RAAFKFFRIBZ Bz AN , FRAREBENEER
BAccountIdFEAMBENEER,

NEZELEEERAKFNELRAFKFHREIRTEFHAG , A~ mAMNEHILRT.

F 6 : N Terraform FRARMEZY R

/A Important

&R HashiCorp Terraform F=mel2 B3R, MBERERHAR , RAAF BRI ETE
B Mo

EEERAKFFOEEBCSE , ERAUXRKEHHBMIALH Terraform == mBIBHAIRT .

WEHARLEGAAFAUES R, A ERZ2EREENNEEFRHTEE, BXEZER | F
2% AWS Service Catalog BE14 X,

BHERABIIAR , BT LUESRE IAM RESKEK , RELAF IAM RABERKERE. BXESE
B, BZH IAM AP ERE FRRTRIENR,

NEmAEBEHAR

1. 7E https://console.aws.amazon.com/servic e AWS Service Catalog catalog E3TFF#EHI &,
MEMSmEFES , EEFREAS.

% S3 FREEmAS.

ErFEmEESFAEEREL  ERARETF , AEERCEAR,

FWF=@ , kR EE S3 F#M. AWS Service Catalog £ BFNikBRBEFHYRER,

o M w0
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6. ER“MAR/BREN , AF%E SCLaunch-s 3Product,
7. EE6IE,

® Note

EOEZEHARNK,H , URERALBHIAREH=mNAFTKSH |, BARAFELENS
BEM.

TR]RT7 . BRFRAAFPHENE

£ /3 h BR % B2 A T 4889 HashiCorp Terraform /& , BB LAE 2 XK - P RL A PR T 1 R XR
7o

EAHEF  CaERETHENHAET , FHRNRRTFRELAAF. THREHIFHE. AENAFPNSE
m,EEAVUEFRASTEEXLEEN , AR5 ndai=., HARAERBAHSH |, 1§ AWS
Service Catalog RIFXEERABMREELFE. MRAXEFE , W AWS Service Catalog B30
CEN IAM ZERASHEFREESXBUAOSLAAFPBTHRNR. EXELZER , BEFHLE=Tm
HE,

FRFAM

MREBEZERNRLAFRE IAM B#4A | ESH [0 AWS Service Catalog &2 F & FHR,

REN = mA ST RIRR

SMEBFmASRNE?EE S3 FRBTREAS.

EERGRNRIETF , REEERTFIHRENR.

EHRNRREEES , EREEEN,.

EXRBHNERD , BEFTEENRE  REWAD XK PAERLAFNEEET.
R T RRR,

o ~ 0 bh =

S}|E: ERABFAETREAS

AWS Service Catalog B R AJ LA A account-to-accountE Z = AWS Organizations %
é‘i‘ﬁF’ﬂ]ﬁF PRBFHEERXR, EAHES  BREAEEAKS (POKF ) BHAHETL
, ZIkFP B RERNEERIKS,

f,.“r ok
hqm
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MNEBRFLKFHRETREAS

1. $TF AWS Service Catalog ###|& , Mk A https://console.aws.amazon.com/servicecatalog/s
2. EFmAERNEL , &R S3FERETRAS. EREXEYD , ERHAE,

3. 1&# AWS Organizations , ARG MIEEIEHIH LR LR,

4, TEAWS HABERSP , ERRLAAFKF, (2XKF ).

R UBRBEENAREHERBTRAEENA, RFALREMN (OU) HALKNKFAR
UHEFmAE. BEXEZEE  BERE A=FmdsE.

RO ESRAAFREFRAESRE , T—SERIRAAFERHATMEE Terraform =M.
TR MHAFZFARAFPAKE

ERITRAAFEERDBRRLAFZHEAEH S EMSinple S3 bucket™m , FUKLH
P AWS BB FABRITUATES.

BiIFRL AP AT R &L AP 2E 8

«  FTF AWS Service Catalog ##l#& , https://console.aws.amazon.com/servicecatalog/&EE :

« - AP AEANT R
- TEESm - AP ERNMEE™ M.

ERIIBAAFREALE 3 Terraform 7= f

1. EBRHENFREy  EREES S3 FHEME.

2. B“BRZITHR, BHEREF@mNES.

3. EEFHEE S3IEMEBETEL | WA Amazon S3 product B{EFIHE B~ M A o
4., ESHBNEL, BAUTAR , RAEEET—F :

* bucket_name — 5 Amazon S3 FiE IR itME — B ¥, M , terraform-s3-product.,

5 &EBHTMR. BHESER Amazon S3 FREBHHHERFMELETNE. ~mBNBRSREXR
F, BEZFREE/LSH. AWS Service Catalog EEE HFIRS |, BRIFERRIEET. K
BairFRE , RERTH.
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AWS Service Catalog 2% N EIF Amazon S3 Efi&fterraform-s3-product.,

FH 10 ; 1532 Terraform TRl BigE

MREAB SR EiRE | ATLLEE Amazon CloudWatch BER AWS Step Functions £/ EL & T4
2o

BEETHEREFEEM RS

« ManageProvisionedProductStateMachine— EEEHH Terraform = RMEHINE
Terraform & &7 mAt AWS Service Catalog i f tLRZSHLo

« TerminateProvisionedProductStateMachine— EA& ILIME Terraform FiEL &/~ AT AWS
Service Catalog ¥ LIRS o

ERITHRERSN

1. #17F AWS EE#EFHE , ELET Terraform BLESIZMNEBE AP OKFPUEER 505K,
2. $TF AWS Step Functions,

3. EEMSMERF , ERREN.

4. %&# ManageProvisionedProductStateMachine,

5 EWTIIRF , MAMEEN™MR ID AKREEEHRITHI,

(® Note

AWS Service Catalog EE &= R QI ETEEN ™~ m ID, MEE=m ID K10
T : pp-1111pwtn[ID numbex],

6. EEMIT ID,

EERHRTEAESRAL  CUNEENRETAREFNIESR. CHaUUSEEIAARNS
B2 kR
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Z 4 AWS Service Catalog

TEEAWS REFZE, fFAAWS FF , BAUZRT TN REARSHLZEHBREALNERMHY
BOBEHR OMMERN,

RERMFHEEE AWS WEE, REREEXFEBERAIZHN Z2MNEh WEEH

« BEE — AWS AFRIPE AWS ZHIEIT AWS RS EAEN, AWS BHERREATUNZEER
BIBRSS . 17 AWS EMMITRIN—8 2 , EZHFFRARFERNHAMBIEZT 2 EHE M,

ETHERATHAMITR AWS Service Catalog , S RZEM TR 2 #I5EE NHIAWS RS

« DIKEE-ENRERASEAN AWS BRFRE, BEFTENHEMARNT , SHELENBEHHR
. BRANERANERREREEN,

AT FSBY IR T AR TEE A A Nl B2 A 9 B SR AEAE B AWS Service Catalog. LA & [a #8143 a0 Al it
1TBLE AWS Service Catalog LA R BN R MEM M B 5. EFREBNEHM AWS RE , JZ‘LHE%

A &5 Bh I8 M R FR 47 8 B9 AWS Service Catalog &R

FH

- FHEIERI AWS Service Catalog

« AWS Service Catalogd iy Identity and Access Management
o BFHUEIE AWS Service Catalog

« WEMMERIE AWS Service Catalog

« M1 AWS Service Catalog

- PREMIZEZ S AWS Service Catalog

- WERLHRESEE AWS Service Catalog

H B BB R AWS Service Catalog

9 AWS EFEEEE A TP EIERI AWS Service Catalog, MAEHFTHR AWS |, ARRFIEIT
FRIENANSIRERENR AWS =, BHREP N IEEEILERMS *@J:E’J BRI H, "9“ & A RIS
AW AWS S WL BBENEETS. AXREERMNESER , BSRABERALELENE, Fx
RONBIRRIPWER |, ESH AWS Security Blog E#J AWS Shared Respon3|b|I|ty Model and GDPR
BEXE,
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREF. BAERFER TLS 1.2, ZBiUEA TLS 1.3,

- EAIRE API F1H P&z HE AWS CloudTraile BXEH CloudTrail BRERIEIR AWS SEFIHELR |
EZ# (AWS CloudTrail AF#E®) RHFEAR CloudTrail ERo

« FH AWS MEZERRFRUREPHFMERINZEEH AWS RS,

- FAERIEEZRLRS (HlW0 Amazon Macie ) , EEBI T XIMMRI 7% 7E Amazon S3 HHV U
R,

- MBIEHE AWS BRI HTTRES API BHTIHRANEELZST FIPS 140-3 RIEHMBZER | EEH
FIPS i =, XA AN FIPS MRMNESZEE , H5R (ZEEKIPEELAERE (FIPS ) 5 140-3
HRD o

BB NENEEERBBERS ( MEEF N BEFER4iti ) RARESHBEHERNXAFTE
(WMBHFR) ., XTEEERREIA. API AWS Service Catalog SREAE M AWS RS B FEHEE
& AWS CLI, API 3Bt AWS SDKs, A TRMIIRE D B A& AT B A AR E I3z 4R o] 68
2ATFUHRIZHA LR, MREEASPRSEFIREMU |, BB NETELENUt I EEIEE BRI
N iZ AR S ERHIE Ko

A b0 & SR AR B3R
AR

AWS Service Catalog AL S #HEE N FAHTERSMEZERN Amazon S3 Z iR 5 #h
DynamoDB #iEFE, ETMEZE L , HS ¥ Amazon S3 1 Amazon DynamoDB £ K& < E A
ENEE.

1% % H N 2R
AWS Service Catalog XM E Mz EEZRNEREAZMEZRZS (TLS) M AWSEFIRINE,

BT LB 8l VPC 4R S AWS Service Catalog APIs N TS #HEMIMESR ( L% VPC)
BITRRGR, FH VPC KigT & , VPC M AWS Service Catalog VPN Z BB B EHE AWS F£E4b
B, TEEBRMMK, NAT M= VPN EE,
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FERNEH — VPC LinT = AWS Service Catalog FH—I1 AWS HARIB# X1 AWS PrivateLink |,
ZEAREABEMEMZEOSSI AWS REZBNIEIEE , BT IPs BMEED VPCs,

AWS Service Catalog# #Y Identity and Access Management

1A AWS Service Catalog EEEIE, XLIFPLFMEFTR AWS BIR ( Hl07~=m AWS Service
Catalog AE=~=m ) FIXBR. AWS Service Catalog 5 AWS Identity and Access Management
(IAM) $£5%, , (E#R L8 E AWS Service Catalog BIE A BT 10 EMEE> RATENNE , #8F
AWS Service Catalog XA AP B mMEERMEE~mATENNR. XERBELAHEEANRL
APRAENERE  EAWS ZHEEGNSAAFPEMAENEE, ERHHRNRE , SFEMXER
& B N2 B F AWS Service Catalogfd B/, AFAE,

R

#&383 AWS Identity and Access Management ( IAM ) 378 KX PR A BEBUR FI&TE AWS Service
CatalogH P EN AL,

#&383 AWS Ildentity and Access Management ( IAM ) 38K PR A S BUR FIETE AWS Service
CatalogHh i3 EHN A B,

B RA-EN AWS Service Catalog BEXE R , £AFEREEEAEHFHANTLIARNERM IAM R |, X
HETHENTENSZNEEFRAANTR. EERFIURAZLAFRFHRNEZENES,

BRARAP-EENRELAFRTUERZN~ Rzl , BEEMM{1R FiHE AWS Service Catalog £x44
RAPEHENR, WiEABERZ =R NEEMEE ™ @R,

IAM EE R - NRER IAM EER , BAeHLE 7 BN MAREREAEEN AWS Service Cataloghy
HRNRFMAER, EEFETLUE IAM REMAB AWS Service Catalog BT BRI KRG REI , iF
B, the section called “AWS & KB

BT 5H 1K~ H AWS Service Catalog

Ay 2 5 & 15 [R] A R
= B9 7= fm 13 [F) X R
- EIRTNEL B mmAY =B SR HE
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R4 R PR & TR AR

AWSServiceCatalogEndUserFullAccess #l AWSServiceCatalogEndUserReadOnlyAccess
KEER T X AWS Service Catalog AR FEH S MERMIGRINER, HFEEEPE—KBHAS AWS
Service Catalog 7£ H 3 {Ti£ 2 84 AWS Management Console , & A F# 4 &4 BN E RMMENE
BHEI = o

ERAAFPBRINBHERFHRNBRNFZ R, BXAAEMIREE M IAM R |, AR F1ER
7= & AWS CloudFormation iR ENERE AWS &R, AWS Service Catalog #la0 |, tnR 7= mi&
#‘2& Amazon Relational Database Service ( Amazon RDS ) , N4 ME B EZFRATEI~RH
Amazon RDS R,

ETHROAATFREAAFBI T m , BI@EEHITR AWS BRAKEIFEINE , i5S /. the section
called “BEFHLIR”

MR R AWSServiceCatalogEndUserReadOnlyAccess XBE , NN AP SFEARLRAF G
AWNIERNER , BB R =R NEEMEE ™ RFTENNR. SN EA IAM BEEORLARF
BEFiXENR , ERNEEEREHZLALX AWS BRAHENE , NS ZERHNEEH AR,
RfE , WA LAEA AWS Service Catalog HEBEMATFRNEIAR, BXNABHHAE. B
HHBEREMNROIEHABHNESFEER , BSHAWS Service Catalog /& 3 Rl

® Note

MREEAF R T AWS Service Catalog EE R IAM R , MR NEREERA RSN
B, RICHFEZRLAFEEEEARFAUERMNHFRNER , EUARERF AT LR,

R P i R R

ERARAFUUERERFIHRNRNTRZE , B4R EAaITREEM IAM PR , S AT

£ 7= AWS CloudFormation R ENKE AWS &R, i , IR~ mEHRTE Amazon
Relational Database Service ( Amazon RDS ) , N& 2451 A~ & F AT B 317~ @i Amazon RDS
PR o

ME R AWSServiceCatalogEndUserReadOnlyAccess XBE , NN AR SESRLRAFEE
AUENHRENE , Bl ER =R NEEMEE™ RATENXR, BAE IAM REERRE
APRFXENR , BERNREERFFZFLAFLX AWS BIRATFREIR , NS iZ KK NEE 3

A, R, BALIER AWS Service Catalog R AENATFRNEBYR, BXRBNABRA
B, BHACRIINRIIBHACNESZEER , BESEAWS Service Catalog /& 31 BR .
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EIETREC & ™ mm AY R B R B

BALBEEE KB RBHZHALANEZEZER, UTRAANBUNMBEELEMRIENTHRILS
DRHARF, ARNKFAXE. ZU0EAFPRTFES. EF. KLENEBUTHEE™ RIVERX

1) HZAFRENTEE M ; 2) BEEAFPERAZAFNACENTEE M ; = 3) HiZHA
FPEFNKFAUBNTEEm. XMHHEHEXRSEN - BFRFRFRNRNSENETAERH
AFRIBREINER , AnAseRiGRNRNSBFAFRIBENE , EF2BF KRS RIGREINER, £H7TR
TEZRBE JSON H{EH Condition 3R¥EAN accountLevel, rolelLevel = userLevel RIEE LR
R

X L5 R t15&E F§ F AWS Service Catalog APl B ARER 5 H 4K

3l : UpdateProvisionedProductfTerminateProvisionedProduct ,

LAK 152 BUR4E : DescribeRecordScanProvisionedProducts,

FMListRecordHistory, ScanProvisionedProducts fl ListRecordHistory APl i
YEEM AccessLevelFilterKey fERHIA , ZBIEN KT A T12H Condition R4 5!
( accountLevel [ TF“Account’y AccessLevelFilterKey {E. “Role’®) roleLevel &
M“User'ty userLevel ), BXREZEE , 2 (Service Catalog FFZARIEF) -

R~
TREC IS~ mm Y B 12 5 5e £ 7 B AX R
- BB mAVERL A, 1A RER
BB Ay EE R &850 15 R X R

MEE RN EER T2 E R

THRRE AT EHREKSRE RPOREE™ RN,

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"servicecatalog:*"
1,
"Resource":"*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel": "self"
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EERES

ZREENVNEESE T THARE

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
1,
"Resource":"*"
}
]
}

TIEEMIKBE S AWS Service Catalog NEEConditionXRFM N5
E"servicecatalog:accountLevel"iHER, EE , accountLevel HRINREIE
roleLevel Fl userLevel TAEIHXBR,

BB~ MmN RL R 1 RNR

THARERRA PN RRRERG N RERE B C el 2 A & mMKEKIZ R,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeProduct"”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistory",
"servicecatalog:ProvisionProduct",

ETF 5 MR REERH] AWS Service Catalog
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"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"

TE B~ MBI A 32 V5 RN R

MRFTHEHHRNRENARE MR, AFERMEEER B HRNER MG RRE - BRETS
VRIERGRIMARNEALR. XEKREAFEEEERKSRE FPNEAAEE~RAEXEKICE , B
TR AT %A P A AR A TRES B f S iE R MATEMRE.

E-IEBEAVRASNEBCERZNMEES RHTEARE  EFATNEMAS QIZNEE R
TEARE. F-IMEBATAPNAARS. AGZKS OZTE B MmnITIRERAE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:userLevel": "self"
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}
}

}

]
}
{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeRecord",
"servicecatalog:ListRecordHistory",
"servicecatalog:ScanProvisionedProducts"”

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:accountLevel": "self"
}
}
}
]
}

AWS ML E KB AWS Service Catalog AppRegistry

AWS IEE KB . AWSServiceCatalogAdminFullAccess

& T LAB ANAWSServiceCatalogAdminFullAccessEI#EHY IAM 354K, AppRegistry 35§ b 5 & Bt
BN AppRegistry | A FRRENTRENRSHE,

HREREFATEEHREERRFEMEBNadninistrativeXR , AR FRIEMEE @A™ m
HERIR,

RERFMER

ZRBEEE A TRR,
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« servicecatalog— ATERAREEEAEHFHAUNENSINR , URCIENEE~RAEH
Fm. BERS. ORLAFRTFIHRANBRAREEFRITHMEERESHEESD. AWS Service
Catalog

« cloudformation— ARFHIH. ®E, EAMFRIE AWS CloudFormation #i&H) AWS Service
Catalog £ X FR,

« config— AFEN AWS ConfigifEl=mA S, ~mMMEE™mH AWS Service Catalog & R
BR o

« iam— AT FHHEEEFEN RN EE~ RN~ RdEMENRSAr. AFEZiAENEE
R

« ssm— AWS Service Catalog AWS Systems Manager 5 £ F 5l & F 57152 24 5] AWS K F1 AWS
XigH ) Systems Manager X4,

EEF KB : AWSServiceCatalogAdminFullAccess,

AWS FEE KB : AWSServiceCatalogAdminReadOnlyAccess

&AL fiAWSServiceCatalogAdminReadOnlyAccessZEI&H IAM 354K, AppRegistry i35 5%
BB A0 AppRegistry Bl A F R EREHITRIENERS A E,

RBEEFATRLTREERA R EUENread-onlyR R, WRBEARFOUEREE™ A ™m
AERITERIR,

RERFAE R
ZERBEBEU TR,

« servicecatalog — AT EAHHEEE A ZEF S UEMN AENE,

 cloudformation— 7% H FiEE AWS CloudFormation #4%# AWS Service Catalog & PR
PR o

« config— AFEE AWS ConfigiFEl=mAE. F=mMMBEE™m#H AWS Service Catalog H RX
BR.

c lam— AT EHERVNBRNEE RN~ RAEMENRSAF. 4AENERNR,

« ssm— AWS Service Catalog AWS Systems Manager 5o ¥ % H A FFiE 24 57 AWS 0K & AWS
Xig s # Systems Manager {44,

BEEH KB : AWSServiceCatalogAdminReadOnlyAccess,
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AWS FEE KB . AWSServiceCatalogEndUserFullAccess

& BT LAMf ilAWSServiceCatalogEndUserFullAccessE&H IAM 3E4K, AppRegistry &/ It KBS
Bt i0 AppRegistry B| R F R REMITRIENBRS A,

RBEEFATELTFRKLAFPEHEUNENcontributorXR , AR FR=RMNEEME B
YA PR

NRFHER
ZREEEUTR,
« servicecatalog- AT FANRLAFRHEUBNEENERARES = RNEEMEE™ R

R

« cloudformation— AFFHIH. HEH., EAFERIE AWS CloudFormation % # AWS Service
Catalog £ X PR,

- config— A iF AWS Service Catalog BRXPRET AWS Confighl HFFREX=REAE. ~mH
Ml B~ mHiFAES.

- ssm— AWS Service Catalog /i it AWS Systems Manager BV & AWS ik~ #1 AWS X1}
#) Systems Manager X4,

EE X . AWSServiceCatalogEndUserFullAccess.

AWS FEE KB . AWSServiceCatalogEndUsexrReadOnlyAccess

&AL fnAWSServiceCatalogEndUserReadOnlyAccessE&E M IAM 354k, AppRegistry &4
LR BE B 0 AppRegistry El R F R REHITEREN RS B/ E,

LRER TR read-onlyRRAFNZAAFEHEMERTIARTGR. LRBEFRTEIFRIE
EWMEE™ AR,

RERFHES
ZERBEEU TR,

« servicecatalog— AFEHMEHEIZL R EH A TNEN RIRNR,.

« cloudformation— /A ¥F%IH FiZEL AWS CloudFormation 4% #9 AWS Service Catalog 5 BRX
PR

« config— ftiF AWS Service Catalog B R RET AWS Confighll HMFEREX=mAE. FmM
TR B 7= i 4(E B
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« ssm— AWS Service Catalog St £ it AWS Systems Manager EXZ 5] AWS K~ #1 AWS X 13/
#9 Systems Manager X4,

EE KB : AWSServiceCatalogEndUserReadOnlyAccess.

AWS FEE KB . AWSServiceCatalogSyncServiceRolePolicy

AWS Service Catalog fF 1t 5K B& i i EAWSServiceRoleForServiceCatalogSynclREHEX A&
(SLR) , ft¥F AWS Service Catalog /A 8F 4k &= H R #E MR [E 25 B AWS Service Catalog 7= fmo

LR BE R F BN PR /o XY AWS Service Catalog #&4E ( fiz0 , API B ) FME A AWS Service Catalog
HEH) AWS RS IREF TRV G M,

RERFAE R
ZERBEBEU TR,

- servicecatalog— ftiF AWS Service Catalog T#H RS A5 AWS Service Catalog A R#H1TH
BRi%A] APIs,

« codeconnections— /i AWS Service Catalog TR & &3t CodeConnections 22 X3t 178 R
1A APls,

 cloudformation— 7 AWS Service Catalog TH#E % A &X AWS CloudFormation 22X # 1T
BPBRiGME APIs,

B EH KB : AWSServiceCatalogSyncServiceRolePolicy,

RSHERABER

AWS Service Catalog ¥ LA RiIFHAEEATEAFAIEREFHMEAHN AWS Service Catalog
CodeConnectionsy= f At 8] ZHIAWSServiceRoleForServiceCatalogSynclRESHEX A, BT
fF/H AWS CLI, AWS API 5i#3d AWS Service Catalog & A 1S UL KIS, BXMMABIE, HKEHM
BIRRRSHEXACHNESZEER , BSREARSIHEX<AE (SLRs)s AWS Service Catalog

AwSServiceRoleForServiceCatalogSynclRFSHEXABHRBEMINR AWS Service Catalog 7
TREREFHRITUTRE,

+ servicecatalog:ListProvisioningArtifacts— ftif AWS Service Catalog THES At
5l i B 5 Bl 176 FEE AR ST BRI 4A TE AWS Service Catalog 7™~ RV ELE T4
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« servicecatalog:DescribeProductAsAdmin— i AWS Service Catalog TH RS A€ FEH
DescribeProductAsAdmin APl 3REX AWS Service Catalog 7= i & E X BRI FREL B T HaiEA(E
B, XETHERSEFEEPNVER Y. HERDAEERLLERAN S RB U™ @XM E S
T AR S5 PREABR 1,

- servicecatalog:DeleteProvisioningArtifact— foiF AWS Service Catalog TH#[E% &
BHREERHX R,

- servicecatalog:ListServiceActionsForProvisioningArtifact— /¥ AWS Service
Catalog NREFZARHERFRERETSERNRMEXEK , HBRREXKBRFSRENTLBBRERZ
TR

« servicecatalog:DescribeProvisioningArtifact— 7/ iF AWS Service Catalog
THRELA®M DescribeProvisioningArtifact APl FRZFMER , 2
¥ESourceRevisionInfoliH FIREAIER ID,

- servicecatalog:CreateProvisioningArtifact— RN B/ EBEME E P HIRERSIH %
ETER (HlIn, BRXK git-push ) , M 2T AWS Service Catalog RIS A GG EFHNTRE E T
.

« servicecatalog:UpdateProvisioningArtifact— ftif AWS Service Catalog TH RS A
BENEEEI RS~ RN EREN R,

+ codeconnections:UseConnection— /¥ AWS Service Catalog TH RIS AEFERIMNAEEREX
BEHAELS ™ m.

« cloudformation:ValidateTemplate— 7/ ¥F AWS Service Catalog N REFZ A EHNER
B X PR AWS CloudFormation REiE SN EB 176 FE P E A VR ARV R AR AR |, HRIER T AWS
CloudFormation B] LA X #FiZE R

AWS FEE KB : AWSServiceCatalogOrgsDataSyncServiceRolePolicy

AWS Service Catalog Rt R EEHf INEIAWSServiceRoleForServiceCatalogOrgsDataSynchR%s
#Xx<Af (SLR), AWS Service Catalog tiF5E%., AWS Organizations

LR B F RN PR 21X AWS Service Catalog #&4E ( 20 , API AR ) FEft AWS Service Catalog
K EH AWS RS IREF TRV A,

RERFAE R
SR EE TR,

« organizations— ¥ AWS Service Catalog #iER L A EX AWS Organizations 2 AX# T H R
[ APls,
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EFEFXBE : AWSServiceCatalogOrgsDataSyncServiceRolePolicys

RSHEXRABFR

AWS Service Catalog ff LR X FRIF 415 2 A TFEMAF/E A AWS Organizations #£Z7= @4 & 178X
FRE|BEIERRAESHERBIEMAWSServiceRoleForServiceCatalogOrgsDataSync RS XA
B, B LAER AWS CLI, AWS API 5&i3 AWS Service Catalog 12 #| & 15 K&, HxMAel
B, RENRRESHEXACHNESER , BSRMEARSHEXAE (SLRs), AWS Service Catalog

AwSServiceRoleForServiceCatalogOrgsDataSynclRFHxAEH B EHNPR AWS Service
Catalog AFREREFFRITUTRE,

- organizations:DescribeAccount— f¥F Org AWS Service Catalog anizations Data Sync £
B REXEEKSH AWS Organizationsti <15 B,

« organizations:DescribeOrganization— ftif Organizations Data Sync B&KREFXAF
kP AT AR EEE. AWS Service Catalog

« organizations:ListAccounts— f i Organizations Data Sync A &% H P ELA T K,
AWS Service Catalog

« organizations:ListChildren— Jtif AWS Service Catalog Organizations Data Sync &3l
HEEEREERXRARENVHEER A FPNAEALAL LA (UOs) ik,

« organizations:ListParents— f ¥ Organizations Data Sync A& %|H48 B £ OUs 7t 215
EF AWS Service Catalog AR E M HIKFHEBERX K,

« organizations:ListAWSServiceAccessForOrganization— i AWS Service Catalog
Organizations Data Sync B8R EZRAF AT EHALERN AWS RS F&K.

EF AR

LTHERKEHFA :

« ServiceCatalogAdminFullAccess— AWSServiceCatalogAdminFullAccesstf A

« ServiceCatalogAdminReadOnlyAccess— AWSServiceCatalogAdminReadOnlyAccessti A -
- ServiceCatalogEndUserFullAccess— AWSServiceCatalogEndUserFullAccessZh A o

- ServiceCatalogEndUserAccess— AWSServiceCatalogEndUserReadOnlyAccessZd A o

EANTEIETBRAREERMKLAFREER B RBINR,
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B9 3 IO A BR IAM S 63 1R o

AppRegistry AWS & R BE Y E 5T

& & AppRegistry BIZIREZFRBRXEEHRLURK AWS REFKEFNIFAEE. EREBEXLTE
FTEMNBENIRE , BT “ AppRegistry X478 1i8%” WHE LK RSS feed,
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AWS Service Catalog & #t
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dminFullAccess X
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Catalog EXE A EHIKF ol
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PSR HIAXBR o
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- XIGHE (%) - ARFTMNFRIZFEESI XA RIENIE KR URL, URL 47
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B BELEINRIFAGENHIERNEE~ENERHNTHE, AAUTER :

« FmBEN - T mBE .
« FmiR - HREREF MRS URBLEREBN &,
« EE - ZHRFmNNATER. AEETURE IT AAREERAN BN,

THEE (AR ) - NARFARBENEN. MALFE , BUUNES~RIIRBITHF , WUE

7

ERMM I~ m,

4. BRAFAEEEETRNERHEH PR m. MAUTER :

o EEEE - B ER BUMNER I

o AR MR- MR B85 L& AWS CloudFormation 4R} Terraform tar.gz & i& XX

o

« f#H Amazon S3 URL - ¥ URL , i URL #E@ AWS CloudFormation &k X 174 7

Amazon S3 H#) Terraform tar.gz BLEX . WRIEEH = Amazon S3 URL , & 452
https:// Fk.

o {ERNEBIEMEE-1EELEM GitHub, GitHub 2l A=} Bitbucket X3 1EEE., AWS Service

Catalog AN~ RMESEERXHF. T Terraform =@ , BRXHFERNSAETE Tar
FHEHTE Gzip PER/H RN,

- EAIMA CloudFormation k-4 ATE CloudFormation #4#&H ARN, LttAZERXFE

Terraform = AZE~ Mo

© IRABFR (AL ) - FRREANER (HW, v17, “v2beta’) . TRFFEAZEHE
« BR (WL ) - FRRAVER , SRURASE MR XE,
- BE - £ RFAEERNENRANETFPHITEER, E>RRAN (ZE&8~ mIERE

B, ZREANERRENRINE. BETHAXEENESER , BEREERT,

5, XFHAGETRERLTAMHAR , ARHIFBERA. MAUTEER

« Email contact ( A% ) - ATFIRES @B <K RIBRY B FHB 4ttt
- XFEE (TR ) - APITMNPREEZFEESIXHRIENIE RN URL, URL UL

http:// = https:// k. EBEAARET XIFEENEBEMER TG R M,

BIE m
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- XEFER (W% ) - BxAPMNAEARRBEFHMEN R SEENER,

6. EERE (L) - RTEARSINRRRIT ORI | 8167 LUE AR R UE 2622 1 3 RAI
PRo

7. AEFm-EER
RIFRR SR KRER

RIEE  LRURS R, LDHE  FRERLTESBIRTA L. TS
75

&R LAERA CodePipeline RI2MELEEE , F = mEREEEZRFM#E AWS Service Catalog }# R
NEEREEETHBNESR. BXEZER , BZHHE  AIEZEE AWS Service Cataloghy &

o

& A LA AWS CloudFormation = Terraform BRARHPENXSHEM , H 8l E H B 58 BT X LM
n, XEEMHEATUELR/NMERAKE., R/NMENEKRE, AFEARZENENREN, AWS
Service Catalog MR RENWEFRHFESHEMY , NEEZHRARXLES, ETHREXSUEMENES
58 , 2@ (AWS CloudFormation FAF1ERE) FHSE.

HUE BERR
BB BEM Amazon S3 FHEBFREXNRHNR. BN , BHHEFH~mEt , BAERIIEFILUTHE
Xo

Error: failed to process product version s3 access denied exception

MREBIHEE , FHARCHAMNUT FEBPREXNRAINR

- FREBETETEENHFER,
« B “cf-templates-*” FFk 6% , BT AWS Service Catalog 2% B B 1 B R

« BLUsc- FFAMIMEREMERE , T AWS Service Catalog & T #kiE. L2 ELNIKF HEE
HTFER.

LUT ROIRBE RN T F 510 7 A0 30 R AT B AR R

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": "s3:GetObject*",

"Resource": [
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET",
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"arn:aws:s3:::YOUR_TEMPLATE_BUCKET/*",
"arn:aws:s3:::cf-templates-*",
arn:aws:s3:::cf-templates-*/*",
"arn:aws:s3:::sc-*",
arn:aws:s3:::sc-*/*"

MrEmAamEFmaes

BELR=mANEESRRENmAS, £ mENN , AR~ MmN ~mdAS (BERAETRE
B ) 2 BB

HEmMEFANE~RAS

1. SMr-mIIKRAME,

2. &EEFm, RARERBEE, NTHXED | EEFF@RANEFR4Ee. SFEE@E ‘name-
of-product A NENRALE” TUH,

3. “EFRAS , AREBRANFRETREASE.

N Terraform =mAMEF=RAESHN , ZEFRBEEBSHIR. BYLTNKF FIEEFE—D IAM £
B, %5AIAM AE ARN HAACEN. NREBIEEACEN , AKFEASHARN , HEAKS
PEFZBANHW IAM A, XATFERASEKFEXNEIB/EBAR , BRETUNSINEEKRS 012
BELHNRR. BXFEMRE , BEF TR 6 . Terraform = mA SR

—NERAESTUEENTZREEEH Terraform = HIER A AWS CloudFormation = F .

E R m

HEM mAVERE , BB REOFRE. HEmREAFEINERGRES W™ R~ mA S
BRPTH.

(® Note

FHMEZ RN , BEEER=mER ( AWS CloudFormation = Teraform ) . #il40 ,
RIEEFH AWS CloudFormation 7= aa , 7S£ A Terraform tar.gz Bt E X HBRINE
AWS CloudFormation #&#x, 7 fEAFH AWS CloudFormation R X4 EFHIMAE AWS
CloudFormation #4324,

FrEmAamE~mnds 88
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YA EESTRHRAMEES RVRLRASTRAMEE” REREHMMA. S~ mBEHRETH
i, AFAUERAMEE MY REAEE mE AR NE LN ERMEE~ M T.

EOIZEF~RIVFTIRA 28I , AWS Service Catalog BIRTE Terraform 5|2/ AWS CloudFormation
WAL Terraform 5| ZBANH~REH , UBREMNEEEEZET.

IR mAR A

1. SM~mRAHE.

2. ERBEEFNZm. ERRERETRBIFRAERTE,

3. HFmWEARGERNMEL , BIFRAEI+ , RigkiF 2R,
4, HERFFHAFET , BITUTRE .

o EBRRAR - BRI E A BUMINR RS

{55 F S 3t AR AR S-S 3 3R 3 85 4% AWS CloudFormation #&4R =} Terraform tar.gz Bti& X
#.

£/ Amazon S3 URL - #§E URL , i% URL #§[ AWS CloudFormation #x = 7% 1€ Amazon
S3 K Terraform tar.gz BLiE X #. WMRIBERZ Amazon S3 URL , AL hitps:// FF
Lo

FERNEIEEE-18EEH GitHub, GitHub 1l s Bitbucket X IB1ZfEE., AWS Service
Catalog RN~ RESENER M. X TF Terraform =@ , BIREERNSARE Tar B 17
¥ HIE Gzip FEAEB AN,

fEAIE CloudFormation k-5 ATAE CloudFormation 4k ARN, tHEF X
Terraform =B~ Mo
o WRAHPRER - P RARAMBR (Hlm, v17, “v2beta” ) o FAGFERAZER,
o IR (%) - FRRANER , SFELREASEHREAN X5,
5. EFEGIE™RRE,

B3E A LAE A CodePipeline SI2MELEEE , = mERIF B I RF#EEH AWS Service Catalog ,
HEREEREDPRXNTER. BXEZEE , FSHAHE | IEZE F AWS Service Catalogf) E1E,
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e mESL E GitHub, GitHub 1l AR = Bitbucket = B9 4R 324

AWS Service Catalog /o447 mE S T BINBFEEREBEENERMF. AWS Service
Catalog HEFWEBEREZN=RMN Git BF = m. FHEEFEEIDIE GitHub “ GitHub LR 3%
“Bitbucket’s AWS K™ fERAAEBIF& FEMk P BT |, B LARIE%T AWS Service Catalog 7™ m s &
WA T m AR L B 76 FE PR . SNERXEHITERARIEFEESE (S, £
git-push ) , AWS Service Catalog & B a1 & i H Al B ™= mhRA ( 34 ) .

&

s FrEmESEABERAFENR

- BIEKFER

- BE Git P~ miEs

- E¥ Git S miERE

- HiBR Git A7 RiEE

« ¥ Terraform 7= mEF B3R B GitHub, Enterpr GitHub ise 5 Bitbucket &4 34

- AWS X1 3§ Git B m

7 @B L BAERMR TR

& LAME A LA AWS Identity and Access Management (IAM) REEER AR | £ AWS Service
Catalog B A B N~ REDS NN EFMEPHER M. LR EHE CodeConnections FN#Y 4 5F
PR AWS Service Catalogo, AWS Service Catalog BiUEE 4| TEMERKEE | HERREEER
F=mit A AWS Service Catalog AWSServiceCatalogAdminFullAccessiEE E#E,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [

"codestar-connections:UseConnection",
"codestar-connections:PassConnection",
"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection",
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
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"codestar-connections:GetInstallationUrl",

"codestar-connections:StartOAuthHandshake",

"codestar-connections:UpdateConnectionInstallation",

"codestar-connections:GetIndividualAccessToken"

1,

"Resource": "arn:aws:codestar-connections:*:*:connection/*"
},

{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForServiceCatalogArtifactSync",

"Condition": {

"StringlLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"
}
}
}
]
}
BRI FiERE

TEFEMRH R E AWS Service Catalog ™= 28I , MBI H RN — XM account-to-account
EE, BULMERALEZEREETEMEERMNFREENFAGE. EILUER AWS Service
Catalog #£#l& . # %l CodeConnections &. AWS Command Line Interface (CLI) 2% 82 & ##
CodeConnections APls.

BINERER , SR LEA AWS Service Catalog ##l&. AWS Service Catalog API 2 CLI R BIZE
% AWS Service Catalog 7= fa. AWS Service Catalog B f 7] LAUR IE 176 FE 9 3% B9 8 AR S04
BIE# AWS Service Catalog = mBEMNE=HR. WREFHEFRRXTER , Il AWS Service
Catalog £ Bah KN E S QBN mARA. LR~ mRANATTESIRENRARE , HEiEE
NEFARS.

AN, FERIEERES AWS Service Catalog B3I BIERFMEXAE (SLR). Ik SLR f2iF AWS Service
Catalog 1 Ml 12 R B 76 FE VR AIER X HE ik, £ RMHLE AWS Service Catalog AiF B RSP~
RBIBIH = RMRA, BXx SLR XRMINENEZER , 1555 AWS Service Cataloghy B 5548 &
1=
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EOEHWN Git BE ™~ m

1. BEENSHERT  EFEFRIIR , AREFUE~ M@,

2. WMAFmFHAEES.

3. TEMRAFMER B, % “FH AWS CodeStar IRHIEFIEERNRBEHE" , REEE 4
EF AWS CodeStar E1%” 88,

4. GIEEERE  RFNEZEIR  RARERINEE. BEEEMEFAGE , BEEMEE. 2 XFMERX
TR,
BXREA Terraform BEEMHNEZER |, S H f Terraform = mEZF E5K B GitHub, Enterpr
GitHub ise 2% Bitbucket BV 1E R T4
a. ( BIE% AWS Service Catalog 7= m &R AIIE ) 7£ Suppor t Det ails % , AN~ mAI T

BIE
b. ( BIE% AWS Service Catalog ™ mBE RN A& ) £ ‘4" Zo , EF RIFRZL" , RlF
WA R M E X

5 &EIEHTR.

EQEZA Gt RS~ m

1. £ AWS Service Catalog #H| B EMSMERD , EEFRIIRK , ARERQEZA git ®EF~
Mo

2. WMABAFmEFEHAEE.

3. TENEHEFMERF |, LB — AWS CodeStar iEE , REREFHEND o

4. TEDRNFRERD , MABERXHEBEN=@REN. RERNHFIE , RAEREZSERE RN~
Mo

5. WIFEmMErmE , EEHMEE™ @,

I AWS Service Catalog 7= fiEZE I NI 164 E

1.

£ AWS Service Catalog #Z#| A ZM SMERT , E&F FRIIK" , REER N mEESN
FHREE",

FEFEFmAUE L, EREERIARFRERENTR , REEET -5,

EHREERFHAFE WEL , EFIE AWS CodeStar E#E , ARIEEFHEE. 2 X MEMRHF
BRE,

jilll
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4, iij:%-lt_io
5. BEEEHRERNEL , RIEEZEFAGE A ARERN™mEEINBTFEE,

EE Gt AT miE#E

IEALAE A AWS Service Catalog ##|&. APl 5, AWS CLI REEE#HEEZENFAEGE, X T
BRI HH AWS Service Catalog ™ m , BRI SM “EREIZRA" FRBEE X FHEEEREURER
PREFREZHRENES.

(® Note

B LEF RN EEERESEMERESRES, ARPSXREFHE IAM R
CodeConnections APls T eEEBFHEMNIEFMER ., BXRXXL IAM N RFAERKNEZE
B | {55 AWS Service Catalog 7= i [F & B xR ST PR BRI R .

EEFEEENE#EENFHARFE , BHEMA AWS Management Console

1. NEMSMERF , ZE=mH&R.

2. MIIRAPIEEFESm.

3. #HrFmRUEL, SMEFREFEFAGEERD

4. EBERFRRFIVRRBMET ID , FEFELXOBMAERE, RAFAFEEREHDERRRBE
iT 1D,

EEREBENFRENFHAGE , BEA AWS CL

MH AWS CLI , BT THS :

$ aws servicecatalog describe-product-as-admin

$ aws servicecatalog describe-provisioning-artifact
$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts
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E ¥ Git - miEE

& T LAME A AWS Service Catalog #2#I&. AWS Service Catalog AP| S{E#H I A K FE#EM Git [F
H=m. AWS CLI

ETHRUMFIA AWS Service Catalog 7= RIEZZIEIR XM |, BSHCIERD Git B 7 miEE,

ENNEFmEFN GtREALSTm
1. HEEMNSHERS  EFFRIIK , RABEERUATERZ —

”

- EEHMREANT R, FEREZT W, SMEFRREAGENS  RARERFEEFHAER.

« EEHSZANT W, AR mEEINEERE  ARRZ AT M, RBERT -5,
2. EFmREAEESD , HITUUTER

- BEEE.

- BEFME.

=1 —1AN

° j:EIL—E]J io
.« TR ERAF,
3. ERREENR.

(® Note

NTFEARERINNBFRENT R , EUTNELEEFREER~mEERERENEESER
By EE R 2 SN ED 17 Ao B T

YRt AT LAE A AWS Service Catalog #%|& AWS CLI

- JIMAE AWS Service Catalog 7= ik 2| A S 1714 & AV R AR ST
- BTG ABEE 2 mEN,. BRRZ,
- ENEE (ENRSUAERAEMETEERE ) £8EE AWS Service Catalog 7= fm I EE,

£/ AWS Service Catalog ## A EFNEENEREFAEFEE

1. & AWS Service Catalog #Z#| 8 M SMERF , EFEFmIIK , REEFE S pEESINBEH
FERY™= mo
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2. EFRREAGEENY , EERE™BR.

3. EFmRFAGEHY  BEEHNMEFHEE.

4. i%$% Save changes (RFEX )

EEMEBENFERENFHAEGS , BERA AWS CLI

M AWS CLI i21T$ aws servicecatalog update-product#$ aws servicecatalog
update-provisioning-artifact@®,

M BR Git [E257= GiE$E

I®ALAE A AWS Service Catalog ##|&. CodeConnections API EifilB AWS Service Catalog 7= fm
SEMR M4 2 RIERE AWS CLI, HEWTT = mEERXHFNEEZRN , 2RZ% AWS Service Catalog
WrEmatREENEENT R, MAFREERS  IRERXAERHRERIENEZENTFEES ,
NXLEFHRFRRBMERK, EfF AWS Service Catalog 7= R EFEZ BN EBEHEERNERIHY |, &
SR EFIEZEME L AWS Service Catalogi= fo

£ R AT Git B ™ mhiviERE AWS Service Catalog

£+ AWS Management Console , MM S E MR FIERFE “T=RIIKR"
MBIRPIEERE R

ErFmAEL, ShEFmRFEAEE8D.

TR E R,

WINRME , RRERMTIEE,

o k~ w0 bh =

EMIT S Git BF ™ miyER , BEANUTHS AWS CLI

MA AWS CLI , i21T$ aws servicecatalog update-producti®. &
ConnectionParameters WA , BIRIEEMNIEE,

ZE{#H CodeConnections API ilE&iE$E |, =& AWS CLI

1£ CodeConnections APl Z{f AWS CLI , iz1T7$ aws codestar-connections delete-
connection®i®.

¥ Terraform = G@EZ EI3R B GitHub., Enterpr GitHub ise =} Bitbucket B &4 324

£/ Terraform Bt E X 4B Git L= mi , MHFRBRIES tar.gz 18K EXHBRBHRTEEES
Terraform XX &R,
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EERES

AWS X5 #F Git L~ m

AWS Service Catalog X%+ AWS Xif 5 Git ™ , TR R

AWS X3 & F

KERE (HFRILMILER)

KERED (BZEM )

EEAELR ( AEEILILE )

ZEFD (RN )
IEM ( FEEE)
LA (FE )
WAMX (HME )
TA#K (EX )
TA#K (AR )
TA#K (ER )
WAMX (#I0 )
TA#K (ER )
TA#K (HKE)
MEX ()
MM (SRR )
MM X (BRE )
WM X (03 )
MM (K22 )

AWS XiF &%

us-east-1
us-east-2
us-west-1
us-west-2
af-south-1
ap-east-1
ap-southeast-3
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2

eu-south-1

X5 Git BZH™~m
=
=
=

=
=

Wo HD MWD WD RO RAD RD RD I AW I D D

i
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AWS XiF £ AWS X1 &5 XF5 Gt BSHN™=m
M X (B2 ) eu-west-3 =
Rt X (BT ERRE ) eu-north-1 =
FR ( BH) me-south-1 e
South America ( Sdo Paulo ) sa-east-1 =
AWS GovCloud ( ZEEZHREB ) us-gov-east-1 =
AWS GovCloud ( =BT ) us-gov-west-1 =

I B =
Ml ER ™= et , AWS Service Catalog @M\ B EZ=mAP BN~ mA S PHBRFIEF RRA

AWS Service Catalog /& AWS Service Catalog 2% & M BR7™= = AWS CLI, R Ihl R
m, BUFEBUERBRZ R ATERIR. ™ mARXEKN KRG EE mA S KBk TagOptions, TiE
MRS BRAE,

/A Important
M= mE , SR EFHIRE.

{# /8 AWS Service Catalog 12 &l & M BR ™= &

1. SMEFREAETE , AFERISENRN RN =mASE,
2. EREMRRNTm , RAEEEFRESA LANMER.
3. WTFRAXBKARNSm , BEXFEDAAMER , BWIAERBRN>=m , RFEFRER.

NFXERBREN~m , BREHRITIR 4,

4., HEBBFFER BOR , EEF KK KRE , ZRER T ZFmWFIEXKER. AWS Service
Catalog % &M BR™= meY , RE = MRRIX L RIRRY B,

5. EXAERBMAMBBR , BINEEMBRIZ™ R HBIBREPTE RBKE R

6. IEFHUHEEKHMIER.
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AWS Service Catalog M1 R EBEBRFIA T mARXEK , MF2MBRZ& M. BRFREOLE RE
SHRBRA K BORBUAR BN KM ER, BREMBR” R #REREVERRAMABNESESR |, &
SR T 75 B BR 7= R A AR R A TR BSUR < BX 2k MUY [R)

E3-
- EFAMIBRTE M AWS CLI
o FBRRMIBRFE G0 A AR EUH o< Bk ok I Y (8] 73

{55 R A BR 78 5 AWS CLI

AWS Service Catalog A iF#&EH AWS Command Line Interface(AWS CLI) MIEEY ™= fa4H 4 i B
. AWSCLIR—RIFTREIE , Tt BFEAGTITHARHNGTE AWS IRE#HTRKE, AWS
Service Catalog 52 I BRIIEEF EAWS CLI 51 F |, X2ETUEROIZEMNRES N , AWS CLI LL4E
BEEEANW SR,

FRFA

« RENBEE AWSCLl, BXEZEER , TEAZENEMSMRAHN AWS CLI MEEEF AR .
BEEAZKIE AWS CLI fRA 1.11.24 5 2.0.0,

- MIBR™=fm CLI Bl BT ELS bash AN LK I JQ S 1T JSON Lo BB, BXEZEDTIT JSON 4b
BENEZER , BRI TH g
« B3 AWS CLI 3l LAH#tALIE Disassociation APl A |, FEEBEE NS DHER™ R.

ERIIMIERT @, BURAEBUERRZ&EROAMERR. FmRBRXBKN RABE~REEGKEK, W
. RXIETMAMRSIRE, A CLI MER™MmE , CLI force-delete-product 3& AiFEEA
Disassociate API REUHE<BX{EMSFHLE DeleteProduct API BYEIR, X% 0] BUE & 5 5 5k 7 B
REGHITIRM A

(@ Note
UTSRAZE RN XHFBETRSEAMTE , EABRRTEARKITEERENRERS.

f22 AWS CLI 5% LA Bk AWS Service Catalog 7= f

{55 I B AWS Service Catalog 7= @AY , CLI force-delete-product & R F~EEH
Disassociate APl REUH<BX{Ff&PH 1EiZDeleteProducti@AM AR, AWS CLI
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E&H AWS CLI BREX kA elEalias X

1.

£ AWS CLI #Z2&l&H , SMBIEEXHR. BRIAMBERT , BEXHREENRN ~/.aws/ ( Linux R
macOS ) =% SUSERPROFILE%\.aws\ ( Windows )

EAXHSMAEERLHETAAA TR TROEEN cli WFXHX

$ mkdir -p ~/.aws/cli

ERE cli XHRBRIAEERN ~/.aws/cli/ ( Linux 2 macOS ) = SUSERPROFILE%\.aws
\cli ( Windows ) ,

EFEN cli XMHRF | BT HYT BEMNEN alias WA, BAUERANXGHSMBES
LR AN T THREE alias XM :

$ touch ~/.aws/cli/alias

EE—1TH A [toplevell,
REFEX

TR, B LUEE F 314 force-delete-product Bl Z I AR M BlaliasMHH |, BEELIREOPE
AR B RmE 4,

F31fF force-delete-product & R MBI EHalias X HH+

1.
2.

£ AWS CLI #Z#lAF |, SZIEMN AWS CLI Bt B SR HTHiZalias X,
TEXHW [toplevel] ITTFABMAUTRIBEE !

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"
exit 1
fi
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if [[ "$1" != prod-* ]1]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id"')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
' .PortfolioDetails[].Id"')
provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")")
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

0
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if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"
fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"
done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }

0
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for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

3. ®RFIEXMH.

1 & 4% B O fF force-delete-productBl & AR N EIE K alias X &+

—
o
H
=

WEO , FZTUTHS
$ cat >> ~/.aws/cli/alias

2. MABMARBILIRED , A/FHE CTRL+D B cat @85,

¢ force-delete-product®l| % 3T B.iF
1. ERFLHXIREOFETUA TS LEARR™R5H
$ aws servicecatalog force-delete-product {product-id}

THENRHIERT force-delete-product B an+ K H 4 B A IE 52

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some

time, depending on the number of resources being disassociated.
Portfolios:

0

Tl Bk 7=

pl
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port-123

Budgets:
budgetName

Tag Options:
tag-123

Service Actions on Provisioning Artifact:
pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. WAy UEIAEERR™ @,

RIMBR=miE , AREANE RUTER

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

H At 3R

A< AWS CLIE A 5% FMI Bk AWS Service Catalog =R EZEL , BFEBUTHER
« £ AWS Command Line Interface (CLI) AFEEHF@@ RIZEFEA AWS CLI 51#,

« AWS CLI 3| B It git FF MR Feo

- MIB® AWS Service Catalog 7= ffio
« AWS re: Invent 2016 : {(BXRAF) /3 AWS CLI , YouTube

iRt IR A R 7= e A B3 IR BDUH o< Bk SR T Y 1) L
MRHFRRBRABRFEMS BEZMERPR~R XY , FEE TANREIRRABRST R,

(® Note

RGN EN R IRERRRERABOE R 2RI 7HER™mEE O, W AT SUR IR LM R~ R ¥ 5
FHNLR-—E=BXITTZER,

0
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SRR FG R AR BR O Bk ok MY [R]

ERERFmEAP , EEXRRRAVRESI, BERMNARBRIKFENRVFERTE

REFHEER R A BRAR
Product prod-**** AWS Service Catalog BIRZ MR~ mo
TEMBR> R, ®
AP mANE XK

& TagOptions , &
P»E—/Provision
ingArtifact BZzx
BREVIRVE , FmINDES
FRes , FmREAF,

RETRBAREML
AP : username RIKRBBEBIAIT : = BR = R A AWS Service Catalog
FIEBBUHERER™ EB&E*%"‘H’JL&F"‘IE

an B R A A BN R , TEAXRBUEXER
& éu B oA HUH R BRRY

F TeRa ﬁlﬁE’JE%1n /Bh0

L:I

BIERA

SET LA 6257 mef 2B mARA |, FF B ST BARE R R mR AR Ao

Z

MRA4E AWS CloudFormation ¥4, #rE. #iR, RAMIED,

AR AIRZS
—MRETE =ZMRE 2 —

« JED - EBREAHMEMRATIERS |, F AR B ZRA
« IEES) - FEFIMAMBRAETIRBBRE. MILRABHNAETEE-RT2ZRIRME,
o THIER - B EREY E A RA MR B R BRI BRAR ARV R TT SR IBUH
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WA 1E R

LU LR EMRAERE , MEAKLAFRHEXTRREANER. RAEEREEEI B mRAE,
RAEEAR LM

« T-BRUBRT , FRRFEEEAES. RAAFUMERZRAERNEB I TEE™ M.

- BRK-AFEEERACEANT RRAEHHNMEE>m. MRZABFINMEE”REANZ
MEAAMRA , WA REERIARARFRAEFHZAEE ™ mo

ERTARAR

IER ARSI M D B MR, A BN EHRAE, BXUBFmNESER | BEHLES
io

EHT mAR A

1. 1E AWS Service Catalog #Z#|& & | T “T=@m7

2. MNFE@mA&RYP , EREEMEREN™ M.

3. HEFmUEFAEEREL , BEMAETF , ARG EEEEMVRA,
4. ERAFHAEEREL , REF@RRE , AGERREER.

{FF AWS Service Catalog 4R

BRI AR , UEHEARLAFEIRBELAEFNTmAAMTRANAN, SHLAFEH~meT,
e EIEEERLIRNANAN, BUUAEFmBRATRAERRIREA T m. AR—£0/E
EVEERN , ARCMENATEKRE I~ mrFTE L BRA,

AR

« AWS Service Catalog /5 3/ R #l

« AWS Service Catalog & %R

« AWS Service Catalog #5258 # BR %l

« AWS Service Catalog K EL R

« AWS Service Catalog £ R
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AWS Service Catalog /5 3 BR #l

BHAREBERLARAF B, EFMRE L=RAFTHERN AWS Identity and Access Management
(IAM) A5, AWS Service Catalog IAM &2 A5 AWS RS AJ LA BT A& IBRE A AWS RS AR
BREE. BXNMAMURG , BSH

« AWS CloudFormation = m3¥EE:FR 6 : BB ARUSE IAM BE

« Terraform FFIR=K Terraform mf=mEH : TR 5 IEFHAE

BHAREATFmASFHN~m (F@-"mEAEXK ). BHIIRTERT nEERE , tFE
RTEMAEFRASHNENTR. BEREINREFREASTHME~mEXE , BL4REHNRD
B N T B mo

MREERHIAR , REARAFPXAFERECH IAM EILESHMNEE~R, At , XA E~RE
P AWS BRSSHIMBR , LAX AWS Service Catalogo AWS CloudFormation@ S ERAEF AR |, &
AN RLE RPN RRE NN Z~mArENRDIMUR, BXELAFPNRNEZER | B
EAWS Service Catalog® #Y Identity and Access Management,

EQENOE IAM A6 , BATREUT IAM EENR :

« iam:CreateRole
* iam:PutRolePolicy
 iam:PassRole

e iam:Get*

iam:List*

RESAR
BEFRoENENBINURN IAM B4 EEA L TIMANER
%t F Cloudformation = G

e arn:aws:iam::aws:policy/AWSCloudFormationFullAccess AWS CloudFormation & X

i3
« i AWS CloudFormation 14k & Y AR S5
- ERSIHEM Amazon S3 FiE @ 1EEL AWS CloudFormation AR #9175 @1 £ FR o
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¥ F Terraform 7= &

- @K Amazon S3 iR FEAK RS

- BIRS B Amazon S3 F#EHEHREL Amazon S3 EARH 15 B AR,

« resource-groups:Tagf T Amazon EC2 | # 1T#x12 ( B Terraform Bl &SI ZBEHITEE
BERERIR )

« resource-groups:CreateGroup AT HIRHAMRIE ( FRi& AWS Service Catalog A T RIE2RIFA
Mo EHRE )

IAM & &R SRS AWS Service Catalog RIFRAZAR, EUTSERP , HEEREFEABER
Bt AWS Service Catalog , ¥ EHIRERFETRE. WREFEAESHE , BSRANAE IAM AR
BAEEFBIHNARAARN AWS REVIBEERBEIRD

(® Note
TEERIACHIE
servicecatalog:ProvisionProduct. servicecatalog:TerminateProvisionedProduct
M servicecatalog:UpdateProvisionedProduct PR, EHABMEH IAM At | MFF
AWS Service Catalog 4% F = fXBR B2 H B9 PR BX SR BE 25 TR 7 o

® Note

E 7 AWS Service Catalog #HlAHFEEMMAER Cloudformation =@mMBR , RELAFEE
AWS CloudFormation IEZEUX R, G AP EENRESRNBRRTaEABHAL,

NERHAE

1. A https://console.aws.amazon.com/iam/ TFF 1AM 2 &1 &,

Terraform = REBFNNEHACHE. BXEZEER , BEF Terraform FR~=mAITHH L
BR5:tEEHAE,

2. %k A,
3. “EEFEHAEG.
4. WMABBEMIIERE Next Step.
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
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5. 1£ AWS Service Catalog ZiIHWAWS IRFAET |, EFER,

6. 7E Attach Policy WHE Lt , %&# Next Stepo

7. EQEA® , Ei1EF Create Role,

HEREHMEFAE

1. ERZOENAGUEEACHEMAEENE,

1%$% Permissions &3+ , BFF Inline Policies T, AR click here,
%32 Custom Policy , ARFi%#E Select,

MARBENERN , AR TAARRME Policy Document 45

@D

"Statement": [

"Effect":"Allow",
"Action": [

"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

}

(® Note
NEHARBEZACKH , BLTERAUTFRSE : "s3:ExistingObjectTag/

servicecatalog:provisioning":"true",

5. AFmEANESNINARSHWERRNIN—1T, Hla0 , X Amazon Relational Database
Service ( Amazon RDS ) R IIAXBR , 7 Action FIRFPWHRE—ITHRERAES , REHRM
BLFT -

"IdS' * 1
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6. EFERAXMK,

RIR B3R

LERERDACGE  NZACENBIARSEETm. LIREIETR AWS Service Catalog EH4 A
FEHFRIERAZAE,

NAGDTES™

1. ¥TFF Service Catalog %% , P4k https://console.aws.amazon.com/servicecatalog/o
ERIEFmNTREAS,

RN RIET < H LR EAR,

BrEmPEFsm, AREARKETERRS ., ERUE,

ERHAR o , BAUMNE K FIEFRE IAM AR, HA IAM BE ARN SR ABBEM.

o K~ 0N

MREEEACEN , HAKFEABRHAIRN , HERAKSHEFZENN IAM A, HHEER
HEASKFEXNEIABGAR , AILEATUANEBINHEEKF BEDH R IR,

(® Note
HOIREHARNK, P, UREALSHAREH=RNVAFIKSF , BLAFELE
R ABEM.

6. EEIAMBeR , &&F tlE,

£ /5 3 BR | AN i B K

AWS Service Catalog XFFEARKAARIER APIs WEELEIF R . RMBSHAR , BUUFERB
HABEEERKIHN sourceAccount M sourceArn £YEFREFIESARFENE,. EABREE
ACHIERFRREA,

FELLTRPI% , AWS Service Catalog & AFE TKS 111111111111, AWS Service Catalog &
BRAFmMEERE LaunchConstraint it , REXAFAUEZREHAGEEREPEEUA TS |, Fi8
FAGRS K, 111111111111,

"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"
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https://console.aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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I
"StringEquals":{
"aws:SourceAccount":"111111111111"

}

£ LaunchConstraint M E~ @A XM EBHERMN AccountId (111111111111 ) o &
N, "ABFIEEABR AR , BENEI AccessDenied iR H KM,

LR AWS Service Catalog APls 7 7 & RELHEIF :

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction
* CreateProvisionedProductPlan

» ExecuteProvisionedProductPlan

AWS Service Catalog XFt#sourceArn R X #F#ERIL ARNs , il “arn: <aws-
partition>:servicecatalog:<region>:<accountId>:” EXRZEFHEEMNEIRE ARNs,

BIER3LIR

ERiE AWS Service Catalog ERA® B~ RIAKNEE R , iM AWS Service Catalog 2%l &
BHFER. EEFNAREMEAAFAXNERTIUR , BB SHER~RNNR~RdAs , HERZ™
mAEMIHIR,

B3 i

1. 7£ AWS Service Catalog #ZHI A RIFEEF | 1% S ervice Catalog , ZEL A,

2. EEFRUAAFREAEEREH. ERINETRF , BIACL RAEMN Amazon BEAF
(ARN ) ,

3. EEEI™m.
4. HERPITEHISR , EAERFAREES.
5. BIAFmERNE.
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AWS Service Catalog & &1 BR i

® Note
AWS Service Catalog 73X #% Terraform FFJR=L Terraform Cloud 7= & #8938 HBR %,

WAL RIEE Amazon SNS EB AN A R HERBHRBEH,
ERUTIRERRE SNS TEHITHE.
B2 SNS AT

1. 1 v3/home EFTFF IS #h SNS £l &, https://console.aws.amazon.com/sns/
2. EEIEEH,

3. BAXEEN , AFER QIEXE,

4. EBRBIEITH,

5 XNFWMY , HEBBEFEBH. T Endpoint , BB AZH FEBUBAME FoR4itut, ERIE
T,

BN E —HEEETIT AWS Notification - Subscription Confirmation RVHHIAERF
BB, FTIFEBFHRM , AR BHRMENTHITHE,

o

BEATIERERGE L —SEP I SNS BN ABHL R,
[6) 7 fm B P 38 A9 3R

1. 3TFF Service Catalog # %% , ik https://console.aws.amazon.com/servicecatalog/o
“EREETFmNTRAS.

BRI RHEZERINLI R,

MNFERHPEREFRAFARRBERENBH, ERRE,

%% Choose a topic from your account , R/F%EFREREE Topic Name BIEH SNS £,
EERR,

I

BALR T


https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/servicecatalog/
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AWS Service Catalog ¥r 5 37 PR #l

(@ Note
AWS Service Catalog 7 #F Terraform FFRE™= mMIFREEH R,

BERZEEHPRE , AWS Service Catalog EE A JUAATREILHFAAFEFHSTE B~ m*<EKH
BRLARE, IRATFEHRHRS , ISRl RdaXxkNinSSERiE-rREMBRNAT
Tl & /Y 7R

J5 7= m A PR SR

1. $TFF Service Catalog %A , Mt Hhttps://console.aws.amazon.com/servicecatalog/o
EROEEEHN~mBndas,

R R ETF HIEFRRINLY R,

HEARKET |, ERGEERN

MFEmp R m , AR R%eE,

ENLERNEL , EREAREER.

EFR R,

S L R R

AWS Service Catalog HREL R

(® Note

« AWS Service Catalog 7 #F Terraform FFiR= MY HEREL R,
- AutoTags B 81~ X # AWS CloudFormation StackSets,

HREARAWFEFEARES BIBILIM AWS CloudFormation StackSets., BAI AN~ RBFIEES
NKFFXE, RLAFPAUEBEXEKS | HBAE” RNWIPEBNLEMNDEINF.

[6] 7= R B A EAR SR £T 3R

1. §TF Service Catalog #£#|& , Mt Jhttps://console.aws.amazon.com/servicecatalog/o

REERLIR 112
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2. EREEMESFmNTmAS,

R LY R TR FHRF 02 R,

EFEmp , BB~ m. FARREH | ERHERE

NICHERELNREBK, ., KEMNR,

A

« ERFIREF , BEEEEP R~ mBIKS
- EXHRES , EEEREF MO EXEUREXEXSPEFENT mBEIRF

« ENRF , iEFE— IAM StackSet EE R ARRXKEBLNWERKS, . IRETERAE | N
StackSetsfE A EIA ARN, THEEXREEMRENRNEZEE,

6. EEBIE,

AWS Service Catalog #Ex£y 3R

(® Note
AWS Service Catalog 7 #F Terraform FFiR=, Terraform Cloud 7= fa #9184 BR %l

ERFISFAAFESH R ATANED , FNABRIRAOR, NABKRARTAREELAFAIETRER
HAONENMERNBER TEATm. B SURHEIRA R AT ™m AWS Service Catalog A& H#Y
. FmASYSNETE—NRBZINTR , RETEE LERD R,

BRARBE— NS NNARL |, XEHNGE DT E~mEM AWS CloudFormation #iRFE XS
B RFE. AWS CloudFormation i FHSHE L AF ECI KR NIEENENES. M, 5
O LUENAFEREERFIAHERR UL RN Z TP EC2 S2HI2EH,

MREEBHRPWSHEERNTFERASHERIAKREAZ , MTEXERAFRKBHHEFER
=M AR E. Fl0, MRERSKITEN EC2 EHIZEEX FNRER/NEHIFEE (4
mMt2.micromt2.small ) BWAFREAK , WA BURMERLD R IR B 84 A 7] BUE R By S22
2, BHX AWS CloudFormation BIRSHHWEZFE L , S H (AWS CloudFormation FAF#g/)
S,

BRARBET=MAESHN, IRFEBARMAT - RASHENTR , AREFLkFnasxE
S—AFmAEH , WXEYRFFRLNATE AN~ mASHILL™ m.

MRFERARNATFESAFRRAENFR , WARSIENAZIEE BN E mAESHFT
BRAN R
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BA L E AN 4w ET S E AWS Service Catalog B G 24| A FFEMNE R JSON XAKE LEHR
ARAN, BXRANNVEZER ( BEBENTH ) , FSRERY RN,

EEFARRBEAFMNERTNS , FORIEEEF BN A~RAES , HERAZ™RESN L
4R,

FHEMRLY RN A T ™ m

1. $TFF Service Catalog #2#I& , Pt R https://console.aws.amazon.com/servicecatalog/o

2. EFREETH, EROEENERARNATHEN=RN=REAS,

3. BIAARIHHEFERMAR,

4., FEERBFGMXRBEEOS , WFFm , EREEEVERIRNTm. RE , I TFHREH , &
BEMR, ®ERE,

5 HEEMRARERRTME , FH JSON HESFDAN 4 KT RERBELIRAN,

- EREANG JSON RE , FRBHRIARRERET R, WIATF LRE T SRR B
BT R R AE

EEAANERRREEEAN | FERFEAVEKFETF, FHEDF L, B SUEE MK
BRPIEENEASH , HALNZSHEEATE. RESHNRE  TEATEEFRRNTM
B. FEEREREEES T RIIRFH—HAEREEAE,

EMESERANG , ERRMAN, ANSEREANERRFENF LEORF, EEENEE
JSON #iy | T FA RN AKRIREIFIEIF,

6. HERBZARNOANG , ERER. BEEFIR , FRIFBAGFAGER , RERTYIR,

AR LY AL

£ AWS Service Catalog = m4A & E LERLY RN IR T LA P A o] LUE R iZEAR
AR AT AT BN A T el 1= E A= MY AWS CloudFormation 4R 5 75 B3 19 5 ¥ 35 7E
EE, ANTATHLERELRAFREETEEHRIRWE. A0, BELURMN— AN KRB IERLRAF
ERELEVPCHEETEMNFN , REERBEMAREREMR Tml. smal 13HIKE, AWS
CloudFormation R~ mAIEBEIR 28 , FRAMANKEIESHE,

BN BTERNEY : ANKHE (L ) NS (XF) . ANKHEBERAN M ERTE, HSHER
AP ABESEIEENE, MREREXANZYE , WANBKSHBEER. EE ST
S, UFEABSETHANMNAZBEE , REEERIRW Rules IO P EHXLERE, BUURERE , B
HN KW E W RALLE RYUMA true I falses
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Bl | RIRIETE Parameters SO REET VPC MFMSH, B0 —MHNIKEIFLS
EFRE2EMTHEN VPC 1, it , SAFIEE VPC i , 2ERIBREHHIR 28 AWS
CloudFormation iFfiS AR EFMSRERBEZ VPC F. IRSHETH , W AWS
CloudFormation M BIFC A GRS Bk, MRAFKRIEE VPC , M AWS CloudFormation R & F
MSEE.

Bk

B Rules BfH HGIRE S BB Rules Ak, FAAMNIFARBREERESE, REFHS
AR, MATAESF/EelNsRBEF. XTFE8MU , EXRFH- A SEERNEEEN , GRS
= BARCRFAL I S T S FE R RV IES

HMN AT LAEE RuleCondition B , EMAMEE Assertions Bit. FENHN |, BRI LUNE N
— NN ZEM ; BATLATE Assertions BEREN —NHZ NS . TLUBEFERASETHN A RE
BEBUENANZERNETE , AT AERFIR :

"Rules":{
"Rule@1":{
"RuleCondition":{
"Rule-specific intrinsic function"

1,
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
1,
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
}
]
1,
"Rule@2":{
"Assertions":[
{

"Assert":{
"Rule-specific intrinsic function"

}I
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"AssertDescription":"Information about this assert"

WHERE REEFH N2 3B R Rules # Ruledl BIMNE Ruled2 ZB2 - Ruledl BE—MHNIE
HRRIE . MEANZGHOEBWITELERA true , MFIHEFNRAS NS PR, MRM
MR false , MEAMMETLER, BT Ruled2 ZREMNMNZH (XERBHRKITENNAKS ) |
Rt EHREER,

BRATEXANZANMENRETAMNNRNERBESR , I5ZHAWS CloudFormation (F 71
) FHAWS HNEEK.

R BEHRIESHIE

UTHRAMNNKE InstanceType SHNE. BTEHFESH ( test & prod ) WE , AFHBHARN
ml.small SHIEE ml.large & InstanceType, MR —#EIRMW InstanceType o =8
Environment ] Parameters S,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]
3,

"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}

]
}
}
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AWS Service Catalog fRS5 18 4E

(® Note
AWS Service Catalog % #F Terraform FFiR =, Terraform Cloud 7= m Y BR S #14%,

AWS Service Catalog FR e A EB4F ML AFEZ , RANEFEAENZLEK, FARS
BE ERNEER , BUUATFRLAFE AWS Service Catalogh U TIREMES. HEERE, E1TH#E
HERBSRBERNR, A AWS Systems Manager SUASE X REBIE, XLEAWS Systems Manager
MR AVFIHEISEHE AWS SRESSERITE IRE | fli0 Amazon EC2 FILMER , BHAINENAE
Mgk,

EXRHEF , BFNFLAFRMER Amazon EC2 SKHINVEED . HFMBERNIR , EXRSFRE ,
RERSRESFmXRE  FRERTMEES @R XKL A &R,

FoRFM
AHERIZEBHETEH AWS EERANIR , BEKRXFET AWS Service Catalog , H BEEKWE—

HEARNTR., “REEGNAF, MRETHE AWS Service Catalog , BEFEARHEZHITTRIZ
BEMAIMES

£}
- SR BRESLAFXR
- S}, 2: BIERSRE

Nil
B

RS BRES T mARAKER
 NHSLAF AR

. FREERSIEIE AWS CloudFormation
. RIS

Nil
B

o
\|
A .‘\\\‘-HH- A A
AN AN \%ﬁ AN AN
(@] a1 EES w N

Nii
B

S BEKLARHF R

BARAPXIRELENNRT REEFNHITRERSRE. ZUROIF  KRLAFRPEERSEHE
AWS Service Catalog BRSF1REThBERIIN1T Amazon EC2 EF IR,
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ERTINER

1.

6.

FTFF AWS Identity and Access Management (IAM) & & , Rt R https:/
console.aws.amazon.com/iam/,

MEERRFIAFBA,

R RLB P SH TR AWS Service Catalog BIRHIEH, HEARHF |, RITERBLAF

H, ELRBECHERIG | EREXARAAFFERANE,

EHEMNFEAGEENENNRET <L , SIBHERRREINERE, FLROAF , RITEDLIEER
BHAM B M LI SRBIZEN BENKEE , AWS Service Catalog [E131 48 SR BE 7R IR
ERBEAEL , EREBRBLUMIZENNR, B LERTH/LHERSS JSON REERE
BREE, EARRGIF , RAIEMA JSON HESRRPMR, EARABEF , BFBERML TR :

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductServiceAction",
"ssm:DescribeDocument",
"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResources",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

REREZE  FEAMENKBENER. RAAFEYHAFIAEREESRIT Amazon EC2
ERREFMENNPR AWS Service Catalog.
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SR 2 QIERSRIE

BETXR , 802 - MRSEAERER Amazon EC2 K4,

1. TFF AWS Service Catalog &l & , Bt A https://console.aws.amazon.com/sc/.
2. MXEd  EERFSEE

3. ERFBRETEL , EFRUIEMRE,

4

£ “BIERE WAL | EFE— AWS Systems Manager X#43RE X RSB E. Amazon EC2 3£
5l E IS EH AWS Systems Manager XHEX , AR EMNRE TR FEE EHERINED , TS
g =

5. ERMIIEE AWS-EFEC23EHI" #21E,

6. BFENRERHE-AXNENHENAAEELNBEMRANELR, FEARAFFEIHER | NTEEHE
o] 7 RREERBNE,

7. EZHANEHFRET , ERFENREBRR SSM XS (flm , 261D ) , RAEERSHN
B#R. EERNSHUFMEMS I,

8. EMRT , BB IAG. BMNEROIFEARARIR, & AEIRE T HE L EAbRER
B &,

9. HEEEZRE 6 ERUIREF,
10. ETF—L , BFEQETKEETAN , FHIAEIA.

SR 3 HEIRSFSREST mMRAERER
EMRIER | AT REE L RIEXEK,

1. ERFBEREL , EB AWS-EF S5 EC2instance , AF R T REIRE,

2. HEXBBRETEL K EBREFELNRARAFPEE ELRITRSBENT R, EARGG | BlE
ELinux £M .

3. EEFmIRA. BER , BRI LUERTRER N EIEEEREFT AR
4. EFBRERE.
5, #TF—It, FER-FKBIAES.

B EALTE AWS Service Catalogh a2 T lRFRE. EHENT -SSR , URLRAFSHFERARS
BE,

ST 2 SIERSERE 119
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HIR 4 WHHRLEH PR

RARAFAAEREE™ m ENTRSERE. £2H8ED  REAFELSFEFT M NEES R, T
BB mNMEE £ — S ERSBRERBKN™mRAE 3.

LA R 51015 R RS54

1. LBRLAF 5% %% AWS Service Catalog #2414

2. 71£ AWS Service Catalog ZHHRNSMERH , EETEET MYz, KIKXFETRIZRLA
Pkl ER 7= Mo

3. EWEE~mMIIE NHEL , RFECTHEENRKA,
4. ENEEFREFAGEEREL , BREA LANERE  REEE AWS-EF G IEC2instancef 1,
5. WIABEMITEERME, BRIIRESRIENHEIA,

S5 FHEERSEME AWS CloudFormation

AT B RSB EREE AWS CloudFormation ‘&R XEk, EXEZEE , 551 (AWS
CloudFormation F 1) PHUTRA :

« AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties

« AWS::ServiceCatalog::ServiceActionth&

® Note

MREEBERSEIES AWS CloudFormation R XER | 7 Z& 3 575 b0 =k il BR R 55 45 4E
AWS Management Console. AWS Command Line Interface Z &M ITHREFHAT , 7£ AWS
CloudFormation Z ZhX BR 55 & 1 P 48 B9 42 1o 38 ch ER A 4 B 4R

HIR 6 : MBEHE

MR RSRERATRM , W AT AFEFREL B 7™ f UH L BRSSBRAEAT B 409 5 B 30 0 R BB R OF
Bo BULAETHEIELHRESNHHA,

SR 4 WKL RAFER 120
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® Note

BIRHENBYNATgEaREER , At BR R EEMARENBIHRTHIERERIXLE
XA,

«

R ER R R

AWS Service Catalog J&%| T WE4E1R. BFHREEH. MREBRNERE , BERLAXIFRKRR.
@A StartAutomationExecution #4ERT £ (ThrottlingException)

RS BENITZRIRARS (Hla0 SSM ) BRI,

RAABEEL TR

AWS Service Catalog TR EBERFHREELFIEENAC, FHREEHCHEERBEHT

servicecatalog.amazonaws.com £ XFE K ( 4 servicecatalog.us-east-1.amazonaws.com ) 5l

ARKFIR,

@A StartAutomationExecution #/ERT 48 (AccessDeniedException) : Fi F TRE R R
StartAutomationExecution E#1T:ssm:,

BEREELTIEENEETNIA ssm: StartAutomationExecution., R ABEEE LM SSM X
PR,

TargetTypef TEl &= @K FEMEMEXE N EIR

MBEm A e EAE SSM XHFIEER B AR BEMATENRIR , #l0 AWS::EC2: Instance., #
EENTRESMERAXLERR , WIAXEEREEER,

Document with that name does not exist (B8 1% & ¥l X TZE)
ERFSREE L PIEEN BT FE,

Failed to describe SSM Automation document (Fc3£ 3R SSM Automation 3 1%)
AWS Service Catalog Z i IR 1EE M HEITEEIRE SSM WARARE,

Failed to retrieve credentials for role (&34 3% & Y Ei)

AWS Service Catalog HHF15E A BB R AR,

EDRRFENSHME InvalidValue “ {ValidValuel}, {ValidValue2}

W6 : NEHE oY
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f&iE4% SSM WS HEFTEXHN A FEIIRD. BARHNSHEN , RBEER.

SHEREIR, HIREMWEParameterName T RE RN ZRFH,
fRiE 45 SSM WS BUEX XX 1H EWRE T,
Parameter is not defined in service action definition (RERFIREE L P ENSE)

RIE LS AWS Service Catalog RIERFBREENLFENL ., BREFAERFREELPFELHN
S8,

SREWNIT/BUERIEN KM, Error message. BEXREZVUHWIFMELR , ESH Automation fRSS (A
BHEEE,

SSM Automation XS TRKM . FSFHE F IR U — S HERR A&,
TATEARAUTSHE , AN ENTERMEBEE™RY : InvalidResourceld
AP EERN T EE B m PR FRRIATERE,

TargetType &7 SSM Bl {L XRE X

RS REEE SSM BEI{L X #4#E 1T TargetType B X, REEH SSM Automation 3T,

£ AWS Marketplace 7= @A MEEH IR EALE

B O] LA AWS Marketplace 7= A IMNEI R~ REAESH , FiXLE=RA# AWS Service Catalog £x£4
RAFER.

AWS Marketplace @ —RELEE , BANEHPER, TRAHZENFRERAXRERGENRS. P
FmEE AWS Marketplace BIEHEEF. NMAEFERSSHE. WHITE, BETE NAEEITERNRD
W EBEE ., AWS Marketplace AJ1E LA~ Mt 3R B https://aws.amazon.com/marketplace, iHEE. ,
BR BB HENIRSS (SaaS) = mM AN AWS Marketplace Z| AWS Service Catalogs

BT LA A AWS CloudFormation 4k AWS Marketplace #9757 @& #/Z] AWS Service Catalog &4
FF AWS Service Catalog , R Z= mAameE=R4A6%F,

(® Note

AWS Service Catalog T X% Terraform FFIR=X Terraform Cloud AWS Marketplace 7= &
EHR[E AWS Service Catalog &REL A F 2 &7~ fmo

¥ AWS Marketplace 7= @R MEEH R EAE 122
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AWS Marketplace X AWS Service Catalog E#Z5F A F & iT F AR~ R, RINBUFERT
NZZITHIThRER NP @ AWS Service Catalogs

FRHEE AWS Marketplace 7= fm AWS Service Catalog

O] LAE A B E LR ERITE AWS Marketplace B97= fiE #E7 NZ] AWS Service Catalog » £ AWS
Marketplace # , i%#¥ Service Catalog. BEXEZEE. , S AWS Marketplace # B E I &) B &
EH R mEHIE AWS Service Catalogo

FHEBMARI AWS Marketplace 7= i

SERA T SBRELT ¥ AWS Marketplace 7= fa , £ AWS CloudFormation iR E L ZF~= & , AREHZ
EAHORINE ™= @ AWS Service Catalog A& Ho

1T ¥ AWS Marketplace 7= f

1. BI1E AWS Marketplace https://aws.amazon.com/marketplace,

2. FEF@BFWTERUAEREZFRME AWS Service Catalog F=REA S~ M. EREF=RUAEE
miFAERENE,

3. GERHZLUEETRNE , AREEFIBHETF,
BEENHLNEESEIFNIDH#EMITEST (Amazon EC2) SKAIZEE AWS XiF, ZIFHISEHA
KBDURFRESN AWS XEFEANTDHRSEMEG (AMI) ID, FE , BEEZFTTESEMEIK
R, ERESHRH , LG FEAIE R AWS CloudFormation 4R 1T B E Lo

4. %# Accept Terms 1T~ M,

TRFRE , BRI LA AWS Marketplace FER AR~ MEUETNE LWEER , FERIEE ‘BN
H, REIREF R

#£ AWS CloudFormation &k # E SLIERY AWS Marketplace 7 fm

EXTRUTSER , SN EREH— AWS CloudFormation RAIERERN RS , RAENERHJITEE
X, BHAREHW AWS Marketplace . EiGRIRAIENR , HZH (AWS CloudFormation A 1§
) I RAIER,

1. & AWS CloudFormation A F1I8EM ROIERTTE £ , BN~ RER - AWS XiF, B
AWS Marketplace 7= fa &AMz AWS iZ#t X, EAJLAIE AWS MarketplaceF B~ R R E L
EEZIEHNXE,

2. EEFEAGXBNRS ROERNTIR  HEERSEE.

fEFEE AWS Marketplace 7= f AWS Service Catalog 123
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3. BULUFEARBELAERNE—TOAENRES., RPN SREARELHAERTBH Amazon
EC2 3:fil, EEFRAIENR , FiEE View , AREARFERNEIAR , LELREX Hi#1T4H
B, R XHNTBRELMA template,

4. FEMNARYniEas T T RAR A
5. BENERIMIBAIHIR, BAVHIRATEEE LT REAIZEEL :

"Description": "Launches a LAMP stack from AWS Marketplace",

6. BXEMXInstanceTypeZ¥ , FHXEIELEMN~MIEFN EC2RHIKE, MEENERTETX
B EC2 EHIXE | NiZF-mELERENRERAF B,

a. ENFREEREL AWS Marketplace , EEMFIFIB D EE XIFH EC2 EHIKH,

On-Demand Plans for Amazon EC2

Select a region, operating system, instance type, and vCPU to view rates

Region Operating system

US East (N. Virginia) v Linux v
Instance type vCPU

All v All v

Viewing 364 of 364 available instances

Q 1 2 3 4 5 6 7 . 19 >
Instance On-Demand hourly Network
name A rate vePU Memory Storage performance
al.medium $0.0255 1 2GiB EBS Only Up to 10 Gigabit
al.large $0.051 2 4 GiB EBS Only Up to 10 Gigabit
al.xlarge $0.102 4 8 GiB EBS Only Up to 10 Gigabit
al.2xlarge $0.204 8 16 GiB EBS Only Up to 10 Gigabit
al.4xlarge $0.408 16 32 GiB EBS Only Up to 10 Gigabit
al.metal $0.408 16 32 GiB EBS Only Up to 10 Gigabit
t4g.nano $0.0042 2 0.5 GiB EBS Only Up to 5 Gigabit

b. HEENERSP , FRIAKGIREE U BIEF M IFHY EC2 KHIKE,
c. #iBAllowedValuesdlk , EERNEEEM™ mIFH EC2 KHIRE,

FHEEMF I AWS Marketplace 7= 124
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EERES

d. MAllowedValuesHERF B

BARFLERLRAFER ™ mIEAREM EC2 KAIKE,

BT InstanceType Z8fa , WS ATRERLUT AT RHA

"InstanceType" :
"Description" :

"String",

"ml.small",

IlTypell :
"Default" :

{

"EC2 instance type",

"AllowedValues" :

"ml.xlarge",
"c3.large",

iy

"m2.xlarge",
"c3.large",
"ConstraintDescription" :

[ "tl.micro",
"m2.2xlarge",
"c3.xlarge",

"ml.small", "ml.medium",
"m2.4xlarge", "cl.medium", "cl.xlarge",
"c3.xlarge", "c3.4xlarge", "c3.8xlarge" ],
"Must be a valid EC2 instance type."

"ml.large",

7. TEEMREIMappingsZoH | REBAWSInstanceType2Archist | IEREE XIFH EC2 L4

REMEM,

a. BEMBRInstanceTypeZHIKRFPRITEMNE EC2 KHIRE KRR
fAllowedValues%lzk.,

b. 4mESET EC2 RAIREMWArchE , FERNEN~mIBNEMRE, FRESE

PV64, HVM64 Fl HUMG2, BT = mZiFH AR
FHEERE. BT # EC2 EH|RFIZISHLELRY |

[

B2 AWS Marketplace B9 7= i
H2 ¥ Amazon Linux AMI SEfBIZE B4R

RS AWSInstanceType2Arch BRETE , BLERETATRESR LT AT R4 :

"AWSInstanceType2Arch" : {
"tl.micro" . { "Arch"
"ml.small" : { "Arch" :
"ml.medium" . { "Arch"
"ml.large" : { "Arch" :
"ml.xlarge" . { "Arch" :
"m2.xlarge" : { "Arch" :
"m2.2xlarge" : { "Arch" :
"m2.4xlarge" : { "Arch" :
"cl.medium" . { "Arch"
"cl.xlarge" : { "Arch" :
"c3.large" . { "Arch" :
"c3.xlarge" : { "Arch" :
"c3.2xlarge" : { "Arch" :

: "PVe4" |},
"PV64" 3,
: "PVe4" |},
"PV64" 3,
"PV64" 3},
"PV64" 3,
"PV64" 3},
"PV64" 3,
: "PVe4" |},
"PV64" 3,
"PV64" 3},
"PV64" 3,
"PV64" 3},

FHEEMF I AWS Marketplace 7=
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"c3.4xlarge" : { "Arch" : "PVes4" 3},
"c3.8xlarge" : { "Arch" : "PVe4" }

}

’

8. HEEMRKIMappingsHETH , REAWSRegionArch2AMIRRGT LU &N AWS KB 57~ mAy R 2R

F371 AMI ID #E<BX,

a. ENFHmEEREL AWS Marketplace , EB BN~ mESN AWS XEFEHK AMIID , 0

THIFrR

Region

US East (M. Virginia)

US West (Oregon)

US West (M. California)

ELU (Frankfurt)

EU {Ireland)

Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)

South America (Sao Paulo)

ID
ami 4
ami

b. TEEWEIRF , BEREFZEWFTE AWS XIFA RS,
c. RESXIZHIRRET LU BRT X IFHIZRH ( PV64HVM6E4, THHVMG2 ) R EXEXA AMI IDs,
d XNTFRTHENAWS XEMELRS , BEFHN~RIFETEHFEEMENN AMI ID AWS

Marketplace.

YRI5 AWSRegionArch2AMI BR&TfE |, 18

"AWSRegionArch2AMI" : {

"us-east-1" . {"PVe4" :
"us-west-2" : {"PV64" :
"us-west-1" . {"PVe4" :
"eu-west-1" : {"PV64" :
"eu-central-1" . {"PVe4" :
"ap-northeast-1" : {"PV64" :
"ap-southeast-1" . {"PVe4" :
"ap-southeast-2" : {"PV64" :
"sa-east-1" . {"PVe4" :

BT QAT RER LT AT R A

"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"}

FHEEFMFIM AWS Marketplace 7= f
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}

DFE |, &) LAGE B AR 7= @R B~ i AWS Service Catalog A& %, MRE#HTHMER ,
ESHEA AWS CloudFormation R T EXEIRPWESZE R,

&K AWS Marketplace 7= mR N E 7= @ AWS Service Catalog A&

1. &3F AWS Management Console }S#1%] AWS Service Catalog BEE R #2&& , Mt Ahttps:/
console.aws.amazon.com/servicecatalog/,

ErRAAREE | EBES AWS Marketplace 7= @A MEIN =~ RAE
Er-mesFAEEREL & ELEH~R.

BABEBRN~RAZFFHAGE.

£ Version details W £ , )X %E$F Upload a template file, Browse F#&E x4
BRI BN R

EET—%,

EEKRAEL , BAREREBN  RAEEFRIAFLE, “REFNEFRAeE. mRAEXNE
RipE=mAESNRLRAF TR,

© N o g ~ 0D

£ AWS CloudFormation StackSets

(@ Note
AutoTags B IR AWS CloudFormation StackSets,

& LAE A AWS CloudFormation StackSets £ %4~ AWS X5 Flk & & 7 AWS Service Catalog
. BAILMEEF mE AWS XKIBHNBENINF, KA ZE , m@mEHTHEN. ERz8 , A
FAUEEREREIUARAITHENZERKAH. BXELZEER , S HEA AWS CloudFormation
StackSets,

HEAKR 2 A AR K45

MK EE R 8 E A B AWS CloudFormation #EAREEE AWS XiZH AWS K /= &l ik,

HEHRSKPIER R AWS XEIARY BARIK T R AV | 5 BRE — MRS RER,

f5F AWS CloudFormation StackSets 127
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EXEZEE |, i85 StackSets #1=,
R ELR

£/ AWS Service Catalog , £ 0] LAfE F ik SR 49 SRR EL B 7= m SR B 1L T

AWS Service Catalog 35 i 7= fm #Y #4& E£PR % AWS GovCloud (US) Regions : AWS GovCloud
( ZETEP ) M AWS GovCloud ( ZBEFRER) -

BREZELR , 5 AWS Service Catalog R EL R,

EBEME

A LAE A AWS TE KRR R EH RS B AT E A BN AWS Service Catalog. £ A SUFTIE S AWS
Service Catalog 7= f 7= fm A & M X< Bk

(® Note
AWS Service Catalog 7 #F Terraform FFiR= R TRE,

AWS MEHZREBREAENTAE , AMEEENRAHEAREY (HFITEY ) MESHAZE

&, BX AWS FEMWEELR , 5 https://aws.amazon.com/aws-cost-management/aws-budgets,

£5

© RREAM
 fEME

+ RRHE

+ BENE

+ BUBXBATS

FRF M

HEM AWS MiEchl , BERE AWS KEERAER BHaPHERATERLE. BXREZER ,
BFSH (AWS IKEEMAEE AFiEE) PREERSEXR A D BERL,
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® Note
NERZEE 24 PR FEEBCE,

BREFEAVRECEAMEDENEMAFHEAL R AWS IKEERAEE 258, SBAIUELN
PP B2 R SR B SR AT LR 4R

EAT AFPQEME  ZEXTIATHAFEEKRKEEFE. MEERFA Amazon SNS BH , MAT AR A
F &1 Amazon SNS BHIBINEE |, W T EH K& RBIFTRo

BIERTAE KB

1. £ https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,

2. ESMERP  EERER,

3. ERNEERP , EFCIEX,

4. JEF JSON ETI+ , REEFILLT JSON REE AT XA, FIZXAKME JSON XA&EH,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": [
nmin

]

"Sid": "Stmtl1l435216552000",
"Effect": "Allow",
"Action": [

"sns:*"

1,
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"Resource": [
"arn:aws:sns:us-east-1"

]

5. ZTRjE , BREERE. RERIIEFFREGEAEEER.
6. EFEK RAEL K NENKHDHE, EERBPFEUETENRBERTHONR , AEEFCIEK
B SR Z R TR,

MR ETRERERRIIRT , HECEAREFHMAENAFRNE, BXEZER |, S
% {AWS Identity and Access Management A 1g/) RV CIEMM INE - EE BT,

BIEME

£ AWS Service Catalog EE AEFHIAYF , FRIIRN-REESTEIE TEXNEF-GN~R4EAE
MER , AATENH#TERE, ERETE , FAREEIMESHN ™ RI ™ RESHEXIEK,

EME

1. $TFF Service Catalog #H|& , Mk https://console.aws.amazon.com/servicecatalog/o
2. EEFBIRITMASE.

3. EREMMMEN~mIT~mAS.

4. FRERRE  ARERVIEWME,

5. EWHEGE NHL , F—HrERESENTEMERE,

FREEFMER ;. AutoTags M TagOptions, AutoTags BEHHZ RN~ RAES. “RANA
o AWS Service Catalog Ba X EAREMATEEREN RIR. A TagOption EE A E LK

BEX , EHHIITEE. AWS Service Catalog
RNTEFRAESETR NI HEBRMEXTE , elXNEEHENKRS, BIEE , 8X6ER
PR RAUBEEE 24 P FBERIE. BXEZEER |, 155 H the section called “StREZH",

6. & “EHEE AWS Budgets, BLWERETRETMENH, RREETME PSS RESF TR
BiRE,
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® Note
PIEMER , BLTREEF R~ mAEHEXEK,

RERFRE
MERAATRTUE —NEZXBENTE. SIAETAS SN = RASR=RHEKXK,

HERMEST RETMASHXEN SN ZT-RR - RE e FAEENEEREXMEN
ER. "NTEFRITRAS LN HEBRREMES , BLMNTAEN M mASXEKARMD

B,

)

(® Note

MEBEMFMIBRTRAE AWS Budgets , 5 AWS Service Catalog 7= & 7= f A & K I A < Bk
IREE. AWS Service Catalog FFLEE RE < EMBRMENEMER.

KETE

$TFF Service Catalog #2#l& , Mt R https://console.aws.amazon.com/servicecatalog/o
EEFEmIIRETRAE

ERERESMEXBKNTRI=mEAE

THREXE , ARERXBKME,

EMEXRBKIELE , ERUEME , AEERRE,

RS mASRIENSEENNR N E N BE.

o a0k~ w D =

EEME

WMRMESFmAXREK , B EFREFAERN~RIRNE LEFFEXMENER. RMESF
mASHXRE BN EFRASN~RdsFAGENEHLETEXMENER.

FRAEGNFRIKRNEE RAARRNAERFR. EUUFRINERINEMENTNSAEF,

HEEFRITmEASR R ENZTFAEENH, FRESFAGENTRFAGENEHRIE
—Ey  BRTERKEMENFEMAGEE, BUEEMEST. Y ZHAMUZH, BEaE
BREEMEFMAEEHREME,
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BUHXBME

BRI LHME 57 mE a3~ mBUEXEK.

® Note

WMREMNFRE B BR AWS TRE |, |5 AWS Service Catalog 7= @7~ A & WM A REKHA
1. AWS Service Catalog L EE ~E X EMBRTMENEME S

ERUHKRBRTE

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. BEEF@IKRIFRASE

3. EBRERUHMEXBEN~mI=m4Aes.

4, EERBRME, NTHIRPERFUEXBKME, KNSE REIARE,

5. EEWAZRUEXBTRI-MmASNTMER , EEBHIA,
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EEMEE™ m

AWS Service Catalog iRt T A TEEMEE-miNED, BAUETFREHNEE. ENNLLEHN

BRPHAEMEE™m. BXTOIRE , BSHATE/LT.,
£

s UEEANSHEEMEE™ @

- FUHRE-mNAEE

- EATEE ™ @A

- BE  BERAFRRRDE

« B Terraform JFRE™ mRTEIR

« B Terraform JFRE™ mRS X4

LEEANSHEEMEE™ m

EEEKFNAEMEES R , BEEE® AWSServiceCatalogAdminFullAccess S5 &

FREAFRIENESE IAM R, EXEZEL |, HSHE AWS Service CatalogF Y Identity and

Access Management.,

® Tip
NFBRASTMEE " mEE  CREEMEE M2 , BANE~ G ERFB S AMEE ™M
W, BXEZEERRA , BSENULNTHEA :

« AWS::ServiceCatalog::CloudFormationProvisionedProduct ( #£ AWS CloudFormation f f°
EEH) o

 DescribeProvisioningParameters (ProvisioningArtifactOutputKeys) £ {AWS Service
Catalog FF X &EmM) .,

EENEEMmMETEEF m

1.  $TF AWS Service Catalog ##|& , Pk R https://console.aws.amazon.com/servicecatalog/.

MREELEFE AWS Service Catalog #2F|A , iB1%E#E S ervice Catalog , AFEEFE “REH
o

NEERN SN EEMEE M
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AWS Service Catalog EERER
2. WMEXE, O FRHEFAEE™mEBD.

3. EMBEEFmIoF , EREF X, AREBREEEFNHHLS - AR, S3KF, WRE
S2E REZRHPHMETEEF Mo

4, R ATEEFGBHITES. EFRKILL, XL EAEENELEL  ESHEEHMEES R

1:1 /CN O

BRI E S~ m TR &

BU N ERFEE~mNAAEE. EEBRNERRENFMEENATHAGH ARN,

BRINERT , WLIhBe Al {E A AWSServiceCatalogAdminFullAccess FEERBEH
EERAMEA, EALIIE AWS Identity and Access Management (IAM) A [ &R & F P 1%
Fservicecatalog:UpdateProvisionedProductPropertiesiXfR , M #4113 AHiZIhEE,

EXMEESmOTEE

1. 1 AWS Service Catalog ##HlA&H , EEMEE™ mYI&Ko

2. RIEEFHNHEES R, ARERHEZINZARAEEEYITRES mAEE, SEAUER
BB~ mBFEERENREREPRIERAEELT,

3. EXEES K WMABREAFAEENAFPIAGEHN ARN, ARN B arn: ALAHITEEMER ,
XEEECEFASEHFMIOMR , 0 arn:aws:iam: :123456789012:user/NewOwner.,

4. EERX, EHMEER  LREI-RAMHE.
HESH

» UpdateProvisionedProductProperties

B AT B 1 7 am YRR AR

B LU TR & 7 m Y AR AR E SO H bR AR, Bl | R E Service Catalog #E—1 EC2 7=
m, WALE#HZEC2ERUARBHENTEE~m ID , BFERE RN S3 F& M.
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® Note

EFE B M Terraform FFRE Terraform Cloud = RAXIFEFHER, WMBEERME
Terraform = mERA TR ENR , WATMBRZ>=m , ReERAFEERANERET ™R

SERTTIEL B AR AR AR

1. MNEMHSEEPERENEE ™
fn

2. EFEESmYT , BEMEESm  ARRERE. EHf,

FAEE , BEUUENEET mFAEEREPERFRE. Eff.
3. (W) EFmEAGEESF , AEEI~m.

HER=mP , FESUATES
ERFmaMFUTEE” mEMNTRN>mER. XARERL LR IFFSIEZH R R,

BRI LLHME B mENEE -~ MmN E MR
4. (W) EFET  RREEMEEMAERNT R, REERER.

EEmiEAEES , BERUTES

[Product name] ¥ M [current template name] E#1 9 [new template name], B2 , BRI TAHL E =
@B B F5 [Provisioned Product name] A& E K,

BRI LCHME B mENEE - MmN E MR

5. HEFmIRATF , EEAENS mRA.

6. EZHH , EREINSH.

7. EEREHF
ERBEE~mFAEEP , EUNRIEFNEARGE, MEEN"mENFT2ER , BEEFHEM
BB~ mER T ENENR,

HE  BERFRARIE

A LAE A AWS Service Catalog #HI B RAEE T~ mME5Z~=RXBENERNAF, N EHE
By Z ROl N B NS EMEE S M.
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EEEKSFNAEMEET R , BEEE® AWSServiceCatalogAdminFullAccess SxI i i & 7=
MBEZEEANGRXER. BXEZEELE , HSH (AWS Service Catalog FF1ERE) #9514 Fij 81X
REE,

HETRE B 7™ m A A P MXERAY R R

1. FTFF https://console.aws.amazon.com/servic eCatalogo
2. MEMHSMERLDERTEE™ .
3. HEIFRMERMGTHRESD | EEKS,

Service Catalog Provisioned products
Provisioned products (0) info | C || Actions ¥ |
Q Access Filter | Account a 1 {
User
Product Versi
Name v Created V¥ ID v roduc er5|o Status
name name
Role
4. ERFUEF  ERATAMEESmUAERHEFHARE.
Provisioned products (1/6) info
Q Access Filter | Account ¥
Name v Created v Product name Version name Status v

Thu, Mar 25, 2021, .
(o s3bucket-03252118 g s3bucket 2 © Available

BUEEMEE” miFfE .
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Provisioned product details

Product description

Provisioned product ID

pp-

Product name

test

Created
Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID
prod-

Version ID

3 pa- ahirpy gl

Support description

5. MTRIESHED.
=88

Events (4) nfo

Q

¥ UPDATE_PROVISIONED_PRODUCT
Date created
Thu, May 27, 2021, 5:06:38 PM EDT

Record ID

rec-

Provisioning artifact ID

pa-
Output key

CloudformationStackARN

= Provisioned

User name

User ARN

arn:aws:iam:: $058:user/SCAdminAllow

Type
CFN_STACK

Product owner

14

CloudFormationStackARN
Copy to clipboard

Product name

ssmimport

Qutput value

arn:aws:cloudformation:us-east- stack/SC-
-11eb-b851-
0a8a0480d74d [4

Status
@ Available

Version name

Support email contact

Support link

product ID # CloudformationStackARN HJ

Sort by | Newest v 1 &

Status
@ Succeeded

Product version
1

Output description

The ARN of the launched Cloudformation Stack

6. FERAMEEN™m ID RIRBSHRREMEI B AWS CloudTrail 1IEFHARFERAS (BE
BERE S HRIEHE S A S FEReuat ) o ERRES , BRAFF steve’s

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
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"accessKeyId":[access key],
"sessionContext":

{

"attributes":

{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

.

"sessionIssuer":

{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}

}

I
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
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"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. fEAiZCloudformationStackARN{ERIRB] AWS CloudFormation B4 , LEREXCHER
REEER, EtalLl{EH AWS CloudFormation APl RKEVLEE ., BXEZELR |, HSE AWS
CloudFormation APl &%,

A LAE A AWS Service Catalog API #1745 1 4 AWS CLl. BXEZER , HSHAWS
Service Catalog (FEARIERE) PHAWS Service Catalog I TITEE,

EE Terraform R~ RIASE IR

Terraform Open Source ProvisionProduct #fESKHE TAINTED R , #mMATFENE B/
KL 1T UpdateProvisionedProduct, KAEXFERAT :

« UpdateProvisionedProduct FREZREMBIEENE , HF 22 HAESIE R ERE,

« UpdateProvisionedProduct FEREREMIFFEE T~ miRE N AVAILABLE = TAINTED
B, FAaZRAHEBREN KM,

AWS Service Catalog X f£ It i8] . ¥R & ProvisionProduct, HF ProvisionProduct &{E%
WS B EAFRIC KM R 2 B R,

REEIRRHI
51 - FEHAR] AWS Service Catalog T EIZ &R ProvisionProduct

EUTHEF , MEREXFRRE , AN ERMNAEARE , SNEMEE™ LT
AVAILABLE k7.

EIE Terraform iR~ RIRSEIR 139
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https://docs.aws.amazon.com/servicecatalog/latest/dg/what-is-service-catalog.html
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1. BHIBR4ERZ) ProvisionProduct.

2. Terraform B ESIEBAUTHEREREX ProvisionProduct i | B FRHE
Resourceldentifier,

ProvisionProduct TEREFRLCIEERA , HEFSTEEN ™ BIRASIRE N ERROR,
ARG , BUB3h UpdateProvisionedproduct #4E,
Terraform M ES|ZSMERRKINHEE,

Kt , UpdateprovisionedProduct T/EREFNTE B mAVIRASIZE N AVAILABLE , BEF
LHBRRE , T2 RNAEARE,

2 e

B 2 . L HAE] AWS Service Catalog |2 #7% R UpdateProvisionedProduct
EUATHES , BIEHERANAEMRE , ZNEMAEE™ ML T AVAILABLE R3S

1. &R ERB3N ProvisionProduct,

Terraform FAELE S| B MERR R WEIE |, HiRft Resourceldentifier,
ProvisionProduct T/ERECEFRAHNHRENATAE SRV TR
&3z UpdateProvisionedProduct — /NI &R FTHE4,

Terraform Bl E S| EMEHR R KIHNEE.,

UpdateProvisionedProduct T4 RBRIMA & mIRASIREN AVAILABLE , BEF =B
A HARE AT HER.

o o K W N

IRSHIRBRET R

AWS Service Catalog BRNFIEIRE N from WG B> meIEEFRA, TAINTED
ProvisionProductiR Terraform Bl E 5|2 KiREResourceldentifier , HERIBRIRA AWS
Service Catalog k¥ , MIFREL &= MR ENERRORIRE |, IBFEHRL L,

&1 Terraform R~ RIRS 4

B Terraform FFRFME &~ mEE —MNERD X, MRE~RSERDIXHZBFE——FR*x
Ro MHFMHIERN sc-terraform-engine-state-${AWS: : AccountId}-${AWS: :Region}
B Amazon S3 TR, RAXHERIEE AccountID = ProvisionedProductID WRET.,

M 2415 B X BRI BR F GetStateFile AWS Lambda 1 Amazon EC2 5314k, AWS Service
Catalog B R oA B 15 H Amazon S3 FRVIRAS X 4, BE R MAMEA Amazon 1 81X L 34

B Terraform FFIR™= MRS X4 140
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EC2, BIAERT , AWS Service Catalog B G Al AFERAXHIIR , B EENMHEBEANXHNR
. RE Terraform MELES|IZAIVERHEEAXHFAR,

B Terraform FFIR™= MRS X4 141
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EHEEIRZ AWS Service Catalog

AWS Service Catalog 2t T , RMBR AN RR#HIToE, EERMPEE © AutoTags M
TagOptions.

AutoTags RIRRFEEZRRRKFEENIRZL , AWS Service Catalog HFEZFINATFEER AWS
Service Catalog HI & R

TagOptions 2P EEHEEX AWS Service Catalog , FAERIZE AWS FRZMER,
F&

» AWS Service Catalog AutoTags

« AWS Service Catalog TagOption B $4E

AWS Service Catalog AutoTags

(® Note
AWS Service Catalog 73 #F Terra AutoTags form FF )R~ &R

AutoTags BIMRFEBERZREFRFKFREENIRZL , AWS Service Catalog # Bz B A FEER AWS
Service Catalog I &R

AutoTags BEFRASE. &m. AP, FRERANTEE ROE —FRRAFHORS, XEM®T 45
L XERERRTEFEEZPE BN AWS Service Catalog &1, AutoTags FEIT AEZRKE 50
MR R,

(® Note
AWS Service Catalog 73 #F Terra AutoTags form FF )R~ &R

AWS Service Catalog AutoTags Al A B A BN R RIBH—BWHRIE , XEANFREAE. mFRIA
FPiEEMEMIIEEER. BETLER AutoTags KRB AT B3 ERE ( HlaNikE AWS Config M
M) B8R, AutoTags N TFEWTEERR , TREATEREN FTIHRS ( A1 Amazon M Amazon
EC2S3) My “brX” T HEE., AWS CloudFormation
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® Note

AWS Service Catalog AutoTags £ B i AutoTags EBERRETR2EH ., MREBFMEE
FRERAEMTR, MEENRIHNENEE , WINEFm AutoTags T2 E RRBE,

AutoTag #1&

- aws:servicecatalog:portfolioArn - NS Tl fl B~ M~ mASH ARN,

- aws:servicecatalog:productArn - \H 3 ) Tl Bl B 7= mEY 7= mAY ARN,

- aws: servicecatalog:-provisioningPrincipalArn | ZFE B~ mHEEZEFEA ( AP ) 9 ARN,
« aws: servicecatalog:-Fii B¢ i& provisionedProductAr&y ™= & AR N,

- aws: servicecatalog: provisioningArtifactidentifier- R ELE T4 ( = RIS ) B9 1D,

AWS Service Catalog TagOption B4

RNTUEBREBRWEECEE~ ML , AWS Service Catalog 12 T —4 TagOption FE. A
TagOption 2EFEEWRBEX . AWS Service CatalogE T2 AWS ¥ , MEAERIECIE AWS
FRE MR TagOption.

AWS Service Catalog 7 %#F TagOptions Terraform FFJR=k Terraform Cloud 7= fa.
% TagOption FEFEREFIMITUTHNELEBEMNES :

- —HHSR
- IEWFRICEIR AWS Service Catalog
o AATHREE XA F aER £

‘B A A B TagOptions 5= mA M= mxEk, E=mA&® (EE ) #HE , AWS Service Catalog ;L
BREM= mAS MM TagOptions , HHENAFHEEN~HR , M TERM .

TagOption BH1E 143
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TapOptions
; for porfolio |,
y A
TagOption library /f/ _ AN

\K Product 1

-~ ", Ay
e N, | TagOptions 4 Product 2
for products
J— -
- -, Provisioned product 3

[ Product 3 ——launch—  (with tags from the
portfolio and product 3)

Portfolic

Service Catalog administrator > Service Catalog user >

£ 1% TagOption & , #&AILUE A TagOptions MRBEMNES~mASH~mHNKEK , AEFTENERN
BEEel]. XTI EFNEYTHPENTEMY | &RV EEE TagOptions A 8EE GRIEEE A SNESR
BRI T ERBVE,

& 0] LAfE i #2 %) TagOptions AWS Service Catalog & = TagOption FE APl #{TEE., BXEZEER ,
S Service Catalog APl %,

AE

- FAUTHE KX KM= m TagOptions

- E TagOptions

+ TagOptions 5 AWS Organizations ¥r<& 5 B — 2 &£ F

FERAUT B K7™ m TagOptions
U AP B E ™ MmAEt TagOptions , AWS Service Catalog & REMITU TR -

- WEFEMAEM=mEAESHWFTE TagOptions & &

- WREMEE™ mBOREFRERA TagOptions EFM—RANFE. AFRIRN—MENZIEES
K, EAFEE-—MERE , ©HRNTAEES m LN —MRE,

« VPR P TR E HR [ 7 A A SRR

FEAUT AR KM m TagOptions 144


https://docs.aws.amazon.com/servicecatalog/latest/dg/API_Reference.html
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LN RABIERT B3 HAA TagOptions MY TERE,

50 1 : HE— TagOption %4

S R 8|2 TagOption[Group=Finance] #}{FH 5 Portfolio1 Xk X , Product1 #8 Product1 M+
=, TagOptionsH¥AF B MEE™mAt , £/ @I TagOption T H#RZ [Group=Finance] , T

iR

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1

TERMINATE!

The tag becomes part of the
provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perform any action

Rl 2 ;. BEAE E TagOptions EEHERIANES

EERAESmASHHRE T M TagOptions EFMERANTm , MAE X~ mAS HAVEM™m L&
%A TagOptions HENER. EEFIHA , AFLIERSZRAXBKNFMEz—. R, MEE
FmRHE R Z RN A SRR ERTRIC.

FERALLT AR &7 M TagOptions 145
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

T~ 3 —HEFRESIZTRESPIF R LA TagOptions EFHEREZEAH

EERAEFMAEPRET 1 TagOptions EFHBEZEANR—NEHR , EZFREASFERLN
TagOptions EAMEREZHAN~m L. AWS Service Catalog RIEMNRE (BB AND 25 ) glE—4A
{8 TagOptions, HAFBEFF=mE , R LBEIXABHNPER, MEE>~mRGERZBNAS
EERNEH# TR,

FERALLT AR &7 M TagOptions 146
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EERESE

CostCenter, 65

CostCenter, 70

CostCenter, 72

( CostCenter, 73
Portfolio 2

4

CostCenter, 70
CostCenter, 72

Product 1

Rl 4 . TagOptions EFHEZEA BEMHEHRHZD

AND

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

Product 1

The user is given a choice of two
cost centers and can pick one

EEREFMASFTRE T Z1 TagOptions EFHEZANTm , BR~mAEY+ , &F /L1
TagOptions EEHRBEZRHAN~m L. AWS Service Catalog RIEMNRE (BB AND 25 ) tlE—4A
{& TagOptions, MEREKRTEZEAMNE , W] AWS Service Catalog 2 8I|EZ — NEFHERBEMNIR
Zsc-tagconflict-portfolioid-productid , HERN , FmAEportfolioidFr=RMNE
MproductidfiE. ARNs XA {RTAAE™ mEA ERAEUKRERE R T KB M E ENER-ITIR

12,

CostCenter, 65

A CostCenter, 70
CostCenter, 72

( CostCenter, 73

Portfolio 2

v

A CostCenter, 327
CostCenter, 115

AND

Product 1

Product 1

CostCenter is not set on the
instance, but the conflict is flagged
in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.

ERANT AR KM= m TagOptions
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B2 TagOptions

EREER , /A LLTE TagOptions & TagOptions FITA FIREBITEE -

- B EMIBR

- BESEH

o REREEUHRER
© R

f£#2 %A TagOptions A A2

$TFF Service Catalog ###|& , Mk Fhttps://console.aws.amazon.com/servicecatalog/s
EEMSMEEA | EFETagOptions &R E
£ “$HE” b TagOption , M ARFE , REEEFE RN,

BIZ%T TagOption ARG , HEENNEATOE , AEIIRPRFIBIFFHF. TagOptions

ZE TagOption £/ AWS Service Catalog API 2 , {2 [@CreateTagOption,

fE#2 4] A TagOptions FIBR

1.
2.
3.

$TFF Service Catalog &% , P4k https://console.aws.amazon.com/servicecatalog/o
EEMSMEER | 1EF “TagOptions FIRE" , AFIEE “BRIE"
I PR BR 3 B A M BR

FEf2 ) & BB SR — 45, TagOptions %4

1.
2.
3.

$TFF Service Catalog ###|& , Mk A https://console.aws.amazon.com/servicecatalog/s
EEMSHEES | &R “TagOptions BIRE" , REERE “RIE"

ERUE | 15148F TagOption BB ERIEFHNIRS . REERREANTHRERREZEYE , R
HINERIER

EFR , 1F1L8R TagOption FTRAVEUET, REEFREANTHREDEEREER , AEHIAE
YRR

& TagOptions 148
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https://console.aws.amazon.com/servicecatalog/
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EEFE PR/ —NHZN=mASE TagOptions HIRAHEXRBKIEUEREK

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EEMNSMEED  EFFRAES , ARTHAEXKRIBUEXBRN=RAS,

3. %&ETagOptionsitW+ , REEE—NHZA TagOptions BEE R RH S REHEUE XK,
4. EFRE. REERXRSBUEXBKABIAGIERE,

FEFF B PR — N HZ A= m TagOptions 57 i o< Br 5 BUE X< Bk

1. $TF AWS Service Catalog ###|& , Mk :https://console.aws.amazon.com/servicecatalog/o
2. BEEMNSMEENERMT , EE~ M. REHTTEFEXRKSBUEXEKN™m,

3. %&#ETagOptionsitWM+ , REEE—NHZA TagOptions BEE R RH S REHEUE XK,

4. EFRE. REERXRSBUEXBKABIAGNIERE,

@ Note
EfFH AWS Service Catalog APl TagOptions 5~ RAAS R~ RKEK |, S
%] Associate TagOptionWithResource,
E TagOptions f# /A AWS Service Catalog AP BBk ( BUEXE ) , B5
%] DisassociateTagOptionFromResource,

f£#24| & TagOptions H4REERE

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
EEMSMEED | %&FETagOptionsFIRE

1%4% a TagOption H#TH % EH. (LEITSEEE, ) AEERERE.
EEFRPREBLEAEREREENR

> WD

TagOptions 5 AWS Organizations #r% 5% B — i#2 5 F

AEBEHEMBIR T TagOptions 3T AWS Organizations MEIFRE KB AWS Service Catalog. ©E R
YNA] 7 [5) B 56 P 3X 7R N Th RE A By LEAR IS SRR HE T B,

TagOptions 5 AWS Organizations #r& 5k — 2 i A 149
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TagOptions AWS Service Catalog &R F Bt &= m ( CloudFormationi#tk ) , MARZ KA AWS
Organizations @ F AWS K FAE L #47 (OU) RALIB B Fo Hla0 , MR EFIRESKIEH INE
OU , NI HEIMNRE RN NATZ OU FAMEKF, . MREENERXFHMIRICIIEE | M Rx H i
TEE , BRAERETRR,

R R

FRE R B R VFEIE AWS OrganizationsH E L EMAXT K 7 R EY AWS BIRERARSHAN, SR
FRERBER BN TR RARIE AWS BIRN—B A .

RERBREET —MEELZE, TBRRAFNA —BNFE, FitEefrieNRRA 4N ERN TR
X, BEUUEMZENAELSRXNATHNE. Flan, BEUER—ANKFHHRE EC2 LI #24
TR ERIRE N CostCenter HFIZIFZMERE NData InsightsZHMarketing,

EBIARE R |, BT LUEEREA TR FIRITIRCH N A EDT | BFIENIREH TR EANIRE , UREEE
RiFREFIE A RRER, MEEBTEZRBHHTED , WREFTBATEUERERXTEANRE ,
BERHEPFERENFTEM. AWS Organizations

AXRIWMMANEEKF RBFRIZEEHITHEZESE | 55 AWS Organizations FHIFRZE F#E,
TagOptions

TagOptions  —IW#RiZIhAE , AWS Service Catalog & F CloudFormation 4% 4% Bl B9 TR BL B 7= FA
(MBRXEF=RMATFRETM ). AWS Service Catalog 2t 7 —4 TagOptions fE , B LA H
PENXEEREH AWS Service Catalog 7= mx BV BEX . /F3h AWS Service Catalog 7= mAY , 470
NEZFREAEE~RIKWINE TagOption Z4Hi%$#F TagOption BT 8EB N Z™~ M. HTEE~R
HEH ™ mPBIHITIRE TagOptions , F 1t AT LAGE HI 5 — M 2 2 RARICE K 7 Mt X 7= a4l

A
Ho

BRI 1E R TIREB M E 25 B TagOptions AWS Service Catalog , 3 FAWS Service Catalog
TagOption #RE.

J# % AWS Organizations & R B 5 2 A #9538 AWS Service Catalog TagOptions
MRIERNHL DRI IK BB AWS Organizations FrEFHE |, RINBIUEREUATHERE :

- EEINEE AWS Service Catalog &= mAE M~ MmN ERE R L EZXEMIRZ TagOptionskI E K,

- BHgEEHRRH ™ m AWS Service Catalog F 77 m A& M M I Al BV R4 A AR &R K A AR
EWRAAPHENEMIRERER,
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RIZIEEHE R ZEEH AWS Service Catalog % TagOption Z4AM = mcity , H BEHIREEHRER
REFAEACityEEMMMIREE , flIAtlantaSan Francisco, ZAustin, AWS Service

Catalog T A FIBTE%E N mATE TagOption Z4Ai%#E TagOption EHIER T B3I~ @o

EXFERT , IR TagOption Z4AMY TagOption Bcity@EREHET , HlfRio de
Janeiro=Buenos Aires , M AWS Service Catalog T 2B~ m. MKk , BUHE X HEIE
B—NZEEEHTH TagOption B , UAFEHRZBUER,

TREHRT —ER | XEGRER T MAERREE R IR R 7 g2 18 R MR P R A&,

TagOptions

=R

FEAR R B R AL 7 PR 58
W7, ATHREFRER , = m
TER.

mFRERANETEM ,
REERH.

Reason

TagOptions & F #& & AR R 0 2|
HRERBESATFHNERRZS
RPN BANEHRITIEE,

W T TS SRS KRG A
%k B E AR

£ TagOptions Z4AHIEEES
HRERBABEBRFIMUF—K
WRNE,

S

MREENRSRERIZHA KR
ERGIPRETRENAESR
¥3 , ERRIEH TagOptions
REZAMIEN BELIRZE
R ELRENRERBERIEEN
NE—H,

BEE , MRERSERETE
HEFRRSFA XN NERFIE
%HE |, MFTE NERERAE
AM , HBREH TagOptions
REZAMAEN B ENIRE
RASHLEREREPHER
—H (BHWMEHFRNE ),

IEE B KRR, MRER
EERSRANEEHAMY
MEINNIRZE R K NEGH
E,

A INRIBRIEIRS KR
RIEERIZHARNNEEN
%, ERRFE TagOptions
PREZE £ E AWS Service

TagOptions & AWS Organizations ¥R 5 i — 2 F
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e Reason fRR T R
Catalog R/NBELUESFHEN
.,

WMRIEAE AR PRE R RS A
KNEEHME |, NIZIRER
X SFE N ERERUNE

Mo
HTHREETRE , "mELE HAFmAHEETE KBk TagOptions &K 7= m
B3, TagOptions HrEXMIRLEES FmAE , XEFmA~nd
MRV HRPVIREE, BHEEEIIRIRERIEHH
ERRZESAEANIRE

Ho
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S\EB 5|2 B F AWS Service Catalog

£ AWS Service Catalog , #8285 2@ EXTERNAL LR KRR, ZEXTERNALF mERH R IFER
F=ABESIZ , Bl Terraform, &R EAERAIEDSI 24 Service Catalog M ZhRET B EIRE AWS
CloudFormation #E#Rz 5k , M\ Ao iFE A EaERZ R (1aC) TE,

ZEXTERNALF R A 8 A ZEM Service Catalog AEEEMIB AR , ERAATE aC T
B4 EIhRERIE &,

E7£ Service Catalog F/5 FHEXTERNALF R R | EMAMIEMK P P E N —AFRERE, XERRER
7 51%, Service Catalog E THEMMERIRENBENZFESERASIZE,

Fii& T 1S5k Service Catalog F7~=mWBFERAE , AT EEBENEE B ER.

HIENEXTERNALF mRENEEXN RIFA AWS Service

CatalogDescribeProvisioningArtifacts} DescribeProvisioningParameters# ¥ERT , Service Catalog &
A SRR — AWS Lambda B ¥, XRMBEHNER THFREIMSEIIRAFHIRE B FFLFER
AWS Service Catalog, XESHBERFENRELEN —BF2 ER.

L4881 B FAEXTERNALEL B % KR &F ProvisionProduct , Service Catalog & & 5t 1E N EF

T—LRE , ABEEIZHH Amazon SQS RAFIRIEHEER. ETX , 5| B ERMNED
Bl (BEABHARIEAT RN IAM A6 ) , REEMNEEMERERR , HEA
NotifyProvisionProductEngineWorkflowResultAP| 33k & & Zh =k & o

FtUpdateProvisionedProduct 1 89 FE AL L 2 75 2L 8L |, BN TerminateProvisionedProduct# & F
[ &I BA B H Notify APIs :

 NotifyProvisionProductEngineWorkflowResult

 NotifyUpdateProvisionedProductEngineWorkflowResult

» NotifyTerminateProvisionedProductEngineWorkflowResult.

£

- EEEW
- SR
- ME

 Updating
o IFTE4IE
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« rig

SEEEIN
SA OIS DA — B3|

S Service Catalog F/0\Ik P ReEfE A —NEXTERNALELE 512, Service Catalog hub-and-spoket&
BAFHOKFOBEEFRHARAEFREAS , MOXKF TS A=REASHFA> @,

LEFRFIR R NEXTERNALR BERR B — MK PR — 15|, MREEABRBRBSNIIINEEEIZE , NE
ERAMSREFRWHOKSPIRENFSIZE (UARFRASH™Mm ) -

A EMNZHREIRINEIAG

EXTERNALEEEXN RN X IEFEABRFEENSHACHITER. BHYRIEE Service Catalog
EBAAPEY. EHRL LT REFEN IAM 86, EXBRENESES , FSHAWS
Service Catalog Bz BR %,

SN

EXTERNALEEBEXN RAILLREMER, XEKRE , ECIZEXTERNALF REHE | 5IZFENREHNE
ZTHHPENSHIIRH N HIREZ Service Catalog. X 2B EEHIKF A A1 — Lambda B
RTERM , ZEBRTLIEZUTERER, LEBEEEWNB HRELTHAER,

/A Important

MR Lambda BB & B, ServiceCatalogExternalParameterParser

BEREE -

"artifact": {
"path": "string",
"type": "string"
1,

"launchRoleArn": "string"
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AWS Service Catalog EERER
FEB xH HIE iR
B TR = ERBNTH THEIEH
(E=
TH/EER FrFE = BTES THIH
WAZE, Bl , X3
FAWS_S3 | XR2ILL
# S3 # URI,
TH/3E FRE = mmERRE, RTFHE
: AWS_S3,
LaunchRole FRE = T & EREN
B AEH Amazon
BIRBF (ARN), 0
RAREEDAG ,
N|{EA Lambda By
TAE,
M BRI 3%
{
"parameters": [
{
"key": "string"
"defaultValue": "string",
"type": "string",
"description": "string",
"isNoEcho": boolean
ip
]
}
FE xKH HIE iR
] L1 3 Service Catalog B3R

RARMFEE®R S m
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P8 30 PR sk

= AT A B 7 am B
RENSHIIR, W
REMHRREE
S8, MiRE—»
ZEHIR,

e FRIEH

fim

SR,

defaultValue FRFE MRRLAFPREMH
B , WASEHERIA

=8

7|

type FRIR = SIZBSHENTER
., flin , FRKFE,
MRERBRE, RV
WERSNEIZMmR
- Service Catalog ¥
BNMNSBEENFR
ERiRELL B E,

description TR B SRR, BUIE
HEBENAPRRHEHR

[o]

isNoEcho mIR{E

7|

BESHERERE
BEFREE., RIAE
7 false ( SHELH
EE ).

il

¥4 FiZProvisionProducti®{E , Service Catalog &R LFREEZIXALEIE, 5 ZBAREER®RE
M laC ARG F ( Bl Terraform ) # O , UEETHHPENXHNRIR. 5IZBEATHLERBEA Service
Catalog.
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Service Catalog &P B Bl & 1E R ZIXEERIK - & HH Amazon SQS BA
5|, ServiceCatalogExternalProvisionOperationQueue

BRIBE :

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

},
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
.
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
FER RE AR iR
token FRE = FRIRMIRERFRIC

TR IR =]
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EERES

FE

operation

provisionedProductld

provisionedProduct
Name

RS
provisioningArtifactld

recordld

launchRoleArn

mH

THERE

TH/RHE

identity

PUE

fim

fim

fim

fon  AD

fim

i

i

fim

fim

7|

iR
Service Catalog = #E

BHMITE R

It B
ZWPROVISION
PRODUCT ATt

~mi 1D,
E& T4 ID,

LR VERY Service
Catalog i23%H ID,

ATEE®RIRN IAM
AN ZEHERE
# (ARN),

E MR IREE A
THHEFEAEER.

SIZBTEH I
uE, flam, xt
FAWS_S3 , XBIE
# S3 B URI,

Rk, RITFHE
: AWS_S3,

27 B B BIREA

o
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FE E¥il WAIE HiR

2 5l %k = A F % AR Service
Catalog EJ9 b1 1E
BWANSBREX S
e

tags LB = ERIREH AZ key-

value-pairs Service
Catalog WA F %% |
DNATFEEREN T

3
Do

THEREEREM

£/ NotifyProvisionProductEngineWorkflowResult AP i# 415 2 TUH L5 EH WX KiAA AP,

Updating

¥ FiZUpdateProvisionedProducti® 4 , Service Catalog &R SR EHEILASIZE, 5|18 HE
BEFEW 1aC FBRAR ( HlW Terraform ) #O , UEHFIHHPENNRIR. 5|BEATELERBEA
Service Catalog,

Service Catalog B EFMERKIXENEE NPKF PRI S# SQS BA
5|, ServiceCatalogExternalUpdateOperationQueue

BRIBE

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyProvisionProductEngineWorkflowResult%20.html
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Iltypell: Ilstringll

I
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
},
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tagS": [
{
"key": "string",
"value": "string"
}
]
}
FER - 3id] NHIE iR
token FrFE = FRIR IR ERFRIC
AITURE S IR B
Service Catalog = &
BAHRITE R
operation FRE = = B4
ZUPDATE_PR
OVISION_P
RODUCT ATt
(=
provisionedProductld ~ F#&F& = B E = me ID.
provisionedProduct TR = FREL & ™= m i B o
Name
Fmims FRE®B = Fmr D,
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FE e WAIE ik
provisioningArtifactld ~ Ff&F & = E&THH ID,
recordld FRFE = IR ERY Service

Catalog 1239 ID,

launchRoleArn FRIP = ATEERRHN IAM
ACNLIHERA
5 (ARN)o

I B TR = EMEREERXHN
ITHHNIFHAREER

THRRRE FRIB = SIZTHRIMH/
&, Bl , 33
FAWS_S3 , X2IL
# S3 B9 URI,

T /2R TR = KA, ATFWE
. AWS_S3,

identity FrFE B ZF BB el R A

S8 LIES = FA 51 A% Service
Catalog EH b1 14E
BANSBREX S
e

tags Hll & = ERIRE R AZ key-
value-pairs Service
Catalog WA F 5% |
UNATERENR

IERELERBEM
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& A NotifyUpdateProvisionedProductEngineWorkflowResultAPI 1¥ 4015 B T E L 38 & #9 e 57 33 R i B
API,

IERELIE

3 FiZTerminateProvisionedProducti®4E , Service Catalog N '&RIEBRL I F XA EIZE, 5IERE
B#8%EEN 1aC fRF R ( Sl Terraform ) #O , ME LT HHPENNRIR, SIBEAFTHEREA
Service Catalog,

Service Catalog FAIBELX L ERRETEHKS A RNLDSF SQS A
5ll, ServiceCatalogExternalTerminateOperationQueue

BERIEEL -
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
FE xKH HIE iR
token FRER = FRR LR ERIFRIC
RIS IR E E
Service Catalog = &
BARITE R
operation FRE = = B4
MTERMINATE
_PROVISIO

EEAL =


https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_TerminateProvisionedProduct.html

AWS Service Catalog EERER

FER xKH I8 iR
N_PRODUCT ATk
B,
provisionedProductld ~ Ff&F & = B Er~mM ID.
provisionedProduct FrFE = Tl & 7= m i & Fro
Name
recordld FrFE = LLIRVER Service

Catalog i23%H ID,

launchRoleArn FRFE = ATEERRN IAM
A S RRE
# (ARN),
identity FRER = ZFE B e R ER
THEREBLERBEA

/8 Notify TerminateProvisionedProductEngineWorkflowResultAP| #4115 2 T HE £ 15 E /Y 1 B34 R
A AP,

Pric

E&ET Resource Groups BEEHRX , FNEHABEELTHMNREERA :

{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"”

1,

"Resource": "*"

I
{

"Effect": "Allow",
"Action": [
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AWS Service Catalog EERER

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

15

"Resource": "*"
}
(@ Note

BaACKREENE4PHERROFRICNIR , flilec2:CreateTags,
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¥ M= AWS Service Catalog

IETLAE A Amazon #2489 AWS Service Catalog %R CloudWatch , Amazon & U E R B IEH
FFEHLE AWS Service Catalog 8 A[iEfEHR. XLEZITHIELXICEHE , IEEBRTLLGERAELER
HEFH T HRIEHNRS 5 M. AWS Service Catalog #8#r8#E 4 CloudWatch £ 1 2N B3I &%
Fl, BXRMEZEE CloudWatch , 2% Amazon CloudWatch A 1M,

BXUAERMEENSIX , ESFEAWS Service Catalog CloudWatch E#x.

GER4R AWS fERARNTEME, ATAMNMEENEZHMEZ. AWS Service Catalog & R1iZM
AWS RRFROFTEE 7 WEKZEHE  UMEEHAS AREN T AERMN TR, EFRER
Z 81 AWS Service Catalog , BRIZBIE— NI ELUTRIBHERWERITR

- BEAMRMAL?

o SRS R RIR ?

o WEPRIXLE TR RAY IR A ?

N ERAWLSIETE ?

- EARMITHRES?

o HIEIRET OB AE ?

BETEH

AWS 2T & o] T 453 T E AWS Service Catalog, ZBAILIEBHE PN — LT ERNEHITS
BES  BEEIEZEEFHTH. BUERTHEIAKETS B,

BRI E
&R LA R Amazon CloudWatch 23k % AWS Service Catalog 3k & A #iiE R o

CloudWatch BiREEEEN B ERABEMRENMENR , ARBZEFRES NN RBRAEN TELEERE
WERIT IR ZSTURIE, ZBRERRETLDHE£EEH KRS (Amazon SNS) Simple Notification
Scaling AL S# A EC2 uto Scaling IR B, CloudWatch BT 2N E A /14 T4
ERSHRIARARE , ZRSYAECERHRE TEENNRAR, ETHROMCIEER , ESH0E
Amazon CloudWatch B4R, &% Amazon CloudWatch ¥t 5HE & & K E Z{5 8 AWS Service
Catalog , EZRAWS Service Catalog CloudWatch $§#%.
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AWS Service Catalog CloudWatch 18#F%

IEALAE R Amazon &Y AWS Service Catalog %R CloudWatch , Amazon & M5 U E R EEK
FEH G HALE AWS Service Catalog N AR IERR. XLESRITHESXILZHAE , XELFR A LUAGRF
FEEHEFH THRENRSSHEM. AWS Service Catalog ¥E#REIES CloudWatch £ 1 28N E 3
RiEEl, BXRWEZEE CloudWatch , F25 Amazon CloudWatch A P #5F,

F&

- B A CloudWatch $§¥5

- ATRAEMRA4EE

- &B& AWS Service Catalog $E4%

/& A CloudWatch $5#r

RIAMBERT , LG # CloudWatch $E4r4k T 8 ARZS.

ARERN4ERE

T E%| AWS Service Catalog i T &i%x4 Amazon CloudWatch B 3SFR M4,
AWS Service Catalog $§#x

AWS/ServiceCatalog & ZE R BIFEI TR,

BFR iR
Provision ERENNEBRERNAALAENTmAMEENE BN MEE=miHRE,
edProduct X L4 EIE N B i8R & £ CloudWatch BE&EH,
Launch
B{J : Count

BRETEEE - Minimum, Maximum, Sum, Average

R~ : State. PPState, ProductId . ProvisioningArtifa

ctId
ProductPr W= RREERITHERE R B provisioningArtifactIld . 4#E#HE
ovisionin CloudWatch BERERN —RKiIERE Mo

gOperation
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EERES

1R iR

B {I : Count

BREITEEE - Minimum, Maximum, Sum, Average

R~ : State. PPState., ProductId . ProvisioningArtifa

ctId

AWS Service Catalog ¥E¥rr 4 E

AWS Service Catalog 8 Amazon &iXE T R~ CloudWatch,

HE

PPState

ProductId

ProvisioningArtifactId

State

B E AWS Service Catalog 15¥r

iR

24 E RSN X — B ERS B WA TR &
miERVEE. IEFHTERBIRSEHED

<

o<

!|_

BRRS : ATA, B3R, #HiR

o4 E R FEE N 2IRBIN™=m ID FROKE, X7

B ERKRENPRINEI=m.

L4 ERIFEEN SR WFAEED B ID HRHH
18, XTI BT MR BB Y~ @RS,

B E IR N BUX — i8R B 3 (VPR B TREL B 7™
mERNBE. IHEFHTERBEIRSEHED

e
o

BRHIRA : SUCCEEDED, FAILED

B ET D@ EHE AP EEF LD CloudWatch $8%5 , 1% CloudWatch &1 & T LA B 0] B E Wit

ERENFRARRS P EESTHESHE,

£}

& & AWS Service Catalog 845

167



AWS Service Catalog EERER

« 7£ Amazon CloudWatch ###l & &EE AWS Service Catalog 54T

1£ Amazon CloudWatch &l & & & AWS Service Catalog $E¥r

& A LATE Amazon CloudWatch &l & & E AWS Service Catalog #¥%r. Amazon CloudWatch 2
#l & 1R HE AWS Service Catalog IR IFAMA , EOUUBEEEEHIR, EXxTLHNESER
CloudWatch , &5 5# CloudWatch f 7.

£ Amazon CloudWatch 2% & & E SR

1. 3TFF Amazon CloudWatch ##14& , Pt A https://console.aws.amazon.com/cloudwatch/o
2. EEMSMBERWERTY , BERFEF.

3. EREEFWNER.

£ A1 AWS Service Catalog APl A AWS CloudTrail

AWS Service Catalog &5 AWS CloudTrail—BlIRF &£ , ZRFRMEAF. AEH AWS RFEFH
1THYIRVERYIE % AWS Service Catalog, CloudTrail ¥$F7E API 8 F#3R AWS Service Catalog IE
. FHIRWBAABIERB AWS Service Catalog 12 & #Y 8 A FXT AWS Service Catalog API #R{EHY
RBAR, MRELIERTRE , WAL A YR CloudTrail E4F4% % ZE] Amazon S3 FEiE , 2EMN
EH AWS Service Catalog, MNREKREERER , BRI LIE CloudTrail BHI&EH “SHHEIER"
FEERFNEYS, FRHKENEER CloudTrail , &0 LA E @ BNER & H AWS Service Catalog.
REBERN IP ik, ERETHER, ARRHERUEREMFERESR

ET7HEZ{EE CloudTrail , i5ZRAWS CloudTrail A F 8/,

AWS Service Catalog 1§ 2.7£ CloudTrail

CloudTrail & 812 AWS kP EEENIK, LB, HENRKEEPIT AWS Service Catalog , 1%
SEaSHM AWS RS CloudTrail B4 —EBIEREEHFTLIERP, EAUEECH AWS IkFH&E
E. BEANTERELAENENH. BXEZER , BSREHEHHFLIEREES CloudTrall E#.

ERFEZICRE AWS IKFAHFHNEH | BN EMH AWS Service Catalog , EEIERE, BEAY
CloudTrail ¥ A& X #4&#i 2| Amazon S3 FiEHE. TIRIER T , EEH & P OIZRIERIZHRN , IR
BRNATAE AWS XiF, RERIZFK AWS 2 XPFREXENEHS , ¥ B EXHEZEBEBEEN
Amazon S3 Ff# . LN, BAILIEEH M AWS RS , Ll —F 5 M FILE CloudTrail BEFUKE
WEAHIE, BXEZELE , BSATIANS :
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« 73 AWS CloudTrailBti& Amazon SNS &4l

- BUWCkBE Z M XH AWS CloudTrail BEXHFMERR B Z/NKFH AWS CloudTrail BEX#

CloudTrail 123 Fr& AWS Service Catalog &4, 4l | 7
FCreateProductfUpdateProvisionedProducti®{E&TE CloudTrail BEXHH 4 K%
B, CreatePortfolio

BNEARAEREHTEEXRERBERVWARER. FNEEEDTEBREUATHES :
« EREREHRIEHER AWS Identity and Access Management (IAM) A F&EIE4 Ho
- BRECFHACERKEAFNIGRNZEEMEREHN,

- BREAHHM AWS RFE K.

BXEZER , i35 CloudTrail userldentity T3,

T & AWS Service Catalog HEX#% B

BER—MEE 6 AFSSH4ERNBEXEHEHIEEERN Amazon S3 71, CloudTrail B &34
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",
"userName": "dev-haw"
I
"eventTime": "2020-09-23T21:07:58Z7",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.48",
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"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
I
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pvbsya78e22f",
"applicationId": "app-02ocuq2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

},

"requestID": "1b6ad353-3b06-421b-bch4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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