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EFEZ X EHHXEHEA Security Lake , A SUEREE S X HMNXEKR, L& T BURILEE
X, UEFRESNMNEEHBBEREE — MK,

s BINBWEFMEZ N AWS Xigi 5 BUE Security Lake, MNERIX#BEM , Security Lake TAKNE S
REBRWENRIREFTIEXNERE , MEELXEIHEANXE LT, MEFEMES X
WY X35 BUE Security Lake , M EMNEBESMNXEEANEMRS WERENE DR SRER,

- HEBERMXEEIXRE A Security Lake B , EQRNENKFAIENATRSHEXAE

- AWSServiceRoleForSecurityLake : b A BIFRKEFUMA AWS RS URIEELZEBIES
MRBR, INRIELAZFER Security Lake B3 R H 13 /8 A Security Lake , Security Lake fF7E4H 41
PNENRAKSRAIBRSEXAE,

« AWSServiceRoleForSecurityl akeResourceManagement: Security Lake {# F it & 3
TEHEEEMEREYH  XEARRDERMBEAR, ZBRSHEXABETE resource-
management.securitylake.amazonaws.com RESHEFZAC, BALKRSAGENRTH
518 Lake Formation B94XFR.

BXRIXXTE 2025 F 4 A 17 B2 5I/8 A Security Lake WIEK A EAEMHNESR |, &S
%] Update for existing accounts,

BXBSHEXAEHNTERENER , B8 IAM AP EREPHEARSHEXA SR,

- Security Lake 7% #F Amazon S3 N REIE. QIRKIFHFMEMEER , S3 WRBER AL TFTEAR
o MREFEBLBEAXNRBE , WEKTEREHIRELBEBEALE/N 2P,

- MREBEEEMbXERHZ A Security Lake , MAFMZ B ERAK Security Lake 5l BRi% X 15 #9 #8
Bi AWS Glue BiEFE

BRAZEHNEERER 7
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https://docs.aws.amazon.com/security-lake/latest/userguide/slr-permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
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FEREG A BERAZLH

AHFEN B AES S5 BB B Security Lake AWS BIEZEI A, ERNEHFH—IFD AWS EEE
#5& | Security Lake #2HI B RM T RLHATTRE , HEIE T 0IBRBIEHPTENFTELFER AWS
Identity and Access Management (IAM) &€,

FR1 BER

Security Lake £ MEH AWS K7 M AWS KA EFMRFREBENSHEIE. RBUTHARE
E IR FHLE Security Lake WEBPLEHIE, BREEMEAXLEHAFREEZFN AWS RS AiNAKR. B
KARMEBENKBENEZEER |, BSREM Security Lake F# B E YRR ELIE,

B E BRI E

1. 1£ 3T Security Lake ##l & https://console.aws.amazon.com/securitylake/o

2. EANEHALAN AWS Xif EEFER[EERE—NXE, BAUERSEAIESRE S8 XEMH A
Xi# /3 A Security Lakeo

. EEFR.
4. EEEBENMEHR B, EERUTRIC —#TRIRERE

a. H@@ ABIA AWS RFR-EBRHEFRTAS , CloudTrail -S3 HIFEEH , RIAER T AWS
WAF T2 ERIF. XREANAEEINATMKERLEATEL2EZTZNFEANR. ERIUX
R |, BRIERE WFRBFE AWS KR &I, REMN ‘BEMBEHR FIFRPERIXLR,

b. FEUEE AWS KR-FEALED | BTN RE— I RSP EXRENBENESER,

(® Note

EURFEMKF H 5 A Security Lake BY , FTEIEEMN B SMEAHKRFEHBFESTESE 156 REF A
AR, BXERABRIGUTRENER K BZREEEAENEERA,

5. XWTFMHA , EREMNFRIAESNEFFRNBIRRAMAE. BXREANESFES , BHSHOCSF
FIRIRH o

/A Important

WMREEEEEEXEREAFIRE AWS BERENAGNR , HERREH Security
Lake BEE R, AXEZER , FEREFHENR,

ERESE 8


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
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6.

8.

9.

MFEFEXE  GEEMFMEZXFHXEEREMNBENXERIMASENEHRIR, MRIEREE
X&), HIEFEENML XS REEE,

NTFIEEWRS , FRITATEIR :
1. 1%$% Security Lake R MAL R FTEMK & RIFEIK S P IREVKIE, S A SEE B HRER
MR E R IX LK /5 A Security Lake.

2. RINBRT |, “AHWNALR K 8318 A Security Lak ” SR EL Tk F RS, XEBFFEAHIER
B EMAIIMABRALR AWS K BTEN, B AR RE B3 EAIRE.

® Note

B ERRENERTHMALARAGNIKS , FERATAEKS. BXESER , F5H
EEE AP REMKSEE,

ERSHRMNR , HEIE - IAM SEeSERIA IAM B8REKE T Security Lake MER
SR EEBEE R MBI B HNRR, BAT Security Lake WATEXEHEEA -1 AR,

iﬁj:%—lt_ﬁo

S| 2 ENFHERENLCEXE (7E)

BT LA¥ETE Security Lake FASREMEBIEH Amazon S3 R R FM# Z KA, B EE—
SCEXE , MEBESRBZSMNXEHWHKE. XEEWELSE, BXEZEL , i85 Security Lake FEY
S AREE,

BEFFEILCARE

1.

4.

NREBFRASMENEFERESICEAXE , FREERLCEXEFRFRDCEXE. EELE
XK L& XEREBENXE, BNKRE - NS NLEXE,

EEBEFMED | 1R Amazon S3 FiER, BIARFMER S3 Standard, MR FLEHIELES
FHEREHRIE —NEEE | FREBED (UXFEN) , RAEERFNELR, SEFHE
R, WEFIEH , Amazon S3 2 HMIER. BHX Amazon S3 FREMEBEFMNEZFEE , 1§
HEEFEE,

MREF—SHIEFE TCEXE , MNTFRSHENR , FLIE—NHH IAM SemERNE
IAM B &3k[@ Security Lake 1% %/ X3 & HI HIERIXR

iij:¥-|:_*/'=o

SR 2 EXFERENCEXE (L) 9
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FRR 3 ERHCBRKEH

EE Security Lake MNP IKREHFEHIRIR, SHULEXBNEFMRE. R, IBENKIEH.

E& Mol Z B

1. TEBF Security Lake Bt , HEE AEMEHRR, X, SCEXEMEFME,
2. EERBIE,

BIRBIRME , £OFE Security Lake #2#18 LEIHERH, WRESR T XKEACEXBHHE,
BRITEAENE S AR EE,

BB EEERTHE 14 KNEME LS MRS HEEN Amazon S3 ZEBHNRBEHE, X8/ RE
NWEZFMER , BAI LG E Security Lake #E| A # “RIE” TWH.

45  EEVNERNEACHERIE

BIEBIE NG , B LUER Amazon Athena ELURFEFNMERHIEEF K AWS Lake Formation
PRBIE. HEEREH AN, Security Lake 2 B3 EZ A T8 A Security Lake WA BR FEHIERE
BEENR. ZAGXAEDHEBREINITNER. BEXANREFINNESZER , S H Lake Formation
A IAM RS E, BXBF SELECT R , E2H (AWS Lake Formation FF &% A R 18
) PNEATRNTRL AR FHER ZNR.

E£5F  ClETHRE

SIRBIENE , SR SUNIIT A P RER SR BAE. 1T AF ATENE T E &R Amazon S3 77
ERPINRUERBEIRERARE. AXITAAFNESEE  FSR 22PN HEEE,

UimEARNB AT LM

BHENBMAURES RS AMIF MR Security Lake, Amazon Security Lake API ik #2828 LU
BAXNSEBEENREHMIKS, BENRR, F , ZAUFERA AWS it TIE (RATHIE
PowerShell ) AWS Command Line InterfaceZk #i #FFF KAWS T E@k 15\ AWS Security Lak e

F®1: 0E IAM AE

MRELUmZEF XA Security Lake , MIFEE 6 —L AWS Identity and Access Management (IAM)
AET R ERNEBIER,

SR 3 ERACNERKEN 10


https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
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https://aws.amazon.com/developertools/
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/A Important
WMREEFA Security Lake 12#| & 5 AFEE Security Lake , M EFOIEIXL IAM BE,

WREEBRFUT — MRS TEMA | WBAE IAM FORAE (LEBEEUBEEXEMEER IAM
ABNESES)

C BIEE R SORE ¢ B SCOR RIS A XM AWS RS 2 A E AR T 2 R R BRI SRR
. BIBEARIEERRNITEAS | WARIRMIT RS TUEEMENBIREEE S3 MR,

- BIZEEERNENITFEAS : HENRERBITERF IUERAEWN Amazon Athena ZEHNRFER
5k B Security Lake B9 $iE.

- EELCEXSE SLAXEEHKRASZSN AWS XEHHIE,

BIEREEINA®RE , AmazonSecurityLakeAdministrator AWS & R K MEIERATE A
Security Lake WA®, WRBRTFEENR , A FEAHERE Security Lake HiERIFTA Security
Lake *7“7% )

Ff iliAmazonSecurityLakeMetaStoreManager AWS £ & 5K B LU BI ZR R BV B M M Security Lake &
WHIE. Security Lake T EME AL REEKZIFX NRI BN R B EMSA4BIEH TIRE, RN
# (ETL) #Eulk,

% 2% BA Amazon &2

EUGEBEARXNBARESMN , BHEAR LM API fiCreateDataLakei®E, MRIREAMZ AWS CLI ,
BIZ 1T create-data- lake i . EHEMIERF , A configurations WRM region FRANE
FEHAE A Security Lake HXFIEEX KB, BEXXBRBHIIE , 5ZH AWS — KRS E 1

Amazon Security Lake i &0

=l 1

LT RHlEs S Eus-east-1flus-east-2XigHhFHAZE M. EXHENXiGH |, ZHBEHEER
Amazon S3 TEZRFAHITME, WRTE 365 KETH , MRTE 60 RFIEE) ONEZONE_IA S3 =%
Kl BERBIZER Linux, macOS = Unix #THEIEH , EEARRHT (\) THRERFRES Wi
%,

$ aws securitylake create-data-lake \

% 2% : BA Amazon 22 H 1


https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass":"ONEZONE_IA"}13}3}1" \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/sexrvice-role/

AmazonSecuritylakeMetaStoreManager"

R~ 2

R RflesSEus-east-2XKEHEARZEM. WEHIEHERE AWS Key Management Service
(AWS KMS) H A2 EFREEZAJTNE., NRE 500 RELH , WRE 30 REERE
GLACIER S3 225, W RHIRE R Linux, macOS & Unix #THERLH , EEARKIT (\) 17
GRERFRIZE AR,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"}, "region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}1}}]1' \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

@ Note

MRBELXF AT Security Lake HEFEFHFENXEHRFNEERE , BEHEA
ZUpdateDatalakel@fE , SE MR ME A update-data-la ke t5H. AWS CLITEEH
ZCreateDatalakel®{E.

HZBR 3 EEIR

Security Lake 2 MERY AWS K M AWS XEI R S MRS B ENSHRIE. BB TUHBE
EIEFHE Security Lake WETRLESIE, ERRERX LW HRFEEFN AWS RS HIIHFKR. B
KNMBEMKRNESZELR , I§Z M Security Lake FH B E L RIFRELTE.

EPUREBARENL—NRBZANESIR , B Security Lake API B9CreateAwsLogSourcel®¥E, X F
BAKIR , EH sourceName ZHIEEXFME—HWE, ( Ak ) EAEMSERRIFNTERSIN
EIKF (accounts) HAFEMRA (sourceVersion).

SH’3: BER 12


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
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® Note
MBBEBFRPAREBEAIRSH |, Security Lake 2RIBEHBRNSH | FiERMAIEENR
RE PR A P RATAMRA, Hln , MREEHELEICH Security Lake BER |, H HEHEKR
accounts Z# , M Security Lake £ ERNATHLATWAEK, . B , IREHER
sourceVersion % , Security Lake &5 RN A TEERROTERA

MRFERIBET & K3 A Security Lake B X1F , M&XEHiR. BEFRLEIR , BHR regions
BUA{UIEEE BB A Security Lake X ig, 5#& , Bt LLEXE S A Security Lake , RABBEXIR
RER,

ERIEMK S B A Security Lake B , FRAIEER BENSHRRBGELE 15 KRG RAAMA. 5
*XEAEREHENES  FEASEERABNGEERA,
SR 4 BEEFHRENLEXE (k)

IRAILA$ETE Security Lake FISRF M BIEHY Amazon S3 MR R F# Z KA, BHAUEE—
SLEXSE , MEERESIMXEBHEIE, XERAESR, BXESEER , 152 Security Lake FH)
S AREE,

E#&E B H Security Lake U REREAF XN EX BB #R , A Security Lake API ByCreateDatalLakel
B, MRBEZF A Security Lake HEEE X BB #r , A UpdateDatalakeREM T
ECreateDatalakel®fE,

NTE—RE  FEAZIIENSBREEMENEERE !

- EREELEAXYE , BFEAZregionFRIEEEZERILE XS RHEIEN XE,
ffreplicationConfigurationX &M regionsH s , AENLEXEREEXEHMRE, HXKX
HABHIIEK , BESHE AWS —fik5ZE HH Amazon Security Lake i &0

- EABFEIEEEEHIRE , BFEH lifecycleConfiguration 2K :

« XF transitions , BHEEEELEE Amazon S3 ZE3 (storageClass) F1Ef# S3 WRHE
RE (days),

« T expiration, AIAERAEEF#EKEENREIESHE Amazon S3 FHFEEFN RN SR, 1t
BEMERE , NREEH , Amazon S3 £ FHMIRR,

Security Lake 25 EN B EHIREBNA T A configurations I RK region FERHAIBEMN
X i,

SR 4 BREFERENLCLEXE (L) 13
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Bl | LT aelE—MNULE Xigap-northeast-2 W #iE M, Zus-east-1#XfFm@iZap-
northeast-2# X{2HEE, WREERFMBBIB RPN RIZET 10 RS HH,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylLakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":103}}}]1"' \

--meta-store-manager-xole-arn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

M1E , BERBNETHIE M. FH Security Lake APl BListDatal akesi2ERBIEBNXFGHRERH
T R&HMERNERTEHIRE,

N RE S B EIE e HI R B 48R |, W A LAE A ZListDatal akeExceptionsiREEE R E X |, H
fFCreateDatal.akeExceptionSubscriptioni@ER R EBHAF . BEXEZEE |, BSH NEE RS
BT EHERR

B55 EENERNEACHERIE

BIEBIEMRE , B LEA Amazon Athena ELURFEF MERBIEEF K AWS Lake Formation
FIBIE, HELURESRB A Security Lake i , T2BHIRFHERBEEENR. PHHENEER
= AWS Lake Formation A A E A TFERHEXBIEENRN IAM BEFRFSELECTRR. ZAE
PREDREBITE D FTITNR. BEXNBREFINEZFELR , FHSH Lake Formation AEH IAM RS
£, BXFETF SELECT BRI , BSH (AWS Lake Formation FF & A RIER) FHERAGENE
BAEERTHEER ZRNR.

SR 6 RIEITEA

BREIERE , AR SURINIT AP RER SN AR, TR A S ATLEY E R R &R Amazon S3 77
ERPHNRIEBAREAREARE. BXITRAAFNESER , F3HA 22 HHNITHEEE,

%55  EENEAGHCHRR ”


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html

Amazon Security Lake ArfEm

£ Security Lake AWS Organizations 1 & 12 Z N ik

A LAE A Amazon Security Lake NZPMNAWS kP IRE LR L BENEH. ABBEELANELLS
NKFHERE | BB Security Lake 5 AWS Organizations E£/K.

£ Organizations 1 , AT OIZALNKF RN EEKST . ZfF Security Lake 5 Organizations £
B, BEEKFBRMAALLIETE —NEREMN Security Lake BEERATIKF,

ZEHY Security Lake B R W LAZ A Security Lake , F AR A MK FELE Security Lake B, Zifi
WEER A LAEFER A T Security Lake AWS XE#I 75 ( ToieAbd] 24 B 65 Y 2 BB X i3 & iz 1
R) MEBNALANBENSEH, ZREERETUEE Security Lake SR B3N WEFMALR KK BE
MEHBIE,

ZHEHY Security Lake B R BT EKREK A KS PHY BENSHHSE. Bt , ]I EE
Security Lake RUKEERER B R IK P B &R, tALE AT EITRA PR FEAXBRRAKS ARE
HY BRI AR

ERALAHRPZ/NKFF A Security Lake , AAEBKF B E K NALIEE—NEEH Security
Lake BEEAMKF, ., AT, EREEAUNAL S AFMEE Security Lake.

/A Important

5 Security Lake B9 RegisterDatal.akeDelegatedAdministratorAP| 23 Security Lake 8]
BWHAH ITMALNEREER,

MREAE Organi APIs zations SIMEZEREER , MAIRELER I CIRA LIRS EXAE,
NEREEIThEE |, EEAREM APIs,

B XI®E Organizations S8 , 20 (AWS Organizations A F#58) PMCIEMEEALL,

® NTRENZ LK
WMREAE 2025 F 4 A 17 BZBIEA T Security Lake , RNBWEBRAATHEREENRS
KEAS (SLR) R, BIEALLERMEY , SO UBEHITIHEN BEMEESHE , NE
AR DIEER MR A, BXEI SLR XBERBNRNEE , BZRATRAREENRSKEAE
(SLR) X BR.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com//security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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MREFEH Security Lake ##l& , WWE —FKBH , RTER
F. AWSServiceRoleForSecurityLakeResourceManagementfl R &EAAWS CLI , &S F 6l
i Security Lake JREHEXAE,

Z MY Security Lake EB AN EE T EEM
FIEBUTHRE , eMNENTEXEE R K Security Lake FEIITTRAR :
EREEAEMBEXEAZMERMN.

EEOEZREERE , ©ERAEBAT Security Lake B MNXEBHNEREER,
BB AEFHEK,IREN Security Lake EREEE A,

BEFEEKSEATERIRNFEMEERLMXRN BT, AWS KFBE RAEDHAFHEEX ZK
FHHRIRR , flansEit AN TEMBENZ A, RMNBUCR B ESEFRIKFIRERN Security
Lake ZEEER , IHLERUTUEETSLEMXNBSNES , BERFERITRDH LT X,

A BNEURXATRIDBAFPEZLTR BEFEK,, BRTXERAFPA , nREMEAFEER
8] Security Lake WEEKEIE , BAILUSERINNA Security Lake ITRAF . BXRAMITEAFHE
B, EZR 22 HPNITREEE,

WMRIERERZAWS Control Towerfgss , WA BERE BEFHIKST . BXBESFRKINESE
B, F5H (AWSZ£SERN) FEE OU - BEFHK.

—MALAREE I EREER,

BNMNARLRBEE —INEFM Security Lake BEE R
HOANEBRKFTREANEREEE R,

BIEAWSE 2 REKKRMFENREN , BHNHLAERKFSTERAZREERR,
ZREBAMTRE TERAL,

MIBRALRE , EREBRRKF NI EBER Security Lake, BH4MMNEMALRIEE—NEHXEE
R, REIFE THLARIRILIKF KA Security Lake,
EEZREEAMEN IAM R

HEIEEZEIRK Security Lake EXE AN , BUARE R AT HBANERA U TERF AP S HAELAWS
Organizations AP| 2/ERI IR

Z LMY Security Lake BE AN EEEZEM 16
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&7 LAIEAWS Identity and Access Management(IAM) SRE&EHY R BRI T B A SR 1% FixX LR,

"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

IEEZIEM Security Lake B 5 H 7K 5 0K

EBENHRAR , RARIBEZIEN Security Lake BB RIKF, RAEHALAETEKF JU N HARE
EEREEAKS. AABBEKFPTERAHALANERERRKS,

@ Note

- AAEEIKF R Security Lake RegisterDatalakeDelegatedAdministrator #
YERIEEEZIREY Security Lake BEEAIKF . T X$FEE Organizations 1EEZIRKKY Security
Lake EE &,

s MREFRALNZEREER , BUTNEBAHBRLETNEREER  ARBEETNZERE
HA,

Console

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o

ERALAEEKFHNERES,

EEEFEMN Security Lake B R RN R MK 17


https://console.aws.amazon.com/securitylake/
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2. -« WRRKEA Security Lake , BEFEFF M , ASTES A Security Lake THE LIEEZRFEN

Security Lake BB,
- WREJE A Security Lake , EEIRENHE LIEEZEEN Security Lake BEXE R,
3. ENEBEZRAHMKS, T, AALNWAEE/KSH 12 HFAWS K 1D,

BATRWUAEIEN Security Lake EE R B EABEFE. EXEZEER , BSH EEN
Security Lake EE AN BEEFEET,

4. 1%3$F Delegate ( £k ) o R Security Lake BAREBA , EEZREE AFNELN S XN
NI 5 A Security Lake.

API

EUREARNEEZREERA , A Security Lake API
#RegisterDataLakeDelegatedAdministratori@{E, BUMMALERK S BAZRE, MREFEH
B 2AWS CLI , i MNA L ERIK = {Tregister-data-lake-delegated-administratorff 5. EEHNIE
Rep |, FHaccountIdSHIBEN 12 EIKF ID , AWS IKFUIEENEALANZRERRAKF,

Flgn , AFAWS CLITRHREZ RN EE R, RHAIZEX Linux, macOS = Unix # 1T =1L
B, EEARBHT () THRERRES IEM,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

ZREEARTUEREFIREFRALAKFWAWS BEMEHEIE, FHLEE , £HKS FF

K PR INBIE L88T |, Security Lake £ B3 /8 FAAWS Organizations, EREFXEER |, B LUER

Security Lake API By CreateDatal akeOrganizationConfigurationi24E/Z It EL B , SE MR EEH

B2 AWS CLI , |7 LABi3 15 1T create-data-lake-organization-configurationf i 53R Z At BB, &
RAUEBRPAFTRIEERLEREBERE,

flgn | BATFAWS CLISS S 2 B35 A Security Lake LA TEFTHY ALK -~ & Amazon Route 53
fEMTESEM AR, AWS Security Hub CSPMIAZE 4 R &7 E #\FAE = (Amazon VPC) i B
Fo LERABIRER Linux, macOS T Unix #THEINLE , EFEARRBML () THEFRRES AL
.

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}13}1"'
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
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HAAOANEBKFEEZERAEEARE , EEATWURNAL G HAMEE Security Lake, X3E/E B
B Security Lake AUEEA LD HENKFHAWS BEMEH IR, EXEZELR , HSH M Security
Lake AWS fR%S FIRERIE,

& 0] LA F iZ GetDatal akeOrganizationConfiguration R ESRIREN A S< 4H 42 24 5 5 B 5 Ik P Bt B AV ¥ 40
=8,

REHNALKFN B ERAEE

RINH Security Lake BEE A TUEKF MAZHNAANETENHFBEH BB HIRE. Security Lake 1X
BIEX LR BERIFIKFAOBE , MmIFEREKS,

ERAUTSRREIMALKSHEE

1£ E3TF Security Lake ##l & https://console.aws.amazon.com/securitylake/o

ESMERD , EEKS,

ERFREL , BAFKFEELS . BAEEF Security Lake NS XIFEREL T HRLEKIR,
R R AREILEE,

EREMKFEEREL , AT TSR

o K~ w0 bd =

a. HEEEREXE H, EFE-IHSANEEMERUNFRBENXE, REEET -5,

£ OERERR B, EBFUTET 2 —#1TRFERE

. B@@ ANERIANAWSKR-EIRHELTA , CloudTrail -S3 BIEE4 , BIMER FAWS
WAFFEEEENF.,. XRANAEFINAMKEXRETECLEZNFEARE, ER
BUX LR |, BRER WRISEEAWSKIR &I, REMN ‘BEMSBHR JIRPEFIXL
Ro

i. BEUSEAWSKR-ERAIET | B %EE— N RENEREN B ENEFR,

ji. FTEWRFEMKER — MREFBMN L —SHIEFHNXEPRIUEAKRIR , BiEFLiE
I,

iv. ﬁ*%jt_io

(® Note

EURFEMK ™ H 5 A Security Lake BY , FTEIEEN B ESMNEAHRFEBHETESE 156 RE
BHABA. AXREARASITRENGES  FEREEEAENEERA,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
https://console.aws.amazon.com/securitylake/
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c. EFEWR, ZENMA.

AWS IKFIIAEVARSS , BIAMBR T , XEREFNAHTIEKS.

BKRZEILH Security Lake B R

REHEAEBRKF AN EALBBREICN Security Lake BB, MREFHALNZREER , B
BPRIEHEREEAR , AGEETNEREER,

/A Important
BBRZIEM Security Lake B A MRS , FHEXTALPHIKFZEA Security Lakes

IBTTEMEA Security Lake EHAENHBREREER , XEEFREURELHIT.

EUUREAXBRERNEER , EEA Security Lake API
#yDeregisterDatalLakeDelegatedAdministrator#g ., BB TMARERIK T FA ZRE. WREFER
B RAWS CLI , EMALREEIK iz 1Tderegister-data-lake-delegated-administratorfi o

flan , LATFAWS CLIAs =l BRZ Y Security Lake BEE & o

$ aws securitylake deregister-data-lake-delegated-administrator

EREZREEREE , BEEXHMAAKFHWBENEEIRE , iE6A Security Lake API
#yDeleteDataLakeOrganizationConfigurationi&4E , & , MRIRFEAKRKAWS CLI , NIEAdelete-
data-lake-organization-configurationii §. RERNNEE A T EERNHLAN XL RE,

flan , ATSAWS CLIgp 2 L AN A H LR B T AL 52 K 7 B 21 W& Security Hub CSPM HELZ R, R
RNEERFRALIRER , FRAKF TSN Security Hub CSPM X T & R R B BB, WRHIR
XY Linux, macOS =} Unix H1THENLH , EERARRHT () THRERRES TEM,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}1}]1"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
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—_—N N\

Security Lake AJ {15 1]

NI E Security Lake J§ , AWS Organizations & 32k 77 7] LU Security Lake B AR iH A, A
E15 18 o Security Lake 8125 IAM RSHEXAE  HRREELHALREKFRRITES. BX

HHEER , BESH (AWS Organizations Al F 1) PSS EAAWS Organizations 5 HAAWS AR

Fo

ERALERKFNAF | & LAFEAWS Organizations 2 X Security Lake B AI{E 5B, BHXEE
RB{EiHR B , B3 (AWS Organizations A 188 R A E ASEZE A S5,

MREFRNVEERAWS IKFATEERS, BERSIKRARE , RNBUEEAATEHRNER.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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EZE P EERX

Amazon Security Lake AWS XiF I ARELREAZBRFHNEL BENEH., I TFEINXE , BHHK
BHEHETRH Amazon S3 FHFEHR, BUUARRNWXEEEFRNKESEE (W , FEIH
FKEMBFRE ) o EEATUEL—NHBZNLEXEFRES ZSNMXEFHHIE,

BEXIERS
Security Lake ATAE SN AWS X EHIE, EREFEHEHNRES , THENXEHNHFIEE JEE
2B, EEENEEHRLSR , REEBUTIRRIMXFH HFNRE.
Console
EFHXRE

1. £ L3TFF Security Lake 3 &l & https://console.aws.amazon.com/securitylake/o

2. ESmERKP  EREXE, KRS RXEAE , HPRME T HHEF A Security Lake X
HRYBE

3. BEE—IXE , REkFERE  EFZXINEAES.

API

EIREY I X1E A B EWERIRA |, 1B H Security Lake API BGetDatal akeSourcesi®¥E, N
RIEFERAKRE AWS CLI , EE1TiZget-data-lake-sources@i o, X FaccountsS# , F—1 =
ZMEE AWS K/ IDs A5k, MREMERMTH , Security Lake fFiR Bl 24 a1 X 15 X &k /2
HYIRER , B¥E Security Lake IETEMEFLE AWS RKIFINEBBEUAR BN RFEHRS. NIREFTS

SaccountsS¥ , NIMAFEE L XIFPEE T Security Lake BIFTE K F B B EWERTS,

flan , AT AWS CLI s TR RA B XE P EERKS Y B ESRERS. WRHIZEHX
Linux, macOS = Unix F{THRLH , EEARFPL (\) THEFRIES AR,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

BAUR AWS CLI s S5 EEEXEHmMAEKS M EE AR B ERERS. LRGI2EX
Linux, macOS = Unix B#THNLE , SEARRIT (\) THER/RRIZESEM,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
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$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'

ZRELRBNENXEBATREM , BFEMListDatalLakesi®E, WMREFEHAMZ AWS CLI,
Hiz1T1Zlist-data-lakesii o Xt F regions ¥ , BIEEXBHXHA B, FlMW , us-east-1
RREELRI (FFRIMILE ) Xifi, BXXEBRBOIIE , S8 (AWS —&SE) F1
Amazon Security Lake iii o ListDatalakes BRESIREIBRERERPIEEN ST X1EH IE ML
EiRE, MREREERXE , Security Lake 2IREIFANAI A Security Lake Ky X158 A &K BE B8
RAENEERE,

Blan | LA AWS CLI i8S ERiZeu-central - 1X B HFHNRASNEERE, REIZET
Linux, macOS = Unix #{T&NLEY , SEARRAL (\) THRER KBS TiEM,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

FRXEiRE

EEREERESN , ARZEBUTHBAEHRF —PHZN AWS XEHRHBIEHNRE,
Console

1. £ _L3TFF Security Lake #2#l & https://console.aws.amazon.com/securitylake/o
ESMERSD , EEXE,

EE N, REERERE.

ERBE<XE>HAAKSKREIEE , BWAERALLNERBSZXEURERE,
HERBRFMAHEP | REBEPMER | NENBIRRNT N FHE,

XTFHRE |, BALUER N XEEERFEIRE, MERET LN ELEREN AWS FIRE LM
DENRE , SREEERE AWS K/ XENBEHERE. BETHESER , FSRNZEH
RIRRNIIRE

7. BERENMXSERNCARE , BESMESPERPLEXE (HRET ) . AFIEFE Modify

(), HEFBLEXEIS , BEMUCE X, ERHFEREXE , 7@ Security Lake 12
HEZMXEEFBEHNR, THE  ERREUARFEL,

o o K~ w0 N
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lakes.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://console.aws.amazon.com/securitylake/
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API

ELUREARNEFBE BN XITIRE , EAEA Security Lake APl B9UpdateDatalakegfE, MRE
R 2 AWS CLI , i§E1TiZupdate-data-lakef S X F region ¥ , BEELEENREN
XEH XF R BE, fli, us-east-1 REREERD (FFRLMILE ) Xifl, BEXxXFRBH5I
* ,B5H (AWS — %3 E) H# Amazon Security Lake i Ko

FEREMSHAIEERNEMIEEENE , flwn , NFEFZEH (encryptionConfiguration) #
B1F7&& (1ifecycleConfiguration)s

fflzn , LA AWS CLI s S E#iZus-east- 1K HFE S M FH LN FIRIEE, RHGI2EX
Linux, macOS = Unix #{T&NLEY , SEARRAL (\) THRERKES TiEM,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"

£ Security Lake A EESC & X1
CERHBA T RE— MRS MERREKENRE. EOLARSTURNEEFRASARER,

HT Amazon S3 MIRRE , FXF/NEFREEES (CMK) INZENXEHEREHE S3 HEME ( BRIA
& ) XEEaEs.

/A Important
MREGETHER , N THERSEERBEEBESF B , Security Lake BUGEEX
EEEVRNRERETHRNSESE, TENTERERELHRY S3 9 XHFEREKN
R BIEATE S,

ERMUCEXEZ A, £EEEFEETRE AWS Identity and Access Management (IAM) H &2 RN T E#Y
y=R=

- ATHIREEHHN IAM A6
« ATFEM AWS Glue 27X IAM &8

B &L X 24


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com//security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices
https://docs.aws.amazon.com//security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices

Amazon Security Lake

RAriEmE

® Note

L8 (E A Security Lake ##IA 8} , Security Lake 2R EBIEIX L IAM ACSERANEAE,
B2 , 7EEF Security Lake API B 4R8I X &L A @ AWS CLI,

RTHEEFD IAM A€

It 1AM A& F Amazon S3 B SN XEE HIR B SMBAHHNR,

ERFIXENRER , FREB—IMHERR SecuritylLake B IAM B | FH LT REI R BEH H0 R iZ
A, & Security Lake ROl SXEA , BFEZAEKN Amazon BIREAM (ARN), TELHREE
# |, sourceRegions R¥HFERMXE , destinationRegions L& X1,

JSON

{

"Version":

"2012-10-17",

"Statement": [

{

"Sid":

"AllowReadS3ReplicationSetting",

"Action": [

"s3:

"s3
"s3
"s3
"s3
"s3
"s3
"s3

1,

ListBucket",

:GetReplicationConfiguration"”,
:GetObjectVexrsionForReplication",
:GetObjectVersion",
:GetObjectVersionAcl"”,
:GetObjectVersionTagging",
:GetObjectRetention",
:GetObjectLegalHold"

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {
"StringEquals": {
"s3:ResouxrceAccount": [

"{{bucketOwnerAccountId}}"

ATHIEESN IAM A&
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"Sid": "AllowS3Replication"”,

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete"”,
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount”: [
"Lf{bucketOwnerAccountId}}"

FUTEEREHMMEENAE , MEART Amazon SSRKAZAS :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

ATHIEESN IAM A&

26



Amazon Security Lake ArfEm

}

mREAEH AWS Key Management Service (AWS KMS) A& F & B 40 R N & HY Security Lake
WA, MR T HBIREEHRBEPONRIA | EXHRTFUT R,

{
"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {

"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1)

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

]

}
b
"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"
]
},
{
"Action": [
"kms:Encrypt"
1,

"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",

}I
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"Resource": [
"{destinationRegionKmsKeyArn}"

]

BXELABNESELS %2 (Amazon BEEERSAFER) Bz ENER.
BT 3EM AWS Glue 7 X8 IAM & &

It IAM B &% F 3 Security Lake fEA M 2 X EHER AWS Lambda THEERVINER |, ZIhEEA T AME
X E H K S3 JWRIEM AWS Glue B X, MRETRIZBRAE , TRAFREENXERNRPEHAE
#,

ERFIXENR , BEEIE -1 AmazonSecuritylLakeMetaStoreManager BWA® ( B AEETE
B H Security Lake BIEZTIHA® ), BEXILACGHNESZEE , SRERHIER , BSRATER 1 A|E
IAM B,

£ Lake Formation $2#| &/ , Bk SHHIZE BT SERME
AmazonSecuritylakeMetaStoreManager R FHFEHEE A KNR :

1. 3TFF Lake Formation #2#|#& , it R https://console.aws.amazon.com/lakeformation/.

2. UEERAFNENER.

3. MRERILER Lake Formation A , HRFEEDSR 1 FRIBIEENAF, , REEERT
%o

4. WMRZBEFFRIBMEA Lake Formation BEO , HMITUA T ZBRRELE Lake Formation BE R,

1. ESMERHNRT  ZREEAENES. EREHEER R,  AREREER,

2. EEEHEHEEAIEEDR , WT IAM AFRNAG , EFEY
#AmazonSecurityLakeMetaStoreManagerfy IAM A& |, REERRE,

EXEUBIEHEREANRMNEZESR |, 155 AWS Lake Formation FF & A & 367+ #Y €1 22 B35 8

EER,
A X5

RRENERTEAR , RERRUTIRMULE XHE,

AT EM AWS Glue 7 XK IAM B & 28


https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html
https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
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® Note
—MNXFAUEASASCEXKGREHE, B2 , —ASCEXKETERHEMC S XFREKRE,

Console

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
ESMEBPRET , &L XHE,

RSN, RREERICE XE,

EELEXEURBERAXE. MREFMMSNLEXE , TEELIRK,

MBEXZLEOMUCEXE , ¥ FRFZHRNRE , BB —NHH IAM AR ERANE IAM
A mE Security Lake BT B ZANXEE IR,

6. ZTA/E , EERE,

o & 0N

&t A LATE S A Security Lake BURIDC B XiH, BXEZEL , 5 H Amazon Security Lake A
7T,
API

BELUREBANPIMCERXE |, BB Security Lake API ByUpdateDatalakel® e, MREFEHH R
AWS CLI , &z {TiZupdate-data-lakefn &, EENERD | FH region ZEREEERCEXE
RERFEHXE, EreplicationConfigurationZ#regionsHArd , IENLEXTGIEE
XigB, BXXHERBHIR , E55H AWS —f#&52£ F 8 Amazon Security Lake i 5.0

Flan , AT SR Eap-northeast-2 7L B XiH, Zus-east-1#X @ iZap-
northeast-2ib X2 HHIE, WREIERFMBBIBHPHNRIZET 365 RAIHH, LrG
EEXS Linux, macOS = Unix #THERILE , EEARRIAT (\) THRE/FRES EM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":3653}}}1"
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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&t A LATE /S A Security Lake BRI S Xi#, Ak , 5FEHACreateDatalaket®E ( HE , IR
fEH AWS CLI , |{# A create-data-lake@i ™ ) « BXEARBERBLLXENEZER , FS
%, Amazon Security Lake A’

EHEBERCEXE

RRENEEFRAR , REERBUTTREFHBER Security Lake FHYC B X,
Console

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o

2. HESMERFHNRET , E&8LCEXHE,
3. 1&# Modify(f8 ).
4. BEWLEXSNBERAXSE , BFELCEXBTHEEEN ENVBERAXE,
5. EBRLEAXSE , HHELEXETHEEBER,
6. ZTAJE , BERE
API

EpREAANEBLERXE , BB Security Lake APl ByUpdateDatalakel® e, MREFEHH R
AWS CLI , #&&1TiZupdate-data-lake®i$. EENERD , FAZENSHEELEXEIRE

- ERMBEREXE , B region FERAERMNXGEEXHAB, £
replicationConfiguration &M regions %I , AENERHERKFENALLSXEEE
EXFHRE, BXRXEARBHIIER , BESHE AWS —i&5Z B Amazon Security Lake i &.o

- EBRRBEREXSE , BHEAH region FERAEBRNXEIEEXHAB. T
replicationConfiguration ¥ , B EEME,

Flan | LTS ffus-east-1MBEBus-east-2 A REXE, AANXEE R Eap-
northeast-3CEXISHIEMHIE, HRHIREX Linux, macOS = Unix HITHRIW , EFEAR
T () THERRES IEM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":
{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-
east-2","replicationConfiguration": {"regions": ["ap-
northeast-3"],"roleAxrn":"arn:aws:iam: :123456789012:role/service-role/
AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]"

EFRBHRLAXSE
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REHFHNRRLDER

RKBERENRGHFERNE 22PN BNEZLEEMIESE (OCSF) B FEEHEMEITE R
HEMEH, Amazon Security Lake AIAMEFKFEWE B ENEH |, BEAR T HFRIKIR AWS BR
& ME=HBELKR.

Security Lake AJ AN RIAKIREIFENITIREL, FHIRFNEL (ETL) £5F , HRBITFHIRN Apache
Parquet %3\ OCSF %2#, 4B 5 , Security Lake fRIIBEME E LR IIEN I 3 2 5 2 1746 IR S
(Amazon S3) F##EH AWS K AWS X1 . Security Lake 27 /8 A Amazon S3 [RF M EN X
B2 — N TEH Amazon S3 F#EN. B/NRESLRH S3 FHBEPHELIMMBIZ , Security Lake 3k
BENMNENBIEREIER —H$IE AWS Lake Formation &k,

&
« M Security Lake AWS RS UREE
M Security Lake F /) B E KRR EEE

M Security Lake AWS RS Ut EE B

Amazon Security Lake AJAMEA T RE X IFH AWS RSP UNE B EMEBH -

« AWS CloudTrail EEFMEHIES 4 ( S3. Lambda )

- W5 Elastic Kubernetes Service ( L & EKS ) ##% H&
« Amazon Route 53 resolver &ifj A&

« AWS Security Hub CSPM AESZ R

« Amazon Virtual Private Cloud (Amazon VPC) it H&

« AWS WAF v2 B&

Security Lake & B3 iX LHIBEHIR N L2 R FT M & 2 £ 3R FI1EZSE (OCSF) M Apache Parquet
B

® Tip
BN R —IHZIERSS AR Security Lake FEIBEIR , BR T CloudTrail EEBEH4 , &
FEXLERSHEMEEATIDR,. NREBEXERSZSPEET BFICRK , BABEEEHH
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FieRBEER AR EAR A Security Lake FHY HEIR. Security Lake 2 BEMZHEEENSE
HREFEMNIX LIRS PR EE,

FTREZM  WIENR

B AWS RS R KRR INE Security Lake # |, AT E X ERNRR, KL I0EE A TR IR
# A H AWS Identity and Access Management (IAM) SREE R B GBI IT UL TIRE -

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable

* iam:CreateServicelinkedRole
* s3:GetObject

* s3:PutObject

BUZAGEEUTRGMEREE , Hs3:PutObject EHS3:getObject FIPR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
]I
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

}
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XEREATFENREBENES , TSN RIEZERN AWS Glue BIEEMEK. AWS RF
MREFEH AWS KMS Z4AXN BB R TIRS [ IHMER | NEEEIRBNR, kms:DescribeKey
AR AWS BRSS HKIR

N AWS BRSs WIRJE , Security Lake 2 B FBMNPRERE BEMSEH, XEHBSIFROM
£ Security Lake FIRINREXRIFHN AWS RS BRB. BXRMEERNIREA |, HSFM Security
Lake /Y B E SCRRKRETIE.

Console
i AWS BEIR (#25E& )

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
2. MESMBERFIEEFRIR,

3. EEAWS RE ENFREREN K AREREE.,

4

ERRESY , BRARFERERTHRESERNEERNRE, BRIABRT , SRFRANHE
SR Security Lake #&EL,

/A Important

MREZBEEEXEEAFRAE AWS BERIENAGNR , HERREN Security
Lake EE R, BAXEZER , BSRAEMAENR.

EiHTREFREFIERANBIER , SRS EHITFHERE. BXRNAEEITRENFAR
B |, 53 Amazon Security Lake RHIT R & EE,

HEF , BALUERMNRERIIRAE , AEARE UG A THREREERRAE,

5. ‘X Hod , ERERRKEBIEMNXE, Security Lake ’MPATIE X157 69 7T A K B9
SR SRR

6. %“ESH.
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RAriEmE

API

win AWS BER (API)

BLURRE AR AWS BRSE IR , B Security Lake API #CreateAwsLogSourcel®
£, MREFEAKZ AWS Command Line Interface (AWS CLI) , &z {TiZcreate-aws-log-

source@i . sourceName fl regions ZHEHLFEN. HE , B LUFKIRSEEREIH 4

EaccountsE4FEsourceVersion,

/A Important

HIRRBEEM TP RMESHET , Security Lake 2RIRIRDNSHIENRENSBE, i
o, REREMaccountsSH , Mz SFHNATARPRNBAKS,

LT RGIE VPC R BERIMAEEKF MXEHPERIR, RERZEX Linux, macOS = Unix 3t

TREW , EEARRML (\) THREFFRRES RN,

@ Note

R ISR B F i R /B B Security Lake BIXiE , & WEI—REBIREE, B LUE
N EZ XS A Security Lake S A regionsS VIS EE /F A Security Lake B X1k
FRR LR

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

%Hﬂ%/ﬁ%’gﬂlﬂklu
ERENHRAR , AERBRI R XEH S A B EREN K FRIRAIRE,

Console

FRER = Bl X4 B SRR R IRES

1. 1£ E3TFF Security Lake # % & https://console.aws.amazon.com/securitylake/o

2. HESMERKRL , EREKS.

RERRES RS
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3. FAREREE KR JFHNHFLE K EFNMEKFEATHLERE,

API

ERE Y u X 1E A B W ERIRA |, B A Security Lake API B GetDatalLakeSourcesig¥E, R
IBERAR AWS CLI , Eia1TiZget-data-lake-sources®iwso X FaccountsS# , B LLF—4
®BZMEE AWS K/ IDs Holk, MIRERNERTH , Security Lake FFiR [ 24 5 X 15 11X LE ik
FHIRER | B¥E Security Lake IEFEMNBFLE AWS SRRWESIEUR BN KFHRS. NRETS
SaccountsS¥ , NIMANFEELeXFHPEE T Security Lake BIFFEIK FH B EWRERTS,

flgn , AT AWS CLI s SR RHFIXEHHPIEEKF B H ERERS, REI2EF
Linux, macOS = Unix #T#&NLEY , SEARRAL (\) THRE/R KBS TiEM,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

EREHPEFAENR

MRLEEFTENABNRHER ( F AWS Lambda B H Amazon Simple Queue Service
(Amazon SQS) Simple Queue Service BA%l ) , ToEMFTRRA B B REREEIE , M AMEFHAENR
PR H 82 —HF K R ERLERBAmazonSecurityl akeMetaStoreManager V22K RV B IE.

ERENEIRSE , ARRREAEREN A SNRHIEHTRNRLER B EEXBPHRE AWS
BERHE, X2—RERE , RARBRNRFESBRAT future BEBIRIRRA,

Console
EHAENE (3H5)

1. £ E3TFF Security Lake 3 &l & https://console.aws.amazon.com/securitylake/o

FAZER Security Lake B2 i W EIE#HITE R,
2. ESMERPWIRET , EEEN,
. ‘R ERAGNR
4, EBRSBFHRNR ZB5 , BITUATE—BRE -

- BIEMFERFTVERSAG- B LERRB Security Lake BIZEH
AmazonSecurityLakeMetaStoreManagerV2 B,
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- FRAINENERSAG-EAUMNRSAREMIKRPERINENESAE,
5 1&EENA.

API
BEHABNR (API)

BLUREARXNEHNER , B6EA Security Lake APl BUpdateDatal akei®¥E, 1 A EH IR

AWS CLI , ¥z fTupdate-data-lakedi o

EFEHENARNR , HFUFAmazonSecurityLakeMetastoreManagerZR B M INEiZ A &,

I BR AmazonSecurityLakeMetaStoreManager &

/A Important

AN REH N GAnazonSecuritylakeMetaStoreManagerV2 , i XBWIARIEHR S
E#IE1T , AEBBKRIBAmazonSecuritylLakeMetaStoreManager&®, B EDEHEF 4
PIEBEBRZAR,

MBEREMBRIZAE , W AFMEMF M BERiZAmazonSecuritylakeMetaStoreManager & & AWS
Lake Formation,

BT S B®M Lake Formation 2% & P& ER1ZAmazonSecuritylLakeMetaStoreManager A€,

1. BFKHITIF Lake AWS EE #2414 Formation 3414 , Mk A https://console.aws.amazon.com/
lakeformation/,

2. 7 Lake Formation ZHENSMERT , EREEACNES.
3. AmazonSecuritylakeMetaStoreManager \EN X i3 F il BRo

M Secur AWS FR% ity Lake B ERE R KR

EREWIERIGE , REERBUTDRMREREE ZFM Security L AWS RS ake Ro EAIABER—
RENMXFHIKIR. BEREKIRE , Security Lake fF= 1L )5 TE X 15 F1 0K 7~ A B9 SRR EE SR |, 1T 5 A
PR 2BMNRFIREFHEE. B2 , iTEAF AT LIREL Security Lake EIZRIREBER Z BIMH
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WERNBIE, BREERXERABRAERFRNREIFN AWS RS . AXBERAE KRN E
28R , ISR Security Lake P B E X RRKREHE.

Console

1. £ _L3TFF Security Lake #2#l& https://console.aws.amazon.com/securitylake/o

2. MESMBERFPIEEFRIR,

3. EE—IKR, AREREA,

4., EREFLENZKFEREHEN—PHZNXE. Security Lake R Lk M AT X5 B Fr B Ik
FRYSKIRBSE TR

API

ELURER R AWS BRS fENRIREMIER , B A Security Lake API ByDeleteAwsLogSourcet®
B, MREFEAKR AWS Command Line Interface (AWS CLI) , &z 1TiZdelete-aws-log-
sourcefiif. sourceName f regions ZHELEN, HF , B UM ERSESE R FIH 45
EaccountsZHFEsourceVersion,

/A Important

HIRZBEDTHPRMESHET , Security Lake RBRIRRONSBIENRBINSHE, H
o, mREREHRaccountsSH , M TRNATAHARPWEAKS,

AT RBIMIBR 7 38 E MK - M X B VPC 5k B B4R KIR.

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", '"us-east-2"]',sourceVersion="2.0"

BUTR R BIMBR 7 48 E K 7 A X 43 48 9 KIREY Route 53,

$ aws securitylake delete-aws-log-source \
--sources sourceName=ROUTE53,accounts='["123456789012"]',regions="["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

AIE A REIZE R Linux, macOS 2 Unix #THEIEH , SAIERARFPHL () THRERFRIES Wi
o
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CloudTraill Z& M EHBE

AWS CloudTrail H 2 HKFH AWS API BRAALIER , 2EFER. AWS EBEHA., ST IE
MEL AWS RS HITH API A, AWS SDKs CloudTrail i& 52 1 #3115 31 R LE /A F= A bk /-~ BEAY AWS
APls T X##BR% CloudTrail, & HFILATE IP it AR IR ENEtE, BEXESELR , E3H
AWS CloudTrail {FFER) .

Security Lake AJ LA EE S S3 A Lambda K9 CloudTrail EEE4H CloudTrail BIEEHHXN B L,
CloudTrail EXEE#, S3 HIFEZEHN Lambda BESHERLLHMPHN=/MRIKIR, At , HEFGH
B —/NRINAERE B ERES , E4180 sourceName @E RTAENE. BEBEH (BN EEHFEE
%) TiLERA T BN PR RIITHEEREME AWS I, CloudTrail BEEH , b A BIEFEER
£, ETRNENERRBRAZBHATHRRRME AWS K, XEREBERAINEED,

E £ Security Lake FULEE CloudTrail EEEH , BM4MEDLE—MNATFREEEFME A CloudTrail &
EEM4M CloudTrailZ XIFHE AR IR, BXAARNZBEREHABEERILRK. IREEHMRSPEET AE
8%k, BALLEEXAFRICRKEEENAFERINA Security Lake FEY A &R, Security Lake 2@
M BESNEHREBENXERS PREEIE.

ZXIGBREREN MK B ESXHE RS2 AWS IKFH#24 Amazon Simple Storage Service
(Amazon S3) ¥, MRLAELET CloudTrail #H A HEE T % XiFRER AWS Control Tower , 1|
To & R EUH — SR,

- AXROENEEBEIREMNEE CloudTrail , iHZH (AWS CloudTrail AFER) PRI NHLEAIE
BRERo

. BxolZMNEEETEIRAE S AWS Control Tower , 525 (AWS Control Tower A 5R)
AWS CloudTrail# # £ f id 5 AWS Control Tower ##1E,

L I&JF CloudTrail B4 KRR |, Security Lake £ BN F R NEZK CloudTralEHBE, ©
CloudTrail B3 BEEMNEHRIEEMEM CloudTrail EEMBIREE 4

Security Lake T2EBEER CloudTrail E4 , B R IMEMNIE CloudTrail BB, EEEER
CloudTrail E4/FRIFRE , XHEMA CloudTrail RG24 AT APl, AXEZER , H5H
{AWS CloudTrail BF#Em) FHER CloudTrall E4H R IEZREFEEH,

DRARBE T IERMHSEN GitHub T EESEE , LA T ## Security Lake 2{A¥F CloudTrail E4F#xR
HE{LH OCSF,

GitHub OCSF E#-17f# % CloudTrail
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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« RABMRAE 2 (v1.1.0)

Z4 P8 Amazon EKS #& A&

L IBJF Amazon EKS & it B &R MAKIRET , Security Lake 2FF HAUREE R TE# 4 Kubernetes IR
(EKS) EFHIZ1TH Kubernetes B R LRITHEZHRAB B . EKS T BEAHBIETE Amazon
Elastic Kubernetes Service F#& N & EKS &P Al g FEN AT EER o

Security Lake Bid 7 HES M & it A EREREEA Amazon EKS 2 #IFE B HidKIBEEFH EKS
FRALEESH, LEIEEELFTINEE , t T FMEBTEERENIHE Amazon EKS ##|FHE A EE
B, BXEZEL , B3R (Amazon EKS AF#E™E) K Amazon EKS #ZHIE MR A&,

HAE OCSF v1.1.0 X Amazon EKS ®#& B&. B>k Security Lake I{A4F EKS ®# A S HAR AL
71 OCSF R , iS5 H GitHub OCSF Ff#FE & X Amazon EKS &# HEZE 4 (v1.1.0) WSS
£,

Z 2P M Route 53 BMTBRERAE

Route 53 Resolver i) H E ] LLRERFH Amazon Virtual Private Cloud (Amazon VPC) F B & IR# 1T
#) DNS &ifj, XA URBE THNARFNETERHARALEEM.

£ Security Lake #i71 Route 53 Resolver &if] A &7 KIRAY , Security Lake &3 ENFF #/i@d Ik 37
BEEMEHREREM Route 53 Y5 Resolver Eifl H &,

Security Lake T2EEEH Route 53 A , R 2 MINEH Resolver B AXERE, EEE
Resolver BB & , BAIfEA Route 53 fRFZ1E#HIAH. BXEZEER |, 55 (Amazon Route 53
FEARIEE)Y P EE Resolver B B HRICHEE,

DUTHIRESTIEQBRFSEN GitHub ZiEEEEE1E , LU T #& Security Lake 20{A¥ Route 53 HEHR/E
{£ A OCSF,

GitHub F5 Route 53 HEHK OCSF 71 &

« JRIRA 1 (v1.0.0-rc.2)
o RRBARA 2 (v1.1.0)

Security Hub CSPM & £ R K MAV &

Security Hub CSPM AEZERAHKBETHRECHEENR , AWS HATERFEZLTUIRENR
FRERREEIFE, Security Hub CSPM MNERIRRKEFELER , BiEEHME=SREMN
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£ AWS BRS , AR XTER Security Hub CSPM #2&# 174 &, Security Hub CSPM SA—f & AWS
Z2PEERER (ASFF) WiRERRLBRAELER,

LRIF Security Hub CSPM & EEJ SRIRAINE] Security Lake FBY , Security Lake < 3 Bl FF #5318
NIk BEEMWEHMHREREM Security Hub CSPM IERII AT, Security Lake & FHEXRIM
ASFF BN R4 M h T ML R4 249482 (OCSF) (OCSF),

Security Lake T4 EEREY Security Hub CSPM &3 , th R &FMYRHY Security Hub CSPM & &,
EE® Security Hub CSPM B&EL R , HAFERA Security Hub CSPM BRF#ZHI&. API . AWS
CLIEXEZEE , 55 (AWS Security Hub FAF#ER) F#H AWS Security Hub CSPMHF R IHE X
Mo

UTHRRBETIEQMRFSEN GitHub fFEREEERE , LU T #F Security Lake 2{ARF Security Hub
CSPM R&EL Rir L OCSF,

GitHub OCSF #f#%E , A T Security Hub CSPM &L R

« JRARA 1 (v1.0.0-rc.2)
o RABMRAE 2 (v1.1.0)

ZEMHPH VPC RBE
Amazon VPC #J VPC R B EThEE R LUERIMEARFH HNEZEOHN IP REFE,

HIR1E Security Lake 710 VPC 7t B &¥EHFKIRET , Security Lake 3 BIFF 5 EE VPC i BE.
TEIEMYBESNRAFZREZEARE Amazon VPC # VPC it B,

Security Lake T2EEEH VPC RAXE , t A2 ¥ MEH Amazon VPC BB, EEEBRAXR , B4
JER Amazon VPC lRE#24IA. BEXREZER , H5H (Amazon VPC FREAARIERE) P ERR

HE.

UTRIREHT EORFSER GitHub 7 FESEREE , LLT # Security Lake 204aFf VPC it B &FR AL
7 OCSF,

GitHub AT VPC i B &R OCSF 174 E

« JRARAS 1 (v1.0.0-rc.2)
o RABMRAE 2 (v1.1.0)
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AWS WAF &Rk Z £

H{RTE Security Lake #7711 AWS WAF 7 A&JREY , Security Lake 2 BIFHRIEHE. AWS
WAF 2 —f Web NAREFAE , TR TYRERARAF RENRARERFREN Web &R HEHIX &
WAANTE,. IBRNEESENEN AWS &R AWS WAF INEI M EERAATE, BXxZERPE
15 B AR SR UL Ry AL 9 1% 4815 B

Security Lake AWS WAF B BEEEH AWS WAF BEREZEEA AL, WIBBETETIER
EREMIE AWS WAF BlE, Security Lake HE&EX#EE AWS WAF Web 17 a1 #2 § 51l 3% (Web ACL)
BB AN EIE. MR Security Lake IkFP H 8 Web ACL B 7T HIERTY , NIFFBRIBEL Web
ACL & EBXTE RN BER TREBRBHLE, BXER AWS WAF RFSARFERNES , #31H
(AWS WAF FFEZ AR IER) H Y AWS WAF THERE,

/A Important

R A Amazon CloudFront 7 ZE N FEVRIRERE AWS WAF | I AFUEREERES (38
HRRLILEP ) F REFE Security Lake FIRENEEK A &,

AWS WAF R& OCSF v1.1.0 X#F B &, BX Security Lake 3{i¥F AWS WAF A EZEHRHELR
OCSF tHW{ER , 55 OCSF AWS WAF BEFMEE (v1. GitHub 1.0) FEVEREI S &,

BER AWS IRS5 19 KIRHY

ERRBWTERIAEE , RERBUT SRR EZFM Security L AWS RS ake Ko BRI ABER—A
BN RIF, BEREKIRE , Security Lake = 1E M IEE X R IK &~ g9 KRB ELIE | iTHA
FHIEBNRFREG SE. B2 , ITERAFMATLEIRE Security Lake EiZ KRB R ZBIMA
H&%E’J?&ﬁo FREFRAXERABRAERRNRESZEN AWS BRF . BXBREECKENE
258 , BS R M Security Lake F K B E X KBEWEHE,

Console

1. £ _L3TFF Security Lake #3 &l & https://console.aws.amazon.com/securitylake/o
2. MESMBERFIEEFRIR,

3. EE—IKR, RARERER
4

EREEIEMNZRBRREREN — RSB MXIF, Security Lake 55 1L M Pk X 13 A1 49 Fir 8 Tk
PSRRI EBIE

AWS WAF B& 42


https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-data-protection-and-logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/

Amazon Security Lake ArfEm

API

ELURTEFR F AWS RS R RIRMIER , 1B Security Lake API ByDeleteAwsLogSource#
£, WREFERAKE AWS Command Line Interface (AWS CLI) , i&iE1Ti%delete-aws-log-
source® . sourceName M regions SHMERLFEN. HE , LA LUHMEREERHNE
FaccountsZHFEsourceVersion,

/A Important

HIRRBEEM TP RMESHET , Security Lake RBRIRRDNSHIENRENSBE, i
o, REREMaccountsSH , Mz TFHNATARPNEAKS,,

LR RBIMER T i8R MXFHH VPC it B SER KR,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions="'["us-east-1", '"us-east-2"]',sourceVersion="2.0"

LA /RGN BR 7 48 1E MK P A X 35 48 59 SRIRAY Route 53

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

BIE A R BIRE X Linux, macOS = Unix #THRICH , EMIEARRBL () THRERFRRES I
.

M Security Lake F 1Y B & X RIFE KR EEE

Amazon Security Lake AIMMBEXNE=1FRKEZ L BENEH., Security Lake BELR=2
—fE =58k , AT E Amazon Security Lake XiZZ £ AEMEH, EREBEZH , BELR
PHAF HEMNBHER AT RNE LTS RIELSR (OCSF) , HHZE Security Lake BIRER , @D
X. parquet XHERNUARTTRADPHRRER,

FFENBESUR |, Security Lake 23 1T AR

« A Amazon S3 F#EFHIREH —E—BIR,

MBE SRR E IR 43
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« £ AWS Identity and Access Management (IAM) R8I A F B E URBBIEHEARENAG, It
AR FBEE NN AWS EERBIREAnazonSecuritylakePermissionsBoundary,

- Bl — AWS Lake Formation &KX ZEIHERE A Security Lake FIXI R,

« iRE AWS Glue E F 2 R3EHIFEH T2 X, €R AWS Glue Data Catalog FAZI&ER, ©ELH
h & DR HY TR B HHIRERSR K E o

(® Note
—NIK S R &R Z AT LU0 50 B E B IR

=@ Security Lake FMBENR , EXLTUHERATER, THERXEERAETMMERE , H AT
e 25 16 & 2 M1 A 46l

- B - BERMAAED HEIEMERN —H S3 WRE A Security Lake , XEXN RN F 2 BELAZRH
HRZT. XTEBESNEINBENR , BRFENME—NTRNELEEWESRE (OCSF) EH
EERRINMIRIZMH, Security Lake 2BIE—N IAM B , ZABATBEUREEN S3 741
RIIEEMBHITE A,

o IR - NBERBENESN S3 XN RENEN 1L Apache Parquet X4,

- 2t - }EH OCSF BEHENMZMATF Parquet BXHFT RHPMWERIEFK, Security Lake XiF
Parquet AR 1.x 1 2.xo BIERAK/NRBREIN 1IMB ( RESR ) » THKRKDFMEBN 256MB ( EE
) o BIE Parquet RRABITESE , Bk zstandards

o HX-AHRXE, AWS K, EventDay X R#ITHX. NREIRM AN source location/
region=region/accountId=accountID/eventDay=yyyyMMdd/

o WRAPHMER — RiLF Security Lake BIXHRITE 5 28 E 1 NESN B ZRIRBERIA, MR
HR/DET 256MB , ME - RIEHRMEBATREREST 5 248, IRMANERZHXNERERELL
Security Lake, FiE&<FBERRBERTAELXFMAEM Security Lake EE.

« BEF-EEA Parquet AKX RAP |, NRATENIZFETHR , AR EEBBIREN KA,

(® Note
£/ OCSF RiFTERIFEENREEEFHRA. 0CSF SchemaX FBENKIE , Security
Lake %3 OCSF 1.3 RE B,
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1E Security Lake HIREEESURN 2 X ER

NTETERNBIELIENEN |, @ Security Lake FMBEESURN , RINEEFEHKX. NRMK
NER

X

MERMZE, AWS X8 AWS K/, # BB RET DX
- o XBEHRENERN

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

WA NIEEEEMN RGP XRaws-security-data-lake-us-west-2-1ake-
uid/ext/custom-source-name/region=us-west-2/accountId=123456789012/
eventDay=20230428/.

LUTHRERT S3 BEDXREANSH
o REFHEIEH B ESURBIERN Amazon S3 FEERI B #R.

« source-location - S3 FEET BE RN A, Security Lake A ERNAE S3 XNRFTF
HEZIRT , HEZAENTAEREE—H,

- region— AWS X1 F¥IE L& R Hb, flun , B0 ERNHETELEUS East (N.
Virginia) B FXERE ( 3BEELILE ) XY Security Lake F &M

« accountId— R7 XHFIEFKMEN AWS IKF ID. W FEZANKFHEXHNIETE AWS , BI1E
WEAE MexternalRzEMFFFEexternal _externalAccountId, BEXAXfHEN
B, BB RESBASKAREIE Y |, IDsSXEENMASS5HMSHEE RS IDs 417
f9 AWS ik IDs SR AAEBIK 2 & 4 2R,

« eventDay— 1E3xHKY UTC BfEIE , BN /IeT , BX R/ \NEHFNFERFE (). YYYYMMDDIIR 1
FESHMNBABPEET FEINNEX , AR Z0 XB RSB ZREN UTC,

£ Security Lake H iR I0 B E JURRY 5B RFH

WINEESURAT | Security Lake 81—/ IAM A€ | ZAEGATFZRNEEEAZRE R
FHRyE, AW BEFEREXAnazonSecuritylLake-Provider-{name of the custom
source}-{region} , Efregion AWS Xi3 &R INEE RN ER. Security Lake FHHiZAE
M A IA R BIE NN R, WREERAEFEEN AWS KMS A BIEH# 1T 7 % | Security

REBERARBH S XER 45
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Lake &R ZABKM MK Kkns : DecryptfMkms : GenerateDataKey R, Lt ABHNNRIRLRHSB
I AWS FEERREIE B AmazonSecuritylakePermissionsBoundary,

ES ]
- BIEER
- BIE IAM B8 LR XY Security Lake B E#HTE AR (AWS CLUXPR API FHER )

16 UF A PR
ERMEELRZE , FRIEEREEFHITUATRIERNNIR,

ERIFENNR , BEM IAM EFH T IAM F48 IAM K, R, FXERBINEEEUATER
SR (AT ATFHITXERESBERMEE R ) BITHR.
* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

+ iam:DeleteRolePolicy

« iam:PassRole

+ lakeformation:RegisterResource

« lakeformation:GrantPermissions

 s3:ListBucket

s3:PutObject

XEREATFEMNBEKRKNEREMEH , FELEZEHEHN AWS Glue BIEEMEX , HEEE
f#7£ Amazon S3 /1,

MREER AWS KMS ZAXN B A 1TIRSS[imNE |, NEFEEIR
Bkms:CreateGrantkms:DescribeKey. Hkms:GenerateDataKey®IX PR,
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/A Important
MR BT RIERA Security Lake ZEHIBRIMBESUR , WATLABKE T — S BREIRVETE Security
Lake FAINEE KR, Security Lake #H & RME T RLMATTRE , AN ECIERE S
ZN IAM AESERAREAE,
WMEREITRIEEA Security Lake API 8% AWS CLI FINEE KR , THERTT —S 2 IAM
AL AER Security Lake BN EHRITE AR,

B2 IAM A ' LRI Security Lake FREMBLE#ITE AR ( AWS CLUXR API
HIR)

MREEEMEF Security Lake API 3% AWS CLI RN ESUR |, \RMEE IAM AR FNEWEE
SURBIEH T IEM AR B EIE 2 X B AWS Glue BUBR, X7 X 2EEBHIE LR E Data Catalog F £
BNEHRASLEN,

Bl IAM ARE , BFEZAGH Amazon BIREH ( ARN ) FEEHR A E K.

Bt blarn:aws:iam: :aws:policy/service-role/AWSGlueServiceRole AWS EE X
B o

ERFLENNR , BELNEACGTCIEHBRALLTNEKEKR , AWS Glue [EREEF LLATFNEE
SORISEEVEURE XXM create/update AWS Glue 3B B ZH KR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1
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1

B £ AT S MEREE AWS IKF MU ERIZRIEARTEING ID KAAR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

MREERMBESCRNXEPH S3 FHBREAETSEENMER AWS KMS key , T A7F0RF B

TEREM B ZABMEN KMS 24K

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"
1,
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": [

"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"

]

.
"Resource": [
"{{ARN of customer managed key}}"

NI B E SRR ST RS
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}

£ Security Lake H 7 i01 B E KR

SIZATHEA AWS Glue [RERH IAM &5 , BFIRBILT SR Security Lake 7R 118 E LR,

Console

1.

2
3.
4

API

BLUREARXNFMEESUR , B Security Lake API BYCreateCustomlLogSourcei® e, EHAE

£ E3TFF Security Lake # %I & https://console.aws.amazon.com/securitylake/o
FEANEE AN AWS XiF %£F2F , ERETH TR B E RN X,
ESMBERTEREREICRR , ARERCERBE KR,

EEEXKRFMAERETD , NEELEMA—INERE—EN. RF , EFE -1 OCSF =4

X, EHERT BESRFAEE Security Lake FIEIEXE,

NTHREBEABBENRBAWS K | W AFE B ENSHEAIRE R 8 E SURKN AWS

K 1D FHLEB 1D,

FFREFRINR , ¢IEZHERAFHNRS AR |, SEAM Security Lake #-FiHHA AWS Glue

MR RBNB RSB E,
TR,

BIE B ESURRIEBH AWS XiE VEFHIRE. REFEAZE AWS Command Line Interface
(AWS CLI) , ¥ia{TiZcreate-custom-log-sourcefi o

HEENERD  FAXXBFNSBNEENREEREERE

« sourceName— HNRIEEBH. ZBMMSME XA —MW{E,

eventClasses— BE—NMHZAN OCSF B4 RHERFR I &= 2| Security Lake HYEHESE
#, % Security Lake X #FERRMN OCSF BHENIR , BSRAHRNEL S EWIESE
(OCSF)s

« sourceVersion— ( A& ) EE—ME , ¥ B SWERSI N EMREHN B E SUREKIE.

crawlerConfiguration— IEEHZ N AR CNEF M LIZER IAM A€H Amazon BIRE
(ARN), AWS Glue X<t IAM SENFMALSR , HSHHAMNEEURK EREH

* providerIdentity— }EERMATEHIEEHAEA B SMEMHE AWS H 4 AL ID,

I B E SR
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DR REIEEEXENIEEBEREERSPRMEESUREN BER. LREZEX
Linux, macOS = Unix #{THENLE , SEAREL (\) THRERRES EMY,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam: :XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

E# B E SUREHE AWS Glue

£ Security Lake R INB ENXKIRE , Security Lake 2812 —1 AWS Glue TBH, ZECMNEFIFiE
EIEHNBEENR , MERELEN , AEAKRIEFR AWS Glue Data Catalog.

BINEBWEFHETZRNER , MARBEESCRNWERERERH , F4EHF Athena MEMERRSH
MERIhEE, B4R  RAEFRNMABBEEPREATE-ZL , ERNZSITZENERF

« BEEE NS MHHTREI,
« WEEEES struct BRERENI P B -IHS M FE,

BXRZ1TIREMLER |, ES I (AWS Glue FFAEIEFE) FHZHE AWS Glue [EMFEF,

Security Lake 7o M BREEFHEK - RN BICMEZEF. WMREMRR—NBESURH TR FROIE
BENEESUR , RINBIERBRXERHTCRER .

X #FH) OCSF B4 3%

TR ERERMIELR (OCSF) BHRMER T BE URR RIEEF Security Lake WEIERE, XIFMNE
HRIIRE -

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
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DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,
PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,
USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
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FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,

USER_QUERY,
USER_SESSTION_QUERY,

// 1.3 OCSF event classes (Win extension)
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

M Security Lake # il Bk B & SRR

T B B B SUR a] LAME LE S BUR MIZR & 3% B Security Lake, BBRRIR/E , Security Lake fFE1EMNFEE
X35 0k /= A 9 SRR EAE |, iTR AP B REBMRRREGEIE. B2 , ITHEAF AT IRE

Security Lake EZRIR#E B R 2 8l MNP URER IR
BREEZEFENAERHES , AWS RFiESH, M Security Lake AWS RS FUIREETE

o stn/ B

e X EWHARBREELKREF. BXB

£ Security Lake FllBR B ESURRT , SR ZEREZEA Security Lake ##| & 2 ANENR. Keet

RER AL SBURER ML M Amazon S3 KX B o

Console

1.

2
3
4.
5

1£ L3TF Security Lake #2 %l & https://console.aws.amazon.com/securitylake/o

ERAREA LA AWS XE E&E8E  GRENPBREE SRR XE,

HESMERT | &8 E SRR,
R M ERAY B E SUR.

EFRRUHEM B E SRR |, ARG ERMBR AT IARE,

B B 2 SUR
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API

BLUREARBIBREESUR , A Security Lake APl #DeleteCustomLogSourceigfE, #NR &
FAR 2 AWS Command Line Interface (AWS CLI) , #&i&1TiZdelete-custom-log-sourcefifo. ¥
EMIBR A E SR AWS X1 48 BiZg4E,

EBWERSF | A sourceName SHIEEEMIBRN B ESURMN B R, LI LUEEBE RN A
M, AREMER sourceVersion SEEHIERSEE R &8 B E RIS ERA W EISE,

LURRBIM Security Lake FHIER B EX B &R,

EERBIREEXY Linux, macOS 8 Unix #ATHEILRY , EEARRML (\ ) THEFRES FTiEM.

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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TP R EEE
Amazon Security Lake iT P AILAE AR B Security Lake 8 HEMEBH, I T EEHEAHERERIK

R R & AERE , B ABRKIFENTRAFRENBEAHRNR. BXRENESER  FSAE
EHPRRABERE,

Security Lake XEFRMRENITFE A/ ER

- BIEHRINBUEB A S3 FEE @Y , ARG Amazon Security Lake BREIENIT I E S WEI B X
ZRAFINREEBEH, RIAMERT , THAFPSBEIMBIREN HTTPS IR KB BEXFTXNRNWIE
H, TFEAFEATLLEN 18 Amazon Simple Queue Service (Amazon SQS) BA I E B X F X R
9B Al

- BRFRINR-EEERNRRITRE TJTLAEH Security Lake IWENIIE, XEITHEFEHT D
Athena ERFE#E#EEH S3 FE @A AWS Lake Formation R,

T30 %E RS REE IR AEMAERNPIIRREE. AWS K& ERWITHAF RSN XEHE
HaE , EULLRRITEAFNAENXEEENCEXE , AlEaXEEERH#BE, BXLAK
BNBBEREXENESEER , BSRAELS P EEXE,

/A Important
Security Lake S VFEUIT HF N IR &R ASKIREN 10, X ATEER AWS KR B E L RIRAY
HE,
£
B2 Security Lake iT ¥ A F B B8 15 B AR
E 2 Security Lake iT ¥ A P E#1H H R

B Security Lake 1T [ A F B9 ZU3E 15 R IR

LUBIIEE A S3 EEMER , HMIFR Amazon Security Lake FHRBIENITR AP 2 W EIE X 1ZEREMN
FRKRNEHA, RABRT , THAFSBESMHIREN HTTPS B BRI KRB, 1T
P& LAE I 31 Amazon Simple Queue Service (Amazon SQS) BA S BB X F 3T RAE X,

1T 59 A P 8@ 15 B AR 54
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HENREE Amazon S3 W REARSMHBITE NN |, THEXWEBEXRXENREH, TTEAST
PUBI T H ik R B 2 # &N Amazon Simple Queue Service (Amazon SQS) BAFISRE #1518 S3
FRABFBREXFTINRWBA, BLiTREAES3IE CreateSubscriberAPl BaccessTypesSEH R,

FH

« 7£ Security Lake F R8I EEEIE A RN PRAYIT 5 & 0 £ RFH
* 71 Security Lake FoIZEEHFE L RIXENIT 4

 EH Security Lake RV EIEIT H &

- NZLMBREEITHNE

£ Security Lake 8|2 E B HIFE T R RRY T 7 & RY 55 RS
IBAIRI LT o RS BETE Security Lake REIZ EE BB HRRBRNITRAF,
I UE X PR

ERIUFEHNIR |, B6EH IAM EFHMNE IAM BHH IAM Kig, AR , BXEREPNEESUT
( R ) BIEFIRAITHR. EFEEHBE AR |, BATHRTXEREFEBAITERAF,

BEERBHIITUTRENRR :

« iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

* iam:PutRolePolicy

* lakeformation:GrantPermissions
 lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
+ ram:GetResourceShares

« ram:UpdateResourceShare

BRT ERZH , BEFBEREHITUTREANR

TR 55
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+ events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule
 events:ListApiDestinations
* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sgs:DeleteQueue

* sqgs:GetQueueAttributes

* sgs:GetQueuelrl

* sqgs:SetQueueAttributes

FREXTT 59 A PRI SAER 1D

EORITHEE , RTITHEN AWS K/ ID 25 , BEFZIREUMEMIAIAER ID. S8R ID 21T 5 A
FRALEHNME—PRRARF, Security Lake 2FF/AER ID FMEIEGIRAITEAS IAM AtF, £
Security Lake 215 Fi@id API 5 AWS CLISIZITE AP , BFE/ANE ID,

BXRAMBHWEZFER IDs , FESH IAM AFEEPNNAERE=5ET AWS iR AR ERE A5
#B 1D,

/A Important

MREITEE A Security Lake BHEIBRIMITEAFS , AT T—% , BENITE Security

Lake R8I EEHIEHRINRAIT o Security Lake #Z=H| &M T R{LAAITRE |, ATLR

ZORFMEXEN IAM AGREANEAE,

WMREITRIEEF Security Lake API 2% AWS CLI FMNITE#E |, B #E&EHMT TS 0Z2ATHEA
EventBridge API B #589 IAM A€,
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22 IAM A LA A EventBridge API B#r ( AWS CLHYXPFR API FIZ 5 )

WREBEE API A Security Lake AWS CLI , 7 AWS Identity and Access Management (IAM)
FelZ—NAe  BFLSHEA APl BFARMEEBR HTTPS LinT R AIEX RIEBAR EventBridge
PR,

It IAM BAERBRRE , BEERMEEEHN Amazon BREBF (ARN) FRERIZBITRAF, MR1T

% A P 52 1 E 4 Amazon Simple Queue Service (Amazon SQS) BA BB B IERE M AWS Lake
FormationF EHHIE , IFZEEFEAX— IAM A, BXMERNETEHRSE (HREXE ) NWES
£8 , HSHEE Security Lake iT A P E B R,

LA T R BEE IR IEH IAM A

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination”,
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:us-east-1:123456789012:api-destination/
AmazonSecurityLake*/*"
]
}

LT SRR S INZZH IAM £ EventBridge LA FRAZAE -

JSON

"Version":"2012-10-17",
"Statement": [
{

TR =
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"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {

"Service": "events.amazonaws.com"

},

"Action": "sts:AssumeRole"

Security Lake 2 B 8IZ—/ IAM B, RAEFITR AR ABRERIEIEEE ( &M Amazon
SQS AFIHREEH , IRXEEHENBHANAR ). LABZE AN AWS RERKR

¥ AmazonSecuritylakePermissionsBoundary.

£ Security Lake H 82 E B HIE G RIXPRAYIT

BT RR A EZ —ROZ R LA R S e IR IT HE AWS X,

Console

o~ 0N~

© © N o

1£ E3TF Security Lake ##l & https://console.aws.amazon.com/securitylake/o
SEARNEA AN AWS XiE EF8 , EREEHPCIERITAZENXE,
ESMBERPERITHAAR,

FEITFRAFTEL , ERBITRAF,

NFITERRAFPFAEE , MAITEAF EHNALER ER,

ZXEFHEER N EHAEFENXE AWS XiF , FATEB K.

NF BFRMEBL4RIT , ERITEAFERERNRIR.

NFHIFFRGE , &F S3, WMERITHEAFPRERELFNR,.

NFITHEEEUL |, FRAETHEEN AWS IKF ID FHAE 1D,

( Tk ) HFEMFE , MREAILL Security Lake 81 —4 Amazon SQS BABIMEITRAF %
WUERESXNREL , HikER SQS A5, MREFHE Security Lake 6 HTTPS KixTi m &K%
BA, FEFITHALET K. EventBridge

MREFRITRR , BEERITUTRE

a. WMAITHBRR. AXHESBNHREA http://example.com, &t A] LUKRIRH
HTTPS Z4A B # A HTTPS Z4A{E,
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https://console.aws.amazon.com/securitylake/
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b. NTFRFHREMNER , FOIEHH IAM SEREAINE IAM B €K EventBridgeR T A
AP| B 89t 7 @ [E A £ i T RREX RIB AR,

BXROIEH IAM BENEER , ESRLE IAM AELLEAA EventBridge API E #5,
10. (k) NFHE , HRZBHA 50 NESBEATHAFHRL,

HREREBAUNELERN AWS BRELMOBEHIRE, BMIEHIE - ML FENIRER
M—NALERAREE. FREATUFEBEUTENARNIRG, 2RNEEIHRR. ETHES
EE , BERN T2 HRRRMIRE,

1. EFRGIE,

API

ELUREANAZEBHIE L RNRAITIEE , B Security Lake API B CreateSubscriberig
£, WMBRRERAKRE AWS Command Line Interface (AWS CLI) , i&iET create-subscriber &5,

EENBERD | FRAXESHAITREREUTIRE :

« XF sources , BRELFZEITHAFPHRBENFKR,

« XFsubscriberIdentity , BIEEITHERTIHEIRHKEN AWS kP ID MSEB ID,
« X Fsubscriber-name , BHEEITHEN B,

« X¥F accessTypes , iHEE S3.

1

LT RBIBIZT —MTREE , ZITRE TSGR 28 AWS XEHREXIED AWS BRREEITHRE
SO HHEE.

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \

--access-types S3

w2

LTREIGIRT —MTEE , ZITHEE TSGR 28 AWS XiEiH B ESCRENEETTHEE S 7,
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Amazon Security Lake ArfEm

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"customLogSource": {"sourceName": custom-source-name,
"sourceVexrsion": 2.03}}]1 \

--subscriber-name subscriber name

--access-types S3

Bl E R RPIRE R Linux, macOS = Unix #ITHRLH , EAMERRMT (\) THEFKES T
38

( ®ik ) BIEITE &S , 8 CreateSubscriberNotificationif ek #5 E 4 48 % BT [ & 15 R AYR
EHBES AL |, BT HE, MREFHKZE AWS Command Line Interface (AWS

CLl) , i&iE1TiZcreate-subscriber-notification&i 3o

- EBEERUNBHANARX (HTTPS Im/R ) HEIE Amazon SQS BA%I |, EIEE
sqsNotificationConfiguration S HE,

- MREBEENREA HTTPS in RRKIXBH |, EIEE httpsNotificationConfiguration ¥
ORI=

 targetRoleArnfEiZFEH , I8ELNAH EventBridge APl BArmAIEH IAM BEH ARN,

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

EjRHElsubscriberID , {56/ Security Lake API ByListSubscribersi®fE, MMRIRERAKZ AWS
Command Line Interface (AWS CLI) , #&i&1T list-subscriber 5% o

$ aws securitylake list-subscribers

EEFEHTHENBEA SR ( Amazon SQS RABIE HTTPS KixTia ) , BE
FUpdateSubscriberNotification#®4E , & , MMREFEAHZ AWS CLI, MiZ4TaH. update-
subscriber-notification& L AT LAE A Security Lake #BHAESEMN AR : EITRAFRE LEERITH
AP, RAR®RERE.
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X &R IB HH BRI

AT RBILL JSON &I RKE R T CreateSubscriberNotificationiBENEHEH,

"source": "aws.s3",

"time": "2021-11-12T00:00:00Z",

"account": "123456789012",

"region": "ca-central-1",

"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"

1)
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
by
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
.
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}

B 37 Security Lake FRHIEIEIT R &

BRLVBES BT AN RREREMITEAAS . SETURNTHAAF2ESRERE. RERE
AUEMADEAFRELREN AWS R (2FEITRE ) NIrE, BETHRESELR  BERNEZEHA
RN IPRE o

BERE-RFRAR , RAERBUTTIRAMEITREFHHKIE.
Console

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
2. ESMBERFERITEAF,

3. EERITHEAR.

4. EBRRE K REPITUTE—RE:
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Amazon Security Lake FFisR
- EFEFITRAFHRER , FEBSNEHERET2WAFRE
- ENTHAAFSBERRENRE , BEFRSHI REREEIHRZ.
5. A, BERE.

API

EUREARNENITRAENBIEHREIR , i5EH Security Lake API E’JUpdateSubscrlberT . MR
YREEFAMZ AWS Command Line Interface (AWS CLI) , #1217 update- subscriber f5 . FE&RH
BRAP , £ sources ZHIEEELFEITHARBRNENKIR,

$ aws securitylake update-subscriber --subscriber-id subscriber ID

EEEEHE AWS K/ iiﬂ,,\%E*E’Jﬂlﬁl%ﬁlJi P fF AListSubscribersi®fE, WMRIRFEAMN 2
AWS Command Line Interface (AWS CLI) , HETHIRITHER S

$ aws securitylake list-subscribers

DEERTEITHENLRIRE , BFEMAGetSubscriberiE. =17 get- subscriber . A
f& , Security Lake £iR[E1T & A E’J%Wﬂ]}a . AEBID AR EMER . MRRERANZE AWS
Command Line Interface (AWS CLI) , i§1&17T get -subscriber i F o

EFHITRENEMN S X | EFEHUpdateSubscriberNotificationi®4E, MREEHHZ AWS
Command Line Interface (AWS CLI) , #iz1TiZupdate-subscriber-notificationds o Hlan , &AL
RITHAAFEEHN HTTPS I , A LAM HTTPS iR t1#: 2 Amazon SQS A%,

MNZ £ HBRBIEITRE
MREBABHERE/MTEA PG Security Lake FEVEIE | AT SURB LT SR BRZIT R A Fo
Console

1. £ _L3TFF Security Lake #2#l & https://console.aws.amazon.com/securitylake/o
2. ESMBERFERITEAF,

3. EREEBRNITEAF.

4. EEBIER  REWEINRE, SRBRITEEAFSMAAEXBRNBARE
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API
BEFENZR , JTUATREZ— -

Eff BRIT & MATE XN BAIRE , E A Security Lake API B9DeleteSubscriberig{E, R
1’M§FEE’JE AWS Command Line Interface (AWS CLI) , IBEITHIBRIT I E GRS,
- EREITREFBEFIEFGREITEEREBE , BEEA Security Lake API
# DeleteSubscriberNotification#® e, MRRFEAHKZ AWS Command Line Interface (AWS
CLl) , 51217 run delete-subscriber-notification @i o

B8 Security Lake 1T # A A B & #) 15 A PR

B EERNRITREA - TLAE# Security Lake WEMEIE, X LT 5 E & 0 Amazon Athena
ZERNRFEEEREN S3 FHMPH AWS Lake Formation &, RE Security Lake X E&Ef
5|Z & Athena , B#&Et A LAFE A E AWS Glue Data Catalog&E B Y E A AR S , 6120 Amazon Redshift
Spectrum F Spark SQL.,

1T B& A Amazon Athena FRRSME S3 FER P M AWS Lake Formation &RPERIRHIE. LT
E]2 8| AKEFORMATIONE CreateSubscriberAPl BJaccessTypesSEHHril,

(® Note

ABINATMAEE=FITHAFRTERGRRR. BXEXNBSHRBRSITERNE
B, FZHE4LY EENEWEEHSHEIE.

£

» 7£ Security Lake FRIZEEERNRENITHEN KREH
« 7 Security Lake F8IZEEERNRWIT FE

« 1£ Security Lake FREBEEERNENITHE

£ Security Lake R8I Z EEEWNRAYIT R E M L RZH
IBAIRILLT o RFZ AT BETE Security Lake FEIBREEHRTFEHRNBRHITHRAF,
I UE PR

ERREFERHRINENITEAFS 28 , BEIAGERIIT T 5’RE,
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ERIFERIR , BEA IAM EFKHIE IAM B8 IAM K, RfE , FXERBPHESSUTER
IR (BBAERPITXERESTROZERERNHRMRAITEAS ) #HITHR,

* glue:PutResourcePolicy

* glue:DeleteResourcePolicy

« iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

« iam:PutRolePolicy

* lakeformation:GrantPermissions
« lakeformation:ListPermissions

* lakeformation:RegisterResource
* lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
+ ram:GetResourceShares

« ram:UpdateResourceShare

/A Important
IR RE -
- WMREITEFEA Security Lake ZHIARMITEAS , AIMBE T—% , KEHITET Lake
Formation B 7 PR, Security Lake 2@ N EBIEFFEXEN IAM BRSFEAINEGAE,

- WMREHERFEH Security Lake API 2 CLI RINEBEATHRINRITEAF |, BRERIT
T—% , 812 IAM AEXEH Security Lake &,

812 IAM B &L EH Security Lake 2t#E ( AWS CLHYXBR API FIZ5IR )

£ Security Lake APl 2 AWS CLI @iTFE R FERHRINRE , EFEZE—INEINA
fAmazonSecuritylLakeMetaStoreManager. Security Lake {£f Lt A &EM AWS Glue 7 XFE
T AWS Glue &, BAREEEECEXEN IAM BENAIET AR,

TR 64


getting-started.html#prerequisite-iam-roles

Amazon Security Lake ArfEm

2% Lake Formation B2 5 R

BEFEMATHRE Security Lake #HI&FRMITEAFH IAM A €750 Lake Formation &3 5 X
PR

B LIRBUTESRAECHNAERF Lake Formation EE G NR :

1. 3$TF Lake Formation ##|#& , Mt Fhttps://console.aws.amazon.com/lakeformation/,

2. LEBAFPNSHER,

3. MRETRIEMFEA Lake Formation B0 , HBEFREELSR 1 POIBSEENAF , RAREETFF
i<

4. MEZXBEIILEEA Lake Formation EQ , FHITU T LERKE E Lake Formation EE R .

1. ESMESHNRT , EREE/ACNES. ERENEEATS K AREREER.,

2. EEBHENEEANEED , T IAM AFRNA® |, %3F1518 Security Lake %I & B £/
WEBERAR , ARERRT.

EXERHEHNEEANENEZER |, 5 AWS Lake Formation 77 & A 5 15 o 89 0 22 3032 54

EER,

IAM AEXTBENEELELITHAFRFIHRINRENEIEEMRKRAN SELECT R, BTt
BRIERVLER |, 1§58 AWS Lake Formation FF X A RIS M E i & 7R 5 EFE T HIEE FHR,

£ Security Lake FR|EZEBFERNRVITHEE

RGN ERGEARGELMERERNHENRNITEE AWS X, TTREREMNT AWS X 62
MBERERRE. BOZITRE  EFZRB[/ITHEN AWS K ID MR ID. 448 1D RITHRA
FRELENE—FFRAYT, BXRABHNESZEE IDs, BZH IAM AFEETNNAERE=FEF
AWS B8 175 R X BR Bt 52 A SA BB 1D

® Note

Security Lake % Lake Formation B5lK P EIEBHZ/A 1, BL45UF Lake Formation 5
P BBELZERBIMRA 2 HRA 3, HXRET AWS Lake Formation ##| &3 AWS CLI E
K MRAIREN SR |, 152 HAWS Lake Formation 7 &% & 5/ Y /5 B F AR A
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Console

1.

o b~ b

© ® N o

£ LT F Security Lake #2 %l & https://console.aws.amazon.com/securitylake/o

BEREREERAKS,

ERAREA LA AWS X EE8  GREEETZITHENXE,
ESMERTFERITRAS,

EITEAFREL , EFQEITEAF,

NFITRAFFEARER  FRATRAS BN TIEER,

ZXEREHERZAEIERNXE AWS X5 |, FEEEE R,

NFBEMBHR , HiEREHE Security Lake TEIREIE L RIT TS WL FRIR.

N FHIEHR G L , iH%EF Lake Formation , BMERIT A F 81 Z &85 R XBR,
XFITHEFE | BREITEEN AWS 1K/~ ID FHAER 1D,

(AiE ) NFHRE , &FZEA 50 NESELATHEAFPNRE,

HRERBALUNRELERAEN AWS BRREX NS BENTE, BIMEHLE - LENRZE

M—MENIREE, HREAUBPEUATENARIRZ, 27RNEEZIHHER. ETHES
ER , FERNZ2HRFEFIFE,

10. EFEGIE,

API

EUREACEZERTERNTHRMNBEITEE , BEMA Security Lake API By CreateSubscriberig
B, MRIREAKR AWS Command Line Interface (AWS CLI) , #5217 create-subscriber &5,

HENERD  EAXESHENTREEEATRE :

« X¥F accessTypes , iHEE LAKEFORMATION,
« F sources , BIRELFEL Security Lake HIREEHE RN T ENEN KR,
« X¥FsubscriberIdentity , BHEEITHERTERRBIEN AWS H4RAZE D,

LUTREIREENITHESHOOETEYA AWS XS EEERIFRINEMNITEE, LROIZHX
Linux, macOS = Unix #THENILE , SERARFMT (\) THERRESTEM,

$ aws securitylake create-subscriber \
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--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \

--access-types LAKEFORMATION

Security Lake £/ Lake Formation S50k P R L ERZFHITFHAFHNERTHEINR. SEE Security
Lake $###|A. API % AWS CLIFSIZEBERANRVITFEFER , Security Lake BT E AWS
Resource Access Manager (AWS RAM) 8l % R Z R 51T 7 & L ZHKXHEK Lake Formation &
E’J{l:l /N 0

LI EEE R ENRNITEA P #TREERANRER |, Security Lake 281 — NN E R
E, BXEZEL |, 55 £ Security Lake PREBEEERNEMNITHE,

ITRAFNRBUTZREREH Lake Formation &R 5 HIEHE -
1. BZRRAE TRAFPSINEZSELZAERREITRAFRERKN resourceShareArn
resourceShareName H#RHE, ®FLATHRIAFZEZ— :
. BXBHIBFM AWS CLI , FSREZRKENERELZEE AWS RAM,

« XF API , i GetResourceSharelnvitationsAPl, & resourceShareArn
resourceShareName #1TiiE , AR B EBIEIREE, AcceptResourceSharelnvitationi®id
APl #EZ 85,

REXZBEST 12 /) NESH , RLEXAIE 12 MR HEZEE, NMRBELH , &
FEETAT PENDING IR , BItATENMEZRIESBE LT EZHRAZTER, B 12 /NG, EMER
Lake Formation iTE AP HEFMAUNBITEAR , UREBHIHVRFEREZRE,

2. QI HEHFEEFEN R FREE-THAELNE (WRFEAEFE ) I AWS Lake Formation AWS Glue
( NREEA API/AWS CLI ) A Z2IE[EH=E Lake Formation BIBEM R IREER, LR IREETITH
ENKFIERNRERERE. ERUTHRAZEZ—

« BXEHAENMNEE AWSCLI , B HCIZIERXZEHIEE ZREEN A RERE, 7 (AWS
Lake Formation FF X A R &/ EF'o

o RMNBWATEEZE LA CreateDatabaseAP| Sl —HWHIEE K B TE#AREER,

3. BEHHER — Amazon Athena FIRGS AT LABEZ 5| AiX LR |, ™ Security Lake IWERFEIEF B
HAHER, EREITHELETAWS IKF , EHFENRARITHEITSR. B0 EESH
Security Lake MK /= A 42 il X 5% R B9 SR BN BR .
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EXEFEKFNENEZELR , 5 AWS Lake Formation 7F & A RIEFEHH Lake Formation
HEKFEELES,

£ Security Lake H{pEEEER NIRRT RE

Security Lake XN EGERHENRNITEAF#HITHRE. SAUREITHENGESR, #HR, S
ID. EAWS IKF 4k (ID) ARITHEEBFEANAER. BERENEIESZ  ARRBIREEE
ZHE AWS Xigih EBERHERBRAITEAF

@ Note

Security Lake 7% ¥ Lake Formation B5 P EIEBHRZ/A 1, BL4H5UHF Lake Formation
W BERZEHEIRA 2 HRA 3. BXREN AWS Lake Formation 2§ &% AWS CLI &
K MRAIREN ST |, 152 BAWS Lake Formation 7 & & 5/ B Y /5 B FARA.

Console
REZEZEHFENEFAGE , BRRNZBRERENTRIITERE,
REITRAFAMN

1. £ _L3TFF Security Lake #2#l& https://console.aws.amazon.com/securitylake/o

BREREEAKS,
2. EANEALARN AWS X EFE  ARBREEITHEFASEHXE.
3. HESMBERFERITRAS.

4. HEITHRAFTEL  EARRZAEERREENITEA, . FREITEASBERR AL
WA LAKEFORMATION,

5. ERRE.
6. WMAFMNITERASERN , REERRT.
YREBT B A PR

1. TELITF Security Lake #3 &l & https://console.aws.amazon.com/securitylake/o

EREREEAKS,
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2.
3.
4.

ERAREA LA AWS XiF &8 | BRERETHENXE.
ESMERTFERITRAS,

EITFAAFREL , FRERZEAERERBENITERAS . FREITEAFNHIETR B R4
M LAKEFORMATION,

EERRE
NITRRAFwAREL , REIEERT.

4w IER ID

1.

1£ LT F Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o

BREREEAKS,
SEREA LA AWS X EEeE  AREREITHEFAEEAXE.
ESMERTFERITEAS,

EITAAFTEL , FRERZAREERBNITRAS . AL EAFNHETHR B RS
A LAKEFORMATION,

ERRE,
i AT R R P RERHAS D, RBERRET.

REFEIIAE ID 2 BaMIBREABIRY AWS RAM BIRHAE |, ARITREIEFNRREE,

THAPSAEBREEBERKSREZ (TRAFSR) PSR 1 EIHFNRRERE, B
RITFE AP #FEEE R ETRH Amazon BIRAF (ARN) 5 Lake Formation 12 &1 & FH A
HHEE. ERAEROBREZRETET , HEITHAAF TLRIRHH RIREE,

REZEFEA (AWS IKF ID)

1.

5.

£ LT F Security Lake #2 %l & https://console.aws.amazon.com/securitylake/o

BREREEAKS,,
SEREA LA AWS X EEeE  AREREITHEFAE S XE.
ESMERFERITEAR,

EITFAAFREL , FRERZAREERBNITRAS . AL EAFNHETR B RS
A LAKEFORMATION,

LR
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6. WMAITFEMAFME AWS Ik ID , ARERRT.

REFHIKF ID 2B MERZHIH AWS RAM BREE , XHUTTNERARTEEAR
EMEHIR. Security Lake 28I BFHNERRRE,

7. TARFAFEAFTEANEIEERSHFNRRLAT , AOBREQOHAEZRNGRERE, X7
PAFEAREHRAZRENHRER, BEXUHE , FSAREBKSARAZ (ITHAASS
B) PRSE M 2, BRITAAFFMAEEFIETH ARN 5 Lake Formation 121 & &
£ 7K ARN ME[E.

4wiE B ENEHR

1. £ _L3TFF Security Lake #2#l& https://console.aws.amazon.com/securitylake/o

EREREEEAK,,

2. FRATEALAN AWS X &iFe8  EREREITHEFASENXE,

3. ESMBEHRPERITRAF,

4. FEIJTRARAPFPTEL , FRAEREAERERENITRAF .. FIEiTRAFPOKRER R AR
M A LAKEFORMATION,

5. ERRE.

6. HUHERIERBRIEBRERNMNFR, NREEBCHIERERER , WEERITHE —FSiEE, W
RIGEERMKR , WA EFNEREZREF, B2 , Security Lake 2IRIE R INAY K
BREHHEEZM Lake Formation R. iTEAFSNBIBIEMEHNMN TR EREERE | X
WA FEEWREIE. BX1HA , BSRBREBKFAXRAEZ (ITRAFSER ) PSR 2,

7. ERRRE.

API

EUREAXNFEEREANREMITHE , BEMA Security Lake API ByUpdateSubscriberi®{E, 0
RIREAM 2 AWS Command Line Interface (AWS CLI) , #&i&1T update- subscriber tn %, E&
WiERD , FAXEFENSBRNITEARFEEATRE :

« XF subscriberName , B EFHHITEAF E .
« XF subscriberDescription , BiEEMB R,

« XFsubscriberIdentity , HiIEEITHER TERRKIENZIEA (AWS IKF ID) FHEP
1D, EAMERHREEEFAL ID, MBEIULEF-—MERERT | FEWAHFE,
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o REFHERID : WWRESHBRUAFIH AWS RAM BREEE | A RITHAFSIEZFHNERE
2, THAFRPSIRBREBEKSRAZ (ITHAFSR) FNSR 1 BEZIHNERRE, 18
MHAERVRREERFFET , HIITREAP T A0 ZEMH RREE,

o NEFHEM-WIRESBRZEIN AWS RAM BRAZ | HtUEINERATEFER AENE
#IR. Security Lake ROIEFERLEE, (THEAAFXMERAN EFNEIEZEZIHAVERTL
B, AOIBRERRERNEREE, XUUNHTEARRHEOLZTERONR, BXiHEA , &
SHREBEKFRAZ (THRAFRSR) PSR 1 2,

EFEHMINE ID MER , FRBREEKSRAE (THASSR ) FHSR 1 M 2 #TRAE,

« X F sources , FRBRAAREIEEZRINKIR, WREBRKER , WEFHTH -—SHNE
. MRERMKIR , WAL IZFHNFRAZEE. BR |, Security Lake 2RI FINAINIFE
MHZM Lake Formation &, TTHAFKAIBIEQENNAZRNGTRERE  XHEMIITRE
WHEHE, AXi  FERREEKSRASE (THASSR ) FHESR 2.
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Security Lake & if]

& A LLE 8 Security Lake & 7E AWS Lake Formation BIEEM KR A EIE, &3E ] LATE Security
Lake ##A. API X AWS CLIRGIZE=AITHAAF. E=AITHAAFEATUNEEENRFEER
Lake Formation #X#&.

Lake Formation ZiEHEE R MM B ERHEN IAM BB FHABIBEMRLN SELECT R, 1TH
Pt A2 Security Lake FEIEM , REFREEHEIE, SXxNAtZEEE AN RENITEAF
WEZELR , BHSEEE Security Lake 1T 5 F P B & 15 8 BUR,

EAREREERHE

Amazon S3 £ A EESFMBBENRFMNE , MXRERXLFMERTUERZ A LG, W0
RIBTE Security Lake PEE THREBRE , MMM EEAFETEETHENBESS K UBRERE
BB BN R F RS HIMBIE X, B Security Lake FHIERENEZELE , BSHEGRAHE
H,

UTETHNERARGSFETRBRIATIES , flileventDayHtime_dt , LUBRX M ERESRE,
F

« Security Lake EHAWSRIRZ 1 (OCSF 1.0.0-rc.2)

« AWSIEMZA 2 B9 Security Lake &if] (OCSF 1.1.0)

Security Lake EAWSJREZS 1 (OCSF 1.0.0-rc.2)

AT SR 124 T BXM Security Lake PERBENES , HESEFRERAE 1 PREZIFHAWSAWSIE
KRB —LEEFGRE, XEEHNSERRBERREAWS X, ROIEANR us-east-1 , BIEERE
(BEFRBIMALED ) o B4k, REIEWMER LIMIT 25 38, HZRE 25 iRk, BUUEKZS
BARFEECHREFETRE, BEXEZRHA , B2 Amazon Security Lake OCSF &if] GitHub B
Fo

DTEASTEETHRINTIESE , eventDayATEHRENERNEEENRERETEN., BXEZE
B, #Z# Querying data with retention settings.

flan , RBET 60 RNHBFECIH , NENEWNSSHRIRS , BBhIEERE KR T 60
RNREH , FEERPMANUT 79 :
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WHERE eventDay BETWEEN cast(date_format(current_date - INTERVAL '59' day, '%Y%m%d') AS
varchar)
AND cast(date_format(current_date, '%Y%m%d') AS varchar)

Z5%FER 59 X (AR 60 X ) K% Amazon S3 # Apache Iceberg 2 I8 HEME A ERIE R AT A1 &

&Eif) Security Lake BIERT , EATFHIEFTTER Lake Formation RN EMIEEN,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

ASRERNERLESEATAR

« cloud_trail_mgmt_1_0—AWS CloudTrail&E &z

« lambda_execution_1_0— Lambda CloudTrail FZiEE4
« s3_data_1_0— S3 CloudTrail W IESEH

« route53_1_0 - Amazon Route 53 Resolver &1 H

« sh_findings_1_0—AWS Security Hub CSPMiAZE 4 R
« vpc_flow_1_0 — Amazon Virtual Private Cloud (Amazon VPC) i B &

700N

Rl RPFTEXRE us-east sh_findings_1_0 -1 X3/ Security Hub CSPM &4 R

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

fE e X 1

&1f) Security Lake #iER , BAMFENPFERHENBEEXFHEMITEEN. B HaiEd
Security Lake B EUIEE IXiE‘ZE’Jﬁzgﬁﬂ?E , '3 ® Amazon Security Lake ifi 2.,

ol FIHREBIR IP AWS CloudTrail 9 i&E3h

LTRREIBIBTIE (2023 3 A1 8 ) 2520230301 (20233 A1 H)id
FMWcloud trail_mgmt_1_0XRBIRIP 192.0.2.1 B9FFE CloudTrail 5&3hus-
east-1DB_Region,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

7 X B #

BYNBEHTIX , BAURGHSAERMABNBEE , NTIRSMEHEERZE, Security
Lake @i eventDay, region #l accountid S E#ES X, eventDay 7 XEAEN
YYYYMMDD,

LT R2EMR eventDay 7 K& RHA

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
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eventDay WENESEUTHE :
HE1ERNRENEH

> cast(date_format(current_timestamp - INTERVAL 'l' year, 'S%Y%m%d%H') as
varchar)

BE1MARARENEH

> cast(date_format(current_timestamp - INTERVAL 'l' month, '%Y%m%d%H')
as varchar)

T X 30 RARENEH

> cast(date_format(current_timestamp - INTERVAL '30' day, 'S%Y%m%d%H') as
varchar)

BE 12 MIRARRENSEHS

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

B 5 THARENSEH

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7-14 REIKENEH

BETWEEN cast(date_format(current_timestamp - INTERVAL '1l4' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

ERERRIRBZERENES

>= '20230301"'

Tl JRPFIHT 2023 F3 A1 BERHZEXRBIRIP192.0.2.1 WWFTE CloudTrail &30
cloud_trail_mgmt_1_0
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

T RBPFIHTEE 30 RKAXRBIR IP192.0.2.1 B9FTA CloudTrail &3
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Security Lake & 1] CloudTrail £3&E8 41

AWS CloudTrail BERERFPEYA FIEZN A APl £ AERAWS RS, 1THEETLAER CloudTrail ##EL T f##
UTRENER :

AT RAWSERA 1 B9 —£E CloudTrail HiEE R RH :

B 7 RAWS RSFARERENE

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
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http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation',
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

£ 7 X192.0.2. 1K BIR IP WATA CloudTrail JE3E %

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '127.0.0.1."
ORDER BY time desc
LIMIT 25

B 7 XRAFAE IAM SEZI Y5 R

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.service.name = 'iam.amazonaws.com'
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ORDER BY time desc
LIMIT 25

B 7 KRAGERASEIE AIDACKCEVSQ6C2EXAMPLE HYSE4

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

T & 7 KAKMKH CloudTrail idF5IE

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 ###T28&E 1 B SN R £ M E R B

Amazon Route 53 Resolver Zif] A = A LA IR ERH Amazon VPC YR BRI 1T DNS &ifj, 1JEAF
A LA&E i) Route 53 Resolver EAE , L THRUTEBEWNEER

BT RAWSIRIRZA 1 B Route 53 EHTeR &1 B S —LRHIEW :

&% 7 X CloudTrail K#Y DNS &#if) 5%
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SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

d% 7 XA E s3.amazonaws.com EER DNS &K FIER

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

T X7 RAKRENH DNS EHHYFIFR

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
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answers
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

£ 7 XAEE 192.0.2.1 19 DNS ZiHH IR

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Lake X} Security Hub CSPM @& 45 R 12 i) =4

Security Hub CSPM AERHLZ RSN LENE , AWSHEBZRBERLTURENRESTKRRLE
BHIIRE, Security Hub CSPM 24 A TLZERENER , AEWCREE=ARFHVRELE R,

LA 2 Security Hub CSPM &4 R —LRFIES

BE7 RAFEHERATHET MEDIUM BWFTAE LRI

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND severity_id >= 3

AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 XANEERERI

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

BE7 RANARFEESHRERD

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

R Amazon S3 FEBHNEE LRI ( TEHEIERS )

SELECT *
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')

LIMIT 25

BRARRTD RS (CVSS) B2 ART 1 HWAEXRI ( KTERHS )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

HEERAREHEE (CVE) CVE-0000-0000 KIiEZE X ( FatE FR& )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

i 2 7 KA M Security Hub CSPM £3% B&E 4 R~ MR

il

SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 RARERIPHFRREKE

SELECT
count(*),
resource.type
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

BE7 XRABPERATNEZZRERE 2

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BET7T RAREESHNRAELRN

SELECT

finding.uid,

finding.created_time,

finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC it B &M Z & &8 R~ Hl
Amazon Virtual Private Cloud (Amazon VPC) {2t Fxit i VPC MEEOK IP REMNIFHAEE.
LU RAWSTRARZA 1 #9 Amazon VPC i B &K — &= R4

i 7 REVEHAWS XigRE

SELECT *
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

BE7XAKRBRIP192.0.2.1 FRE O 22 BFESNHIER

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 RATE B IP at %R E

SELECT

COUNT(DISTINCT dst_endpoint.ip)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

HE 7 XAIREB 198.51.100.0/24 Wik E

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
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RAriEmE

AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)='51"

LIMIT 25

BE7 XAWAAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BEE 7 RARERRA 443 WERNBEIHREFF

SELECT
traffic.packets,
dst_endpoint.ip

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND dst_endpoint.port = 443
GROUP BY

traffic.packets,

dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7XKAIP192.0.2.1 1 192.0.2.2 ZEINFIERE
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SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND (
src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time ASC
LIMIT 25

BET7 RANABEAMRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7 RNMABHERE

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'

LIMIT 25

"X 7 RAMBHELHNRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

AWSIRIRZA 2 #9 Security Lake &4 (OCSF 1.1.0)

AR Em M T XM Security Lake FEHEHIBEIES , HIIEEREMRAE 2 FR4EXISFHAWSAWSIER
B —EEHRG, XEEHEERTBEERIBAWS X8, ROEANR us-east-1 , ENEEERSR ( #
ERLMILER ) o Bbo , REIEFBWMEM LIMIT 25 38 , HZIRE 25 {icF. BALLERZSHEES
BEBCHREFHITAE, EXEZRH , B2 Amazon Security Lake OCSF &1 GitHub H %,

& T LAE 8 Security Lake & TEAWS Lake FormationZiiBEFM KR P BIE, BIET LUIE Security
Lake ###A. API SRAWS CLIFRIBE=FTHAF . F=FITEAFPEAUNEIEENKRES
Lake Formation ##&,

Lake Formation ZiEHEE R MM B ERHEN IAM B EFHABIBEMRL SELECT R, 1TH
At AR Security Lake FEIEM , REFREETHEIE, ANt ZEEEE AN RENITEAF
WEZELR , FSEEE Security Lake 1T 5 P B &1 8 BR,

DTEASEETHRNTIESE , eventDayATERENERNEEENRERETEN., BXEZE
B | 55 # Querying data with retention settings.

Bl , REE 60 RNHBFECIH , NENEWNSSHRIRS , BBhIEERE A HE. T 60
RWREH , FEERPMANUT 79 :

WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)
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ZEFMER 59 X (A= 60 X ) K% Amazon S3 #l Apache Iceberg 2 8] B I ERIE = B} 8] &
L)

o

H &Rk

&Eif) Security Lake BIERT , BATFHIEFTTER Lake Formation RV BT EEN.
SELECT *
FROM

"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

AERENEILESEIUTRAE

« cloud_trail_mgmt_2_0—AWS CloudTrailEE5E3h

« lambda_execution_2_0— Lambda CloudTrail By ZiEE 4

« s3_data_2 0— S3 CloudTrail WIS 4

« route53_2_0 - Amazon Route 53 Resolver &if] A&

« sh_findings_2_0—AWS Security Hub CSPMiAZE 4 R

« vpc_Tflow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) it B &

« eks_audit_2_0— I 5 Elastic Kubernetes Service ( L & EKS ) #it B&
- waf_2_0—AWS WAF v2 B&

Gl RAFTEXRE us-east sh_findings_2_0 -1 XiZ#9 Security Hub CSPM A&EL R

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

fE P X 1

&E1f) Security Lake BER , BAIFENPFERRENBEEXHEMITEEN. B HalEMd
Security Lake W¥#EEXEHHN TSI , S H Amazon Security Lake 6 Ko
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G FIHREFRIE IP 9IS Virtual Private Cloud &3

LTRREIZIBTIE (20233 A1 8) 2/520230301 (2023 FE 3 A 18 )iE%
Bvpc_flow 2 _0%kBIRIP 192.0.2.1 WWFTE Amazon VPC i&E3us-west-2DB_Region,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

7 X B

BYNBEH#TIX , EAUURFHSAERMARNBIER , MNMRSHEHRERE, 5 Security
Lake 1.0 #HLt , Security Lake 2.0 F# 5 X T4E Security Lake I E&Eid time_dtregion,
Maccountid3>(#; 5 X, M Security Lake 1.0 EideventDayregion., MaccountidZ# I T %
X,

EBifjtime_dt T EIERKE SSHWEHE S X , HET LUK Athena FEME TR AN FZER—HHITE
o

UTRER time_dtoXZEif 2023 3 A 1 BZEW BENERRA

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dt WERLEZFEUATARRE :
BE1FARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' YEAR
X1 PMARKENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
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T X 30 RARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3@' DAY
TE 12 MIERARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
T 5 AHAKENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7-14 KRBT KEMNSEH

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

ERERMI RSB ERENSEH

WHERE time_dt >= TIMESTAMP '2023-03-01'

T RFPHIHT 2023 FE3 A1 HEXRF2EREBIR IP192.0.2.1 B9FFE CloudTrail 5&3h
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

T RkPHIH T X 30 RKHWKRBEIR IP 192.0.2.1 B9FTE CloudTrail 5&3
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25
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B R 28N R

Observables = Security Lake 2.0 L2 # HH —T#EE. AMEBENRE—MHTE K HPIEHE
EXP TS A RINEXEE. BIERTUEKE , AR TUMNERBEEFREERZENRE,

B EWTNENRFHRELE  ATLUSHEERS N EMBERFA S, K UIDs IPs, BHE
MEM 10C RBELZLHAR

XE2—/M#H observables A EHADE IP {E “172.01.02.03” B VPC Flow 1 Route53 &P BER
~HER

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"
AND observable.name='src_endpoint.ip"')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

Security Lake & i) CloudTrail Z3&E#9 =4l

AWS CloudTrail RERFHI A FESI M API FERERAWS RS . i K& TEAZE# CloudTrail #3iELL T 2
UTERBNER

BT 2N iR 91
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AT R —E4IAWSIRMAS 2 CloudTrail FIEIEZE R RHI

B 7 RAWS RSFARERENA

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation',
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

d%7X192.0.2.1FKEE IP WA CloudTrail &5 %

SELECT
api.request.uid,
time_dt,

apli.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25
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B 7 XAFRAE IAM &Y 5K

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

TE 7 RAAMEATEIE AIDACKCEVSQ6C2EXAMPLE HY3E45)

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

&I 7 KRN KMHY CloudTrail icF3IE&

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

Route 53 Resolver &if] H &1 &1 R4l

Amazon Route 53 Resolver Zif] B E= A LA IRERH Amazon VPC YR BRI T DNS &if, 1JEAF
A] A& i) Route 53 Resolver EEE , L THRUTHRBENEER
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LT RBAWSRIRZA 2 B9 Route 53 reesolver Z2if) A E/ — &R RH :

% 7 X CloudTrail WY DNS &5l

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

d% 7 XA E s3.amazonaws.com EER DNS &K FIER

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

A 7 RAKREN A DNS EHAYFIR

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
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rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

£ 7 XAEAE 192.0.2.1 19 DNS i FIR

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Lake X} Security Hub CSPM B &4 R & i) =4

Security Hub CSPM J &ML RSN ELEMNE , AWSHE B EBREL LT URANRESERE
BWIRIE, Security Hub CSPM 24 BATLZERENER , AEBRKBE=FRFHNAEE R,

LU RAWSIRIRAS 2 #Y Security Hub CSPM RIMEERHY — &R R

BE7 RAFERFRATHET MEDIUM WFTHERN

SELECT

time_dt,

finding_info,

severity_id,

status
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 XANEERERI

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE7 RANARFEESHRBERD

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

BN Amazon S3 FERMFAERI ( TTATEIES] )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

BRREITED RS (CVSS) BA KT 1 WiEELRI ( TrSEIRH )
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SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

HEBERAREHEE (CVE) CVE-0000-0000 HYAELI ( TatiERE )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

&2 7 KAM Security Hub CSPM XX AE L RN~ RKE

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 XRABERNFHRFRELE

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type

ORDER BY count(*) DESC

LIMIT 25

BE7 RABERATHNZZRERGS

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 RAREERNRAERI

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC 7 B &M Z £ &= i8R Hl
Amazon Virtual Private Cloud (Amazon VPC) &t xi# i VPC MEZEOMN IP REMFHAEF R
LT 2AWSTERRA 2 B9 Amazon VPC i B &R — & R4

I 7 REEHFAWS XiERE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

HE7 XHXRBIRIP192.0.2.1 MiRix 0O 22 HEZHN SR

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

BE7 RARE B IP #at K HE

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

HE 7 XAEEB 198.51.100.0/24 iR &

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."', 2)='51"

LIMIT 25

"E7 XAWAAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BEE 7 RARERRA 443 WERNBEIHREFF

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

HE7 XA IP192.0.2.17192.0.2.2 ZENAERE

SELECT

start_time_dt,

end_time_dt,

src_endpoint.interface_uid,

connection_info.direction,

src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip '192.0.2.2")
OR (
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src_endpoint.ip '192.0.2.2'
AND dst_endpoint.ip '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

BET7 RANABEAMRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BE7 RWAAEHIERE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Qutbound'

LIMIT 25

BET7 RAFMBHIELHNRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied’

LIMIT 25

Amazon EKS F# B EM&Z £ LR R4

Amazon EKS A& RIS FEESEZEM Amazon EKS 2 | S H @ &5 K 7 12 4L 5 i Fi2 o
CloudWatch H/u\o XLEH/U\—JLJ:,D\EVRi&ﬁ?F*ﬂ‘_ i’/t..\E’J%ﬁo 1T|E%TL)\§1EJ EKS H/L,\J')\Tﬁg—l’)\
TREBESR.

LT RAWSEIRA 2 B9 Amazon EKS &1 B &/ — 2RI :

BE 7 RAMNEE URL iR
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SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"'
LIMIT 25

BE#EE 7 RKEB “10.0.97.167" HiE>

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

HE 7 RAESRRE “kube-controller-manager” < Bk #4918 3K 71 1a 5

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25
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RAriEmE

AWS WAF v2 B &M Security Lake &Zifj /R4l

AWS WAFRZ —# Web BIARRFBXE , TATRIERLAF @SN NAREFRIER Web 18R Hi2H|

XSGR AR E

LT 2AWSERRZS 2 WAWS WAF v2 BEZE#H R :

AT ET7 RARKHR

SELECT
time_dt,
activity_name
src_endpoint
http_request.
http_request.
http_request.
http_request.

FROM

BAEIR IP B9iER

4

.ip,

url.path,
url.hostname,
http_method,
http_headers

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.
AND activity_name
LIMIT 25

ip = '100.123.123.123"'
= 'Post'

."amazon_security_lake_table_us_east_1_waf_2_0"

HE 7 RASEAEEE MANAGED_RULE_GROUP [EECHYiE K

SELECT
time_dt,
activity_name
src_endpoint.
http_request.
http_request.
http_request.

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM

ip,

url.path,
url.hostname,
http_method,
uid,

type,
condition,
match_location,
match_details,
rate_limit

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

."amazon_security_lake_table_us_east_1_waf_2_0"
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AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMI

T 25

BE 7 RASH KA gy IE N =ik = E Ry 15 K

SELE

FROM
"am

CcT

time_dt,

activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,
firewall_rule.rate_limit

azon_security_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND
LIMI

firewall_rule.condition = 'REGEX'
T 25

LKA & 7 RAALKAWS WAFAL B AWSEUEES

SELE

CcT

time_dt,

activity_name,

action,

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type

FROM

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'

AND
LIMI

action = 'Denied'
T 25

."amazon_security_lake_table_us_east_1_waf_2_0"
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REUT = 7 RARE R/ X 5 HANAWSEIE R F

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security Lake P £ EAHERE

AT LA E E X Security Lake , BB FHELE AWS XiF IR BT E R AN, 40 /8 H S E A B &
ETFAENERMEER,

HFEE

EEBLNBEUSALF SR EFE |, BAILUER Security Lake HHYAE R EHIIRE N BIEE BRE
B, XEREBREAFHBEETEEIERN Amazon S3 Fi# K5 , A% Amazon S3 W RELER Hit iz
fit SR B H 2 B2 % 7 A 5% Bl R AR B Y B R BR o

/A Warning

RAVEVUET Security Lake #2#|&. APl 2 CLI BB RERE, X2ENEEE Amazon S3
B S5 188 Amazon S3 4 an B HAR & Al 88 < Ml BR T 2048 PR LE 18 15 (B 304

Security Lake FREBIZENEEFEEM
£ Security Lake P EBRHEREN , BEFEATEESI .

- Security Lake 7% #F Amazon S3 N RHIE. RIBKIFHFMEMER , S3 WRBER AL TEAR
o ERINRBEXNTEH S3 NRYUELP M RBTEBEBIRTEL B EEIE.

« BRIAHY Amazon S3 FfEE 2 S3 Standard, MREKREEREIRE , Security Lake 28 Amazon
S3 4w AHEEMNMINRE , BIEA S3 inaF#E TR 76 KE,

* 1E Security Lake F , AN EXFRINIEEEFRE. HlW0 , BULLHEEPNE S3 XN REE
AWS Xif BEBALIE M 30 XELEEI S3 #rk-IA FiEE 5,

- BRRBIREBEMCER T EMTE S3 EMEEFIEIE | 1B Apache Iceberg TTHIET TIEE R B KB
.,

/8 A Security Lake Bl EEFIRE
EFREEA Security Lake Bt |, BERBUTHBAN —IMHZANAXEBEREZFRE,
Console

1. 7£ E3TFF Security Lake #2#l& https://console.aws.amazon.com/securitylake/o
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2. BEANRENE2S . ELERE , TEETFHETERERNMER, RAEEREEN S3HR
IR P B Amazon S3 FiEE., ( RIIEKERINFE#ER S3 Standard, ) BEERNZFMHE
REEETFH (UXNBN ) . EEZNBEENKRERNEMTFMHE , FEFFIMER , A
EMAGEFHENEFHNRE,

3. EIEE SIXRHKISHATE , TEFERNER. RE , W THFHEEK , ERIH. I TEEFY,
MAGRENRUZEEAESEMIREFME Amazon S3 PRI ERE, ZATERE R
fa, NEIH , Amazon S3 & EHMIRR.

4. SERJE , 1&#F Next (F—%).

FHNERXREATEEZANAINSRFABAT Security Lake HFTE XiF,
API
E £ &k Security Lake U REAXEEREIRE , BEA Security Lake API

B CreateDatalLakei®E, MREFEHME AWS CLI , iFIEZ1T create-data-lake a8 9o
fflifecycleConfigurationZ B IEEFMENRERE , TR :

« 3F transitions , BFIEEEEHE Amazon S3 Fi%3 (storageClass) R FEME S3 WRH
BX¥ (days).

« X¥F expiration, AIAFEATEEFEEXEENRCIEETE Amazon S3 FEMXI R E XK.
ZRBERERE , IREIH , Amazon S3 &R EMIBR,

Security Lake &% BN A ZIETE configurations MRMW region FERFIEEM X,

Fltn | ATt fEus-east-1XBHBEREZSM, EZXEH , IWRE 365 KEEH , IR 60
KiG¥#E) ONEZONE_IA S3 F# K5, kb RHI24 XS Linux, macOS = Unix #1THENLH , ©
FRARMT (\) THE/FRES IEM,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
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ENEFRE

J& A Security Lake f§ , BRBUTHAEHR — MRS/ XEHWEFIRE,

Console

1. £ E3TFF Security Lake 3 &l & https://console.aws.amazon.com/securitylake/o
2. ESMERP | EERXE

3. ER—IMXE , ARERRE.

4

HAREFMRED , WAFRRIRE, XTF#X , EZRER S3 W RFEMRN A Amazon S3 7
ke ( RIVHPMIAF#ER S3 Standard, ) NTEEFH , Fa A/ RFEE X FMH
RPN RE, BAILEESNMER,

BIEE SIS XN RS HATE , FAFHRERESH. WTEEFEH , AALCBENREERER
ERFHITEF#E Amazon S3 FEVE R, ZEREIRSERE , HRFIH , Amazon S3
SRFEMIER,

5. ZTRjE , BERE,

API

EUREBARXNEFRBIRE , B Security Lake API B9UpdateDatalakelR¥E, MREFEHAN R
AWS CLI , iz {Tupdate-data-lakefn v FEZRMERS , ffAlifecycleConfigurationZ#
BEMERE :

- EFWHHRIRE , BEFEA transitions SWIBEEREHFE Amazon S3 K (days) P 7
S3 W RWEBNFETEEY (storageClass),

- EEREMHETH  BEM expiration ZREEE BN REEAESFRRTME S3 R
ERH. WEFHERRE , WRFIH , Amazon S3 &FF ELMIBR.

Security Lake &% BN A EIETE configurations MR region ZERFIEEM X1,

Security Lake APl fJUpdateDatalakeiR{E{ER “upsert” ##1E , RIBENH RIZFRFFE ,
MHATIEA , WREEE , MMITEH. Security Lake £/ AWS INZERF RL & M IFHEENE
BT,

Y uEA KMS encryptionConfiguration WEMN AR TSN XE P EKZZANREZ
X KMS #47 , BiEERANER—XEEEZEH.
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Amazon Security Lake

AR
Blan | LA AWS CLI s S E#HiZus-east- 1K HEFE S HREME# I ERE, FiZXKiE
o, XYRE 500 KESH , IRE 30 KGR E] ONEZONE_IA S3 Ffk5l. RG24
Linux, macOS = Unix #1T#&NILEY , SEARFHT (\) ITHERFRES O34,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass":"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/defaul t"

5[ /ﬁm\ IXiEE

CEXESESTRE - IMHSMBERAEXBHRE. XU EETXEARBESAEER,

BXBEBELEXENRA , S HTE Security Lake il EL & Xid,
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Z2 PN R BZLZERIHELR (OCSF)

ff 42 OCSF ?

FFHN & % 2 B ¥ HE LR (OCSF) RHAWSHE R TN A ESENRERBF XN FRME, OCSF
NEALLEEHREHTIOESRY  EXTRAZSFREEREHNET  EERLLAEERENME
A& BARRE, OCSF WALRRIBIEEE. GitHub

Security Lake 2 B3R BREXZFHN AENBHHIRHA OCSF AWS IRFEM, FHiRk) OCSF

Ja , Security Lake 2 HBIEFHEELNIL Z#E L F# RS (Amazon S3) &S (AWS XESNE
fERE—NMEEE ) P AWS IKFMBEUKIRE A Security Lake B9 B EMEH S FBF OCSF 243
A Apache Parquet #&x. iTERAF AL BEMNEHMNEA Parquet id5% , B AT AN A OCSF £
MEHRREARBFRICRPIENER.

OCSF E4#3%

X E4$ % Security Lake B B S MEAS OCSF e YIS EEHXAACE , DNS 5EZ). SSHIE
A HHWIER OCSF FHBHXMRA, ETLUSESERRFR RN BHX,

OCSF XiRiR 5l

OCSF FAEMFERRANEHERTEHESHEHFHRIR, XL R Security Lake AWS BRFHREX
B E R SRR A X F RV E,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

KR metadata. metadata. metadata. 4 TCEIE R A
product.name  product.v product.f
endor name  eature.name

CloudTrail CloudTrai AWS Data API 1.0.0-xc.
Lambda ##E 1 Activity 2

=4

CloudTrail 8 CloudTrai AWS Managemen API 1.0.0-xc.
HED) 1 t Activity, Au 2
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HKIR

CloudTrail S3
BESH

Route 53

Security Hub
CSPM

The OCSF source identification for AWS

metadata.
product.name

CloudTrai
1

Route 53

Security
Hub CSPM

Amazon VPC

in the following table.

KR metadata.
product.name

CloudTrail CloudTrai

Lambda ##F 1

g

CloudTrail  CloudTrai

BED) 1

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

metadata.
product.v
endor_name

AWS

AWS

metadata.
product.f
eature.name

Data

Resolver
Query Logs

U
Security Hub
CSPM &
ProductNa
me

Flowlogs

log sources

metadata.
product.f
eature.name

Data

Managemen
t

KA

ation ={
Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

TURIRE AR AN

'_I

.0.0-xcC.

|_\

.0.0-1xcC.

'_\

.0.0-1cC.

'_\

.0.0-xcC.

(Version 2) are listed

XA TR R A
API 1.1.0
Activity

API 1.1.0
Activity. Au

ation |

OCSF &IRiA 3!
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RAriEmE

HKIR

CloudTrail S3
BEENH

Route 53

Security Hub
CSPM

VPC # B &

EKS ##H
&

AWS WAF v2
BE&

metadata. metadata. metadata.
product.name product.v product.f
endor_name eature.name

CloudTrai AWS Data

1

Route 53 AWS Resolver
Query Logs

LEAWSZ LEAWSZ IS

2RELRE 2PELERE B ASFF

X (ASFF)fE =X (ASFF)fE HfeatureNa

ProductNa CompanyNa me {8

me me ProductFi
elds

Amazon VPC AWS Flowlogs

Amazon EKS AWS Elastic
Kubernete
s Service

AWS WAF AWS -

KA

Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

API
Activity

HTTP
Activity

TURIRE AR AN

1.

1.

1.

1.

1.

1.

1.0

1.0

1.0

1.0

1.0

1.0

OCSF &IRiA 3!
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5 Security Lake BV &K

Amazon Security Lake SEM7™=m AWS IR ME=ZFFmER. EX2E , TMERRRGEHE
KIZF Security Lake , B ATLAMERIT A F £ A Security Lake FEYEIE, AT EHEA T WL Mm
AWS RS ME =57 mE Security Lake £,

£33}
« AWS RS 5EZ2MER
« Third-party 5 &£ 5 R

AWS k% EZ 2 HERK
Amazon Z& M EHMZEMMER AWS RS . RS ATLMERBRERFN/HITEAF EKIZ1T.
BEREBLUTE. :

« JFHIERIEEF Security Lake
o BTEUZSHPHITFRMELZSEMIESR (OCSF) EHENXR
« BIELL Apache Parquet #& = Elik

TTHEEEN AT B LT AR 2 — R Security Lake #3E :

« BE HTTPS W RMNZ & HRBUREIE
- BEI S #EERAYIARS (Amazon SQS) N Z £ HREUREHE Amazon Queue
- BIFEAEEERRHIE AWS Lake Formation

TRIEMT Security Lake X#FH AWS BRSS £ 51K,

AWS RS SRR 154 BA SERHNITERR
Amazon Bedrock TR & 4 % Al-powered L Amazon Bedrock £EF%
A4 #7 Security Lake
iz
Amazon Detective T & B3 & Security Amazon Detective £

Lake , 947, A= B
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RAriEmE

AWS BRE

I 5 OpenSearch
RS

IV 5% OpenSearch
RS BREVEE

i 5% OpenSearch
BRS zero-ETL

R

I 5 SageMaker Al

AWS AppFabric

AWS Security Hub
CSPM

ERRE

e

iTEE |, KR

TREE (£#H)

e

e

IR

KIR

i BH

FREWER 2R
5 A SRR B AR AR
R

£ OpenSearch AR
SHEL , M Security

Lake BEFER LS
AR,

A&, EFRMER
RBER A WE
OpenSearch JRE M %
234,

ERAEETL &
Security Lake F&if]
iz

£ Quick AT,
X M EEFF Security
Lake EF'E’J H /:I:m\o

4 X Al-powered HLf#
B4 #7 Security Lake
BiE.

RERHEBRS
(SaaS) NAERFH
EHFERER
Security Lake ¥R
=08

LA Security Lake ¥r/f
BAEFNEFHEEKE
Security Hub CSPM
NEZLRELER,

SR TSR

I 53# OpenSearch
RS &R

I 5% OpenSearch
RS EIEEEK

I 5% OpenSearch
RFE ETL BiEENR
=324

RIE £E K

Il 5% SageMaker Al
£/

AWS AppFabric £ X

AWS Security Hub
CSPM &4
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5 Amazon Bedrock &R

Amazon Bedrock 2 —MEE£RERXRS , BE—1ME—1 APl Rk B EN A TE I
Amazon S HREEMER (FM ) &M, §B) Amazon Bedrock I TEARSS 2544 |, &R LURIE A
7, FRECHBELTEELERER  HEHRAWS TERMZ S HERNSBEIEH N AR
Fe, MEEEBRTMEMIEN,

RN ATERE

& O] LAE A Amazon Bedrock BY4E B SageMaker A TEREINAEH Al Studio FHIBRIBSWARD T

ZEMPNHE , SHIRBEALHNXRARESLZLRR. SAESBaRAMENHNEBIER. £HMA
A SQL ERMU KR AL AEREREEHTAEMENNE., EXESZHMAER , FSHEALS#H

Al Studio #1 Amazon Bedrock J3 I 5 % £ 84 B, SageMaker A T £ 823K zh #Y I % o

5 Amazon Detective £ X
ERRER ITHEAF

Amazon Detective A& BIE 2. FENMRRIRFZELERR IR ENNWIRARE, Detective 28
BN AWS RRKEREHRE. AF , EEANSERZY. KU NREEREXTICRR , BHE
R, EEM#HITEZLEE, Detective WHIHEHRERS, MENLTXUETIMAAERER
2RBEHERNEE,

HYREK Security Lake # Detective B , #RAI LM Detective & if] Security Lake 77 By R 5 B A5
. BXEZEER , iS5 Amazon Security Lake o

5 5# OpenSearch FRESERK
EREE - THAF

Amazon OpenSearch Service 2 —IEE RS , AL BEFRNEE, BIEMY E OpenSearch Bk
&8 AWS Cloud. M S OpenSearch ervice Ingestion S IFIRENEIEH OpenSearch FREE& T |
A S ERIR SN RBRARLRAENNRE, BUUREENZEESF | NTTRFEHREIL S
BHRE,

OpenSearch RSS2 S H AR

fF OpenSearch RS 5 Security Lake £/ /G , A LUN Security Lake BB R BN LIRS 85
OpenSearch R BEUR K B T RIKFEHN T2 BB X EZF OpenSearch S, BXxMAEE
OpenSearch [RE BB ELZ L HIBNEZE L |, HSHEA Amazon Service Ingestion A Amazon
Security Lake BiEE R L2 Mf#, OpenSearch
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£ OpenSearch FRFHEEFF B F B BIEE A OpenSearch RSB 25, B HEMN KRR T
MLEIE |, BSMEERRHEREA— N ELEHNRR

5 Amazon OpenSearch RS HREEBERK
SRR THE., XKE

Amazon Serv OpenSearch ice Ingestion 2 — N2 EN LTRSS H[HBIFELRESS , TFAE. ERMN
BRERBIERN L E OpenSearch REFMEZ 2,

5/ OpenSearch BENE BN HIE XIEF Security Lake

YRATLAFE Ingestion OpenSearch {5 f I & i#h 8] S Z % BR &5 (Amazon S3) Service sink @4 fF
BIEMEM X IEHRIR L IEZ Security Lake, Security Lake 2 B3Ik B AWS 3RE, ARihIfE
M SaaS RUBNZEBFEERIFTIHENERE RS, BXEZER , HSHEFEA L Amazon
Security Lake 1 UEFH OpenSearch HEEEE.

OpenSearch £ OpenSearchiREVE & FEIEM Security Lake KX E|

BT L E R Amazon S3 RGN EIEREREMN OpenSearchiZEMEEH, BEXEZEE , 5
% £ A LA Amazon Security Lake 79 KJRHY OpenSearch HENE &,

B 5i# OpenSearch R EMK zero-ETL EEEH
SRE ITHEE (BHR)

I&ALAE A OpenSearch FRFEZEE RS Amazon T2 HIEIE. OpenSearch Service 121
T ETL &5 , AT BAE#EFE A OpenSearch SQL 5 OpenSearch EiE4EiEE (PPL) £ Security Lake
REARE , MAENEERNEERES M TEZERMmEER, XMAELEBIHEHHK
&, RFEER OpenSearch IREZ MU FRMR P H Discover R RS MHBIBAAEMNMNE, HIRENERE
SEEVRBERAMERRED EZR , RUUANENERBERSIUAE , RENEREZ OpenSearch
RS ESIH, BEXEEEANEZEE |, 55/ (Amazon S OpenSearch ervice F A &1Ef) FHfE
REEENR,

OpenSearch fR%5EH OpenSearch TS E S EEE M Security Lake FHIEIEH FH BN RS

NE, Akt , BEECBE—ANKIBR , FEREE%1E Security Lake $i3E LA OpenSearch & ETL I
Be, RIBBIERRN , SO U EEERIFMHE Security Lake FRHIE , MRIREURL #2 3 5 A1 X L 3K

., BULREEEAMRE , HAERARTERSIFIEEM Security Lake BIEE# 1TEH AR OpenSearch 7

o
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https://campus.barracuda.com/product/emailprotection/doc/98214513/integrate-amazon-security-lake-with-email-protection/
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https://docs.boschaishield.com/amazon-security-lake
https://www.chaossearch.io/platform/integrations/amazon-security-lake
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https://www2.deloitte.com/us/en/pages/about-deloitte/solutions/deloitte-aws-relationship.html

Amazon Security Lake ArfEm

ERHY

DXC - SecMon
EREE - ITEAF. RS

DXC SecMon M Security Lake IWEZ£EHHLIBXLEEHS | URVEBEENZRLBHHALEER, X
EYMTHAE T THRERTEWRR , HER 500058

ER RS ER , DXC & Af HBBH IR A 48 K HE Security Lakes
SRR
Eviden — aiSaac ( LA FIFEHR)

SERCERE THEARF

Alsaac MDR F &£ Security Lake LA OCSF £f¥HREH VPC R BE , HFA Al LBk M &
ftr o

ERH

ExtraHop — Reveal (x) 360
ERERE R

Bid LA OCSF ¥k B ExtraHop Reveal(x) 360 FIME#HE ( 2IEXT 10C 9N ) BE 2| Security
Lake , BRI AR THEARMEARFN T2,

EA A

Falcosidekick

ERRE R

Falcosidekick 2% Falco BH H N HE %X F Security Lake, WWERFEH OCSF £WSHEZE2EH.
AR A

Fortinet-Z= R & By ‘K 1%

ERCRE R

DXC - SecMon 128


https://docs.devo.com/space/latest/324337730/Amazon+Security+Lake+collector
https://dxc.com/us/en/about-us/partner-ecosystem/aws
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": {
MAWS™: M
}I
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifier}"
1,
"Condition": {
"Bool": {
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"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",
"Effect": "Allow",
"Principal": {
"Sexvice": "securitylake.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifier}"
1,
"Condition": {
"StringEquals": {

"aws :SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:securitylake:us-
east-1:111122223333:*"
}

EFATHETRRNERE , H28 (AM AFER) PMETSONERANET RRNER,
Security Lake B R B&IR/E
TERREE =2

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETUAN T AR FRITER
E , UREMF ARG THIT,

JSON ZMEH Action TEMAAATERK T AT RIELLFHNRE, ERBPISREAR TR
ITREIRERRR,
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B X Security Lake B{EMFIR , B R BRFTINSE"HFH Amazon Security Lake E XL BRE,

Security Lake FH RIEIRIETRENFERAUTHE

securitylake

flan , EmAFRFIHRSETRMAFNERNNIR , BEIRAZAFNRESIE
securitylake:GetSubscriber ¥, REEIEQMUMITE Action = NotAction THE, Security
Lake EX T —HBECSHERME , UERETUERZRFHMITHES

EESENMEOPIEESWMRE  BEAEZSNENRT.
"Action": [

"securitylake:actionl",
"securitylake:action2"

EEF Security Lake ET HHBHKREERHI , S H Security Lake ET HH KRB R,

Security Lake B R BE %R
XEHRBRR : =2

EIE R A LAER AWS JSON REERIBEW ARG RMF L, HHRY , BNEATATLIMF AR RRITER
&, BAREA ARG TIIT,

Resource JSON K T ZEEEBHNAREN — I RS IR FNRESXKEK , EEAHE Amazon
FBEBH (ARN ) BERR. N TAZFHRRERXROEAE , EEAEEN () ENEANATHRER
R o

"Resource": "*"

Security Lake EX T AT RIREE : {THENFERBRBIEREE AWS X, AWS Ik &7
FEAEREDIEEX LRI EIR ARNS,

Bk Security Lake BREHENVIIKRURSTHELEN ARN B% |, HSH'RSFENSE"HRH Amazon
Security Lake EXHHIRERE, ETHAUNSHEREN T RIEEWLRE , BSABRSERNSE F
B Amazon Security Lake E X K2 4E.
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E&EF Security Lake ET H W KERERHI , 5S [ Security Lake E T S AR =B,
Security Lake B3R BE K448

XEFRHETRSHRESRFR : B

EE R WLAER AWS JSON REEKRIEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
1, UREMAAZRHETHIT,
Condition TERBENNFHEEEFVMENRIT. EASGIRBERAZEZER (FW, ST

T ) WERARER , MERBPNFEEERPNEREE., EEEME AWS 2R&FHE , F5H
IAM AP 1ERPAWS £ E5H £ TXHER.

B X Security Lake RN FIK , HSHRFBENSZE"F I Amazon Security Lake BIEHFE, E
TN PLERENTREAZER , BRI BRFZRINSZE"FH Amazon Security Lake & X EY#g
Fo BXREAFHENKIE R , ESH Security Lake ET 545 K =6,

Security Lake F Y5 A2 H15] Tk (ACLs)
¥ ACLs : &

mEEHE SR (ACLs) ZHIMLERIEA (KPKA, AFZAR ) ARBRAR. ACLs SETRIFEH
REERA , REEAIAEA JSON KM,

Security Lake %% ACLs , XEMRBEIRISERF ACL i nZEl Security Lake &R
BT Security Lake BN E T E /Y15 BRI X PR &I (ABAC)
X # ABAC ( REEFHIIRE ) @ =

ETEMMIGRMNRIESE] (ABAC ) R—HMERER  ZERETHRININEMEREUNER, E1TL
AR NE IAM S24RFD AWS BB |, RGi%1T ABAC FBUA T EEZEEANFEES R R LHRET
[T prigag: L=

EETREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R4 EBERBNRHE TEZPRUEFLER,

MRENBRSEN TEMERREBXIFMAI=AFMER , UXTZRS  ZEAR. NREMRSN
NTHDFRREISMEX=NFMHR , NZENTD.

BEXABACHEZEE , 2R (IAM AF1E®E) RWEA ABAC BIUEUNIRE, EEFIZE ABAC
SHRNHEE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .
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A LU AR XM INE Security Lake &R (1TREE ) , ARMNARBENEE. AWS IKF AWS XiF

BIETLUBES E R EEEY Condition TERFPIRMIRZEERBFIN X LR RNIGE . BXIRiE Security
Lake BRNEZER , BSRNZEHERINNEL. BEXETEHEHHNRE (ATRESRNRESE

HIFHZEREE ) =B, iES R Security Lake EF BRI F#E R,

7 Security Lake & F s Bt ZE
S HFIREHEIU : 2

IS EHE BRI AWS BRNEHIARINIE , A ERESFEAKS IR YRACR B IEN,
AWS BiIZHARERIGFHES , MAREAKBHEZEH. BXEZELR , H2H (AM BFE
) FH IAM PRI Z2EERER IAM B, AWS RS

Security Lake X & A G EIE,
TN ER R RI21E
TEERFRIKE (FAS) | 2

BRI TE (FAS) SEA A EMHAVINER AWS BRSS , B E AWS BRSS @ TR SS & HiE RV E
Ko BXRARH FAS AREWEKFE , TSRAERLRSE.

H L Security Lake IREFTEHM AWS RFHPHHAMAXBRENNRE. BXRAXERENSIXK , FS
2R Z NS E H ) Amazon Security Lake E X R 1E,

Security Lake IR A&
XERSAR &

R AR -—TRSEE, KRRENTREN IAM A€, IAM EER AT IAM PO, SRl
BRERSAG. BXESZER , E5H (IAM AFER) PHIER AWS BRSERNENAE.

Security Lake FRARBEARS AR, B2 , ¥IEFEHALZ LM EventBridge AWS Lambda , # 40
AmazonHlAmazon S3Z KM XBFFHIERFZAER., ERREHNITIEE |, Security Lake &1 R
SHEXAE,

/A Warning

FURESHEHNPRIUEESELMFER Security Lake Bf S B2 ER B, X2 Security Lake 1214
MENESN T RERSAL,
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Security Lake BVIRSHX<AE
XERSXBKEAR 2

BSHAXABR TSRS AXKN AWS BSBRSAR. RS AUMARRERTRENESE, RS
HXASHIELN D AWS K/ |, HFEARSHAE. IAM EERTUESEBTEEERSKXEKAR
YA BR

Security Lake & 73 AWSServiceRoleForAmazonSecuritylLake B IAM BRSHEX A

B, Security Lake RFEHEXABERTFRKEFREZLBFPHBRFSHNERE. RFHEXACR— T 5
Security Lake E1ZXEH IAM B, ©RH Security Lake FIEE LK , ©23E Security Lake AWS AR
& RERARFEUEAFTERFTENPR. Security Lake FEFTE B A Security Lake AWS X3 #91th 75 &R 55
ARSHEXAE,

BROIEHERE Security Lake FRFHEXBEMNFMEE |, SR 1£ Security Lake FERARSZHERXA
&,

Security Lake & T & 138 K B =45l

RIMBERT , AP MAERECERIEN Security Lake BRINR, ERFAFNMERRNTERE
HABR |, IAM EIE 5 A] LA 1AM 3R RE,

ETRMAERXLRE JSON REXHELIEET IAM HHHERE |, E565 (IAM BFiERE) P8
2 IAM X (258 ) .

B X Security Lake EXHREFNGERELE (RSN ERXENER ) WEAEER , BoE (SR
WS#) H K Amazon Security Lake FIR1E, HRMFZH 4. ARNs

£

- RMSERE

« ff£/ Security Lake & A

- =™l RATAFPEEEHSHNER

- =l ATFALEBKFEENBRERENEER
- R ATAPBRERESERITHAS

REERIEREK

ETEMNREBEATHEENMNAZRSTUCIE, HRISMEREMNK S FH Security Lake B, XLk
AEERE AWS IKF AR A, AR AEEE TS ORI , BERUTERMERIL
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- FFAER AWS REFEBAHRORENRNE —EFKRBAFNIEARRETFNR , EEANTFS
ELAFIRFRRHNAWS HE X, SINEMRBMRAIRTH AWS kP, RITEBIEESR E LEXY
ZH ARG AWS BEFREERERE —SRHINR. BEXEZER , ESH (AM AFEmR) $H
AWS EERBEN THEIREENAWS FHE K,

- MAZRIKNR : £FEA IAM REEZRENRE , BB FRITESAENNR. At , BALE XL
ERERGTUUNBERRNTHRE , EHARENREFT, EXEA IAM BANRHESE
B, #ZH (AM AFER) 98 IAM R FIR

o A 1AM FKEPR RS — SREIHRIAER ;4477 LA 5 R IS4 SR BR A4 18 4E R R A 15 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFFEER, MEBRSZBEREIZRENHXE
FARY , JUlth AT BAGE R SR SR R 30 AR SS#RAE R 7 (R AX PR AWS BRSS |, #5l#0 CloudFormation, BXE
ZER |, B2H (IAM AF1EmME) P/ IAM JSON EBTE | &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEEHN LS MHEMINEENY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIRENEI , HBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) MM IAM Access Analyzer iF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URER
=, ZELAR AP BENEE MFA , B MFA RERNBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM F R HEXE,

/A Security Lake #4114

Ei5 | Amazon Security Lake %5 , BUMERE —HRENR, XENRADATFEIENEFTR
RIZH Security Lake BIRHVIFHAEES AWS Ik, MMRAZBLEXENRENRENTENET FHH
KEE , NTHMT ZEBHEE (AFRSAE )  BHAEEERMBIEREZET,

X FARFA AWS CLI X AWS API IR, BEFAEREFEZEHFHENR, R , IRFHREH
ZHMITHY AP RVEME LB VIR 4F

RNERAFPNAGRTLER Security Lake #2414 |, BHI2E IAM REEH W HIBHEZEH AHENE, BX
EZER | H5H (AM BFIERE) F1 IAM $riRFF,

MRECET AFAFPHARMER Security Lake #2H| S EKE | FHRRZEKIEXLAFPI/LE
EREEFAE LHRNERAOENEREE, BN , iR EEEH A LSMERE RXLERRAIFMAE
J

Bl EEAEFIERMMEESCRR , AP SMEEBMITUTRE
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Amazon Security Lake

RAriEmE

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

« iam:PassRole

« lakeformation:RegisterResource
+ lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

R~ RTAFEREECSHNR

ZRGIEER T B G RRE , AW IAM BFEENNBEAF S ONNBRMTEERE, LERBE

FEERS A ESHER AWS CLI 5 AWS API LURTE S 5T B IR ER R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

:usernamel}"]
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iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

R RTFARAEERKFEENBREENEER

WRBIRR T a6 8 — IR #E K S0 1F AWS Organizations AR EE MK~ H A - H HA LRI ENBK
Z 1T Security Lake BEE R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministratox",
"securitylake:DeregistexDatalLakeDelegatedAdministrator"

]I

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}

| RTER P REREESITEAF

EETHANREF  SUUERAZGEETIRERIZEHRT Security Lake BRI A, RRGIRTRT M
fIBIER /2 B P £ A Security Lake # %A 5 Security Lake API EFTHAFHNEK, B2, REY
TTERAFH Owner FENERAFHNAFER , REFT 2B TR,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscribex",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
},
{
"Sid": "ListSubscribersIfOwnex",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Ownexr": "${aws:username}"}
}
}
]
}

FEARRGF , MBRAFER richard-roe WAHFEREFEEMIAAFWEAER , WZiT

% A R PRI Owner=richard-roe 5 owner=richard-roe., &N , ZHAFEHIEL

WiEe RHEIRZEE Owner IEE Owner M owner , RARHRBEMFTR D KRNE, BXFH
BRNEZEE , H21 (IAM BF$ER™E) https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_condition.htmIF #J IAM JSON KBETT# : &, BXHRIC Security Lake
BRRNEZER , BZRANLZL2RFRBINFE,

AWS Z£ ML E RS

AWS HERBZHLUIENEENIEZ KK AWS, AWS REXBEZENTZELAGIRMENR , UE
BRLFRAAF, ANBEsERNR.
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FicE , AWS RERBURASNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BRMNBUEBEIEXBETEARINE S EERHRRRE —SRDNR.

BT EEH AWS HERBPE LR, MR AWS B AWS HRERBPELHNNR , MEHFLE
IHiZREATXBRNFTEERASH (AP, ANAE ). AWS REAREERIFHN API HIERS A
LAGERIET AWS ARSS BY API R 4ERT EXT AWS HEE XM,

BXRESER , F5H (AM BFER) B AWS EEA KK,

AWS IEE R : AmazonSecurityLakeMetastoreManager

Amazon Security Lake £/ —I1 AWS Lambda IhEEREB SN IR Tz, BIFEALD

8t , Security Lake B] BUS/E & &89 3033 A B3R U9 T 5 20 18] 32 774 AR &5 (Amazon S3) Service %X
REIFIHIEE & AWS Glue TH, LIEEFREETE Lambda BT S3 7 XAMBIEXH RSB RPH
AWS Glue FTERBR,

R FAE R
ZERBEEE TR :

« logs— AWZEF AL Lambda B ¥ H Hi 12 %2 Amazon CloudWatch B &,

« glue— RFZEREAX AWS Glue HiE B FRIITIHENBEARE, XA AWS Glue TR E
RAZBHBTEFND X,

© sqs— AW EFR AT ELEIEH RN E X RETREBHBAHB Amazon SQS BASIITHFER I
Bk,

« 53— AT ZERANTELHEIEN Amazon S3 FHBINITIEMIREME ANRE,

EEFRRBINR , SR (AWS REXRKESZE) Sl

AmazonSecurityLakeMetastoreManager,

AWS FEEREE : AmazonSecurityLakePermissionsBoundary

Amazon Security Lake @R E =5 BESURAZE IAM ARLUEBEBARER , hAE=5F8EX
THERAFCIZE IAM BEUERAKERFHORE , HEQBRXLA G /AL EERE LHEHNRZ
Ro BEFWATEMRERAEALLERR, NREAFFEEN AWS KMS 248X #5317 0
#kms :Decrypt , MAHN T kms : GenerateDataKey X R,
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ELERRRBANR , BSH (AWS REA RS E) T/

AmazonSecurityLakePermissionsBoundary,

AWS FEE KB : AmazonSecurityLakeAdministrator

WA LATEEANEE R EK P B R Amazon Security Lake 2 89 1% 3 4 Ff in
AmazonSecuritylLakeAdministrator KB, WREERFEENR , AFEEMEXFTE Security
Lake BENTLHEINRER. 2fF , ZEMEAEME Security Lake # , H7E Security Lake HFELE K
BAITHRAF,

Z KB EIE Security Lake B R 7B Security Lake X Hfth AWS BREHITHIRAE,

ZAmazonSecuritylakeAdministratorBURAF X #EFOIE Security Lake FTENSARFAEKE
B Amazon S3 BXIiEFl, EHEMFHEHIES X AWS Glue, XFMNE B E RN EIEEZ T Glue
JERZBH HTTPS LinT [T R BB BIE. B LUZEER Amazon Security Lake A THEY R EAIEEI 6
BXEAE,

B AmazonSecuritylLakeAdministrator &N KBS , Security Lake EFE
lakeformation:PutDatalLakeSettings RIRHITEMMEEBE. PutDatalLakeSettings
RFFEAN IAM EH1EE 7K F P PTE X1E Lake Formation BIENEER R, ZAGLAENKINE
iam:CreateRole permission XPRF] AmazonSecuritylLakeAdministrator K&K,

Lake Formation B2 G A%} Lake Formation 24| A T2 ERER , F HATLL
AR EIER B MR R. Security Lake £%F/3 A Security Lake B E & H]
AmazonSecuritylLakeMetaStoreManager B ( REMIEEAE ) $8E RN Lake Formation B
B, MEMIIAT A ER, EHMREN, T XUAREERNNRER, BUHMIE Security Lake EE
AAFRACHREFEEU TR :

(® Note

NTRERBEHNREKR FET Lake Formation BY1T[E & 5 RIFXBR , Security Lake Z 17N
AT glue:PutResourcePolicy® R,

JSON

{
"Version":"2012-10-17",
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RAriEmE

"Statement": [

{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}I
{
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": ["glue:PutResourcePolicy", "glue:DeleteResourcePolicy"],
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

RERFMER

ZERBEE S A TRR,

« securitylake - RFEMAEIIFTE Security Lake RIEFHBE T2 A ER,

+ organizations - R EME S AWS Organizations ®REXALFHKFHNER, MREKFE
FEAMNAL | NX LR Y Security Lake 2 #14 ERKF ZHMAKS,

« iam— AFZEIE AT Security Lake, AWS Lake Formation, #5612 RE XA E Amazon

EventBridge , X2 EAXLERFHNLFLSR. F , EAFATHAAFNEEKRAEGIEMN
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IRERREE | XEABPFNNRXERETF AmazonSecuritylakePermissionsBoundary K& R
PR

« ram— AW EFEABBITHEX Security Lake JRH Lake FormationE T &EifH 7 R R,

e s3- AT EARBIBRMEE Security Lake B HIREUX LFEH AR,

« lambda— AEFEFEAEE Lambda AT AWS REIEE RN E XIHE H 2 FEH AWS Glue &
X,

* glue - AW EMHBIEMEIE Security Lake BITEFEM &K,

« lakeformation— RFZEIEAEE Security Lake kY Lake Formation R,

« events - AT FHEER TFEHBIEE A Security Lake R E AT &AM,

« sqs— RTFERACIBRMEIE Amazon SQS A% , BT mITHEEH Security Lake & B
.

« kms - R FEMME Security Lake B FERAZTFREEZRABARTENHRINIER,.

« secretsmanager - AW EFHEER THEMBIEEL HTTPS iR B A Security Lake SiRET @ EI1T
% A P 4R

EEFHRBHNR , H5H (AWS REX KK SE) B AmazonSecurityLakeAdministrator,

AWS IEEXRRE . SecurityLakeServiceLinkedRole
Security Lake fEFl & NAWSServiceRoleForSecuritylakeMRZ XA RRLBMNBEERZSHE
o

BT 8N SecuritylLakeServicelLinkedRole B R KL M INEIERH IAM R4, B3R BE B H0 2 BR
SMXAE , R Security Lake KFRBIMITIRE, BXEZEER |, 55 Security Lake B RS x
AR,

AWS FEE KB . SecurityLakeResourceManagementServiceRolePolicy

Security Lake fEf & MRS REXA
BAWSServiceRoleForSecuritylakeResourceManagementRiA{THF4E = MRS S |
MNIB D IER MR A, REEEH Security Lake SIEH R RN, it Security Lake RE il B
SecurityLake _Glue_Partition_Updater_Lambda, X F BTk LEBHER v2 FRREBHES |, It
lambda E#FH. XA lambda A2 Python 3.9 BT , ZE{THRET 12 A#FERH. 5EER
XLEEF B lambda HIEITE , T EBIBR. BNE—MRERE , TUBRERFRELEE
lambda , MNRMAIFEE , MFEBIER. 7T AR GFRMBERIB lambda , EE#H#ITIX/ SLR EF#F.
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I BERF SecuritylakeResourceManagementServiceRolePolicy FE&E X KBS INEIERT IAM
KR, LLERBEMIMNBIRSHEXAR , AW Security Lake RREHITIRE, BEXEZEE , BSRAR
EENRS XA CNR,

KR FHE R
ZERBEBEU TR,

« events— ATFEF AT HMERE Security Lake BEHLLIE EventBridge HM,

« lambda— AFZEIEAEE Security Lake JTTHIELER Lambda RBAEE , BIEEBHIBREFH
M0 XEHREF R,

« glue— RFZEF ATE Security Lake TTHIEEE AWS Glue WHIEE ZF LRI X, EEBXRMIGE
BERE,

« s3— AFERABEZSHEBIEHIREN Amazon S3 FHBEE. £HEAHRBMNTHENR.
« logs— AWZEF ATAE CloudWatch B ERHEH Security Lake Lambda BIEH) B EEIE.

« sqs— AFEREAERE Security Lake BIEALE TEREMN Amazon SQS BAFIFIE B

« lakeformation— AFZRAKREIEHIZEMN Security Lake BIRE IR,

EEFEHXREKMK (2¥E JSON REE XN RIRE ) NEZEER , B8 (AWS REARKSEE
) HH SecurityLakeResourceManagementServiceRolePolicy,

AWS ITEHBL : AWS GlueServiceRole

AWS GlueServiceRoleitEXEIEA AWS Glue TEE H 23F AWS Glue MEXE E SR HIE IR B 2
XtEiE, EEEE XD BN EHFREETX L THIE,

BXEZEER , B3 M Security Lake F 8 B E RIRWERIE,

B2 AWS FEE R ER

BEBHIZRSFHRBRERIX L E WK Security Lake AWS FEERBEEHMNIFAFEE, BXEAEENR
B zhIRR , BT R “Security Lake X#4" 1 i8R NE EH RSS iRo
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B iR =p:
AmazonSecurityl ake Security Lake ERBEHRAIMT 2024 F£5 A 13 H
PermissionsBoundary : X SID #1E,

BERBHNEN

AmazonSecurityl ake Security Lake EFF TBUER , A 2024 £3 A 27 A
MetastoreManager : NHBR M7 TBIBEFTERE , A TFL

B B EE 3T i BRERHE 8 P B9 TR
AmazonSecurityLakeAdministr ~ Security Lake E# T X 2024 £2 A 23 H
ator : XY EA KMEAY EHT R, AFfEALiam: PassR

ole ¥TAmazonSec
uritylLakeMetastore
ManagerV2 A€ K6 HAWHF
Security Lake ZBE = E T #E

MR
AmazonSecurityL ake Security Lake #I1T —/NFTHY 2024 £ 1 A 23 B
MetastoreManager : #7% B FEERR |, ZKBEM@ Security

Lake & FE B IR M T iz

A BR

AmazonSecurityLakeAdministr ~ Security Lake T —HIHH 2023 %5 A 30 B
ator : ¥R REXRR , ATERAZESER
B Ff 4 Security Lake 24,

Security Lake FF 28 iR ER & 2K Security Lake FF iR IR ERH 2022 £11 A 29 H
AWS FEE RN E X,

£ Security Lake R {EARSHEXAER

Security Lake £/ AWS Identity and Access Management (IAM) fRE XA E, REEXBREE
$EXEXF Security Lake B9 IAM B, X—&A®H Security Lake FiIEE X , @& Security Lake 7 &
FAHM AWS IRF HZITREBFERIRSPIFNFTENR. Security Lake TEFTE A A Security Lake
AWS XiF With 5 EREFALLIRFS XA E,

EABSXRAL =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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FARSHEXAER , BIIRE Security Lake N AEFEEF R MAENNPR. Security Lake 2E X —
RESHEXABHNE , MEARIIESEEN , BN RE Security Lake IEFZAE, EXLWRXRITIE
BERBEANRER , R T MBEEMRE AL IAM SRR KB,

BYMEENR , £ IAM XSG (AR, ARNAE ) 012, FEIMBRBRSIEKAG. BXESE
B, EZHE (AM BFERE) FERSKIEAENR,. AEERRBRSHEXAGHNMAEXRRE , £F
REMBRIZAE, XAUMURFEHNTR , BB TR PR 5 IRAY 5 R R .

BRXFRSERAGHEMERSZNEES , HFS5HE IAM BESEANAWS RS , AERSHEXARS]
PERRE ‘B NERS. RRFAHENETUERZRSHNRSHEXE B,

&
- Security Lake BYIRF X} ExAE (SLR) IR
- ATHEREENRS <AL (SLR) R

Security Lake B IRFX<EBx A€ (SLR) IR

Security Lake fEfi & F AWSServiceRoleForSecuritylLake WIRFSHEXAR, ZRFZHEXH/EBE
£ securitylake.amazonaws.com BRFEEZAE, HX Amazon Security Lake AWS & K
WEZELE , BSHAWS BB D22 K K.

ZAGHNRRERE—NE AN AWS EERBSecuritylLakeServicelLinkedRole , foiF
Security Lake B2 FIRER £ BIE M. ZRIEIE L1 Security Lake N EBIRIMITA TR
 f£EA AWS Organizations ##1F# T X EBK AN HEXEER

- £/ Amazon Elastic Compute Cloud (Amazon EC2) #3& &% Amazon VPC i BEMEE

« £/ AWS CloudTrail BEERRBXRSHEXARHER

« 1E Security AWS WAF Lake RiE A BEERN BERG , £/ AWS WAF BEREBRE

« fEALogDeliveryi@ECIZESMIBR AWS WAF BEEHITH,

EEFHERBHNR , HSH (AWS REXKKSE) B SecurityLakeServiceLinkedRole,

BYMEENR , £ IAM KK (AR, AFNAR ) 012, FEIMBRBRSIEKAG, BXESE
B, B2 (AM AFERE) PRRSKERABRUR,

BRARSXHAS =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com//security-lake/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com//security-lake/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/SecurityLakeServiceLinkedRole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon Security Lake ArfEm

B2 Security Lake lRZ <A

IR EENR Security Lake F3) 812 AWSServiceRoleForSecuritylake REHEXAR, HENE
/8 A Security Lake B AWS ikF° , Security Lake £ BEI A RSIBZRZ XA,

B2 Security Lake [REHX<AE

Security Lake R L1184 %8 AWSServiceRoleForSecuritylake BREHXA R, ERIERSHER
AehE  BLTEERACNEN  ANTREESINREL5IAZAR, T3 , B UEA IAM REHS
BHRE, BXEZELE , H2H (AM AFER) PHNAEERSXEKAE,

B Security Lake BRZ <A

BT EM Security Lake PIBRIRSHEX AR, R , BALM IAM 2F &, API 3 AWS CLIF il Bk
fREHEXAR, BXELZEE , BFEH (AM BFER) PHRBRES<EAE,

B FEEIARS X B B&E B 21E HMER AWSServiceRoleForSecuritylake A MEME
R, AT ERRESHEXAE,

@ Note

FEEZEHMBRFIRET , 2R Security Lake IEFE A AWSServiceRoleForSecuritylake
At BRTESXK, MRREXMER , BEF/ Lo , AEERBRBE

IR IEIEMIBR AWSServiceRoleForSecuritylake REHXAREEZEEFBRCEZAR , TUEY
7K S A Security Lake SRR BIEA®, HEBHEIXE A Security Lake Bt , Security Lake 2BIXH
HRENERSHEXAE,

¥ AWS [X15 Security Lake RE<EBAE

Security Lake & 1EFTA A A Security Lake AWS X1 #91th 75 {5
FAAWSServiceRoleForSecuritylLakefRFHXx AR, BXIEM Security Lake FIXIFMFIK |, iF
SR ZEMXFMLHT Ko

ATHRREENRS<EAE (SLR) IR

Security Lake A& N RFKEKA
BAWSServiceRoleForSecuritylLakeResourceManagement R TIF4E SR MREDH | M
WAERMEA, ZRFSHEXAREME resource-management.securitylake.amazonaws.com
REEEZAR, BRAAWSServiceRoleForSecuritylakeResourceManagement EiENRFH

EABSXRAL =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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519 Lake Formation B9 BR , 7 B3I EFTE X138 [ Lake Formation SEMH&AY Security Lake & H
S3 FfkiE , UARERL M,

ZABHWNRBRREE—NE AN AWS RER
BSecuritylLakeResourceManagementServiceRolePolicy , RiFiFRIEEH Security Lake !
EBNRR , SEEERENTHIEE. EXLESHELH AWS REXBNESELE , FZRL %
ZEHAWS EEFRE.

WARS X AR AT Security Lake BB Z £ BRI EHWK N EIR ( S3 FHM. AWS
Glue &. Amazon SQS BA%l, Metastore Manager (MSM) Lambda BEFIAMN ) BiE1THRR -
EventBridge Security Lake AIfE A LLIRFHEXABHITH —LRERHINOT .

- Apache Iceberg BRENHESR , AliREEAMEREH /K Lambda MSM &b 2 ¢ 8] F AL 2%
« W Amazon SQS KVIRAS LA M BB [E] &
o« PRALEE XiFEE & 5 ABERR JT 5B 3.

® Note

MRIEFRZFAWSServiceRoleForSecuritylakeResourceManagement RS AEX A
& , Security Lake ¥4 45217 , (BREINBNEIEZRFZHEXAE , LUE Security Lake AT L
Loy 1By R (SN Jalaal: Ok

RRFHRER
ZABFEANTRRREIITRE

« events— AT ERAEEALZBREMBAEITREFTEMN EventBridge N,
« lambda— ATZEREABERTE AWS REFEERHANEXBEHZFEH AWS Glue T XK

lambda.

* glue— AWZEFEAX AWS Glue H#E B REXMITRHENBEARE. XZEATF AWS Glue XTI E
RABFEHPH DX |, H A Security Lake EEIREY Apache Iceberg kY Apache Iceberg TTEIE,

« S3— ATZERANTE BEBIEN Glue RIUBIEM Security Lake FHEBIMITRENRERE,
« logs— AWZEF AREUXPRFF Lambda Bi%X CloudWatch #9%i H 12 % I B &5,

© sqs— AFEFEAXE LR RIS ERHX REHEWRE B HR Amazon SQS BAFIHATHEE RT3
B#1F,

BRARSXHAS o
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« lakeformation— A FRKKI1ELEL Lake Formation & & LA NS 8 B 45 i o

EERRRBINR , F5H (AWS REXRKSE) Sl

SecurityLakeResourceManagementServiceRolePolicy,

BB ENR , 2F IAM R4 (AF, AAE ) 212, FEIBRESKEAG. BXESE
B, #5H (AM AFER) B RS KB A SRR,

#12 Security Lake [REHX<AE

& B LAE A Security Lake 2% & 3% Security Lake 8
EBAWSServiceRoleForSecuritylakeResourceManagement [RE XA, AWS CLI

ECBRESAERAR  BXAAEEN IAM AP IAM ARBFUTNE, EEBRLTS X
F 1AM B4R Lake Formation EE

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:ListResources",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions"

1,

"Resource": "*"

"Sid": "AllowIamActionsViaSecuritylLakeConsole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"

BRARSXHAS =


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/SecurityLakeResourceManagementServiceRolePolicy.html
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1,

"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/
AWSServiceRoleFoxSecuritylLakeResourceManagement",

"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",

"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",

"arn:*:iam::aws:policy/service-role/AmazonSecuritylLakeMetastoreManager",

"arn:*:iam::aws:policy/aws-service-role/
SecuritylakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringLikeIfExists": {

"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"

"Sid": "AllowGlueActionsViaConsole",

"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:GetTables"

]I

"Resource": [
"arn:*:glue:*:*:catalog",
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"

Console

1. 1E L3TFF Security Lake #3 &l & https://console.aws.amazon.com/securitylake/o

2. BE'BE NHEEETHN BERARSHEXAR  #ZHNRSHAXAE,

ERARSKRAR

167


https://console.aws.amazon.com/securitylake/
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BRBRSHEXARE , MRER Security Lake NEAFEE TR,
CLI

EpURE AN BIZAWSServiceRoleForSecuritylakeResourceManagement REH*<AE |
BEALUT CLI 5,

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

fE A BIZAWSServiceRoleForSecuritylLakeResourceManagement fRS5 48 5% A & A

AWS CLI , #5& 2 B F Security Lake Glue ZiBE EFrE R Lake Formation KR

( ALTER, DESCRIBE ) , MEBXRAKEMHRHKE, MREEMXFEHE Glue REIA T 2813
AR S3 F#E , NAME R FIRSHX A EH DATA_LOCATION_ACCESS R , BLft
¥F Security Lake 4 IEX#1E)R o

1&3& A E K PP BIAWSServiceRoleForSecuritylakeResourceManagement RE X< A &%
¥ Lake Formation X BR.

AR R~ 15 B8 ana] o) 48 T X 13 A Y IR S AR B B 3% F Lake Formation BB, Lt RBI 2 &3S
Linux, macOS = Unix #{THENILE , SEAREMT (\) THERRESEMY,

$ aws lakeformation grant-permissions --region {region} --principal
DataLakePrincipalldentifier={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'

UTREIERTAE ARN AN, BXM4mEAE ARN EE SR XE,

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

&t ] LAE CreateServiceLinkedRoleAPl B, &R+ , $§7E a AWSServiceName s
resource-management.securitylake.amazonaws.com,

B FiZAWSServiceRoleForSecuritylLakeResourceManagement&&jg , MIREFEH AWS
KMS BEFEEZE (CMK) #TINE , WARMAFRFSHEXASFNENREAFE CMKH AWS X
WHPH S3 FEME. £ AWS KMS 2Hl&F | FUTRERME CMK FEH AWS XFHH KMS

BRARSXHAS =


https://docs.aws.amazon.com//IAM/latest/APIReference/API_CreateServiceLinkedRole.html
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., BXUMAEHR KMS ZHRKRBFMEE , iHZH  AWS Key Management Service FF & A A8
) AWS KMSH i 2 4A K B o

"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylLakeResourceManagement"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
.
"StringlLike": {
"kms:ViaService": "s3.[region].amazonaws.com"

}

+

B2 Security Lake lRSHEX<AE

Security Lake T A iF 4% AWSServiceRoleForSecuritylLakeResourceManagement ARZ54H
rAE, EUERSHEXARE , EXEEXABNENR , ANARESIA2XE5IAZAG, T,
B LAER IAM REABNHE, BXEZEELE , B5H (AM AFER) PHNRERS<KAE,

B Security Lake RS HX<A

BFoEM Security Lake FIBRIRS XA R, R , BRILIM IAM 2H &, API 3 AWS CLIF il BR
RSHEXAE, BEXEZEERE , F5H (AM BFiEm) PORIBRES<KAE,

B EIARS XA B ENTEHBR
AWSServiceRoleForSecuritylakeResourceManagement AN ERIEIR , RS F e BRARSE
MXAE,

BRARSXHAS =
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® Note
2R BR R IRAT |, 7R Security Lake IEEFEfEF
AWSServiceRoleForSecuritylakeResourceManagement B  MIERTTRES KK, R
REXMER , BEF/L0H , AREBRZHRE,

WM RIEEMIBR AWSServiceRoleForSecuritylLakeResourceManagement REHEXAREEE
BReIZZA® , ATLUES K, S A Security Lake KBRS A®, HEHXE A Security Lake
Bt , Security Lake 2B X B3I N ECIERSHEXAE,

¥ AWS [X15 Security Lake RE<EBAE

Security Lake X#1EFf 8 W A Security Lake AWS X153 By #th J5
FAAWSServiceRoleForSecuritylakeResourceManagementfREHx A, HXRIEM Security
Lake B XK 5K , B 22 KR LR T Ko

Amazon Security Sake H Y B IER I

REAWS HEEXEATIDHZERFHNHEERF . WAKREFMR AWS |, ARRFPEITHEARR
Ry IRERM M AWS Cloud, BRREFNIEERLEMEH EHRNBTNERS, SERTEFRERN
AWS iS5 NE2HMEMERES. AXABERBRLNESEE , FEALERLELRFHEZAWSSE

Mo BRENBBEBRFHER  FSABEABIERP M (GDPR) Hii,

HFHFERPEH , BNBUUERF AWS Ik EIEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENA AP, X , 8MNAFPRRBEITHIERRAMENNER,
REWEES T AR EIE

s NEBNMNKFERZESHRIE (MFA),

« AT SSL/TLS 5 AWS BRFEF, BMNERMSEAH TLS 1.2, BWFEA TLS 1.3,

- EARE APl M1AFESZ BE AWS CloudTrail, HXxfEA CloudTrail IRERIEIR AWS EFHEE
EZFEAWS CloudTrail AP SR BIEEA IR CloudTrail #R.

« £ AWS MF#ERST RUAREFHFRERINZ 224 AWS RS,

- FABRIEELZLRS ( H11 Amazon Macie ) , ©HBIFAIMRFP Z4TE Amazon S3 FHI B
B,

BRRT =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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. MREE AWS BEIBHTHRESR AP #HITIHRINEZEELT FIPS 140-3 BILM INZER | EEH
FIPS i 5. BXA AN FIPS MRMNESZEE , TSR (EEKFPEELEIRE (FIPS ) 5 140-3

RR) https://aws.amazon.com/compliance/fips/o

BBV N R EERBBES (NMEEFNBEFER4ti ) RARSH BHERNXAER
(WMEBHRFER ) . XTIER AWS RS FEAHEEIA. API % AWS SDK & Security Lake REM A&
'f’IEH'fo AWS CLIEEA T EHMRLRBEHERANAFZEPMANEARERTELATIHRR M

HE&. REEAIBRSEFRM URL , BB WNETEEMUt P BEEIE BRI Z RS EFNE
Ko

AN

Amazon Security Lake £/ AWS INZEFERF REL LM FHEENBSHE., RELXLBTNEH4E
BEHERBRETRNZHEF T I E 2 F4#KRS (Amazon S3) Simple Storage S3 FAEMEH |, Z&F
AT HEENK,. BMNEBEREBEBCHNZHFF&M. Security Lake fEFA kKB AWS Key
Management Service (AWS KMS) FNAWS BEEZANXERBRHFHITMNE., AWS HENEHR
AWS RS ( TEABIF R Securit AWS KMS y Lake ) HIEFNEBNWRAES , HZSANKFEHR, AWS

Security Lake X /R BEMEBH BB ST, BRMmMEFZ (ETL) £,

ETL 5 5EK/E , Security Lake 2EZMNIKF P oIZEHH/, S3 F#ME ( BEHP B A Security Lake
AWS Xig BN E#EEX R —/NEMEME ) o 7 Security Lake REB T EM GBI M B2 E/ S3 &F
o B2E , BIEREENFRESHES, S FHEY. RHEFPREE N ETRRNRR | %K
£ F Security Lake B A BEMSH4HFEANR. ENE S3 FHEBHPNHKE , ST LULESS-
managed NARZARFILEZ (KB AWSKMS ) . FEEERAXIHINE,

5/ KMS 234A N3 18 9 B i3

BINMBER T , B Security Lake £ HEIEH S3 FRMBNEIEET L 5 RS RimNEEA L S S3-
managed INZ %44 (SSE-S3) #ITME., ERELAUEREENZLRE , BRI EARSFRIG
HnZEH Security Lake 33EH AWS KMS #48 (SSE-KMS).

SSE-KMS Security Lake #B#|A 7%, E SSE-KMS & Security Lake API = CLI —i2fFfH , £EE
FolE KMS ZHRHERANEEN. ECEEQBHAMM—NRE , AEWLR - o AERZHA BN
222 Security Lake g,

MRAEARFREFARMBEEAL S3 FHBOBE , WEEERSXEERA. X TEFARER
8 , Security Lake fEBd 6 AWS KMSK )% CreateGrant iERRAREAEZN ., PHIRN AWS
KMS B F#&F Security Lake 158 % Ik HY KMS Z£AB9XBR

BEINE T


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/common-bucket-patterns.html#multi-tenant-buckets
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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Security Lake EEZERN ST EFEFAREBHRATUTHERE !

« &% GenerateDataKeyi&ER AWS KMS LU B REHEF EE R MBI BRIEZH,

« [MRetireGrant... KIEER AWS KMS, LB HHITEH |, LIREFSBORME AWS
KMS 248 AT ETL o B ENER,

Security Lake TFZE Decrypt X R, HZEANRNAFERE Security Lake ##E8T , S3 [ EEMHE
%, BRAFTUEECRMZR RN EIE, B2 , ITHAFEE Decrypt BRI EFAREE. BX
TERAFNEZELR , SIS Security Lake 17 5 7 B EE 17 R BR o

WMREFANEN KMS ZHRIME Security Lake FiiE , M AGIEH KMS Z4AMZEAKRE, BHAEK
BE XA FL 5 Lake Formation BB E<BXEY IAM BEEH KMS ZAMEZEHRIE, BXxUWAER
KMS Z4AM B 4ARIERILEE |, S AWS Key Management Service F A A RIS E R A R
B

BIBFARKBEAEEELSNRNINERARER |, 8K KMS R TTEZRIGER , NTIAHF
Security Lake 17 RIiZ 4. BXROIBZARBENEIRA , ESH (AWS Key Management Service 7F X
ARIER) FHOEZHFRE,

R T 24 KB M IR &R KMS B4

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"
1)

"Resource": "*"

}

FREFIREEZARMEN IAM R

A XMEM Security Lake RIEESIZEMN IAM BEHELR | FSEA] : BREEHZD
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https://docs.aws.amazon.com//kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com//kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
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AWINEEXURSITE AP, Security Lake 2EZRHIKF R EIE IAM A&, XEAGFEHM IAM &§
BHE, BEMNATEEREABEREARE , FATITARFERAREATHEIE. S0 AWS T
EXRMAmazonSecuritylakePermissionsBoundaryi®iE 7 X & A @K NRIL R,

N2 Amazon SQS BA %l

B BIE MR | Security Lake 27E ZERAHY Security Lake BE Gk R EIZERFHEN R INZH Amazon
Simple Queue Service (Amazon SQS) BA%Il, 8 5 i% 025X LEBA FI URFF @V B HE . Amazon Simple
Queue Service REHERINRF 2R IHMEE (SSE) BT B . BYUBIE AWS Key Management Service
(AWS KMS) o2& P REEBARMEBS , REHRTF Amazon S3 ARSI 448 F Hn %5 BA 51 91X

R, BXEBEFXENENIEA , HS N1+ AL Amazon S3 BB AR E &4 2 E A RS 850 2K
Amazon SQS BAFI ? £ AWS ENRA D,

BT Security Lake Fi T X # AWS Lambda X &M EIERH TIREL. EHAMEK (ETL) £ , AERE
#7[6) Lambda T EEEH Amazon SQS RAFIFEEHNR, BXER , 55 R (AWS Lambda
FERAGER) PRNTABNR,

& %8 R 0 &

Security Lake 3 AWS IR 2 B{E T A HRIFEHITNE, BYIERAERERS (TLS) 1.2 MEH
W EHINZFTE M EEEIE |, Security Lake TE4& I P EIEH RS I XN B TR . KIEZF Security
Lake AP| BYIE$Z HTTPS i&REH AWS B RAR 4 EE#HTER |, WBI R EEE,

R A 168 P R Y 8 SR Ut PR 55

B AEAEFRREBER , ERTHENKER T ZXFS0HE Security Lake M E M AWS 22 RS,
AWS Organizations B Security Lake B BIARBEEMILERE , B AT LUERIR Y., BAXA%EEF
BHWEZELR | 52 (AWS Organizations AF1EE) M Al RS IEFRIE HBUR,

B8l , Security Lake T2WECTRREBULENTARZEHIE , T2 WER LA B BILRS BN
ZEBFHNREBIB, N T XU Security Lake FREFE M AWS Z£ RS HITHEE |, Security
Lake R AEQWMENEHRE K SELENE=ZSHTFER LENKIE. KI1FE Security Lake ITE UK
ST AERBENEFRFATE , HEAETESR, BNENSENERFEL,

(® Note

EFEAERBHBER , 88 AWS IKF A HEREE, AWS Organizationsfl R AR H B
B AWS Tk 8122A 48 | S FAWS Organizations AP iSRS EEH L,
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https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-permissions
https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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EFRHESWHRUAT M

« Security Lake FHIBREZEFREH I CWEMNEFEHNWERE (WERE ),
- EFIEFRIEHSE |, Security Lake T4 BUWE S 14X IR,

Amazon Security Lake & # 4E18iE

ETHREBTRESAIURAEE , FSHAWS RS “REAIT KK DAEE"" , REERFEEHERN
BHEMITR. AWS RS AX—KREE , BSHAWS &M HIAWS,

BAUEATRE=LFIHRE AWS Artifacte BXEZER , BEHTH "THRS" FH " AWS
Artifact,

BEMERA AWS RS R EAREBR T ENBENERBME. RATNEN B R UK ERERENE
M. BEXEEEANNENTENESZEE AWS RS , BSHAWS T2 #,

Security Lake N Z £ H&EXE
BES R LT EXMEMA Amazon Security Lake BYER{ERER,

& F Security Lake A 7] 8EHY R IKIX R

BRERENREN , &K AWS Identity and Access Management (IAM) FiFF, AFEANAEGR TR
KGR RBEAXPBR . flan |, AL Ao IAM AP & %E Security Lake AV AERFIE , BEFAGFHBIEH
FRRTHEAF . BXEZER , BSH Security Lake ET S HHI KB RO,

& LAME AWS CloudTrail SRERER Security Lake Y API 18R, CloudTrail I2tH P, B4
WA BIE Security Lake FIITHY API BEMIERK. BXEZEL , TSR FALEERELH AP A
CloudTrailo

EERERE

Security Lake 24| AWHER @R 73 % 14 XA Security Lake BRE A T E#EKEN
Amazon S3 FE BRI, BRI N# —SAEXLERE , UBHERR TSR SEXNEMm,

5 Security Hub CSPM £,

&£ X Security Lake #1E AWS Security Hub CSPM Z £ i ##21UK Security Hub CSPM A& 4
F. Security Hub CSPM W\ Z TR AWS RS E=FERFERFAELE R, #UW Security Hub
CSPM BEZREBTRABTHECHEARRIURRERE AWS T2 HRESXK,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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BXEZER , HSH £/, AWS Security Hub CSPM,

M BR AWS Lambda

Bk AWS Lambda BI¥ES , BB A EEGEEZER, EMBERZHZA Lambda R EES THEURE
BHIhEE | HARE O H I, FFEEMER Lambda BN ARG EEZR ., HX<ME Lambda Bk
NEZEER , BHSHEAWS Lambda FF X &,

Y5 #2 Security Lake =4

EALAE A Amazon CloudWatch $8#RiS1#2Z 24, CloudWatch &% # M Security Lake YE R A EK
FEHFELENIER. EULLREER , EEMMAIIEERENRBEL,

BXRESZEELE , 52 H CloudWatch I 5 i#h £ £ # 1Y 67

Amazon Security Lake 5 #Y# &k & &t

AWS £IREm 2R S5 AWS Xif aTAXMWEN. AWS XiF RESAMNERENBEENTAX ,
XETMAXBIRERE, SEHENSERNRNNEERE, XEAARXAEIRMET &80 5ERKZITH
RENARFNHEE, SEENENHZSINREFOLEMEWEL  TAREEESNAAYE. 248
MR B

Security Lake WA A SXFEAAMEEEX, 7 HhESNATAXETEZRFEEE—INTAXK
A R B 4k |B AR 35 AT A

Security Lake BIEERN TAMEXEH ALK, B , Security Lake ZFHIERN TAMEEXER
I8 (FEEHRIMALE ) XA o AEZ VI,

BXRAWS X MU AXNESER , FSRAWS £ IREM IR,

BRT AWS £3kEmR SN , Security Lake ( H AR #EH I 5% # £ F 8RS (Amazon S3) Service
R ) RRE SRS B X IFEN BIEREENZ A ER,

EaAHEE

£ BAYPRER—EMN , ATEX Amazon S3 N —ANRMANRE, MALEWEAHEEMN
W, B LAER Amazon S3 X REMNBRKARNF@EER , HEFEIMBEREN. BXRESE
B, F5H (Amazon S3 AIF#ERE) RN REGEAHEE,
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https://docs.aws.amazon.com//lambda/latest/dg/example_lambda_DeleteFunction_section.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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R A $2 A

RAZHREMENFERTFRENRNSNZEENSGE, T Amazon S3 FEBHF#EHNEA
NR , EAUERRAREIERRE. REMNERENNENRAR, RAZREZHEEATRBENA
FEANRENRNARFHEPIRE. BXEZELR , ESH (Amazon S3 AFERE) HHES3 #F
i A8 P 5 A R AR H2

(EALES

Amazon S3 Rt —RIEFME , THIER , EABRTENITEAFRER, S3 Standard-IA 1 S3
One Zone-IA FHERTARABAHR —XEFEZEWTHRINEBIE, S3 Glacier Instant Retrieval
FHERTHEHEMBEMRL , ZULGERLEVWIHENE , RASEEHR—RX. XTFE
EVENARIMAREE | SR H , BATLAER S3 Glacier Flexible Retrieval 2 S3 Glacier Deep
Archive 753, BXEZER , 3% (Amazon S3 AFIERE) FHEH Amazon S3 753K,

Amazon Security Lake PR EMIZHEZ £

BN —IEE RS , Amazon Security Lake % AWS £ EMELZ LR, BX AWS £ RE AR
il AWS R ERIZHEMNEER , BSHAWS =24, EFAEMIRER SN RESSERFRIZITEN AWS
IE | ESH S AWS ecurity Pillar Well-Architected Fram ework H#9 E 1% fER I

IERLAMER AWS EXRTEY APl ERBEMELRZ 2. FRRLAZEUTAR

- RRERREMDIL (TLS ) . BINERER TLS 1.2, BIWUEA TLS 1.3,

. BEEELHEMRE (PFS ) WHLEH |, $I10 DHE ( IR Diffie-Hellman ) 2 ECDHE ( a4 Bl g
% Diffie-Hellman ) « KZEHIR RS (W Java7 RESRAE ) BRFXLEEK,

Security Lake FRRYEC IE FMAE S5 7 AT

BLEM IT 2HHRE (RNWEF, ) #£E AWS iR, BXEZER , FSAIRE AWS HIEER,

Amazon Z£#H##EQ VPC Lix17 = (AWS PrivateLink)

BB 6120 VPC KinT RIEEH VPC F Amazon Security Lake Z B2 MG IERE, #EDOK
RHE—IHERRBHTIE AWS PrivateLink , ZERFESR APIs TEEBRMMK, NAT &%, VPN E#E
=% Di AWS rect Connect 2B T]FAZR 5[0 Security Lakeo, B VPC FHSEHIREE LS IP HtbutBD
A5 R2HEE APls. 81 VPC ML 22 RINRETXEIT L S ML,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/privatelink
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BN EOR[EHAFNAH —PRSNEERNEEORT,

BXEZER , S AWS PrivateLink I8RO0 VPC i s (AWS PrivateLink).

ié;‘ﬁﬂ VPC é&\ /\\\EIJ /E%mglﬂ
£ Security Lake IR E# 0 VPC KimT R 28 , BHFLEFAWS PrivateLink IEFHPHEOLET R

J& MEFIPR o
Security Lake XM VPC AR EME API £1E,

Security Lake {R1E LA F124E FIPS B Xigi %% FIPS VPC K &

« KXERH (FHFRLMILE )
« XEREP (@EXEM )

- XEEE (JLMFEEL )

- XERL (HRBRM )

NEZLHMEEZED VPC KirTT R

&AL E R Amazon VPC T”‘“%J"“ZR AWS Command Line Interface (AWS CLI) I Z 2RSS 612 VPC
KiFT R, BREZEL , 5000 (AWS PrivateLink #8/) H 82O KR,

ERAUTRSEMANRLHEE VPC KixT R -

¢ com.amazonaws. region. securityL

« com.amazonaws, region.securitylake-fips ( FIPS %= )

Blan | MRENLURT XS AFLE DNS , WA BAE R ZXEEIBRIA DNS & 758 Security Lake & Hi

APl ik securitylake.us-east-1.amazonaws.com,

EXEZEER , 5% AWS PrivateLink 18/ HE T 8 06 S5 B RS
RELHEIE VPC RigT 25K

SR LU A 0T R BE B AN B 4R R £ T RN RHY VPC LipTT R RERBIBENUTES

Z2# VPC LT QEVER S 177


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint

Amazon Security Lake FFisR
« AIITIRER ES,

« AHRATEVRAE,

« X ERTIRENRIR.

EXEZEER , 5 AWS PrivateLink 38R HIER VPC i s 32 63 IR SS 89 5 18],

R REFIRER VPC Kin T QRS

AR 2 Security Lake BV URT RURBE R, HEETAET S, LRBAFMERERNMEEZEREAR
F 15 R 5l B B9 Security Lake B2 ERIRER,

{
"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"securitylake:ListDatalakes",
"securitylake:ListLogSources",
"securitylake:ListSubscribers"

1,

"Resource":"*"

}
]
}
HEFWN

BEEELHAZENFNERIE, #HR ﬂkﬂﬁl:ﬁﬂﬂﬂﬁ? VPC =, BER , MU ESBXEN AN
B VPCim=, BX VPC HEMEER , 55 (Amazon VPC ﬂiF‘?Hﬁ>> R SEMIKFHE VPC,

¥59% Amazon Security Lake

Security Lake 5 AWS CloudTrail& 5 , GER—URS , ATIEXAF. AGHHMAEBTE Security
Lake F#HITHIIRME AWS RS, XEFER B Security Lake 24| & #YIRELLR ST Security Lake API #2
ENRBIEA, B EHKRERNEE CloudTrail , BAILHAEE Security Lake 12H 7 HLER, XE
—MNER , BALURBERMETE, ZHEROR IP it AR EMiFMAES, BXEZELE , ESH
ERAIEFRLZ LM APIAA CloudTrail,
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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Security Lake 1 Amazon CloudWatch &K , FHLLE AT AKRE,. EF M2 M Security Lake KR
HEMIEHR, CloudWatch R4 4 B3I EE Security Lake B MRS , H &P CloudWatch — 2 &
WX —R, BETLORBER , MEEERRIFEA Security Lake BN IEERER BB LEEMN, Bx
Security Lake ZIXEIMFTEIEFRAI T CloudWatch , i3S Security Lake 18R F4E

CloudWatch ¥ &% £ IV FE 45

BT LAE A Amazon Y532 Security Lake CloudWatch , T #8258 E — X BEBREIE , HHELE
FR AR AR PR W IERR. XERITHEELRT 15N , EREB HRHLEEHE T T FEIEH
RHBIE, EATLORESERELENER , 1523 MR ER KX B AR REITE,.

£l

« Security Lake 1E¥r M4 E

- BEFERLMM CloudWatch 1545

o ARELMERIRE CloudWatch Z3R

Security Lake $8¥rF4E

AWS/Securitylake @5 #& Z B BIFE A T B,

SR B8

ProcessedSize YU EHEENBESRPNRERESE AWS
R NWEIREE,
B FH

T34 E AT Security Lake $§#%.

“E B

Account #E AWS KB ProcessedSize 1B#r. It
HENELBEFF S AIA CloudWatch, Per-

Account Source Version Metrics

Region 1% E AWS Xigif ProcessedSize E#5.

CloudWatch I 5 i#h & 2§ 8 {545 179
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HE 15, B

Source ProcessedSize 4E AWS HEREHER.

SourceVersion ProcessedSize AWS HERESERANIE
¥Ro

BRI LLEFARFIFEKRS AWS IKF (Per-Account Source Version Metrics) SFTEKF
(Per-Source Version Metrics) B9fE#r.

BE XL MK CloudWatch 1E#r

BT LAE R CloudWatch ##|A. CloudWatchB 2 &S 1T5E (CLI) SifEH CloudWatch API LA4
FEH X UEIE Security Lake WI8HF., EBFENEIESE | RARRBLATZRIGE Security Lake 545,

CloudWatch console

1. 3TFF CloudWatch ##l4& , Bt 7 https://console.aws.amazon.com/cloudwatch/o
2. ESMERTP , MERER. FIEER.

3. TEXHEBF L, %8 Security Lakes

4, EBRBNKFHRRAEFRSBMNRREER,

5. ER—MERUEFHFEARFE. BETLUEERRITUTERE

- BEXNERETHER | BERIIRE.
- ELHERER  BRBEREN  REEE—IL2EIET.
- BRERETRIE , BRBEREN , REEERNZER.

CloudWatch API

EfEA CloudWatch API i [R1 Z£titEdr , iEEAGetMetricStatisticsEg{E,
AWS CLI

EFEABHRIZ SIS AWS CLI , #EiZ21Tget-metric-statistics@mo

BEXFERERHTYEENEZER , 2T 5% CloudWatch F F 185 F 1Y E F I 5 %
CloudWatch3g#r.

CloudWatch I 5 i#h & 2§ 8 {545 180


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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AL EMIEFRRE CloudWatch 1R

CloudWatch i& A IR TEIEVRE B REIZE B R, Bl , BAI LA iZProcessedSizeigrik EE IR |
LEEXRBFERRENEFEER TS ERERKEIED,

EXRRBERMEE , $2 8T E% CloudWatch AP EEm T MEHAT D% CloudWatchZiR,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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FERIZZZ 4 APl A CloudTrail

Amazon Secur AWS CloudTrail ity Lake 5—IRFZER , ZRFZEHAF. A% AWS RFE
TP REMIRENIER, CloudTrail FZ MM AP BRBRAIEH. BRNWBAAESEXE
Security Lake 2 #1 & 88 A AKX Security Lake APl #2EMARBIEH, WREQIZERE | WwTLUH
CloudTrail B4 #FH4EE M E| Amazon S3 FfikiE , BIELLWNEH., MREKREBRE , BOART
LAfE CloudTrail BHI &K “BHHLIER FEEEFNEN. FAKENEER CloudTrail , ALK
TE 6 Security Lake R HAYER., RHIERM IP i, #RHTER, AR AHBERAREMFEAES

/N O

ET7HEZ{EE CloudTrail , i5Z2RAWS CloudTrail A8,

T4 P r{EE CloudTrail

CloudTrail ZEZBIEIKF AWS IK/ REEENIKS EEM. = Security Lake FRREEZN Y |, %ED)
S5 HA AWS BR% CloudTrail B —RICRESHALIERF, BAUEHESR, BERNTHHKILR
ENEH AWS K. BXESEE  BEAEASHALIERESR CloudTrail .

BRI REMNEYS AWS IKF | B3 Security Lake WEH |, BRIERE. REAYF CloudTrail HE
HERN BEXHE R EIEIEER Amazon S3 FEE. FIRTERT , EEF AP AIZRIRICRAT , IR
RICERATAE AWS XiF, RERIZR AWS 2 XA XENES , HFAEXHEEERIEEN
Amazon S3 T# . Mo , BAIEBHEM AWS RS , it —S 2 FLLE CloudTrail BEFUE
WEHBE. BXEZER , BSRATINES :

- BIERIRIZRER

* CloudTrail XFHERFMER

- BLi& Amazon SNS E%I CloudTrail

- ERKRBZ N i#XE CloudTrail BEX 4 MEREK B ZMNKT R CloudTrail AE 4

Security Lake #EH Sec urity Lake API 2#1i2% CloudTrail Hi2RER, im0,
FfUpdateDatalakelListLogSources, #CreateSubscriberi®{EMAMA L% CloudTrail HEX
HhE%KE,

BIMNEHHATREBESEXRERBFRNARGR. BOEEAMTEHEUTRE !

- ERRERREILEER AWS Identity and Access Management F FP&EIER HEY.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/Welcome.html
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- BREEAACERKEAFNIGRN ZEEU R HN,
- BEREZREHEM AWS BFAH.

BXEZER , i3 CloudTrail userldentity T3,

T & Security Lake BEX A% B

CloudTrail BEX#HEE—IHZMAERE, BHERRREEMARENENER , BFEAXFERY
B’ RENBHARE, ERSBENEL. CloudTral BEXHFRLHE API BAMNE FHEKIR
B, RitefNftaREms ey Hil.

AR RBIERT Security Lake GetSubscriber 4/ CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
o
"webIdFederationData": {
o

"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-05-30T17:29:17Z",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
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"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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AR RN PR

BRER—NAERE | BAIENHDBEL AWS BIFR | BIEELRAH Amazon Security Lake &
Ro MIEAHBBBUTRRER ( HlNZAIE, FEE. REFHMIRE ) W EFRFTIR, 2ENE
B, o, BuLMEARSRNARRE, 2EBEERA. K2R RHRIZFELEENAHERS TERNE
Ro

BAI AR AR 2R B Security Lake R 2 EARE © iTHEMEH AWS kP N ABIEHEE AWS X
o

FH

- REEMAR

« 7£ |IAM policy F{E RS

« 79 Amazon Security Lake R INFRZE

« %% Amazon Security Lake BREIIRZE

« M Amazon Security Lake %R & il BRAR &

PR E A AR

—MNRBRAEEZIE 50 Mg, SMREHBELELEELN —MERN —NAIENIREE, RERR
—MELNHFE  RYEEANIREENR . REE TEARSRAVERA.

Fln , MRERINTEAFR RS MRKEFTRAARENZLEE (—AITRAFPFATEEE , S—4HRATAX
HEHE ) |, MR XETEBAF 2B Environment fRE8, XBENRSETRECloudER T2
REWHBIENITRE AWS RS , tHAJ8EOn-Premisess&AFHMA .

£ Amazon Security Lake BIRE X Mp BARER , EHEFEUTILR :

- BNRBEHRZSALUE 50 MRZ,

s NTFENER , BB BLARE—N , HEEMERAEE —MrZE,

- REENEXDKNE, EARESR , RNBWEEL MR ARSHER , HEFMERERF -
1h SE e 1% SR B

s —IMEIEREZAEE 128 N UTF-8 . —IMEILERZAEE 256 > UTF-8 F&f. XLEFHF
AURFE., BF. ZBIUTHS . _./=+-@

- Blaws: BRPBLFEH AWS, BREEBCENNTARSRREPEALIR. A, BEEER
RMIBREE AL B BRI S BB, FERLLIBNRIRITATNERIRN 50 MrZRHFAF,
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« BORNEARSREEER , AWS K/ HFEUER TE2ERE AWS X RS,

- MREFEH Security Lake I EFRDEARL , MXLERSXNATER AWS KERBEZEFEE
Security Lake FH&ER. SANITREA T Security Lake EH M AWS RS HIEGIE, FHRLER
WX RIR. flH0 , WRENBIER D BERZL , X LEARENR A TFIEEXEA Security
Lake RVBIEHEE., ©INTERATFMH B EFNEHHIERN Amazon Simple Storage Service
(Amazon S3) ., BRI AXRKEFREDERL |, BALAEEHA AWS Resource Groups =R 12 &
R, Bln AWS RS , AT S3 54 M Amazon S3, R REEIR D EARZ 0] H B IEAR IR B IE MY
XEFRR,

o MRMBRBIR , WRIZTIR D B PR E RS ER AR AR

BXRHEHMRE, RANKESXR , $2H (i AWS RFAFERE) FHA AWS FIRFINRE,

/A Important

TEEREPFRNBIEMRENBRBESE. T2 ABALTGRFE AWS RS, 2 AWS
KB ERAEE, FETESHATHBRHE,

= Security Lake BIRNMAMEEIRL |, WA LAEA Security Lake 12§l & 3 Security Lake API,

£ 1AM policy HERARE

FHRAEFRMEEE , BALLTE AWS Identity and Access Management ( IAM ) REEHE L E FHR
T RBRNR BEAXM A RNERARE , B ABEESEPNHERAFNAE AWS Ik B
BIZMFRIERIR |, J«)\&@B‘“FHF'*ﬂﬂ@ﬁﬂ%ﬁaui&ﬁ?ﬂﬂ HEARBRGS, ZETHRIERHHR , &
A LA7E IAM policy B9 Condition st ER SRS MER P E4E,

Bl | BRI BIR - REE , RFAFHBENETE Amazon Security Lake R IRRISTTE 5 RIFR |, {BE]
REZRRH Owner HREIEE THAMNNAF/E -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwnex",
"Effect": "Allow",

1E |IAM policy AR E 186


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonsecuritylake.html#amazonsecuritylake-policy-keys

Amazon Security Lake ArfEm

"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner":
"${aws:usernamel}"}

}
}

MREENLETHRENRTRRNR , ZRNRULER, XEHE , ENAFRECRE2ERE, MAL
A BURIE BT 4R A T#T AR IR A BUE A R IR R R RAZH P EAR S RN E T A ESHN NG
BRBEXEK. BXREZEE , HSH IAM AFEEHEAREEGIX AWS FRE T F SRR,

73 Amazon Security Lake IR RNMNPRE

=9 Amazon Security Lake BIRANINIRE | BRI LAEA Security Lake ##l & 3 Security Lake API,

/A Important
AERRMFE TR ZRRN AR, EAERRNGREZE , BEETMAATEFERR
L) %R 5 R AU BR B9 AWS Identity and Access Management (IAM) S #&

Console

HIBRNITHEE S A Security Lake AWS [Xig s 8I21T # &/ , Security Lake 2% & R4 @ FIR
AINPREHIET |, BIXERITAENBERRE, 2R RN , HiREEHA LNRARZERR
AR,

E& A Security Lake #H A RNAERFERM— NSRS ML |, FRBUTSREE,
NERRRIMIRE

1. TE LFTFF Security Lake #3 &l & https://console.aws.amazon.com/securitylake/o

2. REZENEMIFENEFRRE  ITUTE-RAE

- WTHEHERE , EEMERPEREXE, AF , EXERFP , BEXHE.
« WFITEAR , ESMERTERITAAS, A, ERNITRAAFRS , E&FITEAR,
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MRZATARFFERP , BEAREA LA AWS X8 &8 GREHEP IR 72T
FAFHXE, ZRNESXENRETEAR,

ERRE,
BITHREE D . A&7 5 H L5l 0 A LR RVFIEIRE,
HEARERRD | GBI IFIRE,

ERED  MAZNZERMINFRENIRER. RE , EEEF , TUERE ARSRBIIR
EfE,

o o~ w

—MFERAEE S 128 MNEF, —MFEETERSHE 256 M 2H, XETHTULS
B, WF. PRBUTFES:_./=+-@

7. BRAZERMNEMIRE , SEBERNHHE  RREELRSR, EUUNRRERSEZE 50
MRE,

8. FERMNIRESE , EERF.

API

ENBEFFEAURESRAERN—APREAMMRE , BNEVNENTREBFEHERN Create 8
£ -

o BIEHELE-E A CreateDatalakel®{E , HE , MEEFEAH 2R AWS Command Line Interface
(AWS CLI) , MizfTcreate-data-lake® o

« iTB&E-EACreateSubscriberi®E , & , MREFEHME , WIZE{T create- subscriber 5,
AWS CLI

HENERSD |, €A tags ERASHNBERNB B RN BN EEERER (key) MAERSE
(value)o tags EASHEE-—IMNREA, BINRBIEE —MrEBARELRBKNIFEE,

EaRABFRBRRM—NHRZMRE |, BHEA Security Lake API ByTagResourcel@ e , 5i#& , IR &
£/ AWS CLI , Z4T tag-resou rce i, ELNFERYP , EELE@E TR R IRH
Amazon BRABAM (ARN ) . A tags XXSHNERMNENMIZIEERESR (key) FAIEHR
LB (value)s 5 Create BEMGT—# , tags EXSHEE—IMNKREE , BIMHEREH
KRR EEN R — PR,

flan | LA AWS CLI S5 BEnvironmentCloudFREEMNFRZE BRARMBNEEMNITHE, It
REIWEXERTF Linux, macOS = Unix , BB 7T R () THEFRIES TiEH,
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$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud

Hep

« resource-arn BEEERNERNMFZMITERAF K ARN,
e Environment RERNITHAFPANINORSHWIREE,

« Cloud RISENRZR (Environment) WIREE,

HEUATRPIAP | Z S RHITERP RIS MRE,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

FF tags BAFHNENINR , HBEE key M value EBRSH, B8R , value EERSEAIE T LA
BEFHE, MRETEGFRZESIRSEEXEK , BFEN value XRRSBIEEE. W, A
T HARM—NEEXBRFEEER Owner FREH

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Owner,value=

WMRRIFRZIRER TN , Security Lake fFiREI—/NZEHY HTTP 200 MR, &N , Security Lake f¥
IRE HTTP 4xx 2 500 WAL , H B RERUNRER,

Y% Amazon Security Lake RIRHIFRZE

EYm%E Amazon Security Lake RIRIIRE ( MR IIRZME ) |, BALUER Security Lake #2H A
Security Lake API,
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/A Important

FERBENRZARELENNZERNFTE, ERERENRSENEZT , FEFAUREMER
ARS8 ) %R U5 7] A BR B9 £ /7] AWS Identity and Access Management (IAM) R B&,

Console
REBULT SR |, 65 Security Lake 24| & RERFRIIRE,
RERRNRE

1. TELITF Security Lake #2#] & https://console.aws.amazon.com/securitylake/o

2. BEEREBHSFSHRRRE  PITUTE—RHE

« NTHFEHERE , ESNERPEERE. AR, EREXRP , BEXEH,

« XFITRAF , ESMERPRRITRAF, Re , ERNITRAFERSD , BFITEAF.
MRZATARFFERP , BEAREA LA AWS X8 &8 GREHEP IR 72T
FAFBXE, ZRNESXENRBTEAR,

3. EEERE.
4. BITHZERD. REHO I HAT 2 ELZRFNABRE,

5. BUTUTHE—#%E:

- ERNERERFNIFEE , BEMSEZINEEPHAE.

- EEQIANER | FARREZUNONER. RE  EERNFIRE, EHANRES B
AFTHVPRE R, EEED , TLUARR AXBRNIREE,

- EEQIANEE  FEESZENEETERE X, AF , £EETAATNIREE,
- ERRIAEIREE  FELSSZENEEFERE X
- ERRIAERE ( BEFREENREE ) | FERREZUAIMER,

—NRBRAEBZE 50 ML, —MERTESZE 128 M7, —IMMZETEESE
256 NFRF, XEFRHALURFTR, BF, ZRILUTHS  _.1/=+-@

6. FTEEXIIRENRERE , EERE
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API

HEURED NEERFRNREN | REAFEERRIENE. At , REFRSNRESEERRT
BRERENSE, MEEEERERMA . BREFERH |, BHERSBIHREH FMFIEL,

EURBEDB R ERERXIRNIREE , iBfEH Security Lake API B TagResourcelREBZINE
B, MEEEAHI AWS Command Line Interface (AWS CLI) , MiZ1T tag-resource . 1ER
WERTF , BEEERBEIMBRERSENRIRN Amazon BIRE (ARN).

ERENRESE , BFEA tags FXSHECEFRERZENRSIE. 4 , CFEEEZRSEH
FREE. Hlan , AT AWS CLI s S 2 B4R 1B E 1T FOn-Premises HEMEnvironment iR & &
ANFRZEMCloudER N RFIEIXERTF Linux, macOS = Unix , EERA 7RFHL () 17
SREEFRIES R,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

Hep

« resource-arn ¥EEITEAFH ARN,
e Environment @R 5ER NG ZIERKORIHE,

« On-Premises RIEEIZE ( Environment ) WFHREE,

ENRZRPBIBRRZE , BAEE tags KRS EHP N ZHRZEN value ERSHIEEE. I
m -

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

WMERBERTD , Security Lake FHIRE —NZH) HTTP 200 MR, &N , Security Lake FIRE
HTTP 4xx 2% 500 MR , HiHABRERBHRER,

REARRRE e
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& & Amazon Security Lake B IRHIPRE

& T LAE A Security Lake #4#]A = Security Lake APl Z£%& Amazon Security Lake BRHIIRE ( 21
FRERAREHE) .

Console
REBLULTS® , £ Security Lake 4| A EFRENIRZ,
EEFRRIRZ

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o

2. REZEFHRENFRERE  PITUTE—RE

- WTHFEHEE , ESMERSPEEXE, EXE8XRP , 2EXE , AEEEREE. <&,
RITHREE D o

- XFITRAF , ESMERPRERITEAS. Re , #RNITRAFRSD  BFITRAFH
B o

WMRZITHAFAERT , BEAREA LA AWS X i&Fes , BEEHEPCIE TZIT
FEAFNXE, ZRXIHIXENIAFITEAS,

3
B
%
S
2
EE
113

HEl o RS 1ZFRNABRE,

EUUREARXRENEFNERRNIRZ |, B®EA Security Lake API ByListTagsForResourceig
B, TEEBMBERD |, A resourceArn SEHIBER IR Amazon BIREF (ARN) .

MREE AR AWS Command Line Interface (AWS CLI) , i&& 1Tlist-tags-for-resource @i 7
Fresource-arnZHIEERIEH ARN, fla0 :

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

HERIEMRHIS | arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab2IM B
ITREZER ARN,

MRZER T , Security Lake FHRE —1 tags B, ZBREAFHNEINNREIEET HH 9 BH1Z
BRONE (SEFRSENRSE ) . Flw:
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{
"tags": [
{
"key": "Environment",
"value": "Cloud"
},
{
"key": "CostCenter",
"value": "12345"
},
{
"key": "Owner",
"value": ""
}
]
}

Hrh Environment., CostCenter M Owner 29 FARBRHIFRZE, Cloud RS
Environment MrZEXBMIFZE, 12345 25 CostCenter MZEXBMIFZE, Owner ¥5
LR RBERBNRZE,

M Amazon Security Lake &R A Ml BRAR &
ZE M Amazon Security Lake &RAMIBRIRE |, BT LAER Security Lake %] & 3 Security Lake

APl

/A Important

MERP B RARZ AT RER RN X B RN G E. ERRIREZE , BEE WREER ZIRZEH
%R 7 AN PR AV 4E MR AWS Identity and Access Management (IAM) KB

Console
EBUTSER , £/ Security Lake 12 & MNERPBIER— N ZMRE,
BRI BRFR

1. £ E3TFF Security Lake # &l & https://console.aws.amazon.com/securitylake/o

2. REZNFMERFENEFRRE  ITUTE—RAE
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s WTFHFHEE , TSMERPERXE., Al , EXEXRSD , £EXHE,
s WFITEAFR , ESMERPERITEAF. Ae , BEENITEARKRD , EFITHAAF,

WMRZITHAAFFAERT , FEATNEA LA AWS X E&F:5 , BREHPCIE TZIT
FAFHXE, ZRNIESXENRFTRAR,

3. ERERE.
4. BRIARLEED. RERDFIHIAN S EAZRRNAEIRE,
5. HITUTE—&RME:

- EXMBRRENREE , FEZEERBRNVENEEPIER X

- ERAHBRAREMNAERMAIAEE ( LBEXNHER ) | HERENBRNIREZUAIMER,
6. EMRFEHMEREMIRE  FHNERBRNESMNEMREES ERS R,
7. TERBIBRIRESE |, ERRT.

API

BEUREFRAMNBRPBER—ARNZMEZL , iEE A Security Lake APl ®UntagResourcelfF, £
BERH , A resourceArn ZHEIEEEN P HIBRIF LAY R IR Amazon BIREF (ARN ) . £
F tagKeys ERSBIEEEMBRIBRSNHEE, EMBRZ ML |, EHEM RS MR
tagKeys ERSHAERSH , HANRFS (&) 2 , HlI0 tagkeys=keyl&tagKeys=key2
MERMNERPRBRBFIENIIEE (MARFER ) |, BRETS T 2B ERIFZ.

M REAE AR AWS Command Line Interface (AWS CLI) , #5217 untag-resource &5 M
BHRBR—ANRZMEZL, # resource-arn 284 , EEENFBRITZNRITHN ARN,
£/ tag-keys EXSBIEEERRAFENIRZR, Sl , LTS MIEEITFEAF iR
Environment /3% ( BREFEENGEE )

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

Heh | resource-arn EEENHMIERFZNITEAFH ARN |, Environment SEMIBRIIRE
MR,

ENBRRFREBRZSMFE | BARMENEAIRZREN tag-keys BASBEIKRSH. Fln
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$ aws securitylake untag-resource \
--resource-arn arn:aws:securitylake:us-

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

W RIRIER TN |, Security Lake FIRE—/NZEHY HTTP 200 M5, &N , Security Lake fFiR [E]
HTTP 4xx = 500 W57 , HiREARAERMERER,
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X 2245 o B [R) R 1T BUE HEBR

WMREEMEH Amazon Security Lake BFHEZIRIE |, HFEAU T RER S TR,

LT EB R E ARSI EHIEMIRA. Lake Formation, #£ Amazon Athena AWS Organizations &
ERHM IAM X EIRMABREME 7T EERETEN . MRERIL ARG HAY R , U ATAERLLR
H LA FeedbackiZHi# 1734k,

MR Security Lake BFHBEIRIA |, HSELUT &,
£}

o XTERIE MRS 1T FEHERR

« Lake Formation #FEHERR

« XIS Athena FHIERHITRERE

« Orgations #FEHEK

« Amazon Security Lake 5 2 # [7] S FE HE B

XS B IRS R AT R B BR

S ec urity Lake #Z#|&8 8 ‘B TEHE R T ZWENBEHNRBERE, Fln , NREEKRNAL G
IR CloudTrail % , Security Lake 77 AWS CloudTrail EBE4E A AEWE, REREEE
TEE 14 RKAKENRBE, BuUFERENENERMBWAHIETE,

BELUREARNERBHE |, R Security Lake API ByListDatalakeExceptionsi@fE, NRIE
FEHBZ AWS CLI , & Tlist-data-lake-exceptions@i . ¥ FregionsS# , BOLUEE—IHZ
MXIFHARE (us-east-16la0 , EERI (HFEFRLILE ) X , AEFH XL XIFHHEE, MR
FErREEregionsZ¥ , MSREIFWAAEXEMNEBE, EXxXERBHIIE , HSH AWS — &S
# ) Amazon Security Lake i 5.,

flgn |, LA AWS CLI 555 7T #ldus-east-1feu-west-3XIGAY A, M RGI 25X
Linux, macOS = Unix #THENLE , EEARRIT (\) THER/FRIZESEM,

$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"
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EFEEHERBALLMAF , B Security Lake API
9 CreateDatalLakeExceptionSubscription¥®4E, B LAE B FEp4F, &I 2L 5 i#h fa] 5 BA S R 55
(Amazon SQS) RA%, [EBEREERIES H A FH PR AWS Lambda BEIAF .

flgn , AT AWS CLI s S B EE RKERIEEK S KIEBX Security Lake FEMBEH, RHI=ZE
%t Linux, macOS = Unix #THELH , SERARRBHT (\) THRERFRIES TTiEM,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

EEFEXREITAMNFAEFEE , B LU GetDataLakeExceptionSubscriptioni®&{E, EEHFET
7 , #& 0] LA B UpdateDatal akeExceptionSubscriptioni®&#E. EMIERFEITRHEILEH |, BRI LUE
HZDeleteDatalakeExceptionSubscriptionig 4,

Lake Formation #[ZEHER

FRAUTEERBEEL KIS EEFER Security Lake F1 AWS Lake Formation $E s R A AT 8
BREMNELRB, BXEZ Lake Formation BEHEERER |, EZS @ AWS Lake Formation ¥ & A 51 38
B EBEBRER D -

AEEIx
% OIRITF A P I W AR 2B B R,

BYFHER , BRAREEEXFEPFIMKIR, WREE Security Lake BRSTAL T ST AREHR I T K
R, WsmEIZIT RS 2B ENRNZXLERER. BRMKENESER , SR Z2HTFHIE
RBEE,

400 AccessDenied

AIMBESRREHEA CreateCustomLogSource API B ATAE 2B B 4R IR

B IR |, HEF LK Lake Formation X R, @A API B IAM A& R EH Security Lake B #EE
WEIBRNR, BXEZEEL |, HSE AWS Lake Formation F X A RIEEFHIFEH Lake Formation
EHEENEEN TR ERTREENE.

SYNTAX_ERROR: line 1:8: SELECT * A*RFHAFEEB IR
B RIE Lake Formation FE KRR |, B ELIB T LH4EIR,
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