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P, XEERTSEA root BRRITHERES.

R IREY AWS Tk 7= 48 A 7

1. i%$#F Root A H AEH AWS K/ B FaR bt , IKFFIEEN S0 EFK. AWS
Management ConsoleE F— Lt , B ABHEE,

ERBERABAFEZAEMNELR , 58 (AWS EF AF#R) FH Signing in as the root

USEro

2. RAENBAFPBRZESHRIE (MFA),

BXRUEA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

BIEEEER T E R A
1. J3 A 1AM Identity Center,

BXRIAHA , HSH (AWS IAM Identity Center A 88 HH Enabling AWS IAM Ildentity
Center,

2. 1Z IAM Identity Center  , HAFRTFEEIHENE,

BXREH IAM Identity Center B & fER BRI HE , 250 (A ER) |AM Identity Center
B 5 8 A ERIAR B E EAWS IAM Identity Center B P ik A1 FR o

LEEEBHRNEHNAFEHESR

EFEALH IAM Identity Center AP &% 5 , FEAKEIZ IAM Identity Center A BT RIE
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BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

AR R o Eo s H o P
1. %E IAM Identity Center 7 , SI2 —MXPRE , EZNREEREN A KB R REME.

BXRUHA , HSHE CAWS IAM Identity Center A $ER) F#Y Create a permission seto
2. HNARSEE—ME , RAERNZEDEE L BFZIHFRNE.

B , H30 (AWS IAM Identity Center FAF$ER) ##Y Add groups.
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b. REFE AWS RIF-ERALGED , B LEREREN — MRS EENSEHIR.
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BEREMKF 3 A Security Lake BY , FTEREN B ESMEHREH/HITSE 15 REFA
RN, BXERABRSIHTBENER , FoHEEEAENEERA,

5. XTFHRA , ERENFRIASMEHRNBIBRNRAR, BXRRENVESFES , FSHOCSF
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/A Important
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® Note

B ERREMNERTHALARAGNIKS , FERATAEKS. BXESER , F5H
ERE 8P REMKTEE,

8. ERFHRANR , BEIB-—INHH IAM SEREAINERN IAM SEXRERT Security Lake MIEHY
SR S BE FRF RN B BRI R, BA T Security Lake WATEXEHEERA - AR,

9. iij:%-lt_io

HEA: BRER 10


https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions

Amazon Security Lake ArfEm
S 2 VAR BRI R X (T )

BRI LB TE Security Lake AR EIERY Amazon S3 F KUK FHZ KA, BEAUEE—
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Rig , NEESH , Amazon S3 &FEMIER. BX Amazon S3 FHENMBFNELER , 7S
HEEFEE,
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FR 3 ERACEKEH

& F Security Lake FMARKREHENRIR, BHRLEXBNEFHRE. RE , IBEHEEN,
EFENIEKES

1. TEBH Security Lake B , BEH AEMEBH4RIER, X, LEXEMERHE,

2. EERBIE,

BRI MG |, BIF1E Security Lake BHIA LEFWERE, LTTESR T XEMCEXEHHE,
BRITRENERARAE-,
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EENR, ZAGKUNELPEERIEITITNER, BEXNREFINEZELR , 55 Lake Formation
AR IAM N RSZE, HXxEF SELECT RXFEMHAA |, FSM (AWS Lake Formation 7 X A R 18
M) PNERAG AN TR ERFHEEER ZNR,

E55 : QIERITHE

SIBBIE NG , SR SURIIT A P RER SR BIE. 1THEAF ATENEETEE &R Amazon S3 77
RPN RUEEARFEARCEARE. AXRITAAFNESER , FSHA 22 HTNITHEEE,

BimER RN E AR

BN BRSNS AMFBFER Security Lake, Amazon Security Lake API LR EER LL4R
BAXNLEBEENRZLMKS, BRENRR, F , ZAUERA AWS it TIE (HATHIE
PowerShell ) AWS Command Line InterfaceSRAWS SDKs3R 1/ 8] Security Lake, AWS

S| 0R2IAM AR

MR IELAYRIE S X178 Security Lake , MIFEE I —LE AWS Identity and Access Management (IAM)
ABTEERERNEBIER.

/A Important
MR EEA Security Lake 12#| & /5 AFELE Security Lake , M EF A EIXL IAM A&,

MREEHITUT — AR STURE , NARE IAM FEIEAG ( ERREAEFEEXENMREN 1AM
ABNESEER)

- BIEEENKE : BESCREREREEZFN AWS RS < Jh9 H 6 2 £ 58 R 05 R 8 KR
- BIEEBHBEGRMEROITEA S, - HANRMITEAF AL EZMNENBERTR S3 MR

- QIEZEFERNRMNITHEAS  HENREMNITEAF AT EAE N Amazon Athena Z KRS EH
5k B Security Lake B $E,

- RELEXSE LEXESEHRE SN AWS XERHE.
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Security Lake (WA, LRERTFEENR , A FEHEFE Security Lake Hi5EFTE Security
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B¢ £ AmazonSecurityLakeMetaStoreManager AWS £ E X , A TR ZENBENINRZLHER
¥HE. Security Lake FEEMEALLRIEEZFRNMRKREIN RS B ENBH4HIEHTRE, FHRFMMEK
(ETL) #ElL,

£ 2% BF Amazon &2i#

EpURFEHF N B A Security Lake , {5 A CreateDatalakeSecurity Lake APl f9i&1T, MREAEH
= AWS CLI , Eiz{TiZcreate-data-lake@ &, EEBMERF |, FH configurations FRE
region FEAEEHFF A Security Lake Y XiFiEEXH B, BXRXERBHIIEK , FSH
AWS —f&5# F# Amazon Security Lake ¥t 5.0

=l 1

LT Rplis S fEus-east-1Mus-east-2XKHHFBAZE M, EXHEMNXEF , ZBEHH9ER
Amazon S3 EEZAHITNER, FMNRTE 3656 KEEH , FWRTE 60 KELEF ONEZONE_IA S3 &
kA, LRBIREXS Linux, macOS = Unix #ITHENILE , EEARFHL () ITHRERFKRES AR
%,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-role-arn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylLakeMetaStoreManager"

=~ 2

TR RflisSEus-east-2XKEHEAR LM, WHIEHNERTT AWS Key Management Service
(AWS KMS) 8|2 E P REBAHTMNE, NRE 500 RELH , WRE 30 XgHKiRE
GLACIER S3 &3, It RBIREX Linux, macOS 5 Unix #{THINLH | ©ERRFAT () 174
SRPRIES WIEM,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"},"region":"us-

east-2","lifecycleConfiguration"”: {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}]1}}]1' \

% 2% BF Amazon 243 13
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--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/sexrvice-role/
AmazonSecuritylakeMetaStoreManager"

(@ Note

MRIEELERT Security Lake ARBEEHMENXHHIRENEERE , BEA
UpdateDataLaket®{E , REMRFEH AWS CLI, M| update-data-laketn =, FEFEHA
ZCreateDatalakel®{E,

HZR 3 BEIR

Security Lake 2 MERY AWS K Ml AWS XEIF R ZMRIRNE B ENSHRIE. BB TUHHEE
TEIEFHEE Security Lake WEMPLEHE, SREEMERAX LU RAE XN AWS BS RNAKER. B
KRMBESCKRNEZEER |, ESFM Security Lake Y B E U RIFBEHIE.

ERREARENL—PHZANESR , i5F A Security Lake API ByCreateAwsLogSourceig{E, X F
KR , BHF sourceName ZHIEEXTE—NE, ( Tk ) ERAEGSBRRRNEERH NS
EMKF (accounts) SAFEMZA (sourceVersion),

@ Note
MRBEBERPABE RS |, Security Lake 2RFLEIBRNSH |, FERMAIEERK
R FRE K RATAE A, Hlm , MRERHLEIEH Security Lake BER |, HHBHER
accounts % , M Security Lake £ ERNATHLARWAEKS . B , WREHER
sourceVersion ¥ , Security Lake &5 RN A T8 ER RO FTERA

MRERBE T EE KRB A Security Lake FIX1F , MaXxEHIR. EREIR , BHR regions
BAUEEZRE S A Security Lake WXiH, ¥ , B AERXEH S A Security Lake , ARG HEIRIE

RiFERo

BERIEMKF /3 A Security Lake BY , FTEREN BEMEHRREFFITEE 15 RERABERN. &
KEABRETHENER , FEHNEEEHAENEERA,

SE®I:BER 14


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html

Amazon Security Lake ArfEm

S| 4 MBEEEEMCARSE ( Tk )

BRI LB TE Security Lake AR EIERY Amazon S3 F KUK FHZ KA, BEAREE—
SLEXSE , MEBESRBEZS/MNXEHNHKE. XEEWESHE, BXEZEL , 855 Security Lake Y
S AREE,

E1E /5 H Security Lake R EUmEFRNENLBARB R , BEA CreateDataLakeSecurity Lake API #Y
E1T. MRIRELXBH T Security Lake HEE X B B4R , i5EA UpdateDataLakel®E , A
RCreateDatalakeigfE,

XNTE—RE , FEAZXBNSBREENENEEIRE :

- EEELAXYE , EFAiZregionFRIEEE ML R XSRHEIEN X,
ffreplicationConfigurationXRMregionsH s , AENLEXEREEXFHMREB, HXKX
HABHIIER , BESHE AWS —fix5ZE B Amazon Security Lake i &0

- BRVFIEEEFHIRE , BFEMA lifecycleConfiguration ¥ :

« F transitions , BEIEEBEELETE Amazon S3 73 (storageClass) H1EfE S3 R E
%i& (dayS)o

« X F expiration, AJAMERERFRREENREIEFHE Amazon S3 RFFEN R ERE, It
BEHERE , WREIH , Amazon S3 &RFEMIER,

Security Lake fHEEN B FHRER A TEE configurations XM RM region FEHAIEER
X,

Flan | LTS elE—MNULE Xigap-northeast-2 A #iE M, Zus-east-1#XfF @ iZap-
northeast-2ibXEEEIE, W RAERRMBEE RPN RIZET 10 KAS HH,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":103}3}]1"' \

--meta-store-managex-role-axn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

WfE , BWERBNETEIEM, #FH ListDatalLakesiz{T Security Lake APl , LARIIS/MNXBREEERAT
ZEMMEBNBIENRE,
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MRERNEEIE M BT R BEREEIR |, B LUERAEEFE K ListDataLakeExceptionsig4E , H@EA
AFAEREIER CreateDatalLakeExceptionSubscriptioni®&{E, BXEZER , TS H X B HIRSH
1TiRREHERR,

B55  EENERNLACHEIE

RIEBIERE , B LUER Amazon Athena SERLURFEFEMERBIEEFM K AWS Lake Formation
FREBIE. HEBURTERE A Security Lake i , T2 EIRFHREEEEFENR. FHHBEHEER
= AWS Lake Formation A E A FERAHEXBEENRHN IAM BEB FSELECTRR. ZAE
HMEDWBBTEDTTNR. BRNREINNEZEFELR , 1S Lake Formation H&H IAM RS
E, BXRFETF SELECT NRMULEA , HSH (AWS Lake Formation FF & A RIER) FHEAGANE
B ERTFHIEE RNE.

HIR6: RIEITAE
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£ Security Lake AWS Organizations F &8 Z /N -

B LAE A Amazon Security Lake NZ AWS Ik P IR £ AENEH., HEBEBLMELS
NKFHERE | BB Security Lake 5 AWS Organizations E£/K.

£ Organizations 1 , AT OIZALNKF RN EEKST . ZfF Security Lake 5 Organizations £
B, BEEKFBRMAALLIETE —NEREMN Security Lake BEERATIKF,

ZEHY Security Lake B R W LAZ A Security Lake , F AR A MK FELE Security Lake B, Zifi
WEER A LAEFER A T Security Lake AWS X5 Bt 5 ( FoiLMbA]2 5i 5 A B9 2 A XK i1
R) MEBNALANBENSEH, ZREERETUEE Security Lake SR B3N WEFMALR KK BE
MEHBIE,

ZHEHY Security Lake B R BT EKREK A KS PHY BENSHHSE. Bt , ]I EE
Security Lake RUKEERER B R IK P B &R, tALE AT EITRA PR FEAXBRRAKS ARE
HY BRI AR

ERALAHRPZ/NKFF A Security Lake , AAEBKF B E K NALIEE—NEEH Security
Lake BEEAMKF, ., AT, EREEAUNAL S AFMEE Security Lake.

/A Important

5 Security Lake B9 RegisterDatal.akeDelegatedAdministratorAP| 23 Security Lake 8]
BWHAH ITMALNEREER,

MREAE Organi APIs zations SIMEZEREER , MAIRELER I CIRA LIRS EXAE,
NEREEIThEE |, EEAREM APIs,

B XI®E Organizations HE L , 21 (AWS Organizations AF{ER) FHCIEZMEE AL,

® NTRENZ LK
WMREAE 2025 F 4 A 17 BZBIEA T Security Lake , RNBWEBRAATHEREENRS
KEAS (SLR) R, BIEALLERMEY , SO UBEHITIHEN BEMEESHE , NE
AR DIEER MR A, BXEI SLR XBERBNRNEE , BZRATRAREENRSKEAE
(SLR) X BR.
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MREMEH Security Lake #£#E& , MWE —FBH , RRERH
AWSServiceRoleForSecurityLakeResourceManagement, R &EFEH AWS CLI , ESH 6l
i Security Lake JREHEXAE,

Z MY Security Lake EB AN EE T EEM
FIEBUTHRE , eMNENTEXEE R K Security Lake FEIITTRAR :
EREEAEMBEXEAZMERMN.

EEOEZREERE , ©ERAEBAT Security Lake B MNXEBHNEREER,
BB AEFHEK,IREN Security Lake EREEE A,

BEFEKFEATRENFEMEERLMXRNBEE, AWS K/ BE RAEDHAF AN ZK
FHHRIRR , flansEit AN TEMBENZ A, RMNBUCR B ESEFRIKFIRERN Security
Lake ZEEER , IHLERUTUEETSLEMXNBSNES , BERFERITRDH LT X,

A BNEURXATRIDBAFPEZLTR BEFEK,, BRTXERAFPA , nREMEAFEER
8] Security Lake WEEKEIE , BAILUSERINNA Security Lake ITRAF . BXRAMITEAFHE
B, EZR 22 HPNITREEE,

WMRIERER % AWS Control Tower BRS5 , WA 8ERE BEFHIKST ., BXBSHFREKFNESE
B, 5K (AWS ££ZERH) HE%E OU - BEFHIKST,

—MALAREE I EREER,

BNMNARLRBEE —INEFM Security Lake BEE R
HOANEBRKFTREANEREEE R,

BIE AWS ZEeBETERMFENREN , ENHEAEEKS TRERANZREER,
ZREBAMTRE TERAL,

MIBRALRE , EREBRRKF NI EBER Security Lake, BH4MMNEMALRIEE—NEHXEE
R, REIFE THLARIRILIKF KA Security Lake,
EEZREEAMEN IAM R

FEIEEZEIRH Security Lake EXE A K , BLAPER AL BNFERAUTBERFHB I HH R L
AWS Organizations API £ /ER R,
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I&T LAIE AWS Identity and Access Management (IAM) SREEHI KR BRI T B ARBFIX LR,

"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

IEEZIEM Security Lake B 5 H 7K 5 0K

EBENHRAR , RARIBEZIEN Security Lake BB RIKF, RAEHALAETEKF JU N HARE
EEREEAKS. AABBEKFPTERAHALANERERRKS,

@ Note

- AAEEIKF R Security Lake RegisterDatalakeDelegatedAdministrator #
YERIEEEZIREY Security Lake BEEAIKF . T X$FEE Organizations 1EEZIRKKY Security
Lake EE &,

s MREFRALNZEREER , BUTNEBAHBRLETNEREER  ARBEETNZERE
HA,

Console

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o

ERALAEEKFHNERES,

EEEFEMN Security Lake B R RN R MK 19


https://console.aws.amazon.com/securitylake/

Amazon Security Lake ArfEm

2. -« WRRKEA Security Lake , BEFEFF M , ASTES A Security Lake THE LIEEZRFEN

Security Lake BB,
- WREFHA Security Lake , BFEIRERE LIEEZRER Security Lake BEEH

3. ENEEZRAHMK, T , &FCETHEHM AWS Z2BRSEREEANIKS, (#E)
RNE , MABEIEERN Security Lake ZREER MK/ H 12 £ AWS IKF 1D,

4. %$E Delegate ( £k ) o MR Security Lake MAKBA , BEEXEE AFELN YT XN
Nz )5 A Security Lake.

API

ELUREBEANEEZREER , # A RegisterDatal akeDelegatedAdministratorSecurity Lake
AP| 91217, BAMMELQERNK A ZRE, WRIREAKZ AWS CLI, IEIZ1T register-data-
lake-delegated-administratork BN ERK Nt EEMNIERF , FAaccountIdSBIEE
B 12 LBk ID, AWS KPP SUEENELANEZREEAK, .

Fltn , LTS AWS CLI TS EEEERNEE R, RAIRSX Linux, macOS = Unix BT =1L
B, EEARRT () THERRES IEM,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

ZREBRE TR ENNERALKFH AWS AENEHHE, FALEE , EHKFFF
K FORINEIALRRT | Security Lake &£ B31/E B AWS Organizations, fEAZREER , BRI LUER
/B AL ELE CreateDatalakeOrganizationConfigurationSecurity Lake AP| BYI24E , S , tNRIEHE
BAKE AWS CLI , #EE1T create-data-lake-organization-configuration 8853, & AILAFEER R
FkFEERERBIRE,

flan , LA AWS CLI e85 £ B30 /8 B Security Lake AR IEETHIE LMK 7 Fh U EE Amazon Route
53 e B A LA, AWS Security Hub BEEZ RIS #HELFAE = (Amazon VPC) FRAEK, Lt
IR EXT Linux, macOS = Unix #THEILE , EEARRIT () THRERF KRS TTiEM,

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}1"'
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HAAOANEBKFEEZERAEEARE , EEATWURNAL G HAMEE Security Lake, X3E/E B
& Security Lake AKRELLA R ENKFH AWS BEMEHEIE. EXEZEE , S0 M Security
Lake AWS RS W ELKIE,

YRATLAE A GetDatalakeOrganizationConfiguration3@& fERIIRER G X B HLAF AR R MK 7 4 5 Bl B AV ¥ 4
=8,

REHNALKFN B ERAEE

RINH Security Lake BEE A TUEKF MAZHNAANETENHFBEH BB HIRE. Security Lake 1X
BIEX LR BERIFIKFAOBE , MmIFEREKS,

ERAUTSRREIMALKSHEE

1£ E3TF Security Lake ##l & https://console.aws.amazon.com/securitylake/o

ESMERD , EEKS,

ERFREL , BAFKFEELS . BAEEF Security Lake NS XIFEREL T HRLEKIR,
R R AREILEE,

EREMKFEEREL , AT TSR

o K~ w0 bd =

a. HBEXE P, ZBE-IHASNIBEEMHRUNFRIBENXE, REEET -5,
TEEBERIR P, RRLIT IR —# T HRIFIERE

i. H@@ ARIA AWS KR-ERHEEFLRDTA , CloudTrail -S3 BiEEH , RIABERT AWS
WAF A EE8EENF, XRENAKEENHHRREXEAELIZEEZNEAREK, BF

BUX LR |, FRER WREBE AWS KR &M , RAEM ‘BEMEHR FIRFERX
LR,

i.  BEUFE AWS RIF-ERLED , B LR - HSNEXEN BENSEHIR.

ii. FERFEMREFE — MREFBNE-FHERNXEPRIUEMARIT , BikFiik
Uilo

iv. ﬁ*%jt_io

(® Note

EURFEMK ™ H 5 A Security Lake BY , FTEIEEN B ESMNEAHRFEBHETESE 156 RE
BHABA. AXREARASITRENGES  FEREEEAENEERA,

EEF AP RENIKSRE 21
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c. EFEWR, ZENMA.

AWS K= INASERVALRSS , RIANBR T , XEREFNNATZKS,

BKRZEILH Security Lake B R

REHEAEBRKF AN EALBBREICN Security Lake BB, MREFHALNZREER , B
BPRIEHEREEAR , AGEETNEREER,

/A Important
BBRZIEM Security Lake B A MRS , FHEXTALPHIKFZEA Security Lakes

IBTTEMEA Security Lake EHAENHBREREER , XEEFREURELHIT.

ERRESRABRERNEER , iBF A DeregisterDatalakeDelegatedAdministratorSecurity Lake
APl B9iE1T. BHMNALEBKF R ZRE, MRREARZE AWS CLI, BIE{T deregister-data-
lake-delegated-administratorsk BALEEIK BT

filgn , AT AWS CLI a5 Sl BRZ Y Security Lake EE 5 o

$ aws securitylake deregister-data-lake-delegated-administrator

EREZREEANEE , EEEXHBAKFNESIRERE , EERA
DeleteDatal akeOrganizationConfigurationSecurity Lake APl BiR/E , & , MMRIRFEHMNE AWS
CLI , delete-data-lake-organization-configuration 5. RERNNEEATREERALANXLRE,

flgn , AT AWS CLI @5 5= LMD A H LY FEL 52 K - B 30 W EE Security Hub AE4 R, R W
EERAFALIRERS , THRAKF I TLE Security Hub B AT 4 R REA TR . L ROIZEX
Linux, macOS = Unix B {THEINLE , SEARRBT () THERFRES TIRY,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}1}]1"
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—_—N N\

Security Lake AJ {15 1]

N LRIE Security Lake J§ , AWS Organizations B2/ A LB Security Lake /8 A A 1517,
A[{E A8 A iF Security Lake SIS IAM JRSHEX AR , ARREEEZWEHLAREKFPRTES. &
XFEHEER , 152 (AWS Organizations AAF1EME) PSS EA AWS Organizations 5H s AWS
AR5 o

ERALERKFNAR | &AL AWS OrganizationsZ XS Security Lake A {S15E, BXx%E
FATE15RIMLER |, 2% (AWS Organizations AR HH S AZEAAEHF

MRFRNVEER AWS K/ A& TEERS, RERSIKRARE , RMNBUEEA S HRNER.

Security Lake {5157 23


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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EZE P EERX

Amazon Security Lake AWS XiF I ARELREAZBRFHNEL BENEH., I TFEINXE , BHHK
BHEHETRH Amazon S3 FHFEHR, BUUARRNWXEEEFRNKESEE (W , FEIH
FKEMBFRE ) o EEATUEL—NHBZNLEXEFRES ZSNMXEFHHIE,

BEXIERS
Security Lake ATAE SN AWS X EHIE, EREFEHEHNRES , THENXEHNHFIEE JEE
2B, EEENEEHRLSR , REEBUTIRRIMXFH HFNRE.
Console
EFHXRE

1. £ L3TFF Security Lake 3 &l & https://console.aws.amazon.com/securitylake/o

2. ESmERKP  EREXE, KRS RXEAE , HPRME T HHEF A Security Lake X
HRYBE

3. BEE—IXE , REkFERE  EFZXINEAES.

API

EREY I XE A B EWERNIRA |, 1B#H GetDatal.akeSourcesSecurity Lake APl Bi21T. 0
RIRERAKZE AWS CLI , IE&E1T get-data-lake-sources fi55. ¥ FaccountsS# , F—1 =
ZMEE AWS IKF IDs RFlFR, WREERKIN , Security Lake fHFiR [E] 24 57 X 15 A X LIk 2
HIBRER , 3F Security Lake EAEMBBL AWS RIFKERBUR SN REHRS, WREFE
SaccountsZ¥ , MR IEHFXEPERE T Security Lake BFTEKF # A W EIRTS

flan , AT AWS CLI s TR RA B XE P EERKS Y B ESRERS. WRHIZEHX
Linux, macOS = Unix F{THERNLH , EEARFBT () THAERFRIES AR,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

BLR AWS CLI R HIsEXBAREK . M2 B AR BERERS, REI25XT
Linux, macOS = Unix #{T#&NLH , SEARFHT () THRERFRES WM,

REXERA 24
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$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'

ZHRELRBNENXEEATREM , BEM ListDataLakes#B e, MRIREMAMZ AWS CLI ,
BIZ1T list-data-lakes o X T regions ¥ , BIEEXFHMWXHAB, B0, us-east-1
RREELRI (FFRIMILE ) Xifi, BXXEBRBOIIE , S8 (AWS —&SE) F1
Amazon Security Lake iii o ListDatalakes BRESIREIBRERERPIEEN ST X1EH IE ML
EiRE, MREREERXE , Security Lake 2IREIFANAI A Security Lake Ky X158 A &K BE B8
RAENEERE,

Blan | LA AWS CLI i8S ERiZeu-central - 1X B HFHNRASNEERE, REIZET
Linux, macOS = Unix #{T&LEY , SEARRBAL () THERFRIES WTEM,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

FRXEiRE

EEREERESN , ARZEBUTHBAEHRF —PHZN AWS XEHRHBIEHNRE,
Console

1. £ _L3TFF Security Lake #2#l & https://console.aws.amazon.com/securitylake/o
ESMERSD , EEXE,

EE N, REERERE.

ERBE<XE>HAAKSKREIEE , BWAERALLNERBSZXEURERE,
HERBRFMAHEP | REBEPMER | NENBIRRNT N FHE,

XTFHRE |, BALUER N XEEERFEIRE, MERET LN ELEREN AWS FIRE LM
DENRE , SREEERE AWS K- XENBEHERE. BETRESEE , F5R ALl
RIRRNIIRE

7. BERENMXSERNCARE , BESMESPERPLEXE (HRET ) . AFIEFE Modify

(), HEFBLEXEIS , BEMUCE X, ERHFEREXE , 7@ Security Lake 12
HEZMXEEFBEHNR, THE  ERREUARFEL,

o o K~ w0 N

EARXFHRE 25
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API

ERRESREFRFE RN XIZIZE | i5# A UpdateDatal akeSecurity Lake APl B93E1T. HIRER
AR AWS CLI , #E1E1T update-data-lake T . X F region ¥ , BEELEEFNREN
XEH XF R BE, fli, us-east-1 REREERD (FFRLMILE ) Xifl, BEXxXFRBH5I
% , 1558 (AWS —f#k5#£) H 8 Amazon Security Lake i 5.0

FEREMSHAIEERNEMIEEENE , flwn , NFEFZEH (encryptionConfiguration) #
B1F7&& (1ifecycleConfiguration)s

fflzn , LA AWS CLI s S E#iZus-east- 1K HFE S M FH LN FIRIEE, RHGI2EX
Linux, macOS = Unix #{T&NLEY , SEARRBAL () THRERFRIES WTEM,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"

£ Security Lake A EESC & X1
CERHBA T RE— MRS MERREKENRE. EOLARSTURNEEFRASARER,

HT Amazon S3 MIRRE , FXF/NEFREEES (CMK) INZENXEHEREHE S3 HEME ( BRIA
& ) XEEaEs.

/A Important
MREGETHER , N THERSEERBEEBESF B , Security Lake BUGEEX
EEEVRNRERETHRNSESE, TENTERERELHRY S3 9 XHFEREKN
R BIEATE S,

ERMUCEXEZ A, £EEEFEETRE AWS Identity and Access Management (IAM) H &2 RN T E#Y
y=R=

- ATHIREEHHN IAM A6
« ATFEM AWS Glue 27X IAM &8

BELSXE 26
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® Note

L8 (E A Security Lake ##IA 8} , Security Lake 2R EBIEIX L IAM ACSERANEAE,
B2 , 7EEF Security Lake API B 4R8I X &L A @ AWS CLI,

ATHEEFN IAM A
It IAM B &% F Amazon S3 BEZAMNXFEFIIR B EFME4HINER.

ERFIXENR , FUE—NEEHR Securitylake B IAM A& | FHIFLUT ROIKBE BT N Z %
A, £ Security Lake F oI SXEA , BFEZAEH Amazon BIREAM (ARN), TELLREE
# , sourceRegions R ERMXH , destinationRegions &L & XiH,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"
]
}
}
},
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{

"Sid": "AllowS3Replication",

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,

"Condition": {
"StringEquals": {

"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

FUTEERBHNEZHN AR , UMERYF Amazon S3KAZAR :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

WREAEH AWS Key Management Service (AWS KMS) Y& FIEE R 40 R INZEH Security Lake
B, MR T HBIEEHIREPHNRA , EXTR T L TINR,
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"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

.

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]
},
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
I
"Resource": [
"{destinationRegionKmsKeyArn}"
]
}

BXEFIACHNESER , E5H (Amazon BEEFMESAFER) PHRENR,
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AT EM AWS Glue 7 XHY IAM A&

Lt IAM B &R T3 Security Lake fEAM 5 XEHTERF AWS Lambda ThEERVIXER |, ZIhEEA T AME
X E HH S3 FWRIEM AWS Glue B X, MEFRIZRAE , TRAFREENXERNRPEHRE
.

ERFIXLENPR , FRE —1E RN AmazonSecuritylLakeMetaStoreManager AR ( BAgEEHE
/B A Security Lake RBIETH AR ), EXLACNEZEFEEL , SEROIEKL , BSRASE 1 6l
IAM B,

£ Lake Formation ##l&H |, B ATIRBUAT R [@
AmazonSecuritylLakeMetaStoreManager B FHIFHEE A MNR :

1. 3TF Lake Formation ##|& , Bk https://console.aws.amazon.com/lakeformation/.

2. LEBAFPNSMHER,

3. MRERIEFEH Lake Formation B0 , EEREELSER 1 POIERERNAF , RAEEETF
",

4. WMBZBFEIIBFEA Lake Formation BEO , HHRITU T S EKELE Lake Formation EE &,

1. ESMERHNRT  ZREEAGNES. EREHEER R, K AREREER,

2. EEEHEHEEAIEEDR , WTF IAM AFRNAG , EFEY
#AmazonSecurityLakeMetaStoreManagerfy IAM A& | REERRE,

EXERUBIEHEREANRMNESZEESR , 155 AWS Lake Formation FF & A & 67+ #Y €1 2 B35 8

EER,
A nSC R X 45

ERENERTEAR , RERRUTSRMULE XHE,

(® Note
—PNXEAREZSNCEXBRAERE. B2, —MCEXETEREAMLE XERARE.

Console

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
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https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://console.aws.amazon.com/securitylake/
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2. ESMBERFHNRET , BBLCEXE,

RRER , RAREEFMULE XHE,

EELEXKEURBERHAXE., MREAMSNLEAXE , FEELRT R,

MBEXZLEOMUCEXE , ¥ FRZHRNRE , BB NN IAM ASERANE IAM
A mE Security Lake BT B ZANXEE IR,

6. ZTA/E , EERE,

o bk~ ©

&t A LATE S A Security Lake BURIDC B XiH. BXEZEL , 5 H Amazon Security Lake A
T

API

Elfiﬁﬁﬁ'ﬁ%mi[ B X , 5 UpdateDatalLakeSecurity Lake AP| BUiE1T. MMRIRFERAMNE
AWS CLI , #1217 update-data-lake @i . EZMNERD , FH region FREEEMLC L X
HEAERY Ei;ﬁo ErepllcatlonConfigurat1on*§&reglonsﬁﬁﬁ'=F' NBNLEXEEEX
HRE, BXXERBOIIER , ESH AWS —f822Z H#9 Amazon Security Lake i &0

flgn , AT R Eap-northeast-2 /L E X, Zus-east-1#XF[@iZap-
northeast-2th XIBHEE, WRHLERFMBBBH P RIZE T 365 KA HH, RO
=53 Linux, macOS = Unix #1THNLEY , SEARRBAT () THRERFRIES 1M,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":3653}}}1"

&t A LATE /S A Security Lake BHRIDC S X8, Atk , B5FEH CreateDataLakei®E (¥ , iR
£ AWS CLI , |f# Acreate-data-lake®i ™ ) « BXEARBERBLLXENESZER , S
¥, Amazon Security Lake Al]

E%ﬁjg F%/E/I_,\ I:iﬁz
ERENEERHRAR , AFERBUTTSREFHFHBER Security Lake FHYC B X1,
Console

1. 1£ E3TFF Security Lake # % & https://console.aws.amazon.com/securitylake/o

ENABBILE X 3


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/securitylake/

Amazon Security Lake FF g
2. ESMBERFHNRET , BBLCEXE,

1%E+# Modify (82 ) -

EELAXRENHERHAXE , FELCAXBEITHEEEMENHERAXE,

EBRLEXSE , HELEXETHERBR.

A, BRRF.

2

API

EpREHFNEBELEXE , E6#H UpdateDatalakeSecurity Lake APl H9i21T. MIRRFEAN R
AWS CLI , ¥z 1T update-data-lake &8, EEBWERF , FAIXFENSHIEELLEXTGIRE -

- ERMBIEREXE , B region FERAERMMNXGEEXEHAB, £
replicationConfiguration X®RH regions %I |, AN ERERARENLLEXEE
EXFHRE, BXRXEARBHIIER , ESHE AWS —i&5Z B Amazon Security Lake i 5.0

- EBRBEREXE , #EH region FRANEBRIXEEEXFHKBE, N T
replicationConfiguration ¥ , B EEME,

Flan | AT fus-east-1MEBus-east-2 N TEX T, AMXEEHMEap-
northeast-3CEXSEMHIE, HRHIREX Linux, macOS = Unix HITHRIW , EFEAKR
T (\) ITHEERFRIZBE RN,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_ MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/sexrvice-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"'
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REHFHNRRLDER

RKBERENRGHFERNE 22PN BNEZLEEMIESE (OCSF) B FEEHEMEITE R
HEMEH, Amazon Security Lake AIAMEFKFEWE B ENEH |, BEAR T HFRIKIR AWS BR
& ME=HBELKR.

Security Lake AJLAN RIGFRRBITFEHATREL, FHIRFMME (ETL) £ , HHEHITFEHIRHF Apache
Parquet %3\ OCSF %2#, 4B 5 , Security Lake fRIIBEME E LR IIEN I 3 2 5 2 1746 IR S
(Amazon S3) F##EH AWS K AWS X1 . Security Lake 27 /8 A Amazon S3 [RF M EN X
B2 — N TEH Amazon S3 F#EN. B/NRESLRH S3 FHBEPHELIMMBIZ , Security Lake 3k
BEMNRNBIERET —H £ IRE AWS Lake Formation &/,

&
« M Security Lake AWS RS UREE
M Security Lake F /) B E KRR EEE

M Security Lake AWS RS Ut EE B

Amazon Security Lake AJAMEA T RE X IFH AWS RSP UNE B EMEBH -

« AWS CloudTrail EEFMEHIES 4 ( S3. Lambda )

- W5 Elastic Kubernetes Service ( L & EKS ) ##% H&
« Amazon Route 53 resolver &ifj A&

« AWS Security Hub A& R

« Amazon Virtual Private Cloud (Amazon VPC) it H&

« AWS WAF v2 B&

Security Lake & B3 iX LHIBEHIR N L2 R FT M & 2 £ 3R FI1EZSE (OCSF) M Apache Parquet
B

® Tip
BN R —IHZIERSS AR Security Lake FEIBEIR , BR T CloudTrail EEBEH4 , &
FEXLERSHEMEEATIDR,. NREBEXERSZSPEET BFICRK , BABEEEHH
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FieRBEER AR EAR A Security Lake FHY HEIR. Security Lake 2 BEMZHEEENSE
HREFEMNIX LIRS PR EE,

FTRFZM  WIENR

X AWS IRSS BN SRREANINE Security Lake |, AR E S ENNPR, WiEM NEEE T R INR
H A &H AWS Identity and Access Management (IAM) (RE§ 2 B AT TIRE -

* glue:
* glue:
* glue:
* glue:
* glue:

CreateDatabase
CreateTable
GetDatabase
GetTable
UpdateTable

« iam:CreateServicelLinkedRole
* s3:GetObject
* s3:PutObject

B ZABGEEUTREMERFETEE , As3:PutObjectEHBS3:getObject MR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"

1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
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}

XEREARGFENREBENES , HFNEMNEZERERN AWS Glue BIEEMEK. AWS RS
MREFEH AWS KMS ZAX BB #H TIRS [ IHMER | NEEEIRBNR, kms:DescribeKey
AR AWS BRSS HERIE

N AWS BRSs WIRJE , Security Lake 2 B FRMNFPRELZ S BEMSEH., XEHASIFREM
£ Security Lake IR INREXIFH AWS RS BRB. BXRMEERNIRE |, HSHM Security
Lake Iy B ESCRRKRELIE.

Console
i AWS BEIR (#2FE& )

1. £ 3T Security Lake ##l & https://console.aws.amazon.com/securitylake/o
2. MESMBEKRPIEEFRR,

3. I&FE AWS RS ENPREREN , RAREREEE.

4.

ERRERS , BRARHEREATHEEIRNBERNRAE. RIABERLT , RO EE
JRH Security Lake HL,

/A Important

WMREEEEEEXEREAFIRE AWS BERFIENAGNR , BERREH Security
Lake EE R, AXEZER , FEREFHSENR,

EiNTAFEREFMERFIVBER , EELTNEFITRERE, BXRUOMARETHENFHE
B , 53 Amazon Security Lake RHIT R & EE,
RE , BULUERNRERTIRA , AZAME UE A THRIREREEYRRE

5. ‘X Hod , ERERRKEBIENXE, Security Lake FMPTIE X5 A 89 7T A 1K F B9
SR SRR

6. EEBEHA.

API

SR AWS BER (API)
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
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ELURRER R AWS BRE IR , A Security Lake API B CreateAwsLogSource®
£, WMBREFEHAKE AWS Command Line Interface (AWS CLI) , i&iE1Ti%create-aws-log-
sourcefifo, sourceName #l regions SHELEN, HE , B SUFRIRAYE B R0 4

EaccountsEH4FEsourceVersion.

/A Important
UIRREEDSPIRMES AT | Security Lake 2RIFRONSHRIENERNSIE, HI
m, MREKRREHaccountsSH , MiZH S HNATFARFHNEAKS,

AT RGN VPC R BERIMABEKF MX SR ARIR, REIRZEX Linux, macOS = Unix 3t
TRIAHN , EEARKMT () THEFRIES TiEM,

(® Note

R GG I ¥E SR B A T i K JS B Security Lake BIX1E , M SWE —KEIRES, BITLUE
SEZX15E A Security Lake S fregionsSHNIEE B /3 A Security Lake B XiEX
R R 4R IR

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

REKRESHRES

EREWNITEE AN RERBSRIRINY X EF E A B EWERN K- KR RER,
Console
RENZ B X B EWENIRES

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
2. ESMBERKL , &R K/
3. FAFRERE KR JPHHFL , EFENMEKFERATHLERE,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html
https://console.aws.amazon.com/securitylake/
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API

ERE Y g X1Eh B W ERIRA |, B A Security Lake API B GetDatalLakeSourcesig¥E, 1R
IBERAWR AWS CLI , Eia1TiZget-data-lake-sources®isso X FaccountsS¥ , B LLF—4
NZNMETE AWS K IDs 5k, MRERERB I , Security Lake iR [E 24 5 X1 A X L ik
FRRER |, DI Security Lake IEFE ML AWS KRKRERTE AR BN KRRHRS. MREFS
SaccountsZ¥ , NIMAFEE LB XFHPEE T Security Lake BIFTE K B B EWERTS,

fflan , AN AWS CLI i SRR RH [ XIFFAEEK N B ERERS, RAI2EX
Linux, macOS = Unix #T#&NLH , SEARFHT () THRERFRES TiEM,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

E 3 Security Lake FH A GBINR

MRLEEFMENABNRBER ( F AWS Lambda B H Amazon Simple Queue Service
(Amazon SQS) Simple Queue Service BA%l ) , ToEMFTRRA B IR EREVEIE , M A EFHAENR
PR H 82 — A F K R ERLER BAnazonSecuritylakeMetaStoreManager V2K RV B IE.

BRERENEREZE , RRERREAENREN A SNRH QEZHRFRLERBIEEXEPHRE AWS
AERRNHTE, XR—RXMEERE , RANRNETR2ERAT future BYBIRIRMRA .

Console
EHACKNRE (EHE)

1. £ E3TFF Security Lake 3 &l & https://console.aws.amazon.com/securitylake/o

FEFAZ R Security Lake B2 & fI E I 1T & Fo
2. ESMBERPHIRET , EEEM,
3. ER ‘EFAENR,
4. T “REHBREINR HBD , FATATE—BRKE -

- BIEFMFERTVERSAG- B LERRB Security Lake I H
AmazonSecurityLakeMetaStoreManagerV2 B,

- FRANAENBRSAS-EAUMRSAEENIRFERATNRSAG.
5. EEMNA.
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https://docs.aws.amazon.com/cli/latest/reference/securitylake/get-data-lake-sources.html
https://console.aws.amazon.com/securitylake/
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API

EFHHENER (API)

ELUREBAXNEFNR , B UpdateDatal akeSecurity Lake APl Bia1T, EfEHAEFHINFR
AWS CLI , #1217 update-data-lake T F o

EFHENBENR |, A I AmazonSecurityLakeMetastoreManager®t & & BUER

il Bk AmazonSecurityLakeMetaStoreManager A&

/A Important

FAENREH N EAmazonSecuritylLakeMetaStoreManagerV2 , BABINBIENRS
EEz1T , AEBBRIBAmazonSecuritylLakeMetaStoreManager&f, BiUELERF 4
PIEBEBRZAR,

MBEREMBRZAE , M AFTEMFMBERZAmazonSecuritylakeMetaStoreManager & AWS
Lake Formation,

BB TS BRM Lake Formation 2% & P& ERiZAmazonSecuritylakeMetaStoreManager A€,

1. B FHITIF Lake AWS Management Console Formation 32 #1& , it https://
console.aws.amazon.com/lakeformation/.

£ Lake Formation ##H| AN SMBERF , EEEEAGNES.
3. AmazonSecuritylakeMetaStoreManager A& XEH K,

M Securit AWS RS y Lake B ERE N KR

ERRBWERIGE , RAERBUT SRR EZFM Security L AWS RS ake Ko EAIABER—A
BN KR, BERFKIRE , Security Lake = 1L M8 TE X F 0K F~ A 9 KR EHIE | TR A
P EBMNRBREFHE. B2 , ITEAF AT BIRET Security Lake FEiZRIREBERZ BIMH
WENBIE, BREEFERXLEHBBRAERRNRELIEN AWS RS . BXBREEKRENE
ZER , HSHM Security Lake 18I B & X KRR EETE,

Console

1. 1£ E3TFF Security Lake # % & https://console.aws.amazon.com/securitylake/o

BER AWS RS ERRIRHY 38


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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2. MESMBERFIEEFRIR,
3. BEE-IKR, AREREA.

4. EERBEFEIENZRFBRELEN —IPHZPXE. Security Lake RF 1L MATE X 35 5 B AT A K
PR RIR SRR

API

ELURER X AWS BRS fENRIREMIER , B A Security Lake API ByDeleteAwsLogSourcet®
£, MREBEAKR AWS Command Line Interface (AWS CLI) , i5i&E1Ti%delete-aws-log-
sourcefif. sourceName fl regions ZHELEN, NF , BALUGBRSEERSI NS
EaccountsZHFEsourceVersion,

/A Important

LIRRAER D PIRES AT | Security Lake 2RIZEBRDNSHIENEENSIE, 4
wm, MBREREMaccountsSH , Nz RHNEATFARFWEAKS,

LA RBIMIBR 7 5 E MK F M X B VPC 5 B EE R KIR.

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts='["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

AR R BIMNBR 7 48 2 K 7 A X 48 48 9 RIREY Route 53,

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

BIE R R PIRE AT Linux, macOS =X Unix #HTHERLHY , EAMERARRAL (\) THERFRIES T
28

CloudTraill Z& N EHBE

AWS CloudTrail I ZREK~H AWS APl BRAARIER , @EFEA. AWS Management Console,
WHITIEMEL AWS REH1TH API A, AWS SDKs CloudTrail i& £ i #1R Bl BB LE A 7= ik F

CloudTrail E# B & 39
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LAY AWS APIs 7 X #HBRSS CloudTrail, & HFEAAYIR IP sk AR FEIL & £ RV ET A, BXEZE
B BZR FAFEE. AWS CloudTrail

Security Lake AJLAE S S3 l Lambda #9 CloudTrail B2 E4 CloudTrail HIEEHHEXHN B E,
CloudTrail EEE4. S3 HIEEHM Lambda HEEHRZLMHHN=/MUY KR, Hit , HEFH
F—ANARINAEEREERE , B8 sourceName 28 RAENE, EEEH (A EEFESE
%) AIESSRA T B PN RRRITHEEIRME AWS K, CloudTrail BiEEH , SN EETF @R
£, ERXNEBNERIERATBHIATHRREME AWS IKF, XEREBERAAEED,

E £ Security Lake FIEE CloudTrail EBEH , BMURELE—NMHTFWREEZTRMEA CloudTrail &
EEMH4M CloudTrail% XIBH LA RER, BLRARNZREREABEIERK, IREBEHMBRFSHIEET AE
8%k, BALLEEXAFRIERKEERAFERINA Security Lake FEY A &R, Security Lake 2@
M BESNEHREBENXLERS PREEIE.

ZXEBRERTNZMNXEN B S ER D 2D AWS I #24 Amazon Simple Storage Service
(Amazon S3) i, MRESLET CloudTrail ###H|AHEE T 2 XIiHERER AWS Control Tower , 1|
7o 5B SREUH — SR 1E,

- EXUEBNEEBIRIEMNEE CloudTrail , 52 (AWS CloudTrail AF#gr) FHNALGIE

« BXHBENEEBETRIEMNES AWS Control Tower , 1§25 (AWS Control Tower FF3ER)
AWS CloudTrail# By #1235 AWS Control Tower #1E,

L AEHF CloudTrail B4R N KIRAT , Security Lake &3 ENFF 4N EESREY CloudTrailE 4B *E. ©
CloudTrail i3z BEEEHNSEHREEZMEA CloudTrail EEMHBTFES 4.

Security Lake T2EEBEM CloudTrail 4 , t FAFWEHNIE CloudTrall LB, BEEEERE
CloudTrail E4IFRIFRE , KA {EA CloudTrail RS E&A= APl, BEXEZER |, F5H
{AWS CloudTrail AF#Er) RHER CloudTrall E4H R IEZREFEH,

UTHIREMTIEQOMFASERN GitHub & FE45$E , LT ## Security Lake #{AfF CloudTrail 445
#1LA OCSF,

GitHub OCSF E#-17f# % CloudTrail

« JRIRA 1 (v1.0.0-rc.2)
o RRBARA 2 (v1.1.0)
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_AwsLogSourceConfiguration.html#securitylake-Type-AwsLogSourceConfiguration-sourceName
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/CloudTrail
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Amazon Security Lake ArfEm

Z4 P8 Amazon EKS #& A&

LIBF Amazon EKS & it B &R A FKIRES , Security Lake 2FFIRUREE R TE# 4 Kubernetes BRS
(EKS) £&HIZ1TH Kubernetes BIR LMITHIEZNRIRAFB B EKS B BEAFHBEIETE Amazon
Elastic Kubernetes Service F &M & EKS &P Al g FEN T 5T

Security Lake Bid 7 HES M & it A EREREEA Amazon EKS 2 #IFE B HidKIBEFH EKS
FRALEESH, LEIEEELFTIINEE , tFFMEBTEERENIAE Amazon EKS ##|FHE A EE
B, BXEZELR , B3R (Amazon EKS AF#E™E) K Amazon EKS #ZHIE MR A&,

R B OCSF v1.1.0 X Amazon EKS &# B&E. B3 Security Lake 10{a4F EKS &# A £ HAR AL
7 OCSF WS & , 21 GitHub OCSF 74 FE 4t % Amazon EKS &# B EEH (v1.1.0) WIS
#,

Z 2P M Route 53 BMTBRERAE

Route 53 Resolver &if] H & ] LLBRERH Amazon Virtual Private Cloud (Amazon VPC) A #9 & Rt 1T
) DNS &ifj, XA URBER THRNARFNETERAXALEEM

£ Security Lake H 7 1 Route 53 Resolver &if) A &7 KIRAY , Security Lake &3 BN FF #/i@d Ik 37
BEEMEHREREM Route 53 Y5 Resolver Eifl A&,

Security Lake T EEEM Route 53 BE , BT M EH Resolver ER A ETE. EEE
Resolver &) B , B4 EH Route 53 lRZEB#HIE, BEXEZEEL |, 55 (Amazon Route 53
FEAGERE) FHNEE Resolver B HEIEHEE,

DTHIRES T IEQBRFSEN GitHub ZEEEEE1E , LU T ## Security Lake 20{A¥ Route 53 HEHR/E
{£ 7 OCSF,

GitHub 771 Route 53 A& OCSF 7%

« JRARA 1 (v1.0.0-rc.2)
o RABMRA 2 (v1.1.0)

Security Hub EZ &P R MHER

Security Hub WRAELRABHETHECHZSWR , AWS HATFEREL ST IIREMRESE
BRELZNIFE, Security Hub NEMRFMERELR , SEESHME=ZA=REMVER AWS

BRSS , AKX BB Security Hub B HI3EE# TR ZE, Security Hub LL—f&H AWS ZL£AEL RN
(ASFF) BiF R BIAE L R,
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S IR1E Security Lake H i I0 Security Hub A& X I E 7 KRBT , Security Lake < 3 ENFF #5813 34 37
BESMNEMHREZEM Security Hub ERMBELI ., Security Lake E T FAERKIMM ASFF ik
NEZEHFHF R EZ LS EHES (OCSF) (OCSF),

Security Lake T EEEM Security Hub HEXI , L RS MEH Security Hub RiE, EEE
Security Hub BW&EL R |, SifEA Security Hub fRSSEHIA. API H AWS CLI, BXEZEE | iF
Z# (AWS Security Hub AIF#E®) H# AWS Security HubF Y AE X,

UTHREHTIEOMHSERN GitHub Fi&FE4E#E , LT ## Security Lake 21a]4¥ Security Hub #Y1
ELREIRHELR OCSF,

GitHub OCSF 17f#F , AT 171 Security Hub AE4

« JRIRA 1 (v1.0.0-rc.2)
o RREBARA 2 (v1.1.0)

TP VPC B E
Amazon VPC 9 VPC i B EThRE A LRI E R HNEHEOWN IP REFE,

HIRIE Security Lake R0 VPC 3t BEAEN RIRET , Security Lake £ BIFFUE VPC B E,
TR BEEENRBEREZFEARE Amazon VPC 1 VPC R B E,

Security Lake T2EEEH VPC R AXE , t R FMEH Amazon VPC BB, EEEBRAXR , B4
JER Amazon VPC BRE#24lA. BEXREZEER , 58 (Amazon VPC FRARIEE) vHERR

=

UTHRREH T EEORESERN GitHub 74 FE5E#E , LT ## Security Lake #M{AFF VPC it B SR HEL
71 OCSF,

GitHub AF VPC R B&® OCSF Z#kE
« JRMRZA 1 (v1.0.0-rc.2)

o RAFBRRZA 2 (v1.1.0)

AWS WAF & xkZ £

L {RTE Security Lake #7711 AWS WAF 7 A&REY |, Security Lake 2 BIFBIMEHE. AWS
WAF 2—% Web NARFHAE , TATHEESLRAF OGN ARFRIEN Web 1R H 2 HIXTE
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HARABRNIER. IEFNESIEMEN AWS FIR AWS WAF IREIMEHERIVEE, BXRIZIFRNF
MIE S AR FERLEEHAN BN FRER.

Security Lake AWS WAF B4 BES M AWS WAF BEREEFEABEE, EEEETEFTINE
ERFMIMNE AWS WAF BLE. Security Lake HE{X# 3R AWS WAF Web i [a] 3% & 51 5= (Web ACL)

BB R IFHBIE, WSRTE Security Lake IKF AR Web ACL B A 7 EIERTY , NFRIEEHN Web

ACL EEXNERNBEHTHRESIWHFLE., BXER AWS WAF RFRNARFRENER , B5H
(AWS WAF FF R AR IERE) H I AWS WAF THERE,

/A Important

R EEA Amazon CloudFront 20 R EN HEI B IRFEE AWS WAF |, NI ATUEREERED ( 76
EEIE4bER ) FREME Security Lake FIZEREEK H &,

AWS WAF R4 OCSF v1.1.0 X# A&, A% Security Lake H{AI% AWS WAF B EBH LR
OCSF W{E&. , {58 OCSF AWS WAF BEEZMEE (v1. GitHub 1.0) RIIBETS &,

BER AWS IRS5 19 KIRHY

RBRBRIHR AL, REERBUT S BRBIBRE A X FM Security L AWS RS ake 1Ro BRI ABRR—
REZMNXEFHKRIR. BERFKIRE , Security Lake fHF 1L W35 E X = Mk - A9 kIR UE SR | iTRA
PR 2BMNRFIREEFEHE. B2 , iTHEAF AT LIREL Security Lake EIZRIREBERZ BIMH
WENHE, BREFRAXEHBBRAERRNRESZFEN AWS BF . BXBREESCKENE
ZEE , BS R M Security Lake 8 B E WRIFRWEIE,

Console

1. 1£ E3TFF Security Lake # % & https://console.aws.amazon.com/securitylake/o

2. MNEMmBERFEEKR,

3. EE—IKR, AREREA,

4. EREFELEMNZKFEREREN— PRSI XE. Security Lake R 1L M FTE X5 B Fr B Ik
FRYSKIRBE TR

API

EURER F AWS BRS fERRIRMIER , B 1E A Security Lake API ByDeleteAwsLogSourcei
£, MREBEAKR AWS Command Line Interface (AWS CLI) , i5&E1Ti%delete-aws-log-
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https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
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source@i o, sourceName  regions ZHERHBEN, HE , B LUFBREE RN
Eaccounts=H4FEsourceVersion,

/A Important

LIRERBEED S PIRES AT , Security Lake 2RIFBRDVDNSHIENERENSHE, 4
m, REREHaccountsSE , Mz HNATARFPNEAKS,

AT RBIIBR 7 5 E MK F M X i VPC 5t B EERRIR.

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

BUTR R BIMNBR 7 48 & K 7 A X 48 48 9 RIREY Route 53,

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

B E A R B RS Linux, macOS = Unix #ATHRRLH , EAMEARML (\) TAEFRES AR
38

M Security Lake F &Y B E X RIFE KR EE

Amazon Security Lake AIMMBEX N E=FRKERZ L BENEH., Security Lake BEXRZ
—fE =58RS , AT @ Amazon Security Lake XiZZ £ AEMEH, EREBEZH , BEUER
DT AEMNEHRRATRNEZEERMIELR (OCSF) , HHE Security Lake BIRER , @FE S
X. parquet XHEINUARTIRA/NFERRER,

FHFHMNEBESNR , Security Lake 2 TUATAE :

« A Amazon S3 FiEEF IR — N —814%.

« 7£ AWS Identity and Access Management (IAM) R 812 2 1F B EURBAHBEAEARENAE, It
ACRKNNRDFEHBZ NN AWS EEFRKIEEAnazonSecuritylakePermissionsBoundaryo

« B — AWS Lake Formation &REEEJRE A Security Lake XK,

MBE SRR EHE 44


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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« RE AWS Glue 3 =RXBEHTFE#H T2 X, R AWS Glue Data Catalog FAAZ&i&iER, EESH
Zh & DT TR B HRERSR K TE o

(@ Note
—ANIK P R B % AT BUAN N 50 N B E LB B

E [ Security Lake FAMBENR , EXTHEEATER, FHERXEERTgETMME , H U
I 25 1) & 0 47 7 45l

- B - BEURLIMEEB NEIEERN —4H S3 WRE A Security Lake , IXEXN R T 2 B4 %R
HBZT. NTIESNENBENR , BRFENE—WTRNEZLEEWIESR (OCSF) EH
EKENRIMAIRIRM, Security Lake 2BIE— IAM A€ , ZABATEEUREEN S3 F#HH
FREENEHRITE A,

« BX - NBENRKENE S3 WRENEIILS Apache Parquet X4,

- 229 - HHEH OCSF EHENZNATF Parquet AT RPHFTFRIEFK, Security Lake X
Parquet ARZA 1.x M 2.xo BIETRAK/NRBREIR 1IMB ( RESR ) » THKRKDFREN 256MB ( EE
%) o BT Parquet Y RIWHITES , Bk zstandard,

o PX-AIRXE, AWS IKF, EventDay NI RHITHX, RNRBBR/ N, source location/
region=region/accountId=accountID/eventDay=yyyyMMdd/

« WRARPHER — KIXF Security Lake I XHRNTE 5 78 E 1 NEZ A ZRIRIBERIE, MR
HR/NET 256MB , MIE P RIAXHHMERAEEET 5 78, XRMAPERZRHFTNER ML
Security Lake, TEFBENLRRBERITEESFMEN Security Lake EEE,

o BEF-EEA Parquet XX RS |, MR BEIXIERHETEHR , LR EZBEEH R,

(® Note

£/ OCSF RiF TERIFEENREREFHRAE. 0CSF SchemaXI FBENKIR , Security
Lake X# OCSF 1.3 X E R4,

# Security Lake F1RELA E SURKY 7 XE K

NTETERNBIELIENENR |, £0 Security Lake FMBEESURN , RINEEFEHKX. XNRMK
PNER

REBERARBH S XER 45


https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=
https://github.com/aws-samples/amazon-security-lake-ocsf-validation
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X

RIZFAVE, AWS X AWS K/, B HXIX R#ETD X,
« O XBIEREAERAN

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

8 R 1F 0 1B B AR R0 X Raws-security-data-lake-us-west-2-1ake-
uid/ext/custom-source-name/region=us-west-2/accountId=123456789012/
eventDay=20230428/,

LT3RERT S3 BEDXPEANSE
« REHFHIEH B ESURBIERN Amazon S3 FiEHERI B #R.

« source-location-S3 FEMPEENRNEIR. Security Lake FFEERMATE S3 XN RIF
HEZAERT , FEZIBEN TATR2ME—H,

- region— AWS Xif FF5iE LAEFIH A, fFilan , BATEASHE LZUS East (N.
Virginia)Efu FEERI ( #HFELILE ) #HXH Security Lake 7.

« accountId— R7 XHIERKMEN AWS IKF ID. W FEZANKFHEXHIERE AWS , BI1TE
WEAEMNexternal X2z W FFHEexternal _externalAccountId, B R AIX a4 Xt
W, BB RESBADBKSANEIAKEY , DsXETCIIRTEEHEMEREERRS IDs £
B9 AWS Bk P IDs SNSRIk P & R ZR,

« eventDay— 1E3%kK UTC BfEIE , BN/, BX R/ \NERHFNFERE (). YYYYMMDDINR 1
RESHRNBEBPEE T FTENNEK , WARF X0 XBHRRIBZRIEN UTC,

£ Security Lake #0700 B & SURRY SR F A

WINEESURRT | Security Lake 81—/ IAM A€ | ZAGATFZRNEEEAZRE RN
FBuE, AENEMERERNAnmazonSecurityLake-Provider-{name of the custom
source}-{region} , HE#region2 AWS XiF &R INBESREHNER. Security Lake FEZAE
BN IA R BIE NN R e, WREERAEFEEN AWS KMS ZEAX $IE M3 1T 7 % |, Security
Lake X 2R ZA K INKBEKkns : Decryptfkms : GenerateDataKey R, LtABKHNRLRHA
FH AWS FEEXRMIZREAnazonSecuritylakePermissionsBoundary,

ES ]
- WUEPR
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- B IAM BB LR Security Lake FERBLEH#HITE AR ( AWS CLHYXER APl FIZ5 %R )

K UE R
ERMBESRZA , BRIEERBEFNITUTRENR,

ERIFEMRIR , BEA IAM EFKHINE IAM H 48 IAM Kig, RfE , FXERBPHEESSUTE
IR (BUFRAFIITXERETRBMBEESUR ) #ITHER.

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

+ iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

* iam:PassRole

« lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

s3:PutObject

XEREATFECMNEBEKRNE R EMEH , FELETEEHN AWS Glue BIEEMER , HEEE
f%1E£ Amazon S3 /1,

WMREMER AWS KMS Z4AX Bz iat T RS SRim s | NEFER
Bkms:CreateGrantkms:DescribeKey, Hlkms:GenerateDataKey®IiX PR,

/A Important

MREITRIEERA Security Lake #ZHIERMBESR , WA ABKE T — FHEIRIETE Security
Lake iR IIEE N KR, Security Lake #EHI&RM T RHLHWATTRE , IR EOIEME X
ZN IAM AESERAREAE,

R AERIE R Security Lake APl 3 AWS CLI R INE & X E | 4T T — 5 0I2 IAM
ALY Security Lake BN BHITE AR,

NI B E SRR ST RS
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B IAM BE8LLAEXN Security Lake BNV EHTE AR ( AWS CLUXERE API
S

MREEEMER Security Lake API I AWS CLI RINEESUR , ERMEE IAM A URFNEWEE
SORBFE#H TIEM AR B B 5 XK AWS Glue PR, X5 X 2EBHIELU K Data Catalog 4
BNEHRALEN.

BB IAM AtE , £REEZAEKN Amazon BREBF (ARN ) FEERMBEXR,

Mt tlarn:aws:iam: :aws:policy/service-role/AWSGlueServiceRole AWS & X
B o

ERTLENNR , KEXAEACPOUERARANTHEKE , AWS Glue JENEF UATMNEE
SOREEVBIE XM HE AWS Glue 47 B FH 01 2/EH K,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]
}
]
}

B L AT EEREE AWS IKF AT ERIZRBREING IDRKAAE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
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}I

"Action": "sts:AssumeRole"

MREBHMEELFRNXEFH S3 FERBREAEFEERNMELN AWS KMS key , ELFUR S
TR MNE %A AL KMS BHAKRK

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"

1,
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"
]
}
},

"Resource": [
"{{ARN of customer managed key}}"
]

£ Security Lake H7i0 H E XUKRIR

BIEATEA AWS Glue TEEH IAM At f5 , FRRBUA TSR Security Lake RN E E SR,
Console

1. 1£ E3TFF Security Lake % & https://console.aws.amazon.com/securitylake/o

2. FATEALAN AWS Xif &&FzF  ERETHPUEEEVRNXE,

3. ESMBRPERBEKER , ARERFNEBEKE.

4., HHELKERFHAGEES? , AEEXNRBMA—IN2RE—BM. RE , EF—1 OCSF B4
%, eHRRT BESURFEAEE Security Lake FYEIERE,

5. WTFHEBABENRHWAWS KF | @ AFEAENE4E AR 8 E R AWS
& 1D FAEB 1D,
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6. XNTRSHENR , CIBAEAFTNRSAE , LA @ Security Lake BF A AWS Glue
MR RO ABRS B E,

7. EEBIE,

API

BELUREBANPMBENR , B Security Lake API BCreateCustomLogSourcel®fE, EHAE
BB ESURRIEBH AWS XiE N BFHIRE, WREFEAKZE AWS Command Line Interface
(AWS CLI) , iz {TiZcreate-custom-log-sourcefifo

HENERD  EASIIEHENSZBNEENREERERE

« sourceName— RRIEERB . ZBMMLMEXIGH MK —WE.,

« eventClasses— IBE—NHZ 1 OCSF EHFKIFIRF [ KX Z| Security Lake FIEIER
#l, B3k Security Lake FXFHERREMN OCSF EHENINER , BSRARNELZ S RIESR
(OCSF),

« sourceVersion— ( Ali% ) IEE—ME , FHEWERFINBFEREHN B ESURBIEE,

« crawlerConfiguration— EEENEARCMEFMEIEN IAM SEH Amazon & IRE R
(ARN), AWS Glue XA IAM BN AL , BSRFMNE ESURM EREH

 providerIdentity— EERFATRAKFEHAEA BEMNEHN AWS FHFHAE ID,

DT RAEEEXSWEEBEREEKR,PRMBESURERN BER. LLRAIZERT
Linux, macOS = Unix #{T&NLEY , SEARRAL () THERFRIES WTEM,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

B E UREIE AWS Glue

£ Security Lake I E E KRS |, Security Lake 282 —/ AWS Glue T€H, ZIEMRFIFiE
BEIENBEENR , MERIELSEW , AFAKRIER AWS Glue Data Catalog.
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https://schema.ocsf.io/classes?extensions
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BNBUEFHETZRMERF , LEREE RN REGRERN , A4 Athena MEMEH RS+
MERNEE. E4XE  MREEVFNAABBEPREUTE-ZL , EREZEITZECNERF

- BESEF 1S IHNTLS,
- WIEEEES struct BBRENIPE IS FE,

BREZTREMGEA |, 555 (AWS Glue FFXEIER) FHZHE AWS Glue [ENFEF,

Security Lake Fo AN BREE G~ FAV I BCMIZF, anREM BR— B E SURFH T RIFERFROIE
BEHNEESR , BRINBWEMRXBKHICRER

X #FHy OCSF B#3%

FTRMERELRMIELR (OCSF) EHRMER T BE URR RIEE Security Lake WEIERE, XIFNE
HRIEE -

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
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MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,

PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,

USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,
USER_QUERY,
USER_SESSION_QUERY,

// 1.3 OCSF event classes (Win extension)
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PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

M Security Lake # il BR B E SLRIE

T B B B SUR a] LAE LE S BUR MIZR & 3% B Security Lake, BBRRIR/E , Security Lake fHE1EMNFEE
X35 F 0k /= A 9 SRR R BE |, iTR AP B REBMRRREGEEIE. B2 , ITHEAF AT IRE
Security Lake FEZRIREBRZAIMNPRENEIE, BREFAXEHBRBREEKER. X%
BREESZEFEHNAETHES , AWS RFiESH. M Security Lake AWS RS FUIREETE

£ Security Lake il B&k B E SR , S EAIZIREZEA Security Lake ##| & 2 AWENR. KEEER
AERTEESSBURER L[ Amazon S3 X% BHE.

Console
1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
2. FEARNEALAN AWS XiF EFEaR  ERENDBEREE SRR X,
3. ESMmERTF  EEAEKR.
4. EBREMRN B E SR,
5. EBRBUEHEMBENKIR , AEEEMERAEINRE,

API

ERURESRMEREESUR , A Security Lake APl #JDeleteCustomlLogSourcei@fE, R IE
MR AWS Command Line Interface (AWS CLI) , i§i&a1TiZdelete-custom-log-sourcefi o 1
Eff BR B E SURK AWS Xig A iZ IR E,

EERERS |, FH sourceName SHUIEEEM BRI B E VRN B, LI LIEEBERNA
M, RIEEH sourceVersion SECRMERSEE PR EI 7 B E SUR A4S ERA I BIE,

LA RBIM Security Lake IR B E X A EIR.

LRI R EXS Linux, macOS 2 Unix #THERILE , EEARRIT () THRERF KRS TTIEM,

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE

B B 2 SUR 53
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteCustomLogSource.html
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TP R EEE
Amazon Security Lake iT P AILAE AR B Security Lake 8 HEMEBH, I T EEHEAHERERIK

R R & AERE , B ABRKIFENTRAFRENBEAHRNR. BXRENESER  FSAE
EHPRRABERE,

Security Lake XEFRMRENITFE A/ ER

- BIEHRINBUEB A S3 FEE @Y , ARG Amazon Security Lake BREIENIT I E S WEI B X
ZRAFINREEBEH, RIAMERT , THAFPSBEIMBIREN HTTPS IR KB BEXFTXNRNWIE
H, TFEAFEATLLEN 18 Amazon Simple Queue Service (Amazon SQS) BA I E B X F X R
9B Al

- BRFRINR-EEERNRRITRE TJTLAEH Security Lake IWENIIE, XEITHEFEHT D
Athena ERFE#E#EEH S3 FE @A AWS Lake Formation R,

T30 %E RS REE IR AEMAERNPIIRREE. AWS K& ERWITHAF RSN XEHE
HaE , EULLRRITEAFNAENXEEENCEXE , AlEaXEEERH#BE, BXLAK
BNBBEREXENESEER , BSRAELS P EEXE,

/A Important
Security Lake S VFEUIT HF N IR &R ASKIREN 10, X ATEER AWS KR B E L RIRAY
HE,
£
B2 Security Lake iT ¥ A F B B8 15 B AR
E 2 Security Lake iT ¥ A P E#1H H R

B Security Lake 1T [ A F B9 ZU3E 15 R IR

LUBIIEE A S3 EEMER , HMIFR Amazon Security Lake FHRBIENITR AP 2 W EIE X 1ZEREMN
FRKRNEHA, RABRT , THAFSBESMHIREN HTTPS B BRI KRB, 1T
P& LAE I 31 Amazon Simple Queue Service (Amazon SQS) BA S BB X F 3T RAE X,
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HENREE Amazon S3 W REARSMHBITE NN |, THEXWEBEXRXENREH, TTEAST
PUBI T H ik R B 2 # &N Amazon Simple Queue Service (Amazon SQS) BAFISRE #1518 S3
FRABFBREXFTINRWBA, BLiTREAES3IE CreateSubscriberAPl BaccessTypesSEH R,

FH

« 7£ Security Lake F R8I EEEIE A RN PRAYIT 5 & 0 £ RFH
* 71 Security Lake FoIZEEHFE L RIXENIT 4

 EH Security Lake RV EIEIT H &

- NZLMBREEITHNE

£ Security Lake 8|2 E B HIFE T R RRY T 7 & RY 55 RS
IBAIRI LT o RS BETE Security Lake REIZ EE BB HRRBRNITRAF,
I UE X PR

ERIUFEHNIR |, B6EH IAM EFHMNE IAM BHH IAM Kig, AR , BXEREPNEESUT
( R ) BIEFIRAITHR. EFEEHBE AR |, BATHRTXEREFEBAITERAF,

BEERBHIITUTRENRR :

« iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

* iam:PutRolePolicy

* lakeformation:GrantPermissions
 lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
+ ram:GetResourceShares

« ram:UpdateResourceShare

BRT ERZH , BEFBEREHITUTREANR
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Amazon Security Lake ArfEm

+ events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule
 events:ListApiDestinations
* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sgs:DeleteQueue

* sqgs:GetQueueAttributes

* sgs:GetQueuelrl

* sqgs:SetQueueAttributes

FREXTT 59 A PRI SAER 1D

EORITHEE , RTITHEN AWS K/ ID 25 , BEFZIREUMEMIAIAER ID. S8R ID 21T 5 A
FRALEHNME—PRRARF, Security Lake 2FF/AER ID FMEIEGIRAITEAS IAM AtF, £
Security Lake 215 Fi@id API 5 AWS CLISIZITE AP , BFE/ANE ID,

BXRAMBHWEZFER IDs , FESH IAM AFEEPNNAERE=5ET AWS iR AR ERE A5
#B 1D,

/A Important

MREITEE A Security Lake BHEIBRIMITEAFS , AT T—% , BENITE Security

Lake R8I EEHIEHRINRAIT o Security Lake #Z=H| &M T R{LAAITRE |, ATLR

ZORFMEXEN IAM AGREANEAE,

WMREITRIEEF Security Lake API 2% AWS CLI FMNITE#E |, B #E&EHMT TS 0Z2ATHEA
EventBridge API B #589 IAM A€,
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22 IAM A LA A EventBridge API B#r ( AWS CLHYXPFR API FIZ 5 )

mREET API HEA Security Lake AWS CLI , i57E AWS Identity and Access Management (IAM)
holE—NAe K BRFLIHEA API BFiRMEEEH HTTPS LiHT R AIEXN KB AR EventBridge
R,

It IAM BEtlBTRE , BEERMEAERN Amazon BREBH (ARN) FREQIZBITHAF, MRIT

2 A i FE4 Amazon Simple Queue Service (Amazon SQS) BA S R IF R E M AWS Lake
Formationh &EHHIE , WAEEMFEAX— IAM A, EXIERNBEHEAE (HHEE )HNES
E8 , BSRERE Security Lake iT A FHWE T RINER

LA T RBEE B IEH 1AM A6

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"
]
}

LT EER S INZEH IAM B EventBridge A AR AZER

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"

I

"Action": "sts:AssumeRole"
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}

Security Lake £ B 812 —1 IAM A€ |, AFIT R AP N FIREEE ( &M Amazon
SQS BAFIARIAEH , MRXREENBHEN ). LACBCZENN AWS LERER

¥ AmazonSecuritylakePermissionsBoundary,

# Security Lake 812 S5 MR AR IT

R LU T3[R 5 0E 2 — SR AT LA 7] = sl 4R AV 1T B & AWS X3,

Console

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
2. FANEALAN AWS XiF EFeR , EREEEDOIEITEEN X,

3. ESMERFERITEAF,,

4. HFEITRAFTEL , ERCBITEAF,

5. XFITHAFEHAEE , WATHRAFPSMAIENER,

KT B B T S AT R K AWS Ko | 3R TR,
N T BARRBAIOR | 21T 5 A £ A AUE A SR

N FBERBE S E | %% S3, LMENITHE A 8 BEUE T EAUR,
X FATHEEE | #EAITHEEN AWS 0K 1D FI4AE D,

( Wik ) N FEAFEE , MRS Security Lake 81— Amazon SQS AT A F %
WUAMEREBXRE |, FiEF SQS AT, MRIEFHL Security Lake 8 HTTPS Lis T K Ki%
BAH, BFEFRITA%LET K. EventBridge

© © N o

MBIRBITHRS |, BEBHITATRE :
a. BWATHER. BEXHAIERNHREIR http://example.com, &t AJLLUERIR i
HTTPS Z4A& A HTTPS Z4AE,
b. MNFRFHENR , BHEIEFH IAM SEIEHAINE IAM A €K EventBridge® T A H
AP| B /93 6] IE A L3 T A AR RIB AR ABR
BXxEEH IAM ARNEER , BSRAE IAM A LUFR EventBridge API B #ro
10. (W& ) X FHRE , &RZHA 50 MNESEAITEHAFORS,
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https://docs.aws.amazon.com/security-lake/latest/userguide/prereqs-creating-subscriber.html#subscriber-external-id
https://docs.aws.amazon.com/security-lake/latest/userguide/prereqs-creating-subscriber.html#iam-role-subscriber
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HERBAUNELRAENY AWS BREX M BENIFE, BIMEHLE I LENTRZE
M—NENREE, EAURBEUTRNARIRE, 2RVNEEEHRR. ETHES
BR , BZRAANRL MR BRRIMIEE,

1. EERE,

API

BELUREANZEBHIEH RN RAVITEE , B Security Lake API B CreateSubscriberig
£, WMRRERAKRZ AWS Command Line Interface (AWS CLI) , #&i&1T create-subscriber &85,

EENBERD  FAXESHENTREEEATRE :

« XF sources , BHEELFLEITRAFLHENENKIR.
« X FsubscriberIdentity , HEEITFHERTIHRIRHIEN AWS tk~ ID F5EP ID,
« X¥Fsubscriber-name , BHEEITHENE .

« X¥F accessTypes , iHEE S3.

1

LTFREIGIRT —MTEE , ZITHEE R SGR 28 AWS XEHEXIEDS AWS BRREETHE
S BIE.

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \

--access-types 53

R~ 2

LTFREIGIRT —MTREE |, ZITHERSGR 28 AWS XEH A ECRIFNEETHE S5,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"customLogSource": {"souxrceName": custom-source-name,
"sourceVersion": 2.03}}] \

--subscribex-name subscriber name
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Amazon Security Lake ArfEm

--access-types S3

Bl E R RPIRE R Linux, macOS = Unix #ITHERLH , EAMERRMT (\) THERFKES T
38

( mTik ) IEITREE , A CreateSubscriberNotificationi® #ER 38 E 24 &7 1T 5 & 1 8] KR
BEFBIERE AR , MEAITEE. MREFEHABHZE AWS Command Line Interface (AWS

CLl) , i&iE1TZcreate-subscriber-notification&i 3o

- EBEERNBHARX (HTTPS Im/R ) H 82 Amazon SQS RA%I |, EiEE
sqsNotificationConfiguration S HE,

- MRLEENRFEA HTTPS In RRIXEH , EIEE httpsNotificationConfiguration ¥
ORI=

+ targetRoleArnfEiZFEH , I8ELNHH EventBridge APl BArmMEIEH IAM B &K ARN,

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

EjRHElsubscriberID , 5 Security Lake API yListSubscribersi®fE, MMRIREAZ AWS
Command Line Interface (AWS CLI) , &= 1T list-subscriber @55,

$ aws securitylake list-subscribers

EMEERITEENENSR ( Amazon SQS BAFIEE HTTPS KigTia ) |, HfE
FUpdateSubscriberNotificationi®4E , & , MREFLHAWRE AWS CLI , MZTaFH. update-
subscriber-notification &t AT LA i Security Lake 2 #| & FSUB A A : E1T A/ TWE LIEZRITF
BF , AR%EERE.

X RIEHHERHI

LT RBILL JSON &I R E R T CreateSubscriberNotificationi®ENEHEH,

IEEEHFE LR RNITEAF 60
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"source": "aws.s3",

"time": "2021-11-12T00:00:00Z",

"account": "123456789012",

"region": '"ca-central-1",

"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"

1,
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
},
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
.
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}

E# Security Lake FHIBIEIT R E

FBALVES ESTEAF N RREREIMITEAAS . SETUATHAF 2ESRERE. RERE
AUELFADEAFLEREN AWS HR ( 2REITHE ) IHLE. ETRESEER , F5R NLEH
RIRRNINFRE

BiEBR—fiFR AR , ARRBUTESBAMEITFEEFHHKR,
Console

1. 1E£ E3TFF Security Lake % & https://console.aws.amazon.com/securitylake/o
2. ESMBERPEFRITERAS.

3. B®‘EITEAR,

4. EBRRE K RERITUATE-RE:

- EEFITEAFARE , BEBESMNBARRE D WA IRE,
- ERNTHRAFPIESRERES , BERSH I BREFEESRE,
5. ZTRJE , ERRF
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API

ERBEAXNEMITEENBIEHENER , BEA Security Lake API E’JUpdateSubscrlberT . MR
{REEF A2 AWS Command Line Interface (AWS CLI) , i§3Z1T update- subscriber 5. E&MH
B3R, FH sources ZRIBELFLEITRAF HRIBNENKIR.

$ aws securitylake update-subscriber --subscriber-id subscriber ID

EEFES5HE AWS kP ZEQH,,\%E%E’JlTIﬂ%FJE% P fF AListSubscribersi#fE, WRIRFERAMP R
AWS Command Line Interface (AWS CLI) , &z {THIRITHE®B T

$ aws securitylake list-subscribers

EEFEREITHENLFINRE , M MAGetSubscriberifE. 21T get- subscriber 5%, A
f& , Security Lake £iR[E1T 7 A E’J%frﬁiﬂl}m . AEBID AR EAMER . MRRERANZE AWS
Command Line Interface (AWS CLI) , i§1&17T get -subscriber AT o

EFHITRENEM S | BFEAUpdateSubscriberNotificationi# 4, MMREFEHHE AWS
Command Line Interface (AWS CLI) , &1z 1T1Zupdate-subscriber-notificationis . g0 , &AL
RITHAAFEEHN HTTPS Ims , A BAM HTTPS iR t1#: 2 Amazon SQS A%,

MNZ 2 HBRBEITRE
MRIEABHEEMTEAFFR Security Lake FEIEIE , AT LURBUA T SEBRMBRZITEAF,
Console

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
2. ESMERFERITEBF,,

3. EBRBEBRMNITHEAS.

4, EERBIR , REEIAEE. RBERITERFMAEXRNBANRE

API
REBEHNZR , MTUTREZ—

- ERBRITHEAFEMAIEMEXWBARE , BFEA Security Lake API ByDeleteSubscriberi ., R
YREAK R AWS Command Line Interface (AWS CLI) , i&&{THIBRITRE S S
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- ERFITHAEFEFELEREITHEERIZBEH , FFEH Security Lake API
My DeleteSubscriberNotification# ¥, IRIREMR K ZE AWS Command Line Interface (AWS
CLl) , 51217 run delete-subscriber-notificationfi o

‘B Security Lake 1T AP EATHE X PR

BEERNRMITHE AP A& Security Lake WEMEIE, XLEiTHEEEH Amazon Athena &

S EEEHIEHN S3 FHFETH AWS Lake Formation R, RE Security Lake I EE & i) 5| %
2 Athena , Bt A LLEA S AWS Glue Data Catalog&E BB E A ARSS , 6120 Amazon Redshift
Spectrum H Spark SQL.,

1TE & £ A Amazon Athena FRFMIER S3 FEEHH AWS Lake Formation R ERIRHIE. Lt
1T R 3 | AKEFORMATIONTE CreateSubscriberAP| BlaccessTypesS B HFRIR,

® Note

zlxﬁﬁﬁﬂ TOAEE=FITRAFRTERLANRR. BXHXNECHBBEDETERANE
BESRE 4L  ERENERERCHHE,

FH

- 7£ Security Lake FRIBZEEERNRENITHEN XREH
* £ Security Lake FOIZEEEWNRHIT HH

* 7E Security Lake FREEEERNNREMNITHEE

£ Security Lake el EAERMNRAVIT 3 EHH KRFZH
EURRIUAT RE A T BETE Security Lake 012 SRR ARMITHAAS,
U R

EUREAEWHRRRNOITHAS 28 BEAEERAT TSR E.

ERIEEHRIR , BER IAM EFH N IAM HH8 IAM Kb, A5, FXERBPNEEEUATER
IR (BUARRPTXERFESRCUIBERTERNHEANRNITEAS ) #ITHR,

* glue:PutResourcePolicy

* glue:DeleteResourcePolicy
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 iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

« iam:PutRolePolicy

* lakeformation:GrantPermissions
 lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
» ram:GetResourceShareAssociations
+ ram:GetResourceShares

« ram:UpdateResourceShare

/A Important
BIFBRSE :

- WMREITEFEA Security Lake ZEHEIRFMITEAS , AIMBE T —% , SEHITET Lake
Formation B 7 PR, Security Lake 2N EBIEFFEXEN IAM BRHFEAINEGAE,

- WMREHERFER Security Lake API 2 CLI RINEBEA LR RITEAF |, HRERIT
T—% , 812 IAM AEXEH Security Lake &,

£ IAM AL E ) Security Lake 3 ( AWS CLI{XFR API R %R )

A Security Lake APl 2 AWS CLI @iTFE R FERHRINRE , EFEZE—NEINA
fAmazonSecuritylLakeMetaStoreManager. Security Lake {£f Lt A &EM AWS Glue 7 XFE
# AWS Glue &k, LARRELELELEN AM HSENEIETHAR,

2% Lake Formation B R R

B FE @A TER Security Lake 12 & M NITFE A A B 1AM B &7 0 Lake Formation &I 5 X
PR

B LIRBUTESRAEHNAEIRF Lake Formation EE G NR :

1. 3TFF Lake Formation ##I#& , Mt R https://console.aws.amazon.com/lakeformation/.
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getting-started.html#prerequisite-iam-roles
https://console.aws.amazon.com/lakeformation/
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2. UEERAFNEHEZR,

3. WMRERKIDEA Lake Formation A , iHEREBES R 1 PRIZSERNAF , REEERET
%o

4. WMREBEBFBIOFEA Lake Formation BO , HHITU T T RKELE Lake Formation B 5,

1. ESMEBHNRT , EREE/ACNES. ERENEEATS K ARAREER,

2. EEEHENEEANEEDR , XITF IAM AFRNMAE , %F15F Security Lake 12§ & B4 £
WEEBERAR , ARERRT.

EXERHEHEERANBRNESZESR |, 1§55 AWS Lake Formation F7F & A R 3EE 1Y 6 22 2035 4

EER,

IAM B XMEEXNEEAELITRAFRFIHRNBEHNHRBEMERE SELECT NPR. BRUMHITI
BRIERVILER |, 1558 AWS Lake Formation FF & A 5 fa =8 A 9 5 A dp 2 50 R 5 35 3% F 3UE B AR,

£ Security Lake FR|ZEBFERNRIITRE

ERENEERSERLUB L ERFERHENEMNITHE AWS XiF, 1THEXREND AWS XiF 4|2
WHBEAFERAKE. ZQRITEE , ZFEEREITHEEN AWS K ID MHAE ID. 7435 ID 2iTE A
PREELENE—IRAF, BEXATNESZELE IDs , H3E IAM AFPEETNNAEQE=7EF
AWS R 5 R AR A AR ZA &8 1D

(® Note

Security Lake 73 % Lake Formation B P BIEHL ZRA 1, EX4T0F Lake Formation &
P HELZEREIMRA 2 HRA 3, BXREIT AWS Lake Formation #2#| &= AWS CLI &
K IRARB SR | 1S AWS Lake Formation FF % &5 B B RA

Console

1. £ _L3TF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o

BREREEAKS,
2. HEANEALAKN AWS X nFH , GREEHPCIBITHENXE.
3. ESMBERFTERFITEAN,
4. HITHAFTEL , EFQZITEAF,
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
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https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
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5.

© © N o

XFIEAFFEAES , BRATRAF BN TEER,

ZXEF EHER N EHFEROXE AWS XiF |, ¥ BEEEER.

FFBEMEHR , FkFEE L Security Lake HIREEIHE R B EBHLERR,

N FHFEHEGE | FikR Lake Formation , LAERITH A F Q|2 E#H RRER,
NFITHEEEIE , HRETEEN AWS IKF ID F2E 1D,

(k) WFHRE , HRZBAA 50 NESRATRAFHRL,
HREREAUNRELXRAIN AWS BREXNDBENIFEL. BMEHBTE—IMULENRLER

M—NALERIREE, REAUFEBEUTENARNIRG, 2RNEEZINRR. ETHES
EE , BERN T2 HRBRRMIREE,

10. EFEGIE,

API

EUREACEZERTERTHRMNEITHE |, B&EMA Security Lake API By CreateSubscriberig
B, MRIREAKR AWS Command Line Interface (AWS CLI) , #5217 create-subscriber &5,

HIERERT , FARXESHANTREEELTRE :

« XF accessTypes , i5IEE LAKEFORMATION,
« 3F sources , BERELELE Security Lake HIREEHE RN T ENEN KR
« X FsubscriberIdentity , IHEEITHER TERRKEN AWS F4RAIE ID,

LT ROINEENITENE MR TELSM AWS KEEEERHRNRNITEE, HREZHX
Linux, macOS = Unix F{THRLH , EEARFBT () THAEFRIES AR,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \

--access-types LAKEFORMATION

REBEKF&RAZ (TRAFSR)

Security Lake £/ Lake Formation Bk P R EZRIZFITHAFNEBHEINPR, HEAE Security
Lake ##&. API 2 AWS CLIFR|ZEFERANRMITFEER , Security Lake 2BIE AWS
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Resource Access Manager (AWS RAM) R8I % R Z R 51T 7 & L ZH XK Lake Formation &
H1E S

HENERERHRINRMITEAFEITELERBENRER , Security Lake 262 — N FIRHE
E. BXEZER , 35 1& Security Lake P BEFEANRNITINE,

ITHRAFMNRBUTSERERERN Lake Formation RFHIEIE -

1. B HRRAE - THRAF SFESE R R EFE AP 4ERKR resourceShareArn M
resourceShareName ®RAE, EBLUTHRIGZXEZ—
« BXEHABEM AWS CLI , BSREZRKENTRLZEIF AWS RAM,

« XF API , 5B GetResourceSharelnvitationsAPl, & resourceShareArn
resourceShareName #1THiE , SIRFEBWHFFEHLE, AcceptResourceSharelnvitationi&id
API| 1325815,

REHZERESE 12 /DEETH , RLESMIE 12 MR IEHIZEZSBE, NRBELIH , £
EFEAT PENDING IRZ , Bt ENEZRESZSBBE R EZHBRZRR, B 12 patfE , ERHER
Lake Formation IJ AR HEFHCIZITEAF , LIREBFIN A REZEE,

2. SIBHEWRFEENRRERE-ITHELMNE (WRFEREHE ) 3 AWS Lake Formation AWS Glue
( MR A API/AWS CLI ) A28 mH = Lake Formation BIEEM RIREERE, R REEESITIY
ERNKFIEORERERE, EFUATIHEREEZ—
« BXEBHENNEERE AWSCLI , 52 HEBENREHEE REFEEN T RERE, £ (AWS

Lake Formation F & A R¥EFE) =,

o RMNBWATEE LA CreateDatabaseAP| Sl —HWHIEE K A TE#AREER,

3. BEHHER — Amazon Athena FRS AT LB #Z 5| X LR , ™ Security Lake IWERFEIEF B
FAHER, EREITEELEIT AWS IKFP |, BHAENBRARITEEITS. SUEBSH
Security Lake MK = A 322 il X 2% R B9 SR BN BR .

EXEFEKFNENEZESR , 5 AWS Lake Formation 7F & A RIEFEHH Lake Formation
HEKFEELES,

£ Security Lake HmBEEFERNRNITHE
Security Lake XX EBERHRINEMNITEAA#THREB. fUURBITHAEN®E. BR, A

ID. EAWS K/ 4 (ID) ARITHAEEBEAN BTR. FERENERSE , ARRRIREEE
LAl AWS XiZ A EEEW T RNRAITEAS.
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® Note

Security Lake X Lake Formation (5K P IR Z/A 1, B4 Lake Formation 5
P HBELZERBIRA 2 HRA 3, BEXREE AWS Lake Formation 2% &3 AWS CLI &
HEKFRARENSER , S FAWS Lake Formation JF X & 1EmE K S AR A

Console

BRECERENFACE , BRERNZBERUNSRBITERE.

AT R B B

1.

£ LT F Security Lake #2 %l & https://console.aws.amazon.com/securitylake/o

BREREEAKS,

2. FANEALAN AWS XiF EEaR  EREHREITHEFFAEENXE,

3. HESMERFERITEAF,.

4. HEITHAFTEL , ERARERARREERENITRBA,, ALETEAFNEEER R G4
M LAKEFORMATION,

5 ERYEwE.

6. MAFMITEBAFER , ARERRE.

GBI R A PR

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o
BREREEAKS,

2. FANEALAN AWS XiF %&#Fes , EREREITHENXE,

3. HESMERFERITEBF,,

4. HEITHAFTEL , ERRERARRERENITRBA,, AETEAFNEIERR G4
M LAKEFORMATION,

5 ERYERE.

6. NITHAPRMAFER K AREERRKRE.
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4w IER ID

1.

£ LT F Security Lake #2 %l & https://console.aws.amazon.com/securitylake/o

BREREEAKF,
EREA LA AWS X EFeE  AREREITHEFHAEEAXE.
ESMERTFERITRAS,

EITAAFTEL , FRREZEHAEREERENITEAF . FREITEAFNHETHR A4
N LAKEFORMATION,

EFRRE
AT AP RERFAS D, REEEREF.

REFBIIAE ID 2 BMBREABIRY AWS RAM BIRHAE |, HARITHEIEFTNRRRLE,

1-.“%'—.'%?% ﬁﬁglﬁlﬁﬂ‘i)ﬂﬁjﬁ%/\; ( -‘I«Tlﬁ—.lﬁ)tligﬁgl% ) ':FE’Q*JFQEI% 1 Eiﬁﬂgﬁ)ﬁ/\io @
RITEAAFFEAEEFERH Amazon BIRZEF (ARN) 5 Lake Formation 25l & R &
MR, BRHERNFRERRETT , REITHEAP T L0258 7R EE.

REBZEIEA (AWS IKF ID)

1.

£ L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o

BREREERAKS,

ERAREA AN AWS X EEeE  AREREITHEFAERNXE.
ESMERFERITEAR,

EITFAAFREL , FRERZHAERERBENITERAS . FREITEAFNHIETR B R4
M LAKEFORMATION,

ERRE,

W AT PRV AWS IKF ID |, RIEiaR&F.

REHFHIKF, ID £ B3R Z B8 AWS RAM BRHEE | XEUENERARLTEERB
EMEHIR, Security Lake 28I BFNEREE,

THRRPSIERMEANFIIEZIFINRRLAE  HOBEOREZRNFREE, X7
DA EGRRBHRIAZZRONEB. BXHEE , BSRAREERK,RAZ (THAARS
B) PHSE M 2, BRITEAAFFMEEEFITH ARN 5 Lake Formation 1214 &
£ EY ARN ME[E.
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Amazon Security Lake ArfEm

HEAENEHR

1. £ _L3TFF Security Lake #2 &l & https://console.aws.amazon.com/securitylake/o

EREREEAKS,

2. ERATEALAN AWS X EFR , RRERBITHEFACEEHXE,

3. HESMBERFERITRAS.

4. HEIAAFTEL , FHERZARREERBNITRAS . AREITEAFNEETR GRS
A LAKEFORMATION,

5. ERERE.

6. HUHERIARFRIEBRERFMNFR, MREECHERKR , WEERTH—FBRE, W
REEERMKR , MRl ZHNRRLEZERE, BR , Security Lake B R NAIK
REFTHEZM Lake Formation E%o 1TIﬂFﬁF‘M\4ﬁﬁUE?aF]E¥ﬁE’J LSRR | X
A EERREE. XA, FSRAREBKFRAZ (TRAFSR ) PP 2,

7. ERRRE.

API

EUREANREERETANRMITHE , BEMA Security Lake API ByUpdateSubscriberi®{E, 0
RIREAKZ AWS Command Line Interface (AWS CLI) , ¥i=1T update- subscriber @, &
WiERD , FRAXENSHERNITEARAFPEEATRE

« XF subscriberName , FEIEEHMWITHEAF A,
« XF subscriberDescription , B EHAER,

« XFsubscriberIdentity , HEEITHERTERRBIENZIEA (AWS IKF ID) FHEP
ID, EBAMERTREEEFMAL ID, MREBIULEF-—MEREFE | BFEWAHFE,

o REFIEB ID : IRESMERUBIH AWS RAM RIRH=E |, A RITHEAF QIEIHERL
. JHRAPLRERREERTERAZ (THAFPSR ) PSR 1 EIFNARRE. B
EHERNTREZRSFTE , RITFERAP 402 FREEE.

o (NEMEMR-LIRESHIBRIATIE AWS RAM BIREHRE |, Ft U EREATEFERA BENE
#iE. Security Lake 8| EARRE, {THAFXHERAHEENE lrt?%x%ﬁE’Jﬁ/ﬁ/\
Z, HUBENRERNBREE., XUTUANHEFEREFTRIAZREHNER, BXEHA ,
*lﬂlﬁlﬁﬂﬁm{i)ﬁﬁ tZ (TRAPSER) PSR 1 2

EEHMINE ID WS, FREREEKSRAE (THASSR ) PFHLSR 1 M 2 #HITRE,
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« X F sources , FRBRAAREIEEZRNNKIR, WREBRKER , WEFHTH -SHNE
. MRERMKIR , WAL IZFHFRAZEE. BR |, Security Lake 2RI FINAINIFE
MHZM Lake Formation &, TTHAFKMIBIEQENNAZRNGTRERE | XM 8E
WHEHE, AXi  FERREEKSRASE (THASSR ) FHESR 2.
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Security Lake & if]

& A LLE 8 Security Lake & 7E AWS Lake Formation BIEEM KR A EIE, &3E ] LATE Security
Lake ##A. API X AWS CLIRGIZE=AITHAAF. E=AITHAAFEATUNEEENRFEER
Lake Formation #X#&.

Lake Formation ZiEHEE R MM B ERHEN IAM BB FHABIBEMRLN SELECT R, 1TH
Pt A2 Security Lake FEIEM , REFREEHEIE, SXxNAtZEEE AN RENITEAF
WEZELR , BHSEEE Security Lake 1T 5 F P B & 15 8 BUR,

EAREREERHE

Amazon S3 £ A EESFMBBENRFMNE , MXRERXLFMERTUERZ A LG, W0
RIBTE Security Lake PEE THREBRE , MMM EEAFETEETHENBESS K UBRERE
BB BN R F RS HIMBIE X, B Security Lake FHIERENEZELE , BSHEGRAHE
H,

UTETHNERARGSFETRBRIATIES , flileventDayHtime_dt , LUBRX M ERESRE,
F

- Security Lake &if] AWS JEMRZ 1 (OCSF 1.0.0-rc.2)

« Security Lake &if] AWS JEMZA 2 (OCSF 1.1.0)

Security Lake &1f] AWS JEMxZs 1 (OCSF 1.0.0-rc.2)

AT &R 324t T B XM Security Lake RERBIENIES , HSIERRAE 1 FREZRIHFH AWS AWS
BREN—LERARG, XEEREERFZFERE AWS XiFl, REIEANRE us-east-1 , BIEER
I (FBHFRIEMILEE ) . A, ROAIEWMER LIMIT 25 38, HZIRE 25 £idFK. BB
SR RFEECHRIFHTRE, EXEZRH, ESH Amazon Security Lake OCSF &if] GitHub
EES

DTEASTEETHRINTIESE , eventDayATEHRENERNEEENRERETEN., BXEZE
B, #Z# Querying data with retention settings.

flan , RBET 60 RNHBFECIH , NENEWNSSHRIRS , BBhIEERE KR T 60
RNREH , FEERPMANUT 79 :
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WHERE eventDay BETWEEN cast(date_format(current_date - INTERVAL '59' day, '%Y%m%d') AS
varchar)
AND cast(date_format(current_date, '%Y%m%d') AS varchar)

Z5%FER 59 X (AR 60 X ) K% Amazon S3 # Apache Iceberg 2 I8 HEME A ERIE R AT A1 &

&Eif) Security Lake BIERT , EATFHIEFTTER Lake Formation RN EMIEEN,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

ASRERNERLESEATAR

e cloud_trail_mgmt_1_0— AWS CloudTrail E5&3H

« lambda_execution_1_0— Lambda CloudTrail FZiEE4

« s3_data_1_0— S3 CloudTrail W IESEH

« route53_1_0 - Amazon Route 53 Resolver 1] B &

« sh_findings_1_0— AWS Security Hub &4

« vpc_flow_1_0 — Amazon Virtual Private Cloud (Amazon VPC) i B &

Rl : & sh_findings_1_0 #13K B us-east-1 XiZFFA Security Hub A& %I

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

fE e X 1

&1f) Security Lake #iER , BAMFENPFERHENBEEXFHEMITEEN. B HaiEd
Security Lake B EUIEE IXiE‘ZE’Jﬁzgﬁﬂ?E , '3 ® Amazon Security Lake ifi 2.,

Bl FIHEBIR IP AWS CloudTrail BY5E3)

LTRREIBIBTIE (2023 3 A1 8 ) 2520230301 (20233 A1 H)id
FMWcloud trail_mgmt_1_0XRBIRIP 192.0.2.1 B9FFE CloudTrail 5&3hus-
east-1DB_Region,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

7 X B #

BYNBEHTIX , BAURGHSAERMABNBEE , NTIRSMEHEERZE, Security
Lake @i eventDay, region #l accountid S E#ES X, eventDay 7 XEAEN
YYYYMMDD,

LT R2EMR eventDay 7 K& RHA

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
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eventDay WENESEUTHE :
HE1ERNRENEH

> cast(date_format(current_timestamp - INTERVAL 'l' year, 'S%Y%m%d%H') as
varchar)

BE1MARARENEH

> cast(date_format(current_timestamp - INTERVAL 'l' month, '%Y%m%d%H')
as varchar)

T X 30 RARENEH

> cast(date_format(current_timestamp - INTERVAL '30' day, 'S%Y%m%d%H') as
varchar)

BE 12 MIRARRENSEHS

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

B 5 THARENSEH

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7-14 REIKENEH

BETWEEN cast(date_format(current_timestamp - INTERVAL '1l4' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

ERERRIRBZERENES

>= '20230301"'

Tl JRPFIHT 2023 F3 A1 BERHZEXRBIRIP192.0.2.1 WWFTE CloudTrail &30
cloud_trail_mgmt_1_0
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

T RBPFIHTEE 30 RKAXRBIR IP192.0.2.1 B9FTA CloudTrail &3
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Security Lake & 1] CloudTrail £3&E8 41

AWS CloudTrail lRERFEIAFIESI T APl £AER AWS RS . 1TEEAELE# CloudTrail H#EA T
BUTRENEES :

AT 2 AWS JRRRZS 1 B9 —2E CloudTrail ZEZE R R :

BE7 R AWS RS AREEMHEHE

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,

#i CloudTrail & 76
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http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation',
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

£ 7 X192.0.2. 1K BIR IP WATA CloudTrail JE3E %

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '127.0.0.1."
ORDER BY time desc
LIMIT 25

B 7 XRAFAE IAM SEZI Y5 R

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.service.name = 'iam.amazonaws.com'

#i CloudTrail & 77



Amazon Security Lake ArfEm

ORDER BY time desc
LIMIT 25

B 7 KRAGERASEIE AIDACKCEVSQ6C2EXAMPLE HYSE4

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

T & 7 KAKMKH CloudTrail idF5IE

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 ###T28&E 1 B SN R £ M E R B

Amazon Route 53 Resolver Zif] A = A LA IR ERH Amazon VPC YR BRI 1T DNS &ifj, 1JEAF
A LA&E i) Route 53 Resolver EAE , L THRUTEBEWNEER

U2 AWS JRiRAS 1 B9 Route 53 e &1 H A — £ RHIER

&% 7 X CloudTrail K#Y DNS &#if) 5%

& Route 53 FTEREH B E 78
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SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

d% 7 XA E s3.amazonaws.com EER DNS &K FIER

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

T X7 RAKRENH DNS EHHYFIFR

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,

& Route 53 FTEREH B E 79
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answers
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

£ 7 XAEE 192.0.2.1 19 DNS ZiHH IR

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Lake & & £ H /0 K I R Bl

Security Hub A RREZSRSHEEME , AWS ARBPERFEZ 2T UIMVENREIERLELR
%, Security Hub 2N RERELERBERIN , HEBKBEE=ZFRSHAERN,

AR 2 Security Hub A& X I — L EHRHG

BE7 RAFEHERATHET MEDIUM BWFTAE LRI

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi

& 1if) Security Hub HiAEL R 80
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND severity_id >= 3

AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 XANEERERI

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

BE7 RANARFEESHRERD

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

R Amazon S3 FEBHNEE LRI ( TEHEIERS )

SELECT *
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')

LIMIT 25

BRARRTD RS (CVSS) B2 ART 1 HWAEXRI ( KTERHS )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

HEERAREHEE (CVE) CVE-0000-0000 KIiEZE X ( FatE FR& )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

&% 7 KAM Security Hub %X AZE X TV~ @B

e

SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 RARERIPHFRREKE

SELECT
count(*),
resource.type
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

& 1if) Security Hub BYiA&E 4 82
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CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

BE7 XRABPERATNEZZRERE 2

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BET7T RAREESHNRAELRN

SELECT

finding.uid,

finding.created_time,

finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC it B &M Z & &8 R~ Hl
Amazon Virtual Private Cloud (Amazon VPC) {2t Fxit i VPC MEEOK IP REMNIFHAEE.
AR 2 AWS JRARZA 1 89 Amazon VPC 7 A &H — &l RHF

i 7 RV B4R AWS XiE RE

SELECT *
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

BE7XAKRBRIP192.0.2.1 FRE O 22 BFESNHIER

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 RATE B IP at %R E

SELECT

COUNT(DISTINCT dst_endpoint.ip)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

HE 7 XAIREB 198.51.100.0/24 Wik E

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
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RAriEmE

AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)='51"

LIMIT 25

BE7 XAWAAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BEE 7 RARERRA 443 WERNBEIHREFF

SELECT
traffic.packets,
dst_endpoint.ip

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND dst_endpoint.port = 443
GROUP BY

traffic.packets,

dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7XKAIP192.0.2.1 1 192.0.2.2 ZEINFIERE
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SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND (
src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time ASC
LIMIT 25

BET7 RANABEAMRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7 RNMABHERE

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'

LIMIT 25

BE7 RAFMBHIELHNRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

Security Lake &1 AWS JRERrZs 2 (OCSF 1.1.0)

AT ER 2124 T BXRM Security Lake PERHRENIES , HEBERRAE 2 REZFN AWS AWS R
KRB —EEGRE, XEEHSEERRFERE AWS Xig, REIEANE us-east-1 , BIEERER
(BEHFRBIMALED ) o BbHh , REIEWER LIMIT 25 S8 , &ZRE 25 iRk, BUUEKZS
B BEECHREFHT AR, BXEZRY], ESH Amazon Security Lake OCSF &E1f] GitHub B
Fo

& A LAE 8 Security Lake 7 7E AWS Lake Formation 3iIEEFM KR FHEIE, EiEJLAE Security

Lake ##l&. API = AWS CLIRSIEBRE=F1THAF. F=AF1THAFPZETUNEREENRRES
Lake Formation #3zE.

Lake Formation Z2(iEHEE A XA @ ERHRIEN IAM S92 FHEBIEEMKRMN SELECT AR, iTH
APt AR Security Lake HEIEH , AT B AR, XA ZEEERNRNITREAF
WEZEER , FSEEE Security Lake 1T 5 A P B &1 8 BUER

DTEASFEETHRINTIESE , eventDayATEHRENERHEEENRERETEN., BXEZE
B | 55 # Querying data with retention settings.

plan , MREE 60 RWKEEIH , WENERONSSERS , LBHLLTERSBHHE. 3T 60
RNREH , FEEAFMANULT 74 :

WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)
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Amazon Security Lake ArfEm

ZEFMER 59 X (A= 60 X ) K% Amazon S3 #l Apache Iceberg 2 8] B I ERIE = B} 8] &
L)

o

H &Rk

&Eif) Security Lake BIERT , BATFHIEFTTER Lake Formation RV BT EEN.
SELECT *
FROM

"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

AERENEILESEIUTRAE

« cloud_trail_mgmt_2_0— AWS CloudTrail EIE5E3h

« lambda_execution_2_0— Lambda CloudTrail By ZiEE 4

« s3_data_2 0— S3 CloudTrail WIS 4

« route53_2_0 - Amazon Route 53 Resolver &if] A&

« sh_findings_2_0— AWS Security Hub &4 R

« vpc_Tflow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) it B &

« eks_audit_2_0— I 5 Elastic Kubernetes Service ( L & EKS ) #it B&
« waf_2_0— AWS WAF v2 B&

R~ : & sh_findings_2_0 #3KH us-east-1 KB FFAE Security Hub A& %I

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

fE P X 1

&E1f) Security Lake BER , BAIFENPFERRENBEEXHEMITEEN. B HalEMd
Security Lake W¥#EEXEHHN TSI , S H Amazon Security Lake 6 Ko
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G FIHREFRIE IP 9IS Virtual Private Cloud &3

LTRREIZIBTIE (20233 A1 8) 2/520230301 (2023 FE 3 A 18 )iE%
Bvpc_flow 2 _0%kBIRIP 192.0.2.1 WWFTE Amazon VPC i&E3us-west-2DB_Region,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

7 X B

BYXNBEHTOIX , BAURFHSXAERMARNBIEE | MWE%‘H“"%F&&EEEZFO 5%£#1.0
FHLE , Security Lake 2.0 FY 7 X THEAXBEEFRE, Security Lake MFEEE time_dtregion,
Maccountid3>(#; 5 X, M Security Lake 1.0 EideventDayregion., MaccountidZ# I T %
X

EBifjtime_dt T EIERKE SSHWEHE S X , HET LUK Athena FEME TR AN FZER—HHITE
o

UTRER time_dtoXZEif 2023 3 A 1 BZEW BENERRA

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dt WERLEZFEUATARRE :
BE1FARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' YEAR
X1 PMARKENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
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T X 30 RARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3@' DAY
H& 12 MIERARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
HE 5 THARENEHN

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7-14 RaiXKENSEH

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

ERERAIRIZERENSEH

WHERE time_dt >= TIMESTAMP '2023-03-01'

T RABPFIHT 2023 F 3 A1 BEXRFZEXRBR IP192.0.2.1 B9FFA CloudTrail 5E3h
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

T~ - £192.0.2.17F%H TiE X 30 XKBIR IP B9FTE CloudTrail &35 cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25
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B R 28N R

Observables = Security Lake 2.0 L2 # HH —T#EE. AMEBENRE—MHTE K HPIEHE
EXP TS A RINEXEE. BIERTUEKE , AR TUMNERBEEFREERZENRE,

B EWTNENRFHRELE  ATLUSHEERS N EMBERFA S, K UIDs IPs, BHE
MEM 10C RBELZLHAR

XE2—/M#H observables A EHADE IP {E “172.01.02.03” B VPC Flow 1 Route53 &P BER
~HER

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"
AND observable.name='src_endpoint.ip"')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

Security Lake & i) CloudTrail Z3&E#9 =4l

AWS CloudTrail lRERFRHI A FIESIF APl EHER AWS RS, iTRIE BT EAE# CloudTrail 2B T
BLUUTERBEWEER -
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AT R — 43 AWS JRIRZA 2 CloudTrail WEIRE ARG :

BE7 X AWS BRS ARERNAEHE

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation',
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

d%7X192.0.2.1FKEE IP WA CloudTrail &5 %

SELECT
api.request.uid,
time_dt,

apli.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25
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B 7 XAFRAE IAM &Y 5K

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

TE 7 RAAMEATEIE AIDACKCEVSQ6C2EXAMPLE HY3E45)

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

TE 7 KAKMKH CloudTrail idF5IE

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

Route 53 Resolver &if] H &1 &1 R4l

Amazon Route 53 Resolver Zif] B E= A LA IRERH Amazon VPC YR BRI T DNS &if, 1JEAF
A] A& i) Route 53 Resolver EEE , L THRUTHRBENEER

& Route 53 FTEREH B E 93



Amazon Security Lake ArfEm

AT R AWS JRRRZ 2 B9 Route 53 reesolver &if] H &K — &/ R4 :

% 7 X CloudTrail WY DNS &5l

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

d% 7 XA E s3.amazonaws.com EER DNS &K FIER

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

A 7 RAKREN A DNS EHAYFIR

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
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rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

£ 7 XAEAE 192.0.2.1 19 DNS i FIR

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Lake &% £ /0 K IR R Bl

Security Hub AIEREZ RSN LEAR , AWS HEHEEELZSTUIRENRESEBRLEENE
¥, Security Hub 2N EZEREERFELRIN , HBBCRBE=ZFRFZHWAELN,

LUR 2 AWS JRARZA 2 B9 Security Hub X B4 Ry — L&l RHA

BE7 RAFERFRATHET MEDIUM WFTHERN

SELECT

time_dt,

finding_info,

severity_id,

status
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 XANEERERI

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE7 RANARFEESHRBERD

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

BN Amazon S3 FERMFAERI ( TTATEIES] )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

BRREITED RS (CVSS) BA KT 1 WiEELRI ( TrSEIRH )

& 1if) Security Hub BYiA&E 4 96
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SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

HEBERAREHEE (CVE) CVE-0000-0000 HYAELI ( TatiERE )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

&2 7 KAM Security Hub XZFEXIM = mKE

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 XRABERNFHRFRELE

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

& 1if) Security Hub BYiA&E 4 97
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type

ORDER BY count(*) DESC

LIMIT 25

BE7 RABERATHNZZRERGS

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 RAREERNRAERI

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC it B &M Z & &8 R~ Hl
Amazon Virtual Private Cloud (Amazon VPC) Rt Bx# i VPC M OMN IP REMNFHAEFE.
LT 2 AWS JRIRZA 2 B9 Amazon VPC i B &8 — &) RH)

i 7 RV B4R AWS XiE RE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

HE7 XHXRBIRIP192.0.2.1 MiRix 0O 22 HEZHN SR

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

BE7 RARE B IP #at K HE

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

HE 7 XAEEB 198.51.100.0/24 iR &

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."', 2)='51"

LIMIT 25

"E7 XAWAAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BEE 7 RARERRA 443 WERNBEIHREFF

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

HE7 XA IP192.0.2.17192.0.2.2 ZENAERE

SELECT

start_time_dt,

end_time_dt,

src_endpoint.interface_uid,

connection_info.direction,

src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip '192.0.2.2")
OR (
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src_endpoint.ip '192.0.2.2'
AND dst_endpoint.ip '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

BET7 RANABEAMRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BE7 RWAAEHIERE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Qutbound'

LIMIT 25

BET7 RAFMBHIELHNRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied’

LIMIT 25

Amazon EKS F# B EM&Z £ LR R4

Amazon EKS A& RIS FEES AT EZEM Amazon EKS #2420 @ &5 K 7 12 4L 5 i F1i2 o
CloudWatch H/u\o XLEH/U\—JLJ:,D\EVRi&ﬁ?F*ﬂ‘_ i’/t..\E’J%ﬁo 1T|E%TL)\§1EJ EKS H/L,\J')\Tﬁg—l’)\
TREWNES,

LT 2 AWS JRIRZS 2 B9 Amazon EKS F# A&/ — &R RA

BE 7 RAMNEE URL iR

#i Amazon EKS FitB& 101
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SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"'
LIMIT 25

BE#EE 7 RKEB “10.0.97.167" HiE>

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

H % 7 RRERIR “kube-controller-manager” #85< B9 i& sk F1d 57

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25
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AWS WAF v2 B &M Security Lake &Zifj /R4l

AWS WAF B —f Web REFH A , IATHEERSLAF MENRAREFRIEN Web &R Hi2
DSBSl RV

LT AWS JRIRZA 2 B9 AWS WAF v2 BEEIRRA :

AT ET7 RARKHR

SELECT
time_dt,
activity_name
src_endpoint
http_request.
http_request.
http_request.
http_request.

FROM

"amazon_security_lake_glue_db_us_east_1"."

BAEIR IP B9iER

4

.ip,

url.path,
url.hostname,
http_method,
http_headers

amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint
AND activity_name
LIMIT 25

.ip = '100.123.123.123"'

= 'Post'

HE 7 RASEAEEE MANAGED_RULE_GROUP [EECHYiE K

SELECT
time_dt,
activity_name
src_endpoint
http_request.
http_request.
http_request.

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM

"amazon_security_

’

.ip,

url.path,
url.hostname,
http_method,
uid,

type,
condition,
match_location,
match_details,
rate_limit

lake_glue_db_us_east_1".

"amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

Eif) AWS WAF v2 B
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AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMI

T 25

BE 7 RASH KA gy IE N =ik = E Ry 15 K

SELE

FROM
"am

CcT

time_dt,

activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,
firewall_rule.rate_limit

azon_security_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND
LIMI

firewall_rule.condition = 'REGEX'
T 25

ELIREL & 7 RAfALKR AWS WAF ALIUEY AWS FiEES

SELE

CcT

time_dt,

activity_name,

action,

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type

FROM

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'

AND
LIMI

action = 'Denied'
T 25

."amazon_security_lake_table_us_east_1_waf_2_0"

Eif) AWS WAF v2 B
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REIE X 7 RARERMBEXDAN AWS FIEHF

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security Lake P £ EAHERE

AT LA E E X Security Lake , BB FHELE AWS XiF IR BT E R AN, 40 /8 H S E A B &
ETFAENERMEER,

HFEE

EEBLNBEUSALF SR EFE |, BAILUER Security Lake HHYAE R EHIIRE N BIEE BRE
B, XEREBREAFHBEETEEIERN Amazon S3 Fi# K5 , A% Amazon S3 W RELER Hit iz
fit SR B H 2 B2 % 7 A 5% Bl R AR B Y B R BR o

/A Warning

RAVEVUET Security Lake #2#|&. APl 2 CLI BB RERE, X2ENEEE Amazon S3
B S5 188 Amazon S3 4 an B HAR & Al 88 < Ml BR T 2048 PR LE 18 15 (B 304

Security Lake FREBIZENEEFEEM
£ Security Lake P EBRHEREN , BEFEATEESI .

- Security Lake 7% #F Amazon S3 N RHIE. RIBKIFHFMEMER , S3 WRBER AL TEAR
o ERINRBEXNTEH S3 NRYUELP M RBTEBEBIRTEL B EEIE.

« BRIAHY Amazon S3 FfEE 2 S3 Standard, MREKREEREIRE , Security Lake 28 Amazon
S3 4w AHEEMNMINRE , BIEA S3 inaF#E TR 76 KE,

* 1E Security Lake F , AN EXFRINIEEEFRE. HlW0 , BULLHEEPNE S3 XN REE
AWS Xif BEBALIE M 30 XELEEI S3 #rk-IA FiEE 5,

- BRRBIREBEMCER T EMTE S3 EMEEFIEIE | 1B Apache Iceberg TTHIET TIEE R B KB
.,

/8 A Security Lake Bl EEFIRE
EFREEA Security Lake Bt |, BERBUTHBAN —IMHZANAXEBEREZFRE,
Console

1. 7£ E3TFF Security Lake #2#l& https://console.aws.amazon.com/securitylake/o

BAirEE 106


https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
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2. BEANRENE2S . ELERE , TEETFHETERERNMER, RAEEREEN S3HR
IR P B Amazon S3 FiEE., ( RIIEKERINFE#ER S3 Standard, ) BEERNZFMHE
REEETFH (UXNBN ) . EEZNBEENKRERNEMTFMHE , FEFFIMER , A
EMAGEFHENEFHNRE,

3. EIEE SIXRHKISHATE , TEFERNER. RE , W THFHEEK , ERIH. I TEEFY,
MAGRENRUZEEAESEMIREFME Amazon S3 PRI ERE, ZATERE R
fa, NEIH , Amazon S3 & EHMIRR.

4. SERJE , 1&#F Next (F—%).

ERESRERATEREZRNANLSBRPBAT Security Lake FIFFE X i,
API
EEHA Security Lake BRI REEF RNBELERZRE , B CreateDatalLakeZ 2 APl BE1T,

MRIREEAM R AWS CLI , i5IE1T create-data-lake 8%, fElifecycleConfigurationZ s
EEMENREGRE , TR :

« 3F transitions , BFIEEEEHE Amazon S3 Fi%3 (storageClass) R FEME S3 WRH
BX¥ (days).

« X¥F expiration, AIAFEATEEFEEXEENRCIEETE Amazon S3 FEMXI R E XK.
ZRBERERE , IREIH , Amazon S3 &R EMIBR,

Security Lake &% BN A ZIETE configurations MRMW region FERFIEEM X,

Fltn | ATt fEus-east-1XBHBEREZSM, EZXEH , IWRE 365 KEEH , IR 60
KiG¥#E) ONEZONE_IA S3 F# K5, kb RHI24 XS Linux, macOS = Unix #1THENLH , ©
FRARMBAT () ITHEFRIES RN,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"
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ENEFRE

J& A Security Lake f§ , BRBUTHAEHR — MRS/ XEHWEFIRE,

Console

1. £ E3TFF Security Lake 3 &l & https://console.aws.amazon.com/securitylake/o
2. ESMERP | EERXE

3. ER—IMXE , ARERRE.

4

HAREFMRED , WAFRRIRE, XTF#X , EZRER S3 W RFEMRN A Amazon S3 7
ke ( RIVHPMIAF#ER S3 Standard, ) NTEEFH , Fa A/ RFEE X FMH
RPN RE, BAILEESNMER,

BIEE SIS XN RS HATE , FAFHRERESH. WTEEFEH , AALCBENREERER
ERFHITEF#E Amazon S3 FEVE R, ZEREIRSERE , HRFIH , Amazon S3
SRFEMIER,

5. ZTRjE , BERE,

API

BELUREARNEFRERE , FEMA UpdateDataLakeZ 258 APl B3E1T, MRBREANE AWS
CLI , %1217 update-data-lake i 5. FEZRMERS |, f£AlifecycleConfigurationSHIEE
FZE :

- EFWHHRIRE , BEFEA transitions SWIBEEREHFE Amazon S3 K (days) P 7
S3 W RWEBNFETEEY (storageClass),

- EEREMHETH  BEM expiration ZREEE BN REEAESFRRTME S3 R
ERH. WEFHERRE , WRFIH , Amazon S3 &FF ELMIBR.

Security Lake &% BN A EIETE configurations MR region ZERFIEEM X1,

Security Lake APl fJUpdateDatalakeiR{E{ER “upsert” ##1E , RIBENH RIZFRFFE ,
MHATIEA , WREEE , MMITEH. Security Lake £/ AWS INZERF RL & M IFHEENE
BT,

Y uEA KMS encryptionConfiguration WEMN AR TSN XE P EKZZANREZ
X KMS #47 , BiEERANER—XEEEZEH.
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Amazon Security Lake

AR
Blan | LA AWS CLI s S E#HiZus-east- 1K HEFE S HREME# I ERE, FiZXKiE
o, XYRE 500 KESH , IRE 30 KGR E] ONEZONE_IA S3 Ffk5l. RG24
Linux, macOS = Unix #1T#&N1LH , SEARRBHT () THERFRIES EM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass":"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/defaul t"

5[ /ﬁm\ IXiEE

CEXESESTRE - IMHSMBERAEXBHRE. XU EETXEARBESAEER,

BXBEBELEXENRA , S HTE Security Lake il EL & Xid,
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LM PRV M 4 B = SR HESR (OCSF)

fr4=2 OCSF ?

FFHM 4% %4 2B ¥ HE 2R (OCSF) 2H AWS ME LTI HNRESENEERTF AHNFFREIE. OCSF
NENLZEBHRETIERE , EXLTRAEFIFRAAELURHEMNES  EB8EL2AEERENE
AENBEAARE. OCSF AR RRBILEE, GitHub

Security Lake 2 Ball¥RBRELIHN AEFEH IR OCSF AWS RS 21, ¥%iF OCSF

f& , Security Lake B FRELN L S E L Z#ERS (Amazon S3) F#EH ( AWS XEEMNME
R —NFEHEE ) Po AWS IKFMBEXSKIREE A Security Lake B9 H &SRB 4 X4 JESF OCSF 14
F Apache Parquet #&=, iTFEAF TG BEMEHIUNBEA Parquet i , e o] LAR A OCSF &
HEAERFABRMBBIRICRPITENER

OCSF B3k

X E4$ % Security Lake 3B B S MBAS OCSF e Y EEHXAAEE . DNS 5EZ). SSHIE
R HHWILE OCSF FHBHXMRA, EULUSERERBFFRLENEAX,

OCSF XiR1R 5l

OCSF A& FRRABIEHERE B EHBMHHIRIR, XLRE Security Lake AWS BRS HIRAEX
FENRFENEXFRNE.

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

KR metadata. metadata. metadata. 4 TR versi
product.name product.v product.f on
endor_ name  eature.name

CloudTrail CloudTrai AWS Data API 1.0.0-rc.
Lambda ##E 1 Activity 2
EH
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https://github.com/ocsf/ocsf-schema
https://schema.ocsf.io/classes?extensions=
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RAriEmE

HKIR

CloudTrail &

HiED

CloudTrail S3
BIEEH

Route 53

Security Hub

Amazon VPC

A&

The OCSF source identification for AWS

metadata.
product.name

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub

Amazon VPC

in the following table.

RIR

CloudTrail
Lambda #3E
=

CloudTrail &

BED

metadata.
product.name

CloudTrai
1

CloudTrai
1

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

AWS

metadata.
product.v
endor_name

AWS

AWS

metadata.
product.f
eature.name

Managemen
t

Data

Resolver
Query Logs

U
Security Hub

ProductNa
me &

Flowlogs

log sources

metadata.
product.f
eature.name

Data

Managemen
t

API
Activity. Au
ation |
Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

(Version

API
Activity

API
Activity. Au

TR versi

on

=

.0.0-xcC.

N

.0.0-1xcC.

|_\

'_\

.0.0-1cC.

'_\

.0.0-xcC.

=

.0.0-1xcC.

2) are listed

ToEIE versi

on

1.1.0

1.1.0

OCSF &IRiA 3!
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HKIR

CloudTrail S3
BESH

Route 53

Security Hub

Amazon VPC

A&

EKS ®#&H

70N

AWS WAF v2

BE&

metadata. metadata. metadata.
product.name product.v product.f
endor_name eature.name

CloudTrai AWS Data

1

Route 53 AWS Resolver
Query Logs

L AWS & [tEL AWS & IEfisK

LPELERKE 2EELERHE B ASFF

3 (ASFF)E =X (ASFF){E HfeatureNa

ProductNa CompanyNa me {B

me me ProductFi
elds

Amazon VPC AWS Flowlogs

Amazon EKS AWS Elastic
Kubernete
s Service

AWS WAF AWS -

KA

ation ={
Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

API
Activity

HTTP
Activity

ToEIE versi

on

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0

OCSF &IRiA 3!
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5 Security Lake BV &K

Amazon Security Lake SEM7™=m AWS IR ME=ZFFmER. EX2E , TMERRRGEHE
KIZF Security Lake , B ATLAMERIT A F £ A Security Lake FEYEIE, AT EHEA T WL Mm
AWS RS ME =57 mE Security Lake £,

F&
« AWS RS 5REMER
« 5 Security Lake BN =5 E /K

AWS k% EZ 2 HERK
Amazon Z& M EHMZEMMER AWS RS . RS ATLMERBRERFN/HITEAF EKIZ1T.
BEREBLUTE. :

« JFHIERIEEF Security Lake
o BTEUZSHPHITFRMELZSEMIESR (OCSF) EHENXR
« BIELL Apache Parquet #& = Elik

TTHEEEN AT B LT AR 2 — R Security Lake #3E :

« BE HTTPS W RMNZ & HRBUREIE
- BEI S #EERAYIARS (Amazon SQS) N Z £ HREUREHE Amazon Queue
- BIFEAEEERRHIE AWS Lake Formation

TRIEMT Security Lake X#FH AWS BRSS £ 51K,

AWS RS SRR HR ERNIESR
Amazon Bedrock T & AT ERERZIH I 5% Bedrock £/
L5 # Security
Lake @ﬁo
Amazon Detective T & B3 & Security Amazon Detective £

Lake , 947, A= B
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Dk

=[]

AWS BRE

I 5 OpenSearch
RS

IV 5% OpenSearch
RS BREVEE

I 53# OpenSearch
R%EF ETL

Amazon QuickSight

I 5 SageMaker Al

AWS AppFabric

AWS Security Hub

ERRE

e

iTEE |, KR

TREE (£#H)

e

e

IR

KIR

DU
FREBERE RN
5 A SRR B AR AR
R

£ OpenSearch AR
SHEL , M Security

Lake BEFER LS
AR,

A&, EFRMER
RBER A WE
OpenSearch JRE M %
234,

FEAZEETLEARS
PR BE.

EATHIL, X8
f#%E Security Lake #
# B & QuickSight.

AT BRI
W& LA 53 4 Security
Lake ?&ﬁo

RERHEBRS
(SaaS) NAERFH
EHFERER
Security Lake ¥R
=08

LA Security Lake ¥r/f
BAEFNERKE
Security Hub I Z £
RAELER,

SR TSR

I 53# OpenSearch
RS &R

I 5% OpenSearch
RS EIEEEK

I 5% OpenSearch
RFE ETL BiEENR
=324

YU 5 # QuickSight £
X

Il 5% SageMaker Al

E323

AWS AppFabric £ X

AWS Security Hub %

A
=

AWS BRZ5 S/

114


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
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https://docs.aws.amazon.com/appfabric/latest/adminguide/what-is-appfabric.html
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5 Amazon Bedrock &R

Amazon Bedrock 2 —MTZE2EENRS , ©BES—1 API £ERBM AN A TEREV 62 TN
O SRR ER (FMs) & FE A, EB) Amazon Bedrock B ERRS B85 | EATLURIEAIT |
FRECHHRBEALATEENEMER  HEHR AWS TERNE SN HERNBEREHNAREF
F MEEEEEMEMEN,

RN ATERE

& O] LAE A Amazon Bedrock BY4E B SageMaker A TEREINAEH Al Studio FHIBRIBSWARD T

ZEMPNHE , SHIRBEALHNXRARESLZLRR. SAESBaRAMENHNEBIER. £HMA
A SQL ERMU KR AL AEREREEHTAEMENNE., EXESZHMAER , FSHEALS#H

Al Studio #1 Amazon Bedrock J3 I 5 % £ 84 B, SageMaker A T £ 823K zh #Y I % o

5 Amazon Detective £ X
ERRER ITHEAF

Amazon Detective A& BIE 2. FENMRRIRFZELERR IR ENNWIRARE, Detective 28
BN AWS RRKEREHRE. AF , EEANSERZY. KU NREEREXTICRR , BHE
R, EEM#HITEZLEE, Detective WHIHEHRERS, MENLTXUETIMAAERER
2RBEHERNEE,

HYREK Security Lake # Detective B , #RAI LM Detective & if] Security Lake 77 By R 5 B A5
. BXEZEER , iS5 Amazon Security Lake o

5 5# OpenSearch FRESERK
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HERSE , BAgESRMT—MNRE , ARLBREEHMERESPE3 S — M. FASERRBA
ZREANRIAKR AWS R B T ERFSAHIFERHER, AWS RSREYRZSKEFEESH i
AWS BES REBEBRREFRETRNERN , T 2% H FAS R, EXRERT , BUMEFRT
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- BSAE - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESACR,. BXESER , 28 (AM AFERE) 9 6IER AWS R
SERRENEE,

- REHEXAG-BRFHEXACRE—MEZINBRFZAR, AWS RFEBEFAURARKREHITRE
WaEe, RSHEXAGHIAELZNT AWS kP |, AHRBRFAE. IAM EER AT UEFETEE
HERFSHEXACHR,

« £ A@@ mazon LETHNARER EC2 — ZRAILAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 5 AWS APl IR N AR FHIEFHES, XHE7E EC2 SKflPFR TR ZAETR, E
N EC2 k608 AWS AEHEHTHEMENARFER , BFE0E MM ZSE IR K5
BEXH, ZHBEEXHETEZAE , HAWYE EC2 XMl LETHREFRERMER, BXESE
B, EZH IAM AFEETHNER IAM AEE7TE A mazon EC2 32| LETH N AREFR TR,

£ F SR E IR 17 )

EREL AWS B el 2 R EM IR AWS SR FRZEFFAHRNR, REREFH—
HNRAWS |, SEEHHRFEREKN , EQEXENR, AWS EZHA (AF. root AFRAES
E ) REFERMITAXLERE, REFHNRBERATERELIFER, KRSBERBEERLL JSON X1
B AWS FEXfFEEH. BX JSON RBMHENEMNAETNESEE , SR IAM AFErRETRY
JSON RHEHLRE

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BREHR , BN EETUANF AR FRITER
B, UREF ARG THIT,

RIANBRT , BRFNAGSENR, ERFAPXNAMERFRIITRENNIR | IAM B2 R 06|22
IAM KBg, EERMEETAMARRNN IAM XK , ARFOIURAAG,

IAM K BEE IRERNIR , X FEEABRSEZNTRE. 0, RREF—NAF iam: GetRole
BRENKE, HEIZERNAF UM AWS Management Console AWS CLI, X AWS API 3XEXA &
B,

ET 508K

ETHOHNRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRM I, XLRE
EHAFNASAEMAMES T BLERFNITHLERE, BETHRNTEZETSHNRE , 5K
(AM RiF$ER) FVEAE - EERBE L EE YL IAM IR,

ETHEHNRBALE -SARNARKERIEEXNRE, ARKBEERALEINHS, 4HAG
o RERBRMIMAKRE , SULLEERMIIFHS MRS, HFEANAE AWS IKF, RERKSE
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AWS RERBNEFEERE. BT HNAERERBNRRKRE 2ERTIERE  F360H (AM AF
B PRERERBSRNBRERR < BFITEE,

ETHRMN R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FEBEKE, EXHFETRARNEKBHES T , BRSEER AUEACIREFHNBER
BREVEE. N THEERMMKBEHER , REEIEEEE AN 2R RNTHREREAREF LSRN
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

RS o

ETRFNRERNMTIZRSFHRNEKERRE, ETREETRRNKBEHERM IAM P AWS HEX
B

W AEFI5] & (ACLs)

REFIFIR (ACLs) 2HBLERFEA (KFKA, AFRAR ) BNBRER, ACLs SETHIRM
REERL , REEFEEA JSON MK,

Amazon S3 #l Amazon VPC 2 X FH RS =¥l ACLse AWS WAFE T E Z{EE ACLs , ESH
(IO EEEFERSTT X EIERE) FHILREZES FIZER (ACL) #EA,

HREgRE

AWS ZIFHMTAE R REERE, XERBRBTNOREERE ANKBERERER FHRANR.

- RRLA  RRLAR-NERBE, AT REETHSORNEBALN IAM K& (1AM BFHA
&) BFHNRANR, BANXTHRENRLR. SEEZRNREXGCET HHHRBEREENRIL R
MIRE&E, # Principal FEEAFRAGHETHRNVRBEAZINRL A RS, F-—TREPNE
NELFEZ AT, BANRLANESEE , FZHIAM BFERFH 1AM EEARRID .

. PRS- 124I% M (SCPs) — SCPs 2 JSON %8 | AT ISERAMRAL BT (OU) BB AR AWS
Organizations, AWS Organizations f —H A T ZHN B HENZ AWS K~ DU T2 HMEH
EENRS. MREEAALTHFRETIEE , WA LAFRS 12K (SCPs) A TENEARAAE
Tk, SCP PR&|AK R MK Ptk (2SN AWS kB A PRk ) PR, B 3% Organization
SCPs s MIWE Z{E 8 , 5510 (AWS Organizations A {ERE) HHY RS 15 6 KB,

o BWIRIEH KL (RCPs) — RCPs 2 JSON KB , A LAMEREXRREK . P ERARATHN
R, MEEEFHMIEIBENENEERN IAM F#, RCP R4 R MK h &R RNNE , 7
AR IS (BIEFHD ) WERNR AWS IKFIRAF , TRXESHERE TENWAL,
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A< Organizations FIEZ{E 8 RCPs , 8 AWS RS ZX K %IEK RCPs |, i55H (AWS
Organizations A1) K & IRIEH KEE (RCPs),

« DERE  SERBRIEUFEAXNNAGTRESA /IR IGN 2EMMEN S BUREN SRR
ZROFENNRRAFIACHNETHOHNRBNSERBARE, NREAILUREERETHRER
B, E—URBPHNENELFEEAN. BXREZER , H5H IAM AP ERMPHSERE,

S RBERE

SN RBEWRBEA T —MERE , ERORREMERNELIRE, ETHRES RS HRBEE R
WA AWS ER B AVER , HS5H IAM AP EE R R ITEEE,

ZEMNAE 1AM B & £ A

EEA IAM BEEBXY Security Lake BYi5 R 2 81 , B R1Z T #EHELE IAM ThEET] A F Security Lakes

£ IAM IhBES Amazon Security Lake —#2fF F

IAM 451E Security Lake X%
EF S BHRE =
EFRIRH R =
RERE =
REEHR =
KRR =
ACLs B
ABAC ( B HEIHRX ) =
EARR =
REAE &
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IAM 434 Security Lake X #
RSHEXAE =

E4 M T # Security Lake FE ftt AWS RS INAIE X2 IAM TheEE AR , 55H IAM BF g/
FI S IAM BLSEFAAWS RS,

Security Lake & T &4 1Y 5K B
XBFETEMNER : 2

ETEMHHNRBEEUMMESHS (0 IAM AP, AFPASAE ) B9 JSON PR XY, XLEREL
BHAFMA T EMIMRA T XL RRTHLRE, ETHRNMEET SRR , E55H
(AM BFiER) FNEREFEEEEREYBEN IAM R,

BEMERA IAM ET S MR | S0 LUEE R FRELARENTRUR R FRELEBEENZS. &
EEEETEONRBHIEETE , EATCERTEMMNAFRRA®, BT HEE JSON REEH £
ABFrE s , H5H (AM BFiERE) S8 JAM JSON KB TE5 A,

Security Lake XHE T H KK, BXEZEL , S Security Lake ET 550 KB =l
Security Lake P& T 5 R AV R BE
XEETHRENXRE : 2

ETHIRAREE M NE R R JSON KRB, ETHRNKRENRESHE IAM BEEEREN
Amazon S3 FHEMEKR, EXFETHRNVRBHRS T , RSEE R JLMER SIRZHII 4 E R
FREVEE. N THEERM IR EIR |, REEE IS E A A SN 2R RINTBLEREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, BRERA/ T AWS

ARS5 o

ESABK/ER , SR UCHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEME. &
B EARMBETHRNRBARBUGERRIFN —FME. HERANRRLETFEMNER
AWS IKF |, AEIKF HREY IAM EEERESABERLEASKE (AFRAR ) RFLRFRANER. 1B1]
BTRET SOV REMMEIKEUR TR, ER , IRETHRVRERIE MK PHNEERT
WERER , WFAFEFANETEONEE, BXESZER , H2H (AM AFERM) 1 1AM FHY
B K = B R 5 ]

Security Lake [RF 2R FHEEBITEN Amazon S3 FRBAUEE T RENERE., ZLENXEETHEIR
HYSRBE M INZ) S3 1768, Security Lake £ REH 3 BIEIX LRI,
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RBIRIRZ— S3 Fik# , H Amazon HIRE# (ARN) 4 arn:aws:s3:::aws-security-
data-lake-{region}-{bucket-identifier}, EIRHIF , regionZ&S A Security Lake

B B4k AWS X35 (v B , # Bbucket-identifier Security Lake % Bt4A 174 M XM — =
FFRIB, Security Lake B2 T S3 FRBUFEMK B ZXENHE, BRRIETE L T HLF AL
WNiZM@INITIERE, AT Security Lake MfINZIBWHE T RIRAVREE ( FKRRE ) =61

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Principal": {
"AWS" . "EM

.

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",

"Effect": "Allow",

"Principal": {

"Service": "securitylake.amazonaws.com"

},

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"StringEquals": {

"aws:SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"
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}

EFATHRETRENER , H5H (AM AFER) FHRETSONRBANE T HRN KK,
Security Lake B R BEIR1E
XERBEE =

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANF AR FRITER
E , UREFARHETHIT,

JSON ZREEHY Action URMA A THERM P A IEL TR AVIRE, RBIREBEEEXEKHN AWS
APl BERIE. B—EHISMER , HIAEETE AP BRENNRNR 81, &F - LREZZERE
PRITSNMEE. XLEMIRERNHERERE.

HREEHEERFEUR FHATREIRERIRR,

B >x Security Lake ##ENIIR , TS BRFENSE"HH Amazon Security Lake E X B 1E,

Security Lake FHRIRIETIRETNFERAUTHER

securitylake

g, ERAFRFHEBSETFMAFNESNNR , BEIRAZAFNERKPIE
securitylake:GetSubscriber g, KEEIYXIEE Action = NotAction L&, Security
Lake EX T —HBECHRE , UERETTUFERAZBEFINITHES.

EESENMEADEEZIRE , BEAEZSFTENRET.
"Action": [

"securitylake:actionl",
"securitylake:action2"

E&EF Security Lake ET F B HKBE R , 5S @ Security Lake E T S 9 E BRI,
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Security Lake B SRBE %R

XEFRBER : =

EER W LAER AWS JSON REERIEEHERRIBEMF L, BREER , BN EETUANF AR FERITER
1, UREMA ARG THIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BEIXTEE Resource
NotResource T, EANREXE , EFEHHE Amazon BEE# (ARN ) BERR. N TXEFHE
BREE (MR BRBERNR ) WigE , BIUBRITHIRE,

XN T AXFRRRNROVERE (WIHERE ) | EEABES () ENEANATHERR.

"Resource": "*"

Security Lake EX T U THIRRE : THENBFE X RNBIEAEE AWS X, AWS K/ &7
FERAERBEPIEEXLXREMN AR ARNs,

B>k Security Lake BREHMNFIRUR BHEAMN ARN 8% | HSRRESBENRSZEZ"HH Amazon
Security Lake EXWRIRERE, ETHAUNSHEEN T RIEEWLRE , BSABRFSRERNSE F
B9 Amazon Security Lake JE X YR,

E&EF Security Lake E T SR RGI , ES 14 Security Lake ET SRR R,
Security Lake HISRRE S48
TREETRSHERIER : 2

EE R WLER AWS JSON REERIEEERRIBEMF L, BRER , BN EETUANT AR FERITER
1, AREMAAZRHETHIT,

f£ Condition jt¥& ( = Condition 3t ) # , AT EBAERNEM. Condition TEETE
o BRAIGIEFERAXTEZER (flW, EFHIT ) WERHFRER | IERBAINFZEEERPHNE
FTE,

MRBE—MBEAPFIBEZA Condition THE , RELE Condition TEFIBEZMNE , W AWS
B4 AND ZEIREEN]. REBANENZHERIEESNE , NFERIBEORZER AWS #1145
., ERFIEUNNRZBILTHE B FTE NS,
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EEERMN , ZEAUEASUFEE. fin, REEER IAM AR &RIE IAM AFE , 8588
HETFHRARRNNR BXxEZELR  F2H (AM AFER) F8 IAM REEITE : 2 g%ﬂh_m

AWS X EF£RFHFHRNBETRSHRGENR. BEERME AWS 2/R%4R , B5H IAM BFE
MPAHNAWS 2R/&EH L TXER,

B X Security Lake 45K , B RFENSE"HR Amazon Security Lake HI&ZHE., B
THRALNBERENMZTREAZGRE B2 RSENSZE"HH Amazon Security Lake E X
Fo BXEAFHENKRIE RS , S H Security Lake ET 545 H K =6,

Security Lake Y5 A2 H15] 3k (ACLs)
¥ ACLs : &

TREFIFIR (ACLs) BHIPLEREA (KFKA, ARRA. ) BNBRER. ACLs SETHIRM
REEREL , REEMTEM JSON KRB HEER,

Security Lake %5 ACLs , XEIRERTERF ACL Mt INEl Security Lake B IR.
FATF Security Lake W E T & /Y 15 B X PR & (ABAC)
X ABAC ( REEFFIIIRE ) @ 2

BT ERE (ABAC ) £ —FEMUER | ZEMETEMREAUR. £ AWS | KEEY
%ﬁmho AL 1AM S8 (R RAE ) NS AWS FRB IS, fESAMERE ABAC
BE—5, RERIT ABAC HBE | WEE MRS S22 v 8 B R AR S B BT A VF IR,

ABAC HREBKWIMEHRIIEERA , AERKEEZFEBAVER T AT R HEA B,

EETHREEE R, MEEMFEMA aws:ResourceTag/key-name, aws:RequestTag/key-name
5 aws:TagKeys RHBERBNZH TEFREFZER

MRENMRSN TENRARREEIGAEX = &MER  WNTZRS , ZEAR. IRENRSX
NTMWOBFRRBEIFABEX=ZM4RE , NIZERNED

BX ABAC WEZER , BZH (IAM AF ) RHEA ABAC BIUENINRE, EEFIRE ABAC
SENHE | B <<|A|v| AFiEE) PNERETEMHIGEMNERES (ABAC)

B A LU AR XM INE Security Lake &R ( 1THEE ) , ARMNANBENEE. AWS IKF AWS XiF

BE R AB S R Condition TERFPRMHFZFERBFNXLRRNIAE. BXIRIE Security
Lake BRNEZELR , BSRNZEHERINNE. BEXETHHHNRE (ATRESRNRESE

X Z BRI E ) /T@J , 55 # Security Lake ET%@E’J%H%H_'\@UO
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7 Security Lake & F s Bt E
XFime L - B

HIREA ISR R , BL AWS RS FRER. BXESZRER , SEWHLE AWS RS ERTIE
BHES , 5 IAM AFERPHAWS S 5 IAMBEEANER.

WREFERARAFENBEBZANEMESEEZF , I AWS Management Console £ A HY 2 IEEHES
Blan , H4& AWS AL BB QB R (SSO) eE# T HN |, ZIBL B tIRIGIHES, &3
RAFSHEREZEHE , RAEYRAGN , KX UNRIRNZIE, EXVRBENESLEE , E5H
(IAM A $ERE) FHMAFTIRE IAM A6 (2F8 ).

B LAERA AWS CLI 2 AWS APl FEIIZBIGRHES, ARG , &0 LUE R IX IR AHE B # TR
AWS, AWS BIUZHBERIGEFHESR K MAREAKBHTRZRA. BXEZEL  EFSHR IAM FH
I Bt &2 2 EALE

Security Lake X & A g8t EiE,
TN R R RI21E
XRERFRIKXE (FAS) : 2

HIEER IAM AR ABERMITREN AWS , BWUANERA. ERELRSH , BUgSHMT—
MRIE , ARHBREEEMBBRSHEHSE —MEE. FAS ERARAAZRANNRUK AWS RS @T
RS EHERVER. AWS RERBURFSKIIFTESHM AWS RS REFRXE S BETHAIER
B , TR H FAS BR, EXMBERT , ELMEFRTIFHIURENRIR, XK FAS HReTH
RS , BERER TR SE,

H L Security Lake BEFEHM AWS [RFZ P EMABXBRENNIE, BXRXLERENIIEK , B
2 RS Z NS E H ) Amazon Security Lake E X R 1E,

Security Lake WEREZ AR
XERFSAR &

RS ABRA—TURSEME. KRENTEREN IAM BE. IAM EE R A LE IAM R oI, Sl
BRERSFAG. BXESER , E5H (IAM AFERE) FHIZER AWS BRSERNENAE.

Security Lake TR ASRFEARES AR, ER , YEMEH L LM EventBridge AWS Lambda , #0
AmazonflAmazon S3Z EKMWMEXBFHIMERS AR, ERKEINITIENE , Security Lake 2R
SHEXAE,
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/A Warning

FURSAGHNBRIESERMER Security Lake S BURERE, 1N Security Lake 12
HMESHNT RERSAE,

Security Lake BWIRS XA E
XERFHEXAR 2

BSHAXAGR—MHEEINBRSAR. AWS BRSRSAUKARKRERTRENEE, RSHEX
AEHIAEENP AWS IKF |, HBARSAE. IAM EERATUEEETEEBRSHEXABHR
PR

Security Lake £ &8 AWSServiceRoleForAmazonSecuritylLake B IAM fREZMEX A

B, Security Lake REHEXABRTFRKEFBRETLBTFHBRSHNE. RFHEXACGR—T5
Security Lake BE1ZEXEH IAM B, ©RH Security Lake FIEE LK , '©2FE Security Lake AWS AR
& RERARMWUAMAFTFERNFTENBR, Security Lake 7B A1 A Security Lake AWS [Xig &Y ith 57 &R 5
RALBRSHEXAE,

BXRUBEREE Security Lake RFHEXRBENIFHAER , ESH 1£ Security Lake FEFARSZHEX<A
=

Security Lake E T & 1319 5K B& 75l

BRIAMBRT , AFANAERECIESIEN Security Lake HRHIAPR, Tt TT3EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{TE%. ERTH
X AR RIRHATERENNR , IAM B2 A T LI012 IAM KE&, EEAREGANEARRM IAM XK
B, AFRTURARZE,

BT RMAERXLRSE JSON REXHGIEET IAM BHHERE |, 55 (IAM BFiERE) P8
2 IAM X (258 ) .

B X Security Lake EXHBREMERELE (BRERSMHMRRRENEN ) WFEHAEER , 520 (RS
WS#E) F K Amazon Security Lake FYIR1E. RREMEH 4. ARNs

FH
« {#H Security Lake 2%|&
« Rl RAFAPEEHCSHNER
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o Rl ATHAEBEKFEENBRERNEER
- 2l RATAFPREGRZEERITHAAS

R RERE
ETSONREATHEENMNARETUCIE. 1AM RBIEREK S P Security Lake iR, XLRE

AREREE AWS IKF AR A, tIZRREBET HHNREN |, HEEU TERMEI

« JFHAER AWS RERMHAZR O RENRNR — BEFHOAFPMITERSER TR , #EANTS
FIRAGIRTRRHAWS RERKEE, SNEMRNRERITRA AWS IKF, FITZUIEET E LEXS
AN AWS ZEFRERBKRAE-DBINR,. BXESZERE , H2H (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK.

- BIAKENIR : £ IAM R ZENRER , HXRFRITESFAENNRE. Nk, BALENX
ERERHTIUNEBERFRINTWRE , tHMNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmE) T8 IAM PR FRR,

- £ 1AM REE AR S — S BRHI T RIAR : 4807 A e 58 BE 7SO0 5% 44 SR BR I X R AE R R A9 1 1] o
Bl |, AR BRI RIEESMER SSL £ REFIEHER, NRRSBRERBEIHEE AWS R
S (Bl ) AR, e ERARHRR TN RS RIENHEINE AWS CloudFormation, B3k
BZER , B55H (AM AFEM) F8 IAM JSON ErRITE | &4,

- M IAM Access Analyzer BiEZH) IAM KB | UBFRN RN LM IhsEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LBERRBEAS IAM KEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEIW , URBEHER S BEEMREN
Kig, BXEZER , HZH (AM AFEM) FHFEHA IAM Access Analyzer BiE KB,

- FRZEHHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RE X
&M, EEEEA AP BENTE MFA |, B MFA R4RMEIEN RS, BXESELR , S
51 <IAM B $ER) HREA MFA R APl 5HE,

BX IAM HHREIRNESELR , H2H (IAM AFER) #1 IAM AR £ HEXEK,

{#F Security Lake #4114

=58 Amazon Security Lake #2#|& , BUMER —HHRENR, XENRLAAGFEIIENEETE
RIZE Security Lake BIREVIFHAEES AWS Ik, MRABLEXENRENREANCENET FHH
RS, XY FMMT ZRENE (ARRAR )  BHANETERTBEEET.

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API RVEM TE RV IRAE,
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=]

NERAFMBETTUER Security Lake 2 E |, B2 IAM REEH NERERHEETHRNR, &
EZEE , F5H (IAM AFER) /Y IAM FRIR 5,

ES

MRECNET RFAFTHABHER Security Lake BHEHKE , FHRRAZRBISXLATIA/EE

Exztla LR R RNENEE. BN, IREEEREH S LSMBNE RXERT RN FHRE

/GN O

Bl EEAEFERFMBESCRR , AP SMEEBMITUTRE

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* iam:GetRole

* iam:PutRolePolicy

+ iam:DeleteRolePolicy

* iam:PassRole

* lakeformation:RegisterResource
« lakeformation:GrantPermissions

* s3:ListBucket

s3:PutObject

R RTFRAFEREEHCSHNR

ZRGIEER T SRR R |, AW IAM BFEENNBIEAF S ONNBRMTEE R, R

DIEEESIS ESHER AWS CLI 5 AWS API BUREEA R TR IRER R,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R RTFAREEREKFEENBREENEER

HWRBIER T WA 612 — IR BESK L 1F AWS Organizations AR ERIKF WA HHALIEEMNBRKR
ZEH) Security Lake BEE R,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}
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R RFRAPRERSEERITRAF

EETHANREF SO UEAZRGETIRERIZEHRT Security Lake BRI A, RRGIRTRT M
B2 /2 B P £ A Security Lake # %A 5 Security Lake API EFITHAFHN XK, B2, REY
TTERAFH Owner FENERAFNAFER , REFT 2B TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
1,
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

EARRGIF , MRAFERN richard-roe WAPHEEEEMTRAAFPWEAEE , MIZIT

% A P PRI A Owner=richard-roe 5 owner=richard-roe., &N , ZAFFH#IEL

B, ZEREE Owner ITE Owner # owner , RRARUBEMARX D K NE, HXEH
BNEZER , H5H (IAM AF#E8) https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_condition.htmIF #J IAM JSON KEE T : &M, BXHRIC Security Lake
BERNEZER , BZRANLLRRFERNITE,

AWS Z& ML ERIE
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AWS HEERBEHMENEENILT KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRUFBANAF, ANBESENR,

FiclE , AWS RERBURTSNENBERGR TFTHRENRKE , BAEMNAHME AWS FF &
M. BMNBVBIEXBETENEAZSNES SR RERE -SRI NR,

BIEERAWS HEFRPENHONE, 1R AWS E3 AWS HREFRPENHNE , WEHLE
MiZKBATR<BNMEZERASH (AP, ANAR ), AWS RETRELERSIIHN APl RIGRS T
LAEFET AWS RS B9 API 24ERTE T AWS FEE RIS,

BREZER , F5H (AM BFER) N AWS HE XK.

AWS IEE R : AmazonSecurityLakeMetastoreManager

Amazon Security Lake £ —I1 AWS Lambda ZIEERE R SN BIE AP THIE. B FERA LD

8 , Security Lake AI S @ E B BIE IR UYL 5 #h 5] 8 77 AR S5 (Amazon S3) Service 7' [X
5| BBIE B R AWS Glue TH ., LWIEERETE Lambda BEENT S3 2 XMBE 4RI RFH
AWS Glue FRBE PR,

RRFHRER
ZERBEBEUTNR :

« logs— AWZEF AR Lambda B EH % Hi 12 % E| Amazon CloudWatch B&,

* glue— RWEFE AN AWS Glue #fE B RRMITHENBEARE, XtB2¥F AWS Glue HflEXTE
RB N BIEFI D X,

© sqs— AFEFEAXE LR RIS ERHX RETRIEEHBEHR Amazon SQS BAFIHAT 4R E RT3
B#1F,
© S3— AWERAXNTELHEIER Amazon S3 FRBHITRENZIMEARKE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWritelLambdalogs",
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
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"logs:PutLogEvents",
"logs:CreatelLogGroup"
1,

"Resource": [

"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",

"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"

1,

"Resource": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,
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"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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AWS IEE XL : AmazonSecurityLakePermissionsBoundary

Amazon Security Lake 2@ A E =5 BESURAZE IAM ARUEBREBEARER , 3E=F8EX
THEAFGIE IAM S8 lERAKERFHNRE , A EEXLEA SR ERLLRERE LHKRZ
Fo BERFEPITEMREAEALERRE, WRERATFEEN AWS KMS Z4A X #dE 53 17 0
#kms :Decrypt , MAHN T kms: GenerateDataKey X R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsForSecuritylLake",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes",
"sgs:ListQueues"
1,
"Resource": "*"
.
{
"Sid": "DenyActionsForSecuritylake",
"Effect": "Deny",
"NotAction": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
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"kms:GenerateDataKey",
"sgs:ReceiveMessage",
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sgs:ListQueues"”

1,

"Resource": "*"

"Sid": "DenyActionsNotOnSecuritylLakeBucket",

"Effect": "Deny",

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation"

1,

"NotResource": [
"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylLakeSQS",
"Effect": "Deny",
"Action": [
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sgs:ListQueues"

1,

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylakeKMSS3SQS",

"Effect": "Deny",
"Action": [
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"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
},
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"
]
}
}

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3sSQs",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"
},
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"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqs:arn": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

AWS IEEXRRE : AmazonSecurityLakeAdministrator

B LVEREANE4R N EIK P B A Amazon Security Lake 2 8 7 iZ £ 44K in
AmazonSecuritylLakeAdministrator KB, WREERFEENR , AFEEMEXFTE Security
Lake BENTLHEINRER. 2fF , ZEMEAEME Security Lake # , H7E Security Lake &L &k
BATHEAF,

Z R MEZIE Security Lake B R AT i Security Lake X Hftt AWS BREHITHIRAE,

ZAmazonSecuritylLakeAdministratorBURAFX#HEIE Security Lake FTIENEAREFAGKE
¥ Amazon S3 BEXEE ., EHEMEFNKIES X AWS Glue, XRINE B ERNWEBIEIZIT Glue
TR EH HTTPS K QiTHEFTHIB. B LUIRIR Amazon Security Lake A I 5 #4915 B8 12 71 1
BxEsae,

BR AmazonSecuritylLakeAdministrator B XK\ , Security Lake X FEE
lakeformation:PutDatalLakeSettings RIRHITEMMEENBE, PutDataLakeSettings
RIFFEAD IAM £ E R K P ATE X Lake Formation BIRNEE R, ZAGATRNMINE
iam:CreateRole permission fXPRF] AmazonSecuritylLakeAdministrator K,

Lake Formation B 5 #8831 Lake Formation 2| AT 2 1A ERR , F EATL
BEIARBIEER B E PR, Security Lake £¥F/3 B Security Lake B E4&F]
AmazonSecuritylLakeMetaStoreManager A ( FHMIEEAE ) $EEH Lake Formation EE
B, MEMIIAT A ER, EHMREN, TMHo XUAREERNNR, BUHME Security Lake EE
AAFSACHNREFIESUTNR :

(@ Note

RNTRHEZBHONRFKZRFET Lake Formation BT B & G R AR , Security Lake 2170
LAFglue:PutResourcePolicyfX PR,
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutlLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": ["glue:PutResourcePolicy", "glue:DeleteResourcePolicy"],
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
]
}
NRFHAER
ZERBIE TR,

« securitylake — AW EMAIIFTE Security Lake BREFREZLH RN,

-« organizations — ¥ EME T AWS Organizations ®REXALDWIKFHEE. MRKFE
FEAMNAL | NXLERNR L Security Lake #8248 E RIKF BHAKS
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iam— RFZEFEATE Security Lake, AWS Lake Formation, Fe 612 RE XA E Amazon
EventBridge , X2 EAXLRFNNSLFZLS R, B, EATRITHAAFNBELKFEABLIERN
IRERRE | XEABFHNNRXETF AmazonSecuritylakePermissionsBoundary KB S FHY
PR,

ram— RFEFEABEEZBITIER Security Lake JRHY Lake Formation& F & 17 R R o

s3—- R FEHBIBRMEE Security Lake BHIZIUX LB RS,

lambda— AU ZEFEAEE Lambda AT 1E AWS JREIEL M Xig & 5l 2 FEFH AWS Glue &
X

glue - RYFEMEBIEFMEIE Security Lake BIBEMK,

lakeformation— RFZEIEAEIE Security Lake &RH Lake Formation X PR,

events - AFEHEERATEFBIEE A Security Lake KIREHE AT R AP AN,

sqs— ATEFEALEFEE Amazon SQS A% , AT mITF#EFBEA Security Lake J& I EK
.

kms — A FEMEE Security Lake B FEAEF - EERABEAREN HREIMNIR.

secretsmanager - AT EHEEATEFHHIEEL HTTPS i RE A Security Lake RIRETE AT
5% A B 4R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

]I

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",
"Effect": "Allow",
"Action": [
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"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

}
}I
{

"Sid":

"AllowManagingSecuritylLakeS3Buckets",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

CreateBucket",
PutBucketPolicy",
PutBucketPublicAccessBlock",
PutBucketNotification",
PutBucketTagging",
PutEncryptionConfiguration",
PutBucketVersioning",
PutReplicationConfiguration",
PutLifecycleConfiguration",
ListBucket",

PutObject",
GetBucketNotification"

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

com
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I

{
"Sid":
"Effect
"Action

"AllowLambdaCreateFunction",

": "Allow",
Il: [

"lambda:CreateFunction"

]I

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]I

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid":
"Effect
"Action

"AllowLambdaAddPermission",

Il: IlAllOW"’
Il: [

"lambda:AddPermission"

]I

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]I

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

}I

"StringEquals": {

"lambda:Principal": "securitylake.amazonaws.com"

"Sid":

"Effect

"Action
"glue
"glue
"glue
"glue

"AllowGlueActions",
": "Allow",

ne[
:CreateDatabase",
:GetDatabase",
:CreateTable",
:GetTable"
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]I

"Resource": [
"arn:aws:glue:*:*:catalog",

"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",

"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [

"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [
"arn:aws:events:*:*:rule/AmazonSecuritylLake*",
"arn:aws:events:*:*:rule/SecuritylLake*",
"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",
"arn:aws:events:*:*:connection/AmazonSecuritylake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",
"Effect": "Allow",
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"Action": [

"sqgs:CreateQueue",
"sqgs:SetQueueAttributes",
"sqs:GetQueueURL",
"sqgs:AddPermission",
"sqs:GetQueueAttributes",
"sgs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowKmsCmkGrantForSecuritylLake",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
1,
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

}
},
{
"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
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"ram:AssociateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringQueryBasedSubscribers",
"Effect": "Allow",
"Action": [

"ram:UpdateResourceShare",
ram:GetResourceShares",
ram:DisassociateResourceShare",
ram:DeleteResourceShare"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "LakeFormation*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringCredentialsForSubscriberNotification",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"

]I
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"Resource'": "arn:aws:secretsmanager:*:*:secret:events!connection/

AmazonSecuritylLake-*",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringlLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

},
"ForAnyValue:StringEquals": {
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"aws:CalledVia": "securitylake.amazonaws.com"
}
}
I
{
"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
I
{
"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
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},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
I
{
"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForSubscriberNotificationSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
},
"StringlLike": {
"jam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
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"iam:PassedToService": "events.amazonaws.com"
1,
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AWSServiceRoleForAmazonEventBridgeApiDestinations™"
1,
"Condition": {
"StringlLike": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:PutRolePolicy",

"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {

"StringEquals": {
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"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylakePermissionsBoundary"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy",
"iam:GetRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/

AWSServiceRoleForLakeFormationDataAccess",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [
"iam:ListRolePolicies",
"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,
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"Resource": "arn:aws:s3:::aws-security-data-lake-*"
1,
{
"Sid": "S3ReadAccessToSecuritylakeMetastoreObject",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,

"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

]I

"Resource": "*"

AWS FEE KB : SecurityLakeServiceLinkedRole
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AHM AWS RS HEITREBFERRSATEBNATENR. Security Lake TEFfE A A Security Lake
AWS XiF With S EREFALRFHEX B E,

FMARSHEXAE]  BIEIRE Security Lake N AEFEEF R MAENNPR. Security Lake 2E X —
REMBEABEHNR , MERIESEENL , BWRE Security Lake AIAEBEEFZAR, EXHNRITIE
EERBAMNRER , IR TREM MEMEAE M IAM SEEHRBRE .

BYMEENR , 2 IAM KK (AR, ARAR ) 012, FEIMBRRSHEXAG. BXESE
B, EZHE (AM AFERE) FRSHEXBENR. AEERBRRSHEXAGHNEXTRE , £
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BRXFRSERAGHEMERSZNEES , B5HE IAM BESEANAWS RS , AERSHEXARS
PEHIRE ‘B VRS, EET ﬁﬁJ&E’JE—ILXEELZHE“E’JHE“W%EQIHO

£
- ZEHMIWBSREAE (SLR) NR
- ATRBEZENRSKEKAS (SLR) R

R RS KREKA® (SLR) MR

Security Lake fEFi & AWSServiceRoleForSecuritylake RS HEXAR, ZRSZHEXARE
155 securitylake.amazonaws.com RFIEFZARE. BXRLSHEZLH AWS RERBNESE
, BSHAWS BB 52 2 88 KEk,

ZABHNRRERE—NE AN AWS EE XM SecuritylLakeServicelLinkedRole , foiF
Security Lake BIEMREZT S EHIE M. ZRMIE 1T Security Lake SEERFRIMITA TR -

« £/ AWS Organizations ##{E# RKXEKIKFHHEXER

- FRATD##M4ITESR (Amazon EC2) REE XL L# VPC R EENER

« £/ AWS CloudTrail R RAXBRSHEXBEHNER

« 7£ Security AWS WAF Lake B BEERBERE , £ AWS WAF R#ERERE
« f£fLogDeliveryiRFRIZ2 MR AWS WAF B EERITH.

ZABFEANTRRREIITRE

{
"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",
"Effect": "Allow",
"Action": [

"organizations:ListAccounts",
"organizations:DescribeOrganization"

]I

"Resource": [
nin

"Sid": "DescribeOrgAccounts",
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lake/*"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount"

1,

"Resource": [
"arn:aws:organizations::*:account/o-*/*"

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

]I

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

"Sid": "AllowListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

1,

"Resource": "*"

"Sid": "DescribeAnyVpc",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "ListDelegatedAdmins",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"organizations:ServicePrincipal": "securitylake.amazonaws.com"

"Sid": "AllowWaflLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"wafv2:LogDestinationResource": "arn:aws:s3:::aws-waf-logs-
security-lake-*"
}
}
3,
{
"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [
"wafv2:ListWebACLs"
1,
"Resource": "*"
3,
{
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"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"wafv2.amazonaws.com"

]

BATNBEENR , 2 IAM R4 (AF, AAE ) 212, FEIBERBESHXAG. BXESE
B, #ZH (AM BAFER) B RSHEX A SRR,

B2 Security Lake [RESHEX<AE

B EE RN Security Lake F3I 812 AWSServiceRoleForSecuritylLake REH<A®R, HERE
/8 A Security Lake B AWS IkF® , Security Lake £ BEI R RSIBZRZS XA,

B2 Security Lake lRZ <A

Security Lake T/t 184758 AWSServiceRoleForSecuritylake BREHEX AR, ERIERSHER
AeE  BLTEERACNEN  ANTEESINREL5 A AR, T3 , BALUER IAM RES
BHHE, BXEZELR , 52H (AM AFER) FRRERISEXAE,

IR Security Lake RS HX<AE

BTIEM Security Lake RHIBRIRS A AR, R , BALUM IAM 2E1A. API 5 AWS CLIH il Bk
REHEXAR, BEXEZER , B (IAM AFER) FHRBRESEXAE,

BATEHINRS XA EZEESS1EHMER AWSServiceRoleForSecuritylake R MEME
R, RETEERRIRSHEXAR,
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® Note

B ERFEIRES , 2R Security Lake IEFEfE A AWSServiceRoleForSecuritylake
Ae  BRTEaXAN, IRREXHER , FFESF/ LM , ARBER=HRE,

WMRIEEMIBR AWSServiceRoleForSecuritylake REHEXACEEEBXRCIRZAR , WES
MK /3 A Security Lake REXSIZAE®., HEHEXS A Security Lake B , Security Lake 28X B
HHEBBIRSHERAR,

¥ AWS [X15 Security Lake RE<EBAE

Security Lake X#1EFTA A A Security Lake AWS X1 #91th J5 {5
FAAWSServiceRoleForSecuritylLakefRFHxAR, BXIEM Security Lake FIXIFMFIK |, &
SR ZEMXFHMLHT R

ATRREENRSREKAE (SLR) R

Security Lake £ & N RS KEKA
fBAWSServiceRoleForSecuritylakeResourceManagementRNITIFLE MBI MREDH , N\
BAIER AR, ZRSHA<ABEE resource-management . securitylake.amazonaws.com
RS EFZAR, BRAAWSServiceRoleForSecuritylakeResourceManagement EERRFH
1418 Lake Formation BYIX PR , 7 B EFTE X [@ Lake Formation XA & EY Security Lake £ EH
S3 FfEHE , MREREM,

ZABHWNRBRREE—NE NN AWS REXR
BSecuritylLakeResourceManagementServiceRolePolicy , RiFiHRIEEH Security Lake
ENRR , SEEERERPFHOIHE. BXLEHELH AWS REXRBNESEE , BRI I
Z2HAWS FEEF .

WARE XA AT Security Lake IR RZ LM ERENWK TR ( S3 FHEM. AWS
Glue &, Amazon SQS BA%l, Metastore Manager (MSM) Lambda B ERFAN ) BIZ1TIRRT -
EventBridge Security Lake AIfE A LLIRFHEX B BHITH —LRERFMT

« Apache Iceberg FEXHESR , AIREERMEEH K Lambda MSM &b 8 (8] F B AR,

« 1532 Amazon SQS KRS SAA M $XER B &2,

« RALE XiZ R S 5l LABERR 7T 8038 34
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MBIEFRLZFEAWSServiceRoleForSecuritylakeResourceManagement fR$5Hx< A
& , Security Lake fF4 45217 , (ERIUBNEIEZ RS HEXAE , LE Security Lake AT A
EAEy 1Ey R BN Jalas]: OR o

RERFAE R
ZABERAUTRRERHTERE

- events— AT ZERAEE ALREMBEKITREFTERN EventBridge M N,
« lambda— ATERAEEATE AWS RREERRNBEXEE G ZEEH AWS Glue T2 XK

lambda.

* glue— AW ZEFAX AWS Glue BIEE RRMITHENBEARE, XEATF AWS Glue HIEXTE
RABFEHPHN DX |, H A Security Lake EEYREY Apache Iceberg kY Apache Iceberg TTEIE,

« s3— ATERANTE BEBIEN Glue RIUBIEM Security Lake FHEBRITHENRERE,
« logs— AWEFEANREUXPRFF Lambda E#X CloudWatch #9%iHic 2 B &,

¢ sqs— RFZEFRARNELHIE P RNMBEFT X ReTZWEHBE L Amazon SQS BAFIITIFERYISE
BEigE,
« lakeformation— S iFRKIEEY Lake Formation i& B LA M 12 H B 455 iR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadEventBridgeRules",
"Effect": "Allow",
"Action": [
"events:ListRules"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
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}I
{

"Sid": "ManageSecuritylakeEventRules",
"Effect": "Allow",
"Action": [

"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/AmazonSecuritylLake-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylakelLambdaConfigurations",

"Effect": "Allow",

"Action": [
"lambda:GetEventSourceMapping",
"lambda:GetFunction",
"lambda:PutFunctionConcurrency",
"lambda:GetProvisionedConcurrencyConfig",
"lambda:GetFunctionConcurrency",
"lambda:GetRuntimeManagementConfig",
"lambda:PutProvisionedConcurrencyConfig",
"lambda:PublishVersion",
"lambda:DeleteFunctionConcurrency",
"lambda:DeleteEventSourceMapping",
"lambda:GetAlias",
"lambda:GetPolicy",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration"

1,

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

iF
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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"arn:

"Sid": "AllowListLambdaEventSourceMappings",
"Effect": "Allow",
"Action": [

"lambda:ListEventSourceMappings"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowUpdatelLambdaEventSourceMapping",
"Effect": "Allow",
"Action": [
"lambda:UpdateEventSourceMapping"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
},
"StringLike": {
"lambda:FunctionArn":
aws:lambda:*:*:function:AmazonSecuritylakeMetastoreManager-*-*"

}

"Sid": "AllowUpdateLambdaConfigs",
"Effect": "Allow",
"Action": [

"lambda:UpdateFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeGlueResources",
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"Effect": "Allow",

"Action": [
"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable",
"glue:GetDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowDatalLakeConfigurationManagement",

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObjectAttributes"”,
"s3:GetBucketNotification",
"s3:PutBucketNotification",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetEncryptionConfiguration",
"s3:GetReplicationConfiguration”

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

ERARSHEXAR
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"Sid": "AllowMetaDataCompactionAndManagement",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:DeleteObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ReadSecuritylakelLambdalogs",
"Effect": "Allow",
"Action": [
"logs:DescribelogStreams",
"logs:StartQuery",
"logs:GetLogEvents",
"logs:GetQueryResults",
"logs:GetLogRecord"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLakeMetastoreManager-*-*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeSQSQueue",

"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqs:ListDeadLetterSourceQueues",

EARSEXAL e
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"sqgs:ChangeMessageVisibility",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sqs:SetQueueAttributes"”

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake_*",
"arn:aws:sqs:*:*:AmazonSecuritylLakeManager-*"

1,

"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{
"Sid": "AllowDatalLakeManagement",
"Effect": "Allow",
"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:ListPermissions"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}

BYMEENR , £ IAM KK (AR, AFAR ) 012, FEIMBRRSHEXAG. BXESE
B, B2 (AM AFERE) PRRSHEXABNR,

B2 Security Lake RSHX<AE

A LAE A Security Lake 2% & 3% Security Lake 8
EBAWSServiceRoleForSecuritylakeResourceManagement RE XA, AWS CLI

EARSEXAL e
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ENERESHERER | BXAEEN IAM AP IAM BERFUTNR, EMEEALZSHNXE
F o, IAM B840 2 Lake Formation BB 5 .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:ListResources",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions"

15
"Resource": "*"
1,
{
"Sid": "AllowIamActionsViaSecuritylakeConsole",

"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole",

iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-role/
SecuritylLakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringLikeIfExists": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",

"lakeformation.amazonaws.com"
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"Sid": "AllowGlueActionsViaConsole",

"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:GetTables"

1,

"Resource": [
"arn:*:glue:*:*:catalog",
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"

]

}
]
}

Console

1. 1E L3TFF Security Lake #3 &l & https://console.aws.amazon.com/securitylake/o

2. BE'BE NHEEETHN BERARSHEXAR  BZHNRSAXAE,

BRABRSHEXARRE , NREM Security Lake R EEES I TE,
CLI

ELURES N BIZBAWSServiceRoleForSecuritylakeResourceManagement RSHEXAE |
BEEALUT CLI %5,

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

fFERBIZ2AWSServiceRoleForSecuritylLakeResourceManagement 5 x & &

AWS CLI , #85& 2 B F Security Lake Glue Z3EE EFrE &R Lake Formation ZRHKNFR

( ALTER, DESCRIBE ) , A EERITHEEMFRILKE. WREMTXEHFH Glue R5IA T ZHIS
AL S3 7@ , MLMNERIRFRFSHEXAEKN DATA_LOCATION_ACCESS &R , 7
¥ Security Lake 4 IEX#1E)R o
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1&3& A E K PP #IAWSServiceRoleForSecuritylakeResourceManagement RE K< A @ F
¥ Lake Formation R,

AR R~ 515 B8 anr] o) 48 T X 13 A Y IR S AR B B 3% F Lake Formation B BR. Lt /RBI 2 &3S
Linux, macOS = Unix #{THIILH , EEARRT (\) THRLERRES AIRME,

$ aws lakeformation grant-permissions --region {region} --principal
DataLakePrincipalldentifier={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'

UTREIERTAE ARN WA, BXA4mEAE ARN LACE S XE,

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AWSServiceRoleForSecuritylLakeResourceManagement"

& a] LA A CreateServiceLinkedRoleAP| B, EiER® |, #§7F a AWSServiceName s
resource-management.securitylake.amazonaws.coms

B FiZAWSServiceRoleForSecuritylLakeResourceManagement &g , IR EFEH AWS
KMS ZFRREZE (CMK) BHITME , MARATFRSERBSFMERNREAFE CMK B AWS X
HHH S3 FfiEfE. £ AWS KMS ZHIAH |, FUTRERME CMK FEHN AWS XiHH KMS %
. BXRWMAEHR KMS BEAXRHHNFHAEER , 525 ( AWS Key Management Service 7F & A & 15
) AWS KMSH i 240 K B o

{
"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylLakeResourceManagement"

.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
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"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
1,
"StringLike": {
"kms:ViaService": "s3.[region].amazonaws.com"
}

iy

B2 Security Lake BRZ <A

Security Lake F o844 AWSServiceRoleForSecuritylLakeResourceManagement ARSS#H
XA, ERBRRSHEXARE , BT LEXNBENEN , AN AREESI N K5 AZAG, T,
BAILAER IAM RBEACNIEE, BXEZEER , H5HR (IAM AFEE) RFRERSEXAE,

BB Security Lake R HX<A

IBTTEM Security Lake FIBRIRS XA R, R , ERILIM IAM 25 &. APl 5 AWS CLIF il BR
RESHEXAE, BEXEZEE , F2H (AM AFiEmRE) PORBRESHEXAE,

AT EBINRS X A RS EE 2 MR
AWSServiceRoleForSecuritylakeResourceManagement EAMEMEIR , ARG BeMBRIRS
MxAt,

® Note
2R BR R IRET |, 7R Security Lake IEEFEfEF
AWSServiceRoleForSecuritylakeResourceManagement B  MIBRTTRES KK, R
REXMER , BEF/L0H , AREBREHRE,

W RIEEMIBR AWSServiceRoleForSecuritylLakeResourceManagement REHEXAREEE
BReIZZA® , ATLUES K, S A Security Lake REXBIEA®, HEHEXE A Security Lake
B} , Security Lake 2B X B N BBIZRSHEXAE,

¥ AWS [X15 Security Lake RE<EBAE

Security Lake X #7EFFE W A Security Lake AWS X1 By ith )5
FAAWSServiceRoleForSecuritylakeResourceManagementfREHxAt, HXRIEM Security
Lake WXEH TR , S H 22 XML iRT S,

EARSEXAL =
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Amazon Security Sake # B BIE R

AWS D EFEER 2B FEEREFE R TF Amazon Security Lake REIIFERY . MAER AR AWS |
NREPETHENBTNLIREMEN AWS &, BAREP TN IEEEHEMED ENRNBTRIES],
BIERNTEFIERN AWS RS WE2BBENEETES. BXBERAMNESER , BFSRBERA
FENEE, BXBRMNBERIPIEER , 55 AWS Security Blog £ AWS Shared Responsibility
Model and GDPR & X E,

HFHERERPEN , RINEBUERI AWS Ik ZIEFHFEH AWS IAM Identity Center 38 AWS Identity
and Access Management (IAM) ZRENARAF, X , 8MNAFP RRBETH I ERRAMENNER.
REWEBES AT AR EIEE

s NBNKFERZSESHRIE (MFA)

- £/ SSL/TLS BE®RRERF. AWS BMIERFEA TLS 1.2, BIUFEA TLS 1.3,

- FEHRE API MAFES BE& AWS CloudTrail, BEX A CloudTrail lRERIEIR AWS SEFHEER |
HZ 0 (AWS CloudTrail AP #E™) HRIEAIR CloudTrail R.

- /A AWS MEBHRARAREPHRERINLZEEH AWS RS,

- FASRIEELZERS ( HI Amazon Macie ) , EEBIF AT MR Z47E Amazon S3 FEVBUR

- MREFE AWS BEGTTRES API #H{THERNFEELZS FIPS 140-3 WIEMMBER | BEER
FIPS iR, BXTAAN FIPS MRWEZEFEE , BEH (ZEEKRDESAERE (FIPS) £ 140-3
B o

BB N ENEEERBBES ( MEEF B FR4iti ) RARSHBEHERNXAFTER
(MBMRFER) . XTIELE AWS RS FAEF A, APl 5 Security Lake St H At A S 1ERT AWS
SDKs, AWS CLIZAFEMNIRLRBEHERANEAFTEPHMANTEARERTELATIHRRNZHA
Fo MRERMATIRSFREMNU |, BB WEFTEEMNUFIEFIERFE R RBIEXNZRSI][/HER,

EOIIES

Amazon Security Lake £/ AWS INZERF REL LM FHEENHESHE. REZLBTNE4H
FE#ESETRNZIE, T DEE 2 74 KRSS (Amazon S3) Simple Storage S3 & |, %17
AT HEENK,, BMNEERBEBCHNZHEFFM@M, Security Lake fEAKE AWS Key
Management Service (AWS KMS) FWAWS B EZANXERBRHFHITMNE. AWS HENZRHAR
AWS RS ( EAHIH A Securit AWS KMS y Lake ) IE BB RAES , HBNMKFER, AWS

Security Lake X R BEMEBEH IS /TR, HeMmEk (ETL) £5.

BRRT =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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ETL 5 5K/E , Security Lake 2EZMNIKF P olZHH, S3 F#ME ( BEHP B A Security Lake
AWS XiF BN FHEEX R —NME#ER ) o RBETE Security Lake BB AT SE G HIELIZEI £ S3
FREDBR2E , BET2ENFRESHES, S FHEF. RPHEHFREE—MNETRRWER | ZKK8
& F Security Lake MBEA BEMEBHBIENNR, EMNE S3 FRMTPHKE , BULER S3
ENNZZARECEENZS (KRB AWSKMS ) . FEEEAXIFMNE,

£ KMS %47 & e ny #diz

ERIAER T , Security Lake 25l S3 BV EIEFEA Amazon S3 EEWINZEZ4R ( SSE-S3) 3
1T Amazon BREBmNER, ERELTUEZEERNEZ SR , BUURAERATE AWS KMS Z4AH
fR 5585 im N2 (SSE-KMS) kAR Sec urity Lake Ei#E,

Security Lake ###l& T X SSE-KMS, ZEfF SSE-KMS AT Security Lake API 5 CLI , &% 812
KMS ZANEANE RN, EFEZ0ZAMMN— R, SEWL A7 o] LAE R 1Z %A INE MR
Security Lake #iE.

NREAFFREZPARMBEAR S3 ERBOEE  WLTEEREZXEEH, X TEFAREEE
8 , Security Lake J$@3id @ AWS KMS &% CreateGrant ERRARELIEZN, TR AWS
KMS B F#&F Security Lake 7B & FKF HH KMS 2RI ER.

Security Lake EEZRN ST EFEFAREBHRATUTHERE !

« &% GenerateDataKeyiER AWS KMS LU B REHNEF EE R4 MBI BRIEZH,

+ [@RetireGrant... RIFFER AWS KMS, HENHBIRARITERE , LBREFSBUFME AWS
KMS Z4ALUA T ETL A EBHNERER,

Security Lake TF ZE Decrypt X R, HZLAWRNAFIERE Security Lake ¥zt , S3 FEEMHE
2, BRNAFPANERAMZELRANEE. B2 , TRAFEE Decrypt XRFTEFEARBIE, Bx
THAFNEZEER , B3 REE Security Lake 1T P B EIE 15 RIUR .

MBEFHIAN KMS Z4ARIMNE Security Lake F3E , M ATEH KMS RN R R, FHE
BE AW S F S Lake Formation ZIE LB XREH IAM B FEH KMS Z4AMBZHIE. EXUAENR
KMS Z4AR Z4ARKIERILER |, 210 AWS Key Management Service FF X A RIS E N 4A %R
B

BIEFRPARBEBEAEEETYNRNINERAREN |, B0 KMS BATUEZIRNER , NTAY
Security Lake 781Z% 40, BROIEZHRBEN A , HSH (AWS Key Management Service FF &
ARERE) FHAEZHARE,
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LA B3 4H SR B B N 2 4R AY KMS B4R

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "*"

}

FRARXFIEEZHANEN IAM R
AR MEM Security Lake BRIEESIZEMN IAM BENELR | HSE AT : HREAHZD

WINEESURSRITE AP | Security Lake 2TEZMIKF FRIE IAM 6, XEAEFEHM IAM &
BHZ, SMNATEEROBEREARE , FAFITHAFPERBEATNKE. AN AWS &
ERBAmazonSecuritylLakePermissionsBoundaryiZig 7 XA BHNRL R,

N2 Amazon SQS BA %l

BB IF# AT , Security Lake £EZE KA Security Lake &I & Ik F~ B & B K I1ZHY Amazon
Simple Queue Service (Amazon SQS) BAFl, & RZINER X LERA ISR B EIE. Amazon Simple
Queue Service B ERINRF ZRIHME (SSE) BT HBH . BYLHIE AWS Key Management Service
(AWS KMS) a2 E P IEERHAKRMEBAS , R/E1RTF Amazon S3 BRSS E 4 A MNZERA I HY L

R, BXBEFXENBENIEA , HS N1+ AL Amazon S3 BB AR E K142 E F RS 850 2K
Amazon SQS BA%I ? £ AWS HIRA/LE,

BT Security Lake A T X% AWS Lambda X &M EIE#H TIRE, EHAMEK (ETL) £5F5 , ARERE
R E Lambda R FEEEH Amazon SQS RAFIHFEERNR. EXEER , 85H (AWS Lambda
FEARIERE) RFHHITAERRE,

&% R &

Security Lake X AWS IR 2 BME MM FIEHIEH# TR, BIFEAEZRELZS ( TLS) 1.2 IMEPIL
Bz NZ B MK B EFE |, Security Lake & P EdE# H RS BRI H# TR . KEBIZ 28 APIs
B HTTPS BEREAAWS EERAK 4 EEHTER , UMBUREEE,
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IR E S Y B3 SR oiuH AR 55

BRI EREFEREHER  EETHENBIER T AM# Security Lake FMEAM AWS Z2 RS,
AWS Organizations BIf£ Security Lake B BIRWSEEMELRHKE , BHALUERIRY, BXRUMAERF
BHHNEZEER , 528 (AWS Organizations A IERE) FM Al REIEFIEHEE,

B &l , Security Lake TRREECTRRELENEALLEIE , tFAREL LA HERSLIEN
ZEBIEHNZREBIE, I T AFBUHE Security Lake BRE M E it AWS Z2REHITHEE |, Security
Lake R AIEQ KN EHKE  SEEMNE=ZSHTFER LENLKIE. RI1FE Security Lake FTE U
SEMHEBEREHRATE , HEAEIESR. ZNENSBRIERIELE,

(® Note

EFAERBEHBER , £ AWS IKF A HBEREE, AWS OrganizationsfI R AR B
oK AWS Ik 8122 4HE | 25 (AWS Organizations AF1ERE) RHCIEMEEAL,

SRR AR TR

+ Security Lake fFMIBEAEIRIR 2 M NERNFHIEIE (NRE ) .
- EEERIBESE |, Security Lake T2 BIRE S FHIX LHIE,
Amazon Security Lake &M IR UE

ETHRREETRESAUXNER , FZHAWS RS “ZEEA XIS HEE" ", RERFEERN
BHEMITR. AWS kS AXx—KREE , BSHAWS SMITHAWS,

EAEATRE=HFIHRE AWS Artifact. BEXESEL , BSHTH TS FH “AWS
Artifact,

EHEEA AWS RS NS TEBUR T ENHRENHRBME, RLOTANENBRUARERNERNE
Mo AWS R T U T RIRKAEB NI EMLE

« Security Compliance & Governance : X4 R REBEEITICTRWERRE , HERTHEL
M EREIREN TR,

- ff& HIPAA ERHRSSZE - JIHAE HIPAA EXRMIRS . HIEFTE AWS RS AEBFS HIPAA
T,

- AWS EAWS AIRR — k THEBNEEESAREERTENTLNMEX,
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- AWS BEFEHIER —NENAETHRTEHEERN, XLERLLE TRIPPVRESER , AWS kE
HHEmMH B S MERE (S REEERIVESEARMER (NIST), XFFTLRLFEEZERS
(PCI) FIERRFF AL (1SO) ) B & 124,

- EFAWS Config J7F & A A $EF R BV T4 %R — % AWS Config RS TEERHN R REEE S K
EELFERIBRE, TAENFER,

« AWS Security Hub— X AWS frSs ATUA2E T AN R £RA AWS, Security Hub B 24125
BREITEEN AWS RRHAREHREFELETURENRESR. BEXRZTIFRSZEEHERN
HIK , S5 Security Hub &S £,

« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEEES |, 5k AWS RS
BMNENTEAR, REMBERGNEERMP. GuardDuty BIHEELEAUERAEHNAR
RAUWER  JUEBEHESHEMNMEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR BB £ w1t AWS EAER , M fai{bXUBS & 38 LA K
Y EMFITAFRERNERE,

Security Lake B Z £ R{ERE
BS R TEXRMER Amazon Security Lake B R{ESRE,
& F Security Lake i A BERY KA PR

BRERIENEREEREL | & AWS Identity and Access Management (IAM) BFF, AFRFANAGRFT&
KGR REENR. Hlan , B LLAEF IAM AP ESE Security Lake PR AERSIEK , EFAFHAER
FERRITEAF. BXEZER , BSH Security Lake ET 551 KB =1

I&3&E T LAE AWS CloudTrail SRERER Security Lake Y API 18R, CloudTrail 2P, B4
A BT Security Lake FIITHY API BERIER. BXEZEL , TSR FALEERELH AP A
CloudTrail,

EERERE

Security Lake #4|AWHER @R T3 % 14 XA Security Lake BRE A FE#EKEN
Amazon S3 F BRI, EBAN# —SAEXLRE , UBHERR TSR SEXNENm,

5 Security Hub £

£ R Security Lake F#7E AWS Security Hub &£ 8 H K Security Hub BiBEZ R, Security Hub M
HLZREN AWS RE E=AENPERBELE R, EW Security Hub HiAEERBBI TR T #
BENEHRRUAKRRENE AWS T HEREK,
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BXEZER , HZH 55, AWS Security Hub,

M BR AWS Lambda

Bk AWS Lambda BI¥ES , BB A EEGEEZER, EMBERZHZA Lambda R EES THEURE
BHIhEE | HARE O H I, FFEEMER Lambda BN ARG EEZR ., HX<ME Lambda Bk
NEZEER , BHSHEAWS Lambda FF X &,

Y5 #2 Security Lake =4

EALAE A Amazon CloudWatch $8#RiS1#2Z 24, CloudWatch &% # M Security Lake YE R A EK
FEHFELENIER. EULLREER , EEMMAIIEERENRBEL,

BXRESZEELE , 52 H CloudWatch I 5 i#h £ £ # 1Y 67

Amazon Security Lake 5 #Y# &k & &t

AWS £IREm 2R S5 AWS Xif aTAXMWEN. AWS XiF RESAMNERENBEENTAX ,
XETMAXBIRERE, SEHENSERNRNNEERE, XEAARXAEIRMET &80 5ERKZITH
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A R B 4k |B AR 35 AT A

Security Lake BIEERN TAMEXEH ALK, B , Security Lake ZFHIERN TAMEEXER
I8 (FEEHRIMALE ) XA o AEZ VI,

BXRAWS X MU AXNESER , FSRAWS £ IREM IR,

BRT AWS £3kEmR SN , Security Lake ( H AR #EH I 5% # £ F 8RS (Amazon S3) Service
R ) RRE SRS B X IFEN BIEREENZ A ER,

EaAHEE

£ BAYPRER—EMN , ATEX Amazon S3 N —ANRMANRE, MALEWEAHEEMN
W, B LAER Amazon S3 X REMNBRKARNF@EER , HEFEIMBEREN. BXRESE
B, F5H (Amazon S3 AIF#ERE) RN REGEAHEE,
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R A $2 A

RAZHREMENFERRTFRENRNSINEENSGE, T Amazon S3 FEBFFHEHEA
NR , BAUERRAREIERRE. REMNERENHENRAR, RAZREZHEEATABENA
FEANRENRNARFHEPIRE. BXEZEFELR , ESH (Amazon S3 AFERE) FHES3F
i A8 P 5 A R AR H2

S

Amazon S3 Rt —R5IFM@E , AIEERE , EABRTENITHEAFEER, S3 Standard-IA 1 S3
One Zone-IA FHEEATAABAFRI—XEEZEEEVHRNEKIE. S3 Glacier Instant Retrieval
FREEETNEKHABMKBEMZL , ETRBRLEVHHENER , RASEEHE—R. X TFFE
EVENFRIMAEEBIE |, SR , BRI LEA S3 Glacier Flexible Retrieval 2 S3 Glacier Deep
Archive 173, BXEZER |, 551 (Amazon S3 A IERE) HHEH Amazon S3 i3,

Amazon Security Lake Y ERIEEZ £

BN —IEE RS , Amazon Security Lake % AWS £ EMELZ LRI, BX AWS T2 RZ AR
il AWS R ERIZHENER , BSRAWS =22, EFAEMRERSNRESERRIZITEN AWS
R | S S AWS ecurity Pillar Well-Architected Fram ework A B9 E i fe R 3o

IERLMER AWS EXRTH APl RBEMBELRZ 2. FRRLAIFEUTAR

c FHEREMMIYL (TLS) o BIMNERFEH TLS 1.2, BIWEA TLS 1.3,
- EERLMAERE (PFS) WHEWEH , #lin DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 & 4
% Diffie-Hellman ) « XZHINR RS ( W Java7 REFRA ) BIZFXLER,

o, HAERFRIZS ID M5 IAM TERBKHOMEZ T EBARNBER#ITEE. HE , EOUER
AWS Security Token Service ( AWS STS ) £ R Ifff R £ FE USRI ERHITZA,

Security Lake FRRYEC IE FAEE5ME 7 4T

BLEM T 2HHRE (RNVEF, ) #£E AWS iR, BXEZER , FSAIRE AWS HIEER,

Amazon Z£#H##EQ VPC Lix17 = (AWS PrivateLink)

BB el O VPC KinT RIEEH VPC F Amazon Security Lake Z BN FEIERE, #EDOK
KRHE—DEARBHZR AWS PrivateLink , ZRRER APIs TEERKMMx, NAT 8%, VPN E#
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Z2 M VPC Rip T R EEED

£ 7 Security Lake iR E#EO VPC KT A28 , BEHLEFAWS PrivateLink EEPWEZEOLEDT S
J& MR PR &l

Security Lake X#EFMNEH VPC AR HEME API £1E,
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« XERE (FHEFRILMILE )
« XEREP (@mIEM )
- XEAL (NABELILE )
- XERLE (HZBRM )

RELMeEED VPC KiFT =

EALAE A Amazon VPC 2% & 5 AWS Command Line Interface (AWS CLI) A& #R$ 812Z VPC
KRIFETR. BXESEER , 551 (AWS PrivateLink 18/) FHEIEEOKS

ERAUTRSEMANLLHEE VPC KT R -

* com.amazonaws. region. securityL

< com.amazonaws, region.securitylake-fips ( FIPS %= )

Plan | REN LT RS AFE DNS |, WA AR ZXEABRIA DNS & #5[E Security Lake & Hi

APl i#ERsecuritylake.us-east-1.amazonaws.como

EXEZEELR |, {55 AWS PrivateLink I/ /Y E T # 0% 2158 RS
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« AIITIRER ES,

« AHRATEVRAE,

« X ERTIRENRIR.

EXEZEER , 5 AWS PrivateLink 38R HIER VPC i s 32 63 IR SS 89 5 18],

R REFIRER VPC Kin T QRS

AR 2 Security Lake BV URT RURBE R, HEETAET S, LRBAFMERERNMEEZEREAR
F 15 R 5l B B9 Security Lake B2 ERIRER,

{
"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"securitylake:ListDatalakes",
"securitylake:ListLogSources",
"securitylake:ListSubscribers"

1,

"Resource":"*"

}
]
}
HEFWN

BEEELHAZENFNERIE, #HR ﬂkﬂﬁl:ﬁﬂﬂﬂﬁ? VPC =, BER , MU ESBXEN AN
B VPCim=, BX VPC HEMEER , 55 (Amazon VPC ﬂiF‘?Hﬁ>> R SEMIKFHE VPC,

¥59% Amazon Security Lake

Security Lake 5 AWS CloudTrail& 5 , GER—URS , ATIEXAF. AGHHMAEBTE Security
Lake F#HITHIIRME AWS RS, XEFER B Security Lake 24| & #YIRELLR ST Security Lake API #2
ENRBIEA, B EHKRERNEE CloudTrail , BAILHAEE Security Lake 12H 7 HLER, XE
—MNER , BALURBERMETE, ZHEROR IP it AR EMiFMAES, BXEZELE , ESH
ERAIEFRLZ LM APIAA CloudTrail,
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Security Lake 1 Amazon CloudWatch &K , FHLLE AT AKRE,. EF M2 M Security Lake KR
HEMIEHR, CloudWatch R4 4 B3I EE Security Lake B MRS , H &P CloudWatch — 2 &
WX —R, BIETLNRBER , METERRIE A Security Lake IEFRHIEERER QB EEEH,. BX
Security Lake ZIXEIMFTEIEFRAI T CloudWatch , i3S Security Lake 18R F4E

CloudWatch ¥ &% £ IV FE 45

BT LAE A Amazon Y532 Security Lake CloudWatch , T #8258 E — X BEBREIE , HHELE
FR AR AR PR W IERR. XERITHEELRT 15N , EREB HRHLEEHE T T FEIEH
RHBIE, EATLORESERELENER , 1523 MR ER KX B AR REITE,.

£l

« Security Lake 1E¥r M4 E

- BEFERLMM CloudWatch 1545

o ARELMERIRE CloudWatch Z3R

Security Lake $8¥rF4E

AWS/Securitylake @5 #& Z B BIFE A T B,

SR R

ProcessedSize YU EHEENBESRPNRERESE AWS
R NWEIREE,
B FH

T34 E AT Security Lake $§#%.

HE BN
Account #E AWS KB ProcessedSize 1B#r. It

#ENELEFF B AA CloudWatch, Per-

Account Source Version Metrics

Region 1% E AWS Xigif ProcessedSize E#5.
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HE iR

Source ProcessedSize 4E AWS HEREHER.

SourceVersion ProcessedSize AWS HERESERANIE
¥Ro

BRI LLEFARFIFEKRS AWS IKF (Per-Account Source Version Metrics) SFTEKF
(Per-Source Version Metrics) B9fE#r.

BE XL MK CloudWatch 1E#r

BT LAE R CloudWatch ##|A. CloudWatchB 2 &S 1T5E (CLI) SifEH CloudWatch API LA4
FEH X UEIE Security Lake WI8HF., EBFENEIESE | RARRBLATZRIGE Security Lake 545,

CloudWatch console

1. 3TFF CloudWatch ##l4& , Bt 7 https://console.aws.amazon.com/cloudwatch/o
2. ESMERTP , MERER. FIEER.

3. TEXHEBF L, %8 Security Lakes

4, EBRBNKFHRRAEFRSBMNRREER,

5. ER—MERUEFHFEARFE. BETLUEERRITUTERE

- BEXNERETHER | BERIIRE.
- ELHERER  BRBEREN  REEE—IL2EIET.
- BRERETRIE , BRBEREN , REEERNZER.

CloudWatch API

EfEA CloudWatch API i [R1 Z£titEdr , iEEAGetMetricStatisticsEg{E,
AWS CLI

EFEABHRIZ SIS AWS CLI , #EiZ21Tget-metric-statistics@mo

BEXFERERHTYEENEZER , 2T 5% CloudWatch F F 185 F 1Y E F I 5 %
CloudWatch3g#r.
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AL EMIEFRRE CloudWatch 1R

CloudWatch i& A IR TEIEVRE B REIZE B R, Bl , BAI LA iZProcessedSizeigrik EE IR |
LEEXRBFERRENEFEER TS ERERKEIED,
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FERIZZZ 4 APl A CloudTrail

Amazon Secur AWS CloudTrail ity Lake 5—IRFZER , ZRFZEHAF. A% AWS RFE
TP REMIRENIER, CloudTrail FZ MM AP BRBRAIEH. BRNWBAAESEXE
Security Lake 2 #1 & 88 A AKX Security Lake APl #2EMARBIEH, WREQIZERE | WwTLUH
CloudTrail B4 #FH4EE M E| Amazon S3 FfikiE , BIELLWNEH., MREKREBRE , BOART
LAfE CloudTrail BHI &K “BHHLIER FEEEFNEN. FAKENEER CloudTrail , ALK
TE 6 Security Lake R HAYER., RHIERM IP i, #RHTER, AR AHBERAREMFEAES

/N O

ET7HEZ{EE CloudTrail , i5Z2RAWS CloudTrail A8,

T4 P r{EE CloudTrail

CloudTrail ZEZBIEIKF AWS IK/ REEENIKS EEM. = Security Lake FRREEZN Y |, %ED)
S5 HA AWS BR% CloudTrail B —RICRESHALIERF, BAUEHESR, BERNTHHKILR
ENEH AWS K. BXESEE  BEAEASHALIERESR CloudTrail .

BRI REMNEYS AWS IKF | B3 Security Lake WEH |, BRIERE. REAYF CloudTrail HE
HERN BEXHE R EIEIEER Amazon S3 FEE. FIRTERT , EEF AP AIZRIRICRAT , IR
RICERATAE AWS XiF, RERIZR AWS 2 XA XENES , HFAEXHEEERIEEN
Amazon S3 T# . Mo , BAIEBHEM AWS RS , it —S 2 FLLE CloudTrail BEFUE
WEHBE. BXEZER , BSRATINES :

- BIERIRIZRER

* CloudTrail XFHERFMER

- BLi& Amazon SNS E%I CloudTrail

- ERKRBZ N i#XE CloudTrail BEX 4 MEREK B ZMNKT R CloudTrail AE 4

Security Lake #EH Sec urity Lake API 2#1i2% CloudTrail Hi2RER, im0,
FfUpdateDatalakelListLogSources, #CreateSubscriberi®{EMAMA L% CloudTrail HEX
HhE%KE,

BIMNEHHATREBESEXRERBFRNARGR. BOEEAMTEHEUTRE !

- ERRERREILEER AWS Identity and Access Management F FP&EIER HEY.
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- BREEAACERKEAFNIGRN ZEEU R HN,
- BEREZREHEM AWS BFAH.

BXEZER , i3 CloudTrail userldentity T3,

T & Security Lake BEX A% B

CloudTrail BEX#HEE—IHZMAERE, BHERRREEMARENENER , BFEAXFERY
B’ RENBHARE, ERSBENEL. CloudTral BEXHFRLHE API BAMNE FHEKIR
B, RitefNftaREms ey Hil.

AR RBIERT Security Lake GetSubscriber 4/ CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
o
"webIdFederationData": {
o

"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-05-30T17:29:17Z",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
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"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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—MNRBRAEEZIE 50 Mg, SMREHBELELEELN —MERN —NAIENIREE, RERR
—MELNHFE  RYEEANIREENR . REE TEARSRAVERA.
Bl , MRERMITEARFRDHIREFRAPENLZEHE (—AUTHRAFATRERE , Z—4ARATE

HEHE ) |, MR XETEBAF 2B Environment fRE8, XBENRSETRECloudER T2
REWHBIENITRE AWS RS , tHAJ8EOn-Premisess&AFHMA .

£ Amazon Security Lake BIRE X Mp BARER , EHEFEUTILR :

- BNRBEHRZSALUE 50 MRZ,

s NTFENER , BB BLARE—N , HEEMERAEE —MrZE,

- REENEXDKNE, EARESR , RNBWEEL MR ARSHER , HEFMERERF -
1h SE e 1% SR B

s —IMEIEREZAEE 128 N UTF-8 . —IMEILERZAEE 256 > UTF-8 F&f. XLEFHF
AURFE., BF. ZBIUTHS . _./=+-@

- Blaws: BRPBLFEH AWS, BREEBCENNTARSRREPEALIR. A, BEEER
RMIBREE AL B BRI S BB, FERLLIBNRIRITATNERIRN 50 MrZRHFAF,
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« BORNEARSREEER , AWS K/ HFEUER TE2ERE AWS X RS,

- WMREMEA Security Lake A RBREDEAFE , MXERZRNATER AWS XIBHNBEEFHE
Security Lake FHIE R, SN EATF Security Lake EEM AWS RS REGIE, FHRLER
WEAIRBREZFRR. flHn , MRERNBIE D BERZ , X LEARENR A TFIEEXEA Security
Lake FIVEIEMELE. TITER TFM# AENSHHKIEN Amazon Simple Storage Service
(Amazon S3) . ERNAXBKBRDERE , BALIERA AWS Resource Groups % K17 fiff 5t
R, B0 AWS BRSS , BT S3 68 Amazon S3, FNXEE IR EARE o] # B S AR IDERIE S0
XERR.

o MNRMBRBIR , WA IZEIR S B P AR S ER AR ER

BXRHEHMRE, RANKESR , B2H (i AWS REAFERE) PR AWS FIRRINRE,

/A Important

TEEREFERINZREMRENBRBE. T2 AMALTEEFE AWS RS, 25 AWS
KEERAEE, FETEERTHBRHE.

E} Security Lake BIFRNMAMEEIRL , WA LUEA Security Lake 2] & 3 Security Lake APl

£ 1AM policy HERARE

FHRAEFRMREE , BELLE AWS Identity and Access Management (IAM) policy R TE X E F#x
ZNRBRR, BRAXMARERARE |, SAUBEEEHEPN LR MA® AWS K B
BIEFFIERR , ARBLEAFPNARENEES AN, FENIMBREE, EETHRIEHHE , 8
A LA7E IAM policy B9 Condition st ERA SRS HER P E4E,

Flan | BRI —NERE , AFBAFAAEXFTE Amazon Security Lake BRI T2 G RIXR |, BH
REZEARK Owner iZBETHINAFE :

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
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"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:usernamel}"}

}

MREELETHENTRRNR , ZRRULER, XEKE , ENRAFRECEELER:, MAL
A BURIE BT 4R A T#T AR R A BUE R R IR R R KAZ B EAR S RANETUASHN NG
BRBEXEK. BXREZEE , HSH IAM AFEEHEAREEGIX AWS BRE T F SRR,

79 Amazon Security Lake &IRANMIRE

E ;3 Amazon Security Lake BIRAINFE |, @A LA A Security Lake #$I1& 3 Security Lake AP,

/A Important

NERRIMFE TR ZERN AR, EAERRNGREZE , BEETMAAREFEAR
SR EFIR B RIABRAY AWS Identity and Access Management (IAM) R B& o

Console

HIBRITHEE S A Security Lake AWS X8 s8] &8 , Security Lake &l & 2R MA@ E IR
WIFRERED |, BNXEFRITHAENRFAEE., QBT RN , FREEHE LNHEBRZERR
JIIE e

E{# 3 Security Lake A AW AA RN — MRS MRS | WEEATSRRIE,
o BB IR

1. £ E3TFF Security Lake #3 &l & https://console.aws.amazon.com/securitylake/o
2. BREEFNHEHBPIFENERER  DITUATE—BRE :

- WTHEHEE , EEMERPEEXE, AF , £XERFP , BEXHE,
« WFITEAR , ESMERTERITAAS, A, ERNITRAAFRS , EFITEAR,

WMRZITHAFAERT , BEAREA LA AWS X k&8 , BEEHEPCIE TZIT
FEAFNXE, ZRXIEIXENIAFITEHAS,
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ERET , MAZENZRFARNORENRER, RE , EEED , JUARHRARZRIIR
*FME,
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—MRERTEESE 128 VER., —MREETIE S 256 M FH, KEFHTURT
B, MF, ZRAUTHE _./=+-@

7. BERZERNNMEMIRE , SEERNFHE  RREELRSR, EUUNRFESIEZE 50
MRZ,

8. FERMIMIRESE , IERRTF.

API

ENEFBEAURESRAERN—ARZAMMRE , BNEVNENTREBFEHERNN Create 8
£ -

o ¥R HE E-E A CreateDataLakelRE , & , MREFEFHME AWS Command Line Interface
(AWS CLI) , iZfTcreate-data-lake @i o

« 1JR&-EHCreateSubscriberig{E , & , MREFEHAMN R , WI=1T create- subscriber 55
AWS CLI

HENERS |, €A tags ERASHNBERNBERNENREEERER (key) MAERSE
(value)o tags EASHEE-—IMNREEA, BINRBIEE —MrEBARELRBKNIFEE,

EMIABERBRMN—DRZMEL |, BFE A Security Lake API FTagResourcelgfE , B & , lRSE
£/ AWS CLI , N5Z4T tag-resou rce . ELNERYP , EELEQHEFMRZHRIRH
Amazon BREM (ARN ) . £/ tags EXSHENERMNEBMIZEENRZR (key) MAIER
ZfE (value)s 5 Create BEMGT—# , tags EXSHEE—IMNKREE , BIMHEREH
REHFRZEN B — PR,

fign , SAT AWS CLI e B Environment Cloud iR E BN BAR MBS ENITHE. 1t
RBIRE I Linux, macOS = Unix FITHERLH , EEARFBT () TAERFRIES AR,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
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--tags key=Environment,value=Cloud

Hep:

e resource-arn EEERNERMMIFZMITRAF A ARN,
o Environment RERNITHAFPRNMORSHWIREE,
« Cloud RIEEWZHE (Environment) BIFREE,

EUTRPIS , Zan S HITEARP RIS MRE,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

FF tags MAFHEINNR , MEE key M value LS, BR , value EFRSHEIE T
REFRH, MRETREHRZIESHRSBEXR , HTERN value XRRSEIEEE. il , X
TaHARM—NEEXBEFEERN Owner FREH

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

MR RNIFRZIRIERL TN , Security Lake FFiRE—/NZEH) HTTP 200 MR, &N , Security Lake ¥
IRE HTTP 4xx 2 500 MR , HiHBRERMNERER,

Ym%8 Amazon Security Lake RIRHIFRZE

E 4R Amazon Security Lake BRIRHFE ( iR IREE ) , BRI BUEA Security Lake #2#| &
Security Lake API,

/A Important

FERBHNRZARESERNZERNFE, ERERRNRSENEZH , BEEAEEA
ZAR IR HIE R 7 B R A 4E ] AWS Identity and Access Management (IAM) KB
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Console

REBLULTS® , £8 Security Lake 4| & RERRHNIRE,

YRR IRRIRE

1.
2.

API

1£ LT F Security Lake # &l & https://console.aws.amazon.com/securitylake/o
BREZREEAGSHRRRE  RITUATE—R%E:

« NTHFEHERE , ESMERPERERXE. AR, EXERP , BEXE,
« XFITRAF , ESMERPRRITEAF, R, BERNITRAFRSD , EBRITEAS.

WMRZITHAFAERT , FEAREA LA AWS X &&Fe5 , BREHPCIE TZIT
FEAFNXE, ZRXIHSFXENIAFITEHAS

ERRE,
BRI HREE D, RERDFIH AR EAZRRNABIRE,
WATLTE—R4F

- ERUARERPMNFEZE , BEMSEZINEEPHAE.

EFRUAIRER |, BARREZTIOMER, RE  EEFNFIRE, EHIANEESD B
AR SR, EEED , ATLUERRE ARBRINIRE(E,

EFHIAERLE  FESERENEETERE X, RF , EEEPHAFNIREE.
ERBRIMEREE , FEETERENEEPERE X,
ERBRABIRE ( SEIRZRNREE ) |, BIEEREZ DM ER.

—MNRBABEELIE 50 Mg, —MIERAITEZE 128 NFERF. —MrZEATEESHE
256 NFERF, XEFHAURFE, HF. ZBRIUTHS . _.1/=+-@
TEXRENREBG , EERE

HEUEES N FEERARNREN  FEAFEERIARE. Bt | RERENRETZBRT
BRERBNESR, MEEEERERMNA . BREHISER | BHERZ IS H FMFIEL,

ENREDMRERSRRBKNIREE , BE A Security Lake API fTagResourcelREBZIE
B, MEEEAHIE AWS Command Line Interface (AWS CLI) , MiZ1T tag-resource . 1EH
WiERSD |, EEERBIMBREATZENEIRN Amazon BIRE R (ARN),
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ERENREE , BFEA tags FXSHECEFRERZENRSIE. 4 , CEEEZRSEN
FiREE. Hlan , LT AWS CLI s SR 2 B 4A1EE 1T FOn-Premises EMEnvironment iR & &
HFANREEMCloudEH R, RHIZES Linux, macOS 5 Unix #{THERNLH , eFEARFHT
(\) ITREERFRIZE AR,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

Hep .

« resource-arn EEITEAFK ARN,
e Environment REEE NN REERIKNWIRZHE,
« On-Premises RIBEMZR (Environment) P EE,

EMNRZRPBIEBRRZE , BAEE tags KRS EHP RN ZHRZEN value SERSHIEEE. I
m -

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

W RIZIER TN |, Security Lake FIRE—/NZEH HTTP 200 M5, &N , Security Lake fFiR[H]
HTTP 4xx = 500 MR , HiZBARIEXMMER,

& & Amazon Security Lake B IRHIPRE

I&ALAE A Security Lake #2#]A 3 Security Lake APl &%& Amazon Security Lake BRIIRE ( 2
RERNFEE) .

Console
LTS B | (£ Security Lake 24 A BB RRIIHRE,
EEFRRWIRZ

1. 1£ E3TFF Security Lake # % & https://console.aws.amazon.com/securitylake/o
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RAriEmE

2. BEEESFHHRSNRRRE  PITUTE—RHE
- WTHFEHEE , ESMESPEEXSE, EXE8XRP , 2EBXE , RAEEFERE. <&,

RITPREE D o
- XFITRAF , ESMERPRERITRAS. Re , ERNITRAFRSD  BFRITRAFH
B Ro

WMRZITHAAFAERT , BEAREA LA AWS X &&Fe5 , BREEHPCIE TZIT
FEAFNXE, ZRXIHIFXENIAFITEHAS,

PREER S F H H 8l 2 B4R R ARV B AR

EUREAARENEENERFRWIREL , BEA Security Lake API HListTagsForResourcei®
£, EEMERDP , A resourceArn ZEIEERIRN Amazon BREF (ARN ) .

wmREFEHE R AWS Command Line Interface (AWS CLI) , i5iz1Tlist-tags-for-resource i 5 Hfi£
Fresource-arnZ#EERIERMN ARN, fln :

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

HERIEMN RGP |, arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890abrINB
T &R ARN,

MRBERTH , Security Lake FIRE— tags B, ZBEAFHBINNREEE T Hul o BL 1%
BRONRE (SERSENRSE ) . flw:

{
"tags": [
{
"key": "Environment",
"value": "Cloud"
},
{

"key": "CostCenter",
"value": "12345"
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"key": "Owner",
"Value": mnmn

Hr Environment. CostCenter M Owner 5 BERFENIFZLR, Cloud 25
Environment frZBREBHIFREE, 12345 25 CostCenter iR ABKMIFZE, Owner ¥
LR KBRS E,

M Amazon Security Lake &R 5 Ml BRAR &

ZE M Amazon Security Lake R MIBRIRZ , BRI LAEA Security Lake 2§ & 2 Security Lake
API,

/A Important

MERP B RARZ AT RER RN X BRN G R, EBRRIREZE , BEE WREER ZIRZEH
R 77 R AN PR BV 4E /7] AWS Identity and Access Management (IAM) KB

Console
BREBUTEER | £ Security Lake 2% & MWE R P MR — N Z MR,
MR i BRAR

1. 7£ E3TFF Security Lake #2#l & https://console.aws.amazon.com/securitylake/o

2. REZNRMERFENFTFRRE  ITUTE—RE

- NTHEHEE , £SMERPEREXE. RE , EXERP , BEXHE,
« WFITEAR , ESMERTERITAAS, A, ERNITRAAFRS , EFITEAR,

WMRZITHAFAERT , BEAREA LA AWS X k&5 , BEEHPCIE TZIT
FEAFNXE, ZRMIHIXENIAFITEHAS,

3. ERERE.
4. BITHZRD. REB LA 2 BRALZRFNABRE,
5. HITUATE—&ME:
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- EXMBRRENREE  FESEERBRNENEESIERE X,

- EREAHBRIREMNAERMAIAEE ( LBEXNHER ) | HEEENBRNVIRZEZUAIMER,
6. EMRFEHMEREMIRE  FHNERBRNESINEMEREES ERS R,
7. TEBIBRIRES  BEREF.

API

ELUREARIMNERPBR—ANHZIMEEL |, iBFEH Security Lake API ByUntagResourcel®E, £
BRAF , A resourceArn ZHIEEEMNFRIBRIFZR IR Amazon BIREF (ARN ) . £
F tagKeys ERSBIEEEM BRI SHRERE, EMBRZ ML |, BAEMBRAE MR
tagKeys ERSHAERESH , HANFS (&) 2/ , 0 tagkeys=keyl&tagKeys=key2 0
RRMNERDBIBRBIENRZE (MTRRER ) , BREGSEMT 2 RRZ,

MREE AR AWS Command Line Interface (AWS CLI) , #&5&1T untag-resource &5 A&
BRHBR—ANRZIMEL, £ resource-arn 28 , EEENFBBRIZZHRIRH ARN,
£/ tag-keys XS BIEEEMRNIZENIRZR, Sl , ATt MIEEITHEAF F iR
Environment ¥ ( BERSENITZHE )

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

Heh | resource-arn EEENHMIBRFZNITEAFH ARN |, Environment SEMIBRIIIRE
MR,

ENRFRFRBRZMRE , EFMENHMFEREN tag-keys KRS BB RGFRSH. Bl

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

MRZRER T , Security Lake FHRE —NZH HTTP 200 MR, &N , Security Lake iR
HTTP 4xx = 500 WAL , HiHABRERKNERER.,
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X 2245 o B [R) R 1T BUE HEBR

WMREEMEH Amazon Security Lake BFHEZIRIE |, HFEAU T RER S TR,

LT EB R E ARSI EHIEMIRA. Lake Formation, #£ Amazon Athena AWS Organizations &
ERHM IAM X EIRMABREME 7T EERETEN . MRERIL ARG HAY R , U ATAERLLR
H LA FeedbackiZHi# 1734k,

MR Security Lake BFHBEIRIA |, HSELUT &,
£}

o XTERIE MRS 1T FEHERR

« Lake Formation #FEHERR

« XIS Athena FHIERHITRERE

« Orgations #FEHEK

« Amazon Security Lake 5 2 # [7] S FE HE B

XS B IRS R AT R B BR

S ec urity Lake #Z#|&8 8 ‘B TEHE R T ZWENBEHNRBERE, Fln , NREEKRNAL G
IR CloudTrail % , Security Lake 77 AWS CloudTrail EBE4E A AEWE, REREEE
TEE 14 RKAKENRBE, BuUFERENENERMBWAHIETE,

ERUREA RN E RIBME |, ATLEA ListDataLakeExceptionsSecurity Lake APl BI3& 1T, MRRE
FB# R AWS CLI , iEi&1T list-data-lake-exceptions @85, X Fregionss# , BULUEE—HZH
Xig B (us-east-14l , RERI (FHFRILILE ) #X , LEFEMXEXFHHRB, MEE
TaEregionsZH , MLREZMAEXENRBE, BXXEABHIIE , S8 AWS —KkSE
B Amazon Security Lake ¥ 5o

flgn |, LA AWS CLI 555 7T #ldus-east-1feu-west-3XIGAY A, M RGI 25X
Linux, macOS = Unix B {THEINLE , SEARRBT () THERFRIES TIRMY,

$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"
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E g Security Lake AFBAIRIBH4EEIR , EFE A CreateDatal akeExceptionSubscriptionSecurity
Lake APl iZ1T. AILUBT BB FHf#4F, Rk Db & RASIBRSS (Amazon SQS) RA%I, mEE&IE
o H A X FH IR AWS Lambda @&,

flgn , AT AWS CLI s S B EE RKERIEEK S KIEBX Security Lake FEMBEH, RHI=ZE
3t Linux, macOS = Unix #THEIEH , SEARRBHT (\) THERRIES TIERM,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

EEEEXREITHANFAEFE , ATLER GetDatalLakeExceptionSubscriptioni® 4, BEE#HHISIT
5% , ATLAEA UpdateDatal akeExceptionSubscriptioni® e, EMIBRFEITRHEILEH |, TR
DeleteDatal_akeExceptionSubscription#& £,

Lake Formation #[ZEHER

FRAUTEERBEEL KIS EEFER Security Lake F1 AWS Lake Formation $E s R A AT 8
BREMNELRB, BXEZ Lake Formation BEHEERER |, EZS @ AWS Lake Formation ¥ & A 51 38
B EBEBRER D -

AEEIx
% OIRITF A P I W AR 2B B R,

BYFHER , BRAREEEXFEPFIMKIR, WREE Security Lake BRSTAL T ST AREHR I T K
R, WsmEIZIT RS 2B ENRNZXLERER. BRMKENESER , SR Z2HTFHIE
RBEE,

400 AccessDenied

AIMBESRREHEA CreateCustomLogSource API B ATAE 2B B 4R IR

B IR |, HEF LK Lake Formation X R, @A API B IAM A& R EH Security Lake B #EE
WEIBRNR, BXEZEEL |, HSE AWS Lake Formation F X A RIEEFHIFEH Lake Formation
EHEENEEN TR ERTREENE.

SYNTAX_ERROR: line 1:8: SELECT * A*RFHAFEEB IR
B RIE Lake Formation FE KRR |, B ELIB T LH4EIR,
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BY PR FRREMNERAN IAM A FSELECTIR AWS K, BXx#EF SELECT tXERAYW
BH , 2% AWS Lake Formation FF & A R 3IEEF R H Lake Formation 2%l & FIEENEIR G £
FRNR.

Security Lake FAEF A A&/ £/ ARN HRINZF Lake Formation FiEHEE
R, HWHBEHEEA RIS EFRFENLTREL.

£ /8 A Security Lake SR 00 AWS BRSS 7 BEIRE , BRI RE U R 4R IR,

B EREIR  FERRUTSRIEE

1. 3$TF Lake Formation ##|& , Mk https://console.aws.amazon.com/lakeformation/.
DEBRAFNEHES,

ESMEBRHNRT , EREEAGNES.

EHEHEERRS , BREREER,

BERHARIEATE IAM RARKRFINES , RAEERRE.

Ei# Security Lake 1,

2

Security L CreateSubscriber ake with Lake Formation ;& & 812 # RAM &
;\/\/:I:QE%}LE ﬂ%%g

W RIBTE Security Lake 82 Lake Formation iTFE A/ 28l , . A Lake Formation MR 2 T AR
AIBKFHFEAZRAEZRR , WAL FENE IR, X2EF Lake Formation iRZ 2 FhRZA 3 5
Tk 7 2@ T SN S I R B T RS B — N AWS RAM BIRHEZ R AWS RAM BIRFAZH K

=
==N

BESUIRERFRAZEZEMEREELEARITRAALPRBENAZTID , UREREEZ ARN BREE
CreateSubscriber MR HY ARN ABPCHEL,

XL 5%k Athena HREY &) 1T 58 X R &

FRAUTEEUHEBELHANIEEEREFER Athena EiJFMETE Security Lake S3 176 @ RIS K Ad A
BEBZEINELRB, BXEZ Athena HIEBRREE |, 1§25 Amazon Athena A 8RRV 1E Athena
Pt 1T EHERR SR 2 o

TR B ENEE ARN FF Lake Formation 221
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Eif) RIR B 388 3 P B FTE R

BN Security Lake f9 S3 FE @A ZEFMI R , £ Athena Eifj th I BETF IR [B1 B HE 8 o A IX L 3
R, MREEMT Security Lake REXFHEHEA , MWt R EXME R, ELt , AWS Glue 7 X1
BETE EEEMF R R,

B EREIR  FERBRUTSRIEE

1. $TF AWS Lambda #Z#|& , ik R https://console.aws.amazon.com/lambda/,
2. ESMEMXEIEREEELE |, %EBEE A Security Lake {8 Athena i) KiR B4 RH X1,
3. MEMBEHKFIER Functions , RERBEMAMNAT | RPIEZEEK

* Source version 1 (OCSF 1.0.0-rc.2) — SecurityLake_glue_Partition_Updater_
#region> Lambda_ B %K,

* Source version 2 (OCSF 1.1.0)— AmazonSecurityLakeMetastoreManager_
#region> B,
4. HEERERTFF , EEMRRR.
5. REEEBEUMET , RAFEERE.
6. EFRBUEMRESR K RBERRE. BBRS2ENEER.

Fo3E TR AWS Glue &
EWIHRIT R H AT RE T A1 M2 & Security Lake iR AWS Glue %o

B, FRREENTREERSTRAZ (ITHAFSR ) RS R,

WMRITRAF BRI ETE , FREUTSRIRE

1. $TFF AWS Glue ##l& , Wit R https://console.aws.amazon.com/glue/o
2. ESMERTERRERSR , ARERBERRE.

3. FAETHRENEREITEEREFIHE AWS Glue RENE, EX0EZETRENEBNESE
B, 25/ AWS Glue FF A A REBEHHER T AWS Gluely & T 8RB K BE =B,

Orgations #FEHERR

FRAUTESTHEEL KIS EEEMEA Security Lake A AWS Organizationss 7] AE38 2 49 & I ]
B, BXE% Organizations BEBFREB , EZH AWS Organizations A FIEMH BIEHRE 2 o
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1@ A CreateDataLake BR{ERTHIVIEL G A HEIR : BRKFXMBEALNE
REBERAKFRINZIKS,

MREMBREZEREERAKSABENALR , AEZEFERAZK BT Security Lake 12§ &
CreateDatalakeAP| 3Ri& & Security Lake , N o] gE & U B th451R,

EYFHER , FEARBEMEANEREERKS MK,

Amazon Security Lake & 3 17 =] # B HE BR

FRAUTEE IR EZHANIEEEBEFEA Security Lake  IAM B 7 8218 B #9 & I [@] &
R TIE Security Lake 1T E IR /E

R AWS Management Console FiF BTN MITEIURIE , M XATRREE R T KRB, EEAR
IR EEIEN AR,

= mateojackson IAM AP ZHFERAREHAEFEEXREN subscriber BFHNFMER , EFHE
FE#) Securitylake:GetSubscriber MR , MAKELT RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
YOURSERVICEPREFIX:GetWidget on resource: my-example-widget

EXHIERT , Mateo FRMAIEE R EFHERR , LA FMAEER Securitylake:GetSubscriber
BIEHE subscriber 58

BERRY REFEE R 25

THENAENLBSREIENRE IAM BE APIs #

¥ AmazonSecuritylakePermissionsBoundary# B XRBHAR, IRERNBRT RIEER
B2, I RERBNACHNRILRTEIR, B , F5ZE DataLak APIs es MiTHEEH
Security Lake R B/} , A IR |, IAM FTHEE X IAM B,

R T IIT iam : PassRole

MREBE —MEIR | RPLERINIT iam: PassRole BE , MBI EFHREUA TR A BELRELS
Security Lakeo

T A 4 E 48 45 iR 223
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

LR marymajor B9 IAM AP 2R FE A4 A7 Security Lake FIITIRER , AKX £ T RO
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREEBFEEZRY , BHRRAEHAWS EEA, FNEEARREREREILIN A
BB ATFRUANAGEE AWS K B Security Lake &R
Eu Lt E—1NAe  UEREMKFHNAFPSEELANNARTUERZARKGREHWER, &1

UEEH#EREH , AURARE, X TXHETHRNRBEHIEFZHFIEK (ACLs) KBRS , &RTE
158 P IX L5 SR BE (0] ATV R T 175 (R 8B B R AV A PR

ETREZEERE , BBAUTRE

- ET# Security Lake @A XFIXLINEE , FSRAELEMNATS IAM BEEA,

- ETHEIMAREXEHENERERNERE AWS IKF | F55E 1AM AP EETR R EHRE AWS
K S — IAM B PR T R AR

- ETHRINAEE=FREXNEHERAOGRNE AWS KF , BSH IAM AR ERTRHREE=5E
BiARBR. AWS K

- ETHRIMAELSHKERIERATFRNR , F56 (IAM AFER) FHAELE IS B RIEN
B ( BRBERIE ) BETHRRER,

- ETHEAACNETRRNRBIHTERKFFRZBENES , E5H (AM AFER) 8 1AM
F Y B K P R R o

REAFRUNANAFRE AWS Ik~ 89 Security Lake 5K 224
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W{AIHAE Security Lake B E N

Amazon Security Lake WENE TR NS H : HEBRIAMBIEFEZIR, Security Lake & A] LS H At
AWS RF MEEREFEHENMEZENHIE , XEESTE~ELMP TR,

HR1E Security Lake X #FFHE AWS XI5 —/ AWS Ik~ R ERFTE BERET R , ZKFRE
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