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AWS Security Incident Response Get started with AWS
Security incident response and recovery Securty Incident Response

* Automatic monitoring and triaging
of alerts

for your accounts and workloads + Sreamine secrty e

FRSpOnse

» GEL 247 AWS security support and
tools

Pricing (USD)

. Learn more 12
How it works
Automated monitoring and triaging of security Streamline incident response Getting started
findings ) ’
g Scale and execute ncldent response within milnutés. You can use Wha AWS Seeurity Incident
Allow the service 1o automatically detect, assess, and escalate the service to sclf-managu Incident response with service exclusive Response? )
security issues by granting it the required permissions for investigation tools or efficiently coordinate and respond with 3rd
proactive incident response. party Partners and stakeholders. -
Ingl
24/7 Incident response support Monitor, track, and improve
Service provides Z4/7 access 1o AWS Security Incident Resp A hensive dashboard allows you 1o track key security
engineers. Inchdent response metrics such as mean time to recovery. It

provides a central location to quickly access all active security More resources &

Incidents and reference historical cases, when needed. Documentathon
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https://aws.amazon.com/security-hub/pricing/
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Your mombershed and Cases will all be store
Region selection
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Associate accounts i

O Associate entine AWS Organization ASSOC0ME part OF yous AWS Drgarzation
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e your rernbership a name Tor
MName
Dol Seurity INCRderit Resporte
Membership contacts .
WSE COMLICES are roguired Lo Credte

Primary contact

Mame

Kyte Shiclds

Job title
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Step 1

@ Set up central membership account Review service pEI’I‘I‘IiSSiDI‘IS

Step 2

@ Define membership details Enable Security Incident Response
R The following permissions are enabled by default when you sign up for AWS Security Incident Response.

Step
@ Permissions for proactive response By setting up AWS Security Incident Response, expect the following:

Stepd = Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the erganizational units (OUs) and their accounts within your AWS Organizations infrastructure
@ Review service permissions to create the service membership.

Step S o View permission details

Review and sign up = Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for

incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTrail events.

£\ Configuration settings for data sources
Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services
consoles or APls.

step

@ Set up contral membership account Review and sign up

et Step 1: Set up central membership account (et )
@ Define membership details [DH P P A A
Step 3
@ Permissions for proactive response Central membership account
Step 4 Account type Delegated administrator
@ Review service permissions Use delegated administrator account
Step 5
@ Review and sign up . . . ——
Step 2: Define membership details (_ Edt )

Membership details

Region Name
US East (N. Virginia) Demeo Security Incident Response

Associated accounts

Accounts.
Associate entire AWS Organization

Membership contacts

Name v Job title - Email v
Matt Meck Incident Response Lead MM@amazon.com
Kyle Shields SOC Commander ks@amazon.com

Membership tags

Key v Value v

No tags

SR 2 BLEEHE R BA

EREBER , FRESHABNEK , ABREZSS4HEHTELNENN LR,
Bie (B 551 W) K82 A RA

T AWS T2 B4R 126 &,
2. EEMSMERT , BEB4HEEER,
3. BZAMMI0BEARKRA. HXNEMKARMELS, RSB FIR4Fibut.
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e AWS Security Incident Response Incident Response Team ®
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
sssss
¥ Configure notifications and Teammates (10/10)
permissions
mi spon: ml b
Incident Response Team
Nam 4 | Jobtitle v | Email
Manage membership
Pro: sponse [ BrianBoyd tworl b@anycom m
Acco isb@anycom,
ssssssss
uuuuuuuuuuuuuu f Incident Response Manager idb@anycompany.com
Documentatond L) JohnBheser . 50CCemmander j (@anycompany.com
Am: rd: #  s0OCOperations Manager ns@anycomy m
Kyle P Dets Lead wearekyle@anycomy

FRA AT A BIEARNGRE, EEBE, TERLWAMEA (MDR ) &K E#, IRMUARELZSEHR
e FERANEMRBEERE,

SE|3: THROIRENEE
AWS R BHIRIRHFMALNRIIRERL LB  RNIEMHE B RO IR, URE

E AWS SIRT #Bhad VKB R, LT EEHERE, EZRARFEBRETRENBEFLFTR
BIE R

AR AT X -
=]
S CES
- NEERF

EXE ]

B D RPELFEFTFEAEER , UIREREH T ITFENSEERMD. RNIEBERME , R
SLMBAERIN LIRS AWS SIRT WA RHRTAE, WREBAAERIAREENRY , WEERH
EENFHRENRS , AEBDBAMBEEENRRZERE,

BT B GuardDuty M E=HLLMBRHEE Security Hub CSPM ERR 25 , EHRFFEEFF
BE. ZRSESAIEHERAEREER , HAXBRRESNMIRENEBEUAMRBEEE, HITEEHHE
AT AWS ZiFH43h R 46,

W zh =P

AWS Z2EHMN BET —MNEFITHEHNRGEEIF |, AATUEEHEREE AWSSIRT &
. AWSSIRT LA 15 24 RSB B #5 ( SLO ) B ERLRENTIIEH. TRIBNETI RO
BRERE,

SR3: THRPIEXBNER WRZR April 29, 2026 11
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eEe S0

1. FTF AWS ZE£EH[N B A,
2. EERERM, REERVNERAG,

3. EEZRBIRH

- AWS X5 : B EIR4 AWS SIRT #TAERIREUES (15 94 SLO) »
- BREE . REFHLARNI , A TREMIER,
4. EEMBHEXRXFER. BRUERHIFAGE , MEHITERAE,

P RFIREERARNBIETFTR, SUNBTERRGA LANM AWS REFEBKRENFAEREE
=B LR AWS SIRT,

= Aws ty Incident Response » Create case

Create case

Resolver i
Select resolver
O AWS-supported: Fresolve case with AWS Self-managed: Resolve case with my own Incident Response Team
Case type it
Select type of request
[ O Active security incident Investigation
Case overview

Title info
Active Incident [2025-3-17]

Generate title

Start date estimate oo

2025/09/17 @

BREFEAVR , FSRIERS
MERFE 7

BULERNEEFS IAM REAABZFLTRAEE . FEEAATEREPIESEUFE. R
BMEMEAR, EEBFRNERET R, WEEFRIFWBERFNFAEEMNBER, IAM KEREHAE
ARERRNEZEZEH SR,

6 =B M ER A2 P

1. fT7F AWS T2 S4B E |, REEERH,
2. HFEHRENRHM

SE|3: THRAIKBNEE MRS April 29, 2026 12


https://docs.aws.amazon.com/security-ir/latest/userguide/create-case.html

AWS Z2EMHIR PR

3. EEMRET+ , RIFEFHEHM,

AWS Security Incident ¢ 0928191969
Response
Dashboard ¥ Overview
Cages. Resalver am
Self 1D armaws:security-irus-east-1:854725 5063 85:cas
¥ Configure notifications and £/0928191969
permissions Name

CIRT - Proactive Case - Customer Servers Compromised
(CrowdStrike Finding)

Incident Response Team Created at
) o 2025-07-14T11:08:05-07:00

¥ Manage membership

Proactive response Security Incident

Aggounts

Settings

Details Communications Permissions Attachments Tags Case activities.

Documentation [
Amazon GuardDuty [3
WS Security Hub [

Watchers (3/30) w0

Q Search |
Name v Job title

Jon “Application” Doe Lead Application Architect

Legal Team Corporate Lawyer
Our MSSP Vendor MSSP Vendor
» Incident response teamn (10)
All members of your Incident Responsa Team will also receive notifications for this case.

4.

Details Permissions Attachments Case activities

Communications Tags

Watchers (3/30) o

Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.

| @ search |

Name v Joh title

Jon "Application” Doe Lead Application Architect

Legal Team Corporate Lawyer

Our M55P Vendor MS5SP Vendor

» Incident response team (10)

All members of your Incident Response Team will also receive notifications for this case.

Template case permission policy

Use this sample policy in 1AM to define permissions for this case.

{
"Version": "2012-10-17",
"Statement”: [

{

"sid": "SecurityIncidentResponseCaseReadAccess”,
"Effect™:
“Action”: [

"Allow",

"security-ir:GetCase",
"security-ir:GetCaseAttachmentDownloadurl”,
"security-ir:ListComments”,

"security-ir:ListCaseEdits”,

"security-ir:ListTagsForResource”

Note

BIROIMIESTERN, HXZBERGIH 1AM KB,
MFE R AR GRERR B RNR,

( Edit ) { Actions v ) ( [J Gethelp from AWS )

Start date estimate
2025-07-15

Status  info

Incident start date (actual) Actions

Last updated
2months ago

Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.

v | Email &
applicationSME@anycompany.com
legalteam@anycompany.com

msspVendor@mssp.com

(" 6o to Incident Response Team |

EHTHER IAM K, FRHENATEEN IAM BEIA/T.

Remove

Email a
applicationSME@anycompany.com
legalteam@anycompany.com

msspVendor@mssp.com

T
(_ GotoIncident Response Team )

[: [? GotolAM :J l: IO Copy to clipboard :J

XA LAF{RE =75 MDR &4E{

|3 THRPIXBENEER

R April 29, 2026 13
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FR4: BRBITEER

AWS ZLEHMNSLNENZ2ITEMNITERER , URLEHTIRE, BOUEEX
B GuardDuty B Bz AEXIMEZEE , 5 EventBridge REZEH I TIEFR |, EEE Jira M
ServiceNow & ITSM ¥£5& , LAk E SIEM 1 MDR 24 &EthE,

AFF AT ES :
 GuardDuty A& &I F 2 EF N
* Amazon EventBridge

« Jira, Slack # ServiceNow £

« SIEM M TE

GuardDuty A& & I M k2 A0

AWS Z2EHMN BRI, 2 RFMEKBE=HEKH GuardDuty BE X ILH Security Hub
CSPM REXRI., BNDRERF D MENRNM DA MERITAIE, ZRS TRE LIRIRBA
BRIETE GuardDuty FRIZEBZHFRAMN, 1N A AFEXBZAN 2 HHBESETRRE,

#E& GuardDuty #PHIF N

1. $TF GuardDuty #Z#1&,

GuardDuty * GuardDuty 3 Findings
hary Findings (198) .
Findings
Saved ntes atw Thesat fype
. . 2 C v | | At findings w
Exfittration_Findings
! Severity Finding type v | Resource 0¥ | Coumt
w Provection plans
m‘ ExscutioncRunitimeMalicious Fileg EC2 Instance: i- .
aaaaa ed 0e25811/91da2alBe -
Demo-matwane-scan
it ECZ Imstance: i
Malware-Findings Moglaam P — a7
Port-Scanner-Findings = Disseersery-AMUser/AnamalousBah Hreess Ky 20
VPC_Flow_Based_findings vior ASIMAOAMZFAIQAH J82ED
Suppeession rules . EC2 Instance: b
Expoution EC2/MalicicnssFile 1
m e g g . Oe25811f9da2aB8e
CIRT-Create-Suppression-Rule-DEMOS
— Palicy 53 /BucketBlockPublicAzees Areess Key: a4
sDisabled  ASWNCEZROA4EUTFTET
CIRT-Create-Suppression-Rule-DEMOZ
" PolicyS3 faucketdlotkPublicares HArzess Key: 55
Low
sDisabled ASLAZOUHLGGVASXEAEW)
CIRT-Create-Suppeession-Rule-DEMO
Disgtwviry IAMUS e Anomal susBeh Aegess Ky
Lo ’ o . 693
avior ASIALOAMZFAIXLOFYDIF
TestPorProte
Suppressian T E EC 2/ MalickonusFile EC2 Imstance: i- 3
sppression_Test i ) xeCutioNEC2MaliciousFil i
3
Suppress_Brandon_Test EC2 Imstande: i-
ity Mub [ Execution EC2MaliciousFil . 1
yHUB DS tew @ - 0e25811191da2aBBe
Test_Amazon_ VPN
Diséewiny-IAMULerAnomalsuiBieh Access Ky
Low ! N 150

¥NCETENAVArS

T

2. EHERBEERI,
ESERS , ERMBIHN, 05N T E < R R EIK - 8P A S E e 5l &
4. EEFREIANMRE , FRFBZAN , AEMREREPEFRERIHTN

SW4: BRBIEER

WS April 29, 2026 14
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® Note

£ SIEM H#ARPVALL K , BEENBHRE , GuardDuty BEXINERSD , AWS Z2EH#
R K SIEM HEREERBFTR o

Amazon EventBridge

Amazon EventBridge 7 AWS R E# R 5 ASH RN ITHER. SULUFRGESE B R AL
K T AWS BR%S ( Amazon Simple Notification Service, AWS Lambda, Amazon Simple Queue
Service., AWS Step Functions ) S\ EF T E ( #l40 Jira. ServiceNow, Slack 1 PagerDuty ) .

7 AWS Z2E4 R B E EventBridge HLM|

BRAWS REEHMNNBEREERKS.

$TFF EventBridge ##l& .

ESMBEPHNELT , EFMN,

EFREMN  EEMNFAEE , REEERT -5,

£ AWS RS T , NTHRSIRPIERE AWS T2 SBHMR,

NFE4ERE  ERFELRNEHS API AR, EAUFHREEXUNETESIEL,
EET—%,

N o o bk~ w0 N =

Event pattern info

Creation method

Use schema © Use pattern form Custom pattern (JSON editor)
Event source Event pattern
AWS services v {
["aws.sec ir"]
et created
AWS service } ] weds)
AWS Security Incident Response v
Event type
Case Created v
IO Copy {81 Test pattern -::. 2 Edit pattern b
Cancel -::.- Previous ) Next

8. NEMBHEE—IPHRNZANBHR, a0 Amazon SNS, AWS Lambda, SSM I{#45; Step
Functions. MEFE , BEEEKS B 5.

SHR4: BOEIEER WA April 29, 2026 15


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html

AWS Z2EMHIR PR

Target 1

Target types
Select an Eve et

EventBridge event bus
EventBridge APl destination
O AWS service

Select atarget Info

Select targer(s) to invoke when an event matches y event
SNS topic
Target location

r another AWS service as a target

[ © Target in this account

Topic
SIR-Demo-SNS-from-EventBridge

Permissions

Use execution role (recommended)

Execution role

[ O Create a new role for this specific resource

Role name

Amazon_EventBridge_|nvoke_Sns_727705831

» Additional settings

9. EFFCIEMN,

] Target in another AWS account

o so. EventBridge and AWS Identity and Access Management [3

] Use existing role

EFEAMEENSHEREER , 1B EventBridge 12 H AP AX SR FE4KIER. TANEHERFES
¥ Atlassian ( Jira ) , Datadog. New Relic, PagerDuty, Symantec #l Zendesko

e Amazon EventBridge > Partner event sources (0] [c]
Amazon EventBridge ¢ Partner event sources
Dashboard
(@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up'.
¥ Developer resources \
Learn
Sandbox Amazon EventBridge partners (60)

Quick starts | @ search partners

¥ Buses
Event buses Updated

Rules

Global endpoints

F.\\ Adobe

Archives
Replays
Adobe is changing the world through digital experiences. Our
¥ Pipes game-changing innovations are redefining the possibilities of
Pipes digital experiences. We connect content and data and introduce

new teehnologies that democratise creativity, shape the next..
¥ Scheduler
Schedules Learn more (" setup )

Schedule groups

¥ Integration

Partner event sources

Apptrail

API destinations

Connections
¥ Schema registry Security teams on AWS use Apptral to build realtime
Schemas detections-as-code using Python, correlate across events &
alerts, and hunt threats by quickly narrowing on 10Cs at
petabyte scale.

) (o]
stripe

Stripeis a finandial infrastructure platform for businesses.
Millions of companies—from the world's largest enterprises to
the most ambitious startups—use Stripe to accept payments,

grow their revenue, and accelerate new business opportunities.

Learn more ( setup )

atlan

Built by a data team for data teams, Atlan is the active
metadata platform for modern data teams. Atlan creates a
single source of truth by acting as a collaborative workspace for
data teams and bringing context back into the tools where...

&

Stream salesforce events directly to Amazon EventBridge.
Analyse events originating from Salesforce instance, with
targets such as Amazon Lambda, Amazon SQS, Amazon SNS,
and others.

Learn more ( setup

!."1 AuthO

AUthO, the identity platform for application builders, provides
developers and enterprises with the building blocks they need
to secure their applications.

Salesforce
via Amazon AppFlow

Amazon AppFlow enables streaming of Salesforce events
directly to Amazon EventBridge. The connector will allow
developers and teams to route, process, and analyze events
originating from their Salesforce instance, with targets sueh ...

Learn more (" setup )

Consume authentication and authorization events emitted by
Authress to trigger custom actions or integrate with your
existing SIEM (Security Information and Event Management)
system.

Jira, Slack #1 ServiceNow £

AWS BHZTLFEANBRAZE , M5 Jira, Slack M ServiceNow BIXX A ERK ., XLEERFE AWS &
2EHN R E ITSM = ChatOps FARFRES , M REFHNEFLBIRRES —NREF,

SW4: BRBIEER kRS April 29, 2026 16
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E959: kY

fAWS Z2EBHMNEIE ITSM FEERK , ATBREHLEEFREREMEN TERKE{CREE
B, BHXEMENBNBRER , ENRLARLTHFEENIT R , BITE AWS RESHEERSEN
RENMUNEHEERGENEESHEEESH, FA EventBridge SKMEHRBAIEB{LINEE , &
EFRENFECOTHEEETSDS , AYBRRTRLLSHRAMAL , MeEFLHTRE, BEXMPE—
MBE%E , IRDRESMIMHR ETXHNERE  BREBNNE , AEBINSHBNEGEARPRALE
Ry B ITRERIE o

BXREBEVEA , 5SS H AWS sample solutions for Jira, Slack, and ServiceNow,

SIEM fiAE T E

AWS Z2EHMN T LEEMN SIEM BRIAELN, ER , HEEIE AWS EFNRFIT , AWS
SIRT MR A R EENARF T MAAE SIEM BELIM., SIRT BB TFERESMNZEHE R
KB, A ERUERBERMITHIEEINEE,

AWS SIRT 2 E#5 MDR A ME=ZHFHEAEE , BBIESHLAEZ B EHIEE RN HERE.
ik A BRRARKEBER

MEzE , BFEETRIPFHERGEN AWS EFH. WESME AWS SIRT 8B HEZ £ E4HH
PRIEKRIGENWA R

Mk A BRRARMXBER kRS April 29, 2026 17


https://github.com/aws-samples/
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IR 1 SOC AABKKRF R
% IR| * A P4 H =] DNS VPN R ) EDR IDP
B SOC C-YR 5 ftt ® AR |z RA A |AV | | {x
A % = = = Y % 8] BF iy EH B
R A H H i AWS 25 fRIR 2% 3E P
L2 i CIDR CIDR % X IP(4 AR K= ) AE
5. il el el R 5 e P A BT
o3 Bx & E fit ~ Uity =k
z. EN 5] = O
Bf A Amaz
R 44 Route
53
Resol

1 SOC * 10.0.C 5.5.6C Azure us- + Direct Nginx 8080 CrowdS Entra, Azu

Ak 16 20 (A east-1 & Connect Web ke re
A, Joh . us- H nE il Falcon
Smith , | east- VIF 5
ith@exa 2 116.32.6 (&
le.com 7 VIES

#iR

%

2 ) |

1234567

0

BEREXMES , FEXTHNLSR

1. EREHNHREEEEENEN THER.
2. BIRESUTEMAEEM AWS Z# =4

- RABIZER  HFR
- RS  RE2BHEN
« R3: Hitt
3. EHFH THIERMHMBIRGIH,

Mk A BRRARMXBER kR4S April 29, 2026 18


https://repost.aws/knowledge-center/get-aws-technical-support
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RACI %Ep&

AT RACI SEBEEN TENZEEH NN AT RPN AERMRE. RACI RRINIT
( Responsible , R) . 13 ( Accountable , A) . &if] ( Consulted , C ) MEIF ( Informed , | ) o

&S Customer AWS % = FBA SIR HRA
EEH AR

HEXERRZMEXE R E54
BRFEERIKIR R C ®
[38 =75 EDR £EFX] Security Hub R C E24
CSPM

GuardDuty BiFiz1TIRR R E C R E24
HEK S E R

FEARF R R ® C
/B8 B AWS Organizations R

£k 5 AWS Organizations S<Bx R &
EREREER/Z2TEAKS, R ®

EEHA

REQRARFMAER R E54

B (RETFHMNMBERDRT R C E54

R RESHEXALHEINEEK
P RBGE IR )

HEEEE
REZESERAED R C £54
RR LB R P R

RACI 4EBE WA April 29, 2026 19
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SEBN Customer AWS % 7 HRA SIR HBA
Eii& Amazon EventBridge £/ R C C
EEE=ATE (Jira, Servi R ES C
ceNow, PagerDuty, Teams % )
BRSRA 2 M FE R A R C

RACI EX :

- W17 (R)  ITITHEUAERESHN—H

« AR (A)  NESHEBERELATN—F

« B (C) : MEMREAN—T , AEHFEANE

- AE (1)  AEBRE4ERN -G, AEHFERNERD

EFE - A

LAKFRATREK/FAGE., AEAWAEARFMMBIBRIFAEE , URAUEE DA
EEMBENNMAELZEEMHH AWS IKF . BIUF AWS Z2EHMEIK & IKF 5873 Amazon
GuardDuty 1 AWS Security Hub CSPM ZR% I8 AR K P R 35 — B

ALEE AR5 R EA AWS Organizations i3 AWS T2 B4R R MK, 18 7] LAFE4H 40 & 1 K
PFPRAAZHEERKF FRIES R EK,

ERAZREERAKS  AWS Z2EH4MNERESNRFEEEEREERAKRSFHIT. BERAS
NEAM AWS Z2EEMARFRENARNEZEREER, BE 12 VBNEREERAKS D, RAEEFIZ
T P R R4

/A Important

MREREIEBPEAZRHEEAKS, , AWS ZL2EHMN T EERL AWS Organizations
EEKFTENNEMENDEXBRSHEXAR, BFER TEHNSRUEEN AWS
Organizations EEK P Fa a2t A,

BIZRSHERAE (EFE)

1. B FIEM AWS Organizations EEKF,

BE-ILRAKF R April 29, 2026 20



AWS 22 EHIR B EE
2. FEREREFNAETE AWS CloudShell 2 #l & si@3F AWS Command Line Interface 14
&K P,

3. f{EF aws iam create-service-linked-role --aws-service-name

"triage.security-ir.amazonaws.com" --no-cli-pager CLI @,

4. (k) ERIEGHTREEENR , BFE1THT aws iam get-role --role-name

AWSServiceRoleForSecurityIncidentResponse_Triage.

EANAEFNIKS ERUKF ERE LA FRIEENE AWS T2 BHRE2 R RENPRS
AP, RALARNNAZTEBEIS K, HRZKRS , TR, HRNEEL TERSHEMNE
R REY =B,

BIREENERE AWS Z2EHIHR,

BRANIRRN EASER | FS RN R IAM H 5 HER

BESH AWS Z2EHBNEERK,

ERIE IAM R |, BRI URBU T SRRBE

- EF IAM KB : FERMBIA,. BEASACH IAM R , BRUERBERT T XENNR. At ,
BT LA S M2 hitps://console.aws.amazon.com/iam/ , #%# Users &I , REERAF , REHD
A1 ERE LA Permissions I+ , EEMBEMMEKEIIR ; BUUEFENERITEEFH
HFHER.

o MERR - 2AMITRIENEFFENRE. HlIn , MBREBEEHRES , 2R ListCases, MR
BRBELENNR , MW BERER,

- A AWS CLI & SDK : Bl LA BiIE4mIEIE S Y AWS Command Line Interface 3 AWS SDK
SRR, a0 , fEF AWS Command Line Interface , AT BLZ1T aws sts get-caller-
identity @5 REIEE L H AR,

- & AWS CloudTrail B : F& CloudTrail HE , EERBIERT L2 HRITHIRME, XTLAEE
SRR BIE AT AX BR [B] B

- fER IAM REERDER | AM RHENSFETE | ATBLEENE IAM KA EE T0I SRR,

(® Note
BR®SRURKBMRAE , EAFEURT AWS RS MEZHRITHERE.

BEE-NERIKS RS April 29, 2026 21


https://console.aws.amazon.com/cloudshell/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html

AWS Z2 BN 5
RERARBHFARFES

« RRFHT2RARRNE AWS X,

/A Warning
EE S RAEEME , MEEE RN AWS X,

« ERERBEHRARRZBEEEN AWS Organizations , ER2EBENHL LT (OU ) BE AWS
Organizations B9 —E % -

o BEABLUERA KA RE DB

« ERAGETHERS , BTARE-ANEBRZAN-—IHEBIBRRA, RERIRASEIMALNEH
AR, BN RABESAELERNMRRA , STHREABNENFEDERNIRRA.

« NENSRARRENLTERE, REATHBERE AWS RAMEBRER.

K 5 AWS Organizations < Bk

W RIBERE R EE R RBE /N AWS Organizations , MBHWR AKX REBSHLAFNFIERAK,
TELR LR RN BRI = B, SCBREYIK oY BB BT

W RIBER B E LR RER AWS Organizations W —% % , HEFRKAXRBEHNBFENHAE T
(OU) , WEEHRAXRRBEIL OU THAMEKF, ., XBFEFME OU W+ OU THIKF, EiXLE
OU HRM=MBRIK /AT , <ERMIK - B3 E#,

EiFM TS RALETHREREER , E5H Organizing Your AWS environment Using multiple
accounts,

RE T3 E R A B 0 R TERRE

AWS Z2EHIHN 4% EMIFZER Amazon GuardDuty 1 Security Hub CSPM SR 4 B R B
R EFEALINEE , XS A Amazon GuardDuty, AWS Z£ B4 MM ABN RS Ba LXK R
BiR#HTHE , LEESHEAR AT AT ETFHEXENRE, BXNME AWS Z2£EHMKNE Amazon
GuardDuty, AWS Security Hub CSPM £ & ERANEZFERE , FEFAF BRI 2 TET,

MREEIFEEHABE , FOE AWS X5 ROIVREESHY. FSLREHFMAEFE , 2 AWS
JKF 1D MEERENLEHE T E[ER.

REXRREFEAEE WA April 29, 2026 22


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
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® Note
WMREFF Amazon GuardDuty HIHEIMN, BIRDREBREWN TEFRELER , ATAERE

EERRRGIFXBEOIE AWS IENEH , N\MEHAWS Z2BHEMFAK,. AXESER ,
FZH Bl AWS HERH,

LETIRERILE AWS R B4 N MEMBAEALATFRETE K, RS TEHRSEZZHHN AWS
XEWREXIN., HETEALIEE , AWS Z2EHMR & B311ESE AWS Organizations NEYFTE
BENRAKFPOURBRSEXAG, B, N TEEKS , EXNFHUERSHEXAGTERRAK
==,

AWS R EHIBRTEEEEKS FORBSEXAC, CAREERK FFHRLAG, AX
EREL, BEHLE- DL RAKS FHEZ A,
THREWNE B FHETA

BERAEZHMNMERDRE , AWS ZL2EHMR & B30 %K B Amazon GuardDuty Fl Security
Hub CSPM &L £ PERMHAB TR, EAX—BIIZRIERN—BD , RESBBEUTIRES
BEXIBHEN

B TR

- TERERY  SAPITAIRHERNAERURTEN (FTREENZ2EY ) i, AWS &2
B2 B30 Amazon GuardDuty FRZIBERIFR |, HOEBEMNKE LLXBHWRBAER
MAERKRELER

- BEIAN : RFLHNFEERRPEALTEERN (HIUNFESTHHN IP ik, IAM KEMEEZIT
T7) WIFAELI , £ Amazon GuardDuty Fl Security Hubo CSPM A 8| Z B F B a1 F RN o

- BAOEBRE  MENEHER K BRSSTHRENKEHENEETENREELRN , RLFEA SIEM HR
W4 QA PTE EB Amazon GuardDuty AERXNBEFTLEFR D, XEE AWS Z2EHMN RS
MIEH SIEM 2ERER,

EFCDFHAERIM -

ZULUEFEEN TN AERIUARE AWS 22 =4 A2 HEIFN

1. §f# %) Amazon GuardDuty % &
2. EBRRAELI

THREMMK B ERTR WA April 29, 2026 23


https://docs.aws.amazon.com/security-ir/latest/userguide/select-a-membership-account.html

AWS R2EHIEL P 5T
3. R RERIMIEFH TN CEFHN
4. EFEEFHANZLNE TEXL , ERRREAN

BEEEESEW :

- BEEMFAELIFTE Amazon GuardDuty FRE 90 X , B LAE LR RIBER EF
« EATLABERTIEIE Amazon GuardDuty #2241 & 15 ok =il B k& 5% 30
- B P ERESCTEENENINE | FEE#BZ RS ARERR DR

B KREZESEHE , AWS Z2EHM A LNITEHER , REESHETW | FlNiEEZ MK E
VBRI EIL, Z2EHMNERINTE2EAEFHIEE, ERTXEEHIRE , BUMERFHBISHSHE
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Communications

Select communication type

Case acknowledged Case comment added
Case assignee updated Case comment updated
Case attachment scan failed Case created
Case attachment scan succeeded Case entitlement updated
Case attachment uploaded Case owner updated
Case attachment URL uploaded Case pending customer action reminder
Case break glass Case updated
Notifications about cases, such as new case creations, new case
Case closed jpdates, and case closur

Case updated to service managed

Case update case status

Deregister delegated administrator
__ Disable AWS service access
Membership cancelled
Membership created

Membership updated
Notifications about changes to members hip, such as member ship account updates and cancellations.

Register delegated administrator
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Settings
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AWS Z2EBHMNEATESEXIEHENRNBIRFRXNEATA , UREM AWS RSHIE
R#M. METHEAFE , FERASDRIBSNEN TEH.

Amazon GuardDuty

MEEBNMALNE A GuardDuty , F5 ¥ {Amazon GuardDuty User Guide) ##“Setting up
GuardDuty &%

BB EMES XN AWS Xig /5 A GuardDuty, iX# |, GuardDuty fi A BLAE B X KL X
RFFEFINBPERN , EEELEARETHEANXEERNL, BXEZEFESR , 525 Amazon
GuardDuty Regions and endpoints,
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AWS Security Hub CSPM
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* CrowdStrike — CrowdStrike Falcon

» Lacework — Lacework
* Trend Micro — Cloud One
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BYEZWA , AWS ZE B4 28N 1 A H 8 ZBE Z) & 0K F #9 Amazon EventBridge #1IUI M
Amazon GuardDuty 1 AWS Security Hub CSPM #ZERIFE &I,
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A & BEFEER. BALUE Amazon GuardDuty #2414 PR BE R RES THEZERHE
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Viewing generated findings in GuardDuty console.
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{
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AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{
'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
"${AWS: :AccountId}' } },
},

{
'Effect': 'Allow’',

CloudFormation &4 MRS April 29, 2026 53



AWS Z2 BN 5

'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
},
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’',
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource'’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
I1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
},

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I
{
'Effect': 'Allow’,
'"Action': ['iam:PassRole'],
'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,
'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } },
I
1,
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AwWSSecurityIncidentResponseContainmentExecution:

Type: 'AWS::IAM::Role'
Properties:

RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'"Action': 'sts:AssumeRole' }],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy

PolicyDocument:
{
'Version':
'Statement':

L

'Sid':
'Effect':
'Action':
[
iam:
iam:
iam:
iam
iam:
iam:
iam:
iam
iam:
iam:
iam:
iam
iam:
iam:
iam:
iam:
iam:
iam:
iam:

'2012-10-17",

'AllowIAMContainment’',

'Allow’,

AttachRolePolicy',
AttachUserPolicy',
DeactivateMFADevice',

:DeletelLoginProfile’,

DeleteRolePolicy',
DeleteUserPolicy',
GetLoginProfile',

:GetPolicy',

GetRole',
GetRolePolicy',
GetUser',

:GetUserPolicy',

ListAccessKeys',
ListAttachedRolePolicies',
ListAttachedUserPolicies"',
ListMfaDevices',
ListPolicies"',
ListRolePolicies',
ListUserPolicies"',
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jam:ListVirtualMFADevices',
iam:PutRolePolicy’,
iam:PutUserPolicy’,
iam:TagMFADevice',

iam:TagPolicy',

iam:TagRole',

iam:TagUser',

iam:UntagMFADevice',
iam:UntagPolicy',

iam:UntagRole'’,

iam:UntagUser',

iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

]I

'Resource': '*',

'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow’,

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’,
'Action':

[
sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
sso:DeleteInlinePolicyFromPermissionSet',
'sso:GetInlinePolicyForPermissionSet',
sso:ListAccountAssignments’,
'sso:ListInstances’,
sso:ListPermissionSets',
'sso:ListPermissionSetsProvisionedToAccount',
sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
sso:UntagResource’,

1,
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'Resource': '*',
I
{
'Sid': 'AllowSSORead',
'Effect': 'Allow',
"Action': ['sso-directory:SearchUsers',

directory:DescribeUser'],

'Resource': '*',

},

{
'Sid': 'AllowS3Read',
'Effect': 'Allow’,
'Action':

[
's3:GetAccountPublicAccessBlock’,
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls"',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’',
's3express:GetBucketPolicy',

1,

'Resource': '*',
I
{
'Sid': 'AllowS3Write',
'Effect': 'Allow’',
'Action':
[

's3:
's3:
's3:
's3:
's3:
's3:
's3:

CreateBucket',
DeleteBucketPolicy',
DeleteObjectTagging',
PutAccountPublicAccessBlock',
PutBucketACL',
PutBucketOwnershipControls',
PutBucketPolicy',

'sso-
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's3:PutBucketPublicAccessBlock’,
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’',
"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances’,
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',
1,

'Resource': '*',

'Sid': 'AllowEC2Containment’,

'Effect': 'Allow’,

'Action':

[

'ec2:AuthorizeSecurityGroupEgress',

'ec2:AuthorizeSecurityGroupIngress',

'ec2:CopyImage’,

'ec2:Createlmage’,

'ec2:CreateSecurityGroup’,

'ec2:CreateSnapshot’,

'ec2:CreateTags’,

'ec2:DeleteSecurityGroup’,

'ec2:DeleteTags',

'ec2:DescribelImages’',

ec2:DescribeInstances’,
'ec2:DescribeSecurityGroups’',
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'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

]I

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow’,
'Action':
[
'kms:CreateGrant’,
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
"kms :ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow’',

'"Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',

iy

T EC2 Triage HY&#l

LR A2 T BB EC2 Triage THEEBANRIVESI AR, MRAFE AWS Z2EH/N EREFEH
B3 Amazon EC2 =41 1T Systems Manager Run Command , &8 LR R,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AwWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
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{
'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
"${AWS: :AccountId}' } },

},
{
'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
I
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’',
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
'Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
'Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource’',
'Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
.
{
'Effect': 'Allow’,
'Action':

CloudFormation &4 MRS April 29, 2026 60



AWS Z2 BN 5

['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',

'ssm:ListCommandInvocations'],
'Resource': '*',
I
{
'Effect': 'Allow’,
'Action': ['iam:PassRole'],
'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,

'"Condition': { 'StringEquals': { 'iam:PassedToService':

'ssm.amazonaws.com' } },

I
1,
}
- PolicyName: AWSSecurityIncidentResponselnvestigationPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Effect': 'Allow’,

'"Action': [
'ec2:DescribeInstanceStatus’,
'ec2:DescribelInstances’,
'ec2:DescribeRouteTables’',
'ec2:DescribeSecurityGroupRules’,
'iam:GetInstanceProfile',
'ssm:DescribeInstanceInformation’,
'ssm:GetCommandInvocation'

1,

'Resource': '*'

},
{

'Effect': 'Allow’',

"Action': [
'ssm:SendCommand'

1,

'Resource': '*'

}
]
}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
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Properties:

RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17"',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'"Action': 'sts:AssumeRole' }],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy

PolicyDocument:
{
'Version':
'Statement':

L

'Sid':
'Effect':
'Action':
[
iam:
iam
iam:
iam:
iam:
iam
iam:
iam:
iam:
iam
iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:

'2012-10-17",

'AllowIAMContainment’',

'Allow’,

AttachRolePolicy',

:AttachUserPolicy',

DeactivateMFADevice',
DeletelLoginProfile’,
DeleteRolePolicy',

:DeleteUserPolicy"',

GetLoginProfile',
GetPolicy',
GetRole',

:GetRolePolicy',

GetUser',

GetUserPolicy',
ListAccessKeys',
ListAttachedRolePolicies',
ListAttachedUserPolicies"',
ListMfaDevices',
ListPolicies"',
ListRolePolicies',
ListUserPolicies"',
ListVirtualMFADevices',
PutRolePolicy',
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iy

iam:PutUserPolicy’,
'iam:TagMFADevice',

'iam:TagPolicy',

iam:TagRole',

iam:TagUser',

'iam:UntagMFADevice',
'iam:UntagPolicy’,

iam:UntagRole'’,

iam:UntagUser',
'iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

]I

'Resource': '*',

'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow’,

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’,
'Action':

[
sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
sso:DeleteInlinePolicyFromPermissionSet’,
'sso:GetInlinePolicyForPermissionSet',
sso:ListAccountAssignments’,
'sso:ListInstances’,
sso:ListPermissionSets',

'sso:ListPermissionSetsProvisionedToAccount',

sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
sso:UntagResource’,

1,

'Resource': '*',
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'Sid!':
'Effect
'Action

directory:DescribeUser'],
'Resource': '*',

}I
{

'Sid':
'Effect
'Action

L

's3:
's3:
's3:

's3

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowSSORead’',
'+ 'Allow’,

': ['sso-directory:SearchUsers',

'AllowS3Read’,
': 'Allow’',

GetAccountPublicAccessBlock',
GetBucketAcl',
GetBucketLocation',
:GetBucketOwnershipControls',
GetBucketPolicy',
GetBucketPolicyStatus',
GetBucketPublicAccessBlock',
GetBucketTagging',
GetEncryptionConfiguration’,
GetObject',

GetObjectAcl',
GetObjectTagging',
GetReplicationConfiguration’,
ListBucket',

's3express:GetBucketPolicy',

1,

'Resource': '*',

'Sid!':
'Effect
'Action

[
's3

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowS3Write',
'+ 'Allow’,

:CreateBucket',
DeleteBucketPolicy',
DeleteObjectTagging',
PutAccountPublicAccessBlock',
PutBucketACL',
PutBucketOwnershipControls',
PutBucketPolicy',
PutBucketPublicAccessBlock',
PutBucketTagging',

'sso-
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's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’,
"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances',
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',
1,

'Resource': '*',

'Sid': 'AllowEC2Containment’,
'Effect': 'Allow’,
'Action':
[
'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:Createlmage’,
'ec2:CreateSecurityGroup’,
'ec2:CreateSnapshot’,
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribelImages’',
'ec2:DescribelInstances’',
'ec2:DescribeSecurityGroups’',

ec2:DescribeSnapshots’,
'ec2:DescribeTags’,
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iy

HUH & B ® %

i AWS Z2EHIEN BRS CancelMembership SR A® |, ET 44

'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

]I

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow’',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
"kms :ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow’',

'"Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',

Command Line InterfaceBUE & R A1,

/A Important
BUER R Bi&E

BRTEERTEALRFIBIE. SEBUERENRR T,

. API 5 AWS

IEHY X R AR

MERIER , ARERTBEBEREEXZHNARIKNES. FIELT Active = ready to
close RSB FRHREHHEK R BRBEUHTL L,
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/A Important
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N AWS ZE2EH R FRIFERINRZ

REREH AWS I AWS R 7 B THiEiRid. 8MrEEEE - MR —ME. N TED BRI
X, FEENENE, Sl , EUHREENNRN stage , F—PMRBENEENNR test,

RERHBE

« FRRAFIEEBEN AWS BB, % AWS [REEXZFRMIFL , Atk , BAUFE— L5 ELKE
FRERSHER , ARP\XEFFRHEEZEFEXR.

- RERIZHY AWS B, S&TAIEATE AWS Billing #ZHIE AR L BUEX LEARE, AWS EAREXT B8 LA
HIT0EK , HOBRMEBAREIERE. BEXEZER , B2 H (AWS Biling User Guide) HHY
Use cost allocation tags.

- X AWS BRIENIER. EXEZER , H3H (IAM AF#E®) https://docs.aws.amazon.com/
|IAM/latest/UserGuide/introduction.htm|® B f A AR 32 &35 18] o

BXHRiE , BSH AWS Z2 B4 APl 2,
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&S 1EH AWS CloudShell #1 AWS Z4 =400 &

AWS CloudShell 2— MNEBAFB XX FHRIEANEEE Shell , B LLEZEMN AWS EEZFH A F 3
o A LAER B S A/ Shell (Bash, PowerShell 5 Z Shell ) , £ AWS R ( 23 AWS &%
EHIE ) FE1T AWS CLI i e BEETHRZEGTITIE |, B ERIELRE,

A LA ) AWS EEZEIS B3 AWS CloudShell , AF&FKiZH A1 AWS FiERFEFA Shell &
EHEZ A, BEX AWS CloudShell S #TX i S HWIE | HAEEH AWS CLI KRA 2 (%
Shell WitEREFTE ) EXLEHMNE AWS RSHITREN IS SIEEEL R,

P
« 3REX AWS CloudShell 8 IAM R
« £ AWS CloudShell EZ £ S #RNFHITRE

FREX AWS CloudShell £y IAM X FR

£/ AWS Identity and Access Management IR IARIERRIR , EE R AU @E IAM AR FN
BR , fEELAEEE AR AWS CloudShell 7 FIRE #Y ThAE,

EEAEMAFPETIHENE , HRENFEZR2E T AWS HER KK, AWS EERX KK EH AWS
BIENEIRMNIE R, TG T EAT CloudShell B9 AWS B X KREMIINE IAM B4 -

« AWSCloudShellFullAccess : #F{£H AWS CloudShell B[R , X EBXNFIBEIEEN T2 15 A
PR

MRERS IAM AP A BAEA AWS CloudShell T RMESSE |, AT
AwSCloudShellFullAccess HER RN ERCIEEANE LEKMK, EFM 7 F ARSI A A
£ CloudShell F{EFAKIEE , 525 (AWS CloudShell A #/) F A Managing AWS CloudShell
access and usage with IAM policies,

(® Note
B 1AM B EFBE - N RERE TN R S4BT EANNR,
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£H AWS CloudShell EZ+E#MN#TRE

£ AWS B4 A B30 AWS CloudShell &, BRI BRERAGSITAESR2EH4WRAHITR
H,

(® Note

1£ AWS CloudShell £ /A AWS Command Line Interface B} , TE THRLREF A H M A
Ro LA\, HTELTE Shell R#HTT BEHRIE , AEHRTHARAZLERERIL,

&4 A AWS CloudShell Fl% 4 5541 51
1. MAWS EEBERHASERSMERMMN T AL , M\/E3) CloudShell :

« 1%# CloudShell B#FR,
. BEEEZRESE A ‘cloudshell” , R/F1%1F CloudShell 1&I,

2. {ERA%HE AWS Command Line Interface 5 AWS Z42E4MNHITRE, X0 CLI 4=
BSE  ESH AWS Z2EHR AWS CLI i 5SE,
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£ A AWS CloudTrail id& AWS £ =41 API 18 A

AWS Z2EH IS AWS CloudTrail ££5% , FETRMAF. AEH AWS RFEZLEH BN
FrITIRERIE R, CloudTrail & FZ2EHMNFTE AP ARERNSEHER. BRNBASEXRE
ZEEHMNZH AN ARUERNZSEH MM AP BRENRBAR. NRECIERERISS , TN
CloudTrail EHFL151%F) Amazon S3 F#il ( BREZE2EHMNNES ) . MREFHEERE , N
{BAI4E CloudTrail BHEEFNEHIELERHEEFEENEH. FH CloudTrail RENER , B LU
EEZEEHM/BEETHAER, ZHBERW P ut, BRA. BRFEUREMFAER

ET7#AEX CloudTrail WEZEE |, 55 AWS CloudTrail AF 1§,

CloudTrail #HI Z £ EH MR E S

FEZOIE AWS Ik AT, FEZKF LS A CloudTrail, R EHMN P KEFNNT , ZEHFIZRE
CloudTrail E# e , F5HEM AWS RESZ=H—RRFESHALICEP, BAILE AWS K/ &
E. BRENTHEHEN. BXESZER , F2H &M CloudTrall EHA L IEFEEEH.

BREICFKIE AWS IKF F & 90 RNEH |, FRIZBRERS CloudTrail Lake B HIEF .

CloudTrail BRER

EI B ERIZS |, CloudTrail A% B & #F4£#£ = Simple Storage Service (Amazon S3) &Zfi&f@, &£
A AWS EEZH A CIENAMERRIEGZSXEEMS, BAEIFER AWS CLI |22 XiFs
ZXFRE. BWCESXERE , RABTIEREKS FHFTE AWS XiF #95E3), MRESIE
BXERE , MRAEEFREN AWS X8 PiERNEH, BXRENEZER , B5HE (AWS
CloudTrail A ERE) FHI RN EH AWS Nk 612 5R BR M 1 A 40 6 2 IR B

BEAIERE , A LAM CloudTrail &% 6 &EH Amazon S3 F#EEE—REERITHER
EHMNEIAR | ELUREL Amazon S3 FiE %A, A< CloudTraill EMWEZEER |, i5SR AWS
CloudTrail Eft. B> Amazon S3 EMHEER , S Amazon S3 El,

CloudTrail Lake S iE 17 &

CloudTrail Lake RFENEBHEITET SQL WWEI, CloudTrail Lake AIfFE F1THY JSON &MY
MEEHHIRN Apache ORC X, ORC B —fhé X RERRBBH TRICN NN FHER. B
HEEREIAEHREFMT  CRETABINASHEHERBEBRNZGNTIENEHSE
G, BATEHBEFHNERSATENBLEEHBZEFEHTMHEEIR, X CloudTrail Lake
WEZEE , HSH (AWS CloudTrail HF#R) FHFEH AWS CloudTrail Lake,

CloudTrail FHI R4 B HIERER R4S April 29, 2026 71


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html

AWS 222 SR F 1R
CloudTrail Lake B4 HBBEEHNEHLTERA, CIREHEEEMEN  SULERERTEHHK
BEENENET, EMETURE T BIFAE#ESHNEER , URE4BEFHENRIANZEKRE
#l, B> CloudTrail EMMWEZEE , 15 AWS CloudTrail EHs

CloudTrail 2 XFIENZLEHWREME , (AWS Security Incident Response API Reference) A
NMETXERE, HlI0 , X CreateMembership, CreateCase M UpdateCase BEEWFAAKTE
CloudTrail BEX#H#HERHKFE,

BIMNEHHATREBESEXRERBFRNAREGR. SOEETHEDEHEUTRE

- BEREZFEHARAFZIEER AWS Identity and Access Management ( IAM ) AR &EIEAX HH .
- FREEAACGKERRSEAFNIENZEEIEREN,
- BERESHHEM AWS BF A H.

BXEZER , S CloudTrail userldentity T3,

TRREEHMA BENHRE

REE—MEE , A TNEMHEN BEXMHEEBEIEERN Amazon S3 7. CloudTrail A&
HBE—INRZNBIEKEZE. —NEHRREKREEAFREN—NMER , BEEXRMMBERWIRE, BEN
HEAFIASE, BERSBEFEMES, CloudTrail BEXHTFTRH AP AN EFHREBER ke
NALREABEIRFE R,

LA R 25E R CreateCase #24EH CloudTrail BE%H.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*xx*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
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iy
"attributes": {

"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/

installer#exe md/prompt#off md/command#security-ir.create-case",
"requestParameters": {
"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "Ex*",
"name'": "***",
"jobTitle": "x*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"
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]

I
"responseElements": {
"caseId": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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Organizations FH A ERRS. BXIMARFXLENRHVEL , 12 H Using AWS Organizations with
other AWS services,

UTETRNAREEHMNEREERKPS AT URITHERES

AFS

« ¥ AWS Z2EHMBE AWS Organizations && 1 FAREEETAMEW
- B AWS Ik /BT Y A4S T 0 AR

c BERSEHAMNZREERKFFTENNE

- BEAWS R EHMNEREERKS

- fFH AWS Z2EHMMN HWELE T (OU) BEELRER

o« [@ AWS Z2E4 00 SR N R

« M\ AWS =2 4 0a 5 A il BRBX R

& AWS Z2EH [ S AWS Organizations & FERAREEEM
FERIY
UTEESAARNENET REL SHMBELER RIS AWS B2 B i) THEE -
AWS B2 BHIREREE RIS

AL EAMNRRAKFIEEN RS EHNNEREERAKS, fl , BiREE 111881 XIBIEE
T—ANRREM, 111122223333 , WhER#eaoattXBIEER — MK A, 555555555555,
BEANEMBREMXIENE —KFENZEEHNNEREERAKF

BULERE AWS X FiRERESEHBNEREEAKS.

EAREERE , BAUE—NAWS X PIEEZERNLZL2EHNNEERAKS, RERERKX
MR, B AWS LB/ IIN EFME XN AWS Xif ARMALAEENEESE. MTEXEN
AWS [Xi5 F12ER B Amazon GuardDuty F AWS Security Hub CSPM WZ £ FAELXN , HBEHE
ISEBEIT AN XS P EFEERA, HFET AWS Organizations FINEZ£EH MM EEEE A K
FPRRAKS
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AWS 22 AR B IEE
TEUWHALNEEKF RENREEHMNEREEAKS.

HANEEKFAIURERNZ2EHMNEERKS, BR , AWS Z2REXKRERRENR
BN, TRWERALES.

MERHTRARBREZEEHRNEIEERE R KPS BNEGEIT R,
HNREHBRELZLEHRNEEETERAKS, , AWS Z2E4IN SHKBREZLZ2EHPNEIEEE
AP RENFIERAKF, NTABAFMERAKFBEH AWS £ 405,

B AWS Ik E B AI{E 1/ R PR

B AWS L2 E 40K K A5 77 R AR AT L BB K F W Z I EE R 8% AWS Organizations F &4
BAKFHEEEEMITHRE (fith , TEHRRARZARIAFAEE ),

BFREUTSREALTER AWS T2 B4 00 N F{E 7 B R,

© B/MUR
BRAXEAS | EARHEZUTER :
REE M S BRI P R AT IR A
. EEEANAE R A Y.

Console
B AWS Z4E 40N AT{E 15 R 4R
1. &% AWS Organizations #2#l &, XM IAM AR EHEF | I8E 1AM A€ ; REAR
NEBKFPURAFHNEHRER ( THE ).
ESMBEKRT , EERS.
ERSHRDPIEFE AWS ZL2EHMR,
1%3% Enable trusted access ()& A A5 1718])o

EN AWS Z2EM4EE BEAAEHENEESR , BRABRH®THIN , RAEEREAAER
LI

o & w0 DN
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AWS Z£ B F iR
API/CLI

B R AWS JK - EE R AME T R AR

BITATHSE, MU EAAAEERKFHNEIEAAKFEE AP R2/E |, XEIRESEH --
accountId ¥R AALRFPHERAK,,

« AWS CLI : enable-aws-service-access

UTREIERAKFNALPERAT AWS KL EH BRI T 15 AR,

$ aws organizations enable-aws-service-access \
--service-principal security-
ir.amazonaws.com

MREY , ST RE=EE MR T,

EERLENRNEEEER K, ArER R

A LUER A AWS Organizations ZREEE G RIZE AWS REEHM 2 A EE. BROART
XEMRIELR |, 259 Using AWS Organizations with other AWS services.

(® Note

AWS Z2EHHNSEFRARFEHTREMNEEN , B3/ A AWS Organizations F1E3%
R, MREMEM CLI/SDK , M AFEA EnableAWSServiceAccess AP F3h /3 Flb ThRE S B
fE§4F security-ir.amazonaws.com,

YER AWS Organizations EEE R , FAALREELRLEXHNNEZREEAKF 28] , BERIEER
BTLHITUT AWS R EHMMNERE : security-ir:CreateMembership M security-
ir:UpdateMembership, XLERETILEMER AWS Z2EXHMN N ALRIEELZLEHNMNERE
BRKF., WAEARIEREGNIMIT AWS Organizations #24E |, X EBERRARALANER,

ERFIXENR |, BELSHKF B AWS Identity and Access Management (IAM) KRB /B IELL T iE
4

{
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"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

MR EZFEH AWS Organizations BB IEENLRLEHINEZREERAKS, , ZHKFEE
EHITULT IAM #24E : CreateServiceLinkedRole, EXEE T AWS ZLEHIHN S AWS
Organizations & AREESTHEW , REEHKEFMR,

EPREF AWS Organizations EEKFIEENZEEM4NMNEREEAKS, , HBFUATEIRME
IAM SREBEHR HAF 111122223333 E#)3 AWS Organizations BEEIKFH AWS K ID :

{
"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:role/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}
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BEE AWS ZeERRNEEEERRKS

AFNETEAWS Z2EHRNALPEEEREERANS R,

BN AWS HLMEER , BHELBREXRLEAMNERERAKS, THERENEIESTHEN,
EHERIECH , FARECHAEEEZ SN EREE A KT AIENNR,

BE-MEREFNHRGE  NAREERESEHNNEREERKS, AEEEKF T 8HhTID
BRo

Console
1. £ https://console.aws.amazon.com/security-ir/ LT Z B/ MEEE &

EEEF , i5#EH AWS Organizations 4R B IK &k,

2. FANEALAN AWS XiFERESR  EREEEHPNEALEERELSHNNEREE R K
FRYX

3. RRREMSUBENQARE A SREREEAK,.

API/CLI

- FHHALEE AWS K HEIEZET CreateMembership,

. ®/E , LA LUEH AWS Command Line Interface i 1TItiEE, LT AWS CLI &%
EELZEEHNNERXEEAKS, UTRETATEESA RN FZRFREIN

{
"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId":
"stringstring",
"delegatedAdministrators": [
"stringstring"
]
},

"membershipAccountsConfigurations":

"autoEnableAllAccounts": true,
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"organizationalUnits": [

"string"
]
1,
"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"
}
1,
"internalIdentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [
{
"featureName": "RuleForwarding",
"isEnabled": true
}
]

}

MRANZLEHRNEREEAKSBA AWS Z2EH4R |, ZKFRTERITEMER
. MREARBR , FHANFTEENRL2EANNEREEAKSEA AWS Z2E41E

M o

FH AWS B8N WALE T (OU) BELR AR

AWS Z2EMHIR XFRIMALLT (OU ) MR FEREBER, BHENAUERENSARRK , £H
BEB/EN OU, Frik OU FWATEIKF , @4 F OU THIKF , R ENCAREESE,

EHEN QR FHRERE , —XRBEZAEHN 540U NAEH, MREFEN 5 ML LR OU #HITE
x,EBS5ANOU TR —HTEARKER , EXIFEEH BT

Console
1. 1£ https://console.aws.amazon.com/security-ir/ EIiTF Z B4 MEEH &

EEEF , i5FH AWS Organizations 4R B IK &k,
2. SMBIEELREE > KF
3. BEHEHXEK
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4. EBEIFHLEBET (OU)
5. &R H OU HMER OU
6. BRZER 5 NEEFHM OU, EBFEER B MANMER OU,

(® Note
®E OU THAAEIKS MF OU #HFxEk.
7. BEHERKEK

(® Note
MREXNES 5N OURTER , FEELSRS5 M6, EEIFE OU HEXEK,

ETHAXRE AWS ALAR#ITOU EXNEZEE , HSREH AWS Organizations BEALH T
(OU),

[ AWS Z2 B4R RN &

AWS Organizations 5 AWS Z2EH N AR BRZBAR—N—HXR, ELNALARALRE T
(OU ) AN ( Bk ) Ik /e , BH AWS Z2EHIMN SARKBEENKFAFARSRREIXLEE
Ho

ENKFRMBEN S R EE | BIRBER AWS Organizations & HE4H 40 /A9 Ik = B AR T 2 — 31T
B1E,

B BARERS [ IR & RERARINEAM OU , BERERAL[E T (OU) EELRFHK,

M AWS 22 £S5 4400 R P I BR X R

ENEN SR EEPMERKS |, BUTUMALPRERERAKS |, FKFBHEEN OU , EMEH S
BB EAHRIER OU,

ENEN A ERPRERENKS |, FiRRNA L R R UK~ S REITERE.

EfKFBE OU , HEEEA AWS Organizations FIK B EENMALE T (OU ) HEERM
OU 2 a3 N FIH TR,

ENEN2RAREPREROU , BRBEALLE T (OU ) EEL A RENEFHITRAE,
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Amazon EventBridge

£/ Amazon EventBridge ATLAMARI, IRMHIAS AWS REEHMNRHIM 2 R FEBEXNES.
BELBIRAN (ERTREEZR , — 1RSS4 B4 ) SEE (EATERERBEME, SENERY
AR RER ) REBHXLESEH,

FBAUEREEHMNME=FTE2RCIEER , tAIUFEAERNRNATERENEM AWS TERE
BIEHITOW. Bl , SL2EHMBEN BRI , BAI LA EventBridge Ba{LRALKR REE
DUBMAIzEERE, i, REEEZ A AWS K35 |, WA SEEA Amazon EventBridge 5Bk 12
AWS Z2EHMN SRR , LARMEREREFTBANLZLESS,

BXEZER |, iHS 0 What is Amazon EventBridge?

(® Note

AHX AWS 2 EHMB 5 Amazon EventBridge £/ ( 2% ITSM £ ) WRHEH , 5
B“AWS FIBAA RE LW AWS R EHMMIMEZE ITSM £RKo

RS

- {8 Amazon EventBridge B Z 2+ EHMNEH

- EH AWS T2 BN B4

- R : 5% Membership Updated &% Amazon Simple Notification Service 21k

£ Amazon EventBridge B L2+ E 4 NS4

Amazon EventBridge & —MLRFRERSF , FASHNNARFAGEREET —E , L AERN Y
By ENEHRIENARER. SARHEENE —HHEVNBERGREIXE  XERFET X
e BRI E T, EHERRBTRIIFERHE,

THEHRNTARERR

5% AWS RS —# , T2 EHMNSERBHHFHERIEE EventBridge WERIAEMHE 4. (K
NEHELREEN AWS KFFEHTRE, ) BHELREBEHAFAFHEEIFT IS NNENMH
HEFRNEHR. AEHEEEENANSESHIBRRETIHE. SRANBLRLESHEETEAN
MEFARXATE. IREABEITE  SHELSRHEHREIEEN B,
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Amazon EventBridge

1
Source :H’_ Default event bus Targets

Amazon AR event

N -@- Amazon Web Services
# -
2O)-T1—> -2 rule ? —_—
Web Service ,D - ey '[ pattern @
1 1 Event buses

event T
te | {6037 =@ || € Hrres encpoins

£ EventBridge M N{&x T £ E 41 R EH

Eil EventBridge MINEBHELFZLEHMNEHLEZTBFF , KARNEAN, SERANBIE—
EHEX |, EventBridge MHEEEHEL LBKEINENSH#HITER. NIREA4ABESEENSH
BXTH , EventBridge &M iZEHEIELHN A B #7,

BXUEBEEHELHANMNLEILL , 36 (Amazon EventBridge User Guide) H#J Creating rules
that react to events,

EEZ2EHRHNEAHETENS4ER
BNEHEXR— 1 JSONNK , HPEE

s MREREEHNRSH source BM. NTFRELEHWNEH , RIFR2 "aws.security-ir",
(FIiE) - BEECENEHRBHBEMN detail-type BH.
s (Tit) : BEECEMNHMBEALKIEN detail BME.

flan , L TFEHERSEE AWS IKFIFTE Case Updated by AWS ###### Service E{FAHIT
e -

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T03:45:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
}
}

AXEAEHERNELZEER | 521 (EventBridge AF#E™) FH Event patternso
ZEEH NN EHEFMAEESE

KB AWS RENAMBESH4BE—LALHFR , AP E2EXBH4NTEIEE | fIOERNEHKEREN
AWS 5. SHMNERRE, SHERENKFNXE, BXXEEAFENENL , 525 (Amazon
EventBridge User Guide) H#Y Event structure references

A, BIEHHBE - detail FB , EFEZRESHTENRE. TEANSIAREREX T &#
ZEERHBNEFNFAEE TR

A EventBridge S FMEBEZ2BH MM EHRN , BIZEUTILR

- BEEHRIIRNPFESMHN source FEHIRERN "aws.security-ir",
« detail-type FERIEEEHEE,

{5140 "Case Updated",
- detail FREBEZHRESHTHENERE.

BEXNMANEEANESSZEH NN EHTENSEHERNEES , 528 (Amazon EventBridge
User Guide) HHY Event patterns,

HXREHLLN EventBridge AN EBEHNEZES , 3% (Amazon EventBridge A 1ERE) Y
EventBridge =4,

ERFE B AWS ReE4NE4BITEXLSRERN Amazon EventBridge FE&

« version : EventBridge B4 & R4
. id: BHHOE—INRE
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AWS B2 BHIR F IS

« detail-type : AKAENEBHREHER

- source : N FLELEHMBIEH , 1H4L R “aws.security-ir”
« account : KRESEHH AWS IKF ID

- time : B4 KL 1ISO 8601 B [E1

* region : FIRFTEM AWS XiF

- resources : DEZHINEIR ARN WA

HAEEFR  detail WRESBETRLEHMEMNESR

- caseld : ROIKIME—FRIRFF (XERRBIBH )

« membershipld : 2 A REWE—RRFF (NR2ASEH)
 updatedBy : 1T T EHMAR ( NERERHIFIFICEHEH )
- createdBy : S| TEMEMAA (RERFMITICLIZEH )

BEARME : updatedBy # createdBy FERAIGEEE

« AWS Responder : AWS Z£ i 5 & H 1T IRE
« security-ir.amazonaws.com : IR BEIMITHIIRE
« Account ID : EFRITHERME (B0, “111122223333" )

WRIEARN B : AWS Z2EH R ERSFEHALLT ARN &3

« Cases : arn:aws:security-ir:{region}:{account-id}:case/{case-id}

* Memberships : arn:aws:security-ir:{region}:{account-id}:membership/
{membership-id}

ROISEH

AWS T 57 & 1 22 19 R 61

"version": "0Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
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"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"

AR S5 B2 R =5

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

EPAZHN RS

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",

"source": "aws.security-ir",

:case/1234567890"

:case/1234567890"

ESHESES
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"account": "111122223333",

"time": "2023-05-12T00:00:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}
}
AWS a5 & B 3T =51
{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}
}
AWS & F E 3 =6l
{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}

AWS %2 440 51 AR 55 58 #THY = Bl

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

Ex Y =Bl

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",
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"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caselId": "1234567890"
}
}
RONFieEH

AWS Wi R % B 2 1 = 61T

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T04:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}
}
B OIENRAITiS
{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",
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"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}

AWS %2 E4H0E B AR SS 02 1 RIS

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

EPEHRHTL

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",
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"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caselId": "1234567890",
"updatedBy": "111122223333"

AWS %2 B 4H0E 51 R S5 ERTHYRHITiS

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

AWS i 51 3 B 22 Y R 1T 12

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

:case/1234567890"

:case/1234567890"

ESVIRERIE ey
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"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}

SR RBREH
HRM AR

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-01T10:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
m-1234567890abcdef0"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

ERHIS AT

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-15T16:30:00Z",

"region": "us-west-2",

:membership/

>

RBEREMH
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"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

}

}

HUER 2 R /&

{

"version": "0Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:59Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/

m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

}

}

KENQR R

{

"version": "0Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [

>

RBEREMH
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"arn:aws:security-ir:us-west-2:111122223333:membership/

m-123456s7890abcdef0"

1,
"detail": {

"membershipId": "m-1234567890abcdef@"

}
}

FH AWS Z2EH M B4

& LA EventBridge MK ICELX L EHH AL A BaERE. TEAR—LEHERAFERAZRA

CEFTE AWS RE2EHBAES

"source": ["aws.security-ir"]

DT ESUTE-SE o

"source": ["aws.security-ir"],
"detail-type": [

"Case Created",

"Case Updated",

"Case Closed",

"Case Comment Added",

"Case Comment Updated"

PeBL AWS W 52 & EHTHYRAI -

"source": ["aws.security-ir"],

£/ AWS REEHIER B4
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"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

PeE 4 E RGN EH -

{

"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

HIE . #X4 Membership Updated E# %% Amazon Simple
Notification Service 1R

EAXRHREH , BFFLWMMEE Amazon EventBridge EHHN , MERBIRITEHEH R
Membership Updated RAMEH,

SoRFAM
AHBBRELNLSARTETHEERNWITEAESNH AWS K,
FB

o #HIZ : Q12 H TR Amazon SNS £H

o HIE : EMEHHN

o I . WiAERHN

o BRHN : BN RGIEFH

A2 BT Amazon SNS =&

EXRHESD |, BHE— Amazon SNS TFRFZ YUFHEHMNNNEH B 5.

HIE . X Membership Updated ZE# &% Amazon Simple Notification Service 1R KRS April 29, 2026 95
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#2 Amazon SNS F &

1. BH https://console.aws.amazon.com/sns/v3/home FTFF Amazon SNS ### &,

fikIRI%E$ZE Topics (E&H) F Create topic (BIZE ™),

NFEH | EERE,

FFEZ# , A MembershipUpdated Hik R8I E /A,

£ MembershipUpdated & £ , &R ZEITH,

XN F R, &R B FER

WFimR , MABSRAERIGRIME FoRHibat | REERFE SIZITEHE,

KELN B FEREKS , HESFERATHEE NS TR, EWEILE FER4E |, ER BINTHE,

© N o o bk~ w0 DN

BiE . EMEL4IN
ETR , SEM—MUEIK Membership Updated EHHEHMN,
JEMRZEY EventBridge N

1. FTFALTF https://console.aws.amazon.com/events/ B9 Amazon EventBridge &l & -
2. HESMBERF , EEAN,

3. EFEIEMN,

4. AR ABHAHER,

® Note
MW TSR — KPR S —MNME -S4 54 LB HEE.

5. WFBEH#EL , BERESHANRKNEHSL. MREFLEHIANX KB EB S RIS TE
SRR , BEE AWSRINEHEL, HEBKPPHEN AWS RFEH—INEHE , BBR%2
FIEBEW VRN E

® Note
XRZELLE AWS Z2EHME 2 R BEH AWS Organizations EFXEE 57 MK &
HITIRE,

6. XTHMMRE  EREASHEXNAN,
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7.
8.
9.

10.

11.
12.
13.
14.

15.
16.

17.

BET—F,

XNTFEHR , EREM,

MNTEHER |, £FE BEXER (JSON iR ) o
FEMA X R T E4HER,

{

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}

HRBELT —1MNERFLARKEFNRIEREHEE N EventBridge AN, BXREHERNNES
{£8. , 2% Amazon EventBridge FIF 5/ FH EHMNEHER,

EET—%,

NFERER | EFAWS RS

FEEFEBERP , %&F SNS =8 ; EEHAF |, %#F MembershipUpdated,
( @it ) 3F Additional settings ( & & ) , MAITUATIRE :

a. XfF Maximum age of event ( B4 HZ AR ) , MA—2% (00:01) 5 24 /It
(24:00 ) ZEHE,

b. WFEiRZER , WA 0F 185 ZHEHEF,
c. XNTFIRERNTY , EEEEFERIRA Amazon SQS RABIERFEEFI, MRSEH N H S
HREIN%EIEFIB#R , EventBridge X B4 KIZBITEEMS, BRITUTREZ— -

R ERAEET,
IR TE LB AWS MK ik —4 Amazon SQS RAFIAESEES , RENTHS|IRT
EEEFERAPRAY,
EREHM Amazon SQS RAFIFIEF HALRASI AWS tk FERSEERASI , AERMAERE
FAWIBAFIH ARN, BAGUHE T RIREREMMEIBASI , AR F EventBridge mH KA
HEWRR, BXEZEL , 5559 Amazon EventBridge f I8 KI5 T LA FIHY
R

ﬁ#:%-F_Z’Fo

(&) AR A—NBZ ML, BXREZER , ZH (Amazon EventBridge A F 15

) HH Amazon EventBridge #5%,

iij:¥-|:_$o

iz .
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rule-dlq.html#eb-dlq-perms
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rule-dlq.html#eb-dlq-perms
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-tagging.html
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18. EFMNFMERFEF IR,

HAE - WA SR AN

ZENHAN , FEE AWS T2 EHMEMN 2 R BRERERH. WREHTNE S EH

WS EM AR EFHRER.

BRMAN - RSB MNRGIEH

BORERMAERAERNSESHAN  BESHEFNIR , ARTUTENR :

1. EHE : BIEH1TE Amazon SNS £

, £/ CaseUpdates RN EBE K.

2. 7 IR EMELAIN B, £ JSON SR FEAUTER !

{

"source'
"detail-

"Case
"Case
"Case
"Case
"Case

': ["aws.security-ir"],

type": [
Created",
Updated",
Closed",
Comment Created",
Comment Updated"

, BRELD A

iz - NHEHAN
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U HERR

MRBER EMIT AWS Z2EAMABENRERXNEE , ESHABDHER.

#ix (ERROR ) RETNRFEHFBIVRASINR | RABIHLHBRELIARE. B/, SESFHIF
BEESFDHATHN , BHE2WFEERT.

A

0

%

Fix

© X

£5
RMEBH LT XL BER,

A AWS 22 B4R API IFTEERATFREARSFSEREERERAKSRERAKS HH IAM 15, #
REBRERN IAM EHL T EBE AWS K- F , BZKFEERENRAR AWS Z2BHHNER
EERAKS AR

tHIxR

AccessDeniedException
FRBRBHHRENR , T ENITIZERE,

BELEN AWS EERAME , BIRECEZE AWS D2 EH R NEREE AWK G K- B8
£ 1AM BE2HNR, B, BREZACRESREAFERIEEN IAM KB, BXEZER | SR
AWS Z£EH M 1AM,

ConflictException
ZBERSBRERST—H.

BRECEENMERGIMGEXHERRIAMBANEARTERE -4, BERE AWS Z2EH4#1
MR BHRIAEAMEE, £ https://console.aws.amazon.com/security-ir/ 3T FF &40 S 32l
A , M2 Membership Details,
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https://docs.aws.amazon.com/security-ir/latest/userguide/identity-and-access-management.html
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InternalServerException

BFRLBEREFRESNER, BE/LoHBER. NREABDAREFE , BE F BREH,

ResourceNotFoundException
BRI ANREFFE.

BERFIEEN —IREMRRFFE. FRERMUVFAERIR ARN = ID REER , 24 : AWS
Organizations ID. TKF ID. IAM B, BRAEHK. 6. WAEAMNKR. REMWMA, ROKME, =R
Blitie,

ThrottlingException
BT 15 SRR HI TS BUE RKIEL,

IEHY IAM RS ER A ERAN 1Z AP HEENERE THE, BHRERZ , REER. RAZDA
HE , BURABEREREEHS,

ValidationException
MARBERZ AWS RS EEMAREM.

BERFH—NHSNBEFRABIRIEN/RNEBHAEER. FREMARIR ARN REEZE , X
FEREFE (AWS Z2EH/HA API SEIERE) FHAPAEXRE, HtELERBTAEMESE
o Bl , ROIZKETENM AWS REERNBEEE,

> HF

ME RSB, BHRR XF Center #HITHEHE, BHEZHFUTER .

- BEREAK AWS X1

- AREKE AWS IS KA D

- BHRKENE (WMREAETH)

- THEHE BB HERRPTIE R R B A R E A A E R
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https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/Welcome.html
https://console.aws.amazon.com/support/home#/

AWS Z£ B4R AFERE

ZeH

&

« AWS Z2EHME FHBERY

- BEBRMERERTA

- FHRMERER

o HEBR AWS R EH AN 5 1071 6] 5] &
- FRARSAE

- FARSXBKAR

« AWS RER KK

- EHmAL

- EAMRIE

- AWS Z2EH NP AFIDFMERE
- MREEE

- EMiERTeMN

- EENRED M

- HIEBRFEERE

AWS Z&EHIERN YRR

AWS REHEEREAT AWS ZEEH MM RFSHBERT . WiZEXFAR , AWS ARRFET
AWS mRTRERSHEM R, BATLEPXNREERREMEN EWNENES, BENTERER
AWS RSN EZ2BREMNERTES. BXBERLMNESEER , BSHABERALELRE, BXENEK
FERIPWEER , ESH AWS Security Blog E#I AWS Shared Responsibility Model and GDPR 8% X
=,

HTFHERFERN , AWS RRIEZEKERAE , BRAFRYF AWS K EIEH A AWS Identity Center =X
AWS Identity and Access Management ( IAM ) REZEMPAF, X&¥ SN RERBETHT
EERRRATENNR., BEWNEBEIUAT AR HE

s NEBNKFERSESGRIE (MFA) .

« fEA SSL/TLS &5 AWS RIR#ITEE, BNERMEH TLS 1.2, BWEA TLS 1.3,

« £ AWS CloudTrail IR & API f1F Fi&E3h B &KiE .
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS R2EHIEL P 5T
- EA AWS mMEBRRST AR AWS BREFHHFIERMIAZ 2124,
« MARSS B Bl F 33 FIPS 140-3,

VM HNREERBBEE (BT ) MANRSHEREANARZER (NBEHFER ) F, X2
EEREE A, API. AWS Command Line Interface & AWS SDK &b AWS X s H i AWS RS
e EATREHNREREHABANARZEFMANEMAHRETTELAFITRIZEHBE, WRED
AEBARSS BRI URL |, 3@ ZIEWETREE URL R EEEIE B KRR IEXiZBS RN IER,

FB

o BUEMIZ

. BERENFER

 BFEFEMNXEITH

o BIEHE SR

I =

AWS & B4 6 A S INBRNE AT BT BRI ERE. MERESRATLRENRDIGHT
nE , UEBPEFEZ2MEaNEER,

ES-]

- BANE
- ERPmnE
- ZHAEE
AN

ERABERANRSSRIBNE , MBBRSHE. XHEATUEDESERFBRBBETSRNRENEBNESR
t, BEBSNE , EAUMRFEMESAENENERNZLBRENAERF.

&5 P N
AWS Z2E4E 5 WEMTGRNBENBEIZEREREMEDN (TLS ) R BBERT,
RHEE

AWS Z2EHRM LRI E AWS KMS BIERK , I REIMM4BiERABSINE,
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AWS ZLEHIR FXHE S EEHEH.
HEWEMEA

AWS Z2EBH ML E=RXTRNVKE , SXBENRESZE, FREXNXFETHIEFE, THIX
LRFINF AR EHBMNNARSENERUEEREXEE,

hY

ER

- ZORERE
ZL2RELAHKIE

- BEREBLE

- THRAIBEHRE

ROIEERTE

WMERHEBERLSEHRAN RSB HENANEN AWS REBWEBENTHBLUXFRE, RS
EHESIE API BHE. VPC #iBZE. Amazon Route 53 DNS &), Amazon S3 A4, RIRTEK
E (B, NMENRBIFAEE ) URRFIER (MTFiLHBAELIS) .

/A Important

ZEBEHENLBEEXRERRNEIRANRREENEE. EF2WE Amazon S3 F%
B, BREECRINABRFBENEGEART. ZT2S4MNREHEEMNBT AL, AR
REHBEXS.

HROBFEHERG NS ESHEFTUEN , ASENROIRTEXREK, REBH4 AR INMRE LEIE
90 X , UELEBEFRENLILRK, IFEEHTREIELEE , AFEFITNEAUEIHE
Ro MRFEA 90 RIMRE < BIMIBRESE |, BER AWS XIF BRiFRETMIER.

ZE2PERNHE

ZEEHMNABEEEAXERSHWMEZXIEN AWS XiFiF4 M Amazon GuardDuty #1 AWS
Security Hub CSPM EBZ £ BAELXITHE. LAERIBESFRBFFAG, AELDRE, ™
EMRE. TEEHEREALNG A, SROBEHRETR , RELEFFERMAETLIALRE , U
EZ 2 EH IR AL < BREAN AWS IREFHH ERD.
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HERNHBEFALFERBERANFAASHREBHE , NBEFARRUIHAS. RUNENLN
FPEMNTHEE. LTBECER2EA4MNEBRNER, BXEXKAXNZ2E4ARESENR
B 4o

BEARELE

H Amazon Bedrock R X HFNZ L EH NN BAERBLEBRB SN RFBEHFEMAERXIEEN
TOBE , LVERLEE, RBEXHBWWIRE, EARBITT/ERN—E2 , IAEE Amazon
Bedrock HY£EKXig# 1T,

/A Important

HEREBLRLETHSE  TFXERITE KA F#E Amazon Bedrock B £ KX, THIE
RATERBELE  ELEBEEXKETI2RE.

TR THEHRE

BERZLBHMNAILRELHNAREFRE  EEBE=ZNLIRENTHBEAESHBEEXRENTE
LR RBRENAFNBRBER. ZRIUTRA

- BIRBH (MW patient-database-prod = financial-records-2026 ) R ERK AIER
R

« userl2345.internal.app.com % DNS &I WAL E AP FRRFRAZBREE R

« AP AARRX ATUBRUL S RENRETIER.

SBETLNASNITEETHERTHAHAARR  DECASTRZRENRE.
HEFENXEITH

REERHBEPHZRXBFEEETIANFRUENXEEI RN, X TEREREEERNALATME , 7
BXEEAEREE,

£}

- REAEHEFENBI

- Z2RERVBEFENBD)
- REREBELENVE

- XE A%
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RO ERFEFENBD)

ROBEBRFENRETLUEZEEHRMN AWS XiEH, HEEREXHLIERMIN , hiZFEWRE
MABERE, TBRENRMGEEHRFEREZXED. KBFEF2BIIEGXE.

X FHRAE AWS Kig ( RIATANKXE ) |, ROIBPEREEENFELEGEHN 00 RREHNEHRE
EOIZ R XE,

XNTF AWS IEFRMAXE , SR (BH) . Bl (FER) RLARBK (FE) , ROIBEREDR
REEVEROVXEF, B, MREERENMARBEATREBHEN , NZXKEHNFERHIHE
HLBHEFBEERI (FHFRLMILEP ) Xif (us-east-1) , MEEHHITROIEEN DM,

/A Important

WMREEREMAXGFRILS , WRFFEHIRES BFRE us-east-10 WHRFEFETHRER
MALLMITHEREXBEFHREFESESANS . BIERKZEFNLETRERNAXEZ
WA, FEEF A XA EE R KIE A &S HREFMAXE,

Z2FERINBEFENBI

TRRAEBERIURBAL , ZL2RELXNTHEHLETXE, ZLEA4NMNSBCEAXLERSHXE
M Amazon GuardDuty 1 AWS Security Hub CSPM REUBE A I , HEBEXig B THdE | LURB!
DHNBHABEER,

X FARAE AWS Xig , JRAAE R XS RERN THRIBEUFHTREMD T, LEXEBHFELZLE
0 L BE B A M B B S AN XS R |, flunid & B SN EMIZEER B,

XTF AWS EEMAXE , BERAABFEERSRAIBERERENEFER. REEFMAXEH
BERIN2EHFEIL AWS X ( AWS GovCloud (US) KM Ei XK UAWXIE ) , SMESHM
XN RAERN —EBEFHITOM.

FERITBENSERFIANAN, BERYRENTELEE  TERERBERIANFH A TR
WMBIE, LT BIEREB SRU R RE | F & ARE D EXEL RN BEE,

BEREBELEMNE

TLROISHPELNBBEBREBNXE , Z2EH RN FAENREBESE Amazon Bedrock £ B X
B THE, HEBERERN KBS aBRBUERNBNEN , EF2E BB AKAFEE
Amazon Bedrock EREI&HEH,
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REZTHREDE , ERNIBENBNVESZFAEHRE-—EEEEAERINKE. 2=k, B
FAEH THBETRSHREE Amazon Bedrock £ Bk X5,

X135 7] A 1%

AXAPEXEXEFLLE4WMNEES |, 530 AWS Regional Services,

AR R SR

PIANE ] BT R R AWS 24 55 40 B 304

- BHENRAF  ZEFL2EHRMNNEREN IAM AFRMAE,
- AWSEHRMN AR : AELHNERFN AWS ATHNELKITFENRITE,

FA

« AWS EHIIRN A R 77
- HEARERHATFIY
« A 1AM #5135 E

AWS ZE 400 57 A 5 1778

AWS FREBHBNENBREAMRRSZE , BEMCTEM. BONMLASXEHEFRNA R RE
SRIRRES ., SEUBRL2BHRGIN , NENRGDEHEMA R ATREA TXEXHHNEM -1
FiE AWS BN A RERESEFHEHRANRZE , BEEZERBEA TR 2F,

/A Important

ROIR SRR BRI B A RLA R B b IRV B AT BE 2 B 8 61 32 S5 AY Bt B M B2 A R A AR T B PR
Bl X R LA R HHBEAERVAL[NIT A2 RGREXREHEHEKMK,

iR B AR FM A i

NEZEEHMMBBBAFRFEBLAFICR TR, BUFKERRTENEE, HE 7 HLEREUAR
BEBRERE, XEFITHSXBENSAMNZ 2 ERER,
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A 1AM 2= &li5 (4

BB IAM RERIZHEIIE AWS IKF R MERF MBI RRS2E4EN, BXNLTEEHS
WA E IAM IRIVEES |, B2 R SHMHREE,

BEXME R ERT
RFEEARBEF imMNMHZERRE

AEMEM AWS 2 BEEFHMPIEZAR :
« AWS Site-to-Site VPN £, EXEZEE , 1§55 AWS Site-to-Site VPN AIFIEREN T4 2
AWS Site-to-Site VPN ? ,

- Direct Connect 1%, BXEZELR , S Direct Connect FAF 18RI 1+ X 2 Direct
Connect ? ,

B MEIHE AWS R EH4ME BT AWS KM APl #1TH, BFHRSMXFERERS MDD
W (TLS) 1.2, HBAVEWEH TLS 1.3, BEFREMXMTHEETLEEIRE (PFS) WEBEH ,
f5140 Ephemeral Diffie-Hellman ( DHE ) 3§ Elliptic Curve Diffie-Hellman Ephemeral ( ECDHE ) » K
SZHIMNRE (W Java 7 RESMA ) BZHXEEN, I, XAEAE IAM EEKERRY TR HHA
ID MWFRIHRFALRZIER , RETLUERH AWS Security Token Service ( STS ) £ R IGATZ £ IEH
KREHZFK

B —XimsH AWS HZRZ BN RE

AWS Z2E#0H A Amazon Virtual Private Cloud ( Amazon VPC ) #is s 2 VPC AR IB SR | X
RYFIEZT AWS Z2EHMB, Amazon VPC £ FiEREEHEE AWS 224 41 7 75 1 57 3% 1 5]
VPC, BXxEZELR , H5H (Amazon VPC AAFER) #M VPC Ins. BXxTEATF#EH VPC i

RIFRINROIKE | HSREER IAM FrEEE % DynamoDB B A],

® Note
ReEEIE AWS Site-to-Site VPN = Direct Connect 518 Amazon VPC &,
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
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B MipnEE

AWS Identity and Access Management ( IAM ) @ —I1 AWS RS , AR BIEE R EHIX AWS RIR/Y
A, IAM BEEREFHZSSHRIE (B% ) MEIRN ( EENR ) HEERER AWS Z2E41
RIBR. 1AM 2 —IAI AR B EA AWS RS,

E3-
- FRAEMHITEHRI
« AWS Z2EHMN MAE5 IAM thE T4

ZX

£/ AWS Identity and Access Management ( IAM ) 95 NE BT BLFE AWS Z2EH4 IR FIRITH
BREMmR.

ZEEER

BUUX LB P A AWSSecuritylncidentResponseFullAccess FE B R RARBEX & A BB EHI
BRIREIEENR,

RO EE

XEARTEEXNRARMNERGRNR , ReelhFERABER TR BI=6],

S5 E) RS2 I A R 3R

FIRAR R AT AR B ER 2 A BERMEHIFENR, BWAEILFFBENABNERS 2 A GRERURE

BB AR ARG RES ZRSUENEENMARG. BXESERE , BN AWS 22 /B
RE R,

£ & 02 1T B AR AE

BSRBIIREER M EIEESE AWS WA E, BATHER AWS IKFEAF. IAM BPEEIRA
IAM & &3 T HRIE ( ZFE AWS ),

B ERBEY & HREMNEIENRE FHERE AWS, AWSIAM Identity Center ( IAM Identity
Center ) AF, ZBLNRAINERBZHHBIELAKRERN Google = Facebook EiE # 28k E & 10 # R~ Al
LIRS FMRERN , FNEBEALGER IAM AEEET BRKERIE. HEERKEFHRIE
E AWS B, EREREEERELASE,
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AWS Z2EHM F R
RFENAFERE | EBAILAEF AWS EBEFHEH AWS HRTF. BXBFXE AWS WESEER ,
ES 1 (AWS Sign-In User Guide) A # How to sign in to your AWS accounts

MRBEUREFRNTGE AWS |, ) AWS SFREHHFFATESI (SDK) MarH1T5RME (CLI) , LUERE
BAIENEELNBRAFREBENER, NRETEH AWS TE | MIXMBITNIEREE., BxEHH
ENHEZETEEERNEZER , B5H (IAM BAFEmE) RHEE AWS APl 53K,

TFERARSHRIESE , R UREERMEEMZRLER. HlW , AWS BUEFERAZESHRIL
(MFA) RIEEKFHNZEH. ETHEZEER , 50 (AWS IAM Identity Center User Guide)
M Multi-factor authentication # <IAM AP 1EE) FHE AWS FEAZEFSHRIE (MFA),

AWS Ik 18 B

EOIE AWS KR, BEREFTEEA —IXNKSHRAE AWS RENRRABETEHRNRHNERS
7. WEHMHN AWS IKFIRAF , EARECIRKS AT AN EFERA it MBRBER , BWREZS
. UIEARAFNITRERES  £FERIUERRPBAFZIL ERRASZIERMKITNRR
AP AURITHES. BXEREGUBAFSHEFNESHNTEIR , BSH IAM BFEREPNE

ERA-RUENES.

K& 5%

FERBEXER , EREARFS (BRFEEEAGRANRNARF ) E8EARSSHRIENS B RHARE
B, BAMER Im A R UESR T3 R AWS BRSS o

KREEHRXKELULAFBER., Web BHEHEER. AWS Identity Service WA/ , REMEABES S
PRIEMENEIERGR AWS REWAF, YBEE5H/1HE AWS KPP , e AA® K mMARS
RIS eI,

EEHMERFRIMNER , BUIUEFER AWS IAM Identity Center. &8 LATE IAM Identity Center F1 612
FPHAA , 5 LEEA RS R EE SN S HRPN —ERFPMEANEFE AWS IkKFMNARFER.
A% IAM Identity Center W{E R , 1S @ (AWS IAM Identity Center User Guide) A #Y What is IAM
Identity Center?,

IAM A 7~ 4R

IAM = R AWS Tk IR RA A RSB ARRF LA BERBN —1 5. BUERKNEE, MTR
HREAKHEE (NEBAHAES ) 1AM . B2 , NR0E - ERENEARAIBERD
FENR IAM AP, BUERRGAEH. XESEL , WSH (AV APER) SHHTEER
BEENEARS , NERENEHHAE.
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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AWS Z2EHR AFEE

IAM 4 B —RbigE—4 1AM P 510, EREEAANSHES, BTMEAER—RMN S
FFEERR. MEAARAS  ERATUNERMEERAA R, fiIn, STEEE—1EH
IAMAdmins BY4H | HRIZEARTFNRUEE IAM BR,

RPREAeTE. AFE—5ENMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHRNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM A&

IAM A2 AWS IKFHREERENRNE R, EXELTF IAM AF , BEREARTKE, S LLE
S AEE , £ AWS BEEHAFERARA IAM A€, ALLUETEA AWS CLI 5 AWS AP #24E5
FHEENX URL RRABE. BXFERAACNAZENESER , F2H (AM AFER) BHNEA

IAM &€,

BRIEEFIER IAM SeEU0TERTRER !

- BRERAFER  ENRKEFHIENRE , BURACGHNACGENNIR. HHKE5GHTEORIE
i, ZEONEACHXBRAER TFTHLEARELHNNR. EXKESORINBENER , BS
7 IAM AFiEm) PRRNE=F5HRHEENERAE., WREMEA IAM Identity Center , M FEE
BLEMNPRE, NSNS HEHTIORIEFALFRINAZR , IAM Identity Center X RES
IAM RV B BHEXEK, BXNBRENEZEL , SR (AWS IAM Identity Center User Guide)
B Permission sets,

 ImEt IAM APRER - IAM AR ARA IAM AFPSAS , LRSI BEESHTENR,

« BKFEE  EUER IAM AU AT FRIKS FHENA (EERE ) HEENKS R
o AERRTERKSHRRBRHEESR. BR , X TELE AWS RS , BT LU R IEEH N
BRR(MAREABCENRE ). ETHRTEKFLTANASNETRFNREZENES , 1§
S IAM AR TH IAM RV ESIK P 3R 15 R,

- BRSFER - & AWS REEAHT AWS RSP IhEE, Hlm , SEEEMRSZ I TREAN ,
ZRFBEE 2 Amazon EC2 21T AR E Simple Storage Service ( Amazon S3 ) H77f#
NR, RETELFEARERANEANNER, FARSAGIEARSHEXABGKNITILESE,

- BFAE RSAGERRSAREBEKRF, PHITREMRAN IAM €, IAM EE G T EE IAM
FolE, BRMBBRESAR, EXESZER , F5H IAM APREERNOIERD AWS RS ZER
MR A,

« BEHEXAE - BSHAXABREE AWS BEXREN—MEBRSF AR, RETURARKREHITRE
MAEE, REEXABERESN AWS K/ F , HEBZRSHA. IAM EER AT LEE{E A
BRS KB A BHNR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS Z2 BN 5

« ¥ Amazon EC2 LIEZTTHINARERF : B UER IAM S EE#E EC2 X6l LZ1TH K H AWS CLI
5 AWS APl RN AR FI IR EIE, XL THE EC2 KR F#ILAER. EF AWS A6
B4R EC2 RPIAEEXN ZEPNFAERNARFTA , FECIE — N INRISSHIR SSHIE B XX,
KHBLEXHEEAE , HE EC2 XA LETHRFEBRFBRNZTILE. AXESEE , HSH

{IAM BFEE) HHEA IAM B3 Amazon EC2 6| LiZTH M AEF R FRR,

BETREER AV ABER IAM AP, E3HIAM AP SRR 62 1AM A6 (ITER
P

AWS ZE£EH M maE IAM thE T4

AWS Identity and Access Management ( IAM ) 2 —% AWS BRSS , ATSAEBHE IR 5 72 i iR I3
AWS IRV IAR. IAM EIE G RHE AT LEY S HRIE (25K ) ARN ( BANR ) REA AWS &
LEHME FF. IAM AR FZFEAN AWS BRF.

AL B AWS Z2EH N ZEEH IAM IhEE

IAM Zhg RS RE
ETF 53 KR =
HETFRRH R £

R IR =

R IR =
PSR B (£¥K)
ACL B
ABAC ( REEHIIHRE ) =

e B A IE =
HRIFELE (FAS) =
REHAE -
RSXEBRBE =
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S REBHIN AFEE

e

- EAT AWS Z2EHMEN WET F B I KRS
« AWS R SHME WERBI4E

- AWS R EHIIN PR FEEFISIER (ACL)

BAT AWS T2 EAMN ET 540/ K

ETEMHHNRBEEAUMMESHS (0 IAM AP, AFPASARE ) B9 JSON IUPRFRE XY, XLEREL
BHAFMARTEMPRA T XL RRTHLRE, ETHRNMUEET SRR , E55H
CIAM A FER) HEVAIZE IAM REE,

BB IAM BT 5 BHE | BALUEE AW RIES 0 RIENTRAR AT RELRIENRIE, 5
R EETHANERPECIH BN CEATEMMOAFRAE, ETHTE JSON M {E
RWFETE , %55 (AM I 455) ®i9 AM JSON BT %31,

F&

- ET 5 HONERBRE

- REEREREK

- A AWS Z2EHIEN EF A
- ATAPEREMITE SRR
« ETRFER R

- RERIE

ET 508 KEE R

RINBERT , ARFFAGSELERIENRN AWS Z2EHME BRANER. eIt EER AWS B
#EIA . AWS SS1TRE (AWS CLI ) 5 AWS APl HUTES . IAM BER TGIE IAM £ | 25
APRNAMERRRITRENNIR,. EEABETAEAGTN IAM K& , ARFTURAAR,

BT RMAERX LR JSON REEXHOZET IAM SHNEK , 5K IAM AFERTH 02
IAM ZRR&,

BX AWS R EH4ENE L HREMTRRENFMAEE ( SEEMNRFRXEN ARN X)) , S
% {Service Authorization Reference) A #Y Actions, resources, and condition keys for AWS &2 4
el R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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AWS Z2 BN 5

KRB R ESREK

ETHONRBRBEERENMARS AR, HREBEREKS D AWS Z2EHBN FiR, XLH§
ERIRERE AWS IKF AR A, SIRSREET BRI RER |, FERN THEREMEW

AWS HEXARBRZRARENRTFTA] : BEFREAAFMITERBR TR , HEA AWS £ERX
EBKANTZSERNERAGRE TR, BTUE AWS K PR BIX LR, RNBUBIENRET
BHERARBIN AWS EFEBRERBEKE-SRINR. AXESZEER , HZH (AM AFERE) #
B AWS HEERME TEIRRERY AWS FEE R

R &R PR : EEA IAM REEIRENRE |, BRRTFHRITESAFONR At , BTUENLES
EFRGT AU BEERRNITHERE , RN KERRTFRT, BxER IAM NARBRHNESEER |, 1§
Zi (IAM FFiEE) Ry 1AM B9 KBS AR .

£ 1AM SRR Hh Y S 43 — 25 BR i 7 (B) AR BR - 42 AT LA [ 38 B 7 D0 & 44 SR BR &6 XY IRER B R AV 5 18] 4
m, BUEERBEXMRIEEMXTMER SSL REFIBEIFR. MREIIFE AWS RS ( Fln AWS

CloudFormation ) SE ARG\ , BE A UERARZEREBEFTNRSBRENHENE. EXEZEER

HZH (IAM BF1ER) 8 IAM JSON EBE TR © &t

£/ IAM Access Analyzer BAiEEH IAM K& | BBRNRHREMRIIEEM : IAM Access Analyzer
LWIFFRENMINERE , LUARKEAS IAM KEIES (JSON) F IAM &{EXEK., IAM Access
Analyzer 124t 100 STEXMBLEMATRENEN |, UHBEHELL BYAEMENER, BXESE
B EZHE (IAM AF#E8E) 8 IAM Acess Analyzer REEIE o

FEZSEEMRI (MFA) - REFILHNZEEREN AWS IkKFHE IAM BFSERAF | 58 H
MFA RIEEZR2M, EEEEA API BEREE MFA |, 5 MFA &4 5NN EKD, BXES
EE ,BZH (IAM AFER) REES MFA RFH API AR,

AX IAM R REXBNEZEE | 551 (AM BFERE) B IAM b2 £ HESEE,
A AWS Z2EHR 244

E 519 https://console.aws.amazon.com/security-ir/ , AN ET —HFENR, X LR AT TR
FIHMEEBREN AWS IKFHH AWS Z2EHMEN RN FAFS. MRAZREXFENRENR
BEAFKBNETHONER , XTHMTZREBHNEE (AFRRAE )  BEAEEEMAEREZ
1T

NFREZRA AWS CLIH AWS API AR , BLFEANERHKEEHENRE. Bk , RAFHR
SHZIRNITH API 2 /E48 T E AR 1E,

Bfhn AWS ZE£EHBA LR RAABE AWS HEXE , TBRASNAGTUEARSERE, AXE
ZiEE , BZH (AM AFER) PN A RIIRER.
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AWS Z2 BN 5

AP ERMWIE AR

ZORBIGER T BRI EE |, BLRYE IAM AP EBM MBI EAS SO NERNEE R, R
TEBIEHEHAESELA AWS CLI 5t AWS API SU4mTEH X TR LR EFT BRI R

E T RIRAY KBS
AWS % 440 57 A B T 3R Y SRR

XEFETHRRARE : &

ETRIFHREE M N BRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM

Amazon S3 FEMBRE, EXHFETRARNEKBHES T , BRSEERA TUEACIREFHNEBER
RAVTAR. XY THEEPHMNRBEE TR , RIEE IS E AT X 2R FRRITWLEREAR A LZMS
THT, B4R ERETHRRNRBHREEEE, THEAUSEKS. AP, A6, REAFZ AWS BB

%o

BXEZEER , BESHE (AM BAFER) BH IAM R EIK &R A,

REFIRE
EAT AWS % B4 56 R IR1E

XEFREERE: R

EIE R A LAER AWS JSON REERIBEW ARG R ARR, WY , B EET X LT IFRR
1THRE | UREFLAFHTNIT.

JSON ZKHE&HY Action JTEHIR Al F THEREEF R T SIEL T RIAVRF. REIREBRESXEKN AWS
APl BERIE. B—LHIAMER , GIaEETE AP BRENNRNR B1F, &F —LREZEERMK
RIITZMRE. X LM INREFR R B RIRE,

AR T L EREUR FHATRERENRR,

EBEE AWS Z2EHMNIRIENSIER |, 535 (Service Authorization Reference) # AWS Z£ 54
i 37 7E BV R AE

AWS ZE2EHR FHREIREERETEANATIE !
AWS Z £ E #4015 -identity

ExREMEYPEESTRE , BEMAESFHENRIT.

AWS ZE2EHIN A5 IAM tHE T MRZR April 29, 2026 114


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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AWS REEHIR F IS
"Action": [ "AWS &£ B4 &I -identity:action1", "AWS &£ E 405 5 -identity:action2" ]

AWS %4 S 440 57 #Y 58 i 5 IR

XERBRR : B2, EERWLUER AWS JSON RERIEEEANBRMTARNE. HHR2H , B E
AT LA AR IRMATERE | UREMFAKATIMIT.

JSON K EEHY Resource TEREEEZEQHMAREN —INHZINR. BAXMEBE Resource
NotResource Jt&, #ENREXE , BHHEHAE Amazon BREF (ARN ) BEERR. M FXRFBER
REE (MR BRBRENR ) VIRE |, BT RITIIRAE,

NFFXFRRERBORE (MFILRE ) | FEABERY (*) BREINATRERR,
"Resource": "*"

AWS Z&EHIE R 19 KBRS 45

TRBETRENRMEMAR . T

EIE R A LAER AWS JSON REERIBEW ARG AT ARNR, WY , WD EAET X LT IFRR
1THRE  UREMALAFHTNIT.

¥ Condition 7t ( & Condition 3t ) F , LA LEEEATERNRMF, FHETENTIETE, ETT
BIREAZMEER (flW , ETHNT ) BFRHRENX , SERBEPHFMASERPHEMETE,

MREE—MEFREEZ D Condition 7TE , EE A Condition TEFIEEZSME , N AWS fE
M AND ZBEHE IS4, IRENENZHREESNME , M AWS KA OR BEEERITMASF
o ERTEWNNRZALTUREARBNRME,

EREERGN , BETUEASUREE. S, REEEA IAM AF &2 IAM AP, B8R
HEFHRRENRER. BXRXEZEE , 55H (AM AFEE) FH9 IAM RiETE  TENRE,

AWS XEF2RFHBVRBETRSHZMAR. EEFME AWS 2REZHE , F5H (AM AFE
) P AWS £FEMALETXHE,

AWS Z2E4mE Py iGaEEE SIFR (ACL)
X#EFEACL: &

mEEFIFIR (ACL ) EHBLEMAE (KFARA, AFRAE ) ARGARKR. ACL EETHIRAEK
B3R EL , BEEMAER JSON MR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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AWS Z£EHmN Arigm
BT AWS Z4E4 MmN ETE M HENPRES (ABAC)

X#F ABAC ( REEFHIIREL ) : 2

ETEMEOERES (ABAC ) B—HRKRE , ZRBETEMERENNR. £AWS 1, XEFEMH
MARE . EAIBURREMINE] IAM K& ( AP RAR ) Uk AWS HiR. FRICKEMRERZ ABAC
ME—%, RFIRIT ABAC KB , SUEEHENHRESMNZH 15 R R FRECE A 2 RE. ABAC
EREBRNVIREPIEERH , AERBEERFEBAVER T AT IR HEA B,

EETHRSEHEER , BEEMFEH AWS:ResourceTag/key-name, AWS:RequestTag/key-name
B AWS:TagKeys RHBERMNZA TEZFRUFZEE . UREMRSN TG REREH X
FIEX=/N&HR , WNTZES , ZEAR. IREMRSNN TFHBIRREEIFMEX=N&M4
2, WZzERNPD. BX ABACHEZEE,EZHA (IAM AFERE) LR ABAC?, EEEFIR
B ABAC SREVHIZ , FS1W (AWS Identity and Access Management AIFF{5E) FWERAETEM
B 5 R X BRIEH ( ABAC )

FiEet EIEAF AWS RE B/

X FFIREAEIE : &

AWS RS EZFEAGREIEIRRNLTEEEIF, BXESER , TEMLE AWS RF 5 inet EiEE
&R , 5259 (AWS Identity and Access Management AP 1EE) HEIMER IAM B AWS BRSS . 40
RETERAFPENZEMAEMT ER R AWS BB24 4 | AMERAKMEIE, flin, H&EH
ROFMNE SR (SSO) #ZiHE AWS i, ZI BT 0IZ IR Ei. HEUAFSHERE
FlE , RERACKN  SE2E8HRIGHEIL, BXRAGHNESEER , 551 (IAM AFE
) PR EAE (BFA).

&R LAER AWS CLI 50& AWS APl Fa1 I 2IGRFRIE. 2/5 , BRI ERA X LIS EIE T A
AWS, AWS BIUEHBEKIGEILE , MAREAKYHRZH,. BXRESEE , HZH IAM 1Y
[P s AN

AWS ZEEHMFN Wi LGB SE

THERFEATE (FAS) | 2

HEER IAM AFHABE AWS FIITRER , ZREA N TSR, FARLRSH , BT
— MR, RERBREEEMBRS B35 —MRE, FAS ERAEEAR AWS REHNR , £51F
REY AWS RSS , B RS A LEER. REERFBIFTESHYE AWS BRERERXE S BETTREY
BERET , FRKHE FAS ER, EXMERT , ELTEFRITEATURENINR, BX&KH FAS B3R
R REEEE , TR TR,
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AWS Z2 BN 5

BERR AWS R B 5 40 F0 15 8] B3

ERUTEEAHPEIMNEELEESHER AWS Z2EHIINHM 1AM B AT 828 B /Y % WL 5

£

o REPIITERE
« RFEBINIT iam:PassRole
s RFLEAWERN AWS IKF 2N ARTFREN AWS ZEEHIR TR

BILBINITIRIE

MREBREFRRET , BRETRIITENRE | NATEH R AR TFRITZERF,

% mateojackson IAM A P Z iR A1 H & EF B XEM my-example-widget BRI FHEL , BT
HEM AWS T2 24195 GetWidget I RET , €K £ U T RAI4EEIR,

User: arn:AWS:iam::123456789012:user/mateojackson is not authorized to perform: AWS Z =411
M :GetWidget on resource: my-example-widget

FEHRBERT , BRMEFH mateojackson FAFHIRRE , LAFER AWS Z2EHMR GetWidget BRE
Sk 118 my-example-widget iR

MREFERD , BHRAWS BEER, ENEEARRHEFREILEN A

EELDINIT iam: PassRole MR BRRE|—MEIR |, IEABRTEININIT iam: PassRole #4E , M AME
HMERBLUAFETARERES AWS Z2EHMR,

BE AWS RS AR ARELEINZRS , MARCERMESACIRSAXAR, Mt , L&
MEEFABEKEDRSZHNR,

HE A marymajor B9 IAM AP 2R ERRE AT AWS T2 EHEN FHITEREN , 2 RENUT RS
Hix, BR , RE4AEARFAGHR THNRT ARTIHEE. Mary TEBFABEKEIRSH
PR

User: arn:AWS:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXFERT , HIEEH Mary FISRBELA R R b3 1T iam: PassRole BF, MREBEEHDE , BEKR
AWS BB R, ZNEERERRRHEZEIENA
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ERARMNIRS ., ERERNEE  EFZRSHRFSIEKABXH,

AWS SLR : AWSServiceRoleForSecuritylncidentResponse

AWS Z£EHM R A8 AWSServiceRoleForSecuritylncidentResponse K IRE X &
(SLR) (AWS R EM4RNKEE , ATRBIITENKS, SIBZREIFIRIZHEXER)

PR

AWSServiceRoleForSecuritylncidentResponse FRZHX<ABETUTREZRARAZAE :

* triage.security-ir.amazonaws.com

Mzt AEMHEEZN AWSSecuritylncidentResponseServiceRolePolicy B AWS & K, ZR%E
LFERZABTUTRRRITIRME

« AWS Organizations : AT ZBRFEXRA T ZRFHLARTKIKS

* CreateCase : AT ZBRFHARLABRRIK, IERSZEH.

* ListCases : ARFHATIERREHTZEEAEBENEERRA

* UpdateCase : ATFIRFHATEREREEHMEFI THIEE.

« CreateCaseComment : RFRFWATERREBEFHERE T NEHZE,
* ListComments : AFRFHALERRBEEFERITEIFEMENRGIZ T,
« TagResource : AFRFHERREENZRFH—ZH5,

EEAR

BEZFHOURRSKEKAR, HEBE AWS EEEZH G, AWS CLI, = AWS APl FiIA AWS £%
BEHEMNE , ZRFSLNECERRSHEIBE,
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¥ , MZEEFE AWS Organizations BEIK I F3h 4
MAZBRSE , ZRESBRINENERSHEXAE,

ZR (IAM AFiERE) FHRSHEXAEBNER.

MREMBRZBSKKAE K RAEFTEFBRUE , KUUERARREEKFPEHRIBLEAG, H&

BRERE  HREEEURAEREESEH. )
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MRBEENPR , £F IAM =& (AP, A8 ) 8, FESINRBRS<EKAR, EXEZE
AWS Z2EHR < FH AR AWSServiceRoleForSecuritylncidentResponse_Triage RS HH< A

AWS SLR : AWSServiceRoleForSecuritylncidentResponse_Triage
& (SLR) (AWS Z4EHMANKE  ATREUBEREFREZFERLEN , AERLBSUED

 triage.security-ir.amazonaws.com

AWSServiceRoleForSecuritylncidentResponse_Triage RS HAXABEEUTRERAALE
ZRFLEAZBEI AT ERIITRE

£ AWS IR LT,

B AN 2 1L SRR HY 2 & 1 AWSSecuritylncidentResponseTriageServiceRolePolicy B9 AWS £ & KK,
31 GuardDuty BEHRHRHE,

EH . AF1ZRSE 82 Amazon EventBridge FEEMMN, LN 2EH AWS K F FrERE AR HE |
Amazon GuardDuty : AT ZBRFFABRZELBRFUBDERES

AT EEHENKFEERZRS. WRETER triage.security-ir.amazonaws.com B

, WEGRURBERESEH , URB
AWS Security Hub CSPM : AFZIRFIIE 2B ANFEN~RER , 5IHAL KR FNEE Ak
P, ABRZERSUBDERRE , URKREGENRAERESH.
AWS Identity and Access Management : BiFIREK R
iF 2 A BEEE GuardDuty MalwareProtection,
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AWSServiceRoleForAmazonGuardDutyMalwareProtection REHX<ACHNARESR , LB
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SecurityIncidentResponseManaged=true &R, AFZRFZERARKER
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EEAM

BEEFHUERSKEKAR, HBE AWS EEZEE. AWS CLI, = AWS APl HiTA AWS £
EHERE |, ZRSENECIRBRSHEIAE,

MREMRZRSZKBHEAE , AEFTEBROE , BUUEREEREEKFPERCIREAG, L&
MAZBRSE , ZRFLBRANECIRRSHEXAR,

BYMEENR , £ IAM K (AR, ARNAE ) 012, FEIMBRBRSEKAG. BXESE
B, BEZHR (AM BAFERE) R RS HEX A BNIR,

AWS ZE£EH4 A RFAXBENZ IFXE

AWS Z2EH N XFERSTANAEXEFERARSHEXAE,

« XEREP (@mIEM )
- XEES (HmBRM )
- XERE (FHEFEL)
- BMX (EZRE)
- BiMuX (ZERZ)
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- BMuX (K=
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SLR XM X MRZR April 29, 2026 121


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

AWS ZeEHION BFiERE

- WA#K (&R )
 WAX (FE )
- TA#BX (ER)
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AWS FEE K

AWS EEXREEZH AWS QZMEEAIRILRE, AWS HEXRE EENTFZE LR RFIRHAN
R, REETUFHEANAF, ANBEDTENR,

E@AF, ANAeRNR , EACRERKMAL , £/ AWS REXARBER £, 2Z{UVEN
REAMBENRG AM ERERARBEENEMEZ LR, BRZEA] , BUSMERRMNN AWS
EXERE, XURMEEZENFEARE , TEEN AWS K REM. X AWS BERXRBNESE
B, BEZHR (AM AFiEE) R AWS EEX KK,

AWS BRI RESF MEF KRB AWS HE R, BT EEHR AWS REARBHINR, RSER
2@ AWS BERNRBORNMFAIMURAZIFHIFE, WREFLFEMMRBOFFES D (AR, 4
At ). SRIFMBUEIFTRETHRN , REZBAURKIEMHN AWS HEX KK, REFT2M AWS
BRI PR ERR |, F IR EH T 2B EH AR,

A, AWS R HFEZ MRS TERENIEERNRE, Bl , ReadOnlyAccess AWS & KB
REXNFIE AWS RSB RN RIRHRNR. HRSEHFIFER , AWS SAFRENTRFMR
ENR, BXTHERERENFIRNES , BESR IAM AFEEPNER T THEREN AWS FEER
R

F&

« AWS EE X B : AWSSecuritylncidentResponseServiceRolePolicy
« AWS E KB : AWSSecuritylncidentResponseFullAccess

« AWS IEE KB : AWSSecuritylncidentResponseReadOnlyAccess
« AWS FEE KB : AWSSecuritylncidentResponseCaseFullAccess
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AWS Z£EH0 26 A AWSSecuritylncidentResponseServiceRolePolicy AWS &R B, It
AWS IEEREAM NE] AWSServiceRoleForSecuritylncidentResponse BREAEXR A, LtLFREEE
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BNERZEPEEDIASHER (PI) REMHNERHRES . AWS ZL2EAMNLERAR
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ZARS S 6L L SR BE RS BA T BIRMATIRAE -
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« UpdateCase : RIFRFHATEREREEHMROITHIE,

« CreateCaseComment : RFFRFWATERREBFHEREATNEMZE,
* ListComments : AFRFHALERERBEEFRITENFEMENRGIZ T,
- TagResource : AFRFHERREENZRFH—H5,

EERNUREAEXHNR , BT USH AWS HEERBEPHY

AWSSecuritylncidentResponseServiceRolePolicy,

AWS £ E KB - AWSSecuritylncidentResponseFullAccess

AWS L2 E #4084 FH AWSSecuritylncidentResponseAdmin AWS £ E XK, HERESZFX
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BNERZEREERDIASHER (PI) REMHNERHRES . AWS ZL2EAHMNLEAR
ERNIECRBFEERS . RETESH TLAARBRHIE

RERFAE R

ZARST 2 A R AR AT B IRHATIRE

o IAM EERIRFENR - BFRSAFAXNAE AWS ZL2BHIE R T IRNTRIRREH R,

« IAM ZHEABERR : RFBRSAFEHR. R MERMCIE AWS T2 B4R FRR,

EEFHRBEHEXHNR , 25 AWS FEE KB AWSSecuritylncidentResponseFullAccess,

AWS IEE KRB : AWSSecurityincidentResponseReadOnlyAccess

AWS Z£EHN 26 A AWSSecuritylncidentResponseReadOnlyAccess AWS 1T E K&, LR
LR FX RS RO RN RIRFRENR, BALUFLE RS IAM EHRESFER , URIERN AWS %
L EHIERN R,
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EERMRIEMEXANIR , FS0 AWS HERKHR

AWSSecuritylncidentResponseCaseFullAccess,

AWS IEEXKRE : AWSSecuritylncidentResponseTriageServiceRolePolicy
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It AWS FEE R BE S M NZE] AWSServiceRoleForSecuritylncidentResponse_Triage BREGHEX B,
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« AWS Security Hub CSPM : AFZRFIEH B AMREN~RER , JIHAL KA MEE A K
P, RAELZLBRFURDERRE , ARBREGRUNBEEEEH.

« AWS Identity and Access Management : BiFIREK R
AWSServiceRoleForAmazonGuardDutyMalwareProtection REHXACHARESR , LB
iF =& 28 & GuardDuty MalwareProtection.
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R ZHF. X X WiGRE IAM 25, BXRIKEGT AWS XN THRNRRNESELR , E5H
Getting started with X,

AN, MREFERRERAITH , BBHR AWS EEELZ£HRA.

REBHIE N TR

REBEMHMNUTRMI—XT UK AWS £XREA , £ XRIREAFFARMAIE  BHEBEFBRBE AWS
TEREBERANBAEF - T ARNLZEEHF.

ZESBHMNITRPIERMUOZE 25 AWS EHEANZ2 B4 RESFFNIRES T MHE, #A]
FEA AWS RS BERDB O MBRARERR , ANEREREEN., MEFRHEZ2BUNRES
B, NMiLENERSEEENELLEH.

AWS BEFAILIBE AWS XERFISREEHMN TRIMES,

- FIEEF :
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AWS Z2 BN 5

1. K A5
2. RS kP
3. %3 &%
4. FEM . —REE

- FRAFRAGR ZX&F IHRINEF,
1. KAt
2. RS : KF
3. %3 &%
4. EM . EEEB

- f#/ Business iR X#F itRINEF .
1. K/ A5
2. RS KPP
3. %3 &%
4, PEM  ZLEHNEEE

 {#F Enterprise X X#F itXIWEF -
1. K= it 2%
2. RS kP
3. %3 &%
4. FFEM XA KB

- A AWS Z2EHMIBITFEAEF : 7 https://console.aws.amazon.com/security-ir/f L FZ 4%
4 1m R7 42 | &

DDoS a5 3% 3

AWS 2t AWS Shield , X2 —TEEN 2 AN EKARS ( DDoS ) RF RS , JRHFE AWS Liz
1789 Web R, AWS Shield IREEFEIETRNF B L ABREFEER , TUARARE R NA
BEFEVNEFER , AHEEES X5 XMRAIATM DDoS RIFF 2k, AWS Shield IREFNELR :
Shield Standard 1 Shield Advanced, E T #XAAMNRFIZBHX S , ESH (Shield THEEXXHE) »
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https://aws.amazon.com/shield/
https://aws.amazon.com/shield/features/

AWS R&BH IR ff 5
AWS Managed Services ( AMS )

AWS Managed Services ( AMS ) A4 EBEMN AWS BEiigiE |, BRI FNAERF. AMS
KR ESREREF ENEMRE , LBEBRESEFHMXNK, AMS I BSHRITERLES (6
MERER, KR, I TEE, Z2UNBHRS) , HUURHLEGARBRSKME, STNXE
IR BRI

AMS AREB-ERSRNMREIER , ABRRENBERNE KB, BIHERE , AMS BE—
AFEN B MFHTHFR  RIEREE —BNEL, XETHFMREDERBHEE AMS FFH#
Z , REEFREBITRHE AMS thiBNE R IERE.

BERRNRN T EWEHmEITR %‘JE%EE%@EME’J?#"HU% BXE, ERERZELENH
B, BN SBRAN TERER BT AR @R, REEZEEHOMNRE. TeBYFAIRA
i, EEAEH. iiﬁ%uuﬂ\uﬁk?#ﬂl‘]}*».ﬁﬁﬂ{ﬂiﬁo

T IS4 B R Tt )

NEHMWRHENE - M EREAWAITTR . FABATREENENEHBAITYMEBEER

fit, BHMMITYR— SR, BESEUTHS

o SEH0E B BABLIAR - BEAREE 4 0E R BARY B PR ANER AR

- AENER  JHEHABNAEAXE  AFARBENERESHNNAE

- BT  FANERRAGE , URESHLXEHE MM TEE
LR YR ESSERRRAHEABRE , FANEHEENERE. AWS Wickr iR —MEHREZEMNHINERE
RENNRAEF A

o« EMUERIR ERANPRENVATE | FIREA WM ZNEER (Flm, R, oA, RER, B
g )  SREXEMRPERINSRIIRE

- EHFENNRAREN  FAUANAXNSHANTEERTOR , MABESHNLER , REHE
iR EME N EIREF B

REXLENBHOESTHAENTLNLRTHREL , EENMANEHBRNITY BRI —FT=M, &
HEEHEREERARNBHEAITRI,
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ERAEPEERLEBE

RATRBHEB PN ZEEY  BEETHRENMENRE SR, THEXLENBEEES NG EH
MYUEXEE  MANTFRIDERRESKRMEXEEXNWNAREF 2N —BMUEREE, BEN
BRAXHRERH , HIBEEFNWENEXEPREH . ENEBI XHENRNBEEE | FMHEBELLTI
B :

AWS IKF 41 . FETH

- BEZDAN AWS K ?

o XL AWS 0K R AN{AIA LR AT ?

« AWS IKF I FHTRARH ?

- BREFEARSIEFIERE (SCP) ? IRE , B SCP 3L T WLEH QP 2
- BRERHE T UEANXBMES ?

o WEEIIRMRE (FRMIE/EF ) 2RFEMBLEER ?

AWS BRFER

- BEMRT WL AWS BRS ?

- FRARIZH AWS RS E L ?

« BRERN

- BEERT LY ?
AWS B3R IFE
- BRFEARBEEWMG AWS #H1THBRIE ?

- BEANE IAMBAEERAF (EWERMAZ ) ? B AWS SNRIIRAEZTSHIEME
(1dP) 2

« W IAM AESRAFRHE R THRRE ?

- HEATERESENR , WS E I RRR 2
AWS ERHER

- BHTFRAGERT L IAM KB ?

- BREFEATETRRNRE ?

- BRICFER MK

- IBERTHLE TR ? eNE#EEML ?
« BWRBRE AWS CloudTraill BE? MR R , SA1E#EML ?
tN{a] 256 CloudTrail B&E ?

BRABB AT Amazon GuardDuty ?
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AWS B2 AR 15
o W{aiA A GuardDuty BELI ( flanEH S, THERS%, SIEM) ?
« RERAHEHREREE SIEM F ?
- BREQHIPUBEIR?
- HITEERBAESHET , FATHLETR?
- &R
- MEZLMWIRE, WRMEREYE LRNEE ERMNEHEIN ?
- BHRMZWAE AWS E# ?
o RRITR Z (8] /9 W 4857 2 = a0 /Y 2
- SERERLR M
- ERNSHNAREFZMAEN ?
o TBLE AWS BHR Al AR TFF 15 18] ?
o« BRLE AWS Tk B2 T [ AP B iR e ?
- I8 7 WL DDoS RAIBLIEIEHE 2

IERRBEARERNRIZED BEE4E DA IMA THERE | BEIRERS S ZLE AR SR
RZE£EH, 2HIEKABRAREFTNTUAGCLZ2FE  ETURERENSEEMNITMEHITHE
B,

i E B B2 1T 30 F A

HEZEHBARENXBARTRIETHFM. SHBATHFMRRERT —RIAEHERNLSER , #
REZRELBHINER, BWHNEWMPRAEEA , BOREANNHIRN AN,

Rzt 3 PB4+ = 6121730 F At
Rt 33 AT B2 R 8121730 F 1 -

- THIEH  RENTABNSHCETHFM. XSEELRS (DoS) . HRRHNTIEMESR
fo

- BANZLFAELURER  NHENEANEZLFELIMER ( W0 GuardDuty FELI ) £
BT FM, BESWEI— GuardDuty BEXRI , ABE  “MEELD ?” A ILEEIRGE
GuardDuty BELXINH 2K BAERI , REXNEFNAEER GuardDuty AEXILIZET3F M.
BRIMAT FIESHVERTE GuardDuty XHEEFHRE, EEFENE , RIAMERTHT2EA
GuardDuty , MBEE[ %, B>x Guarduty WEZEE | BSHMRE A : ZIHEEE X - the section
called “A] W AEFEIR"S
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THFRNIEHAE

THFMNLTEREIMMFETRNEARSR , LEXSBEMMN EENREEHS,
THFMPNSENTE R

« ITHFMER  ATHFMHNBEXRRIEAZR ? 2THFHNERRTL?
o RREM  WBEHGEFEPLEASTNRUNG ? MBHBARMTA ?
« MEMAXERES  SRMEAR ? HRRRABERERTL? SMIBHERTHRERMTAL?

- [WRLSER  EEHENHENER , BEREUBL R MEERE ? 2 MM R THEESR ? MiZET
HARBFEARBITRHRIE R ?

o AW ;WSS ?
« O WA E X ESTE ?
- B MAREEARREHELIETE ?
« ARBR : AAIMIRT HHBREED ?
- ME : FEWHNREREFRFIARE &7 2
- HEER  STERNRBE , THIFRNHESREMTAL?

NBREMTIIFRFNEER -, QB NMTHFREREE L2 THFNSELREHE. £
FIHMFELIE |, SIMRSAXEEES , TUAESNMTHFRFIRE, EXTWERT , BT RXER
ERIREPEEN , AETHFRPEIA , ARETHFRPBABIIBHESR, M—K , BEF
B EBNT FRAEIRERNEE. BYCIBEMFRABNTHFMTNERIHAZEE , BTN
EEH IMETHFMNFERLRE, &E , THFRAIRSEENEAEBMER ; ERASR-B/E , X
EHAR T 8oL RERERM,

~lATEh F A

BEXxKEBROTFM , FSFMH = B F#the section called “TE FMHER". AW RETHETFIES
EBRIEMLTHFMURTHFMRBEBEANS, AWM, EXEENR , AMFENTHFRBREES
TR SHRERONE, BEEBATHIFRFINTSRANTERERSEESHEXERARE.

E TR

EEAATMARL R , BB EBHLTMEL  Bit | XAFLTHARNBHEMNED, ELER
ARATHROIXMITEN —MEE, BUSEEANXITRATNLZLEHTR | SERBRPDEFRIH
BAR, BARMER (TTP) , iLAABSWNRANPARRENELNEES | KEIMTHACHSE
0 R BE A
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BEE SR, 255

- REMEHEZER BB TEHEEARWIUED.

« WX T EMTERZAABENERIE,

- TERBMERERT |, F25ENBEHBNAITAYE.
« RENSIKENFAE LN RERA

EEPEgic)
BREED N =FRE .

- RENES  SEESFENSETBREE-HETHRHFITS , LRI EHRNRSEXES 5t
X, KI/ACNRR , URGIEARENABIENTIF M. BEERA-—EXNNBEENZ i
MR P IPRTROES. AT RERGTIRAERMBNGEE  RMEMNETRE. ARMBE,
ENieF , RRRLFALHN -3y , EEHBNTESHEANEGREABRETSEEREESF,

- HREL  KAANESTTRESBHMWAAR (R ) FEOEMTRE (LR ) ZRBHERED, BERA
BERREEZEFL (SOC ) WERAARK , B UBRBEXGMESHF LS EHKNHAMFTIZS
HXxE, ARBEFERZENXEANREZIRHR B[ RBRZEREAR. ERITZRA , 4
A& SRS ERMEEDME , ARSIV EBEETITE, ERNELP  TENXIRRXESE
i N TAERV R AL E . TEMIRAERERF (SOP ),

o RNESS  HARNES T , #HBG (AR ) ROETHRE , AETEEE ARG EB IR —R5IE
o BH#TT (EERA ) A —EAERGRERE MG E , 2t |, TAERR I EMEIINN EXEH

KYBED . HTARKEGAREFAENS , RS HEETE | FRERHER , WBRIZEET
SN IR I BSKER IR R

® Note
AWS EREZFFEHITEASLRES 281 , £TEEFSEN M4 ERAKISEN XK,

R1EBGTX/LRELN—ELEXTBEZR, BRIEZNRE  SEELVEEANRZEN , TREBELANAT
RIITEEX.

®1-BRARE
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EX
\
1]

PREER IR

Sxt

RHEES

LESEAE T XA
TET-MEENZE
EEHZR. AR
SR, AT LE
BoRER |, FiEd—
RIBETNRZ RHE
HEEHRE.

FRBEEARTRRD

&

EJUNE L4

MR TREES , it
RRGEMITIR,
KENESGHE |,
REBSSEEMME
, ARARGSEE
, FFESEAT R
o

REZHRRARE
35, BBEAKT
BB AR BB

=a)

ANYNESS

RERGEEREE
BRI WELTE K.
EREERNRRLE
S5 &R T HbE
BENFBEAT,

EESHRSNRE
35, ARBBKF
B FR

=
=

FERERNAFERNEEL, WTSEENBENMANS | SSRGS AIHERBEBNTL |

R BT LUARMN R ARERWELRE (HINREES ) AF , AeBERETEIRNERAVELIEE
(ORNESR ) . BNREASFNEERAE, RENMBEERERENRE, HTARESFNERMEM
A, —EEP AR RERRITLES.

B LA
TRBIERWHELRE | ELEEHEFEUTLIR

1. EMROVELSER | EXELZSNENERRH Bir. XMEHBNZEIASZERIINE.

2. MEXRBANZERE  BEELFERGNEANSEE, REEGNZR |, TS REMRI=E
MXT , PlaES ., BEHTREFIINASRE.

3. EMMNAZR : MABREERFAT , WARFEEHNENEMENZTR, FAMERNVHPLLES
RERABENIT R

4. HMAFTRE | RANBRLURBERETARENHALE (PENRESNEESRASENENZ
=)o PARNRBEESZEMMBERENBASR , HNRARILMBERGSEERSEHK , UK
RARIE=R,

5. BEEFHRE (AAR)  BEMESFEHRARRAIAK, BESTHERRH AR TRFENE
BB, AAR NEEZEBNAENMY , ACRARNELSAARAIITR , LEERRAELL A ARG
RERHEE
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Technology

NRBEREEHREZHTEAHARAELINER , B4NNA B FEERTHTRAE, THREEHX
B1T3h,

BIZE AWS Ik 45

AWS Organizations BB T&EE AWS BRNEKNYT B , ST EEMNKEE AWS I35, AWS 4

MDLBEBM AWS IKF |, XEEREBTXEKFERN N ETHTEE, BOUUFERAAASET
(OU) , BkFDHE - , Fh— N REE,

NFEHELN , B - NS HENIEER AWS IKFE&H ( SRERSEAE TNEIEALA ST ) £
REHE, £X2O0UF , ENZABLUTIKS

- BEEYE  RAERASIBEEH AWS IKF A,
- R2TEHE  REL2BSEFERETE AWS K/ H. KFUREBRSHNERLEER FHET.

£HGE OU # |, A LU RS —BUEKF, |, LA LA BREEN S MNXEREKS, |, E4EURT H
KA RESENLESMNEEEN, UBEXERIKFSZAG , IREREZERD (HFS5 LM
b2 ) (us-east-1) MEE TSP ( BMERM ) (us-west-2) iBE |, BBABFEEUEALR L THFHEH MK
F . —MNATF us-east-1, Z—NATF us-west-2, HTFMEFHKSFEZNTE , B S MEEHRLLER
BIEFM D MEGEIK S |, SAEWN A BB M ER |, B A X LK - 3 170ER

TERERT —MNKFEHRE , EHREFE—EIE OU , BE 7T RES M ENEUEKS
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AWS Z2EMHIR PR

k] AWS Cloud

N,

goo

Organization Root

) A8

Security OU Forensics OU

"o Co Ch o

Security Tooling Account Log Archival Account Forensics Region 1 Forensics Region 2

AT EAMREX S ENIKS &
I E M K RepR iC R B

EREELSE AWS BRI S RMBRABRRZAXTNERELR , TERRE. EMIX-—K, T
URARENER |, i7EN AWS BRI B AEE , AFHRAFEXNENELR. SR QIEIRE | &
RAR, FIEE. IR, LENBERURSERNEMIREN R RHETOE,

KA —BHPRIC KBS I LU SRR B MR AWS BRIRMNESELE , NTINRIGRNRE, $rZE ]
RxLEEz NN, BXERICHABTNESEER , BSHXHE AWS BRiridAZE. B,
BEEENETHLAXENIRES, 25 , EiEHEGRMITX —RCKEE, BXEEMBHIRITHE
MER , B AWS 8% (Implement AWS resource tagging strategy using AWS Tag Policies and
Service Control Policies (SCPs)) o

E# AWS IKFEBRRAER

NFEN AWS K7 RHEERBESHFNRRAAGEEXREE , XETRBRKREMNRZMEXE R
KB AWS WEEM, KENMZESETINEREH, XTEN AWS K/~ , FRE—MLEEBRRAL
REUNREZEME, KEMZENZARRA. BARXEBRRAZBANXS , 58 (AWS Account

Management Reference Guide) o
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html#manage-acct-update-contact-alternate
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html#manage-acct-update-contact-alternate

AWS ZE2EH4EN AFER

EXEERARRIANEAEGE , BSRAEXRNN, FoEMBREABRRAN AWS X8, MREH
HARRARAEIKSE, ZEMZELMEMEXFE , FREFHHBERAYRE —MRESXEK, BFHREE
MAFRITLUERNE —RANKE , BRRAETEDPLNESEFLTMEN TEEF. BEMER
B GFIKFBRIAAGE (2EBRESE ) SRS RY , UBERKFZBEENZESMRIE
(MFA ) E&.

X F A AWS Organizations HEF , HAEEBERAIUSEAEEKFAFIZREEAKS, , f§HERE
RAKFHWEARRA , MEFESN AWS IKFHEIE, ER , BEFHRAFUBRNKFRME T 4R
MWEXRAEE. BESHBEXE (Automatically update alternate contacts for newly created AWS Jik
) o

HEZ AWS TK F 15 [l R

EEHRERE , B4EMNARSAERFRE4HSRHPENTR, EFHREZH , BREAKE
BETHREWESHENR. Ak, BN T BEAKRFEAERRS (HI, B4 88 RELT
z1) , BENRAHEREHRNR,

EXEMEELHRNER  SNEGEANSREMEEHFTIE AWS IKF RN 50K , T H#EK
BT WLESHRIEMRNGE, BT XEFENEINER , EXREEF , ENZERERAFLRE , X
MREFEIRBRBARRFEIUL. XEE , BNESHREZHIRFICFANINE KRB RNER , 7
PR AT BE RS 32 BN i H 0 B2

RE , TMRERATHEZEEHANAFBEEEAEN , UERHEBHNIHENR. Rit , MHREIH
BERXETIENER , AMEREATEERED,

T R R
& R E R

BEFARDER  ALAgEB X TAREENNAFRIBDHHEEHBRER. ESNEHEERBENS
ETHIERE B RBENXE (How to approach threat modeling) o X FE4MA , BB ERERT
RABITHEESHLAEHATEFANKERE. BEREEEHHNNRN TRNMNEEXEE,

B LA AWS Partner #{TEEE, EEHK AWS SEMKHE , EFEA AWS Partner Networko

BENF AL R IER

MERBMIEHRBREXTRMBITNESR, ISREINBENSH. RENMNABMBERBEDTRER
NEEMHFAEFHE THRBBTAENITH. NERMBRTERSER , S0 1P it B SR X
HRFE, CESRESRINES , SIMITHEXNZE, BN S RM % %2 455 M RF 5 FE W
SRR
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment.html#manage-account-payment-alternate-contacts
https://aws.amazon.com/blogs/mt/automatically-update-alternate-contacts-for-newly-created-aws-accounts/
https://aws.amazon.com/blogs/mt/automatically-update-alternate-contacts-for-newly-created-aws-accounts/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://partners.amazonaws.com/

AWS RLEHIR FF 5

EH AWS REBEREHBAREMWFARDER , B AERA—EFEEAIhEE , HESEHCHWER
154k %%&K. Amazon GuardDuty £ AWS NEBRE=FREMEIRE. Htb AWS RS , 5120 DNS Bf
K IEF AWS WAF LI, Wk E AWS B4 EMEIRANH A . B2 GuardDuty BZE &I AR5 E
MITRE ATT&CK HEZE , ZERJRMEXHEERBEMEARNEEFEAEE L.

EEHREAT AR EN B S

ERL2PEHR , BEERBEFHEXEE , LELIKH THREHFNRE ERMITEL., ERERNE
FERL , IR AEFEATUERREEEXBRECLRE., EF. BA. 7. RETANRZENHUAK
REBREXREE, ATRHEHRLRAESMNEE, BXEZHHARFE , HS5H AWS BEFXE (Logging
strategies for security incident response) o

EEHFE A BER

HITRSPEEZEH , BEEHRERBE , UELUEPERNER AWS IKFHIES, EBRHABHAEH
AWS Tk P TEREME <M B ER

AWS CloudTrail 2 —31 A Fi2FKRS , ATRERE I AWS K33k AWS BRSFIESI ATt 1THY APl
. EERIAMERTER , BEEEMHRE 900 X , AIAER AWS EE#2H A, AWS CLI % AWS SDK
B CloudTrail E4MLIEFTERRIXEEH, NTEKAMREN THRBESH , £FE0E
CloudTrail IRERHFHE Amazon S3 FE#EX<Ek , h AT LALEE S CloudWatch HE&H XBR, HE , &
AT LA CloudTrail Lake , X /4R & CloudTrail BERZt & , HEHET SQL WEHWIE,

AWS B fEA VPC WEF 23l A VPC i HEHM Amazon Route 53 Resolver &1 H & B AME R
EMM DNS BE , HEERNZE#H E Amazon S3 F# D CloudWatch BEH, &AL VPC, F
MM EZOGIE VPC RBE. XF VPCHRBZE , BALLERSERAREENFRMNME |, LUREKRK
X,

AWS CloudTrail H7&., VPC i BEM Route 53 SEMTESEWHAER X AWS A2 BENEARBE
BR=ZE%,

AWS RFATUERERBFTIRLR=EXRRBRIMWAE , mBHAFHEEAE, AWS WAF

H7&. AWS Config id3%28 H&. Amazon GuardDuty & X, Amazon Elastic Kubernetes
Service ( Amazon EKS ) ®it B , BA&% Amazon EC2 SSfIREREMNARF LT, BxBAEHIEH
MUS IR INH TR SR | S Mthe section called “KiF A : =IHEEE X7

iz =P ER

BEEENERBESEFERANERATE, REED. BREBEENRAER, BA AWS RE BER
FERMAEFM#IE  BE L Amazon S3 F# M= CloudWatch BE4A.,
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https://attack.mitre.org/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html

AWS RLEHIR FF 5

Amazon S3 FHEBRMFABLFTERN TS , HEFMENEWEAEKE., AR Amazon
Athena EfRS A1 EiHF#1E Amazon S3 F#EMEF I ALK, CloudWatch A &4 BN CloudWatch
Logs Insights iRt AFEMHNEETHITE,

BEEHNBESRE

£/ S3 Ft#Ef CloudWatch B SAF#E BER , XMANEBNESFRELZBHNERER , ME{LF
MEREAR, ERFEETUER=TAE-FNEE , BEREHARSLF, TRAENREN KNI
BRREEENREERAREREAMLSERNGEEREZR -2

NS B S ERALF

£ AWS # | AILLAREB A RN EERS 2IE CloudWatch Logs Insights ( i T ERF#HE
CloudWatch A&HHPHIEIE ) M Amazon Athena 1 Amazon OpenSearch Service ( A T&EHFHE
Amazon S3 FHIEIE ) . BEALUSEAE=FEHITE K NELL2EFEENEHEE (SIEM)

EEASENTENTSRES , NERLZLZENAR. RENEARLTH, ZF-—REBHEEE. UF
MELBRATKHFEANEFHNTE, FicE  HERHENATHERBETENRGSEEMNN , B
SENTENTHERSRE. BTRATIRARRE  EFAFSRERNITENBRATERL, fiW, &
FRELEMSE =Y SIEM X X 90 RIVKIENITEW , BEHT SIEM N BERBURARE , 2fFEH
Athena 1T 90 REL LW EW, TRRAMMKEL N , MERIEEW T EEB R AR DTS
REZEXXRMENTESE K LEEZLEHRAEHR,
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