adws

FAfigE
AWS Secrets Manager

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Secrets Manager ArfEm

AWS Secrets Manager: B 155

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS Secrets Manager ArfEm

Table of Contents

IR IR T=Y = = 1Y T g P=To ) O 1
Y= Yol = R F=T e P=Te =Y S N OO 1

B B R oottt h ettt n et n e 2
= 1 RO 2
THIE] SECIEtS MANAGET ......cvecveeeeeeeeete ettt e et e e eae et e e e e ete et e ete et eseaaeete et eneeteseeeeeseaseateseeneneanens 3
SeCrets Manager FREIBE ..ottt et e et e e 3
B T L ettt 3

F N SIS ] TR 3
HTTPS ZET AP oo et e e e e e eee e 4
SECIEtS MANAGET BMAL ....veoveeeeeeeeeeieeeteeteeee et eeeeeteeteeteeeeeseese e e eeeeteeteeteaseeseesseneeeteeseatesseeseeseenseeeneeaees 4
BRI E T B oo e e e e e e 10
FHEE M E A BURE B1FMETE AWS Secrets ManagGer ........covoviviiveeeeeeeeeeeeeee e ee e, 10

B R R B R BRI BT B oot 10

g Rk Bk = i 1 PR 11
B B IR R A B B oottt 11
L2 e RSO 12
i = I T I = RO 12
BRABIFTBRERBITTIAD ..ottt ettt et ee e e e e e e n e e e e e et e et e e eee e e 12
BLOCKPUDLACPOLACY B oot n e, 12
EEERAREER IP MR oo, 13
FE VPC B G BRI IE SR oot 13

B B oottt 14
B R ettt ettt 14
FERAE MG EIBITEREIRIE ..ottt 14
B ottt h et h oAt A st A AR et A AR et s R R etk s e st et e et ne et st ene et s nens 15
AMAazon COdEGUIU REVIEWET ...........uuiiiiieieeee ettt e e e e e e e e e e et e e e e e eeaaaans 15
B R B Y BB oottt 15
I =27 < PP 16

R <k L o - TP 18

BB B A L BRI oo 18
JEEEZETR oottt 19
BRTERTBIIBIBIEEIEIL ..ot 19
I =27 TP 20

R R <E L o - TP 21




AWS Secrets Manager ArfEm

DT B B I e, 21
B D TR ettt 23

R B B o B A oot 23
B B e e e 24

e R R e ettt 24
IR 1 BIE AMazon RDS BB B I I oo 27
DO 2 A B R B R A R e, 29
TR B TR B I T B e s 30
T A B R oo, 31
B D TR oot 31

B B P o oo, 32
B B e e e 32

e R A e ettt 32
IR 1 BIE AMazon RDS BB B I I oo 33
B 2 AR E R B B R B e 34
TR B R B B B D oo 35
T A B R oo, 35
B D TR et 35

B BB R oottt 36
AT £ T I 38
F VAT A ST 5 < 39
B T PR ettt ettt 39
=7 = o £= 1 = P 40
BREB IR <. oottt 40
TR Y JSON M oo e 41
Amazon RDS F AUrOra FEIE ..o e 42
AMAazon REASHIft FETIE ..ottt e et e e e te e s eee e aneas 45
Amazon Redshift SErvVerless BRI .........cccoiviiiiee et 45
Amazon DocumentDB FEIE ........cooiiiece et 46
Amazon Timestream for INfIUXDB BFEAGEM . ..ot 46
Amazon ElastiCache FEIUE .........c.ooiioiiee ettt ean s 46
ACHVE DIrECIONY FEAE ... oottt ettt ee e 47
=g OO 49
B T R B oottt 49
F VAT T I P 49

F VTS TS 1 0 < 50




AWS Secrets Manager ArfEm
fEF Secrets Manager EBRBRTD .. ....ov oottt ettt ee 50
FFBEAABIRBUBABTHIARTR ..ottt 50
B RIINZE TR oottt 51

L S T O I RO RRRT 52
B TR BB AT ..ottt R et e ettt ettt s R R Rt et s s e e neees 53
L S T O I RO RRRT 54
AWS SDIK ..ttt oo et et e e oo e b et e e e e e e b b e e e e e e e e bae e e e e e e e nnraeeae s 54
B R B ettt ettt R ARt s st e e teees 54
R R oottt 55
LS T I PRSP 56
AWS SDIK ..ttt oo et et e e oo e b et e e e e e e b b e e e e e e e e bae e e e e e e e nnraeeae s 56
BBIBREEER .o 57
LS T I PRSP 58
AWS SDIK ..ttt oo et et e e oo e b et e e e e e e b b e e e e e e e e bae e e e e e e e nnraeeae s 59
7= RSSO SE PR TTTRTOSTRRT 59
LS T I PRSP 59
AWS SDIK ..ttt oo et et e e oo e b et e e e e e e b b e e e e e e e e bae e e e e e e e nnraeeae s 60
R e BB oottt ettt et R s 61
B R R R R TR et b ettt nenes 61
T FFR R BRER TR oottt 62
TR BRI .ottt 62
TEFRBI B FIFRIEALEE oottt 63
LTS T O I PSPPI 64
Y e PP PP PPPPPPPPPPPN 64
] I PRSPPI 65

e = SRS 66
TS T I PSPPI 67
AWVS SDIK .ttt ettt e oo ookt e e e e oo h et e e oo e e et et e e e e e b b et e e e e e e nbe e e e e e e e annnes 68
BB AT R IIIEIIFEER .ot 68

LS T I OO PPPRRT 68
L S T L PP PEPR PP 69
B L B BBl ettt ettt n e 69
BEEE BBIEIRR ...ttt a e ee s 70
R AR FE BRI o e 71
KMS Z4A L& B AT AR TEBLE Fllo .o 71
KMS B B A T B ARIRE oo 71




AWS Secrets Manager ArfEm

b N =l = 1 D T 71

R B BRR .ottt ettt ettt e et et et reenens 72
B F 1 - TSP PPSRPPPIN: 72
JAVA B B R B TE oo e 73
FERABARREIEITT JDBC TEBE oot 79
JAVA AWS FE R T B ettt 88
Y2 L T o RSP 90
PYNON B P B oo e oo e e eee e 90
PYtNON AWS S ..ot ettt e e e e e e e e e e ettt e e e e e e e e e aaaaaaaeeaaaes 96
==k X = TP 97

N E T e e ettt et e ettt e e et e e ettt eeeetaeeeeetaeeeettaeeeeetaaeetetaaeerataeereaaeaeranaaaaees 99
INE T B B U B TE oo et 99
FEFT INET B SDK oottt 106
o TSP 109
GO B B R B TE oo e 109
oI AN A SIS T B L S 113
U] PP 114
RUSE B B i R F oot e e e e e e e e e 114
RUSTE <. e ettt e e e e e e et e e ettt e e e et e et e e et e eaa e araaaans 116
AMAZON EKS L. e e e ———————— 117
ETFRREME IAM B (IRSA ) BT ASCP oooooooeeeeeeeeeeeeeeeeeeeeeeeeeeee oo 117

E T BBREABATHY ASCP ..o e et 118

B BB T B Y T3 32 oottt ettt 118
REBEAT AMazon EKS HI ASCP ..ot 118

FF ASCP 53T Amazon EKS BIBBFHBTEERL ..o oo 122

FF ASCP 5 IRSA R AMAzOn EKS .......ooiiieeeeeeeeeeeeeeeee ettt nenens 125
ASCP TR e e e e 128

F VA S T = o] o Yo = SR 135
=T 00T oo =00 I PP 135
BEIIFIEIEEL oottt 136
Secrets Manager fRIB ........ooe ettt ettt e ettt et e e e ate e 136
Secrets Manager B R AMAIBEVERY ..o 136
TR Secrets Manager FRIBZETE ..ottt 137
FIZE Secrets Manager R .. ..ottt 138
ZIE Secrets Manager fRIB .....o.ooeoeceeeeeee ettt 142
5 Secrets Manager fRIBIZRZET ....cooov et 146

Vi



AWS Secrets Manager ArfEm

TR ETTESINOWS I ..o et 148
LTS R 150

21 531 1 OO 151

= R T 2O 151

g o = - OO 152
O RSP 152
B F 7= 1o o ) OSSPSR 153
0 111 TSSOSO 154
[ o | 155
] o P PPPPPRRPRPPR 156
F AT T I 157
FERAHEEIREL—LAMLER AWS CLI ..ot 157

F N AT SR 2= OO 158
F AT = 7= o] [ 158
AWS CloudFOrmation .............oiiiiiiiiiic ettt e e et e e e e e e et e e e e e e e aaaa e eeaeennes 159
GItHUD A oot ettt ettt et s et et setene e 160
<3 TR 160

B B oottt ettt n et et ettt an s e s en e 161

2 g — =TT 162
A ettt ettt et e e e en e 163
FN A S T o) I G = T=T g o = T PR PR 165
Parameter STOTE .......eiiiieee ettt e e e e e e e e e e aaaaaes 165
L2 TR 166
e B o oottt ettt n et anan e 166
BT Lambda B 1T I o oottt 167
SR ey G - PR 169
SRk e gy e e TR 172
S\ LS o I OO 176
Lambda BIZREEHIREE ..ottt en s 179
LamMDAa B BBl oot 181

Lo L OO 184
B T B ..ottt et e e ettt e e e e e e eee e e e e 191
AWS Lambda FEIIEERIPIEEIZE A oottt 195
LB - OO 196

L2 o | OO 209
L2 e = PR 210

Vii



AWS Secrets Manager AFtE

o LY 5 V- WP 210

(07 (oT o TS 7.0 VRO 210

Ry AL e R 215
AWS CL ..ttt e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa———————————————— 215
e g = OO 215
G = B2 <O 216
B A R S B B B BB oottt ae e ne e, 217
B B B R ST oottt ae et ae e enanis 218
Y o] o o1 o = USSR 220
AWS APP2CONTAINET ...t e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaas 220
AWS APPCONTIG ..ottt ettt e et e e ettt e e e e e e e e aaaaaaaaeeereererraaaar———_ 220
AN g = o] Y o] o =1 [ 11 PP 220
AWS ADPSYNC ..ot e e e e e e e e e e e e e e e e e e ettt ———————————————————— e aaaaaaaaaaaaaaeeaens 221
N g = o] N 1 = o - PP 221
LN g = o] I Y U o] = PP 221
AWS COAEBUIIA ...t e e e e e e e e e e e e e e et e e e e e eas 221
AMAzZoN Data FIrENOSE .....ooveiii e et e e e e e et e e e e e e e eaaaaeeaeeeeanes 222
AWS DAASYNC ..ottt e e e e e e e e e e e e e e e e e e e et e e e ———————————————————— 222
AMAZON DAtA@ZONE ..ot e e e rr 222
AWS DIr€Ct CONNECT ... e e e e e e e e e e e e e e e e e e e e e eeeeeeaesssesaaannes 222
AWS DIrECIONY SEIVICE ...ttt ettt ettt e s e e e e e e e e e e e eaaeeeeeeeeeeeesssnnasanan 223
AMazon DOCUMENTIDB ... e e e e e e e e e e e e e e e e e e e e ena 223
AWS Elastic BEANSIAIK .........ooeeieieieceee e ————— 223
Amazon Elastic Container REGISIIY ........ouvvieiiiiccieee e 223
Amazon Elastic ContaiNer SErVICE .......cccooiiiiiiiii it e e e 224
AMAzZON EIASICACNE ........eeeci et ————————— 224
AWS EIEMENTAI LIVE ...ttt ettt e e e e e e e e e e e e e e e e e e aeeees 224
AWS Elemental MediaCONNECL ... 225
AWS Elemental MediaCONVErt ...........uueiiiiiiii e e e e e e e e e e e e e e e e e e eaanaeaes 225
AWS Elemental MeAIaLiVe ..........ouuueuieiiiiii i e e e e e e e e e e e e e e e e e aaaaanaas 225
AWS Elemental MediaPacCKage .........cccoiiiiiiiieiie ettt e e e e e e e e e e e e e e e 225
AWS Elemental MediaTailor ............iiiiiiiee e e e e e e e e e e e e e e e e e e e e e 225
AMAZON EMR L e e e e e e e e e e e e aaaeran—— 226
EMR BFFJE EC2 ..ottt ettt ee et et n et e te e e e 226
EMR SEIVEIIESS ...t e e e e e e e e e e e e e e e e et e e e s e e e as 226
AMAzoN EVENIBIIAQE ... a e e eaana 226

viii



AWS Secrets Manager AFtE

AMAZON F O X oottt e e et e e oo e e e e e e e e ettt e e e aaaaaaaaaaaaaaaeeeaees 227
AWS GIUE DAtaBreW ......coooeeieiiiiiceeee et e e e e e e e e e e e e e e e e —————— 227
AWS GIUE STUAIO ...ttt e e ettt e e e e e e e e e e e e e e s s e s ssneeeeeeeeaaaaeeeeans 227
AWS [OT SIEWISE ... ittt ettt ettt e e e e e e e e e e aaaaaeaaaeeeeeeeeensesnes 227
F N g = o] T =T o e | = RSP UPRPPP 227
Amazon Kinesis VIidE0 SIrE€aAMS ......cccociiiiiii ittt e e e e e e e e e e 228
AWS LaunCh WIZard ..........ooooiiieee ettt e e e e e e e e e e e aaaaaaeaees 228
AMazon LOOKOUL fOr MELICS .......coooeiiiiieeeeee et e e e e e e e 228
Amazon Managed Grafana ............ooooiiiiiiiiie e 228
AWS MaNAGEA SEIVICES ....oeviiiiiiiiiieiee ettt e ettt s e e e e e e e e e aeaaeaaeeeeeeeseeeesesssaannnes 229
Amazon Managed Streaming for Apache KafKa ..., 229
Amazon Managed Workflows for Apache Airflow ..............ooormmmmiiiiccccceee e, 229
AWS MArKEIPIACE ...t e e e e e e e e e e e e et e e e e as 229
AWS MIgration HUD ... e e e e e e e e e e e e e e e e e e e e e e eeeeaaeeanes 229
E N A SR o T aTo] = o= OSSO USSP 230
AWS AT T B B RSS oo, 230
AWS ParallelCIUSIET ..ottt e e e e e e e e e e e e e e aaeeeaeeees 230
AMAZON Q) ...t e e e e e e e e e e et et e e e ——————————————————eeaeeeaaaaeaaaeaeaeeeererrrrr————————— 231
Amazon OpenSearch INQESHON ........cccoiiiii i e e e e e e e 231
AWS OpsWorks for Chef AULOMALE ...........oooiiiiiiee e 231
AmMazon QUICKSIGNT ... e e e e e e e e e e e e e e e e e e e e e e e e nnnneees 231
AMAZON RDS ..o e e e e e e e e e ——————————————————————— 232
AMAzZON REASNIfl ..o e —————— 232
Amazon Redshift BE U IREERT V2 ...oooiieece e et ee ettt e e e e e e eae e s e seeeeesnneaeea 232
ST 1= 1Y =1 T A SRR 233
AT TS T PSR 233
Amazon Timestream for INfIUXDB ...........uuuiiiiiii e 234
AWS ToOIKit fOr JEIBrains .........ueiiiii e 234
AWS Transfer FamIly ..ot e e e e e e e e e e aaaaaaas 234
AAWS WVICK ..ottt ettt ettt e e e e e e e e e e s e e s saaaeee et e eeaaaaaeeeeeesaannnnnsesneeeeees 234
AWS CloUAFOIMALION ...ttt e e e e e e e e e e e et e e e e e e e e aaaaeaaeas 236
B B R oottt ettt ettt n ettt an e eaeneas 236
01 USSP 237

Y AL e e e e e e e e e e e e e e e nh—————eteteteaaaeeeeeeaaaaannnnrrraneeeeaaeaaeaeeeeaaans 237
ERA B HERH Amazon RDS FIEBIERIEIR ...oooeieeeeeeee e 237
5 Amazon Redshift ZIEBIZRZRER ..o 238




AWS Secrets Manager ArfEm

5 Amazon DocumentDB FEIEBIZRBREA ...oovv e, 238
1T ]\ 238

B 7 L 243
Secrets Manager BIER T AWS CloudFormation ..............ccceeeeeeeeeeeeeeeeee e, 245
AT £ T I L 246
B R T e e e e 247
FEF B AWS ClOUATTAI .ot e e e et e e e e e e et e e e et e e e e e e e e s 247

F AT T 1 . 248

(0 [o YU Lo I I =TI = TR 248
FEFMETNBT ClIOUAWALCK ...t 253

(0 [o T Ts L = 1ol T2 £ TP 253

FF Secrets Manager SEFNE EVENBIAGE ......ccoveveeeeeeeeeeee ettt eaen e 254
N g ok 10 R 254

e L Lo 254
BRI R BRETZEET oo 255
$I% 1 : B& CloudTrail BESHERHZE] CloudWatch B ..o, 255

HIR 2 BRI CloudWatChBE IR ..o 256
B3 MR CloUudWAChEEIR ..., 257

B B AT B HME oottt 257
HEHE Secrets Manager AR .......oocoe ettt e e e e 258
AT ZERMBERD GUArADULY ... en e e s 258
BFBEIEIE ..ooovoeeeceeeeee ettt 259
BIMERRIE oottt 259
T M e e et e r e et a s 261
BRAKE A 76 AWS Secrets Manager 2348 AWS CLI BIRUBE ....ocoovviveeeeeeeeeeeee e 261
BABBUERITA IR ..ot 263
BUBRZIZ .ottt 264
Secrets Manager BIE T AUBR ....ocvoveieeeeeee ettt 264

T IR R BT B PR .ot 264
Lambda FeA B B T R PR ..o 264

BB BREAIUBR ..ottt ettt ettt ettt n e ean e 265
=21 T SRR 265

BT BB HIBREE oottt 265

B X 1 - S 272

LB R B AN Ry ) KR 278
AW S B B TR B .o e 279




AWS Secrets Manager ArfEm

el o S T o B P 282
i1 L= RO 283
AR T B .ot e e e e e e e e e e e e e e e 286
Secrets Manager A BT B BRI ..ot 286
BB S I R e e e 287
FEBT DR oottt ettt ettt ettt ettt ee e e 287
B R B T B B A e 288
D R R B B ..o e 288
B T R A B ..o 288
TEFE—HE AWS KIMS R . oo e, 289
B A B B 2 e 290
g1V 1] s o RN 290
KIMS B A YA BR ..o e e e e e e e e e e 290
Secrets Manager JMAIEFIRET KMS ZBEH ...ooeeeeeceeceeeee et 291
AWS FEERF4A (aws/secretsmanager) BIZEAREE oo, 292
Secrets Manager M2 £ T3 ..ottt ae e 295
#5472 Secrets Manager BIE B AWS KIMS ..., 296
B R B T Bt ettt 300
VPC Ui B ( AWS PrivateLinK ) ....ocouiiieieieee ettt ettt be e ene e 301
B T R e e e 301
IPV4 F IPVE THIEIABR ..ot e e e e et e e et e e et e et e e e e e e e e e e e e e e e eaeeens 302
B TR IPVB 2 e e e 302
TEFTRER TREE ..ottt ettt ettt 302
IPVE SR IIZUSREE R .ottt 303
U R B B PP U IEIF TPV ..o e et e e et e et e e e 304
B B 0 oot e et e et e et a e e e e e e e e e e eaaaas 306
B T TS oo et 306
B BB B B .ottt e e et e et e e e e e e e e e e e e re e e e e aea e, 308
THIRIEFELE TH R, oottt 308
T FUEAT R R AT FELBITIAD ..ottt 308
HIF AR B R R HIATE D oo 309
E S FE U E]“Cannot generate a data key with an asymmetric KMS key” ( Fo3&fE A IEXT#R
KMS B4 BBIE BT ) oottt e ettt 309
AWS CLI 5 S AWS DK %JE?E,;&M“B ARN FHRBIBRBIBEZR oo, 309
HEZAH AWS REEE |, BUMEAZBINEBAITER oo, 310
fE AR Python RS AKLM Transform: AWS::SecretsManager-2024-09-16.............. 310

Xi



AWS Secrets Manager ArfEm

PR B ... e e e et et e e et e e 311
Secrets Manager BRER ..........c.ooveiueee ettt te e e areas 311
BN = R by 1 B D 2 ) RO 313
B 1 TS 315
B B B T ettt e ettt ettt e e et e eteateeteete et e e et eeteeteateareeneaneas 315
...................................................................................................................................................... ccexvi

Xii



AWS Secrets Manager ArfEm

f+ 42 AWS Secrets Manager ?

AWS Secrets Manager f&8) , BRI EREEZEIE. NARFEIE. OAuth Tk, APl ZAMEMER
ANBNEGERANERTERE, REMNRIR. 5% AWS RS FHE4LAFMHE Secrets Manager H,

Secrets Manager TENABREFRABINEREEILE , Rt UHBBEASHETLNRR. BELEFEE
Secrets Manager BB TR R EZNARF A GFNEMAMEXLEEU, BA]FERDBEZIES
¥ AX} Secrets Manager RESHZITRRAGEA , AEEFTEM IR RFZIE,

£/ Secrets Manager , B LA RARE B RRITN. XH , ERTUGKHERAZHRNEHER
fl, \MEEREHERK, ATERIEITESENARFEHE—E , MARKREIEITEEEEFNNARE
FHEEURBBENAEFES M.

XN T ENARKTRAARNHMRENEN

« AWS ZiF — EATHEEAWS Identity and Access Management,
- MZEFEA - BWER AWS Key Management Service,

+ SSH %40 — B1UFEA Amazon Instance EC2 Connect,

o FAERBAMIEPS - BIWEMA AWS Certificate Manager,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
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https://aws.amazon.com/secrets-manager/pricing
https://aws.amazon.com/kms/pricing
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/cloudtrail/pricing
https://aws.amazon.com/cloudtrail/pricing
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/index.html
https://docs.aws.amazon.com/powershell/latest/reference/
https://aws.amazon.com/tools/#sdk
https://aws.amazon.com/tools/#sdk
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"Statement": {
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key/value B3 #i A :
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Digital certificate

WA :

Private key
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---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. XIF Encryption key ( tNZ %40 ) , % aws/secretsmanager £/ Secrets Manager #9
AWS RERZ . FRAKERA~EEMRA, flin, CEATUAEAECHNEREBEREHA
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"AWS":
"arn:aws:iam: :AccountId:role/RoleToRetrieveSecretAtRuntime"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
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- SR I . BRBRUE

- BRESR

E15 SIEE

E-IRFINEERBAZILS HF Secrets Manager FHIEAH . N TRIKIER , APFEAFME
EEREFEREENXEH,

BB EA

1. FTFF Secrets Manager #&&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. EBRTFHEHMBH.
3. £ Choose secret type ( EFRZ4ARE ) MEL , ITUTRE !

a. NWTHEARE  EREEFENBEERIERE .

« Amazon RDS #iEE

« Amazon DocumentDB $iEE

« Amazon Redshift ZHECE,

- BXHMRBNEN , ESHATRERBHNER.

b. XF&EI , FRMABEENENWERBEI,

c. XITF Encryption key ( tZ%4H ) , & aws/secretsmanager £/ Secrets Manager #9
AWS HREXZHA . FALBATETMER. fl, EETUERAECNEREEREH
FihESk B HM AWS IKF N ZEH, BXERAZEFREBANKENEES , B35 EMN.

d. X{F Database ( ##EFE ) , BERENEBERE.

e. EET—-%,

4. 7£ Configure secret ( BLEH4 ) WE L , MITUATIRE ;

a. WA—MNERMR Secret name ( A% ) M Description ( %88 ) -

b. 7 Resource permissions ( FiREXPR ) F , % Edit permissions ( fRENRE ) . FELL
TRoleToRetrieveSecretAtRuntime RFKR RZIAMNERE , REREBERE,

JSON

{
"Version": "2012-10-17",

B4 tERN 20
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"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS":
"arn:aws:iam: :AccountId:role/RoleToRetrieveSecretAtRuntime"

},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}

]

}

c. TENEKED , & Nexto
£ Configure rotation ( BtE#i#t ) HE L , ErYRKRER, BELASFHEEH. &8 T—
£ Review (F#) T L, ﬁ?&i&"\ﬂ’ﬂ?ﬁ’fﬁﬁéﬂiﬁm , RIG%$F Store (121#).

E25 ENNAE

BRI ANIBLE IAM BBRoleToRetrieveSecretAtRuntime T e B R4, BXREZER | &
SETBRE IAM B (AWS API).

RfE , B LUMER Secrets Manager R REIRKBERMEHNREB , AR E Secrets Manager F &
R,

EHRRBIHCEE

1. $TF Secrets Manager $###|A& , Mk 7 hitps://console.aws.amazon.com/secretsmanager/o
2. EBfYRI L, EBRENER,
3. M@T&RzE Sample code ( RHIKEE ) . EFEEBWIES , AEEHINRBHFE,

BERNARFHFOEEDEZIEAEEERBLER, BRERBESNHTE , EURFEEHRPRNNE
B ENER,

EABARBERDEL , NEWIARFRBF AT,
HUR 3 RIMWE

BE—SREBENRHEFZARPHEBERIBIEIL, Rotation EEHEFZAN IR, BRHEFHAN , £26E
N EHZAMBIEEDHEIE, Secrets Manager I AR BRIZIZER TR B3 N B4,
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RERRIIEER Lambda $H#RE B AT LLGE Secrets Manager FMIEWEIEE., BH B3 R#K

J& , Secrets Manager 258 BIEEMER VPC F8l2 Lambda £IREE , LBRTCHEHREEN
M &5 E PR, Lambda ##rEBUE LMAEH H Secrets Manager LE#H 47, EATEWIETE VPC
A8l — Secrets Manager £is 17 & , X#M Lambda Z| Secrets Manager BiAA M T 2B FFE#M
288 AWS . BXHB , 2 Hthe section called “VPC % ( AWS PrivateLink ) 7o

BRER

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERANRA L  EFENER.

3. 1£ Secret details (Z4H1F4EE) 71 LK Rotation configuration (3¥RE &) B0+ , iE£F Edit
rotation (4REFHR).

4. HERBEREEXNEES  HITATRE

a. B Automatic rotation ( Bzh%#t ) .
b. % Rotation schedule ( ##it%] ) T , A UTC Bt X#& X A LRI 1K1,

c. 1%3#% Rotate immediately when the secret is stored ( EEEFARN IR ) , LWEREFEE
AR E A,

d. % Rotation function ( #¥REE ) T , 1%# Create a new Lambda function ( & #THY
Lambda E% ) , RERNFEEMEA—NEF. Secrets Manager ¥ "SecretsManager" 71l
E R B BB BRRYTT K

e. NTRHMEKE K EEREMHF,
f. EERE

KREZHARETERKR

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. 1%3#F Secrets ( %A ) , ABRERIZZEH,

3. 1f Secret details ( WERFMEL ) WEHL , @ TR3NH1%EE Retrieve secret value ( K EWE
BH).

MRFZHAENRE , NRBARRELERI, MRFHAEKEENR , WEERXRRIEEFTLIRINGE
#J CloudWatch BE.,

A SR N AR FRRBARFEERARRENEN.
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HX
BESR

MRBHBRERDNZRAE  ETRFEITZUTER

- WA LBIEFEZHARESHEHBRERET. BXEZER , FEH REEH.
o BALLERTRINERITR. BXEZER |, 5SS the section called “F# iR,
- EE{RHY Java F Python NAREFHPERERIBHIE , WNEBUEA Amazon CodeGuru

Reviewer,

7 AWS Secrets ManageriR EX & H PR

EAHKES  BREINARNITEHREESINRFIEEREAF L, Alternating users

rotation ( XEFAF R ) R—MEIRKEE , E1XRREF |, Secrets Manager FREAF , RAEERE
BEFRHBLERAFEIE. MREFENTATASTHYE , NMEREE—NTENEE , EAEP -
BRAFREREENSENEIL M3 —MIEEEH. BXEZER , 5SH the section called “32 &
AP

EREXBAFRHR , BFERIMUE
- HF - MBI SEBRHRNEIE.
- BEAEEAZUENE-INESR.
LAFARZEE-MAFAERE-—NMHAFNED, EXAHED , £fFik Amazon RDS HEE

BRAFBENE, Amazon RDS R4 EEEE ARBRIR, BXEZEE |, 5SS the section
called “FEERH,

THENE—BIABRERENBUNAMEEERTE, I TOLRERBRRNTERE , AYEFEAT -5
5l Amazon RDS MySQL #i#EFE. I TRLEN , HEENLTRHAMERMIAEE VPC F, E@d
BEERMMA BEZEIBIERE , BEAEL2EY , ©R2 VPC A UEEIIBEENRSSS , BtEA
FMNEBM# T SSH E#, RHEBEFNELENE Amazon EC2 K4l , ZRFIMN R LAPEIEH MK
BMER,

ERAHER , BNBVWEFEHETNRF. BOEEFHEFERAEN.

Secrets Manager ¥ # £ AWS Lambda B REHZRAMBIERE . BXEMA Lambda BEHY AT
R, BEH EMN.

HiE -
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- BB

. REH

- S 1: 82 Amazon RDS BIEERF

L AP S MR

MR BRI

 BERR

NG
Qe
R
N

NN
Q! Q!
E e
S w

|
o
@
Qe
A

PR

RYRRTRFMN |, BFEXN AWS KFANEENR, BEFHMRD  REXRRNENTREAT
BNAG. flin, EAEHREEEEANRNAEREE Amazon RDS HiEE , MEANSEERNR
HABMKRE VPC MEZE£4A, ERTHEIRN , RINBWEASLERARSF 7.

EXRMAEEFHERRENRMWEELR |, 15 the section called “ B3 1 UF F 17 [ #8247,

FRFMF

FE#ES  BEEUTHE :

. FERZMH A Amazon VPC

« SERZM B : Amazon 34l EC2

o KRFMH C: Amazon RDS ¥ iEFEMEIE R FIUER Secrets Manager Z4A
o BIREH D : ATEN A T EAIEEFISNH EC2

SR A : Amazon VPC

ERTRE , BFEIE— VPC , BAILERFE3) Amazon RDS #¥EEMI S EC23EHl, #/5
SLRP | ERERTENBEIERMNEZEIE24Y , RAEEZINGESF , REEFEERTRE VPC
R E. AUt , Amazon VPC &FF EEXMM xE#EE| VPC FHEMERPIRMEEHE , BURFKRE VPC 4
ERHY R B R E B BB M X,

£ VPC & | B0 LB —/ Secrets Manager i = H— Amazon RDS % 2. EHENSEH
RiE BT , Secrets Manager 27 VPC W12 Lambda 3IREE , METC AL RIZE
Ff. Lambda 2IREBIE LA Secrets Manager XE %47 , H A Amazon RDS RIKEUEIEFEiE

R 24
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EEE, BIE VPC HEIZLIETT R , B LUARM Lambda ¥R Secrets Manager 1 Amazon
RDS AT B AWS EftigiE, Mk , XEFEAFEEHE VPC RIEHR.

B2 VPC

1. ¥TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &
2. IEFHIE VPC,

3. % Create VPC ( 8|2 VPC ) WE L , %% VPC and more (VPC % ) ,
4

£ Name tag auto-generation ( ¥ L BENERK ) TH Auto-generate ( BEIER ) T, fiA
SecretsManagexTutorial.

5. XF DNS options ( DNS &3 ) , i5[EA11%£#F Enable DNS hostnames #l Enable DNS
resolution,

6. 1EFEBIZ VPC,

£ VPC AR 8I2 Secrets Manager 5 R

1. 7 Amazon VPC ##| &/ Endpoints ( iR ) T , 1%&$#F Create Endpoint ( #12iHS ) «

2. 1£ Endpoint settings ( iIWSIZE ) T , 8 Name ( &%) WA
SecretsManagexTutorialEndpoint,

3. 7E Services ( BR% ) T , #i A secretsmanager LAFFiESIR , REEEH AWS XigiH kR
Secrets Manager iR, 0 , EEXERSP ( FHELILEP ) , %#F com.amazonaws.us-
east-1l.secretsmanager,

4. XF VPC, #%&3#F vpc**** (SecretsManagerTutorial),

tF Subnets ( FM™ ) , i%&#FFTA Availability Zones ( TAMEXIE ) , AEXNTFEMNXE , ERE
‘FEH SubnetID (FM ID) o

33 F IP address type ( IP bR ) | %R IPv4,
T Security groups ( E&4 ) , EREIRINL LA,
Xt F Policy ( RB& ) , #%&# Full access.

b= Jui = A J=N

o

© © N o

1£ VPC A2 Amazon RDS i &

1. £ Amazon VPC ##|& 8 Endpoints ( R ) T , 1%£$F Create Endpoint ( 1ZIFR ) o
2. £ Endpoint settings ( I RIRE ) T , 7 Name ( &% ) # A RDSTutorialEndpoint,
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3

o

© © N o

£ Services ( BRS ) T , S A rds KATFiESIk , RARFEEN AWS XigiHi%EE Amazon RDS i
Ro fBlan , EXERE ( FHFRLILEP ) , % com.amazonaws.us-east-1.rds,

XF VPC , #%# vpc**** (SecretsManagerTutorial),

3FF Subnets ( FM™ ) , i%&#FFTA Availability Zones ( TRMEXIE ) , AEXNTFEAMNXE , ERE
‘FEHR SubnetID ( FMID) ,

5 F IP address type ( IP #h3b3EH ) | #%4F IPv4,
¥tF Security groups ( 224 ) , BERINLZEH,
¥t F Policy ( k8§ ) , %&#F Full access.
EFRAER R,

%R B : Amazon 3£ EC2

BHEBELSTRF 0ER Amazon RDS BIEERV T VPC # , AEHRE , BFEELEH. ZE
2FHWNT VPC H , BEREIRTD , BFEE—I1L24E , UAWAMITEYER SSH E#E
Z2FH.

NELFH6IZ EC2 KA

1.
2
3

ITF LS EC2 #2414 , ik A https://console.aws.amazon.com/ec2/,
1%3% Instances ( 3E#1 ) , #RFIE#F Launch Instances ( B313EHl ) -

£ Name and tags ( B#HEL ) T, F Name ( BF) , @A
SecretsManagexTutorialInstance,

£ Application and OS Images ( NABRFMBRERGHRE ) T , REIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

£ Instance type ( EHIKE ) T , REEIAE t2.micro,
£ Key pair ( Z4AX4 ) T , %48 Create key pair ( BIEZ4XT )

£ Create key pair ( BIZZHAX ) XNiEEF , X TF Key pair name ( BHAXNEF ) , WA
SecretsManagerTutorialKeyPair , AA/51%#E Create key pair ( BIZZHX )

WS B3 TEBHAY.
£ Network settings ( M&RE ) T , 1&F Edit (5w ) , RAEWRITUTERE

a. XNF VPC, i&# vpc-**** SecretsManagerTutorial,
b. X¥F Auto-assign Public IP ( Bz 2'BlA%E IP ) , %% Enable,
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c. XF Firewall ( B5REE ) |, i Select existing security group ( EFMELZ LA ),
d. XF Common security groups ( ELZ£4A ) , %£$F default,

8. EEREHKHI,

S R%ZH C . Amazon RDS BUIREMEIE R ZIEH Secrets Manager %47

EMWET®AF | B 6IE — Amazon RDS MySQL BiiEEH XN H#TE E , LAE Amazon RDS €123
BEEAKIENZEH, AE , Amazon RDS 2B N EEBEERAFHANRGR, EXEZER , S
7] FEERR,

EOBRBEEIRY  FEELSEL—SHOENELEN, RF , Amazon RDS 2REZEAH , %
ERIEFENLBIEBAETR . B0 EEEIKAFNZEERIAN |, LTSRN AR T E thEED
Z3KB,

FREESEERZIIMN Secrets Manager Z4A €12 Amazon RDS #iEE

1. 7 Amazon RDS ##l&H , % Create database ( RI|EEIEE ) .

2. 1f Engine options ( 51Z%&I1 ) 5% , I Engine type ( 512K ) %E#F MySQL,
3. 1 Templates ( 1R ) 885 , %£#F Free tier,

4. 7 Settings (RE ) Fo , MITUTHRE -

a. XI7F DB instance identifier ( BIBE=FIFFIRAF ) , A SecretsManagerTutorial,
b. £ “ER/EEBE T , REBFFHEEFEEIE, AWS Secrets Manager
5. HEEEHIP, WTF UENRR, EF EED EC2 HEHAR" , AFHE “EC2 £H” ik

#SecretsManagerTutorialInstance,

6. ERBIBHEEF

BIREM D . AT EN ARt I ENEZESISLH EC2

HEWSERS |, LORF7E Prereq B FEIZER EC2 LHIELE N AV BN A T EVLERERZSM, Hit
&R 4w %E Amazon RDS " ERFM CHRMNESAE , FHITE A VFEITENMN IP #hit 5 SSH
EENAN, ZANARFARMITEN (B HE IP iR ) B Internet £/ SSH EZRIE2E
Mo

AV AT EHERESISK EC2 4

1. AL S# EC2 ##|& , Mt Jhttps://console.aws.amazon.com/ec2/o

TR >7
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2. 71E EC2 =4l £ SecretsManagerTutoriallnstance , EZ £ &M F LW EZEAT | EFsg-***
(ec2-rds-X).

3. 1 Inputrules ( #AFN ) T , #E#FEdit inbound rules ( B AWEMRN ) o
4. %R Addrule (FRIAN ) , AREXIZANHITATIRE

a. XFEREB , %$#F SSH,
b. XF Source type (FERE ) , EFE My IP,

S 1 : B2 Amazon RDS iEER

B, K BEE—AF , EFIIEEEFEHERSED, BECEZAF , BEAEERKIEE S Amazon
RDS #iEE., AEERN K EAHEYS , S EEEREETENERNAF, EEFKHEH | XH
TEL  BUEERERFRIENEREN,

EEEIREE  E6FH MySQL EFIRITE, EAHKES , BFEEAET GUI R ARERF MySQL
Workbench, EZ % MySQL Workbench , 25 T £ MySQL Workbench,

EEEFIRIERE |, 17 MySQL Workbench H 8l EERE, EHTEE , BFZEM Amazon EC2

Pacg/=|

Amazon RDS RB8—L&EE,
£ MySQL Workbench H & 23 I FE i 52

1. & MySQL Workbench A , % MySQL Connections ( MySQL i#£3$# ) 3= 8 (+) &4,
2. £ Setup New Connection ( i BE#TiE#: ) XiEEH , FITUTIRE -

a. XF Connection Name ( E#ZH# ) , M A SecretsManagerTutorial,
b. XJF Connection Method ( E# %% ) , 1%£#F Standard TCP/IP over SSH.
c. 7Tt Parameters ( 28 ) EW~ L , HATATRE -
i.  XIF SSH E#HB , HH# A Amazon EC2 SEHIMIAE IP ttit,
& T LA %% 3561 E Amazon EC2 #2414 L3 E IP #b
1t SecretsManagerTutoriallnstance, & #|/2%F IPv4 DNS T IP i,

i. XF SSH Username (SSH FIF#& ) , i\ ec2-user,
iii. XF SSH Keyfile , HIEF LT AIER K RFHF TERZAI XH

SecretsManagerTutorialKeyPair.pem,

iv. XF MySQL Hostname ( MySQL E£#1% ) , i A Amazon RDS ¥ = it

S 1 : 812 Amazon RDS HiEER 28
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RAriEmE

& A LATE Amazon RDS ##l& L@t B HIEE S secretsmanagertutorialdb &3k i

miit, &% Endpoint (iwA ) THI M,
v. XF Username ( AF % ) , #iA admin,
d. EFHEE,
KEREERF

1. 7£ Amazon RDS #£##l& 7 , SMEIEHNBIEE.

2. 1£ Configuration ( Bt & ) I+ H Master Credentials ARN ( EEiF ARN ) T , #%#® Manage in

Secrets Manager ( 7 Secrets Manager F & ) ,

AT FF Secrets Manager $2# A&
3. EFRFFMAEENEL , %% Retrieve secret value ( RERZHAE ) -
4. B ERTE Secret value ( Z4A1E ) o H,

BRBIEERF

1. & MySQL IfE&aH , #%#FiE#ESecretsManagerTutorial,
2. RANZERFRZINEERZE,

3. 7 MySQL Workbench 1 , 7 Query ( &1l ) EOH , AT H S ( SEREE ) , AR%E

Execute ( $117 ) » BREHER SELECT NiXEHHN 4 , Bt appuser XMEDEFIZN

PR o

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';

£ Output (i ) BAH |, BELFIXLEGSHITRI,

S| 2 KA SRS

BTk, SF0ERE  ATERERCIENAFKILE. SRENERRNUE. BSRAEIRKR , B

AREMAFRE , BREE - MRV ERAFHE , ENANRERE - TAFNED,

1. 3¥TFF Secrets Manager #£#|& , it R https://console.aws.amazon.com/secretsmanager/o

SR 2 NAPFKIERIEWE
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2. “EERTFHHEHA.
3. 1E Choose secret type ( EFEHAXE ) ME L , MITUTRE .

a. XF Secrettype ( WEEKH ) , i£#F Credentials for Amazon RDS database ( Amazon RDS
BIEFERI ) o
b. XF Credentials ( ZiE ) , AR F & appuser , AIREH A MySQL Workbench &%

WBIERFERA PR ARNZEE,
c. XIF Database ( #i#EFF ) , i%#F secretsmanagertutorialdb.
d. ﬁ?%T_Z/Fo

4. 1 Configure secret ( BLiEZ4A ) ME L , X F Secret name ( Z4AEH ) , BA
SecretsManagerTutorialAppuser , AFEEE Next ( T—% ),

5. %t Configure rotation ( BtE%#t ) WE L , AT TR :

a. B Automatic rotation ( Bzh%# ) .

b. X¥F Rotation schedule ( ¥#itXl ) , i&EitXl Days ( X% ) : 2 X, LAX Duration ( F4£&
BfE ) : 2h, fF Rotate immediately ( SLEN##t ) & F E&EBIRS.

c. XTF Rotation function ( ##:BE %k ) , i&#F Create a rotation function ( BIZ3IREE ) , A
BXFTEHEEM , @A tutorial-alternating-users-rotation,

d. XNTFRBRER  EEXBAF , AGEEEAKURAT , EFE R rdslcluster...
HEHERITEBERHIE secretsmanagertutorial FFFBIEHBEEMNEMN
M4 , HlE Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

e. HEET—
6. 7£ Review (& ) WHE L , 1%£#F Store ( 7 ) -

Secrets Manager RIREIFZAFMAEENH, BUNEZNHENPEELREEIRS. Secrets
CloudFormation Manager f F81Z2&R , #5120 Lambda ¥ EEHz21T Lambda BN ITH
., CloudFormation SEEX /G , HIBZE N TERL LK Secret, 5 —IRFRE T MK,

S 3 ML BRI
EZHRIE  CTUREREARTLSEUEL. REFHERENRAREREEL,
PRE LS

1. $TFF Secrets Manager %A , M1t Fhttps://console.aws.amazon.com/secretsmanager/o
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2. 1%&3$F Secrets ( W#F ) , RAFEEMWE SecretsManagexrTutorialAppuser,

3. 7t Secret details ( MZFMER ) WE L , @ TR3)HiE#EF Retrieve secret value ( B
).

4. 7£ Key/value ( /& ) &9 , 7 password £ %l Secret value ( WEE )

pURERSANE

1. 7E MySQL T¥EEH , 58 % EH1%IERE SecretsManagerTutorial , AAFIEER “REIEE,

2. 1£ Manage Server Connections ( BB RFEERE ) XNFEER , X F Username ( AF R ) , A
appuser , A/F1E#F Close ( X ) .

EE MySQL IT##& |, &EFiE#ESecretsManagerTutorial,

4. £ Open SSH Connection ( $T7F SSH iE#E ) XiEHEH , X T Password ( 18 ) , #MEENHE
FREFNZED , REEROK (HBE ).

MREIEFAM , W MySQL Workbench F3THF EHIEFEMNRITRE,

KRARBLRERIN, BEFNELCESR , CRATEEINIEENEREB,
S 4 BFEAR

MRERZ AR REEAFRR , BRIBERR , AREET the section called “BEFH &
¥,

BN, A TEEFEFERNFEAFBERATLILE Internet By EC2 K41, iEMIBREEARHEH SIEA N
TRERELREMH

« Amazon RDS BEESHl, BXx1%EE , 52 (Amazon RDS FAFIER) A AV BREHE FE =4,
- L5 EC2 =fl, BXxHEA , HS 5 Amazon EC2 AP ERH L LA,

- Secrets Manager ## SecretsManagerTutorialAppuser. BXxiiBl , S #the section
called “MBRZE A",

« Secrets Manager i /.o ﬁ?‘élﬁbﬁﬁ S ® (AWS PrivateLink $87) FHIMIE VPC ix

« VPC iR, BxiHA , 52 (AWS PrivateLink 1§58) S RIMIER VPC,
ERSR

- TRNFEEHNAERFFERZNA.
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- THREAMRBRITR

79 AWS Secrets ManageriR B £ i P i

EARHMEF , BNZINMANETEHRREZINFARELRFRE, SRAFRHEE —MRERRE
FEZEKMF |, Secrets Manager FRINEZANBBEEFETAFANEIL. EXEZEE , HSMH the
section called “2H 7,

ERAHER  BNBUESBFEHEFNHR. BOEEFHRHERAEN].

Secrets Manager 2R AWS Lambda EIERE M BAMBIEE. BXEMA Lambda BRI AR
B8 , B2 EMN.

Bx

- R

- EREH

« % 1: 812 Amazon RDS BIEERF

- SR 2 NBEFEAFEILEERA

- ZIR 3 MRBRNED

N

Nil

- S|4 FEHER
- BESRE
R

RHEENRRZHERN , BFEN AWS KFWEENR. BEFHEF , REXKENSITRERAT
B EE, flm, EEREFEERANRNAE [ EE Amazon RDS HiEE , MEAMEEE R NR
MAERRE VPC MZ2H, HHITHESREN , RINBWEKEERAARS 4.

BRUNMMAEEFHRERIZENRIEES , BSH the section called “ & 35 UE F 175 7] 2 57
FoRFZMH

EHENFEREZMR the section called “‘REAFRIR", BE—IMNHELRN , BAEBFERR. £
ZHEZE , CREE - UERE , HPEE — Amazon RDS BEEN—IMAEHEEEEAE
IERY Secrets Manager Z40. S E S —NMNHASERFEEAFNEIL , EAEERHEFIEAZE
£,
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f&&E MySQL Workbench RELE T —5iE# | ATAERAEE R TUEEEIIBERE.

S 1 : Bl Amazon RDS BIEEAF

B, BFE-ITAF  ERIIREERERES, BCBAF  BEATHREZHATHERAKILER
% Amazon RDS ##&FE, AEEREN , EXHEFR , BHUIBRERGEETENRIAF . BEEFH
B XHAFER , BUEERRENREL,

KREER R

1. 7 Amazon RDS &A% , SMBIEHNKIERE.

2. 1 Configuration ( L& ) £+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & )
LERTFFTFF Secrets Manager $2# &

3. EFFEFMAEENEL , i Retrieve secret value ( RRZHE ) -

4. BB RTE Secret value ( Z4A1E ) o F,

BIRBIEEMF

1. 7E£ MySQL Workbench # , 58 % §1%%E$% , SecretsManagerTutorial R /Fi%F “RBIEE,

2. 7£ Manage Server Connections ( BEERFeRERE ) XiEEF , X F Username ( AFE ) , WA
admin , RFi%#F Close (%M ) .

3. [EZF MySQL T#A , &E#FE#ESecretsManagerTutorial,
4. WANZRPRRINEEAEB,

5. £ MySQL Workbench 1 , £ Query ( &1l ) EOH , AU TH S ( SERZBE ) , ARGk
& Execute ( 117 ) » BEREHER SELECT N HAE#HH =4 , ALt dbuser XMEDEFIZN
PR

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'dbuser'e'S';

£ Output (i ) EOH , BLBIXLERTHRITHI,

S 1 : 812 Amazon RDS HiEER 33
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SR 2 . ABEEAFRILAEZH

BTk, SR NMNE2ARTEHEERQBNAFPNEL , AENEABmRER (87 AR
) . Secrets Manager ¥t H4A , TEREZBEUREFRNERDN , FEABIXNHERE, L
FrRRRtb USSR ERRIZEERTIER,

1. ¥TJF Secrets Manager ###|& , M1t R https://console.aws.amazon.com/secretsmanager/o

2. “EETFHHEHA.
3. £ Choose secret type ( EFRFARE ) MEL , ITUTERE .

a. XF Secrettype ( WEEKH ) | i£$F Credentials for Amazon RDS database ( Amazon RDS
BIBESEIL ) o
b. X}F Credentials ( ZFif ) , A& dbuser , AREHFERH MySQL Workbench B2 #Y

BIEEAFRMANEB,
c. XIF Database ( $i3EF ) , %#%F secretsmanagertutorialdb,
d. iij:¥-|:_$o

4. 7E Configure secret ( BLE#4A ) WE L , XIF Secret name ( BB ) , WA
SecretsManagerTutorialDbuser , R/G%ETE Next ( FT—F ) .

5. 7 Configure rotation ( Bt E%#R ) WE L , ITUATERE -

a. B Automatic rotation ( BZh%#t ) .

b. XJF Rotation schedule ( ¥#itX] ) , iREitXl Days ( X¥ ) : 2 X, LAK Duration ( £
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

c. X¥F Rotation function ( #¥RBE%K ) , i&#F Create a rotation function ( BB EE ) , R
EXFERBEHM , @A tutorial-single-user-rotation,

d. XNFRERER 6 ERE2EAF.
e. ii?%jt_io
6. 7£ Review (& ) WH L , 1%#F Store ( 7 ) -
Secrets Manager 2IREF|ZAFHAEENEH, BAUEZNEHMBEELREERS. Secrets

CloudFormation Manager Al T8I %R , 120 Lambda ##EEMIZ1T Lambda EEEIINITA
B, CloudFormation SERX /G , HIBZE N TERL IR Secret, 5B —IRFRE T MK,

SR 2 ABFEERFRILEZSA 34
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SR 3 NiAFRH R

EE-XBARKR (TEFE/LVE ) 25, BUUREMERENTEEREIL. WETHEBEMN

REFEIEREER,

PINCR LR Sk

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o

2. 1%3$F Secrets ( W#F ) , RF%EEME SecretsManagerTutorialDbuser,

3. % Secret details ( B FMES ) WE L , [ FR3NFHiEE Retrieve secret value ( 1 RMWE
B).

4. £ Key/value ( 88/{8 ) &9 , N password £l Secret value ( WEE ) -

(R AN

1. 7E MySQL Workbench & , 58 % §1%iE$#E , SecretsManagerTutorialfRfFi%F “RIBIEE,

2. 1£ Manage Server Connections ( BB IRFEERE ) XNFEER , X F Username ( AF R ) , A
dbuser , AAFi&#&F Close ( %M ) .
EE MySQL T¥# , i&EiE#ESecretsManagerTutorial,

4. £ Open SSH Connection ( $T7F SSH iE#E ) XiEHEH , X F Password ( 218 ) , #MEENHE

TREINEZD  RFIEER OK (BE ),

MREIEFR , W MySQL Workbench [T EHIEFEMNRITRE,

TH 4 FEER

NBREERR , EHREEARBESQNROWE, BRI , 5 Hthe section called “Mil BrZ5 487,

EFEFEBIEPRENER , 535 the section called “F 8 4 : FEER,
BELS R

« THRNMEEHNARFTRERR, BSRRNER,

- 7

ARE MR, FSEthe section called “B# it %1,

HPR 3 AR IHRAYERRD 35


https://console.aws.amazon.com/secretsmanager/
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22 % AWS Secrets Manager 47

MERUREE, —AKIE (W, AFEMER ). OAuth THEZUAMBEF K7 E Secrets
Manager EFE’\JEHEW&E,N

® Tip
¥¥F Amazon RDS 1 Amazon Redshift EX R P& , RINBWEERAEEEH. B
BYEEBERSVERERY , AR ERATERE,

HEREH A FREFIEEXENREEFNEEFEILN  ZAFESREEEFENEEEE. RE
EHFAN |, BAFRRZANELS , FRESHENEREE, SUERADRINEBEREX LI
FXHEERES

EGIBR4E , BEESecretsManagerReadWrite & &= B2 TR,

LIRBIEZEART | Secrets Manager 24 & CloudTrail BE$%B. BXEZELR , 21 the section
called “fEF & F AWS CloudTrail ",

BIRE (#ZHE )

1.  $TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBNA.
3. £ Choose secret type ( EFRZ4AERE ) MEL , ITUTRE !

a. XT Secrettype ( F4AKE ) , ITUTREZ—
EEHBEEEIL  FABREE#NBEERIIRE, REERHEE , HEaAE,
EFMIEATHIEEN API B4, HRITEFMEIL , HEREMXBNRA,

ERENS , FLL JSON BENEXMAZYN , RELRRAET+ , RAEUEMHER
MAZR, EAUERATF#EEKS 65536 MFET. —LRH

API key
W AR/MER

ClientID:my_client_id

36
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ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

W ABAX :

AKIAI44QHS8DHBEXAMPLE

Digital certificate

WA :

Private key
BB

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

b. XF Encryption key ( IZ2%4A ) AWS KMS key , i%£$F Secrets Manager B F INZHZ4AE
W, BXEZEER , B2H BHANENREE,

«  HEASZBHERT , Hik#E aws/secretsmanager LAF AWS FEE X Z4A AT Secrets
Manager. A LLZRAF=EFEMTER,

« MREFENZ—NMFEBE AWS K/, SHEMREBEABCH KMS ZH , U
FERRBASINENAZARE , BMNIRPEREFAREER , HFIEEFE Add New
Key ( AMFEHR ) UEIEZEHH, EXEAZTAREZANHENER , BSH EN.

BN EE the section called “KMS Z4AIR”. BXREKFIHRNEZEESR | 5
the section called “BEEMK /= i8],

C. ii#%jt_io
4. 7E Configure secret ( BLEH4A ) WE L , MITUATRE ;

a. WA—MNERMR Secret name ( A #5 ) M Description ( %8 ) » ZPABMHALEE
1-512 NERBFH _+=.@- 7
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b. (W& ) EHRZEMBOH , EENBHAPRN—PHSZ ML, BXIFEKE , 152 the
section called ‘#7512 Z41". BT ENBRBREEFHENREHR , ARElIRNE,

c. (Wik)ERENE, EFRERBRNINEGHZAS  BERRENE, EXEZEL , F
2[5 the section called “E T &R KR,

d. ( Ali& ) £ Replicate secret ( EFIZ4A ) # , EFHBHEH RS — AWS XFHF | EiE
BREHZA S LNEEFRE  wULELBEES, BXEZELE , #3H ZXEEH,
e. EET—%,
5. ( Ali%& ) 7 Configure rotation ( BEE%®#: ) ME L , BA LIS ARk, SHAIURAEREX
Mt  RAEREEETH. BXEZELE , E5H £k BH. 2#8T—%,
6. 7 Review (F#) MLt , ¥FRENFHIFAEL , REEF Store (7).

Secrets Manager fFiR[E E|Z 405 R, MREWHBEARE T , FI1EF Refresh ( FlFT ) =4,

AWS CLI

HIBEWT shell P AGTE , FEFRGSALREERRXARFIUFRZGSSHHNK, B2
Bthe section called “B&{K 5 i 7% AWS Secrets Manager %48 AWS CLI BYXBS”

Example #R3& JSON 3 #F 1 gy £ B X 0 2 %2 4

LR create-secret ROPFBREXHEFNEILICNERIB, EXEZELE , H5H ( AWSCLI AF
1B/ PN IS AWS CLI 33,

Eff Secrets Manager BEB R B4R | BWATHER JSON FEZ4AR JSON 44,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"

AWS CLI 38


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
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}

Example #7224

BLF create-secret RO EIEZZERMNBENNWEZR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example &2 %34A

A FRcreate-secret "l T — Nm AR MELENZ4A.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

AWS SDK

EFEAES —REIERHA AWS SDKs , BfEACreateSecreti®fe, BXEZEE , S M the
section called “AWS SDKs”,

Secrets Manager Zf i E A4 ?

& Secrets Manager # , Z{AHZEAEE. BHRENZATKIELR. BAEUTURFHFRIZH
=

ANTRENZHREERE—NBHP , RNBUEERTHERENK JSON XAFRFEH | i

{
"host" : "ProdServer-01.databases.example.com",
"port" . ''8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",

AWS SDK 39
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
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"engine" : "mysql"

}

NTFHBEZRY , MRESHBIRER , ZASLNTESEREB JSON SHNBIEEEEER, BXE
ZER , F3 ¥ the section called “BE4AHY JSON 4537,

Metadata
PR TR AT

- BEBHLITHAM Amazon Resource Name (ARN),

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager R EZBABMARBRNMANEN 2R , UAFBFRZER ARN E—%, RM
BRTRIAZH  AREAHENEMARTHES , Il ARNs ATXEFR | XRIBHAKXEMT
B, BEXERIBZEHANAFT2EHREXNFHBHANIHENER , AR ARNs ERE,

- ZAMNEN., HH, BREBNRZ,

- MEZEAM ARN , Secrets Manager £ R INZMBZZLE. AWS KMS key Secrets Manager
RALMBELRNFRBANAE , HEARIBPMERA. HSHthe section called “Z 47 % F %

i

o
- MRRETRE , AXRUOMEERANES . BSHEHR B,

Secrets Manager £/ IAM SRR RBRIABRNA L ALHRRERZR. HSHEN S B RIEF
a2 %] AWS Secrets Managers

ZHREIENEFZHEBRNRAE, EXFAERRHREFARN , Secrets Manager 2812 — MRS
&2 fthe section called “Z4A MR A",

LU BYEH SR AWS XiE REAZEZER. EHFHAN , ETURRENEFZHABRNEE
#H, BAZRARFREINETEAL. F2H ZXFHEH,

BSH TER.
BAEEE MBAEBRNIER, EXBHERLRBHAN | Secrets Manager & 812 — PMHFIRA,
Secrets Manager R&TF B EIRAMN L URAFHLILR, MLBIFIRBEX = MEERE

Metadata 40
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+ HHTHRAX — AWSCURRENT
o Z BB MRA—— AWSPREVIOUS
« FEMA (FHHAE ) — AWSPENDING

FEAREE —MRIEHN AWSCURRENT BYARZS |, Secrets Manager £ 81 RZHAENBRINREZAR
7,

B LU Fupdate-secret-version-stage A B © WFRE R A RAF MRS AWS CLI, &&

AL — N EAM I 20 MRAIRE . BHHW MRATEESHENE FRE. RATUE S MR
s

SYadleY

Secrets Manager NABBREIREHRA , BERFIEHRAFEANSHFH. MRRAEF 100
A, Secrets Manager 2B REFAMAIRA., Secrets Manager T2BBR 24 /Nt 5T 8 Z A ARA,

TERERT —N AWS HRERANEFRERANZH, THRSWRAFHEANEFH | Secrets
Manager fF7E &N R RH SR EB R,

ﬁyﬁecret

e yLoven |

AWSPENDING AWSCURRENT - AWS PRE\.-']CI

credential10 credential® ‘ credential®

‘_. credential? ‘

| credential3 )
credentiald ‘ credentials ‘ ‘ credentiald ‘
credential2 ‘ credential 1 ‘

C | | y

AWS Secrets Manager Z4A#Y JSON 4

IR A LAE Secrets Manager Z 48 R E AT SRS, —#t HI X4 |, RAK/NH 65,536 F15,

K JSON 41 41
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MR A the section called “iB1J Lambda BE#H 1T |, N ZASNMETERRHBFIENIEE
JSON ZFE, flin , T EERREEZINFR , RPRERSEEIBEEUEHREILE , RiZZHA 2
MEBEREEEEER,

ﬁﬂiﬁ)ﬂiwﬁﬂ‘*ﬁﬁﬁﬁlﬁﬁﬁ%ﬁ MR, NZZAXTNIERRBEENEE JSON BEX, Secrets
Manager £ X £ FEREWHIERF , AERFHERREBHER VPC,

JSON #E2MX 9 K NE,
FB

« Amazon RDS F Aurora £k
« Amazon Redshift £

* Amazon Redshift Serverless & i

« Amazon DocumentDB &EiiF

« Amazon Timestream for InfluxDB Z4H 4%

« Amazon ElastiCache &iE

« Active Directory EiE

Amazon RDS F Aurora ZiE

EF A Secrets Manager IRHMWEHREIENR , HFEALT JSON £, BALURMEZSR/EX |, 4
masEtXEPNEIABEENEZES.

DB2

X¥F Amazon RDS Db2 34| , HFRFLZEZERECHEFE , ALt BAMERLIMP R P IREE

b2 AT
{

"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"

Amazon RDS # Aurora i 42
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RAriEmE

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

the section

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MySQL

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle

"engine": "oracle",

Amazon RDS # Aurora &iilf
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RAriEmE

the section

the section

"host": "<instance host name/resolvable DNS name>",

"username": '"<username>",

"password": "<password>",

"dbname": "<database name>",

"port": <TCP port number. If not specified, defaults to 1521>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}
Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer

{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

Amazon RDS # Aurora &iilf
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"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift ZiF

EF A Secrets Manager IV IR BUENR , EEALT JSON &8, BALURIMEZR/EX | 6
magEMXEPPRIABREENEZER,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon Redshift Serverless &if

EE R Secrets Manager R RV RIREIHIER , FEAUT JSON 51, BALMMESR/IEX | 5
MmeEEHAXEPHNEIABEENEEES.

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"
}

Amazon Redshift & iF 45
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Amazon DocumentDB Zif

E & A Secrets Manager IREEIREEIENR , BHFEALT JSON &1, BALUMMEZSR/MEXT |, 5
magEtXEPNEIABEENEZER.

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"

}

Amazon Timestream for InfluxDB Z24A 45

Ei® R Timestream %4 |, BRI LUE A the section called “Amazon Timestream for InfluxDB” S #4&
Mo

EXEZEER , 2 (Amazon Timestream F X AR IEFE) FH Amazon Timestream for InfluxDB
wn4al s A 2240 .

Timestream Z4A AKX A EHH JSON £ FREFEARRER, BXEZEER , 5% (Amazon
Timestream F X AR IEFE) FHZHNRNAE,

Amazon ElastiCache &iif

AT RBIE R T 776% ElastiCache UL Z AR JSON 444,

"password": "<password>",
"username": "<username>"
"user_arn": "ARN of the Amazon EC2 user"

Amazon DocumentDB &iif 46
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BXEZER , F5H Amazon AAFEE K B3)5# ElastiCache A/ &3,

Active Directory EiE

AWS Directory Service EAZAFEMHE B REIE, BXEZEER , iHZH (AWS Directory Service
EEER) FHE Amazon EC2 Linux 2148 N AEHIFEE AD Active Directory, FT4& N A A E
ELUTRAFHEENR. MRAFEALTEIEMA  WAUAERARREEERZRAPENES | WRIRE
BHERAE PR

E# ¥ Active Directory 240 , ] LAE R Active Directory 5 #184R,

Active Directory credential

"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

MRERREZS |, FEFEHE X D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"
}
MEFZFASTEBARNBA—EER , W ZEBEARBHASTIEERN. ARNs
{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}

Active Directory ZiE 47


https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
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Active Directory keytab

BXxERAFZPARIHTT S EHESNE ZKFHITEHRIENESR EC2 , 55 M E Amazon
Linux 2 LA SQL Server 2017 S BME B ES) B ZFHPRIE,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"

1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",

"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

Active Directory ZiE 48
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& %48 AWS Secrets Manager

£

« E¥ AWS Secrets Manager 48V {E

{8 Secrets Manager 4 R %15

o FFEAERE G MRA

. ERHAR B AWS Secrets Manager 4R
& # AWS Secrets Manager %A

- EEEI EMWE AWS Secrets Manager

. MIBRE AWS Secrets Manager 4

+ RE % AWS Secrets Manager A

» FEHHRIZHLE AWS Secrets Manager

E# AWS Secrets Manager Z4AM{E

EFEHENWEE , JUEHAESS, CLI = SDK, HEBEHWHRER , Secrets Manager éﬁﬁﬁﬁ
FHR ¥ AWSCURRENT I BRRIFTMRAS, BRI LA BT A RS AWSPREVIOUS WIBRRA, &8
LURIMBEMIRE, BXEZEE |, 55 M Secrets Manager iR A2 %o

EHWEE (EFE)

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. MBHYIRL  EFELENEH.
3. MABAFAGENERE , ESREMFFNEAERD , ERREWRE , ARERRE.

AWS CLI
EFEHE (AWS CLI)

«  HEBEDTS shel FRAGTH , FEHRGSALRERIEZARF AR FEERTSHBIXK,
S A the section called “BR{KfE A 74 AWS Secrets Manager %43 AWS CLI IR,

BATF put-secret-value HAIEBERMNEEXNWHIRAZ,
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value I 7T —NEBEBENEFERENHIRAER. FIRAGFTERE
MyLabel Hl AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS SDK

ENBWEREUBEE 10 28— XHWERFZLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager 0 Z AN, =
WA 100 NE , Secrets Manager 2 BRARFRIZEIARA |, B R MIBR 24 Dt AR R, MR
10 7HEF—XZHE , NEIEHPMAZTF Secrets Manager Ml BREIARAS | F3% B 2240 MR A B9 B
i,

~

EFEMMWEME , EEMAUTIR®E  UpdateSecret = PutSecretValue, BXELZEER , HSH the
section called “AWS SDKs”,

{# i Secrets Manager 4 B %15
£ 8 Secrets Manager B —Fh % WL 21 Secrets Manager PAERFE , A EHREESRS HE
RZBB, BUUERNRTAERITIHERE

« AWS CloudFormation — i5Z B AWS CloudFormation,
« AWS CLI — i#&#lget-random-password,
« AWS SDKs — & #]GetRandomPassword,

N2 EH R B BABTRY MR AR

B LB EA AWS CLIBI M MBI ZARAINIRE | FREAERN EBTRE. BX Secrets
Manager 1A 7Z & Z4EAMRARMIE R |, 5S [ the section called “Z4A A",
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Ll Rupdate-secret-version-stageRHIFF AWSCURRENT EEFRZE B3 B BR4AM L BIMRA | X
HMSNRAERAEIORAE, EERUBRAN ID, EFA list-secret-version-ids W7
Secrets Manager 2 #| & F&EF R4,

NF U RA , T ERSHMAN a1b2c3d4-5678-90ab-cdef-i7 AWSCURRENT #RZ B R A
a1b2c3d4-5678-90ab-cdef- EXAMPLE11111 AWSPREVIOUS EXAMPLE222227E It Rl FR | #&84F
AWSCURRENT #xZMMA 11111 B3hE| 22222, BHF AWSCURRENT #3Z EMRAFBER , E
tupdate-secret-version-stage2 B31¥ AWSPREVIOUS ¥rEBFN TZMRA (11111) . &R
=X AWSPREVIOUS 7 AWSCURRENT #l,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

E R ZAM INZE AWS Secrets Manager 4

Secrets Manager £ AT H AWS KMS Z{AMBERANE T NEBRRFSNBHE, X
FEARE , BULUEREFRAN KMS 4, EUUFERAEREENRH AWS RERXFE

4 aws/secretsmanager , tt AR EFEENZH. EXSZHIBERT , BINBWEHaws/
secretsmanager , M BFEAECTWEEAFEA, MREFENEMAHRIZE AWS kP, HEERE
FABECH KMS ZHRUERRBAINENAZARE |, FEA %F‘?Em‘t&.’fﬁo BAIER the
section called “KMS ZHNNR"s BXEATFREZANREANEER , BSH 40

BRI ERRZENMEZERH, il , mBEBMNEMIKFIGRZE , HEZFRAHEER AWS £
B ITINFaws/secretsmanager , N AT A3 BEFRFEEXNFH,

® Tip
MRERRR ERFREEXNZRE , RINEBWEMER AWS KMS B3 B4R, BEXEZEER
BHSEEH AWS KMS %41,

SIEEWMZE AR |, Secrets Manager 2 AT Z A E# INZ AWSCURRENT, AWSPENDING A
AWSPREVIOUS fR#A, 7 7B EFESEEZH 2 , Secrets Manager &£ L BIH 240 N2
FIEIE R, XEWREE A RGN ZA RN ZAHEE AWSCURRENT, AWSPENDING F
AWSPREVIOUS A, NR&E LB ZHEM kms:Decrypt R , M HEBFE R MBZZLART |, Secrets
Manager T2 ZBARAKETMEBE . EXTERT , MEREFLXFEEHRMNE,

ERMER INEE R 51
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RNTEREEBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFTRANZRI., RE , B THEEBE
%22 AWSCURRENT Z4ARRA |, B AMIBE R EARINER,

MREALBIR N4 |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS 24\ , & 5%
PR AIMBRRAE, NMREEBERENEMIRERZNBZRAN G RINR , MEZEFEH the section called
“AWS CLI” B IR R EFH 0B IX LR,

B ENMEZR (BFHE)

1. $TF Secrets Manager ###|A& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. MEZPHRLE  ERENERH,

3. EMBFMAGENELMMZFHEEMO T , RERE , ARERREMERA,

AWS CLI

MRERWFENNZR  ARERA TR MMZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24\ , BT LB BREMMBRIRAR, NMRBEREXN EMIREFREH R RAH 175 B
BR , MEZEMEA the section called “AWS CLI” @i 389 h1 22 3240 & 37 01 32X LE iR AN,

ERMWENINEZEZH (AWS CLI)

1. BUF update-secret RO EHATMZZHAEBEN KMS B4, Z KMS ZBHAXT S NZE LAV
FRE—XiFgHH,

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEERE  NECRAFBAXNEERMSE  WLAEFIRXL
AR AR

HEEDD shell PRAGSE , FEHEGSALERIEARFATLGRIEZGSSHIREE,
&2 fthe section called “B{EE A 17 AWS Secrets Manager %48 AWS CLI BYXB&”,

a. REMFERAE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

I T HWEE,
b. GIEZE/ZEMNIRA,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&% AWS Secrets Manager %A

BRI ECIRZAGEREAKE  EAERTRANGESE. X THAEMRSENRN , EURFE
EFEAHMRSREFTHIERE,

DREREERY , EUNUEEEAEN. HEMRSEENZAZRSH D FRHR. E , &
R AWS CLI , J§H d escribe-secret , RREFZFR. OwningServiceBXELER , HZH HE
RS EE W Z,

NFEERNZHR , BUMERERNER. ETHRVER, MBEBANRIC. BETAERNER
HERGE  ERIMNBENERHREHIERIUENENAE. RR2FH Secrets Manager FHIZ A AR EK
BESERS LWERE. X2APRBEASILEZA  UAEETFRERZAEN , RERR—AEET
ENEIE. BXEZER , B5H ik B,

HIRBEART |, Secrets Manager 2% K — CloudTrail BES&B. BXEZEE , HSH the
section called “f£ F & & AWS CloudTrail ",

EHMEEENER (BFHE)

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o
2. MEPHIIRL , EFRENEH,

3. EERfAFMAGENHEL , MITUTREZ—

BFEE , BT EER ARN RELHAM B,

- EEFHER  EBRHAFACEHoP  EERRE , ARERERBHER,

- EEFMER , SR the section called “ERMFNMBHEZFE

- EEFRE , BERSETFH , EREERE. S H the section called “#rid 2487
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EEHWHEE , 1S5 the section called “EFWHE",

« EFEHFHANNE , BESREMFHPERRENR. S the section called “E T &RV
KL,

- EFEHBANRSR  BERRETPEREERIR. B2H BRIk B,

- ENSNFAEFIEMXE , F5H ZXEES,

- MREBVFAFELR , WEAUERE RN MBEL, EEHEDFH , EREIAX BIH #IER
H, RAEEREXEY  RERRENEZH. 5SH the section called “Z4RINEMFE",

- FEFEREBEAUCHAEMRSER K SFEEZRSTENVERNA. B8 HEMESE
BHEH.

AWS CLI
Example E# %5415 88

LR update-secret ROMEEFHHLANHEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS SDK

BNBWEREUBEE 10 28— XERFLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager R Z AR, =
MRS 100 N6t |, Secrets Manager £l BRARFRICHIARA , (BT MR 24 DETABIZIRA, IR
F10 PHEF—IXZAE , NEIBHRAZ T Secrets Manager MIBREVRRA | 3% B 2340 MR A< B B
o

EFEHWER , BEAL TR : UpdateSecret 5 ReplicateSecretToRegions. BXEZE
B, i3/ the section called “AWS SDKs’,

FEEMES KWEZE AWS Secrets Manager

WREBRZANKRIREBIFIESRMY , Secrets Manager 2L Z4AET. HIR, HREBAMIRZEPHX
By, RREMERENEBRTIXSANE |, ZBZEK, [, _. = # FHERFH , FENERHFH
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FR#ATER, ETNFEABERHFNER THITE RN |, Secrets Manager 2 7 M8 RFRABLLGH
BN RN ER, BIMNKERNE, NFEEEFHM number/letter 45 S5 EIFR L 55 W EM
TILRD BRI, Hlin , W AERIA credsDatabase#892 FLEREM, WIRMFZBMNEHW
creds., Database #1892,

L{RYIH 4R |, Secrets Manager 24/ — CloudTrail BE%KB. BXEZEE , 50 the
section called “f A & 3% AWS CloudTrail 7

Secrets Manager @ — M XS , fOREIEE XEH AN ZH.

BRIFIESA

MREREREATEESRMY , Secrets Manager RFFERFHFEIRENR , AREAMEREFERETE
W, WERFXDKNE, fln, R My_Secret KRB AN, EARBIRZFTHE my = secret F
A,

AR AT RERHRARESR
B
CEZABHRINITL ; Ko KNE, 0, B : Data 2IR[EHEH DatabaseSecret BE4 ,
FREE AN databaseSecret = MyData &4,
iR
CEZAERFHER , XD KNDNE, Hla0 , #R : My Description £EE BB LT #HiRH
=4
* My Description
* my description
* My basic description

* Description of my secret
B

ERBNBRSEENZHA AWS |, Hla0 CyberArk 5 HashiCorps
HERS

CEEERS ID SIRHNFFL , TR KNE, Hlin , my-ser FRZEENZHHSHH my-serv
M my-service #ITE. BEXEZEE , B2H HHMBRISEENEH,

BRWIESZME 55
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EEFIHEHA

B LTRIEERE, BABAIKREFNFR,
R

CEARSENTL ; KO KNE, film, 75E8 : Prod 2IREFHHEZ Production  Prodl i
24, TIRE#HE prod 5 1 Prod BWEH,

BEE
CERZENTTL  RoKDME, fli0 , 55ZE : Prod £REIHHRZE Production 1 Prodl #Y
Z4A , PREHIRZEE prod 3 1 Prod BZ4A,

AWS CLI

Example %I tH & F= & #9 2248

BATF list-secrets ;RHIFRER T I&0K F R Y 2240 51 K o

aws secretsmanager list-secrets

Example F§i& 2 - & #9240 5 &
AR list-secrets ROPFREVENIKFREHEE Test WHAIIR, BEHKEX DK PNE,

aws secretsmanager list-secrets \
--filters Key="name",Values="Test"

Example B E M AWS RS EEHNH

AT list-secrets RUIEREURSEEBNZAYIR, R ID EERS. BXEZER  FSR HEM
R EEHH4,

aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"

AWS SDK

EFAEP—PREKRYZE AWS SDKs , BFFAListSecrets, BXEZELR , i3 the section
called “AWS SDKs”,
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fHIBx 2% AWS Secrets Manager %A

AT , AWS Secrets Manager #E El BRI Z LB R H#E, Secrets Manager T2 3 BNl
Br# 4, M =Secrets Manager £ BIFXLEFATLETR , HitNERENER (&R R7X) Bl
RRiIXLREA, EMENBERE , BF e E e HIBRAEE . F51CH Sl BREY A T WREBE 2 A

NMREFERAEHINHEBXE |, WEAEFEBER. BEMEREIR , RAEMBRERA. EEREREAE
Y, ZEI ARSI BT BR.

BT EEERBRENBRRA , R, BIBUER AWS CLI % AWS SDK MR B ERPTE E Z45
L, X&FZWAFIENERR , H AT Secrets Manager £ /5 & B sl BRiZhR A8,

MBEETMENARFRESNESEAZH , M LLIE—4 Amazon CloudWatch Bk , IREZEMRE
MEREAZRFRZEH. BXEZER , BSR BEITXIMBRE AWS Secrets Manager Z5 47 1 B9 4

EMBRZ , BAMEE secretsmanager:ListSecrets Ml secretsmanager:DeleteSecret

PR,

LB BRZ4ART |, Secrets Manager 2% K — CloudTrail BE%B. BXEZEE , HSH the
section called “f£ f & 3% AWS CloudTrail ",

MERZR4R (2HA)

1. $TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o

2. EEBfAKRP , ERERBROEA.

3. EEPERMAGEENIH , ERRE , RARERRERER,

4. EZAZPEMNITRPERNEED , FESFHET , @AKABBRZIEFH R, Secrets
Manager i il—“N& 7 DeletionDate MFE , N HIRE N X8y B EAFATE N LR IRERTERIE
E WX

5. &FITRIMIER.

EE EM RN

1. FTFF Secrets Manager ##&|& , Mt} https://console.aws.amazon.com/secretsmanager/.
2. EEANEL , ERRY
(&
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3. EEGAIUXEES , ERERIUTXREBRNEZESR  REERRE

i B & A %3 47

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERIFHEHA,

3. EEREBARAND , BERIEEH,

4. M Actions (&1E) X% ik #R Delete Stack (il BREIZ),

AWS CLI
Example il Bk %347

LA delete-secret REMFHIBREER. B LAE DeletionDate MR FEX Y HHAFIAf Bl restore-
secretZBIMREZH. ERREFN B EMXEHN L , BEFEH remove-regions-from-
replication MIBREEIZAR , REFA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3 BNl Bk 2348

LA delete-secret ROMFIEMMIBRZAMEBEIMER R, B EREHEFR,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example #il Br &l 4= 24A

BAR remove-regions-from-replication RGIFFHIER eu-west-3 R EIZARZRE . EMIRESIZE
HXBHEZA , BEBBREIE , REEA delete-secret,

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3
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AWS SDK

EffBRER4A , EEMA DeleteSecret H. EMBRBARK |, EFEH
UpdateSecretVersionStage . EMIEREIA , A StopReplicationToReplica .
AXEZELR , iHS1 the section called “AWS SDKs’,

k& 2 AWS Secrets Manager 48

Secrets Manager FitXMBRAOZLAM N EFR , MABEEHRZZHA. EMENERI/E , Secrets
Manager Xk AW BRZZ4H. £ Secrets Manager MR 4AJE , BEEZMEZFH. EMERERLER
28, BAMERAHBRERETHITIHR . X2MER DeletionDate FE , ANMBUHEITRIBI KX
i BR

EEEFEPFMEZHMTEIE , BUMEHE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret fX[R :

LR EZART |, Secrets Manager 2% K — CloudTrail BES&B. BXEZEE , HSH the
section called “f£ f & & AWS CloudTrail ",

TiFE R (A )

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o

2. HEERIRYF , ZEERENEHBW.

MBEFATIRFRE TH RN | ERERT
(@& )o
E BRI EET | SRR RNES | RAEERRE.

3. ERPEAEEMOT | EBICEHIGR.

4. EEUEBPBHIRTIAREAES | EEEOSMRR.

AWS CLI
Example X & 2 Bl Br &Y 2548
BAR restore-secret RHIHRE T KByt XM BRAYZR4A

aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS SDK 59


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/restore-secret.html

AWS Secrets Manager ArfEm

AWS SDK

EREMRICHBRIZR4EE |, BEA RestoreSecret H. BXEZEER , 51 the section called
“AWS SDKs”,
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£ R HRIZHLZ AWS Secrets Manager

£ AWS Secrets Manager , B AEARSHABEIBRELEEH. HERHEBNBHAELNER/E
o REAHBEEE AWS BRMEEHIE , I BEKEEE.

BB | AL

- B, BRAMIE AWS IK /- 5 #9240 M E A 5 R
o ARFEFIIPR IR HIXS B A B T3[R
« REEMZRER/ENZHIEHXNTEH

BAFEARLEREHRINESER |, 55 @the section called “f FAFR &2 & %4 2248 B9 15 (8],

ETHERKEADERENER , H5H AWS Biling AP EEFNER AWS A D EIrE,

BRAGERANGERHNES , BSHAWS —RSEEEHNIRICHRSEH. REXDKNE,

YIBPRICHEUHPRICZ4ART |, Secrets Manager 24 CloudTrail HER B, BXEZELR , B5H
the section called “f#£ F§ & 3% AWS CloudTrail ",

® Tip
XA AWS BRERA—BHFRIEH R, BXRFESXSK | H50 ricHESXSE) BRB,

BRRZEARMIRA

BRI AER S A PIERRLEERZE AWS CLI, 1 SDKs. AWS E1R{ T Res our ce Groups TELUE
ZRIEEENESE , NMTBERFHRSESSERERER, EERTERENRSNESR , H3H the
section called “&3# 48",

IEALAE A Secrets Manager ##|& AWS CLI, = Secrets Manager API R 1TLL IR 4E -

- BIEHFRIRENESR
o« [EARIIRE

« FHERNMEAIRE
« NEHBPBRIRIRE
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B AERRENBART R, flW , BAILEAE, AMAEERHENBRARTOR, BTEENS
MRENENE , RtET R - HABESCKIKBRZENBFERT R, UATILMRZERM

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production

AR RERAR A

A MERRER AWS RARTHXMBRE. YERHFERAT AWS BR (SEEH ) 1, £
AWS BASERE FAEERESTRNERARMNRE, SUMRERRLSA (HIWERFD, &
ARFEHRFMAE ) WRE  NERESHEBSHWEER. BXESEEL , HSH AWS Biling A/ 15
R RO T Sk 4R AR ) AR

T FRPR PR 5

LUT BRBIE A THRE

ERRE

- BORR (B ) WERAFEHE 50,
- RERNEX D KNE,
« BEEERHE MR ZARNIRE,

IR

« FIMERLTEME -, NRERNDTFEERTCHEANE  WENFTITEREEZNTREN,

o PRERABELTTL |, aws : AN RFFTAE UEER AWS, AWS RREIE LU BIZRIT KAIFR
£ | BT RERB M FRIX LR,

. REEHVKEXTNTF 1 # 128 4 Unicode Z&F 2 8,
o RERMMETELUTESR : Unicode FB, BF, ZHEAMUTERFRF:_ . / = + - @
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IREERE

. FREENEKEXLDNT 0 F 255 4 Unicode ERFZ ],
« MREEAURZE, B4, ENSBREELTER : Unicode &, HF., ERNUTEESKRT
ﬁ:_ ./ =t - @

{# A Secrets Manager &l & 510 4R

IETLAE A Secrets Manag er 24 & BB R AN,

EHRREIhEE , FHITUTERE

1. 3TFF Secrets Manager 2 %14,
2. ESMEH  EELANEEXSE,
3. ERHATE L , EFE—1NFH,

EEZANIRE

ERAFAFEERE L , BEEFZRTF,

ERFE IR
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1. ERAFAGERRNEL , REHFRZETF  RARERRERS,
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MR I BR AR

1., EFHEFAEERNEL , RBERSHRIAF , A EREBRNIFZIS MM BRER.,
2. %R R LEIAMIER | SRIEE BN SUEUY.

EAMRIEHLZE AWS CLI

AWS CLI 745l

Example @ Z AR INRE

LAF tag-resource Rl ER T a0 E AR IR 1L 1B S B INFR S o

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example [ Z4ARMZNMRE

LT tag-resource /RGIFF @ B4R M INA MR ER

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M 2548 il BRAR S

LAF untag-resource ROIMFMNZARBBRA ML, N TFEMNZ |, BRNEHEMER,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

{# F Secrets Manager API #~i2 248

A LAE A Secrets Manager API BN, B FBIBRRE . BXx b, ESFET X !

« ListSecrets: ListSecrets ATEENA TZHANHRZ
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« TagResource: N EARIMIFE
o BUBEMRE : MZREA P BRIRZ

£ Secrets Manager AWS F % T B @iric %4
EFRENREZENFE | BEEMALUT AP B :

« ListSecrets: ListSecrets ATEENA THHANGRE
« TagResource: A ZARMIRE
+ UntagResource: MZ4A il BRERZE

BEXMAFEAFAXTEBNEZEELR |, 5 @the section called “AWS SDKs”,
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B X 15 & #l AWS Secrets Manager %4

RN ZHD RSNES AWS X |, Ao hEXERXHNARERF , ATAEXE
WRIAMELEEER, MRLUEFE , BAUNEARAARNIRIETS , REFERENMILE
#l. Secrets Manager AILABSHEE X E H M B HHBBEM T IE | HlNIRENH R REE

BREXE |, BlIARZEEAM ARN SEZAMRE , Fla

« %4 : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIA&RZR4A : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXBXRZHANENER , iS5 AWS Secrets Manager Eft»

HEFEFIEAXENRREENREESIN , ZANESRBEENERER. RAEEHRH
B, BIARREZANER , A RESHERNEREE . SUNARATRFNEAMR key/value BLXS LR
WX EEZER.

MBEBRHERAE AL |, Secrets Manager FHEEXFAHRITRARE , TN ZRPAESEEBIMEX
BRWEIARR, ELERMEEMBERIABHANER,

B UEFEEREAN AWS XEHFEHZHR. BE- , MREERHK AWS XiF ( fila AWS GovCloud
(US) SR E X1, ) £ Secrets Manager , M| REEFEIXLE AWS 15K XEBHE ERAMEBIR, BTEE
FEBEA AWS XEFHEAEFZTIIXE , b FTEEFNEMNT L XS 625l X,

ERBAEHES —IMXEzE , B4R RZEE. AXESEE , HTZREE AWS X,

B AAFEZHNXIEPH Secrets Manager ix R , MEEEHZHANAESNXEHEHZEH.
Bx KimT RKFIK |, FSHthe section called “Secrets Manager s 5" EFEAEFIRIES TEME
WM | FERE B2 SRRERKEPHEIRE (DR) M., AWS

HIBE AT |, Secrets Manager 24 K — CloudTrail BE%B. BXEZEE , HSH the
section called “fE & 3% AWS CloudTrail 7

ENFHERIEMMX (2HE)

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o

2. MNBHAIRLE , BERENESR.
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3. ERAFMAGERNEMERZEIFH , FITUTEE —TUHRE

- WMEREHZRP , Fik#R Replicate secret ( EFIZHH ) -

- WMREEHZEH , BT Replicate secret ( EFIZ4H ) Fo , 1%£$F Add Region ( RINXIFH ) -

4. 7E£ Add replica regions XiEES , UITATRE :

o

a. X AWS X , FEREEREAEFRENXE,

b. (Wit )X TMEHRMAP , EFARNEZRN KMS B4, BHRLIN T EIRXFH,
c. (Wik)ERMEMXIE , iFi%#E Add more regions ( RINEZ X1 ) .

d. i%3#% Replicate ( £%) .

AT AIRE 4R 1FMES N E. Replicate secret ( E41%47 ) 2L ERENXEH
Replication status ( E#IRES ) -

AWS CLI
Example 5240 5 #I B H At X 15

BATF replicate-secret-to-regions RBIFZEAEHIF eu-west-3, BIARFER AWS FEE AN
FRaws/secretsmanagero

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example BIEZZAHEFIE

LT ROl —NERHFEEH R eu-west-3, BIRERAME AWS HEXZE4 aws/
secretsmanager.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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AWS SDK

ES 54 , BFEH ReplicateSecretToRegions tif. BXEZEE |, 55 the section called
“AWS SDKs”,

EHFEIAZEARHA I EE4EA AWS Secrets Manager

BAZARNEZAEFE S —IMBHAWS XE, CEREEZERAMENZAENTHE , EXEH
MEZEAUEATEN KMS 2. TREBY TERAEFRRNARN , EENBRARKRA. BIEBAALR
ST RIARHEETRANERE | AERIFNBERNIEILER. XEZANEXT2EHFIRI RS,

EXRETTRNERT  ATEAESEATAARNRIRA U ENTORRERRE R, &
% MABNEABRABARS  ATEEESEABAALNRIBEA.

MEARBNARZR , BELERENNNAEFRERMILFH,

LRI A AR |, Secrets Manager 2% K — CloudTrail BE%B. BXEZEE , HSH the
section called “fE & 3% AWS CloudTrail 7

ARBIAER (#£HE)

1. &% Secrets Manager , M1t 7 https://console.aws.amazon.com/secretsmanager/o

2. SMERIERXIE,

3. 71E Secrets ( %40 ) FIxRI L , ERBAREH,

4, HERARZPFMEERNEL , % Promote to standalone secret ( AR RIRILEF4 ) -

5. 1E Promote replica to standalone secret ( FRIARARNIMILZR ) NEFEP , WAXE , RAFk
% Promote replica ( I2HEIA ) .

AWS CLI

Example F&IAZHRARA N EZEH

BAR stop-replication-to-replica ROIFMBRBIRNZASERA 2 BNEE., BIXRFZHRERR
XBHPEREANEZEH, EXAMNEIARXBHAEA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret
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AWS SDK

ENEIARRPAR NN R4 |, B StopReplicationToReplica i H. BHUTAMEIA 4 X
ARk S. BXEZEER , B35 5 the section called “AWS SDKs”,

B Lk AWS Secrets Manager £ %

BT AR ReplicateSecretToRegions MITEHIRIEMA CreateSecret SIERHITE
H , HicanREERFIEAFEFIEE , BRMNBWEMEIE'EE AddReplicaRegions SHHVRE. &
DENRBRKRESREM Condition B8 , MXATFRRAMBIRXFWIRME, BXRETUERNEZHE
4, BSRET KR,

Example By 1L & SRR

TR ROIER T WA R F A R RMNEI A X HRE, X7 BBy A P EREY
ReplicateSecretToRegions M CreateSecret EFIZEH,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}
]
}

Example 1R /o ¥F o] 45 & X R (L & HI PR
LUT SRR R T A R VF AT R IR AF -
- BIEBRAMTES
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- QIEFRAHEFBNULTEENMERN X
- EFRASHEVTEENME AKX

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",
"Condition": {
"ForAllValues:StringlLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

HE&E AWS Secrets Manager £ 5] &

AWS Secrets Manager £l ARE2REMMRERMAN . ERERASHFHAIAMNER , B URIT TS
BiEz— .

- AM DescribeSecret API &4E
« &F AWS CloudTrail ;&)

B IR WET
- WMBREKETANZRARAE , Secrets Manager 2FF1ZFAM IR X 15 BB,

HEE £ 5lR 3 70
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- MERNESHTZHARE , NENHREEIERXEH , EXEER
RemoveRegionsFromReplication APl R{EFFH A ER,

BT & EN A E S KM — LR RE,
0 X 18 P 7 B A E R RV B4
HALFREAE  TUESRARSTNESEHEH. EXEH  AREEREHNEES  4RE

=3

I o

KMS 48 £33 B 7 AR BRRERE #,

Secrets Manager B AMBEZFH , AEEABARXEFEH KMS ZHEFHMNEE, MRBEEXFGF
SRBEMZZP kms :Decrypt R , MLBEEEIR. EFA aws/secretsmanager S KMS
BN EH W RZHITINE , BEEXNBHA T kms : GenerateDataKey M kms:Encrypt. &S
Fthe section called “KMS Z#4A KX BR”,

KMS ZA B ZASE RKE

MR EXEARNNBZZAWZHRMBER , W Secrets Manager T EE HZHWZR, BFELERT N
ZE MRREFEEEFACEADMERNOMEZRAMEZN BEXIRERAE , hAIgERENE IR, BX
Secrets Manager SIAIMNZRMEE |, S the section called “F4A B A ER", BERIEH | &7
DANE#H O EMEBEMRA , LUE Secrets Manager A MBI B ZANHB TN, BXEZER , S
FEAMENNEZEZR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

& AR B REE SR XE,

BXUARAXENESR , B5H AWS KR EBRSEREHNEE AWS X,

RERXEHFERHERNER. n


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

AWS Secrets Manager ArfEm

MHEIRELFRZE AWS Secrets Manager

LIr R |, Secrets Manager 24 K — CloudTrail BE%&B. BXEZEE , HSH the
section called “f&# &% AWS CloudTrail ",

FBAIUEAUT AR RBAE !

« {8 Java JREX Secrets Manager Z4A{E

+ {8 Python 3REY Secrets Manager %4 {E

+ {EA3REL Secrets Manager Z4A{8E .NET

« {8 Go 3REY Secrets Manager Z4A{E

+ {£ /A Rust 3REX Secrets Manager 2418

« 7£II 5% Elastic Kubernetes Service £l AWS Secrets Manager %4
« 1£ AWS Lambda B¥H £ AWS Secrets Manager 4R

« fERAX AWS Secrets Manager B

« £/ C++ AWS BHIF X I B IIRE Secrets Manager Z4AE
- £/ JavaScript AWS SDK 3REX Secrets Manager Z4R18

« A Kotlin AWS SDK 3REX Secrets Manager K ZH{E

« £/ PHP AWS Ff & T E@3KEX Secrets Manager Z4{E

+ f£/ Ruby AWS SDK 3REX Secrets Manager Z4A{E

- FRAKREEEAE AWS CLI

- £ AWS 2 &8 FRIEHRE

« 7= {EH AWS Secrets Manager #% AWS Batch

« 1£ AWS CloudFormation %R P 3REl AWS Secrets Manager ¥
+ 7£ GitHub T4#EH{FH AWS Secrets Manager %

« FEREA AWS Secrets Manager #2 AWS loT Greengrass

- ESHEFE#HPER AWS Secrets Manager 47

{5 Java 3REX Secrets Manager Z4A{E

ENARES , B LB T AAGetSecretValuesiBatchGetSecretValueEF—MNARFFRE
B AWS SDKs, T , BINBEWNEESFAZERF REFREFLENZHE. EEZHULURES
IR E H R
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EFARATNEILEZIBIEE | B LUER Secrets Manager SQL EZERFEEF , EHETER
JDBC Kzhi2F. CREATFWmERT , Kt LAR{KEAA Secrets Manager APIs BY XA,

£

- ] Java M%& ik EFIREN Secrets Manager Z4A{E

- £/ JDBC # AWS Secrets Manager Z 41 W EILEZ R SQL HuEE
« £/ Java AWS SDK 3REX Secrets Manager %43 {H

£ A Java &P iR &R FIREN Secrets Manager Z4A{E

TR REBAR , BTUERA Secrets Manager £F Java MEFAMEREFEH , UETREA. £
REEFHEHALLM Secrets Manager TR RFZHNREER. BT A Secrets Manager & E {1 %%
APIs | ELLGERER ARERES. BXRRBANIESE  BSH FREA,

BHEERNBEROEA LRV , it S BEXAEEEATAN | CaEARIEARONHS,
REQET , BEAS I NAF RS, SUNREEEEFTRFTANAE | b UEHBA0
FHFNES AL,

—BRREFSIA  FEETIHETRFHNREN, EFEXBEFTLREEFAN. EFXIMNETEEE
5 MARMEMNBZEUFIUREMNER, MREFEFNNZ M (HONREREFFHIE ) |
FEARENEONBRG Z,

BEFEAZEY , BATHEUATERYE
- Java 8 ESMAWT KHE, 1SR Oracle ML E#Y Java SE FE

ETHRNR , HSH LK S ecrets Manager £F Java WEGFEEFimd 4. GitHub

B ZAERNBEHIAE F |, B Maven pom.xml XHERBIFLLTERBI, B> Maven WEZE
B , 25 Apache Maven Project M5 LB (AIT1HERE) o

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FTENR :
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» secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BREZER , F5H NRSE,

sE
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example # &R %40

UTFRBROIERTREBDATHEMY Lambda EH. CHBEEBLLERF 2 AEOHLERN BE
S8, REMREERAREZ Lambda B , ©RAMKEAAZ AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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SecretCache

& AT M Secrets Manager &R BANNERETF, LA the section called “getSecretString”
the section called “getSecretBinary” NEFH KR FEH, EAIAEDEZ AEE P H the section
called “SecretCacheConfiguration” 3 RRE EEFIRE

EXEERFIENNEZER , {53 the section called “Java 5E&ZFIHEF,

public SecretCache()

ERAT SecretCache IR BRIAFTE R K,
public SecretCache(AWSSecretsManagerClientBuilder builder)

£ Secrets Manager & F i ( EHRMEA AWSSecretsManagerClientBuilder €12 ) #9i&
HEF, FRANEERKEEN Secrets Manager & F i , Bl 304E A& — 4% E XE ik =

public SecretCache(AWSSecretsManager client)

BEEARMK AWwSSecretsManagerClient MEMBHAEF. FALMERKBE N Secrets
Manager &% , Bl AR — 45 E XE i S

public SecretCache(SecretCacheConfiguration config)

BEFARMEMN the section called “SecretCacheConfiguration” ¥EHR4BEE,

7k

getSecretString

public String getSecretString(final String secretld)

M Secrets Manager # 8 ZFRF&EF4A. RE String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
M Secrets Manager R #3%& —# HZ40. BE ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException
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RAriEmE

BEIREER. WRBFHTEZAER , FHERE true , BNFIRE false,

close
public void close()
KAEF,

SecretCacheConfiguration

& T the section called “SecretCache” WERFEEXEI , MK AEFXDNEEEFRANEFHE

(TTL)o

public SecretCacheConfiguration

FEATF SecretCacheConfiguration 3 REVERIANTE BRI
JE

getClient

public AWSSecretsManager getClient()

REIRFMNPKRFRZLAM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

REZENFRRZHM AWSSecretsManagerClient BF i

getCacheHook
public SecretCacheHook getCacheHook()

REI A THEHERFEEHM the section called “SecretCacheHook” # 0O,

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

BB TEHEFERM the section called “SecretCacheHook” 0,
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RAriEmE

getMaxCache X /)»

public int getMaxCacheSize()

BRO{EAEFEKRN. BIAMERN 1024 MNER.
setMaxCache X /)»

public void setMaxCacheSize(int maxCacheSize)
REBAEFEKRD, BIAEN 1024 MEHR,
getCacheltemTTL

public long getCacheItemTTL()

BREEEZFIEN TIL ( AZMNEN ) , HEEFEHESL TTL &, EEFFM

AWSSecretsManagerClient FRRIZZAMFEIAR, BIAERN 1 /Dot ( AZWHEA )

ETTL 2FREREZRN , EEFRLHFTHH. NRESRFMEAY , EEFEEINER.
setCacheltemTTL
public void setCacheItemTTL(long cacheItemTTL)

NEEEFTERE TTL ( AZEWHEN ) . HEEFEFHEIL TTLE , Z2EFHMN

AWSSecretsManagerClient AR RIZFZAVFEIAR, BRINER 1 /Dot (AEZERDREN ),

getVersionStage

public String getVersionStage()

BREGEZFNERANRE, BXESELR , BSREBHRA, BIAMEH "AWSCURRENT",

setVersionStage
public void setVersionStage(String versionStage)
RELEZFENEANERE. AXESELR  BFSREHARE, BIAMEN "AWSCURRENT",

SecretCacheConfiguration 5& F~ —itg

public SecretCacheConfiguration withClient(AWSSecretsManager client)
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®E AWSSecretsManagerClient BMMNAKRFH, REEEMEENEFR SN
SecretCacheConfiguration XK.,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
ERATEHANFEDPEFNED, REEEFEBMNEHEM SecretCacheConfiguration M &K,

SecretCacheConfiguration withMaxCache X />

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)

REFAEFA D, BEEEHIRENERH/GHW SecretCacheConfiguration MR,

SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

NEEFMBERETIL ( AZEWREN ), HEEEFEZHEIL TTL , EFEMN
AWSSecretsManagerClient R FZFHAMNIEIAR, BIAERN 1 pit ( UEZRDNEN ) ., REIER
BHHFRBIWEHEN SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

REZLEZTFNERANRE. BXEZEER , BFZABHART, REEEHEENEHMEH
SecretCacheConfiguration &R,

SecretCacheHook

BT HEH 3 the section called “SecretCache” RULEN F# T EFEH M RANITRENED,

put
Object put(final Object o)
EENRUERBEZEFD,

REREF#EEEFPHXIR.
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get

Object get(final Object cachedObject)
MEZEXNRIREX R
BREZENEFFEEENR

£ JDBC H AWS Secrets Manager Z4A WY ZIEEHEE] SQL BUIEE

£ Java RLFAREF S , /RATLAEEA Secrets Manager SQL Connection I3 12 5 F 2% 1E Secrets
Manager RV EIEEREE MySQL, PostgreSQL MSSQLServer, Oracle, Db2 1 Redshift ZIiEE.
BNEHEFBSBEER IDBC BHEF , RLEAILAER JOBC AAXRGEHERE, BR , £F
PDREEREAFENED , MBRUEZHAN ID. BITEFFFA Secrets Manager k# R4 E ,
REEABAPNEILERIBEEF, BHERFEFFER Java B REFEREFEU , XFEREKHN
EEMTFER A Secrets Manager, RIABRT , EFLE/IRBF —IRX , KAERRZRARNBSF
¥, EEEZERE , S Hthe section called “SecretCacheConfiguration”,

B LM GitHub® FEIRAE,
EF [ Secrets Manager SQL EZERFHEF :

- BHNARFXILT Java 8 RESRAAF,
- BRBAMLTAUATZ2— :
- THA JSON EHFHBIEERH. ERERI , 1B Secrets Manager &l & FEFHAHERF
Retrieve secret value ( KR ZE4AE ) . HEF , TBIE AWS CLIHget-secret-value,
« Amazon RDS HEZHH. NTWRFER , BAERUEENEERSLMKO,
« Amazon Redshift FEH . W THERBA , YA ERILEENEER[LMRH,

MREHBREEFEEH DN EMXE , BEEI S - MXEPHNEIARERE | FELIBEEMNEEXERR
MixO, EAUEEAFABRENNEAT. SSM SR FHESBIRBERERFRXKBEZER.

ENERAEFANBDME & |, BE Maven WEXH pom. xml FRZEZFRFRMUA TEBI, HX
B %{EE , 2 Maven Central #f& FE M E#Y Secrets Manager SQL #E# .

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>

ERZAFHEIE# T JDBC £ 79


https://github.com/aws/aws-secretsmanager-jdbc
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-secret-value.html
https://search.maven.org/artifact/com.amazonaws.secretsmanager/aws-secretsmanager-jdbc

AWS Secrets Manager ArfEm

K EFERRINETIERHEEFE, MREE Amazon EKS LETRFEF , ©HRESRIEEET
M RMNEILE , MASKREBRESKFAAR, EFREEM , H% com.amazonaws : aws-java-sdk-
sts BARA 1 ERMKBIURINE Gradle Ik Maven I B 304,

Effsecretsmanager.propertiesX#Hi& & AWS PrivateLink DNS &% = URL FXiE |, iH
TR -

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EEEZFXIE , i5iRE AWS_SECRET_JDBC_REGION ¥EZEE X
secretsmanager.properties XHHITUTEN :

drivers.region = region

FTENER -

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXREZEER , F5H NESE.

o
- BEYSRIEFNER
B EER S ik OB HEE
o 5 c3p0 FEEMEE T IEE
£ c3p0 EEMIBE T IS E in S Mim O K E i

BV ESHREENERE

THEMRGERT MAEARATHNESIENERZEEELSHEENIERE, BIUEER , Z9FEH
JDBC ARARFRIHIEE. BEXEZELR , {55 Java XML LAY JDBC it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

i 8 E i UM o 1 38 3T i %
T RELER T WA A B4 0 EIE R I E B i R R O B3 S 5IR R,

Amazon RDS £ EZ4A TN AEHTEEN H S MNE O, EFHEBE Amazon RDS BEENZ4AP N T EILE
EIBEE  BEREPIEEIXLEI,

£ 5B E A sy 2 A AT AR IE B XS HEENIER | BEFNZART I 5RBHATRNIERE
FR. BNEIAHERZAMEE, EFXEERERFHIRAT , FRNESRENREFM XEN K
RAiHOEE,

BIAERERE , B0 #H JOBC BAXRGEKEE. BXEZELR |, 55H Java XML £8 JDBC B
it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the IJIDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

£/ c3p0 EHEME I iE

LR RBER T SMAMEM c3p0.properties XHFRBMEEL , ZXHEARIEFNBHPRRE
IEFEREFES . N T user M jdbeUrl , FaMAZEH ID BEEEREL, AR5, BAUMNZBHRRE
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RAriEmE

B, PNXEEEREEMEGRERER, AXESER

EZ Y Java XML ERY JDBC E i 1

BX c3p0 WEZEELE , 1§51 Machinery For Change M £ c3p0.

MySQL

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

PostgreSQL

c3p0
c3p0
c3p0

Oracle

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

MSSQLServer

c3p0.
c3p0.
c3p0.

Db2

c3p0.
c3p0.
c3p0.

Redshift

c3p0.
c3p0.
c3p0.

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

sql.

sql.

sql.

sql.

sql.

sql.

AwWSSecretsManagerMySQLDriver

AWSSecretsManagerPostgreSQLDriver

AWSSecretsManagerOracleDriver

AWSSecretsManagerMSSQLServerDriver

AWSSecretsManagerDb2Driver

AWSSecretsManagerRedshiftDriver
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5/ c3p0 EEMIBN 1E E in [ MmO SRE M iE i

LT RGEERT MR c3p0.properties RN EREM , ZXHFERRFEFBEILIEEN IR
Mg ORRBHAPHE
ﬁ*%%1§zm~ , -lﬁ

Amazon RDS £ EZATSIEHIEEN KA MiKO ., EFEHARH Amazon RDS EEMNZRAFRMNEE

I\\\

Tk, A, BAMMNZBEFRRERE | X EEERFEAEGBIERFERE,
2% Java XM 5 ERY JDBC Eit AR,

naes

EIBSEE

FERBHREEXERIL,

EFEH i XEA R A A RREZIXEHEFNIER  EEHNZARTIEERBATRNIERE

FE. SMEAHEREANEE, EFXEERESFHEIZAT ,

B INE 2 R E X R A7 X AT iR

AN *u D 1% /§\ o

MySQL
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL
c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle
c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2
c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver

ERAZATNE
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c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000
Redshift

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
Cc3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

£ Java AWS SDK 3RHX Secrets Manager Z4A{E

ENARES , A LlBTAAGetSecretValuesiBatchGetSecretValueEFE—NARFFRE
B AWS SDKs, T , RIMNBNEBLIFRAZEF REFEREFENFHE. EEFHATURS
RE H B A

- MBENBEEZITIEHEERESD |, B Secrets Manager SQL &Kz 72 718 Bh 2R 4A P AV EiE
EERIBIERE.

« XNTHMEBPYZR4A | £H Secrets Manager EF Java WEFAMG , EEFER
GetSecretValue = BatchGetSecretValue @A SDK,

LT RIBREVERINMAER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.
* For more information, see the following documentation topic:
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html

* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
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* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[0];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

£ Python 3RHX Secrets Manager Z4A{&

ENARERD , B LBYAHGetSecretValuemiBatchGetSecretValueEE—NAREFHIRE
BRI WE AWS SDKs, T , BIMNBNUEBEIFRAEF REFREFENFAE, EEFHATURS
RE H BRI A

F&

« £/ Python F& Fim&EF3KE Secrets Manager Z4A{E
 {£/ Python AWS SDK 3R EX Secrets Manager Z 418
 {#/ Python AWS SDK 3REX—#t Secrets Manager #4718

£ Python & Fim&F3KEX Secrets Manager Z4A{E

ERRZAN , BULAER Secrets Manager EF Python WEFAHREFZR , UZFEREH,
KERERFZEPA LM Secrets Manager P ZRZHANEEER. BT IEA Secrets Manager EET 5
APls , At ERAEFAUREN LS. BEXRRFBHANELZE , BSH REEH,

EEERNBERSER (LRU) , AR YEEAAEEEATAN  CAEAREEARONHS,
FERET , B HAF—ARE, CUNEBEEFTRFEANAE | A 5EHR
RS INES A,

—BRREFSIA  EFEETIHTEFNRER, EEXETLRFEFIAN. EEXINETEFE
5, K MARMENBLZEMTUREMNER, NREFBZHNNLEE (HIUNNEZREFFHTE ) |
FEARENEONBRG .

EFERAZEHN , BYXTHEEATRE -

« Python 3.6 S E SRS,
* botocore 1.12 LE R4, HEZSHEH T Python # Botocore BIAWS SDK,
« setuptools_scm 3.2 REGFMA, M https://pypi, org/project/setuptools-scm/s

ETEHRARB , HSHW LMW S ecrets Manager £ F Python WEEEFimEH. GitHub
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ERRAN  BEANUTH T

$ pip install aws-secretsmanager-caching

FRERR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BREZER , F5H NRSE,

ZE

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example ¥ & %4

AT =455 B a0 e[ 3R EX B N Y 4R AL 2 Emysecret,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

BT M Secrets Manager K R FRANWRNEFERE, EEA the section called “get_secret_string” 5
the section called “get_secret_binary” NEFEHRRERZH, B LUETE AMBEEREPH the section
called “SecretCacheConfig” M RKE EEFRE.
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BEXSRETHEANEZEELR |, 55 M the section called “Python 5E&F im&EEF",

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ULTRAAEE :

» get_secret_string

» get_secret_binary

get_secret_string
KREAAFRHE,

BEREE

response = cache.get_secret_string(
secret_id='string"',
version_stage='string' )

S8
« secret_id ( Z/FH ) : [AE] ZRHMEHZ ARN,

« version_stage ( & &# ) : BERZWNZERE, BXESZEE , 1S secret versions,
ERIAE RN “AWSCURRENT”,

RERH

FRE

get_secret_binary
KERZA - FIE,

BERIEZE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'
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)

S8
« secret_id ( Z/&F&E ) : [XE] BB ARN,

- version_stage ( F&H ) : BERRENINERE., BEXEZEE , B35 H secret versions,
HKIAE N “AWSCURRENT”,

yCACIEFic]

base64 4RI K F B

SecretCacheConfig

& T the section called “SecretCache” WEFER BRI , fINHEAREFEXK/NNEEEFZZAMNEERE
(TTL)o

2
max_cache_size (int)

RAREFKRP. RIAMER 1024 NEH,

exception_retry_delay_base (int)

BIFERERERCHFZEZSEFNYH. HAEN L.

exception_retry_growth_factor (int)pur

ATUHEERAMBER 2 BAFFHENERIY. MIAMER 2.

exception_retry_delay_max (int)

ERMBERZBFESFHRKEE ( ABREN ) . BINMEH 3600,

default_version_stage (str)

BEEFENZANRE, EXEZEERE , BSHZHMA, BRIAMERN 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEZFRAGECHEFESFETNRI. MIAMEN 3600,

secret_cache_hook (SecretCacheHook)

SecretCacheHook HIREM X, ERIAERN None,

Python 5E&FIHERF 93


https://tools.ietf.org/html/rfc4648#section-4

AWS Secrets Manager

RAriEmE

SecretCacheHook

AT HEHF the section called “SecretCache” FLAMEX Fi T EFHP N FHARITIRENEZEO,

LTFRAAAE:
+ put
.+ get
put
ENRNEREETF T ER,
BERIEE

response = hook.put(

obj='secret_object'

)

S8

* obj (W) - [£F] BHRHTBHHXNR

REIRHE

object

get
MEZENRITREXN R
BEREFE

response = hook.get(

obj='secret_object'

)

e

« obj (XR) : [HE] BEHHANMEIX R,

REIRH

object

Python 5% Fin&E1F
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@IlnjectSecretString

MBS EE — R4 ID FH B the section called “SecretCache” fERBIT NS, ZE M ITIR
BZ4AZ B EE, BAMXTELE—NZHE,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

MBS EE — N R4A ID FFEFH the section called “SecretCache” fERBIT NS, HEBTEN
CEERKTHNSHMREZIZADH JSON B, BAXMEE— JSON £ ZHFE,

NTFaELt JSON W&

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

THEMNROETRT AN ZE FIRE username # password B JSON 1B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')
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£ A Python AWS SDK 3REX Secrets Manager Z4A {8

ENAREY , B LB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
LW E AWS SDKs, T , RIMNB NGBS FERAZEF REFREFENFHE. EEFHATURS
R EHBREKA

3 F Python AR , i A Secrets Manager &F Python W EFA AR EZEEH
get_secret_value = batch_get_secret_value @A SDK,

DT RBRAVERIMAMFER GetSecretValue,
FTEMNPR : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3

import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1logging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:
# Validate secret_name
if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
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secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {el}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):

Retrieve individual secrets from AWS Secrets Manager using the get_secret_value

API.

This function assumes the stack mentioned in the source code README has been

successfully deployed.

This stack includes 7 secrets, all of which have names beginning with

"mySecret".

:param secret_name: The name of the secret fetched.

:type secret_name: str

try:

get_secret_value_response = self.client.get_secret_value(

SecretId=secret_name

)

logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."

logger.info(msg)
return msg
except Exception as e:

logger.error(f"An unknown error occurred: {str(e)}.")

raise

£ Python AWS SDK 3REX—#t Secrets Manager #4f{&

AT REERBIER T anfal3REX#t & Secrets Manager Z4A{E.

REH B RAE
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FRENER -

* secretsmanager:BatchGetSecretValue
« WERZENESNRPIAE secretsmanager:GetSecretValue MR,
- MREFATEST  WE LA E secretsmanager:ListSecrets,

BANEENRE] , 53 the section called “Rfl : 2 FE—HZLABEHNE

/A Important

MRIEH VPCE FIELEREERZNHATRRERENRWEHERE , N
BatchGetSecretValue AF&REEM#HZFRE , H ALRE4EIR,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
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logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)}.")
raise

{# FA3REN Secrets Manager Z4A{E .NET

ERARFYT , B Ll@E T AAGetSecretValuesiBatchGetSecretValueEfEF—NARFFRE
B AWS SDKs, 78 , BINBWNEBEIFRAEFREFTREFELZNZAE. EEZHATUES
R E HERER A,

EH

- £/ .NET & wmEFIRE Secrets Manager 418

 fEFIREX Secrets Manager B9 Z4AE FEA T .NET # SDK

5 NET M&EFisEFIRE Secrets Manager Z4A{E

ERZRFHAN , BRI LIERA Secrets Manager ET NET WEFAMGREFZR , UBIREA. B
REERTFHEIALEM Secrets Manager P RZFANEEEMR, HTRA Secrets Manager EE 157
APls , At EAEFAURER LS. BEXRRBHANMERZE , H5H REEHA.

BEERNREROER (LRU) , Bl SBEAREREABAN | CAZAREERRONSTHA.
FEEQRET , EEASINRF—ARE, CUNREEEETRFSANME , UNEHTHAR
RHLURMES AL,

—BRREFSIA  EEETHTEFNRER, BEXBETLRFEFLIAN. EEXRINETEFE
B A MARMNEMBLZEMRALZLHNER, WREFEFNNZESY (FlONBERFFNTE ) |
FEARENEONBRG Z.

EFERAZEN , BYXTHEEATHRE -

.NET 99



AWS Secrets Manager ArfEm

« .NET Framework 4.6.2 S{EE S hx A , 50#& .NET Standard 2.0 RE H k4, &S % Microsoft .NET
Pk EB R E.NET,

« SEBATF.NET 89 AWS SDK, #&Z i the section called “AWS SDKs”,

ETHRAE , HSH LW “NET EFF iR GitHub,

EFERARTF , BENEBTEGML , ASEM GetSecretString 3 GetSecretBinary &R
H. HEZRRN , EEFREZANEZFRIS

RBEFE
« BHITUT®REZ—
«  EEHTE BRPETTF NET CLI &%,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

- NTIFHITSIARMBESN csproj XHFH,

<ItemGroup>

<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /
>

</ItemGroup>

FTENER :

» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

BXEZEERE , F2H XESE,
2=

» SecretsManagerCache

» SecretCacheConfiguration

» |SecretCacheHook
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Example % &4

DTFRBROIERT —MREE AMySecret BN &,
using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

Example Bl B £ F6TE (TTL) EERIFTEFLLR A

UTRBROIERT —MREERENNERANySecret 7 TTL EERFFLENERERN 24 NS
Ho

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration
{
CacheItemTTL = 86400000

i
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private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

& T M Secrets Manager iR BANNEREF. LA the section called “GetSecretString”
the section called “GetSecretBinary” W& FH KR RFEH, EAIAEDEZ AREER P H the section
called “SecretCacheConfiguration” 3 RRE B EFRIE.

BEXRABERPENNESZEL , FS M the section called “NET 5&EFiHEF,

public SecretsManagerCache()

EHATF SecretsManagerCache I REERIATEEH I

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£/ Secrets Manager & i ( £ RHAY AmazonSecretsManagerClient 812 ) ¥&EHEF. &£
R HE BB BE X Secrets Manager &4 , fliEAE —HEXEHHLHT Ko

S

secretsManager

AmazonSecretsManagerClientEM F 1 R %

public SecretsManagerCache(SecretCacheConfiguration config)

FERRMH the section called “SecretCacheConfiguration” ¥i& T 4R E 17, F Ik 1E R BORE
BEE7T , SINERFNRARERERBIFMER,
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5%

config

—\ the section called “SecretCacheConfiguration” , EH 2 EEFNEREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

{5 3 R A9 AmazonSecretsManagerClient ¥ €] 2 #9 Secrets Manager % F if #3i& #THY &
£, the section called “SecretCacheConfiguration”{s Fi It ¥31& BI B 7] B 7 . Secrets Manager &
Fiw , SIEAR —RBEXHRLETR/RUARREET , SINERFNEARERERIFME,

5%

secretsManager

AmazonSecretsManagerClientEM F 1 R 1%,

config

— the section called “SecretCacheConfiguration” , Eh B EEEZNEEBE L.

7k

GetSecretString

public async Task<String> GetSecretString(String secretId)
M Secrets Manager F 18 R FZ/HFE R4,

S

secretld

BERRWEZH ARN Ao

GetSecretBinary
public async Task<byte[]> GetSecretBinary(String secretld)

M Secrets Manager 1 3R —# H1 %40,
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5%

secretld

BERRWEH ARN Ao

RefreshNowAsync

public async Task<bool> RefreshNowAsync(String secretId)

HM Secrets Manager I RZHE , AEAEAEREFTESF. NWRXBUANERFRE |, BEIE -
NEFREB. WRRBIFKI , WIRE true,

B8
secretld

BERRNEZEH ARN HE o

GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretlId)

BREEEZANEFTRE (MREFHEFEELER ) o BN, M Secret Manager F iz REH , HH8!
B-1MHEFRE.

S/
secretld

BRRNEZEH ARN HE o

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZH Bk , flNFERKEFEXKNEEEFZRE
KITESERT A (TTL),

B
CacheltemTTL

public uint CacheItemTTL { get; set; }
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ZEEMENTIL (UZERDREMN ) . BRIAER 3600000 M 1 et RAER 4294967295 ms
“R 49.7 Ko

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RREFEKRD. BMIAMERN 1024 MNEHR. HZAER 65535,

VersionStage

public string VersionStage { get; set; }

LEZFNERANRE, BXESELR , BSHABHERE, BRIAMEH "AWSCURRENT",
&R

public IAmazonSecretsManager Client { get; set; }

AmazonSecretsManagerClient EM\HF R R, WRE null , EFEEHEL—INHEF K. HIAR
null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

— the section called “ISecretCacheHook”,

ISecretCacheHook

A FEH#Z the section called “SecretsManagerCache” FREMEX 7 T EFR W RARITIRIENE
Ho

FE

Put

object Put(object o0);
EENRUAERIEZEFD,
BEEFHEERFFHNR.
FREX

object Get(object cachedObject);
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MEZERRIMEN R

BEIENEFHIREHNNR
£ FI3REX Secrets Manager W #Z4A1E B A T .NET #9 SDK

ENARREY , B LlBETAHGetSecretValuediBatchGetSecretValueEE—NARFFIRE
B AWS SDKs, T |, BINENEESFAZEF REFREFLNZHE. EEZHIULUES
R E HBRAREA

XF NET MAREF , 5 Secrets Manager 2F NET WEFAHREREFEH GetSecretValue
= BatchGetSecretValue @A SDK,

LT RBREVERMMFER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();

var response = await GetSecretAsync(client, secretName);
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if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WritelLine("No secret value was returned.");
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.
};

GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.
try
{
response = await client.GetSecretValueAsync(request);

}

catch (AmazonSecretsManagerException e)
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/17
/17
/17
/17
/17
/17
/17

{

Console.WriteLine($"Error: {e.Messagel}");

return response;

<summary>

Decodes the secret returned by the call to GetSecretValueAsync and
returns it to the calling program.

</summary>

<param name='"response">A GetSecretValueResponse object containing
the requested secret value returned by GetSecretValueAsync.</param>
<returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{

// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;

EAT NET i SDK
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£ Go 3REY Secrets Manager Z4A &

ENAREY , B LlB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
BHMER AWS SDKs, ™ , BINBNEESFAZF REFREFENZAE. EEZHULURES
R E HBREKA

FB
- £/ Go MEFImEFIREL Secrets Manager Z4{E
« £/ Go AWS SDK JRER Secrets Manager 4R 18

£ Go M%E F w4 FIRE Secrets Manager Z4A{E

ERRZAR |, B LUER Secrets Manager EF Go WEFHMGREER , LB FNREH. B
REZEFZLEM Secrets Manager PR ZZANEREER, HTIHA Secrets Manager EE 4%
APls , At BEREFAURER A, BXRRFHAVMELZE |, BSH REEH.

BHEERNBEROEMA LRV , it S BEXAEEEATEN | CaZARIEARONHS,
REQET , BEAS I NAF RS, SUNREEEEFHRFTANAE | baUEHIEH0
FHFMES AL,

—BRREFSIA  FEETHTEFNRER, EEXRETLREEFLIAN. EEXRINETEFE
B A MARMNEMBZEMRALZLHNER, WREFEFNNZSY (FlONBEFFHDE ) |
FEARHNEONMBRSG A,

EFERAZEH , BYXTHEEATRE -

- AWS iEATF Go #J SDK, 152 the section called “AWS SDKs”,

ETHERNRE , B5SH S ecrets Manager Go & 17%& i GitHub,

iR B Go FFRINE , HSH Go Programming Language M L/ Golang AT,
FrEERR -

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BREZER , F5H NRSE,
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sE

+ type Cache
« # A CacheConfig

« #8 A\ CacheHook

Example % &4
DTFRBREERTREZHAN Lambda B,
package main
import (

"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager i8R FEEAN AN EFEREF. B the section called “GetSecretString”
the section called “GetSecretBinary” M\ EFH K EZR4H,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct
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config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}
// Instantiate the cache
cache, _ := secretcache.New(

func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

EXEBERIENNESZEER |, iS5 the section called “Go 5E&ZEFIHEF,
Bk

New

func New(optFns ...func(*Cache)) (*Cache, error)

New A IEEATIMERAET , BN NEARIANE. NFLIEAHRIL SecretsManager & Fif. #
%1t CacheConfig N ERIANE. FRARIAZFAKX DKL LRU &7,

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString NEFHIREAEEZS ID MMERZHHE, ROBAFHE , NREBHFERMNERE H
xo

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage M EFHIRIAERA ID MFAN RN WBRFZHFEE, BORPBEFS
N SRR AE R IR B 451% .

GetSecretBinary
func (c *Cache) GetSecretBinary(secretlId string) ([]byte, error) {

GetSecretBinary NEFHIREAEEZH ID WHWE _#HHIEH, BEBRAZHGIE , MRBEFERUER
El£5 %o
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GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage M&EFHIREVE E R4 ID FIRAH RN ZE B $IE, REIZH Z# &l
B, MRBEIBIIRELE IR,

# A CacheConfig
ERATEFNEFEERD , fINGEAKEFRD. BRIARENE , UREEFZHHAMNFERE (TTL).

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is
// 3.6el10712 ns or 1 hour.
CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook

ATESAINZFPUENFE TEEPHNERARITRENED,
7k

Put

Put(data interface{}) interface{}
ENRNEREETF T ER,

FREX

Get(data interface{}) interface{}
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MEZERRIMEN R

£ Go AWS SDK 3kEY Secrets Manager Z4A{E

ENARES , B LlB T A AGetSecretValuesiBatchGetSecretValueEF—NARFFRE
AR AWS SDKs, ™ , BINENEESFAZEF REFREFLENZHE. EEZHULURES
RE H R

XTF Go MR , EEA Secrets Manager EF Go WEFHNRBEZEFEM GetSecretValue
BatchGetSecretValue A SDK,

TR RIBROIERT t{A3REX Secrets Manager ZH{E.

FTEMNPR : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
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VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Errox())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

M Rust 3RHY Secrets Manager %4A{E

ENARERF , £BS A AGetSecretValuesiBatchGetSecretValueEE—RARFHRER
BHIME AWS SDKs, Fit , BNENUEBIFEAZFIREFREFTENEZAE. EFBHUTURS
R H R A,

E&

- £/ Rust &~ iw&EFIRE Secrets Manager 2418

£ Rust AWS SDK JRER Secrets Manager H) %43 {E

£ Rust T Fix&EF3RE Secrets Manager Z4A{E

HERRBAN , EBALEM Secrets Manager £ T Rust WEFAHREFZH , UFHREH. £
REEFHEMALLM Secrets Manager TR RZHNREER. BT A Secrets Manager & E {1 %%
APls , At EREF T UBRERS. AXRREBANAETE , BSH RIEH.

ZERBERLHLY (FIFO) , AHIARFLAEF—IEHN , E2EZFAKIANEH, FERE
T, EER8/PEBFH —XWE, EAUEEATAR :

« max_size - EREKII KRG RN ZRA oI ZEF NBRAEERH
« ttl - ERERFBRHRDS 2 BIE TV B W N B RAY LAt E,
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ZEXRFLEEELAY. EFXANETEFELES , MARMEMERZEMIAREHNERL. OR
FEF RN (HNNBEZEFTNIE ) , BEARENBERBEAESR.

REAZAN , BXTRE—NEE tokio M Rust 2021 FRHE, AXESEEL , HSH Rust &
RIESMIE WA,

ETHFERD , HSH LM S ecrets Manager £F Rust WEEFZEigd . GitHub

ERREFHEN  BEAUTH S,

cargo add aws_secretsmanager_caching

FRENER :

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BEXBEZER , B0 NESE,
Example # &% 40

BAUT 7R B35 B AT 3R BN & Y Y B ARV AL R B My Tes to

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time::Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
I

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

i
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// Your code here

Example £ BEXEENBENLEFimKHLER

LT ROIGAMMEERT  RERNENNWEANEZRAENy Test,

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient: :from_buildexr(
asm_builder,
NonZeroUsize: :new(10).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = client
.get_secret_value("MyTest", None, None)
.await

{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

1Y

// Your code here

{# Rust AWS SDK 3REY Secrets Manager HI &4 {&

ENARES , B LlB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B AWS SDKs, T , BINBENEBESIFAZERF REFREFLENZHE. EEZHULURES
IR E H R

Rust 116



AWS Secrets Manager ArfEm

3 F Rust AR , BEAET Secrets Manager #J Rust Z2F4A M4 , REFAREEEH SDK,
GetSecretValue BatchGetSecretValue

TR RIBRHIERT i{A3REL Secrets Manager ZH{E.

FTEMPR : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

0k(())

£ 53 Elastic Kubernetes Service A {#H AWS Secrets Manager

E ¥k B AWS Secrets Manager (ASCP) HY 248 & R EEKE Amazon EKS Pod FHI 3, #RATEL
£/ Kubernetes S AWS ecrets Store CSI R 2 FI ZAFE BRHEF. ASCP AI5iE1TIL &
T RART I Elastic Kubernetes Service 1.17+ BE& . EC2 AWS Fargate X & 24,

£/ ASCP , &R LATE Secrets Manager R 7 HEE %40 , A/FEIT Amazon EKS LiE1TH TE
nEKRE, MRENZHTESN JSON BXWREX , W AT LUEFETE Amazon EKS AR L
EXt, ASCP HJf£f JMESPath EERERZLAFHRE/MEX . ASCP i&&EMA T Parameter Store 2
¥, ASCP 2EFH#MIEN Amazon EKS #1TEMRWIENFE. F—FEEZREARSK,HN IAM A€
(IRSA) , FE-RAHZRFERARAS . BRFLHEHEEFTAH,

HEFREKSH 1AM £ (IRSA ) # ASCP

BE IAM RSP B8 ASCP (IRSA) A F&EN%4 AWS Secrets Manager 1673 X4 EHZ|
Amazon EKS Pod #, XA EERATUTER :

- IREEFFAENSHEEFRE Pod F,
- WEEFEHATELDZ EC2 T R4AR Amazon EKS 1.17 S E S 4,
o YRAEM JSON NN HPA PR RIS ENRER,

BEXEZEELR |, {551 the section called “f ASCP 5 IRSA £/ Amazon EKS”,
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HTRERH 5 HH) ASCP

ET EKS A4 541 ASCP

WH Pod H17#y ASCP 7 A A8 R &M H F1LTE Amazon EKS AR BRANEE. XF7EEENR
TRERATHFERR :

- FEESDHA (pod) KAHTERANNREER,
« £ Amazon EKS M7 1.24 SESRAET,
- FERSUHENTY B,

EXREZEELR , 25 the section called “ff ASCP 53&MH T Amazon EKS WA SRHEBSHER
EFRIEHWN L

EET IRSA 1Y ASCP METARAS K ASCP 2B MutErt , FEBUTREE :

- W E# EKSversion : Pod Identity & Z W S EKS 1.24+ , M CSI B2 FiEA T Si# EKS
117+,

« Z2ER BRASOUERRE (pod ) RBIRHEERBANEZESE,
- i ARASOBESEANRREHRIE HEAMHEE,
- &M ARASHEFRMARSKS |, ALELRE.

ERERAFEENEFERMN Amazon EKS B/ 757 E,

ZI#FEHTF Amazon EKS B9 ASCP

AT N BUMEREER T Amazon EKS 19 AWS ZANBEBRMEEF. £ ASCP , &R LU Secrets
Manager {9 Z4A MK B9 S 3k AWS Systems Manager 45 32432 3] Amazon EKS Pods #,

FRF M

« Amazon EKS &£&
- REFEFHIRE 1.24 REFRAE
* IRSA RRA 1.17 HEFRA

- B AWS CLI R HE B
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URLtoVideo
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« B3 Amazon EKS 8 L& HBELE kubectl
« Helm ( ARZA 3.0 RESHRA )

LR MBEE ASCP

ASCP T 1£ secrets-store-csi-provider-aws Z# GitHub FEF 2|, EMESTE A FLIEFMESHZHN
YAML 324 =61,

ZEIRED , BELUF ASCP BEENERA FIPS ImR. Bx LinT KM%I&k , 2 Hthe section
called “Secrets Manager ¥ 5"

£ Helm &% ASCP

1. NARTFHEEOZHEL , B£A helm repo update.
2. 10 Secrets Store CSI Driver A%

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

3. ZEER, BEERETR , BAMUTIRE | --set-json 'k8sThrottlingParams={"qgps":
"number of queries per second", "burst": "number of queries per
second"}'

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

4. 70 ASCP B,

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

5. ZEER. EFAFIPSHR , BAMMUTHRE : --set useFipsEndpoint=true

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

EF#EPER YAML #ITRE
® EFHLJ\-Fﬁ%O
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helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

RIFZEER

EIOUF EKS 58, Secrets Store CSI B T2FM ASCP A RERRN , TREUT HRIRE

1. WiF EKS £ENZERR

eksctl get cluster --name clusterName

Z B RIRE A XREFHNES,
2. IR Secrets Store CSI RFEBEFHNLERBN :

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

BNZEREEZITHARA (pod) , HEMWT : csi-secrets-store-secrets-store-
csi-driver-xxxo

3. IIF ASCP BHHZEIRR :

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

LN
NAME READY STATUS RESTARTS AGE
csi-secrets-store-provider-aws-12345 1/1 Running 0 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws
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i R
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

BRZBEFATF Running MRS EEA (pod) -

BITXERTE , AR-—VIREER , BNZLEIMEAASEEST , BREEMFHER. WRESE
AEE , TREFEELEFHIARBNFERRE (pod ) B B ERHTHEHR,

HUE BERR

1. EEF ASCP RHEMNBL , BB1T

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. ®Ekube-systemin & ZEE A pod KR :

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

FiB 5 CSI EZEFM ASCP HXHARA ( pod ) #NA T EEEIT RS
3. KE CSIEFHEFMRA :

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

Za S RREBE R LEM CSI KB EFMEE.

HE R
BXF ASCP 5 Amazon EKS £4FAMNEZELR , BSHEUTRR :

. FABHEEHHE Amazon EKS £45FH
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« AWS #ZEEJE CSI W FEFF B GitHub

£ Amazon EKS H{ERH A Pod SR AWS Z4AME EiRE ™ CSI

AWS HLZ M B BIRHEF 5E AT Amazon Elastic Kubernetes Service 89 Pod B RIBER , IE
Amazon EKS LETHNABRFRHETEBENZ M, HLNEEMNESH M, Pod Identity F£M
Secrets Manager ¥ & 2405 ) Parameter Stor AWS Systems Manager e % &S a4 {t T Amazon
EKS B

Amazon EKS B84 5 /@ EEE Amazon EKS #ZOEREBNR , AL TRESE , BLERE
Amazon EKS fl IAM BRF z Et1#R , MTfEI{L T Kubernetes R AEFELE IAM RS E, B85
HEMATESINERTHA—NIAM SEMEZTEFREEERE , HEFACLERSUSNERH
WiGRES, XTAEEFNATEACEEFANBERE , BT XREE , MBEXATREBELCRNF
ZiFR AWS TR , Ba 7T 22,

THERFR

1. DREBHRERNABEA (pod ) 2B IAM B,
2. ASCP EFA It BE#TEMHIKRIE. AWS RS
3. MRIRBIZMN , ASCP 2K EFTERNWFLA HFHIEMHL Pod,

BEXEZEER |, 5 (Amazon EKS AF#EM) F M 7 #% Amazon EKS BES4A B4 TIERE,

TR

/A Important

=K Amazon EKS X ABRAF 1. Amazon EK S Anywhere S 7 3k6] EH BITE
H K Kubernetes £E8 T X #1% I8, AWS Z=ifs Red Hat OpenShift RS EC2

« Amazon EKS & ( 74 1.24 HE SR )
« BELATARIFE AWS CLI 1 Amazon EKS £8f kubectl
« HEFHEN AWS Ik ( BFEKFEE )
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=% Amazon EKS A 284 5 9 HE

ENARAFNEERESHEA | XMEE Amazon EKS BeR4E S MM A4

\

ZERRASHNRE

£ 8 2% Pod Identity Agent i :

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

B ARESMIRE ASCP

1. BIEMNPRREE , @ Pod FEIHRINHER
Fsecretsmanager:GetSecretValueflsecretsmanager:DescribeSecretfX R, HxXK
B =Bl , 2 H the section called “/Rfl : RERA RN AZBEANR",

2. PIETHAEAEFHE Amazon EKS RS E4IEERN IAM A6

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]
}

1AM SKEEHEDNEZ A
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aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN
BIERBASMXE, BXRHl, ESH (Amazon EKS AF#gmE) HMCIEA R4 5 5Bk
B IEESecretProviderClassEE Pod i ML Z4AN -

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

IRSA H1 Pod Identity SecretProviderClass Z [B]/f £ EX 3|7 F AJi&S HusePodIdentity, X
B-—NTEFER , BTHESORIESE, MRKREE , WA RSKS (IRSA) £/ 1AM A&
==

- EffF EKS Resd B , BFEAUTEESME : "true", "True", "TRUE", "t", "T",
- ERBEMEH IRSA , BRERENUTHEEME : "false", "False", "FALSE", "f", or
"F's
5 FERZTWEH Pod TPFBEILAT /mnt/secrets-storefi& :

kubectl apply -f kubectl apply -f https://raw.githubusercontent.com/aws/secrets-
store-csi-driver-provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. WMREMEAFE Amazon EKS & , FRRERFTEN VPC BB AWS STS KinT R, BXxb)
Bis mWER , B3 H (AWS Identity and Access Management A #88) H##E0 VPC %

WA R A ERIER
ERIIIFHARSCEBWER , BETUATHT .

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

RE Amazon EKS Pod Identity L1/ 8] Secrets Manager H ) 2 4R

1. BIENRERE , @ Pod EZHRINNER
Fsecretsmanager:GetSecretValueflsecretsmanager:DescribeSecretiX PR, BXXK
B R~ , 1SR the section called “7R I - SRELHI RN A Z4A B IBR”,
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2. WMRPREZEZE , BT Secrets Manager A4,

o PEBERR
WA LB IR AESA (pod ) BEREEFE KZSHEIR.
BEERSRNERERE

1. EAUTHSRINAREA (pod) BHIR. WREXEEARAGBZR , BEA -n
NAMESPACE,

kubectl get pods

2. EIR Pod , BEUA T SHPODIDEREE E—5F KK Pod FH Pod ID, 1R &E F
NP R ZEE , B -n NAMESPACE,

kubectl describe pod/PODID

EE ASCP 4R

- HERMEAFZPEREZEFEE , BEUATWSPFPODIDFER csi-secrets-store-provider-aws Pod
8 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

£ AWS ZRANEERME CSI BERFZKS, IAM AGESEA (IRSA)

&

- EREA

- REFEEEF

- BEZEENER
- BEHER

fF ASCP 5 IRSA £/ Amazon EKS 125
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FoRFH

o W5 EKS &8 (lRAR1.17 HESRA )
« BELLTHRIFR AWS CLI 1 Amazon EKS £&f kubectl

% & 15 R 2 Hl

ASCP ¥ % Amazon EKS Pod & H Xk IAM A&, EALE IAM RS HZ IAM AEIRER
fR. 2{ ASCP XA IAM B &} , EAILTGRERNNER. BRIFFEE IAM AEXE , BN HEBASR
FETRI B

& FYREY Amazon EKS Pod 17 Secrets Manager = #2240 B9 X bR

1. BIENPREKEEE , @ Pod EEIHRMNNZFR
Fsecretsmanager:GetSecretValueMsecretsmanager:DescribeSecreti PR, HXXK
B R~ , S ®the section called “/Rl : SRERFI RN A BB BIRER",

2. REFHBIE IAM OpenlD Connect (OIDC) 12 ( IREEE ). BEXEZEE , ESH
{Amazon EKS AIF#E®M) PR AEECIE IAM OIDC =4,

3. ARSKFEIE—NIAM AEHNREBINEZACG, BXEZER , H5H (Amazon EKS A
FiEE) PHARSKFCIE IAM A6,

4. MREMEAFE Amazon EKS 8 , FRREFFEN VPC EF AWS STS KirTiR. Hxbl
BinmWER , HSH (AWS Identity and Access Management FIF#8R) H##E 0 VPC in

Eo
BEEERNZH

EE ASCP WL ZFAEN XU RS LR XHESFE Amazon EKS A | IBEE S| — 1 the section
called “SecretProviderClass” YAML 4, SecretProviderClass 3 7T EHEHNZAUREES
XLERPAM R, SecretProviderClass4MEE 5| AR Amazon EKS Pod {4 F B —/Nan & ZEE
Fo

RIALEE S SR

LA 15 BA 5 B8 fn e £58 i /5 YAML 324 .yaml F1 ExampleSecretProviderClass.yaml S 22485 3
¥, ExampleDeployment

ff ASCP 5 IRSA £/ Amazon EKS 126
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£ Amazon EKS HiE#; 324

1. JgSecretProviderClassMATF Pod :

kubectl apply -f ExampleSecretProviderClass.yaml

2. EE{REY Pod :

kubectl apply -f ExampleDeployment.yaml

3. ASCP &EH X,

R BERR

EA LB R Pod S EBREE KSR,

1. FEAUTHHIRE Pod EM5%R, MREEEEARIANGEZE , BEMA -n nameSpace,

kubectl get pods

2. EHR Pod, FEATHSHpodIdEREEL—FSHKREIR Pod K Pod ID., MREEFEHAR
N R ZEE , BEMA -n nameSpace,

kubectl describe pod/podId

EE ASCP 4R

- EERMEFATHERESZEE , BEUTWSHPpodIdERA csi-secrets-store-provider-aws Pod
# 1D

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« I$IF C SecretProviderClass RD RAE %% .

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io
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WS RREIFXSecretProviderClassBEN B RENHELE,

«  ISIF SecretProviderClass R ER S0,

kubectl get secretproviderclass SecretProviderClassName -o yaml

AWS HlZ b ER BRI RE
ASCP 5 358 UE 7 (8] 42 &l 7= 451

R~ S Amazon EKS B4 B3RS ( pods.eks.amazonaws.com ) BEA & HIRICSEHN IAM
REE

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]
}

SecretProviderClass

R LAER YAML R EEFH ASCP £ Amazon EKS HRER ML, BXRH , HSH the
section called “SecretProviderClass F£”,
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SecretProviderClass YAML 43

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: name
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

SHFRESHBBERNHEAEER
X

( AE ) Hl% AWS X8 Ry —1 MRFEALLFER , ASCP RNT R ELRERPER "X
EREMERFERNTHE , AERMNBUNEAKRERRE (pod ) WEFRHXSE,

MREZEIEE failoverRegion , ASCP £@ZEHMHNMNXER ZR, MRME—XFIRE 4xx £
% (FUNFHRIUEEB ) , ASCP BFLEHEM—NEH. MRMIIM region FREFZER ,
M| ASCP 2BEHRIZZAE. MRRHKIIM region PR ZEFIE4A , EEKIIM failoverRegion
hRRFFH , N ASCP 2ERZBHE,

failoverRegion

(it ) MBEBEERFE , ASCP 2%t M region HE VW XML FZERERZRH, WRE—
XigR [E 4xx £5iR ( HlN B HIRIEFEE ) , ASCP MALEREM—NFH. WRAIIM region
I REIF4E |, W ASCP SERHZFABE. MREKRKIIM region FRRFIHA , BEEKIIM
failoverRegion K RE|%4A , Il ASCP £ERZFHAE. BXNAFEALFERNTE , ES
17 ZXIBFRPREEE.

pathTranslation

\

( A& ) TR Amazon EKS FI X4 E BB RS BAMNECANENBFRER , 0 Linux £
IR (/)o ASCP TTEBIETERR T RBANER 4. R , ASCP EATEN FRSHRE
BB/, MRTERALFR , SRFBAINTIEL (), Bk, Fla0 My/Path/Secret EH N
My_Path_Secret,
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EIEFRER  ERAFRS False,
usePodldentity

(A& ) MEH MBI £, MRREE , MERINNRSIKS (IRSA) B IAM A,

- B EKS BRE 50 , BEAUTHERE : "true", "True", "TRUE", "t" F "T",

- EHWEMFEMA IRSA , BIREANUTEEME : "false", "False". "FALSE", "f" & "F",
preferredAddressType

(it ) EERBEASHREBIRUBEMNEIR IP iR, ZFERNEMER EKS BRBEHE 5D Ih8E
FHER , EARSKFHN IAM B2 F2K. EFXoKNE, BRERN

« "ipv4", "IPv4" ‘T "IPV4" — 5&F|EA Pod Identity Agent IPv4 ik R

« "ipve""IPve", T "IPV6" — 5&H|{EA Pod Identity Agent IPv6 in &

« RIEETE — FH auto ImRiER , A2 IPv4 igR , IR IPv4 KM ELE R IPv6 3% =

objects

BEEEHRAN YAML FAF/HH, RINEBWUER YAML Z2TF/FRHEL () F5

objectName

ME, BEEERIMNWZARSHIEFR. 3T Secrets Manager , IX2 SecretId %, Al
ERANKEEMN , LA LR TE ARN. X F SSM Parameter Store , iIX S Name A ,
AURSHNEHETE ARN,

objectType

MRFIF Secrets Manager ARN AT objectName , EEIXMRIE ALLR secretsmanager
= ssmparameter,

objectAlias

( ATi& ) Amazon EKS B84 (pod ) FEHAMXH R, MRFIEELFE , W objectName
ERXXHEEBE R,

AR
(k) 4 UN\RHFHE , CEREATERZHNXENR, MRERBEELFTER , MRKIA
ﬂg "0644"0

ObjectVersion

( A% ) BEAMMRAE ID, F#E , ANBXERNZANEBLINEFHRAE ID. BIAERT , £A
BEFIRA, MR failoverRegion , M FERKRRE objectVersion,
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objectVersionLabel

( Tk ) RAH BB . BIANARHTMRA AWSCURRENT, BEXEZELE |, B35 the section
called “BEHHRA", MRBIE failoverRegion , M FE KT E objectVersionLabel,

JMESPath

( Wik ) ZAPHEMS EIEE Amazon EKS RESRN X 4., EFALLTER , ZHRELIXRA
JSON X, MRFEALFE , XN EBEFFE path # objectAlias,

path

K EZAERN JSON FREXNHNEH. NIRZFRIASEFTH , EEALISHHEHBMTHR
X, #lgn : path: '"hyphenated-path"'
objectAlias

EHEHRZ Amazon EKS B854 (pod ) FHXHE. MR ZFEREOSEFTH , BEERAESS
FTEBITE N | HIW0 : objectAlias: '"hyphenated-alias"'

SRR
(AL ) 4 (u\EBFRFE , EEERTERBHNXAHNR, NRREE®FR , MAIA
RIS R SR

failoverObiject

(AL ) MREBIEELFE , ASCP 2FHKFEE objectName FIEEMNZEAM
failoverObject objectName FFEHIBEENFH. MREM—MERE 4xx iR ( HlU S
BRIEFIA ) , ASCP T aEHEM—1NEH. WREIIME objectName i ZREIZ4 |
N ASCP &HEHiZF4AE. MRRKIIMNE objectName PR REIZ4A |, BERIIM KK EE
® objectName FRZREIZ4 , M| ASCP «EH ZFHEH, WRTEUFER , RXTNTETFTHR
objectAlias, BXxIAFEALFENTE , ESH HEEXBITRNESR,

YK NHBEATREAN | BEEALTR. AXOMEEERNRE  BSH 2 X5
IR,

objectName

RMEBEZHANEBEHRLTE ARN, WRFEA ARN , I ARN FHXEXN5F B
failoverRegion [Ef,

ObjectVersion

( Ak ) BHARIRA ID. BMEZE objectVersion L, F#EE , RABXEHHHAN
HAMEFARA ID. BINERT |, AR




AWS Secrets Manager

RAriEmE

objectVersionLabel

(Al ) R BB . BMINNEFMA AWSCURRENT, BXEZEER , S H the

section called “Z4A kR4S,

BIEZE K SecretProviderClass B i& LAE & HY Amazon EKS B ERZ4H,

Pod Identity

SecretProviderClass £ [8— Amazon EKS &8 AR |, FHITUTEE -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass A%

EAIX L RBIN T RERIIZ =82 SecretProviderClass BLiE .

ASCP =4l
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T~ - BB ARN EH 4

IR BR AN E B = M R R R B 4R

- HTE ARN EEN 4
- BEMBENILE
- ZPNBERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-
d4e5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

R NBRRERREXN
e RBIEBA I JSON XAV Z A HEB IS ER REXT ¢

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
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RAriEmE

- path: password
objectAlias: dbpassword

R B SR BRI B4R
1t 7 51135 B AN 466 R 4% RE U R PR EE R R 4

apiVersion: secrets-store.csi.x-k8s.io/vl

kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

R RBFEBE E R
XERFERT MANBAEEREER.

ZXEHRAREER

e RGBT B S XS E HIMN RARE B3 ERE

apiVersion: secrets-store.csi.x-k8s.io/vl

kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

ASCP =4l
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HIERB I TENESR

RGBSR R BEE N TRNES ( TREIE ) -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

H %R
BXF ASCP 5 Amazon EKS £4FANEZELR , BSHUTRR :

. FRBAFHMS Amazon EKS &5 H
- 5 AWS ZANEBIRERERF
- AWS WEZEE CSI W2 FFF/F GitHub

£ AWS Lambda BIE A AWS Secrets Manager %%

AWS Lambda R —TERFZHF/ITERS , IEELEMERE R RS [ENTEITRIB, Parameter
Store ( AWS Systems Managerfy —IiIhae ) JiRMZ LN EFME , ATRERREEENRHAE
B, B ER AWS S8 MZE4A Lambda ¥ BREF KK ZEMEF Lambda EEFH AWS Secrets
Manager %% , MEEZEFEAFAITER, EXEALTBEEFNIEHAEFER , 15ZH Lambda 7T X & 15
BT Lambda BEH £ Secrets Manager 4R,

Secrets Manager Z4A# B¢ Lambda

Lambda JF XK EigmiRft 71 Lambda EIEH E A Secrets Manager AN £ H %A, FHEH -

AWS Lambda 135


https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating_ascp_csi.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/lambda/latest/dg/with-secrets-manager.html
https://docs.aws.amazon.com/lambda/latest/dg/with-secrets-manager.html

AWS Secrets Manager ArfEm

1. #RBBE Lambda EE £ H Secrets Manager Z4A Y step-by-stepHiE# 1TIRIE , HHPIFE -
- FRRE%RNZIT6IZ Lambda & ( Python, Node.js, Java )
- F AWS SEME4H Lambda ¥ BIRMAE
- BEXEMNNR
- WERBUMN BEFFRERENE
o MiX B
2. THRATEEY REFTHINKRTE , SFEEFRENER
3. THREARRNRESRK

1£ VPC A {# M Secrets Manager # Lambda

IR Lambda B VPC HIZ1T , BFEEBER — VPC i T 8EA A Secrets Manager. BEXE%
£8 , &2 the section called “VPC %% = ( AWS PrivateLink ) 7o

R AWS S F24A Lambda ¥ &

Z¥ B LA & Secrets Manager 243 Parameter Store S8, BEXxET BEREASHRE#HSEN
HHER , BFSHEAWS Systems Manager AP EEFHE Lambda HBFEASHFESE.

Systems Manager X #4&3E :

- FAEPZYT BEFUMNSSHEEESER
« BXRFF BAE Lambda BIERHY 15 B3

- ATEREY BHVRREE

- ATRRSBH RIS

« AEXEFHERMNXE ARNs W BTEIIR

£ 1% AWS Secrets Manager 2

Secrets Manager LI 2 0= fEEY

AWS Secrets Manager RE R —WEFif HTTP BRS , AT &8 B SR E(CEITERE D £ A Secrets
Manager P ZEHNF R, BN ECRATUTERS -

« AWS Lambda
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* Amazon Elastic Container Service
« Amazon Elastic Kubernetes Service

* Amazon Elastic Compute Cloud

Secrets Manager Agent R ZZHAAREZFENEY , AT LNNABRFAEEENRIMZSA , MA
BE# 1 Secrets Manager. Secrets Manager Agent ReEiEENZR4H |, ML EIEHNZH,

/A Important

Secrets Manager fRIEEFEAEIFTH I AWS FiEK A Secrets Manager., 334X AR
SmiERAE ( SSRF ) BRI , UBBIRSZFHZ LM, RIAMBERT , Secrets Manager
Agent FEAREEF ML-KEM ZARMEN L ERZE N EH IR,

T # Secrets Manager REEEF

Secrets Manager REBEARNFERE , ZEF ST Secrets Manager RBEZHEE., To2BEUT
NAEHRFEFENZFHE -

« BRIARIFTSME (TTL) 300 ¥

o BOLAEAREXHFER TTL

o YH{RTE TTL BIHEERZH , MK ERF

@ Note

Secrets Manager REFSBIEEFELAN. IRFRPAEEFLFEIH2aRR |, N Secrets
Manager X3 A GE IR Bl B ) 2 4B .

Secrets Manager RIBIREIMZ4AES GetSecretValue MWMNENIEE. RABEEEFREITM
2,

E&
- ¥g# Secrets Manager {32

- Z % Secrets Manager 1LIE

T ##% Secrets Manager RE &7 —
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« f£f Secrets Manager R &40

7T fErefreshNowS

- BiE Secrets Manager I

o« AIETHEE

- BEIEXR

- R2MIEEEM

¥J7E Secrets Manager I

EFF R Hl , FRREENENTFELTEIRET XK TEMRust TR,

(® Note
BAl , £ macOS LR AZfipsThae W ER THEREBZEEUTHRAE -

o BIE—NEHHNIRIELZESDKROOT , ZEBIRENZEITER xcrun --show-sdk-path

RPM-based systems
EET RPM WRELE
1. FEAFEEDRMEHN install BA,

ZHARER ST ER — YR SSRF TEFFEFEMEENXH /var/Tun/awssmatoken
f, RERAKGIZERN awssmatokenreader 4 A LUEEUZ S A,

2. EAULHNNARFERSEXYG  CEESNARFEETZTHAPKSRNE
awssmatokenreader ., #liN , BATLAERLLT usermod SR F N AR F RIS X4
HIXPR , HA<APP_USER>RNARFEHTETWAF ID,

sudo usermod -aG awssmatokenreader <APP_USER>
ZERFAIE
EEFRPM RS (MNAL2023) £, RE“FLTE A :

sudo yum -y groupinstall "Development Tools"
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3. %% Rust

R BB Rust X P L% Rust FHYIRBA#HITIRMGE -

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4. HERRE

£ H cargo build is 5 ¥E Secrets Manager X2 :

cargo build --release

I&JS1E target/release/aws_secretsmanager_agent TR EI W ITXH-

Debian-based systems
£ E T Debian RS L2
1. REFRIE
EE T Debian RS (30 Ubuntu ) £, REWEXLES :
sudo apt install build-essential
2. &% Rust

BB Rust X# %% Rus t PRV EA#HITIRE

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

3. MERE

£ cargo build en 5 #%# Secrets Manager X :

cargo build --release

BIF1E target/release/aws_secretsmanager_agent T HREITHITXH-
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RAriEmE

Windows

£ Windows 1%

1. REFRHE
B Microsoft Windows X #4A 9 Set up your dev environment on Windows fo r Rus t
2. MERE

£ H cargo build is 5 ¥IE Secrets Manager X2 :

cargo build --release

R

Ch

Cross-compile natively

AR R %
1. REXXEEIE

£ mingw-w64 B AW EITAR ( H120 Ubuntu ) £, BEERRXFmEFIE

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

2. 0 Rust B9 B R
£ % Windows GNU 4mi% B #x :
rustup target add x86_64-pc-windows-gnu
3. ¥ Windows 3%

—
A

E R m1FE AT Windows BIRIE :

cargo build --release --target x86_64-pc-windows-gnu

f#£ target/release/aws_secretsmanager_agent.exe T EI AT 4,

g -

3% Secrets Manager X2
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EIF7E target/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe & B AT,

Cross compile with Rust cross
£ Rust R X#H TR X miF

MRREAFZAXXmFELER | M LAER Rust RRIMB, BXEZER , H5H c hitps:/

github.com/cross-rs/ross.

/A Important
BBV N HRIMR R 32GB MR 2= (E,

1. 1&i& Docker

ZEMEE Docker :

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. BE& Docker PR

& A PR INEI docker BE4A -

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. N Windows ¥3%

2% cross FHAE K AT

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu
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#Z % Secrets Manager X E
MU T REIE I IR R ENITEIRE,

Amazon EC2
£ 5% %% Secrets Manager X EC2

1. SMEIEER
PR EIEER
cd aws_secretsmanager_agent/configuration
ITREMA
BITFEEESRMEN install install BIZ,

ZHIARE RS ER — N SSRF & h8 H [ H1FZ 45 E 3 /var/run/awssmatoken
b, RERARBEN awssmatokenreader A A LLEEZ S

3. BENAREFNER
FETRAEFENAP K ARINElawssmatokenreader B4 A

N
fi*'ll
N

sudo usermod -aG awssmatokenreader APP_USER

APP_USERBMAEITNAERFNERNAF ID,

Container Sidecar

& ] LAE A Docker ¥ Secrets Manager KEENMIMBABRENAERF—BIZ1T. RE , BN
BRI LAM Secrets Manager REBIZ A AR ih HTTP RS RFH. BX Docker HER |, BS
% Docker 3%,

A Secrets Manager X328 2 N A 25
1. BIENKE Dockerfile

) Secrets Manager 12 i i & 8861722 Dockerfile :

# Use the latest Debian image as the base

%% Secrets Manager X2 142
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FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. tlENARRF Dockerfile

NIBHE P um B AR R 212 — > Dockerfile,
3. BI% Docker Compose X #

£1%2 Docker Compose X , FAXEZERZFEOZTHANEE

/A Important

B NE AWS ZiIER SSRF T , RAREF S EEFEA Secrets Manager R, Xt
F Amazon EKS 1 Amazon ECS , S U THREA :

- £ Amazon EKS AFEREYP@@ EE 1 RINR
- WE¥ ECS FF A EIEEFH Amazon ECS 55 IAM A6

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
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container_name: secrets-manager-agent
build:
context: .
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. ERIEREIX

¥ secrets-manager-agent —# $I3XHE HEBE &K Dockerfile #1 Docker Compose X
HRIE—1B FHF,

5. WEHEBITR=R
£ Docker Compose W2 Hiz1TRET
docker-compose up --build
6. E&ELR

BIFEA R Secrets Manager REMNEHNEFIRBBRTRERN. BXEZER , 55H
the section called “f#F Secrets Manager XK RF40",

Lambda

B LU S ecrets Manager XIEE3T@H Lambda ¥ B, AR , BULLEEENERMNE Lambda
BE#HF , HM Lambda BEAMA Secrets Manager X3 KIRENE4R .

AR BRI B I {aF i secrets-manager-agent-extension. shd B /RBIBI AR Secret
MyTests Manager X5 Lambda § EB#1T& % , https:/github.com/aws/aws-secretsmanager-
agent\TIRER & 7 2 4R,

71 Secrets Manager X 8|3 Lambda ¥ &

1. Package REZ

M Secrets Manager RIEBRBEBHBE ZETUTHS :

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN
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# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -t
'.LayerVersionArn')

2. BiE SSRF ©h#

REHRINEE S B3 SSRF TEIEBENETIRE
EAWS_SESSION_TOKENE{AWS_CONTAINER_AUTHORIZATION_TOKENREZEHIREN
B(FE—1"NEE2EATREAMW Lambda ¥ ) o SnapStart & , BRI KA EH Lambda
HBNEEEENLAWS_TOKENIMEZE , AN ZEERNLETHMURINZTE, MRBERE
FAAWS_TOKENMREZ £ |, N4 JUEid 1ambda:UpdateFunctionConfigurationif Aki%
BIZIMRTE,

3. FEEHINEEEK

FE A N2 BY Lambda BKER :

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. FEHEHBAG
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E#EH Lambda B%Ahttp://localhost:2773/secretsmanager/get?
secretId=MyTestfEfX-Aws-codes-Secrets-TokentrkEIRERNRKE LIRFETE S
—H) SSRF FSEMNEHRHTEN , URER, SLENABRFREPINEREE , UEN
Lambda § BHIHBLFEMR PR EER,

5 M EEK

A Lambda EREARIE R A B EBWIREUFRA.

{# A Secrets Manager X2 &R 248

ERRFEP  BEAZHEBENH ARN EAERSHIAA AL Secrets Manager KEBiwn R, BRIANER
T , Secrets Manager (RIEE 41 FEZ4AHY AWSCURRENT MrAs, BER FEHMARA |, i&# A versionStage
= versionld S,

/A Important
N T HBYRI Secrets Manager X , BAMEBMERP I E SSRF TR : X-Aws-
Parameters-Secrets-Token. Secrets Manager R SE4 & B IRk E BTN SSRF
THIER, BT LU the section called ‘Bl BiE T B E X SSRF #x3k & o

PREIR

Secrets Manager XEFEH AWS 5&H T Rust B SDK , i% SDK £HAWS ZiFRHEFEE, XL 1AM
ZIEW B HRE T Secrets Manager KB RZ AR,

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

EXNREMNEZEER |, 1§21 the section called “INRESZE",

/A Important
FFEZEABEN A Secrets Manager RIEEfg , ERIBERF R THEIRERN SSRF T AP & A AN
Secrets Manager RIEBEZFF LA H. BXEZER , iI5ZH the section called “Z£MEE
B,
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RAriEmE

g KR
curl

Example R~I-EA curl SRENBZE

BATF curl ROIEBR T A M Secrets Manager REBIREVZ 4, Z R HIAKE T X4+ FER SSRF

AN RLZRMAFE RPINNE,

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\
echo

Python
Example =5l — £/ Python SRERHZ

AT Python RBIEB R T M Secrets Manager RIBIREVZ ., ZRBIKH T XHFEEN
SSRF , RN HRLZEMAFM RN E,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful

f# A Secrets Manager X2/ R %4
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if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

T firefreshNows 3k

Secrets Manager REFERANERFRFEERAE , HELEHRFHZHAE, RINBERT , SBELERE
BHE (TTL) BHEERZHN , BES 300 BRIFH —X. BER , XA EENSSEFAEIN |, 45
ARNRZRERFREIH R,

N T RRLBRE , Secrets Manager Agent X35 URL refreshNow RERANS ., BRI ERLS
BEEB BRI ZANE , SEEFHBREWEREZHN up-to-datefE 2.

ERINTTH (& BrefreshNow)

- ETTL Bz AEFE

- RETTL ZEFRIFHER ( BIAFR 3008 )

- MRFPEERFLH AR , WATEXIREFKRIBE
T 5 refreshNow=true

- REERERF

. E3#EM Secrets Manager P R HH ZAE

- FRAFEEMERFEAEETIL

- BREBREARSEFTNREE

5 | Bl ¥ A 4H (B

/A Important

refreshNow WERIAE N false, REHNRtrue , ©FEE Secrets Manager REHL & X 4
FIEER TTL , #3J Secrets Manager #1T API .
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curl
Example 5l — £/ curl 32 &l 537 248

LA curl ;RIRB R T 1{A58 %) Secrets Manager K RIFZ4H . % RAMKE T 4P E1ERY
SSRF , RN HRLZEMAEFM RAINLE.

curl -v -H \\

"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\

echo

Python
Example ~5-f£ A Python 58 Il %7 248

LA Python RBIE R T MMM Secrets Manager fREIREVZH . ZRHIKE T X P FEN
SSRF , ZX# R EZFEMAF# RAINME.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
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if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

Bl iE Secrets Manager 13

EF X Secrets Manager REMEE , HolE—N TOML BEXH , RFREA ./

aws_secretsmanager_agent --config config.toml,
B 1 1k T
log_level

Secrets Manager R BEFIRENFMIZEE - DEBUG. INFO, WARN, ERROR = NONE, 2t
IAMER INFO,

log_to_file

=B RN L2 stdout/stderr : B, true falseZRIAEN true,
http_port

i HTTP RSS20 O |, SEETE 1024 F| 65535 Z[H, ERIAENR 2773,

region
ATFiERE AWS XiF, mMEREERXI , M| Secrets Manager RESRIE SDK BEXE, Bx
EZEE | 5% (AWS SDK for Rust FF & AR 1ERE) A B Specify your credentials and default

Region,
ttl_seconds

SFWMEMTIL (AR NEM) |, SBEEE 0 F 3600 2E. ERIAEN 300, 0 RTEEERR.

cache_size

ZERA LU FHERNSAZARE , SUEE 1 F 1000 ZE. RRIAENA 1000,
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ssrf_headers

Secrets Manager I & SSRF THEMIRLEMTIR. BRIAMEN “X-Aws-Parameters-Token”,
X-Vault-Token

ssrf_env_variables

Secrets Manager REZIIFRE SSRF THNWMRETZEENI|FK,. FETEAUTETER
SRR HEI A, TR : AWS_TOKEN=file:///var/run/awssmatoken. BRIAN
‘AWS_TOKEN, AWS_SESSION _TOKEN, _AUTHORIZATION AWS_CONTAINER _TOKEN”,

path_prefix

ATHREBEREANETERENIERN URI 81R. BRIABER NV,

max_conn

Secrets Manager REAFHRE HTTP BEF WA R AREZS , SEEE 1 £ 1000 2E. RIAER
800,

A% Th e

B --featurestrE&fkitss , LA Secrets Manager Agent , A AJi&IheEcargo builds
AT Zhae

4 X ThaE

prefer-post-quantum

AL EREREX25519MLKEM768M HARME L, BN, eTAH , EFRRHRSHER.
X25519MLKEM768 2 — B4 post-quantum-secure AR & 3%,

fips
FREERANZHEHRFIN FIPS #EENZR,

B &id R
A3t B

Secrets Manager I 2 A #F 45 1% 1d F F stdout/stderr Hlogs/
secrets_manager_agent.log , EABURTEEZE, log_to_fileH N AR Secrets
Manager fCEERIRENZAN , SEBRARETRERHLBES, EMT2ERE CloudTrall BEH,

TEIEE 151
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St

LA E 10 MB B , Secrets Manager RELBIE— MW BEEXH , HERHRBRZHFEMENH
FX

AWS S5 B &

HET 2% % Secrets Manager CloudWatch, CloudTrailM Secrets Manager X IREVZ A B
REASHIEXLAEF, & Secrets Manager fRIZIFH A Secrets Manager KIREVZ4ARY |, %A
£128%7E CloudTrail Secrets Manager X FfF&E Haws-secrets-manager-agent,

BRI LAE R B B R id Rk Withe section called “Bi & ikIN”,
ZEMEEEIN

EEE

FNFREREYE , EEERAREBELIRET M SSRF SETHANME , BERENEN. A TRE
HENZLWRR , Secrets Manager RIEEHEEEN 5 Secrets Manager ik A] ARV T, 65l
o, EIE EC2 £ |, A Amazon A&E} |, Secrets Manager REMEEEN SEZIEMEHEE
EC2,

/A Important

MENBAREFEELZSEIRH H M ARMERNT Secrets Manager ZiE 81 E 2 5 AR F R IR R
FR, WHEZRFERABETIES AWS SDKs REFHARER, BEXEZER , BTSRRI

£/ C++ AWS BH4HF & T EB3RE Secrets Manager Z4A{E

XNF C++ RARRRF , i5FEHGetSecretValue=E1Z1E A SDK BatchGetSecretValue,

TR RBIE TR T tnfaI3REX Secrets Manager 24318,

FFEMR : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.

/*
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\param secretID: The ID for the secret.

\return bool: Function succeeded.

*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient

secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

5/ JavaScript AWS SDK 3REX Secrets Manager Z4A{E

33 F JavaScript AT , iHFHgetSecretValueHEEEA SDK batchGetSecretValue,

AT RIBBRAIER T W0fA3REL Secrets Manager Z4A{E.,

FTEMNPR : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "e@aws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
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new GetSecretValueCommand({
SecretId: secretName,

1,
);

console.log(response);

/7L
//
//
//
//
//
//
//
//
//

secret-

//
//
//
//
//
//
//
//
//
/73

'$metadata’: {
httpStatusCode: 200,
requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
extendedRequestId: undefined,
cfId: undefined,
attempts: 1,
totalRetryDelay: 0
.
ARN: 'arn:aws:secretsmanager:us-east-1:xXXXXXXXXxxX:secret:binary-
3873048 -xxxXxxx"',
CreatedDate: 2023-08-08T19:29:51.2947,
Name: 'binary-secret-3873048',
SecretBinary: Uint8Array(11) [
98, 105, 110, 97, 114,
121, 32, 100, 97, 116,
97
1,
VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,
VersionStages: [ 'AWSCURRENT' ]

if (response.SecretString) {
return response.SecretString;

}

if (response.SecretBinary) {
return response.SecretBinary;

}
i

£ Kotlin AWS SDK 3REX Secrets Manager Y% 401E

X F Kotlin AR , B AGetSecretValuesBatchGetSecretValueE A A SDK.

TR RIBROIERT i{I3REL Secrets Manager ZH{E.

FTEMNPR : secretsmanager:GetSecretValue
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suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient { region = "us-east-1" }.use { secretsClient ->
val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

£ PHP AWS Jf & T E@3KEX Secrets Manager Z4A{E

F PHP RiFATEF , BEEMFE A GetSecretValue & BatchGetSecretValue A SDK,

T RBRAIERT W{A3REL Secrets Manager Z4A{E.

FREMPR : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.

*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-qguide/quide_credentials.html

*/

// Create a Secrets Manager Client

PHP 155


https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-secretsmanager-2017-10-17.html#getsecretvalue
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-secretsmanager-2017-10-17.html#batchGetsecretvalue

AWS Secrets Manager ArfEm

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,

1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby AWS SDK 3REX Secrets Manager Z4A{E

3F Ruby B FATEF , B EEMFA get_secret_value 5 batch_get_secret_value A
SDK,

AT RERBIE TR T anfEI3RE Secrets Manager 24318,

FTEMNPR : secretsmanager:GetSecretValue

# Use this code snippet in your app.
# If you need more information about configurations or implementing the sample code,

visit the AWS docs:
# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')
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begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string

# Your code goes here.
end

£ IR & 4AE AWS CLI
FREMR : secretsmanager:GetSecretValue
Example ¥ ZZ AN NZFAE

LAF get-secret-value ;RBIFRENY Bl R 4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example ® R 2 B ZHE
LAR get-secret-value RIIREVZ B 4R E,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

AR EFRI—H 2R AWS CLI
FREMNER :

* secretsmanager:BatchGetSecretValue
« NERRNBNFHAME secretsmanager:GetSecretValue PR,
- MREFERATFLESS , NESAIE secretsmanager:ListSecrets,

AWS CLI
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BRI REE R , i FS 1 the section called “Rfl : #tEHK FE—HZEAEHE,

/A Important

WMRIEH VPCE FIELE R EERZNHATRRENRZHNERE , N
BatchGetSecretValue A 2REEM#WEZE , HFALIREHIR,

Example % RZEHII HEH — AW BN HEE

LA batch-get-secret-value RHIFREL = NBRNHZE,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example # RiFiL A RN —ARENRFE

AR batch-get-secret-value REIRBEF RN Test ISR ZHNHWZE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ AWS 25| 5 RIVEAE
RRTE (2HE )

1. 3TFF Secrets Manager ##|4& , Bt} https://console.aws.amazon.com/secretsmanager/o
2. EWEIRF , ERERRNMWE,
3. EBRHAENIH , ERERRFHRE,

Secrets Manager & R ZH Y BIARAS (AWSCURRENT), EEEWBFHN E MR | 440
AWSPREVIOUS S#A BEMPREMIA |, i H the section called “AWS CLI”,

£ #E A AWS Secrets Manager #% AWS Batch

AWS Batch W& BI&E LI THEITE TERE AWS =, fH AWS Batch , A SUFBRBEBIEEA
Bl | 53R EBRBEIEEMEE AWS Secrets Manager & | RAEEELENLHSIHEN]. BXE
ZER , SR E A Secrets Manager 18 E BB EIE,
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£ AWS CloudFormation %R 3REX AWS Secrets Manager #%

f£ A AWS CloudFormation , &7 A% &R 2240 LA1E Lt AWS CloudFormation ®EHREH. ELizE
B EEH Secret Manager £ KN ZBLIEZ , AEMNZBHPREAFBNERE , LAERKE
FEMEIE, BxEAEZR4EMNEE AWS CloudFormation , 2 EAWS CloudFormation.

EKE AWS CloudFormation iR FHZ4R , EEAZNEI A, 0IE#EREN , 155 AN EHE
RELE| AWS CloudFormation R+ , A EF LY RERHITEEB. HR , BALELER
= ARN K5| %4, BAUEEARERMEPEAXNZHANNNSIA. BFEERFRTHE ( Hlw
AWS: :CloudFormation::Init ) PFEANZANMNSEIA , RARELXERAEETEFEF AR,

BANPASIAERNT :
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id
ZEAW B ARN. EiHEE AWS IkFAHRRNZHR , B ERZBAE. ZinREM AWS Ik
FHHER | EEAZEHAN ARN,

json-key ( A% )
ERRHENBENNEBEN. WRKRIEEjson-key , Il AWS CloudFormation 1 RE M2 X
T, WDBIFBEEESTFR ().

version-stage ( Al ik )
EEANEAMA, Secrets Manager ER I EF EAE FIOERRETEMNRE . MREME

H version-stage , MIFAEIEE version-id, MREBERIEE version-stage , hRIEE
version-id , MEEIREFHN AWSCURRENT fRads, k7 BRABEBEEEER ().

version-id ( AT )

EF AN RPB R — PRI, MRIEE version-id , WA EEE version-stage, MMRE
BEAR$ETE version-stage , tHRIEE version-id , MEFEIZREF N AWSCURRENT iRA, Ltto
BTBE8ESFR ().

BXEZER , BSRFEMASEIFAIEE Secrets Manager #%,
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® Note

TEEFH&?—HI(\M’WJEEE LEFRBIEZABIH. AWS CloudFormation TS fE4TiX L8| |
éﬂ'ﬁﬁ/ﬁmpﬂo

£ GitHub T4#EFRfEA AWS Secrets Manager #%%

E7% GitHub ML EAZR4R |, ERIEAEA GitHub BEM AWS Secrets Manager PRERAHGH
BN RN INIEEZERNE GitHub THEREF. BHX GitHub BENEZEERE |, BESH T #HGitHub 3
K GitHub 24k,

HYR@E GitHub IEHRRIMEHAR , ZHA A AT GitHub THEFHNAIEEMLS R, RRREZERE
S S #1T GitHub $B4E , AFE BB LLAME PRV R ABOER

BRLHZRHEPHN BN FHRRENNMEZEE , AENRFREN JSON , M AT JSON |, A
NEA JSON RENREZMNIMELE, MRFRER-HS , NREXFBRAERRN TR,

EEEENFHUBRNIMETE  BRAFRBERIZR. BXEZEE , HZHAGtHub XHEHTHNEA
i B &1t o

EFEARBEENZACENMREE | FSHAGItHUb XHFHNRELE,

FRF M

EFALERE , FEEFERE AWS i , REEMconfigure-aws-credentialsFH &k AWS X
13 £ 4889 GitHub BRERHHTIRE, #EHEQEE AWS EiFRER I E BA# T GitHub #B1E , LMEREH
GitHub OIDC RtEEFEREEAE, e E R HAEUE |, B 1E Secrets Manager Z S\ Ffi
AW R,

BRAEEER IAM SEXMERE THINR

- BERENZAM GetSecretValue R,
- FIEZ4AM ListSecrets R,
( /1% ) Decrypt £ KMS key REEAMBZER BERREERNER.

BEXEZEER |, 1§31 the section called “ &4 ¥ iE i 8] 2 &7,
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EHE

BEEAZERE , FETERER RN —MEARATIEEN SR,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretlIdl
ENV_VAR_NAME, secretId2?
name-transformation: (Optional) uppercase|lowercase|[none
parse-json-secrets: (Optional) true|false

e

secret-ids
#4H ARN, BFHMBFIR,

EEGENETESN , BEFH D AAZEN , RAEMAES, Hl70 , ENV_VAR_1,
secretId MZ4H secretId F8|EEZ N ENV_ VAR 1 WIAEBETE, RETENZHRALLEE /N
EFXF, BFZMTIL,

BEERANR , FTRWAZEL=ZAFZH , ARRAES, HlA, dev* IEEBFI dev FFKHIFREE
e RSALKRER 100 MNEREZEH, MRERETEEEN , FENRKRESNERTE , NIEES
KW

name-transformation

RIANBRT , ZTBMNEZHEMNCEB N HRELTERN , HERANETEXREFE, BHFEMNTX
% , BhHIEBFUBFER L. X TFEMFNFE , B LUET lowercase BT REENFEANEF
&, EFEBES none EEN T REFBHKRNINE, ERIAERN uppercase,

parse-json-secrets

(WiE ) RIAMBRT , ZRETGHRRETEEERENBHAETHEA JSON FRH, ¥ parse-
json-secrets ®EN true , LK JSON B MNBEXN A ERETE,

BEE , MR JSON FRAX D K NENZA ( Hlal‘name”M“Name” ) , N ZREFEAEEN S
MohR, EXERT , B parse-json-secrets ®RE RN false HHIWEMN JSON Z4AE,
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ﬂ;iﬁ,’ylE np

BREVENHRETENBEMSCIIRENZANER, FETENGTEEREBHANGTEERETE ,
HRESERZHEN , WERXEER, i, ZRESENEFRERNAETE., NRBHTEH
#9 JSON , NIREFXEZFFRNIEFHBHA JSON R, Hl0 MYSECRET_KEYNAME, &7
DR ERL BN T HERPNEFH,

MERBNMNABETEEEHRNEHN , WBRENEAK, EXHERT , EX4TNHERATHRETEN B NIE
ERABE,

AP B ZRAY R

« BA “ MySecret WZ4AME 7 “mysecret” BWZAEBFIL AN BN “MYSECRET” WIMREE

« & R“Secret_keyname’HIZ4A LA B F “Secret” H EH“keyname 81 JSON EATZH4A TR R B
H“SECRET_KEYNAME VIR EZ £,

B LBEEENBREENELZERN , WATRAMR , ©e28B—1N8EH ENV_VAR_NAME B3

=
Eo

secret-ids: |
ENV_VAR_NAME, secretId2

ZH5A

« MRMBIRE parse-json-secrets: true AWMAZAIIE , GRIES , AREZHA ID, Wik
LN EBETEGENEHENGH JSON BiEE. TEBHTEERHEN.

MRBATLESHERHN JSON , NEREELUE-IMAREXEHRERBENERABEHMEE,

- WRFRE parse-json-secrets: false HHMAZRIE , FIRES , RERE4H ID, NEE
FwEMRETE , RFGREXEEENE —#.

UTFREIERT —1MZAR

,secret?
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R

Example 1 2% ¥ ARN FREUE 4R

THREIFNILEZFF ARN FRBNR4ACIBRIMET &,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret2

ECIRNINEELE

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6

SECRET2: secretValue7

Example 2 3REXFTE LAl &I L HY 24R

LT RBIAMRB BT AN ZA SRR E Bbeta,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta'

EEIENELE :

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
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BETA_NEWSECRET: secretValue3

Example 3 EZ4AH #EH JSON

TO RGBS ERTZA PR JSON KREIBIMEEXE,

- name: Get Secrets by Name and by ARN

uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:

secret-ids: |
test/secret
,secret2

parse-json-secrets: true

%40 test/secret EETHIR4AE,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

#4A secret2 EE T HHHAE.

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
ERlZMNINETE .

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 XIMRLXBEHRERNEF R
LT R - M EAENEZMNIMNERE,

ayt]|
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- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

ECIRNIEELE

examplesecretname: secretValue

£ {E A AWS Secrets Manager #% AWS loT Greengrass

AWS loT Greengrass 2 =T BRI A RZN M. XESERZRAUEFIEEFRFRKRKEN S
HiE, BEMNAHES , ANERBFNE EFIEZ2HEE,

AWS loT Greengrass St iF#&4EH AWS loT Greengrass 8 & LRSI ARFEHITEHRIE , ML
ENEZE, SEIEMNBHITERE. SAUERAERRESE AWS Secrets Manager 77 fiff fl & 38
B =, AWS loT Greengrass ¥ Secrets Manager ¥ B Z| AWS loT Greengrass #&/M&% , Eik
B ERESRAN Lambda B A A EAAR M ZASRSNNARF#HITRE,

EFRAEKE AWS loT Greengrass B H , BFEERE — 5| A Secrets Manager A AFH &
Ro WEARREAXE ARN 5| AIZEA. ETHNME, EBNEARBREIR , 25 AWS loT
FREEEPNERIE TR,

ENRALBER AWS loT Greengrass #4 , BSFIFEHAZBEE AWS loT Greengrass B/

ESBEMHTER AWS Secrets Manager %47

AWS Systems Manager Parameter Store NEEREEENZAEEREZLNIBFME. ALY
BB, BEEFHFREMTAERBEREFE#FEASHE. T3 , Parameter Store T2 FENERAR
HERMRIRS . MR , Parameter Store L FETE Secrets Manager R ZiE 240 , AAB LA Parameter
Store ZHE X 5| AZER.

£/ Secrets Manager Eti& Parameter Store i , secret-id Parameter Store EEEBMFRHFRZ
B EAERMT (/)0

BEXEZER , HZSHAWS Systems Manager AP IEMPWBE S HF#SEEI A AWS Secrets
Manager Z 4.
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¥ AWS Secrets Manager #4%%

Rotation R EHEHM BN TR, HRBEBHAN , CRANEFRBANBEESIRSHHERE. £
Secrets Manager # , BRI LA ZAREB DRIk, BRRERTEN

s HERE -NTFAZEITEZRS , TUFEARERGR  HEFRSHAECEENEERR, KERHRT
/A Lambda B %K,

« the section called “#@3d Lambda EREGH TR - N T HME A Z4A , Secrets Manager R
Lambda EEREFH ZANMBIEED RS

AWS Secrets Manager Z4AM T E R iR

BoRSRERHERERHR , RSN ERENEERERR, FAKERKR , BLFLR AWS Lambda B
KEFBIEEFHNZANESE.

LUTRSREEERLR
« Amazon Aurora N EAFPEIIREREREE, EXEZEE |, 55H (Amazon Aurora AF1EF)

B E A Amazon Aurora Fl AWS Secrets Manager& B %3,

« Amazon ECS S ervice Connect § AWS Private Certificate Authority TLS if it E R, BX
EZ{EE , 25 (Amazon Elastic Container Service F & A G 1E®) P % 1F Service Connect
Y TLS,

- Amazon RDS AT AFKIIRMEERIR, BXELEEL , 2 H (Amazon RDS AAFIERE) #
A9 Amazon RDS # AWS Secrets Manager& B %3,

- Amazon Redshift A EE A BBRMHIEERR,. EXEZER , HZH (Amazon Redshift EIE 15
) HHER AWS Secrets Manager&# Amazon Redshift B & %13,

® Tip
BXEHMERNZE , H3 ] the section called “JEXT Lambda B #1757,

REMENEREERE—IHATR. ER1RAE , RRWENFIEZTEKIIRE LAREN T,
ENARFT  BNBENEVGERERUEHNARFAENRENRIZHBEEHFHHESX
%k, K MAREAERF. NTRRABFAF , ATREERSTAMY , AUERAER - RRER,
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EREERRAITR

1. 7& Secrets Manager #Z£#l & FITFRERR. BUUHRIEERSHHEE , LA LT Secrets
Manager 2 &l & P8 ZEH,

2. 7 Rotation schedule ( #£#tit%] ) T , £ Schedule expression builder ( it X/ FKEREKET ) =
Schedule expression ( ITXIFER ) # , B UTC RXER AR ITR]. Secrets Manager &
FHEAITRIE®E S rate() X cron() RixR. RRNBFEINFEITLE , BRIFFIEE Start
time ( FFERETE ) o BAUEN/PMNRR—XFH, BXEZER , BSHE BRI,

3. (A& ) XTF Window duration ( B ERIFEERTE] ) |, EFEHE Secrets Manager £ H BRI %
FNNERKE |, Sl 3h RR=ANPEIHRE, ZNBRFBEMRET — MR E, MRKREE
Window duration ( BYEX3F4eadia ) |, M FLUNRT A RN EERITR , RENE—/IIEBEZIX
o WFURNEMNMNEIRITY , HERFE—RERINBHX,

4. EERRE.

ERFEERBRAITR (AWS CLI)

VH rotate-secret, ATRHIESA 1 BM 15 B UTC 16:00 & 18:00 2 BRI ZFH, AX
BEZEER , B5HE B#RitR,.

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"

B Lambda EEFOH TR

FFiFZEBMERL |, Secrets Manager £ AWS Lambda BRESREFH ZAURBBEER RS . BX
£ Lambda HEBMAENEE. , HSH EMN.

NTRE AEMESEENESR  IEAKERR, BEFAH TERE , TatBEIEERRSROER
o

R IREAE |, Secrets Manager @ X A TRERRSHWEYS, BXEZEER , i5ZH the section called
“fF F§ &% AWS CloudTrail 7,

ERRE4LA |, Secrets Manager 2 BRFRIZRBEM IR ITRIEAA Lambda E¥. WRERE B R
L F I EFHFZLME , Ml Secrets Manager FEiTE T — X # A B IANX2E RN,
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FERIRIFER |, Secrets Manager BAJLAE—BHEH , BRXEATRNSE, Secrets Manager AR
BELT JSON BERSHE I BRI

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
"RotationToken" : "string"
}
S8

o S, _IMIPW : create_secret, set_secret. test_secret & finish_secret., BXE
%55 , BS M the section called “BHREENENT T,

« Secretld— 2R EZH ARN,

« ClientRequestToken— TR AZ AN —FRRTF. HLEFMTHRESEE, EXESZER , EE5H
{AWS Secrets Manager APl £#) ClientRequestToken® # PutSecretValue :

+ RotationToken— RRFERKRHME —FRRAFT. IREARAACRBEIK - RENZHARRAAE
B, EXfRGG | BUUBIES —MNKF R Lambda BREBRE TR —NK P PR EH,

EXAERT , RREHEFRIRE— IAM AEKAA Secrets Manager , /5 Secrets Manager
FRRRSERRIE IAM AR 54,

MRS IRAM |, Secrets Manager 2 Z X EiR BN TR,
£l

+ 3 Amazon RDS, Amazon Aurora, Amazon Redshift 3 Amazon DocumentDB Z4H1% & B 3h # ik
« NIEBIEE AWS Secrets Manager 41k B B3 ik

- ERIREREH AWS CLI

* Lambda BHEFE R SR A%

« Lambda ##EK

+ AWS Secrets Manager ¥ # B8

+ Lambda 5 #: BB AV 1T A BXBR AWS Secrets Manager

« AWS Lambda 5 ¥t ZhBERI R K IEA

» AWS Secrets Manager f##2 [0 @&
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3 Amazon RDS., Amazon Aurora, Amazon Redshift 2 Amazon
DocumentDB R4 1% & B s % #r

REBENE T WA R BB ERLAIRE the section called “E3d Lambda #3175 #”, Rotation %E
HENMFPANLRE. RRBHAN , FREANEMBHANBTEEPEIL, £ Secrets Manager H
A LAABIEERBIRE B,

EFARFARERR  SEEXLAERHERXKE, ARMERAUHTRR , WREILEE Lambda
BRMEH , XEAIE -1 Lambda #BRE, BHAIESHN Lambda BEHITACERENR, RE—
P RFR Lambda BRI AT LUBE M 41518 Secrets Manager FEIEE.

/A Warning

EEABAFRK , BLTENHN Lambda BIREIEIE IAM RATASH L EHINNRKH, &
FEEHA iam:CreateRole M iam:AttachRolePolicy HMXPR, BFIXLEMNR AT H
# % F 5 S EANR.

HIRR

o S EBRRBRERA (k) SIEBRAF %A
- F|R2: EE%%@E#QUE%@EEQ

« £3F . (%) NEREBREFTANNRES
B4 j]%?ﬁé@i&lﬁlﬁﬂiﬁlﬁlﬂ

\~Fr

i
S
\~Fr

ST IERFRBRRES (k) WEBRAFEH
B X Secrets Manager R REEWFEE. , iIH5SH the section called “Lambda B{EEC IR KL

R 1% alternating users strategy ( RERAF R ) , B0 QEZE AEEPFHBEFEFBERA
FEIE, ZBEE-—NSEBRAFPEIENES , RARRSTEEE—INAHP , MASZSHAFZEZN
BR. iEE= , Amazon RDS RERZHFXEHF KK,

SR 2 BERHRIT SRR IR

3 Amazon RDS. Amazon DocumentDB & Amazon Redshift 2248 5 %

1. $TF Secrets Manager ##l& , Wit} https://console.aws.amazon.com/secretsmanager/o
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2. EEWPIRR L | ERENER.

3. 1£ Secret details (Z4H1F 45 E) 71 LK Rotation configuration (3¥E &) B0+ , £ Edit
rotation (4REFHR).

4. HERBEREEXNEED  HITATRE

a.

b.

f.

& A Automatic rotation ( BZh%# ) .

£ Rotation schedule ( ##21t%] ) T , 7£ Schedule expression builder ( Tt XIFERER

2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC RIXE R ALK 1T R, Secrets
Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFE | B
JESZIETE Start time ( FFERETE ) o BUUBMN/PNRIR—REH, EXEZER , BSHA R
Bitdl,

( @Ti& ) XF Window duration ( BV ER#FEEatE ) |, EFEFE Secrets Manager £ H B % ik
BEANNBKE |, #l0 3h RR=NPERER, ZNBEFBEMRET —PMNRBRAER, RK
$E7E Window duration ( BTERIFLEATE] ) , WX F RN R B HRRITR |, B8 BSE —/ et
BEBZXA. ITFURNEMHERITR , HEFE—XERINB3IKA,

( ATik ) iBi%$F Rotate immediately when the secret is stored ( £ 2% Z4ART ML ENRCH#R ) |
DERBFEEXANRIRZR., WREBFRIZERE , NE - REQFRBERENITRITG,

MR EAW , HlERNPSE 3 M 4 KKK , Secrets Manager 2 Z X EiRBHEERE,

£ Rotation function ( ## &% ) T , WITUT#®REZ—

1%£$% Create a new Lambda function ( BIZ2#H Lambda K% ) , AR AFTEREIH
& M. Secrets Manager £4F SecretsManager FMEIEHEBHIF L, Secrets
Manager £ & THNHERGZEHH 7 Lambda MITHERELENNR,

1%£#% Use an existing Lambda function ( A Lambda &% ) , LEEFERATE—
NZANRIREB, £ Recommended VPC configurations ( Zil# VPC B & ) T3
W EE , SEEEEEMHEN VPC X4 , GBTEREFRIBEE.

MNTRGERE  EREAFEAREAF KK, EXEZEE |, SR the section called “F 5
1 EFRRERREEA (k) SIBBRAF R,

5. %&# Save,

B3L: (W) AERREBIREFIININRSFZAH

ENBWEAERHREBNWEREE D SZIE L TXHEH aws : SourceAccount , BABFLE Lambda
WRAEEERE, XTHELAWS kS, A TEHREEIFHER , AWS BIUEER
Haws:SourceArnflaws:SourceAccount 2 BEHFE, BENERREKEKRPIT
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aws:SourceArn &4 , MM EKHRERA TR Z ARN EENHH, BRIMNEBWENEHEFIELT
X aws :SourceAccount , BAMEX Z/NE4AE AR BT,

ER IR BUR R R
1. 7E Secrets Manager &l 5 PEFRENF , AEEIFHE S TTE A Rotation
configuration ( BMEE ) T , % Lambda ##EE, Lambda 2 &5 [T H,

2. ¥&F& Using resource-based policies for Lambda ( HE T &R KEE A T Lambda ) #F A% B3 78 0
aws :sourceAccount &4,

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
},

MRFAFEH AWS HERXF4A aws/secretsmanager BAAHI KMS B4R BT I0% , M Secrets
Manager @ Lambda #iTABR FEAZZAMNR, BALUER SecretARN fN% £ T 3 KR Hl
BERBNER , NTARRREHACGRERREARERNER,

EMEREBHTAR

1. M Lambda R EHBHPERHRE , ARERITABT , EEABEW.
2. BB ERACKNIRRRE RN kms :EncryptionContext:SecretARN &4,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
1,

S5 4 NRBREHIGE B R 45

BEXEZEER |, B2 the section called “AWS Lambda ##2ThERY L&A,

IEEEA

H25 Fthe section called “®i R T E",
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N IEBIRE AWS Secrets Manager Z471i% B B3 it

AHIENE T A R IEBRIEEF4RIR B the section called “J@IT Lambda B #0174 ¥, Rotation 2
EHEHZANERE, RRZHAN , ARANEFZAURBEE RPN BEES RS HHNEIL,

BRBFEEFEZHNER , B2H B RRBIEEZSA (288 ) .

/A Warning

ERABAmRHR , BUIAENN Lambda RIREEOIE IAM HhITAEH @ E NN RRRE, &
FEEMAE iam:CreateRole F iam:AttachRolePolicy /MR, RFXLENRBA TS
B RF B S EANR

S
- S 1 QEBERAERHREK
o HB] 2. IRERMEEIE

Nil
B

 BERPUHTER

- AR B EA B) Secrets Manager A RIS IR FE SRS
: SU¥F Secrets Manager 1 5 #2 B E

L AR BOR BN & A

Nil
B

¢ |\
[SY— I V)
o
% o o |[& | |

ll
SE

FE 1 REEREREY

B, S12— Lambda RIREH. ETTEATRRENBHANRKRE , ALEFERENS R &
BEzfBE, BXRREHRNAIENESE , B3 # the section called “Lambda ¥R EE,

EX X EH AWS Serverless Application Repository , A SAMERMERBIZREE, BXxZTXE
B X 5|ER , S FEAWS Serverless Application Repository FAQs, TEE X1 | &ML FF A6
BERBHHERRKBESEREP,

SIEE AR

1. BEWRELEFAENX AWS Serverless Application Repository &% , 5@ (AWS —f#k3
#) FHAWS Serverless Application Repository £& i 11 = F Bl &l o
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2. BHRITUTREZ—:
IR & AWS Serverless Application Repository FFFERI#E X X 1 :

a. 7 Lambda Z2#69d , EREMNARERF K RAEERCIENARER.
b. ZUIENARFNEHL K EELTHRFJNAEFIEDTF,
ELARANMAEFRTHERES | WA SecretsManagerRotationTemplate,
ERETUEBEN IAM BERBRKEEH R AERF.

1%£$# SecretsManagerRotationTemplate & .

EEE, BEENSEAEALNNAERFRE#LF  EEXEFER,

- o o 0

« XNTHA , WAGHREXENRER , 21 https://. AX BRTRNIIR , 55

Ethe section called “Secrets Manager % &
« Ef Lambda BREUHKTE VPC & |, &7 10 vpcSecurityGrouplD ., vpcSubnetlds
g. EERIE,
- WMREFENHEX AWS Serverless Application Repository A% :

a. 7& Lambda BHI&F , EERHK , ARERFIEERL.
£ Create function (BIZ2EZ) WE L , WITHUATRE :

i IEBMLFFReIE,

ii. 7E Function name ( HEE ) F , W ARIREBN BN,
ii. XF Runtime (=178 ) , %&$# Python 3.9,

iv. EFRAIEER.

SR 2 wERRHBNAE

ETRP , EREERATERZHAURZEZAMANNBRSRBTFEEN KB, BXEREBIERN
EE (SRREECHWEREEIIETR ) , B2 M the section called “Lambda 53 EE", &7 LAEH
RREBUER ERSE,

SR 3 BLEZAURITRIR
EWSRP |, RN BHRERRITY , FFHREREBEZTER.

BLERHRA IR ZRIRE I

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
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2. EFEPIRAL , EELHFH,
3. 1E Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (3#E &) 2B & , &£ Edit
rotation (4RB5IR). EHRBHRREEXNFEF , HITUTRE

a. B Automatic rotation ( Bzh%# ) .

b. 7E Rotation schedule ( ##:1tXl ) T , 7 Schedule expression builder ( it X TRENE K
2% ) = Schedule expression ( ITXI&RA ) B, L UTC B XAE i A BRIt X, Secrets
Manager &Mt RKIEM N rate() = cron() ®ixN, RENBFEINFETR , K
B E Start time ( FFIRETE] ) o BANEBH/PNRBR—REH, BXESZELE , BZHE

c. ( A& ) XTF Window duration ( BYERIGFLERTE] ) , EFEHE Secrets Manager £ H AR
AN RKE |, 6110 3h RR=ADEWER, ZBRASEMRET — MR R, RK
}EE Window duration ( BYERFFEERTE] ) , WX F RNt R B NERITR |, B BFE— /D et
FEFXA. MTFURRIEMHERITR , NBRE—RERNBZIXH,

d. (A& ) &% Rotate immediately when the secret is stored ( £ 126 AR ML B3 HR ) |
DERTFEUANEERN, WREERZEIEE , NE - XRRFRBERENITRIF S,

e. HERBREHT , ERESR 1 FEIEMN Lambda B,

f. EERERE

L], 4 RUFREREBIG IR Secrets Manager SA R &R BHE E SRS

Lambda ##: R EENR T AEVH | Secrets Manager HIVER4R , HF B EENRT L5 R B BIERE
HRF. ELSERD , &M Lambda ITHABRFIXLENR, MRZAEH AWS REXE4H aws/
secretsmanager MK KMS AT % , MAFE @ Lambda HITAER FEAIZZEHHN
BR. &AILAEA SecretARN 1% £ R kRFIMBHBNVER , NMBEREREBBBRERZHEHN
RRBRNEBR. BXRBERO , BESH BRIRNR,

BXUH |, 5 (AWS Lambda FF R ARIERE) FH Lambda H1TAE,

F| 5 A Secrets Manager A B X

E A7 Secrets Manager B ZIREMNRIRITREARREE , BFER Lambda BIEHHY R RREH
[ Secrets Manager R E 4R F lambda: InvokeFunction R R,

BNBNWEERLREBNRREREPZIE LT XHES aws :SourceAccount , BABALE Lambda
BREEERE, WTELAWS RE , N TEZEEFEIIFNER , AWS BIUERRE
Faws:SourceArnfaws:SourceAccount£ &G E., BNRLHREEKEPEHE
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aws:SourceArn &4 , MM EKHRERA TR Z ARN EENHH, BRIMNEBWENEHEFIELT
X aws :SourceAccount , BAMEX Z/NE4AE AR BT,

ERREBEKM IR Lambda % , BSRNE T RFENER AT Lambda,

LLUR SR BE L iF Secrets Manager 1@ Lambda B,

JSON

"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "secretsmanager.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"
}
}I

"Resource": "LambdaRotationFunctionARN"

SR 6 NERMHBREN LT HE

EHSTE | S/ R F RN AR RHERES] Secrets Manager A R 1% 40 A& 3 B BRSS S BB RE . B
B EATNBER 17 B & F BER B4R, 1§35 Wthe section called “AWS Lambda ## T BERY P 45 4%
A

IEE S

HESR I PERERRN , BLRE—MRRBANITTR. MREREITRIT KK , Secrets Manager
F2REREH, BHETLIRE AR Z4A B AN R,

MRRMAW , FSH RBRABHE,
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FHIREBz i AWS CLI

RN B T Wathe section called @it Lambda B TR EHIRE AWS CLl, (#Z4ART
2R EHHAURIFE R AN RFEEFES RS PREIE,

BB UERER A RERR. AXBEEFEFZANGE , B2 B RRBEFEZSA (2H8). &
RAITAEMARENES  FSR B RRFBIEEFEZSR (288 ) .

EFARERR AWSCLI , MREXKRBFEEZR K NEAFTEERLRER, WMRERF alternating
users strategy ( XERF KL ) , BUTEE—NRAFH BRI SREERRAFREILE. BT
X, ImERHEEBIE, Secrets Manager 2R | MU LE T ZERCIZRE. RAE , FHANRE
B2 Lambda E% , # 7 Lambda B F Lambda HITABRIEENR. T—F ¥R Lambda BT
LUES M 4% 17718 Secrets Manager MBIEESRRS . &fE , BEZHA LU ITRIR,

L

s BIEEZANEREZS  EERRER
RERREBAE

. % 2 % : Bl Lambda B3

- SR 3 REMNEIHF

- R4 MEERRNER

- BESR

BIREEZAN RSN | EFRRRER

B X Secrets Manager = KEEMEE , iIHSH the section called “Lambda BIE IR KL

R 1 B PR

MREF LR REE , WA RBRERITSR 1.
I 2 B RE

MRIEREERFREE , W4

c BRI BRAA RSP EFHEBEFESAF L. £FE-NMI2BRAFKIENEZESR  BARER
FRRERERE-IAF  MASHBAFREIZNR.

s GHEEAFZHAN ARN FINBRBFH. BXEZER |, i85 H the section called “Z4A#Y JSON
&,
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AR , Amazon RDS REFZBEREBRAF KK,

FI] 1 RERREHBNA

BRI | BEERREE. REREHE Secrets Manager A Z4AMAAK Lambda k. &
XEZEER , i35 the section called “@3d Lambda EEUH TR, BT ERF K SERERTE
MR URZZEATE X RS B IREER R,

Secrets Manager 1 % EUER HIRME T Amazon RDS, Amazon Aurora, Amazon Redshift
Amazon DocumentDB %4 FE % A BV 18 4R o

IRERREREIAHD
1. BHITUATREZ—
- EFRRERBERSIR. IRESENRSMRRRETCENER , BEFRE,

- NTEMERWNRY L BRELEBCHEBIREE. BXiiH , 5 @the section called
“Lambda 2R,

2. Ri&Xfmy-function. zipi EMEMFR FERRBIIN —BAREFHE ZIP XHF,

8 2% : 8l Lambda &KX

EWTERS  SEEAESE 1 FRIEN ZIP XHEIE Lambda B, EEFIRE Lambda H1TA
&, BN EEE Lambda KA AR,

B2 Lambda B EEBFAHIITAE

1. 7 Lambda HITABRIEEERKHNHEFN JSON X, BXTRANMESEE , HSH the
section called “BHINR", ZRIEAM

- ATAEXZEHAIAA Secrets Manager #1E,
- ATACRAZAMENNRS , flelEHESE,
2. BIAA iam create-role X8I Lambda ITABHNAE L —SHEIBRNETRK,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy. json

3. B3IiEA lambda create-function M ZIP X461 Lambda B %K,
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aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.7 \
--zip-file fileb://my-function.zip \
--handler .handler \
--role arn:aws:iam::123456789012:role/service-role/rotation-lambda-role

4. 7£ Lambda I LIRBRFEREE , LLAYF Secrets Manager XA lambda add-
permission RFAZRAIRKME,

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

HIR 3 IREMEIF

BXEZEER |, H21 the section called “AWS Lambda (£ #:Th8ERI BN,

S 4 BEEERRNZH

BERNRBAF S ERIRIEE , FAM rotate-secret, BALUEMA cron() = rate() HRRER
RERRITX , TR BRIRE RIFERE, BXEZEER , 55 the section called “B¥R 1T,

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \"cron(o 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

IFEEA

&2 Fthe section called “}#t 7| B HE &,
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Lambda B EUEC#R R B

¥ F the section called “83d Lambda BERE# 175#” , XN TEHIEEZH , Secrets Manager 12 7 H
B,

RMERE 2R

HREE-—NBAPEF—MAFKEIU, XX T Amazon RDS Db2 6| , A TRAF R EZEXREACHE
B, QS RELRMNEBEFRATERRIE. XERHENRRER  EATAZHERAZR, &
BmE , BWERN - (86 ) AFSRERAFNEIEGE AL R,

RWBZAN , TMBRTTNBEFEEE, £HTRERN , ERREETHNBBERE —/NREE , AN
MBRBTSEH, FIHE , ZEEFEERENXRELFERRRIIENAR, SUUEREINERHR
EESRERENER, BE , FEREFERTEIL,

RMER KBRS

LERBEE—NBRHPEFTANAFNEIL. SQEF— A5, REES—RERE |, LRk
TRIEECIEZE-NMAF. SRAERZHN , EREEBLXEENEETNAFEZER. BTASHHA
FERREBDS , RLEBAES —NBHAPN superuser RUFIE. NRBEEFNREAFER
MAFEAENNREARE , ES K- () ARFSXEXAFNEILE  BINBWERERAFRKR
B

HWEREEATEENRERNKERE , HF—1ACHEREER , M3 —1NACEFHRKEERN
NR, HtEATEESTAENNARER. IRNABRFERRBEREZNA , WZNARRFDNS
RE—AEMRWEI, 3#/5 , user M user_clone I AEN., EXFMREWELREE , NAE
FIREBIELN TREMEEZRLL S AP RIRREBIELN TEMEE . IRBEEREERSHIH , BEE
NEENEMEEBRFERSSS  WFEREFELFERMESIENARANXEKE. ZUUFERESNERE
B SR PR XS

Secrets Manager FR|ENXRSREAFHERNRERAF. NMREECRREAFPEEXRTRERAFHY
PR, MIE A8 52 B A P BV A PR o

plan, RREERAENMMFEERFHNFTILEVET MR |, NZBRES - HFAXEZIENMRE.
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//I'-.ﬂ}-Secret \\
- AWSPREVIOUS AWSCURRENT

_.. My Ulser _.. MylUser_clone

passwordC passwordD

N

\ /
Lambda ## B EK

EHthe section called “BB3d Lambda R 1T3#” , AWS Lambda ERE %40, AWS Secrets
Manager 7E% 12 Hi (6] 8 A3 & F A5 & R1R Bl M BR hR Ao

SR AWS Secrets Manager ¥ 81 B Z AR BB MR EBUENR , NI LACIE B ENREE. &

B EEet | BEEMFUT AN :

B E M HEF B Y B £ SR iR

- FERABEAREERENRER

- EEFRBLRIERZIBED, BIIATLUHESEA Amazon CloudWatch B&, #R B ER2EHBIE
BXx BERBEAMNRA , 3 Fthe section called “®H#r B EIEMRRNAE,

« ATRE#N , AWS Secrets Manager X /8 iF Lambda ## BB ZR R ZH, RREBTEAA
Hth Lambda BBUCRIR A

s BXARES , BRANEMN R LTRSS ENAEF.
o Bltn | IMREERNESZF HISXHFEREZRR , WEEREB#TEINFELT,
 Package &M HE R B FT B MBIIT BE ZIP XA |, #l8my-function. zip.

/A Warning

BT Lambda REIHITERET R , NMEENHASHIRERNIKT 10 WETERLS R
H, BXREZER , B (FXAREE) B “7HEMEH A FMFE EH A" AWS Lambda
AWS Lambda .
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned

AWS Secrets Manager ArfEm
REHBP N TR

F3

- createSecret : 22 240 AV AR A

« setSecret : F U IEE = RS BV EAE

« testSecret : iz FHY 22 4A Wiy A<

« finishSecret : K #R

createSecret : B2 FAMEF R

5% createSecret B BT FEAE AR ClientRequestToken M get_secret_value
RREFARBTFE,. WREEFH , ©oEH create_secret BIE—NHEY , HHSHE

A Versionld., REEEMA get_random_password £ER— MW RAE, ETXK, ©iBA
put_secret_value M\FHEE % AWSPENDING —i2F4E. NN ZH4AEFMEIE AWSPENDING
PEBTHEARESE. IRATEARRRHRAY , B UERLFEAPSIAZEHRE. ESRANAE
ZH Lambda KB E BB E o

HEH TR ER T

- BRIANZFHFAENTENHBEERRSERNFERF. A ExcludeCharacters SEHHERFRF .

o TENRBERAT , FREERAME : MAdescribe-secret #&&VersionIdsToStages,
AWS CLI

« ¥IF Amazon RDS MySQL , ERXRER i , Secrets Manager 28|E— PN EHTEL 16 MNF
RNREAF, AR RREBUAATERAERNAF,E. MySQLS.7 RESKRAZFHRZ 32
NFZRHWAF A , {8 Secrets Manager 2 EAF & KRKEKM N _clone” ( ANFERF ) , AAFRE&RS
MIPURIETE 26 DNFRLAA,

setSecret : U IE FE = IR S5 BV EAIE
F3E setSecret ERBUEES RS AU ACE 2409 AWSPENDING ARAS Y FT 2 4AE
REBCHREREREIEIL

- MRF[EVEBEHRBREINERS (NBEE) , EEATHSHIL. BXEZERE , BZ5H
OWASP M4 E# Query Parameterization Cheat Sheet,

- RMEBERNBNRE | BRI RIFIE N Secrets Manager M BB RPN EFZIE. RS
BENEERERTG  SEERRREELEEAZERHEEMER. EEHZTIEZH :
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-idempotent/
https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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- WEZ4A AWSCURRENT lRAFHEIEREE N, MR AWSCURRENT EiETM , BHRFLHRE
i#o

« & AWSCURRENT #1 AWSPENDING Z4AEREBEATRE —&R. N THFENEDB , RE
AWSCURRENT #1 AWSPENDING A& E2A+HE.

- REBVBRSRER2EMEE. X FEHIEE , £ZF AWSCURRENT H1 AWSPENDING £HlE 2 &8
BB
s EMAOBBRT , ButBFENREEBENINERLZRINEE, flin , W TFREAFRH |, Secrets
Manager B3 E#IE—MNAFHNEZETHEESHRAUEBERERAF, NRETEEZEM , IELR
FTREAFHNEMN , WEEEH set_secret HEHMK,

testSecret : iz FHHY 240 AR A

ARG , Lambda B REGFE R ZZARG RBTESRS , NN ZEAH AWSPENDING frAs, &
F 203 B BUE AR M A9 50 30 B BUE A SR ER U 1R A BRI BT Y B4R

finishSecret : ST

R/5 , Lambda ¥ #: B EBIFARE AWSCURRENT N\ Z BT K B4R R AR B B AR A |, iXF R 1ER — API
A AR AWSPENDING #5%, Secrets Manager 730 AWSPREVIOUS E1Z#RE I LARIHVAR A |, LUE
FREZHN X E AR TR,

J 3% finish_secret £/ update_secret_version_stage fEFHRE AWSCURRENT MR EIZR4A R
ABHENFHZBRAS, Secrets Manager £4F AWSPREVIOUS EEFHELBHEIFME| R HRA |, LUE
BRE EX B AR IFH R R,

wEHCHWEREBNKRT

« TELLAWSPENDINGZ RIAEREMER , B A ECEA LM AP BAFEMER , BAXATEL M
Secrets Manager R ER AR INTER . Secrets Manager 751 AWSPREVIOUS 1245 5E B LA BT B R
K DESREFRAN LR BB IFHRA

RIS , AWSPENDING EFFRX I8k NZE] S AWSCURRENT WRASAB R BV MRS |, o] B8R B tnEI4E
fATARZA, ISR AWSPENDING EFAR&EFEEARM MNE 5 AWSCURRENT BRIV RRZS , WIS EXTHHRE
FEREAABBRELNERRERDPEHTHIHRELEIR, BRRTEIA , AWSPENDING EFHRE 8L
LM MEBIZ AR, BXRESER , B2 H RRAEHE,
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https://www.postgresql.org/docs/8.0/runtime-config.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
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AWS Secrets Manager 5 #2 E EUE Hk

AWS Secrets Manager 12t 7 —ARREHBUENR , IBBEI N EHBEERSNRSHERHITE
£EE, XLERE ready-to-use Lambda BHE , ©AIEI TIE PRV RESSER , AIBBHEELE
AIZFMAER TRERESRS.

XEBERIFATEENRIREK

- BRAFRK, ATEFEMNHPHEIL,
- REAFRKR , IREFWMELNAT , LA BHREREE B S E .

Secrets Manager it 7T —MNERAER , TMMENE KRB ZHANE R
EEFERAER , mS5H -

\

- BYRRBEEZES (EFHE )
- BYRRIEBEEZN (EFHE )

EREEHCHREREE , S/ Write a rotation function,

Bk
« Amazon RDS #1 Amazon Aurora
+ Amazon RDS Db2 # f F
« Amazon RDS Db2 XE M/
« Amazon RDS MariaDB # f f
+ Amazon RDS MariaDB X & i F°
« Amazon RDS #1 Amazon Aurora MySQL # f F°
» Amazon RDS # Amazon Aurora MySQL X & H
+ Amazon RDS Oracle # F F
+ Amazon RDS Oracle X & f 7~
« Amazon RDS # Amazon Aurora PostgreSQL % F f°
« Amazon RDS # Amazon Aurora PostgreSQL X & f 2
» Amazon RDS Micros SQLServer o RDS
+ Amazon RDS Microsoft SQLServer X & F
» Amazon DocumentDB ( & MongoDB #%& )
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AWS Secrets Manager

RAriEmE

+ Amazon DocumentDB # /N F F
+ Amazon DocumentDB XX & F
Amazon Redshift

+ Amazon Redshift & f F°

« Amazon Redshift & F

Amazon Timestream for InfluxDB

* Amazon Timestream for InfluxDB 2 B~

« Amazon Timestream for InfluxDB 3 &

Amazon ElastiCache

Active Directory

« Active Directory E1iF

» Active Directory keytab
HibBARE

Amazon RDS # Amazon Aurora

Amazon RDS Db2 & A

BB . SecretsManagerRDSDb2RotationSingleUser

RS | RMRE C BAS

SecretString £ # : the section called “Amazon RDS # Aurora Zilf”,

JRACE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSDb2RotationSingleUser/lambda _function.py

RFKX R : python-ibmdb

Amazon RDS Db2 REH

EHRBF : SecretsManagerRDSDb2RotationMultiUser

KR : the section called “32& A7,

SecretString &% : the section called “Amazon RDS # Aurora il

RS - https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSDb2RotationMultiUser/lambda _function.py

R BIER
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py

AWS Secrets Manager ArfEm

o KEKXR : python-ibmdb

Amazon RDS MariaDB # i/

« #EIRBF . SecretsManagerRDSMariaDBRotationSingleUser
o RHRCERE . BRBRER  2AF.

« SecretString 4% : the section called “Amazon RDS #] Aurora &ZifE",

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda _function.py

« IKEIKXR : PyMySQL 1.0.2, MRFEH sha256 HZB#TEHHRIE , WA PyMy SQL [rsale BXE
Lambda E{THHAFEAERZIABHNENER , HSH AWS R0 W IANE S B 4wiF =i &l
89 Python R MEIRHNIESD , HFZEE5 Lambda A ?

Amazon RDS MariaDB 3R

« EiIREBF : SecretsManagerRDSMariaDBRotationMultiUser
o HHKME : the section called “XXER 7,

» SecretString & : the section called “Amazon RDS # Aurora ZEilF”

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda _function.py

o KEXR : PyMySQL 1.0.2, WMRFEH sha256 HB#HTEHBRIE , WA PyMy SQL [rsalo BX1E
Lambda E{THHFFEASHRFIABHNENER , BHSHE AWS FHRFPO PR A E B 4wiE i H3
89 Python @R MEIRHNEED , HFZE5 Lambda F&A ? .

Amazon RDS #1 Amazon Aurora MySQL #£ A

- HEHREBH . SecretsManagerRDSMySQLRotationSingleUser
« R EE : the section called “B2F 7,
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda _function.py

o KR : PyMySQL 1.0.2, MRFEA sha256 HiE# 1T HBIIE , WA PyMy SQL [rsale BXTE
Lambda BT P EAESHFFRENETHER , BSHE AWS HiRd0 PRI EHIFHHIX
89 Python @R MEIRHNEED , HFZEE5 Lambda 3&A ?
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https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible

AWS Secrets Manager ArfEm

Amazon RDS #1 Amazon Aurora MySQL X & f

« #EIRB : SecretsManagerRDSMySQLRotationMultiUser
« RHLIREE : the section called “REHAF7,
« FAHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiF”,

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda _function.py

o KX R : PyMySQL 1.0.2, MR sha256 Zi33H# 1T H AR , MR PyMy SQL [rsale BXTE
Lambda E{TH P EAESHERFRENETHER , BSHE AWS HiRd0 PR IEEE EHIFH#HHIX
Y Python @R MEIRWEBESD , HFEXEE5 Lambda %A 2

Amazon RDS Oracle # A F

« HEIRBF . SecretsManagerRDSOracleRotationSingleUser
« RHLIRREE : the section called “# 7,
» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda _function.py

« {K¥IM : python-oracledb 2.4.1

Amazon RDS Oracle X & HA -

« EHRBFR : SecretsManagerRDSOracleRotationMultiUser
« RHLIRREE : the section called “RXEBAF7,
- FRHAMY SecretString £ : the section called “Amazon RDS ] Aurora &iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda _function.py

« KB : python-oracledb 2.4.1

Amazon RDS # Amazon Aurora PostgreSQL £ A

« HEIRBF : SecretsManagerRDSPostgreSQLRotationSingleUser
o ROMRREE . RERCERE  BAF,
- FRHEARY SecretString £ : the section called “Amazon RDS # Aurora iiE”,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb

AWS Secrets Manager ArfEm

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda _function.py

« {KEKXR : PyGreSQL 5.0.7

Amazon RDS #1 Amazon Aurora PostgreSQL 33 & A

« #EIRB : SecretsManagerRDSPostgreSQLRotationMultiUser
o FHIRRE : the section called “REAF”,
« FRHEARY SecretString £#4 : the section called “Amazon RDS # Aurora iiE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationMultiUser/lambda _function.py

« KX R : PyGreSQL 5.0.7

Amazon RDS Micros SQLServer o RDS

« HEIRBF . SecretsManagerRDSSQLServerRotationSingleUser
« RMAREE - the section called “BE 7,

» FHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationSingleUser/lambda _function.py

« KBIX R : Pymssql 2.2.2

Amazon RDS Microsoft SQLServer XA

« EIREBF : SecretsManagerRDSSQLServerRotationMultiUser
o BMEREE : the section called “XERF7,

« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationMultiUser/lambda _function.py

. {KBIXK : Pymssql 2.2.2
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py

AWS Secrets Manager ArfEm

Amazon DocumentDB ( & MongoDB #%& )

Amazon DocumentDB #4 f /=

« #EIRBF . SecretsManagerMongoDBRotationSingleUser
o RMAREE - the section called “BE 7,

- FRHEARY SecretString £#4 : the section called “Amazon DocumentDB Eiif”,

« JRREE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationSingleUser/lambda _function.py

« K#KXZH : Pymongo 3.2

Amazon DocumentDB 33 & f 7~

« #EIREBH : SecretsManagerMongoDBRotationMultiUser
o FHIRRE : the section called “REAF”,

- FHAMY SecretString £ : the section called “Amazon DocumentDB & ilF”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationMultiUser/lambda _function.py

« {&KBIX K : Pymongo 3.2

Amazon Redshift

Amazon Redshift 2 f

« #EIRBF . SecretsManagerRedshiftRotationSingleUser
« R EE - the section called “BE 7,
- FRHAR SecretString 44 : the section called “Amazon Redshift 1",

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda _function.py

« KX R : PyGreSQL 5.0.7

Amazon Redshift A& A~

« #EIREBH ;. SecretsManagerRedshiftRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py

AWS Secrets Manager ArfEm

« ¥R : the section called “XX &R,
« FHAR SecretString 444 : the section called “Amazon Redshift ZiE",

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda _function.py

« {KEKXR : PyGreSQL 5.0.7

Amazon Timestream for InfluxDB

EFAIXEENR 5250 (Amazon Timestream FF X A R T # Amazon Timestream for
InfluxDB 4047] 5 F 2248 o

Amazon Timestream for InfluxDB &

« #EIRBAF : SecretsManagerinflux DBRotation SingleUser
« FHAMY SecretString £ : the section called “Amazon Timestream for InfluxDB ZF4A 45437,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationSingleUser/lambda _function.py

« {KFIN : InfluxDB 2.0 python & F i

Amazon Timestream for InfluxDB X & /=

EIRE# : SecretsManagerinfluxDBRotationMultiUser

HAY SecretString &4 : the section called “Amazon Timestream for InfluxDB ZF4R 45 44”,

JRACHES - https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationMultiUser/lambda _function.py

I : InfluxDB 2.0 python & i

Amazon ElastiCache

EFEMALER , SR Amazon AFEE TR B35 ElastiCache A7 &3,

« #IRB : SecretsManagerElasticacheUserRotation
- FHEAHY SecretString 44 : the section called “Amazon ElastiCache EilF”

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerElasticacheUserRotation/lambda _function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py

AWS Secrets Manager ArfEm

Active Directory

Active Directory #EilE

- EWRELF : SecretsManagerActiveDirectoryRotationSingleUser

- FiHAK SecretString £#4 : the section called “Active Directory #EiiF”,

« JRARES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryRotationSingleUser/lambda _function.py

Active Directory keytab

« EIREBF : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser

- TRHAMY SecretString 443 : the section called “Active Directory i,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda _function.py

o {KBIA : msktutil

Hib B4R E

Secrets Manager IR I EREN B R EMX B ZH AU BRIREHE S,

« EHRBF : SecretsManagerRotationTemplate

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda _function.py

Lambda 2 EEAINITAEMNPR AWS Secrets Manager

¥t F the section called “@id Lambda BIEu# 175 #” , & Secrets Manager £/ Lambda B IRER
438 , Lambda A IAM #1T A & FH X L EUF R4S Lambda EEREE, BXx MR E B3kt
iEER |, ESHE -

- HERMRBEERS (BF5)
- HERRIIEBEEZS (BHE)
- BZ®HR (AWS CLI)

RRRR 5


https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
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RAriEmE

LTREIERTERT Lambda BRREBMITACHNEEKR, ERRTAGHMINNRER , 18

25 AWS Lambda TR E.

w4 -

« AT Lambda BB ITACRKRRE
s BERTEFRERANEREY

s BERTREAPRBNERIES

EATF Lambda B EEINITA BRI K
BAUR ROIZRBE TR BB

+ JZ{T Secrets Manager BYig#ESecretARN,
® ﬁu@%ﬁ%—g\ﬁgo

- MRBIEEFERRSE VPC hiz1T , WiREFFENEE., HSHEE Lambda BELAEF VPC Y

R o

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

"Effect": "Allow",
"Action": [

"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"
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},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}

ERTEFREERANREER

MRFAFEH AWS HERXH4] aws/secretsmanager BASK KMS ZABTINE |, MEREER
Lambda #TABRFEAZBANNR. BALER SecretARN 1% £ T X KRR FIFEZEE BN FE
A, NEREHREBACRERZENTRRNEZR. UTRIERTERNIHITACKEF , U
£/ KMS AN ZAMBNIED,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": "SecretARN"

}

BN EAESEERANEO S BAERRRES , WRNAT RO RO EGUAFRTA GRS
BEA.

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

ERATRERAF KK REER

EXAXBAPRHMEKBNELR |, B3 the section called “Lambda BRI KL,

XN TFEE Amazon RDS ZiEM 4 , MREFEANRRBAF KR , HEBRAFZHH Amazon
RDS B , MZEAFAFRIEEITE APls Amazon RDS EULREARFA |, XH TS seRIERIEE
MIEZER. BAENEM £ AWS EEBER Amazon RDSRead OnlyAccess,

BAT 7RG RBE SO VF B

* J=1T Secrets Manager & {#ESecretARN,

- TBRRAFZRAFRERZIL, Secrets Manager 2FEABRAFPZAPNEIIEHRBRFHAFNE
iE,

° ﬁu@%ﬁ%ﬁgo

. MRFEEDRSE VPC RET , NEBFENEE. 5XFSEL , WSHEE Lambda HHM
W VPC R .

JSON

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource": "SuperuserSecretARN"

}I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}

AWS Lambda ¥ ThBERY X 4832 A

¥t F the section called “@id Lambda BIE# 1T5#” , & Secrets Manager £/ Lambda B IR ER

A8, Lambda $e# BB TBEB 5 R 1ZFH . MR%E

RIXLEZIERNRIR | HlanBdEFE RS

HZALEREIL , N Lambda BIBUIE A BE

AWS Lambda 3 hBERY M &2 A
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7\ %48

Lambda 1R IhRELA M BER 1/ 8] Secrets Manager R, MREM Lambda BREATLAA BRI BB |
MAAEAAHRLKFETR. BEEERIFSR , HZH the section called “Secrets Manager ¥ 5",

WMRER Lambda RMHBEFRERZ EBRMIFRIMNEN VPC Hiz{T , RITBIUEE VPC AELE
Secrets Manager [RSFABLARBT R, RE , 8 VPC AIUEB R FAHRXFART SMERIE
HEEEIREBLRIET R, BXEZELR , 38 VPC ima ( AWS PrivateLink ) o

HE , BALUEE M VPC RN NAT MXHEBKMM X (XFAWFRBE VPC HRETELE R
&) , fo¥F Lambda E¥Ri5 8 Secrets Manager A B wR. X VPC HIE—EMXEE , BHK
K IP bt ATRES ZFRE AF Internet BT,

(A& ) V5 IR #E A S AR S5
X TFEM API B2 KRNWESR , TEMEZAENTRBEFENRS

R EHEIRER RS E VPC FH Amazon EC2 324l EiE1T |, BATE WG IEH Lambda B3R
BENER— VPC HiE1T. ARRRIEAINEESENRSER. EXEZEE , BSHARE
VPC 58],

E A Lambda BTG R BIEESRRS |, BATERMINE Lambda BMREBNREAH R T ESEHIE
FESARSS Y i VhiE . SR LR B BEFRRSHZT2H R FRE Lambda RIRE BT
AVAEEE,

AWS Secrets Manager ¥ a @ HE&E

SOLHZWL‘F%HE?1 Secrets Manager £/ Lambda BRI Z, BEXEZER , HSH the section
called ‘BB Lambda BE# 1T, Lambda ?iﬁ&@?&ﬁ#ﬁﬁﬁ%ﬁﬂ’]?&ﬁﬁ:ﬁﬂﬁ“u\& Secrets
Manager R B, RSB ERMBARNZTH , N5 EH CloudWatch &,

(® Note
HERZOLUANEGERERE  SREEEIRIR, BEXEZEE , 155 the section called
“FEERIR,
E=3-0il

o« AN ENER P AV R AR R K M#E 1T AWS Lambda #FEHEER
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‘ERETERRIEIE ZE&EED

“createSecret’ Z 5 ¥ BIE D)

- BiR  “TAFIHE KMS”

+ fBi% : “Key is missing from secret JSON ( %248 JSON RV ZR4H ) ”

« fBi% : “setSecret: Unable to log into database ( setSecret : T3 B FEKIEE )~
« 8iR | “TES AERlambda_function™

- HABNRHREEBURAM Python 3.7 A4 F Python 3.9

« AWS Lambda #Z % #PutSecretValue X

+ £ : “<arn>7E<a rotation>F B P INIT lambda Bt H4E”

I B B b B9 B4R R0 3 R OH 1T AWS Lambda R HERR
MBEHEE Lambda WEIE R F4ARIRAN |, BIRBUAT SEWEEE H R,
AR R

 Lambda EEHEZINITTR

- ATRGHEESN AP HAMSBNEREY
+ Lambda EBUZE A EH

* Lambda BB EAE B 2 (B HY P 4% 5] &R

— B FEHERR T IR
1. %7 CloudWatch B & :

« 7£ Lambda R AEPFERBFENE IR ERIEINTH
- RIFRBEEZRRMAREESE ( CreateSecretSetSecretTestSecret, . . FinishSecret )
2. ERBRHEESE APIEMA :

o BWRIE Lambda ¥ HA A XN Z4A#HTEE APl B A
« {RRotateSecretfPutSecretValuelBiE Z B R B =S &4
3. IUF Lambda BREGE 48 -

- BIMREAN RNV ERRIR AWS RO
- MREAAENRE , FEFCULEBELEMARRIR
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4. KRENEZEE

- WIFRLAMN RS AW Lambda BE T R EIEE
- ¥R Secrets Manager BB IEH1F A VPC KimT R A BL IR TR
5. MHAZEARRE :

- BIFZEAM AWSCURRENT MRAZE AT IHRIBERE
- & AWSPREVIOUS = AWSPENDING RE2 BB K
6. BREFLENEKR

. MR —EXRW , FFEBR AWSPENDING B FHFRZHEXLIR
7. BT Lambda HKIZE :

- BRIEFRIRER .:.,’d‘\E’JIﬂEﬁﬁk
- MRE Wﬁﬁﬁ#ﬁlﬂ%ﬂ , B “BREF RARXNEREE &

ST BRRIE 2 58 EED

MR EREZTERRIFI 2 EEEEY , HEEFHFENERK , Fl20EIA Lambda #EY 30000
Z#® , ll Lambda B AT REREZ R 178 Secrets Manager i 2 BB AT

Lambda ¥t ThRE XM AERE /5 18] Secrets Manager WmR. WREH Lambda EE AT LA R BEEM |, I
AUFERAARAETR, BEERIFR , BZH the section called “Secrets Manager Ui &

MREK Lambda FE??&TETE%EE%HWI‘@*XFEE’J VPC HIiE4T , BRATERIEE VPC NELE Secrets
Manager BRSFAB LT Ko %J: BH VPC AT A EE A AR XBAE T ANERAGHEEEDE
ABELRTR. BXESZEE , 2R VPC ims ( AWS PrivateLink ) o

W& , WA LUBE @ VPC 70 NAT M 5< 3k B Bk M R < ( JZ‘ T AR BEE VPC R BT E A Bk
K]) , A Lambda BIE 15 [A] Secrets Manager AR, X2 VPC Hig—ERXEE , B RXH
IP th it ATREL R EIR B F Internet I,

“createSecret’ Z Jgi% BIED

LA RIB AT EATE createSecret Z G S i R=ZLE -

VPC W4 ACLs *A1F HTTPS AEHE H

BXEZEER , S Amazon VPC AR ACLsH Y A M & 12 &+ MR 2o

RIRFBHE 198


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
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Lambda BEERE BT E , TERITES

BXEZER , HZH (AWS Lambda FFRARIERE) PWELE Lambda BREUEDL,
Secrets Manager VPC CIDRs i R R AFESBENEZEHAAOLER VPC,

BEXEZER , 25 (Amazon VPC AIFER) PHEALSEEHZI R RN RE,
Secrets Manager VPC i S KB /o 1F Lambda £/ VPC i K.

BXREZER , iHS I the section called “VPC % s ( AWS PrivateLink ) 7,

ZRAEAXERAPRRER , BEAFPZ4H Amazon RDS &% , 3 H Lambda BT LA
RDS API,

NFBEA-WEREM AWS RS EEHRE ALK , Lambda $IRE LM% 1 A
RS iR RMRRBEEEREES . RMNBUENBREERSEE VPC kR, BXESZEE , B
5

{Amazon RDS FIF#§R) ## Amazon RDS API #l## O VPC i K.

{Amazon Redshift EE1Er) FIFEH VPC &

iR - ‘RN ARFIHE KMS?

WMREEF ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , MI%C#REK
BERFERAZAMBEFMAN KMS ZARGHARE. NERBPIEFEENNBLTXRENFERS
NS, BXRFTENRIEER |, B3 the section called SEATEFEERBENERIED,

£i% : “Key is missing from secret JSON ( %48 JSON Hir D %347 ) ”

Lambda ##t B ERZ4AE X AISER JSON £, R I RILEEIR |, N JSON mIEEfR DRI
ZRGRNEH. BXxESMFHAXREMN JSON £HHELE |, S H the section called “Z4AR) JSON

+
éq ”

o

£i% : “setSecret: Unable to log into database ( setSecret : TEEFEIEE )~
AT RIB ARSI IR
IR BB AT BB IEE.

MRESFENEEK , HIAET 5000 R , M Lambda $#RE AT RETTE BT W 4% 175 7] #1457
FEo
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MRBIEFED RS E VPC FHY Amazon EC2 26| £iz1T , BUUCH Lambda BB ELE N EE] —
VPC HIiz1T, RERRIETTUNERELNRSERE. AXESER , FSHEE VPC HH,

E R Lambda REGRIBIBEERRS , BANEERMINE Lambda BRI Z £ A R T EEHE
ERRSH B INERE, BELMBERENBIBEESRSHNEZSAE R FRE Lambda SRR 1T
AVRIEREE,

ZHPHELERIR,
MRESFHEMERE , N Lambda RREB AT EEABRHAPNTIERITH ORI, £

AWS CLI 55 5 A 24 AWSCURRENTFIAWSPREVIOUSIR AR ME R F I B R , REZRBget -
secret-value,

WIEFEFE A scram-sha-256 IR,

MR BIERE = Aurora PostgreSQL MrAs 13 EFIRA , HBEEMA scram-sha-256 INHH
B ERMEBER T X scram-sha-256 B 1ibpq R4 9 SLE IHARA |, MK EIEE
BIBIEE,

WEMLEHIEERFFEA scram-sha-256 %

BESREEE RDS for PostgreSQL 13 F1#J SCRAM S F K E# HAIE SCRAM ZiBH
AP,

HWEEN BRI A B 1ibpq R4S

1. EET Linux WitEHL L |, £ Lambda 2§ & LSMBENRREBH TH BB E. ™ zip X
HRERTTER FZH,

2. EWMSTL, EIEEFZRPIET:

readelf -a libpg.so.5 | grep RUNPATH
3. MREBINFMEH PostgreSQL-9.4. x FEMET 10 WEERRA , NEREBT ZHF

scram-sha-256,

A%#F scram-sha-256 BRI B B L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1lib:/
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local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

« X¥ scram-sha-256 WEHREBMNH DL

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1ib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(@ Note
WRIBIE 2021 F£ 12 A 30 HZENRE T B RBR% |, NENWRHREBHEL T 1ibpgF

XM scram-sha-256 R8iRA, N T X¥ scram-sha-256 , BEEEHOIZEHN LR

MIEEEE SSL/TLS A RIAR,

MREHBIEETE SSU/TLS iEE , BRBEBER T RMBNIERE , WRREBT LEEDIHK
&, EAT Amazon RDS ( Oracle #1 Db2 BR#\ ) 1 Amazon DocumentDB BV IR EIECE B3I &
RARE£E#EFE (SSL) SERER S MY (TLS) KERIBIEE (MRAH ) . BN, M41RFE
R RIMZHERE,

(® Note

WMRIETE 2021 F£12 A 20 Bz ARET Bt BARKE , WENERREKTEETAIXEF
AISSL/TLS. To support connections that use SSL/TLSER R &R

T8 TE SR Y B 16 B T B 2 B )

1. 7£ Secrets Manager ##I& # https://console.aws.amazon.com/
secretsmanager/ , sTFF&# %4, £ Rotation configuration ( ¥R EE )
A #Y Lambda rotation function ( Lambda 3#E# ) T , &/ EF Lambda
function ARN ( Lambda Bi%¥k ARN ) , f5l40 |, arn:aws:lambda:aws-
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region:123456789012:function:SecretsManagerMyRotationFunction . TR
5l SecretsManagerMyRotationFunction ™ , M\ ARN REE HIEEE .

2. 1£ AWS Lambda &l & H# Functions ( B ) T https://console.aws.amazon.com/
lambda/ , &R Lambda BB MAEME B RES | 3% Enter B , AT EFEMERK Lambda
B,

3. EHBUFMEETNES , £ Configuration ( BLE ) %I LK Tags (#5% ) T, EH5
aws:cloudformation:stack-name 354 K&,

4. 7T AWS CloudFormation ##|& https://console.aws.amazon.com/cloudformation AR #YHE
BT, REREIEREDR , RFIERF Enter &,

5. MERFIRGHITHERE , LEREREIE Lambda R EEA R, £ Created date ( 81 H
B ) %t EFHKRNLEZBE, X2 Lambda #REHH B A H,

Hix  “TTES AEBR lambda_function™

MBBZITHRPHRAE Lambda BIE , BIZEEEM Python 3.7 B AR BIFEFHARAE Python
B, MATRE BTt IR, EMRILEIR , B LN Lambda BEEEARZAEX[E Python 3.7 , & fF the
section called “IFIE NI EBIRAM Python 3.7 #H Z Python 3.9, ETHREZFEL |, HSHT
AWS re:Post F1#9 3+ AT B Secrets Manager Lambda B EE #2 k MH HI B A B pg R4

T E R REBARAM Python 3.7 #4E Python 3.9

2022 £ 11 A2 Bl B E 2 5K BER Python 3.7, SEA T Python B AWS SDK EF 2023 £
12 AfZ1EX % Python 3.7, BXEZEER , 55 Python XK EH AWS SDKs FITE, Bk
EIfEA Python 3.9 WHTRIREE , IUENBRIGEBPRMETHREBHERERMIERRE.

B A Python 3.7 B Lambda 5 ¥R Bk

1. %% AWS Management Console 737 AWS Lambda ###1& , Wit Hhttps://
console.aws.amazon.com/lambda/.

2. TEEBIIFKH , FiE SecretsManager,
3. EMEEMEHBIIRSP , BETHRRET , IR Python 3.7,

FE| Python 3.9 :
o &I 1 : £ AWS CloudFormationZE ¥ fll 2 i BN #k
o I 2 FREFNERBEBNIEITI RS AWS CloudFormation
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« &I 3 : AWS CDK AP #4 CDK FE

&I 1 : £ AWS CloudFormationE #7022 50 #k BI 3

LR fEF Secrets Manager 2§ & FF B ##IBERT , Secrets Manager &£ A AWS CloudFormation
BIESERNRIR , BF Lambda SRR, MREERZHATFBLIRINEE , HEFEH AWS
CloudFormation ik 8182 T3 EE , M AT LAEAMERN AWS CloudFormation ik B 6|2 BB
B RIRE T, RO ERZIHREEN Python,

EHRANE T I AWS CloudFormation Mtk

£ Lambda HHMIFAEETEMNE BRI < L |, kFHRE, &F aws:cloudformation:stack-id
3/ ARN,

HRBHERATE ARN B, T BIFTR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

.« B . SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

EHOIERIREE ( AWS CloudFormation )
1.  7E# AWS CloudFormation , IEEZMIERHERKR , R EEREN.

MR BB VEE BRI ERE |, FRBRRIRER , REEREEFR.

2. HEEMERAELHNESERT  EZRENAEFRERTEE  RASEENRAEFRESRTRE
BT  ERENAREFRERPRERLRE,

3. ENARERGmEESET , ITUTERE
a. TEEMHRMKBTE , £ SecretRotationScheduleHostedRotationLambda # 34

"functionName": "SecretsManagerTestRotationRDS" HI{EE N HFTIWEHEBH
f5zn1E JSON #H "functionName": "SecretsManagerTestRotationRDSupdated"

b. EBREHER,
c. TEHEFER AWS CloudFormation XiFMER |, EFREIAFHMEMEH AWS CloudFormation,
4. &= AWS CloudFormation #ik THER | AR ERER,
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R 2 - ERERWERREEBNIZ T RS AWS CloudFormation

LR Secrets Manager % & B ## IBERT , Secrets Manager &£ A AWS CloudFormation
BIESERNRIR , BF Lambda SRR, MREERZH AT BRIRINEE , HEFEH AWS
CloudFormation ik 818 T3 #RE % , M AT LAEAMERER AWS CloudFormation 4k 58 57 50 ¥k B4 Z MY
BEITET RS,

EHRANE T R E I AWS CloudFormation Mtk

« f£ Lambda HEMIFHAEETEHMNEEEIF L | EBHFE, &BF aws:cloudformation:stack-id
3/ ARN,

HRBHERATE ARN B, T BIFTR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

. HE B . SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

FHRREBNZETII RS ( AWS CloudFormation )
1.  1£" AWS CloudFormation , I B MIERHEK , RAEEBREH,

MR HNBVEERRHERBIERE |, FRBRRIRER , REEEEFR.

2. HEEMERAELHNESERT  EZRENAEFRERTEE  RSEENREFRESRTRE
BT  ERENAREFRERPRERLRE,

3. ENARFRESRT , FUITUTERE
a. TE#EMR JSON & , X F SecretRotationScheduleHostedRotationLambda , 7
Properties THJ Parameters FJ% , il "runtime": "python3.9",
b. EREHEM,
c. TEHLEMER AWS CloudFormation XHEMEH |, iR IAF L EH AWS CloudFormation.
4. EESTRY AWS CloudFormation ##k THER , AFEFRRR,
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EI 3 : AWS CDK AP #4 CDK &

MREFEFA v2.94.0 AWS CDK Z BIMRAHVIRE 7T B4 |, M LUEN ARE v2.94.0 ESRAXK
¥ 3 Lambda B, EXEZELR , 3 M AWS Cloud Development Kit (AWS CDK) v2 FF & A G g
o

AWS Lambda M2 5#PutSecretValue kK

IR IZTE Secrets Manager FEARKAACEEKRKFARR , HEEDRERI T —4 CloudTrail FF
T8 B RotationFailed# =4 : LAMBDA_ARN.Lambda K812 Secret BFA B ZR4ASECRET_ARN KR
ARVERSION_ID BREFIMEHERRKR , WFEEFEH Lambda BEEAS BEEAAWSPENDINGZZ
¥, RotationToken

E ¥ Lambda Fes5 B E LA 245 RotationToken
1. T # Lambda B

« TFF Lambda ##l&

ESMERP , EEEEK

NEBBAMIEREN Lambda ZARIREIK
o ECTEH, EREBNB.zip, AWS SAM X, BEFRH—
- EBEEBE FZYEREESBITEN L,

2. Ym%E Lambda_handler

EEIKF M create_secret LB H M A rotation_token S :

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must
include the following:
- SecretId: The secret ARN or identifier
- ClientRequestToken: The ClientRequestToken of the secret version
- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)
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- RotationToken: the rotation token to put as parameter for
PutSecretValue call

context (LambdaContext): The Lambda runtime information

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage
does not exist

ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s." %
(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
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# Use rotation_token
if step == '"createSecret":
create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:
raise ValueError("Invalid step parameter")

3. #YmiBcreate_secretftig

&M create_secretBHBAEZ HFEA L Frotation_tokenZ#k :

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a

new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist
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# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

4. LFEEHFH Lambda BT

FHAEH Lambda ERARBIE | 9E £ IREH B,

iR : “<carn>fE<a rotation>FFEH 1T lambda Bt H4E”

MR AETEEMN BRI A | B8 Lambda BB TESTEIR , fliiCreateSecretst
FSetSecretfz |l , MEFBAIEESEH L REBF X,

HF R EHEBR S IR

/A Warning

BT Lambda REMHITEETE , NMEENHEASHIZERNRT 10 WEATSELS R
Hlo BREZER , B (FRXAREE) PN THMBHEAMNMEEH X, AWS Lambda
AWS Lambda
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1. BEHFEE Lambda HXEE :

« Bifreserved_concurrent_executionsRHREBAE (Hlm , 1)
- MREAMEHK , BRHERENED 10
- ZREARMENARURBERNRES

2. WTFHBEEHXK :

s TEEXNREMEENHXSE (Hl , £ Terraform )
- MRMPHFTRE , EEAED 10 WE,
o ERNIRABRFTIEEER T2 A,
3. LENMARIKRE
« BAATARTEHRE : AKE = ( BYFHERK ) * ( AN ENUHFEERGEN
B ). BXEZSER , BSAGEMEHKE.
- MEHCFRRBEMNE , UBEELINHRRE.
- REBHRENE M. WREFEEBHNTANITERE , EMNTELXSBRH,

BXEE Lambda HEANWEZELR , BSRAARXAREEPFNEENEAANEMREHF £, AWS
Lambda

Feiit X

Secrets Manager 2 E R BRI B ANZRRBITRRENZH, ZRETTRIMNE , EFEA cron()
= rate() TRiAN AR BT ERIFLERT B, Secrets Manager FERIRIT RN ER R ZH, BAUERE—
NIRRT ER N /N R R R — X R R

ERRARR , HSH

« the section called “1E &5 #”
« the section called ‘B3R HIBEEZRR (BFH A )
« the section called “B s ¥R IEFIBEEZRR (BFH A )

Secrets Manager 2% it XA UTC 81X,
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et ER

Secrets Manager 3R R S LT BREL, HEEERRZAN |, ATLLURERERAE |, Secrets
Manager &£ AT BN H /N ot B R S 247

Secrets Manager R BREBIZ /DR FFIR. W TFEA rate() [RixX ( ARXFEN ) WRIRITRI ,
RGN BNFERIFH, BESUEA cron() REXNZBRRNENITFHBIE. BXTRH , ESH the

section called “Cron FRiER",

AMIANERT , X FHEDITENERITY , RRFRE—/DEXA ; FTRXITENRRITY |, %
B ERTE — REERATK .

EFURIRNEBNKE | BiRERNRIFERE, BALUSRRNBRIRENERE —/Mt, ZRERFNERARE
EEHBT —PRRETER, #RAEN X TFUDNTAECHRRITR , FRIARRNER/NTIETRIRZ
BB, S TFURRNEMNERIRITR , BFBIARSE /DR EN L RFER R/ DNTFHETF 24 /Dat,
Rate Rix

Secrets Manager mBERIEXRAUTHER , HHFValue N EEFhour , Unit T LARhoursday., .
Hdays :

rate(Value Unit)

BRSO /NRRR—XEH, RRRRERHN 999 X, b

« rate(4 hours) ERERABI/PNTRIR—IX,
- rate(l day) ERREZHABRER IR,

« rate(10 days) EREZEAE 10 REHR—IX,
Cron FRiAR,

Secrets Manager cron RiIZXEBLUTHE :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

BENIIEEMN cron REXBRELERE, B0, cron(0 4/12 * * ? *) RRESR 400, TF
4:00 , RERFEZXRER 400, TF 4:00, Secrets Manager 2 i+ XIEMA UTC Bf X,
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R Expression

B/ —IR , NFERFTFH, cron(Q /8 * * ? %)
g/\/hat—X , NE L 8:00 F 1o cron(@ 8/8 * * ? %)
B+/ed—R , NiEZR 2:00 FF 54, cron(@ 2/10 * * ? *)

et BOEM 2:00, 12:00 1 22:00 74 , ARG
EE =KX 2:00, 12:00 F 22:00 # 17,

#X L5 10:00 cron(@ 10 * * ? *)
BEHATF 6:00, cron(@ 18 ? * SAT *)
#HA%E 1 XLEF 8:00, cron(@ 8 1 * ? *)
B=MAE-—1EHBER 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BARE—XT4F 5:00, cron(@ 17 L * ? *)
ER—FNEHH LT 8:00 cron(@ 8 ? * MON-FRI *)
BAE 1 XKMEE 15 XTHF 4:00 cron(@ 16 1,15 * ? *)
BAE—1MNEHBFR. cron(@ @ ? * SUN#1 *)

MN—BHBHE, B 11 NNANE—NEBH—MF cron(0 0 ? 1/11 2#1 *)
&

Secrets Manager /Y Cron FRIEXER

Secrets Manager X AT EAA T cron RIAXHARE —LRH|, Secrets Manager # cron FRik =Y 2 4
FERMUIIEE 0, A7 Secrets Manager BT EB I, HFEMRFRMLIIEE * | EH Secrets
Manager T %R —F U LWEBRITR. TRETR T TERANIED,

FE =] B~
Minutes PR 0 7c
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FE =1 BEARF

NS 0-23 £/ / ( ERHL ) EERE. fl
w, 2/10 EREMNER 2:00
FFEaE 10 et —IR, BANE
P9/ e A 4R — IR B R

D ay-of-month 1-31 £/, (25 ) 3sHME, 4
m, 1,15 SRHAME1X
FME 15 X,

/- (EXE ) EEBE, 4
wm,1-15 XR-HEAME1 X
2E 15 X,

R (25 ) @8%FRIHN
FREE, flan, * RRHAM
B-Xo

?(H5) BEFATEE -
®BE—P. BEZEER— cron
FERXAF R Day-of-month
M Day-of-week FEXEAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFERPERA? (EF ),

£/ / ( ERFL ) EERE,
Blan , 1/2 RRME 1 XFTE
BRX—R , RAER |, 5 1
R, B3R, B5X, #riL3k
#o

A LEEIANGRE—Xo.

£/ DAYL B EZBAHRE—
MNnB BB H, a0, SUNL &
TEANERE—IEHB,

Cron RIEZR 212



AWS Secrets Manager

RAriEmE

FE

At

(=}

1-12 =% JAN-DEC

BEARF

5/, (5 ) 3sHME, i
@, JAN,APR,JUL,OCT =X
~—A, MA. tA#Mt+A,

£/ - ("% ) BEETE. A
wm,1-3RF—FNE11MA
EEINMA

A (25 ) B8k FRYF
WEE. flm, * RRg)H
EO

£/ / ( ERHL ) EERE,
plan |, 1/3 RRB=1NA—
R, NE1NRTTEE , BISE
1. 4, 7TH 10 1M A,

Cron FRiE=
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RAriEmE

FE

D ay-of-week

Year

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I

Cron FRiE=
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3 BE#R AWS Secrets Manager 4R

BREXKRECRE TRRNZH, EREFRSCRENRR , BERFESHEFEHAHB T RIS E
Rotation configuration ( ##ELE ) E82, R Rotation status ( 2 ¥IRZ ) 73 Enabled (B ) , M
FHRENRIR, MRTE , FZRARGR BH,

B EIRIRE (254 )

1. $TF Secrets Manager &% , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. HEEFEEZBHNEH

3. ERAMAGEENEL  ERERETS , EFRIARKRENR,

4, HERBRBAXNFES , EERKR,

AWS CLI

Example 3 Bl5#: % 4R

AR rotate-secret RBIRF BN FFta5Hr, BRAMXTMEE BRI,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

ERARERNEZHA

&R LAERA AWS Config RIFEENERE , UERECIRENELNIRE. BAILER AWS Config i
NEXHNEZNARLZLMERAMER, RE AWS Config ATLRBI TS RAMME, £5E 7R
X FATTHE, RREE. BTEAMNEN KMS ZH, Lambda RIREBEKR EZARBKNIFESF
HATHE R

MREHNALRPESZN AWS K- Z4 , WA REZEENEAUEEIE. AWS X EXEZE
B | &2 Multi-account Multi-Region data aggregation,

TN EARBERRHR

1. BIBERAAWS Config LN F {4 5HR A AR ATHRAE , M T AN #1758

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager HHY
FEAME T IR,
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+ secretsmanager-scheduled-rotation-success-check— K2 EXBRIINEHRERE
BEENRIAEN, RENRERRITX,
« secretsmanager-secret-periodic-rotation —RERBCHEIBENKEARIER T
R,
2. (W) BLE AWS Config A ERATRENNBHE, BXEZEL , HSHAWS Config £IEZE
Amazon SNS £/ EH,

£ Secrets Manager FEUE B3 # i

MRNEZPERET BBk , HEEEELERER , WA BUEER,
HUH B35t

1. 3TFF Secrets Manager ##|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EEENER.

3. EEBARMAGENLMRKREET , ERERELR,

4., HEHRBERHREENEED , XAERKR  RAEERRT.

Secrets Manager 2R EBRREEEFE , WMELAERRATEH S ARKRNATUEAT,
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AWS Secrets Manager HE 2 AWS fR55 BN

% AWS RSP 176 FEAHLZ AWS Secrets Manager, EEEBRT , XEZARTER |
XEWENBXERANRS TURBEEEN, fln, —LEE ?n“’fﬂ@ﬁ?%“’“%?ﬁ& A ErHED
BERR, TERSETERHEBEZERERVER TERZAIMBREMN , XBEB TR LFH , B
NREERFS KB TEA.

@ Note
REZAAGHERILERHAN AWS RS,

ERAEATEEERS ID W BNERIERBI ST,

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

IDs SEA FEENZH MRS

» appflow - the section called “Amazon AppFlow”

* databrew - the section called “AWS Glue DataBrew”

* datasync - the section called “AWS DataSync”

* directconnect - the section called “AWS Direct Connect”

¢ ecs-sc —the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

* opsworks-cm - the section called “AWS OpsWorks for Chef Automate”
+ pcs — the section called “AWS H#{Tit BERE"

* rds - the section called “Amazon RDS”

+ redshift - the section called “Amazon Redshift”
+ sqlworkbench - the section called “Amazon Redshift Zif) R85 v2

EERMEMAWS BRSEENER , BERERTERH.
BREAZANBRSNTRIIK , BSH ERABHNRS
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RAriEmE

AWS BRSS BRLEER AWS Secrets Manager B4 22 #Y

REBEXUATEN AWS RS Wil 5 Secrets Manager &2V {E B

#n{a AWS App Runner 5 AWS Secrets Manager

AWS App2Container 21a]fEF AWS Secrets Manager

#n4a AWS AppConfig £ AWS Secrets Manager

I 5 #h a0 4e] AppFlow £/ AWS Secrets Manager

Al AWS AppSync B AWS Secrets Manager

Amazon Athena ¥l f£ F§ AWS Secrets Manager

I 53k Aurora R IMAIEARY AWS Secrets Manager

an4l AWS CodeBuild £/ AWS Secrets Manager

Amazon Data Firehose #{AI{£ A AWS Secrets Manager

w4l AWS DataSync £ AWS Secrets Manager

I 5 #h N4e] DataZone 5/ AWS Secrets Manager

Zn4ar AWS Direct Connect £ AWS Secrets Manager

an4{r AWS Directory Service £ AWS Secrets Manager
Amazon DocumentDB ( with MongoDB compatibility ) #04a]%E F AWS Secrets Manager
tn4al AWS Elastic Beanstalk 8/ AWS Secrets Manager
Amazon # MR REMEBMNFER S X AWS Secrets Manager
Amazon Elastic Container Service

I &b 3040] ElastiCache £ AWS Secrets Manager

fn4ar AWS Elemental Live £/ AWS Secrets Manager

e AWS Elemental MediaConnect f#F AWS Secrets Manager
w4 AWS Elemental MediaConvert £ AWS Secrets Manager
Al AWS Elemental MediaLive £ AWS Secrets Manager
w4 AWS Elemental MediaPackage /8 AWS Secrets Manager
e AWS Elemental MediaTailor £ AWS Secrets Manager
Amazon EMR #0{a] £ Secrets Manager

I 5 #040] EventBridge £/ AWS Secrets Manager
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RAriEmE

I &% an4a] FSx {8 AWS Secrets Manager #1%

#n{a AWS Glue DataBrew £ AWS Secrets Manager

AWS Glue Studio #0{a{#£H AWS Secrets Manager

fn{a] AWS loT SiteWise £ AWS Secrets Manager

I 5# Kendra 2 20fA £ A #Y AWS Secrets Manager

Amazon Kinesis Video Streams #{a A AWS Secrets Manager

BN AWS Launch Wizard £ /8 AWS Secrets Manager

Amazon Lookout for Metrics #01a] &£ F§ AWS Secrets Manager

Amazon Managed Grafana #0{a 88/ AWS Secrets Manager

fn{a] AWS Managed Services £ AWS Secrets Manager

Amazon Managed Streaming for Apache Kafka #0{a{#FH AWS Secrets Manager
Apache Airflow f9i B £ 8 TEREZ WA AWS Secrets Manager
AWS Marketplace

704 AWS Migration Hub {8 AWS Secrets Manager

fn{a] AWS Panorama f£/ Secrets Manager

AWS HTIHERSWM{AEA AWS Secrets Manager

#n{a] AWS ParallelCluster £/ AWS Secrets Manager

Amazon Q #1aIfE A Secrets Manager

#n{alAmazon OpenSearchingestionff Secrets Manager

a4l AWS OpsWorks for Chef Automate £/ AWS Secrets Manager
U 55# 2047 QuickSight £ A AWS Secrets Manager

Amazon RDS KIfE 5 3 AWS Secrets Manager

I 5 #h Redshift BV £ 75 3% AWS Secrets Manager

Amazon Redshift Ef)RiET v2

0 55 A SageMaker | 2RI AR AWS Secrets Manager

Al AWS Schema Conversion Tool £ AWS Secrets Manager
Amazon Timestream for InfluxDB #0{a/fF Ff AWS Secrets Manager
a4l AWS Toolkit for JetBrains £ AWS Secrets Manager

#04a AWS Transfer Family £/ AWS Secrets Manager #%
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« 04a AWS WickrfE | AWS Secrets Manager #% %

Al AWS App Runner £ AWS Secrets Manager

AWS App Runner 2 —I1 AWS k% , ERE T —fRE, MRELFIENSRN , IHRERBHASR
MGEETER AWS =HF AT BREZ2H Web NARF. BEFZEIFHER, REFEHA BT ER
%, R FEEMEMATREMEE AWS TR,

£/ App Runner , B ERIBRSEEFBRSHWEENFRANEESI A ARSI RETE, §
RKEZER ﬁfﬁlﬂ CAWS App Runner F X AR EE) P 5| ARETEMEERNETE,

AWS App2Container f0{a]{£ FH AWS Secrets Manager

AWS App2Container E— R BTILE , IHBEEANEBERREP OLIE LN LZTHR A
BF , FE7EH Amazon ECS, Amazon EKS SE K A5 H=1T AWS App Runner,

App2Container £/ Secrets Manager Xk EEA T HIHITENEZIINARFRSI|NEIL , UE
BITEREGT. BXRESZEER |, 152 App2Container AF{ER I EE AWS App2Contain AWS er
4,

a4l AWS AppConfig £/ AWS Secrets Manager

AWS AppConfig & — AWS Systems Manager Tl Al i T 822, EEMREFEZENAEFEEHTEE,
Bl B n] @ 2177 Secrets Manager FEIEHIESHMBBER, HZEBBENEE X,
A] LAk % Secrets Manager fENELEHRIERNIKIE. EXEZEE , EZH (AWS AppConfig FHF'?E
M) PelEEHBEEXX S, BXxm{E AWS AppConfig &UE}TF' B RIRINENZHNER ,
2% (AWS AppConfig AF#E®) FH S ecrets Manager Z4A R,

M S5 an4a] AppFlow £ AWS Secrets Manager

T % AppFlow R —TEERENERRS , FEREBERGEIRS ( SaaS ) NARRF ( flm
Salesforce ) 5L 5 # & # 7 kS5 ( Amazon S3 ) Fl AWS RS Amazon RedshiftE N AT Z B %
2 it IR BIE,

£ Amazon # AppFlow , S —1 SaaS NAEFEEN RS BiReT , BRMAUET —NEE, X
BIEEREE SaaS NABRFAENEER , flUSARIESIE. AFRENEB, LD ENEERE
AppFlow f# & £ HIZRKY Secrets Manager £ € Z i Fappflow. FREZEANFEA ST SELSEEY
ZRF® AppFlow., BXEZER , ESRL D% AppFlow A F#5R AppFlow 9L Bz BiE R,
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unfa] AWS AppSync £ AWS Secrets Manager

AWS AppSync INARFFAARRBHT —MEK, I B GraphQL ##0 , ATEMHkBEZ MK
REVEIE | 8% Amazon DynamoD AWS Lambda B 1 HTTP, APIs

AWS AppSync A Secrets Manager 247 Py EIEEET D7k RDS M Aurora, BXEZER |, H5
% {AWS AppSync FF R AR 1EM) FHIZEIZ : Aurora Serverless,

Amazon Athena {a]f£ A AWS Secrets Manager

Amazon Athena 2 — IR EXEHRS , ILEREEBENEARE SQL B2 # Amazon Simple
Storage Service ( Amazon S3 ) FEVEIE,

Amazon Athena ¥ #ERIE#ESS 7 LU Athena Bx & B TIEES Secrets Manager ZRALE SR , M
MERKE. BXEZEL , H5S5 (Amazon Athena AF1ER) FHER Amazon Athena Bx& &
o

I S Aurora 2 20{a] £ A BY AWS Secrets Manager

Amazon Aurora  —15 MySQL # PostgreSQL # AN T E XWX RBIEESIZE,

EEIE Aurora WEFFEIL |, Aurora AIA RN BRI BT E R, BEENNZHAZAHTRA. Aurora
HREEXEEIFN R, BXEZEER |, i55H (Amazon Aurora AF1EE) FHIFEH Amazon
Aurora Hl AWS Secrets Manager& B %15,

BXREAM Aurora RIEWER , BSH BIBEH.

@A Amazon RDS Data API B , 2] LAEF Secrets Manager HV B4R EERIEENEIL, BXE
%55 , B2 (Amazon Aurora AAF1EME) HRIEA Aurora Serverless & AP,

£ Amazon RDS &iflfmEanE I HEREN , TLURHBIEENEILFM# T Secrets Manager ¥, &
REZER |, 5 Amazon RDS AFEETHNFERAERRER.

Al AWS CodeBuild A AWS Secrets Manager

AWS CodeBuild REHR7Z£IEEMERRS . CodeBuild RiIFEMFRRE , ST TR |, HERE
ZIREBI T4,

AWS AppSync 221


https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
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https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/datasync/latest/userguide/location-credentials.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/private-auth.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/private-auth.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
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https://docs.aws.amazon.com/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.aws.amazon.com/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/encryption-static-key.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/encryption-static-key.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/medialive/latest/ug/device-iam-for-medialive.html
https://docs.aws.amazon.com/medialive/latest/ug/device-iam-for-medialive.html
https://docs.aws.amazon.com/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.aws.amazon.com/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
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https://docs.aws.amazon.com/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.aws.amazon.com/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-api-destinations.html
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/managing-file-shares.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/migrate-file-share-config-to-fsx.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/migrate-file-share-config-to-fsx.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_ENCRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_DECRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.CRYPTOGRAPHIC_HASH.html
https://docs.aws.amazon.com/glue/latest/ug/tutorial-elastisearch-connector.html
https://docs.aws.amazon.com/glue/latest/ug/tutorial-elastisearch-connector.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-source-authentication-ggv2.html
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https://docs.aws.amazon.com/kendra/latest/dg/data-source-database.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-setting-up.html
https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-setting-up.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-rds.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-redshift.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-redshift.html
https://docs.aws.amazon.com/grafana/latest/userguide/Redshift-config.html
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AAERFE S TER AWSH,

BEEERIEFHFLFEREF , AWS PCS 212 - NMERRBRNEEZHpcsREMAERFEH.
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AWS ParallelCluster AWS ParallelCluster f£/ Secrets Manager Z4AR ¥ 1IE Active Directory By & %
E8., BXEZEE |, 55 (AWS ParallelCluster 1R FHIERK Active Directoryo
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Secrets Manager #J OpenSearchingestionEEXZ £t EEENEIE. BXEZEL , BE5H .

« JF OpenSearch Ingestion& i85 Atlassian Services

« £ Amazon DocumentDB H f# ] OpenSearch Ingestion& &
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KXEZER , B2 AWS OpsWorks AIF BRI EE R AWS Secrets Manager,
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AL ERAERZTBIEE, EXFZEL , H5H (L% QuickSight AFIER) FHETLL
# QuickSight® & AWS Secrets Manager R R EHIBEEIL,

Amazon RDS WA 7= AWS Secrets Manager
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ERMMIRE, BRENT BXRBIERE.
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I S Redshift B9 A A AWS Secrets Manager

Amazon Redshift E=H —ME£IEEN PB {EIFELERS,

EEH Amazon Redshift WEIE G ZUE , Amazon Redshift AILAVH BRI ZBITE R4, BEE RN N4

X% A, Amazon Redshift @ EEXLFIEN IR, BXREZEE , HZ6 (Amazon Redshift EE
fErY PHIBER AWS Secrets Manager® I Amazon Redshift B2 R 25,
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A Amazon Redshift Data API & , #&8 A LAEF Secrets Manager F I ZR4AE B ERFNEIL, BXE
ZELR |, {52 EH Amazon Redshift Data AP,

£ Amazon Redshift 14w E 2T EZEILIEER , Amazon Redshift AIF BN E I FHEETE IR
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EH B2 AWS Secrets Manager %48 AWS CloudFormation

IEAILAE A CloudFormation #4RAHY AWS: :SecretsManager: :Secret &JR¥E CloudFormation
HixFOIREN , WAREIEZRESR

E N Amazon RDS = Aurora BIEEERHA , BIWEMEA AWS: :RDS: :DBCluster HHY
ManageMasterUserPassword. A& , Amazon RDS AiEGIEFAHETERIR, BXEZEE | iF
ZF EERK,

tF Amazon Redshift 1 Amazon DocumentDB ZiE |, &8 %A Secret Manager 4 XY
ZENEZR  AEFERAISSIANZZRPREAFBSNEE , LAEFRBEENEILE,
ETX, #H AWS::SecretsManager::SecretTargetAttachment BREEXMIEE
HiE (S SR INE] Secrets Manager EERRBZHENEFH, &5 , ESABEIR®R , #FEH

AWS: :SecretsManager: :RotationSchedule ®RHRBLLEEEMITR, BFSHEUT RO :

« & Amazon Redshift $Eiif Bl 2 324
« & Amazon DocumentDB Eiif Bl 2 324

EFRRREHINE SIS | EFEH AWS: :SecretsManager: :ResourcePolicy &R

BXERAUBRRIRNES AWS CloudFormation , 2% { AWS CloudFormation FiFF#§8E) ##Y “*
S EARER AR, EHnlLAER AWS Cloud Development Kit (AWS CDK), BXxEZEER |, HSH
AWS Secrets Manager ¥§ & FE,

A 8I22 AWS Secrets Manager 248 AWS CloudFormation

LR BIE 61 E — 8 N CloudFormationCreatedSecret-alb2c3dde5f6 R4, BEBERTE
B JSON , EFEE— 1N 2 MNEFNEFE , ZFBERECEFARERN,

"password": "EXAMPLE-PASSWORD",
"username": '"saanvi"
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BXEALERIRNEE AWS CloudFormation , 12  AWS CloudFormation Fi P #§R/) HH “*
) {E AR B A AR,

JSON

"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {

"Description": "Simple secret created by AWS CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML

Resources:
CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by AWS CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

B3 ThaERI 22 AWS Secrets Manager 2438 — /> Amazon
RDS MySQL ##&EES=6I AWS CloudFormation
E} Amazon RDS = Aurora B2 EE R Z4H , BUUEME A ManageMasterUserPassword , M

AWS: :RDS: :DBCluster FHIRHIN EZHEBIE Secrets Manager Z4AFT R, S , Amazon RDS
NIEQBRBAHEERIR, BXEZEER , B KERKR,
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812 AWS Secrets Manager Z4A#1L &% Redshift ££8 AWS
CloudFormation

=} Amazon Redshift SI2EE Z 240 , RAIVBWEMEA AWS: :Redshift::Cluster M
AWS : :RedshiftServerless: :Namespace LRI,

{F 8|22 AWS Secrets Manager 240 F1 30 5 2 SRS EU4E FE 3241
AWS CloudFormation

HRANAE- IR, HEAZNBDPNEIEENAFNEE |, 812 —1 Amazon DocumentDB 3£
fil, ZZAEMMATEEE LG RZANE T RRNER, ZERETUN BREBUIER 01
Lambda 3K , HEREZEREN DA RANSAE—XRLSF 8:00 F 10:00 2R Bz, EAR
2REXE |, ZEHILT Amazon VPC H,

W RBIER T Secrets Manager 9L T CloudFormation &R :

« AWS: :SecretsManager: :Secret

 AWS::SecretsManager: :SecretTargetAttachment

 AWS: :SecretsManager: :RotationSchedule

BXREAERIRAES AWS CloudFormation , & { AWS CloudFormation AP 1858) #H# “=%
S EARE R AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS: :SecretsManager-2020-07-23",
"Resources": {

"TestVPC": {

"Type":"AWS::EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames" :true,
"EnableDnsSupport":true

}

1,
"TestSubnet®1":{
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"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

I
"TestSubnet®2":{
"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

},

"SecretsManagerVPCEndpoint": {
"Type":"AWS::EC2::VPCEndpoint",
"Properties":{

"SubnetIds":[
{
"Ref":"TestSubnetol"

iy

JSON
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{
"Ref":"TestSubnet02"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName":{
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
I
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

I
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ss1l\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"

},
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
}
]

},

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
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}I

"MasterUsername":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
},
"MasterUserPassword": {
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"

},
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"
]
}
]

},
"DocDBInstance":{
"Type" :"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.large"

iy
"MyDBSubnetGroup":{

"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}

1,
"SecretDocDBClusterAttachment":{
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
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"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

I

"TargetType" :"AWS: :DocDB: :DBCluster"

I

"MySecretRotationSchedule": {
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda": {
"RotationType":"MongoDBSingleUser",
"RotationLambdaName":"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

[
{
"Ref":"TestSubnet@l"
},
{
"Ref":"TestSubnet2"
}
]
]
}
.
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
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}

YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
- '1"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
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ServiceName: !Sub com.amazonaws.${AWS: :Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b"ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB::DBSubnetGroup
Properties:
DBSubnetGroupDescription: "'
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule

YAML
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DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager B1& 753X AWS CloudFormation

HIREREE AT B RRE , Secrets Manager &£/ AWS CloudFormation 8 2% =R,
REZIEFRETHOEEEREE , MAAWS: :Serverless: :FunctioniRBIE/E R A BB AWS
CloudFormation 8122 — M B EUE R, ARE AWS CloudFormation i& & RotationSchedule , €
NRARERREBMELHEAN, FFBEE3EREE , AWS CloudFormation & 7] LB £ 18 AR IE
“EEHR REFHRK,

BXRERBERRNENER , BSH R B9,
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EECOK NARFHEE, EBNRRES , LA LA AWS Secrets Manager #Ji&fF |
HEE 7T ResourcePolicy, RotationSchedule, Secret, SecretRotation &
SecretTargetAttachment ¥4,

# COK NARFHEAZAN —MNIMEREEAZEF AF CLI SIREH , REFEHAST AT CDK
RIARFH,

BXRRH, B -

. BT EABANRE
. R

. RBRBIREEE

. BEAEHEIE X

BHXx CDKWEZEE |, 55 AWS Cloud Development Kit (AWS CDK) v2 FF & A A EF
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AWS RftiEE T B | A FHM Secrets Manager W4 , LI MBS HTIRE , HEEHNB3HE
Wi, NRAEEFEEAEANERARER , FOUUEARES , HERTFTEENE R, HETUIR
B BN ELR L EAZAIFIFNET AR ERZAIIE,

FH
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« AWS Secrets Manager £/ Amazon 3172 CloudWatch

« ¥3& AWS Secrets Manager &5 Amazon #1TPtft EventBridge

o Wit RIMIBREY AWS Secrets Manager 2248 0] B #8017 1]

o FRLLTAZEKE AWS Secrets Manager 4RI & #4 AWS Config

+ W5 Secrets Manager A~

£/ Amazon % &R GuardDuty

{1235 AWS Secrets Manager &4 AWS CloudTrail

AWS CloudTrail ¥ Secrets Manager B API AIERNEH , IEKE Secrets Manager ##1&
WA , AREMILANA TREMBBRZEARAPVEL, BX Secrets Manager ic X AESKE S
& , 5 H CloudTrail %E.

BE]LAEA CloudTrail ##AEFHKILE 90 RiEFNEH, ERFLILEREN AWS IKFHFHEH , 2
& Secrets Manager BWE# |, BB — P RER , LUHER BEX 4 CloudTrail &% 2| Amazon S3 17
. FHSRENEN AWS K BIERER, St LEE CloudTrail JZWSkE Z AWS Ik~ MY
CloudTrail BEXH#AWS X1,

B AL E EH M AWS RS , U —F oML E CloudTrail BREFWRENERE., EFS CloudTrail
HENAWS RS EK. &M Amazon S3 F# 4 CloudTrail KA EFH B E X |, 85% 7] AR EIE
H, BXEER , HFSHEE Amazon SNS B4, CloudTrail

M CloudTrail BEH# 3R Secrets Manager B4 ( #£#14 )

1. 3T CloudTrail ##l4& , Wit A https://console.aws.amazon.com/cloudtrail/o

2. BREVGEODRESHOXE, EHENEREMEXSRRENBLESH, NEFHEELAN
THFIRPIEFXE,
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3. TEEMSME®KS |, %# Event history (BHH Fi2%K).
4. % Filter (k) &RM4M/H Time range (B ESEE) BB EREET RO EH, Hl

a. EBEFEFTE Secrets Manager B4 , W TFEKEM , BEFESHIR. A5 , XIT Enter event
source (I ASBHIR) , #%#® secretsmanager.amazonaws.com,

b. EERERANMEEMH  NTEREM , TERREFEEW. RAF , N TRAREFEEN , AR
B,

5. EEREZHAER K FRAREAZUNETFSL. EEFMATRAEER , HlE View event (B
BEMH).

AWS CLI

Example M CloudTrail H&EAF# % Secrets Manager E#

AR lookup-events RFEIR Secrets Manager 4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

AWS CloudTrail Secrets Manager WS 3REm

AWS Secrets Manager f$FT& Secrets Manager BREA R Htt SRR B BREXHVEHHNEZEEA
&8 AWS CloudTraill B&. BXRANXEEHRITRIENEES |, 535 ¥ Secrets Manager &z 5

EventBridge.

BE&BRE

- Secrets Manager #/EH HERE
- BXMIRRIENBERE

- TRATEHMNBEERE

- EXEHRBENBEERE

Secrets Manager #{EF BERE

B3R Secrets Manager IREEKNEHEE "detail-type": ["AWS API Call via
CloudTrail"],
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® Note

£ 2024 £ 2 B2 81 , —% Secrets Manager 2 ERENEHHRITE “arN” M AR arn“ R T #
K ARN, BXEZELR , 519 AWS re:Post,

UTREFRRSES API, SDK = CLI A Secrets Manager #&4ERf £ K Y CloudTrail & B,
BatchGetSecretValue

HBatchGetSecretValuelREE K. EXRRFFANEER |, BHSH REHH,

CancelRotateSecret

HCancelRotateSecretiBE4E K, BXREMNEZER | BESHE ik %,

CreateSecret

M CreateSecretiR K. BXCUIBREZHANER , BSH EEEH,

DeleteResourcePolicy

HDeleteResourcePolicyBREE K. BXINRHEL , 1S the section called “ 5 1735 1iF H 177 7] 2
7o

DeleteSecret

HDeleteSecretiBEE K. BEXMEBRZIEAMER , ESH the section called “MiIERZ4R",

DescribeSecret

M DescribeSecreti@E4 Ko

GetRandomPassword

H GetRandomPasswordig&E4 KX .

GetResourcePolicy

H GetResourcePolicyi2E4E K. BXINRHEEL |, 551 the section called “ & 19 3 iE 1/ 7] 35
"o

GetSecretValue

H GetSecretValuefMBatchGetSecretValuelEE K. BEXARZZIANER |, BHSH FKEZH4H,

ListSecrets

HListSecretsi#BEE K. BXRIHBHHNWEELR , iB5S A the section called “EHK %417,
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ListSecretVersionlds

HListSecretVersionldsi#E4E KXo

PutResourcePolicy

HPutResourcePolicyREE K. BXINRAEE |, i5SH the section called “ & 133 1F F 1/ 7] 45
"o

PutSecretValue

HPutSecretValuelREE K. BXEFZFIHMNEL |, 5SS the section called “1& 247,

RemoveRegionsFromReplication

FRemoveRegionsFromReplicationREE K. BEXEFZRNEZEL , BSH SXEEH,

ReplicateSecretToRegions

M ReplicateSecretToRegionsi#E4E K. BEXEFHBHANEZER , BSH ZXFEEH,

RestoreSecret

HRestoreSecreti@EE K. BXxEFEEMBRZRIANEL , 5SS the section called “kE 2477,

RotateSecret

HMRotateSecreti#E4E K. BEXHRBRNEZER , BSH ik B,
StopReplicationToReplica

HStopReplicationToReplicalR £ K. BEXEFBHANEZER , HEH ZXEEH,

TagResource

M TagResourcel@E4E K. BRIRICHEAMNER , 5SS the section called “¥rid Z4A7,

UntagResource

HUntagResourcelBEE K. BXEUHZIAMREMNEE |, 55 M the section called “Fric 477,
UpdateSecret

MUpdateSecreti@E4E K. BXREMBLANER , BSH the section called “1EHZE5R",
UpdateSecretVersionStage

M UpdateSecretVersionStagel@E4E K. BXRRAEAMBHNEZER , S H the section called “%&
AR,

CloudTrail B 250


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html

AWS Secrets Manager ArfEm

ValidateResourcePolicy

A ValidateResourcePolicyREE K. BXINRHEER , iHZH the section called “ & 17 5 i A /7 1]
2,

BRI BERE

BR T £ 5 Secrets Manager I#EBRIWEHIL , Secrets Manager E&4E KA T SHIBRBERNE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RF4E K. MREEFRANZELA LA DeleteSecret , REHREA
RestoreSecret , M Secrets Manager 2 Wit RN B NBREARA IR EH, BXERSHERE
$ANER , ESH the section called “IkE %47,

EndSecretVersionDelete

eI BR A MR ANET BB Secrets Manager RS £ K. BRELEE , 15 the section called “fil Bk
=,

StartSecretVersionDelete

£ Secrets Manager ¥ 241 Br 2348 iR 2~B¢ i Secrets Manager BRS 4 K. BXMIBRZHANES | &
21 the section called “MilBRZ348",

SecretVersionDeletion

£ Secrets Manager HilBR 2F AW Z R AR H Secrets Manager RSER. BXEZER |, S
7 Z A AR AN o

JRATEFNBAESRE

BR T £ 5 Secrets Manager #1EBRNWEHIL , Secrets Manager B2t T EEHIBERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

EEHIRMETH Secrets Manager RFEK. BEXREFHBRENESZLER , BSR 2 XEEF,
ReplicationStarted

£ Secrets Manager FF 145 #4083 Secrets Manager [RE £ K. BEXEHIZANEZER |
S ZXFE
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ReplicationSucceeded

TR Ih & H B AR B Secrets Manager BRF4ERK. BXEFBHANESEE |, FSH ZXEEH,

BREHRRENBERE

BR T £ 5 Secrets Manager I#EEXRINEHIL , Secrets Manager E2E KA T ERBRERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"],

RotationStarted
£ Secrets Manager FF A% Z4ART B Secrets Manager (REE K. BEXEHRNEZER , BSH
B Z1,

RotationAbandoned
£ Secrets Manager A RRZHH NEPH N ENI B R EBR AWSPENDING ¥r¥&ATH Secrets

Manager RS54, ZEEREREECIEZAMFRAE , Secrets Manager 2 A F R, BXE
BRNEZER , BFSH Bk B,

RotationFailed

ERRKRMETH Secrets Manager RFEK. BXRERNEZFEER , S the section called “%
R FEHE,

RotationSucceeded

R B4R B Secrets Manager RS RK. BXRBNESEL | H5H 11k B4,
TestRotationStarted

FETF R M IR F R A 1 R 1t R 3 BN Ry 2 4ARY B Secrets Manager BRSS AR BXREBMINESZE
B, BSH Bik BH.

TestRotationSucceeded

E RN AN 8 R TR I B i Z4ART B Secrets Manager RS E K. BREHENEZE
B BESH B #48,
TestRotationFailed

ENR IR EN AR ITRIZENF R B HA BRI K MET B Secrets Manager BRFERK . BREHRH
EZ{ER | {55 the section called “Eir A FHEE",
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AWS Secrets Manager £ Amazon #t 17 CloudWatch

£ Amazon CloudWatch , R U518 AWS BRSH BB ER , WEEBREAETLBAE,
CloudWatch X £ G BiERT 15 MNA , R EA LG RIFEFEEHEF T ## Web RLARF D
RS A ERE. X TF AWS Secrets Manager , A USRIk - A ZEAE , SEFIEIBIBROER |
AR Secrets Manager 9 API A , BiFEIEHIAHTHWER. BXNAKERERNER , BS
¥ CloudWatch A8 B £ A CloudWatch $5%%.

&, Secrets Manager 57

-_—

£ CloudWatch #2&| BB T , BB ER.

2. HEEREBZREDR, WA secret,
3. HITUAT#H%E
EREEKFRPRARE | FiEF AWS/SecretsManager , RFiE#ESecretCount, BLIEFR
ESTNP &)/ N
EU5#XS Secrets Manager 89 API A , SEBESEHAH#THER , BEF “EFRBR >
‘IR AWS BR” , REIERFREWIEN API @A, BX Secrets Manager H%1%& APIs , EZ&
S ecrets Manager Y2 1E.
4. WITATH®RE

EORIERER , 155 Amazon CloudWatch A F iR H 4 HIIERE &Ko
ERNFE , 2R A ma CloudWatch zon AFIEREHM R CloudWatch &R M.
EIREIEFRMI 1T EEE , 1§55 Amazon CloudWatch AP ISR IREUERN S ITER,

CloudWatch 23R

B A2 — CloudWatch B , HIEMMERETHSHERRBSRETILR , ZBIREKRIE
Amazon SNS JHE., A LR Secrets Manager 845 ResourceCount IREZIR , ZIEH2EK
WEAKE, BUIREBRRERRBREEENNEREZEEMER , HRBZENREE TREEREXN T
SERENERITERE. BRAUENEFEMWRESTLARAREE, CloudWatch BTN AR B4
FRERSRAARE | ZRASMACERXHRE T EENEIER,
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FERNCIZER,
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FF3; AWS Secrets Manager 5 Amazon B3 1TILE EventBridge

£ S AR EventBridge , ] AL CloudTrail H &S B H# Secrets Manager 4, & 1] LAEL
& EventBridge MINIREBRXLEH , RABEHERNEHLET BIFRAEKEIT3I. BX Secrets

Manager 12 %# CloudTrail % B %Ik , 2 M CloudTrail % B, BXxi&E % EventBridge , 155
{EventBridge i/ $E®) EventBridge®# “Al7%

MR EREEEZHTE

@ Note

BT H L Secrets Manager 2R B %47 ARN XK/NER[E , FrATE CHE S MRENEHE
AF , Bt EERNEZE % arn M aRN F8EET ARN EEZFH. BXEZER | FS
% AWS re:Post,

LFRBIERT —# EventBridge BM4ER , ZEXERAE LM B ESKE HEETE,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {

"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]

}
}
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LT RHIERT —f EventBridge B4 ER , ZBEXERFHEFRK B REMAEN YN ZEE LN
CloudTrail HES B MR . BTHELEEHKE Secrets Manager ##4F , HLNIH Secrets Manager
RESER , AtAEBYLAITE detail-types
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"source": ["aws.secretsmanager"],
"$OI": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }

iF
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}

WE 3R 1T R BRAY AWS Secrets Manager 2248 Al B 4817 (3]

B L& A Amazon CloudWatch B AL 5 #h & £ B A RS (Amazon SNS) Simple Notification
Service ROIE B , BHEEMRE 7B FMBRAVBAMITAN. AWS CloudTrail fl RIEK T E BN IE
"o, BUREREERBCERRZES LA ECESHNERBERTHIENHEBIR, ENAETELXSHEE
AREME , RRNEMARFTEE., & , LS EFAMANTEANEAGEREHRAS.

UTERBRE T HiERGetSecretValuelRESBUHEEHRIREEE A CloudTrail BEX AT |, a04a
WEEH, TN ZRBRITEM AP REMTA A SE, It CloudWatch B MBI TTaERBAE A
ZNAEFEASHEIENERER.

EFRXLEIEZE , BARIEEKEE AWS Secrets Manager APl #E3RE) AWS X135 F10k 7~
CloudTrail FFF B, BXiHEA , 5 AWS CloudTrail {BFIERE) PR E X OIERER,

F$B1: BE CloudTrail B &N H4&# 2| CloudWatch BE

BB E N CloudTrail B & X#H4%&%EF| CloudWatch B, X#E##2 7 T ik CloudWatch Logs B LA
“mei1REE Secrets Manager AP| &R LA Z MR R4

Bt & CloudTrail B & XA # E CloudWatch B&

1. FTFF CloudTrail #&14& , Mt A https://console.aws.amazon.com/cloudtrail/,
2. EWEMSME=L , EF AWS Xig EEERHA,
3. EEMSMERT , &R Trails , AEERENHEENRFEN B CloudWatch,
4. £ Trails BEREL , @ TR E “CloudWatch BE” 8% , REERHRBEIR
Cd )o
5. XTF New or existing log group (FfTWHIEHN BEH) , BABERELAMEN , 0 CloudTrail/
MyCloudWatchLogGroup.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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6. XWFIAM B , EALIERAE R CloudTrail_ CloudWatchLogs _Role BWEVIAA &, tAEEFER
INABKE  ZXKEAH B ERAEE CloudTral EHFMTENR,

7. %&$R Continue (#£) UREFEEHNEE,

8. TEAWS CloudTrail F5#&0k & API 5&315< Bk CloudTrail WS4 X312 F CloudWatch BE BE
ATRELE  ERAT.

S 2 : 812 CloudWatchZ24k

E7£ Secrets Manager GetSecretValue API B4ETE K17 R 1S BRAY 2 EA BT UR R E AN |, IR BIE
CloudWatch B3k H fic E & &0,

12 CloudWatch 23R

1. &3 CloudWatch ##|& , it A https://console.aws.amazon.com/cloudwatch/o
2. EMIMSMEL , ERELREZHAN AWS X,

3. EEMSMBERKD , %#F Logs.
4

EREANRSD , EhEEL—NMIEFCENATHZ VN EIEAE , FIA0 CloudTrail/
MyCloudWatchLogGroup., %32 8IZ2{EFRIFIERS.

5. MWTFHEEN , BARKBEUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

% Assign Metric (2 B 1E¥R).
6. 1E Create Metric Filter and Assign a Metric WE L , UITA TR E -

a. XF Metric Namespace (E¥ran B Z2E) , A CloudTrailLogMetrics,
b. XIF Metric Name ( $8#5& %5 ) , B A AttemptsToAccessDeletedSecrets,
c. EBRETEREFRE , MBELE , BR Metric Value (E#rE) # A 1,
d. 1%#% Create Filter,
7. TETFIEESHES , £ Create Alarm,
8. 7t Create Alarm BOH , HUITUATRE :

a. XWFHEMH, A AttemptsToAccessDeletedSecretsAlarm,
b. 7 Whenever: (B3:) T, B is: (B:) 1&#F >= A 1.
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c. 1E Send notification to: 3 , UITUT®EZ— :

- EOIEHAFEAFE Amazon SNS £ , FEABRFRIIR , ARRBAFEIENENR. ITF
Email list: , @B AZD>— NBFopFiat, BB ASANE FERFbut , HEAEZSHE
IBEFF -

- EFAIE Amazon SNS =& , FEBREFANETENEN. NRIIRTFE , FkF
Select list ((£E 5| &),

d. EZRIEER,

£ 3 & : Mk CloudWatchZ3R

ENAEE  FOERA , i EERER. A5 SHLRENE, CESETREN i RREK
B —HE 7R, TRELIZTIMBRNBANERARBR.

FERLLT %NS AWS Secrets Manager Z4HI & AWS
Config

R LAER AWS Config RITMAENER , LEBCIREFEEHNRE, B LUEA AWS Config M
NMEXKNBENABLLMNEAEER, RE AWS Config ATLLRBI T RFEIRANEIBE . BIE 7] LARR
BNZATEE. RREE, ATEHNEN KMS 2. Lambda BMREBUK ERAXRBKNTES
HATHE R

B LABLE AWS Config I ERBHNE, EXEZEE , HSHAWS Config Ki%ZE Amazon SNS
B,

MRENALPESZN AWS K- Z40 , WA REZEENEAUEEIE. AWS X EXEZE
B | &2 Multi-account Multi-Region data aggregation,

PNEARES

- RBRERAWS Config MU ITER RPN HARTIRE , REEEUATHANz—

- secretsmanager-secret-unused —RERBEEEBENREAFR T4,
« secretsmanager-using-cmk— RERARETEALETRUENTAREERR AWS ER
#4A aws/secretsmanagerHEFF EENH A ITINE AWS KMS,

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager H#Y
FEAME T IR,
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https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-unused.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-using-cmk.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
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« secretsmanager-scheduled-rotation-success-check— B2 LRXREIINEHRERE

BEENRIAEN, RENRERRITX,
« secretsmanager-secret-periodic-rotation —RERBCHEIBENKEARIER T
A,

¥ +2 Secrets Manager R4S

IETLAE A Amazon CloudWatch R ¥ #7iff AWS Secrets Manager 8., BEXEZEL | 5
[#CloudWatch FA P {5m Y GBI 20K £ B A s B filih AWS & A,

BERANS —FEER AWS BEARERN, BXESER , $2H (AWS BEAEEAFER) #
#Y Detecting unusual spend with AWS Cost Anomaly Detection,

BXE2 Secrets Manager ERAERKEE , HSH the section called “fEA K27 CloudWatch”
the section called “f# f &% AWS CloudTrail ",

B X AWS Secrets Manager ENMHIEE. , 12 Fthe section called “EH"s

£/ Amazon # N B/ GuardDuty

Amazon GuardDuty 2 —TUEM N RS , AIEHBERPENKF, . BEE. TEMEFM AWS FHREFH
HiE. BIFEANEEYT (ML) BRURFENEMRNINEE , GuardDuty IFEMERENBER , R
RAREFNBERZENEABZENHBEE ML LR, Hl10 , GuardDuty INREK N EES EC2 £
BlEsh AT Amazon EHIGIREEENEFNEAMKSEANIES , WaRMUEEERM , il
FNHNZNFERATRHTRUAREIEME, AWSEXEZEER , 25 Amazon GuardDuty AF 8/,

BN S - NREERZEREFET . Hla , MR AWS Secrets Manager BE £/ Java SDK
MEEList-secretsiEW,. . FMEA , RFS —DERMEIFH AWS CLI M VPN A 88 F Abatch-
get-secret-valueflget-secret-valueffA , M| GuardDuty I AIRE XK IME —NRMAKEER
EAH. create-secret get-secret-value describe-secret APISEXEZER , FSH
GuardDuty IAM &3 2 CredentialAccess : IAMUser/AnomalousBehavior,
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https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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EMHEIUE AWS Secrets Manager

BEFEH Secrets Manager VS RERR T ENBENRRBE. RATNEABHRURERANE
BREM. AWS RE T U T RIRERAEBSZMEA M .

« ZEMEEHMMEREANTER - XEBEBREFEITLTRIESM , HAREMTHE AWSEHEBETR
EHMENENEAEIREN SR,

« HIPAA Z25EHEMBES — AARBHEHR T AR MAEAR AWS BIERFE HIPAA FRER R
AR,

- AWS EAWS AR — W THEBNEMETREER TENT LM EHX,

« AWS Config 1R REERFSNIRE, TLEBIEANER. BXEZEE , HZH the
section called “K I ZHAWN SRS

« AWS Security HUbRft TN Z RS LEUE AWS |, AIREREHCRE/FELLTUR
HEHRERER, HXH Security Hub i¥{& Secrets Manager BREHELR , 5551 (AWS Security
Hub A $ER) HH AWS Secrets Manager 34,

+ |IAM Access Analyzer 25 A FABEAEIG R ZHERN KR  SERBPHOREEG, BXEZE
B | &5 RE A Access Analyzer T 17 8] I R o

« AWS Systems Manager 71 Secrets Manager 2% 7 #lE XMWZ1TF M. BEXEZER , EZHAE
FAF Secrets Manager B Systems Manager BE1{t 2T FMSE,
- BULERATHE=AFITIRE AWS Artifact,. BXEZEE , BSEAFH “THIRE P8 “ AWS

Artifact,

BIEIRAE

AWS Secrets Manager B2 U THENFIT , HERFEREBEMAMINER , IR N EHBRAR
EI‘J_%Bﬁj\o

- HIPAA —AWS E¥ AH (BERRRBSREER) (HIPAA) &HtXI , FHFI AWS Secrets
Manager AT EHIPAAG KRS . MRESZIT 7 A (BAA) AWS | T 7] LAfE A
Secrets Manager X# BB AFE HIPAA FRERNNARF. AWS IEXNBH —F 7 HAF A
RESELEBNEFHENZTFEMT —HLL HPAAAWS RESWBE B, BXEZELR , E5H
HIPAA &M,

« PClZE4HA — AWS Secrets Manager HiERFSRHBE R 1 XA F1TIL (PCl) BIELZ 5 E
(DSS) 3.2 REHINIE. A AWS FRAERZEE. LEREAFFABBENEFIUEEEED
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-compliance/
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B PCI DSS &M IAUEAT 68/ AWS Secrets Manager . B PCIDSS WEZEE , BIENAHIE
PCI Compliance Package M &4 , &2 AWS PCI DSS % 1 %,

* 1ISO — AWS Secrets Manager 2 &5t 5 ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018 # 1SO
9001 WEMMIANILE, BXEZELR , HSMH 1SO 27001, 1SO 27017, 1SO 27018, 1SO 9001,

« AICPASOC - REFH LS (SOC ) MERMIUME=FKERE , A TR Secrets Manager
IASEIRBEHA RSN B IR, XERENENZREENENFITII THRAIZIBEZENEAME
M) AWS #2HIEE. BXRESER , 52 H SOC &4,

« FedRAMP - BXH X SN EE TR (FedRAMP ) R—HEFEEM IR , ©RE—FirELS
ERNEFRANERSHTLREETN, BRURFLEKER, FedRAMPITXIZE R ZR TS GovCloud
BRES Mt X AR ERABAREERFERM T IR RN, BXEZER , HZH FedRAMP &#L1,

- EfER — EBAER (DoD) =it E L2 ERIER (SRG) W=RS IR (CSPs) 121 T Hr LB iF(E
BIORE , LREETFHNIGRN , LEMIEENETEFRUEERS. BEXESER , F5H
DoD SRG ®&i&.

« IRAP - BEEEZEFMEER TR (IRAP) |, BAFTBREFEBRIIELSNEFEERS
B , HEEESNREER , FRERARNIMERLHOEEN CRAFLBFMEREREFM)
(ISM)HIEXR (ACSC ), BXEZEE , BZH IRAP &R,

« OSPAR — Amazon Web Services (AWS) 3%#8 T A ERFSREREFHIFITIRE (OSPAR) TAIE, AWS
EHmERITNS (ABS) B (ABRFSREUFEGH ERNERIERE) (ABSER ) RE—3, X
MEFKREA , B4 AWS O THEEFIBESRBF T AN ZRSREEFRENSHLE, EXESE
£, #25H OSPAR &R,
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https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/irap/
https://aws.amazon.com/compliance/OSPAR/
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Z £ M AWS Secrets Manager

LM AWS REFZE, FAAWS BF |, BAUZ R TEAREASHLLHBEALNERMY
BRBAE R UMM LR,

EHE AWS HEFRER2T7E. AEHEBEEEREHRNZNREENZPNREMN

s TRE —AWS IR E AWS EHIEIT AWS RS ERZENE, AWS EAZRHEITUZ2FER
AR . 1EN AWS EMMITRIN—F9 , BE=FFRAANEHNXNBIIZSHNERE, BT
fEERMEMIT R AWS Secrets Manager , S RZAMiTXIR 2 KB ERNBAWS RS

« THEE — BN AWS RERELNEF. EEFENHMEARAR , SHEENBRENBRBME., &
NENERARERWEREMR,

EXEZRR , HSHAELEE — Well-Archit AWS ected 1228,

FH

- BRIKER 4% AWS Secrets Manager 48 AWS CLI BY X &
s WEMRIEFIGEES] AWS Secrets Manager

- PR EIERI AWS Secrets Manager

o FRMEINZE MR AWS Secrets Manager

. FHEMIZEZ S AWS Secrets Manager

« f£F AWS Secrets Manager VPC & ix1 &

« A 1AM KBS API 158

« RJEM AWS Secrets Manager

- FEFTLS

B K F 1748 AWS Secrets Manager %48 AWS CLI B X &

£/ AWS Command Line Interface (AWS CLI) A AWS ##4e8t , AIEGRSARPRAX LD S,
flan |, ¢RATLLEEF Windows @5 iR RAFE Windows PowerShell , 5% {#f Bash 5 Z shell &, H
MRZHT Shell BEEEREIERENNEE. BHMATEAFERAZMETERENSH, flw, &£
RZE Shell &, BULUFERA LA RBREEREHANGS. TRAFRZRFPHXENTMAATESF
AmtHEiERYEE, B, EREITENHMOSARFETREENTEEZNT TSN , XESHERS
BEESMMBITES. B THBRHEXR , FRERTUTSER
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
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- EEFITENAIBKICESYUEITEN.
- HEREATEESTEEANEHAXAER.
- #1R Shell RZBHERF (MREBEERAEFZ— ) FLEZBANGT S,

« R KB ELE Shell T A RIEFARBIRNSE, LT 7RI BB G0 {a]RF 28 ST AR B A 4

B, REFZXH&EL AWS Secrets Manager S H I EIESZ X4, XEWKREHEA Shell i
FIEFRAWIREEA A,

LT ROIERERE Linux 55 (BEK shell TREFERETRNGT )

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (~AD) is saved in
the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter
from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

EIRXERTE  AERARLNE TEXRFIBTALERABFT2EERA—THEIZANE.

/A Important

BMIABERT , TEETE Windows RERIXREAR |, BRIEBFLIF a5 T 7 L 10 FAYZ P X K /NRED
A1,

£ Windows TR IRTIAFHREN 1 FH T RE1 ZXH WAL RERESKX

N

LEERSHITARSRIT (UEERFMET) .

RRELANER , RAEEE B

ERTUETR £, FEPAXKPIMEPXBITREN 1, RAEERHEE,
BREVTRBATHFERBENLLERPNG TN , FEERZRTRHERAS —&ow , flM

FEAKAE 12 AWS Secrets Manager 248 AWS CLI K9 X E& 262
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echo.

XA LA R G RIFH BB R T,

$F Windows S IRRFINT |, IRATLL T % SysInternals SDelete TE | REFERAELTFUTARN

DA,
AR T

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDAZ

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt

# The file is destroyed so it can no longer be accessed.

iy & 19 30 iF M 15 R 42 %) AWS Secrets Manager

Secrets Manager FIAWS Identity and Access Management (IAM) SRR B4R F RIABR . 1AM B3
T HHRIEMGEES, FHORIERIANABERNEHD. Secrets Manager A ZE., HRIBAZTZIS
BNZEFHRIE (MFA) SERRIEAFSH. BSREEFE AWS, HEZEHFBRIGREMHEND
AT REX B4R E AWS BRMITIRYE, Secrets Manager i i KR E S ERIG B BLERR , Uk T
B A LA X LR RINITHRLE R VE, S0 IAM H Y KBS TR o

£

- W BRS#E AWS Secrets Manager
« Secrets Manager B2 R R

7 5] 25 4R Y A BR

Lambda %21k B 2y X R

B AR
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https://docs.microsoft.com/en-us/sysinternals/downloads/sdelete
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- SHINR

- ET5HNER

- ETRIRHER

- FAETEMEMNIFREREEZRSG (ABAC ) I Z4AR I
« AWS BT E KB AWS Secrets Manager

- BEHEAERIFERE AWS Secrets Manager # %

o MNEfbIKF 1518 AWS Secrets Manager 4R

« ARG E 24

RS Z& AWS Secrets Manager

Secrets Manager B RSZ A RS TINSZE HH Actions, resources, and condition keys for AWS
Secrets Manager £ %,

Secrets Manager B2 G X [R
MR ERKR T Secrets Manager EE AR , HRIEE S I0FMIBR IAM F 45 XEER T FIKRBE B 1TIRME -

» SecretsManagerReadWrite
* |AMFullAccess

RNBWETERARALAFRRTFEEANE. REXHFAFPAUCENEERY , B8 ARRFTENN
BR (IAMFullAccess) 2R F R EEREAAFHNEENR,

175 7 2 4R B AR PR
B R IAM RUREES | SR SR B R SRS ARG AN EA. RRERAEE T WAL

X R L BRI AT WP LE SR A, ARTTUA

« the section called “EF &1 FBL”
« the section called “EF & B FK K"

Lambda % #: BRI IX PR

Secrets Manager £/ AWS Lambda BERE R Z R, Lambda BWBAMEEN B URBATEE
FEWBEERRSHIFREINR. B3 ARIRNE,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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&2 AN R

Secrets Manager £ AWS Key Management Service (AWS KMS) Z4ARMZENZ, AWS HEERH
£ aws/secretsmanager BZh E B EWWNIR, MREFATEH KMS 247 , Secrets Manager &
EXZZANNR. i3 Hthe section called “KMS 4R IR,

£ FIPR

BEEA IAM X RKRE |, S R FIHLE R PR RS IR ENZASFHBEMXE, FSMHthe
section called “By Lt & ",

ET BRI KR

TR EREEMMNE IAM B4, AF, APENAGS. EETHONERKES , BIEE XS0 W AR 5
EZAURZE B UTUANBANTHRERE. BXESZER , BSHFMAMER IAM S HBER.

FU U EREREMRSPORNAERFIAFNACRFNR. Hl20 , £ Amazon EC2 R4l LiZ1THI R
RREFUAEAEEFRBEE, SUUCIEMINE EC2 EHIEESXHN IAM A& | REERNRERE
AZAERFHRAISERFEFIPNZANNE. BXEZEL , BZHAEH IAM A€ EE Amazon
EC2 3Kl EZTHR AEFETINR. SR LKA &N RS 8 Amazon Redshift, AWS
Lambda # Amazon ECS,

BRI LUEE BR IAM AR EHM BB RERIEPV AP R TFNR, Flm , S L0F IAM e 56£H
Amazon Cognito B2FMBINAEFAF XK, ACQANAEFRTEEA N IER PR IEAT
ERE. AR, BUUFEANBRRER FTACKNZANHRNE. BXEZER , BSR S REEE M
a5 BRI,

M TERET B DRI REER

. BINS BB FARER,
- IR A TR | e A T LAV M Rk SR B4R
- BT IAM X B4R AR,

ol

o Tl RERENBEENNR

o T EERAHERN AZAR R
- ™l #ftER R -ARAENR
- Ml BEEA
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« 1B SIBEABR
« R~ ELFERE AWS KMS ZHRINBRHLEH

| RRENRBRENNR

ERTFREZAENNR , B LUGREHM MBI ARG H L. ERBRECANREERE  FSHE
TFHEMHNREMNE T RRNRE, BXUMHMNEKENER , 15 the section called “E T &IRAI K
B&” 0 the section called “BE T S KR,

HEBBERTX IAM AMHRINER |, W ROIBEEER. ERFEHLE AP BRPRE—HWRNH
PR , &S the section called “/RHl : #tEKR TR —HARFEBENINE,

Example IEUEAE - B T EE R ZH MR 4

MRERFFEENZANBABITINE | W AT BB AT REE M IS & 40 KR FIREZ B A5 R
PR

JSON

{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

}I

{
"Effect": "Allow",

"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"

o d &

A EEF R ABRARIR
Example BV — /N2 4R

B FATRENR MBS 4, B URFEANILENR,
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JSON

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"”,
"secretsmanager:DescribeSecret"

1,

"Resource'": "SecretARN"

T~ #HER R —HARPEINXE
Example #t & iH— A % 4A

B LB N AT RS INE B 405k R FEAALE AP AP RR—AWZNIHENR. =X
REBR&I T A , RiEE#HE AR T EEMEA SecretARNISecretARNZ | 41 R 88
KSecretARN3, MIBEMNFH, MRBAFEEHLE AP BRAFBEREMWZ |, U Secrets
Manager HF&REEi]l,. BEXEZER , HSHMBatchGetSecretValue, o

JSON

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

1,

"Resource": "*"

},

{
"Effect": "Allow",
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"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"

1

o d o

R~ BERF

AN ERABEFERKIRFEE —4E.
Example i[RI B¢ & W T %48

UTRERFREBIU “TestEnv,/ FFKMFTERZHAMNR.

JSON

{

"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": "secretsmanager:GetSecretValue"”,

"Resource": "arn:aws:secretsmanager:Region:AccountId:secxret:TestEnv/*"
}

}

Example 5 [RIFfr B 2400 T B3R

AT BEIRF DescribeSecret FIMNPEFF LA List : ListSecrets M
ListSecretVersionIds,

JSON
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"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"

}

}

Example PLELZ34A B 5

LT REEIREMR T RPN FTE Secrets Manager X PR, EFEFZKE , 121 the section called “E
THHHNER

ERBREHEN , AEDFXE, K/ ID, HIZBEHMBEA (?) HE—EXREREMNEYFR,
MR #4612 ARN, Secrets Manager &35/ NENZRFMI N EI 24 B FAEN ARN 9 —E %,

R ke R AT ASE AR bt BB AP SR CELX L= &, MNRAEA "another_secret_name-*" i&J% , Secrets
Manager ™MXEELEE 6 MNEVFHOTMHAZESR , MBEEE "another_secret_name-
<anything-here>alb2c3",

REERZEWHNRETFLAHETFENRH, BEIE , RNBRBHAAUERESHRERCIE , BIFE6
NFEFREZL , AP B2 BREBHIBHANINR,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:Region:AccountId:secret:a_specific_secret_name-
alb2c3",

1
}
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1
}

- BIEZEARINER
EFAFPEFNRIEZRS , BRNBWUEENREBMEIAFFREN IAM A, B35 IAM AP 4,
Example #7224

UTRERTOUERANETZATNRNNR, BERIZEKE , HSH the section called “EF S
KB

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

1,

"Resource": "*"

o d o

R ERERRE AWS KMS ZEARINBHZ

/A Important
ERGEFATEERRS  BRIMNBWEEAZABRERZRAR FREFIHENER, HXE
ZE8 , 28 (AWS Key Management Service FF X A R1EF) H#I Authentication and
access control for AWS KMS,
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Example E4: AWS 1T E #4H aws/secretsmanager

UTREEIELFERARCBRETR . AWS RERX B aws/secretsmanager L BERERERAEF
EENZAXNVZHRITNR, ZRBRIEHRIED

1. B—RBAUELFEHLBRRNEFZANER AWS HERXF4E aws/secretsmanager, Sid:

"RequireCustomerManagedKeysOnSecrets"

2. BE-RBAUELLETITE KMS BHANBEAMIER , BH Secrets Manager 2ERIAER AWS &

N#4H aws/secretsmanager, Sid: "RequireKmsKeyIdParameterOnCreate"

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"
]I
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"secretsmanager:KmsKeyArn": '"<key_ARN_of_the_AWS_managed_key>"

"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:KmsKeyArn": "true"
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}

E T HIRAY R RE
EETRBNRBES , SUEEETUHABE , ARENTARBARTBLRE. STUERE
FRRHIHBR :

* AEMAFHAERTENEANTTENR,
- MEM AWS KFFHAFRAERTIHRENR,

LRFETRREN R INEIREE PR AR |, Secrets Manager £/ Bz # 3 5|2 Zelkova # API
ValidateResourcePolicy , BFILEE & IAM ZREARFIENZHANHRINER, St @A
AR E CLI 5 SDK BlockPublicPolicy $## PutResourcePolicy API,

/A Important
HIRKBEIUE A BlockPublicPolicy S¥ufid PE 1k F A B 42 R hn 2 #4269 23 40 B9 32 R SR BE 1%
FoRLIFERR , REBRFENER. BRTFERAXLEIEZN  CEFAREUTERE | X
AR FLAEHRNER :
- KEDNEIXEX AWS ZREA (Bl , IAM A& ) NET B HHEKE

o BYINEIRERFRHOET AWS BRI ( Hla0 , AWS Key Management Service (AWS
KMS) 241 )

EERNENBANNER , FSMH BEEENRB RSN B8

EE. EXIMEBRBANTREKRE (2H 4 )

1. $TFF Secrets Manager #Z&l& , Bk A https://console.aws.amazon.com/secretsmanager/,
MNERIIR E | EFRENER.
HAZPAFMAEENEE , EERETFHERNRIBS H |, EEHEENR,
ERBFERF , HITUTREZ— , AEERRE .
EH A R RREE | T AR R
- EMRER , BRABFR.

> w0
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AWS CLI

Example # 3R % R K B

LAF get-resource-policy R ZRMMBIZANE T HIRN K,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example il BR 7% R 5% B%

LAF delete-resource-policy R BRI INEIZ A B TR IRAV KB

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 37 505 R 5 &

BLF put-resource-policy RHPFRZRARMNERE K BEAREZRBESTRENZZHAN
Iz BRI R, ZRERNXHARIEEN, BXEZEER | ESHR AWS CLI AFER BN T4 INE
AWS CLI ¥,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json HRE :

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
}I

"Action": "secretsmanager:GetSecretValue",
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"Resource": "*"

AWS SDK

ERRMMEBIZAR K , A GetResourcePolicy,

E BRI N EI R 4R A SR RE |, EF A DeleteResourcePolicy,

BN R INF 24 , B PutResourcePolicy, MREZMM TR , T FHBIRNFTR
ffo REEATHERILN JSON LEHLNA, FHSH JSON R L,

BXEZEE |, i3 the section called “AWS SDKs”,
Al

ROl

o Tl RERFNBEENR
« 1fl : ERF VPCs

o 1Bl BRFEMAK

R RRENWRERINR

ERTFREZAENNR , B LUERBEHMMBIZARSH L. ERBRECANREERE  FSHE
TFEMHNREMNE T RRNRE, BXUMHMNEKENER , 155 the section called “E T &IRAI
B&” # the section called “EF 5 HI K",

HEBHZERZMNAFRACRFENFZANGRNRN |, REEEERH. ERFEMLE APIBAA
P E—AMBNNIR , 52 H the section called “R=l : #tEHK FE—HZAENNE,

Example 3£E — %47
BT REMMEIZR |, RETURFZHAN G RNR,

JSON

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountlId:xrole/EC2RoleToAccessSecrets"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

R IR VPCs

MBHEETE VPC NERIHE Secrets Manager , A LUES N PRKIE H B E %M RERI Secrets
Manager &Kk B VPC, BXEZER , BZHMEA VPC in 2 &4 R &li5 K Mthe section called
“VPC ¥% & ( AWS PrivateLink ) "o

BRMNEM AWS RF 15 EZ4ANERWRE VPC , BN L RBERFIEL b 4115 7]
Example E3Ri&RiEi VPC i

LTERBRAFAFEBERERT VPC LifT R ATH1T Secrets Manager #4E
vpce-1234a5678b9012c.,

JSON

{
"Id": "example-policy-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"
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}

o d o

Example E3RiEK%k B VPC

AT RBIZARBENAGEFRE vpc-12345678 Mo B RIEMEEFRH., A, REEERRET
vpc-2b2b2b2b B, ZEEE T AFER G R RANNZRENRE, MREE—D VPC RiETHAR
F, BEAE=-/REEN VPC LUIRHEEEINEE , N TSR R,

JSON

{

"Id": "example-policy-2",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"secretsmanager:Restore*",
"secretsmanager:RotateSecret”,
"secretsmanager:CancelRotate*",
"secretsmanager:TagResource",
"secretsmanager:UntagResource"

]I

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"
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"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}

o d o

T~ RS EA

WRH BB AN G RREITEAWS RSZEFEA , BRIBEWEER aws: SourceArn ]l aw s:
SourceAccount £ BF M4 F, XHEBERRMNS —U AWS RS %1% % Secrets Manager &Y , ARN #
KFESFSSEERNLETXH, XHFGNAERE T EBENEEREER,

MRBF ARN BERBRRBEPFRAGFERANZSR , MIFEETE aws:SourceArn R EMNERFERZ
%R ARN ., HEMA aws:SourceAccount &8, BXESZER |, HSH IAM ER,

ERMENBNRER  RESERABETHEZREA , BREE AWS BFFEE, BXRBRSEREN
MEZANEREENES | ESRZRSH .

Example AV ARS £ A RS E 45 7 % 4R

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": [
"service-name.amazonaws.com"
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},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name: :123456789012:*"
},

"StringEquals": {
"aws :sourceAccount": "123456789012"
}
}

o d o

ERE TR AT B A RZE] ( ABAC ) 2 HIX B AR 15 [R]

ETEMENERNREZES (ABAC ) B—HRLERE , BREFEAF, BIRSIME ( FIWSRNT, WHE]
FARTERNERNEMEE ) HEETIFERE UNR. EH AWS |, XEBEHEHNIRE,

FERARSEFENRERREENREFFEEER  HEXRKEETBSEBNER T TR HEE

Bi. ABAC MM ZEZTHRISITMEN , XEKBEAFLNNARFMNBENTRARAFHREXES
BEXEFHETXREBIHRE, M, MRAFESREE] , WiHRNESEHFE , TEFEFN
REBFERFTAR, BXEZELR , FSH : ABAC BEH4LH AWS? |, BIEFREE Lk E HHHNNR,

, RBRERT A IAM B 508 ABAC k¥ E Secrets Manager FYZER,

| R BRI ER R ERSHN BN

LA KM foifDescribeSecretifa# B R4AServerName BN R EN 2R ServerABC, TR E I
KM MBIENEH , NiZEBERGEKF R HEIZRSNERHH,

JSON

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
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"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName'": "ServerABC"
}
}
}
}

R R AFHRRESBHANRETEN S 5

DTRBEAGKF PN EMSHEKFREHE AccessProject BEEH4AM AccessProject ¥x
ZEBHERENEMZAESR GetSecretValue HRIR,

JSON

"Vexrsion": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Condition": {
"StringEquals": {

"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

}

AWS HIIEE R RE AWS Secrets Manager

AWS HERBZHUEZNEENIEZ KK AWS, AWS REXBEENTZENLAGIRMNR , UE
BRLFBAAF, ANMBEsERNR.

FicE , AWS RERB AT NENHEASRTFRENRNR , BACNTHRAE AWS FFE
M. BMNBZWBIEHETENEAZSNE S EEHRERE -SRI NR,
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BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS BY API R 1ERT E 3 AWS EE R,

BREZER , F5H (AM BAFERE) i AWS HE XK.

AWS FEE KRB : SecretsManagerReadWrite

ABUER IR read/write 17 B)#X PR AWS Secrets Manager , ‘23F# R D# RDS, Amazon Redshift
Amazon DocumentDB ZRHIAR , A% AWS KMS AT NZMBRBRANNR, ZEEE LI
#2Z AWS CloudFormation TZE £, MHAEER Amazon S3 FE BRI HRENR AWS, FH AWS
Lambda E§EM IR Amazon EC2 VPCs, #ZHIAFEXENRS eEAN AN RREIBRERKR,

EQERINRIREE , BB XA E 02 AWS CloudFormation 4 F AWS Lambda 31T & &8
BRo &7 LA BLIAMFullif B BRI, ESHRIRNIR,

RRFAE R
ZERBEBEU TR,

« secretsmanager - AT EEKHITFTE Secrets Manager # 1k,

« cloudformation— RFZEIEAGIZE AWS CloudFormation #i%, X2M4EN , UECRREHAF
BRIRINEENFIE AT LUBT #1% 0122 Lambda 2R EE AWS CIoudFormatlon - BXESZER,
B S the section called “Secrets Manager # £ F 5  AWS CloudFormation”

© ec2— AWRKHERIT S# EC2 VPCs, XRULFNFRMS , IHERARHENEATRESHIFMH
EEZATFHNEIEBEEMEN VPC P alRE R R,

o kms— RFZRAFLEA AWS KMS Z#FTNZFIRE, XRLENSRMG , X# Secrets Manager =
BENZ AR ZRH, BXEZEE , BESH the section called “Z 40 N2 M f#E2”

* lambda - RFEM4FIH Lambda BRE K, XRLFENRYE , UEERAEH SN EATUEENE
RV AR B B

« rds - RFFEHER Amazon RDS FHVERNEHl, XRLENEM , UECAES S AT
%1% Amazon RDS £ & 534,

« redshift - AFFEMAKIER Amazon Redshift FHYER, XELENERHE , MEEHZHEHIS W E4A
7] LLiE$E Amazon Redshift 52&%,

« redshift-serverless — A FEMHE IR Amazon Redshift Serverless PRI AT B ZEH, XBME
B, LAMEME RS A /) =447 LLIE R Amazon Redshift Serverless 5% ZE 18l
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RAriEmE

« docdb-elastic — RFF IR Amazon DocumentDB R ER, XESLENRMYE , UERFE
&A1 4T LL%ER Amazon DocumentDB 28,

 tag - AT EMREUK - HATE EARIZH RIR,
.+ serverlessrepo— RFZEIEABIE AWS CloudFormation B, XE2HENRMY , LUERE

RAEH AN EATLLE Lambda RIRE K. BREZEE ,

Manager £ 5 =X AWS CloudFormation”,

HZ ¥ the section called “Secrets

« s3— AWERAMA AWSEEH Amazon S3 FEBEPIREN R, LFMEETE Lambda 2R E %
B, EANRRMEN , XHERAEHNANEASEREFEBPNERLE Lambda 2 IRE .
BXEZELR , 531 the section called “Secrets Manager B 53 AWS CloudFormation”s

EERZEE , F

2 #) SecretsManagerReadWrite JSON 5 B 3T,

Secrets Manager X AWS £ & RSB EH

& E A X Secrets Manager AWS £ E R EHNIEAER,

B

SecretsManagerRead

Write — XTI KB HY
B

SecretsManagerRead

Write — X I H K REHY
B

iR SR

WEREEEH , i
R A\ Amazon
Redshift Serverless #Y
R, AEZEFEAR
F A E4]2 Amazon
Redshift %A 1%

## Amazon Redshift
Serverless & & ZE

=18

2024 £3 A 12 H

LWREEEERH , 1 2023 9 A 12 H
YR A\ Amazon

DocumentDB 3# 1%

SRR , UEE

HERFAIERR

Amazon DocumentD

B ZiART R B

o

A

v

v4
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RAriEmE

EK

SecretsManagerRead
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1. MREMRBEHFEFEXAREANIFISHERBENTR deny TR :

EXREN deny BHEMABRARHBLLEF,
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EENBRFAEETED , ERRNRITD , ERRENR.
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» GetResourcePolicy

* GetSecretValue

* ListSecretVersionlds

» PutResourcePolicy

* PutSecretValue

+ RemoveRegionsFromReplication

* ReplicateSecretToRegions

» RestoreSecret

* RotateSecret
» StopReplicationToReplica

« TagResource
» UntagResource

» UpdateSecret

» UpdateSecretVersionStage

» ValidateResourcePolicy

& LAFBlockPublicPolicyZ i 5PutResourcePolicyREEL A A |, By L@ EZM R EBH 2Z
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F AR BR
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KEE, Bl KMS BAFEXNRAH. EEXRFHANMEE , 5SS the section called “BHZEH"

/A Important

& Fsecretsmanager:PutResourcePolicyXRHWETHRRNEBEAGTEZRXA (EIFEREHR
K FHPHEREA ) BRETRRARE. KRATFEREAARNENRR , FlEREINZE
NEELEBRHRMNR, RMNBUEERERBRPRXAZELRLGRANERN, BXEZER , HSH
ETHRENERE,
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S HHRREEMIZE Account! FEYZR4A

AT RBE RYFA P Account2iRlApplicationRole I B 4AAccountl, BEFERZEKE |, HS
¥ the section called “BF & RH KB,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

HI 2 FEARIE Account! 1 KMS ZR4A R ZR4A K RE

« UTERPEBERBAAT Account2 ) ApplicationRole M Accountl HH) KMS Z4A3K
fR% Accountl RMVEEA, EFAIES , HRERME KMS ZHNZHRRER, BXESZE
B, BSRERFHBEE.

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
.
"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"
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SR 3 NEMHREMINZE Account2 R 5§ 147

LA R Account2 Il ApplicationRole ihR Accountl FEIE4R | H @S FEHAER
fLF Accountl RV IMBZRRIARBZEZHE, EFEAZKE , 155 H the section called “E T 514
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ARN, It4\ , B e[ LA describe-secret,

JSON
{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:Accountl:key/EncryptionKey"
}
]
}
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BB AR, BALUERE AWS IKF MXEHPNEAXNHNBEREFEER , LA UEA for Secrets
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» GetSecretValue

» PutSecretValue
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» UpdateSecret

» ReplicateSecretToRegions
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Hsecretsmanager.<Region>.amazonaws.comfBH k m ViaService s: %4,

BRI AENZE £ TP ZARERES KMS Z4AA T IMRRENSZHE. Fln , 7TE IAM 53348
KX PFERAZRFERHEZERN , SERNBEARNAR, KMS ZRARNEEBUEEEREIRY
i EtE, BXEZER |, 1531 CreateGrant,

Secrets Manager MR A& KMS #4A
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« CreateSecret— MR FZA TS H4E , N Secrets Manager &5 R FTHI B IR ZR 4R 3T H #1740
o

« PutSecretValue— Secrets Manager i& SR ## IR 240 R N2 18 E 0 Z A E

« ReplicateSecretToRegions— EMHEE HHY 4R , Secrets Manager £ BI AR XigHER — 4 KMS
REANBERA,

« UpdateSecret— tRBE X T F4AEH KMS 47 , Secrets Manager <18 3R #7 9 332 2247 35k in
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Decrypt

Secrets Manager 18 Decrypt #4EXRIRI LA T Secrets Manager #4E.
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Manager 218/ AWS KMS S ZRERBEBHAPNMBRIERSR. AR , eEAAXBER
AR EMEZRERE,

« ReplicateSecretToRegions— Secrets Manager B &% £ XFF N ZAE , RAEERIARXFEF
£/ KMS Z4AEMINEHAE,

Encrypt

Secrets Manager 8 Encrypt ##ERIMR LT Secrets Manager 4k :

» UpdateSecret— MREEH KMS H 4 , Secrets Manager 2 E A HAEH MER
3 AWSCURRENTAWSPREVIOUS., F1AWSPENDINGHL 2RI EHE 4R,

DescribeKey

H{RTE Secrets Manager #2#l & P A2 mBE AT , Secrets Manager I A ZDescribeKey#1E
R E=S H KMS %47,

KXt KMS 4319175 8]

HIEB U FE RS HEARIKMN KMS 24T , Secrets Manager fFAIEER KMS @A
GenerateDataKey M Decrypt ##fF, XL RABWANARAAREENNZ KMS ZHATX LR
{E, Secrets Manager FHAXLRENER ; CTETAMZFRIERFERAXLELER,

B LURBIX LI RA , BRXEERSP SecretVersionId BAME L T XWER
RequestToValidateKeyAccess,

@ Note

&% |, Secrets Manager RiFFAFZEME LT, BUELEREN AWS CloudTrail
BEFREXI&E INE LT SRR,

AWS EE X4 (aws/secretsmanager) Y 240 KBS

XY Secrets Manager X &R i & HHiE KAt |, for Secrets Manager (aws/secretsmanager) K %4A
KT ATFRAFPER KMS B TIEERIE. AWS REXZ ZHXRRTATEMAFEEER
KMS Z4H,
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LR ARBEEMAE AWS HEAZH REERE , HHZWBSREL. BT EZEXZHRKE , B LI
N&EF, AXEAEE , FSHEEEHER,

ZRARBINRBEHEEUTEM

« 1X3 Secrets Manager R XIKF AR X HiERE , FARAFXLERAFER KMS ZRHITINERRE
#E, kms:ViaService 4540 nI58 HISSHE L PR &,

« R AWS K BIE IAM F/E | RAFBAFEE KMS Z4AE M NECEEN,

- R Secrets Manager 7 AR HUKIREL KMS Z4AR 1A B APR , {Bi% K B&E /21T Secrets Manager
KREFAFBIE KMS ZHRN , H A8k P B EM 21T Secrets Manager £ KMS ZZAHY R
XLERBEXHFNIRHEER AWS REXNES.

AR 2 Secrets Manager =il AWS FEE X %4 B BEREE,

JSON

{
"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
wxn
]
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallexrAccount": "111122223333",
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"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
3,
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",

"Principal": {

"AWS": [
mgn
]
},
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"

},
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
}
}
}I
{
"Sid": "Allow direct access to key metadata to the account",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:root"

]

}I

"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"
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Secrets Manager 1% £ T X

NEETYR—AIEEEFNERENBREN. HEENERENERFIEME LT, 28
NE AWS KMS B0 INE E T XHERMBRE, BERRRE |, S47E AHBNNE LT3

EXTHYiE R GenerateDataKey M f## 2 iE R AWS KMS , Secrets Manager £ EBH N B F-EXTH
EETX , ATHRRBEARERAE , MU T ROIFIR. BFa%il , BEEEAENMNE L TX2RE
BNEHEMR.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333;:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

}

WA LAEAME E T XEFRIHEZRMBE ( Hl20F Amazon CloudWatch Logs ) H iR BliX L& i 25318
&, AMEANKBABRNPAIRNZMS. AWS CloudTrail

Secrets Manager II% L TXZERmNBH-ER

+ SecretARN — £—NEBH—EXIREZREE, B2 SecretARN, ZER2 4R Amazon Resource
Name (ARN),

"SecretARN": "ARN of an Secrets Manager secret"

flan |, IRZEAK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , MB L TFTXCHBELU T,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

 SecretVersionld— FZ N B H-EXNFRRRANRA, 2 SecretVersionId, Z{ENIRA ID,

"SecretVersionId": "<version-id>"

fign , IRFAKMA ID & EXAMPLE1-90ab-cdef-fedc-ba987SECRETL , M%E £ T
LR

"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"
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IR T HE FEAN KMS B4ART |, Secrets Manager & [6] % 3£ GenerateDataKey M f## 225K |

AWS KMS LARIE A& REENMER KMS R # TiXLRE, ©HRFWLN , HAFWRBEEH
X L5 K7

EXLEWIUEERAP , SecretARN H{ERZEAKISERR ARN , 1B SecretVersionId R
RequestToValidateKeyAccess , HIBA N INE £ T3 RBIFFIR. MASHKE T HBEE B SN K
BRERAPIRREIUEE R,

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
(® Note

f£id % , Secrets Manager RiFERFTETEME LT, BAEXERERN AWS CloudTrail
BEPRRIEE NS LT XA,

Y5¥% Secrets Manager B Bz AWS KMS

I&ELAE A AWS CloudTrail 1 Amazon CIoudWatch Logs RIRER Secrets Manager AWS KMS & &
BRIENBER, BXENZACEANESEE , H2H BEEH,

GenerateDataKey

LIRERP DB ERNZAER |, Secrets Manager £[6 % 3% —/NGenerateDataKeyi& K AWS
KMS |, EEEZZFHH KMS Z4H,

2% GenerateDataKey BENEHEUT R™AIEHEL, ZERH
secretsmanager.amazonaws.com A, SR BFERPAMN KMS Z£H Amazon Resource
Name (ARN), FEE 256 {1y %40 240 3 B RF A R AR IR B EA MR AR B9 12 T 32

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:23:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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RAriEmE

Decrypt

LMIRIRENER B R4 B3 4AERT |, Secrets Manager &6 XX #2215 R AWS KMS LA B2 INZR Y 3K

EZH, YTt EaS |, Secrets Manager ILNEEFAMRZEFNER , HHFEmERAHS
4% Decrypt &K,

12% Decrypt BMENBEHELUT RAEHEL, AFPRE AWS kP RiFRIRENEITL A, XL
SHIENBENREZH (ERNFEX blob ) ARIMERFMEKFHIMNE LT, AWS AWS KMS WE
X HEREL KMS ZR4A89 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}

.

"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

I,

"responseElements": null,

"requestID": "658c6a08-652b-11e8-a6d4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",

"readOnly": true,
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"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

Encrypt

LEERSHHXIKMN KMS F408T , Secrets Manager 2B KIENZER , ERFEAFNBHAER
HNAWSPENDINGZAWSCURRENTAWSPREVIOUS, MZHRA, AWS KMS SHEZHNEAEHIE S —
MXIEET |, Secrets Manager & @ AWS KMS &34 Encrypt i§3K.

iIE% Encrypt BENSHEUT ROAIEHRL, AFRE AWS IKF RIFRIRKVETEA.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:34Z7",
"mfaAuthenticated": "false"

}

.

"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
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"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1l-5c55-4d7c-9277-1b79a5e8bc50"

},

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

PR ERIR EZ 4 AWS Secrets Manager

ER —IEE RS AWS Secrets Manager , % AWS 2R ELZ LR, HX AWS Z£REZFUK
wmfa AWS RIFEMIRENER , BSRAWS =2 4%, EFAREMREZSNRESIERRRITEN
AWS ;38 | 5SS AWS ecurity Pillar Well-Architected Fram ework H 8 E R R o

B M 458 Secrets Manager 283 APIs 4 TLS AWS £ H. Secret APIs s Manager A BAM
ERMENBERA. A , Secrets Manager XFE T HFENIHRIEKE , HPAUZEE TR IP thit
MRS, ZE AT LABER Secrets Manager BIREREERZFIXN KB BERLFE = (VPC) Lin T S 34
ELRT SMHLZENEE VPCs, KFRL |, XA U AERRNMBIL RS AWS REHRHISE VPC
[REFR, BXEZELE , 5K the section called “VPC i & ( AWS PrivateLink ) 7,
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{5 AWS Secrets Manager VPC £ i1 R

BABWEBELTENLEREFRINE AME L2 TRAESHEMZRE, SoEISIZEED

VPC 4imT5 K7 VPC 5 Secrets Manager Z Bl HEE, #EOKLHE —TERRMHEZE AWS

PrivateLink , RS APls TEEBMM<, NAT i€%. VPN E#E= AWS Direct Connect £

BN A]FAZE 15 8] Secrets Manager, ) VPC FHKHIFREFEELNH IP it B A &5 Secrets Manager &

f§ APIs, #&H VPC 5 Secrets Manager Z B/ REFTSEF AWS W&, BEXEZER , BSH
{Amazon VPC AiIF{Em) H#IE O VPC im s (AWS PrivateLink).

¥ Secrets Manager £/ Lambda BB IRZA (NI EBEESIENZE ) 84, Lambda &
B RIBY M IEERM Secrets Manager X HiEKR, EEAZEFIEEAEIRIRE , Secrets Manager
FESENBTFEEFEMERN VPC R4l Lambda Bk, BIWEER— VPC F 4|2 Secrets Manager %%
A, LMEM Lambda ##E# 6 Secrets Manager X HHIiER T &% H Amazon R4,

MR Nim S AFAE DNS |, M AEAEREREN DNS EHAEXEH , [@ Secrets Manager
K3E APl &R |, liN secretsmanager.us-east-1.amazonaws.com. BXEZEL |, TS
{Amazon VPC AF{Er) FWENE DR R 7R RS

BRI OB FE R PR R I P A& S SRR 3T Secrets Manager &SRR B VPC he), BEXEZELR
&2 5 the section called “/Rfl : BRF VPCs’,

4'-{—_[1«/{)5)1 VPC ég*m* Eﬁﬁﬁ AWS CloudTrail H /L,\;E EH V"‘RXT&%HEIJEFE %/Ro
A Secrets Manager £|2 VPC i &

1. EZ# (Amazon VPC A #§m) HH Creating an interface endpoint, ERARF A
#F:com.amazonaws.region.secretsmanager,

2. EREXIwSME | iE2 5 Control access to VPC endpoints using endpoint policies.
3. EEA IPve MMk it , HSHEIPv4 M 1Pv6 T RIXER.

HEFN

BEEAEEEAZN FRGE, ER, SRR VPC iR, ER , B ESEASZHN FRHE
A VPCiEE, X VPC HEMEE |, 521 (Amazon Virtual Private Cloud AFIER)Y FHE5HE M
JHKF/\¥ VPCo
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£/ IAM REE3EH APl 1517

MBEEH IAM KEE AWS BRSS 1R1E IP that 2= &5 R R |, N A AEEEEF R LU EIE IPv6 #itSE
B, NEEHBRT IPv4 Mz EHWEXE , IPv6 HNE T HMAEFRER IAM KL X H MBI, K
XL FER AT HAEREXENENREN AWS BRI EZLHE IPv6,

A2 IPv6 ?

IPv6 2 EERAEKN T —K IP #5A4f IPv4, ZEIBIARARMER 32 VT HREFRETFF 43 ZB1E%,
IPv4 IPv6 M2 A 128 (U F kR X iKY 340 FZIZZ%E T ( HE 128 THEM 2 1% ) &%,

BXEZEE |, BESH VPC IPve W,

LT 2 IPv6 thsit iy =Bl

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.

IAM X#% ( IPv4 1 IPv6 ) SRBE

BRI AR 1AM SRBESRIZFIXT Secrets Manager BYiG R AR , APIs HREIEEESBE 2 /A8 IP st if
[8] Secrets Manager APlIs,

WHEAE, {region} .amazonaws.com & F Secrets Manager Btk L iw T R E XM, APIs
IPv6 IPv4

MBHEREEERZEF IPv4 M IPV6 , EEFEMN IP it iF R KB AL IR IPv6 #usik, &N , {RATBETE
BIdE# 2| Secrets Manager IPV6,

WERZ X TR ?

MREFNIUETEUATHENEE —EFEA , IIkERaFIRaws: sourcelp, RIFUEKRE
M & R Rt 2 3% IPv4 F IPV6,

MREFERAN MU | FEFNLTER IPVAR it # IAM REELLEE IPve & ittt
PR IZ A X fp ok A ?
MBEIAGH IPv4 ML |, NEERTLEME,

IPv4 F IPv6 i 8] £ BR 302
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i IPve B IAM K E& A

IAM SRBEfE Faws : SourceIp&RM4FARBHIKRBEE IP it AiHE . WREHMEFERNT it
(IPv4 F1 IPv6 ) , BEHEH IAM FHLLEE IPv6 ST,

EEMConditionstEH |, FHIpAddressHMNotIpAddressizE/FRR IP it &4, TEFRAFE
HEZEH , BAEITELBRERER IPv6 Wit

X LRI Faws : SourceIp. M F VPCs , iHaws:VpcSourcelpd Ao

LR IAM BAFERS AWS ETR IP SZXKIEIEL G RIMNNEA, Conditionit
ENotIpAddressHilg to 5 THA IPv4 it SEE | 192.0.2.0/2451203.0.113.0/24 , XFHEA
kST B IR L 5 | AP

JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"
]
}I
"Bool": {
"aws:ViaAWSService": "false"

}

EFEHLEEK |, B ConditiontEE XN EFE IPv6ititsE
FEl2001:DB8:1234:5678: :/64F12001:cdba:3257:8593: : /64,

IPV6 N EI R B 303
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® Note
TEBRIE IPv4 thit, ENREABRBFLEN.

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

},
"Bool": {
"aws:ViaAWSService": "false"

EFEH VPC MIBLBUER |, ¥Eaws:VpcSourceIptiMaws:Sourcelp :

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

}I

"Bool": {
"aws:ViaAWSService": "false"

WUE SRR B P i S35 IPV6

MBRERAZIAEEST, {region} .amazonaws.com KixgT & , TEINETLUEZER ZLIHET 2. T
HWESBENE T AR ITRIE,

BB E P iR 5 IPv6 304



AWS Secrets Manager AFtE

R A Linux # curl B4 8.6.0 , HEALC IPv6 B A{LTF amazonaws.com i AR =
BIAWS Secrets Manager BRS

® Note
MEZE, {region} .amazonaws.com FEFTHEHNRkwHRBl. HXx Secrets Manager i
,\“E’Jm:%ﬁ']i% , IS BAWS Secrets Manager ¥ .o
HER AWS XiF NENRSFAENERXE, EHRGH , RIVEAVEREXERD (HFE
TWMAEER ) - us-east-1 WwR.

1. FEAUTdigRTHERRZEMER IPv6 b3 1T,

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com

> 2600:1f18:e2f:4e@5:1a8a:948e:7c08:clc3

2. FEARTcurl®m SHERTFIRMEETE IPv6 EH, 404 M RBRTIEEMAD , M 0 9K
RBRTEERY

$ curl --ipv6e -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e@5:1a8a:948e:7c@8:clc3
> response code: 404

MRIRF TIERE IP EARRBIWAFE , MEARID USRI T MEERE IPv6, TR IP BiZR—1
IPv6 dusik , B RIERGE RGN & i B WA M

MRIZERE IP RZEHMAE R0 , NEF GRS LR ERRE IPv4R N -only, EBAIBUERLLT
curl R RIELEE,

$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404
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REM AWS Secrets Manager

AWS ESE AWS XiF AT X RS IREMEBEN, AWS Xif RESNMERBENRFEENITAX | X&
AAXMERKEERE, SELENSETRNMNE, FATHKX , BaLRITNREETRAX ZBEEF
i B KB AMEBNNARFNEERE, SESNENSIMREROEMIREMRAL , TAKAE
RETESHAURANE. BENENTY BE.

ERBEHENRNERENEZELR , BSETFEMEZE — Well-Architect AWS ed 1E28,

BXRAWS X MIATAXWEZER , HSHAWS £ IKEME i,

JEEF TLS

Secrets Manager XEFXZMELZE (TLS) MEMEMUERARESEEFFARIRET, HEEE
F| Secrets Manager API &im ¥ Rt , AJSAEA L TLS &1, BN EMECEEFEZZERET
BEIhae | B LSRR BATF 83X L 37 4R RN T Secrets Manager A=W E N, XEREERE
ETFRARRUERTIEN , ELERMNBAIEHAN TLS IE—HR4L , HEEURELRHETAN
Z2RhB, Y , GENFEANEZEZERGDNEL , eNaFmMERMEHEMEE, BAER
T , Secrets Manager Agent fEfi/E & F ML-KEM ZARRER K LR RSN RA R,

ATRPSRMENBE , UXERFEERREZAENEE , AWS EERRSERBHEX , —&F
ENBFZBEELREFEFE X, RITE LK Secrets Manager iR PR T EAREFRHRHRER
BEH, IEEEFBEHNASNBRELISERETEELINEES , THAR TLS EEELEAERBE
H—H#BK, T3 AT REEBEANMERIRTRERSEEZHIBINEHNEEBIRTRE
REMAFRE , RONBWEHX APHABF BN

Secrets Manager £ E Xig 2 /AN E X+ PQTLS.
BEERSFEF TLS

1. AWS D HETHE/HMNEEN Maven BT, BIERWEERSH T ARE. Hlm,
AR & AR AN AR A 2.20.00

<dependency>
<groupld>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>
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2. ¥ AWS SDK for Java 2.x NINEIT B A H#THH{t. EHTTP EFRmLERARERETER
=%,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. B2 Secrets Manager & & %,

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

B1E , HZEARA Secrets Manager API ##4E8Y , BRV AR BERBEE/EEF TLS & E Secrets
Manager i &

BEXERAREEETFTLSHESEER  H5H .

« AWS SDK for Java 2.x FF X EERFAWS SDK for Java 2.x EX T WIEENE.,
 s2n-tls fEIJT , FEYFFIR TLS SEMEFE A s2n-tls.

- XEERMENEARFRER (NIST) WEEFEBF,

- BERBEREL1.2(TLS) MESRETFFEHIESE (PQKEM).

Secrets Manager W/EEF TLS EFMEHRHAA , AWS XiF EHRERRA.
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerAsyncClient.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://aws.amazon.com/blogs/developer/aws-sdk-for-java-2-x-released/
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https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
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M FEHERR AWS Secrets Manager

R E BB R M NS EBTEFE A Secrets Manager B AJ 8L B EIHY B &L

BxBipEB | ESH the section called “®ik o) BHEE",

ES}

< “pEBIEL"EE

« XNTIRET RS FUERY ELE R
« HFBLTEIE REFTIMAIE R,

« EBIRMWZRE W EI“Cannot generate a data key with an asymmetric KMS key” ( 7o 3% F JE33 #7
KMS ZHEREBIEZR )

« AWS CLI 5 S AWS DK B1EFEMNEBS ARN R EI RN BME
- WHH AWS REEE |, BATERZREIE#TEF.
« fERE Python 3RS A KK Transform: AWS::SecretsManager-2024-09-16

“Vi R # B4 H B

L {R[E Secrets Manager # 171 21 GetSecretValue = CreateSecret 23K API R , {RUMEHR
IAM fXRRFBEH T ZAA. HEFEREHER , EHAERREHTHEN AP BA , EIEE S5
B8 IAM PR, BEE R TEEDF IAM KK MEIEN IAM AP SEFIBHARR FIR. MREF
XERRWBEFRSEEMEM |, HII0 time-of-daysk P #bukFR&| | NERTE L& 1%E Rt th STUH BiX
EEIR, BXEFIBREAT IAM AR, A8/ 2HNKRBENELS , H2H (AM AFER) FHE
FA%EE, BX Secrets Manager FTENRIIE R , HS I the section called “H B IEF A A2,

WMREERER API BROER TFHEER AWS SDKs , BRIFERBEREE TERK,

T T I B 22 2 R A0SR 15 1)

FRIAATRHERN IAMAFSAGEEEBNNR, BNZ2FIENRBERET IAM AR HA
B, XEWE , NRXETH IAM AFSAERTHNR, BXERNZEFIENRNBESXNES
E5 , B30 IAM AFrEEhav izt ine 2 £ KU RUR,

BASEBXYERH#TER , ARBERBRAEBLTR. BXEHAEE , BERMERHFTRIESHNT
E8X , HE& IAM AP EEHR R ER IR Z S UEHiER AWS FR T RER.
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RN ERZ2FIDREEH. AXEZER , HZH (AM AFEE) PRNERIEN ZEFIE,

B < Secrets Manager FIENXRIER , BZH the section called “ 5 £3 5iF M i B 2 5",

HIEIR 48 3 BN B R IR FT AR AY B di

Secrets Manager fAZ AZL —HMEN D BN ITEEE, {R1E Secrets Manager ( X HE ftt AWS AR
E) PN EAERSBEE —BRN AT EMNTETEN RSP EL, CERFSEERSSHEZE. EF
XB5EFXEzE , AREKNWXEEXE 2 AREHFEZTENE , XQER—EMNER, Secrets
Manager thfE A ZFRIESHRE , BEERELEERT , XAsEEMatE, EZ2alEFNRTFEERNZ

Bl , ERAIRER A M,

HiRITERNARFNNERIXETRNEER, i, BERNARRF TR TE , BIEE— M
B THER T ERMUER L,

BXREL RN EM—L AWS RENESER , F5H .

« Amazon Redshift IEEF X AR IEERMPHEERE —3t
« Amazon Simple Storage Service AP i8R H Amazon S3 $iE —BMER

« AWS KBHEEZE K Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows

- 5% EC2API SEHRMNT D EC2HL — Mt

£ BRI B W T Y E“Cannot generate a data key with an asymmetric
KMS key” ( oA IEXT B KMS B4R £ RBIEHESA )

Secrets Manager £ 5B AXBKOT RN KMS AR BN ZRHAEERBEZRH. TeeERAER
¥ KMS 240, BWIAZERANEXIMINE KMS 241 , MAZIEXNT KMS B4, BXUEA , HSHI1R
B IEFT R KMS Z40.

AWS CLI 5% S AWS DK ##EFTEME 7 ARN ik B KA Z

EFZHERT |, Secrets Manager AJLAM T TEH ARN R EIZ4 , MEETEM ARN, BEINRFA
BMLUEZHFRRASNFERFLER |, Secrets Manager AJBETEXM — &80 ARN AR EIZ4H. HRAITEN
BT ARN HBZRA BT

EZFARER
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https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
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Secrets Manager @ E ZABAMAKBEBRMANENFHRF , UBEBARZE ARN B —1, MRMBRT
FRHRZA  REEAHBENEHEIZTHZY , I ARNs HTFXEZRE , AN RHLEMTE. B
A E BZANAFR T2 B REBXNHBHANH RN , BRI ARNs EFRE,

Secrets Manager Al N Z4A1ZE ARN , EP X, kP, BAEN , EREFHFNANER ., W
TR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRAZHBMUEFRNANTRERE , YENEA—52 ARN BY , 7 Secrets Manager & kI&LLF
EETTEMN ARN, fltn , BAageEF — N8B H MySecret-abcdef WEH , EARN T :

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

HERWAUTRME ( WBRERER—E5 %4 ARN ) Y, Secrets Manager AJBE2 R N EI# 4,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

A H AWS RSB ER , B4 ERAZBRSINEFEITER,

MREEZHIERBZATERES , WRARERAEEPIHNERRSREFTRH. AXESER,
BHS A EMRS EEMN RN,

EREHREEZN  BANEERAET. AHMORSEENZANZBRSIH ID ERRIR, &, &
1 AWS CLI , A d escribe-secret , REEFZFE., OwningService

AR} Python RS A XM Transform:
AWS: :SecretsManager-2024-09-16
MREFEAH R Transform: , AWS: :SecretsManager-2024-09-163 B £ Lambda EEUZ 1T

FHEZE Python BRE ARMK , NFBAJERBAFAFRABRuntimeESIEN ., FRALERRA , AWS
CloudFormation AJ AR EEBEITHIHIRAR, RBARXZEHRXHF. RFEEBCEEBXLE,

LB AH AWS RSER | BXMERZRSN ERITER. 310
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AWS Secrets Manager Ei &l

Secrets Manager El APIs B TPS BL#ifR & , miAAMBRIEN S FEE APIs B TPS BLEIRIK.
RNBWEREUBESE 10 28— XWERGLRA PutSecretValue &% UpdateSecret, TR
WA PutSecretValue & UpdateSecret EFZ4A{E , Secrets Manager I B ZEANIMRA, =
RRAEE 100 4NBY , Secrets Manager MIBRARATICHRRZA , BT MR 24 DT AR RA, IR
B 10 HEH—XZHAE , NLIEMNRAZ T Secrets Manager HIBREVARAS |, R B Z AR KB
Mo

BRBEENKFRETENXE , FESMRARKE T8N XER,

H—NRARER AWS IKF FAZ —NKFHAENZAR , SEMABKFER, N TEKFE
3K , Secrets Manager MR E X HBERNEHBKS, , MAREEZWENKS,, Fla, W0RIKF A
PNE—-SHERAK, B PR —RE , NZWENERFXNATE®KS A FABH,

Secrets Manager Ei &l

B RIAE Cl) iR
il
4
DeleteResourcePolicy, GetResour BMNEXZEFNX B DeleteResourcePolicy,
cePolicy PutResourcePolicy, #l 5 8% 50 GetResourcePolicy,
ValidateResourcePolicy AP i5 3R &J& PutResourcePolicy#
xR ValidateResourcePolicy
APl BRI BHEARS
.
PutSecretValue, . . RemoveReg BMNEZEFHX B PutSecretValue, . .
ionsFromReplication Replicate 5 8% 50 RemoveRegionsFromR
SecretToRegion StopReplicationToR eplication Replicate
eplica UpdateSecret, #1 UpdateSec SecretToRegion
retVersionStage AP| &R & HIEE StopReplicationToR

eplica UpdateSecret,

F UpdateSecretVersio
nStage APl E RN B¥ &
ARBE,
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=1

RestoreSecret APl R4 HER

F1 CancelRotateSecret API i§3R

RotateSecret & FHiE=R

F UntagResource API #&3R TagResour

ce & FHER

BatchGetSecretValue API i& 3R # &=

CreateSecret AP| i& R &R

DeleteSecret API i 3R Y& =

DescribeSecret API &Ry iE=R

GetRandomPassword API i& 3R & =

GetSecretValue API i& 3R Y& =

ListSecretVersionlds API i&3R 1Y iE R

MINE

BIMEXFENX
& 5% 50 1

BIMEXFENX
& 5% 50 1

BIMEXFHX
& 8% 50

BIMEXENX
& 8% 100 1

BMEXFHX
& . 8% 50

BMEXEFHX
& 8% 50

BMXEFHRXE :

& 40,000

(SRS Z: 0
& 8% 50

BIEFHX
88010

BIEFHX
& . 8% 50 1

W & o

i

i

7|

| 7|

7|

ol

i

RestoreSecret AP| &R &
PHEBARZE.,

RotateSecret
CancelRotateSecret API
BRUBWEAXRZE
Mo

TagResource #
UntagResource AP i&3K
NWEBYEARS EM,

BatchGetSecretValue API
BREVNERARZE,

CreateSecret APl E3R &
PHEBEARZE,

DeleteSecret API 53R &
PHBEAXRZE,

DescribeSecret API i&F3R
BYNRARZE,

GetRandomPassword
APl BERBUHNERAR S

=
Ho

GetSecretValue API iF3K
BUNRARZE,

ListSecretVersionlds API
EREVYRARS &,
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RAriEmE

A HRIAE Cl] iR
13
®
ListSecrets API i5 3R 1Y iRE BINZXEFENX & ListSecrets AP| iR
i % 100 HRARZE,
HTRFENEREBEKE ISEOL-F=1: 014 B B B E T RIREY
1 : 2.048 A X PR 3R BE BV B KR8
=,
WBEEKRN BINZXEFNEX B NFZEMZENTRRK D,
15 : 6.5536 FFT NRWFEERFAFSE , N
CRZMREPRATNF
T
B BNINZXEFNEX = It AWS Ik &4 AWS
5 : 500 FAN X R AZHPBHE,
FTE ZAMRA I LR BINZXEFNEX B AR Y T R A B pn By &
= : 20 N ERSHRABE,
BNZA MR BN EFNEX B WENRAN R ABE,
= : 100

HERRMNNEENARER

BT AWS BEFHHINZNRZ | BWEF AT8ELE FIX Secrets Manager WA LM, & , AT
BEM T Secrets Manager FHEERRFIMAM., HEET API BEREFA , Secrets Manager & Rl
BER, BELT —NEEAERNFERHIRE throttling HiREE, XTHiPAK , RINBWEEEEHN
ERFNEEERFEW, XN IREFE KR,

MREBRUTHIR  BURFEFERMNIENNAREFRD
BRE SRR M7 HE

* RequestTimeout

* RequestTimeoutException
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* PriorRequestNotComplete
* ConnectionErroxr

e HTTPClientErroxr

BESETRARFERERE

Throttling

* ThrottlingException
 ThrottledException

* RequestThrottledException

* TooManyRequestsException

* ProvisionedThroughputExceededException
* TransactionInProgressException
* RequestLimitExceeded

* BandwidthLimitExceeded
 LimitExceededException

* RequestThrottled

 SlowDown

BXREE., BHREERNBHFINFAEEARTHNRE  FSRANTRR

« EHEENEZ
- Eef, ERAMEEHH
- PHIBRERMERRSE, AWS

REHRMIEHNAER

314
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MR R IE R

TRIHT B E—RERERX AP EEE R AWS Secrets Manager. BIREARX MW EFHE
H , BRI LT H RSS Ko

TE i8R B

AT HRADEIFRLEMN S Secrets Manager MEXIFR 2025 F 5 A 27 A
AP EHIRE , RTFEFEEI
. EIRNER R AR AR A AT
DERMBIER, BXESEER
FS P EAKAE D ERE AWS
Secrets Manager,

# IPve X FF Secrets Manager IXX#&HW#E 2024 £12 A 20 H
KiK. AXRESEER IPv4
BESIH IPv6 HE,

Secrets Manager iy AWS ¥ SecretsManagerRead 2024 £3 A 12 H
ERNRME Write HEXRBAEZS

& redshift-serverles

s MR, BXEZER , #F

ZHAWS HE KK AWS

Secrets Manager

FHAER

TRIERTTE 2024 &£ 2 ARiER K% { AWS Secrets Manager ) RMHITHEEE X,

B HiR =p:
EXEM X Secrets Manager FI&# 2018 4 A4 H
DI R AIRo
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