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https://aws.amazon.com/secrets-manager/pricing
https://aws.amazon.com/kms/pricing
https://aws.amazon.com//lambda/pricing/
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+ AWS Secrets Manager % &

Secrets Manager #&#l &

B AR E T K ERHY Secrets Manager | A EEZRA , A UFEAZEHESNITEZHAMERNIL
FrRBEES.

DAL=
mH{TLE
AWS i TITIEATZERGEGTITHR A H S AT Secrets Manager M EAM AWS 15, 5FEHA

EHRAMEL , AEER, ERE, MRELEBMARKT AWS £5 , M TTTEAERER,

LIBEDD shell PEAGHHN , BEHRAGSHLERIZABRFAUNTEEGTTSHHXK, BES
[ the section called “F&{EE FA 174 AWS Secrets Manager %48 AWS CLI BYXF&”,

WRITIELBFER AWS XiFHFRSHBRINARET R, BN APl BREEHMMRER. HS
Ethe section called “Secrets Manager ¥ &

\

AWS 2HTHEGDITIE

+ AWS Command Line Interface (AWS CLI)
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/index.html
https://docs.aws.amazon.com//powershell/latest/reference/
https://aws.amazon.com/tools/#sdk
https://aws.amazon.com/tools/#sdk

AWS Secrets Manager ArfEm

EEAN AWS XigiH AWS SDKs B fEA RSB IAL R T R, BLN APl ERIEEHEMIFER, &

2 @the section called “Secrets Manager ¥ 57,

BERBHARITEGXY  FSH -

o C++

+ Go

» Java

« JavaScript
» Kotlin

+ NET

+ PHP

» Python (Boto3)
+ Ruby

+ Rust

« SAP ABAP

.+ Swift

HTTPS &1f API

HTTPS Z&if) APl RFRU%FE S 1517 Secrets Manager #1 AWS, HTTPS Zif] APl A iFEEER
BRSS & i HTTPS #E R,

RE{RAILABEEEA Secrets Manager HTTPS &if] APl , BE1E2WR SDKs HAHEHP -1, FRI
B URTELEBLAFHIRITNERAES. Hlan , SDKs 2B EHNERIITZSE |, HHFMAE
$§*§éjjln /fJ:JEsz,R\EIJln = E’Jgnm°

EX Secrets Manager #1T HTTPS A , BEEERET 277,

AWS Secrets Manager i &

El«iﬁﬁﬁ'ﬁi}%ﬂ Secrets Manager , BRI LA EAmS , BIARS A O KB URL, Secrets Manager
ERX& / ™ X «:Ezmu*%?ﬂ-.llﬁlﬁqi% IPV4 *uo IPVG

Secrets Manager £ 5 £& X 15 12 {t XX # 5< E Bx F3 5 B AL AR (FIPS) 140-2 By o

HTTPS &ifj API 4


http://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_secrets_manager.html
https://docs.aws.amazon.com/sdk-for-go/api/service/secretsmanager/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/SecretsManager.html
https://sdk.amazonaws.com/kotlin/api/latest/secretsmanager/index.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/SecretsManager/NSecretsManagerModel.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/namespace-Aws.SecretsManager.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SecretsManager.html
https://crates.io/crates/aws-sdk-secretsmanager
https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/smr/index.html
https://awslabs.github.io/aws-sdk-swift/reference/0.x/AWSSecretsManager/Home
https://docs.aws.amazon.com/secretsmanager/latest/apireference/Welcome.html
https://aws.amazon.com/compliance/fips/

AWS Secrets Manager

RAriEmE

Secrets Manager 1% TLS 1.2 Ml 1.3, Secrets Manager £ E X g 2 AT E X & X 3%

PQTLS,

® Note

Python AWS SDK IPv6 AR i fF AWS CLI ZitiFA , Bit , R

IPv6,

1

7N

XKIPve ER , NTT&E
FE-BRNEFEEAENAER. IPv4 IPVAERRIEEE , B IPv6 T2 BEARTEE

AR 2 Secrets Manager FWIRG IR R. BEE , R SHBENICERGTRYERE. BXEMA Secrets
Manager XU I UEE , BFSHE IPv4  IPv6 178 1R,

XEaH XaE

EZEXRE  us-east-2
( BB
M)

EERE  us-east-1
(#HFRE

NI B

I8 )

EEAEE  us-west-1
( d&nF
BRI )

EZE®EZH  us-west-2
(B#X
M)

JEM (FF  af-south-
EH) 1

Uit IR
secretsmanager. us-east-2.amazonaws.com

secretsmanager-fips.us-east-2.amazon
aws.com

secretsmanager.us-east-1.amazonaws.com

secretsmanager-fips.us-east-1.amazon
aws.com

secretsmanager.us-west-1.amazonaws.com

secretsmanager-fips.us-west-1.amazon
aws.com

secretsmanager.us-west-2.amazonaws.com

secretsmanager-fips.us-west-2.amazon
aws.com

secretsmanager.af-south-1.amazonaws.com

%
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Secrets Manager i &


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#dual-stack-endpoints

AWS Secrets Manager

RAriEmE

X1 & 75

T A i X
(&Z)

A X
(B
E)

M A 3 [X
( 7N
%)

I A 3 X
( BkAE
)

T A X
( BR
)

0 A #h (X
&=3X)

0 A #h [X
(&

)

0 A 3 (X
( KBR )

U K X
(BR)

T A th X
( ¥ h0
%)

X5

ap-east-1

ap-south-
2

ap-
southe
ast-3

ap-
southe
ast-5

ap-
southe
ast-4

ap-south-
1

ap-
southe
ast-6

ap-northe
ast-3

ap-northe
ast-2

ap-
southe
ast-1

Lol
i J=Y

secretsmanager.ap-east-1.amazonaws.com

secretsmanager.ap-south-2.amazonaws.com

secretsmanager.ap-southeast-3.amazon
aws.com

secretsmanager.ap-southeast-5.amazon
aws.com

secretsmanager.ap-southeast-4.amazon
aws.com

secretsmanager.ap-south-1.amazonaws.com

secretsmanager.ap-southeast-6.amazon
aws.com

secretsmanager.ap-northeast-3.amazon
aws.com

secretsmanager.ap-northeast-2.amazon
aws.com

secretsmanager.ap-southeast-1.amazon
aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Secrets Manager i &



AWS Secrets Manager

RAriEmE

X1 & 75

T A i X
(&)

T A #h X
(&d)

T A 35 X
(%E)

I A 3 [X
(FR)

=N
( FER)

hEKA
B (FR
PER )

X
(E2E
&)

X
( BR

*)

BRI 3t (X
(%)

KM 3 (X
(R=)

X1
ap-
southe

ast-2

ap-east-2

ap-
southe
ast-7

ap-northe
ast-1

ca-centra
[-1

ca-west-1

eu-centra
[-1

west-2

eu-south-
1

Lol
i J=Y

secretsmanager.ap-southeast-2.amazon
aws.com

secretsmanager.ap-east-2.amazonaws.com

secretsmanager.ap-southeast-7.amazon
aws.com

secretsmanager.ap-northeast-1.amazon
aws.com

secretsmanager.ca-central-1.amazonaws.com

secretsmanager-fips.ca-central-1.ama
zonaws.com

secretsmanager.ca-west-1.amazonaws.com

secretsmanager-fips.ca-west-1.amazon
aws.com

secretsmanager.eu-central-1.amazonaws.com

secretsmanager.eu-west-1.amazonaws.com

secretsmanager.eu-west-Z.amazonaws.com

secretsmanager.eu-south-1.amazonaws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Secrets Manager i &



AWS Secrets Manager

RAriEmE

X1 & 75

BRI 1th X
(B%)

KM (&
HEST )

34 X
( BF
/REE )

R (7
i)

PR=El
§ 2L
x)

SHE
(&)

hR (B
)

R
B )

EE)
( ER
Z)

AWS
GovCloud
(ZEZXx

&8 )

X5

eu-
west-3

eu-south-
2

eu-north-
1

eu-centra
[-2

il-centra
[-1

mx-
central-1

me-
south-1

me-
central-1

sa-east-1

us-gov-
east-1

Lol
i J=Y

secretsmanager.eu-west-3.amazonaws.com

secretsmanager.eu-south-2.amazonaws.com

secretsmanager.eu-north-1.amazonaws.com

secretsmanager.eu-central-2.amazonaws.com

secretsmanager.il-central-1.amazonaws.com

secretsmanager.mx-central-1.amazonaws.com

secretsmanager.me-south-1.amazonaws.com

secretsmanager.me-central-1.amazonaws.com

secretsmanager.sa-east-1 .amazonaws.com

secretsmanager.us-gov-east-1.amazona
ws.com

secretsmanager-fips.us-gov-east-1.am
azonaws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Secrets Manager i &



AWS Secrets Manager ArfEm

XEEHR XE g\ 713N
AWS us-gov- secretsmanager.us-gov-west-1.amazona HTTPS
GovCloud west-1 ws.com

(£EH HTTPS
%) secretsmanager-fips.us-gov-west-1.am

azonaws.com

Secrets Manager i & 9



AWS Secrets Manager ArfEm

AWS Secrets Manager S&{E£3%ik

Secrets Manager Bt T HEZA AN ECHZLERBNEEEENARELZEIIEE, UTHREXRRE
—EN , HAFRRTEENREMAA R, XEHEEXRRUTETESENTERTHEREHNIEER ,
BREANEANEZEERREZER 2R 6.

FZETHEE#ENEEZRANRESE

- FEENHEMtBREEFMETE AWS Secrets Manager
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"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": "secretsmanager:PutResourcePolicy",

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEF",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}
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HREEBIYLZEBE AWS Secrets Manager
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&R Y CodeGuru Reviewer & E# CodeGuru #HlZ3E A,

RIEBERBNFHAE  FAAFESR

+ the section called “EB #2718 4w 15 MY BB FE F AL
+ the section called “B @ mIZHZR4E

HEmIBH VB E AWS Secrets Manager

MEREPFEERXER , RINBIWHHRIRHF#F Secrets Manager ., FZ 47831 E| Secrets
Manager /5 , B IBFEEM Secrets Manager PR R4 , NTTAER T EAEFIRBHALXEE
REANRE, RREASFHINERENES , FETEER.

XTHBEEFZIUERY , B TEEBNBIEEEREEZE AWS Secrets Manager,

EFEzE , FEERTEHRFEHRZFH. BRINBWEARD IAM BERXEBEZHANNR :
- AREBALAFHNZHENAC., BXEZEE |, S H the section called “Secrets Manager B /A
PR, BFERALLAGENERER,
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&2 fthe section called ‘5455,
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F—SRTUNEE RGN Z4AE $2 Secrets Manager P Z4AS, MRFAE AWS HFRMEX | 5
HiFESHFERNXE, & , BHEFEREN TENERZEM S EREREN XEF,

BIEESR (2HE)

1. $TFF Secrets Manager ###|#& , Pt https://console.aws.amazon.com/secretsmanager/o

2. “EERTFHHEHA.
3. 7 Choose secret type ( EFRFAERE ) MEL , ITUTERE !

a. NFBPXRHE  FEBHMBHALR,
b. A Key/value pairs ( 8EX ) & Plaintext ( BBX ) X AFH, —LRH -

API key
key/value B3 #i A :
ClientID:my_client_id

ClientSecret : wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

WA :

AKIAI44QH8DHBEXAMPLE
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Digital certificate

WA :

Private key
BB

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. XIF Encryption key ( tNZ %40 ) , % aws/secretsmanager £/ Secrets Manager #9
AWS RERZ . FRAKERA~EEMRA, flin, CEATUAEAECHNEREBEREHA
KifESk B E AWS IKF N ZEH, BXERATEFREBANKENEES , H5H EMN.

d. ﬁjﬁ%?—i&o
4. 7E Choose secret type (IEFHEARE ) ME L , MITUTERE -

a. WMA—NMERMR Secret name ( Z4AE ¥ ) M Description ( %87 ) o

b. 7£ Resource permissions ( ZRIXPR ) F , 1E#F Edit permissions ( 4EMNR ) . K5
TRoleToRetrieveSecretAtRuntime RiFKR RZRAMEKRE  REEERERE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS":
"arn:aws:iam: :111122223333:role/RoleToRetrieveSecretAtRuntime"

},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
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}
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5. 1f Configure rotation ( BLE5IR ) TE L , FRREH., EET—F,
6. 7£ Review (F#%) WLt , ¥ RENFHIFAELE , REEFE Store (7).

£2F BEFAE

BRI ANIBLE IAM BBRoleToRetrieveSecretAtRuntime T e B R4, BXREZER | &
SETBRE IAM B (AWS API).

ARE , B LAE R Secrets Manager IREH RHIKBEHEHNREE , LA K Secrets Manager A&
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1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERHANRT L  EFENER.
3. M[T&R#E Sample code ( R"IKE ) ., ERENEERES K RAEEHFHRKBRE,
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5 35 EHR

RE—SRPEAENERDNEZN. FEABANNRFUERPENERRANGEA, flm , Eoae
FEFRYNBERAFER - MBS

R EENZH

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAFEFZZEH,

3. 7t Secret details ( B FMER ) WAL , @ TR3)H1%E#HF Retrieve secret value ( ¥R Z4A
B) , RAFERE Edit (RE) -

4. BHFHEZPAARRER Save (REF) o
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EFEzE , FEERTEHRFEHRZZH. BRIMNBWEATD IAM AEREEZHANNR !
- AREBALAFHNFHENAC, BXEZEE |, S H the section called “Secrets Manager B /A
PR, BFERALLAEEMERER,

s EERHED , —NALEETIREREER0LeToRetrieveSecretAtRuntimeI B, BHARE
AL AL BB,
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- SR I . BRBRUE

- BRESR

E15 SIEE

E-IRFINEERBAZILS HF Secrets Manager FHIEAH . N TRIKIER , APFEAFME
EEREFEREENXEH,

BB EA

1. FTFF Secrets Manager #&&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. EBRTFHEHMBH.
3. £ Choose secret type ( EFRZ4ARE ) MEL , ITUTRE !

a. NWTHEARE  EREEFENBEERIERE .

« Amazon RDS #iEE

« Amazon DocumentDB $iEE

« Amazon Redshift ZHECE,

- BXHMRBNEN , ESHATRERBHNER.

b. XF&EI , FRMABEENENWERBEI,

c. XITF Encryption key ( tZ%4H ) , & aws/secretsmanager £/ Secrets Manager #9
AWS HREXZHA . FALBATETMER. fl, EETUERAECNEREEREH
FihESk B HM AWS IKF N ZEH, BXERAZEFREBANKENEES , B35 EMN.

d. X{F Database ( ##EFE ) , BERENEBERE.

e. EET—-%,

4. 7£ Configure secret ( BLEH4 ) WE L , MITUATIRE ;

a. WA—MNERMR Secret name ( A% ) M Description ( %88 ) -

b. 7 Resource permissions ( FiREXPR ) F , % Edit permissions ( fRENRE ) . FELL
TRoleToRetrieveSecretAtRuntime RFKR RZIAMNERE , REREBERE,

JSON

"Version":"2012-10-17",

B4 tERN 20
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:r0le/RoleToRetrieveSecretAtRuntime"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

}

c. ENHED, EFT—F
£ Configure rotation ( BtE#i#t ) HE L , ErYRKRER, BELASFHEEH. &8 T—
£ Review (F#) W L , E&!&?E’%’?’f’ﬁﬁéﬂﬂim , RIG%$F Store (121#).

E25 ENNAE

BRI ANIBLE IAM BBRoleToRetrieveSecretAtRuntime T e B R4, BXREZER | &
SETBRE IAM B (AWS API).

RfE , B LUMER Secrets Manager R REIRKBERMEHNREB , AR E Secrets Manager F &
R,

EHRRBIHCEE

1. $TF Secrets Manager $###|A& , Mk 7 hitps://console.aws.amazon.com/secretsmanager/o
2. EBfYRI L, EBRENER,
3. M@T&RzE Sample code ( RHIKEE ) . EFEEBWIES , AEEHINRBHFE,

BERNARFHFOEEDEZIEAEEERBLER, BRERBESNHTE , EURFEEHRPRNNE
B ENER,

EABARBERDEL , NEWIARFRBF AT,
HUR 3 RIMWE

BE—SREBENRHEFZARPHEBERIBIEIL, Rotation EEHEFZAN IR, BRHEFHAN , £26E
N EHZAMBIEEDHEIE, Secrets Manager I AR BRIZIZER TR B3 N B4,

®25% EFAB 21
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RERRIIEER Lambda $H#RE B AT LLGE Secrets Manager FMIEWEIEE., BH B3 R#K

J& , Secrets Manager 258 BIEEMER VPC F8l2 Lambda £IREE , LBRTCHEHREEN
M &5 E PR, Lambda ##rEBUE LMAEH H Secrets Manager LE#H 47, EATEWIETE VPC
A8l — Secrets Manager £is 17 & , X#M Lambda Z| Secrets Manager BiAA M T 2B FFE#M
288 AWS . BXHB , 2 Hthe section called “VPC % ( AWS PrivateLink ) 7o

BRER

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERANRA L  EFENER.

3. 1£ Secret details (Z4H1F4EE) 71 LK Rotation configuration (3¥RE &) B0+ , iE£F Edit
rotation (4REFHR).

4. HERBEREEXNEES  HITATRE

a. B Automatic rotation ( Bzh%#t ) .
b. % Rotation schedule ( ##it%] ) T , A UTC Bt X#& X A LRI 1K1,

c. 1%3#% Rotate immediately when the secret is stored ( EEEFARN IR ) , LWEREFEE
AR E A,

d. % Rotation function ( #¥REE ) T , 1%# Create a new Lambda function ( & #THY
Lambda E% ) , RERNFEEMEA—NEF. Secrets Manager ¥ "SecretsManager" 71l
E R B BB BRRYTT K

e. NTRHMEKE K EEREMHF,
f. EERE

KREZHARETERKR

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. 1%3#F Secrets ( %A ) , ABRERIZZEH,

3. 1f Secret details ( WERFMEL ) WEHL , @ TR3NH1%EE Retrieve secret value ( K EWE
BH).

MRFZHAENRE , NRBARRELERI, MRFHAEKEENR , WEERXRRIEEFTLIRINGE
#J CloudWatch BE.,

A SR N AR FRRBARFEERARRENEN.

S 3 BBRWER 22
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HX
BESR

MRBHBRERDNZRAE  ETRFEITZUTER

- WA LBIEFEZHARESHEHBRERET. BXEZER , FEH REEH.
o BALLERTRINERITR. BXEZER |, 5SS the section called “F# iR,
- EE{RHY Java F Python NAREFHPERERIBHIE , WNEBUEA Amazon CodeGuru

Reviewer,

7 AWS Secrets ManageriR EX & H PR

EAHKES  BREINARNITEHREESINRFIEEREAF L, Alternating users

rotation ( XEFAF R ) R—MEIRKEE , E1XRREF |, Secrets Manager FREAF , RAEERE
BEFRHBLERAFEIE. MREFENTATASTHYE , NMEREE—NTENEE , EAEP -
BRAFREREENSENEIL M3 —MIEEEH. BXEZER , 5SH the section called “32 &
AP

EREXBAFRHR , BFERIMUE
- HF - MBI SEBRHRNEIE.
- BEAEEAZUENE-INESR.
LAFARZEE-MAFAERE-—NMHAFNED, EXAHED , £fFik Amazon RDS HEE

BRAFBENE, Amazon RDS R4 EEEE ARBRIR, BXEZEE |, 5SS the section
called “FEERH,

THENE—BIABRERENBUNAMEEERTE, I TOLRERBRRNTERE , AYEFEAT -5
5l Amazon RDS MySQL #i#EFE. I TRLEN , HEENLTRHAMERMIAEE VPC F, E@d
BEERMMA BEZEIBIERE , BEAEL2EY , ©R2 VPC A UEEIIBEENRSSS , BtEA
FMNEBM# T SSH E#, RHEBEFNELENE Amazon EC2 K4l , ZRFIMN R LAPEIEH MK
BMER,

ERAHER , BNBVWEFEHETNRF. BOEEFHEFERAEN.

Secrets Manager ¥ # £ AWS Lambda B REHZRAMBIERE . BXEMA Lambda BEHY AT
R, BEH EMN.

HiE -
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* Permissions

. REH

- S 1: 82 Amazon RDS BIEERF
L AP S MR

MR BRI

EEER

NG
Qe
R
N

NN
Q! Q!
E e
S w

|
o
@
Qe
A

Permissions

RYRRTRFMN |, BFEXN AWS KFANEENR, BEFHMRD  REXRRNENTREAT
BNAG. flin, EAEHREEEEANRNAEREE Amazon RDS HiEE , MEANSEERNR
HABMKRE VPC MEZE£4A, ERTHEIRN , RINBWEASLERARSF 7.

EXRMAEEFHERRENRMWEELR |, 15 the section called “ B3 1 UF F 17 [ #8247,

FRFMF

FE#ES  BEEUTHE :

. FERZMH A Amazon VPC

« SERZM B : Amazon 34l EC2

o KRFMH C: Amazon RDS ¥ iEFEMEIE R FIUER Secrets Manager Z4A
o BIREH D : ATEN A T EAIEEFISNH EC2

SR A : Amazon VPC

ERTRE , BFEIE— VPC , BAILERFE3) Amazon RDS #¥EEMI S EC23EHl, #/5
SLRP | ERERTENBEIERMNEZEIE24Y , RAEEZINGESF , REEFEERTRE VPC
R E. AUt , Amazon VPC &FF EEXMM xE#EE| VPC FHEMERPIRMEEHE , BURFKRE VPC 4
ERHY R B R E B BB M X,

£ VPC & | B0 LB —/ Secrets Manager i = H— Amazon RDS % 2. EHENSEH
RiE BT , Secrets Manager 27 VPC W12 Lambda 3IREE , METC AL RIZE
Ff. Lambda 2IREBIE LA Secrets Manager XE %47 , H A Amazon RDS RIKEUEIEFEiE

Permissions 24
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EER, BYE VPC NBIBKIRT R , WA LIFEARM Lambda BIE3T Secrets Manager 1 Amazon
RDS WAAT LB AWS EtiRie, HR , XLERAFMEEHE VPC AR,

B2 VPC

1. ¥TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &
2. IEFHIE VPC,

3. % Create VPC ( 8|2 VPC ) WE L , %% VPC and more (VPC % ) ,
4

£ Name tag auto-generation ( ¥ L BENERK ) TH Auto-generate ( BEIER ) T, fiA
SecretsManagexTutorial.

5. XF DNS options ( DNS &3 ) , i5[EA11%£#F Enable DNS hostnames #l Enable DNS
resolution,

6. 1EFEBIZ VPC,

£ VPC AR 8I2 Secrets Manager 5 R

1. 1€ Amazon VPC # &l &/ Endpoints ( i ) T , 1%&# Create Endpoint ( BI2i%K ) -

2. 1£ Endpoint settings ( iIWSIZE ) T , 8 Name ( &%) WA
SecretsManagexTutorialEndpoint,

3. £ Services ( RS ) T, i A secretsmanager UATEESIR , REELEHN AWS Xif ik
Secrets Manager iR, i1 , EEXERE ( FFRLMILEF ) , %&#HF com.amazonaws. us-
east-1l.secretsmanager,

4. XF VPC, #%&3#F vpc**** (SecretsManagerTutorial),

3F Subnets ( FM ) , E&FFTE Availability Zones ( TAMXE ) , REXNTFEA XS , ERE
‘FEH SubnetID (FM ID) o

33 F IP address type ( IP bR ) | %R IPv4,
T Security groups ( E&4 ) , EREIRINL LA,
Xt F Policy ( RB& ) , #%&# Full access.

b= Jui = A J=N

o

© © N o

1£ VPC A2 Amazon RDS i &

1. £ Amazon VPC ##|& 8 Endpoints ( R ) T , 1%£$F Create Endpoint ( 1ZIFR ) o
2. £ Endpoint settings ( I RIRE ) T , 7 Name ( &% ) # A RDSTutorialEndpoint,

TR 25
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3

o

© © N o

£ Services ( BRS ) T , S A rds KATFiESIk , RARFEEN AWS XigiHi%EE Amazon RDS i
Ro flan , XBERE ( FHFRLMILE ) , %&#HF com.amazonaws.us-east-1.rds,

XF VPC , #%# vpc**** (SecretsManagerTutorial),

3FF Subnets ( FM™ ) , i%&#FFTA Availability Zones ( TRMEXIE ) , AEXNTFEAMNXE , ERE
‘FEHR SubnetID ( FMID) ,

5 F IP address type ( IP #h3b3EH ) | #%4F IPv4,
¥tF Security groups ( 224 ) , BERINLZEH,
¥t F Policy ( k8§ ) , %&#F Full access.
EFRAER R,

%R B : Amazon 3£ EC2

BHEBELSTRF 0ER Amazon RDS BIEERV T VPC # , AEHRE , BFEELEH. ZE
2FHWNT VPC H , BEREIRTD , BFEE—I1L24E , UAWAMITEYER SSH E#E
Z2FH.

NELFH6IZ EC2 KA

1.
2
3

$TFF Amazon EC2 ##1& , it A https://console.aws.amazon.com/ec2/,
1%3% Instances ( 3E#1 ) , #RFIE#F Launch Instances ( B313EHl ) -

£ Name and tags ( B#HEL ) T, F Name ( BF) , @A
SecretsManagexTutorialInstance,

£ Application and OS Images ( NABRFMBRERGHRE ) T , REIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

£ Instance type ( EHIKE ) T , REEIAE t2.micro,
£ Key pair ( Z4AX4 ) T , %48 Create key pair ( BIEZ4XT )

£ Create key pair ( BIZZHAX ) XNiEEF , X TF Key pair name ( BHAXNEF ) , WA
SecretsManagerTutorialKeyPair , AA/51%#E Create key pair ( BIZZHX )

WS B3 TEBHAY.
£ Network settings ( M&RE ) T , 1&F Edit (5w ) , RAEWRITUTERE

a. XNF VPC, i&# vpc-**** SecretsManagerTutorial,
b. X¥F Auto-assign Public IP ( Bz 2'BlA%E IP ) , %% Enable,

TR 26
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c. XF Firewall ( B5REE ) |, i Select existing security group ( EFMELZ LA ),
d. XF Common security groups ( ELZ£4A ) , %£$F default,

8. EEREHKHI,

S R%ZH C . Amazon RDS BUIREMEIE R ZIEH Secrets Manager %47

EMWET®AF | B 6IE — Amazon RDS MySQL BiiEEH XN H#TE E , LAE Amazon RDS €123
BEEAKIENZEH, AE , Amazon RDS 2B N EEBEERAFHANRGR, EXEZER , S
7] FEERR,

EOBRBEEIRY  FEELSEL—SHOENELEN, RF , Amazon RDS 2REZEAH , %
ERIEFENLBIEBAETR . B0 EEEIKAFNZEERIAN |, LTSRN AR T E thEED
Z3KB,

FREESEERZIIMN Secrets Manager Z4A €12 Amazon RDS #iEE

1. 7 Amazon RDS ##l&H , % Create database ( RI|EEIEE ) .

2. 1f Engine options ( 51Z%&I1 ) 5% , I Engine type ( 512K ) %E#F MySQL,
3. 1 Templates ( 1R ) 885 , %£#F Free tier,

4. 7 Settings (RE ) Fo , MITUTHRE -

a. XI7F DB instance identifier ( BIBE=FIFFIRAF ) , A SecretsManagerTutorial,
b. £ “ER/EEBE T , REBFFHEEFEEIE, AWS Secrets Manager
5. HEEEHIP, WTF UENRR, EF EED EC2 HEHAR" , AFHE “EC2 £H” ik

#SecretsManagerTutorialInstance,

6. ERBIBHEEF

BIREM D . AT EN ARt I ENEZESISLH EC2

EHSTRE |, SREERE Preq B FEIEMN EC2 26| , A AWEN ARt iT ENEZERZR6. A
It , &Y% Amazon RDS £ ERFM4 CHANINEZSAE , FEIEATENITENN IP ibits
SSH EZEMMN, ZMM AR ITEN (EIHA IP #bitiR3] ) B Internet £/ SSH E#ZFIE
2F .

AV AT EHERESISK EC2 4

1. $TFF Amazon EC2 ##l& , ik R https://console.aws.amazon.com/ec2/o

TR >7
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2. 71E EC2 =4l £ SecretsManagerTutoriallnstance , EZ £ &M F LW EZEAT | EFsg-***
(ec2-rds-X).

3. 1 Inputrules ( #AFN ) T , #E#FEdit inbound rules ( B AWEMRN ) o
4. %R Addrule (FRIAN ) , AREXIZANHITATIRE

a. XFEREB , %$#F SSH,
b. XF Source type (FERE ) , EFE My IP,

S 1 : B2 Amazon RDS iEER

B, K BEE—AF , EFIIEEEFEHERSED, BECEZAF , BEAEERKIEE S Amazon
RDS #iEE., AEERN K EAHEYS , S EEEREETENERNAF, EEFKHEH | XH
TEL  BUEERERFRIENEREN,

EEEIREE  E6FH MySQL EFIRITE, EAHKES , BFEEAET GUI R ARERF MySQL
Workbench, EZ % MySQL Workbench , 25 T £ MySQL Workbench,

EEEFIRIERE |, 17 MySQL Workbench H 8l EERE, EHTEE , BFZEM Amazon EC2

Pacg/=|

Amazon RDS RB8—L&EE,
£ MySQL Workbench H & 23 I FE i 52

1. & MySQL Workbench A , % MySQL Connections ( MySQL i#£3$# ) 3= 8 (+) &4,
2. £ Setup New Connection ( i BE#TiE#: ) XiEEH , FITUTIRE -

a. XF Connection Name ( E#ZH# ) , M A SecretsManagerTutorial,
b. XJF Connection Method ( E# %% ) , 1%£#F Standard TCP/IP over SSH.
c. 1E Parameters ( % ) &I+ L , BT TRE !
i.  XIF SSH E#HB , HH# A Amazon EC2 SEHIMIAE IP ttit,
& T LA %% 3561 E Amazon EC2 #2414 L3 E IP #b
it SecretsManagerTutoriallnstance, & #| “/A 3 IPv4 DNS” T IP ik,

i. XF SSH Username (SSH FIF#& ) , i\ ec2-user,
iii. XF SSH Keyfile , HIEF LT AIER K RFHF TERZAI XH

SecretsManagerTutorialKeyPair.pem,

iv. XF MySQL Hostname ( MySQL E£#1% ) , i A Amazon RDS ¥ = it

S 1 : 812 Amazon RDS HiEER 28
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RAriEmE

& A LATE Amazon RDS ##l& L@t B HIEE S secretsmanagertutorialdb &3k i

miit, &% Endpoint (iwA ) THI M,
v. XF Username ( AF % ) , #iA admin,
d. EFHEE,
KEREERF

1. 7£ Amazon RDS #£##l& 7 , SMEIEHNBIEE.

2. 1£ Configuration ( Bt & ) I+ H Master Credentials ARN ( EEiF ARN ) T , #%#® Manage in

Secrets Manager ( 7 Secrets Manager F & ) ,

AT FF Secrets Manager $2# A&
3. EFRFFMAEENEL , %% Retrieve secret value ( RERZHAE ) -
4. B ERTE Secret value ( Z4A1E ) o H,

BRBIEERF

1. & MySQL IfE&aH , #%#FiE#ESecretsManagerTutorial,
2. RANZERFRZINEERZE,

3. 7 MySQL Workbench 1 , 7 Query ( &1l ) EOH , AT H S ( SEREE ) , AR%E

Execute ( $117 ) » BREHER SELECT NiXEHHN 4 , Bt appuser XMEDEFIZN

PR o

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';

£ Output (i ) BAH |, BELFIXLEGSHITRI,

S| 2 KA SRS

BTk, SF0ERE  ATERERCIENAFKILE. SRENERRNUE. BSRAEIRKR , B

AREMAFRE , BREE - MRV ERAFHE , ENANRERE - TAFNED,

1. 3¥TFF Secrets Manager #£#|& , it R https://console.aws.amazon.com/secretsmanager/o

SR 2 NAPFKIERIEWE
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2. “EERTFHHEHA.
3. 1E Choose secret type ( EFEHAXE ) ME L , MITUTRE .

a. XF Secrettype ( WEEKH ) , i£#F Credentials for Amazon RDS database ( Amazon RDS
BIEFERI ) o
b. XF Credentials ( ZiE ) , AR F & appuser , AIREH A MySQL Workbench &%

WBIERFERA PR ARNZEE,
c. XIF Database ( #i#EFF ) , i%#F secretsmanagertutorialdb.
d. ﬁ?%T_Z/Fo

4. 1 Configure secret ( BLiEZ4A ) ME L , X F Secret name ( Z4AEH ) , BA
SecretsManagerTutorialAppuser , AFEEE Next ( T—% ),

5. %t Configure rotation ( BtE%#t ) WE L , AT TR :

a. B Automatic rotation ( Bzh%# ) .

b. X¥F Rotation schedule ( ¥#itXl ) , i&EitXl Days ( X% ) : 2 X, LAX Duration ( F4£&
BfE ) : 2h, fF Rotate immediately ( SLEN##t ) & F E&EBIRS.

c. XTF Rotation function ( ##:BE %k ) , i&#F Create a rotation function ( BIZ3IREE ) , A
BXFTEHEEM , @A tutorial-alternating-users-rotation,

d. XNTFRBRER  EEXBAF , AGEEEAKURAT , EFE R rdslcluster...
HEHERITEBERHIE secretsmanagertutorial FFFBIEHBEEMNEMN
M4 , HlE Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

e. HEET—
6. 7£ Review (& ) WHE L , 1%£#F Store ( 7 ) -

Secrets Manager RIREIFZAFMAEENH, BUNEZNHENPEELREEIRS. Secrets
CloudFormation Manager f F81Z2&R , #5120 Lambda ¥ EEHz21T Lambda BN ITH
., CloudFormation SEEX /G , HIBZE N TERL LK Secret, 5 —IRFRE T MK,

S 3 ML BRI
EZHRIE  CTUREREARTLSEUEL. REFHERENRAREREEL,
PRE LS

1. $TFF Secrets Manager %A , M1t Fhttps://console.aws.amazon.com/secretsmanager/o

HPR 3 WA B RRH LR 30
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2. %$F Secrets ( WEF ) , RFEFEWE SecretsManagerTutorialAppuser.,

3. £ Secret details ( WBEFMEES ) WE L , @ TRz Hi%ERF Retrieve secret value ( R EZWE
).

4. 7£ Key/value ( /& ) &9 , 7 password £ %l Secret value ( WEE )

pURERSANE

1. 7E MySQL Workbench & , 58 % §1%iE$#E , SecretsManagerTutorialfR/Fi%F “RIBIEE,

2. 1£ Manage Server Connections ( BB RFEERE ) XNFEER , X F Username ( AF R ) , A
appuser , A/F1E#F Close ( X ) .

EE MySQL T¥# , i&EiE#ESecretsManagerTutorial,

4. £ Open SSH Connection ( $T7F SSH iE#E ) XiEHEH , X T Password ( 18 ) , #MEENHE
FREFNZED , REEROK (HBE ).

MREIEFAM , W MySQL Workbench F3THF EHIEFEMNRITRE,

KRARBLRERIN, BEFNELCESR , CRATEEINIEENEREB,
S 4 BFEAR

MRERZ AR REEAFRR , BRIBERR , AREET the section called “BEFH &
.

BN, A TEEFEFERNFEAFBERATLILE Internet By EC2 K41, iEMIBREEARHEH SIEA N
TRERELREMH

« Amazon RDS BEESHl, BXx1%EE , 52 (Amazon RDS FAFIER) A AV BREHE FE =4,
« W% EC2 3£4l, Bx1BA , 3@ Amazon EC2 A SR RIK IESEHI,

« Secrets Manager #% SecretsManagerTutorialAppuser., BXxi%8 , {55 Hthe section
called “MBRZE A",

- Secrets Manager iR, BXUEA , S H (AWS PrivateLink $87) HHIMIER VPC i S
- VPCimR. BXxE , ESH (AWS PrivateLink ¥87) FHIMIE VPC,

RSB IR

- TRNFEEHNAERFFERZNA.
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- THREAMRBRITR

79 AWS Secrets ManageriR B £ i P i

EARHMEF , BNZINMANETEHRREZINFARELRFRE, SRAFRHEE —MRERRE
FEZEKMF |, Secrets Manager FRINEZANBBEEFETAFANEIL. EXEZEE , HSMH the
section called “2H 7,

ERAHER  BNBUESBFEHEFNHR. BOEEFHRHERAEN].

Secrets Manager 2R AWS Lambda EIERE M BAMBIEE. BXEMA Lambda BRI AR
B8 , B2 EMN.

B3

* Permissions

. FREMH
« B 1 : Bl Amazon RDS #iEE A
- S| 2 ABRERP IS BR 24

« IR 3 WAL

N

Nil

o A EEBRR
- RESRH
Permissions

RHEENRRZHERN , BFEN AWS KFWEENR. BEFHEF , REXKENSITRERAT
B EE, flm, EEREFEERANRNAE [ EE Amazon RDS HiEE , MEAMEEE R NR
MAERRE VPC MZ2H, HHITHESREN , RINBWEKEERAARS 4.

BRUNMMAEEFHRERIZENRIEES , BSH the section called “ & 35 UE F 175 7] 2 57
FoRFZMH

EHENFEREZMR the section called “‘REAFRIR", BE—IMNHELRN , BAEBFERR. £
ZHEZE , CREE - UERE , HPEE — Amazon RDS BEEN—IMAEHEEEEAE
IERY Secrets Manager Z40. S E S —NMNHASERFEEAFNEIL , EAEERHEFIEAZE
£,

BRAFRHR 32
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f&&E MySQL Workbench RELE T —5iE# | ATAERAEE R TUEEEIIBERE.

S 1 : Bl Amazon RDS BIEEAF

B, BFE-ITAF  ERIIREERERES, BCBAF  BEATHREZHATHERAKILER
% Amazon RDS ##&FE, AEEREN , EXHEFR , BHUIBRERGEETENRIAF . BEEFH
B XHAFER , BUEERRENREL,

KREER R

1. 7 Amazon RDS &A% , SMBIEHNKIERE.

2. 1 Configuration ( L& ) £+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & )
LERTFFTFF Secrets Manager $2# &

3. EFFEFMAEENEL , i Retrieve secret value ( RRZHE ) -

4. BB RTE Secret value ( Z4A1E ) o F,

BIRBIEEMF

1. 7E£ MySQL Workbench # , 58 % §1%%E$% , SecretsManagerTutorial R /Fi%F “RBIEE,

2. 7£ Manage Server Connections ( BEERFeRERE ) XiEEF , X F Username ( AFE ) , WA
admin , RFi%#F Close (%M ) .

3. [EZF MySQL T#A , &E#FE#ESecretsManagerTutorial,
4. WANZRPRRINEEAEB,

5. £ MySQL Workbench 1 , £ Query ( &1l ) EOH , AU TH S ( SERZBE ) , ARGk
& Execute ( 117 ) » BEREHER SELECT N HAE#HH =4 , ALt dbuser XMEDEFIZN
PR

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'dbuser'e'S';

£ Output (i ) EOH , BLBIXLERTHRITHI,

S 1 : 812 Amazon RDS HiEER 33
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SR 2 . ABEEAFRILAEZH

BETX, BRI ZHHATERENCZNAFRNEIE , ABNERAEzR%R ( B
¥t ) . Secrets Manager 2RRFH , XEREBBEUREFNERN - EFEAFTEIXNMNHELE,
SMEIF Rt USSR ERRIEERTERA,

1.
2.
3.

$TFF Secrets Manager &5 , P4k https://console.aws.amazon.com/secretsmanager/o
R FHEAER,
£ Choose secret type ( EFRZAKE ) mEA L , AT THRE :

a. XF Secrettype ( WEEKH ) | i£$F Credentials for Amazon RDS database ( Amazon RDS
BTEEREIL ) .

b. X}F Credentials ( ZFif ) , A& dbuser , AREHFERH MySQL Workbench B2 #Y
BIEEAFRMANEB,

c. XIF Database ( $i3EF ) , %#%F secretsmanagertutorialdb,

d. iij:¥-|:_$o

£ Configure secret ( BLEH4A ) WE L , X F Secret name ( ZEEH ) , WA
SecretsManagerTutorialDbuser , R/G%ETE Next ( FT—F ) .

£ Configure rotation ( EEE%#t ) WHE L , ITUATRE -

a. B Automatic rotation ( BZh%#t ) .

b. XJF Rotation schedule ( ¥#itX] ) , iREitXl Days ( X¥ ) : 2 X, LAK Duration ( £
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

c. X¥F Rotation function ( #¥RBE%K ) , i&#F Create a rotation function ( BB EE ) , R
EXFERBEHM , @A tutorial-single-user-rotation,

d. XNFRERER 6 ERE2EAF.

e. ii?%jt_io

£ Review (% ) WH L , %$* Store (7 )

Secrets Manager 2IREF|ZAFHAEENEH, BAUEZNEHMBEELREERS. Secrets

CloudFormation Manager Al T8I %R , 120 Lambda ##EEMIZ1T Lambda EEEIINITA
B, CloudFormation SERX/G , HIERNZENTAEFIRAY Secrete 5 — XM E T K.

SR 2 ABFEERFRILEZSA 34
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SR 3 NiAFRH R

EE-XBARKR (TEFE/LVE ) 25, BUUREMERENTEEREIL. WETHEBEMN

REFEIEREER,

PINCR LR Sk

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o

2. 1%3$F Secrets ( W#F ) , RF%EEME SecretsManagerTutorialDbuser,

3. % Secret details ( B FMES ) WE L , [ FR3NFHiEE Retrieve secret value ( 1 RMWE
B).

4. £ Key/value ( 88/{8 ) &9 , N password £l Secret value ( WEE ) -

(R AN

1. 7E MySQL Workbench & , 58 % §1%iE$#E , SecretsManagerTutorialfRfFi%F “RIBIEE,

2. 1£ Manage Server Connections ( BB IRFEERE ) XNFEER , X F Username ( AF R ) , A
dbuser , AAFi&#&F Close ( %M ) .
EE MySQL T¥# , i&EiE#ESecretsManagerTutorial,

4. £ Open SSH Connection ( $T7F SSH iE#E ) XiEHEH , X F Password ( 218 ) , #MEENHE

TREINEZD  RFIEER OK (BE ),

MREIEFR , W MySQL Workbench [T EHIEFEMNRITRE,

TH 4 FEER

NBREERR , EHREEARBESQNROWE, BRI , 5 Hthe section called “Mil BrZ5 487,

EFEFEBIEPRENER , 535 the section called “F 8 4 : FEER,
BELS R

« THRNMEEHNARFTRERR, BSRRNER,

- 7

ARE MR, FSEthe section called “B# it %1,

HPR 3 AR IHRAYERRD 35


https://console.aws.amazon.com/secretsmanager/
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22 % AWS Secrets Manager 47

ZAMURZEE, —4AiH (HlImAFBENEE ), OAuth THEIBLUMBZEF X FM# 7E Secrets
Manager Y H Bl ZE 2.

® Tip
¥¥F Amazon RDS 1 Amazon Redshift EX R P& , RINBWEERAEEEH. B
BYEEBERSVERERY , AR ERATERE,

LEAZEH EFREFNIECXBNFEREENREEFERIEN , 2SS RBREENERER. AR5
EHRAN |, BAFRRZANELS , FRESHENERES, LUNEZEARRMEM key/value
Bo Xy BAUIR B X E i 5215 2o

EGBR4 , BEESecretsManagerReadWrite & IS FHI R,

HRBIBZEART |, Secrets Manager 2% K — CloudTrail HE%KB. BXEZEE , HSH the
section called “f£ i & % AWS CloudTrail ”s

BIRE (#ZHE )

1.  $TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBNA.
3. £ Choose secret type ( EFRZ4AERE ) MEL , ITUTRE !

a. XT Secrettype ( F4AKE ) , ITUTREZ—
EEHBEEEIL  FABREE#NBEERIIRE, REERHEE , HEaAE,
EFMIEATHIEEN API B4, HRITEFMEIL , HEREMXBNRA,

ERENS , FLL JSON BENEXMAZYN , RELRRAET+ , RAEUEMHER
MAZR, EAUERATF#EEKS 65536 MFET. —LRH

API key
key/value B3 #i A :

ClientID:my_client_id

36
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ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

W ABAX :

AKIAI44QHS8DHBEXAMPLE

Digital certificate

WA :

Private key
BB

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

BIF%K B Secrets Manager SEK N EENEE , BERSHENERH, RFE
BEFEUEAREMANGEUNERENEAGE. BXESEE , HSH £H AWS
Secrets Manager £ EM AU BRKEBEE=FINE,

b. XFEZR , %#F Secrets Manager FARMZEZEAEMN . AWSKMS key BXEZEER

BFSH BHENBNREE,

ERZEBERT , HikF aws/secretsmanager K secrets Manager. AWS &
2 ERARBARTEEAEA,
MREFENEMEZRFEHHA AWS K, REREFHBSH KMS ZANERIRE
ARNENAZAER , BNIRPEREFREESHARERTINFBARCNE—. B
XEATFREZHANKEANESR , B3H Ef.

BN EE the section called “KMS Z4AINR", BXREKFIHRINEZEER | F5
the section called “BEEMK /= i8],

C. ii#%jt_io
4. 7£ Configure secret ( BLEH4 ) WE L , MITUATRE :
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a. WA—/NERMR Secret name ( 4B %5 ) M Description ( %8 ) » ZHEABMHALUBE
1-512 NFREFMN /_+=.@- .
b. (k) MREGET AR , B ARTFZZHN Secrets Manager S1EUNHEMMEN T
BT,
c. (Wik)EHRZHDH , EENZRAPRM—NRS ML, BXIFICEKE , S0 the
section called “#51c Z41". BT ENBRBREEFHENREHR , AR ElIRMNE,
d. (W) EEENR , ENERREBMNEEHNZRAF  BERRENR, BXEZELE &
2% the section called "B T &R R,
e. (W) ZEFNFBAT K EFLENBHEFNES —IBHA AWS X , FERESEH, &7
DMEEFZESA , allELBEEH. BXESZER , B8 ZXEEH,
f. ®EET—%,
5. ( Ali%& ) 7 Configure rotation ( BEE%®#: ) ME L , B UE A EzRIR. SHATURAEREX
Ml , ARREEHTR. EXEZEE , BSH Rk ZH. BT %,
6. 1 Review (%) MLt , "&ENBHFAEE , AFEE Store (FFE).

Secrets Manager fFiR[E E|Z4A5 R, MREWFMBLARE T , BI1EF Refresh ( FlFT ) =,

AWS CLI

HIEEDD shell PRAGSE , FEHEGSALERIEARFALNGREGSSHHNKE, FS
IElthe section called “FR1KfE F 7% AWS Secrets Manager Z43 AWS CLI B XU,

ExampletR#E JSON 4R EIEEE I 6|2 %A

BAF create-secret ROPFARBESHFNEILCIERB, BEXEZER , 55H ( AWSCLI AF
18 PN IS AWS CLI 33,

E{§ Secrets Manager REB IR |, BATEER JSON FFEZ4AH JSON 419,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json FIAA :

{

"engine": "mysql",

AWS CLI 38


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/secretsmanager/create-secret.html
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"username": "saanvis",

"password": "EXAMPLE-PASSWORD",

"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",

"port": "3306"

Example 2 % 4R

LA create-secret RO EIEREEHMNEENHNZHR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example |2 % 4A

LA create-secret RO EIBREI SR IMRSIHEFR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

AWS SDK

EFEAHEHP—ROEZEA AWS SDKs , EfEfCreateSecret®fe, BXEZEFELR , iS5 the
section called “AWS SDKs”,

Secrets Manager Zf i E A4 ?

£ Secrets Manager 1 , Z{AHZFAEE. BAENZHAABIELAN. BAETURFAFHR 5§l
=

NTRENZHREERE—NBHAF , RNBUEERTERENK JSON XAFHRFEH | i

"host" : "ProdServer-01.databases.example.com",

AWS SDK 39
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RAriEmE

"port"
"username"
"password"
"dbname"
"engine"

''8888",
"administrator",
"EXAMPLE-PASSWORD",
"MyDatabase",
"mysql"

NTFHRIBEERE  NRESHEDRHR , RAXNTEEBEH JSON EHNBIEEFEEZER. BXE
Z(EE |, {554 the section called “Z4ARY JSON 437,

TTEHE

A THIE R

- BEBHLITHAM Amazon Resource Name (ARN),

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager R E BB MARKBERMANEN R , UHBFAFRZESR ARN E—%, R
RTRBZES  AREAMERNBEMOETHES , Il ARNs HTXEFHR , XRIMNBHEMT

B, ARGRIBRANAS T2 BFHRENTBEHANLRNR , RNM ARNs EFE,

- BHANER. WH. BRFERBENRE,

- MEZEZEAM ARN , Secrets Manager FAEXRMZMBRZZEAE. AWS KMS key Secrets

Manager IR UMBRE X FREBANEK , AEEARIEERINEREE, ESHthe section called “Z4A

INENEER,

- MRRETRE , ARUMRERANEE. FSHEHR B2,

Secrets Manager £/ IAM S REBRBERIABRNAFL AUHERIEREH. BSHBF ORI
ih 124 AWS Secrets Managero

ZHRETENEZHERARNRAE, EXFAERLHRZFAR , Secrets Manager & 812 — MRS,
&2 Hthe section called “Z4A RA,

LU BYEHS MR AWS X8 REAZEZER. EHFHAN , EUNRRENEFZHABRNEE
2, BAZRARFREINETRAL. F2H ZXFHEH,

FZH EERH.

THAE
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ZHETENEZHAEILRNEA, ERFAERELHEZAR |, Secrets Manager 818 — MNEFTRA,

Secrets Manager T2 FHHEEMRETNELMERANELIERK, MBBEIRIERBREFRX=MFERZE :

o HETARAS — AWSCURRENT
« SEETARAS — AWSPREVIOUS
« RRCERRA ((RHHAE ) - AWSPENDING

FEAHAE —MRIZH AWSCURRENT BIRRAS , Secrets Manager &7E &4 R 2 A E i BRIANR EiZAR
7,

B A LB Fupdate-secret-version-stage Al B © AR RN MRAF AR AWS CLI, &

AL — N EAM I 20 MRAIRE . BENWMRATEEFHENE FnE. RATUES MR
at

X2 0

Secrets Manager N A BERFHREMMA , ERFIEHRAFEANEFR. WRRAEI 100
A, Secrets Manager 2B BREFAMRA, Secrets Manager TR 24 /Nt BT 8 AR A,

TERERT —NAWS HRERANEFIRERANZH, THRSWRAFHEANEFH | Secrets
Manager fF7E &N RRH B EPFEBER,

EERRA 41


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret-version-stage.html
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ﬁys ecret \
P AWSPENDING AWSCURRENT AWSPREVIOUS

credential10 credential® credential®

B Laoein

| credential3 ) credential?
credentiald credentials ‘ credentiald ‘
credential? ‘ credential 1 ‘

AWS Secrets Manager 48y JSON 4
& A] LATE Secrets Manager 2240 R 12 AR SC AR T — 33 6 S04, |RAR KD 65,536 F o

MR A the section called “iB1d Lambda EE#H 1T |, N ZASNMETERREBFIENEE
JSON FE, flin , T EEHRREEZIENFH , RPREBSEEIBEEUNEHREILE , RiZZHA 2
MBEREEEREER,

MREFEAZEH A RBREERANRGR , NiZZRASNEBERMRRIEENSE JSON BN, Secrets
Manager ERAIXLEFBRERBIERE , AEREFELIREBER VPC,

JSON BEMX D ANE,

£
« Amazon RDS F Aurora £k

« Amazon Redshift i

» Amazon Redshift Serverless Ziif

« Amazon DocumentDB ZiE
« Amazon Timestream for InfluxDB #4454

» I 5% ElastiCache ZiiE

K JSON 41 42
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» Active Directory ZiE

Amazon RDS F Aurora & ik

E#H Secrets Manager IRHI IR BIENR , BEALT JSON £, Hltn , BRI LURINE % key/
value Xt , LB E H At Xig I A BIEENEZE S

DB2

F Amazon RDS Db2 324l , HTRAFPLZEZEXRBCHER , Rt EXMELMAPMRPRHE

b AT
{

"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"
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}

MySQL
{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle
{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
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"password": "<password>",

"dbname": '"<database name. If not specified, defaults to 'postgres'>",

"port": <TCP port number. If not specified, defaults to 5432>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift &ZiiF

E#FH Secrets Manager 2R EBUENR , BEALT JSON £, Hla | BRI LURINE % key/
value X¥ , LB HM X I ARIBEENEEZER,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>
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"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon Redshift Serverless EiiF

E#H Secrets Manager {RHEHIFIREBIENR , EEALT JSON £, Hltn , BRI LURINE % key/
value Xt , LB E H At X5+ BI A BIEENEZE S

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"
}

Amazon DocumentDB & if

E#H Secrets Manager 1R HI IR BIENR , EEALT JSON £, Hltn , BRI LURINE % key/
value Xt , LB E H At X5+ BI A BIEENEZE S

{

"engine": "mongo",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use

dbClusterIdentifier. Required for configuring rotation in the console.>"

Amazon Redshift Serverless Zilf 46
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}

Amazon Timestream for InfluxDB Z24A 45

E® R Timestream 4 , BRI LLE A the section called “Amazon Timestream for InfluxDB” ##4&
Mo

EXEZEER , 2 (Amazon Timestream F X AR IEE) FH Amazon Timestream for InfluxDB
wn4al s A %24 .

Timestream Z4A AKX A EHH JSON £ FREFEARRER, BXEZEER , 5% (Amazon
Timestream F X AR IEF) FHZHNNAE,

I 5y ElastiCache &iE

AT RIS R T 174 ElastiCache EiFR Z4ARY JSON 414,

{

"password": "<password>",

"username": '"<username>"

"user_arn": "ARN of the Amazon EC2 user"
}

BREZEER , 5 Amazon AR B31%# ElastiCache A %3,
Active Directory EiiF

AWS Directory Service fERZAFMITN B FRE. BXEZEL , 2R (AWS Directory Service
EEER) P ¥ Amazon EC2 Linux SEAI A MABNITEE ADENE R TEMABBFEUT
ORI EEN . WRAEATETMA , NWAUEARREEFTNZAPRBNEN , WRIGEBUENR
KB PR,

ER ¥ Active Directory %48 , B LAE A Active Directory IR 18R,

Active Directory credential

"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

Amazon Timestream for InfluxDB Z4A 4544 47
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RAriEmE

MRERREZS |, FEFEHE R D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

MERZERASLERARNBALESER , W ZERARBASEEN. ARNs

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}

Active Directory keytab

BEXEAZPARXER T2 EHES H XK HITEHRIEMNES EC2 , 155 WE Amazon

Linux 2 E{# M SQL Server 2017 BME EESN B X5 HRIF.

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

Active Directory ZiE
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& %48 AWS Secrets Manager

£

« E¥ AWS Secrets Manager 48V {E

{8 Secrets Manager 4 R %15

o FFEAERE G MRA

. ERHAR B AWS Secrets Manager 4R
& # AWS Secrets Manager %A

- EEEI EMWE AWS Secrets Manager

. MIBRE AWS Secrets Manager 4

+ RE % AWS Secrets Manager A

» FEHHRIZHLE AWS Secrets Manager

E# AWS Secrets Manager Z4AM{E

EFEHENWEE , JUEHAESS, CLI = SDK, HEBEHWHRER , Secrets Manager éﬁﬁﬁﬁ
FHR ¥ AWSCURRENT I BRRIFTMRAS, BRI LA BT A RS AWSPREVIOUS WIBRRA, &8
LURIMBEMIRE, BXEZEE |, 55 M Secrets Manager iR A2 %o

EHWEE (EFE)

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. MBHYIRL  EFELENEH.
3. MABAFAGENERE , ESREMFFNEAERD , ERREWRE , ARERRE.

AWS CLI
EFEHE (AWS CLI)

«  HEESDDS shel FRARTH , FEBEGTALEZHEARFAUNLRERTSHAONEK,
S #the section called “FE{KF A7 AWS Secrets Manager %48 AWS CLI BI X",

BATF put-secret-value HAIEBERMNEEXNWHIRAZ,
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value I 7T —NEBEBENEFERENHIRAER. FIRAGFTERE
MyLabel Hl AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS SDK

ENBWEREUBEE 10 28— XHWERFZLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager 0 Z AN, =
WA 100 NE , Secrets Manager 2 BRARFRIZEIARA |, B R MIBR 24 Dt AR R, MR
10 7HEF—XZHE , NEIEHPMAZTF Secrets Manager Ml BREIARAS | F3% B 2240 MR A B9 B
i,

~

EFEMMWEME , EEMAUTIR®E  UpdateSecret = PutSecretValue, BXELZEER , HSH the
section called “AWS SDKs”,

{# i Secrets Manager 4 B %15
£ 8 Secrets Manager B —Fh % WL 21 Secrets Manager PAERFE , A EHREESRS HE
RZBB, BUUERNRTAERITIHERE

+ CloudFormation — &2 ¥ CloudFormation,
« AWS CLI — i#&#lget-random-password,
« AWS SDKs — & #]GetRandomPassword,

N2 EH R B BABTRY MR AR

B LB EA AWS CLIBI M MBI ZARAINIRE | FREAERN EBTRE. BX Secrets
Manager 1A 7Z & Z4EAMRARMIE R |, 5S [ the section called “Z4A A",
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LA Fupdate-secret-version-stage Rl AWSCURRENT & FHr L 3h B Z4A M ST RIARZES |
XN FAEFRRNERORA, BEERUBTRAN ID , EFEH list-secret-version-ids HFE
Secrets Manager 2 #| & F&EF R4,

ERGIF | TERZHRARZ a1b2c3d4-5678-90ab-cdef-M A AWSCURRENT #R& M i 45 2
a1b2c3d4-5678-90ab-cdef- EXAMPLE11111 AWSPREVIOUS EXAMPLE222227E ARl | #&4F
AWSCURRENT #rEMIMRA 11111 B3hE| 22222, HF AWSCURRENT #r&EEMMRAFEER |
ltupdate-secret-version-stages B3I AWSPREVIOUS #R&EBEZMRA (11111), ERE
AWSCURRENT # AWSPREVIOUS MRAMEI T o

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

E R ZAM INZE AWS Secrets Manager 4

Secrets Manager £+ A AWS KMS Z{AMIBBEZHANE T NZREF SN ZHE, X TE

M |, B EREFEAN KMS 24, ZUEAZFREENESR AWS £EX 4] aws/
secretsmanager , R AIAERAEFEENZRH, KSZSBERT , BIUER aws/secretsmanager , 3} 8
FEATCTTEEMARA, MREFENEMATRIZHR AWS kP |, HEEZEFEHESH KMS 2450
ERHFAINENARARE , FEA TRREXFH, BH4HEE the section called “KMS Z4A
R, BXEAZFREEZHANKENER , H5HE B0

BRI ERMBENMBERA, flm, mMREBNEMIKSIHFRZE , A RZBAIRNEER AWS £E
ZEAH TN aws/secretsmanager , M A LAYIRE BEFRREEXNZH.

® Tip
MRERRR ERFREEXNZRE , RINEBWEMER AWS KMS B3 B4R, BEXEZEER
ESE5E AWS KMS Z4H,

SIEEWMZE AR |, Secrets Manager 2 AT Z A E# INZ AWSCURRENT, AWSPENDING A
AWSPREVIOUS fRZA, 7T BEFEBEERBZIN , Secrets Manager 2 LB 4R N2
FIEIE R, XEWREE A RGN ZA RN ZAHEE AWSCURRENT, AWSPENDING F
AWSPREVIOUS MRZAR, fNR&AELFIZ4AM kms:Decrypt MR , NI HEEHMBRZ4ART |, Secrets
Manager T2 ZZARAREFTMEZC(]. EXMERLT , REREFTLXFEEFHMNE,
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RNTEREEBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFTRANZRI., RE , B THEEBE
%22 AWSCURRENT Z4ARRA |, B AMIBE R EARINER,

MREALBIR N4 |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS 24\ , & 5%
PR AIMBRRAE, NMREEBERENEMIRERZNBZRAN G RINR , MEZEFEH the section called
“AWS CLI” B IR R EFH 0B IX LR,

B ENMEZR (BFHE)

1. $TF Secrets Manager ###|A& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. MEZPHRLE  ERENERH,

3. EMBFMAGENELMMZFHEEMO T , RERE , ARERREMERA,

AWS CLI

MRERWFENNZR  ARERA TR MMZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24\ , BT LB BREMMBRIRAR, NMRBEREXN EMIREFREH R RAH 175 B
BR , MEZEMEA the section called “AWS CLI” @i 389 h1 22 3240 & 37 01 32X LE iR AN,

ERMWENINEZEZH (AWS CLI)

1. BUF update-secret RO EHATMZZHAEBEN KMS B4, Z KMS ZBHAXT S NZE LAV
FRE—XiFgHH,

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEERE  NECRAFBAXNEERMSE  WLAEFIRXL
AR AR

HEEDD shell PRAGSE , FEHEGSALERIEARFATLGRIEZGSSHIREE,
&2 fthe section called “B{EE A 17 AWS Secrets Manager %48 AWS CLI BYXB&”,

a. REMFERAE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

I T HWEE,
b. GIEZE/ZEMNIRA,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&% AWS Secrets Manager %A

BRI ECIRZAGEREAKE  EAERTRANGESE. X THAEMRSENRN , EURFE
EFEAHMRSREFTHIERE,

DREREERY , EUNUEEEAEN. HEMRSEENZAZRSH D FRHR. E , &
R AWS CLI , J§H d escribe-secret , RREFZFR. OwningServiceBXELER , HZH HE
RS EE W Z,

NFEERNZHR , BUMERERNER. ETHRVER, MBEBANRIC. BETAERNER
HERGE  ERIMNBENERHREHIERIUENENAE. RR2FH Secrets Manager FHIZ A AR EK
BESERS LWERE. X2APRBEASILEZA  UAEETFRERZAEN , RERR—AEET
ENEIE. BXEZER , B5H ik B,

HIRBEART |, Secrets Manager 2% K — CloudTrail BES&B. BXEZEE , HSH the
section called “f£ F & & AWS CloudTrail ",

EHMEEENER (BFHE)

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o
2. MEPHIIRL , EFRENEH,

3. EERfAFMAGENHEL , MITUTREZ—

BFEE , BT EER ARN RELHAM B,

- EEFHER  EBRHAFACEHoP  EERRE , ARERERBHER,

- EEFMER , SR the section called “ERMFNMBHEZFE

- EEFRE , BERSETFH , ERRERE. 12 Hthe section called “4ric %47,

&4 53
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EEHWHEE , 1S5 the section called “EFWHE",

- EFEHFANNE , BEBREMFHERRENR., 5 #the section called “E T #HIRH
KL,

- EEHMEANRKR  BERRETNPEREERIR. BSRALHR BH,

- ENEHNEREFBEGXE |, B30 SXEEH,

- MREHEAFER , NETUERBANMBZA. EEFETRP | EF BRI MY $EER
H, AREREXEYD , ERRENEZE. H2Hthe section called “FEHAMBMFE",

- FEFUREALUCHBEMRSERE  SFEEZRSTEHMVERH. FEABEMESEER
=4,

AWS CLI

Example 3 ¥ %% 45 1% B9

LR update-secret ROMEEFHHLANHEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS SDK

BNBWEREUBEE 10 28— XERFLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager R Z AR, =
MRS 100 N6t |, Secrets Manager £l BRARFRICHIARA , (BT MR 24 DETABIZIRA, IR
F10 PHEF—IXZAE , NEIBHRAZ T Secrets Manager MIBREVRRA | 3% B 2340 MR A< B B
o

EFEHWER , BEAL TR : UpdateSecret 5 ReplicateSecretToRegions. BXEZE
B, i3/ the section called “AWS SDKs’,

FEEMES KWEZE AWS Secrets Manager

WREBRZANKRIREBIFIESRMY , Secrets Manager 2L Z4AET. HIR, HREBAMIRZEPHX
By, RREMERENEBRTIXSANE |, ZBZEK, [, _. = # FHERFH , FENERHFH
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FR#ATER, ETNFEABERHFNER THITE RN |, Secrets Manager 2 7 M8 RFRABLLGH
BN RN ER, BIMNKERNE, NFEEEFHM number/letter 45 S5 EIFR L 55 W EM
TILRD BRI, Hlin , W AERIA credsDatabase#892 FLEREM, WIRMFZBMNEHW
creds., Database #1892,

LHYR% HB4ART |, Secrets Manager 2% K — CloudTrail BE%B. BXEZEE , HSH the
section called “fE i & % AWS CloudTrail ",

Secrets Manager 2 —f X ARS , R EEEXBRHZER.

BRIFESRAF

MBERFEREATEESMY , Secrets Manager 2FERFRHRTRER , AREFMEEHEFIERTH
WM, WERTXDAKNE, Hlin , 3% My_Secret SCE AR, HWRHIRZHH A my = secret F
B ZA,

BA LR T IRERHNAZER
Name
CEZAEHRNITL ; KD KNE, filan , B : Data £IREEH DatabaseSecret WEH ,
FiREE AN databaseSecret = MyData &4,
L
EERZARERPNERE , FXD5KNE, Flf0, #iR : My Description £EF EHF U THERH
4R
* My Description
* my description
* My basic description

* Description of my secret

EEE

ERHNBRSEZRIIE AWS , Bz
+ 1Password

* Akeyless

» CyberArk

BRIERLFA

55
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» HashiCorp
RERS

CEEERS ID SIRHNFTL , TR KNE, Hli0 , my-ser FRZEENZHHSHH my-serv
M my-service #ITE. BEXEZEER , B2H HHMEBRSEENEH,

EEHH =

BABATRIEE R, BIABHIRESNER,
R

CEREENITX Ko KNE, Fl0 | 55E% : Prod 21RE#H X Production M Prodl #Y
Z40 , TIREHHRE prod 5 1 Prod B2 4A,

REE
CERZENTTL  RoKNE, fli , 55%E : Prod £ REIH % Production M Prodl #Y
48 , TIREHHRESE prod 5 1 Prod HE4H,

AWS CLI

Example %!l i #& 0k /= FR A9 2347

BAF list-secrets ;RHIFRER T I& 0K - R Y 2247 51 K o

aws secretsmanager list-secrets

ExampleffiE &k - B 240 5 &

LA list-secrets ROPFREUENTIKF FEMES Test WRANR, BEMBEX D K NE,

aws secretsmanager list-secrets \
--filters Key='"name",6Values="Test"

ExampleZE# HE M AWS REEEHNHZF

AR list-secrets RHIFREVRS BB AR, & ID BERS. EXEZEE |, B5H HEM
R EEM 4,

aws secretsmanager list-secrets \
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--filters Key="owning-service",Values="<service ID prefix>"

AWS SDK

EFEAEDR —PREFKYLEZ AWS SDKs , i§FEAListSecrets, BXEZEER |, 1§21 the section
called “AWS SDKs”,

i Bx 22 AWS Secrets Manager 4A

AT HERRICEM , AWS Secrets Manager tE El BRI Z LB E#E, Secrets Manager F~< 3 BNl
Br#24H., T RSecrets Manager & BIEXLEFRATERLE , HITRERENE (&2 H7X) Gl
RRiXLREA, EMENBERE , BF IR E AR BRIV ES . FRicH Sl BRI LA A WEE A A,

MREFEBAEHIEMGXE , WEERFEMER. BXMBREIR , REMBREZA. EEMEREIA
Y, ZEI ARSI BIIBR.

BT EEERBREANZAMA | Bk, B LAEAR AWS CLI 2k AWS SDK MRA AR B BRFTE & 1745
L, XM ZRAIREHEFA , H AT Secrets Manager £ /5 & B3Il BRiZ AR

MEEBRHNENARFEENEERZS , WALIE— Amazon CloudWatch 21k , IREEERE
RERNBAZRAEEH,. BXEZEL , HSE BEITXIMBERE AWS Secrets Manager Z5 A1 4§

EfpRZRLR , EUIMEE secretsmanager:ListSecrets f secretsmanager:DeleteSecret

R

L IEMIBR 4R , Secrets Manager 245 — CloudTrail BE%B. BXEZEE , 50 the
section called “f£ /i &% AWS CloudTrail ",

I ERZR4R (12HIA)

1.  $TFF Secrets Manager ###|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o

2. EEBfAYERF , EREMBRNEA.

3. EEBAFAEREIsP , ERRE  ARERREHR,

4. EZAZANTRBERNEED , TESHET , @AKABBRZIEFHRE, Secrets
Manager Hffin—# 7 DeletionDate WFE , FNHHIRE N H 51 B AN @ N ERNIRE T RIS
E WX,

5. &FEITRIMIER.

AWS SDK 57


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
https://console.aws.amazon.com/secretsmanager/
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EE EMERN A

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. EERHAinEL , &RREHF

@ )o
3. E'HEINEESR , ERERTXIMBRNBA , RAEEERT.

il R Bl A 22 4R

1. 3#TFF Secrets Manager ###|& , M4k} https://console.aws.amazon.com/secretsmanager/o
2. EEIFEH,

3. HEHBARARS , ERREEEN.

4. M Actions (1E) & kR Delete Stack (HilBREIZA),

AWS CLI
Exampleffl Br %% 4R

LAR delete-secret REPEFMIBRER4E, T LATE DeletionDate WK FER P #Y HHAFAf Bl restore-
secretZBIMREZH. ERREFN B EMXHNZL , BEFEH remove-regions-from-
replication MIBRHEEIAR , RERA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3 BNl Br %548

LR delete-secret G EIMIBRZAR A TR BIRE TR, BT EMRE LZR4A,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Exampleffil Br &l 24~ 25 4A

BAR remove-regions-from-replication RGIFFHIER eu-west-3 RV EIZARZE . EMIREHIZE
H XMW EZRSE , BEBREIAE , AFEA delete-secret,
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aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

AWS SDK

EffBRZR4A , EEMA DeleteSecret i H. EMBRBARK |, EFEH
UpdateSecretVersionStage . EMEREIAR , EFEM StopReplicationToReplica ¥,
BXEZER , 531 the section called “AWS SDKs’,

k& %% AWS Secrets Manager 48

Secrets Manager FitXMBRAVZLAM N EFR , MABEEHRIZZHA. EMENBRI/E , Secrets
Manager Kk AMIBRZZE4. £ Secrets Manager MIFRZ4AJE , BEEZMEZFEH. EMERERLER
28, AR ERAHBRERETHITIHR, X2MER DeletionDate FE , ANMBUEITRIBI KX
I BR

EERFEPMEFZHNMALIE , BUMEE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret X[R :

LR E Z4ART , Secrets Manager 2% K — CloudTrail BE%&B. BXEZEE , HSH the
section called “f£ f & & AWS CloudTrail ",

ERER (BFHE)
1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o

2. HEERIRYF , REERENEHBN.

MRFAVRPRE RHIBRAZL |, FEERET
(& Yo
EEHRIUNEES |, ZEERITIIM RO ZS  ARERRE,

3. ERPAEAEERD P , EEEUEMIER.
4. HEHUEBMAMRBEIANIEES , EFBUEMER.
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AWS CLI

Exampletk & 2 & il BR 9 25 47

BAF restore-secret RHIMRE T By itXiIMBREYZ34R

aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS SDK

EREMRICHBRIZR4EE |, BEA RestoreSecret . BXEZEER , 5 the section called
“AWS SDKs”,
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£ R HRIZHLZ AWS Secrets Manager

f£# AWS Secrets Manager , A AEAGEN BRI B BT, MERENBHATENNR-EX. 5
XA HBEEE AWS BIRMEEHIE , aBFKEEFR.

BB | AL

. EE. ERATE AWS I AR AR R
o ARIEE DA AR S I SRR B VS )
. BERS X SHERRI MM R A

BXRNAFERAFRSEZEEIFRNEZEER |, 1§55 the section called “fF AR Z 12 I3 248 B 15 19) 7,

BETHERADERZ |, HS5H AWS Biling AFREETHER AWS B4 D ERE,

BRAGERANGERHNES , HSH AWS —RSEEFPHRICHRSET. HREXDKNE,

YIBPRICHECHPRIZZ4ART |, Secrets Manager 24 R — CloudTraill BE% B, BXEZER |, 55
¥ the section called “f Fi &% AWS CloudTrail ",

® Tip
XA AWS BRERA—BMFRIEHR, BXRESXK  FSRABCHRESEARP,

BRRZEARMIRA

BRI AR HI A PR ERF AWS CLI, #l SDKs, AWS i&#2# T R esour ce Groups T& |
ATOEEENESHE , RENSESNALARE, EERTERERENZER , 152 the section
called "B,

YRAILAE A Secrets Manager ## &A% Sec AWS CLI rets Manager API 3K :

- BIEHFRIRENESR
o« [EARIIRE

« FIHBRANIRE

« NEHBPBRIRIRE
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BEAERREXNZARITOR, flm, BUNEAR, IEEIRENBARTIR, BTEELESD
REMRNE , RSN 6E -8 8 E CEFIKBEENBERR. UTILMRERG

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production

AR RERAR A

EAMERRER AWS BARTHENBRE. YEHFERAT AWS BR (SEEH ) 1, 21
AWS BASEREFAEERSTRNERARMRE, SAMRERRLSL (HIWERFD, &
ARFEHRFMAE ) WRE  NERESHEBSHWEER. BXESEEL , HSH AWS Biling A/ 15
R RO T Sk 4R AR ) AR

T FRPR PR 5

LUT BRBIE A THRE

ERRE

- BORR (B ) WERAFEHE 50,
- RERNEX D KNE,
« TEERTRECHRBZANIRL,

IR

« FIMERLTEME -, NRERNDTFEERTCHEANE  WENFTITEREEZNTREN,

« BRERPTRUITL | aws : RAMBIRCHRERER AWS, AWS R RIEGIZE BUL BTRTT K BFR
£, BETEXNHBTHREZMER,

. REEHVKEXTNTF 1 # 128 4 Unicode Z&F 2 8,
o RERMMETELUTESR : Unicode FB, BF, ZHEAMUTERFRF:_ . / = + - @
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IREERE

. FREENEKEXLDNT 0 F 255 4 Unicode ERFZ ],
« MREEAURZE, B4, ENSBREELTER : Unicode &, HF., ERNUTEESKRT
ﬁ:_ ./ =t - @

{# A Secrets Manager &l & 510 4R

IETLAE R Secrets Manager 2% & BB R4ANIRE

EiFRIFRIEIIEE , BRMITUTRE -
1. 3TFF Secrets Manager 2 %14,

2. EBESMF |, EEREIENXIE,
3. ERHATE L , EFE—1NFH,

EEZANIRE

ERAFAFEERE L , BEEFZRTF,

ERFE IR
BR tIERH FHSREE.

NI Y B B A AR

1. ERAFAGERRNEL , REHFRZETF  RARERRERS,
2. ERFRITAANRER, EEFRPHANREE (TiL).
3. BEERF. EHMBEFNIRZSHRMEREIIRF,

(® Note
MRFREFEARBA , WRERNETRABZIILERY. BXESEFES , HS5H T #ir
R,

EEF A PIRCER
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MEZRFBIRIRE

1. EFAFAGENEHL  EBHRSET+F , AREREBRIRSZ UMW BRER,
2. EERARTFUBIAIE , SHEFHEOEAEUH,

FEAFRICHLE AWS CLI

AWS CLI #l+F

Example 6] 248 A INFRE

LAF tag-resource Rl ER T a0 E AR IR 1L 1B S B INFR S o

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example[d 247 R/ I ZMRE

LT tag-resource /RGIFF @ B4R M INA MR ER

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M\ Z3 40 0 il BRFR 25

LAF untag-resource ROIMFMNZARBBRA ML, N TFEMNZ |, BRNEHEMER,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

{# F Secrets Manager API #~i2 248

BRI LAEA Secrets Manager API &N, I MBBRIFE ., X6, BSFEUT X

« ListSecrets: ListSecrets ATEENA TZHANHRZ
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+ TagResource : MZARIMNFZ
 Untag : NZRHRBRRIFE

{#F Secrets Manager AWS SDK #~i2 Z4H
EFRFANRE |, BEAUT API #1E :

« ListSecrets: ListSecrets ATEENA THHANGRE
- TagResource : EZARINIRE
« UntagResource : NZ4A D BRRIFZ

BEXMAFEAFAXTEBNEZEELR |, 5 @the section called “AWS SDKs”,
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B X 15 & #l AWS Secrets Manager %4

RN ZHD RSNES AWS X |, Ao hEXERXHNARERF , ATAEXE
WRIAMELEEER, MRLUEFE , BAUNEARAARNIRIETS , REFERENMILE
#l. Secrets Manager AILABSHEE X E H M B HHBBEM T IE | HlNIRENH R REE

BREXE |, BlIARZEEAM ARN SEZAMRE , Fla

« %4 : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIA&RZR4A : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXBXRZHANENER , iS5 AWS Secrets Manager Eft»

HEFEFIEAXENRREENREESIN , ZANESRBEENERER. RAEEHRH
B, BIARREZANEE , A RESHERNEREE. BUNARATRFNEAMR key/value BLX , B
REN X EE R

MBEBRHERAE AL |, Secrets Manager FHEEXFAHRITRARE , TN ZRPAESEEBIMEX
BRWEIARR, ELERMEEMBERIABHANER,

B UEFEEREAN AWS XEHFEHZHR. BE- , MREERHK AWS XiF ( fila AWS GovCloud
(US) SR E X1, ) £ Secrets Manager , M| REEFEIXLE AWS 15K XEBHE ERAMEBIR, BTEE
FEBEA AWS XEFHEAEFZTIIXE , b FTEEFNEMNT L XS 625l X,

ERBAEHES —IMXEzE , B4R RZEE. AXESEE , HTZREE AWS X,

B AAFEZHNXIEPH Secrets Manager ix R , MEEEHZHANAESNXEHEHZEH.
Bx KimT RKFIK |, FSHthe section called “Secrets Manager s 5" EFEAEFIRIES TEME
WM | FERE B2 SRRERKEPHEIRE (DR) M., AWS

HIREFIZEART |, Secrets Manager 24 K — CloudTrail BE%B. BXEZEE , HSH the
section called “fE i & % AWS CloudTrail ",

ENFHERIEMMX (2HE)

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o

2. MNBHAIRLE , BERENESR.
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https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://console.aws.amazon.com/secretsmanager/
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3. ERAFMAGERNEMERZEIFH , FITUTEE —TUHRE

- WMEREHZRP , Fik#R Replicate secret ( EFIZHH ) -

- WMREEHZEH , BT Replicate secret ( EFIZ4H ) Fo , 1%£$F Add Region ( RINXIFH ) -

4. 7E£ Add replica regions XiEES , UITATRE :

o

a. X AWS X , FEREEREAEFRENXE,

b. (Wit )X TMEHRMAP , EFARNEZRN KMS B4, BHRLIN T EIRXFH,
c. (Wik)ERMEMXIE , iFi%#E Add more regions ( RINEZ X1 ) .

d. i%3#% Replicate ( £%) .

AT AIRE 4R 1FMES N E. Replicate secret ( E41%47 ) 2L ERENXEH
Replication status ( E#IRES ) -

AWS CLI
Example ¥ 247 £ #1 ) H b X 33

BATF replicate-secret-to-regions RBIFZEAEHIF eu-west-3, BIARFER AWS FEE AN
FRaws/secretsmanagero

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

ExampletI2ZHAH EFHTE

LT ROl —NERHFEEH R eu-west-3, BIRERAME AWS HEXZE4 aws/
secretsmanager.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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AWS SDK

ES 54 , BFEH ReplicateSecretToRegions tif. BXEZEE |, 55 the section called
“AWS SDKs”,

EHFEIAZEARHA I EE4EA AWS Secrets Manager

BAZARNEZAEFE S —IMBHAWS XE, CEREEZERAMENZAENTHE , EXEH
MEZEAUEATEN KMS 2. TREBY TERAEFRRNARN , EENBRARKRA. BIEBAALR
ST RIARHEETRANERE | AERIFNBERNIEILER. XEZANEXT2EHFIRI RS,

EXRETTRNERT  ATEAESEATAARNRIRA U ENTORRERRE R, &
% MABNEABRABARS  ATEEESEABAALNRIBEA.

MEARBNARZR , BELERENNNAEFRERMILFH,

LRI A AR |, Secrets Manager 2% K — CloudTrail BE%B. BXEZEE , HSH the
section called “fE & 3% AWS CloudTrail 7

ARBIAER (#£HE)

1. &% Secrets Manager , M1t 7 https://console.aws.amazon.com/secretsmanager/o

2. SMERIERXIE,

3. 71E Secrets ( %40 ) FIxRI L , ERBAREH,

4, HERARZPFMEERNEL , % Promote to standalone secret ( AR RIRILEF4 ) -

5. 1E Promote replica to standalone secret ( FRIARARNIMILZR ) NEFEP , WAXE , RAFk
% Promote replica ( I2HEIA ) .

AWS CLI

Exampleff Bl R ZRRHA N EZ4A

BAR stop-replication-to-replica ROIFMBRBIRNZASERA 2 BNEE., BIXRFZHRERR
XBHPEREANEZEH, EXAMNEIARXBHAEA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret
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AWS SDK

ENEIARRPAR NN R4 |, B StopReplicationToReplica i H. BHUTAMEIA 4 X
ARk S. BXEZEER , B35 5 the section called “AWS SDKs”,

B Lk AWS Secrets Manager £ %

BT AR ReplicateSecretToRegions MITEHIRIEMA CreateSecret SIERHITE
H , HicanREERFIEAFEFIEE , BRMNBWEMEIE'EE AddReplicaRegions SHHVRE. &
DENRBRKRESREM Condition B8 , MXATFRRAMBIRXFWIRME, BXRETUERNEZHE
4, BSRET KR,

ExampleBf 1L & HI1FR

TR ROIER T WA R F A R RMNEI A X HRE, X7 BBy A P EREY
ReplicateSecretToRegions M CreateSecret EFIZEH,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}
]
}

ExamplefX 7o ¥ @45 E X #1124 & B R
LUT SRR R T A R VF AT R IR AF -
- BIEBRAMTES
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- QIEFRAHEFBNULTEENMERN X
- EFRASHEVTEENME AKX

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

]I
"Resource": "*",
"Condition": {
"ForAllValues:StringlLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

HEBR AWS Secrets Manager £ #l# &

AWS Secrets Manager EFITEH T EMHRERRMAK. EREFAEFIAMHNER , BRI MITHUT
BEz—:

- AM DescribeSecret API &4E
« &F AWS CloudTrail ;&)

FEEHIRMAT
- WMBREKETANZRARAE , Secrets Manager 2FF1ZFAM IR X 15 BB,

HEE £ 5lR 3 70
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- MERDEFNZHARE , NEMNFREEZIERXFH , EXEER
RemoveRegionsFromReplication APl R{EFFH A ER,

ST &8N BESI KM — LR LFR.,
0 X 18 P 7 B A E R RV B4

NUEERWFEE , TUABSRAXBFINEERENEH, EWES  AEEEREFNEES , &EE

=3

I o

KMS 48 £33 B 7 AR BRRERE #,

Secrets Manager B AMBEZFH , AEEABARXEFEH KMS ZHEFHMNEE, MRBEEXFGF
SRBEMZZP kms :Decrypt R , MLBEEEIR. EFA aws/secretsmanager S KMS
BN EH W RZHITINE , BEEXNBHA T kms : GenerateDataKey M kms:Encrypt. &S
Fthe section called “KMS Z#4A KX BR”,

KMS ZA B ZASE RKE

MR EXEARNNBZZAWZHRMBER , W Secrets Manager T EE HZHWZR, BFELERT N
ZE MRREFEEEFACEADMERNOMEZRAMEZN BEXIRERAE , hAIgERENE IR, BX
Secrets Manager SIAIMNZRMEE |, S the section called “F4A B A ER", BERIEH | &7
DANE#H O EMEBEMRA , LUE Secrets Manager A MBI B ZANHB TN, BXEZER , S
FEAMENNEZEZR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

& AR B REE SR XE,

BXROMAEAXENER , 5 AWS KFEBESEREMPHNEE AWS XiF,

RERXEHFERHERNER. n
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MHIRENFS 2 AWS Secrets Manager

LR KRBT |, Secrets Manager 24— CloudTrail BE%B. BXEZEER , 50 the
section called “fE A &% AWS CloudTrail 7

FBAIUERAUT AR RBAE :

« {#F Java JREX Secrets Manager Z4A{E

+ {8 Python 3REX Secrets Manager Z4A{E

« {HF NET 3REl Secrets Manager Z4A{E

» {# Go JRE Secrets Manager Z4R{E

+ {# 3 Rust 3RE Secrets Manager Z4A{E

« 7£II 5% Elastic Kubernetes Service £ ] AWS Secrets Manager %4
+ 1£ AWS Lambda E¥H £ AWS Secrets Manager % 4R

- A AWS Secrets Manager &

s £ C++ AWS 4T & T B G3REX Secrets Manager 2418
« {£F JavaScript AWS SDK 3RER Secrets Manager Z A&

+ {#F Kotlin AWS SDK 3REX Secrets Manager B %4018

« £ PHP AWS F & T E‘@3REX Secrets Manager Z4A{E

« {#£/A Ruby AWS SDK #kREX Secrets Manager Z4A{&

o EAIREEEAE AWS CLI

- £ AWS 2 &8 FRIEHE

« 7= {EH AWS Secrets Manager % AWS Batch

« %&£ CloudFormation % JR F 3R EX AWS Secrets Manager #%

« 7£ GitHub T/ AWS Secrets Manager #4 %

» 8 AWS Secrets Manager F GitLab

« FER{EA AWS Secrets Manager ## AWS loT Greengrass
- ESHFHPER AWS Secrets Manager 48
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£ Java 3REY Secrets Manager Z4A{E

ENRARES , A LlBdAAGetSecretValuesiBatchGetSecretValueEE—NARRFFRE
B ER AWS SDKs, ™ , BINBENEESFAZEF REEXREFLENZHE. EEZHIULURS
RE HERARK A

EFARAFNEIDERIBIEE | B LEH Secrets Manager SQL EERHERF , CHETERN
JDBC BzEF. TREATFImER , R A SAEEAA Secrets Manager APls By A<,

FB;
- £/ Java MIEF IR E FIREN Secrets Manager Z4A1E

« f£f JDBC 1 AWS Secrets Manager 248 FZIEERE S SQL HIEE
- {#£/ Java AWS SDK 3REX Secrets Manager 4318

£/ Java FI&E Fin & 73R Secrets Manager Z4R{E

ERRZAN , BULUER Secrets Manager EF Java WETFHHREEFERL , UBEREH. R
RERFZEALEM Secrets Manager P RZHAMNIEEEMR. BT A Secrets Manager EE{J %
APls , Rt EAEFAURER LS. BXRRBHANMERE , H50H REEHA,

EEERN RISV ER (LRU) , B YEELMAERRABAN  CLAEAREERRONRA.
FERET  EEASPINRF—ARE, CUNREEEETRFSANME , A TNENIBAR
RHSUFIMES AL,

—BERBEFSIA  EFETFHTERFUKER, EEXETLREFIAN. EFXINETEEFE
B A MARMEMNBEZEMIUALREMNER, UREFEFANZEM (FMNBEFFNTE ) |
FEARHNEOMBRSG E.

EFEAZEASE , BUTHRUTERYE -
« Java 8 LE SMRANTF K E, ES R Oracle Wit LB Java SE FHi,

ETHRNR , HSH LK S ecrets Manager £ F Java WEEFEEFEFimd 4. GitHub

ERZAHRNEEHIE & |, B Maven pom.xml XHHEBFUTHKBIN, HX Maven WEZE
B , 53" Apache Maven Project Mt E#Y (AR

<dependency>
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<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , FEH NRSE,

SE
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Examplef &R %A

LTREROERTRREAFZHEN Lambda B, TEREERBLERF 2AXRMCEFNRE
XK , Rt mREBFRFAZ Lambda BE , ER2YZEFAZ AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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}

SecretCache

& T M Secrets Manager RN ZHRNANFRERF, EEA the section called “getSecretString” 2
the section called “getSecretBinary” NEFH K FRH4A. BAIUBTE AMEEHFH the section
called “SecretCacheConfiguration” X RKEEEFIRE.

BERABERPENNEZEL , FSH the section called “Java EEFPIRERE",

FE B
public SecretCache()

EAT SecretCache M RAERIAEIE R,
public SecretCache(AWSSecretsManagerClientBuilder builder)

{# /A Secrets Manager & i ( £ AIRMHM AWSSecretsManagerClientBuilder #I2 ) #3i&
FEF, FRLEERRBEEN Secrets Manager &F % , FlIERAE — 4 EXEEHKR-

public SecretCache(AWSSecretsManager client)

EEARMM AWSSecretsManagerClient MEN R ER, FHILMEEEREEE YL Secrets
Manager & F s , Bla04E AR — 4 E X8 5w Ko

public SecretCache(SecretCacheConfiguration config)

BEEFARMEMN the section called “SecretCacheConfiguration” ¥EHRBEE,

7k

getSecretString

public String getSecretString(final String secretld)

M Secrets Manager # 8 RFRF&EH4A. RE String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretlId)

M Secrets Manager F#3%& —# 240, BE ByteBuffer,
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RAriEmE

refreshNow

public boolean refreshNow(final String secretId) throws

InterruptedException

BEIREER. WRBFHTEXAER , FHERE true , BNFIRE false,

close
public void close()
XIAEF,

SecretCacheConfiguration

& T the section called “SecretCache” WERFEEXEI , fIMMKFAEFEXNNEEFERHANEFRE

(TTL)o

public SecretCacheConfiguration

BT SecretCacheConfiguration 3 RIERIAIERKE,
ik

getClient

public AWSSecretsManager getClient()

BREIZEEFEMNFRRRFLAM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

REZFENFREZZRPBEM AWSSecretsManagerClient BF i,

getCacheHook
public SecretCacheHook getCacheHook()

RERATFIEHELFEIHH the section called “SecretCacheHook” # 0,

Java BERFRET
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RAriEmE

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

B H TEHEFERR the section called “SecretCacheHook” # 0,

getMaxCache X /)»

public int getMaxCacheSize()

RE{HAEFEKRN. BIAMERN 1024 MNEHR.
setMaxCache K /)»

public void setMaxCacheSize(int maxCacheSize)
REBAREFERD, BIAMEN 1024 MEH.
getCacheltemTTL

public long getCacheIltemTTL()

BREEEZFIEN TIL ( AZEMNEN ) , HEEFEREIL TTL &, EEFFHM

AWSSecretsManagerClient R ZRZZAMFEIR, FIAERN 1 Iet ( LZERNEN ),

ETTIL ZEERZHAN , EFHRTHFEH. MRRTRIFAKR , REFRES I ZF4,
setCacheltemTTL
public void setCacheItemTTL(long cacheltemTTL)

NEZFMBERE TTL ( LEVHEN ), SEEFHRHAEIL TTL &, ZFFMN

AWSSecretsManagerClient AR RIZFZHAVFEIAR, BINER 1 /Det (AEZERREN ),

getVersionStage

public String getVersionStage()

EEEERENERNRE, BXESEER , BSHAEHARE. BIAEAN "AWSCURRENT",

setVersionStage

public void setVersionStage(String versionStage)

RELEZENEZHANRE, BXELZEE , BSRAEHARSE., BIAMER "AWSCURRENT",

Java BERFRET
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SecretCacheConfiguration 5% /= —i2

public SecretCacheConfiguration withClient(AWSSecretsManager client)

®iE AWSSecretsManagerClient MM RZH, BREEEHZENEFNEH
SecretCacheConfiguration X%,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
REATEHANFHREFNEQD., BEEEMRENENGHN SecretCacheConfiguration K.
SecretCacheConfiguration withMaxCache X />

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
REFAEFAD. BREEEHIREMNERH/GEHW SecretCacheConfiguration XK,
SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

NEZFUMERE TTL ( UEWREN ), HEEEZHBEISL TTL &, EFEM
AWSSecretsManagerClient FRRIZFHAVFHEIR, RIAER 1 /Mot (LB REN ), REE
BIFRBHWEHER SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

RELERFNZHANERE, BXEZER , BSRZHERE. REEEHRENEHEH
SecretCacheConfiguration XK.,

SecretCacheHook

BT HEH 3 the section called “SecretCache” RELEN F# T EFEH M RANITIRENED,

put

Object put(final Object o)
EENRUFFEIEED.
BREZEFHEEZRFFHINR,
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A

Object get(final Object cachedObject)

MEZTFEXNRIREN R,

BREENEFPIREIITR

£/ JDBC H1 AWS Secrets Manager Z4A Y ZIEE#EE| SQL BUIEE

£ Java RLAREF S , /RATLAEA Secrets Manager SQL Connection X 3h 72 F F F 1264 1E Secrets
Manager R EYEIEIEZ S| MySQL, PostgreSQL MSSQLServer, Oracle, Db2 Hl Redshift 2 3#&E .
BRI EFHLIEER JDBC BEF , RETLER JDBC HAXRGRKEE, B2 , £F
MREZEBAFBNHE , MRIRHZHEN ID. WHEFFHEA Secrets Manager KK RFHAE ,
REERAZAPNEILEZIREE. RIBRFLFEA Java BERRETFEREFEIL , XBEREKH
E?ﬁﬁdﬂ'ﬁgﬂﬁﬁ Secrets Manager, BRIAMBRT , RFLB/DEBIF —IX , AERRZAR R
. ERBER , 155 #Mthe section called “SecretCacheConfiguration”s

&I LM GitHub® FEIRA B
E A Secrets Manager SQL EERZEF :

- BHNARFSLILT Java 8 RESRAAF,
. BRBBASTMAUTZ2— -
o FHA JSON EHFHBIEEFEZRH. ERERI , B Secrets Manager ##| & P EFRAHERE
Retrieve secret value ( REHE4AE ) . H¥F , LBIE AWS CLIHget-secret-value,
» Amazon RDS £EHH. N THERS , YAERVERNEERLMKA,
« Amazon Redshift FEH . W TIHEBA , YA EERILEEMNIEERK[LMK D,

MRESHBEFEEF D HMXE , EEERS —MNXEFPHEIRKERE |, FENEREEMNIEEXERS
Mg O, EBALUNXIEEEZE RIENTFI key/lvalue NFHEEZHH, SSM Parameter Store ZEH =,
EHRBREDR,

EFRAHBRFFMEIE & , E1E Maven BEXH pom. xml FRZEZIEFRIMATRET, BHX
EZEE , 55 H Maven Central 17 EM 15 £ Secrets Manager SQL E#E,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>
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</dependency>

B RRFERRINETIERHEFSE, MREE Amazon EKS EETRFEF , ©ARESKRIEEET
W RNEILE , MASKEBRSKFAACE, EFRLEH , 5% com.amazonaws : aws-java-sdk-
sts BARA 1 ERMKBLURINE Gradle = Maven T H Iﬁ:o

Effsecretsmanager.propertiesX#Hi&E AWS PrivateLink DNS &1 &= URL fX1 |,
ITUUT 84 -

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EBEFXIH , iHI®E AWS_SECRET_JDBC_REGION HEFZFEHXT
secretsmanager.properties XHHITUTEX :

drivers.region = region

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , F5H RS E,

o
- BEVERIEFENERE
B EER S MmO EEE
« 5 c3p0 FEEMEE T IEE
£/ c3p0 EFE MBI IEE in S Mim O K L iE#E

B ESWEENEE

THNRTERT MAERAZATNEIENEZEERIERREEFNERE. BYEEE L&A
JDBC HAXRILREHEE. BXEZFER , FSM Java XML ER JDBC EAt A,

MySQL

// Load the JDBC driver
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Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
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conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInsta

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";
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// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

B 48 T v 2 i O 22 3
LR RBER T tfAE A Z A PRI R EN R QMR Q2 SERIEENIEE,

Amazon RDS T EZAFNSIEHEEN RS MiKO, EFEAH Amazon RDS EEMWRAHM EEUEE
BEIBEE  BEREPIEEIXLEI,

SHZEEMXENZATUREEEIXEHEENER , EEFNZEANTE5EREATEANERE
BR. BNMEIFAEERZAERE, EERAPFEXEEREE , BHLE T SRMXE R OE S50
E % key/value X,

BiEEE , B0 #EH JDBC ARG RIBIERE, EXEZER , BSH Java XML LAY JDBC &
fiti AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
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Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JIDBC driver
Class.forName( "com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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55 c3p0 FEEEME T iE#E

LR RBIERT SAIER c3p0.properties XHEVUEED , ZXHERAEIRFNBEHRFIRERE
IEREEERE. X TF user M jdbcUrl , EH AR ID LB EEED. AT, BUUNZHPRERE
B PRxSEEREEMEAREREE. AXEZEER , SR Java XML LR JDBC Eit Al

Ho
A% c3p0 WEZER |, i3 Machinery For Change M5 £ c3p0,

MySQL

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=secretId

Oracle

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId

MSSQLServer

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretId

Db2

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId
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Redshift

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

£/ c3p0 BT 15 T i /M i A SR 3% 4

AT RBERT MmIfEA c3p0.properties XHEINEEMN , ZXHFEARIEFBEIEENIRKS
MiFORRZFAFNEIL, AE , BULUNZ PR RERE , #431“3("”5 EZEAETAEMBREREE
BXREZER , 2 H Java XML LR JDBC A AR,

Amazon RDS HEZATBIEHIEEN RS MEOD., EFHAH Amazon RDS EEMZ AT EEILE
EIWEE  BERBHIEEXEEIL,

SEHZEMXENZATUAREEZEIXEHEENIER , EEFNZANTIEEREATEANERE
BE. SMEAHEEREBHAEE. EEZPAPFHEXKEEEES , BALRT SMXEHEDOE SR
¥ % key/value 3,

MySQL

c3p0@.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretld
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c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0@.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000

Redshift

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

£/ Java AWS SDK 3RHX Secrets Manager 243 {E

ENARRES , BB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B WE AWS SDKs, 7 , RIMNBNEBLFERAZEF REFEREFENFHE. EEFHATLURS
R E HBREKA

- MBENBFEEZITEHERESD |, B Secrets Manager SQL E IRz 12 71§ Bh 4B P AV EIE
EEBIBIERE.

« WFHMKRBHERLE | #FH Secrets Manager £F Java WEFEH , REEER
GetSecretValue = BatchGetSecretValue @A SDK,

LT RBREERINMFER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*
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* For more information, see the following documentation topic:
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html
* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[Q];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();
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GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

# F Python 3REX Secrets Manager Z4A{E

ERAREF , BB AGetSecretValuesiBatchGetSecretValueEE—NARFHPREK
B WA AWS SDKs, 7 , BINEWEEBZFEAZTFREFTREFENRAE. EEEATURS
R H BRAR AR,

FB

 {£A Python F&E Fix&EFIKEL Secrets Manager Z4A{E

{5 Python AWS SDK 3REX Secrets Manager Z4A{E

 {£A Python AWS SDK 3R EX—#t Secrets Manager %418

£ Python F1& F ik &R F3REX Secrets Manager Z4A{E

ERRFAN , BALIER Secrets Manager £ F Python WEFHMGREFZL , URBKEA.
KREEEFEHALM Secrets Manager PR RZLANEEE R, HTIAA Secrets Manager FEE {5
APls , At ERAETFAURERER, BEXREBHANAER E , SR REER,

ZERBNREKOER (LRU) , REEEFLMERENEZRAN , e2EZFRIEERZONEH.
RERET , EFEREPHRHFH —AWE, EUUEEEEFPRMZANIE ST UEAIFAL
R LURINE Z I Ee.

—BRAEFSIR  EEETSHTEFNRER, EEXRETLREEFIN. EEXINETERFE
5 MARMENBZEUEFIUZEMNER, NREFRFNNZ LK (HIONZEERFFHEE ) |
FEARMNEONMBRSG E.

EFERAZEHN  BYXTHEEATERE -
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+ Python 3.6 RE SR,

* botocore 1.12 HE FHIRA, HZFEH T Python M Botocore FIAWS SDK,

« setuptools_scm 3.2 ESHA., M https://pypi, org/project/setuptools-scm/o

ETHRNR , 538 LK S ecrets Manager &F Python WEEFEEF isHHEF. GitHub

EREAEH | BEAUTSHES,
$ pip install aws-secretsmanager-caching

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , FEH RS E,

SE

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Examplett 3 % 47

LA 7R 451358 B AT 3R BN & S Y Z AR WL B {Bmy secret,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')
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SecretCache

EA T M Secrets Manager ® R FEANANFETF. EFEA the section called “get_secret_string” 2,
the section called “get_secret_binary” NEFHFRZER, B UBETE AEEHFPRY the section
called “SecretCacheConfig” W RRKEBEFIRE.

BXEERHENNEZELR | S the section called “Python 5%& Fif&E1E",

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ULTRAARE :

* get_secret_string

» get_secret_binary

get_secret_string
KRBRHFHEE

BEREE

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

2
+ secret_id ( ZfFH) : [HXFE] BHPANBHI ARN,

- version_stage ( F&H ) : LERZENBANRE, BXEZEER |, 55 secret
versions, ERIAEN“AWSCURRENT”,

REIRHE

FREH

get_secret_binary

R REH —HHIE,
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BEREE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

28
- secret_id ( Ff&F&H ) : [4F) BHHBFHI ARN,

- version_stage ( F&H ) : LERZENBANRE, BXEZEER |, 55 secret
versions, ERIAEN“AWSCURRENT”,

REIH

base64 4B H F I H

SecretCacheConfig

& AT the section called “SecretCache” W EFEREIEI , fINEAEFEX/NNEEFEZANEENRE
(TTL)o

5%

max_cache_size (int)
BRAEZFERD. BIAMERN 1024 NEH,
exception_retry_delay_base (int)
BIREREHBERCAZESFHFNDE. BAERN 1.
exception_retry_growth_factor (int)pur

ATUHEERAMBER 2 BFFHENERIE. MIAMER 2.

exception_retry_delay_max (int)

EABMBERBAFBESHNRKEE (AR AEN ) . RIAMER 3600,

default_version_stage (str)

REZENZHNRAE. BXRESER , FSRAEBEHRAE, FRINESR 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEEFHHACECHZTESFNVE. BIAMEN 3600,
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RAriEmE

secret_cache_hook (SecretCacheHook)

SecretCacheHook HMRFEMEH., BERIAERN None,

SecretCacheHook

B T3 the section called “SecretCache” FRLLEN F T EEFEH M RANITIRENED,

UTRARARBE:
 put
c A

put

ENRAFRERTRMTES.

BERIEE

response = hook.put(
obj='secret_object'

)

e
* obj (WR) - [£F] BHRHTSBHAHXNR

REIRE

object

A
MEZFERRITREN R,

BEREE

response = hook.get(
obj='secret_object'

)

Python 5% Fin&E1F
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5%

« obj (XR) : [XF] BHAREEBHAIXNR,
p YIRSyl
object

@IlnjectSecretString

MBS EE — AN BR4A ID FHFEH the section called “SecretCache” fERBIT NS, ZE M IFIR
CZ4AFHFERE, RAXNEBE—NZRHFE,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@IlnjectKeywordedSecretString

HEIMGBEE—NBR4A ID B PEH the section called “SecretCache” ERBIFA NS, HEBTEN
CAXHBP NSRG4 H JSON &, BEAXTEBE— JSON &N FEHFE,

»Fa&tt JSON HZ4A :

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

THEMNROETRT WA NZEFIRE username # password A JSON 1B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()
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@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

’

£/ Python AWS SDK 3REX Secrets Manager Z4A{&

ENARES , B Ll@B T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B AWS SDKs, T , BINBNEESFAZRF REFREFLENZRAE. EEZHULURES
R E HBREAA

3 F Python MR , B Secrets Manager EF Python W& FH AR EEMFER
get_secret_value = batch_get_secret_value @A SDK,

DT RBRAVERIMAMFER GetSecretValue,
FREMR : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3
import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1ogging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:

# Validate secret_name
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if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {e}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise
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£/ Python AWS SDK 3REX—#t Secrets Manager Z4A{E
TR REER T a{AIRENL & Secrets Manager Z4R1H.
FRERR :

* secretsmanager:BatchGetSecretValue
- WERZENETNFPIAE secretsmanager:GetSecretValue MR,
- MREFEATELEST WX LA secretsmanager:ListSecrets,

BRI REE R , iFS 1 the section called “RfI : #tEH FE—HZEAENNE,

/A Important

MREH VPCE FIELELEEREZNEHATREL NWZHERE , N
BatchGetSecretValue AF&REEMMFE , HF ALRE4E IR,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:

secrets = []

response = self.client.batch_get_secret_value(
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Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)l}.")
raise

£ .NET 3REX Secrets Manager Z4AE

ENARES , B BT AAGetSecretValuesiBatchGetSecretValueEF—MARFFRE
BHMER AWS SDKs, T , BINBENEESFAZERF REFREFENZAE,. EEZHULURES
R E H R

E&
- £/ .NET & imEFIRE Secrets Manager Z4A{E
 fEFIREX Secrets Manager B9 Z4A{E SDK for .NET

£ NET M&EFin&FIRE Secrets Manager Z4A{E

ERRFZHAN , BRI LUEA Secrets Manager EF NET WRFAGREFEZR , UBEREA, B
REEEFZHLEM Secrets Manager F R RRLAMNEREEMR, EE?iﬂ}ﬂ Secrets Manager EE{1 %
APls , RttEREFIURER LR, BXRZZHANMELE , BSH RIEHA.

ZERBANBOEDER (LRU) , ALSAEELAERENBRAN , e2EZFAREERARIHER,
RERET , RFERE/PIHRHFH —XAWE, EUUEEEEFPRMEZANIE ST EHIFAR
FRHRLURINE S hEE.
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—BERBEFSIA , EFET2HTRAGFMREE, EFEXRTIBEFLIN. EFRINETEESR
B A MARMEMNELZLHIUALZLUNER, UREFZFIANZELE (HUNBEEFHHEE ) |
-lﬁ'fiﬁﬁj:ﬁE{/\EIJED*um%jj_lfo

EFERAZEAN  BYITHEEATHRE -

« .NET Framework 4.6.2 S{E G4 , 58#& .NET Standard 2.0 RE 5 ik4~, &S % Microsoft .NET
M EB R EC.NET,

« SEA T .NET B9 AWS SDK, &2 fthe section called “AWS SDKs”,

ETERARDB , BSE LMW “NET EEEFim” GitHub,

EFRERTF , BANE#TESML , REEMA GetSecretString = GetSecretBinary BE®
. EELERERN , EEFEREZEANSEFEILX,

KR
c BRI TR -

- HEEMTEBFHEITTS NET CLI 75,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

«  HTIRGEZE|IARMEIER . csproj XHHF,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

PREBARR -

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BRESER , F5H NRSE,
S

» SecretsManagerCache
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» SecretCacheConfiguration

» |SecretCacheHook

Examplett 3 % 47
DTFREBRFIERT —FMRER AIMySecret BN F £,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{
string MySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}

Examplelit & 4 F64 8 (TTL) EF R FIFLLR A

UTRBREERT —MRRBENNEAMySecret 8 TTL BEERIFIGEMNEIRERN 24 PR FE
o

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample
{
public class CachingExample

{

private const string MySecretName = "MySecret";
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private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{

CacheItemTTL = 86400000

};

private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext

context)
{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

EF T M Secrets Manager R ZRANWRNEFERF, EFEH the section called “GetSecretString” =
the section called “GetSecretBinary” NEF R RFEH, EAIABEREZ AREERBHPH the section
called “SecretCacheConfiguration” 3 RKE & E1FRE.

EXEERFIENNEZELR |, i3 the section called “NET 5&FiRERE",

public SecretsManagerCache()

FEAT SecretsManagerCache R BINGE R

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£ Secrets Manager & /i ( A REH AmazonSecretsManagerClient 812 ) & EBF. £
At ¥ &R T B E X Secrets Manager & F i , liERAE — 4 EXIHH LT 2.

e

secretsManager

AmazonSecretsManagerClientE M F 18 FEH 5,
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public SecretsManagerCache(SecretCacheConfiguration config)

{8 AR LAY the section called “SecretCacheConfiguration” ¥3i& #2348 & 17, {5 L #38 B Bk &
BEXR7T , INEEENZABERERIFME,

2

config

%

—\ the section called “SecretCacheConfiguration” , EH 2 EEFNEREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

£ A E A IRt AmazonSecretsManagerClientf 812 # Secrets Manager & /= i ¥ 15 $TH &

£, the section called “SecretCacheConfiguration”ff F Lt ¥31& B ¥ °] B i€ XL Secrets Manager &
Fiw , SIMEAX —BEXHRLET/RUAREEEZF , INEZFNEBEABRERARIFMNE,
S

secretsManager

AmazonSecretsManagerClientEM F 1 KL%,

config

— the section called “SecretCacheConfiguration” , EF 2 EEZEFZNEERE .

7k

GetSecretString

public async Task<String> GetSecretString(String secretld)
M Secrets Manager P RF AR ZH,

]

secretld

BERRNEZEH ARN HE o

GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretId)

NET EEFIRER 103


https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/SecretsManager/TSecretsManagerClient.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/SecretsManager/TSecretsManagerClient.html

AWS Secrets Manager ArfEm

M Secrets Manager 16 38 — # #2840,

S8
secretld

BERRNEZEH ARN HE o

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

B M Secrets Manager iHRZHE , AFEATANEREFTEF. WRSEIENERERE , BHoE—
N EFZB. MERIFRID , WIRE true,

BH
secretld

BERRNEZEH ARN HE o

GetCachedSecret
public SecretCacheltem GetCachedSecret(string secretld)

REEEZANEFRE (NMREFHFEZZEH ) o BN, M Secret Manager iz RFHH , H o
B-1THEFEHE.

S8
secretld

BRRWEZH ARN Ao

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZE Bk , SR KEFEXNIEEEFZR
B FERTE (TTL).
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Properties
CacheltemTTL
public uint CacheltemTTL { get; set; }

FEFEWMEN TTIL ( AER BN ) ., BRIMEN 3600000 ZEREK 1 Net, HAEN 4294967295 ms
B 49.7 Ko

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RAREFKRD, BIAMER 1024 MEH. HRAEN 65535,

VersionStage

public string VersionStage { get; set; }

BEEZFNERANRE. BXEZEER , BSREHAERE. MINMEN "AWSCURRENT",
& i

public IAmazonSecretsManager Client { get; set; }

AmazonSecretsManagerClient EM AR ZHER, MR R null , EEFEIML—DIHEF K. RINE
ﬁg null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

—\ the section called “ISecretCacheHook”,

ISecretCacheHook

B F #4493 the section called “SecretsManagerCache” FEAMEX 174 T EE TN ZAMITIRIERNEE
Ho

&
Put

object Put(object o0);

HEZNRUAFHIEFP,
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BREEFRHEZFTHXNR,
IREX

object Get(object cachedObject);
MEZEFEXNRIRET R,

BREENEFPRERNTR

{# FA3REY Secrets Manager #Y 224 {8 SDK for .NET

ENAREREY , B LlBETAHGetSecretValuediBatchGetSecretValueEE—NARFFIRE
B AWS SDKs, T |, BINENEESFAZEF REFREFLENZHE. EEZHULUES
RE H R

FF NET MARRF , 5 Secrets Manager 2F NET WEFANGSHEZEMER GetSecretValue
= BatchGetSecretValue A SDK,

AR RGERNAIER GetSecretValue,

FIFEMR : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve

/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;
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IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);

if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WriteLine("No secret value was returned.");
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
Secretld = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.

};
GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.

SDK for .NET
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try
{
response = await client.GetSecretValueAsync(request);
}
catch (AmazonSecretsManagerException e)
{
Console.WriteLine($"Error: {e.Messagel}");
}

return response;

/// <summary>
/// Decodes the secret returned by the call to GetSecretValueAsync and

/// returns it to the calling program.

/// </summary>

/// <param name="response">A GetSecretValueResponse object containing

/// the requested secret value returned by GetSecretValueAsync.</param>

/// <returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{
// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;

SDK for .NET
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£ Go 3RE Secrets Manager Z4A{E

ERARRFRT , B L@ AMHGetSecretValuemBatchGetSecretValueEF—RNABRFFRE
B AWS SDKs, 7 , RIMNEWNEESFAZEFRETREFENBHAE. EEEZHITURS
R E HBRIER A,

E&A

- £/ Go MEFImEFIREL Secrets Manager Z4{E

- £/ Go AWS SDK JRER Secrets Manager 4R {8

£ Go M%E Fim4E F3RE Secrets Manager Z4A{E

TR, BULUER Secrets Manager EF Go WEFHAREFZER , UZTPKREH. &
RERFEALEM Secrets Manager P ZZHAMNEEEMR. BT IHA Secrets Manager EE{J %
APls , At ERAEFAUREN LS. BEXRRFBHANELZE , BSH REEH,

FEEMR BEROER (LRU) , U EBEAREARAEHN , CLEFREERBINEH,
RERET , BFaS/ WHF—ARE. CTURBESFHRHEANAE 6 TUENEEAR
REFME S e

—BRAEFSIA  FEETHTEHFNRER, EEXBETLREFIAN. EEXRINETEFE
B A MARMEMBZEURALZLHNER, WREFEFNNRZSY (FlONBERFFHTE ) |
FEARHNEONMBRSG %,

EFAZEAN , BYXTHERUTRE

« AWS SZATF Go #J SDK, &2 Rthe section called “AWS SDKs”,

ETHRNKMB , B35 S ecrets Manager Go &7 % F i GitHubo

Ei%E Go FFRINE , HZSH Go Programming Language Mt E#Y Golang Al 7T,
FrEERR -

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue
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BXREZEER , FEH NRESE.

2=

+ type Cache
« # A CacheConfig

« #8 A\ CacheHook

Examplett 3R % 4A

DTFRBREERTREZHAN Lambda B,
package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (

secretCache = secretcache.New()

7’ —

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager i8R FEEAN AN EFEREF. B the section called “GetSecretString”
the section called “GetSecretBinary” M\ EFH K EZR4H,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()
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// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}

// Instantiate the cache

cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

EXBERAIENNEZEEL |, 1S5 the section called “Go EEFIwEF",

FE
New
func New(optFns ...func(*Cache)) (*Cache, error)

New EFIhEEETMEFEAET , ENHEAERINE. NFLFEDRIL SecretsManager & F ko #
%1t CacheConfig N ERIAE, FERAEBRIAERAKXKNHIEIL LRU &7

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString NEFHIREAEZS ID MMEZNHE, REBAFHTS , NREBHFERMNEREHE
xo

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage \EFHIKEVAE R4 ID MRAM RN BRZFEE, BRERAFZTSE
MRBEXBNRELEIR,

GetSecretBinary

func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {
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GetSecretBinary NEFHIREVEERLA ID WME —#G{E. REZF —HFE , REEXKNER
B4R,

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

A"

GetSecretBinaryWithStage M\ EFHFIREVEE X4 ID MARAH BRI MZE — Bt HlE, RE 240 =3 5l
B, IRBEIMIUIRELE IR,

# A CacheConfig
EATEEHNEFRELT , ANBAEEAN, RIMREMNE , R BEFHANEENE (TTL).

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook
RATE#HIZEFPUENFETEFPIPNBERRITRENED,
FE

Put

Put(data interface{}) interface{}
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ENRAFRERTRMFES.

FREX
Get(data interface{}) interface{}

MEZRTFRRMENS R,

£ Go AWS SDK 3kEY Secrets Manager Z4A{E

ENRARFS , BB A AGetSecretValuesBatchGetSecretValueEE—MNARFHIRE
BHME AWS SDKs, T , BINBNEBSIFAZTF mEFTRERFENZHAE. EEZHITLURES
RE FH BRI A

NF Go MARER , A Secrets Manager £F Go WETFAHAHEEMEA GetSecretValue
BatchGetSecretValue A SDKo

TR RIBROIERT t{A3REX Secrets Manager Z4H{E.

FTEMNPR : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {
log.Fatal(err)
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}
// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)
input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified
}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Exrror())
}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

M Rust 3RHY Secrets Manager %4A{E

ENARREF , BB AAGetSecretValuem®BatchGetSecretValueEF—NARFHRER
EHME AWS SDKs, A , BINBEUEABEFEATFIREFREFENERE, EFBATURS
B H BRAKA AR,

£

« £/ Rust M1& FimEFIRE Secrets Manager Z4A{E

- £/ Rust AWS SDK 3RER Secrets Manager K #4318

£ A Rust #1& F %42 73R EX Secrets Manager Z4A{E

TN , BALUEA Secrets Manager EF Rust WERFAGREFTER , UBWXREA. &
RERFZEALEM Secrets Manager P RZHAMNEEEMR. BT IHA Secrets Manager EE{J %
APls , At ERAEFAURER LS. BEXRRFBHANELZE , BSH REEH,
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ZERBRLHLY (FIFO) , AHIARF4AEF—IEHN , E2EFAKIANEH, RERE
T, EER8/PEBF—XWE, EAUEEATARE :

« max_size - EREKII KRG RN ZRA oI BEF NRAEEFRHI
« ttl - ERERFHRHRDS 2 BIE TV B W N B RAV LAt E,

ZEXRTEFEEFLAN. EEXIANETEFELE  MAEMENBLZEMERALEHENEL, OR
FEFN 2N (HNMBREFRNIE ) , BEARENBERBRESR.

BEFERAZAH , B4AHEE—NEHE tokio B Rust 2021 FFRIFE, BXEZELR , H5 ¥ Rust &
BESME LMW AT,

ETHRARB , HSHEMW S ecrets Manager EF Rust WEEFEEFimd . GitHub

BERREFAMN  BERAUTH S,

cargo add aws_secretsmanager_caching

FTENR -

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BEXEZER , 2R NRSE,
Examplett 3 % 47

LAT 7R 515 BR (AT 3R ER A 0 Y A WL B My Tes to

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time: :Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)

.await

{
Ok(c) => c,
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Err(_) => panic!("Handle this error"),

};

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

i

// Your code here

Examplef£f B E X EEM B E X &FFimLflL &7

T RBIEBANMEEZT , RAERRMENNBRANZHAEMy Test,

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient: :from_buildex(
asm_builder,
NonZeroUsize: :new(10@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = client
.get_secret_value("MyTest", None, None)
.await
{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

1Y

// Your code here

Rust 5&FiR&ERF
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£ Rust AWS SDK 3REY Secrets Manager H) &4 {&

ENARRES , B LlBETAHGetSecretValuediBatchGetSecretValueEE—NARFHIRE
EBHMER AWS SDKs, T , BINENEESFAZEF REFREFLNZHE. EEZHULUES
R E H R

3F Rust NAREF , BEMAET Secrets Manager #J Rust EF4H 4 , REFEHAREEEEH SDK,
GetSecretValue BatchGetSecretValue

LT RBRAEETRT {T3RE Secrets Manager Z4A{E.

FTEMBR : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

£ 53k Elastic Kubernetes Service H 1§ AWS Secrets Manager
4R

EJ¥3k B AWS Secrets Manager (ASCP) MY &4 & R N EEKTE Amazon EKS Pod FHI X , fRATEL
£ Kubernetes S AWS ecrets Store CSI B FHNZANE ERHEEF. ASCP Al 5=1TIL S
T RAMT IE Elastic Kubernetes Service 1.17+ Bi& M, EC2 AWS Fargate X T R4,

£/ ASCP , & A LATE Secrets Manager R 7 HEE R , AFBET Amazon EKS LiZTH ITE
nERE, MRFHAITEZ) JSON BEXWR-BEX , B LUERERE Amazon EKS HESK 247/
EXt, ASCP HJ{£f JMESPath EERERHLAPHR/MEX . ASCP i&i&E A T Parameter Store 2
¥, ASCP REFM#ET Amazon EKS #{TERRIENFE, F—RAERFEARSKSHN IAM A&
(IRSA) , F-RAZRFERAAR[AEN. SR EHEEEEMAH.

EFRSMSH IAM B (IRSA ) 9 ASCP

BE IAM RZ K- AEH ASCP (IRSA) &% 40 AWS Secrets Manager 1E3 X 4FEEZ|
Amazon EKS Pod #, XfAZERTUTER :

- FEFBRRENXHERTIBRREA (pod ) FET,
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- MIEFEATETD® EC2 TV 4/ Amazon EKS 1.17 RE SRS,
« HFEM JSON BRANFZHAPRRIFENR-BEXT T,

BEXEZELR , 58 the section called “fF ASCP 53& T Amazon EKS B IRSA £/

ETARASHH ASCP

ET EKS BR4E 5 H#H ASCP

ETRB[EASMI ASCP TR HEBETREM |, F/L T 15F Amazon EKS REANEE, XM EE
TERATHEERR :

- EEEREYE (pod) RAFHITERHANNXREEERN,

- EAME Amazon EKS iRZA 1.24 HE S RAAT,

- EERSHENTT BT,

EXEZELR , i3 the section called “f ASCP 5&EH T Amazon EKS WA BHBSHER,
EFRIEMN 5L

EET IRSA K ASCP METARZHF MK ASCP ZRIuEER , FEERUTERER :

- 5% EKSversion : Pod Identity EEI D% EKS 1.24+ , ™ CSI BB FERTILE# EKS
117+,

« Z2ER  AREBMHAEREA (pod ) RARHERBMAIEE,
- MEE AREENBELCEANEREFRINE HEERE,

« EXM  ABRESHTEEMWRESKS, |, ATLARLIRE,
EREHEENEAESRIM Amazon EKS P8/ 53,

L% EAT Amazon EKS #J ASCP

AT N EWNALREERAT Amazon EKS B AWS Z4AMELERMRERF . £/ ASCP , A LU Secrets
Manager 9 Z4A MK BB S 3k AWS Systems Manager 45 324322 Amazon EKS Pods &,

FRF M

« Amazon EKS &£

ETRB[AZHH ASCP 118


URLtoVideo

AWS Secrets Manager ArfEm

- BRESGHRAE 1.24 FESKRE

* IRSA IRA 1.17 RE SR
- B AWS CLI Z&EHEEDN
- B9 Amazon EKS B ZEHEE kubectl
« Helm ( KRAS 3.0 REEMRA )

R MBELE ASCP

ASCP T 7£ secrets-store-csi-provider-aws Z4# GitHub EEF % Z], EME I E A TFRIBMEZZHAN
YAML X #R51,

REGRF , BALT ASCP REH £/ FIPS iR, A LT AMIIK , HSMthe section
called “Secrets Manager ¥ 5"

% ASCP 4E% EKS KinéatFZ%

1. ZT¥eksctl ( ZFEiH )
2. BITUTHSUERARAREELRERY

eksctl create addon --cluster <your_cluster> --name aws-secrets-store-csi-driver-
provider

MREBEERYN , FANSTUTREDT !

aws eks create-addon --cluster-name <your_cluster> --addon-name aws-secrets-store-
csi-driver-provider --configuration-values 'file://path/to/config.yaml’

B LR YAML 2 JSON X, EEERANEEZRY , BHITUTERE
a. BITUTHSHIETRENRIRE

aws eks describe-addon-versions --addon-name aws-secrets-store-csi-driver-
provider

b. BETUATHPUEERHFNEELRMY , <version>B#AN E—F PR :

aws eks describe-addon-configuration --addon-name aws-secrets-store-csi-driver-
provider --addon-version <version>
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https://github.com/aws/secrets-store-csi-driver-provider-aws
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£ Helm &% ASCP

1. NARTFHEEEOZFEL , £ helm repo update.
2. TERER. LATR helm install v HHIRA :

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

a. EfFHAFIPS R , BARMELTHRE : --set useFipsEndpoint=true

b. ERETR , BARMUTHRE : --set-json 'k8sThrottlingParams={"qps":
"number of queries per second", "burst": "number of queries per
second"}'

c. MREWESR B2 %%E Secrets Store CSI WHEF , AR THRE ; --set secrets-
store-csi-driver.install=false., X2 ¥I R Secrets Store CSI T IEF1E fKH

M ITRE,
EF#EEPER YAML #HITRE
° ﬁﬁﬁl’;{-lt‘lﬁj%o

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

RiFZ&EER

EUF EKS &8, Secrets Store CSI B EFF ASCP 4N EZEER , BIRBUT SRIZE
1. IRIF EKS £E8NZEER :

eksctl get cluster --name clusterName

Z S MREEREFENER,
2. IS Secrets Store CSI EFEFHNELZEBR :
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kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

BN ZEREEZTHASRYA (pod) , HEMWMT : csi-secrets-store-secrets-store-
csi-driver-xxxo

3. IR ASCP A ZERR :

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

R
NAME READY  STATUS RESTARTS  AGE
csi-secrets-store-provider-aws-12345 1/1 Running ] 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

R B
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

IERNZE AT Running RAKEREA (pod) -
B, MR—YREBER , BNZAEIMEALGHEESIT , BSEEALR, MEBEIFE

PN
T
[ARIE , JEREELERHIRBNRERIRE (pod ) B BEKHEITHEIERR,

1. EEFH ASCP #HENBE , BIE{T !

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws
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2. K& kube-system i BZBPAEREA (pod ) FVRE -

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

FiB S CSI B FM ASCP HXWARA ( pod ) #MNA T EEZIT RS
3. RE CSIEIHEREFMAE :

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

Za T RIREAXERER CSI KRFHES

HbE R
BXF ASCP 5 Amazon EKS £6FAMNEZER , BSHEUTRR :

. JYAEEH B9 5 Amazon EKS &4 FH
« AWS BZEEJE CSI W BFF B GitHub

£ Amazon EKS RfEA® A Pod B8 AWS Z4A ML ER R CSI

AWS BB B IR EFEF5EH T Amazon Elastic Kubernetes Service B9 Pod B RXEBERK , W
Amazon EKS FiEfTHWRARFRETIEENZSME., MLMWEEMNESHMEE. Pod Identity M
Secrets Manager 8 & &AM Parameter Stor AWS Systems Manager e ¥ ES I E{L T Amazon
EKS By

Amazon EKS B854 B0 @I EH#EE Amazon EKS #E#ORENER , BL TIRESE  BLER
Amazon EKS # IAM RSz BE41# , \MfEI{L T A Kubernetes B ARRFELE IAM BRI E, B
HEMATESINERTPHA—NIAM SEMEZTEFEEERE , HEFACSERSUSNERH
inEES, XA ERRATFEACESFANMBRERERE , NTELTRKERE K MAXEIAFET
PLEARZE AR AWS FRREE LT M,

TFRE

1. BRE B HELRNBEEE (pod) 2B IAM BB,
2. ASCP At BE#TEMIKIE. AWS RS
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https://docs.aws.amazon.com/eks/latest/userguide/pod-id-abac.html#pod-id-abac-tags
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3. MRIKEBEN , ASCP 2R RERNWEAHFERHLERE (pod) -

EXEZEE |, 85 (Amazon EKS AF#Er) H M 7 # Amazon EKS BE54H 54 TIERE,

FRFMH

/A Important

XZ=FH Amazon EKS X3 AR884A 517, Amazon EK S Anywhere S &z 3k6] R BITE
B Kubernetes S8~ 1#&FiZIhae. AWS =i Red Hat OpenShift fR$% EC2

« Amazon EKS 58 ( A 1.24 RESRA )
« BELLTHRIFR AWS CLI 1 Amazon EKS £&f kubectl
- HRERIFEAN AWS IKF ( BTFEKF R )

=% Amazon EKS A284A 5 9 HE

ENARASNEERESHER , KHMER Amazon EKS REsA & M A #.
ZEAFASHNRE
EERHLLREARESOREM MEAH

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

B ARESMIRE ASCP

1. SIE—IRKEE , BFXNERE (pod ) FEFENHAN
secretsmanager:GetSecretValue fl secretsmanager:DescribeSecret R, BXE
B Rl , 152 the section called “RHl : ERHE RN ABEANER",

2. PIETHAEAEFHE Amazon EKS RS E4IEERN IAM A6
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Sexvice": "pods.eks.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}

(6 48 B 0 1AM SR

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

3. BIEBRARBAFNXE, BXRA , ESH (Amazon EKS AFIEmE) HHGIERESA S 9 x5
4. BIE SecretProviderClass , ATIEEEERFIREEA (pod ) PHEH -

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

IRSA FIAREH F 97 SecretProviderClass A< EXBIE T A iES K
usePodIdentity, XR2—MNAEFE , ATHESMRIESZ, MRRIEE , MEIAXTRS K
In (IRSA) fFH IAM B,

- EFA EKS Besdd B, BEAUTERE : "true”, "True", "TRUE", "t", "T"
- EHWEFEA IRSA , BEFHEEAUTHEEME : "false", "False", "FALSE", "f", or
WEn
5. EBBHEH /mnt/secrets-store THHRAMAEA (pod) :

¥ ASCP 55E T Amazon EKS WASSA S ER 124


https://docs.aws.amazon.com/eks/latest/userguide/pod-id-association.html#pod-id-association-create
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kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. WMREMEAFE Amazon EKS K& , FRRERFTEN VPC BB AWS STS KinT R, BXx b
Bis mWER , HSH (AWS Identity and Access Management FF#88) H##E0 VPC %

WiF R AR ERIERN

ERIERARBEBRER , FETUTHS :

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

®E Amazon EKS A &54 & LAi5 R Secrets Manager H Y 4R

1. BIE—IRKE , BFXNERE (pod ) FEHRNHEHAN
secretsmanager:GetSecretValue f secretsmanager:DescribeSecret R, BAXxXK
B R~ , 1SR the section called “/R" I - SELAI IR A ZEA BV IUBR”,

2. 7 Secrets Manager F8|E %4 ( IRBESEE—NEH)

P HE R
AL BT HIRREEA (pod ) SPBREE XS IR,
EERBNERHER

1. FERUATWHHREARA (pod) BHFIKR. MREXEEARNGEZEE , BHEA -n
NAMESPACE,

kubectl get pods

2. ER Pod , BEUA T SHPODIDERERE E—5F KK Pod FH Pod ID, 1R &E F
NP R ZEE , B -n NAMESPACE,

kubectl describe pod/PODID
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html

AWS Secrets Manager ArfEm

EE ASCP W%

EERBEREPERESER , BEAT WS FPODIDEEH csi-secrets-store-provider-aws Pod
# 1D

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

¥ AWS BANRE RS CSI SREKS 1AM AEEE M (RSA)
F&BE

- RRFH

o REEZH

- MEEEHNENR

- HEEHEER

FRFZMHF

« Amazon EKS &8 (IR 1.17 RESFRAE )
« BXLATARIGE AWS CLI #l Amazon EKS £ kubectl

RIE U7 R4

ASCP £# % Amazon EKS B B HFERRA IAM B, BT LIE IAM XBERIZ IAM A6
REMNR. % ASCP XA IAM A&rt , EaLliFRIEENNZRA, BRIEFEES IAM £6XxE , BUH
AT G R B4

¥ Amazon EKS &A254 ( pod ) XJ Secrets Manager 5 248 #9 1/ [a] X BR

1. BIE—IMRER , BFXNBHREL (pod ) FEHENBHAN
secretsmanager:GetSecretValue f secretsmanager:DescribeSecret R, BXXK
B =5l , 1§20 the section called “RHl : ERFE RN ABEANE"S

2. AKEFLIE IAM OpenlID Connect (OIDC) 12itH ( MRERE ) . EXEZER , FSH
{Amazon EKS AIF{EE) FH N EEFGIE IAM OIDC REtwE,

$F ASCP 53&E AT Amazon EKS i IRSA £ 126


https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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3. NEBRFK/,OE— IAM SEHRRBHINEZAE, AXESELR , 5K (Amazon EKS A
FiEE) A RSKSIZ IAM A,

4. MREMEAFE Amazon EKS £8 | FRAREFMEN VPC EF AWS STS KirTiR. Bxb)
BinRWEER , BSH (AWS Identity and Access Management FIF#88) H##E D0 VPC i%

/AN 0

BEEERNZH

EE ASCP ML ZAEN XU RS L XHESE Amazon EKS A | IBEER|E — 1 the section

called “SecretProviderClass” YAML X%, SecretProviderClass I 7T EHHN AU R EHER

"*'E“%?'%"’f'ﬁﬂﬁjl#%o SecretProviderClass #4915 % X4 5| AA#Y Amazon EKS &884 ( pod ) T
—MmARZEE,

REAEN R THER

LA 54 BA 35 BA g0 4a] 4 A 7R 451 YAML 324 .yaml 1 ExampleSecretProviderClass.yaml 23485 X
#., ExampleDeployment

£ Amazon EKS #3247

1. f¥ SecretProviderClass A T&ALFA (pod) :

kubectl apply -f ExampleSecretProviderClass.yaml

2. EPEBARI/YA (pod) :

kubectl apply -f ExampleDeployment.yaml

3. ASCP &EH X

HEHEER

FBEHLUES IR AERA (pod ) BBREFAZHUEE R

EERFNHERHES

1. ERANATHSRIAERA (pod ) BMIIKR, MREXBEARAGEEZNR , HEM -n

nameSpace.,
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kubectl get pods

2. EHR Pod , BHEUAT @S HpodIdEREE L —FHREIM Pod FHY Pod ID, MRZRBEARK

INGF B ZEE , EEH -n nameSpace,

kubectl describe pod/podId

EE ASCP 4R

- EERMEATHERESZEE , BEUTWSHPpodIdEA csi-secrets-store-provider-aws Pod
8 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« WIFREHFCER%E SecretProviderClass CRD :

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

Zin S ROREAF X SecretProviderClass BENEBRENWELR,

«  IHiF SecretProviderClass R E& 2B,

kubectl get secretproviderclass SecretProviderClassName -o yaml

AWS HZ B ERHEF KB RH
ASCP B 7358 UE 7 (8] 2 &l 7= 451

R A Amazon EKS B2R4A B RS ( pods.eks.amazonaws.com ) IS & HIRIZLIEN IAM
REE

JSON
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Sexvice": "pods.eks.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}

SecretProviderClass

R LAER YAML R EEFA ASCP £ Amazon EKS H#ER ML, BXRH , ESH the
section called “SecretProviderClass A%,

SecretProviderClass YAML 4

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: name
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

SHFBRISERBERNFMEES.
region

(A ) HLER AWS X Ry —1 MBRFEALFER , ASCP RNT R EAERPER “XE7
ERQEMERFERNITE , BERNBWAEARERSEA (pod ) HEFRHEXE,
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MREEIEE failoverRegion , ASCP £@ZHEMNFAMNXER RF, MREFE—XFIRE 4xx &
% (FNFHRIEEBD ) , ASCP BFLEHEM—NEH. MRMIIM region FREFZEHR ,
N ASCP £#EHiZZ4AE, MBRKIIM region A EREIZ4E , EEK M failoverRegion
hRE 4 , Il ASCP £EHZFHE.

failoverRegion

(it ) MBEEEBERTFER , ASCP 2%t M region RE VW XML FERE EZRH, WRE—
XigIR [E 4xx $5iR ( HlAFBIIEEE ) , ASCP BREHREM—NF. WERKIIM region
hRE 4 , I ASCP 2EHZFHE, MEKRKIIM region PR REZH , BERIIN
failoverRegion F#FRF|%4\ , Il ASCP 2ERZZHAE. BXWNAEAKFERN TS , S
7] ZXFFBPLREE.

pathTranslation

( AliE ) 2R Amazon EKS X4 E B EBESRANECANENSRFR , HIW0 Linux £
HIRHT (/)o ASCP AR B RE D BAANER M. R , ASCP EATREN FRERE
BoRE/F. MRTERALFR , SRFHANTUEL (), Bk, Fl20 My/Path/Secret EH N
My_Path_Secret,

EfEFRAER , FRMAFRE False,

usePodldentity

(AL ) BESHRIES E. WRAREE , WARIANBRSIKS (IRSA) B9 IAM B&,

- EfEA EKS BREASH , HEANUTERE : "true", "True", "TRUE", "t" T "T",

- ERWEMEA IRSA , FIRENUTEEME : "false", "False", "FALSE", "f" & "F",
preferredAddressType

(k) IEERBESHRERSBENELR IP it XE, ZFRVEER EKS BEBE S5 ThAE

NEA , FARSKFH IAM A ERK, BEFXSANE. BRER :

« "ipv4", "IPv4" ‘g "IPV4" — BRHIEA Pod Identity Agent IPv4 iR

« "ipv6""IPv6", T "IPV6" — s@HIEMA Pod Identity Agent IPv6 iR

o RIEE — A auto ImAIERER , £ IPv4 IwR , 1R IPv4 KBIEEE] IPV6 ik
PIE

BEEEHRAN YAML FAF/AH, RINEBWUEA YAML 2TF/FRHEL () F5.
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objectName

PE, BEEERMNWZARSHIWEF. 3T Secrets Manager , X2 SecretId %, Al
BERANK T BN , LA LLREE ARN, XFF SSM Parameter Store , X2 Name , 7]
LRSEEM , AR TE ARN,

objectType

WERTHF Secrets Manager ARN AT objectName , EEX/MRIE A LLR secretsmanager
= ssmparameter,

objectAlias
( AI1% ) Amazon EKS B854 ( pod ) AN 4B, MRFIEERFE , Il objectName
EAXHEETR,

filePermission
(W) 4 \#HFIZHE , EEATERZANXENRE. IRESEEERFE , ©RERIA
ﬂg "0644"0

ObjectVersion

( A% ) BEAMMRAE ID, TEEE , ANBAXERZANESBLINETRIRE ID. BIAERT , £4
BFTRA, mMRBIE failoverRegion , MK FEEKRTE objectVersion,

objectVersionLabel

( Wik ) IRABI BB . BRIANRFTMRA AWSCURRENT, BEXEZER |, 152 H the section
called “BEARA", WMRBIE failoverRegion , M FEREXTRE objectVersionLabel,

JMESPath

( Wik ) ZAPH RS EEE Amazon EKS RESRN X4, EFALTFER , FHELARHA
JSON #&R, MBFERHLFE , ¥METE FFE path M objectAlias,

path

K EZAE JSON FHB-EXHNE. NRZFRESEFH , BEARSISHHEHBTR
X, 0 : path: '"hyphenated-path"'
objectAlias

EEHF Amazon EKS BE4H (pod ) PHIXHE, MRZFRISETH , BEALSS
NEBITE YL , HIW : objectAlias: '"hyphenated-alias"'



https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html#API_GetSecretValue_RequestParameters
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_GetParameter.html#API_GetParameter_RequestParameters
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filePermission

(AL ) 4 (v \HBFRFE  HEATERBHANHENR. IRAREELFER , MEIRKIA
RIS R SR

failoverObiject

(AL ) MREBIEELFE , ASCP 2FHKFEE objectName FIEEMNZEAM
failoverObject objectName FFEHAIEENFH. MREM—NMEE 4xx HiR ( HlU S
BRIEFIA ) , ASCP T aEHEM—1NEH. REIIME objectName R ZREIZ4 |
N ASCP &HEHiZF4AE. MRKRKIIMNE objectName R REIZ4A |, BERIIM KK EE
® objectName HRZREIZ4 , M| ASCP «EH ZFHEH, WRTEUFER , RXTNTETFTHR
objectAlias, BXxIAFEALFENTRAE , ESH ANEBIHMER,

SRUHEBEZATREAN , BEEALTR. BXRNAEERIANTS , E5H 2 XEEH
RBEB.

objectName

KWEBEANEHLNTE ARN, IREA ARN , Il ARN FHXEAIEF B
failoverRegion Tf,

ObjectVersion

( Wik ) BB ID, BAEE objectVersion Efit, TH#E , A ASXEHZHAN
EAMEHARA ID. BINBRT , EARIRA,
objectVersionLabel

(AIE ) iR BB, BRINAFZIRA AWSCURRENT, BXEZEER , S M the
section called “Z4A R4S

BIEE K SecretProviderClass Bt B LR &R H Amazon EKS BE8hiEH %40,
Pod Identity

SecretProviderClass EfE[E— Amazon EKS & FE A 4R |, BITUTERE :

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
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parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass F %

fERIX LR BIH F R/ R 812 SecretProviderClass BLi&,
=Bl B ARN EEREH

S RGIE T AR = MR ER AN HA

- HEE ARN EENZH
- HBMIEENEH
- BHANERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-

dse5f6"
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- objectName: "MySecret3"
objectType: "secretsmanager"

- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

I NEBRRERR-EN
B RGIBEET T 2 M JSON AR B ER S ERNB-EX -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

R B RIER R
R BB T ANl 68 A 4 E S A R IE B A

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username

ASCP =4l 134



AWS Secrets Manager ArfEm

objectAlias: dbusername
filePermission: "0400"

R KRB E B RG
LERBIEEA T Ay B R B R M B .

ZXEBZARBER

e RBIEER T 1A B8 S A XS & S B A BB B 3 R -

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

RMEBEHMESA
B RGIGE T AR R BB IE N Hib 24 ( FIERIAE )

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"
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H R IR

BX ASCP 5 Amazon EKS £6EANEZELR , BSRUTER :

. JARBAHESHS Amazon EKS &5 H
o i AWS Z4AMBEBIRHEEF
« AWS MZEEEE CSI BB FIF B GitHub

£ AWS Lambda BEIE £ A AWS Secrets Manager % %H

AWS Lambda R —METREZHFITERS , AT LEIHEEREERSB[NERATEITR

B, Parameter Store & —I1 AWS Systems ManagerZhat , E B BEHREEBENZAEBREMZEN
PEFME, EBALER AWS S FZE4H Lambda § BRERFMETF Lambda EHEFHH AWS Secrets
Manager ZAMSHEHSH , MEEFARSEFAIES, BXEALTENFEHAER , BFSH
Lambda FF X A RIERHHIIE Lambda E¥ #F Secrets Manager %4f,

¥ Lambda & Secrets Manager Z4A4& & 1

{Lambda FF R A G 1EFE) =M T Lambda BEEH {EH Secrets Manager Z4AW £ H % H, FFIRE
A :
1. #RBBE Lambda EEH F A Secrets Manager Z4 Y step-by-stepHiE# 1TIRIE , HP3IFE -
- FEHAEENEZETE ( Python, Node.js. Java ) €]# Lambda Bk
- & AWS S HMF4A Lambda ¥ RBIER —NEHRN
- BEXENNR
- WERBUNT BHPREZENR
2. TRATREY BTANKREE  2REFRENER
3. THRERZARRARETR

£ VPC A {# M Secrets Manager # Lambda

IR Lambda EREFE VPC Fiz{T , BEEBIE —/ VPC i 2T 8EVE A Secrets Manager, BEXE%
§8 , i5Z 1 the section called “VPC ¥ = ( AWS PrivateLink ) ",
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R AWS S F24A Lambda ¥ &

ZY B LA 3] Secrets Manager %43 #l Parameter Store S8, BxfF¥ E 5 Parameter Store
SHESFERANFMELR |, BSH AWS Systems Manager FAF R HITE Lambda B%k £ F
Parameter Store ¥,

Systems Manager X #4&#E :

- ¥ ZY BWMS Parameter Store Bl &
« ¥ ERME Lambda B EH % 8A

- ATEEY BHWINEEE

- BATRRSHBHRBlmS

- PIEXFNEMTXE ARNs Wi BTEIIR

£ X AWS Secrets Manager ¥

Secrets Manager {CIE Y T/E/RIE

AWS Secrets Manager RER —HE ik HTTP BRS , AIABIEFRELE T EIRE P EA Secrets
Manager FEVZEIN F . B TRESZZA —EFEH

« AWS Lambda

* Amazon Elastic Container Service

* Amazon Elastic Kubernetes Service

* Amazon Elastic Compute Cloud

Secrets Manager RERZZAFNEERFENED , N ATLLER NAR RN EHIREEZSR |, ™
T4 E$ZFHA Secrets Manager. Secrets Manager VI REEIREVEZSR , MAEXN E#1TER.

/A Important
Secrets Manager Agent £ AR IREHH AWS E1E A Secrets Manager. E3iE4 X1 RS 25
ImiERIAE ( SSRF ) WRY , UAihBit BB LE M. BIABERT , Secrets Manager V3
FAREF ML-KEM ZRRMEAN MR ERZENBHARIRE N,
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T % Secrets Manager REEF

Secrets Manager REBFERNEERE , ZEF 2T Secrets Manager REEBFHEE, T2BREUT
KUEHRFERFHEAE

« BRIARIFTSAZER (TTL ) v 300 ®

- BUERAREXHEHR TTL

- ETTL SHFERZAN , MR RERF

(® Note

Secrets Manager REFIIFEEFAN. MRFAEEFFAIH AR , M Secrets
Manager X3 7] BE IR B3 B 1) 2 £A1E

Secrets Manager RIBIREINZ4AE S GetSecretValue WIMNERMEE. FABEEEEPRFITM
2

£

- #J%E Secrets Manager X1

- %% Secrets Manager {12

« f£f Secrets Manager X1 & %40
T ## refreshNow 3

- BLi& Secrets Manager LI

- AIEINEE

- BEIEF

- REFEEM

¥J#E Secrets Manager {3

HEFFtE<m , FRREENEBCHTFEREREFRTEMNMRust TR,

® Note
Bal, £ macOS EWEFH fips SHREWRIBEELUTHEARS I :

T ## Secrets Manager RIEE 17 138
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BIEE N SDKROOT WIMRER |, ZERIRENIZIT xcrun --show-sdk-path WER

RPM-based systems

HET RPM HRE L2

1.

FRE#HEPRMEN install B,

ZHARER SR ER — YR SSRF TEFFEFEMENH /var/Tun/awssmatoken
b, REMABERN awssmatokenreader A A LUEEUZ S A,

EAUEHNNARF NS  CEENNARFEETETHNAP K RMNE
awssmatokenreader A, Hlf , BAILAEA LT usermod S F N AR FIEES X4
KPR , Ed<APP_USER>ERIZTNARBFEWAF ID,

sudo usermod -aG awssmatokenreader <APP_USER>

REIFEIER

EETRPM RS (Bl AL2023 ) k , ZEFRAITEA .
sudo yum -y groupinstall "Development Tools"

&% Rust

R Rust XHEH 2% Rust BB TIRE

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

HERE

£ cargo build an 5 #3% Secrets Manager X :

cargo build --release

IBJF1E target/release/aws_secretsmanager_agent T HREIWHITXH-

% Secrets Manager X2 139
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Debian-based systems
£ ET Debian R S5 LE
1. REFRIE

£ E T Debian R ( 620 Ubuntu ) £ , &% build-essential & :

sudo apt install build-essential
2. &I Rust

R ER Rust #4222 Rust #9154 B 3 1T 4E

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

3. HEMRE

£ cargo build fn 5 #3% Secrets Manager X :

cargo build --release
IBJS1E target/release/aws_secretsmanager_agent T HREIWITXH-

Windows
1£ Windows L#3%
1. BREFERHE

2 B8 Microsoft Windows X #H Y £ Windows L 4t%F Rust 1& & FF & 3545 & # 15 BA 3 1T 3R 4E
2. WERE

£ cargo build fn 5 #3%# Secrets Manager X2 :

cargo build --release

BIF1E target/release/aws_secretsmanager_agent.exe HREIWHITXH-
% Secrets Manager X2 140
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Cross-compile natively
AU R 4miF
1. REXXBEIER

£ mingw-w64 SR AW AITAR ( B0 Ubuntu ) £, REIXEFTEHE .

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

2. 70 Rust WEB R
Z % Windows GNU 4mi¥ B #x :
rustup target add x86_64-pc-windows-gnu
3. #Xt Windows 93

R R im1FEBA T Windows RIRIE :

cargo build --release --target x86_64-pc-windows-gnu

&ERFE target/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe & EI 1T,

Cross compile with Rust cross
£/ Rust R X #ITR X miF

MRREFHEERXmEIE , M LEA Rust RXUB, BXEZER , 5 c https:/
github.com/cross-rs/ross.

/A Important
BAEVCYHEINR R 32GB MM (.,

1. 1%E& Docker
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ZHEHMEE Docker :

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. BLE& Docker PR

AP A 10E Docker 4 :

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. 4% Windows ¥%

BRRX R F R T HAT I

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

#Z ¥ Secrets Manager X

ML T REET RS ITEIRNE,

Amazon EC2
£ 5 %% Secrets Manager X2 EC2
1. S§MIBER X

EREBREE X :

cd aws_secretsmanager_agent/configuration

TREMA

N
[oji

BT EFRRMEA install B4,
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ZHAREZ S E R — YA SSRF THHNEEMENXH /var/Tun/awssmatoken
F, REBABIZER awssmatokenreader A 7] LLUEEUZ S S

3. EENMAEFNER

iz TRARFHWAFPKFARIINE awssmatokenreader A :

sudo usermod -aG awssmatokenreader APP_USER
APP_USEREB#MNZITNARFIEANAF ID,

Container Sidecar

] LAE A Docker ¥ Secrets Manager KEENKMIMBARENARRF—BIZ1T. RE , BN
FEF AT LM Secrets Manager REB IR AR HTTP IRE 25K EH4A, BK Docker WIEE |, S
% Docker 344,

BZ BT Secrets Manager {RIZHI I i1 A 85

1. BIERIE Dockerfile

7 Secrets Manager {SEEFff A 25 812 Dockerfile :

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. tlZENARRF Dockerfile

NIEHE P im N AR F 81— Dockerfileo
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3. BI% Docker Compose X #

2 Docker Compose X RZTEFHLENFZEONHTNEES

/A Important

BRABNE AWS EIEM SSRF T , RAREF S EEFEA Secrets Manager R, Xt
F Amazon EKS #l Amazon ECS , S EUTHZA :

« Amazon EKS A Figm N EE 150 iR
« Amazon ECS FF & A R ERFRH Amazon ECS £ IAM B

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:
context:
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. SHREZ#FIHF

 secrets-manager-agent —# &3 H4E HE B EER Dockerfile 1 Docker Compose X
HHRE—1NEFF,

5. MEHFETER

£ H Docker Compose B HIZ{TRES
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docker-compose up --build

6. BEESRK

EENEPIRAST | BUEAFEH Secrets Manager REXRKRERZRE, BEXEZELE , BS
¥ the section called “f i Secrets Manager R EBR EZ4",

Lambda

B O] LA Secrets Manager fREEFT'@H Lambda ¥ EB. AE , BALUFEERNEFME Lambda B
e, HM Lambda EZXIAA Secrets Manager X 32RIREZ4A,

SNg

LAR B BA anfa]F Fl secrets-manager-agent-extension. shA 9 R A fF Secret
MyTests Manager XE{EH Lambda ¥ E#1T& % , hitps:/github.com/aws/aws-secretsmanager-
agent MM IRER a5 & B9 2 4R

B A TF Secrets Manager {XI2#) Lambda ¥ &

1. TaRER
M Secrets Manager RIEBRBEBHBE ZZTUTHS :

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin’ folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
“extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*
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# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionAzrn')

2. BE SSRF k%

RENERIAEE 2 B3N SSRF SRIZENETRE
EAWS_SESSION_TOKENE{AWS_CONTAINER_AUTHORIZATION_TOKENIREZEHREMNE
(E—NEEERTEAK Lambda % ) » SnapStart & , BRI LA B2 K Lambda
HBNEEEEN AWS_TOKEN SMEEZE , N ZTELETHMURNEE, WREEFEEH
AWS_TOKEN REFZE |, N X4J&N 1lambda:UpdateFunctionConfiguration M XI&
BEZIMREEE,

3. THEMMBIEE

2 RASH iE) Lambda BI#K :

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. EFTERBMAE

FHFIEH Lambda EEULAER X-Aws-codes-Secrets-Token #rk{E ( iRE N XK B LRI
BEFE 2 —H SSRF TJ{E ) &if) http://localhost:2773/secretsmanager/get?
secretId=MyTest , NI RFE, SHENABRFRBPIAEIRZE , BUEN Lambda
7 EmCREM PR,

5. MiKLEER

A Lambda AR R A © ERIREVER4A,

{# A Secrets Manager X2 & 247

ERRF , ERAZLMH Secrets Manager REBIR R , HHZRHENWEHR ARN ERERSHBER
M. BIAERT , Secrets Manager fRIE 2 RZE4AH AWSCURRENT A, EXRHMRA |, EFEH

versionStage = versionld S,

f# A Secrets Manager X2/ R %4 146



AWS Secrets Manager ArfEm

/A Important
N T #BYRI Secrets Manager KB , BAMEZMERPEE SSRF TR : X-Aws-
Parameters-Secrets-Token, Secrets Manager REB &4 X B IR LK EBE TR SSRF
SHMER, EA LU the section called “Ft B I” 1 B E X SSRF #rk & o

PRI R

Secrets Manager Agent £/ AWS A T Rust By SDK , ©EHAWS EiFRMHELE, XL IAM &
B B3 RE T Secrets Manager {RIE# RZ4AN R,

* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

BERANBRMNEZEELR |, 121 the section called “NRESZE",

/A Important

FEEAERL A Secrets Manager REfE , EAAERFEITERERN SSRF < hE# A &8 SUM
Secrets Manager RIEBEZFF LA, BEXEZEER , i5ZH the section called “Z£FEE

T MEE R
curl
Example/R 5l — £/ curl 3REXVZ4A

BAF curl RBIRBR T 2@ M Secrets Manager REBIRENZ 4, Z BB T X4+ FER SSRF
BN RLEMAFME REINLE,

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\

echo
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Python
Example "5l — £/ Python 3REXE 4R

AT Python RAIEB R T M Secrets Manager fRIEEIREVZ . ZRBIGKH T XHHEEN
SSRF , ZX#HREZFEMAF M REINME.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")
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T f# refreshNow Sk

Secrets Manager REFEAANFRFRFHZHRE , ZESEHRFH. RABERT , SEELEFNE
(TTL) HHIFERBAN , MK ELRF , BES 300 WRIFH—X. BER , XA EENSSEE
PAEIN , FIRNRFZRAEEFFRESH oK,

RERRIPRAE] |, Secrets Manager RE X7 URL FER#A refreshNow WS, B UAFER LS
HERK B RIFZANE , S EFHBREHERZHN up-to-datefE 2.

ZRINTTH (7% %E refreshNow)

- ETTL Iz AERFE

« RETTL 2/5RIFHESR (BRIAR 3008 )

- MRFREFRFIH AR , NAEL2IREIBE
#F refreshNow=true 175

- REEDRERF

« BE3EM Secrets Manager h i REHNWZBE

- FRAFEEMERFEAEETIL

- BREKERESEFNBHAE

58 5l Bl 7 % HH B

/A Important

refreshNow WERIAE S false, RIEN true it , BfFEE Secrets Manager KEE & X
HHIEER TTL , #33 Secrets Manager #1T APl .

curl
Example ™5l — £/ curl 58 &l 5l #2847

BAF curl RBIR R T tn{a]58 %) Secrets Manager RERIFTZ4H. Z ROURE T X EFEIER
SSRF , ZXHREZEMAETFH ROINMLE.

curl -v -H \\

"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\
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echo

Python
Example Rl — EF Python 58 il £ % 4A

AT Python RAIEB R T M Secrets Manager fREEIREVZ . ZRBIKH T XHHEEN
SSRF , ZX#REZFEMAF M REINME.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")
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BLiE Secrets Manager 1S

EF X Secrets Manager REWEE , FIEZ — TOML BBEXH , ABREA ./

aws_secretsmanager_agent --config config.toml,
B &R T
log_level

Secrets Manager R BEFIRENIFMERE - DEBUG, INFO, WARN, ERROR = NONE, 2t
IAMER INFO,

log_to_file

2RI FKE X stdout/stderr : true ZH false, ERIAERN true,
http_port

i HTTP BRS58RMIm A |, SBEE 1024 £ 65535 Z[Al, ERIAER 2773,

region

BTFERN AWS Xig, IR KRIEERX , N Secrets Manager REA1EIE SDK BEXH, X
BZEER , B5ZH (AWS SDK for Rust FF A A R1EFE) HHY Specify your credentials and default

Regiono
ttl_seconds

ZEMBEMN TIL ( ABHREAL ) , SEEE 1 5 3600 2E. BIAEN 300, 0 RIXBEERF

cache_size

ZFFALFHERAZERAE , BERN 1 = 1000, FIAER 1000,

ssrf_headers

Secrets Manager fRIERE SSRF THEMIRLB IR, BRIAF “X-Aws-Parameters-Secrets-
Token”, X-Vault-Token

ssxf_env_variables
Secrets Manager REBIZFKE SSRF THANKETEEMIIR, RETETUITETED

NEEXXHMWEIA , AR : AWS_TOKEN=file:///var/run/awssmatoken. ZRIAA
“AWS TOKEN. AWS SESSION TOKEN, _AUTHORIZATION AWS_CONTAINER TOKEN?”,

path_prefix
ATHEFREENETERENE RN URI BIR. BRIAMER NI/,

BB =


https://toml.io/en/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credentials.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credentials.html
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max_conn

Secrets Manager REAFHRE HTTP BEF WA R AREZL , SEEE 1 2 1000 2E, RIAER
800,

A% ThEE

BiEfF --features FrE(EIEL cargo build , ATBAEA ATIEIHBEIE Secrets Manager KB, o
RAThEEWMT :

4 R IhEE

prefer-post-quantum

£ X25519MLKEM768 R A BZE L ERNBARREZE, BN , e A , EFRESHLER.
X25519MLKEM768 2 — MBS post-quantum-secure A R & 3%,
fips

RMREFEANZBEAHRSINMN FIPS #EERET,

SENRES
A5t B A1

Secrets Manager REB2IRHE log_to_file BLEZXEE RN FEIRICKEIXH 1logs/
secrets_manager_agent.log = stdout/stderr F, XN AEF A Secrets Manager XE R
REZHER  XEFASERER M AEF, BMNF2HIMTE CloudTrail BEAH,

B SRR

L X HIAE 10 MB B , Secrets Manager RELBIE— MW AEXH HEERAEZSFHENH
FXH .

AWS BRS5 BE&

HETR 2% F| Secrets Manager CloudTrail, 3 CloudWatch, M Secrets Manager X3 3REN 4R
WIERTLEIEXLE AL, & Secrets Manager RE A Secrets Manager SREVZ4ART |, ZH
IRF CloudTrail FABEMWAFRPREFRFBRHITRFaws-secrets-manager-agent,

& O LATE the section called “Bf &% FELE H &K%k,
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Z2EEEU

EEE

NTFRELRY , FEHERNELET /M SSRF TEAFENUE  BERENEN. I THRE

HEMNZ£WMRR , Secrets Manager RKEWFEEERI S Secrets Manager i °] A #Y 15 #H ITEL,
fflan , EML B# EC2 £ , Secrets Manager REMNFEEEF5E AL S # A G AIERIEERE
EC2,

/A Important

BEEZ2ERNNABRFUREAERARERRAR , HHAH Secrets Manager EESIEZ!
ZNARRF K MNEZEZREABETEENHRSE R AWS SDKs EZFEMRAAR. BXEZE
B, BZHAREH,

fF C++ AWS ¥4 & T E@IREN Secrets Manager Z4A{E

XNF C++ NARFE , B HGetSecretValuesh B 118 A SDK BatchGetSecretValues

LT RBRAEETRT {T3RE Secrets Manager Z4A{E.

FTEMNPR : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
/4
\param secretID: The ID for the secret.
\return bool: Function succeeded.
*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(

ZEEEEM
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request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

£/ JavaScript AWS SDK 3kREX Secrets Manager Z4A{E

¥t F JavaScript MRARERF , iBfEMAgetSecretValueREEFA SDK batchGetSecretValue,

AT RIBBRAIER T W0fA3REL Secrets Manager Z4A{E.

FTEMNPR : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "eaws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1},
I
console.log(response);
/7 A
//  ‘'$metadata’': {
// httpStatusCode: 200,
// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: @
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/Y

// ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXXXxxx:secret:binary-

secret-3873048-xxxxxx"',
//  CreatedDate: 2023-08-08T19:29:51.294Z,
// Name: 'binary-secret-3873048',
// SecretBinary: Uint8Array(11l) [

// 98, 105, 110, 97, 114,
// 121, 32, 100, 97, 116,
// 97

/71,

// VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,

// VersionStages: [ 'AWSCURRENT' ]
// %

if (response.SecretString) {
return response.SecretString;

if (response.SecretBinary) {
return response.SecretBinary;
}
I

{# A Kotlin AWS SDK 3RHY Secrets Manager HIZ4A{&

X F Kotlin BB , iEEAGetSecretValuemBatchGetSecretValueE A A SDK.

TR RIBROIERT a{A3REX Secrets Manager Z4A{E.

FTEMNPR : secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient.fromEnvironment { region = "us-east-1" }.use { secretsClient -

val response = secretsClient.getSecretValue(valueRequest)

val secret = response.secretString
println("The secret value is $secret")

Kotlin
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}

£H PHP AWS 7+ x T B @3RH Secrets Manager Z4A{E

F PHP RiIFATEF , BEEMF A GetSecretValue & BatchGetSecretValue A SDK,

TR RBIE TR T tfaI3REX Secrets Manager 24318,

FTEMNPR : secretsmanager:GetSecretValue

<?php

/**

* Use this code snippet in your app.

*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/
require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,

1);

PHP
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} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby AWS SDK 3REX Secrets Manager %4318

F Ruby NARF , iHEEMFH get_secret_value 5 batch_get_secret_value M
SDK,

AT RERFIE TR T anfEI3RE Secrets Manager 24318,

FTEMNPR : secretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string
# Your code goes here.
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end

£ FIREXVZ tH{E AWS CLI
FTEMNPR : secretsmanager:GetSecretValue
Examplett REZ AN I Z4AE

AT get-secret-value RHIFRENY AT H4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Examplet® 32 BB A {E
LA get-secret-value RBIFREUZ BT # Z4R .

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

FEAREFRE—H 2R AWS CLI
PR :

* secretsmanager:BatchGetSecretValue
- WERZENENZPIAE secretsmanager:GetSecretValue MR,
- MREBHEATIESR , WELFREE secretsmanager:ListSecrets,

BANEERERE] , 53 the section called “Rfl : #tEH FE—HZLABEHNERE

/A Important

WMRIEH VPCE RIELEREERZENHATRRENRWEZHNE , N
BatchGetSecretValue F&REMEM#MERE , HF ALRE4E IR,

Examplefe RIZZ I 5 H Ay — AR BN WEE

LR batch-get-secret-value REFRB=NBEZHNHZE,
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aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Examplef® R i i8Rk F 0 — AR RN W EE

LAF batch-get-secret-value REIREEF RN Test ISR EZHNHWZE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ AWS 25| 5 RIVEAE
RREH (2HE )

1. $TF Secrets Manager #2#|& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. EWEIRF , ERERRNMWE,
3. EBRAENIH , ERERZRFHRE

Secrets Manager & RHZH Y FIARA (AWSCURRENT), EEFEWFNEMARA | 440
AWSPREVIOUS A BHE ML | iE#EA the section called “AWS CLI",

EHfEA AWS Secrets Manager #% AWS Batch

AWS Batch AI#BIEE LiETHEITTE TEMAE AWS Cloud., £/ AWS Batch , & 7] DUFBUREIE
SEAEN | FERNHBBIEEME AWS Secrets Manager & & |, RAEHEELENFEIATMl. &
REZER |, ESHMER Secrets Manager 18 EBBEIE.

#£ CloudFormation /& 3REX AWS Secrets Manager #%%

£/ CloudFormation , #& 7] LAK 32 %340 LL1E HftE CloudFormation BB FER. ENZSR2E AEH
Secret Manager £ I BB A ERL , RAENZZATREAFBNEE , UAEFRBEENEIL,
BXEAEZLANER CloudFormation , &2 @ CloudFormation.

EK & CloudFormation iR Z4 , EEAZSEIH. IR , 31I55|AaNEHAER

HXZ CloudFormation #IRH , HLLEF LN BRERHITEEB. HR , BALBL BN

ARN X5 A%, AU EEAREREREANZANIDEIA. BFeERRETHE (HlW
AWS: :CloudFormation::Init ) FEANZANNSEIA , RABRELERAEEEFEP TR,
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ZHNBSE AERNT

{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

MBI ARN. BiGFIE AWS K RREE  BUUERZZHAER. BERHEM AWS K
FHEES  BERZZEHDN ARN,

json-key ( AJiE )
ERRHENBENNRBEN. WRKIEEjson-key , M| CloudFormation £ REAMIZXAK, It
PTERTFBIEESTFR(: ).

version-stage ( AJi% )
EEANZEARIMRA, Secrets Manager R T EHEA G FIROERBERBRIMRAE, WREE
F version-stage , IFAEHEE version-id, MRBEBERIEE version-stage , LRIEE
version-id , MREREFFH AWSCURRENT fRA&, D BFBETEESER(:)o

version-id ( A% )
EFANBARANE —FRRFF, MRIEE version-id , MFEEE version-stage, MRE

BEARIEE version-stage , HR#EE version-id , MEEIRE TN AWSCURRENT R4S, 1t
BTBEEESFE/ ().

BEXEZEER , BZREAIDEIAIEE Secrets Manager #%,

® Note
TEFARMITIO\)ENBLEFRVEFASIH. CloudFormation TAETIXLES A , X4
BRRHE,

£ GitHub T4#EfRfEA AWS Secrets Manager #%%

E1& GitHub Rk R EAZA , BALAER GitHub B 4EM AWS Secrets Manager # R ZRZHAHFH
BN R INEZERINE GitHub THEREF. BHX GitHub BIENEZEE |, S T #GitHub 3

P GitHub #4E,

HR[E GitHub TMEHIRMBHAR , ZEA AT GitHub THEHMFTERMIR, RBBEZEEN
PSS # 1T GitHub 284E , SAREBIBA IEIRE R BEABOE A
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BRI ZHETHNEZNFRHRRENNRZEE , AENRFREH JSON , M AT JSON |, B
A8 JSON BEXMNREBRMHNIMERE, RFAER-HG , WRESFRABRRNFHS,

EEEENERUENTNEETE  FREABHBERERK. BXESZFER , $ZHGitHub XHEH 1 E A
Bid B H1E Ko

ZEARBENTAURNFETE  ESHGItHUD XRETFHFEEE,
TRFAF

EFALRE  FEEFTERE AWS i , AEFEHconfigure-aws-credentialsFE AWS X
1ﬁE@mewb%ﬁ¢LﬁuE°E%m AWS FiFRETH R 3BT GitHub 4 , MEREA
GitHub OIDC Rt EFEEETAG, XLZEBFEAEHEIL , BRE Secrets Manager Z /N7 f&
BN ORI EIRE S

BEFABRN IAM ABXRERTTHIRE :

- BERENZHEM GetSecretValue PR,

- FIER4AM ListSecrets R,

« ( ®i& ) Decryptt KMS key REFEAMZEZL TR EEXNEH,
BEXEZELR |, H5 M the section called “ &% UE M i A 3247,
A%

EEMFAZRE  BEIERESRRIN—NMERAUTEENS R,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretld2
name-transformation: (Optional) uppercase|lowercase|none
parse-json-secrets: (Optional) true[false

e
secret-ids

24 ARN, BMMEHBR.
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EFERENETELSN , BEFH D AAZEN , RAEWMAES, Hla0 , ENV_VAR_1,
secretId M%4A secretId FHIEHE N ENV_ VAR 1 WIREBTE, REBETENBZHILLEE/)N
EXF, BFMNTIL,

BEERANR , FRWAZELZATH , ARRAES, HlA, dev* IEE B dev FFKHIFREE
e RSZALKEER 100 MNEEZEH, MRERETEEEN , FENRESNEHRTE , WIEES
KW

name-transformation

BRINBERT , ZTBRNZHENUES NN RETEREN , HERANEBEAREFTE., BFENTX
% BHIEEBHUBREFL, WFEHHPNFER |, BALUES lowercase ST EBEMEBNFERANEFR
&, EBES none EENTREFBHKRNE, BRIAMERN uppercase,

parse-json-secrets

(AE ) MIAMBERT , ZRENHFREEERENBHEFHEA JSON FRFH, fF parse-
json-secrets ®RERN true , AN JSON FHENMNEEXNSIBRETE,

BEHEE , R JSON FAX 2 K/NEMZER ( Hlinname’M“Name” ) , MZREFHIAEEN S
MohR, EXERT , B parse-json-secrets ®E RN false HHIWEMN JSON ZR4AE,

IEZERH

BREVBNHRRTENEMRECIRENZANER. FETENTEERKBANTEERESE , B
LRESERZHEN , LUERXLEER, AW, ZBEFEBNEFRERNKAETE., NRBTEH
# JSON , NIFEFXEZFFRNTEFZHBHM JSON #EF , Hl0 MYSECRET_KEYNAME, &T]
DR ERL BN A HERPNEFTH,

MRAANREZEERERNER , WREREAK. EXMERT , E4THEATHEZENENE
EABBE

B ERE PRI R A

« B “ MySecret WA FE N “‘mysecret” WEEAEFFR A AN “MYSECRET” A BT E,

« & R“Secret_keyname”BI Z4A LA R B F “Secret” H E B “keyname™ 1Y JSON fEAT A BB R B
H“SECRET_KEYNAME'HVREEZE,

BALBESEENBRRENZZERN , MUTROFAR , E26IE -85 ENV_VAR_NAME B3

==N
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secret-ids: |
ENV_VAR_NAME, secretId2

ZHA

« MRFIRE parse-json-secrets: true AWMAZHAE , FRIES , RERHH D, MIRE
ANHETEGENEBENGH JSON BiEE. TEBHTEERHEN.

MRBHATEESHUMN JSON , NEELXEZE-IMHREXEHFEGBRNERHABUMEE,

- MRBIZE parse-json-secrets: false HAAZHIE , FRES , AE=RZEH ID, MRE
FBoBIMRER  MFREIFEERNSE —#,

UTFRBIERT —1MZAB

,secret?

Tl
Example 1 #=2Z ¥ ARN 3REUE4A

THIRBIFAZEZFF ARN (RN ZACIBINETE,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret2

ERIENIRETE

EXAMPLESECRETNAME: secretValuel
TEST1: secretValueZ2
_@_TEST_SECRET: secretValue3
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_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValues
SECRET_ALIAS_2: secretValueé6
SECRET2: secretValue7

Example 2 SREXFRA LA BT TF K B9 B2 4R

LT RBIAPRERB AT AN EZACIRIRE Bbeta,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |

beta* # Retrieves all secrets that start with 'beta'

ERIRNHREELE

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
BETA_NEWSECRET: secretValue3

Example 3 £ A #H JSON

TORGIES ERZEA PR JSON KREIBMEEE,

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret?
parse-json-secrets: true

%4A test/secret EETHIZ4AE.

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}

ayt]|
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}

#4A secret2 EE T HIHHE.

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
EOENINRESE :

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 IR LEEMNFERANEFTE

LT ROFEIRZ-NEBNELAMNIFREE,

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

ECIRNINEELE

examplesecretname: secretValue

F AWS Secrets Manager T GitLab

AWS Secrets Manager 5. %8 GitLab, YRAILAFIA Secrets Manager H Z 40 SRR3RV GitLab/E
iE, XEERT2BRERE T, GitLabfk , ZRHMAREFE GitLab CI/CD EGitLab EHIEIT
fEMLBT | Runner £ M Secrets Manager #1# RiX &4 %,

EFALER , BEEE IAM F8IZZ—4 OpenlD Connect (OIDC) &2 AWS Identity and
Access Management f1—/N IAM A, XA GitLab Runner 5 [EI{REY Secrets Manager 243, &
X C GitLab I/CD # OIDC WEZEE , SR X1, GitLab
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EREW

MR EBFERRIELNH GitLab K6, NTFEEH I Secrets Manager £/, #xk , HS R IELHE4I
EI‘JGltLab I*\J:'io

FRF M

¥ Secrets Manager S£ /X GitLab , BRI T £ REH -

1. BIE% AWS Secrets Manager %A

YREE — Secrets Manager 4 , Z BN EIR GitLab THEHRE , TENXLEEREHITE
4wmig, TEEE GitLab BEER , fREE Secrets Manager %48 ID., 1S 6|2 % AWS Secrets
Manager i THEZE L.

2. 7 IAM E2#I 5 $ 8l GitLab &/ OIDC REiw,

FEI S BT | S0F7E IAM #2414 P62 GitLab &BH) OIDC 124tE, BXEZEL | E5H0E
OpenlID Connect (OIDC) & 1R E 34, GitLab

£ 1AM #2F & 42 OIDC Rt &R |, FERAUTEE :

a.
g Eprovider URLAERY GitLab £, Hl40 gitlab.example.com,

¥} audience = aud R B sts.amazonaws.com.

3. BIE IAM A EFKAE

BREERE IAM SEFKEE, AEE with GitLab AWS Security Token Service (STS) 1E,
BEXEZER , BZACAEEN EERBUEAE,

a. HEIAMEZFIE5 , F012 IAM AR ERLTRE :

« ¥ Trusted entity type i%EHN Web identity.
« J¥ Group ®EN your GitLab group.
« i®EIdentity providerNZEHELSR 2 PEANRMEE URL ( GitLab 5E41 ) .
* ¥ Audience IRENELER 2 PEANHERZ X
b. HATRAF GitLab RABENEERBRE, BHEERBASHSR GitLab B AWS Ik
F. URL FI1H &%,
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-
provider/gitlab.example.com"
},
"Condition": {
"StringEquals": {
"gitlab.example.com:aud": [
"sts.amazon.com"
]
},
"StringLike": {
"gitlab.example.com:sub": [
"project_path:mygroup/project-*:ref_type:branch-*:ref:main*"

c. BEFEEHE— IAM KBELL AW GitLab i5[R] AWS Secrets Manager, &0 LU L SR BE R
MEMEEREE, BXEZEELR , BSRCIE IAM KR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:your-secret"
}
]
}
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AWS Secrets Manager 5% GitLab

SEREREME , BRILIEE N Sec GitLab rets Manager RR# EH EiiE,
¥ GitLab EE&EHE v E A Secrets Manager
BEEFRAUTEEEH GitLab CI/CD B & X4 :

- REN STS BB HEHZ X,

« Secrets Manager %4f 1D,

- %L GitLab Runner £ GitLabB B HITESHIERN IAM A€,
- BEANEMNE. AWS X

GitLab M Secrets Manager IRV H FHZEF M E G X4, LXHRIBREFHEE CI/ICD XE
B, ROUTFXHRE CIICD &,

BUR =2 GitLab CI/CD BLEMHHY YAML X4+ H B

variables:
AWS_REGION: us-east-1
AWS_ROLE_ARN: 'arn:aws:iam::111122223333:role/gitlab-role’
job:
id_tokens:
AWS_ID_TOKEN:
aud: 'sts.amazonaws.com'
secrets:
DATABASE_PASSWORD:
aws_secrets_manager:
secret_id: "arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-name"

BXREZEER |, HS5H S GitLabecrets Manager 5/ X1,

HE , B LAESNE OIDC BE, GitLabBXREZEELR , SN OIDC BLE R GitLab X4,
B BHEE

LA AR AT AR Bh I R R TERF Secrets Manager 55 5 i aJ #EE 2V & ML R B GitLab,

GitLab &8 8] &

WMREIEE GitLab BEERA , FHAENATILR
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« BH YAML XA RAEH, BXESER , HSH GitLab X,

- W GitLab EEWME T EHENAE® , HAEMNNKRR , 3 B LLFEIERE AWS Secrets Manager
=4,

H b5 R
AR R AT LA Bh I8 % R GitLab MRV R AWS Secrets Manager :
- GitLab OIDC SEMRE

- @i GitLab CI/CD Ei&
- RBHE

EH A AWS Secrets Manager #% AWS loT Greengrass

AWS loT Greengrass 2 &I BE A RZFHHKMF, XEFRBAUEFILEERKKEND
BiE , BERMAMEN | BARESBMNE ERIER2iERE,

AWS loT Greengrass S F&EH AWS loT Greengrass 8 & LRSS MM ARFRHITEHARIE , Mm%
ENEE, SHEIEMNBHITERE. SAUERAERRESE AWS Secrets Manager 77 fiff fl & 38
B #EH, AWS loT Greengrass ¥ Secrets Manager ¥ B E| AWS loT Greengrass #&/M&% , Eit
BREREEEN Lambda AT SAEA A B4R SRS MM ARFHITRE,

ENRAEKE AWS loT Greengrass B H , BFEERE —/ 5| A Secrets Manager A AFH &
Ro WEARREAXE ARN SIAIZEA. ETHNME, EBNEARBRIR , 25 AWS loT
FREEEPOEAINERR,

EFREAEBEE AWS IoT Greengrass & , BESRFZHEBEE AWS loT Greengrass &/

ESBEMHTER AWS Secrets Manager Z4A

AWS Systems Manager Parameter Store Nl EREEENZAEERUMLZLN T RFHE. BAUE
B, BREEFFENTTIERBEREEEASHE, T , Parameter Store TN FEHNHL R
HERHIRS . X , Parameter Store L RTE Secrets Manager FZE 4 , AAB L Parameter
Store ZEF R 5| Bi%%4R.

£/ Secrets Manager Eti& Parameter Store i , secret-id Parameter Store EEEBMFHRZ
B £ F EERHT (/)0
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BXEZEER , HSHEAWS Systems Manager AP EEMTHBI S HFESEHEI A AWS Secrets
Manager Z4f.
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¥ AWS Secrets Manager #%%

Rotation R EHEHMZANIE., YRRBHAN , 2RNEFBHANBEESIRSHFHERE. £
Secrets Manager 1 , BRI AN ZARE BRIk, RRERTER

s HERE -NTFAZEIEEZH , TUFEARERGR  HFRSAECEENEERR, TERHRT
£/ Lambda B %K,

¥t Secrets Manager 3£ E M /A ZB 12— 3 F Secrets Manager S ENEFERNIE , BRI LUER
RENBRARBEREFTSENERE LN FEH, XTEE Lambda B,

« the section called “J&1J Lambda BIEUH TR - N FHME B W Z4] |, Secrets Manager $#F A
Lambda BIER EFH B ANMBIEFEH RS .

AWS Secrets Manager 24T E R IR

BoRFREEERSR RSN EEENEELHR, ERARERR , EXFEM AWS Lambda B
KEFBIEE P EANESRE.

UTRSREEEERK -
« Amazon Aurora AERAFPEIIRHEERKR, BXEZEER |, EZH (Amazon Aurora AF1ER)

A Amazon Aurora Hl AWS Secrets Manager& 2 %3,

« Amazon ECS Service Connect 5 AWS Private Certificate Authority TLS iE BREFEER IR, BHX
EZEER |, 1§53 (Amazon Elastic Container Service FF & A RIEFE) T M Z# Service Connect
Y TLS.

- Amazon RDS N XA KIIRHARERR, BXEZELE , 2 (Amazon RDS AFIERM) &
B {EF Amazon RDS H AWS Secrets Managerg& B #1,

« W5 DocumentDB AEXAFIEHRHIEERER, EXEZER , HSHEEA LS # DocumentDB
EIEFIBANL S# Documen t DB AAF 8™ AWS Secrets Managerf B AR

« Amazon Redshift N EE R HZBRMAEERR. BXEZER , ZH (Amazon Redshift E¥E1g
Y PHER AWS Secrets Manager®# Amazon Redshift &1 & 213,

- REINEBEEAN A Sec rets Manager EEKFRHENBHARMEER IR, BXEZER , #2H &
Fl AWS Secrets Manager £ EWAFINBEREEE=F %,

FRER =
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® Tip
BEXmEHMEBNE4L , E3 5 the section called “JB3T Lambda B ¥ 17507,

REMBENEREFE—DHATR. ERRAE , RRWENIERTELRE LARENEIL,
ENAERFRT , BINENBVEERER LGN NARFAENRENRCIZNBIEREMHF&RES
&k, MAREAERF. XTRREFAHAF , ATRERSUAY , AUERARER S ERER,

WNEE T f# Secrets Manager SE X HEFENIE |
FHRRERRN TR

1. 7& Secrets Manager &5l &P FRERR. BUUHRIEERSHHEE , LA LT Secrets
Manager 2 &l & P8 ZEH,

2. 1£ Rotation schedule ( ##:1+%l ) T , £ Schedule expression builder ( It XKIFTERERKET ) =H
Schedule expression ( ITXKIFRER ) # , B UTC RXER AR ITR], Secrets Manager &
FEMITRIFE R rate() = cron() ®EX. RRNBIGBEINFERITIH |, BRIEEIETE Start
time ( FFIAETE ) o BANEN/NRRR—XAHH. BEXEZEE , BSH BRI,

3. (A& ) XTF Window duration ( B ERIFEERTE] ) |, EFEHE Secrets Manager £ H BRI %
ANRERKE , Sl 3h RR=EANDPRPNE, ZNBETSEMET —NERNER. WRKREE
Window duration ( B ERFFEEETE ) , WX FLUNER A B RERITR , NBRE—/DREEZIX
o WFURNEMNMNEIRITR , HERFE—RERINBNXA,

4. EBRREF.

ERFEERBRAITR (AWS CLI)

« @M rotate-secret, UTRHIFEFA 1 BF 15 B UTC 16:00 E 18:00 Z A MFR4A, BX
EZER  BSR RitR,.

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"
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¥ Secrets Manager ¥ & A SFHL 2

Secrets Manager EERIEHHHEREEE , BRURENTIE, LHIETES B BRI KA BE
FEEZAEWER. BBREENBER  ERPTEEENFRETRESERFERINES I NBHA4THE
Wi HIBEE, XfFH Secrets Manager &3,

EEEOMA Secrets Manager WS LFIR | ESIEE AT SHERE,
EEFHAPIRERIR

ENBESEEMNERSENFREENZARBENECNENNERENDRARERR , EEAUTS
R

1. 3TFF Secrets Manager ##l&,

MBI R FEREHIEENDBER,

EREREETF,

HEhREFRERD , ERRBLEE,

/8 B Automatic rotation ( B3 ## )

ERRITBE T, FINERFIENAESERFEBEN THIE

S~

FERRENERSERFRANERRREBLTEN THE
7. EEARBRNRSNRF |, EECIREREY IAM A6

- REPIRFAR TENCRERLENRNAR

« RENROSEXFER- N EFEIANRNIAFTAE

RAMBRT , NREEENR T 0 RAN XS AN EEREF
8. REBRBRIEE (HlW , £ 30 REFHREHE—IX) .
9. & “REF" LINARKEEE.

EREEFEENH I B TREFRE

X 58

ExternalSecretRotationMetad ~ (#AFTENSEMXRMAISETTEIE |, Hli0 Salesforce B API fxZs
ata
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FE i BH

ExternalSecretRotationRoleA BATR#Hm IAM B8 ARN , IERSEENER FEK S EMXAE
m

BXRXLEFTERNEZES , S EA Secrets Manager £ E W NI REAEE E = H 1%,

£/ CLI RER#R

BITAT 885 Salesforce ZHARBER KR, KR TIEERN ID, RIRH IAM A6 ARN, Rt
KBS E PR T EAS KR E TSR,

aws secretsmanager rotate-secret \
--secret-id SampleSecret \
--external-secret-rotation-role-arn arn:aws:iam::123412341234:r0le/xyz \
--rotation-rules AutomaticallyAfterDays=1 \
--external-secret-rotation-metadata
"[{"Key":"apiVersion", "Value":"v65.0"}]"'

B Lambda EHEFUH TR

FNFFZEBWER |, Secrets Manager £ AWS Lambda BESREFZAURBEER RS, X
£/ Lambda B RANEE , HSH EM.

NTRE AEMERSEENESR  IEAKERR, BEFEMH TERR , TatBEIEERRSROER
o

R EAE |, Secrets Manager @ X A TRERRSHWEYS., BXEZER , i5SH the section called
“f58 F & 3% AWS CloudTrail 7

N T RIEFL | Secrets Manager 2R ERREN R ITXIEA Lambda EEl. MREIRE B3R
Nt FEHZRAME , N Secrets Manager EITE T — Xk AHN S IA N X2 ERNRIR,

RIS |, Secrets Manager WAJLXE—EHE , BREATRENSE., Secrets Manager A&
BEULT JSON BERS LI B -

"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
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"RotationToken" : "string"

o S} _IMIPW : create_secret, set_secret. test_secret = finish_secret. BXE
Z{ER , 151 the section called “®HEBWENS R,

« Secretld— B ZH ARN,

+ ClientRequestToken— FTARAZ AN ME—FRREF. WEEBTHEARSE, EXEZER , H5H

{AWS Secrets Manager APl 2Z) ClientRequestToken® # PutSecretValue :

+ RotationToken— RARFERKFRNVE —FRRT. EARKALCRRBAIBIK-LBRITLENRYE
B ERA S —MNKF A Lambda BIREBREIR—NKF PN ER, EXABERLT , RIREHK
EBIEE IAM B KA Secrets Manager , A/ Secrets Manager £ AR T ERRIE IAM A& 5
%o

MBI LR AW , Secrets Manager 22X ERXBNMNRRTE,
FH

» 3 Amazon RDS. Amazon Aurora, Amazon Redshift 3 Amazon DocumentDB Z4A1% & B ) e #t
« NIEBIEE AWS Secrets Manager 4R B B3 ik

- EAREE3NEEF AWS CLI

« Lambda EEFCIR K BE

» Lambda ¥R E K

» AWS Secrets Manager He#% B EUE R

+ Lambda 5 #: BB AV 1T B B XBR AWS Secrets Manager

« AWS Lambda 3 ¥ I BERY M 483 A

+ HEBR AWS Secrets Manager ## i [&

9 Amazon RDS. Amazon Aurora. Amazon Redshift 2 Amazon
DocumentDB A% & B s 7 #R

REBENE T WA R BB ERLAIRE the section called “E3d Lambda B## T8 #”, Rotation &
HENMBRPANLRE. RRBAN , LLRNEMBHAMNBTFEEPWEIL, £ Secrets Manager # , &
A LAABREERBIRE B R,

B R BEERS (2HE) 175


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html#SecretsManager-PutSecretValue-request-ClientRequestToken
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EFARFARERR  SEELERRRRE, ARERERAUHTRIR , MREXEZHE Lambda
RREY , XFE— Lambda BIRE., BEEESLHF Lambda HBHITACRENR, Rie—
FRHR Lambda FHRE B A LUBE M 4& 17518 Secrets Manager FMEIEE.

/A Warning

ERAEDRHR , BYTERN Lambda EREHEIE IAM 1T A B 0 E IR RRE, &
EEA iam:CreateRole f iam:AttachRolePolicy MR, BFXLENRAY S
?RF B S E AR

FHR

- ST ERRRERA (G ) SIRBRAFREN
- SR2: ERGRHCIERIEEHEK

- 3% (W% ) AEREBIREFANRBRRME
« S|4 ARREBIREM KT

. BESR

SEARBREREE (TR ) eIBBERRAFES

B X Secrets Manager R REEWFEE. , i5SH the section called “Lambda B{EEC IR R EE"

IR %R alternating users strategy ( REAFKE ) , BX40 0 EZHA HEHPEHBEEELA
FEi, BFE-NSSBEAPZINES , RARBREREE-— AP , MASEAFZEEZNX
BR. iHEE , Amazon RDS REFRZHERER P K,

SR 2 RERRHANERIREE
3 Amazon RDS. Amazon DocumentDB = Amazon Redshift Z4A /2 A%tk

1. §TF Secrets Manager #2#|A& , Wik A https://console.aws.amazon.com/secretsmanager/o

2. EBfAKRIL , ERENER,

3. 1 Secret details (FHFME L) W LA Rotation configuration ((IRELE) Fo H |, EF Edit
rotation (4REB5HR).

4. HERBEREENEED  HITUTRE

a. B Automatic rotation ( Bzh%# ) .
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b. 7E Rotation schedule ( ##:1tXl ) T , 7 Schedule expression builder ( it X TRANEK
2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC RIXE R A LRIt X, Secrets
Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFE |, B
JESZIETE Start time ( FFERETE ) o BUUBMN/PNRIR—REH, EXEZER , BSHA R
B;itXi.

c. ( A[IE ) XTF Window duration ( BYERIFEERTR] ) |, EFEEHE Secrets Manager £ H AR
AN RKE |, 6110 3h RR=ADEWER, ZRABEMRET - MNEREMN R, RK
187 Window duration ( B ER¥FEEETE ) , WX F LA/ N R RIRITR |, BB E—/Dat
BEBZIXA. HTFUXRAEMHEIRITR , HRFE—XRERB3IKHA,

d. (A% ) i&%#® Rotate immediately when the secret is stored ( £ 174 Z4ART M B30 H#R ) |
DERTFEUANERZR, WREERZEIEE , NE - XRRFIRBEBRENITRIFH,

MRRIRAW , BlILR N ST 3 F 4 #R5EK , Secrets Manager 2 ZXERXERTRE,
e. fE Rotation function ( #¥RE% ) T , ITUTREZ — -

1%£$% Create a new Lambda function ( BIZ2#TH Lambda K% ) , AR AFTEREIH
&M, Secrets Manager £4¥F SecretsManager FMEIEHBBFHIFF L, Secrets
Manager £ & THNHEROZEHH N Lambda MITHERELENNR,

1%£3#% Use an existing Lambda function ( f£EAIE Lambda &% ) , LEEFEARATS —
NZPMWEERE . £ Recommended VPC configurations ( 21X H VPC Bi& ) T3IH
WRRES , SEEEEEMHEN VPC MZ£4d , ABTEREFRIBEE.

f. XNTRGQXRE K ERERAFAREAFEKE, EXEZEE |, S the section called “FER
1 EBRRRERA (k) EBRAFREA .

5. #%&# Save,

E3L: (W) AEREBIREFIINNRSFEH

BB NS ERREBNEREREPEIE LT XE aws: SourceAccount , BABhLE Lambda
WRERBNRE, WTFELAWS RS, A TEEEERFHER , AWS BIUEERE
Faws:SourceArnflaws:SourceAccount £ A& H#E., ENREHERBER P IIE
aws:SourceArn & , WHREHBREATHKRZ ARN EENZEH. RINBUENXEESPEIELT
X8 aws:SourceAccount , MEXR ZANBEHERALBREI.

BRI RS R B B R SR B

1. 7£ Secrets Manager &I & FIERENZER , REEIFHAEETEFH Rotation
configuration ( #¥REE ) T , % Lambda ##R K%, Lambda % & 54T H,
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2. ¥&F& Using resource-based policies for Lambda ( HE T &R KA T Lambda ) # A% B3 78 0
aws :sourceAccount &4,

"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"

}
},

MRFAFEH AWS HERXF4A aws/secretsmanager BAAHI KMS B4R BT I0% , M Secrets
Manager @ Lambda #iTABR FEAZZAMNR, BALUER SecretARN fN%E £ T 3 KR
BREEBNER , NMTBEREREBACRERBEHARRIRNER,

EMERESEMTAR

1. M Lambda RMREHBHPERHRE , ARERITABT , ERABEW.
2. BB ERACKNIRERE AR kms :EncryptionContext:SecretARN &4,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

}
iy

S 4 - HRREREEM L

BEXEZEELR |, 554 the section called “AWS Lambda ##2ThRERY P 4532 A7,

BESR
B2 Hthe section called “## BRI BHEE",
N IEEAEE AWS Secrets Manager Z4A1i% & B3 it

RN BT AR IEEIEEBR4ERIRE the section called “BIT Lambda B #3174 #”, Rotation 2
EHREFRRBNEE, REZAN  SRANEFRFAUARBEZHANBREER RS FHEIL,

BRBEFFANGER , B2H B RRBEEFZS (248 ).
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/A Warning

ERABRR , BUAENN Lambda RIRE IO IAM $hITAEH @ H NN RKRRE, &
EEA iam:CreateRole F iam:AttachRolePolicy MR, BFXLENRRBAGTE
BT B S ENER,

L

- SR BEBARKREEK

s SR 2 RERREHBLHE

- SR 3 MERPLUHITRIR

o« ] 4 RAFRREEISE Secrets Manager A RGN EIEFES RS
« S 5 : /A1 Secrets Manager 8 AR B3

« SO ABRBREBREMEKHE

- RESR

S SIEBEARREER

B, Bl — Lambda BEE. ETEEATRAECHEBEANNRE , BUEFERENSRPE
BizfB. BXEREHNFATHENES , SR the section called “Lambda ¥,

EXEFWXEH AWS Serverless Application Repository , AT AERAMER I ER. BXxZTXF
XM HIR |, S FHAWS Serverless Application Repository FAQs, fEHM X1 , FRMLF A 6122
HBHANERRBEH B REBF,

BIEERARIRE
1. EWRESPTER X AWS Serverless Application Repository & X# , 1201 (AWS —fk3
#) HhHIAWS Serverless Application Repository £ if 5 R FEL & o
2. BEWITUTH®REZ—:
IR AWS Serverless Application Repository FTER#E X 1%

a. 1t Lambda Z#l&H , EFENAREF , AGERNENARF

b. ZUIENARFNEHL K ERELTRFJNAEFIEDTF,
ELARNMAEFTHERES | WA SecretsManagerRotationTemplate,
d. EEERUBEEN IAM AGSREREBNNAER

o
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e. %$# SecretsManagerRotationTemplate & .
f. Z£EF. BENBENELINNAEFRRERYES , EEXEFH,

 WFHR , MALMEXENHS , DIE https://. X KinTRNGIEK , S
IFthe section called “Secrets Manager i 5o

« Ef¥ Lambda BEUKTE VPC & , &7 10 vpcSecurityGrouplD ., vpcSubnetlds
g. ®EEIHE.
MRIEFTIERI X AWS Serverless Application Repository 32 #F :

a. 1 Lambda ##AH , EFEE , RAREFIEREE.
b. 7E Create function (RIZZEK%) WE L , ITUTERE :

i EBMLFFReIE,

ii. 7E Function name ( BB ) 1 , ARIREBHN B
iii. 4FiE{TET , %48 Python 3.10,

iv. EFRCIEEH.

SR 2 RERREHBNAT

EUTRY K SEEERATENZHAURZEAFMENNBRSIBEENRB., BXEREBIERN
EE (BREEECHRREBMNIETR ) , B3 H the section called “Lambda f## B, & 0] LAEH
REEBER ERSE,

SUR 3 BERA R ITRIR

EWERS |, RN BHRERRITY , R REBEZTER.

BLERHRA IR ZRIRE K

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. EERIKRA L, EELENER.

3. 1£ Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (}3#E &) 2B & , &£ Edit
rotation (4R IR), EREBLREENEEF , FITUTERE

a. B Automatic rotation ( Bzh%# ) .

b. 7E Rotation schedule ( ##:1t%l ) T , 7 Schedule expression builder ( Tt X FRERNE K
2% ) = Schedule expression ( ITXIFTA ) # , 2L UTC R XAER 5 A BRIt R, Secrets
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Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFTE | B
LB E Start time ( FFIRETE] ) o BAINEBH/PNRE—RZH, BXESEL , BZHE
Bwitxl.

c. (A& ) XTF Window duration ( BYERIFLERTE] ) , EFEHE Secrets Manager EH AR
BEANNBKE |, #li0 3h RR=NPEIVRER, ZNBEFABEMRET —PMNRBRAER, RK
187E Window duration ( B ERIFLEATE ) , WX F LU A B RIRITR , 85 BE —/ Dt
BEEXRA. M FURFEMHRIRITR , ERFE—RERIN B3I X,

d. ( Hi% ) &% Rotate immediately when the secret is stored ( TE17f& 4R S ENES#R ) |
DERBFEEXANRBIRZR., WREFRIZERE , NE RGP RBERENITRITG,

e. HERBREHT , EFESR 1 FE/EHN Lambda BEH.

ERRF

—h

HI 4 RFHHEEBRIS B Secrets Manager AR IS B E S RS

Lambda 5 BB E ENPRF RETH R Secrets Manager FEVE4R |, H A EENR T RETT R B BUIEE
HRS. BT TRF , B @ Lambda HATABR FXENR, MRZHAER AWS BEXEH aws/
secretsmanager AN KMS Z4A#TINE , MAFEM Lambda MITAER FHERAZBHHIN
PR, ZAILAGEA SecretARN 1% LT X RRFIBBHBNEA , NERRREBACGREREHR
TRMNER. BXERTO , BHSH RIRNR,

BXRUE , 2 AWS Lambda F X ARIEEFH Lambda H{THAE,

$ 5 : fOUF Secrets Manager R # &3

ZE A7 Secrets Manager #ZBRERENHR TR AARRET , BFEEE Lambda K ERK R
@ Secrets Manager fR$5 4% F 1lambda: InvokeFunction X BR,

BB ERREBNERER P IIE LT XE4H aws: SourceAccount , BAPs1k Lambda
WREEERE, I TELE AWS RE , A TEHEEERFNER , AWS BIUERRE
Faws:SourceArnflaws:SourceAccount£A&RH4E. ENMRLHERIBKRELIIE
aws:SourceArn &4, MFEREHBREA TRIRZ ARN EENER. RIMNBVWENEHPEELT
X8 aws:SourceAccount , AMEXR SN BHERALTREI

B RIREBEKM IR Lambda EE , BSRNE TR RNER AT Lambda,

LUR SR Bg SLiF Secrets Manager 18 A Lambda BI%.
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
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JSON

"Version":"2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "secretsmanager.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"
}
}I
"Resource": "arn:aws:lambda:us-east-1:123456789012:function: function-
name"'

B 6 HEIREHIREM &I

EHETTEH | BFATREEBUEET Secrets Manager AR ZZAFTH I RS HBIEE, HEkX
AT BERE 15 B & T e B4R, 1§35 [the section called “AWS Lambda ## ThBEHI M 4842 A7,

IEEEA

SESR IS PEERKREN , ERXRE—MREZANITR. WRERETTRIES KK , Secrets Manager
FERZEHRHR, SBHaTUER LERRES PRI AT Rk,

MRBRAW |, FSH BinEHEE,
AR E B3 EF, AWS CLI

RN E {AE Athe section called “EiT Lambda B #dt {T8##"# 1Ti& B AWS CLI, #i¥Rr234A
B, 2ENEFRRAURBERANBEES RS FHEIL,
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T AMERARS A IRERKR, AXBEEFEZANGE , BSR B RBREEEFZH (2H8). B
KXATBEMRENES , BSH B RRIFEBREEEZR (EFE )

EFARERR AWSCLI , MREERRBIEREZR , WEEAFTEEFRREKRRE, NR%EF

alternating users strategy ( XKEAF K ) , BXANFEH— N EmFH  HPIEREFEBRAF
EUL, TR, RERIREIABE, Secrets Manager 2124tiER , BAIUE T ZERIEERH I, A

&, EARBAIE Lambda BE , 373 Lambda % Lambda ITABIZEENR. T—S2HER

Lambda BR¥ AT LAUBIS M 4% 15 18] Secrets Manager MIBIEER RS . &/E , BEZFHA UM TR,

SR

s BEEBANEREZS EERHERR

s ST RERBREBNRE

« 852% : 812 Lambda ¥

o S| 3IREMLKIHFIN

BEERLRANERR

HE]4
- BESR

BREEZAN RSN | EFRRRERE

B X Secrets Manager I2HHKBEHE R , HS I the section called “Lambda B EFH IR KR

BT 1 B RRE

MREFR LR REE , WA ABRERITSR 1.
I 2 RER PR
MREERERFREE , MR

c BE-NBAAEETEHEBEFESAFEIL. £EE-NME2BRAFKIENEZSR , BARER
PRRESZEE-IMAP , MASBAFREERER.

s FGHEEAFZHAN ARN FINBIRBFH. BXEZER |, iS5 H the section called “Z4A#Y JSON
&,

EAEE , Amazon RDS REFAZEBERERAF KK,

Bzh%# (AWS CLI ) 183



AWS Secrets Manager ArfEm

FR] 1 RERREHBAG

BRI  BEERREE. RREHBE Secrets Manager A Z4AMAAK Lambda k. &
XEZER |, 1S the section called B3 Lambda B TR, EHFT RS K SHEEATE
B UK ZZATE N W IRS SR BIEER L,

Secrets Manager 1£ B EUER FIRME T Amazon RDS, Amazon Aurora, Amazon Redshift
Amazon DocumentDB ¥{1E & % A 1 AR,

IRER RS

1. BRITUTHREZ—
ERRBREBERIIR. NREEENRS MR RIETCENER , FEHAD,

NFEMEBNWZ  BFRELBCHRERE. BXxi1i8 , EZSRthe section called
“Lambda ¥R,

2. F&EXMmy-function. zipERMA L FEHKBI—BRFE ZIP XHH,

8 2% : Bl Lambda B

IS BE | CIFERESE 1 FOIERM ZIP X0/ Lambda Bk, #5EHRE Lambda 14T A
& , BAAERE Lambda RAN B,

B2 Lambda BREHHENHITAE

1. A Lambda ITHABAIEEERMHANHESERN JSON X4, BXTRENEZFER , HSH the
section called “FHI PR, ZKEE LM :

- AFAEXZEHIEAA Secrets Manager ##1E,
- ATACRAZMAMENNRS , flelEHESE,
2. BIAA iam create-role X8I Lambda ITABHNAE L —FHEIBRNET KK,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. @XM lambda create-function M ZIP X812 Lambda Bk,

aws lambda create-function \
--function-name my-rotation-function \
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https://docs.aws.amazon.com/cli/latest/reference/lambda/create-function.html
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--runtime python3.7 \

--zip-file fileb://my-function.zip \

--handler .handler \

--role arn:aws:iam::123456789012:ro0le/service-role/rotation-lambda-role

4. 7£ Lambda K LIRERFERE , LLAYF Secrets Manager XA lambda add-
permission RFAZRIRKE,

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

SR 3 REMSEIER

BXEZEE |, {554 the section called “AWS Lambda 2 #aThRERY P 453 A7,

SR 4 BEERRHN RN

ERNFAF B B IEE , A rotate-secret, BALMER cron() = rate() IHRIFRER
WERRITY , B LU ER RN ERIFERR, BXEZER |, 55 the section called “F# it X",

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \'"cron(@ 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

&3 [fthe section called “® i) BHE",

Lambda B EE R KBS

X¥F the section called “B3d Lambda BEH1THIR" , W FHRIFEEZES , Secrets Manager 121 T H
HRER,
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https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html

AWS Secrets Manager ArfEm

RMERE  2RP

R E - NBAPEHR—MAFKNEIE. XT Amazon RDS Db2 6| , HTFAFEEERBCHE
B, QB REEMNEBEFRUEERRIE, XRHHMENEHRER  ERATASHERZR. &
HwmE , BRUERN—RE (86 ) AFSRERAF VTR LR,

BTN | FAMBRTFORREESEE, EETRRN | EREETNEBERS — B E |, B
WEBSAEF., EHEE  MEEERENRRIESERLRETNER, SANEREYNERE
HREBERR, KRG | B e E RS,

RMER KBRS

LERBEE-—NBRHAPEFRAINALNEIL. SEF - R/, RRES —XRRE |, RRREFH
TRIEENCIEZE-NAF. SRERZHAN , EREABLXBENEETNAFEZEB, BT ASHA
FER=EBCE , RLEBAES —NBHAF N superuser BEFIE. MRBEEFNREAFER
HRAFEENNRTRE , ESR—XME (G ) ARFSREXAFHEIL  ZHITBWEAER LR
KB,

HEBREATEENRERNKEE  Hh— " ACREBHREERR K ME—1MACGEFHRAKEERN
R, RtEATEESTAMNNARRF. IRNARFEREBARRZA , WZNARFNS
RIBE—HERWEIL, /5 , user M user_clone EIIHEN, EXMEAPELKREE , NARE
FREBIELNTEMEZLSAFRRRREGIELNVTREME D, NRBEFEREERSHID , FBE
WEENREEIFMERSESE  WEEREFEELEAFEIENFARNXRK. SUERAESHNERER
B SRR XS

Secrets Manager RIS REAFHEENRERAF, NREECRREAFEERTRBEAFN
PR, T3k 2420 58 ok 52 B A P B AL BR o

Pl , RREEREMSBEERFNFTILQET -1 , NZBRATE - M EXERIENRE,

/r:-h_,-Seu:.ret \\

My liser

passwordA

N

E-RRH - RRRBERERNEBCRREAS , SEFIEFB SR BRHARA,

.
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https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
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//I'-.ﬂ}-Secret
- AWSPREVIOUS

-.. My Ulser

passwordA

N

.

AWSCURRENT

-.. MylUser_clone

passwordB

~

J

BRI - RIRHBER RSB HED,

//r-_d}-Secret
AWSCURRENT

-.. MyUser

passwordC

.

- AWSPREVIOUS |

-.. MyUser_clone

passwordB

~

J

BDREH - BB ER =R HEE,

/r-_.ﬂ}-Secret
- AWSPREVIOUS

... MyUser

passwordC

L

\-

AWSCURRENT

... MyUser_clone

passwordD

~

J

Lambda B EK

£ the section called “B3d Lambda BRE#H 175#” , AWS Lambda EREFRE4H, AWS Secrets
Manager £ 31 HA (8] 8 A & F AR S K IR Bl BB R AR

R AWS Secrets Manager S BN ENBARBRHELREHBUER , WATCIR B ELRREK. %
ERXREBATIEERAT AN
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B E LR R A B £ 3K

o FREINRRERENES,

- EEMFRAARSAFRIEFIEA, MM LFEEREA Amazon CloudWatch BE. BRBEBETFEZEH
RBEE,
BXxBFEANRH , S the section called “B# EHEFIER BB,

- ATREEN , AWS Secrets Manager X /i Lambda ##t R EZR R FH, RREBETEAA
% — Lambda EECRE IR LA,

- BXBRER , BSRNEN AL ERSENAEF.
o flan , MBEEAINIB o HIXHMEREZERR , WEEATXNEBITEINERT.
« Package FHEREBMMMEKBIIT SR ZIP XHAF |, Hl8my-function. zip,

/A Warning
BT Lambda REMHITEETRE , IMENHASHRENET 10 WETES2SHT R
EXEZER , H2H ( AWS Lambda AWS Lambda FF & A R ¥E5) HHY T #7708 H & AT
B K

SR B IS
I

« createSecret : BIEZ AR IR

« setSecret : 5 UEIEEE S ARSS P AV EUE
« testSecret : A BB AR A

- finishSecret : FTERIEHR

createSecret : B2 ZAMEFRA

% createSecret HABIFEAE AR ClientRequestToken @A get_secret_value
RREFAREELE. MREEFH , ©L2HEH create_secret RIE— MR , HNSHEE

N Versionld, REEMA get_random_password £R— MW HAE, ETXK, 2
put_secret_value SUNEEEEFHZ AWSPENDING —i2 7M., NHTHR4AEEMEE AWSPENDING
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
https://docs.aws.amazon.com/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
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FETHRAESM, NBRATEMEREHRANK  BulERELBRAT 5 HZRAE, ESRMAE
M Lambda R EERBEM,

REHCHWREREBHN KR

- BRFNZAEREEXNBEERBRSERNFH. EA ExcludeCharacters SHHBRFH.

o EMREHET , FREERAME : fAdescribe-secret H&EFHVersionIdsToStages,
AWS CLI

« XF Amazon RDS MySQL , EXE A F®#tm , Secrets Manager 28| — N EHTET 16 F
RNRERAF, B RRREBUAATERAERNAFS. MySQLS.7 RESKRAZFRZ 32
NZRMWAF A |, {8 Secrets Manager 2 EAF B REM IN“_clone” ( ANZFR) , AAFRFE&RS
PFREFTE 26 NEHFUUA,

setSecret : B U IE FE = AR S5 BV EAIE
FE setSecret BERBIEES RS PHEIUL ACE 22409 AWSPENDING RS Y ET 2R 4R
wREBCHRREBI I

- MBFBEAERABRBIBANRS (WEBEE ) , EEAEOSEL. BXEZER  FSH
OWASP M4 £ Query Parameterization Cheat Sheet,
. BRMEBENBSNARE | ERIFRIFE K Secrets Manager Z4AM B RBRTHNEFZIE, NS
BENEEREREG  AEEBRREELEERZEBHRNEMER, FEHFEIEZH :
- KEZH AWSCURRENT MRAHFMEIIREE M. WE AWSCURRENT FiIELM , BHFERRE
iHo
« % AWSCURRENT ] AWSPENDING Z4AERBEATRE—AF. N TFHAFZMNEDB  BE
AWSCURRENT 1 AWSPENDING B & 2&ME.
- REBFGFRSBEREEHEE. XTFHIEE , ©ZE AWSCURRENT 1 AWSPENDING £HB =2 EH
o
s EMAOBBERT , BustBENREEBENINERLZRINEE, Hln , W TFREAFRH | Secrets
Manager B3 EHE—MNAFHNZTHEESHRUERERF. NMREGEEZEMN , EHR
FREAFHEMN , WEEEH set_secret HEF MK,

testSecret : iz FHHY 240 AR A

AR5 , Lambda BREBCRFER ZH ARG R BIREESRS , MNX A AWSPENDING s, &
T R EEE AR i 9 % 460 B B 5 P s B ) AX PR AU it T Y 2 4 o
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https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-idempotent/
https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://www.postgresql.org/docs/8.0/runtime-config.html
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finishSecret : TR R

&Ja , Lambda 2R EEHFFRZE AWSCURRENT M\ Z BT B4R IR A BB B bR A | X ¥ RIET7ER — AP
A FBBR AWSPENDING #53%, Secrets Manager i1 AWSPREVIOUS EFirEEILARIHIARA |, LUE
FREEZHAN X B MR FHRA,

3% finish_secret £/ update_secret_version_stage fE1FHRE AWSCURRENT MR EIZR4A IR
B EFHFAMA, Secrets Manager 2% AWSPREVIOUS EFFRZ B RMNBI R HIRA |, LUE
BRE EREH B RARE,

WEHCHWEREBHN KT

« HUZBIETEBER AWSPENDING , B REERA 2K AP BARFEBER , RIXAT8E[ Secrets
Manager ZREBR KRR IIERK . Secrets Manager 71 AWSPREVIOUS EF#riE B ABIHIARAS |, LA
BERREZHAN LR EH B IFHRA,

RIS , AWSPENDING EFFZ A8k tNZE] S AWSCURRENT WRASAB[EBIMRAS |, o o] 88K B tnE4E
fAIRRZA, IR AWSPENDING EFR&EFEEARM MNE S AWSCURRENT BRIV RRZS , M BAEXTHHRE
R AEBERE LS EIRERDEH TP HBEEHE IR, RIRTHINE , AWSPENDING EFHRE A8
LM MEBIZZEARET, BXREZER , B2 H RRAEHE,

AWS Secrets Manager K% B B i

AWS Secrets Manager 12t 7 —HRREHER , IHBEINEHBEERENRSHEREHITE
2EE, XEEIRZ ready-to-use Lambda ¥ , EMISEI TIEPRENVRESRR , ISP EELSE
AT FTHBER TRELZSRES

IXLEAEAR R E SN IRRRE

- BAPRKR, ATEFENAFPNEIL,

- XEAFPRKR , TREWMAILHNAF |, LAESBIE BRI F A | /9 LA E,
Secrets Manager &2 —NEBERAERERERREZHANER,

EEFERAENR , FSH -

- BYRRBEEZS (2FHE )
- BYRRFBFEERNR (248 )
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
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RAriEmE

EREHCHREIREE , FZH Write a rotation function,
Bk
« Amazon RDS # Amazon Aurora

« Amazon RDS Db2 # F F

+ Amazon RDS Db2 XE

« Amazon RDS MariaDB # f F°

+ Amazon RDS MariaDB XX & f F

« Amazon RDS #1 Amazon Aurora MySQL £

» Amazon RDS # Amazon Aurora MySQL X & F

+ Amazon RDS Oracle # F F

« Amazon RDS Oracle X &

« Amazon RDS #1 Amazon Aurora PostgreSQL &£ f /2

» Amazon RDS # Amazon Aurora PostgreSQL X & f

- W 5# RDS #%k SQLServer £ A F
« W 5# RDS #%k SQLServer REHF
+ Amazon DocumentDB ( 3% MongoDB )

« Amazon DocumentDB &N~

« Amazon DocumentDB &

* Amazon Redshift
« Amazon Redshift 2 f f~
« Amazon Redshift 32 & f

* Amazon Timestream for InfluxDB

« Amazon Timestream for InfluxDB £

« Amazon Timestream for InfluxDB X &

* Amazon ElastiCache

» Active Directory

» Active Directory ZiE

» Active Directory keytab

VS BT, . ]

R Sy tH o 22

CIRUX
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Amazon RDS 1 Amazon Aurora

Amazon RDS Db2 #

« HEIRBF : SecretsManagerRDSDb2RotationSingleUser
- RIRREE . RHREE SR,

« SecretString 44 : the section called “Amazon RDS #1 Aurora &ZiE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationSingleUser/lambda _function.py

« KX R : python-ibmdb

Amazon RDS Db2 X R

« EiREBF : SecretsManagerRDSDb2RotationMultiUser
o BHKEE : the section called “XXER 7,

+ SecretString £# : the section called “Amazon RDS # Aurora EiiF",

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationMultiUser/lambda _function.py

« KX R : python-ibmdb

Amazon RDS MariaDB #

« #EIRBF . SecretsManagerRDSMariaDBRotationSingleUser
o RURCREE . BRBRER 2R,
» SecretString £&# : the section called “Amazon RDS # Aurora ZEiF”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda _function.py

o KRR : PyMySQL 1.0.2, WRIRER sha256 ZB#THHRIE , WH PyMy SQL [rsal BX
£ Lambda BT R EASHBFABHEINES , S0 AWS HiRF0 PN E BT i
FI X HEY Python @R MBI BN BT , HFiZ35 Lambda FE 7,

Amazon RDS MariaDB X& R

« EIREM : SecretsManagerRDSMariaDBRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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o BMEKRE : the section called “XE A7,

+ SecretString £# : the section called “Amazon RDS #1 Aurora Zilf”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda _function.py

- IR  PyMySQL 1.0.2, MRRMER sha256 HB#THHWIE , WK PyMy SQL [rsal. B3
£ Lambda ETR R FEAESHRFABHESHES , E2H AWS HiRF O FWNFAFE EHEF—#
$IST#EH) Python SRR MES , SEHSS Lambda #E 2,

Amazon RDS #1 Amazon Aurora MySQL £ f

- HEIRBHF ;. SecretsManagerRDSMySQLRotationSingleUser
« RHLIRRE : the section called “# 7,
« THIK SecretString £ : the section called “Amazon RDS #1 Aurora &Eilf”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda _function.py

o KFKXR : PyMySQL 1.0.2, MRIREEH sha256 ZB#1THFMARIE , WA PyMy SQL [rsal, B
£ Lambda E{TR REASRIBABHNEINEER |, ESHE AWS R0 FR TN E B HIF
FI3XHH Python @RMEI BN EBE , HEIZES5 Lambda RE 7.

Amazon RDS #1 Amazon Aurora MySQL X & f

« #EIRBM : SecretsManagerRDSMySQLRotationMultiUser
« BB : the section called “XE R 7
- FRHEAR SecretString 44 : the section called “Amazon RDS # Aurora iiE”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda _function.py

o {KHiXFR : PyMySQL 1.0.2, MRREH sha256 BZB#THHRIE , WA PyMy SQL [rsal. Bx
£ Lambda ETHFEASHBZRABHENELR , FSE AWS AHRH O PRI E EHmIF =
H X Python B MEIRNEBE , HF1ZE5 Lambda B 2,

Amazon RDS Oracle # f

« EHRBFR : SecretsManagerRDSOracleRotationSingleUser
« RHLIREE : the section called “# 7,
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https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
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https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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« FHEARY SecretString £#4 : the section called “Amazon RDS # Aurora iiE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda _function.py

« {K¥IA : python-oracledb 2.4.1

Amazon RDS Oracle 32 & A F

« #EIRBH : SecretsManagerRDSOracleRotationMultiUser
o HHKME : the section called “XXER 7,

» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda _function.py

« fKEIA : python-oracledb 2.4.1

Amazon RDS #1 Amazon Aurora PostgreSQL # f 2

« EIREF : SecretsManagerRDSPostgreSQLRotationSingleUser
o RRIREERE . HERER 2R
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda _function.py

« KX R : PyGreSQL 5.2.5

Amazon RDS #1 Amazon Aurora PostgreSQL 33 & F I

« #BIRB : SecretsManagerRDSPostgreSQLRotationMultiUser
« FCHIRREE : the section called “XERAF7,
- FRHEAR SecretString £#4 : the section called “Amazon RDS ] Aurora iiE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationMultiUser/lambda _function.py

. KEKR : PyGreSQL 5.2.5
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
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I 5% RDS # %% SQLServer 2 A

« WIREBH . SecretsManagerRDSSQLServerRotationSingleUser
« RCHLIRRE : the section called “# 7,
- TRHARY SecretString £# : the section called “Amazon RDS # Aurora #iE",

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQL ServerRotationSingleUser/lambda _function.py

« KK ZR : Pymssql 2.2.2

T 5% RDS #%% SQLServer X & H

« #EIRBF . SecretsManagerRDSSQLServerRotationMultiUser
« RHLIRREE : the section called “REBAF7,
» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSSQLServerRotationMultiUser/lambda _function.py
. KR : Pymssql 2.2.2

Amazon DocumentDB ( ##% MongoDB )

Amazon DocumentDB &4 f =

« #EIRBF . SecretsManagerMongoDBRotationSingleUser
« RHAZREE : the section called “E A7,
« THIA SecretString £ : the section called “Amazon DocumentDB & iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerMongoDBRotationSingleUser/lambda _function.py
« KEKXZR : PyMongo 4.2.0

Amazon DocumentDB 33 & f

« #EIREBH : SecretsManagerMongoDBRotationMultiUser
« FHLIRREE : the section called “REBAF7,

- FRHEAR SecretString £#4 : the section called “Amazon DocumentDB Eiif”,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py

AWS Secrets Manager ArfEm

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationMultiUser/lambda _function.py

« {&k#ix % : PyMongo 4.2.0

Amazon Redshift

Amazon Redshift # f

« #EIRBF . SecretsManagerRedshiftRotationSingleUser
« RCHIRRBE : the section called “# 7,
- FRHAMY SecretString £ : the section called “Amazon Redshift &iF”,

« JRAREE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda _function.py

« KFKXR : PyGreSQL 5.2.5

Amazon Redshift 3 & H

« EIREBH . SecretsManagerRedshiftRotationMultiUser
« RHLIRREE : the section called “REBAF7,
« THIK SecretString £ : the section called “Amazon Redshift i,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda _function.py

« {KHixXK : PyGreSQL 5.2.5

Amazon Timestream for InfluxDB

EFERXLENR , 555 (Amazon Timestream F XA R¥Em) FH Amazon Timestream for
InfluxDB #047] f5E F§ %248 o

Amazon Timestream for InfluxDB £ A /&~

« HEIRBF : SecretsManagerinflux DBRotation SingleUser
« THIK SecretString £ : the section called “Amazon Timestream for InfluxDB ZZ 434543

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationSingleUser/lambda _function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py

AWS Secrets Manager ArfEm

« {KEIA : InfluxDB 2.0 python & i%

Amazon Timestream for InfluxDB X &~

« EHRBF : SecretsManagerinfluxDBRotationMultiUser
« THIK SecretString £ : the section called “Amazon Timestream for InfluxDB ZZ 4345437

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationMultiUser/lambda _function.py

« {KEUIA : InfluxDB 2.0 python & %

Amazon ElastiCache

EFEALENR , iS55 Amazon AR B 31 #R ElastiCache A %3,

« BEHRBF : SecretsManagerElasticacheUserRotation
« THIK SecretString £ : the section called “II & #h ElastiCache i,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerElasticacheUserRotation/lambda _function.py

Active Directory
Active Directory il

« #EIRBAF . SecretsManagerActiveDirectoryRotationSingleUser
- FHAK SecretString £#3 : the section called “Active Directory #EilF”,

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryRotationSingleUser/lambda _function.py

Active Directory keytab

« BEIREBF . SecretsManagerActiveDirectoryAndKeytabRotationSingleUser
- FHAK SecretString £#3 : the section called “Active Directory #ZiiF”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda _function.py

o KB : msktutil
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py

AWS Secrets Manager ArfEm

HZARE

Secrets Manager I ILEREN BN ERARBZACNBRRIREBER,

« #EIRBH : SecretsManagerRotationTemplate

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda _function.py

Lambda AN 1T A B E AWS Secrets Manager

3 F the section called “JEid Lambda BiEi# 173" , 2 Secrets Manager £/ Lambda B E 4R
(ARt | Lambda R A IAM 31T & & H X LEEIF R4S Lambda RIS, BXx AR E B3R
Wi |, S -

- BFRBBEESS (2FHE)
- BFRBRIBEEZS (FHE)
- B3 (AWSCLI)

LUTREIERTERT Lambda BRI TACHRNEER, ERERMTAGHMMNRER | &
2% AWS Lambda 1 {TAE,

-

« @A T Lambda BREEHIT S B KK
c ERTESAREZPNRRIES

c ERATREASERENRRIES

iEAT Lambda 2R EHINIT A B R KB

BT ROV B VPR IR ER

» J&1T Secrets Manager Fyig¥ESecretARN,
° ﬁu@%ﬁ&\ﬁgo

s MRBIFBESRRSE VPC Fiz1T , MHEEMENEE, BSHEE Lambda BELLIA R VPC H#Y
BRo
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html

AWS Secrets Manager ArfEm
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxrd"

]I

"Resource": "*"

}I
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

}
]
}
ERATEFREZANEMES
MRZAFEH AWS HE X4 aws/secretsmanager BASK KMS ZABTINE |, MEEER

Lambda \ITAGR FHERZZHANNIR, BALEEH SecretARN N7 =T 32 3K BR & # 57 Ba B iy 58
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A, NinBREKEHSEARBEENRERNZH, UTREETRTERNERNTAGKES , 2
£ KMS Zi N HHBRENE,

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

ENFERATFREERANEN SN RAEARREY , HRMNAT ROFRIEIAARITACEER
ZEH

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"
]
}
}
}

BRATREBEAFP RN RIEIED
EAXEBRAPRHREKRIENES |, B2 the section called “Lambda EREUE IR KR,
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FEE Amazon RDS FiFW 4 MR ZFEANEREAFLXE , A BBRAF 4 H Amazon
RDS B | MR A FHRIREIRIE APIs Amazon RDS F R REAR AR , IR FERIBIEE
MIEEER. BIMNEWEM L AWS EEBER Amazon RDSRead OnlyAccess.

BAUF /RGBS 7o VF B

* J&1T Secrets Manager & {ESecretARN,

- TBRAFZAPRERZEIL, Secrets Manager 2FEABEAFRZATNEIIEHTLHRFHATNE
iE,

- BIEFED,

- MEBEERRSE VPC a7, IHEEFFENEE,. BXEZELR | BHSHBEE Lambda EREUA
A8 VPC R AR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdET"
}I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdET"
}I
{

"Effect": "Allow",
"Action": [
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AWS Secrets Manager

RAriEmE

"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkIntexfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

AWS Lambda ¥#2ThEERY W 4832 A

3 F the section called “J&id Lambda BiEi# 173" , 2 Secrets Manager £/ Lambda B EEIREH
£ARY , Lambda fi B BUA MBS F R IZ R4, MELENZAETEEIE , N Lambda BEUEAHRAE

X IR SRR |, Bl E R A SR SS o

| #2 4R

Lambda ##2 ThREATMAER 15 18] Secrets Manager . MREH Lambda BB AT LA RI EBR |

NMAFERAARER, EEERIFK , BZH the section called “Secrets Manager Ui &

WMRIEHY Lambda MHEFEZEBRM UG RINRE VPC FIE1T , BATEW

£ VPC NEE

Secrets Manager RS ERR. RE , B8 VPC JUEB AR AR XEiE AN BERHNEEER

FFRERR. BXEZER , H5H VPC ims ( AWS Privatelink ) o

HE , BB @ VPC A0 NAT MXHEEMMX ( XFAFRESR

VPC WRE R AR YR

&) , oY Lambda EI¥Ri5 R Secrets Manager AEwR. X VPC HIE—EMXEE , BH K

XM IP it fRES Z RIK B A H Internet WK T,
( ATk ) BRBEEDR RS

NTFEW APl 2 RKNER , TEHEAENRBEEFEIRS.

AWS Lambda 3 hBERY M &2 A
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html

AWS Secrets Manager ArfEm
MRENBIEFESRRSE VPC FH Amazon EC2 3=l £iE1T , BAE B FEN Lambda BEEX
BENHER— VPC Hi21T. ARRMRUIEANEESENRSERE. EXEZEER , BSHALE
VPC 15,

E R Lambda REGRIBIBEERRS , BANEERMINE Lambda BRI Z £ A R T EEHE
ERRSH B INERE, BELMBERENBIBEESRSHNEZSAE RFRE Lambda SRR 1T
AVRIEREE,

HEBR AWS Secrets Manager # ¥ #(f&E
S FIFZ RS , Secrets Manager £/ Lambda BEREHFH, BEXEZEE , S M the section

called “iBiY Lambda EREHTH ", Lambda REHHESREFRANBIEER RS A K Secrets
Manager R B, HRRTEZEMBFHITH , NEKRER CloudWatch &o

® Note
RERKUUNECEER K SHEEEAIREHE, EXEZEL |, 15 the section called
“RERH,

E3-

o AN BB BRI KM T AWS Lambda BEEHERR
‘ERRTEPRIEIE 2 EREED

“createSecret’ Z [ & BIED

o iR “FATIAE KMS”

+ 45i% : “Key is missing from secret JSON ( 248 JSON mhiR D340 ) 7

« 45iR : “setSecret: Unable to log into database ( setSecret : ToEEFZEIEE )~
« BHIR  “TES AER lambda_function”

- HABNRHREEBURAM Python 3.7 A4 F Python 3.9

- HABNEHREEBIRAM Python 3.9 A4 F Python 3.10

« AWS Lambda #Z R PutSecretValue kK

o 48R : “<arn>7E<a rotation>F B 1T lambda B H4E”
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
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AT B B R B B2 4R S0 HR ok O3 1T AWS Lambda B EEHERR
MRAEH Lambda EEOEFIBARRAN | B BR/UT S BT HARREHE,

AR R A

 Lambda EEHI H X HITXEBT R

- HTRIGHRENSZN API AAmMSBEIEAER
 Lambda BHBUZE A EH

» Lambda B4 BRI E47 2 2 1R 77 12 Bk ) (7] /&

— AR S PE HEBR T IR
1. 44T CloudWatch B :

« 1 Lambda BB B EFER B ENHIREERENTH
- RIIRBEESHFTERL LR ( CreateSecret, SetSecret, TestSecret, FinishSecret )
2. WRRRHEN APIEA

« ERIE Lambda ¥ HE A X Z4A T2 API B
« 3% RotateSecret f PutSecretValue A ZE&EEAER
3. I®IF Lambda B#B 48 :

- BWIAMRERAN RSN BHER AWS RO
- MREABENNRDE , FEEABUEBLERERRSER
4. RENEERE :

- BIFLRLAMNRE AR Lambda BERIH B BIERE
- ¥R Secrets Manager fEB IEH5H VPC I KRB LA EHS
5. MABEAMA

- WIFZAM AWSCURRENT MRARE £ VF i R ¥z B
- & AWSPREVIOUS 3 AWSPENDING IRAREE XK
6. FBRFEFLERNER

. MBERR—ELRNK , 55R AWSPENDING EFHREHEiR LR
7. K& Lambda ¥ XiIZE :
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AWS Secrets Manager ArfEm
- RUEHRRERBESENITEAR
- MREHRBFFEEHKAE , BSAHEH KN ERBE 2

Rea7e g CE Ao pe b

MRERRTEFRIEE 2EEEEY , HETSEENEERK , Hl0ERIA Lambda #EAY3 30000
Z%® , I Lambda BB AIgE2E =5 A Secrets Manager Ui & B AT,

Lambda ## ThREAINEERS 15 18] Secrets Manager i, R EH Lambda BB AT LATH R EEXK |, N
AUEAANRER, BEERIKS , BSH the section called “Secrets Manager i &

WMREH Lambda REETEZBEBRMIFRIMNRR VPC 1217 , RINEBWIETE VPC WELE Secrets
Manager RSB RR. ARG , B VPC TUEBA T AR XK AN ERHNFEEEQILE R
B, BXxEZEER , H5H VPC iisa ( AWS Privatelink ) o

}E , LALUEE [ VPC A0 NAT MXHEBRMMX (IXFAFRBE VPC HRER R AHIRK
K ) , A Lambda BI#iAE Secrets Manager ABiwR. XL VPC Hig—ENXE , BRMKH
IP th it ATRER R EIR B AF Internet I,

“createSecret’ 2 &8 BIED
AT BBl fE S 1E createSecret Z 5 S HERELL -

VPC M 4% ACLs At HTTPS MEH# o

BREZFEER , 5 Amazon VPC AP #EE ACLsH R £/ M 4542 5] F MR &
Lambda B#ERNEERE , TENMITES

BEXEZER , BSH AWS Lambda FX A RIEREFHEE Lambda EEUET,
Secrets Manager VPC CIDRs Z&ix T K A A VPC #A D BN L L4,

BXEZER , 2 (Amazon VPC AFIE®M) PHNEAZLHRFIZI R RN RE,
Secrets Manager VPC it R KB f21F Lambda £/ VPC iR

BEXEZER , 52 M the section called “VPC %5 ( AWS PrivateLink ) 7o

ZERACARERAFRRER , ERA T B H Amazon RDS B |, } H Lambda BT A1 ]
RDS API,

NTBERAFUMBHEEM AWS RS EENTEAS TR |, Lambda 3R R AT RE 18 F IR S5 i
RURBBEFEEEER. BINBWENBEEFERSEE VPC KR, BXESER , F5MH:
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AWS Secrets Manager ArfEm
{Amazon RDS A #E™) H# Amazon RDS API f# 0 VPC if &,
{Amazon Redshift EXIER) FHFEA VPC xS,

iR “NARAVFIER KMS”

WMREEF ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , M##E
BERNERZAMBAN KMS BN BARE, NREBTIREFESNEZELTXRENFESR
NS, BXFTENRIEELR |, B3 the section called SEATEFEEZRBENERIED,

£i% : “Key is missing from secret JSON ( Z4A JSON StV %340 ) ”

Lambda $ B ERZRAEX A EN JSON &, MR I RIELEIR |, N JSON AEERR DRI
2R F RN ZH. BXSHRAXERER JSON E£HMEER |, 55 the section called “Z4A#Y JSON
3 AN

#i® : “setSecret: Unable to log into database ( setSecret : TEBEFEIEE )~
AR 6] &8 i) B 5 BUth 45 AR
RIREBT AR R BIEE.

MRESFEAEEK , FlHESY 5000 2 , N Lambda 330 B8 AT RETT 3E BT M 45 175 R 243
38

MRENBIREED RS E VPC H#Y Amazon EC2 26| LiZ1T , BATEWEFER Lambda B
BENERE— VPC HIz{T,. RERRIEBAUEREENRSERE, AXRESEE  FSREE
VPC ih A,

B ¥ Lambda BRGMHEERRS , BLRMBRMME Lambda BRERNZ 20 AT SRR
PSR ARG B0 SRR, T AR MM EISUE E SRS M R 2 A A VR B Lambda SREHH (T
NS,

TR AR,
MBS BEMENLE , U Lambda RRERTETE MRS P HEERT S HRIE, £

AWS CLI @& Z4HAWSCURRENTFHIAWSPREVIOUSHRAFHEEF I ER , REEEget -
secret-value,
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MIEEME A scram-sha-256 HNZER1E,

MR IEEEIERE 2 Aurora PostgreSQL fRAS 13 SiESMA , FBHFEH scram-sha-256 INEZ
B, BRERBERAT X scram-sha-256 B 1ibpq MR 9 EIBIRAR , NIRRT EERE
BIBIERE,

HWEMLEBIEFEAFFA scram-sha-256 %

. #B

8% RDS for PostgreSQL 13 1 #J SCRAM S5 A &= A IE SCRAM ZiBHY

R,

SRR EBERA B 1ibpq RAE

1. #EET Linux BitEHL L , 7 Lambda #2515 L SMBEHEREBHA THHTE S, Fzip X
HRERTTHEEFF,

2. ‘E@HITLE, EIEBFRHIET:

readelf -a libpg.so.5 | grep RUNPATH
3. WMREBIFME PostgreSQL-9.4. x HAMET 10 WEERAE , WEREERT<F

scram-sha-256,

A%#F scram-sha-256 HEHRE A L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

% 3#F scram-sha-256 WEREBNH L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

% scram-sha-256 HERE IR L
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0x000000000000001d (RUNPATH) Library runpath: [/local/
p4clients/pkgbuild- alb2c /workspace/build/PostgreSQL/
PostgreSQL-14.x_client_only. 123456 .0Q/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild- alb2c /workspace/src/PostgreSQL/build/
private/install/lib]

« X scram-sha-256 WEHREBNHEE

0x000000000000001d (RUNPATH) Library runpath: [/local/p4clients/
pkgbuild- alb2c/workspace/build/PostgreSQL/PostgreSQL-
14.x_client_only.123456.0/AL2_x86_64/DEV.STD.PTHREAD/build/
private/tmp/brazil- path/build.libfarm/lib:/local/p4clients/
pkgbuild- alb2c/workspace/src/PostgreSQL/build/private/install/
1lib]

(® Note
WMREE 2021 £ 12 A 30 HZARE T B ZPRGR , WHRIREBUBS T FXF scram-
sha-256 W RRA 1ibpg. T X¥# scram-sha-256 , BEESH OB BNWHLIEE
.

BEEFEE SSL/TLS HRINR.

MREBHBIEEFE SSUTLS & , BERREBERARMNBIIERE , WRREHET LEZEIIKE
FE. &M TF Amazon RDS ( Oracle 1 Db2 Er4\ ) 1 Amazon DocumentDB #9503 B ¥ B 31 55
Z2EEFRE (SSL) SfAHEZ S MMIL (TLS) SRIEFEZKEE (WMRTH ) . N , tATFER
RINZFWELE,

® Note

WMREE 2021 F£12 A 20 BZRRET B RARKR , WRRDETEREETIZENR
HAtEARSSL/TLS. To support connections that use SSL/TLS , M EEF#H €| E R E K,
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T8 TE SR Y B0 1R B Y B 2 B )

1. 7E Secrets Manager ###l & H https://console.aws.amazon.com/
secretsmanager/ , TR 4H, 1E Rotation configuration ( 3 EE )
B Lambda rotation function ( Lambda $#E# ) T , &K EF Lambda
function ARN ( Lambda Bt ARN ) , fl#0 , arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TEMR
5l SecretsManagerMyRotationFunction ® , M\ ARN KEEHIEHBEFr.

2. TE AWS Lambda #Z#| A8 “BE” T https://console.aws.amazon.com/lambda/ , &Y
Lambda BB B ML B RAED | 1%#8 Enter , AFIEE Lambda B,

3. EERWEFMEERNMEAP , £ Configuration ( BLE ) k< LM Tags (FX ) T, EFRE
aws:cloudformation:stack-name Zi1 #{E.,

4. 7£ AWS CloudFormation ##|#& https://console.aws.amazon.com/cloudformation #J Stacks
T, FEAENERBRES , AFERE Enter,

5. MERIIFRGHITHEE , UERERAE Lambda BIRE K AR, £ Created date ( BIERH
H) 5h , EFHRNAEBH, X Lambda BIREHLIE B H,

Hix  “TTES AR lambda_function™

MREZITH R BREIRAH Lambda BEE , BiZEEEMNM Python 3.7 Bah AR B EFHARAHK Python
0, MBI IR, EfRILEIR | B LY Lambda B8R A K E Python 3.7 , fAfF the
section called “HII A W R EEARAM Python 3.7 A% F| Python 3.9°, ETHEZER , HSH
AWS re:Post F1#Y 7+ A FKH Secrets Manager Lambda B #2 kM BBV A B pg R85

=7,

I E N RIREBARAM Python 3.7 4 E| Python 3.9

2022 F 11 B2 BB 0 SRR BE A Python 3.7, &M F Python B AWS B F A TEET
2023 £ 12 AFE 1L X Python 3.7, BXREZELR |, 51 Python ZIFHEE#H AWS SDKs AT
B, EYIREIFERA Python 3.9 WHFTRHIREE , T EINERREEPFIMETHREBEERERCIE

B FEH Python 3.7 B Lambda 3R E K

1. BFK AWS EEEF|A HITH AWS Lambda 2§15 , Wik HFhttps://console.aws.amazon.com/
lambda/,

2. TEEBIIFKH , K% SecretsManager,
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3. HEMEENERBIIKRFT , EETHRET , £, Python 3.7,

FH&ZE Python 3.9 :

« %I 1 : £/ CloudFormationZE i Al B0 B 3K

o &I 2 : EAEHINA KRB ZEITAE CloudFormation
« &I 3 : XF AWS CDK AP , #% CDK FE

&I 1 : {5 CloudFormation = #7 6l 5 # B %k

& fEH Secrets Manager 2% & FF B ¥R INBERT , Secrets Manager £ CloudFormation 2 24
EMRIR , B Lambda RIRE. WREERARFETFERER , HEFEA CloudFormation H4k 8 2
THER:IheE , WA LAEFAMEREM CloudFormation ik EFMOIZEEHAMMNERER. FHEEER
EFTMRAH Python,

EH IR R I CloudFormation etk

£ Lambda HHMIFAEETEMNE BRI < L |, kFHRE, &F aws:cloudformation:stack-id
31 ARN,

HRBHERATE ARN B, T BIFTR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

- B . SecretsManagerRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda

EHOIERIREE ( CloudFormation )
1.  7E CloudFormation , I BB Rtk , ABRERFERH,

MR HINBNVEE BRI ERE |, FRBRRIRER , REEEEFR.

2. HEEMERNELHNESERT  EZRENAEFRERTEE  RASEENREFRESRTRE
BT  ERENAREFRERPREEZRE,

3. GENREFRESRT , FUTUTRE
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4.

a. TEEMRRMBAF | 7£ SecretRotationScheduleHostedRotationlLambda A
"functionName": "SecretsManagerTestRotationRDS" HI{EE RN HFTIWEHEBH
f5an1E JSON # "functionName": "SecretsManagerTestRotationRDSupdated"

b. EBRFEHER,
c. TEHEMEA CloudFormation MiFHER |, EFRHIAHHKESE A CloudFormation,
P& ST CloudFormation ek T/ERIE | AR RBRER,

RN 2 : ERAEHIN AR IZITEIE CloudFormation

\!/ 4]

/A Secrets Manager 2 #l & F B #IhBERT , Secrets Manager £ CloudFormation 8244

ERRIR , 2 Lambda R, MREBEHAZEHAETFERE , REMEH CloudFormation HEik 812
THERES , M LAMERAMERM CloudFormation HEtk S 58 £ KE#: Th8EM1Z 1T B [H] o

ERBIZHEREEIH CloudFormation HEfk

£ Lambda ¥ IFAEETEMEE RN £ L |, &EHFRE, &EF aws:cloudformation:stack-id
3= H ARN,

HREHDERATE ARN A | IR BIFF R

« ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMB0O8/79fc9050-2eef-11ed-

.« B . SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

ERRREBIEZTII RS ( CloudFormation )

1.

£ CloudFormation , IEBAMIERMER | ABEBREH,

MR BIBVEE RN ERE |, FARRIRHER | REARER.
HEFERTE LN ERERT SR ENARFRESRTEE  RoEENRAEFRESRTRE
BT  ERENAREFRESRPREEZE,

ENAEFRERT , ITUTRE

a. TEfE#R JSON A |, 3 F SecretRotationScheduleHostedRotationlLambda , &
Properties THJ Parameters FJ% , il "runtime": "python3.9",
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b. EFRERIEMR,
c. TEHEMEA CloudFormation SHEAES , EFHIAH LR CloudFormation.

4. &SR CloudFormation ik TERRE , AFERRER.

®I 3 : NTF AWS CDK AF , 74 CDK B

MREEH v2.94.0 AWS CDK Z B ARA N B RERGR , M LUEN ARE v2.94.0 HESRAK
B # Lambda B, BEXEZELR |, i3 W AWS Cloud Development Kit (AWS CDK) v2 FF & A & $5
Mo

MBI EBERAM Python 3.9 # 4 F Python 3.10

Secrets Manager IEFE£tXf Lambda 3##REEM Python 3.9 i3E % Python 3.10, EYJREIFEH
Python 3.10 WTHIREH , S EEBETHESF ENARBR., EFAUTERAL Python RA MK
B AR,

EEHRML Lambda B EEEA Python 3.9

1. BF AWS EEIEH A HITHF AWS Lambda ##|& , ik https://console.aws.amazon.com/
lambda/,

2. TEEBIIFKH , FiE SecretsManager,
3. EMERMEHBIIEKF  BEETHRET , &k Python 3.9,

BEB R EEMBE

L HIRPIRIRE Lambda 2B AT LB Secrets Manager %14 . AWS Serverless Application
Repository M A7 CloudFormation ¥R #TEE. SMHXLIFERBKEETEANEN B R,

BEHBNBELSN , FANATEREZ —EHEHN Lambda HIREHK
AWS Secrets Manager console-deployed functions

MBS AWS Secrets Manager 25l & EBE#TH Lambda ¥ , RN BLEFHEHNE
Lambda BEHI KB R,

FERALUTSBALK AWS Secrets Manager 24| & B THEE,

1. 3TF Secrets Manager &% , Wit 7 https://console.aws.amazon.com/secretsmanager/o

RippEHgE 212


https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://console.aws.amazon.com/lambda/
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2. 7E£ AWS Secrets Manager TF , &%, EFEFEAFLEENMN Lambda B ZH.
3. SMEIRHKREINF , AREREMRIREEILED,
4. ERBREHRT , EF0EHH Lambda B , AFEH Lambda BRIREHMA — DB,

a. (A& EFMERE , BULNREFHFEH Lambda RELARIAEZTAZET. ERHRE
T, EFIERRBA USRI,

b. (W% ) &R LE Amazon FEFEN R E EMZTRERK Python ARA
CloudWatch, BXEZER , TSRAWS Lambda F XA RISEHFESF Lambda K
# CloudWatch A&,

5. REMNRREEKE , L LMERIBVERE K.

AWS Serverless Application Repository deployments

LA IS 5235 BA 04 4% AWS Serverless Application Repository 2f&, &I EBH Lambda &

¥ AWS Serverless Application Repository B —M#M&E , This function belongs to an
application. Click here to manage it.HE#BEiE[ZEHKFIELN Lambda NAREFH
i,

/A Important
AWS Serverless Application Repository A £ AWS Xig M1E5R M E .

FEHALLTEEEH AWS Serverless Application Repository B ZFE#I B,

1. 3TFF AWS Lambda ##l& , Pt https://console.aws.amazon.com/lambdal/s
2. SMBFEFHH Lambda EEHE EET+,

- EFEIEEBH AWS Serverless Application Repository FAREFET , BEELLTHXEN
HBHER, BT LME Lambda #24|& FHRIXEE L,

« Lambda N AEBFHNER
. ERAEIEFHEEETLIE] Lambda RARFEN B, Hla , MIgFEALT

serverlessrepo-SecretsManagerRedshiftRotationSingleUser, AR
i/ | BFH SecretsManagerRedshiftRotationSingleUser,

« Lambda BHEHEBZ

- Secrets Manager i &
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https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs-view.html#monitoring-cloudwatchlogs-console
https://console.aws.amazon.com/lambda/

AWS Secrets Manager ArfEm
o ZiRR A E S B4 SECRETS_ MANAGER_ENDPOINT Z 2/ fl B MR E T Bk M
FTHE,
3. EAHLK Python , BAEFM LIRS TN AEFIENLRA, ESE AWS Serverless Application
Repository FF R A RIEEEHPHEFNNAEF

Custom Lambda rotation functions
MREGEBE N Lambda BEREE , WFEEARXLEEBNEN NG SHRBDAZTH, BXE
ZEE , HS M Lambda BBUE 1T A R B HF AR,

AWS::SecretsManager-2024-09-16 transform macro

MRBET S HHRERE Lambda B , W EAIMBEREFERF AR EEREREHN Lambda 11T
B o

FERAUTSRERANEEIREFH CloudFormation 4%,

£ https://console.aws.amazon.com/cloudformat ion £ F CloudFormation &I & .
EHERTEL , EREEENHER,

EHRFACEEERL , BEEHH.

FERBREREHRSED , EREEERN.

EERERTE L , EEFEANEER,

FrrEHMETRENRINE , R EFEEHMHER,

o o 0w N =

MBBEEFHERBRRA |, FS 5 CloudFormation FAFIER P EEHEBENRER,
AWS::SecretsManager-2020-07-23 transform macro

MRBIEFEAEF AWS: :SecretsManager-2020-07-23 , RIEBNUET B IR AR
X, BRESEE , BZHAWS X2 BE RN A BB AWS Secrets Manager 33 AWS:::
SecretsManager -2024-09-16, WREMKEEFEH AWS: :SecretsManager-2020-07-23 ,

N RELIBEIETINRA S Lambda B BEHTEENE R, BXEZEE S

¥ {CloudFormation ##%% %) RotationSchedule HostedRotationLambda® #JAWS
SecretsManager::::,

RSB EEFHHERER BT , 555 CloudFormation A BRI HEEHERBENRE,

I Python F+4%
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/determine-root-cause-for-stack-failures.html

AWS Secrets Manager ArfEm

ERIE Python AEKER , EFTFF Lambda ##|& (https://console.aws.amazon.com/lambda/) H# ik
EERBTTE. EFREEFNEE, ERBEDBS T , EFEZPFIENXH , HHER Python .so X
IR 3.10,

AWS Lambda ¥ 2% #PutSecretValue ki

WMRIBIE Secrets Manager FEARAAGHEBEKFRIR , HEEFKI T — CloudTrail FH
T ¥ ERotationFailed® =4 : LAMBDA_ARN.Lambda FK &% Secret F B F4ASECRET_ARN kR
ANVERSION_ID BBREGFMEHERKIR , MFEEEH Lambda B S BEEFAAWSPENDINGiZZ
., RotationToken

E ¥ Lambda ## K ELL2FE RotationToken
1. T%; Lambda ¥

* ¥ Lambda #Z#l&

ESMERP , EEEEK

X BB VIR IR BN Lambda ZBEARIREIEK

ETEF , EFEHBABE zip, AWS SAM X, FEFH—NE
ERAERNZHBRFEREITEN L,

2. Y"% Lambda_handler

EBEKF R create_secret £ ER A EHF rotation_token S :

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must

include the following:

- SecretId: The secret ARN or identifier

- ClientRequestToken: The ClientRequestToken of the secret version

- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)

- RotationToken: the rotation token to put as parameter for
PutSecretValue call
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context (LambdaContext): The Lambda runtime information

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage
does not exist

ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s." %
(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
# Use rotation_token
if step == "createSecret":
create_secret(service_client, arn, token, rotation_token)
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elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:
raise ValueError("Invalid step parameter")

3. YRI create_secret KRG

{81 create_secret BRELAEZ HEMA rotation_token ¥ :

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a
new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

RippEHgE 217



AWS Secrets Manager ArfEm

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

4. FEHFHEEHH Lambda BRI
EHEM Lambda RBRBEBE |, HE &R,

iR : “<arn>TE<a rotation>3FEFH 1T lambda B H4E”

MREH Lambda RREIESES BN PR +1E , HIA17E CreateSecret l SetSecret Z |8 , LATIRIE
BB FARRWE | NZRABAESHELIRER R

HRFBHEDS R

/A Warning
BT Lambda E?&H’HMT%E’FE MMENHRZSBIRENEKT 10 HEATERSSHTR.

BEXEZEER , 5 ( AWS Lambda AWS Lambda FF & A RIEEE)Y HM 7 M E H A M

BH Ko

1. REHFE Lambda HAKXIRE

« IiF reserved_concurrent_executions B&FREANK ( Hlan 1)

Sl
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- MREAMEHR , BRAEEDREN 10
- ZRERAFMEHRURBERNREN

2. WNTFWMEHK :

s FTEEXNREMEEHRZSH (HIW0 , £ Terraform # ) ,
- MRERXTRENSEH , BEAZELDLH 10 WE.
- 2ENAABRFTEERR T ENERRS
3. MEMAEMK
« BAATARNTERER AKX =(BUIFEBERY ) * ( U HBEUNFHBERSENE ). B
XEZER  BEAGEMEH K
- MEHIEFRRRPANE , UBEELNHRRE.
- FEERERAKE. NRREEBHARARTELE , ENTHESSBTR.

BXREE Lambda HEAMNEZEE , BSAFAAREEPWEETMEH A MEETMEEH K. AWS
Lambda

Feiit X

Secrets Manager 2 R EMN IR B AZRITXERENZH, ERETTRIFTER , HEH cron()
= rate() RiIEN AR AT ERIFLERT B, Secrets Manager SFER AT R BER S R4, B UERE—
NV R IR BT R N /TR R — IR B4R

ESARK  BESH

« the section called “1E &5 #”
« the section called “BEI 3R EEERNA (BHE )
« the section called “BER{IEBIRER (12BFHE )

Secrets Manager 2% it XA UTC 81X,
BT R

Secrets Manager ##If ERE 4 BT ERE L, HEEERLRBART | ATLLUREBRIRETE |, Secrets
Manager &£ aT BP9 H E /Nt B R SN 247

BRIt R 219


https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html#estimating-reserved-concurrency
https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/provisioned-concurrency.html
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Secrets Manager 3B EBIR/NINFFHR. XN FEA rate() REX ( AXHIEA ) HEIRITR
BRRNBMNFERIF B, BALUEA cron() RENRERRTBRNVITHRINE, BXTRH, FSH the

section called “Cron &ERX",

ARNBRT , W TFEDFITENRRITY , RRERE—/PEEXA ; §TRRXITENERITY , ik
B ERTE — REERATK .

EEQRMABHKE , BIRENRIFENE. SRR BRIRENEE—/if, ZERRIFERTE
HEMHERT - MR R, RYFR , W TN R RVHRRITR  FHANRRNRNTRETRRZ
EEY /DA N TFRRNEMHRRITR , FEINER /DR BN L RSFERNENTRET 24 T

Rate &KL

Secrets Manager mERIAXKAUTHER , HHbValue N EBFKhour , Unit T LARhoursday. .
Mdays :

rate(Value Unit)

BRI /NRRR—IXEH, RRRBREHN 999 X, =6 :

/"'&'{
« rate(4 hours) EREZRFABU/ NN —IR,
- rate(1l day) EREZRHFATREHR—IX,
« rate(10 days) ERERHAE 10 REHR—IX,

Cron FRiA T

Secrets Manager cron RIZXEBLUTHE :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

SENPFIEEMN cron REXNBRBLERE, HIW0 , cron(0 4/12 * * ? *) Ri]ES 400, TF
4:00 , RBERE-KREE 4.00, T4 4:00, Secrets Manager #£#1tXIFEH UTC X,

X Expression
/UM =R, NFEITLE. cron(@ /8 * * ? *)
/UM —IX , NE L 8:00 FF %A, cron(@ 8/8 * * ? *)

Rate &A= 220
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AN e Expression
BtH/hat—IX , NER 2:00 FEo cron(Q 2/10 * * ? *)

R BOFM 2:00, 12:00 M 22:00 74, A
FEEZXKH 2:00, 12:00 A 22:00 # 1T,

#XLEF 10:00 cron(@ 10 * * ? *)
BEHSTF 6:00, cron(@ 18 ? * SAT *)
BA%E 1 XLEF 8:00 cron(@ 8 1 * ? *)
B=NMAE-—1NEHRZER 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BA&E—XTF 5:00, cron(@ 17 L * ? *)
EH—FNEHA L5 8:00, cron(@ 8 ? * MON-FRI *)
BAE 1 XME 15 XT4H 4:00 cron(@ 16 1,15 * ? *)
BAEF—1MEHMBFR. cron(@ @ ? * SUN#1 *)

MN—BHBHE, B 11 NANE—NEHR—MWF cron(0 0 ? 1/11 2#1 *)
@O

Secrets Manager Y Cron FRiAT EK
Secrets Manager X B] LA F cron RiZXHANEE —LPRH|, Secrets Manager 9 cron FTRiAZ K 7 £

FERMHAIEE 0, HH Secrets Manager IRINBREEQTT R, HFEHFRMLIIEE * |, AH Secrets
Manager X #FMHEBE—F U LR RITX. TRERT JUAEARED

FE =] BT
Minutes AR 0 7c
NN 0-23 R/ (ERMT) BEEEE, 4

m, 2/10 BEREMNER 2:00

Cron RIEZR 221
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FE =1 BEARF

TTeaE 10 Mt —IR, BRI LE
9/ HR — IR B

D ay-of-month 1-31 A, (85 ) 3sHMWE. 6
m, 1,15 YRHAME1 X
ME 15 Ko

£/ - (EX% ) BEEEE. #
W, 1-15 RRHANE 1 X
E% 15 Ko

A (25 ) B8%ZFRIHN
FiEE. flwm, ~ RRIHAM
B-X,

?2(R5) BEFATEE—
®E N BIZEER— cron
FKEXHF R Day-of-month
M Day-of-week FEX[EIR
EEE, MBREREEP—AF
BHREETE, USNES—
NFERAEA? (FF ),

£/ ( ERHL ) EERE,
plan , 1/2 RIRME 1 RFT8A
BRX—IX , SAEHR , 5 1
R, B3IXR, B5X, #RILE
#o

A LEESANERE—Xo.

5/ DAYL B EZBAHRE—
Nen B BHA, a0 , SUNL &
TYEANERE—INEHE,

Cron RIEZR 222
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RAriEmE

FE

At

(=}

1-12 =% JAN-DEC

BEARF

5/, (5 ) 3sHME, i
@, JAN,APR,JUL,OCT =X
~—A, MA. tA#Mt+A,

£/ - ("% ) BEETE. A
wm,1-3RF—FNE11MA
EEINMA

A (25 ) B8k FRYF
WEE. flm, * RRg)H
EO

£/ / ( ERHL ) EERE,
plan |, 1/3 RRB=1NA—
R, NE1NRTTEE , BISE
1. 4, 7TH 10 1M A,

Cron FRiE=
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RAriEmE

FE

D ay-of-week

Year

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I

Cron FRiE=
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3 BE#R AWS Secrets Manager 4R

BREXKRECRE TRRNZH, EREFRSCRENRR , BERFESHEFEHAHB T RIS E
Rotation configuration ( ##ELE ) E82, R Rotation status ( 2 ¥IRZ ) 73 Enabled (B ) , M
FHRENRIR, MRTE , FZRARGR BH,

B EIRIRE (254 )

1. $TF Secrets Manager &% , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. HEEFEEZBHNEH

3. ERAMAGEENEL  ERERETS , EFRIARKRENR,

4, HERBRBAXNFES , EERKR,

AWS CLI

Example 3 BN % # %47

AR rotate-secret RBIRF BN FFta5Hr, BRAMXTMEE BRI,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

ERARERNEZHA

&R LAERA AWS Config RIFEENERE , UERECIRENELNIRE. BAILER AWS Config i
NEXHNEZNARLZLMERAMER, RE AWS Config ATLRBI TS RAMME, £5E 7R
X FATTHE, RREE. BTEAMNEN KMS ZH, Lambda RIREBEKR EZARBKNIFESF
HATHE R

MREHNALRPESZN AWS K- Z4 , WA REZEENEAUEEIE. AWS X EXEZE
B | &2 Multi-account Multi-Region data aggregation,

TN EARBERRHR

1. BIBERAAWS Config LN F {4 5HR A AR ATHRAE , M T AN #1758

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager HHY
FEAME T IR,

I BNF IR A 225


https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/rotate-secret.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
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+ secretsmanager-scheduled-rotation-success-check— K2 EXBRIINEHRERE
BEENRIAEN, RENRERRITX,
« secretsmanager-secret-periodic-rotation —RERBCHEIBENKEARIER T
R,
2. (W) BLE AWS Config A ERATRENNBHE, BXEZEL , HSHAWS Config £IEZE
Amazon SNS £/ EH,

£ Secrets Manager FEUE B3 # i

MRNEZPERET BBk , HEEEELERER , WA BUEER,
HUH B35t

1. 3TFF Secrets Manager ##|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EEENER.

3. EEBARMAGENLMRKREET , ERERELR,

4., HEHRBERHREENEED , XAERKR  RAEERRT.

Secrets Manager 2R EBRREEEFE , WMELAERRATEH S ARKRNATUEAT,

HUE B33 226


https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://console.aws.amazon.com/secretsmanager/
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AWS Secrets Manager HH E {2 AWS RS EEH L2

% AWS RSP 176 FEAHZ AWS Secrets Manager, EELEBRT , XEZARTERL
XERECEXLERANBRS TUBHEREEN]. flon, —LREE Z’fﬂ@?ﬁ%“’“%?ﬁ& RAEEF2%E2
BEREE, TERSETERHEELENREHRNERTERZALIMBREN , XBEBFH L , B
NREERFS KB TEH.

REZHREREEXLEZRAN AWS RS EIE,

ERAEATEEERS ID W BNERIERBI T,

Secret name: ServicelID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

IDs EATEEBNZNRS

appflow - the section called “Amazon AppFlow”

* databrew - the section called “AWS Glue DataBrew”

* datasync - the section called “AWS DataSync”

* directconnect - the section called “Direct Connect”

* ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

* opsworks-cm - the section called “AWS OpsWorks for Chef Automate”

+ pcs - the section called “AWS H 1T ERE”

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

» sqlworkbench - the section called “Amazon Redshift Zif) R85 v2

EERMEMAWS BSEENER , BERERTERH.
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RAriEmE

AWS BR%S FRLE{E A AWS Secrets Manager #Z 1

REVEXU T8N AWS BRS t{A 5 Secrets Manager SR RIE B.o

#04al AWS App Runner £/ AWS Secrets Manager
AWS App2Container 21alfEF AWS Secrets Manager
#n{a AWS AppConfig £/ AWS Secrets Manager

I 5 #h 4048] AppFlow £ AWS Secrets Manager

704 AWS AppSync £/ AWS Secrets Manager
Amazon Athena 21l f£ F§ AWS Secrets Manager

i 5 #h Aurora 28I AR AWS Secrets Manager
4] AWS CodeBuild £/ AWS Secrets Manager
Amazon Data Firehose f0{AIf£/ AWS Secrets Manager
#n{a] AWS DataSync £/ AWS Secrets Manager

I 5 #h 04e] DataZone 5/ AWS Secrets Manager

Al AWS Direct Connect 8§ AWS Secrets Manager
#n{a] AWS Directory Service £ AWS Secrets Manager

Amazon DocumentDB ( with MongoDB compatibility ) #04a]4E F AWS Secrets Manager

fn4{l AWS Elastic Beanstalk £ AWS Secrets Manager
Amazon # MRS EM KA SN AWS Secrets Manager
Amazon Elastic Container Service

NI 5 3#h 3040] ElastiCache £ AWS Secrets Manager

#n{a] AWS Elemental Live £ AWS Secrets Manager

Al AWS Elemental MediaConnect £ AWS Secrets Manager
e AWS Elemental MediaConvert £ AWS Secrets Manager
Al AWS Elemental MediaLive £ AWS Secrets Manager
#n{a] AWS Elemental MediaPackage £/ AWS Secrets Manager
Al AWS Elemental MediaTailor £ AWS Secrets Manager
Amazon EMR #0{AI &£ A Secrets Manager

I 5 #h 404a] EventBridge £/ AWS Secrets Manager

EAZAN RS
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« W S#h404a FSx £ AWS Secrets Manager #12%

« 3048 AWS Glue DataBrew {8 AWS Secrets Manager

« AWS Glue Studio Zn{a/fE/ AWS Secrets Manager

 404a AWS loT SiteWise £ AWS Secrets Manager

« Amazon Kendra #0{i £ AWS Secrets Manager

» Amazon Kinesis Video Streams #1a] £ AWS Secrets Manager

 404a AWS Launch Wizard £ AWS Secrets Manager

» Amazon Lookout for Metrics #1{AIf£F AWS Secrets Manager

« Amazon Managed Grafana #{A{£FH AWS Secrets Manager

« #n{a] AWS Managed Services £ AWS Secrets Manager

+ Amazon Managed Streaming for Apache Kafka #0{a]f F§ AWS Secrets Manager
« Apache Airflow fiI B # £ E TEREZ WA AWS Secrets Manager

+ AWS Marketplace

* 30{A AWS Migration Hub £/ AWS Secrets Manager

« AWS Panorama #fAfEfA Secrets Manager

« AWS HTIHERSW{AEA AWS Secrets Manager

« #n{a] AWS ParallelCluster 88 AWS Secrets Manager

« Amazon Q 1A A Secrets Manager

+ #{alAmazon OpenSearchingestionf f§ Secrets Manager

 404A AWS OpsWorks for Chef Automate £/ AWS Secrets Manager
+ Amazon Quick Suite #0{AIf&E/ AWS Secrets Manager

+ Amazon RDS #{AI £ AWS Secrets Manager

« Amazon Redshift #01a] £ AWS Secrets Manager

« Amazon Redshift E#)/RET v2

« W5 A SageMaker | SHAIEAK AWS Secrets Manager

 404a] AWS Schema Conversion Tool £ AWS Secrets Manager

« @A T InfluxDB By Amazon Timestream A E A K AWS Secrets Manager
+ 304a AWS Toolkit for JetBrains 8l AWS Secrets Manager

o Bn{a] AWS Transfer Family £/ AWS Secrets Manager # %

EAZAN RS 229



AWS Secrets Manager ArfEm

« 04a AWS WickrfE | AWS Secrets Manager #% %

#n{a] AWS App Runner £/ AWS Secrets Manager

AWS App Runner 2—I1 AWS RS , TR T —fRE, MEELFEENAN , THRERBRESE
BIGEZISEE AWS = A EEZ LK Web RARF. BEFEIFHER, REFEABITER
%, ERFEMENATEMEE AWS FiFo

£/ App Runner , &R A E GRS HEFRRSHEETFZAMEESI A ANRSTNRRLEE. B
XEZER , FSH (AWS App Runner F R AR IEE) FHEIARELEENEEREETE,

AWS App2Container #1{AI{£H AWS Secrets Manager

AWS App2Container E—RGHTIE , A& EREANEBERBHBEHR OIELN LZTHNA
BF , £E% B Amazon ECS, Amazon EKS &K R85 +=1T AWS App Runner,

App2Container £ Secrets Manager X EEA TR I HITENEZIINARFRSI|/VEIL , LUE
BITEREGT. BXEZEER , 1521 App2Container FAFIER I EE AWS App2Contain AWS er
B4

#n{al AWS AppConfig £ AWS Secrets Manager

AWS AppConfig 2 — AWS Systems Manager BiA] A T 022, EEMNREFENARFEENINEE,
Bl & A[ ‘2 & 7 7L Secrets Manager FHE MR FEHIHMBBRER . HEEEBHENEEXH48T
A LAk % Secrets Manager fENEEHIENREFE, EXREZEER , BZH (AWS AppConfig 15
) PHelE B mEREE X, BXxI{T AWS AppConfig b EBFF 5 BB R IRINBEMN RIAMER |
2% (AWS AppConfig FAF#E™) I S ecrets Manager Z4A %k,

NI 5%k an4e] AppFlow £/ AWS Secrets Manager

L 5# AppFlow 2 —TE£REENERRS , RSB ERMERS (SaaS ) MARRF ( fla
Salesforce ) 51 & # E #1245 IR S ( Amazon S3 ) Fl AWS RS Amazon Redshift& M AREF 2 B &
i RIRBIE,

£ Amazon H AppFlow , Z#&f¥— SaaS MARFEEN R BERE , BROIET —NERE., X
DIEEEE SaaS NABRFAENEE , flUNSARIESIE. AFRSNEB, LD ENEERE
AppFlowfZfi FE 5 B8R HY Secrets Manager £ E & Fappflow. FRFHANZHAE IS ELTHH
FH® AppFlow, BEXEZEE | 52T % AppFlow F 1R AppFlow B SR EIER T
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https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
https://docs.aws.amazon.com/apprunner/latest/dg/env-variable-manage.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
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nfar AWS AppSync £ AWS Secrets Manager

AWS AppSync IR ARFAEAAREMT /8K, I¥ EH GraphQL #O , ATFEHRKRBEZ /XK
SREVEIE | B Amazon DynamoD AWS Lambda B #1 HTTP, APIs

AWS AppSync £/ Secrets Manager %48 EULE T 5% RDS M Aurora, BEXEZER , 55
% (AWS AppSync FF R AR 1ERE) IR : Aurora Serverless,

Amazon Athena f0{a]f£ A AWS Secrets Manager

Amazon Athena 2 — R EXEHRS , ILEEEBENEARE SQL B2 # Amazon Simple
Storage Service ( Amazon S3 ) HHIEIE,

Amazon Athena ¥ #ERiE#ES 7 LAY Athena Bx & B THEES Secrets Manager ZR4E S A , M
MEABE, BXEZEE |, i55H (Amazon Athena AFER) FHEA Amazon Athena Bx& &
o

I 5 Aurora 2 Z0{a]fE A KY AWS Secrets Manager

Amazon Aurora  —15 MySQL # PostgreSQL # AN T2 BN R RBIEESIE,

E"é‘fi Aurora WX FEIE |, Aurora | _JJ«)JJ"J‘ﬁUETEé‘E%H BEENNZALZFTEA, Aurora
EEIXEEININRR, BXEZEELR , 25 (Amazon Aurora AF¥ERE) FHIEH Amazon
Aurora Al AWS Secrets Manager& IE{:. 15550

BXHEAM Aurora ZIEWER , BSH CIEEH,

A Amazon RDS Data API B |, & A LAE Secrets Manager F R4 B BIEENEILE, BEXE
ZER , H5 R (Amazon Aurora FIF#8R) R Aurora Serverless & AP,

£/ Amazon RDS ERESIEZIIBIEEN , TLUSBIEENZIULF T Secrets Manager H., &
KREZELR | 52 Amazon RDS A ISR A ERER.

Al AWS CodeBuild £ AWS Secrets Manager

AWS CodeBuild R EMNERRS. CodeBuild HRiIFEMRNRE , STE MR |, HERHE
BN IH,

B LAE A Secrets Manager 1F# A EEMEREIL. BXEZEL , HSH (AWS CodeBuild AF 18
) CodeBuildPWFAE EMTKEE AWS Secrets Manager 7,
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https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
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Amazon Data Firehose A& A AWS Secrets Manager

& Al LA A Amazon Data Firehose f SRt REAHEA B I ZS MR EZHEIR. SERFTERURE
fArt |, Firehose 27EIZ{THIM Secrets Manager K RZANEEEIBir. BXEZEL , H5H (L
O BHE Fireh AWS Secrets Manager ose FF X Ei5/) LA S HIE Firehose #1TH 7%
iF,

#n{al AWS DataSync £/ AWS Secrets Manager

AWS DataSync & —HELBFEE MRS , AL, BaCMMNEFEREMNRS ZANBEE,

FEFHNRLFH RS DataSync FEEREFERBMEALIE. DataSync £ Secrets Manager 77
fERIF R FMEEIE, A LB & DataSync AR RECIER , T UEHRBAEN R, REEER
ALABIAR aws-datasync FFk, BRAFRERAENSBOIZENFEHAM TS DataSync, BZH AWS
DataSync AAF{EMP W RHFELEN I,

M 53 204a] DataZone £/ AWS Secrets Manager

Amazon DataZone 2 —TMHEEERS , TiLENBEHTHE, KU, BE. HEN9H. &7
LA Aok B S AESMEE) Amazon Redshift REFHRMAEFHNEER ™. AWS Glue [EHEF
EiEiE D% Redshift , IEETE Secrets Manager 247 F IR & i# DataZone Kif, HXEZ{E
B |, 5 RIS % DataZone A F ISR HIEAFHT AWS Glue E# 7 Amazon Redshift Zi#E FE 6725
R

an{a AWS Direct Connect £/ AWS Secrets Manager

Direct Connect B33 ¥/ B LA AR R e 41 8. 45 45 S8 9 PR 2B P 4% 55 32 B FE AN Direct Connect X B, B it
EE B EEAEROAARNELED AWS RS,

Direct Connect fHEZEX B ZHA B MAEZEXBKZLAT ( CKN/CAK 3 ) BEFBIRNWIEE Z4H
H, directconnectWZEMN B A E I EEZR A Direct Connect, EFH&4H , AFE M Direct
Connect T A& Secrets Manager. HXxE%{E & , i55 M Direct Connect A F M B HIF a MACsec
CKN/CAK 5 LAG Xk,

an{a AWS Directory Service {£H AWS Secrets Manager

Directory Service £ 7 Z ¥ Microsoft Active Directory (AD) S5t AWS BRE —RERN X, &
A LA U B8 F Amazon EC2 EHIMMA RN E F., BXREZLEE , 2 (Direct Connect A F
EE) FRUTHA :

Amazon Data Firehose 232


https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/datasync/latest/userguide/location-credentials.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html

AWS Secrets Manager AR
* ¥ Linux EC2 SEfIFTLE I AYRAY B EX AD AWS FEE B X

* % Linux EC2 35|75 48 i1 A#REY AD Connector B %

« 3% Linux EC2 SEHIFT 48 A#RIY Simple AD B &

Amazon DocumentDB ( with MongoDB compatibility ) Z0aIEH AWS
Secrets Manager

Amazon DocumentDB ( 3% MongoDB ) R R & X EMN XEHBIIEFERS , ©X#F MongoDB T{EHR
#o. Amazon DocumentDB & Secrets Manager ££5% , AIUEBREFN TR/ ZFE , AiEEZ S M
HELEITIER,

Amazon DocumentDB £ R Z1G , I E1FM#E Secrets Manager 7 , AREBZRHARE. RiNE
T, Amazon DocumentDB 8t X¥E#—XZH , EELAUREZFTESRELRITN,. IBERIEXR
Amazon DocumentDB SEF T , LA LUEEIZEF R EE Secrets Manager P ERAF&B, BX
EZEE , 5% Amazon DocumentDB Fr & A G 1ER AR #Y£F Amazon DocumentDB # Secrets
Manager # TR EE,

an{al AWS Elastic Beanstalk £ AWS Secrets Manager

& AWS Elastic BeanstalkBy , A URIEZBEMEE AWS i NARF , MALL T HESTXERN A
EFHEMEM, Elastic Beanstalk A[i@i3 4 X Dockerfile A1 34 B9 IR {G SRIREUZFE Docker BIGR
3§ Docker 3835, N T AREMEEHEENELEMERHIHITH MR |, Elastic Beanstalk £/ Secrets
Manager %4, BXEZEL , 5 (AWS Elastic Beanstalk FF X A R 1ER) FH Dockerfii &,

Amazon #H A EREM R ER X AWS Secrets Manager
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/private-auth.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/private-auth.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.aws.amazon.com/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
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https://docs.aws.amazon.com/mediaconnect/latest/ug/encryption-static-key.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/encryption-static-key.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/medialive/latest/ug/device-iam-for-medialive.html
https://docs.aws.amazon.com/medialive/latest/ug/device-iam-for-medialive.html
https://docs.aws.amazon.com/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.aws.amazon.com/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.aws.amazon.com/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.aws.amazon.com/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-api-destinations.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/managing-file-shares.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/migrate-file-share-config-to-fsx.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/migrate-file-share-config-to-fsx.html

AWS Secrets Manager ArfEm

TDETERMINISTIC_DECRYPTDETERMINISTIC_ENCRYPT., FICRYPTOGRAPHIC HASHELH IR |

AFXRBEREEFNDIASMBEL (PI) RITHER , XEEFEEERAF#E Secrets Manager Z 47 #Y N

BEA. MREFEA DataBrew BRIAZARFE MBS , W DataBrew 2B —NMEERRNITE
#4Adatabrew, FREBANTHATEELAZA TP DataBrew, MREQIEHBHARFEMBERR
N DataBrew &8 —MNHHHIRH F4AwsGlueDataBrew, BEEAMFHZNRA,

AWS Glue Studio #1{aI £ AWS Secrets Manager

AWS Glue Studio 2 —1MNBFFRHE , TUABNMEPAE, STMERRER, FHRAmME (ETL) £
e AWS GluelBi3#EH &l B Elasticsearch Spark Connector , A LU IE D% OpenSearch fREH
EIREL, BRAME (ETL) ESHBIEEM#. AWS Glue StudioZiE#EE) OpenSearch &8 |, /RATLL
£ Secrets Manager F{EAZH. BEXEZELR , ESH (AWS Glue F A AR IEE) RIHIE : &
A AWS Glue Connector for Elasticsearch,

nfa] AWS loT SiteWise £ AWS Secrets Manager

AWS |oT SiteWise B —MIEERS , AILEBAAERE, BE, 2N TRLEKE TAERZHEE.
AT LAEF AWS loT SiteWise 2 #I B BIEMX, RERILEZTMXHNBER, ARSI H T K
%, MREBWERERGHRIE , BEA—IFHXRHFITHEHRIU. BXEZEE , 55H (AWS loT
SiteWise AFIERM) PWELEHERESHRIL,

Amazon Kendra @{a/ £ AWS Secrets Manager

Amazon Kendra 2 —IEE A AEENERERS , JitAFREABAESABNSREREELZER
LML FE AL IR,

BYEEEEREEFIENTS  BUUNEHERREEPHXNELIRS, BXEZER , 55H
Amazon Kendra f /P 18 H BV 5 A R EE B3R R

Amazon Kinesis Video Streams #1{a]f£ H AWS Secrets Manager

A LAE A Amazon Kinesis Video Streams E#ZEIE P 7MY IP BEA , A FH R FHEKE

BEINNNE , ARUARXEH IR TKAREE, BRNSTLE, ERHMEEXKE P&
B IR | B Kinesis Video Streams Edge Agent ZFEBE| AWS loT Greengrass. &7 LU iR
8] 57 2 A% 8 B SR G A B S PR B MV S IE 7% £ Secrets Manager £+, BXEZEER |, S
% {Amazon Kinesis Video Streams T X A G 38E) F AR Amazon Kinesis Video Streams Edge
Agent E8&F] AWS loT Greengrass.

AWS Glue Studio 237


https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_ENCRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_DECRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.CRYPTOGRAPHIC_HASH.html
https://docs.aws.amazon.com/glue/latest/ug/tutorial-elastisearch-connector.html
https://docs.aws.amazon.com/glue/latest/ug/tutorial-elastisearch-connector.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-source-authentication-ggv2.html
https://docs.aws.amazon.com/kendra/latest/dg/data-source-database.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
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https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-setting-up.html
https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-setting-up.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-rds.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-redshift.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-redshift.html
https://docs.aws.amazon.com/grafana/latest/userguide/Redshift-config.html
https://docs.aws.amazon.com/managedservices/latest/userguide/secrets-manager.html
https://docs.aws.amazon.com/managedservices/latest/userguide/secrets-manager.html
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-password.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-password.html
https://airflow.apache.org/
https://docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
https://docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
https://docs.aws.amazon.com/mwaa/latest/userguide/samples-secrets-manager-var.html
https://docs.aws.amazon.com/marketplace/latest/userguide/saas-product-settings.html#saas-quick-launch
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/migrate-sap.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/rehost-on-ec2.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/database-analysis.html
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https://docs.aws.amazon.com/panorama/latest/dev/appliance-cameras.html
https://docs.aws.amazon.com/pcs/latest/userguide/working-with_clusters_secrets.html
https://docs.aws.amazon.com/parallelcluster/latest/ug/tutorials_05_multi-user-ad.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/connector-concepts.html#connector-authentication
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-atlassian.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-docdb.html
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LIRTE P BIEF RS 858 AWS OpsWorks CM , OpsWorks CM &7 iR 525 915 E 12 1 Secrets
Manager B ZHH , BIR A BT Ropsworks-cm, LA KA T ETE OpsWorkstI ZAF., BXE
ZER , B3 OpsWorks AAFERM PRI E K AWS Secrets Manager,

Amazon Quick Suite Z01a]fE A AWS Secrets Manager

Amazon Quick Suite B —f =L ERE (Bl ) RS , TATHTHN. BEITRILMRE. BRI
£ Quick Suite AEAZMEIERIEF ., MRERNIEEZIETFM#TE Secrets Manager 248 H , Quick
Suite AIAEAXERAEZZBIEREF. BXEZER , BSH Amazon Quick Suite AFER) . &
#91E Amazon Quick Suite £ AWS Secrets Manager B4R BB IEEZIE,

Amazon RDS #{AIf£A AWS Secrets Manager

Amazon Relational Database Service (Amazon RDS) 2 —I1 Web &% , it F8E% £ AWS Cloud=
PFERMMIRE. BRENT BXRBEE.

EEEIIE Aurora F£ A Amazon Relational Database Service ( Amazon RDS ) WERAF &

if , Amazon RDS A AN BBIBIEERH, BEENUFAISHEA. Amazon RDS ik & X L4 F
ik, BXEZEER , 2 (Amazon RDS AAF1E®E) FMEA Amazon RDS #l AWS Secrets
ManagergZ B %,

BxHfth Amazon RDS i , 25 SIE %44,

£ Amazon RDS &EififrEE I HEREN , TLURHBIEENZILF M T Secrets Manager ¥, &
REZEE |, 2% Amazon RDS AF RPN EREHEERS
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X% M. Amazon Redshift A EEXLEIENHIR, BXRELEER , 525 (Amazon Redshift B
5 FHIEEA AWS Secrets ManagerE I Amazon Redshift B8 & 215,

B HMf Amazon Redshift %Ki , &S5 tlE%4H.

A Amazon Redshift Data API B , A LAE Secrets Manager FHI R AE B EBHNEIE, BXE
ZER , SRR Amazon Redshift Data API,

£/ Amazon Redshift B 4w 5B 5EIER BIEERT | Amazon Redshift A EH FIEF 6 £ B 51 &
redshiftqueryeditor HJ Secrets Manager Z4H., BFENNBAXNTH. EXEZEER | &
2% (Amazon Redshift EI2155) AW FRERREREAHIEE,

EXERRIEES v2 , IHS A the section called “Amazon Redshift Zif4R1E2E v2's

Amazon Redshift 4488 v2

Amazon Redshift B4R v2 2 — N EMHWET Web B SQL EFimNARERF , AT Amazon
Redshift ZiE & E L al#ENIZITEIR, FH Amazon Redshift Zif)4R1ET V2 EZIIRIEE

B , Amazon Redshift (¥R EIEF#ETE AR sqlworkbench B Secrets Manager &
ZHR. FHEBANREATEEMSEA Amazon Redshift WA, BEEHMLRE , BLAEH
Amazon Redshift M3 Secrets Manager. HXEZEE. , i H Amazon Redshift EEEEPNEA
EWRES v2,

BXZENERRIESS , 1§51 the section called “Amazon Redshift”,

I 5 A SageMaker | a1{A{EAK AWS Secrets Manager

SageMaker Al R— I ENNEEFEI RS, BB SageMaker ATERE , BHERERNFARXAR
A RIER WA EFIGYEZIRE  ASNEEESBIEFRENTEERED, BRHET
SR H Jupyter 485 Notebook E£4l , BB G RIBBEBRANEHITREN SN , HLELEETERS
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A LU Git 776 FE < BRE Jupyter notebook 3E41 , LA IR AR 77 2 B 442 4= LE S M BR % iC AR BB f
KEMAFARFENRRBEERREFR, BALEMA Secrets Manager EEIAEFHESZIE. BXE
ZER , B2 (L% A SageMaker | FF R EIEmE) /I “fF Git FEESIL ¥ SageMaker £1ic
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E M Databricks § A$#E , Data Wrangler & [ JDBC URL 1Zf#7E Secrets Manager F, BXE
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nfal AWS Schema Conversion Tool £ AWS Secrets Manager

I&TILAE A AWS Schema Conversion Tool (AWS SCT) I EHRIEFELWMN — MNBUBE 5| B4
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A i F Amazon Elastic Compute Cloud £ I EIEE | SERN BUREME S3 EMEEH,

HRBIERE R IR , AWS SCT AJ LA A7 £ PV BIEEE £ #E AWS Secrets Manager, BXE
ZER , B2 (H/P#EE) AWS Secrets Manager FEIFE AWS SCT f /7 R EFAWS Schema
Conversion Tool £/,

EAT InfluxDB B9 Amazon Timestream £ A AR AWS Secrets
Manager

InfluxDB #¥ Timestream & —MNEE R BB FSIEIEESIZE |, A1k &R 2 ¥ 8 A TR 59 KAt 8l /7 51 B
BARRFIZ1T InfluxDB IEE., AWS APIs{EBh Timestream for InfluxDB , & A LUK E. B/EMY BT
B FY TEMS , XETEMSETUAMIBEZER N E BN ERNEEA,

YR B2 Timestream for InfluxDB #IEFERT , Timestream 2B E— N T EH#EEGEIINZ
H, BXREZEER |, S5 (Timestream F X ARIERE) FH How Timestream for InfluxDB uses
secrets,
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AWS Toolkit for JetBrains 2 B F &K X E (IDEs) W RFEH JetBrains, kT ESFEFF A AR AE
BERMNMIT R, BAiRANIPEER AWSHERSHNAER, FAE T ESEEE Amazon Redshift
S8, B LA Secrets Manager ZAHITHHRIE, EXEZER , HZ5H (AWS Toolkit for
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BEE, MHRE, RERAEEHITRLBER. BUUER Wickr BIEZFVSEAZIIERN B3
1t ﬂﬂ%*ﬂ%ﬁk—ﬂ/{lﬁllﬂ AWS R , BRLIRRNZBIE —/ Secrets Manager Z4ARZMEHL25 A K,

BXEZEER , BSHE AWS Wickr EEBIEEHNE I BIFEZFVEE A

AWS Wickr 244


https://docs.aws.amazon.com/transfer/latest/userguide/custom-identity-provider-users.html
https://aws.amazon.com/blogs/storage/enable-password-authentication-for-aws-transfer-family-using-aws-secrets-manager-updated/
https://aws.amazon.com/blogs/storage/enable-password-authentication-for-aws-transfer-family-using-aws-secrets-manager-updated/
https://docs.aws.amazon.com/transfer/latest/userguide/key-management.html#pgp-key-management
https://docs.aws.amazon.com/wickr/latest/adminguide/starting-data-retention-bot.html#data-retention-startup-asm

AWS Secrets Manager ArfEm

£ AWS Secrets Manager fE BRI AT HZREEE=F

1
AN
(m=

FEE IR B — TP ETA BR4AK B AWS Secrets Manager |, AJ LS FM# M BRI K BER S EMK R
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BEUNHNTZEIR  BSREREEMKREE,
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« T Lambda MIEERHER T OIZNMEE B E L REBHNTH, HEBAMRSHN , REL

B3R , BENIKF AR REFBEM Lambda BEER.

- MENHEZEARATBREAITUASERNSHERFEEBXE , ATSRRATNTHE. 8IEENK
HEE LB,

« ERNEERFESRGEBIRELHARREN SPMEFEKHFREASE. SHERFERES Secrets
Manager 585 , N BRACIBNMEERRDERBEREES

- T2 AHEITEEY AWS CloudTrail iEZFIAR#ES), HIBREEMNMERRERRISTTEHER
E.
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Secrets Manager IEE=FNARBFHITREEN , URREENFEENINE., BNEEAHEENE
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secret BEEBEELNE=ZSFEFMEEMENFTER , XEFEREFEMIECreateSecretfFIHRR, F# T
EASnEE AT EH 240 HEE A P RotateSecretfE AN F R, XLEFERIFHERSIEUREE L ,
UATEBRIRTRRE,

NT FERRIEEIZIT , BAHE Secrets Manager R EEZPEGEAHNBENR, BEXEZE
B, BSRZETNE

UT B EENERBIAMBENEN THIEFZERIER | LRI Secrets Manager ZAH FERIRH
BNFERIHER,

F&

BaaEREF BmARE

Salesforce SalesforceClientSecret

BigID KIDClient#4 2

Snowflake SnowflakeKeyPairAuthentication
Salesforce & %5
MEREFR

AR 2 Secrets Manager i 4N BEMNFEL -

{
"consumerKey": "client ID",
"consumerSecret": '"client secret",
"baseUri": "https://domain.my.salesforce.com",
"appId": "app ID",
"consumerId": "consumer ID"

}

consumerKey

EAEZR (EHAF/ iR ID ) 2 OAuth 2.0 FIEMNFEUEARARF. EAILIE#M Salesforce FhER
BEFinRAREFEES OAuth REFPKR REREZEH.
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consumerSecret

SHBREZY OB FP R  REERAEF - EFERANAEERE , AT#ER OAuth 2.0 &F
WEIERHTENRIE, B LEEM Salesforce ABEF M ARFEIERS OAuth IREHRKE
SHEENEZ,

baseUri

EZK URI 2#RK Salesforce A2 F T 5 Salesf APIs orce B EARM L, X KA T REIBFE
N:https://domainName.my.salesforce.com.

appld
R AR ID 2&H Salesforce AZBE Fim N AIEF (ECA) WHRRHFF. ZAI LU EA Salesforce

Usage W REK R OAuth FE. EX4TUFRBEFFHALxENTEFEBRFFH. LFE
5| Salesforce ¥ #25R H #Y external_client_app_identification,

consumerlD

SHEEE ID 28H Salesforce A EBEFImN AR (ECA) SHEZWIMRAT, B ABEN AR
Salesforce N ATER ID 24 H OAuth Rifis SR FEMEE, LLFERIEMN 2 Salesforce ¥#ig
EHAEEERR,

=R T HIEFER

LT R## Salesforce HAENBHAMEN THEFR.

{

"apiVersion": "v65.0",

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:SalesforceClientSecret"
}

apiVersion

Salesforce API My 2~ 2 RHY Salesforce A4AHY APl AN, ZRARMZEAH v65.0, BAIME
BAvX. XEFXABRZZHFHER,

adminSecretArn

(WiE ) EEAZH ARN SZEHANLSHTREN (ARN) , ZEHA IS A TRk Salesforce
EFRWRZEANERE OAuth if$H, BEEABHAELNEZRALHNTISEREZRIEREZHE
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FRERNNR. AXNRERBEHN A , BZRAZL AR,

NFERBERA—ARMOEL ( FHREEEATHAD ) RREAZHANES |, BS54 AWS Secrets
Manager IZBSFAEZATEHEN S RUBREE A %4, fERotateSecretl FARH £ & %4
i, BARERRTHEPRELEEZHN ARN,
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WEEFER

AR 2 Secrets Manager A %M BEMNFEL -

{
"hostname": "Host Name",
"refreshToken": "Refresh Token"
}
hostname
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YRR LAfE i CreateSecreti AR BI RN M E , HFAESDE LRFER , XA N Big S IDClient
ecret, A LAfE A RotateSecretIUSRIRERIREIE, FEHMIERotateSecret@ A HIREAE ARN
ZABHRSEFHRBZFAMENNIE, EXNBEREBHNRE , HFSREZEMNRE, BEE , LEEN
R T BEFERAUEZE,

Snowflake Z4A X

WREFER

LAF & Secrets Manager Z4Ah 4B EHFER -

{
"account": "Your Account Identifier",
"usexr": "Your user name",
"privateKey": "Your private Key",
"publicKey": "Your public Key",
"passphrase": "Your Passphrase"

}

A

S 4A3 0 WIE<EER Snowflake A&, %M1t Snowflake PF A BB NS REN T
B , HFESTF LA EAZAFPHNIANEE,

K 7=

&K Snowflake Ik FARIRATA TR ERE, X I LUMIRE Snowflake Mk
( .snowflakecomputing.com Z BIHI B ) HIRER

privateKey

BT EHRIEMN PEM & RSA #.45, BEGIN/END #RiZ2iEH,
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BEFHAX A PEM XN 2 HAX MY, BEGIN/END #RiE 2 AIERY,
ZBEE
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LA 2 Snowflake B9 TTHIEFER -

{
"cryptographicAlgorithm": "Your Cryptographic algorithm",
"encryptPrivateKey": "True/False"

}

B EE

(% ) XREATERZRANEE, B LUERE 3 &L : RS256 | RS384|RS512, WFERHN T
RFE , PRI BRINE LN RS256,
encryptPrivateKey

(g ) FRAATEREREBEMEZERLA. MUABERT , BiREN false. MEBEHL RN LK
HYo

fE R

B LAfE A CreateSecret i AR QI REMN 4R , HEAEITIS LRFE , BAXE )

SnowflakeKeyPairAuthentication, B LAf i RotateSecretM Rk BHIREE, B LUBFEEE LR
RENZETBIEFER, BESHERotateSecret@AFRRREAER ARN , ZABMRSIR FRIRZEHAFR
TR, BANEREBHRG , FSRLEFNR, FEE , LEERFNRRTBIEFERTUSR

70
X o

72NN R

RENBNBFAREEE2HEE=ZFTNRAEFKFNERARNR, AWSHR , BREREEAER
HNFTUENMTHENE =S HNRARFRITENN AP AR | LHETEREHRNRIL.

RENINERHEEAM Secrets Manager ZARBE RFBHERN LM E. ZHAEFEAEH KMS ZH#
TRASME  EEHSEFRER TLS #TME, NENHTEEY IAM REMET BIRYREETITER
#. ERAFEFRERANBENBRNAN , EREEMERAEH IAM KEN CMK FEXRM , LiEH
PRI RR AT R AR Zh 2 #R o

NTHERRIEEIZIT , B49E Secrets Manager IR EBEZAE WA NBENR, XLENETI
BREANMNABE , HERZKENRELN, SRUNERACTERESBILIRI , HEXA THRRER
.
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R BUBE R R TFER Z AR EXBAWS B 1P SEERIRS IP AQREMATRF. EC2 It IPSEHE
FIRAGELER , RILENERRIFH AR,

AWS Secrets Manager £ 12 7 #3813 Secrets Manager 24| & 812 ARSI ZE A EEZAFTEN
BREY IAM KBEH 2 QAR R TR, ZACGHNIRREANSMNXBHENERSIEMK R,

PR R B Rl

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowRotationAccess",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {
"secretsmanager:resource/Type": "SalesforceClientSecret"

}

"Sid": "AllowPasswordGenerationAccess",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*",

"Effect": "Allow"

—

¥ & . SecretsManager: Resource/Type Al AR AR B P RAIUEER S ERFER KT,

Ny
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "SecretsManagerPrincipalAccess",
"Effect": "Allow",
"Principal": {

"Service": "secretsmanager.amazonaws.com"

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

BT NNIIE A X A THES R

EENEBHLZET AWS CloudTrail BER Amazon CloudWatch 18FriR Mt 2 ERY IS IEThEE, FRER IR
SEHEIERER , HPEIEERRIT., AMURERIEH BN MERNIFAESE,

RRIFERETNEILNELEACNRINAENEETER, REERERSFERFEENERR
BXEZRARLKSHERIY , BARSHLETRBARSERSHEKETFRERUEREZR.
HttR BT ge 2MEEERAE, TETHRSEXFRS TRAE. RERRRSSFRERSEME RS
B, URAREHRESTEMLE

AT LB Amazon EERIRITRI, FRIIRMSEMIER CloudWatch, BRI UBISHFEEEE L E
R, UREEARRANIEAEETENEH,

TBANEEH

B LLERFENEN S EREZRATIBIREN NI R, XA LUEE UpdateSecretik 3T BiE KT
o BANIRBIREETIAEHNZAEN T, NRECLAXEFARE T BENRIIZE |, N4
M %@ CancelRotateSecretil HEUE .
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REABNBEFZFERSER P TEPINNIGRZER, SFAXEELAEMREIEBEXNIE,

RECMANESENET IFIEENNEHA, AWS Secrets ManagertEZTRIIR |, TSRERS
EIRFE, RBERE LBRROMAERE 2 1) L E AWS Secrets Manager

MRAEEM Secrets Manager RIREIZBZ AN EENFEEFRFSENRNBIRZRE , WREZEW
B AIgE . B Secrets Manager A F o Z{AEEMIBHIZF S BESHNEET , BEMART
NEEEE=FNARFRERE, EE out-of-bandEHEEHEINEL , XAEHRABURMIE
¥R ER4E |, RIS IEA RotateSecretAP| LATA{RISFEE AL TR #R .
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EH B2 AWS Secrets Manager %48 AWS CloudFormation

IEAILAE A CloudFormation #4RAHY AWS: :SecretsManager: :Secret &JR¥E CloudFormation
HixFOIREN , WAREIEZRESR

E N Amazon RDS = Aurora BIEEERHA , BIWEMEA AWS: :RDS: :DBCluster HHY
ManageMasterUserPassword. A& , Amazon RDS AiEGIEFAHETERIR, BXEZEE | iF
ZF EERK,

tF Amazon Redshift 1 Amazon DocumentDB ZiE |, &8 %A Secret Manager 4 XY
ZENEZR  AEFERAISSIANZZRPREAFBSNEE , LAEFRBEENEILE,
ETX, #H AWS::SecretsManager::SecretTargetAttachment BREEXMIEE
HiE (S SR INE] Secrets Manager EERRBZHENEFH, &5 , ESABEIR®R , #FEH

AWS: :SecretsManager: :RotationSchedule ®RHRBLLEEEMITR, BFSHEUT RO :

« & Amazon Redshift $Eiif Bl 2 324
« & Amazon DocumentDB Eiif Bl 2 324

EFRRREHINE SIS | EFEH AWS: :SecretsManager: :ResourcePolicy &R

BxERAAIBRRNES CloudFormation , 55 ( CloudFormation A 18R R “F 3 1E4R
E AR, & alLAEA AWS Cloud Development Kit (AWS CDK), BXEZEE , S M AWS
Secrets Manager ¥ FE,

A 8I22 AWS Secrets Manager #4A CloudFormation

LR BIE 61 E — 8 N CloudFormationCreatedSecret-alb2c3dde5f6 R4, BEBERTE
B JSON , EFEE— 1N 2 MNEFNEFE , ZFBERECEFARERN,

"password": "EXAMPLE-PASSWORD",
"username": '"saanvi"

I RBIE A LT CloudFormation &R :

« AWS: :SecretsManager: :Secret
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BREABERFENEE CloudFormation , 2@ { CloudFormation FAF#8F) MY “F 3 ERER
AR,

JSON

"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {

"Description": "Simple secret created by CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

B3 ThaERI 22 AWS Secrets Manager 2438 — /> Amazon
RDS MySQL ##EE3=4l CloudFormation
E} Amazon RDS = Aurora B2 EE R Z4H , BUUEME A ManageMasterUserPassword , M

AWS: :RDS: :DBCluster FHIRHIN EZHEBIE Secrets Manager Z4AFT R, S , Amazon RDS
NIEQBRBAHEERIR, BXEZEER , B KERKR,
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{E B2 AWS Secrets Manager Z4A L &% Redshift S8
CloudFormation

=} Amazon Redshift SI2EE Z 240 , RAIVBWEMEA AWS: :Redshift::Cluster M
AWS : :RedshiftServerless: :Namespace LRI,

{F 8|22 AWS Secrets Manager 240 F1 30 5 2 SRS EU4E FE 3241
CloudFormation

HRANAE- IR, HEAZNBDPNEIEENAFNEE |, 812 —1 Amazon DocumentDB 3£
fil, ZZAEMMATEEE LG RZANE T RRNER, ZERETUN BREBUIER 01
Lambda 3K , HEREZEREN DA RANSAE—XRLSF 8:00 F 10:00 2R Bz, EAR
2REXE |, ZEHILT Amazon VPC H,

W RBIER T Secrets Manager 9L T CloudFormation &R :

« AWS: :SecretsManager: :Secret

 AWS::SecretsManager: :SecretTargetAttachment

 AWS: :SecretsManager: :RotationSchedule

BXREAGBRRIRMEE CloudFormation , 5 ( CloudFormation FAF1ER) HEY “F 3] R E

AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS: :SecretsManager-2020-07-23",
"Resources": {

"TestVPC": {

"Type":"AWS::EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames" :true,
"EnableDnsSupport":true

}

1,
"TestSubnet®1":{
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"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

I
"TestSubnet®2":{
"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

},

"SecretsManagerVPCEndpoint": {
"Type":"AWS::EC2::VPCEndpoint",
"Properties":{

"SubnetIds":[
{
"Ref":"TestSubnetol"

iy

JSON
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{
"Ref":"TestSubnet02"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName":{
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
I
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

I
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ss1l\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"

},
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
}
]

},

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
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}I

"MasterUsername":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
},
"MasterUserPassword": {
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"

},
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"
]
}
]

},
"DocDBInstance":{
"Type" :"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.large"

iy
"MyDBSubnetGroup":{

"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}

1,
"SecretDocDBClusterAttachment":{
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
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"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

I

"TargetType" :"AWS: :DocDB: :DBCluster"

I

"MySecretRotationSchedule": {
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda": {
"RotationType":"MongoDBSingleUser",
"RotationLambdaName":"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

[
{
"Ref":"TestSubnet@l"
},
{
"Ref":"TestSubnet2"
}
]
]
}
.
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
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}

YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
- '1"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
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ServiceName: !Sub com.amazonaws.${AWS: :Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b"ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB::DBSubnetGroup
Properties:
DBSubnetGroupDescription: "'
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule

YAML
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DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager B1& 753X AWS CloudFormation

LIRERRE AF B HET | Secrets Manager &1/ AWS CloudFormation & EB## %R .
MRAEZSBEPOIET BRI , MSAWS: :Serverless: : FunctionBIEMENMA BRI
CloudFormation 8|2 — N B #iER. RS CloudFormation iR & RotationSchedule , BN 4R
REBRIHEBAMELHRAN, F/EE3NEEEE , CloudFormation & 7] LUBS 1E##1E iR ‘B H MK K
EE K,
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£ 8|2 AWS Secrets Manager 248 AWS Cloud
Development Kit (AWS CDK)

EECOK NARFHEE, EBNRRES , LA LA AWS Secrets Manager #Ji&fF |
HEE 7T ResourcePolicy, RotationSchedule, Secret, SecretRotation &
SecretTargetAttachment ¥4,

# COK NARFHEAZAN —MNIMEREEAZEF AF CLI SIREH , REFEHAST AT CDK
RIARFH,

BXRRH, B -

. BT EABANRE
. R

. RBRBIREEE

. BEAEHEIE X

BHXx CDKWEZEE |, 55 AWS Cloud Development Kit (AWS CDK) v2 FF & A A EF
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AWS RftiEE T B | A FHM Secrets Manager W4 , LI MBS HTIRE , HEEHNB3HE
Wi, NRAEEFEEAEANERARER , FOUUEARES , HERTFTEENE R, HETUIR
B BN ELR L EAZAIFIFNET AR ERZAIIE,

FH
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o Wit RIMIBREY AWS Secrets Manager 2248 0] B #8017 1]

o FRLLTAZEKE AWS Secrets Manager 4RI & #4 AWS Config

+ W5 Secrets Manager A~

£/ Amazon % &R GuardDuty

{1235 AWS Secrets Manager &4 AWS CloudTrail

AWS CloudTrail ¥ Secrets Manager B API AIERNEH , IEKE Secrets Manager ##1&
WA , AREMILANA TREMBBRZEARAPVEL, BX Secrets Manager ic X AESKE S
& , 5 H CloudTrail %E.

BE]LAEA CloudTrail ##AEFHKILE 90 RiEFNEH, ERFLILEREN AWS IKFHFHEH , 2
& Secrets Manager BWE# |, BB — P RER , LUHER BEX 4 CloudTrail &% 2| Amazon S3 17
. FHSRENEN AWS K BIERER, St LEE CloudTrail JZWSkE Z AWS Ik~ MY
CloudTrail BEXH#AWS X1,

B AL E EH M AWS RS , U —F oML E CloudTrail BREFWRENERE., EFS CloudTrail
HENAWS RS EK. &M Amazon S3 F# 4 CloudTrail KA EFH B E X |, 85% 7] AR EIE
H, BXEER , HFSHEE Amazon SNS B4, CloudTrail

M CloudTrail BEH# 3R Secrets Manager B4 ( #£#14 )

1. 3T CloudTrail ##l4& , Wit A https://console.aws.amazon.com/cloudtrail/o

2. BREVGEODRESHOXE, EHENEREMEXSRRENBLESH, NEFHEELAN
THFIRPIEFXE,
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3. TEEMSME®KS |, %# Event history (BHH Fi2%K).
4. ERIFIEFMY andior —NEESEE , AFBERIAEERNEH. Bl

a. EBEFEFTE Secrets Manager B4 , W TFEKEM , BEFESHIR. A5 , XIT Enter event
source (I ASBHIR) , #%#® secretsmanager.amazonaws.com,

b. EERERANMEEMH  NTEREM , TERREFEEW. RAF , N TRAREFEEN , AR
B,

5. EEREZHAER K FRAREAZUNETFSL. EEFMATRAEER , HlE View event (B
BEMH).

AWS CLI

ExampleM CloudTrail B & H# % Secrets Manager &4

AR lookup-events RFEIR Secrets Manager 4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

AWS CloudTrail Secrets Manager WS 3REm

AWS Secrets Manager f$FT& Secrets Manager BREA R Htt SRR B BREXHVEHHNEZEEA
&8 AWS CloudTraill B&. BXRANXEEHRITRIENEES |, 535 ¥ Secrets Manager &z 5

EventBridge.

BE&BRE

- Secrets Manager #/EH HERE
- BXMIRRIENBERE

- TRATEHMNBEERE

- EXEHRBENBEERE

Secrets Manager #{EF BERE

B3R Secrets Manager IREEKNEHEE "detail-type": ["AWS API Call via
CloudTrail"],
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® Note

2024 F 2 A28l , HL Secrets Manager BERENEHHZEH ARN ZE“aRN’ TR
2amn’s BXEZELR |, 1§35 AWS re:Post,

UTREFRRSES API, SDK = CLI A Secrets Manager #&4ERf £ K Y CloudTrail & B,
BatchGetSecretValue

HBatchGetSecretValuelREE K. EXRRFFANEER |, BHSH REHH,

CancelRotateSecret

HCancelRotateSecretiBE4E K, BXREMNEZER | BESHE ik %,

CreateSecret

M CreateSecretiR K. BXCUIBREZHANER , BSH EEEH,

DeleteResourcePolicy

HDeleteResourcePolicyBREE K. BXINRHEL , 1S the section called “ 5 1735 1iF H 177 7] 2
7o

DeleteSecret

HDeleteSecretiBEE K. BEXMEBRZIEAMER , ESH the section called “MiIERZ4R",

DescribeSecret

M DescribeSecreti@E4 Ko

GetRandomPassword

H GetRandomPasswordig&E4 KX .

GetResourcePolicy

H GetResourcePolicyi2E4E K. BXINRHEEL |, 551 the section called “ & 19 3 iE 1/ 7] 35
"o

GetSecretValue

H GetSecretValuefMBatchGetSecretValuelEE K. BEXARZZIANER |, BHSH FKEZH4H,

ListSecrets

HListSecretsi#BEE K. BXRIHBHHNWEELR , iB5S A the section called “EHK %417,
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ListSecretVersionlds

HListSecretVersionldsi#E4E KXo

PutResourcePolicy

HPutResourcePolicyREE K. BXINRAEE |, i5SH the section called “ & 133 1F F 1/ 7] 45
"o

PutSecretValue

HPutSecretValuelREE K. BXEFZFIHMNEL |, 5SS the section called “1& 247,

RemoveRegionsFromReplication

FRemoveRegionsFromReplicationREE K. BEXEFZRNEZEL , BSH SXEEH,

ReplicateSecretToRegions

M ReplicateSecretToRegionsi#E4E K. BEXEFHBHANEZER , BSH ZXFEEH,

RestoreSecret

HRestoreSecreti@EE K. BXxEFEEMBRZRIANEL , 5SS the section called “kE 2477,

RotateSecret

HMRotateSecreti#E4E K. BEXHRBRNEZER , BSH ik B,
StopReplicationToReplica

HStopReplicationToReplicalR £ K. BEXEFBHANEZER , HEH ZXEEH,

TagResource

M TagResourcel@E4E K. BRIRICHEAMNER , 5SS the section called “¥rid Z4A7,

UntagResource

HUntagResourcelBEE K. BXEUHZIAMREMNEE |, 55 M the section called “Fric 477,
UpdateSecret

MUpdateSecreti@E4E K. BXREMBLANER , BSH the section called “1EHZE5R",
UpdateSecretVersionStage

M UpdateSecretVersionStagel@E4E K. BXRRAEAMBHNEZER , S H the section called “%&
AR,
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
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ValidateResourcePolicy

A ValidateResourcePolicyREE K. BXINRHEER , iHZH the section called “ & 17 5 i A /7 1]
2,

BRI BERE

BR T £ 5 Secrets Manager I#EBRIWEHIL , Secrets Manager E&4E KA T SHIBRBERNE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RF4E K. MREEFRANZELA LA DeleteSecret , REHREA
RestoreSecret , M Secrets Manager 2 Wit RN B NBREARA IR EH, BXERSHERE
$ANER , ESH the section called “IkE %47,

EndSecretVersionDelete

eI BR A MR ANET BB Secrets Manager RS £ K. BRELEE , 15 the section called “fil Bk
=,

StartSecretVersionDelete

£ Secrets Manager ¥ 241 Br 2348 iR 2~B¢ i Secrets Manager BRS 4 K. BXMIBRZHANES | &
21 the section called “MilBRZ348",

SecretVersionDeletion

£ Secrets Manager HilBR 2F AW Z R AR H Secrets Manager RSER. BXEZER |, S
7 Z A AR AN o

JRATEFNBAESRE

BR T £ 5 Secrets Manager #1EBRNWEHIL , Secrets Manager B2t T EEHIBERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

EEHIRMETH Secrets Manager RFEK. BEXREFHBRENESZLER , BSR 2 XEEF,
ReplicationStarted

£ Secrets Manager FF 145 #4083 Secrets Manager [RE £ K. BEXEHIZANEZER |
S ZXFE
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ReplicationSucceeded

TR Ih & H B AR B Secrets Manager BRF4ERK. BXEFBHANESEE |, FSH ZXEEH,

BREHRRENBERE

BR T £ 5 Secrets Manager I#EEXRINEHIL , Secrets Manager E2E KA T ERBRERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"],

RotationStarted
£ Secrets Manager FF A% Z4ART B Secrets Manager (REE K. BEXEHRNEZER , BSH
B Z1,

RotationAbandoned
£ Secrets Manager A RRZHH NEPH N ENI B R EBR AWSPENDING ¥r¥&ATH Secrets

Manager RS54, ZEEREREECIEZAMFRAE , Secrets Manager 2 A F R, BXE
BRNEZER , BFSH Bk B,

RotationFailed

ERRKRMETH Secrets Manager RFEK. BXRERNEZFEER , S the section called “%
R FEHE,

RotationSucceeded

R B4R B Secrets Manager RS RK. BXRBNESEL | H5H 11k B4,
TestRotationStarted

FETF R M IR F R A 1 R 1t R 3 BN Ry 2 4ARY B Secrets Manager BRSS AR BXREBMINESZE
B, BSH Bik BH.

TestRotationSucceeded

E RN AN 8 R TR I B i Z4ART B Secrets Manager RS E K. BREHENEZE
B BESH B #48,
TestRotationFailed

ENR IR EN AR ITRIZENF R B HA BRI K MET B Secrets Manager BRFERK . BREHRH
EZ{ER | {55 the section called “Eir A FHEE",
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AWS Secrets Manager £ Amazon #t 17 CloudWatch

£ Amazon CloudWatch , R U518 AWS BRSH BB ER , WEEBREAETLBAE,
CloudWatch X £ G BiERT 15 MNA , R EA LG RIFEFEEHEF T ## Web RLARF D
RS A ERE. X TF AWS Secrets Manager , A USRIk - A ZEAE , SEFIEIBIBROER |
AR Secrets Manager 9 API A , BiFEIEHIAHTHWER. BXNAKERERNER , BS
¥ CloudWatch A8 B £ A CloudWatch $5%%.

&, Secrets Manager 57

-_—

£ CloudWatch #2&| BB T , BB ER.

2. HEEREBZREDR, WA secret,
3. HITUAT#H%E
EREEKFRPRARE | FiEF AWS/SecretsManager , RFiE#ESecretCount, BLIEFR
ESTNP &)/ N
EU5#XS Secrets Manager 89 API A , SEBESEHAH#THER , BEF “EFRBR >
‘IR AWS BR” , REIERFREWIEN API @A, BX Secrets Manager H%1%& APIs , EZ&
S ecrets Manager Y2 1E.
4. WITATH®RE

EORIERER , 155 Amazon CloudWatch A F iR H 4 HIIERE &Ko
ERNFE , 2R A ma CloudWatch zon AFIEREHM R CloudWatch &R M.
EIREIEFRMI 1T EEE , 1§55 Amazon CloudWatch AP ISR IREUERN S ITER,

CloudWatch 23R

B A2 — CloudWatch B , HIEMMERETHSHERRBSRETILR , ZBIREKRIE
Amazon SNS JHE., A LR Secrets Manager 845 ResourceCount IREZIR , ZIEH2EK
WEAKE, BUIREBRRERRBREEENNEREZEEMER , HRBZENREE TREEREXN T
SERENERITERE. BRAUENEFEMWRESTLARAREE, CloudWatch BTN AR B4
FRERSRAARE | ZRASMACERXHRE T EENEIER,

BXREZEE |, EZRCloudWatch FAF#EEH A Amazon CloudWatch CloudWatch ZiRF1E T
FERNCIZER,

HRa R ERERERINER , RN NRERXEENREXET. BEXEZER |, 55H
Amazon CloudWatch B/,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_Operations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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FF3; AWS Secrets Manager 5 Amazon B3 1TILE EventBridge

£ S AR EventBridge , ] AL CloudTrail H &S B H# Secrets Manager 4, & 1] LAEL
& EventBridge MINIREBRXLEH , RABEHERNEHLET BIFRAEKEIT3I. BX Secrets

Manager 12 %# CloudTrail % B %Ik , 2 M CloudTrail % B, BXxi&E % EventBridge , 155
{EventBridge i/ $E®) EventBridge®# “Al7%

MR EREEEZHTE

@ Note

BT H L Secrets Manager 2R B %47 ARN XK/NER[E , FrATE CHE S MRENEHE
AF , Bt EERNEZE % arn M aRN F8EET ARN EEZFH. BXEZER | FS
% AWS re:Post,

LFRBIERT —# EventBridge BM4ER , ZEXERAE LM B ESKE HEETE,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {

"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]

}
}

RRREZHEN RS

LT RHIERT —f EventBridge B4 ER , ZBEXERFHEFRK B REMAEN YN ZEE LN
CloudTrail HES B MR . BTHELEEHKE Secrets Manager ##4F , HLNIH Secrets Manager
RESER , AtAEBYLAITE detail-types
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://repost.aws/knowledge-center/secrets-manager-arn
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"source": ["aws.secretsmanager"],
"$OI": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }

iF
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}

WE 3R 1T R BRAY AWS Secrets Manager 2248 Al B 4817 (3]

B L& A Amazon CloudWatch B AL 5 #h & £ B A RS (Amazon SNS) Simple Notification
Service ROIE B , BHEEMRE 7B FMBRAVBAMITAN. AWS CloudTrail fl RIEK T E BN IE
"o, BUREREERBCERRZES LA ECESHNERBERTHIENHEBIR, ENAETELXSHEE
AREME , RRNEMARFTEE., & , LS EFAMANTEANEAGEREHRAS.

UTERBRE T HiERGetSecretValuelRESBUHEEHRIREEE A CloudTrail BEX AT |, a04a
WEEH, TN ZRBRITEM AP REMTA A SE, It CloudWatch B MBI TTaERBAE A
ZNAEFEASHEIENERER.

EFRXLEIEZE , BARIEEKEE AWS Secrets Manager APl #E3RE) AWS X135 F10k 7~
CloudTrail FFF B, BXiHEA , 5 AWS CloudTrail {BFIERE) PR E X OIERER,

F$B1: BE CloudTrail B &N H4&# 2| CloudWatch BE

BB E N CloudTrail B & X#H4%&%EF| CloudWatch B, X#E##2 7 T ik CloudWatch Logs B LA
“mei1REE Secrets Manager AP| &R LA Z MR R4

Bt & CloudTrail B & XA # E CloudWatch B&

1. FTFF CloudTrail #&14& , Mt A https://console.aws.amazon.com/cloudtrail/,
2. EWEMSME=L , EF AWS Xig EEERHA,
3. EEMSMERT , &R Trails , AEERENHEENRFEN B CloudWatch,
4. £ Trails BEREL , @ TR E “CloudWatch BE” 8% , REERHRBEIR
Cd )o
5. XTF New or existing log group (FfTWHIEHN BEH) , BABERELAMEN , 0 CloudTrail/
MyCloudWatchLogGroup.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://console.aws.amazon.com/cloudtrail/
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6. XWFIAM B , EALIERAE R CloudTrail_ CloudWatchLogs _Role BWEVIAA &, tAEEFER
INABKE  ZXKEAH B ERAEE CloudTral EHFMTENR,

7. %&$R Continue (#£) UREFEEHNEE,

8. TEAWS CloudTrail F5#&0k & API 5&315< Bk CloudTrail WS4 X312 F CloudWatch BE BE
ATRELE  ERAT.

S 2 : 812 CloudWatchZ24k

E7£ Secrets Manager GetSecretValue API B4ETE K17 R 1S BRAY 2 EA BT UR R E AN |, IR BIE
CloudWatch B3k H fic E & &0,

12 CloudWatch 23R

1. &3 CloudWatch ##|& , it A https://console.aws.amazon.com/cloudwatch/o
2. EMIMSMEL , ERELREZHAN AWS X,

3. EEMSMBERKD , %#F Logs.
4

EREANRSD , EhEEL—NMIEFCENATHZ VN EIEAE , FIA0 CloudTrail/
MyCloudWatchLogGroup., %32 8IZ2{EFRIFIERS.

5. MWTFHEEN , BARKBEUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

% Assign Metric (2 B 1E¥R).
6. 1E Create Metric Filter and Assign a Metric WE L , UITA TR E -

a. XF Metric Namespace (E¥ran B Z2E) , A CloudTrailLogMetrics,
b. XIF Metric Name ( $8#5& %5 ) , B A AttemptsToAccessDeletedSecrets,
c. EBRETEREFRE , MBELE , BR Metric Value (E#rE) # A 1,
d. 1%#% Create Filter,
7. TETFIEESHES , £ Create Alarm,
8. 7t Create Alarm BOH , HUITUATRE :

a. XWFHEMH, A AttemptsToAccessDeletedSecretsAlarm,
b. 7 Whenever: (B3:) T, B is: (B:) 1&#F >= A 1.
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c. 1E Send notification to: 3 , UITUT®EZ— :

- EOIEHAFEAFE Amazon SNS £ , FEABRFRIIR , ARRBAFEIENENR. ITF
Email list: , @B AZD>— NBFopFiat, BB ASANE FERFbut , HEAEZSHE
IBEFF -

- EFAIE Amazon SNS =& , FEBREFANETENEN. NRIIRTFE , FkF
Select list ((£E 5| &),

d. EZRIEER,

£ 3 & : Mk CloudWatchZ3R

ENAEE  FOERA , i EERER. A5 SHLRENE, CESETREN i RREK
B —HE 7R, TRELIZTIMBRNBANERARBR.

FERLLT %NS AWS Secrets Manager Z4HI & AWS
Config

R LAER AWS Config RITMAENER , LEBCIREFEEHNRE, B LUEA AWS Config M
NMEXKNBENABLLMNEAEER, RE AWS Config ATLLRBI T RFEIRANEIBE . BIE 7] LARR
BNZATEE. RREE, ATEHNEN KMS 2. Lambda BMREBUK ERAXRBKNTES
HATHE R

B LABLE AWS Config I ERBHNE, EXEZEE , HSHAWS Config Ki%ZE Amazon SNS
B,

MRENALPESZN AWS K- Z40 , WA REZEENEAUEEIE. AWS X EXEZE
B | &2 Multi-account Multi-Region data aggregation,

PNEARES

- RBRERAWS Config MU ITER RPN HARTIRE , REEEUATHANz—

- secretsmanager-secret-unused —RERBEEEBENREAFR T4,
« secretsmanager-using-cmk— RERARETEALETRUENTAREERR AWS ER
#4A aws/secretsmanagerHEFF EENH A ITINE AWS KMS,

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager H#Y
FEAME T IR,
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https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
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« secretsmanager-scheduled-rotation-success-check— B2 LRXREIINEHRERE

BEENRIAEN, RENRERRITX,
« secretsmanager-secret-periodic-rotation —RERBCHEIBENKEARIER T
A,

¥ +2 Secrets Manager R4S

IETLAE A Amazon CloudWatch R ¥ #7iff AWS Secrets Manager 8., BEXEZEL | 5
[#CloudWatch FA P {5m Y GBI 20K £ B A s B filih AWS & A,

BERANS —FEER AWS BEARERN, BXESER , $2H (AWS BEAEEAFER) #
#Y Detecting unusual spend with AWS Cost Anomaly Detection,

BXE2 Secrets Manager ERAERKEE , HSH the section called “fEA K27 CloudWatch”
the section called “f# f &% AWS CloudTrail ",

B X AWS Secrets Manager ENMHIEE. , 12 Fthe section called “EH"s

£/ Amazon # N B/ GuardDuty

Amazon GuardDuty 2 —TUEM N RS , AIEHBERPENKF, . BEE. TEMEFM AWS FHREFH
HiE. BIFEANEEYT (ML) BRURFENEMRNINEE , GuardDuty IFEMERENBER , R
RAREFNBERZENEABZENHBEE ML LR, Hl10 , GuardDuty INREK N EES EC2 £
BlEsh AT Amazon EHIGIREEENEFNEAMKSEANIES , WaRMUEEERM , il
FNHNZNFERATRHTRUAREIEME, AWSEXEZEER , 25 Amazon GuardDuty AF 8/,

BN S - NREERZEREFET . Hla , MR AWS Secrets Manager BE £/ Java SDK
MEEList-secretsiEW,. . FMEA , RFS —DERMEIFH AWS CLI M VPN A 88 F Abatch-
get-secret-valueflget-secret-valueffA , M| GuardDuty I AIRE XK IME —NRMAKEER
EAH. create-secret get-secret-value describe-secret APISEXEZER , FSH
GuardDuty IAM &3 2 CredentialAccess : IAMUser/AnomalousBehavior,

1542 Secrets Manager 4% 276


https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
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EMHEIUE AWS Secrets Manager

BEFEH Secrets Manager VS RERR T ENBENRRBE. RATNEABHRURERANE
BREM. AWS RE T U T RIRERAEBSZMEA M .

- ZEMEEHAMPREANTER - XERBEEITCTRWIEST , HERTHE AWSERBEETZ
2HFMERAMENEERENT R,

« HPAA Z2 5EEHRMBE R — AEEFHHERT QXA MEAEAR AWS SIEAFE HIPAA PR/ R
RAERF.

« AWS EMFEIRAWS — tk TEEFNIEEEREERA TEMENITLAMEBX,

« AWS Config 1R REERFSNIRE, TLEBIEANER. BXEZEE , HZH the
section called “K I ZHAWN SRS

« AWS Security Hub CSPMiZ#t T BN Z 2 RSN EME AWS |, AHBEREBCRBHER
2T AR HEMBRIERER, BXMEA Security Hub CSPM ¥4 Secrets Manager BRNER , 5
FAWS Security Hub CSPM AP 8RR AWS Secrets Manager 24,

* 1AM Access Analyzer 27 A FAEBRALRIZAR K , SREREFNOEZHFED. BEXEZE
B | &5 RE A Access Analyzer T 17 8] I R o

« AWS Systems Manager 71 Secrets Manager 2% 7 #lE XMWZ1TF M. BEXEZER , EZHAE
FAF Secrets Manager B Systems Manager BE1{t 2T FMSE,

- BULERATHE=AFITIRE AWS Artifact,. BXEZEE , BSEAFH “THIRE P8 “ AWS
Artifact,

BIEIRAE

AWS Secrets Manager B2 U THENFIT , HERFEREBEMAMINER , IR N EHBRAR
EI‘J_%Bﬁj\o

- HIPAA —AWS E¥ AH (BERRRBSREER) (HIPAA) &HtXI , FHFI AWS Secrets
Manager AT EHIPAAG KRS . MRESZIT 7 A (BAA) AWS | T 7] LAfE A
Secrets Manager X# BB AFE HIPAA FRERNNARF. AWS IEXNBH —F 7 HAF A
RESELEBNEFHENZTFEMT —HLL HPAAAWS RESWBE B, BXEZELR , E5H
HIPAA &M,

« PClZE4HA — AWS Secrets Manager HiERFSRHBE R 1 XA F1TIL (PCl) BIELZ 5 E
(DSS) 3.2 REHINIE. A AWS FRAERZEE. LEREAFFABBENEFIUEEEED
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-compliance/
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B PCI DSS &M IAUEAT 68/ AWS Secrets Manager . B PCIDSS WEZEE , BIENAHIE
PCI Compliance Package M &4 , &2 AWS PCI DSS % 1 %,

 1SO — AWS Secrets Manager 2RI 5K ISO/IEC 27001, 270 ISO/IEC 17, 2 ISO/IEC 7018 H
ISO 9001 I EMINIE, BXREZELR |, ESH ISO 27001, 1SO 27017, 1SO 27018, 1SO 9001,

« AICPASOC - REFH LS (SOC ) MERMIUME=FKERE , A TR Secrets Manager
AKX BEA RSN B R, XERENENRBHENENFITM THRANZFEENSHAMLEM
BIUK AWS #2HEE. BXRESER , 2H SOC &4,

« FedRAMP - BXFX e ERNEE 1T ( FedRAMP ) E—IMBFEEMN TR , SiRE—FirtElLs
ERNEFRNERSHTLREEITN, BRURFLEERE, FedRAMPITXIE 7 AR SS Fth X 124 Id
RN, AR East/West BIFF = GovCloud S E#IE. BXEZEE , HSH FedRAMP

- EfER — EBAER (DoD) =it E L2 ERIER (SRG) W=RS IR (CSPs) 121 T Hr LB iF(E
BORE , LREETHNIGRN , LEMIIEBENETEFRUEERS. BEXESER , F5H
DoD SRG ®&i&.

« IRAP - BEEEZEFMEER TR (IRAP) |, BAFTBREFEBRIIELSNEFEERS
B , HEEESNREER , FERARNIMERLHOEEN CRAFLBFMEEREFM)
(ISM)HIEXR (ACSC ), BXEZEE , BZH IRAP &R,

« OSPAR — Amazon Web Services (AWS) 3%#8 T A ERFSREREFHIFITIRE (OSPAR) TAIE, AWS
EHmERITHS (ABS ) B (ABRFSREUEFEGH ERNERIER) (ABSER ) RE—3, X
MEFKREA , B4 AWS O THEEFIBESRBF T AN ZRSREEFRENSHLE, EXESE
£, #25H OSPAR &R,
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https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/iso-27017-faqs/
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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/fedramp/
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https://aws.amazon.com/compliance/irap/
https://aws.amazon.com/compliance/OSPAR/

AWS Secrets Manager ArfEm

Z £ M AWS Secrets Manager

LM AWS REFZE, FAAWS BF |, BAUZ R TEAREASHLLHBEALNERMY
BRBAE R UMM LR,

EHE AWS HEFRER2T7E. AEHEBEEEREHRNZNREENZPNREMN

s TRE —AWS IR E AWS EHIEIT AWS RS ERZENE, AWS EAZRHEITUZ2FER
AR . 1EN AWS EMMITRIN—F9 , BE=FFRAANEHNXNBIIZSHNERE, BT
fEERMEMIT R AWS Secrets Manager , S RZAMiTXIR 2 KB ERNBAWS RS

« THEE — BN AWS RERELNEF. EEFENHMEARAR , SHEENBRENBRBME., &
NENERARERWEREMR,

EXEZRR , BT E - AWS Well-Architected 1228,

FH

- BRIKER 4% AWS Secrets Manager 48 AWS CLI BY X &
s WEMRIEFIGEES] AWS Secrets Manager

- PR EIERI AWS Secrets Manager

o FRMEINZE MR AWS Secrets Manager

. FHEMIZEZ S AWS Secrets Manager

« f£F AWS Secrets Manager VPC & ix1 &

« A 1AM KBS API 158

« RJEM AWS Secrets Manager

- FEFTLS

B K F 1748 AWS Secrets Manager %48 AWS CLI B X &

LREH AWS Command Line Interface (AWS CLI) i AWS ##Er , SREBEE ST HEAX
s, Blin , fRAE[LMER Windows # SR RAFE Windows PowerShell , 2% fEF Bash = Z shell
%, HPHWERZH S Shell B2 EERE TERERNINEE. BHMATEXERZNEGERENER.
flan , ERZE Shell b |, BRI LUERA LA BEEZERANTS. HRTFZRPNWESFNEMAT
LA ALIERIEE. B/, EEATENEMSARFIREENAHENTSSH , XESHK
EEBEESMMHIITES. B THRBRUHEXNR , FRERTUTSR

&K A 174 AWS Secrets Manager %48 AWS CLI B3R k& 279
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- EEFITENAIBKICESYUEITEN.
- HEREATEESTEEANEHAXAER.
- #1R Shell RZBHERF (MREBEERAEFZ— ) FLEZBANGT S,

« R KB ELE Shell T A RIEFARBIRNSE, LT 7RI BB G0 {a]RF 28 ST AR B A 4

B, REFZXH&EL AWS Secrets Manager S H I EIESZ X4, XEWKREHEA Shell i
FIEFRAWIREEA A,

LT ROIERERE Linux 55 (BEK shell TREFERETRNGT )

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (~AD) is saved in
the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter
from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

EIRXERTE  AERARLNE TEXRFIBTALERABFT2EERA—THEIZANE.

/A Important

BMIABERT , TEETE Windows RERIXREAR |, BRIEBFLIF a5 T 7 L 10 FAYZ P X K /NRED
A1,

£ Windows TR IRTIAFHREN 1 FH T RE1 ZXH WAL RERESKX

N

LEERSHITARSRIT (UEERFMET) .

ERELANER , AEEREM,

ERTUETR £, FEPAXKPIMEPXBITREN 1, RAEERHEE,
BREVTRBATHFERBENLLERPNG TN , FEERZRTRHERAS —&ow , flM

FEAKAE 12 AWS Secrets Manager 248 AWS CLI K9 X E& 280
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echo.

XA LA R G RIFH BB R T,

$F Windows S IRRFINT |, IRATLL T % SysInternals SDelete TE | REFERAELTFUTARN

DA,
AR T

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDAZ

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt

# The file is destroyed so it can no longer be accessed.

iy & 19 30 iF M 15 R 42 %) AWS Secrets Manager

Secrets Manager FIAWS Identity and Access Management (IAM) SRR B4R F RIABR . 1AM B3
T HHRIEMGEES, FHORIERIANABERNEHD. Secrets Manager A ZE., HRIBAZTZIS
BNZEFHRIE (MFA) SERRIEAFSH. BSREEFE AWS, HEZEHFBRIGREMHEND
AT REX B4R E AWS BRMITIRYE, Secrets Manager i i KR E S ERIG B BLERR , Uk T
B A LA X LR RINITHRLE R VE, S0 IAM H Y KBS TR o

£

- W BRS#E AWS Secrets Manager
« Secrets Manager B2 R R

7 5] 25 4R Y A BR

Lambda %21k B 2y X R

B AR
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- SHINR

- ET5HNER

- ETRIRHER

- FAETEMEMNIFREREEZRSG (ABAC ) I Z4AR I
« AWS BT E KB AWS Secrets Manager

- BEHEAERIFERE AWS Secrets Manager # %

o MNEfbIKF 1518 AWS Secrets Manager 4R

« ARG E 24

RS Z& AWS Secrets Manager

Secrets Manager B RSZ A RS TINSZE HH Actions, resources, and condition keys for AWS
Secrets Manager £ %,

Secrets Manager B2 G X [R
MR ERKR T Secrets Manager EE AR , HRIEE S I0FMIBR IAM F 45 XEER T FIKRBE B 1TIRME -

» SecretsManagerReadWrite
* |AMFullAccess

RNBWETERARALAFRRTFEEANE. REXHFAFPAUCENEERY , B8 ARRFTENN
BR (IAMFullAccess) 2R F R EEREAAFHNEENR,

175 7 2 4R B AR PR
B R IAM RUREES | SR SR B R SRS ARG AN EA. RRERAEE T WAL

Xof TR LE B R AT WL IR AE . PRATIA

« the section called “EF &1 FBL”
« the section called “EF & B FK K"

Lambda % #: BRI IX PR

Secrets Manager £/ AWS Lambda BERE R Z R, Lambda BWBAMEEN B URBATEE
FEWBEERRSHIFREINR. B3 ARIRNE,
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&2 AN R

Secrets Manager £ AWS Key Management Service (AWS KMS) Z4AX) ARt 1T I1%. AWS
REXZEH aws/secretsmanager BN EBFEHRHNNR. WREEATER KMS %47 , Secrets
Manager & EX ZZ AR, 1S #the section called “‘KMS Z4AKIRRE",

£ FIPR

BEEA IAM SRR |, S R FIHLE R PR RS IR ENZASFHBEMXE, HSMthe
section called “B5 Lt & ",

ET BRI REE

TR EREEMMNE IAM B4, AF, APENAGS. EETHONERKS , BIEE XS0 W AR 5
EZAURZE B UTUANBANTHRERE. BXRESZER , BSHFMAMER IAM S H5ER.

BALOREREMEBESHIFHINAEFSIAFNAER TR, Fl , £ Amazon EC2 3R] LiZ{THI R
AREFAERFEEHRHREE. S IZMiNE EC2 EHIEE XM IAM A6 |, REFEANRERE
AZAERFHRISERFEFEIPNZANNE. BXEZEL , FZHAEH IAM A€ EE Amazon
EC2 5Ll EizTHNAREFE TR, & LA NS er HitfRsS5 248 Amazon Redshift, AWS
Lambda 1 Amazon ECS,

B3R A LUBIE BR IAM AN HM S B RERIENAFR TR, a0, B IAM A& 546EH
Amazon Cognito B2FWNBINAEFAFXEK, ACONAEFRTEEA N IER PR IEAT
EiE. A, EAULUEANRRER FHAGNBANGRNER, BEXELER , TSRS HREEFEK
S5 HRIL,

M TERET B DRI REER

s BFEXNZANZHANE B RNR,
o PREIGRLE A T LABIERFTZR4A |, WRLE A AT BATS ) i R B2 B4R
o BF IAM AXZHAHH R INR.

ol

o =™l RERBENBEEHNR

« T RERFHERAN A B IR
- Tl HftER R -ARAENR
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https://docs.aws.amazon.com/redshift/latest/dg/c-getting-started-using-spectrum.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html

AWS Secrets Manager AF i
o R BEA

o 6 BIERARER

- TP EELFERBSE AWS KMS BARMBNZ

| RRENRBRENNR

ERTFREZAENNR , B LUK MBI ZARSH L. ERBRECANRBEERE | FSHE
T EMHREMNE T RRNRE, BXUMHMEKENER , 15 the section called “E T &IRAI K
B&” # the section called “BEF F BRI KM,

HEBEFLERTX IAM AR HRINERRN |, W REIEEER. ERFEMLE API BRAPRR—EHARZTH
PR , &S the section called “/RHl : #tEKR TR —HRFEBENINE,

ExampleiZEMEAZ - B X EBHRZHAMZENZH

MREAFEFEENBAXNZARITMNG , WA BUBE R ST KBNS & 40 KR FRBZZ AR 1R
R

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName-
AbCdETF"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-id"
}
]
}
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R BREAHE IR A B R BR

Example 2B # iR — N 3247
BT RS MBI F 4 , B URFRANHEINFR.

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"

}
1
}

- HtER R —ARAENNER
Examplefit &1 B — 4 % 4A

BT LB A T RS M AN E) B0 KT FEHALE AP AP RR—ARFNHERR, ZX
BEPREI TRAS , RAEHERA TS HMES SecretARNISecretARNZ |, fifi1tE REER
FKSecretARN3, MIEEWZEH. MRRAAFEEHLE AP BAFEREMWE |, U Secrets
Manager AR EEN(]l, BXEZELR , HSBatchGetSecretValue,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
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"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

]I

"Resource":

}I

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretNamel-AbCdEF",

"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName2-AbCdEf",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName3-AbCdEf"

1

myn

o d o

G BB

EAUERABRAERBTRTETE —4AE,
Exampleif 7] B 2 R Y P B 4R

UTHRBBTREBHIU “TestEnv,” T AN A B4R,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:TestEnv/*"
}
}
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Example s & Fir R % 4R 89 ST 83

AT &RBE#Z T DescribeSecret FMMNPEF LN List : ListSecrets
ListSecretVersionIds,.

JSON

{

"Version":"2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"

}

}

Example Lt 2 48 & #5

LT RBEIR B IR FRAMNFTE Secrets Manager IR, EFHIZEKRE , 1§31 the section called “&
TS HRE

ELBRFEAEN , TMEDFEXE, K/ ID, IZRSEHFBERA (?) HE—EXRERENENER,
MR Z4A B ARN, Secrets Manager &5/ NFENLFZRFH IR B4R B FRERN ARN B9 —E8%
Rt @B AEA L BERAFRCEXEFRF, WMRFEA "another_secret_name-*" &% , Secrets
Manager ™Y EELEE 6 MNEVZRFNTAHE , MBAXEEE "another_secret_name-
<anything-here>alb2c3",

EEZEWHNRBETFLAHTFENRH, BEIE , RNBRBEAHAUERESHRERCIE , BIE6
NERFRERL , APt B REFZANNR,

JSON

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:us-
east-1:123456789012:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:us-

1

Tl - BIEZEARINPR
ENAPRTNRAUERS , BRMNBUEHNREBMHMEAFEN IAM A, BEZH IAM AR 4,
Example 2 %4

UTRERTOUERANETZATRNNR, BERAIZEKE , HSH the section called “EF S
KB

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

1,

"Resource":

g

o d o
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Bl B4R E AWS KMS 240 R N2

/A Important

EEEFEXTERRARY  BRNBENUEEAZHREIZAR FREHIHENE, BEXE
ZEE , 2/ (AWS Key Management Service FF & A R1EF) H#Y Authentication and
access control for AWS KMS,

Example3E 4 AWS £&E %47 aws/secretsmanager

AT REEIELEFERARVESEFH ZH. AWS EEXZEH aws/secretsmanagerlt KRB ERFERAES
BXrEEARARNBEH. ZRXBEITERRIED

1. B—RBQIELEACEREFRRHAMBER AWS FEEXF4H aws/secretsmanager, Sid:

"RequireCustomerManagedKeysOnSecrets"

2. BE-RBAUELCETITE KMS BN EAMIER , BA Secrets Manager 2ERIAERA AWS &

N#4H aws/secretsmanager, Sid: "RequireKmsKeyIdParameterOnCreate"

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"
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"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {

"Null": {

"secretsmanager:KmsKeyArn": "true"

}

}

BT HIRA KRB

EETRFORES , BUHEER TG RIZBRE , LRI AN ZARITHERE, EUERE
TRIRRRER

s NENMAFHABRTENZANTENR,

- MEM AWS KFFHAFRAERTIHRENR,

LURFETRREN R BRSSP AR |, Secrets Manager £/ Bz # 3 5|2 Zelkova # API
ValidateResourcePolicy , BFILEE & IAM ZREARFI BN ZANHRINER, St @A
AR E CLI 5 SDK BlockPublicPolicy S## PutResourcePolicy API,

/A Important
FIREREWUEA BlockPublicPolicy S¥uiid fE Ll A E 52 B AN E S8 09 22 47 19 32 TR SR B& 1%
FAHRFRENR , REBRFENER. BRTHEAXLEIEZN  CEFAREUTERRE |, X
BINEMNFTEF LB HRNER :
« MEINEISSER AWS ZIEA (HlI0, IAM B ) WET FHHKREE

o BENEIRERFIRNET AWS FIRAVRREE ( Hla0 , AWS Key Management Service (AWS
KMS) 234A )

EEEXNENFANNR , HS00 BEEBNRE RGN BH,
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EBE. EXIMERBANTRER (2F45 )

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. MEBHIRL  ERENER,
3. HARPFAGEENEE , EHRETMFHNERENRIS F |, EEREEHENR,
4. ERBFRD , JITUTEREZ— , RARERRT :
- EMMSUSRIREKR | WA XK,
- ERIBRXR , FRABFER,

AWS CLI
Examplett %5 JR R B

LAF get-resource-policy R ZRMMEIZANE T EIRNKEE,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Exampleffl Br % R SR B

LA delete-resource-policy RGIHR BRI MNEIZ A B TR IRA KB

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example s in % R SR B

BAF put-resource-policy RN EBRARMNBEERE , BAREZRBREETRENZBHN
ZIHER, ZERBENIHFIEZTN, BXEZEL , 855 (AWS CLI AF#gr) FHMIHA M
8 AWS CLI %,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json WA :
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https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-file.html

AWS Secrets Manager ArfEm

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
AWS SDK

ERRM MBI ZAN K , iBEMA GetResourcePolicy,

EMIBRET INEI ARV KB , 1B EH DeleteResourcePolicyo,

B ERREHI IR 2R4R |, BEA PutResourcePolicy, MIRBZMINTRE K So2FHBRANFTE
B, REEAAENIL JSON R, ESH JSON FKBE SIS,

BEXEZEER |, 1§53 the section called “AWS SDKs”,
Al

Pl

- =l REENHMEENNR
« =4l : RXBRF VPCs

« =Bl RSEHE

™ R RENDURENR

ERTFREZAENNR , B LUGREHM MBI ZARSH L. ERBRECANREERE  FSHE
T EMHREMNE T RRNRE, BXUMHMNEKEHNER , 15 the section called “E T &IRAI K
B&” # the section called “BEF F B A KM,
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HEBFZERZMNAFPRACKRFENFANTRNRN |, LREEEERH. ERFEMLE APIBAA
PR E—AMBRINIE , FS M the section called “R4l : #tEH FE —HBRBEBEHNE

ExampleizBl — /N2 47
BT RS NRI 4R |, RATBAR F Z AR 1 R PR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xr0le/EC2RoleToAccessSecrets"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

T~ XPBRA VPCs

MRIEEERE VPC AEBIGIE Secrets Manager , & A LUE S EXBRKIE P2 E R M4 KR Secrets
Manager B9iERk B VPC, BXEZEER , BZHFER VPC ik K &R HliE R Mthe section called
“VPC W& ( AWS PrivateLink ) "o

BHEAEMNEM AWS [REHBZ4AMWIERMERE VPC , BN REEFIEL M1,
ExampleERiEREN VPC im R

TR AR EERET VPC % R AT 1T Secrets Manager #4E
vpce-1234a5678b9012c,

JSON

{
"Id": "example-policy-1",
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"Version":"2012-10-17",

"Statement": [
{

"Sid": "RestrictGetSecretValueoperation",

"Effect": "Deny",
"Principal": "*",

"Action": "secretsmanager:GetSecretValue",

"Resource": "*",
"Condition": {

"StringNotEquals": {
"aws :sourceVpce": "vpce-12345678"

o d o

ExampleERiER¥KE VPC

LT ROIBARERVRE vpc-12345678 W B RIEMERERA. WA , AEEFERKAT

vpc-2b2b2b2b BY , ZRET AT FER LR ZANMZEENEE. R

o

70N

FF, BERE-/REN VPC URHEERE , N RS A LR R,

JSON
{
"Id": "example-policy-2",
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",
"Principal": "*",
"Action": [

"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:

Create*",
Put*",
Update*",
Delete*",
Restore*",
RotateSecret",
CancelRotate*",

E— VPC HE{TR AR

ETRIRE KRS

294



AWS Secrets Manager ArfEm

"'secretsmanager:TagResource",
"secretsmanager:UntagResource"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
}
}I
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
}
]
}

| RS E &

WMRK MBS ZANRRRBEIEAWS RFERA , BINEWEFERA aws: SourceArn Fl aw s:
SourceAccount £FFM4FEH, NHBEREBMNS — I AWS BRE K% E Secrets Manager Bt , ARN H
KPREFRXTEERNLETXH, XIRHFENEASESE T EENEERERR.

MERRFE ARN BERBRRBEPFRAGFERANZSR , MIFEETE aws:SourceArn RHFEMNERFERZ
%R ARN ., HEMA aws:SourceAccount &8, EXESZER |, HSH IAM ER,

ERMENBNRER , REERABETHEZRA , BRE AWS BSFEEE, AXRBRSEREH
MEIFANRRERENES |, BSFEIZRSH X,
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Example /o ¥F BR 558 A BR 55 £ 415 (B8] 2 4R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"s3.amazonaws.com"

]
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:s3::123456789012:*"
},

"StringEquals": {
"aws:sourceAccount": "123456789012"
}
}

o d o

ERE TR AT R RZS] ( ABAC ) 2 HIX BRI 5 R

E?EHE’J%I‘MXFE?’“%I | (ABAC ) 2 —FRMNKEE , ©RIFEA/. BEIIRE (HIWERT, WSEI
TRFMERERNEMRER ) HEERBFERENR, £+ AWS | XEBHEHRNIFE,

158 FA PR 20 AN PR 7E R iﬁ'&ﬂﬁ%iﬁqﬂ#ﬁﬁﬁﬁ HERBEETBEMNER T I AR A

Bi, ABAC MM ZEZTHRZIAITMEN , XEREAFPFNNARFNHRENHEUARATFHIREXRES
BEREFH ETXREZEBHHE, 1’§|JZIEI , ZIEI%FHF'EE&%BH , MFRNRSBEZAE , MEEEFHN
REFERFTAR, BXEZELR , HSH : ABAC B 4HE AWS? |, BIEFREE i E ZH R,

, RBERT A IAM B 508 ABAC k¥ E Secrets Manager FIZER,
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R~ AT EGITERESRERSN LR

AT RBE fiFDescribeSecretifBl# B Z4AServerName MIEM R EM W ZEServerABC, RISt
R MBIENG G , NZBEENF RS PHEIZRSHEAZH,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

R RAW GRS BHANIRECE N & 4

LA SR AV P R B X K P R B89 AccessProject W& 54K AccessProject ¥
SEEHRENEMZHAESR GetSecretValue HENER,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
}

AWS HIIEE KB AWS Secrets Manager

AWS REXRKEHYEMEEAINL R AWS, AWS RERMEEN TS ELAFIRMANR , LUE
BRBFIRAAF, ANBesENR.

FigE , AWS RERB AT NENHEASRTFRENRNR , BAENTHAE AWS FFE
M. BMNBUBEIENRETEARMNE - EEHERRE -SRI NER.

BIEEERAWS REFRPENHONE, 1R AWS E3 AWS HEFRPENHNE , WEHLE
MiZKBATRBENMEZERASH (AP, ANAR ), AWS RETRELEZSTIHN APl RIERS T
LAEFR T AWS RS B9 API 24ERRTEH AWS FEE XIS,

BREZER , F5H (AM AFER) B AWS EE A KK,

AWS FEEXKBE : SecretsManagerReadWrite

ARBURIRH read/write 15 R AXBR AWS Secrets Manager , B#E#R T % RDS. Amazon Redshift
Amazon DocumentDB #REIAR |, A% AWS KMS B T INZMBERZZRANNR, ZFEE LI
B2 AWS CloudFormation ZTE 5%, MEAEEHK Amazon S3 FEEIKREE HER AWS, FIH AWS
Lambda BE MR Amazon EC2 VPCs, #ZEHIAZEEXENEFEFEANENEREBIRERE,

EH BTN |, B ST A 0E AWS CloudFormation ## 1 AWS Lambda $h{TE& BRI
BR., IBAILADBLIAMFUlliG ) BEEERKE, HSRELIHERNER,

RERFMES

ZERBEE A TR,

 secretsmanager — RFEHHITATE Secrets Manager #4.

« cloudformation— RFZEIEALIE CloudFormation ##k, XR2HEN , LEEARFAFER
MINEEM EFE A AT LB H#4% 812 Lambda ##RE# CloudFormation . BXEZER , ESH the
section called “Secrets Manager B9 753\ CloudFormation”,
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© ec2— AFRKHEARL T EC2 VPCs, XRMLFNRME , IHEEREH AN IR B ESHFM
EEZATFHNEIIBIEEMEERN VPC PalBEHRE R,

o kms— RFZRAFLEA AWS KMS ZA#FHTINFIRE, XRLENSRMG |, IX# Secrets Manager =+
BENZmAER R, BXEZEE , S the section called “Z %A N2 M f#E 2

« lambda - AFFEMHSIE Lambda BRE, XRLENEKY , UECARH AN EATUERNE
R IR B

« rds - AT EHEER Amazon RDS FHIEENEFl, XRLFENEMY , MESAZESI SN EETTI
i%£# Amazon RDS 85341,

« redshift - RFEMIER Amazon Redshift FIVERE, XRLENSRYE |, UMEFERZEHISHNEMLK
A LLi%E ¢ Amazon Redshift 5£&%,
. redshift serverless — RIFE AR Amazon Redshift Serverless P MF B Z=EE, XBMSE
. LUEfE AR &) A 1 41T L% R Amazon Redshift Serverless @5 % Z2 8] o

« docdb-elastic — RFF IR Amazon DocumentDB R ER, XESLENRMY , UERFE
A& &/ 4T LLU%ERE Amazon DocumentDB 2t & 8%,

« tag - AT EHIKREUK S PATE 2RI E IR,
« serverlessrepo— RFZEIXABIE CloudFormation EH&E., XE2SENRMY , LUEFEFZEFHA

B E/E T LARIZE Lambda £ &, BXREZEL |, 1S the section called “Secrets Manager Y
A5 CloudFormation”s,

« s3— ATFEREAMNH AWSEEHR Amazon S3 FEBHIREIIR. FEBE S Lambda FIREE
iR, EARRMEN , XEERAEHANEASEREFEBPNERAE Lambda 2 IRE .
BXEZELR , iS5 the section called “Secrets Manager K1 5 = CloudFormation”s

EEFIZBE , 555 SecretsManagerReadWrite JSON 5 B ST,

AWS IEEXRRE : AWSSecretsManagerClientReadOnlyAccess

RN B imRNARFRMEX AWS Secrets Manager Z4AM RiZHENR. EATFEFRARZENER
BENERNBTHE  URBREAEFEENZB MBI ZFTEN AWS KMS X PR,

RRFAE R
ZERBEEE A TR,

« secretsmanager— AT ERARZNZEEHERYZ THIE.

o kms— AFZERXAFEARABZENER, AWS KMS R BRESEENPRF Secrets Manager 745 E R
SEHTERANEA,
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RAriEmE

ELERRXEKE (2 JSON REEXHIRMRAN ) NESER

) FH AWSSecretsManagerClientReadOnlyAccess.

Secrets Manager X AWS £ & RSB E#

& & B X Secrets Manager AWS FEE R EHNIEMER,

B

AWSSecret
sManagerClientRead

OnlyAccess : FitE
KB

SecretsManagerRead

Write : NI B REH
B

SecretsManagerRead
Write : X IE R HEH
X

iR Sy

Secrets Manager £ 2025 11 A 5 H
BT I FHNREER

B, AEFIRMARE

FREX B R

HRNPR. LhREE S

e R ZE N R

METEE 6 HER

R RAMERN AWS

KMS X FR.

WREEEH , i
YR 5 Rl Amazon
Redshift Serverless £
MR, AEEFE A
F A1 62 Amazon
Redshift %A Bk

## Amazon Redshift
Serverless & ZE

=18

2024 %3 A 12 H

WEREEEEH , i
PR 5 "] Amazon
DocumentDB 3# %
SENNR , UEE
#laAFAEeE
Amazon DocumentD
B AR LR EE

o

2023 9 A12H

FZH (AWS REARMSE R

TN

v4

AWS REFKH
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RAriEmE

BEX

SecretsManagerRead

Write : XL G KBEHY
B

SecretsManagerRead

Write : ST G KEEHY
B

SecretsManagerRead

Write : ¥R

iR B

WEREEEH , 1
YR 15 ] Amazon
Redshift B9RXBR |, 2L
EiRHl & AP L
# Amazon Redshift
EARTIEE Amazon
Redshift ££8%, LLE#H
BRI T FENR
AFXT7Z % Lambda
IR EBIENR AWS /Y
Amazon S3 1Ffi& f@ it
1TIRERIA [,

2020 6 A 24 H

WEREEEH , i
PR 15 Rl Amazon
RDS S&#HINE , X
EEHEa AR T
# Amazon RDS %A
FHEREEH,

2018 £ 5 A 3 H

Secrets Manager €l 2018 F 04 A4 H
BT—1MERK, H

FRFEREZES AR

FHNRER , HAEX

Secrets Manager 97T

B read/write 5 [E] X

PR

M E A IS BYREY AWS Secrets Manager #%

TS

v3

v2

v1

FRERT |, IAM BHENRIGAIZHR, TXFRIZEAR , Secrets Manager 21 ERHAE T HIRH
REELAR ZEERN IAM AFRRBBNFTE SR, St , Secrets Manager £ 5 IAM AAF 18
EHREEEREAFERES PR IERCNTEE,

ZANKMER T iERET , Secrets Manager &1F F R X & 312 IR -

BEEERRITFEHN ZH
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1. MREMRBEHFEFEXAREANIFISHERBENTR deny TR :

EXREN deny BHEMABRARHBLLEF,
2. MRZBEXKRER deny , BHFEERNKREN allow SERBRENRIRCTE

EARKRER allow RFFHRPEVIRETEE D ERAINR.

MREHMBAC TR ANTEBOKSF, NiZEA 7R RN IR S 080 K iallowH #HHM
B, B& AWS ELER, AXEZER , BSH BEKSHH,
R AETERARER allow 5FRBIEMFIFAETHE

w

AWS RRIAEIR THELER , XFARINIEL,

EEZAET RIRAYRES
BEHRITUATREZ—

$TFF Secrets Manager #£#|& , it A https://console.aws.amazon.com/secretsmanager/o
EENBRFAEETED , ERRNRITD , ERRENR.

f# /3 to AWS CLl call get-resource-policys AWS SDK #1Ti#
iEGetResourcePolicy,

BEMLEATUESE T S ORI REFITIHR
- A 1AM REELIZR, SAA IAM REEDSENE IAM K

ME K F 51| AWS Secrets Manager %4

—MNKF RS AIBE RS —NKFRESR (BKSHR ) | SATAVER IR KN S 40 K
HITH R, XERFHRAFMEKS PN S BB RRERRE,

B IK P AR A TR EE R

» CancelRotateSecret

» DeleteResourcePolicy

* DeleteSecret

» DescribeSecret

+ GetRandomPassword
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» GetResourcePolicy

* GetSecretValue

* ListSecretVersionlds

» PutResourcePolicy

* PutSecretValue

+ RemoveRegionsFromReplication

* ReplicateSecretToRegions

» RestoreSecret

* RotateSecret
» StopReplicationToReplica

« TagResource
» UntagResource

» UpdateSecret

» UpdateSecretVersionStage

» ValidateResourcePolicy

& LAFBlockPublicPolicyZ i 5PutResourcePolicyREEL A A |, By L@ EZM R EBH 2Z
AR RBRRBRTLOHGREINE , N BRFENRER. BETALER IAM Access Analyzer i 5
T 7= 175 (8] A BR

BEDRMAT SR ERZHMBN KMS 24, XRENETEER AWS RERXZL (aws/
secretsmanager) #{TEKF IR, Hk , BXATERECIEN KMS RHEMNZZR , REHEKZH
KEE, Bl KMS BAFEXNRAH. EEXRFHANMEE , 5SS the section called “BHZEH"

/A Important

& F secretsmanager:PutResourcePolicy NEEMEFARNFIEE M ( BMER E b

KPP ER ) EBBRETRRNER, WANRATLEEEARIENRER , SIMRENHHAN
EEEBIFRENR, RIMNBUENKENASENRHRNEN, EXEZEE , BSH ET
TR R

THIRBIKREBREIRTE Account! A AR INZEZR4E , MAE Account2 B B 0% B H 17 R A E X
PR,
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S HHRREEMIZE Account! FEYZR4A

AT RBE RYFA P Account2iRlApplicationRole I B 4AAccountl, BEFERZEKE |, HS
¥ the section called “BF & RH KB,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

HI 2 FEARIE Account! 1 KMS ZR4A R ZR4A K RE

« UTERPEBERBAAT Account2 ) ApplicationRole M Accountl HH) KMS Z4A3K
fR% Accountl RMVEEA, EFAIES , HRERME KMS ZHNZHRRER, BXESZE
B, BSREAZHAER,

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
.
"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"
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SR 3 NEMHREMINZE Account2 R 5§ 147

«  LUTEBAY Account2 H#Y ApplicationRole 1B Accountl FHIZR4AR |, H @S FEH R
fLF Accountl RV IMBZRRIARBZEZHE, EFEAZKE , 155 H the section called “E T 514
HREE", A LA Secrets Manager 12§ AV E4AF AE EME 4 ARN T HKREIEBHNZER
ARN, It4\ , B e[ LA describe-secret,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdET"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-
east-1:123456789012:key/EncryptionKey"
}
]
}

MA #3515 [R] B3 4R

IETLAE A Ro AWS Identity and Access Management les Anywhere £ IAM & £ A0 2853& 1T BR
SER. AENNARFSIEMTRIUGHZSIES AWS, BN ITEARTUERAS AWS AR
FHERER IAM KrER 1AM BEKIGE AWS &R, &8) IAM Roles Anywhere , &AL E Secrets
Manager k77 MEEZIUE , ME AWS FRINAREFRSHSFAMIRE LN BREBHR, BXE
Z{E8 , 55 IAM Roles Anywhere 187,

Y BAE R AWS Secrets Manager

2 AWS EEERERFHHBIERI AWS Secrets Manager., MAERFRR AWS |, ARKRIE
TRERBNEIKRERZEM AWS Cloud, BATEFNEEEHEMEHN LNARNES, RES
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FBEMERN AWS S WEL2BRENEERES., EXBERVMNESZEE , BSRABERLERLR
B, BRENBERFHES , BHSH AWS Security Blog £#) AWS Shared Responsibility Model
and GDPR & X E,

HTFHERFEH , RNBUERT AWS Ik EIEHEHA AWS Identity and Access Management
(IAM) REMNARFPKF . XNABMNAFPRTERITHIFIREMENNR. RIEBNEESUATA
R BUE

- NBNKFFERZESHRIE (MFA),
« AT SSL/TLS 5 AWS RiREE. Secrets LA X182 #F TLS 1.2 M 1.3, Secrets Manager £ X%
EXEHERS (TLS ) MEMBRHNERBEESEE FRAIER (PQTLS) o

- FRAGMEZE ID M5 IAM EA&RSBE MR 0] 243 KX LAgwiE 5 R [a Secrets Manager & HH#Yi5
R#ITER, R\, BALUER AWS Security Token Service ( AWS STS ) 4 B i it 2 £ KK
BRHATZR,

- FAIRE API MAFES B X AWS CloudTrail, #&25 the section called “ff fi & & AWS
CloudTrail 7,

- MREE AWS BEBSTRESR AP #THENEELT FIPS 140-2 RIEMMZER | EFEH
FIPS iz R, S the section called “Secrets Manager ¥ /"o

- WMERLREH AWS CLI 3R 8 Secrets Manager , the section called “F&{K{# F 176% AWS Secrets
Manager 43 AWS CLI By X"

YIRS

Secrets Manager £ fi&33 AWS Key Management Service (AWS KMS) # 1T il Z kR B2 S B IEH
V&, AWS KMS REFZRESEANRBEFEMME AWS RS, Secrets Manager F SN %4A
EREFAE - BIEZANE, ENEZRABE N KMS BHRT . BELUEEXKFEH Secrets
Manager AWS B R Z40 WEIAMNZE , B AE AWS KMSHEIZBECHNEFRRERH. FRAEF
FRERATLEXN KMS ZRFHHITERANERIEZES, BXEZEER , 5SH the section called
“HHAMBNEE,

& 5 o &

Secrets Manager H{ERIFWINBZHFEREZLENAERS. Z2NAEHI AWS A FRF
Secrets Manager & HH#9 API 5 RHIEE M, AWS ERFAEMEA X.509 i H Secrets and/or
Manager FAB 1 RIZAX API AR TR, EAMA 4 LHIE (Sigvd) AER T HHER,
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mREAEH AWS Command Line Interface (AWS CLI) SR E A Ea—/ AWS SDKs kX ITEiE
AWS , NNEERBEFANHRIZH. A5, XETELBHFERAHRZARNECLEER. BHSHthe
section called “B{EF 174 AWS Secrets Manager %48 AWS CLI IR,

BEM SR ERRA
AWS FEBE BRI T AR GER AR EEERRA | 24T 45 BANLER,

RS EAR R iRMNAZ RN RE

BFAE M B R LA T B ApiEE S = AT AEE##E AWS Secrets Manager :

« —/> AWS Site-to-Site VPN E#, BXEZEE , BT LE AWS KX & VPN ?

« AWS Direct Connect &%, BXEZEE , SR L2 AWS Direct Connect ?
B—XEA AWS BRZ BN RE

MRIRABIEF R Secrets Manager l APl B imZ BRI RE AWS |, HiEE—PAWS
PrivateLink BAFA% 5 R\ 15 18] Secrets Manager API ik &

n##AERE

¥ Secrets Manager EEMEZ RPN BHRIBOIF RN , Secrets Manager 2B &KIEHER , ERM
KMS Z4R4E R FTHEBIEZ4. AWS KMS Secrets Manager It BiIEZ4A# TIEH 2, Secrets
Manager FFINEZENHBEZASNEN BB ET . HAFEHREBHEPAN |, Secrets Manager
2R AWS KMS SEEZBIER4A. RS , Secrets Manager {5 F f# 33 19 B IR B 4A SRR 2 I B2 10 3%

%, Secrets Manager AT AARMEZN XN EFHBERH , HRRMNAGFEHRRZEH, EXEZER
B2 the section called “Z4A MZA AR,

YRR N2 F 2 AWS Secrets Manager

Secrets Manager fEREEHMBIUR AWS KMS ZEAFMBEZHARFF SN ZHE. SHFHPINR
fAEFEUAT , Secrets Manager #4M AWS KMS ERFTHREZHAUNEREHRRTF . RE , A KMS &
FAMZHERS  FHREBABES. EMBZRE4L , Secrets Manager B £ EAPH KMS Z4A5E
MBNBEZARITER. AWS KMS

Secrets Manager AR KMS EEXNZLAEMNE ., HR , EEA KMS BEARERMINE 256 L 5K
INZRFRAE (AES) NMBIEZRE , A ERAKEZHANZRHAEIMNE ., Secrets Manager £ 4 XA TFEZ
AN ZAERTINE AWS KMS , AEFEMNAFHHIR. ©HBEZANNZEERFHEEEH
N THBEF,
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£

- EEFE—IE AWS KMS A&

- HARME ?

- MEMBEZRRRE

- KMS MR

« Secrets Manager 30a £ A {&# KMS %347

« AWS EERX 4 (aws/secretsmanager) B %340 R BE
- Secrets Manager 1% T X

W% Secrets Manager Y B3 AWS KMS

EFE— AWS KMS A&

BB AR, BALUERE AWS IKF MXEHPNEAXNHNBEREFEER , LA UEA for Secrets
Manager (aws/secretsmanager), AWS EERX 4 WRREFEBECEFFE AWS REXNEH
aws/secretsmanager , M| Secrets Manager 2812 HFHEERHAXK, INEKS PHENZF
FAFEAHEBKN KMS BT EN KMS 4, BuEFEEATEN KMS BN —ABA8EFH
WEHENKNR , HEBNMREFLEFTITXLEZANERE. Secrets Manager XX R HINZE KMS 2
. MREBENBZAFEPEA KMS B4, WX KMS ZANMBRETEFTEERNE , MAT
EUHFNFAMRE , BABERSBIIE AWSH IR 5o

EXERMBHMZRRANELR , 535 the section called “E i Z W) INZR %5477,

HIEEQNEZLAR |, Secrets Manager A #TZ A E R INZ AWSCURRENT, AWSPENDING A
AWSPREVIOUS fRZR, R TEENEBEEZL 29 , Secrets Manager &1 F LUaTRY 2240 N2
FIERME AR, XERESA AR Z AN HEAEE AWSCURRENT, AWSPENDING #
AWSPREVIOUS iR, tNR&ELFIZAM kms:Decrypt R , M HEEHMBZZLART |, Secrets
Manager T2 ZZARAREFMBE (. EXTERT , MBEREFTLBEEHTME,

RTEREEBIFMNBZRZAHEZR AWSCURRENT |, BERAFZ4AQNEFTRANZI., RE , HTHEBE
% AWSCURRENT Z4ARRA , AT A HZ4ANNER.

BT LB G RIAPR , AWS B R F4E aws/secretsmanager H ERFEAF A EERENNBRHIT
m#E. BXEZER , HSH the section called “RHl - ELEFEAE AWS KMS BEARINEZEE",

EERERAXREKN KMS &4 |, BEEH AP EFEZFAI B ListSecretsT DescribeSecret, H&
485 for Secrets Manager (aws/secretsmanager) xEkA |, X ERIEFRLIRE KMS Z4AMRIRH .
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fraRma?

Secrets Manager £ M H4AE , BN L FH#THE -

- BHABBANER

- RIIRE

- 5EEPAXRKAE KMS 4 ARN
o (EMMTHA AWS PR

IR MR RIE
RNTNZAFHZEAEMNE |, Secrets Manager £ AL TR,

1. Secrets Manager £ Z4A# KMS Z4AH ID A Z AWS KMS GenerateDataKey#4 , HiERE
fit 256 {7 AES ¥ #E4H. AWS KMS IRE — M AKFEZAMZBBEBZHANELR | ZBEZH
£ KMS Z4 T #TINE,

2. Secrets Manager £ A4 X A KIFEFZ RN SR MBZIRA (AES) EEN AW ZLAEHTME. AWS
KMSRAfE , B RRMAFHMIBRAXE,

3. Secrets Manager FMEZNHBEZRFRHEZRANOBEF , FHUTRTHERHE. B2, iF
Secrets Manager #F < APls IREIINZ Y 2 AR MZ N EIEZR.

X ENENFRERE

1. Secrets Manager I AWS KMS fZIREHE A MZNBEZHA.
2. AWS KMS £ AZAH KMS ZARBERREEZEN. ©RREAXHEER.
3. Secrets Manager E A ZBANBERARBEZRE. RE , EARRNAFHHBREEENA.

KMS Z 4RI R

¥ Secrets Manager EINFEEFFEH KMS ZHEt , eaRRUESEFNZHENAPRITEREE, &
A LATE IAM policy SR ABER P IR HIX LR, BLT Secrets Manager IREZEZE AWS KMS R,

* CreateSecret

» GetSecretValue

» PutSecretValue
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» UpdateSecret

» ReplicateSecretToRegions

E R KMS B4 A TR B Secrets Manager BYiER , AT LAEBR KRG E
Hsecretsmanager.<Region>.amazonaws.com{E/ k m ViaService s: &4 %4,

BRI AENE £ TP FRARERES KMS Z4AA T INRRENSE. il , 7E IAM 3348
RENEAEAZTEXTEER , REBRNRFFEARNYR, KMS Z4ARERREEEREIRESD
sEtE, BXEZELR |, {55 CreateGrant,

Secrets Manager f1AIE A&/ KMS Z4A

Secrets Manager fERYREY KMS Z48iH B LT AWS KMS #24E,

GenerateDataKey

Secrets Manager 8 1% AWS KMS GenerateDataKeyig#ER R T MR LA T Secrets Manager ¢
(=

« CreateSecret— MRFHFHLA TS F4AE , W Secrets Manager 21ERFTHBIEZREAX E# 170
2,
« PutSecretValue— Secrets Manager & SR # #9237 240 R =18 E W Z4HE,

« ReplicateSecretToRegions— EINEE HlH %48 , Secrets Manager EBIARXFHiER — 4 KMS
AN BIEEA.

» UpdateSecret— MR EE ek 7 BB KMS %48 , Secrets Manager 218 SR #7HY 2 3E 248 5 o0
B BHAE,

ZRotateSecretiRER 2 HGenerateDatakey , R EFALERFAE, B2, MR
RotateSecret AEXR 7T WZEEMN Lambda 3IREE , MHIFA PutSecretValue BRIERH
fil % GenerateDataKey &K,

Decrypt

Secrets Manager 18 Decrypt #4ERIERI LA T Secrets Manager #4E.

« GetSecretValue# BatchGetSecretValue— Secrets Manager 4 24 ER B4 B H & 2 i Xt
H#t1THRE., EMZENENZLHE , Secrets Manager 21 A AWS KMS Decrypt I21ER#EZ
REAPHNMEBEREZRR. AF , CEARXBEZARN CMZRAERE, X TitEan
%, Secrets Manager AILLESEAMBEZENER , Rt HEMBEAAEL™4% Decrypt &

SV
“JNo
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- PutSecretValuefl UpdateSecret— K %% PutSecretValue UpdateSecret and #ER T &t
KDecryptifE, B2 , ¥ PutSecretValue = UpdateSecret ERZE X E XN B ZFHRA
R ZEAERT |, Secrets Manager NI B ZHRERBZHFEEERPIZHAEBELER , LLAIAR

=ABMEE. WIRERTHR Secrets Manager RIENBHRIE, ERB MM ZEAE , Secrets
Manager 218/ AWS KMS Decrypt R{ERBEZRZATFNMBRIEZR. AT, eEAAXEK
BERARX ENBRPER

« ReplicateSecretToRegions— Secrets Manager B &% £ XFF N ZAE , RAEERIARXFEF
£/ KMS Z4AEMINEHAE,

Encrypt

Secrets Manager 8 Encrypt ##ERIMR LT Secrets Manager 4k :

» UpdateSecret— MREEH KMS H 4 , Secrets Manager 2 E A HAEH MER
3 AWSCURRENTAWSPREVIOUS., F1AWSPENDINGHL 2RI EHE 4R,

DescribeKey

H{RTE Secrets Manager #2#l & P A2 mBE AT , Secrets Manager I A ZDescribeKey#1E
R E=S H KMS %47,

KXt KMS 4319175 8]

HIEB U FE RS HEARIKMN KMS 24T , Secrets Manager fFAIEER KMS @A
GenerateDataKey M Decrypt ##fF, XL RABWANARAAREENNZ KMS ZHATX LR
{E, Secrets Manager FHAXLRENER ; CTETAMZFRIERFERAXLELER,

B LURBIX LI RA , BRXEERSP SecretVersionId BAME L T XWER
RequestToValidateKeyAccess,

@ Note

&% |, Secrets Manager RiFFAFZEME LT, BUELEREN AWS CloudTrail
BEFREXI&E INE LT SRR,

AWS EE X4 (aws/secretsmanager) Y 240 KBS

XY Secrets Manager X &R i & HHiE KAt |, for Secrets Manager (aws/secretsmanager) K %4A
KT ATFRAFPER KMS B TIEERIE. AWS REXZ ZHXRRTATEMAFEEER
KMS Z4H,
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LR ARBEEMAE AWS HEAZH REERE , HHZWBSREL. BT EZEXZHRKE , B LI
N&EF, AXEAEE , FSHEEEHER,

ZRARBINRBEHEEUTEM

« 1X3 Secrets Manager R XIKF AR X HiERE , FARAFXLERAFER KMS ZRHITINERRE
#E, kms:ViaService 4540 nI58 HISSHE L PR &,

« R AWS K BIE IAM F/E | RAFBAFEE KMS Z4AE M NECEEN,

- R Secrets Manager 7 AR HUKIREL KMS Z4AR 1A B APR , {Bi% K B&E /21T Secrets Manager
KREFAFBIE KMS ZHRN , H A8k P B EM 21T Secrets Manager £ KMS ZZAHY R
XLERBEXHFNIRHEER AWS REXNES.

AR 2 Secrets Manager =il AWS FEE X %4 B BEREE,

JSON

{
"Id": "auto-secretsmanager-2",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
wxn
]
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallexrAccount": "111122223333",
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"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
3,
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",

"Principal": {

"AWS": [
mgn
]
},
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"

},
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
}
}
}I
{
"Sid": "Allow direct access to key metadata to the account",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:root"

]

}I

"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"
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Secrets Manager 1% £ T X

nEETXR-—AITEEEFRNERENREN . HEENMBRENERPIEME LT XA, 2500
2 AWS KMS ZURINE E T B ERMBRE, BERBRRE |, 455 ABBINE LT3

EXTHYiE R GenerateDataKey M f## 2 iE R AWS KMS , Secrets Manager £ EBH N B F-EXTH
EETX , ATHRRBEARERAE , MU T ROIFIR. BFa%il , BEEEAENMNE L TX2RE
BNEHEMR.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333;:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}

WA LAEAME E T XEFRIHEZRMBE ( Hl20F Amazon CloudWatch Logs ) H iR BliX L& i 25318
&, AMEANKBABRNPAIRNZMS. AWS CloudTrail

Secrets Manager II% L TXZERmNBH-ER

+ SecretARN — £—NEBH—EXIREZREE, B2 SecretARN, ZER2 4R Amazon Resource
Name (ARN),

"SecretARN": "ARN of an Secrets Manager secret"

flan |, IRZEAK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , MB L TFTXCHBELU T,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

 SecretVersionld— FZ N B H-EXNFRRRANRA, 2 SecretVersionId, Z{ENIRA ID,

"SecretVersionId": "<version-id>"

fign , IRFAKMA ID & EXAMPLE1-90ab-cdef-fedc-ba987SECRETL , M%E £ T
LR

"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"
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IR T HE FEAN KMS B4ART |, Secrets Manager & [6] % 3£ GenerateDataKey M f## 225K |

AWS KMS LARIE A& REENMER KMS R # TiXLRE, ©HRFWLN , HAFWRBEEH
X L5 K7

EXLERIUFFERD , SecretARN WERZE{HISEER ARN , {B SecretVersionId A
RequestToValidateKeyAccess , HIBA N INE £ T3 RBIFFIR. MASHKE T HBEE B SN K
BRERAPIRREIUEE R,

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
(® Note

f£id % , Secrets Manager RiFERFTETEME LT, BAEXERERN AWS CloudTrail
HEFEZIVEE I LT XA,

Y5¥% Secrets Manager B Bz AWS KMS

&R LAE R AWS CloudTrail 1 Amazon CloudWatch Logs RERER Secrets Manager AWS KMS Xz
BRIENBER, BXENZACEANESEE , H2H BEEH,

GenerateDataKey

LIRERP DB ERNZAER |, Secrets Manager £[6 % 3% —/NGenerateDataKeyi& K AWS
KMS , BiZZ4BIEE KMS 4,

2% GenerateDataKey BENEHEUT R™AIEHEL, ZERH
secretsmanager.amazonaws.com A, SR BFERPAMN KMS Z£H Amazon Resource
Name (ARN), FEE 256 {1y %40 240 3 B RF A R AR IR B EA MR AR B9 12 T 32

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:23:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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RAriEmE

Decrypt

LMIRIRENER B R4 B3 4AERT |, Secrets Manager &6 XX #2215 R AWS KMS LA B2 INZR Y 3K

EZH, YTt EaS |, Secrets Manager ILNEEFAMRZEFNER , HHFEmERAHS
4% Decrypt &K,

12% Decrypt BMENBEHELUT RAEHEL, AFPRE AWS kP RiFRIRENEITL A, XL
SHIENBENREZH (ERNFEX blob ) ARIMERFMEKFHIMNE LT, AWS AWS KMS WE
X HEREL KMS ZR4A89 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}

.

"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

I,

"responseElements": null,

"requestID": "658c6a08-652b-11e8-a6d4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",

"readOnly": true,
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"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

Encrypt

LEERSHHXIKMN KMS F408T , Secrets Manager 2B KIENZER , ERFEAFNBHAER
HNAWSPENDINGZAWSCURRENTAWSPREVIOUS, MZHRA, AWS KMS SHEZHNEAEHIE S —
MXIEET |, Secrets Manager & @ AWS KMS &34 Encrypt i§3K.

iIE% Encrypt BENSHEUT ROAIEHRL, AFRE AWS IKF RIFRIRKVETEA.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:34Z7",
"mfaAuthenticated": "false"

}

.

"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
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"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1l-5c55-4d7c-9277-1b79a5e8bc50"

},

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

PR ERIR EZ 4 AWS Secrets Manager

ER —IEE RS AWS Secrets Manager , % AWS 2R ELZ LR, HX AWS Z£REZFUK
wmfa AWS RIFEMIRENER , BSRAWS =2 4%, EFAREMREZSNRESIERRRITEN
AWS ;38 | 5SS AWS ecurity Pillar Well-Architected Fram ework H 8 E R R o

B M 458 Secrets Manager 283 APIs 4 TLS AWS £ H. Secret APIs s Manager A BAM
ERMENBERA. A , Secrets Manager XFE T HFENIHRIEKE , HPAUZEE TR IP thit
MRS, ZE AT LABER Secrets Manager BIREREERZFIXN KB BERLFE = (VPC) Lin T S 34
ELRT SMHLZENEE VPCs, KFRL |, XA U AERRNMBIL RS AWS REHRHISE VPC
[REFR, BXEZELE , 5K the section called “VPC i & ( AWS PrivateLink ) 7,
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{5 AWS Secrets Manager VPC £ i1 R

BB UBETENLENEZHRINETANE LETRIUESHEM K, SaLUESeIEEO

VPC i R VPC & Secrets Manager Z B2 A EERE, BEORSH —MERREHEZE AWS

PrivateLink , ZFEARFER APIsEEEBRMMIC, NAT 8%, VPN E#D Direct Connect E1ZE1 1]

FAZ5 1R Secrets Manager. &8 VPC YR BIFFELE IP #tEIA[ 5 Secrets Manager &

& APIs, #&H VPC M Secrets Manager ZBIMRET BT AWS Mk, BEXEZER , BZH
{Amazon VPC A #§R) H#E O VPC im s (AWS PrivatelLink)o

¥ Secrets Manager £/ Lambda 3 RHHIRZH (HlNIEHRFEEZIENZER ) it , Lambda B
G EA mEIEEM Secrets Manager K HiER, EFEAEGEEABRIRG , Secrets Manager
FESENBFEFEHERN VPC F4]2 Lambda Bk, BIWEER— VPC FA|2 Secrets Manager ¥
&, BAMEM Lambda #£#: 8 # 6 Secrets Manager & HHIER T &4 H Amazon M4,

MRNiHmLS AFAE DNS |, M AEARRERERN DNS BHAEXIE S , [@ Secrets Manager
KI3E APl &R |, ffli0 secretsmanager.us-east-1.amazonaws.com. BXEZEL |, TS
{Amazon VPC AF#ER) FFIVET 2 O s =005 0] BR S5

BRI OB E R PR R I P A& S SRR XY Secrets Manager &SRR B VPC hie), BEXEZELR
&2 5 the section called “/Rfl : XBRF] VPCs’,

BT LAUEE VPC KT A AWS CloudTrail B EREZE BN ERAE R
A Secrets Manager £/2 VPC i &

1. #HSR (Amazon VPC AF#ER) #H Creating an interface endpoint, AL TRS Bz — -

* com.amazonaws.region.secretsmanager

. com.amazonaws.region.secretsmanager—fips
2. EERFHXmLAMEE , i35 Control access to VPC endpoints using endpoint policies.
3. EfFH IPve MMkt , BZHIPv4 F IPv6 15 RIR,

RO i R0 2w UK

WmREEE—f IAM BR , BULUFERMNEZEORS. RARSKEATFELEORSTESTHRE
Secrets Manager. E#2 %I/t M VPC 1718 Secrets Manager R |, &1 B E X im S SR B B fn 2 2
O Ko

mRREEENATER
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- ARITRENESER (AWS IKF, IAM AR IAM A& ),

. AHITHIERMAE,

- X ERITREN R IR.

BXREZEE , H50 (AWS PrivateLink $8/) 89 {5 F v 2 58 Bl 422 15 3 AR 55 Y 15 [R1 A PR o

5 - Secrets Manager ##1E8Y VPC ik 2 SR BE

DT RBEENHSRENRA, HMMEEORKN , REARNIEER LFTPIH Secrets
Manager B4ERY G R FR

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow all users to use GetSecretValue and DescribeSecret on the

specified secret.",

"Effect": "Allow",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource'": "arn:aws:secretsmanager:us-

east-1:111122223333:secret:secretName-AbCdEf"
}
]
}
HEFH

BEEEEEAEZN FRHRE, #R, EHIMER VPC imR. ER , B ESERLZW FRHE
B VPC s, X VPC HEMEELR |, 52 (Amazon Virtual Private Cloud AAFIER) FHEHE
DIKF —_JL VPCo

n
N
k=
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£/ IAM REE3EH APl 1517

MBEEH IAM KEE AWS BRSS 1R1E IP that 2= &5 R R |, N A AEEEEF R LU EIE IPv6 #itSE
B, NEEHBRT IPv4 Mz EHWEXE , IPv6 HNE T HMAEFRER IAM KL X H MBI, K
MEIX L F A o] AR BY IR IR XM EIRHREFXN AWS BRI Z 2151 IPV6,

A2 IPv6 ?

IPv6 2 EERAEKN T —K IP #5A4f IPv4, ZEIBIARARMER 32 VT HREFRETFF 43 ZB1E%,
IPv4 IPv6 M2 A 128 (U F kR X iKY 340 FZIZZ%E T ( HE 128 THEM 2 1% ) &%,

BXEZEE |, BESH VPC IPve W,

LT 2 IPv6 thsit iy =Bl

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.

IAM X#% ( IPv4 1 IPv6 ) SRBE

BRI AR 1AM SRBESRIZFIXT Secrets Manager BYiG R AR , APIs HREIEEESBE 2 /A8 IP st if
[8] Secrets Manager APlIs,

WHEAE, {region} .amazonaws.com & F Secrets Manager Btk L iw T R E XM, APIs
IPv6 IPv4

MBHEREEERZEF IPv4 M IPV6 , EEFEMN IP it iF R KB AL IR IPv6 #usik, &N , {RATBETE
BIdE# 2| Secrets Manager IPV6,

WERZIATHE R ?

MREFGNI U ETE aws:sourcelp WERBRESFER , MEERLEME, NI U Z K& MWL
X IPv4 1 IPv6,

MREFERAN MU | FEFNLTER IPVAR it # IAM REELLEE IPve & ittt
WAMIZHMITHER ?
MBEIAGH IPv4 ML |, NEERTLEME,

IPv4 F IPv6 i 8] £ BR 322
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i IPve B IAM K E& A

IAM SRBEfEF aws:Sourcelp RHRBEFIMGE IP thutfyiFE. WREHMEERANIT U ( IPv4 F
IPv6 ) , IEEFEM IAM KEELLEE IPV6 it SBE

ERBEM Condition TEAH , I IpAddress # NotIpAddress EERFAT IP it FH, FEMF
AEHREER , RN EELEEMEN IPv6 Bt E=,

XL RBIEA aws:Sourcelp., XF VPCs , iFaws:VpcSourcelpd Ao

LR IAM BAFERS AWS ETR IP SZXKIEIEL G RIMNNEA, Conditionit
ENotIpAddressHilg to 5 THA IPv4 it SEE | 192.0.2.0/2451203.0.113.0/24 , XFHEA
kST B IR L 5 | AP

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"
]
}I
"Bool": {
"aws:ViaAWSService": "false"

}

EFEHLEEK |, B ConditiontEE XN EFE IPv6ititsE
FEl2001:DB8:1234:5678: :/64F12001:cdba:3257:8593: : /64,

IPV6 N EI R B 323
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® Note
TEBRIE IPv4 ik, MEREAMFFEX L,

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

},
"Bool": {
"aws:ViaAWSService": "false"

EHX VPC EFLLERE | B aws:VpcSourcelp M3k aws:Sourcelp :

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

}I

"Bool": {
"aws:ViaAWSService": "false"

WUE SRR B P i S35 IPV6

Y

W REAEF secretsmanager.{region}.amazonaws.com ¥ & , TRIFETLUEETZK S, TEHH
RN BT A ATIIE,

BB & P in 5 IPv6 324
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R A Linux # curl B4 8.6.0 , HEALC IPv6 B A{LTF amazonaws.com i AR =
BIAWS Secrets Manager fR%

® Note

secretsmanager.{region}.amazonaws.com & FE AW IR BB LI E. BX Secrets
Manager i R TR IR , S5 AWS Secrets Manager i S0

HER AWS XiF NENRSFAENERXE, EHRGH , RIVEAVEREXERD (HFE
TWMAEER ) - us-east-1 WwR.

1. EANTdigh THERSESMER IPv6 it # T,

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com

> 2600:1f18:e2f:4e@5:1a8a:948e:7c08:clc3

2. FEARTcurl®m SHERTFIRMEETE IPv6 EH, 404 M RBRTIEEMAD , M 0 9K
RBRTEERY

$ curl --ipv6e -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e@5:1a8a:948e:7c@8:clc3
> response code: 404

MRIRF TIZRR IP ERRFIEAE0 , NERARI SRk _QUEY T MEESE IPve, =i IP NiZf—1
IPv6 it , BN BRERS BLEEN B imE R L

MRIZIE IP AZEHWBB RO , N E s R E SR L i P E R IPv4A{X -only, BAEIBUERLT
curl R RIELEE,

$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404
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REM AWS Secrets Manager

AWS ESE AWS XiF AT X RS IREMEBEN, AWS Xif RESNMERBENRFEENITAX | X&
AAXMERKEERE, SELENSETRNMNE, FATHKX , BaLRITNREETRAX ZBEEF
i B KB AMEBNNARFNEERE, SESNENSIMREROEMIREMRAL , TAKAE
RETESHAURANE. BENENTY BE.

ERBEHENRNERENEZELR , BSETFEMEZE — Well-Architect AWS ed 1E28,

BXRAWS X MIATAXWEZER , HSHAWS £ IKEME i,

JEEF TLS

Secrets Manager XEFXZMELZE (TLS) MEMEMUERARESEEFFARIRET, HEEE
F| Secrets Manager API &im ¥ Rt , AJSAEA L TLS &1, BN EMECEEFEZZERET
BEIhae | B LSRR BATF 83X L 37 4R RN T Secrets Manager A=W E N, XEREERE
ETFRARRUERTIEN , ELERMNBAIEHAN TLS IE—HR4L , HEEURELRHETAN
Z2RhB, Y , GENFEANEZEZERGDNEL , eNaFmMERMEHEMEE, BAER
T , Secrets Manager RE#EHEEF ML-KEM BHAXREN R ERZTENZHEHR AR,

ATRPUSIMBNHRBERSAREENRTE , AWS FESZRRZA-EBALANEFELSFETE
E. RITE LT Secrets Manager iR HPEE T ESREFRARREBES, XEESFBENHN
REMBRELERETEEINEES , THAR TLS EEELEAEZBE4—HBEB A, T, HTRE
BIEEHNERERSIERTRERSESBATRIGNEEBERTREEREMTRE , RIMNBWWEHX
APl AR RN,

Secrets Manager £ E Xig 2 /AN E X+ PQTLS.
BEERSFEF TLS

1. AWS BRETHE/WMMNEIRE Maven B, BITERWEERSH T ARE. i,
AR & AR AN AR A 2.20.00

<dependency>
<groupld>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>
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2. fFERAT Java B9 AWS SDK 2.x ARINEEHIE A HXNE# TR, £ HTTP EFiw LB AR
EREFRIEEH,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. B2 Secrets Manager & & %,

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

IMIE , VA Secrets Manager API #24Ert , B ARANBIEEFEF TLS £ 2 Secrets
Manager i &

BEXERAREEETFTLSHESEER  H5H .

« AWS SDK for Java 2.x FF X EERFAWS SDK for Java 2.x EX T WIEENE.,
 s2n-tls fEIJT , FEYFFIR TLS SEMEFE A s2n-tls.
- XEERMENEARFTRER (NIST) WEEFEBAR,

EERRERE 1.2 (TLS) WEEREFBHAHESZE (PQKEM),

Secrets Manager B9/E & TLS B7E AWS Xig B E AN PR A th X #EH
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https://aws.github.io/s2n-tls/usage-guide/
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
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M FEHERR AWS Secrets Manager

R E BB R M NS EBTEFE A Secrets Manager B AJ 8L B EIHY B &L

BxBipEB | ESH the section called “®ik o) BHEE",

ES}

< “pEBIEL"EE

« XNTIRET RS FUERY ELE R
« HFBLTEIE REFTIMAIE R,

« EBIRMWZRE W EI“Cannot generate a data key with an asymmetric KMS key” ( 7o 3% F JE33 #7
KMS ZHEREBIEZR )

- AWS CLI 5 S AWS DK B¥EFTEMNE 2 ARN R EI B HE
o R4 AWS REEIE | SAERIZRE S HE##TEH.
+ {8 Transform: AWS::SecretsManager-2024-09-16 B} Python &R S A kK

“Vi R # B4 H B

L {R[E Secrets Manager # 171 21 GetSecretValue = CreateSecret 23K API R , {RUMEHR
IAM fXRRFBEH T ZAA. HEFEREHER , EHAERREHTHEN AP BA , EIEE S5
B8 IAM PR, BEE R TEEDF IAM KK MEIEN IAM AP SEFIBHARR FIR. MREF
XERRWBEFRSEEMEM |, HII0 time-of-daysk P #bukFR&| | NERTE L& 1%E Rt th STUH BiX
EEIR, BXEFIBREAT IAM AR, A8/ 2HNKRBENELS , H2H (AM AFER) FHE
FA%EE, BX Secrets Manager FTENRIIE R , HS I the section called “H B IEF A A2,

MRIEBESRFER API HRWIBE R TFHEE APl i5R AWS SDKs , BRIUITEREBEHZE 75K,

T T I B 22 2 R A0SR 15 1)

FRIAATRHERN IAMAFSAGEEEBNNR, BNZ2FIENRBERET IAM AR HA
B, XEWE , NRXETH IAM AFSAERTHNR, BXERNZEFIENRNBESXNES
E5 , B30 IAM AFrEEhav izt ine 2 £ KU RUR,

BASEBXYERH#TER , ARBERBRAEBLTR. BXEHAEE , BERMERHFTRIESHNT
E8X , HE& IAM AP EEHR R ER IR Z S UEHiER AWS FR T RER.
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RN ERZ2FIDREEH. AXEZER , HZH (AM AFEE) PRNERIEN ZEFIE,

B < Secrets Manager FIENXRIER , BZH the section called “ 5 £3 5iF M i B 2 5",

HIEIR 48 3 BN B R IR FT AR AY B di

Secrets Manager fAZ AZL —HMEN D BN ITEEE, {R1E Secrets Manager ( X HE ftt AWS AR
E) PN EAERSBEE —BRN AT EMNTETEN RSP EL, CERFSEERSSHEZE. EF
XB5EFXEzE , AREKNWXEEXE 2 AREHFEZTENE , XQER—EMNER, Secrets
Manager thfE A ZFRIESHRE , BEERELEERT , XAsEEMatE, EZ2alEFNRTFEERNZ

Bl , ERAIRER A M,

HiRITERNARFNNERIXETRNEER, i, BERNARRF TR TE , BIEE— M
B THER T ERMUER L,

BXREL RN EM—L AWS RENESER , F5H .

« Amazon Redshift IEEF X AR IEERMPHEERE —3t
« Amazon Simple Storage Service AP i8R H Amazon S3 $iE —BMER

« AWS KBHEEZE K Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows

- 5% EC2API SEHRMNT D EC2HL — Mt

£ BRI B W T Y E“Cannot generate a data key with an asymmetric
KMS key” ( oA IEXT B KMS B4R £ RBIEHESA )

Secrets Manager £ 5B AXBKOT RN KMS AR BN ZRHAEERBEZRH. TeeERAER
¥ KMS 240, BWIAZERANEXIMINE KMS 241 , MAZIEXNT KMS B4, BXUEA , HSHI1R
B IEFT R KMS Z40.

AWS CLI 5% S AWS DK ##EFTEME 7 ARN ik B KA Z

EFZHERT |, Secrets Manager AJLAM T TEH ARN R EIZ4 , MEETEM ARN, BEINRFA
BMLUEZHFRRASNFERFLER |, Secrets Manager AJBETEXM — &80 ARN AR EIZ4H. HRAITEN
BT ARN HBZRA BT

EZFARER
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
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Secrets Manager @ E ZABAMAKBEBRMANENFHRF , UBEBARZE ARN B —1, MRMBRT
FRHRZA  REEAHBENEHEIZTHZY , I ARNs HTFXEZRE , AN RHLEMTE. B
A E BZANAFR T2 B REBXNHBHANH RN , BRI ARNs EFRE,

Secrets Manager Al N Z4A1ZE ARN , EP X, kP, BAEN , EREFHFNANER ., W
TR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRAZHBMUEFRNANTRERE , YENEA—52 ARN BY , 7 Secrets Manager & kI&LLF
EETTEMN ARN, fltn , BAageEF — N8B H MySecret-abcdef WEH , EARN T :
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