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AWS SDK I TESZEERENAR

% SDK MITEEBIHERITASEHAEZELAE —LEA IR

AKEBMEEEXRUTHENESR :

« AWSSDK M TEHN£F/EE - tMfAIFEALEMNconfig, credential sXHHIFETERE ER
M AWS SDK f1T E,

s FERAMIEHTEMRIE AWS SDKs MifHE — A AWS RE#HITH AN , BELZNRBRIER
WEIEERA AWS 31T 5B RIER,

« AWSSDKHTEKRBESZ - iEUATERRITINEENIRELRENSE,

« AWS BAZETHI RS (CRT) FE - JLFFTA SDK HA AN HE AWS BRIEITR RS (CRT) E#

+ AWS SDK # T E4 P BRHE AWS A ATEE (SDK) T E ( ZEBIIFYEM (loT)
SDK ) K & JKZ ik # 10 AY 4E 47 B SR F AR A2 51

N AWS SDK MITESEEEmEREENERA TS SDK MTENEEE, RIELLRHNEMESIN,
ENERSEEERAN SDK RTENBEERE. U TR SDKMIE , HPI AR EEP AR R

o -

MRBEEFER : AP EEERNIEDE

« £ SDKHIE AWS SDK M T B4 Bk

. AWS Cloud9 AWS SDK T Efy+ BRE

g {8 BRI T B 317 & HKIE AWS SDKs i [
* AWS Toolkit for Azure DevOps

+ AWS Toolkit for JetBrains AWS SDK I L R&3 BUE

 AWS Toolkit for Visual Studio
 AWS Toolkit for Visual Studio Code

 AWS Serverless Application Model

» AWS CodeArtifact
 AWS CodeBuild



https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/vsts/latest/userguide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/codeartifact/latest/ug/
https://docs.aws.amazon.com/codebuild/latest/userguide/
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MREEEFERA : REMPELEMEXNBSE
* Amazon CodeCatalyst

« AWS CodeCommit

» AWS CodeDeploy

* AWS CodePipeline

« AWS CLI AWS SDK M1 TEWH LB E
« EAT C++ B AWS SDK
« SEAT Go ¥ AWS SDK

AT EHTEHKIE AWS SDKs i E

« &R F JavaScript B AWS SDK AWS 38 FiiZ T8 R 45 (CRT) B

- EAT Kotlin £ AWS SDK
- AT NET # AWS SDK
- AT PHP B AWS SDK AWS SDK 1 T B IRA 4 & B 1
« &M T Python (Boto3) B AWS SDK

« 5&AF Ruby # AWS SDK

- AT Rust B AWS SDK

- EAT Swift ) AWS SDK

* AWS Tools for Windows PowerShell

AWS SDK M T B4 Bk

- BXUHBYEE AWS LA RBARFHNIENSR  FSHAWS EFWHMETE,
s BXIENER , BSHEAWSHIIRH D,
« BXx AWS RiE , 55 H (AWS #LEX &) FH AWS glossary,

R AR EIR

Amazon Q F R ERR—FRHAERINALERE (Al) BEIFHOXNERBF , TREERE, WE.

¥ RARE AWS B AEFIRMRE, B AWS EHTINEEE , 7 Amazon Q R FHNERH
DEREN AWS NA , AINGERELH,. EETMRESENSEMNER, BXEZER | ESH
{Amazon Q Developer User Guide) H# What is Amazon Q Developer?,

FRAREIR 2


https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
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AWS ERRFF AR E (IDE ) TESHIEALLEM IDE 5 AWS REHEFREGFT BRE

K. Amazon Q IDE F## My BREFLLETIE IDE AXIMAERRNA T HEEHBITIAE, BXENIDE T
BEANEMAER , FSRLRFNIECSHFER : ETMHAEXE IDE ##H Amazon Q WEZE
B, #EZH (Amazon Q F X ERIER) HHY Using Amazon Q in the IDE £/,

AWS IDE TE&#M Amazon Q TJEESREMEF/EFFIRENEIE , AXRIEFEXAXK AWS TEGH
Amazon Q RAKIRE, WENBBEAIELENEXN AWS TEEH Amazon Q WEAER .

E{¥ 40 T EIEFTE AWS IDE TESH Amazon Q FURERNENEIE |, 521 aws-toolkit-
common Github 77 E ## commonDefinitions.jsonn X4,

BXREN AWS IDE TEIH Amazon Q WERENHENFAEE , HSHUT AWS TEG
Github 774 e H #Y B IR 34

« 48 Amazon Q B AWS Visual Studio Toolkit

« AWS Toolkit for Visual Studio Code #3&HA T VS Code #J Amazon Q ¥ &

« AWS Toolkit for JetBrains Mi& A T JetBrains By Amazon Q ##

« @A T Eclipse B9 Amazon Q

AEE AWS TEGHRNFEL AWS RS AR NEFANE P imENKTE, BXRETAWS RS
ENBEXRENFAES , BSALBRNBHNREBERSH AWS X FEE,
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
https://github.com/aws/aws-toolkit-jetbrains/blob/main/plugins/core/jetbrains-community/resources/telemetryOverride.json
https://github.com/aws/amazon-q-eclipse/blob/main/plugin/codegen-resources/definitions/commonDefinitions.json
https://docs.aws.amazon.com/
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AWS SDK M1 TEM £ FBElE

£/ AWS SDK FMEftt AWS FFA AR T E (70 AWS Command Line Interface (AWS CLI) ) , &7
5 AWS R API #1TRE, B2 , EEHRTHIREZS , XAERRITERNBEMENEEX
& SDK T &,

XEFEEREEUTEM
- A3 API AR A HEIEER. FIEATMNED AWS BRFBF|RHAVER. AWS EALEEHIAE

MEMD , AAUKRREZHAXNRRERR. RE , ©UUEERFERITHLRE,

- HiBBEFAEEATER AWS CLI 5 SDK AL BIER, FHFERREEFL ( KIEF B AWS
RS UR R ) LR G0l R 2 B TR e R

B SDK HITEHXFZ KR , BUUMEAXERBERERFEFNEZIEINEEES . BEXRERR
SDK ST EFIMAR , BH4HMSF1Z TR SDK B4 | w4 7 @A ER %5 %,

TEBRTRBAESIN , AWSSDK NI TEEXFREFNMEERFNELRE | ATTHTAUATER :
£

- FAHEZEM config # credentials X ## 1T AWS SDK MITE£FEE

ERME R AWS SDK MITEMHE config M credentials XHW L E

- BRAMREEH#TAWS SDK ITELREE

- A JVM REEM#T ERAT Java B9 AWS SDK 1 5& A T Kotlin B AWS SDK £ BE &

FAHEMN config M credentials X4 # 1T AWS SDK fITE
+REE

HZH AWS config Ml credentials XHRETLUN AWS SDK I TEEESHRIUENEEN R
FRAN.

HZMW config M credentials X EBE—4AEENH. BEXHBH—HBENFEANREREAL
X , £ AWS SDK, AWS Command Line Interface (AWS CLI ) AR EM T EMER, EEEMMEIE
BEXHS  UEEFERAZEEXHHEE SODKTENELEFHE, XEXHFRHEN , BhXEES
FNAPAIERNEANARRF. RIEN SDK £,

HEconfigX#HMcredentials X 4
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HEconfigHMcredentialsXHHRAX AN M |, NEE ASCI ZF (UTF-8 4wi3 ) » BA1X
HBEEMA INI XHHFER.

B B M A

HEXH config M credentials FHRESRHENEEXHHEXEK, TUEZXGFELSME
EXH , NSIBFERRFRAEPNANTERERE,

MRREERFENDE [default] BENXH , NZEEXHESH SDK A TEREFRANE. £
AU EEIMMNEE XM , BUIREHARS| AXEEREEX S, SNERENXFETURENAREF
BENFBRFEATENRENE,

(® Note

[default ] RE— MRS ENEBEXH. HEEXHZAFUGENdefault , BENMRA
FRIEEEBYA  NER SDK FRANRARE 4, BT L REHREEHRIA
. MBHE [default] BEXATRETREE  ARECSRETHPAMEE Nk
ERGERET N T AR BEAE.

RE WA BB

[default] BEXHAMS N R BEENHAUER M X4EHRLEF, EANTRENRERE SDKHT
BHEETABMHEAREXHPNEMFIRE, IAETTERBFPHER AWS CLI i Ra Bt FE
B X o

B EEULTEE — KB E L IHEE
AWS_PROFILE - RET 8

FHFREERENE N BEEXH R BIAE , FTE SDK KB AWS CLI e mE#EAZEE
NHERRIRE,

Linux/macOS BE tr T TIREFETEN R :
export AWS_PROFILE="my_default_profile_name";
Windows B G S {TIRERETEN RH

setx AWS_PROFILE "my_default_profile_name"

BB 5


https://wikipedia.org/wiki/INI_file
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aws.profile : JVM REE M

3F JVM EEATF Kotlin # SDK &M F Java B9 SDK 2.x , &AILLIEE aws.profile REE
., Y SDK QIBIRSEF iRt , FaEAWEREXPHNRE , EZREERBPHEENE
RERA. EAT Java 9 SDK 1.x FXHILLREE K.

(® Note

MRNARFUTETEMNARFNERSSHEL  BRINBUESKREAEADEREEXHM AR
BB . TMEHIEM AWS NAEFEH2 B REMNERXHHMERE, Fit , @
REMAEHR THNARFHNRAREXH , WARSELREFSREMNARERF. AL
PXMER , BERZN config XHFEL I BEEXH , RAEERBPREZGEE
EXH  MNMENAEFPERAZGAEEXH. RGBS EE X4 ERSXEEE
MNARRF , NaUAERAREEES JVM RERMERIRE Zw & B EX 4.

P B SRR

config XHFHAAZANTH, TRE—IGFENRERES , E—ERFZINBRE — M EITHLE,
config MH4BEAUTHAMNMA XA

- THHNMBESLRBEHEXHA setting-name=value B —fXF X,

o AIBLBE UAHESFR (#) FFAKERET.

SE 3l

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default] RHE——NTFEE profile HHRAFWE E X4

THHRBNE—NE [default] BEXHHER config X, BRE TregioniRE. %1T72F
WA REH TS ZEEXHF , BEFEES M TEX AL,

BB E R 6
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TENITRH : [profile dev]

profile WEXTR—NMNEAUNAINFTRAFRZIZSNBERESH,. BEEFE THaBEEXH
FS A EX TEEXHVED

UTREBRT —4N%H profile WENTMw BB EXH foo By config X, ZITZEWNAE
REHIEZWEREXHF , BEFERS NPT EX AL,

[profile foo]
...settings...

HERERHCHBRETFREA , fIMLTROPH s3 REMFRE, BIRE - ISP ERFETF
RESAMKEK,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

KA : sso-session
TEMXITRY : [sso-session my-sso]

sso-session WEXITWE T —HIRE , BFEAXLREREERE X4 UABTER AWS IAM
Identity Center B AWS £if, EXBELERIERENRIEINEZEE , HSH £A IAM S5 H 0%
AWS SDK I TE#THHKIE, BENXHBEIRBEXN 4T sso-session T, HH sso-session
=24, B8 sso-session TRMHEE , 0 sso-session = <name-of-sso-session-

section>,

DTFROIEET —MEREXH , ZEEXHFER “my-sso” FHFHEIREL “111122223333” K~
“SampleRole” IAM B &1 EH AWS Zif, fEprofileT ™ , £ sso-session BHAEEM| A
“my-sso” sso-session i,

BB E R 7
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA : services

TEMITRYI : [services dev]

(® Note
servicesT X RSB EMN K ,\“QEX HERESSIHIHEERN SDK ITER A H, EEEF
WIhEE R BEA T &K SDK , 25 Support AWS SDKs by #1 T E LT BIRSS 45 E R IR =0

services WEMNITHAE —HN AWS RFEREEEE VIR RNIZE. BEXHELRENEEZT
services 7 , HA services B%4A , M services TEMEME , Hlil services = <name-

of-services-section>,

services 1% <SERVICE> = {TH—F o KZNNT , i <SERVICE> & AWS RS #5817

B, AWS RS RRFET API EHEH serviceld , F ﬂ*%ﬁpﬁﬁ EREBRATNE  HEmMER
B/NE, X services THEFANAMERSHFRFZAMIIR | BSHEET RS WK SRR

Fo BSHARBHAFERRENKE , SMIELMRIT , Bt WM\

T RplEAservicesEX KRB R , £HXA T @ Amazon DynamoDB RS & HEIE K.
f£"local-dynamodb" serviceS'n':F' , EAservicesHAEB 5| AprofileT. AWS BRSHR
REFE4EA = dynamodb, Amazon DynamoDB RS /N1 1T dynamodb = FFi#h. EEZREI5HE
HIPIEEZPTH , HEATZRS

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

BB E R 8
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BXEEURARBNESES  BSARETHRSHHEA
ANS G g L

credential sXHHMNBESconfigXHEMNIER , E—NTFRRREXHBLT2UE
WprofileFk, EARSZANEAREXHEMEE, UTRIIBRT —NMNrEBRREXHT
foo Wy credentials X4,

[foo]
..credential settings...

REUTHEARNBH RBBNIRE S EEFME credentials X

A : aws_access_key_id, aws_secret_access_key flaws_session_token, REHAILUF
XLERBRIEREZM config X#H |, BERMNEBUEFXEHBNEREFEELINN credentials X
., ¥ WBEXE  BUURNENXHRESEIHNR,

TEHRBFANE—NE [default] BENXHMWER credentials X, TRIERE

aws_access_key_ld‘ aws_secret_access_key # aws_session_token £F/iRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

TRBTHE credentials X EAMEREXHER default” , M EMREH NS conflg
X4 EEHRER XM HEMNEARESEH, URFANXGHBERLEZHEE B MHNEEXHFHNE
MU AP B4R L 5o

BRMENR AWS SDK I TEHNHE config fl credentials X
T E

HZM AWS config Ml credentials XHEB FTAXANH , HPEZE AWS SDK I TENEERE
B, XENHELNTERART , AEEZIMEPEZETH SDK KB AWS CLI v S EHBIEA.
fFlan | 8B 21T E N L1 Amazon Elastic Compute Cloud &4 7 & B

Y SDK HITEZE T , FEREXENHHNBAETANKERE, MRXEXHEHRFE , U
SDK S T E 4 Az 62 —NEA X .

RANBRT |, XEXHATERN home AP XHRTERN . aws BXHEAF,

FAE AR 9
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BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

x B R

~ RE TSR T AT B REH -

. ENBENTFR

. BRI/ SFARENI WG, 7 Windows |, ~/ 7 ~\ HEBFEEE .
EREXERN , RELREUTEE :

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVE #1 HOMEPATH B2 2/ &iE ( $HOMEDRIVE$HOMEPATH )
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

mERE , WRERBRALEETAHAFNEBR (HIW , ~username/ ) , NSFHEHBWNEERNWAR
BWERHBBEF (HIW , /home/username/.aws/config) o

EXE R RIAMLE

SR AE R B\ T HE— 5355k % SDK T B MELK L H L,
ERAREEE

AREU TRERR , XA EREHARANEE SN B ENE -

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B BN 10
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Linux/macOS

A LUBE ZE Linux X macOS LETA TS HSRIEEREALE

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

BRI LB £ Windows EIE{TA Tsetxm B RIEER ANE

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

BXREANEZERERGNESER , BEREANELEEHRT AWSSDKMNTELFERE

A JVM REB M

FFE JVM EiZTHER T Kotlin 8 SDK LARERF Java B9 SDK 2.x , A LAEFIRELLT JVM
RERY  FXEXHNNVNERBEHNRINEERXNEENE :

- config X# JVM R4 B : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXMAEE JVM REBEMMNIHEA |, i3 [@the section called “tIAEE JVM REEM, EAT
Java By SDK 1.x X% xl&%éﬁﬁﬁo

FRNETEHRT AWSSDK MITELRERE

HEZERMTHEMER AWS SDK NI TENEEREXTMEILEN X —MEN, RELTEERERA
Eﬂ%%’l\ﬁ% BLEXHIRFHRENRINBEEXHITIEERXA. BXRAZH SDK XIFNHREEN T
x®,BSHR REZEEIFR,

IRTAY 4 STl 7

- MREFEARETERERE , WEHBEMHEZE AWS config M credentials X INEHIE
fAI{E,



https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWS SDKs f1TE

SEES

« MREBEZE AWS CLI ST LERSHEEE —RE  WeHEREXHHBSHNMEETES
LB X VR ES

MR EREEE

THEHHN RGN EEMEAAT A RAAFEEFREE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

I

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MEIMATIRETE  TEEEEARNSIEPRET N,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

fef set

RERRETELCFTFRAEANE , EFNDTRIANRESR , AFEI L ZEERE

NEME, £H setx REPREEBREFRHN SR TR AFRXBFENEZTZH T EUENMAD SR
AMISEFEANE, EF FWESTZHTHELETHHEMET shell.

PowerShell

PS C:\>
PS C:\>
PS C:

\> $Env
PS C:\>

$Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
$Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

:AWS_SESSION_TOKEN="AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401
$Env:AWS_REGION="us-west-2"

MR PowerShell B RF FRENELE (MAIENRAFR) , MMNREFEYITSFEFLERNE
W{E. EEPA PowerShell MIf TRAFRXINFFFERRETERERFLE , BEARSERSP

MR ERR T8


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx

AWS SDKs fiT & SEEE
NRERARFRE#EZTE, HE , BULUESNFERFINE| PowerShell Bt & X437 [ KA
P& PowerShell 2R BIZEE,. BXEMHETESECERECIINESER , E5H
PowerShell 34,

ERFHHREREIRE

MREFEALTRSBREATH R , WEFEMREMZTZENET, RIBFENESR BN ERXLE
BAEFEITHRBEATANRKBRETNTRMEERE , XEFHRELL

fln | fEF AWS Lambda AIEEIRENETE, BXEZFEE |, B5SH (AWS Lambda Fx &
Y BHMEH AWS Lambda SMET £,

EERFZHERF , BEUERRRETHWREERHATH serverless.yml XHHIEE SDK IFE
TE, BXiZ serverless.yml XHWEER , BZHRLRSH|[ER XTI ENPEEERE

ZREEABHIFRRZERRIPELE , B - LEXEABTHRE , flE ELNSTRHREHE
L8 B Lambda iEXKHNEE, FSHLEANFARSFNE A XY , MAENALERERTEUARRR
FHEAER S,

FH JVM REBEMHET EAT Java B9 AWS SDK # 5EHA F Kotlin
1 AWS SDK £ G &
JVM REEMHRM T HE JVM LiEZ1TH SDK ( fltn ZAF Java B AWS SDK 1 5&A T Kotlin #9

AWS SDK ) fEEBR EETMEIEN S —f 5%, BXx&H SDK X#FH JVM REEMENSIR , S
FigBESE,

IRT A 4 ST

- MREEFEH IVM REBMRIEEEMRE , NLBENRETEPRINWNINEEZMN AWS config
M credentials XA NN EME,

- MREFARETEEEEMRE , WBENLZM AWS config M credentials XHH N
MY EfAI{E

AR E JVM RER 1%

LA BEZR A ARE VM REE K.
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https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html

AWS SDKs f1TE SEEE

BEREIT

£/ -DFXAA java B HRNBEBEFITRE VM REEM, RIEERBHEXBZZE , BN
T THANMERSEFRET AWS Kif £ REE,

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MRFEREZNIVM REEM , BZREE -D FF XK.
ERMEEZE

MREBTEHRGFTER JVM KETRNARER , MTTEAEEA JAVA_TOOL_OPTIONS FiE3F &R EL
BWMTTIED, XA EXNTFE Java iz2178F E1IZ1T AWS Lambda BRI ERAR JVM RETRBE
B TIEEXH,

BRIFERBPEXNBRIZE , BUNUT ROFNAERSE S RET AWS X5 £ FEE

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REMREEBCEREMANE , BE Shell 2ELERFUETEFZEEBRENHME, BT X shell
MENMAPRETE  JETEERRNSFEFHRETR.

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

£ set RENBEXECETNFEANE , EFLHNRTRIFKELR , REEIERZETERE
ﬁﬁ@ﬁoﬁﬁsﬁxﬁﬁﬁ R A E YN T RAFRENE TN T RUENMAR TR
TMIEPEANE, EF FRESTZRTNELETHNHEMGS shell.

EE1Tht k£

B L ER LT ROIFTREY System.setProperty A% , BIRBAEETH LIRE JVM REE
H,

System.setProperty("aws.region", "us-east-1");

WMAIRE JVM RSB M4 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx

AWS SDKs f1TE SEEE

/A Important

B JVM RERE M EMIEL SDK BREFFIRZBIRE , BN RS & i AT e fE A H At
E.

AR E JVM REB M 15



AWS SDKs f1TE SEEE

FERAMIE#HITEHBEIE AWS SDKs fMijE]

EFASAWSDK NARFSERAEFHN AWS TER AWS RS , MARELNARERITENS
B AWSHR, BALBESTFRENAREEN AWS TR ERIFRNE , EABRTFREIIZTH
INEF AR AWS 15 R ARR .

LUTSamMBEITREEEN—Br., XEWKE , BEIMMtEESRNEZEcredentials X4 AWS
configfXf , 88 AWS SDK S TEN B R HEHZF HRIES .
EEREMNAREFREB ARG E

ER—MAERRIEEHNARERAZ AWS HEYFE,

RRSBE AWS RS ( HInE 5i# EC2, Lambda, Amazon ECS. Amazon EKS &
CodeBuild ) Fiz1T855 ?

MRLHRIBELEZT AWS , MIERAUEHRBEEHVNARR, fl0 , RRENVKNARERE
Amazon Elastic Compute Cloud 3% , #EE —NMZERXEHN IAM A€ , NIEHWNARFNS
BEIREUEIE. BE# , NREFEH Amazon ECS 5 Amazon EKS &8 , MIASRNETHRIEB I LLZ
SDK WA R E 5 B RENZ IAM B BB EIL,

E7£ Amazon Elastic Compute Cloud 3241 Fi=1T4888 ?

A IAM B EEZE| Amazon EC2 W AREFHITEHRKIE— A IAM A1 Amazon EC2 3£l
tREMEITENNARR,

R TBIE AWS Lambda E#EMW ?

LYIBB|E Lambda EKEAS , Lambda 2812 EERENBRNRMTAR, RS, AWS HHF AT EGH
T EEEITHIES Lambda W 1THRE B EA K I0E| Lambda B9 IAM B,

IR BREELLHHEMARRS (L IE EC2 5t AWS Fargate IS ECS £ ) ?

FERESH IAM A&, BXNEE—MESAEHE Amazon ECS FF5EVHIEEZAR, AE
AWS SDK R T E4 B EREEITHIERT Amazon ECS THIESBMAESH IAM A€,

E 7 Amazon Elastic Kubernetes Service Fi= 1T ?

RMNBWEFEH Amazon EKS B284 514,

WM ARFAE S RIS 16


https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definitions.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

AWS SDKs f1TE SEEE

EE  MRBINAERZKFE IAM A (IRSA ) AJREEESEBMIMSEER |, i55H (Amazon EKS A
P PR EKS BEE4A 54 IRSA,

RV IBEIZITIE AWS CodeBuild

BXEER , BSAEHETEHIERK, CodeBuild

EHEHM AWS RS HIETAE ?

ESHEMEX AWS BRSHNEIERE. S{RELZTRBE AWS , SDK Tk 2 #7527 88 7 LB 31 H fR3R
HY Al X E o

BRORBINAREFHETES IR Web AERF ?

NREEHEERFZLANBINABRFHETEF IR Web NAERF AWS , BHEENNARE
Fr, EHBEBER Web BXE S HRIEFI[IERIGE AWS B2IEH,

FA Web BXE S BRI , EFEFEECNEBENEZRBRAEEACHAFRSH. HR , NAEFAF
AIAERAANBHNISEBIRME (I1dP ) ( HI70 , Login with Amazon, Facebook, Google SR{F{AE it
OpenlD Connect (OIDC) AW 1dP ) BF, I BRSMRIETE , AR Z TR N MRS
PR IR R LU AWS | ZIERBENERA LN FIRN IAM A€ AWS IKF,

ETHNANEN SDK R TE#HTEE , HZ6 £H Web H4 3 OpenID Connect X A & &K # 1T
AWS SDK M1 T B/ B KB RiE,

BXBHNAER , HEER MR Amazon Cognito, Amazon Cognito £ & EIEFREBREFH NEST
BRFZHAEEHRIETE, BXEZEL , H5H IAM AP EREF KN Amazon Cognito i F B3I M
AR,

EBEERMFRZEMESITREE ?

BNRUEARS A ERERTS BRI AWS SDKs MEATE ,

EETHRBENRESHRIEREZE , 2 AWS B ERERATABFLXTE (MM CLAWS | ) B
IEEHEH. AWS Tools for PowerShell AWS SDKs

WMRIEFER HHHOFHIT AWS K5 E

MREASELBENAE and/or FEEE R TIHBENRH AWS Ik , A IAM Identity Center XY
AWS SDK M TE#TH BRI, ENLREREREK , BA1EIL AWS Organizations & IAM Identity
Center BEEEAREEMA AWS IKF G RINPR, A LAFE IAM Identity Center REIZAF , A
Microsoft Active Directory , fEF SAML 2.0 & 3127 (IdP) , SEFEA Id AWS P FihEx & ZIk

IR N AR RS & HRIES 17


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html

AWS SDKs f1TE SEEE

F. EEFLMEN®XESXE IAM BHH0 |, ESR FH IAM 50 50% AWS SDK F1 T B3
1T 5 M %IE Amazon Web Services —fik&ZH ) IAM B3RO KimT S FBEE,

MREEESTHREMSFHRIESN

B2 - IMURRER IAM AF |, ZAFENsts:AssumeRolet AW ERE®, RiE , FARNEZA
Fsource_profileiREMIRE , FENMARBBEENDELE,

BUTUBSAETERHEREAHEAGE IAM AWS iIEH. ESEEREMEIEHTSHRIE
AWS SDKs M T &,

AR MEDEHEIRRS , BUNERERAKHTREIITHHRIE AWS SDKs MEATE,

BEXRMRERS/IERE VM ( HlIM Amazon S3 EEIFHE A Amazon S3 RS S |, =
HIBR =M Jenkins ) FETHRE 2
EEA X.509 & IRIED ?

£ : HS5# A IAM Roles Anywhere # 1T AWS SDK A1 T E/ 5 HKIE, & LERA IAM Roles
Anywhere 7£ IAM R A EABEZTHRSSE. RENNARFEIEASRRIGNZLIES AWS, E
f£H IAM Roles Anywhere , &# T/EAR LR X.509 iEH,

RIBRED T2 HEE TS B HIRMEE (420 Microsoft Entra 2 Okta ) k&R IErt AWS i ?
BE . FABESIRMESE

FRHEZIIRUEEEETHNEIRREIL., XERZEELMEAMHEE T EEHRIREUEIE , AT
BefE M sts:AssumeRole EEGERA IAM A6,

A FERBEIEANIEEHESR AWS Secrets Manager

£ ABENE A IGEES AWS Secrets Manager. B <IREVUEHF RIZHHED |, H565 (AM AF
ERE) PRERGNZEEI, BXFHEEIGNEIENRERD , §SH AWS iHE 4,

WA LA RIX L EIFZ 2 b M Secrets Manager ( HHPA[gEFM T EEN~ZHIETACHKEE
iE ) REEZHWNARERNR.

RERAMNE=FTEREEH AWSH ?
ESHE=HFREBSRENN , TREXRIUSINSZIES,
MBHE=HREESEREN , BEBRS T AIRNEIE ?

= EARETENIGE AWS STS iEH,

WM ARFAE S RIS 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html

AWS SDKs f1TE SEEE

TR . FRAFHENZNZAETESTORSEHRER (ZEFR) -

BB A

£ AWS HERIZ TRV IB A & B RIS %

MREHRBELEZET AWS , IERATUBSRBEEENNARR. 6l , RZENRARRFE
Amazon Elastic Compute Cloud £1£E , HEE —NMNZERKEKWN IAM £€& , WEHNNARFES
B REVEIE. F# , WREFEA Amazon ECS 5 Amazon EKS B8% , NI ABRNIETHRIB I Z
SDK WEIF R E B REN 1% IAM ABRENFKIE.

- EH IAM AEXEEEl Amazon EC2 W AREF#1T S KIE— £/A IAM A7 Amazon EC2 38
fil t 24tz TR B ARER.
o WAILLBEUTAR AWS £ IAM FHFLUREARNEZXRE :
« AWS CloudShellF FM\#Z# &121T AWS CLI &5
s ERHNRUTRXARREET=HEZE , ATAZERER Amazon CodeCatalyst,

BEET Web HEHRHEERITHHRIL - BHHETEF KN Web NARRF

MREEECRFRZDRNBINARFRETES RN Web NAERF AWS |, EHEENNAE
Fr, EHBEBER Web BXE S HRIEFISIERIGE AWS B2IEH,

FA Web BRE S ORI , EFEECNEBENEZRBREEECHAFRSH. R , NARFAF
AILAE BN F R EE (1dP ) ( I , Login with Amazon, Facebook, Google S{EfIH b
OpenlD Connect (OIDC) # &M IdP ) &%, 1A LEKRESRRIETHE , AERZSERF ZRS
PRI RSIES AWS | ZIEH B ENER SR TR IAM B AWS 1K,

ETHUOMNEN SODK FTEH#HTEE , BSH F£H Web 543 OpenlD Connect XA A EK#H 1T
AWS SDK 1T B 55T,

BXxBHNARER , BHEERAFER Amazon Cognito, Amazon Cognito &3 & E IR EBREFH BT
RFZHEEHRIEITE, BEXESZEE , B2H IAM AFEBEFHE Amazon Cognito ATEIIK
RAEF.

Aith ( F1E AWSH ) BTHRBHEHRIES X

- FREFAEERHIITEHRIE AWS SDKs FIFATE — IR E AWS i STREMITER
&fER , PowerShell H AZRETRIFHNER  XEEREEATAF X TE (420 AWS CLI,
PowerShell #1 AWSHI T E ),

HORIESE 19


https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html

AWS SDKs f1TE SEEE

« £/ IAM B4 03 AWS SDK MITE#TEHRIE— ENRESHETR , RIMNEW AWS
Organizations & IAM Identity Center Bt & AR EEFTE AR RR AWS K., #RATEAFEH
BIZ A AWS IAM Identity Center , £ Microsoft Active Directory , fEf SAML 2.0 &3R5
(IdP) , EFFRHY IdP BIHERERIH P, AWS K EEFEMN#X R E X FF IAM Identity Center
B2 Amazon Web Services —fixZZ AfY AWS IAM Identity Center £ i s A B &lo

- 8 IAM Roles Anywhere #1T AWS SDK 1 T B 541 iF— A L H 1AM Roles Anywhere
£ IAM FREABEZTHERSSR. BENNAREFEIEARREUGN RIS AWS, EFA IAM
Roles Anywhere , &8 TEREAMAER X.509 iEH,

« A AWS FIERA A ERKHIT AWS SDK M T EH 5 R IF— BAILE IAM £ &R IG 5 R
AARETT AT HIAY AWS B R

« fEA AWS 1R ZAFIT AWS SDK M T EM SR K IF— HM AR A5 E 888 I AWS B IR
L2 R RYIET,

BXRFHEENESES
| AM BFERESE U TEXRZ LS AWS RIRILRNER

- IAME® (AP, ARFENAR ) — THRHPSHNEMAIIR AWS,
o IAM FHZLHESE - BEFTEHEEXTF X AWS BABRFINMEFNREEN.

Amazon Web Services —fix5Z& EE L TEM AR :

o THRFIREVEHY AWS EiF - 86 & M L2 5 N in R Y 15 R B R BN E B Kk

£ IAM Identity Center RJ{E &% 3#& ( TIP ) &K1 E AWS BRS

« EF TIP fE#AFiHR AWS RE— MRIEBIEIE N Amazon Q Business S E X IF 15 & LB RS
BIBNARF , HEEHEMEA EAT Java B AWS SDK = &M F JavaScript 8 AWS SDK , /7]
LAEA TIP @4 RIRE BV R K

AWS f3# % ID

£ AWS Tk~ RAREC L MAREE6I/EMN AWS WEE ID b k. AR AWS K £ Y /REIZER
AWS BRNBJ[/HANXLERFRREMELZLIR | BRH AWS BEE ID RRER— MM, BALUFEH
BF AWS WEE ID LiGMFREILEMRS , Hla1 Amazon Q M Amazon CodeCatalyst,

AWS #E% ID 20


https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html

AWS SDKs f1TE SEEE

« £ AWS fEE IDAWS B A EEERE — THNMCENER , AWS fHE%E ID 7 THEERK
2 ID RHENAR,

« CodeCatalysti - AWS 3% 3# |D £ Amazon CodeCatalyst F FF#§R H- 7 2 414a CodeCatalyst
5/ AWS ¥ % ID.

AR A EREHITHHRIE AWS SDKs fiffFA T E

ERMIER HMIEAWS HERSHIEFTF A AWS MARFE |, BiVERZEH A AWS £1FE
R, MRBEEFEHENL D241 E = (Amazon EC2) 22K AWS &BIFE# T & AWS
CloudShell , BATEWEH N MNZRSIREGES,

BHAILUESE IAM BHFROHETEARIEFER IAM B4R 0% AWS SDK Ml TE#TEHKIE, ik
MEHAERRTHENRNERSZE , EES A Identity Center,

WA TR

FAREAEREFHT AWS v F X AFEFERINEN AWS EBRH ABRFRERUERAX TR
AWS B%, EETHRB[NEMRIEREZRE , AWS £/EA T PowerShell A7 % T & ( i
CLAWSI, MIWITE ) WIRETiEH, AWS SDKsitIhEEM{L T HREMEE AWS CLI RIENERE , £
HRAELEEXRERGHRIEIMFAREEKBIHRZHANERT,

BEMRE , BAUERENBKSRESEZNBIES, IAM AFfSHREFRENKS S5
BT HHRIE,

MR SDKs ATIF A , SDK &/ i 8 £ A Im BT uE B AWS SDKs # Tools #r/E{LZIERRE R, &
WA LA B = R AR,

AWS CLI MITE#HZ#HFEF login S5 H#H1THMRIE , AT PowerShell :

- FEREHAEEEFZET AWS KT &
« fEH AWS Tools for PowerShell BFiEmH Rl A EIEER

R IAM 4503 AWS SDK M1 T E#{T B 4%

AWS IAM Identity Center £3EAWS I ERFIHEHRFF X AWS MAREFRE , ATATFRE AWS Fil,
MBEBEEFREMT L7 # 41 E S (Amazon EC2) 23/ AWS BIR# THF & AWS Cloud9 , Al
BB SN NZRFSIREUES,

ERRHARRE R oY


https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.aws.amazon.com/signin/latest/userguide/command-line-sign-in.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html#login-con-creds

AWS SDKs f1TE SEEE

MREBCELMER G HHORT AWS KB RISHFEEERALMNHRNE , iEF A IAM Identity Center
AR,

EAHED , BNEIL IAM Identity Center TH[EIAR , FFFEA AWS iHFRIIFAM , AENRGEF AT
B3R T EREHENR AWS CL,

- AWS HEITFREFHER IAM F4H O™, URL BHERA d-
XXXXXXXXXX.awsapps.com/start & your_subdomain.awsapps.com/start. & AWS
FEIFRE , B&AUEE AWS IKF ENZAFRENSE, WEREA AWS iHETFKIRE
SDK/tool BB HRIESRFIENEEE.

- AWSCLI ATEEZNBHFARIESHIE , FHNENRBALEN AP BAFER IAM S350
FHRIE. t—XMLERXENEHNLE AWS conflgSU‘F RIBERZITRBAREK SDK =
TEFEAZXH.

FRFAF
EFBUTRZH , ENERRRTHSR

o MBREEKE AWS K |, 5 EM AWS TKF.

- WMRERAKRBHA IAM Identity Center , iE1Z# (AWS IAM Identity Center AF#§R/) A enable IAM
|dentity Center &84 B9 15 B 12 4E

£ 1AM Identity Center Bl & L4125 15 R X R
HBR 1 BT R BRI E M R AV R &R
ERLLT Rz —RIBFRIEH AWS iEH,

15 R ES 1AM Identity Center #3715 (7] X BR

1. &E (AWS IAM Identity Center A1) H Configure user access with the default IAM
|dentity Center directory 1% BARY IR MNA 7 H R INEE AR,

2. AdministratorAccess REEEFTNATFEEF XAE, ik , RINBWUFERATE LW
PowerUserAccess fXPR&E , RIEECHEFENLENEIE T BEUNEE,

BIXER Configure user access with the default IAM Identity Center directory &4 15 BB 893 72
£, FTRX—RTENZ :

FRFZ M 22


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html

AWS SDKs fiT & SEEE
o« FEQE Admin teaml , MEBE—/ Dev teamd , REEHENSEIL 9 R NIZA,
« BULMERAIEAF , BT ZAFRMEBIFN Dev team AR,

« REBIE AdministratorAccess RR&E , MR BIE — PowerUserAccess ANPRE , A&
BERBNEED D BRNIZNRE,

TE , BNSIREBUTHRIR

« —/NDev team 4,
« —/NKtiNZ) Dev team AHY PowerUserAccess WPRE,
- IBHAFERIE Dev team 4,

3. BHIITPFHBXEZRUEEFEZEN AWS IKF MAdministratorsi&MPowerUserAccess, 1E{F
A8 I B/SDK Bti%# PowerUserAccess,

REZL AWS A UUEREFEENEKE S RMER ( Hl20 Microsoft Entra 2 Okta ) 31T 78]

AWS B &N S HRAFNITANESER, MRENEZEERA SR FHEPowerUserAccess ( FF X
&) XR , MEAWS K 2BIEERNHENNRMNNRE, EENNREEHZL , IUEEHE
KEAIZNREF oA mE T = 7 8 K - B £ T,

BENEMAELTERRNAE | SIINFRERNRBERZH. MREFTBHEEFERAMBMUPRE | FHER
IT EARNLASF R #E5 B,

EEL AWS AILUBEEEEER AWS 1HRTF Mib# 1715

AWS B AWS iHE[TFA &R, IRENZEE R ES@ERT PowerUserAccess (FEAR ) X
R, BR_EINEENHRN AWS K- MENNRRE. TENNBEEEMZL , IUAFREXERZ
WREF o R oA mE 5 15 [0 0K = B IE T,

HEZL AWS TUBEE X EBNHE BENL S D RAHRH TR
FERRER 1T HIRA AT REF B,

%R 2 : BLE SDKs MfEA IAM 5O ITE

1. EENFRUTENLZEZHN AWS CLI,

a. 2% AWS Command Line Interface AP 8PN L E S EHFHTRAH AWS CLI,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 23


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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b. (™) ERIERE AWS CLI EEETT , BHABSRRFHETiZaws --versiondp

AL
T o

2. BEFZAWS FEITF., EHWEEAEESIEMAN URL , REEAURBLSER 1 B 1HENRE
T FERHEIRB1Z URL, IIREE | HEMNEZEFIER LR BEMAWS iFE TP URL https://

console.aws.amazon.com/singlesignon/,

a. EAWSHHEPFHKFEDTFH  EBREEENMAKF . XHSEREHNAF
HEE, ERHRHE , LREZNREN G ITREEZHREIE, FRAMENH
PowerUserAccess XPRE&E , BB EBWE EBIZWEMINPRE , LUNRKENBENATFHF
Ko

b. HEIREZEIEXFEES , %1F MacOS M Linux 3 Windows , E4AFUR T ERRERS,

c. 1%&# IAM Identity Center UL EIREUT —NEERATFER Issuer URL A SSO Region
B, A& : SSO Start URL AL & Issuer URL BEiRfER,

3. £ AWSCLI SRR ET |, i3fTi%Zaws configure ssof$. HIEREN , MAEL—SHIK

EWBEEE, BXI AWS CLI S EHARFEE , B2 HAEHaws configure ssoSEEZH
MBS

a. XIFIR/R SSO Start URL , B ALRIREBM Issuer URL B,

b. XF CLI BREXHBN , BRINBUEEF thdefaul titIA, BXIAIZEIIFIRIA (B
) BEEXHREXBKAETENESR , B3R BE .
4. (Hk ) EAWSCLI BRI T , BdE1Taws sts get-caller-identity@HH#IAEDD
21EFH, MENRE REEER IAM Identity Center X BREE,

5. MREEABNRZE S AWS DK , FHELHTT RIMRH N ER SDK tIZNAEF

a. XFHELE AR SDKs , E#E A 1AM Identity Center F3WIFZ B , SSOOIDCAATUR H b3k
e (HlmSSoM ) FMBIEHNARFED, BXFMAER , FSHASEN SDK,

b. WMREBZHIEETXMIFREINE AWS |, BEEENHEE AWS credentialsXHEREEF
{5 R PRAWS 5[0 2348, BT 7HRERAEIFRMESE (RER |, £ SDKFITEMFEA IAM
Identity Center ZiEZ 8 , BAABRIEBRSEIL,

ERAT#% SDKs M T Ean{a £ AR GE A UL E E R ER |, FSE0{T#HR AWS SDK F1TEH IAM
Identity Center 5 133 1iF [A] &,

EEEEHRZMN config XHHEE IAM Identity Center IRIEERE , HSEARIEREP M IAM Identity
Center EIFRH#H,

fE /A IAM Identity Center B & L 4mi2 75 = 5 R AR 24


https://console.aws.amazon.com/singlesignon/
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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IR G R &

ZHFEREARIH , H B SDK T EFER S HRIEHER. AT HEURT AR BN iE
K, BEEEENBAREFHEIIFSE , AWS CLI EHZETaws sso login®$.

] BLEE |IAM Identity Center 15[ [P £iEFEN BAIFMNREXFFLENE, XQEKEEEER
IRER AWS CLIFZ B F2iizTRBHNEE. BXELZEER , 28 (AWS IAM Identity Center F
FERE) FRUTES !

* 1AM Identity Center i&#F4Ert A - BLEA 7 AWS 57 21ER LT A

- NRELFFLENE - RESFFENE

Al R AWS SDK #1 T E & IAM Identity Center & 15381 [7] &

#>< 1AM Identity Center R iE

AR ARIBRT#E B IR T 8% AWS IAM Identity Center EEHREMEE. X THAP — L& 54K
2, AWS SDK AP| BSR4 fE Y B #55 IAM Identity Center RE, FEXFHN B FZLBEHE,

TRNMETERBMRZEBNXZR,

IAM Identity Center &% SDK API &% iR
Identity Center Sso RECEME AWS £ 5

Z2F , B TaERAHE

# , sso API ip & Z | 1R
BHERBEN. BXEZE
B | &2 AWS IAM Identity
Center AFEEHH IAM

Identity Center E&n & o
IAM Identity Center 2% & ATEELSERNEFE,
EERHA
AWS 5R[T]F URL &HY 1AM Identity Center

Tk AR URL , filan

RIERI P A B &1E 25


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
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IAM Identity Center & #r SDK API & #& iR

https://xxx.awsapps.
com/start . BEREH
IAM Identity Center & F&iiE

REFIITF,
IAM Identity Center 18]/ FHRIERF miEAERMESEEERTRS
£iF 8
RRERE SDK EAERA T #1T AWS bR

5 AR IAM £1F, EFER
WitH , BrARSBICHE
REHN BABERTE,

PR & EUE AWS EiE SDK =FrHTF X2 AWS AR
% @A (%55 2E sigvd
sigv4 ik AWS RS R ) WEIE. 7

FIERXFiLH , BUEELER
CHE IR ‘ABEIE

IAM Identity Center fEiEiR SSO ZiFiRE & WA EREVAEAE |, BlaniRALThae
& IR HIEIR

T AWS BRSS #Y SDK ZiE 4T

IAM Identity Center AP| [ HE & THEIERE R sigvé Fif. KZE AWS RS &= sigv4 API , B
g —LHI5 | Ll Amazon CodeWhisperer #1 Amazon CodeCatalysto A FHRAEIRT ﬁFJEL
AWS IAM Identity Center Xf M A2 FRIB# 1T KZH AWS IR BANEIE#TERE,

Fras AWS HRIN &1

« ERAEHEILEERREUTTRIZEE.

- fEHA AWS Command Line Interface (AWS CLI) 9 aws sso login . MREEEEED
£i& , XFE—NEFH IAM Identity Center &%,
- BEFSER , BFUWEIRE IAM Identity Center B RIFT S EFG RIS, AWS CLI &R
R EMRBIFSEER SSO &7 JSON X4 , HEHA#H SDK ﬁﬁﬂo

T f# I1AM Identity Center & {33:iE 26



AWS SDKs f1TE SEEE

- MREBERE—NEHRE , MiZAWS CLI i HEEXANELE , BENEANELES Mt
B, ETHBWNAIZE IAM Identity Center 2FEMIBT K | iI5SFAWS IAM Identity Center /i 155
WELEA M AWS HRITF & ENFERE.

« BREFERNKBEKE 90 X, SUBDMBEEFZHNER,

SDK #n{a#REX AWS BRSs AR

LIERNEMNREEHLEFIHITRES , SDK 24 AWS RS R, FHE AWS configM 4k
EBENXHEEN IAM Identity Center ZUEfEMTET , fFE A IAM Identity Center KT AR F RV E
iFo

- EOIBREFIRE , AT S EFESITN K.

E A 1AM Identity Center B S &EF# &K sigv4 APl BEZiE , SDK £ IAM Identity Center 58 5 h&
RELIAM £1iF, I IAM £EFEMAINRESE , CELIET IAM AE1RH3T SDK #1 AWS RN R,

- NRELTFEIFLENTE L IAM Identity Center 2 iFIFE&ER R0 FFREMN,
- ETHUMRENRESIEFLERE , HSFHAWS IAM Identity Center A I8 NIZRELTER
ZatiE.
- FHEE , EASZEAWS SDK API XXi5F | IREREZIE b NAWSKEIER sigv4 FilE,

WPREZIEET @A 1AM Identity Center API #9 getRoleCredentials iR [E1E] SDK, SDK K& F s R
FEAZRAAN IAM BE&XEA AWS RS , BIENER Amazon S3 JIHEK - PR F#E. ENRES
EHEIH A, B RN R AT AIX SN REZ USSR E,

SRS E M RIRT

5/ SSO TSIERMEMEE i, HEARFSEEZIRIFM IAM Identity Center SREXHY &/ Bt 15 [R5
28

- MRWHETHTE SDK ZiRAFEATHESNH , SDK AR TR IHIREE NG E . 1AM
Identity Center [ RI#F B E5EH IAM Identity Center 5 [R][71F £ 1B LT E#H TR, MRFIFH
SHEAREH |, IAM Identity Center £/ 5 — M8 & TR R,

- WEASEATRATRHAGEFRNNRERE , B A TRETHESIREEI,

B2 , 7R IAM Identity Center TFRITTF2FETH , UFRLBRFHAFRITE, At , BEEHRN
PREFERNE, RENEEFHENEENRELENKEN , ERMATH (HBEHENBRFEERLX)

T & IAM Identity Center & {3 3&iF 27


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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£ IAM Identity Center 2FZIH/G , A IEHEF KN RBEFLLES & HRIE, XERNKRE
FRREEILE, EEREERNLRSEZE , ZFRRBELEAEHESY #Eﬁkmlﬁﬁg$ﬁ o,

EmE< , 3 SDK %E%ﬁﬂﬁ*ﬂl‘ﬁ% TIERY , SDK @B AR EMEERNINERUHFEAXLEEIE,
REIERENHESE  CRFIESTHNNEEFIE , XFEA. NRERFEE 1IE:3?, TUEFR , W
SDK 2«7 A IAM Identlty Center API RIREVFEIE, EHA AP, EEEHRITH, IRHRIGED
IHA , SDK AR == M IAM Identity Center Hﬁﬂaﬁﬁwﬁﬁlﬁ@% ﬂu%"‘E’J IAM Identity
Center HRI[TFRFEATH , MEBF RS,

£ IAM Roles Anywhere # 1T AWS SDK f1 T &/ & 318 1E

E A LAE A 1AM Roles Anywhere 7£ IAM HFERERIGET R£EUE , LA TE AWS 2 A E1THRSES.
BENMNARFEIEAT. EMH IAM Roles Anywhere , BB TEAFHMSAER X.509 iEH, EH
B A NIRMAIERIERMFAL , LMER IAM Roles Anywhere BB R EIEREE,

% 1% : BL& IAM Roles Anywhere

IAM Roles Anywhere $2fit 7 —f3REVE AWS AFEZETH TEASSHEN @ EIEN FE. SiE
PR ILEEHE , SURBERM IAM A/ IGetEif, ZAERE LSRN BER IAM Roles
Anywhere ¥ 1T B 9161 B 2 B T S A AR

BXRREEFEH. IAM A€M IAM Roles Anywhere BLE X4 ER |, iHZH IAM Roles Anywhere A
P8P 7E AWS Identity and Access Management Roles Anywhere 5 8 215 4F 5 F B & X4

® Note

IAM Roles Anywhere Al F s EE X458 = |IAM Roles Anywhere BRS5 H #Y — M4 4E48E
2. EEHEM AWS configXHH I ELE XH T

58 2 & : f£F IAM Roles Anywhere

Z M IAM Roles Anywhere FREUIG BT 22k , A IAM Roles Anywhere {REMEUBIF, FiET
B A2 IAM Roles Anywhere I &Rz,

BXTHEEBFIEMNG , 25 IAM Roles Anywhere F P8R HIM AWS Identity and
Access Management Roles Anywhere 3R BRI B &2 & i .

ERM IAM Roles Anywhere 3R ERRY g Bt &2 £ i 5 AWS SDK fl AWS CLI —&2 A |,
BRI LAERZM AWS configX#HHBiEcredential_processi®iE. SDK Hl AWS

IAM Roles Anywhere 28


https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
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CLI X% M credential_process #H{THHRIEIMNREZIEREE, TEAERTER
Bcredential_processH—R4EH,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEM credential-process B EAE credential_process RERBH A JSON IR
ElEEHEIEE, HEE WS EMTEETH , MREEHRBTETIL. v SEECRAUATSH

« private-key - EEEFERWFPKRE,

- certificate — IEPMHEE,

« role-arn- ERNHREUGR EIENAEH ARN,

« profile-arn- HNIEEA R MRS HVE ESXHE ARN,
* trust-anchor-arn- AFSHRIEMNEEHEN ARN,

THREREARRMEPNALHA, A= ARN EF TN AWS EEZH G E%l. AT REAERT
HEconfigXtt , ZXHEE T MBFITERRIGETEI,

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BXUESHMEMBFIENFMAEE , S K GitHub LAY IAM Roles Anywhere FiFBIF,

BX SDKEBREXASGMAERIERMENFAER  FSALEEPHN #EZIERMIE,

A AWS SR AABRKHIT AWS SDK M TEHN F R IE

RixAESRER—AIRNZ2EIERBEEBRERATEZT R AWS FiR. XLtk 1757 %4
ID, MFFRFAMEZLETEAR, BT HER AWS Security Token Service ( AWS STS ) API &R
MEZEE , 28 (AWS Security Token Service APl &) iR,

BEiREEHN SODKITERRABE , LAXUBRIIFARBZERANBESE, IAM BEHAE Amazon
RIFEBH (ARN ) HITH—#RR, BEES—IXEBIUEEXR, EFAZACHTEXRETER

RKABE 29


https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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AN AWS RS HE —1 AWS Ik, BX IAM ABHNESZ—RES , H5H (AM BFERE) S
IAM B8,

R IAM BejE , NREZINZAENEME , WALUREN SOK HTEREBENERZABR TN
PR o

(® Note
BIEAWS RESKEKRER , BWR AR XSRS EBEEN AWS X,

KA IAM A&

KABER , AWS STS BE—4Ifif 22K, XEFIERE S —MREXHTETRBHEHRE
. WRAABENBEEALELAZRE , SEREF—IK/HN AWS FiE , BEENNRARFEETRS
—NIK P PR B RAT

B IRE IAM A&

TREL SDK RTERRABE | AFAURRFRERANBERS, IAM BEHEARE ARN
BT~ BEER—ASARIEEXR  BERELNKSARATER N, ETHRES
L , HSH IAM A EMFHLIE IAM £,

B2 . EBEESDKHITE
F SDK I EBENM credential_source 5 source_profile FREUZEIL,
credential_source I F M Amazon ECS &25. Amazon EC2 LI E3F & R IREVEIL,

source_profile ATMNE — BB XHIREUEIE, source_profile i FA@eE , BIEE X H
WERER , REEARANAERRAS —NAE,

Y EREXHPIEELEDR , SDK R TEL B3I REE HBENE AWS STS AssumeRole API
A, EB3RAACRKRRENMEAIGHEIE , HEHRE AWS config XHFIEEUATEEE. BXIX
LEERBNEZER  F5H KAAGCKITRHEERE T,

- role_arn-REZESRE 1 REIEN IAM AE
« BlE& credential_source = source_profile

( AJ#% ) duration_seconds

KRN IAM B8 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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« (A% ) external_id
e ( Hi% ) mfa_serial

« (A% ) role_session_name

ULTREIERTHE config MHEFRNMAABETNEE

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output json

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
source_profile = profile-with-user-that-can-assume-role

role_session_name = my_session

BRFFAERASECRKIERHEFRENFAER  FEALERTHN KAAACFKIERESE,

£ Web &8, OpenID Connect {X A & & 3&K## 1T AWS SDK fT
B 54K

RiZAESRER AR ZEEIRIFEERERARTEFRIA AWS FIR, XLt EiiE B i5 R %248
ID, MBRFRIFZPMLZETEAR. BT #HEX AWS Security Token Service ( AWS STS ) APl 53R
WEZER , H3H (AWS Security Token Service APl £#) shyigk,

ERELHN SDKRTERRKAAE | DAEBESIIMRERANBEAE, IAM AEHAE Amazon
FRET (ARN ) #ITH—#RR, ABES —IMRABIGEXR. EAZACHTERAETER

N Web F17#24t#&. OpenID Connec ( OIDC ) = SAML Bx& B K, X IAM BENESZER ,
B2 (IAM AP BFRER) PRRABBN S,

£ SDK HEEZ IAM At , IRFZACEENEEENSORME , WTNE-SEELN
SDK LRAZB BRIRFIGE AWS Fi,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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® Note
BIE AWS RESSKRER , BURAREAXEMRLARELRHN AWS XiF,

{FF Web 58 OpenID Connect Bx& & 318 1F

BAILAE RN H B3R MEE (I3 Login With Amazon, Facebook, Google ) 2#t# JSON Web <
F& (JWT) , MTfEH AssumeRoleWithWebIdentity FRERIGET AWS Eif, BIFEAFEASR ,
XL JWT ATREH N ID TR S, kAETUERARSHRAE (1dP) AR, 5 OIDC X
MM FRAK JWT , fl20 EntralD = PingFederate,

mREAE YR Amazon Elastic Kubernetes Service , It ThRE &5 Amazon EKS £# &SN
RFKFIEETRRE IAM A€, Lt Kubernetes TIEREEHN AL D KX JWT , AR ZEIERMEF

XL JWT RIREUEET AWS ZiF, BxIt Amazon EKS BN EZE L. |, 21 (Amazon EKS
AFER) PHRBRSKFHN IAM A, B2 , X TERSEMNED , JMNBWEIA Amazon EKS B8
HEH , BIRREMN SDK ZET,

TE1 . REFHIREHEN IAM AR

MREFEANE 1P BLEBEBE S MRIE , TUBIE IAM SAREE |, LUEASE IdP REERES

AWS, XHEFFEZH AWS K FAE 1dP 2RI EE. £3F SDK BEHNERA JSON Web T &
(JWT ) #ITHHRRIEZE , XANERESHRMYEE (1dP ) URATHESEN IAM A, E#TR
E , BHSRE IAM AFiEEFH 212 Web 513k OpenlD Connect Bx& S RIEAE (#ZHE ).

SHE2: BESDKHITE
¥ SDK T ERE R EFARE AWS STS # JSON Web &1 ( JWT ) #47 Z BRI,

UEERBXHHIEEHETR , SDKRTEL B HELX HHENEN AWS STS
AssumeRoleWithWebIdentity APl @M. E&EX Web BxE B RIERRME R IGRZIE |, &AL
EHZ AWS config BEXHFEEUATHREE, EXXLRESENESERE BRI RKAAGE
IFREERE T

« role_arn-RBEELZER 1 HLEN IAM BE
« web_identity_token_file - XB\EB IdP
e ( "% ) duration_seconds

( AT ) role_session_name

/A Web 518k OpenID Connect Bx& & 316 iF 32


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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LTRER Web BRRABBHNHEE config XHBEERH :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:r0le/my-role-name
web_identity_token_file=/path/to/a/token

(® Note

BEXBHNARERF , EZE A Amazon Cognito, Amazon Cognito & & EIF K EBREF
HRNEERFZBHREFHRIET/E, B2 , Amazon Cognito S 2 Mt E T GHM S IR E
MBS E SDK M LT EER, EifR Amazon Cognito API |, iR SDK S T E/YH
B EFREE Amazon Cognito FRFEEFit. B AWS SDK BEA A% , SR Amazon
Cognito FF R A R IR H KRG,

BXRFAERASCKIERHEFRENFAER  FEALERFHN KAAAGFKIERESE,

£ AWS iF B 2243 1T AWS SDK f1TE W 548
fEAH AWS iFRIZR4A 2 H AWS SDK MITErf#HITERRITNARZ —.
{ A 4g HR4EAE

RIMNBWEGEN SODKRTERERNFER FH IAM 34505 AWS SDK F T E##1T 54 KIE LUER
HEK ) S TR EE AT 8 IR,

B2 , EEEIRE SDK T EMIREEILE |, 55 R FHAEREIE#H T AWS SDK MITEHN 54k
o

£ AR HFEIUE

/A Warning

ATEBREZEXK , EAETARGILBESRZER , E2EH IAM AFR#TEHRIE , M
REEAEEHREENERSFHRIE , H120 AWS IAM Identity Center.
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https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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B AWS KB 15 RIAX PR

ERREM A ENRESE , RITEDER AWS Organizations 1 IAM Identity Center SR EBEFTA
AWS kP IERIINR. BXEZEER , B2 (IAM AFERE) 91 IAM 22 HEXEK,

B LATE IAM Identity Center RBIZ A . A Microsoft Active Directory, £/ SAML 2.0 S 1712t
& (IdP) , REHINT IdP 5 AWS IKFERE ., BAUFERAEP—fA5Z , FAFRMEIBRZER,
&30 ] UET 3T AWS JIK 7 175 8] X PRE& 1T 2 E & R (MFA) HEA IR EIE, X5 IAM AR T
B, EER—RUUAZHNKEEIE , HETESEMAWS BRHNZEXEK,

RADEHRFELE IAM A

MRIEFFE AWS |, AJBLEIZ - IAM AP, REAERSITHEFRR AWS FrRHBINE.
EFEINALERLREIE , ERNBUSBEEDRIMRZHMER,

NFUATRAB, B ERTE AWS HERA IAM AR A B ¢
- FFHRER AWS FRTEQGHTE , UAREDESIMEHHITHRE AWS RS,
- EEITREF , ETFAIXBFAISERZRENITTYMA, FlLNEMB3LRE,

MREEXERF2AER IAM B, ERIRIEE IAM Identity Center SURHEH H B R EE AWS
KPBa, AXESER , BEH AWS Al S HIREKIE,

BRIAM BFipRZERARE

ERIZEERIR 1AM A R B4A. 25 (AM BPER) | RBRR TSB48RS TR,
MBAEUN B ET/DOIET 46 1AM B EB4 | ERIRENT EEE.

IAM A i B 2R R R EA M T EH LN E AWS credentials X#H. HF7R/ IAM AP E
ZNEFREENRBF, B2RIE IAM AR HRZANEEXHFREIEMRABEERGF. T
BRIE git-secrets FAMTEAUHE P EBRELEEPHBHREERRE Git FiEE, AXESER , F
ZH IAM AP EERE B8 IAM 54 (AP, AF4EFAE ),

EiRE IAM AFPLUHHRER |, B2H FEHAKEEIE#HT AWS SDK F1 T E/ 5 HKir,
FERSEEIL#H 1T AWS SDK f1TE W 54 %Ir

BMNZBIT AWS SDK S TERBREAR FH IAM 450X AWS SDK Ml TE#HTEHWIT H 85
AEKAERKET, B2 , BaLLE#IFER AWS FETFA PR IGEHEIE, EixEifatEird
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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HiE , REEEFHEIL, S EEEXHPERAGEIE , taFERERGEENTNELEN
=8

REXEK  RNBWENNARFEAREATRENENFIE , MARFHEERIUEXHPHEEE
AT

« EANAWS iHE RS , H1I07E Amazon Elastic Compute Cloud 5 AWS Lambda #1178 B AT
Fo

- ZIFREEEPHEMIEIN , FlER IAM 54503 AWS SDK F T B3 1T 5 HKiE,

- AR HEZIEREMEE KRG EIE,

ERM AWS 15 1R] 7] P fr 8 3R B 0y 58 HI R IE SRR & XA SXAF

1. SIBHAZEEIEXH,
2. EFRIUEXMHF , iU T SUAFXAR , BEEMEERA IR EIER I,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REFEZXH. X ~/.aws/credentials MENZEETENET T LARSE L, IRKREER
ENHEBEBEXMY , W XHEE SDK T EFEAMNBAIN] BB 4.

4. EFE AWS FHEITTF,

5. XNFFoRIFEIL , REBUATHBRELM AWS HETFRFES 1AM AREIT,

a. NWTFHENHATNIR 4, EEARTFHENREIUAZENTRERN IAM BEEH. It
AENEHRBEERLT PowerUserAccess B Developer,

b. XNFEEMNEBERNISER 7, ERFIHEE SR INEREAWSEIUE AR H S HI
o
6. FEHINEIERMEE RN Acredentials X H, MBREEAWRdefaultBENXH , NFE
EERNBEXHBTH. BHXHRELUTFUTHAR.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONC

T 35


https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
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7. {&1F credentials X4,

4 SDK tIZRSEFine , EFBRX LR FIEHFENATEMNMER, ELHR 5a PIEFE 1AM
AENRERE T RN FIENEREE. KESFEMBER 12 DT,

ERMESTCHE  EE5% 43 7,
fE AKHEIT 1T AWS SDK 1T E/ 5% IE

/A Warning

ATHEZENKE , EREXTARMERLBEREEN , E2EH IAM BPR#ITESHRKIE , ™
EERESHREENERS ZMHRIE , Hli AWS IAM Identity Centero

WMRIEFER IAM APZETRB , WFLXHEFN SDK RITEFFEHALE AWS credentials X4
FHRKE IAM AP EIEHTEORII, BF IAM TR LS HEXE | FRBIEZ IAM Identity
Center = E Al B3 E 1L o

BEXFIENEEBEENEmM
BXREINESL

« FAERAKSARFTIENRTR AWS FiR. XL TR 2 RAVIKF U5 7 B3 LHH,

- BOENARFXHPRFEMAGRZASLZIEEE . WREXEM , NEFME LE2 N HLFH
EFEHEMERT , 2ABARBERIENXR,

BEDE XFEPRASTEEUEN XK
- BEE , HZ AWS credentials X#HFE A ZULHE R U B XX FHAY,

BERLZ2EERUENESERE

BXRUNMALZEEE AWS FIEWN —RETIL , 50 AWS —RSE FNEE AWS FRRBNEE
K. RT LRITIEARI , FERUTEM :

« XF Amazon Elastic Container Service (Amazon ECS) , A& A TESH IAM B,
« X F7 Amazon EC2 L6l LiZTHRARRE , £/ 1AM A€,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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SOREFM  BIE— AWS K/

E#EH IAM AFPiEE AWS RS, BEE—/ AWS K/ AWS EiiF,

1. BIEKS,

B2 AWS K/ |, HZH (AWS IKFEE ZEEm) FMAT B AWS HTAFE 2,
2. BIEEEAFR,

B root AFIKS (EEIEZNAKBIKS ) TREEREFANES. MAECIR-NMEEAFK
o, CIAM BFiERE) B9 a2 S8 A & PR,

CIREERAPKP A CRKEZEFAEEE  SHFTHEHBAFKSACREEK,S ERNE R,
XFANKFETEEE AWS ERITHFRARE AWS EETRNARRF, EARESK , SEEURES

XEASWAE, RREIRSAG, SXESEL , HSH (AM ASEE) hio 8RS ERRY
.

ST 1 BIRIERE IAM B

ZE (IAM AR RPRBIE IAM AP (#2418 ) IRREXRME IAM AR, 412 IAM AR
B

- RMNBWEZEDAFRE AWS EEZEFAHENR, XALEEY T LNRREREH
EITHRBIERE AWS RS |, FlnZE AWS CloudTrail 207 B 50 X4 L& ) Amazon
Simple Storage Service, XFERBF R FIHEFELA,

« T REMNR - MRIED , FIEFEEMINKRE , UBERRLZRAF 2 EXRE G K.

s REBAITHEAIEQHEEFER Amazon S3 REERN R, EmNARFEMRY
Amazon S3 £ RINER , HEREM MBI B P AmazonS3FullAccess K&,

« BB ZIRPAEXRIRENRYLRFFEN RS R,

HIR 2 IREVERY I R E A

1. EIAM Z2HaNSMERS , &RAF , RREREZHIZAFH User name,
2. HEAPNTEL 6 ERZE£XUENH. R, EHEZRHAT , ZREHRZH,

3. XNWTFRIRFEEZEASEK 1, &R wHITHRME (CLI) N AMRB, XWMET ALK HHAKLEM
B , A5 AWS CLI # SDK — &,

KHIEIE 37



https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console

AWS SDKs FI T & BEEE
4. NTFOIRFRIBASER 2, MATERICHERT %,

5. WNTOIZBLAZEALR 3, IEFE T .csv XHLMRFIEEET IAM A 7= 175 8 2240 M 3 3 177 7 %2 4R
B .csv X, MEEREBRRER.

/A Warning
EAEINZSERERBRIXILEZTIIENRS,

6. 1%£$% Done (5EM)o

S| 3: BHHLE credentials X4

\|

1. BIBEHITFHE AWS credentials X, LEXHTE Linux Ml macOS R& LR ~/.aws/
credentials , 7 Windows £ %USERPROFILE%\.aws\credentials, BEXEZEL , &
S EIEXHALE,

2. FUTXARRIMBEHKE credentials XA, FFRHGID EMRHIZHBEEZER I LB TEHH
.csv XHHWE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. REEXH.

HE credentials XHREFEZIENZRELG R, ENETLRENRNREE , BRNELENS
B, BSHE AWS HRFEH. XR2—MANSR , BERITEZWERRIEER IAM Identity Center SLE
GBI, FIEERKHRIERE , FiEBMHEE credentials XA BRI LEFIE,

A IAM AE3TZER] Amazon EC2 WM ARFHITH MWL

L RBIA B a4 % & —NEHE Amazon S3 RN FRAY AWS Identity and Access Management A€ |
LUME £ 2828 %) Amazon Elastic Compute Cloud SEBI# R ARRF R ER,

E 7 Amazon Elastic Compute Cloud 3=l £iZ1T AWS SDK N AR , BRlE—1N IAM A& , R
[iZAERFXEN Amazon EC2 EHIMWIAMMNR. BXEZER , 55 (Amazon EC2 AF#E
) HMERAT Amazon EC2 B9 IAM A€,

AT EC2 2618 IAM A6, 38


https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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& IAM B

18TF RH) AWS SDK M ARF AR EDIH R — AWS RS KMTHRE. 2B IAM AEXRET
R RE Pz T ARV BR

Bl , L TERESE MR FI Amazon S3 BWRIENRN AR, % AWS SDK IEEERMAHTH
KNI Amazon S3 FIEEEHERN AT #iE.

1. BFAWS EE#EGHIS , AEBI A TMUEITFF IAM & : hitps://console.aws.amazon.com/
iam/s

ESMBERYD , ERAC  RAEERUERAG,

NTF ERAMERME , £ AERERE | &F AWS R,

f£ Use case ( EFARHGI ) T , i%&# Amazon EC2 , RFIEE Next ( T—% )

N FRIMNR |, EMNREEFIRPIES Amazon S3 RiLFRINREIEE , REERT—%,
RMAABNEN , ARERCEAG, FidFHE# , BRNEIE Amazon EC2 SZflaTF < AE

To

2

Bz Amazon EC2 £fl HIEEEM IAM B

BRI B HRITUT®RE | REAEH IAM SE01EHME3) Amazon EC2 3R41 :

« &R (Amazon EC2 A #EE) HIRIEE 2 SEOIER S MR BT IRE. BEEMTHRENRISR
B, ERIHAT AT 8R4E

- ERREAGET , XT IAM ZPIBEXH , 2REE LS HEENAER,

FIA L IAM 1 Amazon EC2 i&iE , B LU ARFEEE] Amazon EC2 34l , HHZRREFE
B A Amazon S3 BRERYIEEUN R,

ZE#EE| EC2 L4

E#E Amazon EC2 k6 , MEE T HENNARFERIIZXM , REETEZNRAEF. EREE
BEYLUENFINERAN (BF ) B0 TAABRANLERS XY ; Bl PEM X4+,

AL, BATLR RN SSIR B M R TR E - EEE Linux SEAIEEEE] Windows K6, HEE
et |, BWAGR LU XM R I EALE B R K6

BIE 1AM A& 39


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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® Note
£ Linux X macOS &iw b , BAMERARLEH G REFHMNAREF. E¥ scp BEA
BRANEEMER , TAERALUTHS : scp -1 path/to/key file/to/copy ec2-

user@ec2-xx-xx-Xxx-xxx.compute.amazonaws.com:~o.
BX Windows WEZEE | S E 3£ 5 E Windows £,

MREEANZE AWS TEE , WEE A MERZTEIEETXRM, AXEZER , BSHEEA
MITEENBEARFEM.

£ EC2 XHI EiZ1TRAER

1. FNARRFXHFNAE#IKS)E5E FF Amazon EC2 41,
2. BHRNAEFHRIHETERREEFAITEN LWERMEE,
3. (") RINAERFESHER IAM A6RMENEIE,

a. EFXE AWS EEEA HITFH Amazon EC2 #4IA ( https://console.aws.amazon.com/

ec2/) .
b. EFERH,
c. HORIEZRBRE, ZEMHFEBRIAM AL,
d XTIAMAE , FiEEEX IAM AEXSE IAM A€,
e. EREH IAM A€,
f. BRETZNARER , HRIATIRETRNER,

A TIP /w4518 AWS RS

AJ{E 5213 ( TIP ) 2 AWS IAM Identity Center 9 —TZhAE , 1k AWS RS EE R AT LURTER
B (FIMAXR ) BFNR. FATNGEHGEE, Tllm IAM SE5MS4 ET3X, SHRRERE
Al AWS BIRIAF 517, bt ETX&EBRIEA AWS RS

FHETXEEE AWS RFWEIFRERNEATRIRNERELR. XEERSTFEATRAERE

( Blgn , EAN IAM Identity Center AFF ) . #iERIAEKY AWS BRSS ( Al Amazon Redshift ) iR
SEE (a0, REAER ) M idE. WEERM AWS BRFEA L E T XA R 2B S A F A ERRRXR
BB EERR, BXEZER , HF5H (AWS IAM Identity Center FAF#8R) H# Trusted identity
propagation overview,

£ EC2 k6| LiZ{TRI AR 40


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
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TIP I A SRS E S D EEN AWS RFLESEA. ERSEFEARS, 25 (Amazon Q
Business A #§R) A Y Configuring an Amazon Q Business application using AWS IAM Identity
Center,

® Note

RIEFEAR R Amazon Q Business , 2% Configuring an Amazon Q Business application
using AWS IAM Identity Center , LA T f#BRS545 E BV IR B B o

fEM TIP 4RI SERZ A

FEEATIRRTEEEFERZES
1. IBAFER ER T Java B9 AWS SDK = & F JavaScript B9 AWS SDK.

2. WINEERAN RS I TE S 0% B

S (AWS IAM Identity Center FIF#8§8) # AWS managed applications that integrate with
IAM Identity Center $k#Y Enables trusted identity propagation through IAM Identity Center %,

3. B A IAM Identity Center M A{E & 171% 1%,

B2 5 (AWS IAM Identity Center FIF$88) ) TIP prerequisites and considerations.
4. SBAAE —NE Identity Center ERBI N FAREF

EZH (AWS IAM Identity Center FIF388) H# AWS managed applications 3 Customer
managed applications,

5. BATIREBE—NAETEMESE (TT) FHEMNRSFZIZEZE IAM Identity Center,

BEZH# (AWS IAM Identity Center FIF$88) Y Prerequisites for trusted token issuers # Tasks
for setting up a trusted token issuer,

ERBPER TIP H4F

1. RIE WS & R E 4R,
2. BIRMAE S DEEBEGROUEATE AWS RSRENRSEFFwKSG , HAEZRSEF

Ll
Ui o

2/ TIP EFHY SE RS 41


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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TIP B ER UL TRASE

- webTokenProvider : /771 7T NEAZBH B IRAE L IREL OpenlID T b M KT BB
- accessRoleArn : ZI@BHEFARAFNER ETXRAN IAM A€ ARN , FRIRES H185mE

AT
- applicationArn: BEFHENARFHNE —RRAFRE, ZELCEHEE T OAuth BIXMI R AR
F# ARN,

« sso0idcClient : ( A% ) EEREFENEER SSO OIDC &/ uw , fla0 Sso0idcClient ( A
F Java ) & client-sso-oidc ( AF JavaScript ) » MRKEM , MRFEFHEREXA
applicationRoleArn # OIDC & F i,

- stsClient: (7t ) EEEFENEEN AWSSTS EF i, AFERAAFNEHRLTXRA
accessRoleArn, MIRAREM , MFEHLHERARXA applicationRoleArn B AWS STS &
F %o

- applicationRoleArn : ( A% ) f¥fEMA AssumeRoleWithWebIdentity XA IAM BEH
ARN , Fi3k5|% OIDC #1 AWS STS & F i,

o MBREM K NAFEITIREM sso0idcClient M stsClient S,

- WREM N applicationRoleArn BWETHEES accessRoleArn SEHIEE
E. applicationRoleArn AXMEMA T A accessRole By stsClient, R
applicationRole #l accessRole EAR—AL® A NERKEEFEARABINAC (BERAR
KA) , AWS FEVIXHRE, BEXESEHAER , BSHALE.

sso0idcClient, stsClient #1 applicationRoleArn S EFEEI

BB TIP fEfret , BRI ERHNSHEEZUATRER :

« MBMHIBMT sso0idcClient M stsClient :

« sso0idcClient FMYEIER B A oauth:CreateTokenwWithIAM #XBR , LU A Identity Center
SRIKREX Identity Center 2 EHAF LT3,

« stsClient EFHWEIEREH accessRole £ sts:AssumeRole  sts:SetContext X
PR, accessRole AFEERIES stsClient EMEIEMEERXR,

- MREIREMT applicationRoleArn :

 applicationRole NEBMFERIR (1dC 3Kfl, accessRole )y
oauth:CreateTokenWithIAM, sts:AssumeRole fl sts:SetContext ™[R , BRiZA®
FATFHE OIDC # STS & F i,

ERBAER TIP B4 42



https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
https://aws.amazon.com/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
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 applicationRole RISA T4 MK webToken W E R IRHEEEIEEXR , B webToken fFH
ZiEMHENE AssumeRoleWithWebldentity 8 RAA applicationRoles

45l ApplicationRole B & :

Web &R HEENEIERE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/
IDENTITY_PROVIDER_URL"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"

}
}
}
1
}
PR KB :
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:SetContext"
1,
"Resource": [
"accessRoleArn"
]
I
{

ERBAER TIP B4 43


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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"Effect": "Allow",

"Action": [
"sso-oauth:CreateTokenWithIAM"

1,

"Resource": [

i n

]

£/ TIP B K53 RAB

AR RBERT A EA ER T Java B9 AWS SDK = & F JavaScript 89 AWS SDK £ SEH
TIP #&#&,

Java

E7E ERAT Java B AWS SDK B #fEFA TIP 4 , BEEETME M pom. xml X4 FEERT
JARHI

<dependency>

<groupIld>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>

ERAREH | 8% software.amazon.awssdk.trustedidentitypropagation BAEERH
BEA,

UTRBPERT QIEFE S HEREBERESGHHERIMERSEFHBFRH LR, XA REIEE
F8 Amazon S3 BRE H FIF S3AccessGrantsPlugin REEAFEENR |, Fidix LR 45 7T LN
RATRMAXZZFAES0ERE (TIP) B AWS RS,

® Note
NFXERH , EFEMN S TANRERRERAFFENNR. AXEZHARE , 5S
% S3 s (A R PR E 2 345,

ET 1 FEFH4ZiE OIDC M STS &/ i

R TIP AT R 44


https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
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Sso0idcClient oidcClient = SsoOidcClient.buildexr()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

IR 2 : FF applicationRoleArn 1&i# A1 H HIR & P in A &

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.buildexr()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()

R TIP AT R 45



AWS SDKs f1TE SEEE

.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

BEXEZFMEEMFENRD , FSHY GitHub L# trusted-identity-propagation-javas
JavaScript

BEITUATHS , WETIP S4RIEEAH2ZEE &M T JavaScript % AWS SDK T B H

$ npm i eaws-sdk-extension/trusted-identity-propagation

B4 package. json NEESU T RLMARBIN

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "~2.0.0"

iy

ERRBH | B AFTEMN TrustedIdentityPropagationExtension #K#i,

UTREERT QIETE B OEEBBEHRFAHNERNNBBREZSEFHENAM AR, XA RGIEE
F Amazon S3 R H R A Amazon S3 (R REE IR EE A F S ENR , 733X LR 417 LA R A
TFEAZFUEGHEE (TIP) B AWS RS,

® Note

X FIXERE , BFEEMAmazon S3 FRIRREZFREAFRENNR. BXRESFAH
58 , 12 Amazon S3 1 B X REE X,

ET 1 FEFH4ZiE OIDC M STS &/ i
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import { S3Client, GetObjectCommand } from "aws-sdk/client-s3";
import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";

import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-

identity-propagation";

const s3ControlClient = new S3ControlClient({

region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
1,
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
1),
1,

1)

const getDataAccessParams = {

};

Target: "S3_URI_PATH",

Permission: "READ",

AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

try {

const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials
const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
1,
)8
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// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

IR 2 : i applicationRoleArn 1&i& A1 H HIR F iR b 2

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
b
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,
1),
1,
h)7

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {

Target: "S3_URI_PATH",

Permission: "READ",

AccountId: ACCOUNT_ID,
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InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",
i

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
console.log("Successfully retrieved S3 object:", fileContent);

} catch (error) {
console.error("Error accessing S3 data:", error);

BXEZHFAEENENRE , FSHE GitHub £# trusted-identity-propagation-js.
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AWS SDK I TEigES #E

SDK 73 AWS RS IRIESETIES M AP, BIIAZRRIIMT API BAMMEN —LEETE K XS
BRI, BEiIXTHE. Atk , SDK XA T REFNFRERIREA T ENBERNEIE, £V SURSEH
MREUNRIRIA T RBIRENE,

UTERNETEXREERENFHAESE

« AWS SDKs # Tools #r/E{L TR AR - BAKIERHEEE S SDK FRIERHEL,
« AWS SDK # T EMFRAE(LIhEE - £Z A SDK F3RIE R BRI PR AL,

BIEARS & i

ERUREA R E AWS RS , SDK ERASN AWS RS NEFIHESFIR. Fln , MREHRARERF
FEi5A Amazon EC2 , NIEM B ARF2BIE — Amazon EC2 BF N RESZBRFTRE, A
B, BUUEARSEF®HRZ AWS S KHER,. EAZHSDKH , REEFHENREFRTE
B, AEATAREAHBERNEMNRSUE—NMNINE, R, HEATRANWEERE - RS AL FE
Ko

RER LR

2RIREBE T KEH SDK IHHEEN AWS S FEE ZENIIeE, FiERHEMEM
fE. FFA SDK A —RIR (HKRF ) , EMeREXEMR (KR ) , AERI2F/REN
H. UTRREERMTRNGE :

1. ERBPIRFEFHAS LIRENFEAEX REGRLE T HEMEMRE.

- BEEEVUBRESMRERTRE ¢ UURESEANAANESMRERTESR. T AWS
CLI = AWS Tools for PowerShell , E{1RABEG ST LRAANS MNEESENFER. XTF
SDK , EX 7B UAXAZRERFI AWS BRF B inSEEXNRNHERERA LN API B4R
ENSHHER.,

2. X[R Java/Kotlin : REZIREMN JVM REEM. MRERE , HMEAZERBERE K,
3. RERENETE, MRERE , MEAZEXREERTF K,

4. SDK &HEHEEZM credentials XHPREZIZE., MRBRE , NEAHFERZE,
5. REHEM config MHRERZRE. MREFEZRE , U SDK HEAZIRE.
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« TLAMER AWS_PROFILE BT EH aws.profile JVM REEMRIEE SDK EMEAIE &L
%,

6. RIEF 2R SDKIRKBA H RV EMERIAE,

@ Note

L& SDK MTENREINFATREBMAR. i, L SDK MTERFEHMF#NLRS
MHvsE. Pl , EAT NET 89 AWS SDK X ##& 7 SDK Store FIHE MR, H< SDK 5
TERANRHENESZER  FEREEREMERN SDK RTENBEEEM,

IR REME S ZREFEAHBEHMS L, Hlin , MREBEHZconfigHFRE TEEX

#, WRELZ SDKZTEAREHMVEZF , TREKEHEAZEEXX 4. XEKE , IRE
fEcredentialsXHHFRMTIRE , MAFERAZIEEM A R2configHFMIRE, MREFEHRE
MERERELTE K ©f¥BZEcredentialsMconfigHFMIZIRE. &5 , £/ E%E (AWSCLI
WHTSHR API 8 ) SIRBHNEBEFEZZTONAIEHME,

TERAEERIRERH

AIEREHPIEESES P PWHEXTHEFEAN BT IUABI ENEEENTRIRE, THREIET T
ATERBZAREZYENEENETIEXHEE, FETELUR (FEAT Java M Kotlin SDK ) JVM
RE, BNIRFEZENBNEZEH QAN IRETH,

« ConfigM#iRESIxK

« CredentialsX#igE%Ik
« INETEIR

- JVM REBMIIR

SAEHEMERDEBE—ATE , HPFHTATREZDENEE, SMEEOEEETUE
FRRERNIEE T, SEFETERE (EAT Java A Kotlin ) 1B JVM REE MR 1T
BB, BIEEBLIEFESXRNSE  ARERREMES LHWRPEEE, REFRRES
SERE L BB TR | BRATHEHE RN,

ERPRILFERAE (WRE ) , MRETRITEMARE , REFRERZE, HRPEEL T ZIRE
R A ME.
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Blan , THEHR BERES ThERHEAIRE RS

disable_request_compression RHIEEMEELRXRTUTAHR :

s BEEMERMNAEMUARERBE 2R ERES . BRI -
- £ disable_request_compression EEEXHHHITIRE
« {#/ AWS_DISABLE_REQUEST_COMPRESSION FHRENNIETE

- MREFEAKR Java I Kotlin SDK , NE AT LAEA aws.disableRequestCompression FH
RER VM REEM

(@ Note

AREE A — MR N EZERBTEEMERNINE , BHTXMSER SDK My , Hit
RSERENR. MRFEERBDHPERRELRE , FSHEAEHN SDK EER API S E,

o MBEFRHATEMEE , NZEFERIAR false,
- WWHRERENHE —BERER true M false,

BN INEREMESPERE —1 AWS SDK T EX#EFR,

ZRALTREN SDK REXFZINE LI EMNIRE, Supported S R~EZHFLS , EETIIE :

* Yes : iZ SDK T2 X EFHIAMIRE.,

* Partial : XFHDRE , RETHEHBEAMFTE. NT Partial , 2 — &M MERRKG AR
=,

* No : AXFFEMIRE. XATRHEARBRREAUKINMEEEE ; B TFFIFF LA INERE
BiRE,

Config M fFiRIEFI&K

TRAFHNREATUEHRLE AWS configXHFFoE. SIIRLBEMEN , KWEIFRE AWS Bk
5. SODKMTEEAREXFMANRENTMEEE, EEENZE) SDK HTEXIFNREMIARE
£ , FZHE#R SDK T EERE,
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BREBM HHER
account_i ETKFHiER
d_endpoin

t_mode

api_versions ENEEIRE
auth_sche SRR AE

me_preference

aws_acces AWS 77 |7] 224
s_key_id

aws_account_id ETKFHIRR
aws_secre AWS i8] 2 4A

t_access_key

aws_sessi AWS 17 7] 4R
on_token

ca_bundle ENEEIRE
credentia HEEZITREE
1_process

credentia RA/EBEIIREE
1_source

defaults_mode EeeElEEIAE
disable_h ENETEEA
ost_prefi

x_injection

disable_r B3R EYE
equest_co
mpression
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duration_
seconds

ec2_metad
ata_servi
ce_endpoint

ec2_metad
ata_servi
ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

FAER
RABBFIEREE

IMDS EiFf2 it &

IMDS ZEiFfR it &

IMDS ZiFiR it &

/\\\ k fy-l

BETRISHNIKI

RABBEIREE

BETRSHRS

EEHTA

Amazon EC2 34l 7t 2k iE

Amazon EC2 324l st 3z
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RER

mfa_serial

output

parameter

_validation

region

request_c
hecksum_c

alculation

request_m
in_compre
ssion_siz
e_bytes

response_
checksum_

validation

retry_mode

role_arn

role_sess
ion_name

s3_disabl
e_express

_session_auth

s3_disabl
e_multire
gion_acce
ss_points

FAER
RABBFIEREE

EAERERE

EAERERE

AWS Xi5

Amazon S3 HETE MR

ERES

Amazon S3 B TE MR

EWTH
RABBFIRHEE

RABBFIREE

S3 Express One Zone £1iF /A RIE

Amazon S3 ZXigjial =
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BEAW

s3_use_ar
n_region

sdk_ua_app_id

HAREE

Amazon S3 EA R

NMAEF ID

sigv4a_si SHRIEHR
gning_reg
ion_set

source_profile RAABEIFRMEE

sso_account_id IAM Identity Center ZiF {2 &
sso_region IAM Identity Center EiF IR &
sso_regis IAM Identity Center ZiF{R &

tration_scopes

sso_role_name IAM Identity Center EiFiR{E &
sso_start_url IAM Identity Center EiFiRE &
sts_regio AWS STS X114 im =

nal_endpoints

use_duals WL FIPS I =
tack_endpoint

use_fips_ WHERR A FIPS i =
endpoint
web_ident RABABEIEREE

ity_token_file
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Credentials M HiREFIXK

TRAFEHWEBAUEREZ AWS credentialsX#EH 498, SII2LBEMHN , ZWEFTE AWS
RS, SDK MITEXRAREX M AN RENRETE, EEENZE /) SDK I EXFNIREMNIFE
TE  BESHEEAKH SDK I EEE.

BEB HF4HER
aws_acces AWS 7 7] 224
s_key_id

aws_secre AWS 77 |7] 224

t_access_key

aws_sessi AWS if 7] % 4H
on_token

HREZEHIR

TRIMETASH SDK BXBFHIMEEE, EINRLBMN , FWEEIAE AWS RS, SDK MITEE
AREXFMANRENHELZE, EEENZE) SDKATEXFNRENMNIZE , BSHEAN
SDK T B/,

BREZ™W FHEE
AWS_ACCES AWS 17 8] 4R
S_KEY_ID

AWS_ACCOUNT_ID ETKFRRS
AWS_ACCOU HT KBV s
NT_ID_END

POINT_MODE

AWS_AUTH_ BMOR®WIEAE
SCHEME_PR

EFERENCE
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REB
AWS_CA_BUNDLE

AWS_CONFIG_FILE
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_TOKEN_FILE
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ULL_URI
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LTS_MODE

AWS_DISAB
LE_HOST_P
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AWS_DISAB
LE_REQUES
T_COMPRESSION
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EANEERE
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REFUREE

REFIERME
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TTEMPTS

HAREE

IMDS EiFfRfit &
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RER FAER
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AWS_ROLE_ARN KRAABZIIRHEE
AWS_ROLE_ KRAABEIFRHEE

SESSION_NAME




AWS SDKs f1TE

et

BEAW

AWS_S3_DI
SABLE_EXP
RESS_SESS
ION_AUTH

AWS_S3_DI
SABLE_MUL
TIREGION_

ACCESS_POINTS

AWS_S3_US

E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE

T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
TALS_FILE

AWS_SIGV4
A_SIGNING

_REGION_SET

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D

UALSTACK_

ENDPOINT

HAREE

S3 Express One Zone £i& 5 RilE

Amazon S3 Z[Xig 58 &

Amazon S3 EA R

NMAERF ID

AWS if[a] Z24R

AWS 177 Z24A

ERMER AWS SDK FITEMHE config

F credentials MXHH{E

ANV

AWS STS Xt im s

N FIPS i

61



AWS SDKs f1TE

SEES

BEAW

AWS_USE_F
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HAREE
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OKEN_FILE

JVM RE B HHI&R
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RER FAER
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R AWS ToERIFTIX LGRS FEIE , AWS ATRESERFIENERE , IHENTEAHERT 2
R,

HZ AWS credential sX¥REMEILEEENHENE , ENEeLeUTNARFRERZHA ,
HEEHEWconfigX#4#H SDK BERER D ITH,

ETHAX AWS RUENERABERANESEE , H2H IAM AP EEFHNAWS 22 FUFNEE
IAM A 7= 89 15 B 240

ER AT BABLE L D RE

aws_access_key_id - = AWS configX#i%i&, aws_access_key_id - £ = AWS
credential s XXHRIE ( #%ESE ), AWS_ACCESS_KEY_ID - }R3EZE & aws.accessKeyId : JVM
REEM , PLEA T Java/Kotlin

BERESIE B2 AP #HTEHRRIEA AWS HR 24,
aws_secret_access_key - £Z AWS configX#i% &, aws_secret_access_key -
H#=Z AWS credentialsXHiRE ( #EH L ), AWS_SECRET_ACCESS_KEY - IMET &,
aws.secretAccessKey : JVM REEM , UEA T Java/Kotlin

EEREFRILE-BoHXNAFETEHRIEA AWS REHH,
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https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

AWS SDKs f1TE SEEE

aws_session_token - = AWS configX#i% &, aws_session_token - = AWS
credentials XHiRE ( #EFHE ), AWS_SESSION_TOKEN - IfEZ £ aws.sessionToken :
JVM REE M , UER T Java/Kotlin

EERESIE-—BIMN AWS 2ESHE , UNAFRTEORIE. SRS ERERNKRIEREE
ﬂ@FﬁJJi@E’JII"E‘I TUERY — &R o ,\Eﬁiﬂ?‘éill"ﬂ‘fté 'LEE'JLZ" FEQETH, R, RINE
WA AR Z2FRIERERBZRIL. AXZL2EBN , SR IAM PN RS REKK,

BRIMAREX LEEN Y , SR EAEHFIE#HT AWS SDK M TEf FHKIE,

fconfig@credentialsX#HrHigBiX LEXFEBENRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAH@OgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B G STIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows Bl s S TIRENETEN RH

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

AWS SDK f1T ExiF

LA SDK X#EFAFEFHFTRNShEEMNIRE., FIEISRDHIANEREEER, £/ JVM REBHIREH
%% EAF Java B9 AWS SDK F 5& A F Kotlin 85 AWS SDK.,
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AWS SDKs f1TE

et

SDK

AWS CLI v2

ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1)K SDK

FERATF Java 2.x B9 SDK

FEATF Java 1.x B SDK

AT JavaScript 3.x B SDK

& A F JavaScript 2.x B SDK

E AT Kotlin B SDK

FERAT NET 4.x 89 SDK

FERTF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

& T Ruby 3.x B9 SDK

EAT Rust B9 SDK

& AT Swift B9 SDK

Tools for PowerShell V5

Tools for PowerShell V4

53
#

fim

WD HD D

fim

BERESZER

FEEHEHEWN config i,

BEFAHE config XHFIRE ,

fE ; BSHK1E,

ITXFHHEEZE,

WIRFT B MBS B 34 DN RY Zh
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEmE
BEREIRARE

BRLMERAIAEN AWS EEEZF S EFEIUERRTNTATREHRNEHIES. THRETRHFNS
BRIERERS , AWS 24 KER T PowerShell Xt FF A TE (520 CLAWS I, AWS HINTE )@
B IE+H. AWS SDKs

EARIX LIRS |, BT AWS CLI FiEfTaws login@® , HEE “AWS TE” Fi21T Invoke-
AWSLogin cmdleto PowerShell £ S EHIEPfFEALETF  HEESHEMA. AWS SDKsEHAE
PRE 15 28EIH , ER CLI SDKs 2RFEJFZBIRIFTIEF , HFEAE 12 e, RIFSEEIH
&, REFRREET CLI REFH EF PowerShell,

BXMPEERAZIEEMTEENEENXH |, Zlogin_sessionRERMAEERRTEREFILER
NWEEREAXEN T,

[profile console]
login_session = arn:aws:iam::0123456789012:user/username
region = us-west-2

RIABERT , EHAEIL MRS MEM#E Linux # macOS = $USERPROFILES\.aws\login
\cache Windows £#~/.aws/login/cacheB&TH JSON X##, XHBETEFRLXFEREMN.
IBALUBIS 1% BEAWS_LOGIN_CACHE_DIRECTORYIMEZ EXRBE1ZB %o

EXRABRE
ER AT BABLE LD RE
AWS_LOGIN_CACHE_DIRECTORY - S 5% &
FHM B3R, CLI Ml SDKs HEEFF#MRHIERLFEEXFNEFRRE,

ERIAE : ~/.aws/login/cacheE Linux # macOS Lt , &ESUSERPROFILE%\.aws\login
\cacheff Windows L,

Support AWS SDKs by f1 T &

LT AE SDKs X AT HHERWIIEERNRE, FTESD HINEREEFH, ERT Java B AWS
SDK 1 5&A T Kotlin B9 AWS SDK M — X3 F [ JVM REBHIRE,

ERRAD -


https://docs.amazon.aws.com/sdkref/latest/guide/access-login.html

AWS SDKs f1TE SEEE

SDK X BEHEZER
#

AWS CLI v2 =

ERATF C++ iy SDK =

BEATGoV2(1x)®WSDK &

FEAT Go1x(V1)HWSDK £

EATF Java 2.x B9 SDK 2

FEAT Java 1.x B SDK Fi

FEHAT JavaScript 3.x WE4E £
FARIES

FER T JavaScript 2.x B SDK &

& A T Kotlin B SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 8 SDK =
EAT PHP 3.x # SDK =

& FF Python (Boto3) Y B ZEECRT

SDK
& F T Ruby 3.x #J SDK =
EH T Rust B9 SDK =
FERAT PowerShell Vs NTE £

ERAT PowerShell VAT E &
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

RKARBEKIERHE

® Note

MFREAXFED , LTHRENENFRNHEREHEN AWS SDK MITEXER , SR T
FRAE RV IRIE T

RigABHRER - AN REFIERGRIGRATETHRIN AWS FiR. XLIGeFEIER 15 R 24
ID, BMERZEEZEANMLZETHEERK.

EREMLHN SDKRITEXRRAAG | MNESESIMEIERANBEAR, IAM ABHAE® Amazon
TREW (ARN ) #ITH—#RR, ABRES —IMREABIGEXR, EAZACHIEXRAETERS
—/NAWS fR%. Web B #REEEAWS K. OIDC = SAML Bx& 14,

R IAM BejE , NREZINZAENEE , WALUREN SOK HTEREBENERZABR TN
Ro EEMITHERE , BEAUTRE,

BRTBREAXLERENES , BERANERTH £48 AWS FIERXAAGRKHET AWS SDK MITE
Y & B0 IE,

RKAABRILIRHEERE

FRUTAEEELLIhEE
credential_source - £ AWS config XHiZE

£ Amazon EC2 3245} Amazon Elastic Container Service 88+ £ , 87 SDK S T EE A4k
ALULEREBENRATFRAET role_arn SHIEEN AN EIL,

KIANE : T

EME :

« IIE - IEE SDK HITEMIRETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #&
FIREIL,

+ Ec2InstanceMetadata — ¥§& SDK st T ENFE A K nZE| EC2 SLHIELE TR IAM & LUIIRER
RAZAE,

« EcsContainer : 3§ SDK s T E G AKI iNZ] Amazon ECS A28 IAM A& KK MNZE| Amazon
EKS B2M IAM & e XKIREUREILE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html

AWS SDKs f1TE SEEE

THeER —BBXHHREETEE credential_source M source_profile,

£ config X#HHigBHIARKRAEIUER R B Amazon EC2 9 R

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds - 1= AWS config X#i&&
EEAGSENRARERE (U NEN ),
NEEEXHEERAACKN , MREFEAR,
ZRIAE : 3600 # (1 /~Ed)

BRE : ZENEEE 00 % (156 2% ) HBACRENHZASIERFENRE (43200 B 12 Mt )
ZE, BAXEZER , BZH IAM AFERTHN E5 A NSRS ERFERERE.

£ config XHHgELTIH =B

duration_seconds = 43200

external_id - = AWS config XH#HiRE
EEE=FRATEEEZEFPEKFHTRAASHHE IR,

NYBEEXHEERAACBZACGHNETIRKEE Externalld BN , IRBFEMR, ZEKR
HAEREXHFIEEAEIE®ELS AssumeRole B4EM Externalld S,

%ﬁi}\ﬁ : %o

BME : BESHE IAM AFEE I WA EAAER ID A& AWS BREFIHRIE=S IR,

£ config XHHIRE I RG]
external_id = unique_value_assigned_by_3rd_party

mfa_serial - = AWS config XH#HiRE

EEAFPERAACRAMFERNZESHRIE (MFA ) REWRIREFHIS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

AWS SDKs f1TE SEEE

RKABER , IRZAGHEEIRBIEEE MFA FHRIEMNEZMSF , MBI XET. HX MFA
MEZEE , F5H (AM AFERE) F1 IAM B8 AWS ZE 54 KIE,

ERINE : Fo

ANUE . ZETUREHIRE (Sl GAHT12345678 ) FHIS |, b A LARE N MFA REH
Amazon BEABAF (ARN ) o ARN B9 arn:aws:iam: :account-id:mfa/mfa-device-
name

£ config XHHgETH =B
HRHAIBRRENZEKFUIBEH NENAFBRAT —NE A MyMFADevice WEHI MFA 8%,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn - £Z AWS config X#i%E, AWS_ROLE_ARN - IFEZ &, aws.roleArn : JVM RERE
%, SGEATF Java/Kotlin

EEEATRITEALLEE X HEREERN IAM A€ Amazon BREH (ARN)
ﬁi}\ﬁ : %o

BME . ZEXLAZ IAM BAEK ARN , #RX0TF : arn:aws:iam: :account-id:role/role-
name

o, BEBTIEEATREZ— :

« source_profile - fRREZ—PMEEXH K ATEREFEHEEXHFRAZACHNRNE
iE,

« credential_source - fFAHBA YRR TEEIRIRAEIES T INZE Amazon EC2 SEHIEL & 3 4
= Amazon ECS A BREHIMEIE,

- web_identity_token_file- REEBZIH Web NABFHHETEMRIINAFEALHKS
12 £ & S E{T OpenlD Connect ( OIDC ) # R FHEMEE,

role_session_name - = AWS config X#i% &, AWS_ROLE_SESSION_NAME - JFETE,
aws.roleSessionName : JVM REEM , fUEA T Java/Kotlin

EEEMMIACSENER. LEMRERESHAEXRKRNFZEN AWS CloudTrail BEH
ZeFEuREEZNER. BXiFHAER , BESH (AWS CloudTrail AF#E8) F#YCloudTrail
userldentity element,

MIAE - TIESW. MRARRALE REEEXHAAAE , WIFEHERKERR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS SDKs f1TE SEEE

BWE : 3 AWS CLI 2k AWS APl R FRZ VA AssumeRole BE (=
AssumeRoleWithWebIdentity RESFERE ) 0F , BEH4 RoleSessionName S8, ZER N
BHERHRRAARHF Amazon BREH (ARN ) B—& % , HERILEE X 4R ANIRIEN
CloudTrail HEZ BN —Z5 & =o

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config XHHigE LT RHI
role_session_name = my-role-session-name

source_profile - = AWS config X#HiRE

EEHMEEXH  HELIATRAHRBEEXHFH role_arn REEENAR., ETH
W{AEHE AWS config # credentials XHFFEABRENH , S H=config¥
McredentialsX .

NREEENREXHHERAAREENH , IREIIFRAASNTNAGUTEBNZEIL. = SDK
BETAEZIENEENHE , LEF2FLE, AGERKBIEN AWS CLI 5 AWS APl BE21E | R
FhEK 1 PEAESRTEM. BXESZEELE , B3H IAM AFEBETHNASRENHTE.

AINE : o

BEME : B config M credentials XHHEMNEEXHHNEMEARNXEFFER, EXRE
HEEEXHFIEE role_arn W&,

FeEER — BB XA P ERSE credential_source # source_profile,

B IE XA R IRE L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

AWS SDKs f1TE SEEE

FELfld , ABBENXHEIRF SDK R TEBERRKN B B E XM EIE, Eikfld |, B BEX
HAERA £/ IAM Roles Anywhere # 1T AWS SDK #1 T E# 5450 1F 12 AE#Y &I Bh F KIREL AWS
SDK M#EiE, ARE , RIBAFEAXEIGREIERE AWS #iR. EENAGATMINE R FZET
FEROAREIZITH IAM XEERE | flda. AWS RS 5 APl %, BB A ITHEMNRE
#HEAFTEE CloudTrail BEFH BB LIER .

NFEZNAEETRG , MREE Amazon Elastic Compute Cloud £l EE— MM ARF , #H
RiLZNARFRAREMGAR  NWAUAFERNUTEE.,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

BUE XX+ A FHERAKE Amazon EC2 SRAIMFEIERKCABEA R , H ESBHRITEIL,

web_identity_token_file - = AWS config X#i&E, AWS_WEB_IDENTITY_TOKEN_FILE -
IRELE, aws.webIdentityTokenFile : JVM RERE M , fUEMA T Java/Kotlin

BE—MNNHNRE , ZXHIEH ZEH OAuth 2.0 32##& = OpenlD Connect ID H 121
ERHWTR T,

HiRE AT FEA Web FHRBRERIERMEE (a0 Google. Facebook Hl Amazon & ) #1T &%
if. SDK HFRARTEMBHEXHENAS , AERKEFEA AssumeRoleWithwebIdentity
BRERNEERN WebIdentityToken SE&i%,

%ﬁi}\ﬁ : %o

BXRE : WEXTAREENXGE, BE— M NHANER , ZXH4 NSRS HRAEERMER
# OAuth 2.0 75RI5hE 3k OpenID Connect T i, HX BRI NMEX F#HET/EB FAOMBEXTE

4
%o

AWS SDK f1T Exx#

LA SDK X #EFARFEF AR ThEEMIRE., FIEISR2 BB REEER, £ JVM REBHIRE H
% EHTF Java B9 AWS SDK F 5& AT Kotlin 85 AWS SDK.,
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
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AWS SDKs f1TE

et

SDK

AWS CLI v2

ERAT C++ Hy SDK

SERTF Go V2 (1.x) #9 SDK

EAT Go1.x (V1) K SDK

EATF Java 2.x B9 SDK

EATF Java 1.x B9 SDK

& A F JavaScript 3.x B SDK

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

FERATF NET 4.x 89 SDK

EAT .NET 3.x #J SDK

FEATF PHP 3.x By SDK

& FF Python (Boto3) Y
SDK

EHA T Ruby 3.x B9 SDK

EAT Rust B SDK

EATF Swift B9 SDK

fl  AD

fim

fon  AD

i

BERESZER

credential_source AX%#, duration_seconds 3%

¥, mfa_serial Fx%#,

EFEAHE config XMARE , KT B MEE X INEEIZH

e ; BER L,

X mfa_serial . %% duration_seconds

AX3#F credential_source . Ax#F mfa_serial . £
X JVM RERE .

credential_source AxXiF,
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK ¥ BEAREZER
£
Tools for PowerShell V5 =

Tools for PowerShell V4

fim

AREFERME

(® Note

WMFBREBAEREDY , UTHRENEN T RIEREHE AWS SDK MITEXER , B5H T
FRATEFEHIRERE.

AREEIREEANEFNARNARFREEIL, ZEIERHEZERFX Amazon Elastic Container
Service ( Amazon ECS ) H Amazon Elastic Kubernetes Service ( Amazon EKS ) EFREH. SDK
ZiHEE GET ERMIEEMN HTTP m UM EIE,

MR EFEH Amazon ECS , BINBIVEFERES IAM SRS ZIIREE, &

NAEREAUFIHE, BE/S , Amazon ECS £i%i& SDK I B RIKEUEILH
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI :MEZE, ERE Amazon ECS LA LLINEE |
&2 % {(Amazon Elastic Container Service FF & A RIE®) FWES IAM A,

WMREAEH Amazon EKS , BRIBUIUEER Amazon EKS BRESA BRI ZIIRE |, 25K
RANPR, AIFIHME , WEMIIRE, TERAUNTT B, BHER4E (pod) M IAM AEEHE
Kubernetes BRFZ K A MEXRE , UEBNARFNIER. ETHEX Amazon EKS AR4H M1
EZEE |, 85# (Amazon EKS AF#ER) F# Amazon EKS BE54 517, BLE/S , Amazon

EKS £1i% & SDK 1T EFRIREVEUEA AWS_CONTAINER_CREDENTIALS_FULL_URI
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE SRBZE, BXREEE , HSH (Amazon
EKS AF{EmE) PHIZE Amazon EKS AR 5 MRE |, 3E AWS B8EME LB Amazon EKS Pod
Identity simplifies IAM permissions for applications on Amazon EKS clusters,

AT AE B ThRE
AWS_CONTAINER_CREDENTIALS_FULL_URI - SMEZ &

BETEMN HTTP URL iR , it SDK EiEREZIUERER, XSBEHENEN.
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ERIANE : Fo

BRE : B URI

EE  HRER AWS_CONTAINER _CREDENTIALS_RELATIVE _URI WERIRE , RAEXRIRE
AWS_CONTAINER _CREDENTIALS RELATIVE URI BIZF4&{EA,

Linux/macOS B RTIRERETEN R

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials

)3

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - ;FEZTE

}EE HTTP URL im R , ft SDK FEiEREFUERFE . ZERH INZEIBRIAA Amazon ECS BV EHLA
169.254.170.2 L.

ERIAE : Fo
BWE : BRHMEFT URI,

Linux/macOS BT TIRENETEN RH
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - }h B &

EEANAHNERTE, WRRETHEE , SDK FEARELTEMNEE HTTP BR LIRERNR
Ko

ﬁi}\ﬁ . Too
BENE : FHH,

EE  HRER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE HNERIZE A REEXRIRE
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE BIF &M,

Linux/macOS B G HTIRENETEN RH
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export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - SMEX &

EEE VS M MARN T SR LN AR,

RIAE : Fo
BWE /S8,

Linux/macOS B S TIRENETEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

AWS SDK f1T Ex#

LU SDK X#EFAREFHFTRNShEEMIRE., FIEISRDHIANEREEER, £/ JVM REBHIREH
%% EAF Java B9 AWS SDK F 5& A F Kotlin B9 AWS SDK.,

SDK

AWS CLI v2

EHT C++ By SDK

E\EAT Go V2 (1.x) B SDK

EHAT Go1.x (V1) K SDK

FERATF Java 2.x B9 SDK

ERAT Java 1.x B9 SDK

X BEREZER
B

=
=

i

& = Lambda SnapStart BUERT , AWS_CONTAINER_CRED
ENTIALS_FULL_URI %1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN £Bz1BATFEHRIE.

& 3 Lambda SnapStart BUER , AWS_CONTAINER_CRED
ENTIALS _FULL_URI  #1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN £ BzRATEHRKIL,
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SDK X FEXHEZER

FEATF JavaScript 3.x B SDK £

FEA T JavaScript 2.x B SDK £

& F T Kotlin 8 SDK =

FEHAT NET 4.x 8 SDK 5= I Lambda SnapStart BER , AWS_CONTAINER_CRED
ENTIALS_FULL_URI  #1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN <£BEz3ATEHRIL,

ERATF NET 3.x By SDK & 3 Lambda SnapStart BUER , AWS_CONTAINER_CRED
ENTIALS_FULL_URI  #1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN £ Bz1ATFEHHBRILE,

EHA T PHP 3.x B SDK =

& F Python (Boto3) Y & 3 Lambda SnapStart BUER , AWS_CONTAINER_CRED

SDK ENTIALS FULL_URI 1 AWS_CONTAINER_AUTH
ORIZATION_TOKEN <4 BzaIATEHHBRIE,

& T Ruby 3.x #J SDK =
& AT Rust B9 SDK 2
EAT Swift # SDK =
Tools for PowerShell V5 =
Tools for PowerShell V4 =

IAM Identity Center IRt &

(® Note
MFPRBHERHED , UTHRENENFRNEREEEN AWS SDK MITEXEER , SR T
R fE R RV IR B U H
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

bt BRI EIE A AWS IAM Identity Center ZREUEII BRI £ 2 &5 ( SSO ) iHR] AWS RS X
PR o

(® Note
£ AWS SDK API XX #4/ | [AM Identity Center ZiF 2t E#HF N SSO EiF Rt E,

8 A 1AM Identity Center 5 , 8] EH£ = AWS config XHHF RN HEHIEBE NEEXH, LEEXH
FTFiE#ZE IAM Identity Center THRI[TF . HAFKIHES IAM Identity Center 31T &R RIES , [
FRERESZAFXEKN IAM AENEREIE, E7T# SDK A ME EFREUGREIEFEEAT
AWS RS B3R , S M{THR AWS SDK F1 T E# IAM Identity Center & ¥ iF {8,

BN config XHEE IAM Identity Center BRI A= :
(#%E )SSO PHEMERE : EKLFENK, BENBENLENEKNXE,
- BRI RIFEE : EAEEN/\/Nit2iE,
EXAMEEY , ZHEEERXFINHEEHRER,
LTHBEREEEX 1AM ldentity Center W EMEE. :

« AWS IAM Identity Center { /i FP$57)
« AWS IAM Identity Center |17 APl &2&

ERATH SDK M T EfAR A LB E LA E AR RIFTEL |, 28 WFE#HR AWS SDK F1TEH
IAM Identity Center & 3 13iE )&,

TR

&M 5E/E B IAM Identity Center. B3</8 A IAM Identity Center SR IITHNIFMES , FSH
{AWS IAM Identity Center AP $#ER®) Y Enabling AWS IAM Identity Center,

(@ Note

BXRERFANTBHTERRFENMAFNRLE config XHEE , BZHEXRELEA IAM
S H 0% AWS SDK MT B TS HRIENES A,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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SSO T REEE &

£/ SSO SR EAmER , M AWS SDK RTELHFRIFAE , BEFEKNLFERNK, AX
LENENHEANKNESZER , 56 (AWS IAM Identity Center FiF$8R8) #H#Y Configure the
session duration of the AWS access portal and IAM Identity Center integrated applications.

config X#H sso-session 5 A TFXIREN SSO FRIGENEELEIHTHH , KRG SRR
B AWS EiE, HX config XHHUTHEZFHARE , HSH BEXHHNER,

UTHE config XHRHIEA dev BLEXHFF SDK H T EHE iER IAM Identity Center &iiE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

FEWRABRETUEN sso-session TWHFHEHXKRIENMLENXH., BF , sso_account_id
M sso_role_name 4FE profile HHHITIRE , LAE SDK A LAER AWS &

if, sso_region, sso_start_url # sso_registration_scopes HMIE sso-session T
®iE,

HAEMEA SSO S HME B =SHEE sso_account_id M sso_role_name, HIREH N HAREFX
ERAXFHFEESHRIEN AWS RS RS , WFFEES AWS FiE. HEESHRIER—M HTTP
FHRIEFR , CEAMNIBEEESTHENZETE, EXMERT , FFEZ sso_account_id #
sso_role_name, HEZFEEMAN AWS IRFIEME , LMAEZRFREIFTIEBE FTREN.

AMBEEEN sso-session W—E5 . SEERE OAuth 2.0 Fy—f#l&El , ATREINAREFEXH
FPIKkFHERERBE, EFZET sso_registration_scopes , REHINHKFMABHSLERR
PR

THRRT UAESANABEEXHHFESEFEAMEBMN sso-session BE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
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SEES

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BRI SHEMERE ~/.aws/sso/cache BRETHHME L , XHEBETLEEF.
15 88 B 1 1] Jnl #rEc iE

ERARENTARFEESIFEDTHERF. RMNBWHA SSO THEHABEE.

EERAESNTARHEE  SOAEREXHFEENATRE

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

AT LA sso_start_url # sso_region RENBREXHIEEAFIIF. AIAER
sso_account_id M sso_role name &REXRIEEMNIR,

LTFROHZET config XHHHENSEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BHRBITITHEERET ~/.aws/sso/cache BRTWRHAE F | MHBET sso_start_url,
IAM Identity Center ZiF iRt &R B

ER AT BABL B L D EE
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sso_start_url - £= AWS config X#Hi&E

EERFRELA LR IAM Identity Center 914 & URL 5i5RJF URL B9 URL, BEXEFAEER , 5
% {AWS IAM Identity Center A FF#§m) " #Y Using the AWS access portals,

ERDE , BITF IAM Identity Center #2%|A& | EFEHER , AFHE AWS HE7F URL,
o MARZA 2.22.0 9 AWS CLI 714 |, &t ER AWS Mk E URL N{E,

sso_region - = AWS config XHiRE

AWS X5 @48 IAM Identity Center [ 17 XM ; BR 24 1E /S A 1AM Identity Center Z BIIERF
MWXig, XSEHNERINAWS KB Fx , b sEaFFFE.

BX AWS X RERBHTESIER , 1§55 Amazon Web Services — 5% Ff) Xigiigm, E
BRILE , BT IAM ldentity Center 2 %14 |, EEZRS @R , RAEEHK XiF,

sso_account_id - = AWS config X#Hi%iE

it AWS Organizations BRE 71 AWS Ik A F S0 RIEMNEF ID.

EBEETRAK/FYIER , FRIE IAM Identity Center #2%|& HITHF AWS IKF TWHE, EA7E AWS
IAM Identity Center 1/ APl & F{§ A ListAccounts APl FEEETHKFFIR, Fla | &L
A Tk 3I3%R AWS CLI B 753%,

sso_role_name - £= AWS config X#HiZiE

UIAM ABBENNRENER , ATENRAFRERNNR, ZAGKAEET
sso_account_id #8EM AWS Ik #, FRAEREH , MAR2ALHN Amazon BREEBF
(ARN) o

REREMA IAM policy M B EXRREKRE , AEXLT AFXNEDER AWS MK 8915 AR BRE 3

EEEEN AWS K WO ANRENFIR | FHE IAM Identity Center 2% & HITF AWS Ik~
TH. %#F AWS K KA HHEBNRERF . EAE AWS IAM Identity Center |17 API 2
Z fhfEA ListAccountRoles APl FEEE R ANRBRESIR, Hla , BaLUAA kP A 5R AWS
CLI W53,

sso_registration_scopes - = AWS config X#HiZE

E} sso-session ERNWEENES 2 EIIR, MARFAUNBER—INHZNEE , ONARER
ZRWF RSN RTFEFHBE. EM IAM Identity Center RS FHERIF SN ShE | AR
F sso:account:access &/NEE. BXARAFREEETNIIEK , 556 (AWS IAM Identity
Center AF$8R) H#Y Access scopeso
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https://console.aws.amazon.com/singlesignon
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https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
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XLSEEEN T HEEMP OIDC FFRERBNWABRME iR ZNIFRISE, SEEEA
IAM Identity Center 358 & S EENR KKV EE,

HRETEATEENTARNEE. £RAZEEERHNTEEERNRHEE

sso:account:access fEAEEE RN,

AWS SDK 1T EX#

LA SDK XEARFFEAFAMINEMNIRE, FrIEESaAINEREEXH, F6 JVM REREHIREER
X EAT Java B9 AWS SDK F 5&A T Kotlin 85 AWS SDK.,

SDK X BEHEZER
B
AWS CLI v2 =

fim

ERT C++ By SDK

ERTF GoV2 (1.x) I SDK £

EAT Golx (V1) M SDK £ BEFMARE config THRE , AAF EMEE MR T
b BSEAE.

FERAT Java 2.x B SDK = credentials X#HtZFEREE.,
FERAT Java 1.x B SDK B

FEATF JavaScript 3.x B SDK £

FEATF JavaScript 2.x B SDK £

EA T Kotlin # SDK =
FERAT NET 4.x 89 SDK 3
EAT .NET 3.x 8 SDK =
EAT PHP 3.x # SDK i
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https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK ¥ BEAREZER
b=

& F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK =

EAF Rust B9 SDK H NEEZNATRIFEE.,
VAN
5

B AT Swift B9 SDK e

Tools for PowerShell V5 =

Tools for PowerShell V4 =

IMDS Eif 2 it &

(® Note
MFPRBMEXRHED , UTHRENEANFRNEREEN AWS SDK MITEXEER , HEHT
FRA R R RV IR ETUH

S THERS (IMDS ) RHAEXEHWZFNHKE , EALACKEEREREEETHES. X
AABENESER , E3H (Amazon EC2 AF#ERM) PHEALSITEHIE. Amazon EC2 2T
AMESRFIEAN AR R , ZnR AU EFRERHER. MRZFMMTAS , A UREET®—4A
NiZABEMMWEIE, SDK AR ZKESRBNENERINEIEREEE BN EILE. BRIAER
T, ARG TBIERS A 2 (IMDSV2) , EMEAXETHNELZLM IMDS kA&, IRHATAITE
HEER (HTTP 451X 403, 404, 405) Mk , NEA IMDSv1 ER EIR,

FEAUTHEEREILIIEE
AWS_EC2_METADATA_DISABLED - BT £
= ABZAEA Amazon EC2 EHI T ¥ IERSS ( IMDS ) RIREUEIE,

ZRIAE : . false
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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BEXE
« true - EMEA IMDS XIREUZEIE,
« false - £/ IMDS RIKEUZIE,

ec2_metadata_vl_disabled - = AWS config X#i&iE,
AWS_EC2_METADATA_V1_DISABLED - }f35% &, aws.disableEc2MetadataVl : JVM REEM |

ERA T Java/Kotlin
MR IMDSv2 HIHFE , EAMFEASEMITHERSRA 1 (IMDSV1 ) ERZR S %o

(@ Note
¥THY SDK 3% IMDSV1 , At A igiE, BXiFHAFEE , X AWSSDK FITE
*F.

ZRIAE : . false
BENE -
« true - EZF IMDSv1 A{EEIR,

- false - IMDSv1 A{EEIR,
ec2_metadata_service_endpoint - = AWS config X#i&E

AWS_EC2_METADATA_SERVICE ENDPOINT—%TEI;, aws.ec2MetadataServiceEndpoint :

JVM REEH |, GERF Java/Kotlin

IMDS Vi 5, WESES AWS SDK F1 T E# % Amazon EC2 2| Tt IR BRIN(L B

ZRINE : R ec2_metadata_service_endpoint_mode &F IPv4 , MIERIAEH SR

http://169.254.169.254, R ec2_metadata_service_endpoint_mode &F IPv6 ,

NERIANHR AN http://[fd00:ec2::254],

BRE : BRH URI,
ec2_metadata_service_endpoint_mode - £= AWS configX
1% &, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - }FEE &£,
aws.ec2MetadataServiceEndpointMode : JVM REEM , VAR T Java/Kotlin

IMDS Ky = .

ZRIAE : IPv4,

IMDS £t #&
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EME ;. IPv4, IPV6

(® Note
IMDS FifiRHtER THMANZIEREEE N—BD. ER , REEERRIIPHHMMILMEM
E2RE , 72RE IMDS ZitRHE., FHit , MREFLLNEFFEALREENEIE , W&
MMEETRBREMERNEIIREENEALMEEXH. 5E , SERHFTIIREERS
HRIABMREERE TEREIL , FTUERBHPEEEAN IMDS FiltRRMtE, CIRRSE
Fimet , Al E#EEEFIERIR.

IMDS EiIFNZ £ 4

BIABRT , 3 AWS SDK KR EEBMEIER , SDK fF=iRX A Amazon EC2 K4l T #iE RS
(IMDS ) k¥R AWS BEBHEIE, B F AWS_EC2_METADATA_DISABLED HREFZEIRE N
true , TAEANITHN. XEAUBLEFKXENMEES) , HEBRTAENENLEME | HEREA
BESHEHL Amazon EC2 4l T BUIERSS -

® Note
TeiX GBI , BB T AMEIER AWS SDK BEFi#F~ 2 A IMDS R FREIE,

# A Amazon EC2 IMDS E3iF
MZ BN ETERRTAIEANRERGUREBREFEERNRETRE,
Linux 1 macOS

£/ Linux 8 macOS WEFILUFERAU TR RELIFMETE -

$ export AWS_EC2_METADATA_DISABLED=true

MREBHFLEHREEZ shell RTFEMREERPRETET , WAL LRGSR MEIEN shell BLE
X, flan .bash_profile, .zsh_profile = .profile,

Windows

£/ Windows MEF A BMERAN T T IRELIFEEE

IMDS 1#=2fit#& 90
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$ set AWS_EC2_METADATA_DISABLED=true

MREFLERRBES shell SBEMREEBSHPRIFFE , WANUBRALUT RS

$ setx AWS_EC2_METADATA_DISABLED=true

® Note

Z setx BT ZENA T HEIH shell 21F , L EFEEHMBREFHITIT shell = &e
5 AE Mo

AWS SDK M1 T ExxiF

LA SDK XEFEARFBHMRNINEEFIRE. FIES2HNBERYEXH, F1 JVM REEMHIREH
N E¥F EAT Java B9 AWS SDK 1 5&E A F Kotlin 89 AWS SDK,

SDK ¥ BEAREZER
£

AWS CLI v2 =

FEAT Cc++ B SDK =

EAT GoV2(1.x) W SDK £

EATF Golx(V1)WSDK R EFAHE config XHIRE , AT SMEE XH NI

Bt ; BSHEAE,

FERATF Java 2.x B9 SDK =

EHA T Java 1.x B9 SDK B JVM REEM : £8 com.amazonaws.sdk.disableEc
7 2MetadataVl M4 =2 aws.disableEc2Meta
dataVl ; A% aws.ec2MetadataServiceEndpo
int # aws.ec2MetadataServiceEndpointMode 0

ER T JavaScript 3.x B SDK =2

AT JavaScript 2.x B SDK £
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/

AWS SDKs f1TE SEEE

SDK X FFREZEFER
#

& A T Kotlin B SDK 2 B2f6EH IMDSv1 EiE,

FEAT NET 4.x 8 SDK =

FEAT NET 3.x # SDK =

EATF PHP 3.x By SDK =

& FF Python (Boto3) Y =

SDK

& T Ruby 3.x B9 SDK B

EHAT Rust #§ SDK = BEZFER IMDSv EE,

EHA T Swift B SDK =

Tools for PowerShell V5 = BALAER [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true =R
BHEXEH IMDSv1 BB,

Tools for PowerShell V4 = BuLAER [Amazon.Util.EC2InstanceMet

adata]::EC2MetadataVlDisabled = $true TR
BhERNEH IMDSv1 EIE,

HESIERME

@ Note

MFERBHERHEDY , ATHRENHEN T ENEREHE AWS SDK MITEXRER , F5H T
FR A SRRV IR B T H

SDKR# T —My REEXAANFEIIRHEESN T E. LEHETRATRHBENSEI , SIAMAE
U F R PR REIERNE A i & B RHEEEK,
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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#5170 | IAM Roles Anywhere 8 credential_process RAXREH N AR FREUGEIE, Ex3itt
FIRELE credential_process , 2 £/ IAM Roles Anywhere #1T AWS SDK F1 T B 5 5

¥,

(® Note

THNMAT —"MASERRREILENTSTE |, TELRE AWS 2ABITRENER. IREE
AWS IHERIR EH#THE | FEAEMKIERMAE, FRENN , NBFRERERTRE

RENREREXEK , RABEBE config X, BRENBEELFUETERSREMURES
BA StdErr , B SDK Ml AWS CLI ATUHIRMICRKUELRER |, AR FERRZ RN A
PRt

FRAUTAEERELLIhEE
credential_process - £ AWS config XHiZE

EE SDK HTEARGETHABSG T , LMEXTRRAT ZH TN HFORIEFTIE. ZiRERE

7E SDK A AMNEF/mTHEM. 3 SDK FRAZHEN , E2FFHEN JSON HIEEA
stdout. HENREHEMAURERRNEERFES. ZEEEE SOKRTETATHEHRTEHR
IR

@ Note
HEFERMER THANTIERHEE V-5, B2 , REEXRRIIFHEML M RA
E2fE , TaREHESIRME, Hit , IREFLEENEFFERALLRMAEFNELE , WAM
MEEFRREMEMNEIIREEIEAEMEEH, HE K SHEBREIEREEERD
ROPNREERLD T EREL , TONERBIEEEANEEZIERME, CIBRSE K
B, AIEEEERIEXRR.

BERIULEFNERE
ZRENER—IMNFZHE , HPI2ED SOKIF XTI ERRBEZTHRFHBRE

« BERENXHZABEHUTFEHER  AZ, az, 09, EFHF(-). FR& (_). @5 (.). Ef
(/). REMT (\) Mz,

- MRREINHEIEER , BHTERENXAHBANES (") FEieXK.
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« MRSWEMTSHEZTEZEH , WANEIS (") FZaRFER, NEEREHIE , IFRE
FMEXT o

s BUOEFHFEPOESTARETE, fl , £FEESE $HOME 3 SUSERPROFILES,

s TEFEXHREEN ~, * EUTEETBREIEXHB. UREFEEANHE  WREL2ZR
£ PATH R BEENXHRFERZERF. BRERREREMR

AT RBIERT E Linux/macOS EHIHE config X#HHIZE credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

AT RAIERTE Windows EHIHE config X#FHIRE credential_process.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"”

« INELTEEEXHPERE

[profile cred process]
credential_process = /Users/username/process.sh
region = us-east-1

FEUETT R B9 A W

SDK #BEEBNXHHIEENARETiZGT , ARMRER B RTEIEE, fEENGS , Tit2
BIZARE R —HEIRRF , #HSIE STDOUT EERFE LA TIEER JSON i,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
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® Note
BERBEARX A, Version ZAMMIREN 1. BN EEBNZEMNNRE , ZEATELXE
hoe

Expiration Z4AR XA RFC3339 AWM RIE. MRIENHEPFFHE Expiration &
, U SDK BEXIERTRIFHKBHEILE, &N , FEONGHELE , HEIEESIHIEHET
credential_process 3K B3R &L

(® Note
SDK ™ ZFARMHREL , T—KTRATRAARKILE. NRFTEESF , WAHEHNEHE
CES

AEHETLUREFBIRENRE , SUSRIER REIER R £,
AWS SDK f1T Ex#

LA SDK X#EFARFEFHFTRNShEEMIRE., FIEISRDHIANEREEER, £/ JVM REBHIREH
%% EATF Java B9 AWS SDK F 5& A F Kotlin B9 AWS SDK.,

SDK X BEREZER
B
AWS CLI v2 =

fim

EAT C++ 1y SDK

ERATF GoV2(1.x) WISDK £

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , HFF /S MELE LA INEL A I

e ; BER L,

ERAT Java 2.x B9 SDK B

ERAT Java 1.x B9 SDK =

EA T JavaScript 3.x B SDK £

Process 2#t#&
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B

FEA T JavaScript 2.x B SDK £

&F T Kotlin #9 SDK 2
SEAT .NET 4.x 8§ SDK =
BEAT NET 3.x By SDK =
@A T PHP 3.x #§ SDK =
& FF Python (Boto3) Y =
SDK

EHA T Ruby 3.x B9 SDK =
&M T Rust By SDK =
& T Swift B9 SDK =
Tools for PowerShell V5 =
Tools for PowerShell V4 =

AWS SDK M T EmFrAE{LIIEE

WAL —HNEINE , AEETS SDK P LUMEEN AR I, HEZ4 SDK #1T4RED
B, XM B TLURS THERRNBWE, MAREHRTUAERBIRES , HFSREMNSEE SDK
APl T %15,

/A Important
FIFFEIEE (EEXNDENFELH ) MRIAE SDK #IHK.

£}
« ETKFHIRS
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs F1T & sEEE
- NAERFID

+ Amazon EC2 %It 5z

+ Amazon S3 AR

« Amazon S3 ZXEiH RIS

+ S3 Express One Zone &% & KIE
- SHRRIEAR

« AWS [Xig

« AWS STS Xigittin =

« Amazon S3 BEZE MR

o KA FIPS ik S

« WmRAI

- BEARERE

o ENEISEA

« IMDS & i

- Bid1TH

« ERES

- BRETRSHIRK

- B ERIAE

HT KB im R

(® Note

WMFERBHERFEY , ATHRENEN T RINEREE AWS SDK MITEXRER , F5H T
RS MR IRE R H,

ETKFmSOBEER AWS IKF ID kR AZFILIENRSHEEHEEBER , ETHEARSMENTYT B
. EFH&%E?LKF‘E’\J SH AWS SDK FRS T , SDK BEFHSWENEAE TR APRS |
MARXEMHSR, MR SDK BEFHEREIKF ID , MZEFEFHSERAXEERR. BT KPR
B RX N https://<account-id>.ddb.<region>.amazonaws.com , E& <account-id> M
<region> &K AWS K/ ID Ml AWS XiF,

ETIKFHRI 97
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fER BT 5 ABCE L I RE

aws_account_id - = AWS config X#4i%iE, AWS_ACCOUNT_ID - (RELE,
aws.accountId : JVM REE M , fGERA T Java/Kotlin

AWS IKkF7 ID. ATETKFNmSEH. AWS K/ ID BIERELTF 111122223333,
NTFEERS , ETKFNinLEREATRSIERMERE.

account_id_endpoint_mode - = AWS config X#Hi%ZiE,

AWS_ACCOUNT_ID_ENDPOINT_MODE - 3fEZ &, aws.accountIdEndpointMode : JVM REE
%, UER T Java/Kotlin

HWEERATHELENXAETERKANRSEH , HEIE T KAV,
ZRIAE : preferred

BEME

- preferred : WA NIEK, ID (WRE ),

 disabled : EFMTNKEIFTIEWKF 1D,

- required : WAMAMBEKS, ID. MRIKF ID FAH , SDK £5| K%,

AWS SDK f1T Ex#

LA SDK X #FAEFHFTRNThEE MR E., FIEISR2HIANEREEER, £ JVM REBHIRE H
% sEHTF Java B9 AWS SDK F 5& AT Kotlin 85 AWS SDK.,

SDK X KWkl FBEIEZER
¥  EERY SDK
5N
AWS CLI v2 = 2250
AWS CLI v1 = 1.38.0
ERAFC+HSDK &
ERAT Go V2 (1.x) £ v1.35.0

#y SDK
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs

AWS SDKs f1TE SEEE

SDK ¥ KA ZFIERESZEE
¥  BEMY SDK

MR A

ERATF Go &

1.x (V1) B SDK

EAT Java 2.x # 2 v2.284

SDK

ERT Java1x By 2 v1.12.771

SDK

& AT JavaScript 2 v3.656.0

3.x #J SDK

i& F F JavaScript B

2.x B9 SDK

EHF Kotlin 89 2 v1.3.37

SDK

EHAT NET4.xH 2 4.0.0

SDK

FEHAT NET3.xH &

SDK

ERATF PHP 3.x #¥ £ v3.318.0

SDK

&R T Python £ 1.37.0

(Boto3) Ky SDK

BT Ruby 3.x 19 2 v1.123.0

SDK

EHAT Rust 9 SDK &

FEATF Swift I SDK £ 1.2.0
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK ¥ KHkI RBIEINEZER
¥  BEM SDK
Kx A<
Tools for PowerShel vy
V5
Tools for PowerShel &

I v4

M A= ID

@ Note

WMETHEBREMARRBEREER Support b y AWS SDKs # tools RIEHHEY , 1§54 7
RAIERENIRE TN E,

—AN AWS K AT AR S ANE R AR ARIRITHIE AWS S, MARRF ID ARFRH T —fiR
B NRNARFERA#TT —HBAANTTE AWS IKF, AWS SDKs E , REF&EASERI
B, REREEREEFEE D, flln , WETUESEEREEFIEH B lBEEH , AWS
Health Dashboard LAME — BRI0489 R L 57 A2 538 A % Bk,

ER AT BABLE L D RE

sdk_ua_app_id-H= AWS config3#i%E, AWS_SDK_UA_APP_ID - 3fEF &, sdk.ua.appld-
JVM REEH : {XPBR Java/Kotlin

HREREIBANABRFNE—ZFE  ATHABRENARFFHNBENAHERF AWS K/ IE
ERA AWS,

ZRIAE : None

BRE : #/H , RAKEN 50, s EAFE, BFNUTERF
ﬁ:!\ #\ $\ 0/0\ &\ '\ *\ +\ Ty e A\ > ‘\ |\\~

£ config X#HHIREEN KRG
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE

SEES

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS B GRS TIRENETEN RH

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows B s ST IRENRTEM KA :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRIEXFTA Shell EERHKENNRAS , FREFEXN ZEH1TH L.
Support AWS SDKs by f1 TE

LLTHA SDKs XFEARTFEH RN INEEFRRE, a0 FIsE RSB EEH,
SDK 1 5&A T Kotlin B9 AWS SDK M — X3 F [ JVM REBHIRE,

SDK X BEREZER
2
AWS CLI v2 =
E\ATF C++ B SDK B TEXEFEHEEMconfigdt,

FBEAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &

EHT Java B9 AWS

FEH T Java 2.x B9 SDK B FTXEHRHE config MHIRE | TZEHRERL

ERAT Java 1.x B9 SDK i

ER T JavaScript 3.x WE#H R
FEIES

el

o

B ID
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B

FERATF JavaScript 2.x B SDK &

& A T Kotlin B SDK 2 JUM REEMR aws.userAgentAppId o
EA T .NET 4.x B9 SDK =
ERAT NET 3.x B9 SDK =
EAT PHP 3.x # SDK =
& A F Python (Boto3) KJ =
SDK

EF T Ruby 3.x #J SDK =
& H T Rust B9 SDK =
BT Swift B SDK =
EAT PowerShell VEIWTE 2
EAT PowerShell VA I TE R

Amazon EC2 3£l 7t 3 3E

(® Note

WMFBRBHERFEY , ATHRENEN T RNEREE AWS SDK MITEXRER , F5H T
BAEENIRERE.

Amazon EC2 36| LR T —m A R ZFI B TERS (IMDS ) BIRSG. ETHEXLKRSHNEZE
B, 2R (Amazon EC2 AF#ER) RHFERAEFItHE, ZHECEE IAM €8 Amazon EC2
6| ERREIER , BRINVERT , SXFItHERSHEZERTRET M,

ER AT BABLEB L hEE
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKs f1TE

SEES

metadata_service_num_attempts - = AWS config MXHRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - }M5ZE

AIZERE T EZRNEF TBERSKERBEN , ERFITZEMERE
ZRIAE : 1

BRE : KRTHFT 1 WEF

metadata_service_timeout - £= AWS config XHRE,
AWS_METADATA_SERVICE_TIMEOUT - SMEZE

EEMMNEG THBERSKRBER | KEBRTIHDE.
ARIAE : 1
BERE : KFHET 1 8T,

£ config XHHigEXLEMN A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B S TIRENETEN RH

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows B s S ITIRENRTER KA :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

AWS SDK f1T Ex %

LT SDK XEFEAREFERATRNIIEEMIRE. IARZPISMEREEEH, F[ JVM REBEHIRER

¥ EAT Java B9 AWS SDK 1 5& A F Kotlin 89 AWS SDK,

Amazon EC2 3£/ st #i iz
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SDK ¥ FEXHEZER
B

AWS CLI v2 =

EAT C++ 19 SDK B

BEATGoV2(1x)®WSDK &

FEATFT Go1x(V1)WSDK &

SEAT Java 2.x B9 SDK = {X X3 AWS_METADATA_SERVICE_TIMEOUT
i7\

SEAT Java 1.x B9 SDK =8 X% ¥ AWS_METADATA_SERVICE_TIMEOUT o
i_’\

ER T JavaScript 3.x B SDK &

FER T JavaScript 2.x B SDK &

FATF Kotlin B9 SDK

7|

FERT NET 4.x 89 SDK

7|

JEAT NET 3.x 89 SDK &
& T PHP 3.x #§ SDK =
& A F Python (Boto3) KJ =
SDK

& F T Ruby 3.x #J SDK B
& AT Rust B9 SDK B

& AT Swift B9 SDK

7|

Tools for PowerShell V5 &
Tools for PowerShell V4 vy
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

Amazon S3 EA S

(® Note

WMFBRBHERHEY , ATHRENEN T RNEREE AWS SDK MITEXRER , F5H T
AR NS R Y IR B TUH

Amazon S3 lRFRMEASIEN S Amazon S3 FEBRXENEBERAR. BAK LA UNAKE—NE
MAMEE K MAREZENAIF®E. £/8 AWS SDK , B UEF#EEFER P FEHAEA SR Amazon
BIREBM (ARN) 31T API B4, MALHABEEE#EEEN. SlIATHEENRE , fINERES
GetObject M¥EEA R ARN NEREBHIRENR , FEFHEE PutObject BIEA R ARN X RF
INEF R,

ET7#AX Amazon S3 AL ARN WEZEE |, F5H Amazon S3 AP EETMEREA S,
FERUTHERB L IEE

s3_use_arn_region - £= AWS config X #i%i&, AWS_S3_USE_ARN_REGION - JMET £,
aws.s3UseArnRegion : JVM REE M , (REA T Java/Kotlin, EEEERBHEEE , FEEEHR
B4 E SDKo

iR B SDK BEFEAEA R ARN AWS XEHiFREEXEHRK K[, SDK 2WiIF ARN AWS X
HBREHREEFREEN AWS XEMHEER AWS 7 XEHMRSS , LA IERE ATsE R MAYES 2 X8
Ao MRZXRENL , WELFEARBEENRE , HARKTELEIRE,

ZRIAE : false
BEME
« true - SDK =g St A ARN AWS XiF, , MAE2F~iHR BN AWS X, Fis : g

EFIREERN AWS Xif  FIPS AWS XiF , NIE 24415 ARN 9 AWS X1 i, BUFS
BUHIER,

. false - SDK fE/3& %% AR ERAE A REEN AWS XiF,
AWS SDK f1 T ExxiF

LA SDK X #EFARFEF AR ThEEMIRE., FIEISR2 BB REEER, £ JVM REBHIRE H
% EHTF Java B9 AWS SDK F 5& AT Kotlin 85 AWS SDK.,
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html

AWS SDKs f1TE

et

SDK

AWS CLI v2

ERAT C++ Hy SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x B SDK

$EFF JavaScript 2.x 8 SDK

& AT Kotlin 8 SDK

EAT .NET 4.x 8y SDK

EATF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

EF T Ruby 3.x ) SDK

EAT Rust B SDK

EATF Swift B9 SDK

Tools for PowerShell V5

BERESZER

EfFAHRE config XHIRE , HITF B MNEE X4 INER K Th
BE ; BZHEKE,

TXEF VM RSB 4,

TEERELTIF ; HEHN config XHERL X THIERE

o

FEBERER LIRS ; £ZM config XHELLTFHRER

o

Amazon S3 #EA R

106


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE SEEE

SDK X BEAHEZER
#
Tools for PowerShell V4 2 TEBRERLIRF ; £ZM config XHEMRETFHRET
£,

Amazon S3 Z[XiFiF [ 8

(® Note

MFREGEXFED , ATHRENENTRANHEREHEN AWS SDK MITEXER , SR T
FRAE RV IRIE TUH

Amazon S3 ZXEHEARREMR T —HERHER , NABFITUERAZKIARBEZREMT SN AWS
X8 Amazon S3 FEFEHIER. LAMUEASXKERAJWRZXENARR , FHENXEHRE
FEERIZRN , REEHFMEMEFEITXENAERF.

ETHMAXZXEEASANEZEER , 2% Amazon S3 AFPEE T H Amazon S3 Y% XA
5

/AN 0

ETHAEXRZXIEEASR Amazon BREH (ARN ) WEZEE | i3 Amazon S3 AAF g/
WERAZSXEZEARREER,

ETHAXUNBRZXEEARNESEE , 55K Amazon S3 AAIFERMPNEES XEEA L.

SigVAA B2 R ATEE 2 RXIFERNZ AR, ZEEH SDK BY AWS BERAZTR RS (CRT)
B ERNERBITRIRS

ER AT BABL B L hEE

s3_disable_multiregion_access_points - = AWS config X

#igE, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - SMEEE,
aws.s3DisableMultiRegionAccessPoints : JVM REEH , EA T Java/Kotlin, BEEZEER
BREEE  FEEEREZNEE SDK.

iR B SDK BREARRZREXEIFER, MRZREX , WAELEARBEENRE , HRR

HEZEIRE,

Amazon S3 % Xig [ < 107


https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html

AWS SDKs f1TE SEEE

2RiA{E : false

ENE :
s true - FIEFERAEXIEER,
+ false - FRAZXiFEALBAEBEXEEKR,

AWS SDK f1 T ExxiF

LN SDK X #EFAREFA TR ThEE MR E., FIESRDHIINEREEER, £ JVM REBEHIRE H
%3 EATF Java B9 AWS SDK # 5& AT Kotlin B9 AWS SDK,

SDK X BEREZER
B
AWS CLI v2 =

EHT C++ By SDK

i

SERF GoV2 (1.x) I SDK &2

BEHATF Go1x(V1)WSDK &

FERATF Java 2.x B9 SDK -
EAF Java 1.x B9 SDK P

AT JavaScript 3.x B SDK £

FERA T JavaScript 2.x B SDK &
EA T Kotlin # SDK =
FERAT NET 4.x 89 SDK =
EAT .NET 3.x 8 SDK =
EAT PHP 3.x # SDK =
& FF Python (Boto3) Y =

SDK

Amazon S3 % XiF i8] 8 108


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html

AWS SDKs f1TE SEEE

SDK X BEHESER
#

&M T Ruby 3.x #J SDK =

& AT Rust B9 SDK 2

EAT Swift # SDK &

Tools for PowerShell V5 =

Tools for PowerShell V4 =

S3 Express One Zone &% &A1 UE

(® Note

WMFRBHERFEY , ATHRENEN T RINEREE AWS SDK MITEXRER , F5H T
FRZASIE RV IR B T H

S3 Express One Zone & Amazon S3 W E M eEFMER , TN MBHRINBFEREEKE/LZEV WL
iR, M S3 Express One Zone 12 At , AWS SDK M1 T E £ BE R LT NEIERKIBFE RBAH
TRILHETRXEN SRR, FAULELECEETARE (NRR ) BIELESER , NTioEI—
NEFPHRSZSNERBTERNERNER |, BIESHRIEFHEHIRESBEE RS,

S3 Express One Zone F@EAEZE AKX ID WERA®REX , HI% bucket-name--usw2-
azl--x-s3, ¥ SDKRMEXFarHERXN , FoBzEREHEIERA S3 Express One Zone
WA, ARARICHNERRIERE, 2aESORIIACNBRIGHNFEBIERIE , NMEHTFEEN
REERAR , i SDK B EFMRF. ETHRESEER , BS5H (Amazon S3 AFERM) H/Y S3

Express One Zone,

S3 Express One Zone F#BaBRIANB ALES BRI,

ER AT BABL B L hEE
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone

AWS SDKs f1TE

SEES

s3_disable_express_session_auth - % AWS config X#HiRE,

AWS_S3_DISABLE_EXPRESS_SESSION_AUTH - }f 353 &, aws.disableS3ExpressAuth : JVM

REEM , MUERA T Java/Kotlin

BEIREBER S3 Express One Zone 2iF B BRI, RIEN true B, SDK 7 S3 Express One

Zone FEWERARERN Sigva FHRIE , MARLEFHRIE,
ZRIAE : false

B¥E -

« true : Zf S3 Express One Zone £i& & K1,

« false : J5 A S3 Express One Zone £i& S BRI,

£ config XHHZELEN R

[default]
s3_disable_express_session_auth=true

Linux/macOS BE tr ST IREFETEN R :
export AWS_S3_DISABLE_EXPRESS_SESSION_AUTH=true
Windows BE G B TIRERETEN RA
setx AWS_S3_DISABLE_EXPRESS_SESSION_AUTH true

AWS SDK f1T Ex#

LT SDK XEFEAREBEHRATRNIIEEMIRE. FAIARZAISMEREEEH, £[ JVM REBHIRER

%3 EHF Java B9 AWS SDK F 5& AT Kotlin 85 AWS SDK.,

SDK X RBIFREZER
b=

AWS CLI v2 =

AWS CLI v1 B

EAT C++ 1y SDK

fim

S3 Express One Zone &% &3 RiE
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK ZEARNEZER

Mt

FEAT GoV2 (1.x) 1y =
SDK

BEHAT Go1x (V1)K A EfAHRE config HRE , HIFF B MNELE ST INEEY I

SDK B ; BEH2E,

ERAT Java2x ) SDK =

EAT Java1xBSDK &

FEAT JavaScript 3.x K £

SDK

FEAT JavaScript2.x &

SDK

& T Kotlin # SDK & JYMREEMHN aws.s3DisableExpressSession
Auth o

EHT NET4xHSDK =

EAT NET3xHSDK £

EHTPHP3XM SDK =&

i& A F Python (Boto3) =

8 SDK

E\EAT Ruby 3.x B SDK £

&M T Rust B SDK =

SEAT Swift # SDK =

Tools for PowerShell V5 =2

Tools for PowerShell V4 =2

S3 Express One Zone &% & 411 111


https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

SMHBIERRE
@ Note
WMETHEBREMABNBEREER Support b y AWS SDKs # tools RIEHHEY , 1§51 7
BAISERIRE N H,

AWS RF XS BHARIEAFE , il AWS LEZMZAK 4 (Sigv4) 1 AWS LEZ M7 4a (sigvda). ERIA
BRT , RERSEEEN SDKs R FMHRIEAR , HIEAZRREUKERBIUENS R, BEFTU
BEEREEAZERH#TRICNEESHERIESR,

5 Sigv4 7@ , £/ SigV4a LEWFEREZ N AWS X HE M. SigvV4a BEBEXFHEREZ R
ReEWUAMY  AEERXEXFFEN B ARNEBIEAXE, XX FE&ENH Amazon XHER AWS
Identity and Access Management £ EkBR%545 5148 F CloudFront,

EXXFRHEGRITSENTSES  B20 (AM BRERE) BWERT APl ERIWAWS £ & HA
4,

ER AT B EBL B L hEE

auth_scheme_preference-#£= AWS configX#i%i&, AWS_AUTH_SCHEME_PREFERENCE - ¥}
BT 8 aws.authSchemePreference-JVM R4 E M : {XFR Java/Kotlin

BRAEIRFEEEESNRIESTRIIK (LLESDR ) . S—IRSHSHEORIESR
i , SDK 2= RREEIMFEAZIRFNLR , WRFAEEEAFRERA , AL EREFRIAT
Ao

BRIAE : To

BHE: UT-USZWMMNES S R5IxK

- sigvh : TR 4 (HEERR , £XiF )

- sigv4a : LEIRAK 4a ( THAMER , BXEXEF , LHMEEDL Sigvs 18 )
 httpBearerAuth : HTTP A 2B T B AR

B RB BB E M H R

£ config X#HHFZEIRE N Hik Sigvda BRHGI

[default]

BRRIEAE 112


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS SDKs f1TE SEEE

auth_scheme_preference=sigvéa,sigv4

sigv4a_signing_region_set-#= AWS config X #HiZiE,
AWS_SIGV4A_SIGNING_REGION_SET - IREZTE

7 Sigvda ZEXEXRIEELLES 5 AWS X 1951k, MRFATEN S BRIEFRH Sigvda ,
T AAER ZFERIRERIRRIAX

AIAE : BERME,
BRE : LES D RE AWS XEFIR, Xz R 2248 S R R2 8

Support AWS SDKs by f1TE

LUFAA SDKs XFAEBHTHAMNWENRE, AR fIIMERIEEHR. EMAT Java i AWS
SDK # @A F Kotlin #9 AWS SDK Iff — X 3FEA JVM REBMHIRE.

SDK ¥ BIEIREZER
B

AWS CLI v2 s

EHT C++ 1 SDK 3

ERTF GoV2 (1.x) I SDK £

BEBHATF Go1x(V1)HWSDK &
FERT Java 2.x #J SDK 2
FERAT Java 1.x #) SDK B

FEAT JavaScript 3.x 4 R

FRIES

FEHA T JavaScript 2.x ¥ SDK &
& AT Kotlin B SDK =
EATF .NET 4.x By SDK =

ORISR 113


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X BEAHEZER
#

ERAT NET 3.x 89 SDK &

EAT PHP 3.x # SDK =

& F Python (Boto3) Y =

SDK

EFA T Ruby 3.x B SDK =

EF T Rust B9 SDK =

EA T Swift # SDK =

FEAT PowerShell VEIWTE £

EATF PowerShell VAR TE &

AWS Xi5

(® Note

WMFERBHERHEY , ATHRENEN T RINEREE AWS SDK MITEXRER , F5H T
BRAE MR IRE R H,

AWS XBR2 5 AWS REEEFANEEERNEEM S,

£/ AWS X35 |, & 7] BAT5 R SKEREE BB 45 E it B X EAY AWS BRSS. XATATRIEENHBFENNARE
FELENMAFTRENNVE, XERERERD. REMEMNEYE , ETRDER, FAXSE , &
B SIRRIFATA BT X P TRER.

RZ8 AWS BRFiEREB SIS EN IR XM, BRIEEBETEER AWS RS =REMNEHITHEE , TN
E— I XEHENTREEMEMXEHPERFE, HlI , Amazon S3 F#l Amazon EC2 X #FE Xig
4, FERS (Hlm IAM ) &8 XIFER.

AWS —ZZ GEBXUTAHABWEE -

AWS X1 114


https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEES
- ETHERBNERCBANXR , AEFTURXBR[NSIER  FSHAWSES i Ko
- EEFLHAR AWS RS AEXFNXENiRR/SR , BSFERS RS R,

BIR IR & 7 i

BELUREA IR AWS BRSS , SDK RSN AWS RS WEFPHENR, flin , MRENRAERF
EEHR Amazon EC2 |, MR R AREF M EIZE — Amazon EC2 BEF BN RKSIZRERE,

MRRBERBAGFANEFHERNEEXE , VWEFHFMIAMEAEL AT region RERER
X, B2 , AUANEMENEFENREXNRERT M RAES XE. UXiE N REXFMLETZ
BRERSEFRNEAERIRE, FAXBREZEFEHNEIMLIRPEREN , ZXEEHETEN
SDK ( B EFEM4SE SDK 5’ =k SDK IREBBE ) .

ER AT BEBL B L hEE

region - £ = AWS config SX#i% &, AWS_REGION - IFEF E, aws.region : JVM REEM |, X
ERATF Java/Kotlin

EERT AWS ERAEIA AWS X8, XEATREHZIEXEN SDK RS ER.
BRINE : . MRS EIE,

B¥E -
- TATMERSHEMXERBE , BXIEK , FSHE AWS —ESEHH AWS BFHS.
i, B us-east-1 FFiRRIREN AWS RIFEELIP ( EFRILMILER ) -

« aws-global AR T XERKZALEXHEMNLBiIr,ANRFSEELRRS , HlI0 AWS
Security Token Service (AWS STS) # Amazon Simple Storage Service (Amazon S3),

£ config XHHIREEN KRG

[default]
region = us-west-2

Linux/macOS B  F{TIREMELZEMN RHI
export AWS_REGION=us-west-2

Windows Bl s S TIRENETEN A :

AWS X1 115


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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setx AWS_REGION us-west-2

REH SDK HEBENR , TATENARFABPRERIAXE. BXFMAESR , FSRENE
E AWS SDK FF R AR B,

AWS SDK f1 T Exxi%

LR SDK X BHAEBHARMIREMRE. A fISMERIFEZEHR. FM VM REREHIRERR
R BT Java B9 AWS SDK M &R T Kotlin # AWS SDK,

SDK ¥ BEREZER
B
AWS CLI v2 2 AWSCLIv2 7£ AWS_DEFAULT_REGION HHEMMEZEIE

A AWS_REGION HHEME (AN EE2EBIESD )

AWS CLI v1 = AWSCLIv1 EFA®& N AWS_DEFAULT _REGION HMWHEZTE
KSRHLIE B M,
ERAT C++ 19 SDK =

EAT GoV2(1.x) W SDK £

EAT Go1x (V1)K SDK R EMFEAHE config XHIRE , LT/ MBS B ST INE K I

gt ; BSHKTE,

ERAT Java 2.x B9 SDK =}

ERATF Java 1.x B9 SDK -

FEHA T JavaScript 3.x # SDK £

FEATF JavaScript 2.x By SDK £

E AT Kotlin B SDK =
FERTF NET 4.x 89 SDK =
FERATF NET 3.x 89 SDK =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK X BEAHEZER
B
EAT PHP 3.x # SDK =
& F Python (Boto3) Y = Itk SDK FH &N AWS_DEFAULT_REGION HIFREFERSE
SDK sl 4=L:0l
& AT Ruby 3.x #J SDK =
EA T Rust # SDK =
BT Swift # SDK =
Tools for PowerShell V5 =
Tools for PowerShell V4 =

AWS STS Xt im

@ Note

MFERBHERHEE , ATHRENHEN T ENEREE AWS SDK MITEXRER , H5HR T
FRAIE RV IRIB T

AWS Security Token Service ( AWS STS ) BEAlE R £ BIRFRM , L AEN X RS RME. EL
AWS SDK 1 CLI RIAMEA £ B RS wR ( https://sts.amazonaws.com ) , A6 A XE M4
fR%5 %A (https://sts.{region_identifier}.{partition_domain} ) . EERIAS F KX
B, X AWS STS 2 BHANERSBIEFREENE —XFHPLLE, EERMAREHR , X3F
AWS STS ﬁ%iﬁ iERBEN AWS XEEERSS ( FFRLMILER ) 4E, HX AWS STS inR
MEZEE , i25H (AWS Security Token Service APl %) ##) Endpoints % (AWS Identity and
Access Management AFERE) PREE AWS XEFH AWS STS,

BRIEAWS RESKKRER , BWRAREEAX SRR EEEN AWS X, IEmEmlls XFPRES %
MER XK R, HIFMAE SDK MTEBZFRRE , ENTERE/MX MRS , B SDK
NMTEMERENTHN. BRESER , FSRAUTHS
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
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® Note

AWS BX ER1AE F X g # AWS Security Token Service (AWS STS) £ Fiw 2
(https://sts.amazonaws.com) #1T 7T E X , LUEBHEMEE N FMEEE, KELRIRK
B AWS STS iR Ba1 E 5EMN THEAKERN AWS XFFLE, XEBERFLEHBERE
BMABNXE, BINBWEEREYH AWS STS KiginR, BXEZEE , H5H (AWS
Identity and Access Management FAF{E) FH AWS STS £ FBin R E K,

NFXEFWIREN SDKMITE , ERAMEANT A AREEXZIRE :

sts_regional_endpoints - 3= AWS config X% E&E, AWS_STS_REGIONAL_ENDPOINTS - iF

i::—ﬁ- =

W% EIEE SDK s T Efm#EEH F 5 AWS Security Token Service (AWS STS) BSH AWS AR
% m R

ZRIAE : regional , HEXBISERL TR,

(® Note

2022 F7 A2RRMWAIESH SDK EERAEHNERIANregional, ##K SDK EEHEIZIK
REMIBRILEEH FEAregionaliTH. AT RADMEERM KRNI , RMBWWER
ﬁbﬁfﬁﬁhrqﬂﬁﬁéﬁﬁﬁreglonalo

BEME: (BWWE : regional )
- legacy : fFA£/ AWS STS Is & sts.amazonaws.com,

« regional - SDK i TERAN LB ENXEFER AWS STS ink. #ltl , IREF
IWELE R us-west-2 , M AWS STS #{THIFFE A A &4 3 Xigiis = sts.us-
west-2.amazonaws.com M3IE£F sts.amazonaws.com iR, BEF AL RENE2EHE
REEER , B LUFXFi&E RN aws-global,

£ config X#HHiIgEIXLER A :

[default]
sts_regional_endpoints = regional

Linux/macOS B G STIRENETEN RH

AWS STS [X g 14 i = 118


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes
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export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows BE S TIREMRREEEH RA :

setx AWS_STS_REGIONAL_ENDPOINTS regional

AWS SDK M1 T ExxiF

® Note
BIE AWS REXKRER , BWR TREMEA XSt iR TR BER AWS X,

THRILCET SDKHTEMNTIEE

« YHIRE : BAXE STS XiFitis R HEE config XWHEENFETE,
- BMINMREE : ZRE (WMRZF ) WEIAE.
s BIARSEFHEMR STS A : IFEFERBRIABANRERATR , BBt LSEANBRIARKS,

« REEFEFIRENRITA | & SDK ARNERAXEMimRUE N REEXSERNBNTH. TeEARXKETRQ
ERTRIATH , ERANZREEET regional , L HIMXMITA,

BREFERT TIE :

- £F/IKA : https://sts.amazonaws.com
- XEMme  ETRARFEAN AWS XigfE
« us-east-1( Xigiff ) : M us-east-1 Kigittin = , ESEPTHRELARNSF/IEREK,

SDK BRI BE RINRSEFS BESFFKEED ZIHREZER
‘ % B4R STS BITH
7 gy
AWS CLIv2 Z FEH X i85 i = 2RES
AWS CLIvl R legacy 2RER +RER

AWS STS [X g 14 i = 119


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html

AWS SDKs f1TE

SEES

SDK

BT C++
7 SDK

ERAT Go

V2 (1.x) B
SDK

EAT Go
1x (V1)
SDK

EATF Java
2.x B SDK

EATF Java
1.x B¥ SDK

EAT

JavaScript
3.x #§ SDK

EAT
JavaScript
2.x B SDK

& AT Kotlin
#y SDK

EATF NET
4.x B9 SDK

MINREE

i\

™™l

Zim

Zzim

™l

Zlm

TEH

TER

legacy

legacy

RIANRSZEF
i% B #5 STS
% 5

W\

X i3 <

X 15 i =

£ RRR

X5 im =

2RwA

X5 im =

£RRR

X i5 % =

X i5 % =

BSEFRE BIEIRESER

BI1TA

us-east-1

( X&)
HRRW

LRRR

HREMK

LRwRI

FREMK

LR

£RRR

us-east-1

( Xt )

EFAHRE config XHI&
B, MITT S MELE XA nE
MIhEE ; SR 21E,
MREREEXS ,

N AssumeRole #
AssumeRoleWithWebI
dentity NEA£RE STS
i#4 5

PA Y

AWS STS X1 i =

120


https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK RINEEE BRIARSEF BREEFRE ZIHEZER

: WE#R STS  EBfTH
TPy

BATF NET £ regional 2= FiK R 2= Bk R

3.x By SDK

EHAT PHP & regional 2RFER BEREK

3.x By SDK

EAT % regional 2 Bk R 2= FiK R

Python

(Boto3) 9

SDK

EAT Ruby R regional X $2 i = B3R KM

3.x By SDK

BAT Rust 2 TEH X 158w = BERAW

# SDK

EAT Swit 2 REM X i = ER KM

#y SDK

Tools for R regional 2 FiKR £ Fim R

PowerShell

V5

Tools for R regional = FiKR cA L=

PowerShell

va

AWS STS X1z i = 121


https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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Amazon S3 HIET B MR

(® Note

WMFERBHERHEY , ATHRENEN T RINEREE AWS SDK MITEXRER , F5H T
BRAE MR IRE R H,

AWS SDK 7£[@ Amazon Simple Storage Service L&A BBESINF FTHEHEENERABEZTEERE
XEHEEE—BIE, Ul XEXFERAEFMALR. AE , RMNRASAXERE , AEAET
CRC B9 5% ( flt CRC32 5% CRC64NVME ) , RESA SDK R TEHEHRIANE L | TR Eth
ALUEREMNE L, SETURREKEFHH ELEREMETTENRKRM, L&, 2B L&, TEHM
MEEXBEA—HNTH , L TEFRTEERENIRE,

RHARAHY AWS SDK M AWS CLI 2@/ BR LA BT EETEHXRITREE (CRC ) WREM , F¥&F
H %3i%5%) Amazon S3, Amazon S3 £ REF[HIALITEREM , AFEHARENENERTRIE , A
BEFEENKREERBRANBFAMTFHENROAHEET, BEIERBISHR—EFEELKLE® , T
FRRPFALUEEEHBNRBRMNHAATRIE TR, S ENRIEFHEENRTHBEFHORE
o

EFHTHERBNEE, 2B LEIZHORBNEEIER , 525 (Amazon Simple Storage
Service AF1ERE) HMITE Amazon S3 FREXN RTE M,

PER L
Amazon SSERFEAARBMRTHEZER IEMP R EEN —HZTERRREM , .

D E&ZX R, SDK 2T EEN D BRINRE ., Amazon S3 X LR FKE T UploadPart
APl BiFB N DB TE M, A, Amazon S3 £EZ A CompleteMultipartUpload API BY5
EEAN R PNARRRH,

MREH SDK £ H Amazon S3 Transfer Manager kB 2 Bt L4& , MG EA AWS SDK fITE
X RPHET SDK WEAEERRKIE D BN RK M, SR LUBER checksum_type RE R
FULL_OBJECT iR CRC64NVME B , NTikREATENTRREA,

MRIEERNRREMAR SDK 5 AWS CLI :

MRNARFEM 2024 £ 12 A2 BRAH SDK HTE , Amazon S3 it &R
CRC64NVME BIEM , FREFREXN R TBER AR RS E, EUUHEERF#EY CRC 5&1t

BIRTEERY 122


https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html

AWS SDKs f1TE SEEE

EH CRC #1TLER , RIEMZEHMESER, A, BHATLUEN PutObject 3 UploadPart
BREMBCHEUTENRBRANRFHT BREBERY , X2 FHRAF R FRBOFRER .

ER AT BEBL B L hEE

request_checksum_calculation - = AWS config X Hi&E,
AWS_REQUEST_CHECKSUM_CALCULATION - }/EZE £, aws . requestChecksumCalculation :
JVM REEH , PUEA T Java/Kotlin

RABRT , AF2EREERMEREABERREMNITE. AP TUERRERIEPIEREM
—MAANBREMNE L, WRAFKRBITERE , NRER SDK BENRINEE. BXEN SDK
TENBRNEE , 56 AWS SDK #1 T EZHk,

ZRIA{E : WHEN_SUPPORTED

BWE
« WHEN_SUPPORTED : £ API #4233 at ( Hl2N[E Amazon S3 E£HEIER ) WAFEBEREREF
BATRI MBI,

« WHEN_REQUIRED : X7 API BEER FHTRE ML,

response_checksum_validation - = AWS config X #i&E,
AWS_RESPONSE_CHECKSUM_VALIDATION - }f53% £, aws . responseChecksumValidation :
JVM REEH , PUEATF Java/Kotlin

RABRT , APEREERNSEREARTHARBMEBIE. TERHNERRENREM , H
EREMIENIRK#HITHR, WRRBRMBIERK , NERRERREN @A R HER,

REFINARKE LI RREMNE L, NTFAAEZHEREMA Amazon S3 API 4 , Amazon
S3EFiRHLEARITMN RN, BR SDK EASIMBEENRBINEE |, ML BT I,

ZRIA{E : WHEN_SUPPORTED

BWE
« WHEN_SUPPORTED : 7£ API #4233 at ( Hl2N[E Amazon S3 £ EIERT ) XA G R B R EL
BATR I MBI

« WHEN_REQUIRED : {X7£ API ##EXFHBAF ENZBREEXEARKME , FLHITREF
I0UF, 40 , @A Amazon S3 GetObject API 3} B ChecksumMode SEURE R “/E A 8,

BIRTEERY 123


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
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AWS SDK flT ExiF

LA SDK X #EFAEFHFTRAShEEMIRE., FIEISRDHIANEREEER, £ JVM REBHIRE H
%3 EHTF Java B9 AWS SDK F 5& AT Kotlin 85 AWS SDK.,

(® Note

ETRF , ‘CRT'RIE AWS BRI RS (CRT) FE |, A WREEE SN B HnE ik

SDK 53 RARBRMNEE IZBFHRERNEZE BAREZEER
=

AWS CLI v2 2 CRC64NVME CRC64NVME 3 F AWS CLI v1 , BRIk
. CRC32, CR EAENZENEENE
C32C. SHA1 Python ( Boto3 ) #[E.
. SHA256

EHAT C++ 2 CRC64NVME CRC64NVME

SDK . CRC32, CR
C32C. SHA1
. SHA256

EATF Go V2 £ CRC32 CRCB64NVME

(1.x) 9 SDK . CRC32, CR
C32C, SHA1
. SHA256

BT Go B

1.x (V1) #

SDK

F\EHATF Java2x £ CRC32 CRC64NVME ( 1%

# SDK &3 CRT). CRC3
2, CRC32C,

SHA1. SHA256
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK -3 RARBMNEEZ ZFNRENEE BESESER
i
FERT Javalx &
# SDK
EAT 2 CRC32 CRC32, CRC
JavaScript 3.x 32C, SHA1, SHA256
9 SDK
EAT &
JavaScript 2.x
9 SDK
BHATF Kotin®) 2 CRC32 CRC32, CRC
SDK 32C, SHA1, SHA256
BEAT NET 2 CRC32 CRC32, CRC
4.x B9 SDK 32C, SHA1, SHA256
BEAT NET 2 CRC32 CRC32, CRC
3.x # SDK 32C, SHA1, SHA256
BEBHAFPHP3Xx =2 CRC32 CRC32, CRC FEEawscrt T RIREFEA
#) SDK 32C (EN CRC32C,
CRT) . SHA1
. SHA256
& F Python 2 CRC32 CRCB64NVME ( X
(Boto3) Y SDK JB¥ CRT). CRC3
2, CRC32C ( X&
& CRT ). SHA1
. SHA256
& AT Ruby 2 CRC32 CRC64NVME ( X
3.x By SDK B3 CRT). CRC3

2. CRC32C ( {UB
¥ CRT) . SHA1
. SHA256

BRTEMRE 125


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/

AWS SDKs f1TE

SEES

SDK %
b=

EAT Rust By =

SDK

EAT Swift By =

SDK

Tools for =

PowerShell V5

Tools for =

PowerShell V4

WL FIPS im s

(® Note

WMFERGHERHEE , AT HRE
RS MR IRETH,

ER AT BEBL B L hEE

use dualstack _endpoint -

IR M B

CRC32

CRC32

CRC32

CRC32

X FHRBMEE BEERESER

CRC64NVME

. CRC32, CR
C32C, SHA1

. SHA256

CRC64NVME FIEEEHMEE CRT MK
. CRC32, CR M,

C32C, SHA1

. SHA256

CRC32, CRC
32C., SHA1, SHA256

CRC32, CRC
32C, SHA1, SHA256

NEHNMRREREEN AWS SDK MITEXRFR , H2HA T

HZ AWS config X #i%E, AWS_USE_DUALSTACK_ENDPOINT - IR

B E, aws.useDualstackEndpoint : JVM REEM , fCERA T Java/Kotlin

FFE KT SDK RE @R IH[ARIEER. BiFM T HEZE IPv4 Al IPv6 RENIEKRIKR ,
%2 % Amazon Simple Storage Service Al FEE PR EH Amazon S3 JEk K R MK LH R

EATELXSE,
BiAE : false
BENE :

MHERRF FIPS s =
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html

AWS SDKs f1TE SEEE

« true - SDK T EFNZAFEANHEKE LA HNEER, WRRSH/EH AWS Xig FEEIHE
KimR , MESRE AR,

« false - SDK H L EFF 2 FEANE K IH[/LK HMEER,
use_fips_endpoint - = AWS configX#iXiE, AWS_USE_FIPS_ENDPOINT - IMEEZE,
aws.useFipsEndpoint : JVM REEH , EA T Java/Kotlin

FEEHKF SDK X TERBMEAS FIPS Wi R RIEFER, BRFESLERE (FIPS) 2XE BT
FNHFEREMBH —RINLLER, BUTHH. SEKFEUARFESKRIBFT RSN LM
EB<F FIPS 55 55 . 54 AWS IS ARG , FIPS § ‘EEFHHA FIPS 140-2 B9 TLS ##FE,
REAKIRE , #BEHN AWS XiF FHRSTHFE FIPS I , W AWS BA RS AK. AWS
Command Line Interface §9 45 T IR S5 BV i = H --endp01nt url ETCHEZNIRE,

B M T EEY AWS XiF $8E FIPS i )’—"‘E’JHﬂﬂH& SRERSZHDH FIPS Ik, BX
Amazon Elastic Compute Cloud R RN EZER , ES Iﬂ Amazon EC2 AP| & I XUt i%
(IPv4 % IPv6 ) i &,

2RIAE : false

BNE :
« true - SDK L EFEAFE FIPS Mim R &KIEFK,
- false - SDK L EFFLEAE FIPS Wik R K EEK,

AWS SDK f1T ExiF

LA SDK X #EFARFEFHFTRNThEE MR E., FIEISR2HIANEREEER, £ JVM REBHIREH
%% EHTF Java B9 AWS SDK F 5& AT Kotlin 85 AWS SDK.,

SDK ¥ BIEREZER
=

AWS CLI v2 £

EATF C++ By SDK =

BEBHAFT GoV2(1.x) W SDK R

FEHAT Go1x (V1)K SDK £ Eﬁm,\; config XHZE , AT B MELE X 1N HITh
Eb , v In—.l 1%0

MHERRF FIPS s = 127


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B

ERATF Java 2.x B SDK =

FEATF Java 1.x B9 SDK B

EH T JavaScript 3.x ) SDK £

#EATF JavaScript 2.x # SDK £

& AT Kotlin # SDK =
EAT NET 4.x By SDK =
SEATF NET 3.x #§ SDK =
@A T PHP 3.x #§ SDK £
$EHF Python (Boto3) #Y =
SDK
@A T Ruby 3.x #J SDK =
@A T Rust ¥ SDK =
EAT Swift #9 SDK =
Tools for PowerShell V5 =
Tools for PowerShell V4 b=
i AR
@ Note
MFBREBHERREE , LTBRENENFANEREEN AWS SDK MITEXEHR , FSH T
A IERMIRIE R H,

Ery <] 128


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

SDK ERwmKRXIMKIFEREFHS (AT HRSHHERN URL) , BEEMIATLE AWS RIE#bIRYE
FEFUNURL, X#¥ , EWRBHRAULESIRMFTNER, RERSEEEENHS. HR , B
EETRBIERERERAKRETANRER. RRITARKE , RBaERZRkH R HAmR
e, iz , X¥F Amazon Tlmestream SDK A7;Z}:I:'.DescrlbeEndpomtsus; '}UM‘A%—IFH iR
R ERAX LR TERIGERIE , fliiCreateDatabasemCreateTable,

ER LT A B L Ih &

endpoint_discovery_enabled - = AWS configX{fiRE
AWS_ENABLE_ENDPOINT_DISCOVERY - }(EZ £, aws. endp01ntDlscoveryEnab1ed JVM R%
B, PGER T Java/Kotlin, EEZERBHEEE , FEZEERENEE SDK,

F B >< ) DynamoDB K% = X T T #E

% R A IAE Timestream R H4E | MTE Amazon DynamoDB R Alik, IiZBHIERIAE R true
% false , EFBURTHmR/AKINEN T ZRFRENLFE. X T Timestream FERHWERIAER
true , MXF Amazon DynamoDB i&RHIERIAE N false,

ENE -
c true-WFHRRELIMRTWENRS , SDK NEFHZ R LT E R,
« false - W FwRATRALENIRS , SDK TR BFIZiR A MK S

AWS SDK M1 T ExxiF

LN SDK X #EFARFEFAFTRATheeMiRE., FIEIS2HIINEREEER, £/ JVM REBEHIREH
¥ EAT Java B9 AWS SDK 1 5&AF Kotlin 89 AWS SDK,

SDK ¥ BIEREZER
=
AWS CLI v2 £

EHT C++ B SDK

fim

BEBHAF GoV2(1.x) W SDK R

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , KT/ MELE ST INE A I
BE ; BZH L1
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B
ERATF Java 2.x B SDK = EAT Java B9 SDK 2.x £ AWS_ENDPOINT_DISCO

VERY_ENABLED {ERETZTEZ,

FEHT Java 1.x By SDK B FTXEFIVM REE M,

EA T JavaScript 3.x B SDK £

FEH T JavaScript 2.x B SDK £

& F T Kotlin £ SDK =
EAT NET 4.x By SDK =
JEATF .NET 3.x 9 SDK £
& T PHP 3.x #§ SDK =
& F Python (Boto3) KJ =
SDK
&M T Ruby 3.x #J SDK =
EA T Rust 8 SDK T {NXK#F Timestream,
pa)
&R T Swift £ SDK &
Tools for PowerShell V5 =
Tools for PowerShell V4 =

Ery <] 190


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

EAEERE

@ Note

MFERBHERHED , ATHRENHN T ENEREHEL AWS SDK MITEXREXR , HSR T
FRAE R Y IRIE T H

SDK X #H— A THE SDK BAEMAENEMRE,
FERAUTAEEELLIEE
api_versions - £Z AWS configX#igE

RLE AWS RFEF Z AP IRAUXZFEERE S, MIAMERT , SDK H AWS CLI #4=fEH
BT A APIRRA ., MERERARBEN API IRARLBEHER , HEEHDHAERTRMEZ

api_versions iXi&,
BINE : T. ( SDK EABERH API fRZ, )

BRE : ZR—MRERE , FRR—AHSMERIT , BTHRIR—N AWS [RSMEERRY API hix
R, FSH AWS BRSHASEL T SRR RY AP hRAS.

ZRBIA configHFHHFH N AWS FRFIRE THER AP IRAE, XL API RANATEEZEX
LERENEEXHTETNG T, AAEMRSHRTEERZRSH APl BRI,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle - = AWS configX#i% &, AWS_CA_BUNDLE - IMEEE
EEEEY SSL/TLS EENEFANBE I PRHBE (TERBN .pem XK ) HIEE,
RKIAME: &

BYE : EEXBEEEHEANGHR. URFEELRNHE  WRESZHAE PATH MEREEE
M X KA ERIZEF.

£ config XHHREER RH

EHABRE 131



AWS SDKs f1TE

SEES

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTRERSNWBELEFANBREZARULSAFTENESR , LTRHE Windows £# config

NHRIREMER A

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B S TEBENRTEN R :

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mard5.pem

Windows BE G T REFETEN RH
setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar@5.pem

output - RZAWS config X ik E
BELRAE AWS CLI AR HAth AWS SDK I TEFHERNIZE
ZRIAE : json

BNE :
« json-HHXHA JSON FREMEN,
 yaml - M XA YAML FRBHEN,

« yaml-stream - B H#ERAAEH KA YAML FHENEN, BRIISERMLEXBBIESE

A,

« text - MERASMHRFSBARFBETHEN XN T HE%E R XARLERR (W0

grep. sed = awk ) RE A,

+ table - HHRARBIERX , ERAZH +- UEKETHKLE. CEELARCBX2IES

XA LEMERRNERZHAR , EMNREEAIERFFIRHBALAER.
parameter_validation - £= AWS configX#iZE

IEE SDK A TEEFRTITSHRRIER AWS RFSHR i RE R HBRIEXLES

o

EANRE
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output

AWS SDKs f1TE SEEE

ZRIAE : true

BNE :

+ true - BIAE. SDK RLERTHRTSHNEFRRIE, XBEBT SDK LT EBIASHES
B, AR — L8R, E0 AWS BRERRKIEERZE , SDK RTERIEL LRI ER,

« false-SDK T EAFHTITSHEREE AWS BB 2B ARIEIXESH, AWS RS
RATRIEFTEERHIELTHIER,

AWS SDK M1 T ExiF

LA SDK X #EFAREBMAFTRNIhRE MR E. FIEIS2HIINEREEEH, £ JVM REEHIRE H
N EAT Java B AWS SDK # &E AT Kotlin B AWS SDK,

SDK X BEREZER
2

AWS CLI v2 E8 api_versions FX#E.
VAN
g

EHAT C++ B SDK =

EAT GoV2(1.x) B SDK  # A% api_versions #Hl parameter_validation o

EAT Go1x (V1)K SDK # A X api_versions #Hl parameter_validation o
7 BEFARE config XHRE , KT B MBS E X4 INEHY I

e ; R L,

EATF Java 2.x B9 SDK &
FEHAT Java 1.x B9 SDK =

FEATF JavaScript 3.x B SDK £

FEHA T JavaScript 2.x ¥ SDK £

& AT Kotlin 8 SDK

7|

EAT .NET 4.x 8y SDK

7|
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK ¥ BEFREZER
=

FEHAT NET 3.x B SDK B

FERT PHP 3.x B SDK =

& F Python (Boto3) Y =

SDK

EFA T Ruby 3.x B SDK =

EAT Rust B SDK B

ERAT Swift B SDK B

Tools for PowerShell V5 &

Tools for PowerShell V4 &

ENREEA

(® Note
WMFBREHERAEE , LTHRRENENTENEREEN AWS SDK MITEX#HR , SR T
RAERIRE N H,

ERENBIREANRER , AWS SDK 2 BZ) N FELE API REERS K SV EN B BIRINBIR. tbw
BFALUR—IBEZNE , WU UREEERSBFBENHTE,

50 | 76 Amazon Simple Storage Service X Amazon S3 X R F & BIMITIRIER , SDK £2E &K
4K APl iF R BIRENEHBETHRM AWS IKF 1D,

RRKTANTEEN AWS BFH/NSE , BEERH VPC HRFEHE R[N A N A T RS,
XABRSSHAE, WTXERR , EURFEZATNIREA.

ER AT BABL B L hEE
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE
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disable_host_prefix_injection - % AWS config X#HiRE,

AWS_DISABLE_HOST_PREFIX_INJECTION - ¥f%3 £, aws.disableHostPrefixInjection :

JVM REEH |, ERTF Java/Kotlin

Jtlslxu_ﬁﬁ T2 SDK HTEREBR/EIM INE SDK WEFIHNRIEERE XK EHATRKE R

wRENB.
BRIAME : false

BEME
o true : EAFNAIREA, SDK F&&Kim

REWNA,

- false : BAEMBIZEAN. SDK FfFiEin TN A B MENFIE,

£ config X#HHIREENRH

[default]
disable_host_prefix_injection = true

Linux/macOS B ST TIRENETEN RF

export AWS_DISABLE_HOST_PREFIX_INJECTION=true

Windows Bl i S TIRBENETEN A

setx AWS_DISABLE_HOST_PREFIX_INJECTION true

EHBIZEAN B

TEHNRGIREBRT BANEAENINEEAR SDK FLMAERHRLIRR.

« EHEIR : £ SDK FF RN KRBRBEE LIREN EHATRE M AT FHER,
« WA E SDKEF RN RIABEE LiRENH A,

- BRIRRS B IRNRER S,
- REE : £LNRENBITE,
- £RIEA : SDK HFmA TIHIT APl AN RL RS

50

FEHBZEA
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FEHL AR TN

"data." {

"{Bucket}- Bucket: "amzn-

{Accountld}." s3-demo-buck
et1", Accountld
:"123456789012"

"data." {

AWS SDK MITEX#F

&P i R REE

"https://service.u  false
s-west-2.
amazonaws

.com

"https://service.u  false
s-west-2.
amazonaws

.com

"https://override. true
us-west-2

.amazonaw

s.com" (as

an override

endpoint)

HERiER
"https://data.serv
ice.us-we
st-2.amaz
onaws.com"

"https://amzn-
s3-demo-bucke
t1-123456
789012.se
rvice.us-
west-2.am
azonaws.com"

"https://override.
us-west-2
.amazonaw
s.com"

LR SDK XA EFHFTRNIIEEFRE., FIES S HIAEREEEH, £/ JVM REEHIREER
%% EAF Java B9 AWS SDK F 5& A F Kotlin 85 AWS SDK.,

SDK

AWS CLI v2

EHT C++ B SDK

X BERESER

B

=
=

7|

jection #EMRBHEE.

v

FEAT GoV2(1.x) W SDK & wFERSEHER,

AXFRE , BULLESEFwmER enableHostPrefixIn

FEHBZEA
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-endpoints.html

AWS SDKs f1TE SEEE

SDK X FFREZEFER
b=
BEHATF Go1x(V1)WSDK &
FERT Java 2.x #y SDK B TXHRE , BEUUENEF®MER SdkAdvancedClient0
ption.DISABLE_HOST_PREFIX_INJECTION ERB
(A=
FERAT Java 1.x B SDK B TXHRE , BAUABIEFwMER withDisableHostPre

fixInjection FERBHEE.

BA T JavaScript 3.x Y SDK & FXFZE , BULLEREF MR disableHostPrefix

ERBEAEE,

EAT JavaScript 2x B SDK & AXFRE , B lBETE WM hostPrefixEnabled
ERBHEE,

EH T Kotlin 8 SDK &

EATF NET 4.x 89 SDK B THZHEHRE , BulBEEFwMER DisableHostPrefixI
njection HERBHEE.

FEHAT .NET 3.x B SDK B FTLXBHEE , BULBEEFwEM DisableHostPrefixI
njection HERBHEE.

EAT PHP 3.x B9 SDK B TXFRE ,BEUVBNEFEF®FER disable_host_prefi
x_injection FERBHEE.

i& i F Python (Boto3) KJ 2 UUBEEEFHMEM inject_host_prefix EREBHE

SDK E.

EHA T Ruby 3.x 9 SDK B TXFRE , BEUVBNEFEF®ER disable_host_prefi
x_injection HERBAEE,

EH T Rust B9 SDK &

FEHAT Swift B SDK B
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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SDK X FFREZEFER
#
Tools for PowerShell V5 B TXEHRE , BUFEASH -ClientConfig @{Disable
HostPrefixInjection = $true} HESEEHEMN
cmdlet #,

Tools for PowerShell V4

7|

FXFRE , BAUFERASH -ClientConfig @{Disable
HostPrefixInjection = $true} ‘NHESEEHEMN
cmdlet A,

IMDS & F i

(@ Note

MFERBHERHEY , ATHRENEN T RINEREHE AWS SDK MITEXRER , F5H T
FRZANIE RV IR B T H

SDK i A 6] & & AV 18 R KK F KB T AE RS R4S 2 (IMDSV2) &FF . BX IMDSV2 NEZ1E
B, %% (Amazon EC2 AFF#Em) FHEA IMDSv2, IMDS & iun Ali#EIE SDK X3 E 2 ALHY
ERIREEN RETEE.

ERANT I EEE L IhEE

retries - EF KB EN RE A
21 K TR A9 18 SR B9 BN E 1R B
AINE : 3

BEME : KT oHH=E,
port - EFIHELEN KK &

=g o AN
2RiAE : 80
BME  BFE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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SEES

token_ttl - B IRELEN KK A
THH TTL.
BRIAE : 21,600 ¥ (6 /BT, D ECRYRKETAE]),
BYE  BF,

endpoint - B IREEN KRR A

IMDS #yi Ko

BRIAE : IR endpoint_mode F T IPv4 , MIBERINESK N http://169.254.169.254, TR

endpoint_mode & F IPv6 , MERIAHR A http://[fd00:ec2::254],

BRE : BB URI

Z SDK X IFLU TR, BEXFMAFE , ESHALNRE SDK KBE,
endpoint_mode - EF B BN KK A

IMDS Hy ik SHE=.

FIAE : IPv4

BEXME : . IPv4IPV6
http_open_timeout - EFIREEN KK A ( BMATEEBAITE )

EHFEETTHYH
FMINE 1B

BME: KF 0WHF,
http_read_timeout - EFIREEXNRKA ( BMAIBEEMATRE )

BRE—MNREREV D B
FMINE 1B

BME: KF 0WHF,
http_debug_output - EFIREEXNRKA ( BMARBMTE )

REA T A H R

IMDS % i
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ERIANE : Fo

B%E : B /O , 41 STDOUT,
backoff - BFHBEN KRR (EHTEAMTH )

ERRERZAKRENDE , IBZARENERIIGEAHER, X2BERIANEREIRKE,
%ﬁi}\{a . SDK ﬁﬁﬂE'I"o

BRE : B SDK MF. ATARMIE , BT RN BE X EHEM.

AWS SDK f1T Exx#

LA SDK X #EFAREBMAFTRNIhRE MR E. FIEISDHIINEREEEH, £ JVM REEHIREH
NE#E EAT Java B AWS SDK # &E AT Kotlin B AWS SDK,

SDK ¥ BIEREZER
£

AWS CLI v2 £

EATF C++ By SDK D

BEHAF GoV2(1.x) ISDK R

BEHATF Go1x(V1)MSDK £

FEHAT Java 2.x B9 SDK 2

FEHAT Java 1.x B9 SDK =

AT JavaScript 3.x B SDK £

FEA T JavaScript 2.x B SDK £

& A TF Kotlin B SDK B
FEATF NET 4.x 19 SDK =
EATF NET 3.x 8y SDK 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK X BEHESER
#
@A T PHP 3.x #§ SDK =
& A F Python (Boto3) KJ =
SDK
&EF T Ruby 3.x #J SDK B
i@ AT Rust # SDK =
& AT Swift #9 SDK =
Tools for PowerShell V5 =
Tools for PowerShell V4 =
Bi1TH
(® Note

MFRGEXFED , ATHRENENFRNHEREHEN AWS SDK MITEXER , SR T
FRAE RV IRIE U

ERTHEEEX SDK A= HME AWS RS K HNERMS BN AMHPMENIRE,
ER LA T BABLE L 2D RE -

retry_mode - = AWS config 3 #i% &, AWS_RETRY_MODE - ¥/ 5% £, aws.retryMode : JVM
RGEM , EAT Java/Kotlin

EE SDK S R AR TEMAZHER,

BINE : WEREK SDK M. FHEEEMAR SDK $5r s SDK I8 , LT #EERIA

retry_mode,

B¥E -

ERATH T


https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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- standard: (#%)EATEM AWS SDK WHEERANE, KEXNSEESRANIFEHIR
& AB<HAREHARBURTEESTAMNREYE. HEXATEZHFNARFTRS
FEH. BRIEmax_attemptsHIAEE , BN IER FTRIANRKZ R XN =Ko
 adaptive : WEREXNXEATHHREARS , SEHEEXNIIEUAR BT HERRR
#l, RIELEERBENARFES , SRR ERERNATZHAFANARF. BSRTE
## standard fl adaptive BEREXTHREZEFER. WERXLTREHNE , REKITELHELT
Ho
« legacy: ( F#% ) H SDK M ( EEE £k SDK $#5rI= SDK REBBE ) »
max_attempts - £ = AWS config X #HiXE, AWS_MAX_ATTEMPTS - IMEEL &,
aws.maxAttempts : JVM REEM , AR T Java/Kotlin

BEXERETHRAZ R

BIAE  WRREERE , WERIAEBR AR Fretry_modeiR EME :

- MRretry_modeRlegacy - FABET SDK WEIAE ( BFEBLEHIEE SDK 8/ SDK #
REBEELLT fEmax_attemptsBRiAE ) .

« WRretry_mode®standard - 2 =X,

« MRretry_modeRadaptive - ZIH=)X,

BRE : KT 0 B9EF,

A% standard 1 adaptive EiHE

BRIEFCHEECHERABRERES adaptive , BNRMNEBIEER standard EHER,

(@ Note
adaptive BXRIRELXRFEF RS ATRERFERNBERME K, MRTRXME
o, NEREB—FFRENATHNERN , XEF-—PRRETTRTELKSFBHTEAXR
TREYIE R H PR o

Standard H3&E RN
NMARFERARG . £38, NMARFERARG
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Standard H&EMN
1. IR U=,
2. BRI REEHRIENRR , RELERME—F
BERIZEEFRMN RS RIRD B {CEF

Ui o
X FFIE A TR BA IE SDK 72 HR A E il X R AT REA L SDK £ P T E R E i,
RIS ER R B EHRER, ERAZSEBAKRZHBDRBERBVE |

BAHRENGE R 18 A0 EY 7T BE 1

KAHBRERERZR , NHERER. AR TIRBHEIE BIRERZR,

MREFFEH adaptive BX , NN ARFWENE P HATESE R A 86T RN ERRIT, X
MERT , RRNELEAFE  MENEEREN AWS fiF. AWS RF ATEFEARNERTR
HEM%EE, TES Amazon DynamoDB g% 795118, DynamoDB f£A AWS Xi3 MIEEH R
RRFTERTR. FERERBEEHRAN—INRZINTRAUIELHEMERER, NMRKEFEAR
—EPHRFEAER , HAXNHEP—NRWBERZETR , WEENEHEREMERNVBERE
£, REBNZITNBARENXEERNEBE —NEF K. MREFEAH adaptive EXTIBETRZ S
R |, BFSREMMARSHEMSE AWS XHEEM.

ERBENXIFR

AWS SDK EATHEFREBERAERBENERBERUK (X T adaptive EHER ) RiEiERIE
R, SDK KERARMNTHEFHEE : — M HERTHEFHEE , 5P HBERERTHEEFMER,

- ERPRERBATRE SOK RELENEAER , UEETIBARE LB THES. R
ERAERZ WA EFRBTRRAE  AREARADEESMATHREER. IREHERN
ZEEANZE , U SDK FFLERZBR,

c EREESIBEHROE adaptive EHBATATRERRBEROER, RAKERLARZH
N R RISl | FHRIERSEEN RN , U SRE0REN S AT B R,

LI RstandardMadaptiveFHEXERNN SRR

MakeSDKRequest() {
attempts = 0
loop {
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https://en.wikipedia.org/wiki/Token_bucket
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GetSendToken()

response = SendHTTPRequest()

RequestBookkeeping(response)

if not Retryable(response)
return response

attempts += 1

if attempts >= MAX_ATTEMPTS:
return response

if not HasRetryQuota(response)
return response

delay = ExponentialBackoff(attempts)

sleep(delay)

UTRXTHREPMALAHENEZFHAER :
GetSendToken:

LS BRI adaptive EHEXTEA. LSRN BRBRZSHEHERPRETE. NRENSTHE
AR, WHEFTHEZENTH. SDK ATEESRHIEFERAN , MALEFFNED. ZFERTFHNS
R RERE P IR E N TORE A , B SEERERITE.

SendHTTPRequest:

WEBREFIFREIES AWS, KZ# AWS SDK A —MEAERBH HTTP FE |, LEXE HTTP
BRNEEFEANEERE, BE , B RETHREBRAMIVNCESFHERE | (BRE IR KW
TLEEFERERE,

RequestBookkeeping:

WMRERKY , WSHFSEPMBCEFEED. XE adaptive ERERT , HRERTEFHE
HYEFE IR R ARG W Y W RS B SE 5,

Retryable:
IS BRBREATHAERBERS AUENGA

« HTTP RERB,
« MERSIRE#YEH IR D,
« EEREEIR , BN SDK WEIWEMEEIR , HPARKEIRBRSH HTTP 18 5L,
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BRET4EIR ( HTTP RARES 400, 408, 500. 502. 503 %1 504 ) ¥ 748IR ( HTTP MAKD
400, 403, 429, 502, 503 F 509 ) ALK ER, SDK ERXTHRESEIRRIDIRS PHE LK
EHEN,

MAX_ATTEMPTS:

BIANNBRAZIHABBEIIZE retry_mode RiZE , BRIEMW max_attempts iR BMES.
HasRetryQuota

LSRN EHASEFEEPREGSE, IRERTHEEEENZ , IF2ERER,

ExponentialBackoff

Rﬂ:—IU\Eﬁ\:E’J Hix , EREBMNEHRRERITEEHEE. SDK EATRZINEMN —FHEHRD
o ATEEERT M 18R 1A WE R E BERRAT ] ( AR N BN ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

HEREESD  LTHEER :

b

random number within the range of: @ <= b <=1

r=2

RZ¥ SDK y MAX_BACKOFF = 20 seconds. HZEMN4FE SDK EREIRABHETHIA,
AWS SDK MITEX#

LN SDK X #FARFEFMAFTRNThEeMiRE., FIES2HIINEREEER, £ JVM REBEHIREF
¥ EAT Java B AWS SDK 1 5&E A F Kotlin 89 AWS SDK,

SDK % BINFLEL
B

AWS CLI v2 2

EAT C++ 1 SDK 2

SERTF Go V2 (1.x) #9 SDK

fim

SERTF Go 1.x (V1) B SDK

7|
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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SDK X BERESER
#
SEAT Java 2.x K SDK =
EHA T Java 1.x B9 SDK = JVM RGEM . A com.amazonaws.sdk.maxAttemp

ts Mo = aws.maxAttempts ; £/ com.amazo
naws.sdk.retryMode MmA = aws.retryMode

FEATF JavaScript 3.x B SDK £

SEAT JavaScript 2x B SDK & XBFHEAFHAK. FTHRINEHERUARATEREERNE
TE X I3 7B %D,

EAT Kotlin # SDK =

SEAT .NET 4.x 8§ SDK =

SEAT NET 3.x #§ SDK =

SEHA T PHP 3.x #§ SDK =

& A F Python (Boto3) #J =

SDK

EH T Ruby 3.x 9 SDK =

& T Rust By SDK =

EAT Swift # SDK =

Tools for PowerShell V5 =

Tools for PowerShell V4 =
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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BHRELR

(® Note

MFRGAXFED , ATHRENENFRNHEREHEN AWS SDK MITEXER , SR T
BRI RV IRIE TUH

B FEREZERNEN AWS BRE £EFERE , AWS SDK MITEAU B ERERAH. £F
BRABREET RS2 EEFH ENE#HTES , TURLPARSEERFEAMENEREBINTER
RAUEP>HATRENERARKPARE TS HHAMBER, #HITESRN , SODK X TEXERRS

M SDK B M mIBEE, BR , HalaENRBIIRNEE gzip , BERKRTELT R

MREW R ARFERAN R Amazon CloudWatch , MERERATREL4E5E A, CloudWatch —IN
BEAMTWNERS , FUBER, BiRNEHNEXIRELZENRERIE, 261K i , CloudWatch By
PutMetricDataAP| F &R = X EMR M — fh RS 1R 1E.

ER AT B ABLE L 2D RE

disable_request_compression - = AWS config XH&E,
AWS_DISABLE_REQUEST_COMPRESSION - #/ %3 &2, aws.disableRequestCompression : JVM
REGEM , REA T Java/Kotlin

FREHXF SDK FTERBFEREBFERZINERE XA
ZRIAME : false

BXE

« true - XMIERES.

- false - RATREFEABERES.
request_min_compression_size_bytes - £Z= AWS config X
#i%iE, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - ifMEXTE,
aws.requestMinCompressionSizeBytes : JVM REEM , fCEMATF Java/Kotlin

RE SDK HTENERMBEREXHNE NN (UFTAEN ), ESRE , NMEBRBFTES
TEEK, Qi , F2E-ITR , EHTEAZEBTREEN. ZESSEE , KTHETZRENH
RRDMFEELE

ZRIAE : 10240 F7Y
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BME : T 05 10485760 =1 ( BEER ) 2ZRWERE,

AWS SDK flT ExiF

LT SDK XEAREBEHATRNIIEEMIRE. FRARZPISMEREEEH, £[ JVM REBHIRER

%% EAF Java B9 AWS SDK # 5& AT Kotlin B9 AWS SDK,

SDK

AWS CLI v2

EHT C++ 19 SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x B SDK

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

EATF NET 4.x 19 SDK

EATF NET 3.x 8y SDK

EATF PHP 3.x By SDK

& FF Python (Boto3) #Y
SDK

EHA T Ruby 3.x #J SDK

FEAT Rust B9 SDK

X BERESER
B
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=
=
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=
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK ¥ BEFREZER
£

FEHAT Swift B SDK B

Tools for PowerShell V5 =

Tools for PowerShell V4 =

BETRSHNIRR
@ Note

WMETHEBREMABRBEREER Support b y AWS SDKs # tools RIEHHEY , 1§51 7
RAIERAVIRE N H,

BETRSWIEABEERMET —MNEM |, aERAERN AP WiEREAGERNKS | HREFZERE,
XERBAIURFHTIEARMIKS, VPC iR ME=FAH# AWS FEAHRE, FTENHRA23AT
MR FREMEFIRIE, BRI LR N5 AWS BREEER R URL.

ER AT B ABLE L D RE

endpoint_url-#= AWS config3#fi%iE, AWS_ENDPOINT_URL - 3RE3FF 2, aws.endpointUrl-
JVM REE M : {XPR Java/Kotlin

EREEEEXHTEESENNEREBIEEN , LMREFEERATHERSERNER, LK]a
WEMEEENFERS KBS,

IR LAERE AWS config W EANservicesTH o P EAMRE NI ERSZIRE B EN LRiR
TRo AX services THWFWHEFEANMERSIMARZEANIIR , FZRABETRSNIRS
MR IR o

2RiAE : none

BHE : @ 8m_ARZEMENN URL, URL AIEREES —MREAH , ZE/83F -1 24
B
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https://docs.aws.amazon.com/powershell/v4/userguide/
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AWS_ENDPOINT_URL_<SERVICE> - :fE 3 E, aws.endpointUrl<ServiceName>-JVM REE
% : IR Java/Kotlin

AWS_ENDPOINT URL_<SERVICE> , EH<SERVICE>2%r AWS RS 10%F , AT AR ERSRE
HEXKRIFETR. BXABETREZNFAERETENIIXR , FSREET RS IKLPRRA,

WS ERS K ASESE AWS_ENDPOINT_URL HiEEMNEM2BiKa,
2RiAE : none

BHE : @8 in_EZEMENN URL, URL ATIEREE —MREAH , ZE#aF -1 24
PR

ignore_configured_endpoint_urls-}%E AWS config3(#
1% &, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - SMET £,
aws.ignoreConfiguredEndpointUrls-JVM REE % : {XBR Java/Kotlin

IRER T 2HME BE KRB

FER , TeRiRENF , HREARBIHRSES HEAST ERENEFAEN KR, HlW, #E--
endpoint-url® THEERTITSHINIKR URL RRAT A inERBFHRAER. AWS
CLI

BiAE : false

BWE
* true - SDK R LEFAMNEE config XHFIHETEFEREMAATREHKS URL WEEX
A=

- false-SDK T EFRAHE config XHRIMEZEF A R EEY 47 FH ik

£ FAERIR AL B R B i R

ENFERSHERKRBEIBEN S URL , iHi&E AWS_ENDPOINT _URL £ RBIFETE,

export AWS_ENDPOINT_URL=http://localhost:4567

EFHNRELRT R URL WiEREH AWS RS SIBENLmT R URL ,
B £ FHAWS_ENDPOINT_URL <SERVICE>E$;‘%,}£§° Amazon DynamoDB
BH—serviceld/DynamoDB, X FLLERS , iR URL BMEEEN
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
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AWS_ENDPOINT_URL_DYNAMODB, Itimm{tscF1E AWS_ENDPOINT_URL AR A LIRS IREN £ Fin

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B3 —MFlF , AWS Elastic Beanstalk H—serviceId/fElastic Beanstalk. ¥r AWS RS iR

HET API BE | FFiEZEKserviceIdBEBRATHE , HEMEFBAE, FREEATHERSH

i, MM HERIEZTE N AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BX#EETFTRESHNAMEHRE
TEMIR , BSRESET RSN IESHFRE.

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHRE config XHEERS

FEHE config XHH , endpoint_url AFARMENAZI R EH TEE.

« endpoint_url B profile FIEEALMEZIK RN LFHS.

 endpoint_url #8RE7 services BOPFHBRSIRAFERT , Fixim S GER TEZRS K HB
EXR, BXRERE config XHFEN services THIFMER , S5 BE XHER,

LT RBIER services EMXREEA T Amazon S3 WEETRENES URL MATEHEMFAERS
NEEMNERBER :

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BAREXHATUASIRFEERS. tRGIRAIMMIER—BEEXH I Amazon S3 RERF
ENLIHT R URLs . AWS Elastic Beanstalk AWS Elastic Beanstalk H —serviceId/NElastic
Beanstalk., #8x AWS BRS IRAFE T API RE | gMAEZEHKserviceIdBR N TRk |, HF
FFIEERNE, Bt , REIMRFHIAEN elastic_beanstalk BEFHRELIREZRS
elastic_beanstalk = . HX services THEFANMERSIMAREHANIIR , ESHEE
TR im S PR IR o

BET RS HRR =


https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘RSEE T ARESNEEXHFPEM. Bl , FHAEE S AHEE R H M E B SR 1 A BUE F 8

Bl services EX :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

ERETAENFUEERENXHPEERS

MBELHEEXHEEETAGHNEIL , MXEZIERBE S IAM RABERIIEERN source_profile
SHEEN , WAFRXIESNEAFMEEREXHNRFSERE. CrEAXKEAGHWEE X4, A

m, FANUATHE config X # :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
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endpoint_url = https://profile-b-ec2-endpoint.aws

MREFANMNANBRBHERE S EA Amazon EC2 , MK ImT s #EMT Ahttps://profile-b-
ec2-endpoint.aws., MREWNRBEEMEMARSZAEHER , Nis LSFAFTEREEEELE
B, ZHATLSBNIREXH A PELNERER. EFRHANEEXH B £ , BEEEE
B E X B FiRE endpoint_url, B source_profile REWNEZELR , BSRARAAGE
R E,

RENL LR

ZURREN ATLUENER , EBIRSRAE-—MIRLER. XN THEAEEN AP EA AWS RS,
{58 P LA T NI P SR 218
1. ERBPIBFEFLRAFRENEFAERNRESRLLE T HEMEMRE

« XF AWS CLI , XR--endpoint-url@i TS HRMNWE, X T SDK, EXFE TURKAE
FEXBIE AWS RS BEFRmBEEXN RV RENSHIFER,

2. AR ETRSHIMEZERMAE , Hla0 AWS_ENDPOINT_URL_DYNAMODB,

3. AWS_ENDPOINT_URL £ Rl RN EEERHENE,

4. % endpoint_url ig BIREMNEBREERE config XM services Epo RS IRRFEA
To

5 #= config X#H# profile REEIEEM endpoint_url REREHE,

6. RIGEAMEN AWS RS iwR URL BIEMERIAR K URL,

Support AWS SDKs by f1 T &

LLTFAR SDKs XFARETFH RN IEMNRE, FIERDHIMERTEETH, EMT Java B AWS
SDK # & AT Kotlin # AWS SDK Iff — X FFW JVM REEMHIRE.

SDK X BERESER
B
AWS CLI v2 =

fim

EHT C++ By SDK

SERF GoV2 (1.x) B9 SDK 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK X FEXHEZER
B

BEHATF Go1x(V1)WSDK &

FEATF Java 2.x B9 SDK 2
FEHT Java 1.x By SDK Fi
ER T JavaScript 3.x WE#H =

FAIEA

EHA T JavaScript 2.x ¥ SDK &

& A T Kotlin # SDK =
SER T .NET 4.x 9 SDK =
EATF NET 3.x # SDK B
iEAT PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

& AT Ruby 3.x Y SDK =
EA T Rust B SDK 2
EAT Swift 8 SDK =
FERAT PowerShell Vs NTE £
EAT PowerShell VAT E R

1B E T IRSS BV im KAEYFRIRRF

BRMAUREMLER TRAPNIPRAFHEE , HESH BET RSB RS,
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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BB EREE ERMINMEIX —ZhAE , AWS SDK AT BN Ef B E IR ERATE XK., @I MLHNARIAE,

ER AT BABLE L IhRE -

defaults_mode - £= AWS configX#iXE&E, AWS_DEFAULTS_MODE - IMELE,
aws.defaultsMode : JVM REE M , fCEA T Java/Kotlin

FALLKRE K SUUERSEENNARFREYETEENER  AENENNARFRHELIMRIH
FIAE. MR AWS SDK RERBIRE TE , MZERALEERA, R AWS SDK RERBPHEIER
B8 , }H defaults_mode F=2IBMR , MELTHEERT AN X BN ARF AL SR ERETR
ERERIAE, RBEUEIFEUATHASR . HTTP BERE. BEiRX1TH. REXEBHESRE |, Tk
FEEMAE SDK HXxHEE. FRALNENEFIURBHNELERAGRES EFMNFEERIA
B, BTRENKAETRE2EERESENABMHEE , AMRER defaults_mode FFF
legacy , BRINEBWEEF SR SDK B B B AR F# 1T,

ZRIAE : legacy
AE  SDK WHFT EERAFERIA N standards

BERE -

« legacy - BEHBRINEE , XERER SDK MR , HEHEEI defaults_mode ZHIFLETRF
o

- standard - RESHPHEERIAME , IERABEEARSHER TR ZAT UL EIETT,

« in-region- ETHERERNEE , SFEAMNE— AWS XE RAEFER AWS RS NNARFE
FEHINMA,

« cross-region-EFHEEXWE , SENETRXEHER AWS RS WNABRFE S EH
Ry e o

- mobile - EFHERRME K SENBINAEFEFEHNMRI.

- auto-ETHERRNEE , BEXRRINEE, SDK 2ZHLAIETHRAHELUE I AEE LW
BB, BIRNEETEARNN , TTEREM 100% WAERMY., MREEZHESTHRASRE , N
M standard X, BRNNETRESERLFITHIE , XAELHRIER, MRBIHER
MNEWNARFMEEXEE |, BINEBNEHRNEEEN defaults_mode HER,

£ config XHHiRELEN R

[default]
defaults_mode = standard
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LTS

1BIE defaults_mode KL 1TIEAL :

retryMode - #§E SDK AR B, FSREHTH,

stsRegionalEndpoints - & SDK fa#5E A F 5 AWS Security Token Service (AWS
STS) BEH AWS BRF iR, BESEAWS STS Xigiitis S
s3UsEast1RegionalEndpoints - #E SDK MfAIERA F 5 us-east-1 X Amazon
S3 BEEH AWS IR Ik o
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