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(AWS SDKs MITEZZiEmM) T RENAE

% SDKs TEBTHENRITAEIHAZTERAZT —LEHFNIEE,

FKEFOSEEXUTHENESR

- £FBE AWS SDKs I TE— ifAEAHZ=configMfcredential sS4 R EL EREE AWS
SDKs *ﬂI;—:o

- FEAMITEHRITEHIIE AWS SDKs 5 Rl— BELWABE T EEFERFF X AWS AT S
HRIE, AWS RS

+ AWSSDKs I TERESZE - FiEUATEARIENEENIRELIRENSE,

. AWS % Bz 178 (CRT) FE— JLFFE SDKsAZR A LAE I £ Z AWS A HZ 178 (CRT) FESE

« AWS SDKs 1 T E 43 B EE AWS BT X EH (SDKs) M T E ( BEBMYEN (1oT) )
SDKsHY 4 3 5% BE R AR A 32 ) ) IR B R i< R

X AWS SDKs MITESEEEEERNEATZMHITE SDKs MEEEF, RIULALRENEMERN
ENERSEEERAN SDK RTENBEERE. U TR SDKMIE , HPI AR EEP AR R
Eik

MREEEFEH : KIEFPELBRNEBDE :

« {F{ SDKHIE AWS SDKs 1T B4 BE

« AWS Cloud9 £ BEE AWS SDKs f1TE

* AWS CDK EAM T BT 5 HKiE AWS SDKs Fij ]
* AWS Toolkit for Azure DevOps

o) AWS Toolkit for JeiBrains AWS SDKs M T B4 BK

* AWS Toolkit for Visual Studio
» AWS Toolkit for Visual Studio Code
 AWS Serverless Application Model

» AWS CodeArtifact
 AWS CodeBuild



https://docs.aws.amazon.com/cloud9/latest/user-guide/
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/codeartifact/latest/ug/
https://docs.aws.amazon.com/codebuild/latest/userguide/
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et

MBHRIEEMFER :

« BXRUBBEITRNAREFHNTENER AWS ,
« BXXEFENEER , BSHAWS FiRH D
« BX AWS RiF , &

Amazon CodeCatalyst
AWS CodeCommit
AWS CodeDeploy
AWS CodePipeline

AWS CLI
EATF C++ 9 AWS SDK

EAT Go By AWS SDK

EAT Java B AWS SDK

EFF JavaScript B9 AWS SDK

i& AT Kotlin # AWS SDK

EAT .NET B AWS SDK

& AT PHP B AWS SDK

& A F Python (Boto3) ) AWS SDK
BT Ruby B9 AWS SDK

AWS SDK for Rust

AWS SDK for Swit

AWS Tools for Windows PowerShell

R AR EIR

Amazon Q Developer 2 —RE T AT ERNERINXNERF , TUUBBEER, WE, VENRE
AWS RARRF. N7 INRENEE AWS , HAmazon QIZEXIFMERIEIN T SREMN AWS AE ,
DEREZTE, EEMREENSEMNER, BXEZEER , i5ZH (Amazon Q Developer User

Guide) #HY What is Amazon Q Developer?,

RiEr P EEMXE A

2 BftE AWS SDKs f1TE

AT EHTEHKIE AWS SDKs i E

AWS SDKs M1 TEZEES E

AWS EHRZ1T8 (CRT) &

AWS SDKs fl1T B4 BE

AWS SDKs #l “T B” fr A4 65 B HA

BFSHAMETE AWS,

2R (AWS HILEK &R/ F) FHWAWS FILEK,

FRARBEIR


https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
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AWS £ FF X33 (IDE) TEERAEFLA IDE F AWS [REHIEHFT B, Amazon Q IDE &4
VFEBAUEEW IDE PREAERNATIEESE, X5/ IDE TESHNFHAEE , FSHLRPH
Toolkit A {Em. BT HEEXE IDE A Amazon Q WEZELR |, H5H Amazon Q FF X EIEE S
# “7£ IDE FfEH Amazon Q" &,

AWS IDE Toolkits 1 Amazon Q AIEE R EMFM B P imE N EIE , LUE N Bk future Toolkit AWS
F Amazon Q RAERFREZHKE. WENBIETLUE/LET AWS TEIH Amazon Q BIERAE
o

BN T HEME AWS IDE TEZH Amazon Q RUNERENEIAE , 1ES 1 Github FEFH

commonDefinitions.json 34, aws-toolkit-common

BXRE AWS IDE TESHM Amazon Q ¥ BRWERNENKENFAFE , HSHFLUT Too AWS |
GitHub kit 77 & 7 B9 3R 30AY

« AWS %A Amazon Q #9 Visual Stud

« AWS Toolkit for Visual Studio Code H3EA T VS Code ¥ Amazon Q ¥ &

« AWS Toolkit for JetBrains &5 & A T Amazon Q WiE# JetBrains

« &R T Eclipse 89 Amazon Q

AWS T ERlipE AL AWS RS AT 2 REFAN T imEN HBiE. BXRESM|M AWS RS KE
MBEXRENFAREE  FERHERMNBNRERSHAWS XHEEH,

TEEENEH 3


https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
https://github.com/aws/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
https://github.com/aws/aws-toolkit-jetbrains/blob/main/plugins/core/jetbrains-community/resources/telemetryOverride.json
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£ RfciE AWS SDKs f1TE

£/ AWS SDKs fEfh AWS F 4 &I E (i AWS Command Line Interface (AWS CLI) ) , #&7]
UE AWS lRE#ITRE APls. BR , EXHMITIHREZA , BIERAMITERNIBERENEE
SRELE SDK I &,

XEFEEREEUTEM

- 05 API WAASHNEILEEE. EILATMEE AWS RS AHHNIER, EHLEER AWS BIAE
WG, AATURESZHRAWNRKE, AR5, ©UUEEATEHRITHERE,

- HibEEFMER , BT EH AWS CLI 5 SDK I{A4LEBE R, FiFREER@A ( KX T B
AWS BRFIHR ) AR T E R E R,

B SDK HITEHXFZMIKR , BUUEAXERBERERFFNEILENLESS . BEXRERR
SDK ST EFIMAR , BA4AS1ZT RS SDK B4 , W4 7 @ ER %5 %,

BR , AWSSDKs I TEXHERBAGUANEIERFNERIEE, ATHNEUTER :
EH

. fEAH Zconfiglcredentials X # T2 BBELE AWS SDKs f1ITE

o B ME L HZcredentials X HFconfigAWS SDKs F1 T Ef{uE

- FERANRETEHRTSHEE AWS SDKs flTE
« FHJIVM ZERMHRTE2REEEMN FEAT Java B AWS SDKSEA T Kotlin 9 AWS SDK

FRAHXZconfigflcredentials X H#1T2 /EE AWS SDKs #
ITE

HZ AWS configMlcredentialsXH 27 AWS SDK R T ERESHRIIMEBHNRZEAHR.

HZ credentialsXfrconfigMX#rae—4HEEX 4. MEXHR—HEREBENARNEERE
AWS SDKs , B AWS Command Line Interface (AWS CLI) MEt TEER, &S E M N2 B4
O UEEFERAZEEXHNEE SOK/ TENELETH, XEXHR “RE' M , RAXEENEMN
FfERF., #EH SDKs XA F A IREERE F M,

HEconfig#Mcredential sXHERA AN M |, XN EBE ASCIl FH/F (UTF-8 /B ) » BNIX
HBEMHA IN XHHFER.

HEconfigX#HMcredentials X 4


https://wikipedia.org/wiki/INI_file
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L& X AF

HEXH config M credentials AR ESIFENEE X HMEXEK, ITUENXHPRENLSZNEE
X, UeIBTFRNRELRELANA T RN XHRE,

MRKREERENDE [default] BENXH , WZEENHESESH SDK A TEREFRANE. £
AR R IME B , B NREMABS| AXEREEXH, SMEREXHHRITUAREENNARE
FHZSNEEERTENRENE.

® Note
[default]RR— M ABBNEEXH. WEEBEXHZMUA®E Ndefault , REERUWREA
FRIEEREBNXMH , WER SDK EANBRINEEX . ©THEMmEEXHREEZENRIA
B, MREE[default]|REXHHPIRETRELERNS , BEREGBHEEXHPHITIRE , NE
FERGEREEXHFRTLEEZE,

REESHENDARE

[defaultIREXHMS M ENEEXHAIUEETE - MNXHF, E£ETRER , FANRTRE

I FIEH SDK A TEERABNMEEXFIRE, BEXHFBATNERGFIEE  AEEEARNESS
1%, AWS CLI

BERBLUA TRz —REE L IEE :
AWS_PROFILE-SRFZTE

SR REEBREN S EEEXHH BRIN” 6, A SDK XM AWS CLI &5 #8 6 A % B XX 4
PRIRE.

Linux/macOS B HITIRERELEHN R
export AWS_PROFILE="my_default_profile_name";
Windows BN G BT IRENEZEMN A

setx AWS_PROFILE "my_default_profile_name"

BB
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aws.profile-JVM R&EE 4

3F JVM EH Kotlin X SDK FI5& A F Java 2.x B9 SDK , fRATBLIEE RSB . aws.profile
SDK tIEBRFEF iR , CRFEATERENGTNRE K RFZREETRBIEEE. AT
Java 1y SDK 1.x "X F I RERE %,

(® Note

MRENNARFETETSMNNARFNEBRSSHE L, RNBWERLERAGREEXHTT
RN B X, NERNEMN AWS NRAERFH2BHRMMIARENXH , FEEMZREH
T, At , IREMAEH T HNARFORMINEENH , NAELTEFEWEMNARE
Fo ATBHEXMER , BEHXZconfigHFE — I BNEEXH , AFBIERDG
FREGEREXHRENABRFFEAZDEEEX . MREMERSHNEEX4HER
BRAFWENZLAERF , VWA LERTREES VM RERERREIZEEX .

P B SRR

config XHFHAAZANTH, TRE—IGFENRERES , E—ERFZINBRE — M EITHLE,
config MH4BEAUTHAMNMA XA

- THHNMBESLRBEHEXHA setting-name=value B —fXF X,

o AIBLBE UAHESFR (#) FFAKERET.

SE 3l

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default]RME—FEEpprofile RIFRAFHE E X4,

THHRBNE—NE [default] BEXHHER config X, BIRE Tregioni®RE, EITZ
EWNMAERE , BEREIHMYXEL L , 9B TFHEEXHN -5,

BB E R 6
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TEMNITRA : [profile dev]

profileEWENTR— I wENEESE , ZAUNNENATARNF AR, EEFH THRGH
BEXH , FEAREX TEREXHNED .

UTFROIERT —Mconfig@BprofileBEEITME NN B BEN X oo, HELITZEMAR
BiRE  BEREIE MO RXENLZH , BRUHBEE X —85,

[profile foo]
...settings...

HEREFBCHBREFRES , FIMUTRAIFH s3 REMFIRE, BERE - ISR T
REGHMKER,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

A : sso-session
TENXITRH : [sso-session my-sso]

sso-sessionHAENITHE T —HIRE , A TEEEE X4 AWS EHF AWS IAM Identity
Centero BXBELRIBRFHRIINESFEER , BSH £/ 1AM SHH 0K AWS SDK FI T E#1T
SRR, BBEXHESEEXNGEEED sso-session 1, HH sso-session 240 , W sso-
session WEMRME , Hli sso-session = <name-of-sso-session-section>,

UTRABET —MNEREXH , ZEENXHFER “‘my-sso” FH T HEIRE
“111122223333SampleRole” Ik~ H “ IAM BEREH AWS iE$, #EprofileTH , £/ sso-
session BB FEI A “my-sso” sso-session T,

[profile dev]
sso_session = my-sso

BB E R 7
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sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA : services

TENITRH : [services dev]

(® Note

ZservicesBPo X RSB ENKRBEN , HENESSUIEEMN T A SDKs T, &
BENIIEEEEATEN SDK , E2 0 Support AWS SDKs by T E LT @RS IS EN S

/AN O

servicesBAEMNITHA T —ARN AWS RS BREEEEN KR HETANIRE, EXHEIEE
X652 %] services T, HEfb services %4 , B services TEMEE , i services
<name-of-services-section>,

ZservicesH At —FHL<SERVICE> = T H/NT , HF<SERVICE>ZFR AWS RS iRE,

¥R AWS RS 1%?%? AP BH Az $’§*serv1ceId§§$@ﬁTk‘J*ﬂ% HEmEFRINE, Bx
services WHEFANMERSHIRFAZANIIR , FZRBEETRSNIHSNIFIRET. BRFHFIR
REZAEEHERENRE , 8/MRERMKIT , B ﬁﬂﬁ/\ 21

UTRpIEAservicesEXREEIR S , FHENAT @ Amazon DynamoDB RS & HHViE K,
f£"local-dynamodb" servicesTH , ffservicesHARE M5 Aprofile®, #r AWS R%
RAFZEARdynamodb, Amazon DynamoDB RSN MN&EEFF thdynamodb = . /SH & RAVE
FHATWIEEZNTH , HEATZES.

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

EXEENRRAEENESZER , BEARETRISNIRKS.

BB E R 8
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credentialsXHHIMNBEEconfigX4HANAER , E—HNFREREEXHID T =2
Bigprofileffk, EARESZRANEAREXGEHREEG, ATREAERT —NMNENNBEE
Ecredential sXHEBH KIS Hfoo,

[foo]
...credential settings...

REUTHAR N2 BB IEETEFMEcredential sX

i : aws_access_key_idaws_secret_access_key, faws_session_token, RE A LUFIX
ERERERZEconfigHH , ERMNBUEANXEHBERTFELMcredentialsBIXHH, X
B WEL4E  BAURNEN X REE IR,

THHRANE —NE [default] BEXHHER credentials X, BIR

Eaws_access_key_idaws_secret_access_key, #aws_session_tokenZFi%E,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

FTitBEX R ERAmEREEcredentialsX#HiE R default |, WK FIEIRESRNSXHH6E
AHEBEEconfigXHBHNEMIEESH ., WRFANGFEERLZHEEFNE ESTHFHNEIE ,
T 4% 30F 3244 B9 BB 4R 4R oo

ERMNE XKL Ecredentials X configAWS SDKs fl T E/Y{u

[

HEcredentialsX# AWS configfIXHRANXAXH , HFEE AWS SDKs MITENTERE
B, XEXHNTENOARBIFES |, B SDK RBREZREFEZITH AWS CLI Gs S BEIEMH. A
m, FERECHITEN EHE Amazon #4186 L3 1T &6

4 SDK RTEZTH , ESRERXEXHFAMBAAMBTANEERE, MRARXEXHEHTFE , N
SDK T ELAF | BEAR 4,

BRUABERT , XEXMHUTERANNXERSP . aws , ZXHRAL T ERhomeZH A/~ X HH A,

FAE AR 9
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BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

E B B
~MUEA TR T BT E B RBAT -

- JFEREEER
- ZREEENR/RTFARENDRBAF. & Windows £~/ , ~\FHEEBEMNEEE F,

EHREEA RN , 2REUTEE .

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVEFIHOMEPATH¥REZE £ /Y &R EX () $HOMEDRIVE$HOMEPATH
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

WATEE  NMREBETXEETHFNERS (S, ~username/ ) , MFFEEMNEEROAF

BWERHBBEF (HIW , /home/username/.aws/config) o
BFRUXEHRIRIAME

ZRIMERANTE—AEKREE SDK S T EMEX L X HHLE.
EANRZE

AREATHELE | FXEXFNVERBEHMMRIAMEERNEENE :

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B R
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Linux/macOS
EAI LA AE Linux X macOS LEITU TS Hn B RIEEZALE.
$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name

$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
B LAUBE 7E Windows LiZ1TA Tsetxtp B RIEER AME.
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name

C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

BREAREZERERENESER , FEREANREEHITTLFEE AWS SDKs M TE,

FAH JVM RERB M

FFE JVM EZTH Kotlin FXRTEGMERT Java 2.x B9 SDK , BRI LLRBUT JVM REE M |
FiXETHNNEREHMNRINEEXNBENE :

« configX# JVM RSB : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXWMANHEE JVM RSB MM |, B3 [@the section called “t{aE & JVM REEM". EATF
Java ) SDK1.Xx FXEFXEREE M.

FEHANRETEHITERBLE AWS SDKs flTE

HEZERHT S —MEEANTENEERRBILT AWS SDKs MEFEN T E. RREEBATHTRE
ARG B REXHFRENRINEEX . BRASHIFNHREENTIXR SDKs , FSHKE

BEEIR.

IRTAY 4 STl 7

- MREBERAHETEREERE , WEHBENHE AWS configfcredentialsMHHHEE
XA g E

NET 8 11


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWS SDKs f1TE SEEE

WMREE AWS CLI f BITHERASHKRIEERE , WZRENBSZEEXHPHNTEXTENEE
MR REME,

IR ERREE
TEANRANBEMATUHRAAF REFEEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MESHAPRELTE , JETEBERRNSFEFRETR.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

B set REFEBELTEQCTRFANE , EFYIWTTRIAFRIEER , IEEIENZTERE
REME, FH setx BENR BT EAF NI SRR AENETZT S R ENMAET SR
TRHSERFERANE, EX FMEETEZGSRNELXZTHWEMEG S shell,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

MRAE PowerShell RRFLRBAREE (WHENRANT )  NEAKESH LEHRL
RERRFZE. EEHS EE&EEFﬁ*ﬁ‘éﬁﬁ PowerShell s TR AFLXFEFREFE , &6

PUECIR g2 8: Ry = 12


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AE4IERTHNRENARFTHEHEE, 3E , SUUBEDNTERNEEH PowerShell P A&
BHRAFTEARXK PowerShell 2 FREBIZEE, BXEFMHNETESECERENRETENES
8 , i5Z@PowerShell 3X#4,

ERFHHREREIRE

MREFEALERSBREAATIH R, WEFEMREMRZENET, RIBFENESR BN ERLE
BRBEPETHNRBEATRANREREENHRMELZE , XEFRRFRRLL

Hlan | EH AWS Lambda , AV EEZREHETE, EX1FAFEE , 5H (AWS Lambda FF & A
GEE) PHFEHA AWS Lambda BT E,

EXRFHERY  BEATEMMRRETHREEZRATH serverless.yml XHHiRE SDK 3358
T8, BXi% serverless.yml XHWER , FZRALTRFIH[ELE TN EMINEERE

TREERABRHFRIIERRNELE B - LEXERRR[RE , flNE EXHNESTHREHE
ZTE R Lambda IERKNEE. FFLEREERANBTHRNE I , UBEMNALERREETE UK
REFEEMARE,

FRH JVM REEHHITEREEM EA T Java B AWS SDKE A
F Kotlin B9 AWS SDK
JUM ZEE MM T B —fAEREERE JVM £iE1T SDKs BRI FERE |, flwn sEH T Java

B AWS SDK #l, iEH T Kotlin B AWS SDKEX XN JVM REEMMY|X SDKs , BSHRES
%,

IETRAY 4 ST 7

- MREFEAH VM REBEREERE , WX RENBEEZERRTEFRINTAERIMARE
AWS config fMcredentials XA HIELE XX H HNE Y EA{ES

- MREFEARETEREERE , WNZREFEENLE AWS config Mcredential s XHFHHY
=R & I E=4: AR R CIF =

WM{ARE JVM REE M

LA BEZR A ARE VM REE K.

RS BRIREEBRE 13


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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EawiTL

ERAFXEAGTN , EFHTTLRE JVM REEM. java -DERFBERBDHABBRZZE , BN
AT AIMERSEFREIT AWS Xif £BiE.

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MREEREZN IVM REEM |, B2 XIEE-DRER.

ERAKETE

MREBTEHRGHITRAA JUM RizTRARERF , WETSAfEHIAVA_TOOL_OPTIONSHREZS 23K H
BMSTIEN, Xi 5 EEENE Java E1TH EIE1T AWS Lambda EBSREH#RA R JVM iz TR
EBERTIEEER.

BRIEBEREFTHEBESZE , BT RANAMERSEFHHIT AWS X5 £ 5B,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REMRZEBCEFREANE , BEE Shell 2EERFUEFEFZEERENHME, BIHE shell
MEFMAFRELTE , IEETEEARARNSEFRETR,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

£ set REFFEXEBCFRAEANE , EIHRTRTINXEESR , REEINEFZEEBRE
NEME, £H setx REPRZEBREFRHAN S TRAFRXBENEZETZH T RUENMAD SR
AMIEFEANE, EF FRESTZHTHELETHHEMST shell.

FEiz97RY
AT AEZTRERA LT ROIFTREISystem. setProperty FZERBHIRE JVM REE 1.

System.setProperty("aws.region", "us-east-1");

TAEE M ZERE 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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/A Important
1L SDK RS EFFin 2 BIiREEM JVM REEY , BNRSEF iR AT ERHME,
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FERAMIEHRTEHEIE AWS SDKs i [H]

EFFR SAWS DK NABRFREAEFEAN AWS TErT AWS RS , BXAEELNRBRIENS
BRIE AWSH R, LABERAENAXEEX AWS RIRNVHEZEL RN , EHFETURTAEBETH
IR A A AR AWS 15 R ER

Aith ( F1E AWSH ) iZ1THAIDRY S 5 10U E T

- £A IAM B4 0% AWS SDK M TE#HITHHRKIT— EN T2 HESKE , BITEW AWS
Organizations & IAM Identity Center Bt & AR EE A AN EXR AWS K, fRETBAFEH
BIZ B AWS IAM Identity Center , £/ Microsoft Active Directory , £/ SAML 2.0 & A2
(IdP) , REFIREY IdP BIHER S RIHF, AWS K EEF LW X 2 E X # IAM Identity Center
B ZH Amazon Web Services —fixZ# H#y AWS IAM Identity Center £ im = A B Elo

- M IAM Anywhere £ &3t 1T 5HKIE AWS SDKs #1 T E— BA LIEA IAM Roles Anywhere £
IAM R R EABZITHIRS R, DRNNAREFESIEASREUIGR Z2IE+H AWS, EE£A IAM
Roles Anywhere , & THEAEXMER X.509 iE+H,

» BIE-NAE BRI AWS FiE AWS SDKs F T EH A E— BATLUNE IAM B &g e 7 # R
RABET AT AIE AWS BR.

« A AWS 75 A # A 1T B HIE AWS SDKs M TE— HM A8 R ARG ERAEEE M AWS BiR%
2RI ET

£ AWS HERIZ TRV (CHE Y & IR UE AT

MRENRBELEIT AWS , MIERAIUABHRMBEEVNAERF. fl , IREHNNAREFREER
Amazon Elastic Compute Cloud £ , # EFESZERXEKN IAM A€ |, NS B3R HE SN
BEF. B , MREFEH Amazon ECS = Amazon EKS 288 , A ABEN ARENZTHABES
BREFRIESNEIEREEFEZEEIREN IAM BBIEENIES,

- A IAM AeXEEE Amazon BRI AEFHITSHRIUE EC2— A IAM B &% Amazon EC2 3%
Bl L =24 TR N AR

- FBAILUEET AR AWS £/ IAM S4B 0HTHRERE :
« AWS CloudShell B FM\#ZHIA1EZ1T AWS CLI 55,
s BZEHNRHTRXARERETZIMMEZE , ATAEREH Amazon CodeCatalyst.

BEET Web N EHRHEERITHHRIL - BHHETEF KN Web NARRF



https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html

AWS SDKs f1TE SEEE

NREEHEERFZLANBINABEFIETEF IR Web NAERF AWS , BHEENNARE
Fr, EHBEBER Web BXE S HRIEF[IERIGE AWS B2IEH,

FA Web BRE FHRI , EFEECNEBENEZRBREEECHAFRSH. R , NARFAF
AILAERAANBRNISEBIRMEE (I1dP ) ( HI0 , Login with Amazon, Facebook, Google SR4E{a E 4t
OpenlID Connect (OIDC) # &AW IdP ) &%, 1A AERSHRRIETHE , AENZSERRF ZRS
PR IEE R AWS | ZIEPREENEA SN TR IAM A€ AWS K,

ETRMANIEN SDK HTERITRE , H2H RIXASEAMNEL S OpenlD Connect #1754
KUrA T E AWS SDKs

BXBHNAER , ZER A Amazon Cognito, Amazon Cognito £ G EIEREBREFH NET
BFZHEEHRIETE, BXEZER , ESH IAM AFEREP T Amazon Cognito A F#3IR
AR,

BXRFHEENESES
| AM BFERESE U TEXRZ LS AWS RIRIBRNER

- IAME® (AP, AFRFENAR ) — THRHPSHNEMAIIR AWS,
« IAM AN Z2RESE — REFTTHABERF X AWS NARFNERNZEEI

Amazon Web Services —fix5Z& EE L TEM AR :

o THRFIREVEHY AWS EiF - 86 & M L2 5 N in R Y 15 R B R BN E B Kk

AIAE A 1AM 513 /0TI {E B 1045 38 (TIP) &4 AWS RS

o M TIP f@AF#H TR AWS fRSF— MREIETERN Amazon Q Business EM X E 05 5 (05 1B
REeIENARER , HEEEMER ERT Java B9 AWS SDK = i& A F JavaScript B9 AWS SDK
A LAGERA TIP i@ RE L REUER .

AWS f3# % ID

£ AWS TKF~ RATREC L MAREE6I/EMN AWS WEE ID b . AR AWS K £ Y /RBIZER
AWS BRNBJ[/HNXLERRREMELLIR | BFRH AWS EE ID KRER— MM, BALUFEH
BF AWS WEE ID LinMFREILEMRS , Hla1 Amazon Q M Amazon CodeCatalyst,

AWS HE%E ID 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
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« £ AWS fEE IDAWS B A EEERE — THNMCENER , AWS fHE%E ID 7 THEERK
2 ID RHENAR,

« CodeCatalysti#f=- AWS #2 & ID £ Amazon CodeCatalyst Fi 155 H- 7 ## 2017 CodeCatalyst
£/ AWS & & ID.

A IAM 54505 AWS SDK f1 T E# 1T 54K

AWS IAM Identity Center 2TEIEAWS T E RS EFF 4% AWS N ARRFEHERNIRM AWS ZiEN S
o Bl XFELUF BRI LHE, MREEEFERENT L EEEITESR (Amazon EC2) 2
EM AWS BIEHTIF A AWS Cloud9 , EAEBIIEH N MNIZRSIREVE S

EARYESF |, B2 1AM Identity Center THEIAXR |, HEFER AWS HRITFEM , AEHNRGEF AT
B a5 T EfE RN AWS CLl,

« AWS FRITFREFHEF IAM 4RO, URL BIEXH d-
XXXXXXXXXX.awsapps.com/start =& your_subdomain.awsapps.com/start. &F AWS
BRIIFGE , BAUEE AWS IKF ERZAFRENAES. WWIRER AWS 15E[]F3RE SDK/
TESHRISEMENEEE.

+ AWS CLI ITREBSHHAF R IESRTE , FENEHRBE N AP AAEMA IAM F3 0
SHRIE, k—XMIRLEHENHLE AWS config¥ , RARELZETRBINBEN SDK
TEFERAEXH

FRFAF
EF BT R N, BREERRA TR :

« WMRERE AWS IKF |, BIEM AWS IKF.

- MBREERBH IAM BHHL | HRBAWS IAM Identity Center i FiERHIHBAE A IAM &7
e

£/ IAM Identity Center BLi& L2 5 =\ 17 (A1 X BR
B 1 BT EANR 3R AR RO AN PR £

BT Bk —KRiGRIEHN AWS iE$,

IAM Identity Center & {331 18


https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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i KRB 1AM Identity Center ¥ 37 1/ 8] X BR

1. RERAFERETBHERZIA IAM Identity Center B B & F 7 175 7 AR BRIZ IR IAWS 1AM Identity
Center AP H R MEEN R,

2. AdministratorAccessiBREFANATENF X, Hix , BANEWUEATE XL
HPowerUserAccesstX[RE , BRIELCHEZTNLBENGIE T HENNRRE,

BIXZBEARIA IAM Identity Center B FELE A 7 17 IR SR ITIRME , BIX—IR :

- BEHBIBAdmIn teamBEA , TR —/Dev teamBil , A FEBR N EAS,
« BULERARMERF , BXAIFZAFPRINEI#FDev teamif i,

- SHBIEAdninistratorAccessiXPRE , FMBIEB —MNPowerUserAccessPRE , REFE
HERNIHPDPNRE,

SERE  IREZBELTILR

« —/\Dev team’/N,
« Dev teamBHARIKIMNPowerUserAccessiPRE,
- IBHAFEMAEDev teaméd,

3. BHIITPHBXIXEZRUEFZEN AWS IKF fAdministratorsiik
IMPowerUserAccess, PowerUserAccessTEFEHAEHN I E/SDK B,

K24 AWS AILUBNEXEENIRRE B M 1RMME ( fI20 Microsoft Entra 2§ Okta ) #1714 R]

AWS B S REEAFMNITFMEE R, MRENZEERBR TEPowerUserAccess ( FF&E ) X
BR , W& AWS Ik 2B EEERFRINRNNRE, EENNRERHZL , AUBEREXER
ZRREF R URE S X TG EIK F HIED,

BEXSKSMARLFTETENGEER , SINFRNNRELH. MRETHEEZCRABMURSE , BHRR
IT EIRNAST SR# B,

HEL AWS ATUBEEEEEMN AWS TR TR

AWS B@id AWS iHE[TTFA &R, MRENZEER SMMERT PowerUserAccess (FFRAR ) X
R, B EINEEDHRIN AWS K MEHNNRRE. EENNREBMZL , IUFRBEXERZ
RPBREEF 3 2 A gm T2 5 =X 17 B K P B9 T,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 19


https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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BEL AWS BN EFTEENRS BEN SR RHAREHITIER

BHERRER 1T HRAAT KA B,

S 2 BE SDKs MEA IAM BHHLHITE

1.

EENFTRITEN L LEZHH AWS CLI,

a. 20 AWS Command Line Interface FiFi§R R Z 5 EF & FTRAH AWS CLI,
b. (®i&)ERIFRAE AWS CLI EFEET , B AB SR IFEHIZ(TiZaws --versiondn

PN
T o

BFEAWS HE[TF, BNEETRESREAME URL,, iEEIRBISR 1 B IARNRE
I B FHRHIR15Z URL, WRZE , BEMVEGER LR IENAWS 15 ETF URL https:/
console.aws.amazon.com/singlesignon/,

a. EAWS HRITIFHKFET G  EBREEENDIAKF . NETENAFNAR®, E&EF
8] 240 LRI ST RIE S A NN REN RIZTH RIRR, FEHAFE YLK PowerUserAccess
WPRE , RELRENWE X RENEARBEE | LEHENRNA T X

b. EIRBUSIEFIEED , %R MacOS H Linux 2 Windows , EABURTFENIRIERS,

c. & IAM Identity Center FRUES EIRENT — NS ERFTFERY Issuer URL A SSO Region
B, & :SSO Start URLAILAEE#REM. Issuer URL

£ AWS CLI SRR T , &fTaws configure ssofm$. HIRRH , MAEL—SHhkE
WEEE. BXIt AWS CLI wSHiIFARFE , B2 R FEMaws configure sso@mSHEEZEHAN
ABER

a. XTFIE/RSSO Start URL , BFWI ALIKBHEIssuer URL,

b. NTF CLIBRENXHEN , RIMNBWEEFBdefaul tif A, BXUWMREIRIA (B
F)REXHREXBERETENESR , BSH BE .

(T ) £ AWS CLI R T , Bd&ETaws sts get-caller-identity@mH#iIAESD

2EFH, MANRE REEER IAM Identity Center X PREE,

MEEFERAPR SAWS DK , BELZNF XIFEHR R SDK tIENARERF.

a. XNFEL AR SDKs , EFEA IAM Identity Center B3 UE 2 8 , SSOOIDCATT H {5k
Ha (FIINSSOR ) RINBIEH B ARFF., BXFARFE | HSHRBEN SDKo.
b. MBERCZAEE TXHIHRIRE AWS , HFEEFENHEE AWS credentialsXHEREEEM

RN BRAWS 15 R %4H, BT 7 REEIFREAmEE (%% , 7£ SDK LT EMEA IAM Identity
Center ZiF 28l , WA RBBRAABEEHRASEIL,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 20


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/singlesignon/
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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ERAT#E SDKs M T E{aEAMGEALEERFER , FSR AR AWS SDKs F1TER IAM
BH 05 AR E S,

EEEEHRZconfigXHHEE IAM FHFOREREIRE , 52 ZAEMIAM Identity Center FEiEiE
HEFH,

RIFRIF R E&3E

BRE R PR R AN T H , SDK S TEFER FHRIEE IR, MNEPRRTEAEENSFEN K. E
EEERBARBFIHEITFASE , AWS CLI E#EAZ{Taws sso logindiwo

& BAEEK |IAM Identity Center 15[ 1P RiEIFEN RIFNRESFFLENE, XSEKEEFTER
IXER AWS CLIFZ B F2aliz{TRBNEE. BXEZEER , 28 (AWS IAM Identity Center F
FERE) FRUTES :

* 1AM Identity Center RiERFLERTE - BLE A~ AWS 151817 S1E LT A
- NREXFHFEMNE - REXFEFLNE

wn{a R R AWS SDKs f1TEM IAM B 470 B 5141 (7] &

#>< IAM Identity Center R iE

AR ARAB I F B T ## AWS IAM Identity Center EHNABNEE, W THEA-LSHRIEHMS
AWS SDK X #4 APIs fE K& #5 IAM Identity Center T fE, HEXFENEZSREHEEL

TRNMETEREMRZEBNXR,

IAM Identity Center & #r SDK API &% R
Identity Center Sso RECEME AWS £ 5

B2k, BHTaERBEB

9 , ssoAPI &5 & Z R IRFR
BHEBEW. BXRESE
B | BEZ @ AWS IAM Identity
Center ISR H IAM

Identity Center E&n & o
IAM Identity Center 2% & ATEREL:SEFNEFE,

RIERI P A B &1E 21


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed

AWS SDKs f1T& SEEE

IAM Identity Center & #r SDK API & #& iR
EEREA
AWS 57~ Mk &H9 1AM Identity Center

WFIHER URL , fi0
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com/start . BEREH
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T #% SDK ZH#EM AWS ARSS
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B3 AWS FEF&E
- FAZHEIEERSFUFRIZIE,

T f# I1AM Identity Center & {33:iE 22
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- f£/A AWS Command Line Interface (AWS CLI) FfJaws sso login@i®., MREEEEENS
i, XFHE3—NFH IAM Identity Center £1&,
- BHFLER , £FKEIRE IAM Identity Center I RIFT SR BRI T, AWS CLI & FERFH
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- MREBELFE—NEHLE , MiZAWSCLI i RESFANEL2E , HEFENELEI BT
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s BRSENKEERE 90 X, BUBDHEZREFHNFER,

SDK #n{aJ3REX AWS BRS5 @iEEiE

SDKs AWS RS HEBRNEBMNRESEFACEF BN R , BEIFENER. HHEZ AWS configXHH
EEBEXHEE S IAM Identity Center FZiE AT |, A 1AM Identity Center SREFHT &K N 72
FHES,
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Z APIs £/ IAM B ORE QB R E sigv4 WiEH , REFXITESIER IAM SO0 1HE T
RELIAM &, It IAM 2EHRANRELE , CETERE IAM SEEENRGET R TEIN AWS 77
A1 PR o

- NRELIFEFLERE S IAM Identity Center & iEFLERT AR 2 FiREM,

- ETHIMMITRENRESTFRFENE , HSFAWS IAM Identity Center AP BN IRELER
Zead A,

- FER , EAZH S AWS DK API XX | IRFREAWS FHE N KM sigv4 Kk,
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. ENRESFEIH A , BN RAUERXENREZIELEIRE,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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- MRFETHE SDK ZRXFEATHETH , SDK [FEARIF S ERZ XX GRS, 1AM
|dentity Center &fF Rl 5181 IAM Identity Center 15 R]I] P &FEF L AHITHR. MR
THEARTH |, IAM Identity Center fF£ /8 5 — N B & 8 TR AL

- WIERSEATRTRHATEFRNNRERE | A UATRETHE S R EIL,

B2 , R IAM Identity Center i5[E [ TR 2EETH , WFARLRFHNHRISHE. Rt , TEEHN
PREFLENE, RENAEEFHNEFNREQENKEN , TR ( #Elﬁllﬂﬂﬁﬂ%‘%% ) o

£ IAM Identity Center 2FZIH/G , TAIEHEF KN RBE[LLED & HRIE, XERNKRE
ENREZIE. EZHEEERNHESEZE , ENKRBELEE0EFTEFHATHE uT:ﬁ?r*ﬁﬂ&o

BEME2Z , Y SDK EEHFHNREZIER , SDK 2B AR EMEERNNIEZIEHERIXLEEZIE, T
BRIERHNME AR , ARFIECTHNNERTPin , XEEA, REFIE ﬂj EUETCR , M
SDK 1AM 1AM Identity Center API SRIRENFTEIE. ERA APl , EEEZEHRTHE, RBESED
SH , SDK A RIF =R M IAM Identity Center BRSSIREUGHT B 17 18 B A& Zzu%ﬁﬂ’] IAM Identity
Center HE[TFRERIH , LR TSR,

A IAM Anywhere A3 1T 54K IE AWS SDKs f1TE

EAILAE A 1AM Roles Anywhere 7 IAM R R EATIZITH RS SR, RSN ARFEITEATIRE
5Bt 22U AWS, EfFEA IAM Roles Anywhere , & THEAFEATER X509 iEH, BH=ER
ANREAMENIEHMFLL , SUHERN IAM Roles Anywhere BB N EiFRHEE,

% 1% : Bi& IAM Roles Anywhere

IAM Roles Anywhere 12t 7 —f3RERESABZETH TEARDREN @EHERH T E AWS, SiE$H
MANKIEIEEHE , SUREERM IAM A/ IaetEif, ZAERELENARBER IAM Roles
Anywhere # 1T & 4 RIE TSR TEABFREHNNR,

BXREEFTHES. IAM SEH IAM Anywhere BEEREXHHNLSER , i5Z 5 IA M Roles Anywhere
A s pIkEL AWS Identity and Access Management £ & /1 6 25 F 4 M fil B 24

(® Note

IAM Roles Anywhere Fi P i§R PV ELE X458 = 1AM Roles Anywhere BRS5 H R —Md 4581
2. EEHE AWS configXHFME ESXH TR

IAM Roles Anywhere 24


https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html

AWS SDKs f1TE

SEES

58 2 & . £/ IAM Roles Anywhere

EM IAM Roles Anywhere SREUIEAT L2 £ ZEE , & A IAM Roles Anywhere 1R AtHEUEBIF
B 1323 IAM Roles Anywhere FIE H um&o

BXRTHEZIERBITERNE , 525 IAM Roles Anywhere F 18R HIM AWS Identity and
Access Management 1?:171&35%@@5#@“46 RREIEP,

=R E IAM K Anywhere IfffZ £ 5 AWS SDKs Ml —&£H AWS CLI , &

A LAEHZ AWS configM ¥ ElBcredential_processi®iE&, SDKs # AWS CLI

X ¥FHATFcredential_process#{TH MRV RERIERMEF. TAETTER
Bcredential_processH—ix&H,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

FiET

BIFTEH credential-process T LE credential_process REFAHFRAE JSON #EHXIR

BlFEHELE, FEE , HTEMNEEEFH  MREEMNEE TIL. fFEEAUTSH .

« private-key - £EFERWILANER,

- certificate — IEPMHERE,

« role-arn- ERNHRRGHFIENABR ARN,

« profile-arn- NiIEEACSRMHRFHEEHH ARN,
* trust-anchor-arn- AT S HBRIENEEHEN ARN,

BN SEE AFRMEEPMNASE, FFE=/ ARN EEBT LM AWS Management Console & #l,
TEERTHEconfigH , ZXHEE TMNBFITER R EILE,

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BXUGESHMHEMAE T ENFAEFE , BHSH L GitHubfY IAM Roles Anywhere EiEB)F,
BEX SDKEEREASFNREZIIRHEENFHAEES , BSAXRERPH #EZIERHESE,

BT

% 2 % : 5A IAM Roles Anywhere

25


https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://github.com/aws/rolesanywhere-credential-helper#readme

AWS SDKs f1TE SEEE

BRig— 1 NAE S HKIE AWS Eif AWS SDKs I TEN AR

BRiZAESREA AR ZEEURIGRIERARTEFRN AWS BIR, XLiEaEiE R 7R E48
ID., MFFRIZBAMELZETEAR. BT HER AWS Security Token Service ( AWS STS ) APl ER
MWEZER , HSH (AWS Security Token Service APl &) HiIRE,

BB SDKFTERRKAAE , UAECUBIFARERANBESE, IAM BEHEAE Amazon
RIFEBH (ARN ) HITH—#RR. ABRESE—IXERIUEEXR. FRZACHTEXRETER—

N AWS R H 5 —PREAWS IKF, BX IAM ABNESZ—KRER , 28 (AM BFERE) F

B IAM B,

R IAM AtlE , IREZINZAGNEE , WILUHEN SOKHTEEENEAZAER TN
PR o

(® Note
AWS ZEMCERR ATREFEAXBLiRT S HEERLIRT RAWS X,

KA IAM A&

BEAER , AWS STS BE—4AIRN RIS, XEFIERE S —MEREXHSETRBH KGR
ReF. REAWR , SERABT—NKFW AWS IEH |, BENNABRFEERR S —NKS P HEIR
i, 2EAXMRENAERATR,

TR1:RE IAM A&

BiREEH SODKHITERRABE , KALUBRTIMABERANBEAR, IAM AGEAAE ARN
HATE—IRR. ABES - IXEEUEEXRR  BRREENKFASATEK,HR. BETHRES
8, 5ZH IAM AP FHFaeE IAM A6,

S®R2 BESDKFHITE
F SDK I EEENM credential_source 5 source_profile JREUZEIE,
credential_source A F M Amazon ECS &85, Amazon EC2 LHISHINET & HIREUE P,

source_profile AFTMNE —MNEEXHIREUEIE, source_profile kA tsE , IR EXH
MERER , RAEFEARANAGRRASZ -1 AR,

RKABE 26


https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

AWS SDKs f1TE SEEE

LEEREXHHIEELTES , SDK N TEL BN EWAMEN AWS STS AssumeRolefy APl, &
BEmEAERKLRANERIGINES , FELE AWS configXHHFEENATEEE, BXRXLERE
FENESZER , FER AAACKIERHAERE T,

« role_arn-kRBZLELSR 1 POIEN IAM B
« BLE source_profile = credential_source
« ( A% ) duration_seconds

( A% ) external_id

( Al ) mfa_serial

e (A& ) role_session_name

LTRHIERTHE config XHEHFRMABRETHNEE

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

BXRAMBERASCKUERHEFRENFEAGE  FEREAERTH KABSCKIIREHASE,

RigABERAMEH 4R OpenlD Connect #{TH R RIEMTE
AWS SDKs

BRIRAGFSRER AR RS EURFEERRTEHRIB AWS BiR. XL G EIEH R 24
ID, MBRBEBANZESEARK. BT #BAEX AWS Security Token Service ( AWS STS ) API iE3K
WEZEE |, HS (AWS Security Token Service AP| %) hfyig{E,

ERELZHN SDKRTERRKAAE , XAECNESIRERANBEAE, IAM AEHAE Amazon
TREM (ARN ) #HITH—#R, ABES—IMXGBIGEEXR. FRAZACHAIEXATERN
& 5171275, OpenlD Connect (OIDC) 5 SAML Bx&k, ETHAEX IAM BENEZER | 23R
IAM AR EEBHPNRAREHN A E.

EENRGETRIEQHEE IAM AEF , IR ZACEENEEENSHRHEE , WAl -5
BELNRHT R TEIURAZABUREWE AWS iEH,

WHEAG (Web) 27


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html

AWS SDKs f1TE SEEE

® Note
AWS REMZERRATREERAXBLET LAHEELNLIRT RAWS XiF,

£ Web &5 OpenlD Connect ##1TBt&

RAAER NS 5 H1RER ( 6]20 Login With Amazon, Facebook, GoogleJWTs ) 12## JSON K
FohE () SRIREUG AT AWS iEF AssumeRoleWithWebIdentity., BEBEECMNFERAER , 11 IWTs
AREH AN ID DR G RIS, BHETUERARE OIDC KIMDIUFREN F A RAR (1dPs) IWTs &
& , fl7 Entrald =, PingFederate

mREAE YR Amazon Elastic Kubernetes Service , Il th ZhRE B i & 7E Amazon EKS £&#H &8N
RFZKFIEETRRE IAM A€, X4 Kubernetes ThEES % & JWTs EI{RH pod A , ABHIZEIER
HEFERXERBERIRIGFHES. AWS BRI Amazon EKS BEBENEZE LR , H5H (Amazon
EKS AF1ERE) PHRSK,H IAM £, B2 , ¥ TEREMNEI , RAEBIWEHA Amazon EKS
REE M, AIRREMN SDK ZHFE.

TE1 . REFHIREHEN IAM AR

ERESHEE AP MBS , B IAM B 1RMHE AWS BRI IdP REEE., XFNESE AWS Ik
F FHER IdP Z B EF. £fF SDK BERFEA JSON Web T (JWT) 1T EMBRIEZF , A
FREFRRME (IdP) MATHREN IAM A&, EHTRE , F5H IAM AP EBHPH S Web
5= OpenlD Connect k& 5 RIFAE ( BHE ).

SHE2: BESDKHITE
¥ SDK R T ERBE R EFARE M JSON Web £ 18 (JWT) AWS STS #4175 H1IE,

LHEEREXHFEERIA , SDK T ELH3AEFERAMER AWS STS
AssumeRoleWithWebIdentity#) APl, EfEH Web BX& B RIIRRMFERIGIED , FEHRE
AWS configX#HHiIEELUTEEE. EXXEEEZTENESEFR , B2 RAARKITRHEER
E o

« role_arn-RBEELZER 1 HLEN IAM BE
« web_identity_token_file - XB\EB IdP

« ( ®i& ) duration_seconds

( AT ) role_session_name

/A Web &8k OpenID Connect #{TB& 28


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html

AWS SDKs f1TE SEEE

LTRER Web BRRABBHNHEE config XHBEERH :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:r0le/my-role-name
web_identity_token_file=/path/to/a/token

(® Note

BXBHNARERF , EZE A Amazon Cognito, Amazon Cognito &2 & 3 EIF KB F H
NIETRIFZBHEERRIITHE, B2 , Amazon Cognito S A EEE TG E it 5 DR 4L 5B
BEEE SDKs MTERUES, EifE Amazon Cognito APl , FEEH SDK T EMWE
HEHIDE Amazon Cognito FRS & Fim. BHXAE AWS SDKs , iEZ# Amazon Cognito FF
REEREPHARERE,

BXRFAERASCKIERHEFRENFAER  FEALERFHN KAAAGFKIERESE,

EF AWS 15 R 2 4A# 1T B M IUE AWS SDKs flTE
ffEA AWS SDKs fl T Erf , AfLLUERER AWS H R Z4A# 1T HE B RIE,

5 F /2 HA S AE

RIMNBWEGEN SODKRTERERNFER FH IAM 34505 AWS SDK F T E##1T 54 KIE LUER

HEHCHY 1B RS AT R IE T

B2 K EEFEKE SDK FTENIEHHEL | FS5H FAEHEIEHRTEHIIE AWS SDKs FITE,

£ AR HFEIUE

/A Warning

ATEBREZEXK , EAETARGILBESRZER , E2EH IAM AFR#TEHRIE , M
REEAEEHREENERSFHRIE , H120 AWS IAM Identity Center.

AWS 7 8] 24

29


https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS SDKs f1TE SEEE

BB XA TR AR AWS K

R RL2REREK , B AWS Organizations & IAM Identity Center BB &£ ARKEEIE AT
IR AWS IKF . BXEZER , HSH (IAM AFERE) $1 IAM £ &EREK,

YRETLATE 1AM Identity Center R8I A |, £/ Microsoft Active Directory , fEF SAML 2.0 & {312
7 (IdP) , & FRE IdP BMEXEBIHP, AWS IKFEAIERAEF—fS5% , FAFRMEIE
R, BETMBHMITZESHRIE (MFA) AEAIGEHES AWS K- #1THE. X5 IAM AF
TR, GER—AUARENKBAEIE , HETELEINAWS BREHZEXEK,

RADEHRFELE IAM A

WMRERZE AWS |, ATLGIE - IAM AR, RAREAECRESTHEHRE AWS FrRHHA
B, BRI ALERALRFIE , BRNBWEBREDZNREZNEA,

SNTFUTAG , FARER IAM AR AREEEE N AWS :
- FFEAERAEH AWS SDK T E |, HEDEHRE AWS RSE d#1TIRER,

- EEITREF , ETFAIXBFAISERZRENITTYMA, FlLNEMB3LRE,

MREEXLERFIZHAER IAM AR, ERRITEER IAM Identity Center SIFEH & MR EREE S F
ZAWS K i, BXEZER , B2 H AWSHH FHEKEIE,

BRIAM BFipRZERARE

ERIZEERIR 1AM A R B4A. 25 (AM BPER) | RBRR TSB48RS TR,
MBAEUN B ET/DOIET 46 1AM B EB4 | ERIRENT EEE.

IAM A Fif B 2R R R E A T EH LN E AWS credentialsX#H, B2 IAM BF 5 RIS
AERELHNREH, F2FES IAM AP ERZANEE X FEIEMRRBEERGF. TR
T H git-secrets FAETEAUHE BB E LR P RHAREERRXE Git #FE, AXESEE , BS
59 IAM AR PRy IAM B4 (B, AFENAS ).

BiRE IAM AP BT BER |, SR EAKBFEIEHRTSHEIE AWS SDKs M1 TE,

FEREHEIEHITEHRIE AWS SDKs f1ITE

RIMNBINEEBESLRN AWS SDKRITE | FHMEA IAM B4HFR 0% AWS SDK M1 TE#TEHKIFEEE
KAEREREGRI—EER, B2 , BuLEFMER AWS BRI AR RENIGFHES, EXLIR

T 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html

AWS SDKs f1TE SEEE

NELESHE , FREEHHEILE. EUTNEREXHHERAIGRZIE , TR EAERSRE EMRE
REEME,

REXEK  RNBWENNARFEAMNAT i RENIGES  MARFHEEZIEXHHN TR
ZHANMTHE

« —¥h AWS it E RS , 207 Amazon Elastic Compute Cloud LA ZETEN M AREF AWS
Lambda,

- ERRMHEMEPNS —MIEEF , flw. £A IAM 4503 AWS SDK M T E# 17T HHKIF
- HEFEAHEEZIERHEERERIGIHES,

ERM AWS 15 1R] 7] P P8 R B8 R HI R R B R U S 4

1. SIBHAZEEIEXH,
2. EFRIUEXMHF , iU T SUAFXAR , BEEMEERA IR EIER I,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REFEZXH. X ~/.aws/credentials MENZEETENET T LARSE L, IRKREER
ENHEBEBEXMY , W XHEE SDK T EFEAMNBAIN] BB 4.

4. EF AWS HRITTF,

5 BREBXLEFHRIFELRRBEMN AWS FRITTAE4 1AM A6IEH,

a. NWTHENHBERNSER 4, ERBAUURFIHENBELUEZZNFLERN IAM B68ZF. It
ABNBMBEEILITPowerUserAccessHITF XA R o

b. NFEEMNEBERNIER 7, EBEFIHNEEXHRMNBEH AWS EiE X4 &I HEH A
o
6. FEHINEIERMEE RN Acredentials X H, MBREEAWRdefaultBENXH , NFE
EERNBEXHBTH. BHXHRELUTFUTHAR.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONC

P AN 31


https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials

AWS SDKs f1TE SEEE

7. {&1F credentials X4,

4 SDK tIERFSEFimE , eFAEX LR EIEHFeiR T8 MNMER, BH R 5a FIEER IAM
AENRERE T RN FIENEREE. KESFEMBER 12 DT,

EREHMETS G , BSR4 3 7,
FEREKHELEH#HITEHRIE AWS SDKs f1ITE

/A Warning

ATHEZENKE , EREXTARMERLBEREEN , E2EH IAM BPR#ITESHRKIE , ™
EERESHREENERS ZMHRIE , Hli AWS IAM Identity Centero

MREER IAM AFETRB , WA EFNREFATIESRITEFEARLE AWS
credentialsX#HHH K IAM AFPIEB#HITHHRIU, BF IAM TEHPHEZEHESEE , HRIR
IE | IAM Identity Center 5§ E ftblf§ B X

BEXFIENEEBEENEmM
BXREINESL

« FAERAKSARFTIENRTR AWS FiR. XL TR 2 RAVIKF U5 7 B3 LHH,

- BOENARFXHPRFEMAGRZASLZIEEE . WREXEM , NEFME LE2 N HLFH
EFEHEMERT , 2ABARBERIENXR,

- FEEME XEHRHRAZERIERN X,
« FEE , FHERE AWS credential sXHHFHAEERBE AL XA X174

BERLZ2EERUENESERE

EXMARLEE AWS EHH — BT, BSHTHEE AWS 5200 BESBAWS — K5
=, BT BRI ABSN  EERUTER

« XF Amazon Elastic Container Service (Amazon ECS) , A& A TESH IAM B,
« X7 Amazon EC2 E4l LT AREFFER IAM A6,

KHIEIE 32


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

AWS SDKs f1TE SEEE

FORFAM - B AWS K

EEA IAM AF1ER AWS RS, BEE—/ AWS KPR AWS iE$,
1. BIEIKF,

EQIEAWS K, BSFEAI]  fREEX AWS /B ? £ (AWS K EE 2EEE) .
2. BIEEEAFR,

B root AFIKS (EEIEZNAKBIKS ) TREEREFANES. MAECIR-NMEEAFK
o, CIAM BFiERE) B9 a2 S8 A & PR,

CIREERAPKP A CRKEZEFAEEE  SHFTHEHBAFKSACREEK,S ERNE R,
XFANK T EESE LE#HITT R AWS RELETNARERF AWS. EHHRESRK , EFECRE

BXEESHAR, RREIBRSAR, BXESEELE , 20 (AM BFERE) PHEASENRE
o

SE 1 BIEEH IAM A/

ZE (IAM AR RPRBIE IAM AP (#2418 ) IRREXRME IAM AR, 412 IAM AR
B

o ROVEBWIEIEER B AP RMETHRNE” AWS Management Console, XFEE A LLEE AWS AR
S EEETURRFETHRBEXHNE |, flinE AWS CloudTrail 2l B &S0/ X4 L&
ZJ Amazon Simple Storage Service , X B BIERE Ao

C A RERRARRET B 5 EENNER | LT ROARRS SRR,

s REBAITHEAIEQHEEFER Amazon S3 REERN R, EmNARFEMRY
Amazon S3 £ RINER , HEREM MBI B P AmazonS3FullAccess K&,

« BB ZIRPAEXRIRENRYLRFFEN RS R,

HIR 2 IREVERY I R E A

1. EIAM Z2HaNSMERS , &RAF , RREREZHIZAFH User name,
2. HEAPNTEL 6 ERZE£XUENH. R, EHEZRHAT , ZREHRZH,

3. XNWTFRIRFEEZEASEK 1, &R wHITHRME (CLI) N AMRB, XWMET ALK HHAKLEM
B, a5 AWS CLI M — ﬁ_ﬁﬁﬁ SDKs,

KHIEIE 33



https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console

AWS SDKs FI T & BEEE
4. NTFOIRFRIBASER 2, MATERICHERT %,

5. WNTOIZBLAZEALR 3, IEFE T .csv XHLMRFIEEET IAM A 7= 175 8 2240 M 3 3 177 7 %2 4R
B .csv X, MEEREBRRER.

/A Warning
EAEINZSERERBRIXILEZTIIENRS,

6. 1%£$% Done (5EM)o

S| 3: BHHLE credentials X4

\|

1. BIBEHITFHE AWS credentials X, LEXHTE Linux Ml macOS R& LR ~/.aws/
credentials , 7 Windows £ %USERPROFILE%\.aws\credentials, BEXEZEL , &
S EIEXHALE,

2. FUTXARRIMBEHKE credentials XA, FFRHGID EMRHIZHBEEZER I LB TEHH
.csv XHHWE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. REEXH.

HE credentials XHREFEZIENZRELG R, ENETLRENRNREE , BRNELENS
B, BSHE AWS HRFEH. XR2—MANSR , BERITEZWERRIEER IAM Identity Center SLE
GBI, FIEERKHRIERE , FiEBMHEE credentials XA BRI LEFIE,

FEH IAM B3I E 2] Amazon WA AREFEHITEHREIE EC2

L RBIA B a4 % & —NEHE Amazon S3 RN FRAY AWS Identity and Access Management A€ |
DEEHEBR T IR EHITEREFANNARFPER,

EHETDHBEHITEREH LETEN AWS REF AT EGNARER , BEE - IAM 8 , RE
RFENIL L EC2 RAHRZABHNIR, BXEZER , 55 (5% EC2 AF#EmRm) EC2
& Amazon IAM &,
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https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html

AWS SDKs f1TE SEEE

& IAM B

#£IF KK AWS SDK N ARFAIREEADIH R —1 SDK M ARF AWS BRS kiniTiRfE. BlE—1 1AM
AEXRRTRARFEITARENNR,

Flan  WERMET —1PAE , ZAEE T Amazon S3 B RiEiFEINE. FZ AWS SDK IEEHE
M Amazon S3 AiEEHEY “Al77” IR,

1. &% AWS Management Console F#3T7F IAM #2&|& , Mk https://console.aws.amazon.com/
iam/s

ESMBERYD , ERAC  RAEERUERAG,

NTF ERAMERME , £ AERERE | &F AWS R,

£ “AfI” T , % Amazon EC2 , RFIEER “T—%7

N FRIMNR |, EMNREEFIRPIES Amazon S3 RiLFRINREIEE , REERT—%,
RMAABNEN , ARERCEAG, BiEXNEN , ARNEELE Amazon EC2 Efiit A

e,

2

Bz Amazon EC2 £fl HIEEEM IAM B

BRI BEEHRITUT®RE | ALK IAM SE0IEHME3) Amazon EC2 3R4l .

* 7£ Amazon EC2 AAFERHER “RIEZEE I KG" #1THRE. ER , ERENEXLSRZE , EER
TELTFRAE -

- ERREAGET , XT IAM ZPIBEXH , 2REE LS HEENAER,

Bk IAM fl Amazon EC2 1R E , BN ARFHBRNL S EC2 24l , FNNARERFEHE
¥ Amazon S3 BRSHYIREUR R .

Connect iE1#ZZ| EC2 =4l

E#E Amazon EC2 k6l , X ERMAILLRNARFEMENZRS , REETEZNAERF. £FECE
EIRECIRKHIRTE Key pair ( BF ) TEANBANNLEID 894 ; B PEM X,

AL, BAILRREPIRBEAIESHATRE | EEIER Linux SEAISHEESEH Windows Kfl, 24
SRERERT |, EHERRE A LU ST T R T E AL S BN IRRY S

BIE 1AM A& 35


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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® Note
£ Linux 2% macOS &if £ , BANFEALLEH T SREFEZNNARRF. Escps key pair
—RBEA , TERALUT®HS : scp -1 path/to/key file/to/copy ec2-user@ec2-

XX=-XX=-XXX-XXX.compute.amazonaws.com:~.
BX Windows HEZEE. , TSR 3 44E2 5 2 Windows 3£,

MREHERANE AWS TEE , WERHBAUUERATEQEZRINM, AXESEE , FSHALKEAN
TEONBEEAFEM.

£ EC2 k6|l LiETIENNARERF

1. FHENNARERF XA IR ) 25 8 FIE &8 Amazon EC2 K4,
2. BHNARFARIHETERREEFRITENLHNERAER.
3. (W) RINAEFREMEA IAM ABRHENEIE,

a. &3 AWS Management Console H##TFF Amazon EC2 #£#l& , Mt A https:/
console.aws.amazon.com/ec2/,

b. EFEXH,

c. BERRME. &, RREEBERIAM A&,

d. XFIAM A€ , FEET IAM AGXSE IAM A&,
e. ®EEREH IAM AL,

f. BRESTZAEARR , HBRIATERE TENER.

EA TIP {@4# 17510 AWS RS

Al B £ (TIP) 2 —TIhAE AWS IAM Identity Center , RFH AWS RS EERBREAFEM
( BlanBEARER ) MFINR. B AESFMOERE , TEE IAM AEFME M LT, BURBIER R
AWS BRAF. t E TXaEFBEIHEHAM AWS RF LT,

B ETXIEEMAMNKEGEERES AWS ;S A THERBRENER, XEELBIERBIER
(Bl IAM BRFORAF ) . ERIGRINRKN THIE ( H20 Amazon Redshift ) MiFRISEE ( 4l
W, RIEMER ) MTHIE. AWS RS #2UI5 AWS RS EA M T XX AR 5 B4 B P AR K
BROTRERR,. BRXEZELR , 5 ( AWS IAM Identity Center BF18E) H Y “0JE B 10151
BER”,

£ EC2 K| LT BN AEF 36


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html

AWS SDKs f1TE SEEE

TIP BHAASXISFAE 5 0&HE AWS RS HigHh—EEA. FRSZ/AF , FZRLZH Q &
AP 38R AWS IAM Identity CenterP (A ELE L Si#h Q AL RN AR

(® Note

mRIEFEARZE Amazon Q Business , EZFFEAGE I 5% Q Business AWS IAM Identity
CenterN AR , THRISERSHREA,

/A TIP {H TREMH

EFZRBRGEREET, EEUTER

1. B AFER ERT Java B9 AWS SDK = EH T JavaScript B9 AWS SDK,
2. HIAZERANRSZHIE S HERE.

EZH (AWS IAM Identity Center AF1ERE) 5 IAM SHFOERNAWS RENARERFN B
I IAM &4 H/0 8 ARE & 7EE S,

3. B IAM B3O E B 7151,

BEZH (AWS IAM Identity Center FIF1E/) MY TIP SERZHFEESI,
4. RE — Identity-Center-integrated L A R2 o

BEZFAWS IAM Identity Center AP IEMHPWIEAWS ERAEFIESRENAER,
5 BB HESHETE (TT) HEENWRSEZE IAM FHF O,

FHZH0_CAWS IAM Identity Center A 15/) PRI AIETHRITENERZFAMREATETERIT
BEHNES

FERBFER TIP @

1. SIS B & B E M a6,

2. R TEENXRENRSENmEA , AWS RS ABIFNAESOEABRRHEREELRSE
P imo

TIP @HRAUTRASE :
+ webTokenProvider : & IMNENE & B2 4L 3RE OpenID = & SR I HY B ¥

2/ TIP EFHY SE RS 37


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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accessRoleArn : M IFHEN IAM A ARN , HBEEHAFNEMR LT X, LIRS 4 1838IE
Fo

applicationArn : EFHRMARFHE —FRFFZRASE, LELCHEE OAuth RINWEARERF
ARN,

applicationRoleArn: ( it ) EF AR IAM B ARN , AssumeRoleWithWebIdentity A&
AUESBRINERRBEEFNER TS5 OIDC M AWS STS & i, MBRRHRZE , WFE
FlaccessRoleArnZHHE.,

sso0idcClient: ( IJi% ) EEEFENEER SSO OIDC &% , fliNSso0idcClient @A TF

Java & Javascript client-sso-oidc BB F i, MRREM , NZFLHERAEARIAEREN
OIDC & F i

stsClient: ( /it ) EH AWS STS BEFENEENEFin , ATfRiRaccessRoleArnAFH S
B LT, MRKREHR , WKRGFULHERERIRINEER AWS STS EFF i,

Java

B EAT Java B9 AWS SDK B R TIP itk , BEEETH pom. xml X4 ARFE B 74K

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>1.0.0</version>

</dependency>

EENRAET , 2 BmENRGEEE

Bisoftware.amazon.awssdk.trustedidentitypropagation,.
LU RBIAHE B R 204 0 2 °l1E F R BB HFRISES] |, R RZEa R~ InE RS & Fimst b,

WRBIFERAS3CLientERFTIE AWS RS B F mKERUMAIRE IAM B 0T, B2 , FM
Hix# TIP AWS RS &S 2R,

StsClient client = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(AnonymousCredentialsProvider.create()).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()

ERBHER TIP & 38


https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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.stsClient(client)

.webTokenProvider(() -> idToken)

.applicationArn(idcApplicationArn)

.accessRoleArn(accessRoleArn)
.sso0idcClient(Sso0idcClient.builder().region(Region.US_EAST_1).build())
.build();

S3Client s3Client =

S3Client.builder().region(Region.US_EAST_1).addPlugin(trustedIdentityPropagationPlugin)
.build();

BEXEZHMEENMFKIR , S trusted-identity-propagation-java £ # GitHub,

Javascript

EITU TSRS EAT JavaScript B9 AWS SDK T B R &% TIP SR RIEFEES -

i

$ npm i eaws-sdk-extension/trusted-identity-propagation

K% package.jsonNBEXRUTFUTHRENKEIAR :

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "21.0.0"

}I

ERRBH |, SAFEMNTrustedIdentityPropagationExtensionfk#ix X,
PR RIS R Al 0 22 W] (5 B R B IE RSB |, R ZBEERmEIRSZE - imsEpl,

WRBIEAS3ClientERNFIIE AWS RS B imRERMAIRE IAM B O, B2 , £
Hib#F TIP AWS RS HIERR 2R UM,

import { S3Client } from "Eaws-sdk/client-s3";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

// Plugin configurations, please refer to the documentation on each of these fields.
const applicationRoleArn = 'YOUR_APPLICATION_ROLE_ARN';

const accessRoleArn = 'YOUR_ACCESS_ROLE_ARN';

const applicationArn = 'YOUR_APPLICATION_ARN';

ERBHER TIP & 39


https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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const s3Client = new S3Client({
region,
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
},
applicationRoleAzn,
accessRoleArn,
applicationAzn,
1,
1,
1);

AXBEZIFMEENFKIER , i3 @trusted-identity-propagation-js £ &Y GitHub,

ERBDRER TIP A4 40


https://github.com/aws-sdk-plugin/trusted-identity-propagation-js
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AWS SDKs I TERESE

SDKs Rt ETIESHAR APIs . AWS IRFEMNATRUHIT AP BAMEN—LEETH , 2
BEHARIE, ERTANE, Nk, SDKs tfllFEEHER BN RENREA T ENERNEILE , £
ATHIRSWIRE , ARKEHATERRENE.

BALMENATETHRIABREBERENFAER -

« AWS SDKs # Tools #frE{L ZIF R E— BAZITREBEZ A SDKsIEPHIRME Z BRI FR A
1t,

« AWS SDKs # “T B” $r (bt Thae— BRAIhEEE Z MR SDKs,

BIERSEF in

BELUREEST N AWS BRSS , SDKs BABMERE SRR/ R, AWS BRSEHIa , a1REH N A

BFEEHRLDEH EC2 , NENNAEF28E — Amazon EC2 EF RN KRR EZRFEO, R
&, B MERRSEFRE % AWS RS R HER, EASHIERAT SDKs , BESEF R REAR A
TR, AESFNEERHERNENRSUE-—FNE R, AEATENEERR RS K H

WK,

RER LR

2RREBEE T AZH SDKs AXEHEE 7Z AWS IRE AL, R HEFMEMINEE,
FiE# )5 SDKs #iE —R B = ( KR ) |, il EX LS (HFKE ) , WERIELFBREN
B, UTRIFEERML RN GE -

1. ERBIFREFFHAE LRENEMAERNRELHREETHEMBEMERE,

« BEZERNURESMREHTIRE , U URBEESEHNARANESENMEERTER. XF AWS
CLI 2% AWS Tools for PowerShell , EfIRBEZERTIT LR AN MRESENER, T
SDK , X2 E A AR ABEHIL AWS RS BFIHRE BN REFHRERTIEREF L2 API BHE
BENSEHER,

2. {XBR Java/Kotlin : EEFZIREN JVM REE M. MRERE , WEAZEXREER iR,
3. RELCRENEBETE, WRERE , MFEAZEXREEREF K.

4. SDK e EHZ credentialsXHHFHRE, IRERE , WEFHRFHFEAT.

5. REMNHAZEconfig ¥, MRFHEZRE , Nl SDK HEAZIRE,

BB IRSE % 41
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« AWS_PROFILEEFEH aws.profile JVM REBHT B FIEE SDK M BN B 24
6. x5 A SDK BB A FRENEMERIAE.

(® Note

B SDKs TEMEARTAENIRF#HITRE, I , FL SDKs M T EE X FH Mm@ MR
TS AE, Hn, sEATF NET B AWS SDK 58N SDK BEIEN EASkJE, B SDK
HITEMENRHEENEZELE , BSHNEEEFERAN SDK T ENEEREE.

I RELE S EREEAHBEHMSE, flin , MRBERZconfigHFFEBETHEX

fr, MRABESDKFIERREHMUE /G , TRRIAEAZEEN 4. XEKRE , RE
FcredentialsXHHARMTIZE , MFERZREMFTR2configXHFRE, MREFEHRE
MEGRBRELTE  vNBESEcredentialsMconfigXHFFMIZIRE, &G , 2MERIE (AWS CLI
WHITSHD API 28 ) IRBANRENBEZ ZTSHMEEME,

TERAEERIRERH

AIEEHN RE SEBS,FPFNREEFEANF T AJABES I GHTIRENTRRE, TRYIH THE
BEMEIESXHRE, RETELUR ( XF Java M Kotlin SDKs ) ATAERTE 2 /W F B & ZIhAERY
JVMiREB, BNVRIFNENEZETTH N ET AN RERE,

« ConfigX¥HiRESI&

« CredentialsXHREFIE

- RBTEFR

« JVM REEMFIK

SMELREERINEBE A TE , EP5E T AFRBEZDENRE. XTESHRE  £EET
BGRERNEREHRBE R ERETRGREE , RE ((UEAT Java M Kotlin ) BELEE
WM REBHRIEEE, SMEEHIL T AR ERREAER LN ERDEBENS S,
REGERETHE , EFCMAEE | ERAODEEBE— 1,

ERPRIFERAE (WRE ) , MREFLBAME , ZERER. EEEX T ZRENERE,
g, ik RMNKREFBERELEDEREHRH—MRE.

TRAEREMIRERE 42


https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html
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disable_request_compressionR"HliRBMNERICERTUTAR :

- BEMERN S ETURGERBEZANBERES. B
s FRELSNEEXHFHITIRE disable_request_compression
- EAFHRENFIEEE AWS_DISABLE_REQUEST_COMPRESSION
- E , MREREAMR Java = Kotlin SDK , HFEAFHEERN JVM REEMH

aws.disableRequestCompression

(@ Note

HREE A — MR U EZERBFEEMENIEE , EXASENETREX—K , BAE
=S SDK Frin AN, MREBERBAFPRERE , FSHEMFHN SDK IEEH API S
£,

o MBEBA LT, MZEFBRIARfalse,
s WWHARERENHE -—BEMERtrueffalse,

F/NINAE T E R EEEBERE — 4 Support b y AWS SDKs # tools &,

R ERER SDK REXFNHE LIHIRE, %SupportedFIER UL TERRIEN

* Yes— FIER SDK B2 X FXEIRE,
* Partial— XFHELEREHTHEHRRBERAFTE., M TPartial , MINERRRRE=E.

* No— FAXFEMRE, XATRRBRBPREAURINARINIIGE ; BRXRTFZIFFIHAISER
BERE

Config X fFiRiEFI&K

TRAPFIHOREATUELE AWS configXHH o E. EMNRELRUKN , KWBIFAAEA AWS IR
5. SDKs METERAREXEFRIENRENINELTE, BEEFNE) SDK T EXFNREMHFE
TE  FSHSEN SDK T EERM,

ConfigXHiREFI&K 43
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et

=

account_i
d_endpoin
t_mode

api_versions

aws_acces
s_key_id

aws_account_id

aws_Secre

t_access_key

aws_sessi
on_token

ca_bundle

credentia
1 _process

credentia
1_source

defaults_mode

disable_r
equest_co
mpression

duration

seconds

ec2_metad
ata_servi

ce_endpoint

FAESR
ETIK/F B R

EAERBRE

AWS i8] 4R

ETKF LR K

AWS i [a] Z24R

AWS 177 Z24A

EANEERE

HEFZIUEREE

RABBFIREE

EreiEMINE

ERES

RABBFIEREE

IMDS ZiFfRfit &

ConfigXHiREFI&K
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et

RER

ec2_metad
ata_servi
ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

HAREE

IMDS EiFfRfit &

IMDS ZiFig it &

Ui AR

BETRSHNIKI

RABBFIEREAE

BETRIHNIKI

ERTH

Amazon EC2 3£l T 2k iE

Amazon EC2 3£t 2k iE

RABBFIEREE

EAERBERE

EANEERE

ConfigX iR EFI&
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BREBM HHER

region AWS X5

request_c Amazon S3 B HIEE B MR
hecksum_c

alculation

request_m BRES

in_compre

ssion_siz

e_bytes

response_ Amazon S3 W ETEMRY
checksum_

validation

retry_mode BTN

role_arn RAABEIRMHE
role_sess RAABEIFRMEE
ion_name

s3_disabl Amazon S3 ZXig i K
e_multire

gion_acce

ss_points

s3_use_ar Amazon S3 EA R
n_region

sdk_ua_app_id NARERF ID

source_profile RABBEIERESE

sso_account_id IAM Identity Center ZiFiR &

sso_region IAM Identity Center ‘ZiF{R &

ConfigXHiREFI&K 46
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SEES

BEAW

Sso_regis

tration_scopes

sso_role_name
sso_start_url

sts_regio
nal_endpoints

use_duals
tack_endpoint

use_fips_
endpoint

web_ident

ity_token_file

HAREE

IAM Identity Center 4

EUFREE

IAM Identity Center 4

IR E

IAM Identity Center 4

EUFRMEE

AWS STS X% =

WAL H FIPS i 2

MHEHFN FIPS =

KABEFIREE

Credentials M iREIXR

TRAFHOREALUERE AWS credentialsXHF 2 8. B2 ESIRMER
EEFMNEA SDK E :RIES'Z?—:E’J % B MR

fRS5. SDKs AT EAE WX FHFNREMMERE,
EXE  FSRBERN SDK HITEERE.

RER

aws_acces
s_key_id

aws_secre
t_access_key

aws_sessi
on_token

FAESR

il

AWS i [8] 4R

AWS j |8l Z24R

AWS if[a] Z24R

, ZIWEIFTE A AWS

Credential sX#iREDIX
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HETENX

TRIIHT SDKs KEBZIFNIMELXE. SINRESHRMN , KWBFAEA AWS RS, SDKs MA

TERARIFMENRENIMELZE, BEEENEN SDKRTEXEFNRENMZILE  FSHA%

EH SDK H T EEFE.

BB FMHEE
AWS_ACCES AWS f[a] Z24R
S_KEY_ID
AWS_ACCOUNT_ID EFKFHLETR
AWS_ACCOU HEFKFHAKImED R
NT_ID_END
POINT_MODE
AWS_CA_BUNDLE FHERERE

AWS_CONFIG_FILE HE X config M credentials WUE

AWS_CONTA AesEirREE
INER_AUTH

ORIZATION

_TOKEN

AWS_CONTA A EIrREE
INER_AUTH

ORIZATION

_TOKEN_FILE

AWS_CONTA AesZirREE
INER_CRED

ENTIALS_F

ULL_URI

)

AWS_CONTA EIFRAtE

INER_CRED

48



AWS SDKs f1TE

SEES

RER

ENTIALS_R
ELATIVE_URI

AWS_DEFAU
LTS_MODE

AWS_DISAB
LE_REQUES
T_COMPRESSION

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

HAREE

Bl EMINE

BRESR

IMDS ZiFig it &

IMDS EiFigfit &

IMDS FiFiR &

IMDS EiFigfit &

Ui RE I

BETRSHNIHI
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RER

AWS_ENDPO
INT_URL_<
SERVICE>

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

AWS_METAD
ATA_SERVI
CE_NUM_AT
TEMPTS

AWS_METAD
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE
AWS_REGION

AWS_REQUE
ST_CHECKS
UM_CALCULATION

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RESPO
NSE_CHECK
SUM_VALIDATION

HAREE

BETRSNIRI

BETRSHNIKI

ERTH

Amazon EC2 =4l st iz

Amazon EC2 3£l T 2k iz

HEconfig#lcredentials X#

AWS Xig

Amazon S3 W EIE BRI

ERES

Amazon S3 HYEIE ST E R
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BREBAWN FHER
AWS_RETRY_MODE BiR1TH

AWS_ROLE_ARN RABBEIIREE
AWS_ROLE_ KAB/BEIIRME
SESSION_NAME

AWS_S3 DI Amazon S3 % X155 8] &
SABLE_MUL

TIREGION_

ACCESS_POINTS

AWS_S3_US Amazon S3 EA R
E_ARN_REGION

AWS_SDK_U MHARERF ID
A_APP_ID
AWS_SECRE AWS 17 [r] Z24A

T_ACCESS_KEY

AWS_SESSI AWS j 8] Z24R
ON_TOKEN

AWS_SHARE HEXH config # credentials HNE
D_CREDENT

IALS_FILE

AWS_STS_R AWS STS XiFif% 5.
EGIONAL_E

NDPOINTS

AWS_USE_D MHEHRF FIPS i
UALSTACK_

ENDPOINT
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SEES

BEAW

AWS_USE_F
IPS_ENDPOINT

HAREE

WAL F FIPS i R

AWS_WEB_I RABBEIREE
DENTITY_T
OKEN_FILE
JVM REGERE 151l R
AL T JVM REBHAT EAF Java b9 AWS SDK #1 5% A F Kotlin 9 AWS SDK ( 34 JVM
RER) . BRUOMIEE JVM REB MR , S Hthe section called “B{A% & JVM REE M,
BEBWN HFHEER

aws.accessKeyId
aws.accountId

aws.accou
ntIdEndpo
intMode

aws.configFile

aws.defau
1tsMode

aws.disab
leEc2Meta
dataVil

aws.disab
leRequest
Compression

AWS 177 4R

ETKFHLRT K

ETK/HART R

HEXH config M credentials B

BreE EMIAE

IMDS ZiFfRfit &

JVM REE M FIR
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SEES

RER

aws.ec2Me
tadataSer
viceEndpoint

aws.ec2Me
tadataSer
viceEndpo
intMode

aws .endpo
intDiscov
eryEnabled

aws.endpointUrl

aws . endpo
intUrl<Se
rviceName>

aws.ignor
eConfigur
edEndpointUrls

aws.maxAttempts
aws.profile
aws.region

aws.reque
stChecksu
mCalculation

aws.reque
stMinComp
ressionSi
zeBytes

HAREE

IMDS EiFfRfit &

IMDS FiFiR &

Ui AR

<k

BETRSHNIKI

BETRSHNIKI

BETRISHNIKI

ERTH

HZconfigHlcredentials X#

AWS X1

Amazon S3 FY IR ST E R

BRES

JVM REE M5
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et

BEAW

aws.respo
nseChecks
umValidation

aws.retryMode
aws.roleArn

aws.roleS
essionName

aws.s3Dis
ableMulti
RegionAcc
essPoints

aws.s3Use
ArnRegion

aws.secre
tAccessKey

aws.sessi
onToken

aws.share
dCredenti
alsFile

aws.useDu
alstackEn
dpoint

aws.useFi
psEndpoint

FHER
Amazon S3 FY IR ST EHE R

EWTH
KASEFIRMEE

RABBEIERHEE

Amazon S3 Z[Xig 58 &

Amazon S3 EA S

AWS ij[a] Z24R

AWS 15[ 4R

HEXH config M credentials VB

N FIPS i &

IR A FIPS i S

JVM REE M FIR
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BEZ FHER
aws.userA NARRF ID
gentAppIld

aws .webId RABBEITRHEE
entityTok

enFile

AWS SDKs # Tools frAE{LZIFIE MRS

THEIREFESFAELCTI —BNRMINE , HEEW S SDKSIEFRRHEFEPHUAMBH SR ITHE, X7t
— MU URSE S NMRIEN N E= D FEWE SDKs, AMEREBITUERBIHEES. BXFAE
B, FSRENEE SDK AP,

/A Important
HIEFBRAHEE SDKs XIFFERMEE  EEXFRHUBASNNAERHE.,

&

- THREIREREE

- BET SDK AIBET EMEIFRHEEE
- AWS i8] 4R

- RABBEIRESE

- BRETR#E

* 1AM Identity Center EiFR it &

. IMDS ZiFR#t&E

- HEEIFEEE

TR RMEE

FiE SDKs ABBE—RF R ( HRIF ) ftefleE , AEXRIATEEARLFERHAREILE AWS
RS, REBREIULE  BRAEFL, IMREERFEHNFIRHEE .
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EREP - MrECEIERMEEN , AWS SDKs SBHA X HEIEB B B EITIE+H. TiBEEF
ERBMEHRE , NENFILRHHEREEHNARFEBRIFERZEIE. SDK TEEMABE A
WATLLIRAE

RESA SDK EANEETHE , EEMNEE ST KR

ANE Ly iR
AWS ij 5] 22 4A AWS IAM AP RYiE R 248 ( BIEnAWS_ACCES

S_KEY_ID . FAWS_SECRET_ACCESS_KEY ),

£/ Web 535k OpenID Connect #  ERAMEBNAISBEBRMEE (1dP ) ( FlE , Login with

THE - HEAGKIERME Amazon, Facebook, Google SEffIEfth OpenID
Connect (OIDC) &/ IdP ) &%, FA () B8 JSON
MEShE (JWT) Ri% IAM A AWS Security Token
Service R, AWS STS

IAM Identity Center EiEiR & MHIREVEIE AWS IAM Identity Center,

KABEFIHREE 58 IAM AfNRETTEAEMER. (RRARHIE
BRI , RIEERZEILE ) o

AEREITRERAE Amazon Elastic Container Service ( Amazon ECS ) #
Amazon Elastic Kubernetes Service ( Amazon EKS ) &

if, ARFIEREERNEMNERLEAEFHZIL,

HEEIERME BEMEIERME, MNASRRRRRE (24 IAM Roles
Anywhere ) SREUZBEIE

IMDS ZEiF 2t H T a4 it E = (Amazon EC2) SEHIE B X #H i,
F—" IAM ARSENEN EC2 EHIXEK, EiZ3=4H
FETHRBHRAIUERAZACH G ZEIE, FibEd
Amazon EC2 TR 124,

NFHEFNENINTR , BESHIEREBEN S . ERBHEENREBRLRE, BER , EF
ETE MEAHLZconfigcredential s T2 REIE AWS SDKs FITE, BXEZER
BZH RENLER,
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2T SDK M4 E TENFZILRMH &4k

BREEDEEN SODK RTENFEFTIHREFEFE , BMATETFIEREEN SDKHTE :

« AWS CLI
« EHAT C++ # SDK

- AT Go #9 SDK

« EHATF Java By SDK
&R F JavaScript

« AT Kotlin # SDK

« AT NET 8 SDK

« ERT PHP i SDK

« &M T Python (Boto3) #J SDK
+ & T Ruby B SDK

- AT Rust ) SDK

- XEAT Swift B SDK

« AF PowerShell

AWS 173 8] 2 1A

/A Warning

ATEELZENK , EAXTARSHSALBEELHEN , F26H IAM AP#TSHRIE , ™
EERASEMRAENKEBMIIE , 620 AWS IAM Identity Centers

AWS IAM AP # 5 R 240 7 FRYESREY AWS iEH, AWS SDK £ BZIEAIXE AWS LS
APl B3R AWS |, MEZN TEAFE TR S, HEMIFREN AWS BRMEE, BIUHRARE
Haws_session_token , XFEZIEF RIGEH , SEHAEAFABEN. TEWVUFERA KIS,

(® Note

ZZH%%EFIJ%‘LZ%II{:SNE:H | AWS U AWS TTREREERERIAN | KRAH TR
S B,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS SDKs f1TE SEEE

HZ AWS credential sXYREMEREENHENE , IV TNABRFRERZHA ,
;’FE.E/\?-Conflgjc#FEIJ SDK ﬁmlﬁl_ = /\3:FEIJ0

ETHRBEXAWS ERMEATERANESEFESR , 20 IAM AT EERHAWS Z2UEHAE
IAM A P B 17 8] 25 4R

ER AT B EBL B L 0 EE

aws_access_key_id-#= AWS configX#fi&i&, aws_access_key_id-#*= AWS
credentials XHiRE ( #EHE ), AWS_ACCESS_KEY_ID - ¥/ EZ £, aws.accessKeyId-JVM
REEM : XBR Java/Kotlin

EEERNLEE—H7ATHAF#ITSHRIERN AWS 17 EZE4A,
aws_secret_access_key-HE AWS configX#i%E, aws_secret_access_key-

HZ AWS credentialsXHiRE ( #%EF 5L ), AWS_SECRET_ACCESS_KEY - ISMEEE,
aws.secretAccessKey-JVM RERE 4 : PR Java/Kotlin

EERERIERF S 0REIE—&5/0 AWS 24,

aws_session_token-*= AWS configX#i% &, aws_session_token-£=E AWS
credential s XXHRIE ( #ESE ), AWS_SESSION_TOKEN - }R3EZE £, aws.sessionToken-JVM
REREM : NPR Java/Kotlin

HE—1 AWS 2ESIE | BD ﬁﬁ#ﬂﬁFﬁﬁ%ﬁLﬁm SAEH — 265, BAWEIHEENR
T SRR £ 8 TR B Y I B 4R A — oAﬁE¥ﬂ¢EVH§é RIR S RELERM, (8
£ RNBWEKRLERIGNRSE ﬁﬁ%ﬁ% i, BXRLEY , HSH IAM AN R BES
B.

BXMMIREUXLENGRE |, 258 FHEREEHITEMEIUE AWS SDKs f1TE,

fconfig@credentialsX#HrHigBEiX L XEBNRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWlOgQs8IZZaIv2BXIa2R401gk

Linux/macOS B SR TIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS SDKs f1TE SEEE

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows Bl s S TIRENETEN KA :

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJlOgQs8IZZaIv2BXIa2R401gk

Support AWS SDKs by f1ITE

LT AZA SDKs XA T HE RN IIBERRE, FTEZRDHINEREEXH, ERTF Java B9 AWS
SDK # EZHA T Kotlin B9 AWS SDK M — X #5F{1 JVM RSB MR E,

SDK X BEREZER
B
AWS CLI v2 =

TEZEHEWconfigXH,

i

EHT C++ 1y SDK

EAT GoV2(1.x) W SDK £

EAT Golx (V1)K SDK R ZEFAHRE config XHRE , ST B MELE X4 AT

e ; BSHLTE,

FEHAT Java 2.x B9 SDK 2

FEHAT Java 1.x B9 SDK =]

FEA T JavaScript 3.x N4 R
FERIES

FEA T JavaScript 2.x B SDK £

& A F Kotlin B SDK 2
ERTF NET 4.x 9 SDK 2
EATF NET 3.x 8y SDK 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/

AWS SDKs f1TE SEEE

SDK X BERESZER
b=

@A F PHP 3.x # SDK =

& A F Python (Boto3) KJ =

SDK

&EF T Ruby 3.x #J SDK B

&M T Rust B SDK =

& AT Swift #9 SDK =

T PowerShell B ITXEHRZE,

RKABBRKIERMEE

(® Note

WMETHEBEREARRBERSER Support b y AWS SDKs H tools &iEHI#EY , ESH T
ARSI E R,

RigABSRER - AN REFIERGRIGRATETHRIN AWS FiR. X L6 IR 15 R 24
ID, BMERpEEZEANMZETHEERK.

BiREEH SODKHITERRABE , LALBRIIFABRANBES R, IAM AEHAE Amazon
RIFEBH (ARN ) HITH—#RR, ABEESE—IXERIUEEXR, FAZACHTEXRETER
AWS %, B —1. Web SRR AWS Ik, OIDC = SAML Bx& 4.

R IAM AtlE , IREZINZAGHEE , WILUHEN SDKHTEEENEAZARKR TN
Ro EMITLERE  BEAUTRE,

BXRAHEARLERENES , BERAERPH RIR -1 HAESHRIE AWS FiE AWS SDKs #T
ENAt.

KRABBEIERHERE
fEAI AT 5 B B L Th AL -
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS SDKs f1TE SEEE

credential_source-#=E AWS configX#ig&E

£ Amazon EC2 £fl=k Amazon B4 ARZHRFZAEZHPER , ATHEE SDK T E A LAE[MLHE
ERRALFERArole_ arnSHIEEN BEMNILH,

HRIAME: &

BWE

« IRIE - IEE SDK HITEMNIRETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #&
RIREIE,

« Ec@@ 2 InstanceMetadata — EEERHF X TE DR T EFERM INE EC2 LI E X4
IAM £ & RIRBURIES,

« EcsContainer— EEERHA AT EER T EFFERAM INE ECS BEEH IAM A€ RKIREBURIES,

T ER — BB XA P EREE credential_source M source_profile,

FEconfigX A HIRE LT LA R BFUE 5 R 5K B 1L S # Ay R A EC2 :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds-#= AWS configX#}iRE
EEACENRAEFENE (AR ),
REBEXHEERASER , LIREFEA
ERIAE . 3600 B (1 0E)

BRE : ZENEEE 00® (156 7% ) HBACRENFZASIERFENRE (43200 B 12 Mt )
ZE, AXEZER , BZH IAM AFERETHN E5ACNSEASERFEMERE.

£ config XHHRELTH RHI

duration_seconds = 43200

external_id-#Z AWS configX#ikE

EES=7ATEEFEFKF FRASBHE—#RAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session

AWS SDKs f1TE SEEE

NEEEXHEERAACRZACGHNEIRIKEE Externalld BN , WIRBEFEM., ZER
HAREXHFIEEA R E®RLS AssumeRole 24K Externalld 2,

HiAE : T

BHME : B2 IAM AP EEPRNAERSE =5 EFEH AWS B IR 17 5 43 BR i 68 A S0 58
ID,

£ config XHHZRELLINH R

external_id = unique_value_assigned_by_3rd_party

mfa_serial-}= AWS configX#Hi%i&E
EERAFERARSCHNXAFEANSESHRIE (MFA ) REWNIRRSHFSIS,

RKAAGH , IRZACHEEREIESEE MFA FHRIENZME , MBI R LFET, HX MFA
MEZEE , BSH IAM AFErRTE IAM FHAWS ZE5HKEIE,

HiAE : T

BWE : ZETUREHIRE (H20 GAHT12345678 ) WFHIE |, LAl LA RE#l MFA 8%
B Amazon BFREZF (ARN ) . ARN WXl : arn:aws:iam::account-id:mfa/mfa-
device-name

£ config XHHgE TR =B
HRBIBRIR — N BMyMFADevice AHERL MFA IR E RN ZKFAIBHAENBAF B A,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn-#Z= AWS configX#i%E, AWS_ROLE_ARN - 3FEF &, aws.roleArn-JVM REEH -
X BR Java/Kotlin

EEZERTITEAIEE X 4HERREN IAM B8 Amazon BIREH (ARN ),
%ﬁi}\ﬁ . %o

ERE  ZESTE IAM A1 ARN , 8RWT : arn:aws:iam: :account-id:role/role-
name

s, R BT EATREZ — -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

AWS SDKs fl1TE SEEE
« source_profile -#FRE—MREXH , ATEREFEMREEXHPFRAZBEHNENE
uF,
« credential_source— FRAHHBRETEMRNEIES M I1E Amazon EC2 LA & X4
K 4EUE |, 3 Amazon ECS &&883%4l,
- web_identity_token_file- REERZIH Web NARFHHTEMRIINAFPEALLS
R F HAE{T OpenlD Connect ( OIDC ) A G REE,

role_session_name-3Z= AWS configX#i% &, AWS_ROLE_SESSION_NAME - SRELE,
aws.roleSessionName-JVM R4 E 14 : {XBR Java/Kotlin

BEEMRMBARLENENR. LBHRERESLLERKNZBE N AWS CloudTrall BEH |, %
LEARETERNER. BXEFEMHEE , 51 (CloudTrail HFIER) FHY “AWS CloudTrail F
FE®H T&E,

AINE : TiESW, MBREHRLE K REEBEXHRKAAE  WRBEHERKFER W

ANUE : & AWS CLI 5 AWS API RERIEFFHAssumeRol el e ( RiFmMRAEZSE
fAssumeRoleWithWebIdentity##4E ) B , ARoleSessionNameZEiR#t, ZEK I E
ALERNRKAABKHF Amazon BRAF (ARN) W —EB5 , HERZEEXHBANREN
CloudTrail BEZ BN —&2 & o

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config XHHigELTA RO

role_session_name = my-role-session-name

source_profile-#= AWS configX#iRE

EEHMEEXH K HEEATRABRBEEXHTH role_arn REEENAG, ETH
MfAEH Zcredential sk AWS configMXHHFERABENXH , HSRAEZconfig
Mcredentials3 .

MREEENREEXHERRAAABEEXH , NFZIRFRASNAGUTEHENT T, & SDK
BEFERIENRENSFE , LEEF2EE, AREREN AWS CLI 3 AWS API e 2iEREIH
sEK—/N, ARTEERK. BXEZEE , B2 IAM AREEPNASRENEE,

HMINE : Eo

BMME : A config M credentials XHHEMHEEX N BFARN N ARZHFE, ELME
LFHMENXHFIEE role_arn H{E
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

AWS SDKs f1TE SEEE

THeER —BBXHHREETEE credential_source M source_profile,

FEBC & XA R IRE L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam: :account:role/ROLE_ID

EREN RS , ABLEX4&iF SDK R TE B EHRXKBEEXHFHEI, EXMERT , BE
B X ERIRMEMNEITRB T B A IAM Anywhere B3 1T 54K IE AWS SDKs T E5RFKE
AWS SDK W&EiE, RJE , RBaFERAXEIGHTEIERTR AWS TR, 1EEN A LT
EITATESRARBH IAM RRERE | HlfSs AWS RS, = APl 5%, BEMXH4NITHESTUREN
CloudTrail BERARBTEABAREE M.

RXRTEGEENE N RH , IR EIE Amazon Elastic Compute Cloud 56l EE— MR ARRF |
HELBIUZNARFEES— 1A , WA ERUTEE,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:r0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

Profile A F{EFX B Amazon EC2 RHIMIEHIEEREAE , HHBIILEITIER,

web_identity_token_file-H= AWS configX#i%E&, AWS_WEB_IDENTITY_TOKEN_FILE -
INEATE, aws . .webIdentityTokenFile-JVM REE M4 : {XBR Java/Kotlin

BEXMHRE , ZXHIEREXZER OAuth 2.0 I2A4tE = OpenlD Connect ID 54 2 7 #Y i75 ]
T hEo
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https://openid.net/developers/certified/
https://wikipedia.org/wiki/List_of_OAuth_providers

AWS SDKs f1TE SEEE

W% E R ER Web B EBRESRIERME ( Hl20 Google, Facebook # Amazon & ) #1TH 3%

if. SDK HFRARTEMBHXHENAS , HERKEFA AssumeRoleWithwWebIdentity
BERNEAERN WebIdentityToken S8&i%,

%ﬁi}\ﬁ : %o

BWE : WEXLARBENXMGE, ZXHXNITESHREEDERMAN OAuth 2.0 HRITEDR
OpenlID Connect Thf, HEXERFHEM N HEX FHEI/ER ZNEXNEE,

Support AWS SDKs by f1 TE

LLTFAR SDKs XFAREFH RN IR RE, FIERDHISMERTEEH, EMT Java B AWS
SDK # &F F Kotlin B AWS SDK It — X ##EW JVM REBMHIRE.

SDK X BIEFEZER
B
AWS CLI v2 e
EATF C++ 1y SDK ¥ credential_source FX3#F, duration_seconds X%

2 ¥, mfa_serial Ax%#F,

BEBHAF GoV2(1.x) WSDK R

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , LT/ MELE ST INEL A I
B ; BZHLIE

EAT Java 2.x By SDK % mfa_serial AX#, duration_seconds X,
ﬁJ\
EAT Java 1.x By SDK E8 credential_source %#, mfa_serial %K. T%

2 FJIVM REGEM.

ER T JavaScript 3.x WE#H =
FEIES

BT JavaScript 2.x By SDK #8 credential_source AX#.

& AT Kotlin 8 SDK =

RABBREE 65


https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X BEHEZER
b=
& F.NET 4.x # SDK =
BT .NET 3.x 8 SDK =
&M T PHP 3.x # SDK =
&R T Python (Boto3) By =
SDK
& T Ruby 3.x #J SDK B
EHA T Rust B9 SDK =
EAT Swift # SDK =
AT PowerShell =

\

AEREILRMEE

(® Note

WETHRIZBEREAFRAERSER Support b y AWS SDKs  tools RIGHIEEE , ES00 7
EAEENIRERE,

ARRIRUERNEFAFICNARFENEIL, ZEPRHEEN LS #HE 4B EFRS (Amazon ECS)
I 5% Elastic Kubernetes Service (Amazon EKS) ZFEE B A, SDKs =idi@id GET #ERMIE
ER HTTP i S &I

MREEA Amazon ECS , BITBUEERAES IAM ARRIEZIERE, &
NAEREAFIHE, BB/ , Amazon ECS £1%i& SDKsH I B FRIKEUEIL
AYAWS_CONTAINER_CREDENTIALS_RELATIVE_URIMEZE, EBE Amazon ECS LAfEHILLIH
gt , 2 (Amazon Elastic Container Service F £ A R/ PHES IAM A,

WRIEFE A Amazon EKS |, BRITEWEEH Amazon EKS RBA S RUHEZIRE , 25
REMRR, AJEitM , XEMIRE, JEAMNTTBY. BHNEEE4AH (pod) M IAM A
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html

AWS SDKs f1TE SEEE

#5 Kubernetes RS MK M XEr , LEBNAREFWVIED, ETHEX Amazon EKS &85
HEHNWEZER , HSH (Amazon EKS AF1ER) H 8 Amazon EKS BEH 5. BE

J& , Amazon EKS £1& BAWS_CONTAINER_CREDENTIALS_FULL_URI SDKs#l T B FRIKREVZEIE
B FAWS_CONTAINER_AUTHORIZATION_TOKEN_FILEMREZE, HXiREEE , H2 1 Amazon
EKS AFERAHIRE Amazon EKS Pod 53CEE | S&ETE AWS BEM L LA A mazon EKS Pod
Identity {811t 7 Amazon EKS £# R AREFH IAM X BR,

ERLLT A AR B L ThRE -

AWS_CONTAINER_CREDENTIALS_FULL_URI - }/EZE 2
BETEN HTTP URL IR , fit SDK EBEREUENFER. XBIEARMEN.
BIAE : o
BRE : BHH URI

EE  HRER AWS_CONTAINER _CREDENTIALS RELATIVE URI WERIZRE K REEXRIRE
AWS_CONTAINER_CREDENTIALS RELATIVE_URI BN &fEMH,

Linux/macOS B F{TIREFREEN A

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
)4

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - }fEZE

E HTTP URL iw R , # SDK & RFIUEREM . ZERHIIIEIFRINE Amazon ECS KV EH#
169.254.170.2 k.,

%ﬁi}\ﬁ . Too
BRE : BRAEIAEX URIL,

Linux/macOS B S TIRENETEN RH

export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/

AWS SDKs f1TE SEEE

AWS_CONTAINER_AUTHORIZATION_TOKEN - SMETZ &

BEEAXAHNENSE, MRRETHTE , SODK FEAFRTENERE HTTP HR LRERIUR
Ko

%ﬁi}\ﬁ . Too
BERE : FRHBE,

EE R ER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE ERIRE , REEXRIRE
AWS_CONTAINER _AUTHORIZATION_TOKEN_FILE BRI 4&fEHA,

Linux/macOS B ST TIRENETEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - SRELE
EEEQRMANAFERT I HFNEX XHFEE.
INE : o
BERE : FHH,
Linux/macOS BE fF HITIREFREEH R

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

Support AWS SDKs by f1 TE

LUFAA SDKs XFAEBHEARMINENRE, AR HIIMERIGEER. ERAT Java i AWS
SDK # & F Kotlin £ AWS SDK Mt — X 3FEA JVM REBEMHIRE.

SDK % BEIRAESES
B

AWS CLI v2 =

EMF C++ # SDK 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWS SDKs f1TE

SEES

SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1) # SDK

EATF Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& T JavaScript 3.x BV E 4
FERIES

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

FERATF NET 4.x 9 SDK

FERATF NET 3.x 89 SDK

FEHAT PHP 3.x # SDK

& A F Python (Boto3) KJ
SDK

EH T Ruby 3.x B9 SDK

E AT Rust B SDK

MO M gy

fim

fim

fim

fim fim

fim

fim

fim

fim

BERESER

2 Lambda SnapStart B EAWS_CONTAINER_CRED
ENTIALS_FULL_URI H B3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN AT EHWKiEsT,

2 Lambda SnapStart 4B EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ HE3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF B3 RIiEAT,

2 Lambda SnapStart U8 EAWS_CONTAINER_CRED
ENTIALS_FULL_URI FH B3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN HATEHWiEsT,

% Lambda SnapStart 43EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3 E3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF B3 RIiEAT,

= Lambda SnapStart 43EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ E3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF B3 RIiEAT,

BRERREftE

69


https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
=

FERAT Swift B9 SDK =

AT PowerShell =

IAM Identity Center fEIF {2t &

® Note

WETHRIZERE A FRAERSER Support b y AWS SDKs # tools G HEE , 5007
RAIERRIRER .

Lt & A HAUEHLH AWS IAM Identity Center i TIREUZRRIB R £ K& F (SSO) 1HE AWS RS X
PR

(® Note
£ AWS SDK API X #/ | IAM B O EIEREFHEF N SSO FibiREHE,

/B A 1AM Identity Center /& , B AIEHZE AWS config N HIREE U E B4, EESXH
FATiE#EZ IAM Identity Center 8] [17 . H AP K IhEE IAM Identity Center # 1T RIES , [
FREESZAFXEKN IAM AEHNEREIE, E7T# SDK A MEEFREUGFRHERFFEAT

AWS R B3R , HSRAMER AWS SDKs M1 T E/ IAM B4 50 5 HRIEFRIE,

& config X#E & IAM Identity Center EFFP A
(#%F ) SSO THRERHEEFEE-EKQFRFENE, SENBENXFERFEN BN XZF.
- RETARFOEE-FERABEN/\/NFRiE,
EXHRHEES  SRFEERXEIHEEHNZ R,
LT H#GEEEEEX IAM Identity Center B EfBE R -

« AWS IAM Identity Center i FF 155
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS SDKs f1TE SEEE

- AWS IAM Identity Center [1f% AP| &

ERAT#E SDKs M T E A MEEALEERFER , FSR AR AWS SDKs F1TER IAM
BH 05 AR E S,

TERFAF

M5 SE A IAM Identity Center, B3</8 A 1AM Identity Center S RIFNIFMES , FSRAWS
IAM Identity Center Fi 3§88 AWS IAM Identity Center® #9 /3 F -

(® Note

RNE , ARANFAN BN EBERZHFNMBENHZ configXHEE , FSHREESH
BA{EA IAM B4 503 AWS SDK M1 T E#1TH PRI,

SSO T REEE &

LIBEM SSO T EREEFEER |, £ AWS SDK T ELHFRIFENSTE | EREKN S
BAL, BXERENBNEKESEENANESZESR , HZSFHAWS IAM Identity Center 1§
B ELE AWS 118171 # IAM Identity Center £ R TR 7Y & B IF4ERTE]

ZconfigX M sso-sessionfBn ATFX A TIREN SSO HRITEMNEELTEHTHA , RFALUE
AX LT 8 RIRE AWS Fif, BXconfigXHHUHFINESHFHMES , HSREE XK,

UATHZEconfigHRpIFERAREXHEREHRHFTAITEGHIE , LLiER IAM Identity Center if
:F:"o dev

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BIEMNRHIERTBENL —Nsso-sessionBHEHAFGESHEMBXEK, BF , sso_role_namest
FiEprofileEpm HikEsso_account_idH , X# SDK FaEiER AWS &ilE,
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https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html

AWS SDKs f1TE SEEE

sso_regionsso_start_url, # , sso_registration_scopes@fEiZsso-sessionEpn A
®E,

HAEMA SSO S HMEBIZEHEE sso_account_id M sso_role_name, HIREH AT
EAXERE AWS RS BESORIENTZIE , WFAFEEES AWS Kif. SKEEFHRIER - HTTP
BHRRIELSR , EEAMABEEESENZESE., EXMERT , FEE sso_account_id M
sso_role_name, EEEZRZREZIFFEBETHEEN , BZHMNA AWS RE B/,

AEMEEEEN sso-session W—# 5. EAEE —FHL%H OAuth 2.0 FRHIN AREFX A F ik~ &9
WHER, BIEARHIIEEBsso_registration_scopes Bk A ERELER I RINER,

UTREAERT MAEZSNMNEEXHFESEFHMERBMNsso-sessionEl &,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BRI SHEMERS ~/.aws/sso/cache BRTHHME L , XHEBETLEFEEF.
152 88 B 1 0l #rEd iE

EREENTARFEETISEDTERBF, RIMNBWHA SSO THEHBEERE.

BEEAESNTARHEE , SLAEREEXHFFREEATIRE !

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name
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AWS SDKs f1TE SEEE

AILAERA sso_start_url # sso_region RENEEXHREERAFIITF, AILER
sso_account_id M sso_role_name REXRIEEMNIR,

UTRBPRET config XHHHIEANSFEE.

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BHRITSHEEREE ~/.aws/sso/cache BFRTHWREE L | XMHBET sso_start_url,
IAM Identity Center ZiF{RHt &R B

SER LT A EBLE L 20 RE

sso_start_url-#= AWS configX#Hi&E

FBEFAHELAN IAM BHFRO0MAE URL HiGEITF URL B URL, BXEZEER , 85H (AWS
IAM Identity Center AP 15F) RHIEA AWS HE[TA,

EHRBLE , BT IAM Identity Center 2# & , EFEHER , HFEAWS HEITF URL,
o HEF , MY 2.22.0 fRAFF i AWS CLI , LA K AHAWS kX17# URL B{E,
sso_region-HZ AWS config3#i&&E

Heip AWS Xi5 ZEE/ IAM SHFOMFEN ; URREERR IAM H OO0 ZBEEH X
H. XEENINAWS KigFTx , BAIEBMTE,

BX AWS XiE R ERBHWZESR  FSH PN XELET S Amazon Web Services — i85 Z,
EBRIE , BT IAM Identity Center 2% & , EEEE HiR , RAEEXK X,

sso_account_id-H= AWS configX#igE

B3 AWS Organizations IRE- 7101 AWS Ik A T & BRI EZF ID.

EEETRAKFYIER , FRIE IAM Identity Center 2% & H$TFF AWS Ik TUH. &% 0] LLEEAWS
IAM Identity Center |1/ APl & s ListAccountsAP| F:EF R AK/F SR, Hlan | Ea7LL
WA “FRIK S AWS CLI 5%,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html

AWS SDKs f1TE SEEE

sso_role_name-3*= AWS config X #iZ&E

LUIAM BEEBENNRENER , BTELNAFERNNR, ASREET AWS IkF I5EM
Fsso_account_id., FRAREN , MA=RAEKN Amazon BIREF (ARN)

IREEMA IAM policy MBEEXNREKRE , FENL T AFXH S ER AWS IKF 8 75 R PRE 3

EEEENUTANBRENTIR AWS IKF | 1533 IAM |dentity Center #&l & HFTFFAWS Ik F T
Mo %EHE AWS K7 REFHFIHEBNRBEEZ M. BETLER Port AWS IAM Identity Center
al APl ZZ %1 ListAccountRolesAPI 52 EE A ANRES IR, Hlan , BAILLEA AWS CLI /7
sElist-account-roles.

sso_registration_scopes-*= AWS configX#iZi&E

= sso-session ERNWEBENESHREIIR. NABRFAUNER—NHZNEE , ONAERF
ZRHF RSN RETFETHBE. EM IAM Identity Center RS FEERIFEHShE | AR
F sso:account:access &/MNEE. BXAAFREEIETN SR , HZFAWS IAM Identity
Center AP I8P ILFSEE .

XESEEEN T AEEMP OIDC FFHFERBZNWARME IR EZN GRS, SRR
IAM Identity Center 8 & 5 RN im0 1,

WRETNEATFEZNTFARFEE, FRAESEE XM SEKERKRE T
sso:account:access ERFSEE A,
Support AWS SDKs by f1TE

LLTFAR SDKs XFEAREFH AN IREMNRE, FIERDHISMERTEEH, EMT Java B AWS
SDK # EA T Kotlin #9 AWS SDK M — X #EM JVM REEMHIRE.

SDK %X BEAREZER
B

AWS CLI v2 =

EAT C++ B SDK =

BHAFT GoV2(1.x) BWSDK R

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , KT /S MBS E ST INEL A I
B ; BRI
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https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/

AWS SDKs f1TE SEEE

SDK x EERESZER
B
& T Java 2.x # SDK & credentials X#HEXEFEEE.
EA T Java 1.x # SDK &
FEA T JavaScript 3.x N4 R
FRIES
FEATF JavaScript 2.x B SDK £
& A T Kotlin # SDK =
SEAT.NET 4.x 19 SDK =
EATF NET 3.x # SDK =
& AT PHP 3.x #9 SDK =
&R T Python (Boto3) By =
SDK
& T Ruby 3.x B9 SDK B
EA T Rust B SDK 2 NERBEENFAIRFES,
i)
& AT Swift 8 SDK =
AT PowerShell =
IMDS ZiE iR it &
(® Note

WMETHEBEREARRBERSEH Support b y AWS SDKs H tools &K #EY , ESH T
FEARIEREMIRE R E,

IMDS #{#t#& 75


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE SEEE

KO TBIERS (IMDS ) REBXRENKFNHE , EUUHEKREERERERSTHIEAS. BX
AABENEZER , HSH Amazon EC2 AP iER PR EMXGITHHE. Amazon EC2 124 7 A%
KOMERANAS L RTR , ZLRT RAUAKMREEHER ﬂﬂ%%ﬁﬂﬂﬁﬂﬂ?ﬁ@ )l'll © A AR H
—AXNZACRRWEIE. SDKs A LAER iZin RR ST E N HA AT R AR 7 88 — 3B 0 Wik +.
BRIAERASSBI T BARRS MR 2 (IMDSV2) |, BIfE A2 E TN EZ2M IMDS A, ZZI]%EEH:T—IE
HWER (HTTP £5iR1C53 403, 404, 405) m&M , MEAF&F %, IMDSv1

ERLLT AR E L IhRE -

AWS_EC2_METADATA_DISABLED - SRMET 2
REZRERAT D EC2 KA THIERS (IMDS) KIREUES,
BINE : false,

BENE :
« true - iBEZMER IMDS RIREUZEILE,
- false - £/ IMDS RIREUZIL,

ec2_metadata_vl_disabled-*= AWS configX{#i%iE, AWS_EC2_METADATA_V1_DISABLED
-IFEAE aws.disableEc2MetadataVl-JVM RE&E M : {XPR Java/Kotlin

R IMDSV2 AW , REERA KB THIERS A 1 (IMDSV1) ERRR TR

(® Note

New SDKs % #F IMDSv1 , AR ZFHRE, BXFHFES , 5N & Support AWS
SDKs by fIT &,

BiAE : false,
BENE
« true— 5% IMDSv1 B#E® H.

« false— IMDSv1 A¥E&Z A,

ec2_metadata_service_endpoint-3*= AWS config X i E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - 3/ 54 &, aws.ec2MetadataServiceEndpoint-
JVM REEM R Java/Kotlin

IMDS Wik s, t{ENES AWS SDKs 1 TE# RN % EC2 Ll THIENEBRIALE.

IMDS 1#=2fit#& 76


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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ZRIAE : IR ec2_metadata_service_endpoint_mode &F IPv4 , MBRIARR A
http://169.254.169.254, WIR ec2_metadata_service_endpoint_mode & F IPv6 ,
N ERINSw SN http://[fd00:ec2::254],

BXE : BRH URI,
ec2_metadata_service_endpoint_mode-#{= AWS configX

1R &, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - IfMEZ &,
aws.ec2MetadataServiceEndpointMode-JVM R&E M : {XPR Java/Kotlin

IMDS i miE R
ZRIAE : IPV4,

BEME : IPv4, IPv6,

(® Note

IMDS ZiFRHEER THEITRHERE N2, BR , REEEARIIFHEM/IMERE
B, 74K%E IMDS FiFR#tE., Fit , MREFLEENEFFERAIRHENEIE , WAFMN
BEETRREMEMNFTIIRAERERAEMBEE X, NE , BERBTILERREEEDIR
DB MEEERED T HEREILE , FTOERBPEEREMALD IMDS FiERME, CIRERSE, W
B, AT EEEERIERR,

IMDS FiIERV 224

BIABRT , Y AWS RHEF AT EGREEENEIERN , REFATIEGN2AFEATLS#H EC2 5%
Bl TEIERS (IMDS) k3R AWS ABIIEH. B F AWS_EC2_METADATA_DISABLED RELE
WRERN true , AIAZANRIT N, XHEUUBIEFSKENNEZES) |, Hi858 082445 5 Amazon EC2
EHITHERSH A AERNEN RS M,

(® Note
AWS TitXERBIM , B E T HREIUN SDK BEFRHAAER IMDS RREILE,

A% EC2 IMDS &Ry A

IR EHME R ERRTAEANRERGUREREFEERAREFTE,

IMDS £t #& 7
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SEES

Linux 1 macOS

£/ Linux 8 macOS WEFILUFERAUTH R RELIFMETE -

$ export AWS_EC2_METADATA_DISABLED=true

MREFLHRBESZ shell FMREERFREFFAE , MWALLH LR SHMEER shell BB

X, flan .bash_profile, .zsh_profile 5 .profile,

Windows

5 Windows WEFRAIEAU T FIRENIRET

$ set AWS_EC2_METADATA_DISABLED=true

MREFLERREESZ shell 2EBMRRERHRFFE , WANBAUTRE

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note

Z setx B AR ZENA T HEH shell 21F , AL EFEEHMBRNEFHITIT shell = #E

EE R ER

Support AWS SDKs by f1ITE

LUF A SDKs XFAEBHEARMNNENRE, FREEDFIIMERIGEER,
SDK # & T Kotlin B AWS SDK It — X 3FHEA JVM REEMHIRE.

SDK

AWS CLI v2

EAT C++ Y SDK

SERTF Go V2 (1.x) #9 SDK

X BEREZER
B

=

=
=

=

=
=

FERT Java B AWS

IMDS £t #&
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs

AWS SDKs f1TE

SEES

SDK

FEATF Go1.x (V1) # SDK

FERATF Java 2.x B9 SDK

FHAT Java 1.x B9 SDK

& F T JavaScript 3.x B4
FEIES

& A F JavaScript 2.x # SDK

F AT Kotlin 8§ SDK

EATF.NET 4.x 89 SDK

EATF NET 3.x 89 SDK

ERATF PHP 3.x B SDK

& F Python (Boto3) KJ
SDK

EF T Ruby 3.x #J SDK

FEAT Rust B SDK

FERAT Swift B9 SDK

AT+ PowerShell

4 Mt

A0 fAD  FD HD

i

fm AD @D

fim

BERESER

EFEAHRE config XHIRE , BT B MEE XA INEAT T

BE ; BSHAE,

JVM REE M : £Hcom. amazonaws.sdk.disableEc
2MetadataVl A #aws.disableEc2Meta

dataVl ; aws.ec2MetadataServiceEndpo

int Haws.ec2MetadataServiceEndpointMode A%
=

EH IMDSV1 5%,

AEA IMDSV1 5%,

BO L EAERBTEXEH IMDSv1 BB, [Amazon.U
til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

IMDS 2

79


https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE SEEE

MR E
(® Note
WMETHEEREARRBERSER Support b y AWS SDKs Hl tools &iEHI#EY , ESH T
FEARIEREMIRE R E,

SDKs Rt —#e W B EL AT RETIERMEEN T E. HREBFITRATRHABESKI , SN
AT FEPRRITUES SR SO RUEBEK.

%20 , 1AM Roles Anywhere fEFi Ecredential_processRARKREHN N ARFREIGI IR, EX
WRIRELE credential_process , SR A IAM Anywhere B &3 1T 545 1IF AWS SDKs #
IE,

@ Note
DUTARERT —MMASBHEBERIERN A ZE , MREBEASBSTRGE , WATLAERZS %
AWS, WREE AWS TERRLHTHE  BFEAEMEIERMER. WRFERAED , N
BEREARERENRERESERRTRMNEREXS. BINENWEENEZITIIEROHE
AMEAHZEBStdErr , B SDKsH AWS CLI AT AR AMIE R RER , NTETRETH
BRARZBNMAF,

FRUTAEEELLIhEE
credential_process-* = AWS config iR E

EE SDK HTERARBETHARG T , MERIRRATZHTHFORIEFIE, ZiREE

E SDK FARAMNEF/ S THEM. = SDK BAZHER , T2FFHEN JSON BHIEEA
stdout. AENREEELTURERNELOFR. ZEERES SDK R TEAATXEHITH KK
IERV RS

(® Note
HEFIERAER THRETREAEE V-2, B2 , REEFARIFHEMNLIMEREZ
B, IeREHEFTIERME, At , MIREFLEENEFEALRHEENTIE , WLAMNE
B RBRE SR EIEREEREAEMCEEXF. HE , SEAREIERAEESH LN

Process 2% 80
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BMREERER TEREUL , T NERBPIEECANEERIERHEE. QIRKRSEF R,
A EEREEFUERR.

EEFRILERFRIRE

K

ZRENER—IMNFZHE , HPI2EMD SDK IF X TERREBEITHRFHBRE

« BENMHBAREAUTZHER : A-Z, az, 0-9, EFF (-). FH&(_). A (.). E#
(/). RBMT (\) Mz,
- IRBEEINHEIEER , BHTERENABANGIS (") FEEX.

- MRSHBERBSHEESZH , WAMNEIS (") FizamFEEX, XEEREHIE, IFRR
FMEXT o

- BOEFZFFEDEESEARETE, fli0 , £FEEEE $HOME 5 SUSERPROFILES,

c TEFEXHREEN ~, * EUTEETBREIEXHR. IREFEEANHE  WRELZR
£ PATH MR BEENXHXRFERZERF. BEREFREMR

AT RBIERT E Linux/macOS EHIHE config X#HHIZE credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

AR RAIERT E Windows EHIHE config X#FHIRE credential_process.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

« ABETHEEXHTERE

[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1

FEUETH R B9 A W H

SDK BBEBNXHFIEENARETEZST , AR R HRPIEERHRE, SEENG®S , TR
MAE B SRR | #MSTUE STDOUT EAERGFES LA TIEER JSON HiHt .

Process 2% 81
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{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(® Note

BEREANZE , Version ZHALIIREN 1. FEREEBNZEHWHNRE , ZETELXE
yilI}S

FExpirationfi®—/> RFC3339 B LM E&E. MRITEMNH L P RFE Expiration #
A, W SDK BREFZURTRIFW KL, &N , FEMANENEIE , AELSEESHERNZT
credential_process R XRBIIRFEIL,

(@ Note
SDK 1~ ZFARMHBRELE , E—KTRATRAABKILE. NRFEESF , WAHEHNDEHE
R,

AEHBHEATLUREIFEFIRENRE |, iERERRFE IR X £ 4R,
Support AWS SDKs by f1 T &

LT A SDKs XA TEHERWIIEERRE, FTESDHINEREEXH, ERATF Java B9 AWS
SDK # EH T Kotlin B9 AWS SDK M — X 35F{1 JVM RSB MHIRE,

SDK X BEARESZER
#

AWS CLI v2 £

EAT C++ By SDK =

EAT GoV2 (1.x) 4 SDK £

Process 2% 82


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK X FEXHEZER
B

EAT Golx (V1) SDK R EFAHE config XHRE , BAF S MELE X H NI Ih

fE ; S HKTE,

FEAT Java 2.x By SDK 2
FERAT Java 1.x B SDK 2
FEA T JavaScript 3.x N4 R
FAIES

FEATF JavaScript 2.x By SDK £

EA T Kotlin # SDK =
ERAT.NET 4.x 9 SDK =
EAT .NET 3.x 8 SDK =
ERTF PHP 3.x 89 SDK =
& FF Python (Boto3) Y =
SDK

& T Ruby 3.x B9 SDK B
@A T Rust # SDK =
EA T Swift 8 SDK =
AT PowerShell =

AWS SDKs 1 “T&” ¥rifE{lIh g

TZUREEENN —BHNMIAE , FEETF S LHMLUARIN S X TIE SDKso X —HHEAT A
REBZNRBNAES DMBEME SDKs, FRARESMATUEABHIRES , FSHENEE SDK
APl T ##i¥15.
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE

et

/A Important

FHIEFBE T BEHS SDKs X FFFT A Thae

E&

« ETK/HIRKR

RAER ID

Amazon EC2 E4l T ¥4
Amazon S3 AR
Amazon S3 ZXF GRS
AWS [X13

AWS STS X imTi =
Amazon S3 W ¥ #E T E AR
BHERRF FIPS kR

i AR I

EARERE

IMDS & i

BiR1TH

B3R ES
BETRFSNIRS
BRERERINE

HETKFHIRR

ETKavL

(® Note

WMETHEEREARRBERSER Support by AWS SDKs Hl tools &AZHIHSED

FRA SRRV IRIE TUH

, BETRIIBETNFIEAHE,

ESH T

Lin T RAER SR AWS IKF ID SRER A XIS ILhRERY BRSS9 K , MM HE BIHR S £ REH

Ay B, HEEAXFETKFNART S/ AWS SDK MRS E , SDK R imatENEAET

ETIKFHRI
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KPRLRETR  MARKBLETR. MR SDK EFHEFEKS, ID , NEFFIHFERXELET
B, EFTKFHLKLET RN ERXRhttps://<account-id>.ddb.<region>.amazonaws.com,
fR<region>8 AWS Ik/= ID EHE , EME <account-id> , Ak, AWS X

ERAU TG AR E L IIRE

aws_account_id-*= AWS configX#i% &, AWS_ACCOUNT_ID - }R3E3FF &, aws.accountId-
JVM REEH : {XBR Java/Kotlin

AWS Ik BfiE. ATETEKFANHESEKEBE. AWS IKF SUEMERELTF 111122223333,

ETKF N R QUSH TN EERSRHUEFNFRMERE.

account_id_endpoint_mode-3= AWS configX {#i% &, AWS_ACCOUNT_ID_ENDPOINT_MODE
-INEF E, aws.accountIdEndpointMode-JVM R4 E 4 : {XBR Java/Kotlin

WiEERATFESERXHAETFEKFNRSEH , HESETFTKFAAOHN,
ZRIAE : preferred

BWE :

« preferred— iR NIFEKF ID (MRE ),

+ disabled : EFEMIHERI T ZTEKS ID,
- required : IWRAMLMITEKS, ID, WRIKF ID FAA , SDK &5/ KR,

Support AWS SDKs by f1 TE

LT A SDKs XEFART BB IEMRE. MBS FIIMERGEZH, ERT Java I AWS
SDK # & F Kotlin 9 AWS SDK Mt — X #5FM JVM REBHIRE.

SDK X #’SDK BEREZEE
¥ ORAFRR
g
AWS CLI v2 = 2250
AWS CLI v1 = 1.38.0
EHT C++ B SDK &

ETKFHIRR 85


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK ¥ 1 SDK ZFEREZER
¥ BRAESFx
el
ERAT Go V2 (1.x) 2 v1.350
7 SDK
EATF Go &
1.x (V1) B SDK
EAT Java2.x By 2 v2.284
SDK
ERATF Java1x By 2 v1.12.771

SDK

& FF JavaScript 2 v3.656.0

3x WEHEFATIE

=2

i& F F JavaScript B

2.x By SDK

EHT Kotlin B9 2 v1.3.37
SDK

FEHTNET4.xH 2 4.0.0
SDK

EAT NET3.xH &

SDK

EATF PHP3xH 2 v3.318.0
SDK

&R T Python 2 1370

(Boto3) By SDK

ETIKFHRI 86


https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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SDK ¥ 1 SDK ZFERESBER
¥ BRAESFx
m
i& A F Ruby 3.x ¥ 2 v1.123.0
SDK
FEAT Rustf SDK &
ERT Swift  SDK &£ 1.2.0
F T PowerShell &

BAER ID

(@ Note

WETHRIZEREAFRAERSER Support b y AWS SDKs # tools G EEE , ES00 7
RAIERMNIRE TN E,

— N AWS IKF AT SN E P NRARFARKITHEIE AWS RS, NARF ID AEFRMAT —#iR
AR AREFERA®ITT —HBBNGE AWS K. AWS SDKs ME , RS ERAERILL
B, RIEFEHETEREFEEY, fln, WETNIEERESFHEP , BAIEER , AWS
Health Dashboard LAME —FRi% 4 BRLE 1 72 5 538 FAE < Bk

ER AT BABLE L D RE -

sdk_ua_app_id-H= AWS configX#i%E, AWS_SDK_UA_APP_ID - IFEEE,
aws.userAgentAppId-JVM RGEH : {XFR Java/Kotlin

REREIBANABRFNE—ZFE  ATHABENARFFHBLENHERF AWS K/ IE
ERA AWS,

ZRIA{E : None

BRE : BRKER 50 WFFH, ATERAFE., BFMUTEHRF
B8 % & *o e -s s M o e

NARRF ID 87


https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE

SEES

£ config X#HHIREENRH

[default]
sdk_ua_app_1id=ABCDEF

Linux/macOS B S TIRENETEN RH

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows Bl s S TIRENETEN KA :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRGDENFANRTEERKSNNES  BRESFSEN ZE#HTE L.
Support AWS SDKs by f1 TE

LT AR SDKs XEFART BB IIEMRE. AAEIDHISMERIGEZH,
SDK # & F Kotlin 9 AWS SDK Mt — X351 JVM REBHIRE.

SDK X BAREZER
2
AWS CLI v2 =
B\ATF C++ B SDK = TEXEFEHEEMconfigdt,

EAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &

ERT Java B9 AWS

EAT Java 2.x By SDK B FEEFEHZconfigXHiRE | TXEFHRETE,

ERAT Java 1.x B9 SDK &

ER T JavaScript 3.x WE#H =
FEIES

B ID
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B

FERATF JavaScript 2.x B SDK &

$EA T Kotlin # SDK 2
AT .NET 4.x 9 SDK =
EATF .NET 3.x 8§ SDK 3
EAT PHP 3.x # SDK =
& FF Python (Boto3) Y =
SDK

EHA T Ruby 3.x B9 SDK =
& AT Rust B SDK =
& AT Swift B SDK B
AT PowerShell &

Amazon EC2 L4 st iz

(® Note

WETHRIZEREAFRERSER Support b y AWS SDKs H tools G HEE , 50 7
fEARISRERIRBE R E,

Amazon 356 £ EC2 R T —IMBA N RHI THERS (IMDS ) RS, ETHEEXRLMBSHNEZE
B |, &5 Amazon EC2 AFIERmP M ERASMITEE, ZRAECEE IAM AE2K Amazon EC2 3%
fl ERFREZIUER , RIABRT , EXFaBERSHEZERTATH,

ER AT BABLE L IhRE -

Amazon EC2 Efl Tz 89


https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKs f1TE

SEES

metadata_service_num_attempts-#£Z= AWS configMHiRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - }M5ZE

AIZERE T EZRNEF TBERSKERBEN , ERFITZEMERE
ZRIAE : 1

BRE : KRTHFT 1 WEF

metadata_service_timeout-#Z= AWS configX#fi%iE, AWS_METADATA_SERVICE_TIMEOUT

-INETE
EENMNEGITHERSREZREN , REBRNTIHDHR,
FRIAE 1
BERE : KFHET 1 EF,

£ config XHHIREXLEMN A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B G STIRENETEN RH

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows Bl s S TIRENNETEN RH

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Support AWS SDKs by f1 T &

BUF (AT ) SDKs XIFAEHHATRMRENRE, FAEE o fINEREEEH, EAT Java iy

AWS SDK  5& T Kotlin 89 AWS SDK Mt — X #4F ] JVM RSB HIRE,

Amazon EC2 3£/ st #i iz

90



AWS SDKs f1TE SEEE

SDK ¥ FEXHEZER
B

AWS CLI v2 =

EAT C++ 19 SDK B

BEATGoV2(1x)®WSDK &

FEATFT Go1x(V1)WSDK &

SEAT Java 2.x B9 SDK = {X X3 AWS_METADATA_SERVICE_TIMEOUT

SEAT Java 1.x B9 SDK =8 X% ¥ AWS_METADATA_SERVICE_TIMEOUT o

FEHAT JavaScript 3ax WE 4 &
FARIES

FER T JavaScript 2.x B SDK &

FATF Kotlin B9 SDK

7|

7|

SDK for .NET 4.x

ERAT NET 3.x 8 SDK &
EAT PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

&EF T Ruby 3.x #J SDK B

EHAT Rust By SDK

7|

& AT Swift B9 SDK

7|

AT PowerShell

7|

Amazon EC2 34l T 3E 91


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE SEEE

Amazon S3 EA S

(® Note
WETHIREREAFRAERSER Support b y AWS SDKs M tools RIEHHEBEY , 501 7
SRR E TN,

Amazon S3 lRFRMEASIEN S Amazon S3 FEBRXENEBERAR. BAK LA UNAKE—NE
MAMEE K MAREZENAIF®E, /8 AWS SDKs , BraI L EF#BFZRPEHAEA R Amazon
BIREB (ARNs) #1T API 84 , MAXHBREEFE#BENR. EMNATREENRE , fINERES
GetObject M¥EEA R ARN NEREBHIRENR , FEFHEE PutObject BIEA R ARN X RF
INEF R,

ET B> Amazon S3 A SNEZ{EE ARNs |, i55 5 Amazon S3 AFIEEPMFEREA S,
FERUTHERB L IEE

s3_use_arn_region-}= AWS configX4i8E&E, AWS_S3_USE_ARN_REGION - SRET £,
aws.s3UseArnRegion-JVM REE 1 : XBR Java/Kotlin, BEEEERBIEEE , FEEEEEN
HE SDKo

tiRE#EH SDK BEEMAEA R ARN AWS X NFREEXHLIRT Ro SDK 2BIE AWS X
3 ARN REHEEF i AWS X B & AWS HER 7 XIRHRS , Uk L&A AT X MAYES 25
XA, IRZBXEN , MELEEARBEENRE , AARTMEEERE,

ZRIAE : false
BEME
« true— SDK Ef&ELX T 2 AWS XI5 BiEH ARN , MAREFmNEE AWS Xig, Fi5k

MREFIRNEE AWS X 2 FIPS AWS X3 , Ne&495 ARN HHEE, AWS XEE TR
SEHIE R,

« false - SDK EHiEim AN EAEFiREERN AWS XiF
Support AWS SDKs by f1 T &

LT AR SDKs X AT HERWIIERRE, FTERDHINEREEXH, ERATF Java B9 AWS
SDK 1 5&A T Kotlin B9 AWS SDK M — X3 F [ JVM REBHIRE,

Amazon S3 AR 92


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html

AWS SDKs f1TE

et

SDK

AWS CLI v2

ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x By SDK

& T JavaScript 3.x By E 4
FAIES

& AT JavaScript 2.x B SDK

& AT Kotlin 8 SDK

EHAT.NET 4.x #§ SDK

EATF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

& T Ruby 3.x B9 SDK

EAT Rust B SDK

& AT Swift B9 SDK

AT PowerShell

X BERESER

B
=
=
=
=3
=
=

=
=

fD  AD

fim

EfFAHRE config XHIRE , HITF B MNEE X4 INER K Th
BE ; BZHEKE,

TXEF VM REEH.

R

R

BREMMELER ; HEconfigXHERETFHELTE,

EREMERLER ; H=EconfigXHEMLETHRETE,

Amazon S3 #EA R
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE SEEE

Amazon S3 Z[XigiF [ &

(® Note
WETHRIZBEREAFRAERSER Support b y AWS SDKs # tools FAGHIEE , ES09 7
EAEENIRERE,

Amazon S3 ZXHIARREMHRT —HERER , NABFITUERAZKIAKBEREMT SN AWS
X8 Amazon S3 FEFEHIER. LAMUERASXKEEAIHRZXENARR , FHENXEHRE
REVERIZRN , REEHFMEME A EITXENAERF.

ETREXZXEZEARNEZEER |, 1§55 Amazon S3 AFIERE T/ Amazon S3 Y2 Xi#z A
o

/AN 0

ETHAERZXEEAS Amazon BREF (ARNs) WEZELR |, 5% Amazon S3 AFiEEY
MERAZXFEASRHER,

ETHAXVNBRZXEBEARNESEE , i55H Amazon S3 AIFERMPMEES XEEA R

SigVAA EERATEEERXEHFERNEARRXI, %M SDK B AWS EHZE1TA (CRT) FE £
RV R TURIR S

ER AT BABLE L D RE

s3_disable_multiregion_access_points-#= AWS configX#
R E, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - SFEZE,

aws.s3DisableMultiRegionAccessPoints-JVM REE M : XBR Java/Kotlin, EEZEREPHE
BE , FEEERNEZNEE SDK.

iR EES SDK BEARRZRAEXEHIFER, MRZREX , WAELEARBEENRE , HRE
HRZEIRE,

ZRiAE : false

BWE
« true - FILFERAEXIFERK,
- false - FRAZXiFEALBABXEEKR,

Amazon S3 % Xig [ < 94


https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html

AWS SDKs f1TE SEEE

Support AWS SDKs by f1ITE

LLTAA SDKs XEFAFBHFERNINENRE, AR HINBEREEXH, ERT Java B AWS
SDK # EZH T Kotlin B9 AWS SDK M — X #5F{1 JVM RSB MHIRE,

SDK X FEXHEZER
=
AWS CLI v2 =

ERT C++ By SDK

fim

ZEBRTF GoV2 (1.x) I SDK £

ERF Go1x (V1)K SDK &

ERAT Java 2.x B9 SDK B

FEATF Java 1.x B SDK i

FER T JavaScript 3.x WEH £
FEIES

FEA T JavaScript 2.x B SDK &

&M T Kotlin /9 SDK =
&M F.NET 4.x # SDK =
BT .NET 3.x # SDK =
&M T PHP 3.x 8 SDK =
& A F Python (Boto3) KJ =
SDK

& T Ruby 3.x #J SDK B
EH T Rust B9 SDK =
EAT Swift B SDK &

Amazon S3 % XiF i8] 8 95


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X BEAHEZER
2
AT PowerShell =
AWS XiF
® Note
WMETHEBREARNBEREER Support b y AWS SDKs # tools RIEHHBY , 1§54 T
EAIERIMIRE T,

AWS X3 EEANEEERNEEHS AWS BSH.

£ AWS X1 , &R E AWS BRSS KRB EEREREXENAR . X7 TRIEERYEEE N M
ARFEEENRAFBRENNNE. XEREBEED, REMENEYE  ETE ER, AKX
1, BB RIG TR BT 2 XEH M TTRE R,

RS AWS RS FRMESHEN IR XA RIK, BRIFCABER AWS RS REHBNEH I8 , BN
E-IMXER 2N A REEMEaXSFHAEFE. S0, Amazon S3 ML S # EC2 XFHEXEE
#l, FLERS (Hla 1AM ) 3ZE XEEFIR.

AWS —iZE GEBXUTRENEE :

- ETHERBNERCBANXR , AEFUARXERKNGIR  FSHAWS RS iKS.
- EEFYEE AWS RFAXENXEMRRIIR , SRS KSR

BIRIRS & i

ELREF IR AWS JRSS , SDKs HEABMNMERAEFHEXIR, AWS BRSEHI0 EC2 , iR EH
NMARFEERRLIZ , NENNARFNEIER—/ Amazon EC2 HEF X RKEZKRFZED,

MRERBEAGPIENEFRABEEXE , WEFHFRIAERAES U T REregioniRENX
. AR , AIUANEMENEFENREXNRERT T HAESNXE, UXipE R RE XS LT
ERFEFLRNEMNLFRE. FARKBREZFNHARFMLIREPIEEN  ZXEFETEN
SDK ( EEFZM4SE SDK 5’ =k SDK IRIBBE ) .

ER AT BABL B L hAE

AWS X1 96


https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html

AWS SDKs f1TE SEEE

region-# = AWS configX#i% &, AWS_REGION - }REEL &, aws.region-JVM REE M : R
Java/Kotlin

EE AWS 5K AWS X fEANRIAME. XEATREHIZEXEN SDK RFER.
BMINE : T BITEAWIEELE,

BXE :

- TRATAERSHERMXBAE , HXIEK , HSHE AWS —RSEHH AWS EFiwS. Bl
m , {B us-east-1 FHRIREN AWS Xifi ZERE ( BHFELMIELEE ) .

* aws-global ARKEAGRT RZALZHFEMNLRLRTRNBRFEELRKHETR , Hlun
AWS Security Token Service (AWS STS) L 5 x#h & &£ 17 f#% R S5 (Amazon S3) Service,

£ config XHHRELEN R

[default]
region = us-west-2

Linux/macOS B i F{TIREFREEN A
export AWS_REGION=us-west-2

Windows BE G B TIRENRETEN RA :
setx AWS_REGION us-west-2

RZH SDKs BE—N'BRE" XNR , FATENARFRBHPREMRIUNXE. BXEAEE , FS5H
B E AWS SDK FF R EHEM,

Support AWS SDKs by fl1 TE

LT AZA SDKs XA THHHE RN IIBERRE, FTERDHINEREEXH, ERATF Java B9 AWS
SDK # sEZH T Kotlin 89 AWS SDK M — X #5F{H JVM RSB MR E,

SDK ¥ BEREZER
=
AWS CLI v2 = AWS CLIv2 EFH{EM{EAWS_REGION 2 &ifEFH+r{F{a{E

AWS_DEFAULT_REGION ( A/MNZEEHHHIER ),

AWS X1 97


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/cli/latest/userguide/

AWS SDKs f1TE SEEE

SDK ¥ BIEAFEZER
b=
AWS CLI v1 = AWSCLIv1 EFAAWS_DEFAULT_REGION HNItEMSWEHIA
BETE,
EATF C++ B SDK =

EAT GoV2(1.x) W SDK £

EAT Go1x (V1)K SDK R EMFEAHE config XHIRE , LT/ MBS B ST NS K Ih

fE ; S HAK1E,

FERAT Java 2.x B9 SDK =}

ERATF Java 1.x B9 SDK -

FEHAT JavaScript 3.x W4 £
FrIEQ

FEATF JavaScript 2.x B SDK £

& T Kotlin £ SDK =

JEAT.NET 4.x B SDK =

JEAT NET 3.x 89 SDK =

&M T PHP 3.x #§ SDK =

& FF Python (Boto3) Y = Itk SDK A& N AWS_DEFAULT_REGION HIFREFERSE
SDK Ptk B 19,

& AT Ruby 3.x #J SDK =

&AM T Rust B SDK =

SEAT Swift B SDK =

AT PowerShell =

AWS X1 98


https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE SEEE

AWS STS X4 imT R

(@ Note

WETHRIZBERE A FRAERSER Support b y AWS SDKs # tools FRIGHHEEY , ES00 7
RAIEEIRE N E,

AWS Security Token Service (AWS STS) IRt & 3kARSS , REXEHRS . Hp —L& AWS SDKs
*ﬂ%ﬁi}\ CLls EA£KRF L R (https://sts.amazonaws.com) , 4L N A X5 AR 5 4 i
TR (https://sts. {reglon 1dent1f1er} {partition_domain}). EEIAEANXIEH

[ AWS STS £KRLK T RXHNBERSBHEERRENE —XEPRMAES. Eﬁﬁﬁlzﬁﬁqﬂ :

[ AWS STS £ ERL& T = ZvZHjEI’Ji%‘REH—A AWS XIFEERE ( 3pEFRILILE ) RHEKES. BX
AWS STS é%ﬁ#‘ﬁ%,\\E’JE%L:. B , i3/ AWS Security Token Service APl & AWS STS ':F'E’J*“*"‘
T = AWS Identity and Access Management AR AWS KiEHhHEE,

AWS Eﬁﬁﬁiﬁ%ﬂ?“bﬁﬁﬁ XIH L im T AR BB LR RAWS XiE, IEm D XK E P AmE
XL IR Ko 9=F§HEFJ?7E SDKs TE#MZHFIRE , BEAE TEMEREERNXBR[EXL T 1T
Ao E?&E?ﬂam , BRI T XK o

(® Note

AWS BEXTBRIAE AR X1Z B AWS Security Token Service (AWS STS) £ERK& ik =
(https://sts.amazonaws.com) #4T 7T &k , LUBRHEB MM, AWS STS M£F/HL
T RNERGE B UEEN TEAEK AWS XiF HEN AL E, XEFRFLIBERERF
MARKE, RNBWEFERELH AWS STS KiFLKIET 2. BXEZELR , 53 (AWS
Identity and Access Management AP 1ERE) FHIAWS STS £ Fim L E S

NFXEFWIREN SDKs MITE , BEFRAUERUT A NBEERE

sts_regional_endpoints-3= AWS config X #i%i&, AWS_STS_REGIONAL_ENDPOINTS - ¥f
REE

Wi EIEE SDK s T EMf[#EEH F 5 AWS Security Token Service (AWS STS) BSH AWS AR

% Ro

ZRIA{E : legacy

AWS STS KB4 imT = 99


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes

AWS SDKs f1TE SEEE

® Note

2022 F7AZRRAENMERH SDK EERAKEBFHFIRIA N regional, FHH SDK EEH&ZIK
BESMIBRILIEBEHFEAregionaliTH. AT RAMEERARATME , RINEUER
EVFH&FEFF%‘EFHreglonalO

BEME : (BWWE : regional )
-« legacy— £/ AWS STS &ixT Msts.amazonaws . coms

. reglonal— SDK T ERAFEANBIEREXEAN AWS STS KT A, Hlm , MEFES
BB RN EAus-west-2 , MM A AAEE AWS STS K BIXF LR Rsts.us-
west-2.amazonaws.com , MA 22 Ksts.amazonaws.com&iFET R, BEFALIRER [
LRKRKRKIZER , BULULHXEIREN aws-global,

£ config X#HHiREIXLEER RHA

[default]
sts_regional_endpoints = regional

Linux/macOS BE ST RENREZTEN T
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows BE GRS TIREFEZTEN RH

setx AWS_STS_REGIONAL_ENDPOINTS regional

Support by AWS SDKs and T&

(@ Note
AWS SfEMUER R AT REFE R XL in T KU B BB LR RAWS X,

TRILCETERN SDKHITE :

- XFHRE  BREXH STS KBmANHEZconfig T ENIFETE,

AWS STS KB4 imT = 100



AWS SDKs f1TE SEES
« MNREE : ZREMNMIAME (MRZEF)
« MIABRSZEF i B8 STS Endp oint : EMEE XM INRKRVIRER AR , B/ n LR BN INE

/AN O

- BEEFIRERTRH : 2 SDK ANFEARXBLET QEHAREEXEN , E2ft4L. TREEH
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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VERY_ENABLED H{EHEZTE R,
ERAT Java 1.x By SDK B AXEFIVM REE M,
§J\

ER T JavaScript 3.x WE#H R
FEIES

EA T JavaScript 2.x B SDK £

& A T Kotlin # SDK =

EA T .NET 4.x B9 SDK B

E\EAT NET 3.x # SDK B

iEAT PHP 3.x # SDK =

i& A F Python (Boto3) KJ =

SDK

iEA T Ruby 3.x #J SDK =

EF T Rust B9 SDK & XX Timestream,
%

EA T Swift B9 SDK B
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK ¥ BEFREZER
#
AT PowerShell =
EARERE
(® Note

WETHRIZBEREAFRAERSER Support b y AWS SDKs # tools RAGHEE , ES00 7
EAEENIRERE,

SDKs X #F—LFEEM SDK THHEMRE.,
FEAUTHERELLIhEE
api_versions-3= AWS configX#iXi&

BE AWS BRFEF S API RAUXFEEHRE. MIABERT , SDK M AWS CLI REERA &
AR API BRAS, MERERFERN AP RASKABEER , HTEEH D AT HRMNZ

api_versions & &,
FRIANE : ©o ( SDK FERABRE API A, )

BENE : IR—IMREIRE , FEE—TRZTHE , BTHIR—I AWS REMEEF API IR
K, ETHREWLE API lRATHA |, 55 51Z AWS BRSSHY R,

ZnRBlRconfigSHFHHIFHEN AWS FRFIRE T EMN API BRA&R, X AP RANAFEEEX
i ENREXHTETNGS. EMEMRSHNGSEHERZRSH APl R EFTRAS,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-%= AWS configX#iX{&, AWS_CA_BUNDLE - SMEXL &
FEEFEN SSL/TLS EENEFANBEEERHEBE (T ERRN .pem WXH ) HEE,
RAE: T
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https://docs.aws.amazon.com/powershell/latest/userguide/
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BYE : EEXEREHEANMHR. URFEESRNHE  WRESLZHAE PATH NEREEE
M XK AP ERIZEF.

£ config XHHZELEN R

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTRERGLERENBEERFHRNNSXNFEER , LT R%E Windows config XHHIREL
EHRE

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B s BT IREFREEN A

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar05.pem
Windows BE G B 1TIREHREETEN RA :

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mard5.pem

output-*£= AWS configXHiRiE
EEW@IE AWS CLI MEM TEFIREL R AWS SDKs HIHE =,
ZRIAE : json

ENE :

+ json-HHXHA JSON FREMEN,

- yaml - % KA YAML FRFEHER,

« yaml-stream- #HBERNAAEH XA YAML ZRFENER, BRZIGERBAIE KRB HIESR
A,

« text -HHRXASNMNIRFIRERFRETER. XX THH HEB B XARLGERS (W0
grep. sed o awk ) REMA.

« table- HHRXARKBER , FRHFEAF +- LERETHLE, CEBEULAMENZ2INER
XA LEHEORXERZHE , ENFEAIERHFZBLER,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output
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parameter_validation-3= AWS configX#i& &

IEE SDK RTEEFHSITSHAIZES AWS B a 2 282K IEiX LS8,
ZRIAE : true
BEME :

* true - FINE. SDKHTERTHTITSHNEFSHRBIE, XBBT SDK A TEBIASHESR
B, AR —LHEIR, SDK HTEALUER AWS RS iR [RRIETE R Z BIEL TR ER.

« false— SDK KT EEFHTITSHERIEE AWS RFHEA[AZBAF RN HH#ATRIE. AWS RS
i R R B IEFTRE R EL TRAIE R

Support AWS SDKs by f1 TE

LLTHRA SDKs XEFEARFTFEH RN INEEFRRE., FIEBoHINEREEXHE, ERAT Java B9 AWS
SDK 1 EHA T Kotlin 8 AWS SDK Iff — X #E[ JVM REBHIRE.

SDK X BEAREZER
B

AWS CLI v2 #8 api_versions FX¥#E.
ﬁJ\

ERAF C++ 19 SDK =

EAT GoV2(1.x) B SDK ¥ F X api_versions # parameter_validation o

EAT Go1.x (V1) H SDK E F X api_versions # parameter_validation o
7 Eﬁﬁﬁ,\g config XHZE , XM BMNEE X INE A Th

ﬁlé , 1 Iﬁ'_.] 1%0
FEATF Java 2.x B9 SDK B
ERAT Java 1.x B9 SDK F

ER T JavaScript 3.x WE#H =
FEIES
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK X FEXHEZER

FEA T JavaScript 2.x B SDK £

$EA T Kotlin # SDK &
AT .NET 4.x 9 SDK &
EATF .NET 3.x 8§ SDK &
EAT PHP 3.x # SDK =
& FF Python (Boto3) Y =
SDK

EHA T Ruby 3.x B9 SDK =
& AT Rust B SDK B

FEATF Swift B9 SDK

7|

AT PowerShell

7|

IMDS & /= i

(® Note

WETHRIZEREAFRERSER Support b y AWS SDKs H tools G HEE , 50 7
fEARISRERIRBE R E,

SDKs fif i [ <& E RS2 K T HIE RS RA 2 (IMDSV2) BEF i, BXEZEE IMDSV2 |, &
2% {Amazon EC2 AAFF#ER) IMDSv2H ) “fEF”, IMDS &EF it Al B SDK RBEHIRHEMNE S
mEENRHETEHE,

ER AT BABLE L IhRE -
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html

AWS SDKs f1TE

SEES

retries - EFHEHENRK A
F47] 2 W9 15 SR VAN B i R B
2RINE : 3

BEME : KT 0 WEF,
port - B URELEX R A

3=y b 1
ZRIAE : 80
BRE  BFE,
token_ttl - EFIHREEN KRR

TR TTL,

FRINE : 21,600 ¥ ( 6 /MEF , DEAHKASE),

BYE BT,
endpoint - B inAL EXS KK A

IMDS BYi% R

EIAE : R endpoint_mode FTF IPv4 , MIERIAMRSR A http://169.254.169.254, R

endpoint_mode &TF IPv6 , MIBRIAEwKR N http://[fd00:ec2::254],

BRE : BHH URI

REBMAZFLITIRI SDKs, BXRFAER |

endpoint_mode - EFIHELBX KK R

IMDS Wi miE .
ZRIAE : IPV4

BE%{E : IPv4, IPV6

http_open_timeout - EFIRHEXNRHKA ( BMARBMTE )

EFERITITHYH

FSHERSE SDK K3 E,

IMDS % i
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%ﬁi}\ﬁ 1 *9\0

BRE : KF 0B F.
http_read_timeout - EFIREEXN KRR A ( BMAREBAATE )

RE— M IERE .
AMINE 1 ¥

BMME : KT 0 WHF,
http_debug_output - EFHEBEN KRR ( EHTREAFTRE )

RiER T AR R R,
%ﬁi}\ﬁ . %o

B%ME B /0% , W STDOUT.
backoff - EFHWREN KM R ( &M TEAMTR )

ERRERAZBAKRENDE , IBZARENERIIGEAHEBR, X2BERIANEREIRKE,
ﬁi}\ﬁ : SDK ﬁﬁdE'I"o

BXNE: B SDK MR, AIURHKE , hAIRNBEXEHHN AR,

Support by AWS SDKs and T&

LT AZA SDKs XA T HE RN IIERRE, FTESDHINEREEXH, ERATF Java B9 AWS
SDK 1 5&A T Kotlin B9 AWS SDK M — X3 F [ JVM REBHIRE,

SDK X EAREZER
B

AWS CLI v2 =

BEAT C++ 8 SDK =

EHAT GoV2(1x) BSDK R

FEHAT Go1x (V1)K SDK £
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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SDK X FEXHEZER
B

ERATF Java 2.x B SDK 2

ERATF Java 1.x B SDK 2

FEHAT JavaScript 3.x WE4E £
FEAIEQ

EA T JavaScript 2.x B SDK £

AT Kotlin 9 SDK &
EA T .NET 4.x B9 SDK =
FEAT NET 3.x 8 SDK =
EAT PHP 3.x # SDK B
$EHF Python (Boto3) #Y =
SDK

& AT Ruby 3.x By SDK =
EA T Rust # SDK =
ER T Swift 8 SDK =
AT PowerShell =
BTN

(® Note

WMETHEEREARRBERSER Support b y AWS SDKs H tools &iEHIEE , ESH T
FEARIEREMIRE R E,

ERdTHERERMAZHMER SDKs BREHMWIMPIRERRE, AWS RS
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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ER LT BABLE L 2D RE -

retry_mode-HE AWS config3(#i% &, AWS_RETRY_MODE - ¥F 5% £ aws.retryMode-JVM %
SiEM : {XR Java/Kotlin

EE SDK S R AR TEMAZHER,

RIAE : WERETEHN SDK, BEFLWESE SDK 18RS SDK FARBELL T #HHEERIA
{Eretry_mode,

BXE
« standard— ( ##% ) #HEN—AELMN, AWS SDKstERBFE—ARHENEIREIR , HE

HPABEHABURAREHRSTAENRESE, MEXAESHAPNAEFYLLFER. B
JEmax_attemptsHHEEE , BN HER FERIANERAZHXREN =X,

- adaptive— —MEEHERX , REATHHAS , SEFEEXNINEEUR BEH B FiRER
BREl, BRIFFCIERBNARFES, , ANFENEHEREXNATZHARMARRF. 55
B EstandardfadaptiveBEHERZAHTER THREZEE., WEXRNIMMN | FkT
BESBTIT A,

- legacy— ( TH#E ) BETEH SDK ( BEFEMIFE SDK 15 SDK BIREBE )

max_attempts-HZ=E AWS configX#iRE, AWS_MAX_ATTEMPTS - JFEZ £, aws .maxAttempts-
JVM REE 4 . XBR Java/Kotlin

BEXERETHRAZHRH

BIAE R RIEENE , WHERIABEERR Fretry_modeiZ BME :

- WRretry_modeflegacy - A ET SDK WERIAE ( BEFZMISE SDK /= SDK #Y
REBEELLT fmax_attemptsBRiAE ) -

« MR retry_modeR@standard - EiIX=X,

- MRretry_modeRadaptive - ZiH =K,

BRE : KT 0 B9EF.

£standardfadaptiveEHER Z [BH# TIEF

BRIECHEBCHAZEES , BNRMNEBVEFEAstandardERXER, adaptive
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® Note
Zadaptive BN RIREEERERIRIRS TR EERWTBEFBILE Fin, MRRFIXH
i, MAMRAERNBEANFERERAR —NEFIR , BA—NEFERPHRFIATELSIEEN FHERXRE
REER,

Standard B3&E R
NARFAAF . =6, NAREFRAA

1. N HEE R
2. EFNRRERENRR , HE , BEFERHE
B, UERIERE TR RS SR 2B E

F o
X EFUTER LABY Ik SDK £ H i HAE E il X EFUTER LAB Ik SDK £ H M HAE il
B R A 2 A B 3 I R ERZ SRR IFRN AR AR ARE# R D K

WAERVERE | SUREUER 8 ingY AT gets.

KXEFREIERE-RFERZEH , RQEEER,.  ALRHEHEENBER=R.

MBEEBREMadaptivelBX |, MEHNARFHSAESETREZZIRENSHEREETFR K, X
MERT , B RELSBARAE , MAXNEEREMER. AWS BRF AWS RS AT H4E X
BR&EIER, LEAMLALE# DynamoDB BRSS9, DynamoDB AWS X1 f5£ it IEFE 5 A B9 =K PR
FER, XERELHRBEELRN —MNRUELEEMREZRE, IRENRBEAR—IMNEF R
WRIMAER , HAXNEPF - IRNOBERZZRE , IBENERENGREMERNERER, K
1B MR 1T 8 2 Region-and-tableX RE—1NMNEF ik, MREBEFEHadaptiveBANBEIZANLER | i
SRFFARSHIEE AWS XH4ER.

B EAKIET

£/ AWS SDKs THEBERAERBMERFERUK (HadaptiveEHERT ) MUASRIEEKE
FXR, SDK ERARNMTEFENE : — M ERTHEHEEN—NMERERTEFEE,
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- BERSRERAATRE SOK RANENRAER  LEETHBHRE BN THES. £330
ERZHANERBTRDSI , BRADEHSWERDEHE, NREVEANFHENZ , U
SDK T £ EHZHER.

© WREESIEHBNEadaptiveBERRNTATRELRARNEE, PHLSELRERZIM
FRATREE , SHRBRSEEORAME | N ARG REGHIER I .

LI RstandardfadaptiveFHEXERNN SRR

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)
}
}

UTRRFHARBHIALAHNEZFMAEE -
GetSendToken:

B RN Eadaptive BB TEA, IRNBERFRTEEFERPIRNTE. IRAHFTA ,
CHEFTHEENTH, B SDK AT AR BRI AIUIEERAM , MALERF, FEBTHTHERE
RRARYE 20 7 b WA B B PR 75 ) R 3R 8 3 S R E YRR B 1T R B

SendHTTPRequest:

BB ERRIEES AWS, KZHA AWS SDKs £/ HTTP FE |, ZEEXR L HTTP B3Rt A
MREADNAERE, BE , MRBERBTRIERMAN , WaESEAERE  BURERABTLHE
HIRMAR , WTF2BEEEREE,

RequestBookkeeping:

ERATH oY
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WMRERKY , WEFSEFIMBTEFERES. NEadaptiveERHERXT , HRERTEFHEBEN
EFR R R WB A B R R BT EH#

Retryable:
LS RBTFEUTHARBERS AT UEHMA

- HTTP RARE,
« MNRFIREREIRIEE,
o MR , BN SDK WEIWE MR , HPRKEFRERSH HTTP 1R,

BEAT&E1R ( HTTP JRZSVES 400, 408, 500, 502, 503 1 504 ) MITFREEIR ( HTTP RARE
400, 403, 429, 502, 503 M 509 ) MAREHER. SDK BERITARESHIRNBIRSPHEMLEK
REHREN.

MAX_ATTEMPTS:

RIANWERARZIH R BB ZEretry_modeiRE , BRIEFMIEEFImax_attemptsBE.
HasRetryQuota

WSBRMNEHTEEFEEPRITE. IREXATHEERNIZ , UF2ERHER,
ExponentialBackoff

NTAUERNER , FRENNERERRITEEIRIER, SDKs £/ H A Bl —H HliE % E
Be UTEZERT MMANERINEAIE X EEREE (AW HNEA ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

ELEREZS , LTEER :

b

random number within the range of: @ <= b <=1
r =2

MAX_BACKOFF = 20 secondsXF AXZHAXKIL SDKs, BESREMNFE SDK FEmERNABIHIITHE
Ao
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Support by AWS SDKs and T&

LT AA SDKs XEFARETBHHMRNIIEMRE. MBI FIIMERGEZH,. ERAT Java ¥ AWS

SDK 1 5&A T Kotlin B9 AWS SDK M — X33 Ff JVM REBHIRE,

SDK ¥ BIEREZER
£

AWS CLI v2 £

EATF C++ By SDK 3

BEBHAF GoV2(1.x) BWSDK R

BEBHATF Go1x(V1)WSDK &
FEATF Java 2.x B SDK =
BT Java 1.x B9 SDK = JUM REEM : fEfcom. amazonaws. sdk.maxAttemp

ts fX¥aws.maxAttempts ; M com.amazo
naws.sdk.retryMode &, aws.retryMode

FEA T JavaScript 3.x 4 R

FERIED

SEAT JavaScript 2.x ) SDK & XHHZAFRRHK. HHINEREDRUARATEXEERNE
TE X I3 7B %D,

& T Kotlin # SDK =

JEAT.NET 4.x B SDK =

JEATF .NET 3.x #§ SDK =

&M T PHP 3.x # SDK =

& FF Python (Boto3) Y =

SDK

& T Ruby 3.x B9 SDK 2

ERER W)
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK X FEXHEZER
=
E AT Rust B SDK 2
FE AT Swift B9 SDK =
AT PowerShell =
R E R
® Note

WMETHEBREMARRBEREER Support b y AWS SDKs # tools RIEHHE) , 1§54 7
EARIERIMIRE R,

AWS SDKs B , HE#ERERZARNZIFEREERN AWS RS , TEALUBEIEREERAR.
ERERABRER RS <ERTm EXNEB#TES , ATLURD 0 RS 2 BIEP B E RSB
B, R HATREXNBERARAPRET SRR ER, #HTELHEN , SDKRTEKER
ARS5 M SDK MM RIBE L, BR , AWM RIBIRNREE gzip , BERRKTRELY R.

MREBHWRARERERAN R Amazon , NiERESE 1] 8E45 518 B CloudWatch, CloudWatch 2 — I
BTN ERS , eAAER, BRNEHNERIRELZENIRERE, XEERNRSREN—IR
{5l & CloudWatch#y PutMetricDataAPI 3%,

ER LT BEBL B L hEE

disable_request_compression-# = AWS config X iR E,
AWS_DISABLE_REQUEST_COMPRESSION - }f353 £, aws.disableRequestCompression-JVM
REGEM : PR Java/Kotlin

FREEXxH SDK i TERBFEREBFRZBIERERAE.
ZRIAME : false

BWE
« true - XABERELSR,
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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« false- RA[BEEABERESR,

request_min_compression_size_bytes-*= AWS configX
®iE, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - :REFE,
aws.requestMinCompressionSizeBytes-JVM R&E M4 : XBR Java/Kotlin

RE SDK HTENERBEREXHNRNAN (UFZTHEN ), ESRRE , NEBRBE TR
THEER, Qi , F2E-ITR , FHTEHEZEF/EEN. ZESSEE , KTHETZENE
RRDFHELE

BRIAE : 10240 F15

BXE: T 0% 10485760 =1 ( BEERE ) ZEHNERIE.

Support AWS SDKs by f1TE

LT AEA SDKs XEFEAETFHHERWIIEERRE, FTESD HINEREEFH, ERT Java B9 AWS
SDK 1 5&A T Kotlin B9 AWS SDK M — X3 F [ JVM REBHIRE,

SDK ¥ BIEREZER
£

AWS CLI v2 =

EAT Cc++ 19 SDK =

EAT GoV2(1.x) W SDK £

EHAT Go1x(V1)KWSDK &
FERATF Java 2.x B SDK 2
FEHATF Java 1.x B9 SDK Fi

FEHAT JavaScript 3.x WE4E £
FEIES

ER T JavaScript 2.x 8§ SDK &

& AT Kotlin 8 SDK =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK X BEHEZER
b=
& F.NET 4.x # SDK =
BT .NET 3.x 8 SDK =
&M T PHP 3.x # SDK =
&R T Python (Boto3) By =
SDK
& T Ruby 3.x #J SDK B
EHA T Rust B9 SDK =
EAT Swift # SDK &
AT PowerShell =

(® Note

WMETHEBEREARRBERSEH Support b y AWS SDKs H tools RiEHHEY , ESH T
FEARIEREMIRE R E,

BETHRSNHIEERMT —NED , AEREN API BHEREREEENRKS #ﬁ?—*ﬂ%ﬂﬁ
XEREAURE S FAIRR, VPC iImQAME =7 A #h AWS FFRIE. TRINEK A2 3 AT
AHRRMEF IR, EAILANB AWS RSFHEERR URL.

ER AT 5 ABLE L IhRE -

endpoint_url-#= AWS configX#i%iE, AWS_ENDPOINT_URL - ¥F 3 £, aws.endpointUrl-
JVM R4 B : {XPR Java/Kotlin

ERETREXHHPEEIENFEREEEN , LREFEEATHERSERNKER, Livsa
BEMERENHERS KBS,
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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BERI AEHE AWS configX B E N servicesHn FEALIRE ﬁ]ﬁmﬁﬁ BEHENL
TR, X services THFTAEFRANFERSIFRFZHANIIEK | |E|¢TE5EHE£E/JJFE, =
AARIRFF,

ZRIAE : none

BME . BERAEEMENA URL, URL AJLEREE —NMNEREAH , ZEHaF— 1IN
BRARER,
AWS_ENDPOINT_URL_<SERVICE> - }fEZ &, aws.endpointUrl<ServiceName>-JVM REE
% : {XBR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , Efi<SERVICE>E#: AWS RS iR , AT HEERKZIRE
BENKREBETR. BXBETREZFVFBERETENIIXR , FSRESET RS K SLHRRE,

HEERSHEASEZS AWS_ENDPOINT _URL FiREREAILBi% A

ZRIAE : none

BHE : S 2n_ARZEMENN URL, URL AIREREE —MREAH , ZE#8F -1 24
R

1gnore configured_endpoint_urls-#£= AWS conflgIﬁ:
1% &, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - ¥RE7F
aws.ignoreConfiguredEndpointUrls-JVM R&E 14 - RBE Java/Kotlin

IRER T 2HME BE L in BB

FER , TeMiRENT %‘Bﬁﬁﬁﬁﬁﬁqﬂiﬁﬁ%gF“‘ZF%tiﬁ MEMEN RS, fl, #--
endpoint-url® THEBEWTITSHIF KK URL FRLEEFF iR ERHBFREER. AWS
CLI

ZRIAE : false

BXRE

« true-SDK HITEFRLMNHEE config XHF BT RETXEF R AATFRERS URLWBENX
[i=hriAsi

« false-SDK T EFEAHE config XHHIMEZTEF AP REMNEA A Aim <o

FERATETENRAERR
ENFERSHERKREBEIBEN S URL , i5i&E AWS_ENDPOINT _URL £ RBIFETE,
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export AWS_ENDPOINT_URL=http://localhost:4567

BRI ELIRT R URL WiEREH AWS RS BIBENLLiwT R URL,

& FHAWS_ENDPOINT_URL_<SERVICE>¥R jﬂzio Amazon DynamoDB

B —serviceld{\DynamoDB, XfF LRSS R URLINEBLTENR
AWS_ENDPOINT_URL_DYNAMODB, Jttim,“itﬁ%ﬂ:& AWS_ENDPOINT_URL H RS 1& EH £ B im

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2 —FlF , AWS Elastic Beanstalk H—serviceId/{Elastic Beanstalk. ¥& AWS RS iR
ﬁ%? API & B ZEKserviceIdBR N TR , HEMEFEAE, N REEATHESFH

], *E)*E’J% EA &7 AWS_ENDPOINT_URL_ELASTIC_BEANSTALK. BXEETRESWFAIEIRE
xiﬂ’]ﬁﬂﬁ SREET RS Im SRR

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHRE config XH BBk =
EHE config XHH |, endpoint_url AFAREMLEAZI R EH AL,

« endpoint_url BiEfE profile FiEEAFEZIRARX AL RiKS.

« endpoint_url BREF services BAFHRFZRAFEZERT , FZHKAMEATEZRS K EHB
BER, BXREHRE config XHEFEN services THIFMER , HS1 B E XHNER,

LT RBIER services EMKEE AT Amazon S3 WHEE T RS IR S URL A TEMAAERS
HEENERIKS :

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BEANMEXHTUNZSNMNRSEERR. MRGIEBANAER—BEEXHF N Amazon S3 & E RS
EMLIHT A URLs » AWS Elastic Beanstalk AWS Elastic Beanstalk H—serviceId/{N Elastic
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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Beanstalk., #5 AWS RS REFET API RE | FrFrEZEKserviceIdBR N TN |, HF
FMEER/NE, Akt , BREIRRFTFHAERN elastic_beanstalk BEFRELIEEZRS
elastic_beanstalk = . HX services THEFANMERSIMARFBHANIIXR , FSHEE
F IR S B i S B PR IR A o

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

“REFEETAUEZNEEXHRER. Flin, FNEEXHEEREMEE SXHE T 7T UER 4
EH services EX :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

EHRETACHNKUEERENHFPEERS

MBELHEEXHEEETAGHNEIL , MXEZIERE S IAM RAHERIIEERN source_profile
SHEEN K WAAIESNFEAFMEBEEREXHNRSEE, CrEAXBKEACHWEE X H. i
m, FERAUTHE config XH .

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]
source_profile = A
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKs f1TE SEEE

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MBEBERANMAGTRBHENREFIFA Amazon EC2 , ML iwT S Ahttps://profile-b-
ec2-endpoint.aws, MRENKBEOEME ARSI AKEER , Mk BT FEREMEESE
B, ZHRAT2BMIBEEXG A PENNLRHR[. EFLRRANEENH B £ , LFEEEE
EB B B FiRE endpoint_url, BX source_profile REMEZEL | BSHKAABRE
FREE,

RERVE TR

ZURREN ATLUENER , EBRRSRAE - MR LER. XN THEAEEN AP BA AWS RS,
8 F LA IR RO 2 1E

1. ZRBHPIRFEFAHE T LRENTMENREDRL L THMOTMARE,

« 3¥F AWS CLI , XR--endpoint-urlas FITSBIRMNE, X T SDK, EXFE TURAE
FEXBIE AWS RS BEFmSEEXN REVRENSHBHE R,

2. B ETHRSHWIMET ERMHME , a0 AWS_ENDPOINT_URL_DYNAMODB,

3. AWS_ENDPOINT_URL £ Rin R ETERHENE,

4. iZ endpoint_url iR BRREMNEBRELEHRE config XHH services 2o I REIRIRFH4A
To

5 #= config X#H profile FEIZEIEEMN endpoint_url RERMHMWE,

6. X/aEAEMN AWS RS i/ FIERIAH S URL,

Support AWS SDKs by fl1 TE

LUFAA SDKs XFAEBHEAMNINENRE, AR FIIMERIEER. ERAT Java B AWS
SDK #1 @A F Kotlin #9 AWS SDK Iff — X 3FEA JVM REBMHIRE.

SDK X BERESER
B
AWS CLI v2 =
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https://docs.aws.amazon.com/cli/latest/userguide/
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SDK X FEXHEZER
B
EAT C++ B SDK B

FEAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &
ERAT Java 2.x B9 SDK B
FERAT Java 1.x By SDK Fi

ER T JavaScript 3.x WE#H &
FEIES

ER T JavaScript 2.x B SDK &

& A T Kotlin # SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 89 SDK =
EA T PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

EF T Ruby 3.x B9 SDK =
#E T Rust B9 SDK B
EAT Swift 8 SDK =
AT PowerShell 2

1BE T RS By im KAYFPRIRRF

BRMAUREMLER TRAPNIPAFHEE , HSH BET RSB RS,

BET BEBRA 5


https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

API Gateway
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AWS_ENDPOINT_URL_<SERVICE> IfETE

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER

AWS_ENDPOINT_URL_API_GATEWAY
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serviceld

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

Application Auto
Scaling
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING
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serviceld

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync

ARC Zonal Shift

Artifact

Athena
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC

- AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT

- AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA
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serviceld

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi

Backup

Backup Gateway

BackupStorage

Batch

BCM Data Exports

Bedrock
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK
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serviceld

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

Braket
Budgets
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chatbot

Chime
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

AWS_ENDPOINT_URL_BILLINGCONDUCTOR

AWS_ENDPOINT_URL_BRAKET
AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT

AWS_ENDPOINT_URL_CHIME
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Chime SDK Identity

Chime SDK Media
Pipelines

Chime SDK Meetings

Chime SDK Messaging

Chime SDK Voice

CleanRooms

CleanRoomsML
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

c. AWS_ENDPOINT_URL_CLEANROOMS

SI

- AWS_ENDPOINT_URL_CLEANROOMSML
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serviceld

Cloud9

CloudControl

CloudDirectory

CloudFormation

CloudFront

CloudFront KeyValueS
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CloudHSM

CloudHSM V2

CloudSearch
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AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

- AWS_ENDPOINT_URL_CLOUDHSM_V2

- AWS_ENDPOINT_URL_CLOUDSEARCH
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CloudSearch Domain

CloudTrail

CloudTrail Data

CloudWatch
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AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT
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CodeDeploy
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CodeGuru Security
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AWS_ENDPOINT_URL_<SERVICE> INETE
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AWS_ENDPOINT_URL_COGNITO_IDENTITY
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AWS_ENDPOINT_URL_CONNECT
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AWS_ENDPOINT_URL_<SERVICE> INETE

: AWS_ENDPOINT_URL_SIGNER

: AWS_ENDPOINT_URL_SIMSPACEWEAVER

AWS_ENDPOINT_URL_SMS

AWS_ENDPOINT_URL_SNOW_DEVICE_MANAGEMENT

AWS_ENDPOINT_URL_SNOWBALL
AWS_ENDPOINT_URL_SNS
AWS_ENDPOINT_URL_SQS

AWS_ENDPOINT_URL_SSM

¢ AWS_ENDPOINT_URL_SSM_CONTACTS

AWS_ENDPOINT_URL_SSM_INCIDENTS

AWS_ENDPOINT_URL_SSM_SAP
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_SSO

AWS_ENDPOINT_URL_SSO_ADMIN

AWS_ENDPOINT_URL_SSO_OIDC

- AWS_ENDPOINT_URL_SFN

AWS_ENDPOINT_URL_STORAGE_GATEWAY

AWS_ENDPOINT_URL_STS

AWS_ENDPOINT_URL_SUPPLYCHAIN

AWS_ENDPOINT_URL_SUPPORT

AWS_ENDPOINT_URL_SUPPORT_APP

AWS_ENDPOINT_URL_SWF

v AWS_ENDPOINT_URL_SYNTHETICS
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AWS_ENDPOINT_URL_TEXTRACT

: AWS_ENDPOINT_URL_TIMESTREAM_INFLUXDB

: AWS_ENDPOINT_URL_TIMESTREAM_QUERY

. AWS_ENDPOINT_URL_TIMESTREAM_WRITE

AWS_ENDPOINT_URL_TNB

- AWS_ENDPOINT_URL_TRANSCRIBE

: AWS_ENDPOINT_URL_TRANSFER

: AWS_ENDPOINT_URL_TRANSLATE

t: AWS_ENDPOINT_URL_TRUSTEDADVISOR
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AWS_ENDPOINT_URL_VERIFIEDPERMISSIONS

AWS_ENDPOINT_URL_VOICE_ID

AWS_ENDPOINT_URL_VPC_LATTICE

AWS_ENDPOINT_URL_WAF

AWS_ENDPOINT_URL_WAF_REGIONAL

AWS_ENDPOINT_URL_WAFV2

AWS_ENDPOINT_URL_WELLARCHITECTED

: AWS_ENDPOINT_URL_WISDOM

AWS_ENDPOINT_URL_WORKDOCS
AWS_ENDPOINT_URL_WORKLINK
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SEES

serviceld

WorkMailMessageFlow

WorkSpaces

WorkSpaces Thin
Client

WorkSpaces Web

XRay
BReE ERMINE
(® Note

H# AWS_ENDPOINT_URL_<SERVICE> IEFZE

=
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7
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we AWS_ENDPOINT_URL_WORKMAILMESSAGEFLOW
e:
w

we AWS_ENDPOINT_URL_WORKSPACES
S

w AWS_ENDPOINT_URL_WORKSPACES_THIN_CLIENT
S,
i

we AWS_ENDPOINT_URL_WORKSPACES_WEB
S.

x: AWS_ENDPOINT_URL_XRAY

WETHRIZBEREAFRAERSER Support b y AWS SDKs # tools RAGHIEE , ES00 7
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SV EREBLERNINETIRE , AWS SDKs AT LU At B iR ERHTE LAY, ILKIRIAE.

ER AT BABLE L IhRE -

defaults_mode-3= AWS configX#i% &, AWS_DEFAULTS_MODE - ISR EEE &,
aws .defaultsMode-JVM REE 4 : XBR Java/Kotlin

FALLKRE K SUUERSEENNARFREYETEENER  AENENNARFRHELIMRIH
IAE, MR SAWSDK REHAWRE THE , WiXEBRLMRL, MR SAWS DK REZEHER
EfH , ¥ HBdefaults_modeFETFIHAR , MtIhEE AT AN XN SN NAREF LN &M IRER M

FRNBIAME. RETRESIEUATAR . HTTP BEFRE. ERTH. RFXERIIEE , TaEk
BIEEE SDK fHxMEE. FALIIGENEF TLRESHNENERZRE S EH MWL E R

AME., BTRHENKAETRECHERERENABRMKRE , AMREN defaults_mode 7F
F legacy , BANEWBEFH R SDK 3T &HY B 2 3170

ZRIAE : legacy
EE - will T EZE SDKs iRAERIA N standard.

BERE -

« legacy - BEHBRINEE , XERER SDK MR , HEHEEI defaults_mode ZHIFLETRF
£,

« standard - BESFHHERINE , SERABEASEBER THRZTUEZLIET,

« in-region— ETIHEERXNEE , BFE R AWS BE MrEERNSBAANNARFESES
B9t AWS X3,

« cross-region— EFHRERXWE  SENARATEXENNAREFESES AWS RF B
1,

- mobile - EFHEERME K SEANBINABFESEHBMR.,

« auto-EFHERRNME , SR, SDK 2F XA IETHREHEL B AEE LMW
BB, BHRNEETERARNN , TTEHIEM 100% WAERME, MREEZHESTHRELE , N
f#£H standard &=, auto BN ATEELETWRPITHIE , XTRESLTRIER, MRFIHIERRT
EHNARFEMEEXEE , RINBWEXHNIERER defaults_mode iR,

£ config XHHiRELEN R

[default]
defaults_mode = standard

B EMRINE 176


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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SEES

LTS AEEALIREE defaults_mode BYIEIH 1T

« retryMode — 57 SDK A=A E X, &

SHRERITHN.

 stsRegionalEndpoints— #E7E SDK W{a#E A T 5 AWS Security Token Service (AWS

STS) @IS AWS BR

&J.u.:

5 Um FAWS STS XiF4

Ll =+

uﬁﬁ T_J VN0

« s3UsEastlRegionalEndpoints— BEEHRGFA R I ESMAHER T 5iZus-east-1 X

Amazon S3 BEM AWS IRF L
« connectTimeoutInMillis - EE#EF F#HITYIEE

RBEWREZEFERAER , WEFRSBRFREAEERK.

« tlsNegotiationTimeoutInMillis — M& X CLIENT HELLO JEE B & Fim RS 88 5T £
EEBHATRES , TLS BF RN R AN K,

=25, Btz e e, WREF iR

FMRENRANELBRENINAREFIERN defaults_mode M&E{L, XLEBHIREWNT ( AIRES

REZI) -
¥

retryMode

stsRegion
alEndpoin
ts

s3UsEastl
RegionalE
ndpoints

connectTi
meoutInMi
1lis

tlsNegoti
ationTime
outInMill
is

standard &=

standard

regional

regional

3100

3100

in-region

B3

standard

regional

regional

1100

1100

cross-reg

ion =

standard

regional

regional

3100

3100

mobile # =X

standard

regional
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30000

30000
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Bl | NREEENdefaults_modeRstandard , M Nretry_modeD Eistandardiy{E
(REEMWretry_modeikM ) , FHHstsRegionalEndpointsHBiregional W& (REH
MstsRegionalEndpointsikI )

Support AWS SDKs by f1TE

TR SDKs XFEAREFH AN NN RE, FIERDHISMERTEEH, EMT Java B AWS
SDK # EA T Kotlin #9 AWS SDK M — X #EM JVM REEMIRE.

SDK X BEHEZER

AWS CLI v2 =

EAT C++ 19 SDK = SR : stsRegion
alEndpoin
ts . s3UsEastl
RegionalE
ndpoints . tlsNegoti
ationTimeoutInMill
is o

FEATF Go V2 (1.x) B SDK = SEARMLAL : retryMode

. stsRegionalEndpoin

ts . s3UsEastl
RegionalEndpoints .

EAT Go 1.x (V1) B SDK B

FEAT Java 2.x B SDK = SEAKRMAL : stsRegion
alEndpoints .

BT Java 1.x 9 SDK &

& A T JavaScript 3.x BV E 4 3 SE AR : stsRegion

FARIES alEndpoin
ts . s3UsEastl
RegionalE

ndpoints . tlsNegoti
ationTimeoutInMill
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SEES

SDK

& A F JavaScript 2.x B SDK

E AT Kotlin B SDK

FERA T NET 4.x 9 SDK

FEAT NET 3.x B SDK

EHAT PHP 3.x 8 SDK

& A F Python (Boto3) By SDK

& AT Ruby 3.x By SDK

E AT Rust B SDK

& AT Swift 89 SDK

x#

7|

|

fim

fim

fim

fim

fim

v/

7|

BEEREZER

is -, connectTi
meoutInMillis ##H
connectionTimeout o

SEAMLAL : connectTi
meoutInMi

11is , tlsNegoti
ationTimeoutInMill
is o

SEARMAEAL - connectTi
meoutInMi

11is , tlsNegoti
ationTimeoutInMill
is o

SHREAL : t1sNegoti
ationTimeoutInMill
is o

SEREAL : tlsNegoti
ationTimeoutInMill
is o
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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AT+ PowerShell

x#
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BEEREZER

SEAKRARAL - connectTi
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https://docs.aws.amazon.com/powershell/latest/userguide/
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AWS ERiE17r (CRT) E

AWS 252178t (CRT) ERMEME, SDKsCRT 2— M HIMVEFSERMWERILRS , B CiE

ShRE. B EFSHNTRANFENERE T REFNMENS/IH SAZE, XEHERBERAN ,

BEMBEDEZRAE , SDKs NIRRT EFNRBER. MILFERME, BEFER

« awslabs/aws-c-auth: AWS BFim & MR (fEERBRREEFNZLE (sigvd) )

« awslabs/aws-c-cal: MFRHEE, 1B%F (. . SHA256 HMAC) MD5, £H SHA256%. AES

« awslabs/aws-c-common : EABIELN,. KR/EAFFRHERE, BHAXEE, stdlib EREHK

« awslabs/aws-c-compression : E4REE ( WK SHD/AERD )

« awslabs/aws-c-event-stream: BHFHBLAE (5K, BISEER. BRAFE. crc/trailer ) .
EEHRLENZELEFEA (RPC)

« awslabs/aws-c-http : C99 KT HTTP/1.1 Fl HTTP/2 #3E

« awslabs/aws-c-io : E#=F (TCP, UDP ). DNS, Ei&., E#fER, BE&E, SSL/TLS

« awslabs/aws-c-iot: C99 K3 AWS ¥EXM = RS 51k & K

- awslabs/aws-c-mqtt : B TYER (loT) AR ERERE BE MY

« awslabs/aws-c-s3: I T5 Amazon S3 [RFEER C99 EXI , EERAREHRESEST R
Amazon EC2 I EHLE

« awslabs/aws-c-sdkutils: ATHBMTMEE AWS BEEXHNSRAEFE
« awslabs/aws-checksums: B S 4ME , A CRC32c EIIRF| CRC32 &M 4L

« awslabs/aws-1c: H AWS ZiB % H AR IEA T BoringSSL T EH AWS F OpenSSL I B B A
HEFEVNERZEE

« awslabs/s2n : C99 kit TLS/SSL X , /MR, EERBKLEEE LT EH

BXT Go # Rust SDKs 24 , CRT EFfiEMRAFAE AT,

CRT #K#ix &R

CRT FEHM T —PMHEXRFMBPARERNERLME, MELEEEENMNFRRBEE CRT, THXLE
XREREHB, B2, AZHAFEBIHEERAAXIES (HIERT C++ 89 SDK = Java
AWS SDK ) St 1HiE S MEMiZZE AWS BRUF R ITES ( HINEA T C++ 1Y 1oT SDK SEA T
Java 9 AWS lo AWS T SDK ) 3ki5 A CRT IhaE, ETEF , “iBS CRT HE” EIEMEH RIS EE
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https://github.com/awslabs/aws-c-event-stream
https://github.com/awslabs/aws-c-http
https://github.com/awslabs/aws-c-io
https://github.com/awslabs/aws-c-iot
https://github.com/awslabs/aws-c-mqtt
https://github.com/awslabs/aws-c-s3
https://github.com/awslabs/aws-c-sdkutils
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S SDK #y CRT EMERFS. XRHEAN aws-crt-* HEFSNES , HF2 SDKEE ( fim
aws-crt-cpp = aws-crt-java ) o

i

TEBART CRT EHy 7 BEBIKR R,
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https://github.com/awslabs/aws-crt-cpp
https://github.com/awslabs/aws-crt-java

AWS SDKs f1TE SEEE

AWS SDKs M1 T B4 BER

A5
s

AR EBLR T AWS BT A EH (SDKs) f1TE ( IEBIHFYWELN SDKs ) NEF BEREEE 4K
BixR, AWS EHIH AWS SDKs MITERMEH , HP AL EXNFHIE R EIHIZH AWS APIs,
FThEE, HEIRIIEE. BHiR1BE. REWNTHXHEEH. EFMETUBRRGBAR, BESSTHFRE
REMEIL. AWS SDK IRAEMARMBEEES ( 5110 Maven NuGet, . PyPl) , HERRERBE
., GitHub

RINEBV AP HE up-to-datefff SDK M A& , LT HRHF AL, ZLEHMANEEMRBRAR, TENH
ZFEATZIFR SDK IRA , XHAF BITRE,

RS2

S AWS DK R hRARA X.Y.Z 9K , Eh X KREZERA, #i0 SDK B EMA KA 1Z SDK #1T
TEAMSEFRMNER , UXFZES PRI ENER, O (flmE, Tk, RBF), 17
NJELREZE , MREIAZERE, NABRFEEEHN S LRI SDK iR, EFHLIRIE
AWSTRHN A RIS EEEM EERA,

SDK = ERr A4 a5 A Hf

FERA SDKs M TERANEmEARIIESANNER , SR T,

« FREWRR (F 0K ) - MR , SDKs TX#F , FHNELEFHRHER , HFENATIRTHE
BMRBEN, KREBREAERXSIAEREE, —B AWS BEEMRANRET MR , ERALUGH
I ARERA . RIFHUERHER , BNREREFEERFRT , HEFIREED AWS X

« EXE™ (GA) (5 1 HER) - EULBHER SDKs , T2 XK, AWS FHEHEMH SDK A , HFE
EXHBRSHOXE, ARSH AP EFfUAREBRNEZEEE, WTIE, AWS RHREHESH A
EHANEREENEIMRAE, AWS F32# GA ixA 1) SDK £4 24 MR,

« HIPNE (B 2HER) - AWS RFE SDK AL EANED 6 MPARF LG, EILHE , SDK
HEFILEXE, BE , FFEARET M EERFIES GA WENERD.

- B (B3N ) - #EPRAHE , AWS F SDK IRARH N {XEFRXBEREENRZEF
&, SDK AW EF RS HIMBRS N API BH , B FSEHMUZSHXE, BRIEZHHHA , BN
#PEANRINSENESRN 12 MR,
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+ End-of-Support ( 28 4 BYER ) - ¥ SDK X EIL I ##r |, ©NTBERERSRAE. 25 %MHHIR
AFgEES AL DEESREM |, FERBEBFRIETE GitHub, GitHub F&ERIREEFH. AP
AILLB{TARE end-of-support2 B A B EEH SDK. RANBIWAF ARBIFH EER/RA,

LUTR SDK EERALERAMWER A, HE8 , THERNNERNMESE  FEARD,

1R 4 7 B 5B

RZE AWS SDKs HEREMB XK , SIIESETHN,. BEREHRE=ZFEMELR, XLEABIE
FEEESHXAMEZEEHHNHNEE X, BMNEXEENEE S LM E ™M end-of-support
NI

LTREBATFNEESE = HRBIUETDE :
- BERS (OS) : RHIBFE Amazon Linux AMI, Amazon Linux 2, Windows 2008, Windows

2012, Windows 2016 %,

« BEZITIERS : R~HIEFE Java 7. Java 8, Java 11, .NET Core. .NET Standard. .NET PCL
&,

o B=AEMEZR : RHIBFE OpenSSL, .NET Framework 4.5, Java EE &,

BN BER R EH X RN L IEX SDK EBTHIXFRED 6 MA AL SDK KB,
=, RS REENEBIm AR E.

(@ Note
AWS REETEINER SDK RANER TF LN RE RBHAY R F

EE R
PN BE SR RS

- BiemITE@OIKS KX —HEFEaAE , EMHRMNITIL LN %SE SDK AN X F. ZBF
ER R BER B ERIER 2 end-of-support , IEEEF R K , ARBARES

« AWS SDK X#4 ( lan API ZZ X, AF#EE. SDK =HmEHTEAM GitHub BIRX# ) BEE
T, LUERESNERAREEXALRSZEONAEFNES,
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AWS SDKs fl1TE SEREE
« RAET—RAWS BEXE , IR 7T BF1ZEI AR end-of-support , HEHR 7 ZiEAT A &Ko
- FRABEEHME SDKs , B T 1EM@ SDK XM &R end-of-support Fl %1%,

EEEH AWS SDKs MITEMN A AEERAFIRAR I ELF EREAMHALNNLE  FSHAREAE
wEH.
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AWS SDKs fl “T B” fra~4 a5 B Hf

TRERT AN AWS BHFAEH (SDK) EERAYIER , UReELEPEaEARPmMENLE
IR FMABETER, BXETERE AWS SDKs fl Tools WAEREAREERZMBTMNIFHAER | FS

8 45 37 BUR

SDK
AWS CLI

AWS CLI

EHAT C++®
SDK

EFAT GoV2
SDK

ERT Go #y
SDK

EAT Java B9
SDK
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i& i F JavaScrip
t
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t
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EATF Kotlin B9
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1.x

2.X

1.x
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1.x

1.x
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1.x
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https://github.com/aws/aws-cli
https://github.com/aws/aws-cli/tree/v2
https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go
https://github.com/aws/aws-sdk-go
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-go-v1-on-july-31-2025/
https://github.com/aws/aws-sdk-java
https://github.com/aws/aws-sdk-java
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-java-v1-x-on-december-31-2025/
https://github.com/aws/aws-sdk-java-v2
https://github.com/aws/aws-sdk-java-v2
https://github.com/aws/aws-sdk-js/releases/tag/v1.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v1.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v2.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v2.0.0
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-javascript-v2/
https://github.com/aws/aws-sdk-js-v3
https://github.com/aws/aws-sdk-js-v3
https://github.com/awslabs/aws-sdk-kotlin
https://github.com/awslabs/aws-sdk-kotlin
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EATF PHP #Y
SDK

& A F Python
(Boto2) #Y SDK

& AT Python
(Boto3) #Y SDK

i& A F Python

(Botocore) HJ
SDK

i& i F Ruby B9
SDK

EFTF Ruby #9
SDK

EF T Ruby #9
SDK

FERAK

1.x

2.X

3.X

4 .x

2.X

3.X

1.x

1.x

2.X

3.xX

S HTE R
FLEXEF

FLEXEF

NFFRAT

FLEXEF

FLEXEF

NIFRAT

11/2009

11/8/2013
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https://www.nuget.org/packages/AWSSDK/
https://www.nuget.org/packages/AWSSDK/
https://www.nuget.org/packages/AWSSDK/
https://www.nuget.org/packages/AWSSDK/
https://github.com/aws/aws-sdk-net/tree/aws-sdk-net-v3.7
https://github.com/aws/aws-sdk-net/tree/aws-sdk-net-v3.7
https://github.com/aws/aws-sdk-net
https://github.com/aws/aws-sdk-net
https://github.com/aws/aws-sdk-php/tree/2.8
https://github.com/aws/aws-sdk-php/tree/2.8
https://github.com/aws/aws-sdk-php
https://github.com/aws/aws-sdk-php
https://github.com/boto/boto
https://github.com/boto/boto
https://github.com/boto/boto3
https://github.com/boto/boto3
https://github.com/boto/botocore
https://github.com/boto/botocore
https://github.com/boto/botocore
https://github.com/aws/aws-sdk-ruby/tree/version-1
https://github.com/aws/aws-sdk-ruby/tree/version-1
https://github.com/aws/aws-sdk-ruby/tree/version-2
https://github.com/aws/aws-sdk-ruby/tree/version-2
https://github.com/aws/aws-sdk-ruby
https://github.com/aws/aws-sdk-ruby
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SDK

ERT Rust By
SDK

EAT Swift By
SDK

FF PowerShell

FF PowerShell

AT PowerShell

FERAK

1.x

1.x

2.X
3.x

4 .x

S HTE R
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