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AR+ A AWS SDK for Rust ?

Rust 2 — X B RRERNREREZES , TET=BEHR T2, BEMHRML,

AWS SDK for Rust 12 7 Rust APIs k5 AWS EMiiEERFZHEITRE, FRZBGFLAIES , &
ATLAFEL % S3, WS ¥, DynamoDB EC2 SHEM BN ARERF.

£

» SDK Al

- SDK X EMRANETF MXFF

- HRR

SDK Al]

MRERERER SDK AP , BATEWEMRERust F R TE B AT R,

BXREENRE , SRUOMEIENEERTRAHRHERNRSE iR AWS RS , B2REERT
Rust #Y AWS SDK HE B RSB/~ o

BXRERH SDKWER |, BZHFERER T Rust B AWS B F AT EH,

BX Rust KB RHIBNTEIR , FSHEAB =M,

SDK EEMAHI 4 M FF

BEXSDK FERAREREMBINE N NXIFNER , 21 (AWS SDKs MITESEER) FHY
UTREA :

+ AWS SDKs M T E4# BUR
« AWS SDKs M T EjrZA Support Matrix

H 7 R
BRI , TR SDK R &SR ELAR -

« AWS SDKs #l (TEZEIEE) : BBRE. PEMEMELNELRES. AWS SDKs

SDK A7 1


https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
https://docs.aws.amazon.com/sdkref/latest/guide/
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» Rust 4RI2iE S Mk
AWS SDK for Rust API 5| A
AWS EAT Rust B9 AWS SDK A ETEEBR

AWS SDK for Rust 7 BB GitHub
FEAT Rust B9 AWS SDK B AWS 58 R~ B &

HAb %R


https://rust-lang.org/
https://awslabs.github.io/aws-sdk-rust/
https://aws.amazon.com/blogs/developer/category/rust/
https://github.com/awslabs/aws-sdk-rust
https://docs.aws.amazon.com/code-library/latest/ug/rust_1_code_examples.html
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Rust F X TESAl]

THRINRE, RENFEH SDK 6822 Rust NARF , LUREEARIHR AWS TR,
FB

« AWS A AWS & F Rust B9 SDK 31T 5 K 1iF

s FAERAT Rust B9 AWS SDK BRI 2NN AREF

o BYERE40IE AWS SDK for Rust

AWS A AWS & AT Rust B9 SDK # 1T & 95 iF

ERFT R AWS Bt |, &S ELNRBERMMARTSHRIEN, AWS RSERLUREEN T AR
B RIRRAFE A XEEX AWS FIREEZE AWS 5 R R,

TR BRI A4 X] SDK #TRE , BSHATESZE@H N 5 HRITAWS SDKs Hip
i,

BNBWEAR T £ BEE AR EIZE S ORI A AN A #ITIRE AWS IAM Identity Center, It
FEEIERE AWS CLI METEREMEEZF AWS FHRITFA,

MBEEFBIFE |, BETKAWS SDKs MITESEIEFEFH IAM Identity Center SR RIFEF. 2
B, FHNSENEEUTTE

- AWSCLI, BT EETNARFZEIB3 AWS R &iF,

« H% AWSconfig X# , H [default] BEEMX#HEE—4HAM SDK #5|ANEKEEH, EERILX
HHHE , FSFEAWS SDKs I TESEREHINEZHMNULE,

« HE config XHFRET region RE, XfFiRE SDK AT AWS ERHEIAE AWS XiF . X
BATAREEEAXEN SDK RFiER.

« T AWSKIEIER 28I , SDK fERAEE AR SSO T 1R 42 FF Bl B RIREUFEIE

Zsso_role_namefE 25 IAM & 3 ORREXBKHN IAM A& |, AT HREHNARFHA
Fo AWS RS

AR RH| config YRR TR SSO TEREABRFEEXRIEENRIAEEX 4, BEXHH
sso_session X EBRIEFTIEEMN sso-session T, i&sso-sessionZPHAERBEI AWS HE[7]

F&ERNIRE.

EARAT BB RIE AWS 3


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

BEAT Rust B SDK EEREHNARFERAMEMEM4T ( HlaSSOMSS00IDC ) ENEJEA IAM & 14
RSB RIE,

Bz AWS FR[TTFEE

FEIETAERINNAREZE AWS RS , BFENHG4F XTI EGHTERN AWS HETFRFE
FBEfEA IAM Identity Center B RIERMBTIED. BERENSFNK , HENRFLFIH , ¥}
BRFAIEAFERSHARIEIR. ERFAWS HEIF , BEFESTUTHS AWS CLl,

$ aws sso login

MREESISHEERIANEEXHRE , WEEMEA --profile EMXKRFAZGTS. MREN
SSO THRHEERFEEEFEAEEMNEENH , WaswH aws sso login --profile named-
profile,

EEEMNHREER/EHLE , BIZTEL T AWS CLI @i o

$ aws sts get-caller-identity

MRLFERZFHN , N EHSHMELIRERE config XHFEER IAM Identity Center Ik 7
WRE,

(@ Note
MREERE—NERH AWS FRITTF2EH Baws sso loginEEET , WEEREE
&

B3 AWS TR F &F 4
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BFNRAEELRRAAT AWS CLI HEEHIE, BF AWS CLI 7E:E A F Python
SDK 2 ¥R , Kt REE T ge @& botocore & FrlI 4K,

EZHMHRIHER

AKAF , BRI ARED , RNABFHNAR, BER. FRAR, BEANERE, IILHNER
BTG RIERN AWS IRMNARF. ENERRANARAR (B, FRAR ) BN ITHEA
REM.

TR B 2 A I B UE AWS, BRI AXAFEASoRMEE , Bl ERBRNEPHAGBKRE
3T AWS KBRS HRINR. N TFEPRXNFRNEEE , MAE WA AWS IAM Identity Center
(IAM Identity Center) SR & B X3 40K F B9 75 R PR A R X Lk -~ R AR, BEXELERFR | i
SHEUTHSA :

- BXEEIERNESZER , B5H (AM AFERE) 1 IAM PR T2 HERE,

- ZOBEH AWSIEP |, FZH IAM AF BN IR Z 2R,

« ET# SDK for Rust XIFH EAMZIERMHE , FSHAWS SDKs MTESEErRP IR E(LFIEERE
B,

FEAERAT Rust B9 AWS SDK t|ZZ B2 N ARF

BRI RAHECEAA Rust W R NARERF , MMBETT 1AM AWS SDK for Rust AWS AR

%o

FoRFZ M
EFEH , ML Rust M Cargo. AWS SDK for Rust

« BRI Rust TEEE : https://www.rust-lang, org/tools/install

- BYETU TSR Zcargo-component TE : cargo install cargo-component

HENIE .
AILAE IDE FREUTHETE | SFBFE A M 1T HEHERR,

. B OWESY R , 20 Visual Studio X% H #Y Rust.

BEZHHRIEER 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
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« Amazon Q Develop er , {55 R1E IDE %% Amazon Q FF A &Y B

BIEENE — SDK NAEF
WIS T M E—MEAT Rust 8 SDK RARR , HehFIH T ## DynamoDB %,

1. ELRRSHEHAEOD  SRETEN LECENARFNALE
2. BTUTHSEhello worldBEFZHFEHAEL Rust MBEFRIZE F :

$ cargo new hello_world --bin

3. SMEliZhello_worldBE FZHAFERAU T o5 [0 R AR NINFTEN KRN

$ cargo add aws-config aws-sdk-dynamodb tokio --features tokio/full

XL BIEIEN DynamoDB REEL ETHERN XM SDK & , BIFEA TR R tokiod I/0
BIENREZRE.

(® Note

BRIEFREEF 18 tokio/full Tokio X#HHIThEE , BNFLRERL =T, EATF Rust
EIJ SDK g#ﬁ ’fTE-.I-o

4. main.rsfEsrcBXAEFHUIEUT KRG,

use aws_config::meta::region::RegionProviderChain;
use aws_config::BehaviorVersion;
use aws_sdk_dynamodb::{Client, Error};

/// Lists your DynamoDB tables in the default Region or us-east-1 if a default
Region isn't set.
#[tokio: :main]
async fn main() -> Result<(), Error> {
let region_provider = RegionProviderChain::default_provider().or_else("us
east-1");
let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;
let client = Client::new(&config);

BIREHE -1 SDK RARF 6


https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://crates.io/crates/tokio
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let resp = client.list_tables().send().await?;
println!("Tables:");
let names = resp.table_names();
for name in names {
println!(" {3}", name);

}

println!();
println!("Found {3} tables", names.len());

ok(())

}

(® Note
WRENRERERNE—T, the section called “OTTVETHBNMALEZTER | 5
5

5. BITZER :
$ cargo run

BRIZABIENREIIR,

59 E 7 #1118 AWS SDK for Rust

23 R ER AR AWS SDK for Rust , #2700 : Rust {RIZiES EM AR, &K Rust 1R&FH SDK #Y
E8., METGEBUKRERT Rust 4 Tokio iz1T81#Y SDK,

FRZM

EFEH , XMEE Rust M Cargo, AWS SDK for Rust

« &I Rust TEEE : https://www.rust-lang, org/tools/install

- BEETU TS REZcargo-component TE : cargo install cargo-component

EHut AR 7


https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
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HEENTE :

A LAE IDE REREUTRLEAT R | LA B Se AR Mt 1T 8B HEBR

- AR E , 20 Visual Studio X2 HY Rust,
« Amazon Q Develop er , {55 #@1E IDE &% Amazon Q FF X EY RS iEH.

B 4% E At F1iR

LLTFR Rust RIEIESE—SEMANIR , THRXEEMANLEERE., BEXEZEENFMESEZER
3k B Rust wIEIES,

« Cargo.toml 245 MM Rust MEBEXH , EE8E1ZIM B WKRB RN —LxihiE, Rust RXHE
B.rsXHV BB, EFRE , Cargo ! ©

* Cargo.toml A/ BMERBENHRITAEN , BEREARTEENX M BENHE, XEREXHF
TEEX , BHE AWS configX ¥+ AWSELE X HRIER TR,

o @I ML XX HERMEREBXRNERF EZREMAcargo add, HZ@cargo-add,

* Rust BE— M EXNEKEN , MTAR. ZletxBFFHT —IXE , JUERE (=) BN, MR
fRzERBEERELet , MARFERMSHEME —NRE, SREEN AL,

fn main() {
let w = "world";
println!("Hello {}!", w);
}

- EEAxEFERNREMNTET , Rust FHIEEX: T SHNEIERE,

« struct X {JENTHEEX, FEREBENEHWERIX LI, type BWAEXRRAUXE
Fimpl A BB ZIRFAN, EXIRF | selfRIERAZAENEHHZH,. SRR
Fimpl M5 EEE.

« MRIRNE (1) REFURBENIHBAANAS , RARRBEEENRBARE, SNE,

e £ Rust # , FAEMNEIRBER . panic! HEFBEIN , panic! BFHEIEETT |, ITHABOH
B, B, BEHR , RABRE., BSH “FAMENEIR". panic!

* Rust M HMREIES BHEZIEMNERLAINEE ; Xtraits2 Rust REAZEZERN AR, A
BERANEBRS ERCTRE. ER , BENEXZEOFEEZR , AEERITEIBRPEEUREN A
XNEA. SAEMT  EXHETH,

B S5 E At AR 8


https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
https://doc.rust-lang.org/cargo/commands/cargo-add.html
https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch03-02-data-types.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/book/ch05-03-method-syntax.html
https://doc.rust-lang.org/book/ch19-06-macros.html?highlight=macro#macros
https://doc.rust-lang.org/book/ch09-01-unrecoverable-errors-with-panic.html
https://doc.rust-lang.org/book/ch10-02-traits.html
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- SRUREXEZSHRERENIEMATLMEESHHRERENNB, Rust BEIKRE, T
MZBEXEZE/ME, BERBERENRERGNEARBHE,

* Rust WATFWEEFFHAE, SREH REEH —SEEANBESEN  BEEAFIN TBIEAN
e, SMEREEH

o ZEHCowR— clone-on-write B 8E1EE , TR BEMXEMERNEMENERA RS, S
B Enum std::borrow: :Cow,

« ZRBArcRATHEESERGINERF5|IAITHERES. 2 FStruct
std::sync: :Arc,

« EMAT Rust By SDK 2B EAWEREARMEE R,

AWS SDK for Rust 8 FE& Al 118

- SEAT Rust B SDK IhEEMI EER O Raws-confige EXFIABEEARZHMEF , ERANTER
7 NI iR EREL B A9 ThRES

$ cargo add aws-config

- TEFHEMIE AWS RS AWS ConfiglliB%E. HTIXR—URS , Rt EEfE AWS RS Rk
FMFRER I H B aws -sdk-configH,

« SEAT Rust By SDK E#HBN AWS RFED RTFRINER. XERHF @S https://docs.rs/ 1
X,

« AWS RS R BER/m BB Hlaws-sdk-[servicename] , Hlilaws-sdk-s3fM. aws-sdk-
dynamodb

AT ERIE EE AWS RS

- IREERTE P HEN AWS RS RELLMRNV N AREFERFEFHI—1 crate,

« AMRFRNHESZRBERNETEATAE BRXPMWaSITcargo add [crateName] , #i
Wcargo add aws-sdk-s3,

o XMFERKITIE Cargo. toml FAARIM—4T[dependencies],
s BIAMBRT , XN RFRAD crate HINEEHTE A,

C EESHT | ERuseEARET PN MR BAEAS, H5H Rust HI2ES ML ERND
a,
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https://doc.rust-lang.org/book/ch17-01-what-is-oo.html?#inheritance-as-a-type-system-and-as-code-sharing
https://doc.rust-lang.org/book/ch15-00-smart-pointers.html
https://doc.rust-lang.org/std/borrow/enum.Cow.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://docs.rs/
https://doc.rust-lang.org/book/ch07-04-bringing-paths-into-scope-with-the-use-keyword.html#using-external-packages
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- BFEMBERETFR  EREXEMREARE 7N , EFFSEERN TRIE, Hl0, aws-
configcrate EfXHBuseiE@H A use aws_config,
- BER—NEXENIEE, HEUTUNERERBHRHT , b UEABRETERREXHHIEE. B
XEZER | ESH ENSPEE AWS SDK for Rust IRF & F i
- 4 SDK MBENEEN , RELLERTRE , MTFRELHIIT , BRI ASHREHESENIRKIA
B, ETHNMAFZARILE , ESHE Rust AWS FATEGHEENER B FIDF,.
s REBHETENGEXH REFREEFBINME—X. EEFBHIEFZH , TL2EFEIXNIX
L E T EH,

P —

Tokio 1= 1T

* Tokio &M T Rust ¥ SDK mBIESHWRLIZEITH , ERITES. asyncS N tokio.rs # docs.rs/
tokioo

« SBAT Rust By SDK FERLZ1TH . RANBUEET R FRMALTREF

$ cargo add tokio --features=full

« tokio: :mainBUENFHNEBFUET MRS EAODR. EFEARE , HFEFMEImainA EwH
EHTH , TR :

#[tokio: :main]
async fn main() -> Result<(), Error> {

Tokio =1THY 10
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E5EHAT Rust B9 AWS SDK AL E RS & F i

BT UUREBARFITIHE AWS RS , SEAT Rust B9 AWS SDK AEBMRAFEHA —NEF S,
AWS G | InRENNARFEEHRIT S EC2 , NEH N AREF 282 — Amazon EC2
ERIBENREZREED, ARG, BUUFERARSEAEEIZ AWS BREXHER.

EERHIER AWS RS, XAECIRRSE M K. T AWS RS RS —NMB , eSMBEACH
crate MATHEZXENETARE., BEFHNRSLTHEN AP BELTT —M G E,

BZHEMGATLEE SDK1TH , BARER , —tIHERSEFEFRNTHIEX. EEAETRE
BNBRSES R  FAREBT2EN.

ERFT R AWS B |, BB ELHNRBERMMAHRTEHRIEN, AWS RFEELMIRE AWS X
BEEM,

(AWS SDKs MTESE{ErR) EEBSRE., HRERMEMELNESE S, AWS SDKs

£

« 1ESEBEE AWS SDK for Rust RS %/ i

« ERBEH ) Rust RS EFinflE AWS SDK

« AWS XiZ ¥ AWS SDK for Rust

- £/ AWS EA T Rust ZIER A/ SDK

o EFFEAITHRE AWS SDK for Rust

« £ RustAWS AT EGFEEEIR R

+ 1 Rust ¥ AWS B xR TE G B ERER

« f£ Rust #§ AWS SDK H i & A W S Th &g

s EPEEFE S IRL KT S AWS SDK for Rust

- EEAT Rust B AWS SDK HBEZEFin 2 MRERE
« EEAT Rust B AWS BRUFRTEIHPEE HTTP RFIHNIRE
- £ RustAWS AFA T EGPRELESR



https://docs.aws.amazon.com/sdkref/latest/guide/
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ESNEPELE AWS SDK for Rust RE & F ik

WEEERBEATUERBZALE, EAMLERER , BEENNATENMBENAEF. KSHEE
REAJLUIRENFREE , B AERMHHEE AWS configXHHIRE., HEconfigX b
FRMHIRESE (MAEEXH ) , WMEATRNHEIN AREHTENEE.

BMIREENMHZconfigHRELTIIFHEIL AWS SDKs HEETEHRHE | UXHFREERIESNNA
R Z RN —38Ee.

BESHAWS SDKs I TESEEE , THRUNMEBEIXERFERHENARER , LEREXREA cross-sdk
BRENFMAES, EEEF SDK UMK ETENE E NHFHENTWMERE |, 55 HAWS SDKs T
ESZIEEPNIRESE,

E@ERHIER AWS RS , BANZBRSKOULEF K. BUUNRSEFREEREARE , HlE
B, HTTP HEFimMEREE.

BIMREFEFRBEE—N AWS X M—NEREHE, SDK X EEFENFRFERRIATIE
BHXE , AERAEBNEIEXNERETER, RANERBPUREELNEEXEE , AL e]
MIRZ BB N

NTREEERENE , SDK 2RE—RIMIE (KR ) o
1. ERBFAHBFEFFARAS LRENEMEXREGR LT HAEMRE.

2. MEZE

- ARRENERENFAREE , S (TESEEE) AWS SDKs Ml (TESEERE) TR

- FEE , BUMNTERLN shell BERELTE : RELE. AFSENBFENLIFLE,
3. #ZconfigX#FMcredential s

. /\E
- BRIFEXEXHNEFAER , B3 W@ configll TESEEEHHHLEZAWS SDKs
McredentialsX ¥,

4. RfEHEA SDK RREBAR G ZENEMBRIAE,

- REEM (Sl XE ) RERINE, B4AERB, REREIHAZconfigHFHHBEEE
o 2R SDK T EMEMTAAEREE , APl ER AT EIZITAT KMo
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ERBF A Rust RFEFimHLE AWS SDK

SEEERBEDLEREN K BEETEMRTERZRNBHNEREF. R ZNARFT , BATHER
FSEFHINEREE. 5E AWS RS RENAEEFYIAE B4 ERS & 5 in3k 6l B EE T,

E@ARHEER AWS BSS , AN ZRSEZOILE iR, BAILANRSEFREERHRE |, flmE
B, HTTP ErimMEHEKE.

BIMNRBSEFEFHEBEE—N AWS Xif 1—NMNEREIRESE., SDK FHXLEEMERLIEZT EBHN X
REENER , HERAEBRNWEENERRTER, RULERBFUREARNIEEXLE |, bl
CAIIMNREFR BB,

(® Note
BRSEEFHNENERETERS , MABESEERAZ, A TETIEIAX—K , AiEClient4d
& EHClone T o
MBI E R P i

EQEEAMRREENEFin , A crate FMaws-confighsFiE :

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

£ Amazon Elastic Compute Cloud £iz1THf AWS Lambda , & E T A E M AT AEBENIMEFEE
REEFPIHHIRERZITN , AXTMAXCEEFHIEEEH. IETUNENRBEEZTHRES
B, AEUUERNMHENNARFREISNMED , AWS XiF MEFERKB,

BALERABERERYE. EXRELETMITHEFBEMNEE, UTRINMENEREE , BEE
XNEBEEHT AWS XiF :

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

REHNEFIREE 13
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let s3 = aws_sdk_s3::Client::new(&config);

® Note

HIFERBEEDBREVNERNBHEFAHRMEN, HEAFTFHAHERN , EPREFHET
R SIEBMERWIRE , Fla0iget 5 R 248 IAM Identity Center Bt &,

BIERBlFBehaviorVersion: :latest () 2 R IBIEEH T BRIAEHH SDK iR,
BehaviorVersion::latest():EHAFTAZEER. BEXEZELR , B5H £ ERTHRA AWS
SDK for Rust,

EAMEREARTRETRSNRE

BUETARERENRSEFAREBELIRE, B2, KZHERT , EMAFTENFRER MBS
BE , RAETITAMEMET, BEEEKXE AWS SDK for Rust B FEFENMENR, HEAEHAMEE
MBEEaws_config: :defaults , REEAfromS5EFZE EMEE EEFERH VRS HEESH,

RE , BULRZERFRESAE-—WEEEH FAAbuild, &fF , BELEREHEEIEE S iR,

// Call a static method on aws-config that sources default config values.
let config = aws_config::defaults(BehaviorVersion::latest())

.load()

.await;

// Use the Builder for S3 to create service-specific config from the default config.
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.accelerate(true) // Set an S3-only configuration option

.build();

// Create the client.
let s3 = aws_sdk_s3::Client::from_conf(s3_config);

BERUTHATHRERENBSEARNEMITE , —RITERER API XX |, Bl for

aws_sdk_s3::config: :Builder,
SREXNEFIREE

EFAREERERSEFR , MARMNKEFMBEE , TEEFHConfigE K LIS EIX L
B, TR :

ERAMESREX# TR ETRSNIRE 14


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/struct.Builder.html
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let conf = aws_sdk_s3::Config::builder()
.region("us-east-1")
.endpoint_resolver(my_endpoint_resolver)
.build();

let s3 = aws_sdk_s3::Client::from_conf(conf);

FERAGIERSEERfaws_sdk_s3::Config::builder() , FTaMBEMBRINEE. REEE TS
BEEN ST 2MERIAEaws_config: :defaults,

BRERTRABRERENRSEFRRXE LEE, sENRHIESE Amazon S3 &F ik LE

Hendpoint_resolverBREUKi%BHIX — K,

AWS [Xig 3 AWS SDK for Rust

BT LAMER TR AWS RS AR EHEXBEENRNAE AWS X, XEEAMURITR , X A&
WEENANARFEREENENAFBRIENN®SEZET. BXNAEAXRENESZER |, B3
JAWS SDKs M1 TEZEEBAWS XEHH,

/A Important

REHRFEVTRHRENXE AWS X1 |, 7R SDK /Y |, BHBN ZHREAH EFEX
o

RN Rust AWS X33 B SDK RERIAMET BEA T AWS 15K, WRIAMEA T AREXSHIEERNE
fa] SDK AR5 75 =W A

BXRMMABEITHE AWS configXHHHEZEREMIAXEN R , IFSHAWS SDKs ITESE
EBAWS XEHH,

AWS XiF 1Rt & 4%

MRATIRRMME RS B P iRV EER |, FEAUTERTRE, SDK HENE—MERTHE M IRAVE
B, AXRUERSEARNESEE , FEAMNNEPEER K.

1. A EEFRRENE XX,
2. RZELKE AWS_REGION RRT &,

AWS X1 15


https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
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o MRMBIEEMFAZ AWS Lambda B§SS , MR EZT EH AWS Lambda B EHZIRE
3. Bk HE AWS configMHHregion®E .

« AWS CONFIG FILEREZENATERR Zconfig WAL E., EiFA 7 BRI 4R
FE , BESH (TESEHER) configfl (TESEREm) Pl HZEcredential s
AWSSDKS FMXHHE,

* AWS_PROFILEMRZEAATERWEREXHMTRRAREX Y. ETHEXEETERE
XHEWESER , B fconfigll TESEERMPHHZAWS SDKs Mcredential s34,

4. BHEFEAIESZRAFERT D EC2 R xBIERZ KA ELTIZTHWIL S EC2 KAHIH XiF,
« AWS SDK for Rust ff—#I 3% IMDSv2,

f£RegionProviderChaint|ZATFRFBFFHNWEARBER , RENFER , TEHMBRB :

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

LEmA AWS XiZ K53

ERBHERRBXE

MBEEERXRBEXHE , iERegion: :new() BEEBREBRFER,

KERRKSREHEE  CTRERE, #£ZconfigX AR Amazon EC2 Ul BB S

use aws_config::{defaults, BehaviorVersion};
use aws_sdk_s3::config: :Region;

#[tokio: :main]
async fn main() {
let config = defaults(BehaviorVersion::latest())
.region(Region: :new("us-west-2"))
.load()
.await;

println!("Using Region: {}", config.region().unwrap());

BHEYNBABRNZRFSE AWS X ; FrRHNEREZRIL.

REMWMA AWS XiF £ 16


https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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HE X RegionProviderChain

AWS XiF IR & HIRIEB M HIEA Region, BREEHEE L7 PRt |, HEA

use aws_config::{defaults, BehaviorVersion};

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::config: :Region;

use std::env;

#[tokio: :main]
async fn main() {
let region_provider =
RegionProviderChain: :first_try(env::var("CUSTOM_REGION").ok().map(Region::new))
.or_default_provider()
.or_else(Region::new("us-east-2"));

let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()

.await;

println!("Using Region: {}", config.region().unwrap());

Z BTV B

1. BEBBCISTOM_REGIONMEZTEHRERRE T FZ/HH,
2. MRAAA , BEEEBRIANXiZ R R,
3. MREMT , BFEA “‘us-east-2” ERN RN ERIE,

A AWS E AT Rust ZiFEMEE SDK

XNHFTAERE AWS BTERAMR N TIERITNELE. AWSTHEIZITA , SDK 2BIREZ/MLE
KK RFIENEEE.

MERRBWEEZIEAWS IAM Identity Center £ S EFIFRHEE , WHKHEF AT EE8NS IAM
Identity Center Bt &R ZRATEE KX HIERWIGHRER. AWS RF

MRRZRINEESSIGAIES , SDK FERAEMN#HIT AWS BRSF HA. RHEPRBERZANSE
THE K,

EIFRMRER 17
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B WU AWS AIREZHNRBEZNGE, SDK AiERAKIEREREFEBZIRN . AR
Z /RIS %,

BXUE AWS SHRIEANNESEER , B2 (TESEER) M (TESEER) FHEHK
IEAWS SDKs 17 B R,

ANE ]
MRAREDEE IR ARSI RME | WAL Rust §) SDK 2EARIHEHEERBE R

FITTMR AR, SDK EEF—MIERFIRREE , BERRAFL. BREEEFRNEAR
B, BZRERBF N Rust RSEFiwEE AWS SDK,

LT REIRERBHEEZIERME, SODK EFARIERHEFERRNERERRTRENSHR
iE , AERZB BRI AWS IRSER,

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3 = aws_sdk_s3::Client::new(&config);

AN SEN T
AR A AU T RUE SURF IR RIS
1. BRAXERRER

SDK =i MAWS_ACCESS_KEY_IDFIF1AWS_SECRET_ACCESS_KEYAWS_SESSION_TOKENIRIEZE
Ebuﬁ%iﬁo

2. #Z# AWS configHflcredentials X #

SDK ZiXMHEZ AWS configficredentialsX#H I [default] Bl & X4 iNEE

iE, B LAEFAAWS_PROFILEFMRE R BKIEFEALL SDK BB EHENH , MARME
Aldefault]. configfllcredentialsX#rH&f AWS SDKs TEHE, AAXENHNES
B8 , BZHconfigNl TESEREMAPNLZAWS SDKs Mcredential s,

MREFEA 1AM Identity Center #1TH A RIUE , MILEHEA T Rust WA X T ES/EABETLIZIT
AWS CLI isfaws sso loginiRBMERBERTH., HU4FRXIESER IAM B4HOREHIG
FHERRBEE YT, A5, SDK ZEANEAIEES AWS RF. BXELIENFHAEER ,
FZH (TESEIERE) AWS SDKs Ml (TESEEE) AWS RSSHRY “ 7 f## SDK FREMEHT".

- BXEEHREENIES , BESHAWS SDKs I TESEERTH IAM S 4 H 054K,

TR eE 18
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https://docs.aws.amazon.com/sdkref/latest/guide/understanding-sso.html#idccredres
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html

AWS SDK for Rust FRARER

- BXRILEEEN SDKBEEBRMNFMEESR |, FSHRAWS SDKs I TESZIEMmH R IAM Identity
Center LR EE,

3. AWS STS WM& 5%

EOBREERRNBINAREFIETEF RN Web B ARF AWS , AWS Security Token

Service (AWS STS) 2 W BN 2N H B AR MERA (IdP) #1TE M RITMNES A IRE —4A Ifet 2 ik

Fo

o HEEREXHFIEELTAT , SDK TESZHFEH AWS STS
AssumeRoleWithWebIdentity APl FiER RIGAHEH, BXRUGENFMER , ESHE AWS
Security Token Service APl & AssumeRoleWithWebldentity F #

- BXEBELREEFNIES K B2H (NI ESEE/M) AWS SDKs Y “ff M % & 43 178k
4" 5 OpenlD Connect,

- BXRUILREMHAEN SDK BEEBMNFAER , F5H (TESEER) AWS SDKs Ml (TESE
ER) PHRASEERERER

4. W55k ECS ML D5k EKS BaFIEH

SEHYID D Eh 3 M R ER AR S5 E 55 M Kubernetes BRSFIKF AIBAE — NG ZXEH IAM B8, £ IAM A&
ERETFHNRAE Pod WESHAR[FETHNERRKE. XNABAVIRHN SDK for Rust SRR
WL (ERSRL ) ERAHEM AWS RS,

HUEFE I B2
MAWS_CONTAINER_CREDENTIALS_RELATIVE_URIEﬁ,AWS_CONTAINER_CREDENTIALS_FULL_URIﬂ;
BTEHRRRIEP , XEFTE A LLE Amazon ECS # Amazon EKS B3iRiE,

« XN Amazon ECSiREMNAENIFMEER , TSR (L EHHEMREFRIZFLEAGIERM) B
Amazon ECS 5 IAM A,

« BX Amazon EKS WWiREE LR , SIS EKS AFIERFHIRE Amazon EKS Pod & 315
I,

« BRUILREMREN SDK BEEBMNFARER , F5H (TESEHERE) AWS SDKs Ml (TESE
ER) PHESRFIERHAER.

5. Amazon EC2 =4t BiE RS

B2 IAM B e EM B ERIEH|, S£6| EH SDK for Rust NARFEEHMNESITBEFRES
BRENZIL.

« AT Rust WHHF X TEEXZEFIMDSV2,

TR eE 19
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https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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- BRRELACHEATHEE. Amazon 1 IAM A€ EC2MEASEFITHIENFAER |, BS
I 5% EC2 AF1EM.

- BXRIREMHEN SDK BEEBMMNFMAEER , F5H (TESEHEE) AWSSDKs Ml (TES
Z1ErE) P IMDS FiFRRHEERF,

6. MRULEH AR EU , iR AE panics BiEix.

BXAWS EERHEFEERENFAEE , F5H (TESEERE) W RE ZEPNRELLE
ERMHERF. AWS SDKs

EXEIERMRS

RATLAYEE SDK RIEAMSEEIFIRMRE , MAXMBETIERHBFERRNENZFHRILSE, EH
ML EMNEBrTaws_config: :defaults , AT EBENERRHERF , TR :

let config = aws_config::defaults(BehaviorVersion::latest())
.credentials_provider(MyCredentialsProvider: :new())
.load()
.await;

YRE]LAEIESEI ProvideCredentialstrait 2 B 2 W EIFRHE,
BHERE
SDK FEFZIEMEMEMER | fHlin SSO T, RIMERT , SDK FREREFRI |, ANEE—

MERMMEZIL , BFEELE , ARES —NMNERPSHELEBEFIHRBFEN. HEENEF
wSdkConfigfFH = — IdentityCache.

EREHRITARA AWS SDK for Rust

AWS SDK for Rust F X AR HIEH MM IZES RHEFTEFRHANBABTTNMNIT N, R TH
BifERAERA T Rust By SDK B K BIRBMEINTH , BERinElEFE T SBehaviorVersion.
BehaviorVersionig EFHI 7 BRIAER SDK MR, iXfE1§ SDK AIUAREERNEMNHERBRMAR , &
REXBRULERFIEAZFRE L MANNARFENITAIFEEETIN ARG,

EXFURE 20
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https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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https://docs.rs/aws-smithy-runtime/latest/aws_smithy_runtime/client/identity/struct.IdentityCache.html
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/A Warning
MREZAERE SDK R BEF I , BARBEEISEEBehaviorVersion , M MERET
panic.

Fln | BRIZFMRAR SDK Xt RA T HNBRIAEIXERKE, NRENNAREFFERE LRI
ZXBehaviorVersiontBCHIHY SDK , NIFERALHINEEM 2RO ERINEE.,

BIREMERAT Rust B9 SDK BIFT1T MR AR | B AEMA T Rust BehaviorVersion B9 SDK
deprecated BHARICEI — MRAFRMIIRAE, XLSHEFEFNENES , BRIEZASEREF
BEMLE, BehaviorVersion::latest( )t T TEH , LUETRHRAMNERIAITRH.

® Note

ERZBHIERT , 8RN iZBehaviorVersion: :latest()ERBHAFEARHCargo. toml X
#fbehavior-version-latestH M IIEEFRE . BIMNERENEE IS ERE,

ERIREITHMA Cargo.toml

B LB fECargo . toml XA INAE BIHY T BEFR & RIS TE SDK M MER ( Hlilaws-sdk-
s3maws-sdk-iam ) BWITHIRA. BT, LT latesthR AN SDK BRRACargo.toml :

[dependencies]
aws-config = { version
aws-sdk-s3

"1", features
"1", features

["behavior-version-latest"] }
["behavior-version-latest"] }

{ version
ERBHREITHIRAK
FBHRBUUBYELE SDK B F RN IEETAMARBREEEE RITHRA :

let config = aws_config::load_defaults(BehaviorVersion::v2023_11_09()).await;

WROIBIET —MERE , ZEEFAREREE SDK , BFHE
EBehaviorVersionv2023_11_09().

EFRREITHMA Cargo. toml 21
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£ Rust AWS FF 4 T E sl BEid /XK

BAT Rust ) AWS SDK WERFSEREBH TRUNERTHINTEEXNEELET. BA AWS RS
BREBEZNARE, WREHFN , FERBNER (HIMRFIHEREIR ) T,

ERTHIUERRE AWS configHFHRHNHEZERNREHTLREE. BRUFENESR , &
ZR (TESEEmM) AWS SDKs Ml (TESEER) PHEEHTH., CEE8FAXREARBEZIN
RAMEFE—MEREM AR S - RENFEAES

R , wALERBHEBXLEER , WA TEHHRo
MAEREE

BIRESEFmERRIAN BT RetryConfigE MR standardE KB EE, RIAMBERT , —
FIMFZRA=ER (RZRMEARER ), A, I TEHEERXXNR , SRXEHREBHEYER — MR
e, LAEZATASHAS , BEAETEATHERR , fINEEHERSE.,

REFLRBPERBANNRTERN. SDKsAERFRNRAE

- EETER
o AR U PR I
« B HTTP 5XX Mol B7 2 3 Y I B AR 55 48 1%

AT RBIFHAN TER -
. BHIRKRTH

. BHRIE/RE R

- REHRRE

BB RE R AstandardS it R, MERA EARRERERHE LB HK.
RAZ AR

B BN RS SENRetryConfigRBREEXRBHNRAZIH IR
Faws_config: :defaults:

const CUSTOM_MAX_ATTEMPTS: u32 = 5;
let retry_config = RetryConfig::standard()
// Set max attempts. When max_attempts is 1, there are no retries.
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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// This value MUST be greater than zero.
// Defaults to 3.
.with_max_attempts(CUSTOM_MAX_ATTEMPTS);

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

HEIR FIR 48

NRFEER , UIRMNNERRB2EE , ARBRTEEZEH. F-XEHNEER) , BRUEHN
ERSERHLER, FAERERFLRY , IFERFRXEFTAK,

BEN BB ERTHREZRZANER, BaABTHRETRESHERN RN REMANEE, HXER
REBNHNERANIL , FEARBEEFHELREN RS, AWS

EE LB E B AR B RS REMRet ryConfigiEiRIR B X B E LA F IR IR
Eaws_config::defaults, UTRBHEERENFE-—XREXAZIAKRZER 100 ER , BT
MERZRZENHZKERR 5 #.

let retry_config = RetryConfig::standard()
// Defaults to 1 second.
.with_initial_backoff(Duration::from_millis(100))
// Defaults to 20 seconds.
.with_max_backoff(Duration::from_secs(5));

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

BENEHER

FERNEXEARBNWENRSR , standardadaptiveBRERXRBERE—MERFE , ©FREEMNE
SRIE R LA x A PR R > BR B 6 1% o

(® Note

HENERR-—HESREHAERN, BETRWEALKE, BH2H (TESEEE) AWS
SDKs Ml K TESEER) FHEATH.
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BENERSEREERNAMENEE. ERNT —NErmERRSER  ATEEZREERSIFRH
FROER, CRKRFREUZHRFERZETRAA , BEBRT2SBETRERNIT.

ZERLTEN BN RSFANKBER | A TRMEABENRFEREER, EXEEN
=, EEREZRED , EXRFBALIIERDNB=H,

R UER RE B RENRetryConfigRiBRKiE R R FWadaptive EH KR :

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(RetryConfig: :adaptive())
.load()
.await;

£ Rust B AWS BR#FH X TEBHEEEAY

BT Rust B AWS SDK 2t T 2 A TEE AWS RS BERENFNEFTHRERNIRE, SMEFEL
AEBINEENBER |, NI URBBENNARRF ARERSET.

AP &Y

SEEARSBERZHERBRRAAREE XM Z B BN |, FELRENREBIATE , X#
LR ARRF T BERERB A URERSEZEIT. SDK AILBFEHARMAER, HENPZHAMEBENE
REIREREA R — P REFNEE,

EFAT Rust ¥ SDK 12 7 A IER B EZWERIAEAATE, SDK &ENZWBEREZIAHNBEMERDN
Mo R iR B MERIAN FZ AR EFE, BUATHEF®RIAA

S8 RIAE iRk

Connect #B At 318 ERFEZOESENEENRKAE,

B e 7 MER T Rust B9 SDK W ZIE R 2 sl EHFH &
KutE , SIEMEER,

BEZH B 7 ZRFRRHTTP Z2EHNERKNE , 2 G UEHR
API AR,

R EE At 7 BiERBI 2z , ESFEMMNNE—NET
B B A [E] o
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LTFREIERT ERBESGERERN Amazon S3 &/ inHE &

let config = aws_config::defaults(BehaviorVersion::latest())
.timeout_config(

TimeoutConfig: :builder()
.operation_timeout(Duration::from_secs(5))
.operation_attempt_timeout(Duration::from_millis(1500))
.build()

)
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

LHRERFERRENZHBRE | RUUNAEELZ AT RN SN ERBESERS, BELUFE
N HTTP #ERIZE N E SR E R BT RIR KW

BRTERSEFR LEAMEREREXEENEZN , BETUNENEREEHE X LBME,

/A Important

B AEM 2Bt & B T Rust SDK R BN R G EENREEE. il , FRAXEMm
RiByteStreamp i FYEIET SR EBATHI S0,

RBERRFEFAE]

BRI T Rust By SDK Rt 7 5 - ERNEFRAXNENER. FHFRAREERENTRBATE
BAEMBEN EEHTER. XABTHLENAEFERBERMKZTITENEHER,

HERNZRNEBEITEZINAEN , FLENERRFFERER.

BMINMERT , EAT Rust B9 SDK N EENTREAERRET , HE 20 PN RRBANERED 1 F
TIWHED

UTRBIERTERALERFPHRILEINTRPESN 10 WHEE
Y StalledStreamProtectionConfigi%& :

let config = aws_config::defaults(BehaviorVersion::latest())

RBERFEHT 25
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.stalled_stream_protection(
StalledStreamProtectionConfig::enabled()
.upload_enabled(false)
.grace_period(Duration::from_secs(10))
Lbuild()

.load()
.await;

/A Warning

FLERFRFR-—ITEREELT, RMNBUNEENNRAEFEEESHERISEEAMR
BBt E X EME,

ZHEF LERERRY
LAT 7R 515 BA a0 ) 52 & 22 A 50 Y E R 4R 9

let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(StalledStreamProtectionConfig::disabled())
.load()
.await;

1£ Rust B9 AWS SDK H ¢ & 7] W 214 Th g

A ERETAMRGE R B BEP T HESIPRSNEE. RHNBEBERRANEN.
ES}
« £ Rust AWS AR TE QR EEMER B EIEH

£ Rust A WS AR T EGHEENER A&HIE%

AWS SDK for Rust £ IR ERHESR# 1T B H1d K. ERABEFIEHK , HHM tracing-subscriber
crate 77 Rust MARFHXNHi#tTHHRIL, BESENEE,. AERIINEREE , BT REE AP
ERHM SDK 1T H. EMRUST_LOGHRZ BIZH AW IFMARE , LB ZEBERIFIE,

AMEE 26


http://tracing.rs/
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WA 1EE A F Rust B9 AWS SDK # /2 | B & ThRE

1. HMEBEBFZFNGTRRET , FERET N EREF 7R KRB

$ cargo add tracing-subscriber --features tracing-subscriber/env-filter

XSGR FARMEICargo. toml X4 # [dependencies] B4
2. BIITEE. B% , XR2ERAEM SDK for Rust #EZ BIEEmainE M R HISE Y
use aws_config: :BehaviorVersion;
type BoxError = Box<dyn Error + Send + Sync>;
#[tokio::main]
async fn main() -> Result<(), BoxError> {
tracing_subscriber::fmt::init(); // Initialize the subscriber.
let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;
let s3 = aws_sdk_s3::Client::new(&config);
let _resp = s3.list_buckets()
.send()

.await?;

ok(())
}

3. fEHARUST_LOGHEZEF S HEFICEK,. ESHABEEENER , BEDSERTT
FRUST_LOGHEZ ERENEEFZHR . UT RO EHFRENdebugd sl :

Linux/macOS
$ RUST_LOG=debug

Windows

MREFERAN R VSCode , NAIRE QOBEEERIAN PowerShell, WIFRERANIERER,

BEIEH >7


https://crates.io/crates/tracing-subscriber
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C:\> set RUST_LOG=debug
PowerShell
PS C:\> $ENV:RUST_LOG="debug"
4. BITZERF :
$ cargo run

ENZERH AL IRE QA FER Etba

AXEZER , S tracing-subscriber X EAMET ETFIREH,

FEFR B A

BEE-—TTHNIRABBTEREE , MABRT , Hitt B EEERFIT N NIRER H,

MR AE I RERING AR SRR (IREBERG) Ul ) | WAVE AR L h B BNERFEUT
REETE

2024-06-25T16:10:12.367482Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:lazy_load_identity:
aws_smithy_runtime::client::identity::cache::lazy: identity cache miss occurred;
added new identity (took 480.892ms) new_expiration=2024-06-25T23:07:59Z
valid_for=25066.632521s partition=IdentityCachePartition(7)
2024-06-25T16:10:12.367602Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::identity::cache::lazy: loaded identity

2024-06-25T16:10:12.367643Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: resolved identity identity=Identity
{ data: Credentials {... }, expiration: Some(SystemTime { tv_sec: 1719356879, tv_nsec:
2011}

2024-06-25T16:10:12.367695Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: signing request

BISRERETEUTHRE

BEIEH
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- BEZBMESE,

- ZEBEWAERH, X MILLIINFODEBUG, ZHTRACE,

- ERAFXENBREEES , ASS (V) 2B, XAUAHEBRIRG ALERB KR,

- SEERBEZFBHRBEN Rust EREE,

« BEBEEXT,

REREIRBVARE R H A SUER ANSI B B ETE®, TRNERA LA , HioAXER LT
5,

(® Note

MREBEEPE Rsdk_invocation_idWZ2H SDK E&EFinEKEME— ID , AT BIX<ER
HEHEHE., eE5ENMNFHRINIERESTx AWS RS,

WiRER B ER A

R Z IR E IR crate ( BI#0 ) tracing_subscriber , M AT SARIE SR I H| B EM1E TR
E.

LA A NMERTTEMEERN BERB . U TARFEN M ERtracel BERIREN :

$ RUST_LOG=trace cargo run

BB EBRTBRERAEFIEFK. EUTRAIF , RERBWBEE Faws_smithy_runtime£
#H Atracex+.

$ RUST_LOG=aws_smithy_runtime=trace

RO AES RS MNMER , NI AETHEETRN BESRS . AT R"bIfFaws_configERigE
FtraceRFH BERIEFE , Haws_smithy_runtimeERIZE N debugf 5l B EidF.

$ RUST_LOG=aws_config=trace,aws_smithy_runtime=debug cargo run

TRNMAT LA THGEEEHEER

BEIEH 29


https://docs.rs/tracing/latest/tracing/span/index.html
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Prefix #HiR
aws_smithy_runtime & SR #0578 5C 18 %
aws_config IETE tnE ZAE
aws_sigvé4 BERZAMABIER

EFFREZFECASAHPISWEER , —MAERLLERAERR , RBEBSH L FIRE crate
BMLRIMAHRNER. A, EUNMENERETEZEFBRESTENERF.

EHFEEEF LT & AWS SDK for Rust

2 AWS SDK for Rust {8/ a B AWS BRSS , HE—$ 2 —HEWERNEREHITL, LZRHNIK
KB

HOIZRSEFuReS , ATLN SDK BB im [EENT, imREBEMTIVRIAE BB HEIRFAA , ERETRER
FRMANEENRRERZ. ATEANROIRER :
« MRS HTRITRAFARS A A EE R HIE R,

T3[R 1) R 7E SDK AR 2R AV 45 E AR S5 Th e

/A Warning

LT REMZ—PEHR SDK TF, NMREELXIMIARE , WA RESBIRER KB, MR
BEATEFRRHRNRSHAS.

ALLRREAENARET S , MECIBATHRERSER , tUUANBENLKET RIRE B E N LR
T E AWS RS

AEERARE AWS configHHMIMEREHIREREE B EX LR T R, BXEITENER |, 1B
ZH (TEZZEEm) AWS SDKs Ml (TESZ1ER) FHRSBERS. E%Fﬁﬁ,\-—fconfigiﬁ
REMPELTENTRIIR AWS RS , BERBRSSER SRR

gE WA UELHRBPEELBENL , ML TETR.
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BEXEE

ST LAE R P i A B R YR i 75 0A B E SRS B i Y v URR AT

1. endpoint_url(url: Into<String>)

2. endpoint_resolver(resolver: impl crate::config::endpoint::ResolveEndpoint
+ “static)

BALLSEXFNEM. BER , AZHERT , BREME -, WTF—AHE , B
Fendpoint_url 2 E#IM,

WELRmT R URL

A AR B — MEendpoint_url RERTRIRESH “BAR" EH B, B2, HETRRLE K BAER
ERNSBURIELEE P ivResolveEndpointKHIH. ARG , ResolveEndpointKI AT AR EH Al 6EME
WZEABERLHS,

& U SR AT RS

RS &P isHResolveEndpoint3XBRE T SDK A FEMAAEBE RN KZLBITIKR R, BREEFHR
B MERFAZresolve_endpoint 5% , A ERAMBMERREMNENdpointFutureff , TZEH#H—FE
X

AR RBIER T R Amazon S3 B iRiRA B E XN AT SBEMESESIM , ZBFRESINIHE (flang
FMEF ) BT TRNLRT R

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug)]
struct StageResolver { stage: String }
impl ResolveEndpoint for StageResolver {
fn resolve_endpoint(&self, params: &Params) -> EndpointFuture<'_> {
let stage = &self.stage;
EndpointFuture: :ready(Ok(Endpoint: :builder().url(format!
("{stage}.myservice.com")).build()))
}
}

let config = aws_config::defaults(BehaviorVersion::latest())

BENEE X


https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/endpoint/struct.EndpointFuture.html
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.load()
.await;

let resolver = StageResolver { stage: std::env::var("STAGE").unwrap() };
let s3_config = aws_sdk_s3::config::Builder::from(&config)
.endpoint_resolver(resolver)

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

(® Note

i REEMTER | ARY BResolveEndpointBV4HE , REMRSAHEER , Bt REERSE
FinltiE EHITERIE, Z—5H , TAERAREREE ( NATMERENABERS ) WETXT4
ERSE Ew SR URL,

ResolveEndpoint 3

Zresolve_endpoint FZEEZ EEmABTPEANBENERSIES .

BUURSHAEUTEREML

B el iR

region FRE EFHAWS X1

endpoint FRIP EENFHFREERTEN endpointUrl
use_fips mRE rRREEFHREERE A FIPS IR
use_dual_stack WRE RREEFREEREA T NikiR K

AWS RS AL EMMATEN EMEM., #la1 , Amazon S3 KixT S SR BREEEBEHMN/L NS
EF Amazon S3 BITEEIREB., HIM , Zforce_path_styleBMRERBULUEAELEN T 1,

MRESMACHREHRER , WETFEWEBCHNRKISHES. SDK I EMERREHBEMH FEEE

BiEHIETresolve_endpoint,
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/endpoint/struct.Params.html
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FEASEHendpoint_urli#tTHEE endpoint_resolver

EENERERA , UTHHEE (—f#EHendpoint_url , Z—ffEAendpoint_resolver ) &
L4 R EEHRRKBNITANE iR,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug, Default)]
struct CustomResolver;
impl ResolveEndpoint for CustomResolver {
fn resolve_endpoint(&self, _params: &Params) -> EndpointFuture<'_> {
EndpointFuture: :ready(Ok(Endpoint::builder().url("https://
endpoint.example").build()))

}

}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// use endpoint url

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_url("https://endpoint.example")
.build();

// Use endpoint resolver
aws_sdk_s3::config: :Builder: :from(&config)

.endpoint_resolver(CustomResolver: :default())
.build();

REMNEF M imeendpoint_urliEEEELS (BN ) BAAENER URL , ZMiL AT BAUEDR i SR ATRY
— o HTIE R

REMNEFimendpoint_resolverf§E Amazon S3 & FimfE A &L URL,
R

BENHRSBEATINR. FURROET=MBRSAXHEWY  MEEAIAEEENELRS. X
FETERA :

« DynamoDB Zithhix — I B3 DynamoDB AR 55 #Y 2 i kiR 78
« LocalStack— EA T EN W AR PEITHW=RSELES.

ayt]| 33


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://github.com/localstack/localstack
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AT 7RG T 8 B E X K inT LA R XH AN E DU AR iR =& 5 &,
EEERB PR FER DynamoDB

WMEJLW AR |, BRI Mendpoint_url EEERBFIREUBZEEARLIRT LUIE @ A H# DynamoDB
fR&588. ERIVREEAH :

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

SEEM R E LR E GitHub,
LocalStack £ iZconfigX ¥

WA LATERZ AWS configMHHFREFET RSN AL IRT R, UTEBEEXHR
Bendpoint_urlflocalhostfEiw O LiE#E4566, B LocalStack BN EZEE |, 55
ElLocalStack X 4™ it £ LocalStack iEid i & URL #4758,

[profile localstack]
region=us-east-1
endpoint_url = http://localhost:4566

HiREMAlocalstackBlEXHAT , SDK FIREHE ZEconfigX R ESUHREN A EIEH SDK &
Pk, ERAXMEZE , ENRBLESENHLANEMEIA , WTHAR :

// set the environment variable “AWS_PROFILE=localstack’™ when running

// the application to source “endpoint_url’ and point the SDK at the

// localstack instance

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;

let s3_config = aws_sdk_s3::config::Builder::from(&config)
.force_path_style(true)
.build();
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
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let s3 = aws_sdk_s3::Client::from_conf(s3_config);

FEER R E L& EF GitHub,

EERAT Rust B AWS SDK HEZZ Fimiy 2 NMREER B

BERSE MG , RENEATTERFFNATHRREEERF, SAUNTEEREE , BUURE
BMRENERTES,

BMNREERBHE I AFelZBcustomizeM 5% |, CustomizableOperationMERTTUES
NEMENEANELX, REFFIEENRETE,

UTRBIERT MAEIE— Amazon S3 B iR , ZEZEFImAARMRE , E-MRERBEULRE
BB —MRE., AWS XiZ Amazon S3 WATEXN RIAA&EFEH Zus-east-1Xig , BRIEEXEE API
BWHUAERERENXE, us-west-2

use aws_config::{BehaviorVersion, Region};

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// Request will be sent to "us-east-1"
s3.1list_buckets()

.send()

.await?;

// Unset fields default to using the original config value
let modified = aws_sdk_s3::Config::builder()
.region(Region::from_static("us-west-2"));

// Request will be sent to "us-west-2"
s3.1list_buckets()

// Creates a CustomizableOperation
.customize()
.config_override(modified)

.send()
.await?;
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/localstack
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® Note
BIE M RBIEAT Amazon S3 , BERFIEBRENEISHR —HN, RERETRLTEHEMS

sCustomizeableOperation,

BRABNREFNEBSRNRE , BSANATEERFNESS, customize

EERAT Rust I AWS B AT EGHEE HTTP R AIMNIZE

AWS SDK for Rust #2ft 7 W& HTTP Zheg , HIEEARDFEIZ AWS RS B iREM.

INERT , BB T Rust ¥ SDK FEAE Fhyperrustls, i HTTPS EF ikaws-1c-1s, Z&
FimMiZ A ARF#ERA T ASHAL , THEFNEE,

* hyper® Rust WKL) HTTP FE , ATLAS —#E M AWS SDK for Rust KiE A API BRS5.
« rustls2—MA Rust REMIN TLS FE , ERMBREEREM T AEIET.

- aws-1cR—NMNBEAMEE , @8 TLS NERLNARFENEE,

« aws-lc-rs® Rust Paws-1cENBRAITER.

MREAEEREMaws-smithy-http-client® TLS RMBFIRMHE , NIZFE FIRM T —LHAEDR
MBEE, XTESRNAL , RINBEBEBFTHTTPE A HERRRRNEEEFRAEER,
EFRE A TLS RS

Zaws-smithy-http-clientfFRRM 7T —LH KM TLS REHHE,

LTRERTA :

rustls 5 aws-1c

ETEW TLS B#trustlsEFaws-1lc-rsAF %=,

XE2EAT Rust WFFRTEIMNIIANHTTP 1T, MREFEALE , WEFERBPRITEM
HrE,

s2n-tls

ETH TLS BB s2n-tls,
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https://docs.rs/hyper/latest/hyper/
https://github.com/rustls/rustls
https://github.com/aws/aws-lc
https://github.com/aws/aws-lc-rs
https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/aws/s2n-tls
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rustls 5 aws-1lc-fips

EFrustls® TLS REREFFEAR/S FIPS BARAHITIME aws-1c-1s
rustls 5 ring

ETeH TLS fB#trustlsBFring AT MR,

FRFMF

FHaws-1lc-rsHs2n-t1sEE C 41¥8% (Clang 5 GCC ) KWE, WTHELEF A , WETRELE
E CMake, EEAF & LFEA “fips” THEE#HITHEEEE CMake RETH. EXEZER , BSHAE
AT Rust B AWS Libcrypto (aws-1c-rs) fZEEMEEB A,

WAERAZ A TLS =15

aws-smithy-http-clientfEFIRM T Hfth TLS &, EiLZEM AWS RE FEFRERATEHN TLS
RMER , iBhttp_clientEMaws_configf FHWIMEK T ER, HTTP EFimBL AWS RS AT
EBiRME  tRATEIR®ER.

LU ROIGE BRI EA s2n-tls TLS R’HRERF. BR , REM B EHRER T HMRAHR,
BRFFGINRD , BFETU TS @Y B RINEKBI

cargo add aws-smithy-http-client -F s2n-tls

AR

use aws_smithy_http_client::{tls, Builder};

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::52nTls)
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

HERZ A TLS 245 37


https://github.com/rustls/rustls
https://github.com/aws/aws-lc-rs
https://github.com/rustls/rustls
https://github.com/briansmith/ring
https://github.com/aws/aws-lc-rs/blob/main/aws-lc-rs/README.md

AWS SDK for Rust FRARER

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

B A FIPS X

Zaws-smithy-http-clientFEFRHE T EARKS FIPS WINZEZIMMET, EiLEH AWS RS
EPFFERARE FIPS fRAENRME | iBhttp_clientEAR FHIMEEZEMR, aws_configHTTP
ZPmEE AWS RS AFiEHRMEE | AT EILRREER,

(® Note
FIPS XFRERENHEMMERRIMEMEEIT ., S Naws-1cFEFRIIEBA,

BRFRGNRB , FETU TS EY B RINEKBI
cargo add aws-smithy-http-client -F rustls-aws-lc-fips

LT REIRIBERA FIPS X :

// file: main.rs

use aws_smithy_http_client::{
1s::{self, rustls_provider::CryptoMode},
Builder,

};

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwsLcFips))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);
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}

LEERBEFEHRIR

A TLS BEEFE T XIEX25519MLKEM768 R E FRARBE EZMNrustlsfEHaws-1c-rs, E
AL KRR EX25519MLKEM768E L , BEEFrustlsHHSARMEIFEFHHE Aprefer-
post-quantumZhgétnE. &N , ©AA , EFRESMNER. BXEZER , HSMrustls X,

® Note
XA future MRAF RV ERIAIRE

&= DNS #iras
B FHEE HTTP F/ 5%, THUEZIIA DNS AT,
BRETFIRDG , BETUTHHEME FMKB

cargo add aws-smithy-http-client -F rustls-aws-1c
cargo add aws-smithy-runtime-api -F client

BUF RBIACHEE = DNS #4725

use aws_smithy_http_client::{
1s::{self, rustls_provider::CryptoMode},
Builder
i
use aws_smithy_runtime_api::client::dns::{DnsFuture, ResolveDns};
use std::net::{IpAddr, Ipv4Addr};

/// A DNS resolver that returns a static IP address (127.0.0.1)
#[derive(Debug, Clone)]
struct StaticResolver;

impl ResolveDns for StaticResolver {
fn resolve_dns<'a>(&'a self, _name: &'a str) -> DnsFuture<'a> {
DnsFuture: :ready(Ok(vec![IpAddr: :V4(Ipv4Addr: :new(127, 0, 0, 1))]1))

LEERFETFERRR
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#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.build_with_resolver(StaticResolver);

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)

.load()
.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

(@ Note
RiIAMERT , WD Linux 2023 (AL2023) R EBRERZRFIE1F DNS,

BE X CA P
RIAMBRT , TLS REHEFANBAELANRERERIPL, EEENTRUAMEBEE L CA #
4ia | BT LAMERA B O/ CA 8TlsContextH TEE TrustStore,

BRFRENDE , EESTUAT oS EY B NIRRT
cargo add aws-smithy-http-client -F rustls-aws-1c

LT RS with rustls —EFHaws-1c , BEATEAXEN TLS £HEF :

use aws_smithy_http_client::{
tls::{self, rustls_provider::CryptoMode},
Builder

I

use std::fs;

/// read the PEM encoded root CA (bundle) and return a custom TLS context
fn tls_context_from_pem(filename: &str) -> tls::TlsContext {
let pem_contents = fs::read(filename).unwrap();
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// Create a new empty trust store (this will not load platform native certificates)
let trust_store = tls::TrustStore::empty()
.with_pem_certificate(pem_contents.as_slice());

tls::TlsContext::buildex()
.with_trust_store(trust_store)
.build()
.expect("valid TLS config")

#[tokio::main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.tls_context(tls_context_from_pem("my-custom-ca.pem"))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)

.load()
.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

£ Rust AWS A x TESH R EE &R

B ERAEBRRRER AP BERAMENAHRIT, EBHFE—MFRINEG , EXHHHE S , SDK B
RERENNRE  FITRIEABRMNEREAY, BIXMAR , BULBREETHTHER, B
BERALE, EFHRS.

LTREIERT —MIRWERR  SHEHABRBRZAIEAEE HRERFN—DFEARIRK

use std::borrow: :Cow;

use aws_smithy_runtime_api::client::interceptors::{
Intercept,
context::BeforeTransmitInterceptorContextMut,

E T



AWS SDK for Rust FRARER

use aws_smithy_runtime_api::client::runtime_components: :RuntimeComponents;
use aws_smithy_types::config_bag::ConfigBag;
use aws_smithy_runtime_api::box_error::BoxError;

#[derive(Debug)]

struct AddHeaderInterceptor {
key: Cow<'static, str>,
value: Cow<'static, str>,

impl AddHeaderInterceptor {
fn new(key: &'static str, value: &'static str) -> Self {
Self {
key: Cow::Borrowed(key),
value: Cow: :Borrowed(value),

impl Intercept for AddHeaderInterceptor {
fn name(&self) -> &'static str {
"AddHeader"

fn modify_before_retry_loop(
&self,
context: &mut BeforeTransmitInterceptorContextMut<'_>,
_runtime_components: &RuntimeComponents,
_cfg: &mut ConfigBag,

) -> Result<(), BoxError> {
let headers = context.request_mut().headers_mut();
headers.insert(self.key.clone(), self.value.clone());

0k(())

BEXEZEENTHNEEESEN , B2 Intercept 451,
EEE= M

EHERSEFHIBZRERENEEN , AAILUEMERSR, EIMAX2BRTRE , BEABRTES
EREERNATEFRNAARELERIGER TRERE.
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RATERSEFim LA ERERNE=BESE
BERNBNEFmEMESERR  BEARNRMERS. Builder

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// All service operations invoked using 's3' will have the header added.
let s3_conf = aws_sdk_s3::config::Builder::from(&config)
.interceptor(AddHeaderInterceptor: :new("x-foo-version", "2.7"))

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_conf);

XATHRERENES:SR

EXANENMNREIMEERE , FEAcustomizeV BB, BALERALAZEEMNRERINEERS
BEFREE, BXUEHENBRENESEE , B2 REEAT Rust 1 AWS SDK HEEE i £/

BRFEE,

// Only the list_buckets operation will have the header added.
s3.1list_buckets()
.customize()
.interceptor(AddHeaderInterceptor: :new("x-bar-version", "3.7"))
.send()
.await?;

EEREM
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FAERAT Rust B AWS BiEFF AT ES

THERAES AWS REZBESERANE LG EMMEES %, AWS SDK for Rust

£l

- EAERT Rust 85 AWS BR#HF R TE®RH AWS RS ER
« f5F AWS &M T Rust 9 SDK HI&fERE

- B EM AWS SDK for Rust

- ZEFBIE Lambda BEE AWS SDK for Rust

« URLs EAAIETZE AWS SDK for Rust

« AEBEAT Rust B AWS BHEF XTI EBFHEIR

- ZEEMT Rust B AWS SDK FERAD LR

- 1£ Rust BLATEFH AWS SDK H 708 ol i

+ 7£ Rust B9 AWS SDK A Fi BR$S ;A

EREMAT Rust B AWS BEF X TEGR H AWS BRE BR

AT URERHFRBAITIHR AWS BRS , EAT Rust B9 AWS SDK ABMREER — M EFImREH,
AWS BRS56Itn |, tnRENNARFRERRIL D EC2 , NENNAEF 262 — Amazon EC2
BERmEHREZRSED. AF , EAUEARSE/wEZ AWS RS R HFER.

EERHIER AWS RS, BKALCIEZMEERSF M K. NT AWS RS RS —NMB , ©#8EE8
CH crate MATEZRXEMNTRARE, EFHNRSLTHEN AP BELTT -G E.

E AWS RS £ AWS SDK for Rust F# TR EH , BRIZE—NMEETREMNEF iR , FHAHE APl 5%
Mg maEsENeERE | REAAsend() URITIER,

=t
N

AERFClient XFFWEN API BEATF—RAZE, XEFEFNE—NEENEREEER “7
WHEER" , HhEIWESBX RN ERARERMZ APl WRESMA. BRARSHAEEE ,
Asend()BAFuturedREY , XS BRI HHSdkError, B SdkError WEZEER | &
BEAT Rust (5 AWS B4 & T E B HiR.

o =

58 &b

LT RBIERT A Amazon S3 FEF IR F MM EARIRE us-west-2 AWS X1 :

let config = aws_config::defaults(BehaviorVersion::latest())
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.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let result = s3.create_bucket()
// Set some of the inputs for the operation.
.bucket("my-bucket")
.create_bucket_configuration(
CreateBucketConfiguration::builder()
.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :UsWest2)

.build()
)
// send() returns a Future that does nothing until awaited.
.send()
.await;

BINRSHEHEEMAT APl W ARER | Hla0

o ZtypesEREBLEMEHMARBHEEZNEWLER,

- ZprimitivesHEHREEFEMBEMNRE K A TFRIEIE , 6l B HietE = =3 & blob,
BEXTFHFMANBEFALANES , BSHARSEN APl SE Y, it , Amazon BEFERZ W aws-
sdk-s3EFHEILMNMEHR ., HRRANIR

* aws_sdk_s3::types

 aws_sdk_s3::primitives

FH AWS FEA T Rust B SDK I E{EEE

LT REAMNZESSE AWS SDK for Rust,

RAgeEEfEH SDK &/ iR

1B4E SDK BERHNEESR  QRFEFRTEASHE N ER BN ACH HTTP S0, 56

ZBESE, RINBUHEZEFE , IBEPVHEEFFRSdkConfig , LBRBRNERRUEFH, FiE
SDK EFim&fEM Clone N ENEF 5| it BE.
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Bti& API &ad

SDK A E LA ( flanEEENNEZEFTEN ) REMRIAE , BTN AP BABRNREA APIF
AZRIREHRAE, NENZHANBMNEREBREBRZE —MREFNEE, HEEUTRESBBEREZRATE
BEKNEFETTROIGE AERHIAENNE QB | XHFRERENNARZRFUARESRNRIEL
148

BEXBEERFEENNESZFER , BSHE Rust B AWS BT R T E I EEE.

9 H & AWS SDK for Rust

AWS SDK for Rust T2 4 241 , B/ A AR S%ETHURI BT 3£ 2H,

N

SRTEHANREAEEEE  AEABREBUARTRANES  BERNANA, EAEES

RIVEELUTFAS -

. % BNRFESETHERRS R TEEERORL TSR,

C IRFFIE MBI —ME— MR,

. T EEBHNARARTSMESH,

C RN HEAMERIRFER SIS,

. BESLE  HEHENET SIS D,

C EREH . MEFHTNREES BN R BES R E TR E T (LA,

. B BRARTARMAERR, YAARSMESRERRGE—AERE , WARLT 2
RE.

. Deadlock : —HEEMBESHENRSE. ALK EXMER B EENFMES BERRE

HHHER , BES —MESHERTHAZE , FMSHI2BRRERF, ENRSKSBEFBIRT
2RBMRL,

—MERR BT

BINE—NMIFR—NNFER. EEHENTRAS , RIMTEEAHEAEARERLRB, FEHHTR
BIEEFEAMERbuild_client_and_list_objects_to_download( ) FEHEEFHITE
¥main()o BITUTHSEMEFMEKBXR :

* cargo add aws-sdk-s3
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* cargo add aws-config tokio --features tokio/full

BUTF R BIESS R T 8 Amazon f&] 8 17 % BR 55 17 i BR R RV PR B 304+

1. BERSIERAEX . BRARFEIIRSP,
2. BAFIR , MR TEEN X

use aws_sdk_s3::{Client, Error};
const EXAMPLE_BUCKET: &str = "amzn-s3-demo-bucket"; // Update to name of bucket you
own.

// This initialization function won't be reproduced in
// examples following this one, in order to save space.
async fn build_client_and_list_objects_to_download() -> (Client, Vec<String>) {
let cfg = aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let client = Client::new(&cfg);
let objects_to_download: Vec<_> = client
.list_objects_v2()
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("listing objects succeeds")
.contents()
.into_iter()
.flat_map(aws_sdk_s3::types::0bject: :key)
.map(ToString::to_string)
.collect();

(client, objects_to_download)

#[tokio::main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

for object in objects_to_download {
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)

—MEERBIF
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.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("reading body
succeeds").into_bytes();
std::fs::write(object, body).expect("write succeeds");

}

(@ Note
EXERH , HNFRLEER , FRABRMNMBRTHFERTIERATEREFEEN
XRe it , RNFLNBUAIEZRER R,

HTIRRTENNEY , RNAUEEXNMNEFURSRER, RINFEEENRAIFXHEM  BEE,
LEERMNBZINAHER

FRAER A A &4

Rust PNEMEBME I EE., JAMEEELTEN , ERANMAEERENER. AMAEETNUE
H—AHS I NENFT AT LS A, BATURHEEANTES| A, Rust miFERARBRIEM S| A9Fw
TolESHEHMEE,

AZMESTFEUAAZRARGRE-MRRN , FERTHANANM R, BFIRFTES , 8MES
HALZEGRARNERERMA2RESA , RACIRINF - M-I 21T, BR , #HTUHE
B, ESUUARERIRFRNET, it , BOLABMESH TERGRFFRIEASN TR ARTH
RERY (MEMREITED2ER ) -

Rust FREFERME TS TERBHRINRARX —BIR. AAREETENESEER , B2 W (Rust fHig
ES) —PHPNEEN BN ARERTEN,

LTRBSHNR FIk,. EME , EMNRUREERBERNNAREFTERFTE AN A4

EHIA,

WEFERSHR :
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« Arc: =4 Atomicly R 5| f-C RAMIEH . HHFEHEERALc, THUBEBRAE , MAXELME
ARENFEELREZRZE. NMXMELLEH , MENPMAENES ‘£Z". PHEACTRERT
THy , BRRRERERE AL,

- BE BRENMEEHEZH/NAIRIBFFHENR | ARBRE—EINT,
« Condvar : — Cond ition Var iable I EFFEH L LN RBLENEE S,

o Mutex : —f Mu tual Ex $EBR¥LE] , TR —IXEZ—NEBEREBHRELERE. —KMS |, 12
FMutexBIRERBPHEA . await K L,

Tokio FEZXN R :

B AWS SDKs BEfl§ESasyncizfTRiEx , BERINNBWESERER TEAtokioRT XN R,
« Mutex : EfrEEEZELIMutex , EFRAREE. SEHRETEMutex , EPMNATUBRERBHRHE

MN.awaitsm t,
« Sempahore : ATEHZMESN AR RN IAEINEE,

EERMNRAUREENR (RLEH R )

EUTERENREF , BIIEAfutures_util: :future: :join_all H#KI=EITFT
Hget_objectiHR, BT TS HIE FMFTHYKBIN -

* cargo add futures-util

#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

let get_object_futures = objects_to_download.into_iter().map(|object]| {
let req = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET);

async {
let res = req
.send()
.await
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.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
// Note that we MUST use the async runtime's preferred way
// of writing files. Otherwise, this call would block,
// potentially causing a deadlock.
tokio::fs::write(object, body).await.expect("write succeeds");

1)

futures_util::future::join_all(get_object_futures).await;

XEMARFZBZNEMESE , BE A - EF-—FARATHINEE

1. RINEN AR ERBA. WREIMNXBEBHANERENFTBget_objectiFHRIA , MAEK

ITRBE “out-of-memory” 2 El4E iR
2. RIERBEHEFERENREK. WREMNBH-XTEHIZ , Amazon S3 &R HIER.

ERRZANEE , BRNSHARBEEMMREIENEFREE. RIVFEAtokioE 5 ERMEIX—

PA

use std::sync::Arc;
use tokio::sync::Semaphore;
const CONCURRENCY_LIMIT: usize = 50;

#[tokio: :main(flavor = "current_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(CONCURRENCY_LIMIT));

let get_object_futures = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();
async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");

EERMNOTHRSHER (RLEHR )
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let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);
}
1)

futures_util::future::join_all(get_object_futures).await;

BMNELBIRHERCIBB T asyncKRPREEFRENNEFERARE, X , ERESFIRIEE RS
I 2WeE,

(® Note

MRRERBHAET , BA-XRUCBFIEERBAAFENREEATFERERTFRET
RLEEAN. EZHIERE  BRHERBANCEB I asyncXR 25,

EAVEBE IS XITHMERREI R |, 88 7T B &E N Z1E R B BECONCURRENCY_LIMIT,

(® Note

AN E W IEHEEECONCURRENCY_LIMITA—#, EHEMAZBCHWIERN , BREFGH
REBRURES , MALETIRFEIR, BATLURIERS &% B # 5 Ih 1 5 5 52 PR 0k 57 /9
EHNSEHFHERS , ERTEERM , XBEHTAEENEE.

EERNVTHIRERE ( ZLEH KR )

ERIRANRHIF , ROERMIT TER. SRARXLERSESTENESN , BRNTUBELERZLEKR
REMER, Nittokio , RNFEFCIMEN EMNEST LK.
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® Note

W RBIERIEEHZEIEtokioiz T, BT ZiZrt-multi-threadZhgEMVBRHl, =
R, REEEZRIBFBLEEITRONER,

BT T i B A E AN #T R RN

* cargo add tokio --features=rt-multi-thread

// Set this based on the amount of cores your target machine has.
const THREADS: usize = 8;

#[tokio: :main(flavor = "multi_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(THREADS));

let get_object_task_handles = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();

// Note this difference! We're using "tokio::task::spawn’ to
// immediately begin running these requests.
tokio: :task::spawn(async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
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tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);
)
18

futures_util::future::join_all(get_object_task_handles).await;

HIENDHESTRERER. T VO (AL ) BESMEE, STNARREERNESTHE
SHNERNEPESHERZANEFE, TeEEEWHETHRE , FSESLEABRMENHEN , UHEE
BB TER D NES. BXtokioBITHEW , S MERtokio: :taske

HIAZ L RENAERF
HRBITNES TNREBIRFET. Bt , FREFN BT THERERN. EEAT Rust 1 SDK

B, BRIMNBWEMtracingBE RS, EALFESSMIINEBEESSE , TREIMINET. B
XEM , FEHE Rust AWS FRTESHEENEA B TILR.

PR EPEESH—INEEEANIER tokio-console , EERS Rust BEFHNZHABXTE,
BERMFZTER , AFE1Ttokio-consoleNARRF , B BRI ERF EEZTHESHSERM
A, B EEEANER , SINESSERIAZ RIFE R B SRR,

EFEIE Lambda B# AWS SDK for Rust

BXFEHAFF A AWS Lambda B AY ¥ 403244 AWS SDK for Rust , 52 EFF £AWS Lambda g
B fEA Rust #J% Lambda B, ZNEFHIESEERLATHE

o AT UIEER Rust Lambda iZ1THT&EFIw%8 , o aws-lambda-rust-runtime
- HENGSITIE , AT Cargo Lambda ¥ Rust B %k =3 #3242 B %] Lambda,

BT (AWS Lambda FF X &) WIS REIH , LB AWS SDK RIERHIFMEEFRIERET
Lambda it &2 R~%l. GitHub

URLs EEABIZTIZXE AWS SDK for Rust

BRI LA H L AWS API RIEMERFITMEE , WEHMAREUNELTESHTRECWETEI A £ H1Z
B3R,
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Hlan | BRI’ Jane HG AL D% 2] 2 174 R SS (Amazon S3) W R , H HitZBIF et 5 Alejandro £ ZE X
RiFEIMNPR, Jane ATLAER S Alejandro REMTIL B GetObjectiER , XBHEMBMALUTEHNR , M
T EE Jane WERSHEBCHWEMERE. XA URL FRMNEILR Jane 19, B tb 2 ER Mt
B AWS AF,

ET#AXTE Amazon S3 URLs FREEZMESREL , F2H (ISR ERFERSHAFERE)
URLsHHIEATRE R

il 252 B A AR

AWS SDK for Rust 2t 7 —MRER B E KB presigned() FiE , TRATHREME R ER,

AT RBIA Amazon S3 Bl 7 — M Z&EGetObjectiHER, BEREQIEEMN 5 2HRNE N

use std::time: :Duration;
use aws_config::BehaviorVersion;
use aws_sdk_s3::presigning: :PresigningConfig;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let presigned = s3.get_object()
.presigned(
PresigningConfig: :buildex()
.expires_in(Duration::from_secs(6@ * 5))
.build()
.expect("less than one week")

)

.await?;

Zpresigned() A £IR[E a Result<PresignedRequest, SdkError<E, R>>,

IREIMPresignedRequest@E ATIRELHTTP &RAHMW L , BIEFZE. URI FMEMAFL. B
XEHMEELXRZRSIT (WMRE ) , BRI LEN. TN, FZMEENBERTULIMA URI &
o

M & &R AR 54
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LHZPOSTHER PUT

HZUMEBNREIAFTE-P URL, HELFUERN HTTP BRGETRIE, BR , BERAFEFELE
X, EREEERTHHMERNHTTP POST SEHTTP PUT IEREF L — KiX, FiXEFERH#TMZES
ﬁﬁs/\fﬁ% GET'\LEEESR*EH y 1&;5%%?51&% EI‘J-LE *Ejﬂﬁ/\o

LR R2MZ A Amazon S3 PutObject iR HIFE #2075 18k
#Ehttp::request: :Requestfy HTTP B im &KIE M &R =B,

EfEAZinto_http_1x_request()F%E , B iZhttp-1xTIEERMEICargo. toml X HH M aws -
sdk-s3FFH :

aws-sdk-s3 = { version = "1", features = ["http-1x"] }

R

let presigned = s3.put_object()
.presigned(
PresigningConfig: :buildex()
.expires_in(Duration::from_secs(60 * 5))
.build()
.expect("less than one week")

.await?;

let body = "Hello AWS SDK for Rust";
let http_req = presigned.into_http_1x_request(body);

MUEEZE

(® Note
RR—IEEAH. REBAFFERITBRUERE,

E—&RplGd , 2% SDK for Rust E TN ZABIBERER, Nk , RATLAMI T SDK £ MHaws-
SingPﬁ%o

UTREREEATENTRE , BXREZHAREE , FSH crate X4,
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https://docs.rs/http/latest/http/request/struct.Request.html
https://docs.rs/aws-sigv4/latest/aws_sigv4/index.html
https://docs.rs/aws-sigv4/latest/aws_sigv4/index.html
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fFaws-sigvafhttpREFEFINE

[dependencies]

aws-sigv4 = "1"

http = "1"
R

use aws_smithy_runtime_api::client::identity::Identity;

EHCargo. toml XX #H :

use aws_sigv4::http_request::{sign, SigningSettings, SigningParams, SignableRequest};

use aws_sigv4::sign::vé4;
use std::time::SystemTime;

// Set up information and settings for the signing.
// You can obtain credentials from 'SdkConfig'.
let identity = Credentials: :new(

"AKIDEXAMPLE",

"wJalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY",

None,
None,

"hardcoded-credentials").into();

let settings = SigningSettings

let params = v4::SigningParams
.identity(&identity)
.region("us-east-1")
.name("service")
.time(SystemTime: :now())
.settings(settings)
Lbuild()?
.into();

::default();

::buildex()

// Convert the HTTP request into a signable request.

let signable = SignableRequest
IIGETII ,

"https://some-endpoint.some-region.amazonaws.com",

std::iter::empty(),

s :new(

SignableBody: :UnsignedPayload

)?;

// Sign and then apply the signature to the request.

let (signing_instructions, _signature) = sign(signable, &params)?.into_parts();

VEEE
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let mut my_req = http::Request::new("...");
signing_instructions.apply_to_request_httplx(&mut my_req);

REERAT Rust By AWS REFF R TE SR HIR

7 #& AWS SDK for Rust IR[E £85I 5 NFETEX TH SODK WESRENNAEFEFEEE, UT
FWHEIR T B1E SDK AR ATREIB R B T B4 1% AR 20 40] IE a4k 35X Le 45 1R

BMNREF2IRE —PMResul tEIRFERIRENSdkError<E, R = HttpResponse>,
SdkErrorR—NBEJLM AT RER MM |, AT,

AR S555 1

BEELNEIRERESIKErTOT: :ServiceError, MEIRRIARKBEWE IR AWS RS, Hilan
MR EZAM Amazon S3 FREVFFEHIFI R , Amazon S3 2R E4EiR R,

YMRBRIRSAKError: :ServiceError , R REBMERE R AIEE , AWS RS B ELAE, X
ARERRANBERNSHHEREER , AE2RAN RS BN R,

HRENFAEREEESHRTMAF, UTREERT A A EIREKEServiceError Bk H 4
BFRRANEIRER

// Needed to access the '.code()' function on the error type:
use aws_sdk_s3::error::ProvideErrorMetadata;

let result = s3.get_object()
.bucket("my-bucket")
key("my-key")
.send()
.await;

match result {
Ok(_output) => { /* Success. Do something with the output. */ }
Err(err) => match err.into_service_error() {
GetObjectError::InvalidObjectState(value) => {
println!("invalid object state: {:?}", value);
}
GetObjectError: :NoSuchKey(_) => {
println!("object didn't exist");
}
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// err.code() returns the raw error code from the service and can be
// used as a last resort for handling unmodeled service errors.
err if err.code() == Some("SomeUnmodeledError") => {}

err => return Err(err.into())

};
B ix TR
BINRSERBETIANTLEIE , TLUBE S AL E TIRSHPFER T RHX L T EHE.

« <service>::error::ProvideErrorMetadataiZiFEIREHTEA AT ANKE RBHERKBIM
FRS5IR B 1Y £51R5H BRI U5 [ PR .

« X¥F Amazon S3 KiH , XMFERaws _sdk _s3::error::ProvideErrorMetadata.

R IR G HEHEBRIRS HiR TR B AMNEE -

« <service>::operation::RequestIdZ4FEAMT ATRERSEKNIME— AWS EFR ID ¥
‘7%
« X¥F Amazon S3 Ri% , XMFERaws_sdk_s3::operation: :RequestIds

« <service>::operation::RequestIdExtiZ4FERIN T IREFNYT BEK ID
extended_request_id() BJ53%,
- NREERSF R,
« XF Amazon S3 K# , XMFMERaws_sdk_s3::operation: :RequestIdExts

FTENRT I i 4045 1% DisplayExrrorContext

SDK R EEIRIBE R H—RFIMEEKE , flu

1. BT EEREROER , HEAEBEREAW.

2. EEBRRESAIR , EAEITRMERIRE T Hixo

3. ZiFR &f"l_ —MER , BACEAT —MERS , MizRFERE T —MEiR.
4, ZIRFIEE T —MEIR , ARIERERZEEBRHRN

RINBERT , ERRERNAEE BEAK . XROEBTHRERNAT ., ERT Rust 9 SDK 12
MT —NEBRNEEHEIRRESIDisplayErrorContext,
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/trait.ProvideErrorMetadata.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/trait.RequestId.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/trait.RequestIdExt.html
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 iZ<service>::error::DisplayErrorContext&¥i8 N7 f#i H TR iR L T XA ThEE,

« XF Amazon S3 ki , XMNEMRaws_sdk_s3::error::DisplayErrorContext,

URMNHEED R IRHITEIHRE , &DisplayErrorContexti2EFMAES , HEUFLUT
HA :

dispatch failure: other: Session token not found or invalid.
DispatchFailure(
DispatchFailure {
source: ConnectorError {
kind: Other(None),
source: ProviderError(
ProviderError {
source: ProviderError(
ProviderError {
source: ServiceError(
ServiceError {
source: UnauthorizedException(
UnauthorizedException {
message: Some("Session token not found or
invalid"),
meta: ErrorMetadata {
code: Some("UnauthorizedException"),
message: Some("Session token not found
or invalid"),

extras: Some({"aws_request_id":
"1b6d7476-f5ec-4al6-9890-7684ccee7d01"})

),
raw: Response {
status: StatusCode(401),
headers: Headers {
headers: {
"date": HeaderValue { _private:
HO("Thu, 04 Jul 2024 ©07:41:21 GMT") 3,
"content-type": HeaderValue { _private:
HO("application/json") 3},
"content-length": HeaderValue
{ _private: HO("114") },

"access-control-expose-headers":
HeaderValue { _private: HO("RequestId") 1},
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/struct.DisplayErrorContext.html
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"access-control-expose-headers":
HeaderValue { _private: H@("x-amzn-RequestId") 3},
"requestid": HeaderValue { _private:
HO("1b6d7476-f5ec-4al16-9890-7684ccee7d0l") 3},
"server": HeaderValue { _private:
HO("AWS SS0") 3,
"x-amzn-requestid": HeaderValue
{ _private: HO("1b6d7476-f5ec-4al16-9890-7684ccee7d0l") }
}
I
body: SdkBody {
inner: Once(

Some (
b"{
\"message\":\"Session token not
found or invalid\",
\"_type\":
\'"com.amazonaws.switchboard.portal#UnauthorizedException\"}"
)
),

retryable: true

.

extensions: Extensions {
extensions_0@2x: Extensions,
extensions_1x: Extensions

)I

connection: Unknown

ESEHAT Rust B9 AWS SDK RfER 9 TIE R

HERBEAKXMEEELE MR PIRERN |, % AWS BEHLSBERBMNER. HR , ZBRFLIER
B —-BoBEN-—ITATRET-ATENTHE, XHEXERND T
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AWS SDK for Rust @& #EE KBS into_paginator EMT B A% , TR TAEEHINER#ITS
N, BRFERBAEBERONRBAEIT, B2 TREERS[EE A AW into_paginator()FA
%, ZAET LM PaginationStream<Item>& R#TH W,

« £ Amazon S3 A , iX 5 HEH — Ml F
saws_sdk_s3::operation::list_objects_v2::builders::ListObjectsV2FluentBuilder:

LT RBIER Amazon MR F#RS. ER , N TEMES —IHZNS5 T APIsHIRS , HEESH R
_*qéﬂlgo

UTRERHAERTERAZtry_collect ) AENMESNERWEE a Vec WEFE£ R

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let all_objects = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
.send()
.try_collect()
.await?
.into_iter()
.flat_map(|o| o.contents.unwrap_or_default())
.collect::<Vec<_>>();

BE , RAEFHEGHD T, MAREMFAEARTEBRARET. LT RHEH Amazon S3 7
FHRNR , EERBEEMXR,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let mut paginator = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginatoxr()
// customize the page size (max results per/response)



https://docs.rs/aws-smithy-async/latest/aws_smithy_async/future/pagination_stream/struct.PaginationStream.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/list_objects_v2/builders/struct.ListObjectsV2FluentBuilder.html#method.into_paginator
https://docs.rs/aws-smithy-async/latest/aws_smithy_async/future/pagination_stream/struct.PaginationStream.html#method.try_collect
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.page_size(10)
.send();

println!("Objects in bucket:");

while let Some(result) = paginator.next().await {
let resp = result?;
for obj in resp.contents() {
println!("\t{:?}", obj);
}

£ Rust M ARFH AWS SDK A7 in g 5ol izt

RART L AWS SDK for Rust T B PREE TN RN G EZB RS  BRMNEREEUTIIMEE !

« EAETMIE mockall— automock MmockallfE ¥ 26 A XK Bz £ R MR ITMIR,

- BAEE— F/A AWS Smithy E1TRSIEZ—MNERN HTTP B , ZEFHAUUARKEEESE
Ay AWS BRSHRAHE HTTP B %, StaticReplayClienttEFFIHREIRIEEMN HTTP AL , M
TRBEIMESRFESE , BN SREENZERATUHBN,

« EAE TN aws-smithy-mocks— EAmockMEmock_client B aws-smithy-mocks crate
RAEHL AWS SDK ZFFuwY IRz , F ol NSKE L SDK R 20107 i B4 E ¥ Ko

£ Amockall;E A T Rust B9 AWS SDK Bah & F &l

AWS SDK for Rust 12t 7 Zfh AR Mt 5 AWS BRE 2 X BRI, YRATLAMER mockall crate #
FiTautomock BTN B3 4 BN Fr E MY K Z BUEHISE I,

HREMIHE A B E N A Edetermine_prefix_file_size(). A ZEFAIFA Amazon S3 #
BEMY1list_objects()@%EKEEH %, BiI#ERlist_objects() , THEXBrREXRAmazon SIENA N
idiZdetermine_prefix_file_size()F %,

1. HEUBBZNDSETRET , N cmockall rate Ni0NKHIA :

$ cargo add --dev mockall

FEHAZ--deviE I i FARMNEICargo. toml X # [dev-dependencies]EPa. ERFF &M
I, ETPeWEFHTEEATEFSARBHNRE ZH S HF,
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https://docs.rs/mockall/latest/mockall
https://docs.rs/mockall/latest/mockall/attr.automock.html
https://docs.rs/mockall/latest/mockall
https://doc.rust-lang.org/cargo/commands/cargo-add.html
https://doc.rust-lang.org/cargo/reference/specifying-dependencies.html#development-dependencies
https://doc.rust-lang.org/cargo/reference/specifying-dependencies.html#development-dependencies
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EERBICESEEF Amazon f&] S 174 BR S54E 0 =Bl AWS BRSS .

$ cargo add aws-sdk-s3

X&FBEFARME|Cargo. toml XHH [dependencies] &%
2. @¥EmockallfFE FEMautomockiER,

ERBEEEEEN I AWS RS X EMEAME , £AH|HA Amazon S3,

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall: :automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};
3. ETR, AR  BEEFERANAREFN Amazon S3 @ERE MM NS B H—1,

o REMLH B Amazon SIS B ESLARA,
o A ELIEHmockall,

EXANGIFH , P — MR T T RFS3, BEEETU T testBHERNRAFM

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

4. ZS3ImplEHIRRBREAIXIERM Amazon S3 BEFLEMHZI, AWS
- BANRE , FAEALARRE , RABEREEEIEL , MARE AWS, Zdead_codeEBH&HF
linter TE AR IZS3Impl R R R EIR & R,

o ZXt#[cfg_attr(test, automock)]RTFBAMIEE , MiZREiZautomockEM. X&F
fRmockall4 B —/NFHan & K ERIMockS3Impl, S3Impl

o FEWRHIF | Zlist_objects()FEREBEELUMNIAM, automockdF Bzh &SI
Hexpect_list_objects()FH %o

#[allow(dead_code)]

fE A8 TN mockall 63
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pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

5. HEBNNERPEIENAE S test,

o ZfF#[cfg(test)]FRRUWRtestBHER , Mmockall M4 KN HER true,

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
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Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
.build())

1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
.set_next_continuation_token(Some("next".to_string()))
.build())
18
mock.expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
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s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
D)
.build())
1);

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

o FMNiRXELlet mut mock = MockS3Impl::default(); AF&IEMImocksE
fHiMockS3Impl,

- EfEAERlexpect_list_objects()MFZE ( HB3ItIZautomock ) RKiFEENE Hbith
FEMAiZlist_objects() FERNMPTHLE R,

- EEVHEEE , CAFAXEREBRY E AR E
Frdetermine_prefix_file_size()., EAMSKREREENBIAEERM,

6. iZdetermine_prefix_file_size()BE¥{ERA Amazon S3 BEEESRIREEIZ 3R K/ -

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;
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}

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {
break;
}

}
Ok(total_size_bytes)

ZREATRAHESIMN SDK for Rust B# , AEE A H HTTP i&3RMockS3Implet [E BT XX
MS3ImplE#. BANRE , BB ERNEL 2mockal 13 & EAIN L K K.

BT LAE E B B IXE RAIN B AR GitHub,
EEFAT Rust B9 AWS SDK RERBRASEEEL HTTP RE

AWS SDK for Rust 12 7 252K MR 5 AWS RFE 2 REMNRE, RNEEN A WNME
AAIZERN HTTP B , ZEFHUARKEEEFEANIE HTTP B i% AWS iR

%, StaticReplayClientWtEFFIHREIZRIEEN HTTP MR , MARBEMNESRSES , it
ReRBEMBEA TN BB,

aws-smithy-http-clientcrate @& — 1 H&AStaticReplayClient AWMIIAEAEFEK, BIE
AWS BRS NKRET , AIBMEEL HTTP BEFREM A 2B HTTP &/ i,

#Ita{LrfStaticReplayClient , A LAIRM HTTP &R M S ¥ #E N ReplayEvent R T &K,
FENHZETH , RIERBMNHTTP EXR , ERFHEE4IRPT N HTTP WEER HTTP &%
fIERREl, ReplayEventiX# , MIAF AT ATER BEMEZIEZNIER T EHA S HABETBET,

ERABSER

EFAHSER  BXTEEAaESE. UMKZHR , BELNN R ERANBENSSREMNEREN =
ftABTF , AFZHREBERMStaticReplayClient4 &R SDK M\ AWS RS & Fimk Hig Rt

£/
(® Note
BEMGETURETHNMERE  SRTFSMEREINMENBEIRERFTITE, AWS
CLI
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/testing
https://docs.rs/aws-smithy-http-client/latest/aws_smithy_http_client/test_util/struct.StaticReplayClient.html

AWS SDK for Rust R A RIEE
- f#ReplayEventXRFIFK , EEFEMN HTTP iF R AR B 91X L iE 3R IR B A9 1E 5L

« StaticReplayClientfERE LE—SHEIEH HTTP EEHRGE,

« NAWS BEFIHRBIBEEXNR , FiEEStaticReplayClientHiZConfigl KM http_client,
- FREL-SPOUENEELE AWS RS B RN R

- EARENEANBRSHRIITEMNRNIRAEStaticReplayClient, B3 SDK @K% APl R
B AWS |, B fERHIRFPE T —NE R

® Note
BNfE & IEHER SReplayEvent N REEFPHIFERFLEE , HSKRLIREFRHPH T —
0 7 o

- RHEFFEFEERE , WAStaticReplayClient.assert_requests_match()EELARIE
SDK XiEMERRESReplayEvent X RIIKFHIE R ITE,
5l

ERIMNKEFI—NROIDIEEdetermine_prefix_file_size()EEHNR , BEABSERE
MR EL,

1. HEWMBBFRMGHRRAT , Fcaws-smithy-http-clientrate 703 AKEIIN :

$ cargo add --dev aws-smithy-http-client --features test-util

FHZ--devit T 1M FRMEICargo. toml X # [dev-dependencies]Epa. R FF A& #KiH
I, ETeWEFHETEEATEFSARBHNRE ZH S HF,

L RBIEBIEE A Amazon B8 F 6 RS 1ERN =4O AWS RS

$ cargo add aws-sdk-s3

XSGR FARMEICargo. toml X H4H [dependencies] B4
2. EFRHNHKEBERS  SEREENHPRE,

use aws_smithy_http_client::test_util::{ReplayEvent, StaticReplayClient};
use aws_sdk_s3::primitives::SdkBody;
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https://crates.io/crates/aws-smithy-http-client
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3. MWHABRUBRKRNAHENRENEN HTTP EFMReplayEventEid, BN MEHEEE -1

HTTP ERNRM— HTTP MENR , RTBEE AWS RS 2AENER. XEBHETEA

f&iB4aStaticReplayClient: :new() :

let page_1l = ReplayEvent::new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent::new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

“EREMHEreplay_client, XRR—P HTTP BF % , RS Rust B SDK A LLBNEE F i

MBI E B REMZE IR,

4. EQ|#E Amazon S3 EFin , BEARENRAAZEFRENfrom_conf () RECRAIEE iR :

let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())

69



AWS SDK for Rust FRARER

.build(),
);

FERAMESRENhttp_client( ) FEBERENR , AiZcredentials_provider()FEEE
ER, SIIEFEABINEEMENmake_s3_test_credentials() , ZEFBORE —MNE/BRH
EALLER -

fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

N

XEFIEF—ERERH , ERAECIIEBR LR AIEE AWS,
5. B AAZFENSHNERBRETMNR, ELREP |, ZEBEHER
rdetermine_prefix_file_size(). EHE—IMSHEATHIERH Amazon S3 B F imxt

R, At , BFEEFEAENEFIRStaticReplayClient , HtERHZEFFIHRLE , A2
BEMEEE

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);
WRTKEdetermine_prefix_file_size() , HEAMSXKBIARENERSSTMHAEKT
Bl, /S , AStaticReplayClientA s Eassert_requests_match()E¥, WEEKIFHEID

EHHTTP ER , HEBIASIHSAEEBE R mT RN ReplayEvent W RIA FIEERMER
M,

A LEE XL RAIR EEATE GitHub,
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EEHA T Rust B AWS SDK aws-smithy-mocks #3172 7Tl izt

AWS SDK for Rust 21t 7 Z# 5 EKN XSG AWS IRFZRXREMNNRB, AETBNANAER aws-
smithy-mockscrate , B M 7 — {2 58 KHY 5 ERELL AWS SDK Z F= i I 57 BA #4718

s
I

EREANRBRENEN AWS RS , FBEHLEREHITRFRHMZEA. aws-smithy-
mocksEHFRET —MBRFER , eATFE :

- SIEEBMN , E X SDK R0 R4 EE R,

- RETEEBEN@E (K., Hix, HTTP W ) .

- BIFFERNE HETEER,

- EMATUHERTHOENFS,

- BIFEHANRERMAER.

YIRS BN

B BRNGSRREFT , ™ c aws-smithy-mocksrate ¥ I07 A HEIIN :

$ cargo add --dev aws-smithy-mocks

FEHZ--devit I i FAMNECargo. toml X #H[dev-dependencies]EPs. ERNFFEMHIN ,
CRABREBEHIEEATESRBHNRL ZHHI3TH4+,

LR B EBE A Amazon #8776 IR S 559 R 61 AWS FRSS .
$ cargo add aws-sdk-s3

X TRMEICargo. toml X #H [dependencies] B4,

BEXRBE

AR R A aws -smithy-mock sl 5L B #h &) 82 76 Bk 55 (Amazon S3) Simple Service X E#Y
KB fa1 B 7R

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::primitives: :ByteStream;
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use aws_smithy_mocks::{mock, mock_client};

#[tokio: :test]
async fn test_s3_get_object() {
// Create a rule that returns a successful response
let get_object_rule = mock!(aws_sdk_s3::Client::get_object)
.then_output(|| {
GetObjectOutput: :buildexr()
.body(ByteStream: :from_static(b"test-content"))
.build()

1)

// Create a mocked client with the rule
let s3 = mock_client!(aws_sdk_s3, [&get_object_rule]);

// Use the client as you would normally
let result = s3
.get_object()
.bucket("test-bucket")
.key("test-key")
.send()
.await
.expect("success response");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();

assert_eq!(data, b'"test-content");

// Verify the rule was used
assert_eq!(get_object_rule.num_calls(), 1);

B Z AR AN
N ZERAmock ! ZRIEW , ZENEFRREENSEH. AR, BUUEERANNITRAAR,
LB R

SR BAE PUBe i SR IE MR A N BB 4K -

let rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("test-key"))
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.then_output(|| {
GetObjectOutput: :buildexr()
.body(ByteStream: :from_static(b"test-content"))
.build()
1);

7 2D B W A 2 B

18 T] BOR B A [5] S 2L Ay MRy R

// Return a successful response
let success_rule = mock!(Client::get_object)
.then_output(|]| GetObjectOutput::builder().build());

// Return an error
let error_rule = mock!(Client::get_object)
.then_error(|| GetObjectError::NoSuchKey(NoSuchKey: :buildexr().build()));

// Return a specific HTTP response
let http_rule = mock!(Client::get_object)
.then_http_response(|| {
HttpResponse: :new(
StatusCode: :try_from(503).unwrap(),
SdkBody: :from("service unavailable")

18
MNAERITH
B KK TN —aws-smithy-mocks 2B IEE E MR FFIRMREZiRITH -

// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()

.http_status(503, None) // First call returns 503
.http_status(503, None) // Second call returns 503
.output(]| GetObjectOutput::builder().build()) // Third call succeeds
Lbuild();

// With repetition using times()

let retry_rule = mock!(Client::get_object)
.sequence()
.http_status(503, None)
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.times(2) // First two calls return 503
.output(]|| GetObjectOutput::builder().build()) // Third call succeeds
.build();

AR

SR BAE A AR X2 BN B B M R 5 =

// Sequential mode: Rules are tried in order, and when a rule is exhausted, the next
rule is used
let client = mock_client!(aws_sdk_s3, RuleMode::Sequential, [&rulel, &rule2]);

// MatchAny mode: The first matching rule is used, regardless of order
let client = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&rulel, &rule2]);

B AR BT
UTR-—NEZEHRE , BRTMANRERTH :

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::config::RetryConfig;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio: :test]
async fn test_retry_behavior() {
// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()
.http_status(503, None)
.times(2)
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"success"))
.build())
.build();

// Create a mocked client with the rule and custom retry configuration
let s3 = mock_client!(

aws_sdk_s3,

RuleMode: :Sequential,

[&retry_rule],

|client_builder| {
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client_builder.retry_config(RetryConfig: :standard().with_max_attempts(3))

);

// This should succeed after two retries
let result = s3

.get_object()

.bucket("test-bucket")

.key("test-key")

.send()

.await

.expect("success after retries");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"success");

// Verify all responses were used
assert_eq!(retry_rule.num_calls(), 3);

R~ BT ERSBE AR R
BRI | RIFFERS KR ETEMIVA -

use aws_sdk_s3::operation::get_object::{GetObjectOutput, GetObjectError};
use aws_sdk_s3::types::error: :NoSuchKey;

use aws_sdk_s3::Client;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio: :test]
async fn test_different_responses() {
// Create rules for different request parameters
let exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("exists"))
.sequence()
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"found"))
.build())
.build();

A% TN aws-smithy-mocks
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let not_exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("not-exists"))
.sequence()
.error(|| GetObjectError::NoSuchKey(NoSuchKey::builder().build()))
.build();

// Create a mocked client with the rules in MatchAny mode
let s3 = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&exists_rule,
&not_exists_rule]);

// Test the "exists" case
let resultl = s3
.get_object()
.bucket("test-bucket")
.key("exists")
.send()
.await
.expect("object exists");

let data = resultl.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b"found");

// Test the "not-exists" case
let result2 = s3
.get_object()
.bucket("test-bucket")
.key("not-exists")
.send()
.await;

assert!(result2.is_erxr());

assert!(matches!(result2.unwrap_err().into_service_error(),
GetObjectError: :NoSuchKey(_)));

={ESREK
aws-smithy-mocks MR et :

1. EEAFEER : match_requests() AFRASHMANCCERA FHHBENIER , LER
5SRuleMode: : :MatchAny,

2. WIFMNEAER : ®&Erule.num_calls() ARG N 2 EBREH
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3. MR © GIEIREEEIRAVAN | BUN LR A 055t BB R

4. WHAEIRBE E%"ﬁ@f#ﬁlﬁgﬁﬂﬁﬂﬁﬁﬂ% SERAE TARMAELERDRB[HAMERAIT
Ao

5. RFMHER : ATENZRGELIMHNR , MARHEE - MNP EBERBERNE.

1£ Rust B9 AWS SDK F{EARS G

Waiters 2 —fEFIHHR , ATRARE , BERREMERSIBERRTF2HEAFTERS. EFEH
BA—HBHERS (ST SREEEFHERS ) ARSAURETRNORS (FNTIHEMTER ) R, X
2-—MELNES. REFZRARFRSNEETHEERHMMERS HE. BRFSANBRENXIEE
MNEFRBHE IJ;H AWS SDK for Rust AWS ##ERHLSEERA T #FH,

AWS RE NIRZ ARHIFENEIE —N<service>: :waitersiEiR,

« <service>::client::WaitersiZBFMNEZEFHIEBRTRS AT E, XEHFERENClientEH
M. FAERS A EEBERESRBRRH wait_until_<Condition>

o XF Amazon S3 Kii% , XMEERaws_sdk _s3::client::Waiters,

LT ROIERL D S3, R , WTEMEXL T — MRS MRFAMARYG AWS RS |, B2 —
LE3: 8

UTRBRERT ERARS ARBMAREERLAEZEREFFRBEUEEFE,

use std::time::Duration;

use aws_config: :BehaviorVersion;

// Import Waiters trait to get ‘wait_until_<Condition>" methods on Client.
use aws_sdk_s3::client::Waiters;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// This initiates creating an S3 bucket and potentially returns before the bucket
exists.
s3.create_bucket()
.bucket("my-bucket")
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.send()
.await?;

// When this function returns, the bucket either exists or an error is propagated.
s3.wait_until_bucket_exists()

.bucket("my-bucket")

.wait(Duration::from_secs(5))

.await?;

// The bucket now exists.

(@ Note
B wait HE#4RE—/Result<FinalPoll<...>, WaiterError<...>> ,iZh%*
ARATEREMERMIERERBRAL MR, BXFMAFEE FinalPoll , 55 Rust API X
FWaiterError B Fl
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& FlF Rust B9 SDK XK~

AEFHPRBREREERT MMAEAERT Rust B9 AWS SDK AWS,

EAib AR R @8R R A BRSSP AT E A RER D R B,

BRERKEEFNABER , KAELTNFET. BULBEBIRETBNFABARENRSEEK , &7
LB RHEXZ RN ETXERRE,

GREROERRIMBIE - MRSHFEASNEEHEEM AWS BRERFEERTRBIEESHR
BRG.

RERSIEEHMRAIRG] | XLERF U BF AR A REE T RS ESEK

R3S

f£f SDK for Rust # APl Gateway =4l

£ F SDK for Rust #J API Mx<E 1 API =4l

{# Fl SDK for Rust B Application Auto Scaling 745l

f# A SDK for Rust #J Aurora =4l

{# F SDK for Rust B Auto Scaling =%l

#FAEHR T Rust B SDK 8y Amazon E &= 178 R4l

f#F SDK for Rust B9 Amazon Cognito & 1312 {1t & #9 X538 =4

{# F SDK for Rust B9 Amazon Cognito Sync R4l

£ FEH T Rust B SDK #9 Firehose =4l

FAERT Rust WA R ITETWILS# DocumentDB R4l
#F SDK for Rust # DynamoDB =4l

£/ SDK for Rust #J Amazon EBS R4l

EAEAT Rust WRAF R TE BT S EC2 RH
£ F SDK for Rust #9 Amazon ECR R4l

f# A SDK for Rust #§ Amazon ECS /R4l

£/ SDK for Rust #) Amazon EKS 74

AWS Glue £ Rust ik SDK I =4l

{5 fi SDK for Rust #9 IAM ;R4
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« AWS IloT f£/ Rust ix SDK #9 = 4l

- {# /A SDK for Rust B Kinesis &4l

« AWS KMS £ Rust lix SDK Y =4l

 f£/ SDK for Rust #J Lambda =4l

 MediaLive £/ Rust ix SDK B =4l

+ MediaPackage £/ Rust hix SDK B =4l

- EAEAT Rust WHHFRXIEIHNIT G# MSK R4
+ {#F SDK for Rust B Amazon Polly =4l

« i/ SDK for Rust # QLDB /R4l

« A Rust FF A T E8H Amazon RDS R4l

 f£/ SDK for Rust #J Amazon RDS $#E RS =4l

- FRERT Rust WEHAF R T EIMIL Si# Rekognition R4l
+ f£/ SDK for Rust #J Route 53 R4l

« f£/ SDK for Rust #J Amazon S3 =%l

+ SageMaker £ Rust iix SDK A T & 8845l

+ {5/ SDK for Rust By Secrets Manager 7~ 4l

+ f£/ SDK for Rust #J Amazon SES API v2 R4l

- fH SDK for Rust # Amazon SNS R4l

- f5H SDK for Rust # Amazon SQS R4l

« AWS STS f# /A Rust hkx SDK #7451

 f£/ SDK for Rust #J Systems Manager =4l

- £/ Rust %7 & T E 8K Amazon Transcribe R4l

{# F SDK for Rust B9 API Gateway R4

UTRBREIMERTR T MAERHE APl Gateway K Rust AWS FFR TEGRMITIREMZIAER

M=o

RERKEEFNRBER , LTELTXHET. BALNBTRET BOMERAENRSEY , &7
BLEYRBMEXZEN ETXERRE.

pREOERTINMABIE - MRSFEAS I ERREEM AWS BSRFEERTREEESHR
BRHG,

API Gateway 80



AWS SDK for Rust FRARER

AWS # X TTH 2 B 2N E A IR M4 N RG) AWS, EiRHERE  FEASEFEEPRANN
#lo

BARBIEBE - MEN T BFRRBHERE , SUUNPHRIEXUEE L TXPREMNEITRBHR
B,
&

« AWS #XIEK

1R
GetRestApis
T RBRAVERT AEA GetRestApis,

EA T Rust B SDK

(® Note
EBEZHEREER GitHub, £ AWS RIS RHIFHEFEFRERTER , THRMOMHITIRE
ME1T,o

£ RiZ# X # Amazon APl Gateway REST APls ,

async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;

for api in resp.items() {

println!("ID: {}", api.id().unwrap_or_default());
println!("Name: {3}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {3}", api.version().unwrap_or_default());
println!(

"Created: {31",

api.created_date().unwrap().to_chrono_utc()?
);
println!();
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}

ok(())

- BX AP HEAFEE , HSHERGetRestApis T Rust BIAWS SDK API 3%,

=

BELTRFSENARFREERN
UTRBREETRNMAANBLTRSSENARER , LAFEBERARSERRA,
EA T Rust B9 SDK

ERNAF AR BEF-EENARR , ZMAREREA Amazon Rekognition 1 B & BV AR H
FHE#USBERER,

BXRMARENZITHZERABMEEA |, F3H LR TE R GitHub,
ERATHZXANIFHERR , F5H AWS # X ERIEI.

RGP ERBY RS

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
+ Amazon S3

* Amazon SNS

AWS = XigFk
WEANRT RS LR ARRF

LTFRERPIERT tAERHA Lambda F DynamoDB B AP| Gateway SR #1172 AR &5 28 AU
RAERF
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FE AT Rust B SDK

SERAAIAE A Rust SDK MM X2 E API Gateway LAK Lambda 1 DynamoDB B AR 5585
RARERF,

EXRIMAERENZTHZERRBAEE |, 558 LN TERHAGItHUb,

RGP ER I ARSS
+ API Gateway

* DynamoDB

* Lambda

£ SDK for Rust B API <& AP| 45l

LTRBRAEERERT MAERATE APl Gateway Management API #9 Rust AWS & T Eak
TERENSMER TR,

RERKBEEFNRBER , YTELTXXHET. BALNEIRET B ERAENRSEE , &7
LB EBEXZ RN ETXERRKE,

BANTOIHIE—NMEMTRFERBNEE  SAUNPFRIBEXUOAE L TXHPRENZTREBHIR
B,

PostToConnection
AT RGER T A {EH PostToConnection,

EAT Rust B9 SDK

(® Note
EREZHKRIEL GitHub,  AWS KB RHIFEEFEKRTERE , THRIAHRTRE
Miz1To
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async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,
con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob::new(data))
.send()
.await?;

0k(())

let endpoint_url = format!(
"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,
region = region,
stage = stage

);

let shared_config = aws_config::from_env().region(region_provider).load().await;
let api_management_config = config::Builder::from(&shared_config)
.endpoint_url(endpoint_url)
.build();
let client = Client::from_conf(api_management_config);

. BX API WiFHEER , B3 HEAPostToConnectionF Rust BIAWS SDK AP| &#,

{# A SDK for Rust B Application Auto Scaling 7~4l

TR RGIEERR T A E A A Application Auto Scaling B9 Rust AWS F kX T E &k ITiRE
MEMER TR,

RERKEEFNRBER , LTELTXHET. BALNBTRET BOMERAENMRSEY , &7
MBS HBEXZEN ETXERREF,

BANTROIHIE - NMEMTBERABNEE  SAUNPRIBFXUOAE L TXHRENZTRBR
B,
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F&
- BHE

1BR1E
DescribeScalingPolicies

TR RBRHVER T (@ EA DescribeScalingPolicies,

EA T Rust B9 SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RPIFH#EFERTER , THOMHITIRE
M=1To

async fn show_policies(client: &Client) -> Result<(), Error> {

let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace::Ec2)
.send()
.await?;

println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());

ok(())

- BXx API BiFM{E R , S FI&EMDescribeScalingPolicies T Rust BIAWS SDK API %,

£ SDK for Rust B9 Aurora 745l

UTREREAMERERRT HAERRA Aurora B Rust AWS F X T EGRMITIBENSSUMEN 7=,
Hi AR R O R R NAERS A HRITERIRENRE RE,
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RERAKEEFNRBHESR  XTELTXHIET. EUUESRETBENABRAENMNRSHE , &7
LB EBEXZRN L TXERRKE,

BAROIBMIE - MEOTRRRNBNERE  SUUNPRIBXRDAE LT XHRENSTRBAIB
B,

FFeafE A
FFiafEA Aurora
LTRIBREIERIMAFAER Aurora,

EA T Rust B9 SDK

(@ Note
EREZHKREER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
ME1T,

use aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)
}
}

impl std::error::Error for Error {}

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;
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println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()
I
for cluster in describe_db_clusters_output.db_clusters() {
let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_or("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");
let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");
println!("\tDatabase: {namel}",);
println!("\t Engine: {engine}",);
println!("\t ID: {id}",);
println!("\tInstance: {class}",);

0k(())

« Bx API WiF4{E LR , 55 HDBClustersft AWS SDK for Rust APl & g iR,

i
g
s

EARINgE
T RER AR

TR ROIER T 104

BIZEHE N Aurora BIEESEHSBAFRESHE.
Bl - MERSHANBIEESER,

BRI EBIEENBIEERXS,
HBRBFEEEFHNRE , REFERF,
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FE AT Rust B SDK

@ Note
EREZHREER GitHubo £ AWS KIS RPIFH#EFERTER , THOMIITIRE
ME1T,

SEEHAT Aurcra BENBESERBNE,

use phf::{phf_set, Set};
use secrecy::SecretString;
use std::{collections::HashMap, fmt::Display, time::Duration};

use aws_sdk_rds::{
error: :ProvideErrorMetadata,

operation::create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
types: :{DbCluster, DbClusterParameterGroup, DbClusterSnapshot, DbInstance,
Parameter},
I
use sdk_examples_test_utils::waiter::Waiter;
use tracing::{info, trace, warn};

const DB_ENGINE: &str = "aurora-mysql";
const DB_CLUSTER_PARAMETER_GROUP_NAME: &str = "RustSDKCodeExamplesDBParameterGroup"
const DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION: &str =
"Parameter Group created by Rust SDK Code Example";
const DB_CLUSTER_IDENTIFIER: &str = "RustSDKCodeExamplesDBCluster";
const DB_INSTANCE_IDENTIFIER: &str = "RustSDKCodeExamplesDBInstance";

static FILTER_PARAMETER_NAMES: Set<&'static str> = phf_set! {
"auto_increment_offset",
"auto_increment_increment",

};

#[derive(Debug, PartialEq, Eq)]
struct MetadataError {
message: Option<String>,
code: Option<String>,
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impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(String::from),
code: err.code().map(String::from),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({code})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
};
write! (f, "{displayl}")

#[derive(Debug, PartialEq, Eq)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl std::error::Error for ScenarioError {}
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impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{3}: {}", self.message, c),
None => write!(f, "{}", self.message),

// Parse the ParameterName, Description, and AllowedValues values and display them.
#[derive(Debug)]
pub struct AuroraScenarioParameter {

name: String,

allowed_values: String,

current_value: String,

impl Display for AuroraScenarioParameter {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!/(
f,
"{}: {3} (allowed: {1})",

self.name, self.current_value, self.allowed_values

impl From<aws_sdk_rds::types::Parameter> for AuroraScenarioParameter {
fn from(value: aws_sdk_xrds::types::Parameter) -> Self {
AuroraScenarioParameter {
name: value.parameter_name.unwrap_or_default(),
allowed_values: value.allowed_values.unwrap_or_default(),
current_value: value.parameter_value.unwrap_or_default(),

pub struct AuroraScenario {
rds: crate::rds::Rds,
engine_family: Option<String>,
engine_version: Option<String>,
instance_class: Option<String>,
db_cluster_parameter_group: Option<DbClusterParameterGroup>,
db_cluster_identifier: Option<String>,
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db_instance_identifier: Option<String>,
username: Option<String>,
password: Option<SecretString>,

impl AuroraScenario {

pub

fn new(client: crate::rds::Rds) -> Self {
AuroraScenario {
rds: client,
engine_family: None,
engine_version: None,
instance_class: None,
db_cluster_parameter_group: None,
db_cluster_identifier: None,
db_instance_identifier: None,
username: None,
password: None,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub

async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,

ScenarioError> {

let describe_db_engine_versions =

self.rds.describe_db_engine_versions(DB_ENGINE).await;

trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
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describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v|] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
I
)
.for_each(|(family, version)|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),
)

.await;

describe_orderable_db_instance_options_items
.map(|options| {
options

.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o]| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
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pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b = {
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
== {
info!("Created Cluster Parameter Group");
}
}
0k(())

pub fn set_instance_class(&mut self, instance_class: Option<String>) {
self.instance_class = instance_class;
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pub fn set_login(&mut self, username: Option<String>, password:

Option<SecretString>) {

self.username = username;
self.password = password;

pub async fn connection_string(&self) -> Result<String, ScenarioError> {
let cluster = self.get_cluster().await?;
let endpoint = cluster.endpoint().unwrap_or_default();
let port = cluster.port().unwrap_or_default();
let username = cluster.master_username().unwrap_or_default();
Ok(format!("mysql -h {endpoint} -P {port} -u {username} -p"))

pub async fn get_cluster(&self) -> Result<DbCluster, ScenarioError> {
let describe_db_clusters_output = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_ref()
.expect("cluster identifier")
.as_str(),
)
.await;
if let Err(err) = describe_db_clusters_output {
return Err(ScenarioError::new("Failed to get cluster", &err));

let db_cluster = describe_db_clusters_output
.unwrap()
.db_clusters
.and_then(|output| output.first().cloned());

db_cluster.ok_or_else(]|| ScenarioError::with("Did not find the cluster"))

// Get the parameter group. rds.DescribeDbClusterParameterGroups

// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters

// Parse the ParameterName, Description, and AllowedValues values and display
them.

pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
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let parameters_output = self
.rds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildex()
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.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
Lbuild(),
1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

0k(())

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
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self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,
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));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
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.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.
pub async fn snapshot(&self, name: &str) -> Result<DbClusterSnapshot,
ScenarioError> {
let id = self.db_cluster_identifier.as_deref().unwrap_or_default();
let snapshot = self
.xds
.snapshot_cluster(id, format!("{id}_{namel}").as_str())
.await;
match snapshot {
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Ok(output) => match output.db_cluster_snapshot {
Some(snapshot) => Ok(snapshot),
None => Err(ScenarioError::with("Missing Snapshot")),

iy

Err(err) => Err(ScenarioError::new("Failed to create snapshot", &err)),

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()

EARThEE 100



AWS SDK for Rust FRARER

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
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while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group

.map(|g| {
g.db_cluster_parameter_group_name
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.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {
Err(clean_up_errors)
}
}
}
#[cfg(test)]

pub mod tests;

El%E RDS % i @3 25 £ A B sh LRI ZFE R AT R

use crate::rds::MockRdsImpl;
use super::*;
use std::io::{Error, ErrorKind};

use assert_matches::assert_matches;
use aws_sdk_rds::{
error: :SdkError,
operation::{
create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,
CreateDbClusterSnapshotOutput},
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create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::DeleteDbClusterOutput,
delete_db_cluster_parameter_group: :DeleteDbClusterParameterGroupOutput,
delete_db_instance: :DeleteDbInstanceOutput,
describe_db_cluster_endpoints: :DescribeDbClusterEndpointsOutput,
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
.
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

iy

describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,

iy

modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,

}I

types::{

error: :DbParameterGroupAlreadyExistsFault, DbClusterEndpoint,

DbEngineVersion,

}I
};

OrderableDbInstanceOption,

use aws_smithy_runtime_api::http::{Response, StatusCode};
use aws_smithy_types: :body: :SdkBody;

use mockall::predicate::eq;

use secrecy::ExposeSecret;

#[tokio::test]
async fn test_scenario_set_engine() {

let

mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()
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.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|

Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
withf(|_, _, _]| true)
.return_once(|_, _, _| {
Err(SdkError: :service_erroxr(
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CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :builder().build(),
),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erx());

#[tokio::test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
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1)

let scenario = AuroraScenario::new(mock_xrds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "flb".into()]),
("f2".into(), vec!["f2a".into()])
1))
);

#[tokio::test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

#[tokio: :test]
async fn test_scenario_get_instance_classes() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")

.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")

.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")

.build(),
D
18
let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await

.expect("set engine");
let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
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instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio::test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_erroxr(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

#[tokio: :test]
async fn test_scenario_get_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
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Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;
assert!(cluster.is_ok());
#[tokio: :test]

async fn test_scenario_get_cluster_missing_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_| Ok(DescribeDbClustersOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message

== "Did not find the cluster");
}

#[tokio: :test]
async fn test_scenario_get_cluster_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
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.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())

.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_clusters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message

== "Failed to get cluster");

}

#[tokio: :test]
async fn test_scenario_connection_string() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :buildexr()
.endpoint("test_endpoint")
.port(3306)
.master_username("test_username")
.build(),
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.build())
1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let connection_string = scenario.connection_string().await;

assert_eq!(
connection_string,
Ok("mysql -h test_endpoint -P 3306 -u test_username -p".into())

);

#[tokio::test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter::buildexr()
.parameter_name("auto_increment_offset")
.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()])

1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
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assert_eq!(
names,
vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio: :test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Err(SdkError: :service_error(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![
Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value("10")

113

EAXTRE



AWS SDK for Rust FRARER

.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_xrds: :types: :ApplyMethod: :Immediate)
.build(),

)i
true
1)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :buildexr().build()));

let scenario = AuroraScenario::new(mock_xrds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio: :test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}
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#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username'");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds
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.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
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.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

srempty()),

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();
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mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==

"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id)
.build())
1)
mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {

.build())
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Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.withf(]|cluster, name, class, engine| {
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assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

b
.with(eq("RustSDKCodeExamplesDBCluster"))

.times(1)
.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builderx()
.db_instance_identifier(name)
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.db_instance_status("Available")
.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())

.build())
1)

let mut scenario = AuroraScenario::new(mock_xrds);

scenario.engine_version = Some("aurora-mysql8.0".into());

scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {

let create = scenario.start_cluster_and_instance().await;

assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))

.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
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with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),

);

tokio: :time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time:

Instances

tokio: :time:

Instances

tokio: :time:

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;

#[tokio: :test]

async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_xrds

.expect_describe_db_instances()

.with()

.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput: :builder()

.db_instances(
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DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")

.build(),
)
.build())
)
.with()
.times(1)

.returning(]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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))
1)

mock_xrds

.expect_

"describe db clusters error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

delete_db_cluster_parameter_group()

.with(eq("MockParamGroup"))

.return_

once(|_|

Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_
scenario.db_
scenario.db_

cluster_identifier = Some(String::from("MockCluster"));
instance_identifier = Some(String::from("MockInstance"));
cluster_parameter_group = Some(

DbClusterParameterGroup: :builder()

.db_

cluster_parameter_group_name("MockParamGroup")

.build(),

);

tokio::time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());

let errs

= clean_up.unwrap_erxr();

assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio::time:

Instances

tokio::time:

Instances

tokio::time:

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1)).await; // Wait for first Describe

Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;

EAXTRE

125



AWS SDK for Rust FRARER

#[tokio::test]
async fn test_scenario_snapshot() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Ok(CreateDbClusterSnapshotOutput: :builder()
.db_cluster_snapshot(

DbClusterSnapshot: :builder()
.db_cluster_identifier("MockCluster")
.db_cluster_snapshot_identifier("MockCluster_MockSnapshot")
.build(),

)
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert!(create_snapshot.is_ok());

#[tokio: :test]
async fn test_scenario_snapshot_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterSnapshotError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create snapshot error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if

message == "Failed to create snapshot");

}

#[tokio::test]
async fn test_scenario_snapshot_invalid() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| Ok(CreateDbClusterSnapshotOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if

message == "Missing Snapshot");

}

— MMEIRE RIRS TR ZHRIXMH , ERERRS  UEAF TME —ERE,

use

use
use

};

use
use
use
use

std::fmt::Display;

anyhow: :anyhow;

aurora_code_examples: :{

aurora_scenario: :{AuroraScenario, ScenarioError},
rds::Rds as RdsClient,

aws_sdk_rds::Client;
inquire::{validator::StringValidator, CustomUserError};
secrecy::SecretString;

tracing: :warn;

#[derive(Default, Debug)]
struct Warnings(Vec<String>);
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impl Warnings {
fn new() -> Self {
Warnings(Vec: :with_capacity(5))

fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")7?;

}
0k(())
}
}
fn select(

prompt: &str,
choices: Vec<String>,
error_message: &str,
) -> Result<String, anyhow::Error> {
inquire::Select::new(prompt, choices)
.prompt()
.map_err(|error| anyhow!("{error_message}: {error}"))

// Prepare the Aurora Scenario. Prompt for several settings that are optional to the
Scenario, but that the user should choose for the demo.
// This includes the engine, engine version, and instance class.
async fn prepare_scenario(rds: RdsClient) -> Result<AuroraScenario, anyhow::Error> {
let mut scenario = AuroraScenario::new(rds);
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// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

let available_engines = scenario.get_engines().await;

if let Err(error) = available_engines {

return Err(anyhow!("Failed to get available engines: {}", error));

}

let available_engines = available_engines.unwrap();

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
let engine = select(
"Select an Aurora engine family",
available_engines.keys().cloned().collect::<Vec<String>>(),
"Invalid engine selection",

)?;

let version = select(
format!("Select an Aurora engine version for {engine}").as_str(),
available_engines.get(&engine).cloned().unwrap_or_default(),
"Invalid engine version selection",

)?;

let set_engine = scenario.set_engine(engine.as_str(), version.as_str()).await;
if let Err(error) = set_engine {
return Err(anyhow!("Could not set engine: {}", error));

let instance_classes = scenario.get_instance_classes().await;
match instance_classes {
Ok(classes) => {
let instance_class = select(
format!("Select an Aurora instance class for {engine}").as_str(),
classes,
"Invalid instance class selection",

)?;
scenario.set_instance_class(Some(instance_class))
}
Err(err) => return Err(anyhow!("Failed to get instance classes for engine:
{err}")),
}
Ok(scenario)
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// Prepare the cluster, creating a custom parameter group overriding some group
parameters based on user input.
async fn prepare_cluster(scenario: &mut AuroraScenario, warnings: &mut Warnings) ->
Result<(), ()> {
show_parameters(scenario, warnings).await;

let offset = prompt_number_or_default(warnings, "auto_increment_offset", 5);
let increment = prompt_number_or_default(warnings, "auto_increment_increment",
3);

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

let update_auto_increment = scenario.update_auto_increment(offset,
increment).await;

if let Err(error) = update_auto_increment {
warnings.push("Failed to update auto increment", error);
return Erx(());

// Get and display the updated parameters. Specify Source of 'user' to get just
the modified parameters. rds.DescribeDbClusterParameters(Source='user')
show_parameters(scenario, warnings).await;

let username = inquire::Text::new("Username for the database (default
'testuser')")
.with_default("testuser")
.with_initial_value("testuser")
.prompt();

if let Err(error) = username {
warnings.push(
"Failed to get username, using default",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);
return Exrr(());

}

let username = username.unwrap();

let password = inquire::Text::new("Password for the database (minimum 8
characters)")
.with_validator(|i: &str]| {
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if i.len() >= 8 {
Ok(inquire::validator::Validation::Valid)
} else {
Ok(inquire::validator::Validation::Invalid(
"Password must be at least 8 characters".into(),

)

1)
-prompt();

let password: Option<SecretString> = match password {
Ok(password) => Some(SecretString::from(password)),
Err(error) => {
warnings.push(
"Failed to get password, using none (and not starting a DB)",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);

return Erx(());

};

scenario.set_login(Some(username), password);

0k(())

// Start a single instance in the cluster,
async fn run_instance(scenario: &mut AuroraScenario) -> Result<(), ScenarioError> {
// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.
// Create a database instance in the cluster.
// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.
scenario.start_cluster_and_instance().await?;

let connection_string = scenario.connection_string().await?;

println!("Database ready: {connection_string}",);

let _ = inquire::Text::new("Use the database with the connection string. When
you're finished, press enter key to continue.").prompt();

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
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// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.

let snapshot_name = inquire::Text::new("Provide a name for the snapshot")
.prompt()
.unwrap_or(String: :from("ScenarioRun"));

let snapshot = scenario.snapshot(snapshot_name.as_str()).await?;

println!(
"Snapshot is available: {}",
snapshot.db_cluster_snapshot_arn().unwrap_or("Missing ARN")

);

0k(())

#[tokio: :main]

async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);
let rds = RdsClient::new(client);
let mut scenario = prepare_scenario(rds).await?;

// At this point, the scenario has things in AWS and needs to get cleaned up.
let mut warnings = Warnings::new();

if prepare_cluster(&mut scenario, &mut warnings).await.is_ok() {
println!("Configured database cluster, starting an instance.");
if let Err(err) = run_instance(&mut scenario).await {
warnings.push("Problem running instance", err);

// Clean up the instance, cluster, and parameter group, waiting for the instance
and cluster to delete before moving on.
let clean_up = scenario.clean_up().await;
if let Err(errors) = clean_up {
for error in errors {
warnings.push("Problem cleaning up scenario", error);

}

}

if warnings.is_empty() {
0k(())

} else {
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println!("There were problems running the scenario:");
println!("{warnings}");
Err(anyhow! ("There were problems running the scenario"))

#[derive(Clone)]
struct U8Validator {3}
impl StringValidator for U8Validator {
fn validate(&self, input: &str) -> Result<inquire::validator::Validation,
CustomUserError> {
if input.parse::<u8>().is_err() {
Ok(inquire::validator::Validation: :Invalid(
"Can't parse input as number".into(),
))
} else {
Ok(inquire::validator::Validation::Valid)

async fn show_parameters(scenario: &AuroraScenario, warnings: &mut Warnings) {
let parameters = scenario.cluster_parameters().await;

match parameters {

Ok(parameters) => {
println!("Current parameters");
for parameter in parameters {

println!("\t{parameter}");

}

Err(error) => warnings.push("Could not find cluster parameters", error),

fn prompt_number_or_default(warnings: &mut Warnings, name: &str, default: u8) -> u8
{
let input = inquire::Text::new(format!("Updated {name}:").as_str())
.with_validator(U8Validator {})
.prompt();

match input {
Ok(increment) => match increment.parse::<u8>() {
Ok(increment) => increment,
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Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{error}")),
);
default

},
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError: :with(format!("{error}")),
);
default

B4 Amazon RDS fRFHVE3Ees , AF XN 1TERL,

use aws_sdk_rds::{
error: :SdkError,
operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,

create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,

create_db_cluster_snapshot::{CreateDBClusterSnapshotError,
CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::{DeleteDBClusterError, DeleteDbClusterOutput},

delete_db_cluster_parameter_group::{

DeleteDBClusterParameterGroupError, DeleteDbClusterParameterGroupOutput,

}I

delete_db_instance::{DeleteDBInstanceError, DeleteDbInstanceOutput},

describe_db_cluster_endpoints::{

DescribeDBClusterEndpointsError, DescribeDbClusterEndpointsOutput,

}I

describe_db_cluster_parameters::{

DescribeDBClusterParameterskError, DescribeDbClusterParametersOutput,
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}I

describe_db_clusters: :{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{
DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,
},
describe_db_instances: :{DescribeDBInstancesError,
DescribeDbInstancesOutput},

describe_orderable_db_instance_options::DescribeOrderableDBInstanceOptionsExrror,
modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
I

},
types::{OrderableDbInstanceOption, Parameter},

Client as RdsClient,
13

use secrecy::{ExposeSecret, SecretString};

#[cfg(test)]
use mockall::automock;

#[cfg(test)]

pub use MockRdsImpl as Rds;
#[cfg(not(test))]

pub use RdsImpl as Rds;

pub struct RdsImpl {
pub inner: RdsClient,

#[cfg_attr(test, automock)]
impl RdsImpl {
pub fn new(inner: RdsClient) -> Self {
RdsImpl { inner }

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
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.send()
.await

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner
.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
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.describe_db_clusters()
.db_cluster_identifier(id)
.send()

.await

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>
{
self.inner
.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginatoxr()
.send()
.try_collect()
.await

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>
{
self.inner
.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
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) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {

self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

pub async fn describe_db_instance(
&self,
instance_identifier: &str,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner
.describe_db_instances()
.db_instance_identifier(instance_identifier)
.send()
.await

pub async fn snapshot_clustexr(
&self,
db_cluster_identifier: &str,
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snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {

self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

pub async fn describe_db_cluster_endpoints(
&self,
cluster_identifier: &str,
) -> Result<DescribeDbClusterEndpointsOutput,
SdkError<DescribeDBClusterEndpointsError>> {
self.inner
.describe_db_cluster_endpoints()
.db_cluster_identifier(cluster_identifier)
.send()
.await

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
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) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

EXMER T ERANFHRBIIA Cargo.tomls,

[package]
name = "aurora-code-examples"
authors = [
"David Souther <dpsouth@amazon.com>",

]
edition = "2021"
version = "0.1.0"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

anyhow = "1.0.75"

assert_matches = "1.5.0"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime-api = { version = "1.0.1" }
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aws-sdk-rds = { version = "1.3.0" }
inquire = "0.6.2"
mockall = "@.11.4"

phf = { version = "0.11.
sdk-examples-test-utils

secrecy = "0.8.0"
tokio = { version = "1.20.1", features = ["full", "test-util"] }
tracing = "0.1.37"

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.rds

.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
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return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);
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// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
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.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError: :with("timed out waiting for cluster"))

async fn create_db_cluster(
&self,

name: &str,
parameter_group: &str,
engine: &str,

version: &str,

username: &str,

password: SecretString,

) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {

self.inner

.create_db_cluster()

.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)

.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()

.await
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}

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);
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mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
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.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —_, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()
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.return_once(|_, _, _, _| {

1)

Err(SdkError::service_error(

CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody:

)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.
scenario.
scenario.
scenario.

engine_version = Some("aurora-mysql8.0".into());
instance_class = Some("m5.large".into());

username = Some('"test username".into());

password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()
.withf(]|id, params, engine, version, username, password| {

zempty()),

assert_eq!(id, "RustSDKCodeExamplesDBCluster");

assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");

assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_xrds

.expect_create_db_instance()
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.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name]| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
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.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
18
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

- BX API HiFHEE , iHZHDBCluster’f AWS SDK H 2 for Rust API &,

CreateDBClusterParameterGroup

TR RHERT A A CreateDBClusterParameterGroup.
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

}) =>{
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
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- ={

info!("Created Cluster Parameter Group");

0k(())

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}

#[tokio::test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
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let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)

.return_once(|_, _, _| {
Err(SdkError::service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :builder().build(),

)
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
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1)

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

- BXx APl Ni¥H{E 8 , S ADBClusterParameterGroupfE AWS SDK #¢% for Rust APl &
£,

CreateDBClusterSnapshot
T RBRAVERT W{AEA CreateDBClusterSnapshot,

FE AT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMABHTRE
MZ1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
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return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.rds
.create_db_instance(
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self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,

)

.await;

if let Err(err) = create_db_instance {

return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn snapshot_clustexr(

B’¥%E 159



AWS SDK for Rust FRARER

&self,

db_cluster_identifier: &str,

snapshot_name: &str,

) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {

self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
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Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())

1)

mock_rds
.expect_describe_db_clusters()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()

.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()

.with(eq("RustSDKCodeExamplesDBInstance"))

.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()

.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —, —_, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());

BReE
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
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assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError::unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");

BE 164



AWS SDK for Rust FRARER

assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

)
.with(eq("RustSDKCodeExamplesDBCluster"))

B’¥%E 165



AWS SDK for Rust FRARER

.times(1)
.returning(|id]| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1}
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
Some("aurora-mysql8.0".into());
Some("m5.1large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

scenario.engine_version

scenario.instance_class

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
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self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,
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));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
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.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

async fn create_db_instance(
&self,

cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,

) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {

self.inner

.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
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.db_instance_class(instance_class)
.engine(engine)

.send()

.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
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)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())

);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")
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}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —_, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
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1)

mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));
let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")
}
#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
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1)

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :builder()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",

sinew(

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()

.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)
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mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
18
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {

let describe_db_instances = self.rds.describe_db_instances().await;

if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,

));

break;
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let db_instances = describe_db_instances

.unwrap()

.db_instances()

.iter()

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
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} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self

.xds

.delete_db_cluster_parameter_group(
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self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));
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mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
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.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
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.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)

.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
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Err(SdkError: :service_error(

DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|

Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_
scenario.db_
scenario.db_

cluster_identifier = Some(String::from("MockCluster"));
instance_identifier = Some(String::from("MockInstance"));
cluster_parameter_group = Some(

DbClusterParameterGroup: :builder()

.db_

cluster_parameter_group_name("MockParamGroup")

.build(),

);

tokio: :time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());

let errs

= clean_up.unwrap_err();

assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time:

Instances

tokio: :time::

Instances

tokio: :time:

Cluster

tokio: :time:

Cluster

:advance(Duration: :from_secs(1)).await; // Wait for first Describe

advance(Duration::from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe
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tokio: :time: :resume();
let _ = assertions.await;

« X APl WiFHEE |, S FDBClusterff AWS SDK for Rust Ffill (& APl &%,

DeleteDBClustexrParametexrGroup

TR RHIERT MfAIEA DeleteDBClusterParameterGroup,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMHEFRERTERS , 7HMNMAHTIRE

~—

FIiZ1T,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
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let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

.await;
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if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME. to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}
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#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :buildexr()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
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)
.build())

)

.with(eq("MockCluster"))

.times(1)

.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(]]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(
DbCluster::builder()
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.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);
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tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

« BX API #4558 , 12 IDBClusterParameterGroupfE AWS SDK for Rust Ffll & APl 2
Z

DeleteDBInstance
LTS RBIER T A DeleteDBInstance,

FE AT Rust 8 SDK

® Note
EBEEZMEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
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}
match db_clusters.first().unwrap().status() {

Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_instance(
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&self,
instance_identifier: &str,

) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {

self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
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.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_rds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
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.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

. BAx API Ni¥4{E R , FZFDBInstanceft AWS SDK for Rust H il f& APl &%,

DescribeDBClusterParameters
LLTRBREESR T WA{EH DescribeDBClusterParameters,

FE AT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

// Get the parameter group. rds.DescribeDbClusterParameterGroups

// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
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// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}
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#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")

.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
Lbuild()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
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.return_once(|_]|
Err(SdkError: :service_erroxr(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

« X API WiFHEER |, FS M7 AWS SDK Hi#iRDBClusters#4 for Rust APl &%,

DescribeDBClusters
AR RS RBIER T tfA{EH DescribeDBClusters.,

FE AT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysqgl', EngineVersion=).
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// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
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.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.rds
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.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());
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}

Err(ScenarioError::with("timed out waiting for cluster"))
}
pub async fn describe_db_clusters(

&self,

id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
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true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_xrds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
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.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {

let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1)

srempty()),
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",

))),

sinew(

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds.expect_describe_db_instance().return_once(|name]| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio: :time: :advance(Duration::from_secs(1l)).await;
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tokio: :time: :resume();
let _ = assertions.await;

- BX API HiFHEE , 52 DBClusterst AWS SDK for Rust APl £Z& iR,

DescribeDBEngineVersions
TR RIBRHIERT A DescribeDBEngineVersions,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMHEFRERTERS , 7HMNMAHTIRE

~—

FIiZ1T,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
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let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
},
)

.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
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)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),

)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "fl1b".into()]),
("f2".into(), vec!["f2a".into()])
D)
I

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

1)

let scenario = AuroraScenario::new(mock_rds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve

DB Engine Versions"

);

- BXx APIFMEER , B2 (EREA T Rust BWAWS SDK FEIDBENginehi 4~ APl &) ,

DescribeDBInstances
AT RBRHEESR T A{EH DescribeDBInstances,

FE AT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFREEFERTERG , 7THIMAHITRE
MZ1T,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
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.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;

}
match db_clusters.first().unwrap().status() {
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Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn describe_db_instances(
&self,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
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self.inner.describe_db_instances().send().await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :buildexr()
.db_cluster_identifier(id)
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.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()

srempty()),
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.db_clusters(
DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if
message == "Failed to check instance state during deletion");
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assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if

message == "Failed to check cluster state during deletion");
1);
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

- BXx API lNF4{E R , i5ZDBInstances?t AWS SDK for Rust APl & i,

DescribeOrderableDBInstanceOptions
AT REBRBIERT MfAfEA DescribeOrderableDBInstanceOptions,

EAT Rust B9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),

.await;
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describe_orderable_db_instance_options_items
.map(|options| {
options
.iter()

.filter(|o| o.storage_type() == Some("aurora"))
.map(|o]| o.db_instance_class().unwrap_or_default().to_string())

.collect::<Vec<String>>()

1)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

#[tokio::test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())

.build())
1)
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mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
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.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

- Ax APINFMEER , H3HEAT Rust AWS B SDK ##yDescribeOrderableDBInstancei i
AP| &£,

ModifyDBClusterParametexGroup

TR R ROERT aa A ModifyDBClusterParameterGroup.

EAT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THMMAHITRE
MZ1T,

B’¥%E 230


https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_orderable_db_instance_options
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/aurora#code-examples

AWS SDK for Rust

FRARER

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new

allowable value. rds.ModifyDbClusterParameterGroup.
pub async fn update_auto_increment(
&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.rds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

0k(())

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

::Immediate)

::Immediate)
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{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

#[tokio::test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter::buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

I
true
D)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));

let scenario = AuroraScenario::new(mock_rds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

::Immediate)

::Immediate)
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#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {
Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let scenario = AuroraScenario::new(mock_rds);
let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==

"Failed to modify cluster parameter group");

}

« BXx APl Ni#4{E LS , S RDBClusterParameterGroupfE AWS SDK for Rust F {2k APl &
£,

] SDK for Rust 89 Auto Scaling 7~ 4l
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Hello Auto Scaling
IR RBRGVER T iR A Auto Scaling,
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_or("Unknown")
)i
println!(
"Arn: {3",
group.auto_scaling_group_arn().unwrap_or("unknown"),
)i

println!("Zones: {:?3}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());

0k(())

« BX APIHiFMEER , B3 HEMDescribeAutoScalingGroupsF Rust BHAWS SDK APl %,

£}
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[package]

name = "autoscaling-code-examples"

version = "0.1.0"

authors = ["Doug Schwartz <dougscheamazon.com>", "David Souther
<dpsouth@amazon.com>"]

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]
aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-autoscaling = { version = "1.3.0" }
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aws-sdk-ec2 = { version = "1.3.0" }

aws-types = { version = "1.0.1" }

tokio = { version = "1.20.1", features = ["full"] }

clap = { version = "4.4", features = ["derive"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
anyhow = "1.0.75"

tracing = "0.1.37"

tokio-stream = "0@.1.14"

use std::{collections::BTreeSet, fmt::Display};

use anyhow: :anyhow;
use autoscaling_code_examples::scenario::{AutoScalingScenario, ScenarioError};
use tracing::{info, warn};

async fn show_scenario_description(scenario: &AutoScalingScenario, event: &str) {
let description = scenario.describe_scenario().await;
info!("DescribeAutoScalingInstances: {event}\n{description}");

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
pub fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

pub fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0Q {
writeln!(f, "{: >4}- {warning}", "")7?;
}
0k(())
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}

#[tokio: :main]
async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();

let shared_config = aws_config::from_env().load().await;
let mut warnings = Warnings::default();

// 1. Create an EC2 launch template that you'll use to create an auto scaling
group. Bonus: use SDK with EC2.CreateLaunchTemplate to create the launch template.

// 2. CreateAutoScalingGroup: pass it the launch template you created in step 0.
Give it min/max of 1 instance.

// 4. EnableMetricsCollection: enable all metrics or a subset.

let scenario = match AutoScalingScenario::prepare_scenario(&shared_config).await

Ok(scenario) => scenario,
Err(errs) => {
let err_str = errs
.into_iter()
.map(|e| e.to_string())
.collect::<Vec<String>>()
join(", ™);
return Err(anyhow!("Failed to initialize scenario: {err_str}"));

i
info!("Prepared autoscaling scenario:\n{scenario}");

let stable = scenario.wait_for_stable(1).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 3. DescribeAutoScalingInstances: show that one instance has launched.
show_scenario_description(

&scenario,

"show that the group was created and one instance has launched",

)

.await;
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// 5. UpdateAutoScalingGroup: update max size to 3.
let scale_max_size = scenario.scale_max_size(3).await;
if let Err(err) = scale_max_size {
warnings.push("There was a problem scaling max size", err);

// 6. DescribeAutoScalingGroups: the current state of the group
show_scenario_description(

&scenario,

"show the current state of the group after setting max size",

)

.await;

// 7. SetDesiredCapacity: set desired capacity to 2.
let scale_desired_capacity = scenario.scale_desired_capacity(2).await;
if let Err(err) = scale_desired_capacity {

warnings.push("There was a problem setting desired capacity", err);

// Wait for a second instance to launch.
let stable = scenario.wait_for_stable(2).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 8. DescribeAutoScalingInstances: show that two instances are launched.
show_scenario_description(
&scenario,

"show that two instances are launched after setting desired capacity"

)

.await;

let ids_before = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_oxr_default();

// 9. TerminateInstanceInAutoScalingGroup: terminate one of the instances in the

group.
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let terminate_some_instance = scenario.terminate_some_instance().await;
if let Err(err) = terminate_some_instance {
warnings.push("There was a problem replacing an instance", err);

let wait_after_terminate = scenario.wait_for_stable(1).await;
if let Err(err) = wait_after_terminate {
warnings.push(
"There was a problem waiting after terminating an instance",
err,

);

let wait_scale_up_after_terminate = scenario.wait_for_stable(2).await;
if let Err(err) = wait_scale_up_after_terminate {
warnings.push(
"There was a problem waiting for scale up after terminating an
instance",
err,

);

let ids_after = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

let difference = ids_after.intersection(&ids_before).count();
if !(difference == 1 && ids_before.len() == 2 && ids_after.len() == 2) {
warnings.push(
"Before and after set not different",
ScenarioError::with(format!("{differencel}")),

);

// 1@. DescribeScalingActivities: list the scaling activities that have occurred
for the group so far.
show_scenario_description(
&scenario,
"list the scaling activities that have occurred for the group so far",
)

.await;
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pub

use

use
use
use

use
use

// 11. DisableMetricsCollection
let scale_group = scenario.scale_group_to_zero().await;
if let Err(err) = scale_group {
warnings.push("There was a problem scaling the group to 0", err);

}

show_scenario_description(&scenario, "Scenario scaled to 0").await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all instances):

// 13. Delete LaunchTemplate.
let clean_scenario = scenario.clean_scenario().await;
if let Err(errs) = clean_scenario {
for err in errs {
warnings.push("There was a problem cleaning the scenario", err);

}
} else {
info!("The scenario has been cleaned up!");
}
if warnings.is_empty() {
0k(())
} else {

Exrr(anyhow! (
"There were warnings during scenario execution:\n{warnings}"

)

mod scenario;

std::{

error::Error,

fmt::{Debug, Display},

time: :{Duration, SystemTime},

anyhow: :anyhow;

aws_config: :SdkConfig;

aws_sdk_autoscaling::{

error::{DisplayErrorContext, ProvideErrorMetadata},
types::{Activity, AutoScalingGroup, LaunchTemplateSpecification},

aws_sdk_ec2: :types: :RequestLaunchTemplateData;
tracing: :trace;
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const LAUNCH_TEMPLATE_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_template_from_Rust_SDK";

const AUTOSCALING_GROUP_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_Group_from_Rust_SDK";

const MAX_WAIT: Duration = Duration::from_secs(5 * 60); // Wait at most 25 seconds.

const WAIT_TIME: Duration = Duration::from_millis(500); // Wait half a second at a
time.

struct Waiter {
start: SystemTime,
max: Duration,

impl Waiter {
fn new() -> Self {
Waiter {
start: SystemTime: :now(),
max: MAX_WAIT,

async fn sleep(&self) -> Result<(), ScenarioError> {
if SystemTime: :now()
.duration_since(self.start)
.unwrap_or(Duration: :MAX)
> self.max

{
Err(ScenarioError: :with(
"Exceeded maximum wait duration for stable group",
))
} else {
tokio::time: :sleep(WAIT_TIME).await;
0k(())
}

pub struct AutoScalingScenario {
ec2: aws_sdk_ec2::Client,
autoscaling: aws_sdk_autoscaling::Client,
launch_template_arn: String,
auto_scaling_group_name: String,
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impl Display for AutoScalingScenario {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

f.write_fmt(format_args!(
"\tLaunch Template ID: {}\n",
self.launch_template_arn

))?;

f.write_fmt(format_args!(
"\tScaling Group Name: {}\n",
self.auto_scaling_group_name

))7?;

ok(())

pub struct AutoScalingScenarioDescription {
group: Result<Vec<String>, ScenarioError>,
instances: Result<Vec<String>, anyhow::Error>,
activities: Result<Vec<Activity>, anyhow::Error>,

impl Display for AutoScalingScenarioDescription {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "\t Group status:")?;
match &self.group {
Ok(groups) => {
for status in groups {
writeln!(f, "\t\t- {status}")?;

}
}
Err(e) => writeln!(f, "\t\t! - {e}")?,
}
writeln!(f, "\t Instances:")?;

match &self.instances {
Ok(instances) => {
for instance in instances {
writeln!(f, "\t\t- {instancel}")?;

}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
writeln!(f, "\t Activities:")?;
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match &self.activities {
Ok(activities) => {
for activity in activities {
writeln!(
f,
"\t\t- {3} Progress: {}% Status: {:?} End: {:?}",
activity.cause().unwrap_or("Unknown"),
activity.progress.unwrap_or(-1),
activity.status_code(),
// activity.status_message().unwrap_or_default()
activity.end_time(),

VE?
}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
0k(())
}
}
#[derive(Debug)]

struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(|s| s.to_string()),
code: err.code().map(|s| s.to_string()),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),

};
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write!(f, "{display}")

#[derive(Debug)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {

ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl Error for ScenarioError {
// While “Error’ can capture “source’ information about the underlying error,
for this example
// the ScenarioError captures the underlying information in MetadataError and
treats it as a
// single Error from this Crate. In other contexts, it may be appropriate to
model the error
// as including the SdkError as its source.
}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),
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impl AutoScalingScenario {
pub async fn prepare_scenario(sdk_config: &SdkConfig) -> Result<Self,
Vec<ScenarioError>> {
let ec2 = aws_sdk_ec2::Client::new(sdk_config);
let autoscaling = aws_sdk_autoscaling::Client: :new(sdk_config);

let auto_scaling_group_name = String::from(AUTOSCALING_GROUP_NAME);

// Before creating any resources, prepare the list of AZs
let availablity_zones = ec2.describe_availability_zones().send().await;
if let Err(err) = availablity_zones {

return Err(vec![ScenarioError::new("Failed to find AZs", &err)]);

let availability_zones: Vec<String> = availablity_zones
.unwrap()
.availability_zones
.unwrap_or_default()
.iter()
.take(3)
.map(|z| z.zone_name.clone().unwrap())
.collect();

// 1. Create an EC2 launch template that you'll use to create an auto
scaling group. Bonus: use SDK with EC2.CreatelLaunchTemplate to create the launch
template.

// * Recommended: InstanceType='tl.micro', ImagelId='ami-@ca285d4c2cda3300'

let create_launch_template = ec2

.create_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.launch_template_data(

RequestLaunchTemplateData: :buildexr()
.instance_type(aws_sdk_ec2::types::InstanceType::T1lMicro)
.image_id("ami-@ca285d4c2cda3300")

.build(),
)
.send()
.await
.map_err(|err| vec![ScenarioError::new("Failed to create launch
template", &err)])?;

let launch_template_arn = match create_launch_template.launch_template {
Some(launch_template) =>
launch_template.launch_template_id.unwrap_or_default(),
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None => {
// Try to delete the launch template
let _ = ec2
.delete_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.send()
.await;
return Err(vec![ScenarioError::with("Failed to load launch
template")]);
}
};

// 2. CreateAutoScalingGroup: pass it the launch template you created in
step 0. Give it min/max of 1 instance.
//  You can use EC2.describe_availability_zones() to get a list of AZs (you
have to specify an AZ when you create the group).
// Wait for instance to launch. Use a waiter if you have one, otherwise
DescribeAutoScalingInstances until LifecycleState='InService'
if let Err(err) = autoscaling
.create_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.launch_template(

LaunchTemplateSpecification: :buildex()
.launch_template_id(launch_template_arn.clone())
.version("$Latest")

.build(),

.max_size(1l)

.min_size(1)
.set_availability_zones(Some(availability_zones))
.send()

.await

let mut errs = vec![ScenarioError: :new(
"Failed to create autoscaling group",
&err,

)1;

if let Err(err) = autoscaling
.delete_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.send()
.await
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errs.push(ScenarioError: :new(
"Failed to clean up autoscaling group",
&err,

));

if let Err(err) = ec2
.delete_launch_template()
.launch_template_id(launch_template_arn.clone())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up launch template",
&err,
));
}

return Err(errs);

scenario = AutoScalingScenario {

ec2,

autoscaling: autoscaling.clone(), // Clients are cheap so cloning here
a move is ok.

auto_scaling_group_name: auto_scaling_group_name.clone(),
launch_template_azrn,

enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

D)

.send()

.await;

match enable_metrics_collection {

0k(_) => Ok(scenario),
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Err(err) => {
scenario.clean_scenario().await?;
Err(vec![ScenarioError: :new(
"Failed to enable metrics collections for group",
&err,

)1)

pub async fn clean_scenario(self) -> Result<(), Vec<ScenarioError>> {
let _ = self.wait_for_no_scaling().await;
let delete_group = self

.autoscaling

.delete_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 14. Delete LaunchTemplate.
let delete_launch_template = self

.ec?2

.delete_launch_template()
.launch_template_id(self.launch_template_arn.clone())
.send()

.await;

let early_exit = match (delete_group, delete_launch_template) {

(0k(_), Ok(_)) => 0k(()),
(0k(_), Err(e)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the launch template",
&e,
)1),
(Err(e), 0Ok(_)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the scale group",
&e,
)1),
(Err(el), Err(e2)) => Err(vec![
ScenarioError: :new("Multiple error cleaning the scenario Scale

Group", &el),

ScenarioError: :new("Multiple error cleaning the scenario Launch

Template", &e2),

};

1),
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if early_exit.is_err() {
early_exit
} else {
// Wait for delete_group to finish
let waiter = Waiter::new();
let mut errors = Vec::<ScenarioError>::new();
while errors.len() < 3 {
if let Err(e) = waiter.sleep().await {
errors.push(e);

continue;

}

let describe_group = self
.autoscaling

.describe_auto_scaling_groups()

.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()

.await;

match describe_group {
Ok(group) => match group.auto_scaling_groups().first() {
Some(group) => {
if group.status() != Some("Delete in progress") {
errors.push(ScenarioError: :with(format!(

"Group in an unknown state while deleting: {}",
group.status().unwrap_or("unknown error")

)));

return Err(errors);

}
None => return 0k(()),

},

Err(err) => {
errors.push(ScenarioError::new("Failed to describe

autoscaling group during cleanup 3 times, last error", &err));
}
}

if errors.len() > 3 {
return Err(errors);

}
Err(vec![ScenarioError: :with(

"Exited cleanup wait loop without retuning success or failing after
three rounds",

)1)
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pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s| {
s.auto_scaling_groups()
.iter()
.map(|s| {
format! (
{3 {37,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
D)

.map_err(|e]| {
ScenarioError::new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {e}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
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.into_paginator()

Litems()

.send()

.collect::<Result<Vec<_>, _>>()

.await

.map_err(|e| {

anyhow! (

"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();
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if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

pub async fn wait_for_no_scaling(&self) -> Result<(), ScenarioError> {
let waiter = Waiter::new();
let mut scaling = true;
while scaling {
waiter.sleep().await?;
let describe_activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await
.map_err(|e| {
ScenarioError: :new("Failed to get autoscaling activities for
group", &e)
1)?;
let activities = describe_activities.activities();
trace!(
"Waiting for no scaling found {3} activities",
activities.len()

);

scaling = activities.iter().any(|a| a.progress() < Some(100));
}
0k(())

pub async fn wait_for_stable(&self, size: usize) -> Result<(), ScenarioError> {
self.wait_for_no_scaling().await?;

let mut group = self.get_group().await?;
let mut count = count_group_instances(&group);

let waiter = Waiter::new();
while count != size {
trace!("Waiting for stable {size} (current: {count})");
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waiter.sleep().await?;
group = self.get_group().await?;
count = count_group_instances(&group);

0k(())

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()

.items()

.send()

.try_collect()

.await

.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()
)
.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

pub async fn scale_min_size(&self, size: i32) -> Result<(), ScenarioError> {
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
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.min_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failer to update group to min size ({size}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_max_size(&self, size: i32) -> Result<(), ScenarioError> {
// 5. UpdateAutoScalingGroup: update max size to 3.
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.max_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to max size ({size})").as_str(),
&err,
));
}
0k(())

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {

// 7. SetDesiredCapacity: set desired capacity to 2.

// Wait for a second instance to launch.

let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;

if let Err(err) = update_group {
return Err(ScenarioError: :new(
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format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,
));
}
0k(())

pub async fn scale_group_to_zero(&self) -> Result<(), ScenarioError> {
// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all
instances):
// UpdateAutoScalingGroup with MinSize=0
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(0Q)
.desired_capacity(0)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
"Failed to update group for scaling down&",
&err,

));

let stable = self.wait_for_stable(@).await;
if let Err(err) = stable {
return Err(ScenarioError::with(format!(
"Error while waiting for group to be stable on scale down: {err}"

)));

ok(())
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}

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
I
let termination = self
.ec?2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

fn count_group_instances(group: &AutoScalingGroup) -> usize {
group.instances.as_ref().map(|i| i.len()).unwrap_oxr(0)

« X APIFHEER |, F5H (AWS SDK for Rust APl &) L T £,

» CreateAutoScalingGroup

» DeleteAutoScalingGroup
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» DescribeAutoScalingGroups

» DescribeAutoScalinglnstances

» DescribeScalingActivities

* DisableMetricsCollection

* EnableMetricsCollection

+ SetDesiredCapacity

» TerminatelnstancelnAutoScalingGroup

» UpdateAutoScalingGroup

BR1E
CreateAutoScalingGroup
UTRBROVERT M{AEA CreateAutoScalingGroupo

EAT Rust B9 SDK

(® Note
EHEZHKREER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
METT.

async fn create_group(client: &Client, name: &str, id: &str) -> Result<(), Error> {
client
.create_auto_scaling_group()
.auto_scaling_group_name(name)
.instance_id(id)
.min_size(1)
.max_size(5)
.send()
.await?;

println!("Created AutoScaling group");

0k(())
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« BX API BHiFE R |, iBSU5EA CreateAutoScalingGroupF Rust BIAWS SDK API &,

DeleteAutoScalingGroup

DT RBRAERT WA fEA DeleteAutoScalingGroupo

EAT Rust B9 SDK
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async fn delete_group(client: &Client, name: &str, force: bool) -> Result<(), Error>

{

client
.delete_auto_scaling_group()
.auto_scaling_group_name(name)
.set_force_delete(if force { Some(true) } else { None })
.send()
.await?;

println!("Deleted Auto Scaling group");

0k(())

}
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DescribeAutoScalingGroups
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();

println!("Found {} group(s)", groups.len());

0k(())
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pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()
.items()
.send()
.try_collect()
.await
.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())
1)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()

1)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

« BX API i#4E L. |, {2 43&E A DescribeAutoScalinglnstancesF Rust BIAWS SDK AP|
Z
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DescribeScalingActivities
TR R REIERT A A DescribeScalingActivities,

EAT Rust B9 SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
MIZE1To

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s|
s.auto_scaling_groups()
.iter()
-map(|s|
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e]
ScenarioError: :new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
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// Bonus: use CloudWatch API to get and show some metrics collected for

the group.
// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must

be in UTC!
let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect: :<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

- BX API HFMAEER |, S HEMDescribeScalingActivities T Rust BWAWS SDK APl 3%,

DisableMetricsCollection
LT R RGERT A H DisableMetricsCollections,

EA T Rust B9 SDK

(® Note
EEESIXEL GitHub, £ AWS KB RAVFEENERTERA , THOTHRTEE
ME1To
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// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

- BXx APl HiEHEE , HZHEADisableMetricsCollectionF Rust BWAWS SDK APl &,

EnableMetricsCollection
LT R REERT WA EH EnableMetricsCollection.

FEAT Rust B SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
MIE1To

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1))

.send()

.await;

« Bx API NFMEER |, F25EAEnableMetricsCollectionF Rust BIAWS SDK APl &%,
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SetDesiredCapacity

R RBROVERT A A SetDesiredCapacity.

EAT Rust B9 SDK

® Note
BB ELZHREER GitHub, £ AWS R RHIFEEFERTERS , 7HRIOAHTIRE
MZ1T,

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,
));
}
0k(())

« BX API i#ES | S 45&E A SetDesiredCapacity T Rust BIAWS SDK API &%,

TerminateInstanceInAutoScalingGroup

LT RBREIERT A TerminateInstanceInAutoScalingGroupo
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® Note
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pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
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.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()

.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

- X APIHFMAEER , BSHEMTerminatelnstancelnAutoScalingGroupF Rust BIAWS SDK
APl &%,

UpdateAutoScalingGroup

DTRREBRHVER T aaEA UpdateAutoScalingGroup.
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async fn update_group(client: &Client, name: &str, size: i32) -> Result<(), Error> {
client
.update_auto_scaling_group()
.auto_scaling_group_name(name)
.max_size(size)
.send()
.await?;

println!("Updated AutoScaling group");

0k(())

- BX API iF4ELR | 3 93& A UpdateAutoScalingGroupF Rust BIAWS SDK API &,
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ERNETEZSNZE, ZMA%BET AF. Amazon Bedrock Converse APl Ml XS I B 2 [ #Y 5T
o

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::buildexr()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
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.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,

ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");
self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

R
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}

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

b
self.conversation.push(message.clone());

match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

R
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) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
I
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(
"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[@m",
tool.input()
I
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()
);
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

78— 271



AWS SDK for Rust FRARER

))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();

BREANKRIE, ZHMAENLT TEME , #3XIW T M Open-Meteo AP| FIERRSHIENZ
#

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();
let longitude = input
.as_object()
.unwrap()
.get("longitude")
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{e:

{e:

{e:

.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

1;
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()

.get (ENDPOINT)

.query(&params)

.send()

.await

.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
?3")))?

.error_for_status()

.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

?2}")))?;
debug! ("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

?}")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

AT EEERABRROKARERF

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {

R
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if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[@;90mThe model's response:\xlb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"

)))

EAER,. HRXARFNEER,

use std::{collections::HashMap, io::stdin};

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing::debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.
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Explain your step-by-step process, and give brief updates before each step.
Only use the Weather_Tool for data. Never guess or make up information.

Repeat the tool use for subsequent requests if necessary.

If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

",
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap: :<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),
),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
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(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document::Array(vec![
Document: :String("latitude".into()),
Document: :String("longitude".into()),
D),
),
1)
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())

}
impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)
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}

« Bx API F4EE |, iH3E (AWS SDK for Rust APl Reference) F# Converses

Anthropic Claude

Converse

TR REIERT W5 A Bedrock B9 Converse API [a Anthropic Claude KiX&E{E.

EA T Rust B9 SDK

@ Note

BEEZHXEER GitHub, £ AWS R RHIF#ERERTERG , THRINMAHTIRE
Fiz1T,

f# F Bedrock #¥ Converse API [@ Anthropic Claude &iAXAE R,

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client

.converse()

.model_id(MODEL_ID)

.messages(

Message: :builder()

.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
.build()
.map_err(|_| "failed to build message")?,
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.send()
.await;

match response {

Ok(output) => {
let text = get_converse_output_text(output)?;
println!("{}", text);
0k(())

}

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseError: :from)
.unwrap_or_else(|| BedrockConverseError("Unknown service

error".into()))),

}

fn get_converse_output_text(output: ConverseOutput) -> Result<String,
BedrockConverseError> {
let text = output
.output()
.ok_or("no output")?
.as_message()
.map_err(|_| "output not a message")?
.content()
first()
.ok_or("no content in message")?
.as_text()
.map_err(|_| "content is not text")?
.to_string();
Ok(text)

EAER., HRXARFNEER,

use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime: :{
operation::converse::{ConverseError, ConverseOutput},
types::{ContentBlock, ConversationRole, Message},
Client,

};

Anthropic Claude
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// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseError(String);
impl std::fmt::Display for BedrockConverseError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseError {3}
impl From<&str> for BedrockConverseError {
fn from(value: &str) -> Self {
BedrockConverseError(value.to_string())

}

impl From<&ConverseError> for BedrockConverseError {
fn from(value: &ConverseError) -> Self {
BedrockConverseError: :from(match value {
ConverseError: :ModelTimeoutException(_) => "Model took too long",
ConverseError: :ModelNotReadyException(_) => "Model is not ready",
_ => "Unknown",

1)

« Bx API F4EE |, iH3E (AWS SDK for Rust APl Reference) F 8 Converses

ConverseStream

LT RBRAIERT {6 A Bedrock B Converse API [d Anthropic Claude &% %815 H 35t 4L EE I
R o

Anthropic Claude 279


https://docs.rs/aws-sdk-bedrockruntime/latest/aws_sdk_bedrockruntime/client/struct.Client.html#method.converse

AWS SDK for Rust FRARER

FE AT Rust B SDK

@ Note
EREZHREER GitHubo £ AWS KIS RPIFH#EFERTER , THOMIITIRE
ME1T,

£ F Bedrock B9 API [ Anthropic Claude XX EEHEBEE S, ConverseStream

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseStreamError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse_stream()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

let mut stream = match response {
Ok(output) => Ok(output.stream),
Err(e) => Err(BedrockConverseStreamError: :from(
e.as_service_error().unwrap(),
)),
ey

loop {
let token = stream.recv().await;
match token {
Ok(Some(text)) => {
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let next = get_converse_output_text(text)?;
print!("{}", next);
0k(())

}

Ok(None) => break,

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseStreamError: :from)
.unwrap_or(BedrockConverseStreamErroxr(

"Unknown error receiving stream".into(),
))),
}?

println!();

ok(())

fn get_converse_output_text(
output: ConverseStreamOutputType,
) -> Result<String, BedrockConverseStreamError> {
Ok(match output {
ConverseStreamOutputType: :ContentBlockDelta(event) => match event.delta() {

Some(delta) => delta.as_text().cloned().unwrap_or_else(|_| "".into()),
None => "".into(),

},

_ => ""_into(),

1)

ERE,. HRXARFNEER,

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::ProvideErrorMetadata,
operation::converse_stream::ConverseStreamError,
types::{
error: :ConverseStreamOutputError, ContentBlock, ConversationRole,
ConverseStreamOutput as ConverseStreamOutputType, Message,

}I
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Client,
13

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseStreamError(String);
impl std::fmt::Display for BedrockConverseStreamError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseStreamError {3}
impl From<&str> for BedrockConverseStreamError {
fn from(value: &str) -> Self {
BedrockConverseStreamError(value.into())

impl From<&ConverseStreamError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamError) -> Self {
BedrockConverseStreamError(
match value {
ConverseStreamError: :ModelTimeoutException(_) => "Model took too

long",
ConverseStreamError: :ModelNotReadyException(_) => "Model is not
ready",
_ => "Unknown",
}
.into(),
)
}
}

impl From<&ConverseStreamOutputError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamOutputError) -> Self {
match value {
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ConverseStreamOutputError::ValidationException(ve) =>
BedrockConverseStreamError(
ve.message().unwrap_or("Unknown ValidationException").into(),
),
ConverseStreamOutputError: :ThrottlingException(te) =>
BedrockConverseStreamError(
te.message().unwrap_or("Unknown ThrottlingException").into(),

),
value => BedrockConverseStreamError(
value
.message()
.unwrap_or("Unknown StreamOutput exception")
.into(),
),

« BXx APl WiFHEER , 3 EMConverseStreamT Rust BIAWS SDK AP| &#,

2 . WIELE Converse API $&Fi{E

LTRBROIBRTMAENARERF. EXXAIRENERTEEHZTHBNRE , HE APIs W
fAEfE Al AR BENRE, ZABROILCEABRS AP ERIIA TERERERJH , ©TUR
ERPAARMINRSER.

EAT Rust B9 SDK

(® Note
EBEZHEREER GitHub, £ AWS RIS RHIFHEFRERTER , THRMOMHITIRE
ME1To

ERNETEGSMNBE, ZBA%BET A/, Amazon Bedrock Converse APl 1 X R T Bz BH X
o

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
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struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::builder()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);
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let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");

self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

}?;

self.conversation.push(message.clone());
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match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
I
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
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&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(

"\x1b[@;90mExecuting tool: {TOOL_NAME} with input: {:?}...

\x1b[@m",

tool.input()

I

let content = fetch_weather_data(tool).await?;

println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()

);

Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();
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BRMERANRRIERE, ZMAELT TEME , #3XIM T M Open-Meteo APl I RKSHIERZ

#

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(

tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {

let input = tool_use.input();

let latitude = input

.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input

.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [

15

debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()
.get (ENDPOINT)
.query(&params)
.send()
.await

("latitude", latitude),
("longitude", longitude),
("current_weather",

.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:

{e:?}")))?

.error_for_status()
.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?}")))?;

debug! ("Response: {response:?}");
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let bytes = response
.bytes()
.await

.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?3")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :builder()
.tool_use_id(tool_use.tool_use_id())

.content(ToolResultContentBlock: :Text(result))
Lbuild()?)

AT EEEARBRRNKARERF

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {

let text = block.as_text().unwrap();
println!("\x1b[0;90mThe model's response:\xlb[@m\n{text}");

ok(())
} else {

Err(ToolUseScenarioError(format!(

"Content block is not text ({block:?})"
)))

ERES. BRXARFNEER,

use std::{collections::HashMap, io::stdin};

use aws_config::BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,

ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
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ToolSpecification, ToolUseBlock,
.
Client,
I
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

- Explain your step-by-step process, and give brief updates before each step.
- Only use the Weather_Tool for data. Never guess or make up information.
- Repeat the tool use for subsequent requests if necessary.
- If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

LLE
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =

"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {

Document: :0bject(HashMap::<String, Document>::from([
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("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
1,
),
1))
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
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write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.0)
}
}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())
}
}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())
}
}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)

« Bx API F4EE |, 55 (AWS SDK for Rust APl Reference) FHJ Converses

{#F SDK for Rust B9 Amazon Cognito & 712 & #9153 R4l

LTRBRAIEERERT WA E AT E Amazon Cognito & 512 7MY Rust AWS FF & T E&RNT
BENIHERG R,

RERKBEEFNRBER , YAELTXXHIET. BALNEDIRET BUOMERALENMRSEYE , &7
DB EBEXZ RN ETXERRF,

BANTROIBITE—NMENTRFERBNERE  SAUNPRIBEXUOMAE L TXHPRENZTRBINR
B,

2
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LT REIERT A ListUserPools,
& AT Rust #9 SDK
® Note
EBEZMEXEE GitHub, £ AWS R RPIfFEEFERTERG , THROAHTRE

ME1To

async fn show_pools(client: &Client) -> Result<(), Error> {

let
let

response = client.list_user_pools().max_results(10).send().await?;
pools = response.user_pools();

println!("User pools:");

for

}

pool in pools {
println!(" 1ID: {3", pool.id().unwrap_or_default());
println!(" Name: {}", pool.name().unwrap_or_default());
println!(" Lambda Config: {:?}", pool.lambda_config().unwrap());
println!(
" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?

5
println!(
" Creation date: {:?}",
pool.creation_date().unwrap().to_chrono_utc()
5

println!();

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())

« BX API WiFHEER | FSHEEMListUserPoolsT Rust BIAWS SDK APl &%,
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& SDK for Rust B9 Amazon Cognito Sync 7~4l

LR RBREIEERERT MAERATHE Amazon Cognito Sync B Rust AWS FF & T E@RPITIRERM
SMERZ R

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEY , &7
MBS HBEXZEN L TXERRE,

BNAROIBMIE - MEOTRRRBNERE  EUUNPRIBXRIME LT XHRENSTABAIB
8o

2
. B

R
ListIdentityPoolUsage
DT REBROVERT WAEA ListIdentityPoolUsage,

&EATF Rust B9 SDK

(® Note
EREZHEREE GitHub, £ AWS RIS RHIFHEFRERTER , THMOMHITIRE
ME1T,

async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client
.list_identity_pool_usage()
.max_results(10)
.send()
.await?;

let pools = response.identity_pool_usages();
println!("Identity pools:");

for pool in pools {
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println!(
" Identity pool ID: {",
pool.identity_pool_id().unwrap_or_default()
I
println!(
" Data storage: {1",
pool.data_storage().unwrap_or_default()
I
println!(
" Sync sessions count: {}",
pool.sync_sessions_count().unwrap_or_default()
I
println!(
" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?
I

println!();
}

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())

- BX API WiFMEER , S HEMListldentityPoolUsageF Rust BHAWS SDK APl ¥,

FEAEAT Rust B9 SDK B Firehose 745l

LTRBREEERRT A AHAE Firehose B Rust AWS FFR TEGRMITREMKNENLG

=1
o

BRERKEBRFNABMER , BAELTNFET. BUUEIRETBRNFABARENRSEHEK , &7
LB EHBEXZ RN ETXERRKE,

BANRBIEEE - MER T EFRABNERE , SUUNPRIEXMOEE L TXHREMSITRBHY
B,

F&
- BHE
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LT R RHEETR T A PutRecordBatch,

EAT Rust B9 SDK

(@ Note
EREZMEREER GitHub, £ AWS KB RPIFH#EFERTER , THOMHITIRE
MZ1To

async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

. Bx API Ni¥HEER |, 5 EAPutRecordBatchF Rust BIAWS SDK APl &%,

FEREAT Rust WA T ESMWI T DocumentDB R4l

LUTRBRE@ERRT NAERERT Rust WRHF X TEEF Amazon Document AWS DB ki
TRENSELZ R,

BANTROIHITE—NMEMTBERRBNEE  SAUNPFRIBEXUOAE L TXHRENEZTRBHR
B,

£}
« RS R R
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T RS 2R R

&3 Amazon DocumentDB fiii % 2518 F Lambda B#k

BAT 88 R BA 0] SR — /N Lambda BER |, 1ZBEREUIZEWEE M DocumentDB 5 57t 132 IR 10 3 1 fid

EWNEH, ZEHHEE DocumentDB XN E , HIEFTIEEZHNS.

EAT Rust B9 SDK

(® Note
EHEZHKRIEER GitHub, ELRS A ROIFEEFERTERE , 7 7THROMHETIRE
METT.

5 A Rust 3 Amazon DocumentDB E#5 Lambda &4 F M.,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event::documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

i

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");

TR S5 2R A

297


https://github.com/aws-samples/serverless-snippets/tree/main/integration-docdb-to-lambda

AWS SDK for Rust FRARER

return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

ok(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);

lambda_runtime: :run(func).await?;

0k(())

£ SDK for Rust # DynamoDB /R4

LTFRERGIEERERT MAEA A DynamoDB B Rust AWS F & T EGRHITIRIEMSSINE N7
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BRERAEEFNARBHER  STELTXHET, EANBIRETROMAERENRSEE , &7
LB EBEXZRN L TXERRKE,

RHERTIAESE - MREDPAASIHESFEEM AWS BEBRSLEEARXRERBEESHR
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AWS # XTTEFL 2 H SN I 2 ML ARG AWS, BRHUNRE | BEMAEEFEEFREAN
o

BRI E - NMERTRRABHEE , ZAUMNPKRIBEXROMAE LT XHREMETREBHHR
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« TR R

« AWS XK

B®E
CreateTable
LLTRBREETRT WA CreateTable,

EA T Rust B9 SDK

(@ Note

EREZHKEER GitHub, & AWS IS RAIFMEFERTERS , THMNAHTIRE
MZ1To

pub async fn create_table(
client: &Client,
table: &str,
key: &str,
) -> Result<CreateTableOutput, Error> {
let a_name: String = key.into();
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let table_name: String = table.into();

let ad = AttributeDefinition::buildexr()
.attribute_name(&a_name)
.attribute_type(ScalarAttributeType::S)
.build()
.map_err(Error::BuildError)?;

let ks = KeySchemaElement: :builder()
.attribute_name(&a_name)
.key_type(KeyType: :Hash)
.build()
.map_err(Error::BuildError)?;

let create_table_response = client
.create_table()
.table_name(table_name)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)
.send()
.await;

match create_table_response {

Ok(out) => {
println!("Added table {} with key {}", table, key);
Ok(out)

}

Err(e) => {
eprintln!("Got an error creating table:");
eprintln!("{}", e);
Err(Error: :unhandled(e))

« Bx API NFMEER , FSiEACreateTableT Rust BIAWS SDK APl &%,
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UTRBREERT WA Deleteltems

B’¥%E 300


https://docs.rs/aws-sdk-dynamodb/latest/aws_sdk_dynamodb/client/struct.Client.html#method.create_table

AWS SDK for Rust FRARER

FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
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pub async fn delete_item(
client: &Client,
table: &str,
key: &str,
value: &str,
) -> Result<DeleteItemOutput, Error> {
match client
.delete_item()
.table_name(table)
.key(key, AttributeValue::S(value.into()))
.send()
.await

Ok(out) => {
println!("Deleted item from table");
Ok(out)

}
Err(e) => Err(Error::unhandled(e)),

« BXx API NiFHEER | F5 M EMDeleteltemT Rust WAWS SDK AP| &,

DeleteTable

UTFRIBREERT WAEA DeleteTable,
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FIZE1To

pub async fn delete_table(client: &Client, table: &str) -> Result<DeleteTableOutput,
Error> {

let resp = client.delete_table().table_name(table).send().await;

match resp {

Ok(out) => {
println!("Deleted table");
Ok (out)

}

Err(e) => Err(Error::Unhandled(e.into())),

« X APl WiFHEER , F5 M EMADeleteTableT Rust WAWS SDK API &%,

ListTables

LT REEREERT MNA{EA ListTables,

FE AT Rust 8 SDK

(® Note
EREZHEREE GitHub, £ AWS RIS RHIFHEFEFERTER , THRMOMHITIRE
ME1T,o

pub async fn list_tables(client: &Client) -> Result<Vec<String>, Error> {
let paginator = client.list_tables().into_paginator().items().send();
let table_names = paginator.collect::<Result<Vec<_>, _>>().await?;
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println!("Tables:");
for name in &table_names {

println!(" {3}", name);

println!("Found {} tables", table_names.len());
Ok(table_names)

pub async fn table_exists(client: &Client, table: &str) -> Result<bool, Error> {
debug! ("Checking for table: {table}");
let table_list = client.list_tables().send().await;
match table_list {

Ok(list) => Ok(list.table_names().contains(&table.into())),
Err(e) => Err(e.into()),

- BX API HWFHER , S FEMListTablesT Rust KHAWS SDK APl &%,

PutItem
UTRBREETRT W{AER PutItem,

EA T Rust B9 SDK

@ Note

BEEZHXEER GitHub, £ AWS REERHIF#ERERTERG , THRIOMFHTIRE
=17,

pub async fn add_item(client: &Client, item: Item, table: &String) ->
Result<ItemOut, Error> {
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let
let
let
let
let

let

println!("Executing request [{request:?}] to add item...");

let

let

let
let
let
let
let

user_av = AttributeValue::S(item.username);
type_av = AttributeValue::S(item.p_type);
age_av = AttributeValue::S(item.age);
first_av = AttributeValue::S(item.first);
last_av = AttributeValue::S(item.last);

request = client

.put_item()

.table_name(table)
.item("username", user_av)
.item("account_type", type_av)
.item("age", age_av)
.item("first_name", first_av)
.item("last_name", last_av);

resp = request.send().await?;
attributes = resp.attributes().unwrap();

username = attributes.get("username").cloned();
first_name = attributes.get("first_name").cloned();
last_name = attributes.get("last_name").cloned();
age = attributes.get("age").cloned();

p_type = attributes.get("p_type").cloned();

println!(

);

"Added user {:?3}, {:?} {:?}, age {:?} as {:?} user",

username, first_name, last_name, age, p_type

Ok(ItemOut {

1)

« BX API Hi¥AE

p_type,
age,
username,
first_name,
last_name,

B, 2 EAPutltemT Rust WAWS SDK API &%,
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Query
LRI RBER T M EEA Query,

EA T Rust B9 SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
ME1T,

EREEFOHFEN R

pub async fn movies_in_year(
client: &Client,
table_name: &str,
year: ule,
) -> Result<Vec<Movie>, MovieError> {
let results = client
-query()
.table_name(table_name)
.key_condition_expression("#yr = :yyyy")
.expression_attribute_names("#yr", "year")
.expression_attribute_values(":yyyy", AttributeValue::N(year.to_string()))
.send()
.await?;

if let Some(items) = results.items {
let movies = items.iter().map(|v| v.into()).collect();
Ok(movies)

} else {
Ok(vec![1)

}

- BXAPI F#FHAEER , 155 (AWS SDK for Rust APl &) HH) Query

Scan

BLTRBREERT WMAERA Scan.
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(® Note
EEESIXEL GitHub, £ AWS KB RAVFEENERTERA , THOTHRTEE
MZE1To

pub async fn list_items(client: &Client, table: &str, page_size: Option<i32>) ->
Result<(), Error> {
let page_size = page_size.unwrap_or(1l0);
let items: Result<Vec<_>, _> = client
.scan()
.table_name(table)
.limit(page_size)
.into_paginator()
.items()
.send()
.collect()
.await;

println!("Items in table (up to {page_size}):");
for item in items? {

println!("  {:?}", item);
X

0k(())

- X API F4EER |, 55 % (AWS SDK for Rust APl £#) ##J Scan,

M=
T2 E) 2 s 3R

TR RAERNAE Z LT R URL BUZEHEEE) DynamoDB ME A A TE SN AT R EE.
AWS

BXEZEE , S DynamoDB Local,
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® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

/// Lists your tables from a local DynamoDB instance by setting the SDK Config's
/// endpoint_url and test_credentials.
#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

let list_resp = client.list_tables().send().await;
match list_resp {
Ok(resp) => {
println!("Found {3} tables", resp.table_names().len());
for name in resp.table_names() {
println!(" {3}", name);

}
Err(err) => eprintln!("Failed to list local dynamodb tables: {err:?}"),
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BIRERSBENARFREERA

LTRERERNMSIBRELTRSSINARRF , LAFEBERIRSERRA,
FEHAT Rust B SDK

ERIMATF AR R-EENARR , ZNARERERA Amazon Rekognition 4l B & VAR H
HHE#UHBERE,

BXRWARENEZTHTERABMYA |, 28 LA TE RS GitHub.
ERAT BN FREIR , F5H AWS # X ERIE.

AR Bl A Y AR SS

» API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
« Amazon S3

« Amazon SNS

£/ PartiQL R&EAE
UTRBREERT 04T :

« BiE{T SELECT BARIKEIMA .
« BIE{T INSERT BARKFMMAE .

- BIIE1T UPDATE BAXREHTE,
« EIIZE{T DELETE EARM PRI E

EAT Rust B9 SDK

(® Note

EBEEZMEKXER GitHub, £ AWS RIBRAIFEEFERTERE , THOAHRITIRE
*ﬂl_‘f'.l'o
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async fn make_table(
client: &Client,
table: &str,
key: &str,
) -> Result<(), SdkError<CreateTableError>> {
let ad = AttributeDefinition: :buildexr()
.attribute_name(key)
.attribute_type(ScalarAttributeType::S)
.build()
.expect("creating AttributeDefinition");

let ks = KeySchemaElement: :builder()
.attribute_name(key)
.key_type(KeyType: :Hash)
.build()
.expect("creating KeySchemaElement");

match client
.create_table()
.table_name(table)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)

.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn add_item(client: &Client, item: Item) -> Result<(),
SdkError<ExecuteStatementError>> {
match client
.execute_statement()
.statement(format!(
r#"INSERT INTO "{}" VALUE {{

Il{}ll: ?’
"acount_type": ?,
"age": ?,

"first_name": ?,
"last_name": ?

1} 4,
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item.table, item.key

))

.set_parameters(Some(vec![
AttributeValue::S(item.utype),
AttributeValue::S(item.age),
AttributeValue::S(item.first_name),
AttributeValue: :S(item.last_name),

1))
.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn query_item(client: &Client, item: Item) -> bool {
match client
.execute_statement()
.statement(format!(
r#"SELECT * FROM "{}" WHERE "{}" = ?"#,
item.table, item.key

))
.set_parameters(Some(vec![AttributeValue::S(item.value)]))
.send()
.await
{
Ok(resp) => {
if lresp.items().is_empty() {
println!("Found a matching entry in the table:");
println!("{:?3}", resp.items.unwrap_or_default().pop());
true
} else {
println!("Did not find a match.");
false
}
}
Err(e) => {
println!("Got an error querying table:");
println!("{}", e);
process::exit(1);
}
}

R
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async fn remove_item(client: &Client, table: &str, key: &str, value: String) ->
Result<(), Error> {
client
.execute_statement()
.statement(format! (r#"DELETE FROM "{table}" WHERE "{keyl}" = ?"#))
.set_parameters(Some(vec![AttributeValue::S(value)]))
.send()

.await?;

println!("Deleted item.");

ok(())
}

async fn remove_table(client: &Client, table: &str) -> Result<(), Error> {
client.delete_table().table_name(table).send().await?;

ok(())

« Bx API WFMEER |, 25 EAExecuteStatementF Rust BIAWS SDK APl &%,

&7 EXIF MIHMEKES
LT RBROIRRT W1

» M JPG. JPEG = PNG X #H3REX EXIF 5 &,

- FEG M4 L1522 Amazon S3 FiEHE.

« £/ Amazon Rekognition IRBIMHEHFH =T EREMY (X ),
« fF EXIF MHFZLE B RMNE)ZXEH Amazon DynamoDB & H,

FEAT Rust B SDK

M JPG, JPEG = PNG X#+H3RE EXIF 58 , HER&X# L& 2| Amazon S3 ZiE%@ , FA
Amazon Rekognition IRBI X #HHH=NEEE M ( Amazon Rekognition FHFRE ) , RSN EXIF
MIRZE B RINEZXEH Amazon DynamoDB &H,

BXRMARENZTHTERABMEA , 37 L TERFIGitHUb,
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T RS 88 ROl
JEIY DynamoDB fif & 258 A Lambda B4#K

AT REE RAPE RIS I Lambda BIER |, Z B ¥R W0E T M DynamoDB i IiE F i il & B E 4,
ZEHBER DynamoDB BN EH , HIEXTIERZAR,

FE AT Rust B SDK

(® Note
EREZMEREER GitHub, ELRSHEROIFRMEPERTERG , H THOMAHTRE
METT.

£ Rust £ DynamoDB Z#45 Lambda £& M,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {
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let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())
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#B3Y DynamoDB it & 285k &5 Lambda Bt B I B % MK

LA AR5 R BE R a0 9 32K B DynamoDB R B H Lambda ENESRIER o L BW AL, ZEBAE
e 7R HEAL BRI K1Y, HHER Lambda FEEHIXLEHE R,

EA T Rust B9 SDK

® Note
RBEELSHEKRER GitHub, ELRFEERAFEEFEXRTRERE , H 7THRAOMETRE
Miz1To

R E A Rust B33 Lambda # 1T DynamoDB #4210 B XM,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

ok(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

i
let records = &event.payload.records;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return Ok(response);
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}

for record in records {
tracing::info!("EventId: {3}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
18
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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MEANNRT RS ENARE
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SER AR Rust SDK #ZE MM X2 E API Gateway AR Lambda 1 DynamoDB B AR5 85
RARERF,

BXRUAREMETHTERABMUR |, F3H LA TERFIGitHUb,

ARG ER YIRS

» API Gateway
* DynamoDB
+ Lambda

£ SDK for Rust B9 Amazon EBS /=4l

UTRBREEERT T OAERERAT Rust B AWS 347 & T EIF Amazon EBS RIITIRIER
KPMERG R,

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEYE , &7
LB RBEXZ RN ETXERRF,

BATREIBIE—NMERTRRERBHEE , ZAMLMNPKIEXROME L TXHRREMETREBHHR
B,

i
s
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CompleteSnapshot

AT RERFER T 20 A CompleteSnapshot,

EAT Rust B9 SDK

® Note
BB ELZHKXREER GitHub, £ AWS R RHIFEEPERTERS , 7HRMNABHTIRE
MZ1T,

async fn finish(client: &Client, id: &str) -> Result<(), Error> {
client
.complete_snapshot()
.changed_blocks_count(2)
.snapshot_id(id)
.send()
.await?;

println!("Snapshot ID {}", id);

println!("The state is 'completed' when all of the modified blocks have been
transferred to Amazon S3.");

println!("Use the get-snapshot-state code example to get the state of the
snapshot.");

ok(())

« BX API Hi#4E L |, {2 43&E A CompleteSnapshotF Rust BIAWS SDK API £,

PutSnapshotBlock
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® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

async fn add_block(
client: &Client,
id: &str,
idx: usize,
block: Vec<u8>,
checksum: &str,
) -> Result<(), Error> {
client
.put_snapshot_block()
.snapshot_id(id)
.block_index(idx as i32)
.block_data(ByteStream::from(block))
.checksum(checksum)
.checksum_algorithm(ChecksumAlgorithm: :ChecksumAlgorithmSha256)
.data_length(EBS_BLOCK_SIZE as i32)
.send()
.await?;

0k(())

- BX API HiF4EELR , 5 5&EAPutSnapshotBlockF Rust BJAWS SDK APl &,

StartSnapshot

DT RBRAERT AR StartSnapshot,
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(@ Note
EHEZHEKREER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
ME1To

async fn start(client: &Client, description: &str) -> Result<String, Error> {
let snapshot = client
.start_snapshot()
.description(description)
.encrypted(false)
.volume_size(1)
.send()
.await?;

Ok(snapshot.snapshot_id.unwrap())

- BXx APl HiFME R , 5SS &M StartSnapshotF Rust BIAWS SDK API &,

FEHERT Rust WRHBEF AT ESIWITS# EC2 Rpl

UTRBREEERT T OAERERT Rust B AWS 247 X T EIF Amazon RNATREFKI
Fi7= EC2,

Eh HiR R [ &R R A RS P AT E AR BR R KRB R A

RERKEEFNRBER , LTELTXHRET. BANBITRET BOMERAENMESEHY , &7
DLBEEBAEXZ RN LT XERRE.
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® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)

{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;
match response {
Ok(output) => {
for group in output.security_groups() {
println!(
"Found Security Group {3} ({}), vpc id {3} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_oxr("(none)")
);
}
}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");
}
}
}
- BX API HiFAEER , B3 RWEMDescribeSecurityGroupsF Rust BIAWS SDK API &,
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£ Amazon HLERBR & (AMI) MFRBRIEHIRE |, RigeIEKH,
FIERP , REBER.

T 1P i 5B SEAIMERER.

£/ SSH EZIEHXA , REFERR.
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(@ Note

BEEZHXEER GitHub, £ AWS RIEERHIFHERERTERG , THRINMAHITIRE
Fiz1T,

% EC2InstanceScenario XM B R REIMEN —NEMEIZTHIZEE,

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute

Cloud
//' (Amazon EC2) to do the following:
/7

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2 instances
to

//! control incoming and outgoing traffic.

//' * Find an Amazon Machine Image (AMI) and a compatible instance type.
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//!' * Create an instance that is created from the instance type and AMI you select,
and

//! is configured to use the security group and key pair created in this example.

//! * Stop and restart the instance.

//!' * Create an Elastic IP address and associate it as a consistent IP address for
your instance.

//!' * Connect to your instance with SSH, using both its public IP address and your
Elastic IP

//! address.

//! * Clean up all of the resources created by this example.

use std::net::Ipv4Addr;

use crate::{
ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,

use aws_sdk_ssm::types: :Parameter;

use super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,
security_group: :SecurityGroupManager,

util::ScenarioImage,

i

pub struct Ec2InstanceScenario {
ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {
pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {

ec2,

ssm,

util,

key_pair_manager: Default::default(),
security_group_manager: Default::default(),
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instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

0k(())
}
/// 1. Creates an RSA key pair and saves its private key data as a .pem file in
secure
/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.
pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {
println!( "Let's create an RSA key pair that you can be use to securely
connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(

"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager

.key_paiz()

.key_name()

.ok_or_else(|| EC2Error::new('"No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new("No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {
println!(
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"Found {:?} key {} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

);

ok(())

/// 1. Creates a security group for the default VPC.
/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.

/// 3. Displays information about the security group.

///

/// This function uses <http://checkip.amazonaws.com> to get the current public

IP
/// address of the computer that is running the example. This method works in
most
/// cases. However, depending on how your computer connects to the internet, you
/// might have to manually add your public IP address to the security group by
using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);
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let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e]| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
DS

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)

.await
{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?1}"),
}
}
println!("{3}", self.security_group_manager);
0k(())
}
/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager. Specifying
the
/// '/aws/service/ami-amazon-linux-latest' path returns only the latest AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected AMI
and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.

/// 5. Waits for the instance to be running and then displays its information.

pub async fn create_instance(&mut self) -> Result<(), EC2Error> {

let ami = self.find_image().await?;

let instance_types = self
.ec2
.list_instance_types(&ami.0)
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.await
.map_err(|e| e.add_message("Could not find instance types"))?;
println!(
"There are several instance types that support the {} architecture of
the image.",

ami.Q
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in {:?}",
ami.)))?
);
let instance_type = self.util.select_instance_type(instance_types)?;
println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
&self.ec2,
ami.Q
.image_id()

.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
-map(|sg| vec![sg])
.ok_or_else(|| EC2Error::new("Could not find security group"))?,
)
.await
.map_err(|e| e.add_message("Scenario failed to create instance"))?;

while let Err(err) = self

.ec?2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)
.await
{
println!("{err}");
if lself.util.should_continue_waiting() {
return Err(err);
}
}

println!("Your instance is ready:\n{}", self.instance_manager);

self.display_ssh_info();
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0k(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))
.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec?2
.list_images(params)
.await
.map_err(|e| e.add_message("Could not find images"))?
.into_iter()
.map(ScenarioImage: :from)
.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is
associated

// with the instance, the IP address stays consistent when the instance stops

// and starts.

pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {

println!("Let's stop and start your instance to see what changes.");

println!("Stopping your instance and waiting until it's stopped...");
self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");

self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");

println!("{}", self.instance_manager);

if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
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println!("Every time your instance is restarted, its public IP address
changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance, you
can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
};
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following
command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();
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}

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager
.key_pair()
.key_name()
.unwrap_or("(unknown key pair)")

I
println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()
I
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
I

if self.util.should_clean_resources() {
if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln! ("{erx}")
}
if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln!("{erxr}")
}
if let Err(err) = self.security_group_manager.delete(&self.ec2).await {
eprintln! ("{err}");
}
if let Err(err) = self.key_pair_manager.delete(&self.ec2,
&self.util).await {
eprintln! ("{err}");
}
} else {
println!("0k, not cleaning up any resources!");
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pub async fn run(mut scenario: Ec2InstanceScenario) {
println!

println!(
"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."
)5

println!

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!

scenario.clean_up().await;

println!("Thanks for running!");
println!

EC2impl £HMAEN RN EFEAR , HEBFET SDKiEAH., EC2

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error: :ProvideErrorMetadata,
operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
b
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
},
Client as EC2Client,
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use aws_sdk_ssm: :types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {

pub client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {

pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,

String), EC2Error> {

tracing::info!("Creating key pair {name}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())
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pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
DS

tracing::info!("Created security group {name} as {group_id}");

Ok(group)
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/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();

match groups.len() {
® => 0k(None),
1 => Ok(Some(groups.remove(Q))),
=> Err(EC2Error::new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
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.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

0k(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok (images)

/// List instance types that match an image's architecture and are free tier
eligible.

pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {
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let

);
let

let

let

architecture = format!(

{3,

image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()

)))?

free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")

.values("false")

.build();

supported_architecture_filter = Filter::builder()
.name("processor-info.supported-architecture")
.values(architecture)

.build();

response = self

.client

.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()

.await?;

Ok(response

.instance_types

.unwrap_or_default()

.into_iter()

filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(

&self,

image_id: &'a str,

instance_type: InstanceType,

key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {

let

run_instances = self

.client

.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
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key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");
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Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

first()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

17;
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pub

pub

Ok(instance.clone())

async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

0k(())

async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

0k(())

async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

ok(())
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}

pub

async fn wait_for_instance_stopped(
&self,

instance_id: &str,

duration: Option<Duration>,

) -> Result<(), EC2Error> {

pub

self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),

)),

_ => EC2Error::from(err),

1)?;
0k(())

async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),

EC2Error> {

self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
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"Exceeded max time ({}s) waiting for instance to terminate.",

exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1})7?;
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error::from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)
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pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

{3 {3,

value
.code()
.map(String::from)
.unwrap_oxr("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for EC2Error {3}

impl std::fmt::Display for EC2Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)
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}

SSM £ RENHN BFIBER , EERBFE SSM SDK FA.

use aws_sdk_ssm::{types::Parameter, Client};
use aws_smithy_async::future: :pagination_stream: :TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
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let params = maybe_params

.into_iter()

.collect: :<Result<Vec<Parameter>, _>>()7?;
Ok(params)

B REASN “EEIR KARR SR EN E RN = oI MM BRAY ZHRAY U5 R AR

use aws_sdk_ec2::operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

i
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
return addr;

X
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);
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ok(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}

self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

0k(())

use std::fmt::Display;

use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};
use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.

#[derive(Debug, Default)]

pub struct InstanceManager {
instance: Option<Instance>,
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}

impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==
Some("Name")) {
if let Some(value) = tag.value() {
return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(

&mut self,

ec2: &EC2,

image_id: &str,

instance_type: InstanceType,
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key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;
}
0k(())
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}

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {
writeln!(f, "\tID: {}", instance.instance_id().unwrap_or("(Unknown)"))?;
writeln!(
f,
"\tImage ID: {}",
instance.image_id().unwrap_oxr (" (Unknown)")
VE?
writeln!(
T,
"\tInstance type: {}",
instance
.instance_type()
.map(|it] format!("{itl}"))
.unwrap_or("(Unknown)".to_string())
VE?
writeln!(
T,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
)?;
writeln!(f, "\tVPC ID: {}", instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
T,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")
)?;
let instance_state = instance
.state
.as_ref()
-map(|is| {
is.name()
.map(|isn| format!("{isn}"))
.unwrap_or("(Unknown)".to_string())
)
.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_state}")?;
} else {
writeln!(f, "\tNo loaded instance")?;
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ok(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types::KeyPairInfo;
use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.
#[derive(Debug)]
pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()

pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2 instance.

/// The returned key pair contains private key information that cannot be
retrieved

/// again. The private key data is stored as a .pem file.

/17
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/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

s
let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
0k(())

pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
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fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;
use aws_sdk_ec2::types::SecurityGroup;
use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();

self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

0k(())
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pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

};

0k(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,
)
.await?;

};

0k(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())

pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {
writeln!(
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i
"Security group: {}",

sg.group_name().unwrap_or("(unknown group)")

)?;
writeln!(f, "\tID: {}", sg.group_id().unwrap_or("(unknown group
id)"))?;
writeln!(f, "\tVPC: {}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;
}
}
0k(())
}
None => writeln!(f, "No security group loaded."),
}
}
}
BENEETYAR,

use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario: :{run, Ec2InstanceScenario},
util::UtilImpl,
1,
ssm: :SSM,
b7

#[tokio::main]

async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::load_from_env().await;
let ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
let ssm = SSM::new(aws_sdk_ssm::Client: :new(&sdk_config));
let util = UtilImpl {3};
let scenario = Ec2InstanceScenario::new(ec2, ssm, util);
run(scenario).await;
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}
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FE AT Rust B SDK

® Note
REEZHXEE GitHub, £ AWS KRB RHIF#ERERTERG , THRINMAHTIRE
MZ1T,

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

« BXx APl WiFHEER | FS M EMAllocateAddress T Rust BIAWS SDK API &#,

AssociateAddress
LT RBRHEER T AIEH AssociateAddress,

EAT Rust B9 SDK

(® Note

EREZHKEER GitHub, & AWS RIS RAIFMHEFRERTERS , 7HMNMAHTIRE

FE1To

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client

BReE

354


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.allocate_address
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples

AWS SDK for Rust FRARER

.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

« Bx API NFMEER |, 5 pEAAssociateAddress T Rust BWAWS SDK API &,

AuthorizeSecurityGroupIngress
LT RERHERT (A #E A AuthorizeSecurityGroupIngress,

EAT Rust B9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
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.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

« BX API iFE S |, 2 195& A AuthorizeSecurityGrouplngress F Rust BIAWS SDK API &

%,

CreateKeyPair
DTFREBROVERT WAEA CreateKeyPair,

EAT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFREFERTERG , 7THIMAHITRE
MiZ1T,

Rust X3 , © A EC2 EF M create_key_pair FHIZEUR B #I##,

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {

tracing::info!("Creating key pair {name}");

let output = self.client.create_key_pair().key_name(name).send().await?;

let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();

let material = output
.key_material

.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;

Ok((info, material))
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}

—/NEH create_key impl &£ #{R7F PEM FAARY B,

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

YIE

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

« BX API HiFE L | 2 19&E A CreateKeyPairF Rust BHAWS SDK APl $#,

CreateSecurityGroup

TR RBRGVERT iAEA CreateSecurityGroup,
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® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
)%y

tracing::info!("Created security group {name} as {group_id}");

Ok(group)
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- BX API Hi#EEL , iS5 :& A CreateSecurityGroupF Rust BJAWS SDK APl &%,

CreateTags
TR RBERGERT IAER CreateTags,

FEAT Rust B SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
METT.

L RBITERIESSHIFFENA Name #RE,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
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.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildexr()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

- BX APIWHEAFEE , S HE M CreateTags T Rust FIAWS SDK APl 2%,

DeleteKeyPair

DTRREBROVERT taEA DeleteKeyPair,
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(@ Note

EHEZHXEELR GitHub, £ AWS R REIFHEEHERTERG , 7HNAIHITIRE
FIE1To

‘A% delete_key , ©EAMBRE &R PEM FA47,

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
0k(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

- BXx APl HiFMER , S EMADeleteKeyPairT Rust WAWS SDK APl %,

DeleteSecurityGroup

LTRBREER T WA EA DeleteSecurityGroups
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FE AT Rust B SDK

® Note
REEZHXEE GitHub, £ AWS KRB RHIF#ERERTERG , THRINMAHTIRE
MZ1T,

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

0k(())

- BX API iFEE | 15 95&E A DeleteSecurityGroupF Rust ®IAWS SDK APl &%,

DeleteSnapshot
TR BREVERT W{AEA DeleteSnapshot.

EATF Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMABHITRE
Miz1T,

async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
client.delete_snapshot().snapshot_id(id).send().await?;

println!("Deleted");

ok(())
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}

« BX API i#EL |, i§2 &M DeleteSnapshotF Rust BIAWS SDK APl £,

DescribeImages
AT RBRAVERT {AEA DescribeImages,

EAT Rust B9 SDK

(® Note
EREZHKRIEER GitHub, # AWS KB RHIFEEFERTERE , THRIAHRTRE
METT.

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)

EAH A SSM B list_images EBURIEERIINEHITIRE. BX SSM WEZSFHEER , FZH
https://docs.aws.amazon.com/systems-manager/ latest/userguide/example _ss GetParameters m_
_section.html,

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
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let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()

.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

- BXx APl BiFME R , S FI&EMDescribelmagesF Rust BIAWS SDK APl &2,

DescribeInstanceStatus

LT RBREER T WAI{EH DescribeInstanceStatus,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS I RAIFEEFRERTERS , 7HMMAHTIRE

~—

FHIZ1T,

async fn show_all_events(client: &Client) -> Result<(), Error> {
let resp = client.describe_regions().send().await.unwrap();

for region in resp.regions.unwrap_or_default() {
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let reg: &'static str = Box::leak(Box::from(region.region_name().unwrap()));

let region_provider = RegionProviderChain::default_provider().or_else(reqg);

let config = aws_config::from_env().region(region_provider).load().await;
let new_client = Client::new(&config);

let resp = new_client.describe_instance_status().send().await;

println!("Instances in region {}:", reg);
println!();

for status in resp.unwrap().instance_statuses() {
println!(
" Events scheduled for instance ID: {}",
status.instance_id().unwrap_or_default()

);
for event in status.events() {
println! (" Event ID: {3",
event.instance_event_id().unwrap());
println! (" Description: {}", event.description().unwrap());
println! (" Event code: {3}", event.code().unwrap().as_ref());
println!();
}
}
}
0k(())

« Bx API WFHELR |, 55 & A DescribelnstanceStatusF Rust BIAWS SDK APl &%,

DescribeInstanceTypes

T RERHERT (A DescribeInstanceTypes,

EA T Rust B9 SDK

(® Note
EHEZHKRIEL GitHub,  AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.
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/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
.filter_map(|iti| iti.instance_type)
.collect())

- BX API iF4ELR , 3 &EADescribelnstanceTypesF Rust ®JAWS SDK APl &%,

DescribeInstances

AR RGER T WA {E A DescribeInstances,
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FE AT Rust B SDK

(® Note
EREZHEREER GitHub, £ AWS RIS RHIFHEFRERTER , THRMOMHITIRE
METT.

3R EC2 KHIRVFAE B,

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

First()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

First()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

1;

Ok(instance.clone())

Bl EC2 XHlE , RRAFMEFAES

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(

&mut self,

ec2: &EC2,
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image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

« Bx API N¥FMELR |, 35 iEADescribelnstancesT Rust BIAWS SDK APl &%,

DescribeKeyPairs

TR RBRAVERT WA EA DescribeKeyPairs,

EAT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

- X APIWiFMEER , BSHEMDescribeKeyPairs T Rust BWAWS SDK APl &%,

DescribeRegions

ATRBRAVERT {AEA DescribeRegions,
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FE AT Rust B SDK

® Note
REEZHXEE GitHub, £ AWS KRB RHIF#ERERTERG , THRINMAHTIRE
MZ1T,

async fn show_regions(client: &Client) -> Result<(), Error> {
let rsp = client.describe_regions().send().await?;

println!("Regions:");
for region in rsp.regions() {
println!(" {3}", region.region_name().unwrap());

}

ok(())

« BX APl HFMER , S 95EMADescribeRegionsF Rust BIAWS SDK API &,

DescribeSecurityGroups
TR RERHVER T WA A DescribeSecurityGroups,

EATF Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMABHITRE
Miz1T,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
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.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {3} ({}), vpc id {} and description {}",

group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_oxr("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");

- BX API iF4E LR |, 125 95&E B DescribeSecurityGroupsF Rust BWAWS SDK API %,

DescribeSnapshots
AT RERBNER T A DescribeSnapshots,

FEAT Rust B SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
ME1To

AR BRRE

async fn show_state(client: &Client, id: &str) -> Result<(), Error> {
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let resp = client
.describe_snapshots()
.filters(Filter::builder().name("snapshot-id").values(id).build())

.send()
.await?;
println!(
"State: {}",
resp.snapshots().first().unwrap().state().unwrap().as_ref()
);
ok(())

async fn show_snapshots(client: &Client) -> Result<(), Error> {

// "self" represents your account ID.

// You can list the snapshots for any account by replacing

// "self" with that account ID.

let resp = client.describe_snapshots().owner_ids("self").send().await?;
let snapshots = resp.snapshots();

let length = snapshots.len();

for snapshot in snapshots {

println!(
"1D: {3,
snapshot.snapshot_id().unwrap_or_default()

);

println!(
"Description: {}",
snapshot.description().unwrap_or_default()

);

println!("State: {3}", snapshot.state().unwrap().as_ref());

println!();

println!();
println!("Found {} snapshot(s)", length);
println!();

0k(())
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- BX API HFE R |, S 95EADescribeSnapshotsF Rust BIAWS SDK API &,

DisassociateAddress
LT RBRHEESRT A{EH DisassociateAddress,

FEAT Rust B SDK

® Note
BBEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)
.send()
.await?;

ok(())

. Bx API WiFELR |, 55 iE A DisassociateAddressF Rust BIAWS SDK APl &%,

RebootInstances
AR RBIER T A H RebootInstances,

EATF Rust B SDK

(® Note
EREZHEREE GitHub, £ AWS KEBRPIFHEFRERTER , THMOMHITIRE
MZE1To

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
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if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

Flan | FEARS A API, LIRS AL TFEFLEFMFBERS. EH Waiters APl EETE rust XHHEE
A “fE A aws_sdk_ec2:: client:: Waiters”,

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

)),
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_ => EC2Error::from(err),
17?;
ok(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),

),

_ => EC2Error::from(err),

17;
ok(())
}
« X API W FAEE. |, i3 & HARebootinstancesF Rust BIAWS SDK API &#,
ReleaseAddress

LUTRIBREERT WfAEH ReleaseAddress,

FE AT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {

BE 374


https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.reboot_instances
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples

AWS SDK for Rust FRARER

self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

« Bx API N¥HEELR |, 55 9iEAReleaseAddressT Rust BHAWS SDK AP| &#,

RunInstances

UTRBREETT WAFEMA RunInstances,

EAT Rust B9 SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFH#EFEFRERTER , THMOMHITIRE
ME1T,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,

)
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.set_security_group_ids(Some(
security_groups

.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),

))

.min_count(1)

.max_count(1)

.send()

.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildex()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

« BXx APl WiFHEER | 3 EMARuninstancesF Rust BWAWS SDK AP| &#&,
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StartInstances

LT RBREETRT W{AEEA StartInstances,

EAT Rust B9 SDK

(® Note
EHEZHMKREER GitHub, # AWS KB ROIFEEFERTERE , THRNAHRTRE
ME1T,

& EC2 34| ID B354,

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

0k(())

£/ Waiters AP F&FR1# ARERSTRERN “EE” IR, A Waiters APl EETE rust X 4F
FERA “fE aws_sdk_ec2:: client:; Waiters”s

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
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.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

)),

_ => EC2Error::from(err),

1)7?;
0k(())

. Bx API N¥MELR |, F35 & StartinstancesF Rust BIAWS SDK APl &%,

StopInstances

TR RBER T A StopInstances,

EAT Rust B9 SDK

(® Note
EREZMEREER GitHub, £ AWS RIS RHIFHEFRERTER , THMOMHITIRE
ME1T,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

ok(())
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}

A Waiters APl F 5 6l4 F5 LIRS, A Waiters AP FEE rust XHHER “EH

aws_sdk_ec2:: client:: Waiters”,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

ok(())

- BX API WiFMEER |, S HEMStoplnstancesF Rust BWAWS SDK APl &,

TerminateInstances
LR RGERT MAEH TerminateInstances,

EAT Rust B9 SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRNAHRTRE
ME1T,

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
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self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

0k(())

£ Waiters APl &3R4 ABL LIRS, A Waiters API EETE rust XHHFER “6EH
aws_sdk_ec?2:: client:: Waiters”,

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
hE7
0k(())

« Bx API NFMEER |, S EATerminatelnstancesT Rust BWAWS SDK API &,

£ SDK for Rust B9 Amazon ECR 4l

UTRBROIEERTRT WAERHH Amazon ECR B Rust AWS TR TEGRMITREMZIAEL
m=o

BRERKEEFNABER , KAELTNHET. BULEBEIRETBNFAARENRSEHEK , &7
LB HBEXZ RN L TXERRE,
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BRI E—NMENTBRABNERE , ZADMNPRIEXOFAE L TXHRENSTRIBR
BH,
F&:

- B
BR1E
DescribeRepositories
LR RBIER T t{a] 5 DescribeRepositories,
EA T Rust 8 SDK

® Note
BB ELZHXREER GitHub, £ AWS RIEBRAIFEEFERTERS , 7HRINAHITIRE

« BX APl WFHEER ,

ME1To

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(), aws_sdk_ecr::Error>

{

let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {} repositories:

for repo in repos {

println!(" ARN: {}", repo.
println!(" Name: {}", repo.

}

ok(())

", repos.len());

repository_arn().unwrap());
repository_name().unwrap());

&2 #i& B DescribeRepositories T Rust BJAWS SDK APl %,
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ListImages

LR RBREERT AR ListImages,
EA T Rust 8 SDK

® Note
BB ELZHREER GitHub, £ AWS R RHIFEEFERTERS , 7HRIOAHTIRE
MZ1T,

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());
for image in images {
println!(
"image: {}:{3}",
image.image_tag().unwrap(),

image.image_digest().unwrap()

);

ok(())

- BXAPIHEMAEE , BSHERListimages T Rust ®HAWS SDK APl &%,
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£ SDK for Rust 89 Amazon ECS R4

LTRBREIEERRT AERERT Rust B AWS B#F 4 T E8H Amazon ECS RTIEREM
SMERF S,

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEY , &7
LESRHEXZZN ETXERRF,

BANTROIHIE - NMEOTRFERBNERE  SAUNPRIBEXUOAE L TXHPRENEZTRBHINR
B,

CreateCluster

LUTFRBREVERT WAEA CreateCluster,

EAT Rust By SDK

(® Note
EREZHEREER GitHub, £ AWS RIS RHIFHEFERTER , THMOMHITIRE
ME1T,

async fn make_cluster(client: &aws_sdk_ecs::Client, name: &str) -> Result<(),
aws_sdk_ecs: :Error> {
let cluster = client.create_cluster().cluster_name(name).send().await?;
println!("cluster created: {:?}", cluster);

ok(())

« BXx APl WiFHEER , FS &M CreateClusterT Rust BWIAWS SDK APl &%,
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DeleteCluster
LR RGERT WA {EH DeleteCluster,

EAT Rust By SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RHIF#EFERTER , THMOMHITIRE
MZE1To

async fn remove_cluster(
client: &aws_sdk_ecs::Client,
name: &str,
) -> Result<(), aws_sdk_ecs::Error> {
let cluster_deleted = client.delete_cluster().cluster(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

. X API WiFHEER , BE3EMDeleteClusterT Rust BWAWS SDK APl &%,

DescribeClusters
LT RBREER T W{AIEH DescribeClusters,

EAT Rust B9 SDK

(@ Note

EHEZHXEELR GitHub, £ AWS R REIFHEEHERTERG , 7HNAUHITIRE
FIE1To

async fn show_clusters(client: &aws_sdk_ecs::Client) -> Result<(),
aws_sdk_ecs: :Error> {
let resp = client.list_clusters().send().await?;
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let cluster_arns = resp.cluster_arns();
println!("Found {3} clusters:", cluster_arns.len());

let clusters = client
.describe_clusters()
.set_clusters(Some(cluster_arns.into()))
.send()
.await?;

for cluster in clusters.clusters() {
println!(" ARN: {3}", cluster.cluster_arn().unwrap());
println!(" Name: {}", cluster.cluster_name().unwrap());

}

0k(())

« X APl NiFHEER |, S EMDescribeClustersT Rust BIAWS SDK AP| £,

£ SDK for Rust B9 Amazon EKS R4l

UTRBREAQEERT WAERERT Rust WEHF AT EZF Amazon E AWS KS RIITERIER
SSUELT R,

BRERAEEFNRBHES , XTELTXHET. EUULESRETBENABRAENMRSEE , &7
LB EHBEXZ RN ETXERRKE,

SARABEE—MEOEBRRBOEE , ETUNPRIEXNAE LT RBAETRBH Y
%,

F&

- B
BE
CreateCluster

LUTRIBREVERT WAEA CreateCluster,
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

async fn make_clustexr(
client: &aws_sdk_eks::Client,
name: &str,
arn: &str,
subnet_ids: Vec<String>,
) -> Result<(), aws_sdk_eks::Error> {
let cluster = client
.create_cluster()
.name(name)
.role_arn(arn)
.resources_vpc_config(
VpcConfigRequest: :builder()
.set_subnet_ids(Some(subnet_ids))
.build(),
)
.send()
.await?;
println!("cluster created: {:?}", cluster);

ok(())

. BX APl WiFHEER , BES &M CreateClusterT Rust BWAWS SDK APl $#,

DeleteCluster

LUTRIEBREERT IfAEA DeleteCluster,
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FE AT Rust B SDK

® Note

RBEEZHXEE GitHub, £ AWS KB ROl F#ERERTERG , THRINMARITIRE
*uL’fTo

async fn remove_cluster(
client: &aws_sdk_eks::Client,
name: &str,
) -> Result<(), aws_sdk_eks::Error> {
let cluster_deleted = client.delete_cluster().name(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

. BX APl WiFHEER |, BE3HEMDeleteClusterT Rust BWIAWS SDK APl &%,

AWS Glue f# 8 Rust X SDK B =451
DLTRERGEERERRT MAFEHAERT Rust B9 AWS SDK RIITIREMSSME L= AWS Glue.
HitsMR 2O S E R NAERS P RITERIRENRB =G,

BRERREEFNRBES  LTELTXPIET. SAALESRET BN RAENMRSRE , &7
LB HBEXZEN ETXERRF,

BRI E—NMERTRRRBHEE , ZAUMNPKIBEXROMAELTXHRREMETREBHHR
B,

T 3R 6
{REF AWS Glue

TR REIER T (AT 8 6EH AWS Glueo
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FE AT Rust B SDK

® Note

EBEZHEREEL GitHub, £ AWS R RPIFHEFERTER , 7THRMOMHITIRE

—

ME1To

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

- BX API WFHMEE. , S EMListlobsTF Rust WAWS SDK API &%,

F&
- EXEE
- BE

EARINgE
T RETRHR
AT RBTHIRT T 04T -

- BIEECMEZR , JEEHE Amazon S3 FHEHERTE CSV BN THIBEBNBIERE.
o S EN PR BIEE M KRNI REE AWS Glue Data Catalog.

- BIEES M S3 FEMBIREL CSV KiE , HIRBURE , RN JSON XAV H M E 5 —1 S3 7

R T
- JIIHAXFLETHEES , EFRRENEE  FBERAR.
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EXEZER , BESREIE : AWS Glue Studio Al,

FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

BIEHZITIEMFEF , MTEH2# Amazon Simple Storage Service ( Amazon S3 ) & @H £ R —
MERE KW CSV BABEN THRBEHIEE.

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),

}?;

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;
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match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

Hll R B Y R BE M kI #E <18 5. AWS Glue Data Catalog.

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(]|| GlueMvpError::Unknown("Could not find
database".into()))?;

let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

B HZ1T1ES , MR Amazon S3 Z&fBIZE CSV HiE , EBIMIRMEan B FERX Ht 174 |
AREHF JSON XA g2 %S — 4 Amazon S3 F##EH,

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
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.command (
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

i BRIE R B2 B PR BR

glue.delete_job()
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- BX API #HEER

.job_name(self.job())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

glue.delete_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

CreateCrawler

CreatedJob

DeleteCrawler

DeleteDatabase
Deletedob
DeleteTable

GetCrawler
GetDatabase
GetDatabases
GetJob
GetJobRun

52 (AWS SDK for Rust API &%) sy T EH,

EAXTRE
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* GetJobRuns
GetTables
ListJobs

StartCrawler

StartJobRun

CreateCrawler
LR REERT IAERA CreateCrawler,

EA T Rust B9 SDK

(@ Note
EHEZHEKREER GitHub,  AWS KB ROIFEEFERTERE , THRIAHRTRE
ME1To

let create_crawler = glue
.create_crawler()
.name(self.crawlexr())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");
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0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),
}?;

« Bx API WFHEER |, 55 & A CreateCrawlerF Rust WAWS SDK API &,

Createlob
LUTRBREET T A A Createlob,

EAT Rust B9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command (
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;
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« BXx APl NiFHEER , FSHEMCreateJobT Rust BWAWS SDK API &,

DeleteCrawler

UTRIBREVERT WfAEA DeleteCrawler,

EAT Rust B9 SDK

(@ Note
EBEZHEREE GitHub, £ AWS R RHIFHEFERTER , 7THRMOMHITIRE
ME1T,

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« BXx APl WiFHEER , F5 M EMDeleteCrawlerF Rust BIAWS SDK AP| &,

DeleteDatabase

LT RIBRBERT WfAE A DeleteDatabase,

EA T Rust B9 SDK

® Note
BB ELZHKXREER GitHub, £ AWS KB RAIFEEPERTERS , 7HRMOMAHITIRE
MZ1T,

glue.delete_database()
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.name(self.database())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

« BXx APl NiFHEER |, FS M EMDeleteDatabase T Rust BIAWS SDK APl $#,

Deletelob
LU RBREER T {A4E A Deletelob,

EAT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS R RAIFEEFERTERG , 7THMMABHITRE
MZ1T,

glue.delete_job()
.job_name(self.job())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« X API NiFHEER |, H3EEMDeleteJobT Rust BIAWS SDK AP| ¥,

DeleteTable
LT RS RGER T {AEH DeleteTable,

FEAT Rust B SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RPIFHEFRERTER , THOMHITIRE
MZE1To
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for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

- BX API WiFHER , HS &M DeleteTable T Rust FHAWS SDK APl &%,

GetCrawler

LT RERGERT AER GetCrawler,

EAT Rust By SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RHIFH#EFERTER , THOMIITIRE
M=1To

let tmp_crawler = glue
.get_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

« X APl WiFHEER |, H3FEMGetCrawlerT Rust BWIAWS SDK APl &%,

GetDatabase

AR RGER T IfA{EH GetDatabase,
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FE AT Rust B SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFHEFEFRERTER , THRMOMHITIRE
MZE1To

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

« X API WiFHER | F5HEMGetDatabaseF Rust WAWS SDK APl &%,

GetJobRun

UTRBREERT AR GetJobRun,

EAT Rust By SDK

@ Note
HEBEEZMEKXER GitHub, £ AWS R RAIFEEFERTERE , THOMAHRITRE
MiZ1T,
let get_job_run = || async {

Ok: :<JobRun, GlueMvpError>(
glue.get_job_xrun()
.job_name(self.job())
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.run_id(job_run_id.to_string())

.send()

.await

.map_err(GlueMvpError::from_glue_sdk)?

.job_run()

.ok_or_else(|| GlueMvpError::Unknown("Failed to get
job_run".into()))?

.to_owned(),

};

let mut job_run = get_job_run().await?;
let mut state =
job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

while matches!/(
state,
JobRunState::Starting | JobRunState::Stopping | JobRunState::Running

) {
info!(?state, "Waiting for job to finish");
tokio::time::sleep(self.wait_delay).await;
job_run = get_job_run().await?;
state = job_run.job_run_state().unwrap_or(&unknown_state).to_owned();
}

« BXx APl NiFHER | F3MEEMAGetJobRunT Rust BIAWS SDK APl &#,

GetTables
UTRBREERT AR GetTables,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMEEFRERTERS , 7HMMAHTIRE

~—

FIZ1T,

let tables = glue
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.get_tables()
.database_name(self.database())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

- BX API WFMEE. , BESEMGetTables T Rust KHAWS SDK APl &%,

ListJobs
AR RGER T A A ListJobs,

FEAT Rust B SDK

(® Note
EREZHEREE GitHub, £ AWS KIS RHIFHEFRERTER , THMOMHITIRE
ME1To

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")
}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

. BXx API WiFHEER |, FZFEEAListJobsT Rust BWAWS SDK APl &%,

StartCrawler

LTFRBREVERT WAEA StartCrawler,
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let start_crawler = glue.start_crawler().name(self.crawler()).send().await;
match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {

aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

« BXx APl WiFHEER |, FS M EMStartCrawlerT Rust BIAWS SDK APl &%,
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let job_run_output = glue
.start_job_run()
.job_name(self.job())
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.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

« BXx APl WiFHEER , F5 M EMAStartJobRunT Rust BWAWS SDK APl &%,
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3 B src/bin/hello .rs.

use aws_sdk_iam: :error: :SdkError;
use aws_sdk_iam: :operation::list_policies::ListPoliciesError;
use clap::Parser;

const PATH_PREFIX_HELP: &str = "The path prefix for filtering the results.";

#[derive(Debug, clap::Parser)]

#[ command(about)]

struct HelloScenarioArgs {
#[arg(long, default_value="/", help=PATH_PREFIX_HELP)]
pub path_prefix: String,

#[tokio: :main]

async fn main() -> Result<(), SdkError<ListPoliciesError>> {
let sdk_config = aws_config::load_from_env().await;
let client = aws_sdk_iam::Client::new(&sdk_config);
let args = HelloScenarioArgs::parse();

iam_service::1list_policies(client, args.path_prefix).await?;

ok(())

3k 8 src/ .r iam-service-lib s.

pub async fn list_policies(
client: iamClient,
path_prefix: String,
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) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

-map(|p| {
let name = p
.policy_name
.unwrap_or_else(]|| "Missing Policy Name".to_string());
println!("{}", name);
name
b
.collect();

Ok(policy_names)

« BXx APl WiFHEER |, F5 M EMListPoliciesT Rust BHAWS SDK APl &%,
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use aws_config::meta::region::RegionProviderChain;

use aws_sdk_iam::Error as iamError;

use aws_sdk_iam::{config::Credentials as iamCredentials, config::Region, Client as
iamClient};

use aws_sdk_s3::Client as s3Client;

use aws_sdk_sts::Client as stsClient;

use tokio::time::{sleep, Duration};

use uuid::Uuid;

#[tokio::main]
async fn main() -> Result<(), iamError> {
let (client, uuid, 1list_all_buckets_policy_document, inline_policy_document) =
initialize_variables().await;

if let Err(e) = run_iam_operations(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,
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)

.await

{

i

println!("{:?}", e);

ok(())

async fn initialize_variables() -> (iamClient, String, String, String) {

let

region_provider = RegionProviderChain::first_try(Region: :new("us-west-2"));

let shared_config = aws_config::from_env().region(region_provider).load().await;

let
let

let

}Il

.to_

let

}Il

.to_

client = iamClient::new(&shared_config);
uuid = Uuid::new_v4().to_string();

list_all_buckets_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

string();
inline_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"sts:AssumeRole\",
\"Resource\": \"{}\"}]

string();

client,

uuid,
list_all_buckets_policy_document,
inline_policy_document,

async fn run_iam_operations(

client: iamClient,

uuid: String,
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list_all_buckets_policy_document: String,

inline_policy_document: String,
) -> Result<(), iamError> {

let user = jiam_service::create_user(&client, &format!("{3}{}", "iam_demo_user_",
uuid)).await?;

println!("Created the user with the name: {}", user.user_name());

let key = iam_service::create_access_key(&client, user.user_name()).await?;

let assume_role_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{J}\"},
\"Action\": \'"sts:AssumeRole\"
1]
}Il
.to_string()
.replace("{}", user.arn());

let assume_role_role = iam_service::create_role(
&client,
&format! ("{3}{}", "iam_demo_role_", uuid),
&assume_role_policy_document,

)

.await?;

println!("Created the role with the ARN: {}", assume_role_role.arn());

let list_all_buckets_policy = iam_service::create_policy(
&client,
&format! ("{3}{}", "iam_demo_policy_ ", uuid),
&list_all_buckets_policy_document,

)
.await?;
println!(
"Created policy: {}",
list_all_buckets_policy.policy_name.as_ref().unwrap()
);

let attach_role_policy_result =
iam_service::attach_role_policy(&client, &assume_role_role,
&list_all_buckets_policy)
.await?;
println!(
"Attached the policy to the role: {:?}",
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attach_role_policy_result

);

let inline_policy_name = format!("{}{}", "iam_demo_inline_policy_", uuid);

let inline_policy_document = inline_policy_document.replace("{}",
assume_role_role.arn());
iam_service::create_user_policy(&client, &user, &inline_policy_name,
&inline_policy_document)
.await?;
println!("Created inline policy.");

//First, fail to list the buckets with the user.
let creds = iamCredentials::from_keys(key.access_key_id(),
key.secret_access_key(), None);
let fail_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
println!("Fail config: {:?}", fail_config);
let fail_client: s3Client = s3Client::new(&fail_config);
match fail_client.list_buckets().send().await {
Ok(e) => {
println!("This should not run. {:?}", e);

}
Err(e) => {

println!("Successfully failed with error: {:?3}", e)
}

let sts_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
let sts_client: stsClient = stsClient::new(&sts_config);
sleep(Duration::from_secs(10)).await;
let assumed_role = sts_client
.assume_role()
.role_arn(assume_role_role.arn())

.role_session_name(format!("iam_demo_assumerole_session_{uuid}"))

.send()

.await;
println!("Assumed role: {:?}", assumed_role);
sleep(Duration::from_secs(10)).await;
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let assumed_credentials = iamCredentials::from_keys(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.access_key_id(),
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.secret_access_key(),
Some(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.session_token
.clone(),
),
I

let succeed_config = aws_config::from_env()
.credentials_provider(assumed_credentials)
.load()
.await;
println!("succeed config: {:?3}", succeed_config);
let succeed_client: s3Client = s3Client::new(&succeed_config);
sleep(Duration::from_secs(10)).await;
match succeed_client.list_buckets().send().await {
Ok(_) => {
println!("This should now run successfully.")

}

Err(e) => {
println!("This should not run. {:?}", e);
panic!()

}
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- BXAPI HHAER , 17

//Clean up.

iam_service: :detach_role_policy(

&client,

assume_role_role.role_name(),
list_all_buckets_policy.arn().unwrap_or_default(),

)

.await?;

iam_service::delete_policy(&client, list_all_buckets_policy).await?;

iam_service::delete_role(&client, &assume_role_role).await?;
println!("Deleted role {}", assume_role_role.role_name());
iam_service::delete_access_key(&client, &user, &key).await?;
println!("Deleted key for {3}", key.user_name());

iam_service::delete_user_policy(&client, &user, &inline_policy_name)

println!("Deleted inline user policy: {}", inline_policy_name);
iam_service::delete_user(&client, &user).await?;
println!("Deleted user {}", user.user_name());

0k(())

AttachRolePolicy

CreateAccessKey

CreatePolicy

CreateRole
CreateUser

DeleteAccessKey

DeletePolicy

DeleteRole
DeleteUser

DeleteUserPolicy

DetachRolePolicy

PutUserPolicy

2% (AWS SDK for Rust APl &) By T E &,

.await?;
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pub async fn attach_role_policy(
client: &iamClient,
role: &Role,
policy: &Policy,
) -> Result<AttachRolePolicyOutput, SdkError<AttachRolePolicyError>> {
client
.attach_role_policy()
.role_name(role.role_name())
.policy_arn(policy.arn().unwrap_or_default())
.send()
.await

- BX API HiFMEER |, B3 EMAttachRolePolicy T Rust BIAWS SDK API &%,
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pub async fn attach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.attach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())
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FE1To

pub async fn create_access_key(client: &iamClient, user_name: &str) ->
Result<AccessKey, iamError> {

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<CreateAccessKeyOutput, SdkError<CreateAccessKeyError>> =
loop {
match client.create_access_key().user_name(user_name).send().await {
Ok(inner_response) => {
break Ok(inner_response);
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Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

i

Ok(response.unwrap().access_key.unwrap())

« BX API ¥ EEL |, S &M CreateAccessKeyF Rust BHAWS SDK APl &%,
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pub async fn create_policy(
client: &iamClient,
policy_name: &str,
policy_document: &str,
) -> Result<Policy, iamError> {
let policy = client
.create_policy()
.policy_name(policy_name)
.policy_document(policy_document)
.send()
.await?;
Ok(policy.policy.unwrap())
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pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

i

Ok(response.role.unwrap())

. X API WiFHEER |, BH3 &M CreateRoleT Rust BIAWS SDK API $#,
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pub async fn create_service_linked_role(
client: &iamClient,
aws_service_name: String,
custom_suffix: Option<String>,
description: Option<String>,
) -> Result<CreateServicelLinkedRoleOutput, SdkError<CreateServicelLinkedRoleError>> {
let response = client
.create_service_linked_role()
.aws_service_name(aws_service_name)
.set_custom_suffix(custom_suffix)
.set_description(description)
.send()
.await?;

Ok(response)
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pub async fn create_user(client: &iamClient, user_name: &str) -> Result<User,
iamError> {
let response = client.create_user().user_name(user_name).send().await?;

Ok(response.user.unwrap())

« BXx APl WiFHEER |, F5 M EMCreateUserT Rust BIAWS SDK API &,
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pub async fn delete_access_key(
client: &iamClient,
user: &User,
key: &AccessKey,
) -> Result<(), iamError> {
loop {
match client
.delete_access_key()
.user_name(user.user_name())
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.access_key_id(key.access_key_id())
.send()
.await
{
Ok(_) => {
break;
}
Err(e) => {
println!("Can't delete the access key: {:?}", e);
sleep(Duration::from_secs(2)).await;
}
}
}
ok(())
}
« BX API iFEEL |, i3 9EADeleteAccessKeyF Rust BHAWS SDK APl $#,
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pub async fn delete_policy(client: &iamClient, policy: Policy) -> Result<(),
iamError> {

client
.delete_policy()
.policy_arn(policy.arn.unwrap())
.send()
.await?;

0k(())
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pub async fn delete_role(client: &iamClient, role: &Role) -> Result<(), iamError> {
let role = role.clone();
while client
.delete_role()
.role_name(role.role_name())

.send()

.await

.is_err()
{

sleep(Duration::from_secs(2)).await;
}
0k(())

« BXx APl NiFHEER |, F5 M EMDeleteRoleT Rust BIAWS SDK APl %,

DeleteServicelLinkedRole

LT RBREESR T A EH DeleteServicelLinkedRole,

BE 418


https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.delete_policy
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iam#code-examples
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.delete_role

AWS SDK for Rust FRARER

FE AT Rust B SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFHEFEFRERTER , THRMOMHITIRE
ME1T,

pub async fn delete_service_linked_role(
client: &iamClient,
role_name: &str,
) -> Result<(), iamError> {
client
.delete_service_linked_role()
.role_name(role_name)
.send()
.await?;

ok(())

« X API WFHEE. |, FS & HDeleteServiceLinkedRoleF Rust BIAWS SDK APl &%,
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pub async fn delete_user(client: &iamClient, user: &User) -> Result<(),
SdkError<DeleteUserError>> {

let user = user.clone();
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let mut tries: i32 = 0;
let max_tries: i32 10;

let response: Result<(), SdkError<DeleteUserError>> = loop {
match client
.delete_user()
.user_name(user.user_name())
.send()
.await

Ok(_) => {
break 0k(());
}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

};

response

« BXx APl NiFHEER |, F5 ¥ EMDeleteUserT Rust BIAWS SDK APl &#,
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pub async fn delete_user_policy(
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FEARIERE
client: &iamClient,
user: &User,
policy_name: &str,
) -> Result<(), SdkError<DeleteUserPolicyError>> {
client
.delete_user_policy()
.user_name(user.user_name())
.policy_name(policy_name)
.send()
.await?;
ok(())
}
- BXx APl HiFMER , 5SS &M DeleteUserPolicy T Rust BIAWS SDK APl &%,
DetachRolePolicy
LUTRIBRPIERT M{AEA DetachRolePolicy,
EAT Rust B SDK
(® Note
EEELZHXER GitHub, £ AWS RETRAFREEPERTETRS , THOMAHITIZE
FME1T

pub async fn detach_role_policy(
client: &iamClient,
role_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_role_policy()
.role_name(role_name)
.policy_arn(policy_azrn)
.send()
.await?;
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ok(())

- BXx API HiFME R , i5S &M DetachRolePolicy T Rust BIAWS SDK API %,

DetachUserPolicy

R REBRGNER T i £ A DetachUserPolicy,

EAT Rust B SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAMHITRE
MZ1T,

pub async fn detach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

« BX API i#4EL |, S i&EADetachUserPolicy F Rust BHAWS SDK APl $#,

GetAccountPasswordPolicy

LT RBRAERT AR GetAccountPasswordPolicy,
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FE AT Rust B SDK

@ Note

BB EZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNATHITIRE
FE1To

pub async fn get_account_password_policy(
client: &iamClient,
) -> Result<GetAccountPasswordPolicyOutput, SdkError<GetAccountPasswordPolicyError>>

{

let response = client.get_account_password_policy().send().await?;

Ok(response)

« BX API iFELR | 125 95& A GetAccountPasswordPolicy T Rust BIAWS SDK API &,

GetRole
LR RGERT A {E A GetRole,
EF T Rust 8 SDK

(® Note
EEELIXEL GitHub, # AWS REBFAIEHEFERTERA , THROMETRE
ME1T,

pub async fn get_role(
client: &iamClient,
role_name: String,
) -> Result<GetRoleOutput, SdkError<GetRoleError>> {
let response = client.get_role().role_name(role_name).send().await?;
Ok(response)
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- X API N FHEER |, FSEAGetRoleT Rust WAWS SDK API &,

ListAttachedRolePolicies

LT RBREERTAEA ListAttachedRolePolicies.

EA T Rust B9 SDK

(® Note
EREZHEREER GitHub, £ AWS KIS RPIFH#EFERTER , THMOMHITIRE
METT.

pub async fn list_attached_role_policies(
client: &iamClient,
role_name: String,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListAttachedRolePoliciesOutput, SdkError<ListAttachedRolePoliciesError>>
{
let response = client
.list_attached_role_policies()
.role_name(role_name)
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- BX API BWiFHER , HS &M ListAttachedRolePolicies T Rust BWAWS SDK APl &,

ListGroups

LR RBREERT AR ListGroups.
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FE AT Rust B SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

pub async fn list_groups(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListGroupsOutput, SdkError<ListGroupsError>> {
let response = client
.list_groups()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- BX API HEAELE , HSFEERListGroupsF Rust BIAWS SDK API $&,

ListPolicies

LTRBREVERTWMAERA ListPolicies,

EAT Rust By SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RHIFH#EFERTER , THOMHITIRE
M=1To
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pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

-map(|p| {
let name

p
.policy_name

.unwrap_or_else(]|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

. BXx APl NiFHEER | HSFHEMListPoliciesT Rust BIAWS SDK APl &#,

ListRolePolicies
AT REERT A {EH ListRolePolicies,

EAT Rust B9 SDK

(® Note
EEESIXEL GitHub, £ AWS KB RAVFHEENERTERE , THOTHRTEE
MZE1To
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pub async fn list_role_policies(
client: &iamClient,
role_name: &str,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolePoliciesOutput, SdkError<ListRolePoliciesError>> {
let response = client
.list_role_policies()
.role_name(role_name)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- BX API BWiFHER , HZFEAListRolePolicies T Rust WAWS SDK API &%,

ListRoles
LUTRBREERT WAER ListRoles,
EATF Rust B SDK

@ Note

BB EZHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7HNAHITIRE
FE1To

pub async fn list_roles(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolesOutput, SdkError<ListRolesError>> {
let response = client
.list_roles()
.set_path_prefix(path_prefix)
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.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

« BXx APl WiFHEER |, F5 M EMListRolesT Rust BWAWS SDK AP| &,

ListSAMLProviders

LT RGPERT A #E A ListSAMLProviders,

EAT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THMMAHITRE
MZ1T,

pub async fn list_saml_providers(
client: &Client,

) -> Result<ListSamlProvidersOutput, SdkError<ListSAMLProvidersError>> {
let response = client.list_saml_providers().send().await?;

Ok(response)

- BXAPIHNEHARFE , HSMAER T Rust WAWS SDK SAMLProviders H 5 API $%,

ListUsers

UTRBREERT WAER ListUsers,

BReE
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FE AT Rust B SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RHIFHEFRERTER , THMOMHITIRE
MZE1To

pub async fn list_users(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListUsersOutput, SdkError<ListUsersError>> {
let response = client
.list_users()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok (response)

« BXx APl WiFHEER | FSMEEMListUsersT Rust BIAWS SDK APl &%,

AWS loT £ Rust ik SDK HJ =4l

UTRBREABERERT OMAERERT Rust B AWS SDK RHITIREMSSIE iz S AWS loT,

RERKEEFNRBER , LTELTXHET. BANBITRET BOMERAENRSEY , &7
DLBE BRI RN LT XERRE.

BANRAIEEE - MEA ETEFREABNEE , SUUNPRIEXUOMEE L TXHREMSITRBY
B,
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- BHE

AWS loT 429


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iam#code-examples
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.list_users

AWS SDK for Rust

TR ARISE
BR1E
DescribeEndpoint
AT RBREVERT AR DescribeEndpoint,
& AT Rust #9 SDK
® Note
EBEZMEXEE GitHub, £ AWS R RPIfFEEFERTERG , THROAHTRE
MZ1T.

async fn show_address(client: &Client, endpoint_type: &str) -> Result<(), Error> {
let resp = client

.describe_endpoint()
.endpoint_type(endpoint_type)
.send()

.await?;

println!("Endpoint address: {}", resp.endpoint_address.unwrap());

println!();

ok(())

- BXx APl liFME R , i5S &M DescribeEndpointF Rust BWAWS SDK APl &,

ListThings

LTFRERESERT WAEA ListThings,

B’¥%E 430


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iot#code-examples
https://docs.rs/aws-sdk-iot/latest/aws_sdk_iot/client/struct.Client.html#method.describe_endpoint

AWS SDK for Rust FEARIERE
FE AT Rust B SDK
@® Note
EHEZHXER GitHub, £ AWS RIEZ R Z#EERERTERE , 7HNITHITIRE
ME1To

async fn show_things(client: &Client) -> Result<(), Error> {
let resp = client.list_things().send().await?;

println!("Things:");

for thing in resp.things.unwrap() {

}

println!(
" Name: {}",
thing.thing_name.as_deref().unwrap_or_default()
);
println!(
" Type: {}",
thing.thing_type_name.as_deref().unwrap_or_default()
);
println!(
" ARN: {1",
thing.thing_arn.as_deref().unwrap_or_default()
);

println!();

println!();

ok(())

- BX APIHFAEE

£ SDK for Rust B9 Kinesis Rl

HZFERListThingsT Rust ®HAWS SDK APl 3%,

LT REREIEERTRT MAERHA Kinesis Y Rust AWS TR TEARMITRENIIAELZ R,

Kinesis
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RERKBEEFNRBRER , YAELTXXHIET. BB RET BUMERALENRSEE , &7
LB EBEXZRN L TXERRKE,

BNTOIHIE—NMENTRFERBHEE  SUUNPFRIBEXUOAE L TXHRENZTRBHR
B,

ES}
- BHE
« ZhRS 2RI

CreateStream
LT RBREER T WAER CreateStream,
EAT Rust B9 SDK

(@ Note

EHEZHXEELR GitHub, £ AWS R REIFHEEHERTERG , 7THNAUHITIRE
FIE1To

async fn make_stream(client: &Client, stream: &str) -> Result<(), Error> {
client
.create_stream()
.stream_name(stream)
.shard_count(4)
.send()
.await?;

println!("Created stream");

ok(())

« BX APl WiFHEER , F3 &M CreateStreamT Rust BIAWS SDK AP| &#,
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DeleteStream
AR RGER T Wf{EH DeleteStream.

EAT Rust 9 SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
ME1T,

async fn remove_stream(client: &Client, stream: &str) -> Result<(), Error> {
client.delete_stream().stream_name(stream).send().await?;

println!("Deleted stream.");

ok(())

. BX APl WiFHEER , BE3MEMDeleteStreamT Rust BIAWS SDK AP| &,

DescribeStream
AT RBREESR T A EH DescribeStream,

EA T Rust B9 SDK

(® Note

ERBEZHEREER GitHub, £ AWS RIS RHIFHEFRERTER , THMOMHITIRE

FE1To

async fn show_stream(client: &Client, stream: &str) -> Result<(), Error> {
let resp = client.describe_stream().stream_name(stream).send().await?;

let desc resp.stream_description.unwrap();

BReE
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println!("Stream description:");

println!(" Name: {}:", desc.stream_name());

println!(" Status: {:?}", desc.stream_status());
println!(" Open shards: {:?}", desc.shards.len());

println!(" Retention (hours): {}", desc.retention_period_hours());
println!(" Encryption: {:?}", desc.encryption_type.unwrap());
0k(())

. Bx API WFHELR |, 55 9iE A DescribeStream ¥ Rust BWAWS SDK APl &%,

ListStreams
AR RGER T ANMAEH ListStreams,

EAT Rust By SDK

(® Note
EBEZHEREE GitHub, £ AWS RIS RHIFHEFRERTER , THRMOMHITIRE
ME1T,

async fn show_streams(client: &Client) -> Result<(), Error> {
let resp = client.list_streams().send().await?;

println!("Stream names:");

let streams = resp.stream_names;

for stream in &streams {
println!(" {3}", stream);

println!("Found {} stream(s)", streams.len());

0k(())
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- BX API W FHEER |, HSBEAListStreamsT Rust BHAWS SDK APl &%,

PutRecord
LUTRBREERT WA PutRecord,
ER T Rust #9 SDK

(® Note
EREZMEXREER GitHub, £ AWS KIS RHIFHEFRERTER , THMOMHITIRE
METT.

async fn add_record(client: &Client, stream: &str, key: &str, data: &str) ->
Result<(), Error> {
let blob = Blob::new(data);

client
.put_record()
.data(blob)
.partition_key(key)
.stream_name(stream)
.send()
.await?;

println!("Put data into stream.");

0k(())

« Bx APl WiFHEER |, F5HEMAPutRecordT Rust BIAWS SDK API &%,

ToHR 5585 =l
BiE Kinesis it & 258 A Lambda B ¥X

UTRBREAETRT WASEIM —/ Lambda BIE , ZEREIZWERIZRK B Kinesis fVid XMt X NE
. ZEBK E Kinesis BN E , ¥ Base64 8 , HIEXTIEFKHAR,
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F& A RIS
EA T Rust B9 SDK
@ Note
EEESHXER GitHub, EERFHTOHFEEFERTERS , HTHROMAHITRE
FME1To

&Y Rust ¥ Kinesis 245 Lambda £&8 8.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {}", e);
}

1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
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ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

BT Kinesis i &85k & Lambda B EHLAL BRI B %k W

UTRBREIERT IMANERKA Kinesis RAVELHY Lambda BRI 5 HAL BB AL, ZEBIE
W B HR S HEAL BRI KK, HIER Lambda FEERHIXLEHE R,

FE AT Rust B SDK

® Note
EBEZMXRFER GitHub, EELMS sz ROIFRETEXRZRRA , 57 7THOMHTIRE
Miz1To

R8T Rust # 1T Lambda Kinesis #t4b 17 B 2k K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::kinesis: :KinesisEvent,
kinesis: :KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {

ToIRSS 88 ROl 437


https://github.com/aws-samples/serverless-snippets/tree/main/integration-kinesis-to-lambda-with-batch-item-handling

AWS SDK for Rust FRARER

let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

I
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());
if let Some(err) = record_data.err() {

tracing::error!("Error: {}", err);
return Err(Error::from(err));

TR S5 2R A 438



AWS SDK for Rust FRARER

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

ok(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

AWS KMS {£ A Rust ik SDK HJ 7R~ 4l

UTRBREABERRT NAERERT Rust B9 AWS SDK RIITIRENSSIME Liz= AWS KMS,

RERKBEEFNRBER , YAELTXHET. BALNBEIRET B ERAEMNRSEE , &7
LB HBEXZ RN ETXERRE,

BATREIMIE—NMERTRRERBHEE , ZAMUMNPKIBEXROME L TXHRREMETRIBHHR
8o

2
s

BR1E
CreateKey

LRI RGERT t{a#E A CreateKey,
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FE AT Rust B SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFHEFEFRERTER , THRMOMHITIRE
MZE1To

async fn make_key(client: &Client) -> Result<(), Error> {
let resp = client.create_key().send().await?;

let id = resp.key_metadata.as_ref().unwrap().key_id();
println!("Key: {}", id);

0k(())

- BX API HFMEE. , 1S HE M CreateKey T Rust FIAWS SDK APl 3%,

Decrypt
LTRRBROVER T WAEA Decrypt,

EAT Rust By SDK

@ Note

BEEZHXEER GitHub, £ AWS R RHIFHERERTE RS , THRIOMFHTIRE
Fiz1T,

async fn decrypt_key(client: &Client, key: &str, filename: &str) -> Result<(),
Error> {
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(filename)
.map(|input]| {
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base64: :decode(input).expect("Input file does not contain valid base 64
characters.")

1)
.map(Blob: :new);

let resp = client
.decrypt()
.key_id(key)
.ciphertext_blob(data.unwrap())
.send()
.await?;

let inner = resp.plaintext.unwrap();
let bytes = inner.as_ref();

let s = String::from_utf8(bytes.to_vec()).expect("Could not convert to UTF-8");
println!();
println!("Decoded string:");

println!("{}", s);

0k(())

- BX AP #4AER , H2H (AWS SDK for Rust APl £%&) ##) Decrypto

Encrypt

UTRBREETRT AR Encrypt,

EAT Rust B9 SDK

(® Note
EREZMEREER GitHub, £ AWS RIS RHIFHEFERTER , THMOMHITIRE
ME1T,

async fn encrypt_string(
verbose: bool,
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client: &Client,
text: &str,
key: &str,
out_file: &str,
) -> Result<(), Error> {
let blob = Blob::new(text.as_bytes());

let resp = client.encrypt().key_id(key).plaintext(blob).send().await?;
// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

let mut ofile = File::create(out_file).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {

println!("Wrote the following to {:?}", out_file);
println!("{}", s);

0k(())

- BX API #4EE. , 52 (AWS SDK for Rust APl 2% ) H# Encrypt.

GenerateDataKey
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
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let resp = client
.generate_data_key()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())

- X APIHFMAEER , BSHEMGenerateDataKeyF Rust BHAWS SDK APl %,

GenerateDataKeyWithoutPlaintext
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {

let resp = client
.generate_data_key_without_plaintext()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;
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// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");

let bytes = blob.as_ref();

let s = baseb4::encode(bytes);
println!();

println!("Data key:");

println!("{}", s);

0k(())
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SZE,

GenerateRandom
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async fn make_string(client: &Client, length: i32) -> Result<(), Error> {
let resp = client
.generate_random()
.number_of_bytes(length)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.plaintext.expect("Could not get encrypted text");
let bytes = blob.as_ref();
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let s = base64::encode(bytes);
println!();

println!("Data key:");
println!("{}", s);

ok(())

« Bx API WFHEELR |, 535 EAGenerateRandomF Rust BIAWS SDK APl &%,

ListKeys
DUTRBRAVERT AR ListKeys,

EAT Rust By SDK
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EBEZHEREE GitHub, £ AWS RIS RHIFMHEFEFERTER , THRMOMHITIRE
ME1T,

async fn show_keys(client: &Client) -> Result<(), Error> {
let resp client.list_keys().send().await?;

let keys = resp.keys.unwrap_or_default();

let len = keys.len();

for key in keys {
println!("Key ARN: {1}", key.key_arn.as_deref().unwrap_or_default());
}

println!();
println!("Found {} keys", len);

0k(())
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- BX AP HWEAFELE , HSEERListkeysT Rust WAWS SDK APl &,

ReEncrypt
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async fn reencrypt_string(
verbose: bool,
client: &Client,
input_file: &str,
output_file: &str,
first_key: &str,
new_key: &str,
) -> Result<(), Error> {
// Get blob from input file
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(input_file)
.map(|input_file| baseb64::decode(input_file).expect("invalid base 64"))
.map(Blob: :new);

let resp = client
.re_encrypt()
.ciphertext_blob(data.unwrap())
.source_key_id(first_key)
.destination_key_id(new_key)
.send()
.await?;

// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);
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let o = &output_file;

let mut ofile = File::create(o).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {}:", output_file);
println!("{}", s);

} else {
println!("Wrote base64-encoded output to {}", output_file);

}

ok(())

- BXAPI HEAEE , S HERAReEncryptT Rust WAWS SDK API &%,
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EXMER T ERANTHRBIIA Cargo.toml,

[package]
name = "lambda-code-examples"
version = "0.1.0"

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]
aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
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aws-sdk-ec2 = { version = "1.3.0" }

aws-sdk-iam = { version = "1.3.0" }

aws-sdk-lambda = { version = "1.3.0" }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

tracing = "0.1.37"

serde_json = "1.0.94"

anyhow = "1.0.71"

uuid = { version = "1.3.3", features = ["v4"] }
lambda_runtime = "0.8.0"

serde = "1.0.164"

Al X MBI E 1 Lambda AN —AXAREF. IXHTE crate =2 src/ations.rs,

use anyhow: :anyhow;
use aws_sdk_iam: :operation::{create_role::CreateRoleError,
delete_role: :DeleteRoleOutput};
use aws_sdk_lambda: :{
operation::{
delete_function: :DeleteFunctionOutput, get_function::GetFunctionOutput,
invoke: :InvokeOQutput, list_functions::ListFunctionsOutput,
update_function_code: :UpdateFunctionCodeOutput,
update_function_configuration: :UpdateFunctionConfigurationOutput,
},
primitives::ByteStream,
types::{Environment, FunctionCode, LastUpdateStatus, State},
b7
use aws_sdk_s3::{
error::ErrorMetadata,
operation::{delete_bucket: :DeleteBucketOutput,
delete_object: :DeleteObjectOutput},
types: :CreateBucketConfiguration,
b7
use aws_smithy_types::Blob;
use serde::{ser::SerializeMap, Serialize};
use std::{fmt::Display, path::PathBuf, str::FromStr, time::Duration};
use tracing::{debug, info, warn};
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/* Operation describes */
#[derive(Clone, Copy, Debug, Serialize)]
pub enum Operation {

#[serde(rename = "plus")]

Plus,

#[serde(rename = "minus")]
Minus,

#[serde(rename = "times")]
Times,

#[serde(rename = "divided-by")]
DividedBy,

impl FromStr for Operation {
type Err = anyhow::Error;

fn from_str(s: &str) -> Result<Self, Self::Err> {
match s {
"plus" => Ok(Operation::Plus),
"minus" => Ok(Operation::Minus),
"times" => Ok(Operation::Times),
"divided-by" => Ok(Operation::DividedBy),
_ => Err(anyhow! ("Unknown operation {s}")),

impl Display for Operation {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

match self {
Operation::Plus => write!(f, "plus"),
Operation: :Minus => write!(f, "minus"),
Operation::Times => write!(f, "times"),

Operation::DividedBy => write!(f, "divided-by"),

/**

* InvokeArgs will be serialized as JSON and sent to the AWS

*/
#[derive(Debug)]
pub enum InvokeArgs {

Lambda handler.
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Increment(i32),
Arithmetic(Operation, i32, i32),

impl Serialize for InvokeArgs {
fn serialize<S>(&self, serializer: S) -> Result<S::0k, S::Error>
where
S: serde::Serializer,

match self {

InvokeArgs::Increment(i) => serializer.serialize_i32(*i),

InvokeArgs: :Arithmetic(o, i, j) => {
let mut map: S::SerializeMap = serializer.serialize_map(Some(3))?;
map.serialize_key(&"op".to_string())?;
map.serialize_value(&o.to_string())?;
map.serialize_key(&"i".to_string())?;
map.serialize_value(&i)?;
map.serialize_key(&"j".to_string())?;
map.serialize_value(&j)?;
map.end()

/** A policy document allowing Lambda to execute this function on the account's
behalf. */
const ROLE_POLICY_DOCUMENT: &str = r#"{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "lambda.amazonaws.com" },
"Action": "sts:AssumeRole"

]
}Il#;

/**
* A LambdaManager gathers all the resources necessary to run the Lambda example
scenario.
* This includes instantiated aws_sdk clients and details of resource names.
*/
pub struct LambdaManager {
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iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: String,

role_name: String,

bucket: String,

own_bucket: bool,

// These unit type structs provide nominal typing on top of String parameters for
LambdaManager: : new

pub struct LambdaName(pub String);

pub struct RoleName(pub String);

pub struct Bucket(pub String);

pub struct OwnBucket(pub bool);

impl LambdaManager {
pub fn new(
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: LambdaName,
role_name: RoleName,
bucket: Bucket,
own_bucket: OwnBucket,
) -> Self {
Self {
iam_client,
lambda_client,
s3_client,
lambda_name: lambda_name.0,
role_name: role_name.OQ,
bucket: bucket.O,
own_bucket: own_bucket.,

/**
* Load the AWS configuration from the environment.
* Look up lambda_name and bucket if none are given, or generate a random name
if not present in the environment.
* If the bucket name is provided, the caller needs to have created the bucket.
* If the bucket name is generated, it will be created.

*/
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pub async fn load_from_env(lambda_name: Option<String>, bucket: Option<String>)

-> Self {
let sdk_config = aws_config::load_from_env().await;
let lambda_name = LambdaName(lambda_name.unwrap_or_else(|| {
std::env::var("LAMBDA_NAME").unwrap_or_else(|_]|
"rust_lambda_example".to_string())
1)
let role_name = RoleName(format!("{}_role", lambda_name.Q));
let (bucket, own_bucket) =
match bucket {
Some(bucket) => (Bucket(bucket), false),
None => (
Bucket(std::env::var("LAMBDA_BUCKET").unwrap_or_else(|_| {
format!("rust-lambda-example-{}", uuid::Uuid::new_v4())
1)),
true,
),
I

let s3_client = aws_sdk_s3::Client::new(&sdk_config);

if own_bucket {
info!("Creating bucket for demo: {3}", bucket.Q);
s3_client
.create_bucket()
.bucket(bucket.@.clone())
.create_bucket_configuration(
CreateBucketConfiguration::builder()

.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :from(
sdk_config.region().unwrap().as_ref(),

))
.build(),
)
.send()
.await
.unwrap();
}
Self: :new(

aws_sdk_iam: :Client: :new(&sdk_config),
aws_sdk_lambda: :Client: :new(&sdk_config),
s3_client,

lambda_name,
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role_name,
bucket,
OwnBucket(own_bucket),

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())
}
/**
* Create a function, uploading from a zip file.
*/

pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {
let code = self.prepare_function(zip_file, None).await?;
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/**

let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

self.lambda_client
.publish_version()
.function_name(self.lambda_name.clone())
.send()
.await?;

Ok (key)

* Create an IAM execution role for the managed Lambda function.
* If the role already exists, use that instead.

*/

async fn create_role(&self) -> Result<aws_sdk_iam::types::Role, CreateRoleError>

info!("Creating execution role for function");
let get_role = self
.iam_client
.get_role()
.role_name(self.role_name.clone())
.send()
.await;

EAXTRE

455



AWS SDK for Rust FRARER

if let Ok(get_role) = get_role {
if let Some(role) = get_role.role {
return Ok(role);

let create_role = self
.iam_client
.create_role()
.role_name(self.role_name.clone())
.assume_role_policy_document(ROLE_POLICY_DOCUMENT)
.send()
.await;

match create_role {
Ok(create_role) => match create_role.role {
Some(role) => Ok(role),
None => Err(CreateRoleError::generic(
ErrorMetadata: :builder()
.message("CreateRole returned empty success")
.build(),
)),
},

Err(err) => Err(err.into_service_error()),

/**
* Poll “is_function_ready’ with a 1l-second delay. It returns when the function
is ready or when there's an error checking the function's state.
*/
pub async fn wait_for_function_ready(&self) -> Result<(), anyhow::Error> {
info!("Waiting for function");
while !self.is_function_ready(None).await? {
info!("Function is not ready, sleeping 1s");
tokio::time: :sleep(Duration::from_secs(1l)).await;
}
0k(())

/**
* Check if a Lambda function is ready to be invoked.
* A Lambda function is ready for this scenario when its state is active and its
LastUpdateStatus is Successful.
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* Additionally, if a sha256 is provided, the function must have that as its
current code hash.
* Any missing properties or failed requests will be reported as an Err.
*/
async fn is_function_ready(
&self,
expected_code_sha256: Option<&str>,
) -> Result<bool, anyhow::Error> {
match self.get_function().await {
Ok(func) => {
if let Some(config) = func.configuration() {
if let Some(state) = config.state() {
info!(?state, "Checking if function is active");
if !matches!(state, State::Active) {
return Ok(false);

}
match config.last_update_status() {

Some(last_update_status) => {
info!(?last_update_status, "Checking if function is
ready");
match last_update_status {
LastUpdateStatus: :Successful => {
// continue
}
LastUpdateStatus::Failed |
LastUpdateStatus::InProgress => {
return Ok(false);

}
unknown => {
warn!(
status_variant = unknown.as_str(),
"LastUpdateStatus unknown"
I
return Err(anyhow! (
"Unknown LastUpdateStatus, fn config is
{config:?}"
));
}
}
}
None => {

warn!("Missing last update status");
return Ok(false);
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I
if expected_code_sha256.is_none() {
return Ok(true);
}
if let Some(code_sha256) = config.code_sha256() {
return Ok(code_sha256 ==
expected_code_sha256.unwrap_or_default());

}
}
}
Err(e) => {
warn!(?e, "Could not get function while waiting");
}
}
Ok(false)

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error: :from)

/** List all Lambda functions in the current Region. */

::Error> {

pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Exrror::from)

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {3}", self.lambda_name);
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let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client

.invoke()

.function_name(self.lambda_name.clone())

.payload(Blob: :new(payload))

.send()

.await

.map_err(anyhow: :Error::from)

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
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);

let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await

.map_err(anyhow: :Error::from)?;
self.wait_for_function_ready().await?;

Ok(updated)

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Exrror::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
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if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client

.delete_object()
.bucket(self.bucket.clone())
.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),

)
} else {
info!(?location, "Skipping delete object");
None
};
(delete_function, delete_role, delete_object)
}
pub async fn cleanup(
&self,
location: Option<String>,
) > (
(

Result<DeleteFunctionOutput, anyhow::Error>,

Result<DeleteRoleOutput, anyhow::Error>,

Option<Result<DeleteObjectOutput, anyhow::Error>>,
),

Option<Result<DeleteBucketOutput, anyhow::Error>>,

) {

let delete_function = self.delete_function(location).await;

let delete_bucket = if self.own_bucket {
info!("Deleting bucket {}", self.bucket);
if delete_function.2.is_none() ||
delete_function.2.as_ref().unwrap().is_ok() {
Some (
self.s3_client
.delete_bucket()
.bucket(self.bucket.clone())
.send()
.await
.map_err(anyhow: :Error::from),
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} else {
None
}
} else {
info!("No bucket to clean up");
None

i

(delete_function, delete_bucket)

/**
* Testing occurs primarily as an integration test running the “scenario” bin
successfully.
* Each action relies deeply on the internal workings and state of Amazon Simple
Storage Service (Amazon S3), Lambda, and IAM working together.
* It is therefore infeasible to mock the clients to test the individual actions.
*/
#[cfg(test)]
mod test {
use super::{InvokeArgs, Operation};
use serde_json::json;

/** Make sure that the JSON output of serializing InvokeArgs is what's expected
by the calculator. */
#[test]
fn test_serialize() {
assert_eq!(json!(InvokeArgs::Increment(5)), 5);
assert_eq!(
json!(InvokeArgs: :Arithmetic(Operation::Plus, 5, 7)).to_string(),
r#"{"op":"plus","i":5,"j":7}"#.to_string(),
);

— MM ERBETHRNZHSIXME , FRGTITIREREFHELT N, XMXHRETFEN src/

bin/scenario .rs.

/*

## Service actions
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Service actions wrap the SDK call, taking a client and any specific parameters
necessary for the call.

* CreateFunction

* GetFunction

* ListFunctions

* Invoke

* UpdateFunctionCode

* UpdateFunctionConfiguration
* DeleteFunction

## Scenario

A scenario runs at a command prompt and prints output to the user on the result
of each service action. A scenario can run in one of two ways: straight through,
printing out progress as it goes, or as an interactive question/answer script.

## Getting started with functions

Use an SDK to manage AWS Lambda functions: create a function, invoke it, update its
code, invoke it again, view its output and logs, and delete it.

This scenario uses two Lambda handlers:
_Note: Handlers don't use AWS SDK API calls._

The increment handler is straightforward:

1. It accepts a number, increments it, and returns the new value.
2. It performs simple logging of the result.

The arithmetic handler is more complex:
1. It accepts a set of actions ['plus', 'minus', 'times', 'divided-by'] and two
numbers, and returns the result of the calculation.
2. It uses an environment variable to control log level (such as DEBUG, INFO,
WARNING, ERROR).
It logs a few things at different levels, such as:
* DEBUG: Full event data.
* INFO: The calculation result.
* WARN~ING~: When a divide by zero error occurs.
* This will be the typical "RUST_LOG® variable.

The steps of the scenario are:
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1. Create an AWS Identity and Access Management (IAM) role that meets the following
requirements:
* Has an assume_role policy that grants 'lambda.amazonaws.com' the
'sts:AssumeRole' action.
* Attaches the 'arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole' managed role.
* _You must wait for ~10 seconds after the role is created before you can use
it!_
2. Create a function (CreateFunction) for the increment handler by packaging it as a
zip and doing one of the following:
* Adding it with CreateFunction Code.ZipFile.
* --0r--
* Uploading it to Amazon Simple Storage Service (Amazon S3) and adding it with
CreateFunction Code.S3Bucket/S3Key.
* _Note: Zipping the file does not have to be done in code._
* If you have a waiter, use it to wait until the function is active. Otherwise,
call GetFunction until State is Active.
3. Invoke the function with a number and print the result.
4. Update the function (UpdateFunctionCode) to the arithmetic handler by packaging
it as a zip and doing one of the following:
* Adding it with UpdateFunctionCode ZipFile.

* --0r--
* Uploading it to Amazon S3 and adding it with UpdateFunctionCode S3Bucket/
S3Key.
5. Call GetFunction until Configuration.LastUpdateStatus is 'Successful' (or
'Failed').

6. Update the environment variable by calling UpdateFunctionConfiguration and pass
it a log level, such as:

* Environment={'Variables': {'RUST_LOG': 'TRACE'}}

7. Invoke the function with an action from the list and a couple of values. Include
LogType='Tail' to get logs in the result. Print the result of the calculation and
the log.

8. [Optional] Invoke the function to provoke a divide-by-zero error and show the log
result.

9. List all functions for the account, using pagination (ListFunctions).

10. Delete the function (DeleteFunction).

11. Delete the role.

Each step should use the function created in Service Actions to abstract calling the
SDK.

*/

use aws_sdk_lambda: :{operation::invoke: :InvokeOutput, types::Environment};
use clap::Parser;
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use std::{collections::HashMap, path::PathBuf};
use tracing::{debug, info, warn};
use tracing_subscriber::EnvFilter;

use lambda_code_examples::actions::{
InvokeArgs::{Arithmetic, Increment},
LambdaManager, Operation,

};

#[derive(Debug, Parser)]

pub struct Opt {
/// The AWS Region.
#[structopt(short, long)]
pub region: Option<String>,

// The bucket to use for the FunctionCode.
#[structopt(short, long)]
pub bucket: Option<String>,

// The name of the Lambda function.
#[structopt(short, long)]
pub lambda_name: Option<String>,

// The number to increment.
#[structopt(short, long, default_value = "12")]
pub inc: 132,

// The left operand.

#[structopt(long, default_value = "19")]
pub num_a: i32,

// The right operand.

#[structopt(long, default_value = "23")]

pub num_b: i32,

// The arithmetic operation.
#[structopt(short, long, default_value = "plus")]
pub operation: Operation,

#[structopt(long)]
pub cleanup: Option<bool>,

#[structopt(long)]
pub no_cleanup: Option<bool>,

EARThEE 465



AWS SDK for Rust FRARER

}

fn code_path(lambda: &str) -> PathBuf {
PathBuf::from(format!("../target/lambda/{lambda}/bootstrap.zip"))

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

async fn main_block(
opt: &Opt,
manager: &LambdaManager,
code_location: String,
) -> Result<(), anyhow::Error> {
let invoke = manager.invoke(Increment(opt.inc)).await?;
log_invoke_output(&invoke, "Invoked function configured as increment");

let update_code = manager
.update_function_code(code_path("arithmetic"), code_location.clone())
.await?;

let code_sha256 = update_code.code_sha256().unwrap_or("Unknown SHA");
info!(?code_sha256, "Updated function code with arithmetic.zip");

let arithmetic_args = Arithmetic(opt.operation, opt.num_a, opt.num_b);
let invoke = manager.invoke(arithmetic_args).await?;
log_invoke_output(&invoke, "Invoked function configured as arithmetic");

let update = manager
.update_function_configuration(
Environment: :builder()
.set_variables(Some(HashMap: :from([(
"RUST_LOG".to_string(),
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"trace".to_string(),
)1)))
.build(),
)
.await?;
let updated_environment = update.environment();
info!(?updated_environment, "Updated function configuration");

let invoke = manager
.invoke(Arithmetic(opt.operation, opt.num_a, opt.num_b))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with increased logging",

);

let invoke = manager
.invoke(Arithmetic(Operation::DividedBy, opt.num_a, 0))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with divide by zero",

);

Ok::<(), anyhow::Error>(())

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt()

.without_time()
.with_file(tzrue)
.with_line_number(true)
.with_env_filter(EnvFilter::from_default_env())
.init();

let opt = Opt::parse();
let manager = LambdaManager: :load_from_env(opt.lambda_name.clone(),
opt.bucket.clone()).await;

let key = match manager.create_function(code_path("increment")).await {
Ok(init) => {

info!(?init, "Created function, initially with increment.zip");

let run_block = main_block(&opt, &manager, init.clone()).await;
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info!(?run_block, "Finished running example, cleaning up");
Some(init)

}

Err(err) => {
warn!(?err, "Error happened when initializing function");

None
}
I
if Some(false) == opt.cleanup || Some(true) == opt.no_cleanup {
info!("Skipping cleanup")
} else {
let delete = manager.cleanup(key).await;
info!(?delete, "Deleted function & cleaned up resources");
}

« X APIFHEER , FSH (AWS SDK for Rust APl &) LA T £,

* CreateFunction

* DeleteFunction

» GetFunction
* Invoke
e ListFunctions

» UpdateFunctionCode

» UpdateFunctionConfiguration

B®E
CreateFunction

AT REREER T WMMAFEH CreateFunction,
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@ Note
EHEZHXEER GitHub, £ AWS R REIFEEHERTERG ,
FZE1To
/**
* Create a function, uploading from a zip file.
*/
pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,

anyhow:

:Error> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

self.lambda_client
.publish_version()
.function_name(self.lambda_name.clone())
.send()
.await?;
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Ok(key)

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

. Bx API NiFELR |, 53 E A CreateFunctionF Rust WAWS SDK APl &#,

DeleteFunction

LR RGERT a A DeleteFunction.
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® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FIE1To

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
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.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
info!(?location, "Skipping delete object");
None

};

(delete_function, delete_role, delete_object)

« BXx APl WiFHEER |, F3HEADeleteFunctionF Rust BIAWS SDK API &#,

GetFunction

LT RBREETRT WA A GetFunction,

EA T Rust B9 SDK

(® Note
EREZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error: :from)

BE 472


https://docs.rs/aws-sdk-lambda/latest/aws_sdk_lambda/client/struct.Client.html#method.delete_function
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/lambda#code-examples

AWS SDK for Rust FRARER

« Bx APl WiFHEER , 5 EMAGetFunctionT Rust BIAWS SDK API $#,

Invoke
LR REERT MEA Invoke,

EATF Rust B9 SDK

(® Note
EHEESHXER GitHub, £ AWS KRB REEHEFEREERA , THROMHTEE
MZ1To

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Exrror::from)

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")
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- BXAPI FHAEER , HZ5H (AWS SDK for Rust API &) HIEA,

ListFunctions
AT RGERT AEA ListFunctions,

EAT Rust B9 SDK

(® Note
EREZMEREER GitHub, £ AWS KIS RPIFH#EFERTER , THMOMHITIRE
METT.

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Error: :from)

« BXx APl WiFHEER , F5HEEMListFunctionsF Rust WAWS SDK API &%,

UpdateFunctionCode
T RBRAVERT AR UpdateFunctionCode,

EAT Rust B9 SDK

(® Note
EEESMXEL GitHub, # AWS REBFAIEHEFERTERA , THROMETRE
MZE1To
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/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap'.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));
info!("Uploading function code to s3://{}/{3}", self.bucket, key);

let _ = self
.s3_client
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.put_object()
.bucket(self.bucket.clone())
.key(key.clone())
.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« BX API HiF4E LR |, S 9&EAUpdateFunctionCodeF Rust BIAWS SDK APl $#,

UpdateFunctionConfiguration

TR RIBRHIERT afa#E A UpdateFunctionConfiguration,

EATF Rust B9 SDK

@ Note

BEEZHEXEER GitHub, £ AWS R RHIF#ERERTERG , THROMFTIRE
FMiz1T,

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
);
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
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.environment(environment)
.send()

.await

.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(updated)

- BX API HiFMEER , B2 HEMUpdateFunctionConfiguration T Rust BIAWS SDK API &
Z,

=

BIRERSENARFREERA

UTRBRTERR A ZERSENAER , LAFRBERAREEERRA,

EA T Rust B9 SDK

ERNAF AR R-EBNMARR , ZRMARFERA Amazon Rekognition # B &HHAR S H
HHEE#USEBEERR,

BXRMARENZITHZERABMEER , H3 8 LR TE R GitHub,
ERATHEZXANIFHRR , 5H AWS X EFRIEI.
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T RS 2R R

£ Lambda BEUE#EEZE| Amazon RDS HIEE

BT R B SR A SR HE# | RDS BIEEM Lambda BN, ZEEA H— MR BIEEE R}
REER,

EAT Rust B9 SDK

®

Note
BEEZHXER GitHub, ELRSHTHIFEHEPERTE RS , H 7T HOAHITRE

~—

FIiZ1T,

£ Lambda E# & H Rust E#EZ] Amazon RDS $HiEE.,

use
use
use

iF

use
use
use
use
use

aws_config: :BehaviorVersion;
aws_credential_types::provider::ProvideCredentials;

aws_sigv4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign: :v4,

lambda_runtime: :{run, service_fn, Error, LambdaEvent};
serde_json::{json, Value};

sqlx: :postgres: :PgConnectOptions;

std: :env;

std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
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.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username
I
let signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))

.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
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async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {

let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");

let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");

let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))
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UTRBREAETRT WASEIM —/ Lambda BIE , ZEREIZWERIZRK B Kinesis VIEX ML X HNE
. ZEBK E Kinesis BN E , ¥ Base64 8 , HIEXRTIEFKHAR,

EA T Rust B9 SDK

® Note
RBEELSHEKRER GitHub, ELRFEERAFEEFEXRTRERE , H 7THRAOMETRE
Miz1To

&Ei¥ Rust ¥ Kinesis 245 Lambda £&8 8.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis::KinesisEvent;
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {1}", e);
}

1)
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tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

JEXY DynamoDB fif & 258 A Lambda BI#K

T RBRAPERINAEI Lambda B , % BEBIZWIEIT M DynamoDB FRiZUWIE F it & WS4,
ZEE R DynamoDB B E , HiEXRTIERAR,

EAT Rust 9 SDK

(® Note
EREZHKREER GitHub, ELRS R ROIFEEFERTERE , 7 THROMHETIRE
METT.

£ Rust ¥ DynamoDB £45 Lambda &4 A,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

};
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// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
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.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())

#d Amazon DocumentDB fit % 2518 Lambda Bi%Kk

AT R85 /R0 BE anfaTSE I — A Lambda BRER |, iZ B EEEROE T M DocumentDB 3 27 $82 WR i 3k i fik
EWEH, ZEHHEE DocumentDB X NE , HiIEFTIEEZHNS.

EAT Rust B9 SDK

(® Note
EREZHKREER GitHub, HELRS R ROIFEEFERTERE , 7 THROMHEITIRE
METT.

&£ A Rust 3% Amazon DocumentDB 45 Lambda &8,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {
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tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

0k(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())
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Bid Amazon MSK % 2518 Lambda %K

AT RS /R0 BE 2N SE I Lambda BRER |, iZ B EEEROE T M Amazon MSK SEE# 1K1 & it & BV E
H, ZHEBKRE MSK B¥AE , HIEXTiEERNB,

EA T Rust B9 SDK

® Note
RBEELSHEKRER GitHub, ELRFEERAFEEFEXRTRERE , H 7THRAOMETRE
Miz1To

BT Rust ¥ Amazon MSK E45 Lambda &4,

use aws_lambda_events::event::kafka::KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*;

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/guide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples
/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;
for (_name, records) in payload.iter() {
for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);
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// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}
}

0k(().into())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();

info!("Setup CW subscriber!");

run(service_fn(function_handler)).await

B33 Amazon S3 it % 8518 A Lambda EI#X

UTRBFAER T MARIA—1 Lambda B, HEMEKELHN R LEE) S3 AHMENEL,
BEANEHSHFRER S3 FHABEHANRES , 3A Amazon S3 AP| R FHEZIH KM

FE AT Rust B SDK

® Note
RBEEZHERER GitHub, ELRFEERAFEEFEXRTRERE , H 7THRAOMETIRE
Miz1To

£/ Rust ¥ S3 EH 5 Lambda £41# M.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::event::s3::S3Event;
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use aws_sdk_s3::{Client};
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[0@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
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.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult

contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

0k(())

JB3¥ Amazon SNS fifi % 258 Lambda BEH#K

TR REIRERT MASEH — Lambda Bi#K , ZEBIEWEEKNRE SNS TERVEEMALRNE
o ZHBNEHSBRBHEEALCEKEBZHENRAE,

FE AT Rust B SDK

® Note
EBEZMXRFER GitHub, EELMS sz ROIFRETEXRZRRA , 57 7THOMHTIRE
Miz1To

B Rust i SNS B4 5 Lambda £&EH.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["SI‘]S"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }
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// tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {

for event in event.payload.records {
process_record(&event)?;

ok(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

ok(())

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

Bi¥ Amazon SQS & 8518 A Lambda B

TR RBIRRT MASEI — Lambda Bi#y , ZEBIEWE KRB SNS BAHIRE EMAL RS
fro ZEBNEHSBRRBEEHACKERBEENNE.

EATF Rust B9 SDK

(@ Note
EREZHKRIEER GitHub, ELRS B ROIFHEEFERTERE , 7 THROMHEITRE
ME1To
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BiE Rust ¥ SQS E4 5 Lambda &4 1#EH,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

BT Kinesis i &85k & Lambda B EHLAL B I B %k W

LUTRBREERT WA REZERK B Kinesis RV EHH Lambda ERESRIIER o #EAL BN R, ZEIEAE
Mo R 3RS HEAL BT B kW |, H 357~ Lambda #EEiRIX LR,

EA T Rust B9 SDK

(® Note
EHEZHMKRIEER GitHub, ELRS = ROIFEEFERTERE , 7 THROMHEITIRE
Miz1To

ToIRSS 88 ROl 491


https://github.com/aws-samples/serverless-snippets/tree/main/integration-kinesis-to-lambda-with-batch-item-handling

AWS SDK for Rust FRARER

R8T Rust # 1T Lambda Kinesis #t4M 17 B 2k K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis::KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
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event.payload.records.len()

);

Ok(response)

fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

#Bid DynamoDB fii % 8518 & Lambda BRERHEALIRIN B % M

LU R BIE R an{al A #R B DynamoDB JREVE Y Lambda EESKI S D #EER . ZEEIE
e By AR S AL IR KW, HHER Lambda HEEHXLHEE
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FE AT Rust B SDK

@ Note

EREZHKEER GitHub, ELRFSHRHIFHEPFERTRERG , 7 THROMHTRE

N—

ME1To

R E A Rust @33 Lambda # 1T DynamoDB #4310 B kM.

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

0k(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

};
let records = &event.payload.records;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {3}", record.event_id);
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// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),
1);

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
1);
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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& EFH Amazon SQS A& 883 1T Lambda BRERHEANEIN B 2k K

TR RBIRR T MR EBRE SQS ASIKEHH Lambda BIERSKIER 0 AL EWRRL, ZBEBAE
e 7R HEAL BRI K1Y, HHER Lambda FEEHIXLEHE R,

EA T Rust B9 SDK

® Note
RBEELSHEKRER GitHub, ELRFEERAFEEFEXRTRERE , H 7THRAOMETRE
Miz1To

R4 6 H Rust 31T Lambda SQS #tAMEI B kK,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
sqgs::{BatchItemFailure, SqsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SqgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {

let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1
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#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS 1t X4B5K
MR R T IR 55 88 B A2

LTFRERPIERT WA RATHA Lambda F DynamoDB B AP| Gateway SR #0172 R &5 28 U
RERF

EAT Rust B9 SDK

ERIAEA Rust SDK WE MM X E API Gateway LAK Lambda #1 DynamoDB B AR 5585
AR,

BXRUAREMETHTERABMUR , F38 LA TERFIGItHUD,

AR E YIRS

+ API Gateway
* DynamoDB
* Lambda

MedialLive /A Rust ix SDK 89 =4l
DTRERGLERR T IAEAEAT Rust B9 AWS SDK RBITER/EMSSIE 17 = MedialLive,

RERKEEFNRBER , LTELTXHET. BALNBTRET BOMERAENRSEY , &7
MBS HBEXZ SN ETXERRREF,

BRI E—NMERTRRERRBHEE , ZAMLMNPKRIBEXROMELTXHRREMETREBHHR
B,

2
. BIE
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BRE
ListInputs
TR RGERT IA#ER ListInputs.

EA T Rust B9 SDK

(@ Note

EREZHKEER GitHub, & AWS IS RAIFMHEFRERTERS , THMNFAHTIRE

ME1To

£ “X15” ARNs # 5l tH & /Y MediaLive i A & 5.

async fn show_inputs(client: &Client) -> Result<(), Error> {
let input_list = client.list_inputs().send().await?;

for i in input_list.inputs() {
let input_arn = i.arn().unwrap_or_default();
let input_name = i.name().unwrap_or_default();
println!("Input Name : {}", input_name);
println!("Input ARN : {}", input_arn);
println!();

}

ok(())

- BXAPI HHEFEAEE , S HERAListinputs T Rust BHAWS SDK APl 3%,

MediaPackage £/ Rust kX SDK &Y R4l

LTRBRAEERERT MAERERT Rust B9 AWS SDK RTIREFNZIE N7 S
MediaPackage.,

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEYE , &7

LB RHEXZ RN ETXERREF,

BReE
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BANTROIBITE—NMENTRFERBNERE  BAUNPRIEXUOME L TXHPRENEZTREBHINR
B,

£

B®E

ListChannels

LTRBREVERTWMAERA ListChannels,

EAT Rust 9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB RHIFEEFEKRTERE , THRIAHRTRE
METT.

5 5558 ARNs F#R,

~

async fn show_channels(client: &Client) -> Result<(), Error> {
let list_channels = client.list_channels().send().await?;

println!("Channels:");

for c in list_channels.channels() {
let description = c.description().unwrap_or_default();
let arn = c.arn().unwrap_or_default();
println!(" Description : {}", description);
println!(" ARN : {}", arn);
println!();

}

ok(())

« BXx APl WiFHEER |, FSFEEMAListChannelsF Rust WAWS SDK APl &%,
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ListOriginEndpoints
UTRBROVERT WAFEA ListOriginEndpoints,

FE AT Rust 89 SDK

(® Note
EHEZHKRIEER GitHub,  AWS KB ROIEEEFEKRTERE , TR AHRTRE
METT.

B R L0 AR A URLs.

async fn show_endpoints(client: &Client) -> Result<(), Error> {
let or_endpoints = client.list_origin_endpoints().send().await?;

println!("Endpoints:");

for e in or_endpoints.origin_endpoints() {
let endpoint_url = e.url().unwrap_or_default();
let endpoint_description = e.description().unwrap_or_default();
println!(" Description: {}", endpoint_description);
println!(" URL : {}", endpoint_url);
println!();
}

ok(())

- BXx API BFER , iHS &M ListOriginEndpointsF Rust BIAWS SDK API &,

FHAERT Rust WRHEF A T EIHISE MSK R4l

UTRBREABERERT NMAERAEE Amazon M AWS SK B Rust FF & T ESGRNITIRIENSSME
iz=E,

BANTOIHTE—NMEMTBRABHEE  SAUNFRIFXUOAE L TXHRENETRBR
B,
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£
« RS EE R

FohRS5 88 R
JBid Amazon MSK fi & 2518 A Lambda BI%X

AT BB RAIR B M SE T Lambda BEE , ZEREBUZBOET M Amazon MSK S8 #EZIRIE XMt &Z N E
H, ZEBEKE MSK BRAE , HIcRKTFIERKHANR,

EAT Rust B9 SDK

@ Note

BEEZHXEER GitHub, ELRFZ RO EHEFERTE RS , H 7T HENAHITIRE
FMiz1T,

&I Rust £ Amazon MSK 45 Lambda &8,

use aws_lambda_events: :event: :kafka: :KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/quide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples
/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {

let payload = event.payload.records;
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for (_name, records) in payload.iter() {
for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

}

0k(().into())
}

#[tokio::main]
async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info! ("Setup CW subscriber!");

run(service_fn(function_handler)).await

& SDK for Rust B Amazon Polly 74l

DTRBROIEERRT DAERERT Rust B9 AWS BT 4 T E8H Amazon Polly RITiR#E
MEMERZS,

RERAEEFNRBES  XTELTXHIET. EALESRET BENARARAENMNRSEE , &7
LXEHFE%&*H%%%E’\JJ:TKEEEMEO

SEOGERINMABEIE - NMRSTFEASINEBIEEM AWS BSEERERABEESHNRBR
B,

BNTROIHTE—NMEMTBERRBNEE  SAUNPFRIBFXUOAE L TXHRENZTRBHR
B,

Amazon Polly 502



AWS SDK for Rust FRARER

2
. B

B®E
DescribeVoices

LTS RGIERT 2 EH DescribeVoices,

EAT Rust B9 SDK

® Note
BB ELZHKXREER GitHub, £ AWS R RHIFEEFERTERS , 7HRIOAHTIRE
MZ1T,

async fn list_voices(client: &Client) -> Result<(), Error> {
let resp = client.describe_voices().send().await?;

println!("Voices:");

let voices = resp.voices();
for voice in voices {
println!(" Name: {}", voice.name().unwrap_or("No name!"));
println!(
" Language: {}",
voice.language_name().unwrap_or("No language!")

);

println!();

println!("Found {} voices", voices.len());

0k(())
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. BAx API NFMELR |, 3 iEADescribeVoicesT Rust BIAWS SDK APl &%,

ListLexicons
LR REERT MMER ListLexicons,

EATF Rust B9 SDK

(® Note
EHEESHXER GitHub, £ AWS KRB REEHEFEREERA , THROMHTEE
MZ1To

async fn show_lexicons(client: &Client) -> Result<(), Error> {
let resp = client.list_lexicons().send().await?;

println!("Lexicons:");
let lexicons = resp.lexicons();

for lexicon in lexicons {
println!(" Name: {}", lexicon.name().unwrap_or_default());
println!(
" Language: {:?}\n",
lexicon
.attributes()
.as_ref()
.map(|attrib| attrib
.language_code
.as_ref()
.expect("languages must have language codes"))
.expect("languages must have attributes")

);

println!();
println!("Found {3} lexicons.", lexicons.len());
println!();

0k(())
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« BXx APl NiFHEER , 3 EMListLexiconsT Rust BIAWS SDK API &#,

PutLexicon
UTRBREERT WA PutLexicon,

EA T Rust B9 SDK

(® Note
EHEZHKRIEER GitHub,  AWS KB ROIFEEFERTERE , TR AHRTRE
METT.

async fn make_lexicon(client: &Client, name: &str, from: &str, to: &str) ->
Result<(), Error> {

let content = format!("<?xml version=\"1.0\" encoding=\"UTF-8\"?>

<lexicon version=\"1.0\" xmlns=\"http://www.w3.01rg/2005/01/pronunciation-lexicon
\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\"

xsi:schemaLocation=\"http://www.w3.0rg/2005/01/pronunciation-lexicon http://
www.w3.0rg/TR/2007/CR-pronunciation-lexicon-20071212/pls.xsd\"

alphabet=\"ipa\" xml:lang=\"en-US\">

<lexeme><grapheme>{}</grapheme><alias>{}</alias></lexeme>

</lexicon>", from, to);

client
.put_lexicon()
.name(name)
.content(content)
.send()
.await?;

println!("Added lexicon");

ok(())

« BXx APl WiFHEER | F3FEEMPutLexiconT Rust BIAWS SDK APl $#,
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SynthesizeSpeech
DT RIBRGVERT W{AEA SynthesizeSpeech,

EAT Rust B9 SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
MIZE1To

async fn synthesize(client: &Client, filename: &str) -> Result<(), Error> {
let content = fs::read_to_string(filename);

let resp = client
.synthesize_speech()
.output_format(OutputFormat: :Mp3)
.text(content.unwrap())
.voice_id(VoiceId: :Joanna)
.send()
.await?;

// Get MP3 data from response and save it
let mut blob = resp

.audio_stream

.collect()

.await

.expect("failed to read data");

let parts: Vec<&str> = filename.split('.').collect();
let out_file = format!("{}{3}", String::from(parts[@]), ".mp3");

let mut file = tokio::fs::File::create(out_file)
.await
.expect("failed to create file");

file.write_all_buf(&mut blob)
.await
.expect("failed to write to file");

0k(())
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- BXx APl BWiFMER , S UEMSynthesizeSpeechF Rust BIAWS SDK APl 2%,
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- BRXA,
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£ Amazon Polly 437 ( UTF-8 ) I A& 8 F503X 4 | &334 45 %] Amazon S3
&M , £ Amazon Transcribe fFiZFMXHHIR N AR , REE R,

BXRMARENZTHTERABMES , 37 L TERFIGitHUb,
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UTRBREIMEET T OAEA%E QLDB & Rust AWS FF & T BARHITEERNSIE 7S,
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CreatelLedger

DT RBREVERT {AEA CreateLedger,

EAT Rust B9 SDK

® Note
BB ELZHKXREER GitHub, £ AWS RIEEBRAIFEEPERTERS , 7HRMOAHITIRE
MZ1T,

async fn make_ledger(client: &Client, ledger: &str) -> Result<(), Error> {
let result = client
.create_ledger()
.name(ledger)
.permissions_mode(PermissionsMode: :AllowAll)
.send()
.await?;

println!("ARN: {}", result.arn().unwrap());

ok(())

« BX API Hi¥4EL |, S 9EA CreateLedgerT Rust BWAWS SDK API %,

ListLedgers

DTFRBRGVERT WAEA ListLedgers,
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FE AT Rust B SDK

® Note
RBEEZHXEE GitHub, £ AWS KB ROl F#ERERTERG , THRINMARITIRE
MIE1To

async fn show_ledgers(client: &QLDBClient) -> Result<(), Error> {
let mut pages = client.list_ledgers().into_paginator().page_size(2).send();

while let Some(page) = pages.next().await {
println!("* {:?}", page); //Prints an entire page of ledgers.
for ledger in page.unwrap().ledgers() {
println!("* {:?}", ledger); //Prints the LedgerSummary of a single
ledger.
}
}

ok(())

- BX APIHEFAEE , B HEAListLedgersF Rust ®HAWS SDK APl &%,

£ Rust FF & T E3H Amazon RDS R4l

LUTRBEBREIEERERT NAERERT Rust WEHF AT EEH Amazon R AWS DS K 1TiRE
FMEXMENIG R,

SARABEE—MEOEBRRABOEE , ETUNPRIEXNAE L TP RBAETRBHH
%,
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£ Lambda BEUE#EEZE| Amazon RDS HIEE

BT R B SR A SR HE# | RDS BIEEM Lambda BN, ZEEA H— MR BIEEE R}
REER,

EAT Rust B9 SDK

®

Note
BEEZHXER GitHub, ELRSHTHIFEHEPERTE RS , H 7T HOAHITRE

~—

FIiZ1T,

£ Lambda E# & H Rust E#EZ] Amazon RDS $HiEE.,

use
use
use

iF

use
use
use
use
use

aws_config: :BehaviorVersion;
aws_credential_types::provider::ProvideCredentials;

aws_sigv4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign: :v4,

lambda_runtime: :{run, service_fn, Error, LambdaEvent};
serde_json::{json, Value};

sqlx: :postgres: :PgConnectOptions;

std: :env;

std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
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.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username
I
let signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))

.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
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async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {

let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");

let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");

let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))

TR S5 2R A

512



AWS SDK for Rust FRARER

£ 8 SDK for Rust 89 Amazon RDS i RSE R A

AT R R &R R AERER T Rust WEHF X TEZF Amazon R AWS DS HIE RS K
TRENSIELZS,

RERKEEFNRBER , LTELTXHRET. BANEBTRET BOMERAENMRSEY , &7
DLBE BRI RN LT XERRE.

BANTOIHIE - NMEOTRFERBNERE  SAUNPRIBEXUOAE L TXHRENEZTRBINR
B,

ExecuteStatement
LT RBRHER T AIEH ExecuteStatement,

EA T Rust B9 SDK

(@ Note

EREZHKEER GitHub, & AWS IS RAIFMHEFRERTERS , 7THMNFAHTIRE
MZ1To

async fn query_cluster(
client: &Client,
cluster_arn: &str,
query: &str,
secret_arn: &str,
) -> Result<(), Error> {
let st = client
.execute_statement()
.resource_arn(cluster_arn)
.database("postgres") // Do not confuse this with db instance name
.sql(query)
.secret_arn(secret_arn);
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let result = st.send().await?;

println!("{:?}", result);
println!();

ok(())

« BX API Ni¥HEER , B2 EMExecuteStatementF Rust BIAWS SDK API &%,

FERAEAT Rust WA A TEBH I S# Rekognition R4l

LTFRERGIEERRT AR HE Amazon Rekognition B Rust AWS FF & T E@RMITRIENE
MERHR,

GRROGERIMABIE - NMRSHEASNEBIEEM AWS BSEERTRABEESFSHNRB R
B,

BAROIBMEE-—NMEOTRBRABNEE  EUUNPRIBXROME LT XRIRENSTABEIB
B,
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EA T Rust 19 SDK

ERIMAFERABEFEENARRE , ZNARFFER Amazon Rekognition 7 Il B & VR H
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BXRWAREMETHZERABMUA , $28 LA ZTE RS GitHub,
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(® Note
EBEZMEREER GitHub, £ AWS KIS RPIFHEFRERTER , THRMOMHITIRE
METT.

async fn show_host_info(client: &aws_sdk_route53::Client) -> Result<(),
aws_sdk_route53: :Error> {
let hosted_zone_count = client.get_hosted_zone_count().send().await?;

println!(
"Number of hosted zones in region : {}",
hosted_zone_count.hosted_zone_count(),

);
let hosted_zones = client.list_hosted_zones().send().await?;
println!("Zones:");
for hz in hosted_zones.hosted_zones() {
let zone_name = hz.name();
let zone_id = hz.id();
println!(" 1ID : {3}", zone_id);
println!(" Name : {}", zone_name);
println!();

}

0k(())
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Hello Amazon S3
LUTRBREBERT WAFHBRER Amazon S3,

EA T Rust B9 SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRNAHRTRE
ME1T,

/// S3 Hello World Example using the AWS SDK for Rust.

///

/// This example lists the objects in a bucket, uploads an object to that bucket,
/// and then retrieves the object and prints some S3 information about the object.
/// This shows a number of S3 features, including how to use built-in paginators
/// for large data sets.

///

/// # Arguments

///

/// * “client’® - an S3 client configured appropriately for the environment.

/// * “bucket® - the bucket name that the object will be uploaded to. Must be
present in the region the “client’ is configured to use.
/// * “filename® - a reference to a path that will be read and uploaded to S3.
/// * “key' - the string key that the object will be uploaded as inside the bucket.
async fn list_bucket_and_upload_object(
client: &aws_sdk_s3::Client,
bucket: &str,
filepath: &Path,
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key: &str,
) -> Result<(), S3ExampleError> {

// List the buckets in this account

let mut objects = client
.list_objects_v2()
.bucket(bucket)
.into_paginator()
.send();

println!("key\tetag\tlast_modified\tstorage_class");
while let Some(Ok(object)) = objects.next().await {
for item in object.contents() {
println!(
EENAN AN AN S AN
item.key().unwrap_or_default(),
item.e_tag().unwrap_or_default(),
item.last_modified()
.map(|1m| format!("{1m}"))
.unwrap_or_default(),
item.storage_class()
.map(|sc| format!("{sc}"))
.unwrap_or_default()

);
}
}
// Prepare a ByteStream around the file, and upload the object using that
ByteStream.
let body = aws_sdk_s3::primitives::ByteStream::from_path(filepath)
.await

.map_err(|err| {

S3ExampleError: :new(format!(
"Failed to create bytestream for {filepath:?} ({err:?})"

))

1)7?;

let resp = client

.put_object()

.bucket(bucket)

.key(key)

.body(body)

.send()

.await?;

println!(

Amazon S3 519



AWS SDK for Rust FRARER

"Upload success. Version: {:?}",
resp.version_id()
.expect("S3 Object upload missing version ID")

);

// Retrieve the just-uploaded object.

let resp = client.get_object().bucket(bucket).key(key).send().await?;
println!("etag: {}", resp.e_tag().unwrap_or("(missing)"));
println!("version: {}", resp.version_id().unwrap_or("(missing)"));

ok(())

S3 ExampleError SR A Fo

/// S3ExampleError provides a From<T: ProvideErrorMetadata> impl to extract
/// client-specific error details. This serves as a consistent backup to handling
/// specific service errors, depending on what is needed by the scenario.
/// It is used throughout the code examples for the AWS SDK for Rust.
#[derive(Debug)]
pub struct S3ExampleError(String);
impl S3ExampleError {

pub fn new(value: impl Into<String>) -> Self {

S3ExampleError(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
S3ExampleError(format!("{}: {}", message.into(), self.0Q))

impl<T: aws_sdk_s3::error::ProvideErrorMetadata> From<T> for S3ExampleError {
fn from(value: T) -> Self {
S3ExampleError(format!(
{3 {3,
value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),
value
.message()
.map(String::from)
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.unwrap_or("missing reason".into()),

)

}

impl std::error::Error for S3ExampleError {3}

impl std::fmt::Display for S3ExampleError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)

}
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@ Note

BEEZHXEER GitHub, £ AWS R RHIF#ERERTERG , THRINMAHITIRE
Fiz1T,

BT 17520 =3 #l crate IR,

#![allow(clippy::result_large_err)]

//! Purpose

//!' Shows how to use the AWS SDK for Rust to get started using

//! Amazon Simple Storage Service (Amazon S3). Create a bucket, move objects into
and out of it,

//! and delete all resources at the end of the demo.

//!

//! This example follows the steps in "Getting started with Amazon S3" in the
Amazon S3

//! user guide.

//' - https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedwWithS3.html

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::{config::Region, Client};

use s3_code_examples::error::S3ExampleError;

use uuid::Uuid;

#[tokio::main]
async fn main() -> Result<(), S3ExampleError> {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = Client::new(&shared_config);
let bucket_name = format!("amzn-s3-demo-bucket-{3}", Uuid::new_v4());
let file_name = "s3/testfile.txt".to_string();
let key = "test file key name".to_string();
let target_key = "target_key".to_string();

if let Err(e) = run_s3_operations(region, client, bucket_name, file_name, key,
target_key).await
{
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eprintln!("{:?}", e);
};

0k(())

async fn run_s3_operations(
region: Region,
client: Client,
bucket_name: String,
file_name: String,
key: String,
target_key: String,
) -> Result<(), S3ExampleError> {
s3_code_examples::create_bucket(&client, &bucket_name, &region).await?;
let run_example: Result<(), S3ExampleError> = (async {
s3_code_examples: :upload_object(&client, &bucket_name, &file_name,
&key).await?;
let _object = s3_code_examples::download_object(&client, &bucket_name,
&key).await;
s3_code_examples: :copy_object(&client, &bucket_name, &bucket_name, &key,
&target_key)
.await?;
s3_code_examples::list_objects(&client, &bucket_name).await?;
s3_code_examples::clear_bucket(&client, &bucket_name).await?;
0k(())
)
.await;
if let Err(err) = run_example {
eprintln!("Failed to complete getting-started example: {err:?}");
}

s3_code_examples: :delete_bucket(&client, &bucket_name).await?;

0k(())

LR ERNERRE,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
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) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3: :types: :BucketLocationConstraint: :from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok(None)
} else {

Err(S3ExampleError: :from(err))
}

D

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)
.key(key)
.body(body.unwrap())
.send()
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.await
.map_err(S3ExampleError::from)

pub async fn download_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
key: &str,
) -> Result<aws_sdk_s3::operation::get_object::GetObjectOutput, S3ExampleError> {
client
.get_object()
.bucket(bucket_name)
.key(key)
.send()
.await
.map_err(S3ExampleError: :from)

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with

etag {}",
response

.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")
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);
ok(())

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}
Err(err) => {
eprintln!("{err:?3}")

ok(())

/// Given a bucket, remove all objects in the bucket, and then ensure no objects
/// remain in the bucket.
pub async fn clear_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<Vec<String>, S3ExampleError> {
let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

// delete_objects no longer needs to be mutable.
let objects_to_delete: Vec<String> = objects
.contents()
.iter()
.filter_map(|obj| obj.key())
.map(String::from)
.collect();
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if objects_to_delete.is_empty() {
return Ok(vec![]);

let return_keys = objects_to_delete.clone();

delete_objects(client, bucket_name, objects_to_delete).await?;

let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

eprintln!("{objects:?}");

match objects.key_count {
Some(@) => Ok(return_keys),
_ => Err(S3ExampleErroxr: :new(
"There were still objects left in the bucket.",

),

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« X APIFHEER , F5H (AWS SDK for Rust APl &) L T X3,
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» CopyObject

* CreateBucket

* DeleteBucket

* DeleteObijects

+ GetObject
» ListObjectsV2

+ PutObject

BR1E

CompleteMultipartUpload

LT KRB REERT A CompleteMultipartUploads

EAT Rust B9 SDK

® Note

EHEZHXEER GitHub, £ AWS R REITFEEDERTERE ,
FE1To

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

TN ITIRE
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// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
WIB S

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(
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CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

Lbuild(),
);
}
« BX APl NiEAE LR , FSE5EH CompleteMultipartUpload F Rust BIAWS SDK APl &,
CopyObject

TR RBERGERT t{AEA CopyObject,

FE AT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
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response
.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")
);
0k(())

- BX AP HEHAELR , HSHER CopyObjectT Rust WAWS SDK APl &,

CreateBucket

UTRIBREVERT WAEA CreateBucket,

EAT Rust B9 SDK

(® Note
EREZMEREE GitHub, £ AWS RIS RHIFH#EFEFRERTER , THMOMHITIRE
ME1T,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types: :BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration::buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
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.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this

task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

D

« Bx API WFEER |, 55 3E A CreateBucketT Rust WAWS SDK API &#,

CreateMultipartUpload
TR RBREVERT {AEA CreateMultipartUpload,

EAT Rust B9 SDK

(® Note

EBEZHKEE GitHub, & AWS IS RAIFMEEFRERTERS , 7HMMAHTIRE

ME1T,

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to

// upload the file.

let multipart_upload_res: CreateMultipartUploadOutput

.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)

.send()

.await?;
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let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
I

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
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let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

« BX API HiFMAEER |, S EM CreateMultipartUpload T Rust FIAWS SDK API &%,

DeleteBucket

UTFRIBREERT WfAE A DeleteBucket,

EAT Rust B9 SDK

(® Note
EREZHEREE GitHub, £ AWS R RHIFHEFERTER , THMOMHITIRE
ME1T,

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")
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{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« BX APl NiFHEER |, F3HEMDeleteBucketT Rust BIAWS SDK APl &%,

DeleteObject

TR REROVER T ({aE A DeleteObject,

EATF Rust B9 SDK

@ Note

BEEZHXEER GitHub, £ AWS RIEERHIF#ERERTERG , THRIOMFHTIRE
FMiz1T,

/// Delete an object from a bucket.
pub async fn remove_object(
client: &aws_sdk_s3::Client,
bucket: &str,
key: &str,
) -> Result<(), S3ExampleError> {
client
.delete_object()
.bucket(bucket)
.key(key)
.send()
.await?;

// There are no modeled errors to handle when deleting an object.

0k(())
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/// Delete the objects in a bucket.
pub async fn delete_objects(
client: &aws_sdk_s3::Client,
bucket_name: &str,
objects_to_delete: Vec<String>,
) -> Result<(), S3ExampleError> {
// Push into a mut vector to use '?° early return errors while building object
keys.
let mut delete_object_ids: Vec<aws_sdk_s3::types::0bjectIdentifier> = vec![];
for obj in objects_to_delete {
let obj_id = aws_sdk_s3::types::0bjectIdentifier::buildexr()
.key(obj)
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build key for delete_object:
{err:?3}"))
1)7?;
delete_object_ids.push(obj_id);

client
.delete_objects()
.bucket(bucket_name)
.delete(
aws_sdk_s3::types::Delete: :buildex()
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.set_objects(Some(delete_object_ids))
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build delete_object input
{err:?1}"))
IEr
)
.send()
.await?;

0k(())

- BXx APl HiFME R , i5SEMADeleteObjects T Rust BWAWS SDK APl &%,

GetBucketLocation
AR RGER T WA A GetBucketLocation,

EAT Rust B9 SDK

(® Note
EREZMEREER GitHub, £ AWS RIS RHIFHEFRERTER , THMOMHITIRE
ME1T,

async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
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let r = client
.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{3}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{3}", bucket.name().unwrap_or_default());
}

}

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

ok(())

« BXx APl WiFHEER , 5 :E A GetBucketLocationF Rust BIAWS SDK APl &%,

GetObject
LRI RHERT I{a#E A GetObject,

EA T Rust B9 SDK

(® Note
EEESIXEL GitHub, £ AWS KB RAVFEENERTERA , THOTHRTEE
ME1To
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async fn get_object(client: Client, opt: Opt) -> Result<usize, S3ExampleError> {
trace! ("bucket: {3}", opt.bucket);
trace!("object: {3}", opt.object);
trace!("destination: {}", opt.destination.display());

let mut file = File::create(opt.destination.clone()).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to initialize file for saving S3 download: {err:?}"
))
1)7?;

let mut object = client
.get_object()
.bucket(opt.bucket)
.key(opt.object)
.send()
.await?;

let mut byte_count = 0@_usize;
while let Some(bytes) = object.body.try_next().await.map_err(|err| {
S3ExampleError: :new(format!("Failed to read from S3 download stream:
{err:?3}"))
2 {
let bytes_len = bytes.len();
file.write_all(&bytes).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to write from S3 download stream to local file: {err:?}"
))
)%y
trace!("Intermediate write of {bytes_len}");
byte_count += bytes_len;

Ok (byte_count)

- BX AP HEMAFEELE , HSHERGetObjectF Rust FIAWS SDK API 2%,

ListBuckets

LR RGERT MNAEH ListBuckets,
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async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{}", bucket.name().unwrap_or_default());

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
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in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

ok(())

« Bx APl NiF4EER |, F5 M EMListBucketsT Rust BHAWS SDK AP| &,

ListObjectVersions

T RBRAPERT WfAIEA ListObjectVersions,

EAT Rust B SDK

® Note
EBEEZMHXEER GitHub, £ AWS R RAIFEEFERTERG , 7THMMAHITRE
MZ1T,

async fn show_versions(client: &Client, bucket: &str) -> Result<(), Error> {
let resp = client.list_object_versions().bucket(bucket).send().await?;

for version in resp.versions() {
println!("{}", version.key().unwrap_or_default());
println!(" version ID: {}", version.version_id().unwrap_or_default());
println!();

}

ok(())
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pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {

let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {

Ok(output) => {

for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}

}

Err(err) => {
eprintln!("{err:?}")

}

}

ok(())
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pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

- BX API HEAELE , HSFEERAPuUtObjectT Rust BIAWS SDK API 3%,
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let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
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}

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))7?;

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

« BX API HiFHEELR | S EAUploadPartT Rust BHAWS SDK APl $#,
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BIEMERFRK GET S3 WKR.

/// Generate a URL for a presigned GET request.
async fn get_object(

client: &Client,

bucket: &str,

object: &str,

expires_in: ub64,
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) -> Result<(), Box<dyn Error>> {

let expires_in = Duration::from_secs(expires_in);

let presigned_request = client
.get_object()
.bucket(bucket)
.key(object)
.presigned(PresigningConfig: :expires_in(expires_in)?)
.await?;

println!("Object URI: {}", presigned_request.uri());
let valid_until = chrono::offset::Local::now() + expires_in;
println!("Valid until: {valid_until}");

0k(())

BIETE AR FERRK PUT S3 XK,

async fn put_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub64,
) -> Result<String, S3ExampleError> {
let expires_in: std::time::Duration =
std::time::Duration::from_secs(expires_in);
let expires_in: aws_sdk_s3::presigning::PresigningConfig =
PresigningConfig: :expires_in(expires_in).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to convert expiration to PresigningConfig
))
IS
let presigned_request = client
.put_object()
.bucket(bucket)
.key(object)
.presigned(expires_in)
.await?;

Ok(presigned_request.uri().into())

. {err:?}"
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use aws_sdk_s3::{
error: :SdkError,
primitives::{ByteStream, DateTime, DateTimeFormat},
Client,

};

use s3_code_examples::error::S3ExampleError;

use tracing::{error, warn};

const KEY: &str = "key";
const BODY: &str = "Hello, world!";

/// Demonstrate how “if-modified-since’ reports that matching objects haven't

/// changed.

///

/// # Steps

/// - Create a bucket.

/// - Put an object in the bucket.

/// - Get the bucket headers.

/// - Get the bucket headers again but only if modified.

/// - Delete the bucket.

#[tokio: :main]

async fn main() -> Result<(), S3ExampleError> {
tracing_subscriber::fmt::init();

// Get a new UUID to use when creating a unique bucket name.
let uuid = uwuid::Uuid::new_v4();

// Load the AWS configuration from the environment.
let client = Client::new(&aws_config::load_from_env().await);

// Generate a unique bucket name using the previously generated UUID.
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// Then create a new bucket with that name.
let bucket_name = format!("if-modified-since-{uuid}");
client

.create_bucket()

.bucket(bucket_name.clone())

.send()

.await?;

// Create a new object in the bucket whose name is 'KEY' and whose
// contents are “BODY".
let put_object_output = client

.put_object()

.bucket(bucket_name.as_str())

.key(KEY)

.body(ByteStream: :from_static(BODY.as_bytes()))

.send()

.await;

// If the "PutObject’ succeeded, get the eTag string from it. Otherwise,
// report an error and return an empty string.
let e_tag_1 = match put_object_output {
Ok(put_object) => put_object.e_tag.unwrap(),
Err(err) => {
error! ("{err:?}");
String::new()

i

// Request the object's headers.
let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.send()
.await;

// If the "HeadObject® request succeeded, create a tuple containing the
// values of the headers "last-modified® and “etag . If the request
// failed, return the error in a tuple instead.
let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok(head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
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Err(err) => (Err(err), String::new()),

};

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and first GetObject had differing eTags"
);

println!("First value of last_modified: {last_modified:?3}");
println!("First tag: {}\n", e_tag_1);

// Send a second ‘HeadObject® request. This time, the “if_modified_since"
// option is specified, giving the “last_modified® value returned by the
// first call to "HeadObject'.

//

// Since the object hasn't been changed, and there are no other objects in
// the bucket, there should be no matching objects.

let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.if_modified_since(last_modified.unwrap())
.send()
.await;

// If the "HeadObject  request succeeded, the result is a typle containing
// the “last_modified® and ‘e_tag_1l" properties. This is _not_ the expected
// result.

//
// The _expected_ result of the second call to ‘HeadObject  is an

// "SdkError::ServiceError' containing the HTTP error response. If that's
// the case and the HTTP status is 304 (not modified), the output is a

// tuple containing the values of the HTTP ‘last-modified’ and ‘etag’

// headers.

//

// If any other HTTP error occurred, the error is returned as an
// "SdkError::ServiceError".

let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok (head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
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};

)I

Err(err) => match err {
SdkError::ServiceError(err) => {
// Get the raw HTTP response. If its status is 304, the
// object has not changed. This is the expected code path.
let http = err.raw();
match http.status().as_ul6() {
// If the HTTP status is 304: Not Modified, return a
// tuple containing the values of the HTTP
// “last-modified® and “etag’ headers.
304 => (
Ok(DateTime: :from_stxr(
http.headers().get("last-modified").unwrap(),
DateTimeFormat: :HttpDate,
)
.unwrap()),
http.headers().get("etag").map(|t| t.into()).unwrap(),
),
// Any other HTTP status code is returned as an
// ~SdkError::ServiceError'.
_ => (Err(SdkError::ServiceError(err)), String::new()),

}

// Any other kind of error is returned in a tuple containing the
// error and an empty string.
_ => (Err(err), String::new()),

}I

warn! ("last modified: {last_modified:?}");
assert_eq!(

);

e_tag_1, e_tag_2,
"PutObject and second HeadObject had different eTags"

println!("Second value of last modified: {last_modified:?}");
println!("Second tag: {}", e_tag_2);

// Clean up by deleting the object and the bucket.
client

.delete_object()
.bucket(bucket_name.as_str())
.key(KEY)

.send()
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.await?;

client
.delete_bucket()
.bucket(bucket_name.as_str())
.send()
.await?;

ok(())
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Cargo.toml A F M= =5l

[package]
name = "testing-examples"
version = "0.1.0"

authors = [
"John Disanti <jdisanti@amazon.com>",
"Doug Schwartz <dougsch@amazon.com>",

]
edition = "2021"

[dependencies]
async-trait = "@.1.51"
aws-config = { version

"1.0.1", features = ["behavior-version-latest"] }
aws-credential-types = { version = "1.0.1", features = [ "hardcoded-
credentials", ] }

aws-sdk-s3 = { version "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime = { version = "1.0.1", features = ["test-util"] }
aws-smithy-runtime-api = { version = "1.0.1", features = ["test-util"] }
aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

http = "0.2.9"

mockall = "@Q.11.4"

serde_json = "1"

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

[[bin]]
name = "main"
path = "src/main.rs"

5/ automock FRRS 222389 2 o3t R4l
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use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall: :automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
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// Now we take a reference to our trait object instead of the S3 client

// s3_list: ListObjectsService,

s3_list: S3,

bucket: &str,

prefix: &str,

) -> Result<usize, s3::Error> {

let mut next_token: Option<String> = None;

let mut total_size_bytes = 0;

loop {

let result = s3_list

.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
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.build())
1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
D)
.set_next_continuation_token(Some("next".to_string()))
.build())
18
mock.expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
D)
.build())
1);
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// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

£ A& M= =5 StaticReplayClient,

use aws_sdk_s3 as s3;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3: s3::Client,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3
.list_objects_v2()
.prefix(prefix)
.bucket(bucket)
.set_continuation_token(next_token.take())
.send()
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;
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}
Ok(total_size_bytes)

#[allow(dead_code)]
fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

#[cfg(test)]
mod test {

use super::*;

use aws_config::BehaviorVersion;

use aws_sdk_s3 as s3;

use aws_smithy_runtime::client::http::test_util::{ReplayEvent,
StaticReplayClient};

use aws_smithy_types: :body: :SdkBody;

#[tokio: :test]
async fn test_single_page() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")

.body(SdkBody: :empty())

.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/response_1l.xml")))
.unwrap(),

);
let replay_client = StaticReplayClient::new(vec![page_1]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
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.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")

.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);
replay_client.assert_requests_match(&[]);

#[tokio: :test]
async fn test_multiple_pages() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
I
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);
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let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()

.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

I

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

FERFETEARXH
TENKBREERT [ Amazon S3 E& KSXHHM Amazon S3 T&E AKX,
BEXEZER , FEHAERAD B LERELENR,

EAT Rust B9 SDK

® Note
EBEEZMHEXEER GitHub, £ AWS KRB RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

use std::fs::File;
use std::io::prelude::*
use std::path::Path;

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::error::DisplayErrorContext;
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use aws_sdk_s3::operation::{
create_multipart_upload::CreateMultipartUploadOutput,

get_object::GetObjectOutput,

i

use aws_sdk_s3::types::{CompletedMultipartUpload, CompletedPart};

use aws_sdk_s3::{config::Region, Client as S3Client};

use aws_smithy_types::byte_stream::{ByteStream, Length};

use rand::distributions::Alphanumeric;

use rand::{thread_rng, Rng};

use s3_code_examples::error::S3ExampleError;

use std::process;

use uuid::Uuid;

//In bytes, minimum chunk size of 5MB. Increase CHUNK_SIZE to send larger chunks.
const CHUNK_SIZE: u64 = 1024 * 1024 * 5;
const MAX_CHUNKS: u64 = 10000;

#[tokio::main]
pub async fn main() {
if let Err(err) = run_example().await {
eprintln!("Error: {}", DisplayErrorContext(err));
process::exit(1);

async fn run_example() -> Result<(), S3ExampleError> {
let shared_config = aws_config::load_from_env().await;
let client = S3Client::new(&shared_config);

let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
s3_code_examples::create_bucket(&client, &bucket_name, &region).await?;

let key = "sample.txt".to_string();
// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;
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let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(

"Missing upload_id after CreateMultipartUpload",
))7?;

//Create a file of random characters for the upload.

let mut file = File::create(&key).expect("Could not create sample file.");

// Loop until the file is 5 chunks.
while file.metadata().unwrap().len() <= CHUNK_SIZE * 4 {
let rand_string: String = thread_rng()
.sample_iter(&Alphanumeric)
.take(256)
.map(char::from)
.collect();
let return_string: String = "\n".to_string();
file.write_all(rand_string.as_ref())
.expect("Error writing to file.");
file.write_all(return_string.as_ref())
.expect("Error writing to file.");

let path Path::new(&key);

let file_size = tokio::fs::metadata(path)
.await
.expect("it exists I swear")
.len();

let mut chunk_count = (file_size / CHUNK_SIZE) + 1;
let mut size_of_last_chunk = file_size % CHUNK_SIZE;
if size_of_last_chunk == 0 {

size_of_last_chunk = CHUNK_SIZE;

chunk_count -= 1;

if file_size == 0 {
return Err(S3ExampleError::new("Bad file size."));

}
if chunk_count > MAX_CHUNKS {

return Err(S3ExampleError: :new(

"Too many chunks! Try increasing your chunk size."

));

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart>

Vec: :new();
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for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

I

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :builder()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
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.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)

.send()

.await?;

let data: GetObjectOutput =
s3_code_examples: :download_object(&client, &bucket_name, &key).await?;
let data_length: u64 = data
.content_length()
.unwrap_or_default()
.try_into()
.unwrap();
if file.metadata().unwrap().len() == data_length {
println!("Data lengths match.");
} else {
println!("The data was not the same size!");

s3_code_examples: :clear_bucket(&client, &bucket_name)
.await
.expect("Error emptying bucket.");
s3_code_examples: :delete_bucket(&client, &bucket_name)
.await
.expect("Error deleting bucket.");

0k(())
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FE AT Rust B SDK

@ Note
EHEZMKRIEER GitHub, HELRSS A ROIFREEFEKRTERE , 7 7TROMHITRE
MiE1To

£/ Rust fF S3 E# 5 Lambda £&# .

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");
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if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

}

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")
}

0k(())
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ListNotebookInstances

LT RBREESR T AIEH ListNotebookInstances,

EAT Rust B9 SDK

® Note
BB ELZHKXREER GitHub, £ AWS R RHIFEEPERTERS , 7HRMNABHTIRE
MZ1T,

async fn show_instances(client: &Client) -> Result<(), Error> {
let notebooks = client.list_notebook_instances().send().await?;

println!("Notebooks:");

for n in notebooks.notebook_instances() {
let n_instance_type = n.instance_type().unwrap();
let n_status = n.notebook_instance_status().unwrap();
let n_name = n.notebook_instance_name();

println!(" Name : {3}", n_name.unwrap_or("Unknown"));
println!(" Status : {}", n_status.as_ref());

println!(" 1Instance Type : {}", n_instance_type.as_ref());
println!();

ok(())

« Bx API WFELR |, 25 EAListNotebookinstancesF Rust BIAWS SDK APl &%,
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EEEZMHEXEE GitHub, £ AWS REBRAITFHERERTERG ,

TR ITIRE

M=z1T,

async fn show_jobs(client: &Client) -> Result<(), Error> {

let job_details =

println!("Jobs:");

client.list_training_jobs().send().await?;

for j in job_details.training_job_summaries() {

let name =
let creation_time =
.to_chrono_utc()?;
let training_end_time = j
.training_end_time()

time")

.expect("Training end time")

.to_chrono_utc()?;

let status =
let duration =
println!(" Name:
println!(
" Creation date/time:
creation_time.format("%Y-

{}"

);
println!(" Duration (seconds):
println!(" Status:

println!();

0k(())

- BXAPINEFHARES , 17

j.training_job_name().unwrap_or("Unknown");
j.creation_time().expect("creation

j.training_job_status().expect("training status");
training_end_time - creation_time;

{}", name);

-%d@%H:%M:%S")

{}", duration.num_seconds());
{:?}", status);
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LTRBRAIEERERT MAERATE Secrets Manager B Rust AWS F & T EGRHITIRIEFMEZI
BERFR,

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEY , &7
LESRHEXZZN ETXERRF,

BANTROIHIE - NMEOTRFERBNERE  SAUNPRIBEXUOAE L TXHPRENEZTRBHINR
B,

GetSecretValue

UTFRIBREVERT WAEA GetSecretValue,

EAT Rust By SDK

(® Note
EREZHEREER GitHub, £ AWS RIS RHIFHEFERTER , THMOMHITIRE
ME1T,

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

« BX APl WiFHEER | H5HEMGetSecretValueF Rust BIAWS SDK APl &%,
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LUTREBREEERRT NAERERT Rust WRHEF X T EEF Amazon AWS SES API v2 R#1T
BENIMERNZS,

BRERAEEFNABHER , ST ELTXHET, EANBIRETROMAERENRSEE , &7
DBEEEBEXZ RN ETXERRF,

REEENNAESE - MRSPAASNIHBREHM AWS BFEERTERFEESHABR
ﬁlJo

BRI E—NMERTRRERRBHERE , ZAUMNPKIBEXROMELTXHRREMETREBHHR
B,

F&

B®1E
CreateContact

LUTFRIBREVERT WAEA CreateContact,

EAT Rust B9 SDK

(® Note

BBEEZMHEXER GitHub, £ AWS RIEE Rl FEEPERTERG , 7THNAHITIRE
FE1To

async fn add_contact(client: &Client, list: &str, email: &str) -> Result<(), Error>

{

client
.create_contact()
.contact_list_name(list)
.email_address(email)
.send()
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.await?;
println!("Created contact");

ok(())

. BX APl WiFHEER , 53 HE M CreateContactT Rust BIAWS SDK APl $#,

CreateContactList
LT RBREER T AIEH CreateContactList,

EA T Rust B9 SDK

@ Note
EHEZHKRIEL GitHub, £ AWS KB RHIFEEFEKRTERE , THRIAHRTRE
ME1To

async fn make_list(client: &Client, contact_list: &str) -> Result<(), Error> {
client
.create_contact_list()
.contact_list_name(contact_list)
.send()
.await?;

println!("Created contact list.");

ok(())

« BXx APl WiF4E R , 53 &M CreateContactListF Rust BSAWS SDK AP| &#,
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TR REERT MR CreateEmailldentity,
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match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?
Err(e) => match e.into_service_error() {
CreateEmailldentityError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email identity: {}", e)),
},
}

- BX API HiFELS , iS5 3&E A CreateEmailldentityF Rust BIAWS SDK APl &,

CreateEmailTemplate
ATRBRAERT AR CreateEmailTemplate,

EATF Rust B9 SDK

(® Note
AEESIXEL GitHub, £ AWS KB RAVFEENERTERE , THOTRTEE
ME1To
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let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}

-« BX APIWiFMEER , HSHEMCreateEmailTemplateF Rust BHAWS SDK APl ¥,
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BHELSHXES GitHub, # AWS RBTAIEHETERTER , T ROMHTEE
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match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow!("Error deleting contact list: {e}")),
}

. Bx API WiFELR |, 53 ¥iE A DeleteContactListT Rust BIAWS SDK APl &%,

DeleteEmailIdentity

TR REBRGVER T (A DeleteEmailldentity,

FE AT Rust 8 SDK

(® Note
EBEZHEREE GitHub, £ AWS RIS RHIFHEFEFRERTER , THRMOMHITIRE
ME1T,o

match self
.client
.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()
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.await

{
Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

}

- B API HiFME R , i5SU&EMDeleteEmailldentity F Rust BIAWS SDK APl &2,

DeleteEmailTemplate

T RBRAVERT WA DeleteEmailTemplate,

EAT Rust B SDK

® Note
BEELHEXEER GitHub, £ AWS REEBRHIFREPERTERS , 7THROMAHITRE
FME1To
match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

- X APIHEMEER , BSHEMDeleteEmailTemplateF Rust BHAWS SDK APl &,
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HE B FER i R R SR,

async fn is_verified(client: &Client, email: &str) -> Result<(), Error> {
let resp = client
.get_email_identity()
.email_identity(email)
.send()
.await?;

if resp.verified_for_sending_status() {
println!("The address is verified");
} else {

println!("The address is not verified");

}

ok(())

- BX API HiFMEE | S 13&EAGetEmailldentityF Rust BHAWS SDK API &,
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MZ1T,

async fn show_lists(client: &Client) -> Result<(), Error> {
let resp = client.list_contact_lists().send().await?;

println!("Contact lists:");
for list in resp.contact_lists() {
println!(" {3}", list.contact_list_name().unwrap_or_default());

}

ok(())

« Bx API NiFHEER |, F5 M EMListContactLists T Rust BIAWS SDK APl &%,

ListContacts
AR RGER T WM H ListContacts,

EAT Rust B9 SDK

(® Note

EREZHKEE GitHub, & AWS B RAIFMHEFRERTERS , 7HMNMAHTIRE

FE1To

async fn show_contacts(client: &Client, list: &str) -> Result<(), Error> {
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
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.await?;
println!("Contacts:");

for contact in resp.contacts() {
println!(" {3}", contact.email_address().unwrap_or_default());

}

ok(())

« BXx APl NiFHEER , F5HEMListContactsT Rust BIAWS SDK API &%,

SendEmail
LUTRBREERT WAER SendEmail,

EA T Rust B9 SDK

(® Note
EHESMAEEL GitHub, 7 AWS RBRAIEFMHEPERZERA , THROARTRE
METT.

EERRAFIRPNFIAKRRIEHES

async fn send_message(
client: &Client,
list: &str,
from: &str,
subject: &str,
message: &str,
) -> Result<(), Error> {
// Get list of email addresses from contact list.
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
.await?;
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let contacts = resp.contacts();

let cs: Vec<String> = contacts

Jiter()
.map(|i] i.email_address().unwrap_or_default().to_string())
.collect();

let mut dest: Destination = Destination::builder().build();
dest.to_addresses = Some(cs);
let subject_content = Content::builder()
.data(subject)
.charset("UTF-8")
.build()
.expect("building Content");
let body_content = Content::builder()
.data(message)
.charset("UTF-8")
.build()
.expect("building Content");
let body = Body::builder().text(body_content).build();

let msg = Message::builder()
.subject(subject_content)
.body(body)
.build();

let email_content = EmailContent::builder().simple(msg).build();

client
.send_email()
.from_email_address(from)
.destination(dest)
.content(email_content)
.send()
.await?;

println!("Email sent to list");

ok(())
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let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else {
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}
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« BXx APl WiFHEER | F5HEMASendEmailF Rust BIAWS SDK AP| &,

=
NEBNZR
LT REERASE R T WAZEST Amazon SES API v2 #TE BRIz =,

EA T Rust B9 SDK

(@ Note
HEBEEZMEKXER GitHub, £ AWS RIBRAIFEEPERTERE , THOMAH#ITRE
ME1To
match self
.client
.create_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list created successfully.")?,
Err(e) => match e.into_service_error() {
CreateContactListError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Contact list already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating contact list: {}", e)),
.
}
match self
.client

.create_contact()
.contact_list_name(CONTACT_LIST_NAME)
.email_address(email.clone())

.send()

.await
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{
0Ok(_) => writeln!(self.stdout, "Contact created for {}", email)?,
Err(e) => match e.into_service_error() {
CreateContactError: :AlreadyExistsException(_) => writeln!(
self.stdout,
"Contact already exists for {}, skipping creation.",
email
)?,
e => return Err(anyhow!("Error creating contact for {}: {}",
email, e)),
},
}

let contacts: Vec<Contact> = match self
.client
.list_contacts()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await

Ok(list_contacts_output) => {
list_contacts_output.contacts.unwrap().into_iter().collect()
}
Err(e) => {
return Err(anyhow! (
"Error retrieving contact list {3}: {}",
CONTACT_LIST_NAME,
e

)

i

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();
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match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination::builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :builder()

.contact_list_name(CONTACT_LIST_NAME)
.build()?,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
VE?
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await

Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."

)?;
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> return Err(anyhow! ("Error creating email identity: {3}", e)),

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}
match self
.client

.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
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.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}
match self
.client

.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()

.await

Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

« BAx APl #HEE , 35 (AWS SDK for Rust APl £#) R TEH,

* CreateContact

* CreateContactList

» CreateEmailldentity

* CreateEmailTemplate

* DeleteContactList
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» DeleteEmailldentity

» DeleteEmailTemplate

» ListContacts
» SendEmail, simple
« SendEmail, R

{85 SDK for Rust B9 Amazon SNS R4
DLTRBREOERERT AFERERT Rust WEEFF £ T ESHR Amazon AWS SNS R TE/EM
ST N E,

RERKBEFNRBRER , YAELTXXHIET. BALNEIRET BOMERALEMNRSEE , &7
LB EBEXZ RN ETXERRKE,

FREESERIABEE - MNRSHFEASNERHEEM AWS BRSEERERBEEFSHRBE R
{ﬁﬂo

BANRAIETE-—NMERTERERBHEE , EUMNPRIEXOME L TXHREMNSTRBHR
Ao

ES ]

« RS AR

CreateTopic
AT RERFIER T EER CreateTopic,

EAT Rust B9 SDK

(® Note

BEEZHEXER GitHub, £ AWS RIBRAIFEEFERTERE , THOAHRITIRE
*ﬂl_‘f'.l'o
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async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",
resp.topic_arn().unwrap_or_default()

);

0k(())

« BX API HiF4EL |, 2 1E A CreateTopicT Rust BHAWS SDK APl $#,

ListTopics
LTRRBREERT AR ListTopics.
&M T Rust B SDK

® Note
EBEZHXREER GitHub, £ AWS KB ROIFEERERTERG , THRMARETIRE
MIE1To

async fn show_topics(client: &Client) -> Result<(), Error> {
let resp = client.list_topics().send().await?;

println!("Topic ARNs:");
for topic in resp.topics() {
println!("{}", topic.topic_arn().unwrap_or_default());

}

ok(())

- BX API HEAEE , S HERListTopics T Rust BIAWS SDK APl 3%,

BReE
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Publish

LR RGPERT AaE A Publish,

EAT Rust B9 SDK

® Note
BB ELZHREER GitHub, £ AWS R RHIFEEFERTERS , 7HRIOAHTIRE
MZ1T,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

ok(())
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« Bx APIF4EE |, 535 (AWS SDK for Rust API Reference) F @ Publish.

Subscribe
LUTRBREERT WAEA Subscribe,

FEAT Rust B SDK

(® Note
EHEZHKRIEER GitHub, # AWS KB ROIFEEFERTERE , THRIAHRTRE
METT.

F BB, F B4 3t 1k T R B E R

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);
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ok(())

« Bx API F4EE |, 55E (AWS SDK for Rust APl £#£) ®#J Subscribe,

H=

BETRS SN AREFREER
LUTRERFERNMSIBRELTRSSHNARRF , LAFEBERARSERRA,
EATF Rust B9 SDK

ERNMAF AR A-EBNARER , ZRMAREFERA Amazon Rekognition 8  E &H HIARE H
HHE#HUHBAERER,

BXRWARENZETHTERABMUA |, $28 LA TE RS GitHub,.
ERAT BN FREIR , 5 AWS # X ERIEX.

RGP ER YIRS

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
» Amazon S3

* Amazon SNS

To RS 85 I
JB3¥ Amazon SNS fifi % 258 Lambda BH#K

TR REIRERT MASEI — Lambda Bi#y , ZERBIEWEEIKNRE SNS TERVEEMARNE
fro ZEBNEHSBRRBEEHCKERBEENNE.
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FE AT Rust B SDK

@ Note
EHEZMKRIEER GitHub, HELRSS A ROIFREEFEKRTERE , 7 7TROMHITRE
MiE1To

Ei¥ Rust 5 SNS E4 5 Lambda &5,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

0k(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

0k(())

#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

£ SDK for Rust B Amazon SQS R4l

LTRBREEERR T MAEHAHAE Amazon SQS #Y Rust AWS FF & TEGRMNITIREMSZIMER
M=o

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEY , &7
LB RBEXZEN ETXERRF,

BRI E—NMERTRERERBHEE , ZAMLMNPKIEXROME L TXHRREMETREBHHR
B,

£33
. IR TH

ListQueues
TR RBRGVER T IAEA ListQueues,

EA T Rust B9 SDK

(® Note
EHEZHKRIEL GitHub, # AWS KB ROIFEEFEKRTERE , THRIAHRTRE
METT.
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1 R1Z X1 5 8 58 — 4> Amazon SQS BA3l,

async fn find_first_queue(client: &Client) -> Result<String, Error> {
let queues = client.list_queues().send().await?;
let queue_urls = queues.queue_urls();
Ok(queue_urls
first()

.expect("No queues in this account and Region. Create a queue to proceed.")

.to_string())

}
- BX APINiFHEER , BZHEMListQueuesT Rust WAWS SDK API &,
ReceiveMessage

LTFRBROVERT (A EA ReceiveMessage,

FE AT Rust 89 SDK

® Note
BEEZMHEXER GitHub, £ AWS RIEB Rl FEERERTERG , 7THNAHITIRE
FE1To

async fn receive(client: &Client, queue_url: &String) -> Result<(), Error> {
let rcv_message_output =
client.receive_message().queue_url(queue_url).send().await?;
println!("Messages from queue with url: {}", queue_url);
for message in rcv_message_output.messages.unwrap_or_default() {

println!("Got the message: {:#?}", message);

0k(())

- BX APIHFMEER |, BSHEMReceiveMessage T Rust BWAWS SDK APl $#,
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SendMessage
TR RBRGVERT (A A SendMessage,

EAT Rust B9 SDK

(® Note
EBEZMEREER GitHub, £ AWS RIS RHIFHEFERTER , THMOMHITIRE
MIZ1T,o

async fn send(client: &Client, queue_url: &String, message: &SQSMessage) ->
Result<(), Error> {
println!("Sending message to queue with URL: {}", queue_url);

let rsp = client
.send_message()
.queue_url(queue_url)
.message_body(&message.body)
// If the queue is FIFO, you need to set .message_deduplication_id
// and message_group_id or configure the queue for
ContentBasedDeduplication.
.send()
.await?;

println!("Send message to the queue: {:#?}", rsp);

0k(())

- BXx APl HiFMER , 5SS &M SendMessage T Rust BWAWS SDK APl %,

To RS 85 I
B3 Amazon SQS fit & 8518 A Lambda BI%K

UTRBREIRRT WMAKI— Lambda B8¥x , ZERBIEKRE KK B SNS RAFIRVE B MA RS
o ZEBNEHSHBRFEEHLREREENAR,
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FEARIERE
FE AT Rust B SDK
@® Note
EEEZHXER GitHub, ELRSH RO EHEDERTE RS , H 7 HENA#HTIRE
FME1To

BiE Rust ¥ SQS E4 5 Lambda &4 1# M,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await
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& EFH Amazon SQS A& 883 1T Lambda BRERHEANEIN B 2k K

UTRBREIERT IMARNEKKE SQS ASIHEAE Lambda BNESKIER o #EAL BB AL, ZEETE
e SRS HEAL BRI KK, HHER Lambda FEERHIXLEHE R,

EATF Rust B9 SDK

(® Note
EREZMEREER GitHub, ELERSHEROIFREPERTERS , F THNMAHTRE
METT.

45 A Rust 34T Lambda SQS #t4b B B kM.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
sqs::{BatchItemFailure, SqsMessage},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1)
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}

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS STS A Rust ix SDK Y 7= 4l
UTRBREABERERT OMAERAERT Rust B9 AWS SDK R ITIREMSSIME L7 = AWS STS,

RERKBEEFNRBER , YAELTXXHET. BALESRET B ERALENRSEE , &7
DBEEEBEXZ RN ETXERRF,

BNMROIBMIE - MEOTRRRBNERE  BUUMNPRIBXRIAE LT XHRENSTABAIB
B,

ES ]

s

AssumeRole
LR RGERT A AssumeRole,

FEAT Rust B SDK

(@ Note
EHEZHKRIEL GitHub, £ AWS KB RHIFEEFEKRTERE , THRIMAHRTRE

N—

ME1To

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
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.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)

.build()

.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {}", e.user_id().unwrap_or_default());
println!("Account: {3}", e.account().unwrap_or_default());
println!("Azrn g {}", e.arn().unwrap_or_default());

}

Err(e) => println!("{:?}", e),

« Bx API N FMEER | FSEAAssumeRoleT Rust BHAWS SDK APl &%,

{# F§ SDK for Rust By Systems Manager R4

LTRBRAIEERERT MAERTHHE Systems Manager B9 Rust AWS % T ESRMITRIEMEIN
BERFR,

RERKBEEFNRBER , YAELTXXHIET. BALNEDIRET BUOMERALENMRSEYE , &7
DB EBEXZ RN ETXERRF,

BANRBIEEE - MER T EFRABNERE , SUUNPRIEXMOEE L TXHREMSITRBHY
B,

2
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DescribeParameters
LT RBRHEETRT A A DescribeParameters,
& T Rust # SDK
(@ Note
HEELZHXER GitHub, £ AWS RE TR FHEPERTETRAE , THOMAHITIRE
FIE1To
async fn show_parameters(client: &Client) -> Result<(), Error> {
let resp = client.describe_parameters().send().await?;
for param in resp.parameters() {
println!(" {3}", param.name().unwrap_or_default());
}
ok(())
}
« BX APl Ni#FAEER |, FSA5EBADescribeParameters T Rust BIAWS SDK APl &%,
GetParameter
UTRBREVETRT WA MR GetParameter,
EHATF Rust B SDK
(@ Note
BEEZHEXEE GitHub, £ AWS REETHIFHEPERTERS , THRUNMHTIRE
FIE1To

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
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let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

. X APl WiFHEER | BHSHEAGetParameterT Rust WAWS SDK APl $#,

PutParameter
LT RBREVER T WAIEH PutParameter,
ERAT Rust B9 SDK

® Note
EBEEZMXEER GitHub, £ AWS R RAIFEEFERTERG , 7THIMAHITRE
MZ1T,

async fn make_parameter(
client: &Client,
name: &str,
value: &str,
description: &str,
) -> Result<(), Error> {
let resp = client
.put_parameter()
.overwrite(true)
.r#type(ParameterType: :String)
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.name(name)

.value(value)
.description(description)
.send()

.await?;

println!("Success! Parameter now has version: {}", resp.version());

ok(())

. BX APl WiFHEER |, BESEAPutParameterT Rust BWAWS SDK APl $#,

£ Rust B4 % T E 3K Amazon Transcribe 74l

UTRBREBERERT MAFERAHA Amazon Transcribe B Rust AWS FF & T B Akt TR EMSE
MENGR.

GREROGERNMABIE - NMRSHTEAS N EBIEEM AWS BSEERTRABEESHNRB R
Bl

BANTROIBITE - NMEOTRFERBNERE  BAUNPRIEXUOME L TXHPRENZTREBIINR
B,

£

- 3=

=R
B AERNEE URAFE T HRE A
ATFRBRGIRR T 04T :

- {5 Amazon Polly JF 437 (UTF-8) i A& B & 934
o FFEI M L& 2| Amazon S3 FER.

- A Amazon Transcribe 53 53 4 353 7 LA,
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5/ Amazon Polly &4 XA ( UTF-8 ) I AXHE R A ZTIMXH |, FFMXH L1£F) Amazon S3
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« Amazon Transcribe

78— 603


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/rustv1/cross_service#code-examples

AWS SDK for Rust FRARIER

N AWS FmE RS EEHE

=&Z2M—ER Amazon Web Services AWS) HEHRZE, EN AWS BF |, BRNTAREARSZE
ZEPBRBEPLVNERMITENBTFEFONNEZRIPZE, ZLENGHEHAEB AWS BZRE. TE
HEEXFEERNZNREMNEPN RS H,

TRE — AWS ARFFE1T AWS ZHRANFAAERSHWEMENY , AN ERBAULEEHNR
5o BIMNZeREREHZE AWS |, ENAWS &M RIN—8 % , B=F =it IHE N A MEKIE
BNREN BRI,

DIREE — ENREREEAN AWS RSUREMRZRE , 2B HENBI2E, AANERUR
B R AERNEM

R AWS R RS ESHE X ENYEE Amazon Web Services (AWS) RS EFE D IEREEN. BX
AWS RFZ£ER , BSHAWS RFZ 2 ETEMEMITRIE AWS L T/EEE NEAWS RS .

£l

« & AWS @RS PR BTERY

« It AWS = RBRIRFH SRR

« AAWS FmBESHEMRELZS

- EPrEFIFEARKRIK TLS IRA AWS SDK for Rust

N AWS 7 @ E AR S PRV IR R

2 AWS BEREFERERA TR AWS FREBRSHFHBERT . MABERFTR AWS |, ARRFET
FIEABNEIKREMZEH AWS Cloud, BARLEFNREERHEMEN LWANBIHZES, BENR
ZRERN AWS RS NELLBEENEETS. AXBERMNESER , BSAKERILELR

. BXBMNBERIFHEES , HSH AWS Security Blog £#) AWS Shared Responsibility Model

and GDPR BEXE,

HTFHEERPEHN , BMNBUERF AWS Ik EUEHEH AWS IAM Identity Center 2 AWS Identity
and Access Management (IAM) RENMNAAF . X# , SMNAFRREETHIEIRIAMENNE,
REWUEBLUTARNRFHIE

- NBNKFERAZESHRIE (MFA) .

- f£A SSL/TLS ERFERF. AWS HAITERFEA TLS 1.2, BWAHEA TLS 1.3,

BiRR 604


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS SDK for Rust FRARIER

- EARE API MIAFE3I BE AWS CloudTrail, &£ CloudTrail lREREIR AWS SEFHNEER |
BEZ# (AWS CloudTrail AF#EmE) PHFEAER CloudTrail xo

- 5/ AWS MEBHRERUAREPHFAERIARZE 24 AWS RE

- FASRIEELRERS ( Hl0 Amazon Macie ) , EBEBI T RINMRF 76 7E Amazon S3 FEVBUR
BE

. WMREE AWS BEGSTREDN AP #HTiH RN EELRT FIPS 140-3 BWIFMNZESR | EEH
FIPS i =, XA AN FIPS MRMNEZEE , TSR (ZEKIPEELERE (FIPS ) 5 140-3
) o

BB NENEEERBBER ( MEEF N BEFER4iti ) RARSHBEHERNXNAFTER
(MBHFER ), XBELEMEREEA. API R AWS RE FAKX AWS ~RBERSREM>~ RRERS
it AWS SDKs, AWS CLIEATEMMRE R BAR N XEAFER M AN TABEE TR Tit 5%
RIZHHE. NRECRADRSF[REMNL | BB WWETEEM iU B EEIE S RRIEN %R
MER,

Itt AWS 7 @ E AR S5 Y & H ML S UE

ETHREABTRESAIURAEE , FSHAWS RS “REAIT XKD AEE"" , RFEFEHRN
BHEMITR. AWS RS AXx—HKREE , BSHAWS ST HAWS,

BRI LMERATEE=SFitikE AWS Artifacte BXREZEER |, BESRPM “THIRE” £/ “AWS
Artifact,

BEMFER AWS RS N ENRITERTENBIENERMN, RATMNENBRUARERNEENE
Mo AWS B TUTHIFEREEBISSMEMM -

- Security Compliance & Governance : XX RAREBIEEITIC TRBERER , ARH THER
2HFEREEEN TR,

- A HIPAA EXRWRESZE - JIHFFE HIPAA ERHMBRS . HIEFTE AWS RS AZEFE HIPAA
B,

- AWS EAWS A RR — k THEBNIEEESAREER TENTLIMMEX,

- AWS BEFEHIEE —MNERAETHITEHRERER, XEERMELETRFVRESE , AWS RS
AN EERHIBES MR ( BREZEEFRRASEARHRER (NIST), INAFTLRZEFEEZERR
(PCI) MERRARAEALAL (1SO) ) MR 224,

- EAAWS Config 7 & A & 15 F R AN T4 %R — % AWS Config RFITEEN R REEE S K
BELHFEAIMREK. TLAENFER,

EMMERAE 605


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html

AWS SDK for Rust FRARER

« AWS Security Hub— X AWS frSs ATLA2H T RERN R 2R AWS, Security Hub B 24125l
BREITEEN AWS RRHAREHREFELETUMRENRESR. BXRZTIFRSZEEHERN
BIK , S5 Security Hub &S £,

« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEZES |, 5k AWS RS
BNENTEAR, REMBERGNEERMP. GuardDuty B HEELEAHERAEHNAR
RAUWER | JUEBEHESHEMMEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B84 s it AWS SEAER , M fai{bXUBS & 38 A K
EMMITALFRER S HME

K AWS = RE RS ES HE R4 E Amazon Web Services (AWS) FREEF/ D IEFZEER., BX
AWS RFLRLEE , BZHAWS RFZEXHETEMEMITRE AWS A TETERHAWS B

A AWS FmERSHEMIRER £

KAWS FRBERSEALERS , DI E AWS £EMERLHRY. BXx AWS Z2RF KRN
il AWS RFERIZEHENER , BSRAWS =242, EFAEMRRERENRESSERRZITEN AWS
INE | iES® S AWS ecurity Pillar Well-Architected Fram ework A #Y B Ai% He R 3o

ERILAER AWS EXRH APl HRBEMEHE Lt AWS FRERS. ERRAAEFUTAR

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERE (PFS) WHEIBEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

o, HAERFRIZEE ID M5 IAM EAEXBKAORZRG B BARTBERHJTZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITERH#ITESE,

A AWS = RERSES H X FREE Amazon Web Services (AWS) BRE BB D EFEER, Bx
AWS RFZ£ER , BSHAWS RFZEETEMEMITRIE AWS A T/EBE NHAWS RS

£ hag &l fE A &K TLS Kx4x AWS SDK for Rust

5 AWS RSSEERT , AWS SDK for Rust £/ TLS kigE & &M, MIAMBER T , SDK BB HH &K
TLS IRARN 1.2, RMIAERT , SDK R hEEFimNAHREF MRS ATRABNSS TLS R4, #la, 2%
B R TESRRRRESHE TLS 1.3,

Emirez M 606


https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/

AWS SDK for Rust FRARER

BEFEE SDK EAAY TCP TR , WAENREF FRSKITIHEN TLS RAE, N THHAX—
KR, U ROIEERR T A58 HH4T TLS 1.3,

® Note

R AWS RS AR TLS 1.3, Riks@HIEALRA R RE2 MW SDK W EREM, RIE
WHEFHE NSRS N L LEE,

pub async fn connect_via_tls_13() -> Result<(), Error> {
println!("Attempting to connect to KMS using TLS 1.3: ");

// Let webpki load the Mozilla root certificates.
let mut root_store = RootCertStore::empty();
root_store.add_server_trust_anchors(webpki_roots::TLS_SERVER_ROOTS.0Q.itexr().map(]|
tal {
rustls: :OwnedTrustAnchor: :from_subject_spki_name_constraints(
ta.subject,
ta.spki,
ta.name_constraints,
)
1)

// The .with_protocol_versions call is where we set TLS1.3. You can add
rustls::version::TLS12 or replace them both with rustls::ALL_VERSIONS

let config = rustls::ClientConfig::builder()
.with_safe_default_cipher_suites()
.with_safe_default_kx_groups()
.with_protocol_versions(&[&rustls::version::TLS13])
.expect("It looks like your system doesn't support TLS1.3")
.with_root_certificates(root_store)
.with_no_client_auth();

// Finish setup of the rustls connector.
let rustls_connector = hyper_rustls::HttpsConnectorBuilder: :new()
.with_tls_config(config)
.https_only()
.enable_httpl()
.enable_http2()
.build();
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// See https://github.com/awslabs/smithy-rs/discussions/3022 for the
HyperClientBuilder
let http_client = HyperClientBuilder::new().build(rustls_connector);

let shared_conf aws_config: :defaults(BehaviorVersion::latest())
.http_client(http_client)
.load()
.await;

let kms_client = aws_sdk_kms::Client: :new(&shared_conf);
let response = kms_client.list_keys().send().await?;

println!("{:?}", response);

ok(())
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