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AWS SDK for Java § AWS BREIRM T Java AP, FIAAFA AT ESE , BB EFEH Amazon
S3. Amazon EC2, DynamoDB %H® Java RIARERF. RITEFEHEAWS SDK for Java 7105 7 AR
SHXZRF. BXBIMNRENTFATECMHENZZIIHRFZRE AP lRENSIR , EEFEEANRE
M RITIH B,

K% 7 SDK BYARZA 2

& 158 https://github.com/aws/aws-sdk-java-v2/ , T fEHTEIAWS SDK for Java 2.x. E3fEFZHF
EAKIhEE , FlINiEA HTTP K 5%, EFRFER , 5 H (AWS SDK for Java 2.x FRAA RIS
) o

H o A B R
BT AR | FAMTEATAWS SDK for Java T4 A RAHHER LR

« AWS SDK for Java AP| &%
- Java FRAREE
« Java TR A RIRIR
+ GitHub:
- XHEHR
XHHEE
- FRIEAR
- FRIEQEE
- FRIETRH
- Gitter 578
 XEXEFHE  AWS RIBRHIE F
* @awsforjava (Twitter)

« BRI

R 7 SDK HRA 2 7
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Eclipse IDE X#

WMREAEF Eclipse IDE FF &R , WA A AWS Toolkit for Eclipse FAWS SDK for Java ¥R inEIE
& Eclipse T B S 8|2 #HHAWS SDK for Java B, Ltk TE@TiELXFREFN L5 Lambda EKEL. B3h
MU= Amazon EC2 =241, B IAM AP MZL 44, AWS CloudFormation R mEERE.

BXRTEXY , HSH (AWS Toolkit for Eclipse User Guide) o

FF & FE BT Android B R R F

¥ F Android FF & A B , Amazon Web Services K% T & A F Android ¥ K #9 SDK : Amplify
Android ( 5& T Android B9 AWS Mobile SDK )

BEEFRIEZNEITAEIER

EERAWS SDK for Javaly A A LIEF , BREHNBIM TR TESMANEINZZENERS , S
FAFRTEINEAHH,

PEEHRAFT X TEIH Java ZE X

AWS SDK for Java AP| Reference 124t SDK MxAS 1.x RFTHEMRMNEER, MBEER 1.x MAH 2 HA
MRS | SO REH EiH N SEERMAETER SDK 52& X,

RN RENANRER Apache B Maven BT E, ETEHHLE Maven ( lIREHRE L i
REET ) , ARRBUTHARTRERGESEZ XM,

1. & GitHub LA R T EGFE#ENRARE L , R FEREFEANITF R T ESHRE,

2. % zip (NFARZEHFES , B3 Windows ) = tar.gz ( ¥ F Linux, macOS =% Unix ) #1Z LA
£ SDK TEHEIZITEN L,

3. FIFHEIE A B .

4, EWHTL, SMEANEFERERENER , RAEBAUTAR,

mvn javadoc:javadoc

5. EWBEERG , BN aws-java-sdk/target/site/apidocs/ B FHHRBERM HTML X
=

Eclipse IDE X% 2
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Al

WE o IREE R NA L, REMEH AWS SDK for Java HE &
FB

« EH AWS BREFIENEARIRE

« JREYAWS SDK for Java B &%

- ERAWETE
- REATHARN AWS InetFiEM AWS X5

@A AWS RS FRIBHESRE
s

EFFHAWS SDK for Java B F L iFE AWS REHNMARRE , EEFEZUATERE

o IRATEEN B S AWS IAM Identity Center IR ELEY AWS 151817,

« 7 SDK BELERY IAM AN RAIIRHENNARFEIFRMN AWS RSHWIFRNE, 5
PowerUserAccess AWS FEE REE KB R ZLUF R KZ B L ERK,

- BEUTRENTFRIFE
c BEATHARNRENAZERE K -
« config X#HEE—MRINEREXH , ZEEXHEE -1 AWS XiF.
« credentials XHBEENRIAEE XK —3F 2 WY G et EiE,
-« —MNEEW Java £,
- —MHEBEHIIE , a0 Maven = Gradle,
- ATAEBERBHXARER.
(W&, BEWEER ) —NIDE ( £RFFRIME ) |, 6l Intellid IDEA, Eclipse 2 NetBeans,

£ IDE B} , B0 BASER AWS Toolkit , AMEE R M #ER AWS RS, AWS Toolkit for IntelliJ
F AWS Toolkit for Eclipse WA AT Java F AT ES,

EXiRE 3


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://maven.apache.org/download.cgi
https://gradle.org/install/
https://www.jetbrains.com/idea/download/#section=windows
https://www.eclipse.org/ide/
https://netbeans.org/downloads/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/welcome.html
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/welcome.html
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/A Important
i EE o PR B RIZ B AL ER IAM Identity Center, MREHIA L FEFHILITF 1AM
Identity Center iZ1THI /A EB S0 1R 7S | 8 7 AR A0 3R BRI B A5 A& A F Java B9 SDK f§
B, BRBLLTUER ~/.aws/credentials XA R MNIGEZIE,
MRIEHNEHREFBEZIE ~/.aws/credentials XH4RMIGREIE | FRREESXHEBI
AN [default] , XBELEIMTER SDK 5 AWS CLI 1R EHE B 4B .

e FE AWS HRET A,

AWS 171 RIEF 3 EF IAM Identity Center IR #it, URL BI#ENR d-
XXXXXXXXXX .awsapps.com/start & your_subdomain.awsapps.com/starts

MREFEE AWS IHETF |, i§1RE (AWS SDKs and Tools Reference Guide) A IAM Identity
Center S BIFFBESE 1 RAKF I RIESHITRIE. B2RITEER 2, ANAWS SDK for Java
1X FXELSR 2 FriEiR 7 SDK B3l RIS EF B shie R im et EIE Y ThEE

REXFE B XM

HEMMEBXH M TEHOFLITEM L , @EFTE AWS SDK Hl AWS Command Line Interface (CLI) £
ANERRE, HEREXHTUIERZRE , BXAUAATREEA SDK IENERTE,

REHE config X#
LT RBIBRTHE config XHFHARB.
[default]

region=us-east-1
output=json

HTFFEXBH , BEABEZUIESTRBN A SITN AWS Xif, BXAE config X4 EANKX
ARSI |, S Amazon Web Services —f#85#& 1. HHERE json RERJLNAEERN
EZ_O

BB E D P RVIES 812 config X,

BB E AWS T5EITA, 4


https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/general/latest/gr/rande.html#region-names-codes
https://docs.aws.amazon.com/general/latest/gr/rande.html#region-names-codes
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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71 SDK 1% & I At FEUE

B AWS BRI FIRE AWS IKF F IAM AT RINPRE | 15688 6 A Il i B 88 FF A PR 8 LA
£ SDK if1d],

FAIEHEIFIR B A credentials 4N LB

1. BIBHZ credentials X4,
2. 7£ credentials X#H , BT SNAFXA , ERRMERE G ZEIERN LE,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. ®EF&EXM. % ~/.aws/credentials XHRENZFETENE BT RRSE L, kXHEE
[FUA BEXH  IRREERENWREEXH , MERT Java B SDK FERAZEE X .

4, BFI AWS HEITTF,
5. EFHRIFEERET , REBLUATHBZREELUM AWS FFRITFRFRE S IAM BB&EIE,

a. NWTHENHAFNISR 4, ZRREARTIHENRUEZENTZERN IAM AEEH, It
AN BHRBERLT PowerUserAccess = Developer,

b. NWFHW7 , EFRFEEX4HFIHAMEEHN AWS FIEXHETHEHRNR,

6. FEHNEIERHWERENEM credentials XHH , ABKRAIEERBENEEXHET. £H
XHRRETHUTAR !

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3]IpZ21uX2IQoIb3IpZVERYLONC

7. 1#7F credentials X

HEMT Java B SDK BIZRSFFimet , R pRXERNFIEAFENATENMNER. £LR 5a
FIEER IAM BEHNRERE T 66 IR BT E . KEFENBENRN 12 Mat,

EREIESEE  EESER4E 7



https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
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#I# Java FFRIfIE

AWS SDK for Java V1 EE Java 7 JDK LESRA , FBXFFIE Java LTS ( KHIX#F ) JDK hR
R, MREFEH SDK ARAS 1.12.767 REFRMRA , WA LAER Java 7 , BRINEEFEA SDK M4
1.12.768 HESIA , MEE Java 8, Maven FRIF@EESIH TERTF Java B9 SDK B FHFTARA

AWS SDK for Java AJEA& Oracle Java SE FF AEH AR Amazon Corretto, Red Hat OpenJDK #
Adoptium FF K Java FFREH ( OpendDK ) 3 Kk —E M.

FREXAWS SDK for Java B9 5%
SoRFM

EFEHAWS SDK for Java , %HEE :
. BRGEEBE T AWS IAM Identity Center HHR{EY AWS 3 E1 T
® _/l\é::lEEI‘J Java Eﬂzjéo

s BN HE credentials XHHIE B IEATEIL,

BxE#HTIREUFERERT Java B9 SDK W88 |, i3 Fthe section called “EARiZE £,

ERMBRTEEREAT Java 1 SDK MBI (#% )

BIET B B Apache Maven =, Gradle kA [E:EA T Java Y SDK FrE VKBTI, Z<EB%0 i EAR
MAERIXLETE,

TEH#EES SDK ( THE )

BUERAWETIERGABEN SDK , BEH AL T &R SDK BFAE jar.
(@ Note

BROATHMWEF R TEGARANER , BSRLET AT ESHIHRA,

1. M https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip T & SDKo

Z% Java FF RKIFE 6


https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
https://www.oracle.com/java/technologies/downloads/
https://aws.amazon.com/corretto
https://developers.redhat.com/products/openjdk/overview
https://adoptium.net/
https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip
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2. THARTIERGZE , FARENEI AR B FKH,

FRIBEBEBEUTER:

« documentation-‘8%& API 344 ( EBHE Web L& : AWS SDK for Java AP| Reference ) o
+ 1ib- 4% SDK .jar X#.
- samples - @A M{AEER SDK #YE A RHIKEE,

« third-party/lib- @& SDK FAMNE=5E , i Apache Commons A&KiZF, Aspect)
Spring %,

EfFAFAIES , NEBREAMME 1ib , N third-party B RARIMNEGRZR 4+ AN |,
REF el Zl java CLASSPATH SAUE1TR 1B,

MWRRBBHE SDK Y RHIRA ( T#E )

ke F{URMHTE SDK WRFTMRA , ER T TH jare R , WA Apache Maven ( FFiR ) #3E
FERIEGHIBRA, Maven F—FSERTHAELFTNKREBI, HENZEFLATIESD, BXREE
WEARME Z{EE |, B iFIA http://maven.apache.org/s

1. BI{E SDK B9 GitHub J1HE : AWS SDK for Java ( GitHub )
2. EBREEMEF AT ESHRASX MHIRE, fli01.6.10.
3. B Download Zip & THIEFENFTF X TE SR,
4

P XHBERIFRREPH—NERP. ERZREH , IEAHBCHEEXHEERIITIZR
B, RELWEOPER unzip KAERF

FARREOQF , SMEFFRAIETRXIHBERNE F.
6. EAUTHTHEAREFAIES (Maven FE) :

o

mvn clean install -Dgpg.skip=true

W .jar XHELWEE target BEH,
7. (k) EAUA T SEE API SE 301

mvn javadoc:javadoc

ZX IR E target/site/apidocs/ B &F,

AV R L ) 7


https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/
http://maven.apache.org/
https://github.com/aws/aws-sdk-java
https://maven.apache.org/
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ERAMETER

FANETERBTER JavallBEN A%, B/LHWETETH , BERIEERINMER Maven
Gradle XFHRITHHETERBHNZET. AXTFENENAFERAXHHHETIEESET A RENE
AT Java B9 SDK i1,

FA
- ¥ SDK & Apache Maven &4 F
« ¥ SDK 5 Gradle &4

¥ SDK & Apache Maven &&f#H

BAILAE A Apache Maven Bt B FIFIEAWS SDK for Javall B iEF A TEEX G,

(® Note

B ER Maven TREFEAARETBHRNIESER. MREARRE Maven , &5 http:/
maven.apache.org/ FEH#HITERE,

B Maven B4
EQEZEARK Maven B4E , BIT AL (1T EOHiETT:

mvn -B archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \
-DgroupId=org.example.basicapp \
-DartifactId=myapp

fF org.example.basicapp B AWM ARFHN B4 IHARAZTE , & myapp B AMENER
(XFERTEMEFEN).

BINMERT |, £A quickstart RENERIBIMBER , ZRERTZMENEFERER, HRME
TEZRE , BXBEZHHFITENERERNS|ER |, i515R Maven archetypes TUH, BB ME -
DarchetypeArtifactId a8 S archetype:generate SHRABREFANBERE, 4
I

mvn archetype:generate \

FRAWEIER 8


https://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/archetypes/maven-archetype-quickstart/
https://maven.apache.org/archetypes/index.html
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-DarchetypeGroupId=org.apache.maven.archetypes \
-DarchetypeArtifactId=maven-archetype-webapp \
-DgroupId=org.example.webapp \
-DartifactId=mywebapp

(® Note
{Maven Getting Started Guide) HiRfit T HxtIEMEED B NiFHAER.

FHERIESEEHN Maven A I

EXED B P EAAWS SDK for Java , BEEEIEH pom.xml XHHPHFZTESFRANKBII. M
1.9.0 At , IS AENAHHEIN A AT ES,

EERIHATT R TEIEIR

BERBREANTFRIEGER | FFEHAWS SDK for Java B Maven #E5E % (BOM) |, X FHERIERETE
AT EEREAEBREIANFARIEIMEMERS.

EfH BOM , RN ARFH <dependencyManagement> X#HH % I1— pom. xml 45 | F
aws-java-sdk-bom fERKBBURMHIEEEFEANITR TETHRRE

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.1000</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

E&EFE Maven Central FIZEIRFTRAHIAWS SDK for Java BOM , iFIHA : hitps://
mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom, R LAEA L TTEF T B
<dependencies> X#H#Y pom.xml EH HIIEH BOM EIE 7 HLEARIR (KB ) o

oW#E , IUNENNARFPAEANT A TESREFEEMER, HTEEL%E BOM FFHTIFER
TREERE , ALETFENESMEAHBEERES.
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https://maven.apache.org/guides/getting-started/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom
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<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-dynamodb</artifactId>
</dependency>
</dependencies>

RASE AWS REBTRAIER RTHREATHE AWS REFVKEIT, FSHBFENRS RET
) POM X#., flan , tiREE T #E AWS S3 IREFWAFI |, i§Z 1 GitHub LM ZEE =B, (BEEF/
java/example_code/s3 &I pom ) .

SAFBETRITESER

MREBFEATF R TESEN —MRBIAA , F26EA BOM 5% , MRFEFE pom. xml HEHZ
FRIES, TR :

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

EEmA,
FiIRBM B 25 , WA Maven 9 package ap S {THE :

mvn package

X2 0jar BERF AR target X#.
£ Maven WEF AT ES

AI LA Apache Maven NMIRHEBF AT EQ, Hik , BM GitHub THFA AT ESRE , EARMMHFE
98 , RRWITTEMN Maven i :

fF SDK & Apache Maven &4 10


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://github.com/aws/aws-sdk-java
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mvn clean install

¥¥ SDK 5 Gradle £&8#H

EEIE Gradle I B K SDK {K#iI1 , iHRHFAWS SDK for Java B9 Maven BOM & AR AT
build.gradle X#H,

(@ Note

EUTROIF | HHEXHRE 1.12.529 B BAWS SDK for Java BWEMMA., 7 Maven
Central FfFE P EHRRFTHRA,

Gradle 4.6 S E S RAKNIN B iRE

B Gradle 4.6 F7Fia , BEF B4 X BOM BVKHI , o] LAERA Gradle WAE 8 POM X #FIhsE
kS AMEER (BOM) U4,

1. MBREFERAWE Gradle 5.0 RESRA , HRELE 2, BN , B settings.gradle XHHF
A IMPROVED_POM_SUPPORT Ih&E,

enableFeaturePreview('IMPROVED_POM_SUPPORT')

2. ¥ BOM A ME| R AFEF build.gradle X # dependencies 4

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529"')

// Declare individual SDK dependencies without version
}

3. 7£ dependencies o FPIEEEFANT AT ETER, HlE , LTHASIE Amazon Simple
Storage Service (Amazon S3) KK,

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529"')

§F SDK 5 Gradle && 1A 11


https://gradle.com/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://docs.gradle.org/4.6/release-notes.html#bom-import
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implementation 'com.amazonaws:aws-java-sdk-s3'

Gradle £ B3 £/ BOM S B RN T X TESEBIAY EFRA

TR EE build.gradle WKBIHI STE Amazon S3 X4 =l

group 'aws.test'
version '1l.0-SNAPSHOT'

apply plugin: 'java'
sourceCompatibility = 1.8

repositories {
mavenCentral()

}

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529"')
implementation 'com.amazonaws:aws-java-sdk-s3'

}

@ Note

ERIEN RIS | & Amazon S3 R ARFITL Bk N EFET A FEAN AWS RS RVKBIN,
HAWS SDK for Java BOM EIERRIR ( 4kFI ) 54 Maven Central FEEH,

BT 4.6 28i# Gradle lRAHyI B i &

BT 4.6 B Gradle lRA&TRDAAL BOM X5, EEEIAMAWS SDK for Javafk#iIt , A Spring
HEMA T Gradle Wk EEFEH NI F KT EITS A Maven BOM,

1. A ARFH build.gradle XA RINRETE E &4

buildscript {
repositories {
mavenCentral()

§F SDK 5 Gradle && 1A 12


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://github.com/spring-gradle-plugins/dependency-management-plugin
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}

dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"

apply plugin: "io.spring.dependency-management"

2. 1§ BOM FIEZ X4 # dependencyManagement Z8%o

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'

}

3. 7£ dependencies 7 FIEELFFEANT R TETER, Hlwn , L TAREE Amazon S3 KK
1211

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'

Gradle £ B3 £/ BOM S BRI X TESEBIA EFRA

R R8E build.gradle BKBINAI STE Amazon S3 XY Rl

group 'aws.test'
version '1.0'

apply plugin: 'java'
sourceCompatibility = 1.8
repositories {

mavenCentral()

buildscript {
repositories {
mavenCentral()

§F SDK 5 Gradle && 1A 13
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dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"
}
}

apply plugin: "io.spring.dependency-management"

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'
}
}

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'
testCompile group: 'junit', name: 'junit', version: '4.11'

}

(® Note

ERTENRBIF | & Amazon S3 B AKFITA Bk N EFED B FEAN AWS RSV KBIN,
FHAWS SDK for Java BOM EEHEHR ( #kHW ) 5I7E Maven Central FFEFEH,

HEXFEABOMBEEFAIEGHRBINESRER , BSREF AT E S5 Apache Maven — 2
.

RERTHF AR AWS IEEHEIER AWS X135

EFEHAWS SDK for Java EZEEMEFAZIFHWRS , BL4MIRE AWS IGRfZEIE, AWS SDK # CLI f#
ARUHEFE EFSTENNMNE ( SERS/AFPHRETEMAM AWS BEXH ) EH AWS IGEHE
iE,

AREBRBBXREHAAWS SDK for Java AR N ARFT XKIEE AWS G EENERER, RE
FEREMAT EC2 LHINZILHRMRIEEM Eclipse IDE #ITH K , HFRASELUTES :

- M EC2Rflpt , BFEVWE—NIAM A6 , AFMZACR TN EC2 ZAIMIHRN , WA
IAM £ &% F%t Amazon EC2 LB AWS &IREY I B X AR,

- £ AWS Toolkit for Eclipse ¥ Eclipse Fi&EB AWS &if, BXEZEE |, 55 (AWS Toolkit
for Eclipse User Guide) ##J Set up AWS Credentials,

15 B 420 A (X 35 14


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://aws.amazon.com/eclipse/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/setup-credentials.html
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= Il A A AIE

BATEL ST AR FIAWS SDK for Java BB IGEHEIE , BRNWFERAUTAR :

- EXRMRS LN AWS FEERE XA PIREMIEL |, ZEEXHLT
« ~/.aws/credentials (£ Linux, macOS = Unix) £
« C:\Users\USERNAME\.aws\credentialsWindows Lt/

BXMMAIREGEHEIER R | BESEATEREF Athe section called “y SDK 1% & IIm B FEiE”,
e ®E AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS KEY*[I AWS_SESSION TOKENﬂ; TE,

E £ Linux. macOS = Unix LigBXLETE | BFEA

export AWS_ACCESS_KEY_ID=your_access_key_id
export AWS_SECRET_ACCESS_KEY=your_secret_access_key
export AWS_SESSION_TOKEN=your_session_token

E Windows FiRBIXLFE | BEA -

set AWS_ACCESS_KEY_ID=your_access_key_id
set AWS_SECRET_ACCESS_KEY=your_secret_access_key
set AWS_SESSION_TOKEN=your_session_token

MNF EC2 k6l , BHEE—NIAM A€ , AFMZARKR TN EC2 KAIMNFRIN, BXEIAEFR
WIFMERY |, BESH (Amazon EC2 AF#ER (&AM T Linux 36l ) ) H#EA T Amazon EC2 Ky
IAM B,

FRAXEREZ—IEE T AWS IGEHEIESS , AWS SDK for Java fS5E A BRINEIFE MR F4E B3 g
XUAEE, BxE Java NARFEREA AWS SIINEHMES |, FSEEHR AWS i,

R IMDS i

AWS SDK for Java X#FiEEE 1 24 7E R A RIE IMDS &£ , T B HART (8 20T, 3X W] ik 4R
ESREMRIFEL |, /AKX IMDS B AR AWS | ‘Jﬁﬁt{ﬂ'ﬂn« E,

1. // Refresh credentials using a background thread, automatically every minute. This
will log an error if IMDS is down during

2. // a refresh, but your service calls will continue using the cached credentials
until the credentials are refreshed

B i I B AR AE 15


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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3. // again one minute later.

4

5. InstanceProfileCredentialsProvider credentials =

6. InstanceProfileCredentialsProvider.createAsyncRefreshingProvider(true);
7.

8. AmazonS3Client.builder()

9. .withCredentials(credentials)

10. .build();

12. // This is new: When you are done with the credentials provider, you must close it
to release the background thread.
13. credentials.close();

wE AWS X1

&R EFAAWS SDK for Java iR B A TimE AWS BREHERIA AWS Xigl, BEREHEMEMEE | &
EREMENE RIS (RENEF ) WKig, EXxB8MBRSHXEIRES |, H5H (Amazon

Web Services General Reference) FH#Y Regions and Endpoints,

(@ Note
MRIER EFXE , MERINE R N FER us-east-1,

WO LAERECUMN 5 EREZUELLREERIA AWS X1 -

« EXRMRSE LM AWS BLEXHHIRE AWS XiF , ZXHLT :
« Linux, macOS = Unix £# ~/.aws/config
« Windows E# C:\Users\USERNAME\.aws\config

XN EE A THANIT

[default]
region = your_aws_region

FAFFEMN AWS X ( Hlin“us-east-1” ) Bt your_aws_region,

RE AWS Xig 16


https://docs.aws.amazon.com/general/latest/gr/rande.html
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A Ax FRARIERE

« i%& AWS_REGION IREBTE,

£ Linux. macOS = Unix Lt , i&5EH

export AWS_REGION=your_aws_region

£ Windows L , &{EH

set AWS_REGION=your_aws_region

He | your_aws_region 2FFEMN AWS Xi5& .

®E AWS X1
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£ ;8 AWS SDK for Java

ATRERHEXFEARENEE —MHEE AWS SDK for Java |, XLEEEFERTHAEE1E SDK FEAR
A RS

BEXBETRSHWREEFEMRH ( Amazon EC283f Amazon S3. Amazon SWF, &) , &%
BIAWS SDK for Java 418 =4,

F&

- £/ AWS FF R B HESLE AWS SDK for Java
- BIBIRS T, iR

« EEMHIEIEP AWS SDK for Java
- AWS XiF &%

- RELE

- RIRE

+ i85 AWS SDK for Java J&i&

- BERWEE

o THREFIR R

« 71 DNS EHERKIRE JVM TTL

« J/8 B AWS SDK for Java

EAH AWS F X &{ESZE AWS SDK for Java

BUR SR EMUE T AR By SR E R T R AWS N A2 Fr B % tH TR (R B S FR A AWS SDK for Java, X &
REXKRERRS 7 REE,

S3
% ResetExceptions
LIRFEAR ( BEAmazonS3EFiwH TransferManager ) M3 R L4 %) Amazon S3 B} , AJEESIB

B EESEN BB, BMIAMERT , AWS SDK for Java =i Eisl 4% i K MK 5% R EZBIT 1 2 80
icAR , REEER I HERTEE.

fEF AWS FF & B & £ES5E AWS SDK for Java 18
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MREBAZHRICHNEE , W HNE MBS EH S A EidResetExceptionft , SDK £ i,

Bl
RUGER 2 BR RN ERRENT.

% a I A5 5 EResetException B £ A XX A KRB M EzE FilelnputStream , B4 AWS SDK for
Java ATLAE R ZFRIC M EE R HIAY PR FIA R T EX LHIE,

MREHETRRZ , FilelnputStreamB X FAFICHMEE , M AT AFEAsetReadLimit FE& EFRICPR
#lRequestClientOptions, HERIAE N 128KB. FFiRENPRFIEIRE N LR AN K —NF 9745 7] 5 il &
ResetException.

Blgn | anRFAY R AT AN A 100000 FF , NRHEERSIIRE S 100001 (100000 + 1) F35, #Ri
NEBREFHLEAT 100000 FHREVHTH, W ZTHLSR— LRI URBHTTE
HEIPIER,

BIEARSS & i

Em & HiEK Amazon Web Services , BB —NMNREZEFF BN R, HEN S EZRFEARSEFH
4R ER.

BN AWS RS E—NMRSED |, EF I SRS AP RENMRENFE, 0 , DynamoDB RS
OB N, AmazonDynamoDBClientEMNRFEOBMEN NN EFIREKES , THTHRRSEON
X, BIFFimERETE S DynamoDB A AmazonDynamoDBClientBuilder,

IREUE P i A B R

BERMEFmEKRNRS , EATHFRNESTI] 7535 standard,

AmazonDynamoDBClientBuilder builder = AmazonDynamoDBClientBuilder.standard();

RIBEMIBRAE , AJERLERER APl FRZSNER setter RAENFFiRHIE M. Flan , B LR
UTHREFRREBEX XN EE X EIERHEERF.

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/RequestClientOptions.html
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClientBuilder.html
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® Note

ERAK withXXX AESIRE builder W& , HIL AU A EZAAASER , XEFTNEE
mMERBEMETHE. TREFENEMS , TAREA build FECEEFiR. SIBNE
FisF A EH , MBAX setRegion 5 setEndpoint KWFFE A &S KM,

ERERAUEAEREECZZSNE R, ERENAERFN , BESENRTEMARFLELRS
B,

LT RBERERBENTFREFNI .

public class DynamoDBClientFactory {
private final AmazonDynamoDBClientBuilder builder =
AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"));

public AmazonDynamoDB createClient() {
return builder.build();
}

Z 4 B 883 3 ClientConfiguration Ml 32 /i 7 i #5 AY 1% B 88 RequestMetricCollector , AR —"MNEE 2 B
BENXFIFK, RequestHandler

TR E SR i BRI TR R,

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.withClientConfiguration(new ClientConfiguration().withRequestTimeout(5000))
.withMetricsCollector(new MyCustomMetricsCollector())
.withRequestHandlers(new MyCustomRequestHandler(), new

MyOtherCustomRequestHandler)

.build();

ERDEF I

BRS ( BRIN ) AWS SDK for Java BB RS ( RSP Amazon S3 ) BF i , B NRSEEHERIH
REEFPIRERS.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/metrics/RequestMetricCollector.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/handlers/RequestHandler2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/handlers/RequestHandler2.html
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FRBRIAMEGIERE DynamoDB % i ExecutorService

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();

BRTES (REY ) BERRENSEIRFNEEEDN , RPEFREATEREARE
X ExecutorFactory AB R E B FiwExecutorServiceFAMEIE., ExecutorFactory—1&K
#HRFEO , LSS Java 8 lambda &R 545 AR R,

EARAEMMITEFUERSEF iR

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withExecutorFactory(() -> Executors.newFixedThreadPool(10))
.build();

{5 A DefaultClient

EFEMRLEFIRERBHETEEN defaultClient WE—NI FiE. ZHEERABRIAE B0
BEEPE , B, FARINEHEFRENSEITN AWS X8, MRTEREZTNARFNTERTE
FUH X , WX defaultClient WRAXMK. BXUOMABEEAWS RiENXEBHNESZEER , BSH
fEAZIEMAWS X %%,

BIERINRS B P in

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

ErimaE e A

FRIEBHFNRSEFHRELEREN , MAN TREREME , MIZFEENKANR, BIEF
WA S BNEELTER. FEXXRATEFTENE i , R H RN,

EEXXAEFE , HAA shutdown 5%, EIFA shutdown /5 , 2BBAERF m AR BEF K
A,

e Nzl

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

£ F DefaultClient o1


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/client/builder/ExecutorFactory.html
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ddb.shutdown();
// Client is now unusable

a2 LIS RHEP AWS SDK for Java

& HiERK Amazon Web Services , AR AWS IfSBHiE$ , AWS SDK for Java LA E £
BAREHER, SLBEE T3 A RRMITIIRE -

- EARATILRUERFE (EE) .
- FRABRENKSILIRHEFFREEFE (ROEEACH ).
- BERBEHBTRHAEEI,

EARIAZ IR HE et

HBEFRBEMSHNER TRICTNRSEF iR , & AWS SDK for Java =13 £ F Default

AWSCredentials ProviderChain KM EBIAE IR HE FERER ISR, BRIAZEIIRMHEFE

FHR IR F & L

1.

INETE | AWS_ACCESS_KEY_ID, AWS_SECRET_KEY =% AWS_SECRET_ACCESS_KEY #
AWS_SESSION_TOKEN, AWS SDK for Java {# B EnvironmentVariableCredentialsProvider3E3& in
X LEAE B,

.Java REEMH , aws.accessKeyId, aws.secretKey ( MF =2 aws.secretAccessKey ) #

aws.sessionToken, AWS SDK for Java &£/ &k SystemPropertiesCredentialsProviderix £4%
iF,

. REFEHARH Web F S EEIL,
 BRINEIIREXH —BEMNT~/.aws/credentials (UEBARERFAMR ) , HHFZ AWS

SDKs fl&£=, AWS CLI AWS SDK for Java f& F & ProfileCredentialsProvideriX ££4% i,

A ERARMNaws configure@ HaIEERE XM AWS CLI, B AT AE A XA RERRE L
HREBZIEXH, BXRELEXHERNER , BSH AWS FUEX K,

. Amazon ECS A8BEif - REETHETE

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI , MM Amazon ECS M i%ZiE. AWS SDK
for Java f# B & ContainerCredentialsProvideriX $£4EiF, TJLAIEELLER IP Hhht,

. SEIER B STHEE- T EC2 3241 |, H3&iT Amazon EC2 TT#iBERSIEM., AWS SDK for Java {#

A i InstanceProfileCredentialsProvideriX £e4EiF, T LAIEELL{ER IP #bit,

RAL IR EIE 22


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/EnvironmentVariableCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/SystemPropertiesCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/profile/ProfileCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/ContainerCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/InstanceProfileCredentialsProvider.html
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® Note

{RFEAKIZE AWS_CONTAINER_CREDENTIALS_RELATIVE_URT B A SEflEd & XA
if, & FEC2ContainerCredentialsProviderWrapper T 858 215 &,

R B I B AR UE

RNTEEBER AWS IGEHES | XMELEFEN —MIBREIRIER, BXREZIIEINER , 5
BT ER :

- BEAENE KEBINEIEEREXY RIEEEIL |, 55 Mthe section called “Fi & I B3 EE”

- EiRE Java REEM , FSWE S Java HEMEFRMNRERE EHE

« BBREW EC2 RHNEEMEARHIEREXHIES , FSHE LW “FH IAM A6E%ZF AWS &R E
PR’ Amazon EC2,

REZAZIEREXH
BRIA AWS SDK for Java EARRIAE B¢ , B8 — L5 AT LB E LA E B XX 4R B E;| X4
EATLAER P AWS rofile TR X ERE S SDK Mk A EL B ST ¢

f5lg0 , 1£ Linux, macOS = Unix £ , BEZETU TS RKGE B XH4HE XN myProfile,
export AWS_PROFILE="myProfile"
£ Windows L |, S TEE X 4.

set AWS_PROFILE="myProfile"

RIEBEAWS_PROFILEREFZEAFTMAIEE HXFMW I E AWS SDKs FITE (‘@M AWS Tools for
Windows PowerShell ) B9 AWS CLI ZiE &, MRREFEEE XK Java MARFHEEXH , N A
RSB aws . profile,

® Note
MEZEBRETRERE M,

AN REREF 4 23


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/EC2ContainerCredentialsProviderWrapper.html
http://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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SERAZIEXHNE

2B MNBINEIEXHZE AWS SDK for Java InE AWS IfEHiEH, B2 |, B AESE
AWS_CREDENTIAL_PROFILES_FILE REZXEHRREFIENHFNTEBRERIEEME.,

B LAE A ML ThRE IR ESUE P XA EMMNE (i, BYFERATSITIRELEE )., AWS SDK
for Java 3% , B UELNAFPHRERREHREFRREZHNETE , TAFCEHIRECREANHE
HITER,

BERNTIEXHVE

« J¥AWS_CREDENTIAL_PROFILES FILEMEZTEIREN AWS EEXHMNAE
« 7£ Linux, macOS = Unix £ , & :

export AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

« £ Windows L , A :

set AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

Credentials XX
BREAEFETMERZTERE  fNETIXHNRALTERER,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

[profile2]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

ERESHEEREXHSR (W : [default] ) , ERIZEBEXHTHNIEREFRIENE
BEXt. &BW credentials XHAITESMEENH , AIEA aws configure --profile
PROFILE_NAME S&ZREREREEXHRAMINEREIX LR E X,

AL EHMFER |, #l0 metadata_service_timeout
metadata_service_num_attempts., FTEEEA CLI B EX LM - MREEFRAX L H |, N2

ERAZRINE IR ERE T 24
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MEHRBETCH). BEXEEXNHRETAFRNESZEER , 52 H AWS Command Line Interface A
F38RAWS Command Line Interface P EL & o

INEEUE
EIEBIGIHEIES |, SDK {8 BRiA T 212 FE 6 SR I EX L4237 ,
ik, WEERHHL AWS RS B | MAEEEREHBREMIESR | WTFAR.

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

EERIIREEFREREF#
BB E iR R EREE T FRASER GRS REER.

SR BAE DR B E O E N AN E P in £ X as R KR HREFHAWSCredentials iR #1727 88 #Y 3%
B, LT RBERERRE RIERNEMEER,

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new EnvironmentVariableCredentialsProvider())
.build();

Bx AWS SDK for Javaie I ZiF R4 & FIRHEHEMNTESYIR |, 15SR Provider §
BIAWSCredentialsFiE 2 1S I3,

® Note
B LFEARBEARREAEZIIREEFSREMAESE  XEITPREREFIEIFEA
B2 XIAWSCredentialsProvideri#Z O IR EEF I EH 1T FHEEKE
#, AWSCredentialsProviderChain

BR g 45 X s A S E

MERUNFLEENBENIEELNEHEFIRABFEBTEATENRE , EUUBEYBTRHE
KRPWREXLEFU, MREFEARRT IGFHES AWS STS |, iFEA LG EREE AWS HRIFIE,

1. 3241t ZBasicSessionCredentials3 , H N HZ# SDK A TiEREMN AWS 15E AWS ZF47. ZEH
£ AWS ETSHE,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/BasicSessionCredentials.html
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2. AWSStaticCredentialsProvider HAWSCredentials¥ Kbl &,
3. 8 AWSStaticCredentialsProvider BB B FiRE KBS HHERT ik,

REITE

BasicSessionCredentials awsCreds = new BasicSessionCredentials("access_key_id",
"secret_key_id", "session_token");
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

BZER

o SEM AWS HBIZE IAM AP
o RIFKIZEE AWS EiF X5
« A IAM B6EZFI AWS &R GBI R Amazon EC2

AWS X5 &£

X fE SR BE 15 R SRER Y T4 E 3 B2 X HRY AWS BRSS. ERELATHRIETR , FRIEENHIENEA
BFEILENAFHRENNNE,

EEXERNRS AN

EEEEMIXREBERE AWS RS RETA , BEEFEANXIE LEMAisServiceSupported?
o

Region.getRegion(Regions.US_WEST_2)
.isServiceSupported(AmazonDynamoDB.ENDPOINT_PREFIX);

BEZAXERXHERETUEENXE , HEARSHNLRT RAIRETER, ERFEORPELTE
BREHLuRT KRBT, Bl , DynamoDB £ *”‘*,mﬁufﬁmEAmazonDynamoiﬁﬁﬁﬂFEME’Jo

R X

M 1.4 FRAFF 84 AWS SDK for Java , B LAIIEEXIEEH , SDK FHG N B ERESENLKRET R, E
HTERKFETR , BSRAEREELRT K.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSStaticCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
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BEEXREXER , BITEWEEA Regions W&, XERABLTARAXENERE, BEEABEER
PR - MXECREF R, BEALTRE,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

R Regions MEERTESEEANENXE , IEARKRZXEBRHNFRFR.

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()

.withRegion("{region_api_default}")
.build();

® Note

EAERBRTHENT R RE , METERERXE, WREE AWS X HE—RSSE
RZAEPE , WNEIRZSNME R, S MKE—1.

ERFELRT R

B ESIZE AWS FFimAAwithEndpointConfigurationis , AN ENEFIREE N EH
X M B 4 E LI T Ko

Hlan , X Amazon S3 FFIRECENEARKMN ( ZR= ) X8, HEANTHE,

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://s3.eu-west-1.amazonaws.com",
"eu-west-1"))
.withCredentials(CREDENTIALS_PROVIDER)
.build();

BXFE AWS RS M KSR EARAHT AN SAHIR | ESERKERLRT A

AN\ O

ERBEART R 7


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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BREHIEEIEEXSE

/A Important

AU RECAESIRERKERT R AWS REFEM. AWS ERE iRt R BB E ik
FTLBPIMERBEXE , MREMAIRING SDK X (USEast1).

£ Amazon EC2 = Lambda Liz1Tht , Bt EEFEFFHRENFEASKBZTHRNXE., Hit
AL RBANEZTHHREFRBE  ERNMiENARRFTHEIZSANXIE U IER HRIETR.

MAERAEFIRENSE  EFATIESTEFRURBIIZTXE,

EEARIA credential/region REBFENMNSEFBEXE , EERAEFIREKS
MdefaultClientA %,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

XE#H standard Bi1LE build #E.

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.build();

MR AEM withRegion TEABRE—IMXE , FRTESRSERAXERHEFERZ
HABEEEANXE.

AIAXE R R 7 8%
KESERIRMNT

1. BEERBIA S E A withRegion B setRegion BHIRE M FTE XL £ T HAu A X1,
2. RESKE AWS_REGION MREZE, MRBREZETE , FEAXNNXEREER iR,

® Note
HIRETER Lambda BERE.

3. SDK &K E AWS HEFREXH ( BEMNTF~/.aws/config) . MR region BHEEAE , N SDK
L2fFERZEM.

RIFRE B30 18 5E X5 28
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« AWS_CONFIG_FILE M EZXETNHATEENREREXHHNNE.,

« ALAEA AWS_PROFILE MEZEH aws.profile REEY , HEN SDK EMEFEME E X
#,

4. SDK Zi##H Amazon EC2 =4 T BiiE iR S5k 18 E X 81 [EF£12 1THY Amazon EC2 RHIfY [Xig,
5 MBEF AT EQRPFEBEEXT , NEFHUEFAKMARERE,

FFx AWS NAERFE , ERNAEREARZEEENH (MEAMRANTIEREREFERMR ) KIRE
i FF R X , FE AWS Bz EETRHMEERIAX SR ABERBEXE, XAURERLE
FPimel2 , ARIENARZFHESN,

FRELE

T #% AWS SDK for Java i HFEN AN RN FFEH SDK WESRENNAREFIIEEEE, ET
RIVLFNAFEXTLESE| XFREN/LRAEER , AR EBELEXERE,

N AERAREFHRE ?

HFUTERER , AWS SDK for Java fEFEITE ( HAREF ) FEMTIRERENREE !

« ETFRAREBEAEGBZLERPLEER K MARLALEBELEXRZENFERR ( X2SHABRE
LK)

c BEAXENARFREAEPHFEMBERN AT B IER R

—iRE , NENARFERETFHFERANY , BEENAEFNAPDNEREERN , XHMHH

SHIRE,

BREREPNREFNRENESEE , FSH .

« REFHRE - I
« FERETHNFERRFZ
« Java FRPHRER—MER ( TXSUHARBENALEXLERE )

AmazonServiceException ( FlF3E )

AmazonServiceException 2 EEF A ITBEINHE RN FE AWS SDK for Java, ZHRE
215Kk B AWS BRESHEIRMB, Fln , MREZHL IE—NFEFEER Amazon EC2 3£
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http://docs.oracle.com/javase/tutorial/essential/exceptions/runtime.html
http://www.artima.com/intv/handcuffs2.html
http://radio-weblogs.com/0122027/stories/2003/04/01/JavasCheckedExceptionsWereAMistake.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
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Bl , N EC2 FREISEIREAL , F BiZ4E RN FTE FAE SEN TS EN AR MR
H, AmazonServiceExceptionEEEIFER T , £5/% AmazonServiceException B—NF3

EFF & A R R B IR R R AB AR 2 B i AL B AR IR0

1BZ|atAmazonServiceException , ERMABENBE R K ELEE , AWS RS B TERIIAL
B, XUREEENBERNSHHDFERIR , IERENRSHEBE,

AmazonServiceException NEEBABRZEE | Hlin

- REIH HTTP RSB

- REIH AWS £HiRTB

- REBRFSHFAHRER
« AWS KMERMFER ID

AmazonServiceExceptionZ BEEXRLIAMNBERR2AAENER (EBIEENER ) ERRA
AWS RFEMNHEIR ( IFBRSEIR ) WEE.

AmazonClientException

AmazonClientException#&k R Java BEFmABATFEAME , TeRESHERIEER

it AWS & 22 AT K B AWSHmRRT, AmazonClientExceptionB&LL a B™
EAmazonServiceException , R NFEMLEEFFIHE AWS RESEXEBRFZEANEZRB, Fl
m, HEEHEHP—NEF iR LA RARER , AmazonClientException#BRi& A A AH M EE
# , W4 AWS SDK for Java #il i,

FLwIE

BEERRSHF L FERBAN AWS RFSWERE. BSHERBIERTENGE | BEXEFFimE
WRIRS KM, FEHELVYERE , HEFHBANKE , MALFRFMAL

HFRLHZEEWRTIMER 2 ERE | FIAZSEBSEM S EENRERMAERNBZERIMEN, AWS SDK
for Java B THMAE ; F uture IRMEFEF .

Java Futures

F I 75753 AWS SDK for Java JRE—/N F uture WK , ZNRETENFRRSBENLE R,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonClientException.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
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VA Future isDone() 5% , BEZRSEECREMMN R, MmN AR FR |, JLUESEA

Future get() FERREENN R, ENARFHRELBEMES , AIERZNEEHRL AR
BRIENGS R,

UTR—NMN2FEENTRA , 23FE/EFA Lambda B2 |, W Future AT LB S InvokeResultt &
BB E . InvokeResult MRINFE isDone() A true RAIKZEE,

import com.amazonaws.services.lambda.AWSLambdaAsyncClient;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import java.nio.ByteBuffer;

import java.util.concurrent.Future;

import java.util.concurrent.ExecutionException;

public class InvokelLambdaFunctionAsync

{

public static void main(String[] args)

{

String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda = AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req);

System.out.print("Waiting for future");

while (future_res.isDone() == false) {
System.out.print(".");
try {

Thread.sleep(1000);

}

catch (InterruptedException e) {
System.err.println("\nThread.sleep() was interrupted!");
System.exit(1);

try {
InvokeResult res = future_res.get();
if (res.getStatusCode() == 200) {
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}

System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));

}
else {

System.out.format("Received a non-0K response from {AWS}: %d\n",

res.getStatusCode());

catch (InterruptedException | ExecutionException e) {
System.err.println(e.getMessage());
System.exit(1l);

System.exit(0Q);

R E

BRT M Java Future M REBEFSERIWIRESI , SDK & AFEZIE A ZAsyncHandleriE OH
%, AsyncHandlerZ#t T AMBREBERER AN BAM B ZE : onSuccessHonError,

EEEOSFZENETEAERCIULLFRLH Future WRENATEEBERRETETH. R ,

REBMEFTHRET —NVES , HEFRTESEESAALERRF.

import
import
import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services
services
services
handlers

java.nio.ByteBuffer;
java.util.concurrent.Future;

.lambda.AwWSLambdaAsync;
.lambda.AWSLambdaAsyncClientBuilder;
.lambda.model. InvokeRequest;
.lambda.model.InvokeResult;
.AsyncHandler;

public class InvokelLambdaFunctionCallback

{

private class AsyncLambdaHandler implements AsyncHandler<InvokeRequest,
InvokeResult>

{

public void onSuccess(InvokeRequest req, InvokeResult res) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));

FL
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System.exit(0Q);

public void onError(Exception e) {
System.out.println(e.getMessage());
System.exit(1l);

public static void main(String[] args)

{

String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req, new
AsyncLambdaHandlexr());

System.out.print("Waiting for async callback");
while (!future_res.isDone() && !future_res.isCancelled()) {
// perform some other tasks...

try {
Thread.sleep(1000);

}

catch (InterruptedException e) {
System.err.println("Thread.sleep() was interrupted!");
System.exit(0Q);

}
System.out.print(".");

REXE
El{E 1T

AsyncHandler WXHEERSEFHBANLELART. @E. RERTHRBELEN
AsyncHandler RERHES. MRENLERFAZEERKNBETHRBERES , 2SBNRD
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ERRFMERLBEENFA  ABRLEFEFRRTER. IRFENEFF B -—MKPETHES , BE
MNERESINARFRENLERPILERETEES.

gREMEE

PR EFim AWS SDK for Java 2 7T —MNER T ASHNAERFHNERIALEB, SR A
E M ExecutorService H [FH &% 45 AWS SDK for Java REEF ik , LUEEFiIRGILEMNEER S
o

flan | WATLAR M — NExecutorServicekH |, ZRIMME A B E X ThreadFactory 3R it R & T2 1Y
BEAN  RECFREXREKEFEABINEMES,

AL

SDK H iy TransferManagersk I ERARM T & X% Amazon S3, TransferManagerEE RSP &
MTE, RHFANERRHERS , AXBNTEASHNER,

123% AWS SDK for Java @i

f# Apache Commons Log ging 3 1T#0 , Apache Commons Logging 2 —MHIRE , AFEEZIT
REAZNBEREPNEM—1. AWS SDK for Java

T A RIBRR K EIE Java Logging Framework, Apache Log4j MIEMR S, AREBAN A EH
Logdj, TEXNENWNARFRBHTEMENR , RUUEATF AT EIW ARIZRIEE,

ETHEX Logd NEZEE , i85 Apache Mk,

® Note
REBMEENE Logdj 1.x. Logdj2 FiEEZ#E Apache Commons Logging , B2 —/NEBT
2, MBEXIEFZBAAEREIF A Apache Commons Logging REM Log 4j2. BXEZEE ,
ESH Log4j2 X RH#y Commons Logging Bridge.

T % Log4J JAR

B Logd ERF AT EG—EER , EEM Apache M T & Logdj JAR, ZF AT ESFEHE JAR.
F JAR XHEHIBIEBEPIME,

123 AWS SDK for Java #@iF 34


https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ExecutorService.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ThreadFactory.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/TransferManager.html
http://commons.apache.org/proper/commons-logging/guide.html
http://logging.apache.org/log4j/2.x/
http://www.apache.org/
https://logging.apache.org/log4j/2.x/log4j-jcl.html
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Log4j £ A HL & X 4 logdj.properties, BLEXMHRHIM TR, HZzEEXHEFFIXEEZHPHEF
F, Log4j JAR H log4j.properties XHFEEER—B FH,

log4j.properties BB X &IEEHEHILZRAH, ZIEAFEFHEEHNME (. AR SR ET
B)URBHEXERYE. BERBIRICRKF[|ERBMENNE, Logdj XBFZNBERIERKEREN W

2o AURNBREXRENEIMIZEBFTICRLS. AWS SDK for JavaZFLATH N B RICRKERE
VIR

* log4j.logger.com.amazonaws

* log4j.logger.org.apache.http.wire

IRERBE

Log4j JAR H log4j.properties XX & A FRBERP, MREFEM Apache Ant , MFE Ant XHHY
path TEHIRELRER, UTRHIETR SDK Ki# I Amazon S3 RHlH Ant XHMEERTE,

<path id="aws.java.sdk.classpath">
<fileset dir="../../third-party" includes="**/*_ jar"/>
<fileset dir="../../1ib" includes="**/*_jar"/>
<pathelement location="."/>

</path>

MREAEM Eclipse IDE , AT FEEH S M E Project (M B) | Properties (J& ) | Java Build Path
(Java IR R) RiFBXEE,

BERSHHEIREENES

BATRWIEIR L R ‘com.amazonaws™ i F2RE R EHWIRE RN “WARN” |, MRIEFLETRBE A iREN
FEEEE, Hli, MR Amazon S3 FEF RN BEHNARFREBXAInputStreamH Al s

MRER , Il SSEFHLBIESEENEKEH AR, 35, A UTHRE P IREAEE SRR G
BB EA B B At 218 F A RUE B

AT log4j.properties X4 rootLogger ®EHN WARN , i 2 &2 & “com.amazonaws” &R &1+
FIERRB|RIENESNEREE . EHA LY com.amazonaws 2 X2FHEHIREHRN WARN,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
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http://logging.apache.org/log4j/2.x/manual/configuration.html#Loggers
http://logging.apache.org/log4j/2.x/manual/appenders.html
http://logging.apache.org/log4j/2.x/manual/appenders.html
http://logging.apache.org/log4j/2.x/manual/layouts.html
http://ant.apache.org/manual/
https://github.com/aws/aws-sdk-java/blob/master/src/samples/AmazonS3/build.xml
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# Or you can explicitly enable WARN and ERROR messages for the {AWS} Java clients
log4j.logger.com.amazonaws=WARN

1% R/ME R E B RID %

FHEBMNERE L AWS RS £ —PHE—/ AWS iE3K ID , IR ETE AL B ReHE R [E & |
AWS % X&BRERA. AWS W TFEMEAMB RS AA , R LUET SDK A H Exception Xt R LAY
BARIFRFER IDs , A LUE “com.amazonaws.request” 12 & 23 # DEBUG B &R BIFREF
Ko

LA log4j.properties X#ZFHERMMA ( BFER ) WHE, AWS IDs

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Turn on DEBUG logging in com.amazonaws.request to log

# a summary of requests/responses with {AWS} request IDs
log4j.logger.com.amazonaws.request=DEBUG

BATR = B &% HE R A

2009-12-17 ©09:53:04,269 [main] DEBUG com.amazonaws.request - Sending
Request: POST https://rds.amazonaws.com / Parameters: (MaxRecords: 20,
Action: DescribeEngineDefaultParameters, SignatureMethod: HmacSHA256,
AWSAccessKeyId: ACCESSKEYID, Version: 2009-10-16, SignatureVersion: 2,
Engine: mysql5.1, Timestamp: 2009-12-17T17:53:04.267Z, Signature:
q963XH63Lcovl5Rr71AP1z1ye99rmWwTIDfuQaNznkD, ) 2009-12-17 09:53:04,464
[main] DEBUG com.amazonaws.request - Received successful response: 200, {AwS}
Request ID: 694d1242-cee@-c85e-f31f-5dableal8bc6 2009-12-17 09:53:04,469
[main] DEBUG com.amazonaws.request - Sending Request: POST
https://rds.amazonaws.com / Parameters: (ResetAllParameters: true, Action:
ResetDBParameterGroup, SignatureMethod: HmacSHA256, DBParameterGroupName:
java-integ-test-param-group-0000000000000, AWSAccessKeyId: ACCESSKEYID,
Version: 2009-10-16, SignatureVersion: 2, Timestamp:
2009-12-17T17:53:04.467Z, Signature:
9WcgfPwTobvLVcpyhbrdN7P713uH@oviYQ4yZ+TQjsQ=, )

2009-12-17 09:53:04,646 [main] DEBUG com.amazonaws.request - Received
successful response: 200, {AWS} Request ID:
694d1242-cee@-c85e-f31f-5dableal8bc6
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FMLEBHEIER

ERLEERT , &F AWS SDK for Java ﬁi%%ﬂ?%ﬂ&ﬂ’ﬁﬁtﬂi%i%ﬂﬂﬂ&ﬂﬁ‘ééﬁﬁﬁﬁo BARNEEFR
ShEALERCE , RABHARESR (Fla0 , EE LA XH Amazon S3 ) HIE ATgES A K
BRENARFNEE, MREHEIE Elﬁllﬂm‘t‘%nu , ATLAE3E Apache HttpClient 4 i e85 & PG H
BA. MR org.apache.http.wire i2%&5+H/E A DEBUG 45l , £12ZFATEERF MR EIE

AT log4j.properties X#+7E Apache HttpClient4 R B T 2% BHEILR , REEERFB , BT R
AN AR MR £ E RE I,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Log all HTTP content (headers, parameters, content, etc) for

# all requests and responses. Use caution with this since it can

# be very expensive to log such verbose data!
log4j.logger.org.apache.http.wire=DEBUG

HEIR fE#5 B &IE R

MRBEEHTHESR , HEFLEEFRIBMNEERSA THRESNEARERRSBEREFIKESR
FREREER , NERIEXBTELREM. ™ com.amazonaws.latency iBx&Fi&E N DEBUG
CIN=1:E T ARE 3=

® Note

BIERBREBARAALAIEGERNTITH,. ETHEZEXR SDK EHRENESEER | E2S
X AWS SDK for Java/g B 1E%x.

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
log4j.logger.com.amazonaws.latency=DEBUG

AT 2 B &% A R B,

com.amazonaws.latency - ServiceName=[{S3}], StatusCode=[200],
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ServiceEndpoint=[https://list-objects-integ-test-test.s3.amazonaws.com],
RequestType=[ListObjectsV2Request], AWSRequestID=[REQUESTID],
HttpClientPoolPendingCount=0,

RetryCapacityConsumed=0, HttpClientPoolAvailableCount=0, RequestCount=1,
HttpClientPoolLeasedCount=0, ResponseProcessingTime=[52.154],
ClientExecuteTime=[487.041],

HttpClientSendRequestTime=[192.931], HttpRequestTime=[431.652],
RequestSigningTime=[0.357],

CredentialsRequestTime=[0.011, 0.001], HttpClientReceiveResponseTime=[146.272]

=ZFinhlE

AWS SDK for Java A FEERRIANEZFFLYIEE , XELEVERTUTERENRBRER -
TREEREEF Internet

« EHHTTP ZHIRE |, HliiEEBIFEREIRR

« IBE TCP EEFEFRXKPRETR

RERE

EMREREFRNRE , B E A —AEClientConfigurationX RR B E X B P in VB E .
=

MREBESRERS[EEET Internet , IPFFEE T ClientConfiguration XY RE
RE (REXH., WOMAFRE/EE ).

HTTP {2t &

& B] LA A ClientConfiguration N RELE 24 HTTP £ 5E T, BRALFMFIEDT ; EEFLRTURE
HRiIZEMNEMH TEIIK , 2 AWS SDK for Java APl &&,

RERS =R

(® Note

BNTEENESHE—ITHEEENWERIAME, BXxFEEEMNY|KRClientConfiguration,
&35 AWS SDK for Java APl SZ N EEFERE,

RANEER

BRI AEREEATITITH HTTP E BN R AEEClientConfiguration, setMaxConnections /3%
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/A Important

FRREEREENHEASSHHRETEREZESFAMMERETE, BXRIANREERE ,
&S AWS SDK for Java AP| SEZF N EEFE{E,

B e RGE

ALURE S HTTP EEE A ML B E IR XAV ED,

* Connection Timeout

EEER R HTTP ERERAERCISTENEZENRAKE (AEYXRT). MIAEN 10,000

2%

EQHCREBIE , A ClientConfiguration, setConnectionTimeout} 3%,

+ Connection Time to Live (TTL)

MANBERT , FRTEGNZHRTRKAEMER HTTP &, MRRNBIEZENRSREFL
RSMAM , W TTLIRENBREVERSABYTRENAERF. S, F TTLIREN 15 24T
BRER/E 15 BN EHBRSHRENELERE | ELECELEHIRBERRSR/EYL 7TEEBEN
ko

ERE HTTP E# TTL , i ClientConfiguration.set ConnectionTTL J5 3%,

 Maximum Error Retries

AERPERNRIAZRARER RN 3, BRI LUBE £ AR E R E#RYEClientConfiguration,
setMaxError&Ziz /5%,

A th b 1k

EiRE HTTP B iS4 E N At ib it , B A ClientConfiguration. setLocalAddress.

TCP EEFZRPEKX/PMETR

HEFRER TCP SHW B R A FIE T LLUEE ClientConfigurationX RiZE TCP X K/NRR. K
SHRAFPKEZTFEEREXLE  XEEERNSRAFRMN,

TCP EEFEFRXA/NMER 39
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RARFH&E TCP EFRXANNSERBNENRERSNEENIRE. Sl , KSBIRRERS
R TCP ZHXANMEM T B AREE N THRERNERBITITRESEEB AR REMLILE
HEXK/NH TCP EH# |, B3 ARZBEANERMEFER KNI,

REZEHEX A (B0, 2 MB) FAFRERGEAFHEFESHHRE , MEAFZERSH[HIARE
ZES , Bt , XEMNSFIERN AR LEER.

XRAR—MER , BERSAULLUEETETE, EEALETHN , AFNSBREAREERERSPE
ENRENRINE, KSBIRERSEEE 7&K TCP X A/NRE |, BRIFLEPFWEFH THAK TCP
FEHXARDRE , BURERGFR AT EEHILRE,

AERAWTZSRBERBYEE TCP EAXKNMNBETRERSH TCPRE , HPaEHE !
- EHAE

U7 (1] 428 1 SR g

AWS 7 B3 HI SR BE R EE B X RIRIE B AR A REHl, AWS HREFIREES —4HiE9 , EE
/(1 N

EXHEDEANEBRT , K A BN EIR C H1TiEEB,
Heh

- ARZFEAAWS K |, BliER 1A R SFESIEHEN AWS TR

- B 2EBE-HRITIEH AWS BIRHF , HlE0E Amazon SQS BAFI K IEEEHERN REEEFME
Amazon S3 f@H,

¢ C ERBR-ZIEAEEFHBEM AWS 24K |, Fla0 Amazon SQS A IS Z# £ RHIX R Amazon S3.

* DR—AFRMH - BEEMNAWRELEATERFENTELIR, BRSERRAINEZYS  EF -
ERETRIRSHSFM4. Al , SR B ARG RS ER B 2 RS2 55 E & o

Amazon S3 R4l

LT RBERT —BURE , ZRBATEMALRFEBETHAENR , B0 ZFEE LETRNTE
IR RBR BN MEE AWS IKFHY ( FREBHEBENKSERA ) o

Statement allowPublicReadStatement = new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)
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.withResources(new S30bjectResource(myBucketName, "*"));

Statement allowRestrictedWriteStatement = new Statement(Effect.Allow)
.withPrincipals(new Principal("123456789"), new Principal("876543210"))
.withActions(S3Actions.PutObject)

.withResources(new S30bjectResource(myBucketName, "*"));

Policy policy = new Policy()
.withStatements(allowPublicReadStatement, allowRestrictedWriteStatement);

AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();
s3.setBucketPolicy(myBucketName, policy.toJson());

Amazon SQS R4l
KON —NERLRZERN Amazon SQS BAFIIEWSK B Amazon SNS =ERIHE.,

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withConditions(ConditionFactory.newSourceArnCondition(myTopicAzrn)));

Map queueAttributes = new HashMap();
queueAttributes.put(QueueAttributeName.Policy.toString(), policy.toJson());

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sqgs.setQueueAttributes(new SetQueueAttributesRequest(myQueueUrl, queueAttributes));

Amazon SNS R4l

—ERSIRE A TR E MR, Amazon SNS BIEIT 5 EBE KAV ( 4540 & 7 BB
. HTTP. HTTPS Amazon SQS ) M&ixT < ( Bl Fif bk, URL, Amazon SQSARN) ,
RMT AWFHIELITH SNS TEMFRM.

Condition endpointCondition =
SNSConditionFactory.newEndpointCondition("*@mycompany.com");

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SNSActions.Subscribe)
.withConditions(endpointCondition));

Amazon SQS R4l 41
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AmazonSNS sns = AmazonSNSClientBuilder.defaultClient();
sns.setTopicAttributes(
new SetTopicAttributesRequest(myTopicArn, "Policy", policy.toJson()));

A DNS 8MEHRE JVM TTL

Java Bl (JVM) &77 DNS BEMEK. I JIVM FENBENHN P #hitet , EQFHX IP 1t EF—
BRigERETE , BD time-to-live(TTL),

BT AWS RIREMAR DNS EMFEBRERERN , RLRMNEBWEF VMK TTL EEERN 5
¥ XAUBRERFN P it R EERE , ENNARFHESEILEFNER DNS KEWRMNERE
REVHT IP tbik,

F—L Java BLE |, FHRE JVM BRIA TTL , LMEEEFE3 JVM 2814 T FIE DNS 8., Hit
MR ENARFNEZTR AWS BIREM IP it X £, MEZFHERS JVM HRIFEEN IPE
B2ul , BT EFERIZER. EHBERLT ,REIJVM P TTL , UEEHRFEEEFENIPEER
RNEEW,

AR E JVM TTL

EBHJVM B TTL , iHi&E networkaddress.cache.ttl K42 B ME , £ Java 8 B9 $JAVA_HOME/
jre/lib/security/java.security X#H=EE Java 11 HLE SR $IAVA_HOME/conf/
security/java.security X#Hi%E networkaddress.cache.ttl B,

AR java.security XHHHRKBE , ZRBRERTILEFREN S B,

This is the "master security properties file".

H OH O B

An alternate java.security properties file may be specified
The Java-level namelookup cache policy for successful lookups:
any negative value: caching forever

any positive value: the number of seconds to cache an address for
zero: do not cache

H OH O O R -

networkaddress.cache.ttl=5

79 DNS BEFHFERKIRE JVM TTL 42
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£ $JAVA_HOME BT EFIRRN JVM LZTHAMEN ARFHAFEALIRE

R /2 BiEfs AWS SDK for Java

AWS SDK for Java AT LA R B Fi@d Amazon AT AL RIS IRV FEHR |, IXEEHEHR CloudWatch\] 2L
fir £ -

- BHNAEFERREERE AWS
- 5—BEMA JVMs BTRIRIL AWS
- ETRBMRRAER , FIUEAT. LEHRNCITITR XA ERAF

Al j3 A Java SDK 8R4 B
BEERMELT Maven IKEII S 8ELE SDK mE %% 1E#R. CloudWatch

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>l.12.49@*</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-cloudwatchmetrics</artifactId>
<scope>provided</scope>
</dependency>
<!l-- Other SDK dependencies. -->
</dependencies>

“GRRAE &% Maven Central 7 B S $TER SDK.

AWS SDK for Java BRIAERT |, RO TERARS. ENENA T AR ERALINGE , FEBF
JVM BHaiEigm B H AWS Z2E 1E§C14=E’J REEM, H

/8 FE¥R AWS SDK for Java 43
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-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/aws.properties

BEBEREILBXHRIRE , BUME SDK AT U IS RIR #3E R L& EIBL CloudWatch B G247,

@ Note

R 2 E F Amazon EC2 SEfI L3I ARS AWS M Amazon EC2 SEfl#4Ti5E , M LEIEE
FEXHF, EXFPERT , EFREEETEUTEM :

-Dcom.amazonaws.sdk.enableDefaultMetrics

IR PR B IR &ML T ap & 228 AWSSDK/Java T , 3 E4£%] CloudWatch BRIAX1H (us -east-1),
AWS SDK for Java EERZXHE , FEAREEMEPH cloudwatchRegion BHMXREET. HlM0,
E4¥ CloudWatch X131% & H us-ea st-1 , iHEA :

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties, cloudwatchRegion={region_api_default}

BRZIEEE , BRA AWS REMRSERE , MEREIRBIERK AWS SDK for Java , HERAF R
SURE , RRRS L&F CloudWatch RAFZH—IR, FEIR—B L&, SR ASER AWS EEE
HAFETHL , FREBERENER  IAFHEE, XHHERFEESSE,

A fEARaRE
BINEHRA D N KK

AWS & RIEERR
« BEEWHTTP ER/MBMIER, ERBE, RENERXERNE.
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IRA 1x FRARIEE

AWSSDK/Java > MetricType,RequestType

MetricType B
#  ClientExecutaTime
) HttpClieniRecelveResponseTime
| HtipCllentSendReguestTime

SuccessfulRequestLatency (Miliseconds), AmazonCynamoDByv2 (Milliseconds)

\
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T
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AWS RS 1845
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PutltemRequest
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- Metric Name
AmazonDynamolEv2
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AmazonDynemoDEvz
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1M
2000
Fight aes units: M,
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SE00Nds

W AYSEDE  ava EnpRequearTime PultemRequest ArazonDynamcl S
W AWSSDK Java HitpClertPeceiefesnonse Time PuitemiBiequest SmazonDynamolv?

[l ~wasnki

- BIEAWS RBBSEHIE , Sl S3 LA THNELENF T,

ChenExecutaTime PudiemBequest AmazanDynameDEwd
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1 RetryCoun Amazon 3
0 S30ownloadBylaCount Amazon 33
= S30ownload Throughgul Amazon 33
] SiUplomiByleCount Amazon 33
= S sload Throughput Amazon 53
Amazan 53 [Bytes/Sacond) Average ~ 1 Minute ~ O
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AWSSDKJava > Memory

Memory *  Metric Name
& FreaMamony JumMeatric
& SpareMenory JvmMatric
TotalMemory JymMatric
i 5 lamary hmMatric
i UsadM JumMat
JymMetric (Bytes) Average ~ 5 Minutes ~ 3

140,000,000

120000000

60,000,400

- e | —
e e — e e ————
e —
60000000
40,000,000
20,000,000
e
- —— - — g
S N — I P
— i N ﬁx&“&___-—"’" —
o
/ 1111 111 111 1M 1111 11 111 1111 111 1 1111 11111 !
18:50 16:55 .00 19:05 1810 1315 19:20 12:25 a0 938 18:40 18:45 18:50 19:55 20:00

Left axia unita: Bytes
M sparatiemeny [[lFersemery [llLseamamany

MR BAEEHRRYLZR ISP , BHEREB M SR excludeMachineMetrics :

-Dcom. amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties,excludeMachineMetrics

EZER

s BXRMENKOERKENTEIK , 1S H amazonaws/metrics package summary.
« AWS SDK for Java #£ “ CloudWatch f fi CloudWatch =41” /7 ##an{al £ fFf AWS SDK for Java,
s ETHAEXRMERENESELR , HSH 8% AWS SDK for Java LIRS #M” BEXE,

EZER 27
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AWS SDK for Java X 18 =l

REB R AL E FHAWS SDK for Java v1 X AWS RS TRV ZHEF RH,

&R BAE GitHub EEYER3 RBIE AWS 324 A 35 21X L2 /R 6 % E R Bl RV IR

EE AWS XHFAREEERERFTHRBRE , BRARFWER. ZHAREEIREXBEESRN
R ENERABENRBRE , MANNIEE 5 AP BANEERBA B, BX%HA , BE5H
GitHub EHI B RHITEMEFE Y Contributing guidelines,

AWS SDK for Java 2.x

2018 £ , AWS &% T AWS SDK for Java 2.x, AIEEB SR XEHKH Java SDK Y1 BF A K R~ 41
R,

(@ Note
MEAH FEAREANES REAFMEAM TR , 52 FHH B XXEFEIRAWS SDK for Java !

£ FHAWS SDK for Java By CloudWatch =45l

HEB R A FHAWS SDK for Java X4 CloudWatch # 1T4RTER Rl

Amazon CloudWatch 3E8} %28 # Amazon Web Services (AWS) &R KR IE AWS EETHNA
B, & UERA CloudWatch WEMRERIESR , XEERBEAHENMEXTRNNARFHNE
£, CloudWatch R TR EEE XM ZiABAREXN ErFTEENRRESHITER

Bx CloudWatch WEZ{EE |, 525 ¥ Amazon CloudWatch A5,

@ Note

XERFRIERRENHEMBENNL, TENRONKBE GitHub LR, BRUERE
THEMNRXE , AU F#ESFIZI A SEREMB R, RREHEFSITXERM.

£}
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java

AWS SDK for Java 1.x BRAS 1x FFEARIERT
M CloudWatch 3REUE#R

B EHE ISR EE

£ CloudWatch B1R

f£ CloudWatch H {E B RIRE

- ¥ =4 &)%E CloudWatch

M CloudWatch 3k EUIE R
5| H i8R

E %4 CloudWatch 845 , &8I ListMetricsRequest #i8H AmazonCloudWatchClient #Y
listMetrics A&, B LUMER ListMetricsRequest BEHRZEE, EBIREHBEETFILEIRED
MR,

(® Note

AWS BRE X MBI MEE SR ATE (Amazon CloudWatch FAF#E/) 8 {https---docs-
aws-amazon-com-AmazonCloudWatch-latest-monitoring-CW-Support-For-AWS-html}
[Amazon CloudWatch iE#rM4EESE] R E,

F Ao

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.ListMetricsRequest;
import com.amazonaws.services.cloudwatch.model.ListMetricsResult;
import com.amazonaws.services.cloudwatch.model.Metric;

(8T

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

ListMetricsRequest request = new ListMetricsRequest()
.withMetricName(name)
.withNamespace(namespace);

M CloudWatch ZREUEHR 49
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boolean done = false;

while(!done) {
ListMetricsResult response = cw.listMetrics(request);

for(Metric metric : response.getMetrics()) {
System.out.printf(
"Retrieved metric %s'", metric.getMetricName());

}

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

}

A A 1EFRE getMetrics FIETFE ListMetricsResult FIREIHEIR, £RAUD . ERR T —H#t
, BERBERNRPER setNextToken FHRM ListMetricsResult FEMNIREERA
getNextToken , 2B BN BE RN REEF listMetrics BWE—NFR.

EZER

« {Amazon CloudWatch API Reference) FH ListMetricso

& B E BRI

% AWS RS M ANS TN B ERRARFEIECHER. SHTNERECHNSERHRFEE
SUEFRBIR (FLAWS T KB )

& B EXER SR

ERHECHIEREIE , BB PutMetricDataRequest 8 | AmazonCloudWatchClient #9
putMetricData 5%, PutMetricDataRequest XM BFEHRBEMANBEN B ZEE |, EMLIM
£ MetricDatum N RABDEFXREZBELELENEE.

(® Note

BT EIEE L AWS At B 2R H . LA“AWS FF LMY an B ZE AR Bt Amazon Web Services
Fnﬂﬁﬁﬁo
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
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F Ao

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.Dimension;

import com.amazonaws.services.cloudwatch.model.MetricDatum;

import com.amazonaws.services.cloudwatch.model.PutMetricDataRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricDataResult;
import com.amazonaws.services.cloudwatch.model.StandardUnit;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("UNIQUE_PAGES")
.withValue("URLS");

MetricDatum datum = new MetricDatum()
.withMetricName("PAGES_VISITED")
.withUnit(StandardUnit.None)
.withValue(data_point)
.withDimensions(dimension);

PutMetricDataRequest request = new PutMetricDataRequest()
.withNamespace("SITE/TRAFFIC")
.withMetricData(datum);

PutMetricDataResult response = cw.putMetricData(request);

EZER

«  {Amazon CloudWatch FiF$ER) B EFH Amazon CloudWatch $8%x.
« {Amazon CloudWatch FIF1E/E) RHAWS @& ZE[H,
« {Amazon CloudWatch API Reference) F#y PutMetricData,
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A Ax FRARIERE

£ CloudWatch

BIEER

15

ER$E CloudWatch IEFRBIREIR , BEASEXRBRFZMHM PutMetricAlarmRequest 1 F
AmazonCloudWatchClient By putMetricAlarm 5o

F Ao

import
import
import
import
import
import
import
import

(8T

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.
services.

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension
.withName("InstanceId")
.withValue(instancelId);

cloudwatch.
cloudwatch.
cloudwatch.
cloudwatch.
cloudwatch.

cloudwatch

cloudwatch.
cloudwatch.

new Dimension()

PutMetricAlarmRequest request
.withAlarmName(alarmName)
.withComparisonOperator(

ComparisonOperator.GreaterThanThreshold)

.withEvaluationPeriods(1)

.withMetricName("CPUUtilization")

.withNamespace("{AWS}/EC2")

.withPeriod(60)

.withStatistic(Statistic.Average)

.withThreshold(70.0)

.withActionsEnabled(false)

.withAlarmDescription(
"Alarm when server CPU utilization exceeds 70%")
.withUnit(StandardUnit.Seconds)
.withDimensions(dimension);

AmazonCloudWatch;
AmazonCloudWatchClientBuilder;
model .ComparisonOperator;
model.Dimension;
model.PutMetricAlarmRequest;

.model.PutMetricAlarmResult;

model.StandardUnit;
model.Statistic;

new PutMetricAlarmRequest()
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52


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricAlarmRequest.html

AWS SDK for Java 1.x

A Ax FRARIERE

PutMetricAlarmResult response = cw.putMetricAlarm(request);

B B R

B3| HE

2 BIZ#/ CloudWatch 1R , i&

RETARIEEL RIETM DescribeAlarmsRequest 1 F

AmazonCloudWatchClient By describeAlarms 5%,

F Ao

import
import
import
import
import

(R

com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

services.cloudwatch.AmazonCloudWatch;
services.cloudwatch.AmazonCloudWatchClientBuilder;

.services.cloudwatch.model.DescribeAlarmsRequest;

services.cloudwatch.model.DescribeAlarmsResult;
services.cloudwatch.model.MetricAlarm;

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

boolean done = false;

DescribeAlarmsRequest request = new DescribeAlarmsRequest();

while(!done) {

DescribeAlarmsResult response = cw.describeAlarms(request);

for(MetricAlarm alarm : response.getMetricAlarms()) {
System.out.printf("Retrieved alarm %s", alarm.getAlarmName());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

BIRFIKRTLUBIE describeAlarms IREH DescribeAlarmsResult Fi8MA getMetricAlarms 3k

=
Fo
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ZRAULUST . ERET—MER , BERBERINRPEA setNextToken XRH
DescribeAlarmsResult FERIREEREA getNextToken , 2B KRB RITI REEXT
describeAlarms B —NEA,

(@ Note

838 7] LA AmazonCloudWatchClient By describeAlarmsForMetric FiER R4S EIE
A ER, THEAEL T describeAlarms,

i R 4R

EMI &% CloudWatch 23R , i&{# A DeleteAlarmsRequest ( BB ER BN — N RESEREH ) BH
AmazonCloudWatchClient B9 deleteAlarms F 3%,

F Ao

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DeleteAlarmsRequest request = new DeleteAlarmsRequest()
.withAlarmNames(alarm_name);

DeleteAlarmsResult response = cw.deleteAlarms(request);

EZER

+ {Amazon CloudWatch A/~ #5E) Y2 Amazon CloudWatch Bk
«  {Amazon CloudWatch API Reference) i #J PutMetricAlarm

«  {Amazon CloudWatch API Reference) H#J DescribeAlarms

«  {Amazon CloudWatch API Reference) H# DeleteAlarms
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£ CloudWatch i i ZRIR1E

A A CloudWatch B#Ri#R{E , BRI QIEMITAZEFL, L1k, EFHIKE Amazon EC2 SLHIFREN
Bk

(® Note

BEEAEERAER setAlarmActionsPutMetricAlarmRequest B A% , ATV BRI
RN B R,

B REBRIRE

EF A CloudWatch BiREVEBIRIRIE , B A EnableAlarmActionsRequest ( B8 —1MHENEEE A
HERMN BT ) B AmazonCloudWatchClient # enableAlarmActions,

F Ao

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

EnableAlarmActionsRequest request = new EnableAlarmActionsRequest()
.withAlarmNames(alarm);

EnableAlarmActionsResult response = cw.enableAlarmActions(request);

ERERIRE

EZ [ CloudWatch iR EIRIEE , B DisableAlarmActionsRequest ( @& —PMRZBNREZR
BHIRENEIRNABF ) A AmazonCloudWatchClient B9 disableAlarmActions,

F Ao
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import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DisableAlarmActionsRequest request = new DisableAlarmActionsRequest()
.withAlarmNames(alarmName);

DisableAlarmActionsResult response = cw.disableAlarmActions(request);

EZER

« {Amazon CloudWatch #§m) FHEIEERUEL, Kib, EEHIREEH
«  {Amazon CloudWatch API Reference) i #J PutMetricAlarm

« {Amazon CloudWatch API Reference) H#J EnableAlarmActions

« {Amazon CloudWatch API Reference) A #Y DisableAlarmActions

& EHXi£Z| CloudWatch

CloudWatch Events 2t /L PR REEMHR |, XESHER AWS BRP X Amazon EC2 3£

5. Lambda EI%. Kinesis 7. Amazon ECS 1£%5. Step Functions JRZS#1. Amazon SNS £

. Amazon SQS RASIENE BirME R, BEEARENAN , S ERE4HNSES4RATE—
NS B IREBE R

YIRS

ERMBENX CloudWatch B , AT E —NHZ 4 PutEventsRequestEntry R ( RIS
HEFEMER ) B PutEventsRequest I RiAA AmazonCloudWatchEventsClient 8 putEvents /7
Eo BAILUAKRBEEZSNSH , fINSEHHRENER, SEHMEXBRNRTRESE,

(® Note
N FEA putEvents A , BRZALIEE 10 NEH,
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F Ao

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutEventsRequest;

import com.amazonaws.services.cloudwatchevents.model.PutEventsRequestEntry;

import com.amazonaws.services.cloudwatchevents.model.PutEventsResult;

(ST

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

final String EVENT_DETAILS =
"{ \"keyl\": \"valuel\", \"key2\": \'"value2\" }";

PutEventsRequestEntry request_entry = new PutEventsRequestEntry()
.withDetail (EVENT_DETAILS)
.withDetailType("sampleSubmitted")
.withResources(resource_arn)
.withSource("aws-sdk-java-cloudwatch-example");

PutEventsRequest request = new PutEventsRequest()
.withEntries(request_entry);

PutEventsResult response = cwe.putEvents(request);

A ALY

EQENLEHAN | FEEASEANB BRI ES A PutRuleRequest 18
AmazonCloudWatchEventsClient 8 putRule 753& , Al S HUNEHENX, SHNAEREKRE IAM £
BURERANZITMRN T RIFTER,

F Ao

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutRuleRequest;

import com.amazonaws.services.cloudwatchevents.model.PutRuleResult;

import com.amazonaws.services.cloudwatchevents.model.RuleState;

(ST
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final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

PutRuleRequest request = new PutRuleRequest()
.withName(rule_name)
.withRoleArn(role_arn)
.withScheduleExpression("rate(5 minutes)")
.withState(RuleState.ENABLED);

PutRuleResult response = cwe.putRule(request);

N B #R

Bir 2l A AN RN ERR. ~4FIBF23E Amazon EC2 3Efl. Lambda ¥, Kinesis
F. Amazon ECS £%. Step Functions JRAHL K E B ¥r.

E@ANRME R , EEH PutTargetsRequest ( @ EEFH AN FERMBAMN A BFr7IEK ) KiE
A AmazonCloudWatchEventsClient B putTargets 5o

F Ao

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutTargetsRequest;

import com.amazonaws.services.cloudwatchevents.model.PutTargetsResult;

import com.amazonaws.services.cloudwatchevents.model.Target;

(R

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

Target target = new Target()
.withArn(function_azrn)
.withId(target_id);

PutTargetsRequest request new PutTargetsRequest()
.withTargets(target)

.withRule(rule_name);

PutTargetsResult response = cwe.putTargets(request);
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EZER

+  {Amazon CloudWatch Events User Guide) ##J Adding Events with PutEvents

« {Amazon CloudWatch Events User Guide) H#J Schedule Expressions for Rules

«  {Amazon CloudWatch Events User Guide) 1 #J Event Types for CloudWatch Events
+  {Amazon CloudWatch Events User Guide) A #J Events and Event Patterns

+  {Amazon CloudWatch Events API Reference) H#J PutEvents

+ {Amazon CloudWatch Events API Reference) A #J PutTargets
«  {Amazon CloudWatch Events API Reference) F# PutRule
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ﬁbo
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« #iE DynamoDB R F iR |, ¥ AccountIdEndpointMode i&iEJ DISABLED,
- REFEEE,

- RE JVM RERE M

- EHHZMW AWS BEXHIRE.

UTRBAEBERT WAEREE DynamoDB lRFEEFimKEAE TKF AEKEH

ClientConfiguration config = new ClientConfiguration()
.withAccountIdEndpointMode(AccountIdEndpointMode.DISABLED);
AWSCredentialsProvider credentialsProvider = new
EnvironmentVariableCredentialsProvider();

AmazonDynamoDB dynamodb = AmazonDynamoDBClientBuilder.standard()
.withClientConfiguration(config)
.withCredentials(credentialsProvider)
.withRegion(Regions.US_WEST_2)

.build();

(AWS SDK 1T ESEEm) BRETEXRE=EELETNESZEE,

2-38 DynamoDB H#Y &

2 DynamoDB HiEEFFIEWM B AR, BUIMERER , REFHETE DynamoDB A7 hnsk il Bk
B,

NTFEANK , BYBTEN :

« REW, EXTENKS MAEXE2ME—/,
- —NER , BNMEXNTEHLARE - ; RPNEERITE TRESHRNERE.

TRAULREETR (ZEENMNPKX (HASH) # ) HEEEH (B2 — 12 XM—1MEF (RANGE)
'),

B/MEEYE — 1 A ScalarAttributeType RKE R RERIVEIERE, REWUARZHS (B). HF

(N) HERE (S)e BAXESZELR |, H559 (Amazon DynamoDB FF & A RIER) FHYEr & H N A2

fERE,

- MERMEE , XEEEXNRAENRNEAREEVH.
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® Note
Amazon DynamoDB EMMETFAARZENMETHEE , RHEBNAIANKRETEEEN
BRE,

RNPMBELRABNESR  UELEBEREEINBARRE,
BE xR

£/ DynamoDB % FififY createTable AW 81 # DynamoDB %k, BEEWEREHEMKE
M, ZFRATHRARNER, SELTREVEMEFTLEENRE, XELIZE DynamoDB &KRETE X
BREM,

(@ Note
MREREFEBEMNRERFE , NN

& AmazonServiceException,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;
import com.amazonaws.services.dynamodbv2.model.CreateTableRequest;
import com.amazonaws.services.dynamodbv2.model.CreateTableResult;
import com.amazonaws.services.dynamodbv2.model.KeySchemaElement;
import com.amazonaws.services.dynamodbv2.model.KeyType;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.services.dynamodbv2.model.ScalarAttributeType;

tIREAMEERIR
LA EAEEERE (‘Name”) B R,
(BT

CreateTableRequest request = new CreateTableRequest()
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.withAttributeDefinitions(new AttributeDefinition(

"Name", ScalarAttributeType.S))
.withKeySchema(new KeySchemaElement('"Name", KeyType.HASH))
.withProvisionedThroughput(new ProvisionedThroughput(

new Long(1@), new Long(10)))
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
CreateTableResult result = ddb.createTable(request);
System.out.println(result.getTableDescription().getTableName());
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

55 GitHub LM EERH,
tIEEEESERNK

A% —4 AttributeDefinition 1 KeySchemaElement | CreateTableRequest,

(R

CreateTableRequest request = new CreateTableRequest()

.withAttributeDefinitions(

new AttributeDefinition("Language", ScalarAttributeType.S),

new AttributeDefinition("Greeting", ScalarAttributeType.S))
.withKeySchema(

new KeySchemaElement('"Language", KeyType.HASH),

new KeySchemaElement("Greeting", KeyType.RANGE))
.withProvisionedThroughput(

new ProvisionedThroughput(new Long(1@), new Long(10)))
.withTableName(table_name);

ES GitHub ERYTE TR,
5l &
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® Note
MRENK - MXBEEZEGRBENE , NP5 & ResourceNotFoundException FE,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ListTablesRequest;
import com.amazonaws.services.dynamodbv2.model.ListTablesResult;

(8L

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ListTablesRequest request;

boolean more_tables = true;
String last_name = null;

while(more_tables) {
try {
if (last_name == null) {
request = new ListTablesRequest().withLimit(10);
}
else {
request = new ListTablesRequest()
.withLimit(10)
.withExclusiveStartTableName(last_name);

ListTablesResult table_list = ddb.listTables(request);
List<String> table_names = table_list.getTableNames();

if (table_names.size() > 0) {
for (String cur_name : table_names) {
System.out.format("* %s\n", cur_name);
}
} else {
System.out.println("No tables found!");
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System.exit(0Q);

last_name = table_list.getlLastEvaluatedTableName();
if (last_name == null) {
more_tables = false;

RABERT , 8XARFRESRZ 100 PNk - XIRER ListTablesResult X 5 EH
getlLastEvaluatedTableName AJZRBIFHH L—1 &k, IFEALEE L —IEHNEE—MNREE
EF®5IH,

ESH GitHub LMY EE R,
iRz (FREMEXEER )

@A DynamoDB %M describeTable 737%.

® Note
MRENK - MXBEEZERBENE , NP E & ResourceNotFoundException F&,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughputDescription;
import com.amazonaws.services.dynamodbv2.model.TableDescription;

(R
final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
try {
TableDescription table_info =

ddb.describeTable(table_name).getTable();

if (table_info != null) {
System.out.format("Table name : %s\n",
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table_info.getTableName());
System.out.format("Table ARN : %s\n",
table_info.getTableArn());
System.out.format("Status : %s\n",
table_info.getTableStatus());
System.out.format("Item count : %d\n",
table_info.getItemCount().longValue());
System.out.format("Size (bytes): %d\n",
table_info.getTableSizeBytes().longValue());

ProvisionedThroughputDescription throughput_info =
table_info.getProvisionedThroughput();
System.out.println("Throughput");
System.out.format(" Read Capacity : %d\n",
throughput_info.getReadCapacityUnits().longValue());
System.out.format(" Write Capacity: %d\n",
throughput_info.getWriteCapacityUnits().longValue());

List<AttributeDefinition> attributes =
table_info.getAttributeDefinitions();
System.out.println("Attributes");
for (AttributeDefinition a : attributes) {
System.out.format(" %s (%s)\n",
a.getAttributeName(), a.getAttributeType());

}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

%55 GitHub M= R4,
8ok (B ) &

& LAET @ A DynamoDB &/ i%H updateTable FiEMERHER RN TEFTH EE,

(® Note
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DescribeTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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import com.
import com.
import com.
import com.

(8T

amazonaws.

amazonaws

amazonaws.
amazonaws.

services.dynamodbv2.AmazonDynamoDB;
.services.dynamodbv2.AmazonDynamoDBClientBuilder;
services.dynamodbv2.model.ProvisionedThroughput;
AmazonServiceException;

ProvisionedThroughput table_throughput = new ProvisionedThroughput(
read_capacity, write_capacity);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {

ddb.updateTable(table_name, table_throughput);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());

System.

exit(1);

EZ 4 GitHub L EE R B,

il BR R

@A DynamoDB % iy deleteTable A% , HEEEAERE M.

(@ Note
LUESYEN

F Ao

import com.
import com.
import com.

(8T

final AmazonDynamoDB

try {

amazonaws
amazonaws
amazonaws

.AmazonServiceException;
.services.dynamodbv2.AmazonDynamoDB;
.services.dynamodbv2.AmazonDynamoDBClientBuilder;

ddb = AmazonDynamoDBClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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ddb.deleteTable(table_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

B2 GitHub L TE R4,

EZER

«  {Amazon DynamoDB FF X A R ¥E/) HHIZRLEHEN
«  {Amazon DynamoDB FF X A G $§m) HHIZE DynamoDB H &

4 DynamoDB H YT B

# DynamoDB # , B REMMNES , 8/ U EHEE-—NEHMN—ME. BEEALUNIRE, £H
MHKRE, BXEZER , 5H (Amazon DynamoDB JFR A R1EFE) Ry & AN AMBEERE,

B3R (FRE) RAHWDE

@A AmazonDynamoDB Ky getItem J53%& , 3 mMEZE GetltemRequest MR , B ELRAAFIE W&
EMMERME, ©IRE GetltemResult X R,

AILAEAFTRE GetItemResult WRM getItem() FiE , RRSWMEXBKNME (8 (F/HE)
F{E (AttributeValue) X4 ) o

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.GetItemRequest;

import java.util.HashMap;

import java.util.Map;

(ST

HashMap<String,AttributeValue> key_to_get =
new HashMap<String,AttributeValue>();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DeleteTable.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemResult.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeValue.html
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key_to_get.put("DATABASE_NAME", new AttributeValue(name));

GetItemRequest request = null;
if (projection_expression != null) {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name)
.withProjectionExpression(projection_expression);
} else {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
Map<String,AttributeValue> returned_item =
ddb.getItem(request).getItem();
if (returned_item != null) {
Set<String> keys = returned_item.keySet();
for (String key : keys) {
System.out.format("%s: %s\n",
key, returned_item.get(key).toString());
}
} else {
System.out.format("No item found with the key %s!\n", name);
}
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

HZ 5 GitHub LRYTTE R,

BEZYIIERI=

SIBER T EBHNRENNRS, EP4JERRNERFERNE, NRERMANTECSEFE , B
LHFZBRFHBESZERER.

(® Note
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/GetItem.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html

AWS SDK for Java 1.x

A Ax FRARIERE

F Ao

import com.
import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;
services.dynamodbv2.AmazonDynamoDB;
services.dynamodbv2.AmazonDynamoDBClientBuilder;
services.dynamodbv2.model.AttributeValue;
services.dynamodbv2.model.ResourceNotFoundException;

import java.util.Arraylist;

(BT

HashMap<String,AttributeValue> item_values =
new HashMap<String,AttributeValue>();

item_values.put("Name", new AttributeValue(name));

for (String[] field :

extra_fields) {

item_values.put(field[0@], new AttributeValue(field[1]));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {

ddb.putItem(table_name, item_values);
} catch (ResourceNotFoundException e) {
System.err.format("Error: The table \"%s\" can't be found.\n", table_name);
System.err.println("Be sure that it exists and that you've typed its name
correctly!");
System.exit(1l);
} catch (AmazonServiceException e) {

System.err.println(e.getMessage());
System.exit(1);

EZ P GitHub LR EE R,

EHRFUFIE

Al LAE A AmazonDynamoDB # updateltem 5% , B RHEEFNRENH. TRENZRME |
FHRFEEMBEMNEM.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/PutItem.java

AWS SDK for Java 1.x

A Ax FRARIERE

® Note

MRENKFAXERBZERENR , REFFECANERINANTE , 25

ResourceNotFoundException &

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeAction;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.AttributeValueUpdate;

import com.amazonaws.services.dynamodbv2.model.ResourceNotFoundException;

import java.util.Arraylist;

(R

HashMap<String,AttributeValue> item_key =
new HashMap<String,AttributeValue>();

item_key.put("Name", new AttributeValue(name));

HashMap<String, AttributeValueUpdate> updated_values =
new HashMap<String,AttributeValueUpdate>();

for (String[] field : extra_fields) {
updated_values.put(field[@], new AttributeValueUpdate(
new AttributeValue(field[1]), AttributeAction.PUT));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.updateItem(table_name, item_key, updated_values);
} catch (ResourceNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1l);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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BEZH GitHub LR SEERHI,

{# A DynamoDBMapper 3%

AWS SDK for Java 2t T DynamoDBMapper 3£ , E&REEHB F & 7 imFK MBS E] Amazon DynamoDB
=, EFA DynamoDBMapper 3 , A LA A EEE X DynamoDB FRH ML B SR FHEMAFT R
SHlzEHRER (M TENRBRGIFTR ) . FA DynamoDBMapper 2 | BEEB BB EESHEK |,
TR, RE, EHAMER (CRUD) B#1F , HIMITEN,

(® Note
DynamoDBMapper 87 812, FH M BRE.

F Ao

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBAttribute;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBHashKey;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBMapper;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBTable;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBRangeKey;
import com.amazonaws.services.dynamodbv2.model.AmazonDynamoDBException;

(R

LAR Java R RHERIMAEER DynamoDBMapper [ Music RIFRIMAR. HRABRNERPE ,
BEEEMEA Partition (2 X) M Sort (BEF) BMEIME . AJG Awards (RIN) B 2F#. BRAE
Music RHER , F2H (Amazon DynamoDB FF X A RIEME) FHGIER,

AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard().build();
MusicItems items = new MusicItems();

try{
// Add new content to the Music table
items.setArtist(artist);
items.setSongTitle(songTitle);
items.setAlbumTitle(albumTitle);
items.setAwards(Integer.parseInt(awards)); //convert to an int

// Save the item
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateItem.java
https://aws.amazon.com/sdk-for-java/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
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DynamoDBMapper mapper = new DynamoDBMapper(client);
mapper.save(items);

// Load an item based on the Partition Key and Sort Key
// Both values need to be passed to the mapper.load method
String artistName = artist;

String songQueryTitle = songTitle;

// Retrieve the item

MusicItems itemRetrieved = mapper.load(MusicItems.class, artistName,
songQueryTitle);

System.out.println("Item retrieved:");

System.out.println(itemRetrieved);

// Modify the Award value
itemRetrieved.setAwards(2);
mapper.save(itemRetrieved);
System.out.println("Item updated:");
System.out.println(itemRetrieved);

System.out.print("Done");
} catch (AmazonDynamoDBException e) {
e.getStackTrace();

@DynamoDBTable(tableName="Music")
public static class MusicItems {

//Set up Data Members that correspond to columns in the Music table
private String artist;

private String songTitle;

private String albumTitle;

private int awards;

@DynamoDBHashKey(attributeName="Artist")
public String getArtist() {
return this.artist;

public void setArtist(String artist) {
this.artist = artist;
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@DynamoDBRangeKey(attributeName="SongTitle")
public String getSongTitle() {
return this.songTitle;

public void setSongTitle(String title) {
this.songTitle = title;

@DynamoDBAttribute(attributeName="AlbumTitle")
public String getAlbumTitle() {
return this.albumTitle;

public void setAlbumTitle(String title) {
this.albumTitle = title;

@DynamoDBAttribute(attributeName="Awards")
public int getAwards() {
return this.awards;

public void setAwards(int awards) {
this.awards = awards;

HZ 5 GitHub LRYTTE R,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UseDynamoMapping.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForItems.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithItems.html
https://aws.amazon.com/ec2/
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« 5 IAM B &1%F3 Amazon EC2 £ AWS BEE A

« 3#& : Amazon EC2 ZM A L4l

« i . 5% Amazon EC2 EM A LHIEREE

.« & Amazon EC23E4l

« 7£ Amazon EC2 H{EF M P it

- FRAXEMTAHAKX

« £/ Amazon EC2 Z4A%t

« £ Amazon EC2 R &Z 44

HIE . B3y EC2 L4l
ZREF2E R A 5 I AWS SDK for Java 53 EC2 =4,

£

. EREH

« 82 Amazon EC2 Z£4
- BIEZEAX

» J=1T Amazon EC2 324

TR
EFEze , FRREEIZE AWS IKFHHEHBRE AWS Eif, BXEZER | HSR AT,
812 Amazon EC2 &€ 4

EC2-Classic H&H

/A Warning

EAVRF 2022 £ 8 A 15 BIEH EC2-Classico. EATEIIEM EC2-Classic & F| VPC,
BEXEZER |, BHSHIEENE EC2-Classic-Classic Networking is Retiring — Here's How to

Prepare.

IR NZ2AENELERE | BH - B2 EC2 RHMMERE. BINMERT , Amazon EC2
FHENZPEFTATFALRENREEXRE, FTUGIEAFEN EC2 RHRZIBERENZTEA, HI
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https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
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W, MRBEEET Linux K4 , MATURZLABEN AT SSH RE, B LAERA Amazon EC2 2
#) & HAWS SDK for Javatl@ZL£4A,

&7 LLBIZ £ EC2-Classic 3% EC2-VPC AN Z£4H, BX EC2-Classic fl EC2-VPC BWE %S
B, %2/ (Amazon EC2 AAF$ER (EA T Linux 3=l ) ) P ZEFENFE,

BXRMFEH Amazon EC2 B A EIBRLHENELER , HSH (Amazon EC2 AFiEM (EAT
Linux 354 ) » ## Amazon EC2 Z4 4,

1. BIEMA LRI CreateSecurityGroupRequest 3£, A withGroupName HFEIREREHEBH , £
A withDescription AR RELZSAMNER , IR :

CreateSecurityGroupRequest csgr = new CreateSecurityGroupRequest();
csgr.withGroupName("JavaSecurityGroup").withDescription("My security group");

EZAEIL Amazon EC2 B F i) AWS Xig , ZEHBMNMEH—, DRAZEHHNEMN
FIEIREEH US-ASCIl 25,

2. HiBERNRIERNSBELIEL createSecurityGroup k. % %EIREl CreateSecurityGroupResult X
R, MTAAR:

CreateSecurityGroupResult createSecurityGroupResult =
amazonEC2Client.createSecurityGroup(csgr);

MREBZEHVNESINERLAEFHEEMNELYA |, createSecurityGroup 5| XRE,

RIANBERAT , FIZ2ET R Amazon EC2 SEHIMEMAMTE. ERAFALRE , BHIXN LA
£ AR M IZAN, BT IP bk, IP #h3utSEE . SFEMIAKR TCP/UDP mDE’M’s‘)\:&ﬁE
Mo

1. BIBH WA IpPermission =6, M withlpv4Ranges & AT LR B AL AH IP b SBE | 6
F withlpProtocol AR BURE IP thi¥l. £ withFromPort Hl withToPort 753 A BAHE E #iUE A
MmOl , MR :

IpPermission ipPermission =
new IpPermission();

IpRange ipRangel = new IpRange().withCidrIp("111.111.111.111/32");
IpRange ipRange2 new IpRange().withCidrIp("150.150.150.150/32");
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-supported-platforms.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withGroupName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withDescription-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createSecurityGroup-com.amazonaws.services.ec2.model.CreateSecurityGroupRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpv4Ranges-java.util.Collection-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpProtocol-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withFromPort-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withToPort-java.lang.Integer-
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ipPermission.withIpv4Ranges(Arrays.asList(new IpRange[] {ipRangel, ipRange2}))
.withIpProtocol("tcp")
.withFromPort(22)
.withToPort(22);

AR BT IpPermission NRABENABRME , FRERTFE AL
f£A CIDR RREEE P ik, MRIEE TCP/UDP Hi , HARERIEOMEBEFK O, REEE
TCP 5 UDP B geZ w0,

2. IR AuthorizeSecurityGrouplngressRequest 32fl, 8 withGroupName FiEiEEZRZ £
HEWN , HHZa#B{LH IpPermission X R{ZiE4E withlpPermissions Fi& , AT :

AuthorizeSecurityGroupIngressRequest authorizeSecurityGroupIngressRequest =
new AuthorizeSecurityGroupIngressRequest();

authorizeSecurityGroupIngressRequest.withGroupName("JavaSecurityGroup")
.withIpPermissions(ipPermission);

3. FERII RIEE L authorizeSecurityGrouplngress J75% , M RFR :

amazonEC2Client.authorizeSecurityGroupIngress(authorizeSecurityGroupIngressRequest);

MREFEAECRNEAR IP it @A authorizeSecurityGroupIngress , %545l %
FE. QIBNABCEH IpPermission MR , X¥AE IP, iwmOFMPIEREA , REEH

AuthorizeSecurityGroupIngress.

RE{@HA authorizeSecurityGrouplngress B authorizeSecurityGroupEgress 5% , —&M NG <70
B|Zeh A,

BIERAN

B3 EC2 RPN AMIBEZAX , REEEZILFINIEEBANNAEEH . EUUIERHAN ,
A ERERE MG EANREEHAT. BEXEZELR , 55 (Amazon EC2 AF1ER
( AT Linux =61 ) ) FH Amazon EC2 Z4AX

1. BIEH S 3) CreateKeyPairRequest K4, A withKeyName FEREBEZHAN BN , TR :

CreateKeyPairRequest createKeyPairRequest = new CreateKeyPairRequest();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html#withIpPermissions-com.amazonaws.services.ec2.model.IpPermission%E2%80%A6%E2%80%8B-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupEgress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupEgressRequest-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html#withKeyName-java.lang.String-
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createKeyPairRequest.withKeyName(keyName);

/A Important
BRANEHLARE -, MREZHUENBANEHREAERANER , H5IxRE,

2. FHERX K4Z1%x | createKeyPair &, %5 EIRE CreateKeyPairResult 3541 , B RAR

CreateKeyPairResult createKeyPairResult =
amazonEC2Client.createKeyPair(createKeyPairRequest);

3. MAL RN R getkeyPair 3% , LAIREX KeyPair IR, A KeyPair X RE getkeyMaterial 5
&, BUREURINZM PEM wIBRAAE R , TR -

KeyPair keyPair = new KeyPair();
keyPair = createKeyPairResult.getKeyPair();

String privateKey = keyPair.getKeyMaterial();

1Z1T Amazon EC2 34

ERLTEREME—1 Amazon REBRE (AMI) B3 — M RSN EEHREEERN EC2 K6, 8IE EC2
KBljE , BAIUKRERLIRS. EEMN EC2 KHE1T/E , B BUEEX L,

1. BIEHABIL— RuninstancesRequest £6l, BREIBEN AMI, ZANNELLATEENERTF
A REHEEM X P FE,

RunInstancesRequest runInstancesRequest =
new RunInstancesRequest();

runInstancesRequest.withImageId("ami-a9d@9ed1")
.withInstanceType(InstanceType.T1lMicro)
.withMinCount (1)
.withMaxCount(1)
.withKeyName("my-key-pair")
.withSecurityGroups("my-security-group");
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withimageld
« AMI® ID, ET A ERK Amazon REMNAH AMI HEIEEBSH AMI, 55 Amazon
REBE (AMI),

withInstanceType

- BIEEN AMI RENSIPIRE, BXEZER , H20 (Amazon EC2 AR (EAT
Linux S5 ) ) AEYSEHISREL,

withMinCount

- EEFH EC2 HINF/NIHE, MRIHE KT Amazon EC2 AJ7E B #x 7 A X A /3 31 A9 =451
# , M Amazon EC2 A& B s {E[I= 4,
withMaxCount
- EEFPH EC2 HINFZAKE, MRIHE KT Amazon EC2 AJ7E B #= 7 A X A 3 31 A9 =451
 , W Amazon EC2 Bz & F MinCount MR R RTREERE Y KHI, 1801 LAJS 3 #Y SRBIERT
F1MERFRZRHEBEBHHRAERFHKZE, BEREZEE , 5% Amazon EC2 &
DL E R h 9“3 AT LAFE Amazon EC2 HiE4TZ DAL 2

withKeyName

- EC2 BIAXWE. MREERBEERANNBRTEHEM , WL EEESZXH. BXRE
ZEE , BERLEREAN.

withSecurityGroups
s —ANRBANRELYH, BRESZEE , ESHEIE Amazon EC2 44,

2. B FiESRXI K4EE Z runinstances FERBEIEHI, J57EIRE —4 RuninstancesResult 3
WTRFRR :

RunInstancesResult result = amazonEC2Client.runInstances(
runInstancesRequest);

HIERRBIZITIE , ATERAEBHNBAXNEETZEM. BXESZEE , 55K (Amazon EC2 A
M (EAT Linux K61 ) ) PEEESIEA Linux 5560,

A IAM B&E2FX Amazon EC2 £/ AWS &ERIF R

MAFUESFEH B AWS A B EIER %X E Amazon Web Services (AWS) BFFEE KRB ITINHRZE
AILAER IAM A e HE#R T3 Amazon EC2 241 E# AWS BRI Z £ 5 E
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RKEBNFWAFE IAM B85 Amazon EC2 Liz1TH Java SDK AR FESFEH. A< IAM 4
MWEZEE |, ESH (Amazon EC2 AF#ER (&M T Linux 3241 ) ) A#VER T Amazon EC2 #Y
IAM B,

RINRMUEFEN EC2 LfIfE 4

MRIGHI R AR FEFABRIAEERRAE AWS B |, NZE P HIFIRBUTIREE AR IAEIFRME
Bt BRET

1. Java REEH : aws.accessKeyId #l aws.secretKey,

2. REHETE : AWS_ACCESS_KEY_ID 1 AWS_SECRET_ACCESS_KEY.,

3. MNEIUEXH (EFRAFEAE L ZXH T FRRNME).

4. MR Ei%E AWS_CONTAINER_CREDENTIALS_RELATIVE_URI FEZXE R T2 EER[{ENILEZ
T8 NHET Amazon EC2 BESIRS LB/ EIL,

5. RHIBBEXHEIE , BEES EC2 EHIM IAM A B XREKHSEFI T HIEF.

6. REMERAEZMN Web 510 HEEIE.

REEXN Amazon EC2 AT AR , RIARHEFEPNEFEREXHEIE SBRIAH ,
{BELLEE Amazon EC2 4Rt , T REBRAREHELEATRHRS LS M. BETLF
InstanceProfileCredentialsProvider SRl E##Z B AT FIHmEERE , XELERTENRIARHER
4% B AT 3R B SE 51 B & SO R,

fBlgn -

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withCredentials(new InstanceProfileCredentialsProvider(false))
Lbuild();

EFERZAER , SDK EEXHIEEXHF , ©FEES Amazon EC2 £HI#I<Ek IAM BEH
XEEIEFHBNRM IR AWS Fif, REXLFZIFRIMEIE , MARKLSTH | B
InstanceProfileCredentialsProvider 2N ERIFEA] , RIEEUW SR FIE TR R]
AWS,

/A Important

R EUTERTHRITENEIERF . EEARANEFREERK (TLEUEHB SN
InstanceProfileCredentialsProvider #ERBRINEHEBFEMNANR) i ; HEBT

R IAM BT Amazon EC2 EH AWS &RV H R 79
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InstanceProfileCredentialsProvider K EEABART P IREERRN, MREEE
B E 5 EIRENER AR 3 SR BB S HEIE |, BN ERE N RS 8 EE

MREFIRHEHBEAZTERAERFHRTRREILE , €25/ & AmazonClientException.

B N IAM A2 AT EC2 =4
LUTEGHNBMAER IAM AM Amazon S3 FR RN RUAEE I,
B IAM B&

BIER FX Amazon S3 I RIEIFRENH IAM A€,

1. ITFF 1AM BE#EHI &,

2. ESMBEHES , %+ Roles M Create New Role,

3. MARBREM , AEIEE Next Step, FiZFELLAF , RANTE/Z 3N Amazon EC2 EHINSAEIE,
4. HERABERBETEMN AWS IRF AR T |, %&F Amazon EC2,
5
6

CERENRERNENEREBENRT | £ Amazon S3 RiFHREINERE , REERT—
. £ Review WE L , i%£# Create Role,

B3 EC2 KBIHEEEEN IAM BE

0] @ Amazon EC2 #4|& sAWS SDK for Java , /8 IAM &€& E3) Amazon EC2 34,

- EFEAEFEZ3) Amazon EC2 32l , B8R (Amazon EC2 AAF#ER (&M T Linux 38
5l ) » Amazon EC2 Linux =4 A "] A0 BV i3 BE 2 46,

IAREXPIEH NEN , ERFEXFEAER. £ IAM BAEH | EREZHIEN IAM B,
BIE R ZEE,

@ Note
LEEURIERANRTREANMZAX |, FREEEIZKH,

« EFHAWS SDK for Java Bid IAM A& JE 31 Amazon EC2 3£l , 54T Amazon EC2 324,
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BBV ARERF

ERATRMEE EC2 RHI LT REINARER. 8% , 1B -1 B ZRATREHE XK (B
0 , GetS30bjectApp)o

RIS , FAWS SDK for Java EEE #IZ|#FBIZEHN B FH, MR EFHAWS SDK for Java T & E ~/
Downloads BZH , AIAMERAUTHSHITES :

cp -r ~/Downloads/aws-java-sdk-{1.7.5}/1ib .
cp -r ~/Downloads/aws-java-sdk-{1.7.5}/third-party .

TF -, FHHBE N GetS30bject. java HRMUTHRE :

import java.io.*;

import com.amazonaws.auth.*;

import com.amazonaws.services.s3.*;

import com.amazonaws.services.s3.model.*;
import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;

public class GetS30bject {
private static final String bucketName = "text-content";
private static final String key = "text-object.txt";

public static void main(String[] args) throws IOException

{
AmazonS3 s3Client = AmazonS3ClientBuilder.defaultClient();

try {
System.out.println("Downloading an object");
S30bject s3object = s3Client.getObject(
new GetObjectRequest(bucketName, key));
displayTextInputStream(s3object.getObjectContent());
}
catch(AmazonServiceException ase) {
System.err.println("Exception was thrown by the service");
}
catch(AmazonClientException ace) {
System.err.println("Exception was thrown by the client");

}
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private static void displayTextInputStream(InputStream input) throws IOException
{
// Read one text line at a time and display.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
while(true)
{
String line = reader.readlLine();
if(line == null) break;
System.out.println( " "+ line );
}
System.out.println();

FTFF—ANFXH , FEBEN build. xml HRMELTAT

<project name="Get {S3} Object" default="run" basedir=".">
<path id="aws.java.sdk.classpath">
<fileset dir="./1lib" includes="**/*_jar"/>
<fileset dir="./third-party" includes="**/*_jar"/>
<pathelement location="1lib"/>
<pathelement location="."/>
</path>

<target name="build">
<javac debug="true"
includeantruntime="false"
srcdir="."
destdir="."
classpathref="aws.java.sdk.classpath"/>
</target>

<target name="run" depends="build">

<java classname="GetS30bject" classpathref="aws.java.sdk.classpath" fork="true"/>
</target>
</project>

MEBEHAZTERENERF, HIE , ZBFPAREFEEI. T, RIEBELKEE AWS FiE , FNK
B£5|& AmazonServiceException, %0 :

$ ant
Buildfile: /path/to/my/GetS30bjectApp/build.xml

fEH 1AM BEBEFX Amazon EC2 EH AWS &RAYIF RN 82



AWS SDK for Java 1.x MRS 1.x FFEARIERE

build:
[javac] Compiling 1 source file to /path/to/my/GetS30bjectApp

run:
[java]l Downloading an object

[javal AmazonServiceException

BUILD SUCCESSFUL

i B RmIENERFZER EC2 K41

ERAREEH (Amazon EC2 ) , HiEFER FEAEHEIAWS SDK for Java S56l, ZHTFIETF
HIFRL,

scp -p -i {my-key-pair}.pem GetS30bject.class ec2-user@{public_dns}:GetS30bject.class
scp -p -i {my-key-pair}.pem build.xml ec2-user@e{public_dns}:build.xml

scp -r -p -i {my-key-pair}.pem lib ec2-usere{public_dns}:1lib

scp -r -p -i {my-key-pair}.pem third-party ec2-user@{public_dns}:third-party

(® Note

BIFEFEHAM Linux lix4S , AP & ATaER“ec2-user’, “root”= ‘ubuntu’. EIRELSK
Bl /NE DNS BF5 , B3 EC2 &l & HERRIEMFHRERKLE DNS & ( 4l

ec2-198-51-100-1.compute-1.amazonaws.com) o

ELReas

GetS30bject.class RERIEFNEF
build.xml A FHEMZTENERK Ant XH
1ib # third-party B &2AWS SDK for Java X Bi #Y FE X #H3%

-1 FFXRFER scp MiZX1libraryRA# third-party M AWS SDK for Java B ZHHAERSA
LUz A #HTES,

-p FFXRETR scp BFRXHEHE B IR ER , RRE N M IXAHHINER,
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® Note

-p FFRPGEATF Linux, macOS = Unix, MREM Windows FEFINH , TEEEEMFEA
LU an S 1E SR 6 S & SRR ¢

chmod -R u+rwx GetS30bject.class build.xml 1lib third-party

£ EC2 X6l LT ROIERF

EE{TERF , BEES Amazon EC2 £6l, EXEZEER |, BH5H (Amazon EC2 AAF#ERM (EAT
Linux 3541 ) ) HEEEZEE Linux 35461,

MR ant EENRFLFAM , BEALTHIRET .

sudo yum install ant

REEA ant ETEF , WTFFAR :

ant run
ZREF 2 Amazon S3 RHABBEAWTED,
2 : Amazon EC2 Z ) BUSL4l

"

SREXHMEMEL |, B Spot 261 , BRI LN AREAB Amazon Elastic Compute Cloud (Amazon

EC2) RE#HTHNM ( {REIA 90% ) , HEHME T ZHE Spot Mg BNZSITERMEZRISZAI, RIFA A
ZER1ER , Amazon EC2 £EHAE X Spot #i#& ; HIMEEIHEN Spot Mgy E F AI3kE W AH Spot
2, MBRFXGIMFAEELH , Spot EHINERET S —RREEZSITHERDIWERE,

Spot SEHI AT BARIERRRIEA THELLE, BEHR. BELE, WMED. BIEM Web R, WF2
HFHANAE Amazon EC2 BA, BRitzSh , ERSFREMNERT , Spot KAIEEELEIREREMN
MinaE,

WERERM Spot K6, BRFEEA— Spot KHIER , UEEELESINNWENKHEPIEHR
B IRRENZMN. WRENKRSHNE L ZHBIH Spot Mg , MLKHRENER , BEISKHIFH
RIE(T , BERERLIEEANE Spot MEE RIS TENKESNE (AERENE) .
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BHEAIEE

« BEPIXAHNERRRTEN LN, BEEBRMEEMNEHNEZEIL , Amazon EC2 R EH
iHE Spot M. HZHAR , TRBMMNKREHNREES , ENIXTH Spot MHEE2HEE
B, Bt , BHXNERERTENLN , EXEFEXAEILEHHN

« WMRBIEEZT Spot Kf , MEHHNTBER/HNE T ZBIAY Spot Mg , BRI EHIFSLLE,
XEWE  SEBRIENBANARFEBRE , MEFMNAX-—H2HENEE,

Z1TRY , Spot EHIMYIRMER NS HM Amazon EC2 £4I5E£4#E , BB H it Amazon EC2 &4l
—1¥ , HETBEEE Spot EHINATRAL LT, MRLLETRA , BEERNFH—/ETRYETE 2%
( ERELATEXHIMEE ) . A3, 20R Spot MiGELHENHZSNHE , B Amazon EC2 &1t 7 &HY
S, TSR TS T SHEAR A5 — /)N B B9 58 R et R 4 2%

EHREN B FHAWS SDK for Java 1T A T IR4E,

+ #®%—4 Spot R

« HEREHTZ Spot HR
- EUix Spot R

« BUEH% A

FRF M

EFEALERE , BATELEAWS SDK for Java HEEBFREEARLZ R AREH, BXEZER | &
28 BEAWS SDK for Java,

F1E  RELBWILES

EFFREALRBRE  £FERE AWS Fif, BXEFRERRA | FSHAKREATIT AN AWS &
UM X 35

® Note
BWEER IAM AFFIERRHIXLEE, BXEZER , BSFIM AWS HOIE IAM A7,

BERCEES 7 EMNRE , NERAIUEARHFHRBFET.
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B2 REZSA

—NZEATER —NEEIREFH AFTRERFIEANPRIE, BRINBRT |, AT RETIHEEER
1{ﬂ§éﬁﬂ XPEWRE , NMEA TCP is O/ AR IP ums%‘ﬁﬁ?&'?ﬁ*ﬁ Hitk , R K Spot ER
, RIS RE—1NRE4d , MATSXENMERESE A, HTAHEHNEN , RITFIE—IB
ﬁ“GettlngStarted”H’JﬁzIééﬂ UAEFNEEEZTHRARERE IP a5 A Secure Shell (SSH) i
E, ZRE— M ZL4E , EETGERET FMIBIHEEN AR EELRELANKRBRA,

B2 AmazonEC2 BEFmBERTZE , BilatlZ2—14
H“GettingStarted’#ICreateSecurityGroupRequest BT U RN T2 AN ER, FETFK , BRI
T Hec2.createSecurityGroup APl RK8|BZZ£4H,

RiFRILEEA , BIPFEAAB BN F ™A CIDR RRH IP it E 6l2# — ipPermission
BIETC , IP bt R 1078RE TiZIEE IP kB9 7M., FEA1ER ipPermission
BIETEE T TCP w0 22 (SSH). Re—FT—EARIINZ LA BT
ec2.authorizeSecurityGroupIngress ¥#ETKFA ipPermission,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Create a new security group.

try {
CreateSecurityGroupRequest securityGroupRequest = new

CreateSecurityGroupRequest("GettingStartedGroup", "Getting Started Security Group");

ec2.createSecurityGroup(securityGroupRequest);

} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());

}

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security
// Group by default to the ip range associated with your subnet.
try {

InetAddress addr = InetAddress.getlLocalHost();

// Get IP Address

ipAddr = addr.getHostAddress()+"/10";
} catch (UnknownHostException e) {
}
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// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP

// from above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest("GettingStartedGroup",ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
} catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has
// already been authorized.
System.out.println(ase.getMessage());

[

AR BB NMNZRE4E , EREEET - RUNAER.

&8 "] LA AWS Toolkit for Eclipse BI2Z 448, BXEZER , HSRET AWS Cost Explorer
EERE2Y,

S| 3 BB Spot HR

NTRIX— Spot TR , BALFEWEZRGIRE , Amazon RERE (AMI) , NEEFEANRS
i, EMBFERMNENEEFNREA , XK , IRFENE , BRAIUERIZZHP T,

BIAEHIRBAHIER ; B8 F Amazon EC2 SRR BRI ESIR, EAKES , RITGFEAK
EEHEHIEE t1.micro, T—FREAERINEAN AMI KB, EERYEF , RINFEANRITRN
Amazon Linux AMI , Bl ami-a9d09ed1, EHTHI AMI AJEERERT BRI K EE |, {BEHBL TR LB 1T
T SRR E BRETARAT AMI

1. TFF Amazon EC2 BB #H A,
2. #%£$# Launch Instance (B33 41) &4,
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. E—NEOFETRTAN AMI, B AMI #REZ0H5IET AMI ID, HE , BHATLFEHR
DescribeImages APl , B SHEATELRAHENTE ZH.

BRZFETUZEN Spot Kb, MEBEARTHEERGTE , BNZMEX Spot LA H MMM, A,

ATAT, BTN E=MERNEKE  BREANBETREENVEN ; ETHETEENZEN ; SUME

RAJBEIRIREN T HRE DTS

s BRIERAZETREXFIELEERTERBIRBROBLBEIE, AW, BUURERAESH
MERATE, BHFEEINREEURBNEATR TRERS, BB FER AWS EBEHAS
Amazon EC2 API R ERNKESLBIM Spot MEFH LR, MEEZER , HHEEEF Spot it
AL, ERINMTAETARHAFERFIRENNMEIERZE , BERM I HAERN T E#ET
ZEH

s BUNENHENEEE (XMPABTREEN ) HWLEEN , IUEERINKEBERBREATERIE

B , FE1T B A ST S A E) SR 52 L BT TR

- HE  BUNESREXRFANBHE D RN , BEELEBEN Spot RAIXNBWEH , HITXIRFEF
ABRYABINTFSRHESER, MRELEENE , U Spot KAMFLILE, (EEXHEZE

BMN2NMBNMABENETIZES. )

s INTEIBZERNELFTERTHELETF. SN ZITFENERE-IMRENTE , MET
B L EHERITERATEENNNE, JED0H T RPIKEN Spot MEIEFefE , EE—MT
ERBERATETZITHEERAAENZEN. AT Spot MK , ZNMRARELEIHETENTE

i, FTAEE SR —MEAHN , ARTFEREBET.

- REFMTEREENMMBERT - I TETRNEHRER , ZRETRELREXRRE. HED
7 KPIRER Spot MEIEFR G , BENETHLEZSNE , LERE - SHRRRNITREA

RYATREME , FFHREUTE |, BEEITTRRSG,

FEERBENZRE , BULER—1 Spot £6l, ZRBIAKEHNEN , BITFLURFENKRE M
(0.03 US) , BMEBERALHATHMNMINER, FBAILUBE I A Amazon EC2 EM T H K ¥ E ] F Sk
9 3 B FIX LE LIV IR BN G 2 Spot SKHIEZITH , BFZAIRFIHZE1THIE £ MH Spot H
o Spot KBIMMNIEEH Amazon EC2 1Ri&E , HiRIE Spot EHIREN KHHRBHEZSRE, Bk
AL EEREENRN Spot EHIZHNEFERNREXZFINBEN BT DL, EER Spot £l , BRFRE
RAEENEFENSBRWEER, BE , BAILIE —RequestSpotInstanceRequestFE T,
BRETHERZTEESINERFIHEREZEN, A, BEFEERELaunchSpecificationiZi®
X, HAhEFEXFRE, AMIID, MEFANZSA, EEEFZERE , VAR ZKETL
HrequestSpotInstancesEAmazonEC2Client, A TRHIERT t{aE R —4 Spot =241,

// Create the AmazonEC2 client so we can call various APIs.
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AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Setup the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specifications to the request.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);

WRBHZTHBE — /N Spot EHIiER, REEAM T AXREE Spot HRA®EE, ETHRESE
B BiHREEIE . &% Amazon EC2 M A LHIEREES (AWS SDK for Java API Reference) A
# RequestSpotinstances 2,

(@ Note

BERNEMEEIR Spot LA , Witk , FRAREEUE TEMBERHL L TEMACEIIM
KB, AERDFREMEXEM.

$| 4 : TE Spot HBRAVIRS

T—S%R2 , E—BZIEHTRE—SZH. Spot BREEER RS BEENRB, 7 THEE Spot
BEREIRE , BRI T describeSpotinstanceRequests 173K EEISMAY Spot 3R ID BIRES,
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%2 ZHOIEMER ID Wﬁ’ﬁ’fﬁZrequestSpotInstancesi%’k"lﬁ]}""=F'o AR REIRIBE R T 204
MrequestSpotInstancesiaR R UEER ID M A/ EE — Mrraylist,

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// Setup an arraylist to collect all of the request ids we want to
// watch hit the running state.
ArraylList<String> spotInstanceRequestIds = new ArraylList<String>();

// Add all of the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

N7 S ENER D, aﬂ)ﬂdescrlbeSpotInstanceRequests)’:‘&%ﬁEh BERIRS. A
EfER , EEIZE ?T&L?“ﬂﬁ”ﬂ’ﬂhw BEE , RIMNEEHRITHFX—RE , MARTERRE ,
HEANMBRBERSHERBE , ZERATUEE <A, LAT1JGEE'J/T{§U1Ef,\Tﬂﬂﬂfuﬁkﬁtbﬁﬁ%ﬂ’ﬂﬁéﬂﬁﬁ

/BNO

// Create a variable that will track whether there are any
// requests still in the open state.
boolean anyOpen;

do {
// Create the describeRequest object with all of the request ids
// to monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

// Initialize the anyOpen variable to false - which assumes there
// are no requests open unless we find one that is still open.
anyOpen=false;

try {
// Retrieve all of the requests we want to monitor.
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DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all in

// the active state.

for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we attempted
// to request it. There is the potential for it to transition
// almost immediately to closed or cancelled so we compare
// against open instead of active.

if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;

}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out of
// the loop. This prevents the scenario where there was
// blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);

} catch (Exception e) {
// Do nothing because it woke up early.

}
} while (anyOpen);

BT , Spot EHIERSFTEREHAM , REAY , FheH —MERETRIFF L. BE-1BR
T, BOBALUHT T —F |, WEBFEFEFASBRFRAL LEMEESTHIES

SR 5 FE Spot & RMEHI

B, BRNETEEERNLA, EENR , ERUEAMBRTRNER ALK EFAEEH, RECHERT
LR IEEHRH  XERBECEERENCTINZARA, WRELIETEH, BXL Spot ERATEELH
BUE , BEELEERLT , fil , IREFEANREA LM, DAL IESSHIN T B LA LS REHFHIT.
Hitt , SIFHMERBUETE SEREN HL LB ERETHSESG,

T REBER T (A BUE BRI E R
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try {
// Cancel requests.
CancelSpotInstanceRequestsRequest cancelRequest =

new CancelSpotInstanceRequestsRequest(spotInstanceRequestlds);

ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

BLRIFIEERNSG , ZFEXH ID MBHEMNNER. UTRBRAXA T RABRERX LS
Bl , HET —NEEIX LS ID FMEREKWArrayListMBifdescribeInstance,

// Create a variable that will track whether there are any requests
// still in the open state.

boolean anyOpen;

// Initialize variables.

Arraylist<String> instancelds = new ArraylList<String>();

do {
// Create the describeRequest with all of the request ids to
// monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestIds);

// Initialize the anyOpen variable to false, which assumes there
// are no requests open unless we find one that is still open.
anyOpen = false;

try {
// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all
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// in the active state.
for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we
// attempted to request it. There is the potential for
// it to transition almost immediately to closed or
// cancelled so we compare against open instead of active.
if (describeResponse.getState().equals("open")) {
anyOpen = true; break;
}
// Add the instance id to the list we will
// eventually terminate.
instancelds.add(describeResponse.getInstanceld());
}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out
// of the loop. This prevents the scenario where there
// was blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);
} catch (Exception e) {
// Do nothing because it woke up early.
}
} while (anyOpen);

ERFEEArTayListPRISESI ID , BE AL TR A BRL ILEMIEEESITAIES

try {
// Terminate instances.
TerminateInstancesRequest terminateRequest = new

TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

##2 | Amazon EC2 ZE MBIl 93



AWS SDK for Java 1.x MRS 1.x FFEARIERE
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BAVEBIE T —/ GettingStartedApp £ , IEMNNITERHBAAREEERZ. EfH , &K
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Amazon EC2 Spot 3t R F &I REAK Amazon EC2 REHM , HEHNE T 25 Spot MM1& H’JEH
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REZEH

—NZLATER —MNEFIREFAFTREEZFIANP KRG, BRINBERT , ZHFRETIHEEER
BEMEZL4AE , XMEWE , NMEMA TCP Is O£ AR IP REFNHIEL, it , F£IRX Spot FK
Hl , BNSBRE—1NRL24E , LATHXENRNEZREEZ A, HTEAHENEN , RITFCUE—IE
H“GettingStarted"WF Z£4H , UATFNEREFRZITHNARRF IP k& A Secure Shell (SSH) 7k
E, ZRE—NMHNLLYE , EETEHET MBI EENARARRERLHNRE RO,

2 AmazonEC2 BEFmHBIETZE , Bil2tE -1 8
H“GettingStarted”fiCreateSecurityGroupRequest BT UR T ZLAMNER, BTFXK , BiTH
THec2.createSecurityGroup APl REIEZ£4H,

NFEZEE  BRIVGER A EKFRME CIDR RRH IP #HiutSEE 62— ipPermission
BIETT |, IP bt SR /1071888 TZIEE IP it FM, FEATEHRN ipPermission
BETEET TCP N FIKEO 22 (SSH), RE— T REARINNZLABHH

ec2 .authorizeSecurityGroupIngress ¥#E LKA ipPermission,

( ATREERNEE - NHEPEANKBER. )

// Create the AmazonEC2Client object so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withCredentials(credentials)
Lbuild();

// Create a new security group.
try {
CreateSecurityGroupRequest securityGroupRequest =
new CreateSecurityGroupRequest("GettingStartedGroup",
"Getting Started Security Group");
ec2.createSecurityGroup(securityGroupRequest);
} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());
}

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security Group
// by default to the ip range associated with your subnet.
try {

// Get IP Address

InetAddress addr = InetAddress.getlLocalHost();
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ipAddr = addr.getHostAddress()+"/10";
}
catch (UnknownHostException e) {

// Fail here...

// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP from

// above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest(
"GettingStartedGroup", ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
}
catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has already
// been authorized.
System.out.println(ase.getMessage());

®ALATE advanced.CreateSecurityGroupApp.java RBREIFEFENMMB R, BFE
EQE- I FNESE  BREEZT-RUNBARERF

® Note

BIE T LAER AWS Toolkit for Eclipse Bl Z 24, BXEZEL , 5 H (AWS Toolkit for
Eclipse User Guide) & Managing Security Groups from AWS Cost Explorer,
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest =
new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set the type of the bid to persistent.
requestRequest.setType("persistent");

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

2 | B Amazon EC2 EMBILHIERER 98



AWS SDK for Java 1.x MRS 1.x FFEARIERE

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

BR B iE SR AV 52 A 1A

R T B EFRIEE SN ERFEERNNK, EAEERRPTBRMERAETE. RIANBERLT ,
MBIZI—ZIFF s , RERRMININIT Spot FHR , EFZBERTRIFECE. AM , MREFFE , &
AEARGIAME . UATRBERT WAEES R RE

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set the valid start time to be two minutes from now.
Calendar cal = Calendar.getInstance();
cal.add(Calendar.MINUTE, 2);
requestRequest.setValidFrom(cal.getTime());

// Set the valid end time to be two minutes and two hours from now.
cal.add(Calendar.HOUR, 2);
requestRequest.setValidUntil(cal.getTime());

// Set up the specifications of the launch. This includes
// the instance type (e.g. tl.micro)

// and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon

// Linux AMI id or another of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
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launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType("tl.micro");

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);

&R Amazon EC2 Spot SEflE R 294

BRI LLUER LM TR B ENIER Spot KHIFERDAE. BRINKEFFEABIA, THXAMEREANET
&k,

MR EWEHREN Spot ZF£W—EBH ML L , BULERIARHE. BHERF—RIIZN
DE-ANIRE, BHANNFASHB-—EEHMNLLE, FE5  UREFENNIFEELTKT |
TRERILEE-BHEFEINEFLE TR ATRERHIERT MARERHEN RO,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the launch group.
requestRequest.setLaunchGroup("ADVANCED-DEMO-LAUNCH-GROUP");

// Set up the specifications of the launch. This includes

// the instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);
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// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

MREEBRERPNFEXRGER -—TAXARS , X EARNTAXAREER , ST URAT
AXA, TRAXESARF—RIE-—TRARXBRANXR S E-ANIRE, HER—THAXSEHFRNZ
BEVFrERPIRER — AT AXERAFBE1T, AT R2URE AT A XEER —NRE

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the availability zone group.
requestRequest.setAvailabilityZoneGroup("ADVANCED-DEMO-AZ-GROUP");

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.
// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);
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// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

&R BAN IR Spot SKBIEE —NATRAXE. U TRERHINERRNARE A XE,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the availability zone to use. Note we could retrieve the

// availability zones using the ec2.describeAvailabilityZones() API. For
// this demo we will just use us-east-1la.

SpotPlacement placement = new SpotPlacement("us-east-1b");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
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ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1l));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the placement group to use with whatever name you desire.
// For this demo we will just use "ADVANCED-DEMO-PLACEMENT-GROUP".
SpotPlacement placement = new SpotPlacement();
placement.setGroupName("ADVANCED-DEMO-PLACEMENT-GROUP");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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(Amazon Amazon EBS) B R ERIRE, BEERHITARE , IRREFH , BRAEXRLE-KXK
REEENEBIE (BRRPEZXERTHMIERSERE ), NTEXIMIBEBESSZ , BUUERER
M Spot iE3R , LEARPEHL UERENENRD XA EMER. EUATIMASKI A RO REF , &
BT #HREB,

EAMB KRB | FAIEIET —1 BlockDeviceMapping W& , FHFS5HMXEH Amazon Elastic
Block Store (Amazon EBS) i& &£ Amazon EBS W& , 2RI BRI EX RN RH#THEE , MRZMNEK
Bl Il | 3R not FEZMIBR. ARG , FBAVF I BlockDeviceMapping MBI BiHBHAEE
HYBRESHY ArrayList,

// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);
}

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));
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// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Create the block device mapping to describe the root partition.
BlockDeviceMapping blockDeviceMapping = new BlockDeviceMapping();
blockDeviceMapping.setDeviceName("/dev/sdal");

// Set the delete on termination flag to false.
EbsBlockDevice ebs = new EbsBlockDevice();
ebs.setDeleteOnTermination(Boolean.FALSE);
blockDeviceMapping.setEbs(ebs);

// Add the block device mapping to the block list.
Arraylist<BlockDeviceMapping> blockList = new ArraylList<BlockDeviceMapping>();
blockList.add(blockDeviceMapping);

// Set the block device mapping configuration in the launch specifications.
launchSpecification.setBlockDeviceMappings(blockList);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

ZZU%ﬁ?fE’EFﬁJH#E%ﬁL?&ﬁ%Eﬂ!&EE’J;’—{’JﬂﬂF WA U EABBERERRZMRGRE. B, URE

EET—NERDKX , NS ELRLEREFTMNE LR E FiEREEFNZEHBIH Amazon Amazon EBS

B, EXTLIIEE , 1’.}\/':{%? 7E EbsBlockDevice ##ETHFHRER ID M BlockDeviceMapping ¥
BrPBRREEN. BEFABEREERERS , A5 SREATEEMES.

FARD KRN BREN TEAREEEBEN M TaEE RN A E. BXESEETEMS
WrBY 55% , S 8“Managing Interruption #1357,
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PRI/ Spot iR FS= 41

7 Amazon EC2 BIFERIFZEERC BN ZEMIZEERE, EHEXNTHE. fRicTH ﬂ:ﬁUEFﬁF'
REFBEAM, BRERED , AAESNMNAFPZEWIME, BB ERRIER BN LA S

2, EREARN Amazon EC2 BRAFIMEENEZELR , BH%ZE (Amazon EC2 AAFIER ( 5'15)555':
Linux 3561 ) » FEERARZ,

ANDIFRETE R

ERNEW Spot BRFMIFE , BREBERRBERZE AEining. X8
requestSpotInstances() KIREER N ERME — RequestSpotinstancesResult X & , LXK Al
FAF3REX Spot &R ID LAERMIRE

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// A list of request IDs to tag
Arraylist<String> spotInstanceRequestIds = new ArraylList<String>();

// Add the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

£3RE ID 7, B LUEFER ID 0% CreateTagsRequest Fi8M Amazon EC2 &/ ixH
createTags() AZERNBERFMIFE

// The list of tags to create
ArraylList<Tag> requestTags = new ArraylList<Tag>();
requestTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_requests = new CreateTagsRequest();
createTagsRequest_requests.setResources(spotInstanceRequestIds);
createTagsRequest_requests.setTags(requestTags);

// Tag the spot request
try {
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ec2.createTags(createTagsRequest_requests);

}

catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

NRERY]

5 Spot BRAFRKM , LREEVIEXGFHNEFNRL | IIREFERE Spot BRE (FHBLTH
3:F 'ij(/l_,\) YLE“]#L?TO

A LAUBIE A DescribeSpotinstanceRequestsRequest X &R Amazon EC2 &

F ity describeSpotInstanceRequests() HERREFERIWRS. REMH
DescribeSpotinstanceRequestsResult 3 KRB E SpotinstanceRequest X RV FITR , AIfF XL R
Eif) Spot TERHRASHEEFTBL T RABREELSH ID,

£ Spot BRAELTFHIFRSE , BB FAHE SpotInstanceRequest EM
getInstanceId() N&wFEHH ID,

boolean anyOpen; // tracks whether any requests are still open

// a list of instances to tag.
ArraylList<String> instancelds = new ArraylList<String>();

do {
DescribeSpotInstanceRequestsRequest describeRequest =
new DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

anyOpen=false; // assume no requests are still open

try {
// Get the requests to monitor
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();
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// are any requests open?
for (SpotInstanceRequest describeResponse : describeResponses) {
if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;
}
// get the corresponding instance ID of the spot request
instancelds.add(describeResponse.getInstanceld());

}

catch (AmazonServiceException e) {
// Don't break the loop due to an exception (it may be a temporary issue)
anyOpen = true;

}
try {

Thread.sleep(60*1000); // sleep 60s.
}

catch (Exception e) {
// Do nothing if the thread woke up early.

}
} while (anyOpen);

DI , EE LN R E RYSEBIAR AR

// Create a list of tags to create
ArraylList<Tag> instanceTags = new ArraylList<Tag>();
instanceTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_instances = new CreateTagsRequest();
createTagsRequest_instances.setResources(instancelds);
createTagsRequest_instances.setTags(instanceTags);

// Tag the instance

try {
ec2.createTags(createTagsRequest_instances);

}

catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
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System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

BUH Spot 183K H 4% 1E 5241
HYSH Spot &K

EEUHEMRBSLHIER |, 56 CancelSpotinstanceRequestsRequest ¥ &8 F Amazon EC2 & if
E# cancelSpotInstanceRequests,

try {
CancelSpotInstanceRequestsRequest cancelRequest = new

CancelSpotInstanceRequestsRequest(spotInstanceRequestIds);
ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

}
£ 1F Spot =4l

B BE A EEESITHENEZHFIN ID £i%F| Amazon EC2 EF imhY
terminateInstances() FA3ERLK IEZEHI,

try {
TerminateInstancesRequest terminateRequest = new

TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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LRI

FIRER , BITREME—FEMUBET NS EANEZE , ﬁlﬂﬁiﬁqﬂﬁﬁﬁiﬁgﬁﬁiéﬂ—/\%?ﬁ
AWE . BATRHRITIXEREN —PNEFRR Requests WEFIEHIL, RINNEBIRT —
GettingStartedApp £ , IBEMNNITERHBEFRARMEER L,

Al fE GitHub EF M Ttk RAIM TR,

ER | BOEZERT T BRFERIEHE , THRNMAMEHAWS SDK for Java 7 & Spot SEHIE 4,

7)\

1 Amazon EC23:4l

IR

E % Amazon EC2 324 , i AmazonEC2Client ) runInstances BH3% , R et
RuninstancesRequest , EHRIEE#E AL S #HlERHE (AMI) M —EHIKEL,

F Ao

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.InstanceType;

import com.amazonaws.services.ec2.model.RunInstancesRequest;
import com.amazonaws.services.ec2.model.RunInstancesResult;
import com.amazonaws.services.ec2.model.Tag;

(R T

RunInstancesRequest run_request = new RunInstancesRequest()
.withImageId(ami_id)
.withInstanceType(InstanceType.T1lMicro)
.withMaxCount(1)

.withMinCount(1);

RunInstancesResult run_response = ec2.runlnstances(run_request);

String reservation_id =
run_response.getReservation().getInstances().get(@).getInstanceId();

EFSHATE RO,

& Amazon EC23: 4

110


https://github.com/aws/aws-sdk-java/tree/master/src/samples/AmazonEC2SpotInstances-Advanced
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateInstance.java

AWS SDK for Java 1.x MRS 1.x FFEARIERE

ISt

EE3) Amazon EC2 324 , iFi8 A AmazonEC2Client B startInstances 53% , ¥ hEigdt
StartinstancesRequest , EFZEEF = HIH ID.

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StartInstancesRequest;

(ST

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StartInstancesRequest request = new StartInstancesRequest()
.withInstancelds(instance_id);

ec2.startInstances(request);

ESHEE T,
T

E= 1k Amazon EC2 3£l , 58 AmazonEC2Client By stopInstances 5% , # A EiRHE
StoplnstancesRequest , EBEEZILHIZHIH ID,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StopInstancesRequest;

(8T

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StopInstancesRequest request = new StopInstancesRequest()
.withInstanceIds(instance_id);
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ec2.stopInstances(request);
B RZTETRH,
==

EE 8 Amazon EC2 34 , &8 A AmazonEC2Client B rebootInstances A% , AR EiRE
RebootInstancesRequest , EHBEEEFEHI ID,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.RebootInstancesRequest;
import com.amazonaws.services.ec2.model.RebootInstancesResult;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

RebootInstancesRequest request = new RebootInstancesRequest()
.withInstancelds(instance_id);

RebootInstancesResult response = ec2.rebootInstances(request);

ESHEET,
iR % Bl

EHHEHEA |, BMEEBSIR DescribelnstancesRequest #i8H AmazonEC2Client Y
describeInstances A%, ©fFIR[E DescribelnstancesResult X5 , &7 LA © R 51 H &8k
MXEHH Amazon EC2 524,

SHIBRTAEHIT DA, ENTABR RN BIEFIM startInstances WA, EFHEHEH |, &
MAE FEEMNREM DescribeInstancesResultReservationgetReservations' method,
and then call ‘getInstances ¥R LEFEA £,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

& Amazon EC23: 4 112


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RebootInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/RebootInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Reservation.html

AWS SDK for Java 1.x

A Ax FRARIERE

import
import
import
import
import

(R

com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
com.amazonaws.services.ec2.model.DescribeInstancesRequest;
com.amazonaws.services.ec2.model.DescribeInstancesResult;
com.amazonaws.services.ec2.model.Instance;

com.amazonaws.services.ec2.model.Reservation;

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
boolean done = false;

DescribeInstancesRequest request = new DescribelnstancesRequest();

while(!'done) {

DescribeInstancesResult response = ec2.describelnstances(request);

for(Reservation reservation : response.getReservations()) {
for(Instance instance : reservation.getInstances()) {
System.out.printf(

"Found instance with id %s, " +

"AMI %s, " +

"type %s, " +

"state %s " +

"and monitoring state %s",
instance.getInstanceId(),
instance.getImageld(),
instance.getInstanceType(),
instance.getState().getName(),
instance.getMonitoring().getState());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {

done

GRFM7I ; &

HRRBERNRE setNextToken J53% , RIFE T — describelnstances AR FERAMERNE

RIRo

FSATERO,

true;

AURMESZER , AR  MMNERNIRM getNextToken FERE Ry {ELL % &
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LR oA

& LA 3 Amazon EC2 SEHIRE 5 E , el CPU MIMERIAR, nTARNENRIRE#Z TR, BT
BAEXEHEENES , BESH (Amazon EC2 AF R ( AT Linux £41 ) ) FAIEEIE Amazon
EC2,

EFRIEEES] | XA EEESSHIR ID 82— MonitorinstancesRequest , I H&E 4
AmazonEC2Client By monitorInstances J 3.

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.MonitorInstancesRequest;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

MonitorInstancesRequest request = new MonitorInstancesRequest()
.withInstanceIlds(instance_id);

ec2.monitorInstances(request);

ESHEET,
ENTN L

EEIESEERA | BATMAEFEIESEEHFIA ID 82—/ UnmonitorinstancesRequest , HIFHE &%
#5 AmazonEC2Client 8 unmonitorInstances FA%.

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.UnmonitorInstancesRequest;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
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UnmonitorInstancesRequest request = new UnmonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.unmonitorInstances(request);

ESRTERE,
EZER

«  {Amazon EC2 API Reference) A #J Runinstances

- {Amazon EC2 API Reference) H# Describelnstances
«  {Amazon EC2 API Reference) A #Y Startinstances

«  {Amazon EC2 API Reference) H1#J Stoplnstances

- {Amazon EC2 API Reference) H# Rebootlnstances

- {Amazon EC2 API Reference) H# Monitorlnstances

«  {Amazon EC2 API Reference) A #J Unmonitorinstances

£ Amazon EC2 Hh{E 5% IP it

EC2-Classic H&H

/A Warning

BATHTF 2022 £ 8 A 15 Hf=H EC2-Classico EATEIWIEM EC2-Classic F#Z| VPC,
BEXREZER |, B REENE EC2-Classic-Classic Networking is Retiring — Here's How to
Prepare,

DECRME IP huk
EEARMY P it | BNEEEEHNKS DEXFE - Mt , RAEHEEEMN LA MEREQDXEK,

EoE Y P i | EERAEEMNEER (KR8 EC2 5 VPC ) B AllocateAddressRequest X & iE
AmazonEC2Client 8 allocateAddress Fi%.

IREH AllocateAddressResult @& — N2 E ID , B A CRE U 5RFIXE , 5ERE
AssociateAddressRequest FAfF 7 Bt ID FSEHI ID 1&i% 45 AmazonEC2Client B associateAddress
B
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F Ao

import com.
import com.
import com.
import com.
import com.
import com.
import com.

(8T

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonEC2 ec2

services.
services.
services.
services.
services.
services.
services.

ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.

AmazonEC2;
AmazonEC2ClientBuilder;
model.AllocateAddressRequest;
model.AllocateAddressResult;
model.AssociateAddressRequest;
model.AssociateAddressResult;
model.DomainType;

AmazonEC2ClientBuilder.defaultClient();

AllocateAddressRequest allocate_request = new AllocateAddressRequest()
.withDomain(DomainType.Vpc);

AllocateAddressResult allocate_response

ec2.allocateAddress(allocate_request);

String allocation_id = allocate_response.getAllocationId();

AssociateAddressRequest associate_request

new AssociateAddressRequest()
.withInstanceId(instance_id)
.withAllocationId(allocation_id);

AssociateAddressResult associate_response

ec2.associateAddress(associate_request);

BFSRTETRH,

IR P 3t

B HDEE

BHYIK PP RYSE M IP that |, 18 AmazonEC2Client B9 describeAddresses A, ©
23R [El DescribeAddressesResult , 0] BUE & RIREVE MK - FAREM IP #tik#Y Address JTRAY

LE

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
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import com.amazonaws.services.ec2.model.Address;
import com.amazonaws.services.ec2.model.DescribeAddressesResult;

KRB
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DescribeAddressesResult response = ec2.describeAddresses();

for(Address address : response.getAddresses()) {
System.out.printf(
"Found address with public IP %s, " +
"domain %s, " +
"allocation id %s " +
"and NIC id %s",
address.getPublicIp(),
address.getDomain(),
address.getAllocationId(),

address.getNetworkInterfaceId());

BFSATE RO,

BRI P it

ERBEEM IP ik |, EAH AmazonEC2Client By releaseAddress A% |, mEE®

ReleaseAddressRequest , B2 RER KA M IP #hit 99 B ID,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.ReleaseAddressRequest;
import com.amazonaws.services.ec2.model.ReleaseAddressResult;

(8T

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

ReleaseAddressRequest request = new ReleaseAddressRequest()
.withAllocationId(alloc_id);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAddresses.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/ReleaseAddressRequest.html
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ReleaseAddressResult response = ec2.releaseAddress(request);

ERRGEM IP it f5 |, ©FEZE AWS IP bt | B EaRE R BE A Zibit, HSHEHIEW
DNS g F M@ iZ bt # T B E N ARSH/RIEE. WRLEZHABRKSBRRAEM IP bt | Bizit
HESERE—NAWS IKF IKF |, &SR E| AuthFailure $51%.

MREFERAB R EC2-Classic SEIA VPC , MIRRKGEM IP thut £ B 3h M iZ ittt SEASE 689 < Bk,
EETERBMER TEUERBEME IP it |, E6H AmazonEC2Client By disassociateAddress
FiEe

MRIEFERANEIEERIA VPC , M ATEH disassociateAddress BUHMEM IP it KEk , ARHE
ZEABME, BN , Amazon EC2 £iR[E4E1R (InvalidIPAddress.InUse)o

ESHEE TR,
EZRER

« {Amazon EC2 AIF#§® ( AT Linux 3£41 ) ) YN P it
«  {Amazon EC2 API Reference) H# AllocateAddress

« {Amazon EC2 API Reference) H# DescribeAddresses

«  {Amazon EC2 API Reference) ## ReleaseAddress

fE A XA A A X
R X 15

E5 0k o AR X1 , &8 A AmazonEC2Client # describeRegions A&, Z A ERE
DescribeRegionsResult, HAIREIXN KK getRegions Kk , IREERREN XK Region X R 5

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeRegionsResult;

import com.amazonaws.services.ec2.model.Region;

import com.amazonaws.services.ec2.model.AvailabilityZone;

import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/ReleaseAddress.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AllocateAddress.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAddresses.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ReleaseAddress.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeRegionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Region.html
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(8T

DescribeRegionsResult regions_response = ec2.describeRegions();

for(Region region : regions_response.getRegions()) {
System.out.printf(
"Found region %s " +
"with endpoint %s",
region.getRegionName(),
region.getEndpoint());

ESHTERE.
IR A X

E5HKFA T ANENTAK |, Ei8H AmazonEC2Client B9 describeAvailabilityZones 77
%o ZJ57%IREl DescribeAvailabilityZonesResult, {AH getAvailabilityZones B , 3RELER
RENAARXHK AvailabilityZone ST REIFIZK,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeRegionsResult;

import com.amazonaws.services.ec2.model.Region;

import com.amazonaws.services.ec2.model.AvailabilityZone;

import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

(e

DescribeAvailabilityZonesResult zones_response =
ec2.describeAvailabilityZones();

for(AvailabilityZone zone : zones_response.getAvailabilityZones()) {
System.out.printf(
"Found availability zone %s " +
"with status %s " +
"in region %s",
zone.getZoneName(),
zone.getState(),
zone.getRegionName());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAvailabilityZonesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AvailabilityZone.html
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}

ESHEET,
IR IK

EFREMIKF |, iEAH AmazonEC2Client By describeAccountAttributes A%, A EIR
[E DescribeAccountAttributesResult X 5. AT KA getAccountAttributes FEAIRER
AccountAttribute X R FIFTK, BRI LUEF Z % FR KK F AccountAttribute IR,

AT LUEN A A AccountAttribute XIS K getAttributeValues FERREEKFWEME, A
7EIR[E AccountAttributeValue N RV TR, EBRISUBAE ZANIRRKRERBEHENE (1BSRUATREB
) .

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.AccountAttributeValue;

import com.amazonaws.services.ec2.model.DescribeAccountAttributesResult;
import com.amazonaws.services.ec2.model.AccountAttribute;

import java.util.List;

import java.util.ListIterator;

(R

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

try{
DescribeAccountAttributesResult accountResults = ec2.describeAccountAttributes();
List<AccountAttribute> accountlList = accountResults.getAccountAttributes();

for (ListIterator iter = accountList.listIterator(); iter.hasNext(); ) {

AccountAttribute attribute = (AccountAttribute) iter.next();

System.out.print("\n The name of the attribute is
"+attribute.getAttributeName());

List<AccountAttributeValue> values = attribute.getAttributeValues();

//iterate through the attribute values
for (ListIterator iterVals = values.listIterator(); iterVals.hasNext(); ) {
AccountAttributeValue myValue = (AccountAttributeValue) iterVals.next();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAccountAttributesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttributeValue.html
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System.out.print("\n The value of the attribute is
"+myValue.getAttributeValue());

}
}
System.out.print("Done");
}
catch (Exception e)
{
e.getStackTrace();
}

%25 GitHub -8 E R A,
BZER

« {Amazon EC2 AIF#Em™ ( AT Linux 3£41 ) ) XA TAHKX
«  {Amazon EC2 API Reference) A DescribeRegions
- {Amazon EC2 API Reference) H# DescribeAvailabilityZones

£ Amazon EC2 248 %
Bl 22 = 40T

EQERAX |, BEEABESRHBHH CreateKeyPairRequest 1 AmazonEC2Client #J
createKeyPair A%,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.CreateKeyPairRequest;
import com.amazonaws.services.ec2.model.CreateKeyPairResult;

(8T

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

CreateKeyPairRequest request = new CreateKeyPairRequest()
.withKeyName(key_name);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAccount.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRegions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAvailabilityZones.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
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CreateKeyPairResult response = ec2.createKeyPair(request);

ESRTER,
R mAEX

B HZAXNRIKEEXEE |, 1E1HH AmazonEC2Client By describeKeyPairs Bk, BIRE
DescribeKeyPairsResult , BAILUBNAAHE getKeyPairs FARGEBANMWIIEK | ZHERE—
A KeyPairlnfo I RHFI &K,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeKeyPairsResult;
import com.amazonaws.services.ec2.model.KeyPairInfo;

AR
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
DescribeKeyPairsResult response = ec2.describeKeyPairs();
for(KeyPairInfo key_pair : response.getKeyPairs()) {
System.out.printf(
"Found key pair with name %s " +
"and fingerprint %s",

key_pair.getKeyName(),
key_pair.getKeyFingerprint());

FSATE RO,

i B 23 A X

EMBRZ4AXS |, H A AmazonEC2Client B9 deleteKeyPair 5% , FHABL — NI SEM KRR
A B FEY DeleteKeyPairRequest,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateKeyPair.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeKeyPairsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPairInfo.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeKeyPairs.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteKeyPairRequest.html
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import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DeleteKeyPairRequest;
import com.amazonaws.services.ec2.model.DeleteKeyPairResult;

(8L

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteKeyPairRequest request
.withKeyName(key_name);

DeleteKeyPairResult response

BFSATE RO,

EZER

new DeleteKeyPairRequest()

ec2.deleteKeyPair(request);

« {Amazon EC2 AF#E& (5EMA T Linux 3541 ) ) #9 Amazon EC2 Z4AXT
« {Amazon EC2 API Reference) H#J CreateKeyPair

«  {Amazon EC2 API Reference) A DescribeKeyPairs

«  {Amazon EC2 API Reference) H#J DeleteKeyPair

£ Amazon EC2 f{EH%Z+4A
EFEREZEAE

EfELed | BHERAEESZHBFM CreateSecurityGroupRequest ¥ AmazonEC2Client By
createSecurityGroup Fi%.

F Ao

import com.
import com.
import com.
import com.

(R

amazonaws.
amazonaws.
amazonaws.

amazonaws

services.
services.
services.

.services.ec2.model.CreateSecurityGroupResult;

ec2.AmazonEC2;
ec2.AmazonEC2ClientBuilder;
ec2.model.CreateSecurityGroupRequest;

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteKeyPair.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateKeyPair.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeKeyPairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteKeyPair.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
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CreateSecurityGroupRequest create_request
CreateSecurityGroupRequest()
.withGroupName(group_name)
.withDescription(group_desc)
.withVpcId(vpc_id);

CreateSecurityGroupResult create_response

ec2.createSecurityGroup(create_request);

FSATE RO,

BEEZEYH

R T LR HIX Amazon EC2 SR ALY (A D) REMEL (HO) RE.

new

ERRLARMAORN , FFEA AmazonEC2Client B authorizeSecurityGroupIngress 5
%, REZLENBHAEREL AuthorizeSecurityGrouplngressRequest S RA S BLA R A

[EAN (IpPermission). LA REBIERAELE IP XRAMBILZ LA,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

(S

IpRange ip_range = new IpRange()
.withCidrIp("0.0.0.0/0");

IpPermission ip_perm = new IpPermission()
.withIpProtocol("tcp")
.withToPort(80)

.withFromPort(80)
.withIpv4Ranges(ip_range);

IpPermission ip_perm2 = new IpPermission()
.withIpProtocol("tcp")
.withToPort(22)
.withFromPort(22)
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupIngressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
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.withIpv4Ranges(ip_range);

AuthorizeSecurityGroupIngressRequest auth_request
AuthorizeSecurityGroupIngressRequest()
.withGroupName(group_name)
.withIpPermissions(ip_perm, ip_perm2);

new

AuthorizeSecurityGroupIngressResult auth_response
ec2.authorizeSecurityGroupIngress(auth_request);

EReARMEOMN | B AuthorizeSecurityGroupEgressRequest #1[8] AmazonEC2Client B9
authorizeSecurityGroupEgress J &R LI EIRE,

ESHEE TR,
WirZ e H

ERR SN LA RIREMERES , HHA AmazonEC2Client B describeSecurityGroups /5
%, B£IRE DescribeSecurityGroupsResult , A LUBN AAE getSecurityGroups FERA R
REEMFHIR | ZHEIRE— SecurityGroup N RV FIZK,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeSecurityGroupsRequest;
import com.amazonaws.services.ec2.model.DescribeSecurityGroupsResult;

5B
final String USAGE =
"To run this example, supply a group id\n" +
"Ex: DescribeSecurityGroups <group-id>\n";
if (args.length != 1) {

System.out.println(USAGE);
System.exit(1);

String group_id = args[0];

FSHATERO,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSecurityGroupsResult.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/ec2/model/SecurityGroup.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeSecurityGroups.java
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EffgrRe4A |, iHHH AmazonEC2Client B deleteSecurityGroup 5% , HHEZRL—INEEE
fiBrZ 24 ID B9 DeleteSecurityGroupRequest,

F Ao

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DeleteSecurityGroupRequest;
import com.amazonaws.services.ec2.model.DeleteSecurityGroupResult;

R
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest()
.withGroupId(group_id);

DeleteSecurityGroupResult response = ec2.deleteSecurityGroup(request);

BFSHATE R,
E%1§/§s

« {Amazon EC2 AIF#E®™ ( SEA T Linux 3541 ) ) ## Amazon EC2 Z2 4

« {Amazon EC2 AF$ER ( A T Linux 3£41 ) ) R REH Linux SEHIRNAIRE
«  {Amazon EC2 API Reference) ## CreateSecurityGroup

«  {Amazon EC2 API Reference) H# DescribeSecurityGroups

«  {Amazon EC2 API Reference) ## DeleteSecurityGroup

«  {Amazon EC2 API Reference) H# AuthorizeSecurityGroupingress

£ FHAWS SDK for Java B9 IAM R4

REHRMEHAWS SDK for Java 3¢ 1AM #H1TRIZN =G,

AWS Identity and Access Management (IAM) IR 8E% 22 £ R IR M A X AWS RS TR IRE T
FXBR. £/ IAM , BRI LAGIEMEE AWS AP MA |, HERANREK A TFMIEL A1 AWS IR/
HiE. BXIAM BZEFEHE , B15E IAM AFEE) .
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteSecurityGroupRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteSecurityGroup.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AuthorizeSecurityGroupIngress.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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® Note

ZRBIRBER RSB A EMEBENNAL, TENROKBEE GitHub LR, ERIMATEHR
BARXMH , WA U R EE SR AR BURERRE RE , REWEHETEN,

ES]

. EIE |AM i8] B 4H

- B IAM AF

- EF IAM Ik F 53

« M IAM KB

« £/ IAM BRSS 2RUE T

EIE |AM 158 % 4R
B 2275 5] B3 4R

ERIE IAM 1H R 2

S

4 , i CreateAccessKeyRequest XJ &R

AmazonldentityManagementClient 8 createAccessKey %o

CreateAccessKeyRequest EMMIERE , —IMREAFE , 5 — M T HSH. MREEHATT
SR , WAAER withUserName setter RBEAFE , AEBFHEHMEIELS createAccessKey

Fiko

F Ao

import com.
import com.
import com.
import com.

(8T

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreateAccessKeyRequest;
identitymanagement.model.CreateAccessKeyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccessKeyRequest request

.withUserName(user);

= new CreateAccessKeyRequest()
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccessKeyRequest.html
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CreateAccessKeyResult response = iam.createAccessKey(request);

EZ 4 GitHub LW EE R B,
5 5 E 24

B HIEERAFPWIGR R4 |, FHolE - ListAccessKeysRequest MR , HPAEES HEZHANH
P& , FFZ3REEL AmazonldentityManagementClient B9 1istAccessKeys i,

(® Note

MREAKRME listAccessKeys REHEAFE , MEFEHINEHEZBZERN AWS Ik HEX
BREY 15 171 25 4A

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AccessKeyMetadata;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysRequest;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListAccessKeysRequest request = new ListAccessKeysRequest()
.withUserName(username);

while (!done) {
ListAccessKeysResult response = iam.listAccessKeys(request);
for (AccessKeyMetadata metadata
response.getAccessKeyMetadata()) {

System.out.format("Retrieved access key %s",
metadata.getAccessKeyId());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysRequest.html
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request.setMarker(response.getMarker());

if (!response.getIsTruncated()) {
done = true;

listAccessKeys WERZTE T (BIANBERT , 8MNAAKRZIRE 100 MExK). B LGERREH
ListAccessKeysResult I RHAH) getIsTruncated , ABEEZENRENERREL FURHER, W
BEiX# , WIE setMarker LA ListAccessKeysRequest H [ EZ#E 1istAccessKeys
WELER.

%25 GitHub ERIZERH.
e 3R R A5 A 17 (R 5 4R RO B[R]

ERW ERERGEZAMETE , EEAHRIZA ID ( AIEA GetAccessKeylastUsedRequest ¥
KfEA , LA EEAABEZERIGEZE ID WER ) A AmazonldentityManagementClient #Y
getAccessKeylLastUsed Ao

RiE , BRI LMERIRER GetAccessKeylastUsedResult 31 R4 3k L% 65 Z4A R B 1E) o

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedRequest;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedResult;

(BT

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetAccessKeylLastUsedRequest request = new GetAccessKeylLastUsedRequest()
.withAccessKeyId(access_id);

GetAccessKeylLastUsedResult response = iam.getAccessKeylLastUsed(request);

System.out.println("Access key was last used at: " +
response.getAccessKeylLastUsed().getLastUsedDate());
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccessKeys.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedResult.html
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BHZ R GitHub LM EE R,
BUE S E A 15 R 2 4R

BRI LUBCESRER R Z4E |, AR ERIZE UpdateAccessKeyRequest X5 |, I24t15RI%4A ID.
AFRE (W) MERS , RAEFERXTREIELS AmazonldentityManagementClient B
updateAccessKey Fi%o

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyRequest;

import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateAccessKeyRequest request = new UpdateAccessKeyRequest()
.withAccessKeyId(access_id)
.withUserName(username)

.withStatus(status);

UpdateAccessKeyResult response = iam.updateAccessKey(request);

%55 GitHub B =% R4l
0 B 175 1) 253 4R

Eok AMIBRIGRIZ#4A |, @A AmazonldentityManagementClient 89 deleteKey 7% , R ERMHE
DeleteAccessKeyRequest , EREEHRZEAN ID MAF B,

® Note

ZHREMBRELEBRRSFEH. ERrMERAZNR , FEUTUBEEENE , XA
updateAccessKey 7%,

F Ao
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AccessKeyLastUsed.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateAccessKeyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/StatusType.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccessKeyRequest.html
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import com.
import com.
import com.
import com.

(8T

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.DeleteAccessKeyRequest;
identitymanagement.model.DeleteAccessKeyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccessKeyRequest request

= new DeleteAccessKeyRequest()

.withAccessKeyId(access_key)
.withUserName(username);

DeleteAccessKeyResult response

B2 GitHub L ZE R A,

EZER

= iam.deleteAccessKey(request);

«  (IAM API Reference) H# CreateAccessKey

« (IAM API Reference) H#J ListAccessKeys

«  (IAM API Reference) A GetAccessKeylLastUsed
« (IAM API Reference) H# UpdateAccessKey

« (IAM API Reference) H#J DeleteAccessKey

=1 1AM AP

BIEMF

33 B AmazonldentityManagementClient 8 createUser A2 A S B R EH IAM B, BF
BN EERMY Bt AEAEERAF &M CreateUserRequest X1 &Ko

F Ao

import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreateUserRequest;
identitymanagement.model.CreateUserResult;

EE IAM AR

131


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccessKey.java
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateUserRequest.html
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(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateUserRequest request = new CreateUserRequest()
.withUserName(username);

CreateUserResult response = iam.createUser(request);

EZ 4 GitHub L EE R B,
B A

EHHEKF B IAM BF |, BeIZHH ListUsersRequest HIFE /&% 4
AmazonldentityManagementClient 8 1istUsers A%, BB ERER ListUsersResult 3R
+FAA getUsers kEMAF IR,

listUsers REIWAFIIRED T, BAUBEIBAAWMN RN getIsTruncated A EZEFES
ARRAER, NMRIRE true , WAABERTRM setMarker() FiE , HRELBRIEIX R
getMarker () HEMIREE,

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListUsersRequest;

import com.amazonaws.services.identitymanagement.model.ListUsersResult;

import com.amazonaws.services.identitymanagement.model.User;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListUsersRequest request = new ListUsersRequest();

while(!'done) {
ListUsersResult response = iam.listUsers(request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListUsersRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListUsersResult.html
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for(User user : response.getUsers()) {
System.out.format("Retrieved user %s", user.getUserName());
request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

EZ 1 GitHub L EE R B,
EXMAS

EEHAF , BiAA AmazonldentityManagementClient 3 & updateUser 5% , ZHERA
UpdateUserRequest &R , BAISMERAECERAFN BN HEEE,

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateUserRequest;

import com.amazonaws.services.identitymanagement.model.UpdateUserResult;

(S

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateUserRequest request = new UpdateUserRequest()
.withUserName(cur_name)

.withNewUserName(new_name);

UpdateUserResult response = iam.updateUser(request);

B2 4 GitHub FHZERHl,
iR A P

ERERAF , A UpdateUserRequest ¥ R A AmazonldentityManagementClient K9
deleteUser X , ZRRHPRE T ERBRNAFL B,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListUsers.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
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F Ao

import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.

(8L

services.
services.

services

services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;

.identitymanagement.model.DeleteConflictException;

identitymanagement.model.DeleteUserRequest;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteUserRequest request = new DeleteUserRequest()
.withUserName(username);

try {

iam.deleteUser(request);
} catch (DeleteConflictException e) {
System.out.println("Unable to delete user. Verify user is not" +

throw e;

BEZH GitHub LR SEERAI,

EZER

- (IAM AF#ER) 8 IAM AP

associated with any resources");

- (IAM AAF$E®E) #MEE IAM A/

«  (IAM API Reference) H#J CreateUser
« (IAM API Reference) H#J ListUsers

«  {IAM API Reference) H# UpdateUser
«  {IAM API Reference) H#J DeleteUser

fEA IAM IK F 518

MREFLEEZNEN URL B2 RLBEN ( REMEHFRRF ) AR AWS K/ ID, AT

AWS K F= 62 518
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteUser.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUser.html
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® Note
AWS HBNKF XF— 1K/ B

B2k 5 &
EQIEKFHE , BHFEAEE58B M CreateAccountAliasRequest X1 R iE

AmazonldentityManagementClient B createAccountAlias 7%,

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccountAliasRequest request = new CreateAccountAliasRequest()
.withAccountAlias(alias);

CreateAccountAliasResult response = iam.createAccountAlias(request);

B2 R GitHub LMY EE R,
Hl| 0K P 5l
EJNHENK,BIAE (WRE ) , FIAA AmazonldentityManagementClient Y

listAccountAliases Fi*,

® Note

IREIHY ListAccountAliasesResult XEFSHMAWS SDK for Java ¥ FEMEEHY
getIsTruncated M getMarker 5% , E— AWS KRB — 1 lKF 3IE,

FA
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccountAlias.java
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListAccountAliasesResult.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAccountAliasesResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAccountAliasesResult response = iam.listAccountAliases();

for (String alias : response.getAccountAliases()) {
System.out.printf("Retrieved account alias %s", alias);

EZ 4 GitHub L EE RS,
BRI 7 31

Eff RGN FHBIE , EIEA AmazonldentityManagementClient B9 deleteAccountAlias Fi%o
EMIBRIK P Bl B At |, B4 ABERA DeleteAccountAliasRequest 3T RIBHE B .

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccountAliasRequest request = new DeleteAccountAliasRequest()
.withAccountAlias(alias);

DeleteAccountAliasResult response = iam.deleteAccountAlias(request);

BZH GitHub L ZE =B,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccountAliases.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccountAlias.java
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« (IAM BFiEE) Hi
+ (IAM API Reference) H#Y CreateAccountAlias
« (IAM API Reference) H# ListAccountAliases

« (IAM API Reference) HH DeleteAccountAlias

FEH IAM KR

el

7R

AN

HY AWS IK/° ID R H 3

EQ|EFEEE , iB1E CreatePolicyRequest A [a] AmazonldentityManagementClient 9
createPolicy FERMKIEE M JSON #&0RY KBS XA,

F Ao

import com.
import com.
import com.
import com.

(R

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

.identitymanagement.AmazonIdentityManagement;

identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreatePolicyRequest;
identitymanagement.model.CreatePolicyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreatePolicyRequest request =

new CreatePolicyRequest()

.withPolicyName(policy_name)
.withPolicyDocument(POLICY_DOCUMENT);

CreatePolicyResult response =

iam.createPolicy(request);

IAM policy X =2 AR IEERN JSON Z/F&HE, TEHREIFREM T @ DynamoDB K H4FE iH KM

AL
public static final String POLICY_DOCUMENT =
II{II +
" \"Version\": \"2012-10-17\", 0

" \"Statement\":

" +
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https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccountAlias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountAlias.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreatePolicyRequest.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
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n {Il +

n ]Il
"3

\"Effect\": \"Allow\"," +

\"Action\": \"logs:CreateLogGroup\"," +
\"Resource\": \"%s\"" +

n }’Il +

n {Il +

\"Effect\": \"Allow\"," +

\"Action\": [" +
\"dynamodb:DeleteItem\"," +
\"dynamodb:GetItem\"," +
\"dynamodb:PutItem\"," +
\"dynamodb:Scan\"," +
\"dynamodb:UpdateItem\"" +

1"+

\"Resource\": \"RESOURCE_ARN\"" +
n }Il +

+

BEZH GitHub LRI SEERHI,

FREVR B

ERRUMEXE , i5AH AmazonldentityManagementClient 9 getPolicy A% , H1E
GetPolicyRequest X R P12 K BEH ARN,

F Ao

import com.
import com.
import com.
import com.

(e

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
.identitymanagement.model.GetPolicyResult;

services

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.GetPolicyRequest;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetPolicyRequest request = new GetPolicyRequest()
.withPolicyArn(policy_arn);

GetPolicyResult response = iam.getPolicy(request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreatePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetPolicyRequest.html
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H2 5 GitHub LRYTE R,
it £ 2 SR g

&1 LUE T B A AmazonldentityManagementClient B9 attachRolePolicy 5% |,
AttachRolePolicyRequest I H 2t A @B FF KB ARN SRR REEMINE IAM A€ (http:/
docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html),

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AttachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.AttachedPolicy;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

AttachRolePolicyRequest attach_request =
new AttachRolePolicyRequest()
.withRoleName(role_name)

.withPolicyArn(POLICY_ARN);

iam.attachRolePolicy(attach_request);

#2505 GitHub LM ZE R A,
Il i B hn#Y A B SR BE

B3 A AmazonldentityManagementClient B 1istAttachedRolePolicies &% H A& N
KR, XFEE ListAttachedRolePoliciesRequest R , EEZ 2B HEBHN AR EZ T

IR EH ListAttachedRolePoliciesResult 33 &R H A getAttachedPolicies RIREXFRHI N
BEHIFIR, MR ListAttachedRolePoliciesResult &K getIsTruncated FiEiRE
true , M ListAttachedRolePoliciesRequest M RH setMarker FEHEAEBXAR
listAttachedRolePolicies RIREX T —#tER , NE R A sE4L BT

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetPolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/AttachRolePolicyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesResult.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAttachedRolePoliciesRequest;
import com.amazonaws.services.identitymanagement.model.ListAttachedRolePoliciesResult;
import java.util.Arraylist;

import java.util.List;

import java.util.stream.Collectors;

(ST

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAttachedRolePoliciesRequest request =
new ListAttachedRolePoliciesRequest()
.withRoleName(role_name);

List<AttachedPolicy> matching_policies = new ArraylList<>();
boolean done = false;

while(!done) {
ListAttachedRolePoliciesResult response =
iam.listAttachedRolePolicies(request);

matching_policies.addAll(
response.getAttachedPolicies()
.stream()
.filter(p -> p.getPolicyName().equals(role_name))
.collect(Collectors.toList()));

if(!response.getIsTruncated()) {
done = true;

}
request.setMarker(response.getMarker());
B2 GitHub LR ZE R,
PEABERR

ENEBIERKE  iEHA AmazonldentityManagementClient B detachRolePolicy 5% , H1E
DetachRolePolicyRequest R HiZH A EEHFKEE ARN,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DetachRolePolicyRequest.html
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F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DetachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.DetachRolePolicyResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DetachRolePolicyRequest request = new DetachRolePolicyRequest()
.withRoleName(role_name)
.withPolicyArn(policy_arn);

DetachRolePolicyResult response = iam.detachRolePolicy(request);

%25 GitHub -2 E R Hl.
BZER

« (IAM BF#EE) H#Y IAM policy #EiR,

- (IAM AF3$ER) H 8 AWS IAM policy %,
 (IAM API Reference) H#J CreatePolicy

- (IAM API Reference) HHJ GetPolicy

«  (IAM API Reference) H# AttachRolePolicy

« (IAM API Reference) HH ListAttachedRolePolicies
«  (IAM API Reference) H# DetachRolePolicy

£/ 1AM BRS5 2RiEH

ZE AWS EEAMMRNARRFN HTTPS iE# , FE SSL/TLS RF|[IER. B LFER AWS
Certificate Manager 12 H RS 2FE B REMABIREE FREBHRFZ[|ED.

BIMNBWEER ACM RME, EENMBLNRSI|/LES. A ACM , EAILBRFIES , FHAE
F AWS &R , Rk ACM AL HIEBLEITER. ACM REMIEHREFEN. X ACMHNESE
B ,#ZH ACM AFERE.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DetachRolePolicy.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.aws.amazon.com/acm/latest/userguide/
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IR BN AR 55 2R UE 5

&R LAUBE A A AmazonldentityManagementClient B getServerCertificate H5ER RIRFEIE
F | FEEU BB GetServerCertificateRequest £ AT o

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetServerCertificateRequest request = new GetServerCertificateRequest()
.withServerCertificateName(cert_name);

GetServerCertificateResult response = iam.getServerCertificate(request);

EZ 1 GitHub L EE RS,
51| i AR 55 2R UE

EHEHN RSP |, B ListServerCertificatesRequest 18 F
AmazonldentityManagementClient #J listServerCertificates 5%, BiR[E
ListServerCertificatesResulto

WHAIREIR ListServerCertificateResult X HRH getServerCertificateMetadatalist
F 7E3RE ServerCertificateMetadata MR FIFR , LAIAA KRR FEMEBHER.

IR ListServerCertificateResult M RM getIsTruncated F73EIRE true ,
TH ListServerCertificatesRequest WRM setMarker FEHEAEBF X AR
listServerCertificates RN T —#HER , ML Rl get Bt

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetServerCertificateRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ServerCertificateMetadata.html
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import com.amazonaws.services.identitymanagement.model.ListServerCertificatesRequest;

import com.amazonaws.services.identitymanagement.model.ListServerCertificatesResult;
import com.amazonaws.services.identitymanagement.model.ServerCertificateMetadata;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListServerCertificatesRequest request =
new ListServerCertificatesRequest();

while(!done) {

ListServerCertificatesResult response =
iam.listServerCertificates(request);

for(ServerCertificateMetadata metadata
response.getServerCertificateMetadatalist()) {
System.out.printf("Retrieved server certificate %s",
metadata.getServerCertificateName());

request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

S H GitHub LY EE R,
ERRS BRI

&A1 LB A A AmazonldentityManagementClient BY updateServerCertificate HEEH

RESJ|EPHNBRABEE, SFBZBITRSF[EPN IR AR EEANTEHIARERIRE

UpdateServerCertificateRequest X R,

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListServerCertificates.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateServerCertificateRequest.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateResult;

(e

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateServerCertificateRequest request =
new UpdateServerCertificateRequest()
.withServerCertificateName(cur_name)

.withNewServerCertificateName(new_name);

UpdateServerCertificateResult response =
iam.updateServerCertificate(request);

EZ 4 GitHub L EE R B,
B Bl 55 25 A 15

ERBRIRFI]/IED , BEATEIEH B MK DeleteServerCertificateRequest A
AmazonldentityManagementClient #J deleteServerCertificate F %o

F Ao

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateResult;

(S

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteServerCertificateRequest request =
new DeleteServerCertificateRequest()

.withServerCertificateName(cert_name);

DeleteServerCertificateResult response =
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteServerCertificateRequest.html
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iam.deleteServerCertificate(request);

&5 GitHub LI =& R,
EZER

(IAM B FPiEm) PRYEA RS 2R IEF

{IAM API Reference) H#J GetServerCertificate

{IAM API Reference) H# ListServerCertificates

{IAM API Reference) HHJ UpdateServerCertificate

{IAM API Reference) HH DeleteServerCertificate
- ACM AiFiEm
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteServerCertificate.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificates.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServerCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/lambda-tutorial.html
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A LUE S #1722 AWSLambda X HBAE invoke H3EFRIAA Lambda E#. #12 InvokeRequest
FNRUABEHMES , FIUNRHBBMIELELS Lambda BB AR, BBBEHIERNH
arn:aws:lambda:us-east-1:555556330391:function:HelloFunction, AIABIZ&EE AWS BEZ4| & F
B BRR RE,

EFAEBIBELIBAERE , HRAA InvokeRequest XIRH withPayload A HIEE JSON R F
£FER, MU TREREIFFTR.

F Ao

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import com.amazonaws.services.lambda.model.ServiceException;

import java.nio.charset.StandardCharsets;

KRB
AT RS REEROMAER Lambda B%K,

String functionName = args[0];

InvokeRequest invokeRequest = new InvokeRequest()
.withFunctionName(functionName)
.withPayload("{\n" +

" \"Hello \": \"Paris\",\n" +
" \"countryCode\": \"FR\"\n" +
"3");

InvokeResult invokeResult = null;

try {
AwWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

invokeResult = awslLambda.invoke(invokeRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
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String ans = new String(invokeResult.getPayload().array(),
StandardCharsets.UTF_8);

//write out the return value
System.out.println(ans);

} catch (ServiceException e) {

System.out.println(e);

System.out.println(invokeResult.getStatusCode());

BESH Github L TERH,
B H B

ME—D AWSLambda MR HEAE listFunctions A%, A EIRE—4 ListFunctionsResult
R, AILLEALLI KRB getFunctions FEXRIRE FunctionConfiguration X R SR, A LUEH
ZHRKRRBERHBWER, Hlan , LT Java B RG34 B8 iR ER BN BB Fro

F Ao

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.FunctionConfiguration;
import com.amazonaws.services.lambda.model.ListFunctionsResult;
import com.amazonaws.services.lambda.model.ServiceException;
import java.util.Iterator;

import java.util.list;

AR

AT Java KB RAIE R A4 ZR Lambda BIEE TRV FlI &,
ListFunctionsResult functionResult = null;
try {

AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/LambdaInvokeFunction.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/ListFunctionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/FunctionConfiguration.html
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.withRegion(Regions.US_WEST_2).build();
functionResult = awsLambda.listFunctions();
List<FunctionConfiguration> list = functionResult.getFunctions();

for (Iterator iter = list.iterator(); iter.hasNext(); ) {
FunctionConfiguration config = (FunctionConfiguration)iter.next();

System.out.println("The function name is "+config.getFunctionName());

} catch (ServiceException e) {
System.out.println(e);

EZ ) Github LHITERAI,
R B 2K

FE—/ AWSLambda R HEHE deleteFunction Fi%. #1E— DeleteFunctionRequest ¥

KIFZINRLELS deleteFunction FiE. KN RITEEMMRIEHBNEREEE . BERERIT
A arn:aws:lambda:us-east-1:555556330391:function:HelloFunction, FAIAEE&EE AWS EBZF4
R B BOR KRB,

F Ao

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.ServiceException;
import com.amazonaws.services.lambda.model.DeleteFunctionRequest;

(R

LA Java fRESE R A0{a il Bk Lambda B%k.

String functionName = args[0];
try {
AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/ListFunctions.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/DeleteFunctionRequest.html
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.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

DeleteFunctionRequest delFunc = new DeleteFunctionRequest();
delFunc.withFunctionName(functionName);

//Delete the function

awsLambda.deleteFunction(delFunc);

System.out.println("The function is deleted");
} catch (ServiceException e) {

System.out.println(e);
}
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/DeleteFunction.java
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/pinpoint/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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BIENAER

Bd @ CreateAppRequest WRIBHNARF BN , AR MNZX R4ZE1%EZE| AmazonPinpointClient 89
createApp 5% , £ Amazon Pinpoint R eI R AEF.

F Ao

import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateAppRequest;

import com.amazonaws.services.pinpoint.model.CreateAppResult;

import com.amazonaws.services.pinpoint.model.CreateApplicationRequest;

(8L

CreateApplicationRequest appRequest = new CreateApplicationRequest()
.withName(appName);

CreateAppRequest request = new CreateAppRequest();

request.withCreateApplicationRequest(appRequest);
CreateAppResult result = pinpoint.createApp(request);

EZ 4 GitHub LR EE R B,
I BR B A 72

EMERR AR , B DeleteAppRequest R ( EFRE T ERBRONAREFEH ) BA
AmazonPinpointClient # deleteApp &Ko

F Ao

import com.amazonaws.services.pinpoint.AmazonPinpoint;
import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;

(BT

DeleteAppRequest deleteRequest = new DeleteAppRequest()
.withApplicationId(appID);

pinpoint.deleteApp(deleteRequest);

BZH GitHub LT E R4,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/DeleteAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/DeleteApp.java
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EZER

- {Amazon Pinpoint API Reference) H#J Apps
- {Amazon Pinpoint API Reference) 1 App

#£ Amazon Pinpoint 5 81 2 i =

Kin T M — AR LLE A Amazon Pinpoint B E X E#E BN AP IRE. NMREHNAREFE

A7 Amazon Pinpoint X% , M EFHAFHFRARER ,
T Re AT RBUE R LA 4mTE 75 R DRI 4

Bl R R

3% Amazon PinpointEndpointRequest X 5 1R & i 15

F Ao

import
import
import
import
import
import
import
import
import
import
import

(8T

HashMap<String, List<String>> customAttributes =

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

services.
.services.

services

services.
services.
services.
services.
.services.

services

services.
services.

List<String> favoriteTeams =
favoriteTeams.add("Lakers");

favoriteTeams.add("Warriors");

customAttributes.put("team",

EndpointDemographic demographic =
.withAppVersion("1.0")

.withMake("apple")

M AR F B3 [E Amazon Pinpoint JEMFE

Ll =

Sm T Ko

TRBIE £ POIEIRL R

I\\O

pinpoint
pinpoint

.pinpoint.
.model.
.model.
.model.
.model.
.model.

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

.pinpoint.
.model.
.model.

pinpoint
pinpoint

.AmazonPinpoint;
.AmazonPinpointClientBuilder;

model.UpdateEndpointRequest;
UpdateEndpointResult;
EndpointDemographic;
EndpointLocation;
EndpointRequest;
EndpointResponse;
model.EndpointUser;
GetEndpointRequest;

GetEndpointResult;

new HashMap<>();

new ArraylList<>();

favoriteTeams);

new EndpointDemographic()

1£ Amazon Pinpoint 561 % &
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https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apps.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-app.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/EndpointRequest.html
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.withModel("iPhone")
.withModelVersion("7")
.withPlatform("ios")
.withPlatformVersion("10.1.1")
.withTimezone("America/Los_Angeles");

EndpointLocation location = new EndpointLocation()
.withCity("Los Angeles")
.withCountry("US")

.withLatitude(34.0)
.withLongitude(-118.2)
.withPostalCode("90068")
.withRegion("CA");

Map<String,Double> metrics = new HashMap<>();
metrics.put("health", 100.00);
metrics.put("luck", 75.00);

EndpointUser user = new EndpointUser()
.withUserId(UUID.randomUUID().toString());

DateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm'Z'"); // Quoted "Z" to
indicate UTC, no timezone offset
String nowAsISO = df.format(new Date());

EndpointRequest endpointRequest = new EndpointRequest()
.withAddress(UUID.randomUUID().toString())
.withAttributes(customAttributes)
.withChannelType("APNS")
.withDemographic(demographic)
.withEffectiveDate(nowAsISO)
.withLocation(location)
.withMetrics(metrics)

.withOptOut("NONE")
.withRequestId(UUID.randomUUID().toString())
.withUser(user);

#RJG £ A iZ EndpointRequest Xf & #2 UpdateEndpointRequest X R, &jg , &
UpdateEndpointRequest Xf & 4%i% Z| AmazonPinpointClient 8 updateEndpoint 7%,

(e

UpdateEndpointRequest updateEndpointRequest = new UpdateEndpointRequest()
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateEndpointRequest.html
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.withApplicationId(appId)
.withEndpointId(endpointId)

.withEndpointRequest(endpointRequest);

UpdateEndpointResult updateEndpointResponse =

client.updateEndpoint(updateEndpointRequest);

System.out.println("Update Endpoint Response:
updateEndpointResponse.getMessageBody());

EZ 1 GitHub L EE R B,

EZER

n +

«  {Amazon Pinpoint Developer Guide) H#J Adding Endpoint

- {Amazon Pinpoint API Reference) H# Endpoint
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import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.
services.

pinpoint.
pinpoint.
pinpoint.

.pinpoint.

pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.

.pinpoint.

pinpoint.
pinpoint.
pinpoint.

Amazon
Amazon
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.

Pinpoint;
PinpointClientBuilder;
CreateSegmentRequest;
CreateSegmentResult;
AttributeDimension;
AttributeType;
RecencyDimension;
SegmentBehaviors;
SegmentDemographics;
SegmentDimensions;
SegmentLocation;
SegmentResponse;
WriteSegmentRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateEndpoint.java
https://docs.aws.amazon.com/pinpoint/latest/developerguide/endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-endpoint.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html

AWS SDK for Java 1.x MR 1x FFEARIERE

(8T

Pinpoint pinpoint =
AmazonPinpointClientBuilder.standard().withRegion(Regions.US_EAST_1).build();
Map<String, AttributeDimension> segmentAttributes = new HashMap<>();
segmentAttributes.put("Team", new
AttributeDimension().withAttributeType(AttributeType.INCLUSIVE).withValues("Lakers"));

SegmentBehaviors segmentBehaviors = new SegmentBehaviors();
SegmentDemographics segmentDemographics = new SegmentDemographics();
SegmentLocation segmentLocation = new SegmentLocation();

RecencyDimension recencyDimension = new RecencyDimension();
recencyDimension.withDuration("DAY_30").withRecencyType("ACTIVE");
segmentBehaviors.setRecency(recencyDimension);

SegmentDimensions dimensions = new SegmentDimensions()
.withAttributes(segmentAttributes)
.withBehavior(segmentBehaviors)
.withDemographic(segmentDemographics)
.withLocation(segmentLocation);

ET K , £ WriteSegmentRequest A& B SegmentDimensions J R , EEFEHZXNREIE
CreateSegmentRequest &R, AR/ , ¥ CreateSegmentRequest ¥t R 1%i% F| AmazonPinpointClient
B9 createSegment Ko

(R

WriteSegmentRequest writeSegmentRequest = new WriteSegmentRequest()
.withName("MySegment").withDimensions(dimensions);

CreateSegmentRequest createSegmentRequest = new CreateSegmentRequest()
.withApplicationId(appId).withWriteSegmentRequest(writeSegmentRequest);

CreateSegmentResult createSegmentResult = client.createSegment(createSegmentRequest);

%5 GitHub £ ZERH,
EZER

«  {Amazon Pinpoint User Guide) H#J Amazon Pinpoint Segments

«  {Amazon Pinpoint Developer Guide) H#J Creating Segments
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteSegmentRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateSegmentRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateSegment.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/segments.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/segments.html
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- {Amazon Pinpoint API Reference) H# Segments
«  {Amazon Pinpoint API Reference) ## Segment
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import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

(ST

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

Schedule schedule =
.withStartTime("IMMEDIATE");

& BINTE XAt R HH

services.
services.
.services.

services

services.
services.
services.
.services.

services

pinpoint
pinpoint
pinpoint

.pinpoint
services.

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

new Schedule()

Message defaultMessage = new Message()
.withAction(Action.OPEN_APP)
.withBody("My message body.")

.AmazonPinpoint;
.AmazonPinpointClientBuilder;
.model.CreateCampaignRequest;
.model.CreateCampaignResult;
.model.Action;
.model.CampaignResponse;
.model.Message;
.model.MessageConfiguration;
.model.Schedule;

.pinpoint.

model .WriteCampaignRequest;

2, FE WriteCampaignRequest X &K Hik B

/BN

.withTitle("My message title.");

MessageConfiguration messageConfiguration = new MessageConfiguration()
.withDefaultMessage(defaultMessage);

WriteCampaignRequest request = new WriteCampaignRequest()
.withDescription("My description.™)

1£ Amazon Pinpoint 8| B 1 i75E3h
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https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segment.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Schedule.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Message.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
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.withSchedule(schedule)
.withSegmentId(segmentId)
.withName("MyCampaign")
.withMessageConfiguration(messageConfiguration);

REBYNEETIZEE EH Amazon PinpointWriteCampaignRequest 1245
CreateCampaignRequest IR , £ HEIBFMN A EN. &5 , & CreateCampaignRequest XJ R1&
i% 2| AmazonPinpointClient B createCampaign 5%,

(ST

CreateCampaignRequest createCampaignRequest = new CreateCampaignRequest()
.withApplicationId(appId).withWriteCampaignRequest(request);

CreateCampaignResult result = client.createCampaign(createCampaignRequest);

#HZ# GitHub LRI TE R B,
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+  {Amazon Pinpoint User Guide) H# Amazon Pinpoint Campaigns

«  {Amazon Pinpoint Developer Guide) 1 #J Creating Campaigns,

« {Amazon Pinpoint API Reference) H# Campaigns
{Amazon Pinpoint API Reference) H#J Campaign
«  {Amazon Pinpoint API Reference) A#J Campaign Activities

«  {Amazon Pinpoint API Reference) A #y Campaign Versions

«  {Amazon Pinpoint API Reference) A #¥ Campaign Version
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/pinpoint/model/CreateCampaignRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-activities.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-versions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-version.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/APNSChannelRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateApnsChannelRequest.html
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import
import
import
import
import
import
import
import

(8T

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.

services

services.
services.
services.
services.
services.
.pinpoint.

services

APNSChannelRequest request =
.withEnabled(enabled);

pinpoint
.pinpoint
pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

model

.AmazonPinpoint;

.AmazonPinpointClientBuilder;
.model.
.model.
.model.
.model.
.model.

APNSChannelRequest;
APNSChannelResponse;
GetApnsChannelRequest;
GetApnsChannelResult;
UpdateApnsChannelRequest;

.UpdateApnsChannelResult;

new APNSChannelRequest()

UpdateApnsChannelRequest updateRequest
.withAPNSChannelRequest(request)
.withApplicationId(appld);

UpdateApnsChannelResult result = client.updateApnsChannel(updateRequest);

%25 GitHub L2 E R A,
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= new UpdateApnsChannelRequest()

«  {Amazon Pinpoint User Guide) F K Amazon Pinpoint Channels

«  {Amazon Pinpoint API Reference) ##J ADM Channel

« {Amazon Pinpoint API Reference) ##J APNs Channel

«  {Amazon Pinpoint API Reference) A # APNs Sandbox Channel

«  {Amazon Pinpoint API Reference) A # APNs VolP Channel

«  {Amazon Pinpoint API Reference) F#J APNs VolP Sandbox Channel
«  {Amazon Pinpoint API Reference) A #J Baidu Channel

«  {Amazon Pinpoint API Reference) A #J Email Channel

«  {Amazon Pinpoint API Reference) ##J GCM Channel

«  {Amazon Pinpoint API Reference) ##J SMS Channel
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/UpdateChannel.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-adm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-baidu-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-email-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-gcm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-sms-channel.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/s3/
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- EEXBIX R Amazon S3 R R

s FEABEKREEX Amazon S3 &5 E)

« {# /8 TransferManager 14T Amazon S3 1&4E
« f¥ Amazon S3 #EELE J M5

£/ Amazon S3 BF RN

BIZ, % FMIER Amazon S3 4§

Amazon S3 FHIBMNNR ( XH ) BABAFHERE , ERARINRNES (FH) . BN EHBEAY
MME—MR (B mR. BXEAHEEENFHAFE , H55HE (Amazon Simple Storage Service fiF°
ErE) HHIEA Amazon S3 .

@ Note
RIERE
BIUEX 7645 A AbortincompleteMultipartUploadAmazon S3 £ @A MM,
ZHNIE R Amazon S3 FILERHERBEEERBANTRN D& L&, HETRENEE
BR&IET , Amazon S3 Ik E1& |, AREMIBRAKRSEARE L& BIE,
BEXEZER , 55K (Amazon S3 AFER) FHNFERARAESNBEGERES,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
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8 AmazonS3 B isH createBucket A, 2REFHNFHEFE,. WREFEECE
£ , createBucket AEIFS

(® Note
EZXECE—NMNEGHEE TN EEERREFTHBREEFE , BHAA doesBucketExist

Fit. MREFEMEBEE , ©fFRE true , BNIRHRE false,
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import
import
import
import
import

import

(R

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

RFEE,

regions.Regions;

services

services.
services.
services.

java.util.List;

.s3.AmazonS3;

s3.AmazonS3ClientBuilder;
s3.model.AmazonS3Exception;
s3.model .Bucket;

if (s3.doesBucketExistV2(bucket_name)) {

System.out.format("Bucket %s already exists.\n", bucket_name);

b = getBucket(bucket_name);

} else

{

try {

}

return

b

b;

s3.createBucket(bucket_name);
} catch (AmazonS3Exception e) {
System.err.println(e.getErrorMessage());

BEZH GitHub LRI SEERAI,

5| 7= 1 A
£/ AmazonS3 Z/iwK listBucket Fi%. MERKY , ©REF#EENTIR.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CreateBucket.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.Bucket;

import java.util.List;
K5

List<Bucket> buckets = s3.listBuckets();

System.out.println("Your {S3} buckets are:");

for (Bucket b : buckets) {
System.out.println("* " + b.getName());

}

BEZ 4 GitHub L EE R B,
) BR 7 A

M ER Amazon S3 FEER , XML EREFHEBAE , BNLSHER, NRENFHEBZ AR
&, A [E B BR 5 % A AR R BR AV T B AR AR HI Y R o

® Note
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=
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListBuckets.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;
(R

System.out.println(" - removing objects from bucket");

ObjectListing object_listing = s3.listObjects(bucket_name);

while (true) {

for (Iterator<?> iterator =

object_listing.getObjectSummaries().iterator();
iterator.hasNext(); ) {
S30bjectSummary summary = (S30bjectSummary) iterator.next();
s3.deleteObject(bucket_name, summary.getKey());

// more object_listing to retrieve?
if (object_listing.isTruncated()) {

object_listing = s3.listNextBatchOfObjects(object_listing);
} else {

break;

EHZ 0 GitHub EHZE TR,
) BR 32 him A< 22 15l 9 176 48 12 BT SE MBI BR EL R YIS R

MRIEERAZRAEFNFER , EFELRBRFEBDFENABEIRAZHXNR , ARG &M ERE
fEHo

SEAEMBRERHIRRINFTANEL S E , BEFEH AmazonS3 HF il 1listVersions FESIH
FIEZRAEFHINNR , AREFER deleteVersion MR NI R,
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
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import
import
import

import

(R

com.amazonaws.services.s3.AmazonS3;
com.amazonaws.services.s3.AmazonS3ClientBuilder;
com.amazonaws.services.s3.model.*;

java.util.Iterator;

System.out.println(" - removing versions from bucket");

VersionlListing version_listing = s3.listVersions(

new ListVersionsRequest().withBucketName(bucket_name));

while (true) {
for (Iterator<?> iterator =

version_listing.getVersionSummaries().iterator();
iterator.hasNext(); ) {
S3VersionSummary vs = (S3VersionSummary) iterator.next();
s3.deleteVersion(

bucket_name, vs.getKey(), vs.getVersionId());

if (version_listing.isTruncated()) {
version_listing = s3.listNextBatchOfVersions(
version_listing);

} else {
break;

EZ 4 GitHub LR EE R B,

i BR 22 1A
EMBRBHHONR ( LEABEZIMAZEFONR ) &, A AERA AmazonS3 & im#Y

deleteBucket HEMEREAR S,

F Ao

import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;
regions.Regions;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.*;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import java.util.Iterator;
K5

System.out.println(" OK, bucket ready to delete!");
s3.deleteBucket(bucket_name);

%28 GitHub & R Hl.
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(® Note
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£/ AmazonS3 &%y putObject & , ANHRERBFRN, BEMNME LEHNXXHF, FHEBLL
MEFE , BNFHIAER,
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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(8T

System.out.format("Uploading %s to S3 bucket %s...\n", file_path, bucket_name);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.putObject(bucket_name, key_name, new File(file_path));
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);

HZ | GitHub L ZZERHGI,
Bl 3T &R
EREMPIIRIIFK , A AmazonS3 B imkY 1istObjects 3% , HAHREMHB AN,

listObjects A ERE— Objectlisting MR , ZNREMEXFHEBPINRNES . EIHIR
B (®) , UM getObjectSummaries FEIREL S30bjectSummary R FIEK , HAESNX
KERTFHEEPN IR, RAFEAAHE getKey FEUAREXNRE W,

F Ao

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

(ST

System.out.format("Objects in S3 bucket %s:\n", bucket_name);
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
ListObjectsV2Result result = s3.listObjectsV2(bucket_name);
List<S30bjectSummary> objects = result.getObjectSummaries();
for (S30bjectSummary os : objects) {

System.out.println("* " + os.getKey());

BZH GitHub LT E R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/PutObject.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/ObjectListing.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectSummary.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListObjects.java
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£/ AmazonS3 &/ kY getObject & , HOHEAEETHMBAN RO EH. WRKI , IFH
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B LUBE X getObjectContent A S30bject RIKEBW RN T, XFRE—4
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import
import
import
import
import
import

import

(8T

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

java.io.File;

AmazonServiceException;
regions.Regions;

services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.S30bject;
services.s3.model.S30bjectInputStream;

System.out.format("Downloading %s from S3 bucket %s...\n", key_name,
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {

S30bject o = s3.getObject(bucket_name, key_name);
S30bjectInputStream s3is = o.getObjectContent();
FileOutputStream fos = new FileOutputStream(new File(key_name));
byte[] read_buf = new byte[1024];

int read_len = 0;
while ((read_len
fos.write(read_buf, @, read_len);

}

s3is.close();
fos.close();
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
} catch (FileNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1);

= s3is.read(read_buf)) > 0) {

bucket_name);

.build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3Object.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectInputStream.html
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} catch (IOException e) {

System.err.println(e.getMessage());
System.exit(1);

505 GitHub LM EE RH,
4. BYRBHENR

AT LAE A AmazonS3 F IR copyObject AEFMNEN—IMHEHE S — M. EXAENFE
FNEERNEN., EESHNNRUR BIEMEEET.

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

(8T

try {
s3.copyObject(from_bucket, object_key, to_bucket, object_key);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
}

System.out.println("Done!");

EZ 4 GitHub L EE RS,
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A LU copyObject & deleteObject BEFEARBHREGENR , FXREFNRES
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetObject.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CopyObject.java
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

(R

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.deleteObject(bucket_name, object_key);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1l);

B5H GitHub FHZERHl,
—RERBRZ X R

£ AmazonS3 & i deleteObjects A% , BAILULEE - MIPHNZS IR RNBEHLES
link:sdk-for-java/v1/reference/com/amazonaws/services/s3/model/DeleteObjectsRequest.html 757%
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

(R

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

DeleteObjectsRequest dor = new DeleteObjectsRequest(bucket_name)

.withKeys(object_keys);

s3.deleteObjects(dor);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObject.java
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A LAR Amazon S3 FEERBAX REA ARG FI&R (ACL) , LASEIXS Amazon S3 BRIV FE4H 1%
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(® Note
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EIREVERY 281 ACL , 1A AmazonS3 B getBucketAcl 773% , NE@EM HRACUBMITEN,
5 7E R El AccessControlList R, BIREFIRFHNBNAEERN , HAAHE getGrantsAsList
FiE , XARE—NEE Grant X REIFRE Java Fll3kR,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.Grant;

(8L

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

AccessControllList acl = s3.getBucketAcl(bucket_name);

List<Grant> grants = acl.getGrantsAsList();

for (Grant grant : grants) {

System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());

}
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObjects.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
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System.exit(1);

%2 GitHub -8 E R A,
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EARMSERIZEREX ACL FIER |, EAH AmazonS3 B setBucketAcl Fit, XEE—|

AccessControlList &R , EBERBRNEMERENH PR FIER,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.EmailAddressGrantee;

(8T

final AmazonS3 s3 =

AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {
// get the current ACL
AccessControllList acl = s3.getBucketAcl(bucket_name);
// set access for the grantee

EmailAddressGrantee grantee = new EmailAddressGrantee(email);

Permission permission = Permission.valueOf(access);
acl.grantPermission(grantee, permission);
s3.setBucketAcl(bucket_name, acl);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

(® Note
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
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A Ax FRARIERE

#HZ# GitHub LRI TE R B,
FREUXT SRAY 13 [R] 428 1 51 &

EREREILE ACL , i518MA AmazonS3 9 getObjectAcl % , FEEM MR REN ZKELT
PA#4TE#,. M getBucketAcl 2, BbI57ERFIRE —4 AccessControlList &R , A LA E X

E&/ Grant,

F Ao

import
import
import
import
import
import

(8

try {

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

AmazonServiceException;

regions.Regions;

services.
services.
services.

.services.

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.AccessControlList;
s3.model.Grant;

AccessControllist acl = s3.getObjectAcl(bucket_name, object_key);
List<Grant> grants = acl.getGrantsAsList();

for (Grant grant :

}

grants) {

System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());

} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
System.exit(1);

E55 GitHub LM ZEE R4,
REX REV TG RFEHI &

ERINSE ST RIT ACL BIRER |, 5 AmazonS3 B setObjectAcl 53k, XEE—N
AccessControlList R , ©BERBERNEMERENH R RN FIER,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
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import com.
import com.
import com.
import com.

(R

try {

// get the current ACL
AccessControllList acl = s3.getObjectAcl(bucket_name, object_key);

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.AccessControllList;
s3.model.EmailAddressGrantee;

// set access for the grantee

EmailAddressGrantee grantee = new EmailAddressGrantee(email);

Permission permission

= Permission.valueOf(access);

acl.grantPermission(grantee, permission);
s3.setObjectAcl(bucket_name, object_key, acl);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

(® Note

O LAE Grantee REFR BN BN —RRAF |, LA LAEA EmailAddressGrantee 3£
BB FHHFREHRNE  XEXARSE.

EZ 4 GitHub LR EE R B,

EZER

«  {Amazon S3 API Reference) ## GET Bucket acl
«  {Amazon S3 API Reference) ## PUT Bucket acl
«  {Amazon S3 API Reference) ##y GET Object acl
« {Amazon S3 API Reference) H# PUT Object acl
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPUTacl.html
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RIE 7 MR

BRLBES AT AN BEN S3 FRMIREF AR

« A AmazonS3 &E ik setBucketPolicy # N E R SetBucketPolicyRequest
o FERABRFEEAMAERE XA (JSON ) B setBucketPolicy EFREE IR EREE

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.auth.policy.Policy;
import com.amazonaws.auth.policy.Principal;

(R

s3.setBucketPolicy(bucket_name, policy_text);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

{5 Al SRR 3 4 B S R VI SR B
N setBucketPolicy RHUFHBWREET , BAIUHRITU TR

« £/ JSON BRAP N AR FZRFREEIEERE
« £ Policy 222 5K BE

£/ Policy K , BFXBOMMERERENRFHFRNEN, EM Policy KIREL JSON K&
&, BEEAH tolson B,

F Ao

import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.actions.S3Actions;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/SetBucketPolicyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/policy/Policy.html
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import com.amazonaws.services.s3.AmazonS3ClientBuilder;
AR

new Statement(Statement.Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)
.withResources(new Resource(
"{region-arn}s3:::" + bucket_name + "/*")));
return bucket_policy.toJson();

Policy Rt fromIson 5% , ELZHERAE AR JSON FRHHMEERR, %
FESBIEXARUBRATURRNERRBEN , MIRREIXAER , REKMHA SR
IllegalArgumentException,

Policy bucket_policy = null;
try {
bucket_policy = Policy.fromJson(file_text.toString());
} catch (IllegalArgumentException e) {
System.out.format("Invalid policy text in file: \"%s\"",
policy_file);
System.out.println(e.getMessage());

SERBMERBL A, RATRIEEM XA A BT At 775515 B8V R B
2 GitHub LRI TE TR B,

TR EW 17 i 475 SR B

EK R Amazon S3 FHIEEE , HAA AmazonS3 IR getBucketPolicy FiE , WA MMEE

48 LUR R B

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

(8T
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetBucketPolicy.java
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try {
BucketPolicy bucket_policy = s3.getBucketPolicy(bucket_name);
policy_text = bucket_policy.getPolicyText();

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

MREEENFER/IFE. BRXEVRAZEEBHNRIVEEF TS EFEBEEE , 251K

AmazonServiceException,
EZH GitHub LR TE RG],
I RERE YR A

EffBRAEREE , B AmazonS3 BF %M deleteBucketPolicy , H A HEBAFEERR,

F Ao

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

(R

try {
s3.deleteBucketPolicy(bucket_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

B IR R AR , ZAEthaKIl. MRTEENFEBBENTEE , RELLEHRZEE
RHPR , £5|% AmazonServiceException,

%5 GitHub £ ZE R A,
EZER

«  {Amazon Simple Storage Service AAF1ER) HHYIH R K ERIE S R
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetBucketPolicy.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucketPolicy.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-policy-language-overview.html
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{Amazon Simple Storage Service A 1ER) FHREE RO

£ A TransferManager .47 Amazon S3 &/E

& B LAE FAAWS SDK for Java TransferManager 25 7] 58 #th {5 34 M tth IR 35E 42 5 2 Amazon S3 F5%
FHRM—N S3UEEHIT R —4 S3{UB, TransferManager AIFREMEMHEE , UREERIRE &
HFR T

(® Note
B{ESREE
BIWER 1746455 A AbortincompleteMultipartUploadAmazon S3 4 a5 B M N,
ZHNIE R Amazon S3 FILERBHEREEEERBANTRN D& L&, HETRENE
BR#IRT , Amazon S3 G 1L E1& | RS BRAKSERHY L& B IR,
BXEZER , 55 (Amazon S3 AAFERM) PWEARETEFNBETEASRE.

(® Note

XEREBROMBESLRT BEEFHAWS SDK for Java PHAZR , AESEAEERTIF A AWS
FIEMX P RESREBRIA AWS Eil,

LR E F

TransferManager RIS 304, U5 R B K L& B8 2 51 6122 8947 Amazon S3 1,
£
- LEEANAXH

- EEXHIIE
- FERBH

EREANNHF

@A TransferManager #J upload J75% , £ Amazon S3 @&, 8B (MR ) BHMARELEZW
X H4#I#REE Java File TR
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https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(e

File f = new File(file_path);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Upload xfer = xfer_mgr.upload(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

upload FEVENREE , AERMA— Upload WR , ATREERERSREFEHTH.

BSRESEH TR T BEXEIAA TransferManager 9 shutdownNow J53% 2 B {E
waitForCompletion FIhERAMANER . EFFERMTHET , B R BHUITHE R RS
ENEH., BXEZEE , BSRREERRSHHEE,

B2 R GitHub LM EE R,
&SI
EEE - RBELEZANXHE , BIAA TransferManager uploadFilelist A3k , F R HIEMH

« Amazon S3 F#EE T
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
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. — A File R , KN KFTIAT IR ABEN AN B S

c —AListWR , BE AT LW File WK

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(BT

ArraylList<File> files = new ArraylList<File>();
for (String path : file_paths) {
files.add(new File(path));

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadFilelList(bucket_name,
key_prefix, new File("."), files);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();

BSRESFEHTRIT BAEXEARA TransferManager B shutdownNow 75 3% 2 B F
waitForCompletion FIITEHARNES . EESEMTRAN , B AHOFTE R RS
ENEH. BXEZELR , BSRARIEHRESNHE,
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https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/List.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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A {E A uploadFilelList REH MultipleFileUpload X RREME RS E, BXRESZER
BS R WA HN Y EMER ProgressListener SREUE #ii E .

B LAEA MultipleFileUpload Y getSubTransfers FEN BE BN SN SUHIREE AN
Upload R, BXEZEE , BSRERM A ERNHIE,

25 GitHub LM A,
LEBAR

A £ A TransferManager Y uploadDirectory A E@E A FLUEIFI AR E #1F B FH 8 AR £
KEEREANHEFR, BRME— Amazon S3 FHEBEEN. — N SSRIR. —MNRTEEFIHN Kb
B &K File RM—1 boolean f , ZEERERBZTELNEASXEHFHF (true = false ) -

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(R

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadDirectory(bucket_name,
key_prefix, new File(dir_path), recursive);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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BSRESEH TR T BAEXEIRR TransferManager B shutdownNow J5 3% 2 B F
waitForCompletion BINFTERAMMER. EEFHRBMTHN , B URBZMTE R LRSI #
ENEH. BXELZER , BSRARIEHRESNHE,

AIEA M uploadFilelList IRE/Y MultipleFileUpload SRR EBWEHMRATHAE, AXESZER
ESRRAEHN a3 EMER ProgressListener SRERE I E o

B L ER MultipleFileUpload #9 getSubTransfers &N B BN SN SHIREEAD
Upload R, BXEZEE , BSREMFERNIE,

%5 GitHub £ ZE R A,
TEXHEE %

£ A TransferManager £ M Amazon S3 F&E £ M4 ( Amazon S3 XK ) B F ( — Amazon S3
WEN , BRIRER ) .

ES ]
« THEANNHE
- THEX

TEEANH

£/ TransferManager ¥ download 5% , A N HRHIEETHRHXI R Amazon S3 BB, &
(NR) BHM— File R (ZNRRTEELAHRE LOIENXXH ) .

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;

(R

File f = new File(file_path);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Download xfer = xfer_mgr.download(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();

BSREFEH TR T BAEXEIRR TransferManager B shutdownNow J5 3% 2 B F
waitForCompletion EJZIJJEEJZ%?H’H_MO EEFERTRE , BB AT E X ERS 3
ENEH. BREZEE , BSRARIERRESNHE,

EHZ M GitHub LI TEE R A,
T#HBE %

EM Amazon S3 TH—HHEZ— PN HBRIRN XY (KXLUTXHRELNER) |, IFEH
TransferManager downloadDirectory A&, ZHEZFETEE THHNF RN Amazon S3 FEH
B, IBNKAZHXNRAEKN — File R ( KNKRTESXH TRV AL REEF ). W
REETERHTEFE , Fol2kE R,

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;

(8T

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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MultipleFileDownload xfer = xfer_mgr.downloadDirectory(
bucket_name, key_prefix, new File(dir_path));

// loop with Transfer.isDone()

XferMgrProgress.showTransferProgress(xfer);

// or block with Transfer.waitForCompletion()

XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

BSRESEH TR T BEXEAA TransferManager B9 shutdownNow J53% 2 8 {E
waitForCompletion FIhERAMNER . EFFERMTHE , B R IBHUITHE R RS
ENEH., BXEZEE , BSRREERARSHEE,

%25 GitHub LB T RAI,
EHXYR
EFRKRMN—D S3HEHIT S — S3 4 , 0JFEH TransferManager copy 5 %o

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Copy;

import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

(R
System.out.println("Copying s3 object: " + from_key);
System.out.println(" from bucket: " + from_bucket);
System.out.println(" to s3 object: " + to_key);
System.out.println(" in bucket: " + to_bucket);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
Copy xfer = xfer_mgr.copy(from_bucket, from_key, to_bucket, to_key);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
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XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();

HZ 5 GitHub LRYTTE R,
BFFE BT

MRAEEBMERBPELEENNARR (REE ) , WAIEA Transfer O/
waitForCompletion A3:RMEIET  EEAHTERBEEARE,

try {
xfer.waitForCompletion();

} catch (AmazonServiceException e) {
System.err.println("Amazon service error: " + e.getMessage());
System.exit(1l);

} catch (AmazonClientException e) {
System.err.println("Amazon client error: " + e.getMessage());
System.exit(1);

} catch (InterruptedException e) {
System.err.println("Transfer interrupted: " + e.getMessage());
System.exit(1l);

MREEFA ZelwaitForCompletion BHAEH, EHMLRE L XHRANGIHER
ProgressListener F W EEH , N AIREUE i E,

EZ 1 GitHub LHYZE TR,
IREVE PR S MH E

TransferManager upload*. download* fl copy FZFTREIN BN ETREITENLNEA , &
HEUR T © R E XK BRELE RS XHIRE,

% RE A
Copy ( £l copy
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrCopy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Copy.html
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E R [E 5

E download

MultipleFileDownload downloadDirectory

L& upload

MultipleFileUpload uploadFilelist , uploadDirectory

FRAXLRERSLHE Transfer M. Transfer MK T ATREUEMHEE ., EFIRE & 5 SURIREUE
WL RRSREERSHER S *.
F&
- RAERINIRIHE
 {£ M ProgressListener 3R E4% % it B
- FRERFIRBAEHE

Rifm SR E
LERTENfEmMEE  EHSTHRERIRE , REEARTHRETH HRLRS

F Ao

import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgresslListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

(R

// print the transfer's human-readable description
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Download.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileDownload.html
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System.out.println(xfer.getDescription());
// print an empty progress bar...
printProgressBar(0.0);
// update the progress bar while the xfer is ongoing.
do {
try {
Thread.sleep(100);
} catch (InterruptedException e) {
retuzrn;
}
// Note: so_far and total aren't used, they're just for
// documentation purposes.
TransferProgress progress = xfer.getProgress();
long so_far = progress.getBytesTransferred();
long total = progress.getTotalBytesToTransfer();
double pct = progress.getPercentTransferred();
eraseProgressBar();
printProgressBar(pct);
} while (xfer.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = xfer.getState();
System.out.println(": " + xfer_state);

HS 5 GitHub L& R,
{# F ProgressListener 3R BUE i 3

& LAME A Transfer # O/ addProgressListener A% ProgressListener B i EI{E 4% %

ProgressListener REBE—/J3% |, Bl progressChanged , b5/ R A ProgressEvent IR, &
AILAE L RIREUREN B FZ T (B A H getBytes 53%) MBI EAMNFET R (BIAA
getBytesTransferred),

F Ao

import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgressListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressEvent.html

AWS SDK for Java 1.x

A Ax FRARIERE

import java.util.Arraylist;
import java.util.Collection;

(8T

File f = new File(file_path);
TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Upload

1)

u = xfer_mgr.upload(bucket_name, key_name, f);
// print an empty progress bar...
printProgressBar(0.0);
u.addProgressListener(new ProgresslListener() {
public void progressChanged(ProgressEvent e) {
double pct = e.getBytesTransferred() * 100.0 / e.getBytes();
eraseProgressBar();
printProgressBar(pct);

// block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(u);

// print the final state of the transfer.
TransferState xfer_state = u.getState();
System.out.println(": " + xfer_state);

} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

B2 GitHub LM ZE R4,

RELF R R R E

MultipleFileUpload £ @3 A H getSubTransfers FERREAXEFEHNER, BFRE

Upload ¥ REVFAE AT Collection , H# BIHRHEN FRERANEZRRSHEE.

F Ao

import com.
import com.
import com.
import com.

amazonaws
amazonaws
amazonaws
amazonaws

.AmazonClientException;
.AmazonServiceException;
.event.ProgressEvent;
.event.ProgresslListener;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Collection.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html

AWS SDK for Java 1.x

A Ax FRARIERE

import com.amazonaws.services.s3.transfer.*;
import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

(8T

Collection<? extends Upload> sub_xfers = new ArraylList<Upload>();
sub_xfers = multi_upload.getSubTransfers();

do {
System.out.println("\nSubtransfer progress:\n");
for (Upload u : sub_xfers) {
System.out.println(" " + u.getDescription());
if (u.isDone()) {
TransferState xfer_state = u.getState();
System.out.println(" " + xfer_state);
} else {
TransferProgress progress = u.getProgress();
double pct = progress.getPercentTransferred();
printProgressBar(pct);
System.out.println();

// wait a bit before the next update.
try {
Thread.sleep(200);
} catch (InterruptedException e) {
return;
}
} while (multi_upload.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = multi_upload.getState();
System.out.println("\nMultipleFileUpload " + xfer_state);

&5 GitHub k=& R,
EZER

« {Amazon Simple Storage Service FAF1ER) FHIX REE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMetadata.html
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£ Amazon S3 HELE N Mk

SET LABLE Amazon S3 iR , EEEAEMIERLENITH, BERTIERE  BFEEREEMILE
o

(® Note

XEREROMBRESRT #EEFHAWS SDK for Java FHAZR , ABSEAEER TIF A/ AWS
EIFAMX PR EBEREBRIA AWS Eif,

REFERBIMIEEE

Ei%i& Amazon S3 MUEE , BFEAEZRERENEEN , URETERMNLEEN
BucketWebsiteConfiguration 35 , 3k AmazonS3 #Y setWebsiteConfiguration Fi%o

RERSINHERLFEN ; IEHMSHBMRALEN.
F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

(8T

String bucket_name, String index_doc, String error_doc) {
BucketWebsiteConfiguration website_config = null;

if (index_doc == null) {
website_config = new BucketWebsiteConfiguration();
} else if (error_doc == null) {

website_config new BucketWebsiteConfiguration(index_doc);
} else {
website_config

new BucketWebsiteConfiguration(index_doc, error_doc);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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try {
s3.setBucketWebsiteConfiguration(bucket_name, website_config);
} catch (AmazonServiceException e) {
System.out.format(
"Failed to set website configuration for bucket 'S%s'!\n",
bucket_name);
System.err.println(e.getErrorMessage());
System.exit(1l);

(® Note

BREMIEEETERENFEEBNITRNR, EFEENXHE Web L0 |, BIEEZEERE
—NEHEEERE , AFNEEEPXHNAIERIFRNE, BEXEZER , HSREABE
B EIEXT Amazon S3 KA 8],

&5 GitHub L HI =& R,
IREVAF ik A HY P IS B B

EIREX Amazon S3 WEVMILELE , BEAERRHEBENRE B MHKIAA AmazonS3 #Y
getWebsiteConfiguration 5%,

$F L BucketWebsiteConfiguration SRR IREEE, MRIZEFEBIEMEEE , N/ SIRE
nUllo

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

(8T

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetWebsiteConfiguration.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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BucketWebsiteConfiguration config =
s3.getBucketWebsiteConfiguration(bucket_name);
if (config == null) {
System.out.println("No website configuration found!");
} else {
System.out.format("Index document: %s\n",
config.getIndexDocumentSuffix());
System.out.format("Error document: %s\n",
config.getErrorDocument());
}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to get website configuration!");
System.exit(1l);

HZ 5 GitHub LRYTE R,
R 17 A AR Y R S B 2

EMIER Amazon S3 RBHIMLELE |, EEAEMN M BREE R EH B FKRIEA AmazonS3 #Y
deleteWebsiteConfiguration Fi%o

F Ao

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

(R

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
s3.deleteBucketWebsiteConfiguration(bucket_name);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to delete website configuration!");
System.exit(1);

¥ Amazon S3 HBELE W Ik 189


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetWebsiteConfiguration.java
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BEZH GitHub LR SEERHI,

EZER

« {Amazon S3 API Reference) ##J PUT Bucket website
« {Amazon S3 API Reference) ##J GET Bucket website
+  {Amazon S3 API Reference) H#J DELETE Bucket website

£/ Amazon S3 E iR &R

£/ Amazon S3 MN&EE F im N EE R E AR T HF#EE Amazon S3 FHVERE R RE—FFHH
RPN —T5E, ED PO REIEREOARNENNARFCENEE Amazon S3 & E i,

MREFBAENE , BFSH CAWS KMS AEARIERE) ROMZEERANR | KBT #NEZARE M0
REE, ETHEXRFE AWS SDK WNEHELZIFEER |, 55 Amazon Web Services —fi&SZ H Y
Amazon S3 ZEFim &/ AWS SDK X,

® Note

XERBRAIBRER T #ERAAWS SDK for Java HFHIAR , # BERAREATIFRH AWS
FUEM X E A ESEERMIA AWS Fil,

MREFEHNE 1.11.836 HEKRAKHAWS SDK for Java , i§Z 1 Amazon S3 INBEFimiEH |, 7
BEXFNARFIRIESRANEE., NRETETH , H55 GitHub EM LR,

MBEEANE 1.11.837 RE S RAEHAWS SDK for Java , iFX % TEHIHHN REEBLER
Amazon S3 B iw N,

FJ
+ Amazon S3 B Ik MZRE & & F ik 4
+ Amazon S3 EF wMZE S AWS KMS & %4A

Amazon S3 BEFRINZREEF kT Z4A

LA R BIMEA AmazonS3EncryptionClientV2Builder 25812 /5 A& P iw N ZEH Amazon S3 Bk, /B
AR, #FERAE PR L& F Amazon S3 BEAX REFINZE ., SEALEFiRM Amazon S3 3REX
MR RET B EE,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteWebsiteConfiguration.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketDELETEwebsite.html
https://docs.aws.amazon.com/kms/latest/developerguide/crypto-intro.html
https://docs.aws.amazon.com/general/latest/gr/aws_sdk_cryptography.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/S3Encrypt.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
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® Note

LT RAERINMBE SR Amazon S3 B mNBZMEFEENEFmEFH, BT HM
B&ERAMZER AWS KMS F£E %4 , 258 Amazon S3 B i INZELS AWS T E 247,

B A% ik Amazon S3 tNEZRS , A LUNR M MZERKXP#HITERE : EFEFORIEHZLSFHRILE.
UTEH25ATOAEREMER, ETHESMEEAMWMHEL , 55K CryptoMode E o

import com.amazonaws.ClientConfiguration;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3EncryptionClientV2Builder;
import com.amazonaws.services.s3.AmazonS3EncryptionV2;

import com.amazonaws.services.s3.model.CryptoConfigurationV2;

import com.amazonaws.services.s3.model.CryptoMode;

import com.amazonaws.services.s3.model.EncryptionMaterials;

import com.amazonaws.services.s3.model.StaticEncryptionMaterialsProvider;

Z %5 ARIEmES
WMRKIEE CryptoMode , MEIAERX N LK & G RIEMNE,
ESXBALEN | BE withCryptoConfiguration HEFIEE

StrictAuthenticatedEncryption {&,

® Note

EFAFFIRZLSHRIINE |, BATNRFH Bouncy Castle jar X 1A B AR FHIKIEE
H,

(R

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
https://www.bouncycastle.org/download/bouncy-castle-java/
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.withRegion(Regions.US_WEST_2)

.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))

.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))

.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY2, "This is the 2nd content to
encrypt");

Z F R MZER

£/ AuthenticatedEncryption XY , EMEHESNAXHNBHAOEE L, EHEXTH
B, ZEZRRICHEENROTEYE  MRREXY , W XRE. BXELFHRIEMBEXTHE
FENEZEMESR , HSHIEEE Amazon S3 Client-Side Authenticated Encryption,

(® Note

EFERAEFRLSHRIENE | BATE&EHH Bouncy Castle jar XA N AEFHEER
F,

EZAER |, B AuthenticatedEncryption AEAEE withCryptoConfiguration B,

(8T

AmazonS3EncryptionV2 s3EncryptionClientV2 =
AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.DEFAULT_REGION)
.withClientConfiguration(new ClientConfiguration())
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode(CryptoMode.AuthenticatedEncryption))
.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))
.build();

s3EncryptionClientV2.putObject(bucket_name, ENCRYPTED_KEY1l, "This is the 1st content to
encrypt");
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https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
https://www.bouncycastle.org/download/bouncy-castle-java/
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Amazon S3 EFmMABE S AWS KMS 15 %47

LR R BIER AmazonS3EncryptionClientV2Builder 2812 /8 A &E FiwNZ /) Amazon S3 & ik, B
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KA REPRF BB R

@ Note
BUF RBIER IS Amazon S3 B IHINIEN AWS HEZAERASEM. E T BN NE

5

B HAZE % Amazon S3 INZ&at
UTErRE TSRS ER, ETHSHEXNFEHABHE L |

R
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HEHFA

NIXLERPIGF AL TR,
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import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

ZF RS 0RIEINE

R

/Ch

EAEFis L& Amazon S3 BVEAIX REFNE, FEA LT wM Amazon S3 3REX

BCHNZBABREREA , i3/ Amazon S3 BEFIRMEBRE R~ inE &,

AUMRMBERX P RITIER  EFRFORIEHE S ORI,

N

#2Z 1 CryptoMode 7 X

ClientConfiguration;
regions.Regions;

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

kms
kms
kms
kms
s3.
s3.
s3.
s3.
s3.
s3.

. AWSKMS;

.AWSKMSClientBuilder;
.model.GenerateDataKeyRequest;
.model.GenerateDataKeyResult;
AmazonS3EncryptionClientV2Builder;
AmazonS3EncryptionV2;
model.CryptoConfigurationV2;
model.CryptoMode;
model.EncryptionMaterials;

model .KMSEncryptionMaterialsProvider;

MR RIEE CryptoMode , MEIAERXN N ALK FHRIEIMNE,

EEXSAHESR |, BE withCryptoConfiguration FERFIEE
StrictAuthenticatedEncryption {&,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
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® Note

EFAEZEFRLSHRIEME , BATUF&EFHH Bouncy Castle jar XA M AREFHI KRR
.,

(8T

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {consolel}");
System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

Xt putObject MEEFixEA Amazon S3 HEM EEITR,

(R

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {console}");

BRLMERR - M EFRERZNR. HREIEMA getObjectAsString FIEMUK RIFHENF R &,

(8T

System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

Z F R MZEER

£/ AuthenticatedEncryption XY , EMEHESNAXHNBHAOEE L, THEXTH
B, ZEZLRICHENROTEYE  MRREXY , W5 ARE. BXRELFHRIEMBERXTHE
FENEZFMER , BSHIEEXE Amazon S3 Client-Side Authenticated Encryptiono

f# /A Amazon S3 B ik % 194


https://www.bouncycastle.org/download/bouncy-castle-java/
https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
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® Note

EFAEZEFRLSHRIEME , BATUF&EFHH Bouncy Castle jar XA M AREFHI KRR
.,

EZAES | 5 AuthenticatedEncryption 532 EE withCryptoConfiguration {Eo

(8T

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

Bl & AWS KMS & F i
BRIEBATAIETE T AWS KMS &% , BNBIAER T , Amazon S3 MEAZE F kK8 —MNMZE F iR
ERXNEHEIER AWS KMS EFiRi%E X , iH1%E awsKkmsRegion,

(R

Region kmsRegion = Region.getRegion(Regions.AP_NORTHEAST_1);

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withAwsKmsRegion(kmsRegion))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

HE , ZALUERABCSH AWS KMS B HRABRILINEZR - iR,
(e

AWSKMS kmsClient = AWSKMSClientBuilder.standard()
.withRegion(Regions.US_WEST_2);
.build();
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https://www.bouncycastle.org/download/bouncy-castle-java/
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AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withKmsClient(kmsClient)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

£ FHAWS SDK for Java By Amazon SQS R4l

L ER o IR AEEFAAWS SDK for Java 3 Amazon SQS #1TREH R,

(® Note

XERFRBEEREMHHEMBENNE, TENRONKBE GitHub LR, BAUERE
TEHEMNRXXMH , AU FEES G R A SR EPME =M , ARWEAZEITXLERHA,

£l
+ f£/ Amazon SQS JEERA\ 7|

A, EWHBIBR Amazon SQS JEE
1 Amazon SQS JEEBRASIE A KR
£ Amazon SQS % & A] AL A
f£ Amazon SQS # £ A FEERASI

£ Amazon SQS H 2R\

SEHEBAS 2B F & Amazon SQS R A Fh KX HEMNIBHEREE., BRMPEINRAG ; irH L%
H (FIFO)o ETHRAEXMIIURXLEXRAZ AINERNEZEER , ES (Amazon SQS Developer
GUide>> o

AREBA B A EFHAWS SDK for Java SR8IE, 5. MIBRFIIREN Amazon SQS BAFIEY URL.
BIZERA S

BEEH AmazonSQS & iwlY createQueue F3% |, FHIRE—NEIRA IS HH
CreateQueueRequest X &,
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https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sqs/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
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F Ao

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

(8T

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

CreateQueueRequest create_request = new CreateQueueRequest(QUEUE_NAME)
.addAttributesEntry("DelaySeconds", "60")
.addAttributesEntry("MessageRetentionPeriod", "86400");

try {
sqs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (!e.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

BOJLAEA createQueue BEILER | XRFEERSIBFREN A 022 ARER S,

sgs.createQueue("MyQueue" + new Date().getTime());

ES ¥ GitHub LN ZE R4,
5| i BA B
E5 HERIK B Amazon SQS BAFI , ATAH AmazonSQS FFimk 1istQueues FiE,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesResult;

(R

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
ListQueuesResult 1q_result = sqgs.listQueues();

£ Amazon SQS H 2B 197


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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System.out.println("Your SQS Queue URLs:");
for (String url : lqg_result.getQueueUrls()) {
System.out.println(url);

£/ listQueues BEF (THEMRSE) FREFAERSY, B LUEN @EEE -
ListQueuesRequest W HRRHFEIREIH LR,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesRequest;

(8T

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

String name_prefix = "Queue";

lg_result = sqgs.listQueues(new ListQueuesRequest(name_prefix));

System.out.println("Queue URLs with prefix: " + name_prefix);

for (String url : lqg_result.getQueueUrls()) {
System.out.println(url);

%S5 GitHub EHIEETRH.

FREXBA5IRY URL

A AmazonSQS & iwkY getQueuelrl 7%,
S PN

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(ST

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
String queue_url = sqgs.getQueueUrl(QUEUE_NAME).getQueueUrl();

B2 GitHub L ZE R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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I EREA 5l

A AmazonSQS & ik deleteQueue FHIERMRASIM URL,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(e

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sgs.deleteQueue(queue_url);

EZ 4 GitHub L EE R B,
EZER

«  {Amazon SQS Developer Guide) ## How Amazon SQS Queues Work
- {Amazon SQS API Reference) H#J CreateQueue

«  {Amazon SQS API Reference) HH) GetQueueUrl

«  {Amazon SQS API Reference) H#Y ListQueues

«  {Amazon SQS API Reference) H#J DeleteQueues

KiE, EWFMIER Amazon SQS JHE

AREBHER T AR, FBHRBIER Amazon SQS JHE. AR SQS BAFIRIEER.

B A AmazonSQS FFimkY sendMessage F& |, FEANEERME Amazon SQS RAY, 21t
BEBRAS URL, SEEENXMAEMERE ( AW R L ) B SendMessageRequest X R,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.SendMessageRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueues.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageRequest.html
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(8T

SendMessageRequest send_msg_request = new SendMessageRequest()
.withQueueUrl(queueUrl)
.withMessageBody("hello world")
.withDelaySeconds(5);
sgs.sendMessage(send_msg_request);

F2H GitHub £ TE RS,
—RMERBEZFHEE

FBAUE—MERPRESFER . EREZSFHER , A AmazonSQS EFiwH
sendMessageBatch 753% , b5 EX A SendMessageBatchRequest , F&E B &M% URL FMIE L%
HEEFIR ( BREEN R —4 SendMessageBatchRequestEntry ) » BB AI AN EZHEERE—D
AR HER(E

F Ao

import com.amazonaws.services.sqs.model.SendMessageBatchRequest;
import com.amazonaws.services.sqs.model.SendMessageBatchRequestEntry;

(R

SendMessageBatchRequest send_batch_request = new SendMessageBatchRequest()
.withQueueUrl(queueUrl)
.withEntries(
new SendMessageBatchRequestEntry(
"msg_1", "Hello from message 1"),
new SendMessageBatchRequestEntry(
"msg_2", "Hello from message 2")
.withDelaySeconds(10));
sgs.sendMessageBatch(send_batch_request);

%55 GitHub M= R4,

EUCHR

AIEE A AmazonSQS FF %M receiveMessage HiEH N EMAETIH URL , RERYEI{LT
BASIR NV ERDE S . JHEFEN — R 5| Message WHRIEE,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequestEntry.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/Message.html
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F Ao

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.SendMessageBatchRequest;

(R

List<Message> messages = sqs.receiveMessage(queueUrl).getMessages();

W F= M BROH B

EWEEEHABENAR , B EENERIWFAS] URL Ki%E| AmazonSQS % F ik
deleteMessage J &R MBA S Al BRIE .o

(R

for (Message m : messages) {
sqs.deleteMessage(queuelUrl, m.getReceiptHandle());
}

H2 5 GitHub LRYEE R,
EZER

«  {Amazon SQS Developer Guide) ## How Amazon SQS Queues Work
«  {Amazon SQS API Reference) HH) SendMessage

- {Amazon SQS API Reference) H#Y SendMessageBatch

- {Amazon SQS API Reference) H#J ReceiveMessage

«  {Amazon SQS API Reference) H# DeleteMessage

A Amazon SQS JEEBAFIE AKRif

ZIANERT , Amazon SQS ERAERIA , LI XEBRSFZN—NTE (ETNRBENDH ) , A
ERBEEMEENESSEMMF,

KRABEBTRIEFSEA Amazon SQS WA , EAIEZE XKIZE| Amazon SQS BAFIRY
ReceiveMessage &Rt , W4 F&E E S AR B M & B R ZE W B 2K , & AT SHBRRAY 2208 R7
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
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® Note
BELOZE 1 B 20 BB AME,

BIERAFIRT B A5 1A

E7£ 82 Amazon SQS RAFIEYE A1 , FIRE CreateQueueRequest X RHY
ReceiveMessageWaitTimeSeconds & , REHBIAMA AmazonSQS £ createQueue Fi,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

(R

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Enable long polling when creating a queue

CreateQueueRequest create_request = new CreateQueueRequest()
.withQueueName(queue_name)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

try {
sqgs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (!e.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

S H GitHub LY EE R,
EIEN LERAKEH

BRTEBIZERASIN S AKRRZI , BHEALUBEE SetQueueAttributesRequest LR &
ReceiveMessageWaitTimeSeconds , AREHBIAA AmazonSQS £ setQueueAttributes &
%, EMERRY EBRAKRIA,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
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F Ao

import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;
(R

SetQueueAttributesRequest set_attrs_request = new SetQueueAttributesRequest()
.withQueueUrl(queue_url)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

sgs.setQueueAttributes(set_attrs_request);

EZ 1 GitHub L EE R B,
EEVCHENERKREH

B EEBCEENBERAKRN , AERELREMLS AmazonSQS £ receiveMessage FHEM
ReceiveMessageRequest iR B FFHTE ( AW REN ),

(@ Note

ENAR AWS B imHiERER B K TFRAKRHEE (20 % ) , LBREN
receiveMessage B REEG T —RIOSHNTXERT !

F Ao

import com.amazonaws.services.sqs.model.ReceiveMessageRequest;
(R

ReceiveMessageRequest receive_request = new ReceiveMessageRequest()
.withQueueUrl(queue_url)
.withWaitTimeSeconds(20);
sqs.receiveMessage(receive_request);

%5 GitHub £ ZERH,
EZER

«  {Amazon SQS Developer Guide) A # Amazon SQS Long Polling
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ReceiveMessageRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-long-polling.html
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« {Amazon SQS API Reference) H#Y CreateQueue
«  {Amazon SQS API Reference) HHJ ReceiveMessage

«  {Amazon SQS API Reference) H#Y SetQueueAttributes

£ Amazon SQS Hig & AJ IL 488 A

N THERHSEWY , 7 Amazon SQS HIREIKVERELRBENMSIF |, ESIHEMER. EEENTLLE
BT EYE S , EEEWERRIBRAVE B AT ARG EERPER |, LAFEBIBS L EXE BT R MM R < 7l
EERPHR.

(® Note

ERFR ARSI, AT EERTTERIETSEVCERRIR, MREERANRITERS] , FRR
BRI RBREB AL B Z RN EIE — KB BRI EIR.

NEANERREFES R EEAR

LB EHER | A LABE £ ChangeMessageVisibilityRequest A 5H BBV 2 UK B R 1% I
AmazonSQS %K changeMessageVisibility A &R E o] IR AT,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(R

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Get the receipt handle for the first message in the queue.
String receipt = sgs.receiveMessage(queue_url)

.getMessages()

.get(0)

.getReceiptHandle();

sgs.changeMessageVisibility(queue_url, receipt, timeout);
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityRequest.html
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BEZH GitHub LR SEERHI,

— RN ZSFRERRERHE TR B

E-XMIRESZHEMNTI MR |, F8I2 ChangeMessageVisibilityBatchRequestEntry X
KHW5IER , BIMNRETEH—W ID MEWRAW, REFZIKREELS Amazon SQS & FimEN
changeMessageVisibilityBatch A%,

F Ao

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.ChangeMessageVisibilityBatchRequestEntry;
import java.util.Arraylist;

import java.util.list;

K5
AmazonSQS sqgs = AmazonSQSClientBuilder.defaultClient();

List<ChangeMessageVisibilityBatchRequestEntry> entries =
new ArraylList<ChangeMessageVisibilityBatchRequestEntry>();

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msgl",
sgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout));

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msg2",
sqgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout + 200));

sgs.changeMessageVisibilityBatch(queue_url, entries);

B2 GitHub LM ZE R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityBatchRequestEntry.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
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EZER

«  {Amazon SQS Developer Guide) AH# Visibility Timeout

«  {Amazon SQS API Reference) H#) SetQueueAttributes

«  {Amazon SQS API Reference) H# GetQueueAttributes

«  {Amazon SQS API Reference) H#J ReceiveMessage

«  {Amazon SQS API Reference) H#J ChangeMessageVisibility

«  {Amazon SQS API Reference) H# ChangeMessageVisibilityBatch

£ Amazon SQS H & A EERA S

Amazon SQS X #FIEIERASI. FEERAFIREAD (IR ) BAFI AR EAER oA AT AL B RV H S BT B RV A
5, SR LAESEERN SR E MR X LE S U AERELERMNRER.

I LIS A

SEERAFIM IR XN EEMEAFIAEE , EHLL TR :

« SEIERRFI A EIREA5IE T HHRERIBAFIKEL (FIFO SAR ),

« SEERAFI LM E IR E A EER AWS 0K M X,

X2 | BAQBHMERK Amazon SQS BASI , i —NAAEIEEBAS -

F Ao

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;

(ST

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Create source queue
try {
sgs.createQueue(src_queue_name);
} catch (AmazonSQSException e) {
if (l!e.getErrorCode().equals("QueueAlreadyExists")) {
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibilityBatch.html
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throw e;

// Create dead-letter queue
try {
sgs.createQueue(dl_queue_name);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

218 GitHub LM ZEE R4,
HIRA S8 EFEERASY
BIRERENT] , BXREB—NEN BN KM , ATEFIEE P IRBEZEMR, EHIEHHHU

JSON $57E , FIETESEERAFIEY ARN , BAREREEIIRIFHE 28 , RFEBETAERE &R

AW/ 88

ERNFRAYEEEHMRIKEE |, iEFH SetQueueAttributesRequest IR A A AmazonSQS FEH
setQueueAttributes 53k , HEREM JSON EF X KN IZXIRIXE RedrivePolicy &

import com.amazonaws.services.sqs.model.GetQueueAttributesRequest;
import com.amazonaws.services.sqs.model.GetQueueAttributesResult;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

(BT

String dl_queue_url = sqgs.getQueueUrl(dl_queue_name)
.getQueuelrl();

GetQueueAttributesResult queue_attrs = sqgs.getQueueAttributes(
new GetQueueAttributesRequest(dl_queue_url)

.withAttributeNames("QueueArn"));

String dl_queue_arn = queue_attrs.getAttributes().get("QueueArn");
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
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// Set dead letter queue with redrive policy on source queue.
String src_queue_url = sgs.getQueueUrl(src_queue_name)
.getQueuelrl();

SetQueueAttributesRequest request = new SetQueueAttributesRequest()
.withQueueUrl(src_queue_url)
.addAttributesEntry("RedrivePolicy",

"{\"maxReceiveCount\":\"5\", \"deadLetterTargetArn\":\""

+ dl_queue_arn + "\"}");

sgs.setQueueAttributes(request);
B2 GitHub LM R,

EZER

«  {Amazon SQS Developer Guide) #H# Using Amazon SQS Dead Letter Queues
+ {Amazon SQS API Reference) H# SetQueueAttributes

Amazon SWF{ER B R~HIAWS SDK for Java

Amazon SWF B—IHIT/EREERS , UHBHAAARWENT B2ARNIER , XETERTES
aEEs. FI/ERS Lambda S HITRIRFE SR,

JBIFAWS SDK for Java £/ Amazon SWF BRf 5% : £ SWF client ¥R EFEHEA T Java
#) AWS Flow Framework. &M F Java B AWS Flow Framework ¥ iAELBMEE KR , AR EFEH
T REHSEHKBEME | 620 Aspectd # Spring Framework, B3 FARIMB RHRELXRME |, EAfE
FAERT Java B9 AWS Flow Framework K1 ##ERBHIRNE. BEXEZEL , H3H (AWS Flow
Framework for Java Developer Guide) o

&R R T EEE A Amazon SWFE iR H AWS SDK for Java 2RI =61,
F&:

- SWF EXR4IR

- FJEFE# Amazon SWF N HREF

« Lambda %

- BEEXAEINITERIIELE

- EME

Amazon SWF R4l 208


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://aws.amazon.com/swf/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
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« B

SWF EZA AR

XL EET Amazon SWF EEFHAWS SDK for Javali —fixiE R, XEWRBEECETEATSE, EXER
BNNAMHIE  BSRMESE Amazon SWF NAERF.
Ak L 11

E A Amazon SWF N HEFRHEZEAWS SDK for JavaMit Y LA T K #iIN

* aws-java-sdk-1.12.* jar

« commons-logging-1.2.*.jar

* httpclient-4.3.%.jar
 httpcore-4.3.% jar

* jackson-annotations-2.12.*.jar
* jackson-core-2.12.* jar

* jackson-databind-2.12.*.jar

 joda-time-2.8.* jar

(® Note

BRAXERFINRASFRERERN SDK A ms , 18 SDK MiHHRAELT AN
i, FRERERIXERA,

ERAT Java B9 AWS Flow Framework B AREFEEHMIREN HMAET, BXxFRAERNES(E
B , i35 (AWS Flow Framework for Java Developer Guide) o

FA
BE , SULHUATSARTRBREL

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;
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&, FNHERNSALFENR, EARELA2HE

com.amazonaws.services.simpleworkflow.model T/EXAIEESTEMNZE

import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;

import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
import com.amazonaws.services.simpleworkflow.model.TaskList;

MEBEERER T Java B9 AWS Flow Framework , UM
com.amazonaws.services.simpleworkflow.flow TEXS A3, #im :

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
import com.amazonaws.services.simpleworkflow.flow.ActivityWorker;

(® Note

BR T AWS SDK for Java FIEARERS , AT Java B AWS Flow Framework iE B EI A E
R, BXEZER , H5H (AWS Flow Framework for Java Developer Guide) o

fEA SWF &Fim3s

#&3i@32 Amazon SWFAmazonSimpleWorkflowClient 2 AmazonSimpleWorkflowAsyncClient 225 #
TEARE, —ZZEMEEEZERE , \*AsyncClient F£IRE Future WRUFITHE (RF) HiE.

AmazonSimpleWorkflowClient swf = AmazonSimpleWorkflowClientBuilder.defaultClient();

FZE ¥ Amazon SWF R AR
I TR N A HAWS SDK for Java 8B Amazon SWF MARF , AENRERBRHNET —LEE

/80

xF Rl

N R EJ&@UE#E ANESH THER |, I\ AWS Cloud &M TEREIE (£ HelloWorld B9
RSP, XNZREMMRHEMNANE T ) HEWEN T EDEMRE.

BARELEERRXIEEME I Amazon SWF RARFHZSNMIE T/ENBHEAR :

« =N, AEETERRITHENZERE.
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https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowAsyncClient.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
https://aws.amazon.com/swf/
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« —ANHBITERE , ENRAMBAH  IEAHEXTERENEINF TERERITHEZBEIR
Fo

« —ANIERIELRE , BRI RRERF , RARKRESHEWMRE P ITRESD R F TER.

« —ANRBNEY , BNVEHIRTIIERPH—NIHEE T,

- —NEFHITELE, ?i’lﬂiﬁﬁ]ﬁﬂﬁﬁﬂﬂl‘*':I:'i:?'_rfﬁﬁJH‘}fo

o —ARBMESFIIEK , XR2H Amazon SWF £H KBS , BT RAERITERIES THELE.
FSIREATIE ;mIf’Fiifzﬁ’JﬁEﬂ?'\jJ/R%ﬁE %, AT R TELAENESHNENES

- —MNIERBHER , ATHRIERNHIT,

HJ/E8 , Amazon SWF HEIX LA HHYIRE | thiEM AWS Cloud B9/&% , EEMNZBEMERHIE |, &
EENMLNESEH , ARIEFTERNITALIESR,.

TEIRFZAF
RIS
SRR AN AR AL

« -AWS SDK for Java o

» Apache Maven (3.3.1),

« JDK 1.7 RESHRAR. NHEEH JDK 1.8.0 FTF RN,
- —MNERAM Java XA gRER (BEER).

® Note

MRBEANHNERETRZ Maven , IR AMEAER TERENMERELTRAUBIE | HEX
ANERRHREALLERENEES. AWS SDK for Java Al THFRE T ERERZFRSHEENER
HEZEE,

SitEL , BEEFEST/E , AHI BN SER BRI S A X F Amazon SWF EE AWS
SDK 3k,

A4 BRIABEB I LIEEAWS SDK for Java F , Rt TFE TEHAEMAR,

AWS 17 8]

=

ERNTRAHE , BXMERIGE AWS BRI P, UAREENERRE TS P
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X LB EIR T RGBS H H R B AR HE credentials XHFFHIIGRTEIE, ZRE A GRS
EULAIE AWS IAM Identity Center 1B Amazon SWF B IAM & 5%Bk, ¥ILIREHEIER |
&K credentials XHHEUFUTAR,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZVERYLONGSTRI

XEIRETEUE S default B E X HFHEXEK,
212 SWF 1B

1. £ Maven B3I ¥ E

mvn archetype:generate -DartifactId=helloswf \
-DgroupId=aws.example.helloswf -DinteractiveMode=false

X g el EEHRE maven I EH S HNFHIRE

helloswf
### pom.xml
### sxc
### main
# ### java
# ### aws
# ### example
# ### helloswf
# ### App.java
### test
#it#

B A ZBERMBIER test BRRHEPIENFERNR , RINTSNHEATIHHE, £ 7] UM ER
App.java , BARITEGERMRKBRE.

2. BT E K pom.xml X4 , BN aws-java-sdk-simpleworkflow 18R i 4k B R N El
<dependencies> HRARFIMIZER,

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
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<artifactId>aws-java-sdk-simpleworkflow</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

3. #4R Maven £/ JDK 1.7+ XIFMBRENITE ., FUATARRMEETME (£ <dependencies>
R a2 fE) B9 pom.xml # :

<build>
<plugins>
<plugin>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.6.1</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>

4RE5IH

TOITE SFEO MR ARE , RITEENEE

* HelloTypes.java -- @8 B, EMITERKEBE K SHUOAKHHRE, e BEXERAERE
SWF Ao

- ActivityWorker.java -- @&7&2) TELR , FRWEHIESHEWN PZEITE.

« WorkflowWorker.java - @& TERITELE ( RRERF ) , NRARFESHITRIFED.
 WorkflowStarter.java -- @8 TERBHRERF , HEHFIHN IERKNIT , XHFSH SWF FHRERR

RENIERESHIELREFER,
ERXHNEN SR

BRIENATRE Java KB XHHBELNERERK, HTFREZR , XESRESXRMHFTXH4E
MENZREN :

1. T B W src/main/java/aws/example/helloswf/ B FZHSI2 X #.
2. %h0 package FRREBNMHNWALATEREGAEZE, ROIMBFER :
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package aws.example.helloswf;

3. A AmazonSimpleWorkflowClient ZH] com.amazonaws.services.simpleworkflow.model

WEZEEFHSNERI import BB, H T REILERE , RINER :

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

EMEL, TERBMENRE

BTN B ATI01T3E HelloTypes. java TR, ENHFESHERE  ENTERTHFE
B FEXLEHE , SIIEDNEHAMRAUAR THERRE , 2 NESTIRER.

1. FIFNARRERHOEXH HelloTypes. java , AIMEBFTEAHABRBEAT RS A,
2. 583 HelloTypes RAMERME , UELEMAEI N THERREER :

public static final String DOMAIN = "HelloDomain";
public static final String TASKLIST = "HelloTasklist";
public static final String WORKFLOW = "HelloWorkflow";
public static final String WORKFLOW_VERSION = "1.0";
public static final String ACTIVITY = "HelloActivity";
public static final String ACTIVITY_VERSION = "1.0";

XEERERBFER,

3. BEFEHFEFH2E , 8l AmazonSimpleWorkflowClient 2Ky 3E4l, X 2 HAmazon SWFE AWS
SDK for Java iR EARED,

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

BIENAE A BRBRRIGFIES default BENXHAXEK, MREFEAEMEE X , FEOTH
RN LEENRE , REWN profile_name B#R7KERELE XH4H B o

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder
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.standard()

.withCredentials(new ProfileCredentialsProvider("profile_name"))
.withRegion(Regions.DEFAULT_REGION)

.build();

4. WINFHEEBLOEME) SWF Ho H5 RZMMEX SWF B M ITERRENEERSF. SWFAHR
EAUTE- NP S ERLERE,

try {
System.out.println("** Registering the domain '" + DOMAIN + "'.");

swf.registerDomain(new RegisterDomainRequest()
.withName(DOMAIN)
.withWorkflowExecutionRetentionPeriodInDays("1"));
} catch (DomainAlreadyExistsException e) {
System.out.println("** Domain already exists!");

EEMER , EFERMER (FE .. /. |. BHEFIXERFZHFE a1 £ 256 NFR4A
&) URREBH , XRET 'f’lzulbtmﬁ'mﬁkf Amazon SWF R & TERKITH LIEFREEN XE,
EENIERBITREBEN 90 X, EXEZER , S RegisterDomainRequest,

MREBZEMNEEEE , NF RARMNAFTREIREE

ZOETH 6 RETAZBERE,

(® Note

BEAREE R T EFAWS SDK for Javars &R —NERAER |, FENEES
simpleworkflow.model @5 ZE B RHYKIRM | Zan B EI A TEEEN owith* F3&
EHlLFE T,

5. AINERBEUEMATESIRE, E3) RRTERFH—DPITHEET,

try {
System.out.println("** Registering the activity type '" + ACTIVITY +
"-" + ACTIVITY_VERSION + "'.");
swf.registerActivityType(new RegisterActivityTypeRequest()
.withDomain(DOMAIN)
.withName(ACTIVITY)

.withVersion(ACTIVITY_VERSION)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskScheduleToStartTimeout("30")
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.withDefaultTaskStartToCloseTimeout("600")
.withDefaultTaskScheduleToCloseTimeout("630")
.withDefaultTaskHeartbeatTimeout("10"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Activity type already exists!");

SEMRBHBHARARFR , eNEMEMENEFA T E SEMAEMEIX ST, EHES
EZMALESE , HlIA TN SWF BZRESHHENRINESTIER , URERARIEDZTNEHD
PATPTA R ENR BN R8N . BXEZFEE , 27 RegisterActivityTypeRequest,

(@ Note
FIEEMNENAY NEUEE. AXxBENUAZETERRITHTELR , FSH Amazon
SWEF Timeout Types.

MREZHEMBENRBEEFE AN IR B OEME TER

KA, ﬂE/JuﬁFI ‘&?‘ﬁ/ﬂ%&ﬁ ) %Z/TI'VEML*I?ﬂ?fE’QJEZFEo

+
try {
System.out.println("** Registering the workflow type '" + WORKFLOW +
"-" + WORKFLOW_VERSION + "'.");
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()
.withDomain(DOMAIN)
.withName(WORKFLOW)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Workflow type already exists!");
}
+

EESRBEL , TERKEHENS FRAE FiR , CtEETEENERN, BXEZER , H5H
RegisterWorkflowTypeRequest,
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+

MBEBZFHEMN TERERSELE , NFF5| % TypeAlreadyExistsException. &f& , BB @R MH
main FEBAETNT , XRERSIFME, FHXRBMITIERER .

+

registerDomain();
registerWorkflowType();
registerActivityType();

P | LA LRIEHETRARERETIMNE  REMSEHED N TERTELREERD. EH
TH., TEREDZE  SEBEEFEALSR  XENDERE  BELAFTERT.

KHEE s TELE

E RTERPHNEATELE T, THERREMEE, BETHITRIES (RERIAEABRE) K@
REES. RENTHEREEESZSMESY , AR, REHAEUAFRMERNEEET,

SEH THELE B—BRNRB , BIWHE Amazon SWF ERREFHES KN TERRK, ERIEHES
B, ERHE 17X Y E Bh R B 3/ K OE BL3R B B TR

BATE SR IR 30 2N E B9 B R 5E ) THEL R,
1. TN RERS H BB ActivityWorker. java , FINEFESFHHABREFEEASTES A

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

2. EXHHAR ActivityWorker 38, FEHEHBIREK R UREFAKE Amazon SWF R ERY
SWF & :

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
3. RINFREEINFE

private static String sayHello(String input) throws Throwable {
return "Hello, " + input + "!";
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}

TR MRRNFERS | CHEHASTRRES , ABREELER, RRAWEHIER DWW ITEESSIX
BE  BREFNHECERNESRITAEHTRER 5| XEiR.

4. FIBATHBERDES I FEN main HiE. BINE RN —ERERELAESHIRDHES
£5% -

System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(
new PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(
new TaskList().withName(HelloTypes.TASKLIST)));

String task_token = task.getTaskToken();

SESBEN A Amazon SWF & F %Y pollForActivityTask FEM SWF EIWES |, EEER
ABY PollForActivityTaskRequest AR {8 F Y I3 FE S5 513K

—BIREES , BN FELFRAESH getTaskToken FFERK R e B —PRRF,

5. TR , EA-EABRLEELANES . FUTABRMMEEN main 7735 , ERBESHNL
REASTHRABNRES.

if (task_token != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '" +
task.getInput() + "'.");
result = sayHello(task.getInput());
} catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
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swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(task_token)

.withResult(result));
} else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");

swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(task_token)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));

MEESZSSTHERRE null , MEMNATAFRIETESN L (sayHello) , REC EEMES KEN A
ABHE,

MRESFEY ( REKEMER ) , N worker BEEA SWF B imHY
respondActivityTaskCompleted FEXRMRE SWF |, ZFEZERTEESTEIE S REIE
B RespondActivityTaskCompletedRequest Xt &K

—FHE , IRESEK , WEAE S EBAF A RespondActivityTaskFailedRequest X1 R#Y
respondAct1v1tyTaskFalled FEHTEE , OEARESTENERERNER.

® Note

MRLIE |, WEHTSKEFEXA, BRAXERT7TAHENTEE , AIEAXETE S X AE
A TR TAELERRME T HE THELENBAKES %,

K TAER TIFLRE

B IERZBNTHNIERIELXENRERY, TERIELEE TEREIIMIINBRIAES
SR E | ®ifE P Amazon SWF ZXRRFES

THERTHELEZRESH , EMEEPRBENREK (BEENREITRIFTESD) F REERE (540
T RIESD).

1. FTF A Ygr a8 H B2 34 WorkflowWorker. java , FINEFEBFEHARFEEASTES A,
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2. F—EFI S ARMEI L

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

import java.util.Arraylist;

import java.util.List;

import java.util.UUID;

3. 788 WorkflowWorker 3£ , BIZ B FihE SWF 5 3£ AmazonSimpleWorkflowClient 28324,

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

4. Wil main BiE. R EFEER , FH SWF FFi%H pollForDecisionTask AR HARFE
%, PollForDecisionTaskRequest i 4H1E 2.

PollForDecisionTaskRequest task_request =
new PollForDecisionTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST));

while (true) {
System.out.println(

"Polling for a decision task from the tasklist '" +
HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

DecisionTask task = swf.pollForDecisionTask(task_request);

String taskToken = task.getTaskToken();
if (taskToken != null) {
try {
executeDecisionTask(taskToken, task.getEvents());
} catch (Throwable th) {
th.printStackTrace();
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ERBEES2E , BITAAH getTaskToken 5% , XLRE AT A FRRESHWERE, MRIRE
HNESHEAE null , MFKAIE executeDecisionTask FEFR#H—FSAEY | MEEBEEES KX
MES LR HistoryEvent XY R#IFI &K,

5. %Il executeDecisionTask 5% , SREYES FE (String) M HistoryEvent %%,

List<Decision> decisions = new ArraylList<Decision>();
String workflow_input = null;

int scheduled_activities = 0;

int open_activities = 0;

boolean activity_completed = false;

String result = null;

BATE AT LUR B — L BIER A KIBIRA A |, a0

- ATHREESLHELRHRAENRIIK,

- AT REH“WorkflowExecutionStarted” B4 2 119 TER M AN FHF 8

- BIRIRITH (EEET) BT, AFEKEXITREL1THSHE LR ERZTHEESE
#Ho

- ATEREHIEERNHRE,

- ATREESERNZHSE , WFEERRNNIERERED,

6. TR , Rin—LRBE executeDecisionTask , EF HistoryEvent FEIRENEHREL
HREES AIEM getEventType R,

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
switch(event.getEventType()) {
case "WorkflowExecutionStarted":
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case "ActivityTaskScheduled":
scheduled_activities++;
break;
case "ScheduleActivityTaskFailed":
scheduled_activities--;
break;
case "ActivityTaskStarted":
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scheduled_activities--;
open_activities++;
break;

case "ActivityTaskCompleted":
open_activities--;
activity_completed = true;
result = event.getActivityTaskCompletedEventAttributes()

.getResult();

break;

case "ActivityTaskFailed":
open_activities--;
break;

case "ActivityTaskTimedOut":
open_activities--;
break;

}

}
System.out.println("]");

XNTFEMNHIHER , RINFBNBHR :

- “WorkflowExecutionStarted"S# , XIERIERPITEE S (BEEREENZETIERFTHN
F—NED) , HAXRETOHREA RBEBITERP), E“*EIJT*/RT XRBEANERIEN B
o, AN EREEFFERUETRIEDZTRER,

« “ActivityTaskCompleted" S 472 1T X & SE R G L B R IA E#F%UE &I IE B 5 RE B RY IR
B, EARIMNE—NED , BRITEERAZEENBNTERENS

HttS4RBETERFENAUER. BEXZENEHERENEER , B3 H HistoryEvent K8,

+FE  switch BAPHNFRFETE Java7 F5| A, MREFEHNR Java BWERFEMRA , WA LAEE
FA EventType 250 history_event.getType() JREIRY String IR AKEE , RETEEE
A EFRE String :

EventType et = EventType.fromValue(event.getEventType());

1. E switch iBR2/E , FMESRKRB , REFFMVIINES KA SEMREK #1T0EE,

if (activity_completed) {
decisions.add(
new Decision()
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.withDecisionType(DecisionType.CompleteWorkflowExecution)
.withCompleteWorkflowExecutionDecisionAttributes(
new CompleteWorkflowExecutionDecisionAttributes()
.withResult(result)));
} else {
if (open_activities == @ && scheduled_activities == 0) {

ScheduleActivityTaskDecisionAttributes attrs =
new ScheduleActivityTaskDecisionAttributes()
.withActivityType(new ActivityType()
.withName(HelloTypes.ACTIVITY)
.withVersion(HelloTypes.ACTIVITY_VERSION))
.withActivityId(UUID.randomUUID().toString())
.withInput(workflow_input);

decisions.add(
new Decision()
.withDecisionType(DecisionType.ScheduleActivityTask)
.withScheduleActivityTaskDecisionAttributes(attrs));
} else {
// an instance of HelloActivity is already scheduled or running. Do nothing,
another
// task will be scheduled once the activity completes, fails or times out

System.out.println("Exiting the decision task with the decisions " + decisions);

- WMREARITRES , BAIER ScheduleActivityTask REFITHA | XE
ScheduleActivityTaskDecisionAttributes & #H 12X F Amazon SWF # TR it RIBESIHE
B, t1/8# Amazon SWF R &% B5E 3 (AR EIE.

- MEFEHETK , MENNGEREXNENTHER , HFEA CompletedWorkflowExecution
REJITIGR , B A CompleteWorkflowExecutionDecisionAttributes £ ¥ AR E X B R T4E
RWFEAER, EXFERLT , RIPRENEIHNE R,

EEA—ERT , AREERRMBIEREMEFHM Decision X,

2. IREEABESETIRER Decision WRIIRKERRKES. ERINFIBERN
executeDecisionTask A EREBIFRIMBEAD :

swf.respondDecisionTaskCompleted(
new RespondDecisionTaskCompletedRequest()
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.withTaskToken(taskToken)
.withDecisions(decisions));

SWF & il respondDecisionTaskCompleted J7 A REFRR S ES T ELUK
Decision &K%,

X TERB BT
BE , BIIREE-ERBATEI THERENIT.

1. A XA mEEEH A E X WorkflowStarter.java , RIEBFEEFAHABREEASTES Ao
2. A il WorkflowStarter 3¢ :

package aws.example.helloswf;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

public class WorkflowStarter {
private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
public static final String WORKFLOW_EXECUTION = "HelloWorldWorkflowExecution";

public static void main(String[] args) {
String workflow_input = "{SWF}";
if (args.length > 0) {
workflow_input = args[0];

System.out.println("Starting the workflow execution '" + WORKFLOW_EXECUTION +
"' with input '" + workflow_input + "'.");

WorkflowType wf_type = new WorkflowType()
.withName(HelloTypes.WORKFLOW)
.withVersion(HelloTypes.WORKFLOW_VERSION);

Run run = swf.startWorkflowExecution(new StartWorkflowExecutionRequest()
.withDomain(HelloTypes.DOMAIN)
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.withWorkflowType(wf_type)
.withWorkflowId(WORKFLOW_EXECUTION)
.withInput(workflow_input)
.withExecutionStartToCloseTimeout("90"));

System.out.println("Workflow execution started with the run id '" +
run.getRunId() + "'.");

WorkflowStarter RBE—/1HE main , ERESG ST LEBEW AESEIERN TER WAL
#E

SWF &5 7% startWorkflowExecution , 3RER StartWorkflowExecutionRequest Xt RI¥ERH
WA, A RTEEESTHEMIERRE 2N, BIREMT -

- ETHEENITERKITER
o TERBMABE (RIMNWRAIFESTITLREMR)
- BEHE , WBREN , KRRBDNTERESITATRLGER YA,

REE{TstartWorkflowExecutionF RIBH 71217 ID , X2 F & Amazon SWF I T/ER
WATH i FKARRIEEE TERRITHE,

+ 3% : &17 ID HH Amazon SWF £ , TETF BEB3 TERRNITIRE AN TERNITER .
$miE =B
EFEH Maven wiIFRHFITE |, i5%F helloswf BFRHEA :

mvn package

4K helloswf-1.0.jar fH7 target B RHERK,
=17 R Pl

R BEEAIRI B AT | RIIRIIETT.
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® Note

MREFERABR Linux, macOS = Unix RE , BOI U EENLKIRE AOPFe/£HEN
1T. MBZIZITH R Windows , N RZITFHHENFAN G SITEEH 2 5 S E hellosw1c
B %,

B Java ERER

B AR Maven B2 HIEA B T HBIAKIZ TR , BINHEEE Java ERE LIEME AWS SDK FER H &
S, B LU CLASSPATH IMEZT 2R E N AWS SDK FEME |, LUK SDK FEFESERBINN
third-party/lib B :

export CLASSPATH='target/helloswf-1.0.jar:/path/to/sdk/lib/*:/path/to/sdk/third-party/
lib/*!'
java example.swf.hello.HelloTypes

HEMEA java WHH -cp BMEZETEMNNARFZEXRER

java -cp target/helloswf-1.0.jar:/path/to/sdk/1lib/*:/path/to/sdk/third-party/lib/* \
example.swf.hello.HelloTypes

BEANERBERE, IRLEHFFABEERD , BE2AESTRAMBR —FR
5]“NoClassDefFound’$8i% , M MJeE R R A EKB R E T EH,

A, TERBMEZRE

EETIEE&ENITERERIEFZH , BEEEIMBURTHERENEIRE, HITIHIRENNRE
EEME, TERMESDNFEB PN,

ERFEziE , MRECIRE CLASSPATH , M A ABIHITATHHZETEMMRES :

echo 'Supply the name of one of the example classes as an argument.'

Bl M TER LR

MERBSIM , BB EINITERITELE. SNEFEETHRATS , EELKLE , A
fl?d’j‘:i?i LimE DR ETEN], j?,% WRIEIE Linux, macOS = Unix Liz1T b'll] AR &
BEFRESENHTHNE—NEETRHEREMFE,
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echo 'If there are arguments to the class, put them in quotes after the class
name. '
exit 1

MREHEEREOPETRXEST  WEAKRE-TREN & BEN.
B3 TERIT

EJLT:EIET:E%-LQ{’?EIJ/EE’J*”IVE JlbIﬂEQﬂﬁE ) {ﬂTL;{FﬁJI'ﬂzuﬂﬂfTo Jttlﬁ*i'l:b:ﬂ'l_:tl'ﬂzmb B 25
BATS. BREFLXIREOPEZETE CRIEEFER & EERAFIELEENTERNHEZEIZIT).

fi

(® Note

NREEREECHRARE XHEEEZETHER , RAEREBEED) , WFEFNEGS
?Tq:lo @Jﬂﬂ :

echo "## Running $className..."

—BF B THERNT , ERZTHERXFHT THELEARTERIITEASRENAE, TERRLT
Bzla , B R muTx’EJﬁ%J:o

It R SER TR RS

& T LAE Github B9 aws-java-developer-quide 17 B 73X 58 it R B 9 SEROR A1,

BREZER

. ﬂﬂ%&lfﬁl;ub?l’lﬂmﬁﬁﬁﬁ‘f%Iﬂlﬂ:&L}'zE{ MITHELE  NEeNeSBESEX. BETHROAES
XATELR , ESREE LS XAED T TER TELE,

- WMFETHEX Amazon SWF WEZEL |, 515 1A Amazon SWF R HEE (Amazon SWF
Developer Guide) o

- WA LAMERERT Java B9 AWS Flow Framework , fEFERBRUEHRN Java EREEEFEXMNT
ER. METHMEZER , HS (AWS Flow Framework for Java Developer Guide) o
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java/example_code/swf
https://aws.amazon.com/swf/
https://docs.aws.amazon.com/amazonswf/latest/developerguide/
https://docs.aws.amazon.com/amazonswf/latest/developerguide/
https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
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Lambda £

5 —MNEERS Amazon SWF EZ—EFER , SRR Lambda BRI ERFH IR T , HiIR
BEZHE ML EZEE e,

AKEBEENHIMAEHRAWS SDK for Java SEHE Amazon SWF Lambda £%5, &> Lambda £
EZ—BRMER | i55H (Amazon SWF Developer Guide) F1#J AWS Lambda Tasks,

REBEERS IAM &€ LUZ1T Lambda B3

£ Amazon SWF gEBIZ T8 M Lambda BEET , EERE— N IAM 86 , BFiULERREEZT
Lambda ESEHY Amazon SWF SR, BXRIAZERZIFENZTEELR , 5 AWS Lambda Tasks,

EEMFEA Lambda 5 TR , FHFEL IAM BEH Amazon BIRE T (ARN),.
#1722 Lambda B

B LAFE B Java EANZHAEESHE Lambda ¥, BEXxNMAERE. SEMFEH Lambda &
HMZEER , F5H (AWS Lambda FEARIEFE) »

(® Note

FRAMMIESHRE Lambda RBHATEE |, T FEAWMHESHRE IERNKB , FTE Amazon
SWF T{ER B T ULHERNIZTRNEI. Amazon SWF 4 35E 1T B BFNME A1 H 3R A

1E 0N 0

THR—/MEI£K Lambda &% , BT RBLEERE S Amazon SWF MAEFRIED,

« ZMRAEA JavaScript wE , £ AWS EEEGI S AT AEZER A

exports.handler = function(event, context) {
context.succeed("Hello, " + event.who + "!");

};
« LUTREEH Java RENMERBERE , BEFTLATE Lambda LEBFMZTE

package example.swf.hellolambda;

import com.amazonaws.services.lambda.runtime.Context;
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https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/amazonswf/latest/developerguide/lambda-task.html
https://docs.aws.amazon.com/amazonswf/latest/developerguide/lambda-task.html
https://docs.aws.amazon.com/lambda/latest/dg/
https://console.aws.amazon.com/console/home
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import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.util.json.JSONException;
import com.amazonaws.util.json.JSONObject;

public class SwfHellolLambdaFunction implements RequestHandler<Object, Object> {
@Override
public Object handleRequest(Object input, Context context) {
String who = "{SWF}";
if (input != null) {
JSONObject jso = null;
try {
jso new JSONObject(input.toString());
who = jso.getString("who");
} catch (JSONException e) {
e.printStackTrace();

}

return ("Hello, " + who + "I");

(® Note
ETHRBXF Java HHEEE Lambda WEZER , i5ZH (AWS Lambda FF R A R 18
) PHRIESEE (Java), BAIEEEFEEFRBNEH Java " E Lambda EEH wIE

BRENET,

Lambda BEEA event = input I RIENE—NSE , FH context HRIENE=-NSE , BEHEX
IZ1T Lambda BB ERHEXEE . ZBFEEHEREA JSON #4tmA , ¥ who FERIRENA
T I8 EMR B K B FFo

SEM AT Lambda B9 T/EH

X FME Lambda BEEH TIER , LTURME IAM ACKHNER , BE R Amazon

SWF 2t A Lambda BB IR, B LAE TEREMEAE , F£H
withDefaultLambdaRoleRegisterWorkflowTypeRequestsetDefaultLambdaRole By = FiEFE
RZIRE

System.out.println("** Registering the workflow type '" + WORKFLOW + "-" +
WORKFLOW_VERSION
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-java-how-to-create-deployment-package.html
https://docs.aws.amazon.com/lambda/latest/dg/java-programming-model.html
https://docs.aws.amazon.com/lambda/latest/dg/java-programming-model.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterWorkflowTypeRequest.html
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£
try {
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()

.withDomain(DOMAIN)
.withName (WORKFLOW)
.withDefaultLambdaRole(lambda_role_azrn)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));

}

catch (TypeAlreadyExistsException e) {

AE Lambda £5%

HE Lambda 55 HEEFHE, ERE-FRE , ZWREE

B “ScheduleLambdaFunction”DecisionType Hl ScheduleLambdaFunctionDecisionAttributes,

running_functions == @ && scheduled_functions == 0) {
AWSLambda lam = AWSLambdaClientBuilder.defaultClient();
GetFunctionConfigurationResult function_config =
lam.getFunctionConfiguration(
new GetFunctionConfigurationRequest()
.withFunctionName("HelloFunction"));
String function_arn = function_config.getFunctionAzrn();

ScheduleLambdaFunctionDecisionAttributes attrs =
new SchedulelLambdaFunctionDecisionAttributes()
.withId("HelloFunction (Lambda task example)")
.withName(function_arn)
.withInput(workflow_input);

decisions.add(

1£ SchedulelLambdaFuntionDecisionAttributes # , AR M name , XEEFAK Lambda
EEAY ARN ; B4R id , iIX2 Amazon SWF AFEA R 12K HEFHRE Lambda I B #io

AL Lambda EEIR M ATERY input HiZEH start to close timeout B , X 2FE4E K
LambdaFunctionTimedOut E# 2 81 L 1F Lambda BBUZ TR R,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/Decision.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DecisionType.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/ScheduleLambdaFunctionDecisionAttributes.html
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® Note

ELHEBENRE , ZXBFEA AWSLambdaClient # % Lambda B 38 ARN, &AL A
ZHE , DBRENRBPEETE ARN RS (2 AWS IKF ID) .

EREFERFDAE Lambda HHEH

Lambda 552 £/ LambdaEventType {& (1 . LambdaFunctionScheduled

LambdaFunctionStarted) £ /& LambdaFunctionCompleted E&4A G AN NN ZSNEH |
EIERIELEFRBREESHAUANXLEEAHHRITRE. R Lambda EE KM= 1T 8T [AIE
HEBRME , 84293 E LambdaFunctionFailed = LambdaFunctionTimedOut &4 H,

boolean function_completed = false;
String result = null;

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
EventType event_type = EventType.fromValue(event.getEventType());
switch(event_type) {
case WorkflowExecutionStarted:
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case LambdaFunctionScheduled:
scheduled_functions++;
break;
case SchedulelLambdaFunctionFailed:
scheduled_functions--;
break;
case LambdaFunctionStarted:
scheduled_functions--;
running_functions++;
break;
case LambdaFunctionCompleted:
running_functions--;
function_completed = true;
result = event.getlLambdaFunctionCompletedEventAttributes()
.getResult();
break;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambdaClient.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/EventType.html
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case LambdaFunctionFailed:
running_functions--;
break;

case LambdaFunctionTimedOut:
running_functions--;
break;

MIZEH Lambda B$UEUR

# HistoryEvent £#UK LambdaFunctionCompleted EventType, you

can retrieve your @ function’s return value by first

calling ‘getLambdaFunctionCompletedEventAttributes A , JAZREX
LambdaFunctionCompletedEventAttributes X5 , RFEAH getResult FELKZE Lambda B
HYHIH -

LambdaFunctionCompleted:
running_functions--;

It RO TR D

B A LATE Github E#Y aws-java-developer-guide Ff&EH , X5 complete source :github: <awsdocs/
aws-java-developer-guide/tree/master/doc_source/snippets/helloswf_lambda/> , AEEF It =41,

B} ARSI TR T/ELTE

FIZEE B Amazon SWF N AREFEBHRNAXESIEIMEARER, F3). TERITELEUARIE
RBHEFNEETERNAEFNENTE,

TELRRRIRITHIFLEZEIT , 818 Amazon SWF REWES , LEZETEFSRREREK, TREAFE
KRG , Amazon SWF £i2FRHE , AZHNESBEES

MRIERIELBRERKRATESLLE , Amazon SWF AR ZH@ML I THELKERREE
5, SEZESEX (EEZESEN).

R ERERN — N ERESFEKREIERERE , AEBLLETELE.

HEZEBF , BII26EA Java BXAEMREE helloswf FHER THELRE , L2 E5E 51X A
EE TELRR,

UTREENRE !

import java.util.concurrent.CountDownLatch;
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import java.util.concurrent.TimeUnit;

import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.regions.Regions;

services

services.
.simpleworkflow.
services.
services.
services.
services.
services.

simpleworkflow.

simpleworkflow.
simpleworkflow.
simpleworkflow.
simpleworkflow.
simpleworkflow.

AmazonSimpleWorkflow;
AmazonSimpleWorkflowClientBuilder;
model.ActivityTask;
model.PollForActivityTaskRequest;
model.RespondActivityTaskCompletedRequest;
model.RespondActivityTaskFailedRequest;
model.TaskList;

class ActivityWorkerWithGracefulShutdown {

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
private static final CountDownLatch waitForTermination = new CountDownLatch(1l);

private static volatile boolean terminate

= false;

private static String executeActivityTask(String input) throws Throwable {

return "Hello,

n + input + II!II;

public static void main(String[] args) {
Runtime.getRuntime().addShutdownHook(new Thread() {

= true;

System.out.println("Waiting for the current poll request" +
" to return before shutting down.");
waitForTermination.await(60, TimeUnit.SECONDS);

catch (InterruptedException e) {

waitForTermination.countDown();

@Override
public void run() {
try {
terminate
}
// ignore
}
}
1)
try {
pollAndExecute();
}
finally {
}

EYXHED N TAERTAELE
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}

public static void pollAndExecute() {
while (!terminate) {
System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(new
PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST)));

String taskToken = task.getTaskToken();

if (taskToken != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '"
+ task.getInput() + "'.");
result = executeActivityTask(task.getInput());
}
catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(taskToken)

.withResult(result));
}
else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");

swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(taskToken)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));
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FEiZRAS | FIARAN main HEER ML ARBEHBEZTHBCH pollAndExecute HEH,

I1E , main EEREA CountDownlatch AR <A #ES) , KM T EKRBILIEEENIERE |, LEESS
&% 60 BF AFLEXA,

SEME

Amazon SWF #HENTERMENTFISE —ME , REHEFPIET.

1. BIEFH RegisterDomainRequest R , FED A ZFNREHEBEZ N TERRITRER XHNS
2. £ RegisterDomainRequest X KA AmazonSimpleWorkflowClient.registerDomain 7%,
. MRBERNBERFRE (ELBRT , BETTEEMEME ) |, NIFHHIR

DomainAlreadyExistsException,

BLTRRBERT YR :

public void register_swf_domain(AmazonSimpleWorkflowClient swf, String name)

{
RegisterDomainRequest request = new RegisterDomainRequest().withName(name);
request.setWorkflowExecutionRetentionPeriodInDays("10");

try
{
swf.registerDomain(request);
}
catch (DomainAlreadyExistsException e)
{
System.out.println("Domain already exists!");
}

Bl Hi 15
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https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/CountDownLatch.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/lang/Runtime.html
https://aws.amazon.com/swf/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterDomainRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html#registerDomain-com.amazonaws.services.simpleworkflow.model.RegisterDomainRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainAlreadyExistsException.html
https://aws.amazon.com/swf/
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1. B2 ListDomainsRequest R , REIEE B FBH MRS ( ZEM ) ,

2. £ ListDomainRequest X KA AmazonSimpleWorkflowClient.listDomains, 43R 7
Domaininfos XY & #1214,

3. WIREM X KRiEA getDomaininfos , AFREX Domaininfo I R FIK,
4. E8> Domaininfo ¥R L@ A getName RIREVE & #5o

UTRRBERT YR

public void list_swf_domains(AmazonSimpleWorkflowClient swf)

{
ListDomainsRequest request = new ListDomainsRequest();
request.setRegistrationStatus("REGISTERED");
DomainInfos domains = swf.listDomains(request);
System.out.println("Current Domains:");
for (DomainInfo di : domains.getDomainInfos())
{
System.out.println(" * " + di.getName());
}
}

SDK A @& R

AWS SDK for Java Mim R IERE] , XERGETHEBTETHEFPERTZAATEENTFZIY
Be, BAIFEIHBIOXLRF , UEHAAWS SDK for Java EHMEBE O AWS R AR

AT ERER R Bl

AWS SDK for Javafi B RHIFEFF % TEBM samples B ZFEMH, MREEFERIREAWS SDK for
Java PSR THHLE SDK , MENREFESEE R,

&t A LAFZEAWS SDK for Java GitHub FEEFEFHFRHI ( L TF src/samples BFH )

FHTTITHEHEIT R

THIEBE Ant HEMIAR | UEESNTTITEMMENZTXEHA, 8NREEITE - HTML X
# README X# , bk XHEEEINRABFENEE.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/ListDomainsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html#listDomains-com.amazonaws.services.simpleworkflow.model.ListDomainsRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfos.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfos.html#getDomainInfos--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfo.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfo.html#getName--
https://github.com/aws/aws-sdk-java/tree/master/src/samples
http://ant.apache.org/
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® Note

MREX K GitHub LR IBRHI , BEESE RPN README.html X #at 8 FHRABE RA
B Raw (JR1R) &, ERAEERH , HTML FEX KBS PR AN EN,

FRF M

FEZITETAWS SDK for Java RBIZ 8l , BEEERREPHEA AWS CLI RE AWS FiE , MiRE
AT ER AWS FUEM X EHRAR, XERGIEARNTIERMEFSE (MRTRE), Hit , BTLE
Bt 5 AR EFIUELUEBRE AWS FiEA ARAE B FHN XM ( TREEFEAHRXTHEXERS
iE ) BNAXRARKE,

1217 R

1. NEBERHNRBH B ZFTHIER, il , MREE AWS SDK THWRE RS , HEFLEETT
AwsConsoleApp =4l , MIATEA :

cd samples/AwsConsoleApp

2. A Ant WEMZTRA. BRIAKWE B IRRRITIXAITRE | WA

ant

ZRBMHERITENRIbR R | Bl

You have access to 4 Availability Zones.
You have @ {EC2} instance(s) running.
You have 13 Amazon SimpleDB domain(s) containing a total of 62 items.

You have 23 {S3} bucket(s), containing 44 objects with a total size of 154767691 bytes.
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£ F Eclipse IDE ¥ ¥z 17 R4l

MR EER AWS Toolkit for Eclipse , th Al LLE FAWS SDK for JavafE Eclipse #/3 30 #1 B SR iZFF
XTI EGRMEIME Java W B,

FRF M

£ L% AWS Toolkit for Eclipse fa , BV FEAZEEIREK T EG, BB ESATARRIT
LEIg4E - M Eclipse FHE AR RIEFEIED , ARF%EE AWS Toolkit F5

=17 R~

1. $TFF Eclipse,

2. BIEFH AWS Java BB, 7£ Eclipse FH File 38 | 1% New , AR5 £ T Project. New
Project [@-SBEEI$TFF,

3. RIF AWS K5I , AFiEE AWS Java T B,
4. EET—5, MBERENHEMEEE R,
5. 1£ Project Name EH ¥ A B #. AWS SDK for Java RHIAERT SDK R HERHI , 0FIFT
R,
BREPBSINERE  ERETSETE FHRHE
WA AWS FiE, MEEEEABWEIEEE AWS Toolkit for Eclipse , N B 31BN ZEiE,
ERETR. XF82ZD B HFEFINE Project Explorers,
ERERTHRA . java X, Bl , ¥ TF Amazon S3 Rl , % S3Sample.java.
10M Run 3£ H3E#% Run,
1188 % & Project Explorer FEYILE |, &M@ Build Path , AfF1%# Add Libraries,
123&# AWS Java SDK , REIEFET—F , A RBERNRER U HRITRAF,

@.oo.\l.@
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NEAFPRHEZEHERE AWS SDK for Java

=Z £ M —BE=R Amazon Web Services (AWS ) HEHZE, N AWS BFF , BENETRFHEKRS
BREBRBAEGUHERMITENBTFEFRONMEREPZ R, REENFHLERE AWS WEE. =
FHEEXFHARNENZE NP R L4,

TREE — AWS ARFFEIT AWS ZHRANAAERSHEMEN , AN ERBAULLEHNR
Fo BIMINZeREREFZE AWS |, ENAWS &M RIN—8 % , E=F =it IHE RN A MEIE
BNRZEN BRI,

DR E — R EHEERN AWS REUAREMRFRE , SEHREAHEBE, ARANERUK
ERRERNEN

X AWS = mE RSB EZFHEE Amazon Web Services (AWS) IR ERE 2D E=EER, Bx
AWS R L£ER , BZHAWS RFZE£ X EMEM T E AWS A TETEHHAWS BF.

£l

« AWS SDK for Java 1.x FHIEERY
« AWS SDK for Java x#F TLS

- SOMEREE

« It AWS RS ER LRI

« X AWS P mERFHF M

« FAWS FRBBRSHEMRHERTS
« Amazon S3 IEE FiRiE®

AWS SDK for Java 1.x FHIEIERP

REHBEEXERTAR AWS = RIBSHPHBERP . ORERAE AWS | ARRPEITHE
AWS =& REMBEN, EATEFNREETLHEMIRE ENRNBTNES, EARIBEFREARN
AWS BFHZEBEENEERES. AREBERMNESEE , BFERLERLELAE, BXREMNK
BRFNEE , BSH AWS Z28F EWFEAWS HIBERR GDPR BEXE,

HTFHFERFEN , BMNBUEREF AWS K- EHFEHEH AWS Identity and Access Management
(IAM) BEMNARFPKF, XNEAEMNAFRTBITHIFRRMENNR. RITEBWEELATA
R BUE

s NBNKFERZSESHRIE (MFA)
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr

AWS SDK for Java 1.x R 1 x FFRARIERE

« FiF SSL/TLS 5 AWS RR&EE.

- EARE API A FE3 B X AWS CloudTrails

« EH AWS MMZERAE , £ AWS RESFERAMEERINLT 4,

- FRASRIEELZRLERS , 50 Amazon Macie , ZRSE BT AR F#E Amazon S3H A
ABE,

- MREBE AWS BEGSTRES APl ##HTH R EEZLZT FIPS 140-2 RIFMWINZER | E6EH
FIPS it . BXx<THAMN FIPS mRMEZEE |, TSRXEKITEELENRE (FIPS ) 5 140-2
Mo

BMN@AZWEN 2 HHBOATRBES (HIUNEEFHKS ) RABBHEXZR (FIMEHRFR )

XBEEEREFAE. API HEAZE AWS 7= msk AWS BRSSSH RS AT AWS SDKs, AWS CLI&

A AWS 7 mE RS REMARS P AN EAHRERTESWRIAESESH R EF, HE[HNE
AR5 ER1R A4t URL BY , B0 URL B2 XIEFERKRIEEN ZRS R/ FER,

AWS SDK for Java X f TLS

LTEEMGERT Java SSL 23 ( HAYERIA SSL XH AWS SDK for Java ) » BB H M
SSL kI |, B F51Z45E SSL SRUMXMEE. , BT B8 HlH4T TLS A,

W{AI&EF TLS K4S

FER Java EEL (JVM) REBERI X | LAELNF A IFWE TLS RA, X FTELE ARG
JVMs , A TTREBRHT ED X 5P LE SSL RS

System.out.println(Arrays.toString(SSLContext.getDefault().getSupportedSSLParameters().getProtc

EEE SSL EFNETERARERN TLS A |, oJ#FH R S%KE 1% javax.net.debugs

java app.jar -Djavax.net.debug=ssl

(® Note
TLS 1.3 55EATF Java 9 SDK kRZ 1.9.5 £ 1.10.31 F#B. BEXEZEE , BSHANTHE
BEXE,
https://aws.amazon.com/blogs/Ff & & /tls-1-3--1-9-5-to-1-10-31/ incompatibility-with-aws-sdk
for-java-versions
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https://aws.amazon.com/compliance/fips
https://aws.amazon.com/compliance/fips
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https://aws.amazon.com/blogs/developer/tls-1-3-incompatibility-with-aws-sdk-for-java-versions-1-9-5-to-1-10-31/
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R HISEE R IR TLS AR

SDK BALFFAMBRS I HNERH TLS IRAEREHEIE, MREBHLEBRHIEERE
M HE TLS R , EEH JVM 31, Xt TFETF OpendDK JVMs , BAUERARSGE
#, jdk.tls.client.protocols

java app.jar -Djdk.tls.client.protocols=PROTOCOLS

BXRZHEH PROTOCOLS & , BZHEH JVM X,

S MipRERE

AWS Identity and Access Management (IAM) AWS BRSs AJ#HBIEE R 22 #3253 AWS BRI 58]
R, IAM EE AZFNETUH#HTEARIE (BF ) AIRKR (HAENR ) £H AWS TR, ERILEA
IAM AWS BRSs |, TR FHA TR,

x

&

PN

55 5 #1751 RIE

- FERRBERR

- I AWS BRSS EH 1AM

X AWS 5 14 15 0] 17 S FEBERR

KK

R

&I E A 5 AWS Identity and Access Management (IAM) @EFFFRE , E44REUR T B AT T4
AWS,

RS AF-REAWS RS ELXERIE , WEHNEEBERSRNCREMENEIENNER, HREAE
% AWS WEERTER TR , IR EEFNNNR. THNAEEHEANRETEREERERE
EBHINBR, MRETEFRIFHIIIEE AWS |, S HEX AWS 54 Fi5E 3T HEHEBRE AWS RS &
EEEANAFERE.

BSEER-MRERT LR AWS FIR , WA ZEHRNER AWS, E8 THERBEELN RS
FF RIip B R AWS ZhEEF R IR, ARfE , BL4HE IAM EERRERFRUESRSAFKHNR, 5
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EFZRNELHNESUTE IAMNESERS. BERATHRENLTUMER IAMAWS | S5 AWS
RS CEEERNAFER,

IAM B R : IRER IAMEER | BuEHETHRNMNESREEUEER AWSH 15 RINXRNIFHE
B, EEFZTLUE IAM FERAK AWS ET EHNKREE R |, B5H AWS RS BEEFERNAR
=

£ B 02 1T B IR AE

BRBIIRE AWS M ETIERFNAR. BXTE IAM BF BHHTEHRKIE AWS K- 1RA
P, REBETEE IAM AeHTEHKIE,

& T LAME ISk B 54 RIVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B RE X5
BHIESK Google/Facebook iEF , LB E F M E R, BEXBERNEZER , 5 (AWS Bx AF
B FHRIIEFEN AWS IKF,

MNFREHE , AWS 1214 SDK H CLI KN FER#ITINEZLE. BREZELR , H5H (IAM AF#E
B BHERT APl BREIAWS ZZ A 4,

AWS K root B

BIER AWS K7 , BRLE 18BN AWS K/ root AFNERSH , ZEHAIRZTLHEMERIR
AWS RS MR R, BRIBENBWAEZERABRAFHITEERES. EXTERAFZKIENES , B5H
(AM FF#ERE) RVEZERA S FIEES.

BRE 5%

ERNRESRE , ERARAFERESHREBNRS B HRIESE AWS RS A IFER#HITH
Al

BREFMRIERBENEIL B R, Web SRR A Directory Service , 3& AWS RS FA%
BEARNERHTHFRNAF. ReARATRMERZIENAE,

EEFERHRNE , BiUFEHA, AWS IAM Identity CenterBXEZER , BSH (AWS IAM
Identity Center AF1EFE) H RV 4 =2 |IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMNARBNARFEFRENRN —1N50, BUERAENEIE , MIEEFKHPEIE
B IAM AP, BXEZER , B2H IAM AFERETHNERARASEAS O RHAENRES S HRIE
F 8 AWS i i I B IE B AT 5 ] o
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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IAM (HIEE—4H IAM AF , ETERMMN KRERAFP#HITNRERE, BXEZELR , 558 (AM A
FIERY M IAM B EREA,

IAM B

IAM AEREER/RENRNFM , TREKRREIE, SUUBIMNAFTHRE IAM A6 (256 ) R
WA AWS CLI 2 AWS API RIERRAAR, BXEZEER , E5H (AM AFER) PWETAE
B 5%

IAM A TEBREBAFIERE, IGE IAM BFRNER, BIKF R, BIRS R AR TE Amazon EE1TH
NMARFIEEER. EC2EXEZER | i55H (AM AFERE) F/ IAM FHEKF &R R

EARBEERRR
AL AWS BT 0IR KRS EM T AWS SOREFRBHTHBERR. KRELT 55H0R

BRRKEINER, AWS EERARHBERFIFEXLEBR. KSHERBEELL JSON X115 AWS
ANFHEEP. BX JSON RBXHEHNESZEE , BZH (IAM BFEmR) F# JSON KR,

EERAERARE , B E AN E 4R BE 4 LS4 T B R RINT B R EREE WA NG R
4o

RABERT , ARFNAERENR, IAM EERE IAM REFHREFNBEEH  REAFTNUE
EXEAE, IAMRBEEXNR , SHITREMANG ETLR.

ET BRI RES

ETHHNRBEEMMNBSH A/, ANAR ) B JSON NREM Y, XLEREIEE S 47
BRATH ZRE, NMLEFRIITUAREFLAZRATIT. ETHOMCIRET BOREE , B55H
(AM BFiEE) FNEATI EEARKE L BE X IAM &R,

ETEHNRBALURRARERRE ( ERRAZNENSFHP ) REERKE (MM SANFOHIRIER
B ) . ETHRIAERERBNANRRBE cBHTER  FS5H (AM AFER) FNEEEXRRS
N ER R B 2 R AT

ETHRMN R

ETRIFHREE MR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#HE
R, EXHETRARNEKBOERST  BRSEERATUEACIREFNBERFENLR. SLME
E T HIRAYREE P IEEE K,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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ETRFHNRERNM T ZRSFHRNKERKE, ETREETRARNKBEHER IAM P AWS £EX
B

A B 5l 5k (ACLs)

TREFIFIR (ACLs) 2 HLERFEA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RETMAEEA JSON B,

Amazon S3 #l Amazon VPC M2 Z#FH RS R~ ACLs. AWS WAFE T EZ{EE ACLs , ESH
(O EEEFERSTTXEERE) FHIGRES FIER (ACL) #EA,

Hfth SR EE SR E
AWS X FHAKKAER | XERRXBTRBE LN ERIBZTHRANR :

s NRILR - EEETEMHNRBIURT IAM REHNRANR. BEXEZELE , B3R (IAM AF
1EE) BEY IAM SEARRYALBR A 5o

- IRESEHIER (SCPs)-EFIEEAHLR AR BN R AR AWS Organizations, BEXEZEE |, &
2 (AWS Organizations FAF15F) KRS =K

o BIREEIZREE (RCPs)-ZEKF A RFENHZRATANE. BEXELEE , BSH (AWS
Organizations FIF1E/) W ERZEFIFKE (RCPs).

- 2ERE -EANALIKESAFCRGNSER , FASBEENERER, BEXEZEE , B
F <IAM AFiER) PHLIEFRRE,

S REERE

S MNREMRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BER B AWER , HSH IAM AP EEHRHERITEEE,

e AWS RS £ IAM

E2H 7RI AWS RS A AXZE IAM ThEE |, ES5H IAM AFEETN S IAM BEEANAWS

B

B THRIOMAE IAM R AWS RS EARER  ESHAXERSN (ArER) nReHs.
X3 AWS & 43 M1 8 3t 1T iR FE HEBR

ER LT E BRFB B SIS AEEEER AWS M IAM B ATEEE 2 /Y % I 8 &
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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£

- BEREUTNEHRITERIE AWS

« HRFIIAIT iam : PassRole

o BREAFRIUNANA AWS IKF HRIFKE AWS BIR

REREU T LERITRIE AWS
MRERBHRET , BPLETRBATEMRME | WA R0 LA VAT IR AE

X mateojackson IAM AP ZAERARFAEEERTXEM my-example-widget BRHFHAEFE ,
BARREEN awes:GetWidget WMRAT , &K £ LT RHEIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFMIER , UATFER awes: GetWidget BAETAE] my -
example-widget &R,

MNBBEEHRB  FHREREMNMAWS EER, FHNEERRRHEFZEITIN A,
RN IT iam : PassRole

MR RURE —MEIR |, RPBLBTINIT iam: PassRole B4 , MIAMEHEBRUA T LS ABES
%, AWS

BE AWS B AR ABRKEALIZKRS , MTAREIRMNBSALIRSHEXAR, Nit,
BYMEBRACLEERSHINR.

HE N marymajor K IAM AP R ER RS A E AWSHRITRIER , 2 RELUT ROIER, ER ,
BSHAMERFRS AR THNRT TRITIRIEE. Mary TEBF A BEEERSHNR.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE L L b 4T iam: PassRole #1E,

MREFEHDY , BHRREN AWS BEER, ENEERARRHEREIEN A,

3T AWS & 12 Fi5 )3 1T B BE HERR 245
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RERATFEUNBNA AWS Ik G R AWS BIR

ZAIGBR—1NAG , UMEAMKSPHNAFREALNANARTUERZAGKIG RSN TR, &7
DEEH#ERSEY , AURASE, XN TIXRHETHRNRBEIHE FZHFIR (ACLs) KBRS , &RIEL
15 A IX L5 SR BE (0] ATV R T 175 (R R B BER A A PR

BETREZEE , ®SAUTRE

s ETHRER AWS ZEFXLENEE , SN AWS RS FEH 1AM,

. BT HIMATRENSHEENERNERNE AWS IKF | BSH IAM AP EETRHEERE AWS
K %S —N IAM AP R E T ERR.

o ETRNMEE=FREMENEHNERNFRNE AWS IKF |, BESH IAM AFEETHNRE=4E
HiFRER. AWS K

s ETHNMMES SFORERIERMBFRNE , F256 (IAM BFER) PHHEE /B EAKIEN
AP ( BRBRERIE ) REHRNER.

- ETHERAACHNETRRNREHTERSIBRIZEINES , H2H (AM AFER) S8 IAM
Y B K P R R o

itt AWS 7 R e AR S5 BY & AL B0 UE

ETHREBEBTREESAIURAEE , FSHAWS RS “REAIT XK DHEE"" , REEFEEHERN
BHEMITR, AWS RS AX—KREE , BSHAWS &M HAWS,

BALMERTRE=HFIHRE AWS Artifact, BXESER , BSEBPH TRIRE HH " AWS
Artifact,

BEMFER AWS RS RN ENRITERTENBIENSREME, RATMNENBRUARERNEENE
M, BXEBEFARNENETENESZEE AWS RS , BSHRAWS 22 X,

R AWS = @RS ENHE X EH S E Amazon Web Services (AWS) BRSER/ D EFTEFER. Bx
AWS RS Z2ER , BZHAWS REZL XTI HEMEMITKE AWS A TETEMBAWS BRS.

AN AWS 7= mE AR SS Y 32 1%

AWS £ B3REMIRIERE S AWS X1 7] A XEEN,

AWS X RS MEIRARBENTAX , XETRAXBEIRER, SELENSEITRMEE
%,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
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MATAK , SRR MBREETAX ZALTHM B SMARMEBNNARFNBEE, 545
HNENRS I REROEMIREMAL  TAXKERESHN T, RERINTT BiE.

BXAWS XEMITAXWEZELR |, BHSHAWS £EREMIZHE,

X AWS & RERSEN H X FHEE Amazon Web Services (AWS) BREERE D EFEER, Bx
AWS RFZ£ER , BSHAWS RFZEUETEMEMITRIE AWS L T/EEE NHAWS RS .

R AWS FmE RSN EMIREE £

R AWS = RRBESEARERS , RS2 3 AWS 2EKMERZL2HRY, HX AWS T2 RSURN
fil AWS RFERNIRENESR , BSHAWS %%, EfFAEMIRERT SN RESSERERIRITEN AWS
IE | ESH S AWS ecurity Pillar Well-Architected Fram ework H 8 ERi& BRI

ERILAER AWS EXRFH APl B MEE R AWS FRERS. ERRLAEFUTAR

- RRERREMDI (TLS ) BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EER2EBIRE (PFS) WRBEH |, Hlin DHE ( et Diffie-Hellman ) 5 ECDHE ( IS A48 [ B4
% Diffie-Hellman ) » AZHINRRE (W Java7 RESRAE ) XX LER,

o, HIERFRIZES ID M5 IAM EERBKARZ TR BARNBERH#ITEE, HE , EUUER
AWS Security Token Service ( AWS STS ) £ R If it Z £ FIERFTFERFITZEE,

R AWS P mE RS ES E X EM4E Amazon Web Services (AWS) RS ERB D E=EER. Bx
AWS RFRLEE , BZHAWS RFZEXHETEMEMITXE AWS A T/ETERHAWS B,

Amazon S3 INZE FiRE#E

AREBNBUNENAREMN () MBE PR 1 (V1) EBEIRA 2 Amazon Simple Storage
Service (Amazon S3 V2) , HARNARFEENTIBIREFH A A,

SoRFAM
Amazon S3 BEFmMBEERBZUTERH :

- BNARFMERLZET Java8 ESMA, AWS SDK for Java & 7] 5 Oracle Java SE F A E
LA R L 18 OpenJDK #1 JDK Amazon CorrettoZ FF 18 Java FF K E# (OpenJDK) B &K 1THREL S
. AdoptOpen
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://www.oracle.com/java/technologies/javase-downloads.html
https://adoptopenjdk.net/
https://www.oracle.com/java/technologies/javase-downloads.html
https://developers.redhat.com/products/openjdk
https://aws.amazon.com/corretto/
https://adoptopenjdk.net/
https://adoptopenjdk.net/
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« Bouncy Castle IIBEE, RATLUF Bouncy Castle .jar X HIE N AR FAENREE
£t , AT EAE Maven pom. xml 4FAR RN artifactld bcprov-ext-jdk150n ( groupld R
org.bouncycastle ) BYKHIN,

S R
HEBINEDHE :

1. BEFIBERFHMEERHER . SENNARFEHRAER 1.11.837 RESHRA , AWS SDK for
Java AR EMBEBZNARERF. XENARERFFH Amazon S3 BRI INZE RS & F ikee® iF % H
V2 RFEFHRAUBHINR, NREWRARFERZ/ SDK AWS SDKs , M AW % I EHESN
SDK,

2. FMBEMNBEEFHIBLE V2, £FFE VI INEEFIREBELRE V2 MBEERE , BEMNAREF
RBFE Amazon S3 BEFIRmMBRMNBHRE K , WEAHE V2 EMER,

EHMIMAE S mUREGER B

V2 INEZE FimfER IHRZAS AWS SDK for Java T XIFHINZEF X,

IBNE—SERENEN VI MBREFF I , FEEARAK 1.11.837 HESRAH AWS SDK for Java,
( BWIEBEHB R AITHRA | B LATE Java API Reference version 1.x R EIZEAR, ) Rk , B
EFTMEREFRHGBI, ENMEERER , ENWETB HEHRITE,

TERXESRE , NARFH V1 INBE 5 iR %R V2 NZEFEFHEANNR.
S E B E A AR B

&I B B & 32 (4120 pom.xml 2 build.gradle ) SAEARZA 1.11.837 HE = ARAHK AWS SDK for
Java, RAGEFHMENE HEHMBE.

EMEFONARFRBATRLSR , B THRRBENXFIEEIBIRPNNENBRZ RERE
— 3

# A Maven B9 R4l
pom.xml XHFHRKBE

<dependencyManagement>
<dependencies>
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https://www.bouncycastle.org/download/bouncy-castle-java/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc
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<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.837</version>
<type>pom</type>
<scope>import</scope>

</dependency>

</dependencies>
</dependencyManagement>

£ Gradle HR5I
build.gradle X#HFHIRIBER

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.11.837"')
implementation 'com.amazonaws:aws-java-sdk-s3'

}

MMEZENEREFimIBE V2

fEF &R SDK IRAEHM B 5 , B LMERNARFRBLUER V2 B, Atk , ELEHE
REUERAFTNRSEFIRERSR. REEZERF LEACERBNAEZRMMBSR  HBRER
#—SEEENRSE IR,

XERBEBER T MAEAZ i NZR AWS SDK for Java , F12M4 T V1 M V2 InZE i 2 B/
B,

V1

// minimal configuration in V1; default CryptoMode.EncryptionOnly.
EncryptionMaterialsProvider encryptionMaterialsProvider = ...
AmazonS3Encryption encryptionClient = AmazonS3EncryptionClient.encryptionBuilder()
.withEncryptionMaterials(encryptionMaterialsProvider)
.build();

V2

// minimal configuration in V2; default CryptoMode.StrictAuthenticatedEncryption.
EncryptionMaterialsProvider encryptionMaterialsProvider = ...
AmazonS3EncryptionV2 encryptionClient = AmazonS3EncryptionClientV2.encryptionBuilder()
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.withEncryptionMaterialsProvider(encryptionMaterialsProvider)
.withCryptoConfiguration(new CryptoConfigurationV2()
// The following setting allows the client to read V1
encrypted objects
.withCryptoMode(CryptoMode.AuthenticatedEncryption)

)
.build();

L RBNE cryptoMode REN AuthenticatedEncryption., WiRERY V2 NEE F ikiRE
VI BEFHREANNR, IRENETFRAFTERRN VI BERREANN KRNI , BIKARIA
®E StrictAuthenticatedEncryption,

FAEE V2 INZE % P i
V2 IN& & P im ] LU A AmazonS3 EncryptionClient v2. EncryptionBuilder () R,

BB INEN VI IEEFRERN V2 IBEF s, RAELZEDF V2 MBRF imk &R £
RAF V2 MEFEFHREANEANR , V2 MBEFFRFAFIRLEBIZI V1 MEEF RS ANEAX
K. AuthenticatedEncryption ‘cryptoMode

BIEFH V2 MEEFiRSIE VI MBREFEF RN A REERL. BERBLANXE

- A CryptoConfigurationV2 &R MA =R CryptoConfiguration M RREER %
LS BADLES.

- V2 INBZRFEFIHIERIA cryptoMode iR B2 StrictAuthenticatedEncryption. X F V1 il
EPu, ZBIARER EncryptionOnly,

- INBE w4 K ET E# 5% withEncryptionMaterials() EE @& 3 Prov withEncryptionMaterialsider
(o RRR—NMREEN , INEERRRSHRE, BERSE RN SAERAFF E,

@ Note

£/ AES-GCM @& at , ETRERBEZENBE R , TRREINR. KRN TRIEA MR
URRERINREITIE R

£ INE M RHR R R

U UEREFERE VI IEZEFF iRARNMERRAREFNNEMEN R, XERATREANZEES
i SRR BBV E R SAATE V2 M VI IBFFiwhERER,
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BE V2 INZREF %

V2 INZEEFiREE T —4 CryptoConfigurationV2 &R, AIMLEN BAAEBRIAGEERE , AEIIR
EEZSUHBEMHNRIAMEREELEN R,

CryptoConfigurationV2 BRIAMEM TR :

* cryptoMode = CryptoMode.StrictAuthenticatedEncryption
* storageMode = CryptoStorageMode.ObjectMetadata

« secureRandom = SecureRandom #J35 4l

* rangeGetMode = CryptoRangeGetMode .DISABLED

« unsafeUndecryptableObjectPassthrough = false

#E3EE EncryptionOnly , V2 B EF g A X cryptoModeiZ g, V2 B EFImNBAFERELS
BHRRIEMMBRMZARNS , HEA V KeyWrap 2 W RRIPABIMHRZ4 (CEKs),

LR RBERIMAE VI FIEEMBREE , AR IMMEHF{E CryptoConfigurationV2 3 RAMEE LS V2
INEE R P w4 B 2R o

VA1

CryptoConfiguration cryptoConfiguration = new CryptoConfiguration()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

V2

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

H R4
AT REER ARSI V1 BB V2 X0 E A,
RS EFIHEEN IR V1 IEEF iR ZHNR

EEEURERA VI MBZEFIRBEANNR , HFRE cryptoMode H
AuthenticatedEncryption. BATCHEBUERINAME A I i% EXIER EX R,

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
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.withCryptoMode(CryptoMode.AuthenticatedEncryption);

BLE RS F P in AREUI R F T8 H

EREBAMEN S3WRH get FTHEE , FEAHVEERE rangeGetMode, EIAERT , It
REE V2 MEZEEFH LA TEARS, #EE  ESATHIZE , E6EEMN get LRBEXNFEH
Bk cryptoMode RE X IFNEEZH ITMENRNREEH. BXREZEL |, 51 AWS SDK for
Java APl 2 CryptoRangeGetMode 1 #Y

MBEITRIFER V2 B EF i Amazon S3 TransferManager 1 i1% Amazon S3 X RMIT DT
2, WAPMEE V2 NBEFin LS AiZrangeGetModelRiE,

LTRBEERMAIEE V2 FFRUMITESEEN geto

// Allows range gets using AES/CTR, for V2 encrypted objects only
CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withRangeGetMode(CryptoRangeGetMode.ALL);

// Allows range gets using AES/CTR and AES/CBC, for V1 and V2 objects

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption)
.withRangeGetMode(CryptoRangeGetMode.ALL);
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EHTF AWS SDK for Java B9 OpenPGP %4H

AWS SDK for Java BIFTE L FF B AHY Maven #3359 H OpenPGP #rE#H 1TE B, RIFMHZERT
ENANERATET —oHPEE,

T&RETRT SDK for Java 1x # SDK for Java 2.x B M4 &I iRASHY OpenPGP H4AE 2.,

ZE D 0xAC107B386692DADD

xKH RSA

H o 4096/4096

B 22 A [ 2016-06-30

= HA B[R] 2026-09-27

AF D AWS SDK F1 I B <aws-dr-tools@amaz
on.com>

BEAEL FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD

ELATEA T SDK for Java By OpenPGP A EZAEHIZIBINEMR |, iHiERA L AN EHI B R,

Comment: Hostname:
Version: Hockeypuck 2.2

xsFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9u/D2zLR8YNk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1MYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGAsCCr5FsYVzOgEK85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASqNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKriej
kT21PffbBjp8F5AZvmGL tNm2Cmg4FKBvIO4SQjy2]jrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1gjFLuKwmzWRdEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu
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CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrq+fluorWepQivctzN6YINOkx5naTPGGaKWK7G2q
TbcY5SMnkIWFLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQf fIWROQARAQAB
zSxBV1MgU@RLcyBhbmQgVG9vbHMgPGF3cylkcil®b29sc@BhbWF6b24uY29tPsLB
1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMBAAIeAQIXgBYhBP65I18vLz9GZIQe
VawQezhmktrdBQJo12ZrBQkTQxnmAAoJEKwQezhmktrdil8P/A3De83MBx8bdcW]
Fot71Vk1TyBQFErgrtcytSUOczEHx3tGbzgQLbMlyzjir0T@3usxEkOeqTVK+RU+
SuFXNZYQLwMJ1HJI6S8tnfLe/ExM5WQ2KPwIUPfZs1GDDRQB2dIKSc+qYrP101lvf4
04iPgfLHMW2bFh3zjjxcaHClyqc7Cau33eZFBAsRniljOUo7MeyX0h1XfW8pd48Q
wZ11QVZ/6KmDiFWAQCZ+2sv]15cL@tgPoh10Qjoz@nHpNfuDILMrZ+e7tx2VT1kGH
UGeNSydnrK8v9ztFn34KtU/k7NEWoVSYEi+5ICZL18FBwPqTwdVWXwXrqZCKilIpr
82dIWDz2sJfgDFNCC6rKgCQ6FrmaD9G76dYWkQ4AbZgAB1UZzU3q36W1K@Or3i0Ab5
G4tdOt4ygXHTelx+ZUNaeW7gaCmtXAxLw@Ofelrcq/44b/SQP+ql8sS0v76Yg20F
BsF5DWOVUFghbTyokHAoVROyhBR4dUUisY39AqLSL8+Lp9Pr3wNuGl9GLMD5701
piUb88B3GwelEiKV1gaKrvZ3mECDUiSMV00QZ5iG8E4QDpNmVbIbV1uT821ubvtOv
2Ko1l@FaQuwCYGssdRGQEXNy6jz/Er8LAC3+nmGINDIQzrF+1oYoSSkI2Nu71hMulL
7iWwUPF70hDXoVSAN4X3x6q2rGKOwsGUBBMBCgA+AhsDBQsJCAcDBRUKCQgQLBRYC
AwEAAh4BAheAFiEE/rkgny8vP@ZkhB5VIBB70GaS2tOFAmjXZTsFCRNDGLYACgkQ
rBB70GaS2t@/0w//YIv51vHtD+kwMmIvk3zpizDHY@zW2d0ezAo+C/DsSyC7wD11
Dixw34EQ1lyLXH5xLR8CH1zupl3ImmEplucdQggoefbidxD18F1d7tI0D1y3GGNTD
0jA12ZC+W650h+wS1mD1F1aKjMGGkvITfOdA7RtU2T8dv3vt8dsxg76FMFS3+fqlC
FNOASNTN9zWR1SqBIfkMIK83aq6s/rcEVOVrAYgDgqex58fygB5SEUTF842/IF7WZ
Q9gd6fupBOMMZP5YWd2uj/vsBTYakG+mgQwDxZuKPeEzAqnqgS7biSQOUO6Woz1q
Yy4fSczE9GkBAvg@pGmbko+zHvpnjvX/h1CUpC6odvFy0AhZp6zyhs@QWz9thfqV
1U8WlbgJ2atFDn5GUSxF/fe@Yzovlbbs6sbYXuvMGIRiEOuJ1mBbZR3aIdZ1U6Do
BHc/vjc5mWcV7IQSP7i4W/8W7X3UAUNILAXxB+IVvF3Cwrgtlw2BWvA5Alco5Tnz8t
P/CIVmBjk+sLme8W4kfLK3IWEbwC1O0dNNErI/MHRmM65A2Y5EMIhwjr0i@7SU1Pxa
nPpg30YJCdvjzdB8QE3/DBiMf014dISTKDVEWNfK8mZaYd/BeRm2gUAa9UrqSFCG
B1A7Lg+elLI3USOFvwWI4j5bBIqgLu+y7crIkiUOPAQuLk310+5uYU/I3DuLCwZQE
EwEKAD4CGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AWIQT+uSCfLy8/RmSEH1WS
EHs4ZpLa3QUCZwWAXCAUJEWVKgwAKCRCsEHs4ZpLa3ZdTEACMBLG2q9zk8ZH02nDz
Sg5zc8Wlqq8wdxU@Pj8qgx4U0rrMca7wyilUvrgoxPW51h1RVNUeMkDRfu9pSXcOVI
VOLvmYE/WnwKROubgGbsC4T7M/LqV0/AulXil4d7IXc0614t0a8LTNWtD5bODgrN
gvaylAzCU8kqlQwlcKZ2gAfvA3Ba7PWyLeUN4HT1GrXcw73G+0CofY1L8wqwWxHCI
29XqQzeTEc6MDEeI1IN1VdUcy8Qr5uwkEs134H9AXxS5F1opl4TqvXiDZsrSRRV57R
XYmRZDWeYT+9PZaMsHXza5qgej7BfATxhYfICsNaY6MK3x6b+nDSKkoZg0+i@9zh
1YjpahhQe6G336v/3mRjOdKGCRQ6znQ9ghUaB5z9zfvgH5A0EKTe318MqM+j5A6P
VjSBBJAHKejxr7+wKIKIA6P+DgpsYAunzftwUzrLVqb+BZQ+DcTmVIE70PcMYJID5
QglX/Le+WmWZHI154NXgpWWUOUgZUbUge4DKrT+zCJ9iecPLKTW70cULyX0+xrjb8
8BGrD5GP1HB3d0OUXXT1MKCqg3qylBu2KnZTQiaEEdZgSIGQbrW@ITMmmXJIkKjokd
IMA4vYeg5en51G9nRQjScPngx77IxvByNyFWTIdG1ENpJpsKOTtmENcpyUJtIZTIJ
ZSOIRVPP5RZzR5vInuXWg6VVOBMLB1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMB
AATeAQIXgBYhBP65I18vLz9GZIQeVawQezhmktrdBQJ1JEoiBQkPj/2dAA0JEKWQ
ezhmktrdx1YP/Qvvym3jgX/pwnR7K1lraftZzMb1liKQBr@ISG8cdbaf4pgX5vulzZnyj
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w9C1l/00Nn7jJjnQx0IIzuBoxne2WN28ftM2w@OnVXm85mAmz2fwQz/fdKDyonXcOh
pfD2iMqn7gESjhEgRE7wMDYMDuULdgHI70KWGVfgrh7xEmKapLh45h7cnumo2VijL9
uDYY1aOBHz993T70E41y43rhk+6kKbGFd2uuo7h5j1ZF8Lj6sYfcEzXOU10hR1DO
nyBjDy9MYWu@YNouc70WgMceGx6hjvCAM/5fxP7SZFecZ7ePeB0OGpvVA24hSNENE
Qr3tUeku0f1IOFunMnMnbh7Z09rPYqWvWDNIpU3S4CjFhY82L+IeKnmLy8N6ASRkK
HsPiNCOHSK8C/Qynrd9xLhX8J1sk/TGiQYaleoHhWkNL1ZsL86QHL8SKEqkqzCQf5
AEqghDP6NEGS71n0enA7JjIrA9KL1T7fnNWZOwFi5X+0/CymE2ytEMSQYf3nmY4U
n9x56Wgn632zqB5nq0XT6NXGAAIgOBmMOO8YENKCIFzk+yhoDlprVpHcnd2b5f60q
uh8KYOEbKgpMJ3zZuWSL5kwGF1nNoYiAkonMaz9H3p0QnOMVYCUeUTDRsi0/prrd
UhN1lry4TAsBMpeXnFhdLVM3vFQZVpByadGOJINmnaN/Wavw2a@@UGBFa4wsFOBBMB@MbMw3Cm90x7k8UFfNANIemcrIJrSxIDwm
g9cVAg3a+D+wxjrVe8jGg0ejvECpm+Qyswigj5x6Lqj09A4UgdjEauN+/pn@nhBo
Gv7DzMXtM/LoDtgp6wn93qZVN2TsuHnkEk4UyntB6eWIbBAXHWUr47exiWh@dvQN
tpwCWPT6I7ZTPtA5K/zx+q9m6797BLgAkTYc6gloQL3vs1Z1S3m/hZNawsFOBBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwEAAh4BAheABQIgmrz2BQkLBnBxAAoJEKwQ
ezhmktrd360P/2rB2EkwSOCKC4m@heWSTDWi60BKoEbbDtFtc6/HwqBW8SPsiKlq
zV0e3qBY/LVju@4+ktJEK+EGXLNC3iC36MegrQ8zt391kEx,/ZvILIuVOCX90@QIAX
dL8MVUkkjRLCFFH8pTgRy1cIYWk1X4dYdXWYc29fCwNVartNdNBhsb2ht3VIeKDE
kUivBHmkjuISDPENIlcoY7Lj0ZtY5cHdRF2eZpBORkTBpsIt18rCYyHkERZrhmvb
j3r0yPyv0a+1/dQS8/hv5pEmbKx8cy8RdIkmbUHYatPBsjHkISWr707GOVFW4GoN
9CRAI4KkbDSEDjCL5dv2pq@SewlMkLuWIGULAMgiIU1Wc0s5SZZGFSksNQrtSFV9
Z/wGocecMGkGQNXQ@6IV/Fry/TvyphBlmylEqL+NLQECEjnl1z9Q0IVu+ZA+M@9196
U1HO7V5GvBgM+QK/q/dJeMHPWrN1o1gA6Nwl,/HBdM@ODqzdZ2jEPvsQSABVZIrPMty
+BAqEar4wqY1AH4X5ccEj07nJQoBQSDRSkilfkBsclnx44N/mOkHAIa0Z/Y+Mwav
WiZhREkOospG1lI41Ba3CNTVAhSsOmsGsYfkqvFIGHL7sZY8XSv82GBBVA@NUNTS]
bLBwo2FaQG9eoatRAGkqgp4b/0tNtBuGeiQoNwFGbfUZTAaStj5/2zZj0swsF9BBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwEAAh4BAheABQJe+9bwBQkJIZ4plAA0JEKWQ
ezhmktrd+ScP/RoaUKriVVAgLHOGs+/mnfKtnfT1Clzi5dsdI9/6HOVLpmSWK/C1
2cT6gary45VMgAeVK+H11QXafYj+FY++I5kYoe2GrSvIXhpjaFAJyNf/dKleTsqR
Tm371i8b3FDYs5kvy2CnTbmHB8Ms0Gxck8/YHd1x+g8Wp02IgF89yYCSF3CAdxC3
6bHbs6Z3C31cM/3SoWF+Yie2P8XeBMPCGp/BcjQzUcHF6GO6TWDDYhixucUi6vEY
EH5Jt0wVVQ7bubT80Fe00JwVx1lzYz4UoqxjKDWymarTzu@3AUITOPXPece94bJAK
mSh68ItQe3H8tSPMubERWZz2tEV31VkChDGXcC7BYQmxHseolxz/qzCtJ@iX9BvZR
dniZNeNJ/Cu8M2pDp47zdNFXzf/Q/sQ9pQlws22G2g119rWDneBku9nlvTP80@/ex
SB+VLTBjDiArlCY5y9+BG8wbscExJySoQxkB9j/n1MzPY5rgk@SyxsNj9GbgH+hr
EjS3/uacNwSLxGcOT2E9Teot5pfTEO6TQVg+35QhTfAL1P8c8jze@1W/+u+wXulUi9
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azRSzYtCHanGyyet6UlmlBpAkqgkZzH6t3CA5czc9i6FbzjVvFVZnbRUZIRZTISYew
1F5WggTn2iYVdxagPRvLF5kjd696brGWId5HWirCVGakK@4VsXW1Ab1BOws FOBBMB
CgAnBQIXdYAFAhsDBQkHhh+ABQsJCAcDBRUKCQgLBRYCAwWEAAh4BAheAAAOJEKwQ
ezhmktrdwWigP/3QW17a081BUWyby4HEhN4SdAOWGY/FLqO4mCtuplcnMgRUCSiL9
12BSCTMCtUcdSWtYwOgSChN2mMsdilU2FNR5HVNunYR/pFdqjfQurflZmKVeG5/4
uuKaOxMw9e8pK5uYAfs+07gr8gu/f6/Drp7NZk3/yVKpf4WCY90X9TA1q90/11nN
cwS45U/d7YP+N1YM9cBXalDnDcdfm@BlykzouAF@qdlLwi/tmLENvYybD3+2c2WsE
r1FZGSa5Zaf00tTIWXh5k6wh5FdRRycrnSyRK3BIN9+yaXfMQOXpOypa8dqQEnCi
IsngDCIPxtTrhMWKhBFRUMzK/WZTDboTQSQDK+YVRIE4K8MtoZSKwZLV21r903TpX
kpbKsPVYmexerfdMeZfjZMF1bC7BmEs7jciH6]jbqAoAPNHzN@481aeNarINSViX
PQWr2mp9qShei2/RavLtx2ZNrvmGW72ZKpF8E3WWUDpBJIgFVeGNRvOm3aZj8o/H1
ewtNjcT4oulfqlfKiULv+g7ANEMDLQTFDTg5twRdvmZ1lB70TBsavf+LwxPIXhH32
IR7TX7VeicMMxmZnmZK2ANT/QBi31laf+ojVHvB+f6D74eLNq0@Zqjfi/3UFNYsYjg
E+YgCqEUBpHb161n0HWGOSsQwfap2uKK1lzukD/KxH5SPBC3DYGBI+KCbzsFNBFd1
gAUBEAC8zNATrPWb3dPMThL2XxAY+fS60vXdB1Sk0tYIpDWpFgvo@d+VQ+hV6XulGA
HAS6xG1WHYysPT9KejIRSgLG+e9CaM5yhsxNalWFGUM4Q9ESo3t+a75Go7xHIxXgFj
C046/06Vh3g9N/PREeuG8zkZ3H2v5fmD+ejyPgk4W9sFLOOzjRiZDOFKVYR/j9ue
NnEC/2NBcLuFy3q6cDfmCoDE0062kXMnaGz3knzEK/X1SkcjsxRDq7zaQlQlKou+3
dICwy4x5531Q8jl+eeeEvF2C2/dXmDohb57tqUwioohMUQkmCtvZgEHjypUwgp@MT
025gWxkvJI1SIKUOb6b1786WNYySIzF2gxqlkkEmB14RAssQkeXjrSmGwsMDyHNqyJ
eYFus18sPaSpo+V2n0z+2B070Uq+wmf1S5A5FpegHOPZzzoNZo816QxaZje9YSZU
1ijGmZIdEBleRVt3Svhi8MY1lnasd4bW2RK1sr7plkBf8QRe6biiQRF3KDOSN5ChmX
pAcHJ1ZHzRRdkXZDNQC6vCIxsy1l300TrhJtAV1Yq347uyUbVi291ISVgroUVtprs
mHoEk5Go0THbg9SCSt+xi/FiJQC+ubWmIGXoFKMR3UmhDnnzobKcbnbs/Hd981Fd
VghYYvq//gTAkJkOWxfGq030wtXRndPOAQT+qhP3TE+LtGRI+wARAQABwsF8BBgB
CgAmAhsMFiEE/rkgny8vP0ZkhB5VrBB70GaS2t@FAmjXZm4FCRNDGegACgkQrBB7
0GaS2t3y5g/7BFXp/fdanzuQPToJTPen7AVwhL1oKaiYhG3GjdXfMPLvu6UtaaGm
gynLolUNNooobptFqcl1G9BKoAghQrta7CsDHtsQF2xyc3Mfu@gmplL/7X5a7sFIel@OMYuUAAKCRCsEHs4
ZpLa3XCpD/42DrcveE+q2ulrAIYPD1UlHiwIMejgBDRm6zmr1KSAeb4E6/MFcP4s
rXSSscM1lrqGENVYnjNCXjD2YzWii68EwoXLIkgoD3r2ifzkV62EX2MIEeNZAVwuUy
KNxorzmy6bhuWltRYNK/hITs2AG50r0k9ADEI8PixKymrWlhesPaWX6Yhp9/tWaC
RHOSRiLbRVal+7sqT88urLmkVIOHqx949Zxv4+cgBVUGLEWXKsTWhHjbDMNInozWB
SZallznLApOM8z+1DNrqUYyfR8SkF4I0Vmg6HDzoyuselI8IvMAlkvT6F9VBq/iE
yeDYdEEQxwHwozKrEx5Ybx15mntbqwCXy6kHSx2+/3RZWpZQ8K29YPOQEkKOKeGF8
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9Vap3jjNrX4u3cuRNQpeblQc4uFn3Nzaj+cVV4YzcRwI4NifecXpujSvk8XU2yt]@iHawtFnmB3UFfC1lWt37Hy3PKvrlis3uG60+ULI8RQz3/+ZwSG8U+xt
b+I7H9+gITcleFCb+tIwp5xWflyxcFXYk6UzOL7y3Fg2tIEuSNtIHUCONDVobf6c
I0KAZzZcMvKiPQiuBnV0jgDLmCZM5H6axj9x+gisoVh6ea3HLgMzy jm5IkeCGgKWy
HOgD3yGEZDvcbavkQ0le5T+4JefndKzCPr1luX@iyx+0QiiOL8WieSSkSB6BsZcUN
SeuGJwM79Y70qld/YVIQNBZj5Vz+m3nZ+@EWDDMIOhRgMpSEIc+dnTCOU1@3Z+Rc
c2IJg8INmU653sUcfCZE12ParW4rF7ib6kViYrABT8f4e2TPQa0yP5kp51ied9qL
azaBA6tt/CO9X1V2EJIZK4srXtmcZ02Im45RA1IVXyfpBAmMmMiF3eZWCbKe7gBC41rDRh
LZG4RQW/S86Da@BID79gQz9IFSkaG504MsDhvnA7iAqaHUHUepCsiwsF8BBgBCgAm
AhsMFiEE/rkgny8vP@ZkhB5VrBB70GaS2tOFAmUkSiQFCQ+P/Z8ACgkQrBB70GasS
2t3AwA/9GkXKUgvjKGCxwE4SdADt7c2jwbto2TTP9iFJ3Xbk3+5BURT3gkZCuu9D7
gt+97aVo/B4EM7Xz8DQKyY7Ic9VAwWDRra/HwilVOhwlzyIWQ/gAnX3baU6qLRWHR
vVR5meV81r35C+rg9DaWFYmvS7PIvILfxESwBPUjbmx8k4/5EJpHUwWf12bzkTnot5
7q51HxKQa6IvgQak+Hp9ZM2KPdsgKO2HWIIIIvYcI5byW9zBKVOO7YR8gtRAIKp9
IbtsXx@WT6cqHOFVc555zdcaMt@gLF17BTnIyvKK219GABGBmzYDjeCyF2J+Ippf
0qxqfTe6E00SUEMc2PbLTs9SsWjyCC2VG1X8+uUHISoKwLOVQELFsP6fhkVKgi/a
rB6UUPR/iZnrKIuxMNQ4U+t2Q6UdMImXsAXTNdkwzoK90JRokITHOZV1KtH4s jA
tCic+t0ddq+GQLiKe2WpJIfx1AQUESCBOTxX jAwQmfnlH+dUhPelL1bNimH1H®/hXPd
ifuNGozzADIRseQDyzj18xGL1gRZLD3cfmdabRyZ+S3dQRuaRrcFCDccpY/p0+F8
jbx64zyqqNs+KV+SkQGOCKFhWTZGCFQ/zMDtDmMQK jb3eTAkv1zdEOMwIZE j jmSQq
8FN1+2w03VnvXwvBbtDdVCIaIqg+jVcsy5XtnnV+bJ19Q9yue/XvCwWUEGAEKAASC
GwwFAmMEyoZoFCQueVRUACgkQrBB70GaS2t1uHBAAhOYVvrtchRmzCvdNER1DtkIs
bgQPJ90xbyfvmvoD06qxH7PrycLZKbt7yYpAUU/CMc86GwaEe@I5Nm1CTs6NvDIv
g3e7EPIS859tyQflbM56N1wbsopCuoClYknuroIf/M6dWevIKNXLMmNL/AtalUBw
X+5pb1mGUUIep490TOXQENVNUqyvaGjXgFXix5PVFID2ed5NnQeFpvfCpc/ioNOj
z70R0827j1ht5nWgPraXX5AYhQFM/kwR1cK4LV7gVDd/q+dfGYHzpxQ/HtyX/Lasi
N6I52QqA95SM1ZZLPFLaNh6EvnNB7uCOpLCYS8nvilX7/cez5PFfflelgXCOTOjv3
mJ2exLmXVOBbfKgjccFCxhrdRLtukfiDfJkySylzdscnpfng8wI3xKRv43cUTz7M
Z240YNMgK26aJZVXEQUYjCwsBylY/F5wjYAwgwZ8yF5RFix28P/K8JsIHb3QrAJK
sSNWQAb@3ZWis3N3spR5MIMw3VuDZ3WUXq7mxB5M3kpVoZ3vETUScwTbADYNPf4Sw
BDK2uIVtxabezxSBtz@OFcyYoF+0W8q7r4WvoyC9/+3GfnozZLIcEIVDk4W2pMW4A
UhG/6drKTm3HkSDWIDu7d1sHWMffLEYFfUHtN5DKkDkGoPfHvZvu9teR5yLfUrPTf
ktihPn/JIMrmwa9pwi8LCwWUEGAEKAA8CGwwFAMCavPcFCQsGcHIACgkQrBB70GasS
2tQuaA//UWRaRiHEAKeRgBG/T2ak+XZINu7QHfNgoUEAUb9Zru8oPPXx2AJLcHEN
KwWmeF1LxADdW0Zs4Bm90o0ew3VQnR/dBqjnXfob9Rc+eYUjA3rXazM/QrqcU8Syi3
MjNGUmjdL5aQF+IppAMgOBLGL1TENM7C5/PvrGIuYpGEnkKEWMK/GYhqg2V6@pHEV
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Pvs66mefIpCzbZSy56qtknSt6yBNWc14XgDX6VTn2kW4CV/3vVIUuvjvYs9SPyY8
mKEXa6QvUd3PcXv6RiWk41GYuT1l+jh2VkcFQ+InUwv9TbKFB9b5jqlbvW9o+LMDEL
YXux7pBP5RPk+0LpyiEXIRFWhi3x7aMW0zQ+I9yuNTeYkTHiEAQRUhs/1Fh4olLgI
v9QZgCOmMRSN3zm8plQdivs1Z1AosAqqkA9BQwqsgosQe7P92irYIJqay@si9wGCD
wSMsmeXdIF6wW3/UMIZ166aarPeiZApGX0QdTZwjMh/QK/8gTKyeZulKmNkNfwWq
0170irWqLKssVHtg3VUMBEIdh+oNgDDXSeWtYUmpPpWp+yWZ0x1MFFZhUQHQZTGu
TIj4A92LQzbrfj/jXRvWm2SrIMivUoiDUn+qxKIpVwF1I5gVb+uyTFhw89PCkphr
JwRi@52RLoU9yd6Ek46UHALXTZZWrZuzY+2zzB70qGONphLgi/h3DCWwWUEGAEKAASC
GwwFA1771b8FCQ1lniTUACgkQrBB70GaS2t2/MxAAjoEGPdzavhs01XdPCRd1D5Q]
18T/NSEV2z1cp8Zvdrk jNFO9TBP4qsBnKJIiuvY1Iw70GX9W20kvXxgJizE45v9OMH
WEMz4hmIjmAfRwcqENgpOclIY/TQ/+kkCW8dB6d3@I1kTON2PCRzZNIL5VPQZXGTG
mLvd9MOjH1256w&uxLb+elHMDTCGEN1ppq9G+EAR/29q81ZWs1marbZzZwxSWcg,/E
1YYbNafzklgjq4CLh/j8AEWSVLTr39zRy9uvQ/yqAKZ4K4aZfh/SPupGDvsD6ZK54
EPHXErQ7aiXTbUHtvwhxWLOP6WmxFA3Shr6L6YUb6jq+@PV1iFC517g3mxFHItwt
yXGNIKhmzmr@1901lsHafull/9QPfK3Ce32SkPhW/11MYA8HzduMv5Arp7cBczXSP
EUTMNIVKv3gT3jSQrzRhwhHmMuqyDZ/rXQQ1j12sxIDj04MUMVVYKF+OCNm42gVs
8ca3/wN9ZNU6hyFWeKQDuCAqPPbT5G0/DKseFEwB+@7wwyH1RXbyl@v4fneg60@5X
S71ghNtw2plhDLOHYHDiV+aPZ+LoOmX6+dmngE6bQJaIlVb922KWml1i07F3DkqP7
@jFlhoElgfiXWkxP4Gy8wOobNfEMgvz02djkGQy+oQqeNdIcZFZgzPTGKB/nVgpt
9CcRDWjP1tFCd2el1FBbCWWUEGAEKAASFA1d1gAUCGwWwFCQeGH4AACgkQrBB70Gas
2t1PIQ//Qc5VYFBCxpaMysaPQ44wXPEZSjxIGZhhMGzb1UzzAEYOw+RgKN5NNTXq
L2Ko0k0rGnKqZOKByMdXwIPH/rGwwEsbbIpopnibf5ic5B/+xCTIK+qLIwX2ZLuk
NhbL6Y+E+7DxMMh+KgBWHONKkgwVY+1rFWOfoops839ABKvc9/Ry4/qqkcb4@AzpD
11iQJ5vK/DMuaDWxWeKXqJLI13WMGPcPfheuBZL1u7LEEHYKMgzvpbF81WIn3MBo
8jvxf2/0+kMafSSDqgvOubyu8GOhmScpCbRIN7jV/HrG+tM+zy48TN6/MkGWSR7q
TD34pqBjyatVfV16dGD6xj/i/Emt5hZB6GXTuUCDH7AWMONX+FkDubs4sc4PKysZU
ItyabKdQFo2UeYsNwZhdn6QwKhd85um4JUHICY@mARY jsQgWXH/5MR4@cow77bbE
vVqOXNd+QRV1yT42CEtnIUOFLeDVuZrum5Tuvvna6ImMDoi/z6QcNel79XsY2m61
QVRiHr1BDb/8ILkfnWiwL8GRv169Kf8unx@y5ulYBpcMYkyDD2+pnnk3TYQrR+8X
8goecaS8fbyu/Q48K85ZMD8wKW/bzLQ+tK9y8xed24u2QERTtMhIw9b6f45Nrrf/
PhgV8RnuwUusSbdDe8kw3eYTmLdzD4kZc9K75d02CqT+hm//911I=

=uGHC
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EIHARHA : 2025 10 A4 H

ZE D 0xAC107B386692DADD

xH RSA

K/ 4096/4096

2 22 A [ 2016-06-30

FHA 5 &7 2025-10-04

AFID AWS SDK F1 T B <aws-dr-tools@amaz
on.com>

FEAEEL FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD

ERFLLTFEMA T SDK for Java B OpenPGP 2B RAEH BIBIGAR , E1EFA L ARSI BR,

Comment: Hostname:
Version: Hockeypuck 2.2

xSFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9u/D2zLR8Ynk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1IMYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGOsCCr5FsYVzOgEk85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASgNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKrie]
kT21PffbBjp8F5AZvmGLtNmM2Cmg4FKBvIQ4SQjy27jrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z19gGcQeUl+Uk1lgjFLuKwmzWRAEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7IfzJIXQf+fF+Xf0Cleby0OJFWrIGQkAzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIQYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrq+fluorWepQivctzN6YINOkx5naTPGGaKWK7G2q
TbcY5SMnkIWFLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQf fIWROQARAQAB
zSxBV1MgU@RLcyBhbmQgVG9vbHMgPGF3cylkcil®b29sc@BhbWF6b24uY29tPsLB
1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMBAAIeAQIXgBYhBP65I18vLz9GZIQe
VawQezhmktrdBQInABcIBQkRa8qgDAAoJEKwQezhmktrdl1MQAIwWEUDar30TxkfTa
cPNKDNNzxaWqrxZ3FTQ+PyrHhQ6usxxrvDKIS+uCjE9ObmWHVFU1R4yQNF+721Jdw
5UhXQu+ZgT9afApE65UAZUwLhPsz8upXT8C6VeKXh3shdw7gXi2hrwtM1a@P1ls40
Cs2C9rLUDMITySrVDDVwpnaAB+8DcFrs9bIt5Q3gdOUatdzDvcb7QKh9jUvzCpbE
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cInblepDN5MRzowMR4iU2VV1RzLxCvm7CQSyXfgf@ODFLkXWiknhOq9eINmytIFG/
ntFdiZFkNZ5hP7091oywdfNrmqB6PsF8BPGFh8gKwlpjowrfHpv6cNIqShmA76LT
30HVi0lqGFB70obffq//eZGPROoYIFDrOdD2CFRoHNP3N++AfkA4SRN7eXwyoz6Pk
DO9WNIEEkAcp6PGvv7AokogDo/40qmxgC6fN+3BTOstWpv4F1D4NXOZWsTs49wxg
kP1CCVf8t75aZzZkcjXngleC1ZZQ5SB1RtSB7gMqtP7MIn2]5w8spNbs5xQvIc76u
NvzwEasPkY+UcHd@®5RddOUwoKgDerLUG7Yqd1NCIoQR1mBIgZButbQlMyaZcmQqO
iROkwDi9h6D16fnUb2dFCNIw+eDHvsjG8HI3ZIVZM1@bUQ2kmmwr102YQlynJQmol
IM1114hFU8/1HNHmM8ie5darpVXQEwsGUBBMBCgA+AhsDBQsJCAcDBRUKCQgQLBRYC
AwEAAh4BAheAFiEE/rkgny8vP@ZkhB5VrBB70GaS2t@FAmUkSiIFCQ+P/Z0@ACgkQ
rBB70GaS2t3HVg//S+/KbeOBf+nCdHsrWtpOkxvWIpAGvQhIbxx1tp/impfm+5Rm
fKPDOKX+g42fuMmOdDE4gj04GjGd7ZY3bx+0zbDSdVebzmYCbPZ/BDP990@oPKidd
w6G18PalyqfuARKOESBETVAwWNgwO4t20cjs4pYZV+CuHVESYpgkuHjmHtye6ajzw
Mv24NhjVo4EfP33dPugTjXLjeuGT7qQpsYV3a66juHmPVkXwuPgxhOwTNc5TUGFG
UPSTIGMPLOxha7Rg2i5zvRaAxx4bHqGO8IAZz/1/E/tIkV5xnt494HQam9UDbiFIQ
QO@TSvelR6S45/UjQWecycyduHtk72s9ipa9YMOilTdLgKMWFjzYv4h4qgeYvLw3oB
JGQew+IQI4dIrwl /TKet33EuFfwmyTO9MalBhqV6geFaQ@uVmwvzpAcvxIoSqSpkd
B/kASqCEM/00QZLuWc56cDsmMisD@ouVPt+c1Zk7AWL1f6j8LKYTbKOQxLRh/eeZ
jhSf3HnpaCfonbOoHmeo5d/03EZOALIA4GbT3xgScoIgX0T7KGgOWmtWkdyd3zvl/
06q6HWpg4RsqCkwnfNm5ZIvmTAYXWc2hiICSicxrP@fek5Cc4xVgIR5RMNGYI7+m
ut1SE2WvLhMCwEyl5ecWFQtUze8VB1WkHIp@Y4k2ado39Z2q/DZrTRQYEV: jCwXOE
EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAmMEyoZoFCQueVRUACgkQ
rBB70GaS2t3axA//dgcz5T4Fs7LWAIQB/KRnvX64IzaGQcwt3FBhYH+sFaSaD+1u
752vi3j1GxMBKs2NFxk6e2U8xBEir3vfKYd+mZ5L6egXCOMYfvMO/UFEFH3A+t3V
dT0JK4RQcalL9+rFRVADmMZuifN9OFfy25d6631CZ50iqgHTQViVmbrGw2cQdyNWXxq
YLgg+gktadkmzis4J6hF/1e8NOBfrG3n+QthF1l/v2ppYYWIpmmxzUIf6tA1R1Vr8
PhPukjuFfrPLRL3XPiK4Lkd1SI5SMX7L1q4RkcZNINY1LWS8699wIOLRcr8aQYvzZ
Im7tfZUaek]I5ScXIWIEaWT4poMbWxXINj6VWE+DgKWyjkzoxBXSIdLk4XThAldIq
3n5STMkfuWV2A2xHqJtEzI1XeTm/d/JRxIG8hjIs5FNMGIJUSNANIUTVA2putCVfo
JbP4QlafXoEVOYwW/EFJY+brjQadwc/knf/QxszDcKb3THUTxR80AOh6ZysmtLEg
PCaD1xUCDdr4P7DG0OtV7yMaDR608QKmb7TKzCKCPNHougqPT@ODhSB2MRq437+mfSe
EGga/sPMxe@z8ug02CnrCf3eplU3Z0y4eeQSThTKe@Hp5Y1sF1lcdZSvjt7GIaHR2
9A22nAJY9Pojt1M+@Dkr/PH61r2brv3sEUACRNhzqCWhAve+zVnVLeb+Fk1rCwXQE
EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAMCavPYFCQsGcHEACgkQ
rBB70GaS2t3fqg//asHYSTBI4IoLibSF5ZJ8NaLo4EqgRts0OW1zr8fCoFbxI+yI
gWrNXR7eoFj8tW07Tj6S0kQr4QZcucLeILfox6CtDz03f3WQTHIM/@si5U4If3RA
gBd@vwxVSSSNEsIUUfyl0BHLVwlhaTVfhlh1dZhzb18LA1Vqu@100GGxvaG3dUl4
OMSRSK8EeaS04hIM8ScjVyhjsuPRmljlwd1EXZ5mkHRGRMGmwi3XysJ]jIeQRFmuG
a9uPes7I/K85r7X91BLz+G/mkSZsrHxzLxFOmMSZtQdhq@8GyMeQlJavs7sblUVbg
ag30JEAjggRsNIQOMIv12/amrRI7DUyQu5YkZQsAyCIhSVZw6z1J1kYVKSw1Cull
VX1n/Aahx5wwaQZA1dDTolX8WvL90/KmEGWbKUSov4@uoRwS0eXP3QhW75kD4zT0@
n3pSUc7tXka8GAz5Ar+r9014wc9as2WjWADo3CX8cF0zQ0rN1naMQ++xBIAGOmMsS8
y3L4ECORqVjCpjUAThflxwSM7uclCgFBINFKSLV+QGxzWFfHjg3+bSQdOhrRN9j 4z
Di9aJmFESQ6iykbUjiUFrcI1INUCFKz2awaxh+Sq8UkYcvuxljxdK/zYYEG8DSdQ2
uwlssHCjYVpAbl6hqlEAaSqnhv86020G4Z6ICg3AUZtOR1IMBpK2PNn/NmPSzCwXQE
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EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAL771vAFCQlnimUACgkQ
rBB70GaS2t353w/9GhpQqulVUCAsc4az7+ad8q2d90UKX0L12x0j3/ofS8umzZIYr
8KXZxPqBqvLj1lUyAB5Ur4fWVBdp9iP4Vj74jmRih7YatK8heGmNoUANI1/90qV50
ypFObfvWLxvcUNizmS/LYKdNuYcHwyw4bFyTz9gd3XH6Dxak7YiAXz3JgJIXcIB3
ELfpsduzpncLeVwz/dKhYX5iJ7Y/xd4Ew8Ian8FyNDNRwcXobTpPAMNiGLG5xSLq
8RgQfkm@7BVVDtu5tPw4V46gnBXGXNjPhSirGMoNbKZqtPO7TcBQhPQ9c95x73hs
kAqZKHrwilB7cfylI8y5sRFbPa@RXeVWQKEMZdwLsFhCbEex6iXHP+rMKONSIf0G
91F2eJk140n8K7wzak0OnjvNO@OVFN/9D+xD21CXCzbYbaDXX2tY0d4GS72fWOM/zT
96t IH5UtMGMOICuUIjnL34EbzBuxwTENJKhDGQH2P+eUzM9 jmuCTRLLGW2P@Zuof
6GSSNLf+5pw3BIVEZWS5PYT1IN6i3m19MQ7p9BWr7f1CF8CU/xzyPN7TVb/677Be7V
SL1rNFLNi@IdqcbLJ63pTWaUGkCSqRNMfq3cID1zNz2LoVv008VVmdt FRKhHN8h]
h7CUX1aqB0faJhV3FqA9G8sXmSN3r3pusZbl3kfCKsIJUZorThWxdaUBuUH3CwX@E
EwEKACcFA1d1gAUCGWMFCQeGH4AFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AACgkQ
rBB70GaS2t1aKA//dBaXto7zUFRbJvLgcSE3hJOChYZj8Uuo7iYK26mVycyBFQJK
Iv2XYFIIMwK1Rx1JaljA6BIKE3aYyx2LVTYUlHke826dhH+kV2qN9C6t/VmYpV4ib
n/i64po7EzD17ykrm5gB+z47uCvyC79/r80uns1mTf/IUql/hYIj2hf1MDWIO7/X
WclzBLj1T93tg/43Vgz1lwFdrUOcNx1+bQGXKTOi4AXSp3UvCL+2YsQ2/IsPf7Z2zZ
awSuUVkZJr11p87S1MhZeHmTrCHkV1FHIyudLJErcH0337Jpd8xDRek7K1xrx2pAS
cKIiyeAMIk/G10uEXYqQEEVFQzMr9Z1MNuhNBJAMr5hVGsTgrwy2hlIrBktXav@7d
01eS1sqw9ViZ7F6t90x51+NkwXVsLsGYSzuNyIfomNuoCgA+cfM3TjzVpslqsgld
WJc9Bavaan2pKF6Lb9Fq8u3HZk2u+YZbvZkqkXwTdZZQOkEmoVV4Y1G86bdpmPy j
8eV7C02NxPii4l+qV8qJQu/6DsAOQwMtBMUNODmM3BF2+ZmUHUhMGxq9/4vDE8heE
ffYhHtENTtV6IwwzGZmeZkrYA1POAGLeVp/6iNUe8H5/0Pvh4s2rRmgN+L/dQU1ix
1i0AT5iAKoRQGkduXrWc4fAY5KxDB9qna4oqX06QP8rEf1I8ELCcNgYEj40]vOwUQE
VZWABQEQALZzM@Cs9Zvd@8x0EVbEBj59LrS9d@HVKQ61gmkNakWC+jR35VD6FXpeb
UYACBLITEbVYfKwOP@p6MhFKAsb57@]oznKGzE1xrVYUZQzhDORKje35rvkajvEcjG
AWMLT jr87pWHeDO®389ER64bz0RNcfa/1+YP56PI+CThb2wUvTTONGIkPQUpVhH+P
256cQL/YOFwusXLerpwN+YKgMQ47raRcydobPeSTMQrofVKRy0zFEOTvNpCVDUGi
77d@gLDLjH1I1Dy0X5554S8XYLb91eYOiFvnu2pTCKiiEXRCSYK29mAQePK1TCCn
Qx0jbmBbGS8mVIkpQ5vpvXvzpY3JIjMXaDGgWSQSYGXhECYyxCR5e0tKYbCwwPIc2
rI15gW6yXyw9pKmj5XafTP7YHTVRSr7CZ/VLKDKkW16ATQ9nPOglmjwjpDFpmN71h
J1SKMazkh@QGV5FW3dK+GLwxiWdgx3htbZExrWyvumWQF/xBF7puKJBEXcoM5Kfk3J
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