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f+ 42 Amazon EventBridge B2 & HE ?

Amazon Sched EventBridge uler @ —fERFFITHER , ATFELBL —NMNPREERSCIE. =
THMEEMES. S EventBridge cheduler SEHYT B , ATZREHRBE T MES , XEESFSALIBEA
270 /N AWS fRF MBI 6,000 N APl e, TEERBEMEEEMEN B LEESHRFZEK , S
EventBridge cheduler &858 KM 3T 1T X H BRAK 4 B A

EventBridge Scheduler B3 NEN G IR ES , ARBT BN TR BEBERS. £H
EventBridge Scheduler , ZALAE A cron fIERRRAXNEEREN QR , BT UEE—IXHER
M. BAILLNREBREN/AMBRIEOD, EXEiHARS , HAXBMHMERRERKRENES

F&

 EventBridge AESZNEERK

« if[A EventBridge AE 85

EventBridge AESHNEER R
EventBridge Scheduler 12t A N8 IhaE , BRI UAFE XL IIEERELE B MY B it Xl

« 11t B#5 — EventBridge it XBFXFEAL % SQS, WS# SNS, Lambda M 1TE ALY
AP BRENEMRIL B ¥R, EventBridgefE ATE XK B 5 , B A LAEH B EventBridge RHEEE12
A. 1A EventBridge B2/ SDK 5, AWS CLI

- BA B#R — EventBridge HESREHT —NERABHRSH (UTP) , B LMERAZSHELIE B E L it
KER , ZAAESRIRITRIER 270 24 AWS IRE B 6,000 I API 24E, FH UTP , BRI BUERA
HESEFA. EventBridge AERF SDK =. k& B E X fil & EventBridge 8. AWS CLI

- RJEWIRIEE O — S EventBridge cheduler X RSEWRNBEIE O , AFE 2 BITRIHRSAA N
SN EATAEERHITXREAB RS,

« Ei#- EventBridge AE 85[0 B #r1R 4 at-least-onceBH £ % | XEMRBEE D —RAEE K HIEIK
B BFRMAL, EventBridge Scheduler &R XM ES EBITREIR I, EventBridge HE
EF2ERAMALEREHNES , MESITHNTSEEHBREFTH,

518 EventBridge VHE 25

YRA] L@ EventBridge ##l& . EventBridge JE 88 SDK S E# A EventBridge 28 AWS CLI
API k£ EventBridge E 5.

EventBridge AESRNEER S 1
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8 & Amazon EventBridge B2 &5k

£/ EventBridge AR BRI , XMERA T T,
£

- RES I AWS

- BIZ IAM A/

- ERAEERK

- REWMITHE

- BETRETL?

kLS AWS

WMRERE AWS IKF |, BERUTEZRKGIZE -1
&S AWS K~

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,

EMERN - S RBEFTEERERS , HERERE LA ARIEH,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFERGRIZKS RHFRE AWS
RS MRF. FANREREREK , FAAFIEERLRANR , A BRERARAFKKTEER
AP R BRNES

BIZE IAM B/

BOREEARAL, , WIARNATEIZ—,

RES M AWS 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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RAriEmE

prik > B &

&

REE

BHE

HR

£ 1AM £ HR U 17 (7]

|dentity AWS,

Center

h XAFEREHRERRER,
BRBREZENER ,

(% BESH (IAM AR

W) ) B IAM R R
S RESRE,

£ 1AM A EEUE T A

= AWS,

(F

WEE

)

FHREXRE

PR

BXHEHA , ESHE (AWS
IAM Identity Center 1§
) FHAIT

#® (IAM fiFEr) +
MEZATESBE R IAM

I

BiE % (AWS Command Line
Interface AAF#E/) AWS
IAM Identity Centerd fig &
AWS CLI EF AN KE EHRIE
T E AR

#E® (IAM fiFfEm) #FHNE
EIAM AFNmEESR  BE

B ARG B AT IR,

mIEN TR,

EL—FH  BEET—NIAM AR , ZAFPHEBHREN AWS BRAIER, ERAZSBHERLT , H
TR ER EventBridge HREERHE , RIMNBWEAEEMMWAF, BESAR  XLEHAF, BASRA
B EE#EH EventBridge HEZHBEFAENNPRE, EventBridge M FERAH , TRIBFZEFUT

REXRE.

« the section called “AmazonEventBridgeSchedulerFullAccess’'— {ER#ZH A APl FFxt

EventBridge 1 ERRF £ 15 E R,
« the section called “AmazonEventBridgeSchedulerReadOnlyAccess’— #F Xt EventBridge H

R R R RER,

EREERK


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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LA B E L — S AdministratorAccess FH—FSIX LB R REH INEI R EY IAM E 44,
BEXFEAETHMH IAM KBEEEX EventBridge AERFHNIHTENRHNESZFEE , B, the
section called “BERHE T B ORI KR

REMITAR

WITABR - IAM A , H EventBridge it XIBFREBEERM AWS RS BEH#ITRE, KA
I BR K W Bt 0 E itk 2B B LR F EventBridge AERF1E A B #8915 B R,

EEARFAAEFITRN , BT REFHHITAC, MREFEAESA , S EventBridge cheduler
2RJ[LBVNE—NBE , HNBEETHEENER. 4 EventBridge Scheduler N &I B AR |, ZA
EBNEERBITERHIMBLEEZERATURREETZACHIHE., XETUURBEENEERERZS

A&

SR SBA BRI BB LR MART EventBridge WEBAM BN BERR, AEEN
B3% AL BRI AR, A0 Bt BARRIAURIER | #5H the section called “(2 A HR 1L B
£

ERERITAE , EEA AWS CLI

1. EFILAT JSON BN AKX AR , H4EN Scheduler-Execution-Role. json RIFEIA
b, BLISIEXREERIF EventBridge AE R KRBT ZAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}

RENTAE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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/A Important

EEAEFHRERRERTAR® , RINEBVUSEIFNNRFERE , UBFILEERIFEE, &
XEZEEMRBIER , 53 the section called “B5iEEE(LE B E",

2. f£ AWS Command Line Interface (AWS CLI) & , AL T @S UBIEHF AR,
SchedulerExecutionRole B NERR T HABH AN,

$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

BOEHRE  SREINATRERNS

"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:r0le/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

+

"Action": "sts:AssumeRole"

}

3. EE Y EventBridge HERR M BARRVFTRE , HERUATERABRZ—. EH JSON IR
REEHFEER . json XAREFESM,

RENTAE 5
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Amazon SQS - SendMessage

WA AT EventBridge HREZZHESRITIEIK - A FTE Amazon SQS RA 5
1Tsqs:SendMessagel®R{E,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Amazon SNS - Publish

AR AR AL EventBridge HEZRBEERI &K~ FEIFTE Amazon SNS E &
{Tsns:Publishi#gfk,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Lambda — Invoke

AR AA L EventBridge BB &K F R EYPTE Lambda B
Alambda:InvokeFunctioni#4E,

RENTAE 6
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

4. BIUT@HT , HENRER, F PolicyName B A ERER T RBEHN BN,

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

WMRAY , BFLFRNATHE. 12 TRKE ARN, BFET —FHEAL ARN RF R <E S
BT AE,

{
"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0O,
"IsAttachable": true,
"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T719:31:18.620Z"
}
}

5. EFZEBMMNBENHRITAR  BFETUTHS. & your-policy-arn Bt hEL—SH el
EWEE ARN, fF SchedulerExecutionRole BN EHMITABNE .

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

RENTAE 7
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% attach-role-policy B¥EFSEWHITLIRENERL,

RE B R

£ 812 EventBridge AERFITXZH , ELVEE—MEREAERA., SULUERANE AWS &R |
WA LABIEFH AR, LA TSR IMER I ZFHARE Amazon SQS BA%l, AWS CloudFormation

BIZEFH Amazon SQS FA

1. E#ILLF JSON AWS CloudFormation iR HFHFH B F N A SchedulerTargetSQS. json,

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type": "AWS::SQS: :Queue",
"Properties": {

"QueueName": "MyQueue"
}
}
b
"Outputs": {

"QueueName": {
"Description": "The name of the queue",
"Value": {

"Fn::GetAtt": [
"MyQueue",
"QueueName"

]

}

b

"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
b
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [

REB R 8
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"MyQueue",
IIAInII

}

2. TEFR AWSCLI, BT TS AR#EScheduler-Target-SQS. jsonER &2 AWS
CloudFormation 4%,

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

BOEHRE  SREINATRERAS

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"
}

3. T TS LLEE AWS CloudFormation xR EE B, H{EETIEHERWIRSMENR P 5
EE’\JEﬁﬁﬁo

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

MR, Zw T EE Amazon SQS RAFIHIREI L T

"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",
"StackName": "Scheduler-Target-SQS",
"CreationTime": "2022-03-17T16:21:29.442000+00:00",
"RollbackConfiguration": {3},
"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{

"OutputKey": "QueueName",

REB R 9
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AP
"OutputValue": "MyQueue",
"Description": "The name of the queue"
},
{
"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"
I
{

"OutputKey": "QueueURL",
"OQutputValue": "https://sqs.us-

west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

1,

"Tags": [1,

"EnableTerminationProtection": false,

"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"

EAXREENEERS , 285 EAEQueuecARNIRASIRE N EventBridge AERFH B R,

BT RMTA?

EREBSRE , EAAITEHRENE 1 EventBridge FE B BERF 38/ B 45,

BETRMAL?
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EventBridge HIZZHEzg Al’]

REFN BN EETH B EventBridge 2%, B AILUER EventBridge i RIRFIR4SI4 AWS
Command Line Interface (AWS CLI) 5 AWS SDKs X8| # BEMR{LE Amazon SQS B#REVITRI,
R, BNREBFRER , BEEEHAY , ANAMNESRESKRENE, SIEITRE , S/RIE
TR RERTIRAA T B E B ARSI AE TH S,

(@ Note
EERAIER , RINBWEMEM the section called “FEHET FHHKR FRRHHEER
NRIRE IAM BF, SIZNMEERSE , BTU TR SRREESNTRZTIE. ERE AWS
CLI , BFEZE 1 E A ID MUER BRI ZH,

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

EXRBREFZINTEAIRANEZEELR , 55 (A& 2 AWS Command Line Interface F 18
) PHEERE ML LK.

e

- ERZH

A BREZHEFIS 82 B EventBridge R HF
{52 F B2 Bd R 2k AWS CLI

£/ BRER S 812 A EventBridge 22 Hf SDKs

BTREAL?

FRFAF

EZHAEHDFNS R , BYBTINITUTERE

. SR RE ARRIES

TR 1


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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£/ BiEZHEES| 2 6/Z B EventBridge & 5k

EFAEF AR
1. &3 AWS Management Console , /i #F AT 54377 EventBridge EHLHY “H EventBridge
BEZRH 2% : https://us-west-2.console.aws.amazon.com/scheduler/ETT ? region=us-west-2
#home
(® Note

BRI AR AWS X B © AWS Management Console X 13" & #2858t 1T,

2. HEITRITE , EEIEITR.
3. HEEEUWXFMAGERNE , EITXIBHRNERE D+ , FITUTERE

a. XNFitXB#H , MATKAOBEF. Hlm , MyTestSchedule
b. XFHR (AE) , WANITREHER, Hla0 , My first schedule,

c. XNFIXIA , NTFHIETHEE —MRE, MREZEXEVEIEMITRIA , WA RN &
BT RI%E#E default A, EOIBRMMOITHIAE  BERESEHERFEFEBCHITRISERE,
&R LABE R TT RN RR AR IR 1T RI4E

4. FEITREXIORITUTERE -
a. EHEMF  FEBUTERENz—, BBEMABFEEERNERNMEL,
o —RMITR  —RMEITRMXIE SIS E R B B et | A A — 0k B #5.
EEHEMetES , L YYYY/MM/DD BB ABRN B, ABE |, 5E 24 /A hh:mm =
HEtE&. &5 , NTROET A ER — DX,
« EHITH ; EEITRIRBEFER cron RIXRE rate RIEX B EREEE A B #7.

EFEET Cron 9itX , £ cron RIEXEE 1T, EFEMA rate RIEX , BIEERET rate
Btk , HE BF@mA—NESH , ABNTHRLET AER B,

BXREH cron M rate RIEXNNWEZEL | BFSH 1HXIEE,

b. WTFREBEWNRMEEA , EHEXAURAZIED , EMN T RFIRARE —NFE LR E E
A, Hlan , REERE 15 78 BEFER UK RENTPRHERA—REBHF , Wi HFHE
B/ IRERY 156 DHRETT,

R #FH & 12



https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
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5, MRBEL-DIHPERTEHIT , WENBEESS S , EEMX , bl UREIT XN H A H
Fetia SAR 45 3R B Mt E] . SR B S BN ER T RECIEZATRAELETH, REERAH
B9 TE HA T 30 R 4k 52 To PR 58 1tk i A L B #Ro

6. ii*%jt_io
7. HEFEBSFREL  RITUT®RE

a.

EREMRICBIRHIEFR BIR APl EARRHIH | BATFERE Amazon SQS SendMessage &
AL B ¥5o

f£iZSendMessageZpH , XF SQS BASI , N TRFIFRAFIEFE—NABF I Amazon SQ
arn:aws:sqs:us-west-2:123456789012:TestQueue S BA%I ARN., ESIZHEAF
BIEZEBEFH SQS RAFILASME Amazon SQS ###HA. RAFIGIERTES |, IR[E EventBridge
HAERBEHEHRF TRIIR, BT ARN T8 RHTTHIER,

X F Target , #i A& HE EventBridge AERFEEE BN ERARE, EARGIF |, fFm
BFrRAFIRIZELLTEE : Hello, it's EventBridge Scheduler.

8. EET—% 6 RBERE (7)) RAL , RITUTERE:

e.

EIFXPRSE2H , T EAIR , ERAFXFTEHKXM I, RIAERT , EventBridge B
BEXxiRaB RN BERERH.

£ I RITRENRAE" BoH |, BE EventBridge iHXIEFE 1T XITT A /G REVIRE

- MBEHFIMERITR , BFEEBIER, JF—xgit® , XHPBEREKEEITRBEE —XBIRZ
Jao WFEITR , FEEETINRE—XITXBEAZE. Bx<BIRBRNEZES |, 3F
27 the section called “it XI5 B G I,

- MRBFHEH EventBridge BLZHSREITRITRERITEMBRE | HFkiE T HFEE
F{1E,

EERRBEHAEES (DLQ) o , EERXKES , FHER , FITVEBEEEARE, £

BERARE , MRITXIREFABEBR , W@ EventBridge ERRFSEFZTZIitH. MRE

BE , WAR IR ER KRG EMZRKEIRIE

£ EHNBAIFLEE-TE” &, M A EventBridge AE RS S ARE AL BEHHHE KD

BB &/ME,

@ Note
RAEN 24 P,

XNTFHRAEFHRE , Fi A BFRIEE 4IRS EventBridge 18 E 2R E 3 T XA & KORHG

£/ #Hae
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10.
11.

12.

13.

® Note
BRAENR 185 REHA,

f.  NTIEBS (DLQ) , FMUATERIAFIEE

« o MREFEEE DLQ , HIEFRLIET,

« ERK AWS K/ HIEE— 4 Amazon SQS FAFIEN DLQ — & &t , RN T3
FKHPIEFE—BASI ARN | B & 5& 012 1T XIet AWS K #HE# DLQ,

« RFEAM AWS JKF HEY Amazon SQS BAFIFETES DLQ : T BGET , REWAERKEN
DLQ HYBABIEY ARN ( BIREAFIV T 55— AWS IKF AR ) o EEALIET , BB NBAFI
i AHEIEY ARN,

g ZEFAEFEEKMS ZHEMBEREA , ENBESsP , EFREEUMFRE (AR ) .
MERERIE | FiADE KMS 243 ARN SiEE 612 AWS KMS Z4ALLS B H &,
AWS KMS B3k EventBridge AERFINAMBERSBENESZEE , S H, the section
called “BE S hNZ”

h. XNTRER , ERERAFTHE , ABMNTAIRFERLEREIEHOENAE, BdTT)
EERIE IAM 2F A REFTHE,

MRS S EventBridge cheduler A ZSIZFTIMITAER |, BRNER N LITXICIERA
B, ARG , EACEHPRAZN. WRIEFMIEI , S EventBridge cheduler &3 #R{t B
PRI RAMEBER,

ii?%-lt_io

EEEAVBUINREL , EFTNNEAGR. E8NEIP , EREEEROIZSRITFER
FAER

RGBT RIS IT XN, SANETTE EEFFTNNIAFHITRIIER, BREF
T, RiIEFItMRBEEA.

ERIFZNITRREABEAAT Amazon SQS B¥r , iE$TFHF Amazon SQS &l & HHITATRE -

a.  MEBAZIZIFRFEE B PRSI,
b. EFRRIENEBCES
c. TEREMBWCHEERNHEMEBYCERT , mBERIIE B LS RE I RIREE B ARSI = 0H

/BN 0
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5 A B2 rflE] &k AWS CLI

AT REIRBE I A AWS CLI s create-scheduletl ZH E#ERILE Amazon SQS B Rl
EventBridge AERFITX. ETENGSH , FHUFHWEBRANECECHESR

* --name : AT XI@A—DEWR,

* RoleArn— B AZEEITRIXBEHHITABH ARN,

« Arn : S A BFREY ARN. ZEABIF , BHARH Amazon SQS BA%I,
* % A-%i A EventBridge i E 23155 2| B ARBASIAYE 2.

$ aws scheduler create-schedule --name sqs-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

A HRELHEE5 0122 H EventBridge 2 & #E SDKs

LT RBIF | &6 EventBridge it X2 SDKs tlZ#H H#EMR{LH Amaz EventBridge on SQS H
e B RERHE,

Example Python F A TE&

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,

£ AWS CLI 15


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1® minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");
}

£ SDKs
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BTk 4?

- BxfERAZESIAD S EventBridge cheduler SDK B2 AR ZHNELEER , BSHEEITK. AWS
CLI

- AXRUMEESRICERNTRNMAERBERBIRSRNESER , B2/ EE B .

=8,
« B3X EventBridge AERFHIERIM API RENEZE LR |, S HEventBridge HES APl &
Z

BT RMIA 47 =


https://docs.aws.amazon.com/scheduler/latest/APIReference/
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H#2Z 8k EventBridge 88 RV iTRIER

LLREBANLRT Amazon S EventBridge cheduler SXiFMRE1TRISKE | BAR B EventBridge 2 Z HEs%
IMABESHNERENXETEE, BB , SBUUMNEFPITRER GHTERET  BET&EE
ItRI. EF cron B9ITRIFI—R M X,

ETERNIUTKMET cron BitXHRER IR, BUUANERENITRIRBEERITIREAREE
BMEHRITRIEE , HIETE EventBridge RAERITEZREXNE X,

— XM RMRAAR — IR BAR. BAILUBTIEERE EventBridge 87114 B ZHERVATE, B HARM T Xk
BE — IRt R,

@ Note

EventBridge AE s LHPTAITXIZKE A 60 WHBERAAHB IR, XEWKE , IREFITX
BEBRE 1:00551T , BIFFE 1:00:00 F 1:00:59 ZHEEH B API ( BigE&ERER TN
MEED ) .

FERAUTEHS 7THRNAASRHERITRRBEREITRREN , URIN{AI7E S EventBridge cheduler £
RE— IR,

FH

- ETEENIT

« EF Cron #9itXl

o —RMEUKI

- B EventBridge 2 & g8 L HI AT X

« H EventBridge BZ#ss LN E TRt

TR

ETERWIINEEHITMEENT B BRI ETE  AUCEXNEERREZT , ERTHHNSERA
B, BUUERAETERNITHIRRESELNERITAE. S, MREBVE-—NME 15 58, &
AR BAXEAR—RBERNITR , WTAERAETERHITRIRKAX —K[o BALER rate &

BAEEETERAITR,

ETERNITR 18
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NTFETERNITR , BUUER StartDate BMRREZITRAWE R EIEHE, MRLZENET
BRI RIRM StartDate , WEMN TSI EIF BB B 7o

rate RIEAXNERNMNHEFE , FEAZEE DR , WTFAR.
BE
rate(value unit)

(=}

_/|\IE§&0

unit
BF LT XA H B ARREt R B 4L,

B¥&@ A : minutes | hours | days

]

AT 7R 45035 B tn el 45 A 2 B R A X AWS CLI create-schedulef S REBEE T HERMATEIEK,
WREISET —MTR , ZiIH BRI HET—R , HAEAERILH SqsParameters B#rEHE G
Amazon SQS BAFIfEIE —KH B,

BT LREIRA --start-date SHREE , At SEECIBA MBI BT KRARER
FRo

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

EF Cron 891t X

cron RIAXABIBBANEE TR , ZITELERNEFERBIZTT. EventBridge it X F X #HFix
BB A AR E (UTC) SEERIZ TR EEN R XEEE T cron Bitkl. FEAET cron BYitXl ,
A A B b R FIT RIZ TR B MR, HEFE EventBridge AEBRFHNENMNERRIAXNT X

B 19


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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MEENESITXE , BERET cron Bitkl, flan , BTG E £ 8:00 E1THET cron it
Xo PST, BNMNAME—NEH—, @BuLlEA cron RxR BELEE T cron Bitxl,

cron REXHANMNAZEE I BHSEFZRARK : 24, /B day-of-month, day-of-week, A , BAK
—NAEFER “F7, MR,

B

cron(minutes hours day-of-month month day-of-week year)

FE (] BEA

Minutes 0-59 , =5

Hours 0-23 =5

D ay-of-month 1-31 ,-*?2/LW

Month 1-12 =% JAN-DEC -

D ay-of-week 1-7 2 SUN-SAT -*?L#

Year 1970-2199 -
BERF

- (2T ) BEMFIEHME, E‘Month"FE® , JAN, FEB fl MAR ‘@& January, February
March,

- - (BITS ) BEFAATEETSE. £Day"F&+ , 1-15 B2EEABGH 1-15 H,

(BB BENEEZFZERYNMEE, E'Hours"Z2E&S | * @SN IEF, FEETE Day-of-month
H Day-of-weekFERHEIRERA *. MREBE—ANPFEARAT , WXATES—NMNHER?.

« [ (P ) BEMFATEEEE. £ 'Minutes"ZERF , BB A 1/10 BUSEM —NIETEIE — 2 %
TN E T o8 (Hla0, 5 11 28, 521 28NE 31 D8, KILKHE),

« 2 (AT ) BREFAATEEEMANR., £iZ Day-of-month=FE&S | A LEA 7 , R —FFHEM
— XA LS, MALAm A ? 7 Day-of-weekE 7k,

- % FEFH Day-of-monthL Day-of-week BE A A FIEEARBNRRE — Ko

B 20
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* % Day-of-monthF B HHWEBERFIEETER., £iZ Day-of-monthFE&H |, 3WiEERIEILZAE=
KXW IR,

* Day-of-weekFERHH # BEMEE—NARN—BAHPEERE -RKNBEXH. Him, #2 EZANE
“AEHZ 3ENRENC  RAEREANE=ZX , 2 REZANZRENE-X.

(® Note
MRER # F/F , WARLTE day-of-week FERPENL—NERIEX, Fla0, "3#1, 643" BF
ME , A EHBRAFDPRER,

R

LAUR R BR an{alE A cron RIERF AWS CLI create-schedule@REEZEE T cron HWATE R,
BERBIBIE T —MNTR , ZiTRITE 2022 £F 2023 FHESEMNANKRE—MNEHE LS 10:15 (UTC
+0) iB1T , HEABEIRILE SqsParameters BARr3E A E Amazon SQS BAFIEEHE B,

$ aws scheduler create-schedule --schedule-expression "cron(1l5 10 ? * 6L 2022-2023)" --

name schedule-name \
--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

— Rt

— MR R RS ERAER B PN EBEEEN B BNt RBAAER—IX, EventBridge HERRX
BFREAhERE (UTC) NEE IR IR BN XTI E

(® Note
— R MNEZTRESTMARBRGE , Mt ALHKSES. BUE XM RERETE
SHME.

BAILAERA at RN BLE — XX, at RIAXNBEFE S EventBridge cheduler @ A1t XI# B B
BHEIA R , TR

5l 21
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B

at(yyyy-mm-ddThh:mm:ss)

B & — Rt RIET , BT EventBridge RHE B S ZBEEndDateB N it XIIEER StartDateM,
AN

LA 7RI BR il £ A at RiXXF AWS CLI create-schedule@ ©3REE — R MEiTR. R
BRI T — MR, ZiTRIE 2022 F£ 11 A 20 B TFF 1 & (UTC-8) iIB1T—IR , HERERILH
SqsParameters B#RZEE @ Amazon SQS BASI K iEEE..

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Arn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

H EventBridge 2 ZHE88 LAY X

EventBridge AE X HFELEEN TR XEEE T cron WiTXIF —RX#itXl. EventBridge #E
BFEABRERMSES BV (IANA) g3 05 XBIERE.

f&Bh AWS CLI , A LAME - -schedule-expression-timezoneS ik EHE H EventBridge &
ZHBREB NN XTEENBEREREE. fl0, ATHSIE—NET cron Witk , ZiIFXEXLF
8:30 @ A America/New_York #1141t Amazon SQS SendMessage B#r.

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone." }' \

--schedule-expression-timezone "America/New_York"

--flexible-time-window '{ "Mode": "OFF"}'

H EventBridge 2% HF88 LV E A

EventBridge AL BB 2 B BB EN BARLZHFLUENE SR, AEFEZNEEEIB3E , 212R cron
RAXNFEFFENBHANSE L, NSRS ENITRER, AURENRBEBIEN , BHITIRET
—R, AEF2EEFEM. UTHRERREEEERN B HMEE,

1BE 22


https://www.iana.org/time-zones

EventBridge AE g% ArfEm

EventBridge BE R ABRBELE BRI NI EEN N XK IFREN AR L. WREE America/
New_York FEE TR , W2 Zed XA RS E R LA |, ViR EE , ™ America/Los_Angeles #it
Y E= PR EHEEEFEN R ZETCRHITHE,

FFLL days REMNMHEFERMITR , FlI0 rate(1l days) , days &RR 24 DETIRFLERTE, XE
& , YESHSH—KRBES 23 NFREKS 25 /afat , EventBridge AERRMHEE LIXFAA 24
P RITERERIER,

(® Note

BEISHATHE  FENXFAXRTESH, NIREEFTETE LSRN XEIRITR , A
EventBridge BZHs T2 AR AN BRERH . ETHEENERATHRDAER (UTC) A1t
o

Bl

EZR—NpE , BI7E America/Los_Angeles F{EA LT cron ®RIAXBIEITXI : cron(30 2 * * ?
*)o BITRIBRZER 2:30 EIEERXIETT,

» Spring- forward — HEZFH A BIMESRE 1:59 MBI B3N EZE 3:00 &f , EventBridge AE2F 2Bk
HRXNWAERA , HAEE-RIREEEETARTH.

- fall-back — KENEMNER 2:59 @MEBZEZRER 2:00 &f , EventBridge HESRRERIME XL
EE 2:30 BT —RITKN , EFLENBENER 230 BREERE.,

SO 23



EventBridge AE g% ArfEm

£ HIEZHES T EE HFE EventBridge &

T X2 %A Amazon EventBridge itXIEFCIE, BEENEENEERR,

FMTREBE —NMRRERX | BTREITRETHEFSRE, EventBridge AERZF=fEHMN
TR B&FE, cron M—XHEITHR. BEXFRITVEENELZEE |, HSH ITRIKE,

BRI , FEREBITVNERANEIR. B2 — API &4 , EventBridge itXIEF&BXE TR
MR RERBAZIRIE, EventBridge AERIIFMMLEW BN - BERCERERORSEPBARE
W APl 4 , UREREBHRSE (UTP) , WA T 270 ZANRSFEA 6,000 Z/MNEE, BXEEHE
HHEZEER  H2R EE BT

FERAADEEYF  ERXREMIEEEAY (DLQ) , & LAE B 1T XI1E EventBridge 18 E TR F T &R Ih i
EHERXD BRI B RE, EiXFKKRE T EventBridge HE RS SME ix 5k MEBHHIRE , MUKk
FRUOEHEHRE S KA, DLQ 2 —fh#r#E Amazon SQS EventBridge BABIRERF , BTEER
RKEAREOHEEAELAMNES, BOLUER DLQ XEBREWITHRE T HRBERHNEE, EXESZE
B , {52/ the section called “Bti& DLQ”,

AT WALKREIEARSIA. AWS CLI # EventBridge B2 RHESSEE H EventBridge 2% #F
SDKsH =61,

FA

- 7£ “BIEZHf EventBridge 88 P ERAERRAD

* 7 EventBridge AESEFHRERENNEEQD

- T REREFYPEE AEZTHERNEEBASI EventBridge

- £ “HEZRH FHIBRA EventBridge TR HE

« BETRMHA?

£ “HFEZ#E EventBridge 288° P E X HERRE

H EventBridge BZHERMRES : BAMNER., WTRAIEA UpdateSchedule ZERBH D HALE
— X H VA Lambda B¥rE9iTX.

fEARtUpdateSchedule , RMRMPAELENSH ., EventBridge BEZHBRLALRENEESR
BRENBREZH. MRFEEZIHSIRENSE , WEIAR null,

EX an gl ey 24
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Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N\

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

LU RGI6E A Python ¥i4FFF % T E8H UpdateSchedule B/ERE A A #E MR B #5F Amazon
SQS &N B#RM TR,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

EX an gl ey 25
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# EventBridge AE P B E R ER AT A& O

MIRFERAREWNREE O EEiTXIet , S EventBridge cheduler £7E&i& BR AT IR E O WA A B¥r. X
EREEEMBHITRKIKAABGHERTREN. REXRENNEET2BERER , ARSI
MY AT S,

Bl , MRERNBPNEIT—RNITREET 15 7HNRENEEQD , We2EITRIEEZEH 15
SHAEA B, LU AWS CLIF S EventBridge cheduler SDK 7Rl i FUpdateSchedule i &)
RHZET—RWITRNHRE 15 28 p MR EE O,

(® Note

AN EERBERERENNAE N, MRAFERELIEI , FIEE OFF, MRFZER
B FLEXIBLE , M &AZU4E E it XS 1TRY S KSR R

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
houxr)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

BERENAREIEQ 26
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flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

ERAERERFPHEE B EZIENIESEAS EventBridge

Amazon EventBridge Scheduler 3% 1552 FI I 5 #h {5 % BA 51 BR S HI SE/ERA 5 (DLQ). HitXIFTTZAAH
BH#5EY , EventBridge itXEF4FISRAFMHE MM BIRKREINEMIEALY JSON B A%
X BIEIEER Amazon SQS FRHEBAF,

T B JSON RSB ESH. EEBHALEX TR B FRaYE BT HERR. WRERIT
YEETEREKK , I EventBridge BERF LA X ERRBRENFAEXRBNREEH,.

LT BN AR Amazon SQS FASIELE N BERZHERY DLQ, RE1TXI EventBridge 72 /F [
Amazon SQS KiXHEEFTEMN R M DLQ EKIFEEEH.

FH

- B3 Amazon SQS RAZl

- REPITAENRR

- IEEIEERATI

- RRFXESEH

#12Z Amazon SQS BA %l

ERITREE DLQ 281 , B4 —NRER Amazon SQS BA%I, BxfEH Amazon SQS #4114
BIZERAFIEEBE |, 555 (Amazon Simple Queue Service F XA RIERE) FHI I Amazon SQS FA
B,

(@ Note
EventBridge ERF R XFEA FIFO BASI{ERN BREZHEH DLQ,

EALLT AWS CLI iS22 PRER S,

& DLQ >7


https://docs.aws.amazon.com/SQSDeveloperGuide/sqs-configure-create-queue.html
https://docs.aws.amazon.com/SQSDeveloperGuide/sqs-configure-create-queue.html
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$ aws sqs create-queue --queue-name queue-name

MR , FefEmE+EE QueueURL,

"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlg-test"

IS/ , iEi2 TRASI ARN, Z{RA ARZHEE DLQ B , /REE ARN, EventBridge %7 A
£ Amazon SQS ##| A K FEHRAY] ARN , A LAEAGHRERK. get-queue-attributes
AWS CLI

$ aws sqs get-queue-attributes --queue-url your-dlq-url --attribute-names QueueArn

WMRY , EREREPEFEAS ARN,

"Attributes": {
"QueueArn": "arn:aws:sqs:us-west-2:123456789012:scheduler-dlqg-test"

ET—Tr , ZRFaitHRTaeRmmmENMRR , Bt EventBridge 27 @ Amazon SQS &
ERRIEEH

RENITABNR

=il S EventBridge cheduler [@ Amazon SQS A EFEEH , ENITRITALTEUTNREE,
BXRITRITHCHMFTRRRBENESER , BSREERTAC,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"

1,
"Effect": "Allow",
"Resource": "*"

RENTHAERR 28


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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}

(@ Note

mEREEAITXIZEFERA Amazon SQS API B#r , NI&H EventBridge itXIMITABAIEEER
Fthn 7 PRE I PR

ET—Hd , £HEM EventBridge BRR LA 37 B4 AR HIEE DLQ.
HEIIEAT

EIEE DLQ , iFfEA EventBridge BEREFEFH AHEHMIAFITY , HEQE—THNITR. AWS

CLI

Console

EREHAEE DLQ

1.

&% AWS Management Console , R/aEFE A T 8537 FF EventBridge EHI &

EventBridge B2 ZHE” #8% : £ M https://console.aws.amazon.com/scheduler/

# B EventBridge BZHHEHI A L , SIEMITR , IMITRIFIRPERAF I RIRITRE.

HREREL , ¥ TFIEES (DLQ) , FHRITUATREZ—

o EREEM AWS IKF FiEE— 4 Amazon SQS BASIES DLQ , REM T HFIRH N IRE
DLQ i&#BA 5 ARN,

- EEFEAL AWS IKFHHE Amazon SQS BAFIfEE S DLQ , AE%H AER DLQ RS
ARN, fnRIEEFHEM AWS IKFHEIEASI | W EventBridge AR HERRZERI AFEEET
PI5l& ARNs HE R1ZBAF,

EEENIEE , REEFIBITIHAFIT RIS EK DLQ WEE.

(k) EERITXA DLQ FAFE , BMNIIRFERUTEHN , RAEEITRIFAER
EIEFEIEEEASIIETIFR

il
o
=
=)

EEFEEAS 29


https://console.aws.amazon.com/scheduler/home
https://console.aws.amazon.com/scheduler/home
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AWS CLI
EEHNARMAELK , HEA AWS CLI

- M update-schedule SR EMEHITX. FEZALIEHN Amazon SQS BAFIIEE R
DLQ, &3 HFIINFTE Amazon SQS BURHY IAM A€ ARN IEEARITAE. F5UFH
BEERAZECNESR.

$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLettexConfig": {"Axrn": "DLQ_ARN"}, "RoleAxn": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

EFEH DLQ BIE#HITR , iEFEA AWS CLI
«  EHEBITX , HEH create-schedule %, NEMNFESRNEEESHER,

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

ETR -, SFEMAEK AWS CLI SkE DLQ BIEESH,
RRIEEEH

£/ receive-message WS M DLQ R RFEEEH , M TR, BALEA --max-number-
of-messages B REER R EEHE,

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

WMEKRL , BRBEIESUATARRUNA S,

"Messages": [

{

KRIEEEH 30


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/receive-message.html
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"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCYOBZ
+FfTcORFpopJlbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V@5RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWIMrnYgOGx/
BualLzOrFi2F738XI/
Hnh45uv3cab0YwS1ojPQ1lLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "0@7adc3fc889d6107d8bb8fda42fe@573",

"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",

"Attributes": {

"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",

"SentTimestamp": "1652490733042"

.

"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",

"MessageAttributes": {

"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"

},

"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"

},

"SCHEDULED_TIME": {
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"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/

DLQ-test",
"DataType": "String"
I
"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"
}
}
}
]
}

FEBREEMPRATEYE , SIABNETE B #7178 A K MY o] 88 7 (K 7 3 E TR HERR.

» ERROR_CODE— &= EventBridge HE M B iR BRSS APl IWEIRVEIRREIB. EENRHI
#F , Amazon SQS REI4E IR TE 2 AWS.SimpleQueueService.NonExistentQueue,
MR BT EventBridge Esf MR M S BT EZFA B , WL RNEFIUATHRK
8 : AWS.Scheduler.InternalServerError,

« ERROR_MESSAGE— & & EventBridge E M B ARS API KBV IRIE S TE 81 E AR
B, Amazon SQS REIF4EIR{EE R The specified queue does not exist for this
wsdl version. MR HBTFitXl EventBridge BFRIEMS BT AK , BREFFUTHIRE
B : Unexpected error occurred while processing the request,

« TARGET_ARN : &8V itXI8 A #Y B #RAY ARN , RALLTARS ARN #

R : arn:aws:scheduler:::aws-sdk:service:apiAction,

» EXHAUSTED_RETRY_CONDITION : RN EMHZXE DLQ WERERE. MRKEBBHR API #
HRRAUERMNER , MARKAMLER , MaHIEEM. MaximumRetryAttemptsill
R EventBridge AEERFEBSEN TN EENFAERZHRABERERIES
DLQMaximumEventAgeInSeconds , REEZHEBIBE TN P EHEN K KFLNEE DT EE
X, NZzEMTREEXLEE,

ERIENRAIF , BONTURBEHFIRABAEIRERAERNITXIEEN B IR FIFTEFE,
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£ “BREZH BMIBR B EventBridge & #E

B R OB EL B B 30 M BR R F 30 M BR 2 AN U ISR BR TR o BEFR BATS ERRSR T AR 40 68 X R A 7 A
BRIt , AR A AR ERR FTROUEREP -5 %,

£
o T XITE RS ER
« FahMIBR

i % 5 AU i BR

MR EARBRIE S EventBridge cheduler LI ER A ARLHRR , BEEITXITEKE B3l
BRo EE—BIEBTMRUNHEZERBFZFLAOT BITNBENNAREFF , BBRATUBRE
FLARFIEE X it K2R K- B,

NitRIEE B3 MIBRET |, iTXIEF 4% L)X EventBridge A B iR EMIBRZIT R, XF—RMEiHR, X
MERREETRER-RBFZE. NTEA rate & cron KEXRENEH TR , EHITKIFEL
RBRARERER. ERITRIN&E—RARRKIZILEIEEN EndDate KEMNAA. MRENURIEE
T BZMERIEE , ERNEIEEEEndDate , W B EventBridge BZHEF T2 B M RZ 1T,

BANEERBITKIREANER , REEFAF RN ERET, ATIRANBUFANAF I RIE
B B3I ER,

AWS Management Console

1. §TF EventBridge A2 HEE5#2H|A , Mk A https://console.aws.amazon.com/scheduler/,
2. MNitXIFI&RSP , ERERBENITY , AEERERE.

3. MNEMSMIEKRSP , EFRE,

4. EURNEREHRERS , NTHRIIRPIEER , ARREENER.

AWS CLI

1. HAHFBRRED,

2. f£H update-sch edule AWS CLI s S EFHIAF LK , W TR, T --action-
after-completion iREFN DELETE, WRHEMBRERZHE JSON XAt E X BIrEE,
EFEHITR , XOREEEFURERNNEITRIEENTAE ARSI
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RAriEmE

XE—NERITR , RERNEPEAR—X, At , B LATERE --action-after-

completion ZHtIEELE R B .

$ aws scheduler update-schedule --name schedule-name
\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

F I BR

HIBFBEEE/NITK , AIEA DeleteSchedule R4EMIBR,

Example AWS CLI
$ aws scheduler delete-schedule --name your-schedule
Example Python F A TE&

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")

BT RMAA?

« BXUMHN Lambda 1 Step Functions BLEERILEFNEZES , URETHUMAEABRABER

S, F5H EEB T

« B3X EventBridge AERFHIERIM API RENEZE R |, S HEventBridge HESS APl &

Z,

FHMmIBR
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£ HEZHFRHEEH EventBridge 124
HEH R ERXRHAL B EventBridge R ZHERY Amazon BRERZHERIR,

R AWS Ik MiT 7 —Ndefault BERHER A, EAEHITHE default ARECIEMEERN
TTRIA KRB, BRZAEFGIE 500 PNitRIE AWS K. 8 EventBridge Scheduler , &7 5L
BEMARERALBREE , MIARENAERH.

RERABENNX D K NENBAMEX D KNENEAKNIRE, EAUGIERE | A
B, RAE., MESHENTRETOR, Hla, ERILUER L TARERRMA TR FRE R

¥ : environment:production,

/A Important

BEAERZERRINDIAFSBEE (PI) HEMBIBRBRBEE . 12 AWS RS AT FIFR
X, OEKE, RETESHTRAERBBHE,

HRIAEFR R AARRE | EHREENR.

BXRBIEBASR , BIALT ACTIVE RA&. EBA L@ ACTIVE AFRitil. HEMREBLR , RS2
BN , DELETINGIEE| EventBridge BERHFRR ST AN X EX 1T RIMIER. EventBridge BZ X HE2RH
BREFAFHITRIE , BRSSP ETEREEZEA,

EANTEBERITHAANENARE, AT SAMEXEK, &F , FJEBIBERE.
ES ]
- 1£ HiE X ¥k EventBridge 2 F 82 it X4

- EEERHHMBRA EventBridge i24
- HXAER

£ HE2 L #E EventBridge 23 ¢l 1T X4

EATXAMRERALEFHEBENHE THERHEN TR, EATSRE , LRGE IR
AFERRENEBRTIRS. R, BF—IFNITRSZAMEKEK,
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/scheduler-quotas.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_GetScheduleGroup.html#scheduler-GetScheduleGroup-response-State

EventBridge AE g% ArfEm

® Note

SIBAR , BREMNZARBRITX , B TERFZIT M ERMARERK, AEEERCEITLY
B, I RN TR 5 A X BR.

E£—F  elEMITXIA
DREBNET OAQIEFHITRIA , HEAUTHRENEBITIRIE : environment:development,
AWS Management Console

EFACIEFELA AWS Management Console

1. &% AWS Management Console 73T 7 Amazon EventBridge $###|& , Mk Jhttps:/
console.aws.amazon.com/events/o

EEMSMERS , EEITRE,

T RIETUE  EFReIEITRIE,

EITRAFAESMONBHRP , MAZANER. HIA, TestGroup,
BEREMDMITUATERE

o &~ 0D

a. IEFERMHFIRZ,
b. EEAR A WMALESBALBANBN. EAHED  ERLCHRITIAFRENRE | &

W A environment,

c. HE(Wk)d, WMAESTRALRANE, EXAHED , A ALHNNERHANE

development,

(® Note
SIBAE , AN ERIEAIRE,

6. EFRIEIUTRAUTHEE, BRFTEFERETIATIRF,
7. (%) ERBASEEAGE  BEPHTEANEEEFERRE,

® Note
BTt mE default THRIA,
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AWS CLI

EEH A AWS CLI

1.
2.

THAFNSTRAED,

£ AWS Command Line Interface (AWS CLI) & , #i ALA Rcreate-schedule-group@®
LLBIZZETH, S ERA—MrLEEIEA : environment:development, & LA LR
LHRLARIE RS RIBENVIT XA FTENWIREX H#1THRIC,

it B AR RNEER N ENE R,

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development

HIAER T, BRFALT ACTIVE RIS, TE , BT SUTH I RSB0 R HAMXEK,
FH R KREAXREK

ERAU TSR EEE L - TPl ZRNAMEXEK.

AWS Management Console

BRI R S8 A X |, A AWS Management Console

1.

% 3F AWS Management Console 337 Amazon EventBridge ##l& , Wit A https:/
console.aws.amazon.com/events/,

EEMSMERS , mHFITR.
MItRIERS | EFQIZITRIAGIZE TR,

EEEUTINFAEEREL , BITREAS , NTHRIIRFERFANER, Hlm, &F
TestGroup,

EEER, BAMRE  ARESEARFIYNAELEEENEE, AXREF TN
E8 , H2HE AL

BERRARFEHNITR  FEREFREFITR,

RERITRI
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AWS CLI
BT R ERAREK |, FER AWS CLI

1. {AHFHNBTRRFED,

2. M AWS Command Line Interface (AWS CLI) F#ii AL N create-schedulefi®o. X{F8l
B—MIHFESE L —SF5FEH sqs-test-schedule WAMRE, tbitRIERERILH
Amazon SQS B¥rEERIFAMA SendMessage R1E, ARNEEBERITNER. BERMNEAR
Mo

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression
'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

WMIE , BHFITRIE S TestGroup iTXIAXE,

£ ARELZHEHMBR B EventBridge 7248

ETXH |, B I naEE A AWS Management Console Fffl Brit %I AWS Command
Line Interface. MiBRE¥ART |, ZBFH —E4LTF EventBridge A E S5 BRiZA FHFTE TR Z 81
WIDELETINGIRZ. EventBridge B ZHies M BRBF AP iTRIE , BHKF P HFABRMZHEA,

(® Note

BIRAST , BREMNZETFBRIT , B EFZIT X EEMAXER, REEEXRGEITY
B, T RN TR 5 A X ER.

AWS Management Console
EfgRE¥A |, B EA AWS Management Console

1. &% AWS Management Console 3$TFF Amazon EventBridge 1###l& , it R https:/
console.aws.amazon.com/events/o

2. EEMSMESS , EFITHE.
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3. HLHEE WEL , NI AWS KENIAFRATRPHRIEMROFL. IREBXEE
NEERNHE | FIREEMEE AWS X,

® Note
BT REM PR SRR RRIA L

1% AR BRAV A X RIRY B IEAE
IR BR o
BRI RIAXEAES | A ZANBHRAEINERNERE | RFIEERER.

FEitRAT RSP , RBTSRETN , RREWAHAINEEEMBR, 7 EventBridge HfE R HEER
BIBR S iZ A XBWAT B ITRIZ 8T , ZAFRFHRES,

8. ERIFIRAMNACHIER , HEFERIFER,

N o o &

AWS CLI
EMIEREFA , BFER AWS CLI

1. IIRAFNGSRRFED,

2. M AWS Command Line Interface (AWS CLI) F#i ALl T delete-schedule-group@s L
MiBRITRIE, AENEEEKR --name W{E.

$ aws scheduler delete-schedule-group --name TestGroup

MR, Wtk AWS CLI B EFR LR E KL,
3. ERIFZAREBLT DELETING A , BE1THT get-schedule-group i,

$ aws scheduler get-schedule-group --name TestGroup

MREIET , WERBRIRUTUATATNE S

"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",

"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",

"Name": "TestGroup",

"State": "DELETING"
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/delete-schedule-group.html
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}

EventBridge B RHF2REM BREZE XK ITRIEMBRIZE. MREBRIZIT get-
schedule-group , M&WEIELT ResourceNotFoundException MR :

An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup
operation: Schedule group TestGroup does not exist.

RSP
AXUENESELR  ESANTAR -

« CreateScheduleGroup {EventBridge HE2S APl &) iRk,
« DeleteScheduleGroup {EventBridge AE28 API %) HhiyiRE,
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateScheduleGroup.html
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£ EventBridge AE P EE B #x

BUR EBH#R T (A% EventBridge WE R EABEMRILBIRMER BIR , ARHE T X F AWS RSH
5l , &R LAERA EventBridge TE2RAVEM B S ME EX LRS-

ER{L B #r 2 — A0 AWS BRS ( #120 Amazon SQS, Lambda 1 Step Functions ) FEI—A &N
APl #1E, Bl | FASUBT IR H B ARN R4F Lambda FiE A AP REIR A B , EERA BRH
BA% ARN 3kF Amazon SQS #J SendMessage ##EI&H B #ro

BRAEBMRR—ATEENNSE , AFERES AWS REBRAES ZH APl 24, a0, EaT LA
EventBridge it XIZFREA BIRSE (UTP) B RECIZE#TEY Amazon SQS BA%l, CreateQueue

ERERMRICEFNBERA BT , BN AAERFREEE RN BARH AP B4E, Ba]LUBE M it

MR ITABFIENRFKTRILIRE. B0 , ZF Amazon SQS B SendMessage RERFBEFR , N
EHITAER FINIT sqs:SendMessage BIEMNR, ERAZHIBERT , B LUMERABHRERSZHFEN
AWS HERBERFAMBEHNNR. B2 , LU SBZECHNEEERER , AFNKHMNERTA
ENNERBERNMANENE, ATEBERT NERCEFREBENEA B AREE RN R =B,

BXRXAITIEERITARNESZEER , ESH the section called “IEBHITHE,

£

- 7EHESSYF EventBridge MR B ¥r
- 7 EventBridge AESHRFERABEABF

* 1 EventBridge AESEFHAM LT XEMH
o ETXRMHL?

£ E 85+ EventBridge £ &1L B ¥5

BRI B AR 2 —E %0 AWS BRS ( 6180 Amazon SQS, Lambda #1 Step Functions ) REI—HER
API 4, fltn | B LB RS ARN SRfF Lambda B9 Invoke 2RI BEFR , HEERARSI
ARN 3 Amazon SQS #J SendMessage #ER AT BIR. ERERMRILBFR , BE LA ETTRIBYHR
TABRTIITER API BENNXIR,

EEA AWS CLI SiEH — EventBridge E 8 AmiEH XNECEBEMRIL B #7 SDKs , BEEEEHR
TABMN ARN, BIRERHN ARN, ZHE EventBridge AERZIEEIBRMNAER A , XY TRELEE
WILBEYR , EFRENZEHREE - AHAMMEEETNE -SH, SENERILBRFTREE ARN

ERERILE oy


https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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B, EventBridge BESR 2B RREENZRFAAZFN API B1E, MREHL EventBridge
Scheduler £33 RS EA TR API 24 , N AP0 % B #rBE R IE A B #5.

LAR 2 S EventBridge cheduler XFHFIEER(\L BN TEIIR , UREBN BN —XKRSHBE
(WRER ) . NBISBEIEEFEE | UEE (EventBridge BERR APl %) HHXEFERMAE
FER

* CodeBuild - StartBuild

* CodePipeline — StartPipelineExecution

* Amazon ECS — RunTask

« B8 : EcsParameters

* EventBridge - PutEvents

« 33 : EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

* Kinesis — PutRecord

« B8 : KinesisParameters

e Firehose — PutRecord
 Lambda - Invoke

+ SageMaker A TE# — StartPipelineExecution

+ ¥ : SageMakerPipelineParameters
* Amazon SNS - Publish
* Amazon SQS - SendMessage

« B3 : SqsParameters

» Step Functions — StartExecution

FERALUTREIRZES AT ERRERIERC B IR , URAAAN SN RN BIREEREN IAM R,
Amazon SQS SendMessage
Example 117 & & 8 PR 5% %

"Version": "2012-10-17",

"Statement": [
{
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https://docs.aws.amazon.com/codebuild/latest/APIReference/API_StartBuild.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RunTask.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EcsParameters.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EventBridgeParameters.html
https://docs.aws.amazon.com/inspector/v1/APIReference/API_StartAssessmentRun.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_KinesisParameters.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SageMakerPipelineParameters.html
https://docs.aws.amazon.com/sns/latest/api/API_Publish.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SqsParameters.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_StartExecution.html
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"Action": [
"sqgs:SendMessage"

1,
"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python FF A TE&

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",

Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");
}

Lambda Invoke

Example .17 & & 1 PR 5% %

"Version": "2012-10-17",
"Statement": [
{

"Action": [

Lambda Invoke
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RAriEmE

"lambda:InvokeFunction

1,
"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python FF A TES

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

lambda_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

Lambda Invoke
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public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Lambda templated
target");
}

Step Functions StartExecution

Example .17 & &1 PR 5% %

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"states:StartExecution"

]I
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"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" 3}" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python F A TE

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
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public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");
}

£ EventBridge AE SR EABEABR

BAEMR—ATHENNSE , ATFERTFSE AWS RS ERAE ZH API 24, Hlm | oL ER
BABHRSH (UTP) BX CreateQueue BIEBIZEFHH Amazon SQS BAFI,

EFAREH—MTRIFEF AWS CLINER EventBridge 1t XIE BE M B 45 SDKs , BEEREUT
E8 :

* RoleArn— ZR T BEHFHHITABK ARN, ZEENNITASLMEGEAENZITRIE B R
AP| B 4ERI PR

« A TEMRS ARN , BIFEEER N BIFRM APl 24 | &R

N :arn:aws:scheduler:::aws-sdk:service:apiActions,
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Hlan | 3 F Amazon SQS , BIEEMRZ B A arn:aws:scheduler: : :aws-
sdk:sqs:sendMessage,

« A — SEENKNEREY JSON , HHEE EventBridge HESS XX ZIB#5 APl WiERSH, &
£ Input REM JSON HWSHMARBEN TR RANRS API RE. BXIREER , BESRERE
"R BN RS Y APl 32 XX#,

X2
EventBridge AE BT X HFUL THIRIIRIF LM RE API GET 1#1E , flERRE :

get

describe

list

poll

receive
search

scan

query

select

read

lookup
discover
validate
batchGet
batchDescribe
batchRead
transactGet
adminGet
adminList
testMigration
retrieve
testConnection
translateDocument
isAuthorized
invokeModel

fHlt0 , GetQueueUrl API ER RS ARN WA : arn:aws:scheduler:: :aws-
sdk:sqs:getQueueURL., BT APl #{EL getBIZ Ik , Bt EventBridge E T X iFt B #5,
B , FXEF Amazon MQ #4E ListBrokers fER B#r , AR ZIBEUTIR 1list 1B,
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BIEITTR] Input FERFEBNSHEVRTEEFRANERS API #ZHiERSE. #l , ELL Lambda
Invoke N B#R , LA LLRE AWS Lambda APl SZ /B HNS K, X BIEE A LUEIEL Lambda &
BH A% JSON B,

EREAUNTERSRENSH APIls , SR ZESH APl 2%, 5 Lambda K{lInvoke , BL
APIs #3% URI ZHURBEREXER AR . EXFERT , BUUETR Input FIEE URI BES
IR JSON BERAHK.

LT RGIERT WA EAEA B /@33 Lambda, Amazon SQS # Step Functions A E N API i
(=

Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I N

--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"3}"}

scheduler.create_schedule(
Name="sqgs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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Example Step Functions

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")
Sdnput("{\"Input\":\"{}\",\"StateMachineArn\" :\"<STATE_MACHINE_ARN>

\"}")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name("<SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}

ayt]|
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EEERSBIMNAERABRFERAUTRBFIRBERKITRIN TEHIE, EventBridge Z &8Vt EAM B
REt , AERSNSI I EFERNEZENE,

« <aws.scheduler.schedule-arn> : it XI# ARN,

+ <aws.scheduler.scheduled-time> : &R itXIigERE A E B rrVRTE |, Hil40
2022-03-22T18:59:437,

+ <aws.scheduler.execution-id>— EventBridge HESRAEXZRXBHA BRSO ENHE— D ,
filgn, d32c5kddcf5bb8c3

« <aws.scheduler.attempt-number> : A F#riR % a0iE AN =i BA9 1T 588 | flan 1,

WRBLERINA IR — MR, HitREBRE oAtk —R , A Amazon SQS SendMessage #1E
ERBA B, HEIEXZE schedule-time W{E,

Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage”, \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/schedulexr-cli-test\"}"}"' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python A TE&

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }
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scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

BT RMTA?

B < EventBridge AEREFHIEXREN API RENEZEFEE , i5SHEventBridge HE SR APl 2%,
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"scheduler:GetSchedule",
"scheduler:ListSchedules",
"scheduler:GetScheduleGroup",
"scheduler:ListScheduleGroups"

]I

"Resource":"*"
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IAM KRB E BREMNRIR , TR FEBERAMMSE EZRMTRE, Bl , RREBE— A iam: GetRole
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ETHEHNRBALUE -SARNARKERIEEXNRE, ARKBEERALENINHS, 45AG
o HERBRMIMAKRE , SULLEERMIIFHS I RS, HFEANAE AWS IKF, RERKIE
AWS HERBMEFTERE, ET7THNMEEERBNARKE CERTERE , BS6H (AM AF
B PRERERBSNEBRERM < B#HITER,

AR E R 60


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

EventBridge AE g% ArfEm

BT HRMN R

ETRIFH RIS M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHMERE., EXFETHRNRBHRS T , RSEER JMER CINREHIIE R
BREVEE. N THEERMMKRBEH TR , REEE IS EEE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBRIEEER, ERATNSEKS, AP, A, BRERAFH AWS

e

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS £EXR
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AWS SRFEAE TR AR WIS T, iX b S SR B AT AR B 38 3 A B SR A SR 2L 1) S0 F B B KA R
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ERE P IS REURFIITRERBENR,

EEF EventBridge it FRESIEK , HZH (RFENSE) F 8 Amazon EventBridge 1T XIEF
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EventBridge cheduler XV R R, B T &7 LAE A LR ERBEESTHRIRA ARN , FZ5H Ama
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BIX LR, fln , XFEMA EventBridge AERFEFAEENFITNIRNAFRSLACGTERE R
Fl CreateSchedule API B{EFTEMNNR. RMNBUBFEET SHHNIR , UENREFEH RN
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AWS EventBridge HRZZHEFIEE XK

AWS BERMHAT AWS Q2R EENIMIL IAM RERBRITFSERLAG . HE KBEHRIMELEK
B, T XNELERAZERFLENNR , LEFTHRAEZTEMRLENR, BEXEZELE , HS5H (AM
RFIEE) H AWS FEEFRR, BULUFLT AWS EEFHIHMBIKFA PR, | XEREIEET
EventBridge B2 Z 58S :
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RAriEmE

« the section called “AmazonEventBridgeSchedulerFullAccess'— 2414 APl #FX

EventBridge A EREFH 5215 R FR,.
« the section called “AmazonEventBridgeSchedulerReadOnlyAccess™— & FXJ EventBridge H

B R RikinEN R,

AmazonEventBridgeSchedulerFullAccess

AmazonEventBridgeSchedulerFullAccess# & REE T X it XIF EventBridge It XA FEAPE
BREZHREFRENKR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:*",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}

AmazonEventBridgeSchedulerReadOnlyAccess

AmazonEventBridgeSchedulerReadOnlyAccess EEREER T RIENR , UEFBBXEMNITX
MitRIAR1FEHE R

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

ERAETHDRK
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"Action": [
"scheduler:ListSchedules",
"scheduler:ListScheduleGroups",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:ListTagsForResource"

]I

"Resource": "*"

EPFEER EventBridge B2 L HEBS SR

EA LT RHI) EventBridge it XIRBFRIBEACHEFRERK, TR EELRRATEREZEN
TEERRE , R TFHEK PN AREFNAFAENRENTRARR,

F&

- M5l : CreateSchedule

« =l : GetSchedule

=%l : UpdateSchedule

« =l : DeleteScheduleGroup

=Pl : CreateSchedule

SIEFITRIE , BULERREATFEENRAEREAES EENEHN EventBridge AWS #H
M Z AT R R LN BIE#R TN,

TR AT EARGER AWS HENZHACIRITRIFNAMNE, E£AN AWS HENESH , AWS AT
NIEEE AWS Key Management Service (AWS KMS) L &R , It B EEHMN R TEZRE
AWS KMS,

"Version": "2012-10-17",
"Statement":
[
{
"Action":
[

"scheduler:CreateSchedule"
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1,
"Effect": "Allow",
"Resource":

L

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

EAUTERBATERAQRITRFER AWS KMS EFRFREERARITNE., EERAEFREEZSR
ERALMERGRIEIKF FH AWS KMS iR, WRERTFNENMEE KMS ZHRANBRNR , 2%
fAFATF % EventBridge it XIEF LHHIE. RNE , BAIUERBEERRF (*) KEFXKFPRAEZEAD
BLERMEN TR TR T RNER.

"Version": "2012-10-17"
"Statement":

L

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"
]
},
{
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"Action":

[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
1,

"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

7~ : GetSchedule

2 A LA T KB R VF EMIREVE X ITRINER.

{

"Version": "2012-10-17",

"Statement":

[

{
"Action":
[
"scheduler:GetSchedule"

1,
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"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-

schedule-name"

]

7~ : UpdateSchedule

FRUTERBEAFEXREITHA scheduler:UpdateSchedule BEREFHITH. 513k
fflCreateSchedule , ZRBER TN REAEFREXRAEREFEEZHAHITMNE, AWS
KMS AWS BN N TEE THITR AWS HEMNEL |, BEALTER

"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-

schedule-name"

]
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
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}

NTERETEFRENBANITL , BEANUATRE. KBEREFEATERATREKS P AWS
KMS 7 JRAVER SN R

"Version": "2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule"
1)
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name
b
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
1)

"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"
}

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",

ERAETHDRK 75



EventBridge AE g% ArfEm

"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"

}

7~ : DeleteScheduleGroup

FERA LT R A EAMIBRITRIE ., MEREAR |, ELBBRESZEHEREBKRN TR BIBRIZA K 3 4E %
TR ER RS ZARKOITRIONR, HRERTFEATIEENITTRIANARZHPWAEITRIEA
scheduler:DeleteScheduleGroup EEMNIR :

(® Note
EventBridge it XBFEAXFHENMTREERBERINR, Sl , A TTEALH , TRHEE
TEEHRIEF -
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "scheduler:DeleteSchedule",

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/*"
.
{

"Effect": "Allow",

"Action": "scheduler:DeleteScheduleGroup",

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group"
},
{

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
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"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
AWS £ E R EH
B iR H &7
the section called EventBridge Scheduler 30T 2022 £ 11 A 10 H
“AmazonEventBridgeS W EERBO R, ZRE
chedulerFullAccess AFRAFPELHEAERR ,
R E R SIFEITRIA T RIA,
the section called EventBridge Scheduler 31T 2022 11 A 10 A
“AmazonEventBridgeS N ERBIIE | %R
chedulerReadOnlyAc MAFRTFNMERR (21E
cess " : i ERE T RIFITRIE ) B9 RER G RN
FRo

EventBridge HE L HEs8IT1H EventBridge it XIFEFFF 1R IR 2022 £11 A 10 H
PR EREE o BRE AWS EERBEINEN,

EventBridge 18E 28 P HY &I FFufsi2El

BAEREREAR - M REMEE , DFTEEERFERITRIRNNMFATRLIBEERESNRVKARNIT
ZRF, R AWS , BERFEGTRLSSERIANBIFRE, — MRS ( HURS ) A% —TURS
(FHBHARSS ) Bt , AIRES REBRSEL., TLURNBARS , ERAENRUEEMER FZRST
MBHRRBRH T AN S —NELNERETERE. NHEXMER , AWS REATHEBEFRF AR
SHBENTE  MXERSFHRS EEETRTFKS HHRER.

RINBIESLEWITRIMITABPERaws : SourceArnMaws : SourceAccount £ BER M LT XHEAFR
FR%| EventBridge AESR R FTHMRFZHRZE RN, MREBRBEN —NMNEREERSIHREX
Bt , B aws:SourceArn, MR ZE AL FZIKFHFNEMERESERS ERREMEXEK , B6EH

aws :SourceAccount,
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PERERERBRERN T ERMER aws:SourceArn £REH L TXBM BRI TE ARN, B
THRHEMNBRTEANTRIA : arn:aws:scheduler: *:123456789012:schedule-group/your-
schedule-group

MRTHBERFENTE ARN , IEFEEEEESNRR , HE X ARN KA
Mo ERABEBESES (*) B aws:SourceArn £R E T X&HER, Hi
i : arn:aws:scheduler:*:123456789012:schedule-group/*,

W {Eaws : SourceArn4 MR B EF L ZHREZFIH EventBridge it XIFEF 1T XA ARN,

/A Important
A EF1Z aws:SourceArn EEAKNEEREN FENITTRIHITRIBHAR. LIEER ARN &
MEITXIA

UTFREGERNMAERANITACETERKDA aws:SourceArn M aws: SourceAccount £ B&H
EFTRXERBEREERERE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}
}
}
]
}
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Xt Amazon EventBridge HZZ B2 R & 4 175 A3 1T S PR HERR

ERALUTEERBHELMAEEEEA EventBridge THXIRZFH 1AM B A] 881& 2 /Y F W8] &

£

« RFEMNIE EventBridge B2 R BEEShITIRIE

- EFEBIT iam : PassRole

- RBATRIUAHA AWS IKF A E KK EventBridge HERHERIR

R ENIE EventBridge HIEEZHEBR R ITIRIE
MEFBKBIEIRER , IBRELNTEMRE | N AMEFH R AR FRITIZIRE,

% mateojackson IAM AR ZRERAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BFRMEEN scheduler:GetWidget RRAT , &K% LT RHIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

FEHBERT , Mateo FIREEAMEFH AR T HMEH scheduler: GetWidget &4¥EHE my-example-
widget &R,

MBBEEHE  FRREMAWS EER, FHNEERRRHEFZEITIN A,
LI 1T iam : PassRole

MRBWFEEIREE |, B REENIITiam: PassRolelRfE , MM MEHEN KB IUA FENACRE
%4 EventBridge AT,

BE AWS S A ERIIAEABRKEAL1ZKRS , MARCBRMNBSALIRSHEXAR, it ,
LM MEB A LTI RSHINR.

LHEZNH IAM AP marymajorZid A F &7 S EventBridge cheduler FfTIRMER , S HILLT
iR, BER , RELANEERFHAGHERTFWNRRT ATHITIHHRE. Mary TEEFABEZIEER
SRR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREEEHE  BHREH AWS BEER, SHEERRBHBREITHA,
BEATFEUNBA AWS IKF 5B FK K EventBridge HREZHER IR

EALBEB—NEE | SUEE I th iy S AL A B T A XA R R AR, A
PISEREBER  TURABE, WTFXRETERNERRTEZHFIE (ACLs) WIRS , FAT L
155 PR 53¢ L6 S W 1 A48 F 15 1R S0 A TR O AUR

ETHRESELS  BSANTAS -

- E T f# EventBridge AER B XX EINEE , iHZH EventBridge HESIMITE IAM BL& £ A,

- ETHEIMAREXNEHENERERNE AWS IKF | H55H IAM AP EETRHEERE AWS
K S — 1AM B PR AT R AR

- ETHNMAMEE=SREANEHERNIGRINE AWS kP , ESH IAM AFREETHEE=4E
HIFER. AWS Ik

- ETHRIMAESSAKERIERAFRNER , H255 (IAM BFER) PR RIEE /IS BKIERN
BFP ( BBKERIE ) BEHRXER,

- ETHREAACNETRRNRHTER,FRIZENZS , H2H (AM AFER) F8 IAM
PV ESIK - R IRF

Amazon EventBridge it X B HIERF

AWS D BFEER 2B FTEEREFEATF Amazon S EventBridge cheduler F R EIERY . AR R
iR AWS |, IR RIPIEITAIEA BTN EIRERMEN AWS Cloud, BHAREF N REELEMEN £
WABHES, BEARTEMERN AWS kS WEL2BEENEERETES. AXRBEERLANESESR ,
BSRBERALEIL AT, BXBKMNBERIPWES , ESH AWS Security Blog E# AWS Shared
Responsibility Model and GDPR &M E,

HFHERERPEN , RINEBUERI AWS Ik ZIEFHFEH AWS IAM Identity Center 38 AWS Identity
and Access Management (IAM) ZRENARAF, X , 8MNAFP RRBETH I ERRAMENNER.
REWEBES AT AR EIEE

s NBNKFERZSESHRIE (MFA)

« AT SSL/TLS 5 AWS #iRBERE. RMNEREA TLS 1.2, BWEA TLS 1.3,

- FRIRE API MAFES BE AWS CloudTraile XA CloudTrail IRERHIR AWS SEFIHEER |
EZ# (AWS CloudTrail HF1ER) HFHIER R CloudTrail £
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EventBridge AE g% ArfEm

- £/ AWS BB RARURHEFHFERINREEH AWS BBEF.

- FASRIEELZERS ( HI Amazon Macie ) , EEBIF AT MR Z457E Amazon S3 FEVBUR

o MREBE AWS BEHSTRER AP #HTHENEEZLE FIPS 140-3 WIEMMEFER | EFEMH
FIPS it R. BXAAK FIPS HRMNESEE , BZ2H (ZEKFIPESLLERLE (FIPS) % 140-3
B o

BBV N REESRBBES (NMEEFNBE T4l ) RARSH BHERNXAER
(MBHREFER) ., XBESEREZESA. APl 5 AWS RS £/ EventBridge A E 23 H 2 F A,

AWS CLI AWS SDKsTE A TEMHRER EAR AN AFZERP AN TABER TSR TITRNZ
WAL, MBELRANSRESEEEM  BIBRNEREEMNIhESEITESRBIINZBSEMWE

EventBridge ViR 28F 1y B 75 1%

KT BT Amazon S EventBridge cheduler A MMBR MR R ENBHSHIE. BAREREME
EventBridge AE SR MBEFHERAG PR EIE. EventBridge BE RS AWS Key Management
Service (AWS KMS) &£/ , AIEAIMBEMB RSN EIE. AWS KMS key EventBridge 1t X2 7 X35
MR KMS B4 : AWS AENZANESEEEHA.

(® Note
EventBridge W ERF{X XHFHEAX FH N KMS ZH,

AWS HEN AR AWS IRSAEHEEN KMS Z4 , AIEZ N AWS kP EH. RE AWS #iF
# %40 EventBridge AR R HEES RV R ZMEEBH AWS Ik A |, {B EventBridge HREZZHSRBFEA T
SRR IENBERENER. BIABERT , S EventBridge cheduler £ B B R MBZRME R BN FTEE
. AWS BZEFEEBCH AWS HENEH S HIH KR, XS EventBridge chedulerff AWS
HENZR RREFENBER , BFaF-E£FMEA , HEXERANERAETIT ALK, B AWS
KMS BL&iky —EB 5 o

EFREZARFMESLRN AWS IKF ) KMS Z4 , A2, HENEEXLERS, MRENS
ERABIEREZEFFMERZIE EventBridge 1T XEF LRIP BBV NEZR , WA MERATEFEEEH,
MRZEREFRERY  CUNEERPARE, BRArEEZHARFEARURBIZREEFHE
WEH, EREFREZHAEENR AWS KMS BN —&2. BXENNESELR , 55 AWS Key
Management Service EH'o
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£
-« nEMH
- B KMS %4

« CloudTrail & R4l

nEZ ¢

THRERT S EventBridge cheduler X ESHEEHRTMENTRXR |

B KMS Z4R,

Hip R
BRAE (J/A
256KB )
FRIRFFFIR S
TTRIEE

RN
HWANMAMITHEE

iR

FEREEXRNEAE
FREY TR B 2 1T RIS
TargetInput S
PIEENBEE.

T X B9 EE — B FRAVIR
S(BR. #A).

TTRIFRES , FlME

£ 1 XM rate 2 cron
FikX , —XHRA

AoBt R B , AR iTX

WIFBAH., &RH

HARIRS X

B #:8 Amazon &R
£ (ARN ) BURE
fti 5 B #RAEXRIELE
HFHER

RoEWEEEERIE.
PEdlERET 30
AT RIS
BAZIEAIE S

AWS HENEHR
B35

>

X

X

>3

B e R BN RA WS

EFRERN
>
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T
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EventBridge 1 £ F&RFTIR , Scheduler REMBMFEZEBHRABN S ERALNEARERH. IRE
EREREFIEER , S EventBridge cheduler 2 B AEHF TR IMB MBS . —IREARIA
% AWS ENZER , S—REASEENEFRREZH. NI THEEMEIEZRR | S EventBridge
cheduler X fEFABIAE AWS HEMN R RRFEWESHIE.

£ LA T the section called “B ¥ KMS Z40"& 0 T BELTNMMAERZH IAM BRERMZARE | LUIE
£ EventBridge itXEFHFERAEFEEZRH,

EIE KMS 24

BRLERREAE P RERARMNBENEZEN TR LS BN ER AR EventBridge HERF
AN MRS A RAR (&2 256KB BB ) - ﬁﬁﬁg)ﬂ% BHRAFEARURESRBRER
ERENTEH. EATFREZRAENR AWS KMS BFHH —%0. BRXENNESEE , BSH AWS

Key Management Service FE#

EventBridge It X2 FERA S A2 ITRINEILAREKDN IAM SRR NZEHHIE. XBREEL
BRFTHRE AWS KMS #8< X Rt 2] EventBridge A it X2 /7 API E’JFﬁF'j?,ﬁ@ l: N
EventBridge It X FEAE TR RN RERBHENRE. XERESENITUXBENRATAGES
MEFEBERIENEA AWS KMS API FiE# AWS KMS maé#xﬁﬂo

(® Note
EventBridge it X2 7 15 A lm Bt A BRAY 324X

ERLUT RS T A EE AWS KMS ZH 58 AR £ S EventBridge cheduler EfEfA%E - L& & 4H
FrREEEY 1AM AR

£

- 7RI0 1AM AR

- EETHARE

W 1AM X BR

EFEAFEFEERYN  SLARERITVNET S0 IAM EEUREITHIXBENHTARFMAT
R
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ERRERANET S MR

EOIRITRIE , BBTORFELT AWS KMS #B#4E57I1E 5 EventBridge ¥ A Scheduler API BRI ZE+E
A(RP, BEAZAG ) REHNRRERF,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"scheduler:*",
# Required to pass the execution role
"iam:PassRole",
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Effect": "Allow"
.
]
}

 kms:DescribeKey : B ZRENZRRE NN HINE KMS ZHARLHE
« kms:GenerateDataKey— EE4 X EventBridge AE A THITEF R MR BIERA,
* kms:Decrypt— H4FEHEF EventBridge AE SRS ENMBHE—EFHOMBEBEZRR.

EFRERANRNTARNR

& E BT HERI AT B BN RREE RN T RE | SUEE SRR BIERS 0¥ EventBridge HERF
A AWS KMS API,

{
"Version": "2012-10-17",
"Statement" : [
{
"Sid" : "Allow EventBridge Scheduler to decrypt data using a customer managed
key",
"Effect" : "Allow",
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"Action" : [
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:your-region:123456789012:key/your-key-id"

}
]
}

« kms:Decrypt— 4 FEfEH EventBridge RE R E5ENIMBRIE —EF#ENNEZHREEH.

NRIETE BT XIRTEA EventBridge R 2712 %] & QIR MITAE , N EventBridge HERSH
HRAFENNRMINFEHRTAC. B K NREEFRIENHTAS , NXMAEIZAEBHRMNAAEN
R BEEAENEFREEH,

EERARE

MINBER T AWSKMS |, SEEAFEFREZACIBEFRERAN , ENRAERUTRHARE , o
RENITRIRITA SR B ERR,

{
"Id": "key-policy-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
1,
"Action": "kms:*",
"Resource": "*"
}
]
}

®F , B LUFZARBEE RGN XREIRITACNIERINR, MREREFEFREEEN
5181 EventBridge AR RH SRR R —EEA , WATBUX M. A LT 248 3K 1S 7R 451 5k R I L&
EventBridge A E & 7 &R A LAE A BN 4R,
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"Id": "key-policy-2",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::695325144837:root"
},
"Action": "kms:*",
"Resource": "*"
.
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/schedule-execution-role"
.
"Action": [
"kms:Decrypt"
1,
"Resource": "*"
}

CloudTrail R4l

AWS CloudTrail #3RFrE APl BAE#H. XBESEH S EventBridge cheduler FAZHNEFRER
HRRENBAEREA APl. LT REIERT — CloudTrail E4+5% B , %25 B & S EventBridge
cheduler FRAEFIXEERHAEAZkms : Decryptig,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70abcdl123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcd123al23al2345alaal2aalbcl2",
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {

BAME 86



EventBridge JAE 25

RAriEmE

Iltypell: IlRolell’
"principalId": "ABCDEABCD1AB12ABABABQ",

arn": "arn:aws:iam::123456789012:role/execution-role",
"accountId": "123456789012",
"userName": "execution-role"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-31T21:03:157",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-10-31T21:03:15Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-

Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-

mode/standard AwsCrypto/2.4.0",
"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al23-

a2b34c5abc67",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
},
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abc67"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com"

}
}
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EventBridge AE SR EERRPHHBEEMZH AR XN EITMNE, FRERE (TLS) 2ELBAMT
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* ListTagsForResource
 TagResource
* UntagResource
* UpdateSchedule
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