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AWS Elastic Disaster Recovery M AGERE

AWS Backup 1+ 42 AWS Backup
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« AWS Resilience Hub — # & &

« AWS Resilience Hub — 3147112

« AWS Resilience Hub #:&

« AWS Resilience Hub A¥I A&

« AWS Resilience Hub i &R

- AWS Resilience Hub M “BMY B ARRF"

AWS Resilience Hub — & &1

AWS Resilience Hub H#E2HM T —AEN., BIFMBE AWS RARFEREENPOMfIE, AWS
Resilience Hub #BIZRIFRARBFEZ M , HRBREMERAUEL W FZIELEMY  \NEBHEEZEN
MRS EER, EALAEH AWS Resilience Hub #1117 A T1#4E :
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https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
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- METEZAHTHIRERB B (RTO ) MIXERLEHR (RPO) BHR,
« Il SESMYE , B ERERA.
o TR IR R BTIR B AR R F
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KRB E PR 2 gixy it TR,
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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

!

— b

= Sty

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

#n{al AWS Resilience Hub ik

you have checks in place to assess resilience
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BITNHAEE AWS FRNVBEEUARMNNARERF, EEHE, TAXMN AWS X8 E4FIRErmR

FHEtE. RTEHEHRM | XENXLELEN AWS FRPIER. PHEHROSFEMETRTH
iR, KR, #EFEL., Amazon RDS BaiREURATHAKXEE,

EFMEBER

5 AWS R RARBFISEINESHIER |, BAILAFERH AWS Resilience Hub 4¥42 IR BR N T2 PRV 4
WiRke MBKERW |, BIERATUEEDIIER AWS Resilience Hub HZ s X IRE T =,

AWS Resilience Hub — 381430 iz

AWS Resilience Hub X#5, Hi85@&ERK AWS FIS, ixfhERK AWS Resilience Hub R iF1R$E IE £ 1T
TN AREFNEELTY , A AWSFIS IBENZSRHESEHNEN., ETHENIKSFER
Z AWS FIS RS#ITECHNR S EZE TIRENAEFNEME DB,

XL AWS FIS REMZ BT QI ZPMEHRNIZNARFHBIERS | UEETNENAZEF
WRIER. AWS FIS Rt T ZAMENENZ RN AELERPINRMELE, A, EXTFEEE
FHIETRBAENEANBET . NP ISEATERRSESRFN B3I ERIFLLXE
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DHENKERFMLE, AWSFIS

TRIHT SMBEEFHFFE A AWS FIS I A KK AWS FIS MR4AVEEE | ZXXEEEM AWS
Resilience Hub ##| & FF R AWS FIS MKV I 1=,

AWS FIS $MXERTMMSE

AWS FIS Sfin 38 £ AWS FIS 314
GRS ES Bl EKR R
HRFE AWS FIS
SRR AE AR HYSKE1EAR AWS FIS

TR TEMENRE D THNREFNFTER A AWS FIS £ , AKX AWS FIS X RYMEERE | X
X4 aEM AWS Resilience Hub #E#| & FF A EHA AWS FIS MXBV I E,

AWS FIS TH X £EMMSE

AWS FIS T $ £ AWS FIS 3T #%
ISR R BIEKRAER
RIE7 =0 EKE ERZE

AWS Resilience Hub #%:

XER S AR R E i T RSB IRSNAREFEMEMP LN ARFE PN S L. AWS Resilience
Hub

PR RE
EIEENRESE RS T AEHFNRENRETR BT PIRENGED,
e S BH (RPO) &G

BLE— M HERE/IURTEZINRRER, XRETMNE-—NMREIFIRS P B T EZIHBEE
KBS

AWS Resilience Hub #:& 5


https://aws.amazon.com/resilience-hub/
https://docs.aws.amazon.com/fis/latest/userguide/create-template.html
https://docs.aws.amazon.com/fis/latest/userguide/scenario-library.html
https://docs.aws.amazon.com/fis/latest/userguide/manage-experiment-template.html
https://docs.aws.amazon.com/fis/latest/userguide/create-template.html
https://docs.aws.amazon.com/fis/latest/userguide/scenario-library.html#using-a-scenario
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RTO RERS T MRS IME 2B TEINZAEE, XRET RSN , 4L RREMRR
AEZRERE O

it TEAF IR E rtE B Fr

Rt TERBIRERE B R (E1FTERE RTO ) ERES ANNABRFEX I ENNAREFERE
BEH RTO , REEATHN,

Hit THEABRE KB iR

fEit TEABRMELBR (AT TERR RPO ) REBESANNARFE AN NARFERE
B RPO , REHATIFN.

AR

AWS Resilience Hub NARRF 2 AWS ZXIFRRNES  XERFRLZIFEERMITME , UNEE
HEB MRS,

NMREFAHSF

—HER MR TEEAFMAMAER AWS BiR, fln , MREEEHEEMNBIRBIERE , WAINK
BERHE TR —NMNRNAERFAH (AppComponent),

AWS Resilience Hub RE L AWS R 7] LUE T B fh 2 8 AppComponent, 4
W , DBInstance AILAEF AWS::ResilienceHub: :DatabaseAppComponent {EFRE T
AWS: :ResilienceHub: :ComputeAppComponent,

NARFEHMEIRES
AWS Resilience Hub IR &N ARF A TSRS EKE,
KHEHE

B, ZNABRFEHREREPENH RTO M RPO Bir, EFfEEH TSI EN RSB R, i
m o, BRE AWS X FRENEER T 24 /BRI RTO Al RPO B#R. AWS Resilience Hub A LLE B8
NEOEEFEENRAXE, BMAZTERBMNBZOIERERRF (SOP ) HIREMRE , HXWH

HATMHMITE, XTEETRERUD , B RENBEEFFEES BN —2

& R

RE A B#R ( RTO) 6
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FEEit  NARELHEEEEM B ELHN RTO M RPO B, HH—AHS4 AppComponents R
AEEER. HlM , BRE AWS KB h#fiEE T 24 MEdE RTO # RPO B4R , BANKIEERE
FaEFABEXERES % , flneike SR HaH,

AN

ZNARFEERTIIN, BB RX TN SRR,
SRS

ZNRARFE - TN ERMRAE , BERELITN.

mERN

AWS Resilience Hub T N B R ARFZTEMIETREBRA , LAZE AppComponent EiiEH #Y
FUREENTNARFNEAERS, i, eXLREMNR N KA RERF AR &R s MR
ZEW, HEAHERBEH, B THITLLE , AWS Resilience Hub fEA 2 BifiTE , HFNAREFAH
HE%EM, AWS Resilience Hub MBI FREHER

- NARFERRFEE — XMEBEBFRIRT AppComponents FIETE £ — R iF P S RIEEE Y F]
TP RETHAS.

- NARFRREB-LEBREGRINNAREFRAPAERBNEIR.

S PRI

AWS Resilience Hub fF A ZEMEBEAMRIBRBFLERBTEETBREREFIMEMELNER Y, ©
FEEMNNARFEAHSINABRFERENESAERES. ZIRESERRLCE T B E B 5]
Ao

LA )

AWS Resilience Hub £ — M2 ¥ , KPLHRABRFEZABRELE/THRINEW , LUFENA
EFNEMEERE, BiR, /RERERRF (SOPs) M,

i gl
AWS Resilience Hub #5Bh & (3T LA NSRBI S BV
NARERF

RERN -
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EMiREEZTRY , ENAEFIREHERTERTET, XURREERIFND, EXEE. BE
PR T RBIIUR £ 8RR .

=EA IR

BT Hl , SEMIRBETERMET. TRAT IS M EIAEBERMREPKH. EAZHK
BRT , XFRBEWPMAI B ERES . BN EH N E A AR ERR.

=EMIRME AZ

—ANHSNAARXTTA. AEDYIHRET B AT A KR AR LK T,
SEMIREXEEN

—MRENMXHA AT XMRENSHAUEL TRETRER AWS XERER,
AWS FIS =58

AWS Resilience Hub Z1 £ H AWS FIS ##E#1TXE , URITNABEFEREXENHPHERTH
M, XLPHEENARER. EMEN, THAKX (AZ) SIKRAREFAY AWS X E4,

IXLESRES AT IAT LA TR E

° 5ikﬂ|$o
o WUPER R A AT LA B A iR,
- RIFRERFIIERIERER (SOPs) REEEET , MENARFMNENHIRE.

AT SOPs MEfL1TH THERE RTO MG ITHY TR E RPO YN, EF UM TR/ N AEFE
B, A EHH RTO M RPO BREMEHMHENH B 7.
SOP

PFRAERERRF (SOP ) R—4EHBHISR , SEERXEFHRABRNERHRENAERF. BEMH
R , AWS Resilience Hub ZifE SOPs iz gt 1T —AHHER. NWAFNE |, SRR
Eo SOPS

AWS Resilience Hub A& &

HEtl NARFREETRNEBREANLES D |, HINERZEN, LFESNE, NARFAREEMN
Htt R EENRAEFNNSEXE. RETEHAMNNITEACETEFHENERNARZERF AWS

AWS FIS K% 8
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Resilience Hub , BNMNABNIRRHTE. ETHEXOTEHHACRTINRNESZFEE , HSHthe
section called “AWS Resilience Hub & & IAM X fESZ",

EFBEPNERNARFEMNZITIEE AWS Resilience Hub |, BRITENESIZUT AR :
- EMBEMNARFRE — EALHACHAFATRE. BENEFEMENNNARERER , AW
BREAEFNUEENZeM, IMNWERRSEUTHRS
- BREHHBNETNAER
o BEARSMHRE
o HEERE
o SCHER 1D AR MENRE TR

c IWEEEMELE — BEALACHNAFATAENARFREABENARFNLSERME, il
RREBFUTARE

« EHIEBCREHH R BRE
- MRS EES
« AXRBNAERFDERR
- HEFEEREK
- NAEFAEE-EALACHAFAMTBRNARFNSTAMNTES. NNRIEBEATH

o

7"
- EXATEHEN LN AREF AR DM < BB RAF
« NSEMFEEREALZYI
« FRIT X2 up-to-date :
- NARFEY
- BHREBERE
- GIRFE
- MREM{LE AR
- ARPRANR-EALSENAFPNRTRENR. tMINRRIEEI BERES . BREZWUM

BMEY, RENNARFEENSTRLNTRENES. W eNERRBERE, BBNF
ERRNTE  LBREARFFSARN B R

AWS Resilience Hub A¥I& & 9
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AWS Resilience Hub X iHH) &R

AWS Resilience Hub IR &R ( BIZNAWS : :RDS: :DBInstancef ) T4 X IF1E H o it &2 B A 12 5
MERERY ZIRAWS : :RDS: :DBCluster,

EFATHNMESXERSNRRAANTEAFNNIR , 55 Hthe section called
‘AWSResilienceHubAsssessmentExecutionPolicy”’s AWS Resilience Hub

AWS Resilience Hub X#&FXR BT AWS BREZFEIR :

- iTE
- UE#HEMETER (LS# EC2)

@ Note
AWS Resilience Hub & A 1B S# 3R A (ARN) X KGRI S EC2 &
Ro ¥HY ARN N EREH AWS IKF ID , 58 TR KRB P RIRNIIEE | B 7 LURER
SEPETHRSNESHRE,
- |[B¥%XX (BFH ) —arn:aws:ec2:<region>::instance/<instance-id>
- ¥ —arn:aws:ec2:<region>:<account-id>:instance/<instance-id>
BXFH ARN BN EZE R , TS RFEN Amazon ECS SEBEBEFH ARN F&EIR
ID #&=

« AWS Lambda
* Amazon Elastic Kubernetes Service(Amazon EKS)
» Amazon Elastic Container Service (Amazon ECS)
» AWS Step Functions

- BiEE
« Amazon Relational Database Service (Amazon RDS)
* Amazon DynamoDB
* Amazon DocumentDB
« Amazon ElastiCache

- BEBMAANE DK
* Amazon Route 53
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« Amazon Elastic Block Store ( Amazon EBS)

« Amazon Elastic File System (Amazon EFS)

* Amazon Simple Storage Service ( Amazon S3 )

« FSx &M F Windows X 4RSS 2589 5 #b
- Hith

Amazon API Gateway

IS AR IR E 2588 (ARC) (I S#: ARC)

Amazon Simple Notification Service

Amazon Simple Queue Service

AWS Auto Scaling

AWS Backup
AWS MR IETRE

® Note

* AWS Resilience Hub R EERBMRIRAIIERG , NTRSNAREFEIRYEHR
E. i, BRI SR -6, BNEITEIRPRARIEEEL , M AWS

Resilience Hub 12 E HAWAEMEN, BEXENAEFAIREXFINEZEERE , BSH
448 AWS Resilience Hub R RRRFERE,

« AWS Resilience Hub X% Amazon EKS # Amazon AWS Fargate ECS
- AWS Resilience Hub #E5 BL T BRSS9 —&B4 , ¥ AWS Backup &R iP(E :
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Amazon Aurora Global Database
Amazon DynamoDB
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* ReplicaSets
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AWS Resilience Hub ZREUA T B EIR -
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HitEM, Bl , AWS: :ApiGateway: :RestApi # AWS: : ApiGatewayV2: :Api 2 Amazon

AP| Gateway XEFHNHR. BZ ,

S A B AWS Resilience Hub,
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P X FFRY AR RIR

I EBI A AWS Resource Groups ( Y 5&i# Route 53 RecordSets #1 API-GW

HTTP ) FL 53k Aurora £IKFRKIRFI SRR, MREBEEN P DX LRE , N
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RRELEREFRZ T, Il AWS Resilience Hub ATgE&Z B E11 AWS Resource Groups. &
REFHERIE Z{EE AWS Resource Groups , iHZ A S B&FE AN ERER AWS
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£ AWS Resilience Hub 9 1R & 19 B A 12 FF Y T 445 B
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R BEHE,

® Note
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MK MK Amazon EKS SRR HAth IABM A6 LUEEIIEENESZER | HSRAUTE
M

« AWS Resilience Hub i B RS #
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- ERMFNGAEE , FEARFMFNBEEN  RAGEREZEAEPRADEZRER,
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Amazon EC2 k4, BXX AppComponent #R#ITHANEZER , BSRENAEFAH
B R R 1T 9 A

« BEM-WMARNER. EBRREMUEHNNNABRFPFEERFAFGE . X TFHHR M
WMAR , ZEEST A, flin , REIEFREM AWS CloudFormation ##&S ARREH , W
RESTEEE MR AR IFME S TTE AWS CloudFormation,

o RRE - mARER, W AJREE AWS CloudFormation #£#%, MyApplications M T2
AWS Resource Groups, Terraform RZS XA F RN E IR,

(® Note
EIRBEM Amazon EKS £8 | B E%HRE AWS Resilience Hub N AR FH A A
REEFRNTER,

- RHEKR-ZERIRH AWS CloudFormation ik, LLFIBURTEERNNARFLEENEE,
« Y32 ID — NIZBFRKERD EHFARRAF , 620 Amazon EC2 5k ID 5 S3 7 # & o

- B@% — #§R AWS Resilience Hub RANXERFRETESEMAERFH,

« TN - X &KR AWS Resilience Hub 28 SN RH BIRA M,

 AppComponents— £ &I 1% 5 R A N TR Fr & FIat 2 Bo 45 % R IR HY AWS Resilience Hub 4H
.

« B — NRARFRRE M
- KP-PBEMERIFR AWS 1K,
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o b~ ©

10.
11.

BEERRIENRR , FEERETRARFESE D,
EMNNARFFRERER , BEEZER , REMREPIEZIERE IR,
BERTNRARERF ERRR , BRI TR,
ERRUBENNRARFRER , BERA TSR

a. ERER , RARENREPEFRERH#ERK,

b. EEHMHERTES , EEHMENER , BER FINERES PHNENSER , AFRE RS
=o

c. BEBRREF.

E@RARERNER , BMBREPERRINER , REZTHA TSR

a. MRFRERETHRIRS , ERED—RMEREE,

b. AppComponent M TAppComponenti %l & FiEE —1,

c. ERFEMEFRARFERE D,

d. ERFHRAFEFRAYERRID. BRFREBHBER ARN,

e. JEFE R,

BERERBREN , BEE—NHER , NBEEPERRERREYN , AETHATESR :

a. ERBRBVMEFHATRER D,
b. EEELEF.
BERBERFMAR , BER—IRR , NEFEFERRBRRINRAM , RAETRATIR

a. ERFMFAFEDRAVERRID, BRBHIER ARN,
b. ‘BRI
EF i AppComponent , FiEZFRIR , AppComponenti\ “IE" hikR ‘B , ARTRUTS

R -

a. AppComponent M\ TAppComponenthi 5l 3k FiEE — 1N,
b. &£ &,

ERBRAR , EEE—NIRR , ARMNRESREERBREIR,
EQERR , BERRR , ABMNREFERTERIR.

‘REB IR R AR B AppComponents

1.

EREBENNARRF , B%EZAppComponentsif T+, AppComponents
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® Note
BXX AppComponent BR#HITHENEZEL , BERENAEFHAHFTRNRRHITY
4,

ZAppComponentsZp 7 5l 7 RRIAANPAEZBAHGF. EAEL AppComponents B AT AR
"3l

« AppComponent nam e — £ XM iZ & RH N AR FE e 2 B4 1% IR AWS Resilience
Hub 441 & #ro
« AppComponent t ype — AWS Resilience Hub A4 Ry A,

s BEM-MARNEN, EBRREMUEHENNWNABRFPFEERHEFEAFSE, flu , MREE
£ 7 M AWS CloudFormation ¥t S AWNREZH , RESFEBEE@E AWS CloudFormation
FHHREREETE,

BRI - ERARXBKHNBERBE, EXRRETFHEER—N KT  BIUEEHMARNFIEX
BRRIR
2. ZEA|2 AppComponent , M “BRIE” HE %R “FTE" , AppComponentRAETERATTER :

a. TERFME AppComponent H % AKAppComponent& #. ERNSE , RINELFERP T LIE

7 T RBIEFR,
b. M “EKHE” THFIKRPEEAppComponentEE, AppComponent
c. BEBRRE.
3. EiYw% AppComponent , EEE— AppComponent , ARG AppComponent “BR1E” kR “UR
L= 8

4. EIBR AppComponent , iFi%#E—1 AppComponent , R JGi%#E AppComponent I 5 il Bk

NEFRINRFTERGE , BFEE—RER , RPCHEHONARFNERKRARITTER, EE1T
AN | BUMEAFREANNARR. EXUMAXGHRANEZEER | BSH A HHH
AWS Resilience Hub R AR FRA,

BENAREFANF

R ARFAH (AppComponent) 2 —4AMX AWS BIR , B MEN—NETRERM AW, Hi
m, MREEEHREEMBARBEE , WXHENHEERE TR —NEIEE AppComponent,
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AWS Resilience Hub EEEHL AWS %R ] LAE T AppComponent 3 BN, 5l
w, —ADBInstanced LB FAWS: :ResilienceHub: :DatabaseAppComponentiIEE
TFAWS: :ResilienceHub: :ComputeAppComponent,

41 AWS Resilience Hub AppComponents X#FLL T &R :

* AWS::ResilienceHub: :ComputeAppComponent
 AWS: :ApiGateway::RestApi
* AWS::ApiGatewayV2::Api
* AWS::AutoScaling: :AutoScalingGroup
 AWS::EC2::Instance
* AWS::ECS::Service
* AWS::EKS::Deployment
 AWS::EKS::ReplicaSet
* AWS: :EKS: :Pod
* AWS::Lambda: :Function
* AWS::StepFunctions::StateMachine

* AWS::ResilienceHub: :DatabaseAppComponent
* AWS: :DocDB: :DBCluster
* AWS::DynamoDB: :Table
* AWS::ElastiCache::CacheCluster
« AWS::ElastiCache: :GlobalReplicationGroup
* AWS::ElastiCache: :ReplicationGroup
 AWS::ElastiCache::ServerlessCache
* AWS::RDS::DBCluster
 AWS::RDS::DBInstance

* AWS::ResilienceHub: :NetworkingAppComponent
« AWS::EC2::NatGateway
« AWS::ElasticlLoadBalancing::LoadBalancer
* AWS::ElasticLoadBalancingV2::LoadBalancer
* AWS: :Route53::RecordSet

g%&%ﬁﬁ%@ilienceHub::NotificationAppComponent 0
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* AWS::SNS::Topic
 AWS::ResilienceHub: :QueueAppComponent
* AWS::SQS: :Queue
* AWS::ResilienceHub: :StorageAppComponent
* AWS: :Backup::BackupPlan
* AWS::EC2::Volume
* AWS::EFS::FileSystem
* AWS::FSx::FileSystem

(® Note
BBl , X AWS Resilience Hub %3 Amazon FSx for Windows 3RS 88,

AWS: :S3: :Bucket

ES ]
- ENAEFAHPNERETIE

R AR AP RIRETDE

FRAREFRERFES A AWS Resilience Hub Bt , 5 AR FAEF AppComponent B AWS
Resilience Hub RRFEAZ IHHEXBRROEANEENRR , ERSAFREATERBESZE LR, B
FXERZEFFRAKBXR  FEERENSAERE , AEEERRLAEMELEHTFHIE , kE
EANSBEMBTOHE, BXREMELEHITFHIDANRSHNTESIK , ESHthe section called “BF
BATFIDEBNRS

AWS Resilience Hub 1S AN AREFEREERRE , BRITUTES :

- HEZNERURERBULLEEEH 2 H N FHEIR AppComponents AR & {4 #Y AT,

- 1R AWS Resilience Hub #8E T A AE #04H N # R IRH BIR AppComponents , MIE2E REH#
EHRNER , HATEESRIELHEENRIR. £+ AWS Resilience Hub , 7Bl 7 AW
EFERTNBERERENEEN CHENRRITOENBERE, SEFERT AWS Resilience
Hub BEEEN 90% WAL , KRR ZATHNEFERMEXHN , NEESE—EB, PEEFERT AWS
Resilience Hub BEE T 70% M 90% 2@ , R NZARHWEFRE2MERN , NEASE—E,
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® Note

AWS Resilience Hub EEHTIEHN DA , ETCTLAITEMSITN T/EME RTO MAITH T
e ER RPO LA BRI,

LT RERSS AR RE

s FEBRENBIAR DA — AppComponentBBET .
- Mz THEMARFH Amazon EC2 =413 A £ A3E45] AppComponents
o F—NXEH Amazon ECS RF2HE — MK , F5 —MNXEA Amazon ECS FRFHFEHZE

— X138 AppComponent,
EXBEEENSERROERWNNEZEE AWS Resilience Hub , FSFEUTEE :

« AWS Resilience Hub &R 2 ¢A 21
o FHFRREDH I AppComponent

ERBA T Fa 20 A/ RS

AWS Resilience Hub PRIERF XS FLE AWS RSV ERB1T oA , SABy L 3 o] BE 52 0a 51 A 72 o

MHITEMBUNREESIR. XERSSRBEABXRANEZEED74E. HEELTEIXLRIR A
B8t AWS Resilience Hub , B2 EMINXR, KB XRFEMER | DSEKESA , ANTH

RABHITEER,

R F3h 0 A M F Y AWS BRSS 51K

« Amazon API Gateway

* Amazon DocumentDB

+ Amazon DynamoDB

« Amazon Elastic Block Store

» Amazon Elastic File System

+ Amazon Relational Database Service
» Amazon S3

« Amazon Simple Queue Service
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« FSx i&EATF Windows X 4IRS 88
. NAT M3

AWS Resilience Hub &R0 A1

AT NBNAEFERMER TR D AEI AWS Resilience Hub,

(® Note

IBALAEFAAWSResilienceHubAsssessmentExecutionPolicy AWS EEFRKRF
ERMENXE IAM KPR, AWS Resilience Hub % AWS REXBHNEZESR , B
I AWSResilienceHubAsssessmentExecutionPolicy,

EERRDARIK

1. ESMERT &% NAERF.
ERMINAREFTE  2REEREERREAEUNNRAEF B,
ERNARFSHIRTFR,

W8 AWS Resilience Hub EREEIRE  BEAREFTEWUEEMAERRSEHEN., BN | B5%
RUTESRUFHERTRDAHEW :

nal S

a. ﬁ?%ﬁﬂ?\o
b. M“BE KEDEER FREOHEEI,
AWS Resilience Hub H#EZMN AR , LR EBMMUKESNHE A NEKRRIR

AppComponents , MRS LRV &M, 2R AWS Resilience Hub 15 H& /Y R AT LA 55
HE—E , NS TERRRNESRE,

c. MREREEER , FAREFEWAETMERRTERN,

BT LAE A LA 3% AppComponents £ “B& RREDHBI 2020 HHRR -

« AppComponent & #-fF1EH # AppComponent X %R 1T 204 8 B Fro
- BEE — RRDHEIWF AWS Resilience Hub NEEE.

o BWRITH-RRNERDHNEREE AppComponent,

« AppComponent t ype — FTRRHIZEE AppComponent.
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EEFESANEIR AppComponents

1. ZEREFFRZABUSEFNIR , AEEDILTRE,

2. T ‘EFRRDEARW Iy , EHEEIE ( AppComponent BMEL ) LEEBFEEERRN
DI FTE 7R AppComponent, f1REF ZANEIEME , M| AWS Resilience Hub & & REIAS4E
R BIRHEEZ D |, ZEP2FATEERI AppComponents £ & B# AppComponent3k #1749
H, %&FES AppComponent MEHR T HHNKF , UEFFEMEXRBETPHEE - ENMERR
AppComponent,

BRI AR T FEBERE “BR E820 it %R AppComponent A 1T AR FIR -

- B3 ID-RAARMNIZELE ID, % ID A TiR5] AWS CloudFormation #t#%, Terraform IR7S
X#. MyApplications NAEFHFHERNEF. AWS Resource Groups

- ¥ ID — ARFDBEHEBRIRRAF , HlI S # EC2 3=l ID 5% Amazon S3 F & A o

o RBE-RTARAIERE,

- AWS XiZ- 3 JRFTE /Y X,

EZRROARN
BMEERBRDAZWIRPNLSR , ARRERTEE,

2. T ‘BEFERRDARW I , EHAppComponentBFEZIDHNFIEEEE. EERBEN
AppComponent , &7 “&# AppComponents” 1% A AppComponent® #ro

dit

® Note

RIMBERT , AWS Resilience Hub ERFIERRDHEN ., EFERAURELN T RS4A
BIWFIERE | BM “EH” AppComponents HEZEZiD M T HISE R FIERE “LARI S IE4”,

3. 1% Accept (%),
4. FEESHREBIAERW NiEEPIEE 422,
AWS Resilience Hub IR FFEHDEKII , EERERER. MRBRESZTRESHENNF
CNEERBROEHBRINUS2AE RN K IESHAERRSHED,
LT IRDAEWN
1. EREERRDEENIEFHNLIR  RERERLIE,
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2. T ‘BEEFERRDARW Ho , EPAppComponentBFEZILHNFIEEEE. EERBEN
AppComponent , B 71E “&3# AppComponents” #EH i A AppComponent #5o

(@ Note

IANBERT , AWS Resilience Hub & RFFERBREDHEN. EFAUELANTRS A
BIWIFIERE , BM “&E#,” AppComponents HEZD M TH KA FIEER LRI S IE4”,

3. % Reject (JEL),
4. ERELFRIEBRBUNRERZ— , RARE ELTRIEHBRN NFEFIEE HEL",

AWS Resilience Hub £ R EINMEEABTNEEE R, MRERELTHRRESERBUNTFE  NE
ERBRAARWE D 2R REHEREZHFAEHRD EEW.

FEHFRREDH N AppComponent

AHNBUAFHFRRDARF , AppComponent 3 AppComponent [8] 7 B 7R 20 B 7 B 89 &R
AWS Resilience Hub,

X R T DA

1. ESMERS  &&F NRAERF.

ENARFREL  2RE2ESENRRNEARFER.
RN AREF SR,

ERAIZRBFT | GELTERRSHNAREFRA.
EERRFIETR,

% 258 D" FUNERENERES BANERIR,

o o kA w0 D

(® Note
BT RERER F B AN INEY B R

7. EERERE, AREENRFEHITIEH,

8. AppComponent M “i%#” AppComponent T KR hikBEX TR T HMN,
9. EERTF.

10. EHF M HT 2=,
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1. BERENABRFEWERFR,
12. EEENABFNERTRA , TERA TSR

a. ERAFZEBFT , BHELT HBRARSH N AEF R
b. EFEHIREIF,

FRIR DB AppComponent

1. ESMBERT  && NARF.

ENABRFIEL , EREFEENSEANTRNNAREE T,
EENARFEMETF,

ERAT , EELTERRSHNARFRA,

EERFEDR,

LB ID ZN M ERELUEERIR,

AppComponent\ “B{E” FEHEH%EFE B,

= AppComponent M7 AppComponentX il Br = &l , EEE RIEZ 8 AppComponent & I FR
LA EHEE X,

9. EFHRDANTREMEIR AppComponent , F AppComponentM “i#” AppComponent T 15
KRAPIEFETRNE R,

10. &#E A,

11. AppComponents MAppComponentsi£ T+ il BRFTE Z= A

12, @& M HT 2,

13. EENARFEEETF,

14. BEEFNRABFNERFRE , BERATEHR

© N o o bk~ w0 DN

a. ERAFZEBFT , BHELT IBRARSH N AEF R
b. EFEFIRETF,

KA HFH AWS Resilience Hub R AR FRA

BB HFTRY AWS Resilience Hub M AREFER#ITERGESHE AWS Resilience Hub B FEF %
R, BARMNARFETRA ST BT AN B TE, A MREENRAERTRMNT A HEE
EHRAMiK SOPs , NI AR EE L 1 N AR FRA,

R 70 DR RE BT AR A 51
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R N R RA

1. ESMEST  && NRAERF.

2. ENAEFREL 6 ZRENAEFRW.

3. ERNABEFEMEIFR.

4. GERF M HT 2>,

5. HE“RMWMA MEFEEN B ER  WANARFREANBR , WA MEHRNEIFRIABTR AWS

Resilience Hub,

6. &EE KM,

TR T M AR FAVRTARASET | ARSI B Bz TR M TR AE BT AT IR R AV AR AS o 5L |, T ERATIEM
EReHl , ERRAFEE R MRAMEE,

HERBNARFRFRAE , RNBUGSTHNBEETGERES  UBANENERARFNATSEN
MR, AXRESTIMNESR  BER £EH ST MEEH T4 AWS Resilience Hub,

& & P AWS Resilience Hub R A EFhR A

RNTHBEBEENARFNENR , AWS Resilience Hub & RN ARF B AIE 2 BEMN LA AWS

Resilience Hub,
EENARBRRFNAMERAE

1. ESMERT , EZFE NAERF.

2. ENAEFTEL , EBNAREEN
3. ERNARFLEEEIF,
4

EEENABEFNMBETRE , BEEEMBEREZBNERE NS (+). AWS Resilience Hub %
BIER “BEfR M SRR RESRTBMARFNERMRANRIE X MHURAE, BaUEENBARE
FREARAKEE HRR AppComponent, #i AJRAE M xE R,

BES , SEIE AT BAE R AT IR T 2 — R IFE Sk -

« BRABIIEE — WABHUENHREFRABIIFRE R,

- REHMAREEERLE — ENALFEESNS  FEFEEAERAERUTRI — , U5
B3l PUfie Y 45 SRBE 1T IR

- HEXEE — ERTHETZ— , REEENA.
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MREFREESCEERM |, FHEMASENEED P ARFERE , RAEMEHE R TSRS
RN EE RN, REEENA,

- HXEE — EiEERBNNENEE , FREF BB MERSE , REEENA,

&BFH AWS Resilience Hub M ARBRFEHNER
EENAERFRRR

1. ESMEST  && NRAERF.
2. ENAEFREL 6 ZREEFFEHZENRONARERF.
3. MBREHERERRIF.

ERRET+FH , BB AT AR ERFRRPIMAFR

- B4 ID— 2% ID 2 FiR%I AWS CloudFormation 4%, Terraform JARZS
#. MyApplications AR FH PR ERENEF. AWS Resource Groups

® Note
« Terraform AFEN TRV AFEREFEAMERBN B Bt , N TFTHAEMEEZEHRH R
R, BEEZE ID WAKBER- RIFERE,

- EEEMANRARFRENXSG  HARERE IDRINMS (+) . EEENAEFR
ROFFAESEA | FEEENRFENZE IDRIANS (+).

EXAZTENRRIEBNEZELR , S the section called “X#E#H) AWS Resilience
Hub &R,

o JRZ — ¥R AWS Resilience Hub 2B 21 {4 B8 E R M,

o BFREH - RFREBEFANAREFNASERE. Hl0 , AWS: :EC2: :InstanceFBH—4
Amazon EC2 k4, BXX AppComponent #R#HITHANEZER , BSHRENAEFAH
B R R 1T 9 A

« BEM -MARNER. EBRREMUEHNNNABRFPEERFAFSE . X TFHHR M
WMAR , ZEEETT A, flin, REIEFREM AWS CloudFormation ##&S ARREH , W
RESTIEEE T AR IFME S TTE AWS CloudFormation,

o FRE — MARKNRE,
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4.

« AppComponent t ype — B AJRAIZEE, % AJRS3FE AWS CloudFormation
#. MyApplications B FHF2F AWS Resource Groups, Terraform JRZS 4R F 3R b a4
B

® Note

EIRBIRH Amazon EKS £ | BEKEHE AWS Resilience Hub N AREFH A
BEEEPNSRER,

o B ID — NiZBREBRDBEHVFRIREF , 120 Amazon EC2 =4 ID = S3 F6E# & #o
- BE8E — 1T AWS Resilience Hub EB8SxX R RESENARFT,

 AppComponents— £ & 1% & R 8 BN 72 7 &5 ¥ a0 B 45 1Z 'R IR A9 AWS Resilience Hub 4
#.

« B — NARFRRNER
- KP-REMERFR AWS 1KF,
IERREFAEN.

R EX AWS Resilience Hub R AR F

HIRE 50 MURABFNEAREE  LAEMBR— MRS IMNARF , REFRFANESNARERF

MER AR

1.

2
3.
4

ESMERT , EEFE NAEF.

ENARFIE L, ERERBRONARRF.

IE$E Actions ( B1E) , R/FiE#R Delete application ( MR EREF).
EWIABIER | EEMBRAED B ARIBR , REEZEMER,

NMAEFEESH

AWS Resilience Hub 12t 7 —frm A#l&E , AT WEEXSEZNNARRF XN R RNEMES,
AXEEER | AWS Resilience Hub fE R AL T R0 IR IR F AV MR,

NMARFEESHRETFH TX AWS Elastic Disaster Recoveryi2 B Xigi kB TN e E 2
S8, BULBIUTAHAIRREESH
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- FH —EHERENNAERRFXE, 4, AMEBEE,
- HH-$5BH AWS Resilience Hub ERIZHEENER,

- SH-RTIBETHNANEBNIEFMAEER , XEFMEE AWS Resilience Hub FHTF A NN BREF
REEW, a0, SBNER —NMNEER XS — KBk #EE,

EMNARFEESH

KE D R EEF BB B S B AWS Elastic Disaster Recovery A A NARRF , AEEEHHEM
BaCEx>8

EHMNAEFEESH

1. ESMERS  &&F NRAERF

ENAEFREL , AREEREBNNARFNBR.
EENAEFEESBIATIF.

EEEN.

WK ID AE R A RBEBIKS ID,

MEE TSI RFERRBEBXE,

2 T

(@ Note
MREBZERULINEE , BN T RIRPEE,

7. EREHMARS,

B MR

AEDNTBMANEHNRARFOEH MR, EHRERMRBELRRES T HNRAREFEERES,
HMRKISEEMER , EUUEAXEEEMBRRITEENNARF RS TUMNGMTEE (Him
Rir. B TARH AWS X ) fiRE. XERBT2ERILBXGENAERF. 2MNARFT
BB HER R

IR REE , B EXL B : MENBE B4R (RTO ) MIRER/BEH (RPO ) » XEBIRRE T M
AREFRAENEHMERE. MR MIEHNARFFSTRETN, SUUNENESFFERE
MNAREFETEARE, fli, XNXZNARFNEERENEAERENARFTE.
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® Note

AWS Resilience Hub St F & E# M KA R TO M RPO ZERFHAEE, ER , HiFUER
BAEFR , TREANKETFNEREZETSE., Hit , MR EE RTO Ml RPO FEFRMAZHE ,
Nt TEME RTO it TEASE RPO £ RFZIET , H BENWRARFNERERSE
REBRIBER K,

TN SR IEH IR R MR ENRNRAEFEE. ERESRE , AWS Resilience Hub & ERY
R RE AR FE SR M SR B R Y IR E B AR (T B

ERE NARF PO RE | WA LA R R PR, BTG RA KGR RV
MWER , BB BT IS R AMIBR.

AWS Resilience Hub A& H RTO M RPO BirREEH N U T BEPUERIAGEM

- NAERF - ERAENRERSSHE

- SERZENY —BHEKX, Sl EC2 Kb,

- ZEMRBEATAX (AZ) - MRS NATHXFAH,
- ZEMRBEXE - — MRS MK

AWS Resilience Hub fE8E% 0122 B E LR MR UEARINEENT BITER MR, QIZEE
NERME | i A MEREHR  HERENENEROEANEIITER. SEFRRDE  Ei T
BOOBRSS . RBES. x8. EEMIEXE,

BEEESEHNNARFRINER, fl , BALEINRZREFRIXERS , MPFAERENA
BFAXNEXBRARRF. FARINNFERREN , BUUEREEMNEERE R EREUARRS
MR AR5 # RTO M RPO B#rfE. MAKE , BAINERZELRLK RTO M RPO BiR,

ST DATE B SR R OISR | b T UIE SR L AR T IR S M R
BB MR

FEH AWS Resilience Hub , & SABIZ B MR, BMERBISEEMENR , AT IHEEHNNARRF
REEMPUTSEE (flanEeE, BH, TARKSH AWS XiF ) hiRE. XERBTSE RS EKERNA
BF. ZMNARRFITAEAHEERBRMEREK,

Bl MRKE | B ENRERBEELR (RTO) MRESBH (RPO) BiR, HEITIEMGAT,
AWS Resilience Hub BEM TN AREF R ERFSH MRS E LK B Fr.
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ZFN SR IEH IR R MR EN RN RAEFEE. ERESRE , AWS Resilience Hub &R
R 2 Fr anfa] AR 33 58 M SR B PR Y B AR AT T B

(@ Note

AWS Resilience Hub R F R E# M RIEH R TO M1 RPO ZERAMASE, B , EiENEHN
BAREN , TRENRETINERBEETS, Hit , WREE RTO f RPO FEHPMASZHE ,
NE T TERE RTO MGt TEAE RPO £RFFIEE , # AEHWNARFHNAENIERSN
RENER K,

B N AR PO EBM R WU R MR R OE, S SERA KGR R
MWIER , BB BT IS R AMIBR.

N 02 38 M R R

1.
2.

N o o &

EENMNSMESESD  ERENAER.
BT the section called “B) B R AR F A INRZ 7, M the section called “M 7S HN R 12 = FF 48"
SERIX TR,

TS REEED D | SRR OISR AR

B34 RS T E N E o

FEERONRSGERD |, EROERRE,

AR AR,

( ATk ) M AKEE AR,

Master key ( £%4A ) N THRFIRFPIEFR U TETZ — :

- EHuIT BORS

- XBES

- EX

- BEERT

- JEXE

FF RTO M RPO B# , EEFMAEF RTO M RPO T , EEFHA—NEE , REIERFZE
PR 2% 89 B (8] B2 aL

FEEMIRAEN A XY EMIRE RTO M1 RPO TEEXLERE,
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9. (Hit)MRERSZXEBNAERF A NWAREEELXEHE RTO M RPO BF .

BRRXE, M¥FTXE RTO M RPO B , #FFMAERF RTOM RPO T, EEHFBMA -
B, REEFZERTHEE L,

10. (A& ) MBERIFRL | WA ERRRE G ERBAHTIRE, BXNENESER , F5
FIAWS — kS E Em IR IC R

11. %3 Create ( 812 ) LARIZEREE,

T o8 M SRR AR B 2 R M SR

1. MNEMSMEES , EERE,
2. HERMREEIED , EFIREMERE,

B2 58 1% SR B U ERF B o
3. WAREEHE M.
4. (WD) WARBEEVHEIR
5. WREUT®RIZ—,

o B IT &%ORS
- RBEES
- BEX
- EERT
- JEXE
6. XF RTO F RPO B#r , EEFNARRF RTO M RPOT , EEHHMA—NEE , RAEERZE
FRACERAV B B B4,
FEEMIREMN A XY EMIRE RTO M RPO TEEXLERE,
7. (") MRERESZXEBNAERF  WAREEELXEE RTO M RPO BF.
BRRXE, XTF RTO M RPO B#r , EFFNARERF RTO M1 RPOT , HEFBWA—IKE , &R
JRIE B ZEF KRRV E 21,

8. (Wit ) MREFMIFE , N NERERECIERBITNITHERE BXGFENESEERE , BS
FIAWS — kS E Er IR IC R

9. %R Create ( B2 ) LABIE KR,

et 58



https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html

AWS St H

RAriEmE

R IR WY SR B2 R SR

1. MNEMSMEES , EERE,
2. HRFRCIEBIEEIRT  REREEUNRBEIEERE,
3. HERMREEID , EFIRBMERE.

O 222 58 14 SR g T ENFF B o
4. RWABMEREENER.
. (IR ) AR
6. EERWUMBMUHRBEST EFHERATHLCAENBERBER—

- FEXRBNARRF
- EENAER
- XEBNARERF
- ERXBNARRF
- RBRESNARRF
- ERXBESNRAER
- E& 0BRSS
7. EQEBMERE  FEFERE,

3[R 38 M SR B AV IF 4115 2

UBITH BRI | CLBHEXRRMNERAT. CETURBRMBRT.
R EAELSEANIENE | HEARE.

HE

EXfER
EEEXBERBOUTER | 8%, @A 2R HAERNUEAE,

it T4 S RTO Mfkit THEHE RPO

B RS IR M RRAX T TAERS RTO A TR RPO ML,
e

SER LM EEE, MM ERILE A REF A EBRIPRE.

TR R AR R

59



AWS 3 RAriEmE

R R S S P YR iE R M RS

1. MNEMSMEES , EERE,
2. FERMREES , TR,

3. %“ERE. EEXREE. RTO M1 RPO FEEHW AN ER, AFIEEFE Save changes ( REFEE
%)o

FE 50 SR B R U R O 1 SR

1. MNEMSMEREF , EERK,

TESEMESREE P | R — MR,

1%$#% Actions , RfFi%# Edit.

EERFLE, RTO M RPO FERHRMAMNHNENR, AFiERE Save changes ( REEXH).

LN

i BR ot 4 SRR 4045 5 R BV SR 1 SRR

1. MNEMSHERES , EEREE,
2. TESMREEP | FTITSEMRRE,
3. i%$F Delete ( MIER). %£4F Delete role ( MIBRAER ) , R IAMER,

) PR 3 M4E SRBE R Y 3 4 SR

1. MEMSHmELP , EEFERK,

FESEMESREE R | B — MR,

1% Actions (B1E) , AFiE#E Delete ( MR ) o
%32 Delete role ( HIBRBE ) , REHEIAMBR.

> w0 DN

EHRETMEE# M 1T AWS Resilience Hub

HENNARFREERN , BN ZHTHEETE, THEFEINARFAHRESREETLR ,
FREER. SOP MNIAEN, XERERWATUMRIRESE.

*“TEE&T%L‘EU‘T&%H@ TRMNPIHER, SOP BURHETHELRESRE (HIUNZHHIRE )
BTEENMA, WHBWRATRIIENEERSERSTHEN. fla, Bl HNARFRS

E R EEEM T AWS Resilience Hub 60



AWS L RAriEmE

EEHREILE (FlHETRERNTNS BN BT BHABIGE ) PRE. BN 257 REH R
B RERMEANRAEFER. SXTUNAEEEENZET SOPs THEMR M,

FA

« ERHITHE MM AWS Resilience Hub
- BEREMERE

o I RRGE M DR AL

EH## 1T IT{E AWS Resilience Hub

B LMY AWS Resilience HubZ My B T3 % 1T, BXNABRFNESEER , 5 the
section called “B I NARF

MR R B REITHE T

1. BEEMHNSMEES , EENARERF.

2. MNNABFRPEE-—ITNAER.

3. MBREREBAPEEITMEEMY,

4. FBTREITEXEES , S0 S008I A M — 8 & RS E A £ R R B 5.
5. &FIETT.

EER LIRS , BENARFPIERETE, BXEZESR , HSH the section called "EF 14

BRE"

WP ST o EAT 3 A WA
LR AR RBERM R EEUR , B BT TAE,

1. BEMHNSMEES , EENARERF.

MEARFRPER-PNAERF.

IEFTEIRTR,

EFRIETRMEITE,

FE TR ITEXERESR | &0 B 1l 5 A ME— 8 & PR fE A £ ARY B #Ro

EFRIET,

2

1£ Rt {738 M 1T & AWS Resilience Hub 61



AWS 3 RAriEmE

EER LIRS , BENARFPIERETE, BXEZESR , HSH the section called "EF 14

BRE"

ERHERE

ST A R AR TS R BT
BRI

1. EENNSHRET  BRIAER

2. ERAEFET  TF - LARF.

3. FEWME BTRE N R LR,
HFRER , TAEHUTHE -
TR 0 B

. RERENRL

. QBB SOPSHIN AN

. MASIEAE RIS ARIE AWS SR
PR R &

ATELR T PR E. AWS Resilience Hub 3| 7T Bk B MMEXNNAREFAMSE, EHHTHE
AI35BR RTO # RPO KB , AAENAREFAHFRER I KR B IR,

iR
LRNABRFNEN., BUERBHNBMURRENIZBH,
o E 8 R R

REDFIHE T ERIMMANERTNARFFZERAMEMERNAAERIR, B EFSABAR , &
WA B FHEFSAFERAAR (AT E2EBNER ) . &R “RAH MY, BEFNRFS
EENARRFY , ARG HEBEEEITME,

R LAER LT 73 £ R AEB R B AR

ERWERE 62



AWS 3 RAriEmE

- B4 ID-RRARMNIELE ID, B% ID A TiR%] AWS CloudFormation ##%, Terraform IR
#. MyApplications AR FH PR ERENEF. AWS Resource Groups

« FER-RTAARFERRNNERBER.

« BEM-RTIBREM. ERREMUEHENHNNARFHAEFRHEFEFAEE . XTFEIHHFmPmA
R, ZESEEEARTA, i, REIEFEM AWS CloudFormation kS ABRER , WR&ELE
BEEMR R FAESETE AWS CloudFormation,

« BRRE-RTFAFRRE,
- KP-RREEYIERIFRR AWS 1K,
« XE-RREFRERN AWS X,

RTO

LEREAREREITTNARFREDETHEREN BiR, XRETETHALERERRENER T A
LU AR R B ERE, ZITERE T AT THERE RTO,

RPO

DEEARERMEITNARFESEIEMRBEH BEIR. IRETENULFERERRE 2 HIETRE
ERBBEKE, ZITERE T A1 TFERE RPO,

HAEE

ERAERINARFEAEREETFFAHRETHPIRE, MAELERENFERMAETH , 2
FEAMRE  MUARFAEAMRELTFNESEAERE, THRESENARF. ZEMIRE
(EmRENaTARX ) MXE , ARMUTHEXES

* AppComponent

HWRNARFNRR. fl, BHNAREF IREFREFERITEAL,

.+ f5it# RTO

ERENKBEERETNSENRBER, RINEHFME , BIRMNAMEITH RTO MENE[
RTO, fifn , MREEER RTOTERMNMENRN 2h , EMEITRITERR RTO THEEIWEN 40m , N
RABRMNBHEBME T TR RTO 5 40 74 , MR N AREFAIZ B RTO AR /Det. HATRIfE
TR THERR RTO HERETERE , MARKK. Hit , TREEEPHERR  STHXBEEHE
oA X SRR AT TR RTO H9MEE,

ERWERE 63



AWS 3 RAriEmE

- RTO frZ&

ERENERARFE L —RBRINTAR AT THERE RTO MBI REFLERE, RMNEH TR
8, BNEMNMEITEY RTO M RTO fR=. flin , MREHEMLITH RTO TEFRIENRN 2h , #E RTO
RE=TEHEWERN 40m , WRRENNARFES L —XBEZ IR AT THERE RTO 2RfRZE
40 75,

- {&iTH RPO

£~ AWS Resilience Hub IRIFEZEN SNV AR FAMF BRI ER RPO KBS 4 E H Y SFRE1TH
THEME RPO i, Hln , B EER MR P ETAXHEN RPO BIFIEERN —/Dit, ITE
HEEITERAEZETE. XERERIMNERIENESH Amazon Aurora EB#Z 7] XK AN
TRPEONY ARIITRK. point-in-timelk & AIAEEE 1 20 ¥,

EME— T BUERT RN RTO M RPO B2 KE" WTRENARERF , 3 AWS RSHFEEXE
ERERBIIE  RERTUHRIEERR , BN ZRSTREZRMNXE T A,

IR GIEFRUIERTT , A0 %2 X RE RTO 5 RPO B#r , LoRFUREIE 3 s FERY £& 111k & A E]
BRIER

- RPO R£
BERENERARRFE LR INTAR A1 THERE RPO MM REFE&ntE, RINRETHED
& , BNEATAY 1A RPO M RPO fRE, Sl , MR EEITRY RPO THEEIAVEN 2h , £ RPO

RE=TEHIWERN 40m , WRRENNARFES £ —REIDTHERNME T THERE RPO 2HREE
40 75,

EERMEEWR

MR N ARFASFHTITMG , HREBMAITH IEAR RTO, HiTH ITHERAE RPO, BAFEHR/N
B RCREW MR TR,

i/ AWS Resilience Hub , BRI LAER “NH LR FBUIEIN PR LT #HEFIRIN 2 —RME{L3E% -

(@ Note

« AWS Resilience Hub 12# T &% =/ AWS Resilience Hub ##&Fi%I,

. MRMBIGET Xig RTO M RPO B¥r , M A&EHEFIRT A AWS Resilience Hub & REHXY
K3 RTO/RPO # 1 k1t. MERIZEXHE RTO # RPO B#f , ML S RN TARK (AZ)

ERWERE 64



AWS B FF- 15T
RTO/RPO #1Tit{t, BXRELI BB MR ITIEEXE RTO/RPO BEFMWEZER |, BS
7o B2 SRR
- NARFAERBNMGITTEMASR RTO MEITTH IEMASR RPO BERBEIZERBEENNA
AppComponentsBiIEEXRBEN, B2 , XERERRMAEE., BN1ZERAB S8R (4l
n AWS Fault Injection Service ) &Nzt 57 FA 12 F B9 SEBR IR & A [H] o

3 ATAKX RTO/RPO #1TL1E

ATAX (AZ) H M EAE AT RE MY SRR & 1T TES B R E RS E (RTO/RPO), MREHEEFERTELAFE
RTO #1 RPO B#5 , MR AL MG N RETEARZTEXIRERE , WEENERBEDEEE
BE B B BB o

&3 Xi8 RTO/RPO #1T4E1L

(X s34 F b 50 B) AT BERY B AR AL it THE AR IRE RS A (RTO/RPO), MREMNEEE RN ELURE RTO
M RPO B#r , MAGLEHEMITHRETERBXFIRE R E |, MEEHNE BRI R RMAY T8
o

ALY

XREMERFENKERSE , HEMRAFSENRMERE, NRENEBETEH# TR B ERASKIM
LEFR , MRE G MG T LATE 52 B SR RAS R fE I8 BV Be I 120057 2 SR BE HY AT RE 1

HXHRNERHATR

KPR B BN REES, MRENEELTEZRST ERUARMLEIR , WRELKEFHEEWUNE
2, IXLETE AT BAE AR AV B (B AT A B SR B Y R BB

fRAL SIS P BIEL TR -
. ik

IR E I B E AWS Resilience Hub,
« B

iR T R BB NE B R ESHXAERIE,
o EXRRA

B2 WK E SR A 1T AR,

ERWERE 65



AWS 3 RAriEmE

® Note
EXZATEREABERMRE , A BT SEL LTI (EDP) MEMFTHHMAE.

- f&1THY THESE RTO M RPO

EREMN AT TERE RTO MIETTH TERE RPO,

AWS Resilience Hub 11 8 AR F4E 4 (AppComponent) 2BRFA# 4RI, R AppComponent
TRERMBER , 7 H AWS Resilience Hub TR HARA{E# S MM EW , N TTsER RN ERFISE
M AppComponent o3& B ATt A BBV IR ERTE. AppComponent AppComponent BR &l 8 =412
ERRXRHE, FHAPIIBREE.

RNTEFETHEMEE  BTEXHEMERIEHAFIRER AppComponent REFH MR | FESRIFFT
RERMWNBRIE—H. AppComponent

HERERIL
BERAEERBERMET AWS CloudFormation # 4k AWS FIS ## 4T EI ., SOPs

AWS Resilience Hub £ AWS CloudFormation iR X 4B TH A URBEXNEENAEFNEM
i, it , EAIE AWS CloudFormation Higfit T2 , AEETLURERMEINARFRBH,
IR AWS CloudFormation R34 A/NEE 1 MB BEEEMAREN 500 4, N AWS Resilience
Hub &4 K% AWS CloudFormation X4 , RSN HEHKNFEY 1 MB , &% EE 500
NEIR. WMREF AWS CloudFormation #R X #1728 Z X4 , Il AWS CloudFormation 4R XX
B2 INEEEpartXofY , HRXRTFIIHFHXHS |, HYRR AWS CloudFormation 4R 3 4
WO RO E, il B NERIH big-app-template5-Alarm-104849185070-us-
west-2.yaml AN , MXHBFUOTHAR :

* big-app-template5-Alarm-104849185070-us-west-2-partlofs4.yaml
* big-app-template5-Alarm-104849185070-us-west-2-part2of4.yaml

* big-app-template5-Alarm-104849185070-us-west-2-part3ofs4.yaml
* big-app-template5-Alarm-104849185070-us-west-2-part4ofs.yaml

B2 , T AE AWS CloudFormation &4 , BEERHT S B FEEFM RS URI , MA2ER A
X ER AR CLI/API,

ERWERE 66



AWS L RAriEmE

£ AWS Resilience Hub , #&AT AT LA T 182 4E -

- BALRBIEERNER SOPs, M AWS FIS 355, EREEREIRF AWS FIS 385 |, HiEFMENAYE
WHBEA—E—HEF. SOPs AWS Resilience Hub {RIFEE RN HECIZBER, EEKRF , &
AT L& Amazon Simple Storage Service ( Amazon S3 ) URL 4B 2K #E 4R,

« BAILADIE SR HEBRE AR B R B R HEE R EE EIR A AWS FIS £, SOPsEXEZE
B , &% fthe section called “BERBEBRBEREL,

- BETLER, G, AN, BRINEENRAEBFORE  AEBENARFXERNMERE.

BEWIRBFERW

AWS Resilience Hub =2t 7 —M&I SOPs , AT 3Rk N iR S N AR F EE A6t E LB 5% D

BUMHEENEIRM AWS FIS R (iR ) . REESHITHFNTEE , BENERBRERNT TN
AEFNEESSTEE M, A , RNBWWEHRITIHE , URRNEHFNEES S, HTHREAXNNARE
FH I,

BXANENMNNARFIERHREBIUNNRHITRFINEZEER |, 1551 the section called “R#HIZE
=HHEBR AWS Resilience Hub Z YR,

ENARFHESRYBRRERIL

1. BEEMNSMXES  EENARRF.
2. ENAERFT, IF-ITNAERF.

3. &R, REMNEME TG RPIER -G, MREEGEHRITIEME , B5EK the section called
“7£ 1758 M4 T {E AWS Resilience Hub” IR , RFIREILSE,

4. GEFEREERVETFR,
5, BEHENARFHESRIRRERN , FERATIEE

ENARFTESRNFREUNER
1. EHRRER , BEAATHR
a. GEEBEHRATFT , NERRPEREHIBRVFAEER (L TRRBRE ) o EAIBMRESIH
AR B L B K RS
b. MEREFREEIRIEET.

c. MEEBREBUSYERES , BRUTRRz— (Wit ) , RARERHFREER , HAEERMEA
B PHEER,

ERWERE 67



AWS 3 RAriEmE

. BXiE — MRBEKREEMAmazonHAF A HME = FIRFSIEEE <KMW AWS RSB HE
e T IXLEEIR CloudWatch |, HiEEFR LD,

« FHX — NREBERTFHFEEHLEER | HEFIIED,
« RERRAER — MRENAXEBERAEFZRMEARXE , HEFLIEDG
« Hitt — ERETSUEASRIZEBUNEFNEBRRE,

2. BEUREBR, BRMUTIR

a. HEBERETFT , NERRPERZESHAEER (L TEHRRE ) . BEALMNREHH
TR BB R AY BTSRRI

b. MREHEFRITZEED.
c. MESERUEEYF , ERESEED , NI EENERBISENRARFF,

e RIS DA SR R M AV IR ETR I (SOPs)
1. EHBEET SOPs , WEANTSR
a. B HERERF BTET , MSOPsRHSEAMAEHBRM SOPs (LT "BXM’ o k%
B RZS ) o AR FIHIRE SOP #)24 B IR,
b, MR IR BRIEEIC | RAUERA SOPs LA FHR.
c. M CHBEE NEET  BBEATEEZ- (TH)  ARLE HREER , BALAE
SOPs MRLATZRF 5B .
. BRI — MBLESERSREAEMET AWS IS R SOPs BXH Tixe
B, WERILLT,
. TH% — MR SOPs TEABHLEBR , WhBLET,
+ RIRRAES — MBEUNKBERAESR SOPs , HFULLT,
¢ F— MBETBEARE , WL BIET
2. EAZ SOPs, BRANTHE :
a. ERERIER BIFT , ASOPsRTEBEQENAHER (LT EHB RS ).
5T LR B iR B B 1R 19 24 RTSRIBA S
b, MREFEESEEER,
c. MEREEE NEET LB SEEENE  BRELENESEELARE SOPs f.

ERWERE 68



AWS St H

RAriEmE

ENARERFHES W REWATN IR

1. EHRBWHNE  BEERA TSR

a. EHEREIAREERERFT , MERFIAZBERKS  EREZHBRNAANR (LTEX
HBHEARSKRRE ) o BRAIBAMIRAS TR BN LAY 2 BT KAEIRTS

b. MBREHIEFIEEREED

c. MEEREBUSHEES , BEUTREZ— (7ik) , AEEEHREER , FEER AWS
FIS SR MR AR FHHEER,

- EXlE — NRECELERSIEMEME=5 AWS RSRERG P 7 X LN | Hik

BIEbiET,

« FHEX — RNV HAFHFEENLFER | FEFLHED,
« KEERAER — MREBANNXEMNRARERMEERRE , FEREF LR,

2.

T — MREABERRR | HIEF IR

FEBRWUNNR , BERUTIR

a. HEHERIAZBERETFT , MEREIAZRERKRPERZTSHAEN R (L TEH
BRIRA ) o BATBAMIRZS T IR B = B 24 BT K MRS o

b. MREHEFRITEZEED.
c. MEREEUHEEF , ERESEEDR , A EENNABIBSENRARFF.

) B A 1A

18 0] LAFE R A2 B 10 00 B P A Bt 4 1T A o

) BR 5% PP A

1. BEEMBNSMEES , BENARERF.

2. ENAERFT , IF-ITNAERF.

3. HEiFfhAS , EEBREITERPETERS.
4. EWIABBR , HEEMWER,

ZIRETBHIAEREITERSD,

T Bk 44 1 i

69



AWS Z#PEFR RAriEmE
B s NMFETHNEERER TG

AWS Resilience Hub 2 &N “BRWEARF" P %" 242 NEEN AR FRITTME,

TN MARFRITER , MRUBIR R4 HEH A ETHMEITfL. AWS Resilience Hub 7
LR AHE | SRERERBNRERBNESMNNARFEANEERTIHE, BRELITME , TheE
BEXRREER. QIENERFERRF (SOPs) MXMAEMNIXKMKAEN., KXEXEREERNTUARSRE
HRNEENNR , BRERNEGBAH RARE R D EENEEE,

BIRBWUHBEREATRNDUNER, SOP BWIRHTHNENMEIE (HMMNEHLHIRE )
HITEERENEA, MHBVERTRIIZNEERBEESITHEN, Al , BNt ARFERS
EEHRESE (HlNBETRERNEMSBEN T BRAFHEGE ) PIRE, BLUNR YT RIAER
ENRELMMENAREFER, BTN ERIEENSZHET SOPs THEMRR MM,

F&A

o @I M NA T TR MR G

o £HEM BUYEPEFIHRE

B E NMAFEITERME T

NTFE BONARE NMAEPUENNARRF  SUETUM B NMAFNRG & E1THET
. AWS Resilience Hub B M AWS Resilience Hub A ETHMEITMENESER , BSRAESF
1758 M 114 AWS Resilience Hubo

BXE # NMAMXIIE MyApplications B TR Rt 173 T4

1. BF AWS EEEFIA,
2. RBIFEMAEH1EE myApplications,
3. EBRENHETIENNARER.

ERFREM |, BHEREE AWS ZBEAFRMT 4 24, ERmttiEsd  ETBUATS
R
a. 7£ Console Home #ZHERNVALARETH , %EFE +Add 4.

b. EEHEIIETRER (HEHFREEELANANEERRT )  REFEEIRS & ETMURK
t.

4. EFETHENRAER

B M R EE R 70


https://console.aws.amazon.com/

AWS 3 RAriEmE

5. EEERATHEHAK,APRFENIAE IAM A6 , BEEER IAM A6 , AEMNER IAM BET
P RPIEEFE—D IAM B,

MREAEAFEHAYE IAM APREANEHWNARFRR , BEFERAYE IAM ARPRUNAREFRR
o kR A Y E IAM AFPPR , AR5 AWS Resilience Hub“fERA 251 IAM AP XIS TR
FRE HoPiERRAERLMFHEENRTEES AFMER IR,

6. iE WL

®E , {17 “EAEx TG, BIA AWS Resilience Hub 8 XIF(E B BRE , MEFE I MEMEFAA
Pt M.

AWS Resilience Hub 1T A T #g4E -

. EHRIENARF AWS Resilience Hub 7 B 35 & I 18R 54 < BX B R IR o

- BIEFASEHARMEKRE  HPaSIRERE B4R (RTO) MXE KRB #R (RPO) MFLE XH,
R R , RTO FENNNE , RPO FE MY, ERITMEE , B0 SMESGEEERBEM
AWS Resilience Hub #2Hl & 5 BT R KM, AXREMBERBANMMEMRBENESER
FEREER R,

. IMERIRRAER RTO Fl RPO Wi | BRKRARAREBER , #EHLR.

® Note

EFF BRI 2 B, BWE A IR TIPS R EE R4S AWS Resilience Hub, BX
FHANEMER , FSFEEAWS Resilience Hub s

B s NMABXIEIE MyApplications N AR F EHIz1T58 4 1R

1. BFAWS EEEE A,
2. REBFEMAEH1EE myApplications,
3. RREEHIMENNARER.

R FTREN | BBHREE AWS 2HEAFRHFMT Bt 24, ERmEs  FTBU TS
BRo

a. 1£ Console Home ##HERNVEAELARETH , %E#F +Add 4.

B M NAE TR 71


https://docs.aws.amazon.com/resilience-hub/latest/userguide/resiliency-policies.html?icmpid=docs_resiliencehub_help_panel_resiliency_policies
https://aws.amazon.com/resilience-hub/pricing?icmpid=docs_resiliencehub_help_panel_resiliency_policies_hp
https://console.aws.amazon.com/

AWS Bt g
b. &EEHEFIETRER (HIEHFEEELANANEERRT )  AREFEEIZES & ETMURR
£
4. M R NAMARIRRE ERHITE

%% , T7F ‘A E3 4", BIA AWS Resilience Hub B RIT(LEH BT , ML FESEAETA
R,

ot BERERTMERE

B NAGERITEERORE , ZREENECREHSKEZBTTHRAE | T# MyApplications B
BFHEYE, BERE. XEUHEEER (KPIs) MEWNIERBRE, SR UERUT I ENSH T
AR T R R R AR R R R AEROR

- BUESBAILIER — MBEXRERTKE—FNNARFHEES S,

- BUHSB-RAEMGEPIGEHORAREFNEES . Z2BRRTENNAEFERENARF
MRS AR SEEEIR, PRAERIERF (SOPs) #l AWS Fault Injection Service (AWS FIS) SR¥ 5T
MBI HEEREE. £ AWS Resilience Hub &l &/ “BE" ZT< TH “BED " o ERZH
FUEEEZER. BXEZER , 20 iPURE.

- BRBE — SR TENHF , £ AWS Resilience Hub 2 4#1 A1 “iFEIRE BRPEEMAEERMN
PR FM KRR N A TEF A4 (AppComponents), BXEZEL , H5H TR S,

- BEfm= — AppComponents FRRE L —RIFEFET TBER , BEEHAITAPRETBERN, &
B THEMNEF , AppComponents £ AWS Resilience Hub & &1 “iF iRk BERPEF., BX
BZERE , B5H PlRE.

- RFEB — ERETEHNART  2EHANITHREERTEEMERESHN TGN AWS Resilience
Hub ®R. BXREZEEL , BSH IENRE.

« %3 Resilience Hub — %% A £ AWS Resilience Hub 2 &1 & FITH &R ARERF.

ERER

EE(TRMIE R |, ERIRERIM —249 , AWS Resilience Hub Zii% & Amazon CloudWatch &
RGN RAREFEY, XEEREVEETAYINARFREENGRENEAH, NENARFS
HERMAME L LT, MRETEETRE , LMBREFENNHARESFEERBN Amazon CloudWatch
Z1R,

4, AWS Resilience Hub I1E 1] L B zh# N {EAT EELERY Amazon CloudWatch B H R EHERK
BHBMITED  MNMELE THENARFNEERR. XTEFEERF AWS Resilience Hub 2

R B ERITAEE 72



AWS Bt eh s e
WEZYGFWISZIEEHRES AL TEREEHES T IFENAEBEMY, MEREESXHKET Amazon
CloudWatch 3k AWS Resilience Hub 1Bk BN B Z &R , M AT LABEBRIZER , HREREREER
“BRHE, BXEBRBUNESZESR | HSRISHHERIEEREN,

AWS Resilience Hub % 7 — MEARSL4F (README .md) , fRiFEAIZE AWS Resilience Hub RI%E
AWS ( 5120 Amazon CloudWatch ) RAZPHEMNER AWS, BIRPREENRAMEETABRXLEER
B {58 R Y BR A SRR

£}
- RERERVOEER
- EEER

BRIFRERNCIEZER

AWS Resilience Hub €123 &1E Amazon AR EIZFTiEE R ¥ HEEH AWS CloudFormation #4x
CloudWatch, &£ REMRE , BRI LUET Amazon S3 URL 15 [AiZER , FTEIZERHFEBRAEHRK
BEED , FEBET AWS CloudFormation 124 &t 22 1R,

EIRTE AWS Resilience Hub B BIEEZIR , AT N HEREZIRBIZE AWS CloudFormation & 3
FEIEERBER,

HRERN D OIBER

1. BEEMNSMXES  EENARRF.
2. HENAEFYT , ERENNAER.
3. EEIFEETF,

ERMETERD | CALERA LT E BRI T4

. B — 1B A RAENITEE .

o WA — BRITEHERRS

- EAMRE — BRI RE TSR MR,

- BURERS — BERENRNARFRESZHNRT-EEMRE.
- MARFRAE — NARFHRE.

- BEE — BRERTENAR,

« FrEREtE — RRIEAERITF IR A,

« ZRETE — RRITEHERETEL

RIFBRIEBUSIEER 73



AWS B FF- 15T
« ARN — {489 Amazon BIEBFF (ARN )

4. MEEMIRERAPERE-IITE, MBLEGEHITIEM , K the section called “7E #1758 14 1T
{&i AWS Resilience Hub” RIS , ARIRE LS &,

5. ERBRFERU
6. WMRIMNBERTRIEF , FRBEEREDTF,

HEHRRD , ERUEANATARFREWAER :

s BN —BAINABRFRENERNE .
o IR — HIRERH B R
o JRZA — F R Amazon CloudWatch Z3RH L BISEMIR A,

ZIRTRUATEZ— :

. BEE-RTEIHEIRS AWS Resilience Hub NN ARFHEW, R TEHHER
FNERERHJITHIE , LERECHWNAEFTRENMEENER,

o ALY — RTREBUPARFREE AWS Resilience Hub B ARSEIMHEENER, EBFETEH
BFANERRFITHE , LERENNARFEPRBHAAEERNER,

- E@@ HERR-RTREH N AREFF AWS Resilience Hub EHERHEENEIR, AR THENRF
AXNBHRERFTHELE , AERMNEHNARFDHRAIFTERINER. BXTENHRENE
BHNEZER , BRI ENREBERE

« FED — RAEBEREHEZ LD CloudWatch , B L FFHIRSIRE N
INSUFKIENT_DATA, CloudWatchi&1¥ T ERYEF Al BIRFRFITIHIE , LLERIE 235K
BB N ER,

- BE — ERREEEAFAENEERBIEZHR,

o RE — RFEBERPRE,

« AppComponent— &R S B BRI R AR FHH (AppComponents).

« 2% ID — &R H AWS CloudFormation #1k EHHZEBFRIRAF AWS CloudFormation,

« B ID — &R7TH AWS CloudFormation 4k & IR V2 BEFRIRAF AWS CloudFormation.
7. EEBERETFF , IERBRERSHEEERRTINVEREN , BEZRETEE-IMEF,
8. ERENNARFRENHEERR  AFERFLIE CloudFormation 4R,

9. £ “BIZ CloudFormation 4R’ X FEH , BAILMERA B ERNBF , LA LE AWS
CloudFormation &1k & #i4& & #ii A CloudFormation # 1R # & #r.

10. EFEB 82 AWS CloudFormation #x AJgEE
BREBERUOIRER 72



https://docs.aws.amazon.com/resilience-hub/latest/userguide/exclude-recommend.html?icmpid=docs_resiliencehub_help_panel_operational_recommendations_alarms

AWS 3 RAriEmE

TR TSR EREEERBES,

EJ¥ AWS Resilience Hub B2 BIEER , BRI ABHNKBE
1. ERERETFRUEEN S QIENER, BAUERANTAXRFIRER

- B — BRI REN TG E TR

o RE — BRITEHERIRES.

- KA RTBEBRWUMEE,

- B — RTUBERMER (JSON/XE ) .
o FoRetE — KRG TF RS E

« GRETE — RRIFEHLERTE

« ARN — #E#RH ARN

2. TEEMRFMEET , EBEMR S3 BET HHVEERE | £ Amazon S3 &l & F T F BRI R,

3. 71E£ Amazon S3#EHIAP , M\ NWR” RAEEFE “BIR” XHFREE,

4. EEH| Amazon S3 B4R |, EikH JSON XHBIHER SR HiE R E & URL,

5. M AWS CloudFormation #2#l& €12 AWS CloudFormation ¥k, BX8IZ AWS
CloudFormation i EZER |, 55 #https://docs.aws.amazon.com/AWSCloudFormation/
latest/UserGuide/cfn-console-create-stack.html,

#12 AWS CloudFormation ##% et |, SAFUREM E—FHEHIH Amazon S3 B,

EFER

Al EFENERNAEFREEMRENMEE ER. AWS Resilience Hub £ AWS
CloudFormation iR 77 Bk i¥1E |, XLFHMAE R RIT R X A FE Amazon CloudWatch 8|22
o ZALAEA Amazon S3 URL 5 i8iZ AWS CloudFormation 4y , B AT LA E T H A EHRK
BEEREIT AWS CloudFormation &l & A 2k,

ENZFHERESER , EMENSMREREREFER. FEXRIANERERD , BUNERANTE
BRBI ERENER

- SREMHWNAREF — OB ERNNARFENE .
« SEHER — RRNARFMRNEIERBE,
« FISIEE#RITH —RTRYWEENENNARFZEITH AWS FIS 21,

75

[t
i
g
=


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html

AWS 3 RAriEmE

EENAREFFRANER

1. BEEMBNSMEES  BENARERF.
2. MNNABFXRPEE-—INAER.
3. HNAEFREENEY A SXENERRERTELNNARFPRENFMAERNER.

EECXENERRTFERBEER  BERNAE. BUEIEERERESR , ERUATFRZ—,
EE—NMEE  RERBA—ME,

- BIREN — BHANABRFIZENERN AT
o IR — HIREIRH B iR,
« JRA — KR Amazon CloudWatch 3R 2 5T SEHEIR A

ZIERUATEZ— :

- BERE-RTEWUHNERS AWS Resilience Hub FEEH N ARF PR, RFTHEHEHRE ,
EREBVGETM <P EEMEENN B RN ER.

« AXY — RREHNARFHREE AWS Resilience Hub B RSEIIHEENER, SR TEH
BE  ERERBNGEMFPEEMERNEREEHER.

- Q@ HER-RRIEH R AREFH AWS Resilience Hub EHEREENEIR, B TEHEK
F,ERERBVGETFHEEMERNECHRNER. EXBSNHRENERNESE
B, BRI ETHRBERN.

- IEED — RRERSHBETL I # CloudWatch , B Z#hFERZE S
INSUFKIENT_DATA, CloudWatchi®ZF FTHINWHF , ERERIGEMFHPEFMAE S EE
IEEB VN EIR.

- RER-ZHEEBIRIFMESMN AWS CloudFormation ##H Amazon &IRE# (ARN),

o BIR — SRER M N E A B R S K K e B AR AT A B IR

« EFR-E TR ERDEM Amazon CloudWatch $§#r. BRI # CloudWatch R E 25
B, BZHEL % CloudWatch ¥R,

« F—REH — ERE-IXISHEIRN BHRETES

MIHEREFERWUAER

1. EEMNSMXES K ERNAERF.
2. MMRAEFRPEE-IMNAERF.

EERNARRF , FEERNRARFETRANARERFSE M.

BE

4

Eird 76


https://docs.aws.amazon.com/resilience-hub/latest/userguide/exclude-recommend.html?icmpid=docs_resiliencehub_help_panel_operational_recommendations_alarms
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric

AWS 3 RAriEmE

3. GEEITEEIFR,

EREITHERT | GO EA L TEERIFRER T -

- B — SIEIFMEA R AN THE R,
o RS — BRIFEERRS.
« MRS — BRITEREFEHMRRE,
- BUERERS — ETRENNAERFRES 2N EMRREE.
- NARFRAE — NAEFHRE,
- BAE —BRERTENAR,
« JFIaeYE — KRR IFAERIT AT E.
o GERETE — RAFEBLE RETE
« ARN — ¥{5# Amazon BIREBFR (ARN ),
4.  MEEMIFERAIEEFE T,
5. EBRBERIGETIF,
6. MRBRIABRTRED | BFRFEREDTF,

HREHRRP , ERUEAUATARFREWAER :

s B — BRARNARFRENERNE .
o iR — #HRERH B 5.
o JRA — R Amazon CloudWatch 3R 89 24 5SS MRS o

ZHERATEZ— :

- BEXHE — RAEREELNNARFDIR, ERTEHNREZOINERRSTHE , LER
BN RAREFPENATERINER,

« KL — RRERAELHNARFIIRIARTESEN. R TENHZ U BERETI:IT
ik, LEREHNARFP RSB ATERIER,

- BHIRR — RREBRCMNARFFHR. ERTEHNRETXNEBIRRHAITHIE , LE RN
BB ARFPHRAFMERNER. BXTsNERBUBRNESER , BSH the
section called “@E S HERRIEIERE L,

o IEED — RTREIRSEER LT # CloudWatch , BT EFRAIRAIEE R
INSUFKIENT_DATA., CloudWatchitZ# THNHRFZNEHREXH#HTIHE , LERAEEXHE
{BIESEHIEIR,

- BB — EBETIERAEEMNEAENE ENRBINEERR,

EFER 77

4



AWS 3 s A5
o RE — RTRERARE,
« AppComponent— TRRS I BERKIEKHN N ARZEFAH (AppComponents),.
- 2% ID — &R H AWS CloudFormation #1k EH#Z BFRIRAF AWS CloudFormation,
« B ID — &R7TH AWS CloudFormation 4k & RV Z EFRIRAF AWS CloudFormation.

EENERIERRF

POERERE (SOP ) R—ENTHLR , EEEHN P BRI AR RENARERF. RAMEF
A, MHANE , AR SOPs £ HIUZE et AT E .

BIEEHRAREFRAMH , AWS Resilience Hub 21 SOPs &R H#EZ A H., AWS Resilience Hub &
Systems Manager &4 , SOPs Bidi21{iF% SSM XRRBEFNTENSE , B LUTH AEXLE
SOPsI#4Hy &t

1’§|JZZIZI AWS Resilience Hub ATEESBIEIN AR SSM B X AEER T RAMBEE =R A SOP, Hiz

1Tt SSM X# , REEEFERNRNESE IAM A, AWS Resilience Hub £ N AT 8IE
E?&E B H'\EEE%TEE’J BT EZTHA SSM BaibXX s , URFEEHN IAM AT REE1TX
SSM X4, AEFUABFEREE SSM S#H,

BRTELE SSM Baifbz o , &REFHNMBCERBET AWS FIS SKEXT E T, Eik , AWS Resilience
Hub B8R4t 7T —NEJ SSM Bai L3 AWS FIS 2% , BEXM AR |, &0 =302 8 B A
BF , LARECIZ SOP sesT TR TI4E.

AWS Resilience Hub A AWS CloudFormation i I Fe NI HEW |, B LUFERNBINARFR
BEH, ERRMY

* 21T SOP FREMNRE IAM A,
& LA Ak SOP By AWS FIS 32K,

s —NEENARFITHIEN SSM S, 5HHA SSM XA IAM A EFIER SOP 12
1T, UREBNERLIZIT. B0 : $(DocumentName) for SOP $(HandleCrisisA) on
$(ResourceA),

]2 SOP WRtEEREHK ., XNEWNAREFHTHM T HBIE AWS Resilience Hub 21

4 K AWS CloudFormation #iR 2 — 1N RIFHFF ik, A AWS CloudFormation 44 K AWS
CloudFormation #tt% , A5 SOP H{EH SSM SH R EBRIAE, E1T SOP , LEEEEHITHL
it ,

EENERIERER 78



AWS L RAriEmE

HTFENARFESETRERMNER , Bk AWS Resilience Hub 2R ERIA SSM XRFIRT R UH R
BWFIEER. B2 , B LLEHIBIA SSM X8 , HUEMNAKBEURET N ENNAREFES EHI
BENXH, BETUCEECHEH SSM X1, MRECEBSH SSM XM T2 IENRIAE ,
NAFFENE SSM SHMEXE |, XHE SOP BTN BAIEREHN SSM XX,

BEAESEN SSM XEHABRBEZSEENS BN ZENXEK , NTiLHE SOP 5 , B SSM
NHEEEAMIENRBES  AEEFHTEASGEERIAENL. X¥ , BRHBEXLARFEN , 8
G EB KR Z K up-to-date SOP,

FH

« #83& AWS Resilience Hub il #|E SOP

- Bk B E X SSM X1

- EAHEEN SSM XM A AN SSM 34

-« IE1EMiH SOPs

- BEEWERERE

#BIE AWS Resilience Hub 2 IE SOP

EIRTE AWS Resilience Hub 21U SOP , BEE— /KA R AWS Resilience Hub R
BF L6 HEEEXNZNAERFHTEMTME, BE TGS NEN SOP £REL,

ER$#E AWS Resilience Hub i3 SOP , &AW FUR HEFER AWS CloudFormation 1k 6 2248 4k
SOPs ¥ HHEBEEREES,

7 SOP Zil |2 AWS CloudFormation #&1x

1. #TFF#4% AWS Resilience Hub &

2. ESMERYP , &F NAERF.

3. MNARRFIIKRF , EFRECE SOP WRARF.

4. EFRTEETF,

5. MEMFMRFER DTG, WREZERITIM , iETH the section called “FE R 1TH T
f& AWS Resilience Hub” FHE R , REREILSER,

ERERBIT , ERTERERRE.

7. EREEIENFE SOP B,

8. #%#F “8J2 CloudFormation ##R”, #I% AWS CloudFormation iR AT 8EEZ /15 4.

o

1B#E AWS Resilience Hub Zi#IE SOP 79



AWS L RAriEmE

SERA T IR SOP BN BB ERBES,

ERMABES A AWS Resilience Hub X 221

1. ERERWH , BEER
2. HEBERFIRF , EEFERFIZE SOP R B 5.

ERBMER A TER RSN AEFRIAY : SOPs

- SOP E# — BN ARFIEEN SOP K& o

- iR — #R SOP M B #7.

« SSM X#4 — @& SOP E XK SSM X #4# Amazon S3 URL,

o MRXIZ1T — SEFIM AL RH IR Amazon S3 URL,

- RRER-REEZTE SOP #F41E EH AWS CloudFormation #4% B9 &2 %R Z #F (ARN),
ERERFMAEET , EFER S3 BEPAIEEREE , &£ Amazon S3 2H| A PITFERX R,

£ Amazon S3 #ZH&H | A RFKFIEE SOP X H-HKEE#E,

EEH Amazon S3 BB |, iEiE"F JSON X4 BIHEH M EEEH EZEE H URL.

M AWS CloudFormation 2%l & 612 AWS CloudFormation ik, Bx8IZE AWS
CloudFormation &M EZE LR | iES 1 https://docs.aws.amazon.com/AWSCloudFormation/
latest/UserGuide/cfn-console-create-stack.html,

o a0 bk~ w

812 AWS CloudFormation ##% Rt |, HATURHEM E—FHEHIH Amazon S3 B,

iBR B E X SSM X 45

ER2BYMENAREF , B seEER Systems Manager #2%|& & SOP #1Z B E X SSM X4,
B LU AA R SSM SIRE R Emit TI53 , th I LABIEFTH SSM XY,

BXER Systems Manager 8|2 SSM XMW FHAER , TS HES - FANXEENSVUEEENE
TF M.

BX SSM MHBEMER , 185 SSM XX HHiEE.

BX SSM Bt XHIRIENEZER |, 155 Systems Manager BF{LIRIESZE,

IR B E L SSM 324 80


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-doc-syntax.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-actions.html

AWS 355 RriEE
ERA BEEN SSM XM A ERMINR SSM 1Y

B NER SOP AWS Resilience Hub BiAY SSM X E MR AEOIENBEN XY , FEERERBE
RTHE, BRTIANINFAYEEN SSM B | 188

1. BAINETEBLAERN IAM R,
2. NP0 AWS FIS SRE KM HER SSM X4,
3. A—1 SSM S , ZSHIE@ERE SOP BB L34,

BE , FAPENHBRIAE AWS Resilience Hub HBREEZEENEHBATEEN , NEHES, Hlw , BE
EEH IAM BEFMBMIBRINER , & AWS FIS ERIEBEF R NIEEHH SSM X#Y |, EEH SSM
SIS BB ET SSM XY,

IEFEM R SOPs

WEIATR | REMERE CI/CD BRI AWS FIS 521 |, LAME SOPs EHIMRX &M CI/CD Bi& ;
XEAUERELEFHNEIEEZRE,

EaTAiE AWS Resilience HubiZ2 K F1 B E . SOPsHY,
EEMERERE
EEBINAREREI SOPs 1Y

1. BEEMBNSHKES  BERNARER,
2. ENARERT, I -—TNAER
3. GEEMERERBATF,

£ HEREREFRE 2 , ‘EXRENRERERF RERTERE SOP BN ARNIRERFS
+. SOPs

&R LA SOPs B AT AR RB BN H 4

- SOP &% — BHNARFIEEN SOP HE .

« SSM X#4 — 8% SOP E XK Amazon S EC2 ystems Manager S #4#9 S3 Mt
- R — R SOP # B #%.

- MiRZIT — TEFIHNIRL R THEH S3 URL,

- 2% ID — Fir5| K SOP EHHRIRA,

fER BE X SSM XA 2E IR SSM X4y 81



AWS 3 RAriEmE

« BRIR ID — 3KHE SOP EIWA RIRMFFIRAT.

EE T4 SOPs H#tER

1. BEEMBNSMEES , BENARERF.
2. MNNABFRPEE—ITNAER.

EERNARER , BEERNRAEFETRANARERFS M.
3. GEEITEEIFR,

RS , SO ER L TE R RIFRER 1T

o B — BB RN TG E R
o KA — BRI RIRES.
« BAMERE — BRIHMERE S HMRRE,
« BUHRERS — BERENNARFRESZHNEI T EEMRE,
- RARFRAE — NARFHRA.
- BAE —BRERTENAR,
« JHiRETE — RORITAERIFT IR AT E].
o GEREHE — RRITEHERETE
« ARN — {489 Amazon BIEBFF (ARN ),
4.  MEMITAERFEERE DT,
5. EFRBRMERICETF,
6. EFIERERBEDF,

i ERERF RE, BULUERNTERER—F T #EER SOPs RIERE

« B — EiUEY SOP AR,

« #iR — #5R SOP Ky B #R,

« R — KRR SOP WHBISKRRS. BIERME, REMAEMSHERR.
- BE — BETREREREMFLENEBRBIEZRR,

« RE — KRR SOP KyRE,

« AppComponent— R RE5lt SOP XRExHI R AR A H (AppComponents). BXXEHNEZE
75 E R APPCOMpPONents , 182 b X o it 11 70 28 AppComponents 82



https://docs.aws.amazon.com/resilience-hub/latest/userguide/AppComponent.grouping.html?icmpid=docs_resiliencehub_help_panel_operational_recommendations_alarms

AWS 24 eh s s
- 5| ID — &/~H AWS CloudFormation & E 4192 2B FR12F AWS CloudFormation,
« B ID — ]RR AWS CloudFormation® AWS CloudFormation 4% ‘&R H 28 BIx 2 E,

& AWS Fault Injection Service X5

AT B WMAIE R EE AWS Fault Injection Service (AWS FIS) K1 AWS Resilience Hub, &8 LUE
3 AWS FIS SRR REE AWS HIRAVEMYE , URMNNARRF, EftieiE. TAXKM AWS XKEEH4F
RS P B AV BT,

RNTEHEHEM | XL AWS FIS SEIRHERL T 88 AWS BRFH, PN ROISEMERTHER. W
FE#%. Amazon EC2 5 AWS ASG LH#EE 1L, Amazon RDS R HIFah kS LA K 7] A Xig &Y (8]
B, AWSFIS ERERE , BULMEITNAREFRESNEMERRN RTO BirHhE LK SR ik
£,

PR FTESEI AWS Resilience Hub #2F AEKN AWS FIS , A1 LAHIT AWS FIS zh¥E. AWS
FIS SR38/X{F A 4T3 45 E AWS IRE EHIBY AWS FIS Bah{bi24E ( i Amazon EKS #84 ) . X%
AWS FIS 2N EZEE , TS EAWS FIS 22 %,

AT BATE AWS FIS ERMBIARESTEAEN] , BT UBREECNERNE#ATEENL,. BXES
AWS Resilience Hub #2H| 5 AWS FIS #2#| & AWS FIS XRNESFEE , BTSHNATEHR .
« AWS Resilience Hub #241&
- &F AWS FIS X
- BEENABRFPERIM AWS FIS KK 5%
- BEFMEPIHEEN AWS FIS XK
- the section called “IEFEi=1T AWS FIS SEK”

« the section called “AWS Fault Injection Service SRR K MRS K E”
« AWS FIS ##| &

- EEEM AWS FIS X1

- % AWSFIS &

- EIE AWS FIS EIER

&I AWS Fault Injection Service S£3 83


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html
https://docs.aws.amazon.com/fis/latest/userguide/experiments.html
https://docs.aws.amazon.com/fis/latest/userguide/scenario-library.html
https://docs.aws.amazon.com/fis/latest/userguide/manage-experiment-template.html

AWS 3 RAriEmE

B3, tIZMIE1T AWS FIS X5

AWS Resilience Hub B3 5 AWS FIS R £ KL AWS FIS XK, TREESEFNEN , H A
Y A RS B S AR 4E 4 (AppComponents) BITIIEFEE MRS 30 AWS FIS 3R , MR & 34 H95#
PR,

RIFREZIZE3 AWS FIS 32§

1. $TF#EH AWS Resilience Hub &,

2. ESMERYP , &R NAERF.

3. MRAERIXRD , ERENHIBNHAWNARERF.

4. EFRTEETFR,

5. MEMFMERFER DTG, WREZKERITIM , iE5TH the section called “FE R HE1TH T
f& AWS Resilience Hub” R , AFREILISER,

IEFRBRERIOETF,

7. EMEEARRZAENERASL,

o

AFHH T HENRBAHEENFTA AWS FIS 3248 |, LL AWS Resilience Hub #{TE DM FES
Higpd, BIEFEEHWSSIER , AWSFIS ER A RAUTIRS

. BEM-RRAEENSS®KE AWS Resilience Hub EE8HW R ARFE RS, MBETHENHEE
BE ‘XK XRPFAECEIMHER,

o EBHEHE-R AT AWS Resilience Hub #ENXR EE NN ARFPH DI, EETEHH
BE K &F SR RPAEHDEZIMHNER,

o REWM — RRENBARFS AWS Resilience Hub REIHEFEMN IR, AR TENHRE , &
FRR RPFIEARZIMHER,

- E@@ iR — KRB R AREF B AWS Resilience Hub BHERREERN IR, R TEHHK
F EBE KR XPFAEHRNER, BXEENEREESRNEZEE , FSHaEDHE
BRIZVEE W

KB RSIE T AN AEFEE D BOIE SN AWS FIS XK, BAIUERANULTEEIRS
AWS FIS 3£% :

- BEBM-RRANEHNARFHEN AWS FIS 24, ERBREZHUIEAWS FIS ZRFAE
ETUE AppComponents FEEBHENRIE, H “REREN “FARE B, ERER AWS
FISSXBR—MZE, R EZ/HAE AWS FIS BEIANZEETH LEFHFMAELR,

Bzh., BIEMIEIT AWS FIS £ 84


https://docs.aws.amazon.com/resilience-hub/latest/userguide/exclude-recommend.html?icmpid=docs_resiliencehub_help_panel_operational_recommendations_alarms
https://docs.aws.amazon.com/resilience-hub/latest/userguide/exclude-recommend.html?icmpid=docs_resiliencehub_help_panel_operational_recommendations_alarms

AWS 3P RAriEmE
« RE — KRR AWS FIS KB HFISNRRAS. B ‘B, “#B0 KHE”. “REHE” M S HERR.

® Note
AWS FIS Z:= 2 —T{XRIZEFI S INEE , EESIHENMHIRE, Hik, AWS
Resilience Hub ToEXNE#ITRE , T2 RB[IRERN “F U RER",

o HR-#R AWS FIS 24ER B #5.
8. EBEERNHBIHZRH AWS FIS #1E,

f£ AWS FIS LI #EE#E 2 , #RATEL AppComponents EALTEE#H —& THIREEL L HESSHE
HISR5

- EM-BEDATNAEM. AppComponent
« RAS-RR AWS FIS BIEM Y BIKHEIRAS. Bl “BRke”, “ZB20KMe”, “R3EHE” M “THERR .

® Note
AWS FIS =2 —T{XRIZFIEWINEE , EESIHENHIRE, Hik, AWS
Resilience Hub ToiEXN E#ITHRE , T2 RB[IRERN “F U RER",

- BRER-ERYEGERR BIXR N, RRNUMAESEESERD, MR AWS Resilience Hub
TEBFBEERTR , BEBEHREREEHENNEMRERFER L | BEREIA XX LR IRNE
.

s BR-RRDAETHEFREE AppComponent, £ “BIR” WiEEFIEREEFX LR RO
Fo WA LAERALTHEIRBIEIR
- B ID-RRARNIZLE ID, 2% ID A FiR3EH AWS CloudFormation, Terraform

WA, myApplications BLFTER. AWS Resource Groups &R L # Elastic
Kubernetes Service S8+ RIRHI B Fro
« Y3 ID — RARNBRDBCHVEBRFRIREF |, Hla0 53 EC2 K41 ID = Amazon S3 F#EE S
o
« FRRTERWER,
- XE-RIAERMEN AWS XiF,
9. #%# , AppComponent RFiEEF “BIF" = “BEBR” , 25 AppComponent £ AWS FIS K a3E
HBEER,

10. &R “BEHXER,
B3, BIEZFZE1T AWS FIS 256 85




AWS MR AFiEm
AWS Resilience Hub &2 EE @ E| AWS FIS B4l5H M EEERFAEE" TH , HEFE
MFHFETF,

1. EQIBXRER  FEHAEHATHREXRERDPHSER,

A R ABRFAEEAEREA R S CIESBRERTHSIRE AWS FIS 2681 48
EERFAGER REFEEFE “T—F" /5, AWS Resilience Hub 2B ZEHE “BEMBER WH
PRGN R FRERGREMBEIR, ER , BEREBSEE , B NET 2 3EF R NBRERR
MEHFERFHRIMBEMELR , ARTRUEIBRHHERISE,

IE#£129T AWS FIS k%

£ AWS FIS ##| A8 BXRE , MBMERFF AR AN SERIE AWS FIS #2455 E1TRE, W
B AWS Resilience Hub Z# M S #TZTHISE AWS FIS |, M A THN T, BXSTIEENE
ZER | BHSR Ehi#E T4 T4 AWS Resilience Hubs

&BEH AWS FIS 321

£ AWS Resilience Hub , EFE N EE AWS RRNEMURMNRARER, EZEE, TRAXH
AWS Xig EHFIIREFTER AT E MIRER AWS FIS 21,

EMNNURIREFEEHITH AWS FIS ERFIK | FMNEMNSMFE L F %R D as hboard,
£ EXUMNER” £H , BOLUERAUTEERIRS AWS FIS £k -

« 3K ID — AWS FIS SR RIARIR AT,

« BE-RTE AWS FIS SKIRAERH AWS FIS ##4F, A, MRBZ Mo, EQRHETRE AWS
FIS SKIAEXH AWS FIS 1Ff &, BN ELHEREFERAGE LA RNEMBFAFEEKIR
AFMER

« KRR ID— BT AWS FIS SRR A SRR EARAIFRIRAF. AWS FIS

EENARFDTESUM AWS FIS 2R HIR

1. EEMNSRXES  BERNAERF.
2. MMRAEFRPEE-IMNAERF.

EERNRAERF , BEERNARFEFRANAEFE R,
3. BEERHERIAXRK,

EE AWS FIS Kk 86
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AWS 3 RAriEmE

i EXRUHXR” R, BASMERUATERRBINARZEF PRI AWS FIS KK :

- X% ID — AWS FIS SRR HIFRIRE,
« BRE-RTRE AWS FIS KEAEXE AWS FIS #R1E. AL, MRBZMEE , E2RHETRE

AWS FIS KK HHXHEY AWS FIS BH{EH B, BN BETREFRBEFEFAES LAESMEF
AEBEKRIRBFAES.

- XK#ENR ID— AT OIE AWS FIS L3 A AWS FIS SRR EMRAARIREF .

EEF T HEEN AWS FIS Xk

4.
5.
6.

EEMNSMEESD  ZENRAERF.
MEARFRPER-PNAERF.

EERNARER , BEERNRAEFETRANARERFS M.

IEFTEIRTR,

FEIHERF , SR LER L TERIR SR

« B — IR RENITE R

« KRB — BRITER KBRS,

« ERMERES — BERTEREFERERE,

- B - RTEHNABEFRERE T ATH R REEHE X RTO M1 RPO B, RERE T2

B EY B DD i A

o N ARFIRA-E T8 B AR F R

- HAE — EBEREATMANAG,

« JHiRETE — RORITAERIFT IR AT E].

o GEREE — RRITEHERETE

« ARN — {489 Amazon BIEBFF (ARN )
M PR RS EFE T,

EFREET
TEREE ASKE 2 AE R B FTk

AFHHT REH R AHENFTE AWS FIS 3£ |, L AWS Resilience Hub #1TE M iX FE S
Hip, BIFEEHZIMER , AWSFIS ER S AU TIRA

EF AWS FIS 325 87



AWS L RAriEmE

. OEM-RTRAMEENSS®KE AWS Resilience Hub W R ARFE RS, EETHEHNEE
BF IR XRPMEESRUMER,

o ¥049KHe-KRFT AWS Resilience Hub #EN XX BN ARF LM, RETEHH
BFE K BF ‘KR RPFMEDRDEIMHPIER,

o R — RREWSARFD AWS Resilience Hub AL HERNSSR, RBRETEHMNREZ &
FXR RPFIEARZIMHER,

- E@Q@ BB — RRNEH M AREFF AWS Resilience Hub BHERRHEER IR, ER TEAEK
F,EF IR RPMEHRAER, BEXBENHRHEESRNESER , BSHEDH
BRIZBVEEW

KB RIIE T HENAEFEE DB IE SN AWS FIS XK, BAIUERAUTEEIRS
AWS FIS 3£% :

- BESHR-RTINEHNARFHEN AWS FIS B4, & “RE RER “FAIRER ¥, EXT
AWS FIS KB R —Ma=R, MBEHREBMAIE AWS FIS BH 6N RERNHE L ETERAR

/BN 0

« JRE — KT AWS FIS R K H BT SKHEIRTS. B) “BSEHE”. “BR0 8", “R3KHe” M “SHERR"

® Note

AWS FIS 78 2 —T{XRIZHI B IEE , EEZANTELIERIE. ALk, AWS
Resilience Hub ToEXNE#ITHRE , T2 RB[IRERN “F U RER",

. HR-H#HIR AWS FIS BEH B 1R,

AWS Fault Injection Service SRR XM/ IRESRE

AWS Resilience Hub RFZRECH BN ERHNIRS. EXEZELR , BSHREEITMETHEN
AWS FIS SR8 55,

FT
- £ S AWS ystems Manager 2 #f AWS FIS SERIRITHER
« AWS FIS M E/RI I Z5# Elastic Kubernetes Service S HIE4THY Kubernetes &85 BS54 55 I
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AWS St H

RAriEmE

fFF S AWS ystems Manager 241 AWS FIS SRR ITIER

iZ1T AWS FIS R f5 , T LAE S AWS ystems Manager F&E&HITHT .

1.

o & w0 N

L

#17E CloudTrail> B4/ $£12%.

EASRE ID AP AMEEH

& & % StartAutomationExecution B, &3k ID 2 SSM Bzt ID,
BI{E AWS Systems Manager > Bzt

£/ SSM H3h1t ID #3017 ID ik HEE B3 LiFAEER.

& B LAfE Fi4E{TT Systems Manager B3I {LRZHTIITHER. BXREZER , BSH AWS
Systems Manager Automation AAF{EM. HITRASRETRE ‘BITHEAGE N “GASE 3

2, 2¥E AWS FIS £ R HI A AT S

BERATHERNTEIRPNEESR | TUKRIBXRSIRRSMEMBSRIFENEE.

RWER

BT RENTITHMEREEENE L XMBR

« ERATIRA/SOP K2/l , RAEPBEHHRER, XLSBEBDLIRPHIUFRER.

KWBUEE : The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb0c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store.

- RER  EEFSTHEIRIAZIRZE , FRAEIAXERH DI LERBER,

- HITABRINIR. IREHNNITASRIONRALAELSRERS  WabILEREL.

KWMUEE : An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.

fio

« MITRERBEBIMBNER. XRATSH T EBINETBFILRIBIERK,

RAWCHE : TR, B RERMEMEIRER.

- MRIER  RUESRENPTAGREER., MRETHLERE , EFRNAENIRIEHETIT
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AWS 3 RAriEmE

« AR EREFHAANBHONZINSRZE , BREWASBEHEFENTHIR , o
AWS FIS KB IT AR

AWS FIS JifERAVE I # Elastic Kubernetes Service 28 H1=1TH Kubernetes & &8
B SR8 2k W

LUTF2EX Amazon EKS 8 HZ1TH Kubernetes B8548 ( pod ) # 1T 8@ 289 ¥ W Amazon
Elastic Kubernetes Service ( Amazon EKS ) kW 1ER :
« AWS FIS K% 5 Kubernetes fREKSH IAM A EEETRIEH,

- RBUBEE. :

« Error resolving targets. Kubernetes API returned ApiException with
error code 401.

* Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details

o AR  RIELLTHAR,
- WRIECIHRBER AWS FISaws : eks : pod & 1E7 B i3 BA Bt 1TIR 1E,
- BRECKYEHEE T EEHXEMN RBAC NRMIEBT A ZEEA Kubernetes BRE MK

- BRESFHEEN IAM A€ ( SR AWS CloudFormation ## B H ) B ETE] Kubernetes
AP,

« IEB3I AWS FIS Pod : ERFIAMIERBHNREKRE. HRNEFRZIZETT s AWS FIS idecar B2
B, BEAEZEXMER,

« KMGEE : Unable to heartbeat FIS Pod: Max failed sidecar containers
reached,

o ARIERE - BRLERN - MERRREERARASL , FEETARNEFH CPU RE—H,

« XBRFTRNBERMZ AN, BTHEXNBERIERES , R HIHER,
« KWMGEE : Assertion failed for the following alarms. HIHETE XMAFTEER,
o AR  BRABIREFTZRLE T Container Insights , F B BIRAKFFZ (4TF ALARMIRE ) »
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AWS 355 RriEE
T RS T B

AN B AWS Resilience Hub Bt FAEIFHESE TN ARFRE M,

AWS Resilience Hub 1238 M 58 , ZoBNRRNMABRFHNEMERES. Z2BRMTNARFERE
NMARFHEMRE, B, RERERRF (SOPs) MRS ENBRNNETEE. BENARFERAN
BIRFEAB  AWS Resilience Hub #EE1R SOPs , H& Xt &fh A i B3 17— AN,

EaEESHBE 100 7. ERERAURENIBI RS D , EXNENAEFPIINMBEHENE
RFAMiK. SOPsflan , AWS Resilience Hub BiUfER —MNEIRF —4 SOP #1T— XMk, MidiE
THARERH S HHEXK SOP, MRENKINET , HENARFASHMRE , W HE S HF
BESHEFT 100 5,

BEITEXRIMEE , AWS Resilience Hub 12t T \B AR F AR HERIBERIAET, BT RN EIL
FHEA M S RSN | EATE TN, B2 , BuUBENENAREEDSSHRM BN TN

. AXSENHERER, SOP NNHBUNESER , WHH the section called “B & BBl
B,

mRNAREFNEED

LA BN SEMREFRFRFERINARFREENARFN BEDH,

M\ I TE AR 1 ) 58 o B
1. EEMSHERS , %#B VPC Dashboard,

2. GERERREBHNARFREESHF  ERZER 4 MNRABRF TASIRPEE-INZSINA
BEF.

3. BMEDBRETAARENRERFEMEDH.

MBI RSt o5 3

1. BEEMNSMKES  BERNARER,
2. ENARERT, I -—TNAER
3. EERE.

HUESBMRERNARFEE I BEEK—FWESE, AWS Resilience Hub ERAUATRERERTH
WEMEUMATESHEMESBMEEHRRNITIIIME ., BUEREENIT N IIREERIL :

TREEAH 5



AWS D FiF 157
s EEFNUSAXURTESNHEM S BMEZTANBREDR |, FERRETUED <, &H/F

AWS Resilience Hub FERUTAA :

« RTO/RPO — R RIREIXE ( RTO/RPOs) that need to be fixed to resolve the breaches in
your application's resiliency policy. Choose the value to view the RTO/RPO¥ 45 E L N A
BENIFERE ) -

- B — RTIEFEEELNNARF PR HEER Amazon CloudWatch BIREE. EFZE
DEEENNARRITEIRE P EEELERN Amazon CloudWatch B,

« SOPs— RREELELHWNAREREFHZIA SOPs BiLE, %IR{E SOPs LLEENAERF
HEREPEEEENE,

s FIS-RTAEEELNNABRFPEENENNNREE, ERZEUNEEZHNNARRITN
HREFEZEEEHNI,

- EEFFWENEEIBNESMEN S, BEESBAD . EFEG, AWS Resilience Hub

ESRUTHEAE :

« RTO/RPO £tk — RRBARFAH (AppComponents) S{&it#I T 4E 51 5k & A 8] LA K
NMARFEMREPENNWERRENBNREREE, ERZEUEEENNARFITNRE
F# RTO/RPO {HEE.,

- OEBEIR — RRCEHEMN Amazon CloudWatch B EFRR S EX N AR FEM D
BHBRATRERMW LR, ERZE , EENNARFNITGIRGEHEER S L Amazon
CloudWatch 23R,

« SOPs B3kl — RAREEMEHEBRTE S EX N AR FEM 2 HH & KT RER Y SOPs b
B, EFEEI SOPSsENARFWIT LRGP ERT SRR E

- BEHEM FIS 2% - KRS NIXNSEFRIEBESEX N AEFE M 23BN & AR
PR, EFRZEUEEEHNARRITNRE P EEZEN I,

- EEFHMREBHIMBERN , BERRASTLUBRT R ESNFIRERWADBD. B

J& , AWS Resilience Hub FERATHEA :

- BMHREBH - RTIERNMARFEMERENONARFAHNEBE, %F RTO/RPO ZiaH
BEUEEFELNNAREFITENIREG P HEERICETFRIEHAEE.

« BERWY -RANEBNARFEMEMSRERIINITHRERY (FRARTERMELE
BRIZUIF ) » BRIEEBRNSEFMEERNENHERIITHER,

EEETEXTHRNVERERIN , BEBRRTEREI <, #E£+H /5, AWS Resilience Hub fF& R
THEAE :

o Bif — RTAEEXHAHEERN Amazon CloudWatch ZiR &,

VIR R AR P Y S D B 92



AWS B0 il
* SOPs— RRFEXMEHN SOPs BIUHE.
* FIS- RFFEXRBHEVN ZNVHE,

EEENARFPHRNBRMERIL , BEFECHRIED~, &P/ AWS Resilience Hub 28
RUTHE

- Bif — RAMNEHWNAREFPHREER Amazon CloudWatch Bk ¥ E.

» SOPs— RIRMNEH R AT PHEBREVHEE SOPs A%,

« FIS - R INEHN N ARFPHRAEZTONRHEE,

TTEHEME T

ATHRHNREEHBTATHEESHESEREAN T ARBINNARFHNEES BN LR, AWS
Resilience Hub I AWS Resilience Hub &t #5358 19 i 5548 B 2 % F0 51 FA 72 7 B9 58 1% 20 5088 7E 1Y P
BEREBNSEARRBINS, 0, MRXHET=22=—NER , WoBFH 13.33( (2/3)*
20) B. ZEFEEEAN 13 R BXRBPLAFFANNENESEE , S M the section
called “H R AN E AppComponents N ETE A" E45,

HLIFDH M REEET ScoringComponentResiliencyScore APl k15, #3<It API FIEZ(E
B , i§% 5 ScoringComponentResiliencyScore,

=

- HESHEWEANTAHFNA

o THEHMDEHLR

« 1t & AppComponents 5 35 7§ 58 14 95 B9 8 5

TRUEATATIHESHHEERENITOH 22N, AWS Resilience Hub
TESHETCREN TS AN AN

4o 4H 4 iR NG Al
M3t 78 25 =R FRELDER (0-100 9 ) B T = ((Total number MRELHE T AWS
(T) F 7 AWS Resilience Hub  of tests implement Resilience Hub #
BN EBPRIIEREM  ed) + (Total number iy 20 MNIHHHY
BERRBV MR B E of tests excluded) 10 MK H HEBR T
) / (Total number 5 AN, i

TTEEM S &K 93
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AWS 3 RAriEmE

oA s iR NT SR
of tests recommend BEENITERZE
® Note ed) mT -
BiIfEHMEIR,
A IR HARRMT T = (10 + 5) /
- 30 XA 20

s BEMNNREHR-RRE
AWS CloudFormation# Bl : T = .75 or
HEPOEMLEE AWS 75 points

BKIhiE1T , AWS
Resilience Hub =

Lk W I~ =C
RER HALN BRI CloudFormation #& 4 B
° B & AN i B 8

s HENNREH-KRT
AWS Resilience Hub 18
BERAREFEREZENN
=

o HEBRAVMR B2 - RREB
EMNNAREFPHERNE
WA E,

T E RS K 9



AWS 3t oy AFEE
o A4 iR YNG-¥ i
BREBEER PRAEED B (0-100% ) , A = ((Total number WRIEE AWS
(A) BT B Th SR R HE BR A9 L of alarms implement  Resilience Hub
b CloudWatchZHR%¥&E ed) + (Total number WERN 20 MNLG

( £ AWS Resilience Hub
HEL S# CloudWatch

® Note
EEHMESH,
B BER AL
TRUERES |, AE
AWS Resilience
Hub FEMANER
HE o

of alarms excluded)
) / (Total number
of alarms recommend
ed)

HoXNT :

- BENEBREH-RTE
AWS CloudFormation
BEEEPAEN L&
AWS CloudFormation
AR ELE R Amazon
CloudWatch 23k 53,

. HENBREHR — KT
AWS Resilience Hub &
BERARFRREEN
Amazon CloudWatch &
o

o HERRMEBREE — &
TEEMNRARFF
BERREV HEEHY Amazon
CloudWatch BRI E,

# CloudWatch
HwAPERET 10 N
BHEBRT 5 ML
5 CloudWatc

h B3R , WL 5%
CloudWatch ik &
=EENITTESE
wE

A=(10+5)/
20

Bl:A = .75 or
75 points

TTEEM S &K
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AWS ety AR
TP 4H 4 iR YNG-¥ i
SOP BEXR AL DE (0-1000 )& S = ((Total number WMREXHET 10

(S)

F R ISEHE SOPs 3K |
HHEBRTE AWS Resilience
Hub ## SOPs &,

of SOPs implement
ed) + (Total number
of SOPs excluded)

) / (Total number
of SOPs recommend
ed)

O NHWMT

+ SOPs EfER B8 —
KRR AWS CloudForm
ation & A P RIEM &
& AWS CloudFormation
EHREt SOPs ELERY &
o

« SOPs ##EMN EH-RT
AWS Resilience Hub &
TFRARERFRRIERR SOPs
HERE,

- E@@ SOPs HEBRKIE
¥-& R SOPs BB MK
AREFFHRHNEZEA
o

A, {BHEER SOPs
T 20 > AWS
Resilience Hub
BWHm s
SOPs , | SOP &
HCENITESE
wE

S=1(10+5)/
20

Bl:S = .75 or
75 points

T E RS K
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AWS L AFiEmE
W HEH iR NN Al
RTORPO & ETHEHBMREMWNA P = Total weights MREHNARERF
MM (P) BEFHRHELLDE (0-100 of disruption M REOCEA T
7)o types meeting the AAKX (AZ) &
application's hihhegiie sl Engich
resiliency policy / MRS

Total weights of all
disruption types .

TREBTHATIHTEENNAERFOEES B LR, AWS Resilience Hub

(P) WitESZEW
T

- MRBIRBTX
15 RTO # RPO
BAR , PRItE R
EWME

P = (20 +
30)/ 100

El:P =
50 points

o MERIREKIE
B X135 RTO #l
RPO B#¥r , PN
UWELEAT :

.5 or

P = (22.22 +
33.33)/ 99.9

Bl :P = .55
or 55 points

TTEEM S &K
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AWS 314 AP
THER D B AR
ey i AR ot
NMAREFNE ETENNARFHREHEHRE EAUATLAXNTESNN TESMEINRE
MO (RS) MREIRHECEMEDHK RAREFNHMESE : RS RNBEZEEN LN
(0-100 %) » BINNA (T * Weight(T) + /(1 N
ERN#EtsBRMEEI
KM A ESE. B RS A * Weight(A) + * Test coverage
= Weighted Average S * Weight(S) + (T) = .75
(T, A, S, P) « Alarms (A)
P * Weight(P)) / = .75
* SOPs (S)
(Weight(T) - 75
+ Weight(A) ' .
+ Weight(S) + ’ MeeFl?g
Weight (P resiliency
S, policy (P)
= .5
BINARFE
Mo Bt ER EN
T
RS = ((.75
* 2) + (.75
* . 2) + (.75
* .2) + (.5
*.4)) /(.2
+ .2 + .2
+ .4)

Bl : RS = .65 or
65 points

T E RS K
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AWS St H

RAriEmE

TRHEATATIHENBARFAH (AppComponents) MR EM BN AR, AWS

Resilience Hub B2 , R 8@ LT AWS Resilience Hub APIs 3R EX3# 4 2 % AppComponents #

RT3 A -

 DescribeAppAssessmentBA3R1E RSo

« ListAppComponentCompliances3REXRSaoFl RSA

1T & AppComponents 7 i3 B #y 384 5 BV A X

WA

iR
AppCompon
ent 15t A
KRB HME
7 () RSao

EEPU

2T
AppCompon
ent & 28
TSR A AY
o R B AR
HELDE (0
-100 77 )
iR
AppCompon
ent 15t A
REWHMED
BRMBEW
R HY IR
BE,

Bl : RSao =
Weighted
Average (T,
A, S, P)

WET, A,
S, PR&xt
MAPRrREH
P #EEN =
SOPs, EiR#M
2T R B
TTEESHBN,

NS

FEAUT AR ITESH PR
AppComponent FEfr TR A
e )

RSao = (T * Weight(T) +
A * Weight(A) +

S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

=

BB ERM RSao
RigMT -

* Test coverage
(T) = .75
 Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency
policy (P) = .5

£ AppComponent fi
FR T2 B B 38 1 0 B
WEAZEWT :

RSao = ((.75
*.2) + (.75
*.2) + (.75
* .2) + (.5

* L4)) /

(.2 + .2 + .2
+ .4)

Bl : RSao =
65 points

.65 or

T E RS K
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AWS 58 4 H

RAriEmE

W

(=
AppCompon
ent () RSa KYy5#
a5

iR
AppCompon
ent

ETHREH
M R BERY
PRI D
(0-100
D). S
¥ AppCompon
ent RATEEIL
SRR I
5{E, Bl : RSa
= Weighted
Average (T,
A, S, P)

WET, A,
S, PREXH
FRAE#EN =
SOPs, E#R
MW MR
& it & 15 A
AppCompon
ento

>
I

8 A% 93 AppComponent 2

ERUTARNITER :

RSa = (T * Weight(T) +

A * Weight(A) +
S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

=~

FREZEUCEEEM RSa &
WA -

» Test coverage
(T) = .75

« Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency
policy (P) = .5

B BNITER
7 AppComponent 4l
B

RSa = ((.75 * .2)
+ (.75 * .2) +
(.75 * .2) + (.5
*.4)) /

(.2 + .2+ .2

+ .4)

B : RSa = .65 or
65 points

TTEEM S &K
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AWS 3 RAriEmE

aE:kes DU AN =~

=2 EEE)ES ETHREHE BRPMRENBESBERALT FIERUCEEMN RSo &

B MsE BUERBHOR 2XITE - WO -

(RSo) HALDE (0
21004 ) o RSo = (T * Weight(T) + A * + Test coverage
Fihchpp R WEight(A) + (T) = .75
HREDE 5+ Weight(s) + P * . ’jla;ms (A)
=FTERIE Weight(P)) / = .75
B I F 15 « SOPs (S) = .75
{8, B : RSo (Weight(T) + Weight(A) + - Meeting
= Weighted Weight(S) + Weight(P)) resiliency
Average (T, policy (P) = .5
A, S, P)
W{ET, A, S, ST uleshi Eaidh: OEL Ay
PRt XS A3 BWITERZENT :
HNmMBEHE

ik SOPs, & RSo = ((.75 * .2)

IRAIA W + (.75 % .2) +
EWiTERY (.75 * .2) + (.5
"~ *.4)) /

(.2 + .2+ .2
+ .4)

Bl : RSo = .65 or
65 points

Weight
AWS Resilience Hub I EfE KA S E &S HB M9 BN E,

TRERTER, . Wik SOPs, 2UGEHMERBMFPMRENNE, PHREIENAERF. MR
. ATARXMXE,

TTEEM S B 101



AWS 58 4 H

RAriEmE

® Note

MREERT N REELXE RTO 3 RPO Bir , MEMAPKMRENNESHANEN , MKRE

XX R EHN IR

1. ik SOPs. HBeEIRHNE

FREVE W
B
SOPs
i

SRR

PETRENNE
aalipyic)
M REF
E iR e
ATAX
X

FHREERWERE

NE

20 2%
20 2%
20 2

40 R¥

E N XERHINE
40 R¥
30 _RE
20 RE

10 R¥

REMXEHRHNE
44.44 S
33.33 /&K
22.22 ¥k

FEH

B R AREFE S AWS CloudFormation

£ “BERWN TEPIER “0lE CloudFormation AWS CloudFormation #4x” /5 , AWS Resilience

Hub 8l —MERNAREFHSEER. HERERRF (SOP) & AWS FIS XK HER, AWS

CloudFormation #EiRfZfE1E Amazon S3 FiEES |, B ERERN T EMNERIEFME SR <+

EEERA S3 B,

il , TEHIIRERT — JSON X AWS CloudFormation 4R , ZEREIR T HIZHNER
B, AWS Resilience HubiX 2% 7 Employees B9 DynamoDB & #Y 52 ER PR IR

HEWEREINARFH
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AWS B A
XM Resources #4#iR T DynamoDB RIVIEERFI B4 HERT 1 iBIEN

AWS: :CloudWatch: :Alarm B, XHNAWS: :SSM: :ParameterBRIBEEN T oHIE | XLETHIE
AWS Resilience Hub RIFEAHRERGRNARFNER TR ELZENERIR,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
}

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm"
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"
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},
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}
},

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9b19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-Q@-DynamoDBTable-
PXBZQYH3DCJ9",

"Type" : "String",

"Value" : {

"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}"
1,
"Description" : "SSM Parameter for identifying installed resources."
}
1,

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

},

"Description'" : "SSM Parameter for identifying installed resources."
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& AWS CloudFormation &R

ENEIR, SOP 5 AWSFIS BRERIENAREFH , ENENFEZMERSEENS —NERERM
B R BN ARFERNERD, TERMEM JSON BRI HRMH T EAR D AR DynamoDB &
HEAXRBR, AWS CloudFormation — MNEXHMNARFREELSESEZRR , HINTNN R,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

}I

"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
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"PointInTimeRecoveryEnabled": true

I
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
]
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}

EATENARFRHHBERAE R CEENERBREERNINAREFHEXRTNITSI A,
At , £ AWS: :CloudwWatch: :Alarm BRENH , FUTHE :

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"

Bah o

"Value" : {"Ref": "Employees"}
£ AWS: :SSM: :Parameter BRENT , HATHEA :

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":

[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

B

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}\",

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld

\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

&R SOPs 1 AWS FIS 236 89 AWS CloudFormation #4xet , R AMEBN S Z |, [FERES
Z |Ds B A EEEHEREMEERE THENZZDSI A,

BN EAXS DynamoDB FREI 5| A , A LUAITELT AWS CloudFormation #4E :

- BHEVEBIEER,
s BMATERDPFEAERNERHSEER ID , IR AWS CloudFormation EEFHIRER , NS EHE
.o
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® Note

A LU R ES RN A EREENARFRIER , AWS CloudFormation i &k 5| A £
3% AWS CloudFormation PR RREH. ({ER , MREFBIHERS I HKRS T , MFE
ERE-—MERMKRZEZEEENEN, )

A, =T E (a0 Terraform by HashiCorp ) tb 8] B F & & E&i& HEEIXH (1aC).
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AWS Resilience Hub APIs AT AR EENAREF

ERER AWS Resilience Hub 28RN EENAREFHNENR SR , AWS Resilience Hub &
A8 R FE 2 R A TEF AWS Resilience Hub APls, ZRE AR il E A I 2N ARF AWS
Resilience Hub APls, BiEE X THITFIEMIREF APls AR AR EMN RFINSHE. BXRESZE
B, BSRHNATES :

« the section called ‘& M AREFE"
« the section called “EIT Mo BRER"
« the section called “IE B N AEF"

HERNARER

EHRNARER , XN RNBNARER , PEHEMER , ABMNAARSANAEFRR. BXx<ATH
% RN ATEF AWS Resilience Hub APIs W EZ{ER |, HSRATEE :

+ the section called “BI2 B AERF"
« the section called “Bi &5 M KB
« the section called “S AR AR FRFRH LRSS VRE”
« the section called “& i &K N AR I o Blo MR BE”

2 NAERF

EEFREFNARERF AWS Resilience Hub , 78 CreateApp API HiR{H —H N AR
F&#. XUt APl WEZEE , B2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateApp.html,

AT R~ BIER T 20{a] £ AWS Resilience Hub H{EH CreateApp APl ST AR newApp.

WK

aws resiliencehub create-app --name newApp

e

{
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"

I M R R

BIBNARRE  SORIEE MR , UEREBFER CreateResiliencyPolicy APl TN AR
FHIEMEIRAS, Xt APl WEZEE |, S8 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateResiliencyPolicy.html,

AR R"BIE R T 04 AWS Resilience Hub £/ CreateResiliencyPolicy APl newPolicy H#&
YRz A AE Fr B2

HR

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Hardware": {"rtoInSecs": 172800,"rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

51
{
"policy": {

"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {
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"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

M ABRSARBHIERES NIRS
AWS Resilience Hub 12t T & RS APIs ANAREFHUTREA :

« ImportResourcesToDraftAppVersion — It APl AFZFREFRERARNERS ARNARER
MERMRAS, XL APIWESZELR |, B35 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/AP|_ImportResourcesToDraftAppVersion.html,

« PublishAppVersion— it APl £ &% B AREFHFRAUREFH A AppComponents, #

Xt APl WEZEE , IS https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

+ DescribeDraftAppVersionResourcesImportStatus — It APl RiFE LR ENNARE
FRAS ARRINNS AR, Xt APIHEZEER | SR https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_DescribeDraftAppVersionResourcesimportStatus.html,

LA RBIER T W{A7E AWS Resilience Hub A £ ImportResourcesToDraftAppVersion API
RS ARARRF,

HR

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'
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W

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

LUR RABER T 30fA7E AWS Resilience Hub A CreateAppVersionResource APl F3h 6 5
BFR IR,

HR

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

W 5

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
},
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"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

AR RBIER T 20l 1E AWS Resilience Hub A {EF
DescribeDraftAppVersionResourcesImportStatus APl K& RS NIRRT,

H3R

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

I I
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",
"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
}

& 70 S8 09 LA TE M E AR AR AN H 50 B 558 1 SR g

EETIEZE , AAERTNARFWERIRE | 30 ERH NS AR A B,
K5 4R BLFI TR ) B REAR AR 3 49 S e S

1. BRHRARFHNERIRA , EEMA PublishAppVersion APl 481 API E

%185 , B2 M https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

LA 7R 45115 B 2n{a] AWS Resilience Hub £/ PublishAppVersion APl X% N AR FHERMR
Ko
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R

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

M 57
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

2. fERA UpdateApp API R MRBENATER MR AREFRE. XL APINESEER , F25
I# https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html,

LA 745058 BA 2n4a] AWS Resilience Hub £/ UpdateApp API S8 RIEN AT EA MMM ARE
R,

HR
aws resiliencehub update-app \

--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

i Rz
{
Ilappll: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
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}I

"assessmentSchedule": "Disabled"

Z{THEE AWS Resilience Hub 38 M 44

RENARFNFRAE , SFSTHNRETEHINER , UARENEAEFREHREREHE
MEfE Iy THESER RTO MfEiTHY RPO, HESHEB M ARFAHEESREHTLR , HiEH
Bk, SOP MIMiXE WL,

BXREZER , FSHANTER :

« the section called “i= 17 F0 % #2258 4 14"
« the section called “fi| 22 5% {4 K RL”

=TS AWS Resilience Hub 3814 144

EEHETHEME TG AWS Resilience Hub SR EIRS |, BUERLULTHNEA : APIs

- StartAppAssessment — It API AR FARFOIEHNITE. HXI APINEZER , BSH
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_StartAppAssessment.html,

« DescribeAppAssessment — it API iR R AR I 4 H R TEHNTRIRS. Xt
API FNEZEE |, IS https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeAppAssessment.html,

AR RBIE R T 20l 1E AWS Resilience Hub A StartAppAssessment APl FFIRIZ1TH AV 1T
o

R

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

BITMDMNARER 115


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html

AWS L RAriEmE

W

"assessment": {
"appArn": "<App_ARN>",
"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
utagsu: {}

AT RBIER T a{al £ AWS Resilience Hub R {# A DescribeAppAssessment APl Y1,
BATLAM assessmentStatus ZFE2FEINEERA

H3R

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

BT AN A d o A 116



AWS 5t H

RAriEmE

W

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

1,

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
.
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
.
"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @
1,
"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
}
1,
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"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400
},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}I
"tags": {3}

REFEER
RIFRIPEE | S EA L TR B R APls,

« DescribeAppAssessment — It APl A FZREHEMRBRENAREFN YIRS, I, &
ATLAM complianceStatus ZEFREEMMIRE , HM resiliencyScore & iRES M+
MBS 2. MXI APIWEZEER |, 5SS https://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeAppAssessment.html,

« ListAlarmRecommendations — it APl R F&6E A IFEE Amazon BIRBF ( ARN ) RIREL
BIREW, BRI APIWEZER | 15 H https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_ListAlarmRecommendations.html,
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® Note

E3RE SOP M FIS MiAEW , &
FListSopRecommendations#, ListTestRecommendations APIs

AR ROEERT t{afEEA ListAlarmRecommendations APl BY1E )R T A IEGH Amazon &R
A% (ARN ) FREVEIRELL

@ Note

E3IRE SOP M FIS MiAEW , ERHAEM ListSopRecommendations &
ListTestRecommendations,

R

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>

I 51
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referencelId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceld": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false
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"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor
the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that
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you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

},

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10@-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceId": "rds:alarm:health-connections:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
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"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",
"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",
"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",
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"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "fb30cb91-1f@9-4abd-bd2e-9e8ee8550eb0",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

LAURRBIFERT t0faE A ListAppComponentRecommendations API SRERELE I ( BRI
DB EW ) .

HR

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

W&

{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"
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},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
.
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

1,

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with

MinSize > 1",

"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on

Amazon EFS file system. No data loss is expected as objects are be stored in multiple

AZs."
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},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"

1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
}
]
.
{
"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
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"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
I
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

iy

et
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"cost": {

"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
1,
"optimizationType": "LeastChange",
"description": "Current Configuration",

et

129



AWS L RAriEmE

"suggestedChanges": [],

"haArchitecture": "BackupAndRestore",
"referenceId": "original"
.
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
.
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
I
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
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"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"
1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"

"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
.
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from
backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
.
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"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [
"Add additional availability zone"
1,

"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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LAUR RBIER T 30 7E AWS Resilience Hub A CreateAppVersionResource APl F3) 6 5 A
R NER.

B

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

e

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

MRRDTABENNHEFRAERF
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WEXE TEMESAEZ AER,. AWS Resilience Hub HEE ML AWS FiR AT LR T W Fh3E R Ay

FRRA AR B R FEAN b



AWS L RAriEmE

#M AppComponent, AWS Resilience Hub /2 AppComponent fER A TR REBFERS AR
BANEIR APIs,

« UpdateAppVersionResource — Itk API EfINARFHNRRFMER. XL APINESZE
B , {521 UpdateAppVersionResource,

« DeleteAppVersionAppComponent— Itk API ¥§ AppComponent MR T2 il BR. AB5<1t API
MWEZEER , 55 H DeleteAppVersionAppComponent,

AT 745015 B fn el AWS Resilience Hub £ DeleteAppVersionAppComponent APl E#TR A E
FRRBRIFHER.

R

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

I 51
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

AT 745015 B8 g0 el AWS Resilience Hub £ UpdateAppVersionResource API il BR &1 T = 51 - €1
B HZE 8 AppComponent A&,

R

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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51
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": "new-app-component",

"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"

&R HEBRE AppComponent

AWS Resilience Hub S ¥F#&# A UpdateAppVersionResource APl \iF(E R HEBRE R, EiTERM
AREFEMRN , ToZRXERR, Xl APIHNEZER , B2 hitps://docs.aws.amazon.com/

resilience-hub/latest/APIReference/API_UpdateAppVersionResource.html,

® Note
1R BEFRBRM B AR S5 AR AR LE BT R

AR RBIER 7 I{a7E AWS Resilience Hub A UpdateAppVersionResource API HEBR R 2

&R
R

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

e

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
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"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
I
"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
I
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"

& REEERTE AppComponent
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"resiliencehub:actionl",
"resiliencehub:action2"

]

E&EF Resilienc AWS e Hub ET BRI RAI , iS5, Resilience Hub EF 538 AWS ZKBE R~
il

AWS 284 OB IR R IR
TEHERBRER : 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

AWS L RAriEmE

EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BAXIEE Resource
NotResource t&, ENBESE , FHEMAHE Amazon BEE# (ARN ) BERR. W FXEEE
FRER (MR BBRRNR ) WIRE , BIURITIERE,

NTFAXZFERBRRENRORE (WIHRE ) | FEABES (*) BENEONATHRERR,

"Resource": "*"

E&EF Resilien AWS ce Hub BIREH K HF|K ARNs , BSH (RESENSE) FH R AWS
esilience Hub ENX MR R. BT BE T LR BHLIRIERIEESTEIRM ARN |, i35 Resilience H
ub E X KIIE/E AWS ,

E&EF Resilienc AWS e Hub ET BRI RAI , iS5, Resilience Hub EF 53 #) AWS KB R~
i

AWS 31 FR /DY SRS SR 22 4R
HBETRSNRMBRMAR 2

EIE R A LAER AWS JSON REERIEEW ARG RMF L, HHRY , BN EATATLIM AR RIRITER
&, BAREAARETIT,

f£ Condition Jt¥& ( = Condition k) # , AT EBAERNEM. Condition TEETE
B, BUCIERERARGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
MTE,

MREE-—MEAPEESZ A Condition THE , WEEA Condition TEFIEESZME , N AWS
EFAZHE AND BEITH TN, IRENENFHREESME , NERZBBORZER AWS TESR
o ERTIEDNMR B LIUR BT BRISA.

EEESHR , ZUAUERSUFEE, S, REEFEA IAM AFEB4512 IAM AR, 8 8E%
HETFHRARRNNER, BXEZER , F2H (AM BFEE) 78 1AM ERTE  TENHE,

AWS XEF2RFABHANBETRSHFAZH, EEEME AWS 2RFM4E , SR IAM AFE
FMFRIAWS £REH ETXER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS L RAriEmE

EEF Resilienc AWS e Hub &4ZR4AFIR |, ESR (REFENSE) BB AWS Resilience Hub &4
ZHH. ETHRENUCEAMLRENTREASZER , BS M Resilience Hub AWS TE YLK 1E.

EEF Resilienc AWS e Hub ET B HRRERH , 555, Resilience Hub EF 58 AWS KB R
£l

ACLs £ AWS B/
*#F ACLs : &

TREFIFIR (ACLs) Z2HMERFTEA (KFKA, AFRAR ) ANBRER, ACLs SETHIRHN
REERL , RECFEA JSON IR,

A AWS #EHER/OH ABAC
¥ ABAC ( REBEFREVIRZE ) © BBD ¥

ETEMMERES (ABAC ) BR—RRNKE , ZRBETEMERENR, £F AWS , XEEM
MAIRE, BAILE IAM SHHE (AR RAE ) MFS AWS BIRMINRE, FRi2SEEMRIFER ABAC
ME—H, RFIRIT ABAC Kl , SIETHENHFRE SN2 15 R R FRE B A R RE,

ABAC HIREBKWIMEHIERH , AERKEELFEBAER T AT R ER .

ERETHRZEGHERE , BMEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys FUHBERMBANZHTEPREFRZIER

MRENMRSN TENRARREBEIGAEX = &MER  WNTZRS , ZEAR. IRENRSX
NTEHIRRREIGAMEX =GR, WZENBD

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
S|OHE , FSH (AM AFER) FHEAETEMA T RAREREZES (ABAC) .

£ AWS 384 fh 0 A I RsHE 3
FRIGEHELE - 2

HIREA IR R R , HL AWS RS TRER. AXESZRER , SEWLE AWS RS ERTIE
RHES |, E5H IAM AFERFHAWS S 5 IAMBEEANEER.

MREEARAF B NEB 2 ANEMRAEERER , Il AWS Management Console {8 F B =2 I BB
fln |, HE AWS FEALTINE QS (SSO) f#E#THEN , ZEELBERIGHER., HEU
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS L RAriEmE

RPahEREfEe  RAEURAGE , EE2E30RIGREILE. AXURAGHNESESR , F5H
(AM FFisRE) MRS IRE IAM A6 (258 ) .

BRI LAERA AWS CLI 2 AWS API FEI|ZIGEHES, RfE , &0 LUE X IR aTHE B # TR
AWS, AWS BIEHBERIGEER K MARERAKBHRZHRA, BXEZEERE , BHSHE IAM FHY
IS Bt &2 2 EALE

AWS #E MR E R TFTR&1E
YRELFRAE (FAS) 2

HEER IAM AR AEEFHITRIEN AWS , BEURNERA. EARLERSEH , BAE2RIT—
MRE , ARHBREERMBRSHEE —MEE. FAS ERAAZRANNRUK AWS RS @T
RS R HERAVIER, AWS BRERABIHRSWEIFTESEHAM AWS RS ERRXE S BETTRATIE R
B, F2KRH FAS iR, EXMBERT , BLMEBRITXMIURFEAINR, BXAKH FAS 1EREHY
REEFE  FEAEREE21E,

AWS EE RO RS AT
XERSFAG R

RS ABRA—TURSEME. KREFITREN IAM BE. IAM EE R A LAE IAM R oI, Sl
BRERSAG. BXESZER , E5H (IAM AFER) FHIZEGR AWS BRSERNENAE.

/A Warning

BEURS AN E AT A BT Resilience AWS Hub BIZhEE, {¥ 24 Resilience AWS Hub 12
HEXESHIRERS A,

Resilience Hub ETF 548 AWS K& R4l

RINVERT , ARFMARENEIRRIEH Resilience AWS Hub AR, i1t TTEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2 AWS APl $11TE%. ERFH
PRAERBRRTRIENNR , IAM EE G ATLAE IAM Kig, EEABEAURARRM IAM E
B, APAURARE,

BT RUNMAERXL RG] JSON REXHEGIEZET IAM HONEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS L RAriEmE

B X Resilience Hub EXMIREMETREE (I FEEHRFRENER ) WiFAER , HSH (RS
BNSZE) H# Resilience Hub BVIE/E, RIFEMZHZE. AWS ARNs AWS

£

- RMREXE

- £/ AWS B ROEEE

- ATAFEEMIIBCHNR

« B AT AWS Resilience Hub AR
- TR ARERF T

o BRI AR R i

- NBERNRREFUBHEER

o MBR4SE N AR F I HEEERR

- EARENREYERBETNARERF

R ERESREK

HETEMNEBRETEARSTLUELZNKF, FEIZE, 7R MR Resili AWS ence Hub #iR, X
LR ETIRESE AWS IKF AR, SIEREEET BRI | BEBUATERMEN

- JTRER AWS RERBARBRENBRNRE — BEFBEAAFNITERBR TR , FEAN TS
ERAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEESYELHN
EHRABIN AWS EFRERBRE-TBINR, AXESZEER , BZH (AM AFERE) F/Y
AWS FER R TFREERNAWS HEEX KK,

- NRASERR : £EA IAM REERENRE |, TR TFHRITESAFONR AL, BAIUEL
EREFRG T AUNBERRRITHRE , SR NRERRFA. BXEM IAM NARBRNESE
B, #5H (AM AFER) S8 1AM PR RN RR,

o EA 1AM KBS P A S — SR 15 R AR - 48 AT LA [ 55 B 78 D 5% 440 SR BR 41 3 R AE RV R Y 5 1) 6
flan |, WU LUREREEZ M REESTNER SSL REMAIER, MERFZRERELFE AWS AR
SH (Blan ) FERAK , N e UEAZARRE T RS RENTHRFE AWS CloudFormation, &<
EZER , 55 (AM AF#ERE) B8 IAM JSON EEETE : &t

« f£/ IAM Access Analyzer BIFRHY IAM KB , SUARNRHZ 2 EMINEEM - IAM Access
Analyzer 2KIFFH REEMIM B KR , LB ERKRERFS IAM FEIES (JSON )  IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , B2 (IAM AF1ER) FHEA IAM Access Analyzer KiiE KB,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

AWS 3 RAriEmE

- EEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , A MFA URS%E
M, EERIFAA AP REREE MFA |, B MFA 247 NMBEHNEKRIES, BXEZER | H5
F <IAM FF#8r) FHER MFA &3 API 5,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

£/ AWS B ORE &

Ei5[A] Resil AWS ience Hub £#l& |, B4MBE —HRENR, XENBRBLAAFEINENEETS
X IRH Resilien AWS ce Hub BB FMESE AWS Ik, MMBABHE I ENRENEEN=ENET
SRR  NTHMTZRBWEE (AFSAR) | B8N EEMPEREZT,

XNTFREA AWS CLI 5 AWS API AP, BEFNEREKEZHFHAENR, Hk , I BAER
FIAMITHY API RVEME TR AV ERAE,

NERA P MAGMATLUER Resilience Hub #2414 , & EENF AWS # i
ConsoleAccess@ReadOnly AWS EEREEMINEIR{E, AWS BXEZER , FZH (IAM A
Fi8r) FHRAFRIMGR,

LU REE R T R £ AWS Resilience Hub & 8RS MEBMARRHNR , EFRFRIR, B
S BRIX L BF R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
1,
"Resource": "*"
}
]
}

RTFAFEEMINE SR

ZORBIGER T BRI EE |, BLARYE IAM AP EBEM MBI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API SRR R 5T R IR ER AR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS L RAriEmE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

5 5 7] A B9 AWS Resilience Hub B AR F

UTEBEFA,YHAA AWS Resilience Hub M AR RN R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
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AWS 5t H

RAriEmE

"Action": [
"resiliencehub:ListApps"

]I

"Resource": [

"

T s N A2 R iHE

LLTBERE T AP B4 E AWS Resilience Hub B AR F 34T 1EG BIABR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

) BR B R A2 P 1T

LT R T AP MIBR4EE AWS Resilience Hub N A& F1F{E IR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"”
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AWS 5t H

RAriEmE

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

NEBEENARERFCZHEER
LT ERBEFRAP NIEE AWS Resilience Hub R AR F Bl #EEERAIR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

T BR 4% 7E B A F2 P B9 HE R AR AR
TR FHAPMERESE AWS Resilience Hub R AR F R HEERAARR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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]
}
]

}

FRABENBEERRETNARERF
UTERBEFRAPERASERMERBER AWS Resilience Hub R ARFRHR R,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:UpdateApp"
1,

"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

P
"Condition": {
"StringlLike" : { "resiliencehub:policyArn" : "arn:aws:resiliencehub:us-

west-2:111122223333:resiliency-policy/*" }

}

}
]

}

IAM & & F R

AWS Resilience Hub RFEBEANAERFETIHMENEEZEFRAN IAM &6, B LUEE 25 H

B AWS Resilience Hub , LAIRBX M AR RRN RiEZHRMNER, B2 , AWS Resilience Hub 1Y

BRUTHEE

- ETAEMNHRNR-LEGRENRIK,PENLMEAMN, AWS Resilience Hub F1ET LA EK
T RR N AR TR IR.

ERHETAGNLRANR , ZABGLXMBEUTRE

« EEUE R RIERR ( AWS Resilience Hub ZBIUEfE
FAAWSResilienceHubAsssessmentExecutionPolicy#EEFE ) o

IAM £ &R 156



AWS B g
- HEKABEWEEER , 21F AWS Resilience Hub RS T ABFL AR, MBEHKS P&

BRELEAE , U] AWS Resilience Hub 2E REIBZBEMNHA. BEXESEER , F5H the
section called “ZZE R,

® Note

MRERBEHBERAER/EEN , FEENFRNCTEMKSF , M AWS Resilience Hub ¥
HEEMKSPERLABRMRRBRBKS R, E , B ARNs AEMKFEES
&, ZAeHATRBEAEAGEN.

« L7 IAM A5 REER — AWS Resilience Hub R ER X5 IAM AP B RIEHRNARFRR. L&
NEBRMNTAENKF B , AWS Resilience Hub SSH5ELLT IAM B &K iFEIXLERIR

« AwsResilienceHubAdminAccountRole , £ X FiK

« AwsResilienceHubExecutorAccountRole , fEE Mk &
LAk R EEHTER , AWS Resilience Hub fF3181F
ZAwsResilienceHubPeriodicAssessmentRolef& &, {8

£ , AwsResilienceHubPeriodicAssessmentRoleRE2ER , KA EAURFEE A TN
PR, MEELINEE (HILEBEA ) e ERMPET.

S HERR AWS 3814 AR/ B 9 R 15 R X BR

FEALTEERBBE LK NEEEEA Resilience Hub 1 IAM Bt AJ 828R E N A&, AWS
£

« RILIIE Resilience Hub AWS i 1TiR4E

o BRILIINIT iam : PassRole
o BE AR AFEIERD Resil AWS K ience AWS Hub &R

T FE Resilience Hub AWS B {Tig4E
MREWRERETR , BHEELTPRITEMRE | N AMEFREE L R IFRITIZIRE,

% mateojackson IAM AP ZAEARFAEEERTXEM my-example-widget BRHFHAEFE ,
BARMEEN resiliencehub: GetWidget RBRE , &% £ T RHIEIR,

REFR =



AWS L RAriEmE

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

HEHRBERT , BHEH mateojackson AFKIERRE , LAFER resiliencehub: GetWidget #
YEV5IR my-example-widget &iRo

MRSEEHE  FHRRAELBHWAWS EER, FNEERRRHEZEZIIEIMN A,
RN IT iam : PassRole

MRS E —ZEIRHEE | BHEATNINITiZiam: PassRolel®fE , M AMEH BRI A T BT
A BiEi% 4 Resilience H AWS ub,

BE AWS S AT ERIEAGKREAZERS K MARLUERFNERSALIBSAXEE, Ak,
BB MER A BLEERSHINER.

HEZNH 1AM AP marymajor=id A2 H & 7 Resilience Hub 1 AWS TR ER , 2 XELUT R
iR, ER , RELAEERSAEGMERE FWNRT THITIHIRE, Mary FTEEFABEIEERS
YA BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KBS L A F#EINAT iam: PassRole #1E,

MBBEEHRE  FHRRAEBHWAWS EEG, FNEEBRSRHEFZEILEIN A,
R AFRUNN A B RIERB Resil AWS K~ ience AWS Hub &R
SR~ | SUEE ALK 9 F S S AL A R T LA A S A R, 5T

DEEH#EREY , AURASE, XN TIRHETHRMNRII FZH SR (ACLs) BARSS , &RIEL
158 A IX L5 SR BE (0] ATV HR T 175 (R R B B R A A PR

ETHREZER , BZRAUATHREA :

« ET# Resili AWS ence Hub BREXHFXLEIEE , HSFHAWS #HERLIAS IAM BEEFEA,

- ET7THNARENESHENEFENIHENERAWS K, B2H IAM AP ERTHEEHE AWS
K S = IAM B PR AT R AR

- ETHIMUEE=SRENEHNEFRNHENE AWS KF | FSHE IAM AFRERETFNEE=HE
HiARBR. AWS K

HEDR 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS B g
- ETHRIMAIBEESHRESRITRATRNR , 28 (IAM AFERE) PRALEHARS HRIER
AP (BHRERIE ) REHRNR,

- ETHERAGNET ARG ERETEKS BEZHNES  F2E (AM BFEER) T8 1AM
B P AR

AWS Resilience Hub if R RS &

EALAE A AWS Identity and Access Management (IAM) SR E B3t B AR F &R 5 RINFR |, H 612
ERTRARE. BAZSAEHN IAM XK,

AT LA AWS Resilience Hub R AR FELE 7 £ Athe section called “HAEA®” (—/1 IAM A
&) REALE IAM AFRRR (UR—4E4RATEKFNERITENMEL AR ). EtARS , &7
LA AN — /MR RE | iZRBEE L T AWS Resilience Hub 5 R Efh AWS &R N AR F &R ERN
R, HAEAGXTERNRINE AWS Resilience Hub RS A EEREE

EENARFENNE , RIMBWAE A the section called “AWS B FB, BAUFAXEREERE
B , MEEMEMAER , BB EiENRRAEEECHRERHIMTRE, RETLIESREZIN TR
LUK H b m] 3% 544 SR BR &l B P AR o

MRENNARFHRUTAENKS (HBK/S/FRKS ) F , AR EESENNARRF TR
BMNKFPRE-MHAE,

(® Note

MRZBAITEABRREN VPC KiFT R |, BHHR VPC KigT LR R G RREMAREE
B X PR, AWS Resilience Hub BXEZER |, FSHFEHim S REEZE X VPC im 28155,

EF&

« the section called “f£f IAM &~
« the section called “fE A 2 &I IAM F R PR”

A IAM &

AWS Resilience Hub S ATE XHTE IAM & 15 EEE 0K S HEBIK /& RIKF SR,
X 215 0] 3 &R HEENPRIETT
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

AWS L RAriEmE

FB
« the section called “lEFEA®”
« the section called “A[E AWS Ik FH A€ H T EKF 5"

FREAR

AWS Resilience Hub A& A®BE— AWS Identity and Access Management (IAM) &€ , AWS
Resilience Hub AT 15 R AWS lRFFMEIR. Hlan , BRI SIGIER —NENXRIFRIZR CFN Ei & H ol
ENRENAREAC, KTHEHREHEXNT0E, EFENEENARFAREACHNER.

BIENAREFN , FEERAEAFEA®, HBSEATRBFBIENA , AWS Resilience Hub #8EiX
NEEXRFEEHWER. AWS Resilience Hub A T EBELNEREAR , ACHNETRIELATN

AWS Resilience Hub R E 4K (r esiliencehub.amazonaws.com) ¥ EE R AIERS -

EERNRAEFNAREAS®  BMNEMERTERNAERF , ARMNNARERF REAREREHIE
BEHNR,

AR ENAEFAREAGTRINDIMERNIE , KREELNVNARFUACEATERANSRHRINARE
FRR,

FB

« the section called “7£ IAM 24| & a|E—NA®R”

+ the section called “Ef IAM APl EXE A @

« the section called “fEf JSON X E X EERE”

i IAM Z£HlahtlZ—1ae

AWS Resilience Hub ZRF 15 AWS BREZFFMRR , BATERA IAM BHAEEEKFFEIZBRES
B, BXxFEA IAM B ACEACGHNEZER BN AWS RECIEAE (2448 ),

EEA IAM BHEEETRFPEEAREAR

1. fEH https://console.aws.amazon.com/iam/ 3JFF IAM 25| &,
2. NemBER+PERAR K ABREZRCEAG,
3. LREENEEERR K EFEENETEBRBEOPEFITERR K REEET—F,
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® Note
MRENFRLTAENKSF , WBAEBNINKFFRUE—IAG , AXNHMBIKSER
HEIK P SR

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "resiliencehub.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}
]
}

4. FEARMRBRRAEONRREES D |, FIRE SRS MR REEAGR Enter P A

AWSResilienceHubAsssessmentExecutionPolicy,

5. EERE K ARBEET—-F,

6. HEABKAGENS A EAGCEVETRAM-—NABEN (Hlu
AWSResilienceHubAssessmentRole ) o
FRAEZFREFN +=, .e-_/"F &

7. (FNE ) ERREF , NFEER AR,

8. WiEE tlEABG,

RREACHEARGNMNIR , £ S| EETERE RN DR 2 . FMRRED PR HHE.
tIRAREACNRRARE (NREA )  CUNEENARFUAEAXER®R,
® Note

BIBREFNARFN , B YE IAM AF/ARXEEN AREABKN iam: passRole X
R, B2 , BEFFEEWNRENAZEITIEN,
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£/H IAMAPI EEAE

ACNEERR2OEEEARTFRAZACHNIE, EFEA AWS Command Line Interface (AWS
CLI) BIEAE , EFHAcreate-rolem T, EFEALGTTHR , BUIEERNRKETEKE, AT RANR
BRa0fAI @ AWS Resilience Hub RS R FHEEZABHNEFTE AR,

® Note
JSON FREHRNFHNEIST (' ') WERABER shell iRAT R

T~ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{
"Version": "2012-10-17","Statement":

[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]

3
£/ JSON XX E UE R

FIE A AE A IR JSON XN ABE IR , AIFIE1T create-role wH. & TEM A
B, trust-policy.json BUUTHEHFHHN — N, BIRIZEIT create-role i 5T Lt R BL
E BB, create-role wSHHEHERERGIBMEF. ENACTIMNR , & Hattach-policy-to-
rolen ™ , REZB A LU R INAWSResilienceHubAsssessmentExecutionPolicyEEHKE, X
RERBHNEZE L , 3 fthe section called “AWSResilienceHubAsssessmentExecutionPolicy”s

T~ trust-policy.json

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
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}I

"Action": "sts:AssumeRole"

]

=il create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

s

"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole",
"RoleId": "AROAQFOXMPL6TZ6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T23:19:122",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},

"Action": "sts:AssumeRole"

]

il attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

RATFEKFARBNAE AWS KPP AE—ik

BN E RN THB/ERKFHE , BUMESINMNKF P RIESE® AWS Resilience Hub = BERK Zh 1T
NN AREF. AEAESEEAREACAENRERL , BEERBEERN.
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® Note
UM ERRFIENHESIKF O EAE,

ES]

« the section called “7£ IAM #Z2#H A N EBIKF/RREKFCEZAG®”
« the section called “fEF IAM AP| EXE A"
+ the section called “fEf JSON X E X EEFRE”

 IAM 25 8 R A HBNIK S/ RRKFel2A S

AWS Resilience Hub E R 1F 15 A Hb AWS IKF R HY AWS RFMER | BARESNKFAPCIEA
&,

£/ IAM Z=H A7 IAM ZH AP N EBIKS/ERKSEAE

1. fEH https://console.aws.amazon.com/iam/ 3JFF IAM 254,
2. MNEmERDEEAE K ABERGUIBRAR,
3. EREENEER FEENEEXRBEOPEFIUTER K REEET—F,

(® Note
MREEHBRBRUNTAENKS S, NELFEBNMNKEFEZ-IAE  FANEMKSE
A 4 BO K 7 (5 A SR B o

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
I
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"Action": "sts:AssumeRole"

}
]
}

4. ERMRPRTENNREME D , FEE SRS IFERERGER Enter @A
AWSResilienceHubAsssessmentExecutionPolicy,

5. EEERE K AREERT-F,

6. EHAGHAGERS  TAGENETRARK—HNBEER (HW
AWSResilienceHubAssessmentRole ) o

7. (A& ) ERRAEF , FEER AR,

8. FEEHEAEG.

EREACHERARJNNER , £ DR ERTUERE H DR 2 RIONR 50 PR &
o

WA BEEEMAAEAENI sts:assumeRole R , FHEBEBIEENHBEKFP PN AR,

MUTRBEMECCENS I HPACHAREARS

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",

1z
"Action": [

"sts:AssumeRole"

]

A IAMAPI EEAE

AENEERR2NEETARRTFRAZBBHNER, EFEA AWS Command Line Interface (AWS
CL) BIZAE , EFEAcreate-rolef®, EEALWSE , BUUIEENREERE, A TRGHE
BA#N{A @ AWS Resilience Hub BRFEHERFRA LN AR,
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® Note
JSON FREHRNFHNEIS (' ') WERABER shell liRAET R

T~ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}"’

BER AR EIE JSON XN BBEENEERE, ETEMNSRHIFP , trust-policy. json 2L
FHai B RPH—PNXH,

£/ JSON X E E R

FR T LAEAEIHA JSON XN ACRENEERE , RAFEIT create-role %, £ FEHM KA
B, trust-policy.json BT Ha B FRPHW— N, BIIZIT create-role i fF Lt K AE
E A, create-role wSHEMEHERERGIBMEF. ENACKTMNIR , & Hattach-policy-to-
rolefi s , AT LA MMAWSResilienceHubAsssessmentExecutionPolicy BRI, BXIEE
KN EZE LR | 3 fthe section called “AWSResilienceHubAsssessmentExecutionPolicy”o

5l trust-policy.json

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :primary_account_id:role/InvokerRoleName"
]
},
"Action": "sts:AssumeRole"
}

T~ create-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

5l
{
"Role": {
IIPathll: II/II,
"RoleName": "AWSResilienceHubAssessmentRole2",

"RoleId": "AROAT2GICMEDJIMLG6EVQRG",
"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"
]
},

"Action": "sts:AssumeRole"

7~ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

EASRTH IAM AR

WMREEEA LB IAM AP RRGIZBRETIEN , BEALAE SR
AWSResilienceHubAsssessmentExecutionPolicy &R KM MEEH IAM BFPRERAFX
BRHAG,
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BEANKFIRE

R LR EEXNREEUAXE IAM AP AR —KFRENNARFHITIIN,
RN RE

AP — NI A AwsResilienceHubPeriodicAssessmentRole LA{E AWS Resilience Hub
RITEIT RN AEX TS,

® Note

- FRETAENHRNE (FALLERINAREAEL ) N, FEERITHRHIR,
. BEEZHNLIMHA AwsResilienceHubPeriodicAssessmentRole,

AWS Resilience Hub Z 7 ¥ 1T 51t X G AR AVIESS

1. ¥F AWSResilienceHubAsssessmentExecutionPolicy B KM MBI AE,

2. RIMTHEE  Heprimary_account_idREXNABARFHHETIT
fHEY AWS Ik AL | SBA00 TE BT B A &R i< BR IV 5 R B
(AwsResilienceHubPeriodicAssessmentRole) , %K /2 1FiZ AWS Resilience Hub RS
BEMETMENAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
I
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole"

]I
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"Resource": [
"arn:aws:iam::primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"
]
}
]
}

THRIVEN A e EEKE ( AwsResilienceHubPeriodicAssessmentRole )

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "resiliencehub.amazonaws.com"

}I

"Action": "sts:AssumeRole"

S IR E

MRBESANKFARER AWS FIMBENGO , WEEFEALUT IAM XRERE., REFEZNAS 849
AWS IKF A REEEREMNPR, 7£1&8E AWS Resilience Hub # TN P ZEE , EEZEUT K,
Mae .

« FIKF -AWS SEFEHFQENAREFMESTIENHNIKS

o RE/FIRAWS IKF — FIREFTEMNIKF

(® Note

- FRETASNBRANR (ERALERINEBAESSE ) i, FTRENTHRIR.

« BXEEIH R Amazon Elastic Kubernetes Service IR E ZE R |, 551 the section
called “ig AX#&H Amazon EKS £&#) AWS Resilience Hub 15 R BR”,
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EKFIRE

BAMIE XM AwsResilienceHubAdminAccountRole 8 — N A H 2 1F AWS Resilience
Hub iF R IR FEERANZA R, LEESATIHRE AWS KFHEEENAENE —1MNAG, EXN
WA REERINR.

(® Note

- ABBZMMUIA AwsResilienceHubAdminAccountRole,

- EAMEEKFPEIE,

- BYFIM IAM AF/AGXTEREFLAGH iam:assumeRole R,
« it secondary_account_id_1/2/... RHE<KHHBIKFARRET,

LT REBANEHAGRMRTR AWS K- R HMEABHNFERARTENR !

{

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam: :secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",

1,

"Action": [

"sts:AssumeRole"

]

}

EER AR ( AwsResilienceHubAdminAccountRole ) EEFHIMT :

{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
},
"Action": "sts:AssumeRole"
}
]

T Bh/ R IR E

EE/HBIKFT P | BARBIE— N AwsResilienceHubExecutorAccountRole FERAU L
HENEEAACGUEBELAR, AT HAES AWS Resilience Hub ATFHEMN LSRN ARER
R, Rtk iEEEH R AR,

BR , BT AWSResilienceHubAsssessmentExecutionPolicy EBERKKMMEIAE | H
Bt iniR 1T E B B KRE,

WITEABEERBNM TR

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"
b
"Action": "sts:AssumeRole"
}
]
}
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AWS BYIEE KBS AWS Resilience Hub

AWS RERKEHAEMEEAINILRE AWS, AWS RERMEEN TS ELAFIRMANR , LUE
BRBFIBAAF, ANBesENR.

FiclE , AWS RERBURTSNENRBERGIR THRENRNE , BAEMNAHME AWS T/ £
M. BMNBUBIEXRETENERZRNE S SR RBERE -SRI NR,

BIEERAWS REFRPENHONE, 1R AWS F3 AWS HEFRPENHNE , WEHLE
MiZKBAIRBNMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIERSE T
LAEF T AWS RS B9 API B24ERRTEH AWS FEEFRIE,

BREZEER , F5H (IAM BAFERE) i AWS HE XK.

AWSResilienceHubAsssessmentExecutionPolicy

& LU AWSResilienceHubAsssessmentExecutionPolicy MiiNBE| IAM B3, EE{Ti¥#ME
i, BEREE R E M AWS RS | FHATIEGRY 5 R AR

RRFHE R

ZBERRERME T B R R @SV 5 & £ 74 Bk SS (Amazon S3) R A M EHR AWS FIS H
SOP ##R, Amazon S3 TFE BB FAMIL aws-resilience-hub-artifacts- k., MREE
KB EH M Amazon S3 F6##E , WA LAfE A CreateRecommendationTemplate APl B9EIRTHIT
WiRE, BXEZER , S CreateRecommendationTemplate,

ZERBES TR :

« Amazon CloudWatch (CloudWatch)-3R BRI £ B #h fh 7 WS 2 B A #2/F CloudWatch ik BWFTE
ORI EIR, A, Ri1&cloudwatch:PutMetricDataA T A #fHResilienceHub#r & 28 A &
N T2 7 Y 58 4% 9 31 CloudWatch #1845,

« Amazon Data Lifecycle Manager — JRERH 12t 588 AWS Ik P < BRVL S B SR £ m A E =R
#REDescribef R,
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« Amazon DevOps Guru — ¥ 588 AWS Ik F < BX#9 Amazon DevOps Guru BIRH 12
DescribeiX R,

« I 55% DocumentDB — %I i S8R K P < Bx YL &% DocumentDB &R H A EiB#DescribeX
PR AWS

« Amazon DynamoDB ( DynamoDB ) — 3l i H R 581 AWS Ik X BXKY Amazon DynamoDB #
JREY Describe PR,

 Amazon ElastiCache (ElastiCache)- 7 5/&#) AWS ik X BX#) ElastiCache BIRiE#DescribeX
PR

« 53 ElastiCache ( Redis OSS ) ToHR%52% ( ElastiCache ( Redis OSS ) Serverless ) — N 5#&
BTk 7 <BXHY ElastiCache ( Redis OSS ) THREG &AL E R HDescribeXR. AWS

- TO7#MITE S (Amazon EC2)-5H 588 AWS Ik xBf I 5% EC2 FiRH 2
#DescribeiX R,

« Amazon Elastic Container Registry (Amazon ECR) — h E&#I K F < Bx 9L 7 ECR &R
fitDescribefX R, AWS

- IEE#EMAERS (Amazon ECS) Servic Describe e — 15 AWS 290K P < Bx#9 I Zi#h ECS
FREMHNR,

« Amazon Elastic File System (Amazon EFS) — J1 58 AWS Ik P < Bx iy L S EFS BIREE
#DescribeX R,

« Amazon Elastic Kubernetes Service ( Amazon EKS ) — 5| i H R 5&8 AWS Ik~ <BRHY
Amazon EKS %R Describe fXFR,

« Amazon A EC2 uto Scaling — %Il i &£y AWS ik < BX#) Amazon A EC2 uto Scaling RIR}# 12
ftDescribeiX R,

- Amazon S EC2 ystems Manager (SSM)-J1 58 AWS Ik 7 <Bx Y SSM & JR1Z#tDescribeX
BRo

« AWS Fault Injection Service (AWS FIS) — FI HH 5&#y AWS K RBRHY AWS FIS 238 FMSRK R4k
FHiRHDescribef PR,

« FSx EAT Windows BT Lz T4 ARSS 28 (T D32 FSx)-BI HH 5489 AWS K P < BXAY L 5% FSx
BBRH R MHDescribe R,

« Amazon RDS — FItH 54#&# AWS Ik < B89 Amazon RDS &R H R HiZftDescribeiX R,
« Amazon Route 53 ( Route 53 ) — 5l i 588 AWS Ik <Bx#9 Route 53 &R Describe PR,

« Amazon Route 53 Resolver — %Il H 5481 AWS K 77 <BXHY Amazon Route 53 Resolver &R H K
HiEMtDescribetX R,
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« Amazon Simple Notification Service ( Amazon SNS ) — ¥l i H 2t 54& AWS Ik F ><BX#9 Amazon

SNS #RH Describe IR,

« Amazon Simple Queue Service ( Amazon SQS ) — ¥l i H IR 5&EH AWS Ik X BXA) Amazon

SQS &iRH Describe R,

- IOEEEEFHKRS (Amazon S3) Simple Service — % HH 5 &1 K 7~ < BXBY Amazon S3 &R

HDescribefRENE, AWS

(® Note

BTG , IREERBPEETTAMREIONBRZEZES , I AWS Resilience Hub £
FA s3: GetBucketLogging BRI ZHSERL 1T Md. E= , AWS Resilience Hub &R —FES
HE , SIHBRDHNR , HiRER MR TR, REREEE R BT R R IR 8
R, M R W

« AWS Backup — 5| Hi 588 AWS K 7 XEx#Y Amazon A EC2 uto Scaling 7R H 3R EX

HDescribe®™ R,

« AWS CloudFormation — %Il i 542889 AWS Ik P < Bx# AWS CloudFormation 4% £ B9 %R H 3R EX

HDescribe®™ R,

« AWS DataSync — 5l H 58 AWS ik~ < Bk By AWS DataSync RIRH N HiZHDescribef R,
- AWS Directory Service — 5| i 5&# AWS Ik 7 <BX#Y AWS Directory Service BiRH N HIE

f#tDescribet bR,

- AWS Elastic Disaster Recovery ( BHIEIRE ) — N E5EH AWS 0K XERH Elastic RN E 5

RiEHDescribef PR,

« AWS Lambda (Lambda) — %Il i 52Kk < Bx# Lambda BR3 N HEMHDescribeX R, AWS
« AWS Resource Groups ( Resource Groups ) -5l tH 588 AWS K 7 < BR 9 5 R A &R 12

#tDescribet R,

AWS Service Catalog ( Service Catalog ) -5/ i 5&# AWS Ik X BRI RS B FERHA N HIRE
ffDescribeiX PR,

AWS Step Functions — 31 i 5488 AWS 0K 7 5<BkEY AWS Step Functions &R} 5 HiZ
#DescribeiX PR,

Elastic Load Balancing — 5| i 5 &8 AWS K 7= 5<BX#Y Elastic Load Balancing 7 iR 312
ftDescribeiX R,

ssm:GetParametersByPath— A 1EALLNRKEE CloudWatch Bk, MiHI A EHNNAE
FELE SOPs MR, Mk,
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AWS Ik P EELT IAM RS BEN A,

mE AWS BRSS Y A EX R

"Version":
"Statement":

"2012-10-17",

L

"Sid": "AWSResilienceHubFullResourceStatement",
"Effect": "Allow",
"Action": [

"application-autoscaling:DescribeScalableTargets",
"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListlLocations",
"datasync:ListTasks",
"devops-guru:ListMonitoredResources",
"dlm:GetLifecyclePolicies",
"dlm:GetLifecyclePolicy",
"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListClusterSnapshots",
"docdb-elastic:ListTagsForResource",
"drs:DescribeJobs",
"drs:DescribeSourceServers",
"drs:GetReplicationConfiguration",
"ds:DescribeDirectories",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",

RPANAGRINER , MM SR ERHE

N—

&

1T iR Ah Bt
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"ecr:

"ecs:

ecs

"ecs:

"ecs:

"eks:

"eks:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

ecs:

ecs:

ecs:

eks:

"eks:
eks:

DescribeAvailabilityZones",
DescribeFastSnapshotRestores",
DescribeFleets",
DescribeHosts",
DescribeInstances",
DescribeNatGateways",
DescribePlacementGroups",
DescribeRegions",
DescribeSnapshots",
DescribeSubnets",
DescribeTags",
DescribeVolumes",
DescribeVpcEndpoints",
DescribeRegistry",
DescribeCapacityProviders",
DescribeClusters",
:DescribeContainerInstances",
DescribeServices",
DescribeTaskDefinition",
ListContainerInstances",
ListServices",
DescribeCluster",
DescribeFargateProfile",
DescribeNodegroup",
ListFargateProfiles",
ListNodegroups",

"elasticache:DescribeCacheClusters",

"elasticache:
"elasticache:
"elasticache:
"elasticahce:

"elasticache:DescribeSnapshots",

"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeReplicationConfigurations™"
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",

"fis
"fis
"fis
"fis

:GetExperiment",
:GetExperimentTemplate",
:ListExperiments",
:ListExperimentResolvedTargets",

DescribeGlobalReplicationGroups",
DescribeReplicationGroups",
DescribeServerlessCaches",
DescribeServerlessCacheSnapshots",

AWS REFKH
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"fis:ListExperimentTemplates",
"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeDBInstances",
"rds:DescribeDBProxies",
"rds:DescribeDBProxyTargets",
"rds:DescribeDBSnapshots",
"rds:DescribeGlobalClusters",
"rds:ListTagsForResource",
"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses",
"s3:ListBucket",

"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes"”,
"sns:ListSubscriptionsByTopic",
"sqs:GetQueueAttributes"”,

"sqgs:GetQueueUrl",
"ssm:DescribeAutomationExecutions",
"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",

"tag:GetResources"
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]I

"Resource": "*"

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

"Sid": "AWSResilienceHubS3ArtifactStatement",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutObject",

"s3:GetObject"
1,
"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubS3AccessStatement",

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"
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1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "ResilienceHub"

"Sid": "AWSResilienceHubSSMStatement",
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath"

]I

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"

AWS Resilience HUbAWS & XN E

&EE AWS Resilience Hub BiZIRFHRBERXLEFRIR AWS REXRBKEFNFMEE, EREBE
XU TETENBEIREE |, iHiTH “ AWS Resilience Hub XA 812" WE LK RSS feed,
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BX iR H HA
AWSResilienceHubAs AWS Resilience Hub E#T 2024 £12 A 17 B
ssessmentExecutionPolicy — T AWSResilienceHubAs

BX ssessmentExecution

Policy ERFMGetiX
FBRListFIR , RFREZTT
4 AWS FIS Bt M A 8138

[
AWSResilienceHubAs AWS Resilience Hub E T 2024 £ 9 A 25 H
ssessmentExecutionPolicy — T AWSResilienceHubAs
B ssessmentExecution

Policy LA FDescribefl
R, R BEETIE G

[ YL 5 ElastiCache (Redis
0OSS) Serverless LK &R

feiE,
AWSResilienceHubAs AWS Resilience Hub E T 2024%8A1H
ssessmentExecutionPolicy — T AWSResilienceHubAs
B ssessmentExecution

Policy AR FDescribefl
IR, AT ZEZETEME AWS
Lambda B 15 [E Amazon
DocumentDB, Elastic Load
Balancing L& REFEE.

AWSResilienceHubAs AWS Resilience Hub E T 2024 £ 3 A 26 H
ssessmentExecutionPolicy — T AWSResilienceHubAs
B ssessmentExecution

Policy AR FDescribefl
R, AT EEET I ERE
Amazon FSx for Windows X
B RS HFEOE.
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EK

AWSResilienceHubAs
ssessmentExecutionPolicy —

BX

AWSResilienceHubAs
ssessmentExecutionPolicy —

EK

AWSResilienceHubAs
ssessmentExecutionPolicy—

£

AWS Resilience Hub EFF14R

BRE R

DU

AWS Resilience Hub E#t

T AWSResilienceHubAs
ssessmentExecution
Policy BAERFDescribeiX
R, AFEEET I A RE
AWS Step Functions Eli&.

AWS Resilience Hub E 3t

T AWSResilienceHubAs
ssessmentExecution
Policy BA&EFDescribeil
R , RFEBEET IR
Amazon RDS EH &R

It AWS Resilience Hub B&
AT R E A AWS BRSS B
T4,

AWS Resilience Hub FF#4 IR i%
H AWS HE RN E X,

AWS Resilience Hub A& IAM X [ES £

B

2023 £10 A 30 H

2023 10 A5 H

20236 A 26 H

20236 A15H

& LAME A AWSResilienceHubAsssessmentExecutionPolicy AWS EEFHBAMU TR ET A
BRIz — , @FE AWS Resilience Hub AN AR T IAM R, X AWS HEXRKHNESE

B, #Z#the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

B LA T #H1# AWS Resilience HubZ W A BB -
- EMEENAEFEER AN IAM R

- WHESMLEAGH IAM KR

- NABFAEEAGH IAM IR

- BTRTIRTGRKEN IAM R

AWS Resilience Hub A& F IAM X RS Z
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UTHEBRTEMRENARFEERABMENLENR,

"Version": "2012-10-17",

"Statement": [
{

"Sid": "InfrastructureApplicationManager",
"Effect": "Allow",

"Action": [

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:DeleteAppInputSource",

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:PublishAppVersion",

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:

]I

"Resource": "*"

AddDraftAppVersionResourceMappings",
CreateAppVersionAppComponent",
CreateAppVersionResource",
CreateRecommendationTemplate",
DeleteAppAssessment",

DeleteAppVersionAppComponent",
DeleteAppVersionResource",
DeleteRecommendationTemplate",
Describe*",

List*",

PutDraftAppVersionTemplate",

RemoveDraftAppVersionResourceMappings",

ResolveAppVersionResources",
StartAppAssessment",
TagResource",

:UntagResource",

UpdateAppVersion",
UpdateAppVersionAppComponent",
UpdateAppVersionResource"

WEHEELEMELEABH IAM R

LTERBEETFISEEHLEABMENLENR,

AWS Resilience Hub &% IAM X fRSZ&E
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

NMARFAEEAERN IAM XR

UTRBRTNRABRFAAEEACHMENLENR.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ApplicationOwner",
"Effect": "Allow",
"Action": [

"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus",

"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment",

AWS Resilience Hub &% IAM X fRSZ&E
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"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImportResourcesToDraftAppVersion",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

ATERTRZHFENRY 1AM X R

LU SRR T R A B S ENR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

]I

"Resource": "*"

AWS Resilience Hub &% IAM X fRSZ&E
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]
}

5 Terraform RS HFS A AWS Resilience Hub

AWS Resilience Hub X#FS AEARSEFIHNE (SSE), L E#EEFHKRFITE R (SSE-S3)
HIEE R (SSE-KMS) MZM Terraform IRESHF. AWS Key Management Service 2R IEHY
Terraform RAXHERAEFREH N ( SSE-C ) #1TiZ |, NFEEMEA AWS Resilience Hub
TJ'A Elﬂ-.lo

5 Terraform IR HS A2 H AWS Resilience Hub EE LT IAM KB , E4AEURATERRASSTH
FRIERNNE,

MEIKFFH Amazon S3 F#ES A Terraform R X4

FE LT Amazon S3 7FE KL 1AM policy KB 8E A 1F AWS Resilience Hub X F E MK~ #Y
Amazon S3 FEEF Y Terraform JRZA S4B 1TIREL

« FEMRES - B4R Amazon S3 BN FREERE , ZE#EBLTERS P, BXESER , F5
B AT Rl

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
by
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
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}
]
}

- GORE — AZMABFENNEAREAGSE AWS IKF AWS Resilience Hub E# AWS 245
IAM BEHXEKEDRE. BXESELR , BSHEAUT R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
® Note
IMREEAR R AWSResilienceHubAsssessmentExecutionPolicy FEE XKL , NI
REZE ListBucket R,
@ Note

WMRIEH Terraform RASXHFEH KMS 1% , MAFURIELT kms:Decrypt X PR,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}
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ML TFHBI K 89 Amazon S3 S A Terraform RS X4

« FEMRES - BAR Amazon S3 FEBNFEERE , ZFHEBVLTER - MEBIK,F, AXES
EE8 , BSRUTRA,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
b
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}

- BHEEE- AWS IkF ACHXKEHKRE , ZKKEE AWS IKF AWS Resilience Hub £i217, &
XEZEER , BSHEAUTRHA,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
.

"Action": "s3:GetObject",
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"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
® Note
MEBEFERAH R AWSResilienceHubAsssessmentExecutionPolicy FEEXNEKEE , NI
REE ListBucket R,
@ Note

WMRIEH Terraform RASXHFEH KMS 1% , MABURIELT kms:Decrypt X PR,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

A F AWS Resilience Hub 781 &Y 5 Elastic Kubernetes Service &8

AWS Resilience Hub B33 24t Amazon EKS &M EMIZE , T4 5 Elastic Kubernetes
Service (Amazon EKS) £8##y38, AWS Resilience Hub £ Kubernetes &F & @115 7] 1% Fl
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(RBAC) Bt &k 1 H fth Kubernetes (K8) T , XL THEMIHREN Amazon EKS EFFH — 3P

DEREBM ., AWS Resilience Hub E&EfEH Amazon EKS E&E L9 MG TS , BSATHK
AT R4E -

« 7£5 Amazon EKS S MBI IK P2 FEAIAE AWS Identity and Access Management (IAM)
ﬁ@'o

- R IAM AR MAGIGREMN Amazon EKS 8 | 76 Amazon EKS &AM K8s BIRE FHI
N RIERE, XA IAM BFRHA®IF RSN Amazon EKS £BNEZER , S AW IAM
AP MAEIHRENES - Amazon EKS,

Amazon EKS #4|mEm#Ri=1TH AWS IAM Authenticator for Kubernetes Z3ZE A IAM 3245 (7] £ &%,
BRI FM aws-auth ConfigMap FREEEEE.

(® Note

- BXPFiBaws-auth ConfigMapiREMEZEER , FZRA LN ZERE K GitHub,
« BXTE IAMEENEZELR  F5E IAM BFREETNESR (AP, AFMAR® ),
« BXET Kubernetes A& i5R#E4 (RBAC ) BRENEZEE | 53R EH RBAC Fil,

AWS Resilience Hub EHZIKF H R IAM B Eif Amazon EKS £8 M EE. AWS Resilience
Hub EifE&# Amazon EKS EEHRIEIR , AWS Resilience Hub 4ISE A K 1AM £ &R & 253
&1 Amazon EKS £ NN RRER B% RiEMNRA Kubernetes 4,

AWS Resilience Hub A FEHA LT IAM B ®i1ET 2 — 5B 88 Amazon EKS £E %R :

- MREHNARFEENFERAETAEMNHRINERGRER , NEENEE  SERECIENARE
Fat£i%E B AWS Resilience Hub A& A G SHHEBIIKF £ ® 15 R &K Amazon EKS £,

UTHsRERTHNARFEENETACHMARFI MM AWS Resilience Hub 7] Amazon
EKS &£,

B A EH Amazon EKS 5£8# AWS Resilience Hub 7 B X FR 189


https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://github.com/kubernetes-sigs/aws-iam-authenticator#readme
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer RoA
Describe-Instance EQ” ADS
———  » 4=
4 N

Describe-instance BN Descri
= ros escribe-Instance Ec:
AWS Resilience Hub
@ AssumeRole using Service Principal @ Describe-Instance ecz AWSResilienceHubServiceRole EKS API
' L ‘ @-

Scheduler EKS API
AWSResilienceHub —_—> @ EKS
ServiceRole

AssumeRole

- MREHVPNARFEENEAZE IAM APBRER , WAMES Amazon EKS & MEE K
a2 — /&N AwsResilienceHubAssessmentEKSAccessRole BIETHY IAM B, AT, Lt
IAM & & ATFiHREN Amazon EKS $£&,

UTHBSEERT 4R ARFESE N &MY IAM ARRRE , 21/ AWS Resilience Hub /358
FEEEHEKF /) Amazon EKS 8.
Frimary account

8 > () =8 > (D r@

Lagin Current 1AM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole

LTHSESERTYNARFRENFEH Y IAM AR, 2047 AWS Resilience Hub i 81 2B
EEHBIK, E# Amazon EKS £,

Primary account Secondary account

v

B——n -2 A R Aa—R——n
Lagin Current IAM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub
AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

@

BF X&) Amazon EKS 8 &R AWS Resilience Hub 15 B BR

AWS Resilience Hub /&5 EI{IF Amazon EKS £EE FHRR | s 2R CEERMENNIE.
B3%F XML Amazon EKS BN EIREFIEMIRE AWS Resilience Hub

1. BE IAM ABIAR % Amazon EKS £#.
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NMRECERETACNLRANREENARRF , NARI SR , SEHTHER2 , FERAQ

BNARFEMEANA®, Bx AWS Resilience Hub IAI{EA IAM BENEZEL , F58 [
the section called “AWS ##4 /O IfA[ & IAM LS

MBEEEAYE IAM BFRFNREEBENARER , NAFES Amazon EKS SEE# B # K F 4
# AwsResilienceHubAssessmentEKSAccessRole IAM B8, RE , FEIHEEHN Amazon
EKS EFERFERAL IAM A&,

ES AN LR ARRFR , AWS Resilience Hub £/ IAM A& 15 A& 8 Amazon EKS &
BAMWER, LAGBNEEZN Amazon EKS £EHERMNKF FRIE | A5 EIEEN
Amazon EKS E£E M ENNPRA Kubernetes 44 AWS Resilience Hub 3 1TRR &,

WRIER Amazon EKS £8 5 AWS Resilience Hub AKX TR -S|, NSEART
IAM EERBAEIZA®, EIt IAMEEXREP |, caller_IAM_role ATFEHBIIKFF APIs
A H AWS Resilience Hub,

® Note
caller_IAM_roleR5#&EH AWS AFKF XKW AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
}
]
}

MERIZH Amazon EKS & T EK S ( 5 AWS Resilience Hub @A FEHIKFS ) &, N
HIERLLT AwsResilienceHubAssessmentEKSAccessRole IAM EEXEOIE IAM &
&
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® Note

ER FEREMH Eﬁlﬁl%%’ﬁ:’% AWS Resilience Hub FﬂF‘ﬂKF"FIﬁE’JﬂKF‘ F 9 Amazon
EKS &8 , B4 IBRESKFHRNE. BXEZER , B5H

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"

iy

"Action": "sts:AssumeRole"
}
]
}

2. 73 AWS Resilience Hub R T2 /F 4]
EClusterRoleMClusterRoleBinding ( RoleBinding ) A,

Bl ClusterRoleClusterRoleBinding ¥} &% F 2 M M iL(L 8 T &# AWS Resilience Hub
Amazon EKS &8P IFE B 228 — 2 B IR E Y RIERNR.

AWS Resilience Hub 71881 52 BUA T — 1R /53R BR il EL X 6 72 Z2 (8] B9 17 (3] A PR LA 4 BR 54 14 1
1 :

a. [ AWS Resilience Hub R FZ T HEFIE M A Z= B IEER R,

AWS Resilience Hub Zi¥f Amazon EKS £# AN FIE R ZRIPRIRNEM | B4 60E
AT, ClusterRole ClusterRoleBinding

« resilience-hub-eks-access-cluster-role(ClusterRole) — E N iF{HEH
AWS Resilience Hub Amazon EKS & T EHNER,

* resilience-hub-eks-access-cluster-role-
binding ( ClusterRoleBinding ) — &/ Amazon EKS EBFHEN —1NEH

B A EH Amazon EKS 5£8# AWS Resilience Hub 7 B X FR 192



AWS L RAriEmE

resilience-hub-eks-access-group WEA , AEAF KR FES AWS Resilience
Hubiz 17 5% 14 10 Fir 55 K9 X PR o

@ AWS Resilience Hub AR F R FEMAE S ZERIEENBENERNT -

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
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- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF
b. # AWS Resilience Hub FiEEU4% E v & Z= (Al IR o

& ] LA FI BR %) AWS Resilience Hub 158 —4H4$E @& =R AH AR, RoleBindingZEsk
DB , BUACIBUT AR :
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« ClusterRole— AWS Resilience Hub Eij[8] Amazon EKS & T4 EME ZHFHEIR

HiGEH#MM  SUTEIELTAB, ClusterRole

« resilience-hub-eks-access-cluster-role — 1EEIEN 4 E dn B 22 18] A AR Y 24
ENPR,

« resilience-hub-eks-access-global-cluster-role— EEEZEA Amazon
EKS £H#HPIHERTEANER ( XERRSHEGBEZRTLX ) FIENNE. AWS
Resilience Hub EE 1[0 #&# Amazon EKS S8 FEEBEMN SRR ( Sl S ) B9
R, UGB AREF M,

#12 ClusterRole AGMERNT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role

rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
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- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list

BAXEH Amazon EKS 58 #) AWS Resilience Hub 7 B X R
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EOF

+ RoleBinding&®&-lt AT AWS Resilience Hub 15143 & & % 2= 6] R %R AT B AY
R, M2 , BUAEB I DB ZEEFLIERoleBinding A AWS Resilience Hub =
BETARIA B B = H R IR.

® Note

MRERF ClusterAutoscaler AT EzT B , MEXMEIE kube-system
F 8|2 RoleBinding, XZIFMEM ClusterAutoscaler FIAEN (ER
kube-system s B ZE RN —EBD ) o

B XM, BT AWS Resilience Hub i ffkube-systemdn & 228 A &R AT
FHNR |, BEE R Amazon EKS £,

812 RoleBinding ABKMERMT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBindingA&-ltAEKR FiHEIEEEE AWS Resilience Hub B & RFTEHEH
MR
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#]2 ClusterRoleBinding BEMNERIMT :

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. B aws-auth ConfigMap LAf¥ resilience-hub-eks-access-group 5EA TG
Amazon EKS S£E/ 1AM A G 1TIRSY,

WEBRESE 1 FEAN IAM AC5ER 2 halEH Kubernetes A 2 B BB EF, LhBR & G
IAM B &3 F 1518 Amazon EKS &R RN R,
(@ Note

« ROLE-NAME M Fihia Amazon EKS £&H IAM &,

- MREHWNARFEENERETAENHRNE , NiZAGNNEIERNARERF
AWS Resilience Hub Bt{ZiE A& AR NHEEIKF A€,
- MRENNBAREFEERNER YA IAM BRFRER , WiZA P SN2

AwsResilienceHubAssessmentEKSAccessRole,

« ACCOUNT-IDRIiZ2 Amazon EKS £&H AWS K F 1D,

BRI BT AR 2 — Bl aws-auth ConfigMap :
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« £ eksctl

BT TS EHaws-auth ConfigMap:

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

o FAI LB IAM A FAEFEERMEIZIETH ConfigMap B mapRoles Zp0 R F3h4wiE
aws-auth ConfigMap. E#wiBaws-auth ConfigMap , HBAUTHR,

kubectl edit -n kube-system configmap/aws-auth

mapRoles E7 AIREBIEUTSE -
« rolearn (IAM ) B Amazon BEBZF (ARN ) o

« ARN &% — arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>,

« username — Kubernetes A EMEHZ| IAM BEHAF
£, AwsResilienceHubAssessmentEKSAccessRole

« groups - HABMNELERE 2 (resilience-hub-eks-access-group ) FEIENEH
BT,

® Note
iR mapRoles FH AFE , MBRAFIRMLI S o

FEAUTERE IAM B21FAFE SR NEIETH ConfigMap B mapRoles 47

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole
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AF &K% AWS Resilience Hub ZI#&H Amazon R 2B H RS £

AT NEWMEZ A AWS Resilience Hub B2 I I zh 2] 8 B &R S (Amazon SNS) Simple SNS
Service T A HBEXRZNAEFHEX, E[@ Amazon SNS FHE#IXEH , FHAEBEZUTXR
# -

« —ANEEREY AWS Resilience Hub R AR,

« AWS Resilience Hub %7 B XX B HBIAE Amazon SNS £, X422 Amazon SNS FZHY
E8 |, ESRAEIE Amazon SNS Fi#,

AWS Resilience Hub Z R 1F [ H Amazon SNS =B A MiEBEH |, BAFEALULTARABIEH Amazon
SNS FEM 15 R SR BE -

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
}
]
}
(® Note

HI&E A AWS Resilience Hub 3k B A& XEAEE X M B TRIAE ANKX
HANETR |, BLTHELRAN Amazon SNS EFT QBN RRREE, FEAME
M resiliencehub.amazonaws.com Btk resiliencehub.<opt-in-
region>.amazonaws.Ccom.

MREEANRRSESHMER ( SSE ) Amazon SNS £ , AR AWS Resilience Hub &5t
Amazon SNS N #4AM Decrypt # GenerateDataKey* 7RI PR,
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EiRMDecryptMGenerateDataKey*FRIFX PR AWS Resilience Hub , &AM IE AWS Key
Management Service T [a KB P E U TIXR.

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowResilienceHubDecrypt",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com
},
"Action": [
"kms:GenerateDataKey*",

"kms:Decrypt"
1,

"Resource": "arn:aws:kms:region:account-id:key/key-id"

PR4&IS 2SR AWS Resilience Hub HEFERIIX R

AWS Resilience Hub RFZEREIBNNAREF IS RNEEREENNR, B ERANLT IAM SEXE
REIENMNNARFEZSHHBREVNNEE, ik IAM SEXKF | caller_IAM_role ( 548 AWS
AFRKFMEXER ) AT Heik~18A AWS Resilience Hub, APIs

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "VisualEditorQo",
"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"
}
]
}
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h Y ERiZ e R 4 AWS Resilience Hub

YR —TIEERRS , AWS Resilience Hub ¥ %] {Amazon Web Services : & REEAR) HEF
RE AWS £IKME L L BFHRF

A LAEH AWS BEX % H APl A AWS Resilience Hub B M E# 1TiHE. B HSLAZIGERHE
Z2M (TLS ) 1.2 REBMRA, BINBIUER TLS 1.3 RESHRAEK, BEFRESMTIFEETEOFE
R% (PFS ) WEBEMH , 5120 Ephemeral Diffie-Hellman ( DHE ) 5k Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZ¥INRRE (W Java 7 REGERE ) XX LEER,

A, HAERFERIZEE ID M5 IAM EAEXBKAORZRR B BARNBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITER#ITESR,

Hutgwgzen 202


https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS L RAriEmE

AWS FRSFRVEMERE

AEFMNEBT AWS Resilience Hub I AWS RFHMITHEFHEMRLE | LBRNARERFN
BERSTFAZE N, XERERESMNNARFAYE () WEERBEHE LN ERGEIRE A B

¥r (RTO) M1k E = B #5 (RPOAppComponent), B ETRXBEN PN , BINAREFHE,. Bl
REHE, TAXPHAXEHRE, B K EETXERE , BX4TMIRHEH IAM R, AWS
Resilience Hub A A FHIFRIEHN TR, ZiFH 7 HAREH AWS Resilience Hub 15 1 8] & #9  R
WITEHMREFMEMN IAM R , FSRAWS HIEE R B AWS Resilience Hubo

AWS BR 55
* Amazon Elastic File System

« I 5 Relational Database Service fY &#h Aurora

* Amazon Simple Storage Service

* Amazon DynamoDB

* Amazon Elastic Compute Cloud

* Amazon EBS
« AWS Lambda

* Amazon Elastic Kubernetes Service

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Elastic Container Service

» Elastic Load Balancing

* Amazon API| Gateway

* Amazon DocumentDB

* NAT M

* Amazon Route 53

« Amazon MAEFIREREFIEE (ARC)

« FSx EEAF Windows XRS5 a5yl 5 i#h
* AWS Step Functions

o M5 ElastiCache ( Redis OSS)
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Amazon Elastic File System

AE S HIH T 14X Amazon Elastic File System WATE# MR ENEN, BXTIHEMXHRE
WESZEER , BHSILD55 M S RS,

N RGRE

AWS Resilience Hub ®EXHRSGER : XEFHLEXE, MREMEHERTAXPR , XHRGER
L2 MEHBMY, BXNGREELBNEZELR |, S8 Amazon EFS XA RS 1 7] FHERF A4,

XHhRGEEND

AWS Resilience Hub K ER BN EMBEN XK RAE N T AWS Backup itXl. 4, ©ELK
iECross-RegionB METNREEE A , NTERE SN BEE RN E E XEHE 5189 5 #.

HEEH

AWS Resilience Hub R ERZ AN EBENXHRAE N T XKERHIEX1E Amazon EFS HiEE

#l. Amazon EFS BIEEFI G TRSNARR. BN, THXKMXEFERSIMN M-I RTO Mit
RPO, It4h , ik AWS Resilience Hub @R BT RAESXFAEEMHLE S AWS Backup , AMEER A
BT SEI X RE R,

I 53b Relational Database Service FMI &#h Aurora

AEDHE T EIHNLDEXRBIBEERS ML S Aurora WATEREMERENEN . AXRILDEX
RBIEFERS ML D% Aurora NEZEE |, BS R Dk REIEF RS A,

B HXERE

AWS Resilience Hub ® EHEFEREBENENKFIIE , WRAE , WRREFZFHBZHIM R
Bl

ZAHXEE

AWS Resilience Hub K &R E R F A HBXHIIE R RIFBIAZTE, NMEBBEEARIZBIAITE
N AWS Resilience Hub RIERIEERBHBEFARN ATAXA |, LUEE A A X AR #THEZE,

%=1

AWS Resilience Hub K ER B EECHBNEITEEXS ENH 7 UL T& 4 8L,
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AWS 3 s A5
- AWS Backup £ B zh &4 1£ U 17 11 X
« AWS Backup IR EHNBREREABEXHEZORIAE , NEABEXEE O RIA# TR

- FZHERODRENFHRE

5 X E SRR

AWS Resilience Hub R &3 MR EE P E XK RTO M RPO BAR , LMK H R HIIRE. Ik, AWS
Resilience Hub X A LA TE LA T #5 (X 35 38 ¥ LA R X (X33 AR Bt
- EBEXERERERNXBEHNEZ G
— NI RiEE AR
« —/> Amazon Aurora £X¥iEE , BHERV TS —1MXE
« Amazon Aurora £3k¥IEE  EERLHBERV TS —MXE

BB PRAY X 3 A PR e B

AWS Resilience Hub EE MRS o] A X P HiE , K EFMERIEPE LN RTO M RPO Bfr, It
4%, AWS Resilience Hub & AT SAFEE AT BN R , LN M ARRF. EMIRHERN AT XA§
- KRB

- FRITAXAHHREER

« BEE—NMNTAXFEFRREAEK Aurora F£#

- ISEXRRBIEERS (Amazon RDS) #) % 1] F X L4l

« Amazon RDS &1 A X 8

« Amazon RDS 9 #4 Amazon RDS 36l , ERFREIRUF S —MNTAKX

Amazon Simple Storage Service

AT HHT XL S E E #1746 RS (Amazon S3) WATA M MR EMEN, EXxT D% S3 K
BFZEE , FSRIT D% S3 X%,

R AN 322 %1

AWS Resilience Hub ¥3iF Amazon S3 F @ EE B E B AixAc 4l
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AWS 38 M F AFiEm
E BT &2

AWS Resilience Hub K ER AN 2 BEMN L S E £ 76 BRS (Amazon S3) FEMENL T AWS
Backup itXll. b4\ , MREHNREERNXFRPMRERE , EELRERTEATEXER G
o

Point-in-time X &

AWS Resilience Hub # &% 4K EEH RPO BB R E point-in-timefX & (PITR), {82 , PITR 7%
BFEXEZERG. At , BUUEAREABXEZMETMNIE AWS Backup itXlitXkl , FQNE -
TRy RI .

HiEEH

AWS Resilience Hub R ERZ AN EEBEM Amazon S3 FREBEN T RAIXIFE #l (SRR) M X1iEE

(CRR)o Amazon S3 HEEHTHENAREF. EMikE. THXMXERINNGIT THERE RTO M
fEitE THEME RPO, Bt , BRI AT IEX X R TYEMIER , R AN RRATLEHIE B iR

Amazon S3 7. LbH\ , IRIFHMREEPE LK RTO BFr , AWS Resilience Hub REREBRZ A
Amazon S3 & #latE 2% (S3 RTC). LitFTINEER 1L 15 DA E R 99.99% WIRFHEBI R,

- AWS Backup £/ B zh &4 1£ DU 17 11 X
« AWS Backup 1R EHBERERFEABXEZ M RIZA , NEHEXEE 58 4# TR
- FEAHZBRENFHRE

Amazon DynamoDB

AE D FIH T 1143 Amazon DynamoDB W E# MR EMEWN ., HXILS# DynamoDB HEZ
B8 , BZ ML D% Dynam o DB X #4,

EN &4

AWS Resilience Hub RERBELNEHXBHIREN TEMD. I, MREHNRBEEEEZXEHLHH
W, ERAREBERANAEREBXEZ D,

Point-in-time X &

AWS Resilience Hub R34 KM RPO B R ER B EFEE point-in-timelk & (PITR), {ER , PITR
T HFBEXEZM. ik, ZAAFEARSABEXEEAIETNINE AWS Backup iTXIiTRI , & QIE
— NI,
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ERX

AWS Resilience Hub # & 2 #8E#) Amazon DynamoDB REB#HE YA EHMAXHE -/ =HZA
BN ERR. RELRRUTUESXERANNMGIT TEME RTO MMEITH TERE RPO , EALL
REEEXI-FTIHAEI-HHSXEERX T IENEESD. AWS Backup SETREHFA —MXEEHA
Amazon DynamoDB PITR k4t & F 2 FF BT

Amazon Elastic Compute Cloud

AHEDHETAEHNIDBEETESNEERENEN, AXIIRHEMTESNESER , 5
58 30 5 igh 3 M 1T E = XA

BIRSHI LA

AWS Resilience Hub B R#E R A T &2 — , MIF Amazon EC2 EHIPRIR AN BIRSEH -
o MREDE—/NH IR SEHIY T b3 M X R 1ZM (Amazon EBS) &
HDeleteOnTerminationBHi&E R false,

- MR EHIFELE AR EEESR AWS Backup it XIS INEIT S EC2 KHIHELD — NS
EBS %.

« AWS Elastic Disaster Recovery & A T & #l&# Amazon EC2 Rl #Z B,

® Note

MREA Amazon EC2 EHIARFE LiREAIFr A , NIYFE AWS Resilience Hub LA BIRSH
Amazon EC2 =4,

B3y 4848

AWS Resilience Hub & —4H TIRASH Amazon EC2 £4l, MR X , BIWERTEZTAREEN
Auto Scaling 4 (ASG) #1TéwmHE. MRIRFIHIME ASG , ARH FRIFERBEEZAN A XEHTHE
B, RRXEAZMNE Amazon EC2 3EfIE X ASG , MW FEAIRE Amazon EC2 IRy ZHA
B, LUESEMN Amazon EC2 SEHIFR A FATRIZE M,
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I 5% EC2 AREA

AWS Resilience Hub iR %l Amazon EC2 Fleet HRIITEREWHEN N Z A HAXEE , LRERENE
F Spot Amazon EC2 35|, ¥ Amazon EC2 filBAE A Z A F XS B IF1R & HE 1 A X A e A9 5%
M, EEMBEXFARATAN , FRREXFY I Amazon EC2 AFIRFIR S H# M4,

Amazon EBS

AEDHIH T FITEX Amazon EBS WFTERMEEMEIN, BXxIT O EBSHESEER | 25
I 5 EBS XY,

ENf &4

AWS Resilience Hub &2 & N &K Amazon EBS BE X T U TFE—RH M,

o MEHNEREVIE S EC23LHIAV4EE Amazon EBS SV Z 4N,
s AT RENTD@RFeIZ2ET S EBS XM AMI NZHHN|, EC2
s BFZARORENFIRE,

LA, MREREER N XK P ERMERE | i AWS Resilience Hub R BRI Z BN 2 E
BRTEBEXEZHBET,

BEEONES

AWS Resilience Hub aE MR FH R L T &2 — , W Amazon EBS BN ERES -

o MR LTF EBS B#DeleteOnTerminationEMiZE R falseo

- R Amazon Data Lif AWS Backup ecycle Manager it %I 51Z 1 &i# EBS &=, © FriE #4911 &2
EC2 L5l #H< Bk

« AWS Elastic Disaster Recovery & A T &£ #l&# Amazon EC2 Rl Z S,

AWS Lambda

AHHHETREHTHEEREMEIN AWS Lambda, BXHNEZEE AWS Lambda , 52 FEAWS
Lambda 314,

T 55k EC2 ARRA 208
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AWS St A
EFPLS# VPC 1R R

AWS Resilience Hub #riRE#Z| VPC B9 AWS Lambda B %, AWS Lambda E#EZIRE AZs B
Amazon VPC ¥R |, A LATE 0] i X R at R $5 T RE 58 14

SEISRASI

AWS Resilience Hub & AWS Lambda BRE 2 EM 0 T A T 7 KX MiE R FEERA S (DLQ).
DLQ KftnE| AWS Lambda BEREXRI BABS IEE SR BIEE K , HEREM RERGE XMIER,

Amazon Elastic Kubernetes Service

AT KT E 143 D% Elastic Kubernetes Service ( L D EKS ) WATE# MR EMEIN, BH*
L5 EKS WEZEER , S FILS# EKS X1,

ZH AXERE

AWS Resilience Hub $r12 Pod B REEZ N IET R LIZ1T AZs, NREHNHEMHBRERERLEX
PR RHRERE | NEEES —PMXEBE— Amazon EKS &, XMFIM Amazon EKS £
EHNESZSNITET S 2B DM pod BT T RIE AZs,

8 vs. ReplicaSet

AWS Resilience Hub &R EF A ReplicaSets B pod N RMARIHE, FHBEBEHR
ReplicaSets = pod Xt R A] B{LE 4 FTARAEY pod EFH , H IS HABERANIIEE,

ERBYE
AWS Resilience Hub R EHBHPREMEH T U T HERE -

- A Pod T HITE (PDB) — £/ PDB A LAX T8 o A] 4R A48 E B A 89 pod HEIR B R
#l , NTTRE A,

« fl Amazon EKS RETRABMRBAREENTRE — XMBRFREC T EFBREN TET LR
BEH,

- XHFB/RIBBHHA CPU MNFER — XLFERATH B Kubernetes iR AFS Pod FRMT o

- NMERBRREFRTNHRERNE — BETRFNFZETEIESTEEFEZITH pod KiZEH#
M, MERFRNBZ TG REMNEIH pod FEBEHX , NTRS A%,

- B & Karpenter, Cluster Autoscaler % AWS Fargate — X LEF & /o iF Amazon EKS & ERE K
BEKHFEIEMEER,
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- BLEM[ Pod B3y 4838 — WLACE AT A5 B) Amazon EKS £E Bz B TEABUBRERLGEE
Ko

Amazon Simple Notification Service

AE D FIE T H X D E 2B A BRS (Amazon SNS) Simple Notification Service HIFF A # MR ZE
B, BXIO# SNSHESZER , BZRL % SN S X,

FHIT R
AWS Resilience Hub & Amazon SNS FEREMAEZEL 1 MTHE , LBREANEETRESERK,

Amazon Simple Queue Service

RER5 5 T 3L D gk fE 2 BA B BR S5 (Amazon SQS) BT ER MR EMEW ., BRI L% SQS HE
ZER , FZRLEE SQ S XiY,

SEAERA I
AWS Resilience Hub #& Amazon SQS BAFIR BB E 2 XK DLQ , ATAB T ERIIKIZAITIR
EHEE,

Amazon Elastic Container Service

AEDFHIH T X T D7 3% 4 A 85 ARS (Amazon ECS) AT A MR EMEIW, B Amazon ECS K
EZER BRI E% ECS X4,

ZAHXEE

AWS Resilience Hub AZs 1R1ETI Ti# s AWS Fargate B3R B K E Amazon ECS £% EC2 SRS
REUSNMAERET. IRENFREFTENXEFHREHRRE  WFEES —PMXEEE— Amazon
ECS &£, i\ , E2RIEMMNEFREEBUS NI A RNIITES RS AZs,

Elastic Load Balancing

A5 H T FREEX Elastic Load Balancing B3 ## &M EiL, BX Elastic Load Balancing FI &%
f§& , 55 Elastic Load Balancing X%,
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ZH AXERE

AWS Resilience Hub # & Elastic Load Balancing & ZMERZE 1T AZs.

MREHREFTENXFPIIRBRE , WFEZEH i XE S\ E Elastic Load Balancing, fF 1
B XA E S\ Elastic Load Balancing th233 T Z EEBHNRIE AZs.

Amazon API Gateway

AEHFIE T FIIEX Amazon API Gateway WFTER MR EMEN ., BXILS# APl Gateway K&
ZEE , TSR % APl Gateway X4,

BXEEE

MREWHRFEEEEZRERXF DR , AWS Resilience Hub IR ERESEHtXFMINEE T Amazon
API Gateway API &R

A APl ZHAXEE

AWS Resilience Hub & & APl &1 Amazon AP| Gateway F#E X RFAE . Private APIs Ri&
HEBEBEIZ N Amazon VPC O LT RIBEKRE AZs,

Amazon DocumentDB

AEDHHE T FITENIT Z# DocumentDB BIFFIBEREME N, BXIE# DocumentDB HWE 25
B, S HIL % Document DB 314,

ZH AXERE

AWS Resilience Hub #Z& Amazon DocumentDB B 2B US M AR B, AZSUREHREER
HNXE PR ERE | NFEEEH i X8 NEEBIA Amazon DocumentDB £8., NV TAEXEHE
f1 Amazon DocumentDB £ tHA T T ZEHITRIE, AZs

HUEHNZATRAXEHE

AWS Resilience Hub & Amazon DocumentDB # M &8 5 F 2R FERAPEBEFAEREHH RiEF
Z|Ko AZS
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AWS 3 RAriEmE

RN FIIRE

AWS Resilience Hub B E 2B EH N Amazon DocumentDB B M EFH BB FIRB, FHRBAYTE
KWissntE , FETURTFHIRERBIMRUHEZEHLZER,

NAT M3

FEDHH TRET NAT RXHFEREMEN. BX NAT MXHWESEE , S0 NAT MX,
ZAAXEE

AWS Resilience Hub 82 NAT MXRENSZN A REFE AZs. WREHREZRN XigF iR AR

=, IFEEEEAXEHNFFAN NAT Fx. LTFRRXENEM NAT MXBLTRIE , A UHHE
HEESZSNXE AZs.

Amazon Route 53

AE D HIH T FITEXN Amazon Route 53 FFTEREMEIN, XIS Route 53 WEZEE | &
2 5% Route 53 X 1Y,

ZH AXERE

AWS Resilience Hub ##& Amazon Route 53 T EXFIERERBER—XEHEL T ZMNER , UK
XLEBIRRERBEESNBIRD AZs, MREHNEKRERBZXE K , iH AWS Resilience Hub &
Amazon Route 53 HEXFHIEREREESMNXBHRENL , BIMNXBEHESNER , URXLBAHFRED
B Z R AZs,

Amazon M AREFIREZEH 2R (ARC)

I HIE T EHXN L DN ARFIRE R ER (ARC) (ARC) WATEKREMEI ., HX ARC WEZE
B, #HZH ARC X,

Z U AXERE

AWS Resilience Hub RERBEZMNXEHIBE TR LUNERR , HEUFEN ARC R BEIAREER
REXRR  UEXEHMRESETHAENRE . SFEREEA , SN=£HNANE R,
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