adws

T
MRESIRIE

it

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



MEEIRIESE BAFiEm
MEESIRIEE: AFis/E

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




MEEIRIERE AriEE

Table of Contents

IR ettt ettt ettt et e et e e et et e e e et et e et e eteeaeareeeeareens 1
B 1 125 1Ly - TP 1
e = R 2

g2 AL B TSRS 4
£ 2 A TR 4
F N ST L el o TP 6

b=t 28 - RSO TRT 9
e e Bt TP 9

o0 o< s PP 9
BIERTRFITADE ..ottt 10
= - TP 11

7= = TSROSO 13
B e e e e et e e e 13
= 2k 1 TR 13

A BB BB e et et e et e e e e e 14
=g 2t < OO 14
G 1 1 PRSP 14
Pl B = 2= = - /1RO 14
B B ..ot e ettt e et e e et e et e e e et e e et e eae et e eaeeteareeareaaes 16
A FE BRI AWS BRSSELET ...ttt 17
AWS CloudFormationBLE ..........c.oeioueeeeee ettt see et e e e e s reeeteeeteesneeeneeeenee e 17
71K == =3 s TR 17
I FE AWV S BXIB oot 17

S = SRR TRRTRO 20

< OO TT 20
B — DN AWS K S B R o TE R oot 20
BIZE AMAzon EC2 SSH BRI .ot 21
Y v RS OR 21
YU Bz OTeYoTaT1 (o T == Db (= -3 IR 21
R A= BN e (= B v TR 22
BIEIH B ( GOVCIOUD PR ) oottt et ne et 23
2 N < RS OR 23
TESREITRE IR B LDAPS ( TTIE ) oo oo eee oo ee e 24
& O = B O 1 OO 25




MRASIEIAEE RAriEmE

BRI RATE VPO (T3 ) oottt 26

B B TR T R .ottt ettt ettt e, 37
D 1 1 BB T R oottt ettt 41
BB 2 A B R T oo 47

B T T B oottt ettt 49
T AR A B T oottt ettt 49
R R AR B BT ettt et 49

B B T B ettt ettt ettt et e e et e et en et 51
B AV B B B oottt ettt 51
fEF AWS Command LiNe INEITACE ..........oeoeeeeeeeeeeee ettt 51

B BRI AR R TR oottt 51
BHBR AMEZON S8 TR A .ottt 52

B B B T .ottt ettt ettt e et e e e 53
B TR oottt ettt et e e ettt ettt et nen s e ettt et en s nanan, 53
IS 00T |11 o= & i s AT 53

TR R TR oo, 60

FEF TAM BB F MR SSO oottt e e et et e et 68
0SSO B B I Y B A R B oo, 72

0 B P IR B R D .ottt 80

B B8 ettt ettt ettt 81
Bl A CM A S oottt e e e 82

YN g P=Vdo o T O Lo T o VAV (o) s T = SRR 83
BB ETEMIBRILIR . oottt ettt 84
Tl S ST =T VA A 1 | R 88
HEZ =N IAM BB ELTIIE] RES TRIE it e et e e e e eeee e 89

BIZE EC2 Image BUilder LR ..ottt 89
HEZIEE EC2 Image BUilder BRTT ......oveeeeeeeee ettt 93

EiB EC2 Image Builder EETREZRR ..o 96

ELEB Image Builder B REEIE ..o 96

1Z1T Image Builder BIRBEIE .......co oo, 97

TE RES B T B B R oot 97

ZH RES JGIREBETEMITT oo 08

B T B B oot ettt ettt 101
B B B et et e e e e e e e r e e aaaaas 101
N T T Bl oottt ettt et ee e 103
FRARTRITEI AR ..ottt ettt ettt e e 107




MEEIRIERE AriEE

v =R 107
= T e < 0 = OO 108
— BRI B B B ZS DA BZR ettt 109
B/ 015V 2 111
= 112
PRI oottt ettt et et et e et et et et e et enetenea, 113
= SRR 114
L 5 0N 1Y 1) PR 117

L s RO 127
£ =R 130
2y TR 131
2 TR 131

LU FST =] PSR 132

2 RSP RRRROR 133

g (0] [T PP URSPPPP 134
3 RO 145

B oS USROS 162
L= R 164
AMAZON S8 TR A oo, 170
LG Ry S 185
ETST I L= T 185
iz 17 =1 OO RSSO 185
=R i =TSR 186
1T By = PR 187

B B R B R Tl R S ettt ettt ettt et neaaas 188
e g 2NN 1 TR 189
ol T == N 190
g2 35717 8= 1 OO 191
VLI = L = RSSO 197
B2 1 OO 199
R Tl ..ottt ettt et et et et et et et et et et et et e ae et eae et eae et eaeeeere e renns 199
TR B R TED ..ottt ettt ettt et e et e et e et et et et e e et et et e et e e et eae et eneeteaneteaneaenes 200
I R B B ettt ettt ettt et et et et e et e et ene et eaeeteanenns 200
B OO 201

BB BR ST .ottt 202

B BB oottt ettt ettt e e an et ne et e eteaens 202




MEEIRIERE AriEE

L B TR 203
BEBRIITAE .ottt ettt ettt ettt n et 204
LB 2 3 P 205
R o L OO 208

Z L Ol R R = SRR 209
B R Bt 0y e T ) L O 213
WINAOWS DCV THII ..ottt e et e e et eeaen et e e et e eneneeeeenee e 215

B AMAzZon DCV RS B ..ot e e 215

LB U] =Yoo )< 216
=2 11 - TR 218
BABERIAIER ...ttt ettt en st 224

e = R 228

L R 231
INFFASITUCIUIE .ot e e e e e e e e e e e e e e e e e e e e e s 232

= s =TT 233

iz N T2 R 240
BB I R ..o e et e ettt e et e e ete e anes 246
b=t 2 RO 253

D = a1 - P 254

[ 3111 T 257
0 S 311 =11 PR 258

B ] LR LA A R oottt 280
=2 31 PR 282
22 PR 283
= =R 295
...................................................................................................................................................... CCXCVi

Vi



MRASIEIAEE RAriEmE

iR

/A Important

AP IERMEE T Research and Engineering Studio B 2 B MR A4S (2026.06), AWSHE > Z Hi#Y
R, BZH LR IEE,

Research and Engineering Studio (RES) 2 —RAWSEXEFENAR~M , EF IT EEREB IRZE
RN IRMREE-—NATFEITERITEIERTELN Web TFAWS, RES FAFERHT —MNGE—H1]
F,ATENRENELRE , JUHTHRZMR, mRiRit., TEEUIBTFEI> T ITEAR. AR
FERHENAENLAREILEES RES R, ALBMNASRMEIRE.

EERUUSEZ AT EWELIMERZR , R—ABENAFHRAZTRRFHTHE EERATL
HZEBCHRARFR4HR (£ Amazon RERGR AMI ) , £ RES AF /A3 Windows =
Linux EE\RE , HATBIHEXHRATHRMEKE, EERTUIEREFHERNXHERS , HR
FIREXLEI B AFTREHE, EE A AERRNENENREERIRESEAER X A P B B T8 E
BEfR. TR AN BEATEREME , U LEEEEERER. AT ZFRaT RN , BiE&E iR
FECHERBEN RES NFAWAF R,

RES FWEFINEA , ERENETHNARFAMENAWSHIRM .

AIEFBR T Research and Engineering Studio B2 ZERGRAH, HEMIEEBTLUKLT RES
B8] Amazon Web Services (AWS) ZHEE LB, AWS

Thae ML 55

L “HIRETIRIEE" AWS RHEUTIhEE

Web-based AP RE

RES Bt T —1MET Web W1 , EER., ARARMIRII A AER X7 1HRME Rt
MAMIBRIEZE, BIERNIBMELTEERZRAWS KPR F AL AREIAEA RES,
Project-based i &

ERTMB N —AESIEIELHRNR, 7EHRVNEERME. H0ME 2EEENRAHER (8
ERENZLENNARRF ) NIFE#FER , JBR-—FMENEAE. BENEESI AN,

RS 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html

MRASIEIAEE RAriEmE

MEIER

BERMIBMLBEEMBENEMKASMHIIEE , REMNFEXEREREHNNRR .
SRR TLUERE RES WEHIRESH,
ENEEHNETEEMIZHER

EZ£NANSHERNE ZRSEMBHER , FARFNIARLSHS RES NFRILER ,
AERIERAFMBEARRRENTE DENR.

K RIS E BB B 7]
AP REBEEUAELFBARTHEORR | WEET RES FHIEXHRSE., XBHTF

RS BIEEA T Linux KE/IE D% Elastic File System Elastic System LA &% EA F Windows #
Linux S EHIEA T NetApp ONTAP ML &%k FSx,

BN E

ER DA RIRE IR SEPIRE, RAPERNMBERGRENTRER TR, EFERERMT EM]
B o5 ERERRBRAE R E.

MEMRAEE

SEH2AWS BudgetsE|#&HY RES T B A2 BT E R, MREBHAE , WAILRSE VDl
E1:00=E

BEMENX
AHERT AR, HELTHRS TR TEEEAWSH FAENBERE -
A

MR R RES AP RAEN —%s , HaIEXNAFAUEEREEEXHRE,
XHRE

XHRERLTEHIE (BEHHRRE ) RS, CRETHECEANERIRSE  H%E
T MERBUR IR 4.

SREER
AR FE RES A FSEM RES RN ERERA. CEHARREMS AL, NTNeIE

RERMEALTEMEFFEE. TN EMEMEENTEXRERSI S ENR. B8F, @—1
AB{E RES EER , EABURTARNAK,

BafEX 2



MEEIRIERE AriEE

Project

MERNARFAN—NEESX , AEREMITER RIS OR, XETUBRNYBIERNE
B, HBr BT B £EHEM VDI 4.
Project-based X R

Project-based SRR T E A REFES AN TMBNREH , BIEN VDI THNHWEES X, AFNM
BEHEM VDI TN HRNBRBEERBEACRE, LANAF2EANFELRGESNME NG
FIRPR (BB KRR ) o BN, MRAFARRKRERAR , WA R HFEM VDI,

BB B R

RES %R ( VDI, ##% ) WRLAF, SENNRNRTIELEMINNTE, iFEEERS
BLAE(TX R

TEREE

X ET B ER T RNRMABENNTRAR, BENNRNETAHNAEGNIE, AU
RAEHTE BE KR 7 B R,

B

BRI D#HREMEG (AMI) , H RES-specific TBEBE T AFEENH VDI EHEEMEA
BRIERS,
VDI E£#1

ELLREXA (VD) ENAWHE KA BRTERFENBENTERE , NTTBRIEZEANESE
MiBE .

BXRREBEN—SE , BSEAWSHELEX, AWS



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

MRASIREIEE

RAriEmE

ZRFI BRI

AT RS

R

—BEENAAFRRLEE,

ERARANSHE B L™ mFEFIBEATEHF. AWS K/

Admin
—()—
Internet Gatew:
°9
pa
User

EHES Environment Managed

Private Subnet

Regional Services

Trust Zone 3 : 1AM Roles and Policies
@ Public/Private subnet Trust Zone 2 : JWTAWK
TristZone | “Authentication using Coanite | Cluster Manager Module
@ H Identity Provider Module ‘—h {:}
: 3 Web Application
Application Load Balancer g PP @ (\/)
i
e oy (E) e ]
: Amazon Cognito i
_________________________________ ; AWS Certificate  AWS Secrets AWS KMS
0 Manager Manager
Redirect to AWS Lambda |
(Customer AL} R e LR @
5 Metrics Module | {Shared Storage Module
D}D i : ] i Amazon DynamoDB Amazon 53 Amazon
> C\ i : pasy H Route 53
NAT Gateway SAML Token Q } L%
Amazon CouldWatch | i Amazon EFS D )
T f AWS Systems
TrustZone 4 3 VDI Access ; AWS CloudFormation AWS 1AM Manager
eVDI Module H
>
L, VDC Controller [L . . .
-0 r2 AWS
I:I::g L AmazonSQs ~ AmazonSNS o
Network Load Balancer DCV Gateway  DCV Session Management Lambda Virtual feskops @ l_\—\‘ m
----------------- 5 b
{Bastion Host Module,
hastion el AWS Fargate ~ AWS Lambda APl Gateway
:""""""""""J Create Snapshot
iCustomer Managed Resources
: File Systems ‘
! ! Attach File Systems
KA
FSx m FSx,
4 G
Amazon FSx
A s3 A EFS A FSX
mazon for Netapp ONTAP "2 Tor Liretre

M1

AWSEFRMEEIREIH®RE

|Customer Managed Resources |

e



MRASIEIAEE RAriEmE

® Note
AWS CloudFormation# J& 2 MAWS Cloud Development Kit (AWS CDK)¥3:& - &2/,

£ AAWS CloudFormationt#E iR B = mAHFNSLREDT

1. RES AINF ML RAHFUR :
a. AREXTEARRITELRE (eVDi) A4
b. FEARAHF

T 5% M eVDi A4 CloudWatch EUWIEFR.

c. B2 HAH

EERLAER SSH EEIEL FNAMKREERKE EMEN,

2. RES £ NAT MXEHNABE FRPZREHAH., EE R BIT Application Load Balancer (ALB) %
Bastion Host A4 7RI FAR F M,

3. L5 ¥ DynamoDB &R EE B,
4. AWS Certificate Manager(ACM) 3 Application Load Balancer (ALB) 4 B 3 776 .2 HiE

® Note
FATEILAWS Certificate Managerf£ i 3 & #9184 KX AT S E o

5. Amazon Elastic File System (EFS) £ & RKEFIE &AM EMIZHEENA eVDi Linux i LRI
IAN/home X #H R4k,

6. RES {8 Amazon Cognito TEEFSIZE B A “clusteradmin” WHAREISHAF , HFIGEHER KX EE
LZEHERENEFORE i, “clusteradmin” HATFE B X B ZERHB,

7. Amazon Cognito SRHALHWEZN B ZMNAFFHER , ATNREEE,
8. R&XiF AT EE R ARTEN PR R &I 7= M 4 E4H 419 177 B AR

3 5



MRASIEIAEE

RAriEmE

AWSZS = m Y BR S5

AWSHRS

Amazon Elastic Compute
Cloud

Elastic Load Balancing

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWSSystems Manager (%%t
EER)

AWS Lambda

Type

y 5720

Bt

B0

L

RERRITERS , Ak
BROVRERGMB MR 02
REFARH

B, SHEMERM VDI EH
=EARIERFEM Auto
Scaling A9 8/, ELB £
RES F#Hl L F#Ek BT ML

BB
H,\J;ﬁaio

PRA RO mA R EER
VPC HEIEH,

EERAFSHNERK

if, Active Directory Fi F° &R
5% Amazon Cognito A #l
A | LB RR S

A /home X432 F VDI £
MURKEEWABIHRSER
HXHRE,

FREEHRE  SIMAF. &
A, BE. XHREMAHR
Eo

R THIT VDI 2EEE e
SHIX A,

XEFEmInEE , FlIERHR
DynamoDB {HHIRE. /5
3 Active Directory [@% TEi
B, EFNaRIKRM VDl £1F

B,

AWSZ = i F 9 BR S5


https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/vpc/
https://aws.amazon.com/cognito/
https://aws.amazon.com/efs/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/

MESIRIEE

RAriEmE

AWSHRS

Amazon CloudWatch

Amazon Simple Storage

Service

AWS Key Management

Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

T D3 FSx AR

FEATF ONTAP WL 5% FSx
NetApp

Type

*#F

*

X

X

X

X

X

X

X

X

Ak

i B3

FATE Amazon EC2 E#1M
Lambda EREUR ISR FISESN
H&o

R T N5 S ME B/ K
AR = #HI3

ATFXLS# SQS BA
IR DynamoDB RANL D
SNS FB#HITERASINE

RS 1K S B 7 E Active
Directory # , #4 VDI B X
BiEPH

}u_ AR h{/\ I:IBE*J-L%IJ
BRI E LB T R R 5] o

IELBRE X BT A AR
NEGEHRNELEHEA,

BIBESAIIUX GRS
7o

X5 VDI A (FlansEElEs
FMEN ) 2ENERITHEE
:_Eto

5/ Fargate 523,
I BRER IR

RENBHEXHRS
RENBHEXHRS.

AWSH = i@ R B BRSS


https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://aws.amazon.com/route53/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/

FREIRIEE AriEE

AWSHRS Type 1, B

AWS Certificate Manager A% NEWEEFERTEIE
H,

AWS Backup A% 7 Amazon EC2 E£#l. XH#H*
£:#1 DynamoDB 2% 1715
fEo

AWSZS 7= & A BR S5 8


https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/backup/
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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Amazon CloudWatch X N FFE Amazon EC2 EHLA
Lambda B E R IR FSE DY
H&o

Amazon Simple Storage Y FEATENSISHEEHN N

Service AR = HI3X .

AWS Key Management X+ ATFXLSE SQS BA

Service

5, DynamoDB & il &b
SNS FBH1TERSINE



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

W5 TRIES P 4ET
X i & ¥R Region SRR AR BFTARZ (2026.06)
XERL (FEFREL us-east-1 = =
MALER )

EEFRE (B EM us-east-2 = =
)

EZEEI (bmFIE us-west-1 = =
el )

EZEFEIB ( HmEIXIM us-west-2 = =
)

TWA#X (FRE) ap-northeast-1 = =
WA#X (BR) ap-northeast-2 = =
T A# X (KBR ) ap-northeast-3 = =
TWA#X (&X) ap-south-1 = =
0 A X (3 ) ap-southeast-1 = =
TAX (FBE ) ap-southeast-2 = =
0 A X ( FEDDE ) ap-southeast-3 = =
MNEX (HEP) ca-central-1 B =
BN X (EXRE eu-central-1 = =
)

RO X (K= ) eu-south-1 = =
Rt X ( FR= ) eu-west-1 = =
RRMib X (23K ) eu-west-2 = =
Rt X (B3R ) eu-west-3 = =

X#E AWS X3
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East)

AWSGovCloud (US- us-gov-west-1 = =

West)

T AWS X5 19
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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MR IE&E Amazon EC2 SSH Z4AXT , MIAMEIEBR—1N, BXEZEER , 1555 (Amazon EC2 AF
/)Y BHEH Amazon EC2 822 Z4A3T,
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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Name Type &/} value/length B ImHf value/len  Mutable
gth

BEX:aws_r FRE& TRUE

egion

BEMEHEN FHEH TRUE

B E X :passw = TRUE

ord_last_set

B E X :passw = TRUE

ord_max_age

B E X:uid 2 2000200001 4294967294 TRUE
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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RES 1 , X 2&dDisableADJoinS#izFlN . MINBERT , LSBIRER False , XERAE
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FREIRIEE AriEE

i 9 Bl AR https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1i2ft 7 a1 FE YRS K A NXRO =G, BAUBREE SN & H
HATIE R,

BLEFAE VPC ( Ak )

ERREH VPC #EFE Research and Engineering Studio AJif@Z &4 , WHEEALNEHANEEE
Ro BR , FEN RES MEKB T EBEMFERRELKBAR, EEMLE VPC LK RES , £F
FRUT RRE M

FH

o HEZ L SEHIRRE (AMI)
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. AMBEERAER , AEERUEAE,
3. flE EC2 RELERKRAMH

a. ¥TFF EC2 Image Builder #H|& , Mk A https://console.aws.amazon.com//imagebuilder,
b. &EEBRENHRR T, &F “AH" 6 REER “QIEAH,
c. HEREAHTEL ,, WMAUTFEHAEE :

o XNT AHREY ) RER RE
- ETRARFE  BTEE
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4B R AR EMZEWM 1.0.0 FFta,

188 AENAF%E,

d. & “GIBZEAH mEL , & EXXHEAR,

i HEWMAENMHEABRZE , EE— tar.gz XHRX4 URI, ¥ RES #2#H tar.gz X4
HEZIT D S3 7648 , RARNEFHBEEREHIZXHH URI,

i. WMALTEER :
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https://console.aws.amazon.com//imagebuilder
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® Note

AddEnvironmentVariables@ %R , IR EAFFEECEMEMENPEA
BESGMETE |, WA SUS EMIER,
MRBIEFIEBhttp_proxyMhttps_proxyHELXE | NEEFHIX
no_proxyZ ¥R IESEHIERAREREBAEN. KHITEHIE P tatf%
¥ VPC KimT RHARS .

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
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destination:

installation-scripts.tar.gz'

- name: RunInstallScript

ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res-installation-scripts

action:

'/root/bootstrap/res-installation-scripts/res-

- name:

action:
onFailure:

- 'tar -xf res-installation-scripts.tar.gz'
- 'cd scripts/infrastructure-host'
- '/bin/bash install.sh'

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3

inputs:
commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1localhost,
res,{{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
.elb.amazonaws.com,s3.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.

1}

amazonaws.
amazonaws.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com, ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, ssmmessages.

com, kms.

com,secretsmanager.

com, sgs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.
{{ AwWSRegion }}.amazonaws.com,cloudformation.

ELEFAE VPC ( Al )
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{{ AWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion

e. EHEGIRAN,

1},
1}.
1},
1}.

amazonaws.com, sts.

amazonaws.com, application-autoscaling.
amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
amazonaws.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" >> /Jetc/environment

4. B2 Image Builder B 585 o

a. HEOIRREREL, HAURTRAE:

Section

RIEFE

EmiEA

K BIE &

BB SRIR

BRE& & 5

Auto-versioning options

AF%B
BMAESNA, B0 res-

recipe-linux-x86,

A=A, BEM
1.0.0 FF %,

AN AR IR
ERIEERR,

T 55 Linux {41 g1
Linux (RHEL)

RIFE AT (Amazon-m
anaged)

M5k Linux 2 x86, M5
# Linux 2023 x86, 44
Ak Linux 8 x86 R 4L gk
Linux 9 x86

£ F B # A9 o AR ER SRR
$O

MrE AR RFERINRE
o, FERRER EEE
MITRBER SSM KE",

ELEFAE VPC ( Al )
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Section S AF%H

THEER TR FRBRE /root/bootstrap/E # & 2 i
x

4B 14 Ak IR BRHAEEUTHAA :

* Amazon-managed: aws-
cli-version-2-linux

« Amazon-managed: I
5 cloudwatch-agent-|
inux

- AEFRE  ZAIIEN
Amazon EC2 A, EF
BRHim AEHBAAWSKX
o

M= A #F BRAIEE

« Amazon-managed: &
Bz linux
b. EFBIEES.
5. 612 Image Builder EMiZEMEE,

a. EEBRENHER T K6 GREMIENEE.,
b. EHEGIBZEMIREEE.
c. HUEZEMEMEENEL , WANUTAE

Section ¥ RAF%&HE
— A% 14 R & B BWMAELNER , B0 res-
infra-linux-x86,
PO AN AR R o
IAM A& EEZ A BERN 1AM &
&

WEAB VPC (A% ) 5
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Section S8 AF%H
AWSERE R e S il EFE t3.medium,
VPC, TRMZEH ER— N AT EBRIG R
158 Amazon S3 FE /Y

EW, MREBEFEECNERZS
4, MR BAGE A BAT S A
Amazon EC2 ##| & BlE —
N2 4d -

- VPC : BT EMIR
MEEER[E— VPC, It
VPC 2475 ] LA 7] B Bk
Mo

o AYEALI
« XK : SSH
» Source : Custom
« CIDR X3k : 0.0.0,

0/0
d. %“FIEEMREREE,
6. BIEFHH EC2 Image Builder Ei& :

a. RIEBGEE , AEEFEZRAEE.
b. EEEEEFMAEENEL , MAUTAEHERET - :

- EERMM AR

« WTFERITX , FREUK , RFMORLEFIHE AMI BERE | BEEFI
c. E'ZEEFERW MHEL K6 &F “ERIFEE , REWAZEZNR LR, B#ET—F,
d. T “EXNEGLE REL  ERRATERE K RBEEE‘T-F

e. EENEMFEWEENEL , ERFEANEEMRERE K RAERALILENEMENEE
E’g%%o ii?%-lt_io

f. HE'ENSFTRERE WHL , FZRUATRARHITIER
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- BMHREBLASEHEN RES IR TRE — X8 , X RES F e\ EWE 3 &Rtk
ENRB, EARSIMINE , FEMEA EC2 Image Builder ARSS #Y X 13 1 22 fi HH BR

- MREESNMXEIHE RES , JUERVNEFN I A REHENRERMNES XS,
g EELMNERHERIEEE
7. 1217 EC2 Image Builder Ei& :

a. EBRBEET , HIAEREENEE,
b. &EE BE, RELER STEE

ZEEWRFEEARY 45 D8 F — NIt e el AMI R

8. 1B TERKK AMI B9 AMI ID , HFEREH InfrastructureHost AMI S8 iy i A the section called
1: BIFE&E

RE VPC &im T R

EIE RES HEHELRE , AWS REFEHLRIEHAEFW, BUMIRE VPC KimTT SR MEAT
FENHRNR , A RFENFMETREEXES R,

1. MBZHARBEESKRFET R , BIRBAWS REFEAED VPC KigT =50 IR AR 3B 1T
£,

2. ERNMATRAXARE-IREFN,

AWS %5 ARSS B R

App Auto Scaling com.amazonaws. region. NFARRF BN

AWS CloudFormation com.amazonaws. region.cloudfor

Amazon CloudWatch com.amazonaws. region. W5i%

Amazon CloudWatch B& com.amazonaws. region.logs

Amazon DynamoDB com.amazonaws, region.dynamodb ( EEMKLiHT
R)

Amazon EC2 com.amazonaws., region.ec2
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html

FREIRIEE AriEE

AWS AR5 BRS5 B
Amazon ECR com.amazonaws. region.ecr.api

com.amazonaws. region.ecr.dkr

Amazon Elastic File System com.amazonaws, region.elasticfilesyste

Elastic Load Balancing com.amazonaws. region.elasticload bal

Amazon EventBridge com.amazonaws. region. &

Amazon FSx com.amazonaws., region.fsx

AWS Key Management Service com.amazonaws. region.kms

Amazon Kinesis Data Streams com.amazonaws. region.kinesis-streams

AWS Lambda com.amazonaws., region.lambda

Amazon S3 com.amazonaws, region.s3 ( EEfE RES FERIAGIZE

HYR R LR R )

ERBERERRINLZRFEBEEH /N Amazon S3 %
ALiHT Ro 1HSF15F Amazon f& £ 74 IR S5 O L im

AWS Secrets Manager com.amazonaws. region.secretsManag
Amazon # AR com.amazonaws, region.ecs
I 5 SES com.amazonaws, region.email-smtp ( A TAAXATX

¥ : use-1-az2. usel1-az3. usel-azb. uswil-az2, usw2-
az4, apne2-az4, caci1-az3 #l cacl-az4, )

AWS Security Token Service com.amazonaws. region.sts
Amazon SNS com.amazonaws, region.sns
Amazon SQS com.amazonaws. region.sqs
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints

MRSIRIfE FFigR
AWS AR5 BRS5 B
AWS Systems Manager com.amazonaws. region.ec2messages

com.amazonaws. regi on.ssm

com.amazonaws, regi on.ssmmessages

%8 VPC KT QIVER T EEEIRS

ESFZRH VPC KinT RMRSER , BAILE VPC WAB FMPRENRERS /. £/ Identity

Center (FAAWSH G RME , BRUTIREUZEAAREIRETFELBAMFNRIEL RNRENK
EARSS 2R,

1.

EIENAT RES SPEH VPC B FMHF B3I —4 Linux E41,

« Linux }%| — W 3 Linux 2 /I L7k Linux 3

- %Y — x86

o EHIEAH — t2.micro HE S RA

« B&4 — M 0.0.0 FEMWIEwA 3128 LHY TCP, 0/0
EEBRBFILLRERE RS R

a. FTFF nhttp iEHE,
b. REFMFTEHEXFRERESILLTE

- .amazonaws.com ( @A TEARS ) AWS
- .amazoncognito.com ( i&A FIL 5 i# Cognito )
- .awsapps.com ( BF B H )
- signin.aws ( AT &M@ H0 )
- .amazonaws-us-gov.com ( & F Gov Cloud )
c. BB HMERE,
d. BEHBIRERSHR.
e. IBTFRERSHFETHNIKO,
B ESNRABARUAATHRINRNERS .

a. WIEM VPC £F1E , BELRA TEMRBEENM VDI EHH FMAVEER.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

MESI/IEE ArfEm
b. RERBHRUATHEAAEZZIEIETRIPUIENRERSEZSH,
c. NEFHWEFMN (T EHEERN ) NEEBRNITIIRIE. Infrastructure/VDIs

4. BRRERSR EC2 XFNZLE , ABREATFERERS /M IKO LFIT A TCP &
%,

REFME VPC HESHK

EHthe section called “F 1 : Bair=m” , LEEECloudFormationtEiRF i AR LS, BHHLIR
RIGBIZREUTSH , UERINFEBZNENNEEFE VPC A,

S8 Input
InfrastructureHostAMI fEA B2 EM R AMI ID the section

called /& ZEHLES IR (AMI)”,

IsLoadBalancerinternetFacing RE N false,

LoadBalancerSubnets EERE BRI R RFAE F M,
InfrastructureHostSubnets EERE BRI R RFAE F M,
VdiSubnets BEXBEERMNITRNRNLE M.

ClientIP &I LLE R 8 H VPC CIDR A2 iFFRE VPC IP

b3k 1T Ao

HttpProxy T~ http://10.1.2.3:123
HttpsProxy Bl http://10.1.2.3:123
NoProxy ol

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
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e

SIS IR

Input

zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqgs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
,.control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
wS.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation %8I 2EBXM, fZ. &3 B ZFHIEH ( PortalDomainName 1R 2 )

FRBX LA TR BB E = mo
BT AFE AR E 2 Bl T BB 75 AR

ERERTE : KLY 40-90 & &

o B

1. EFK AWS BEIERF|A HITFHF CloudFormation #2H|& , Mt Hhttps://console.aws.amazon.com/

cloudformation,

® Note

BREERANREERKS
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
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2.

EEH PRI ER.

MREEREEA AWS GovCloud it X#1TE8E , iEEER GovCloud 20 X = F /S 3 i 484K ( 4l
m, k4 J AWS GovCloud (US-West) XiF ) o

M ABERSH

/A Important

FAdminPasswordM{ERA AR {EServiceAccountPassword , SAMEEIX LENK = 2 |8

REFELINRELR,

S

DomainName

SubDomain ( GovCloud X
BR )

AdminPassword

MINE

corp.res.com

i BA

BT ExBERNE. RIAER
ERESISAPHLDIFX#4
RIZEEY, MREAEREHRRIA
A, BEZEREZARIA
B, EENZE , BEHMHE
H—PEMMLDIFN 4, X
FEESHTED EFMNEE
PTi,

MA@ XE , WSHEAE
K , 18X F GovCloud X

mREEH SubDomain , N
SBFEL DomainName 1214
WS REIR. RHENTESNE
FEEFEAFEHE.

EHERERANZER (AR
HAdmin) . LWAFREDLR
SIS ERTEES B ol
W, ZETRER.

BIEAEDE IR
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https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fs3.amazonaws.com%2Faws-hpc-recipes%2Fmain%2Frecipes%2Fres%2Fres_demo_env%2Fassets%2Fbi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

MEEIRIERE AriEE
S HiIAE L)

ServiceAccountPassword

=R

BE  KFERHBAATUR
(1) EXARZB, (2) AKXt
B AWS Z4AH ARN,
key/value {"passwor
d":"somepassword"}

AE AP NEBLIR R
A ctive Directory Y /58 %
HEXR,

AT RIERS kS8
(ReadOnlyUser ). LtIKF
RATES.

BE  KFERHBAATUR
(1) EXARZEB, (2) Bt
BINE AWS 2408 ARN,
key/value {"passwor
d":"somepassword"}

AE AN EBLIURZ
A ctive Directory B9 %8 8 Z&
MER,

£/ SSH & imE EE K
Bl

AEE : AWS Systems
Manager &% & 85 7] A
F i Al,
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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S

Idifs3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

BINE

aws-hpc-recipes/ma
in/recipes/res/res
_demo_env/assets/r
es.ldif

res-[environment
name ]

458

EEHERRENSISMER
& AH LDIF 3X## Amazon
SI R, BEXEZEERE B
Z#) LDIF Supp ort, ZSH
FAER — DX, ZXHA
EEHEZRPUESIAF,

EBEFZH , FSRPREM
B res.|dif X4, GitHub

B MNFIE MR 1P
Mk, HlEn | BETLAER
BHCW IP it , REEH

{X [IPADDRESS]/32 RiF=x
M TIER, EBAILESER
EFHHAR,

ARSI R AR ES) B
FEETRNBRRR, Ax
B ERMRIIRNEER , 1B
SHERE-EENERY
Ko

MmREHPortalDom
ainName 7 , MItSEHAT
NERNBHARMTE | UE
AUERRERERATCN]. X
FEEESHE RES #ikaIER
WEnvironmentName
FMCE, MBEERBLEMKS R
ELZNRE |, NZHELT =
HE—8,
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

MRASIEIAEE RAriEmE

S ZRIAE 5t B3

PortalDomainName 31 F GovCloud Z& , {574
ASH, ETPMZAREL
REMEE F I IEM,

ZIKk F° £ Amazon Route

53 HHEE., MRRMET
XA, M &K — N
PRBAXHIHHHE LEE
AWS Secrets Manager,
REeEEaCSNEBRFES ,
NEnvironmentName ®J3A
FHSHBMEZ=E,

4. WINHEERPHFIEEIRE , RFIER G MK,
SWA . BHER
BRAT RN DD U AR B @A HEIBEI GRS

REETE 1 KLY 60 2%

BA LU T &% 7 R CloudFormation #1x , RAEB#HITHE,

MR EE AWS GovCloud (US-West) RERE , A LLER,

res-stack-E A L ERB = mAMATERBKRA Y. RIAEEIE RES ZHKRNF AR, B GiHE
o

@ Note

AWS CloudFormation &iR=ZM AWS Cloud Development Kit (AWS CDK) (AWS CDK) #Ji& /
BRI,

% AWS CloudFormation #R1E AWS FEEB THREIRZI®HZE, AWS CloudE B3tk 28l |, &
RATUHE B Jo RS o
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

MRASIEIAEE RAriEmE

1. BF AWS BEE#EH|E HITH CloudFormation %14 , Mk https://console.aws.amazon.com/
cloudformation,

2. BEHER.

E 1 AWS GovCloud (US-West) FEE |, &5 30 LLER.

3. BUABAT , ZEREXER (FERILMILE ) XEEs, EXEAEMiIEII~m AWS X
B, EEAES A SRR XENRERS.

® Note
A= mfEA Amazon Cognito IR% , BB B HIFMERSEHATH. AWS KIFEXRIMER]
FA Amazon Cognito AWS XiF Myt 5 Kb m. BXZE XMW AIAYE , F5
FAWS XigFra RS 55k

4. E'SH T ERRFRERNSHARBERERTER. NRELFTAIABRER , WATR
FESNER AR HEAR B9 Bl AT R P R BIX E S

S8 2RIAE 1%, BA
EnvironmentName <res-demo> 4{RH) RES g — /N —

HWEZ , Ures-FFk , T8
=11 NFER, FBEEKREF
&,

AdministratorEmail ERFmRENAFE
FHBEt, R Active
Directory £ S B FREM K
W, BEF Pk B LA FE 2 B R B
B (&E2%mRE) AR,

InfrastructureHostAMI ami-[numbers or ( ik ) B URERATRRE
letters only] Erig e ENE B E X AMI

ID, BEIZFHBRERG R
5#h Linux 2, 5@k Linux
2023, RHEL8, RHEL9, W
indows Server 2019 1 2022
(x86) A% Windows 10 #1
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fresearch-engineering-studio-us-east-1.s3.amazonaws.com%2Freleases%2Flatest%2FResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

IsLoadBalancerinternetFacin
g

IDo

1% true BREHE M BB B
NEIERSR (AR ERTFE
REFM) . W TEERF
EBERMIGRINERE | HEF
false,

HRETRIHS FF- 15T

S8 RIAE 5 B3
M, BREZER , BSH
A% T DB LIRS (AMI).

SSHKeyPair B EEEMREENN A
pair,

ClientlP X.X.Xo 0/24 Fx.x.xo ATREERENEREN IP

0/32 MWht I EES. B LAEEE

ClientlpCidr [E#1TE#,

ClientPrefixList ( Tk ) AAFEEHE
Web Ul #1 SSH #t A2 F
HE IP REEETRII&,

IAMPermissionBoundary ( {ik ) B LURRMIEE R
ARN , Z KB /ER PR
S INZI1E RES FBIZEHFT
Ak, BXEZER , F5
7 2B B EXRBR,

IAMResourcePrefix ( A& ) MAT RES 35
EWN IAM BRIEIR- , B
T8 12 NEF.

IAMResourcePath / ( A1 ) AT RES HEH
EH IAM FBREVERE , Tk
MERBER/,

Vpcld FMEEPZIHEHIH VPC B

S| BIEm
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RAriEmE

S MINE

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName corp.res.com

ADShortName corp

LDAP it DC=corp,DC=res,DC=
com

LDAP E#ZM it

458

EFRENTHAXFEREEDH
MW, AEBERFEEF
Bal. XTREZREEKM
FIREE | FIERLE M,

NTHREHRERMAIEE
BFRELE M. MRAEH
IR BB TR L | Hik
BB EtI At

EFRENTAXFEREEDH
MREFW , ERREENF
EHPE3. MRAIMEH
REETHANULE | HEEFERT
BERENAHF.

ERENTAXFEREDH
MNAEFW , VDI EBIFEH
HES, HRINERM 45 Ak
BTAAMNALE , BEEREE
BIEA M,

wmH EENE. ETEES]
P A PEL .

JED B R EIR. XA
NetBIOS %*’T\o

LDAP EIR & H 15 @ B Aty
LDAP &%,

¥[8 Active Directory EHLAR
LM EA [dap://BE. W
RIEFEHERINAD HIET
Bai A AR , MR LAfE A

ldap: //corp.res.coms

SR BHTR

44



MRASIEIAEE

RAriEmE

S MINE

ServiceAccountCred
entialsSecretArn

UsersOU

GroupSOU

SudoersGroupName ENEER

TENES

DomainTLSCertifica
teSecretARN

EnableLdaplDMapping

% A AdJoin False

458

RHE—1WHE ARN , HE4
& Active Directory ARZ i =
AFHARZMZRD , XA
RAF#A : BBX . key/value

AD RVAE LR Bf , HRERE
SR ER.

AD R TRERDZHEER
PLBLY,

HE K BERERNNZFHEER
sudo RN PRFE RES L
BEEEERGRNRNE R
e

SEHIF ALY AD 9414
.

( LDAPS Jy 24810 ) 2415
TLS iIEBH4 ARN LB E
AD # TLS &Ef§. MR T
F LDAPS , N&z=,

#E UID # GID /s =
SSSD £ pkty , B2 EA AD
RENOKT, WWRMEH SSSD
£ RH UID # GID , M&E
7 True , MREA AD 214
B UID # GID , Mi&EH
False, EAZHIERT , Ik
SEBIRE RN True,

ERLIE Linux MDA B F
i, FERN True. BN ,
BRBERINRE Falseo

SR BHTR
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S

ServiceAccountUserDN

SharedHomeFilesystemID

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

BINE

458

BB R RRERS KA
FHEY R 2 #EFR (DN)o

AT Linux VDI EHHNHZEE
MXHREH EFS ID,

(‘AT ) N7 P us R A Y 35
, AT HREH Web #5512
g,

(A& ) I ML ERARFE
BAREH VDI o R ek
%,

( W& ) ERARRIARER ,
FmENENARFRREER
amazonaws.com H T, &7]
DEZENEE TREFmRS
. MREIET BHNIBE
B, X2 AEERN , #E
A] LATEres-bidEtk By 5 i P 3K
FER, MRBEENRN Web
BRARFERIES , HSRE
BEiEmM.

( @ik ) It ARN B4R 6% 8
B9 717 B 2 3 B A 2 SEE
B, MRERBHABERIE
E TR EHE , WA LAE res-
bi #4X#Y Outputs I+ T
KEZE,

S| BIEm
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5.

6.

S

PrivateKeySecretARNforVDI

CognitoUserPoolld

CognitoUserPoolDomainUrl

BINE

458

( 'k ) It ARN B4A1F6(]
FRSIEBHFH. MRER
B AAEBRFIRE T I
B , WA LATE res-bi LAY
Outputs &I+ T &% FZE-

ATRPAEF S HRIEN
Cognito AP, MR KREE
Cognito APt , RES R 2k
AR —1,

AT HREZEFEH Cognito AF
M, EENSARELLS
. CognitoUserPoollId

£ “BLEMARIET - “PRE-TE” T, RINENA T RES SEMWARMIFE (RBEX ) . IFER
tANameMres:* , A RES RE , TREAERZZR4A,

1%£$F Create stack ( B|ZEH#k ) AZEB K,

BT LLTE AWS CloudFormation 2 #| & “RA” 5| EFHRARS. K9 60 o8E , BFHKE
CREATE_COMPLETE R%&.

A

Important

AR BB F1E %D infrastructure/VDI £ 4.

E2L5  EREF

EENKF PRI~ mERE , S2RI —HI2ENERENE TR, EAZ URL BRENIKSH
NEMAFEETEZE,
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[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q  Tell me what you want to do
1 as =t - ¥
S lgnere m = 51 & [ Gvesing M asana — To Manager 1] Braies & EE FD a-é OFind A)) ()\
B Team Email ~ Dane (3 OneNote ™ Related
dunke~ Delete Archive  Reply Reply Forward oy e it G 21| Move Mark Categorize Follow | Translate Read | Zoom
© Al 4 teply & Delete reate New « [BAdions~ | Unesd ~  Up~ - Select~ | Aloud
Delete Respond Quick Steps [ Move Tags & Editing Speech | Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
. : Rept % Reply All Forward
no-reply@verificationemail.com 3 Reply © Reply 7 Fomwar
7 [ Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb. com

RES Environment Admin

BRBRE , BULUE Web NPFAEEIREEREE SSO =R, BXPEENEEREE , HS
IEO EEEEEEE , clusteradminiX 2 — breakglass K , #RET LA ERAIET B H HiX LI
PEAFSBENARE , ETENES S E’-FM*HEBEEE%B%%EO

25 BRER
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MESI/IEE AFiEmE
B m

Research and Engineering Studio (RES) BRI EFH MmN AL , XA THRAEHEETEETHMER
IREEH,

RES £ AET BMNRAZEF TR, EBRAEAFONMAD , RERAELERFNFIS. 5
W, M7 2024.01 F 2024 F 1 BEERNEEMA RS ; B4 2024.01.01 B ZRAAREMRAE#o

ES}
- EERAERH
« REREEH

EERAEF

Research and Engineering Studio £ ARBRZIHMUFIR RES IMETEBIHZHEAE , MF2EXE
WIRRIRE, AR ABRZE , BT LU A IR SR i M i SRR R B,

BEEARIRAN RES BEFENIME |, FHITUTERE

1. RIEIBIHSRRIIRIR, 1§ZHMthe section called “BIERER",

2. FEAFREEFRIE RES, iHZHthe section called “FB]R 1 : B3I~ m"
3. FREBENATEMIFE, 1§ HMthe section called “Ri AR,

4. WIFFMEHIECRINTBIFIAE,

IXRERRAEFT

/A Warning
M RES 7 2025.06 A% F 2025.06.01 EEFEAZIE. TEZRAEERH

NTF RES WREMAEH , FREEHNRE., BLUELEFRINER RES #4k CloudFormation 4k
KREMZMKR, EHBEFH 28, BEPKREZ CloudFormation Bl RES FERIMA, #RAIAERR
RV FF KBRS,

{5140 : "Description": "RES_2024.1"

EERAERR 49



FREIRIEE AriEE

ERTRERKNER , FHRITUATRAE

TP TEHEHFH CloudFormation #4ixthe section called “FE 1 : Bz~ @

$TFF CloudFormation #2#I14& , Pt R https://console.aws.amazon.com/cloudformation,
TP | W HEREHEK. ENZERA<stack-name>,

EEEH

R B EER

Xt F Template source(EHRKIR) , & Upload a template file( L EAE MR H),
RIS IR T RENR,

EEEHKFAEEL  EBT—F. EXFEFSH

EERE#RIET L  EBT—%,

10. £ “&&<stack-name>” # | EF “EBR,

© © N o g bk~ w0 Db =

RERAEH 50


https://console.aws.amazon.com/cloudformation/

MESI/IEE AFiEmE
EH & ™ m

RATAEA AWS BB & SHEE AWS 7= @ L # Research and Engineering Studio AWS
Command Line Interface. #2470 5 2 il BR it 7= i 01 22 9L B #h {5 2 77 4%& AR 55 (Amazon S3) 71
. MRLERBEENOBIE , A= mF2B3MBER < EnvironmentName >-shared-storage-shared-
storage-shared-storage-shared-

EA AWS ERZGH A

1. &% AWS CloudFormation 24l &,
2. EMKRTEL | &R RN &K,
3. IEERMIER

£ AWS Command Line Interface

¥§E AWS Command Line Interface (AWS CLI) E NN EFRETH, BXLEHA | 5
3 (AWS CLI FIf#ER) AWS Command Line Interface AR, BN RBEMEXENEER
kP ARECERENEEAKFE , BTUT®HS. AWS CLI

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

MR EFHELZEA

/A Warning
BRUABERT , ZFmeRBLEXHRS , B LEBESEAER, NREEFEMRZ S HMKE
HXHRS , NRBEXEREFNAEBREDRFEKAMER. RMNBURZHHBEIRBEE
MoBmEFNERA,

1. BF AWS EEEFH A HITH Amazon EFS #£F|A , Wik R https://console.aws.amazon.com/
efs/o

2. MIBREZREXMIFTE X REK<RES-stack-name>-shared-storage-security-group. |
E, BANHXENHEREEFTIES S —NRESAREFHIE.

£ AWS EEEZEF A 51


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/

MEEIRIERE AriEE

3. EF AWS BEEHES HITFF Amazon EC2 #2#|E& , Wik Jhttps://console.aws.amazon.com/
ec2/o

4. MBR <RES-stack-name>-shared-storage-security-group.

I ER Amazon S3 FiE 4

WMREREMER AWS CloudFormation ## AR ILBIEEAE X |, Wiz RECE RN RE ™ m o2
Amazon S3 FfH ( A TEMEXEHTHE ) . HETmE , MREFFERZHRE , WTUFI)
BRI S3 FEME, BIRLLT SEMIBR Amazon S3 7M.

R AWS BEEEG|A HITH Amazon S3 #B&|E& , Mt Jhttps://console.aws.amazon.com/s3/,
ESMBERPERTFHER.

¥ % S stack-name 3 ZfE @,

EFES Amazon S3 FEE , RFIERBERE., BUIEZEZB N EHRR.

%EF S3 FiERE , AEERRIER,

o M w0 bnhp =

EFEAMBR S3 F#EME AWS CLI , FETUTHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
Z--force TRBFZFHEBPIHNANR,

MIB& Amazon S3 & 52


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/

FREIRIEE AriEE

BoEEr

AEEBEMAFRIXBHRTHBBEES , RHANAEAWSF R LB - S EFHNSHRSIRIEE
Lo

F&

- SHERE

- Bl FIEE

o BIE ACM iEH

- Amazon CloudWatch B&
s REAENN R
 BEiE RES-ready AMI

- & RES FiREBENEA

BEOEE

WREIREIEZTUFEAEMARFS SAML 2.0 FrEN 5 H1REE, EH Amazon Cognito £ 44
AFPBER, ATHAFER Cognito AR &M@ &P MMEHMET Linux B VDI, E&5H, REI S
Cognito AP MR EFERANERIREE RES SHitXIEA IAM FHH0 , BSEER IAM SHFP0RE
BB (SS0), MREBEHCSHAE SAML 2.0 FREN SRR MRS |, BSHNE LB (SSO) BE
B0 5 HREE,

£

» ZEW ¥ Cognito A

- EHEXRES

. EA 1AM B ROEE S SBF (SSO)
- NEREF (SSO) BELN S IRMR
- FAFPREED

RIET S# Cognito AP

MRS IR IER (RES) AFEN Amazon Cognito B A AHLAF B K. XA YFRAF A Amazon
Cognito A B/ &P ML Linux-based VDI, B R A AMFERHAWSEFHIAFH csv XHFZA

SHEE 53
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AFRSARFPt,. BXHEAFPSANEZENE , EZ Amazon Cognito FF R EIEREHPHIM CSV X
HRAFSARF, RES X#RE A Amazon Cognito-based R4 F B &M SSO,

BRI E

EN RES BER , EfF RES BB E N FE A Amazon Cognito ENAFER , BESNEERE L
P E A Amazon Cognito E R AF B REZFH , ZTTHEH UM ‘SREEE” THIFH. BEATAFBITE
fit | BER—TNE LA F 8 BEMRE.

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

@mbe®©

A F up/sign BFZRE

WREATAFBEEM , MA@ AR REEN Web NARFH URL, EHE , AFSKRE—1MNE
o, LEEE “ETRAF 2 BXEEM.

I 5% Cognito &A1& E 54


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

WREIBRIHEE

RriEmE

EEETRAS AR ? FIAEARRERE A6 B Fap A M= L2 K,

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

T 3% Cognito & 131& &
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RriEmE

Create account

Email

[ )

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

FEREMREN 32 , REFER P 5 A B FoR 4P I B A9 30 IERD BASE BOE AT 72

T 3% Cognito & 131& &
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RriEmE

Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MREZATBEM , WAFPNERR EMEERE., B8 A MIIE RES 248 Amazon Cognito &
AF. (&2 Amazon Cognito F X BIEEHPHWUEER SHAIERFKS,, )

T 3% Cognito & 131& &

57


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

MrEIRIEE AriEE

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BRI HEIED

MERRFERE A SSO M Amazon Cognito , & HIM—MEALLR SSO BFRMED, HAF R HIZEDR
i, ERQFMUMNEREREHE SSO BFXNHE. BMIAERT , l1RE A Amazon Cognito , W A~
FA Amazon Cognito 31T & %1,

T 53 Cognito &3 i% & 58
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

£93R

« ##) Amazon Cognito HEHBMRZAUNBEAN TR | REZIEFH,
« Amazon Cognito A A FERARA AP B MEE{EE A T E Y B F i 4t

- MERERE A Active Directory 1 Amazon Cognito , # BERXZERNBAFEEE , WRAAFES B
FAF#TEHRIE, B8 A RNREEEE%E Amazon Cognito REES B Rz BEEEENAF
Fo

« BT RES 7% Window Windows-based s SEHIHIL &k Cognito-based H A HIE , At AW
Cognito AP /&3 VDI,

I 5% Cognito &A1& E 59



MEEIRIERE AriEE

Amazon Cognito AFWEERA

BRINBERT , RES #Fadmins4AA MY Cognito AR EE R NR, EFAFAME Cognito admins &
B, FRITUTRE

1. SME Amazon Cognito ##l& , RE%EFEAT RES WIERAF .,

2. SMEIAPREE" THW BA" RAREE CIERA".

3. HEOIEBANEMBEAEZNTP , Wi Aadmins,

4. EFELEMNadminsF A , RABEEFFAFBMEZFH LR Cognito AR,

5. REUTIRFIIREZ Cognito @F. BF

R IE 2 Amazon Cognito & , W iINEadmins B4 8 A PR BEE R R,
EiE7

RES &/ it #&FEEKIEEFES Amazon Cognito PR MBAGFEERAY ., FAET “EER” ANA
FERFIE R VDI 3RS sudo R,

WA LA Lambda 26| & FFEFRES.
FHEHEIIRE :

1. 3TH Lambda #Z2&l&.

2. 1% Cognito A% Lambda, Bt Lambda BEL T mBLE..
{RES_ENVIRONMENT_NAME}_cognito-sync-lambda

3. EE M,
4. ENHBHEHDP , ZRALANNREE, SHAEXBRATKEE,

Cognito IR £ EEEM

£ 202412 lxA 2w , BRIAB B T 4R Amazon Cognito Plus it XIZhEE— 2089 B FiERNid 5. KIh
BEENEHESBHMBER , UEAEERA RESHEFTERE. BULURESEEHMEALtThee , X
SERALONZRERERET -

mal B EEL

B B EREL 60


https://console.aws.amazon.com/cognito/home
https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

WREIBRIHEE

RriEmE

E AT EC

ELZEIREYF , FIEEEZE S (AD) #<MAWS CloudFormationZ# &8 =2 A iE#Y o

Active Directory details - Optional
ActiveDirectoryName - Optional

Please provide the Fully Qualified Domain Mame (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional
Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, de=developer,de=res,de=hpc,de=aws,de=dev

[ Enter String

LDAPConnectionURI - Optional

Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional
Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional

Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optienal
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sude in your active directory

[ Enter String

ComputersOU - Optional

Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidMumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional
Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

B ERES
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RAriEmE

N TFziTetRENEAZEH ARN (B
|, ServiceAccountCredentialsSecretArnZDomainTLSCertificateSecretArn) , B
MEZAFRIMUATIRE |, LUE RES SREZIZEHAENR

« # : res:EnvironmentName , {§ : <your RES environment name>

« % : res:ModuleName , ff : directoryservice

1P P SE R VAR AD BREBEEHEBRE T —RFE/ SRF ( 8/ 6t ) MEBE3H3RE. AFEERAD

BESWRFEEMNEE SSO (Hlan , mRMIIIREIEMAD) .

REERE , EERATUESHEERNE T RES Web TP HhEEH4E AD B E :

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
QU=Users,QU=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups Filter

Enable LDAP ID Mapping
true

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co
m

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 3/5/2025, 3:01:16 PM

LDAP Base
de=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-east-
1:905418417732:secret:CredentialsSecret-res-deploy-
RESExternal-GZBJSY]BLAW4-DirectoryService-1TAUMFPSAPKVEE-
TvYM7Q

Groups OU
0OU=Users,0U=RES,0OU=CORP,DC=corp,DC=res,DC=com

Computers OU
OuU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Domain TLS Certificate Secret ARN

B ERES
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

{ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:eu-north-1:546055777237:secret:CredentialsSecret-bi-sw ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

@ Automatically join Active Directory
Automatically joins Windows and Linux VDIs to your directory domain during launch.
Windows instances require domain joining to launch successfully. If you disable this setting,
you must implement custom domain-join logic in your Windows instance launch scripts.
Linux instances can launch with or without domain joining.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings

B ERES 63
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B3 MASES B &

EERAALEE ‘B3 A Active Directory” i% & , LA %] VDI B EiEM B ZEMAITH

e
Sid

LEIEIN :

- BEA-BzHE B3 Windows F Linux VDI il A &8 B &8,

- EERA-XABIIMAER, TIEREMASE , Linux SKBGIERAT LS8N, Windows SKHIFE A S
RRAED  AUERAMFNEEAELBIMATFESHMAZE,

/A Important
MREZERAWIRE , TRIEER Windows R HEXNEHHARE S L EMNEHMAEE,

i i SR A

EERAWLER R/ EER M BFARILR RTFEERSNAFSEE. kR gugTE LDAP
Tk ERiE R, TIERRAIMT -

(sAMAccountname=<user>)

BEMN SSSD Z#

EERATLIRMEE SSSD SHAMENBEXNFH | DIEAERSH LA SSSD BLEX
#[domain_type/DOMAIN_NAME]&B% . RES £ B3R A SSSD £ , coaTEEH =V LEFHZ
SSSD R H Atk AD RS HE,

—LEENNBEN SSSD RER :

« enumerate-REN “‘rue” AREFBEZRFFIHNAEAFMNERE. ZEANINETESHFERAFEX
BERWEER

« ldap_id_mapping-i®EN “true” LAfF LDAP/AD FAF FMEH4A ID ST Linux R4 LA UID M
GID, BHAMIEER LIRS 5IMA POSIX MAMMN ARRFHREM,

BXx SSSD BEXHrHZEEMR , iS4 Linux FM R, SSSD
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https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/

MESIRIEE AriEE

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

= )

C Add Parameter )

SSSD SHMEMME RES SSSD BERE , AR

+ id_providerm RES AZRE , TBE R,

« AD HBx<EE ( 2
$E1dap_urildap_search_base, ldap_default_bind_dn#l ) ldap_default_authtok=
RIEREMNEM AD BREREN , TEEBR.

AT RHIE A SSSD HEM XA A :

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )
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ET HE LR B FHBAFERT ( MR 2025.09 RESRA )

R Active Directory AP Fif4Fitt EE R , EERAAUFBE2 AD @AF , HEEFHF T —XM
EM AD B , MRERERFFHRLS 2 RES,

MAFFHEHHFIER D ( MrAS 2025.03 RESEA )

SRESHEBETE , RS A ctive Directory I B85 LR “F3h AD BEL” R4 , REfA AD E

&,

Active Directory Domain .~

.

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

EFILIEEHITH AD @S ,

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=

res,DC=com

Domain TLS Certificate Secret ARN

B 7E Ac tive Directory H A% “/F1t AD @5 &4,
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>

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,OU=Users,0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

#&83E R LATE Act ive Directory BB HEF AD RIL RS M EFE L 8d[HE,

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p,.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

B ERES
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WA FzhE1TEZ ( lRAS 2024.12 F1 2024.12.01)

Active Directory AIZ SR ENSEHEESREMBEENEBIGEN — AL S#HEMEREFRS
(ECS) %, Bt/ NIIEIT—IR , B <res-environment-name>-ad-sync-
clusterf& TH Amazon ECS ##|& H KB EEZ1TH ECS £%-

EFYEIE , FHITUTERE

1. M%) Lambda 5 & HIERBZNM lambda, <res-environment>-scheduled-ad-sync
2. $TFF Lambda B %k , AEFHEIM R
3. TEEH4 JSON FHALUTAE :

{
"detail-type": "Scheduled Event"

}
4. RN,
5. & - H&4H CloudWatch— TEEFIEEEZE1TH AD Sync EFFH BE/<environment-name>/
ad-sync, BHEIESNELEZTHW ECSESHAEE, EBRREFHN , EFEHE

® Note

. MREER AD SEERM AD 3888 , RES MHEBHIEENSHRMFAF |, HMPBRH
ERESEFBESEE LDAP EXRZz=ETBHWAF,,

- RES BEBREI ST EAETMBANATNEHL, Eit RES FAFMNEFBER , BTRFEMN
I B PR,

SSO Eti&

READBESR , AR XIIREEA Sign-On (SSO) FHELL AD AP B EF RES 17, SSO EE
ENEARE THBEEFNSHEENH., ARXRESSONESER , BFEHEHEE,

£/ 1AM 4P 0IRE $ [RE 5 (SSO)

MR IE R 10 OIEZEFEE Active Directory , BMFRIE 1 . EEEHH L. NMREBEF
FHHOERER Active Directory EEE—iE , EMIFIHRE 2 &5 : Connect EEF FHH Do

f£R IAM & 3 F/0IRE SSO 68


https://console.aws.amazon.com/lambda

MEEIRIERE AriEE

® Note

MREZILEB R EA GovCloud X1 , i51EZFE Research and Engineering Studio BJAWS
GovCloud (US)% Xk = Hi%E SSO,

S| BEF PO
/8 A 1AM Identity Center

1. &3 AWS ldentity and Access Management 2 &| & .

2 *Tﬁ%ﬁqqltl\o
3. EEEBH.
4. %E# “BRAAR” AWS Organizations,
5. IRIBUKEE,
(@ Note

BREMENXEEREED B ZAENXEAE.

& IAM S/ EZRIREESBE R
/B A 1AM Identity Center 5 , BERKA THENRES R

1. ESMERT , BFRRE,

2. EHBHXRFE T, &R BE  RRER ERXFHRE
3. EUHEER T, EBEMER,

4., HEET—%,

5. EREENEIEBWIAEACCEPTHH A,

6. EBREXRFMIF.

AP MEARD 2 56550

PN ERTERE , FHIA - FZENBEIAEE, F IAM S5 P 0ERIEEEDE R

f£R IAM & 3 F/0IRE SSO 69


https://console.aws.amazon.com/iam

MEEIRIERE AriEE

1. HEBINEED &% BasSXiRE

2. EEEEMMRHT  AET-F.

3. HEAFHIT, WABRRSHAS,

4. IEFRD.

5. &ET—F,

6. BEEENENR , AREEREFEE.

7. BSSBRAREFE/LSH. IRERIBXRAFREBSIHNESEE , FERRERS,
BRAF

1. MEEREE AP
2. EBRENHEHBRABEMERNAS
3. &R ‘BRRAFERKER".

2 2 &5 : Connect iE 2 549
E IAM B 0REN AR

1. $TFF IAM Identity Center #2#| &,

EERENARRF.

EERARMBARR.

FRE RIFRET , B BEERENNARRE
ENARFEET , &% SAML 2.0,

EET—%,

RMALEERANE REHRAHER,

IAM SRR OTHET , £% 1AM H40 50 SAML TBEX I 5EE, E£FA RES [P ERE
IAM S3HOE , BRFEEEXA,

9. E‘NAEFEM T, WAZHWRARFER URL, flf <your-portal-domain>/sso.
10. £ “RIFAFEF ACSURL” T , i AKE RES NFWEEM URL, EHREX/ :

©® N o o & w0 DN

a. ENREEET , EFENRE.
b. %E#& “‘BMHRMRE ETF,
c. 1& “BA T Sign-On , & HwE SAML EE [0 Mt

A IAM B3 0EE SSO 70


https://console.aws.amazon.com/singlesignon/

MRASIEIAEE RAriEmE

1. &£ “‘NARRF SAML 2" T , # A Amazon Cognito URN,

EOEBRE , FHITUTERE

a. TERESIIFH , ITH “EHRE,
b. E “‘BHEME EWMFT , HKBAFM D,
c. FHAFMIDAMBILUTERS :

urn:amazon:cognito:sp:<user_pool_id>

12. %A Amazon Cognito URN J§ , &R ER.

NN ARFEERE R

—

ESHHLH , THEZNENNAREFNIFAER,

ERRE , RARERREBREMRS,

EETT , WA ${user:email}.

£ A& T, &R B FERAF b,

RN INET R MRS,

ENABRFHAFEMT , @A BFH4,

£ IAM Identity Center FIRF ZIWWFRBERAFBEHET , BiA${user:email},
R T, WA KREE

ERREFER,

© ©® N o g bk~ 0D

£ IAM & 43 Fh /0 e R AR A i A

1. 7E |dentity Center 1 , RIRRIZMRARFH A SEOAF , AREERSEAF,
2. “RESHENARFIHENENAF,
3. &EFE pEAF,

# RES HMREHIRE IAM &5 H 0

1. & “MIREIBRIAEE HEF , £ HREE T, {17 ‘SHEE
2. T “BA T Sign-On , &8 “wE" (& RE" FiL) .

3. HERBHEBLTER:

A 1AM &5 F L RE SSO -



MREIRIEE A&
a. %&#F SAML,
b. & “REEEHN T, WARAFPKEFNENR.
c. ERMATEIENIKR URL,
d. WALEHEESH URL £ IAM SHH0EBERARER.
e. T “RUFMBFEHEELE" T, WA BFEHE",
f. BEERREX.
4. RIFTHARERSEEERINEEH.

NE KRB RK (SSO) B ELH F DR

Research and Engineering Studio S4E/f] SAML 2.0 SR HEER , LURIEAF X RES [/ X &
SR T SEEEREN SAML 2.0 S A REEERNIES. WRETEER IAM B4H0 , FSHAE
A IAM S0 B E R EF (SSO).

® Note

£ IDP SAML S # Active Directory 1 , Fi P B BB FHB4F ittt AN T, BEEFEN 54
RIHE 5 Active Directory iE##ER , HEHRZ AP,

- BELNSHIRHES

- F¥ RES BEENERALZHN T HIRMERE
- EIFEFHREFRELN SRS
- @it SAML IdP [B) &

BB S SRR
TR T £ RES Amazon Cognito At HVE BB E & 1 IR D IR,

1. RES RiZ&EE —NAD (AWS HE AD HBEEBEEZEAD ) , HAFSM AT R RESTFAMmE. F
B AD EEFZNSMRSREEEHRBLSAHF G, FEFLNSHIREEHY , THROME
I8N AD MRS B &4, Bl , B2 (AWS IAM Identity Center AP 38R) HHIEA Active
Directory 8 & %R

7 SSO ELEZM F 13 RIERS 72


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

MRASIEIAEE

RAriEmE

2. EEM S HREE (IdP) 7 RES ElE SAML 2.0 NFAREF. WEREFEUTSH

« SAML EERMit — &K 1dP FARE RS REELIE SAML 2.0 g 57 #9 R ik,

@ Note
BIE 1dP FE , SAML EE @Mt ATREBE TR B
- MARF URL
- WS HBEERS (ACS) Mt
« ACS POST 4E M1t

EIREN M 1k

1. UBEBEAREREERSMHER RES,
2. SME FREER - “EMEE > ‘FHEHRE
3. 1% SAML EiE [ Mit,
« SAML ¥ URI — FRSRARI S E SAML ZASSEHIME— 1D,

® Note
183 IdP IR , SAML 4 URI W& TEEEFTTE :

» ClientID
- NMATRRF SAML Z X
« SP 3£{K ID

BUTHRABRHRA A
urn:amazon:cognito:sp:user-pool-id

EETREMN SAML Z4 URI

1. LEEAREREERSMHER RES,

2. SME HEEE > “BEMRE > “HHRME,
3. EERPMID,

A SSO BLE&M 10 R
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RAriEmE

3. X% % RES B9 SAML H7i & A FURFLL T AR fields/claims iR E R F F HY B Fop 4 b it
« SAML FBE#Z ID
« SAML B FHR4

4. BIEEE , B8 IdP &350 fields/claims | SAML #iS ., RES EEXEFR, BRIAMBERT , K%

BRHESEHEERXEZR, NRMTNEHRTEE , BTSHAUATFRAANE.

« AudienceRestriction : I &} urn:amazon:cognito:sp:user-pool-id, user-pool-id&

#2788 Amazon Cognito B F##9 1D,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« MR- EInResponseTohttps://user-pool-domain/saml2/idpresponse, user-

pool-domain&ik R IZH Amazon Cognito F FitEIE & .

<saml2p:Response
Destination="https://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData— i& BRecipient RIEM A Fittsaml2/idpresponse&imTi &
MInResponseTolR#H SAML iE3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement— IR T HFRXNHITEE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

A SSO BLE&M 10 R
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<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. WREW SAML AREFE XS URL B , BRHEIRE N, <domain-url>/saml2/logout
FREVE A Rt

1. UEBRAREHREERFHER RES,
2. SME REE - “EARE > ‘SOHRMEE
3. ‘EEEAML,
6. MEIEM I1dP EZ X R IULPLLE IS Amazon Cognito FIEE , B T2 5% Cognito &I H
ME EEFEW 1dP &,
REIZ I

1. 3TFF Amazon Cognito #Z&lA .

EBREBHAFT, BHNAPBRZRres-<environment name>-user-pools
&R “Sign-in %" &,
EBREHNRMEHERIY  EEEEZLEIUED,

R

Cognito user pool sign-in o
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v

@) idc SAML 2 weeks ago 3 hours ago

& O] LAME I E B AR iZE# 5 1R Active Directory IDP relying party trust., Zi0Al
B A SAML X,

7 SSO ELEZM F 13 RIERS 75


https://console.aws.amazon.com/cognito/v2/idp/user-pools/

MRASIEIAEE RAriEmE

® Note
XAEA T Keycloak # IDC,

5. NMARFIRETARE , T SAML 2.0 NAREFTHIE XML 5 URL, fREET—THEH
To
R’ RES BLE N RSN D RHER
TR RES f & QB FRIRE

1. UEERREHEERFHEZR RES,
2. SME PREE - “BEARE - "SORME

3.

Environment Settings

nd mana vironment settings.

Environment Name
res-gaenvl

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

$3 Bucket
res-g

W1-cluster-us-eas

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

£ “B—" T Sign-On , RSB RRZ LN RERRAT T “EREFEE" WH,

7 SSO ELEZM F 13 RIERS
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. NTEHORHER , HikF SAML.
b. HERHEBENP , WALHNSORUBHE—B.
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MRASIEIAEE RAriEmE

(@ Note
AATFERAUTER :
» Cognito

* IdentityCenter

c. T TBIEXHEFKIFE T , LEAMBAETH L& TR XML SR 5 DR AR AN
URL,

d #E“REFMEFEHEES B, BAXEEemail,
e. ﬁ*¥;§53léo
4. EFMEFFRENE., IREEEHR , IEAEIER,

HIREFEREBEEN S HRHAD

MREFERREM NG RO T IEE RES TR |, R 1AM Identity Center BLE 1 & 312 4t75 , N
AREZEEREHMS MR , SIW Okta. RES SSO BAREERRH=ABRESH

1. REBRBIR-EEBR
2. TUEHEAEE URL-AT BB 2L
3. RELE R FHERFE - AT LS R

EEUABENAENREEERFHRAEEY  BRITUTRE

1. %% Amazon Cognito 2#| &

2. MNEmiEd&EE At

3. ®REHWAFHUES AP EhR,

4. TESign-in KEIETIFH |, SIERSSHREFER , ARTHFEREN S HRAAE.
5

BE , CAEEEUARBBEAREGEERFTE, BEEHNREUERS  FhREE. EERTHEX
B, BRESRTHEE.
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M

6.

Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

MRERE T EHEMRE | WFEEHL DynamoDB A E#H <environment name>.cluster-

settings¥o
a. 3T7F DynamoDB #£#l& , RAENSMEPEE ‘R,
b. ZE#H,H%EFE<environment name>.cluster-settingsFi& , REM “BIE" HHEPiEF
“NIEBE",
c. E‘PEGLERATB" T, BE HE HEAUTSH
- BB — key
« #ME — identity-provider.cognito.sso_idp_provider_email_attribute
d. &EEE1T.

£ ERENEM" T, &EiZxidentity-
provider.cognito.sso_idp_provider_email_attributeFZ/FEHikF “RE" , EHF
FFERLAPCELSRIE Amazon Cognito T E X

7 SSO ELEZM F 13 RIERS
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I ¥ Scan or query items 1

[ O Scan ] [ O Query ] ‘
Select a table or index Select attribute projection ‘
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B

N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
~
[ © Completed. Read capacity units consumed: 13 X
S/

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

id SAML IdP [8] &

SAML-tracer— fR A LAfE Chrome R85 P EAX N BEFRRE SAML BRHFE SAML i E
BH. METHESFEE , 30 SAML-tracerChrome M £ AJE,

SAML FF & A B2 TE — Onelogin 124t A T ## %5 SAML &RIBENKLZE SAML #iE P XIEFERHN T
B, BXEZ{EE , 55 OnelLogin M5 £/ Base 64 Decode + Inflate,

Amazon CloudWatch A& — &R LATE “AE” P &EF RES CloudWatch BEFREEHIRRE S, &
WEHENTFEHERN AN BELASR /res-environment -name/cluster-manager,

Amazon Cognito ¥4 — 3% SAML & Amazon Cognito ERXHNEZEL , 21 (L D# Cognito
FE&EERE) TN SAML BB RMEERME AP i,

NRAPIRERS

1. #Directory ServicefZHaH , AEIEHHERIERFE F.
2. EBEXET , AR ‘EEBRAFEB

NAFREZRD 80


https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/

MEEIRIERE AriEE
3. ERAFHEAFERL,
4., EEEERE,

BIEFE A

MREFEANREENES , WFEBREFEHBUZEFH Web M VDI #8556

(® Note

MREEHEIEA GovCloud X , FHELEZE LA TEXERE I 2 XK/ HIRE Web
B2 FH VDI FiH,

1. §TFF Route 53 &,

REZOENEE , ARERFCRIZR,

A “‘web” ENIZFKE o

#%E CNAME ERIBFREH,

£ E =P, MAGEDRS A PRI e,
®EEIRIZR,

=) VDC #IZid% , B E NLB Hhit,

N o g M b

a. 3ITFF AWS CloudFormation #2414,

b. #%# <environment-name>-vdc,
c. #%F “BIR” HiTF<environmentname>-vdc-external-nlb,
d. M NLB FEH DNS &5,

8. #F Route 53 il &,

9. KILWIMAHEFECEIZFE,

10. £ “iBFEWH T, #Avdc,

1. EIEFREHT | %F CNAME,

12. X¥F NLB , iE%A DNS,

13. EFIEIER,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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2lE ACM iEH

FIAERT , RES EAE amazonaws.com FTANEEEENARFARSEST. EFAECH
17, BEELREHSRMARIERB AWS Certificate Manager (ACM) #9283 SSL/TLS iE$H, MREME
A ACM , BB —PMAWSERES , BEENEERNSHRM , UNMEBEEF RN Web lRFEHZ
[Bl#Y SSL/TLS &i&.,

® Tip
MRELBERBHABERERE , WEEEPLBAH R IFEMHEKLPortalDomainNamedt 7£ AR
ABIERRIE O B A SRR,

ERNEENFHABIUEDR , BIRTUTERE

1. MEEHIBITFFAWS Certificate Manager AR EARIUEH, MREBEEEA GovCloud ith X i# 175
E , BEEM GovCloud 7 XK P H & BiE B,

TR CREAKIER, RREE “T—F"

£ “9H” T , A*.PortalDomainNameHi&RIEFHPortalDomainName,

£ RUEFE" T, &% DNS Kik,

EEER,

FIERSIRSD , FTHFEBERNILER, BMEBARSEFER “FRIE

o gk~ w D

@ Note
WMREBTFERIES , BRI,

7. BHITUTE®REZ—:
- BT
MNEMNERWIEBWIERFMAEFEEP , %EFETE Route 53 FEIEICFK, IEBHRESNERRN
“BEE,
GovCloud % & :

WREEEA GovCloud K HEE , FEH CNAME BAME, EELsXKFAH |, FHA
XEEEA{EEXFPUEHMICR, IEPHRSNEHRN BEX
8. EFIEHMANIIESR ARN ERSE. ACMCertificateARNforWebApp
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https://console.aws.amazon.com/acm/home#/certificates/request
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Amazon CloudWatch B &

MEREIRIHEZEHERRE CloudWatch BEFLEIEUATHEL. AXRMRINMRENAR , BZRA TR :

N

CloudWatch B&4A RE

/aws/lambda/ <installation-stack- KA HA
name>-cluster-endpoints

/aws/lambda/ <installation-stack- KA HA
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KA HA

name>-cluster-settings

/aws/lambda/ <installation-stack- KA HA
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA HA
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA HA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KA HA
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KA HA

name>-vdc-update-cluster-manager
-client-scope

/aws/lambda/ <installation-stack- KA HA
name>-backend-lambda

/aws/lambda/ <environment-name> - KA HA
dcv-session-management-lambda
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CloudWatch BE&4A RE
/<installation-stack-name> [/ 31MNAH

cluster-manager

/<installation-stack-name> /vdc/ 31MAH
controller
/<installation-stack-name> /vdc/ 31MAH

dcv-connection-gateway

MREEFEHNAEANBIAREE |, AT BICIoudWatch #24| A HIRBE R HEFH CloudWatch H
SRR B BRI B TR AR

IRE B EXNRIL R

M 2024.04 Fr38 , B LGE BN M N B E XX RII RKEHN RES BIEN ARG, BEESHK
RIRERPRIE Y ARN |, ATEAE B E UABRIL S E X8 RES CloudFormation Z 4 —&8%
IAMPermissionBoundary 1 RF S HEZ , MFL3EA RES AEZENRLR. A TR RES A
BREMENREIIR, BRETIIERNEMNREREFBEALTFRITATRE

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb: *",

"ebs:*",

RE B EXRRE S
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"ec2-instance-connect:*",

"ec2:*",
"ec2messages:*",
"ecr:*",
"ecs:*",
"eks:*",

"elastic-inference:*",

"elasticache:*",

"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",

"es:*",
"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fex:*",

"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",
"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*"
"kms:*",
"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",

RE B EXRRE S
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"mobiletargeting:*",
Ilmq:*ll’
"neptune-db:*",

"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
UpAget,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",

"redshift-serverless:

"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",

RE B EXRRE S
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"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

& RES-ready AMI

f& B RES-ready Amazon REIBRE& (AMI) , BAIBEBE X AMI LR RELRE KRS (VDI) By RES

KB, A RES-ready AMI A LA%E 58 52 A Tl IS AR5 HY VDI SEBIRY B 3h B[R], 28 EC2 Image
Builder , A LA AMI FH G EEM NIV E 4 H4R . BX Image Builder WEZEER |, BHSH
Image Builder i FF{§®

HEFFIRZ Bl , BEBEHHRAR RES,

/A Important

RES-ready #£ RES 2025.06.01 2 #i81E# AMI 5 RES 2025.06.01 FIfi& B ERA TR,
¥ RES FEM 2025.06.01 Z BIRVARAFA R BIRFTARART , XIMEEFRE AMl, RES-ready

£}

o HEEZ—NIAM AEBLLIAE RES R
£ EC2 Image Builder A4

- EZIFEH EC2 Image Builder Bt /5
i@ EC2 Image Builder EitiZE#

+ BL& Image Builder B & &

fii & RES-ready AMI
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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« 1217 Image Builder B{&E &
 1£ RES HUEM T B3R

HEZ—N IAM A& LLGR RES IME

Z M EC2 Image Builder i5[A] RES MEARS , LA BHIE KB NN IAM A€ RES-
EC2InstanceProfileForimageBuilder, & <E&E7E Image Builder R ERAK IAM ACKNEER , EZH
Imag e Builder PR H 9 AWS Identity and Access Management (IAM)o

FHABREE
« ‘A%E Amazon EC2 BREWEEX R,

« AmazonS3ReadOnlyAccess AmazonSSMManagedinstanceCore A
EC2InstanceProfileForimageBuilder BUK.

£|2 EC2 Image Builder A4

%5 (Image Builder AP $EF) W IRBASEA Image Builder 25 & A2 A 4,

wMAGHAFFRER -

1. NF KB, &EF WE,

2. XNTFBERERSE (0S), HiERE Linux 3 Windows,

3. EhAlEM P, mA—NEENNEN , flilresearch-and-engineering-studio-vdi-
<operating-system>,

4, WMALHNRES , A SURINER,

5. HEEMNXHEF , MAUTENX . MREBIEMEIR , BA YAML XAXIZERER , KR
ARERSBURIRNER,

/A Important
EENXHSF , MREN RES IMERAT REFMARA , i TH URI (- source:

's3://research-engineering-studio-us-east-1/releases/latest/res-
installation-scripts.tar.gz'2025.06) latest FHER NI RAE ( 5
wm),
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
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destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RebootAfterInstall
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
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# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'
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- 'Install-WindowsEC2Instance -PrebakeAMI'

6. QIEEMALERSHEFCZAN.

R FE Y EC2 Image Builder Bit 5

EC2 Image Builder Bt 5 E X TER SIEFRGE S EMMREG , UREXLTER NN —HRATFEENX
BGH I — Y RBEMBETHANG. BXMIERIEHE S T ENEEGLEN RES A KBIN
WEM AMl, BXRIENELER , BSREERIL,

RES X#FUTERBIRERS !

« M55 Linux 2 ( x86 1 ARM64 )

« T 5#h Linux 2023 ( x86 1 ARM64 )
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

 Ubuntu 22.04.3 (x86)

 Ubuntu 24.04.3 (x86)

* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

@ Note

M 2026.03 R A&FF 18 , WEi# Linux 2 1 RHEL 8 7EBAS TSRNG4 HkP, MREE |
AU LU X LERIERSH B E L4k,

Create a new recipe

1. 3TF EC2 Image Builder #£F|& , Bt Hhttps://console.aws.amazon.com/imagebuilder,
T ERENTER T, &RBRES.

ERAERGE S,

A ME— B HRARES,

1% RES XN EMETS,

o b~ 0N

HZFEH EC2 Image Builder B 5 93


https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
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6. & “XBHIEE T , WRAFRE SSM RE |, FRE. EAFRENTAEGEEZENRHFRE
PRAE S

@® Note
BXUARE SSM REMEER , F5H :
« EQ@ EMAT Linux By EC2 324l EF5 %% SSM R,
- %&£ Windows BRES83# EC2 24l E F R EMEH SSM KE,

7. FFETF Ubuntu24.04 WE S , BERMAHFunzipZ B R INERENBEELAHE, AWS
CLIBIZEEUTHNENAH

name: unzip-ubuntu
description: An RES EC2 Image Builder component to install unzip
schemaVersion: 1.0

phases:
- name: build
steps:
- name: InstallPackage
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "apt-get update && apt-get install -y unzip"

8. X FET Linux BEL) , iEF Amazon-managed aws-cli-version-2-linuxf¥d24H #%H
EIESH, X FETF Windows MBS , 154 Amazon-managedaws-cli-version-2-
windows¥EZAHFRINBIE S+, RES REMAFEARMX DynamoDB £F X ELLEE
VDI 15 RIfXBR. AWS CLI

9. AIAEK Linux =X Windows ¥ 821 EC2 Image Builder 44,

/A Important

TR FRIX LR | HE LR Maws-cli-version-2-1inux ( XF Linux )
2 aws-cli-version-2-windows ( XF Windows ) #3Z4H #,

HZFEH EC2 Image Builder B 5
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
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¥ Components (2) ifo

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component.

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

v awscli-version-2-linux ;
2 [ h-and-engineering.studio-vdi-linux-al2 =

10. ( #£% ) %0 Amazon-managed simple-boot-test-<linux-or-windows>liz4 # L4
B AMI RETRES . XRBERENEN., SUUEREMFESEERNMIRAH,

1. MRFE , BEEAMBETERD , FNEFAEMERENAG , AEEE SRS

Modify a recipe
WMREEHR EC2 Image Builder B 75 , M ATLUER AN TAMHRERE -

1. XFETF Ubuntu 24.04 WBEL S , BESMMNAGunzip2 iR MEBELZEN B ENEHE, AWS
CLIBIETELULTHABRWEAH

name: unzip-ubuntu
description: An RES EC2 Image Builder component to install unzip
schemaVersion: 1.0

phases:
- name: build
steps:
- name: InstallPackage
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "apt-get update && apt-get install -y unzip"

2. FFETF Linux BB , &% Amazon-managed aws-cli-version-2-linuxf¥324 #%5
IBE AR, I FEF Windows BWELS , &4 Amazon-managedaws-cli-version-2-
windowsWEAHRMEIE S P, RES ZERMAFEAREMX DynamoDB SRR ER EEMN
VDI 5B BR. AWS CLI

3. AIAER Linux =% Windows ¥ 82/ EC2 Image Builder 4.
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/A Important

TR FRIX LA |, HEERMaws-cli-version-2-1inux ( XF Linux )
= aws-cli-version-2-windows ( XF Windows ) #3ZR4H #,

¥ Components (2) ifo
You can select a maxi

4. WMRFE , FEAAEAERS , ANEAEMAFENAS , REEE QIBES.

Bl & EC2 Image Builder it

BRI LAE A B g ML E RIS E Image Builder SR A9ZEE RN 1L I8 49 R B 4 pL 23 BR& Y Amazon EC2
HitZH, EERESEEFEA , BUMERCEFNNEMENEE , b UERERANEEMENER
=

- EoIEFHEMZEME
- EFAUNEEMENE

, B2 R EEMBNEE
, EEMEMENEE

o ol

EfLE Image Builder Mg He |, HHITATIRE -

1. NFIAM B K BRALCZIEFREENARERZ —N IAM 615 H) RES H®HiE,

2. WTFRHIKE | FEFENEED 4GB EXFLEFRNER AMI £1FRIKE, 2 A Amazon EC2
KBIRE,

3. XWFVPC, FMMZELA , ELARFERMNIERFETHERGE, ELHMAFTIF RES BEH
cluster-settings DynamoDB & Amazon S3 £&#EF M.

\

Bl Z Image Builder BB E &

Image Builder REEELE 7T EmiR G, ATHENMNXNAYE, EMENEENS R RE. B
RES-ready 7§ AMI i ERBEE , BRI EHEESFRAINEEE, BXRELER , FEH
Image Builder AP IEEHPHIZMERH AMI BBREE,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
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Create a new Image Builder pipeline

$TFF Image Builder #F|& , Bk https://console.aws.amazon.com/imagebuilder,
ESMERT , ERERGEE.

®E CEEGEE

BEmAE—NEN, TEHR, HERMMRREELNEEFHAEBE.

EIEBRRIE B, 2R “ERAANERIE , AREREPOIENE S ERFEH EC2 Image
Builder fit 5. BUFEHNRIZFHAEERE EH,

6. E‘ENEGUIERE F, ﬁﬁ)ﬂﬁ]ﬁh?ﬁl}\jﬁmilfﬁuﬁzo EXRZHERT , AT
REMEB T, BXEZEE |, HSHNEMN EC2 Image Builder BEE &R & T/ERRE,

7. EENEMEMEED  ERERIEEMENEE K AREREFLENEMENRERE
EC2 Image Builder E#ti 2817, WiFEHNEMBHFASEERER,

8. HE“BNDKRIEE #F , EF “FARSRIANECES RIRE, AHEBEG/IMSEN RES ;FE
AWS XiFHE. FARSIRIAME , FEMLA Image Builder B X135 8| 2 F £,

0. EREEEWARGSHARUREE

o & 0N~

Modify an existing Image Builder pipeline

1. BEFEANAEE , BEIFAGSEUERPIZAVE S HEZ &R EC2 Image Builder FL 75,
2. ERRFER.

1217 Image Builder B{&E &

ELREENAHESG  LABRHEGEE. WESETRFERE M, EFBRRATEREESH
AHNHE,

BEZTRBEE , HTHRITUTERE

1. MNEGEEF , EEEPCIENEELE Image Builder B EE
2. MBE PiER EITEE

£ RES FRIEMHT B R4 SRR

1. BB Hthe section called “EifF % (AMI)" i3 BA JE A ER 4 A%
2. XF AMIID , iEH AREfH HRGE AMIID =17 Image Builder & E &,
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https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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£ % RES FiREBENHA

(® Note

FRFM  ERMITXESRZE , BDIFIUEB A PrivateKey AR T71& £ Secrets Manager Z
A,

FHEBAIE Web & i
1. EFMINBISED alb AFHEBRYTIRAVIES -

a. HEAWSEH AR EC2 > ARTH > ARBERT SME RES HAEFnHBER.
b. BREBWAEINENAEKSER<env-name>-external-alb,
c. REEEINATIGERAMITER,
d. EXHEHEMIEHFMAEEMRRIA SSL/TLS IEH B MUTER,
e. REER.
2. HEEFRERT:

a. 7t DynamoDB-> F&i&-> RIXEIEEFRE K. <env-name>.cluster-settings
b. HEXKIEHZREMRE — B @, “FHP. ZH 22" F{E “external_alb”,
c. 1iREcluster.load_balancers.external_alb.certificates.provided?f True,

d. SEFHY

{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

X2 Web AFREINBENFHE,
e. EIFMW

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,

XRFMEEL DRI EESR (ACM) 1 8YAE RIEH I D R B (ARN).
3. EHFERN Web BEFmEIEMNMA Route53 FIFE12%k , EHEHIEMINER alb A E M DNS &

fro <env-name>-external-alb

4. WMRHFEHFELXBEET SSO , HFEHAE RES Web TFHHWHEER > EHERE > 24 > KD
Sign-On > fERMPHAEANMERER ARKEFREE SSO.
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[ VDI A H0AE B SRR B

1. BIYEBATDBRMUATHRE , #F RES NAREFX BHMIT GetSecret BAENNR :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HERRERY:

a. 7t DynamoDB-> F&#&-> X EIELEFRE K. <env-name>.cluster-settings
b. FHEXNEUEHIRESEMRE — BN BH. “FHE. FH B2 NE

“dcv_connection_gateway”,
c. 1&iEvdc.dcv_connection_gateway.certificate.provided? True,

-

d. E#HM{Evdc.dcv_connection_gateway.certificate.custom_dns_name, X2
VDI R B E IEE .

e. FEHH
fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn. Xz
REFILEBANBHELAN ARN,

f. B

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., X2

RIFFHLARNBTNZHE ARN,
3. EHATMXEAINGEER

a. TEAWS#E#|A# EC2 > Auto Scaling > Auto Scaling > A uto Scaling A F#TFF A uto Scaling
4,

b. %#E5 RES HEX RAIM % auto Scaling A, ZE M EBEHBEBl<env-name>-vdc-
gateway-asgo

c. EFMAGERDFRIFITFEIER,

d. EFMAFEE >BRE>T , EREUER ( QIBHFRE) .

e. MTERII “BLRFHE

f. RIBIREIH “AFPBE

g. SHEIFCERTIFICATE_SECRET_ARNFIPRIVATE_KEY_SECRET_ARN. fEA R HAFHIEH

(ZNTT,2.c) MAP (SATEK2.d) ABTHEHA ARN BEHIXLEE,
h. W{R Auto Scaling AEEENFERARKIICIRNE S ENRMA ( XB Auto Scaling ATH ) -
4. BHENELZERZENER Routeb3 FIFBILH , FHIEQALE nib 159 #EESH DNS &

o <env-name>-external-nlb

S RRERENEHA 99
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5. A ILTAEM dev-gateway 3£l : <env-name>-vdc-gatewayREFFFHEHIZ3). dev-gateway
SRt AR ERTE L4 12:00 ( & ) EFMHE Secrets Manager FEIEPFAPAERS
BFEY , HEEMEEHIRRNNAFE.

%3 RES FiREBENHSZ 100
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BEAKEE

FAEEREEABRRZIRERTBXRNAE-SEHAWST A EMRE TR ITEETEMR EtL
B,

AN

F
o \%ﬂ %IE
XS i 0 0 422 )
B3 A SR AR
SEEE
HWREE

=

¢

B

ZHEE

MREIRIEEFEHRUTRER T4 AWS Secrets Manager, E8IZEINERE , RES 2 B31612
%, EEAEEER M ANRAEISEA A,

FEB 1%, B6 24 KB RES EERE@MA
<envname> -ssO- A TFIRER 2 Sign- v
client-secret On OAuth2 & i &%
A
<envhame> -vdc- VDC ClientSecret v

client-secret

<envname> -vdc- VDC Clientld v
client-id

<envname> - Self-Signed 13 #Y i F5 v
vdc-gateway- FL4A

certificate-pr

ivate-key

<envname> - Self-Signed 1# A iE$ v

vdc-gateway-

FHEE T
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ZHEW

certificate-ce

rtificate

<envname>
-cluster-
manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envhame> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

DynamoDB H<envname>-cluster-settingsRHAEELLT#E ARN & :

458

EHETES ClientSec
ret

EEEHEE Clientld

Self-Signed 1F#YiE
FA4R

Self-Signed 13 & iE+

Self-Signed 1ZHYIE$
FLA

Self-Signed 13 & iE$

ServiceAccount f
K ME—¥ 517 (DN) B
’IEO

B4R RES

EEACAA
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Key
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

S S 92 )

(@ Note

RARLFEHRMN TR IT/EZEW B XEEAWS Budgets. AWS GovCloud (US)

KR

HER

HER

HE

HE

HEtx

HE

HEtx

RS A2 o

103



MESIRIEE

RAriEmE

B33 AWS Cos t Explorer BT E AR BN ERE A, NMBARESRETIL,. WETHLSFRE , S

IR E MM R the section called “AWSZA = @ HF RS

N T REIFATRARE | B SCH RES BB 5EEE R IZHFEMEAXEKAWS Budgets, EH EFEEH

KR XA D BARE AR IMEIRE

1. BRAWSEERLEIA HITH B AWSIlling and Cost Management & &

R AT EARE

2.
3. EEHikFres:ProjectHres:EnvironmentNametr&,
4

EERE.

Billing X
Cost allocation tags e
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags AWS generated cost allocation tags
Bills
Payments
Credits User-defined cost allocation tags (2/47) e
Purchase orders
‘ Q_ Find cost allocation tags 11 matches

Cost & usage reports

Costallocation tags (£

Budgets

Free tier - e Tag key A status
Billing Conductor [Z [m] res:BackupPlan ® Inactive
v CostManagement [0 resClusterName ® Inactive
Cost explorer [5 (] res:DCVSessionUUID ® Inactive
[m}

v Lastupdated date

used month

jovember 2023

jovember 2023

jovember 2023

jovember 2023

lovember 2023

[ Download csv

iovember 2023

jovember 2023

jovember 2023

jovember 2023

z|lz z z z|z|lz z z z §

jovember 2023

Budget ® Inactive

Savi 3 ® Inactive
v P (] odule ® Inax

Bl (] loduleName ® Ina

Payment preferences

] ModuleVersior @

Consolidated billing [

Tax settings ] NodeType ® Inactive
v Permissions Project @ Inactive

Rbtmrend i 2

@ Note

#HEE  RESHEBRZARFTE-—RIEFSHI

E) RES RRCIETE , BHITUTERE .

1. EREZEAH , REWME.

2. ERBIEME,

3. EWMERET , ZRBAENL (B8R ).
4. EMERET , EERANE-#HE,
5. BET—F,

B 0 R 422 )
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/home
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6.

. Step 1
Billind X
9 G Choose budget type
Home
Step 2 Budget setup
Set your budget 3
¥ Billing \ 4
Bills Step 3 ") Use a template (simplified) © Customize (advanced)
Payments Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific
change some configuration options after the to your use case. You can customize the time
Credits budget is created period, the start month, and specific accounts.
Step 4 - Optional
Purchase orders i ’
Attach actions
Cost & usage reports
Cost categories Steps Budget types
Cost allocation tags Review
Free tier O Cost budget - Recommended =
Billing Conductor [ Monitor your costs against a specified dollar amount and receive alerts when your user-defined thrasholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
You can set a cost budget for a business unit and then add additional parameters such as the associated
¥ Cost Management member accounts.
Cost explorer [4
Budgets | 1 Usage budget
Budgets report Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
udgets reports user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.
Savings Plans [2 :Dr examsust!, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
mazon S3.
v Preferences
Billing preferences © savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
Payment preferences drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
; covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
Consolidated billing [ underutilized.
Tax settings
w Permissions ) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
Affected policies [2 drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

9. & AINTEIEFA,

EHAEET , NENTEHA -1

10. £ “4E" T , &8 “BRZE%
1. £ “RZ” T , %#F “RES: Project

® Note

FENERS TEEERARESEENTH, AELHARE , &

12. EE" T, ERIME B
13. & NAMESRY , A imEFMIBmE.
14. ii?%jt_z":o

\§/ Cancel Next

BUNTEER , LFESKFPNEMTREX ST K, 5

W <EnvironmentName>-<ProjectName>-<BudgetName>,
7. EREWMESI T, WATBENAESH.
8. EMEEET , BERMESEAWSKARLE,

MATLBIRTE

B 0 R 422 )
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15.
16.
17.
18.
19.

20

Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended)

Track any cost incurred from any service for this
account as part of the budget scope

© Filter specific AWS cost dimensions
Select specific dimensions to budget against.
For example, you can select the specific service
"EC2" to budget against.

Dimension
), d
(Tag \
d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

¥ Advanced options

Cancel

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

(A, ) AMERSE,
BET—F,
("Wik, ) MREETER , FEAMMREENBREERENERAE.
EET—F,
EEMEREHBIAE HUMESH TRET EBNFRZL.
. RRCIRWE,

BRAS R 422 1)
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oz MECER , EULUNTEEAME, ENMBEFEME , HZMthe section called “JrE
B, MREHME 6 ENREREELRY, IREEIAANNBERE , NZAEXVGFREE
7o

(€5 > Environment Manageme
Projects
Environment Project Management

MREFEELHE , FREZHARENMESH. EAKRSURFZTHS T EEE RES PEMK,
HE , BURBIE UERATE,

XA 53 Hr A T/l

RA DT RIRAYF RES EEAM RES TP UE—RINBANIMEMENT B KE&, AIUAEREE
TH 5 3% R AR o

. ERFH

- HAMEDERRNINE

- —BENERADTEE

« % CSV

FTRFMH

EFAMRSIRIEZTNRAEHER , BURERITUTIRE
- BIELIE.

- 7£ B AWSilling and Cost Management 2% & P AIETE,

- FMEMMEBME SR (SAEETE )
« NEBF T H RES WK AUERA T B R, At , FRBUUTSRIRE

1. AEIENTEEE VDI, IXLTE Cost Ex AWS plorer FfitEres:Projectis® , X&ZH
BEEE 24 /I,

AR I E AR 07


https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/

MrEIRIEE AriEE

2. PIERLR , BEANGSRMEEEE, £ Cost Explorer FIEFZEHMLUBIERE . LB AREE
FE 24 Mt

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop Pay

mRAME DB ERE

‘BEAEMENTE BRETR RES MERELRMENT B NTMERS, MABRT , ZEREWE
EHERE 5 NAE . BUNE THEERHBSE THIRPERBENTE , ZTHIIRSMBTR
BT E WX,

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

M spent [ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

ZERAZAHETEREINTENIE, RRNEAESH, FEFREERF LA TERENRIING
PETEH, BUTNUDFEFELG LANERETE NIZT B ZRARTIF “TE” M “CI2WME” WH,

TRMESEERNEE 108
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Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD
@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

@ ( Review projects ) ( Create project )

6000 8000
Budget (USD)

[ Find project by name

test-project-2 test-project

[ test-project-2 X] [ test-project X]

— ER B[R] Y B AN 0 A B

—BRERANEADITERER T EENBERARTE XN DHRAAE, RABRT , BERERTE6
MNAHRBNMNANEE. CURRRANES RIEENBESSERNREKAESING 5 MNIE, RTAS

S, FREHMART B ECEE “Hi K3 T

Cost analysis over time

Track expenses incurred over a period of time.

@ Download csv ¥

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Wasd Wabc-123 M projectl
v Display settings
Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]

project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity

[ Monthly v ]

—ERET R A D ATE &
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Tk SR A

B LRIE . NESEEMMERTHE , ABEL —RIFEANKA S ITERAE, WMREEFETEM
THOLIERAES , NLBE-—MESED , LEATERRER LN EEREZEHMGNTIRSEFL
BRI

Project

HIRER TR ERNBEE THIIKREN , REEFHF RES IMEFIM BN TRIIR, LLBEIMBER
M, ERBERE FH.

[a I
abc-123

abc-123

asd

asd

project1

project1

0 res-integ-test-gw1

res-integ-test-gw1

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

EERESEE

HIEE B SEER , AR ERALISTESANTE, EFEAXTEN , HERATENREEMCITE
B, flin , REE 2025 F 2 AFE X6 NA7EW , NtESEER 8/1/24- 1/31 /25,

Relative range Absolute range )

Choose a range
O Past1day

O Past7days

O Past 1 month
(O Past 6 months
O Past 12 months

O Custom range
Set a custom range in the past

Clear Cancel

—ERET R A D ATE & 110
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( Relative range Absolute range

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 8 9 10 11 12 13 14
1 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 ||22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

R

BRLLERRE A, SRYBNIHHNNEEERE. 8PENENXERS 14 RWEHEE. AN
ERXEFERSZ 14 MANBHER.

[ Monthly v ]
Daily
Hourly

[ Monthly A ]

T# CSV

ESHIRNEEAS AR |, HEE HER R LA D T BRA LA “TH CSV'. TEH CSV
BESMEET A ERENBERNNKAES , URIRM B MetE R 58 B2 &8,

T#H CsV 111
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Home Insert Draw Page Layout Formulas Data Review Vii

P\

'Q'Dv & Calibri (Body) vii12 A A
TR

1]
11|
11l
I

Paste B I U+~ | i Av A

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

Al . fx | res:Project
A B C D E F

1 | res:Project lasd($) abc-123(S) project1($) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

2EEE

SBFEBNFRNNHSFRAT RENREXNRE. FHNEEAF , EUUAAFERTB RS
BIENEEREXSE,

£}

- EEER

. 2iE

o AR (AMID)

« RERE

SEFEH
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122 %1 TE Al

Research and Engineering Studio

res-stage (us-west- <

2)

v Home

Virtual Desktops Instance Types \1/
Shared Desktops Summary of all virtual desktop sessions by instance types.
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

mé6a.large
Debug
Settings
& M méa.large
» Environment Management
Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

B Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

LAFEEBENRRUETERUUREES
1. EHIER

2. SFERA

3. EMiRERSR

Virtual Desktop Dashboar

Amazon Linu...

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

05 1 15
No. of Sessions

~

[ sessions

R HE R

113
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4. Projects
5 AKX
6. AR

o, EEREAM
7. RIFTURRAEFE R
8. i ‘BERWE USME “2F,

A\

= 1%

LBEEREMREIBRIFEFUENAELNRE. £ ‘2F NEHYP , EAUFENEEXEEE
RO BT

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions gm Desktops.

Ee el

e All States ¥ All Operating Systems ¥

@ Created ¥ Last 1 month

-] Session Name v Owner v Base OS Instance Ty... State Project Created On
[ demoadminiami21 (5} demoadmint Amazon Linux 2 méa.large @® stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large ® Stopped project1 9/27/2023, 8:38:23 AM

1

1. FRAZXEREEENEASENESEFRNERELE R,
2. EBE—2E , REER “BE XEWITUTRE

a. RE 21

b. Stop/Hibernate &%

c. 5%l Stop/Hibernate &1iF

d. EFEHF-ENBIFMELE. LBEFHEATLTHERRENSE  ATEERRE HEW
VDI,

e. ZAIELIE
BRI IE RiE

. 21& Health

BIE IR

> @




WS IRIEE Tt
3. 8 BB LXE HEIBHE,

4. BEMBRAE , HERSHNBRERFHITIHL,

5. AR 2BEMUERTESHARR.

B SE

EiE QELE, ‘BIFELNKE BT,

2. WMAFSENFAES.

3. (Wik, ) I "EFERET URAESHMAESR , HIU0FM ID M DCV 21FRE,
4. BEBREXR,

—
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r
Launch New Virtual Desktop

Session Name
Enter a name for the virtual desktop

[

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(a

Project
Select the project under which the session will get created

[

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2

Software Stack
Select the software stack for your virtual desktop

[

Enable Instance Hibernation

Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block

(a

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

[ 10

Show Advanced Options

©

RAE I

M RF FIRG  RERXEFBMUERERERARGS.

21iF
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RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1ami21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 @ Stopped
Details Server Software Stack Project Permissions Schedule Monitoring >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

R4 (AMI)

HREMERTE L, SUNEET S RERE (AMI) HEBRNFREK,

RES Virtual Desktops Software Stacks (AMls)

Software Stacks

Manage your Virtual Desktop Software Stacks

Q Search All Operating Systems ¥ &
Name v Description v AMI ID / Systems Manager Parameter A... ¥V Base OS v Root Volume Si
O UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-02fd066b86800f60c Ubuntu 22.04 50GB
O Windows - x86_64 Windows - x86_64 ami-0909cee4864578472 Windows 50GB
@) RHEL9 - x86_64 RHEL9 - x86_64 ami-031486069c5cdd00e RedHat Enterprise Linux 9 50GB
O AL2023 - ARM64 AL2023 - ARM64 ami-015be099dd3d0d058 Amazon Linux 2023 50GB
O AL2023 - x86_64 AL2023 - x86_64 ami-01bda64f81b5f8e4f Amazon Linux 2023 50GB
O UBUNTU2404 - x86_64 UBUNTU2404 - x86_64 ami-0fc0d6e8d70ab2d42 Ubuntu 24.04 50GB
1

1. ERRUBNBMEHEYR , FEARERS THNIRBBRERGSHTHLE,

2. ERRHHRNEHRUAEFTE R HERNEAGE.

3. ERHMHARZ LN EIRRE , REERREREREHEMRTHERIBESLTE,
4. JEFF TEMER AR R LA QB AT

BUEHER (AMI) 117
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S AT B R A S AR

2R EMPE AR R T DA BB AT AR

(® Note
I&T] LAE A R %3 B9 Systems Manager S3UER S 4 #4% ID BB
Systems Manager Z8FEEL THREF 86 RES HRIEA] :
- # : res:EnvironmentName , {8 : <your RES environment name>

« 8 : res:ModuleName , {8 : virtual-desktop-controller

1. EF MR
2. WAFBAHERNEAEE , STEBH, #iE. AMIID MIRERS,

3. (k) ERAAVNREREFZRIEEZRMFHERAVERANSKOIRIIZEE, Sl ASKHIR
B (Blnt3 ) EFEMNRKRBIA/N (HlEIt3.x1arge ) o

4. BEBRERZXR,

BUEHER (AMI) 118
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Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systerns Manager Parameter ARN

[ ]

AMI 1D must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating systern for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N.-'A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

Lo )

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ 3
e

ATE 7 E A HER

PIESTAV R AR AT |, ALK S BATE, ER , REFEEVRUBSRHERFMEITE S |

AT FIR4E -

B (AMI)
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R R R D BAEFTERIE .

1. EHRFHERTTE L |, ERERINEITE BRI My xR .
EERAE,

pride L

£/ “TE” TR RIERTE .
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format
Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

€ )

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ v |
J

R HERAMY)

[m6a X][tB X]
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5. EEEXR.

#th T LU SRR 1 AR 15 B T E SR B R A HEAR
1SR M HEAREY VDI K BIFIR

XN TFHANEMBO MR |, BALLUER R FHRAIRFINRE, SMREHERNATSREEEREF
E X HDETUR TR, EANEBERIAERERAFIKAIRFIFKE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- < Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. 3
Snapshot management . meg

Environment settings

BiRE RUFRISSOIRFIMRE RHEREY

1. ERMFERTEL  GRRAHERR 2R EE,

2. EERBRE  RBIERREHER,

3. M RFHIRBIRFIMRE" TH TRFIRPIEFEFAFRERFIMEKE,
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4. EERZXK.

(® Note

MRER/AFIROIRIIMKBEEIE —NKRBIRFIMZRI P —DRBISEE (H)

Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format
Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[NIA V]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 )

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
e ]

Projects
Select applicable projects for the software stack

[ *)

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

")

WMt3Ft3.1arge ) , MERFFHERR “RFRISSHIR SIS R B M AY W AR TR 2% 3K 6

R,

BRI (AMI)
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/A Important

o EIRRRBIM ARSI RFMERES type/family i5 , ZIKBIR B 31 MFA B4 HEAR A I BR .
» types/families FEIMER R IMEISZHI R B3R INB R A HER

EEREHEREARGEE

EHMAHERTE L | EEREHEREVUETERAGE, SUASLUERREHERNRERE | EFR
Y IR R YR R B R AR

VDI AFE X

EMFE R AR R B I B AR |, AT N ZEH R B 3IH VDI ERHEY, XEFUT =R
FHY -

« HZ (BN -FRAAEEHEHZE1T VDI

- T HAXHI-EHA%TARFETT VDI

- TREN-FEATAEVIEIT VDI
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Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[

AMI 1D must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(%

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(o

Projects
Select applicable projects for the software stack

[

")

Tenancy
The type of tenancy

[ Shared

v

Cancel

EFREAENERRERN , ELTUERBERREMBRENRE,

o EHEIFRA-TE L AWS icense Manager H 8|21 EH & IRA

« EH ID-SEREMN ID

XEFAT BARENRE .

B (AMI)
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Tenancy
The type of tenancy

[ Dedicated Host

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off

Target Host By
The type of target host

[ Host Resource Group

Host Resource Group ARN
The ARN of the dedicated resource group

[

Tenancy
The type of tenancy

[ Dedicated Host

Tenancy Affinity
The relationship between an instance and a dedicated host

[ Host

Target Host By
The type of target host

[ Host ID

Tenancy Host ID
The ID of the dedicated host

[

EEECRATAINERSS VDI AENEMETERTAIL , FERTUEERASERETRAX

BX B EE VT AT UEA AMI FHIX E1F AT UE 5488 AMI MR Bk, AWS

0 Rocky Linux 9 k44 Et%

RES & B3& AT Rocky Linux 9 FWERIAE 34 | b AT RME T BXEA B Rocky AMI AR 4047

ERENEN.

1. BFAWSEERZGHE , REHE EC2 #HE&FH AMI BRI H,
2. 1 Mar AWSketplace I+ T# & &~ Rocky Linux 9 #5 AMI,
3. M Rocky Linux Fi%$#% & H Rocky Linux 9 ( BEJ5 ) -x86_64 B AMI,

BRI (AMI)
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) Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118
ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. EFiE &R AT
5. MmLRs , RBEEHFTE AMI K AMI ID,

AMI Catalog

An AMI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

Select

( Create Template with AMI ) Launch Instance with AMI

L Q, Rocky Linux 9

x)©

Quick Start AMis (0) My AMis (176) AWS Marketplace AMlIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

6. BI{E RESTIF , AL AMI £ “BREFHEAR” TUE T IEMH AV 434

KRHERE

ERLMER “RERE” WEREESELKE XK TR

SHEIRE
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irtual Desktops Settings

tual Desktop Settings

virtual desktop g5

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®)
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State

Stop

DCV Host @

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
* 3

* gddn

* gdad

. g5

* méa

* még

— % P [F] &R
B B R RGRATRE
QuIC
BA QUIC , %A TCP ENATEE MK E B IAR A fthilo
BRI\ DCV ifRHE

RTAAELLREMNIRIADCV 2ERE, HREFERATRINUENKE. XOCEMTEHER
MBREREIFELTZH A2 ERENER.
BMOENSMNRAFRARTNRER

FATE NP AR VDI 2EHHARIAE,
DCV L& T EIH

DCV £ETHEAREAERNEENE., TEIHE , ARATMN TP ML EH TE DCV EEXHF
REAZTFRHENRKRESE, ATAEIMNT .

.« 1,440 9% (1 X))

- 10,080 240 (7 X )




WREIBRIHEE RAriEmE

. 43,200 %0 (30 X )

ARS528
BE RS BRI ABEUTRE :
DCV & &z HEaY

HetEZJE , DCV 2ER BT, ITRERXRARXEHIRE , R2M DCV FFimm Web
B BRRARTE

ZERENES

EUEZE , FAEFRmEHERES,
CPU AR HE

B NZHAY CPU FEAE,
RARE RN

B RE 2 ERREHIFINK D
SRR SEHIRE

AR RES MR BB SEFIRFIFI KNIk, HEZEEARIIFMEFKRNEE. Fian, WRE
EE ‘m7a” , MFAE KM m7a RIEAVER VDI 2FB3N. MREIEE “‘m7a.24xlarge” , MR
B m7a.24xlarge FJBAMER VDI £ERBZ. IR LSEWREFRNREIAE,
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RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

[ Console v ]

IEEE

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

5 .£

£ Research and Engineering Studio #y “*MEEE” M5 , EEAFTUNEHARM IR A CIEZNE
BRERE, XEREANSRTERR, FHERNEGSXENEHS , MEXEEHVTRENIRES, A
FAUEENBESUXEMELUARHTBNBEER , NMEBRN X #FRSG RITRE, NiLE
£, MA2FEEME B HIE,

£l

o IR

- IMRRE

» Users

. @

* Projects

- IPRZERE

« XHRS

- REEE

« Amazon S3 174#
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“MERD THERTmPEHENRENEN, ESRBORERE, EREGMEMWREER 2K
HE R

Research and Engineering Studio 7N & demoadmin4 v

Environment Management tatus (6]

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @ Config @© Deployed © Not Applicable

Cluster cluster 2023.10 @ Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @ Deployed © Not Applicable * default

Directory Service directoryservice 2023.10 © Deployed © Not Applicable * default

Identity Provider identity-provider 2023.10 @ Deployed © Not Applicable * default

Analytics analytics 2023.10 @ Deployed © Not Applicable * default

Shared Storage shared-storage 2023.10 @ Deployed © Not Applicable * default

Cluster Manager cluster-manager 2023.10 @ Deployed @ Healthy * default

evDI vdc 2023.10 @ Deployed @ Healthy * default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts @
Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public 1

res-demo2-bastion-host bastion-host @\nfra 2023.10 mb5.large us-east-2a © Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @App 2023.10 m5.large us-east-2a @ Running 10.1.129.105 -

res-demo2-vdc-broker vdc ® nfra 202310 mSlarge us-east-2b © Running 10.1.149.12 -

res-demo2-cluster-manager cluster-manager @App 2023.10 mb.large us-east-2b © Running 10.1.155.249 -

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @© Running 10.1.153.135 -

HERENHI R ~mEENFAER , Hla:

* General

EAUGE SRS WFERNERE | a1 RSB RAEMIE R . BREEELEE,
BT AT A

1. SMIPREE > FRRE.
2. HEBAERIFT , && “RE
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HRETRIEE e
3. ECHENEE #o , &R RN,
4. AEBEZFFZUELERHES/EERAREN URL
5. 1&# Submit (IBX) AMRIFENE R,

BEXSEZRETRENNFMUEEZFREL , ATEERFAFSISEARTXY, IFREHATEIE
ABREFRR.

Update Web Portal Settings

- BoRME

S REWE — Sign-On REZEMER.

* Network

ERATIHRIAY VPC ID T4 5K 1D,
- BERS

ERAFBNZBAYES B RIREMRS K ZHAEESR ARN,

Users

MERES B XRSHAERAFERERE ‘AP TH L, ®EE~RYR , AFHFEEEARFS
BX. AXRVBAFERENESEER  BEREERER.
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® Note
EERARERNERAFCE2E. RAMBRAT , AR EERT RIMEZ B ERFL T IEED
RS, MRAFPLTIEENRS , BEAMEINIELSFZERMEIZR,

, Research and Engineering Studio ZaN & demoadmind v

RES Environmel (6}

Users (©) (actions &) e

Environment user management Set as Admin User

Disable User

Username uip GID Email Is Sud... Role Is Active Status Groups
* IDEAUsers
o demouser2 3006 3006 demouser2@demo. No user No @ Enabled
* DemoUsers

(@) sauser2 3011 3011 sauser2@demo. No user No @ Enabled * SAUsers

* DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @ Enabled * AWS Delegated Administrators
* IDEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No @ Enabled * ProductUsers

EAPTREL, &R

1. BRAF
2. EERMFER, £ BE FEFL

a. RENEERRAF
b. ZEMAF

H

FIENED B RETHFABERE HE THL. BXFARENEENESER , FEREERE
o
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- Research and Engineering Studio L & demoadmind v

®
© Gam ) @

Disable Group

1

Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers 3 B v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni
* DemoAdmins

(] demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3

* IDEAUsers

* DemoAdmins
(m} demoadmin4 3003 3003 demoadmind@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

ERAE mELE , B

1. BRRAF4L.
2. EERPAR , R BRE REZERDTE R ZHA.
3. EERPFAR , BUURTRBRSN A BRUEFZATHA,.

Projects

TBEMKTEMRE. ARNTMENRR, tlZNEN  FEEXHRE , HIWEH, HAMPRE
B, NEBECRR —IHSMNE , AUNERTEENUAZTMBENBEER |, flMitERRHRE
AN, BREHER MM EEE

£}

- EFYH

- BIETH

- REBIE

- ZERTHE

- HIBRIE

« HEUE PR BERIRE

- EESTE XK XHRS

« BIEHER
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EFWHE

, Research and Engineering Studio L & demoadmin4 v

(6]

ezl -..... I8
o Edit Project

Disable Project

Update Tags

Title ProjectCode @ Status Budgets Groups Updated On

1

[ O  project-1 project-1 @ Enabled = + IDEAUsers 10/3/2023, 7:04:18 PM ]

‘BB URRBEH T A HEEANTE SR, & BB XERRP , BT

1. B ERERTFRREKIE,
2. FMB G, BAUER “BE XEHITUTRE
a. YmEEI B
b. EANEAME
c. EFU B HRE
d. MiBRLIE
3. A LUE R “CIET B REIEHIE .

BIET R

1. EFRCIBWE,
2. WAMBEAREES

B ID R2—MNEFRKRE , A TRERIKA S BAWS Cost Explorer Service, BXEZEER
BSRRER P EXHRAD BRZ,

/A Important
TH ID ERIEREEEER.

BXREBRETNER , BSRRINE I ER.
. (%) NMBFEME. BEXTENESEFEE , TSRS MZESH,
4. FEERXHREULUEARZEEXHRS ( BRIA) . EFS. for Lustre B9 FSx, fsX ONTAP =% EB
NetApp S BEF .
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MEEIRIERE AriEE

HEEFHRLG, EFS, for Lustre B FSx F f NetApp sX ONTAP AJBAEZ A B H VDI z At
=, B2 , EBS BHFMATUHERZME FHNEN VDI HAEECHEEF , B FAEHA VDI
FMAE ZEHE, BEAUMEAD FSx NetApp ONTAP XHREMBEZ1NE,

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

5. WAF, AERESEMENNAS® ("HERR N MEREE") . MANREEXHBEXRENA
BRLRIMWERE , BSH,

6. EERER.

mEIE

1. WA FRPEE-RE,

2. MU RE kR RIETAE",
3. WALMER.

MRETERRAME , F20 , THREZENNZEFHESFER. SENNBEENEN  METH
DAY I AT RE R AER JL |, REBFZININ CIZNTE |, HEFTHIIRZ D FIFHRE,
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BXERETNESR , BSHEFNEHER.
4. BEERX

RES rtual Desktof Projec

Edit Project

Project Definition

Title
Enter a user friendly project title

| test ]

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-, underscores (), or periods (. Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description

Allowed sessions per user
Maximum number of sessions a user can launch in this project

(s )
Enable budget assignment and tracking

(o ]

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

\ J©

Add Security Groups
Select applicable security groups for the Project

» Linux

» Windows

ZRHBAE

EZRAMA , FHATHATRE

1. BEWEIIRPEE-IHE,
2. MR REPiEE EABE".

Projects
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)
east-2) .
Projects © G ») CEEZED
¥ Desktops nvironment Proj 2 Edit Project
Disable P
My it deskiops
Update Tags
Shared desktops
Title ProjectCode v Status v Budgets v Groups v Users Delete Project v
. deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled = « group_1 « admin1 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. WREANTMEHER , NEZMBXKNAE VDI 2EHHEFL, BAMEBER , TEEFBIX
E2iE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Ll

Deskeops Projects ©)

My virtual desktops

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

1B BRI B
EMBRTE , FRITATRE -

1. EHEIIRBPERE-IIE,
2. MBFE KEAIEE WERBE .
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. BT IHWINEHED, MATIENEYN , REEE B FEMER.
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRTEHMER , MEZBE XBKNAA VDI 2EEFL L,
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

@ G (D

My virtual desktops

Shared desktops

v Session management Title v ProjectCode Vv  Status v Budgets v Groups Vv Users v Updated On v
Dashboard
O  disableProject 002 @© Enabled - * group_1 * admin1 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 © Enabled « group_t « admin1 1/27/2025, 12:59:53 AM
Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

I E PRI BRIRE

TR N EZIE T eI FRA 62 BiRE,
1. BEWEIIRPEE-IHE,

M BRAE RERER “BHIRE

EEE HMIRE" , RIEN Key I A —ME
EBBRIE | FREEBRNIREZUN B

> Wb

EE 5T B XX RE

ERETE R, SAUETRERN XHRE BRUAEESZIE XK XHRS,
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.
Projects © G ) R
Environment Project Managemen

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]

1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?

No d

AN INJE B AR

BB B, BAERATEEERHNSRETRMESIER. SHERNITE HHFRE VDI
KAIRMTHMEE  SIRES4H,. IAM RIS A,

NN SR

SET AN IAM R EESRIZHI BT E TEFROAARAIR VDI THRNR, EMAKE  SEAUT
BEXIRICZERE

res:Resource/vdi-host-policy

BX IAM BENEZER , T5H | AM FRIREE AR,

AR A

ERLUAINZ £ARZEHTE A VDI RFMEANMACOHKE. EMAREA , EEAATREN
RiciZZ£4

res:Resource/vdi-security-group

EXLLENEZER |, 5 Amazon VPC AFiERmIPNEA LS HIZEAWSERRE,

ANINJE B B A

WA LURMBEI A | XA E FFFE VDI 2% /FE 31, RES X#F Linux 1 Windows #Y
M E1. ERFMA | S LUER U T{E—EIA ;
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VDI Bz BHiE T HIAR

EE RES BiBRLZEZTZH , WkINE VDI KHIHFF KB,
& VDI Fiz TR A&

LR IE RES BB AL/ B 3 AR,

RIS ST AT &I
A B & 451
S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/sample
A S file:////lexample.sh user/scripts

REE SSEMBLNAMEEEMABERCERUATIREHITEE

res:EnvironmentName/<res-environment>

NTSH , FRHERAESTRNABSH.
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts

It B B & R A
J5 2 A B R BB AR

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#
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# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!/bin/bash

echo "start_script.sh running" >> /test_scripts
echo "All arguments: $@" >> /test_scripts

echo "Argument count: $#" >> /test_scripts

echo "Argument 1, $1" >> /test_scripts

echo "Argument 2, $2" >> /test_scripts

echo "end of start_script.sh" >> /test_scripts

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!1pwsh

Write-Output "configure_script.psl running" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "All arguments: $args" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument count: $($args.Count)" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "Argument 1, $($args[@])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument 2, $($args[1])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "end of configure_script.psl" | Out-File -Append -FilePath "/
test_scripts"
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X PR 2K B

Research and Engineering Studio (RES) A EEBAFAEZBENNREEXH , AIEENRAFRF
EBRMIASENT B NFARER. 8/ B HERNRANREEXH — “TBAKA” M “TE PR
BE, ANEBEENEH#ITEE L,

Bel, EEAAUEANREEXHRTFRIRRES !
1. EEENR , SF EFTERARE ( ATEEAFRECR S NARNETME IMNRE F %
BR) M EFRTERD (AT EEAFERIEATE ).

2. VDI 2EEENR , 2 QELXE ( AFEERAFEHIE F 62 VDI £1F ) M “Create/
Terminate HttAFHNSE ( ATFEERAFERE POIBRLLHEMAFNRE ) .

BEXMER  EEAAUEETHENNRERSETEHNFEEER,

£

- A EERE

- VDI 2TEEENR
- EEREREH
- RURBRE#
+ REBR

- REAZREH

T B EENR
ERUE B R A&

LR R ARG ZNRNIFEER A ETE PR ERAFRA, ©EAFBIRERREE
N REZDE AR SR MEBFARN TR RB.
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

BRI B RS

ERRAVFRGZNRNIFEERAFER ‘BB WEH LN BRE RESARNERTE

Research and Engineering Studio L 8 usert v

RES RES > Environmer ment o
Projects (©) Cactions +)

v Desktops

Edit Project
My Virtual Desktops

[ pisable project
Shared Desktops N AR

File Browser

Title Project Code status Budgets Groups Users

SSH Access Instructions

O project2 Project? @ Enabled « group2 « user! 7/15/2024, 11:45:22 AM
. * group_1

v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
+ group.:

Projects

VDI £iFEENR
BIRAE

REHREBEATAFN BENENRE REHEBECH VDI 2if, ZEALENELFERERAFE
FEHCHW VDI 2iF, AP WUEREFLEMLIEEEH VDI 25,

MRFEERAAFTNGERE , NN “BafENKE REREER , TR :
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Virtual Desktops

test2  Connect

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

BIRHL I Eb A 21E

AFFEBRAFPNENSMBERHR “21E TH. XEAFFEBERSUNRNIE F R Hib
BF B3 VDI &1,

MREFEBERAFENNEMAFRBISE , MMM ENSRERSELEEETHESRAEHE
¥ CWMTRFR:

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

MREFEBEAAFTNNEHMARNESRE , MMM ENSRERET2ERXFEERE , TR
N

PR 5 RE 147



FREIRIEE AriEE

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EEMNREE X
6% RES BER , BAUMTUTRIEREENREE .
51| A PREE B S 44

« 7t Research and Engineering Studio #H|AEH £ , EEENSMERPHNREKR, FLAE
BB, B, SIH, EFMMBRNRE E X4

Project roles Desktop sharing profiles

Project roles (2) © [ createrole J

[ Q Find role by ID ] 1 &
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

EENREENHF

1. B “NREEXH ENHL K EREEFNNREEXFHER. FUTEL , &7 455 TH
BRi% TE R FREC B U4
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RAriEmE

Project O

Project Owner

General Settings

Profile ID

project_owner

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile
Project management permissions (selected 2/2)

Update project membership Update project status
Updat ers and groups associated Enab r disable a project

@ Enabled © Enabled

Description Creation date

Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

VDI session management permissions (selected 2/2)

Create session

@ Enabled

Create/Terminate other’s session

2. &R ZBRWENWE"ETF , EELHNEANREEXHNTE,

RES Permission Profiles

Project Owner

Project Owner

(Ceaic ) ( pelete )

General Settings

Profile ID Description

project_owner

Permissions Affected projects

Affected projects (2)

List of projects using this permission profile.

Project name
Project1 [}

Project3 [4

RN REE M

Default Permission Profile for Project Owner

Creation date

2 months ago

Latest update

4 hours ago
Groups Users
1 2
2 0

1. FERREEXH ENEL , &F Q2EEXH UeZNREENHF,
2. WANREEXHEMRNER  REEBEEQDELZEE XA AR TFRINR.
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Permission profile definition

Profile name
Assign a name to the profile

Permissions

Permissions granted to this permission profile.
Project management permissions
Update project membership

Update users and

rs and groups associated with a project

(] (@ ]

Update project status
Enable or disable a project

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

Ym B X PREC B XA

- ENREEX#HENEL , RERENHAZTUNRBERZEEXN  BREE  RRERRER
B A LA SE # %A BREC B XX A o
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Permission profile definition

Profile name

Assign a name to the profile

[ Project Member ]
Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.
Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Ena r disa project.

VDI session management permissions

Create session Create/Terminate other's session

o

o

i BRAX BRBC B S A

- ERREEXH ENEL , REREXHZUNREBREIES | &F BRE, REIEE ‘BERE
BXH . B M BREMIAD B E£RANNREEN .
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4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.
v Desktops RES

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environmen t Status

Snapshot Management

AIAX PREC B M

B RES MB AR NMRUNBREREXH £ REEAATUNERITEHE, (U, 2REERT

AT E eI Z NS SN REEX . ) TRERTRURBREEXH (“HEKR” M “TE A
) ATFHNR, NREEXHRERTFHEEERAFHNROGER TMNFABENTE ; 2REER
RERAF , WAERBTE PREUATAENRR.

Permissions 1%, BF B &5 MEmMER

BIEXTE tIEZEEHN2 X X
H, TeRER
BLMER , AR
#RBJ LARE A5 L2
KIEAEMNS
o

Create/terminate  7EIH F8IZE X
Hit ARSI KIEEMAFHN

21,
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Permissions 15, B B K& mMBEFfEE

EHMWMBERAT  EHMSTEXE X
1% BV R P B

BRREZEAM X
BHo

BT E RS

MR SR

BRI RAAFMREIREIEE (RES) EERARENELIEEANMERFERHNR, XEBEX
XA SSH R, KENRINKRESRREFNR.

ering Studio & clusteradmin ¥

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@ Display
View the remote desktop. This permission is critical, review
implications before disabling.

@ Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

B B ST 5T 25 U5 R AR PR

RES B R A BAE XA BRI R NI Bk A BRI EIE. MR Access BIFEHRH , AFFELERE
HWeb MTPHREBEIXHRRRSM , BT EZLEHTHMMBELRXHREN KR BRABGRK
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&R, AP AU REN MR R XA REEESM XA LA TR EL/BXHREN
iz,

7\| Research and Engineering Studio

res-new (us-east-1) RES Environment Management Permission polic

Permission policy

v Desktops
Manage user permissions throughout the environment.

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir M D Accessdata
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets

Identity Management

Permission policy 14 ktop permissi (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

HipRBIEDRETBE XXM , EERITF NSRRI E AT, BMEMRTEHEMRN T
H LRk, W, SR RELS , SMREREX.

ELE SSH 1 B X BR

EIERATLM “BREG” #85 N RES RS AHEA SSH, BEEL FHEAEY SSH ¥R VDI,
BUBLTT R/ , RES 28 BEL2E4 , AQAFE/R SSH FRIWARE, FHATXE , RES FE£H
SSH ipH , LikEL2FH , ABERA/K SSH TTRHARE. MINBERT |, XL TERRE.

® Note

Y RES ZHBEL IV , CLTELHAWSIK - FRIN— t3.medium Amazon EC2 3£4i,
BiZEHIBXNFrERAYREERE, BXEZEER |, i5H Amazon EC2 EMN A H,

J& A SSH 1A [d]

1. #E RES #HEMNEMNSMERT , ERNEEE , AGERENRRE, £ HMELR T, &R
SSH i EIF X,
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Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

v Desktops
Manage user permissions throughout the environment
My Virtual Desktops
Shared Desktops
® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (D sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management

Permission policy » Desktop permissions (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

2. ZE&BH SSHiFRNER,

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

Environment Management Permissiol
v Desktops : IaBEmS "
. . .
My Virtual Desktops Perm ss on pollcy
Shared Desktops
P throughout the environmer
v Session Management @ Permission policy key concepts
Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any «
Sessions
Software Stacks
Debugging Environment boundaries
Desktop Settings Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v Environment Management
v File browser and SSH permissions (enabled 1/2)
Projects
Users D Access data
Display File browser in the navigation menu and access data via web portal.
Groups
File Systems SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
S3 Buckets

@ Info

Identity Management . . . . o .
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

Permission policy

Environment Status

Snapshot Management 4 p permissi 12/12)

General Settings

> p advanced i 8/8)

3. AmMELEWE, FEA SSH HHE,
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Research and Engineering Studio

res-new (us-east-1) d onment M

Permission policy

Manage user permissions throughout the environment.

4

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts

SSH Access Instructions . o . . . o . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)

Desktop Settings O Access data

Display File browser in the navigation menu and access data via web portal.

v Environment Management
Projects @ ssHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

RPN EN S EERFE R SSH 15RI B AR HE,

Research and Engineering Studio

res-new (us-east-1) RES > Home > SSHAcce:

SSH Access

4

Desktops

My Virtual Desktops
Shared Desktops
SSH Access Instructions .

Access environment using Linux / MacOS Access environment using Wind

<

Session Management

Dashboard Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation: Follow the below steps to connect to the cluster u:
Sessions
Software Stacks Step 1: Download my Private Key Step 1: Download my PuTTY private key

Debugging Download the private key file, and save it your ~/.ssh directory. L Download Private Key
Desktop Settings
& Download ate Key

v Environment Management Step 2: Configure PuTTY

Projects
U Step 2: Modify key permissions « Download PuTTY [2
sers
. . * As hostname, enter 3.92.72.222
Groups Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem + Navigate to Connection > SSH > Auth and er

File Systems under "Private Key used for Authenticatic
Step 3: Connect to the cluster Save your session

S3 Buckets
 Click connect/open to access the cluster
Identity Management Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222
Permission policy
Environment Status Step 4: Create SSH config Step 3: Enable KeepAlive
Snapshot Management If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit: If you don't want your session to be automatically
~/.ssh/config and add: and add "3" as "Seconds between KeepAlives"

General Settings

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1
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1. £ RES #HIANENSHMERT , ERNHEEE K RAEEENREKE, £ HELR T, &
SSH FEFF Xk,

Research and Engineering Studio

res-new (us-east-1)

Permission policy

v Desktops
Manage user permissions throughout the environment.
My Virtual Desktops
Shared Desktops
Py issi licy ki t:
SSH Access Instructions © permission policy key concep s_ - . . . - . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)
Desktop Settings D Access data
N Display File browser in the navigation menu and access data via web portal.
v Environment Management

Projects @ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

2. %45 SSH HRIEER,
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Research and Engineering Studio

res-new (us-east-1) @© SSH access is being disabled. The application will auto-reload once the change takes effect.

+ Desktops RES > Environment Management

My Virtual Desktops Permission pol cy

Shared Desktops
Manage user permissions throughout the environrr

SSH Access Instructions

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions
Software Stacks Environment boundaries
Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled f

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Desktop Settings

v File browser and SSH permissions (enabled 0/2)

v Environment Management
Projects D Access data
Display File browser in the navigation menu and access data via web portal
Users
Groups SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
File Systems
Info
S3 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. view module status [7
Identity Management

Permission policy

Environment Status > ktop permissi d 12/12)

Snapshot Management

. » Desktop advanced settings (enabled 8/8)
General Settings

3. ZERBTME , SSH HFRREEM,

Research and Engineering Studio

res-new (us-east-1)

Permission policy

v Desktops
Manage r permissions throughout the environment
My Virtual Desktops
Shared Desktops
® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled [
Deb: profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (D SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Groups
File Systems ® Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management

Permission policy 4 ktop permissi bled 12/12)
Environment Status

> 1 " " : (enabled
Snapshot Management v settings 8/8)

General Settings
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5 R ENR

EEAWUTEHRA “RE" NR , A2 REEMEEMN VDI hee, A XERRN—E 2 NRE A
Fﬁﬂzﬁlﬁiiﬁ tEMEXH , MAEScHERERNAF TN THRERE, WRE %TEH%EW
,MSEHIEAREAEREEXAPHERNR, XENRFHIRCH €REM. IEEEAE

FFHJH:%E*XFE KAHAEREXHHTHNREFFRFJEARS , EXEERRAFIHERZNR.

ering Studio PaN

& clusteradmin ¥

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

REXZFRENHF

IR R ] AR A BB S B
LIS X F R TR R AR RE

EXEMEM, EIX

B2 B & XX A

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

EEAALOAR QIREENH REIBMOEEX . Ale , A8 A DN B,

iR, 1%

I8 FIT 75 B9 A PR H fr 17 PIT I B BE 2K

ITEHEN. MERFESANERXEREEXH , AESHMBAH
TB2RATHRENR,

& X fF

PR SR A
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

WEMATR

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permiss

+Del). Note:

@O screenshot

Save a screenshot of the remote desktop

BERBMAGH , FRITUATERE

1. EFEAEREE XXM,

2. &EBRE, Rk RE S RE B X

@ clipboard Copy

Copy data from the NICE DCV se

ver o the client clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

PR SR G
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3. REFEREMNR,
4. EEREREEX.

X BC B S A P B9 (R B R BRI ML BN R A T L BT AT A 215

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q, search

Desktop sharing profile ID Title

Description

© e o) CEEZID

-

&

Created On

testProfile_1

[ Q  testprofile_t

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session.

Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Key

board permissions as wel

@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

PR SR G
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NHRE

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

;E“yﬁF%db,k ﬁVTu

1. BRMXHFRS.
2. EBENHRER , R BRE KR

a. FXHRERNMEIBE F,
b. MILERBRXHRS
3. HAFMBXHFRL,
4. EEXHRGRE , EUURTRBERSNERAETXHRENTEAES.

F&
« INEXHRE

N HFRE

® Note

ERIMBNHRS , E4AHLEZAEN VPC MEL—1 RES FM, BELAEREBEE
TREH |, XHER VDI FERIBRIXHREHAR.

1. E&H RBHERLS
2. MNTHIIRFEE-NXHERGE. B/ R , ARNESHATRE,
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3.

4.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

BMANXHREFAER

(® Note

MRABERT , EEANTEMAEETUAECRHFME PERENHRE , BT ENE

HATRE

ERFRE FERNXHRELIBTREER B RBEREN. /homeXFHEEBRX
HRE TR PERERANXHRS, KRB THRIENE BHNKERE , BHR
BETEXRBKRNAF T REESHE VDI BRI RE, VDI R RS hnEH G E R 3

BRERXXMHRL,

EERR.
-

Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

v

XHRGE
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KEEA ONTAP XHRENZNE

RES X3 M NetApp ONTAP X RGN ENEMEZMNE, IATFEERTER— ONTAP XH RS
ETESAELATE B ESN NS HITE FH,

EMNE A ONTAP XHREMEEME | FMITUATRAE

1. & REXHERLS

2. MTHIIRFERBEN ONTAP X4 RE,
3. E'® FRY , BEENHRETENE,
4. AUBEEMHE—HVREE F.

5. BEERER.

® Note
KER— ONTAP X#HRENBNMNEMLTNERHE —HNER B F, AJURBSMY 5 EATEN
il

REBEE

REEEREL T ERRCARFNIBHENLE  MNMBRT —HEMEBEYE, EARK , BTUR
FHRRERSHRBEIBIEFHRIRSHI RS,

R AR 1 164
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RES Environment Management napshot Management

Snapshot Management

Created Snapshots ©

Snapshots created from the environment

[ Q Search ] 1

$3 Bucket Name Snapshot Path Status Created On

No records

4

~_

Applied Snapshots & ©

Snapshots applied to the environment

[ Q Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

ERBEEREL , &AL

1. EEFAE IR B R IR

2. BIEMRR., HOERR e , EFEERE-— N ERHENNERENFETE,
3. EEMAENAKNRBR RS,

4. RRARR.

ES ]
- BIERER
- NARER

EIRR
HRIBRE A, BAHN Amazon S3 FREBRELENNIR. BXUBEHENEES , BSHLE

TFiERE. BRAFEBRAZESMBRSHFIRBERILR, BEE , IUEFERN B ETFHEH

XEIRE,
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® Note

b Amazon S3 #EBHN AR AR FT2ESRARTERE, CEERSEHAEEFERN
QEHDJ;.IEEO

EEFERMNNR , FHRITUTRAE

1. M Bucket s JIRAIE RGO EZNFER.

ERENRED <,

£ Bucket policy ( FfE#RE ) T , iHiEF Edit (5RE ) -
FUTEQRMBFEBRED, FXEESERNEECHE

> w0 D

e 111122223333-> IHAWSIK &
« {RES_ENVIRONMENT_NAME}-> #REY RES B Z
e amzn-s3-demo-bucket-> {RHY S3 FEFEH

/A Important

X EARNRAFZHEAWS, EXEZELR |, H2H https://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

},
"Action": [
"s3:GetObject",

REREIE 166
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"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

EORRR , FHRITUATERE

1. ERQIERE,

2. HWAEZBIER Amazon S3 BN Fr.

3. WMALRFELGRBEEEFEEPHIEZR, W0 october2023/23,

4. EPBIEI,
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

( )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5. HE+ZHME, & “RR UHLIER RIFET AEBRS. BREN EERITH ZRN BEX Z
B, PRI

I AR R

BIRIMERRSE , ELRHZIR BN A IR LT B HE, SFE O FE BN RE | RFHRIRE
RER o

MARBSFAFPNE, IE. RHEF#EKR, NREEXHNXHREEFHRERAEXBKEFIEH

g, FT2E8FfAF2E. NAREBN , EaRESFARIEZNELREE , MBEHERERE

7. XTEENRER , RELBRIERMEFLUERR. N THEUNIER , fIOLZEER

REP , CEHAEERNFREESTHEE , eREAATAECEERSEREHMNBEHAIIC

3% : RecordName_SnapshotRESVersion_ApplySnapshotID. ApplySnapshotID%E i R&atE
8, ATHRIRNARBHEXEEH,

ERENARFHE , RESREFTRNTANE. T2EFHREFFTTANRR, N TERRBER
MRR  RESRERBRARNATAME, MREBRESATH , ©FEIBRSBRBERNERR.

MRFHIAE AR TR BIHE |, M AT LLEF CloudWatch BEAHH HE/res-<env-name>/
cluster-manager A T B FAELE. BN BEEHNE [NARR] 7L, NARRE , &AL Mthe
section called “RIEEE" MHERHRS.

B FEBRIMNR , BT TRE

1. M Bucket s JIRFPIEREVENFER.

2. EENRIETF,.

3. 7t Bucket policy ( 7R ) T , iHERF Edit (R ) .

4., FUTEDRMBFEBRED, FXEESRAILZESHE
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e 111122223333-> IHAWSIK &
« {RES_ENVIRONMENT_NAME}-> #REY RES M EZ
e amzn-s3-demo-bucket-> {RiY S3 FEFEH

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

Y,

"Principal": "*"
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ENRARE :

1. &FE RIRARE,

WAZEREBH Amazon S3 FHEBEH A,
AT AR IR R AT ST BR R

EER R,

R

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).

A 4
5. AE+oHE, E “RRBEE NEHLER FE ARERE.

Amazon S3 12

MREIRIEZE (RES) X#H Amazon S3 FEMERE Linux EE\REEM ®H (VDI) 3£fl, RES
EERALUNY S3 FHEMEA RES , FHHMEITE , mBEHEE , HE HNREE" TH “S3 F#F"
IR T R BRAF A A

S3 FEMEHERREM T THECEANER A S3 FRBNIIR, £ S3 FRFBEFEKRF , &7
B
1. ERAMNIF#EL S3 IFE @S| RES,
2. %1% S3 FHEW , AREARERENITUTERE
- REFER
- BRIFER
3. HARRFREFMBEMHTERAEREMEMN S3 FHH,

Amazon S3 TF{& 1 170
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MRASIEIAEE RAriEmE

RES Envirol nt Management

S3 bhuckets

Onboard and manage 53 buckets far Virtual Desktops

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

) 53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW 1%p default

LTEFNEMAESRN RES BB P EE Amazon S3 FE 1.

£

- [BE VPC ZEH Amazon S3 kA RE M
- 70 Amazon S3 1FH 4

- Y% Amazon S3 TFHE

- BRI D% S3 FHHE

- BERE

o BIKF AR TR AR

- BFIEFAE VPC FHIEEM B

- RIEHE

« /2 A CloudTrail

fRE VPC #BEH Amazon S3 ZEFF LIRS M

MREERER VPC H 22 Research and Engineering Studio , IEfEAWSIK F 1 #%8 RES /5 , IR
AR REF lambda Bl ES ¥,
1. BRIBMREIRIEZWAWSIKSH Lambda 2H &,

2. BRHSHBILB N Lambda E%. <RES-EnvironmentName>-vdc-custom-credential-
broker-lambda

3. GEEREHM EE AT,

Amazon S3 174 171
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e @ This function belongs to an application. Click here to manage it. X

(~JoJo)

¥ Function overview s (__Export to Application Composer ) (Download ¥ )

Diagram Template ) Description

‘vele lambda to provide temporary credentials for mounting object

Related functions:

elated functions: storage to virtual desktop infrastructure (VDI) instances.
& [ select a function v
Last modified
s ‘ 17 hours ago
‘ S e ©

PE— Function ARN

( + Add destination )

m API Gateway 2 Y

(_+ Add trigger ) Application

Function URL Info

Code | Test | Monitor | Configuration | Aliases | Versions
General configurati " . e \
eneral configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| Q Find environment variables 12y
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Funetion URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS_TABLE_NAME

Tags
DCV_HOST_DB_HASH_KEY instance_id
VPC
DCV_HOST_DB_IDEA_SESSION_ID_KEY idea_session_id
RDS databases
DCV_HOST_DB_IDEA_SESSION_OWNER_KEY idea_session_owner
Monitoring and operations
tools MODULE_ID wde
Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX PROJECT_NAME_AND_USERNAME_PREFIX
detection
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX PROJECT_NAME_PREFIX
Asynchronous invocation
OBJECT_STORAGE_NO_CUSTOM_PREFIX NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. ESMERT  ERRETEUERZHD.
5. & Edit FFUTHHEZERMEEHEF

8 : AWS_STS_REGIONAL_ENDPOINTS
{& : regional
6. EFRERF.

7 Amazon S3 F#
BN S3 FHEMBAMBEHN RES M8 | EHITUTERE :

1. %&$F Add bucket (R INEAERE)o
2. WMATFHBNEFEAGEE , flHFEMEH. ARN FER S,

/A Important

+ S3 EHEBMME RES BN TR —AWSKXIE, Cross-region TX%¥# S3 FEBRE,
BIRETEERATIRMUMNFHENE ARN, EERSFMER,

Amazon S3 TF{& 1 172
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- 7 ARN AJBLEE —NAIR , ZATRSFEMER S3 FERE X RREIT K.

3. BEE—MmBFHENEN,

/A Important

- BRUERECABREEXHTHRERENESEE , E5H.

4. HEBREW T , B LRHE IAM S ARN RESFEBUHITERSIHR, HEPHEIKS
TFER RRSREBEBIKS B RIFAFEN IAM B,

5. (Wit )NEFHE\EESHEXRE , WEAUNERITER, B2 , TEF S3 FREBRAITE NN
B VDI 2EF, AEETEEFEBXEKEEINSES QERFET,

6. ZEERERX

Add bucket

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket dis| ply name
dly name to d

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point
Type the di path where th ket will b d
Mode
R ad o Iy [R]
ow us ad or copy

0 Read and write (RAW)
Allow users to read or o

| Mo custom prefix v

w» Advanced settings - optional

IAM role ARN
To access the bucket, paste the IAM role on Resource Mame (ARN) copied in Identity and Access Management (IAM)

Project association

P j cts p[ nal
As e the b with the following projects. To add a new project, go to Create Project.

| * ] (©

Amazon S3 17 1 173



MRS TR AriEE
Y548 Amazon S3 148

1. % S3 FHMFIRPIEFE—1 S3 FHE,
2. MBFE REPIEE RE
3. WALHER,

/A Important

- FUEE S3 FHBXRALFHEBERIZINENNEEMNKEEMEN (VDI) 3£
Pl, ABEEME FEH VDI KESZFHBREE , ZFEBET XEHINZIME T 5
ZHH VDI 21iF,

- BUHTIE & S3 #RRNXERT ¥ S3 FRBTHHE , EaSBREAFEED
A IR

4. EEREFEERE.

Edit S3 Bucket

Bucket setup
aaaaaaaa

Project association

Projects - optional
Chaose the projects to assaciate to the

[ default x
default

( cancel ) LTI

BRI D% S3 126448

1. %&£ S3 FMFIKRPIEFE—1 S3 FM,
2. MR KEAHIEE BIBR

/A Important

o SRRLIR T IR RE AR R B BRATAR T B K BXo
« BMIBRRER LTI S3 FRBPHHE. ©ER2MER S3 F##FS RES BIXEK.

Amazon S3 174 174
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- BEREF#BNSBIAEN VDI 2BEEZLSENFTIERH ( KXY 1 /et BRI R ZF
ERPHRNE.

HiERE

R S3 FMAME RES &Y , B LLERNEFEBANBERESEFENTENAF . EHNEH
BUEL , £AEERRE (R) RiEE (RW) B,

R

WERES , Read Only (R)MRIEFMEN ARN BIBIZR ( Amazon BIRBHF ) BEIHRITHRIERE.
Flan | NREEFEFEAH ARN arn:aws:s3: : :bucket-name/example-data/ 6 RES RN INTEf 2
X, L E#EIXEmE A MIE B Xx<B , WIMNIE A MLE B R/53) VDI WA S KRR T
BRbucket-name T HEHIEIE, /example-datatbiPRTEH BIZBEZANEE, MREHH
ARN & BEHMMaId , WENEEBF TEHSHEXERNETATE EA,

ENE

RRead and Write (R/W)iEH , NIHLRIFFMER ARN AT ZBEFINITHIERS , 00 LA,
WEXEEEMED , ATFEERR N S3 FRABRMETEENAIR. EH/FRead and Write (R/
W), “BEMBIE B/ EANTR , ZEHsRETEUTEIN FTHXE

- XBEBENAR

* /%p

* /%p/%u

Amazon S3 17 1 175
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RES Environment Management
Add bucket

BB EENBERE

WMRNo custom prefixiE#F “‘HENMER , WEFAHTEMEEXBFERENER T HME
. XAWTEFHBXRNEMIE EEXBMNEANR. fl0, mMREFEAFEANo custom
prefixiEEM ARN arn:aws:s3:::bucket-name FFEME 9D XA MNE RES , HFHtEFE#HIXE
A AFMITE BMEXE , MIMBIE A FIE B F/E3h VDI A FBEXN ZEFME 2 XK TR S
BB,

EEA B RE LHITHRIERE

MR/%piEF BELHER , NFEBETFHBESEEXENSMEVN ERE., Z%pEERT
BR®E, flin , MREBERFER/%pEEK ARN arn:aws:s3:: :bucket-name, EHFERINNE
ERRINTFEMEME /bucket , HF ZEETEESIE A MIE B XREKEX , NIMEB A REVAF A AT
MEAXH. /bucketTiB AHRWAF B A UAEEAF ABEANXH bucket, B2 , NRA
F BEIHE BHE3 VDI H#HITEE /bucket , TG ETEAF ABEANXH , RAKERIR
MEREN. AR ABAWXHN TR TH S3 F#EF , /ProjectATMAF B REEMSLAM
B B ##9 VDI /ProjectB IS F&EiH IR

EEINHE. SMRAPR EHTHRIERES
MR /%p/%uikFE BENLBIR , NiF@EBEPNHEREZIE KNS MEETN B MA SR

B, SpZTERKRMEARE , SuRTAF B, il , EEHAFMA ARN arn:aws:s3:: :bucket-
name FE#BERME RES & | /%p/suith BEFH RN, /bucket it FHBETE A MIE B

Amazon S3 17 1 176
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HXB, B AFMAF ATBEEBEAXH /bucket, EZEIER%pRENZETE , £i1X
MERT , AP BEEFRIAFR AKRWME A PEANXXH /bucket , BAEKIEHIE MAHF B
B, AFABARNXHNTEIRTH S3 7+ , /ProjectA/UserATi A B REEETE A
FHHE VDI /ProjectA/UserB B F#EF A,

BT P 17 A 15 R AR

RES AILAMEMAWSIK - HEE 7  AIREXLEFHEBEFELANNR, EUTHRP , KF A F
) RES TR EEMK S B iEH S3 7M.

HP 1 EEE RES WK/ HEIE IAM A (XRFHAKS A):

1. BFREEHN S3 FMHEMN RES K, (KF A) WAWSEEBEZEH A,
2. ITFF IAM #4 A& -

a. SME IAM 2EIER.
b. ESMERF , EFRE.
3. BIEXHEE

a. EFRBIBREE,
b. i%$#® JSON &I+,
c. FAMELAT JSON ZHBE ( amzn-s3-demo-bucket B A B iy S3 FHEBHEH ) -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
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"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. ﬁ?¥-|:_$o
4. BEHOIERR

a. RMUEERMEBF (HlE , S3AccessPolicy” ) o
b. NINALERRERBRN BN,
c. EERMIEEFNBRER,

5. 7 IAM 2414

a. SE IAM ZEIER.
b. ESMBEEF , EEAE,
6. SIEAG .

a. GEERMEAG,

b. EEBENEERBIENATERENRE,

c. FEMELLT JSON REE (1111222233338 AIKF A BISEERIKF ID A
{RES_ENVIRONMENT_NAME} RES SPEBHIMEZR ) -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:xo0le/<ENVIRONMENT_NAME>-vdc-custom-
credential-broker-lambda-role"
}I

"Action": "sts:AssumeRole"
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d. iij:%-lt_io
7. YOI PR R ES

a. BIRALEFRLEZFCIENKR,
b. ii*%jt_io
8. Iid. EEMCIEASR .

a. WAABRM (H/ , S3AccessRole” )
b. LTI T , ERFMIHRZL , AERRALUTENE :

- ¥ : res:Resource
- {8 : s3-bucket-iam-role
c. EFABALERUERAG,
9. 7 RES HER IAM A& :

a. EHIELIEN IAM BE ARN,

b. %3 RES #£#l&,

c. HEEMSMERS , &HF S3 FMM,

d. B®EEFNFER K RSEABKS, S3 7#M ARN EERE,
e. BEE ‘BRKRE-AE THIK,

£ IAM B ARN FEHH A AT ARN,
g. EE HDINEFERE,

—h

SR 2 BRKS B REVEFRERERE

1. BXKF B WAWSEERZH A
2. 7 S3E2HA

a. SME S3 ZEHIEMR.
b. REEREERTFHRNRAVFER.
3. REBIFHMRE

a. EE N ETMF , REGERE FHERE.

b. RIMUATHREURTIK, AT IAM ARG RFEBRINE (1111222233338 RAKF A
HISEBRIK P ID Hl amzn-s3-demo-bucket S3 FEBIE ) -
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
C. ﬁ*¥ﬁﬁo

Br b FAE VPC FRRYERSEM

ABIEAPRBENZ S S3 FRBL RSB CIK/ PR S3 S , LALLM M VPC LinT AR
RIFIENFE VPCo, LTS REBAMAN S3 RS IR VPC KiImT R, A& WRT /RIS R ERIK S
P S3 FHBUAREMEARAERS FEBKS,.

1. TR LS VPC 2§ & -

a. EFIAWSEEEGHIA,
b. 37 Amazon VPC #2#|& , Mt R https://console.aws.amazon.com/vpcconsole/o
2. 7 S3 I VPC KimT K

a. EEMSMERTD , EHRIRS.
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b.
C.

d.

e.

prid=gnlfe DT Jous
T RS RS, FEARIER AWS RS

£ “REBF FE&S , #i Acom.amazonaws.<region>.s3 ( <region>F#EAWSFTTE Y
X B ) HEFE “S37

MFIFRFPEE S3 RS

3. BMERKRE :

a.
b.

C.

NTF VPC , R ERHFERBIgRH VPC,
NFFM , FEFEHEHERAT VDI FRAFHENILE 7M.

XNTF ‘B DNS £# , FHARIEFZED, XAVRFFEA DNS EH A # 4T in R R 45
Ho

4. FEREEENRHEME

a.

b.

ERKB TN, BB BEN,

EXRBEEST  WARHHRENKFIESEKRKFNRBRNERE, UTR2EE R (amzn-
s3-demo-bucketBIRNIEH S3 FEM4444555566668F 111122223333 & E 0]
KA RIAWSIKF ID ) -

(® Note
WRBIRBEERAS3: *ERRH S3 #HFHRE , fINSHEARE, EFHEFL,
XERETEAFRNRTEE (HNEEHEEHRANREZN ) KAZEKFEH
., MRFERB , FHE VPC KinT LUK P NI S3 #HIFERERNMBEIE
#1814,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
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"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

e

5. BlEBRR :

a. BUENIEE,
b. EEMNEBIRR.
6. Bifms :

a. BIBEKXRTNRE, & VPCEHEPSEME “RiRT R 82,
b. RIS
c. WIPRERERN TR

BRIXESRRE |, BALIGIR -V S3 TR VPC KT R, BREBRTEMIKSSHEEKS ID
PHY IR

R HEE

AR EFEBRDTIIEE VDI LER

MREFEREEE VDI LEH , NAILE/LMEREREBFEHIR, BREUTSRRMAE,

1. EF VDI AE:

a. FEAWSEBEZFI A,

b. $T7F EC2 #£#l& F SMEIKH,
c. EEERZH VDI X,

d. BESEEEREES VDL
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e.

BITHT 885 :

sudo su
cd ~/bootstrap/logs

EXE , RAULKREE S AT, EMRMAFRESEFEconfigure. log. {time} X HH
#E,

WA, EEE /etc/message HEURMEZFMAEE

2. BEFEBHTEMEIUENRIE CloudWatch Lambda B :

EFZIAWSEERIEFIA,
$TH CloudWatch ##I & H S EIBEA,

BERHAXYH/aws/1lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

REEZE-NTHANBEEE , HEBEFRIFFEHEIR. XEASFEEBEXRNERE S3 FHER
Rftmr BELEERNEERENEHAE R

3. EFEHENEIRIE API Gateway CloudWatch B :

a. EBERIAWSERIZFHE,
b. #TFF CloudWatch #Z#l& ¥ SME AEH,
c. EERHBARLXYA<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
d REFZF-ATHNBEYL , HEAZPREFFEE IR, XEAFFITEHEXME API Gateway
A HWER S3 FHEATEN B E LERNEME RN FHE L
WMMEAREREFEREN IAM AEEE
1. &3 AWSDynamoDB #Z#|&
2. EFERE
a. EEMSMERS , &F &,
b. &#HiEFE<stack-name>.cluster-settings,
3. HERT:
a. ZEBEXNKERIME,
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MRASIEIAEE

RAriEmE

4.

5.

6.

b. WREEE B,
AR RS

a. R TIEES LTI TRIERS KB Eo.
b. FIEIBMEENSEHNZEAEITHE-

- B AR,

o IR FFEKR,

« {& : #iAshared-

storage.<filesystem_id>.s3_bucket.iam_role_arn<filesystem_id>&¥A

ZEEBUNXHERENE,
HITHHE
‘R BT UERTESRETHEE,
REE
MRZEZEELE , FHREAEEN IAM &€ ARN EBREZE.
MBIZEZBEIRETE :

a. ®EEQEmMAB,
b. WMABEMIFE :

« N¥FXBEM , B Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« WRIMMEBH IAM &€ ARN,
c. &R “RE LUARIMZME,
EF B3 VDI =41

ERXH , BREBXRXEHZHIR IAM £ ARN E2ImfY VDI,

/B A CloudTrail

ZEF A CloudTrail #%|A& CloudTrail EZHW KRS A , EEBAWSCloudTrail AP igFEHFEH

CloudTrail £ & 812 REEFREAN H AR TERE, CloudTrail FBI1ZFKIHHE S3 FHEBHY IAM A

BRIZFEI S3 FHMA B EIMNR, XATLAEEREEISIHI ID |, Z3KAIDEEETTMB A,
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MESIRIER ArfEm
A — |
{8 %7 mn

ANHAFRBEREAENAREEEMAFMENE S

25

« SSH %A

. ERRE

. AZAR

. XHEHYE

SSH 7 d]

BEF SSH BRBL A | WHITUTRIE -

1. M RES ¥#6%# SSH iF1H,
2. BRBRELWIHBFER SSH = PuTTY BAT1HA,

RE L SR TE

R KEEMZEN (VD) ERATFAFE LAWSSIZMEE Windows = Linux EE\REHE. AP ATMUE
MAZENBEEECEXNNW IEMNARZFNER TE31 Amazon EC2 3£,

X BNRERS
RES BRIXFEANTRERGSEHENRE :

« W5 Linux 2 ( x86 1 ARM64 )

« T 5#h Linux 2023 ( x86 1 ARM64 )
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.03 (x86)

» Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)
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® Note

M 2026.03 lRAFF A |, WEi# Linux 2 #] RHEL 8 "HAEERIAR 4Kk, MBEE Y
AT LUFMHE X LIRIERSEHN B E L HFHEE,

FR

- BHFHNRE

- HEENEE

- BHEZHNRERES

- BREMUKE

- RESEER

- RYEEMKE

- ENREEMERBZEN

B RE

1. MREFRE BNEMKE
2. BERBIHMEMKE .

Virtual Desktops

3. WAMKENFAER.
4. BEBRXR,
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RAriEmE

—KEBELANKREGEENFTFR2MEAHN  BNKREFE 10 T 15 28R EZHE, BN ERBUR

TrATER G, RES 280N GPU KHIH LZEMEXMNEZIEFF
5 R H R E
BRRENKHE , HEREKEF , ASEM Web 5 DCV T im# TEE.
Web connection
BT Web 3 55 85 15 7] R [ 2 & & £ W E#E 5 &,
&3¢ Connect , SIEER4E B LAEEBET R KA L RIENKH.

MyDesktop3-windows & Connect

(avevsesmonris )( @) e

DCV connection

B DCV & Fimih R R E ARG &AM, EESY DCV 1R, HITEL TR

1. &FE DCV 2BEXMHLUTEIZ . devX ., BFBEERS LR DCV B/ .

pALIBEN: DE ST
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Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat Enterprise Linux9 t3medium @ No Schedule

2. AXRZFEUH , HiEE? B

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

25 Y RERAS
BRERENRS , BRITATRIE
1. BERE

EHEEH KERES
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RES > Home > Virtual Desktops
Virtual Desktops

2. ERELHRERS. BEOANIMNATHIER
« Stop (f£1k)

FLLEFLSHBEERX , BUNUENEH S EFLHN2E,

. BB
BF DAL,
. &I

KAGREE, IREFEANRIGFR WL LSEFARSSBBEER, ®LLLZH , BF
BiE& 0 E RES XHRE.

* Hibernate

LHRERSERFIHME, EFEIRER , ENNABRFARE , BEFREZREERETE
Ko AFHMAXRFIBZFNRE , BZEMRABEXRFICRBBRERAES TR, ERIEEHREZE
BEXFIRE , BERKELREMF.

1Z UL R
EAUERELNRANEHRERLEEH,

1. BEEUEERPIKPDZE , BIUFLERE -
a. ﬁ?¥j§%1’ﬁo

ERELRE 189
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MRASIEIAEE RAriEmE

RES > Home > Virtual Desktops
Virtual Desktops

b. EERELKEIRES.
c. &EEEI,

® Note
RBIEEMARBRR BN REA D,

2. BNRECELRE , EBERE K REEBREFLIE.
3. EHLEBMBERFHEE KD,
4. EEBIRI,
5. XHIEHE , EREA :
a. EEFRE,
b. EBRELEMERS.
c. EBE3.
BRESEER

1. ERRE.
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RES {ome Virtual Desktops
Virtual Desktops @ Auto-refresh CX =~

rheld  @connect

ZHEE LR

HIAMBERT , EREEITNEAATNEARBESEL, ITUERENEE LN “BE XRFRB L)
BEOXRFAERENEELWBERLH , T —THR. ETHRESER , EENMNRERRERANTNES
[HZE0. ARV EANERENEL , UEBRERE. ENESEEMENBIEIETHEX VDI
Autostop WEZER |, i8S,

F&

- REMAREAEF

- EENREPRERIATE
- FiIHXMEENMIAE

% BN A S H AT E &R

1. EERRE,

RREDRE Y
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RES om

Virtual Desktops ‘ e © G e | )

rhel9  Connec t

2. %&3# Schedule.
3. BRESXWBREZRHE
4. EBRTE

ZHENRE 192
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

EENMRPIRERIAITX

A BAfE DynamoDB HEFTER AT

1. BRERBEWEBIRER : <env-name>.cluster-settings,

ZHELRE 193


https://console.aws.amazon.com/dynamodbv2

FREIRIEE AriEE
2. EFEWEmMAE",

3. & “THiERR” TRANTRANRILSS

TR Rs 1

BB = key

JR)% = Contains

« KA =String

{& = vdc.dcv_session.schedule

TiEsg 2

BMHEEZ = key
K% = Contains

« KH =String

- {# = type
ilters - optional
ibute name Condition Type Value
key X] [ Contains v ] [String v ] [ vdc.dcv_session.schedule ] ( Remove )
key X] [ Contains v ] [String v ] [type ] ( Remove )
\dd filter
un Reset

XFERENRKE  XEZFERRTREPBROIRKIATTRIE
#lydc.dcv_session.schedule.<day>.type. BXEN :

* NO_SCHEDULE

STOP_ALL_DAY

START_ALL_DAY

WORKING_HOURS

CUSTOM_SCHEDULE

4. YNERCUSTOM_SCHEDULEBIZE , MIAFIRE B E LW B MEILRTE, Nk , FEEFZERSP
FRAUTIESS :
ZHERRE 194
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- BMEEM = key

« JR)R = Contains

- KA =String
« {€ =vdc.dcv_session.schedule

5. ER#EXAvdc.dcv_session.schedule.<day>.start_up_timeEREHBENX BRENHEN
HHAMWIIE ., vdc.dcv_session.schedule.<day>.shut_down_timefEHE & , Ml Null
ZEHAGHEHBRNFHERE , TR

- BHRF =value
o {B = <The time>

« KH =String

BFEMEATAE AL XXXX E/ 24 Matdl, Flan , EF 9 2 09:00, M FF 5 22 17:00, %
AR BT B 154 528 RES TRE M AWS XI5 9 25 #th B (8] #E 33 7o

FitREENERINE

MBLEENTELSEMNITR , WA ANEEERNEREARBEN RSB IATR.

1. BEEEBNEURERE
2. B> AL
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3.

4

4

Research and Engineering Studio

res-to (ap- S > Home
northeast-1) .

Virtual Desktops
Desktops Auto-refresh

d |
My virtual desktops

Shared desktops

Session management

Sessions

DesktopUpdated Connect (5

Software stacks
Debugging

Desktop settings

Ellv;l
Dashboards New
Projects

Users

Groups

File systems

S3 buckets

Identity management

Permission policy

Environment status & DCV Session File

Snapshot management Connect [4
Environment settings Share Desktop
Show Info
[ Schedule ]

Change Desktop State >

it =T

ZHELRE
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Schedule for DesktopUpdated

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ @ Cluster Time: March 27, 2026 8:34 AM (Asia/Tokyo)

Monday

[ No Schedule

Tuesday

[ Working Hours (09:00 - 17:00)

Wednesday

[ Working Hours (09:00 - 17:00)

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

4. EBERE.

RE 2L R E B Ak 284 B 31 541
ERANURBREUAVHELRLILAEN VDI 54 HAIRENRE :

1. ZZRER AL T ZARASBECPUR ARE TREN 2 EFEN.

2. CPU EAXRE : REXEAEKTIRE (vCPU AR ) NRFERUANZERNLE, NRFHIRE
70, MEFEKEF AN ZRIRS.
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/A Important

RES B4 ##2ET — M EZRRMNMARKLE CPU AR, WHAXE LS BTN
CPU igfE , IRENREREBAEK , XAsERHEEZRGN,

3. ¥ERE  ZRENE , 2IEFTEIWRES (EFLERLL ).
4. REHITR  MBEAPUAT , WA ARE R ITHRERZRMEF LN RE,

Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Submit

XEREE R RERE REA RS| AT T. REBREHMRES , &F EX URFR
B, FIEHEAEFNRE  BFIE N2 ENHEARINNRE,

BEE , 2 EEEBEERER LRI ESISTOPPED IDLERS. A EEBMNAFARER
ZISTOPPED_IDLE4AiE,
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HERM

EREREL  LUNBIEEEHAENRE. EEEIRE , RFEREERAIMEE , BUELM

EELEMBE,
RES > Home > Shared Desktops

Shared Desktops (2)

List of Virtual Desktops sk d with you. Unless user has Admin or Owner pr , Ses: owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

AllStates ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type state Permission Expiry Download DCV File Join Session
D ion demouser2 Amazon Linux 2 méa.large @© Ready 10/26/2023, 5:00:00 PM Download Connect [2
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

HELFEN , BUUAEGEERENR, Fla0, BAUEEESZ SENKRERT RIERHRINER,

rhel9 2 Connect

u
i
=
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2. BEEXENR.

3. BEEAPAMNRERL. EHELRESIHETE,

4. EBRREF.

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[Q demoadmin1 XJ [Owner Profile a J [2023/10/22 J [ ]

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session

BEXANBRHWEZELR |, 1555 the section called “IXPRFEHE”,

BRI ZERME

EREREG  BUNERESLHENKEFEZESIRKAE, ETLUET Web 35255 DCV thA, &
HATERE  BRBPOHEARTREL D EHEHE,

SN 52 2R

SR BEER A VFIRETE Web N HRIEIRAE EFS MHRE, BAUEEREXHRS L Mﬁ*y\lﬁ
RINAA AR, XEEH Linux ENREAXZNXHREHEE. EMEMKE LHX4AEETL
HE T Web By 3453 52 28 EHT SXAFHEE
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

E&
- EENXH

+ BIBRXAF
. EERERX
* EEXAE
» feHxAr

LR

1. BB EEXH,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BAMBRXH , BELARKE EEH XX,

EEX 201
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3. &E L& (n) DX

A B 32

1. EEREMERE X,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ™ root / home / demouser 1

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EBBRAE,

3. EIRMIBRSTH

HNE , b AR ETEASHRICER | REEER “BIBRSTH .
BB K

BEEEZNNHEMHER , ATCRFERME “WRER
1. EHE—DIXHFHIHFR,

I B 3244 202



MRASIEIAEE RAriEmE

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. R CUWGR
RE , BUNARETEAXHFRFR , REEFE WE.

® Note
WRRAF AT KB, NREERNLBRERER , WEEEHHERHER.

Y BB LA
A ATE Web (17 FR RS E T SIAK R R A,
1. BREEFOM. BIF - EEXHENBNES,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Create folder Actionsv v Favorite C' Refresh i= %8 Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BITEMHLEE “REF
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&% XA

fER SR RSN SR RN AR R B, EUUMUTNARFPHTIARE KGR
RES LRV EAtE 3.

« FileZilla ( Windows., macOS, Linux)
* WiIinSCP (Windows)
« AWS Transfer for FTP ( IL&# EFS )

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla O AWS Transfer

Available for downlead on Windows, MacOS and Linux Available fer download on Windows Only

O Winscp ’

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type
SFTP Key File

User Key File
demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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R BB E

ARG K I 122 R 58 LA R a0 ] R4 RE R BB Y 15 B

F&

- BARRMEE
« [A& RunBooks
« BHEHE

FARNR :

- BAREENGE
- EANBENEHEEKRR
s EMEASKREMRETE
+ ¥R Amazon EC2 3:f] LB BHEXXHF
+ CloudFormation ##%
s HTRBESHNRGHE , HRBE Amazon EC2 Auto Scaling 45&3)
- BBYTSH EC2 HH &AM
- ERHEHEN
- EREMENFNENRE
o ATFTLIEREHEN
- 5EZB % (AD) XN ERmTH#SE
+ Windows DCV ifjiz,
« &3 Amazon DCV IRAEE

 [A]& RunBooks

. RERB
+ CloudFormationiitk Bl XM , HETEE “ WaitCondition 2 WEIXBUEE..
Error:States.TaskFailed”
o ZEARWER 8B F B 438 £1CloudFormation3Eik B 5 Zh 8 2
« EHIEFEEIRS vde 22540 T MRS
- BTHRBXNREIR , TEMBRIFIE CloudFormation ik
- BIERERIEZ CIDR RSHEIR
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+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HAXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
s REATFBUANARAAWSH T HEENHREIEIEEZNKTAWSHEIR
- BENER , BEVEREERIE
« ZRBRAHI KRKIAS HIR
« 2P NE Active Directory & |, {B7E
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
- RHERS
- RBY RES BIE T XHRE , BEEXEEFES VDI EH L
- BB RES MET —MXHRSE , BERELRES VDI EH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #8122 7 & T NetApp ONTAP B Amazon FSx B &% A MA KM E A
o REBHPIREN KK
- RBREALM , BEERTES AR,
* Infrastructure
- AESIESRERBESEETEENES
- BYELKE
« Windows B\ R EMN B FRIKFRENEER
« EANERIRAUES IS H CertificateRenewalNode
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RE Windows EERHAK , HE TR “EEEXA". EHEEIR"
« VDI FEERERS
« VDI F Rz E#H ABIRIRS
- BRE VDI 2EHAZHRE
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- ENEEAH
« Amazon EC2 L4 EERFHEFREEREL L
- BT EEMA AD/eVDi IR E R API Health Check %k , vdc-controller 3545 iE 1£ f& 3R
s REREHERUINTIE N , TIEFSHIE TSRS

« cluster-manager Amazon CloudWatch HEE R “<user-home-init > lIKF R Al . EEZEEFH
FRZ (ERKFRAFE)

o ZREFNH Windows SHE R “BHKFEHER., FERENEER"

« external/customer AD FtiE#) DHCP &I 5] &

* Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
 IRIEMIBR

+ res-xxx-cluster ¥4 F “DELETE_FAILED” IRZA , HTF “AEETHRRLERIR Eix , TZEF
o il BR

- WEBE

« EEFE VDI BE

« M Linux EC2 EHITEHAE

« M Windows EC2 EHI T & B &

« IEFEYE WaitCondition $5iX# ECS HE

- BRHE
- EXNSARHEENSHRIEERNHIVETHEEREIR
« SERHER keycloak THE/EH
« &30 B EFAI-
- BH VDI KitEATERERS , REE VDI £ERERRTZU AD AR FHEZF VDI
« BliE SSO BFERLZEER RES 1ML
- BIERZIE3N Linux VDI, AD AP A A XX R £ B &
- BASSHIiGR/GE , AD EBEARPTEFRIELEMN
- EFENEEH RES IR IFRHERIFZR Active Directory
« 2024.x B4 H
* (2024.12 F1 2024.12.01 ) SEARHH Cognito FA 77 B IE W RIA K KK
« (2024.12.01 RERRA ) F£HABEEEEE VDI i HIALHWERIEPEIR
« (2024.12 1 2024.12.01 ) Active Directory B A Fo3&8ES SSH EZFIR L F 4 207
* (2024.10) ZPETEFRE VPC FH RES ¥4EH VDI auto stop F#fi




MESIRIER AFiEmE
« (202410 REZMRA ) TAENEFEBEPHIKRAFF) VDI
+ (2024.08) A% EAHi%HE AMI #EE
« (2024.08) B\ ST EEHE A RFHE ARN FEE X BIBH read/write Amazon S3 1F4# 1
- (2024.06) 3 AD BT EEH , NARBAK
+ (2024.06 RERIRA ) £ AD EFHE , HEARA KRS RES @S
« (2024.06 REEIRA ) CVE-2024-6387, RegressHion, RHEL9 # Ubuntu VDI i % £ %
* (2024.04-2024.04.02) $24HY IAM RERID R AR IIE VDI KN AE
« (2024.04.02 RE EH/RA ) ap-southeast-2 ( &2 ) H# Windows NVIDIA SEHITCEE 5
* (2024.04 1 2024.04.01) RES MiBk %k % GovCloud
* (2024.04-2024.04.02) Linux B\ S EEERF N AL T “IRE " RES
+ (2024.04.02 REBIA) T3%FH SAMAccountName B 28 AEFZ ISk FHFH AD B
+ (2024.04.02 RERRA ) ATIHRIEL2FHEIFAATN

EAEA A
ABARERE RES FAL TURIIELHELS,

- BANBEASHEERR

s EWEAURINHELTE

 IF4E Amazon EC2 3£l E# B AT

« CloudFormation %

s HTFRBESHNRESHE , HRBIE Amazon EC2 Auto Scaling 45Ez) #
- BMAMNTORH EC2 BFEIAAN

- BTN

- EtEEENNENRE

o REFLIPRFBHEN

- 5E3E % (AD) X ERAGmTHSE
+ Windows DCV ifig
« & Amazon DCV IRAEEE
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EAN AENSHEEKRITR

RENEERRSHSHE , THHEHRNERNSE,

EWMETUKEINEETE
BRIMERT , BAMEUTUBRIFREE , SINSEMEENASE

* Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

13 Amazon EC2 £ L/ B E 4

AEXHFET RES EREMEAR Amazon EC2 Xl L, SSM KEEERFAIA TH A SXRMIMKTENR
REXLEN

EEHEESM vde-controller EEMIZRESEH| £ iU TNERIINARFNEMBE,

+ /opt/idea/app/logs/application.log

/llogsroot/bootstrap/
 /var/log/

* /[sss var/log d/

- /var/log/;H &

* /var/log/user-data.log
* /var/log/cloud-init.log

« /var/log/cloud-init-output.log

# Linux EELRE L , LTRAEESEANBEXH

/[dc var/log v/

/root/bootstrap/logs/userdata.log

Ivar/log/iE &

/opt/idea/app/logs/

/opt/res/logs/vdi_idle_check.log
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£ Windows EB#I S E=4 £, TR TR E A&

* PS C:\\ ProgramData n ice\ dcv\ log
« PS C:\IDEA\Logs\RESIdleCheckVDI\
« C:\Program Files\ RES\ app\

£ Windows t , AIAEL TR E — LN ARFENBERICTE

* PS C:\Program Files\ NICE\ DCV\ Server\ bin

1£ Windows £ , NICE DCV iEBXHAIUELTERED :

+ C:\Windows\System32\config\systemprofile\AppData\ Local\ NICE\ dcv\

I 53 CloudWatch HEA

Amazon EC2 FIAWS Lambdait & & FREHE B IZ K BT &7 CloudWatch BEA, EHRBELRE T
DiEHEZERENREEEANER , tTURHE—BREER,

XEFHANBELT :

 /aws/lambda/<envname>-/ - lambda related
* /aws/lambda/<envname>-backend-lambda - VDC API logs

« /aws/lambda/<envname>-dcv-session-management-lambda - DCV session
management logs

* /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
 vdc/ - virtual desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

EREASEN , FAABENNEFZHFRRITHETRSBERY , WTFATR. X NEHBLEESE
BF R ERAHE
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?"ERROR" ?"error"

BRRENE -G ER B EEE RBMBEEN MM Amazon CloudWatch 32 HIE 4R

plan | el —NNEE , AT EZFSRERNE RN EIURE , FRelethgsk. XMHEATR
ERMBENBERBRKRABEACREZTLHES,

DT REMBEMENN TG, EFEALINE , BEEERAT , H¥<envname>F<region>EFEHEEiR
7 MERIH B

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0Q,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

FEHIMRAY R B ATRE AN T AR
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CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H byd H Actions ¥

infrastructure hosts

1. count
40.00 o 0

30.00
20.00
10.00

s o e . =
10-28 21:11:48
2100 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

19:00 20:00

CloudFormation 1%

MR B HiH 028 CloudFormation kB8 SRR BEHXN TR, S4MNHmEHES.
NTF 8 HE , ATUSH B4, RIR M R R SERERERHERNER.

RES % :

* <envname>-bootstrap
« <envname>-5£&

« <envname>-1§#5

« <envname>-B FR%E
« <envname>-Z {712
« <envname>-HE1FfE

« <envname>-£HEE S
* <envname>-vdc

« <envname>-E2 E1

ERINEHR (MREBEESBERMEHF BB XENSTRAA , WAEAAWSE aE1T E il
FRBERBER TR, )

+ <envhame>

« <envname>-Bx X

« <envname>-DirectoryService

« <envname>-1#fi&
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+ <envname>-WindowsManagementHost

AT RBSBNWRSEHE , HRBIE Amazon EC2 Auto Scaling A&
MR RES Ul ERRSGHRER , WERTERNAREF KRG HE B,

FNEMIZHE Amazon EC2 =Bz R4 (ASG) MEE— “E3)” W+ , TATRMEFNYT R
SE. MR Ul REAIEAEIRBTEHE , HRE Amazon EC2 BHIAHRBEZSNEL LR
5l , H#EFH X ASG B Auto Scaling HIEZNIETF , LAUEE Amazon EC2 EHI R B4 F AR,

WMRE , BHEAXHINMER Amazon CloudWatch BEEARBERBIZRK T AJeERARIBRE MW IR,
EEBIMFRICH T REHA M ASG Kb 2Hl , LA LAMERA SSM &R AT A 5ZER FEIZITHSE
BIMESE , AREZEH LN BEEXHLBRERR,

MRBILEFER , ASG 2BFI B AR ERREATRERNTER.

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details
Instance Types

Launch Templates

Target type Protocol : Port Protocol version VPC
Spot Requests.
Instance HTTPS: 8443 HTTP vpc-011d10e23ad 10cbse [
Savings Plans
Reserved Instances 1P address type Load balancer
-bi - ¢ - 2
e 1Pv4 res-bicfn3-external-alb [2
Capacity
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
¥ Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs
O 1obasds08631£20043 res-bicfn3-cluster-manager 8423 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

HRIAYD Dk EC2 2 & S\
AHAEREERARS FETHRERE,
ERhZRAE

YEESRHEZTR , Amazon EC2 #H|ABEERREUTAHARE L, ETHEHFIR RES Eitiikik
Amazon EC2 E£4#l. EHIBHFIEIZRE RES HRER Mo
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MRAEIRIEE
Last updated

Instances (3) info Less than o minite ago Connect
Saved filter sets

(Choose filter set ¥ | | Q. Find Instance by attribute or tag (case-sensitive) j

( Instance state = running | X] ( Clear filters | ')
(J | Name 2 v | Instance ID | Instancestate v | Instance type
O res-dev-cluster-manager i-0dec9f44f080a4f19 ©@Running @ @ mb5.large
O res-dev-vdc-controller i-0494174a3686216ec ® Running @ Q t3.medium
() res-dev-vdc-gateway i-0998be22d64532d04 @Running @ @  cS5.large

E R ENME L RE

v | status check |

@® 3/3 checks passec
@® 3/3 checks passec

® 3/3 checks passec

1

Availability Zone
us-east-1a
us-east-1a

us-east-1d

( Instance state ¥ ) ( Actions ¥ ) Launch instances v

@3

v | Pul

£ Amazon EC2 ##l& % , HELKEETH , EMNFERELUTUTHE. EXTERT , ER
HUAERE, KAAEMNEERUNEREANAF. FRNBEMEENMRENXIERY , AILEEHIA
“MyDesktop” , t2 AJ LA FiRIBEH B Fro

Last updated

Instances (5) info Less than & minite ago Connect
Saved filter sets

[Choose filter setTj [ Q Find Instance by attribute or tag (case-sensitive) j

[ Instance state = running | X] (ciearfitters [ v)
D Name £ v | Instance ID | Instance state v | Instance type
D res-dev-MyDesktop1-admin1 i-0364bf6206bacdbf5 @ Running @ Q t3.medium
O res-dev-ProjectWork1-admin1 i-Obea99df7011eff29 (@) Running @ Q t3.medium
() res-dev-cluster-manager i-0dec9f44f080a4f19 @® Running Qe mb5.large
O res-dev-vdc-controller i-0494174a3686216ec ® Running @ Q t3.medium
() res-dev-vdc-gateway i-0998be22d64532d04 @Running @ @ cSllarge

R F L IBRSH EN

v | statuscheck |

@ 3/3 checks passec
@ 3/3 checks passec
@© 3/3 checks passec
@® 3/3 checks passec

@ 3/3 checks passec

1

Availability Zone
us-east-1a
us-east-1a
us-east-1a
us-east-1a

us-east-1d

( Instance state ¥ ) ( Actions V¥ ) Launch instances v

v | Pul

4 Amazon EC2 #H|AE RELLLMEPI , EMBERELXLNREEN. HIREFEIELTL
RREFBIEERE

IPRSHEMBREN , BRRBSMERRENERZMEN , N8

TRERTE

IR RE KB,

Last updated

Instances (9) Info L Ty e Connect ( Instance state V¥ ) ( Actions ¥ ) Launch instances v

\F 271‘:352“;;: tssem L Q. Instance state = X ] 1 S
@) Name /2 v | Instance ID | Instance state v | Instance type VvV Status check | Availability Zone v | Pul
@) res-dev-MyDesktop1-admin1 i-0364bf6206bacdbf5 (® Terminated @ Q) t3.medium - us-east-1a -
\:] res-dev-ProjectWork1-admin1 i-Obea99df7011eff29 t3.medium - us-east-1a -
O res-dev-cluster-manager i-0dec9f44f080a4f19 @® Running QQ mb.large @ 3/3 checks passec  us-east-1a -
O res-dev-vdc-controller i-0494174a3686216ec @ Running @ Q t3.medium @ 3/3 checks passec  us-east-1a -
()] res-dev-vdc-gateway i-0998be22d64532d04 @Running @ @ c5.large @ 3/3 checks passec  us-east-1d =
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55E31B % (AD) X ERAm S HSE

AT 2 Idap XS THIRA] , ATAEEMBYEN LMARLERTUESR AD BRBEMAXER. AN
M E A SR i BRTE B 2 IR A 3 ARV S B

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV iz
1£ Windows £E L , BRI AEAUATHFRIEEREXBEHNSIE

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name :windows1)

& Amazon DCV RA{EE

Amazon DCV ATEHIRE 21, AWSI % DCV, LA RHI% B t{AI 8 EFr R EM DCV B4R AR
X,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

Windows DCV iz 215
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MrEIRIEE AriEE

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

7] & RunBooks
T aS WA T ., AR U I e 3] B LA R A ARk ) R R AN

. BREAE

» CloudFormationif#k B2 kMW , H E /R~EE “ WaitCondition B WEI K BUEE .
Error:States.TaskFailed”

o ZJEARWE B F R 438 &I CloudFormation3iik B 5K Zh 81 2

o EBIEERBIRS vde 258 T HERS

« ATEBNRE R , TTEMBRIFE CloudFormation 3tk

- BIEBMERIBZE CIDR REHBEIR

« CloudFormation | Z2 3355 A lE] 4% A B A K

o BIEBANEREIR (ER ) iAW , HE R AdDomainAdminNode CREATE_FAILED
- SHEEEA

« BFEBIAIT iam : PassRole

s RBATFBEUANARAAWSATIFRIENAREIEIEENKSAWSH IR

- BRWEE , BEVREIEZRE

- ZHEFAHT REKIAF HIR

« 2R P NE Active Directory & |, {B7E

- BlESERAFTAA

+ CloudWatch £ EE R B EP HIVEH K DRFIEIR
. BRERS

- RIBY RES BB T XHRE , BESEERS VDI EH L

- REX RES ME T —1MNXHRS , BEEERES VDI EH L

[A@ RunBooks 216



WRESTRIHE A5
o RFEZEM VDI M read/write EITFF
o IXBRACEE A BRI
« M RES 8122 73& A T NetApp ONTAP B Amazon FSx B &8 B A ZKEH B
- RE
o REEVRES S KK
- RBNALM , BEETREES AR,
* Infrastructure
- AFHERERFEEEETIEENES
- BHENRE
« Windows B\ HHNERKIRENEER
- FERANATSFRRMNIERIHE CertificateRenewalNode
s URIETHENRETEBRIERE
- KRR S5 MNELRE
« SH Windows E#EZRAN , HER “EEEXA", FRER"
- VDI FBERERS
- VDI EEF G ABIRRE
- BRE VDI 2EHAZERE
- EYLREAH
« Amazon EC2 KfplEEREFHEFPREERELLE
« BFFEMA AD/eVDi 3R E '~ API Health Check %k , vdc-controller SEf5I IE 7E f& ¥R
s FBEREERUANTIE N , MEFSHIAETHIIERSP

+ cluster-manager Amazon CloudWatch H&EE R “<user-home-init > Ik i A A, EESEHF,
B (EPKFRAFR)

« BRI Windows REE R “EHNKF ERER, FERNENEER"

« external/customer AD EtE#) DHCP &I 5] &

 Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
o IREMIBR

+ res-xxx-cluster %4 F ‘DELETE_FAILED” X% , HTF ‘BT HTERIR (Fix , TEFI
B

- KEBE
« EETH VDI B7E

[A@ RunBooks 217
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« M Linux EC2 EHITHERE

« M Windows EC2 3£l F & B &

« IEfEWE WaitCondition $5iX# ECS A&
P 4% 452 OO 1 B 2k T

BERHIR

o REX ERREEN S HRIEE RS HIVERMEEFRER
« SERHER keycloak THE/EH

o) B i

- BH VDI KifEL FEERS , REE VDI AZERERRETEZNAD AFSHEF VDI
- BLE SSO FEERELEZER RES 1Mk

- BMERLZIEEY Linux VDI, AD APt &R X s AR E B &

- BRI SSHIGRE , AD EBRRAPEERREL2EH

- EFENEEH RES IR IFRHERIFZFR Active Directory

RIR[AA
)

CloudFormation¥#tk 8|22 kM , H.E REE “ WaitCondition 2 W Z & BUE &
Error:States.TaskFailed”

2 Ja R UK E & F BB 4438 A CloudFormation3fE 4% B A Zh B

KBl EEBIRDR vde FEHIZRA T HERES

BT B KRR | TTEMBRIFE CloudFormation itk

BIEEREE CIDR REBUEIR

CloudFormation #3 ¥53% 5 [A) 4% 61 2 K I

BIENIBER (ER ) R EAW , HE R AdDomainAdminNode CREATE_FAILED

IR AR 218
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CloudFormation¥#tk 12 kM , HE REE “ WaitCondition B W EI & MHE,
Error:States.TaskFailed”

EREEZ , HTRESZ NH Amazon CloudWatch B &4 <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MEHFZAN
EEMAEL , FREEF-NTANBEH, AEPHEREENREEXZABHNESER.

® Note
WIASBEHIBERE.

2 J5 AR W B 88, F BB 438 A CloudFormation 4k 2 5 Th 61l 2

R K I 822 CloudFormation3titk fg RN N B8 F BB 481 , BRIEULTRA -
1. WIAEFERHFibuSHm A LR,

MR FHB it R IEFERTTETAM |, B BRH E#EPE Research and Engineering Studio ¥k
B,
2. EEE Amazon EC2 24| & LUIKREVE IS = HIRYESE,
WMRAE<envname>HIRE RN L LR Amazon EC2 24l |, RIFHETSHIER | ML Active
Directory Bt & AJ 8E 17 7E A &
3. WMREHBTAWSESMHREITEB 5 RAUEBAZTEIR , FHIA VPC, ETFTRMLNEFRUKREAM
EENSHEHEMERCEN,
MBEMSHALERE  NOEEENBRAETRNE RESHIE, BXEZEE | B8 HE~ %o
4. WMREBFEABCHABERBES M , HEIAMEH Active Directory ST HAfL & # PTEL,

HIAERIZESEHIR I A Active Directory Z2XEE, EZiR P AP Bthe section called “SE4IIE
FEfEIR S vde R HIZRA T M IRAS" R iR R A1 RE
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KO EEBERE vde 251884k T RS

Lt [F] B &% A BERY IR R R B2 IR To A E S N A Active Directory,
ERIFEE , BIITUTIRE
1. EWMSITH , ¥ vdc-controller Bz 1T3E4Hl LiBZ 5 SSM & E,

3. J1&1T systemctl status sssdo

MBRBSAEED., AMREEBESFERER , WHBAZEFTEMA Active Directory,

[root@ip-: ]# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/nsr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step Miaht
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step '91 seeer@ﬂs
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step highlighted in
15:42:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step RED here
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

SSM fHixAE
BRERXANEE , FHRATATRE

« ER—-MNES1TEHIG | B{Tcat /root/bootstrap/logs/userdata.logliAERX,

ZREBAGER =MW RIRARER 2 —.
BARRRA 1 WAR ldap EEFAEETER

EEHE, MREBZREBELUTHAREE , MHAZEFITEMA Active Directory.

+ local AD_AUTHORIZATION_ENTRY=
+ [[ -z ' 1]

- b 220
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+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. W6 RES HRHRARETEBBMA T U TSNS HIE,

« directoryservice.ldap_connecti
- HZXBRS .Idap_base

« B%MRS.users.ou

B3k service.groups.ou

+ directoryservice.sudoers

« directoryservice.com

« B3RS .name

2. ¥E¥7 DynamoDB XRH M FIBHIR{E, Z&KRMAT DynamoDB 2FIBH “K” TH, REAN

H<stack name>.cluster-settings.

3. EFFKE , MEBRIFFISITHREFINEFFEEEEM vdc-Controller. BB A DynamoDB
RPN ERBIF 6,

BARER 2 : AR ServiceAccount AP EZAEH

WMRIRE H&XInsufficient permissions to modify computer account , MI7TEBZHER AT
1 A ServiceAccount BFRAIRERIEH,
1. TEAWSHEH| A H T Secrets Manager.

2. #3* directoryserviceServiceAccountUsername., #IRRZZE<stack name>-
directoryservice-ServiceAccountUsername,

3. {IAEZAUERRAGENE, £ NEE T , &8 RRIEE" A6 REEEF AXAK",

MBZECEH , BHERFEFIFEESITWEFEESR M vdc-controller 361, B3I FRHEGE
F Secrets Manager ® # & #7118 /5 35 #13=
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BARER 3 : i AK ServiceAccount i IEH

MRERBEINvalid credentials , MIEBIZEMHERR AT A B ServiceAccount ZR3 A[REAR EH,

1. TEAWSHEH A HITH Secrets Manager,

2. #F directoryserviceServiceAccountPassword, MiRNZE<stack name>-
directoryservice-ServiceAccountPassword,

3. TABAUERERMAGEENH, & NBE" T , EE REVNEE" , RFEE MK,
4., MRLSETEBREFHEMANEBIEEIER , WA BTE Active Directory M Secrets
Manager P EEHB,
a. EREDPEERB , HINITAWS Managed Microsoft ADA T 4E -

i.  FTFFAWSHEEI & H 3 ZEDirectory Service.
i. RS RES BRMER ID, RBEFRRE,
i. EFREEAFBBE
iv. %A ServiceAccount &,
V. BAFEEL K ARLEE EERWE
b. Z7E Secrets Manager PEEF , BRITUTERE :

i.  FTFFAWSHEHIA HEIE Secrets Manager.

i. #¥FEdirectoryserviceServiceAccountPassword. MiRNZE<stack name>-
directoryservice-ServiceAccountPassword,

ii. IABHAUERFRAGEERNEH, £ NFHE T, & RRINEBE , RFEE AX
7/

iv. ii?%gﬁ?ﬁo
v. A ServiceAccount AFIREFZE , ARFIER “R1E.

5. MRIBEHTME , HMERFRH LI EEZTHEREERM vde-controller X4, Auto
Scaling £ A & #E = 3h ¥ 61

!

H
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HFHRBN KRR , ToEMBRFE CloudFormation ik

MEBRTFHREBIREIR (HIA ) §B<env-name>-vdc CloudFormation4 il Bk 2
Mvdcdcvhostsecuritygroup , M AT gERE H EAAWSIZEHI A fF Amazon EC2 3£l /5 3h £l RES-
created FMH R LA,

ERIFE , FERHLLEFRANXM S RE3H Amazon EC2 KB, RfE , &7 LASRE I BRER

%,
RIEINERTE T CIDR SR
BIEIRERT , CIDR REBLHIEIR |, WMABARZASHA [FAILED],

BiRRH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EERIE A | TR xxx. B x.x.X.o 0/24 0/32
CloudFormation €I Z2 535 Hi 8] H#E4% 6] 28 2K I

BIEHRES K —RINEFTROUNERE, EELEXE , et BIARERBE , NS B CloudFormation 3
REIBAM,

MEBHILXFEL | EHRAERSRGRE, NE , FUNEEMKE SRR,
BIENIRERR (JETR ) Hk AWK , HE R AdDomainAdminNode CREATE_FAILED

WERERIMEHER BB AT HBUA T 461X |, MATEER A T Amazon EC2 EXHIE 3 EMELE L ZH
BT T BN
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EWERMERR , EHMITU TR

1. E SSMRAEERT , RERFEREBHWARRENMERXRMIEE T B ERF.

2. 1£ SSM RunCommand/Automation 11T L2 RF , RESNT X SSM XHENHITRERE
XBIEZEYE.

3. TEIMEM Amazon EC2 SRfIMBEXHF , EFA LG BENBEXSEREEHRRNREEN S
o

MR FBERBEEIEIEN , FEBHEED 15 D HIEER RES KB EFN

B4 EE R &

BRBFK (SSO) MENEBFHNASHNENEHTHRELE REKN. BXIZE SSOBENER
BESR

« the section called “EE A IAM B F % E SSO”
« the section called “§ SSO ft B &M F RS

ERASSOEEMNEMREIE , SN TRERSTEDR

£

« EFEBINIT iam : PassRole

s REATFRUANAHRAAWSATHEENAREIERIEZNKSAWSHEIR
- BFERHER , BAVREEZRAE

s ZHEFAHT REKIAF HIR

« 2 F %A Active Directory & |, {B7E

- BIBESERAFRTTA

+ CloudWatch B EE S HEP HIVE H KD RFIEIR
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KL AT iam : PassRole

MBHRKRENEIREE | BRETINIT iam: PassRole &1 , MIATMEFENRERUATEG A EED
¢ RES.

HEAWSERS AT RN AARERA1ZEKRS  MARCRHMNESACIRIAXAE, Mt , &
HMEBR A EEEDRSHNR,

HE A marymajor B IAM A P2 E RSB RES AHITIEREN , SHILT RAIEIR, B2,
RFMHMEERSBERARFHNBRES AIRITIERE, Mary TEBE RN A B%LE B RS HNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , AIEFH Mary BIBUR LA B30 1T iam: PassRole #1E, MREFEEFHE , BHRE
MAWSEHE R, ZNEERRREHUEREIENA.

BRAAWRMIANAHRAAWSA THERBENARE TR THEENKSAWSHIR

FAaltE—1Ae  WEEMKFPHNAFFEELANARTUERAZABKRIBRIEHRIR, &0
LIEEWESBER , IURAAG., X TXHETRFMNRBEHTHFEFZIR (ACL ) KBRS , &R
i FIX LR B 0] A 5 RT3 SR 89 B R AV U5 R X o

ETHREZER  BSHRANUTHRER :

- ETHBIAESZEENAWSK P RAN TR BRENE , BESE IAM AR EmT R SEan s
— /NAWSHK P /Y IAM R PR 415 BRI FR .

- BETHRNAME=HFAWSKFIZUEN SN ERNIARINE , F55 IAM BFREETHEmE=5AWS
K P R 4375 (R A PR

- ETHRIMBENKE SHRIERMAHENIR , HSE IAM AP iR @253 5058 5 48U B
RAEFENER ( BKEEMRIE) .

 ETHEAACNETRERNRBHTERKFHEHNXS | HSE IAM AFERTHN IAM AE5E
FRENEREARE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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BERWRRE , RAVANREIEFAE

W SSO EHEEH RN , eI EE, ERERE , FREZFUFZFEEHEERERE
Eﬁ&%lﬁo

1.  FTFF CloudWatch 24| &

2. EHFEAS , KBIBAWEH/<environment-name>/cluster-manager,
3. El:T3:F H/l.»éﬂklﬁ%an.:\l)lhqq E’Jﬁ:‘ﬂ

ERERERE , THRITUTERE

1. $TF DynamoDB ##l&
2. #EXR"S, REBRNWKR<environment-name>.cluster-settings,
3. FTARKHER WERKIE",
4. RIFTHESRFHTD  ARWAUTEER :
- BHEM-XBE
- RR-2E
- #ME —sso
5. 1&FEIETT,

6. HEREMNFERFEH  RIESSOHEERELER, MREHIFIERE , BF sso_enabled R4 EE
A False,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. JE[E RES AFRELUEMEE SSO,
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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SR B R HI RIRBAF” HiR
MRAFEZRER RES REMYE “RIKXBAF” HiR , HEiZAF- HIE Active Directory F
- R RES F&BIZAF , MAKIEE [/ ZAFRME AD

AP R ARELSE RES, RES B/ REALS—X , AEAEEEEFEHRERAFRESEET
REZERM. EXAES , BERERHNSRIRED A/ RINE Active Directory F | {B7£,

- MRAFLIHE RES 7 :

1. BREMRFEEER, BXESER , 2 NELER (SSO) BELHN S HRAHE,
2. ¥R SAML R SAML = F BB H-ER AR & I FA 7= 1Y B8 F BB 4 ttb 3t o

2F A F % 0% Active Directory A |, {B7E

(® Note
AFEAT RES 2024.10 RERIRAR, HX RES 2024.12 RESRANELR , ESH. W
AFFHETES (A 2024.12 1 2024.12.01 ) HX RES 2025.03 RESRANELR , HS
5., MAF3HEHHFLLEL (R 2025.03 R EEIRA )

MRS AP RINZ Active Directory , {87 RES AAIBRDZAF , WEEMAS HES%, AD @S
B Lambda BB/ NIHIT—IX , ZEET AD 2B S A RES ®hiE, Art , ERMFAFRFALASE ,
T— 1 ESERELEER, EALUET Amazon BIERAIIRS Fa B3RS,

FHEHRSIRE :

1.  FTFF Amazon SQS #4|5&,

2. M “BAF)” ik <environment-name>-cluster-manager-tasks.fifoo
3. EEREMBLUER.
4. FEBRHFIESCH |, WA

{ "name": "adsync.sync-from-ad", "payload": {3} }
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https://console.aws.amazon.com/sqs

MESIRIEER RFiERE
5. EHEYLA IDH , WA : adsync.sync-from-ad

6. HHEESHEMERIDH , A -—NMEVNFRYFZFHR, LXEBLTRE T ED HRKET
MATRREE , BNZERFRBEE.

SRS ENAFTAH

MRIGEEER , EHERERE , BECIELIEN XM Active Directory FHAF AR A , NZAF T
BEEEEARER, RENERAFCESE, BHRAFPSMEDBEFIINE— IR,

CloudWatch S8 EE 88 A&+ HIE H K/ BERFI 1%

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

MR IEE CloudWatch EHEEE B EF KRB EIR , BBAL ldap BERAEERE T AZHWAFIESR, B
ORI A | EIREEMN IDP B Idap B RLE REH,

- BB RESHBIETXHRSE , B FEHERE VDI FH L

- REY RES & T — 1" XHRE , BERERES VDI FHE

« RFEM VDI M read/write EITF

« M RES 822 7 EHT NetApp ONTAP # Amazon FSx B & A MA R EH A

HEY RES ¢l T XHRE |, BexFERHE VDI £HL

XHRGLTAT ‘A A RS , AEFEEH VDI EHNER. BRUTIRRIUEXHRERELTAE
RS
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Amazon EFS

1. BI{E Amazon EFS 244,
2. REXUHRGNREZRERN “TTAH”
3. MRXHRERERN “Fu B, BEF , AFEER VDI =4,

M 5 FSx ONTAP

1. BI{fE Amazon FSx #Z&l &,

2. RE “REX" 2BR “AA",

3. MR WM™ R/ ‘AU, HEE , RAEERBZ VDI £4.

KB RES M T —MXHRS , BeXEREE VDI WL

RES LRAMNNXHRENEEFMFENZEEMN , LAY VDI ENERXMHRE, HTXEXHRE
= RES /AEeIZr , it RES NEEMXRHEZEAMN,

BEEHAXHRERBENZ2EANAFU T AYRE

« 3RE linux VDC E#L# NFS JR& (&0 : 2049 )
3B Windows VDC EAMHF/NEPWRE (IwHE : 445)

T EM VDI E£4 read/write EFTFF

ONTAP Z#H4EH UNIX, NTFS FfiBEEZ 2N, ZEXERET ONTAP A T EIBIE T R X R
ER LR A UMETUX R B imE A,

Fltn , RABFERA UNIX Z2RH , B TF ONTAP SR , SMB &2 i 5 5R 7] LA Al 2k iR
(HREREMNMSMEBHAITEHARIEFMZEMN ), B2 , ONTAP A UNIX PR , RE UNIX BEFimS
BEfE A A T ESSUX LR,

PR AL A 651 =5
X Linux T/ESREERA UNIX XIEH
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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sudoer AIA R HMAFBEENR, flwn , A THARFRFMEKEXZ/<project-name>Hx
#<group-ID>35E 4 read/write fXBR :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

£ Linux # Windows T/EMEHFEA NTFS NN EE

AUEAREXHRNAEZREREELZNR, Hlw, A8 —MAFuser_01/— 1N XH
Kmyfolder , fRATLAFFull ControlChange. SREVIPRiI&ZEReadHAllowHiDeny :

+ Documents Properties X

T - N2 |

Q) Permissions for Documents X

Share Permissions

¢ Group or user names: ~
AE
be
2 folder
2 folder
Add... Remave folder
Permissions for Everyone Allow Deny ¢ folder
Full Cortral ] ] Molder
Change O O
Read [ ] O folder
folder
folder
i 2 folder
| 2 folder
Cancel Apply
ot e folder

WA Linux # Windows HF B EFEHZE , RIIFEE SVM LiREZ MRS | [E Linux BF
BAE5MERAFAS5E AP &1 NetBIOS H A A MKE, XEF Linux M Windows A 2 B3 1T
BRAAMEN, BXSE , FSHEHAERT ONTAP # Amazon FSx NetApp B A S TERE .
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/

MEEIRIERE AriEE

FEM RES €12 75EA T NetApp ONTAP BY Amazon FSx EEREMARNE A

LMEl , HIBM RES #2#/A 7 NetApp ONTAP 812 Amazon FSx B , 2BEBXH RS , BEEFSMA
. ENAIERN ONTAP XHRE SVM IIAZWIE , BZF¥E SVM I ASER Active Directory HiR8R
Lo FS x #2#A LW ST TRE, BEGPAENEZIRS AD F1 Amazon FSx fREKF. SVM
BRINMAEE , %3 SVM BE > KixTa > SMBDNS &% , AEE4# DNS &# , ANEHELE
Er,

MBS , EEEHRE DynamoDB K H 4% SMB DNS EE#4A :

1. B 5% DynamoDB #&lA .
2. kB ‘R, RiFEE<stack-name>-cluster-settings,
3. FE “WHREIMA" T , BRIT “Thikds” , Rieh ALLTIFESR
- BHERR-EH
- ZH-FT
« #ME-shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EFRBENEM , AEEFEERE, FEDWE,
5 AL ZAEFIN SMB DNS B EHZE,
6. IEFRREH KM,

A, BREMEHEREXBENRESEIZRR Amazon VPC W XHRFHEEHPHEBIATRE, £
NHREMNF VDI EHIMERTUEREMAR SVM MXH4HRER .

®E , B LUER RES Onboard File System IheEE EMABHIE XHE RS
R XHRE, RESUERSE

M IR EE”

ES}
- RERREN KM
- REBRAXN , BEERTES AR,
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

MEEIRIERE AriEE
IREBHVIR R “R W

£ RESHEBMEHL , MERBARSH “AW” , MA LB i AEHEHEEEEM Amazon CloudWatch
BEAFEFEHIRRKEREBRBERR,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

RENALM , BEERTES AR

MRMNERRRE AR RBHRBITENA TR | FEFEHEERM CloudWatch B ELIEERIE,
MREBRITESAFENR , BRIEVRBEEL T HERRE.

1. T# metadata.json X4 HEIEFZENRAIRSZES ExportStatus 1 “BEK". BHRENKREBIRE
TExportManifestF &, MRRKEELRFERE , MRBAFERRS , TEENARBINEE—
BEM.

2. BHRRGIRE , FHAERKRSHE RES HZH ‘BEK . RBUEZIRHEZHFE 5 F 10 2%,
EMMBRNEH VR “RBEE" NEH , BR|"EEKD R, XFBRFRLIENRELTERRS,

Infrastructure

£}
- NS EERERBEAREEITERERNES

MEH R B REERBEETEERN KA

MRAFAEPHABRSH[EREEIRARXFELRZERESFRE , N TR REMIRHE Amazon EC2
KBIFE RE
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BERBRRNV S ZER , BERE Amazon EC2 B # 8P RBFEEMAUF R EL 1L HFTHRHIEUL
B Amazon EC2 3=, IR 2X#HMiE , & Amazon CloudWatch HERRESHBERK,

E—MAERRERSGTH ARG E SR, WMRE Amazon EC2 24|58 LR BN E AT ER/ARE R
FEASEMBSITEERNSKS , WRAARFERSFAE,

Eesb &R T IEEAAY R

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types
Launch Templates

Target type Protocol : Port Protocol version VvPC
Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chse [
Savings Plans
Reserved Instances 1P address type Load balancer

1Pv4 res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs
AMI Catalog » Distribution of targets by Avallahlllty Zone (AZ)
Select values in this table g gets table below.
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O Instance Ip v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs
[} 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

¥ Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

MR “EE %BR 0, NEKREE Amazon EC2 SEHIA A FAEHE

MR FERE ZBAR 0, MR Amazon EC2 EHITEEIEEREH, XARERHTRENNARFHK
HrRBEIE TR EFTH.

M E% R TRE REHN 0, WRFTHFENARELR. fim, AETRALE TRTHE
RENRH AKX, NREFUXFER | WRHE L UELE R RRBEEMERES,

BEELLRE

FH3
+ Windows Bl ESHMNE XK RENEER

5 AN ER R R BTIE 3 B CertificateRenewalNode
o D BNE 1T E LR E 7ok B A ZhiE 3
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WREIRIHEE A5
- RREEY 5 MNERMRE

« RME Windows EEZHXY , AETR “EEEXA, ERIER

- VDI FEEREERS

- VDI EEz1E# AHIRRES

- BXE VDI 2EHAZHRE

Windows Bl S HHWEZIKFRENEER

MRIREEHTE RES [T HE3) Windows ERIRE , BEEREZENEERKFIZENEER , MRH
Windows VDI "I 8RB Zh A Active Directory.

ERITRIE , M Amazon EC2 2 #| AiE#EE Windows 3£46] , RAEEE THEMNEISHBEK, C:\Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\EAFFkHI4Ei1RH

B [Join AD] authorization failed:&RRIZFEPHIXREEMA AD, BXEAMHEZFMER |, F

EBE BEHEZ# CloudWatch /<res-environment-name>/cluster-manager FERHEERE

X

* Insufficient permissions to modify computer account

LR IR RN IE RS 1k P& BT ENRINE AD BELNR. BFIZNHE Active Directory 1%
B AR S5 1K 7 ER BA T R AR S5 1K B PR R AR .
 Invalid Credentials
. "‘E AD HI RS IKSEIEEIH , ELRUNERTER, EEERAENEHRSKSE

, \B1E Secrets Manager ## & & P iF R FEZBHNEH. ¥R RES MR ‘SHEE" WEHP A
ctive Directory 8 THY “IRZ K EREE 4 ARN” FER L2 4AM ARN EE TR,

FE RN ERERIIE CertificateRenewalNode

R IREE T A\ 2R R 7 HTE3EEES Linux VDI "The connection has been closed.
Transport error" FIEF4EIR , KB AWENERRIEREE , BT Linux L8 pip ZEREFLE
¥, SBEEBTRIF. EBNE I DABEEH.

Amazon CloudWatch B#& 4 <envname>/vdc/dcv-connection-gateway ARELEARLUATH
AHHERRREESRER -
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https://console.aws.amazon.com/secretsmanager/listsecrets

MEEIRIERE AriEE

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

ERRFAIB , FHATUATRE

1. HEZEWAWSIKF & | BiE EC2, MNRFEEBNMWEH|*-CertificateRenewalNode-* | M
e

2. Bif¥ Lambda, BRNIZLER— B HH Lambda BI#*-CertificateRenewallLambda-* |, &
EBE Lambda REBHAREEELUTFUTRENREA :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. FEHAERZHWATERIERHERENR, EEMRPKE Lambda 1B : BR - B
CertificateRenewalLambda— X183, {RATBESXKIEUTUTHENAER :

sudo yum install -y wget
export HOME=/tmp/home
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mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. J¥ *-CertificateRenewallLambda-* Lambda P LE 2 P EHR NS E 3 FHK
EE’O iij::i': “%Bg” % TbEE.IJEE&QE}&o

5. EFFfAK Lambda B , BEENHET+ , RAEERENR, THEHMEA, XNZaIE—
MIEH EC2 3£ , B FEFH Secret Manager FHIIERF PrivateKey 1%,

6. 2IETA dev-gateway 6l : <env-name>-vdc-gatewayfREE#F auto Scaling A BB —
ANFEH,

LARIZ 1THY E L RIE TT 5 B A D 4%

MREMEZEKRARELEEEZDZERE |, NRFEAEERHTEE Amazon EC2 LA HITHFE | =
# Amazon EC2 LHIT[gE B £ RES B2 ALK IEEZF Lk, "é"iﬂﬁiﬁhu—I‘ﬁ“é'%éﬂs,skma_ﬁﬁ%hm :
BEREZELK.

RIfEF Amazon EC2 ZH|ARBEXLFIRBEL LHEFIL, WREFLE , BRHEHE. MBRES
L1k, NBABES - RE. SHRFEHE , FEREASEERPNEABEDBRIZMATH,.

MR AMARFMEREERRE L, WITRRFEFAEEREFELLE
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KAELRED 5 NELEE
AP NEUSEAREORARSN 5. ERATUEAERREATER , MTAAR :

- BIE CREIRE

« ERENERDF,

« EE BMABEMNRAPRUAATNSER AUNREERR , AR ZEESNFRIENTE.
- EEER.

o JRIET U E AT AR B B B,

£H Windows EEZIRAM , HER EEEXWT, EHiEIR

MR Windows SEEE AR S RAMEIR EEEXM, £HEE  RETERHTSE Windows
Al - BIEIE A XM DCV RS BRAFEAE,

Amazon CloudWatch H#& 4 <envname>/vdc/dcv-connection-gateway AlRESEARLUATHA
AR ERIEFREESHER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9E9C4DE7194B37687DC4D2COF5E94AFODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)
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MREEXMIER , BRHRTRERER SSM 2EEERITIT 5 Windows KHIREREFHMBRIAT 2
MNEUEBHEF M

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

M ENEMEBXLEHF , ERNEZEZ ARSI,

MR FEBRT FE , HEFBIH Windows SEF-EMHENEEIR , BEACIER4HRINGEFER
BT A BV IE S X4 I 2 B ESEHIAFT Windows ik, X AIEES4E R AT T 520 E 3 MiE
Windows 3t

VDI FEHEEE RS
MRKRARHEEBREFNLTRERS , WTERHTSHREERN,

ERERRA , BREZAEH LN EEHHERTRESHEBENEIR,. AXHERE “BANAEM
EHEER o P EEHRXEENBEHEF Amazon CloudWatch B EA IR,

BT RRBEREERR,
- FREEFAY AMI ID BIEM A B4 | B RES T,

SISEBFEEMARETK , BN Amazon REMEG (AMI) SREFMENTHEES TE, =4 (4
W Linux 3241 ) /root/bootstrap/logs/ LW BENHAETEEREXNERER. MM
AWS arketplace JREREY AMI BB AT REREA T RES KEEHl, EMNEENXUBIACIIREEE
X ¥,

- MBEX AMI 53 Windows EERIRESEHIET , ToHITHAFRBERA,

BRNBERT , AP BIEMATE Amazon EC2 RBIEFEHET—IR. WRENABELKEKHI 6/
AMI , RJETE AMIER B4R F = R E R R AR B3 5 — N ERNRE |, WA BEM AR T
EEMEMRERS LETT.
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EEHRE , FUBSER FHERTOE AMI B RIBELSEES EITH PowerShell 65 &E O
REZITUTHS :

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

REMIZEHICIE— N AMI, SR UERRE AMIEM R #HR , RAERIFNELRE. &
AR, BTN ENLTEREERSHES LETHRNG T ARERZSFIMEEENRELE ,
BEREMEEHIRN AMI B35 —MEMKEN , BFEESER R E.

VDI EE s fa# AEIRIRES
TEEMEE 1 ENHRENEETRE POSIX R AFRHET B &,

MRBLUTERESE , XA EERIREIEAY R
1. EPEBH RES WA 2024.01 HE SIRA,
2. EEBE RES iz HilE , WEMIREEnableLdapIDMapping i True,

3. £ RES #X BRI EM E X4 RS EE RES 2024.01 ZHIMIMRAFER , REERENW
LHIREHMEA, EnableLdapIDMapping False

RS BIBRNHEREFNAF B &,

1. SSM EIERHEEREN,

cd /home.

1s-RAEHBFREERAFATENB X, flfladninl, admin2... %,

MBRE % , sudo rm -r 'dir_name'. FZEMIER ssm-user M ec2-user B,
WRAFCALRSEFHE , BMAFH DDB & ( clusteradmin FRL ) I ERZ A P B9 RS,

Bz AD E%-sudo /opt/idea/python/3.9.16/bin/resctl ldap sync-from-ad &
EHEE R Amazon EC2 HiE1T,

7. \ RES MTIERErrorit TIRARY VDI 356, IiE VDI XY 20 2 #EREH IR EIReady IR
A

BN0

o o K~ 0w D
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ZXE VDI 2EEATARE

BxE, HREHE2EXEN VDI 2ERNZAXTENE |, XEWE X RS|[EFH. XATEEHT
RERGRB , DCV EAZHRNEHRE , ERFTERNRHE, KAURNERR Xorg BERF
B, BITU TS AR I BRIA Xorg BB R MRH.

HTFELZW Linux :

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
st /usr/bin/Xdcv-console /usr/bin/Xorg

E T4t/ Linux :

rpm -q --whatprovides /usr/bin/Xorg && \
cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

RE R 4R

FH

« Amazon EC2 KfpIEERFEFREEREL L

« BFFEZEMA AD/eVDi #E3RE R API Health Check kM , vdc-controller SEfI IE FE &5
s RERMAMHRIUAMIEN K METFSHAETHIIERF

« cluster-manager Amazon CloudWatch H&EE 7R “<user-home-init > WP A AT H. EEESHAFE
" (HPKPRAFE)

o ZIXB R Windows REE R “CHKFEHEZER, FEALNEER"
+ external/customer AD Ei & H#) DHCP % 5] &5
» Firefox 8% MOZILLA_PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 £HlEZEH A REETRELLE

WMRER R MELFIE Amazon EC2 #HIEFREERHNEL L, NERTREEBEERX , FEURT
ERigEEGIER, UTREERENSZE.
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8 vdc-controller 32 f514E Amazon ECZ BRHEIAPETREENA RS, WAERHTHARZERER

FiE. H RES %?FE’J@%HE%HK , X LEARE 7] A VER B B A% #E Amazon EC2 SE6I#9 IAM 178

P2 SR BE Ry — o MR vdc-controller IEFE &} B CloudWatch BEAFHIM LA TR , NIRRT
%ﬂEIETﬁﬁ\lE&;‘f'ﬂo BAER , ZBAFEAUTARBRIR :

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

&SRR Amazon CloudWatch B EE BN TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

2 Amazon EC2 4| LML H WA E LA HIRABTE,

BT T &M A AD/eVDi #E3RE 7R APl Health Check %M , vdc-controller 245 IE 7E /&R

R eVDIi ERHWSTRARERY , EFERRRESH 2 ERATAR,
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Modules

Environment modules and status

©

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

EXMERT , HidH —REE:

name>/cluster-manager. )

BEEHEERCloudWatchBE, (EHRBIWHEHEH<env-

A BE/Y [A] 7R -

MBHEBEXAInsufficient permissions , ¥R AIEE res HH AT 4A HEY ServiceAccount

AP EHEIERA,

HETRA

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

o IBALAM SecretsManager # %1 & 15 R RES ZPEHAEIRALH ServiceAccount AF &, 7E Secrets
EEBPRIENNZES , ARER REANXAKR, IRAFETER , FEFEREUAERZD
B, K1I-YETWEREERM vdc-Controller 3561, #F R FRERS.
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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- MRBEFEFABRRENNTRFHEZVNBIEIR , W AP B4 ServiceAccounty 7, HIRIEER
£ RES HiEf$iZDisableADJoinS k& N False , iE#{R ServiceAccount “” P BT AD
FAIZITENIN R,

- MEGFEANAFAEER , BEAEREENARInvalid credentials , NI&H AR R0 Al LS IR SR
23 HA,

BETRHA

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

B E Secr ets Manager 4 & PiHEFE BB E , BULUEEEELIBINER AN
B, EEFA (Hl<env_name>directoryserviceServiceAccountPassword ) , REiE

B RBEAXE,

- MRRPFNFRETER  FERREUEFEEZAPNE, KLY TNEHEESM vde-
Controller S£fll, ¥EHIFEHAEHNZBHL TFRERS.

- MRZRWBIEY , VT8 RIEREM Active Directory FIIRBETH, RUMETE Active Directory
REEFE , AREFBB, BHLUEE Directory Ser vice %] & 1 Active Direc tory FEE A
FHES :

1. EFHEMMEFRID
2. &R B, ‘EERFPEE , AREREPEBERAF/RA ( H0 ServiceAccount ) MFT B,
3. MREMRENEBBEZHNEBRE , HEMIERA Secret Manager A F I ( fl

i , <env_name>directoryserviceServiceAccountPassword.

4. &I YEFINEREEEEEM vde-Controller 3244, #2654 FRRERS,

URIBRAEERR BURINTL B B |, BIE A2 HIAE TR 5IRS

WRBEAREELATENAFK,S AD BEZHEXNREEx, MRHINLEE @ BEREEHEES
Amazon CloudWatch B&EF R EFEL IR <user-home-init> account not available
yet. waiting for user to be synced* , \ERRE2MEREEZHEx,
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https://console.aws.amazon.com/secretsmanager/listsecrets
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cluster-manager Amazon CloudWatch H&E 7R “<user-home-init > ik E AR H, 1E

EFFHPES (HFKFRRAFS )

SQS TRZEMR T ZHTEAFKS MICERA BATLRER. ERAFRSHEZHNASQEEXHFR
SRt , 2ERRMARE,

ChEBRAFPKFHERAERXENEEFERN AD EBEE RES, 5l , €12 BI/RES HERT
fEAMServiceAccountCredentialsSecretArnSH{EREH,

ZRE FEH Windows REE R “EHKS EWER, FERNENEER"

CORP\admin

Your account has been disabled. Please see your system administrator.

MRAFPTEEHMERYUERTE , MARKRRZAFEET SSO MUERE , EXN RES BLER AD
PREEA.

WRE AD REATAFKS , SSO BRMIZR KM,
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external/customer AD B¢ E# DHCP &I [a] &

WMRRTE B S Active Directory £ H RES RTiBZI451%x1%BH "The connection has been
closed. Transport error" Windows EE¥\&H , i5&E%E dcv-connection-gateway A CloudWatch
mazon BE& , THEUTHARXLHWRNE :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

WMRENRF AD HIEFIZRA T EHC /Y VPC 8 DHCP &3 , NFE :

1. i AmazonProvided DNS & INZEIFH AN {24188 IP #,
2. FERBRIZEN ec2.internal,

WA ERT —RAl, MREEUEE , Windows RENE REHEIR , BN IEEZE RES/DCV #
ip-10-0-xx.ec2.internal EHLE,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox £51% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

HIRMEM Firefox M4 SieReY , HARZHEZIELREN , RAEKIBFHIRHEERE
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING,

JRE R RES Web ARZ881&E S TLS + Stapling On , BRITRIEZ B ( M. hitps:/
support.mozilla.org/en-US/questions/1372483
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& LATR BR LA 15 BA AR R b [R]#: hittps://really-simple-ssl.com/
mozilla_pkix_error_required_tls_feature_missing.

PR3 I BR
30

« res-xxx-cluster #44tF “DELETE_FAILED" IRZ , BT ‘AL L ERIR FHix , TEFM
B

WERE

IEE T VDI B&E

M Linux EC2 EHIT&H B E

M Windows EC2 SEHIT&E BHE

IEf£ & WaitCondition $5iRfY ECS A&

P 48 45 O ) BR K T

res-xxx-cluster ##%4bF “DELETE_FAILED” A% , HF “BETRH LT ERER Hix
7o 7E F ol kR

WRIETE R “res-xxx-cluster” ¥4 F “DELETE_FAILED” RSB T EF MR , MATUBITAT S
B B BR

WMRIBEFIMERAL T “DELETE_FAILED” IR |, BAZRFoFEEMIBR, ©rIaeas® H— N EIARIER
HEAR IS EAE . IR MIBR
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BEf , BIEERER T AL FAHKRER , ENTRLFIALEZRENTRAEE, EXHERT ,
FREAMBRREN BRENTR , REIEE ‘BER

RABESE R — M T RAVEIR Role: arn:aws:iam::... is Invalid or cannot be
assumed
TR
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

X B E M BR AR T B Y A B A HER B SCA M BR. BEMRXANRA , BEFAGHNER. Bl IAM
BHE , FRLLIANSHZERZENNARL  SESHE .

o JFAMERMER | FEBRAWSES
o« XSFHH, 5T Use cases for otherAWS services “i&#” T A CloudFormation.

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CioudFormation v

© CloudFormation

EBRT—%, BENAEEF “AWSCloudFormationFullAccess” Ml “AdministratorAccess”
MR, BT ENO TR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Attached as

AWSCloudFormationFuliAccess AWS managed Permissions policy

AdministratorAccess AWS managed - job function Permissions policy

Tags

ARFIREl CloudFormation 2 #| & FH I BRiftik, BRIBAGLUR , EMEMZITLUFEMBR. &F5 , &
£ 1AM 2# & HHBI RS EZN A G,

WEER
M EC2 2| & & 5 EC2 X4l

o RRUTHBABREM Linux EC2 £41,
« REBLUT B B FEH Windows EC2 3£, AJF$TFF Windows PowerShell BUZ TR T o

WEER R EN B

1. Cluster-manager : M T EIREVEREE RN B &S H R E M BRI,
HEHAFHFFE CloudWatch H&<env-name>/cluster-manager,

b. <env-name>-cluster-managerEC2 3£l £ /root/bootstrap/logs B X FMFE A&,
BRATFF LM M EC2 #2514 F K EC2 KHI” A EEiZZIAY 1% 8 B R B M =61,

2. Vdc-controller: MMA T {ZE@3KEX vdc-controller B9 B & 55 E Kt iR EiE &,
a. BEA P MPTAE CloudWatch H&<env-name>/vdc-controller,
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b. <env-name>-vdc-controllerEC2 3£t /root/bootstrap/logsEZTHMAERE, &
BRAFIFFSLHY “M EC2 #5244 B 5 EC2 354" P EEZTI A9 1 B B FIE R R4,

BRI BENTEZ —RERM Linux EC2 KB T8 B EART R AR TRE. EREMHREX
BIE o

IWE VDI B&E
1R BI B R A9 Amazon EC2 324

WMRAFE T HBEXEBMM VDIVDIL , N Amazon EC2 #2 & & LAYHE R SE 61 & R

£, <env-name>-VDI1l-<user name>

UK £ Linux VDI B&

RBATIIFFLH “M EC2 #HI B B K EC2 KHI” PEEEM A , M Amazon EC2 2§ & B R M
#y Amazon EC2 32|, 3REX VDI Amazon EC2 34l £ /root/bootstrap/logsHl/var/log/
dev/BRTWAERAF.

REBENFEZ —2Ee &R 3, REMNBETH, At , BAZRBUTETRMN—1ER
FIREFAE AL , ARNHE £
1. RBLUT S| /Toot /bootstrap/logsBE R T E#l dev BE :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. BT —THIENPRTHRARLR, EFETH VDI HE
I & Windows VDI B&

BREBARTIFFSLHY “M EC2 3515 &K EC2 24" eV EAET , M Amazon EC2 25| & & F 4
R Amazon EC2 3=4l, 3RER VDI EC2 24|l E$env:SystemDrive\Users\Administrator
\RES\Bootstrap\Log\B ZTHFABE.

RMESNEEZ——FElEER S3, REMNBETH. Akt , FRET T HhIHNSRET
BR{E-EHETH VDI B,
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FE&ET#H VDI BE

1. FE$F VDI EC2 3£ IAM &L A4 S3 i,
2. Hi{E EC2 #2%|A& Hik B &K VDI 241,

3. ERTCIEEMFANIAM AL,
4

£ PHIBR” THEEW “NRKRE o , &R MK , REiEFEAmazonS3FullAccessE

B
14278 DA PR LA B B0 % SR B
6. xJ& , RIFEEH VDI RE K ERTHIEHSRTHAT, BREBFEREBH.

o

a. M Linux EC2 326l & HEEB T Linux.
b. M Windows EC2 =4I T & HEEAF Windows,
7. BE, REAGUMBERANazonS3FullAccessE g,

® Note
P VDI #iE AR IAM £ | Bl <env-name>-vdc-host-role-<region>

M Linux EC2 24| T & B &
FEEMNPTEHBEEWN EC2 3246l , RARETUATHSNMERLELER s3 2 :

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap
tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/

${MODULE}_logs.tar.gz

2iE , #%E S3BElA BT HEBMMNEMN , <environment_name>-cluster-<region>-

<aws_account_number>%l§‘|—ﬁ2 5l Ef£#<module_name>_logs.tar.gzX#-

PR IE I B
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M Windows EC2 2l T A%

FEEMNFTHEEN EC23RH , ARBITUTH T HAMEEE LAET S3 F&MR

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

25, B3 S3BHE | EBETERBNWEMME , <environment_name>-cluster-<region>-
<aws_account_number>fAE FEH 2 81 L& B <module_name>_logs.zipX#.

IE £ U && WaitCondition $5i=HfY ECS A&

1. RISHFIOHERFEE RR BT+,

2. R EB¥ ResearchAndEngineeringStudio~ Z% 2+ — 155 CreateTaskDef- CreateContainer—
LogGroup , RFEFEITIF HER CloudWatch AE4H,

3. M.‘L?( H ll.l\éﬂ qquﬂy:ﬁi%ﬁﬁ’] H Tho

W 4% 43 1 I BR 2K

MRIEIE RES L4k detachvpcfromlambdacustomresourcefl BREY “S4 9 & DI BR &
W, XRATEERIKE Lambda BRZFZELARGEMER , ELARBRETHIBREEE RES Lambda #Y M 454
Ho

R BR 252
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B LUET S B Amazon EC2 #2&| A A #Y &4 O T E H RS 5 0 3 R 3 17 75 5% 5k F 30 Il BRox LeBR
IHRIMIEH2 0, AWS Lambda VPC ENI-{RES-Environment-Name}&ZRiZE 14 MNMEEOD

BHRESED , BE4AERFEZ D Lambda BEB R INMIBR. FaIMIBRXERKIED | AREEFHTTHBH
¥ RES #t#%,

AR

F
« WIEX HHREEN S HRIEE RN HIE R IEE FE IR
« JERHER keycloak RHEVEH

A IBEX B IR K B RIS KT HIE RIME B F AR
B &

MREBZHBFRHKE LB SORUFNSMRIEERNEASTANER, WENBBATEDTH, X
AR REHBEZNAFNER , LA LARIRI Active Directory Service I,

ZRITE

1. EEEBRSEHFHEFEBRAFMNRSKF BB,
2. EE# S ecrets Manager FHIRGS Ik 288 , FHEERE LM AN ZBETE -

« 3 F Keycloak 1% : PasswordSecret-... -resExternal-... -DirectoryService-... i iR : 5%k
Active Directory B %3

« XF RES : res-ServiceAccountPassword-... Tl : Active Directory Service Ik /= Z#5
3. BRI EC2EFIAHALEHEEIREM. Auto Scaling FNIFF B it & # BRI EF,

ERHER keycloak T iE4EF
[B] &

IRIREY keycloak BRSFERAER T , HREHMB RS R , ZHIM IP RETR(L , XARLSHES
B8 & R RES INPNEFNEBZATEMER , ELABATEBTRYINEARES
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

FREIRIEE AriEE

ZEITE

1R
&

REEHRINEEMENHEFHIE Keycloak % | FTEE Keycloak IRE R EFEIRS, BREUTS

BB ITIRGE -

1.

2 Cloudformation fRRIZE FBE F EIFW N5 keycloak MRV HK

* <env-name>-RESSsoKeycloak-<random characters> ( Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-
* ( Stack2 )

2. MiBRH 1. MRRERTERBRBREHYK , FiER ‘27 UHIBRBREHK,
R MR BTS2 IR,

3. 1EUA T RES SSO Keycloak ##% &R,

4. FRAEERREXRTEEMHENSHREFHIBIHER. BEQIEMK - FRMER (F7E) - &
BRUBEER > EEEMRIHE , M CloudFormation #2#I 8 #TH B, RS CHIBR#ERERE A
KRIEEFMENS K, BB E X CloudFormation #2244 LB HES S %I+ |, £
S BREY AR PR EX LA . BRIFEEN, key pair IEMSHERIA LS HME T,

5 MBS , BHHRERAUUBRERAT . S EC B H4 ApplicationUrl B “%i " &I
HE,

& B ([

F&

- BH VDI K EATEREBRS , REE VDI EEREERITEUAD AR 54 EF VDI
- BLiE SSO FEIEER RES [T Mk

« BMEARZNE 3N Linux VDI, AD FIF= th 70 A0 A XA I ST 88 T R & B 5%

- BRI SSHIGRE , AD EBRRAPTEHREL2EH

- EEMNEEH RES AEBREIFEHZRIFER Active Directory
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

MEEIRIERE AriEE

EH VDI KRG TERERS , HEE VDI ERRERFRITEL AD AF 4 E R VDI

BERE VDI REMNEE R L ( /root/bootstrap/logs/Linux #/opt/idea/app/logs/B FH
C:\Users\Administrator\RES\Bootstrap\Log\ Windows BJC:\Program Files\RES\app
\logs\B %k ) FREFEEMNRENE ELH IR,

MR LIS REBWRIZZFI T EMA Active Directory , XBERRNEREERTEEEM AD
NIZEFTEITENRT, REBTREATHWEREESH /environment-name/cluster-manager
CloudWatch & , # ik HBENEIREE [preset-computer]., ERRIBETIE :

 AD BR& kS R EIE TS

- KREZRMS RES WRFKFEB, BRAFPBNEZBUZAENNERNREMY , {username:
password}} BERER. BEEBEIL LT ERHIH T auto Scaling AELEXRRFZ K, =
FEENEHIRFIRBEREFEEREN. AEEFE VDI AN AE N,

. REMESFTNE AD REIZITEHKS,

- FRREHERSKkSEED S LA SLENBRN HE Active Directory 1B RSk, 88 AD

PRSI SNRE , BEERZNFH VDI,
o FoEERD LDAP BRSSER

. WMBRIREFAWSHRIEE AD , HIRIRM AD BE R VPC B LDAP/LDAPS & | B
B 5 FE RAWSHEE Microsoft AD By DHCP it I&E 2 f5 , EHIRE T VPC By DHCP &1,

« XF LDAPS i## , DomainTLSCertificateSecretArnS W AEI | BAMIRHENRH CA
EBTRERPERE. CFEEBIL EIMEFIH AT auto Scaling AEEXR TLS ik BELAFEHB
BEFEAIREHREFEERSSM. REEHHFH VDI LNAER,

- ENiX RES 581 AD 2B E#E , BESEHEESRE 6 LiZTLLT |dapsearch i ( B AP
OU., LDAP E# URI, RSKFAFBNEE ), MREHN AD EEBREEN A FERE , ktd
SRIREFTRMEN OU THAIERF.

ldapsearch -x -b "OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

MRIREZRZE RES true B disableadJoin i EJ , MYREY Linux VDI REEE#EF] Active
Directory , M2 SSSD BRFMAZE F. M EC2 ### A1EZEEIEH VDI K6 Hid
usernameX HZ{Ton H. MRIZM T EREMEE AD BAF# UID/GID , &7 VDI Eflsudo
systemctl status sssd EERAGMAEKE SSSD BRESRAURE FTH SSSD lBF B, /var/
log/sssd/

B B FIRE 255


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
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MREBFEEBE N SSSD FELLUERE| AD , M LAFZh4m%E SSSD BLE X (/etc/sssd/
sssd.conf) , AAETE infra/VDI 4 ( 2024.12.01 RAKRERMA ) sudo systemctl restart
sssd LEABTEFH/B3 SSSD fRS , EM RES N MGzt Hb SSSD B & , FE/F/E3 B XA
SREREFEHNATRELHFHN VDI (2025.03 FRAEKRZE ) -

BLE SSO ERTEEF RES 177 Mih

BFenvironment-name.accounts.usersil environment-name.accounts.groups
DynamoDB % , &8 AF M# AR S EMEM Active Directory R, IIRKRE N EHHRDEIE
EBERWAF , BERAERYA (2024.12 frA 28l ) /environment-name/cluster-manager
CloudWatch /environment-name/ad-sync CloudWatch B4 ( 2024.12 fRARESMRA ) HE
& AD EFRBE,

BRTY LERIMEN AD BEEBIKHN VDI KeJELATERERS , SiEE VDI EZREFHETEN
AD FF 5% 5 VDI, HibsRiR W gEIE 245

- RSB FTINIE AD FEHAFMEEAH,

- BFERARENRSKS EFF S HAPTE L ENR N %L Active Directory iIRERRSF K o
« Active Directory Y /4R B 2> B8 F iR 44 it it S A EE 14

o MBIt FEHTREY A B R M LS B b R

e ERSEER , BRUUEFSINRERINT —REN&EEE , WA ERIATFZTE
& (A7 2024.12 1 2024.12.01) ( 2024.12 1 2024.12.01 fxA ) =% ( fRZA 2025.03 RESRZA )
PR RAFIMEZEL . WAFIEHHELES (FRAE 2025.03 RESMA )

BNERZh/Z 3 Linux VDI , AD AP EER XN EERHREE *

BYEEREEEXMLd username LETH SRR EEREERESESAN AD AAF, MRZGS
FToEIREFE R AD FAF#Y UID/GID |, R & /environment-name/cluster-manager CloudWatch
BRATHEREERAE , HEREXED SSSD REWE[HEIR. MEEHEERALSHLEHE
=, BEAEREERSHlsudo systemctl status sssd EMIHR SR B ZRTH SSSD RS AR
®&E SSSD lREMKE. /var/log/sssd/

MREFEERITUEN AD AR , BETHSREAFEB % (/home/username) £#Y UID/
GID. 1s -n /homef¥AF EHFM UID/ GID 54 wiREM UID/GID #1THKR. id usernametl®

B B FIRE 256



FREIRIEE AriEE

UID/GID F~ItEt , NEREFEAFHEB FKUBERE RES 2 RIEY , s R M2 BTH RES ZpEF
BN, FOMEEENAFEEE  MKBREER , RAEE5ZAFP—EBIFH Linux VDI, RIhELEH
VDI & , BMEAERMN UID/GID EfFftIEE A .

B SSH ARG , AD EBGAFLERRIELZEN

BEfER2FNEHlid username LETHTREEEZLZ2FHNEETN AD AF, MRZGSEER
B8 AD AP # UID/GID , #®8 & /environment-name/bastion-host CloudWatch HEA T
B2 BE , HEREBEXZ3 SSSD REWEMHEIR. MRELFHNALFPEEHR , BEAE2
FHEPlsudo systemctl status sssdEHIWHUKERTH SSSD RSE AERZE SSSD RS
RZS. /var/log/sssd/

BEEMEEH RES /&R RHEREBE R Active Directory

MREZNAWSHEE Active Directory H RES A B 7 Rk AdDomainWindowsNode-external -
resource-stack-name-WindowsManagementHost#& , MEHAWSHK - T BiZE —NEFUF
LY SEBI AT A Fim B ME I Active Directory, BRI LAER L TEILET EC2 #84| A RIS EIEEE =
TR

- AFPE . BBA

o BB BN ERERNREN AdminPassword 23

BEAWSE B K IEE Active Directory , iIHEEBAWS B ZRZEEIEE P ER Amazon EC2 EfI&
BRAFMEESH,

& & 5] &

« 2024.x EHRE
« (2024.12 %1 2024.12.01 ) JEMFH Cognito F F~ B IE N FRIE K KK
e (2024.12.01 RERRA ) F£HA8EEEEES VDI i HIALTHHE RIEPEIR
+ (2024.12 F 2024.12.01 ) Active Directory i F° Fo3£1833 SSH E#HEEIR 2 4]
+ (2024.10) BBEERE VPC FRY RES ¥3EH VDI auto stop H M
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html

MRAEIRIEE AFiEmE
« (202410 RERIRAE ) TR AEFIEBATHIXAF 3 VDI

(2024.08) #Z ERHIZHE AMI HFE

(2024.08) Bl KR AL EEHTHRFHETE ARN B E L HT4RH read/write Amazon S3 Fi#48

(2024.06) ¥ AD AT EZERE , MARBELAK

(2024.06 RERRA ) £ AD BF HiE , BEARRAKRES RES @S

(2024.06 RERRRA ) CVE-2024-6387, RegressHion, RHEL9 #l Ubuntu VDI i Z £ &)

(2024.04-2024.04.02) 2 IAM PRI R A NZ VDI EFINAE

( 2024.04.02 R B BRA ) ap-southeast-2 ( 3&JE ) FAY Windows NVIDIA 32617 3% IS 50

(2024.04 # 2024.04.01) RES MiER %M GovCloud

(2024.04-2024.04.02) Linux EEE\ R EE S S TR T “IRE” RS

(2024.04.02 RERIRA) T3ER S SAMAccountName BB EAEFIHEHRFZHN AD AF

(2024.04.02 REERZAX ) AT HRIELENMNAATK

2024 .x B H 5@

(2024.12 #1 2024.12.01 ) JEAM#TRY Cognito A F B IE M FRIE K KWK
HHR R

MRIEZAET T PS5 AT B FERAF BT REE” B AWS Cognito AIF7 o, 3, XS24
ix<firstname>.<lastname>@<company>.com , }§H Cognito AF & EE YW ENRERXERXT
LT

4 h
® Invalid parameters: Username doesn't match the regex pattern A[a-z][-a-

z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ J/

HEREHRT RESMNAFWEFHETIIZENERAFB5IEMN, B2 , £ RES XEFMEL Linux
KT , w8 HWAFPETE VDI WERAF., SERFEERAF B2 BB Fap 4 a1 8+
HEf «” , BUMEZAF | RES Linux VDI LB,
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2 M E ARA

RES k7 2024.12 1 2024.12.01
RREITE

1. BT TS #1TTHpatch.py, cognito_sign_up_email_fix.patch¥FhRaAx 2024.12
AR 2024.12.01 , <output-directory>&i#tcognito_sign_up_email_fix.patchHE
TEANT BIA A& T X9 B LA K% RES HRii<environment-name>BI & #5

ZATEAT RES 2024.12 §1 2024.12.01,
b. M T #IZAFE E AWSCLI v2, Python 3.9.16 & Sk K Boto3,
c. AEBE RES WK/ MXHEE AWS CLI , A ARERE S3 MRKREA RES 2|2 FMEAE,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. SMETEHRAITHAMSTXHNEF. STUATHT SRS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. RNENFEEHEHERETERSM, LA LUET Amazon EC2 BIE# &) 4 & 1HiZ 341,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

MRASIEIAEE RAriEmE

4. T &R FIT L auto Scaling ARYSESY , Wi 587 E 1 28 R HIMVIRAS <RES -
Env1ronmentName>—cluster—manager—asgo ZRFEBIKIE 3.

(2024.12.01 RERRA ) A EHEXEEEZES VDI it HI TR EREBHEIR
R IR

FEARAEENTFEE BB/ EEE HH RES BF , CertificateRenewalNode T3 Rl VDI EER
TLS iE$ , SR F : /var/log/user-data.log

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

Rt , YYR1E RES TP MUEHREEE VDI B, fREBE—1MEIR , LEHER
net::ERR_CERT_DATE_INVALID Error code: SSL_ERROR_BAD_CERT_DOMAIN
(ChromeFireFox) = ()o

2 S0 /Y hir A
2024.12.01 REBRA
T %

1. SME EC2 48, MRFEEBNHEHICertificateRenewalNode- , M4 1EiZ 3R,

2. SMiE Lambda ##&. FTIFE AN Lambda BEEHRERBE, -
CertlflcateRenewalLambda—?ﬁ&lfiﬁ%kﬂ’\]ﬁ./acme.sh --issue --dns dns_aws --
ocsp-must-staple --keylength 4096 H#ER--ocsp-must-stapleS#,

. ‘R HE FEABEREN.

4. EFFHftk Lambda BB , BT TIRME 51 Wit EWMF |, REER Wi, TEHMH
Ao XNZEBE—MEP EC2 3£6I , AT E#H Secret Manager FHEYIEF H PrivateKey #1%,
REAEHE , SN EHLL,

5. #ILBA dev-gateway E4 : <env-name>-vdc-gateway R G auto Scaling A BB —
ANFEH,

2024.x B[ 8 260
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HiRFE

Let's Encrypt f¥F 2025 41k OCSP %#., M 2025 F 1 A 30 B2 , BRI Must-Staple #EK
MK = 2 B 25 & 2 & OCSP Must Staple § REHIE+ , BN OCSP ERFAM., EFhttps:/
letsencrypt.org/2024/12/05/ending-ocsp/E Z ¥ 15

( 2024.12 #1 2024.12.01 ) Active Directory Fi P Fo &8 SSH E#ZET|E 24
R R
Active Directory Fi P 3£ 8 RES 17 Mk fy 5 B iE # 2 B 2 T H A QMBI REIEL N 81iR.

HTROHEZE , FELFTH LE1TH Python NARFTTERE3 SSSD fRS5. Rt , BIERSETH
BAD AF , Rt T EEF,

2 R HY AR A

2024.12 1 2024.12.01

ZRITE

1. MEC2 2% 8 EZEINEL2FHRM,

2. 71£ IDEA_CLUSTER_NAME T 4% /etc/environment ¥} Htlenvironment_name=<res-
environment-name>R 1T

3. EXRHEBTUTHS:
source /etc/environment

sudo service supervisord restart
sudo systemctl restart supervisord

4, BB RES[FPMENEABRZHEREL2T.

(2024.10) FPBEFE VPC iy RES FEM VDI auto stop H#f
BARHIA

£ 2024.10 RES WA , NE—EREI RN TZRRSH VDI AMT VDI BHFELE. AJMERERE
- RS8R - RTEFEELIRE,
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https://letsencrypt.org/2024/12/05/ending-ocsp/
https://letsencrypt.org/2024/12/05/ending-ocsp/
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EHBERE VPC HEY RES 3% B 3R X VDI auto stop.

2RI AR A
2024.10
REEFE

BMNBEMEEMR—MEERRF , ZBEEEFRIEERKRORAF, BR , EHEERE VPC HHY
RES B 57, BARTLAFZIFLE VDI,

(2024.10 RERRAX ) TENRAFEEELFHRKEF 3 VDI
IR R

U E BB HIR (g4, g5) ERFHTDE Linux 2-x86_64, RHEL 8-x86_64 = RHEL 9
x86_64 VDI B} , ZRFIRFEFERERS. XERBZEZHIFKZTEREA “BE" RSH A HER,

REXTERBREN X Server FTTEESSH EEBEHIL, MNALATE , RINERWEFE KK
FrHERRVIR B R/NE IR 50GB , AR A BB M ZHREZ R E KRB

5 200 {9 kg A<
B RES hRA< 2024.10 HE R iR,
EBEEHE

1. F# patch.py # g raphic_enhanced_instance_types_fix.pat ch , T EREUL TS H<output-
directory>&B#MANETEHANT MAMANT XK B FLUAK RES B AF : <environment-

name>

a. ZANTPUEA F RES 2024.10,
b. * THIZXEE AWS CLI v2, Python 3.9.16 E & R4 K Boto3.
c. NEPE RES MK M X E E AWS CLI , HBREHE S3 NERFKE A RES RN Z#E .,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch

MEEIRIERE AriEE

4.

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

SMEBITHATHAMMT XAHE FK. ESTUATHTHT :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

IE BRI WY R AR E 2 HI8F ( vde-controller ) 354 |, HETU T e , BRFT R RES R
iﬂ% *’l_\o

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

ERBF<RES-EnvironmentName>-vdc-extF AW BEREAZTEERBFHEML. BRITEWE
HEFEFEMEE IR EADE 50GB B 1F6E 22 H .

(2024.08) # & ERHIRHE AMI B

BRI

BRIF RS R HIHA AR EC2 Image Builder & AMI B |, MBI ABHE RUATHIR
SHE -

A= -

X E

CmdExecution: [ERROR] Command execution has resulted in an error

= B T 3 AP R AV IR BT A E R

2 AT AR A
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2024.08

ER T

B2 H EC2 Image Builder &R :

( RIEMAKHN RES EHIHER AMI, FRIBRUT T RIEE )

1. TEREHEM res-installation-scripts.tar.gz 3.
2. RBERZGTELHESE Amazon REBEG (AMI) T35 H 9 BR#ITERAE,

EEFEMAZAH EC2 Image Builder &R :
(WREEN RES KBIHERFT AMI, BRBUTSRIEE )

1. TEHEFEM res-installation-scripts.tar.gz 3,

S 1% EC2 Image Builder -~ A - i N AR RES AMI MR/ A 4,

EEE ‘WA - “ DownloadRESInstallScripts £ - “lA” - “KIR” T 5 HE S3 L&,
LEHRFN S3LETEUFEANKBXRNYG , ERFLXHERAE S TERH X,

w0 N

(2024.08) BRI R E T EEFFH B FEMH A ARN F B E LFT4H read/write Amazon S3
5

BRI

£ AR 17 1# read/write # ARN ( Bl ) IBENAIR (M BBMRIMEB EMAMAFE )
B} , Research and Engineering Studio 2024.08 o3& S3 F#EZ &I E N S EMEM R
(VDlarn:aws:s3:::example-bucket) 3£%l L,

A RBL MO FEREE S

- RIRTFHEE

« read/write ZZf&# ARN FEE 814X ( Blarn:aws:s3:::example-bucket/example-folder-
prefix ) MIBEXER (MEBBMNIMEEBEHNAFE )

« read/write HE 1R F# 4 ARN B8 8 B E LT RN 12418
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samples/res-installation-scripts.zip
samples/res-installation-scripts.zip
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HEEREE VDI RHIf5 |, iZ S3 EHBNIEEREHBE RETFLERZEMEE. RE VDI LHNEHBE G
FE  BZEZPHNZETTEEHMNIETTAR, HLFERAKXIREXHEABFAH , Permission
denied, unable to write a filefi5|k%EixR , HAEXHRHNBETFTL LEFHEMNI S3 F#E,

2 M E ARA
2024.08
23 Y

1. ERHEATHIARFANT X ( patch.pyFs3_mount_custom_prefix_fix.patch) ,
BETULT@S , <output-directory>E#AETERANT BAMAT XHHWE FUR
<environment-name> RES EM B :

a. ZANTLUERT RES 2024.08.
b. *THIZAFEZE AWSCLIv2, Python 3.9.16 RE &AL K Boto3,

c. HEE RES Mk MXIFHELE AWS CLI , HHA{REIHAE Amazon S3 XEXREAH RES ¢
BHE#E,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. SMBTERAITHIAMSTXHHNEF. SBTATHT @R :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. BERIHEHRENELISEIEFIZT ( vde-controller ) 3561 |, BETU TGRS, (EF—FH  &E
fFENVIRONMENT_NAMEZ 21X E N RES HREMEFR. )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

X FFRE VPCRE , MREBESEXHEM , EFYLH<RES-EnvironmentName>-
vdc-custom-credential-broker-lambdaBR¥URMENvironment variable®
FRAWS_STS_REGIONAL_ENDPOINTSHI{E. regionali#ZREfEE VPC SE A Amazon
S FHBERRETHRESEER,

4. LUZBF<RES-EnvironmentName>-vdc-extFF AW BEHRAZITEER , EEFZIHH VDI,
LR % AR 126 read/write 18 ARN H1 B E X BT& K S3 Z451,

(2024.06) & AD HE M TSR , NARBEAK
18] 28
WS AD AN BB EEZE , N RES 2024.06 R &N A S al A R R,

£ AD RIZHiE , EHEE S CloudWatch B ( #£/<environment-name>/cluster-managerH
/m\,ﬂ—r ) 4?}@, J’)\T%lﬁ .

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20%}:(user]|group)$

ZHEIREHAT RES REZHESUTERNAS :

- BRESEIEMASH ASCI $8, BT, WIS (). 9% () MFUZ ()
- FAVEABIES () ERE—TH
- BREEEZ

/

/

2 M H ARA
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2024.06

ZRRITE

1. ETEHNTBARANT 324 ( patch.py 1 g roupname_regex.patch ) , EZ{THA T 5
%, <output-directory>&#H EF MM B X RES HiE<environment -name>MHA

G

a. Z4NT{ERA T RES 2024.06
b. *THIAZEZE AWSCLI v2, Python 3.9.16 E & M4 LA K Boto3,

HEPE RES I M X ELE AWS CLI , #HREFAE S3 NEERE A RES GIEZH F6#

o

2. S

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

B TEATRIAMST XHNE R, STUATH TSRS :

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EERAMMENERTESIN , BETUTHS  BHEaLAM Amazon EC2 EE#ZE#HI AL 1L
1Z 354,

INSTANCE_ID=$(aws ec2 describe-instances \

aws

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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® Note

ZANT AV AD HEMBRNENAEWN ASCI F&., #F. B (). A< (). TR ()
BUREKENT 1530 2H (&) HZERK,

(2024.06 RERMZA ) £ AD EFHiE , HAEK A KRS RES @S
HiRiER
R GroupOU 5 userOU A& , BAR G L EEHE L E RES,

ZiAELS AD A AF AT , RES 8|2 Idapsearch i385, YHarIIEs45 1R 1A T userOu S
M =& groupOU ¥, EREZEBRARBEREEAMAF . RBEE UsersOU F groupOU FRIER T F
SHIXMITRH.

2 A9 MR A
FT B RES HR7 2024.06 HE FRA
ERTE
FRRIT SR RFIE
1. ET# patch.py BIZ<# group_member_sync_bug_fix.patch X# , EZ{TL &9 , <output-
directory>E N ETH X4 A B ZMEMELIH RES A : <res_version>
(® Note

o ¥NTHIAREE AWSCLI v2, Python 3.9.16 SE & RA LA K Boto3,

« NEPE RES WK MXEEE AWS CLI , FAREHEE S3 MERKEA RES tI2H7F
Mo

o« ZFMNT X RES fRA< 2024.04.02 7 2024.06, fREFEARIZE 2024.04 5
2024.04.01 , MAENA*NT 281 , SRR 5 H B S RRFIRAVIRR K EHRXERAE
#1% 2024.04.02,

« RES W7 : RES 2024.04.02
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T FE8ESEE - 20 24.04.02_group_member_sync_bug_fix.patch
« RES WA : RES 2024.06

T FEgESEE : 202 4.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. SMBITEATHAMIT XHENE R, BITUTHTHS , <environment-name>F R
RES IMEH B :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EEWMBHMRMNEHEEREH , HETU TSRS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024.06 X EEMA ) CVE-2024-6387, RegressHion, RHEL9 1 Ubuntu VDI
TR

HiRHE R

CVE-2024-6387 , &7 RegressHion , B OpenSSH IREEFH WAL, WRAFERZ HFHRIENIT
BREEEBEEMRSHELPITEERRB , NA A OpenSSH #HITREBENRETRTER

B o

F RES, irEERERESELEINEN SSHH#ARBLREE , E2FVNAZRRENTM, B2, &
1A RES MRAF# RHEL9 M Ubuntu2024 vDI ( B\ S EEMZEN ) REHRIAAMI (TDB R
SMB ) FRANER2ZRLLEEH OpenSSH R4,

XEREIAER RHELY F Ubuntu2024 VDI ATEEHAIA , BEREBEFTEHRE2E.
BXZRABHNESAT AT EXEHRT,

2 a9 kR A<

8 RES KRZ 2024.06 HE RS,

EWRE

RHEL9 A Ubuntu #8& # TS X 2KEAY OpenSSH %M T, AIAERAF AN R T EERIIT
RE,

WMREEH RHEL9 = Ubuntu VDI , ?Jzﬁ]}iiw@wﬁbﬂ'ﬂ*%fﬂﬁ VDI BV EA B 1TIRE, BEIEANREK
B VDI , AR WIZHR PATCH FUTURE VDI BV BA#E 1TIR/E, XL B T a1z 1T B A AR I8
# VDl ENAFAEEH.

& A VDI
1. BITUTHRUMEXFEIAER Ubuntu F1 RHELY VDI :

a. ANTHIAFZEE AWSCLI v2,

b. A#E RES WK MXEHEE AWS CLI , HBFREHBE KX S AWS ystems Manager iE1T
T Systems Manager R,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
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--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash

patch_openssh.sh"]}'

2. BALEETHS NELRIEHNARERNEZET, BE “GwALER BIF , BEHHNS
T ID, AREWIAFTAESRS ID BAEKIELR.

XN RKH VDI

1. ETEATHIARMANT X ( patch.py F update_openssh.patch ) , EEITHA T
T, <output-directory>BRANETB XK B FH RES HiE<environment-name>H &
o

® Note

« ZATPUERA T RES 2024.06,
o XNTHIZRZEE AWSCLI v2), Python 3.9.16 S E & R ALK Boto3,

« NEFE RES MK MXFHEE AWS CLI BlZ& , HAHREEE S3 NRKEA RES ¢l
BHF#EE,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITUATHTEHS:

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HEAUTHSEMBIIEMINRER VDC 2 HIZRLM

2024.x B[ 8 271


https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

MEEIRIERE AriEE

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

RE RES W7 2024.06 R E SRAZ7FHE4 future VDI, EFEMAE T 2024.06 ) RES I35
RIEFAREKH VDI, EREAN T HAE RES BEA R F 2024.06, F EZRRAE#

(2024.04-2024.04.02) 1AL IAM RS R AKRKNE VDI 2B A E
XA B B

EREQELEZERMREMEMNNRLREE. XRRAEMEIETRES , XF
IAMPermissionBoundary ¥ E L WX R S EH# 5 B4R %P E .

2RI AR A

2024.04-2024.04.02

BRI

BEBLLT SRR ATVF VDI IERME S BLLL T E RIRPRL R

1. ERHITEIARFANT X ( patch.py # vdi_host_role_permission_boundary.patch ) , 1T
Ta® , Bift<output-directory> NEFH A AR B % :

a. ZANT MUEA T RES 2024.04.02, WREEAKZMRA 2024.04 = 2024.04.01 , W 7T BAi%
RAH XD HARERTEFTN S RFENIMEEFE 2024.04.02,

b. M T BIZARZEE AWSCLI v2), Python 3.9.16 SE & RA LA K Boto3,

c. IEPE RES Wk MXEE E AWS CLI , HEFRERE S3 NRXEA RES BN F#EM.
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. SMBITEHAITHAMIT XHENE R, BITUTHTEHT , <environment-name>F#RH
RES SRER A :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. BEETUESGSELSNNEFEZERTESEIH , <environment-name>E# RES IMEH
HA¥, BT LU Amazon EC2 BB 144 & 1% 241,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

( 2024.04.02 B E R ) ap-southeast-2 ( &fE ) H#Y Windows NVIDIA 3E6I7F3E /3
)|

XA R

Amazon & (AMI) BT RES HEH EERERENEURE (VD)o BN AMI HHE — KB
ID , ZIDR# XM R. £ RES HEEM AT ap-southeast-2 ( EfE ) #/53) Windows Nvidia 3£
B9 AMI ID B RIFRIEH,
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AMI-ID ami-0e190f8939a996cafX FiXfFR B4 , £ ap-southeast-2 ( F&fE ) RIIHNEET
IE#, ami-027cf6e7le2e442f4R A AMIID,

AraEsidEHAERIA ami-0e190f8939a996caf AMI BB S flat I8 R LA T iR,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERZERNIR , BB ROIEE X

. £ ap-southeast-2 XiZ & RES,
« £/ Windows-NVIDIA ERIAE 434 (AMI IDami-0e190f8939a996caf) BaEHl,

F M R A
Fif8 RES M7 2024.04.02 R E R ARAEZ 2§00
ZE#E7E
LT EMERTE RES MRS 2024.01.01 £ T T

o AT IREEM A B4
« AMIID : ami-027cf6e71le2e442f4
- BERS : Windows
« GPU #li&m : RiFKR
- &/ FiEZEA/ (GB) : 30
- &N NTF (GB): 4
o AR B E Windows-NVIDIA 3L

(2024.04 %1 2024.04.01) RES B} % GovCloud
XA R

£ RES MIBR T#EF T , UnprotectCognitoUserPoollLambda &= A EF#MIBRAY Cognito
F A BRRI . Lambda $1THE 3, InstallerStateMachine
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BT & ARF GovCloud XiE 2z B HIERIA AWS CLI A& FEZER , itk Lambda
Hupdate_user_pooli@A7EXiE A GovCloud &% M,

EFEZIRMER GovCloud XiFH K RES Bf 2BE| L T 48R

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

BIHRNIR

« X/ GovCloud XiZiZfE RES
- B} RES 1k

2 M AR A

RES kr7 2024.04 1 2024.04.01

ZERE

LT &8RS E RES RA 2024.04 £#4T TR

« #TFF UnprotectCognitoUserPool Lambda
- mAMHIl : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
o EITEFNRE-> $riE-> %&&{ “E1TH" Python 3.11->“RE"
« #TFF CloudFormation,
« MIER RES #4k-> BUHE P “REBZEREFTIR-> “BIBR"

(2024.04-2024.04.02) Linux Bl REEES R A EL T “RE” RS
XA A B

EFHRIUTKNELFEFRBIEN , Linux ERLREARELXEFEE “RE" RS
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SBIERE , S AWS ystems Manager T 2IE{TEMZEG S RLEHHN DCV «1F , 3 H vde-
controller CloudWatch B& (EAEAT ) FBRADLUTHFER : /<environment-name>/vdc/
controller CloudWatch

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

2 M H ARA

2024.04-2024.04.02

RER &

EMEFEE EERE RSNELSEE , BIITUTERE
1. MEC2 #%I588d SSH E#FI B EXEH,

2. HEXPFIEBITUTHT :

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FEHFXHER.

BRI ENKEBIEFARE , FHITUTRE

1. ERHATHIARFIANT X ( patch.py # vdi_stuck_in_resuming_status.patch ) , iHETA T &
T, BRAEFHMHHE F - <output-directory>

@ Note

« ZANT SGEA T RES 2024.04.02,
« *NTHIARZEZE AWSCLI v2, Python 3.9.16 SRE & RZA LA K Boto3,

« HEFE RES WK M X E & AWS CLI , HEREIHAE S3 NREFKEA RES 221 1F
&

OUTPUT_DIRECTORY=<output-directory>
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. SMBITEATHAMIT XHENE R, BITUTHTHS , <environment-name>F R
RES F#E M <aws-region>B MM EE RES HI X1

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEHNRBIEHNINEN VDC #HI85%Hl , BEEITUTHT , <environment-name>Eit RES
BB

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R ERRA) TEEZL SAMAccountName B EE AEZ S HE TN
AD A F

X /N A]
SSO BBELHEAMNIE (FH AD BSHEH ) /5 , RES B£E% AD A, EHEEEE CloudWatch
H& ( f£/<environment-name>/cluster-manager B&EA T ) £ AD BEF A E U T IR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~A(?=.{3,20}%)
DAL 1{2) [a-20-9. _1+(?<![_.1)$
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ZiEIR 2B T RES UEZHFESLUTERMN SamAccount AF S
- BREGENEW ASCI Z&, HZF, 91 (). T ().
ARTFFERARRTVLERNE —IREE—NFEF.

- EAREBEFMNELENARITREL (FlN.., . . o )o

A

52 S0 B9 iR A
2024.04.02 R E B RRA

ZRRITE

1. ETEHNTBIARANT X4 ( patch.py F s amaccountname_regex.patch ) , HETHA T a8

T, <output-directory>ERNEFBHHE X :

(® Note

« ZANT PUEA T RES 2024.04.02,
« *NTHIARZEZE AWSCLI v2, Python 3.9.16 SRE & R A LA K Boto3,

« HEFE RES WKk X E & AWS CLI , HHEREIHE S3 NRFKEA RES 22/ 1E

o

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. SMBITEATHAMIT XHEHE R, BITUTHTHS , <environment-name>F#n

RES BB -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --

module cluster-manager --patch samaccountname_regex.patch
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3. EEVMEINENERTERIN , HETUTHS , <environment-name>#i#tH RES K
HE . BT LUBET Amazon EC2 B4 A 4K 1HiZS2H,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
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