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REAMEESFRRREME | RIMNBVIEEMEEMH Auto Scaling 4 (ASG) FIEIMMIANRERER
Bo FMEM—MEHEMBIFDPEHTURESNATARX (AZ) T , ABEEREEAEZRNRE
RETHRERYETIHE

ASG RB I UAET T EC2 BHI AT BEEN , Mit A, https://console.aws.amazon.com/ec2/ ASGs
RIABRT , FRAEtZN) , 80N EBMELL-asg. BALLNR/NMENFIEEER N EEEBNES
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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HMENHE. EREBUANEAL , AEERRENEFE, BXEZEE ASGs , FZ [ Amazon Auto

Scaling AFERH MY B A EC2 uto Scaling A K71,

X AWS Xig

A= RERANRS BRI HIIELIBA A AWS X8, BAMERERSET A AWS X5 it 5 B30t~
SAWS XigirrE RS Y&,

mo BXRBBEXXIDHNEH AWS RS ATRHMY | &
LTARXEL AWS iy “BIRE5ETRETHEZE AWS X1 :
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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® Note
%~ mEEHAAWS CloudFormation ik fiE KB E, XL CIoudFormatlonﬁd‘}ﬁm RT AR

FRTYESEN AWS RIENREEM., CloudFormation #ik iR A& 4k iR

, FEEAEREIETISHAAR, Y, WEZeMEMEEEN,

R mHl
£
< RREH

- SIEASEIR
« B1Y BT m

s F2X BRER

TR

E&

AWS Ik SEREERASOIE
£ Amazon EC2 SSH Z4AXY
RE RS EE

BIEAHIE (AT )

I8 E ( GovCloud {XIR )
RANIBEIR

EERNIMEFEE LDAPS (A% )
BEFAE VPC (Al )

AWS Ik EREEG AF el

R AWS K REEERAF

1.

$TFhttps://portal.aws.amazon.com/billing/5E fft o

TR


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://portal.aws.amazon.com/billing/signup

MEEIRIERE AriEE

2. RERFELNEBRE,

HEEME , FHEIBEENRIIEE  EREAREREHA - MRS,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFBERGRZKS RBFRE AWS
RS MRF. ENREREIEK , FRAAFIERERLRANR , A ARERARAFKKTEER
AP HRRBRNES.

#Z Amazon EC2 SSH Z4AX

WMREZAE Amazon EC2 SSH BAX , MFEWRZ - MERAN. AXESER , $ZHILS# EC2
R fEr EC27R AV fiE AL B 8 2 BN

=S AR S B E

BANZRUVIB AT B IAY AR SS ECER -

* Amazon VPC
o 8 NAT Fxf9sat 1P it B &N BN 8 mE AN
- FENTARXH NAT MXMAEANEINE+

« Amazon EC2
« Ff EC2-VPC 31tk IPs MEEME+

BE AWS Tk P8I AWS RS EEERIAEE ( AR ARRS ) o BRIESHEWE , BN , S RE;
RXBEEN. BRI LUEREME LR , BHEM—LRALTEEM. BEXESER , HSH the
section called “ZA7= fa FEY AWS BRSSBECEL,

BIZEANHIIE ( 7k )
ENBWAFTmERABENNEE , MERSBAPRFHNMNIiLL, BEEFEH Amazon Route 53 = H b

REFEMEE , RAEREARNZES AR AWS Certificate Manager. MR EE LA\ H1EE MiE
B, WA AR bR

1. IZRBRIEBATE Route 53 it &, B iZaWE —HFEIASB Fob4.
2. RELWEMITEXE, X2H Route53 BRI 8IEKN.,

a. FTF Route53 24l&,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console

MESI/IEE AFiEmE
b. MEMSHERIEFRTEE X,
c. HFANENEBNENEEXE , AFEFFEEXHE ID,

3. TFF AWS Certificate Manager FZBUA TS REAFHIUE P, BREVUTITRIFEHRERZHX
o

MEERIERE “FIHIER" , RAEKRIENIEBRF, ZFRNZLTHFLERS,
EFREHIES ID LT FiER.

M8 B, %R “7E Route53 HEIRIZR", LBERKRIFET T,
EPMARRE , NMEPHRESTD EH ARN

N o o &

8218 ( GovCloud {XBR )

WMRIETE AWS GovCloud ( XEFEH ) #XHTHE , WFEETRXELRE LR,

1. HEAEBEAHFEEFHNEIL DX AWS K- HREFEIEH AWS CloudFormation ik,
2. M “iE9$ CloudFormation 3" # , & E|Hi2 FCertificateARNFIPrivateKeySecretARN,

3. % GovCloud 2" XMk | iEfCertificateARNS HESIE—NFH, T THHWEE ARN |, H
EZZPARRINFHMEL | XH¥vdc-gateway AT LG R ZRAET -

a. res: ModuleName = virtual-desktop-controller
b. res: EnvironmentName = 58 5] ( iIX A[8E2 res-demo, )

4. 7 GovCloud Xtk /i | fffPrivateKeySecretArnitHESIE —NEH, 1B THHZRH
ARN , HEZZHAFRRNHE ML |, X#vdc-gatewayR AT LATHRIZEAET

a. res: ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [FRE B #] ( X AJBE=R res-demo. )

REATBERIR
Research and Engineering Studio 3 &8 AWS it 2B A TAZBREIR,
« M% (VPC, XEFMMAEFN )

EXE |, B[ETHATEE RES TRE, Active Directory (AD) M EZ4EZ=E K EC2 E£41,
- T (D% EFS)
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https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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FRETERLEEEMEN (VDI) FrENXHMHBE,
- HFXBIRS (AWS Directory Service for Microsoft Active Directory)

B MRS5S X RES TR A F#1TH BRI,
- BERSKSEBHN RN

Research and Engineering Studio £ FIAWS Secrets Managerif RI{RIB N2 | SIERS Mk 2
B,

® Tip
MRBEEHBETRIE | BREXENBERATR , WAER AWS SHeEiTtEE G RE
BRABER. EEENKFPHBRRCUIEANADER , FSRAUATH D
ZE7 AWS GovCloud ( ZEES ) KEE#HITERIE , EFEETHPHLIEEE ( GovCloud
XPR ) BEDSER,

FIENREHEE LDAPS ( Alit )

MREUT R ERIRE R ER LDAPS BE , MATTER AT SRR OIZIUEH HF L E AWS
Managed Microsoft AD (AD) =12 #l8% , LRt AD 1 RES ZRIWIBE(E.

1. BB RNEEAERS R LDAPS AREN SR TRIE, AWS Managed Microsoft ADIIR &

E£ /5 M LDAPS |, NI AT LABEE L F ¥R,
2. WIAETE AD LEE LDAPS f5 , S AD iEH :

a. BIEEKED B ZRSFR
b. LAEER PowerShell §3T7F,
c. i&fTcertmgr.msciTFFERFIRK,
d. BHETHAZEENRIERMANY , RAFITFLES , TFIEBIX,.
e. BEEFIRE (HAERED )5 AD REREBNIES , ARERE MEES , AREE S
s
f. %42 Base-64 A X500 (.C ER) , RIEEE “F—%",
g &EE-INEFR, REEE‘T-%%
3. EUTHEBIZERZE AWS Secrets Manager :

EZHNIREREE LDAPS ( W% )


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

MEEIRIERE AriEE

£ Secrets Manager H % Secret B , 7£ secret type ( KA ) T ik Other type of
secrets ( KB 4R ) ¥ PEM &mBBHEIERETE R Plaintext ( BAX ) FE&H,

4. BT 0IZ28 ARN HIGFHEHRNDomainTLSCertificateSecretARNS #Hi A, the section called
“E1E5  BEIER

FECEFAE VPC ( Al )

BB VPC HEBE Research and Engineering Studio T8 %Z 4% , WHERHLANEHAIAEE
Ko BR , FRER RES BEKB T EBEMIFRRZELKBAR, EEME VPC HRE RES , BFEE
FRUT RREMH

EH

% Amazon HLEER1& (AMIs)

- ®E VPC AWT R

- 188 VPC AT BN FIEZIRS

- REFE VPC ZEBSH

% Amazon HEFEE (AMIs)

1. THEHXR, EEREWN VPC F228  RES EMEHEELSE AR EEMIBRINENERT
R xR,

2. SIEEH Amazon S3 RiEHRINBEMAAEESHH IAM &€ , F7 Amazon EC2,

a. fEMA https://console.aws.amazon.com/iam/ TF IAM 2 H| &,
b. EAEYF , EECIEAE,
c. HEERAESXRAHNHE :

o T AESEMRE T, 1EE AWS RS

o XNF RS S A TR CRABI  EFREC2HER ‘T -5,
d. & “NINR" L, EFEUATNRKRE , REERE “T—F":

« 5% 3 ReadOnlyAccess

* Amazon SSMManaged InstanceCore

» EC2InstanceProfileForimageBuilder
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-infra-dependencies.tar.gz
https://console.aws.amazon.com/iam/

MESIRIER ArfEm
e. RMNABEMNER , REEFUEAE,
3. BIR EC2HBERRAH .

a. ¥TFF EC2 Image Builder #F|& , Wik https://console.aws.amazon.com/imagebuilder,
b. &EEBREFNHRR T, &F “AH" 6 REER “QIEAH,
c. HEREAHTEL ,, WMAUTEFEHAEE :

o XATAMRE | RERE,
- ETHRARFE , BEE

S8 BAFP%B

BBIRERSE (0OS) Linux

REANBRERZIRE Amazon Linux 2

HAHEBIR B’ER—ANEZF , Bl : <research-
and-engineering-studio-inf
rastructure>

4B R AR EMZEWM 1.0.0 FFta,

iR AENAF%E,

d. & “GZEAH mEL , & EXXHEAR,

. HEWAENMHEABRZE , EE— tar.gz XHRX4 URI, ¥ RES £EH tar.gz X4
HEZIT D S3 7648 , RARNEFHBEEREHIZXHH URI,

i. WMALTEER :

(® Note

AddEnvironmentVariables@AliEH , IR BTFFEEZEMBENENPEH
BESGMEETE |, WA BSOS EMIER,

MRBIEFIEBhttp_proxyH https_proxyHELZE , NFEEFEHIX
no_proxySEREIESRFIERAREREA AR EN, EHITEHIE IP it MK
¥ VPC KimT RHVARS .
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https://console.aws.amazon.com/imagebuilder
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may

not use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES

software dependencies for infrastructure hosts.
schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

ELEFAE VPC ( Al )
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- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'

- 'cd all_

dependencies'

- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1}.
1},
1}.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, cloudformation.

com,sts.

com, application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

ELEFAE VPC ( Al )
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e. EFQIEAH.
4. BI%E Image Builder BB 5,

a. HEERELREL, WAUTRE:

Section ¥ RAF%&HE
RiLEE AW BWMAELNER , B0 res-
recipe-linux-x 86,
IS WA—NRE , BEM
1.0.0 FF 4.
PO AN AR R o
Hit® A EEER IEREERER.
0S Amazon Linux
B BRI REAN (TS HER )
BRE&R A R T 53k Linux 2 x86
B 3 kiR 25 428 51 35 1 £ A SRV AT FRE R GThi
Ko
KHIEE - HMAAERNARREERNRE

o, FERRETR EEE
MITRBER SSM KE,

IEBZ TEBRER /root/bootstrap/res_#t#i 5%
E
HRRER D FRAH BRAEFEUATHS :

o DEFERE : -2-linux
aws-cli-version

« TL#HEE : amazon-cl
oudwatch-agent-linux
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Section S8

M= 4R 4

b. EFBIEES.
5. 612 Image Builder EMiZEWEE,

a. E“RENAR T, 2REMENEE,
b. EHEGIBZEMIREEE.
c. HUZEMEMEENEL , WANRTAE

Section S8

— R E =20

iR

IAM & &

AWS E it iz KIS E

VPC, FRMEZ£A

APF%E

- JHIEFRE - ZHIBIEN
Amazon EC2 ¥, EF
& AWS X1 Hria A RN
AWS K= B 45U 7 = 51
54,

BRAIEE

- TR ER :
ot-test-linux

simple-bo

APF%E
MAEZAEN , BIH res-

infra-linux-x 86,
AN AR IR

B ZAOIERN 1AM £
==

%% t3.medium.

EFE—N AT EBRMIGRE A
518 Amazon S3 FEEH

EW, MREBEFEEQNERZS
4, MR BAGE A BT S A
Amazon EC2 ##| & Bl —
Ne24d -
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Section S8 AF%H

« VPC : &#ERTEMIZ
MeEERE— VPC, It
VPC 20 7] LAif [A] B Bk
™ o

o AVEHN :
« A . SSH
« Source : Custom
« CIDR Xt : 0.0.0.0/0

d. %“FIEEMREREE,
6. BIEFH EC2 Image Builder Ei& :

a. HRIEBEE , AEFERBGEE.
b. EEEEEFMAEENEL , MAUNTAEHERET - :

- EERMM AR

o WTFERITX , FREUK , RFMORLEFIHE AMI BERE | BEEFI
c. EZERW MEL A6 &F “ERAIFEE , REWAZEZNREEN. BB T -5,
d. T 'EXNEGLE REL  ERRATHERE K RBEEE‘T-F%

e. EENEMFEWEENEL K ERFEANEEMRERE K RAERALILENEMENEE
E’g%%o ii?%-lt_io

f. EENDKRRE TEL , BEEUTHAIHITERE :
- MHEMBAAEEIEN RES RN TE—XE , X1 RES FEEMNP EHS 3 Eitig ik
ENKH], FRARSEIAE , HMEMFA Image Builder [REH X136 2% H EC2R %,
- MREBESZANXEFIHE RES , JUERVNEFN I A REAENRERNES XS,
g EFELNERHERMUBEE.

7. 1217 EC2 Image Builder Ei& :

a. ERBEET , HIAEREENEE,
b. & BE, RRLERE BTEE

ZEETWREEKRY 45 28I -t setlZ AMI R
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8. ETAERK AMI B9 AMI ID , FRFE BT InfrastructureHost AMI 3k % Athe section called

E R -t

J.IJ.I-l-l-

®XE VPC KimTT 2

Eif#E RES ARHEMRE , AWS RS

EEHEABHAEEN, BAMIEE VPC iR

FAIRERNRR , F AFEXNENM R T REEXEDSR,

1. MRZEIAREET LR

K, BEREBAWS RS FERAEDO VPC £k

.
2. ERMNTARPRERE-IRBEFN.

AWS RS

Application Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch BH&

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

R3S & 5

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

R)

com.amazonaws.
com.amazonaws.
com.amazonaws,
com.amazonaws.
com.amazonaws.
com.amazonaws,

com.amazonaws,

region. NFAEF BRI MK

region.cloudfor
region. %

region.logs

region.dynamodb ( EEMxLKiKT

region.ec2
region.ecr.api

region.ecr.dkr

region.elasticfilesyste

region.elasticload bal

region. B4

region.fsx

REARH

KRR R AR B B AT R
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
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AWS BRE

AWS Key Management Service

Amazon Kinesis Data Streams

Amazon S3

AWS Secrets Manager

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

BRS5 B
com.amazonaws, region.kms
com.amazonaws. region.kinesis-streams

com.amazonaws, region.s3 ( EEf RES FEIAGIE
HMXLHET R )

com.amazonaws. region.secretsManag

com.amazonaws, region.email-smtp (A TAIARXAX
¥ : use-1-az2, usel-az3. usel-az5, usw1-az2, usw2-
az4, apne2-az4, cacl1-az3 # cac1-az4, )

com.amazonaws., region.sts
com.amazonaws, region.sns
com.amazonaws. region.sqs
com.amazonaws., region.ec2messages
com.amazonaws., region.ssm

com.amazonaws. regi on.ssmmessages

%A VPC Kim T QBN T EEEIRS

BEEFXE VPC KT RIVARSS &R

AJLAE VPC AR FHAPIRENRERSER. £ Identity

Center fEN AWS SHRHE , ZRUATLSRUEZEAMRESE IR THEEHERMTHRIK T RRRA

KBRS 2R,

1. HEENAT RES HEMN VPC AT FMHFZ— Linux K61,

e Linux &% — W5 Linux 2 S &3 Linux 3

o Z2¥) — x86
« EHIFER — t2.micro HE BIRA

- 24 — M 0.0.0.0/0 FFrmiw A 3128 LAY TCP
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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BEEEIRAILLRERE RS 2R,

a. ITFF http iEHE,
b. AWMFEMEXFMERESTIATHE :

- .amazonaws.com ( EATEARS ) AWS
- .amazoncognito.com ( &EA FIL Ei# Cognito )
« .awsapps.com ( BF&B 5 )
- .signinaws ( A FHMBHLD )
« o amazonaws-us-gov.com ( & A F Gov Cloud )
c. B HMER,
d. BEHBIRERSHR
e. IBTFRERSIETHIKRO,
BB EARA A IHRNRERSER.

a. HIEM VPC 244 , MESNATEMZREENMN VDI ENH FRHEHR.

b. EBRHARUATERAEERIEIESRPUIENRIERSIEZEG,

c. XZERT InfVDIs rastructure/ FIFFE FM ( TTEHRIEBRMN ) BB BRHBITIIRE,
BRRERSES EC2 RHIMNE LA , HBRRECATFERERS [N RKDO L#IT A TCP &
#.

REFE VPC HESH

EHthe section called “8 1 &5 : BE~=m” , IBEEE AWS CloudFormation ik A K LS, 1§
SEBIFAIRBEUT S , MERIEEIENNIEENFE VPC &,

S A

InfrastructureHostAMI £ IZNERIRHE AMI D the section
called “#%& Amazon #2858 (AMIs)”,

IsLoadBalancerinternetFacing REN false,

LoadBalancerSubnets BT AR RI EBRMHIAE 7M.

InfrastructureHostSubnets BT AR EBRMHFAE 7M.
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S aA

VdiSubnets ERTER R BEBRMFIAE 7M.

ClientIP Al LLE R IR VPC CIDR LA FFFE VPC IP
Mok 1T U5 A,

BIESNER R IR

It CloudFormation &8I 2EXM, Zf&. &z) B ZFHIUEPH ( PortalDomainName fREBHT ), &
I E X LN ER A e B~ mo

IERLAEBRE 2 Bl T B 5 8 AR
ERERTE : KLY 40-90 & &

1. &% AWS Management Console #7E https://console.aws.amazon.com/cloudformat ion 3T F
AWS CloudFormation 2% &

(® Note
BREEANRERRKS

2. HEEHEFEIHER.

MREERE AWS GovCloud ( EEFEEP ) X #1TEHE , IB7E GovCloud 7 XK~ /3 31 81k
3. WMARRSE

S8 BIAE iR
DomainName corp.res.com ATEs B RiE, BRAER

ERESISAPLDIFX#4
IR, MREEFERIRIA
AP, BEZERZNRIA

B, EENZE , BEMHR
H—PBMMLDIFH, iX
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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4 MiAE iR

SubDomain ( GovCloud 1X
BR )

AdminPassword

TEBESATED B FZNEME
PEEe,

NFEl X, hSHRAE
B , /B3 F GovCloud XiZ N

RBHEN.

R B SubDomain , N

S ¥ EL DomainName 244
WSB AR, REM Active
Directory 8% 57 F15

o

EHEREBEANER (AR
FZAdmin) . WAFREWLE
SISBERTESED B ol
W, ZETER,

BEE  FERHIRATUR
(1) BXAFB (2) KX
BINE AWS 24089 ARN,
key/value {"passwor
d":"somepassword"}

AE AN ERBLIURZ
A ctive Directory {2158 7
MER,

BIEAEDE IR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

MRASIEIAEE RAriEmE

S HRIAE iR

ServiceAccountPassword AT 2RSS k58218
(ReadOnlyUser ). LtIKF
ATRE,

BE FBRARATUR
(1) BXAFB (2) KXY
B AWS 2408 ARN,
key/value {"passwor
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AE . AFNEBAIHEE
A ctive Directory f #2158

2N £/ SSH & im i E R
Bl

AEE : AWS Systems
Manager &% & 25 7] A

FiEEES A,
LDIFS3& & aws-hpc-recipes/ma EEHBFREN S| SR
in/recipes/res/res S A® LDIF X4 # Amazon
_demo_env/assets/r S3 R, BXEZEERE ,F
es.ldif Z 7 LDIF Supp ort. 1ZZ¥
EEFTE — AN, ZXXHA
EEHBEFHRUES I

EBEFZH , FSRPREM
B res.|dif X4, GitHub

BIEAEDE IR 31


https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
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ClientlpCidr A1 B IZ MY 1P

ClientPrefixList
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PortalDomainName

4. WINDBETHAIBEEIRE  RBIEFOIEMERK,

#yk, Hlan | BATLAERR
BHCW IP it , REEH

{X [IPADDRESS]/32 RiF=x
M TiHR,. B UESREG
BEHEAR.
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R ERMRIIRNEER , 1B
SHERESEENERI
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WEnvironmentName &3
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HE— 8
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53 HHEE. MRRMET
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REEECSNEBMIES ,
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FHSHAMEZE,

BIEAEDE IR

32


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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BREBAT R step-by-stepii BAEL B~ MmN HITBRENIK,

ERERTE : KLY 60 5 &

LA LUE T 1% R H CloudFormation #4x , RAEBHITHE,

WMREEE AWS GovCloud ( EEFER ) TE , EHEALLER,

res-stack-f£ A LLERE 0 = mAFTERBRAH. BRIABESE RES FHKRMB BRI, 8w G is%E
Bo

(® Note

AWS CloudFormation #JR&ZM AWS Cloud Development Kit (AWS CDK) (AWS CDK) ¥33&
BN,

% AWS CloudFormation ##x7E AWS FEB THZEEIREIHRE, AWS CloudERB otk 2l , &
RAITUR B SRS

1. &% AWS Management Console #7E https://console.aws.amazon.com/cloudformat ion 3T F
AWS CloudFormation 2% &

2. BIER,

ZE1 AWS GovCloud ( EFEHER ) #E , BRI ELER,

3. BMIABRT , ZEREXRERL (FFRIMILE ) XEE3. BEUEMFEHHERT R AWS
X , FEAEG A S XENERERS.

(® Note
7= m{E A Amazon Cognito fRSS , BB BIHIEFMERSETAH. AWS Xig & A4ME A

Fl Amazon Cognito AWS [XiF Bt 5 &K bk f. BXZFE XXM EHITRAY , F5
FAWS XigrmE RE SR

4. E'SH T ERRFmERNSYAREFTERTER. NRERFTAIASRR , WETR
FESNER B IR AR B9 o H I TR P R BIX E S
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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corp

DC=corp,DC=res,DC=
com

iR

&% true EBEE [ Internet
WAEI9tEES ( ARBEESREE
ERNEFM) . XTEHEERH
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S8 ERINE iR
ACMCertificate ARNf ( Ak ) EAERIABCERT
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/IR, WZBREREERR
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SHAREERM.
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B9 7P R 2 3EE 45 A 2 S
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bi 4k Outputs I+ T

KEZE
PrivateKeySecretARNforVDI ( /% ) tt ARN Z4AF %8

WP MR FALR . TR
BREINTBRRRE T
R , W TATLATE res-bi %
B9 Outputs IEINF T HK EiZ
=

5. 1%&$® Create stack ( BIE23ftk ) LIERZ MR,

&R LATE AWS CloudFormation #2H1 8 8 “RE” FIFEFHERIRES. EHEKRY 60 2HENE 6
B SRR,

E24H5 BRER

ELENKFAPRERERE , BFKE —-HEE SN ERENE FRYE, FH1Z URL BFENIK,FH+
REMBAFPEE T/EZEE,
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
gk (=2l - i
IS Ignore m E éJ: <éJ: :% [5] Meeting T4 ssana > To Manager EJ/ =1 Rules (%Iv_l EE 5% S Find A}) C)\
B Team Email ~ Done Onehate . I Related ~
p Junk ~ Delete Archive Reply Reply Forward Eﬂu Mare ~ €5 Reply & Del -% c N Move Mark Categorize Follow | Translate Read Zoom
| Al eply & Delete reate New «  [BActions~ | Unread  ~ Up~ vy Select~ Aloud
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
e - B Repl: 5 Reply All — F d
no-reply@verificationemail.com O Reply © Reply orer
7o | Man 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:

https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

BRBRE , BLUE Web NP EEBEIREEREE SSO =R, BXPEENEEREE , HS
F, BLEISEEEERE , clusteradminiX 2 — breakglass tkF , fRAT AR ©RAIE T B H JixX LI
BRHRAPSFEKR RS ; EFENEC 2B HKRRBERHE.

25 BRER 39
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Research and Engineering Studio (RES) ERMEFH~mNFZE , XBRTHRAEHFEETEENER
IREEH,

RES fEFET BHNRAZRHE TR, TEMAMEAFOMAR , RERAELENFMNFHS, Bl
W, ARAS 2024.01 F 2024 £ 1 AEANEERAERA ; A 2024.01.01 BIZRAKREREERT.

ES ]
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio £ 1REERZIFMIEIH RES REIBEIRIHEA , MTALEXRRE
BIIREIR B, AP ABRZET | 83 o] LA A I AR SN i A B I ER B I B 5o

EFEARMRAN RES BEHENIR , FHITUTERE

1. BIEHERENRE, ESHthe section called “BIERE",

2. FERAFMRAEFHIE RES., S Hthe section called “58 1% . BIIF@"
3. FREBRATEMIIFE, 1§ Hthe section called “Ri A RER",

4. WIFFMEHEC RN B EFIFE,

IR ERRAEFT

FF RESHWAERAEN  FAEEEHLE., BAUEIEHRNEN RES #H AWS
CloudFormation iR E#HiZ#ik, EHXBEH <8 , BEFKEZ AWS CloudFormation 8] RES
BRI ARAS, PRE] AIEREAREY FF L R BIRRA &

{530 : "Description": "RES_2024.1"
EHTRERAER , FRIATUTRE

1. EHRTHZREFH AWS CloudFormation #kthe section called “Z£ 1 % : B3~ Mm%

2. ¥ https://console.aws.amazon.com/cloudformat ion £ FF AWS CloudFormation & .

EERAERR 40


https://console.aws.amazon.com/cloudformation/

MEEIRIERE AriEE

TP | W HEREHK. ENZERA<stack-name>,

R EH,

R B EER

¥ F Template source(EHRKIR) , & Upload a template file( L EAE MR H),
RIS IR T RER,

EEEERFEAGE £ &R T2, ELEEFHSH.
EERE#RIET L &R T—%,

10. £ “&&<stack-name>” | & B

© © N o 0 kW

REMRAE S 41
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YRETLAE A} AWS Management Console =X E1# AWS 7= & L # Research and Engineering Studio
AWS Command Line Interface. #2440 F s il R bt 7= GBI 2 K T & 20 (8] 2 F % BR &5 (Amazon S3) 7
. MREBTFHTERENWEE , X7 RT 42 B3MBR < EnvironmentName >-shared-storage-
security-group o

f£A AWS Management Console

1. &% AWS CloudFormation &l &,
2. EMERTUE L | &R RN R &Mk,
3. &R BR

£ AWS Command Line Interface

% AWS Command Line Interface (AWS CLI) EEWHREFR R BT A, BXZEHA , HSH
{AWS CLI BFF#m) AWS Command Line Interface#y “B1 4”7, BN~ REPEATE XIiZH EE
AKFIAEERENEBEAKS,E , BT THS. AWSCLI

$ aws cloudformation delete-stack --stack-name
<RES-stack-name>

IE 7E M BR shared-storage-security-group

/A Warning
RANBRT , ZFmaREBLEXHRE , U LEBEEAEKR. NREEENRESHMKEK
MXHRE  WREBEXERGEHNIAHREBFIEKAMER. RNEBUZOREIFHREE
MoBemNREA,

1. &3k AWS Management Console ##TFF Amazon EFS #£%|& , MikA https:/
console.aws.amazon.com/efs/,

2. MIERE <RES-stack-name>-KERHIPRE X #F R Gishared-storage-security-group, #E , &A1 KL
FXEXHREENIEE S — N LEAREF HIE,

f£F AWS Management Console 42


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/

MEEIRIERE AriEE

3. &3 AWS Management Console H##TFF Amazon EC2 #£#l& , Mt A https:/
console.aws.amazon.com/ec2/,

4. MBR <RES-stack-name>-shared-storage-security-groupo

I ER Amazon S3 FiE 4

WMREREMER AWS CloudFormation ## AR ILBIEEAE X |, Wiz RECE RN RE ™ m o2
Amazon S3 FfH ( A TEMEXEHTHE ) . HETmE , MREFFERZHRE , WTUFI)
BRI S3 FEME, BIRLLT SEMIBR Amazon S3 7M.

1. E3x AWS Management Console ##TFF Amazon S3 #2#|& , Bt https:/
console.aws.amazon.com/s3/.

ESMBERPERTFHER.

¥, % S stack-name 3 ZfE @,

EFES Amazon S3 FEE , RFIERBERE., BUIEZEZB N EHRR.
%EF S3 FiERE , AEERRIER,

o ~ w0 b

EFEAMBR S3 7 AWS CLI , BETHUTHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
Z--forcem T RBEFHEBTIHRNE,

MR Amazon S3 12 1% 43


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
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FEEEFAARRZRERTHEEES , WHANAE AWS FR LHE—SEHNENREIREITEE
Lo

FR

- EEAPHEA

- BIEFEE

« Bl ACMiEH

« Amazon CloudWatch H#&
s REBAENX R

» EliE RES-ready AMIs

EEAFNEA

MREIRITHEZAUEREMAFS SAML 2.0 frENSHRHER, MREERINFEFREE RES
HRIER IAM S0 H0 , BSHEER IAM S HF0RESE S E R (SSO), MREFBSHASE SAML
20 fRENSMRMEE |, BSRN £ LE R (SSO) BELN S HIRER,

ES ]

- £/ IAM P LRESE RSB F (SSO)
- NBELER (SSO) REEN S RRAR
- NAPRERD

£/ 1AM 5P 0IRE FE [LE 5 (SSO)

MR IE R F 10 OEZEFFEE Active Directory , BMFRIE 1 . EEEHH L. MREBEF
4 OEREER Active Directory EZEE—iE , EMIFHRIER 2 : Connect EEZIF B H Do

(® Note

MREEZILEE| AWS GovCloud ( EE T ) X5 , E7EEBE Research and Engineering
Studio # AWS GovCloud (US) 4 Xk F° Fi& & SSO,

EEAFNEA 44
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F]RRESHPO

/& A 1AM Identity Center

1. &3 AWS ldentity and Access Management &l & .

2. ¥FEMFDO,
3. &E BH.
4. %&# “FBRAAR" AWS Organizations,
5. IEFRUER,
(@ Note

BREMENXEEREE B ZAMENXEEE.

& IAM B OEZEIREEHNE R
/& A 1AM Identity Center j§ , BERA THENREDR

1. ESMESRTD , BRRE,

EBORER T, &R BE REER BERXEHKEF
OURER T, BRENEF,

BEET—F,

EELNERHAEBIAEACCEPTF I A,
ERERHBIR.

© a0 > W b

AP MBEARD 2 &5 0

PN ESRTERE , FHIA-— I FZENBEIAEE, F IAM S5 P 0ERIEEENE R

1. EBUARES  EEEFH5ISXRE.
2. EEERMEMRHT , &ET-F,

3. HEAFHIT, WABRRSHAS,
4. EREARM,

A IAM B3 0EE SSO 45


https://console.aws.amazon.com/iam
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RAriEmE

5. iij:%-lt_io

6. EELNENR , ARERRFRE.

7. EFERURFE/LSH. URERIFEXAFPRKESHESHEHRE
ERAF

1. MEEHERBF,
2. “BRERHBRABRANENAR,
3. ®&E‘BRARAFPHRNE

$I® 2 : Connect iR F 45

£ IAM B 0iRENAREF

1. FTFF IAM Identity Center & &

®ECNARR

%R R ARE

£9RE BEIT , &R REERENNARR
£ NARFEEE T , & SAML 2.0,
EET—%,

MALEERAN L REHRMER,

© N o 0o bk~ w0 b

IAM B4/ | SNEEXAN

, BEERRERS.

£ IAM B LTBET , 6 IAM 450 SAML TR X4, &8 RES NFERE

9. E‘NAEFEM T, ALNNARFER URL, i <your-portal-domain>/sso,
10. £ “NARF ACSURL” T , IAXRE RES "TFWEEM URL, EHRFIXA :

a. & HIREE T, &F “EMNRE
b. 1%4F Identity provider I+,
c. EBRER T, LFKI SAML EE@MuL,
1. £ “‘RARRF SAML X" T , #i A Amazon Cognito URN,
EQEERE , FRITUTERE

a. HERESTIFH, {7 “BAIRE",

f£R IAM & 3 F/0IRE SSO
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https://console.aws.amazon.com/singlesignon/

MESIEIEE AFiEm
b. E “‘BRREMUE EMFET , BB D,
c. FAFMIDAMBILUTERS

urn:amazon:cognito:sp:<user_pool_id>

12. %A Amazon Cognito URN J§ , &R ER.

NN ARFEERE R

—

ESHHROH , THEZENNARFNIFARER.

ERIRE | REERRERE MRS,

EEET , @A ${user:email},

£4g T, &R B FERAF b,

LR TN INETIR AR,

ENARFHNAFEBMT , WA 874,

£ IAM Identity Center FIRFFIWFRBEIAFBEBMYET , HiA${user:email},
£ T, WA CKREBE

ERRTFER.

© ®© N o g bk~ w0 N

£ 1AM B 43 F 0 6 B2 R 2 R AN o0 A

1. 1E Identity Center F , HRQIBHNNARFHAIENAF, , RAREEIEAF.
2. EREESENARFRHENERENAS,
3. EER“DERAF.

£ RES FEHIRE IAM H 450

1. & HREIRIFE HEF , £ BNEEE T, 77T “BAKRE
77 ‘M RHEE 1T,

EREQJQER T, BERE (E R B8 ).
ERFFIEBLTER :

WD

a. %&#F SAML,
b. £ “BHEEZZEWN T, WARFPREFNER.

A IAM B3 0EE SSO 47



HRETRIEE g
c. AR ATHIEN KK URL,
d. WMALEHEHEFN URL £ IAM SHFRORENAREF.
e. HERHEBBIHAENE" T, WA BFHH",
f. BEERX
5. BHRAEHRERSEETETHNEER,

NBERQREF (SSO) BELN F iR

Research and Engineering Studio S4Eff] SAML 2.0 SR HEER , UBRIEAF X RES [/ X &
SRIBME T SEEEREN SAML 2.0 SO REERERNIES. WRETHEHER IAM H4H0 |, 5ZFthe
section called “fEf 1AM & 13 &M% & SSO”,

® Note

£ IDP SAML S # Active Directory 1 , FA P B BB FHR4F ittt AN T, BEEFEN 54
R 5 Active Directory iE#EX , FEHRZ AR,

F&

- BELNSHRRED

- F RES BENEREHN S D RHE
« FEREFHEAERELN S D RHES
« @id SAML IdP [

BLE SRR B 17 1R LR
AITIRM T A RES Amazon Cognito AAF R HE R E S B IRHEN SR,

1. RES RIREE —NAD (AWS £E AD HBEEEAD ) , HAFSMAAFHR RESTFAMBE. F
B AD EEFZNBMRSREERHBLSAHFSM. FEFLNSHREBHY , THROME
EEH AD MRS AP 5%, Hl , F350 (AWS IAM Identity Center B 388) F M Active
Directory ¥fE8 5 R

2. IR B HRERE (IdP) 3 RES ELE SAML 2.0 NARF. WEEFELUTSH

» SAML EE[M i — &K IdP AR E RS IR AR A IE SAML 2.0 W RIHY P4k,

NERBER (SS0) RELH BNRES 48


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

MRASIEIAEE RAriEmE

@ Note
BIE 1dP FE , SAML EE @Mt ATREBE T RN B
- MARF URL
- WIS HBEERS (ACS) Mt
« ACS POST ZE M1t

EIREN A 4k

1. UEBEBAREREERFHEFRES,

2. SMIE HEEE - “ENIRE - ‘FHIEMHSE,
3. & SAML EE @M,

« SAML Z A& URI — IRSF1RM A A E SAML ZARSEARRIME— 1D,

® Note
183 IdP IR , SAML 4 URI BT EEEFTTE :

» ClientID
- NATRRFE SAML Z X
« SP 3£{K ID

BRUTHRARHRA A
urn:amazon:cognito:sp:user-pool-id

EEREN SAML ZA& URI

1. LEEAREREERSHER RES.
2. SME HREER > “EARE > ‘FHRMHE
3. EEAFMID,

NERER (SSO) BRELM S HRAE 49




WREIRIHEE AP s
3. X% RES B SAML Wi S SFF LT A A fields/claims & &} A 8 & FER 4 ith it

- SAML =B #%H ID

« SAML BB FHR 4

4. BIEEE , B8 IdP &350 fields/claims | SAML #iS ., RES EEXEFR, BRIAMBERT , K%
PRUEBSBEFEEXLEFTER, MBEXANERTERE , FSEUATFZEHANE,

« AudienceRestriction — % &} urn:amazon:cognito:sp:user-pool-id, user-pool-
idE# R IEH Amazon Cognito B F A 1D,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« MR- EInResponseTohttps://user-pool-domain/saml2/idpresponse, user-
pool-domain&ifk &K Amazon Cognito F FFitRIE & -

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData— & ERecipient N M A Fittsaml2/idpresponse&imTi &
MInResponseTolR#H SAML iE3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement— BRI T AR HITEE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>
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FREIRIEE AriEE

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. WMREW SAML AREFE XS URL B , BRHEIRE RN, <domain-url>/saml2/logout

FREVIE & M 1k

1. UEEBRNEREERFNER RES,
2. SME PHREE - “BARE > "SORME
3. EEEHE ML,

6. MEIEM I1dP EZ X ZIULPLLE IS Amazon Cognito FIEE , B T2 Z# Cognito EZ I H
SH AR 1dP .

IRENE B UL

1. 7& “Al’]” H#TFF Amazon Cognito #2#|& AWS Management Console
EBREBHAFT, BNAPBRZRres-<environment name>-user-pools
EFRE SRR R,

EBRESOREBERTY , EREFLRILB,

R

Cognito user pool sign-in o
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [ View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q' Search identity providers by name ) 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v

@) idc SAML 2 weeks ago 3 hours ago

NERBER (SS0) RELH BNRES 51


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

MRASIEIAEE RAriEmE

5] LAGE G AE B 1ZE Wi 5 £iRE Active Directory IDP relying party trust. ZinAl
B A SAML X,

(® Note
XFEA T Keycloak # IDCo

5. NMARFRETARE , TH SAML 2.0 NARFTHIE XML 5 URL, fREET—THEH
To
R RES BEENER LN S HIRHER
X RES WE QABFRIRE

1. LEBASEHEER B ESR RES,
2. SME HEEE - “ENIRE - ‘FHIEMHSE,

Environment Settings

nd ma nvironment settings.

Environment Name
res-gaenvl

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
[ managers-cluster-group

Single Sign-On

Status

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
:

Domain URL

[ https://res-gaenv1-9d4688cf-5¢14-48d0-930f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazancognito.com/sam|2/idpresponse

§3 Bucket

CloudwWatch Logs

Administrators Group Name
(3 administrators-cluster-group

Provider URL

[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsma8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

BREQER T, BERSERRZUNREBEMUT T ‘A REREE” WH.

NERER (SSO) BRELM S HRAE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. NTEHORHER , HikF SAML.
b. HERHEBENP , WALHNSORUBHE—B.

NERER (SSO) BRELM S HRAE




MRASIEIAEE RAriEmE

(@ Note
AATFERAUTER :
» Cognito

* IdentityCenter

c. T TBIEXHEFKIFE T , LEAMBAETH L& TR XML SR 5 DR AR AN
URL,

d #E“REFMEFEHEES B, BAXEEemail,
e. ﬁ*¥;§53léo
4. EFMEFFRENE., IREEEHR , IEAEIER,

HIREFEREBEEN S HRHAD

MREFERREM NG RO T IEE RES TR |, R 1AM Identity Center BLE 1 & 312 4t75 , N
AREZEEREHMS MR , SIW Okta. RES SSO BAREERRH=ABRESH

1. REBRBIR-EEBR
2. TUEHEAEE URL-AT BB 2L
3. RELE R FHERFE - AT LS R

EEUABENAENREEERFHRAEEY  BRITUTRE

1. %% Amazon Cognito 2#| &

2. MNEmiEd&EE At

3. ®REHWAFHUES AP EhR,

4. EERFERETFF , IERESORMUEESR , AT EREN FHRERS,
5

BE , CAEEEUARBBEAREGEERFTE, BEEHNREUERS  FhREE. EERTHEX
B, BRESRTHEE.
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M

6.

Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

MRERE T EHEMRE | WFEEHL DynamoDB A E#H <environment name>.cluster-

settings¥o
a. 3T7F DynamoDB #£#l& , RAENSMEPEE ‘R,
b. ZE#H,H%EFE<environment name>.cluster-settingsFi& , REM “BIE" HHEPiEF
“NIEBE",
c. E‘PEGLERATB" T, BE HE HEAUTSH
- BB — key
« #ME — identity-provider.cognito.sso_idp_provider_email_attribute
d. &EEE1T.

£ ERENEM" T, &EiZxidentity-
provider.cognito.sso_idp_provider_email_attributeFZ/FEHikF “RE" , EHF
FFERLAPCELSRIE Amazon Cognito T E X

NERBER (SS0) RELH BNRES
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MREIBIEE RFiERE
I ¥ Scan or query items '
[ O scan ] [ O Query '
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §
\ 4
Attribute name Type Condition Value
[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )
Add filter
N 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
.

Items returned (1) Edit String

D ( Actions ¥ ) ( Create item )

[ email

Enter any string value.

O key (String)

a identity-provider.cognito.ss

i SAML IdP [a] &

Cancel Save

1 & X
) | @
v | version v
; l’—. 1

SAML-tracer — ¥R A BA%E Chrome | K88 R EFAX AT RERFRIRER SAML 15K 10 E SAML i S
B, WMETHMEZER , B2 Chrome W LR AIEFH SAML-Tracer,

SAML FF & A i TE — Onelogin 127 A T ##%8 SAML &RIBENKLE SAML #iE P XIEFERHN T
B, BXEZEE , 55 OnelLogin Mk _E# Base 64 Decode + Inflates

Amazon CloudWatch B

B L TE “BE” BEE RES CloudWatch AESF EREBERRESE, &

WEENTFEHERN NN AE AR res-environment-name/cluster-manager,

NEBERBR (SSO) BB &7 Rt
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php

MEEIRIERE AriEE

Amazon Cognito X#4 — % SAML & Amazon Cognito £EXMNEZELR |, §5H (L S# Cognito
FER&ERE) TR SAML B A RERE RIS AP,

ARAPFRERE

1. FEAWS Directory Service #ZH &8 H , N OIEHHERIEFH X,
2. EBRIEEET &R EEAFEE

3. EEAFHBMAMED,

4, EERBEEB,

SIEFEA

MREEANREELEE  WERREFEHBUZEFH Web M VDI #45

® Note

MRIEEZREE AWS GovCloud ( XEAES ) X , TERESAHEEXEHN R 5 XK
FHiRE Web MAERFHM VDI FH,

1. #TF Route 53 2%l &,

REEOENRE , AEEFEEIZR.

A “‘web” ENIZFKE o

#%$E CNAME ERIBFREH,

£ B EF MABEYSR B FER4 R IR B R,
pri= e FE ARl 38

EH VDC 2 id% , 5K 3R NLB i,

N o g M b

a. 3ITFF AWS CloudFormation BEE 4|4 .

b. #%## <environment-name>-vdc,
c. EEBEREHITHF<environmentname>-vdc-external-nlb,
d. M NLB FEH DNS &#,

8. #TF Route 53 ##Hl A

NAFREZRD 57


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

MESIRIEE RAriEmE
9. KIELWEAFRFECEIZFR,

10. & “iEFRBH T Avdc,

11. BIBFERET , &#F CNAME,

12. X¥F NLB , &% A DNS,

13. EHEHEIER,

2lE ACM iEH

KRIMBER T , RES 18 amazonaws.com TR R EEERNARFAREGESET. EFRAECH
8, BEEREHEIRMEHERE AWS Certificate Manager (ACM) BJ2A # SSL/TLS i, MREME
A ACM , &R KEI—N AWS BIREW , EEEFEENSHRES , UNEEFFHHN Web FRFEHZ
B #Y SSL/TLS Bi&,

® Tip
NMREERBABRFERE , NEEEFPBBNIBRIFHEZPortalDomainNamedt1E A 5
AR BRI 6 SRR,

ENEENFHBIUEDR , BT TERE

1. HEEHBIEH , ITFFAWS Certificate Manager AER A A+, WREEHE AWS GovCloud ( £E
IR ) #HITERE , IEELH GovCloud 7 XK /I ZiE$,

EFE CREAKIER", RREE “T—F",

£ “9H” T , A*.PortalDomainNameHi&ERIE#PortalDomainName,

£ WUEBE" T, E#F DNS Kk,

EFEER,

FIERSIRS , FTHFEBERNIER,. BMEBRRSEFGR FRIE

o a0 K~ WD

(® Note
MREETEERIED | BRIFSIR,

7. BERITUTREZ—
- BlZHE

Bl ACM iEH 58


https://console.aws.amazon.com/acm/home#/certificates/request

MRASIEIAEE RAriEmE

MENBERNVIEPNIERFAEEF , EEE Route 53 REIRIEHK, IEPWRENERH

«  GovCloud Zp& :

WMREERE AWS GovCloud ( EFEED ) #8F , FEH CNAME ZHME, Eril o XK
B, FRAXEEEAHREEXEPCERICR, ERRRENESRN BELER

8. EFIEHANIIED ARN ERSE. ACMCertificateARNforWebApp

Amazon CloudWatch H&

MEREIREIHEZHELRRE CloudWatch SREFLEIEUATHEEE. AXRMNMRENAR , BERA TR :

CloudWatch BE4 =&
Jaws/lambda/ < >-££ 8% & installation-stack- KA HA
name

/aws/lambda/ < >-sync installation-stack-name KA HA
cluster-manager-scheduled-ad

Jaws/lambda/ < >-E &% & installation-stack- KA HA
name

/aws/lambda/ < >-oauth-credentials installation- 7K 33 Hf
stack-name

/aws/lambda/ < >-installation-stack-name self- KA H
signed-certificate

Jaws/lambda/ < >-installation-stack-name KATHA
update-cluster-prefix-list

/aws/lambda/ < >-installation-stack-name vdc- KATTHA
scheduled-event-transformer

/aws/lambda/ < >-client-scope installation-stack KA i HA
-name vdc-update-cluster-manager

Amazon CloudWatch BH& 59
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CloudWatch B4 R

< >/SEFE 2 installation-stack-name 3MNA
/< >/vdc/con installation-stack-name troller 31™A
/< >/vdc/dcv installation-stack-name-broker 31A
/< >/vdc/ installation-stack-name dcv-conne 31NA

ction-gateway

MREEFRASANEBRIAREE , ATLAE BICIoudWatch 2 5| & HIRBE X HEFH CloudWatch H
SRR B RO B B 1T IR 1R,

RE BHEMNRL R

M 2024.04 Fria , B LUERED M B E XX RIE R KEH RES BIEN AR, BIIE Boundary &
BAPRMENRIAFH ARN , T BE XN RIIRE LN RES AWS CloudFormation &3 —EB4 .
IAMPermissionZ1 Gt S EZE | MR AFEM RES A®IXENRLR. L TE RES AGEBREMSE
MIRIESIR, BREITRIEANEANRILREAR L FRITUTERE -

"Effect": "Allow",

"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",

RE B EXRRE S 60


https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention

MRASIEIAEE
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"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb: *",

"ebs:*",

RE B EXRRE S
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"ec2-instance-connect:*",

"ec2:*",
"ec2messages:*",
"ecr:*",
"ecs:*",
"eks:*",

"elastic-inference:*",

"elasticache:*",

"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",

"es:*",
"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fex:*",

"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",
"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*"
"kms:*",
"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",

RE B EXRRE S
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"mobiletargeting:*",
Ilmq:*ll’
"neptune-db:*",

"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
"piixt,

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",

"redshift-serverless:

"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",

RE B EXRRE S
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"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

Bl & RES-ready AMIs

f&Bh RES-ready AMIs , BRI SAFE B E X LBl L REELLREEHI (VDIs) B RES K#iI, AMis
£/ RES-ready AL AMIs 48 %8 £ FA TSt G BR1& BV VDI SRRV S B et iEl. £/ EC2 Image Builder ,

B LA B C R R R EDEM AMIs R ETEVER HE3EdR . B X Image Builder WESE R |, 25
% Image Builder Fi FF$§R3.

IRz Bl |, BIERE SRR AR RES,

ES ]

« HEZ IAM A LR RES IH5

+ 8|2 EC2 Image Builder A4

o HZFIRH EC2 Image Builder Bit J5

+ Bi& EC2 Image Builder 2243

+ Ei& Image Builder & E &

+ J&%7 Image Builder B{& & &

« £ RES AR E M #T A B AR

fii & RES-ready AMIs
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html

MREIRIEE RFiERE
HER IAM A& LR RES 35

EM | EC2 mage Builder 158 RES 5k , BX4MAIERERE N RES-H IAM A
EC2InstanceProfileForimageBuilder, B3<E&7E Image Builder F A IAM AEKNEER , TS H

Imag e Builder Fi F s  BYAWS Identity and Access Management (IAM),

RNABEE .
« A[fEX< KRB Amazon EC2 k%

- I B#SSMManagedinstanceCore #l EC2InstanceProfileForimageBuilder B
- BEMX RES %B , 3 DynamoDB #l Amazon S3 X 2 ZBE# RES HMEH 15 B X R E R

(WBERAI LR EFEENRENA WA URE S RRRENXE, )

AMER AL
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
"Action": "sts:AssumeRole"
}
]
}
ATEARERBUR
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:{AWS-Region}
EnvironmentName}.cluster-settings",
"Condition": {

: {AWS-Account-ID}:table/{RES-

& IAM BB E RES H3%
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"ForAllValues:StringLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*"

]
}

}
I
{

"Sid": "RESS3Access",

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-

Account-ID}/idea/vdc/res-ready-install-script-packages/*"

}

£|2 EC2 Image Builder A4

%5 (Image Builder AP $EF) IR BASEA Image Builder 2 5 & SIZ A 4,

wMAGHAFFRER -

1. XF KRB SRR HE,
2. NTFRRBBERS (0S), FHiEFE Linux F Windows,

3. EUAHBEWR P, mA—INEENNEN , flilresearch-and-engineering-studio-vdi-
<operating-system>,

4. BAAHNRES | FREBEFERMNEIL.

BEEMMHEF , WAL TEN XX, MREEIEMHER , BL YAML XX ZEREBR , XR
ARERFHEIRNER,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0
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#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
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destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#
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# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software

dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:

type: string

description: RES Environment AWS Account ID
RESEnvName:

type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:

- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:

- path: 'C:\Users\Administrator\RES\Bootstrap'

overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:

- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'

#% EC2 Image Builder A4
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destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- '"Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. GIREMALEIRE , REERFCIEAH

R FYREY EC2 Image Builder Bit J5

EC2 Image Builder BB A EX T AEIZFTEGHNERHNEMEG  UENEBEXEGNRIE—TIRE
BT AN —AAANH, ELMNIETERE S S REMNEERLERN RES BAFRBIIIR B iR
AMI, BXEENESEER , FEHEERIL,

RES X#FUTRBIRERS !

. W% Linux 2 (x86 1 ARM64)
- Ubuntu 22.04.3 (x86)
- Windows 2019, 2022 (x86)

Create a new recipe

1. $TF EC2 Image Builder ##l#& , M1t H https://console.aws.amazon.com/imagebuilder,
2. EERENRR T, &F ‘BEES.
3. GEERMIEMGKES,
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WRSIRI#E RAFtEmE
4. WAHE—NBRFNRES,
5. #%# RES XFHNEMER.

6. & “XBHIEE T , WRAFRE SSM RE |, FRE. EAFRENTAEGEEZENRHFRE
PRAE S

@ Note
BXRUM%ZE SSM RENEE , F5H :

« 7£ Linux kX EC2 3£l E FzhZ 3 SSM K E
« £ Windows BR5588 EC2 k6l E F ) & MEE SSM K12

7. XNFETF Linux WELS , BT HEEMWaws-cli-version-2-1linux¥2AH R MNE
BHH, RES REMAEAIZAIT DynamoDB £&REER BEEM VDI HRINE. AWS CLI
Windows T EEXAMAH,

8. WINRIEM Linux 2 Windows B 8|2/ EC2 Image Builder A4 | A% AE{24
ENSHE. LTSHENEB A : AWSAccountlD., RESEnv&#:. RESEnvithXHl
RESEnvReleaseVersion,

/A Important
S TF Linux /38, STURIFFRINIX LY | HERaws-cli-version-2-
linux®¥E2B4AH,

9. (¥E)FMISHEENsimple-boot-test-<linux-or-windows>Miz A # LA E
AMI REAILEZ, XRHERENEN . EUNERHMASEERON LS.

10. MRFE , BMAMBTER D , FNEFAEMEFRENAG , RAEEE CIRES

Modify a recipe

MREEE | EC2 mage Builder Ei 5 , MATLAER AU THEBRERT -

1. WFETF Linux WELF |, BRI SBHEERNaws-cli-version-2-1inux¥E A 4R INZ
B H, RES ZEMIARMFEAIRMXS DynamoDB £&#iRBEEEEMN VDI HEINR. AWS CLI
Windows T EEXA 4,

HZFYREY EC2 Image Builder B3 [l
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2. BHIREE Linux 2% Windows ¥ E 812/ EC2 Image Builder A4 , ARG A4
FENSHE, UTSHENEH A : AWSAccountiD. RESEnv&#. RESEnvitXH]
RESEnvReleaseVersion,

/A Important
3FF Linux 348 | AIRIARFERINX LB 4 | H LR Maws-cli-version-2-
linux¥ZB4A 4,

3. WRTFE K BEAMBAENS , RIMEMEMARFENEAYN  REEE QIBES.

BiiE EC2 Image Builder EitiZ2 1

&0 A A E AR iE Rl B kK8 E Image Builder FSRFIE RN =R Image Builder BREGHIL B EC2
Hilgie, E5ERESEEFEA , EULULRCRFNEMENEE 6 b UERERAINEEMEME
B

- EZRIEFTNEMENEE BRI EEMENRE,

- EFANEEMENEE , FENEMENRE,

ERLE Image Builder Efiig e , HHITUATIRE -

1. XFIAM Bt | Ew AR ZEIEHE E/ A Ethe section called “/E®E IAM A& LLIF A RES ¥

B,
2. XNFXRPHIEHE  FEBRAEED 4GB BEXFMEEREAR AMI Z2MWER, S0 Amazon EC2 E4i|

NN\

3. XWFVPC, FRMLLH , BARMATFEBRMIFE T RETHBRG T, EX
cluster-settings DynamoDB % Amazon S3 & .

W FoFihE] RES PREH

Bt & Image Builder B&EE

Image Builder MEEELE 7T EaiR &, ATHENMNXNAYG, EMENEENS R RE. BN
BBEEREN RES-ready AMIs , BRI IR CIZHEERERAINEEE, BEXESELR , BSH
Image Builder AP iEEHHIEZMEH AMI BEEE,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
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Create a new Image Builder pipeline

$TFF Image Builder #F|& , Bk https://console.aws.amazon.com/imagebuilder,
MNEMEFIER ‘BEEE

EFE DIERGEE,

BEMAM—BER, AR, HRRAMEREECENEBHFHER.

EIERBRR B, &R “ERANERIL , AREREDRQIEMNE Sthe section called “/HER IR
) EC2 Image Builder fii 5”7 BIFEHNRIEFAEERBIER,

6. E‘EXNEGLUERE P, BREAGFERRIASIEELIERE, EAZSEERT , MIATHE
REMEB T, BXEZEE |, BHSHPN Image Builder EEEE EC2 B& TIERE,

7. EENEMEMEED  ERERIEEMENEE  AREREFLIENEMENEEthe
section called “BEti& EC2 Image Builder EAtiZEH#", WIFEHNEMENFHEERBIER,

8. HEBUDKEE # , EF ‘BFRABRSRINECES XIRE, WEHBBRLMNSEN RES HE
AWS XiF tHE. FERARSERIAE , HEFEA Image Builder By XiZ a2 B %,

9. EFEEERAGEHLARMUEEE,

o M 0N o=

Modify an existing Image Builder pipeline

1. EFERANEEE , B1EFMERLER BB Sthe section called “H R IFRHY EC2
Image Builder B2 57,

2. ERFREFEER.

&1T Image Builder B{&E &

EXREENAHESG  YABRHEGEE. WESETRFERE-—Mat , EFBRTEREGESH
AHHIBE.

EETRBEE , BFRITUTRE
1. NBBEET , EBREHBENEEthe section called “BL & Image Builder R{&EE",
2. MBI PEF STEE

£ RES " EMHTRY B4 AR
1. REBHHthe section called “FiHF A% () AMIs™ 3 BRSEM SR 4 AR o
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2. XF AMIID , FiARNEf#H HEREE AMIID the section called “iZ1T Image Builder B{&E &,
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BEAKEE

FEBRAEMABRARZIRERTBAXNAR—-LSES AWS FRAEMRETEITFEEEAB EMtb
B,

ES]

- SEEE

- RREE

- BHER

o« BXAR MR AN )

SEEE

QEEBAFRAAN A FRBE T RENRERNNE, FAEEAF , BUUATAFRERETBREH
BIEMEEREXRXIE,

FA

- EFIER

. AiE

. SRR () AMIs
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122 %1 TE Al

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

R HE R
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SEEERFEHRILEERTUREESR :

1. SRR E
2ERE
EmiRERS
Projects
ATAX
SRR

2 R S

A EEREAM

7. RIFTURRAEFE R
8. i ‘BERFRWE USEME “2F"

21

LBEEREMREIRIFEFUENMAELRE. £ ‘21F NEHP , EAUFENEEXEEE
H e EHFE

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops. 9
QLG OR AN  Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. FRAZXEREREENEABSENEREFTNERIEE R,
2. BE—IN2E , REEA BRE RERNITUTRE

a. ME2E

b. Stop/Hibernate &iF

2iF 77
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c. 58l Stop/Hibernate &1i&
d. £IELE
e. BHEILIESE
f. & Health
g. BIEIHHER
3. &R “DIELE UOIEHRE,
4. REMERSTE , ARRSNBRERSHITHIE,
5. i FRFEEMUEEELHAF R,

B SE

RRGEXE. ‘BIFEMKRE BT,

2. WMAFSENFEAES.

3. (Wik, ) I "EFERET URAESHMAESR , HIU0FM ID M DCV 21FRE,
4. BEBREXR,

—
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21iF

r'

__Storage Size (GB)

Launch New Virtual Desktop

Session Name
Enter a name for the virtual desktop

[

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@

Project
Select the project under which the session will get created

[

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2

Software Stack
Select the software stack for your virtual desktop

[

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

(@

Enter the storage size for your virtual desktop in GBs

[ 10
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LIEEE

M 2F FIFRG  REREFBMUERERERARES.

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

A () AMIs

® Note

EREFETIRMHN Cent SO7 FifFHtk AWS GovCloud (US) , BEE AWS Marketplace £
FAXBRMIREKFITEESRH AMI,

EHRMHHERTELE |, B EE Amazon REBE (AMIs) HEBEIMA AMIsER &,

B () AMIs 80
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R Virtual Desktops > Software Stacks (AMIs)

Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1. ERRUANHMEHER | FERARERE T RZRERSHITIRIL,
2. ERRHHRNEHRUAEFTE R HERNEAGE.
3. IEBRHMHSE , ERREREFEEMERITHERIESLTE,
4. R EMERAF AR 4 AT DA BB R AR
1. &F TR,

2. RAFTRAHERBFRER.
3. EEEZXR.
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.
Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI Id
Enter the AMI Id

[

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(o

Projects

FCICL: appl;\_ablc 'JI UjCLt.D fUI thc :uftvval L= :ta\_lr\
B () AMIS
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ATE 7 B A HER

BRIV AR RS | WL D ERTNE ., MREBEERVRGEFNHERFNBME + |, HHIT
LAT84E -

(® Note
BREFRAHER DSBS EFRBHDIE

—

M ERFERR” TUE IR IR BN EI T B BV
EFRERE,

R

£/ ‘R THFRERTE

EERR.

o & w0 DN

&t T BAM AR T RS B U E dm B R A AR
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

EERMHERFARGRE

MR SIR T | ERRAEEREBENUAERTFAGRE . EFAGERERES , B LUAREERRE
AR

BHERERSELNKREAMEXAERRE, S UEALERRNEEN 2 BNES), VD Host B+
EREBETROIES , VD 2BEERFE R EERITHNREED

it 84
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View hosts and sessions registered with NICE DCV Broker
v Home

Virtual Desktops

Shared Desktops

VD Host VD Sessions
File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2EIMzgwZDU4Y jIzM2I2Zjg:
"ip" 1 "10.3.157.194"
Dashboard

"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions .
"default_dns_name" : "ip-10-3-157-194.corp.res.com"
Software Stacks (AMls) " "
port" : NUEE
P ission Profil .
ermission Frotiies ©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443

KRHEKRE

BOLER ESHRE NTHXEESELEEXKNER, BY ‘REET EM I AFRATRE
DCV £iEZ= REat

ELEEZfE , DCV 21EF AW, XTLERXRALXFRE ,
W BERRR A 21E

ZERENES

R4 M DCV B/ ImEL Web

EHRRZE , NOEFRAE HERES
CPU MR RE

EMANERB CPU FEAE,
=§LUﬁFJm$EJ'ﬁ§Y

BARPREAENBETBHTH VDI 2R, MRAFEISEIME , WEIFTEN K E
WRE REBHF2E. BE ‘2F NHEBHXENEOFZLENRM,
RABRERND

FE AR E 2 1E R RSHIFIA KD
ARVFRYSRBIRE

A LAt RES SRR SR SSHIRFIM AN IR, BHEZIEARIIMKGRNEE,

flan | nRIE
BiE ‘m7a” , WFrE K/NE m7a RFEAER VDI 2FERB 5. MREIEE “m7a.24xlarge” , MR
B m7a.24xlarge AT BMEN VDI 2F B3, LIIRSFMARFNFAEIE.,

SHEIRE
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res-beta08 (us-east-2) <

§ Virtual Desktop Settings
¥ Desktops

uuuuuuuuuuuuuuu

nnnnnnnnnnnnnnnnnnn

HEERE

£ RES Y “HMREE" #0 , EERAFAUANERRENIEN B CIZNEERBENIE, XERFA S
SBRETERR. FRNEGLENAHG  MMAXERNVTRENHED, AP ATUEEN A E X LR
BEUHRETIE R EER , ANTEBX #RGT R TRE, NAMER AL BEMLTE R
W5,

hY

EFH

+ Projects
Users

A

- XPRECE X H
- XHRS

« BRIRRE

- RBEE

- RIRIRE

« Amazon S3 TF @

Projects

TBEMKTEMKRE. ARNTMENRR, tlZnEN  FEEXHRE , HIWEH, HAMPRE
B, HEREEEFE IS NHE , IUXNERTEELUARTENFERR , flMitER7RRE
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Research and Engineering Studio L & demoadmin4 v

Environment Management Projects

S ®
.
Pro’ects @ Actions & ) Create Project
Environment Project Management e Edit Project e
0 Q Search Disable Project

1

Update Tags
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - ¢ IDEAUsers 10/3/2023, 7:04:18 PM ]

‘BB URRBEH T I HEEANTE SR, & BB XERRP , BT

1. A LMERERFBRREKIE

2. BB E , BUNER "B REFITUTRE
a. I E
b. ZARERATE
c. EFULE AR

3. LA LLERE BRI B REIZHBE .

Sl E

1. EEIETR,
2. WMATBEEARES.

B ID R—1MNARENRE , THTFRESRHRA2H AWS Cost Explorer Service, BXxEZ1E
B BESRABERFRENHRADEIRE,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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/A Important
B IDENBETEER,

BXERETNESR , BSHEFNEHER.
3. (WE)NBBEFEWE. BXMENESELR  FSRHAEENNES,

4. ARAF andlor AR EHANNAE (“IIERR” RN RERBEE") . RANREEXHBERENTA
B LARERE |, BSH,

5. EEER.

Create new Project
Project Definition

Title
Enter a user friendly project title

( )

Project ID
Enter a project-id

( ]

Project ID can only use lowercase alphabets, numbers, hyphens (-). underscores (), or periods (). Must be between 3 and 40 characters long

Description
Ente

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems
Select applicable file systems for the Project

( ] ©

» Advanced Options

Team Configurations

Groups Role

Select applicable Idap groups for the Project Choose a role for the group

[ group_1 v ] [ Project Member v ]
Add group

Users Role

Select applicable users for the Project Choose a role for the user

[ useri v ] [ Project Member v ]
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4mIET

1. &EHEIRPEE-IEE,
2. MBFE KERIREE RETE.

3. MAZNENH. WRETEGANE  #5H , TEAFLNNZFHESERE. BXRSRETAE
B, BSRRMNE S ER.

4. BEBREXR,

Edit Project
Project Definition

Title

Enter a user friendly project title

[ Projectl ]

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (), underscores (), or periods (.. Must be between 3 and 40 characters long

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies
Select applicable policies for the Project

( ] ©

Add Security Groups
Select applicable security groups for the Project

( ] ©

» Linux

» Windows

Team Configurations

Groups Role

Select applicable Idap groups for the Project Choose a role for the group

[ group_1 v ] [ Project Member v ]
Add group

Users Role

Select applicable users for the Project Choose a role for the use:

[ user1 v ] [ Project Member v ]

I E PRI BRIRE

T ARG NEZTE T eI B A L6 2B iR,
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1. ®EHBIIRFPERE-IIE,

M BRAE RERIER “BHIRE

EF RMIRE" , RIEN Key I A —ME

EBBRIE | FREEBRNIREZUN B

LN

EEEWM A XBRWNHRS

RRDE e , BAURFRFRIN XHRSE BRUEEREZTE RKHXFRLS,

Projects @ Gaer - CEITED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e |DEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

AN IS B AR AR

IEREETM AR, BAUERATERERNSRETRMESER, SHERNTE HHFRAE VDI
KHIRE T HMEE , Sz 2AH, IAM RENZE A,

NN SR B

&R 1AM R BESRIZHIFE SR BB TEFHNATARGIR VDI T ENER. EMAKE  FERAT
REXPRCIZRE

res:Resource/vdi-host-policy

BX IAM BENEZER , B5H | AM FRIRBE AR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

MRASIEIAEE RAriEmE

iyl |

ERILURINEZ £ ARKZHIME TFE VDI RAINEAMADSHE, EMNMAZRS4E , BEANNTREX
INGAT e

res:Resource/vdi-security-group

BXRREHANEZER , HZS6 Amazon VPC AFEREHNEAZ2AESE AWS HRRE.

NS 3 AR

BRI LURMB A | XEMARFETE FHFFTE VDI £FH B3, RES X3 Linux A Windows Y
MAAEI. ERFMA , SaLLUERUTE— & ;

VDI B3 B E T2

HAEI RES REBRRFBITZAI , IR VDI KBIMTT KB,
BLE VDI RiE T

T RES BB TR /GRS AR,

RIS T3 AT IR
M2l & A5l
S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/sample
7R 1t 3 4 X #://1.sh user/scripts/example

NTSH , FRHERAESIRNABSH.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 }
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' ) { 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

I B B & R
Users

MNEeWEF B XBRZHREAFERERE AP TH L, EEREF B , AFBaFEEEARPF
BX. AXRVBAFRENESER  BEREERER.

® Note
EERARNERAFWRKE. MANBERT , MERFERRT R 28R4 T 3EED
K& MRAFLTIFENRS , BERN SRR T 2 AR RMATEFR,

Users 92
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- Research and Engineering Studio 4 | & demoadmin4 v
RES Environment Management L (6)
Users (©) (ctions 2 ) 02}
Environment user management Set as Admin User

c Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled e ProductUsers

£RA REL , B

1. BRRAF
2. EERAFERE, A BFE XETU

a. BENEEISAF
b. ZERAF
H

WEHERASHFERABEFE ‘B AEL, SXARBENSENESEL  BSHREE
o
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- Research and Engineering Studio PaN & demoadmind v

= RES Environment Man

nen (6)
Groups @ Actions a 9

Environment user group management Disable Group
a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
(@) AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

ERE mELE , &R

1. BRAP4L.
2. EERPAR, R BRE XEERNERZHA,
3. ERAF4AR , EULRTRBRSN AP BERUEFTZEATNAS,

X PREL & 3 AF
R

Research and Engineering Studio (RES) A EEAFSIZEEUNREEXXH , BEENAFRT
EEMIFASENIE WEARR. SMNNEHERNRIAPREE X — “BIERE” M “TE P
BE, AEBEBRENHE#ITEE .

&

Bel , EERAAUEANREEXHRTFRMURES !

1. EEERR , 2f EMMEKA RS ( ATFEEASSEMERMARINEH B NI E h 18
BR ) M EMTERY ( ATFEERAFERAIEATE )

2. VDI 2FEENR , 8 QELX%E (AEEAFERDTE H6I2 VDI 21F ) M “eZ/4L 1L Hil
RAPFH&E ( ATFEERFENE e B2HL UL EMBAFHNRE ) .
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BEXMAN  EEATURETHAENNREREHTREHHNIIFEER,

T B EENR
EHIE B R B A%

ERRAFREZNRNIFEERAFETE PAMABEBRAFREA, ©EAFMBIRERREE
M FREZIE AR EM A MEBFAR LR

Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘\

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

BRI R RS

ERRAFRESZNRNIFEEZRAFER ‘BB WEHLHN BRE RESARNERTE

Research and Engineering Studio

O project2 Project? @ Enabled « group2 « user! 7/15/2024, 11:45:22 AM
. group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
up_:

Projects

VDI 2EEENR
BRI

EEHRBEATAFRN BNENRE NHEHCH VDI 2F, ZRANENAELIEERRRFTE
FHECH VDI 2iF, A ALERNEFELENLIEEEH VDI 215,

MRFEERAFTRNUESE , NN BafENKE REREER , TR :
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Virtual Desktops

test2  Connect

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

IR L L H AV 21E

AVFEERRAFNEMSMERTR ‘21F” NHEH. XERSFEBERGSUARNTE P HME
RAFREz VDI £iF,

MRIEBRAFENNEMAFBEFLE , NN ENSRERSELSBREER T HERAEEE
B, WTRR:

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

MRFEBEAAFTNNEHMARNESRE , MMMV ENSRERET2ERXFERE , 0T
N
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v

RES <

Desktops

My Virtual Desktops
Shared Desktops

File Browser

SSH Access Instructions

EENREENHF

7 RES BE R , B MMITUA T REREENRE E X,

51| H X PR G I 3 4

«  1£ Research and Engineering Studio Z#HATHE L , EBREMNSMERPINEEE X4, Fit
WEL , B LelR2, B, . EFNBBRNRE &,

<

4

4

4| Research and Engineering Studio PN & admin1 v

RES Permission Profiles (6]

Permission Profiles

Create and manage permission profiles.

Desktops
My Virtual Desktops

Shared Desktops

File Browser
Profile name Description Creation date Latest update Affected projects
SSH Access Instructions
(@] Project Owner Default Permission Profile for Project Owner 2 months ago 3 weeks ago 2
. UpdateStatus test 3 weeks ago 3 days ago 1
Session Management o P 8 V= ag
Dashboard O Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2

Sessions

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

Envir
Projects
Users
Groups

File Systems
S3 Buckets

Permission Profiles

RREE X 97
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EENREENH

1. ERREEXH ENEHL , GRBZEEFNONREEXHFNBRI. EUTE L , S0 A4%ESH
BRi% E KR PR EC B U4

ofiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

e project membership Update project status

@ Ena @ Enablec

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. BB ZHWNDBE" AL+  EELNEANREEXHNTAE.
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RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [ 1 2
Project3 [ 2 0

IR RES B X4

1. ENRREEXHEREL , EFOZE E XA BN RE B X4
2. WANREEXHEMRNER  REEBEEQDELZEE XA FS AR TFRINER.

RES Permission Profiles Create Profile

Create permission profile

Permission profile definition

Profile name
Assign a name to the profile

Must start with a letter. Must contain 1 to 64

Profile description

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project. Enable or disable a project

o ) o

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

(0] (@ ]

)
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YR PREC B 34

ENRREEXHEREL , AEREXHZUNERBERZEEX M , ERERE  RAEERRER
B XA AR A PRECE Mo

Edit Project Member

Permission profile definition

Profile name
Assign a name 1o the prof]

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project

VDI session management permissions
Create session Create/Terminate other's session

sessions with or without this permission. (—)-‘--
©

o

i BRAX BRBC B S A

RREEXH ENELE , fHEENHFINEBRFZEENH , EFRE , RiGEEH
BRECE X . BAREMIBREM I AN R £ KR REC B XX,
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4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.
v Desktops RES

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environmen t Status

Snapshot Management

AIAX PREC B M

B RES MB AR NMRUNBREREXH £ REEAATUNERITEHE, (U, 2REERT
AT E eI Z NS SN REEX . ) TRERTRURBREEXH (“HEKR” M “TE A
) ATFHNR, NREEXHRERTFHEEERAFHNROGER TMNFABENTE ; 2REER
RERAF , WAERBTE PREUATAENRR.

PR DU BB B A BEmEE
BIEXTE tIEACHS X ¥ X ¥

H, TeRER
BLMER , AR
#RBJ LARE A5 L2
MEEEHENS
o

BIZ/RIEEHMA ETE SRR X ¥
M &1E LIEE AR RY

21,
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B

NHRE

Research and Engineering Studio

RES Environment Management File System e o

v age
.

Fl Ie systems @ Actions A Onboard File System Create File System

Create manage file systems for Virtual Desktops Add File System to Project

o Q Search Remove File System from Project 1
Title Name File System ID Scope Provider
[ O FSx ONTAP for Linux fsx_01_linux fs-0d2a998473da4bf80 project fsx_netapp_ontap ]

EOXMHRG WEL , &R

1. BRXHRSL.
2. EBRMHREE , ERRERENITUTRE

a. FXHRERMNEIBEH
b. MIE PBRIX M RE
3. ERAFEIXHFRSLE.
4. BIENXHRS.
5. EEMHREE  BUURTRFRBNERAEE XM RGN FAEER.

BN RS

1. EHRGEXMHRE,

MAFT XA RERFAER.

IDs M VPC 1R FM, &AL IDs 7 “HMREE” > “RE” > "WE" @M+ HRE,
EER R

A w0 D

XHRE 102
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r ~
Create new File System X

Title
Enter a user friendly file system title

[ )

Eg. EFS 01

Name
Enter a file system name

[ )

File System name can only use lowercase alphabets, numbers and underscore (_). Must be
between 3 and 18 characters long.

File System Provider
Select applicable file system type

(s )

Projects
Select applicable project

[ v
©

Subnet ID 1
Enter subnet id to create mount target

[ )

Subnet ID 2

Enter second subnet to create mount target

[ )

Subnet ID 1 and Subnet ID 2 should be in two different AZs
N RE5 103

Mount Directory
Enter directory to mount the file system

V. -




MrEIRIEE AriEE

e RS

1. &E REXHFRLS .

2. WFHART®E—NCARGE., BEEFR HUFMESATRE.
r 3

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. WAMHUHREFHAFE
4. EERZXK.

XHRG 104
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

[ )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A 4

IR

“MERA THERTmPEHENRENEN. ESRBORERE, EREGMEMWREER X
HfER.
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, Resea nd Engineering Studio PN & demoadmin4 v

RES Environment Management S s @

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable -

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105 -

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12 -

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249 -

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135 -

R EE

REBEERMEL T AR BARFNIBHENLRE  MNMBEFAT —SENMEBNE, ERARK , BT
FHRERSHRBEIBIERERRSHI RS,
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RES Environment Management

Snapshot Management

Created Snapshots ‘= ©

Snapshots created from the environment

[ Q Search ] 1

S$3 Bucket Name Snapshot Path Status Created On

No records

4

@Oy

Applied Snapshots ©

Snapshots applied to the environment

[ Q, Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

HERRBREEREL , &7

1. EEMACRMNRBRERES,

2. BRI, ERIBRBZE , AEECR—NEEHNN RN FEE,
3. EEMAEMANRBRERS.

4. NRARR,

IR R AR
HOZRR B, BH4HUA Amazon S3 FREBREHELENNR, AXIBFEHENGEE , ESRLE

PR, RINBWEBFE#BRFEGNMRSRAGR BSICRK. BER , TUAEFERN EBYL £
FHEAXLERE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

MRASIEIAEE

RAriEmE

® Note

It Amazon S3 FEMBMEREAMFT2ETMARITEE., LEEELEFEEEFRBNE

HDJ;.IEEO

EEFERRINNIR |, AT TRAE

1. M Bucket s SR IEFREZQEZNEFER

1%£$% Permissions ( X&) &I+,

£ Bucket policy ( FfE#KES ) T , {HiEF Edit (RE ) -
FUTEARMBEFEBRED, FXLEEBRNEECSHE

A w0 DN

« AWS_ACCOUNT_ID
- RES_EEM
« AWS_REGION
« S3_BUCKET_NAME

/A Important

S EEROMAFZHFE AWS, BXEZEE |, 55 hitps://docs.aws.amazon.com/IAM/

latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
},

108


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

MRASIEIAEE

RAriEmE

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

EORRR , FHRITUATERE

1. RBAIERE,

2. HALBIEMN Amazon S3 EHBEHE .

3. WMAZLRFEGRBEEEFEEPHIEZR, W0 october2023/23,

4. EPBIEI,
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r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

I A

5. HE+HHME, £ “RR WEHLIER RE AEBRS. BREN EEHITH BN BEX Z
Bl , BRI

RS F 1R BR

BIRIMERR G , WL ZRENAZMRR AT BHIE, SFE0FEBRMNH R , LFHRIERE
RER

NMARBSNAFNR, TIH. F4#HKR, NREE XN XHRESHIER B E 6 E#H

R, ToEFAF4E. NARRER , caRESARRIEZNERER , MAEHRERE

ZFHE. NTFEEMNIERK , RBEAISEFHRERURRR. X THELNIEE , fIHEZTER

HEA , EHEERRREESTHER , eNHEAUTAECNEZEGBEREHRMNBEHANFIE

3% : RecordName_SnapshotRESVersion_ApplySnapshotID, ApplySnapshotIDE iR &t
&8 A6 ATHRANARBHNERZEE,

ERENAREFHE , RBESREFTRNTANE. FT2OEFHREFFTTANRR, ¥ TERRBER
MRR  RESRERBARNATAE, MREBRRERSATH , ©FEIRSBRBERNERR.
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MRFHIAEARAD TR BN HE |, M AT LLEF CloudWatch BEA SR BE/res-<env-name>/
cluster-manager A T FHAEE. 8N AEEHGE [NARR] 5L, MARRE , B LUMthe
section called “RIBEE" NHERHIRS,

B[O FEBRINMNR , AT TRE

1.

2
3.
4

M Bucket s 5 R HIERZ IR,
1%£3% Permissions ( X&) &I+,
£ Bucket policy ( FfE#RES ) T , iHiEF Edit (HRE ) .

FUTEARMBEFEBRED, FXLEEBRNEECSHE

« AWS_ACCOUNT_ID
- RES_IREHZ
- AWS_REGION
» S3_BUCKET_NAME

JSON

"Version": "2012-10-17"
"Statement": [

{

"arn:aws:iam::111122223333:x0le/{RES_ENVIRONMENT_NAME}-cluster-manager-

’

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",

"Principal": {
"AWS":

role-{AWS_REGION}}"

3}

"Action": [

"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3
"arn:aws:s3

: 2 : {S3_BUCKET_NAME}",
:::{S3_BUCKET_NAME}/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",
"Effect": "Deny",
"Resource": [

"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
ERARE :
1. &EFENARR
2. BWASEREH Amazon S3 FEEHN B .
3. WAGFHEBAIRBHXHRER,
4. EFERR.
TR BRI 112
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

5. HEtH®E, £ “REEE THLER “RE URERS.

HRIRIE
AHREETTREBNFAES , i
. B

EFEEFmNAFNERRAFBNEFGSEEE. ERLRE NSRBI MRS,
- BORHE

LRENEQBEFRBZEKBESR
- Mg

£ R VPC ID, 5 REIAIZRSIZ IDs .
« BERRS

ERAFBNBBEES B R REMBRSKSZAEER ARN.

HFRE 113



FREIRIEE AriEE

Amazon S3 171 i
£

« ¥# Amazon S3 FE i
o RIS S3 FiEHE

* 4% Amazon S3 Ffk 1
- BRI D S3 i1

- BUERE

o B 1A i 8] AR
« BFEFAE VPC HHBIEE
- BEHHER

« EH CloudTrail

£ Amazon S3 TF i 4H

WRE IR IEZE (RES) X Amazon S3 FEEERF Linux Bl KEEM %K (VDI) Kf#l, RES
EIE ALY S3 FHEMEA RES , FHHMBIME |, FEHEE , H7E HREE” TH “S3 7@\

T+ I BR T A
S3 FHAFEHIHIRER T UHEERNEEA S3 FHEMNIIR, £ S3 FHBESERF , &7
>
1. ERRINE# @ S3 EiEnE 2 RES,
2. kB — S3FMEN , ARERAREXERNITUTERE
. IRETFHE
- BREFH®E
3. FHAERFEREFMEAEMHITERAEHREMEN S3 FHEMH.

Amazon S3 1ZfE &
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RES Environment Management

Onbo buckets for Virtual Desktops
Bucket name Bucket ARN Mount point Mode Custom prefix Projects
53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

A HNE Sk S3 17k 1

B S3 FREBAMBEHN RES TME |, BT TERE !

1.
2.

%32 Add bucket (R IN1E6E @),
BMAFERNIFAEE , AIME#EBEF. ARN FER S,

/A Important

- BIBRELEENFRHNFEE ARN, HEHRINER,
« M ARN AT BLEE - AR , ZATRFE MM S3 FEBE X RRETT K,

- ERER,

/A Important

- ARUFERECAREEAATHERENESEE , B3,

EBHET T, B LIRS IAM B ARN REHFEBUARTERSIBR, ERPNVEBEIKS
RS FRSREIZEKS B RIAFEN IAM A€,

(k) FEEREmEXE , U UANERTER. BR , AN S3 FEFRHAEITE Ay
B VDI £iEH. REENESFHBXKERINSES SERFER,

EFRRER
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RES En T

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from A

Mount point
Type the directory path where the bucket will be mounted

Mode

3 even across different accounts

() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

o create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN
' bucket, paste the I1AM role

urce Mame (ARN) copied in Identity ar

Project association

Pi

jects - optional
Associate the bucket w

(o) DD

Y% Amazon S3 12

1. 1E S3 FE@HIKRPIER — S3 FMEW,
2. R REDIEE B

3. WMABMWER,.
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/A Important

- FIB & S3 FHEXERT R FMBERIZT E VA ENKEEMIEH (VDI) 3%
Pl, AEEMBE FEH VDI 2EEZFREBXEE , ZEERTSEHINZME FE
Y VDI 21iF,

- BUETIE & S3 #RANXERRFA ST S3 FRBTHHE , ELSBEREAFEED
A Z I

4. LEERREFHEBIRE,

RES » Environment Management

Edit S3 Bucket

Bucket setup
Bucket display name
Type a user friendly name to displ

53 Bucket

Project association

Projects - optional
Choose the projects to associate tc

‘. default X ‘
default

ef

[ cancel ) Save bucket setup

BRI D S3 741

1. & S3 FEMFIKRPIEE—1 S3 FEM.
2. MR KEHIEE BIBR

/A Important

o« SRRAIR T TR RE AR R B BRAT R T B K BXo
- MIBRRIER LI S3 FRBPHHIE. ER2BIR S3 F#ES RES #IXEK,

- BREMBHSHIEN VDI SEERKEWEERNS (X4 108 ) HEEHRERE
LT RN
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HiERE

5 S3 R MFME RES i , BAEBRHERBANREREARENAA A, EFNEHE
BUEL , BALUER R (R) RiEE (RW) #=,

R

WMRES |, Read Only (R)NIBIEFMIE ARN BIHIZR ( Amazon BREM ) sEIMITHIERE,
Bl MREEAFEA ARN @ RES RNF# 2 X |, arn:aws:s3:::bucket-name/example-
data/HFkF#EIXEIE A MIE B XEEX , M| VDIs NILE A FIIE B FEsH AR ReEiE
B F#&ZEbucket-name THIEIE, /example-datafb iR IZBEZANEIRE. MREME
¥ ARN S BEMIIEIER , MEBEMNFE BN TEHESEXBRNETMmE £/,

BNE

WERRead and Write (R/W)i&d , N{PHLIREFMETE ARN B a1 EE S ITHIERE |, W EFTR,
WEXEEHMED , AFEEAN S FEHBRHEETTENIR., P /FRead and Write (R/
W), “BEMAIIR BoFERNTH , ZHI7RHIEUATEIMA TS .

- SREBEMNAETER

* /%p

* /%p/%u
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RES Enviro nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

( )

Mode
(O Read only (R)
Allow user only to read or

Associate the bucket with the following projects. To add 2 new project, go to Create Project

A EENBIERE

WMENo custom prefixiki¥ “BENBIR , WEFHTEMEEXBERENER TRMNE
. XATEFERXBENEMAIME EFEMMEANR, fln , mREEZEANo custom
prefixi&EH ARN arn:aws:s3:::bucket-name FF# 2 XFME RES , HFFHIXS
TiEH A #BE B MEXE , M| VDIs NIE A T E B REsINA P RAEX ZFM# 2 XH TR &
EEMNR,.

ES/UEEEATBIERE

MR /%pikF “BENER , WEHEEPWHBETSEHXENEMENEBERE, Z3pTERTM
B, fin  MREBRFEH/%pIEEM ARN arn:aws:s3:: :bucket-name, EFHINNEF
EBARMNEMTE/bucket , HFZFEBESIE A MBE B KEEFR , NITE A RWEF A 7T
BEAXH. /bucketTiB ABWAF B A AFEAF A BANXH bucket, B2 , INRA
FFBEIE B HE3 VDI HA#HITEE /bucket , IFETEAF ABANH , BABIERR
MEREN. AR ABAWNXHAL TSR TH S3 FEMEF , /ProjectAMAF B REEEMEAM
B B VDIs FHIX#/ProjectBrt =B Al,
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WRSIRIEE il
E8AMME. SMNAFRS LR THRIERE

MR /%p/%uikiR ‘BENHR , NE#EFBPFHOBENSZIMEBXENEMIEMBENAFE

B, SpLERRIMENRE , suRFKAFE. #ln , EERAMFEH ARN arn:aws:s3:::bucket-
name M EMEWERIE RES & |, /%p/Suit P BIEH SN, /bucket W FHEEITNE A FIME B
MXB, B AFMAF AT EBEAXH /bucket, E2RIRB%pRENZEFRE , FEiXih
BRT , AF BEETEAF AKEHE A DPEANXH/bucket , BRTIEMAFEHRE T
. AFABARNXHMTEHIRTH S3 FiM+ , /ProjectA/UserAMIAF B R&E VDIs I
B A RN /ProjectA/UserBEf F&ETT A,

BT P 17 A 15 R AR

RES ATLAMEAM AWS IKFHERF#RE  IREXLFERBESEINNR. EUTHRD , KA
Y RES SRR RENKS B PR S3 FHM.

SR 1 EEE RES WIKF I IAM A6 (XHHAKS A) -

1. BFRFEEILR S3 FMEMHAY RES K/ (K A) BY AWS EEEZFHIA,
2. T7F 1AM 255 -

a. SE 1AM ZE4IE R,
b. ESMBEEP , £i%#E Policies,
3. BIRXREE

a. ‘EEROIERME,
b. 1%&# JSON &I+,
c. FMELUT JSON RBE ( <BUCKET-NAME>ERAMKF B Ry S3 BN B )

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
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"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

]I

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

d. :\lij:%-l:_i"zo
4. BBERHOIERR .

a. RMERMEEIER (HIW , AccessPolicy“S3”) .
b. RINTIIEER AR BUERR A&,
c. BEERBHALEERIEEK,

5. ¥ IAM ZHIE&

a. SfE IAM ZEIER.
b. ESMBEEF , EEAE,
6. BIZAG .

a. EEMEAE,
b. EFBEENEERKENAERFIRE,

c. FAMELAT JSON ZHE ( <ACCOUNT_ID>E#rRIKF A HYSEBRIK 2
ID. <ENVIRONMENT_NAME> RES ZPEBHNE<REGION>BA MK RES SFEF|H AWS X
=) -

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xole-<REGION>"
},

"Action": "sts:AssumeRole"

}

d B&‘EE“TFT-—F,
7. HEONRPREKRE -

a. BZEALEREHCIENKE,
b. &&HE“T—%"
8. #rid., EFNGIEAG .

a. WARBEZF (HIW , AccessRole*S3” )
b. E“FERI T, &F FMFEL , ARWMALTENE

- # : res:Resource
« {H : s3-bucket-iam-role
c. EFACALRUIEAEG,
9. ¥ RES Hif£f IAM A .

a. EHEEN IAM A& ARN,

b. ZF RES #4l4,

c. EEMSMERD , &F S3 FHE,

d. EFBRNEER  RASEABKS S3 764 ARN EEXRE,
e. EFR‘SRRE-E THIIE,

f. 1 1AM B ARN ZEFHAAE ARN,

g. &R RIEERE

SR 2 BRKS B RV RERARE

1. BFIKF BH AWS EEZEA
2. ¥TFF S3 #&HA -
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a. SMF S3 EHIEMR.
b. REEEERFHRMNRAFEM.

3. ‘mEEMMARE:

a. EE R G+, ARG FHERE.

b. WNMUTEREIURTFHKS A HH IAM BEFEFEBHR ( <AccountA_ID>EHR AT
A B9SEBRIK P ID #1 <BUCKET-NAME> S3 2 BIV B R )

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"
]
}
]
}

C. ﬁ?¥1%ﬁo
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Br b FAH VPC Ry EE M &

HABER P HEENT S S3 FHMMER B SR/ R S3 FHEMES |, BAILIK I VPC KikT RK
RIFERIFE VPCo AT HRUEBAMAN S3 RS EIE VPC KirTT R, i%%ﬁﬁ‘ﬁ*ﬁ,ﬂ—:ii'z%iﬁl‘ﬂﬁﬁ’u&)ﬁ
P S3 FREBAREMEMREERKS, FEBNIKS.

1.

AL L% VPC 2#I5

a. BxXIE AWS EEREFH A
b. #TF Amazon VPC #%H|& , Wik hitps://console.aws.amazon.com/vpc/e
A S3 8l VPC KixT K

a. HEEMSMERSD , ERLET K
b. EHEGIRIRS.
X TFRRS KA, FEFRIEP AWS RS

d. £ “BRESEBH FEBH , i Acom.amazonaws.<region>.s3 ( <region>f#& AWS FT{EHY
X & ) R “S37

e. MIIRFIEE S3 BKSF.
BlEiRRIRE :

o

a. XF VPC, BEEBREEHPAUELHET KM VPC,

b. NTFFM , EEEFEFEHRRAT VDI FRHBHNLE TN,

c. X TF/EH DNS &, EWAIEPIZIET, XAYFNFAE DNS EHNEBTEHIMERED,
R EL B R PR FI A

a. ERE T, EZEBEX.
b. MEXREHRERT , WARSBIGRIEHKSHFEKS N BRI KK, AT REERE

( mybucketB¥ R IEH S3 FMEE444455556666R 111122223333 BB E (A IDs
HOFERI AWS K ) -

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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MRASIEIAEE

RAriEmE

5. tIBRS :

a. BIEHNiEE
b. ERAIBAET A
6. ISiFiES :

a. BIEAKR

"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Another Account ID

e

o

/AN O

i RE , E VPC BHEREME KiwT R B

b. EFEHEIRIRR.
c. RiE“RE REN ‘WA

BRIXESRIRE

YRR
HPEBERR

WA EFEER

BRI — N R TF S3 ThRIEY VPC Kin T = , BNRTENKSREEKS ID

BITETE VDI LEH

MREFHEBEEE VDI LR, NAILE/LMERERBFEHIR, BREUTSRERE,

1. BF VDI A& :

a. BFRAWS EEEZFHA
b. 77 EC2 #£#I & H SMEIKHI,

Amazon S3 17 1
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MESIRIER ArfEm
c. EBZEZZHH VDI EHl,
d BIXEEEIEEE VDL

e. BITHAT &% :

sudo su
cd ~/bootstrap/logs

EEXE | RAUKEES A&, FAAKMEFEMEEEFEconfigure.log. {time} X+
B2,
WA, BEEE/etc/message HELIRIMEZHFMEL,

2. BEEEMNEIENRE CloudWatch Lambda B & :

a. EF AWS BHER4A
b. 3TF CloudWatch Z#l& H S B BEA

c. BEHZEA/aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

d. REZE-NTANBSEHERSHRIMEER. XEAEFESEXRNERE S3 FHEBRE
Him et B E R BERIBERFAER.

3. EFHENEIUERE AP| Gateway CloudWatch B :

a. EF AWS BTHEiR4 A
b. ¥TH CloudWatch #Z#l& H S E BELH,

c. ERHFEYA<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

d. *\Aﬁﬁ—/\—]ﬁﬁﬂ’] H /u\éﬂ#ﬁ H /m':F'T*Z IJFﬁ'ﬁ Hixo xlkb H /u\‘{vf'@ ﬁ;&r‘ﬂ API Gateway ﬁ
HEYER S3 FHEBATEN B E L ERNEAERMNIEMLHNFAREE,
MEAEANREREFEREN IAM AEEE

1. &3 AWS DynamoDB ###14,
2. IRIBRE

a. HEEMSMERSD , EER,

b. B HEFE<stack-name>.cluster-settings,
Amazon S3 12f1@ 126
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MEEIRIERE AriEE

3. BAHERT:

a. EE WEREHE".
b. WREEE B,
4. AINTIEEE

a. JEFR “TEIEER LTI “TRIERESRE B 7.
b. FIRIREN FER FHAE -

- BM WmAZS,
o R IR FFER

- {8 : #i Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn<filesystem_id>&¥A

FTEBRNXHRENE,
5. HTHAE:
EE ST MEAMERRETEE,
6. KREHE:

MRZEZEELE , FHREHAEEN IAM &€ ARN EBREZE.

MBIZEZBEARETE :
a. ®kEF “GIEmMAB”,
b. WMAEMIFE :

« N¥FXBEM , B Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« WRIMMEBH IAM &€ ARN,
c. &R “RE LAARIMZME,
7. E¥RE3 VDI =4

BEFXH|, VDIs BEREBXEFHZEIR IAM &€ ARN A5,
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/2 A CloudTrail

E A CloudTrail ##l1& CloudTrail 2K FE A |, iHRBAWS CloudTrail AF s £EH
CloudTrail # %l & 622 IR R IR EA L E# TIRIE. CloudTrail F@ETidR1AR S3 F#EEHN IAM £
BRICKX S3 FH B IH R PR, X a] LLEEREEISEHI ID |, iZRHIIDEEESIME RAF,

ZHEE

MREEIRIEEFERUTHER T4 AWS Secrets Manager, 8|2 EHIE | RES 25382
%, EEAENEBINER M ANZAEISEA A,

ZEBM iR 24 KH RES EERERMA
<envname>-sso-clie IRIE 8 0 B % OAuth2 V4
nt-secret Ay | Rrati

<envname>-vdc-clie vdc ClientSecret v
nt-secret

<envname>-vdc-clie vdc Clientld v
nt-id

<envname>-vdc-gate K BEXZIEBFH v
way-certificate-pr

ivate-key

<envname>-vdc-gate K BXZIEH v
way-certificate-ce

rtificate

<envname>-cluster- EEBEHEIE ClientSec v
manager-client-secret  ret

<envname>-cluster- EEBEHEEE Clientld v
manager-client-id

<envname>-external- B EHZZIEPBFA v

private-key
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<envname>-H
BR%5-ServiceAccou
ntUsername

<envname>-H %
BR%5-ServiceAccou
ntPassword

DynamoDB f<envname>& &R ER P IS LA THE ARN H :

e

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certificate.certificate_secret_

vdc.dcv_connection_gateway.certificate.private_key_secret_ar

cluster.load_balancers.internal_alb.certificates.private_key_se

cret_arn

diretoryservice.root_username_secret_arn

vdc.client_secret

cluster.load_balancers.external_alb.certificates.certicate_secr

et _arn

cluster.load_balancers.internal_alb.certificates.certicate_secr

et _arn

RIR

HER
HER
HER

HEdx
HER

HE

WREIRIHEE A5
RHAEN N B4 KM RES EERERA
<envname>-AAZPREH HHELRIESH 4
<envname>-internal-  EHH B EZIEHFAEH v
private-key
<envname>-HNEPREH W BEXRIEH v
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e KR
B Ak %5 .root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.certicates.private_key_secr HEAR
et_arn

EREHEEE client_secret

A S 92 7

(® Note
PR XA TR THEZE 0 E XBE AWS Budgets .  AWS GovCloud (US)

BANEVUETAWS Cos t Explorer SIETE , ABBEERE, MEARLAETN, WETHSE
#15 , BSRESIMMNEN M Rthe section called “AWS 7= B HI RS,

N T REIFEATRARE | B0 RES BB SHEE TSI EMEXE AWS Budgets, BELAER
BUEIK 2 XA D BARE AR IMEIRE

1. B3F AWS Management Console 3T AWS Ik 2 SR AEE 2E|& , Wik Ahttps:/
console.aws.amazon.com/costmanagement/,

2. EBRBRADERZE,

3. EEHikFEres:ProjectHres:EnvironmentNametrZ,

4. EFEHCE.

RS A2 o
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/
https://console.aws.amazon.com/costmanagement/

MESIRIAEE

RAriEmE

Billing
Cost allocation tags .« ¥ bownload Csv
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments -
Credits User-defined cost allocation tags (2/47) info
Purchase orders
‘ Q Find cost allocation tags 11 matches
Cost & usage reports
Cost categories Clear flitecs 12 > @
Costallocation tags (19
Free tier — -] Tag key Status v Last updated date Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive - November 2023
v Cost Management (] res:ClusterName @® Inactive - November 2023
A
Cost explorer [4 ] res:DCVSessionUUID ® Inactive - November 2023
Budgets
Budgets reports [} res:EndpointName @® Inactive - November 2023
Savings Plans [4 res:EnvironmentName \:j/ ® Inactive - November 2023
v Preferences (] res:Moduleld @® Inactive - November 2023
Billing preferences O res:ModuleName ® Inactive - November 2023
Payment preferences
[} res:ModuleVersion @® Inactive - November 2023
Consolidated billing [4
Tax settings a res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

Aébnrsnd naticins FA

® Note
#BEE , RES ERZARFE— R EF I,

E) RES RRGIETE , BHITUTERE

1. EREZEAH , EEWME.

2. ERBIEME,

3. EMERET , BRAEN (BHR).
4. EMERET , GERANE-#HE,
5. &ET—%,
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Billing

Home

¥ Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [

¥ Cost Management
Cost explorer [4
Budgets | 1
-
Budgets reports

Savings Plans [4

¥ Preferences

Billing preferences

Step 1
Choose budget type

Step 2
Set your budget

Step 3
Configure alerts

Step 4 - Optional
Attach actions

Step 5
Review

Choose budget type i«

Budget setup

2@

-

) Use a template (simplified)
Use the recommended configuratiens. You can
change some configuration options after the
budget is created.

© Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

Budget types

© Cost budget - Recommended \ﬂ-/

member accounts.

Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated

() Usage budget

Amazon 53.

Manitor your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) Savings Plans budget

10.
11.

12.

Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [

EFME

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

_) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

BT, RENMERmA—1

5

& Cancel Next

BUNMERN , LEEEKF PR EMTREX 5K, Bl

4l , [EnvironmentName]-[ProjectName]-[BudgetName].

EREMESHT , MATENAE S,

EMEBET , BRHEEE AWS RAEE,

IR IR S
EEET R IRE

B RE T, @&E “RES: BB,

® Note

HRENERZSURFEMNANEATEZNTA. HEENTARE , ERAGIRTE.

BT, BERE AN

13, T NAFEFZM , A LR INEmE.

14.

iij:%-lt_ﬁo

B 0 R 422 )
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |
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HRETRIEE g
15. ( ®k, ) FAMERSE,.

16. &FET—F,

17. ( "k, ) MREETER , BEAMNRENBREEFRMENEE,

18. ®&FET—F,

19. EEMEREABINE ‘HUEMESH TRE T EBHRE,

20. EHRVEME,

i, MEEHR , EUUANTEEAME. ENREFEME , HZMthe section called “YriE M

B’ MRBHNE A ELRENEELES. IREEHEXNNBETNE , MZa XV FH4EE
7o

Title Project Code Status Budgets Groups Updated On

nd for budget: RES1-Project1-Budget1

* DemoUsers
eeded * DemoAdmins 10/31/2023, 12:44:12 PM
Forecasted: 394534 USD * ProductUsers

project1 project1 @ Enabled ®

NMREFEELTE , FREZHARENMESH. EARSTRFEZTHES T EEE RES PEMK,
HE , BULRBIE UERATE,

R AN W A4 4 134



MREIRIEE RFiERE
£ A 1%~ m
A% R B 3% 08 A R B 5 BB P MR 46 S

2

- BB
© ATAME
. Y

« SSH %A

RE L SR TE

ERLSmHED (VD) ERAFHAFE L AWSSIZMEE Windows 5 Linux EE\SHE. AP aLIfEME
ZENBEEACEXN I ENNARFNERT/E3 Amazon EC2 =4,

RES Home Virtual Desktops

Virtual Desktops > e © O i i)

rhel9 [Z Connect

X FFHIRERS
RES B X EANTRERGEIELRE :

. W% Linux 2 (x86 1 ARM64)

ELLRE 135
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- Ubuntu 22.04.03 (x86)

- Windows 2019, 2022 (x86)

BT R TH

1.
2
3.
4

—RKESENRASENFFHRMUEAHN , ENKEFE 10-15 D HREZRLE,

MERRIRE R ENRE
EE B MEMNRE
AR RENFRER.
EFRRER

AR, RES 20 GPU HIH#REMXNEBHRER,
V3R S8 Y R E

BERREMRE , FERREF , REER Web 5 DCV FF ini#t TEE,

Web connection

BT Web 5% 5335 15 7] SR H 2 & il £ Y EE T &

1£#¢ Connect , S #R 48 B B LAIE 2181 3% 58 85 15 R S8 Y R THI

B EEBURT

BIHHRE
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MyDesktop3-windows (2 Connect

-------

C & DCV Session File )( (7 ) ) ( Acis v )

DCV connection
B DCV BEFmARKSHE RS &EMRE. EBEY DCV iHE , BHITUTRE :

1. &FEDCV RBEXMHUTH. devXtr, BFBEERLS LRE DCV B iR,
2. BRERUH , HiEE? BR.

B R R 137
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

L zIp & MslI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

EHENRERES

ERFIKEAVRE |, BHITATHRE

1. EEERE,

2. ERENRERS. BB MAEIERE
+ Stop (f£1k)

EFLENSERREZREE , EAUENERSIESFLNLE,
- BER

EMRIHTKE,
. &1
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KAGERLE, MREEANRIGNFE , VR LS ETRSSHBERR. BLILZH |, BN
ZRHIER R RES XHRE,

* Hibernate

EHRARSRREFENFF, EFNEIREE , ENNABRFRIRE , BRAZEEESNTE
ERo HEMBRFIBXFNRE , BRETRIABEXRFICZBRABEAES TR, ERIEEYKA
RABXFIRE |, BS R KR TRE

(EF 45k
EAUEHEARAN B RE XL FEH.
1. EERROIADZE , AFBILLRE

a. ﬁ?%j:;%'f/ﬁo
b. EERELKERS.
c. &EEFEIL,

® Note
BT AEEHHRIESFENREARN,

2. BWAKRHECEFLRE , &F BE REER BEHRE
3. ERRBEEMBERMENREAN,
4. EFRXR.
5. XpIEHE , EERE :
a. ﬁ?%j:;%'f/ﬁo
b. BREEREMREIRE
C. ﬁ?%%ﬁ]o
RERXFEER

1. EFRME,

2. EEERER

ERELRE 139


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html

MESIRIER ArfEm
ZHIERIRMHE

RABRT , EBRERERAR , EREFLRL LS FZH2-ELTEHRS. AXVEZR
tfEIE | UBAIEEMEL, ZRRBRHED 15 FHRRBEFNEEMN CPU EAREKT 15% RE
By, BT RIEEN B3 B3 MEILLRE,

1. EERAE,

2. 1&# Schedule,

3. REBRWEHER,
4. EBRRF.
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day




MrEIRIESE BAFiEm
HEEME

EHEREL , EUNRICEEAZTNRE, BEEIRE , RFEREERAIFEE , BNEHLM
EEXEREE.

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect 4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

HELER , BN EEERBENR. flI , FAUEEESZEENRER T RIRGRNR.

RE

1. ERERIES , GERME,

IEELXTENR.

IEEAPNNRE . St IR E SRR E,
EERRF

it

N

> w0 D

u
i
=
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Update Permission for MyDesktop5 X
Select the username, permission profile and the expiry date of the rules

{Q demoadmin1 X] [ Owner Profile a ] [2023/10/22 ] [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the Vv
Session Owner on the DCV Session

BEXNRNEZELR |, 55 Fthe section called “tXFEEL B T4,
BRI ZERME

EHELEAEF , BULUEESEAETNREHIERETSEA, BaTLUET Web X3 DCV A, E
HATERE | FHREBPRE AR TR Ethe section called “IF B &/ £ H

A3 98

X R AT EET Web TR HARINXHRSE. EUUEERREXHRE LB HENARAETAX
#. FimTFME (Amazon EFS) A TFE Linux K. XtF Linux F Windows ¥R , 2 FSx #HERA
T ONTAP BIpRA, EFEMRE LW XHEBETLIRHET Web B X 2R E# KR,

R ZRE 143
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouser 1

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

LR

1. &EEEX
2. BAMBRXM , BEARKE EEH XS,
3. &E L& (n) MK

Al B 32 4

1. IEBREMERE ST
2. EBRAE,
3. EFMIBRSTH

gE , WA AR ETEMXHTIHER , REIEE BRI,

B WK

BEEEENHEMIARK , ATCRERINE WK,

1. EENXHFHIXHFX,
2. R GRS

RE , BUNARETEMAHFRIXAFRK , REEFE WE.
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® Note
WK FREEAN R, NMREERINER[IERESR , WFEEEMUEBHR,

4 38 AT
SR ATE Web 17 FR 4R 8 B T SUA K TR A

1. EREEHHXMG. T -—MLEXNHFRBRHES.
2. BITEMHLEE “RE

& ¥ SLAF

R R ERAR X ERNARRERER X, EUUMNATRAEFRRHITIER , ARRK
FR R L Y5 BRAR B 30 A

« FileZilla ( Windows., macOS, Linux)

* WiIinSCP (Windows)

« AWS Transfer for FTP ( YL &i# EFS)
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H

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.

SSH A
B SSH HASLEM , WHTUTRE

1. M RES X#rRi%#E SSH 154,
2. REEFLHWUHAGER SSH = PuTTY #1T1HIF,

SSH ii5[A 146
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HUEHEER

R YEH R UMM IE R G SR AAIXS A B R A Y 43 E 8] AR 1T B PR HR BRIV 15 2o

F&

- BARRMEE
« [A& RunBooks
« BHEHE

FARNR :

- BAREENGE
- EANBENEHEEKRR
+ IR Amazon EC2 3£ EH B E X
+ CloudFormation ##%
s HTRBESHNRAHE , HRBIE Amazon A EC2 uto Scaling 4 &3
- BAMTIH EC2 BHIANN
- ERiEHEN
- ERiEMENAENEE
o RFLIDRSHEMN
- 5E5B % (AD) XN ERmTHSE
+ Windows DCV iz,
« & NICE DCV AR EE
* [A& RunBooks
« REFB
« AWS CloudFormation #8222k K , HEREE “ WaitCondition ERFIXBEE. HiR : R
o TaskFailed”
« AR I1BIZE AWS CloudFormation 4% & & U Zl BB F BB £ 38 A
o EBIEERBIRS vde 28 T HERS
- ATERBXNRE IR , TTEMBRIFE CloudFormation Mtk
- BIRMERIEZE CIDR REHBEIR
+ CloudFormation I 22 ¥53% Hi ia] etk 61 22 K K
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WRETRIAE AP s
- BIEASBEIR CER ) #HAXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
o BRAEAY AWS KA ABE AWS BRIFAIZNARSIEIEE
- BENER , BEVEREERIE
« ZRBRAHI KRKIAS HIR
« 2P NE Active Directory & |, {B7E
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
-
- RBY RES BIE T XHRE , BEEXEEFES VDI EH L
- BB RES MET —MXHRSE , BERELREST VDI EH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B & B MAE N EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
- EMiRiE
- AESIESRERBESEETEENES
- BYELKE
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RE Windows EERHAK , HE TR “EEEXA". EHEIR"
« VDIs FEEBEZRE
 VDIs B3 G ABHIRKRE
- ENEEAH
« Amazon EC2 LA EERFHEFREEREL L

. g — . y
RE R - Sl N

148

« REUAEARRINTERN , B TS HIE THIIRF




MREIRIEE RAriEmE

« cluster-manager Amazon CloudWatch HEE 7R “< user-home-init > lKFE R AT A, EEEF
RArELS (ERKFRAFSE)

o ZREFNH Windows SHER “BHKF EHER, BERENEERR"

« external/customer AD FE#) DHCP &I &) &

* Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
 IRIEMIBR

+ res-xxx-cluster ¥4 F “DELETE_FAILED” IRZA , HTF “AEETHRRLERIR Hix , TZEF
o il BR

- WEBE

« EEFHE VDI BE

« M Linux EC2 RHITEHAE

+ M Windows EC2 £ T & B &

« IEfEUEE WaitCondition £51%H ECS B &

- ETRHE
- EXNSARHEENSHRIEERNHIVETHEEREIR
« 2024.x BHEH
« 2024.x BHEH
- (2024.06) 3 AD AT EEH , NARBAK
(2024.04-2024.04.02) 4K 1AM PRI F AR MNZE VDI EHIM AR
(2024.04.02 R E R A ) ap-southeast-2 ( F&JE ) Y Windows NVIDIA EHIF B 5
(2024.04 #1 2024.04.01) RES MiER %M GovCloud
(2024.04-2024.04.02) Linux B\ REEER N AR T “RE" RS
(2024.04.02 R ERIEA) TTiER S “ SAMAccountt &> BHEE AEZRERFHHN AD A

(2024.04.02 RERRA ) AT HRELENNFBER
(2024.06 RERRRA ) £ AD EFSHE |, BEAR R AKS RES @F

(2024.06 B E EARA ) CVE-2024-6387. Regre SSHion. #1 Ubuntu F %4 %8 RHELY
VDIs

149



MEEIRIEE ArfEm
AR i A

AT EEAKXE RES FMAATUKIEEENEE.

- EANBENSBHEEKRR

+ ¥R Amazon EC2 3£ LK B EXH

+ CloudFormation fi%

- HTRBESHNRSEHE , H R Amazon A EC2 uto Scaling B4 Ezh &
- HAMTSE EC2 EHIEAN

- ERZEAEN

o ERMBEMENMNELRE

o ATFLIEREBHEN

- 55Em1E% (AD) XN EAmSHSE
+ Windows DCV iz
« & NICE DCV A fE &

ERAMBENEHEEFRR
RENEEXRRZTZHE | JEBEERNSEENSE,
R38& Amazon EC2 £ L/ B E T4

HEXHEET RES EEEAM Amazon EC2 £l L, SSM £iEEEIRTAFITHFSEHIHNSIE
REXE S,

EEHEEIEM vde-controller EEMZESEHI L |, aiIAEULATNERIINBAEFMEMBE L,

+ /opt/idea/app/logs/application.log
 /root/bootstrap/logs/

» /var/log/

+ /var/log/sssd/

» /var/log/messages

+ /var/log/user-data.log

* /var/log/cloud-init.log

EAEHA NS 150
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+ /var/log/cloud-init-output.log

# Linux EELRE L , LTHAEBESEANBEXH

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

# Windows E#IRESSAI L, AIAELTHiutRE BE

* PS C:\\ ProgramData n ice\ dcv\ log
« PS C:\\ nice\ProgramData\ n ice\ DCVSessionManagerAgent\ log

# Windows £, ATATE AT M3k B — £ N AR FRY BRI

* PS C:\Program Files\ NICE\ DCV\ Server\ bin

£ Windows £ , NICE DCV iE P XA LU EU TN EHKE :

» C:\Windows\System32\config\systemprofile\AppData\ Local\ NICE\ dcv\

Amazon CloudWatch BE&4H

Amazon EC2 1 AWS Lambda it E&RREEIEKET 5# CloudWatch BEH, EFRWBERBE A
DEHERERENERERANEER , W REH—KRER.,

XEFHENTERWT ¢

« /aws/lambda/<envname>-/ - lambda related
 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host

BRKBENEHERRR 151
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* dcv-session/ - desktop session related

ERERSAR , FRARENNEZRNRHRTHEAERSBEEL , MTFAR. XFRX@HBEIEA
B R R AVH R

?"ERROR" ?"error"

BERENS - ERUEETE ERBNBHIEN AR Amazon CloudWatch 2 HIEH 4R,

plan , sl —ANhEE AT HEZRFRERNERVEIUAE , FRENSHE &R, KRG ER
ERMBRNBERRRRARACREZLHES,

DT REMENENN TG, EFAIIEE , BEEERTT , HF¥<envname>FH<region>EHEEIR
NHERE,

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRKBENEHERRR 152



MESIRIER ArfEm
BEHIRA RO FTEEM TR ¢

CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H byd H Actions ¥

infrastructure hosts

1. count
40.00 o 0

30.00
20.00
10.00

s o e . =
10-28 21:11:48
2100 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

19:00 20:00

CloudFormation 4%

MR B HH 0128 CloudFormation ik B8 SRR BEMHXN AR, B4MNHEHES.
NTFEN R, TUSHE B4, “RR M wE R, LERIEXRHEKRNER.

RES #1% :

» <envname>-bootstrap
« <envname>-5£&

+ <envname>-1g¥5

« <envname>-B FR%E
« <envname>-Z {7127
« <envname>-HE1FfE

« <envname>-£HEEET
* <envname>-vdc

« <envname>-8£2 x4

ERMRHR (MRLEERBETRIEHSEXENTERATR , WALER AWS SHaEiTTEE
FRERREER TR )

« <envname>

« <envname>-Bx X

« <envname>-DirectoryService

. <envname>-fZfi

+ <envhame>-WindowsManagementHost
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HTRBASBWRSEHE , HKRMIE Amazon A EC2 uto Scaling B4 &z H

R RES Uls RRRSRRER , WERATEENARFRASHEmRE,

FNERIZHE Amazon EC2 K| Bzhi B4 (ASGs) #BEE —/ S&E3)” I+ , ATA TR EHI Y
BEs. MRAFAENEHANEAERRTELN , BREL D EC2 #HATPREEZ/NELL
HSEHl , HEFHX ASG B Auto Scaling Group Activity &I+ , LAEL ¥ EC2 EHIREL TR
RS

MELE , BFFEASSHIEERT Amazon CloudWatch BEERBERBICTE T AJRERA A B R R ‘“o
ESZBIEARIC RN T REH B ASG Kib2 Bl , AT LUMER SSM A FER4 AT A 5ZX R EEETHE
BINEE , AREZEH LN BEEXEURERR,

WMRHEBLEE , ASG 28 A2 E RRULTRENED,

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances

Instances Details

Instance Types

Launch Templates

s Target type Protocol : Port Protocol version VPC

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savi
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining

v Images 1 @1 ®0 0 0 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)

Select values in this table Al lied to the

v Elastic Block Store

Volumes

Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Networks securty Registered targets (1)

Security Groups

‘ Q Filter targets 1 (o]
Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Pairs
O 10ba5d508631120043 es-bicfn3-cluster-manager 8443 eu-central-1c @© healthy

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

v Auto Sealing

Auto Scaling Groups

BRIAYD Dk EC2 21 & S\
FHAERAERRARS FETHREEE.
ERh R E

L%\ EC2 AANIZTH , Amazon 2HABEFBRBREUTARRM., ERHNEHIZE Amazon EC2
FER RES EiiRHE. KABMHPRIBIRZE RES HRE M.

HART 5% EC2 &I AN 154
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EC2 Dashboard X Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name ¢ v | Instance D | Instance state 4 | Instancetype ¥
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ a mb5.large
Instance Types

OJ res-stage2-vdc-broker 1-041867308771e71d3 ® Running @ mb5.large
Launch Templates
Spot Requests [ res-stage2-vdc-controller i-08800976C757717e6 ® Running @ Q m5.large
Savings Plans O res-stage2-bastion-host i-0523e5480f434581a © Running @ a ms.large
Reserved Instances O res-stage2-vdc-gateway 1-00773bc97ccle841d ® Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

EMRYENNELRE

f£ Amazon EC2 ##l& % , ¥EUKEETH , eNFERELUTFUTRE, EXMERT , ELR
EULdERE, XPIEMNEERUERENAF. PENEMEEHNRENXERN , TUEHIA
“MyDesktop” , 2 A] LA F FiREH B Fro

EC2 Dashboard X Instances (7) o
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
v
Instances O Name r's | Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a ® Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4c8732 1a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmin4 1-022826¢122d8c78d5 Runnin méa.large
Spot Requests U [ 9 4 P j © g @Q e
Savings Plans (] res-stage2-ProjectWork1-demoadmin4 i-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker 1-041867308771e71d3 @ Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 ® Running @ a mb5.large
Capacity Reservations O res-stage2-vdc-gateway [-00773bc97cc1e841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

R F L IEPRSH EH

4 Amazon EC2 ##|58 EREL LKA , EMBERELENREEN. MREFFHEITELTL
IR EMBHEN , BRI RESMHBERENEMBHEN , WATERRRSGRBEERE.

TERERT ELIENKERXA,

AN S EC2 #H AW 155
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

&3 B % (AD) XV BT HEE

AR 2 Idap X SHRE , AAUEEMENEN LR AXLERSUES AD BEMXER. AN
R H A S BN = BRAE B BN E R i A S B

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV i#iz
£ Windows SE £ , B UEAUTERFIHSEEBEHLIE

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV iz 156
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B NICE DCV lRA&EE

NICE DCV AT E#MRE21E. AWS NICE DCV., AT R4l B8 W1/ EFTRZER DCV HH4-H AR
¥/

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

NICE DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

NICE DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

7] & RunBooks
T—F3ETREHIAY )RR, L0RIA N IX LL ja) 7 LA B 40 4aT 8 R (0] B A9 222 1%

« RERA
« AWS CloudFormation 3tk 822 XK , HE REE “ WaitCondition EREIAMBES. Hix : K
Ao TaskFailed”
« ARIh8IE AWS CloudFormation #4% /5 & W Z B8 F BB 48 A
o EHIEFEEIRS vde 2 HI28 4 T MRS
« BTEBXNREIR , TEMBRIFIE CloudFormation ik
. BIERERTEE CIDR REHBSEIR

& NICE DCV lRAEE 157


https://aws.amazon.com/hpc/dcv/

WRETRIAE AP s
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HkKXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAE
« EFERINIT iam : PassRole
o BREAF AWS K UANABT AWS BRIRFRABRNARSEIREIEE
- BENER , BEVEREERIE
« ZRBRAHI KRKIAS HIR
« 2P %A Active Directory & |, {B7E
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
- T
- RIBY RES B 7T XHRE , BEREHERT VDI FH L
« BB RES & 7 — M XH4RS , BERERES VDI FH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B &€& B MAE M EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
- EiRHE
- AESIESRERBESEETEENES
- BYELKE
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RME Windows EEZHAM , HETR EEESKA, EHER
« VDIs FEEEZRE
 VDIs B3 G ABHIRKRE
- ENEEAH

. SEETER A SREAIE
[A]@ RUNBOOKS 158

« HFFLEMA AD/eVDi 3R E 7R APl Health Check %k , vdc-controller S5l 1F 1€ &35
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« RERAHERRINTERN , B TS HIE THIIRF

« cluster-manager Amazon CloudWatch HEE R “< user-home-init > P &R AT A, EEEZEFA
FRZ (ERKFRAFE)

o X B FHATH Windows REHE TR “CHKF EHER, BRAEHNEER”
» external/customer AD Eti&HY DHCP %I 7] &

+ Firefox £ix MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« TREMIER

+ res-xxx-cluster %4 F ‘“DELETE_FAILED” "% , HTF ‘BTN HTERIR (Bix , TEFI
B

- WEBE

IEE & VDI BE

« M Linux EC2 EHITEHAE

+ M Windows EC2 £ T & B &

« IEFEYE WaitCondition $5iX# ECS HE

BERHIR

o REXHHRERN S G KU E R HIVE RIME R KR

RIR[AA
)

AWS CloudFormation kBl 2 kM |, HE REE “ WaitCondition EREIAMBCEE . Eix : RS,
TaskFailed”

FXZh 812 AWS CloudFormation 4% f5 AR W Z 88 F #if 448 A

KBl EEBIRDR vde FEHIZRA T HERES

BT B KRR | TTEMBRIFE CloudFormation itk

BIEEREE CIDR REBUEIR

CloudFormation #3 ¥53% 5 [A) 4% 61 2 K I

BIENIBER (ER ) R EAW , HE R AdDomainAdminNode CREATE_FAILED

IR AR 159
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AWS CloudFormation % 8lZ2 &M , HZERHEE “ WaitCondition E W ZE| K BUE &,
1= IR, TaskFailed”

EREEZ , HTRESZ NH Amazon CloudWatch B &4 <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MEHFZAN

BENBESE , FREF-—NATHNAESE. BSPHNEREEFRARXZABNESER.

® Note
WA BEHRIEZE

B 613 AWS CloudFormation 4% 5 &< Uk 2 &8, F Bif 4438 &1

R K Ih 1% AWS CloudFormation ¥ /5 AR KB B FHR4EE |, BRI TAA -
1. WIAEFERHFibuSHm A LR,

WS FHp it R IE BRI E TG M |, EMIERH EFEBE Research and Engineering Studio ¥k
B,
2. iHEE Amazon EC2 24| & LRIV EIAE A EE,
WMRAE<envname>HIRE RN L LR Amazon EC2 24l |, RIFHETSHIER | ML Active
Directory Bt & AJ 8E 17 7E A &
3. WMRMEEEBT AWS SHEEITTEE HRBIBAIBAE , BHEIAVPC, REFRMLAEFRURHE
ik E NS B2 R BIER,
MREEASHFIER , WAEEENRAEEHIE RES KB, EXEZEFEL , B5H HE™ @,
4. WMREBFEABCHABERBES M , HEIAMEH Active Directory ST HAfL & # PTEL,

BIAEREHESEHI R T iNA Active Directory EXEE, FZiR I Bthe section called “SE4I 1IE
AR vde EHIZRA T IRk R\ &,

IR AR 160
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KO EEBERE vde 251884k T RS

Lt [F] B &% A BERY IR R R B2 IR To A E S N A Active Directory,
ERIEFRBA , BRITUTERE
1. EWSITHF, £ vdc BHIBENETRH LENE SSM &g,

3. J1&1T systemctl status sssdo

MBRBSAEED., AMREEBESFERER , WHBAZEFTEMA Active Directory,

[root@ip-: ]# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/nsr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step Miaht
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step '91 seeer@ﬂs
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step highlighted in
15:42:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step RED here
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step

15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

SSM fHixAE
BRERXANEE , FHRATATRE

« ER—-MNES1TEHIG | B{Tcat /root/bootstrap/logs/userdata.logliAERX,

ZREBAGER =MW RIRARER 2 —.
BARRRA 1 WAR ldap EEFAEETER

EEHE, MREBZREBELUTHAREE , MHAZEFITEMA Active Directory.

+ local AD_AUTHORIZATION_ENTRY=
+ [[ -z ' 1]

RE (A 161
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+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. W6 RES HRHRARETEBBMA T U TSNS HIE,

« directoryservice.ldap_connecti
- HZXBRS .Idap_base

« B%MRS.users.ou

B3k service.groups.ou

+ directoryservice.sudoers

« directoryservice.com

« B3RS .name

2. ¥E¥7 DynamoDB XRH M FIBHIR{E, Z&KRMAT DynamoDB 2FIBH “K” TH, REAN

Ji<stack name>.cluster-settings.

3. EHERE , MEBRIFFNSITHESFIMEFHEEEIM vdc-Controller. Bzh¥ BIFEH DynamoDB
RPN ERBIF 6,

BARER 2 : AR ServiceAccount AP EZAEH

WMRIRE H&XInsufficient permissions to modify computer account , NIk GIZEHE
1 A ServiceAccount BFRAIRERIEH,
1. & AWS & & H T Secrets Manager.

2. #3} directoryserviceServiceAccountUsername., #iRFiZ2E<stack name>-
directoryservice-ServiceAccountUsername,

3. HEHUEEFAGENE, & NEE T , & BRRIEE" , R/GEE HXX,

MBZECEH , BHERFEFIFEESITWEFEESR M vdc-controller 361, B3I FRHEGE
F Secrets Manager ® # & #7118 /5 35 #13=

R 162

s




MRASIEIAEE RAriEmE

BARER 3 : i AK ServiceAccount i IEH

MRERBEINvalid credentials , MIEBIZEMHERR AT A B ServiceAccount ZR3 A[REAR EH,

1. 1 AWS 2%l & 3T FF Secrets Manager.

2. #F directoryserviceServiceAccountPassword, MiRNiZE<stack name>-
directoryservice-ServiceAccountPassword,

3. TABAUERERMAGEENH, & NBE" T , EE REVNEE" , RFEE MK,
4., MRLSETEBREFHEMANEBIEEIER , WA BTE Active Directory M Secrets
Manager P EEHB,
a. EREDPEERB , iHINIT AWS Managed Microsoft ADLA T IR4E :

i. 3TF AWS #=HI1& HEZE AWS Directory Services
i. RS RES BRMER ID, RBEFRRE,
i. EEEERFEB,
iv. %A ServiceAccount &,
v. BAFEDL K AREREEZDB,
b. Z7E Secrets Manager PEEF , BRITUTERE :

i.  ¥TFF AWS #2#1 & HB11E Secrets Manager.

i. #¥FEdirectoryserviceServiceAccountPassword, #iRNZE<stack name>-
directoryservice-ServiceAccountPassword,

ii. IABHAUERFRAGEERNEH, £ NFHE T, & RREHAE , RFEFE AX
7/

iv. ii?%gﬁ?ﬁo
v. 7 ServiceAccount AFIREFZIL , RAFEERE,

5. MRIBEHTME , HMERFRH LI EEZTHEREERM vde-controller X4, Auto
Scaling £ A & #E = 3h ¥ 61

!

H
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HFHRBN KRR , ToEMBRFE CloudFormation ik

MEBFHRBIREIR (W0 ) M-S B <env-name>-vdc CloudFormation3fi il Bk
Mvdcdcvhostsecuritygroup , AR R AT HEAIEFIAE RES SIBN FHHRZEEFEHT
Amazon EC2 3£fil, AWS

ERIFE , FERHLLEFRANXM S RE3H Amazon EC2 KB, RfE , &7 LASRE I BRER

%,
RIEINERTE T CIDR SR
BIEIRERT , CIDR REBLHIEIR |, WMABARZASHA [FAILED],

BiRRH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

RNTBRRZXANEE | FHAERR x.x.0/24 5 x.x.0/32
CloudFormation €I Z2 535 Hi 8] H#E4% 6] 28 2K I

BIEHRES K —RINEFTROUNERE, EELEXE , et BIARERBE , NS B CloudFormation 3
REIBAM,

MEBHILXFEL | EHRAERSRGRE, NE , FUNEEMKE SRR,
BIENIRERR (JETR ) Hk AWK , HE R AdDomainAdminNode CREATE_FAILED

WERERIMEHER BB A MO HBUA T 4EIR |, MATEER A T Amazon EXRPIEFEHNEEIREH B
B1TT EC2 18%h,

R 164
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EWERMERR , EHMITU TR

1. E SSMRAEERT , RERFEREBHWARRENMERXRMIEE T B ERF.

2. 1£ SSM RunCommand/Automation 11T L2 RF , RESNT X SSM XHENHITRERE
XBIEZEYE.

3. TEIMEM Amazon EC2 SRfIMBEXHF , EFA LG BENBEXSEREEHRRNREEN S
o

MR FBERBEEIEIEN , FEBHEED 15 D HIEER RES KB EFN

B4 EE R &

BRBFK (SSO) MENEBFHNASHNENEHTHRELE REKN. BXIZE SSOBENER
BESR

+ the section called “EfA IAM &/ 0i8E SSO”
+ the section called “JJ ¥ R & % (SSO) FlE R 5 MR 4LRS"

ERASSOEEMNEMREIE , SN TRERSTEDR

£

« EFEBINIT iam : PassRole

« RV AWS KPS ABEE AWS BRIFRIRNHES IR IEE
- BFERHER , BAVREEZRAE

s ZHEFAHT REKIAF HIR

« 2 F %A Active Directory & |, {B7E

- BIBESERAFRTTA

+ CloudWatch B EE S HEP HIVE H KD RFIEIR

SHEERBR 165
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KL AT iam : PassRole

MBHRKRENEIREE | BRETINIT iam: PassRole &1 , MIATMEFENRERUATEG A EED
¢ RES.

K& AWS RS AT RN AREERSIZRS , MARERMNKRSACIRSHXAE, it , &
HMEBR A EEEDRSHNR,

HE A marymajor B IAM A P2 E RSB RES AHITIEREN , SHILT RAIEIR, B2,
RFMHMEERSBERARFHNBRES AIRITIERE, Mary TEBE RN A B%LE B RS HNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , AIEFH Mary BIBUR LA B30 1T iam: PassRole #1E, MREFEEFHE , BHRE
HAWS BEE R, ZNEERRRMUBEZEIEN A

EIE VT AWS IKF SN ABE AWS RIRIFRIFMNARSIREIEE

HA AR - AE | SUEE AN i P R L AN A R TR R A BRI AEHER, BT
SUSEREBER  UURASS, WTSREFRFNERRRHFE (ACLs) BB , BT
{58 PR 0 S B ) A AT 5 1R 0 B RO AR

ETHREZER  BSHRANUTHRER :

- ETHIMUBEERAERN AWS IKFREXRRNIHENR | ESE IAM B ER T EEEEH0
5— AWS K R IAM B P IREFRRR.

- ETHRINMEEZT AWS KFIREXN SN ERRNIGRNIR  ES5E IAM BFRiEEFNEE=H
AWS K 7 3= 4 17 R 4 BR 6

- ETHRIMBENKE SHRIERMAHENIR , HSE IAM AP iR @253 5058 5 48U B
RAEFENER ( BKEEMRIE) .

 ETHEAACNETRERNRBHTERKFHEHNXS | HSE IAM AFERTHN IAM AE5E
FRENEREARE,

O EE R B 166


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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BERWRRE , RAVANREIEFAE

W SSO EEEH RN , eI EE, EREREME , BREZEFR NP BEAEETERE
-LQIEqJIECIﬁE%'LiO

1.  FTFF CloudWatch EEiz4 &
2. EHFEAS , KBIBAWEH/<environment-name>/cluster-manager,
3. El:T3:F H/l.»éﬂklﬁ% HIL:\I)":I:F E’Jﬁ:‘ﬂ

ERERERE , THRITUTERE

1. $TF DynamoDB ##l&
2. #EXR"S, REBRNWKR<environment-name>.cluster-settings,
3. FTARKHER WERKIE",
4. RIFTHESRFHTD  ARWAUTEER :
- BHEM-XBE
- RR-2E
- #ME —sso
5. 1&FEIETT,

6. HEREMNFERFEH  RIESSOHEERELER, MREHIFIERE , BF sso_enabled R4 EE
A False,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. JE[E RES AAF R EEHMEE SSO.
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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ZHEBFRAHI “REBAHF” FHiR

MRAFEZHER RES RERKE “RIKFIAF” 8% , 7F B 1ZAF HIE Active Directory H :

- MR RES F&BZAF , MEKEEFZAFRNME AD

AP AaEREL E RES, RES #/HNES—R , AL EAREEEHHREAFRBEET
RELERM. BMAED , HERPNSRIEEC KA AME Active Directory 7 , 1B,

- MRAFHIHE RES /¢

1. BREMRFEEEH, BXESEE , 2 NELER (SSO) RELN S RAER,
2. WR SAML /BN SAML & F BB &R AR & I F 77 #Y &8 F BB A st 3k o

B P A nEl Active Directory A, {BFE

MRIEE AP RINZ Active Directory , {87 RES AR DZAF , WEEMAS HE%, AD @S
B Lambda BB B/ NITHIT—IX , ZEEE AD 2B S A RES g, Art , ERMFAFRFALASE ,

T—IMESEIRLBEER, EALUEE Amazon FERIIRSFREHRS,
FHEFESIRE :
1. $TF Amazon SQS &l A
2. M “BAF)” ik <environment-name>-cluster-manager-tasks.fifoo
3. EEREMBBUEER
4. FEBRHFIESCH |, WA
{ "name": "adsync.sync-from-ad", "payload": {} }
EHBEA DA, #WA : adsync.sync-from-ad
6. HHEESHERRIDH , A —TEINFERFFHR, LXEXATE TR #HRKHT

MATRREE , BNZERFRBEE.
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https://console.aws.amazon.com/sqs

MESIRIEES AFiEmE
tIEXFENAFRTAA

MREBRREER , EEQNRALE , BEVNEXER KM Active Directory FHIRAFAFETA |, MZAF T
BEEEFGARER,. RENEHRAFAESE, EHRAFRSAEDEFIHE X,

CloudWatch (£ EE 88 A&+ HIE H X/ R F IR

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

MRIEIE CloudWatch EFHEERF AXFIKREILEEIR |, BBAL Idap BERAEERE T AZSHWAFIERE. B
ORI RE | EIRSEH IDP B Idap BRLEREH,

- RiBEE RESBIETMHRSE , B REHERE VDI FH L

- BB RES & T — 1N XHRE , BERERES VDI FHlE

« I&FEEM VDI E#) read/write EITFF

« M RES #1727 Amazon FSx for NetApp ONTAP B & B MA RN E A

TBET RES ®I2 7T XHRS , BEREERE VDI EH L

XHERGEHMAETF AT A" R, REFEER VDI EHEH. ZRUTHIRRIEINHREREBLTE
RS,

Amazon EFS

1. 811X Amazon EFS ##l&,

2. RENHRGHRESRE N “9aTA,

3. MRXHUHRGERDN “FU A, BESF , RAEHEB3 VDI 4.
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https://console.aws.amazon.com/efs/home#/file-systems

MRASIEIAEE RAriEmE

1. BI4E Amazon FSx #2&l &,
2. RERBSRENTH.
3. MR WA N “FAA”, BEEF , RARHBEB3 VDI £4l,

EBT RES &, T — N XHRE , BERBELES VDI 4L

RES LRAMNNHRENEEMFENZEEMN , ARV VDI ENERXHRE, HTXEXHRS
=7 RES ASIER , At RES NEEMXHZ2AMN,

BEEBAXHRERBENZLENATU T AWRE

KB linux VDC EHLH NFS RE (¥%0 : 2049)
* 3k H Windows VDC MM HF/NEPIFRE (w0 : 445)

T EM VDI E£41 read/write EITFF

ONTAP Z#4EH UNIX, NTFS FiREZ 2N, ZEXERET ONTAP A T EI 3R R R
ER R A LMEUUX PR B s AL,

Fltn , INBEMEHR UNIX R X4, NHTF ONTAP SR , SMB & iR 7] LA B #kdE
(RERENMSAMEBRHAITEHRIEFMZEMN ), B2 , ONTAP A UNIX PR , RE UNIX BEFimS
BEfE A T Ef5SUX LR,

R PRANEE A 451 7= 451
¥ Linux T/ERAEEA UNIX XIEH

sudoer AIA N HMWAFRENR. Hla0 , L TFTHBFRFAMER AN Z/<project-name> B %
#<group-ID>5E 4 read/write tXBR :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

£ Linux A Windows T/ESE A NTFS XN FE
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https://console.aws.amazon.com/fsx/home#file-systems
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AUEAREXHRNAZREREELZNR, i, A8 —PMAFuser_01/— 1N XH
Fmyfolder , fRATLAfFFull ControlChange., SREVIPRiI&ZEReadIAllowEDeny :
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HRSTRIfE AF i

+ | T Documents Properties X
f— |

E:[] - Permissions for Documents X

1 Share Pemissions o

GFEIUFI Or Lser Names:

Everyone

e

 folder

folder

Pemissions for Everyone

Full Control folder

Change
Read folder

folder

folder

folder

folder

folder

i
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R Linux # Windows B FIRHEMFH1ZE , RIIFEEE SVM LiREZHME | T Linux AP
E5HEEAFAS5E AP &8 NetBIOS H & &N MHx Bk, X2 Linux ] Windows A 2 B # 1T
BRAFAEN, BXSE , BESREMER Amazon for NetApp ONTAP 5 A Z MY TYES 5 FSx

FEM RES 812 7T Amazon FSx for NetApp ONTAP B &% B A EKRIT A

AT, HEM RES #2414 62 Amazon FSx for NetApp ONTAP B , X REGEHEBEFRSMA

H, ENAIER ONTAP XH R4 SVM INAZRWIE , B2 F A SVMs Microsoft Active Directory
HIZRRIL D% FSx #2HA LSRRI TRE. BRYEAENEZIRSE AD FH Amazon FSx RS Ik
Fo SVM BIIMAESE |, %5 SVM BE > LinT 2 > SMB DNS £# , AFEH DNS &% , A
EREEE.

G , EEEIRE DynamoDB X 4%%E SMB DNS EE 4R :

1. B 5% DynamoDB #&lA .
2. & ‘KR, RiFkFE<stack-name>-cluster-settings,
3. “WEREIMB” T , BIF “Thikss” , Row AL T LR
. BYEH-H
. BT
« #ifE-shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EFBRENREM , RAREERERE. REWA,
5 ERBZREFIN SMB DNS B E X E,
6. EF “RIFHXMA",

A, BREMGREXBKNRESEIZRR Amazon VPC W XHREHEEHPHEBIATRE, £
NHRERF VDI EHIME AT EREMAR SVM MXH4HRER .

HE , B LUER RES Onboard File System ZhEEnE EMA B IE XHERE
T XHRE, RESERE

N FREER o
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

MESEIRIEE AFiEmE
- REBEVREZR ‘KW
'HQHE}_\_FH%)& E/LIJ.L/_F ‘;i%lﬂs—%o

HREBRIRZS T K

£ RESHEBMHEHL , MERBARSH “AW” , MALUET i AEEHEEEEM Amazon CloudWatch
BERAFEEHRLEFNEBRBEEREA,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

m,\\\rﬁﬁ%)& E/LI\J.L/-.F L:/f_.rl:\s_‘%o

MRMERE R RRORBITENA THHR | FEREFHEERM CloudWatch B &L E F&,
MRFABRITEZSAFENR , FRIUERBREL THRRS.

1. T# metadata.json X#4H BN REVIRES R A ExportStatus 1 “BETER’. BRENKREBIZE
TExportManifestFE, MRERKE LRFERE , MRBATFTERRES , TEESRARRBINEE—
LM,

2. BRREIRSE , FHAERBIRSHE RES hE&H ‘B . ’P?&EE@IJEJJH&%%E 5% 10 58
EMMBSHEFHGR RBER” NE , LEERADCIEZRR. XFEKRCIZRRLTERRS.

£}
- MBI RERBEERAEETEERNSES
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NS E R ERRAREETEERNEA

MRAFRAEPHIRSREREERNKRERELEZEESFRR , N7 gE R REMIRE Amazon EC2
KB EFERE,

BERBRENAZLZE , BEARET D EC2 BH AP RABFEFMALUFREL IEHEH EC2 SLHIE
KT D2 sefl, MREZIXFEEMIE , &EF Amazon CloudWatch B EAgELRER R,

E—MEERRERGPNAREERR. WRHE Amazon EC2 24| & LRIV E A AT ITERAE R
FEMAEEMNSITEERNSKS , NRAAIRFERSAZE

EEALE R T IEEAA R

EC2 Dashboard X C EC2 ) Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types
Launch Templates

Spot Rex 5 Target type Protocol : Port Protocol version VPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chse [3
Savings Plans
Reserved Instances 1P address type Load balancer
- - ¢ - A

Dedicated Hosts 1Pv4 res-bicfn3-external-alb [2
Capacity Reservations

Total targets Healthy Unhealthy Unused Initial Draining

v Images 1 ©1 ®0 0 o o

AMIs
AMI Catalog

v Elastic Block Store

Volumes

Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags
Lifecycle Manager
v Network & Security Registered targets (1) Register targets
Security Groups
‘ Q Filter targets 1 @
Elastic IPs
Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs
O 1obasds08631£20043 res-bicfn3-cluster-manager 8423 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

MR “EE”%HBR O, MEKREE Amazon EC2 EH| AT A F A EEK,

R Unhealthy B TR 2 0, MFER Amazon EC2 K| AJREIEE BN, XAIBE R T RENMARERF
RHYRBIETRAREFTH,

MR CER M TRE ZEBHN O, IRTARFENZRERIR. HlU, 2B FHNMALE TR
RBXRL AZsH FM, MRHIXHIFR , Wiz & LB Bt XA RB\EFEMNLIRS,

B ELLRE

£}
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UBNE T EN R E T E BT ERE
- RREEY 5 MNERNREE
« RME Windows EEZHKXN , AETR “EEEXA, ERIER
- VDIs FBEBEZERS
- VDIs B3l e ASIRIRE

LARIIZE 1T BY RE 00 R IH TC 55 B R Sh i 452

MRKSEEZKRARELEEEZTZERE , NRFEAEERHTEE Amazon EC2 EHIHIIHFE | =
# Amazon EC2 SEfIAJEE 7 RES RIBEZ AR IEHELL, EERMRSTELKES RMERS ,
{BZiREE LM,

RIfEF Amazon EC2 ZH|ARWEXLFIRBEL LHEFL, WREFLE , BRHEHE. MBRE
Lk, NBABES - RE. AHXFEE , FEREASEERPHNEABEDBIZMAT A,

MRZHAMBRGNEREEERERE L , NARFEFAEEREFELL,

EReEEs 5 NELLRE
RPALENENSERENRINREN 5, EEAMUERERRAEH#TER , MWTAAR

Bl “RERE
« R CRRSSER R,
« ¥ DCV 2EERT , BHAMBEEERR,
« R BURAPATNRER PHEESNAENTE,
- ERER.
I 8T T TED LA B TA R iR B 2 B

KH Windows EERHAXN , FE TR EEEXMA", ERER"

R Windows S HIERAMHE REHE R EEEXA, FmiEiR" , RREERHTE Windows
S5 ERIZRIE PR DCV RS SH1E1E B,
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Amazon CloudWatch H& 4 <envname>/vdc/dcv-connection-gateway AJRELEARLUATH
BHWHEHBIEREZEZHEIR

Nov 24 20@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MREREXMIER , BRHRTRERER SSM 2EFEERITIT 5 Windows KHIREREFHMBRIAT 2
MNEUEB AR

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

MEHEMIBXLEX S  FENEZEZHATRESKI,

MBI FEBRT AE , HEFBIH Windows SEF~EMHEMEIR , BEEACIERGHRINGESER
B4 RV IEB X4 I 2 E ESEHIAFT Windows &k, X AIsES 4 K AT A T 5208 3 MiE 5
Windows 4 3#Et%,
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VDIs FEEEZNRS

NMRIEEEHEEEREHNLTRECRS , WARHAT S REEERN.

ERERR , BREZASH LN EEHHERTRESBHRBHEIR, NXHERE “BANAEM
EHEER HoPEEMXELEN BEXHF Amazon CloudWatch BEAFIXK.,

BT RERBERNEERR,
« FREEAR AMIID BEM N B |, 1B RES T3 ¥,

BT AMIEREFMENTHEERTE , 5| SEFREMAKRETR. K6 (#1420 Linux 35
5] ) /root/bootstrap/logs/ LM AEX 4B ESIERPNEREE. AMIs M AWS
Marketplace FIRENEY ID AIREREA T RES KHE:A. BMNEENRUBIACINRESI X,

- MBEEX AMI /331 Windows EEH\REKAFIES , FIT A BB,
MINBRT , AP BIRMIZATE Amazon EC2 SKHIE3IRHETT —IR. MRENIAEMNRESLHI 6122

AMI , RJETE AMIER AR H 2 R ER LR B3 5 — N ERUKRE |, WA BER AR T
SETERTE R E KA £21T.

EEHRE , FUEERFHERTAE AMI N RIBELSESES EITH PowerShell &5 &0
REZTUATHS :

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

REMNZKRGIIZ —NETRY AMI, SRR AMIEM R #E  RERSFHNENRE, 7
AR, BUTNENLTEERSHXG LEZTHRNG T , RARERZNFIUBEELRELE ,
BERMEEHIRN AMI B3 % —PMEMKERN , BFERIESEENEZ,

VDIs Bl G AR
e T 1 EXHRENEETRE POSIX MEHAFEET B .
MR THERESE |, XA R YRE I E 8 -

1. TPEBM RES IRAHF 2024.01 SHE FRA,
2. 7£%¥ RES H#tkHiE , WEMIZEEnableLdapIDMappingATrue,
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3. £ RES # & BRI EMN EXNHRAEE RES 2024.01 ZHIMNMRAFER , REEIRENW
FEIHRERFEM, EnableLdapIDMapping False

FRLSR  MBRNHERETFHWAF B,

SSM EIEFHEEREN.

cd /home.

1s-N3IHBREERAFETENB R, flfladninl, admin2... %,

MBRE % , sudo rm -r 'dir_name'. FZEMIER ssm-user M ec2-user B F.
MRAFELZRSBFHRE |, HMEFH DDB X ( clusteradmin BRFh ) F I BRiZ B B9 ER R,

Bz AD E%¥-sudo /opt/idea/python/3.9.16/bin/resctl ldap sync-from-ad &
ERETEEE Amazon HiE1T, EC2

7. ARES MITEBErrorft TIRAEH VDI 3£, KiE VDI REEAY 20 5 /aHi%kEIReady iR

2 e

FE SR 4R

FH

« Amazon EC2 KfpIERFEFREEREL L

« BT FEZEMA AD/eVDi #E3RE R API Health Check kM , vdc-controller SEf5I IE FE &3
s RERMMHRUAMIEN K METSHAETRIIERF

« cluster-manager Amazon CloudWatch BEE 7R “< user-home-init > IKF AR AT A, EEZFFAF
B (ARPKFRAFR)

o ZIXB R Windows REE R “CHKFEHEZER, FEHALNEER"
+ external/customer AD Ei & H#) DHCP %1 5] &5
» Firefox 8% MOZILLA_PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 £flfE#EH AT REETRELL

MR EMIRHESLFIE Amazon EC2 BH AP REETANELL , NRRATRERHEERX , ABURT
ERigEEGINER, UATREERRNSZ.
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8 vdc-controller 32 f514E Amazon ECZ REAPETRESNKILRA , NAERHTZANETER
FiE. H RES *E?F%@%ﬂﬂﬁﬁx , X LEARE 7] A VER B B A% #E Amazon EC2 SE6I#9 IAM 178

PR HI R B Ry — o MR vdc-controller IEFE &} B CloudWatch BEAFHIM LA TR , NIRRT
ﬁbiiklEfﬁWlE%ﬁ‘fﬂo BAER , FEEFRAUATARKRIEER !

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

&SRR Amazon CloudWatch B EE BN TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

2 Amazon EC2 4| LML H WA E LA HIRABTE,

BT T &M A AD/eVDi #E3RE 7R APl Health Check %M , vdc-controller 245 IE 7E /&R

R eVDIi ERHWSTRARERY , EFERRRESH 2 ERATAR,

R EA M+ 180



MESIRIEE

RAriEmE

Modules

Environment modules and status

©

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

EXMERT , HidH —REE:

name>/cluster-manager. )

BEEHEERCloudWatchBE, (EHRBIWHEHEH<env-

A BE/Y [A] 7R -

MBHEBEXAInsufficient permissions , ¥R AIEE res HH AT 4A HEY ServiceAccount

AP EHEIERA,

HETRA

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

o IBALAM SecretsManager # %1 & 15 R RES ZPEHAEIRALH ServiceAccount AF &, 7E Secrets
EEBPRIENNZES , ARER REANXAKR, IRAFETER , FEFEREUAERZD
B, K1I-YETWEREERM vdc-Controller 3561, #F R FRERS.

ERAEAR e


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets

MEEIRIERE AriEE
- MRBEFEFABRRENNTRFHEZVNBIEIR , W AP B4 ServiceAccounty 7, HIRIEER
£ RES HiEf$iZDisableADJoinS k& N False , iE#{R ServiceAccount “” P BT AD
FAIZITENIN R,

- MEGFEANAFAEER , BEAEREENARInvalid credentials , NI&H AR R0 Al LS IR SR
23 HA,

BETRHA

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

B E Secr ets Manager 4 & PiHEFE BB E , BULUEEEELIBINER AN
B, EEFA (Hl<env_name>directoryserviceServiceAccountPassword ) , REiE

B RBEAXE,

- MRRPFNFRETER  FERREUEFEEZAPNE, KLY TNEHEESM vde-
Controller S£fll, ¥EHIFEHAEHNZBHL TFRERS.

- MRZRWBIEY , VT8 RIEREM Active Directory FIIRBETH, RUMETE Active Directory
REEFE , AREFBB, BHLUEE Directory Ser vice %] & 1 Active Direc tory FEE A
FHES :

1. EFHEMMEFRID
2. &R B, ‘EERFPEE , AREREPEBERAF/RA ( H0 ServiceAccount ) MFT B,
3. MREMRENEBBEZHNEBRE , HEMIERA Secret Manager A F I ( fl

i , <env_name>directoryserviceServiceAccountPassword.

4. &I YEFINEREEEEEM vde-Controller 3244, #2654 FRRERS,

URIBRAEERR BURINTL B B |, BIE A2 HIAE TR 5IRS

WRBEAREELATENAFK,S AD BEZHEXNREEx, MRHINLEE @ BEREEHEES
Amazon CloudWatch B&EF R EFEL IR <user-home-init> account not available
yet. waiting for user to be synced* , \ERRE2MEREEZHEx,

RE LR EA 182


https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

MESIRIEE AriEE

cluster-manager Amazon CloudWatch H&E 7R “< user-home-init > lKF AR AT A, IE

EFFHPES (HFKFRRAFS )

SQS TRZEMR T ZHTEAFKS MICERA BATLRER. ERAFRSHEZHNASQEEXHFR
SRt , 2ERRMARE,

CEEHRAFPKFHNERERAEREENEEEAN AD EBEE RES, #lin , 8|2 BI/RES HRER
FAKServiceAccountUsernameSHERIER , FIENER “ MA 2 ServiceAccount “Admin”,

IR B FZEH Windows RHE R “BHKFEHER, TR AEZNEER”

CORP\adminT

Your account has been disabled. Please see your system administrator.

R EA M+ 183
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MRAFEZEFERVNERS , NARKRTNZAFEEY SSO A2h&EF/A , B&EN RES BLEH/ AD
PIWEH

WREAD FEATRAFIKS , SSO BFZNZE XM

external/customer AD Bt E#) DHCP &I [a] &

MREEBSH Active D "The connection has been closed. Transport error"
irectory R RES BEZ|451R % B Windows EE#\&EH , i&E%F dcv-connection-gateway Amazon
CloudWatch HEFREBERLUUATARTHNAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MR AD HiEHIZZ AT HCS /Y VPC Y DHCP &3 , NIFEE :

1. ¥ AmazonProvided DNS 75 b/ /N 5352 %1 88 IPs,
2. FERIZRE RN ec2.internal,

WAERT — A Rfl, MREEWERE , Windows SENE RMEMESIR , KA IEEE RES/DCV #
ip-10-0-xx.ec2.internal EH1B,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

R EA M+ 184
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Firefox £5i% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

HIREEA Firefox M KEERAT , MRS HNERIELKEN , RAUEKIBTHEIRBEERE
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING.

FEREZ RES Web fR$E51RE 7 TLS + Stapling On , (BEFEREITRIE&EMN ( S https:/
support.mozilla, org/en-US/questions/1372483,

YRUE]LAIR BR LA T stk B9 15 B R RIX MBI ¢ https://really-simple-ssl.com/mozilla
_pkix_error_required_tls_feature_missing.

IR S5 M B

£

« res-xxx-cluster #4k4bF “DELETE_FAILED" X% , HT “BSLRBELERIR” Bix , TEFIM
&

WERE

EETH VDI A&

M Linux EC2 £6I T B &

M Windows EC2 KB TE A&

IEfE W EE WaitCondition 5ix#Y ECS HE

res-xxx-cluster ##4:F “DELETE_FAILED” JRA , AT “ATHRHTLTERR Hix ,
7o 3 F ol Br

R BEE R “ res-xxx-cluster #1424 F “DELETE_FAILED” RSB T EFEIMIER , M A UBRITUT
SRR E M BR

NRIEEFMERLL T ‘DELETE_FAILED” IRE , BAZAFHITEMBR. © e H —NEIAMRIER
MR EE, EEMIBER,

R BR 185


https://support.mozilla.org/en-US/questions/1372483
https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing

MESIRIEE AriEE

Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BEf , BIEERER T AL FAHKRER , ENTRLFIALEZRENTRAEE, EXHERT ,
FREMBRREN BERENTR , REEEWER,

RABESE R — M T RAVEIR Role: arn:aws:iam::... is Invalid or cannot be
assumed
TR
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

X B E M BR AR T B Y A B A HER B SCA M BR. BEMRXANRA , BEFAGHNER. Bl IAM
BHE , FRLLIANSHZERZENNARL  SESHE .

o WFAMERMER | FEBRAWS RS,
o« XSFHH , iETE Use cases for other AWS services “i&#” T A CloudFormation.

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CioudFormation v

© CloudFormation

EBRT—%, BENAEEF “AWSCloudFormationFullAccess” Ml “AdministratorAccess”
MR, BT ENO TR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type Attached as

AWSCloudFormationFuliAccess AWS managed Permissions policy

AdministratorAccess AWS managed - job function Permissions policy

Tags

ARFIREl CloudFormation 2 #| & FH I BRiftik, BRIBAGLUR , EMEMZITLUFEMBR. &F5 , &
£ 1AM 2# & HHBI RS EZN A G,

WEER
M EC2 2| & & 5 EC2 X4l

o RRUTHBABREM Linux EC2 £41,
o RBULT BB R EPRRY Windows EC2 3R6l, RFFTFF Windows PowerShell BUE TEMI A H,

WEER R EN B

1. Cluster-Manager : NA T EREEFEERNW AL , FHEMMBIFIEH,
HEHAFHFFE CloudWatch H&<env-name>/cluster-manager,

b. <env-name>-cluster-manager EC2 34| £ /root/bootstrap/logsBZTFHFIE B,
REBARTIFF LAY “M EC2 #2&] A & 5 EC2 24 e RIAY iR A = FIERI 6,

2. VDC-Controller : MEAT{zE3KEX vdc-Controller B B |, FHFEKMMBIZEIFH,
a. BEA P MPTAE CloudWatch H&<env-name>/vdc-controller,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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b. <env-name>-vdc-controller EC2 3£4l £ /root/bootstrap/logsBE R THWFIE HE. &
BT FFSLHY “M EC2 #4525 EC2 SLf” s a5 TRy BF B R IR RS2 61,

BRI BENTEZ —RERM Linux EC2 KB T8 B EART R AR TRE. EREMHREX
BIE o

IWE VDI B&E
1R BI B R A9 Amazon EC2 324

WMRAFE T HBEXEBMM VDIVDIL , N Amazon EC2 #2 & & LAYHE R SE 61 & R

£, <env-name>-VDI1l-<user name>

UK £ Linux VDI B&

RBATIFFL “M EC2 25 &3 3%K EC2 K" REEEMTHEA , M Amazon EC2 #2§l & B3Rk R
#y Amazon EC2 32|, 3REX VDI Amazon EC2 34l £ /root/bootstrap/logsHl/var/log/
dev/BRTWAERAF.

REBENFEZ —2Ee &R 3, REMNBETH, At , BAZRBUTETRMN—1ER
FIREFAE AL , ARNHE £
1. RBLUT S| /Toot /bootstrap/logsBE R T E#l dev BE :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. BT —THIENPRTHRARLR, EFETH VDI HE
I & Windows VDI B&

BREBATIF L “M EC2 #2515 & F EC2 =" M 1HA , M Amazon EC2 2 #| & &AM MY
Amazon EC2 3£, 3REX VDI EC2 324 E$env:SystemDrive\Users\Administrator\RES
\Bootstrap\Log\B X THFEBX,

RMESNEEZ——FElEER S3, REMNBETH. Akt , FRET T HhIHNSRET
BR{E-EHETH VDI B,
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FE&ET#H VDI BE

1. FE$F VDI EC2 3£ IAM &L A4 S3 i,
2. %3 EC2 24| A HEBRER VDI £46,

3. ERTCIEEMFANIAM AL,
4

£ DMIBR” THXEWN “IXPREREE o , &R ‘MK , AREEFE AmazonS3 FullAccess &
B o

14278 DA PR LA B B0 % SR B
6. xJ& , RIFEEH VDI RE K ERTHIEHSRTHAT, BREBFEREBH.

o

a. M Linux EC2 326l & HEEB T Linux.
b. M Windows EC2 =4I T & HEEAF Windows,
7. BE, REAGUMBERANazonS3FullAccessE g,

® Note
FrEAEE VDIs fERAMERE IAM A |, B) <env-name>-vdc-host-role-<region>

M Linux EC2 24| T & B &
FEEMNPTEHBEEWN EC2 3246l , RARETUATHSNMERLELER s3 2 :

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

2iE , #%E S3BElA BT HEBMMNEMN , <environment_name>-cluster-<region>-
<aws_account_number>%ETﬁZFJIJJ:4§E’J<module_name>_logs.tar.gzjlﬁ:o
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M Windows EC2 2l T A%
KIEBEMNBRTHBEEN EC2 4], ARETUTH SN E HELER S3 FM#4 -

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

25, 3 S3 BEEA  ERTERMHNEMM , <environment_name>-cluster-<region>-
<aws_account_number>fAfE T &2 8l L& M <module_name>_logs.zipX#.

IE £ U && WaitCondition &% ECS B &

1. RISHBOHELFER “FR ETF,
2. RIFT#E ResearchAndEngineeringStudio~» Z%#EF — {55 CreateTaskDef- CreateContainer—
LogGroup , RFEFEEITIF HER CloudWatch HE4

3. M‘ /u\éﬂqqﬁﬂyﬁ%ﬁm E/L/\O

SRR

£}
o RN FHRERN S HRIEE RN HIVERMEEFREIR
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RO IEXT & IR AR & 0 RIS K ET B IR RIME R FEIR

LI}

MBEBZABEFZHKE LEEMREEN S HRIEERSHAZTIER , NENFBTED I, X
ARERFRZHBZZNAFNEB , LA AR4RE Active Directory Service K,

23 Y

1. EEERFEFEPEBAS MBS K, EB,
2. ¥ S ecrets Manager REYBRSS Ik 3253 |, FH SETE L E A AR ZE A8 THE -

« X TF Keycloak ##% : PasswordSecret-... -RESExternal-... -DirectoryService-... Fff iR : 55K
Active Directory FI %343

« X F RES : res-ServiceAccountPassword-... T ##iR : Active Directory Service ik = 215
3. HEFEC2 #2H & HAL I ERHEEEEM, Auto Scaling MNKF Bz Al & T EFIHNEBE

& & E] &

« 2024.x B4 H

(2024.06) ¥ AD AAHTEZERN , MARBELAK

(2024.04-2024.04.02) 4K 1AM PRI F KM MNZE VDI EHIM AR

(2024.04.02 R E R A ) ap-southeast-2 ( F&JE ) Y Windows NVIDIA EHIF B 5
(2024.04 #1 2024.04.01) RES MiER %M GovCloud

(2024.04-2024.04.02) Linux EE\ R EE S B AT HER T “IRE” RES

(2024.04.02 R ERIRA) T3ER S “ SAMAccountit & B2 AEZRHESGHREHN AD A
(2024.04.02 REERZAX ) ATHRIELENMNAATK

(2024.06 RERHRAE ) £ AD BEIZHiE , BFERKRAKRE RES BAF

(2024.06 R E EARA ) CVE-2024-6387. Regre SSHion. #1 Ubuntu F %4 %8 RHELY
VDIs
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

MEEIRIERE AriEE

2024 .x B H 5@

(2024.06) & AD HEM B S =T , NARKBRAK
1A 88
ME AD AW BHPERZEWH , N RES 2024.06 SFT5 3% 5 A 5 AT AR ASHI R R

£ AD B HiiE , EFEESR CloudWatch B& ( FE<environment-name>/cluster-manager H
FAT ) HIEUTEHIR

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

ZEIREHAT RES REZHFSUTERNAS :

- ERAREENENMAEN ASCI #&, BF. IS (). AR () MTHL ()
TRFERABITS (1) FRE—NFH

LB A 4= oia
REE A=,

.
/

- E

%,

2 S AR A
2024.06
BRI

1. ETHNTBIAFANT X4 ( patch.py 1 g roupname_regex.patch ) , EE{THA T
T, <output-directory>&#HN EFMIH4H B XM RES HE<environment-name>##H
/.

a. Z¥THUERT RES 2024.06
b. *MTHIARFEZE AWS CLIv2, Python 3.9.16 E & RA LK Boto3,

c. HEE RES Wk MXEEE AWS CLI , HEREHEA S3 NREXKREA RES tIZMWF4E
v

OUTPUT_DIRECTORY=<output-directory>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. SMBITEATHEAMMST XHNEFK, BITATHTHE

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. ERENHEESEHTERLN , FETUTHmS : B LM Amazon EC2 BEEEH|I B &1L
&=,
INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
ZANT A AD ABHIENENMAEMN ASCII &8, BF, B (). A= (). X% ()
DREBKENT 1230 2HE (&) HWERK,

(2024.04-2024.04.02) 1AL IAM BRI R KK NE VDI 2N AE
XA B B

ENSESELTEAEBHEETMBENNRORAEEZ, XEERNETECRHE , Boundary SEE UK
PR IAMPermissionil 5t R IE# 0 BL 4R 1Z 10 H .
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2 M E ARA

2024.04-2024.04.02
Z]BE
FREATSREBBFEDBELTENNRLR : VDIs

1. ERZHATHIARFIANT X ( patch.py F vdi_host_role_permission_boundary.patch ) , EE{THA
Tand , Bift<output-directory>NEFRHR AL B F

a. ZANTAUEA T RES 2024.04.02, fREEARIRARAS 2024.04 5 2024.04.01 , N A] BL%
BRSPS HARERAERTN S R ENIMEERE 2024.04.02,

b. *F TBIZRZEZE AWS CLI v2), Python 3.9.16 RE &AL & Boto3,

c. AEPE RES Mk M XiHELE AWS CLI , HBRZERE S3 INRXKRE A RES BIEMNFM# .

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. SMBITEATHAMIT XHEHE FK. BITUT#T @S , <environment-name>Ei#J
RES HMEH B :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. BEETEGTELZNKREFEZSERTESEIH , <environment-name>E#7 RES ;EH
Efh. B TALAET Amazon EC2 BRI 4| & & 1E5E4l,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

( 2024.04.02 B E R iRA ) ap-southeast-2 ( &fE ) H#Y Windows NVIDIA 3£6I 3£ /3
)|
XA ] ER

Amazon Hl2ER & (AMIs) AT #E RES HE EERERENELEE (VDIs). 81 AMI #HE—/1x
Bk ID , ZIDE#X M. £ RES FEEH AT ap-southeast-2 ( Z&JE ) H /3 3h Windows Nvidia 3£
BilEy AMIID B BT R EH,

ap-south ami-0e190f8939a996caf east-2 ( & ) AR E T HXEZEHIFEEH AMI-
ID, ami-027cf6e71e2e442f4RickFA AMI ID,

A=A EAERIA ami-0e19018939a996caf AMI BEIEHIET &I R U T 44iR,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

EYZERNIR , 2B ROIEE X

« £ ap-southeast-2 XiF & RES,
« £ Windows-NVIDIA ERIAE 4L (AMI ID) B3hEHl, ami-0e190f8939a996caf

5 00 49 MR A

FiE RES M7 2024.04.02 B E B AR ER 3 F /00
EW7E

LT BT RES BRZ 2024.01.01 L3417 TR

o EALTREEMATH MR
« AMIID : ami-027cf6e7le2e442f4
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WRSIRIfSE AF i
- BYERS : Windows
- GPU #Ii&m : &iFA
- Hh. FHEZEBEA/ (GB): 30
- &) ATF (GB): 4
o EFLLER R E 3 Windows-NVIDIA 354

(2024.04 F1 2024.04.01) RES B % % GovCloud
XA A B

£ RES MIBR T/ERFES , UnprotectCognitoUserPoollLambda &= 8 & 4 M BR#Y Cognito A
P MIBRRY . Lambda $h4TH/E3). InstallerStateMachine

B F &l MR F GovCloud X132 [EIRYBRIA AWS CLI IR AFEZR , Eit Lambda
Mupdate_user_pooliAZEXEH GovCloud HXM,

FEFEZEMER GovCloud XEH K RES RSBRI L THIR

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

B RNTDE

« EE GovCloud X1FHZpZE RES
- WM& RES #4%

3 S0 A9 hir A<

RES hx4s 2024.04 #1 2024.04.01

29 e
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DT RFEEREE RES iR 2024.04 £E317 7 R :

« ¥TFF UnprotectCognitoUserPool Lambda

- WBMEH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« BITRE-> fwE-> EF BT Python 3.11-> “@R%FE"
« #TFF CloudFormation,

Bk RES #4k-> BUHEH “REZEEFTIR-> “BER".

(2024.04-2024.04.02) Linux Bl S EEEF I AIREAL T “RE” RS
X ANE B
EFHRUNELEFEFBIN , Linux EREREAESEEE “EERE RS,

XBIERE , S AWS ystems Manager T 2E{TEMIZEG SR AEHHW DCV «1F , 3 H vdc-
controller CloudWatch B& (EAEAT ) FRAD LT AZBEE. | <environment-name>/vdc/
controller CloudWatch

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

-3 20T
2024.04-2024.04.02
R
EMEFEE EERE RSWEMKE , BRTUTHRSE
1. MEC2 #5883 SSH # ARBEKXH,

2. HEXFIEBITUTHE :

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. HFRXHIER.
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EpLEHHENKEETEHFNRE , FHRITUTRE

1. ETEATHEIAMKNT X ( patch.py M vdi_stuck_in_resuming_status.patch ) , &I T8
T, BRAEEFEHHHE R : <output-directory>

® Note

o ZATOGEAT RES 2024.04.02,
« *PNTHIAZEZE AWS CLI v2, Python 3.9.16 S E & M4 LA K Boto3,

« AEE RES K MXEEE AWS CLI , FAHFREHE S3 NRKEA RES tIENF
Mo

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. SMBITEATHAMIT XHEHE FK. BITUT#T @S , <environment-name>Ei#i
RES F#Ef<aws-region>BAMMEE RES By X1

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02

--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEHRBIEIREN VDC 845185324 , HETUT&HT , <environment-name>E# 7 RES
28: 1: =S e

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERRA) T3:E S “ SAMAccounttE B” BB EAXAEZREHREFTH
AD R F

XANMRE

SSO REBEEZALFNNE (FNAD BZEH ) 5, RES TERS AD AF . & EESES CloudWatch
H& ( £<environment-name>/cluster-manager B&EA T ) £ AD BFHIEZE U T IR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
(A N Qe [N 28 )R 12 00 P e S

ZiRiR2HT RES UEZHFELUTERMN SAMAccount F &

- EREEESNEN ASCI F&, BF. AKX (). FTXE ().
AFEAIRHTILENE - IRER—PFH
- ERREEFNMEENAR/ITRIEK (Flm., . . o )o

XA

2 S0 A9 hir A<
2024.04.02 R E B RRA
ZE#T5E

1. ETEHMTHIAFANT 324 ( patch.py F s amaccountname_regex.patch ) , EET A T an
%, <output-directory>BMANEFEHRIHHE X :

(® Note

« ZANTGER T RES 2024.04.02,
« ¥NTRIAEZE AWS CLI v2, Python 3.9.16 SE SRAEA K Boto3,

- NEE RES WK MXHAE AWS CLI , HAHAREHE S3 MRKEA RES tIBHF
8o

2024.x B[ 8 200


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. SMEBEITEANTBIAMANT XHWE FK. BT T4 T @S , <environment-name>Ei#R
RES HREM B

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. EEWEINENEHETEIREEN , HETUTHS , <environment-name>E#tH RES #iE
HE . BB AILUET Amazon EC2 BIRR & & 44 1E3E41,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERAE ) BTiHEEL2FHNFABALTR
XA &

HAFMNRES MRS THAANLRELEHN , BANBATER , ZITHTHN 1T, XER
ZHREY. HAFPZHEATHENZHABREL N6 |, IPFKRBILTHER

Load key "<downloaded-ssh-key-path>": error in libcrypto
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<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

A Ll &N

2024.04.02 R E R4

R E

BAVEWSEA Chrome THREH , RAKNKBEFRZ R,

(2024.06 REFRIRZA ) £ AD B HE , AN GRS RES @F
HiRiER
R groupOU & UserOU R[G , BHAR A NLEEEWEL E RES,

2iRXEP AD AHFHAFE , RES 2812 Idapsearch 3885, ZHaNTEEF4EIRMER T userOu S
M =Z groupOU ¥, ERZEBRARBEREEAAF . RBEE UsersOU F groupOU FRIER T F
SEHIIXFITH,

-3 AL RS
LR MATE RES iRAS 2024.06 ERIRA
ZfR 7%
FRBUTSREERFR
1. ET# patch.py BIZ<F group_member_sync_bug_fix.patch 3X# , BT T @+ , <output-
directory>E N ETH X4 A B ZMEMELHH RES A : <res_version>
® Note

« ¥NTHIAZEZE AWS CLI v2, Python 3.9.16 SE S R4 K Boto3,

- NH#E RES WK MXEEE AWS CLI , FAREHEE S3 MERKEA RES tI2H7F
Mo
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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« AT RES ARAS 2024.04.02 1 2024.06, HIRIEFEFIKIR 2024.04
2024.04.01 , MZEM AT 281 , AINZERP I HN SRS EVIME T EHAXEMAE
%) 2024.04.02,

« RES hx7< : RES 2024.04.02

T FEsESEE - 20 24.04.02_group_member_sync_bug_fix.patch
o BIRMRZA : RES 2024.06

T T84 - 202 4.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. SMBITEHAITHAMIT XHENE R, BITUTHTEHS , <environment-name>F#H
RES FMEH B :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EEMBIHRMNEHEEREH , HETUTHT :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 X E B A ) CVE-2024-6387, Regre SSHion, # Ubuntu FH &L £ JRE
RHEL9 VDIs
iR

B 7 OpenSSH RE25 iR 3 H & A regre SSHion BY CVE-2024-6387, IiRAFERZ 5 HRITHNIT
BRGEEBEEFRRSE|LINTEERE , NMEEA OpenSSH #HITLZEBENREFTRTER

F RES, irEERERESELINEN SSHH#H ARLEE , E2FNFAZRRENTM, EE , &
MRMHEERIA AMI ( LB REME ) RHEL9 FPATE RES RAHH Ubuntu2024 VDIs ( R\ EEE
HZEN ) FANERRZZEREEM KT OpenSSH MR,

XEBEIA RHEL9 M Ubuntu2024 VDIs ATEE#ERIA , EREEEEHRLLE.
BRZEENESHT AT EXERE,

2 AR

L RIBEIMATA RES R4S 2024.06 =HE R R4S,

B

Ubuntu RHEL9 MUbuntu#f &% T8 L £ REAOpenSSH4MT . AILAMEA T EMMEN R4 2 EERR
HATHR.

MR B EHF Ubuntu RHELY 5 Ubuntu VDIs , BATERWBIZBUTI A4 T VDIsiiAR1TIRE, EfE
#MAR3E VDIs |, FRATEIILE P AT CH FUTURE B VDIsiH AR TR 4E, XL BAIEIR T a{aiz TR A
LU A EFH M A T &R VDIs,

MABEXT VDIs
1. BIUTHSREXFEIRAER Ubuntu M : RHELY9 VDIs

a. *THIARFEE AWS CLI V2,

b. JEBE RES Wk MXFEE AWS CLI , HIEREWME XX S AWS ystems Manager i51T
WS Systems Manager R,
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BALEETHS AELRIEHARERNET, BE “GRALER" BIF , BEHHNE
T ID, REWIAFESRH IDs #H K IHEE.

*NT &3k VDIs

1. ETEATHIARMANT X ( patch.py F update_openssh.patch ) , EE{THA T
T, <output-directory>EH#NETH MM B FM RES HiK<environment-name>k &
o

(® Note

« ZANT GEA T RES 2024.06,
o XNTHIZRZEZE AWS CLI v2), Python 3.9.16 SE & RA LK% Boto3,

« NEPE RES MK P M XEEE AWS CLI B2 , HEBREEHE S3 NEXKEA RES 6
BREMEE,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITUATHTEHS:
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https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/

update_openssh.patch

3. FAUTHSENBHENIFEN VDC 25254

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

HA RES WA 2024.06 R E & MRA X840 fut VDIs ure. E VDIs FEMRAE T 2024.06 K9
RES REF{EX future , B E EFEHA LT HEASE RES MBEHLET 2024.06, FERAEH
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R X 7= BA

B Amazon EC2 SRfIEHMHTAMNATEERBENNZRRERS ( XWmRS ) WAk, tES TR
BRHEE QG EX LTI, Bt LAEA AWS Systems Manager Session Manager , '© A E&E
RDP BEAXEE RDP ¥ a#1ER NiZf2 15| E) Amazon EC2 £4l, MR EEFANIZERE RS F T
iE , M CALs MMM T IELEMAMEZEREAS, CALs EEER R4 RENZERE
AFRAZEZF TR HAE | JLUEETE AWS B\ (£=E ) HPHE, BXxBET AT HRERES
FAHEB NN T TIENER , BSRELRNEBREN LTS .

BERFERENAXEFHEEHTRMITN, &AXHF : (a) RESE | (b) KK AWS ZHEH ™= mAts
ML, WBER , BRBTEA , UK (c) FREHEXERNT., ARG A 5 8 E &S SR
AWS AWS = mIm RS “REHE" =#4 , FTHTEAEANEBR. BFRREZG , TieRATERE T
AWS & FTEMTES AWS VRS , RAXBEAETHEHEF ZBNEAMIN , B FaXNH
AWS H 1T K,

Research and Engineering Studio AWS 21R#& Apache Bl E £ 1R EA Apache A RZR 2.0 Y%
FIRBIFAH
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https://aws.amazon.com/solutions/implementations/rd-gateway/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/windows/faq/#need-lm
https://www.apache.org/licenses/LICENSE-2.0

MRASIEIAEE

RAriEmE

81T

BXEZER , BSHAFMEFRN changelog.md X, GitHub

B

2024 £ 8 A

2024 F 6 A

2024 F 4 A

2024 £ 3 A

2024 £ 2 A
2024 F£1 A
2023 12 A

2023 £ 11 A

BX

o KARRA 2024.08 —

« 07 34F Amazon S3 FiE@IESZ
Linux EE#l R EERRHE (VDI) 26/ X%
¥, &2 HAmazon S3 Z#4E,

c EIMTHNBENMEBENBRHNIE  X2—
AFEENNEACANGFNIIBEEN AT
A RER, FSRNERE X4,

- AFEE B 7T1Z8EH RS

o KFIRZA 2024.06 — Ubuntu X3 , BIB A
E IR,

- FFER 25N SIBERHE

KM 2024.04 — RESH.41E 4R AMIs F1I0
B B ahiEiR

HFEWMEEEH, CloudWatch BERE.,
FORERRA

RAHRA 2024.01.01 — EFH I BER
RIS 2024.01

GovCloud B g & MEHR

HIERRA
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https://github.com/aws/res/blob/mainline/CHANGELOG.md
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