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WAHX (&HX) ap-south-1 =
A X (KPR ) ap-northeast-3 B
WA#X (BR) ap-northeast-2 B
AR X (TN ) ap-southeast-1 e
TA#X (F&EE ) ap-southeast-2 =
WA#X (FRRE) ap-northeast-1 B
MEX (HE) ca-central-1 =
RMih X ( EZRE ) eu-central-1 =

BRARZXRAR m


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

AWS re:Post FA AR

BHEEEER

X145 & #5 X 4R
RO X ( ZBI/R=E) eu-west-1
RO X (123) eu-west-2
RO X (K= ) eu-south-1
BRMib X (B2 ) eu-west-3
Rt (X ( EFFEEFREE ) eu-north-1
7R ( BA) me-south-1
7R ( PUBREE ) me-central-1
EEM ( ERF) sa-east-1

AWS re: Post E T8 B 171 K& R 5

(® Note
NTREZEMN , BRURCBRBKREAFMAR IAM A/,

re: Post Private P %1%

=
=

i

7|

7|

7|

7|

o

ol

ZINER T , AWS Identity and Access Management Fi P f1 & & o A1 2 &K AWS re: Post A
BRR. it TEER AWS BRG] A AWS CLI, 5 AWS APl HUITHES. IAM B R A6 28
IAM Kl , UMEANAFPNASRFRNRANMENEERRINITIHREN API B1E, A5, EEAMLM

FHX LR MM N2 FEX LR IAM B R4,

ETRMAERXL RG] JSON REXHGIEET IAM HHHERE |, F565 (IAM BFiERE) P8

# 1AM policyo

F&

- RZEXK

- AYAFPEEHIIB SR

Identity-based & B Rl


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS re:Post A AR BHAEEER
KRB ER{ESSER

|dentity-based KEERE T EARB AU UELRNKS PLIE, HRIZMIER re: Post AERIR., XLIRE
ARELE AWS IKF R4, BIZREFEEET SHNREN , HER/UTIERMEIX

- FFHAER AWS RERBEH RO RENBENR — BEFBOAFPNITERBR TR , BEANTS
ERAPIRTFNRNAWS HERE, SIEMRNRARTH AWS IKF, RMNBWEESYELHN
EHRABIN AWS ZEFRERBRE-DBINR, AXESZEER , HZH (AM AFEE) F/Y
AWS F£E R THERRBERAWS FEE R

« NASENR : EEA IAM RERENRE , BREFRITESENNR. Ak, EAIER
EREFRG T AUNBERFRRTHRE , BN RENRFA. BXEM IAM NARRNESE
B, #FZH (AM AFER) S8 1AM PR RE R,

- £/ IAM KEE PR S ARt — SRR &I TA R AR - 447 LA [6] 5 B 7 HN 5 44 Sk PR il 1 82 A R SR MY 8 o
plan , B LRE R FARIEELMNER SSL REFMAER. IRBESRERBIBENHAE
FIEY , Ut AT BAGE A S SRR T S BR S5 1R ARV A RI AR AWS FRSS |, B2 CloudFormation. BXE
ZER , FZH (AM AF1ER) S8 IAM JSON KB TTE : &

- £/ IAM Access Analyzer BIFEH) IAM KB , UBRNEHN L2 MHRMINEEM : IAM Access
Analyzer 2 IEFT RS M E KR , LAREBAS IAM KEIES (JSON ) M IAM FH{ESE
. IAM Access Analyzer 12 100 ZUURBEREM IRENEN , UHBBEFELZ S BIEEMLBEN
Kig, BXEZEE , 520 (IAM AFER) FHEA IAM Access Analyzer KiiE R B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZEEFE IAM AFRRBAF , A MFA UREXR
i, EEEFAA AP REREE MFA |, BT MFA ZH4RMEEHRES, BXEZER | S
59 <IAM AFiEr) FRER MFA R API 15[H,

BXIAM RNBRESBRNESES , B38 (AM AFEE) i IAM R R SERE.
RTAFERMIBE SRR

ZORBIGLRR T A R |, ARV IAM AR EENR MBI EAF B ONNERMITE XK, R
BIEEEFE LSHERA AWS CLI X AWS API SU4RE 5 25T LR BRI R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

Identity-based K E& R4l 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS re:Post A AR BHAEEER

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R BX R B

MRS ZOENEEN R, ZUANHNEKREEERAZIAS, BEARACP, UTRBEREIR
BA 20Al 53 BCAX PR BAHR 4T AWS re: Post Private #1F. BXAERIEHN —MREE. , HS AWS IAM A
FEEFHEE IAM K, BA IR AWS EE#2FlA&, AWS Command Line Interface (AWS CLI)
3 AWS Identity and Access Management AP| 3k 12 1 #: A N ER R B

£}

- Read-only %5 [7] re: Post Private

« 4150 re: Post Private

Read-only 1514 re: Post Private

LA & [E B P #F |IAM Identity Center # re: Post Ao 2 4] A KIEEUN R, WERBEAFAFHITR
£ re: Post Private #24E.

P BR SR A 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS re:Post FA AR

BHEEEER

JSON

"Version":"2012-10-17",

"Statement":

{

[

"Sid": "VisualEditoxr0",
"Effect": "Allow",
"Action": [

1,

"organizations:DescribeOrganization"”,
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions”,
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations",

"sso-directory:DescribeDirectory"”,
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"repostspace:GetSpace"”,
"repostspace:ListSpaces”,
"repostspace:ListTagsFoxrResource"

"Resource": "*"

524158 re: Post Private

UTREBEQAFPRT IAM 54 /0H re: Post AERFI SN T2 HBNER, LBEAFRFIITRME

re: Post Private &4,

P BR SR A



AWS re:Post A AR BHAEEER

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations”,
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations”,

"sso:CreateManagedApplicationInstance"”,
"sso:DeleteManagedApplicationInstance",
"sso:AssociateProfile",
"sso:DisassociateProfile”,

"sso-directory:DescribeDirectory"”,
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant",

"repostspace:*"

1,

"Resource": "*"

P BR SR A 15



AWS re:Post A AR BHAEEER

AWS AWS re: Post Private B3 & FB&

EECRBEREMAL  £/8 AWS RERK U NERR@AS . HANAGRIKIR, 6Z2MNNER
REMENRG AM ERFREXRREENBEMEZ LR, €£H AWS BERBREANT, XEBRK
HELAS, AIEEHN AWS IKFHER, BX AWS RERBNEZFEE , 55H IAM BFEEY+
HYAWS HEE R,

AWS BRS 44 MEH AWS RE R, BT EER AWS RERBHNNR, RSBERITELE AWS
RERBAMMEMNRUAZIGH R, WRXEFSLBHMRBNTESH (AR, ANA6 ). H#
HFDEEREFRET AT | RS HB TEEERM AWS HEERK, RSTE2M AWS FHE R F BRI
R, Rt REEFF2WITENINENR,

eS| & AWS XEFE SN RSN THFRENIEE R, flI , ReadOnlyAccess AWS FEEREER
XA AWS BRS FAIRRIRFRRR, HRSE 30— TR LIEERS , AWS SN HTRAEN R IR
RERR, BXRESZEER , HZH (IAM BFEE) $H AWS H£E XK,

F&

« AWS IEEXHEE : AWSRepostSpaceSupportOperationsPolicy
- AWS EEXB . AWSrePostPrivateCloudWatchAccess

« AWS re: FIRABE#H KM E AWS HERK

AWS IEEXRRE : AWSRepostSpaceSupportOperationsPolicy

LR BE o F AWS re: Post FAE RS BIE. EENAERBET re: Post AN KR AR BIEH Support
=B,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "RepostSpaceSupportOperations"”,

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",

AWS EE XK 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS re:Post FA AR

BHEEEER

"support:DescribeCases"”,

"support:DescribeCommunications",

"support:ResolveCase"
]I
"Resource": "*"
}
]
}

AWS ITEFBE : AWSrePostPrivateCloudWatchAccess

LEIBUE S re: Post Private BRSS [ X 0 33E .

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "CloudWatchPublishMetrics",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate",
"AWS/Usage"

CloudWatch

AWS REFKH



AWS re:Post FA A kR BHRAEEER

AWS re: MIABEFH A ME AWS HE KRR

&EE re: Post Private AWS T E XM B IZBRS A RBEREXLFRURILEHFNIFMEER, BEREEX
WITEHEXRWBEFRT , BHiTE X&HEIex RE LN RSS K.

TRIEART re: Post Private FJEE RSB 2023 £ 11 A 26 BUAKRWEEF#H,

B iR H HA

B % -AWSrePostPrivateCl ATEEARINTIREER 2023 £ 11 A 26 B

oudWatchAccess & CloudWatch

FTBUE-AWSRepost AWS re: Post Private # AWS 2023 & 11 A 26 B

SpaceSupportOperationsPolic ~ Support ZhBER T 1E & 5K i

y

re: Post Private FFERIBERE X re: Post Private FFIR IR iR H 2023 F 11 A 26 H
AWS IEERBIENR

AWS re: Post FAH & 1 #1175 (8] X PR %8 X i &5
FERAUTEERBEE LU IS EEMEM re: Post Private 1 IAM B AT BEB SR 2 WL [E] &,
EB

o RIAE re: Post Private B3 ITIE{TIR/E

« BRFEMINIT iam : PassRole
« BEAFBRIUNWABA AWS IKF HE KM re: Post AERIR

K FIIE re: Post Private F#UITIEAIR4E
MREFBRBEIRET |, BHELITEMRE | WA EFH R A FRITIZIRE,

% mateojackson IAM AFZHERARHAEFTEBXREM my-example-widget BENIFHEE. ,
BFRPEREN repostPrivate: GetWidget R , 2K £ U T ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetWidget on resource: my-example-widget

mBEHEE 18


https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol

AWS re:Post A AR BHAEEER

FEHRBERT , BHEH mateojackson AFKIEKES , LAFMER repostPrivate: GetWidget #
YEiH B my-example-widget &Ko

MBBEEHRE  FHRRAECHWAWS EEG, FNEEBRSRHEFZEILEIN A,
RN IT iam : PassRole

MBRARRFEIREE | BRELTHINITiam: PassRolelgfE , NI AMEFEN KR UA FERGABLE
# 45 re: Post Private,

BE AWS B AR ABRKEALIZRS , MTAREIRMNBSALIBRSHEXAR, Nit,
LY MEB R A CLEERSHINR.

HEZ R IAM AP marymajor=id £ A2 #| & 7E re: Post Private FIITERER , 2K £ LT R4
%o BR , RELMEFTRSACHRFHNRT AIMITILEE, Mary FTEBRAGBRZIE RSN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KBELL 1T iam: PassRole #&1E,
MRIGEEHEY K BFHRIALEHNAWS BEER, FNEEARREMEEZEIIN A,
REATFEUNBEAFEA AWS Tk HRIFEE re: Post FABE &R

a2 -1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
IEERESEY , AIURAAR, X TXHETRFMNRBEHTEREHZIER (ACL ) KBRS , &7
150 PR 3 L5 SR B 1) A 53 3% T X AR B IR B 1 R0 A

ETRESZER , FZEAUATRA :

« E T re: Post Private RAXIFIXLINEE |, 55 . re: Post Private 2115 IAM B

 ETHRIMIEMNSBAENTGENIFENE AWS KPR |, 5[ IAM AFEERHEEEE AWS
KBS — 1AM B PR 415 B R .

« BTN E = FREIEHERRNIFRINEE AWS K | 556 IAM BFiEET N mE=H12
BiARBR, AWS K

- ETHRIMIBES S HREBIERATRNR , 28 (AM AFERE) PRALEHAR S HRIEE
AP (BHBRERIE ) REFRKER,

mBEHEE 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html

AWS re:Post A AR BHAEEER

- ETHEAACNETRRNRBHTERSHRZENES , H36 (AM AFER) B8 IAM
o Y S K P BR 5 ]

AWS re: Post Private 894 3 I8 iIF

ETHREBETRESAUXINEE , FZHAWS RS “ZEEA XIS HTE" ", RERFEERX
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHAWS,

O LA THE=ZFFITIRE AWS Artifact, BXEZEE , BSRPH “THIRES” HY “AWS
Artifact,

EHEMER AWS RS TN EATEBUR T SN KRN BN, RLOTANENBRUARERNERNE
M. AXREBEEANNEATENESFEE AWS RS , FSRAWS L&,

AWS re: Post Private Y38 M4

AWS £ IKERIRERE S AWS Xif TAXHERN. AWS Xif RESMERENRENITAX ,
XETAXEIRLEERE, SEHENSETRIMEERZ, MRATHX , BALRITNREETAXZ
BT M BB SRR EBHNARFNRERE, ERAENENHSNEEH OEMIRAEMAL , T
XERESHNTAHL, RERINTT BE.

BXAWS X M AXNESER , FSHAWS 2 IREM R,

AWS FHEIZEZE £ re: Post Private

ER—ITIEERS , AWS re: Post Private 2 W& RS - 22 mE8hd A EP iRy AWS &
KW ELZELEFNRT,

B LAMER AWS E XM AP BN M &R re: Post Private, BFmAMTIFEREZSM
X (TLS ) 1.0 RESFHRA, BIUEA TLS 1.2 RESEAR., BEFRELTNZHEETLAEFIR
® (PFS) MZBEH , 610 DHE ( BEH ) X ECDHE ( #4[E #h4k 58 & #) Diffie-Hellman ) . Diffie-
Hellman K ZHIMARE (W Java 7 REBMA ) HXFXEER,

WA, ABER R Z4A ID M5 AWS Identity and Access Management Z1E A < BB FAH 17 181 247
FERBBITER, HF , B LUER AWS Security Token Service ( AWS STS ) £ R I Z & &iEK
FFRFTER,

EMMERAE 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS re:Post A AR BHAEEER

re: post FA B BLE

AWS re: Post Private 12FA%F re: Post , A LATEL EXFHIKF RERX LN T, AWS H{REM
re: Post Private Bf , &YX RA] A2 BIFAA re: Posts FIZREFFAA re: Posts B K/ AWS & B ERIAEL
B ( AR ABRE ) o

Rz 55 e B
LU 2IETK Y re: Post Private AWS BYBRIABELEL, ERIEAEA S ervice Quotas 12# A& F EIAE
M, XERHFEFAFR, BT EFRIESEH,

=R AINE DU CIR/:E:

FAA re: Posts 2i& 3 HE X PR izk P B
FAA re: Posts g K
WE,

GBFAA re: post K/ 10 %% % A re: Post HY
BAAD (LGB ¥
B ),

7|

REFZEE i F K 100 ¥rHEFAE re: Post By
/N BAKR/N (LGB R
B ),

7|

AP BR 37 BR %l

£ re: Post Private  , L TFRESEATENK,, MK, XEERETFEERS

i R FRER HRER
CreateSpace 1 1
ListSpaces 10 10
GetSpace 10 10

BERS T


https://console.aws.amazon.com/servicequotas/home/

AWS re:Post FA AR

BHEEEER

BRIE
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
Sendlnvites
TagResource
UnTagResource

ListTagsForResource

KhEEXR
10

1

10

10

1

10

10

10

100

100

10

10

10

AP BR 7 PR 1

22



AWS re:Post FA A kR BHRAEEER

B, BEMBEENFLE re:Post

AT B UWAITE AWS re: Post FaE 2 A EE, BENBEXENFAE re: Post.

£

- BIEFHFE re:Post

« 7 re: Post Private R E X} Support 4516 2 & 2 #9157 8 A R
- FRRENEER/HRNE AWS IAM Identity Center

- BENENFLAA re: Post

- BiERAFWERNFA re: Post

RIEFHFLAE re:Post

EREHMFAE re: Post , HFIRBUT S BRIRE

1.
2.
3.

$TFF re: Post Private #2#& , Mit A, https://console.aws.amazon.com/repost-private/
EENER L, EEFECIEFAE re: Post,

MBEHANKSEE IAM BB | BREFHREHEO, BB AWS IAM 546508 =it
AT B TR A,

CTE “BIEFLA re: Post” WEL , & “EM” #F , BRELWAFEEXREEIIEREE, MRESE

EKFHREATRRER  WEEEAZRERRI.

CEEAGEET T MITUTRE

Mg, HEMFAA re: Post B A —NE— I B
( ATk ) R | W ARFAA re: Post IR E IR,

EEEXFEHES , A FEBENBEENLE W

(FIiE ) EEENEHNBBENREE , B BENR TER ‘BEMNFIZE . RE , BWITUT
F—181E -

£ “1E$FE AWS KMS 47" /|, 1£$F AWS Key Management Service 4 31 & #h &R & #i
(ARN),

_HRE—

B EFEIFAE re:Post 23


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html

AWS re:Post A AR BEAEEER
ERAE AWS KMS #43. A, BIEZE AWS KMS 4,
7. (g ) B RGIERHNRSHRMNE" T |, EFE “NI re: Post B A RS HRIERE",

® Note
B A LAE B EFLE re: Post /58 LA,

X THEEFETEHNAE IAM BEHE IAM ZFEHEFAE  BEARREERENIAE IAM
y= =

_HRE-
REE IAM 2EEHEFAR,

MREERVEF A  FERERPNEARTRELE - IAM A6,

NMREEERERNERST AL, FERREFRAZEANASEHN ARN. NTHRIIRFEEFE,

BEXEZFEE , BZH £ re: Post Private FEEX Support 6|82 E R/ RN R,
8. (AliE ) £ “IRE" T, & “RMFRL, RAERMAUTEER :

£ Key ¥, B ARH BE XARE R,
E P, RALHBENUHREE,
ERMESHRE | HRBEFIFIRL,

9. & “BIEIX/ re: Post’,

BIATTENE HENFAA re: Post EERIZED, BAILUE “RES ZROPEFFA re: Post IR, 2
BEFA re: Post f§ , “MD" FEHETR “IEFEBIE,

AEFA re: Post RAFEE 30 5o, HEHFAA re: Post R , KA FRFEREL. BT
LU AWS £ B T EUA T 5% “RE” IR TRIFAE re: Post R EIEHIFAE re: Posto FRSEAK
&, BALE RE RTFTEEFA re: Post WEE L FHA

B EFEIFAE re:Post 24


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS re:Post A AR BHAEEER

@® Note
M 2025 & 4 A 18 B2 , FTAHHY re: Post Private SEHIEB X W HEIREX N |, FE IPv4 31
IPv6 ﬁZo

£ re: Post Private REE XY Support =451 612 &1 1Y 175 [0 IR

1B B2 — A AWS Identity and Access Management (IAM) & & BEE M AWS re: Post Private
1518 Support RAISIZFEENR, ASFHRERITULT Support B1E :

* CreateCase

 AddCommunicationToCase

* ResolveCase

B IAM ABE , iZAGHIN— IAM KX |, MEZACHAESTRXLRIEMENNE, HRE
re: Post Private 4| & R0 ZFAA re: Post B, fRAILLEREXANA®,

IEHIFLA re: post FRIAFHANRREER T IAM SN RER.

/A Important
MREERT IAM BB IAM K , NENESFNA TREENFE re: Posto

REBUTSROZER IAM ABNKE,
F&

- £ AWS HERMSBIEESEE R
« R~ IAM KB

- BB IAM BB

- HEHE

fEH AWS HERBH S EBEFIEERE

ERTENAENR , BALER AWS HEXRKIT M IEEXRK,

B Support REIGIBZFEE 25


https://docs.aws.amazon.com//awssupport/latest/APIReference/API_CreateCase.html
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@ Tip
MREAEFHOIRRRE , BARMNBWESA AWS BRERHABS TR, HEXKE
A EFTEMIR Supporte BEZEFHEF K, BXEZER |, BSH AWS HE K :
AWSRepostSpaceSupportOperationsPolicy.

REBEILSBAIECHNACHNEEZP SR, LIEFER IAM 244/ JSON KH&RIERS,
A re: Post Private Sl 2EFIEE R

1. BFAWS EEEHEA HITH 1AM #2&H & |, Wik https://console.aws.amazon.com/iam/o
2. ESMBERP , EFERE,

3. EFRAIBRE,

4, %$#F JSON ‘I F,

5. HAZH JSON , RIGEmBEER P EMRIMIA JSON, BRI BUER RHBIR

6. ERT—F ¥,

7. (W% ) EAIAERRSER BEX N T BRER N KR,

8. LERT—F: B #%.

9. HEEEXREETME, WA Name (&) , #li0 rePostPrivateSupportPolicy H

Description ( #i& ) ( /& )
10. EF “‘RE THUAEEFZEBATNNR , A EEFECIEEKRE,

MERE N B A RTHIRE, BXESES | B2 (AM BRIEE) B0l 1AM policy ( 4]
A).
T 1AM SRR

FA U TSR GISRRE KT AN IAM A, hRBEATZACRERITHELERENT LR
Support, FERZABEEFAE re: post 5 , BEIFAA re: post FEVEM A EEEHERB R,

JSON

{
"Version":"2012-10-17",
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"Statement": [
{

"Sid": "RepostSpaceSupportOperations”,

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases"”,
"support:DescribeCommunications",
"support:ResolveCase"

]I

"Resource": "*"

}
]
}

(@ Note
B X re: Post Private B9 AWS EEXRIESIR , 55, AWS AWS re: Post Private Y3 & 5 B

& 7] LUSE 37 SR BE LA AR BB BRI PR Supporto
BXRBIRENER , 58 (RZFBENSE) FWLTER :

« AWS Supportfy /e, BIRFM KR
- REBRINERE, RENRER
. WIBE, BBREMZHE AWS Identity and Access Management

BIE—1NIAM B

BIEREG , BS4NEE IAM A6 | KRB MBEILAR®, HIRTE re: Post Private 8 #l & F 812 FA
A re: Post B | fRATLLEERXNA R,

812 Support REIGIZMEEAE

1. BT AWS EEEGHA HITH 1AM 2§ & , Wik https://console.aws.amazon.com/iam/o
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2.
3.
4.

10.
11.

12.

ESMERT  GRAE  RELERUEAE.
X FAERGRE | mF B EEERRE,
EBEXGERE 5, AULTRE :

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "repostspace.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:SetSourceIldentity"
]
}
]
}

iij:¥-|:_*/'=o

ENRERTHERED M AZCEN AWS REXRIFTARERE , 4
WMrePostPrivateSupportPolicy, EHREFLEZRSIME NN R RIS M EIEE,

BEET—%,

fEW, EEMRE NEL  E‘ABGEN FRA—INEK, 4
WrePostPrivateSupportRole,

(& ) NFHER | mASenER,

BEREERBEANNR,

( Wik ) B UERARSENRENSABERNE AR, BXEE IAM PEARENESE
B , i#3 Tagging IAM resources ( #5182 IAM &R ) o

EECRAE, IMTE , HIRTE re: Post Private I H| &P EIEFAA re: post B , fRATSLERIXNA
B, BESHRCIEFFAE re:Post,

BXEZES , SR IAM BFERTHA AWS RS (#F8 ) tIZA6,
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[FIEHEE

EE re: Post Private WA RIMER , S HEUT E£8,

Bx

- BRIERFIFAA re: Post PR ER P IITHERKE

- HEREEFAE re: post Bt , BETERAUEN IAM AE
- BH IAM A ERDR

- BIRETREN IAM BEFTHK

RAERFIFAA re: Post P ERAFRITHEERE

BIAMBERT , BWFLE re: post FHYF AT IAM I8 ENRESEM N E0IZHN IAM A&
HIXPRMERE. XEWKEFLAE re: post FHEAA BB RIZFEE Support RAIFIEERHEANR , Tit
HAIREBREER IAM AP, AWS K

BAINNBWEBREUATHRERRE

- EREEMERENRHN IAM KB Support, FZHAWS FHE XK
AWSRepostSpaceSupportOperationsPolicy,

HIEREEFLAE re: post B , RETEEKGIEN IAM A€
MEREE 1AM AR EINE re: Post Private; 1RH IAM AH | NEKRBFZAEEE re: post

Private (ER AIESEtE , REZACEHMNR, SUNEHRAEAGHUE-IFAE, BEHUE—
NIAM B8,

Em IAM B &R DR

BREE re: Post BIEN IAM ACFENRFERITEELENRE, i, MRERLEFA re: post
FHAFAESIIFRG , NiZARMSMEBsupport:CreateCasef R, re: post Private Bt A6
FNERITXLERE,

MRERE/RRONRAVEIRE R Support , FRIEM MBI SN BB REREERFMENNR,

FSHABEN =P 1AM K

BB HE 29
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HiRETRER IAM BT H

WWINE R FAE re: post L ERIE T ERNAE,

FRREMEE R HRENE AWS IAM Identity Center

re: Post Private AWS IAM Identity Center 55K , NEWHL R TR S HEE. FH IAM Identity
Center BIBSERELFNAR , HEREBEMAINAE AWS KPR MNARFNIHRNER. Bx
IAM B OHNEZER | HSEMTAR AWS IAM B4 540 ( AWS Single Sign-On 4 EE ). &
KIFWEER 1AM Identity Center WEZER , 2R A . EEA IAM B4 H0 , BIEBTRIZIK
AWS Organizations B&E.

B EMIEHFAA re: Post

BIZEFAA re: Post f§ , BAILLAERIM— NP RZANEER, BEERMEA re: Post Private NAREF R
FAE re: Post AEBEFWAF, 1T LLRFAA re: Post BEN R , BMIRERNHNEHITHE , H#
EERMNBHETLEHNERTNE., BXEZEE , HSH AWS re: Post A EEIER,

Big AP W E IR FLA re: Post

BIEBFAN re: Post i , BT —NRZMNAFRMENZFAA re: Post, #RATEUEE AP EROFAA
re: Post It {TtME. FAF M re: Post Private NARFFERAERENEREER, BFXFA re: Post
B, ARFUUNBRERNEANER , SRV EHBMNBIENESEFHNZININERANET, BXESZE
B, &2 AWS re: Post A B FIERE,
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£ re: post Private 24| 5 A EERIVFAA re: post

RN B MAIE AWS re: Post FAE 1 H A R EEEHFLAE re: Post,

£

- FRPRMEZHFA re: Post

o JFEERMMBEHFAN re; Post

o EIREVFAA re: Post RGP RINEBEE

- BEAFMBELAMALKHFAA re: Post

- ERNFA re: Post FRAF S BR—1AE
- FAFPNEWNFAA re: Post FEER

« MPREIFAA re: Post PR REFA

« BTN re: P AWS ost FRMESMIERR T
« TE{REVFAN re: Post A1 — N F5TE

- EEMERHASNEA

 MIBRIREYFAA re: Post

P RIMEEFAAN re: Post

MREREER , MW LUFAPRINEENFAA re: Post,

1. TFF re: Post Private ##|& , Mk, https://console.aws.amazon.com/repost-private/
2. ESMBERS , EFRMATERA re: Posts,

3. EBRIREEEMFAA re: Post.

4. EBERFIRTR,
5
6

CECRAPTT , EEB ORI MEBEA,
. MBIRS | EBRERMBIFAA re: Post PRI, Rig , & 98/,

P& A PR INEN IS FAN re: Post B, H B “AF” W+ T,

R A PRI EIR BIEFLA re: Post (W ABRESFHB4F, BIFAN re: Post B RELEZ—IXAF
FMBATR , BREEARKIBFMBANBAF X —H ARE o4, AREFEE4EEEEx01M
BEFENFAA re: Post HEE.

AP 31


https://console.aws.amazon.com/repost-private/

AWS re:Post A AR BHAEREER
FEHERNIMEZRIFAN re: Post

MREREER , WATLUFEFAR MBI ENFLA re: Post 1,

1. $TFF re: Post Private ##|& , Mit 7. https://console.aws.amazon.com/repost-private/
2. EEMERSD , EERNFAERA re: Posts,

3. ERMREEENFA re: Post,

4. EBEETE,
5
6

RN IA P MEA.
MBIRS | ERERMEBIFAA re: Post FHEAHE, RJg , &F ‘D8
PRI BF A TR INENIERIFAA re: Post # | H5I7E “BFH” &£+ T,

RN A TN EIRBENFA re: Post (W ABREBF B4, EBHIFAN re: Post B RELEZ—IXAF
FMBATR , BREEARKIBAFMBANBAF X —H ARRE 74, AREFEEEEEx01M
BEFENFAA re: Post HEE R,

E{RBFAA re: Post AP RINEIBEA

£/ 1AM Identity Center ST A P R INE B FAE re: Post FNIIERA. EXEZELR , B5H
AWS IAM &R0 FERRNEEERMAR,

BiE R MEEAMMAEZHIFAA re: Post

® Note
BIE AP ANBEEMABKFAA re: Post R AIIER . Z7R MM AP FEFAFWEIRBEFAA re:

Post f9 ABREE FEB4F, BHIFAA re: Post BRBLwR —RAFMEATIR , UFERE R
R MBANA P RIE—H ARS FHB4,

BREUTSBRFIBFAFEBHLIMA AWS re: Post Private FBIFAE re: Post :

1. $T7F re: Post Private # %1% , MitH, https://console.aws.amazon.com/repost-private/
2. ESMBED , EFEROPTEFRA re: Posts,
3. EBRREEEHFA re: Post,
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4. BEBBEFEAPMALERNFAA re: Post , iHEF A/ &I+,

MyFRF | EFREBEEMAFA re: Post WAF ., ARE , B EE X :Post B Onboard HF,
5. £ AP MAKTAR re: Post” JiEES |, MALTER :

EB R, MAZRERENS RN ER,
£ Body F , RIREVFAA re: Post 3 AXUIE .,

R “KIEANBRE FRB,
6. EREEAMALZIFAA re: Post |, iHRBEA XTI+,

MBIERSP | EREBEMAFLA re: Post WEHA, ARE , EBRMAEALLE K Post.
7. 7 FEAMAZIEFAA re: Post” XiFESR , AUTEER :

£EBR B, MAZREREN S RN ER,
£ Body F , RIREVFAA re: Post 3 AXUITE .,

EER RIEANREFHRA,
MEBRREEFFERENAFNEE , AT 288X NARZENRA re: Post BIER.

ERBFA re: Post F RAFP2E—NA R

&R LAAFAA re: Post AP D ECLA TR — -

- BER  ARSHENFAA re: Post ELEM A F

- TR ANEENRIIHXERNERNAF

o FRA  ALEE TSI EE RN A

« SU@@ pport requester : A LARIEMA] Support X mHI BB CIERFIEN AR

ERNENFAre:post HFPEAE , BRBUTTSRIRE -

1. $TFF re: Post Private %1% , Mk, https://console.aws.amazon.com/repost-private/
2. TSMERD , EEENMBERA re: Posts,
3. BRIREEEMNFAA re: Post,
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AWS re:Post Tk AB A EBIEE
4. EERPIETF

5. BRENESEAGHN—INHZIAF,

6. R “REAR , RAELRREIRAFIEAFNAG,

REQNEENRAFIEEEENAC, £ AP BIFT , XEAFNACHERNCEENS
&

FHAPMNENFAA re: Post BB

MREEEER , N LURAFPMNEBNFAA re: Post R #BR,

1. $TFF re: Post Private %% , M#k 9, https://console.aws.amazon.com/repost-private/
2. EEMERYP , EERNVFAERA re: Posts,

3. EERMREEENFA re: Post,

4. EAPF T, NIIRPEFEMNFAA re: Post FRIBRIAF . RE , EEBER,

FE R PR MERFRA re: Post FBER. BXEMBRAFHNERTBERE A/ EBFT,

MAREIFAA re: Post PRZRRE¥LE

MRIEGEEER |, N A LUNEAMNERNFAAN re: Post B,

1. $TFF re: Post Private ##|& , Mit 7. https://console.aws.amazon.com/repost-private/
2. ESMBERS , EFRMATERA re: Posts,

3. EBRIREEEMFAA re: Post,

4. EBHAIETF,

5. \FIFERH | EBEMNFAA re: Post PHIBRAVEFA ., RS , IEEBER,

PR B M IERIFAAN re: Post R BB, EXCHIBRBANEEFTBE RE “BA” &M+ T,

EZBNFAA re: P AWS ost PRNEZMWIBF AT

MR YRAE Enterprise 3 Enterprise On-Ramp Support it , BBALRA]LATEREIFAA re: P AWS ost
AINEHIBRR T, MEEFEZELR , BB R Concierge Support RIZHFEREFZRE (TAM),
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AWS re:Post FA A IR BHAEREER
FERBVFAA re: Post AR BIZE —NETSE

{RATLATERLA re: Post REIESINE , USRMABHNENABRRE, REARLEN, EERBLMELNR
B, HUEREHNAA re: Post PRETAMEZER , AFKPERAEBANNBT T EES, LIIEAE
BEECHNALEHNLSHIRREEREAF RBFANHRNR,

E7£ AWS re: Post Private FEIFAE re: post R EIESTE |, BIREBLUT SERIBE -

$TFF re: Post Private #2#|& , Mt A, https://console.aws.amazon.com/repost-private/
ESMERT , EFRNAMERA re: Posts,

EREEENFA re: Post , RFIERE “E" ET -,

%% Create channel (B|2&E&),

¥¥F Channel name (BE& ) , W ABEWN B

EHEERT , BACNTENEERER,

EFELE,

N o o bk~ D=

EHUEE I8 H B R ESESIR T .

@ Note
EFHIE R MBSUBHER | iR R RmENE,

EESUEF YA MEA

(® Note
IEHRRERFA re: Post REVELAE A 7~ M B A RN R IR AV 5B

EREENAA re: Post A HEFEFNBNEHNE |, BEBUTSRIRE

1. TFF re: Post Private ##|& , Mk, https://console.aws.amazon.com/repost-private/
2. ESMBERTP , ERERVFAERA re: Posts,

3. EBREEEMNFAA re: Post , RFIEERE SE” BRI+,

4. EREGEPRMAFLEFHNIME,

TELREIFLA re: Post FA 2 —NETSE 35
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5. & “EEMF,

{RATAEFLR W re: Post FERIFIE AP MELERN SR,
6. LR ERMEFUER — NS MM E
7. &8 HINBIE

FIEFEHN AP MBA SR MESTES,

ERBAE YR B BB P AN EFRS,
8. EFEKM,

(® Note
BTN RAFHAEENENEER,

EREENRA re: Post FANEREFBERAFSHEAA , BTREATIRIRE

1. i%£# Channels £+,
2. MBRENFBRAFPSREANIE,
3. kR EEBAF,

BBFFERRAMF MEFANTIXR,
4. JEEENFEFBBRN—IRS M NEHA.
5. & “MIEHBER

FEFENAFANEA S NERBRR,
IBE LR R B B E A AR ERIRS.
6. XM,

BMFEPBRNAPRBETANEHNFAA re: Post BB, BMFAA re: Post BREBRH AP S EEA
FEMIZFAA re: Post HHIFTE B R B,
BERBET IS MNAFPIBEANEE | FRBUTSERIRE -

1. 1% Channels &£k,

EEUER AP MEA 36
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2. EREEHPREAFRBFHACHIE,
3. &R BEEAF

BB IBUETA A NEFERNSIXR.
4. BEENEFEAGHN -—IRSMHFNEA.
5. it “REAR,
6. LT T IEI,
EARENEI , EULARFENERFRBHA RN TR, REIXEFERE, I, &

BMNENRAFSBFETBREILEAR, AXXEACNESER , FSHEMRNFA re: Post HJ
AFZE— 1A,

BN ‘Ae IR EIAFNEANERAE.
7. EFBRM,

BRLUHSER AP REANABIRENERA re: Post FHABTE,

I BREREIFAA re: Post
=7 AWS re: Post Private i BRFAE re: Post , HRBUT S HRIEE -

1. TFF re: Post Private ##|& , Mk, https://console.aws.amazon.com/repost-private/
2. ESMBERTP , ERERHVFAERA re: Posts,

3. EBREEEMFAA re: Post , REIEF “HIER".

4. EFEFRB R IAH B INEEKABERFAA re: Post M5 2 X EEE.

/A Important

L RMIBRFLE re: post BY , 5FLAF re: post XTI BHL &S E &N HMIBR. FAA re: post
WBRE , BELENPFREEMARNE,

5. YRS TEBREHFNNPHERBEN , FEALHFIAA re: Post WBE . REIEER Delete(Ml k).

I BRIZEIFA A re: Post RYEE 30 45,

M ERFAA re: Post v
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153 AWS re: Post FAE iR

S 2453 AWS re: Post Private f1Efh AWS SERF RO AISEM, ATAMMMENEELHRIS .
AWS 2 TLUUTWIETE , AT %M re: Post Private , EHIMBIBMETHTIRE , HEE YT E31EXE
B

« Amazon 2358Y CloudWatchiz 2 & H) AWS FIRFMAIZIT AWS R AREF. EA SAREMIRERIE
¥R, QIR BEENHEETE , URIREBIRATEIEENBIRA RS TR B E B A &= RS .
Blan | AT LA CloudWatch SRERIERY Amazon EC2 3EfIHY CPU EREXRHEMbigt: , AEEERH
HEeFEHl, BXREZEE , S H Amazon CloudWatch FF#ER.

* AWS CloudTrail{#3R &N B REH AP HA AWS IKF MMEXEH |, 7R B S ER ISR
EH Amazon S3 fFfEf. ERILFRAMBLER MK/ EA T AWS, RHEANIR IP ik LU% 8 A
MRERE, BXEZEE , HZH AWS CloudTrail (AFHERE) o

fE AL @b 53 AWS re: Post Private CloudWatch

BT LAE A Amazon %3 AWS re: Post Private CloudWatch , I Bz & W E R B HIEH N ELLE R
A AL PRV IEHR, XEZITRBARE 15N , IBRER TG EFLEEHEiFib T BE
) Web MARFRRSZHERE, A LLRERERERNER , 382X AR E I &5 B A= REIT
., BXEZEE , 5P Amazon CloudWatch A F 18R,

re: post Private RS IR E TR ZEE P HI L FAWS/rePostPrivatelg#r,

EiR EPUN

NumberOfSpaces HFKF FFAA re: Posts FIEE,
B

NumberOfUsers FAN re: Post FEYRAFEE, WLIEPREEA SpacelD IEREE,
B I

ContentSize FAA re: Post FIVN AR E, IISFREA SpacelD ER4E,
By FH

fE A Y4#E CloudWatch 38
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re: Post Private 18X F A T4 E,

$E HiRr
spaceld FAA re: post KM —F#RIRFF,

EFiZ AWS re: Post #AF API @A AWS CloudTrail

AWS re: Post Private 5 AWS CloudTrail—HRF &K , ZRFRHEAF. ARRRSE re: Post Pri

AWS vate FREIHIRERI1EF. CloudTrail ¥¥ re: Post Private BFTE APl BRABRAEHN. HIRW

A @$EK 8 re: Post Private & & 8 1 F F1X re: Post Private API #ERNRBEAH. MEELIER
B, WA LA RS CloudTrail E4-E44£ %2 Amazon S3 1Fi%#8 , B3E re: Post Private IS4,

REREERER , BHATLIE CloudTrail BHIAW “SHHLRER PEFSEFNEYL. FAKREN

S & CloudTrail , A LAHE [ re: Post Private K HWER, ZRHERM IP bk, #ERXEH TER, M@
R EERAREMIFMER.

ETRESEL CloudTrail , 25 (AWS CloudTrail FFIERE) »
re: TR X HFAAEE CloudTrail

CloudTrail FEf&BIZEKF AWS Ik Bt BB, LB . 2 re: Post Private R & £5EFIET | Z5E
B EHM AWS RS CloudTrail B4 —RBiICREZEHHFLIERHP, BUEFESR, ERENTHRIR
RENEH AWS KPP, BXxEZEELR |, BHSWEEA CloudTrail 47 £18 %,

B IIRENEHSE AWS K/ | E1E re: Post Private WE# |, iH0I2RE. BERAY CloudTrail fF
HEX L5 E Amazon S3 F#M. TIRERT , BRSSP RIRRERICRA |, ERRIEFNA TR
B AWS XiF, RERIEFE AWS 7 XHFEXENESH , ¥ AEXXHZEREEERN Amazon S3 7
8, BbAh , BWAILAE B H A AWS RS |, LA — 25 247 CloudTrail B & UK EE A B4 50 H 39 H X
T8, BEXEZELR  BSATIAER :

o NIEH AWS IK 7 0 IR ER
* CloudTrail 3589 BRSS M EE AL

« ELiE Amazon SNS &ZXI CloudTrail
o FEWKBZANXIEH CloudTrail B EXAFIZRK B ZANKF B CloudTrail B &4

T re: Post FAE & EHBH AWS re: Post #AF API #1825 CloudTrail 71257 AWS re: Post
Private &, re: Post Private XU TREENEHIERERBEXXHAH : CloudTrail

185 re: Post #A%5 API #§H AWS CloudTrail 39
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+ CreateSpace
» DeleteSpace

* DeregisterAdmin

+ GetSpace
» ListSpaces

» ListTagsForResource

» RegisterAdmin

* Sendlnvites

» TagResource
» UntagResource

» UpdateSpace

re: post Private LT Support #EENEHIEFRIE CloudTraill BEX 4 .

* CreateCase

* AddCommunicationToCase

* ResolveCase
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https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_CreateSpace.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_DeleteSpace.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_DeregisterAdmin.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_GetSpace.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/APIListSpaces.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_RegisterAdmin.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_SendInvites.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UpdateSpace.html
https://docs.aws.amazon.com//awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com//awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com//awssupport/latest/APIReference/API_ResolveCase.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

1,

"eventTime": "2023-11-06T21:37:44Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "CreateSpace",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amz-apigw-id, date"
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},

"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
"eventID": "30abc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

AT RBIE R T ERZRegisterAdmini®E/Y CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:1972",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-07T21:24:23Z",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "RegisterAdmin",

"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.183",

T fi# re: Post AB HEXH%H
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"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {
"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SPlYNZE-ylQEmAXpmEXAMPLE"
.

"responseElements": {

"Access-Control-Expose-Headers": '"x-amzn-errortype, x-amzn-requestid, x-amzn-

errormessage, x-amzn-trace-id, x-amz-apigw-id, date"
.
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "elB873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

AR RBIE R T E RiZListSpacesi®EER CloudTrail BE%R B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-09T22:28:23Z",
"mfaAuthenticated": "false"

T fi# re: Post AB HEXH%H
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}
}
1,
"eventTime": "2023-11-09T22:38:3472",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "ListSpaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c@4f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-afOb-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

LT RBIE R T ERiZResolveCaseigER CloudTrail BEE&B. S lERAKBERBEH
MsourceldentitytE&EKIRFIFERZEFNAF,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDIQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"

}I

T fi# re: Post AB HEXH%H 44



AWS re:Post A AR BHAEEER

"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"

1,
"sourceldentity": "28el17330-10f1-705d-7cba-3a62a6bl0e2e"
}
1,
"eventTime": "2023-11-17T21:46:44Z",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbe4-c8d5-4d61-a016-e@76de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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