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ROt X (462 ) eu-west-2 =
BRM i [X (K= ) eu-south-1 =
BRMibX (B2 ) eu-west-3 =
RRoM b X ( BT ER/REE ) eu-north-1 &
FZR ( BA) me-south-1 =
R ( PBkEs ) me-central-1 =
South America ( Sdo Paulo ) sa-east-1 B

AWS re: Post ET 5 B 71 K& R

® Note
ATREREM  BRAUREKSHASMTR IAM AR,

BRIANER T , AWS Identity and Access Management Fi P F1 A& & TN I Z R &K AWS re: Post Fo
HRo i1t TEMEH AWS Management Console AWS CLI, B AWS APl 3U{TES . IAM B R &%
MO IAM REE , MEFNAFNASRFRRUNMENEERRIRITIHEN APl 1, AF , BE
BRI L2 SR B B AN B 3R BX LA RV 1AM A s

ETHNAFERAXLERS JSON REXHABET IAM SHHXE , H3H (AM AFER) N6l
2 IAM policy.

£}

ETEBHRBTI w


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS re: Post #AH1t BHAEEER

. EMB{ERE
. AUAPEERNESHNE

R R fE SRR

ETEMNRERE T EARBALELRIKS P elZ2, 15RIMIBR re: Post Private B, XLE#E
AHESME AWS IKFFERAE. tIZREEE T HONREE | HEEU TERME

- FTIRER AWS RE R HRERENRNR — EFREAASMITERERR TR , SEANTS
ERLAPIRTFNRNAWS FHEREE, SIEMRNRARTH AWS IKF, RMNBUEEYELHN
R RAPIEY AWS BEFIEERBKE—SRINR, BXESEE , 20 (AM AFER) HH
AWS EEAX RN TFRAEERNAWS FEEX KK,

- NASENR : EEA IAM REERENRE , FREFRITESENNR. it , EAIER
EREFRG T AUNBERFERITHRE , BN RENRFA. BXEM IAM NARBRNESE
B, #ZH (AM AFERE) S8 1AM R RN RR,

« fEF IAM FKRE PR K43 — SRS R AR ;480 LA KR IS4 SR IR #IX R R R R E.
Bl |, B LURE R RIEESAMER SSL AEFIEER, MERSBRERBIBENSNE
AW, WA AERARERE T RSRENTHRINE AWS RS , a0 AWS CloudFormation. &
XEZER , F2H (IAM B Em) F 8 IAM JSON ErETE @ &t

- M IAM Access Analyzer BiEZH) IAM KB | IR RN LS4 IhBEM — IAM Access
Analyzer 2EIFF KB BRKE , UHRKBEAS IAM KEIES (JSON) M IAM HR{ESE
B2, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEBHER S BEEMREN
K, BREZELR , B2H (AM AF1ER) FREA IAM Access Analyzer KiiF R B,

- FEZEHHRIUE (MFA)- IR AWS IKFENZREE IAM AFSRAF , BEA MFA RS X
&M, ZEEEEA AP BERNEE MFA |, B MFA R4 RMEIENERES, BXEZELR , B
59 <IAM AFER) FRER MFA R API 15[,

BX IAM FRRESSBRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK.
ARUHPEFEMIE SR

ZORBIGLER T R B R |, SRV IAM AP EEMNEEAS B ONNERAMEE R, R
BEEEFE LSERA AWS CLI X AWS API BU4wE 5 T LR ER R

"Version": "2012-10-17",

ET 5 R R 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS re: Post #AH1t BHAEEER

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R BX R B

MNER IR R0 EMEENRE, BUURABRRBEZBRAZAS, HFAACY., U TRBE R
BA 20A] 55 BCAX PR BA$ 4T AWS re: Post Private #4E. BXAERIEH —MREE , HS AWS IAM A
FEBTHERE IAM £, B LEA AWS Management Console,  AWS Command Line Interface
(AWS CLI) 2% AWS Identity and Access Management AP| 3k 1 22 #1#x A R BX R B .

ES ]

« re: Post Private §J R iR

« F£2i50 re: Post Private

P BR SR A 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS re: Post #AH 1t

BHEEEER

re: Post Private £ R iR

UTERBEEAFPRT IAM B4 H /0 re: Post FAB 1R &1 & BSEUNR . BLEREE 21T A P 1T RIEM re:
Post Private ##4E.

JSON

"Version": "2012-10-17",

"Statement":

{

[

"Sid": "VisualEditoxr0",
"Effect": "Allow",
"Action": [

1,

"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations”,
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations”,

"sso-directory:DescribeDirectory"”,
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"repostspace:GetSpace",
"repostspace:ListSpaces",
"repostspace:ListTagsForResource"

"Resource": "*"

P BR SR A



AWS re: Post #AH1t BHAEEER

524158l re: Post Private

LUTREEAFRT IAM B4 H /0 re: Post AERHI SN TLFRMNIR, LBERAFRAFRITRE
re: Post Private #4E,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile"”,
"sso:ListProfileAssociations”,

"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance"”,
"sso:AssociateProfile",
"sso:DisassociateProfile”,

"sso-directory:DescribeDirectory"”,
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant",

"repostspace:*"

1,

"Resource": "*"

P BR SR A 15



AWS re: Post #AH1t BHAEEER

AWS AWS re: Post Private B3 £ & K B&

EBCHEXRMALL , £/ AWS RERBAILERMEAS, HANASRMNR, 224U
REPMENRG AM ELREXRBEEZNEMEZ LR, EH AWS BERBREANT, XEBKE
HEELAH, AIEEH AWS IKFHER, BX AWS RERBNESEE , 55 IAM B EREH
BYAWS FEE R

AWS RSP MEFH AWS HERE, BLEER AWS HERBHNNR. RSBERAES2E AWS
RERBAMMEMNRUZIGH . WREFLLBHMRBNAESH (AR, ANAE ). S
e EFRETAR , RSHFBETEER AWS REXRM, RST2M AWS FHE R BRI
R, Rt REEHR T LWAENABTNR,

BESh |, 3 AWS X EHBEZANRESH TEIREEMNITE R, Bl , ReadOnlyAccess AWS HEERBEIR
M FTE AWS BRFFE R RIZFHRINR, HRSEIFEER , AWS R FIREMTRRINRE
R, BXESEL , B8 (AM BFRIERE) P AWS HEEK,

F&

« AWS IEEXBE : AWSRepostSpaceSupportOperationsPolicy
- AWS EERH . AWSrePostPrivateCloudWatchAccess

« AWSre: R EERBNIE AWS Eff

AWS FEE KB : AWSRepostSpaceSupportOperationsPolicy

LR EE 2 AWS re: Post A B RS 6122, BEEBMEBREN re: Post LENERNARFCIEN ZiF R
i,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "RepostSpaceSupportOperations”,

AWS EE XK 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS re: Post #AH 1t

BHEEEER

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}

AWS IEE KB : AWSrePostPrivateCloudWatchAccess
LR SU1F re: Post Private BRZ B & A $#E, CloudWatch

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate"”,
"AWS/Usage"

AWS REFKH



AWS re: Post #AH1t BHAEEER

AWS re: R ML ERBEHFAE AWS B3

£ & re: Post Private AWS REXRM B ZBRS T RBHRXEFRURILEEHRNFMAES. BREEX
LMEERNAFRT , w16 XEFHLICFE TEH LR RSS Ko

TRERT re: Post Private FEERIEH 2023 £ 11 A 26 BULRNEEE#H,

B iR H Hj

UK -AWSrePostPrivateCl ATRBELXRENFEER 2023 F£ 11 A 26 H
oudWatchAccess B& CloudWatch

¥ BUR-AWSRepost AWS re: Post Private F# AWS 2023 & 11 A 26 H
SpaceSupportOperationsPolic ~ Support ZhBEHY & 6 & K i

y

re: Post Private FF#RIBERE X re: Post Private FFIR IR iR H 2023 £ 11 A 26 B
AWS TEFRBHWEX

AWS re: Post A & 15 F1 7 (8] X PR 58 M R &

AL TEERBEE LM FIEEEFEA re; Post Private A IAM B A] 8EI& R HY 3 . (7] &L,
FB

o RIIIE re: Post Private BIITIEIR/E

o BRFELINIT iam : PassRole
« RBATFRUANAFEFEL r AWS Ik e: Post FAE R

K TAIE re: Post Private TR IIEE
MREBRBEEIRER , ERETIITEMRE | WA E TR AR FRITZIRE,

% mateojackson IAM AFZHERARFAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEEN repostPrivate: GetiWidget WRAY , 2K E LT RAEEIR,

R 18


https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol

AWS re: Post #AH1t BHAEEER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetWidget on resource: my-example-widget

EHBERT , BEH mateojackson AFKERE , LAFER repostPrivate: GetWidget #
YEIBIR my-example-widget &iRo

MBBEEHE , FHREREMAWS EER, FHNEEARREHEZEITIN A,
KL IT iam : PassRole

MREBRFEERBEE | BRETLINITiam: PassRolel®tE , MIARMEFH BN KB UA TR AELEL
# 45 re: Post Private,

BE AWS B A ERIIAEAGKEAL1ZKRS , MTARAURMNBSAGIRSHEXAR, it ,
BBMERF A LS RSINR.

LHEZNH IAM AP marymajorEin EA#EH & £ re: Post Private FHITIRER , 2 R E LT R
%o BR , RELNEERFAGHABTFHNRT AIHRITIHIRE, Mary TEEFARKETRFHN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAEFH Mary FIRBELL A F 1T iam: PassRole #1E,
MRIGEEHE K FHRIALHNAWS BEER, ZHNEERRRMEEZEIIN A,
R AFRUABNABRIFEL r AWS IKF e: Post FAE &R

FAaltE—1Ae  WEEMKFPHNAFSEELANARTUERAZABKRGRIEHRIR, &0
BIEEWESER , TURAAG., X TXHETRFRARERTREHTIXK (ACLs) WIRS , BN
15 A IX L5 SR BE [0] ATV IR T 175 (R R BY B R A A PR o

ETHREZER , BZRAUATHRE :

« BT re: Post Private R B XiFXLINEE |, 55, re: Post Private 2115 |IAM BL

- ETHMMITREENEHENTRNHRENR AWS KF |, 56 IAM AP EET R EEHEE AWS
KBS — 1AM B R R,

R 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS re: Post 321t BESEEES

- ETHRNMEE=FRENSHRROIGRENE AWS K, BZSH IAM AFERTHNEE=51R
HIFER, AWS 0K

- ETRUNMED S BRERIERMIGENRE , H2H (AM AFERE) PR ALINABEHRIEN
AP ( BRBRERIE ) REHRNER,

- ETHRERAACNETRRENRBHTERSFEZEANES , E560 (AM BFER) #1 IAM
HR Y BB K P 3 R 1A [ o

AWS re: Post Private 894 3 I8 iIF

ETHRBEBTREESMIUREEE , BSHAWS RS “REAIT KK DHEE"" , REEEEHERN
BHEMITR. AWS RS AX—KREE , BSHAWS &M HIAWS,

EAAMEA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIEE" BH “AWS
Artifact,

BEMEA AWS RS R EAREBR T ENBENERBM, RARNEN B R URE R ERENE
Mo AWS RE T U T HRRKAEYNIAEMME

« Security Compliance & Governance : X R REBIEEITIETRWERRE , HERTHER
M ERETIREN TR,

« A HIPAA ERHRESZ : FIHFS HIPAA ERHRS . HIEFFE AWS RS AZRFE HIPAA
B

« AWS £ HRIRAWS — L THEERNIERmE T ER TEMENTLMAERX,

- AWS EFEHEE —NENAETHREEHREEN, XEEBLE TRIPWRESE , AWS RS
HAEEERHIBESMEE ( BREEEFRFAESEARFRR (NIST), IAFTLZEHREZRS
(PCI) MERRAR AL (1SO) ) BSR4,

- EAAWS Config 7 & A & 15E R AN T4 %R — % AWS Config RF I EN R REEE S K
BELAESNIPRE, TAOENFEM,

« AWS Security Hub— X AWS RS ATUA2H T HRENZ 2R AWS, Security Hub B Z £ 12|
ERITEEN AWS BRAREHREFEALRLETUIRENRESR, BXZTIIERS RIEHIEBEN
HIK |, iS4 Security Hub &S £,

« Amazon GuardDuty — BB EEZRH AWS IKFIMEFREFE T RFEEES , kR AWS kS
KNEBH TR, BRENBETDRNEERE. GuardDuty B3 #HERELEEHAMERAENAE
KRMNER | A EHEEEMEMNEER , Hlin PCI DSS,

« AWS Audit Manager— X AWS BRSS AT AR BG4 T it AWS FABR , NTTE{EXRERUR
FEMMIT AR ERNE M,

EMMERAE 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS re: Post #AH1t BHAEEER

AWS re: Post Private FRY3E 4

AWS £IRER 2R S5 AWS Xif aTAXMWEN. AWS XiF RESAMNESRAIBENTHAX ,
XETMAXBEIRER, SFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIMABMEBRNBARFNEERE, SEENENS SN EEROEMSEWIELE , T
XEEESHNTAYE, REENATT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

AWS R EIiZEZE £ re: Post Private

RN —ITIEERS , AWS re: Post Private 21 & W& RS - 28R B E PRy AWS £
BRI & 2 2R

A LAER AWS EXH APl A RABIE MR re: Post Private, B FIRA ML IFEREZ S MDD
W (TLS) 1.0 KEERE., BIUEA TLS 1.2 AESHRAE, BEFRmEXMZIFETTL@ERE (PFS)
HZBEH , #l20 DHE (Ephemeral Diffie-Hellman) 2 ECDHE (Elliptic Curve Ephemeral Diffie-
Hellman)e AZEHIMARE (WM Java 7 RESRA ) #FXLEER,

A HFER R ZR4A ID M5 AWS Identity and Access Management Z1E A X BB A H 15 181 240
FHERBITZER. HE , BALIEEA AWS Security Token Service ( AWS STS ) £ I 22 ZIER
NERFTER,

e 8 21


https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS re: Post #AH1t BHAEEER

re: post FA B BLE

AWS re: Post Private 12FA%F re: Post , A LATEL EXFHIKF RERX LN T, AWS H{REM
re: Post Private Bf , &YX RA] A2 BIFAA re: Posts FIZREFFAA re: Posts B K/ AWS & B ERIAEL
B ( AR ABRE ) o

Rz 55 e B
LU 2IETK Y re: Post Private AWS BYBRIABELEL, ERIEAEA S ervice Quotas 12# A& F EIAE
M, XERHFEFAFR, BT EFRIESEH,

=R AINE DU CIR/:E:

FAA re: Posts 2i& 3 HE X PR izk P B
FAA re: Posts g K
WE,

GBFAA re: post K/ 10 %% % A re: Post HY
BAAD (LGB ¥
B ),

7|

REFZEE i F K 100 ¥rHEFAE re: Post By
/N BAKR/N (LGB R
B ),

7|

AP BR 37 BR %l

£ re: Post Private  , L TFRESEATENK,, MK, XEERETFEERS

i R FRER HRER
CreateSpace 1 1
ListSpaces 10 10
GetSpace 10 10

RS ELER 22


https://console.aws.amazon.com/servicequotas/home/

AWS re: Post #AH 1t

BHEEEER

BRIE
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
Sendlnvites
TagResource
UnTagResource

ListTagsForResource

KhEEXR
10

1

10

10

1

10

10

10

100

100

10

10

10

AP BR 7 PR 1

23



AWS re: Post #AH1t BEAEEER

R, GEEMNBENENFAA re: Post

AT BUMIE AWS re: Post AEZH AR EIE, BEMN B ENEHNFE re: Post,

FH

- DIEFHIFAN re: Post

* 7E re: Post Private PEEN i RAIQIEZMEERH RN E
- FAREMEEAFHENE AWS IAM Identity Center

- BENEHFAA re: Post

- BiERASWERNFA re: Post

BIZFHFAA re: Post
EQIBHMFE re: Post , iIHIRBUTSHRIRE

1. TFF re: Post Private ##|& , Mk, https://console.aws.amazon.com/repost-private/

2. EENER L, EBZFREFA re: Post,

3. MREHARAKFEE IAM FHBHL , BEBTFREMGH L. BB AWS IAM S OAFERSR
A T35 BB AT R 1

4. 7 “BIEFAA re: Post” WH L , £ “EN" F , BEENAFEEZREEIINEEE. IREEH
NEFERATREER  MILTEFEARRERLTL,

5 & “BHAFEE" T , AT TRE -

£ B &, REMFAA re: Post #i A —PNE— I B s
( ATk ) FEHR A | I ARFAA re: Post B E IR,

EEEXFHAS , A TFEHBNEENLE W

6. (ML) EEENEHNBENRRE  FEHENZTEAREENNFRE, RE , ITUTE—
BIE -

Ei% AWS KMS Z4AH |, % AWS Key Management Service Z4A =01 5 &R A #1 (ARN).
_HE

EFBZE AWS KMS #if, RJg , 8IZ% AWS KMS .

BIEFHFAA re: Post 24


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS re: Post #AH1t BHAEEER

7. (NE ) ECXBERBIERBNBRSHRENR T, EEF “JI re: Post 5 ABRS HRIR"

® Note
18t A] LAE B 2 FA A re: Post /5 /3 AT

NTHEEFTHENIA IAM ASHE IAM Z2HEPERHAR , BEABREEREHIE IAM
ﬂ@lo

_HRE—
BRTE IAM 2H SRR AE,

MRGEFRCIRFAE , FTREPNEARITRELE AM A6,

MREEBRERNERFAC  BTEERETAAEZEANACH ARN. NTHRIIRPIEEAE,

BXEZ[EE , 5 M £ re: Post Private FEEX X#F RHIIEMEEN L RIRR.
8. (Wit )& “HRE T , &FE RIFRL" . REWAUTEES :

£ Key # , i ASBH B E IR EEH,
YR B, WALHBEIREE,

ERANMEZHRE | BRI MEFRZ,
9. & “BIEIX/ re: Post”

Wi\ E IS S BTN re: Post IEfEQED, BAILE “RE” FERPEFFA re: Post IR, B
BFA re: Post f§ , “MBD” ZBHETR “IETEBIE,

BIZEFAA re: Post KRAEE 30 4P, HEHWFA re: Post ERRET , “BA ZTRESE R"EL., &1
LURF AWS BB Fig A T HIE “REB” &I+ THFAE re: Post Ri5E)EIFAE re: Post, BT
J§ , A LAE 8B WM< TEEFA re: Post WBEENFiHE-

@ Note
M 2025 F 4 A 18 B2 , FTEHH re: Post Private SEHI#B XS XUHERR BN |, B IPv4 3
IPv6 EZO

BIEFHFAA re: Post 25



AWS re: Post #AH 1t BHAEEER
£ re: Post Private P EEEX X iF ZHIQIZMEER 15BN R

BB — AWS Identity and Access Management (IAM) & & BEE M AWS re: Post Private
R X REIQENEENR. HACFTRIERITUT XiF 814E

* CreateCase

* AddCommunicationToCase

* ResolveCase

B2 IAM AR5, RiZACKIN— IAM X | LUEZACHAETHIXERIEMENNRE, HRE
re: Post Private 2 &1 & F8IZ2FAA re: Post Bt , fRATLLUERIXNAE,

IEHIRLA re: post FRIAFHANRREER T IAM S EHNRREE,

/A Important
MREERT IAM ABH IAM K |, NENESCFEA TEEERFE re: Post,

RBUTSRUZEN IAM AERKE,
F&:

- £H AWS REXRMABEE S TERK
« il IAM KBS

- B IAM B

- WEEHERR

£ AWS RERBEREEFT A EERRK

ERTAHENR , BULUMER AWS RERBIT M EERK.

® Tip
MREBFBFHNERE , BARNEBWESA AWS RERBHA I LERE. RERKE
HPEMENNR X5, BLEFHEHNER. BXEZEER , H5H AWS HEFRK :
AWSRepostSpaceSupportOperationsPolicy.
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AWS re: Post #AH1t BHAEEER

REUTSERANCHACLIREFEERERK, WEEER IAM 255 HH JSON Kig4FmiER.

A re: Post Private B2 & F L& KB

1. &% AWS Management Console 3] FF IAM #2%|& , Bt A https://console.aws.amazon.com/
iam/,

ESMBERSD , EEREEK,

RO R,

%% JSON &I+,

BAZH JSON , ARE4RIESRPEIREIA JSON, BALAEA R HIER,
EERT—F 7%,

( A% ) B AE AR SRR BEX N THBITE RN K,

EET—% &,

EEFRBAME , A Name ( &%) , #l80 rePostPrivateSupportPolicy
Description ( & ) ( /i )

10. EERENHUAERTRBATINR , REERFECIERE,

© © N o a b~ D

WERBEENABAUNITHERE, BXEZER , 5 (IAM AFE®E) BHLIE IAM policy ( 24l
&),

= IAM KB

WA LU T P RGIRREHTINE IAM B, EREAFZACAERTAHELERENTEESNR X,
FRIZACEERE re: post & , BHIFAA re: post FHEAAF #HEGHEHNER,

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations"”,

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
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AWS re: Post #AH1t BEAEEER

"support:DescribeCases"”,
"support:DescribeCommunications",
"support:ResolveCase"
]I
"Resource": "*"
}
]
}

(@ Note
B X re: Post Private B AWS EEXRIESIR , S, AWS AWS re: Post Private Y3 & 5 B

18 W] LA R R s AM AR B BR IR X35
BXRBTHRENER  F5H (RFSENSE) PHUTER

- AWS XEFNEE. RENEX4E
- REBANRIE, BREMEKM4E
o BUIRME., BIEMEZ4EE AWS Identity and Access Management

B IAM Bf

BIEBRRIEE , BHUAEIE IAM B |, HNRBEH MBIt EE®, LHERTE re: Post Private 2% & B2 FA
A re: Post Bt , fRATLLERXNAE,

R XF ROGENEEAS

1. &% AWS Management Console 3T IAM #£#l& , it Fhttps://console.aws.amazon.com/
iam/s

2. ESMERT K EFAG , ARERUIEAEG,

3. XF Trusted entity type ( AIE3R4A3 A ) | % Custom trust policy ( BEXEEERRE ) -

4. EHENEEEREP , WMAUTRE:
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AWS re: Post #AH1t BHAEEER

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "repostspace.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"

]

}
]
}

5. ﬁ?¥-|:_$o

6. ENRXETHERES , @MALLEN AWS REXKIEF A XE R , 4
WMrePostPrivateSupportPolicy. EHEFLERSIHENNRREE SN EIRE,

7. ﬁ?%jt_io

8. ‘B, EFENAE NHL , £ ‘ACENR PAA—NEH,
WrePostPrivateSupportRole,

9. (Wikt)XFHER A6 wmARACGHWER,
10. BEEEERBRNR,

1. (A ) BUUEARSENRBENSABERNEAR, EXNE IAM AEARENESE
B, 55 Tagging IAM resources ( #7182 IAM &R ) -

12. EEQEAE®, WE , HYRIE re: Post Private #| & P EEFAA re: post Bt , #RA]LLER XN H
B, ESRNEHFFA re: Posto

BXESER , BSH 1AM A EEFHR AWS RS (244 ) tRAS,
B ER

EE® re: Post Private FWIFRIMER , BSHEUT 8,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
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AWS re: Post B 1L B AR
Bx
- BRIERFIFAA re: Post FHASER P ITHERKE
- HEREEFAE re: post Bt , BETERAUEN IAM AE
- BH IAM A ERDR
BRETEN IAM &%

REREIFAA re: Post P ERAFRITHEERE

RINBERT , BHFLE re: post FHAFHATE IAM R IEENRBESEM MBERIEN IAM A6
FIXBRAERE ., XEREFLE re: post PHEMAHECEZMNERE i ROIFEMHBEANR , Tigft
B #ﬁﬁﬂm IAM BF, AWS Ik F

RINBWEBREUATHESKRR

- FRAEEMERENRN IAM K X5, HSRAWS EEFRK
AWSRepostSpaceSupportOperationsPolicy,

HREEFRE re: post Bt , RETEKGIEN IAM B

MRER IAM AR EHINTE re: Post Private; 5I5kH IAM A€F |, NEKEZAERIZE re: post
Private fEAAIESE , REZACCHEMR. EULERAEACICE— I FTAC, FSHEE
IAM A,

Em IAM B &R

BAFLE re: Post SIEH IAM AEFENRTEMTERENRE. i, WREELLFA re: post
FHAFAESIIFRG , NZARMXMEBsupport:CreateCasefX R, re: post Private Bt A
RAERATIXLERE,

MREWHBERROVBRIEIRER XF , BRIEMMIENBCHNREEEEBRENNR,

FSRBIEN =0 1AM K,

xRN 1AM BB TH

WWINERFLAE re: post BLERIE T ERNAE,

P HERR 30



AWS re: Post #AH1t BHAEEER

R ENMEEAF 5 RE AWS IAM Identity Center

re: Post Private AWS IAM Identity Center 55K , NEWHL A TR S HEE, F£H IAM Identity
Center BIESEREARPNAF , HEPEBEMAIIXNAE AWS IKF M AREFNIHRNER. Bx
IAM BB FLNESEER , ESFTLE AWS IAM S5 F 40 (AWS Single Sign-On H4EE ). B
KITEEEERA 1AM Identity Center WEZER , R A, EEA IAM B4 H L0, BIELTNIZIKS
AWS Organizations &

HENIEHIFAA re: Post

BIERFAA re: Post [ , BAILLAERIN—NHZANEER, BEEAMEA re: Post Private IR F B3
FAHE re: Post AEBHBPAP,, MATATURFAA re: Post BEEN WA , RIFENABHTHE , 3
ERBNBNWEELENERZNE. BXEZER |, 55 AWS re: Post AEEEIER,

Big AP RE R FLA re: Post

BIEFA re: Post f§ , BRI — N ZMNAPBRMEZFA re: Post, YRATSGEERA P EREFAA
re: Post A3t {TiME. M re: Post Private B ARFFERAZRENEREE K. BFXFA re: Post
B, AFPAURERERAEANER , SEHFTHBMNBEIBNESEFNZINNERANET, BXESE
B, #Z/ AWS re: Post A B A 1E§®.
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AWS re: Post #AH1t BEAEEER

£ re: post Private 24| 5 A EERIVFAA re: post

RN B MAIE AWS re: Post FAE 1 H A R EEEHFLAE re: Post,

£

- FRPRMEZHFA re: Post

o JFEERMMBEHFAN re; Post

o EIREVFAA re: Post RGP RINEBEE

- BEAFMBELAMALKHFAA re: Post

- ERNFA re: Post FRAF S BR—1AE
- FAFPNEWNFAA re: Post FEER

« MPREIFAA re: Post PR REFA

« BTN re: P AWS ost FRMESMIERR T
« TE{REVFAN re: Post A1 — N F5TE

- EEMERHASNEA

 MIBRIREYFAA re: Post

P RIMEEFAAN re: Post

MREREER , MW LUFAPRINEENFAA re: Post,

1. TFF re: Post Private ##|& , Mk, https://console.aws.amazon.com/repost-private/
2. ESMBERS , EFRMATERA re: Posts,

3. EBRIREEEMFAA re: Post.

4. EBERFIRTR,
5
6

CECRAPTT , EEB ORI MEBEA,
. MBIRS | EBRERMBIFAA re: Post PRI, Rig , & 98/,

P& A PR INEN IS FAN re: Post B, H B “AF” W+ T,

R A PRI EIR BIEFLA re: Post (W ABRESFHB4F, BIFAN re: Post B RELEZ—IXAF
FMBATR , BREEARKIBFMBANBAF X —H ARE o4, AREFEE4EEEEx01M
BEFENFAA re: Post HEE.
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https://console.aws.amazon.com/repost-private/

AWS re: Post #AH1{t BHAEREER
FEHERNIMEZRIFAN re: Post

MREREER , WATLUFEFAR MBI ENFLA re: Post 1,

1. $TFF re: Post Private ##|& , Mit 7. https://console.aws.amazon.com/repost-private/
2. EEMERSD , EERNFAERA re: Posts,

3. ERMREEENFA re: Post,

4. EBEETE,
5
6

RN IA P MEA.
MBIRS | ERERMEBIFAA re: Post FHEAHE, RJg , &F ‘D8
PRI BF A TR INENIERIFAA re: Post # | H5I7E “BFH” &£+ T,

RN A TN EIRBENFA re: Post (W ABREBF B4, EBHIFAN re: Post B RELEZ—IXAF
FMBATR , BREEARKIBAFMBANBAF X —H ARRE 74, AREFEEEEEx01M
BEFENFAA re: Post HEE R,

E{RBFAA re: Post AP RINEIBEA

£/ 1AM Identity Center ST A P R INE B FAE re: Post FNIIERA. EXEZELR , B5H
AWS IAM &R0 FERRNEEERMAR,

BiE R MEEAMMAEZHIFAA re: Post

® Note
BIE AP ANBEEMABKFAA re: Post R AIIER . Z7R MM AP FEFAFWEIRBEFAA re:

Post f9 ABREE FEB4F, BHIFAA re: Post BRBLwR —RAFMEATIR , UFERE R
R MBANA P RIE—H ARS FHB4,

BREUTSBRFIBFAFEBHLIMA AWS re: Post Private FBIFAE re: Post :

1. $T7F re: Post Private # %1% , MitH, https://console.aws.amazon.com/repost-private/
2. ESMBED , EFEROPTEFRA re: Posts,
3. EBRREEEHFA re: Post,
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AWS re: Post #AH1t BHAEEER

4. BEBBEFEAPMALERNFAA re: Post , iHEF A/ &I+,

MyFRF | EFREBEEMAFA re: Post WAF ., ARE , B EE X :Post B Onboard HF,
5. £ AP MAKTAR re: Post” JiEES |, MALTER :

EB R, MAZRERENS RN ER,
£ Body F , RIREVFAA re: Post 3 AXUIE .,

R “KIEANBRE FRB,
6. EREEAMALZIFAA re: Post |, iHRBEA XTI+,

MBIERSP | EREBEMAFLA re: Post WEHA, ARE , EBRMAEALLE K Post.
7. 7 FEAMAZIEFAA re: Post” XiFESR , AUTEER :

£EBR B, MAZREREN S RN ER,
£ Body F , RIREVFAA re: Post 3 AXUITE .,

EER RIEANREFHRA,
MEBRREEFFERENAFNEE , AT 288X NARZENRA re: Post BIER.

ERBFA re: Post F RAFP2E—NA R

&R LAAFAA re: Post AP D ECLA TR — -

- BER  ARSHENFAA re: Post ELEM A F

« TR ENEENRITHXERNERNAF

- EEA  AIUEE TS PHERG AP

- SU@@ pport requester : AJLURIEMA] XiF KA RBEQIEZIENAF

ERNENFAre:post HFPEAE , BRBUTTSRIRE -

1. $TFF re: Post Private %1% , Mk, https://console.aws.amazon.com/repost-private/
2. TSMERD , EEENMBERA re: Posts,
3. BRIREEEMNFAA re: Post,

RAFRSEAR 34
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AWS re: Post T A EBIEE
4. EERPIETF

5. BRENESEAGHN—INHZIAF,

6. R “REAR , RAELRREIRAFIEAFNAG,

REQNEENRAFIEEEENAC, £ AP BIFT , XEAFNACHERNCEENS
&

FHAPMNENFAA re: Post BB

MREEEER , N LURAFPMNEBNFAA re: Post R #BR,

1. $TFF re: Post Private %% , M#k 9, https://console.aws.amazon.com/repost-private/
2. EEMERYP , EERNVFAERA re: Posts,

3. EERMREEENFA re: Post,

4. EAPF T, NIIRPEFEMNFAA re: Post FRIBRIAF . RE , EEBER,

FE R PR MERFRA re: Post FBER. BXEMBRAFHNERTBERE A/ EBFT,

MAREIFAA re: Post PRZRRE¥LE

MRIEGEEER |, N A LUNEAMNERNFAAN re: Post B,

1. $TFF re: Post Private ##|& , Mit 7. https://console.aws.amazon.com/repost-private/
2. ESMBERS , EFRMATERA re: Posts,

3. EBRIREEEMFAA re: Post,

4. EBHAIETF,

5. \FIFERH | EBEMNFAA re: Post PHIBRAVEFA ., RS , IEEBER,

PR B M IERIFAAN re: Post R BB, EXCHIBRBANEEFTBE RE “BA” &M+ T,

EZBNFAA re: P AWS ost PRNEZMWIBF AT

MR YRAE Enterprise 3 Enterprise On-Ramp Support it , BBALRA]LATEREIFAA re: P AWS ost
AINEHIBRR T, MEEFEZELR , BB R Concierge Support RIZHFEREFZRE (TAM),

Bk A P 35
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AWS re: Post #AH1{t BHAEREER
FERBVFAA re: Post AR BIZE —NETSE

{RATLATERLA re: Post REIESINE , USRMABHNENABRRE, REARLEN, EERBLMELNR
B, HUEREHNAA re: Post PRETAMEZER , AFKPERAEBANNBT T EES, LIIEAE
BEECHNALEHNLSHIRREEREAF RBFANHRNR,

E7£ AWS re: Post Private FEIFAE re: post R EIESTE |, BIREBLUT SERIBE -

$TFF re: Post Private #2#|& , Mt A, https://console.aws.amazon.com/repost-private/
ESMERT , EFRNAMERA re: Posts,

EREEENFA re: Post , RFIERE “E" ET -,

%% Create channel (B|2&E&),

¥¥F Channel name (BE& ) , W ABEWN B

EHEERT , BACNTENEERER,

EFELE,

N o o bk~ D=

EHUEE I8 H B R ESESIR T .

@ Note
EFHIE R MBSUBHER | iR R RmENE,

EESUEF YA MEA

(® Note
IEHRRERFA re: Post REVELAE A 7~ M B A RN R IR AV 5B

EREENAA re: Post A HEFEFNBNEHNE |, BEBUTSRIRE

1. TFF re: Post Private ##|& , Mk, https://console.aws.amazon.com/repost-private/
2. ESMBERTP , ERERVFAERA re: Posts,

3. EBREEEMNFAA re: Post , RFIEERE SE” BRI+,

4. EREGEPRMAFLEFHNIME,

TELREIFLA re: Post FA 2 —NETSE 36
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AWS re: Post #AH1t BHAEEER

5. & “EEMF,

{RATAEFLR W re: Post FERIFIE AP MELERN SR,
6. LR ERMEFUER — NS MM E
7. &8 HINBIE

FIEFEHN AP MBA SR MESTES,

ERBAE YR B BB P AN EFRS,
8. EFEKM,

(® Note
BTN RAFHAEENENEER,

EREENRA re: Post FANEREFBERAFSHEAA , BTREATIRIRE

1. i%£# Channels £+,
2. MBRENFBRAFPSREANIE,
3. kR EEBAF,

BBFFERRAMF MEFANTIXR,
4. JEEENFEFBBRN—IRS M NEHA.
5. & “MIEHBER

FEFENAFANEA S NERBRR,
IBE LR R B B E A AR ERIRS.
6. XM,

BMFEPBRNAPRBETANEHNFAA re: Post BB, BMFAA re: Post BREBRH AP S EEA
FEMIZFAA re: Post HHIFTE B R B,
BERBET IS MNAFPIBEANEE | FRBUTSERIRE -

1. 1% Channels &£k,

EIESE R AP MNEA 37



AWS re: Post #AH1t BHAEEER

2. BREFEPREAFIFAABHNIE.
3. & “EEAF,

BB IBUETA A NEFERNSIXR.
4. BEENEFEAGHN -—IRSMHFNEA.
5. it “REAR,
6. LT T IEI,
EARENEI , EULARFENERFRBHA RN TR, REIXEFERE, I, &

BMNENRAFSBFETBREILEAR, AXXEACNESER , FSHEMRNFA re: Post HJ
AFZE— 1A,

BN ‘Ae IR EIAFNEANERAE.
7. EFBRM,

BRLUHSER AP REANABIRENERA re: Post FHABTE,

I BREREIFAA re: Post
=7 AWS re: Post Private i BRFAE re: Post , HRBUT S HRIEE -

1. TFF re: Post Private ##|& , Mk, https://console.aws.amazon.com/repost-private/
2. ESMBERTP , ERERHVFAERA re: Posts,

3. EBREEEMFAA re: Post , REIEF “HIER".

4. EFEFRB R IAH B INEEKABERFAA re: Post M5 2 X EEE.

/A Important

L RMIBRFLE re: post BY , 5FLAF re: post XTI BHL &S E &N HMIBR. FAA re: post
WBRE , BELENPFREEMARNE,

5. YRS TEBREHFNNPHERBEN , FEALHFIAA re: Post WBE . REIEER Delete(Ml k).

I BRIZEIFA A re: Post RYEE 30 45,

M ERFAA re: Post 38
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AWS re: Post #AH1t BHAEEER

153 AWS re: Post FAE iR

S 2453 AWS re: Post Private f1Efh AWS SERF RO AISEM, ATAMMMENEELHRIS .
AWS 2 TLUUTWIETE , AT %M re: Post Private , EHIMBIBMETHTIRE , HEE YT E31EXE
B

« Amazon 2358Y CloudWatchiz 2 & H) AWS FIRFMAIZIT AWS R AREF. EA SAREMIRERIE
¥R, QIR BEENHEETE , URIREBIRATEIEENBIRA RS TR B E B A &= RS .
Blan | AT LA CloudWatch SRERIERY Amazon EC2 3EfIHY CPU EREXRHEMbigt: , AEEERH
HEeFEHl, BXREZEE , S H Amazon CloudWatch FF#ER.

* AWS CloudTrail{#3R &N B REH AP HA AWS IKF MMEXEH |, 7R B S ER ISR
EH Amazon S3 fFfEf. ERILFRAMBLER MK/ EA T AWS, RHEANIR IP ik LU% 8 A
MRERE, BXEZEE , HZH AWS CloudTrail (AFHERE) o

fE AL @b 53 AWS re: Post Private CloudWatch

BT LAE A Amazon %3 AWS re: Post Private CloudWatch , I Bz & W E R B HIEH N ELLE R
A AL PRV IEHR, XEZITRBARE 15N , IBRER TG EFLEEHEiFib T BE
) Web MARFRRSZHERE, A LLRERERERNER , 382X AR E I &5 B A= REIT
., BXEZEE , 5P Amazon CloudWatch A F 18R,

re: post Private RS IR E TR ZEE P HI L FAWS/rePostPrivatelg#r,

EiR EPUN

NumberOfSpaces HFKF FFAA re: Posts FIEE,
B

NumberOfUsers FAN re: Post FEYRAFEE, WLIEPREEA SpacelD IEREE,
B I

ContentSize FAA re: Post FIVN AR E, IISFREA SpacelD ER4E,
By FH

fE A Y4#E CloudWatch 39
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AWS re: Post #AH1t BEAEEER

re: Post Private 18X F A T4 E,

$E HiRr
spaceld FAA re: post KM —F#RIRFF,

EFiZ AWS re: Post #AF API @A AWS CloudTrail

AWS re: Post Private 5 AWS CloudTrail—HRF &K , ZRFRHEAF. ARRRSE re: Post Pri

AWS vate FREIHIRERI1EF. CloudTrail ¥¥ re: Post Private BFTE APl BRABRAEHN. HIRW

A @$EK 8 re: Post Private & & 8 1 F F1X re: Post Private API #ERNRBEAH. MEELIER
B, WA LA RS CloudTrail E4-E44£ %2 Amazon S3 1Fi%#8 , B3E re: Post Private IS4,

REREERER , BHATLIE CloudTrail BHIAW “SHHLRER PEFSEFNEYL. FAKREN

S & CloudTrail , A LAHE [ re: Post Private K HWER, ZRHERM IP bk, #ERXEH TER, M@
R EERAREMIFMER.

ETRESEL CloudTrail , 25 (AWS CloudTrail FFIERE) »
re: TR X HFAAEE CloudTrail

CloudTrail FEf&BIZEKF AWS Ik Bt BB, LB . 2 re: Post Private R & £5EFIET | Z5E
B EHM AWS RS CloudTrail B4 —RBiICREZEHHFLIERHP, BUEFESR, ERENTHRIR
RENEH AWS KPP, BXxEZEELR |, BHSWEEA CloudTrail 47 £18 %,

B IIRENEHSE AWS K/ | E1E re: Post Private WE# |, iH0I2RE. BERAY CloudTrail fF
HEX L5 E Amazon S3 F#M. TIRERT , BRSSP RIRRERICRA |, ERRIEFNA TR
B AWS X, RIRIEFE AWS 2 XHFEXENES , HF A EXHZRIETEIEEN Amazon S3 7
fEfE. WAL, BRI LB EHEH M AWS RS , it —F 5 M ML CloudTrail B &R MENEHHE. B
XEZER , FZHATIANS :

o NIEH AWS IK 7 0 IR ER
* CloudTrail 3589 BRSS M EE AL

« ELiE Amazon SNS &ZXI CloudTrail
o FEWKBZANXIEH CloudTrail B EXAFIZRK B ZANKF B CloudTrail B &4

FRT A re: Post Private #4E#9H AWS re: Post A8 APl %123 CloudTrail 712 %1E AWS re: Post
Private &, re: Post Private XU TREENEHIERERBEXXHAH : CloudTrail

185 re: Post #A%5 API #§H AWS CloudTrail 40
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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» CreateSpace
» DeleteSpace

* DeregisterAdmin

» GetSpace
» ListSpaces

» ListTagsForResource

* RegisterAdmin

* Sendlnvites

» TagResource
» UntagResource

» UpdateSpace

re: post Private XFRUT X#F BIEERNSHIZRTE CloudTrail BEXHH

* CreateCase

* AddCommunicationToCase

* ResolveCase

BN EAS AXEZEMEEEXRENBERNARGE. SOGEEHTEBEUTARS :
« BERIFEABIERERZ AWS Identity and Access Management (IAM) A FEZIEA Ho
- BREFAACERKEAFNIGN ZEE MR EHN,

« EREREHHEM AWS RF K H.

BXEZER , HSH CloudTrail userldentity Jt#,
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https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_CreateSpace.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_DeleteSpace.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

1,

"eventTime": "2023-11-06T21:37:44Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "CreateSpace",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amz-apigw-id, date"
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},

"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
"eventID": "30abc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

AT RBIE R T ERZRegisterAdmini®E/Y CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:1972",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-07T21:24:23Z",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "RegisterAdmin",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
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"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {
"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SPlYNZE-ylQEmAXpmEXAMPLE"
.

"responseElements": {

"Access-Control-Expose-Headers": '"x-amzn-errortype, x-amzn-requestid, x-amzn-

errormessage, x-amzn-trace-id, x-amz-apigw-id, date"
.
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "elB873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

AR RBIE R T E RiZListSpacesi®EER CloudTrail BE%R B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-09T22:28:23Z",
"mfaAuthenticated": "false"
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}
}
1,
"eventTime": "2023-11-09T22:38:3472",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "ListSpaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c@4f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-afOb-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

LT RBIE R T ERiZResolveCaseigER CloudTrail BEE&B. S lERAKBERBEH
MsourceldentitytE&EKIRFIFERZEFNAF,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDIQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"

}I
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"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"

1,
"sourceldentity": "28el17330-10f1-705d-7cba-3a62a6bl0e2e"
}
1,
"eventTime": "2023-11-17T21:46:44Z",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbe4-c8d5-4d61-a016-e@76de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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