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ws.com

aps-workspaces-fips.us-gov-west-1.am
azonaws.com

aps-workspaces-fips.us-gov-west-1.api.aws
aps-workspaces.us-gov-west-1.api.aws
aps-fips.us-gov-west-1.amazonaws.com
aps.us-gov-west-1.api.aws

aps-fips.us-gov-west-1.api.aws

i

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS
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E#Rim R aps-workspaces. * 73k, A .amazonaws.com &K XHF IPv4 , LA .api.aws

ZRW IR LAE X IPv4 F IPv6,
EN

BEENBINFRERNR,. FREAETEREANTBBENERENDN. BRXESZER , H5H

Amazon Managed Service for Prometheus E4.

A LAE A AWS Cost Explorer f1 AWS BAFIEABERIREREZRENTERA, BEXESZER , B
F 5 Cost Explorer RELHBIENH L Z AWS A FMERABRRE

Premium Support

WMREITHE T EARBE AWS Premium Support Xl , MR Premium Support & F Amazon
Managed Service for Prometheus,

Ef


https://aws.amazon.com/prometheus/pricing
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-exploring-data.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
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FF 444 F Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus 2 —fEARS5 88, & Prometheus #&BMERS , AT
RRIBREN , IBRMT2h ANBEBREIRIE, KT FNEEA Amazon Managed Service for
Prometheus B =<4,

- 822 T/EX - 82 Amazon Managed Service for Prometheus T X RE M KRR IEFR,

- BEUEN - EREREALEXZH , TEXRZH, &R L[ Amazon Managed Service for
Prometheus &J($8#x , ik Amazon Managed Service for Prometheus B Zh#EUE#R,

« BEAER - RERMFABEFATEXE , RAUERNEAREE  URRFERX LB,

MRETHE AWS , ATRBREEXRENFHEE AWS K,

£l

« REAWS

« B2 Amazon Managed Service for Prometheus T4EX
* ¥ Prometheus ERREE THEKX

« Zif) Prometheus 15¥x

REAWS

FTERATHNES , AMEEXAWSHITIRE. NMREESLE —NAWSHKF |, HEZEBZEGIZE Amazon
Managed Service for Prometheus T/EX,

EMBAWS | EBHAWSTKF £ B3RP HAWSFIE RS , 2 &EA T Prometheus B &3 3£ E AR
%, ™ , BRENFERWRS T,

E3

o SEMIREVAWS ik 2

- BIEEAEEIHRINENAF

SEMERERAWS ik

MREXBAWS K/, FRERA T SRR EIE -
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EFMAWS Ik~

1. $TF https://portal.aws.amazon.com/billing/E A
2. ZRBRELMNHBARE,

R, REIBEERRIERS  EREABERENA —NRIES,

HEEMETAWS IKF |, B BIZAWS IKFRAF —1. BAFERIEEZKS PRABEAWS IR
SRR, FANREREXR , FAAFSEEEHRANR , ARRAERBRAFRNITEEZRA S
R PRAVESS

AWSHEMERTEK G R MERIE— NG FERM. SR LARER A1 https://aws.amazon.com/FH %&£
‘BNIKF" , EFSLSNKFEHERENIKS,

SIEEREEGRNRNAF

EME , BRIPEINEZEAWS K AWS KPR AP AWS IAM Identity Center , B RAHSIEZEEH
P, XEERT 26 root AFHITHEES,

R IRVAWS MK AR A P

1. %#% Root A FABMAWS K= & Fabtibst , SUKFATEE S HER, AWS EEEs)
AET-TE , HALRERS,

ERBEABRAFERAENEE , B5H (AWS BFAF1ERM) /Y Signing in as the root

usero.

2. RENBAFPBRZESHRIE (MFA),

BXREHA , F2EIAM AFEETHANAWS KFRAFEAEL MFA 7% (288 ) .

tIZEAEERENRIAF

1. J3 A 1AM Identity Center,

BXEA , FSH (AWS IAM Identity Center P8R H# Enabling. AWS IAM Identity
Center

2. £ IAM Identity Center 1 , AP R FEEIH RN,

BIZEFEE I RR A 14


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
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BXRERAIAM Identity Center B FEHN FHBRAHE , 25 (A IER) IAM Identity Center B
S oh i 65 I BRIA 1R BELBAWS IAM Identity Center 8 /= 5 1A BR o

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BERSBELIZE IAM Identity Center i P BT &%
S BB F R4 3 31k Y B 5 URL,

BXRBEA 1AM Identity Center AP B FHEE) , HSHAWS B2 FAFEEPHNEZAWSIE]]
o

FFERN RS B L HMmA P
1. 7£ IAM Identity Center 7 , SIE—MXRE , ZNREERENAREN R REME,

BXRUHA , HSE CAWS IAM Identity Center P 388) H#Y Create a permission set.
2. HNARSEE—ME , RAERNZESEE L BFZIHRNE.

BXiREA , H200 (AWS IAM Identity Center /A #858) ##I Add groups.

f12 Amazon Managed Service for Prometheus T/EX

THEXRZTHTE#ENEN Prometheus IERIVIBEZH, THEXIIFBANHRES , ATRNHEE
B, flanERH, S, #HERMBER , UARERHERNERS, SAUEKFNEMNXEHRE -1 RS
S (1

ERBETHEKX , FERUATIREE.

(® Note

EXRGBIEXMNAALETINEZSEFMEER , B2 6|E Amazon Managed Service for
Prometheus THEX,

#1% Amazon Managed Service for Prometheus T4EX

1. $IFEAT Prometheus I S#HFEERSZEFIE , MitR, https:/console.aws.amazon.com/
prometheus/
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https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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2. EIEXFIES , MAFITEXHNBSE

ITHERXRBNERREEH , BTFRIANIEX, EMEELERHE—N, BNI/EZRTLLESHE
BMN5E , EFMEIEZRFRHGEEH W IEZH , XEETHEZRHBERT Promet IDs heus BY
Amazon FEERSZ £ K.

3. (") E@wAZRARMGRE | HEFERNHAIRL,
ARG, T Key () , MARZHAEN. BELE Value ({B) FRMTHENIREE,

ERMEMRE | FHEXERE Add new tag ( IRIFTFRE ) o
4. EEETIHEX,

R 2ERTEXFAGEREH, XHE
T4z A ID xR URLs FELE

BREZEEANEBWN L THEZRAIRA, ARN,

‘}II

&Y, RESARRANEESIR, FERSENENEBHEREERRIG

i2F URLs 2 RHAL T 2 (iIZBEBEA URL ) MiwR-&if) URL, L& Prometheus RS S5 EL B
NFEREREEAL TEXURERXLERERE , FEEXLE URL,

¥ Prometheus $E# BRI THEX

BREUERA —Fh B ERERAIM A Prometheus R ( EREERX TE1TH Prometheus 3£l ) N&E

B EIEHR , RN HEHE % E Amazon Managed Service for Prometheus # T M KR, KHN
ZanfEE A Helm & B A Prometheus KEESEfI , SFEFREEUM Amazon EKS & E& 7 Amazon
Managed Service for Prometheus T/#EX,

E £ Amazon EKS AR SR , Hli0 Kubernetes 5017 R K ¥54r , B LAEA Amazon EKS Xt hn
B, BXREZEER , 555 (Amazon EKS AF#gr) YA A/ X KA &,

B> Amazon Managed Service for Prometheus SREVBIEM E b 5% ( BRENARFIERNGES
Al AMIENR ) WER |, SR EREEE Amazon Managed Service for Prometheus T4EX,

(® Note

REE THEXWIERRIAER 150 X , AEEFRER. SBTUESIRTEXEENRK 1095
R(=F ) RBRFREY. BXREZEE , FEREESHN TEX,
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-workspace-configuration.html
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A EB 5 FR 9 15 BA A B T BRI 5 3 H1Z 1T Amazon Managed Service for Prometheus. REZREZ 0]
BT IEX, EARTH , B Amazon EKS & HIREFHH Prometheus RS 88 , FTIRFS =LA
INEL B #E N X E B Amazon Managed Service for Prometheus KiZE R, RNFEEEUT LREH -

- BUIME— Amazon EKS & , #H Prometheus BREEBFHIMNZE B R EIER.
« Amazon EKS & MM Z % Amazon EBS CSI zfE2F ( Helm EXR ) .

o BAMAER Helm CLI 3.0 RE SR,

« BYUHER Linux 2 MacOS it EHRHITUT B D HHSER,

S 1 RMNFN Helm BRE#E
MAUTHSLURNMIEN Helm F#E. EXXEGTHNESFEER |, 5 Helm FHEE,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

182 2 : 6|2 Prometheus fip % 224

BMALLT®T , 7 Prometheus IR ESME T M IRA H8I2 Prometheus T8 & ZE B, prometheus-
agent-namespace B AIREEMIXNin A Z B A o

kubectl create namespace prometheus-agent-namespace

TB®3:RERSZSKFH IAM A&,

EFERAXMRIAE , BEERNIZEIT Prometheus REBH Amazon EKS EEHPH RS K- FERA IAM £
&,

BERESKSH IAM &6 | EALUE IAM B85 Kubernetes BRE MK <BL, ARG, ZRS kS AT LA
RNERZBRSKESEM Pod FHARSFIRME AWS R, BXEZEER , HSRBREKFH IAM A
&,

MREEREEXEAR® | FEREB RERSABM Amazon EKS EEFIEEUES FHIHRAIRER
B, ZHBOPMWHBERER eksctl, BXREZEER |, HSH Amazon Elastic Kubernetes Service
Al -eksctl,

SERA RN Helm BRFMEE 17


https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://helm.sh/docs/helm/helm_repo/
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
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® Note

MRIERE EKS £, EREAH R AWS MFER4PHEERTF Prometheus BYIE 5%
RERS , WEEFEAETH Sigv4, EKS-IAM-ROLE

SR 4 REHF RS 2R IR REUEIR

EL%EFH Prometheus KB HF1E¥r %1% Bl Amazon Managed Service for Prometheus TH#KX | &
BUTHZRRE,

L% # Prometheus {RI2 H 545 &£ B Amazon Managed Service for Prometheus T/EX
1. FRAXAREERLERZ N my_prometheus_values_yaml WX , EFEEUTRE,

« IAM_PROXY_PROMETHEUS_ROLE_ARNE ¥R 7 &£ H &) Bamp-iamproxy-ingest-role £y
ARN, & BRSE A M Amazon EKS E& G EEIER
« WORKSPACE_IDE#: &R T Prometheus FII &L E RS T/EZEAY ID,

e REGIONE#FNEAT Prometheus WIS IEERS THEXHN X,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200

HR 4 REHIRS R H IR BREUER 18



Amazon Managed Service for Prometheus ArfEm

capacity: 2500
2. HWALT T ILIE Prometheus RS E5.

« f¥ prometheus-chart-name &# &M Prometheus RAXHE 5o
 prometheus-agent-namespace&# &K Prometheus @5 # Z2 B Y & o

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

#51f) Prometheus F§#x

E , EREHENEITEX , BUUNEHRTER, EAENNERTEZR2FEAEN Grafana 2%
MRS RERIENR. EATH , BF 7 HOMEH Amazon Managed Grafana M\ Amazon Managed
Service for Prometheus & 1EFx,

(® Note

ETHRERTIBHIEERSH Prometheus IEFREEAEA T Prometheus B S#h £ E IR S
WEMAE , FSH., APls &1 Prometheus 1ER

ATBRELCEZLET —NTHEX , FEERERERIHESP,

el LAE AR AR Prometheus &ifiE S PromQL X TEH, Bx PromQL RHIBEZNEZER |
B Z 5 Prometheus XHH Querying Prometheus,

Amazon Managed Grafana  —IWt X F R Grafana W EERS , IHWLEFR. F=HISVH
EE, AWS URATFAAE TR 2 7 BE RN RS

Amazon Managed Grafana for Prometheus X ##f£f Amazon Managed Grafana &) TEXFH 15
¥Ro 7£ Amazon Managed Grafana ##|& % , BRI LUET XTI B K Amazon Managed Service for
Prometheus I&F , & Amazon Managed Service for Prometheus T/EX A INR #IEFRIR. Amazon
Managed Grafana & i8] Amazon Managed Service for Prometheus FFEER BRI EITNEE.,
BxM Amazon Managed Grafana #8125 Amazon Managed Service for Prometheus HYE Y ¥ 4015
B8 , 55 Amazon Managed Grafana F FP {5 F R Y1 BA
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#&3& 7] LATE Amazon Managed Grafana A #& & Amazon Managed Service for Prometheus 3k, B>
RESBRERNVIHEE |, HS RN EIRS Amazon Managed Grafana s FFR Grafana £ K.

® Note

MREE R Amazon Managed Grafana TEXEE RN EAFE VPC , M A5HF Amazon
Managed Service for Prometheus TEXE#EZIRE— VPC, BEXEZEER , 55 EFE
VPC Hi#E# 2] Amazon Managed Grafanas
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‘&I Amazon Managed Service for Prometheus T/EX

THEXRLTRATEFMEMER Prometheus IB8/RHZEZH, TEXZEFRANFRES , ATRNXHEE
B GlERH, FH, EHRFBER , UREFRNEBERNERNSE, EUUEKFNSNXERE—NHZ
/|\I1IEIXO

FERARID PSR EMEE Amazon Managed Service for Prometheus TEX,
F&

« #J# Amazon Managed Service for Prometheus T/EX

- BEIHEKX

- REBIEXHH

- BBHIEH Amazon Managed Service for Prometheus THEXFHAELR , B3 ARN
- MiIBR Amazon Managed Service for Prometheus T4EX

£1% Amazon Managed Service for Prometheus T4EX

BERBLUTSEEIZE Amazon Managed Service for Prometheus THEX, &ALk EH AWS CLI
2 Amazon Managed Service for Prometheus 2% &,

(® Note

WMRZIZ1TH = Amazon EKS & | A LAEA AWS Controllers for Kubernetes 22T T
X,

EFEAHGIETEX AWS CLI

1. WAUTHSRLUBIEX, WRHIBIERN my-first-workspace WIERX , BEURFE ,
ALEARMEE (RFEANE ) . TEXINBGRERFEN , ABTFHIRMTEX, %%ﬁ&ﬁz
ERE—H. BAIEZETUNEEHERNGSE , BEFrEIEZRHBEGH —WI(EZEE , XET
YEZE B BiE A T Promet IDs heus B9 Amazon FE&E RS & Ko

(%) EFEALBECH KMS ZANEFEETEZEHRNBEHTNE , AAAEEFEHAN AWS
KMS a8 &kmsKeyArnS 8., BAREA T Prometheus BT B #E B IR SS T < B S UERfE F
EFREZANSGA , BURRFESRENEAHEXHER. AWS Key Management Service

BIETEX 21



=[]

Amazon Managed Service for Prometheus ArE

&> Amazon Managed Service for Prometheus THEXFPHEFEME , HENAQIE, EBNER
LEHECNEEFPREBNESER , BSHABASNE,

BES ([]1) PHSHERTESHE  FTEEGTHERHES

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef] [--
tags Status=Secret,Team=My-Team]

Lan SRR E AT 548 -

« workspaceld Rt THEXHKE— ID, i2 Tk ID,

« arn 2L TEXH ARN,

» status BRIEXMIHIPRS. tIBITEXZE , RSB ABEIZEIZEN CREATING,
« kmsKeyArn RATNEIEXBEAZFREEZR (MREREMH ),

(® Note
EAFEFREERHLRN THEXTRMER AWS & RERHITRE

ERAREREAEFREEZHAER AWS BREH,. FRAFEFREZHAUNEZNITHEXIN
ETREERRANER AWS BEZEHR (R2BFR ).

* tags RIIHTHEXHHFE (WRE ),

MREH create-workspace I HIREIFIRASH CREATING , M AT LU A LTS
WE TEXMAEHER M. my-workspace-idEiftNcreate-workspaced iR EHY
{Eworkspaceld,

aws amp describe-workspace --workspace-id my-workspace-id

% describe-workspace @& X status IR[E ACTIVE B , THEXFATLAER T,

£ Amazon Managed Service for Prometheus &l & 812 TEX

1.

2.
3.

FFEA T Prometheus WL S EE PRSIEHIES , MUk, https://console.aws.amazon.com/
prometheus/

EFANE,

EIEXBED , AR IEXHIAE,

BB THEKX

22
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ITHERXRINERREEN , BTRIANIERX, EMEELERHE—N, BNIEZRATLUES
HENHZ , BFfE TEZREMBEEH —WI/EZE , XETHEZEHERTF Promet IDs heus B9
Amazon FEERSZ £ K.

4. (k) EFEALECH KMS BAXNFEETEZRPHKIEFHTME |, B LUEEF ‘BEXM
BIRE” , REEBREFERAN AWS KMS 4 ( REIBRFEH ) o BN THRIT &R FIEFK
FPHRES , talia ASERGENEMZEHAN ARN. R2AEA T Prometheus B B EE
RETFamBfBRERAERFREZANSR B~ E5RBNEAMAINETA. AWS Key

Management Service

A% Amazon Managed Service for Prometheus THEXFHFEMNE , REWMAQIE, EEMER
LECHNEREFREZANESER , BSREBSNE,

(® Note
ERAFEFEETRACRN THEXTRMER AWS HERERITRI
1%1‘51531%&%)%%??% AR AWS BEEH, FREFEEBHURNITHEXS
RN AWS BREER (RZTR) -

5. (Hit) BR—IISMRERMNETHEX , BEFFNFIRE, K5, £8P, WAREN R
Fho S&AILAFE Value ({B) RN ANE R AREAE

ERMEMRE | FHERERE Add new tag ( RINFFRZ ) .
6. EFNEIEX,

R 2ERTEXFAGERH, XHERSFBZREEANEAN I THEZERS. ARN,
T4z ID MimR URLs EEE.

EITEXEEREZH  ASFERERCE, SERBRERNEDEEREREBFRI

B TFERE URLs AT R (BB A URL ) # E ndpoint-&if] URL, ZH#&fF Prometheus BRSS
HEENFEVZEEANITEXURERIXLERN , FEEXLY URL,

BXRTEERRRE TEXRWEER |, S Prometheus IEMREENE THEX,

B THFX

BRBEHNUATAREETFEX :
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- EMRER , AENELE LIRS SN TE R ERE A RSN RS, REERHA— ISR

HBIES | XLEHRE name/value BB T AR HEFSIEREREEREER.

BN E AR E R BIRERAT B FSUPR S , A LU —NE P SR A A (B PR 1 R (N M i F8 P =
Ho flan | MNRIEFIIRLEE team=A env=prod RE 100 FAERM B F TR , MMR5ZIFE
SR ERIREEFRIIBEBTZRES , WRESHREERENMBEFEIFSZETR. X%, H
i P HEFRRT2Z R M,

B X Prometheus HVIRENEZEER |, S Data Model,

- REREHUE LBEETFEXPRENKRE.

BEIEKX

1.

o & 0D

HFERATF Prometheus WL S FEERS SIS , MikR. https://console.aws.amazon.com/
prometheus/

ENHEELA , EREXEEN  RAEEEMEIEKX,

ERITEXHIEKX ID,

ERTEXEEEDR,

ERETIEXHNAREY  BERBHBoPERERE, A, AXNENEEMNREH, KN
1095 K (=% )

ERMSHE SRR R EERFIIRS , FEREER D PIERERE, REMITUTERE:

a. ("t ) ERMIAFEERSIPRAE , DENTETFEX PRI &ATERE EFHHRER
#, I ASEMEE LRSS LB AV B F 5o

b. BEEMIRES , BHEERRSIR ST 5 ARIREEAY S KA E] 7 5 BR o

RE , NHENRZERERN - MR ARSENE |, FEERMIRE,
c. (Wt )EBEENEMIREE , BRREMMIZE - MIZEHESNEHNS R,
B , BRREFER.

miE TEX AR

BAIRETEXRESHS B, EFEA AWS CLIERIT KSR , BRAU TGRSR,

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"
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£ F Amazon Managed Service for Prometheus & & %% T/EX

1. $TFEAT Prometheus I S#HFEERSZEFIE , Mt R, https:/console.aws.amazon.com/
prometheus/

2. ENHEELS , AEXEER , RELEEMAEITEX,
3. EREREMNIEXMNIEXID, RARERRE,
4. ATHEXBMAFNBE , RELEERT

BEHIER Amazon Managed Service for Prometheus TEX #4115
B, 8% ARN

BATLAE R AWS BB A AWS CLIZE#H Amazon Managed Service for Prometheus TERX #91F
MER.

Console

£ Amazon Managed Service for Prometheus ##lA&&X THEXEFEMER

1. FTFFER T Prometheus I S EE RS IESIA , ik, https://
console.aws.amazon.com/prometheus/

2. ENHEELS , AEXEER , RELEEMAEITEX,
3. ERITHEXMIEKXID,. XFEFAXRIEXNEFMAEE , 25 :

o HEPRE - TEXKRES (FlEs) ) ERERE T
« ARN - T4EX ARN & /R% ARN T A,
- D-I#KXIDEREIHRKXID T7H,

* URLs— ##|8E 7% URLs TEXHAR , 28 URLs HTEATERINTEXER
HAEH.

(@ Note
ERIAMER T , URLs AEME IPv4 URLs. St AT BUE AN (IPv4 3 E
IPv6 %% )., URLSENI=R—#H , BFEANRE api.aws 5 , M 2RIAK
amazonaws.com, Hltl , IRAREBRATHE (—NIPv4URL) :
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ef56-7890-abl2-example/api/vl/remote_write

RAriEmE

ef56-7890-abl2-example/api/vl/remote_write
AE%

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-
7

fRATBABIE — XA ( @FEXAIE IPV6 ) , URL AT :

AWS CLI

EERE

/Ch

THR-ERT+ , HPpasFxRAN,

NIfE=REFEHES | FFEHR AWS CL
#X ID,

BREER., AL BEENRENER.

LTFatEE TEXNIEAER. BAFmy-workspace-idBERANERIFMAESENITEXMNT
XFREAXITERNFAGFE , 8%

aws amp describe-workspace --workspace-id my-workspace-id
« HHEPRA - £ statusCode BHHIRE TEXHIRA ( 20 ACTIVE )
* ARN - % arn BHHIRE TEX ARN,

@ Note

« URLs— AWS CLI jR[ElprometheusEndpoint/@ M+ TEZEE HWEZA URL,

(—NIPv4 URL) :

BIAERT , REAMULR IPv4 ik, 2% 0] AEE R ERREML (IPv4 B IPv6 X

B8 ) Wik |, api.awsM A 2EIAMiL, amazonaws.comfPlil , MRARBFLUTAR
ef56-7890-abl2-example/
ERIEREAEE

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcd1234-

{RAT LB — NI ( BEXNWZEF PV ) , URL AT ¢

26



Amazon Managed Service for Prometheus ArfEm

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-ef56-7890-
abl2-example/

B e LA BB AR N/api/vl/remote_writesk/api/vl/query , URLs JT{EX
REZEBEANER,

ffl B Amazon Managed Service for Prometheus T4EX

I RR TAEX MR E SREREI K PRV BE.

(® Note

MBRER T Prometheus #YIL T #h FEE RS THEX T < BEIMIER AWS £ EEEHEUE#R 3 5%
HEZITHEXHNEERSERS. BXEZER , B5H ERMNB RNMER.

EfEAMIBR TEX AWS CLI

FEAUTHS :
aws amp delete-workspace --workspace-id my-workspace-id

{# A Amazon Managed Service for Prometheus #2%|& Ml Bk T #X

1. fIFEATF Prometheus I S#HFEERFEFIE , MR, https:/console.aws.amazon.com/
prometheus/

2. EMEELA  EEEHERR, AREEMAEIEKX,
ERERBRIERNIEX ID, REEEMER.
EHRIAMES |, i A delete , AEIEFMIER.
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Y4

T FrZELE| Amazon Managed Service for Prometheus T

X

S IFHEFR R ENE] Amazon Managed Service for Prometheus T/EX | ARG F HEXTIX L fE 4Rt 1T &
WHREHEIR, Ao NEOAREFEFRENREIEKX,

(® Note

BREE THEXWERRIAEMR 150 X , RIE AR, SUNESFTEXEEN&ZK 1095
R(=F ) RBRFREY. BXREZEE , FERAEEEN TEX,

BTG E A LU S PR ERELE] Amazon Managed Service for Prometheus TEX

- £/ AWS EEWERS — EA T Prometheus W SR EERFZRHET —IZTL2RE. TREH
IR oA Bz MBI D Elastic Kubernetes Service (Amazon EKS) S8 T EUE SR, HMEL
2 B3I ME Prometheus A i R FREUEHR.

- FRAEFRAERES - AUUBSIZHARNEEBCHNERS. REANFMNUESRZRRECH
Prometheus =6l , EREEN Ti21T , WEFEHA Distro AWS OpenTelemetry L FEBDFEMANBT
XLERE,

WL B8 A Prometheus ILBE AIhEE , FFE#RAIEE| Amazon Managed Service for
Prometheus, A LAEFA Prometheus IR EATIREELRBCHNARER |, FEREZERE
#| Amazon Managed Service for Prometheus, BXEBEFERAZEEANEZEMES , BSH
Prometheus X#4# # remote_write,

F&
- A AWS FHERERREUER
- ERRERES

£/ AWS FEE ISR REUE IR

Amazon Managed Service for Prometheus K% I {5 A 226l 2 4532 B Amazon Elastic Kubernetes
Service ( Amazon EKS ) EEH Kubernetes &8, Kubernetes S8 LA K £ Amazon EKS FIz{THF
ZNAEFS B S HEEBRUMHIEZS Prometheus FIHTEVR F 1A,

AWS B ERS 28
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® Note

Amazon EKS &£ F#FH LN TFF API IR 851E#R. kube-controller-manager E#:H
kube-scheduler ¥E#5, & Kubernetes BFMEREITHIFZHEMR RN AREFHIEHES
Prometheus A MWIEIR,. BXPBIEZNSHIEZNFIXK , i5SH Prometheus X HH

Exporters and integrations.

Amazon Managed Service for Prometheus IRt T2 EXNTRENMEGE R K KRS , TEHRIME
5 Prometheus BN ER, BLFERE., BE. B4 REAMEERF. Amazon Managed
Service for Prometheus W85 1 8K Amazon EKS &Rt 1[5, RE. SETH. AT EWN
E#RES . Amazon Managed Service for Prometheus £ & W& 25 W5 Amazon EKS £8 ( 8% EC2
H Fargate ) Bt &£,

Amazon Managed Service for Prometheus & 22 H E I EZIMEEF N EEEN SN FMNaIZE—1
HMEMEED (ENI) , WESFBETXLEERMEUER ENIs , AEEA VPC KinT R HIEH
iZremote_writeZlEMAF Prometheus W S# T E RS THEZE, BN KEXEFL2ELARE
B _EfE R,

AR EBRM T BXUNAEER Amazon EKS £ H #H Amazon Managed Service for Prometheus
WESFUARFIBENIEIINESER.

£

« 73 Amazon EKS i B E N WES

« 7 Amazon MSK iR EHE I Prometheus K& 25
« 5 Prometheus B IEFRH BLE ?

- FAEHERLRRRKES

7 Amazon EKS i B E XN EES

E & A Amazon Managed Service for Prometheus W8S , BBl —MEEE K AT M EE Amazon
EKS £8 T MIEIR. E L8125 Amazon Managed Streaming for Apache Kafka R HIMELES. B
XEZEER , 82 H5 Amazon MSK &,

o WA LAE B Amazon EKS BN ERCIZBIEEF. BX 82 Amazon EKS £ ( ZELIEM
WEF ) WEZEER |, H5¥ (Amazon EKS A #EmE) FHEIE Amazon EKS £,

o EBOLAER AWS API URESREEZEBCHWITERTE | o] LAEA. AWS CLI

£ X Amazon EKS 29
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Amazon Managed Service for Prometheus & 28 2 HMTELS Prometheus BN EIR. BX5E
Prometheus AN BN EZELR |, FSHE5 Prometheus A IERAMLE 2 , Amazon EKS &
BT API RS23H9EFR. Kubernetes ARZS 1.28 RE S MRAH Amazon EKS E&IE A FF kube-
scheduler M kube-controller-manager HiEH., BEXEZELR , H5H (Amazon EKS AF
ERE) HEYIREL Prometheus &3\ BY &I E AR R 1A 1647 o

(® Note

MEBPIMEER TR EMKRERR. REXEREINTEZ —BERESN /metrics i
R, NRHIERHITES (SINER gzip ) , NTED BMEM L LARMNEE, MM
X—R , BORTREERNARFRE, BLEERINEA gzip K4,

UTEENAnAelE, EENEEMNERF,
£l

- BIEIENEF

- Bl Amazon EKS £

o ERAMERIMEE F

- MBEFEE

o BEEHEFE Bl & [ 7R

o IENEE PR

BIEMEEF

Amazon Managed Service for Prometheus Y& 28 —MIEEBFAK , AT RIMFMUKE Amazon
EKS &8 F M #EFR. Amazon Managed Service for Prometheus N IEEENMEERF , HEREFFEN
Ay EM, ZReMNATEY  TFEEETEETMRE. RESMEER,

AEE =75 X el 2 HEER

« YIET Amazon EKS #2&| A 612 Amazon EKS EE H &R B Prometheus IEHRET , REL BT
NIECIZAMERES,

« A LAM Amazon EKS 2 A& NI EEFCIRIEER. £ Amazon EKS ZH| & RITH &R , AF
FEAUEETF | BN IERES,

EXTHRENEZFMEES , 555 (Amazon EKS AF#mE) FMFTE Prometheus E#F,

£ X Amazon EKS 30


https://docs.aws.amazon.com/eks/latest/userguide/view-raw-metrics.html#scheduler-controller-metrics
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« &I LAER AWS API 5. t24TE T & AWS CLl,

LTERPHER T X LR,

BIEEB CHITEREFRRBEUT LN EREY

o WAMBIET Amazon EKS &,

« QFUF Amazon EKS BN SR IH S0 EHREN SERELR,. A UASERENLETIHER ,
BXARBEREFRE.

« Amazon EKS &EBFT1ER Amazon VPC &44/5 i 7 DNS,

@ Note

SERIGEI E Amazon BREH ( ARN ) SHIBMEMXE, NEMK—MER KSR
ERMER | FERIGEFEMA ARN, it , MIEES SR RS, MSR
EEMBRERZHTTH.

AWS API
£/ AWS API tIZIMEEF

£/ CreateScraper APl #2/EEF AP AWS | SIEBIMEINT B, LT RHIE us-west-2 Xigis
BIBIEER. EFENITHEZME AWS KF. €28 Amazon EKS SHEEERNECHER
IDs , FRHEA THERNEE,

(® Note

Z2EMFPNRENFMEEREHENZTEAM TN,
BYREEDHNTARXFEDBERNFM,

scrapeConfiguration @ — XA base64 %HIZHY Prometheus BLE YAML 3, &EAILUES
GetDefaultScraperConfiguration API #ETEERAEE, B scrapeConfiguration
BANEZER , BSRANBEFLS,

POST /scrapers HTTP/1.1
Content-Length: 415
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

iy
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

}

AWS CLI
£/ AWS CLISIZHIENRE =

B AWS CLIfEA create-scraper i OIEMEESE. T RHIE us-west-2 Xig Al HMER
BF, SEENIEZEE AWS K, 22 M Amazon EKS £EEE SR NECHIEER IDs , HiE
A TFIMESENEE.,

(@ Note

ZEENMFPNRENFMEESEHNZTEAM TN,
BYFEEDHNTARFEDBERNFM,

scrape-configuration @ —/ R base64 B Prometheus BLE YAML X #, &R LAfEH

get-default-scraper-configuration S TEBEABE., BX scrape-configuration
BIANEZEER , BSRAINIBEFLE.

£ X Amazon EKS 32



Amazon Managed Service for Prometheus ArfEm

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

LUTRETLLES AWS APl —E2FANMEEREENTEY X

£/ CreateScraper API 4RI Z MR

£ A ListScrapers API #4E5 H &I BN MEEF.

£/ UpdateScraperAPI R EERMIMEEENBIE . EENE Wi,

{F F DeleteScraper API &M BRMENE F o

« B DescribeScraper APl BEFRENEXIBEBFHNEZSIFHAER.

« B GetDefaultScraperConfiguration API #/EREIMEVZ RV B A EE

(® Note

WP IEEHNENR Amazon EKS S8 EL & 7 /L 1F Amazon Managed Service for Prometheus
R LIER, T—NEENBUIEE SR,

Bk igiE

E7£ Amazon EKS £ & Amazon Managed Service for Prometheus T/ERX i F 7 E#I K
PRI EEKFMEES |, EEAUTERE. flwn, £8—/N2E Amazon EKS £ HIRK
account_id_source #—/N@& Amazon Managed Service for Prometheus T/EX I B #rlik
account_id_target,

BT IR E A2 HEER

1. EREKFPH  8lZAM® arn:aws:iam: :account_id_source:role/Source HRMATEFE
KB,

"Effect": "Allow",
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"Principal": {
"Service": [
""'scraper.aps.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {

"aws:SourceArn": "scraper_ARN"
iy
"StringEquals": {
"AWS:SourceAccount": "account_id"
}

2. 1EJR ( Amazon EKS £& ) MB#r (AT Prometheus I SR EERS THEZEH ) WEHA
&L, BEERE —Narn:aws:iam: :account_id_target:role/TargetBEHFMUT
B ENRIVEEERE, AmazonPrometheusRemoteWriteAccess

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account_id_source:role/Source"
},
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"sts:ExternalIld": "scraper_ARN"

3. f#M --role-configuration £ I ZHMEES.

aws amp create-scraper \
--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id_source:cluster/xarw, subnetIds=[subnet-subnet-id]}" \
--scrape-configuration configurationBlob=<base64-encoded-blob> \

£ Amazon EKS 34
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--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id_target:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account-id_source:role/
Source", "targetRoleArn":"arn:aws:iam::account-id_target:role/Target"}'

4. BIEHTEER I,

aws amp list-scrapers
{
"scrapers": [
{
"scraperId": "scraper-id",

"arn": "arn:aws:aps:us-west-2:account_id_source:scraper/scraper-id",

"roleArn": "arn:aws:iam::account_id_source:role/aws-service-role/
scraper.aps.amazonaws.com/
AwWSServiceRoleForAmazonPrometheusScraperInternal_cc319052-41a3-4",

"status": {

"statusCode": "ACTIVE"

.

"createdAt": "2024-10-29T16:37:58.789000+00:00",

"lastModifiedAt": "2024-10-29T16:55:17.085000+00:00",

"tags": {},

"source": {

"eksConfiguration": {

"clusterArn": "arn:aws:eks:us-west-2:account_id_source:cluster/
xarw",

"securityGroupIds": [
"'sg-security-group-id",
"sg-security-group-id"

1,

"subnetIds": [
"subnet-subnet_id"

I
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-
west-2:account_id_target:workspace/ws-workspace-id"

}
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£ RoleConfiguration MRS X A€ 2 [E{]#

UERBYRERSHERBEMT R RoleConfiguration L EA Amazon Managed Service for
Prometheus THEXHA | AHEFH UpdateScraper HRHE—NEHMEEEV FHBKS R TERX

( FFE RoleConfiguration ) o REFMIMEEEHBER RoleConfiguration , FFHEMAKRSHE
XA,

LEEFWESTBSENVNTHRK, PN THEXH BEENEF A RoleConfiguration B, HHEIR
£ UpdateScraper L1t RoleConfiguration,

NERTEFETERRRAN THEXCIZIEES

EQEIMEEEUEFERENIEEES B X EEE ZHM Amazon Managed Service for
Prometheus T4EX , #&fEf --role-configuration }fHREMBIREBIEE N E —NIKF,

aws amp create-scraper \
--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-id:cluster/
xarw,subnetIds=[subnet-subnet_id]}" \
--scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"\
--role-configuration '{"sourceRoleArn":"arn:aws:iam::account_id:role/Source",
"targetRoleArn":"arn:aws:iam::account_id:role/Target"}'

IR HTEES B B9 5 &5 iR

LT RZ = I 2 #MENS o & B A R &,

- FFE AWS BRFFHE. BENZSH, FMHM Amazon EKS EENUFAIFTE.

o IPHstZEE TR, FE1EA CreateScraper API BN FRFAMBAELE—NA AL IP tbit,
Bt Amazon EKS £ #

IR Amazon EKS SEBELE N A TFIMEREF G EMR. LWEEEHR LM
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- f£f Amazon EKS 171815k B B 3112 Amazon Managed Service for Prometheus WSS XT S 241015
(7] A PR o

« FZBEE Amazon EKS £ , UEHTHREBRIMEG

TR EBFRBNETHITIEANE,

£ Amazon EKS B & 1 £ A 15 B 5 B # 4T IMEREE 75 5]

£ /8 Amazon EKS #yi5[E % B 21k Amazon Managed Service for Prometheus M8 shHEN IS #R Y &
[LE Vb7

MTRFHREHTEE Amazon EKS £8 BB N X3 APl BHRRIE, £EEEHRITEXSTIRE RN API
X API_AND_CONFIG_MAP, XA Amazon EKS B HI AW EH FAEENHRRELXRMFLEE.,
BXREZEER , BEZH (Amazon EKS AFERE) FIEZE IAM A6 AP 15 Amazon EKS §E&F
EH Kubernetes 31 %K.

&R LA O 2 SRR AT S B B SR B 2 5 B R HITENES -

- BIEREFN - B LATEEE Amazon EKS 2§ & 2 Amazon EKS SEEAELE L5 RIXR ( HER
WEHRAMNBENEF —BoHIMEES ) , AT EaILIEHRIZKEKE , £ Amazon Managed Service
for Prometheus BE# 15 0] £ B 547

- SIZEEHTRM : R Amazon EKS EHELEFE , IINSHRIEERIEEN API
API_AND_CONFIG_MAP , #&i&id Amazon Managed Service for Prometheus API 5 CLI Si&id

Amazon EKS £ #| & I ZHEAHEER < B3 QI ZEWN TGRS B K, miTINERRENR TG
IEHVEREE,

2825 R % B K

LRI ZHMELRE H ik Amazon Managed Service for Prometheus &£ KA B KA , ©RER
TR, BXBHEEZENESESR |, 525 (Amazon EKS BF#Em) B IAM A AF

iA] Kubernetes.

"rules": [

{
"effect": "allow",
"apiGroups": [

]I
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"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",

"pods",
"ingresses",
"configmaps"

1,

"verbs": [
"get",
"list",
"watch"

]

I
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
I
{

"effect": "allow",

"apiGroups": [
"metrics.eks.amazonaws.com"

1,

"resources": [
"kcm/metrics",
"ksh/metrics"

1,

"verbs": [
nget"

]
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},
{
"effect": "allow",
"nonResourceURLs": [
"/metrics"
1,
"verbs": [
nget"
]
}

FEE Amazon EKS LAt 1T HITELES 17 [R)

MREEERMEH aws-auth ConfigMap KIEHIXS kubernetes E£EH R , BAA T LLLE Amazon
Managed Service for Prometheus JMEXES 5 MRV IEFR. AT HBIF X F Amazon Managed Service
for Prometheus M#&EY Amazon EKS & & HTEUEFR.

(® Note

BX ConfigMap MiAFRIFZEMESZEE , 555 (Amazon EKS AAFIER) PR IAM
A% A G Kubernetes.

HE R Akubectl ] AWS CLl, BX%%E kubectl WEEER |, 53 (Amazon EKS AFIERE) &
1 Z % kubectl,

FHEE Amazon EKS S5 L 1T E FEARHTEL

1. FEALUTXABERZN clusterrole-binding.yml BIX# :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", '"configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
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resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

- apiGroups: ["metrics.eks.amazonaws.com"]
resources: ["kcm/metrics", "ksh/metrics"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding
subjects:
- kind: User

name: aps-collector-user

apiGroup: rbac.authorization.k8s.io

roleRef:

kind: ClusterRole

name: aps-collector-role

apiGroup: rbac.authorization.k8s.io

2. HEEBRDEITUTHT.

kubectl apply -f clusterrole-binding.yml

XFCIRERARHENMMAN, tREER aps-collector-role EABREH , £/ aps-
collector-user ENAF &,

3. UTHtHEREEXRTAE ID WSS Bscraper-id, XR2EFER E—FhimSoIZEN
MEREFF

aws amp describe-scraper --scraper-id scraper-id

4. M describe-scraper WERFHKE roleArn, HEFEXM TR :

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS ER it ARN XAFEIMNIEN, BATEEREIM ARN KR , LEET—FSHE
B, EHRTHRBUTCER LA THES :
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arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

f5lgn | 1tk ARN :

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

arn:aws:iam::111122223333:role/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. HAL—FPEIEH roleArn URENEREHNEE , ZEFPEITUTHT

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

X AFIMEEFEREAE clusterrole-binding. yml X4 HeIBH A &M AF 15 E £8,

B HCH M BRHTENEE
AT LABEF AWS API 2051 AWS CLI i 430K 7= R HTUER 25 07 B BR .

® Note

BEEREEANZE AWS CLI 2 SDK WERFTIRAER. RFTRARANERESZAWISEMINGE , UK
ZELEH. ®E , FH AWS CloudShell , © AT LA Bah R4 E A up-to-dateis T 1T K,

B LK TR IR , {662 ListScrapers API #
HE , A AWS CLI, &4 :

aws amp list-scrapers --region aws-region

ListScrapers REIZIK - R FAEMEER , il
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"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
I
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3,
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcd1234ef567890",
"subnet-1234abcd5678ab90"

1,
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"
}

EMBRIMEIZERF |, EEMA ListScrapers BEERER BROVITEEFH scraperld , AEHEH
DeleteScraper #VEF IR,

oE , fEA AWSCLI, #&¥T :

aws amp delete-scraper --scraper-id scraperId
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HIUER AR - B 1B

&R BAE R FRE Prometheus RYHENE 7 B B K42 & HUENE FF a0 R LM U SR FE 4R SN , BT AE X
RERREI TEXNREER, SERUERAERFCRISEEERNIRE, INEFEER -1
YAML X # |, RITEEFE X —Eo -

BIZFNIEEFE , BFBTE AP AR FRA basebd &wIBH YAML XHRIEERE, B AE
Amazon Managed Service for Prometheus API H &Y GetDefaultScraperConfiguration #

THEAEENH,

EEHINEEEME E , B LUEA UpdateScraper B, MREEEEHIEHFAR (Hl , FHE
TEH Amazon EKS £8 ) , WAZIBRITERES , RAREAMNREFRCIRTE,

XBHEIE

BEXRNEEEERINES , BRETEENTFHEAA , S H Prometheus XHEH Y Configuration,
2 BB E®RMAN <scrape_config> TR T HFE AL,

BT Amazon EKS Rl —ZXFWRS , it —SXHENRSAIEE ( <*_sd_config>) 2
<kubernetes_sd_config>,

XFNEES D HITRIIK

» <global>

* <scrape_config>

« <static_config>

* <relabel_config>

* <metric_relabel_configs>

« <kubernetes_sd_config>

XL D B RHFIERPIEE X 25,
RIEE S

LA 24MEUEIFE R 30 B9 YAML BRS04 R, bERABIEIER kube APl RS BRIEARII X , kube-
controller-manager A & 3% kube-scheduler IE#RI X . BXEZEER , H5H (Amazon EKS AF#E
) FHIKE Prometheus &= MR SIEAR R B 645

global:
scrape_interval: 30s
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external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
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source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249
# Scheduler metrics
- job_name: 'ksh-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/ksh/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
# Controller Manager metrics
- job_name: 'kcm-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/kcm/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https

TR AWS EEWRERSENRE
« JENERE : MEEFEET ZFNEEREENNT 30 B,
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o B¥r: AT static_config FEVBHRIETER IP i,

« DNS f#&# - EB#RBFMEx | LB E P M —aiRBIH RS2 F 2 Kubernetes api fRS5 85
kubernetes.default.svc, FIBEMITENZHRLIET IP thitigE,

s BRI - MRTEERN , NEK, MREFEE | NRNMSAZ Bearer , HEMIIERNXH /var/
run/secrets/kubernetes.io/serviceaccount/token, ¥AFR , MBFEH , TBAIH 4

M TFRR

authorization:

type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: Bearer REIAE , R AT AER,

HEE AR Fr B i ()

Amazon Managed Service for Prometheus Y585 7 B 3 K BLMIMEUELR. B2 , HETE Amazon
Managed Service for Prometheus TEXH &R E TRV IEIRET |, (A HEE R BIE ?

/A Important
WIFEN Amazon EKS EE B AMEIFH. BEXEZEE |, EZHE (Amazon EKS AF$E

M) PHERLERS.

up EfrR—fMERAMNITE, XF Amazon Managed Service for Prometheus INESR X TN B NE R |
TEA B RMHILIENR. LWIERE=FRE , TUBBEN KRERNB L EN R BHTHE,

© up FFE - MRENMRLUKE up BFr , WRTBESRZTEZIFS.
EHER[FENIRET , B TRETRSBBRESRTER RS

- MEEEERAENMEE, TEEBERE LI relabel_configo

« ATAIM role AREFEEE,
« Amazon EKS & H# Amazon VPC AIBEXR/FZF DNS , X &R ER T EZHK IR R,

£ Amazon EKS
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s Up FE ,BRANO- MR up FE ,BR O, WRTRUWESREBELANHR , BERAIEMNE
Prometheus &AM IE%r.

EXMERT , BB REERNBRER curl 5. BUURIEFAEERBER , flUERAN
M (http = https ) . WRBWO. EETUREIRSZEUERN 200 MAHTEE , FHE&
& Prometheus #&xX. &5 , MBEXTEBERTIHENRAKR D, (BX AWS KERES[HRE ,
BZRUTHD. )

s up FEEBAXRTFTO-WMR up FEEKT 0, MRTEHRFT KIEZE Amazon Managed Service for
Prometheus,

¥ EIEE Amazon Managed Service for Prometheus ( SRR Z AR EITE R , 640 Amazon
Managed Grafana ) FEHRWIEIR—R R EH, BAUERXER curl REE /metrics iwaH
WIBKIE, CERELRDEEEIHMES , SIS MNEEFNIRIKE, BAUER
count(up) , BEKZE up ERITERREEENEMIERRSNHE,

IEAZ = BR
Amazon Managed Service for Prometheus {2t T2 X ENIEEF LB R,

- XiF : & EKS £8, HEMEFEFF Amazon Managed Service for Prometheus TEX 4514 %p
ﬁi?lﬁl_/l\ AWS |Xi§§,o

- WER  BIMNXESNKFHRZILE 10 4 Amazon Managed Service for Prometheus HTEUEE
Fo

(® Note
B LB BRI MNEH , HRESLRE.

« IEFRIERL : KEME[— /metrics I RFRMIWAIE X FREET 50 KFF (MB) o
- FMEBEFNRR : —NMIEEFRZ TSI 3 T /metrics R
- JENEE : MEEFEET EFMEEREENNT 30 B,

A Amazon MSK X B &3\ Prometheus Y5 &3

E & A Amazon Managed Service for Prometheus W8S , BATEIE —MNERER , AT RXIME
HY Amazon Managed Streaming for Apache Kafka £8PV fE#r. & W LA 5 Amazon Elastic
Kubernetes Service £ HIMENZR. BEXEZEE , S HEK Amazon EKS,
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BIEMEEF

Amazon Managed Service for Prometheus &85 H —MIEGERA R , ZIMENEEA T X I MU E
Amazon MSK &8 #E45., Amazon Managed Service for Prometheus RIZEBNEERF , HIER
HAENAT B, T2MMNTEY  TEERTEERRMXEA. REIMEERF,

&R LAER AWS API SR LT 558 AWS CLI i 81 2 4TEY 25
BIEER CHITEREFR B U T LA ERES

o WA BIE Amazon MSK £ &,

¥ Amazon MSK &M 2L A B &N X 3F Amazon VPC AR O 11001 ( JMX SHERF ) M
11002 ( RS HERF ) LHWAWLRE , EAMEEEZEELRIXL DNS i8Fk T 8EUE Prometheus
B

« Amazon MSK £&FT1ER Amazon VPC %= A T DNS.

® Note
SENBEH Amazon BIREH ( ARN ) SHEERMEXE. WRBIER—IRE , ARCIE—1
FI&RHERE , MRENEHNEA ARN. Eitt | G2 SRR R IEAT. il BRATER
EERBRERE S TN,

To create a scraper using the AWS API

£/ CreateScraper API 2/EEF AP AWS | 1BV T B, LT ROIEZEEERL ( FSEIM
b3 ) XA A2 IMEES, HexampleAABEHRNEH Amazon MSK EHER , HIRHEHHTE
BEE,

(® Note
BEEZSAMTMIULEESH BRERH. ELEEERNMTRAXHRN TN,

POST /scrapers HTTP/1.1
Content-Length: 415
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z7
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User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-east-1:123456789012:workspace/ws-
workspace-id"
}
},
"source": {
"vpcConfiguration": {
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]
}
},
"scrapeConfiguration": {
"configurationBlob": base64-encoded-blob

FERBIF |, scrapeConfiguration ZHEE— base64 4miZHY Prometheus ELi& YAML X
¥, ZXHIEE MSK S8 DNS g%,

/> DNS EXHMARBETARSFHREBLE TR , ATEFFIREED D HERIERE AZs IR
BRI S Ak,

MSK & EMHH DNS BERBESEHEETRET AN T AKX BEMEN :

e BIABLE-3 N DNS ieFZHFH 3 MET S AZs=3 {1 DNS igx
- BEMNEE — 2 /4 Broker T , B# AZs 2 4 DNS id%

EIREN MSK SEBEHY DNS i83% , BERFITF MSK #2%14& ? https://console.aws.amazon.com/
msk/ region=us-east-1#/home/, 3% MSK &£&., EFEME. REMK R

B LB M ANMEDUE Prometheus EE & 9 M MSK S8 HIEEHR :
1. SEBFR DNS B4 (#%E )  EAKEHNELR DNS Sk BAmRIMENRE, WRRABIRK/NR

b-1.clusterName.xxx.xxx.xxx , BfF clusterName.xxx.xxx.xxx 4 DNS idx%, X

Al ik Prometheus B MEVEF AR MMENRE,
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FIMERS . PHEESMEEILNHTEAES, EEREPFEATENRERRRA
(b-1. b-2) . fitm :

dns_sd_configs:
- names:
- b-1.clusterName.xXXx.XXX.XXX
- b-2.clusterName.XxXX.XXX.XXX
- b-3.clusterName.xxx.XXX.XXX

(® Note
£ AWS #4lclusterName. xxx . xxX . xxx & FHISEPR MSK EH K inT S ik,

BXEZEER , 53R Prometheus X#H# <dns_sd_config>

T E R HMEES B & S A =PI

global:
scrape_interval: 30s
external_labels:
clusterArn: msk-test-1

scrape_configs:
- job_name: msk-jmx
scheme: http
metrics_path: /metrics
scrape_timeout: 10s
dns_sd_configs:
- names:
- dns-record-1
- dns-record-2
- dns-record-3
type: A
port: 11001
relabel_configs:
- source_labels: [__meta_dns_name]
target_label: broker_dns
- source_labels: [__address_ ]
target_label: instance
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regex: '(.*)'
replacement: '${1}'

- job_name: msk-node
scheme: http
metrics_path: /metrics
scrape_timeout: 10s
dns_sd_configs:
- names:
- dns-record-1
- dns-record-2
- dns-record-3
type: A
port: 11002
relabel_configs:
- source_labels: [__meta_dns_name]
target_label: broker_dns
- source_labels: [__address_ ]
target_label: instance
regex: '(.*)'
replacement: '${1}'

BT TR Z RS YAML X457 baseb4, tAILAEAE(I1EL base64 Hik kiR X
o

Example Linux/macOS

echo -n scraper config updated with dns records | baseb4

Example & F© PowerShell

[Convert]::ToBase64String([System.Text.Encoding]: :UTF8.GetBytes(scraper config
updated with dns records))

To create a scraper using the AWS CLI

X AWS Command Line Interfaceff /i create-scraper R RI2IMEEE. U T RAEEER
=B ( HFFRILMILER ) KB eIZMEES. NHexample WA BN B Amazon MSK & EE. |
HRMEH MR E,
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® Note
BREZSENMFMULEESN BRER. EL22ERNTAXBHENFM,

aws amp create-scraper \

--source vpcConfiguration="{securityGroupIlds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']3}" \
--scrape-configuration configurationBlob=base64-encoded-blob \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-
west-2:123456789012 :workspace/ws-workspace-id'}"

LT RETLLS AWS APl —E2FANMEEHEENTEY &K -

£/ CreateScraper API| £ ERIZIMEER .

£ A ListScrapers API #4E5 H &R BN MEEF.

£/ UpdateScraperAPI R EEFMIMEEEN BIH . EESE Wi,
{# F DeleteScraper API &M BRIMENZ F o

- JBX DescribeScraper APl BEFRENE X MBEBFHNEZSIFHER.

BIKFRE

EEBK/IREPOIEMEEE , MEENPREIEIRN Amazon MSK 85 Amazon Managed
Service for Prometheus WE R T AEINIKFAH |, EEAUTERE,

Bltn |, BEERNKSE , F—NKF 2 Amazon MSK FREB R account_id_source , Z—
N2 Amazon Managed Service for Prometheus TEXFr#ERY B #rIKF account_id_target,

EBEIK & E S ZIEES
1. ERKFH  8lEA® arn:aws:iam::111122223333:role/Source FRMEL T EFEEKRE,

"Effect": "Allow",

"Principal": {

"Service": [
"scraper.aps.amazonaws.com"
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}I

"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {
"aws:SourceArn":

"arn:aws:aps:aws-region:111122223333:scraper/scraper-
id"
1,
"StringEquals": {
"AWS:SourceAccount": "111122223333"

2. TEJR ( Amazon MSK £& ) MB#r (EA T Prometheus KITI iz i B RS TEZ2E ) HEHA
&L, BHEECR—Marn:aws:iam: :444455556666:role/Target BB HRMUTER
B RIVEEKEE. AmazonPrometheusRemoteWriteAccess

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/Source"
.
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"sts:Externalld": "arn:aws:aps:aws-region:111122223333:scraper/scraper-id"

3. ffHA --role-configuration AT SIZEHMEES,

aws amp create-scraper \ --source vpcConfiguration="{subnetIds=[subnet-
subnet-id], "securityGroupIds": ["sg-security-group-id"]1}" \ --
scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn='arn:aws:aps:aws-
region:444455556666 :workspace/ws-workspace-id'}"\ --role-configuration
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'{"sourceRoleArn":"arn:aws:iam::111122223333:r0le/Source",
"targetRoleArn":"arn:aws:iam: :444455556666:r0le/Target"}"'

4. WIFHMEERBIZ.

aws amp list-scrapers
{
"scrapers": [
{
"scraperId": "s-examplel23456789abcdef@",
"arn": "arn:aws:aps:aws-region:111122223333:scraper/s-
examplel23456789abcdef@": "arn:aws:iam::111122223333:role/Source",
"status": "ACTIVE",
"creationTime": "2025-10-27T18:45:00.000Z",
"lastModificationTime": "2025-10-27T18:50:00.000Z",
"tags": {},
"statusReason": "Scraper is running successfully",
"source": {
"vpcConfiguration": {
"subnetIds": ["subnet-subnet-id"],
"securityGroupIds": ["sg-security-group-id"]

.
"destination": {
"ampConfiguration": {

"workspaceArn": "arn:aws:aps:aws-region:444455556666:workspace/
ws-workspace-id"'"
}
.
"scrapeConfiguration": {
"configurationBlob": '"<base64-encoded-blob>"
}
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£ RoleConfiguration MRS <A € 2 [EF]#%R

LIS EYRERZHEXABMTRE RoleConfiguration A E A Amazon Managed Service for
Prometheus THEX A} , A EH UpdateScraper HIRHE—NSHEEEM THRK, HH TEX

( FFEE RoleConfiguration ) o REFMIMEEEH IR RoleConfiguration , FFHEMAKRSHE
*ﬁ@/o

HEFERESYEBRMTHERERKS PR TEXH BEREREFH RoleConfiguration B , AHERE
f£7£ UpdateScraper LRt RoleConfiguration,

& M BRIMEAE /7
RAT L E R AWS API 251 AWS CLI H &Mk /= o 59 BN 8 5115 E I BR .

(® Note

BEHREEANZE AWS CLI 2 SDK HE&HFTIRAR. SFIRAN S RUSHAVISENINGE , UKk
ZEEH., ®E , FH AWS CloudShell , © A Bsh R BL A up-to-datefi 1T EK,

B HEKF PN EINEIERF , i A ListScrapers APl #4E,
HEF , FEH AWS CLI , KT :

aws amp list-scrapers

ListScrapers IREIEMKF PR FFEMERER |, 0

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:aws-region:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
I
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3,

£ Amazon MSK 55


https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListScrapers.html

Amazon Managed Service for Prometheus ArfEm

"source": {
"vpcConfiguration": {

"securityGroupIds": [
"sg-1234abcd5678ef90"

1,

"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

}
},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:aws-region:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

EMIBRINENAZF , EEA ListScrapers BEEHRER BRVIMEEFH scraperld , AEHEH
DeleteScraper BERF E Mo

& , 5 AWS CLI , 43T :

aws amp delete-scraper --scraper-id scraperId

M Amazon MSK W ER IEHR
% 5 Amazon MSK £/} , Amazon Managed Service for Prometheus W25 & B MEVLA T 1545 :

FE#R : jmx_exporter 1 pod_exporter {El

EFR IR/ iR

jmx_config_reload_failure_total JMX & 2P RBEEF & H Bl & XY EOR
o

jmx_scrape_duration_seconds E LI ER B AME IMX SEFRPTTE 2R A A A

(ABREN) .
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B iR/ A&
jmx_scrape_error B E JMX EERTTEEE RS HIER (1=

iR, 0=H),
java_lang_memory_ _used HeapMemoryUsage JVM HeiERANMRNEE (LFZTRHENMN ),

java_lang_memory_ _max HeapMemoryUsage FIATAEFEEBNRAHANEFE (UFTHE

),
java_lang_memory_ _used NonHeapMe JVM SHRIEANIEHERNFE (UFTREN)
moryUsage 0
kafka_cluster_Partition_Value 5 Kafka £8 7 XMHEXWHEPRSZE , R7X

ID MEBHS o

kafka_consumer_consumer_coordinator YA DBELZERAEN D XE,
metrics_assigned_partitions

kafka_consumer_consumer_coordinator_ RRXFEBEMEEN Tt E (UERE
metrics_commit_latency_avg i),
kafka_consumer_consumer_coordinator BN RBER I,

metrics_commit_rate

kafka_consumer_consumer_coordinator 5 WY 3 P B 4B B T 1 R
metrics_failed_rebalance_total

kafka_consumer_consumer_coordinator B bR m i iEss £ ERNE S LRI B,
metrics_last_heartbeat_seconds_ago

kafka_consumer_consumer_coordinator_ EHEAENFEMEENEEntE (ULERR
metrics_rebalance_latency_avg BH ),
kafka_consumer_consumer_coordinator_ EHEAEHRFTEHSH,

metrics_rebalance_total

kafka_consumer_consumer_fetch_manage FERESVWEANEIFZTH,
r_metrics_bytes_consumed_rate

£ Amazon MSK 57
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RAriEmE

1R

kafka_consumer_consumer_fetch_manage
r_metrics_fetch_latency_avg

kafka_consumer_consumer_fetch_manage
r_metrics_fetch_rate

kafka_consumer_consumer_fetch_manage
r_metrics_records_consumed_rate

kafka_consumer_consumer_fetch_manage
r_metrics_records_lag_max

kafka_consumer_consumer_metrics _conn
ection_count

kafka_consumer_consumer_metrics_inco
ming_byte_rate

kafka_consumer_consumer_metrics_last
_poll_seconds_ago

kafka_consumer_consumer_metrics_requ
est_rate

kafka_consumer_consumer_metrics_resp
onse_rate

kafka_con ConsumerLagMetrics sumer_group_
_Val

kafka_con KafkaController troller_ _Val

kafka_con ControllerEventManager troller_
_Cou

kafka_con ControllerEventManager troller_ _Me

iR/ A&

REVERATTE R AV F1a6tE ( AZRNEN ) .

BRRRIE R

BREMFEERH.

RARRE , LZERAEFNEAS XviEKHE

o

HREZAVEER

BROMAE RS F[ERNFHFHH

B LIRERE poll() 8B KRIN B,

B RIENFRY

(SZOR =G OLTIVE S 8

ERAEANSREREREE K EREER

WEE,

Kafka 2 HI25H) L BPRSHE (1 = 7E3h 12
2, 0="T&E3 ).

EAL AR HI BB BB

AL IB 42 BR E A AT TE SRRV S AT R A

£ 5% Amazon MSK
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RAriEmE

B¥R
kafka_con ControllerStats troller MeanRate

kafka_1#i88§_group_ _Valu GroupMeta
dataManager e

kafka_| LogFlushStats og_ _Count
kafka_| LogFlushStats og_ _Mean
kafka_| LogFlushStats og_ _ MeanRate
kafka_network_ _ RequestMetrics Cou
kafka_network_ _ RequestMetrics Me
kafka_network_ _ RequestMetrics MeanRate
kafka_network_accept MeanRate
kafka_server_Fetch_queue_size
kafka_server_Produce_queue_size
kafka_server_Request_queue_size

kafka_ BrokerTopicMetrics server_ _count

kafka_ BrokerTopicMetrics server_ _ MeanRate

kafka_ BrokerTopicMetrics server_ _
OneMinuteRate

kafka_ DelayedOperationPurgatory server_
_Valu

kafka_ DelayedFetchMetrics server_ _
MeanRate

iR/ A&
BREHBRSITTHRFNFERER,
EREENA T HEEESRN SRS HE.

B ERIFREES

B & R IRE PR 16 2R Y PO B[R]
BY A ERIFTIRER FOEE,
EAL IR AY M 45 R E B

R 32 M 45 1 SR TE 2R Y P AT B R
BRMEE RN FERE,
BREINEZNTFHERR,
REUE REAFIHY S BT AR

£ B RSB S BT R D
EHIERAFIBI S BT R D

RIELER
.

E ( ¥ Rin/out, bytes infout ) BY &

BHREETTRFN FHERE,

REEBREN — D B3 FEEER,

ATHFFRS (FHETK ) NIERRFHN L FTR

Eo

BRIR REURFRY FEERR,

£ 5% Amazon MSK
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RAriEmE

1R

kafka_ FetcherLagMetrics server_ _Valu

kafka_ FetcherStats server_ _ MeanRate
kafka_ ReplicaManager server_ _Valu
kafka_ ReplicaManager server_ _ MeanRate

kafka_ LeaderReplication server_ _byte_rate

kafka_server_group_coordinator_metri
cs_group_completed_rebalance_count

kafka_server_group_coordinator_metrics_offset
_commit_count

kafka_server_group_coordinator_metrics_offset
_commit_rate

kafka_server_socket_server_metrics_c
onnection_count

kafka_server_socket_server_metrics_c
onnection_creation_rate

kafka_server_socket server_metrics_c
onnection_close_rate

kafka_server_socket_server_metrics_failed_aut
hentication_total

kafka_server_socket _server_metrics_i
ncoming_byte_rate

kafka_server_socket_server_metrics_o
utgoing_byte_rate

iR/ A&

BIARINSBLAENGIFEE (ERTHSEL
BHEE ).

BRRINEERFENFERE,

B AEERZN RS HE,
BURIFEERBEFNFERER,
NTUABENASENDIX , BREFNFT

R,

TRNEREESHTEEN S

mBERXEENEHR.

B RBERTRFNER,

HRDESAVEER

BUMEBEZENER,

BREZEXANRRE,

R B 750 UE =1 5 B

BREAFTTH.

BREHF T

£ 5% Amazon MSK
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FEFR iR/ R
kafka_server socket _server metrics_r BEWBERRER,

equest_rate

kafka_server_socket_server_metrics_r FREREE,
esponse_rate

kafka_server_socket_server_metrics_n BYME /0 BIENREE,
etwork_io_rate

kafka_server socket_server metrics_io_ratio TL1E /0 BE LW BB — /N EB D o
kafka_server controller_channel_metr R HI 2B E M M BDEIIE RN,

ics_connection_count

kafka_server_controller_channel_metrics_incom 24| BEZSVEAFZTTHIRE,
ing_byte_rate

kafka_server_controller_channel_metrics_outgo 2 &I EESM1E HFZ TR,
ing_byte_rate

kafka_server_controller_channel_metrics_reque &I @EZH B REER,
st_rate

kafka_server_replica_fetcher_metrics_connecti  EIZAZENESHY H B E B E R,
on_count

kafka_server_replica_fetcher_metrics_incoming  BIXNIREESH B EAFZTHIER,
_byte_rate

kafka_server_replica_fetcher_metrics_request_  BIZRNIRENESH B ERREE,
rate

kafka_server_replica_fetcher_metrics_failed_a EIR 3 ES PG OEE v e AN S = ¢S
uthentication_total

kafka_ ZooKeeperClientMetrics server_ _count  ZooKeeper & F {1 S5,

kafka_ ZooKeeperClientMetrics server__Mean  ZooKeeper & F imiR/ER) FIIHEIR .

£ Amazon MSK 61
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RAriEmE

1R

kafka_ KafkaServer server__Valu

node_cpu_seconds_total

node_disk_read_bytes_total
node_disk_reads_completed_total
node_disk_writes_completed_total
node_disk_written_bytes_total

node_filesystem_avail_bytes

node_filesystem_size_bytes

node_filesystem_free_bytes

node_filesystem_files

node_filesystem_files_free

node_filesystem_readonly

node_filesystem_device_error

BR

iR/ A&

Kafka fRS52EH HBPRSTE ( BERTRS R
IEH®IETT ) o

BR CPU NERATNEHEX (HF, R
4. =M% ) Fit CPUs TE RV E .

BIIMNHEREREZTH , BRBHAD.
I TERMBE RIS, RiRZHAD .
BTN HEBEALRY , BREHAD
BROBABMENEZTH , BRRZFHAD .

FRAFNATANGHRSEZE (AFTTAE
v) , RRFNEHL[ATD

MHERSHERD (AFTREM) | BREHM
EHRAD .

ARANXHREZER (AFTRHEMN ) , BiREN

KEHR/AT

XHREEWXHT R (inode ) B8, RigR
MEZILAD

NHRELZRXHT R (inode ) WHE | &
REMEHRAT

RIANMHREREUREZLRERH (1=

®,0=%.E),

RREFRBNHRELITERNRE HIER
(1=%%,0=H3).

2§l Amazon MSK & Amazon Managed Service for Prometheus FIERZELL TRH :

£ 5% Amazon MSK
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« XXF Amazon MSK MBS+ X% ( F&A T Amazon MSK Serverless )
o TXEFFREAAHEM KRaft THIEE XA Amazon MSK £5
« ¥F Amazon MSK Express {REF X iF

- B#I%# Amazon MSK £ &5 Amazon Managed Service for Prometheus W8S/ TEX 2 [EHY 1:1
AR &

5 Prometheus 3RB M ISFrH BiLL ?

ENEH B AR FMEA RS ITE Prometheus 845 , LA@7E Amazon Managed Service for
Prometheus FREMA , 1AM E Prometheus AEH /metrics R HFR MM AT E Prometheus
RENER. SR ESNER , EFLXEM. Kubernetes ( ‘B3E Amazon EKS ) RIFZ HAth
FE AR S B iR iEiX L5 tr.

& Amazon EKS F#V1EFRS i El 5 Prometheus AN Im AR , A LALE Amazon Managed Service
for Prometheus Y EE85 B B HIEUX L1547,

BXEZEE , BSAUTER :

o BXRFIEFRS HA Prometheus BRI EENRSZSWEZER |, ESH Prometheus XY

Exporters and integrations,
« BXMBECHRBHEE Prometheus RBERNEZEE. , S Prometheus JXAEFHY Writing

exporters,

« BXRIAIEE Amazon Managed Service for Prometheus W8S L B3I M Amazon EKS S8 F HHY
BN EZER |, 207 Amazon EKS REFEERUESS,

ERAEHE BTG EERS

Amazon Managed Service for Prometheus B RMHEESHERE , B TREEERBREIEHX
HTHEERR, X AE S B3 XX E Amazon CloudWatch Logs , FEEX RS LI, EirlE
MBFESHBENTRE, KERSHNERREEEN=ATEZA4HERSE !

£}

- BRERIBE

- WESRAE

- SHEFBES

- THENEAKREREHERS
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https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/

Amazon Managed Service for Prometheus AFiEm
RS &I BE
REAIMAZREEXBHRRALENES , 25 :
- 1518 Kubernetes API 3 JRETHY & 17 30 iF SR AX R (R,
- BRFERIREFHNEEHFIR.
UTREGERT ERFSAAIEF TEEESINFE R & 1456 U FARX R IR
Amazon EKS £ T EE
HIEEW Amazon EKS £HTFEN , B2WEILATHEIR
{
"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.946Z",
"message": {
"log": "Failed to watch Service - Verify your scraper source exists."
b
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}
R 55 RY R PR TT 3K
HRERROELANETACKHIERES ( RBAC ) XRAKMERSH , BoWBEIULTHIR
{
"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.946Z",
"message": {
"log": "Failed to watch Service - Verify your scraper source permissions are
valid."
3,
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}

iy S HY A PR Fo 3

HIWERROEYNETACWIHEES (RBAC ) INRUKENIRHLN , BB THIR
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"component": "SERVICE_DISCOVERY",
"timestamp": "2025-04-30T17:25:41.9462Z7",
"message": {

"log": "Failed to watch Endpoints - Verify your scraper source permissions are
valid."
I
"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}
e 1=

Wgess B ERERXRERIEEENEE , 25

T i R AR S BUE A Mo
o S HEN B #Red B R
o HBUR{ERRE R,

« MERE#RE@AY HTTP RS

LT REERT EERTEEEF BTN E LIRESREIR
R R

Y /metrics WREBREH EFAAARN |, BERBILLTEIR

"component": "COLLECTOR",
"message": {
"log": "Failed to scrape Prometheus endpoint - verify /metrics endpoint is
available",
"job": "pod_exporter",
"targetLabels": "{__name__=\"up\", instance=\10.24.34.0\", job=
\"pod_exporter\"}"
},
"timestamp": "1752787969551",
"scraperId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

BEERIEL
HWERTEEBIMRREILEER , B2WFILTHE

IR RR 65
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"scrapeConfigId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"timestamp": "2025-04-30T17:25:41.946Z7",
"message": {
"message": "Scrape failed",
"scrape_pool": "pod_exporter",
"target": "http://10.24.34.0:80/metrics",
"error": "Get \"http://10.24.34.0:80/metrics\": dial tcp 10.24.34.0:80: connect:
connection refused"

1,
"component": "COLLECTOR"

SHEFAE

SHER BERHAEXFRERWIEIRKEE Amazon Managed Service for Prometheus T/EX AT
BHER , 28

- RENEFRNBESIKE.

- BT IHEXREMN SRS H KK,

- ZIRXEBEABRN HINRE IR,

- SHEEPHKRBIXRKK,

LTREERT EREMASHERH ARBINELSHEFER
KA THEX
HEAHERSEHNERTEXR , B2WBELTHEIR

"component": "EXPORTER",
"message": {
"log": "Failed to export to the target workspace - Verify your scraper
destination.",
"samplesDropped": 5
},
"timestamp": "1752787969664",
"scraperId": "s-alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
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RAriEmE

THRANEABRECHERE
A R4

FIAWESRCHERSHERE —HNEN , HhEsUTFR !

scrapeConfigld

£ m& B SR HIELEL B /Y ME — FRiIR AT

timestamp

4 % B 5% B RRTE

message

AEHEEAR  EP A e HaEit 7R,
A4

45 A &R A H ( SERVICE_DISCOVERY, COLLECTOR % EXPORTER )

£/ B HE B SR T SRR
WEREHE B SAY T EBERERBREFNEL B

1. RS &I A
- K& SERVICE_DISCOVERY AEHRZEFEH HRIERINRE IR,
- RITWERREH AP Kubernetes BIRM A ENR,
2. ¥EFRHMER 5]
 ¥# COLLECTOR HAEFEEBFEMIMK MK,
- WIF BArim R R2E Al 1A [ FH iR EHE xR,
o EREF AIEMN TR ERREE T B ARiR R
3. IS &
- % EXPORTER AEXRBFESHEAM,
- BIAIEXFEHCEBEE,
- BREESEEEATIERNSENR.
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FEKERCHERE

IWEEHEN XL HEI X% 2 Amazon CloudWatch B&. iAREIXERE :

1. $TF CloudWatch ###|& , Mt hitps://console.aws.amazon.com/cloudwatch/o
2. ESMERF  EEAE4H,

3. BERHEBRUWESRWBEYA : /aws/prometheus/workspace_id/collector/
collector_id,

4. WRHEBRASEHUERBEXRER.

3R LAE A CloudWatch Logs Insights RER M 2T AWM ER BE. N, EXRMERS KIS

= :

fields @timestamp, message.message
| filter component = "SERVICE_DISCOVERY" and message.message like /Failed/
| sort e@timestamp desc

AT R R ESSE
B = Amazon Managed Service for Prometheus W8S :

1. AIREIRB KX E R B IRE CloudWatch B , HIMNKFEMNIMMAME S HER, BXEZER B
£ Amazon CloudWatch Fi P #ERH I & .

2. 8% CloudWatch X RARA T ML R EESSHREIEIRUARHEN BEBE. BXEZER | HFSH
Amazon CloudWatch B F#5r  #y 2 5 E o

EHREERSRIBEE , LR ERME AT B R,
BEEEFERNRE , SIBERENEERE,
5. RESHAMIER , LBREFRKIRIEE THEX,

-'>.°’

EFREWRERS

APTIEUATHXER : BRI RELBSHINESEFKFER Prometheus IZBEE AFIEIR K IEE] Amazon
Managed Service for Prometheus , M #EEIE

LIS MEF B ORI EERS [ Amazon Managed Service for Prometheus K fE#rA , BARERFEC
E’J?E*T;:Fﬁﬁhﬂy _j-*EE/wE/u\E’J —.I-FH ’&; Ko

BEFREEWERS 68


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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REBEFREVRESFHERUT —HIE

- AWS Distro for OpenTelemetry (ADOT) — ADOT 2—1MNE2E X, Z2. JATEFNFRK
TR , ERRIEBRA T ISR OpenTelemetry BIZhEE, BAILAGER ADOT WEIEHRIHHH AKX R
Amazon Managed Service for Prometheus T4F[X, &> ADOT Collector WEZ{EE. , iIFSFIAWS
KiTHR. OpenTelemetry

« Prometheus X2 : EA[LLRE B S WF IR Prometheus IREE33RHI ( ERRIBZETT ) , LAREEHR
HFFHE# & F Amazon Managed Service for Prometheus TEX,

DTREBNBUNAEAXAGMIE  HIFEEXREELESRESRN—REL.
FH

- RFERNERER

« f£ AWS Distro OpenTelemetry 4E 5 Wi 5%

« £/ Prometheus SEHIYER I EEES
« i%& Amazon Managed Service for Prometheus SA3REL S 0] A i 33

R FEFRRYEEY
Amazon Managed Service for Prometheus 12t 7 # B &R EHRRENN 57,
& AWS PrivateLink Et3& AT Prometheus BV I S L E RS

FHEFREELE] Amazon Prometheus & IRF ML R E A LAUBE A BERMAL T /5K , AT
B VPC KinT 2B . AWS PrivateLinkfH AWS PrivateLink ARk B R ML HREE AWS
M&H VPCs ZEIRY , MEFTEILAHEBRN, ERNEHT Prometheus L ST E RS A2 VP
AWS PrivateLink C &iw T R , 2. & Amazon Managed Service for Prometheus 5# 0 VPC 4
wmhREEER

B HEIEFMENX

AWS S M iFRIEE (IAM) Access Management 2 — MRS |, AT & B G Z £ s 32 65 R IRE
HE AWS . ATBAEA 1AM SRIZFIHEE 7 HORIE ( AFEF ) HREEN ( EFMEENR ) %
&R, Amazon Managed Service for Prometheus 5 IAM &£ , AT& BRI BIERZ S, RE
Amazon Managed Service for Prometheus B , BEERIZE —L IAM 6 , FHEE® M Prometheus
BRSS 2 BEUESR , Hib Grafana BRS 83 EiHF 6 8 Amazon Managed Service for Prometheus T4k
XHWER. X IAMWESEER , BSHAT4LR IAM?,

RIPIEPREYERER 69


https://aws.amazon.com/otel/
https://aws.amazon.com/otel/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html

Amazon Managed Service for Prometheus ArfEm

5 — DA AF B2 Prometheus IRET S#FEE RFH AWS L IEER AWS LHE A 4 LERE
(Sigvd)e AWS ZZRAS 4 26 HTTP K%M AWS BERFMENRILEENETR, ITREEL , X
M RZSEIBERE AWS XAFERHEBARTES , TRIZHAHRHRZES ID MREFRIZHAN. X

AABABEMRRNEHN L SEIL, BX SigV4 WEZER |, FSHZERA 4 & RE,

{#F AWS Distro OpenTelemetry Y Wi 5

A F5 4B I{A¥F AWS Distro for OpenTelemetry (ADOT) Collector &t & 3 M2 H Prometheus #I R
REFHRME , FRFERLEREAT Prometheus (WL L #EE RS . B5< ADOT Collector WE 215
B, BESHRAWS £1THR. OpenTelemetry

LTEBENB T ADOT RENERBESRN=TRSZE A EABRTERLEXE Amazon
EKS. Amazon ECS it & Amazon EC2 34,

£l

- £/ AWS Distro £l G # Elastic Kubernetes Service £ OpenTelemetry Ei& BigFrIRER
- FRAEATHBGENH AWS Distro i EM Amazon ECS JREIEHR

- FREEBEAREMN Amazon EC2 EHIEREUEHR

{5 AWS Distro £ &% Elastic Kubernetes Service (£8f OpenTelemetry L8 E#g
FrRE2EL

&AI LA R AWS Distro for OpenTelemetry (ADOT) W B MZEEE Prometheus T BB AT FIREL
B, AR LEERAEREAT Prometheus I SR EERS

(@ Note

BHX ADOT REENESEE , BZHAWS K1ThHR. OpenTelemetry
A% Prometheus 2 TN ARFNESZEL |, 2 M5 Prometheus AR IR A ML 2

£ ADOT Y £ Prometheus 3545 & =1 OpenTelemetry A E8 % : Prometheus 1#UK
g5, Prometheus mBEE A S HESH Sigv4 B HRIET &,

ZAILAE I B Prometheus Bl B RELE Prometheus Receiver , BT ARSS K I FIEFR M

HY, Prometheus Receiver LA Prometheus RS MEUEIR. EEHMENA RN AR F L in T [LE
RifEF Prometheus & P imEE# {TELE. Prometheus Receiver X Prometheus X #4EL & R R £
E Prometheus MM EFIRICEE, BRI LR EEREMEE ADOT EREES,
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://aws.amazon.com/otel/
https://aws.amazon.com/otel/
https://prometheus.io/docs/prometheus/latest/configuration/configuration/
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Prometheus Remote Write Exporter £ remote_write &Kif¥ sUNIMEIEFR LA BB ERT] P
THERX, FHBEWN HTTP BFREGER AWS Sigvd ( 22 FHKIE AWS X ) M Sigvs S HRIEY
BE4HITER, BXEZER , FSHZEMA 4 R RE,

WER S B3 A Amazon EKS B Prometheus IE#r4& w1 = , H A <kubernetes_sd_config> A
RKUNEE,

LA RE R 2 TEZE T Amazon Elastic Kubernetes Service 5 B 1T &2 Kubernetes FYEE E B 1T ILELE
RO, ERTIXESE  SBX4MBAEREBRIAAWS EiFsEREABEERTN AWS iEH, BXES
BR , BZHRABE AWS SDK for Go., WERERAT —MNATREERMNENRFINARER. ZRF6I5
RARERFHE /metrics R AFTIERR , Bk Prometheus & F imE —#,

FRFM

EFFRATRIRRELSRE , BL4INRSKS MNEERKIRE IAM A6,

ARSI MEERERE IAM A

1. BRRERSAEM Amazon EKS & REUERP RS TRNRSKS 02 IAM B,

ADOT W& FEHEMN S Histr AL S &,

BTk, REEMTEKE. 8 https:/console.aws.amazon.com/iam/ TF IAM & &
EEMSHMBERT , EREAEHRIEESR 1 POIZEMN,. amp-iamproxy-ingest-role
BRBEEEXRRETF , REEBRBEEXRR.

EEERRER JSON & | fF aws-amp B H adot-col , RAFEBREHMEE R, REANE
R TAIR :

o ~ w b

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/oidc.eks.us-
east-1.amazonaws.com/id/EXAMPLED539D4633E53DE1B71EXAMPLE"
},
"Action": "sts:AssumeRoleWithWebIdentity",

ADOT Y &ss 71


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
https://console.aws.amazon.com/iam/home
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"Condition": {
"StringEquals": {

"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE : sub": "system:serviceaccount:adot-
col:amp-iamproxy-ingest-sexrvice-account",

"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :aud": "sts.amazonaws.com"

6. EEMRETF , ABRFRJUTRRREHMEZAE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
]I
"Resource™: "*"
}
]
}

B B Prometheus 18RI &

(® Note

£ Amazon EKS el A Z=E e , BRIABER T , alertmanager 1 Node Exporter 4k F2
BAIRES,

ADOT Y &ss 72
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£ Amazon EKS =% Kubernetes $£&f /5 B| Prometheus W&

1.

6

MNFEEF D XA =ERFINARER , Mitkiaws-otel-community.

RE , BITUATHT.

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

MG HEEZEA R | Bl0 Amazon ECR 3 DockerHub,

BEE Stk Kubernetes BLEH NA , EEHPHEBRFINAEF. BIE prometheus-
sample-app.yaml X445 E# {{PUBLIC_SAMPLE_APP_IMAGE}} , fHEREE NN F HEIXH
AR

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

WANTHTURIERGINARFREERS, EwTH@EHAP , LORF1E NAME 3IHEE)

prometheus-sample-app.

kubectl get all -n aoc-prometheus-pipeline-demo

B3 ADOT WKEEBSRYBRIASE B, Rtk | LM AL T S RIEBE ADOT WEEESSH Kubernetes Bt
B,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

ARERBEMNRH , A& Amazon Managed Service for Prometheus T/EXH remote_write 4%
TR E# YOUR_ENDPOINT , H A& XigE# YOUR_REGION, BF THXFMELN , HFEA
Amazon Managed Service for Prometheus #2#| & F & RE remote_write &L ixT Ko

{Ri&EZFEZEYOUR_ACCOUNT_ID7E Kubernetes B & YRS K 7 2890 B SR REY AWS K P 1D,

EARGIH | ADOT INESSE B FE AR ( scrape=true ) REHMEHELHLE B $rL& dﬁm\o
mt , ADOT IWERSE LU ROINARFLIRT REBEFHPH kube-system £ Jﬁﬁ:ﬁm\
Ko MRERMEE ARG ARRE , WA UGN EFHIRICE & MR,

WAL TS LLERE ADOT &SR,
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kubectl apply -f prometheus-daemonset.yaml

7. WMAULTHTURIE ADOT WERRE BB, £ NAMESPACE %I &E# adot-col,

kubectl get pods -n adot-col

8. HABRTSHRRITEREERET. RNV RIBRELEEISHBFER. WANTHT,

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

MRGIRL AR R B — L8R N T AR

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0@
Timestamp: 1606511460471000000
Value: 0.000000

9. ZEMit Amazon Managed Service for Prometheus 2% B W EX LIEFF |, 1B ﬁﬁﬁ awscurl, Lk
TEAWEEY AWS Sigv4 SHRIEBE R TITRE HTTP R , At BXAERIRE
AWS Fif , FEFMNIL D@ EE RS Eif) Prometheus BY IEFEXIR, ﬁ?&iﬁ"ﬁﬂ’]lﬁﬂﬂ Al
awscurl, awscurl

FEUT &S , & AMP_REGION 1 AMP_ENDPOINT &% 7 & Amazon Managed Service for
Prometheus TEXHE R,

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"
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{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"13}1}}

WMREWBIEFER , MR TENEBERECHKY , A B ZIEHRERDMNREINARFEEE
Amazon Managed Service for Prometheus.,

BE

EREIETR , FRAN TGRS,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

BREE

Prometheus Receiver X #F Prometheus X 14FL & R #IARY £ E Prometheus fTMMEFHIFICHE, &
A SARX L B E R IR ADOT WEEREEF,

Prometheus Receiver WELEEZFE LN RFZ AN, NMNMEENEFIFICEE, BRFEEWN TFIT.

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

THE-—MEER

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
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insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

MREEH Prometheus BLE , MABUFF § FREERRA $$ , UBRFESRARETE, "IN T
relabel_configurations WERELHEE, 0, WREMELT relabel_configuration 714 :

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: _ param_target

CRERUTAS :

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,__meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter # Sigv4 Authentication Extension

Prometheus Remote Write Exporter #1 Sigv4 Authentication Extension KYEL&E Lt Prometheus
Receiver 1 #, ZEENEXMNE , ERCSLEENTE , BINAZFXLEHRES HE Amazon
Managed Service for Prometheus, ¥I A5 Amazon Managed Service for Prometheus 3 1T&E /I KR
ThiEt E K SRR E R AT RBIPT Ro

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

LtEL B EF ERIA AWS ZiFSEP K AWS EEKEH AWS Sigvd LHRK HTTPS iR, BXEZE
B BSHEE EAT Go M AWS SDK, HIFIREZIEENRN apso
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TeXAMMEE S E , ADOT WESRHMAME A B BRIA AWS FiEgEH 5 LT 2 —., Sigvd &
BRIUET BR&B T BT Go B9 AWS SDK HEAERKEVERN#HITE BRI, BLNERIXLE
iEXS F Amazon Managed Service for Prometheus EHIZEE AR,

EAERTIFBOENE AWS Distro i% &M Amazon ECS FREUEHR

AT S8t R A T BUE M R 1ThR (ADOT) ML B 5#h 3% 4 B 35 BR S5 (Amazon ECS) WEEIEAR , H &
FFHGEN A 1THR (ADOT) FHEREZFER TEZ KBHNLS#HIE AWS ERSH., ©REERT M{AE
Amazon Managed Grafana /A #l{t IR HY IEHR o

TR

/A Important

EFBzE , BAAEEFRINRERN AWS Fargate 5£8 35 — 4 Amazon ECS #8, —
A Amazon Managed Service for Prometheus TEX LA K —4> Amazon Managed Grafana T
X, RIMBRIZEBBB[IEAEK. Amazon Managed Service for Prometheus 1 Amazon
Managed Grafana.

BXEZEE , BT

« BxuAEEBERIARBR Fargate 58 £ 62 Amazon ECS IMEMER | H5 1 (Amazon ECS
FRAGIER) PHOIEEE,

- BXRMMEEIE Amazon Managed Service for Prometheus THEXMNER |, 5/ (Amazon
Managed Service for Prometheus FiF15/) A2 TEX,

« BXUMEIEIE Amazon Managed Grafana THEXMEE. , 2 (Amazon Managed Grafana A F
EBr) FHEIEITHEX,

ST EXEEN ADOT WS R EEm &
{6 F LA T B B ST E R B HRSR E BB T ADOT WSS AR, fFmy-remote-URL Fmy -
regionBFRARWendpointMregionfE, NEERFEE A adot-config.yaml B X HH,

@ Note

WEEMFER sigvéauth FEBRIEX Amazon Managed Service for Prometheus BB, BHx
BEME ZE Bsigvsauth , 55 Authenticator-Sigv4 on.  GitHub
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receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigv4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:
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extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

HBR 2 FER ADOT SRR 2R 1A 2| Amazon ECR Fi# &
£/ Dockerfile BIZZARRMEG , RSN HE#IXZE) Amazon Elastic Container Registry ( ECR ) 7 &,

1. #J% Dockerfile LU R B eBR&E #| H A 1E) OTEL Docker BR& A,

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. 1% Amazon ECR FE,

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. BIEBBMER.

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

® Note

XaBREESITASNINERHERSE. BN , EAEFSETHERGNER --
platform %,

4. %3 Amazon ECR &, my-region ¥R regionfiHEE#LR,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY
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5. AR/,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

$ 3 . B2 Amazon ECS £55E X EAHTEL Amazon Managed Service for Prometheus

B2 Amazon ECS £ E X LAHEY Amazon Managed Service for Prometheus, f&EIESTE UK
BIFE—1NEN adot-collector WABM—NE R prometheus AR, prometheus £ IE
¥r , adot-collector #MEX prometheus,

@ Note

Amazon Managed Service for Prometheus £ —TURSE 1T , NBESHINEEIR, TEAF
F, BREURBERLELRMIZ1T Prometheus , FA 1 1E¥R & 3% 2| Amazon Managed Service
for Prometheus,

M ESFEX

UTREFEXEHRERNN RO, ERUERALROIENERKUZEESHEZTEN.. F adot-
collector # image EE#R N BN T E URL FMMREIRE ( $COLLECTOR_REPOSITORY:ecs ) »
fF adot-collector Hl prometheus B region EERANEMN region {Eo

{

"family": "adot-prom",

"networkMode": "awsvpc",

"containerDefinitions": [

{

"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {

"logDriver": "awslogs",

"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"

}
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}
.
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

HI® 4 : #FiH R Amazon Managed Service for Prometheus BJ{E5 R

EFIMEIERR XX FSEA T Prometheus B S EE RS , &H Amazon ECS 5%

M E B EHN RS 88 AWS HIZEA API B1E, BRTARNES IR IAM B HE
AmazonPrometheusRemoteWriteAccess REKMIMZEHRP, BXROIBZACHMMKBENESE
B, BSRANESHE IAM AERERE.

£48%F AmazonPrometheusRemoteWriteAccess KNEIEH IAM A& HERAZABGHRITES
/& , Amazon ECS 7] LUfFEHMER Y $E#5 & 35 E] Amazon Managed Service for Prometheus.

%I 5 : £ Amazon Managed Grafana # AJ{l{L IR HY $EHR

/A Important
EFF Rz Al , BAMIE Amazon ECS 55 E X LiZ1T Fargate £55. &M , Amazon
Managed Service for Prometheus 5 7& 3% i A {8 BY 1 ¥R o

1. 7 Amazon Managed Grafana T/EZEPSMBERP , EERRT ANKEER. AWS
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2. TEBEEFRFIETF LRSS |, i Amazon Managed Service for Prometheus , ARG EFE
A BRI X 3,

3. EFERNIMBIEFRIR.
4. fEM ecs M prometheus BIRERMET EHIEIR.

FERZEEANREM Amazon EC2 EHEREUIEIR

AER 9 A1 48 W]z 1T #E Amazon Elastic Compute Cloud ( Amazon EC2 ) 3£ iETIZEE AR
Prometheus %588, TR THNAIMNA Go FENWETMARFERREER , FNXEERAIED
Amazon Managed Service for Prometheus TEX,

TR

/A Important

EFFRZE , BAMERLET Prometheus v2.26 RESMA, BITRIZEEE
Prometheus, Amazon EC2 #1 Amazon Managed Service for Prometheus. &> il % %%
Prometheus H{E & , {55 H Prometheus M4 LB FF 8 o

MREFZE Amazon EC2 2 Amazon Managed Service for Prometheus , EATE IR SRR T 5

7

« f+ 42 Amazon Elastic Compute Cloud ?

« ftZ 2 Amazon Managed Service for Prometheus ?

7 Amazon EC2 6l IAM A&

ERNEmists , BYXMEFERA AWS HEREAZE IAM A
B AmazonPrometheusRemoteWriteAccess, A , BuLAERZABFHRH , HRFEHRANER
&Y Amazon Managed Service for Prometheus X,

1. fEH https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,

2. NEMBERTEERE K RELERUEAE.

3. WFEERMAEMER | EE AWS service (I DB SR RSE). N FERARM , &8 EC2, &
BT—%: )R,
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4. FEEZREPHE A AmazonPrometheusRemoteWriteAccesso, 1 “FBEZ 5
AmazonPrometheusRemoteWriteAccess , i£# , AEIEF ‘M INEKRE, EFET—F: 5%,

5. (FIE ) NIEHY IAM ABLIE IAM L, BB T—F : ¥,
6. MABBNEN. LECIRKE.,

Bz Amazon EC2 3E4451

E 33 Amazon EC2 3£4 | BB (EA T Linux 324189 Amazon Elastic Compute Cloud i #5
R’ 3 3 SE I #Y i BB 1T IR,

BITERRARRF

B IAM AeHERIZAGRE3 EC2 K5 , BULET—MNERMARFREEHETER.
BATERR ARERF AN 5 R

1. FEAUTERGIZER RN main.go B Go X .

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)
}

2. BITAT @5 AREM MBI

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. Jgj_- rﬁ*EEr_o

go run main.go
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ERNMARFNERA 8000 LiE1T , AETRB LK Prometheus 4R, AT RX LRI R
B,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge
process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge
process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge
process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+@8# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge
process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter
promhttp_metric_handler_requests_total{code="200"} 1
promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} 0

#]2 Amazon Managed Service for Prometheus T4EX
E 6|2 Amazon Managed Service for Prometheus T/EX | iE1Z R 6122 T/EX A3 AR TR ME,
1217 Prometheus BR%5 85

1. AT R YAML XHERERFKBIZEEZ RN prometheus.yaml WX, 3 Furl , Emy-
regionBiNIEW ‘X5 EHMmy-workspace-idil G# Prometheus £ B RS N BE KK T/
Z=[H ID. X Fregion , iBmy-regionEiREH ‘X5 E,

R YAML 32

global:
scrape_interval: 15s
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external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2. 1217 Prometheus fR% 8 , THE RN AR FHIESNR ZIAE Amazon Managed Service for
Prometheus THEX,

prometheus --config.file=prometheus.yaml

Prometheus AR5 28I 1E B IHE R B AR R B8R K% B Amazon Managed Service for Prometheus
THX,

£ A Prometheus SE4I{EH W88

B AEAEREERER TIZETH Prometheus 3E61 ( #:9 Prometheus X2 ) SRIMBUERH N H RKIAF

#&H# Amazon Managed Service for Prometheus T/EX,

UTEEHR T REEREEN TIZTH Prometheus SKHIER BRI E BN TR 5%,

/A Warning

B2 Prometheus REHN , BEENFTHEHEENEYF, EIERAZLEE , BN
Prometheus BT R BEL AL EHEN,
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MRBIFE T 24 Prometheus EHISRIEIRRE —HIENR , FNFHRIEF 2 Amazon Managed Service
for Prometheus TEXSUSINSAAMY , FEREEERFEMR, MRERZBIREESESHIE
fHIBR , MPRFE %% ZE Amazon Managed Service for Prometheus BIFTEBIERAR ( @FEEERE ) |
BZEA, Bx1 EE’E?&EHHIJF?E’JIRHE BS | 3 %% 2 Amazon Managed Service for Prometheus
0 & ] B M fE AR 1T B B BRI BR .

£
« £ Helm iZ B M# Prometheus BRZ 28 1T HRER
« 1£ EC2 EH Kubernetes FiREMNIE Prometheus IR #7175 EX
* 71E Fargate £ Kubernetes i EMIE Prometheus ARS5 283 1T HEX

£ A Helm iR B M#FT Prometheus RS E83# THE

ZER 4 19 15 B 8 BY T I8 RIE /5 30 H 1= 1T Amazon Managed Service for Prometheus. &7 Amazon
EKS £ HiRE T — A #H Prometheus BR55 28 , #TARS 2R EARIABLE @ Amazon Managed
Service for Prometheus K& g5, RNEZBEUT ERFMH

o BB — Amazon EKS 8 |, ##Y Prometheus FRS 2T MIZERF N EIEIR,
« Amazon EKS & MM Z % Amazon EBS CSI zfEF ( Helm EXR ) o

o SBAFER Helm CLI 3.0 SLE SRS,

o BAEER Linux X macOS T ENRHITUT BEB D PRIF R,

B 1 RNMFH Helm BRE#E
WMAUTHS ORI Helm M E. EXXEGSHNESZEE , 55 Helm 76 E,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

S 2 : 82 Prometheus 8 & Z=[H]

BMALLTES , N Prometheus IREBFHE T kiR 4H H8I2 Prometheus S8 & ZE8, prometheus-
namespaceBRNREERIX N p B 22 BB Fo

kubectl create namespace prometheus-namespace
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SR 3 REBRSK,H IAM B,

EFEARIMNCENXFAITLEE , BEERNIZIT Prometheus RS 281 Amazon EKS EE A RS Ik
PR IAM &6,

BERSKSH IAM &€ | B LU IAM A6 5 Kubernetes RE K xBk, ARG, RS K/, A G
FRTHNEE Pod FHNASREME AWS R, BEXEZEE , BFSHABRIK,H IAM A,

MREBHERREXEAR  FERB RERSAEM Amazon EKS EEFEEUEN FIHAIRER
B, ZE D HPWIHBEREH eksctl, BXEZEER , 5/ Amazon Elastic Kubernetes Service
Al -eksctl,

(® Note

MRHERTE EKS £, B ERFEIZLA AWS FFAE B4R B ESER T Prometheus BYE b
RERS , WELEFEAETH Sigv4, EKS-IAM-ROLE

S 4 1 REHRS BTSRRI

ELREMER XX BIE Amazon Managed Service for Prometheus TEX B #T Prometheus FRE 28 |
BRBUTSRRME,

ZEFH Prometheus BRSE5 LU IEFR &£ 3£ F) Amazon Managed Service for Prometheus T/EX
1. FEANXAEEIRCESN my_prometheus_values_yaml WX#H , HEHEEUTAHR,

« TAM_PROXY_PROMETHEUS_ROLE_ARNE %} #&7E H 8| Bamp-iamproxy-ingest-role#y
ARN, RERSE A ®M Amazon EKS E£&8hiFEEUER
« WORKSPACE_IDEi#tNiEMR T Prometheus KL Db iE ERRS T4EZSEIAY 1D,

« REGIONE#FERT Prometheus W LB IEE RS TEXHXH,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
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name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. WALTHSLEIE Prometheus BRS 85,

« f§ prometheus-chart-name iR &EH Prometheus A% o
« prometheus-namespace&RNER Prometheus 15 & ZE 8 Y & #Fo

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

(® Note

B BN ZHARNBEEN helm install 8t . BXEZER , S Helm X
1 Helm %3,

1£ EC2 £ 8 Kubernetes FiZE MM A Prometheus R 253 1THREY

Amazon Managed Service for Prometheus XM Amazon EKS LT &R F LR E Amazon
EC2 LiZ1TH BITEE Kubernetes R P IREUENR. I PRV IF MR EAEA T Amazon EKS &
FH Prometheus BR% 88, X F Amazon EC2 LI B1TEE Kubernetes 58 , SRER , E—HNF
B , BFEEXE Kubernetes £EFFF B2 NIRFIKFZE OIDC =#EEMN IAM A,

AE D A E A Helm ¥ER Kubernetes B4 2 EE 25,

ES ]
- IR REBRSKSH IAM A6,
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https://helm.sh/docs/helm/helm_install/

Amazon Managed Service for Prometheus ArfEm

o S, 2 FEH Helm ALKIBH Prometheus RS 25

SR REBRSKFH IAM B,

EFERARIMSENXTATLZE , BEERNIZIT Prometheus BRSSE5H Amazon EKS S8 19 AR S5
FERIAM A, KEABXHERSAR,

BERS AR K IAM A2 5 Kubernetes RS xBrk, RJE , ZRSKS AT NERZRSKSH
£ Pod FHERB[RHE AWS R, BRESZEE , BERBSK,H IAM A€,

MREHARREXEAS , FRR RERS AN Amazon EKS EE R EEUER PRIRARES
&

S22 A Helm ALRINEH Prometheus ARS8

AE D PRRABIEREZEZEE AN sigvd U#HTHHBRIE , HIRNX Prometheus lRF[|IZZEE A A
# Amazon Managed Service for Prometheus T/EX,

£/ Prometheus x4~ 2.26.0 HE 5 R4

MBSRFEANEHE 2.26.0 KE SR Prometheus FRFEMEHN Helm B |, FIRBUT S EER
=N

8 Helm B &RM Prometheus FREZSBIZBIZREE A
1. HEZH Helm BEEXHHEIEZ— NN ZEBEAI S

« ${IAM_PROXY_PROMETHEUS_ROLE_ARN} &%) #& 1 # t 2amp-iamproxy-ingest-role#y
ARN, B 1 ZERSZK,H IAM HE, At ARN WX arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

« ¥ ${WORKSPACE_ID} &#: 1 I&EH Amazon Managed Service for Prometheus T4#KX 1D,

« ¥F ${REGION} &#:y Amazon Managed Service for Prometheus TEX#9 X135 ( 20 us-
west-2) o

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
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server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. £ Helm EFEZIEM Prometheus IRFRELE :

fF prometheus-chart-name # 7&K Prometheus MR #& #fo

fF prometheus-namespace Bt W L% T Prometheus BRSE5HY Kubernetes &5 % 2816,
« J¥ my_prometheus_values_yaml &#7 Helm B & X HHIBE R,

£ current_helm_chart_version &i# 7 HHMRAK Prometheus BR%EF Helm o &M
LABEA helm list #5455 3% 2 25 5 09 B R A,

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

£ R HAMR AR Prometheus

MREEANRET 2.26.0 B Prometheus WA , BRBUTSRIFE, XESRERALESLZE , E
N EHRAR Prometheus & F AWS XS HARA 4 LHTE (Sigvd). AWS

X £ 5 B R 1% 8 E A Helm #82 Prometheus,
M Prometheus R EFZEBEIZEE A

1. 7&K Prometheus fRS2R L |, QIEZFHNIZEEARE, B , Q2 - MNEHRXMH. RINSE

A3 amp_ingest_override_values.yaml,
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[ YAML XA T B

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

F ${REGION} ¥} Amazon Managed Service for Prometheus TEX#Y X1,

${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN} &7y #&1£ F 8l B amp-iamproxy-ingest-
role® ARN, FR 1. ZERFZKFH IAM A, A€ ARN &R arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

¥ ${WORKSPACE_ID} Bt R ITEK ID,

2. FHRIEH Prometheus Helm B3R, BX , MANUTHGT , HIEH Helm BREFH. Elti M
BHP , ERBFHREIE prometheus A K,
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helm 1s --all-namespaces

RE , MALTHT.

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

prometheus-helm-chart-name&#N L— PN HHIRER Prometheus Sk ZEEH B . F
prometheus-namespace B R & =R Ao

T# Helm Bk

MREAREARM T Helm BR , MAERANR TGS T

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

1t Fargate £#Y Kubernetes FiZEMINE Prometheus RS 251# 1THEY

Amazon Managed Service for Prometheus X MTE Fargate £i21TH B1TEE Kubernetes & HHY
Prometheus AR 2R HREVEIR. EM Fargate LiZ1TH Amazon EKS & Prometheus ARG 225
EUEFR , BB E RN amp_ingest_override_values.yam| BBt B XA ERIAEE , ITFR

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:

persistentVolume:

enabled: false
remoteWrite:
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- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

B TGS EHBEE L% Prometheus :

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

BEE , £ Helm BXREES , FIIZEHB T Node Exporter  Alertmanager , #3177 Prometheus
fR&52REE

SR BAE R AT R BN IR E R IE R 2,

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"1}1}321

iR B Amazon Managed Service for Prometheus LAZREVS 7] B 4547

IR BIE A E ) Amazon Managed Service for Prometheus B |, #iiE 4 B3 EiZXEH AWS AT H
XESEH , HERMEAF B, TANNZSMNENERFRALE, SEUEEERMMFANSATAM
WEZLIEE , EABRTEANSERE. EAMELNGEZTUNENREZNSTALZSM

- MREBEZNEBR[IFIEBHBHRE , W LUEX EHIE &% 2 Amazon Managed Service for
Prometheus , F BaIMRES #HE. XE B THEAREHEHIER K% 2 Amazon Managed Service for
Prometheus TEX,

BXNESTHMHREHTEERFEERNESER , BSH X &i=2 Amazon Managed Service for
Prometheus H & A A M igRi# 1T E 8 BUEMIBR.

- MREBBREE AWS KFEFATANER T BTG RKE , WA LUFEREER S — NI E
“ANITHERK.
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BXFEMRBELEZIZNTIEXNESZELR |, 53R FABXIE T/EXE Amazon Managed
Service for Prometheus Fi8 115 a] A%,

FH

« X %35 % Amazon Managed Service for Prometheus B & 7] f 38 ¥r it 17 2 8 BRI B

+ {8 Prometheus 5 & 0] A 3B &% F Amazon Managed Service for Prometheus

+ {8 Prometheus Operator Helm B 3% 73 Amazon Managed Service for Prometheus i% & & 7] F 4%
BiE

 {£/ Distro A&/ T Prometheus fII S B RS &% & o] A I8 AWS OpenTelemetry

+ {8 Prometheus #[X Helm B3 [E Amazon Managed Service for Prometheus %% & 7] F 4 508

+ B3 Amazon Managed Service for Prometheus 7 & 7] F 1 Bl & % 017 BV fE &5

« FABXIE T/EXE Amazon Managed Service for Prometheus #38 il & 8] ¥

3t % 3% 2| Amazon Managed Service for Prometheus B9 & 7] f M 38453 17 E 8 ZIEMI &

A LUFSR B 24 Prometheus I ( ERE# R TiE1TH Prometheus =241 ) BI3E &% F) Amazon
Managed Service for Prometheus THEX, MRHE AP —LELFHEFH LIXERER , NS EIEN
EEESHTAMY (BIEEP - MEELERIEKE , Amazon Managed Service for Prometheus T
EXPHEERRE S — M EFNEE ) . BR , &£%FE Amazon Managed Service for Prometheus T
EXBHBBREENIER , XEERTRZRBEIXLIER , BT 2SR BERRMFME S5,

=it Amazon Managed Service for Prometheus Bzl Bk3k B %/ Prometheus RN EEHIE , &
FENRZRESBENRBEABEE—INEREEN , HABIERMBEE— N EIEREM. EEHERMNEEMIF
MHEEHERIE | BIRBH AT Amazon Managed Service for Prometheus iR 3| SN EFREI KR
BRAFRNWERSRERFE  EFa8EEIAR , AXEERLTRE 2 —KR.

(® Note

FLRRZAHR Kubernetes ( 1.28 1 1.29 ) AIRER BT R AT H cluster XM IEIR, X%
B Amazon Managed Service for Prometheus EEXIERIBRIGELIN AT, BEXEZEL | &
Z RS IR FAQ.

LFEBNBUAEEBIE AR MMEE cluster M __replica__ #:% , LAE Amazon Managed
Service for Prometheus B iR E S HiE,
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/A Important

MRERZREEEHERER , WEER KIEZE Amazon Managed Service for Prometheus B
BEBEEANS, XEPBEERTEEENER,

£ F Prometheus 5 1] A 4 #3E & £ F Amazon Managed Service for Prometheus

ZF M Prometheus RES TAMEE , BH4AES JAMANFTE S ENAABRE | LUE
Amazon Managed Service for Prometheus AJ A TIR%. A cluster #rZfF Prometheus SEHIK
BiRAeTRAMEAN -2, A __replica__ X5 MREAFNENEIR. EFESKER
BRINEERIER , BEERMMA _ _replica_ M cluster #5%,

® Note
__replica_ FREMBRANERLF replica BIEEAFREN FTRILRFS,

| ARB A B

FEUTRBEEF , cluster $r%#rR Prometheus £ prom-teaml , _replica_ #rZHRiR
BIA replical # replica2,

cluster: prom-teaml
__replica__: replical

cluster: prom-teaml
__replica__: replica2

BT Amazon Managed Service for Prometheus 77 H B X LR LN & AT BB RN BEELR |, Fik
HEAEESE , E2MER replica #7%¥. XERBEZLIHNFIRE 1.1 WFIIRS , mMARE8HN
Bl&R—1MFHl, RET cluster #7%,

(@ Note

R ErZAH Kubernetes ( 1.28 M 1.29 ) AIREL BHITR MW A cluster XM EFR, X2&
B Amazon Managed Service for Prometheus EEHIEMBRIEEL I AT, EXEZEL |, B
SRS IR FAQ.
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£/ Prometheus Operator Helm B %3 Amazon Managed Service for Prometheus 1%

5= 0 A ERE

E& A Helm H 8 Prometheus Operator RES ATAMEE , 497 S Al AMANMES<f LA
EpFRZ , LAE Amazon Managed Service for Prometheus AI LR B B4]. & SMIE Prometheus
Operator Helm B & £i& & replicaExternallLabelName # externallabels E1-

T~ YAML #R3k

ELLT YAML #53kH | 7£ externallLabel AT cluster LA Prometheus SEHIESRIR A S
AAMEN—E9 , H# B replicaExternallabels #RiRZAFHNENEIAR,

replicaExternallLabelName: _ replica__
externallLabels:
cluster: prom-dev

® Note

R LA K Kubernetes ( 1.28 f 1.29 ) AJREL BITR MW A cluster LXMW EF, X2&
B Amazon Managed Service for Prometheus EEHIEMRIIEEHIMAIE, EXELER |, B
ZHAS A A% FAQ,

£/ Distro E5&F Prometheus MY LT E RS Kix & 7] A HIE AWS
OpenTelemetry

AWS Distro for OpenTelemetry (ADOT) 2iZB B RL£ BAATE~HKITHR. OpenTelemetry
ADOT NEZRMRABE APIs, EMRIE , HtE@UNEs mNRENERUHITNARF LR, &
X ADOT WfEE. , 12 M < T Open Tel AWS emetry Z1THR.

Ef ADOTRENEAMEE , XJEE ADOT WESRBHRESR , AR ESclusterMATF
Prometheus __replica_ AWS ZEBEASHRE., S HFES remote_write LixT [AFEIME
#5845 &£ E Amazon Managed Service for Prometheus T/EX, #£ Remote Write Exporter Li% &
XLEFRZR , JUBEERRBIAEITHREEENIEIR. BX AWS Prometheus BB A S H 21
BZEE , BHSEERT Prometheus BIIE D Prometheus 3 & RS HY Prometheus iti2 E A5 Hi 85
Al
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® Note
FHLRRZAHR Kubernetes ( 1.28 1 1.29 ) AIRER BT R AT H cluster XM IER, X%

B Amazon Managed Service for Prometheus EEHIEMRIIGEHIMAIE, EXELER | &

ZREAAMY FAQ,.

o] A EE

E& A Prometheus # X Helm BRZES THAMEE , @40 ES T AMEANPIER6 LN
FBSER#RZ , BAME Amazon Managed Service for Prometheus A B # {TiRB, AT 2 fn{a)f
external_labels M Prometheus # X Helm B & A 10Z| Prometheus HY & AN SL5IHY R A5,

server:
global:
external_labels:
cluster: monitoring-cluster

_replica_ : replica-1
(® Note
MREREZANEIR , MATEATRNEREZXEBEK , B Prometheus £ X Helm

BRFAAFLEEENEHRAEMBIABREN DT EERAE. NREERETFBIZE
replica #r% , M prometheus-operator Helm B %,

® Note
R &R Kubernetes (1.28 M 1.29 ) AIRER BT AT A cluster LN EIR. X&F

B Amazon Managed Service for Prometheus EEHIEMRIIGEEHIMAIE, EXELER |, &

ZREAM FAQ,.

—

£ Prometheus X Helm B3k [@ Amazon Managed Service for Prometheus K% &

= A F R
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& X Amazon Managed Service for Prometheus A & 7] F 14 Fid & & I 2] &3 /Y iR 25

BERENZRME _replica_ B8HES —MrEPLUBRERER ?

ESAAMIRES , Amazon Managed Service for Prometheus &i3 % Prometheus Skl 5 & ik H
FERBRABFEEERATLEE, WRFSEIARTE 30 RRAFLEEEHFEHEA , W Amazon Managed
Service for Prometheus £ B3 % — 4 Prometheus SR E N TSBIAR , HINFH NS AR FEK
E, BEEAEANERE. Bt , FRIEEN , TEWXHEM. XHEMAUBESSHUTHE !

« ERBRHMSHE , £ PromQL B&E# count REINETRESS THREE,

o EIEBRFMSHE , active series BUEIT , XF T active series limits. BXEZE
B, B35/ AVIP B,

Kubernetes XL FE B2/ cluster $7% , MARERN RNVERFITESLIER R, WMAEE LR ?

Kubernetes 1.28 5| AT — N HE cluster XM FIESR apiserver_storage_size_bytes,
iX £ 5 3 Amazon Managed Service for Prometheus I EE HIFEM BRIVAEH I RE |, XEURTF
cluster #3%, 7£ Kubernetes 1.3 F , ZIREE @ H N storage-cluster_id ( £ 1.28 M 1.29 By
BT HREHITTERSE ) . IRENEFEREFHE cluster #RZEMIER , Il Amazon Managed
Service for Prometheus 7o iE Xt < BR Y BF (8] &= 51 3 4T E B BIEMIBR . FATB AN Kubernetes &8 FH
RBEFOANTRRA , LUBRHILRIB, RE , B LAE apiserver_storage_size_bytes
EfR EEFMIRIE cluster 7% |, RAFERFHEKEEZE Amazon Managed Service for Prometheus,

® Note

B X Kubernetes TEMNEZHMEE. , S Kubernetes Tl B Y
apiserver_storage_size_bytes 1EFR IR E KR Ean & 9 storage_cluster_id.  GitHub

A ¥ Xig TEX £ Amazon Managed Service for Prometheus 18 ins 7] A 14

ERNENBREAMBEX IR , SR LUFERRETE AWS XEHN SN TIEZEHE,. Prometheus X
BENBARNEXEHE A,

BAT R B3 EH A 41 B A I AR T3 47H9 Prometheus MRS5S, BUEE R Helm SHER 22 BIFRIX
HFHN THEK.,

extensions:
sigv4auth:
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service: "aps
receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: _ address_
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2_ id/api/vl/remote_write"
auth:
authenticator: sigv4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:
receivers: [prometheus]
exporters: [prometheusremotewrite/one]
metrics/two:
receivers: [prometheus]
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exporters: [prometheusremotewrite/two]
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#5i Prometheus 1E¥r

#E , EREMRIE ITFEX , EUUXMHEHATER,

E|B AL R RIBRN ST , ATLAER Amazon Managed Grafana & k%%, Amazon Managed
Grafana ( 3 Grafana BY3&37354) ) @ —IJ«)\WE MNEERE , UEHETRETERERENER. BX
Amazon Managed Grafana WEZEE , 5@ (Amazon Managed Grafana FIF{EF) »

BERUBE—XMER , BRRENWHKE , IEAEEERREEBCHNARERREAENIER. B
EE B FE A Amazon Managed Service for Prometheus API #1454 Prometheus ZifjiEE PromQL
M Prometheus TEXIREVEIE. BHX PromQL RHEBLZNEZEER , i5S R Prometheus XY

Querying Prometheus.,

FH
« PromQL =&
- EXRIEESE
- BEPEEESR
- REEEE
E 8/
- ERAEHRA
- BREGERZS
+ i%{& Amazon Managed Grafana A5 Amazon Managed Service for Prometheus B & f# F
+ i%{& Grafana FJFJ)RE Grafana Enterprise A5 Amazon Managed Service for Prometheus & & £ F
« AT Amazon EKS & HIZ1TH Grafana #{TE#
- EARBETKEEHTEN APIs

« FRENEXEWNERFERSITEE

Jk
=
=F

[
i
fﬁ'll

PromQL &%

£ Amazon Managed Service for Prometheus TEX AR &E#HIEIRET , £/ L PromQL ( Prometheus
BWES ) BEREERARESZE, B8 PromQL , BAILUES HIIEEHIE S SMMER MR A EF5
Bz,

BX PromQL WEZFMAEER , FSHEMUE LA PromQL =%, PromLabs
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https://docs.aws.amazon.com/grafana/latest/userguide/
https://prometheus.io/docs/prometheus/latest/querying/basics/
https://promlabs.com/promql-cheat-sheet/
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H 432
HEAREFs

BIER BN L L EREFIEF et R FS

# Select all time series with the metric name http_requests_total
http_requests_total

# Select time series with specific label values
http_requests_total{job="prometheus", method="GET"}

# Use label matchers

http_requests_total{status_code!="200"} # Not equal
http_requests_total{status_code=~"2.."} # Regex match
http_requests_total{status_code!~"4.."} # Negative regex match

K= =W
SEE [0 E kS
R R M LRI ASEE
# Select 5 minutes of data
http_requests_total[5m]
# Time units: s (seconds), m (minutes), h (hours), d (days), w (weeks), y (years)

cpu_usage[1lh]
memory_usage[30s]

HX A=

REZER

BEZNRFIREHE
# Sum all values
sum(http_requests_total)
# Sum by specific labels

sum by (job) (http_requests_total)
sum without (instance) (http_requests_total)
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# Other aggregation operators

avg(cpu_usage) # Average
min(response_time) # Minimum
max(response_time) # Maximum

count(up) # Count of series
stddev(cpu_usage) # Standard deviation

CIN: OFE T

B F B BOR R4 B3R

# Rate of increase per second (for counters)
rate(http_requests_total[5m])

# Increase over time range
increase(http_requests_total[1h])

# Derivative (for gauges)
deriv(cpu_temperature[5m])

# Mathematical functions

abs(cpu_usage - 50) # Absolute value
round(cpu_usage, 0.1) # Round to nearest 0.1
sqrt(memory_usage) # Square root

# Time functions

time() # Current Unix timestamp
hour() # Hour of day (0-23)
day_of_week() # Day of week (0-6, Sunday=0)

ZEER

WAITERNMEZEEE :

# Arithmetic operators
cpu_usage + 10
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memory_total - memory_available
disk_usage / disk_total * 100

# Comparison operators (return @ or 1)
cpu_usage > 80

memory_usage < 1000

response_time >= 0.5

# Logical operators

(cpu_usage > 80) and (memory_usage > 1000)
(status_code == 200) or (status_code == 201)

SXHAER RS

&\ LATE Amazon Managed Service for Prometheus TEX R {E A E ISR ES

# CPU usage percentage
100 - (avg by (instance) (rate(node_cpu_seconds_total{mode="idle"}[5m])) * 100)

# Memory usage percentage
(1 - (node_memory_MemAvailable_bytes / node_memory_MemTotal_bytes)) * 100

# Request rate per second
sum(rate(http_requests_total[5m])) by (job)

# Error rate percentage
sum(rate(http_requests_total{status_code=~"5.."}[5m])) /
sum(rate(http_requests_total[5m])) * 100

# 95th percentile response time
histogram_quantile(@.95, sum(rate(http_request_duration_seconds_bucket[5m])) by (le))

# Top 5 instances by CPU usage
topk(5, avg by (instance) (cpu_usage))

BRETEARS

Amazon Managed Service for Prometheus 12t 7 # B G R EREBRN S £,
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#& AWS PrivateLink Bti& A F Prometheus MY B # 3t E RS

& AT Prometheus B Amazon EERFHFERAERHNMNEZRETUBET AR ERNALRET /LT
R, BATLUES VPC KT S8, AWS PrivateLink 24 #R £ Fi Bt AWS PrivateLink , 3R B¥REY VPCs
MEREALE AWS MEHEERTF K MEFTEILAHERN, ENEHT Prometheus FIIL 5
ERSBIZE VP AWS PrivateLink C KT R , S #. & Amazon Managed Service for Prometheus
50 VPCARTREEHER

5 436 UE MR

AWS Identity and Access Management & —1l Web RS , A #BIR L £ IR HEIXS AWS FIREY
R, AILAEA IAM REFIWEN 7T BRRIE (HFER ) HREEN ( EEMHENNER ) kEH
%R, Amazon Managed Service for Prometheus 5 IAM &5 , AI&BIEBRPHEZ S, HRE
Amazon Managed Service for Prometheus B , BFEAIZ — L IAM B |, ik Grafana [RFEREHE
#17f%1E Amazon Managed Service for Prometheus T#EXHHEFR. X IAMWEZELR , H5
B4R 1AM ?,

5 — Al AFE B A& Prometheus IRBT DB EE RS H AWS 2 INEER AWS EEMRA 4 EHRIE
(Sigvd)o AWS ZERA 4 2@ HTTP KIEH AWS BERAFAMEHRIEFEENTRE, hTRLER , 3
R R SEERE AWS HAERGRIBARTER , BEEABHERZS ID MABHRBHAK, X

ANZABEMNENRLEUL. BX SigV4 WESZER , BSHAZERE 4 LE M=,

% E Amazon Managed Grafana 2\ 5 Amazon Managed Service for
Prometheus Bt &1 A

Amazon Managed Grafana  —I$ X F R Grafana W2 XERS , IEWLEFR. F=HISVH
EE, AWS URATAAE TR 2 T BE RN RS

Amazon Managed Grafana for Prometheus X ##f#£/ Amazon Managed Grafana &if) TEXFH 15
¥Ro 7E£ Amazon Managed Grafana ###| &% , BRI LUET ZII B K Amazon Managed Service for
Prometheus Ik , i Amazon Managed Service for Prometheus T/EX AR HHERIRE. Amazon
Managed Grafana B 15 Amazon Managed Service for Prometheus FIEH & A RIEZIEMNEE,
A<M Amazon Managed Grafana #|#5 Amazon Managed Service for Prometheus #9358 ¥ 4 5%
B , &2 5 Amazon Managed Grafana f FF {5 RV 5B,

#&1E A LAfE Amazon Managed Grafana & & Amazon Managed Service for Prometheus 3R, B
REESERERNVIHEE |, HSRNERS Amazon Managed Grafana s FF R Grafana £ K.
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£FAE VPC FiE$#EE| Amazon Managed Grafana

L

Amazon Managed Service for Prometheus 1 Amazon Managed Grafana 1% 7 — PN RFLImT R |

HHEHAEEWERNERITES,

& A LU¥ Amazon Managed Grafana Bt & J A FAHE VPC ( B<1E Grafana FiREFAE VPC HWiFHA
85 , 2 (Amazon Managed Grafana AP 1E/) HHIEE Amazon VPC ) . RIFRE , 1tk VPC

&J.IJ.I—H—

A BEFC A1 1Rl Amazon Managed Service for Prometheus BRS 4 i%T1 =o

=¥ Amazon Managed Service for Prometheus fE R BEXRFERMEIBEE N FEHIFERLE VPCH
Amazon Managed Grafana T/EX , B4 LB BIE VPC LT &4 Amazon Managed Service
for Prometheus £ #2IE— VPC, BXx8I2 VPC KT RNEZEL , B3/ 1 Amazon Managed
Service for Prometheus 820 VPC L inT Ko

®E Grafana JFJR= Grafana Enterprise LA5 Amazon Managed
Service for Prometheus Bt & 1§ F

EALAE A Grafana SE#I7E Amazon Managed Service for Prometheus & fj1E#Rr, A EBFF @ EN
A E A Grafana 9383732l Amazon Managed Service for Prometheus & ifl#§#x.

FRFZ M

Grafana 3£4 — &30 48 —NEE @) Amazon Managed Service for Prometheus 3 1T & 14 38 iE #Y
Grafana 34,

Amazon Managed Service for Prometheus X # M Grafana 7.3.5 RESRARE R TEXHRYIE
FRo FRZAR 7.3.5 RESRAZER AWS EZ IR 4 (Sigv4) BB RIEH K,

ERERY Grafana A , EMALT®T , grafana_install_directory&#A{RE Grafana
TREBR -

grafana_install_directory/bin/grafana-server -v

MR EBMIH Grafana , LEFEEFFHIMRA | AILZE —NHHES, BXRIZREIMIT Grafana
BiRER |, SR Grafana MM Z % Grafana, B> Grafana A THEER , S H Grafana X4
B Grafana Al7,

AWS Tk - BAE BB EENRMN AWS K |, F8Eir R Amazon Managed Service for
Prometheus 1E%x.
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https://grafana.com/docs/grafana/latest/installation/
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E§¥ Grafana iRENFEAERT Prometheus W LB IEE RS , BHEFIE
HAmazonPrometheusQueryAccessREgs, . FNRAIMK . aps:QueryMetrics
aps:GetMetricMetadata aps:GetSeries aps:GetlLabelsBXEZELR , BHSH IAM R
Ko

T = EFEAN B NAES Grafana RiEH BRI,
%1% . ®RE AWS sigv4

&R T Prometheus B & £ E AR SS AWS Ildentity and Access Management & (IAM) &1 , £/
IAM EiERHF 3T Prometheus BYFTEMI, APIs BRIAER T , Grafana F#9 Prometheus $3ERKIR R
£ Prometheus 7HEH B RKIE, Eit Grafana sE# FIFH Amazon Managed Service for Prometheus
S HRIEMTNTIEE | L FEEE Grafana BIEXRRH S A Sigvd SRR, HEEAETER

# Grafana FFRARSS SR Grafana LRSI |, BIRBAR LW S RIHTIRE, WREFEANEL
L#1EE Grafana SIGv4 , NI FHKRIERL B3I, B> Amazon Managed Grafana WEZEER , &
Z# What is Amazon Managed Grafana?

E1£ Grafana LB Sigv4 , i1 AWS_SDK_LOAD_CONFIG #1 GF_AUTH_SIGV4_AUTH_ENABLED
ETERERN true WIBER T B3N Grafana, GF_AUTH_SIGV4 AUTH_ENABLED MMRZTEMNEE
Grafana HWERIABLE LA S A Sigv4 X, BXEZEE , S Grafana X H Configuration,

Linux

E 1 Linux LML Grafana fRS588 /B A Sigv4 , BRIALL TR,

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows

E£ A Windows w5 1 RAFE Windows BY343Z Grafana L/ SigV4 , BANL TS,

set AWS_SDK_LOAD_CONFIG=true

%15 iRE AWS sigv4 07


https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://grafana.com/docs/grafana/latest/administration/configuration/
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set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe

IR 2 : 1£ Grafana 510 Prometheus $#E KR

LA S RREEE T a{A4E Grafana #i% & Prometheus BiERIR , LUEE R Amazon Managed
Service for Prometheus 545,

I8 Grafana BRZ-35F 7N Prometheus 3R IR

#TFF Grafana & &,

EBRET , ERBEXRT.

TR INBIERIR .

1% Prometheus.

3F HTTP URL , i5#EE Amazon Managed Service for Prometheus 2 #] & #) T EX ¥ 15 @
ETHLRT R - Eif) URL,

6. HEENIFIEER HTTP URL & , MIBRHMI MNZEZ URL B9 /api/vl/query Ff/F&E , @R
Prometheus BiERKES B M INZFERFE,

o & 0 b=

IEEI Mt SR TF https://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh- 3i45j6k17819,

7. EBSGMRILT , %% Sigv4 FHRIEMFFFHE M.

8. EULUBEEETE Grafana RIEEEMKHFEIEREE Sigv4 #IX , LA AERARIANRERS
%, EEEEANKAEETULEEREE , U TSRELALAE TIXLEHEHA, TEEMRTN
Grafana 5 Amazon Managed Service for Prometheu —2 A5 , RANB R FEH RN IRHRS
 AATCEATEFNREENZSM, EXRERANEHEBEENESEER , BSREESIL,
- ZEEEFEAKHEIE , BRTUTERE

a. 7E Sigv4 HHRRIFFMAESTH B HRIEREEPIERHENESR.
b. EiFEIZEE ID F , WAL AWS 1HE 4] 1D,

c. NFREFEEDS , WALN AWS BETHRZ4H,

d. JFEEAE ARN RIS IDFEREZE,

S 2 : £ Grafana 71 Prometheus E4ERIR 108
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e. WFEINXIH , %# Amazon Managed Service for Prometheus T/EXHY X135, 1t X1
MEZBELSR 5 FHHN URL R EEH XEHETE,

f. EBEREAMR.

BRNZEINUTHER  BEKFREEET
UTRREEIRTIHREHA. B4 Sigv4 SHRIEFAERRE,

Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- ERARANRMESE (BWWEEFRERER ) | BRITUTERE

a. 7t Sigv4 SHRIEFHAFEETHEHRIERERE P EE AWS SDK ik
b. JFEEAE ARN ML IDFEREZE,

c. NFEINXiH , % Amazon Managed Service for Prometheus T/EX Y X135, 1t X1
BEEELSR 5 FHIHK URL R EEH XEHETE,

d. EEFREFHNE,
BRZEIUTHEHE  BERREEET
MREXBBIZHR | T - HRAEENNEESRETR.

LTREEEERT SDK B1A Sigv4 S HIAEFARFERIRE.
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Sigv4 Auth Details

Authentication Provider & AWS SDK Default
Assume Role ARN
External ID

Default Region & us-west-2

9. FFXFETRYBIESRIFEN X PromQL &if) :

a. ﬁ*¥¥ﬁﬁ§\o
b. =176 PromQL &if , 5l :

prometheus_tsdb_head_series

SE3: (AR ) “REHNETEMEREITHEDRR
ENENSRT , MRAGELERTFHANANEIER  BREUTHA,
HTTP iRk K2

iR URL i THEKX ID EBER,

HTTP fHiRZE

HHIREREREEN. FREUTER :

- RERUXEFEENXEREIER.
- RESNELEREEBER

- EFRREEANZILE ﬁl%ZAmazonPrometheusQueryAccessEl%o BXEZER , BSH IAM X
BRANKRE

- TAREME R EIE R LG R Bk Amazon Managed Service for Prometheus THEX,

HTTP iR 1RAI Mk

EF Grafana IR 88 BEUBRIEE IR, BXEZEER |, S Grafana XHFH Troubleshooting.

H3 (A ) “RAFIHNI AR A AR AT R S B R 110
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MREEE|Error http: proxy error: NoCredentialProviders: no valid providers
in cha1n MERRANEEREETERINEFANER AWS FiE, BRESEREEFZIUEPATRIR
Fif, MREFARZEE , FHRIF AWS_SDK_LOAD_CONFIG FFRIREN true,

EF1E Amazon EKS £&H1z1TH Grafana #1T&E1f

Amazon Managed Service for Prometheus X #{£ A Grafana 7.3.5 R E & RAXKZE# Amazon
Managed Service for Prometheus THEXHHIEIR, M 7.3.5 RESRADEXN AWS L& RAs 4
(Sigv4) I UER X HFo

B Grafana 8B R EHEA T Prometheus WL SR IEERS , BHAAEFEE
HAmazonPrometheusQueryAccess REE =, . FMPBRMIIKS . aps:QueryMetrics
aps:GetMetricMetadata aps:GetSeries aps:GetLabelsBEXEZEL |, S IAM R A
FRE,

$ & s AWS igV4
Grafana 17 —TET AR AWS BREEIA 4 (Sigvd) SHRIE, EXESEL  HEHZEMR

K4 ELTIR. ZIHEEBRIATE Grafana RSB LXBEH. UTEHILIIEE E’Jlﬁbﬁﬁﬁxlﬁ"“ﬁﬁﬁ Helm £
Kubernetes 8 - %& Grafana.

# Grafana 7.3.5 L E @A K RS2 £/E A Sigv4
1. BB/ FHNEFXHRBELEWN Grafana BB , HNHHESBE R

amp_query_override_values.yaml,

2. EXHHRBAUTRE , RARRFEXMH. account-idE#RNIZIT Grafana FRFERHI AWS IK /-

IDo
serviceAccount:
name: "amp-iamproxy-query-service-account"
annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

1 Amazon EKS H{#H Grafana 111
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£iZ YAML XA S |, amp-iamproxy-query-role 2EFET—# 2 BB RZKFH IAM
A POENACHNEN. IREELCNETRATERIAXNAR  NTNFLACERIB
cHABEMR.

BEE[™E FH Helm A4 Grafana R$E5 B itk 3245,
BRERSKFH IAM A€

WMRIETE Amazon EKS EFHE A Grafana fi% a8 , RIMNBUEEARSK,H IAM A6 ( BRI R
A ) #THRES, HRXBEHERN T IAM 25 Kubernetes IRE MK REKET |, ZIRS K S5
AT LA iZ AR S5 K & BV 1E 7] Pod IV B ESIR M AWS R, BXEZER , BSHRBRSKFH IAM
Ak,

MREHRREXEABHTEN , FRE RERSKSH IAM AEUERER PHHBREAR.

ARG , BEBEEEXRZZMHEFHM Grafana REKF
EEEXRFHHH Grafana RS K F

1. ELWEOS , ¥E Grafana lRSFN B ZRMBRS KT B, Fla , BAUERANUTHS

kubectl get serviceaccounts -n grafana_namespace

2. 1£ Amazon EKS #Z#l& % , W5 EKS £ XENRSKFITHF IAM A€,
. ERERBEEXR.
4. FEHRHEUEELELSHE 1 oS mHPHREIMN Grafana & ZEEH Grafana REKF & F. R
BT

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/oidc.eks.us-
east-1.amazonaws.com/id/EXAMPLED539D4633E53DE1B71EXAMPLE"
},
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"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-
account",
"system:serviceaccount:grafana-namespace:grafana-service-account-
name"'
]I
"oidc.eks.us-east-1.amazonaws.com/
id/EXAMPLED539D4633E53DE1B71EXAMPLE :aud": "sts.amazonaws.com"

5. EBREMEERE,

£ Helm #4% Grafana fR528

WS BN AR Grafana BRESI[FUAERBE L —2 R E amp_query_override_values.yaml
XHFHEE,

BT T®H. B Grafana B Helm BRMNEZEER |, H5 | Grafana 4 X Kubernetes Helm
=Ko

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

£ Grafana F 00 Prometheus Z3E kR

AR S BRLEA T 20fA7E Grafana F1ZE Prometheus F#ERIR , SMEEBZEA Amazon Managed
Service for Prometheus 545,

EZH Grafana BRSS 83 %10 Prometheus ZHESRIR

1. FTFF Grafana ##l&.

i Helm F4R Grafana BR<585 113


https://grafana.github.io/helm-charts
https://grafana.github.io/helm-charts
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2. EBEET , EEBEXR.

IEFR R INBAERIR

%32 Prometheus.

3FF HTTP URL , #3#E Amazon Managed Service for Prometheus 24|48 TEXF1ERE+

ERHALIRT R - B URL,

6. TEENZFIEEN HTTP URL #F , MIBRFIMNEIZ URL B9 /api/vl/query &, @R
Prometheus ##EXIFE < B NiZF /L,

7. EEMRIET , % Sigv4 SHRIENTTFREESH.

o bk~ ©

HEEAE ARN WAL IDFZREZ, REEMRIAXEF |, EFE Amazon Managed Service for
Prometheus T{EX Y X1,

8. GEEEEFHN,

BRZETLUTHEE  BERBEEEEST
9. FFXIHETHYEIESKIFEN 12 PromQL &1 :

a. ﬁ?%#ﬂk%o
b. Z{TRH PromQL &if , 0 :

prometheus_tsdb_head_series

FERARAEZ KIEHHITEN APIs

RE# AW Amazon Managed Grafana KW T EREFNMERNIEHNEREESE , BERT
Prometheus I S EE RF B XIFZ /N APIs 3 A Prometheus WIE | BAIUFERXETERE
WBIEFR. BXFTE T HAMN Prometheus RBMAWEZEER |, 5SS R, APIs #AE D KIEH APIs

5 Prometheus & # Prometheus Eif]iE S £ APIs Prometheus EiE S PromQL XiEEEIR[D
HNEIE. Bx PromQL R EiEEMNFEMEER |, 5SS Prometheus XY ZE 1] Prometheus,

YBER TN APls REWISHRE , XFFERAZE AWS BIRA 4 EERBNERJITER, BTLURE
AWS EEZ M 4 RKELEERE. BXEZEL , BSH aws-sigv4-proxys

Al fE BN AWS Sigv4 REHITER, awscurl AT EB A awscurl 5 Prometheus A A
BFF APIsE| SRTER FE AR E Sigv4 B2, awscurl AWS

£}

FRBEREN =


https://prometheus.io/docs/prometheus/latest/querying/basics/
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/awslabs/aws-sigv4-proxy
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« fE awscurl F£3# A Prometheus B1ER T 1TZ18 APIs

£ awscurl £ & Prometheus BY1E)% T HTE# APIs

Amazon Managed Service for Prometheus B9 API &R X EA Sigv4 £8 . BRI LEA awscurl R
Et &I E,

EZR% awscurl , BEELLE Python 3 F pip KT EEES

EETF Linux W6l L |, AT %L% awscurl,

$ pip3 install awscurl

£ macOS ITEW L , LTt EE awscurl,

$ brew install awscurl

THEHNRBGIZR— awscurl ERREl, AEESENABINERRRegion, Workspace-
1d$ﬂ0UERY$ﬁI)\ :

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

® Note
EHFRBLIER url REE,

FNFEL query=up NEW , BUELBIMTE

f# A awscurl #H{TEH 115
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{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

1,

"value": [
1652452637.636,
nqn

]

.
]
}
}

ATik awscurl EEFMRHNER , BFEBIUTHRA 2 —EFEEMNEIL :

- RBHEIAM BETERIZESR ID MER. S UEFREZE SR TR Z4A M E HAhttps:/

console.aws.amazon.com/iam/.

Hlgn

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- SEFMTE .aws/credentials M /aws/config XHFFHEEXH. B UERIEEEMSA
WEEXHNEN. WRREE , WFER default X4, Him:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query

f# A awscurl #H{TEH 116
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$ awscurl -X POST --region <Region> \
--profile <PROFILE_NAME>
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« A5 EC2 KPIRERRYRBIEE o

£ awscurl BEHITEIRIERK

YLZEFERAK Python FHXMRBINA AT |, AfAMERAARRIRITE awscurl NARFREK
B, AT RHBIEA Docker IE4TATERE awscurl , {BEAEFE OC| WIE4T8S FAR (& EB 7] IE & T 1E,

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1l/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

REBRXERNNERAFERSITTHIE

ERENET - MNARIMBITHERPLENEAERLR, SUURESXEANRITHRE , LR
REABHWER, BEIEBERPEEERSH stats=all , query = queryRange API FY &I 5
AJEECABEERARERNRITEIE. £ stats WRPBIE samples W& , HEMB HIRE stats I
=

samples RRBEUTEM :

B i 88

totalQueryableSamples EAENERERLYE. IRATUHENEER.
totalQueryableSamp BNSRUOENEREARY, HEMHN—AKA , iR
lesPerStep DLExhEy , HASERESRLEMBNELRKE,

BE stats FEEKREIERMMEAIM TR |

query HRHI :

ESHEITERE 117
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GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

0fa] Rz
{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nqn
]
}
1,
"stats": {

"timings": {

"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219

.

"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [

[
1652382537,
1

]

]
}
}
}
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RAriEmE

}

queryRange HIRHI :

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D

%29%29&start=1652382537&end=1652384705&step=1000&stats=all

e 2
{
"status": "success",
"data": {
"resultType": "matrix",
"result": [
{

"metric": {3,
"values": [

[
1652383000,
ngw
1,
[
1652384000,
ngw
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

1,

[
1652383000,
4

1,

[

ERGITHE
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1652384000,
4
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FRERN

Amazon Managed Service for Prometheus 12t R ERNIhEE , ZIheeFEAVSEIEELZBRBIE
HREBEPHFEER, WDEETEEIRMEBERE , BLOBHRES , HEIXEIEENRETH
MAEBRSHEXRRESKEE N,

Amazon Managed Service for Prometheus A 750 68 A BBV ZEMIEK ( RCF ) &% |, ZEZE D
MEEFIHRBEURIEETHIES | FRIEXEERNNRE, ZEETENEHHESE  NBti
BHANHE , A ARNINFERHECSE DT,

FERNNITIERE

Amazon Managed Service for Prometheus R E &M EAVEZI KRB EFHEFHNREERX , M
TEFIERERE. ZREFIEETHEIANFTTEHETL , NMEDRBHASSNEHEDERN, EF
Wb EN N ARFEL , FHERATHISEHIER,

FERN TSRS ARFAEEEN (SIMEAREMEIRER ) | B CPU MNFERERREFEEMIR
BETRR , RUFERFTH , BERESTHESTEMAIIFIR , FEZUSFERUTEEAE,
TRESAMMNNERX, ENHETIHRERES,

£ FBEALAMER ( RCF ) EER D BT R FHIEIE, RCF QZREHM , A TNBEZE#HTDXH
RAEEESTHNMLR. ZEEMNEANBEREY , RABNEHELEETHNISEE,

BRR , e2oMhEBFEIBEEARIANFNTHES  ARERANTHENTNHRBIRE. 28
SEFFENANRBERE L

« upper_band : TREAIE EER LR

* lower_band : IHAEEEN TR

« score : RN BFEAREEENREREI

« value : SKERIUI Z WY IE4RE

RERMAL]

EF I Prometheus IERERARERN | BREEEZBNHFHBLUELZZIEEERESN, BINENER
ARERNZZDREF 14 RN —BIERHE , WIREBRELER.
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B LAME A PreviewAnomalyDetector APl M R ER N MM SEWIERESER. £/
PreviewAnomalyDetector RIEAEHBFENHEEZH TEEERMY , AGENHESER £/ 1512
H, BXEZEE , 5 PreviewAnomalyDetector APl

EXEFERNE , BEERUTRESKEK

- MBREMERTTE  NEF-BRRANERTTH  KRUBRSETRERHBERBOKE,

- ERARSHE FRERNNATRESEN (FMFHEREMN ) , MARRENSELRIIE , UE
=R NER M,

- FERRHE  RECHRECARIIINRBERBEFFNETERREEZSH.
- BEEEME EHRERNINRE  UBREZEERSNREFEREMENEN L,

PreviewAnomalyDetector API

£/ PreviewAnomalyDetector R{EQIERm R , AT ERRERNEEEIEER B &R WA 2 # &
IR IR, Lhim =B BY T & 12 S5 HE 2 A 11k A 36 UE A T BF A9 M BE,

BHH HTTP 3hiA

GET, POST
XN AR ARE

URL RBHS K

POST B9 application/x-www-form-urlencoded
XEFNSE

query=<string> Prometheus REXNEHERE,

start=<rfc3339 | unix_timestamp> MREFEMA query_range EH—ERATESEE , MK
FIRetEE.

end=<rfc3339 | unix_timestamp> MREFEH query_range EW— R EEE , MAER
LIS

step=<duration | float>duration BHXMWEHBMPT K , HER float B, NELE
B query_range & — R ESEERER , HAXN TFRHEEHEMLEN,

PreviewAnomalyDetector 122
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A a2 |~
BRSHERN

&S+ A RandomCutForest (RCF) AR BE R PromQL RiER, BEXEZEE , BSHE
T Prometheus FIII S £ E RS APl &Z&RandomCutForestConfiguration ¥,

RCF BB fE AL -

RCF(<query>

[,shingle size

[,sample size

[,ignore near expected from above

[,ignore near expected from below

[,ignore near expected from above ratio
[,ignore near expected from below ratio]]]l1])

BREWZANFTESHERTIEN , BRAEARIAE. &IMEERN

RCF(<query>)

PERREENEREN,. EFRABENTESH , AN ZBREMTESH  HFERBPREEN
B

RCF(<query>,,,,,1.0,1.0)

I SR B AR 4 T BB UL B 22 6 4 b SR SRR B 2 B T A0 M MR B A T BR B9 L RS 8,
API & 3R F g iz

FRINE AR B E RS QueryMetrics API 8. BR T RigadEFSIS , SR EBHAT AN , API
i IR E BT #rey adiE 75

« anomaly_detector_preview:lower_band : PromQL R&ERERWFHAEN TR

- anomaly_detector_preview:score : REZHN T OM1 2H , EF 1 RRIZBESNRE
AEERS
« anomaly_detector_preview:upper_band : PromQL R&ERERWFHEKN LR

RIER

EFHSHRRN 123
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POST /workspaces/workspace-id/anomalydetectors/preview
Content-Type: application/x-www-form-urlencoded

query=RCF%28avg%28vector%28time%28%29%29%29%2(%208%2C
%20256%29&start=1735689600&end=1735695000&step=1m

151l e jo
200 OK
{
"status": "success",
"data": {
"result": [
{

"metric": {3},
"values": [
[
1735689600,
"1735689600"

1,

1735689660,
"1735689660"

"metric": {
"anomaly_detector_preview": "upper_band"
},
"values": [
[
1735693500,
"1.7356943E9"

1,

1735693560,
"1.7356945E9"

AP & 3R F00 R 124
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RAriEmE

"metric": {

"anomaly_detector_preview":

}I

"values": [

L
1735693500,
"1.7356928E9"

1,

1735693560,
"1.7356929E9"

"metric": {

"anomaly_detector_preview":

}I

"values": [

[
1735693500,
Il®-®ll

1,

1735695000,
IIQ.QII

1,

"resultType": "matrix"

"lower_band"

"score"

AP & 3R H 0@ 51
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{58 A AL S S sl M 22 L B Y FE 7R

AT LG EHN | BAEFE Amazon Managed Service for Prometheus W EIHEARET XY #545 REUR/E, X
MM EREN , EEAURBREIN SR IZF T EER.

Amazon Managed Service for Prometheus X FR R WAN , HEBRXT H# T4

o BRANUEEBAUMAENTELREZERITER LS ENRER , HYHLERZFHN —EFHRREF
., HMEFERAEERBETRARER  ERNHMATENEREEREZS,

o BIRANLLETLURE PromQL MREE L ERSEMH. HANMERER , SRABREESLEB
H, BEREERUTRENEEAN , FEERLBEX T HEWES , 10 Amazon Simple Notification

Service,

=7 Amazon Managed Service for Prometheus FERAMN , BEESE— N Z) YAML B4
SRENXHM, Amazon Managed Service for Prometheus F N X # I #& X 5343 Prometheus R EIM
NXHERRMEE. BXEZEL , HSH Prometheus XA K Defining Recording rules F Alerting
rules,

—ANITHEXBPAUEZMAN G, B NRMEOANERTEEEMNGREEF, BTSN
% ETLUFIA Prometheus AN XHSATEX K MEERNERTEXRREH . TRNHANA®
ZEE A LB R RIMWIRE,

I B Fr

EAN S AN SSERNWAS AN ST EBEANFNA AP TNIE L3R £ BT B IR F 31T F
fho Bt , FIEFANGH , —FIEFANNERTUATIHELENEEAN , T ATE-ANA
PRERAN, BR , ATELXEEESTRIEAN AT , Rt FaEEA —FICEAN RS RK
T & E A 48 = & AN ST PRI

FH

o THRERARANPEN IAM R

o« BIEANXH

o FFHLNELE X4 4% B Amazon Managed Service for Prometheus
o RESERANEE XX

o XHR AL B 1T HEHERR

o FN 2R FEHERR
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THRERAMNTERN IAM X R

A E P F A Amazon Managed Service for Prometheus NN PR, SIZEBLLTRHN
AWS Identity and Access Management (IAM) KB , R ZKXKB I HRAEENWAF, H4A5AE,

(® Note
BX IAMWEZEER |, 5@, Amazon Managed Service for Prometheus B & 3 # i [7] & 2

R P 6E AL BY SR B
AT SR R E R K - R AT E BRI AN o

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aps:CreateRuleGroupsNamespace”,
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace”

]I

"Resource": "*"

}
]
}

R F —Non & 22 1) 177 (R AX PR A SR e

BB A AR X AT RS ERBEA RS, U R RBE{UR FXIEEM RuleGroupNamespace
MIFRR. EFERALEBR , BN <account>, <region><workspace-id>, F , Bif
AN <namespace-name>5SIEHINK F 3t B E

HEH IAM R 127
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B 22 A 344

E7£ Amazon Managed Service for Prometheus FERMN , BEE O — NN SR E LA
M|, Amazon Managed Service for Prometheus X 42 — YAML XA X # , EEX 53031
Prometheus FEYANI XX MEE. BXEZEER , 55 H Prometheus X#H#Y Defining Recording
rules # Alerting rules.

AT RN SRR A RH

groups:
- name: cpu_metrics
interval: 60s
rules:
- record: avg_cpu_usage
expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)
- alert: HighAverageCPU
expr: avg_cpu_usage > 0.8
for: 10m
keep_firing_for: 20m
labels:
severity: critical
annotations:
summary: "Average CPU usage across cluster is too high"

LRBIAIZETHNAE cpu_metrics , Z4AE 60 Wit —X. LANAFERAIEFANBIR—NER
avg_cpu_usage Wil , AREERPEAZER. THHER-EEANEML. BXBHRMANF
AEEeNHEMEENESELR |, BSH Prometheus XA H EIRAN,

« record: avg_cpu_usage - tigFHMNGIE —NE N avg_cpu_usage HFTIENR,

« MRAKRIEE interval B, WANANENTHEFEN 60 ¥,

« expr: avg(rate(node_cpu_seconds_total[5m])) by (instance) — i2FH AL KK
NI instance FrZED A |, TEBNTREE 5 248 CPU BN FEHEFEAE,

« alert: HighAverageCPU - tEERH NI 6IE — &N HighAverageCPU WY EH
« expr: avg_cpu_usage > 0.8 -HRIAEXNEREREK CPU FIHFEARET 80% HWHET,
- for: 10m: RELHFHY CPU ERAEREZED 10 2 HAEN 80% i , T LAl E ER,

EXHERT , ZERNITEENISE 5 2N FEE, it , AEAEDLARNEEN 5 28
A (Eit100% ) BEPFYCPU EAERST 80% i, T LAMRER,

BTN on


https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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« keep_firing_for: 20m- ERFHEME , EXHTETREED 20 284, XX BRERE
SR EARREHEN,

(® Note

BRI AT At R B AN E X, RENHE L& F| Amazon Managed Service for
Prometheus , t2 AJLAE#£7E Amazon Managed Service for Prometheus & A6, %S
*l]J:%;EMo Wi s , HEAEENEIAN, ETHREXLENEBEHNESE

, BESREHN BB S 1% B Amazon Managed Service for Prometheus,

= H N Bl & A 4% B Amazon Managed Service for Prometheus

—BIEAEANEE P EEZMLENN , AT AEERG AP EMEE LM, LA EREFEEH
AWS CLI E4&2 32 ¥,

(® Note

MR FEZTHR Amazon EKS &8 , A LAEH AWS Controllers for Kubernetes L 4&#1 NI &g
B X4,

{# /8 Amazon Managed Service for Prometheus 24| & REREZHRANE B H 1B G B A

1. $TFEAT Prometheus ML B EERRSEHIE , Wik, hitps:/console.aws.amazon.com/
prometheus/

ENHELA , EREXEEN , AREEMEIEX,

ERIEXHNIEX ID, AREEANEERET <,

BRI R 2R,

ERIERE X, REEREHANE X,

o > 0N

RNE , LA LUE#ETE Amazon Managed Service for Prometheus 12 %14 8l 2 MRBEA N E XL
X, FEREBRENERE, XEFE - NRIAENSUHER |, B AT EH#THRE.

6. (W) E@@AZRNNGRE | HEFERNEFIRZ,

RiE, WF Key () , MANRENEN. BALE Value () FIRINAENFEE.
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ERMEAMIRE | FIFRZL,

7. EEBMEE, Amazon Managed Service for Prometheus & 812 — N S&E R M N X4 E B B
W ZEHE,

ERARNBEREEREELEZ AWS CLI BIF e B8 ZH PN TEX

1. Base64 WEREFER[NHNABHITHRB, 7 Linux REL |, BAIMEAUTGS

base64 input-file output-file

£ macOS &L, B LMERAUTHS

openssl baseb64 input-file output-file

2. WALT@TZ—BEIReIRGE=EH LEXH.

EAWSCLIfRAE 2 £, ®iA -

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWS CLIWgA 1 £, & A -

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. LMEREEREEFTE/LVHTREN. ERERS , TRAUTHT :

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

WR status  ACTIVE , MERIH N X5 24,

EREHN S 130
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Y 58 S R N B 1 S

MREFE HEL L% Z Amazon Managed Service for Prometheus BIF NI X4 R g9FN | AT A E4& —
NN ERSRNEHRE , CITUNEEERFAPREINEE. & , EAUTHRIXH ,
EXAREESRPNEHBITHRE , AT LEFRE,

£ Amazon Managed Service for Prometheus %l & 4% 38 &89 HL I & &

1.

© o b~ W N

TFFEA T Prometheus B BT ERFEH A , Mk, https://console.aws.amazon.com/

prometheus/

EREELA  GEXEER , REEEFEREIERX.
ERTEXNIEX ID , AEEEANEBETF,

135 2 4 1B B A U B 1B ST 4 B9 8 o

(k) WRETHIHAMAANEEXH , FEETRHEH.
RREATEEERFH ENREBERE, THREEEFRET.

RE , BALEEREREER LAFNEEX . MREBXHFER , HREFMBOMANE L H , R
JEpriz s Mk e o

AWS CLI &£ F 4w BB M B & S

1.

Base64 MMM STHHANB#HTHRB. £ Linux REL |, BAIUERAUTSS

base64 input-file output-file

£ macOS R& L |, BALMEAUTHS :

openssl baseb4 input-file output-file

BWATSaT2— B A EE#H

EAWSCLIMRAE 2 £, ®iA -

aws amp put-rule-groups-namespace --data file://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

EAWSCLIFRA 1 £, @A

RERX e


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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aws amp put-rule-groups-namespace --data fileb://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. LZHMNXHFE/LVHIEEN. BERERS , FRANUTSHS

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status & ACTIVE , MEMMUXHEER. b 2Bl , HANSTHEY BRI T 75
FIRES

XS LI VT A 2 1T U B B

AIEFRME T B XL D% Prometheus FEE RS (AMP) S #L0 T E W R EA step-by-stepB FEHERR
BF. RETIERERDMANARERAICEANEZ,

£}

- BIUFBRAMAIRES

o FRREIRE R K

- REMANZEITRR

- EEHPHEAREERLGEFIGER

- BRRIBMBRE R

o FANITAEE BRESEER

IO UE B AR AR AR TS

TE ST TR A5 (9] TR, A EBI B RS R EFS] ALERTS RRIFBRER A
Ko ALERTS BV [E 75 BFEUATHRE
- BIRER  BROER.
- BIRRA  SRERMK,
- B BIREESSESE for TATIEENISENME,
- fR  BIREEENRENENBEERY, EURSESNERANHE L.
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® Note
HERNMRRFOER |, BREN 1, HERLETZRRESN , F2EREAEDR,

F R B R AR 2R
MRBEIREMEEBARENL , FRIELLT Alertmanager R iE :

1. BIF Alertmanager Bt & : RERH., BUFNRERCRELR,. EERERFMILE , 2 FBEEH
B, BEERMAERE , XEEBEURESEMBERAL, FEIRAN S EIT N AR B8R e
THE , WEACEREER, WTHAE time_interval WA , BRI ABEREEENE
1

2. REBRFWEENIR : £ Amazon SNS £EAT , IFRIE AMP REEB XM BHTENNR. B
XEZEER | 21 £F Amazon Managed Service for Prometheus [ Amazon SNS B A X E
RoEH B IER

3. WIFEWEEERBARAEM  BIABIREKERES Alertmanager B RE /KRN, BHX Amazon
SNS ER | {52 7 f# Amazon SNS SHEIGUEH N,

4. BF Alertmanager BE : AMP 2 Alertmanager FHEHEBE , UHBIARBEAEE, BXE
ZEE , B2HA £ABENET I EERS Prometheus 4 CloudWatch,

BX Alertmanager WEZEER , B2 FHEAEREESE Amazon Managed Service for Prometheus
HEENERER.

REMANZITIRR

BE RO TS BITE R M. FERAUTHIERBEAN T RMARER

Example

£/ ListRules API

ListRules API B XMNUZETRRVES . BE health M lastError FERELMFE,

5 R

{

FRRE B HER K 133
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"status": "success",
"data": {
"groups": [
{
"name": "my_rule_group",
"file": "my_namespace",
"rules": [
{
"state": "firing",
"name": "broken_alerting_rule",
"query": "...",

"duration": 0,
"keepFiringFor": 0,

"labels": {3,

"annotations": {},

"alerts": [1,

"health": "err",

"lastError": "vector contains metrics with the same labelset after applying

alert labels",
"type": "alerting",
"lastEvaluation": "1970-01-01T00:00:00.00000000Z",
"evaluationTime": 0.08

Example
FRHEHERE
ListRules APl REREFEE. BEXEFANA LIS , FEIEXFABZHAEHEBELAGRE

o VPR AY Bt () BY
- FREIRES
« ARTEERTE

EHEBRTHETRA

REMANZITIRR 134
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"workspaceld": "ws-a2c55905-e0@b4-4065-a310-d83ce597a391",
"message": {

"log": "Evaluating rule failed, name=broken_alerting_rule, group=my_rule_group,
namespace=my_namespace, err=vector contains metrics with the same labelset after
applying alert labels",

"level": "ERROR",

"name": "broken_alerting_rule",

"group": "my_rule_group",

"namespace": "my_namespace"

iy

"component": "ruler"

}

BX¥ B Ruler = Alertmanager WAENEZRH , BESRAANEHEHRMEABREESRE
Amazon Managed Service for Prometheus & B ik X Bk

EERPEHREERLEREEER

MANBRT , REAREXBRBE (BRER ) WIER TEAITERERITTMERN. MRERRE
MR, MEFANFRRNETRESEERNAAEEREFIHTEREXNHETRE.

® Tip
FARBPECUSFIITURLRRRERMSHWAZE, EXEZELR |, 55 (Prometheus
X)) A REEE NS,

R RLEIEEIR YIS FR

MEMNTE 12:00 #H1TiFME , EHTRIER , ZEFPRHIEARRE 11:45 , MZANFRFTEE
12:00 BHEIBAL R, ERBX—F , HFNREEE , W0 : my_metric_name offset 15m

o

R ALER B ZAKIRAVIERR

HERRETRNKER (HIUMAERSEE ) i, RETERSETER BRI LER. ABRBX—&

W, HEE—-NRER , HlI0 : metric_from_sexrver_A / metric_from_server_B

MRMMERST 2R A MIRST 2R B WEREES A 2 B#AT IR , BREITMHAINNER. ERREBEES
Bh T E T fh BB R — B

EEWTHER RS ERGEFEGER 135
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Al ] 151 B
F LA B EERG R

EERANBEFEZR

MRERIEFANBIES F 1T ( HEBITENR AP 5 Ul EERITICEANAY R PromQL Ri&
A ) MEFEERE  WARRHTUATRERZ—

1. WEREEK . —MNUAT RN B T2 NG, MR EEIEENERE , NTEET
BT, BUMMEERBN S NELET TSR IERANESER, EXESER
EZ# (Prometheus X#%) F#Y Staleness. A LAERA CloudWatch 3545 3K ¥k 15 1F b 42 A
iBRuleGrouplLastEvaluationDuration , LR B4 e A KA HNIE,

2. BERENHITME — AMP REA T RERMAT B ¥{EWRuleGroupIterationsMissed
CloudWatch #§%7. ListRules API Z RS MNHN/4A B9 1F 4G et A A B EedE | X BB TFIRBIES
TENWER, BXEZER |, 55 ListRules,

B FANE D A FRINA

BEHPHEEENE |, SFANFS N TRNANA, ARANZITFHRIT , MALAETHITiH
1T HHEEKRBHAXANREER -—1MEFT, B , ROWANATHRTFEE-BMNEEED,

A By B SR Bk

1. RAEANA KD - FAMARSRD , LEBRITE B FHEXHAN>EHE—E , ERAFERA
REHMA.,

2. REFEHNITHER . ERNEBEREREABZENETYE, EEZHBEFNIRESEES , U7
BEIEERZBE,

3. MIERWIENEARBEESUE  FNREBELAMZEREER, BREINFNEIREXNAEREE
BEERtE,

4. Ys¥RiP{EMEAE - BBER RuleGroupIterationsMissed ¥E¥r. 7E ListRules APl & & iF{LATE,

5. WIFANFKIAN : BRAVMELNFHERZANRERAZETLTEH. WiXEETENESEEN RS
N T #RIT R

6. EREEFEMNEZTRR : REMNTEFREFESE R KRECHERT , U THRELIE
B,

B E X LM ER RS MM KA |, B LURFI AR Amazon Managed Service for
Prometheus A #1144 89 & 0 B &R

LR A AR IR TS R 136


https://prometheus.io/docs/prometheus/latest/querying/basics/#staleness
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LI B PR Bk BR

R FHEEEETDHIEE RS Prometheus =4 CloudWatch , A LA &R BI85 A NI 2540 %
B BB T REEERR, AED B ESHNIZFAE R FEHERR £/

RAriEmE

é H o %J’)\TMWU%%M BEH-J-

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\\",

dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"

XEWEERTANE BT — 4R,
EXMAVERE

{5 F 45 500H B XS A0 AT 3 1T HUR HERR

L 25 M = HEBR 137
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EAEREEIFTE Amazon Managed Service for
Prometheus F &R M & EiR

% Amazon Managed Service for Prometheus Z1TH ERANIf LR , BIREESFSLERIEN
Bik, BREESANERHAITEE. 2EHRABT THEWREE. Amazon Managed Service for
Prometheus 1X3Z3% Amazon Simple Notification Service R W5 , H B LATER —NIK 5558
EEHAE Amazon SNS £, BT UERAEREERF BRI FIER.

BiREE IR MM INEES Prometheus F#Y Alertmanager 242,
BRI AR EE RN E X T TR

« 24 - PARFLSFRLUNBRVEIENEANFR, SFSRERNHAREF BTRERMNMARE
MNERE , XERANENBERRINER. fiM , REFNEHESHSAIATLENHARE. MR
MXERBWERSA , BEREER2OERE—FBH,

ERSENMDEBANNNEREREESHEXHFHPNERBAMEE, BXEZER , TSR
<route>,

o W - MRBELEHMEBIRE LA | NIHIhEESIH ELEBIRNBA, Hl , MRHNERHTE
HRAEER , MR EEREE NS ZEFAERNMEHMERREE . XU IER
FEXFREBLTRAIRBEER T MERXERNEHN, EXRUNMAEENHEANNEZER , 55H
<inhibit_rule>,

- B - EEERE (HINLEF R ) YRS BRREN#RER, RERANBREEEEZRERN
MBS CEESHNENRENCEIFCE, WREE , NAREHNZEREZEFEMEL,

E0EEHE , BH A PutAlertManagerSilences APl, BEXEZEE , E5H
PutAlertManagerSilences,

Prometheus &1k

JIIEY Prometheus XIFRRIL | ERARIMAVRIRIM . BARTUEAFHFEINBCBIES.

£ Amazon Managed Service for Prometheus & , AISUSERAESEREESLEHERNBIREE
FEEXHH,

ES]

- THRERABREERMEN IAM R

138
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+ 7£ Amazon Managed Service for Prometheus A 1|22 23R & 12 25 Fi & LU E B M 3% B IR
£ Amazon Managed Service for Prometheus A BBk & 8 B IR K A B IR WES
FHRME IR E B 25 B B 34 E £ E) Amazon Managed Service for Prometheus

&3R5 Amazon Managed Grafana B FFR Grafana £

£/ CloudWatch BEN EREESFH 1T HEHER

THRERBREESRAFN IAM R

WA E P2 F B Amazon Managed Service for Prometheus FEBREEI[NNE, SIBZEFUT
I PREY AWS Identity and Access Management ( IAM ) RB& | HFL KRB OEAEHWEAF, ARNA
==

£ Amazon Managed Service for Prometheus &2 &R EE5H
B\ EEMKBER

E £ Amazon Managed Service for Prometheus £ A BIREER/IER , FEE QB BIREESE
B YAML X4, Amazon Managed Service for Prometheus BiREER/{ X H D NFENEEI D :

« template_files: @A TFEWFAENEENER, BXEZEER , 1555 Prometheus 344
i #Y Template Reference Hl Template Examples,

« alertmanager_config: @2 EREEREE. EEANEHEMIM Prometheus FHERE
BREREXHHEE. BXEZER , HZH Alertmanager X#5H# Configurations

® Note

L E Prometheus X#4HFTIRKY repeat_interval EliE7E Amazon Managed Service for
Prometheus FIEHE —PMASNNRSH, ATFHERENER, IREFHEENSTEX,
NMEFHEHANEXR , A BFERXRBAREEHEXKIZER,

(® Note

&t ] LAE #1E Amazon Managed Service for Prometheus 2% & A 4w HL B X4 | B4R
EREELEENER. BEXLATIRERENGNESRER , BSANENEREEREEX

# £ 4£ %] Amazon Managed Service for Prometheus,

HERY IAM R 139
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https://prometheus.io/docs/prometheus/latest/configuration/template_examples/
https://prometheus.io/docs/alerting/latest/configuration/
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RAriEmE

£ Amazon Managed Service for Prometheus # , S ER EEESE E XL TN E IR EESE
ERNATEE YAML X #41R B %XH alertmanager_config Z4H,

UTREREEREEXHELSTA

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigvé:
region: us-east-2
attributes:
key: keyl
value: valuel

B 8215 H M — 32U 5 & Amazon Simple Notification Service (Amazon SNS), MREEFFIHTH
BT | MW S S HEL .

X225 — 1M EER template_files HIERM alertmanager_config HIBFBRWEREEREE
X RO,

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}

{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |
urlquery }3}{{ end }}

alertmanager_config: |

global:
templates:

- 'default_template'
route:

receiver: default
receivers:

- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigv4:
region: us-east-2
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attributes:
key: severity
value: SEV2

2RiA Amazon SNS EAREIER
BRIEBEABE U TENR , BN ERIA Amazon SNS Bl B 56 A L TR,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "
" 13
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

£/ Amazon Managed Service for Prometheus {981k & I8 35 fF
BERERAEHRENER

HERAMN R HEREN , SFEREINEREER, BEREEFUANERITEE, 4P HRIHE
HRABFEFENBERIITOESURE. R BEREERINERENHERRRABERIZRSR, £
RE-MNERBWER  ZREESEITUBHNREAR, B WNRUEAST X ELER.

& A LATE Prometheus B YL 5 #h £ & AR S5 A fF L B b &) S B &1 AR S5 (Amazon SNS) PagerDuty Bt iEH
BiREWEE. UTEENENMACENEEERIZWSE.

EB3
« {#/ Amazon SNS R BIRiEW S
- PagerDuty A{EEIRIZEWES

£ Amazon SNS 1EN Bk #EZ k=R

& LAME AT A /R Amazon SNS E£BEN Amazon Managed Service for Prometheus FYE3RZILES |
WA BB - NN ES, RINBWEEAMERENES  XEERTUERBZEENERE LT
B FERH, RS HTTP,

REERERESE 141



RAriEmE

Amazon Managed Service for Prometheus
B Amazon SNS BN EBREERERS , FRESR 1 QBT TIPS RATEF,
FBRBBFFLIRERE,

WMREFESIRMEZ Amazon SNS B ARIEE B HW B Fp4F |, TRBIER 2 - QIEFFIT A H
By DRI TIRAE,

Tt ERAFHNE2IMEAR Amazon SNS X8 |, B#EE Amazon SNS =FH Amazon &iRE
( ARN ) RERATES-

F&

+ &F Amazon Managed Service for Prometheus 8] Amazon SNS I 8 & % Bk H 2 R
BB BIREEET LA Amazon SNS B AL HE

HEREESREE N JSON X [ Amazon SNS RiEHEHE

& Amazon SNS B &y [m HAth B /Y it R X BIREE

7 % Amazon SNS JHERIEFN

A

& F Amazon Managed Service for Prometheus [a] Amazon SNS £ % X &3k H B
R

BAIIRTF Amazon Managed Service for Prometheus [E1#&#9 Amazon SNS 8 & % H B RR,
TR FE R FZNR, HHPEIE—I Condition BB , LARSIE HEI AR N BB R BB
Z2| B, % Condition FEAMRE 73X Amazon SNS B HRIMNR |, X ALK B %4 E MK
Amazon Managed Service for Prometheus TEXHIRE, EXBERBARNBNESZER , ES

BIRs LB AR S BB

& F Amazon Managed Service for Prometheus B #&#) Amazon SNS F & & 1% 58 S H R

£ v3/home LT F I S SNS ##|&, https://console.aws.amazon.com/sns/

ESMERTD , BRI,
R IRIE AF Amazon Managed Service for Prometheus B E B & o

LR
IR RES | R LT SR B B A N RN A KB

o & 0N =

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {
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https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-create-queue
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-send-message
https://console.aws.amazon.com/sns/v3/home
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"Service": "aps.amazonaws.com"
I
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
I
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
I
"Resource": "arn:aws:sns:region:account_id:topic_name"

[A%] N REH Amazon SNS EBE A 7RSI MNE (SSE) , WEEEA T MHEETENE
AWS KMS AR BE R tkms : GenerateDataKey*flkms :Decrypti iR , NI ARFEARTF
Prometheus #Y YU 53 #E & AR 55 0] 1% N 28 = /A 0% E Bo

Bl | S ERBEHRRMATAR

"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "aps.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

]

BXREZEER , B2 SNS TEHAWS KMS PR,
6. EERERFER.
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https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
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® Note

ZRIAERT , Amazon SNS &6 H AWS:SourceOwner FHWIFEFEK, BXEZE
B | 534 SNS F a1 E .

(® Note
IAM BESRH R EAN, EEM SNS B F |, MREFELICEERM Amazon SNS
REERETHRNRBEEER , IFT2RFIZEAREHNRE, EFEENREH THRERTFH
R , B REBITEIZE,

EEMAXER SNS EEEE

LA EL B aps . amazonaws . com53i&E A F Prometheus BYE Dk EE RS THEX AWS X135 4§
B S# SNS B, EfFkKE non-opt-inXiF ( Hl40 us-east-1 ) B9 SNS B 5 1% X5 ( 0 af-
south-1) —EFEH , FEEFAXERSEHEERN, EXEREZSEMUF |, us-east-1BRNEEFEH

# non-opt-inX1 : aps.us-east-1.amazonaws.com,
TRIH TRF A X SR EANA XEARS E45
EFE A XN HXE RS E 4

X 15 & Region X 15 iR 5 £ 4

IEM (FFER) af-south-1 af-south-1.aps.amazonaws.co
m

TABX (F#) ap-east-1 ap-east-1.aps.amaz
onaws.com

TA#X (2&E ) ap-southeast-7 ap-southeast-7.aps.amazonaw
s.com

RO i X (K= ) eu-south-1 eu-south-1.aps.amazonaws.co
m

BN ( FRERH ) eu-central-2 eu-central-2.aps.amazonaws.
com
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https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html#source-account-versus-source-owner
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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X 15 & Region X 15 iR 5 £ 4

IR (FIEREE ) me-central-1 me-central-1.aps.amazonaws.
com

WAHKX ( BREIL ) ap-southeast-5 ap-southeast-5.aps.amazonaw
s.com

BEXBREENMAXBHER , S Amazon Web Services —fk2EFH (IAM FIFER) HHE
I AWS X,

ERXLEEFRIMAXFE E Amazon SNS B At | FHEAEHR EBH XIERS E4KE A EXigAIE

Bk
Br LS AR ST IR B EEIE

BAREREAR-—IMRZEMEE , DFERFRFRITRREKA RSB EERTESNRNKERIT
ZIRF, R AWS , ERFEGTRLKSBRILNBEFRE, — MRS ( RS ) WS —TURS
(FIBARSS ) Bt , ATRESREBRSEL, TLURNBARS , £RAENRUEEMER T ZBRST
MBHRRBRH T AN S —NELNERETERE. AHEXMER , AWS REAIHEBEFRTF FRER
SHHENTE | MXLERSFPRIRS EEBENREEKS PR EIR,

BRINBUERREEHAFER aws:SourceArn M aws:SourceAccount £B5&H ETXE |, RS
Amazon Managed Service for Prometheus 73 Amazon SNS 2 ##RRIFRNER, MREAFI2H
ZHELETNE , ER—FKBBAPFEAR , aws:SourceAccount EH aws:SourceArn EFR KK,
MIERAERIIKS 1D,

aws: SourceArn BY{E X4 Amazon Managed Service for Prometheus T#EXH ARN,

R EREBERNSEEMN S ERFEA aws:SourceArn £ /&4 TXBNERENTE ARN, 10
RFHMERRHNTE ARN , REEEEESMNER , 55X ARN RAH o ERTEERMF (* ) B
aws:SourceArn £ ETXE&H%8, Hl0 arn:aws:servicename: 1123456789012 *,

¥ Amazon Managed Service for Prometheus [8] Amazon SNS F &8 &5 Bk EH 2R B FT
R ERREE R T W EF Amazon Managed Service for Prometheus ##Y aws : SourceArn #l
aws:SourceAccount £F/FH LT XEXKSEEEREARB,
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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LB ERETESS LM Amazon SNS B A X HE

EERE (FNRIEN ) FREREMN Amazon SNS £HE , B SUFHENBIRZBWEEFNEIER
EERLETD. BEREERANERRASCRENERBERSE. EXTHRUERE | BXHHE Amazon
SNS &K Amazon EFEEZF (ARN)

BX Amazon SNS EWFEENELEE , 1S Prometheus ELE X FH <sns_configs>s

TREFENEM

Amazon Managed Service for Prometheus X # Amazon SNS fERBIREWK . BER , HTRSRE
#l , #3EX¥F Amazon SNS W T HFTEE 4. Amazon Managed Service for Prometheus BiREE
FRRENXGPTFATEAUTE. :

« api_url: — Amazon Managed Service for Prometheus £/ #&I& & api_url , LR A FEAL
&%,

« Http_config - ltEMAFERIZEINEAE, Amazon Managed Service for Prometheus B 81 R
UL ThEE,

A, EFEE SigV4 REFTEEEHE Region B, WRZHE Region B , Amazon Managed Service
for Prometheus ®)% B B % HE B RELENEK,

Fi B8/ Amazon SNS = BERNBR AN EREIES

1. MREEANERNENEREEREEXN , FEXFRERPIIT XA

2. MR receivers HIFERFB Y HIA Amazon SNS AR S |, BEEBKR, SalFEz4
Amazon SNS XBEE N WS , FERFENMTE receivers BIBWHRALIHA sns_config
BAER AP,

3. £ receivers T HRMET YAML IR,

- name: name_of_receiver
sns_configs:
- sigv4:
region: AWS ##
topic_arn: ARN_of_SNS_topic
subject: yoursubject
attributes:
key: yourkey
value: yourvalue
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WMERKRIEE subject , MEINBERT , HEATERIBEHANENRIANERER TS , XUELSH
EXF SNS kit AtK,. EERNATEFEWER , FSRAEREPH HFEREEFEE N JSON
¥ [ Amazon SNS £i%EE.,

DE | ST EIREESH B X4 %3] Amazon Managed Service for Prometheus, HXE %15
B, B2 BENEREESREE X L& F] Amazon Managed Service for Prometheus.

HFEIREESFAE N L JSON &= [8 Amazon SNS KiEHE

ZRINER T , Amazon Managed Service for Prometheus BiR EE SR A X ARSI RERBHEE, X
ARSI MEMBRSHBITEE, SULUGBIREESFEE N JSON X KEBR. JSON ATULE
R IE WM EEH N LT S5 AWS Lambda SIZWR MK AN L RT SPLAERE Amazon
SNS I THEEE . BAEN —MNEENEMRFKI JSON HRAEHEANR , XETUERMMET
BB P ITERN , MAXERRAER,

ELL JSON A EIREESFZ P EHEREE Amazon SNS , BEHEBIREEREHE | &
template_files R HPEEUTRE :

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -3}},"labels": {{ "{" 3}}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.Value }}"{{ end }}

{{ "3" 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -13},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }3}{{ "}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -3}},"groupLabels": {{ "{" 3}3}{{ range

$index, $grouplLabels := .GroupLabels.SortedPairs }}{{ if $index }3},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "}" }3}{{- end }3}{{ if gt (len .CommonLabels) @ -3}},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3}" }}{{-
end }3}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "3 3H{- end }}{{ "}" }}{{ end }}
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{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

® Note
IERBIEF SR FHIFECE JSON, MRENBFECERERTR , BEEALERZANH
HATYIRIG,

NEREEABBANFRFERAENR , BEEHW alertmanager_config HIEHRH 5| HiZER , AT
N

alertmanager_config: |
global:
templates:
- 'default_template'

® Note

LERER TEBAMERIEN , KA JSON X, WERSBZEANEEIEX. MREBEML
BEER , WFREREREN, EAFIITRNBREFML L TER,

BRUTABRNESEE :

- BIREEREEXH , HSH £ Amazon Managed Service for Prometheus H 82 Bk & E 25 fl B
NEBEMEBER.

- FERENEENH , BHEH FENEREESRERE XXM L £F] Amazon Managed Service for
Prometheus,

R Amazon SNS Bt & Jy [6 Efth B 9 it R IX B E B

Amazon Managed Service for Prometheus R gE[@ Amazon Simple Notification Service ( Amazon
SNS ) REERERE, ENXUEEERXTHME Mt , Hla0E Fof4. webhook, Slack =
OpsGenie , #2455 Amazon SNS EiiE J 1§ H B & BiX L4 IR o

LT &TENANAIEE Amazon SNS SURF B R R B H Ah B 1Y i,

£}
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o EBFHB4
* Webhook
» Slack

+ OpsGenie

B8, F BB 4

Ef¥ Amazon SNS FBE B NI H B M HE B FH4 , BRIEITE. £ Amazon SNS #24#lAd | i%
BATEDET R ITFFIT S RTE, EFAIRITH , REEFBFHB4. Amazon SNS FE I HATE
FHR bt RIE T IAB FERME, EIZWING , ER T LUEN B FHR Wk B &1T FE B Amazon
SNS BHl, BXEZEE , HSRITE Amazon SNS F i,

Webhook

¥ Amazon SNS £Z i & 7 8 2% H 2| Webhook KixT & , iE8I21TH. £ Amazon SNS #
HlES , ERITEIETRAITFITRSIRTE, EFNRITHE , RFIEFE HTTP/HTTPS, BIZITH
&, XIRBEWIATTREEBE, HiTHELTERSH , B8 HTTP KiHT KN Z2UE Amazon
SNS @&, BXxEZELR |, HS1T1 Amazon SNS £/, Hx{# A Slack Webhook 8% B X
SHEMEZER , BSRWMAEER Webhook £ Amazon SNS 8 & % 7 E] Amazon Chime, Slack B
Microsoft Teams ?

Slack

Ef¥ Amazon SNS EBEE N[ Slack M HE , EBERMNERE. RAULLE Slack B email-to-
channel&E &M , LY Slack 32 B FEBFHIFHFE KB Slack $HIE , th A LAEM Lambda B0
T 53 SNS BHIEEZ| Slack. BXFMBFHRHH K E slack EMEZER , IHZSHHEIA Slack
Webhook B9 AWS SNS 1] i, BHXHE Lambda EEELF Amazon SNS SEE##:H Slack WE
ZER |, BHSREWMAYF Amazon Managed Service for Prometheus & Slack /.

OpsGenie

BRu{aEEE @ H i HE SR Amazon SNS EBWEER , SR Opsgenie 5428 AR E# SNS
. OpsGenie

7 i Amazon SNS H B I8 uF LN

Amazon Simple Notification Service ( Amazon SNS ) EREE AR EMRMAE, TREXLERHENEE
HEVREEFUESR. MBEXLE , Amazon SNS EWEFREATRAMKIE, BHRIESHBEIRES

- HEE&2I UTF 5
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://aws.amazon.com/blogs/mt/how-to-integrate-amazon-managed-service-for-prometheus-with-slack/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
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« SHENFEHRA Error - not a valid UTF-8 encoded stringo

o FARM—AHEEMY , 87 truncated , B true,

« FARM—ANEEEM , 87 modified , {53 Message: Error - not a valid UTF-8 encoded string.
SHERZ,

« SHEFE#R Error - Message should not be empty,

- JFHRM—ANEEREM , 87 modified , {E1 Message: Error - Message should not be empty.
HE BB,

- SHENIEHEMBNE,

o FARM—AEHEEMY , 87 truncated , EA true.

« FARM—NEE BN BROEREM , AR ER  BiRSERHECM XKB HEMK , AT
3 256 KB By K/NPR o

FTHESEHFRFHE ASCH FHo

s MBXTAEEEFZHRIE ASCI F4 , M| SNS &3FFFEHR N Error - contains control- or non-
ASCII characters,

« XIF SNS EBFHRHER , BRREFFZRF , HIIRITH : \no
FEFF 2 ASCIl 5,
« EBRFEHRN Error - contains non printable ASCII characters,

s JFHRM—INEEREM , 87 modified , {7 Subject: Error - contains non-printable ASCII
characters,

FRACHWEM
- TEREESWEMNARE,

« FARM—NEE modified BEUESEM , AR “TH  Hix-TE WEEMERFFHEMN  ERE
BT 100 N FRFAY AR

HEBMENBELTH.
o« FERHYE R MM ER

o FARIM—HE modified #EEEEM , EHR T MessageAttributeKey =% , JHEBMHERNERN
MessageAttribute:Error-X 2 # il Bk MessageAttributeValue.

HEE BT,
o FHNEYH BB MR AU BR o
- JFHRM—NE modified 8EEEE M , HBRE & A EMessageAttribute : Error-X , EH

Amazog RIS 7 256KB HY K /MR, 190
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PagerDuty A{EE RN 2R

B LU Prometheus WL S B EERSEE N EZOERIEIRE, PagerDutyltb &K EREN
PagerDuty SR Z4ATZMEEF , AWS Secrets Manager }#1% F5&H T Prometheus M L7 & RS
A LA IUR

PagerDuty S F] ST E 4R TEREMN BaiL |, HBFRBRERIE EFAY R B 25k E 589 B RA 5L
R H{R PagerDuty FI{EERIZWESRT , {ROTLARIA PagerDutyfy EIRBUR, SHhAENEHERE
HEERBERBIRBEREREIANBE R, IMNERNFEFHERINENE , EHEFED | PURIER
REMBNTEFRSTHAMENBER SLAEREXEE, BXEZER |, 55 HPagerDuty Mih £
#PagerDuty HIiR .

PagerDuty B & &

1% I HiR WAIE

routing_key RS EKM PagerDuty BBHE =
R, BUITREIEE N Secrets
Manager ARN

service_key PagerDuty IRFEMRNESZE = (NTEH APIv1)
R, BUITRHEIEE N Secrets
Manager ARN

client BAREFNEFImIRIR B

client_url 18 008 F ARk 1Y IR [0 5 4% &

description EHHER B

details —4HEE key/value BtXt , A B
RUEBXBHNESHT

severity EHNFEM B

class EHRFIHER B

component BRITENHRAREHNAG B
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https://support.pagerduty.com/
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1% IR iR WAIE
group HHEMZEDAH B
source SFEINREHE— (LB B
(® Note

AXZ% url, service_key_file, routing_key_file # http_config &I,

LT EBNBUMAIEL D F Prometheu PagerDuty s FEE RS Hlil B BIRIEZWE

hY

=
 BLi& AWS Secrets Manager H#X R
- RREEREESAMERIXEIR PagerDuty

=

Bl AWS Secrets Manager X R

EBREEIRZ A PagerDuty , AR L b7 588 PagerDuty £ B4R HABMBESXENNR,
BEOFEEPF LR AWS Secrets Manager , EAE & AWS Key Management Service (AWS
KMS) Z4AXT E 3 T2 | LAk [E5EA T Prometheus B9 Amazon B RS EFIHRIZZARENBZER
AMENNR, ATEIEFESEEZALEEIENEN SR,

£ Secrets Manager 9 LA T A A Bl %340 PagerDuty

Z PagerDuty A{EBREZINER , S PagerDuty SR B4R 7 £ Secrets Manager 1, IHBUTH

BRBLITIRAE -

1. $TF Secrets Manager %14

2. R ERIER,

3. N THEAXRE | FERHMBEARE,

4. W FHZEAMEX |, B AERH PagerDuty S B AN B E, XELRER PagerDuty £ PRI
HEH , EARBRSEH.

5. BT —%,

6. MABHANBEHRIER K REEET—F,
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https://console.aws.amazon.com/secretsmanager/
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0N

7. BREFERERRRE , AREET—F.
8. RELMRE , REEFEFMH,

RAriEmE

0. BIRBHAE , BTEM ARN, ERBERREREN , BERES.
EA%EFEE AWS KMS B 248 %

Nl
&2 E Amazon Managed Service for Prometheus #5115 A & #2450 Rk E B Z AR -
1. BMARIRKRE : £ Secrets Manager 2 & & DT F IR 4R,
a. EFRFRENR
b. ERRENIR.
c. RIMUTHEMIBEA, EiBGF , highlighted values AIEMNEEEER,
{
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnEquals": {

"aws:SourceArn": "arn:aws:aps:aws-
region:123456789012 :workspace/WORKSPACE_ID"
.

"StringEquals": {

"aws:SourceAccount":
}

"123456789012"
}
}
d. &ERE.
2. KMS ZAXKEL . EAWS KMS 25| & AT 88 AWS KMS %48,
a. EEBHARE,
b. EEREE.
c. RIMUTHEMIBEA, EiBGT , highlighted values BIEMNEEEER,
PagerDuty
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"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"
.
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {

"ArnEquals": {

"aws:SourceArn": "arn:aws:aps:aws-
region:123456789012:workspace/WORKSPACE_ID"

o
"StringEquals": {
"aws:SourceAccount": "123456789012"

}
}

d. EERREF.

BESR  SEFWT—NEE , BEEBREESFUREZIEEIR PagerDuty,
Al EEREESFUME KIEER PagerDuty

ENEREERRENOHEKLER PagerDuty , ZEEFHEREEREN . BRI LIEHR AWS B
B A AWS CLI, ZRMITIIRE AWS SDKs,

ExampleB iR EERAE

LT REAEERNEIREE S B R PagerDuty, fERFIH |, highlighted values BIEHISTE
ER=g

alertmanager_config: |
route:
receiver: 'pagerduty-receiver'
group_by: ['alertname']
group_wait: 30s
group_interval: 5m
repeat_interval: 1h
receivers:
- name: 'pagerduty-receiver'
pagerduty_configs:
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RAriEmE

- routing_key:
aws_secrets_manager:
secret_arn: 'arn:aws:secretsmanager:aws-
region:123456789012:secret:YOUR_SECRET_NAME'
secret_key: 'YOUR_SECRET_KEY'
refresh_interval: 5m
description: '{{ .CommonLabels.alertname }}'
severity: 'critical'
details:
firing: '{{ .Alerts.Firing | len }}'
status: '{{ .Status }}'
instance: '{{ .CommonLabels.instance }}'

Example AWS CLI

LTERATEHEREEE UK AWS CLI &5, ERHIF |, highlighted valuesf

B,

aws amp put-alert-manager-definition \
--workspace-id WORKSPACE_ID \
--data file://alertmanager-config.yaml

W BEHERR PagerDuty S5
MBEREKEEIR PagerDuty , FREUTHE :

- WINENEZAFEEISEBN PagerDuty =& 4R.
BINENZACERAEF BT EEE KMS BARITINE,

REEREFERERETN ARN 2F EHih5| BEHZEA,

BINZRE PagerDuty SR F A £ 8K PagerDuty Ik R B R BB,

S EE

HRZRA R KMS AR R IRK B[ Amazon Managed Service for Prometheus B F % EH R,

EAT Prometheus MY B E B RSS X 3F CloudWatch T Zi# BEMUU T#4R , CloudWatch
LAESBh 1T EHERR ., BXEZER , ESRMFER B ELEZET D HIEERS Prometheus B4

CloudWatchFf{£ f CloudWatch $g5#ri&s 2 D3 E IRSSHY Prometheus &R

» SecretFetchFailure

* AlertManagerNotificationsThrottledByIntegration

PagerDuty
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* AlertManagerNotificationsFailedByIntegration

TN EREESFE & X L& % Amazon Managed Service for
Prometheus

—BEAERCRECEREERBEXHFRMFTARNE , RANEEFaPOENBREZXXY , B
AT LAE A Amazon Managed Service for Prometheus 2% & 8 AWS CLI E&IE X #

® Note

WRIZ{THI 2 Amazon EKS &8 | F ] BU{EA AWS Controllers for Kubernetes E{& 2R EE
BB XX,

{# /8 Amazon Managed Service for Prometheus 24| & REREREREER[H S

1. $TFFEAT Prometheus WL B ERRSEHIA , MR, hitps://console.aws.amazon.com/
prometheus/

2. EREEZLS  EEXEERR , REEEREITHEX,
3. EBRIXMWIKKXID, RAEEFREREEREIF,
4, MRIEXEZEEREERENL , FEFRINE L,

(® Note
MRITEXFERRNEREEREL , FkiEd.

5. EFBEERNM , AREBEREERENMN , REiaBas,

(® Note

qE , B A LR AR E SGRTT , 812 — A%)T}'Cﬁ:% EEEHSFHTRE. XN
B-MROAERE RS , B E LR R 1THRE.

EURGER AWS CLI HEREEREE L3 THEKX

1. Base64 WEHRBFEENHFHNABHEITHRIE, 7 Linux REL | BAERAUTHGS
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base64 input-file output-file

£ macOS &L |, B LMERAUTHS

openssl baseb64 input-file output-file

2. BEEEXH  BRALTRTZ—.

EAWSCLIMRAE 2 £, ®iA -

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

£ AWS CLIWgA 1 £, & A -

aws amp create-alert-manager-definition --data fileb://path_to_base_64_output_file
--workspace-id my-workspace-id --region region

3. LMEREEREEFTE/LVHTREN. ERERS , TRAUTHT :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

WS status & ACTIVE , IR RENFEREESREN EEN,

FANITEXHNEREESRIEERNFTNEREESREE AWS CLI

1. Base64 SNEIREEENHNABHEHITRE, £ Linux RSEL | B LUERAUTHS :

baseb4 input-file output-file

£ macOS R& L |, A LMERAUTHS :

openssl base64 input-file output-file

2. ELEXH , FRANTHTZ—

EAWS CLIRRA 2 £, #iA -
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aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

£ AWS CLIWgA 1 £, fA -

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

3. ZMHEREERLEFTR/LVHIREN. BERERS , BRAUTH T :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

R status B ACTIVE , N RREWHEBIREESRENCEM, FElza , B EBIRERE
BREE DA FEIIRS.

&R E Amazon Managed Grafana SR Grafana £

#&7E Amazon Managed Service for Prometheus B Alertmanager #1812 HR N A LLFE Amazon
Managed Grafana l Grafana F# A MEEF , NE—PNMEF S — SN ERANMNER. =
Amazon Managed Grafana /1 , & Al LAE & &K RN A4 5 BIR o

FRZM

FEFF5¥$ Amazon Managed Service for Prometheus 5 £l Amazon Managed Grafana Z 81 , #2470
FHRUT RREM

« BYUTAEIE AWS K- M IAM IES |, FeeAREHT RN EIEER T Prometheus HYIL SiE £ E AR
SMIAM A,

BREE AWS IKF M IAM IEBHNESEER |, BSHIREAWS,

« BT E Amazon Managed Service for Prometheus T4EX |, # BEMEFFEHE, Eig
BN IERX |, ES6/2 Amazon Managed Service for Prometheus T/EX, #&iE R iZ#E
Prometheus F#ES: , 420 Alertmanager # Ruler, BXXLEFBHNEZEL |, S M Prometheus
X8,

- B A Amazon Managed Service for Prometheus HFELE T Alertmanager Bt&E MAN X4, Bx
Amazon Managed Service for Prometheus F#J Alertmanager WEZEE , BSRMERAEIREES
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#£ Amazon Managed Service for Prometheus R EBEME X ER. EXMANNELZER , ESH £
FA IS i sk s 2 R B B FE AR o

B AR E Amazon Managed Grafana , & 21T RRAE Grafana,

- WMREFEABZE Amazon Managed Grafana , M4 EA Grafana Bk, BEXELEER , S
75 | AR S E AR B IR E B 2 Grafana iR

o MBHFEANEITRRAN Grafana , M SAFTHZITHRA 9.1 HE H RA,

® Note

BT LAE F R HRRR AN Grafana , (B4 F 4 — 23k ( Grafana B3k ) Theg , H EA&E
FEIRE sigv4 RIEFHEM Grafana ¥ Al Amazon Managed Service for Prometheus.
BEXREZEL , 52 &8 Grafana JFE= Grafana Enterprise JL5 Amazon Managed
Service for Prometheus & .

Amazon Managed Grafana 2488 L T BRF 8E17 B & Prometheus &R, BATURFE R INE
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html| # FiR i Ak

SERRBIESEERET,

* aps:ListRules

* aps:ListAlertManagerSilences

e aps:ListAlertManagerAlerts

* aps:GetAlertManagerStatus

* aps:ListAlertManagerAlertGroups
* aps:PutAlertManagerSilences

+ aps:DeleteAlertManagerSilence

1% & Amazon Managed Grafana

R IEE 21 Amazon Managed Service for Prometheus S5l Fi& & 7 H N MR , WA Amazon
Managed Grafana 77X &L 23R 2 FIE R A &L i€ 52 £ £ Amazon Managed Grafana 1 5E 5.

$F Amazon Managed Grafana it & 3 B3R #I1H

1.
2

ITH ITEXHK Grafana #2454,
EERET , ERBUENRER.
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3. BIBRRITFEH Prometheus BIERIEF, tIRE 2 BIKRIZE Prometheus BUEFRIR , BHS ML E
2 : 1 Grafana # 0 Prometheus BIERBEURIMEZEL,

£ Prometheus B#ERIRH , EFET Alertmanager Ul EEER.
IR B B4 SR SLHE o

BIEFHH Alertmanager FIERIR.

£ Alertmanager TERFEEREF , AN TRE :

N o g &

« JFEMIRE N Prometheus,

« XF URLRE , BFEAEH Prometheus TEXH URL , BIBRT/EX ID 2BEHFIERE , A
JEEREM M /alertmanager, AT RHIA |, variables AZBECH (BETK,H ) 5
B8 .

https://aps-workspaces.US East (N. Virginia).amazonaws.com/workspaces/ws-
example-1234-5678-abcd-xyz00000001/alertmanager.
- EHEHRRWIET , FFF SigV4Auth, X&&E1F Grafana JERER AWS FHRIE,
- flgn | 7 Sigv4Auth FAFEE THAMIAXE S |, RHEER Prometheus KAIFTER X , Hli0
us-east-1,
s FRINETRER true,
8. EFRRFHMR,
9. HfE , £ Amazon Managed Service for Prometheus B3R M ELE H 5EM Grafana EHIE & F

B, BWIAETLITE Grafana B3R TEA Amazon Managed Service for Prometheus £ & & B
BERAN, BRA (SIEEHER ) NBEHR,

A CloudWatch BEXN Bk EE 83 1T PEHERR

A FHBELEZETDHITERS Prometheus Z44 CloudWatch , &7 LAX 2 4R & 3 38 FH I 35 4E <
B BB ITHESERR, AP0 BESEREESERNHELEREE,

key/value BE LM
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- HERHES

- REETHRENRBEIR
- JEASCI B&

o REREA KMS

- BEREEIR

RAriEmE

N ERES

LHETEUTESH

{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "too many alerts, limit: 1000",
"level": "WARN"
b
"component": "alertmanager"
}

XRREBHBEREE R TN EREH,
ERERRE

BERRESRE. B3R AWS EERFH|A HITFF Service Quotas 2 H| & , Mk Fhttps:/
console.aws.amazon.com/servicequotas/o

BRREEAXNNES

HHETEATESG

"workspaceId": "ws-efdc5b42-b0@51-1lec-b123-4567acl20002",
"message": {
"log": "Too many aggregation groups, cannot create new group for alert,
groups=1000, 1imit=1000, alert=sample-alert",
"level": "WARN"
3,

"component": "alertmanager"

4
of

L4

TR ER
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XRFEEHEREEREBRRSAXNEH,

ERERRE

AILAERA group_by ZHR/NERREAKR DN, BEXEZER , BSH (Prometheus X #%) HRYEE
HEXIRE,

BRI LIERRSRE, &% AWS EEZFIA HITFF Service Quotas EHIA , Mk A https:/

console.aws.amazon.com/servicequotas/o

B AN

LHETENTES

{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {
"log": "alerts too big, total size limit: 20000000 bytes",
"level": "WARN"
3,
"component": "alertmanager"
}

XERECBEEREESREN THFEXNERA/DEHR.
ERERRE
BRALERNERMIRE UG NERK D,

ERRE S

é/ H /L,\E,;E J‘/{Tiklﬂ:lzﬁ-]-

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",

"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"

iy

"component": "alertmanager"
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XRFEREERERCS T HEERBENNEHE

EXREHIRE
RSN EREERFER A BRI ER S RERERE —NE R ENR,
key/value BE LM

HHFZTEUTESR

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"
},

"component": "alertmanager"

XERERLHEBEMERTRM keys/values #HIBR.
EREWIRE

EFNTLEAREREERBENENR , HBREZTNERE SNS HEEM, HXKEIE Amazon SNS
FEMNEZELR , BSHEEIUE SNS =3

HERSIES

HAXTEUTESN

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"

XRRBEHERDAK,
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EXRMAERE

EEEREUOTEBER | AR ERTERUBRANRE,
RXBRTRIRIREEHIR

H AT BB U THEIRA

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

3

"component": "alertmanager"

iX %~ Amazon Managed Service for Prometheus X @5 EH SNS FFIZ R ER.
EXRIARE

I0iF Amazon SNS /i A K EE 2 & 2 Amazon Managed Service for Prometheus [6]1% £ & %
SNSSEE., BlZ SNS 7 RIZKEE , R FHRS aps.amazonaws . com ( Amazon Managed Service for
Prometheus ) 518 Amazon SNS FEMNR. Bx SNS HRIKBNEZELR |, 55 (Amazon
Simple Notification Service FF R AR IEE) R 15 B K EE1E S M Amazon SNS 17 B2 5l R =
il

JE ASCII B4

HAXRTEUTESH

{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
1,
"component": "alertmanager"
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}
XRTIEBDEI ASCI FHo
EXRIAVRE
T BRAEAR =R F R X ATRE B 2 IE ASCI FRFMFREM 5| Ao
AENEA KMS
Y AEFZEFEELUT AWS KMS HiRAt
{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
1,
"component": "alertmanager"
}
EXEWRE
¥ UE AT in& Amazon SNS EREH Z4A R B4 R =B X ¥ Amazon Managed Service for
Prometheus fR$ E4K aps.amazonaws. com HITLA T R4E : kms:GenerateDataKey*
kms:Decrypt. BXEZEER , S SNS EFAHAWS KMS R,
BRI
Y EABEEUTHEIRN
{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {
"log": "Notify for alerts failed. There is an error in a receiver that is using

templates in the AlertManager definition. Make sure that the syntax is correct and

only template functions and variables that exist are used in the receiver 'default',

sns_configs position #2, section 'attributes'"
"level": "ERROR"
I

"component": "alertmanager"

RERIEA KMS
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}

XEMKE AlertManagerE X P EANERFESIR. HIRFEIEBEXEZWES. sns_configs FHNE
DRBERRNE MR,

ERERRE

RIUFSREESRENL, BRIBEER , HEZSIANEREENRBEFEE, EXEZEE , BSH
Prometheus TR X AR EHERSZE,
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RAriEmE

2% Amazon Managed Service for Prometheus Ik

X

I &% Prometheus 3B RS EH CloudWatch I L SRIBEEXEZEMNHIE, B LUEA
CloudWatch ¥6#¥r3K 7 &R E A 1BR AKX &R TF Prometheus I S FEE RS THEZE B ER,

B LAFF B CloudWatch B & IFLIZRER T #EZE
AT EEE A 3R

CloudWatch T A,

PRI R ENEH BT,

£ CloudWatch 15#r 5= S FE B RS HY Prometheus &R

& F Prometheus MY B T B RS G FH B8RRI A,

CloudWatchiX L5 FR o[ iE I8 7 RISV T

EXFAE, ﬁ%ﬂ’ﬂaﬁ\—ﬂ)\ﬁ:qﬂE’JAWS/Usage%ﬂAWS/Prometheusup% ciE K E, CloudWatch

XEERRRFIRM CloudWatch#, BXERARIBIRNEZEFER |

CloudWatch 1§
B

ResourceCount

ResourceCount

ResourceCount

ResourceCount

RIRB

CreateAle
rtManager
AlertsTPS

DeleteAle
rtManager
SilencesTPS

GetAlertM
anagerSil
enceTPS

GetAlertM
anagerSta
tusTPS

CloudWatch fin & Z2

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

]

&2 % CloudWatch {EHX1E%R.

5458

BANITHEX., SRATHITH
CreateAlertManager
Alerts APIREHNHK
BE,

BANITHEX, SHARMITH
DeleteAlertManager
Silences AP|REHNER
REBE,

BANTHEX, SBRAHITH
GetAlertManagerSil
ence API|BENRAEK

o

BANTHEX, SRAHITH
GetAlertManagerSta

CloudWatch 5#r
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CloudWatch #§ BIREWR CloudWatch 58 Z= 8] 54 BA

FRE #R
tus APl RENZ KA
=,

ResourceCount  GetLabelsTPS AWS/Usage BAMNIEX, SHATHITH
GetLabels APIBENEK
REBE,

ResourceCount  GetMetric AWS/Usage BANIHEX., SHITHIT

MetadataTPS #) GetMetricMetadata

AP RIERY R AT E

ResourceCount  GetSeriesTPS AWS/Usage BNIHEX, S¥ITHITH
GetSeries APIRENK
RBE,
ResourceCount  Inhibitio AWS/Usage EREESEENXHFREKX
nRulesInA FY HP HIHL 28
lertManag
erDefinition
ResourceCount  ListAlert AWS/Usage BNMNITEX, SR ITHITH
ManagerAl ListAlertManagerAl
ertGroupl ertGroupInfos API%
nfosTPS ERN R KBE,
ResourceCount  ListAlert AWS/Usage BANITHEX, SR ITRITH
ManagerAl ListAlertManagerAl
ertGroupsTPS ertGroups APl #EH
BRABE,
ResourceCount  ListAlert AWS/Usage BAMNIHEX, SHAHITH
ManagerAl ListAlertManagerAl
ertsTPS erts APIBENZAHK
==N)

CloudWatch ¥g#x 168



Amazon Managed Service for Prometheus ArfEm

CloudWatch #§ BIREWR CloudWatch 58 Z= 8] 54 BA

FRE #R

ResourceCount  ListAlert AWS/Usage BNIHEX, S¥ATHITH
ManagerRe ListAlertManagerRe
ceiversTPS ceivers APIZRENHRK

BE,

ResourceCount  ListAlert AWS/Usage BAMNIHEX, SBHATHITH
ManagerSi ListAlertManagerSi
lencesTPS lences APIBREMHZK

BE,
ResourceCount  ListAlertsTPS AWS/Usage BAMNIHEX, SHAHITH
ListAlerts API&{EH
BRABE,
ResourceCount  ListRulesTPS AWS/Usage BAMNIHEX, SHATHITH
ListRules APIZRENSF
RBE,

ResourceCount  PutAlertM AWS/Usage BANITHEX, SR ITRITH
anagerSil PutAlertManagerSil
encesTPS ences APIRERGRKE

2,

ResourceCount  HAReplica AWS/Usage = A AMEIARANBE
GroupCount

ResourceCount  QueryMetr AWS/Usage BREWRRER
icsTPS

ResourceCount  RemoteWri AWS/Usage BUERBEARELK
teTPS
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CloudWatch 1§

B

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

RIRB

ActiveAlerts

ActiveSeries

AlertAggr
egationGr
oupSize

AlertMana
gerDefini

tionSizeBytes

AllSilences

CloudWatch 5% Z2|g]

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

58

BNMNTEXEHERE
B itk
BREITHIE : Av

erage. Minimum, Maxi
mum, Sum

BN TEXAERRSIH
B it
BREITHE : Av

erage. Minimum, Maxi
mum, Sum

BIREEBENXHAH
WERRESANRAK
‘o group_by KB

LEASHL2UE-IRE

4,

ERMEERENXHFHRK

RPN (RRFTHREA) 6

BN TEXNRABREY

SEETH, A MELE

By ER AR

CloudWatch 5#r
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CloudWatch 1§
B

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

ResourceCount

RIRB

AllAlerts

IngestionRate

RuleEvalu
ationlInterval

RuleGroup
Namespace
Definitio
nSizeBytes

Templates
InAlertMa
nagerDefinition

WorkspaceCount

CloudWatch 5% Z2|g]

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

AWS/Usage

58

B THEXLE TEMRESH
BERME,

B it
BRSEITHIE : Av

erage. Minimum, Maxi
mum, Sum

B AN EREUE
B BUUTH
BREITHE : Av

erage. Minimum, Maxi
mum, Sum

B/ AL LT Ak ] B

— NI 4E 75 A 22 ) E UL X
HRBRAKRD (LFTAE
i),

BREERE LR
RIERE

BMXE., BIMKSNRX
THEXHE,

CloudWatch 5#r
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CloudWatch #§ BIRBM CloudWatch #p & Z8|H] 1, B
FRB
ResourceCount SizeOfAlerts AWS/Usage THEXHFMEBERMEKR

N T REN
B Y

BREITHE : Av

erage. Minimum, Maxi

mum, Sum
ResourceCount  Suppresse AWS/Usage BN ITEXLA FHHIRSH
dAlerts BIRBE, LB ERERE
HPHl S HD I B R o
By it

BREITHE : Av

erage. Minimum, Maxi

mum, Sum
ResourceCount  Unprocess AWS/Usage BN TEXL T ARG IR
edAlerts SHERBE, BIR—£

ZU, BPAL FRAEIRAS
AlertManager , B EE&1F
T—RREHITM,

LR
BREITHE : Av

erage, Minimum, Maxi
mum, Sum
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CloudWatch #g BIREWR CloudWatch 58 Z= 8] 54 BA

AR

ResourceCount  AllAlerts AWS/Usage BN TERLA FEMRESH
BIRBE,
By it

BREITHE : Av

erage. Minimum, Maxi

mum, Sum
ResourceCount  AllRules AWS/Usage BN TERLA FEMRESH

AMNBE,

BAT IR

BREITHE : Av

erage. Minimum, Maxi

mum, Sum
ActiveSer - AWS/Prometheus BMNAFPEMNWRZSENH
iesPerLabelSet BES RIFERAER

BT iR
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CloudWatch 5% Z2|g]
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"
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AnomalyDe
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"SHRAHERN —EERMT, HIELUTATEEREE LI DiscardedSeries 5,

Reason
greater_than_max_sample_age

new-value-for-timestamp

per_labelset_series_limit
per_metric_series_limit
per_user_series_limit

rate_limited

a2
EFBET /PRI,

REEEHANNBEEE L - MEANRBMAE | BE
T El.

AP ERESIRERRNERRTEH LR,
AP ERBENMEFRERR I LR,
AP BREERRIE B LR,
REEZRH,
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Reason

sample-out-of-order
label_value_too_long
max_label_names_per_series
missing_metric_name
metric_name_invalid
label_invalid

duplicate_label_names

(® Note

a2

BEARRIEIRFRE |, TR,

R EBEY N FRFRE.

AP ER B MNMERRIRE R R
REEFIEIRB I,
RENERBMRTY
REAIRZET K

RENREENEES,

ERTFERRAEFRTZERHEN 0,

® Note

RuleGroupIterationsMissed, RuleEvaluations, RuleEvaluationFailures #

RuleGrouplLastEvaluationDuration EBUTEMH RuleGroup 4 :

RuleGroupNamespace;RuleGroup

X Prometheus HERIEFRIZE CloudWatch 1k

] LA AR 1512 Prometheus B RMEAIE R, CloudWatch

£ Prometheus # 3§ prometheus ActiveSeries I #Fi% B E 1R

1. &F “BRACESR &+ , AEE TR ElActiveSeriestriZ,

£ Graphed #E#rAEH , R&E R Y BIPASREAI B4R,

2. EREIHERBHER.

3. EREENNIZHETFHRAEZRFRARERNE  RAREET -,
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4. ERERAES , EERIEH SNS TEHGIE — M SNS BB K IEEZ SNS £/,

5. HEARMBMHRAMERS , FINE R B I LR,

6. EHEIBRER.

A B E 4T D IEE RS Prometheus B4 CloudWatch

EH T Prometheus MWL B T E RS E L S HER Elm\éEEPIE%“"?E BENSGEENEIR
=, CloudWatch BXEREESNANBZNEZER , BRI BRIV EREESE T, f‘d‘\—J
LATE Logs A% T4EZ= (A A & ¥ #E & # | CloudWatch EI,.J\;;u,EPo & A LATE Amazon Managed Service
for Prometheus BH| & PRBEZLEN AL , LA BUEA AWS CLIELE, &R BLFE CloudWatch
BRHAFEFREAXLEAE, BXEERHEASFESE CloudWatch AEHERNEZER |, 55H
CloudWatch AP #6& CloudWatch® #yE F B EHE M B EH

CloudWatch #BREEB AT EBALEPTRH RS 5Gb B CloudWatch BE, B FBEERTN A TN
#BIECloudWatch EM it XU ER,

!
« Eli& CloudWatch B&

BlE CloudWatch H&

&M T Prometheus NI SR REERFEL S AEN BSAFIEREREERNAENERNES
E#. CloudWatch

A AEE A T Prometheus E’JI“JﬁM% BRE 241 A i & CloudWatch HARIZRKEE |, th ol LUES
WA APl iEREH AWS CLI RE B&KIERKEE, create-logging-configuration

FRFM

Az Alicreate-logging-configuration , HEFU T RERERNRM MEIEFAFRE
CloudWatch HEM ID A,

JSON

"Version":"2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreatelLoggingConfiguration"”,
"aps:UpdatelLoggingConfiguration”,
"aps:DescribeloggingConfiguration"”,
"aps:DeletelLoggingConfiguration"

]I

"Resource": "*"

Bti& CloudWatch B&

BT LAE A2 #) A = Prometheus Bl E & X L3 EE RS . AWS AWS CLI

Console
#£ Amazon Managed Service for Prometheus 24| & 1 #l & B Hid &

1. SMETEXFEARESEERP E SRR,

R BSHRE EANEERE,

£ HERB TR RPiEFE2ER,
EHSETHIRPEEEDHE RS BTN AEEL,

0D

&t AT BAFE CloudWatch #2| & 812 #7rY B &4
5. EEREREFER.

AWS CLI

R LA AR E B SEE AWS CLI,
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ERERFICHE , HEMA AWS CLI

£/ AWS CLI , IEB1T T @,

aws amp create-logging-configuration --workspace-id my_workspace_ID
--log-group-arn my-log-group-arn

PR 5
- ARERAESH

Amazon Managed Service for Prometheus X124 F warning = error R 3IHEH,
- REE K/

CloudWatch HEBRKREERHI N 5120 N FRF. = CloudWatch Logs #l E 38 B& 323 1t K /)~ BR 1
B, BBz B AU BAELA/aws/vendedlogs/,

LRGBS A BERICKNERMANES , FEA T Prometheus B Amazon & RE S MEREIEE
# B& CloudWatch A #TEM B ERRKEE ., NEHRIAE CloudWatch HERIREEE K/NRH
#E7E B & CloudWatch A EA B #AIHNLE/aws/vendedlogs/. £ Amazon Managed Service for
Prometheus &l & R8I A EAN , BEABHWEIRNAN /aws/vendedlogs/. BEXEZER
BSR (BEAFER) PiEAEL AWS RS H CloudWatch BHEIEE.

£ Amazon Managed Service for Prometheus &2 & if {4

Amazon Managed Service for Prometheus B RHI 2 NS AT AFEANELENERAHELR (QSP)
WE , RIRFIEHRA, B HN QSP BLERMEAEMNRE , BEEMEIR , UhBIBE M EE
FEHRA,

LERAXFTBELRER , APl EHP/PLE TR —RBEEE, XTEE Amazon Managed Grafana
BEENEN , ZBETE Amazon Managed Grafana Ul EPJJ_/T BB TARRIRNMEENER, &
FERRAENERNTTENS , HESRERMBIEL,

BT EZHRR &S |, @A T Prometheus B Amazon & RESEEBEHGERMERTFEIZRIIBE
IheE. CloudWatch tINEEX R F M D HEW , BB THEMIL Amazon Managed Service for
Prometheus EAH EEMMEERA, EHHFTCEZHREXRBEHEENEAEERAER (QSP) ¥
HENEHNER, ARG, XEHRFEFL£HE CloudWatch BE |, B AEM O ERMERE, B%
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WEREIE APl ZERANANER, RIAMBEILT , SHAELTFERARS , UEAREBOFTHER
CloudWatch BEFERE, HERDWEER , ETTLUS AL IEE,
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- RESHBELTILR

- BEEHRTREE

- BERE

. Bl
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A LATEE A T Prometheus WL S ERFEFAPEREEANAE , LA UEREA APl iFR%E
AWS CLI FEEZEW A&, create-query-logging-configuration It API EXEEE itk
#* ,{BBH, AKX CloudWatch Logs fE N B MYt , BN 1ZRBE —/N#w A CloudWatch B &
TR,

TR

WREMET logGroup, ATHITEEN ID H/ENER LT REHEFRHRR.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelogGroups",
"aps:CreateQueryLoggingConfiguration",
"aps:UpdateQuerylLoggingConfiguration",
"aps:DescribeQuerylLoggingConfiguration”,
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"aps:DeleteQueryLoggingConfiguration"

1,

"Resource": "*"

Bt& CloudWatch A&

B L ER R B FERAT Prometheus B S Prometheus 1£& RS K HELE CloudWatch B,
AWS EE#Z&El A& AWS CLI

£/ Amazon Managed Service for Prometheus 2 #| A BB & i A Rid %

1.
2.
3.

SME ITAEXKFAGEERFH BERERF,
EEWRET , kFelE,
R A SETHIRARREERS BENBHEH,

& A LAFE CloudWatch 12 &l & G2V B E4H,
WMARE (QSP) .
ERRF

EFARSEELTIAEE AWS CLI

aws amp create-query-logging-configuration \

--workspace-id my_workspace_ID \

--destinations '[{"cloudWatchLogs":{"logGroupArn":"$my-log-group-arn"},"filters":
{"qspThreshold":$gspThreshold}}]"'

BXRWAER., MBRFMFRREENELR , ESH Amazon Managed Service for Prometheus APl
%,

BLEE T REE

EfE QSP RE , B QueryMetrics APl RIZHEHS K,

max_samples_processed_warning_threshold : A BB EAHEANREE S RE
max_samples_processed_error_threshold : A BB ERHE AR EEIRRE
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RAriEmE

3+F Amazon Managed Grafana FiF° , & AJ LAE A grafana BIERREEX R B ZBERENFIEE
) B2 A BR i

s

1. #£ Amazon Managed Grafana A3l % 2] Amazon Managed Service for Prometheus %#E KR EL

o

2. EBEEXEWSHUT , MMBERk,
3. &EERE

BEAE

NFREANNER , £HE CloudWatch BEFEBERBXRZEHRANUTER :

workspaceld: "workspace_id",
message: {

}I

query: "avg(rate(go_goroutines[1lm])) > 1",
name: "alert_rule",

kind: "alerting",

group: "test-alert",

namespace: "test",

samples: "59321",

component: "ruler"

NTFIREB AP EAMNER , £8%E CloudWatch BEFBEBXRZERHUTEER :

workspaceld: "ws-5e7658c2-7ccf-4c30-9de9-2ab26fa30639",
message: {

iy

query: "sum by (instance) (go_memstats_alloc_bytes{job=\"node\"})",
queryType: "range",

start: "1683308700000",

end: "1683913500000",

step: "300000",

samples: "11496",

userAgent: "AWSPrometheusDPJavaClient/2.0.436.0 ",

dashboardUid: "11234",

panelId: "12"

component: "query-frontend"
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EBnE 60 W FERFERAERLD — ¥,

B AT LAEA <relabel_config> ffik &% %l Amazon Managed Service for Prometheus #Y35
¥ro BXTE Prometheus REBREFEFHIFICHNEZEE , iI5ZH https://prometheus. io/docs/
prometheus/latest/configuration/configuration/#relabel_config 7 Prometheus X &4,
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SWHAETEABYMARE, BTN EENRERBEEERE,

EFRAMTHENENERRAFMHEAWES , S HTE Amazon Managed Service for
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- {£/A Amazon Managed Service for Prometheus 231k — Amazon Managed Service for Prometheus
AN ERRRARFEEZTIINERREMEMRSTAY , RAATRS2NS N ITAXH X
BHER, XZIEHE Grafana PRHER , AL S TAM, XARLEEHRAEN=FRE
%, Amazon Managed Service for Prometheus P BIRINBEL T LML , UKD W ERR N &
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FAZENFEH Amazon Managed Service for Prometheus Y RAEEIR , M AR ER RS,
o BALERER - RLBREAHN —FRESEZZB MBI RIFER. MREE—INESI28HEH RPN
Bk, EREESHEPHER IR, BBAE B 3) RIFT6SE 8 FE AT AR 8T & RSN EREBRA
- FRAKERY - ERFPNEPFHEOEAR , EANERARES , EATCEERENESHHRE. BR
PromQL EHWEIME A X NEEBEHROBEMCTE, fl , ETEAMNANF  REXSE—
T o EHEEND -

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[10m])) > @
for: 2m

fF expr E®H avg(rate(container_cpu_usage_seconds_total[5m])) > @ BEHFKRIK
=331 3% N

—fiRY , EFENERAN , BREXNBSHREBIRRHER, ER— B LRESERIEH
MEEENSINERIEERS , LERILHENANERMNERN, MRERIALER/LAERE
Rd , SAMLLER , TRARERSBIEER,

XEBWABTERERS. RE , EOTEREFSCR-EEBNERIUTHRERS 2 BEEF
.

A% Amazon Managed Service for Prometheus F RN EZEL , FSRFEHAEIREERE
Amazon Managed Service for Prometheus &2 ik & Bk,
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® Note
IngestionRate B THEME , TREELANREKEZAHTEETHE,

BRI Amazon Prometheus FEERSFIERMNESES , 2. CloudWatch £/ CloudWatch &5
PR DB EE RS K Prometheus B R
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TR AWS RANMEARBRIRE REER AWS ERER , ARHIKEFHANSEAKS BTG R
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(® Note
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- ERHALF AWS Organizations , FREARBARAKSITEN , MAREKSIUTEN
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M) BB T —FRe , MAKS &R ERBRENTRIKE,

MR T FEFFE B Amazon Managed Service for Prometheus T 4E
X, BEEFNHERE. XAEREARSE?

EXMERLT , —fasER , BNAE AWS EEMEER | XLENMEERRE N FERAIEE S BBRY
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BEHfM AWS RS ER

Amazon Managed Service for Prometheus 5Hftt AWS BRFERK. AT 14310175 Amazon Elastic
Kubernetes Service ( Amazon EKS ) i A% ( EH Kubecost ) 5% , AR I{A{E A Amazon
Data Firehose M CloudWatch $EUEYR. A TIEMBMMIERH AWS Observability Accelerator
Terraform &EI3R X AEH AWS Controllers for Kubernetes 3k i% & M E ¥ Amazon Managed Service for
Prometheus.

FT
« 5 Amazon EKS AN IS &£ R

 {£/A AWS Observability Accelerator iZi& Amazon Managed Service for Prometheus
« ERER T Kubernetes WIZHIZEEEE A T Promethe AWS us WL BB EERS

+ ¥ CloudWatch #§#x5 Amazon Managed Service for Prometheus 5§/,

5 Amazon EKS B SR EEf

Amazon Managed Service for Prometheus & Amazon Elastic Kubernetes Service ( Amazon EKS )
AR ( BF Kubecost ) £ , IRITERAD B ITE H R B XL Kubernetes SEEHYER, &
Amazon Managed Service for Prometheus 5 Kubecost Bl & /A , LA by BRAREEUTF
BERNEE,

B35 Kubecost £/ , AT LARE M it T AR IRHY Amazon EKS S8R A, BRI LUR K Z B Kubernetes
FTXCERAE , NESBRF —BEREHLS , BEERZEHAH, ZAUEHTIEKRBRENERSE
ERE IR E RIRERL A,

UTARABRRERTRTEEEFHUSERHFIFTE Kubecost AU
- BEMER - BT HUMF Amazon EKS RRAKIESENERENK , TSR AWS BEXE

Integrating Kubecost with Amazon Managed Service for Prometheus.,

« ZEBER - BT BN Amazon EKS AN EESNERHER , BSH AWS BEXE
Multi-cluster cost monitoring for Amazon EKS using Kubecost and Amazon Managed Service for
Prometheus,

Amazon EKS R A% 190


https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/

Amazon Managed Service for Prometheus ArfEm

® Note
BXBEA Kubecost WEZER |, 155 @ (Amazon EKS AAF#ER) R A K,

£ AWS Observability Accelerator i% & Amazon Managed
Service for Prometheus

AWS T Jy #&#9 Amazon Elastic Kubernetes Service ( Amazon EKS ) M B2t oJMEH T E | GF
Y, BRI, BIRFMEEER. XEHE Amazon Managed Service for Prometheus, Amazon
Managed Grafana, AWS Distro for OpenTelemetry AR EMTE, H T HEELESER XL

TE K AWS RHTATERXLRSEE TMREMLR Terraform R3R , 7 AWS Observability
Accelerator,

AWS Observability Accelerator 32t 7 W5 Bl R e, NGINX FBEME AR RO, 4IP3 45035
B 7 a0 Y5 4248 Amazon EKS SEE N EMIZHE.

Terraform &R A1 40 15% 88 7 LLFE AWS Observability Accelerator for Terraform GitHub T E#E.
&t ] LA S A #EH AWS Observability Accelerator B E X E,

FRZM

E& A AWS Observability Accerator , AN EFIHE Amazon EKS EFHHE U T EREH .

« AWS CLI - BTN\ H1TIRA AWS Zh8E,

« kubectl - BTN S1TEREIEN EKS £,

« Terraform - AT BN ZBRARUNERR, BLIERABENELRLN AWS IKFFEIZNER
Amazon Managed Service for Prometheus. Amazon Managed Grafana #l IAM #J IAM A &% &
AWS 1B#rE, BXxMA Terraform B & AWS REBHWEZEE | {55 Terraform XS K
AWS provider,

{5 i EL At i e e 422 7= 451

AWS Observability Accelerator 2t 7 ROIEMR , X LARAREE A BEM A Terraform IR 7B Amazon
EKS EFEEMEE T RM, LROETRMMER AWS Observability Accelerator 3K i% & E i 1% e

B, BxFEALERRETSENHMNENESFAFE , S H GitHub £ Existing Cluster with
the AWS Observability Accelerator base and Infrastructure monitoring T H .
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https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
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A ERR ISR Terraform &R

-_—

~

HEQRMBNNHRF , FRU TR TREF#E.

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

AL TS #HBIL Terraform,

cd examples/existing-cluster-with-base-and-infra

terraform init

BIE —NF terraform.tfvars X4 , LA T RHIFFR. A Amazon EKS £&8 AWS X
HMEE D,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

MERE%EEMFEAK Amazon Managed Grafana T4EKX | 6l —1, BXUAGIEH THERXHE
E8 , H5H® (Amazon Managed Grafana FIF 1) FHEIEEZHNENTIEX,

EWTITHETUT@ES , A Terraform IEA N EEUFERA LY Grafana THEX, BEEF
grafana-workspace-id B} Grafana TEXHH ID,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

[Ali%] EFEAI AR Amazon Managed Service for Prometheus TEX | & ID A i0Z|
terraform.tfvars X#H , A RRBIFAR , & prometheus-workspace-id BN IEWN
Prometheus T4EX ID, SIRERIEEINE TEKX , MFHEQNE—FH Prometheus THEKX,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

FERUTHSHNERRAR
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https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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terraform apply -var-file=terraform.tfvars

XREER AWS IKF FEZRR , @A TRE

« —N¥H Amazon Managed Service for Prometheus TEX ( BRIFEBERFEAIBEIEX ) o
« & Prometheus THEXHHNBEREEREE, BHRAOMN,

o BYF THEXFHLH Amazon Managed Grafana FIERFEFMEHER. BERFEFHER aws-
observability-accelerator. #ZHIEMIFFITE Observability Accelerator 2 HIEAR T o

- TEIRMH Amazon EKS E&Fi&REHR AWS Distro for OpenTelemetry Operator , Fi T [E &
Amazon Managed Service for Prometheus TEX &iX1E#r,

EEFENFRFENR , BESLEMN Amazon Managed Grafana TEX HITH S ENZRFIER. BRE
F Amazon Managed Grafana WEZ{E R , 2 # (Amazon Managed Grafana FIF$8§R/) FWER
Grafana T/EX,

A& T Kubernetes By Hl23 E A T Promethe AWS us B9
W 5B E RS

Amazon Managed Service for Prometheus 5 AWS Controllers for Kubernetes ( ACK ) £/ , X##1E
Amazon EKS A EBEN TEX, BERELEF[MANBEZRIERE. RALER Kubernetes B AWS #2528
B E N HRENX (CRDs) #MERE4LE Kubernetes X &R , MAKIEEE 2 HNE A ARIR,

AENBMAERELDE EKS BB H Kubernetes i%E AWS 24|88 M4t 3 Prometheus B IL & jzh
KERS.

838 T LARNEANAB5E A T Kubernetes By AWS $2HIE8S F N 4B5& F T Promethe us BV S £ & IR SSHY
ACK 2 HIz5iEE X E,

FRFMHF

EFHBRFEA T Kubernet AWS es V1 HIEFHE A T Prometheus BIIE &3 £ & AR S5 5889 Amazon
EKS EBERZH , BUMERUT REE,

- BYUARBIEAS AWS K- MR , FeeARmIEHT XN EIEER T Prometheus AV S £ E AR
SMIAM A&,

- BAMIMERBAT OpenlD Connect ( OIDC ) KWIA Amazon EKS £5,

AWS SEFF Kubernetes Ry %185 193


https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
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WMRKZHOIDC , MALAFERAULTHSXREH. BlicEAZKIFNERES
¥YOUR_CLUSTER_NAMEFAWS_REGION,

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

B4 OIDC 5 Amazon EKS Bt & AN EZEL. |, 5@ (Amazon EKS AFER)Y F# OIDC
SMEHESHRITA6IZE IAM OIDC R E,

o BAIMTE Amazon EKS &8 %% 7 Amazon EBS CSI Ba1iEfF.
- BUMERE AWS CLI, AWS CLI AFM@S1TRA AWS IhkE,
- A& Kubernetes M S EE R Helm,

« T Amazon EKS EEHIRE Prometheus H 12 & ERIEIFo

« BMMA Amazon Simple Notification Service (Amazon SNS) £B , MEMNF T EX KX EIR, &
BRIEEEF Amazon Managed Service for Prometheus[diZ £ B & % H E B AR .

IEAE EEE Amazon EKS 85 , BN ZEBBIEA kubectl get --raw /metrics EF4t+
%t Prometheus R LB IE R, TIE |, A LLR Kubernetes RS AWS =438 24510488 , HERHT
A Prometheus BRZIFEBL LR IETERS

&R T Kubernetes B9 AWS 2 #3538 T/EZE(A]

EEREBEA T Prometheus BT S#FEE RS TIEZER , MEE AWS 1 Kubernetes 2 #8525 1%
2, REFERTXRIZITEZHE.,

E8B & F Prometheus B2 %7 Amazon EE RS T/EZ=R , HHPEEEA T Kubernetes BRI HIES
AWS

1. A L}{T‘:%AE:L Helm %% Amazon Managed Service for Prometheus fR& #2428, BXEZ
85 , IBZHE Kubernetes 288 AWS MHEH L& ACK #2Hl28. GitHubffRregion@a &
%,JLE’JIEEME fflgus-east-1,

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | jgq -r '.tag_name | ltrimstr("v")'"

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/sns/
https://aws-controllers-k8s.github.io/community/docs/user-docs/install/
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aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

MERZ  BNEBEIRCUTUTRENEE , KRR,

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

LA LUERER LT AWS S S IIE Kubernetes R &I285RY 124|238 2B B R Th &3,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

FiR[E X485 ack-prometheusservice-controller WER , B¥E status:
deployed.

2. FRUTXARAEEZN workspace.yaml X H, XFHRESEEHEN TERNEE,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

name: my-amp-workspace
spec:

alias: my-amp-workspace

tags:

ClusterName: EKS-demo

3. BITUTHHRUBENIHEX (LB TERTEESR 1 PRENEREETE ),
kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

BERA , BRZMEBTEELNKFFE—1E R my-amp-workspace BT THEX,

BITUTHSEELIERNEFAGENRES , @B ITERX ID, HE , B LE Amazon
Managed Service for Prometheus 2% & P& HH TEX,
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kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
BHAEANE TEX , MR 2R ITFX,

4. QIBFWANFH yaml XHEEARNANEE , BT REFEAUTEE 02 AlertManager X4
X

SHEESEFR rulegroup.yaml. WORKSPACE-IDE#RA E—H M ITHEZEE ID,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $1abels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
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description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

FMULTEESFN alertmanager.yaml, WORKSPACE-IDE¥RR L —SH N THEZE

IDo TOPIC-ARNE# A EMBEKIEBEAH Amazon SNS /M ARN , REGTONAR B IEEER
AWS [Xi3 89, 124X , Amazon Managed Service for Prometheus Xf Amazon SNS F B 471 &
R o

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
metadata:

name: alert-manager

spec:
workspaceID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}
(® Note

ETHAERIEREEXHKRANESESR , F23H RuleGroupsNamespaceDatal
AlertManagerDefinitionData,

5, BITAT@HEREUZENANAMNEREERERE (LB THRTEESR 1 PRENREE
).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

HMERZ , SEERFLXEETMH,
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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@ Note
EEHRR, MARCBRER , REEH yaml X , REHERIETT kubectl apply @
wEIA,

ERREIR , BETU T8 S, ResourceTypeEi B
BRIV A FREREWorkspaceAlertManagerDefinition,
= RuleGroupNamespace, ResourceName& i Effl BRaY R IR S o

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

Bl ITEXHBERTR T . T~ FN R WAE B R ER LG Z THEX RIEER.

BLiE M Amazon EKS 8 LIE A Amazon Managed Service for
Prometheus THEX

AED AL ZZM_JEFH Helm Bt E £ &8 Amazon EKS S8 HIZ1TH Prometheus , MERFIERZREE
ANIBIE £ —EB 5 82/ Amazon Managed Service for Prometheus X,

FEEES  SFEEECAENATEIUERN IAM SENETR, WRERNTIRE  BSHEE
EfRSAEMN Amazon EKS EEFBEUERURNESFEEMEHA, WRERBIXLFARITER
£, IAM AFEZ N amp-iamproxy-ingest-role,

ElE Amazon EKS & HITIZREEA

1. FRAUTHSERMIERE prometheusEndpoint., WORKSPACE-IDE i E—F iy T/EZ
8 1D,

aws amp describe-workspace --workspace-id WORKSPACE-ID
prometheusEndpoint F HIMEREIE RS , ERXMTAR :

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-acl1234567890/

RIFM URL AL LS RER,
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2. BIB—NIEUTXEANIHXM , HEYHGBE N prometheus-config.yaml, account BEH
M ID, workspaceURL/#ERINIFKZEH URL AR region AWS X1 &4 R RS A A R M 1k &
o

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"
server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigv4:
region: region
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

3. {FEALUT Helm 55 &E#K Prometheus B R E Z=E B HLA R B RRA,

helm 1ls --all-namespaces

RIFEZIB BTN IEWTER , Prometheus B &R M A ZE AN ZE N prometheus , BRRATEERN
15.2.0

4. fERAE—SHpPrometheusChartVersionik %!
B PrometheusChartNamePrometheusNamespace, M , BT T &R,

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

NLoHiE  EREE-FHEE , BRARKI.

5. (A% ) B awscurl &Eifj Amazon Managed Service for Prometheus & im T R , AR UE{E
BN INAKE. RegionBRNE AWS X EEFEAM , UKkworkspaceURL/SEELSHR 1 F
K EIH URL,

awscurl --service="aps" --region="Region" "workspaceURL/api/v1/query?
query=node_cpu_seconds_total"
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M7E , BEL 82 T Amazon Managed Service for Prometheus T/EX |, # A YAML X #EREE
MIEH Amazon EKS B S HERE., XEXHHRNEENRIREN (CRDs) , L F&H Amazon EKS
£8P, BULERERT Kubernetes 9 AWS ZHIBSEZMNEREEFTEEA T Prometheus 1L
D E RS RIR.

¥ CloudWatch $8#55 Amazon Managed Service for Prometheus
=514

FrrEERERE— M H 2BAE B, Amazon Managed Service for Prometheus T2 B3I
HY Amazon CloudWatch #8458, 7 , B ALAEA Amazon Data Firehose 1 AWS Lambda ff
CloudWatch $E¥r#£3% E] Amazon Managed Service for Prometheus,

TN B AN Amazon CloudWatch 38457 A K £ Amazon Data Firehose 1 AWS Lambda ¥
FE#REELE] Amazon Managed Service for Prometheus,

BRER AWS = AT EA (CDK) RE#k , LBl Firehose &%, Lambda A Amazon S3 17
EEETTENG R,

ELRf iR it

B , BN ZEFREEMIRE.

B CloudWatch $E#R R AT LUREA N IBIRBIEE A HTTP Lim1 2 5f Amazon S3 .

REEMIRERE 4 MR

L & SRR

 #/# Amazon Managed Service for Prometheus T/EX,
o RRMREIM

- ERBHEAL

TR

- EEZNIRFLZEMEE AWS CLI,

- BELZHIFEFRE AWS CDK Typescripto

- BREEHIEFZE Node.js M Go.

« AWS AILE 1 CloudWatch $E#5-5 Hi 88 github Ff#&E ( CWMetricsStreamExporter ) EREER]
N RN AR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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#12 Amazon Managed Service for Prometheus T4EX

1. EAPHERNARFSET Amazon Managed Service for Prometheus 21T, B TH T
€12 Amazon Managed Service for Prometheus TEX :

aws amp create-workspace --alias prometheus-demo-recipe

2. FERAUTHTHRENIEXESE

aws amp list-workspaces

B < Amazon Managed Service for Prometheus HEZ{E R , 2% Amazon Managed Service
for Prometheus i8R,

LR AR B

-

LR AR B

£ aws-olly-recipes FREENRBERHP , FAUTHSRHEN B RELN

CWMetricStreamExporter :

cd sandbox/CWMetricStreamExporter

ShE, KRN FEENRE F.
2. BEUTHSFHBEREHRN /cdk:

cd cdk

3. BEMNTH®HTRE COK KB,

npm install

4. FEFREREFERENRER , AREAUATHTRERXERN /lambda :

cd lambda

5. A /lambda X#XfE , AR THTRE Go KB :

go get
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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PRI E &R,

EREHERL

1. EFHEENRBFEP , 7TFF config.yaml , Ff {workspace} BERAFUBHNIHEX D, FX
15 B 7 188 Amazon Managed Service for Prometheus T#HEXFTER X8 , M1E Amazon
Managed Service for Prometheus T/EX URL.,

fltn  EZATHRRE

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceld}/api/vl/remote_write"

region: us-east-2

BIEB W EHFE X Firehose £ 3R M Amazon S3 F# B Fro
2. EiE AWS CDK Fl Lambda {18 , BHEFEMENRE RPEITUTHGS :

npm run build

WHELS R UEERME Go Lambda ZH &34 , H4¥F CDK E&EZE| CloudFormation,
3. EXREE , FEEHEZIHKRAEN IAM B,
4. (WL ) AETUTHSHIAEKRESTESIE,

aws cloudformation list-stacks

B CDK Stack RHE#FFHIETIRSP,

#|Z Amazon CloudWatch i

WME , BELE—PNARLEIX IR lambda B2 |, &7 LAM Amazon CloudWatch Bl i8+Fr 7
#1172 CloudWatch 3E#537%

1. SMF CloudWatch ##|& , LA https://console.aws.amazon.com/cloudwatch/home#metric-
streams:streamsList , REEFRLIZIBFRR.
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https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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2. EEFTEWNIER , IEMEER , BN RIEE A 2 B P IER.

3. % Configuration T , EFEFRENKFIHENIE Firehose,

4. ERERAZEEY CDK 22K Firehose, FEIEIFEH Kinesis Data Firehose it T 153
B IERCHIRIENR. EEF R CdkStack-KinesisFirehoseStreaml123456AB-
samplel234,

g RgERN JSON,

NERRIE-INEEELNER.

%3 Create metric filter ( RIZIERR ) -

( A1 ) ERIE Lambda BEEEVIEARA |, ESME Lambda 25| & HE BRI
KinesisMessageHandler, EFHIZEET M Logs FikT+ , ERIAEA TR ZEFTAL AR
Lambda BAEHI% B .

© N o O

(@ Note
RRAEKFEES 74 , A ST RESERRET R,

MIE , BHVIEFRRIZTEM Amazon CloudWatch f& % E| Amazon Managed Service for Prometheus.
B

B R EEREERRAPERANREIR. AT SRR MNAERE, XFHF LB BRVIERR,.
BEER

1. BEEAUTHSHBR CloudFormation 4% :

cd cdk
cdk destroy

2. MBR Amazon Managed Service for Prometheus T4EX :

aws amp delete-workspace --workspace-id \
‘aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] . .workspaceld' --output text’

3. &JF , fEA Amazon CloudWatch 2l & Ml Bk Amazon CloudWatch 3E#ri.
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Amazon Managed Service for Prometheus FH & 24

TEEAWS REFZE, fFANAWS FF , BAUZRT TN REASHLZEHRBEALNERMHY
BRBAE R OMM LR,

ZERMFHEEE AWS 5TE, REREEXFEHRNENREMNEZIN LTSN

s TRE —AWS IR E AWS EHIEIT AWS RS ERENE, AWS EAZRMITUZ2FEH
IR . ERAWS EMITRIEMURIENITRIEN -2 , BE=AFIHAEHNRZNBIERNZE
E’J’Ex‘i’l’.{o ETHERATIS# Prometheus 1£& BE“E’JAMI'I'MJ AWS B2 RS ITRIXI 51
SEEARZREHAWS iK% 2 BB E R

s THETS-ENRTHESERN AWS BERE, FEEENHMRENR , SFEENERENEBR
., BRATNERURERWEEEN,

ZXEBTE T R ESE A Amazon Managed Service for Prometheus B S A SREHREER, U
T B i A i{A &L Amazon Managed Service for Prometheus ASEMEH Z &M MAEN MY Bir. &
WS A E A HAt AWS BRSS SR A B R R TR EA T Prometheus WL B# R E RS R IRo

FH

» Amazon Managed Service for Prometheus BRI

» Amazon Managed Service for Prometheus B § 3 1 |7 & 12

« 1AM X R R R

» Amazon Managed Service for Prometheus &M 1R IE

» Amazon Managed Service for Prometheus F Y $kiERE

+ Amazon Managed Service for Prometheus Yy E % % 4

+ {#H Amazon Managed Service for Prometheus B RS XA

- EAIEFKER T Prometheus KT 5 £ E RS API A AWS CloudTrail
- REBRSZSK,H IAM AT

+ 3 Amazon Managed Service for Prometheus 5# 0 VPC KinTi R & & A

Amazon Managed Service for Prometheus B #IER S

AWS 2 HEFFER o HEFTFEREATERT Prometheus WIS HIEE RSP HRIFERP, WA
BHRFHR AWS |, ARRIPZTMERNBTHN L IRERZEH AWS Cloud, R REFTNIEEE I ER
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ZHULENABHES, BEAREFMERAN AWS RS NELLEENEETS. BXBERINES
BE , BZABERLENLEE, BXBMNBERIFNES , 1§25 AWS Security Blog £# AWS
Shared Responsibility Model and GDPR & X%,

HFHERPEH , BNBUUERF AWS Ik U HEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENARAF. X , SMNAFPRRBETHIERRAMENNER,
REWEES T AR EIE

s NEBNKFERZESHRIE (MFA)

« AT SSL/TLS 5 AWS #iRBERE. RMNEREA TLS 1.2, BWEA TLS 1.3,

- FAHRE API 1A FEZI B & AWS CloudTrail, Bx{# A CloudTrail IRERIEIR AWS EFIHNEER
ES (AWS CloudTrail BF ) RMEAR CloudTrail o

- £/ AWS MERRAZUREFIRER AL EZEHS AWS BF.

- FASRIEERLRS ( HlI0 Amazon Macie ) , EBBIT A MRIF 767 Amazon S3 FEVBUR
Bz

- MRHBE AWS BEGHTRER AP #THENEELXN FIPS 140-3 BIFMMZER | BER
FIPS in k. BXATAM FIPS inRMESZER |, TS5 (EERFAEELLEFAE (FIPS) 5 140-3
W) https://aws.amazon.com/compliance/fips/o

BIAUBWEY NN EEESIHBER (WETFNEFER 4 ) RARZHBEABAXNEFTR
(WMERFR) ., XTEEEARGE. API HEAEA T Prometheus I S#FEE RS AWS RS
R HEAMARS BT, AWS CLI AWS SDKsTEA TE&MMRZH B HB R X AFER P AN EABIEEHTLE
SATIHRBCH AL, WREENAIBRSFRM URL, BRIENEFREEMULF B EEILFE SRR
UEXY Z AR S5 2R AV iF R o

FH
« Amazon Managed Service for Prometheus W5 i) $k3E
- BAME

Amazon Managed Service for Prometheus W5 K E1E

Amazon Managed Service for Prometheus Y& H 7 BB & I MEMK F FiZ1TH Prometheus RS
25 %1% %F) Amazon Managed Service for Prometheus BiZ1T#6#5, ZBREESRBUTHE :

- EFRE

- BT RAIMDEBENENHE (SEEREX )
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o« BUERE AN B (A BY

E—3H/ IDs RERETEZEFHHIE. XL IDs RE T AIGRNE S HIE, BT EERMES IDs,

FEATF Prometheus WL S#EERFEA () BAXNHFENBTEHITINE. AWS Key Management
Service AWS KMS Amazon Managed Service for Prometheus 13 & 2iX L2240,

(® Note

Amazon Managed Service for Prometheus X0 EEFETEERRZ , ATNERRE. &
< Amazon Managed Service for Prometheus BRIAEANZHAURNAEREECHNEFBE
ERNFANESFEE , BSRBEDNE,

LR BEEER HTTPS B3 MN%, EA T Prometheus I S IEE RS ERNZBEA HTTPS &
PR TAXZB/ERE, AWS

YIRS

RIANBERT , AT Prometheus WIS EERZS S B N RREBESNE , AFEHABENNEZFH
HITHCIRME, AWS

- AWS BEZ4A — EA T Prometheus BIIE 5i# Prometheus & RS F AX L Z4A B R L&
BN THEZRINEIE. EXLiEE. EERFEH AWS BEZH , . TEFREASEABER. B2,
ZEXREAERSESEMITKIE TR A TNERENZ. EXEZEEL , BSH AWS Key
Management Service FF X A RIERHPH AWS BEEZEH,

BABENER TR RIFBRBESBE (HIONMNASHES ) AENEETHNER M, EXEN
BNEFEMBREAMNEEERNZENARR

BB LEREEZTHFXNERETEFEERN !

« BEFIEER4A : Amazon Managed Service for Prometheus X ER IR, HENETENTHE
FREZR , RNBIEXPHEE, BTETUTEELEME , REATURITATES :

o HIE ML K B R EE

- BYF4ER IAM REER R
- BRANZEARARE

« RBINEE
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Amazon Managed Service for Prometheus s
o HN AR
- BIEEABE
- RHEZRAAMIER

BXEZEER , H55H (AWS Key Management Service FF X A RIEF) FHEFIEEH,

EEARREAESEEZHAER AWS BAFH, FRATFEEZHUENTHERXUETLERRNE
A AWS BRZSR (R2FR) .

® Note

Amazon Prometheus B RS AWS A BEZHEFBRABSNE , NE BRI ENEK
o

B, FRAEFEENZHAEE AWSKMS %, BXENNEZEE , S AWS Key
Management Service Eto

BXMEZFEE AWS KMS |, HZHET A= AWS Key Management Service ?

® Note
ERAEFREZAUEN ITHEXTREREA AWS HEWERH#ITEE.

& AT Prometheus B S #EE AR SS A E A *MBH & AWS KMS
Amazon Managed Service for Prometheus EE=f RN T sEFEA T~ EEEH,

LInBIEFERATFIEE R MNEN Amazon Prometheus & RS T/EZAIRT |, & A F Prometheus B9
I 5@ £ E RS &S [ KA 1F 'ﬁﬂ%ﬁﬁ"‘ﬁﬂﬁ_lﬁﬁﬂo CreateGrant AWS KMSH Y $Z AWS KMS
AT EFERT Prometheus BIIE ST E BRSS 14 BB 0K 7 R 9 KMS Z4AMIANRR |, BIE R R EEAR
A (B, FM Amazon EKS %E#F?JT[H)IE’HE%?&EN ) o

Amazon Managed Service for Prometheus FE&RN , TEFEFREBZPFRATUTAIIRE .

« [ &i%DescribeKeyiER , AWS KMS MU IE 612 TEZE A HHINHEFEE KMS ZAREH
W
« [ &i%GenerateDataKeyiEsR AWS KMS L4 B G Z P EEZ A BN BIEZA.
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- MAREFEZEER AWS KMS SUBBIMZNBIEZS , WECSIIATATMBEHNEIE.

FE AT Prometheus W S EE RSN AWS KMS Z4A0IE 7T =B , R EAT Prometheus
PNIDHIEERSAREFERARA, SULLEBELERZARE, A 240 SR ROORIN R 24 89 17
B BR, FEMITIXEIREZRT , BNZ THRXERENER, XTWHEL2SHITEXRANETFEE X,

0 R LUEAT 75 =M BRI AT R AN A 15 BN PR , il Amazon Managed Service for Prometheus 7% 3%
HRBEEFEEZHENZENEARE  tEEEELZZTEXNFTRE XX KRB T ZH5EN R
. RIFBITEXMFBIBRELETR , HETELKKAEX,

/A Warning

- MREEFAZE , REEZHARBEFMBERT Amazon Managed Service for Prometheus 15
EAXPR , MFTTEBHR TEXKE. REDTEXWFHIHEEGLEHRE , HETRESKAE
Ko

B3R E 3 22488 Amazon Managed Service for Prometheus 15 B AR |, &I A5 | THERX
IR H BT R BB BUE.

« MREHE BN, WEZEMIBZREN , HETEXPHBEFKAEX.

SR QEFFREEXNES

BALAMER AWS EEEZE A, H, tIENMHNEFIEERH, AWS KMS APIsR ES @I Rk iR it
EBHNHRNE , BT L4E Amazon Managed Service for Prometheus T/EX A F & —NKk P
o, TR,

BIENHHEFRERH
B (AWS Key Management Service FF X AR IEFM) FEIEXNMTHNESEEZ NSRRI ITERE,

HAREE

FEARBIEHNEFEEEERFHANTR,. SINEFLPREXBASLIARE-IBHXE  HhasH
EEAUEAZAURNMAEAZRANER, SIZERREERNZAN , TUIEEZRAEXR, BXEZE
B, B2 (AWS Key Management Service F R AR IE/M) P EEXNEZESEEZHANIHE,

ERENEFEEZ AT Amazon Managed Service for Prometheus T#HX |, Z4ABE D HA T
AR AP 124E -
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« kms:CreateGrant : AIEFREBHARNMENR, BFIEE KMS BEANEFIHRINR , XAFE
@] Amazon Managed Service for Prometheus B3R RIURE, BEXEZEE , HSH AWS Key
Management Service F7F & A 5 357 0y £ A 121,

X /o iF Amazon Managed Service for Prometheus 1T A TIR4E :
- M GenerateDataKey £ MEZENBEZAHTHER , RABERHAT LA TME,
« A Decrypt FERAFMENMBREZR LR MBHIE.

« kms:DescribeKey : R#tF P REE B IFHME B LAY Amazon Managed Service for
Prometheus ¥iF %47,

AR RE T B Amazon Managed Service for Prometheus 7MY 2R B& 5 A1 7RI

"Statement" : [

{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS" o "M
I
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
1,
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.

"Action" : [

BAME 209


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html

Amazon Managed Service for Prometheus ArfEm

"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
1,
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>
]

s BREXRBPIEENRNESZER , BESH (AWS Key Management Service FF X A RER) o
« BXRFZHAFRHEHEBRNEEZE , 58 (AWS Key Management Service F X A RERE) o

% 2 : 3 Amazon Managed Service for Prometheus I8 E&F B T B2 R4

BIETHEXE , BAES B A KMS 247 ARN RIEEZEFIEE® 4] , Amazon Managed Service for
Prometheus £ A Z 240k N2 TEX 76 EBIE.

S| 3 MEAARS ( 20 Amazon Managed Grafana ) 57 #3&

WERIBUEN - RELEZEFENEMARSH R Amazon Managed Service for Prometheus ##E Rt =
FTEHTR,

MRIFEEMARS L EERZE AWS KMS AR , BT ENEMARS 77 EEW NZHHE, Fla ,
REM# A Amazon Managed Grafana RIEHIE 02 ZHI RN ER , W40 F Amazon Managed
Grafana 17 B Z AKX BR .

ik Amazon Managed Grafana A A5 RIEF B = E 18 H 24

1. % Amazon Managed Grafana T/EX%IF&RH , EFEEEEB 5 E Amazon Managed Service for
Prometheus B THEXK A Fr, XfFERE>* Amazon Managed Grafana TEXHHEE L.,

2. IBTFZENIEXFEAN IAM ABHER. BFAENSN AmazonGrafanaServiceRole-
<unique-id>, #HASLERZABKHTE ARN, BEFEEENSTEFAE AWS KMS #ZH & F
BEE T,

3. EAWSKMS BEFBEXEEAZAIIEKP , EFEELE Amazon Managed Service for
Prometheus TEXFEANEFBXTEERRA, XFTAFARBEFAEERE,

4. HEFRHAFEL , EERNEY,

5. MBHIIRFBIEER EMIERA Amazon Managed Grafana IAM B, BT HEER , LE UK
EMHITER,

6. EFERIR IAM BEFNIZAB/IIRF,
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&8 Amazon Managed Grafana T/EX I £ A LA [A] Amazon Managed Service for Prometheus T4k
XAWHE SAUEZARAPPRINMEMCAFRRAR  FHMAKRS LEHREN ITEX,

Amazon Managed Service for Prometheus 1% £ T3
mEZELETNR—AFENREY , S 8EXBENREMBLETXESR.

AWS KMS A M L T XENHMEELY FHRIENBERIEFLS FHRIENMNER, SEENBRHRE
MiERPIEME LT X , 2FMNELETX AWS KMS HESIMEZLIE. ERZRIE , S4NEHF
RpESHENMNE LT X

Amazon Managed Service for Prometheus % £ T3

EAT Prometheus I S E B RS E AWS KMS FrE B iEEREAEBRN MRS K EhR
fHaws:amp:arn}y , BRIEZ R S#HEFRE T (ARN),

Example

"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"

}

EAINE £ ITE R

FEAXNMHNEFEEZRRMBEN TEXKEN , ZETUAFEAFITHERMAEPFHME L TX
RIRHEFEFREEZANFERRER. NELTXELEREAWS CloudTrail 3 Amazon Logs 4 FREY
CloudWatch HER,

ERMNE E T EHNEFREXBRHAN TR

&R LAE A R AR BN IAM RBER R IEE £ T XA conditions REHIXEHINESEERHAN
E, EEAAERRAERINE LT XK,

Amazon Managed Service for Prometheus &R P EAME £ T XARKEHFIN QKK XA R
FREZANHE, BRARERENATHREEREENMNZE LT3,

Example

LTREARKEIRS , ATRTXREMZE L TXNEFREEZANLRANR, LEREETPHF
HERBRNE/EEMR L TXHME L TXAR,

{
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

},
"Action": "kms:DescribeKey",
"Resource": "*"
.
{
"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}
}

¥ 42 Amazon Managed Service for Prometheus B 11 %% %47

HEEERT Prometheus THEZRINLSHIEERS HEMA AWS KMS B EE AN, B LU
FAWS CloudTrailsf Amazon L CloudWatch ogs kR EE & Prometheus B RSB H KXW E
Ko AWS KMS

J«J\Ta'\1’§IJ;ECreateGrant GenerateDataKey, #DescribeKey4#® KMS #4E AWS CloudTrail
HEHDecrypt , XEBRIERTIRIEERSEA , ik Prometheus 177 BRI E F I E Z4A NI
BE

CreateGrant

LIRER AWS KMS B REERAMZE TEZEAN , EH T Prometheus NI SR EERS S
REBEECreateGrant = NMFHEIEIEER KMS Z4AME R, Amazon Managed Service for
Prometheus SIZHRIVISE TS5 AWS KMS B R EZHARKINRIR,

LR ROIEHIEFET CreateGrant B1E :
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",

"Decrypt",
"DescribeKey"
1,

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"

1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aleddfc@Obce@0dcO00T0000000cObcPa®@00aaatSAMPLE"
},
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"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

HEBNTEZEEA AWS KMS EREEZRRT , EA T Prometheus WL S#EERFS X OIE—
MNE—H 4, BRKEGenerateDataKeyiF R AWS KMS |, EERIRH AWS KMSEFIEEZ
£,

R RBIEHIERT GenerateDataKey B :

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
.
"keySpec": "AES_256",
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RAriEmE

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

EMFEIEX EEREIRRF , Amazon Managed Service for Prometheus 218 M Decrypt &4E ,

LAE A 170 89 D0 22 R B 1 SR 15 R b B2 B3R

AT RAISEHIERT Decrypt B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:10:51Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
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RAriEmE

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"
},
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus £ DescribeKey &4E , RRIEIKFAMXBARERE

ESEHNTEXXBN AWS KMS EFREEZH,
AR RBIEHIER T DescribeKey #B1E .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l"

’

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

216



Amazon Managed Service for Prometheus ArfEm

"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:027Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00dd@db0-0000-0000-ac@0-bOcOOOSAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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TR

UT R REMEXBSEENEZNESER.
« BX AWS Key Management Service EX SN EZEER , 525 (AWS Key Management
Service F R AR IEFE)

s BXLZEREZENEZEE AWS Key Management Service , i5Z 5 (AWS Key Management
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
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"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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B LERALUTER , RS EEE A Amazon Managed Service for Prometheus 1 IAM B A] ¢
BEMNEREE,

£l

« EFELMNIE Amazon Managed Service for Prometheus i {TIR1E

« BFEBINIT iam : PassRole

- BBEAV AWS K 2N A B EIFER Prometheus Y S 5 RS R IR

R FTNIE Amazon Managed Service for Prometheus H 1T /E

MREWRBRETR |, ERETIITEMRIE | W AFER R AVFRITIZIRE,
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X mateojackson IAM AP ZRAFERAEHEHAEETEXREM my-example-widget BRIENIFHAEFE. |
BARMEEN aps:GetWidget RET , X ELUT RAIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKER , LAFER aps: GetWidget BIETHE my-

example-widget &R,
MRBEERE , BHRREHNAWS EER, FHNEBERARRHEREZIEN A,
E LRI IT iam : PassRole

MBEEWE —MEIR |, BEEERINIT iam: PassRole BE , MIMTEFREUA T EGARILRSA
Amazon Managed Service for Prometheus.,

BE AWS S A ERIEAGKRZEAZES K MAREUERFTNERSALIBSAXEE, Ak,
LY MERRABLEIRSHINER.

&N marymajor BV IAM F 2186 A2 & 7 Amazon Managed Service for Prometheus #1117
BER , 2aREUTTRAER. B2, RELTNEERFSACHER FHNRT AT EE, Mary T
EEHACKEERSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , BAEFH Mary B KB L F 1T iam: PassRole #&1E,
MREBETRE  BHRAEHNAWS EER, ZFNEER BRBERZEIEIN A
BB AT AWS K 2 A AP F R KB Prometheus Y S5 RS H IR

FabtlE—1ae  WEEMKFPHAFFEELANARTUERZABRIGRIEHRIR, &7
LEEH#EREY , AURARE, XN TIXHETHRMNRBEIHIEFZH TR (ACLs) KBRS , &RIE
158 P IX L5 SR BE (0] ATV R T 173 (R BB B R A A PR

ETHRESZER , BZRAUATREA :

- E 7 Amazon Managed Service for Prometheus & XX &EIhEE |, 5 Amazon Managed
Service for Prometheus #3115 IAM B &
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- BETHUNMARENSRENERNIGENE AWS K |, BHSE IAM AP EEFR N EEHRE AWS
KPS —1 IAM AP RE 175 EER,

- ETHROMAEE=SRANEHERNIGRINE AWS IKF , E2H IAM AFREETFHEE=4E
HIFRENR. AWS K

- ETHRIMABEE S HRERIEREFREINR , H55 (IAM AFERE) PN AL IS HEIER
AP ( BHBEERIE ) RHETHRNE,

- ETHERAACNETRRNRHATER,FRIZENZS , 25 (AM AFERE) F8 IAM
Y B BRI R

IAM X PR F1 2% B

158 Amazon Managed Service for Prometheus BEMBIEFZERIE, XLEEP L NEFTHRITERERN
THREZRRR |, flaiFEFEXENT AWS BRNT S EERS Prometheus BiiE. U T &7 1F4H
BT WA E A AWS Identity and Access Management (IAM) 1 Amazon Prometheus £ E RS , B
ot $2 E AT DA TR B R IRKR B B RPN RIR. BXEZEE , BZH IAM PR ANR,

Amazon Managed Service for Prometheus X R

E&EFTBEM Amazon Managed Service for Prometheus ##4E, ®REHMEZHBNIIXR |, HSH
Amazon Managed Service for Prometheus ViR, FHRME4E,

R IAM KB

AEBRBETEAUGENE T BITEERKRI RO,

LR 1AM R BEE T3 Amazon Managed Service for Prometheus FIE£ G RIARER | BXEAF X
Amazon EKS EBHEFRXREFNFAEFE.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
naps:*n,
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"eks:DescribeClustex",
"eks:ListClustexrs"

1,

"Resource": "*"

Amazon Managed Service for Prometheus B & # 145 iE

ETHEN AWS BFREERESAMITREER , BSRSAEITREE R AWS RS , REE
BREBMNBHEMA LR, BXENAEE , B3 AWS EAMITH. |

B LAER AWS Artifact FTEE=ZFFitikt. BXEZELR |, BHSHEE AWS Artifact B T £ IR

P =l
P oo

BHEMER AWS RS TN EAMREREHBENBRME, BLTNEAME BIRUAREREREN
RE. BAXREEMEA AWS RFHNERARENESER |, SR AWS B2 XX,

Amazon Managed Service for Prometheus B iR E

AWS£ IRER B ESAWSXFHMATAXHE, AWSKERHUSANEYE LMY BRENTAKX | X
LEUARKBIERK, FHESATRUESHNEGERE—E. MRATAK , SFSLRITMREETH
Xz BT AR RBEBHNARFNRERE. SEANENHSMREFOEMIREHEL |
TRAXKERESHNARAE. RERINTY BE.

Bx AWS XEMAAXNEZFEE , FSH AWSE IRER .

BT AWS 2 EREMIZHEZ S\ , Amazon Managed Service for Prometheus JE 12t Z#pIhAE | LAHBIX
BENBRFERENENER , EXESTHERE.

Amazon Managed Service for Prometheus Y E# ikt %L £ 4

ER —BHEERIRS , Amazon Managed Service for Prometheus % AWS £ E R LR, BX
AWS Z2 RS UK AWS AR EMIZENER |, H3H AWS =&, ERBEMRELZ S K
ESRERIRITEN AWS ]RE | BESH (Z2 M AWS Well-Architected Framework) H 89 Bt 1% 5
&
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IBAILAER AWS & #9 API 8 @ M4 1518 Amazon Managed Service for Prometheus. % F i
PMEHFATAR

- RBEREMDI (TLS ) o BMNERMEH TLS 1.2, BIWUER TLS 1.3,

- EERLAERR (PFS) WHIBEH , Hlin DHE ( et Diffie-Hellman ) 5 ECDHE ( I B4 (& #h
% Diffie-Hellman ) » AZBHINNRRE (W Java7 RESRAE ) XX LER,

{#F Amazon Managed Service for Prometheus B RZ X< AR

& AT Prometheus B IE Lz B BRSE AWS Identity and Access Management £ (IAM) BRSS#85% £
&, RSHEXABR—MMFEEN IAM A€ , ©5 Amazon Managed Service for Prometheus B
X, BREME*<ABE Amazon Managed Service for Prometheus FIE X , HEERESAKREEAHAE
it AWS BRF PR BRI PT AR,

BRSS# o< A & m] ik IR R FA 1% i Amazon Managed Service for Prometheus , BB &R % F 55
A ERFR. Amazon Managed Service for Prometheus EX ERZHEXBEBHWNER , BRIESEE
X, BM{X Amazon Managed Service for Prometheus AI AR AZA®, EXWNRESIFEESERIEHM
PRZERE | T EAXPRRBE T RERT MNEE A E M 1AM 324K,

EAAEM EKS RIMEERR

£ A& A T Prometheus WYL i +E B AR S 1L E W 2F B Sh MBS FRAT
AWSServiceRoleForAmazonPrometheusScraperfRSHx B A TR{LEEWERSNIZE , B
BEEFHRMAEMNRPE. Amazon Managed Service for Prometheus & XX PR , BH{X Amazon
Managed Service for Prometheus AT A A iZ A&,

BRXFERSHERACHEMBSNES , HSRAER IAM IAWS RS , AERBSHAXAGTIHE
THARNERS. ERENEE  EFZRSHRFREABXH,

Amazon Managed Service for Prometheus B iR$58% A @R

&R TF Prometheus #III 5k 3T & AR 55 55 FI AWSServiceRoleForAmazonPrometheusScraper A B 4%
WRNRSHEXAC®ATFERT Prometheus B9 57T E IRSS B IMTEVRR L B #h EKS EFF RIS
FRo

AWSServiceRoleForAmazonPrometheusScraper RS X BREFUTRESRKAAZAE

* SCraper.aps.amazonaws.com
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B A A BNBRER AmazonPrometheusScraperServiceRolePolicy 7t ¥ 3i& F F Prometheus B 5%
REBRFSNEERBRTHATRE

- HBEHFHEUNKEE , LUEETSESEM Amazon EKS £ M4,

« M Amazon EKS & FIEHUEMR , HFEFRE A Amazon Managed Service for Prometheus T/E
X,

BYAEEAYRAS., ARNACURBRSAXAGHNR, AXESER , F5H (AM AFE
) PRSI RBRABNR,

3 Amazon Managed Service for Prometheus 8|2 RSHEXAE

BEEFHNEBESKXEAE, HEBE. HAWS API fFFERTE% EKS HIT Zi# Prometheus 1£&
RE B ERIEEUNESS SRt , AWS CLIEER T Prometheus BT BB RE SN B ERSEXA
B, AWS BEEEZ&HA

/A Important

MREHEEAER LA BTN ERS FERENMRE | LRSS KEKA BT UL IERHN
P, BETHRESER , S0 B FHIA T —IHAS AWS K-,

MBERBRZBSREKAR  RAEEEBXCE , S ERAERREEKFAFEFREA®, X
&5 Amazon EKS 5 Amazon Managed Service for Prometheus €12t & W 25X HIrt , Amazon
Managed Service for Prometheus 2B XN EBIERSHEXAE,

%% Amazon Managed Service for Prometheus I IRZ XA E

& AT Prometheus WL S EERFZFAFERERSHERAE, AWSService
RoleForAmazonPrometheusScraper 8| ZRFXBKABERE , BRLLENALHNEN , BN AR
LMXESI AZAR., BRUNUERA IAM REACER, BXEZER , H25H (AM AFER) &
MiRBRSXEKALE,

fHBx Amazon Managed Service for Prometheus FIRZHEXAE

BT EF T BRZ AWSServiceRoleForAmazonPrometheusScraper A2, LEMIRE AWS EiEie
#E. B AWS API FHAEXEKNAIEEERERREHI8t AWS CLI, EA T Prometheus KIIL B
RERFSLBFERBRHNERRESHEXAE,
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Amazon Managed Service for Prometheus RS #5< A & 2 151 X 15

Amazon Managed Service for Prometheus XFHEFERSTRAXEHRFERARSHEXAR, BXES
BE , B I HHXE,

EAIEFKER T Prometheus BV 52 £ E BRSS AP A AWS
CloudTrail

EHA T Prometheus B D L E RS AWS CloudTrail 5E—M RS ER , ZBRESAEEKAF. At
HAFFTXEMRE. AWS RS CloudTrailf$& A T Prometheus K9 5 Prometheus & RS
WFTE APl A AHRANEHN. HIRWIFASFEERE Amazon Managed Service for Prometheus #

%1 & #98 A FXF Amazon Managed Service for Prometheus AP 2 ERABIRA. FHAKRENEES
CloudTrail , ] AWE @I S Prometheus FEERF K ER, KHERR IP bk, & HiERE
A B8] DA R H At ¥ 415 2.

BIMNEHHATREBESEXRERBFRNAREGR. BOEEABTEHEUTRE !

- BRRFEARAFEILEERAFEIERHMN,

« IERREBNRRK IAM Identity Center A% H,

- BERREAACERKREAFPNGNTLEIEREMN,
- ER2EHHEM AWS RS A,

CloudTrail FEZRIZKF~ AWS K B EZRIK S P4 TENRES , HEEB3 A LLER CloudTrail
SESAFIER, CloudTrail E4AFIEREMTHE 90 RARRKNEBEHNTEE, AJER. 7
THEARAENIER. AWS KIFEXEZEEL , 5% (AWS CloudTrail AF#ER) +H “EH
CloudTrail EHAELIEFEK", BEEEHFILIEFRT CloudTrail WEEMZEA,

BREICFE AWS IKF F & 90 RN EH | FIZBRERS CloudTrail Lake S HIEF .

CloudTrail &

IRER fL¥F CloudTrail Y% B &M £ %) Amazon S3 ZfEfE., ERAGIENFTEIRE AWS BIEEE
B HBESXEGH, BOLUESFER AWS CLISIEE XIFZ XIFRE, BiSIBSXEREE , B
NIETLAHIRK F AWS Xig FFTEES) . REEEXIFRE , W REEFREN AWS X
BAHAIEERNENH, BXBRENEZEER |, H5H (AWS CloudTrail HF#ER) FHREK AWS Ik
PRI REM N AL ERER,
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BYGIRRE , SRR S EERTHNEERSHMN — N EISMEIEREM Amazon S3 1F4E |
B & UKHY Amazon S3 Zf# %t . CloudTrail 3 CloudTrail EMHEZELE , HSHEAWS
CloudTrail Eft. B3 Amazon S3 EMWEER , 55 Amazon S3 EM,

CloudTrail i#’8 S 4= 7

CloudTrail LQ@ ak e AT BEMEHEZTET SQL WEH, CloudTrail Lake fFEFITH
JSON BN IMBESEH4EMN Apache ORC 3, ORC B — T X RIER RHTFEHATHALHIFIR
BHER. BHFEREIE4BEERET , cRETEBINASHSESHERRERNRZENT
ATNEHES. NATSHBEERNERESATEFRES4EEFEX THEER, BX
CloudTrail Lake WEZEE , i5SRAWS CloudTrail 8RR A AWS CloudTrail Lakes

CloudTrail AU HEE#NEANSTERA, CBREHEEIEEMN , BUERERTEHK
BEEOENIET, EMETURE T B E#ESHHNEER , URE4BEFHENRIANZEKRE
i, B> CloudTrail EMMWEZEER , iHSHEAWS CloudTrail 4o

EF T Prometheus M S EE RS B IEESN CloudTrail

EEEAREERANINERIITHEERENEE AWS K/, XEBFHNEFIERIRE. BRIAER
T, CloudTrail iIEZEEEH4,

Amazon Managed Service for Prometheus < f$F7H Amazon Managed Service for Prometheus 1%
HHRREICZATEEN, XL E# Prometheus FEE RSIZFIFHEIRENIIEX | ES T 7w
Prometheus ¥ & AR5 APl 22 CloudTrails
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SEHARRBEMRRAEMNER , BEBAXMERG AP RE, RIENBHATE., ERSHBEN
{58, CloudTrail BEX#HFARLH APl BHNE FHERRE , RLEHFT2RBREMBFEIRF LM,

5] CreateWorkspace :

LAF RIS 7R T 5ERi% CreateWorkspacei®4EH CloudTrail B &% B,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
I
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
I
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
I
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
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"recipientAccountId": "123456789012"

~5l CreateAlertManagerDefinition :

AR RBIE R T 5E R iZ CreateAlertManagerDefinition ##4EH) CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"

}
}
},
"eventTime": "2021-09-23T20:22:43Z",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Iwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
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}I

"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-

trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {
"statusCode": "CREATING"

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

7~ CreateRuleGroupsNamespace :

LU RHIE R T 5E RiZ CreateRuleGroupsNamespace #4/E# CloudTrail B&% 8,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principallId": "EXAMPLE123EXAMPLE123-1234567890616",
": M"arn:aws:sts::123456789012:assumed-role/Admin/admin",

"arn
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",
arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,
"attributes": {

"creationDate": "2021-09-23T20:22:197",

"mfaAuthenticated": "false"
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}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
1,
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {}
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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NERZRS K S HE Pod HHBSFEMS AWS R, BXEZEE , FSHBRSK/H IAM £
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ARSI HY IAM BEEHRNRS AR,

£ Amazon Managed Service for Prometheus ¥ , £ RS A €5 B T &IKREFE Amazon Managed
Service for Prometheus, Prometheus R3585H Grafana fRS5E5 2 B TRINM G B RIEFTEN S
B,

FRFM

AR ENSBRERE RS AWS CLI M1 EKSCTL 8 S 1THR M.
wWERESA®M Amazon EKS 8 iEEUIEFR

EiRBERS AL Amazon Managed Service for Prometheus BEf M Amazon EKS &E& i)
Prometheus RS S5 BEVIEIR , BAMEBEZEEGU T EHNIKF

« iam:CreateRole

* iam:CreatePolicy

« iam:GetRole

« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

RiB RS A LUEEE Amazon Managed Service for Prometheus

1. FEAUTAARGERRN createIRSA-AMPINngest.sh B4,
fF <my_amazon_eks_clustername> B N IBEFHNWEH |, HF
<my_prometheus_namespace> E# R &M Prometheus a5 & 2=,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")

SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
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SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#

# Set up a trust policy designed for a specific combination of K8s service account

and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces
#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"
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]

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
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--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. ERFHAZENNR , BWANTHT.

chmod +x createIRSA-AMPIngest.sh

3. BT WA

RERSKSH 1AM B BLLERIER

ERRSKFIRE IAM A€ (RFAE ) SUEM Amazon Managed Service for Prometheus TEX &
Wit , BXTEFINEBUTHROKS

* iam:CreateRole

* iam:CreatePolicy

* iam:GetRole

+ iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

®IERRS A & LLE I Amazon Managed Service for Prometheus 845 :

1. FEAUTARBIEREN createIRSA-AMPQuery.sh B34,
<my_amazon_eks_clustername> BN EFHMNEF , HIF <my_prometheus_namespace> &
¥R IEH Prometheus 88 ZE[E o

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
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SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

},

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE?}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetlLabels",
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"aps:GetMetricMetadata"
1,

"Resource": "*"

OF

unction getRoleArn() {

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $0OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then

echo ""
else
>&2 echo $OUTPUT
return 1
fi
Create the IAM Role for query with the above trust policy
ERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
hen
#
# Create the IAM role for service account
#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

--policy-document file://PermissionPolicyQuery.json \

--query 'Policy.Arn' --output text)

#
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# Attach the required IAM policies to the IAM role create above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. EMTFHIAMLENNR , FWANLTSHS,

chmod +x createIRSA-AMPQuery.sh
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Prometheus FAAHARTRARMEZEOLE TS (R EEFEANKETRNE ) RKINTHES

&% Amazon Managed Service for Prometheus VPC 3% 17 R #9178

WA LAE R VPC KT 2R BESKRIZHI3T Amazon Managed Service for Prometheus # 0 VPC £ i1
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PromUser AEKHAFEN VPC #E1#£Z] Amazon Managed Service for Prometheus K& & T/EX
MNAE | BB MR THEX,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUsex"
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"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
},
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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¥t Amazon Managed Service for Prometheus %8 i% 3 1T &

HERR
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- BEINESNHERE
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429 i i PR Fl 55 1=

MBEBBBNRLCTUT RAIA 429 iz , N AEHERE BT Amazon Managed Service for
Prometheus $XEREL &,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

MREFBIZEXLCTLAT ROIE 429 iR , WHAEREEREEY Amazon Managed Service for
Prometheus Et&fl , Bl THEXPSERIEMRBEN T,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:
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per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded

MRBEBRCTERAIN 429 &ix , MiKAZRKNER 2T Amazon Managed Service for
Prometheus X5 Prometheus &/ RemoteWrite APl B T EX X EBIBENERER (BUES
) B,

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

MREEBKCTERFIH 400 Hix , MiEAZRKNERSEE Amazon Managed Service for
Prometheus K EZIET R FFIELE, B < t{rILb 3B SE S B (8] R S EL MY F B B, | BS SRR FIRIA
B,

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid _workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1limit: @ global limit: 10000000 actual local limit: 92879)"
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Reason

greater_than_max_sample_age

new-value-for-timestamp

per_metric_series_limit
per_user_series_limit
rate_limited
sample-out-of-order

label_value_too_long

max_label_names_per_series
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B (UABRESHNEN)

BN IEX S S Prometheus AN H it

AP BRIEE ( ABWESHN RN )

B ERNERFTTH

BRHER

MINE

BIMEXFENX
=104

BIMEXFENX
1 : 300

BIMEXENX
1 : 3000

BIMEXENX
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BNEEENX
=54

BINZTENKX
=54

BINZITENX
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W & o

i

iy o iy

7|

7|
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BANIHEZEBPHRK
2 GetSeries GetlLabels
F1 GetMetricMetadata 3%
& Prometheus #J API i
.
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o

FNIEZRSY AT

B H& K RemoteWrite &
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.
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API &1E¥ , APIs 3¥E,
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RARFTH (LGB RE

i) o
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R RER MR R F T
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EHEANTEERZHENE
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o
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Name IAE A 5% BA
1
E
2RI ERFS BAMNEXFNX B EHE /N EEERNENE
15 : 1,200 A A RERT , 8 24 /NatE
fRA SAREN S KFS
o
HHEESEE ( ARRAEN ) BN ENIXE: B QueryMetrics,
95 GetSeries F#Y & A B¢ E3E
Bl GetLabels APls,
BRKD BMNEZEFHX = BERREANZRAERK
1A AN (BAMB HEA ),
A (] B BMNEZEFNX = BNMNITHEXF—PHNA
5 : 30 &/ PEL IR (A
MREHL ),
AN 4A a5 A Z2 (8] TE LXK/ BMNEZEFNX B — NN o & Z=EE X
1 : 1000000 4 XHHTRAKRD (AFT
NEM)
BN TEXHF N BN EZEFNX = BMNTHEXHEAHR
EE . 2,000 /|\ i&o
BNMNITEXHERHK BNMNERENKX = BNMNITHEXHWHZEAEER
15 : 1,000 i W, IEEIH. EIA
FRIERIER R,
BIREESETE 4P HERE BN ERENKX = BREESBENLM4HPH
ﬁi 100 /|\ %kﬁﬁ?&o
BANKFBNXEHN TEXEK BMNEXEFENX = BMNXEW ITEX S A%
725 4 B,
BRSSELET
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& K 3 B BRI B 8

Amazon Managed Service for Prometheus TEX £ Ba RBEENEIFEAEHTHE, MEFEHE
B/, ZRSHEDEMREFIETE  EERXIFIARLT

Amazon Managed Service for Prometheus TEX SREFRAEENT B , FRER :
1. 3 30 P HFIHIEHAERT 500 AR , FEFH—F (S, FHER 350 TN ITEXRE
700 THBE )

2. YEHEET 500 ARG , THEXLHEH 1000 FHEHX (Hln , EHER 2500 FHIHEX
fH3R18 3500 FBRE ) .

Amazon Managed Service for Prometheus 2HEEBRNEE MBI T BEZRE , EEZRNEH,

XEBTFHRAREZNIEABRTRFEZIETR, B2, IRETE 30 28N ITELHN LT EHEE

FMLLEE I T —fEREE 1000 7, WAL HIT R, FBRITHR , Amazon Managed Service for
Prometheus X 7E 1 N 2 510 EEERIZH B IR AR,

(® Note

EERETE SN R/ANEERN 200 7, FEIHFIDT 200 TEHEE TR,
EBRHERIABEH , L0 AERE INEE

7 R 28 i RO EC E

LWIBESRGE S INEB Y BRIAER R YIEF AT , Amazon Managed Service for Prometheus &5
WiABREHNIEXAE, NMRELERDFNAEMNEE | ZRSFEENEHEBRERERNED .
BEEAEEK , TEXEBXEaHNET B,

B, MBTEIREEF LT % 2 /Nt B0 — MBS T — 5 RS 5000 4, WA
RRETTR. P

- MREHHN 142, MEAERN 3000 77, MATLFE 2 MetAMAET BE 6000 7, A2 RET R
- MREHHN 142, MEAERN 5000 77, MATLE 2 MtARAET BEE 12, T2 RETR.
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BRELT R

Amazon Managed Service for Prometheus £iRIEE LW RFFNENTEXWEREHTH R, X
BB TFREIEXNMRE. WRREBEY TRE , fRFEF7E CloudWatch $E#rDiscardedSamplesH &
B ( Hf Erate_limited RE ) . A LAEA CloudWatch ¥R R BHE |, I UABIERER , £
BERERHRENEEREHER. BXEZEL , B35 £/ CloudWatch IEFREIET S EERSH
Prometheus %R,

Amazon Managed Service for Prometheus £ S EFEBEERZIERTR. EALEZL , B
KFEHE NN SEREHRENTHENEER. FEBTHNSEBRTEEEMEAEDHHNERLRE,

BEN—IMEFES  RANFEBTFBR-ITE. IRENFEBAD (BNMNITEXNEIRER ) X
1000000 , AEHW TEXATUE - BDHARN - BN EEFEE, NIREFIHERNEL -,
REWTR , FTERMEMCFK, EMOBEEIFEER

FHBERENREEHEE, IREHENBSERTHEHRARRE A NSVEHcaERN—EHEN
ThE , BERERERARE., MREETHIENEEREH , THERSEER. FEETHNSEKE
THESHBEAKE, BARIRNEEREHSN TEXWBEIERRFIRKIZE, MRFEMNTEXH
BEUREIZE RN 170,000 , MFE M FEERRREH 170,000 M.

WMREN THEXE -V AERE 1,000,000 MEEHEE , ENFEBRSVERNETE. RE , 7
MR EWEE 170,000 Mo , EEZEFH 1,000,000 M ENEARTE. MRRBHTREIR, U
ZBIZENFEERE 6 WHAREIZEARE,

(® Note

BRI BE RN AR#HT. WREF 100 NTATHE , IXETEE 101 MERNIER ,
BABRNEREBLWBIEL , Amazon Managed Service for Prometheus R0 #EZER, R
BEERBRES  WANEERER (FARPMHHARE—BREFER ).

AETFEXBMESHEREARZE , ELFSEERBER, SUTNESHERNEFRENERAXES
g, MREVEERAEETHE , FREARTIRIIZARE, flW , MREERT FHE , L%
FRHEE 170,000 NMEFEHAR, ABFIABYRIOBEHEARDT 170,000 Mot , FHEETREEDR
RBE,

% N 24 Y 3 S BR
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Amazon Managed Service for Prometheus APl &%

Amazon Managed Service for Prometheus 12 H LK API :

1. Amazon Managed Service for Prometheus API — fEBIiX £ API |, & B LABIZEFIEE Amazon
Managed Service for Prometheus T#X , @FHN TEX., BERF. BREESRENL. ANA
WA ZEMBFICFARE. BRUERERTIPHEEESH AWS SDK 51X API R E,

2. 5 Prometheus #%&# APl - Amazon Managed Service for Prometheus 35 Prometheus #%&
B HTTP APl, BIEXL APl , AILMEEENRARR. BaHTIHER. BEMRSITEE
B, AR fEH Prometheus EES ( PromQL ) EWMREBEHEZRE,

AE 2B H T Amazon Managed Service for Prometheus X358 API & EM IR LN,

BXRRY, HRZEM AP EREFHNER , 25 (Amazon Managed Service for Prometheus f 1§
&) #H# Amazon Managed Service for Prometheus IR BELE .

F&
« Amazon Managed Service for Prometheus API

- REEFKEH APIs

Amazon Managed Service for Prometheus API

Amazon Managed Service for Prometheus 12t 8l M43 Amazon Managed Service for
Prometheus TEXHMEX APl #., ERIFERATIAX, MEERF, BREESREN. ANALAHHE
Z= (| Ml H R 12 %M AP,

&> Amazon Managed Service for Prometheus APl B9 4§ & , &5 # Amazon Managed Service
for Prometheus AP 3%,

¥ Amazon Managed Service for Prometheus 5 AWS SDK Bl & &

AWS BT R TEE (SDK ) ERATHWZREAREES. 81 SDK HEMH API, KRB REIM A
ETFRAREBERMBUEERESHE AWS NARF. BXKRESX M SDKMITEX , &
S AWS FFRA GO BATHE AWS EHITHENT A,
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® FERIEGRE

BNEBEWEERATE PEANSFRAEN AWS FXTEGUREAEMFRAIES , HEF
AIBEAREHEN. AWS FATEGNERESHINSENIEUARZEERN.

RAE D KIEH APIs
EA T Prometheus B S E RS X F LT 5 Prometheus RABMIRS . APIs

BXFERA#ESA Prometheus WEZEER |, 55, APIs FRARAEZ KIEH#HITEN APIs

ES]

» CreateAlertManagerAlerts

* DeleteAlertManagerSilence

* GetAlertManagerStatus

+ GetAlertManagerSilence
* GetLabels
» GetMetricMetadata

* GetSeries
» ListAlerts
» ListAlertManagerAlerts

» ListAlertManagerAlertGroups

» ListAlertManagerReceivers

» ListAlertManagerSilences

» ListRules
+ PutAlertManagerSilences

* QueryMetrics
* RemoteWrite

CreateAlertManagerAlerts

CreateAlertManagerAlerts R{EE THEX PO EER,
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BEMH HTTP 3hiA :

POST
E¥ URIs :

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL EHSH :

alerts WRHA , HPFIMHRAR—1EHR. ATRERN RN RH,

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
I
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]
IR

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"labels": {
"alertname": "test-alert"

}I
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"annotations": {

"summary": "this is a test alert used for demo purposes"
1,
"generatorURL": "https://www.amazon.com/"
}
]
5l 2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence MiER—MNEIREFER,
BRE HTTP zhid -

DELETE
EM URIs :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

URL EWZH : &

ROIER

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/

d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

451 W) Rz

DeleteAlertManagerSilence
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatus REBXREREEB[RESHNER.
B HTTP 2513

GET
B URIs :

/workspaces/workspacelId/alertmanager/api/v2/status
URL EHZS¥ : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
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"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-0\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.
"uptime": null,
"versionInfo": null

GetAlertManagerSilence

GetAlertManagerSilence RERAX —NERFRNER,
BME HTTP zhiA -

GET
B URIs :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL EWZH : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f86f973",
"status": {
"state": "active"

1,

"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",

"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels
GetLabels #B4ER RS0t HEF X BARZ,
BN HTTP zhiA :

GET, POST
B URIs :

/workspaces/workspaceld/api/v1l/labels

/workspaces/workspaceld/api/vl/label/label-name/values It URI XX#F GET &

SN
/:Ito

GetlLabels
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URL B :

match[]=<series_selector> EEMNFIEFEFZSH , A TEBREMNPEEFRZLEZHRHFH,
Al ik,

start=<rfc3339 | unix_timestamp> FARTERE, ik,

end=<rfc3339 | unix_timestamp> £RATAEIZ, Tk,

/workspaces/workspaceId/api/vl/labels Y RHBIFER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

/workspaces/workspaceIld/api/v1l/labels B9 R45I0E 5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": "success",
"data": [

__hame__",
"access_mode",

"address",

"alertname",

"alertstate",

"apiservice",

“app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
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"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",

"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/v1l/label/label-name/values K R%5liER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/values K7~ 5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

GetMetricMetadata BFERRBXRYFEEMBIRFHERIEIRN TR, ETREEMEIRE
B,
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BRERNBBEDBIE-—INRAK , HPEIMRR— M ERER  SMEEE N THEIRN S
x® , ERBHRPHNZERERLT.

BEMH HTTP 3hiA :

GET
B URIs :

/workspaces/workspacelId/api/vl/metadata
URL EASH :

limit=<number> EiRE MW & KIEFFE.

metric=<string> Eff THBENEFREN. IRFERENZE , MR RFIEERTEE,

ROIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":
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}

1,

GetSeries
GetSeries BERESHFEMRIELE M EFY5R,
BMH HTTP 1A :

GET, POST
E¥ URIs :

/workspaces/workspaceld/api/vl/series
URL EHAISH :

match[]=<series_selector> EEMNFYERFZSH , FTERERENFY, HMEDRM
— matCh[] %%&o

start=<rfc3339 | unix_timestamp> FFIARTEIE . ATi%

end=<rfc3339 | unix_timestamp> £&RATEZ, ATk

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

R4 W R

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
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Server:

amazon

content-encoding: gzip

{
"status": "success",
"data": [
{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"
},
{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"
I
]
}

GetSeries
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ListAlerts

ListAlerts #FRRTHEXF IR TERSHER,
BMEY HTTP 3hiA :

GET
EM URIs :

/workspaces/workspaceld/api/vl/alerts

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": "success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-l.alert",
"severity": "none"
I
"annotations": {
"message": "message"

}I
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"state": "firing",
"activeAt": "2020-12-01T19:37:25.4295659097",
"value": "1e+00"

]
iy

"errorType": ,

"error":

ListAlertManagerAlerts
ListAlertManagerAlerts REFXITHEXEREERP Y IMANERNER.
AR HTTP 38

GET
EM URIs :

/workspaces/workspaceld/alertmanager/api/v2/alerts

RPIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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{

"annotations": {
"summary": "this is a test alert used for demo purposes"

iy
"endsAt": "2021-10-21T22:07:31.501Z",

"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

}
1,
"startsAt": "2021-10-21T22:02:31.501Z2",
"status": {

"inhibitedBy": [],

"silencedBy": [],

"state": "active"

I
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {

"alertname": "test-alert"

ListAlertManagerAlertGroups
ListAlertManagerAlertGroups BHFEREZITEXBEHREERFERENERATI XK,
BMH HTTP 3h1A :

GET
E¥ URIs :

/workspaces/workspaceId/alertmanager/api/v2/alerts/groups
URL EHWZSH :

active H/RIE. MERN true , WREWIRIIEFNEHR. FMINMENR true. AL
silenced H/RE. WRH true , NREIN SR IIERRER. FMINMEN true, ik
inhibited #7R{E. MMRN true , WEEMNFIRTIFIH A ER. FRINMENR true, ATk
filter FAFRHAE, ATHABRNTERSIR. AL
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receiver FRF&H, EEEYT UMIEERAENRERX, Wik

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"
I
"endsAt": "2021-10-21T22:07:31.501z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T722:02:31.50172",

"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "unprocessed"

}I

ListAlertManagerAlertGroups
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"updatedAt": "2021-10-21T722:02:31.501z",

"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}

ListAlertManagerReceivers
ListAlertManagerReceivers BFRREXEREERTRENERAINEES.
BERE HTTP 3hiA -

GET
EM URIs :

/workspaces/workspaceId/alertmanager/api/v2/receivers
URLEHWZH : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

451 W) RZ

HTTP/1.1 200 0K
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

ListAlertManagerReceivers
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Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences BERZFXREIEXTPHENEREFRNER.
AR HTTP 3hiA

GET
EM URIs :

/workspaces/workspacelId/alertmanager/api/v2/silences

RPIER

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
},
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListRules
ListRules REEX*x TEXFEBHANNES,
BXRE HTTP 3517 :

GET
B URIs :

/workspaces/workspacelId/api/vl/rules

RIE R

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

ListRules
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3},
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
1,
"errorType": "",
"error": ""
}

PutAlertManagerSilences

PutAlertManagerSilences BR{ECIEF N B IRBIRIENI BN EREER.
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BEMH HTTP 3hiA :

POST
EM URIs :

/workspaces/workspaceId/alertmanager/api/v2/silences
URL EHSH

silence RIFEERNITIR, BT :

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
IER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers": [

{

Ilnamell : Iljobll ,
n n

"value":"up",
"isRegex":false,
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"isEqual":true

1,
"startsAt":"2020-07-23T01:05:36+00:00",

"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

50 2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics BRAEIPE R Rk —ER BRI A AV BN S & i),
BEMH HTTP 3hiA :

GET, POST
EM URIs :

/workspaces/workspaceId/api/vl/query It URI i¥{& 2 a8 S A ENRT &,

/workspaces/workspacelId/api/vl/query_range It URI iF{h—EX BB MY BN &,
URL EHASH :

query=<string> Prometheus RIZREHFRHFH, £ query M query_range FEMA,

time=<rfc3339 | unix_timestamp> ( A& ) MREX £/ et B KR EINE#BFEA query ,
o Tk A E
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timeout=<duration> ( Ak ) IF{hEE . BRIAANEL -query.timeout FFEMERN LR, &
query # query_range HfEMA,

start=<rfc3339 | unix_timestamp> MREFEMA query_range EH—ERETESEE , MR
FIRetE .

end=<rfc3339 | unix_timestamp> MREFEH query_range EH— BRI ESEE , WAL
:RNIETE S

step=<duration | float>duration BEXMERHEMT K , HER float W&, NEL
A query_range & —BRNESEENER , F AN THEETHRHEN,

max_samples_processed_warning_threshold=<integer> ( Ali% ) N EAL B E R
(QSP) RBELHE, HERXFLRER , £ AP IR FIRE -KREEHE.

max_samples_processed_error_threshold=<integer>> ( Alit ) HELEBHE B
(QSP) REHIRHRE. BEdLRENETAFEELAERER , HEATKE, ATHLEIEHE
WA

Duration

5 Prometheus &/ APl £ duration E—1ME , FEERUT RNz —

- ms BE®

- s®

« m e

* h/had

d X, RIR—XRIKL R 24 /MEt
whi , RR—BERLERT7X
vy RR—FHER 365K

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS
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X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

451 W) L

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3},
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite
RemoteWrite BIEUFRAER K IFIEFRM Prometheus FREF BB AIZER URL, B , BEEHIER
Fim ( #5130 Prometheus BRS585 ) SR A LR 1E,
AMH HTTP 34 :
POST
B URIs :
/workspaces/workspaceld/api/vl/remote_write
RemoteWrite 298
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URL B :

I

RemoteWrite IENERANB/H 7 TMEER , MAREAR/IN 100 FMER,

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

® Note

BXERIEIEE , ESH https://github.com/prometheus/prometheus/
blob/1c624c58ca9341618be737b4995e22051f5724¢1/prompb/remote.pb.go #L.64 L YN E
HXE o

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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MO EFEA , EALUTFY RSS Ko

TE
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PagerDuty

NI T BT BRAY R S IF

E#H$E AmazonPrometheusCo

L

&R T Prometheus B9
Amazon FEERFEMT
PagerDuty &R X#F , A
S B BN TERE |
HEPRXBERETEROEE
R EBWAARK A, BXE
Z{EE , BZH PagerDuty A
EEREWSS.

LR API RFHIEATA

» DeleteResourcePolicy

» DescribeResourcePolicy

» PutResourcePolicy

ZAmazonPrometheusCo

nsoleFullAccess & IAM %

o

nsoleFullAccessBUER
EEH. aps:Creat
eQuerylLoggingConfi
guration ., aps:Updat
eQuerylLoggingConfi

guration ., aps:Delet
eQuerylLoggingConfi
guration ., aps:Descr
ibeQuerylLoggingCon
figuration MEREFME
ZERMH,

B
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20258 A 15 H

20255 A5 H
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-pagerduty.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-pagerduty.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-pagerduty.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-pagerduty.html
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https://docs.aws.amazon.com/prometheus/latest/APIReference/API_PutResourcePolicy.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-rules-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-rules-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_awsmanpol.html#AmazonPrometheusFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_awsmanpol.html#AmazonPrometheusFullAccess
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceLinkedRolePolicy
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceLinkedRolePolicy
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/obs_accelerator.html
https://docs.aws.amazon.com/prometheus/latest/userguide/obs_accelerator.html
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