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BXREA IAM Identity Center B & N SR HE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BERSBELIZE IAM Identity Center i P BT &%
B SR B B T R 44 b 1k Y B Fe Pk

BXMER IAM Identity Center AP B FZIEE) , HSHAWS &% AFERMFHES AWS FE|]
o

FFERN RS B L HMmA P
1. 7£ IAM Identity Center 7 , SIE—MXRE , ZNREERENAREN R REME,

BXRUHA , HSE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HNARSEE—ME , RAERNZESEE L BFZIHRNE.

BXiiEH , H200 (AWS IAM Identity Center A #5/) F# Add groups.

f12 Amazon Managed Service for Prometheus T/EX

THEXRZTHTE#ENEN Prometheus IERIVIBEZH, THEXIIFBANHRES , ATRNHEE
B, flanERH, S, #HERMBER , UARERHERNERS, SAUEKFNEMNXEHRE -1 RS
S (1

ERBETHEKX , FERUATIREE.

(® Note

EXRGBIEXMNAALETINEZSEFMEER , B2 6|E Amazon Managed Service for
Prometheus THEX,

#1% Amazon Managed Service for Prometheus T4EX

1. $IFEAT Prometheus I S#HFEERSZEFIE , MitR, https:/console.aws.amazon.com/
prometheus/
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2. EIEXFIES , MAFITEXHNBSE

THERXHNERRFEN , BBTERRNIEX, BMXELERHE—N, BNIT/EZRTAESGMN
BEI5IE , BEFfE T/EZ=REFEEH —W IT/EZE |, X T/EZEHERT Promet IDs heus B
Amazon EERFE K.

3. (") E@wAZRARMGRE | HEFERNHAIRL,
ARG, T Key () , MARZHAEN. BELE Value ({B) FRMTHENIREE,

ERMEMRE | FHEXERE Add new tag ( IRIFTFRE ) o
4. EEETIHEX,

ERF2ERTEXFAGERH, XFERSHBZEEANEAN L THEZEARS. ARN,
TEZ2H ID MiwmR URLs FEE

&Y, RESARRANEESIR, FERSENENEBHEREERRIG

i2F URLs 2 RHAL T 2 (iIZBEBEA URL ) MiwR-&if) URL, L& Prometheus RS S5 EL B
NFEREREEAL TEXURERXLERERE , FEEXLE URL,

4 Prometheus 1EHREEE THEX

BREUERA —Fh B ERERAIM A Prometheus R ( EREERX TE1TH Prometheus 3£l ) N&E

B EIEHR , RN HEHE % E Amazon Managed Service for Prometheus # T M KR, KHN
ZanfEE A Helm & B A Prometheus KEESEfI , SFEFREEUM Amazon EKS & E& 7 Amazon
Managed Service for Prometheus T/#EX,

E 7 Amazon EKS AR SRR |, 5l Kubernetes {17 R 1545 , AT LA AT 5% EKS #XiFGH.
BEXREZEE , H23H Amazon EKS AFEREH K AT A+ XiE 4,

B> Amazon Managed Service for Prometheus SREVBIEM E b 5% ( BRENARFIERNGES
Al AMIENR ) WER |, SR EREEE Amazon Managed Service for Prometheus T4EX,

(® Note

REE THEXWIERRIAERE 150 X , AEAFNER, SAUULESR THEZAEENSZK
1095 X ( =% ) RABREH. AXEZER , BTEREELH TFEZE,
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A EB 5 FR 9 15 BA A B T BRI 5 3 H1Z 1T Amazon Managed Service for Prometheus. REZREZ 0]
BT IEX, EARTH , B Amazon EKS & HIREFHH Prometheus RS 88 , FTIRFS =LA
INEL B #E N X E B Amazon Managed Service for Prometheus KiZE R, RNFEEEUT LREH -

- BUIME— Amazon EKS & , #H Prometheus BREEBFHIMNZE B R EIER.
« Amazon EKS & MM Z % Amazon EBS CSI zfE2F ( Helm EXR ) .

o BAMAER Helm CLI 3.0 RE SR,

« BYUHER Linux 2 MacOS it EHRHITUT B D HHSER,

S 1 RMNFN Helm BRE#E
MAUTHSLURNMIEN Helm F#E. EXXEGTHNESFEER |, 5 Helm FHEE,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

182 2 : 6|2 Prometheus fip % 224

BMALLT®T , 7 Prometheus IR ESME T M IRA H8I2 Prometheus T8 & ZE B, prometheus-
agent-namespace B AIREEMIXNin A Z B A o

kubectl create namespace prometheus-agent-namespace

TB®3:RERSZSKFH IAM A&,

EFERAXMRIAE , BEERNIZEIT Prometheus REBH Amazon EKS EEHPH RS K- FERA IAM £
&,

BERESKSH IAM &6 | EALUE IAM B85 Kubernetes BRE MK <BL, ARG, ZRS kS AT LA
RNERZBRSKESEM Pod FHARSFIRME AWS R, BXEZEER , HSRBREKFH IAM A
&,

MREEREEXEAR® | FEREB RERSABM Amazon EKS EEFIEEUES FHIHRAIRER
B, ZHBOPMWHBERER eksctl, BXREZEER |, HSH Amazon Elastic Kubernetes Service
Al -eksctl,

SERA RN Helm BRFMEE 13
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® Note

MRIERE EKS £, EREAH R AWS MFER4PHEERTF Prometheus BYIE 5%
RERS , WEEFEAETH Sigv4, EKS-IAM-ROLE

SR 4 REHF RS 2R IR REUEIR

EL%EFH Prometheus KB HF1E¥r %1% Bl Amazon Managed Service for Prometheus TH#KX | &
BUTHZRRE,

L% # Prometheus {RI2 H 545 &£ B Amazon Managed Service for Prometheus T/EX
1. FRAXAREERLERZ N my_prometheus_values_yaml WX , EFEEUTRE,

« IAM_PROXY_PROMETHEUS_ROLE_ARNE ¥R 7 &£ H &) Bamp-iamproxy-ingest-role £y
ARN, & BRSE A M Amazon EKS E& G EEIER
« WORKSPACE_IDE#: &R T Prometheus FII &L E RS T/EZEAY ID,

e REGIONE#FNEAT Prometheus WIS IEERS THEXHN X,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200

HR 4 REHIRS R H IR BREUER 14
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capacity: 2500
2. HWALT T ILIE Prometheus RS E5.

« f¥ prometheus-chart-name &# &M Prometheus RAXHE 5o
 prometheus-agent-namespace&# &K Prometheus @5 # Z2 B Y & o

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

#51f) Prometheus F§#x

E , EREHENEITEX , BUUNEHRTER, EAENNERTEZR2FEAEN Grafana 2%
MRS RERIENR. EATH , BF 7 HOMEH Amazon Managed Grafana M\ Amazon Managed
Service for Prometheus & 1EFx,

(® Note

ETHRERTIBHIEERSH Prometheus IEFREEAEA T Prometheus B S#h £ E IR S
WEMAE , FSH., APls &1 Prometheus 1ER

ATBRELCEZLET —NTHEX , FEERERERIHESP,

el LAE AR AR Prometheus &ifiE S PromQL X TEH, Bx PromQL RHIBEZNEZER |
B Z 5 Prometheus XHH Querying Prometheus,

Amazon Managed Grafana  —IWt X F R Grafana W EERS , IHWLEFR. F=HISVH
EE, AWS URATFAAE TR 2 7 BE RN RS

Amazon Managed Grafana for Prometheus X ##f£f Amazon Managed Grafana &) TEXFH 15
¥Ro 7£ Amazon Managed Grafana ##|& % , BRI LUET XTI B K Amazon Managed Service for
Prometheus I&F , & Amazon Managed Service for Prometheus T/EX A INR #IEFRIR. Amazon
Managed Grafana & i8] Amazon Managed Service for Prometheus FFEER BRI EITNEE.,
BxM Amazon Managed Grafana #8125 Amazon Managed Service for Prometheus HYE Y ¥ 4015
B8 , 55 Amazon Managed Grafana F FP {5 F R Y1 BA
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#&3& 7] LATE Amazon Managed Grafana A #& & Amazon Managed Service for Prometheus 3k, B>
RESBRERNVIHEE |, HS RN EIRS Amazon Managed Grafana s FFR Grafana £ K.

® Note

MREE R Amazon Managed Grafana TEXEE RN EAFE VPC , M A5HF Amazon
Managed Service for Prometheus TEXE#EZIRE— VPC, BEXEZEER , 55 EFE
VPC Hi#E# 2] Amazon Managed Grafanas
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‘&I Amazon Managed Service for Prometheus T/EX

THEXRLTRATEFMEMER Prometheus IB8/RHZEZH, TEXZEFRANFRES , ATRNXHEE
B GlERH, FH, EHRFBER , UREFRNEBERNERNSE, EUUEKFNSNXERE—NHZ
/|\I1IEIXO

FERARID PSR EMEE Amazon Managed Service for Prometheus TEX,
F

« #J# Amazon Managed Service for Prometheus T/EX

- BEZNIIEZRE

- WEIEZRAZIA

« BFRIEH Amazon Managed Service for Prometheus TEXFMAE LR , 2% ARN
- MiIBR Amazon Managed Service for Prometheus T4EX

£1% Amazon Managed Service for Prometheus T4EX

BERBLUTSEEIZE Amazon Managed Service for Prometheus THEX, &ALk EH AWS CLI
2 Amazon Managed Service for Prometheus 2% &,

(® Note

WMRZIZ1TH = Amazon EKS & | A LAEA AWS Controllers for Kubernetes 22T T
X,

EFEAHGIETEX AWS CLI

1. WAUTHSRLUBIEX, WRHIBIERN my-first-workspace WIERX , BEURFE ,
ALEARMEE (RFEANE ) . TEXINBGRERFEN , ABTFHIRMTEX, %%ﬁ&ﬁz
ERE—H. BAIEZETUNEEHERNGSE , BEFrEIEZRHBEGH —WI(EZEE , XET
YEZE B BiE A T Promet IDs heus B9 Amazon FE&E RS & Ko

(%) EFEALBECH KMS ZANEFEETEZEHRNBEHTNE , AAAEEFEHAN AWS
KMS a8 &kmsKeyArnS 8., BAREA T Prometheus BT B #E B IR SS T < B S UERfE F
EFREZANSGA , BURRFESRENEAHEXHER. AWS Key Management Service
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&> Amazon Managed Service for Prometheus THEXFPHEFEME , HENAQIE, EBNER
LEHECNEEFPREBNESER , BSHABASNE,

BES ([]1) PHSHERTESHE  FTEEGTHERHES

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef] [--
tags Status=Secret,Team=My-Team]

SRR E L THE
« workspaceld Rt THEXHKE— ID, i2 Tk ID,
arn 2L TEXH ARN,

« status BRIEXHHIRES. SIBITEXZE , RSB TEEILENIZE N CREATING,
o kmsKeyArn REATNZIEXBEENEZEFAETH (NMRBEH ),

(® Note

ERAEFEEZACERN THEXTRER AWS KEKRERHITRIG
ERAREREAEFREEZHAER AWS BREH,. FRAFEFREZHAUNEZNITHEXIN
BETEERANER AWS BEZHR (R2BFR )

* tags RIIHTHEXHHFE (WRE ),

MREH create-workspace T HIREIFIRASH CREATING , MM AL TR
WE TEXMAEHER M. my-workspace-idEiftNcreate-workspaced iR EHY
{Eworkspaceld,

aws amp describe-workspace --workspace-id my-workspace-id

% describe-workspace @& X status IR[E ACTIVE B , THEXFATLAER T,

£ Amazon Managed Service for Prometheus &l & 812 TEX

1.

2.
3.

FFEA T Prometheus WL S EE PRSIEHIES , MUk, https://console.aws.amazon.com/
prometheus/

EFANE,

EIEXBED , AR IEXHIAE,

BB THEKX


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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ITHERXRINERREEN , BTRIANIERX, EMEELERHE—N, BNIEZRATLUES
HENHZ , BFfE TEZREMBEEH —WI/EZE , XETHEZEHERTF Promet IDs heus B9
Amazon FEERSZ £ K.

4. (k) EFEALECH KMS BAXNFEETEZRPHKIEFHTME |, B LUEEF ‘BEXM
BIRE” , REEBREFERAN AWS KMS 4 ( REIBRFEH ) o BN THRIT &R FIEFK
FPHRES , talia ASERGENEMZEHAN ARN. R2AEA T Prometheus B B EE
RETFamBfBRERAERFREZANSR B~ E5RBNEAMAINETA. AWS Key

Management Service

A% Amazon Managed Service for Prometheus THEXFHFEMNE , REWMAQIE, EEMER
LECHNEREFREZANESER , BSREBSNE,

(® Note
ERAFEFEETRACRN THEXTRMER AWS HERERITRI
EELEREAEFRERALRE AWS BEEH. EAFEFAEZHUENTHEXRE
TERRNER AWS BEER (R2TR) -

5. (Hit) BR—IISMRERMNETHEX , BEFFNFIRE, K5, £8P, WAREN R
Fho S&AILAFE Value ({B) RN ANE R AREAE

ERMEMRE | FHERERE Add new tag ( RINFFRZ ) .
6. EFNEIEX,

R 2ERTEXFAGERH, XHERSFBZREEANEAN I THEZERS. ARN,
T4z ID MimR URLs EEE.

EITEXEEREZH  ASFERERCE, SERBRERNEDEEREREBFRI

B TFERE URLs AT R (BB A URL ) # E ndpoint-&if] URL, ZH#&fF Prometheus BRSS
HEENFEVZEEANITEXURERIXLERN , FEEXLY URL,

BXRTEERRRE TEXRWEER |, S Prometheus IEMREENE THEX,

AL B THEZE 8]

ERBIAUTAREE THEZM :

BEZN TEZRE S
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. BB EHE USEE LS SRR ED AR, FEER—MH - RS S
MRS | XEFSEEHEN  BBTINEFIERERERES,

B E AR ENIRETEZN BB F RS |, &7 BUF —ANE P SRR i 5 BR %1 9 [ #0180 P =k
Bo Blan , MRENIRLEEIRE T 1,000,000 NESEHEFFIRFIteam=A env=prod , WHRE
ZAREECE N S RIAEFIHEBTZRE , WRABEEREETERAEEFI S 2Z RS, X
¥, HtpilE P RERRRR T2 Z M,

&KX Prometheus FIrEMNEZEER | ESRBEER,
s REREHLUENBEEI/EER P REN X,

BB TEZH

1. FIFEAT Prometheus I BB ERSZEFIES , MR, https:/console.aws.amazon.com/
prometheus/

ENHEELA , EREXEEN  RAEEEMEIEKX,

EETHEXHTHEKX ID,

ERTEXEEEDR,

ERETHEXHAREN , BE “REH BoHiER wE, ABURNENEEHTNREH, &
K} 1095 K (=F ).

6. EFMABUWREERLEURIIRS | WE HREE B9 PEE B, REATHUTRIE

o & 0D

a. ( A[i% ) 7 Defa ult buck et limit R A —ME , SURE THEZE[E H A SUER A B & KJEBN A [E]
FHIHENRS , iTESEMEE RS ER TE A EF 5,

b. BEEMIREER , BHEEZRFIR ST AR R A AT E F5IBR S,

RE , WRENRZEEREANRSRARSNE , REEERIRE,
c. (Hit)ZBENHMIRZE , BTEREMEAFREEAEENENSR,
7. EREME , EERFREFER.

‘YmiE THEZEE BB
BALURETEXKRERENE, EFH AWS CLIERTEXRSE , WM AUTHS,

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"

mE TIEZE B B A 20


https://prometheus.io/docs/concepts/data_model/#data-model
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https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus ArfEm

£ F Amazon Managed Service for Prometheus & & %% T/EX

1. $TFERA T Prometheus WL S ERSIEHI A , Wik, hitps://console.aws.amazon.com/
prometheus/

2. ENHEELS , AEXEER , RELEEMAEITEX,
3. EREREMNIEXMNIEXID, RARERRE,
4. ATHEXBMAFNBE , RELEERT

BEHIER Amazon Managed Service for Prometheus TEX #4115
B, 8% ARN

BATLAE R AWS BB A AWS CLIZE#H Amazon Managed Service for Prometheus TERX #91F
MER.

Console

£ Amazon Managed Service for Prometheus ##lA&&X THEXEFEMER

1. $TFFERTF Prometheus WL S# B RFIEFE , MukHR. hitps:/
console.aws.amazon.com/prometheus/

2. ENHEELS , AEXEER , RELEEMAEITEX,
3. ERITHEXMIEKXID,. XFEFAXRIEXNEFMAEE , 25 :

o HEPRE - TEXKRES (FlEs) ) ERERE T
« ARN - T4EX ARN & /R% ARN T A,
- D-I#KXIDEREIHRKXID T7H,

* URLs— ##|8E 7% URLs TEXHAR , 28 URLs HTEATERINTEXER
HAEH.

® Note
ERIAMER T , URLs AEME IPv4 URLs. St AT BUE AN (IPv4 3 E
IPv6 %% )., URLSENI=R—#H , BFEANRE api.aws 5 , M 2RIAK
amazonaws.com, Hltl , IRAREBRATHE (—NIPv4URL) :

EETR ) oY
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ef56-7890-abl2-example/api/vl/remote_write

RAriEmE

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-

fRATBABIE — XA ( @FEXAIE IPV6 ) , URL AT :

ef56-7890-abl2-example/api/vl/remote_write

EERE

/Ch

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-

Ao TAHRGETF , ERFEHXAN,
AWS CLI

NIfE=REFEHES | FFEHR AWS CL
#X ID,

BHREER., AE EENMRENER.

LTFatEE TEXNIEAER. BAFmy-workspace-idBERANERIFMAESENITEXMNT
XFREAXITERNFAGFE , 8%

aws amp describe-workspace --workspace-id my-workspace-id
« HHEPRA - £ statusCode BHHIRE TEXHIRA ( 20 ACTIVE )
* ARN - % arn BHHIRE TEX ARN,

@ Note

« URLs— AWS CLI jR[ElprometheusEndpoint/@ M+ TEZEE HWEZA URL,

(—NIPv4 URL) :

BIAERT , REAMULR IPv4 ik, 2% 0] AEE R ERREML (IPv4 B IPv6 X

B8 ) Wik |, api.awsM A 2EIAMiL, amazonaws.comfPlil , MRARBFLUTAR
ef56-7890-abl2-example/
ERIEREAEE

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcd1234-

{RAT LB — NI ( BEXNWZEF PV ) , URL AT ¢
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https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-ef56-7890-
abl2-example/

B e LA BB AR N/api/vl/remote_writesk/api/vl/query , URLs JT{EX
REZEBEANER,

ffl B Amazon Managed Service for Prometheus T4EX

I RR TAEX MR E SREREI K PRV BE.

(® Note

MBRER T Prometheus #YIL T #h FEE RS THEX T < BEIMIER AWS £ EEEHEUE#R 3 5%
HEZITHEXHNEERSERS. BXEZER , B5H ERMNB RNMER.

EfEAMIBR TEX AWS CLI

FEAUTHS :
aws amp delete-workspace --workspace-id my-workspace-id

{# A Amazon Managed Service for Prometheus #2%|& Ml Bk T #X

1. fIFEATF Prometheus I S#HFEERFEFIE , MR, https:/console.aws.amazon.com/
prometheus/

2. EMEELA  EEEHERR, AREEMAEIEKX,
ERERBRIERNIEX ID, REEEMER.
EHRIAMES |, i A delete , AEIEFMIER.

HBR THEX 23
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Y4

T FrZELE| Amazon Managed Service for Prometheus T

X

S IFHEFR R ENE] Amazon Managed Service for Prometheus T/EX | ARG F HEXTIX L fE 4Rt 1T &
WHREHEIR, Ao NEOAREFEFRENREIEKX,

(® Note

BEE THEXMIERRRIATMRE 150 X , A Bz, BTN IEEZEEENZEK
1095 X ( =% ) X ARREH, BEXEZELE , BSREELN TEZHE,

BTG E A LU S PR ERELE] Amazon Managed Service for Prometheus TEX

- EF AWS EEWER — EA T Prometheus WIS EERFRM T —IZE2RE. TREHM
IR oA Bz MBI D Elastic Kubernetes Service (Amazon EKS) S8 T EUE SR, HMEL
2 B3 M5 Prometheus # A 1 if = R IREUEHR,.

- FREFRERES - EUUBIZSRARNEEECHKER. REANAMNESRRELZRRECH
Prometheus =4l , ERBENX Ti21T , HEMEH Distro KMo AWS OpenTelemetryA T Z85-1¥ 4
NRTXENE,

WL B8 A Prometheus ILBE AIhEE , FFE#RAIEE| Amazon Managed Service for
Prometheus, A LAEFA Prometheus IR EATIREELRBCHNARER |, FEREZERE
#| Amazon Managed Service for Prometheus, BXEBEFERAZEEANEZEMES , BSH
Prometheus X#4# # remote_write,

F&
- A AWS FHERERREUER
- ERRERES

£/ AWS FEE ISR REUE IR

Amazon Managed Service for Prometheus K% I {5 A 226l 2 4532 B Amazon Elastic Kubernetes
Service ( Amazon EKS ) EEH Kubernetes &8, Kubernetes S8 LA K £ Amazon EKS FIz{THF
ZNAEFS B S HEEBRUMHIEZS Prometheus FIHTEVR F 1A,

AWS B ERS 24
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® Note
Amazon EKS FEE8H N FF API fRS588kube-controller-managerkube-schedulerig
¥r, EEFRMIER. £ Kubernetes MEFEITHFSHMBEARNMARFBREETE
Prometheus &AM ER. BXxBABHIZRN S HERNTIEK , 1§SH Prometheus X4 H Y
Exporters and integrations,

Amazon Prometheus EERFREZTLEE. ETERENIEESERWES , TEIRAFNRRE
Prometheus &AM IENR. BETFEE. T, BiIREFRE/MEFEF. Amazon Managed Service
for Prometheus 588 N &K Amazon EKS £# IR A%E, RE. SETHA. TExIT BHIEHR
£&. HEAT Prometheus WIS EERFHEERESATSL S EKS £EREFER , FEMN
Fargate, EC2

Amazon Managed Service for Prometheus 22 N E I EIMEEF N EEEN SN FMNoIZE—1
HMEMEED (ENl) , WESRBEIXLEERMEUER ENIs , AEEA VPC KinT R HIEH
iZremote_writeZElE A F Prometheus W S# T E RS THEZE, BN KEXEFL2ELARE
BAW _EfE 5,

DR EBRM T BXWMAEEH Amazon EKS 8 H £ Amazon Managed Service for Prometheus
WEBRUR IR ENERNESE R,

31
- EH AWS EEWESS
« 5 Prometheus AR IEIRE BLE ?

A AWS £TE I EERS

E A Amazon Managed Service for Prometheus IN588 , BAMBIE—MIERER , AT AIME
BUEHY Amazon EKS &Y IE#R.

o WA LAE B Amazon EKS EEW NI ERCIZIEEF. BX 82 Amazon EKS £ ( ZIELIEM
WEF ) WEZEER |, H5 (Amazon EKS AF#EmE) FHEIE Amazon EKS $£5,

o BOLAEA AWS API URESREEZBCHWITERTE | thoJLAEA. AWS CLI

Amazon Managed Service for Prometheus Y& 28 2 MBS Prometheus &AM ER. X5
Prometheus AW EIRNEZELR , B3 W5 Prometheus AR IEIRE ML 2 , Amazon EKS £
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https://prometheus.io/docs/instrumenting/exporters/
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
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B NTF API BRS39S #R. Kubernetes iXZAR1. 28 E B RASHY Amazon EKS & th &N F MV
¥ro kube-scheduler kube-controller-managerBXEZELR , S5 Amazon EKS A F#g
M H Prometheus #& = IREVE $I F EH R B B4R

(® Note

MEBPIMEIER TR EMKREART. REXEREINTEZ —REESN /metrics i
R, NRHIERHITES (SINER gzip ) , NTED BMEM L LARMOEE, maHRE
X—R , BORTREERNARFIE, BLEERINERA gzip E4,

LTEBN AR, EEMEEMRER.
£}

- BIEMEEF

- Ei& Amazon EKS £ #

o ERAMMERIMEEF

- MEEFEE

« BEEMEEFEE &

o JENEE 7 PR &

BIEHEAE P

Amazon Managed Service for Prometheus Y& 88 —MIEEFALK , AT KU AUKE Amazon
EKS £8F #3845, Amazon Managed Service for Prometheus N EEEMEEF , HIEREFTEMN
A R%E. T2MNATREYE , TRL8TEREMRM. REFIMEERF.

B=MIEERLGEET)

o LHBBET D EKS #2454 612 Amazon EKS 8 H % EFF 5 Prometheus 18FrT , RES B3R
EEENMIMITE,

o BT LA Amazon EKS BHIA NN EEHVENETE, £ Amazon EKS #2455 HITHEE , AR
£ AMEM EIM< L, R N MIMEES,

EXTHEENEZFMEE , H3 Amaz on EKS AFIEREHRMITE Prometheus 38¥x.
- IBTTLAER AWS API . 82 HMEL T & AWS CLl,
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LTSRN IXEETHIT T MR,

BIEE R CHIMTEREFRBU TN EREY

« BWAFEIZE T Amazon EKS £,

« W Amazon EKS B ER IR FEHIRENTEIELR. EAASELENLEFIHRE ,
B4 BELR T,

« Amazon EKS E£&FEMIT 5% VPC X3 B DNS,

(® Note

EFTETE Amazon BFEH ( ARN ) SHIEEEMXE, WEBKR—NER  AEpE—A
FAHMOFER  FERTEFRER ARN, Eit , ST R S E RN, iR
EERRERE ST,

AWS API
fEF AWS API BIZHTERE

£/ CreateScraper API IR{EER AP AWS | BIZ2HMENT B, T RHIE us-west-2 XigiH
BIRIEEF. ZFENIEZE AWS K/, £ M Amazon EKS £EREEBRNBECHNER
IDs , A THERNEE,

® Note

ZRANMFRNRENFTEZEEHNZTEAN M,
BYFEEDHNTARFEDBERNFM,

scrapeConfiguration @ —NXH base64 {HwiBH Prometheus B YAML XX #, &R UES
GetDefaultScraperConfiguration API B#ETHBEAEE., BX scrapeConfiguration

POST /scrapers HTTP/1.1
Content-Length: 415
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Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

iy
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

}

AWS CLI
£/ AWS CLISIZHIENRE =

B AWS CLIfEA create-scraper i OIEMEESE. T RHIE us-west-2 Xig Al HMER
BF, SEENIEZEE AWS K, 22 M Amazon EKS £EEE SR NECHIEER IDs , HiE
A TFIMESENEE.,

(@ Note

ZEENMFPNRENFMEESEHNZTEAM TN,
BYFEEDHNTARFEDBERNFM,

scrape-configuration @ —/ R base64 B Prometheus BLE YAML X #, &R LAfEH

get-default-scraper-configuration S TEBEABE., BX scrape-configuration
BIANEZEER , BSRAINIBEFLE.
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aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

LT R2ETLUE AWS APl —E2FERANIMEEFRIENTESIX

£/ CreateScraper API 4RI Z MR

£/ ListScrapers API 451 H S IB W IMEE .

£ F UpdateScraperAP| IREEFHMENE MBI A, BB B Wit

{# /A DeleteScraper AP| 2 VERI BRIMEE o

&3 DescribeScraper APl {EFREVE R IMEEFHNEZSIFHE S

« @3 GetDefaultScraperConfiguration API R /EFREUNENIE FF Y B R Bl iE

(® Note

DTFREHELA Amazon EKS £ & EliE 7 /2 1F Amazon Managed Service for Prometheus
lﬁllﬂ XEEEIR. T —NEBN B {IE B L

Bk igiE

EEBEKFREPORINMINTE , MEEMFWREREIRE Amazon EKS S8 5EM T Prometheus #Y
@t ERSBERVTARNKSF , BEARTIR,

Flan | HEEFENKFE |, F—NRIKFaccount_id_sourcefZF Amazon EKS , =/ B#rKF
5= Amazon Prometheus & RS T#EXaccount_id_targetPrERIK,

EEK/IREFQZMIMITE

1. EEREKPH  BlE—/NAfarn:aws:iam: :account_id_source:role/SourceHRMUT
EERE,
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"Effect": "Allow",

"Principal": {

"Service": [
"scraper.aps.amazonaws.com"

]

1,

"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {

"aws:SourceArn": "scraper_ARN"
},
"StringEquals": {

"AWS :SourceAccount": "account_id"
}

2. TEJR ( Amazon EKS £8 ) MB#r (EA T Prometheus W L2 E RS T/EZER ) WERA
&L, BEEQE —Narn:aws:iam: :account_id_target:role/TargetBBHFMUT
BENRIVEEEE. AmazonPrometheusRemoteWriteAccess

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_id_source:role/Source

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "scraper_ARN"

3. ffM--role-configurationEMeIEEI],

aws amp create-scraper \
--source eksConfiguration="{clusterArn="arn:aws:eks:us-west-2:account-
id_source:cluster/xarw, subnetIds=[subnet-subnet-id]}" \

EREE NSRS
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--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn="'arn:aws:aps:us-west-2:account-
id_target:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account-id_source:role/
Source", "targetRoleArn":"arn:aws:iam::account-id_target:role/Target"}'

4. WIFRIRA IR,

aws amp list-scrapers
{
"scrapers": [
{

"scraperId": "scraper-id",

arn": "arn:aws:aps:us-west-2:account_id_source:scraper/scraper-id",
"roleArn": "arn:aws:iam::account_id_source:role/aws-service-role/
scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraperInternal_cc319052-41a3-4",
"status": {
"statusCode": "ACTIVE"
},
"createdAt": "2024-10-29T16:37:58.789000+00:00",
"lastModifiedAt": "2024-10-29T16:55:17.085000+00:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account_id_source:cluster/
xarw'",
"securityGroupIds": [
"sg-security-group-id",
"sg-security-group-id"
1,
"subnetIds": [
"subnet-subnet_id"

},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-
west-2:account_id_target:workspace/ws-workspace-id"

}
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}

£ RoleConfiguration AR X £ & 2 A Y]k

BB E RO RESERACMAIE2EAER T Prometheus B9 Amazon FEE RS TEXRT |, &40
¥iUpdateScraper 2 —NSHEESHERNIK N ITEZE , MFR. RoleConflguratlon
RoleConfigurationRoleConfigurationfFMIMEEEH B , HEFEASKRSEXNALE,

LRESTEEEHBENK A ER TR H BB EHEFHIFRoleConfiguration , B XIR M

RoleConfiguration on UpdateScraper.,

NEREFRERPN TEZ R QMG

EQENEIE  UEFAZESREERAGERERNZIERT Prometheus By Amazon B RS T
X, iﬁﬁﬁﬂ%;ﬁ%ﬂ B#r&B--role-configurationi& BN E —NIKF,

aws amp create-scraper \
--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-id:cluster/
xarw,subnetIds=[subnet-subnet_id]}" \
--scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"\
--role-configuration '{"sourceRoleArn":"arn:aws:iam::account_id:role/Source",
"targetRoleArn":"arn:aws:iam::account_id:role/Target"}"'

BIZHMELES BT B9 & 45 iR

AR B2 ol 2 F M E e it & 5 LAY | &

. FRE AWS RiETFEE. EENETLH. FMH Amazon EKS EB AT IFE,

o IP#UZEE AR, EE A CreateScraper APl BN FRAMSAELE—NT]HH IP H#bil,
Bl Amazon EKS &£ &

IR Amazon EKS SEBELE N A FIMEREF G EMR. LWEEEHR LM
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- f£f Amazon EKS 171815k B B 3112 Amazon Managed Service for Prometheus WSS XT S 241015
(7] A PR o

« FZEE Amazon EKS £ , UEHTREBRIEL

TR EBFRBNETHITIEANE,

& Amazon EKS & £ A 1 8] 5 B 3t 1T HEES 177 (8]

£ Amazon EKS B8k B 21k Amazon Managed Service for Prometheus M & R HITENIS AR Y &
&1 75 5%,

ATFIEEHEA Amazon EKS £ EB N X3 APl BHRIE, £EEEMRITERXNSTIRE N API
X API_AND_CONFIG_MAP, X TAI7E Amazon EKS ##H| 5 EFFAELEMNLTREBLENFLESE,
BXEZEER , 55 (Amazon EKS AFER) FMXE IAM A=A S 17 F Amazon EKS £
E#9 Kubernetes XJ %

BRI BEHNREIRER < /5 eI 2 EER

- BIEREFN - BRI LIFEET Amazon EKS #2155 612 Amazon EKS SEEELE MG RIXR ( RR
WEHBEBRENEF —BoNIMEES ) , RENFEFCIEHRIZKEXKE , £ Amazon Managed Service
for Prometheus BE# 15 [0 £ BB 47

- FO@ SIEER BRI — MREM Amazon EKS EBELEFE , INEHARIEERIR
IE NAPIS{API_AND_CONFIG_MAP , # B&&Eid&E A T Prometheus WL S#EE RS API 5 CLI
=B Amazon E KS #2§I & 6 2 M EAMEES #4821 H Sl Z EWAY G R 3 A KE | B MEES
AR EBHER,

E IR TR B R

LRI B ELRE H ik Amazon Managed Service for Prometheus &4 KA B KA , ERER
LTREE, BXBHEEZENESZESR |, 521 (Amazon EKS BF#Em) B IAM e AF

[A] Kubernetes.

"rules": [

{
"effect": "allow",
"apiGroups": [

]I
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"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",

"pods",
"ingresses",
"configmaps"

1,

"verbs": [
"get",
"list",
"watch"

]

I
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
I
{

"effect": "allow",
"apiGroups": [
"metrics.eks.amazonaws.com

]I

"resources": [
"kcm/metrics",

"ksh/metrics"
1,
"verbs": [

Ilgetll
]
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},
{
"effect": "allow",
"nonResourceURLs": [
"/metrics"
1,
"verbs": [
nget"
]
}

FEE Amazon EKS LAt 1T HITELES 17 [R)

MREEERMEH aws-auth ConfigMap KIEHIXS kubernetes E£EH R , BAA T LLLE Amazon
Managed Service for Prometheus JMEXES 5 MRV IEFR. AT HBIF X F Amazon Managed Service
for Prometheus M#&EY Amazon EKS & & HTEUEFR.

(® Note

BX ConfigMap MiAFRIFZEMESZEE , 555 (Amazon EKS AAFIER) PR IAM
A% A G Kubernetes.

HE R Akubectl ] AWS CLl, BX%%E kubectl WEEER |, 53 (Amazon EKS AFIERE) &
1 Z % kubectl,

FHEE Amazon EKS S5 L 1T E FEARHTEL

1. FEALUTXABERZN clusterrole-binding.yml BIX# :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", '"configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
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resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

- apiGroups: ["metrics.eks.amazonaws.com"]
resources: ["kcm/metrics", "ksh/metrics"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding
subjects:
- kind: User

name: aps-collector-user

apiGroup: rbac.authorization.k8s.io

roleRef:

kind: ClusterRole

name: aps-collector-role

apiGroup: rbac.authorization.k8s.io

2. HEEBRDEITUTHT.

kubectl apply -f clusterrole-binding.yml

XFCIRERARHENMMAN, tREER aps-collector-role EABREH , £/ aps-
collector-user ENAF &,

3. UTHtHEREEXRTAE ID WSS Bscraper-id, XR2EFER E—FhimSoIZEN
MEREFF

aws amp describe-scraper --scraper-id scraper-id

4. M describe-scraper WERFHKE roleArn, HEFEXM TR :

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS ER it ARN XAFEIMNIEN, BATEEREIM ARN KR , LEET—FSHE
B, EHRTHRBUTCER LA THES :
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arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

Hlan |tk ARN :

arn:aws:iam::111122223333:r0le/aws-service-role/scraper.aps.amazonaws.com/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

arn:aws:iam::111122223333:role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. FRALE—SHEITM roleArn AREHEREHMMNXE , EERFIZTUTHS

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

X AFMERF#EREE clusterrole-binding. yml X4FEIBH AN A5 E£E,

B35 A BRATENAR /7

BRI LAE A AWS API 551 AWS CLI H & 0K F= o B9 HTUER 2% Z0RF EL M BR

@ Note

BERAREERNZ AWS CLI 2 SDK HERHTRA. SFRANERUEEFAISTRNINGE , UKk
RE&EH, REF , LALUERA AWS Cloudshell , ERTLLBEZHIRHIAL 2 up-to-datefi S T4

N o

B HEKF PN EIEIERF , i A ListScrapers APl B4,

oE , fEA AWS CLI, &¥T :

aws amp list-scrapers

ListScrapers REZK - FRMMEIMEER , flm
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"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
.
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3,
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

I
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

EMRRIMENER , BfEA ListScrapers BREERER BRWIMTEEFH scraperld , AEFER
DeleteScraper VER E Bk,

®¥E , fEA AWS CLI, #&#T :
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aws amp delete-scraper --scraper-id scraperId

HIUEN AR - B 1B

&R LAE A FRE Prometheus RYHENGE 7 B B SR I2 & HUENE FF a0 UMUK SR $E#R . BN , BT A X
RERAEI TEXNREER, SEAUERAERFCRISEEERNIRE, INEFEER -1
YAML X ¥, RITEEFE X —Eo o

SIEMNIMEEFE , @FBEIE AP BAPRME base64 wBH YAML XH4REEEE., BAUE
Amazon Managed Service for Prometheus API Hi&i¥ GetDefaultScraperConfiguration #

T e R E XX,

EERERNEE , JEfEAZUpdateScraperi®fe, MREFEEMIBIRAIRIR ( flan , EHBIFR
E# Amazon EKS £& ) , MAZMRMIMTE , REEAHMBRERIRE.

XBHEE

BXRIEEGEEERXNER , SIETRENFHAHN , FSH Prometheus X B Configuration,
2 REEETMN <scrape_config> TR T &F A%,

BT Amazon EKS B2l —ZXHFNRS , it —ZZEHFNRSAINEE ( <*_sd_config>) 2

<kubernetes_sd_config>,
XENRES TR TEIR

+ <global>

» <scrape_config>

« <static_config>

* <relabel_config>

* <metric_relabel_configs>

» <kubernetes_sd_config>

XLEER D B R B S E R PIEIE X2 .
B B A

LA —IMEREFER 30 MHY YAML BLB XX R Hl. HRHIBIER kube API BRSERIEFRMIZIF , kube-
controller-manager A& X% kube-scheduler IE#rHI . BXEZEE. , 2 Amazon EKS AAF 15
B Prometheus & IREVE HI F H R B 1845
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global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
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- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?)(\\:\\d+)?
replacement: $1:10249
# Scheduler metrics
- job_name: 'ksh-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/vl1l/ksh/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
# Controller Manager metrics
- job_name: 'kcm-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/vl/kcm/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
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TR AWS fEEWRERSENRE

- MENEFR : MEFEFECE T A MEE B E R /T 30 B,
« B¥r: AT static_config FEVBHRIETER IP i,

« DNS #@##7 - EE#HRBFMEx , WEEFRK —R5HRSEE B2 Kubernetes api BRS538
kubernetes.default.svc, FIBEMITENZHRLIET IP thutigE,

s B - MRTEERN , NEK, MREFE | NRNMSAZ Bearer , HEMIIERNXH /var/
run/secrets/kubernetes.io/serviceaccount/token, ¥AFR , MBFEH , TBAIH 4
TANTFRR -

authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

® Note
type: Bearer 2ERIAE , Rt ATLAEEE,

PEEHEVE B & B3

Amazon Managed Service for Prometheus Y85 7] B 31 A I MIMEUEIR. B2 , HBTE Amazon
Managed Service for Prometheus TEX R E T EIFAHARIEFPRAT |, A HEE R B ?

/A Important

HIAEH) Amazon EKS £ E B BB HRMNERE, BEXEZEELE |, 5 Amazon EKS B F
R ERELERIET 2o

up MR- ERMNIE, XF Amazon Managed Service for Prometheus WSS XMW ENHR |
CHEAS B RHIIENR. IERE=FRA |, TS RES N L EN R B#THE,
« up FEFE - MREMNFLIEE up B, URTKER KT ZIHR.

MBELHERIFE , WKESTRELTER I ZH/NERE S,
- BUREEERENEBEE, X— &I relabel_configigEEBRE,
- role AT ARIMAIBEFEM B,
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« Amazon EKS & E MK Amazon VPC AIgEAR/S A DNS , X FEURESRTER B L IRT =,

c Up FE ,BRANO- MR up FE ,BR O, WRTRUWESREBELANHR , BERAIEMNE
Prometheus &AM IE%r.

EXHERT , BUUEREERNHERER curl 5. BUURITEFAEERBLER , flERAN
P (http = https ) . WRFWO. FETUREIRIZBTUAEREN 200 M T , HiE&
fi& Prometheus #x. &5 , MBI EXFRERTFIFHRRAKR D, (BX AWS EEWRESRNRE
BSREAUTHD. )

s up FEBEARTFO-WMR up FEEKT 0, MRTERFKIXE Amazon Managed Service for

Prometheus,

K EIRTE Amazon Managed Service for Prometheus ( S&H & A& E4R , 4]0 Amazon
Managed Grafana ) PEHRWIEIRERRER, BULBEXER curl REE /metrics wRH
WIMBAKIE, CERELRTEEEIHMES , SINSMEEFNIRSIBE, B UER
count(up) , BIKRE up ERITTERREEEMENEIRG RN BE,

HIUERAE Fr PR %1

Amazon Managed Service for Prometheus 12 £ X ENIEREF LB R,
- Xi3 : & EKS £&, HEMEFEF M Amazon Managed Service for Prometheus TEX 24514 %p
ﬁi?lﬁl_/l\ AWS Izﬁjzo

- IkF : S8 EKS £8, KEMEFEF M Amazon Managed Service for Prometheus TEX 24514 %p
1_\413:@_4\ AWS )ﬂKFo

- WK SMXEENKFHRZ A EE 10  Amazon Managed Service for Prometheus HTEUE
Fo

® Note
A LUBN SR NECER | R I2 S bk R A

« IEFRIEAL : REMEM[— /metrics WwRFRMNIMALE X FrEET 50 KFF (MB) o
- FMEBEFNRR | —NMIEEFRZ TSI 3 T /metrics R
- HEREIFR : HMEUE FEETTEFIMEEREEN M 30 B,
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5 Prometheus 3RB M ISFrE HiLL ?

ENRH N FAREFMEMIZREFIE Prometheus 3845 , LAfETE Amazon Managed Service for
Prometheus FR{EA , 1AM E Prometheus AR /metrics i KPR LFFE Prometheus
FREMIER. BAUXRBSHIER , ERXXEM. Kubernetes ( ‘B3 Amazon EKS ) R1F% H
FE IR SS B K iEiX L i5 R,

£ Amazon EKS FHEHRS H El5 Prometheus BN REY , AT BLiE Amazon Managed Service
for Prometheus W & 88 B 31 MBUX LR,

BXEZEERE , BSAUTER :

o BXRFIEFRS HA Prometheus BRI EEFNRSZSHWEZER |, ESH Prometheus X4 Y
Exporters and integrations.,

- BXMNBEHNREH S H Prometheus REEIRNEZE LR , S Prometheus XA HY Writing
exporterso

- BXRWMAi&E Amazon Managed Service for Prometheus W25 B3I M Amazon EKS & FHTHL
ENEZER , BSHAEA AWS RE NSRS,

EFREWRESR

ATIEUTHXER  BYRELBSHWRERRKEA Prometheus IZEE AFIEIRKIEE Amazon
Managed Service for Prometheus , M\ EREEIE.

L& E B C W UK EE RS M Amazon Managed Service for Prometheus &£ 1E¥rA , BERERFEC
WERHBEREIRIEHZENTHAEER,

REBEFREVREHFHERUT —HIE

« AWS Distro for OpenTelemetry (ADOT) — ADOT 2—1MNE2E X, Z2. JATEFNFRK
TR, ERRERME T WEEIEHR OpenTelemetry B IhaE, EAILAER ADOT WEREHRHFERIEE
Amazon Managed Service for Prometheus T4#EX., B3 ADOT Collector WEZ{EE. , FZHAWS
K1ThR. OpenTelemetry

« Prometheus X : &A[LL&E B S W FF IR Prometheus IREEFKHI ( ERRIBETT ) , LAREIEHR
HIFEH# % B Amazon Managed Service for Prometheus T/EX,

LTEBNANAFEAZFHEHTE  ASREXRRELEHSRERN—REE.

5 Prometheus %A #IE#HR v


https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://aws.amazon.com/otel/
https://aws.amazon.com/otel/
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F&

o RIFERA R

 {#/ AWS Distro OpenTelemetry &1y Wi =R

- {# 8 Prometheus SEHI4E R WSS

« 1®E Amazon Managed Service for Prometheus SAZREXS 7] B 4 EU4E

R FEFRRYEREY
Amazon Managed Service for Prometheus 12t 7 &5 Bi &R P 1EFR R EREY 15 5%
& AWS PrivateLink Egi& A F Prometheus FI Y B#h i B RR S

FHHEFRFRELEI Amazon Prometheus T ERFSHMERETABE N H BB ML EHT R5HK , BATHL
BN VPC KixT 2B, AWS PrivateLinkfH AWS PrivateLink AT 4Rk B R NS FHREE AWS
MEHh VPCs ZEIRY , MEAEFTBER AHEBRMN, ERHEMAT Prometheus B S #EE RS AIE VP
AWS PrivateLink C &ix T =R , 2. & Amazon Managed Service for Prometheus 5#: 0 VPC 4
mYARESER

B HEIEFMENX

AWS 6 MiFRIEE (IAM) Access Management 2 —IMEIRS , AI&S BB 2 £ i 12§ 3 B IR Y
E AWS . ATBAER IAM REBHIEBET T HHRIE ( £FEF ) AREENX ( EEMENNER ) kK
FRA %R, Amazon Managed Service for Prometheus 5 IAM &£/ , AI&# BRI BER S, RE
Amazon Managed Service for Prometheus B , BEEQ|E —L IAM A€ , FEHEEH M Prometheus
BRS5ESBRENIESR , ik Grafana BRFZESE R F MR Amazon Managed Service for Prometheus T4k
XAHER. BX IAMNESER , BZRAMTLE IAM?,

5 — T A AR B8R Prometheus RET S#EERFH AWS ZLIEER AWS LHEIRAK 4 LERE
(Sigvd)e AWS ZHZIRA 4 [ HTTP XEM AWS BERAFMEARIEEENERE, ITZeEL , X
M RZEIERES AWS HAERHEBARTESR , TRIZHHHRZER ID MAEHFRZFHAR. X

N RPABBERNENRELEL, BXx SigV4 NEZER , BSHAZSARAE 4 LB HiE,

{5 AWS Distro OpenTelemetry #£J3 =R

AF5 4B I{A¥F AWS Distro for OpenTelemetry (ADOT) Collector &t & 3 M2 A Prometheus HI R A
BFFIE , HRERXEZERT Prometheus WIS #HEERS . B ADOT Collector WEZ1{E
B, BZHAWS X1Tht. OpenTelemetry
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UTETRBEBENVEFRERBIL S EKS, Amazon ECS &2 &% EC2 3241 |, #3R 74F ADOT i&
B RIERNESRN =T E %,

£

« f£F AWS Distro #£1I &% Elastic Kubernetes Service & OpenTelemetry Fi& Big+rIZE
- FERAERTHBGENMN AWS Distro B M Amazon ECS JREUEHR

- FRHEREEANZEM Amazon EC2 EAIREUER

5/ AWS Distro £ &% Elastic Kubernetes Service 58 OpenTelemetry Li% &5
Fri2EY

BAILAE A D AWS istor for OpenTelemetry (ADOT) W EEBSM %= ﬁ Prometheus TENNARFHDIR
EUEHR , AR LEEFRRERERT Prometheus L S EE

(® Note

Bx ADOT REBNEZEE |, BSHRAWS K1ThH. OpenTelemetry
£ < Prometheus % 1‘EH’JT“FH$£FH’JE%1=. B, 25 Prometheus #BMIERE ML 2,

£ ADOT Y E Prometheus $84%53% & =4 OpenTelemetry AR E4 : Prometheus UK
g%, Prometheus mEE A S HE5H Sigv4 FHBRIUET &,

B LAMER AR Prometheus Bt B3REL & Prometheus Receiver , AR ITIRSE XM A IEFRIM

B¢, Prometheus Receiver 2L Prometheus BEE X IMEUEIR. BEMEMERANAREFHL inT L&
RifEf Prometheus & ik E# {TELE. Prometheus Receiver X Prometheus X H4EL & iR £
E Prometheus BRI EFARICEE. BRSO XEH BEZERME ADOT KEREEF.

Prometheus Remote Write Exporter £ remote_write & ixT [UFFIME ISR X X B BN EE ]~
THEX, SEHBIEN HTTP EREER AWS Sigvd ( 2 BHKIE AWS tHiX ) M Sigv4 BHRIEY
REGHITZR, BXEZSER , BSHZEMAE 4 LB RE,

WL 2E 2 B3 &I Amazon EKS £H Prometheus E#R& T R , HEH <kubernetes_sd_config> A
EANBEE.

LATERREZEIT Amazon Elastlc Kubernetes Service S} B{TEHE Kubernetes RYSEEE L {TILELE
NRfl, ERITXLELSE  SBATEEFREERIN AWS EiFsE P EEEEIRN AWS ifH, BXES
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ER , BSREE AWS SDK for Go, WERER T —MNATREERNEN REAINARERF. 1Z =615
BARFTE /metrics WmRALFFIEFR , Fii& Prometheus & imE —#,

TR

EFHRUTEERRESRZA , BXMARSKFMNEERBIRE IAM BE,

NRS K, MEERKIRE IAM A6

1. BREBRERSAEMN Amazon EKS EFFEIERTHNI RN RS K LIE IAM A€,

ADOT £ FENEMNS HiERRERALAE,

BETX , REETEEM, A https://console.aws.amazon.com/iam/ 37 |IAM #2414,
EEMSMBERT , EREAEHRIEEDSR 1 POIEMN,. amp-iamproxy-ingest-role
EREEXRETF , RARERRBEEIXR.

EEERRER JSON & | fF aws-amp ¥ H adot-col , RAFEBREHMEEI R, REANE
R TR

o & 0N

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"”
}
}
}
]
}

6. EENRETF , AHFRFUTRRRBEH NI ZAE.

{

ADOT Y &ss 47


https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
https://console.aws.amazon.com/iam/home

Amazon Managed Service for Prometheus

RAriEmE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}

2 B Prometheus 18RI E

(® Note

£ Amazon EKS el A Z=EE , BRIAER T , alertmanager # Node Exporter £ T2

FARZS

£ Amazon EKS = Kubernetes £ t |5 | Prometheus U5

1. NEEERDXARERFNARRE , Mikaws-otel-community,

RE , BITUTHT.

cd ./sample-apps/prometheus-sample-app

docker build . -t prometheus-sample-app:latest

2. TR HEIXBEMER | H1I0 Amazon ECR = DockerHub,
3. BEEHI Kubernetes BEEHNA , FEHPBERFINARERF. BIE prometheus-

sample-app.yaml XA E# {{PUBLIC_SAMPLE_APP_IMAGE}} , JFRR{REE iy Ml = HEIX /Y

R o

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/

main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-

app.yaml

ADOT Ur&2s
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kubectl apply -f prometheus-sample-app.yaml

4. WMALRTHTURIERFINARFRECER, T THAHAP , LORFE NAME 3IHEE

prometheus-sample-app.

kubectl get all -n aoc-prometheus-pipeline-demo

5. 53 ADOT WEZRMIBINKA, Nt , FEMAL TS RER ADOT WEESRHY Kubernetes Bt
o

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

RIBRBEMNRHE , A% Amazon Managed Service for Prometheus T4#EX# remote_write 4K i
TR E#: YOUR_ENDPOINT , H A& XigE# YOUR_REGION, BF THEXFMAELEN , HFEA
Amazon Managed Service for Prometheus ###| & F & R remote_write &L ixT7 Ko

{Ri&ZEZEYOUR_ACCOUNT_ID7E Kubernetes B & HY PRSI 7~ 2890 B SR REY AWS K P 1D,

FEARGIF |, ADOT WEREEFEAER ( scrape=true ) R&EMNEHMEHHL B FrL&HT <o
it , ADOT KSR EALUN ROINARFLR IR T REESEFTH kube-system LT KX 5 FF
Ko MREBMEEMREGINARER , WA LUFEMNEFHIRISE E 1R,

6. WMALTHSLERE ADOT IESS.,

kubectl apply -f prometheus-daemonset.yaml

7. WAL THSURIE ADOT WERREE /SN, £ NAMESPACE %I &E#H adot-col,

kubectl get pods -n adot-col

8. {EFH H /L,\_.I'II:H%EQ_L'LIEM \.l—.E Jg/i'o ﬁzﬂ-.lE'J/TﬁMEﬁE@'%_ H /h\—E'rtH%ﬁ%ﬁEo ﬁALj\—Fﬁ‘%o

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

MRGIRL A2 Fr B — L8 FR N R AR

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
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-> port: STRING(8080)

-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:

-> Name: test_gauge0

-> Description: This is my gauge

-> Unit:

-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0
Timestamp: 1606511460471000000
Value: 0.000000

9. EMi# Amazon Managed Service for Prometheus 2% B W BiX L3545 | %EFH awscurl, Ut
T EAWEET AWS Sigv4 B HBRIEBE G SITRE HTTP ER , Eib&% szliiitiﬁgé
AWS Fif , AEENTL S EE RS E#H Prometheus B IEFER R, ﬁ?&?z"ﬁﬂ’hﬁﬁﬂ FZ 4
awscurl, awscurl

ELUTaHH , & AMP_REGION 1 AMP_ENDPOINT & 7 #& Amazon Managed Service for
Prometheus T#EXKE &,

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"13}1}}

MREBKEEREN , MRRENEBRESRY , FEZEREHIMN RN AR FZEE
Amazon Managed Service for Prometheus.,
B

EREIETR , FRAN TGRS,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

BREE

Prometheus Receiver X Prometheus X #4FL & R £ E Prometheus MBI EFMIFICEE, &
A LUR X LBl B E MM R ADOT WESEERF,
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Prometheus Receiver WELEEZRE LN RFZ AN, NMNEENEFIFICEE, BRFEEWN T FIT.

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

THR-—MERERM

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

MRAEEE Prometheus BLE , M ATF $ FRERRN $$ , ABEFGEERINFRETE, *EXNT
relabel_configurations EREALHEEE, fl , MREMELT relabel_configuration FF 15 :

relabel_configs:
- source_labels:
[_ _meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
negext RS HEEO)FIEES)
replacement: ${1}://${23${3}
target_label: _ param_target

CHEBRUTAR :

relabel_configs:
- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,_ _meta_kubernetes_ingress_path]
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regex: (.+);(.+);(.+)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter # Sigv4 Authentication Extension

Prometheus Remote Write Exporter #1 Sigv4 Authentication Extension KYEL&E Lt Prometheus
Receiver i #, ZEENXMNE , ERCLEENRTE , BINAZFXLEHRES HE Amazon
Managed Service for Prometheus. X 75 Amazon Managed Service for Prometheus 317815 # 5
ThiEt B K SRR E R AT RBIPT R

extensions:
sigvé4auth:
service: "aps"
region: "user-region"
exporters:

prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

WELEE A BRIA AWS FiFgE P H AWS R KIEH AWS Sigvd EEW HTTPS 8K, BXEZE
B BSHEE EAT Go B AWS SDK, HIUFIRSIEENRN aps.

TeXAMAMEE S L , ADOT WESRMAAE N HEBRIA AWS ZiFgEH 5| kT2 —, Sigvd &
BRIET BAKB T BT Go B9 AWS SDK HEA EXRKEVERFHITF BRI, BLNERIXLE
iEXF Amazon Managed Service for Prometheus EHZEE AN R,

FEAERTFHBEMNH AWS Distro i EM Amazon ECS FREUEHR

ST B WA R A FF BUE N R AThR (ADOT) ML B #ha8 B35 BR S (Amazon ECS) EIER , HEA
FFHGEN AT (ADOT) FMEREZER TEZ KEHNL S#IE AWS ERFH, ©EERT WA=
Amazon Managed Grafana # Al fl{L &R 547,

FRFM

/A Important

EFBzE , BAAEEFRINRER AWS Fargate 58 35 —4 Amazon ECS # 48, —
4 Amazon Managed Service for Prometheus T#EX A& —“ Amazon Managed Grafana T
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X, RIMBRIREBEBI[IEAT. Amazon Managed Service for Prometheus %1 Amazon
Managed Grafana.

BXEZEERE , BT #E

« BXxUAEEEERIAREBR Fargate 58 £ 62 Amazon ECS IMEMER | H5 W (Amazon ECS
FRARIERE) PHOIEEE,

- BXIM{AEIE Amazon Managed Service for Prometheus THEXKELR , 25 (Amazon
Managed Service for Prometheus A F#§R) FEIEIE TEX,

- BXWM{ABIE Amazon Managed Grafana THEXHEER , EZH (Amazon Managed Grafana f
EE) FRLIEITEX,

FE]1: EXBEN ADOT WEERARIRE
FERAUTEEXHENERKEEBCH ADOT RERBHFRE, Hmy-remote-URLHMmy -

regionBN{RMWendpointMregionfd., NEERFER N adot-config.yaml KIS,

® Note

WEEMEA sigvéauth FEBRIEX Amazon Managed Service for Prometheus BH. B*
BENEZE Ssigvsauth , iHSH Authenticator-Sigv4 on. GitHub

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
pProcessors:
filter:
metrics:
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include:

match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes

exporters:

prometheusremotewrite:
endpoint: my-remote-URL

auth:

authenticator: sigvé4auth

logging:

loglevel: info

extensions:
health_check:
pprof:

endpoint: :1888

Zpages:

endpoint: :55679

sigv4auth:

region: my-region

service: aps
service:

extensions: [pprof, zpages, health_check, sigv4auth]

pipelines:
metrics:
receivers:
exporters:
metrics/ecs:
receivers:
processors:
exporters:

PR 2 B ADOT WER B ESMGHEIE Z] Amazon ECR FEE

[prometheus]
[logging, prometheusremotewrite]

[awsecscontainermetrics]
[filter]
[logging, prometheusremotewrite]

£ H Dockerfile I B ERME , REFHEHHIEZE Amazon Elastic Container Registry ( ECR ) Ff# .

1. HE Dockerfile AR B ESIRGE H H A NF OTEL Docker BRI&H

ADOT Ur&2s
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FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. 13 Amazon ECR FE,

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. BIERZJMEZK,

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

@ Note

XRMBRETZTERNRETHERSR. &N , EURFEETHERGRER --
platform &%,

4. %3 Amazon ECR Ff#E. my-region ¥R regionfiEE#KR,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. AR/,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

S 3 . 8122 Amazon ECS £55 E X EHTEL Amazon Managed Service for Prometheus

B2 Amazon ECS F5E X LAHTEY Amazon Managed Service for Prometheus, &#IES E YR
BIE—1EN adot-collector WASBM—INE N prometheus AR, prometheus £
¥r , adot-collector #MEY prometheus,
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® Note

Amazon Managed Service for Prometheus 8 —IREE1T , NBEBEHPUREREIR. EZAHF
F, BREURBERXELRMIZ1T Prometheus , FFA 1 15¥5 & 3% El Amazon Managed Service
for Prometheus,

R ESFEX

UTREFENEGRERNN RO, SUUERALROIERNERKUEZBCHESTEN . F adot-
collector B image EEHR N EHFMHE URL FBREIEE ( $COLLECTOR_REPOSITORY:ecs ) »
FF adot-collector # prometheus B9 region BEE#NEMN region Eo

"family": "adot-prom",

"networkMode": "awsvpc",

"containerDefinitions": [

{

"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {

"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
I
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
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}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

F], 4 : #FiHR Amazon Managed Service for Prometheus BJ{ES R

EFIMEIERR XA FSEA T Prometheus B SR EE RS , & Amazon ECS 5%
MHRE B EWNN RS 88 AWS HIZEA API B1E, BLATARNESOIE IAM B HF
AmazonPrometheusRemoteWriteAccess KEEMMEH AP, BXRUBZABHMMKENEZ(E
B, ESRARESEIE IAM BAEHERK.

£ 480 AmazonPrometheusRemoteWriteAccess MiNZIER IAM BEHERZABRITES
/& , Amazon ECS A SURFEHMERAY 3845 & 1% E] Amazon Managed Service for Prometheus.

%I 5 : £ Amazon Managed Grafana # AJ{l{bL IR HY $EHR

/A Important

TEFF R A, EAMIE Amazon ECS 55 E X LIZ1T Fargate £55. &M , Amazon
Managed Service for Prometheus 7% i F &Y $5 4R

1. 1€ Amazon Managed Grafana TEZRNSMBERF , BERR T ANBETER. AWS

2. TEBEFRFILET LRSS |, %8 Amazon Managed Service for Prometheus , REEFE
7 ERIA X 3

3. EFERNIMBIEFRIR.
4. fEM ecs Ml prometheus BIRERMET EHIEIR.

FERHZEB ANZEMN Amazon EC2 EHIIREUEHR
AT N EWNAEL S #HEMITTER (Amazon) SKflH BN ZEE ARIZIT Prometheus RS8R, EC2

CHRETHOMUMNA Go REMNETRMNARFEPREER , X LENRK%EE Amazon Managed
Service for Prometheus T{EX,
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TR

/A Important

EFza , BUMBARE%ET Prometheus v2.26 © j?,Enﬁ)izFo BAMBRIZIREE
Prometheus. Amazon # Prometheus ) EC2I B# It E RS . BXRUAELE Prometheus B
E8 , {535 Prometheus Mt EMFFEAEH,

MR EFRBRT DE EC2 H D% Prometheus FEERS , RINBIWE LM EUTE

« ft 4= Amazon Elastic Compute Cloud ?

« ftZ4 2 Amazon Managed Service for Prometheus ?

AL S a2 IAM A€ EC2

ERNEWER , BXLAEER AWS EEXRKAUZE IAM A
BAmazonPrometheusRemoteWriteAccess. RfE , BAIUERZABEHES , HRFEFRRI AR
&MY Amazon Managed Service for Prometheus X,

1. M https://console.aws.amazon.com/iam/ ITFF |IAM 2 & &
2. NEMBERPEFAC , ARERAUEAG,

3. NWFEERMAEMEE | EFE AWS service (I BB ERIFERS). N TFHEARH , &8 EC2, &
BT —%: /R,

4. HEEZEEFPH A AmazonPrometheusRemoteWriteAccess. 1 “SKEEB#
AmazonPrometheusRemoteWriteAccess , i&# , AEIEF ‘M INEKRE, EFET—F: 5%,

5. (H%E ) NEN IAM AEHE IAM iRE, & T—F: 7 .
6. WMABEBNEN. EFOEXRK,

B35 Amazon EC2 4

ERHW S EC2 K4, FRIR GEAT Linux EHIMT D@t ERAFER) HHYE 3 KF)+
BY 1t BA 1T 1R A

BITERNARERF
Bl IAM BeAERZABRE3 EC2XHIF , BUNETERNARFUAETBRETER.
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BATIE R N AR AN PR

1. FEAUTERCIEZEE N main.go B Go X4,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)

2. BITUTHSUREMENKRIBIN,

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. BITERNARER.

go run main.go

SEARMARRFENERO 8000 Liz1T , HE RFIELAFTH Prometheus 18R =X LR R
i,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+@7# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
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process_virtual_memory_bytes 7.77281536e+@8# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1

promhttp_metric_handler_requests_total{code="500"} 0

promhttp_metric_handler_requests_total{code="503"} 0

#12 Amazon Managed Service for Prometheus T/EX
E 82 Amazon Managed Service for Prometheus TEX |, i§1% R A2 TEX Y5 88 # 1TIRE,
1217 Prometheus BR%5 85

1. EAUTRAE YAML XHERERKGIER RN prometheus.yaml WFXH, XFurl , Emy-
regionBi N EN ‘X" EHMmy-workspace-idll & # Prometheus FEBEIRS H EE R T
Z=[H ID, X Fregion , iBmy-regionBiNEH “XiE” &,

Al YAML X4

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:
url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write
queue_config:
max_samples_per_send: 1000
max_shards: 200
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capacity: 2500
sigvé:
region: my-region

2. 1217 Prometheus fR% 8 , THETRNARFWIENR KIAXE Amazon Managed Service for
Prometheus T#X,

prometheus --config.file=prometheus.yaml

Prometheus ARZ585 I 7E N 12 E RN A2 F BV $EFR &£ Bl Amazon Managed Service for Prometheus
THERX,

£ H Prometheus S=HI{EH W &35

B LAE A EREE N TZ1TH Prometheus 3541 ( #7 Prometheus VI ) SKRIMEUEAR H G H ZIX 2
&8 Amazon Managed Service for Prometheus T/EX,

DT EBHER 7 REEREEN TIZITH Prometheus SLBIHEN R INERN T EH %,

/A Warning

B2 Prometheus REBR , BEEMTHEENEY ., BIEALZSEBT , BRF
Prometheus EUG R RBEL LN H BB,

MRBIZE T 24 Prometheus SEHISRIE1RRE —HIEN , FNFHLZIEE|E A Amazon Managed Service
for Prometheus THEXUEMETAMY , WEEREEEHEMR, IRERZBIREEESHIE
fIBR , MRFE &2 ZE Amazon Managed Service for Prometheus BIFTEBIEHAR ( BR/EERAX ) I
WA, BXREESELEMREE |, S0 X X% F Amazon Managed Service for Prometheus
S ] A iE AR T EE BIEM R

£

« A Helm iZEM# Prometheus BRZ 28 1T HRER

+ 7£ Kubernetes Ei& BMIA Prometheus BRSSE5 3 1THEL EC2

* 7t Fargate LH#) Kubernetes FiREMNIE Prometheus BR$ 85 1T HEX
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£ A Helm i& B ME Prometheus BRSE8H 1T EL

A ER 4 o BV 15 BE A BY F A& IR /B 3 H1E 1T Amazon Managed Service for Prometheus. &7 Amazon
EKS £#FPIRIE T —AXH Prometheus k5527 , MRS 2R EARIAEE @ Amazon Managed
Service for Prometheus K& iE#R. NEZDEUT ERFMH

o BB — Amazon EKS 5§38 , 8 Prometheus RS2 M IZER N EIEHR,

« Amazon EKS & MHMZ % Amazon EBS CSI zfE2F ( Helm EXR ) o

B AER Helm CLI 3.0 HE S RAS,

BATER Linux % macOS ITENRNITUT EZH PRI TR

\

ST RMEF Helm BREME

WAL T T LURNFH Helm FEE, AXXERTHNESRER , BSH Helm 7 &,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

S8 2 : 8l Prometheus & 288

WMALLT S , 79 Prometheus fRGEBFE T 1R 4H HA8I2 Prometheus fn A ZE 8, prometheus-
namespaceB R AIRIEEM XN in B 22 8 B B Fro

kubectl create namespace prometheus-namespace

S 3 RERSKSH IAM BE,

EFEARIMSENXTATLGZE , BEERNIZIT Prometheus BRS 258 Amazon EKS S8 19 AR S5 K
FERIAM &6,

BEBESKSH IAM A6 |, BA LU IAM B 5 Kubernetes RS K xBk, RE , WRZ KA @
FRATCHEE Pod PHBSRIRME AWS R, BXEZEER , BSHABRZK,H IAM A,

MREEREEXEAR® | FEREB RERSAEBM Amazon EKS EEFEEUE FHIHRAIRER
B, ZHBOPMWHBERFER eksctl, BXREZEER |, HSH Amazon Elastic Kubernetes Service
Al -eksctl,
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® Note

MRIERE EKS £, EREAH R AWS MFER4PHEERTF Prometheus BYIE 5%
RERS , WEEFEAETH Sigv4, EKS-IAM-ROLE

HIR 4 ¢ RERIRS 2R HTT I8 REUEHR

ELZEFIEIRAIE TR Amazon Managed Service for Prometheus T#EX#I#T Prometheus FR$85 |
BEREUTSRRE,

TR Prometheus IRSS 85 LU SR X% E) Amazon Managed Service for Prometheus T/EX
1. FANXAKEEIRCNESZN my_prometheus_values_yaml BX#H , ERFEEUTAR,

« TAM_PROXY_PROMETHEUS_ROLE_ARNE R} #&7E 8| amp-iamproxy-ingest-role#y
ARN, &EBRSE A ®M Amazon EKS E£&FEEUER

« WORKSPACE_IDEi# R ERT Prometheus I S iE B RS T/EZEEAY ID,
o REGIONE#: N EATF Prometheus W BRI EE RS TEXH X 1E,.

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN?}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500
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2. WALTHSLEIZE Prometheus RS 85,

« ¥ prometheus-chart-name B R EH Prometheus RAAE .
« prometheus-namespace# 7 EH Prometheus 5% 2= 8] B & o

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

(® Note

B BEEZH AR BEN helm install 5. BXEZEER , HSHE Helm X4
B Helm =%,

£ Kubernetes LiEEMIE Prometheus IR 28# {THREL EC2

I 5i# Prometheus B RS ZHFMIZ1TIE S EKS fEEFFET T Eiz1TH B EE Kubernetes
E& M Prometheus RS ERIREUEIR, EC2AE %5 AV iF % 83E A T Amazon EKS £&H 1
Prometheus iR$585. M E# F BEIE Kubernetes £ WS ERAER , E—HFRE EC2 REEER
Kubernetes 8+ B 2 W IRF K /iR & OIDC =@M IAM A,

AE D PR AR Helm fER Kubernetes M+ 2 EE 23,

FT
- SBR1 . IFERSZKFH IAM B,
o BB 2 A Helm ARINEH Prometheus RS 25

\|

\|

SR REBRSKSH IAM B,

EFEARMNCENXFTAITLAZE | BEERNIZIT Prometheus FREE8H Amazon EKS £& I ARSIk
FERIAM A, KEABXHERSAG,

BHRFAE , F IAM AE5 Kubernetes BRI K Bko ARG , LRSS TN ERZRSIKSH
£ Pod VBRI AWS R, AXEZER , BESRERSK/H IAM B,

MREHRREXLEAR  FER RERSZABM Amazon EKS EEFFEEUER FIHBIRE S
&,
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S, 2 : A Helm AHIMER Prometheus BRE 25

AEH P HB DB REZFZEE AN sigvd LT HHRIE , HENX Prometheus RS FIEEE A F &
# Amazon Managed Service for Prometheus T/EX,

£/ Prometheus W7 2.26.0 HE & R4

MREFERANEHHE 2.26.0 RE FIRZAE Prometheus FRFEEMEH Helm B R |, HIRBLUT SRR
1E,

£ Helm B RM Prometheus RS EFiRBIZREE A
1. EEH Helm BEEXHF B IMFNZREAILS

« ${IAM_PROXY_PROMETHEUS_ROLE_ARN} &} #&1E # Bl B amp-iamproxy-ingest-rolefy
ARN, FR1: ZRERFSKFH IAM A, At ARN BN arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

¥ ${WORKSPACE_ID} &#: R &# Amazon Managed Service for Prometheus T4EX ID,

« ¥ ${REGION} Ei#%7 Amazon Managed Service for Prometheus T/EX# X1 ( 0 us-
west-2),

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN?}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500
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2. fEA Helm EFEIER Prometheus IRZH[ELE :

* J§ prometheus-chart-name B &M Prometheus iRA%E #o
- ¥ prometheus-namespace B A Z% T Prometheus RS2 Kubernetes @ 22 (Al
« ¥ my_prometheus_values_yaml &#t 7 Helm Bl & 4RI,

« ¥ current_helm_chart_version #E# 7 HBIMRAH Prometheus ARS5E8 Helm B3k, &1
LAER helm list a5 3% 2 24 51 19 B "R A

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

5 R HMRAM Prometheus

MREERNRET 2.26.0 B Prometheus IR7A , BEBUTSRIRE, XESRERAVLEFERZE , B
N EHIRAR Prometheus BT AWS XL FZRA 4 LHZIIE (Sigvd). AWS

X i B RIZ A Helm 22 Prometheus,
M Prometheus FRFeRIREZEE A

1. &K Prometheus fRS52R L | QIEFHIZEEABRE, B , Q2 - MNEHR M. RINFE

XXt amp_ingest_override_values.yaml,

B YAML XA T E.

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
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- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
: 8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

£ ${REGION} #i# 3 Amazon Managed Service for Prometheus T/EX Y X1,

${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}&E# R {&1£ 8| Bamp-iamproxy-ingest-
rolef) ARN., FE 1 : BERFZKSH IAM A, A€ ARN WAEXRH arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

¥ $ {WORKSPACE_ID} B NEMIT/EX ID,

2. FHRIEH Prometheus Helm Bk, B , MAUTHS , REEW Helm BXREBEM. EHBHH
wmHF  EXRBHEE prometheus A,

helm 1ls --all-namespaces

RE, WANTHT,

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

prometheus-helm-chart-name&#N L— P HHIREHR Prometheus L ZEEH &
#o prometheus-namespaceBiREH A ZEE B

T# Helm B3

WMREEREAR M T Helm BIR , WA BMERAN TGS TE.
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helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

1t Fargate £HY Kubernetes HiREMINAE Prometheus RS2 1THEN

Amazon Managed Service for Prometheus X#M7E Fargate LZ1THI B1TEE Kubernetes & HHY
Prometheus AR 25 EVIENR. EM Fargate £1E1THY Amazon EKS & HH Prometheus RG24
EUEFR , BB E R N amp_ingest_override_values.yam| M B B SXHFF I BRIAEE , W TFR

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN?}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

B LA T én o fiE i B & & %% Prometheus :

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml
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BEE , £ Helm BXREEF , HIIZA T Node Exporter 1 Alertmanager , #=1T T Prometheus
IR EE.

B LAER AT R AN HERREIER R,

$ awscurl --region region --service aps "https://aps-

workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?

query=prometheus_api_remote_read_queries"
{"status":"success","data":{"resultType":"vector", "result":[{"metric":

{"_name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"13}1}321

% & Amazon Managed Service for Prometheus SAZRER S 7 A M 3

IR HIE K E ] Amazon Managed Service for Prometheus B |, i< BaEZXEH AWS AT A
XEE# , HHEEHTT BYE, TRAENZSENENERRHRAE, SUESERMMTBANSTAMYE
HEZLINEE , EARRTENSERE. ERMEINGEZTUNENREENSTRAMERSM .

- MREBESNE[IFIEBTHBHE , M7 LURFX L HIE &= E Amazon Managed Service for
Prometheus , ¥ BZIMIBRESHIE. B THRAEHNBIER XKL E Amazon Managed Service for
Prometheus THEX,

AXNETHAMEKRBERTEERREEBRNESZER |, 21 &% 2 Amazon Managed Service for
Prometheus K& 7] A 88 17 E 8 IR MIBR.

s MREBEHREE AWS XEF A ANER TR AGREE , WO EREER S —MNXIEEE
“ANITHERX,

BXFERBERAZZSANITERNESER |, 5 A B XE T/EXTE Amazon Managed
Service for Prometheus F i8NS AT A%,

£

« X &% 2 Amazon Managed Service for Prometheus B9 & 0] A {5 ¥Rt 17 E 8 EIE M B

+ {8 Prometheus 5 & 1] A 1 3IE &% F Amazon Managed Service for Prometheus

» A Prometheus Operator Helm B %3 Amazon Managed Service for Prometheus 1% & /& 7] 1%
R

« f£/ Distro A& T Prometheus I S E RS X% S o A EIE AWS OpenTelemetry

+ {8 Prometheus #X Helm B3k [E Amazon Managed Service for Prometheus & 3% /& 7 F M4 548
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« B3 Amazon Managed Service for Prometheus & & o] Fi 4 BL & & I 5 B Y fR 25
- FABXIE T ERXTE Amazon Managed Service for Prometheus A 38 t& ] F 4

¥t % 3% 2] Amazon Managed Service for Prometheus B & ] F 18453 17 E & IIEMI B

O] LAER B 24 Prometheus KB ( EREER TIZ1TH Prometheus 3241 ) B EIE &% 2 Amazon
Managed Service for Prometheus TEX, MRHE AP —L326idFHRIAERNIER , WENKES
BEEEEMNTAMY (AIEREP —MEELELZEHE , Amazon Managed Service for Prometheus T
EXMFEZBCRE S — N EMINEE ) . BR , B%HE Amazon Managed Service for Prometheus T
EXBBBREENIER , XEERTRLZRBIXLIER , BT 2SRV BERRMEME TR,

Eil Amazon Managed Service for Prometheus Bzl BrkK B 24 Prometheus REBHNEEHE , &
FENRCESBIEARBAEE —IEHEN , HASINRMEE —NEIEREM. SFHBRIEHIR
WHEEHERIE | B8IRBH AT Amazon Managed Service for Prometheus iR 3] SN EFREI KR
BRAGFHENERSESERFE  EFE8FEIF , RXLERLTRE £ —KR.

(® Note

FHLRRAR Kubernetes ( 1.28 1 1.29 ) AIgE£ BT R w A cluster IREMIEIR, X%
B Amazon Managed Service for Prometheus EE HIEBIERIIeEHI AT, EXEZELE , B
ZRe A% FAQ.

TR EBNBUAMEEBBURMMAEE cluster M __replica__ #:% , LA{E Amazon Managed
Service for Prometheus E zh il E & #iE,

/A Important

MRERZEEEHERER , WEER KIEZE Amazon Managed Service for Prometheus BT
BEBEEASS, XEBEENTEEENER,

f# A Prometheus 155 7] A4 $3E &% 2] Amazon Managed Service for Prometheus

Z# A Prometheus RES TAMERE , B4R ES I AMANFTE S ENAABIRE | IUME
Amazon Managed Service for Prometheus AI LA 1TiRA. A cluster #rZfF Prometheus SEHIE
BN AMEAN —HD. A __replica_ X5 MMRAFHNENBIR. EFESHKER
BRIneEEE/ER , BEERMNMA __replica__ M cluster %,

= A F R 70



Amazon Managed Service for Prometheus ArfEm

® Note
__replica_ FREMRANELF replica FIEEAFREN FTRILEFS,

Ml REB A B

EUTRBHEESF |, cluster ¥rZ#RIR Prometheus SEHI{RIE prom-teaml , _replica_ ¥rZEHRIR
BIZ& replical M replica2.

cluster: prom-teaml
_replica__: replical

cluster: prom-teaml
__replica__: replica2

T Amazon Managed Service for Prometheus Z T AX LR SN S T AMEI AW EHERES , Akt
HERKEZE , BBk replica 7%, XIERELIAINFIRE 1.1 BFEIIRS , MAREN
Bl —1NF5, RET cluster ¥,

@ Note

RLURRAR Kubernetes (1.28 1 1.29 ) TREL BITA T A cluster REMEIR. X&F
 Amazon Managed Service for Prometheus EE ¥ EMBRIIGEHIRE, BXEZER |, iF
ZHE A FAQ,

£ Prometheus Operator Helm B &3 Amazon Managed Service for Prometheus i%

B S Al A R

E& A Helm H Y Prometheus Operator RES AT AMEE , X917 S A AMANME =6 LA
EB#rZ , LUE Amazon Managed Service for Prometheus AIBLRBI B4 B SMTE Prometheus
Operator Helm B & Ei& & replicaExternallLabelName # externallLabels &E1o

R - YAML #R3k

LT YAML #53KHF | 7 externallLabel T cluster LAY Prometheus SEHIREBIRIR N &
AAMAEN—E9 , # B replicaExternallabels #RRZAFHHWENEIAR,
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replicaExternallLabelName: __replica__
externallabels:
cluster: prom-dev

(® Note

R LR Kubernetes ( 1.28 1 1.29 ) IREL BT AT A cluster LM IEIR. X&F
B Amazon Managed Service for Prometheus EEHIEMBRIIELI AT, BEXEZEE | iF
ZRe A% FAQ.

£/ Distro E3EMA T Prometheus R L3 3E E RS K% S ] AEEHIE AWS
OpenTelemetry

AWS Distro for OpenTelemetry (ADOT) R iZB BN ZE BAATE~WAITHR. OpenTelemetry
ADOT R HRAMB APIs, EMRE , HtEBAIUNE s ARNBRENERURTNARF SRR, &
X ADOT WIfEE , S ><T Open Tel AWS emetry & 1T,

EfF ADOTRENBAMEE , XJBE ADOT WESRBHRESR , AR ESclusterMATF
Prometheus __replica__ AWS ZBEASHRE., S HFES remote_write LixT SFEHMER
K ¥ PR &£ ) Amazon Managed Service for Prometheus T/EX, £ Remote Write Exporter Li&i&
XEREH , JUBLEERARBIRZTHREEENIER. BX AWS Prometheus IZEEE A S H2RHY
BZER , BZHEAT Prometheus WL S ERRSH Prometheus ImBEEA S HE AT,

(@ Note
R LURRAR Kubernetes ((1.28 1 1.29 ) JREL BT AT A cluster REMEIR. X&F
B Amazon Managed Service for Prometheus EE ¥ EMERIIGEHIRE, BXEZER |, iF
SRS M FAQ,

—_—
=

£ Prometheus X Helm B3k [E Amazon Managed Service for Prometheus XI5
A A BE

E# A Prometheus X Helm BRREF/ T AMERE , B4 ES TAMEANMESES LA
FS\EB#RZ , LAE Amazon Managed Service for Prometheus AT A TR B, AT 2 a4
external_labels M Prometheus X Helm B &SR 1E| Prometheus B & ANSSHIHY =B,
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server:
global:
external_labels:
cluster: monitoring-cluster

_replica__: replica-1
(® Note
MREEEZNEIAE , NWAAERATRNEIRESXHBEER , BA Prometheus #X Helm

BAXRAFAAFEBEEEZNZEHREAENBARER I REFARE, WREERIFEDIRE
replica #7% , & # A prometheus-operator Helm B &,

(® Note
HLERZAHY Kubernetes ( 1.28 #1 1.29 ) AlgE£ BT A ™ A cluster XMW IEHR. X2&F
B Amazon Managed Service for Prometheus EE HIEMBRIEEL I AT, EXEZEL |, B
ZHA S A% FAQ.

B Amazon Managed Service for Prometheus A & 0] F B & & WL 0] A &
RRENIZNE __replica_ BEES —MrZEHLREREER ?

ES A AMIRES , Amazon Managed Service for Prometheus &3 % Prometheus Skl 5 & ik H
TERBRBFEEEATSEE., RIS EIARE 30 ¥AFLELEHIEREA |, I Amazon Managed
Service for Prometheus & B34 3 —4 Prometheus SR B AN S BIA |, HFNHFAS R FEHK
E, BEEAEANERE. Bt , TRIEEN , TEWXHEM. XHEMAESSBEUTHE

- EREHGNSHIE , &£ PromQL FE# count REMERELES TMHE,

o TEIEBRHSSHIE , active series BIEINT , iXE T active series limits., BXEZE
B, BZE AVP B,

Kubernetes L FE B/ cluster #3F , MEREXNZRNIERHFTESBUEN R, WMMAEE R ?

Kubernetes 1.28 5| AT — N A cluster XM HFTIESR apiserver_storage_size_bytes,
X453 Amazon Managed Service for Prometheus R E S ZIEMIERIEEHI A |, XEURTF
cluster ¥r%, £ Kubernetes 1.3 1 , iZ/RE B & N storage-cluster_id (£ 1.28 #1 1.29 ¥
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BEAMTHEHITTERR ) . WRENEFRETE cluster HEMIEFR , I Amazon Managed
Service for Prometheus 7o &3t < BX 89 B5F 18] 7 51 3 4T E B BRI BR . FATE AT Kubernetes & F
REIZFHANT IR , SUBRHIIL AT, HE , BB AILTE apiserver_storage_size_bytes
EfR LEHRIC cluster ¥ | AEBFEKEE Amazon Managed Service for Prometheus,

(® Note

BX Kubernetes TEMEZHMEE. , S Kubernetes U1 B HF HY
apiserver_storage_size_bytes {EFR IR S E R Ean & 7 storage_cluster_id.  GitHub

X A ¥ Xig TEX £ Amazon Managed Service for Prometheus A8 ins 7] B 4%

ERENBFEANBEXEAM | B U ERLETE AWS XIBHWZ AN THEZE, Prometheus X
BEZANEASRNEXIBE A,

T RBIR B AR BEE R EBR KX TETH Prometheus BRS5EF , AEEA Helm FiEHRAETFREKX
HHHRANTEX,

extensions:
sigvé4auth:

service: "aps
receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: _ address_
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
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target_label: _ metrics_path__

replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:

prometheusremotewrite/one:

endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/

ws-workspace_1_id/api/vl/remote_write"

auth:

authenticator: sigv4auth
prometheusremotewrite/two:

endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/

ws-workspace_2_id/api/vl/remote_write"

auth:

authenticator: sigvé4auth

service:

extensions: [sigv4auth]

pipelines:

metrics/one:
receivers:
exporters:
metrics/two:
receivers:
exporters:

[prometheus]
[prometheusremotewrite/one]

[prometheus]
[prometheusremotewrite/two]
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Z1f) Prometheus %5

WE , EREHEREITHEX , BTN ERITER.

EQE LR RIEFRVIZRFIEAR , AT ELEA Amazon Managed Grafana & /R%. Amazon Managed
Grafana ( 2 Grafana VI35l ) AAIUME—TMNEERE , AZHERERMERANE RENER. BX
Amazon Managed Grafana WEZEE , S @ (Amazon Managed Grafana AAFEF) o

BERURE—XMER , BRRENWHKE , IEAEEEREREBCHNAEFRREAENIER. B
EE W FEH Amazon Managed Service for Prometheus API #1454 Prometheus ZifJiEE PromQL
M Prometheus THEXIREUEIE. BX PromQL REEBZNEZFEE , S Prometheus XHEHHY
Querying Prometheus,

FH

- BREGERNZS

+ & & Amazon Managed Grafana A5 Amazon Managed Service for Prometheus Bit & £

+ ®iE Grafana FFJR=k Grafana Enterprise LA5 Amazon Managed Service for Prometheus Bt & {5
« AT Amazon EKS & HIZ1TH Grafana #{TE#

« ERAFRA Prometheus FIRRA# 1TE I APIs

- REEXREANERFERSITHE

BREREALZS
Amazon Managed Service for Prometheus 12t 7 & Bi R IEFRE WM 5 5%,

# AWS PrivateLink Bigi& A F Prometheus B9 B #h it E RS

&R T Prometheus B Amazon BERFHFEHRAERHNMNEZRETUBET AR ERNLRET AT
R, AT BUEN VPC KT 2@, AWS PrivateLink 2 #RfE FB Bt AWS PrivateLink , SR B¥REY VPCs
MEREALE AWS MEHEERTF K MEFTEILAHERN, ENEHT Prometheus FIIL 5t
ERSF IR VP AWS PrivateLink C &% T R , 55, £ Amazon Managed Service for Prometheus
50 VPCARETREEFER

5 4 36 UE MR A

AWS Identity and Access Management & —I1 Web RS , A& B L £ R FHX AWS BIRE
iEe ATLAGERA IAM REBHEET T SHRIE ( £AFEF ) HREENX (EEMENNR ) kEH
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%R, Amazon Managed Service for Prometheus 5 IAM £5% , AI&BIERPHEZ S, HRE
Amazon Managed Service for Prometheus B , BFER|Z — L IAM B , ik Grafana [RFEREBE
#1F £ Amazon Managed Service for Prometheus TEXHF K545, BX IAMWEZELR | 5
A2 1AM ? 6

S —INa] LABRE B8R 9 Prometheus RBT Z#EE RS H AWS 2 IHEER AWS XE A 4 LB RE
(Sigvd)o AWS ZEMZA 4 2 HTTP XA AWS ERF NS RRIEEENEE, ATREEL , X
I RZEIERES AWS HAERHEBAFTESR , TRIFHHHRZER ID MAEHRZFHAR. X
FANBABERHNEN L LEIL, AX SigV4 WESER |, BSAZSERA 4 ZEHE,

%18 Amazon Managed Grafana LA & Amazon Managed Service for
Prometheus Bt & H

Amazon Managed Grafana 2 —It X F R Grafana W ERS , IHLEFR, F=HISVH
E#E, AWS URA T AAE IR 2 TR RN RS

Amazon Managed Grafana for Prometheus X #%f#f Amazon Managed Grafana &1 TEXH V5
¥Ro 7£ Amazon Managed Grafana ###|&H , BRI UES X IIBH Amazon Managed Service for
Prometheus Ik , i Amazon Managed Service for Prometheus T/EX NN HIERIR. Amazon
Managed Grafana B i@ Amazon Managed Service for Prometheus FrEEM & PRI EIENEE.
B> M Amazon Managed Grafana €15 Amazon Managed Service for Prometheus B 8217 ¥ 4015
B , 55 Amazon Managed Grafana Fi F° 1§ F R Y1 BA .

#&1E T LAfE Amazon Managed Grafana & & Amazon Managed Service for Prometheus 1R, B
RESEBHRERWHA , FSRHEIRS Amazon Managed Grafana TR Grafana £/,

£ FAH VPC HiE$#EE| Amazon Managed Grafana

Amazon Managed Service for Prometheus 3 Amazon Managed Grafana £ 7 — MNRFLwm TR

HEEEWEIRNERITES,

&0 LU¥ Amazon Managed Grafana Bt & I A FAE VPC ( B<1E Grafana Fi&EFAHE VPC HiFHA
§8 , BZ R (Amazon Managed Grafana A F$ER) HHEE Amazon VPC ) ., RIFIRE , It VPC
A[gE 3% 151 Amazon Managed Service for Prometheus BRES 4L iw T =

=¥ Amazon Managed Service for Prometheus fE R ZBTEXRFERMEIBEE N FEHIFERLE VPCH
Amazon Managed Grafana T{EX , B4 LB BIE VPC LT & 3F Amazon Managed Service
for Prometheus £ Z|E— VPC, BXEIE VPC KT RNEZELR , B35 H I Amazon Managed
Service for Prometheus #81### 0 VPC & ixT Ko
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®E Grafana FJFJR= Grafana Enterprise A5 Amazon Managed
Service for Prometheus B & F

& T LAE A Grafana SE#I7E Amazon Managed Service for Prometheus F & ifi5#r, AEBFEEN
A E A Grafana 9383132 M Amazon Managed Service for Prometheus & ifl#§#x.

FRF M

Grafana £4 — &3 48 —NEE @ Amazon Managed Service for Prometheus ## 1T & 14 318 iE #Y
Grafana =41,

Amazon Managed Service for Prometheus X ¥/ Grafana 7.3.5 RESRARERN THEXHRIIE
FRo MRAS 7.3.5 RESMRATIER AWS ZZ MK 4 (Sigvd) FHRKIEHN X,

ER BRI Grafana A |, FMIALT®S , grafana_install_directoryE# HIRE Grafana
RREBR

grafana_install_directory/bin/grafana-server -v

WMRIEERZEMIE Grafana , REZEEHRAK | IULZE—NHEEH, BRIZREIMI Grafana
Ki%BER , SR Grafana MBI Z % Grafana, B> Grafana ATHEER , 5 Grafana X4
B Grafana Al7,

AWS ik F— &4 AWS Tk BB IEBNR ST RETH R &H Amazon Prometheus & RS H5%x.

B Grafana iR BN EAER T Prometheus B LB IEE RS , B4MEZEE
HAmazonPrometheusQueryAccess K BE, . FNRAIMK . aps:QueryMetrics
aps:GetMetricMetadata aps:GetSeries aps:GetlLabelsEXEZEE , FSH IAM R
KB

T—FFEAN BB Grafana iRiE 57K,
S 1 RE AWS Sigv4

EHTF Prometheus B Di#h L EBRSS AWS Identity and Access Management & (IAM) &4 |, £ H

IAM EAER 3T Prometheus BIFTAEMM, APIs BRIAER T , Grafana F# Prometheus $3ERKIR R
£ Prometheus THEH B RIE, Eit Grafana 8E#% FIFH Amazon Managed Service for Prometheus
FHRIEFBTINEE , ZHFEEE Grafana BIERRHPEH Sigvé FHRIEXEF. SEEHABTERE
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M Grafana FFRARSS 88X Grafana LRSS , BHERBAR ENSRH#ITIRE. WREFEANRL
L#1EE Grafana SIGv4 , NI FHKIERL B3I, B> Amazon Managed Grafana WEZELR , &
Z 5% What is Amazon Managed Grafana?

E1£ Grafana LB Sigv4 , 1 AWS_SDK_LOAD_CONFIG 1 GF_AUTH_SIGV4_AUTH_ENABLED
BT ERERN true WIBER TB3N Grafana, GF_AUTH_SIGV4 AUTH_ENABLED MMRZTEMNEE
Grafana HWERIABLE LA S A Sigv4 X# . BXEZEE , S Grafana X H Configurations

Linux

B Linux #3437 Grafana fR585 LB A Sigv4 , B AL T @R,

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows
E£ A Windows w5 1 REFE Windows BY38 3 Grafana LA Sigv4 , B AL TS,

set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe

IR 2 : 1€ Grafana 510 Prometheus $3E KR

AR SRR T 201 Grafana Fi& & Prometheus BIERIR , UEEIREA Amazon Managed
Service for Prometheus $E#%,

$P 2 . 1 Grafana #50 Prometheus $3EKIR 79
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e

1.

2
3
4.
5

By Grafana BRS5 88 % 0 Prometheus 3ERIR

#TF Grafana % &
EBRET , EERBEXRR.
R IR KR

1%£$% Prometheus.

3FF HTTP URL , #3#E Amazon Managed Service for Prometheus #2448 TEXF1ERE+
ERNALEmT R - Eif) URL,

BRI T EE/R HTTP URL A, MIBREKI 0% URL B9 /api/vl/query & & , BH
Prometheus Z#EXR RS B NiZF /S,

IEEEY R i R34 F https://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh- 3i45j6k17819,

EHHRIET |, %% Sigv4 BHRIENFRFEZ A,

& T LUETE E27E Grafana s EEMKEEIERE B Sigvd BN , B AEAERIANIRERS
%, BEEEEAN RSN EEREE , M TSRELAE TIXEHB, EEEMRTE
Grafana 5 Amazon Managed Service for Prometheu —#2 g , ?f.ﬂ]ﬁui‘ﬁﬁﬁﬁ RIAN RS
 ENCRETEFNIEENZSME, BXRERANREHEENESERE , BoREESIE

- EEECERAKHEIE , BRITUTRE

a. 71£ Sigv4 BHRRIFFMAESTHEHRITRMAFPIERHEMEEA.
b. EIHRIZE ID #F , BWALK AWS HRIZEA ID.

c. TEWEEEHAPEABHWETEEH,

d. FEEAE ARN HMHER IDFEREZE,

e. NFEINXiH , % Amazon Managed Service for Prometheus T/EX Y X135, 1t X5
BEEBELSR 5 FHHK URL R EEH XIEHETE,

f.  EEREFHMR,
BRIZBEATHE  BERREEET

UTRFEEERTHREHA. B4 Sigv4 HHRIEFAERRE,

S 2 . 1 Grafana R Prometheus Z3ERIR 80
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Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- EWABRIANRMESE ( BWEEFRERER ) | BRITUATRE
a. 7t Sigv4 SHRIEFHAFEETHEARIERERHEE AWS SDK ik
b. HEEAE ARN FHI IDFEREZ,

c. NFEINXiH , % Amazon Managed Service for Prometheus T/EX Y X135, 1t X1
BEEELSR 5 FHHK URL R EEH XIEHETE,

d. EEFREFHNE,
FBRNZEIUTHEHE  BERREEET
MREXBBIZHR | T - HRAEENNHRESRETR.
LTREEEERT SDK BIA Sigv4 S HOIAEFARFERIRE.

SigV4 Auth Details
Authentication Provider (O AWS SDK Default
Assume Role ARN

External ID

Default Region & us-west-2

9. HXHFMEEEENMIX PromQL &if] :

a. ﬁ?%ﬁ%o
b. =176 PromQL Zif , i :

S 2 . 1 Grafana R Prometheus Z3ERIR 81
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prometheus_tsdb_head_series

HE 3 (WE ) “RIEFANBEF MR #HTHREDERR
ERENSERD  NREELEREEHNRSEIHR , BREUTAE,
HTTP &iRAKKE
H{R URL F T#KX ID EFEEIR.
HTTP &iRZE 1t

BRBERERILELTN. BREUNTEIR :

- RERIANXEPEEHNXIHREIER,

- REZLVEIRBEHERR

- ERREERANEIEE S ZAmazonPrometheusQueryAccessBliZR, BXEZEE |, BSH IAM
BRANRRE,

« WEIRIEAE DAY EIE ] LAY [E] Itk Amazon Managed Service for Prometheus THEX,

HTTP &iREIRAI M X

EBE Grafana fRF 28 A EUBRILE IR, BXEZEELE , S Grafana X Troubleshooting.

MR EEFExrror http: proxy error: NoCredentialProviders: no valid providers
in cha1n MEAZIERESELTERIEFEANER AWS Fil, BRESRBEEZIEFAR
Fif, MREFAHRZERE , EFRT AWS_SDK_LOAD_CONFIG HEIRE R true,

EF1E Amazon EKS £& H 2178 Grafana #H1T&E 18

Amazon Managed Service for Prometheus X #{£f Grafana 7.3.5 R E & RAKZE# Amazon
Managed Service for Prometheus THEXHHIEIR. WA 7.3.5 RESRADEXN AWS L& RA 4
(Sigv4) I UEH X HFo

EfF Grafana iR BN EAER T Prometheus B DB IEE RS , B4MEZEE
HAmazonPrometheusQueryAccessKEEs, . FNRAIMK . aps:QueryMetrics

H3 (A ) “RAFIHNI AR A AR AT R S B R 82
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aps:GetMetricMetadata aps:GetSeries aps:GetLabelsBEXEZELR , H5E IAM R
KRS,

%E s AWS igVv4
Grafana J T —TH AR AWS S E A 4 (Sigvd) SHRIE, EXESEL  BSHEEMR

K4 EE TR, ZWBEERIAE Grafana REBLERBH. UTERALINEENRBARIREFER Helm £
Kubernetes 58 F & Grafana,

£ Grafana 7.3.5 R E S MRAM ARS8 LB A Sigv4
1. RIBE—NFNEFXHREBEEN Grafana BLE , HEHEHSGER

amp_query_override_values.yaml,

2. EXHHRBAUTRE , RARRFEXMH. account-idE#NIZEIT Grafana FRFEFHI AWS IK =
IDo

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

£iZ YAML X#HFRAS |, amp-iamproxy-query-role 2&FET—& 2 BB REZKFH IAM
A POENACHNEN. IREELCNETRATERIAXNAR  NTUFLACERIB
cHABER.

BEE[™E F/8 Helm A Grafana RS 25 B itk 324,
BRERSKFH IAM A

W RIETE Amazon EKS B FE A Grafana fRFes , RINBWEFEARSKFH IAM B€ (BRI R
SHAG ) #THRES. HRXHEMER T IAM S5 Kubernetes RS K REBkAT |, ZBRS K S5
AT LA R Z ARSI S B 4EfT Pod AV BEFIRME AWS R, BXEZER , BSHRESK/,H IAM
Ak,

MREHRREXEAGHTEN , FRE RERSKSH IAM A2UERER PHHEBREAR.
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KRG , BEEEFEXREZMEDARM Grafana FRSKS .

EEERRFZMHHRI Grafana RS K F

1. ELWEOS , ¥E Grafana BRSFN B ZRMRSKST B, fla , BAIUERANU TSRS

kubectl get serviceaccounts -n grafana_namespace

2. 7£ Amazon EKS ##l&8% , H 5 EKS EEXBEMNBRZKFITH IAM A6,
3. MEBRBEEXZR.

4. BEFRHGUTELELHE 1 WA EHPRIE Grafana tn & ZE M Grafana REZKF B#. =
FHlanT :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"
]
}
}
}
]
}

5. ERBEMEERE,

A Helm A4k Grafana RSS2

W BRFHR Grafana RE|[UAERBE L —E 2 FRM0E| amp_query_override_values.yaml
XHFR%E,

i Helm F4R Grafana BR<585 84
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BT T®H. B Grafana B Helm BRHNEZEER |, H5 1/ Grafana X Kubernetes Helm
zKo

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

1£ Grafana %510 Prometheus #3E kiR

AR S BRELER T 2[4 Grafana iR & Prometheus BIERIR , LEZEIRER Amazon Managed
Service for Prometheus 845,

I8 Grafana R38N Prometheus IE KR

1. $TFF Grafana ##l&,

2. EEET , ERHEXR.
3. EERRNIMBIEFRIT.

4. i%&# Prometheus,

5

3F HTTP URL , i5#8E Amazon Managed Service for Prometheus %I & # T #EX ¥ 15 @
ETRHALIHT R - Eiff URL,

6. HEERIFIEEN HTTP URL & , MIBREI A0ZEZ URL B9 /api/vl/query F/F&E , @R
Prometheus BiEXRE S B3 M NiZZR/F &,

7. EBSGRIUT , %% Sigv4 FHRIEMFFFEE M.

FHHEEAE ARN AL IDFBREZE, RAEERIAXEF |, EEFEE Amazon Managed Service for
Prometheus T/EX Y X1,

8. EEREFHNE,

BRZEILTHEE  BERRERZET
9. X ETRYERIE SR X PromQL &1 :

a. ﬁj::%#_ﬁ%o
b. =176 PromQL Zif , i :

prometheus_tsdb_head_series

1 Grafana F %10 Prometheus #iE kIR 85
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FEA3# A Prometheus BIRRA #1728 APIs

REERA#E I Amazon Managed Grafana 2 kN TE R EENEWENRNRELSZE , BERT
Prometheus HII &# 5 E RS th X5 %N APIs 3% Prometheus WIE |, A UFEAXETERE
WIEHIER, BXRFIE U AM Prometheus REMANEZEE | BES R, APls 7AE T KIEHT APIs

5 Prometheus #Z&# Prometheus ZiHiE S F A APIs Prometheus ZiES PromQL FRIEEEIR[G
HNEIE. B PromQL R EEEMNFEMEER |, 55 Prometheus X F MY ZE 1 Prometheus,

LREHTA] APIs RERIERE | DTEAZ AWS ZIRAE 4 EERENBERFTEE, BALLRE
AWS EEZ R 4 RECZEBRE. EXEZEE , BESH aws-sigv4-proxy.

A fE BN AWS Sigv4 RE#TER. awscurLLAT B FEH awscurl i 5 Prometheus &K A
AfF APIsB| SRER IR E Sigv4 BEFE, awscurl AWS

FJ
o {EH awscurl 3% Prometheus B1E)R T ¥ 1T&18 APIs

5/ awscurl £3 A Prometheus B1E)R TH 1T&E 1 APls

Amazon Managed Service for Prometheus B9 API R %A Sigv4 L8 . BRI LER awscurl K
Mt BRI RE,

EZE awscurl , BEE LRI Python 3 #l pip KT EEES,

EET Linux WL |, LTHSFERE awscurl,

$ pip3 install awscurl

£ macOS itE#H L , LTS L% awscurl.

$ brew install awscurl

THHTRAR— awscurl ERRA,. AEESENABNERRRegion, Workspace-
idMQUERYHI A -

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

® Note
ERFRFBLIER url RS,

N FEL query=up WEH , BAESLBIMTER -

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

1,

"value": [
1652452637.636,
nqn

]

.
]
}
}

ATk awscurl EEFARHNBER , BFEBIUTHRA 2 —EFEERNEIL
- EBHEIAM SETERIZESR ID MEBER. SAIUEFREZHE /TR Z AN EAhttps:/

console.aws.amazon.com/iam/,

Hlan -
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- BEFMHIE .aws/credentials M /aws/config XHHMEE XK, Bt LLERIEEEMSH
WEEXHNEN. WRKREE , WHER default X#. fHi0:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/v1l/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« ERAESEPIXER EC2 EHIEE N,

£ awscurl B ITEIRIER

YLZETERAK Python FHX<MRBIN A A TR |, AfAMERAARRIRITE awscurl NARFREK
B, AT RHBIEA Docker IZ{TRTERE awscurl , {BEAEFE OCl WIE4T8S FAR & EB 7] IE & T 1E,

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

REBREANEAFERSITHEE

EHENET—MNARMBITHERFLENEAEERLE, SUURESXEANRITTHRE , LR
BREALENEAR, BIEBERDEFEEHSH stats=all , query 5 queryRange API FIZif1H 57
ASFEEABERAREARNSRITEIE. £ stats HRFLE samples WK , HEMB FIRE stats B
.
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samples NRITELUTEMX :

- £ iR

totalQueryableSamples EAEBENEARERER, XEATITRHNESR.
totalQueryableSamp BNTRUAEBNEAEA, HEMN—A¥E  ntEE
lesPerStep DLEaREly , ABSERESR EMBNELRKE,

BE stats FENRABERMMN A TR :
query KYRAI

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

e 2
{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
I
"value": [
1652382537,
nqn
]
}
1,
"stats": {

"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": O,
"queryPreparationTime": 0.000019363,
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"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
I
"samples": {
"totalQueryableSamples": 1,

"totalQueryableSamplesPerStep":

L
1652382537,
1

queryRange KR :

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D

%29%29&start=1652382537&end=1652384705&step=1000&stats=all

0fa Rz
{
"status": '"success",
"data": {
"resultType": "matrix",
"result": [
{
"metric": {3},
"values": [
[
1652383000,
ngw
1,
[
1652384000,
ngw
]
]
BEWRITHE
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}

1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

1,

[
1652383000,
4

1,

[
1652384000,
4

]

]
}
}
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{5 A AL S S sk i 22 W R RY 847

EAT LG EAN | LAELE Amazon Managed Service for Prometheus W EIHEARET XY #545 REUR/E, X
LN A A G RER , EEATUREBERIIVERCIZFTNOITEER.

Amazon Managed Service for Prometheus X #FRAEBMAN | HEHHX B T4 -

« BRANULEAUMETELEZTEITERLSENRER , FAREERESFH —AHatEF
3, HETERFENMZTRERER , ERMEITENEREERES,
o BIRANLILETLRYEE PromQL MBREE L ERFZMH. SMNMEBERN  cABREEFRIESR

H, BREES(SUTERENEEAN , FEEKRAB A THFEWES , 20 Amazon Simple Notification
Service,

E 7 Amazon Managed Service for Prometheus R{EAMN , BFEEQE — P2 YAML FLN 24
SRENHM, Amazon Managed Service for Prometheus I LA HI & 530 3L Prometheus FHIH
N HHRXMEE. BXEZELR , HSH Prometheus XRH K Defining Recording rules F Alerting
rules.

—ANITEXFAUESNIAN . SENMERNANIHBLEELBNBEZET. BTSN
# , BEALLHIA Prometheus AN XS ATHEX , MEAEFEXNHEBITERREH . TRNAN A
ZE (A th Al AR TR AR .

Bz 92

FEAN 4D, ANSTEEMAUER, F ST 2 AHE YA 58 L5 =M £ BT B9 =3 47 1
o Eit , EEFANUA , —RIEFAUNERATUATUHEURFNIEFZAN , oI LATE—MU4A
FRERMAN, ER A ATEALEEESTEMANXHENIRF , Bt ReeERA —FIEFANNE Rk
TH & E A ) 42 = L A ) 3244 R FL U

FA

- THRERMNFERN IAM R

o BIEMNXH

o FFHLNESE X 4 4% E] Amazon Managed Service for Prometheus

o YmIEE BRI EE X

o PN B HEDERR
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THRERAMNTERN IAM X R

278 A P F#H Amazon Managed Service for Prometheus RN BR, B2 EH L TNERE
AWS Identity and Access Management ( IAM ) KB , HHIREIBEEWAF. 4HAE,

(@ Note
AX IAMWEZEER | 2. Amazon Managed Service for Prometheus B & 13 #if [7 & 2

R P 6E LI BY SR B

BUT REE R ERA K A e BRI AN

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}

R F —Nan & 2218 175 (R AX PR Y SR

B I BN AT RFERBIREE ., AT REIEBE{UIRFXIIEER RuleGroupNamespace
MIABNR. EFALEE , B <account>, <region><workspace-id>, f , B
N <namespace-name>E5EHINK X MEE,

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [

"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetlLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]

I 34+

E 7 Amazon Managed Service for Prometheus FERAMN , BEE 6 — NN SR E LA
M|, Amazon Managed Service for Prometheus N X4 2 —1 YAML XAX# , E{X 5301
Prometheus VAL 4HHEE. BXEZEL , S Prometheus X#H Y Defining Recording
rules # Alerting rules.

AT RAN ST A B AR

groups:
- name: cpu_metrics
rules:

- record: avg_cpu_usage
expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)

- alert: HighAverageCPU
expr: avg_cpu_usage > 0.8
for: 10m
keep_firing_for: 20m
labels:

severity: critical

annotations:
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summary: "Average CPU usage across cluster is too high"

XM R M RAIERIEEANBIE—NE AN avg_cpu_usage WETIENR , REEERPERZIER.

THHEA-LEEANEME. BXBRANFNTIENHMEENESESL , HSH Prometheus X4

HY B IR

« record: avg_cpu_usage - WigFHMEIE—NE RN avg_cpu_usage WHTIEIR,

- expr: avg(rate(node_cpu_seconds_total[5m])) by (instance) — idFHN YL TRIE
XI& instance iiEDA |, TESINTRT X 5 28 CPU WEIFEAR,

« alert: HighAverageCPU - tEERANIBIE — BN HighAverageCPU HIFT &R

« expr: avg_cpu_usage > 0.8 - tRAXNERERENK CPU FHEFEARET 80% HHEZA,

« for: 10m-1E 10 PR RRAXE , BiFaA, EXHH , #X2 5 28NN F9E , Bit
BRoSERIED 2 MNESFHEMNEARRARLLR,

« keep_firing_for: 20m- LBERFHEME K BEIERETREZELD 20 8. XX BRERE
ZREHBRBREH,

BREZERANTH , ESHEHRANRH,

(® Note
B AT At R AN E XX, RENHE L& F| Amazon Managed Service for
Prometheus , 2 AJLAE#£1E Amazon Managed Service for Prometheus 2#| & R EIE, %8
MEEEN. TeWirs , BEAERNEIALN, ETHREXLENEEXHNESE
B | BSRNHNEE X4 £ E Amazon Managed Service for Prometheus,

= H N Bl & A 4% B Amazon Managed Service for Prometheus

—BEAEANEEXHPEEMLERN |, MAIEEHAPIENBEZXH , LA AERESA S
AWS CLI k& 3245,

(® Note

MR BZITHR Amazon EKS &8 , A EAEH AWS Controllers for Kubernetes 4% #1 I &g
B X,
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£ Amazon Managed Service for Prometheus 2l A RERSHEANEEH CIEGBEZH

1. TFERTF Prometheus I S EE RS EH A , MikR. https://console.aws.amazon.com/
prometheus/

EREELS  ERXEEG , AEERME IEKX,

ERIEXHNIEX ID, RAFEEANEEEDT .,

EFEAR MG S ZEE,

EFRIERE M, RREEANE L

o & 0N

HE , LA LUEEE Amazon Managed Service for Prometheus 241 & 8l E M BEMA N E XL
X, FERERENERE, XFUBR—NRIABNXHER | B E LA HtTRE.

6. (W) E@awAZRRBMGE , HEFERNHAIFL,
KRG, T Key () , MARZHAEN. BALIE Value ({B) FRMTENIRSE,

ERMEAMIRE | FIFRZL,

7. EBMEE, Amazon Managed Service for Prometheus & 812 — N S&ERHM N X4 E B B
HD% |E-.Io

FERNEREERERE £ AWS CLI 2 HmE RPN IEX
1. Base64 MNEREERNHNARHEITRE, £ Linux REL |, B LUERUTHS

base64 input-file output-file

£ macOS R4 L |, B LUMERAUTHS :
openssl baseb64 input-file output-file
2. WMAUToHSZ Bl EawSEZ=nEH L&,

EAWSCLIfRAE 2 £, ®iA -

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWS CLI hixA< 1 £, #A :
TRANKA %6
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aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. ZBHNEBEREEREERE/VEHTREN. ZERERS , BWANTHT

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status 2 ACTIVE , NEAIH N 324 2 43K

Y 35 T B SR U B 1B S

MREFHEL £ Z Amazon Managed Service for Prometheus BIF N XH R EIFHN |, ATBA B4 —
NN RBRAEEE , U NEEEEHAPRERELERE. HE , BN TR XS,
EXARERPNEBTRE , AT LETRE,

£/ Amazon Managed Service for Prometheus 2| & s 8 S HI A N B &

1. 3TFFERA T Prometheus NI S L BERRFEHIA , Mk, hitps://console.aws.amazon.com/
prometheus/

ENHEELA , EREXEEN , RAREEMEIEKX,

ERTEXNWIERX ID, RARERANEERET <,

R YRR A AL L B S B o

() MRETHHFHANEEH , BERFTHIES,
ERBATEEEEFIENRERE, TREERRE

o g K~ W D

RE , BALEEREREER LAFNEEX . MRBXFER , HEREFMBOMANE LS, R
JEIR RS F AR

AWS CLI £ A 4w A NI B B S

1. Base64 XN XHFHARHITHRE, E Linux RE L, B UERAUTHS

baseb4 input-file output-file

£ macOS R& L |, BALMEAUTHS :
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openssl baseb4 input-file output-file
2. WATIGSZ—BA L&,
EAWSCLIHfRA& 2 £, A

aws amp put-rule-groups-namespace --data file://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWS CLIRRAE 1 £, ®A -

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. ZHANNHEZEZE/LDHIEEN. ERERS , BRAAUTHS :

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status & ACTIVE , MEHMU XA EER. FibzBl , HANSHEY FERMRATIL T 75
FIRES,

AL 85 R PR Bk BR

A F/HEESETDHITERSH Prometheus B4 CloudWatch , & R] AR 3R & 12 85 041 W 25
MR BB THERR, AHo S EHNEZHE<WBEHRREB,

4 BELE LTI 25 K MR IR A

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name__=\\\"fake_metric2\\\", dimensionl1=\\\"1\\

", dimension2=\\\"b\\\"}, {__name__=\\\"fake_metric2\\\", dimensionl=\\\"1\\\",
dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",
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"level": "ERROR",
"name": "failure",

"group": "canary_long_running_vl_namespace",
"namespace": "canary_long_running_vl_namespace

}I

"component": "ruler"

XEWREERATANE BT —E5HIR,
ERERRE
{52 A 85 1% H B XY AL N AT AT R BEBR o

M B PR HERR
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EAEREEIFTE Amazon Managed Service for
Prometheus F &R M & EiR

% Amazon Managed Service for Prometheus Z1TH ERANIM LR , BIREESFQLEBERIENE
o BEHREEBFDANERH#TESELIEMRBR. 2EAHEBBTHZERS. Amazon Managed Service
for Prometheus {X %% Amazon Simple Notification Service ¥EN$ZW T , H B A LUIEE —/NKF B
SHE B E Amazon SNS &, & 7] BUE 1R B 25 R 5 B A 5 23R,

BiREE IR MM INEES Prometheus F#Y Alertmanager 242,
BRI AR EE RN E X T TR

« 24 - PARFLSFRLUNBRVEIENEANFR, SFSRERNHAREF BTRERMNMARE
MNERE , XERANENBERRINER. fiM , REFNEHESHSAIATLENHARE. MR
MXERBWERSA , BEREER2OERE—FBH,

ERSENMDEBANNNEREREESHEXHFHPNERBAMEE, BXEZER , TSR
<route>,

o W - MRBELEHMEBIRE LA | NIHIhEESIH ELEBIRNBA, Hl , MRHNERHTE
HRAEER , MR EEREE NS ZEFAERNMEHMERREE . XU IER
FEXFREBLTRAIRBEER T MERXERNEHN, EXRUNMAEENHEANNEZER , 55H
<inhibit_rule>,

- B - EEERE (HINLEF R ) YRS BRREN#RER, RERANBREEEEZRERN
MBS CEESHNENRENCEIFCE, WREE , NAREHNZEREZEFEMEL,

E0EEHE , BH A PutAlertManagerSilences APl, BEXEZEE , E5H
PutAlertManagerSilences,

Prometheus &4k
J% 3B Prometheus XiFEMRIL , FAEMMVERH. BIRATUAFEAZFBEINEICBIESE.

£ Amazon Managed Service for Prometheus & , AISUSERAESEREESLEHERNBIREE
FEEXHH,

ES]

- THRERABREERMEN IAM R
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+ 7£ Amazon Managed Service for Prometheus A 1|22 23R & 12 25 Fi & LU E B M 3% B IR

+ {8 Amazon Managed Service for Prometheus F B 23R BB 25 Bk X A ERIZWES
o FEHEREESEE XM £ F Amazon Managed Service for Prometheus

« 9Bk 5 Amazon Managed Grafana s F J& Grafana £ &

« £/ CloudWatch B &X Bk &2 85t 1T i FEHERR

THREREREESRAEN IAM R

A7 E A P F#H Amazon Managed Service for Prometheus iR EIRFHNR, BIBEBLUT
I PRHY AWS Identity and Access Management (IAM) KB | HHZERBE O EBEAEHNEF,. BASA
1=

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"
1,
"Resource": "*"
}
]
}

HERY IAM R 101



Amazon Managed Service for Prometheus ArfEm

£ Amazon Managed Service for Prometheus A 812 &k & & 25 H¢
15 LLUE IR M B B IR

E 7 Amazon Managed Service for Prometheus FEAEREESMNER , FEE0EBIREESR
B YAML X4, Amazon Managed Service for Prometheus BiREEB{ X H D NFENEEI D -

- template_files: @A TEVWALZENEENER, BEXEZEL , B35 Prometheus X4
F#Y Template Reference #l Template Examples.

« alertmanager_config: @2 BREEREE. ©SEANENEIEIH Prometheus PV ERE
BREREXHHEE. BXESELR , HSH Alertmanager XH4H # Configurations

@ Note

L £ Prometheus ¥4 FTIRKY repeat_interval Bt E7E Amazon Managed Service for
Prometheus & HE —MNAAWRSE. RTFHNERENER, IREFHRENSTEX,
NMSFERARNEX , HERERRPRE FEXKIEEAN,

(® Note

&t ] LAE #21E Amazon Managed Service for Prometheus 2% & A 45 HL B X4 | B4R
EREELEENER. BEXLATIRERENHNESRER , BSRANENEREEREREX

¥ _E £ %) Amazon Managed Service for Prometheus,

£ Amazon Managed Service for Prometheus & , R EBIREIEH[H B X H LI EBIREERE
ERNATEE YAML X #4RE %M alertmanager_config Z4H,

UTREREEREEHELSTRH

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigv4:
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region: us-east-2
attributes:

key: keyl

value: valuel

B 8 589 ME— 12U J5 & Amazon Simple Notification Service (Amazon SNS), MRBEEFFIHTH
BN EW S | Mz IR,

X255 —MEREH template_files HIERM alertmanager_config HIFEBRNWEREESFEE
X RB,

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver
urlquery }3}{{ end }}
alertmanager_config: |
global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigvé:
region: us-east-2
attributes:
key: severity
value: SEV2

2RiA Amazon SNS EAREIER
MIEGAEBES U TENR , N ERIA Amazon SNS Ft BS54 LA T 4R,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "

n }}
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
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{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

£/ Amazon Managed Service for Prometheus AR Y &R & E 25T
BERERABERZENRSS

HERANR HERN , SFEREINEREER, BEREEFTHTESER, TEP BEDHER
FREFENBERH#ATIAETURE, RE , BEREER[RIFERENHEERABERIZWSE, EL0R
B—MNEREWES  ZBEWSRTUBAREAR. B3RS M7 AR,

Amazon Managed Service for Prometheus Xz #F#I M — &R ET 2 Amazon Simple Notification
Service ( Amazon SNS ) , BEXEZELE , 2 Amazon SNS 244 ? . Amazon SNS ATAF I
LA NER , SEAABEMRS , B FHR4, EEF HTTP mR.

UTEBNAT QIEMEE Amazon SNS B ISR HEXES

F&

« BIEHAK Amazon SNS £& , £ Amazon Managed Service for Prometheus & Fl &R Z Uk
& F Amazon Managed Service for Prometheus 6 Amazon SNS & & 1% Bk E SR
BEEREEEILME Amazon SNS EBRIEHE

FEREESAE N L JSON #E 3K 8 Amazon SNS &% H B

£ Amazon SNS Eti&E N mH A B Wib KX EIREE

7 % Amazon SNS j& B3 UEHL N

BRI FHY Amazon SNS & , £ Amazon Managed Service for Prometheus
b AEERZEREE

&I LMER I AR Amazon SNS E£BEN Amazon Managed Service for Prometheus FYERZINES |
WA BB - NN ES, RINBWEEAMERENES  XEERTUEREZEENERE LT
B FER, R HTTP,

ERQIEFH Amazon SNS FBERNEREEESEWS , BREIER 1 . QIEF BRI ITIRE,
FHRAFS KNG BRRA,
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-create-queue
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WMREFESIRME1Z Amazon SNS B AR IXH B HUW BB FHp4F |, BRBIR 2 - QIEF BT H

By R ATHRAE

T ERFHNERINBR Amazon SNS =& , BHFEE Amazon SNS =FH Amazon BIRE
( ARN ) RERUATES.

& F Amazon Managed Service for Prometheus [E] Amazon SNS £& & i%
EHCEEHNR

BAIIRF Amazon Managed Service for Prometheus [E1#&#9 Amazon SNS 8 & % H B R,
DT REEFERANRFIZNR, HPBFE—M Condition B8 , LABAIE HEIM A RBENRE BB
Z4£M\B, % Condition FEAREI T3 Amazon SNS B FRIAER |, N AR B Z4EEK /S M
Amazon Managed Service for Prometheus TEXHRE, EXBERBARNBHNESZER , ES

B L SRR ST IR B R

& F Amazon Managed Service for Prometheus B89 Amazon SNS F & & %58 B H R

£ v3/home LT F I S SNS ##|& . https://console.aws.amazon.com/sns/
ESMEKTR , %EF Topics (EH ) .

R IEE AT Amazon Managed Service for Prometheus B EZH & #ro

TR RE.

ERHRIRE , U TR F RN INE KK,

o k~ 0 bh =

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"
},
"Action": [

"sns:Publish",

"sns:GetTopicAttributes"”
1,
"Condition": {

"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
},
"StringEquals": {

"AWS :SourceAccount": "account_id"
}

ZEE Amazon SNS X R
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https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-send-message
https://console.aws.amazon.com/sns/v3/home

RAriEmE
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}I

"Resource": "arn:aws:sns:region:account_id:topic_name"

[AIi%] 2R EH Amazon SNS EBE A TIRF W ME (SSE) , WEFEEEZATNEETBNZ
AWS KMS 4AZRBE A kms : GenerateDataKey*flkms :Decryptf iR , NI AFERTF
Prometheus F I S #hFE & BRSS A 1Z N2 B A% H B

Bl | BATAERBARMUTAR :

{
"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "aps.amazonaws.com"

.

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

1]
}

BEXEZER , iB5W SNS EHEMAWS KMS R,
6. i%#¥ Save changes (RFEEX ).

(® Note
ZRIAMER T , Amazon SNS &8I A AWS:SourceOwner £HMFEIEE, BEXEZE
B, E3 ¥ SNS A8 K,

@ Note
IAM BEZ™ KRB LN, EEHN SNS B F | MREFELICEKERM Amazon SNS
KRBT RBEHEER TR FZEEARBEHNERE, EFEENEREH THRERTFH
R , B REBITHIZE,
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https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html#source-account-versus-source-owner
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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B LE 5 AR 35 08 78 PR T

BERERER-IMREMEE , DFTEFRFERITRROS A ARSIBEERTESNRNKERIT
ZRF, ER AWS , BERFEGTRLSSBERILNBEIFRE, — MRS ( FUERS ) BAS —TURS
( ABRYARSS ) Bt , ATRESREBRSEL, TTEURIER RS UERENERXY S — NN R RET
B, BNZBRSFANAHRMNR N THIEXFER , RN AWS ZH# T -ETE | BEERFAE
RSHBIE  SERSEEACHER T HEEKS R IFRANER,

RINBWERRKRBEHRER aws: SourceArn f aws :SourceAccount £R%MHF LT |, LARRE
Amazon Managed Service for Prometheus 3 Amazon SNS 2 RRIHENE, MREAFI2H
ZHELETxE, EA—FKKEQDRFERARN |, aws:SourceAccount EF aws: SourceArn EH KK~
MEFRERIIKS 1D,

aws :SourceArn B{EMM A Amazon Managed Service for Prometheus T/EX A ARN,

R ERERBREMN A EZRMER aws:SourceArn B4 ETXENARENTE ARN,
RFHMERRHNTE ARN , REEEEBESMNER , BHX ARN KA EATEEERF (*) B
aws:SourceArn £R ETX&H4®, Hli0 |, arn:aws:servicename: :123456789012: *,

¥ Amazon Managed Service for Prometheus [8] Amazon SNS F &8 & A Bk EH SR B FT
THRBSE T T A £ Amazon Managed Service for Prometheus Y aws : SourceArn #l
aws:SourceAccount £RFH LT XEXKEEEREARB,

BEZEIREIEEE LM Amazon SNS FFLIXEHE

HEERAE (FNHMEN ) FEXER Amazon SNS EB/F |, BRI LUFE/ER BIRZWES R ISR
EEFERER, BEREEFITNEREXECCRENBREWRSE. EHILERE , BATHE Amazon
SNS B Amazon BREF (ARN) .

B X Amazon SNS EWHEENEZEER , {555 Prometheus BL & X#HH <sns_configs>s

TEHNEMKE

Amazon Managed Service for Prometheus X # Amazon SNS fERERIZEW . B2 , HTRERE
#l , #IEX¥F Amazon SNS EWR S HFTEE . Amazon Managed Service for Prometheus 1R & &
HEEXHFFRTATFERUATEY

« api_url: — Amazon Managed Service for Prometheus £/ #&I&E api_url , R FRAEFFERAL
J& 1o

B 4889 Amazon SNS B K X EIR 107


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://prometheus.io/docs/alerting/latest/configuration/#sns_configs
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« Http_config - ltEMAFEIZREINZINRE, Amazon Managed Service for Prometheus B i XX
L ThEE,

WA, BFEE SigV4 IR E T EEEH Region B, WMR%HE Region B , Amazon Managed Service
for Prometheus ®)% B B % HEBRRELERNER,

Bl B IR Amazon SNS = BERNIEW AN EIREERS

1. NREERANRIANBEREERELENY | FEXRRESR T T LM

2. WR receivers HIFERFYHBIH Amazon SNS BUANEW R |, EFEBR. B LUz
Amazon SNS TFEENEW G , FERNENMIE receivers BIFBRA LI sns_config
BIERA,

3. 7 receivers EBHHIFRMET YAML BHEHR,

- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

MBRIEE subject , MEINERT , FEATERSEHRANENRIAERERETT , XTESLSH
BEXF SNS ki A+, EERNATEENER , FSRAEEPH FEREESFEE L JSON
¥Z [ Amazon SNS £i%E B

I |, HAGERE T 25 Bl & XX £ £ 2 Amazon Managed Service for Prometheus., BXxE %S
B, B2 BENEREE SR E X L& F] Amazon Managed Service for Prometheus.

HFEHRTESRBE N L JSON &2 m Amazon SNS &K% jEE

ERiAER T , Amazon Managed Service for Prometheus BiR E S A XA RN A HES, X
ARESEMEMMRSHBTEE, SALUTEREESEAEE N JSON B REER. JSON AIUE
B IE N P R A R IR T S B AWS Lambda SRR E M KR IR T m LR B Amazon
SNS I TFiIHE . BAILLEN —MEENEHRFK L JSON BABHEERNR , XHETUERWMET
BB B TRRAT | T4 A BRIARE AR
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ELLJSON BN EREESPHERMEE Amazon SNS , BFEFBREESEE , &£
template_files RFAHFEBEUTRES :

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":
"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end }}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if
gt (len $alerts.Labels.SortedPairs) @ -}},"labels": {{ "{" }}{{ range
$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},
{{ end }}"{{ $label.Name }}": "{{ $label.value }}"{{ end }}
{{ "3" 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )
@ -}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }3}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.vValue }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":
"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":
"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range
$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index }},
{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "3 33{{- end }3{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 13},
{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3}" }}{{-
end }}{{ if gt (len .CommonAnnotations) @ -}},"commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }3}{{ if $index 13},
{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "} 3{- end 3}{{ "}" }}{{ end }}
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

(@ Note
LB REEF B F HIE0E JSON, MREHBFESSHRFZR , BECALER I HE
BT

NEREABBATRFERAENR , BEEW alertmanager_config HIEHR 5| HiZ&ER , MFAT
N

alertmanager_config: |
global:
templates:
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- 'default_template'

(@ Note

LERER TRAERIEN , KA JSON X, WERSBZENMNEEIEX. NREBEML
BEER , WFRBREEEN, EAF3ITRNBZEHBIML L TER

BXUTHBRNESZER :
- BREEREEXMH , BHSH £ Amazon Managed Service for Prometheus F 872 2k S =25l B
N EE M BB R

- FERENEENH , BHSH BENEREESREE XX £ £ F] Amazon Managed Service for
Prometheus.,

¥ Amazon SNS BLE N EM B Wit KX EIRER

Amazon Managed Service for Prometheus R 8E[@ Amazon Simple Notification Service ( Amazon
SNS ) REERERE, ENXUEEERXTHME Mt , Hla0E Fif#. webhook, Slack =%
OpsGenie , #2455 Amazon SNS EiiE J ¥ H B R FIX LR o

UTEN N EMAEE Amazon SNS SUFEIRE A S HM B Wb,

F3
o BB FHRHF
* Webhook

» Slack

* OpsGenie

B3, - R 44

E5f Amazon SNS FEBE B N E B KB B Fap4F |, iBRIZEIT. £ Amazon SNS ###HI&F | &
BiTREED R FTFIT RS RTE, EFRNETH , REEZFBFHHF. Amazon SNS FmEFlHEYES
FHR bt RIX T INE FEBME, BRHING , ER T LUEN B FHRHHZ Ik B BT FEBH Amazon
SNS BHl, BXEZEE , HSRITE Amazon SNS F i,

6 H Ath B #9 3t % B4R 110


https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
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Webhook

¥ Amazon SNS EFft & 7 558 55 2| Webhook LiwT & |, i§8I21T. % Amazon SNS #2
FlEP  EBITEEMRUTHITRESIRAE, EFNEITRE , ABIER HTTP/HTTPS, BIZiTH
B, XIRBEIASREEBE. HITRLTENRSH |, B HTTP LinT SR 1Z 2K E Amazon
SNS BHl, BXxEZEE |, 55 R1TE Amazon SNS £, BxfHA Slack Webhook [ & B ¥r% 1
HENESER , B RWNAMER Webhook £ Amazon SNS 382 & # 2 Amazon Chime, Slack 5
Microsoft Teams ?

Slack

E Amazon SNS FEBELE N[ Slack HHEE |, BEHMNERE, RALLE Slack B9 email-to-
channel &R &R , 1T Slack #EZ B FHBHHFHE K E Slack & , L AT SAEA Lambda BI¥CEF
53 SNS BHIEEZ| Slack. BXMFHBFHiHH K E slack UEMEZFER , IHZS A Slack
Webhook B AWS SNS F£#1] @, Hx#%E Lambda EEEARF Amazon SNS HE A Slack WE
ZER |, BHSREUWMAYF Amazon Managed Service for Prometheus & Slack /K.

OpsGenie

BxWUE EE @ HinHHE R Amazon SNS FBMEE |, ST Opsgenie 54 AL S # SNS
&, OpsGenie

T f# Amazon SNS 8 236 iF #

Amazon Simple Notification Service ( Amazon SNS ) EREE AR ERHAE, TREXLEIRHENEE
FEREEFUEHR. WELE , Amazon SNS ERFHFRFATANEIE, BMIIEXBEREES.
- SHR B UTF 5

« SHEYFERRA “Error - not a valid UTF-8 encoded string.”

o FARM—AEEEMY , A truncated” , B “true”

- JHARM—NEEREM , 81 “‘modified” , {E7“Message: Error - not a valid UTF-8 encoded string.”
- HERZE,

« SHENFE# R “Error - Message should not be empty.”

o FARM—ANEEEMY , BF “‘modified” , E7“MMessage: Error - Message should not be empty.”
- HEBHEM.

- SHENIEHEMBNE,
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://aws.amazon.com/blogs/mt/how-to-integrate-amazon-managed-service-for-prometheus-with-slack/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
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 JERM—NEEEM , BN truncated” , B “true”

« FAM—AEEEMY , Bh 28%, BN HE  BREEEMN X KB REM , RN TBY 256
KB By K /NR&I”,

- TR ASCIH F5F,

« EBRFEHR R “Error - contains non printable ASCII characters.”

s JFHRM—ANEEEM , 87 “modified” , {7 “Subject: Error - contains non-printable ASCII
characters.”

® i%ﬂ Emﬁﬁﬁo
- FTEFETSHEMHRNE.

« FRM—ASHERYE , 8F B8R, BN ‘T8  HiR-EEEMEFREY , EAeERT
100 MFRFHY R/NBRES

- HEEMENRBELR.
o TORRBYIH BB MR A BR

- FHRM—ANEEEM , 87 “B8% , ER “MessageAttribute: Error-" X BEE B R T XX
MessageAttributeKey ., " MessageAttributeValue

- HEREMEHREN.
o« FNEYTE BB MR AR BR

« FARM—NHEE 2B BREERMY , HHEREEE HENE “MessageAttribute: Error-X" , B H
TiBid T 256KB B K/NRE,

FHENEREE R & X L% F Amazon Managed Service for
Prometheus

—BENERCREEEREESREEXHFFIMITLARE , RUNERF S PEIBNEE R , t
AJ LA A Amazon Managed Service for Prometheus ##l & 3% AWS CLI L& BB X4

(@ Note

MRZEITH = Amazon EKS £ | A LAERA AWS Controllers for Kubernetes E{& ZiREE
Bl & X s
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£ Amazon Managed Service for Prometheus £ #| A mER B R EIREEROE

1. $TFEAT Prometheus I S#HFEERSZEFIE , Mt R, https:/console.aws.amazon.com/
prometheus/

2. ENHALA , ERXEER , AREERMEIEKX,

3. ERIERMNIERXID, REEFREREERR[EIF,

4, MRIEXETEZEEREERENL , FEFRINE L,

® Note
MREAITEXEEZBRNEREERENL , HoukBdk.

5. EERIERXM , REBEREERENMN , REEFRE,

® Note

FE , BETLUERCIRESGET |, QI — M XX HERERHEPRITRE. XF6
B-RINBRERS , B NE LA HETHRE.

EURER AWS CLI R EREESFEE L& T THEKX

1. Base64 WEREER[RNHNABHITHRB, 7 Linux RE L |, BRI MEAUTGS

base64 input-file output-file

£ macOS A& L | B LUMFERALU TSRS
openssl baseb64 input-file output-file
2. ELaX#H, BRANTHSZ—®.

EAWSCLIfRAE 2 £, ®A -

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

£ AWSCLIfRA 1 £ | #A -
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Amazon Managed Service for Prometheus

RAriEmE

aws amp create-alert-manager-definition --data fileb://path_to_base_64 output_file

--workspace-id my-workspace-id --region region

3. HHWEREEREERELDHIHLN, BRERS  BAANTHS -

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

MR status B/ ACTIVE , IR TEWHEREESRENL EEK,
FANIEXNEREESRNESHRNTNEREESEE AWS CLI
1. Base64 WEREBEB/UHHNABHITRG, £ Linux REL , BOUERUTHS

baseb4 input-file output-file

£ macOS R&i L | B LUMERALU TSRS
openssl baseb64 input-file output-file
2. EL&aX#H, BRANUTHSZ—®.

£ AWSCLIfRAE 2 £, ®iA -

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --

workspace-id my-workspace-id --region region

£ AWS CLIBRAE 1 £, ®A -

aws amp put-alert-manager-definition --data fileb://path_to_base_64 output_file --

workspace-id my-workspace-id --region region

3. ZHNHEREERLEFTE/LVHIRLEN. BERERS , BRAUTH T :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

FREREEXH
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R status B ACTIVE , WRRENFEREERELCER. Hl2m , BN EREE
sRBE AL TIE s IR

FHERE Amazon Managed Grafana s FF R Grafana £/

#&7E Amazon Managed Service for Prometheus B Alertmanager A | 22 YR AN 7 LAFE Amazon
Managed Grafana # Grafana F# X MEEF , NE—NMRERE— SN ERANMER. =
Amazon Managed Grafana # , & A LAE & & H BRI A4 5 BIR o

FRF M

FEFF5¥$ Amazon Managed Service for Prometheus 5 £l Amazon Managed Grafana Z 81 , #2470
FHRUT RREM

« BYUAAEIE AWS K- M IAM ES |, FeeARIEHF RN EIEER T Prometheus YL SiE £ E AR
S IAM A ',

BXREE AWS K- M IAMIERNEZER , FZHRE AWS,

« B HE Amazon Managed Service for Prometheus T4EX |, # BE@EFFIHE, Eig
BHNIHK , 53R Amazon Managed Service for Prometheus T/EX, 3% M iZ &
Prometheus BI8ES: , 5130 Alertmanager #1 Ruler, BXRXLEFTFNEZELR |, 55 Prometheus
pE=B

- BB A1 Amazon Managed Service for Prometheus FELE T Alertmanager ELEMAN L4, Hx
Amazon Managed Service for Prometheus F# Alertmanager WEZE R , TSRS ABIREES
#£ Amazon Managed Service for Prometheus R EEMZ LA ER. BEXANNELEES , BSHE
FAFNME SR s E BB FE R

« IBAMIRE Amazon Managed Grafana , & & 1T FFRRAH Grafana.

- MREFEARZ Amazon Managed Grafana , M4 EA Grafana Bik. BEXEZER , BS
) 5% |15 ki 322 5l AR B 3R T 2 Grafana B1R.

- MREFEABVRIFRREE Grafana , MAFUZITIRA 9.1 HE SR

® Note

BT LAGE A R HRRR AN Grafana , (B4 F 4 — 23k ( Grafana B3k ) Thag , H EA&E
FEIRE sigv4 KIEFBEM Grafana A Amazon Managed Service for Prometheus.
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https://aws.amazon.com/grafana/
https://aws.amazon.com/grafana/
https://grafana.com
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/grafana/latest/userguide/alert-opt-in.html
https://grafana.com/docs/grafana/v8.4/alerting/unified-alerting/opt-in/
https://github.com/awslabs/aws-sigv4-proxy
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BXEZER , 55 RE Grafana FFJRH Grafana Enterprise A5 Amazon Managed
Service for Prometheus Bl & H .

« Amazon Managed Grafana 47188 LA TR 8E1A B IR /Y Prometheus &R, SN TURFE R INE
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.htm| F AR &9 Bk

SERRBIESEERET,

* aps:ListRules

* aps:ListAlertManagerSilences

* aps:ListAlertManagerAlerts

* aps:GetAlertManagerStatus

* aps:ListAlertManagerAlertGroups
* aps:PutAlertManagerSilences

+ aps:DeleteAlertManagerSilence

% & Amazon Managed Grafana

MREBLXTE Amazon Managed Service for Prometheus S54|Fi&E 7 MM FEIR , NIAEEH Amazon
Managed Grafana £ iX &£ B R 12 &I E AR A &L & 5t £ 7 Amazon Managed Grafana H 5t .

#F Amazon Managed Grafana Bt & 3 R 2 $IHE iR

1. ITHITHEXHE Grafana ##4§|4
2. HEEET , EBEBIEXRR.

3. BIEITITEMY Prometheus BIEKIR, MREZBIARIRE Prometheus HIERIR , TSN LR
2 : 1 Grafana 51 Prometheus i RRARBMEZE R,

4. 7E Prometheus BIEXRIRH , EFES Alertmanager Ul EEE R,

5. REIHERIFRRE,

6. BIEFH Alertmanager BIEFRIR.

7. 7 Alertmanager BERFEENEF , AN TRE

o fIKHEIRE N Prometheus.

« XF URLRE , iBFEAEHN Prometheus TEXE URL , MR T#HKX ID 2 GHFTE
NE , REEREKN /alertmanager, Bl , https://aps-workspaces.us-
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eastl.amazonaws.com/workspaces/ws-example-1234-5678-abcd-xyz00000001/
alertmanager,

- EEHRRWIET , FFE SigV4Auth, X&&1F Grafana JERER AWS FHRKIE,
« fltn , 7£ Sigv4Auth FHEE THERIAXEH |, RMHEEH Prometheus SEBIFTTERY X5 , Hi40

us-east-1,.
« FEIAETRENRN true,
8. EBERTFHNE,
9. HfE , £ Amazon Managed Service for Prometheus 23R ML & H 5&EH Grafana SEHIE & F

. WIAETILLTE Grafana B3R ITTEAY Amazon Managed Service for Prometheus L5 & B 7
BEIRAN, BRA (SIEEHEIR ) MEBHR,

A CloudWatch BEXN ER E 85 1T PEHERR

A FHEEEETDHITERSH Prometheus B4 CloudWatch , &R AR 3R & 12 88 041 ) 88
MRBBHITHEHER, A2 BEEEIREE[HEXBEL R E-R,

. ERAEE
« 3EASCI B&

fo

 key/value BE LXK

- HERHES

- REETRFENRBEIR
« RAEXEA KMS

7o ﬁZ
i E
HHETEUTESR
{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
I

"component": "alertmanager"

BIRE R MELR 117


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

Amazon Managed Service for Prometheus

RAriEmE

}

X RN RS IR AR O I IR AT N 2 B

ERRM R

WIF A B IR E BB R R A B R A HE — MR ER,
JE ASCIl B

é/ H/U\@EJ’)\T Etj-

{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
1,
"component": "alertmanager"
}

XRREBEEIE ASCI FH,

EXTNERE

MIBREAR =B F R P X AT sE B &I ASCIH FRMIRZER 5 A,
key/value BE LXK

HHFTEUTESR

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"
},

"component": "alertmanager"

JF ASCIl &

118



Amazon Managed Service for Prometheus ArfEm

RXRRETRAETH , FLEHSEMESHMER,

EREMRE

EFTMEECAXRERHERBENEIR , HBREBITAIERH SNS HEEB M. BXKIE Amazon SNS
FEMNEZEE | FSHEKIE SNS F&3

HERSBIES

HHFZTEUTESR

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"

KRTELEBBADAK,

BRI BRI

EEEREUOTHBER | ARTERTERUBRANRE,
RXBRTRRIREEHIR

H AT BB U THEIRA

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

b,

"component": "alertmanager"
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iX & 7R Amazon Managed Service for Prometheus T 15 ER SNS TR X &R,
EXREWRE

I8iF Amazon SNS &5 A K EE 2 5 XX Amazon Managed Service for Prometheus [6]1% £ & 1%
SNS JEE., BIZ SNS 7 RIZKEE , & FHRS aps.amazonaws . com ( Amazon Managed Service for
Prometheus ) i [F] Amazon SNS XN R. HXx SNS HEREHNEZFEE , E5H (Amazon
Simple Notification Service FF R A G $E/) HHI A 15 E K EEE S M Amazon SNS 15 B2 5 R =
o

AENAA KMS

HHEFZZELUT AWS KMS £ixad

{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
3,
"component": "alertmanager"
}
EXBNERE

¥ UE AT n& Amazon SNS FREH Z AR B4 R =B X ¥ Amazon Managed Service for
Prometheus RS E4E aps.amazonaws. com H4TELT#RE : kms:GenerateDataKey* #
kms:Decrypt. BXEZEER , S SNS THAIAWS KMS R,
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1B F MU Amazon Managed Service for Prometheus T4E
X

I 5% Prometheus 3B RS EH CloudWatch I L SRIBEEXEIZEMNHIE, ELMEA
CloudWatch #6#¥r3K 7 ## & R E AR AKX EHTF Prometheus I S FEE RS THEZE= R ERK,
BT LAFF /3 CloudWatch BEXIFURRTEZR A XENEHN B ER,

LT B E MR CloudWatch T A,

£/ CloudWatch 1E#r4% 2 5T E ARSSHY Prometheus &R

EFTF Prometheus I G L E RS EAERIRREMA, CloudWatchiIXLEIEFR LR T B RHM T
EXFAE, &’%E’J?eh‘—ﬂ%ﬁ:qﬂE’JAWS/Usageﬂ]AWS/Prometheusup% e P E|, CloudWatch
XEEIEFR R R BRIRME CloudWatch®, BXxERARIBIRNEZEE |, B2 CloudWatch # FZEIE#x,

CloudWatch #§ BREWR CloudWatch @& Z=[H] iR

FRE R

ResourceCount  RemoteWri AWS/Usage BYWREBEANRER
teTPS

ResourceCount  QueryMetr AWS/Usage BUERRER
icsTPS

ResourceCount  IngestionRate AWS/Usage BARREEER

By SUUTH
BREITHE : Av

erage, Minimum, Maxi
mum, Sum

ResourceCount  ActiveSeries AWS/Usage BN TEXHTERRIIE

BT T
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CloudWatch 1§ RIRBE T CloudWatch 5% Z2|g] iR
B

BREITEIE : Av
erage. Minimum, Maxi
mum, Sum

ResourceCount  ActiveAlerts AWS/Usage BNITEXHE BRI
By it
BREITEHIE : Av

erage. Minimum, Maxi
mum, Sum

ResourceCount  SizeOfAlerts AWS/Usage THEXPREEHRHEX
N RFT RN

By FH
BREITHE : Av

erage, Minimum, Maxi

mum, Sum
ResourceCount  Suppresse AWS/Usage BN TERXLA FMHENRESH
dAlerts BIRKE., LB
HP e HD I B 4R o
BAT IR

BRI EHAE : Av
erage, Minimum, Maxi
mum, Sum

CloudWatch $g#% 122



Amazon Managed Service for Prometheus ArfEm

CloudWatch #§ BRIRAM CloudWatch @& Z=[H] iR

B

ResourceCount  Unprocess AWS/Usage BN THERL T ARG ER
edAlerts BHEBRKE, BIR—%K

B, BIah T RAEIRZS
AlertManager , B EfE&4&F
T_;X%ééﬂizF{Eo

BT T

BRGUTHIE : Av

erage. Minimum, Maxi

mum, Sum
ResourceCount  AllAlerts AWS/Usage BN TERLA FEMRESH

BHRBE.

BAT IR

BREITHE : Av

erage. Minimum, Maxi

mum, Sum
ActiveSer - AWS/Prometheus BMNAFPEMNWRZSENH
iesPerLabelSet BES RIFERAER

BT iR

BREUHEAE - Av
erage, Minimum, Maxi
mum, Sum
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CloudWatch 1§ RIRBE T
B

ActiveSer -
iesLimitP
erLabelSet

AlertMana -
gerAlerts
Received

AlertMana -
gerNotifi
cationsFailed

AlertMana -
gerNotifi
cationsThrottled

CloudWatch 5% Z2|g]

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

DU

BIAFEXNRERNS

BIESN R 5IBR A
B it

BREITEBIE : Av
erage. Minimum, Maxi
mum, Sum

B EESRKIRI R ER
B

B it
BREITHE : Av

erage. Minimum, Maxi
mum, Sum

RERBWERBE
LR
BREITHE : Av

erage, Minimum, Maxi
mum, Sum

PRIV E IR E
B HE

BREUHEHAE : Av
erage, Minimum, Maxi
mum, Sum

CloudWatch 5#r
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RAriEmE

CloudWatch 1§ RIRBE T
B

Discarded -
Samples**

Discarded -
SamplesPe
rLabelSet

Ingestion -
RatePerLabelSet

QuerySamp -
lesProcessed

CloudWatch 5% Z2|g]

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

DU

RERANDHNEFEARE
B it
BRSEITHIE : Av

erage. Minimum, Maxi
mum, Sum

BIAFEXNRERNE
FHEAHE

B it
BREITHE : Av

erage. Minimum, Maxi
mum, Sum

AP E NSRS
R R

LR
BREITHE : Av

erage, Minimum, Maxi
mum, Sum

AENERHEAIHRE
B HE
BREITHE : Av

erage, Minimum, Maxi
mum, Sum
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CloudWatch 1§ RIRBE T
B

RuleEvaluations

RuleEvalu -
ationFailures

RuleGroup -
IterationsMissed

RuleGroup -
LastEvalu
ationDuration

CloudWatch 5% Z2|g]

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

DU

HEAE BB
B4 iHER
BEREITHIE : Av

erage. Minimum, Maxi
mum, Sum

(5] B8 PRV 0 i 55 Tt B IR 34
B it
BREITHE : Av

erage. Minimum, Maxi
mum, Sum

(5] R PR 45 33 9 A U 4R A AXR
o

LR
BREITHE : Av

erage, Minimum, Maxi
mum, Sum

U E bR By R4 A
=18

B4R

BREUHEHAE : Av
erage, Minimum, Maxi
mum, Sum

TTPS IR E A ER—K , HERESHAEVNTYE, TPS P TAKIRIGENIELE

.
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T SERREEFN—EERMT,

Reason aX

greater_than_max_sample_age EFBE — /Pt
new-value-for-timestamp REBEEHANNEBSZ LN RBEETRE.
BIREERT R AP ERBEMrEENERRIZH LR,
per_metric_series_limit AFERREMERERRIB LR,
per_user_series_limit AP EREERRS S LR,

rate_limited BERZ R,

sample-out-of-order BARRIEIRFRE , TELE,
label_value_too_long HEEBRE X FNFRR .
max_label_names_per_series AP ERREBNMNEFNIRZER T,
missing_metric_name REBHEIBRE R

metric_name_invalid RENERBEHRER.

label_invalid RENTFET R,

duplicate_label_names RENREEHREE,

® Note

BT EERRAFR T ZIERFNER 0.

® Note

RuleGroupIterationsMissed. RuleEvaluationsRuleEvaluationFailures. .
MRuleGroupLastEvaluationDurationEB U FEHHIRuleGroup R :
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RuleGroupNamespace;RuleGroup

X} Prometheus H&R/I1EFRIRIE CloudWatch B1R

RO LAE B R % 12 Prometheus BRI ERAER. CloudWatch

£ Prometheus # prometheus ActiveSeries I B F iR B &R

1. BER BERER ED+ , K50 TR E|ActiveSeriestrng,
£ Graphed EEfRUEF , R4 & RYBAMRERNER.

2. EREIHEEBHAER.

3. HEEEEMAZXATNRHEEFZRTFRARESRMF , REEET D,

4. HEEERED , EFRIAH SNS EFHGIE — N SNS TELUFE KX 1Z SNS £,
5. HERAMBFMAERSD | ARINERE B FA TR

6. EFEBIEER.

FER A EKIZETD#IEE RS H Prometheus 4 CloudWatch

EA T Prometheus W SR E RS L S HEH EiF'Fméﬂ'=F'iEi%?ﬁ”éﬁ%ﬁfméﬁ/ﬁ%E’\J’fﬁi%%ﬂ%i
E#%, CloudWatch EXEREERNANBZNEZER , BSHFEFTPNEREER T, £9
LATE Logs Hf$ T4EZ= (8] A & #E A &l CloudWatch A& uu,EF'o i"‘_IJ«M'j': Amazon Managed Service
for Prometheus Z#l & PEIEEKIZENAE , LA BIER AWS CLIEEE &T LLTE CloudWatch
BRHEAPEESIERNXLERE. BXERFAEFESE CloudWatch BEBERNEZEER , BS5H
CloudWatch A F#8R CloudWatch/ B9 F B &L F H E o

CloudWatch B EE AW ERATEP KM RS 5Gb B CloudWatch B&, B HEERITMN B EN
BIECloudWatch EMit &Ik,

£
« & CloudWatch B&

BlE CloudWatch H&

EAT Prometheus WIS IEERSHELTLHEEN B SAPICREREERF/NSEENERNES
E#, CloudWatch
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B LAEE A T Prometheus VL B #hEE RS EHI A iR E CloudWatch AKIEREE |, th Al UES
WA APl iEREH AWS CLI ® & AEIEREE, create-logging-configuration

FRFAM

@A ZHicreate-logging-configuration , A T REEHE RN RM ME LA FEE
CloudWatch BHER ID A,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups",
"aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
"aps:DescribeloggingConfiguration",
"aps:DeletelLoggingConfiguration"

1,

"Resource'": "*"

EiiE CloudWatch H&
& 7] LAE i #2 %) & 21 Prometheus £ Amazon RS PEREZEFK. AWS AWS CLI
Console

#£ Amazon Managed Service for Prometheus 2% & #i & B Fid &

1. SMITEXFEAESERFH B SETF,
2. EERBATERALANEERT,
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3. EBEERATHIRPEFRLE.
4, EHFATHIRDPEREQEAMBSNBEESH,

B A LATE CloudWatch 12 &l & R G2V B E4H,
5. ERREER.

AWS CLI
& AME A RIRE B EBLE AWS CLI,
EfcE H&ICR , i5EM AWS CLI

£/ AWS CLI , iETA T F,

aws amp create-logging-configuration --workspace-id my_workspace_ID
--log-group-arn my-log-group-arn

PR %
- ARERAESH

Amazon Managed Service for Prometheus X124 F warning = error R 3IHEH.
- REEK/NRH

CloudWatch BERRKEEPRHIN 5120 NFERF. 2 CloudWatch Logs #  5% B 43236 1tk K /)N PR
B, E2B3BEAUFLNAEKL/aws/vendedlogs/,

LERBEZAARCENERANE |, SEATF Prometheus B9 Amazon & RS LA ERARIEE
# B & CloudWatch A E#EM A X T REEKEE, Ni#EREE CloudWatch BEBRIRKEE K/NRE
B A& CloudWatch B EABZF BN L /aws/vendedlogs/. £ Amazon Managed Service for
Prometheus 2| A P A2 A LA , BERABHRHBEN /aws/vendedlogs/. BXEZER ,
BSR (BEAFIERE) FHEAELE AWS fRSFE CloudWatch HZEIE %o

EEH T Prometheus WIS IEERSZSHEEERNZEA

Amazon Prometheus & HE&‘JELFE%J%AE@—ILX{EFHE’JE&UEEIE1‘$Z|§ (QSP) £ , \NTIRFHIEH
A, ALl QSP BEERMAAENRE , BENER , UBHERMEBENIEHEBEAR,
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LHERRBBEREN , AP ERMHEFLETR—RELEHE . X FiEE Amazon Managed Grafana
EENENR , ZBESFELDHIEE Grafana AFREFPER , AP RIISRNER, HEE
ZRENERT2HWKE , HELQRBRMEIEL,

BT ZR &S |, SEA T Prometheus B Amazon & REEREFE M EHRIFIZREE EI,.,\E’JIJJ
‘ﬁ"éo CloudWatch thZhEE R TR F WD TER , MM ES B R4 X PrometheusEH LT S #FEE

, AEERMEERLR, EHAFLRLBRENBLHIEEESLEEAHELR (QSP) I‘ETZJEEI’JEYEUE’JE
B, RE , XEHEF LA E CloudWatch BE , RSB REN M EBMLE, CRNEBTIE API
ERMANER, RABRT , EAAELTEARS , URAKRE#RD>FHLERN CloudWatch BE
FRE, SHOWEEN , B LS BltIhae,

&

ES
. EHEE

EHRFIHE
- BERR

R

cH]u’nIﬂ]n’niﬂ

0%

|
Eiig

EEHHE

B LA E A T Prometheus ML S EERFSEFATPEEENAE , LA B EA APl ER%E
AWS CLI HEEZEB A&, create-query-logging-configuration It API EXBEE M5
#* , BB, BIMXXHEF CloudWatch Logs ¥E RN B Ittt , BARN1ZRBE —/N# A CloudWatch B &
WITE,

FTRFMH
#{R1logGroupBtlE., ATEEMN ID RACNEFUTRBBZRNER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",

REEAAS =
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"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups",
"aps:CreateQuerylLoggingConfiguration",

aps:UpdateQuerylLoggingConfiguration",
"aps:DescribeQuerylLoggingConfiguration",

aps:DeleteQuerylLoggingConfiguration"
1,

"Resource'": "*"

BL& CloudWatch B &

BRI LAE A B FKEA T Prometheus B9 &% Prometheus FE B BRSS KRB E CloudWatch B &,
AWS Management Console AWS CLI

ﬁﬁﬁ JEFE 5': Prometheus :*r"”rF'J AE,JI E.'I M\% HE%EE ﬁlﬁ] E VN

1. MBI IAEXKFAGEEERTHESTEDF,

2. EEALE T, EF0E

3. EBBTATHIRIERERTMBENAEL,
& AT LATE CloudWatch #2 %I & 0 #Hy B 54,

4. B ABIE (QSP).

5. &EERF.

EFABSEREZIABEE AWS CLI

aws amp create-query-logging-configuration \

--workspace-id my_workspace_ID \

--destinations '[{"cloudWatchLogs":{"logGroupArn":"$my-log-group-arn"},"filters":
{"qspThreshold":$gspThreshold}}]"

BRUMERH. BERMBERRENEE , BSRERT Prometheus BT S #FEE RS API S &,
e & & 18 R &l R &

ERE QSP RE , XME QueryMetrics APl HIZEE RS,
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A m
« max_samples_processed_warning_threshold — A B BN BRI ZEE S RE

+ max_samples_processed_error_threshold — H BB ERHE AR BEHEIRRE

¥ F Amazon Managed Grafana FF , A LAMEH grafana B3R EE Xk B BB R FrE Z#HE
PR -

1. WELZBFEE Grafana PV ZEEE RS Prometheus BIEREE .
2. EBEMETHEASE T , ANRERL,
3. EBRREFE

BEAE

NTREANBER , BHE CloudWatch BEFBRBRZEHRHUTER :

{

workspaceld: "workspace_id",

message: {
query: "avg(rate(go_goroutines[1lm])) > 1",
name: "alert_rule",
kind: "alerting",
group: '"test-alert",
namespace: "test",
samples: "59321",

},

component: "ruler"

}

NFIRE APl HANER , £ CloudWatch BEFBEBXRZERMUTEER :

workspaceId: "ws-5e7658c2-7ccf-4c30-9de9-2ab26fa30639",
message: {

query: "sum by (instance) (go_memstats_alloc_bytes{job=\"node\"})",
queryType: "range",

start: "1683308700000",
end: "1683913500000",
step: "300000",
samples: "11496",
userAgent:

"AWSPrometheusDPJavaClient/2.0.436.0 ",
dashboarduid: "11234",
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panelId: "12"
I

component: "query-frontend"

BR 75l

KB K/ BREI- CloudWatch HERRERERSHIN 5120 N FRF. 2 CloudWatch Logs #& 3l El 3R B
BEXDRER  E2B3BRAUFLNAERA/aws/vendedlogs/., BREHAEN , ERT
Prometheus H YL 5 #hFE & BR S5 A A &8 E W B HHAE#T CloudWatch 8y B ERRREE. N
B G35 E| CloudWatch B E®IRERE K /NBR&E |, B BE CloudWatch BEA B FRET N L /aws/

vendedlogs/,
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T & H L1t Amazon Managed Service for Prometheus B X
ZiN

DTERRBRHEZERTEGET 7HMELE Amazon Managed Service for Prometheus #85<#9 X
7,

3R L5 (K] 3= > 18 A F Y B AN 2

NFARZBEFMS , ERENSTET ABIEE. SHEARSNEFEUREI—LETELEN
BERHERNEAE , MBEFEE RS EREAN—NED. BXEBIMINBHNESESR , HZH ‘Amazon
Managed Service for Prometheus 7=l TUE"H #IE 4T,

[FRARB AN RETERMTA ? WA EREURAE ?

BREER (FTREFNERE ) RASHEEFNIERS. BULUELREBERE (BNKRERR ) SR
DERARERR I B EREEFEE,

B LA ER IR U EE ( #MER ) [BIF® : Prometheus ARS88 ( EREE X T&1T ) M Distro for
(ADOT) 528488 OpenTelemetry X AWS ZELE. scrape_intervalflin , FUEEREM 30 ¥
EnE 60 WFEBEERAERMD — ¥,

B A LAER <relabel_config> ik &% 2| Amazon Managed Service for Prometheus BY15
¥ro BXTE Prometheus REBREPEHIFICNEZEE | 155 https://prometheus. io/docs/
prometheus/latest/configuration/configuration/#relabel_config £ Prometheus X441,

[FERBRNEEARRNREFTEZRMTAL?
SWHAETEABYMARE, BTN EEWRERBEEERE,

RNTEBRTHNEEARAEMRZTANES , BEUUEAEHNIFRRARRIE, Amazon
Managed Service for Prometheus 7B\ A SAES BY IR 7 R X SR B B A< S 1 By KB &= 36

MRBRBRETFHREY , X2EHTRIRNKE S ?

BRLREREY , BR , ST AT AERERS.
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BXRNAEETHFZRAREHNNER  FERHEELN TEZH,

AR EHRE RS ?

BN BERITER , NTENERWKE, A TR -ETUARECERE R HFREKENE
B

- {£/H Amazon Managed Service for Prometheus 3k — Amazon Managed Service for Prometheus
ABHNERARRARFTEFNNETAREMBMISTAYL , EANABRZSNSNTHAXS X
BiRIER. XTIEE Grafana PAHER , UXASTAM., XAESEENREAEN=FHE
%, Amazon Managed Service for Prometheus R BIRINBEL T LML , UKD W ERREH &
REES TR,

AW EH Amazon Managed Service for Prometheus FRE4A IR , MARADBEIRERSZK,

- RLERER - RCERERN —MRELEZRBNEDRFTER, MREF-IESIHER XN
B, BERAFESIOHER IR, BRAEINE 2RI e R A R A LA BT B AENBERERAE

- FRAKEDY - ERPPEPEORK , EUNREARES , ENCEERNESHHE. BR
PromQL EWHWEHE O X NSEEBROBIEMETE. flw , ETEAANS  REXBE—
+oHNEHE D -

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[10m])) > O
for: 2m

¥ expr EX N avg(rate(container_cpu_usage_seconds_total[5m])) > 0 BBIFRRIE
BERA,

—iRY , EFEWERAN , BREWBSHREERAHER,. ER—EFLIRESBHRZIEHR
HEFEENSANERIFEERS  LERILHEN AN ERMNERN, MRERILER/LVAERE
ARE , SAMELER , THAABERBEEER,

XEBWABTERERS. RE , EOTEREISCR-EEBNERIUTHERGORS 2 BEEF
7,

&> Amazon Managed Service for Prometheus FEIRNEZEE , BSREHAEREERE
Amazon Managed Service for Prometheus &2 ik & Bk

AR R RE R ? 136
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ERAI AR LSRRG R A ?

IngestionRatefE Amazon Hi#t T2 CloudWatch LA BRERIGHREUR AN, x4 Amazon
Prometheus EERFSIERNEZER , S M, CloudWatch £/ CloudWatch $E/5 SR SR EE
BRZ5 8 Prometheus %R

BRAI LA ER ER KR ?

TR AWS RANMEARERRE REEHN AWS ERAER , FRHEKEBHAEENKS, HEXBOTMEE
. BREZEE , BHHAMLRE AWS BANERABRKRE ? £ (AWS lANERBRRE A,
)

AT AEBONKESTHAXR?

Amazon Managed Service for Prometheus XA BEEMER , X2SBENVHRERAZARS. 3
FHNERAEXRIESHERERN , IRBARK , ENRARSRE. BXEN (S EENESR ) B
BEZEE , H3 0 “Amazon Managed Service for Prometheus 7=l TU " # B9 E #o

® Note
- FERHNXBAHNEABR , MAREXBHEATR. —MXERNERELFEET
—E , TREARENRE,
- EFHIALAH AWS Organizations , EREARKZMNARAKF RN , MAZRKSITER

(NRAKFHRARALAEEKS, ), A—NMMANMEKFHEIRERLE (E—1MXE
M) BET—FRE , FIAKSERERBENRRKSRE.

T MIER T EFTER Amazon Managed Service for Prometheus L4k
X , BEFNHEWRTE, XAEREARSE?

EXFERT , —Ha R , BMNARE AWS HEMEER | XLHEERIRE N FHER RIS EMERAY
TR, RERUAE RN ERNENERF.
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https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://aws.amazon.com/prometheus/pricing#Pricing
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EH{ AWS BRSERK

EH T Prometheus I S#EERFSSHMREZTER. AWS KT NE ST S# Elastic Kubernetes
Service ( LS EKS ) A2 ( 5/ Kubecost ) £/ , AR W@ £ AL & # Data Firehose 12
HUiE#R. CloudWatch© iR iR 7 {8 F AW B2 hiE 2 Terraform 3R = A& F Kubernetes #9312
HI2ERIREBEFNEREER T Prometheus AWS I LB IEE RS . AWS

£

« 5 Amazon EKS BAMGIEE K

o fEF LN HNIEES 9 Prometheus ®RET DB EE RS AWS

- EAEAT Kubernetes M2 528 E & AT Promethe AWS us I S FEE RS
* f¥ CloudWatch $E#r53EH T Prometheus I S EERFE K

5 Amazon EKS B SR EE f

Amazon Managed Service for Prometheus 5 Amazon Elastic Kubernetes Service ( Amazon EKS )
AN 1E ( EF Kubecost ) £ , UITRA D BT EHRMEBE XML Kubernetes SEEFHYEZE, ¥
Amazon Managed Service for Prometheus 5 Kubecost Bl & A , BRI LA by BRAAR KGR
EN:OE 38

BId 5 Kubecost 5% , AT LAE At T #RIZH Amazon EKS & A, EASIE XS Kubernetes
ETFCCERAE , NEBRE —ERNEFRS  EERSEHLAI . SUUHTIERKRERENERSR
R A AR E RIRERRA

UTARABRRERTXRTEEEHUSERFHIRTE Kubecost AL
- BEMER - BT HUMF Amazon EKS RAKIESENERENK , TSR AWS BEXE

Integrating Kubecost with Amazon Managed Service for Prometheus.,

< ZHEMER - BT HUMF Amazon EKS RAKEESSMNEREK , F5H AWS BEXE

Multi-cluster cost monitoring for Amazon EKS using Kubecost and Amazon Managed Service for

Prometheus,

(® Note
BXRFER Kubecost WEZEE |, 5 (Amazon EKS AF1E®E) HRIR ARSI,
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https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
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{55 A BT W05 44 AN3ER B8 S Prometheus & B St E RS AWS

AWS J &K Amazon Elastic Kubernetes Service (Amazon EKS) TN B 2t AW EM T B | GIFIEHEE,
8%, BIRAMZEFER, XSEEA T Prometheus I L7 EERS . T L#3EE Grafana, Distro
for IEHMAWS TE, OpenTelemetryh T HEEESFERIXLETE | AWS 2 T7THATETIXERS
it & AT WL ER MY Terraform #&3R |, B89 AWS Observability Accelerators

AWS TTILU M PN BR IR M T ISR BB 284, NGINX SPEMEMIZ SN RO, 220244511588 T anfaia
4% Amazon EKS & WM ERIRHE,

Terraform &R ¥ 4% B8 o] AT SE R T Terraform AWS B9 AT A EZ M IRES TAE L%, GitHub &
AT LABRE A AWS JN RSN EEXE,

FRFMF

EEA AWS AT IR |, BAAWBEIAE Amazon EKS &8 , A BLBITUS BT RIRFH

« AWS CLI— BTN 1T A AWS Ih8E,
« kubectl - B F M 1TEEEIEH EKS 5,

« Terraform - AT B AZBRARCUERIR. BUHHN AWS REFHRE—N IAM A€ , ZAGE
REZNIKS P ZEMNEEER T Prometheus B B E RS . Amazon Managed Grafana
IAMs AWS BXUAA Terraform BLE AWS IREBFNEZEER |, i5S R Terraform AWS 4
EIJ?ITE1 *EEr_o

{58 F B At 1R e M 122 7R 451

AWS TSR HIR R IR T R GIERR |, X LEARARE A REFTEY Terraform IR 79 IEH) Amazon EKS &8
REMEEATMEM, LRGVERINAER AWS Observablllty Accelerator Rig BEEM RN, B
KEALEREREGENEMIENEZSFMAER , BSEATE AWS TN MRS EMNIEEE
MEMIZEEZERE. GitHub

R ERIRHEISIE Terraform iR
1. EEEBIBENXHXRF | FRAU TS RERMEE,

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git
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https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
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2. FRUTHSARI Terraforms

cd examples/existing-cluster-with-base-and-infra

terraform init

3. BIE—# terraform.tfvars X# , ML T REIFFR. EREH Amazon EKS £8H# AWS
XigFEE D

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4. WMBREZEEFEAK Amazon Managed Grafana THEKX |, HEI2—1, BXINASIEHT TEXH
8 , 21 (Amazon Managed Grafana B #8/@) FMIEBENEDN T/EX,

5. E@MSITPETUTHS , N Terraform IEFNEELUEREMN Grafana TEX., (REZERALR
M Gra grafana-workspace-id fana TEXHH ID ik,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [Mi&] EFEAERT Prometheus WIS EE RS TIEZE |, B1F ID A0
Elterraform.tfvarsX#9d , MTHIFR , HERRFNEN Prometheus TIEZEE]
ID. prometheus-workspace-idWIRERIEENE ITEX , MPFHELIE— NI
Prometheus TEKX,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. ERUTRTEHERRE R,

terraform apply -var-file=terraform.tfvars

XFEEN AWS IKFREIRFER , @RUTRIR

« —AN¥HY Amazon Managed Service for Prometheus T/#KX ( BRIEFGEBFEAMEITHERK ) .
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https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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« & Prometheus TEXHPHEREESRAEE. BHRMAN,

. BYF THERXF L EH Amazon Managed Grafana FiERREMIZFIER. HFERFNFHE R aws-
observability-accelerator. #ZH|ER:F 5% Observability Accelerator #ZHIEHR T,

« ERMHM Amazon EKS EEFREM OpenTelemetryiRERAWS £ 1THx , AT HERLXZDER
F Prometheus M B#EE RS TEX,

EEFENFRFER , BEELEMN Amazon Managed Grafana THEX HITH S ENIZRFIER. BXRE
F Amazon Managed Grafana FNEZ{EE. , 52 % (Amazon Managed Grafana FIF /) HHFER
Grafana TH#EX,

£ AEA T Kubernetes Y1522 EEE A T Promethe AWS us Y
I 55T E RS
Amazon Managed Service for Prometheus 5 AWS Controllers for Kubernetes ( ACK ) &K , X#HF1E

Amazon EKS AEBZRN TEX, SIREFEI[MANBZRE, RUULER Kubernetes B9 AWS 2§35
BEXRREN (CRDs) #MRELE Kubernetes W& , M A SIEER 2 HNE AT E R

AT NFBAENELDE EKS £ Kubernetes iIRE AWS 12#I88 M4t XS Prometheus By L 5 #h
RERS.

S8 T LAFIENBE A F Kubernetes B AWS #2585 N 4B5& A F Promethe us B9 &z £ & RS Y
ACK 2 HIz5 iR X E,

FTRZM

EFHRFBER T Kubernet AWS es Y12 #1285 HE A F Prometheus B L i3 £ E RS 588 Amazon
EKS EBER 2 , BUMEBEZLUT R,

. BATHBUEAE AWS K MR , FREURES N EIEEH T Prometheus BV &2 £ & AR
S IAM B,

« BAMIMERBAT OpenlD Connect ( OIDC ) KWIA Amazon EKS £8,

MRAKEAOIDC , MALEAUTRERER. HiSEREKSWERES
#YOUR_CLUSTER_NAMEFIAWS_REGION,

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
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--approve

FXF OIDC 5 Amazon EKS BBEERANEZEER |, 52 (Amazon EKS AAF1ER) # K OIDC
SHEMHESHRBIEN6IZE IAM OIDC 24tE,

o BAIMTE Amazon EKS &8 %% T Amazon EBS CSI Ba1iEF.
- BUMERE AWS CLI, AWS CLI AFM@S1TRA AWS IhkE,
- A& Kubernetes M T EE R Helm,

« T Amazon EKS EEHIRE Prometheus HY 2 &I ERIEIFo

« BMA Amazon Simple Notification Service (Amazon SNS) £ , MEMNF TR LEEIR. &
BWRIEEE T Amazon Managed Service for Prometheus[aiZ £ 8 & % JH E R o

IEELE AR Amazon EKS &85 , BN ZeeBBER A kubectl get --raw /metrics &4t
3t Prometheus #&ALEVIEHR. TUTE , BT LLUR Kubernetes IRSS AWS $2#|25 23R FI58 , HEATE
79 Prometheus R IREPE L S#FEE RS

A& T Kubernetes B9 AWS 2 #I3538 8 T/EZ=[A]

EEEBER T Prometheus BT DB EE RS TIEZEE |, BEE AWS 7 Kubernetes 12188 2518
428  REERATROIEIEZEE,

ZBEE M F Prometheus £ % Amazon EE RS TEZERE , EhEEEHA T Kubernetes BY 32525
AWS

1. FALUTHSE Helm £% Amazon Managed Service for Prometheus R #4188, BXEZ
E8 , IS RTE Kubernetes # #1858 AWS X#h %% ACK #4188, GitHubfEfMregion&& &
REMWIEWE , flillus-east-1,

export SERVICE=prometheusservice

export RELEASE_VERSION="curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
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https://aws-controllers-k8s.github.io/community/docs/user-docs/install/

Amazon Managed Service for Prometheus ArfEm

BMERA  BNEBEIRCTUTRRNEA , KRR,

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

B LLUERFE A LT AWS S5 BIE Kubernetes 2 &I85M iR 415 2B 2R =&,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

X R [E 4 <2 #|28 ack-prometheusservice-controller BWER , @4 status:
deployed.

2. FEALTXABIESZN workspace.yaml I, XFHAELEEERN ITEXWEE.,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace

metadata:
name: my-amp-workspace
spec:
alias: my-amp-workspace
tags:

ClusterName: EKS-demo

3. BITUTHEREUBLWIEX (LW TERTEESR 1 PRENRETE ).,
kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

BERA , BN ZHERTINELENKSHPE —1E R my-amp-workspace W THEKX,

BEITUATHRSERLIERNFAGFEEFRES , @FEIEX ID, HE , &AL Amazon
Managed Service for Prometheus 2% & R &EE HH TEX,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
BB EAIE TEX , MAReERTHIEX.
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https://console.aws.amazon.com/prometheus
https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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4. QIBBNFHH yaml XAEEARNEANEE , ETREFERUTEELZ AlertManager XH
Mo

NUEREZFHR rulegroup.yaml. WORKSPACE-IDEA £ —S M THEZEE ID,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

FLUTEESEN alertmanager.yaml. WORKSPACE-IDE#N E—F K THZEE

IDo TOPIC-ARNE#R AN EMEKZBEHE Amazon SNS EF M ARN , REGIONEA R R EEEH
AWS [Xi3 89, 124X , Amazon Managed Service for Prometheus X Amazon SNS EB 471 E
MERo
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apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

@ Note

ETHAEXXEREXHEIANESZEL , 5 RuleGroupsNamespaceDataFl
AlertManagerDefinitionData.

EITU TR EREBEHANANBEREEREE (LD TERTERESR 1 FIRENREE
) o

o
o

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

BERZ  SEERFLEEBTA,

® Note

EFHRR , MARYUBER , AEFEH yaml X , RFHEIXIETT kubectl apply @
AT,
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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EMBREIR , BT T S. ResourceTypeEih EMH
BREVRIREEEWorkspaceAlertManagerDefinition,
mRuleGroupNamespace, ResourceNameE i Bl BREY &R IR B o

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

Bt MITEXHSBERTE T . T —&B2RNBUE BB EFF LG % THEXRIEER.

Bl & &Y Amazon EKS &L E A Amazon Managed Service for
Prometheus THEX

RERD N B WA EF Helm BB EER Amazon EKS £8 FiZ1TH Prometheus , AMEREIFIZEE
ABE E—EB5 eI H Amazon Managed Service for Prometheus THEX,

EERES  SFFEECENA TEIUERN IAM SENETR, WRERNTIRE  BSHEE
ERFAEM Amazon EKS EEFREUSIFURMESFEEMEH, MREBRBXLEHPHTER
£, IAM AEFWEZ RN amp-iamproxy-ingest-role,

Bt & Amazon EKS & TIZIEE A

1. FALUTHSHFEIMIEXH prometheusEndpoint. WORKSPACE-IDE Ry £ —Thpy T4EZe
[ 1D,

aws amp describe-workspace --workspace-id WORKSPACE-ID

prometheusEndpoint FHIERELERP , EEXMTAR :

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

REFL URL AL REA,

2. BIB—NIEUTXANIHXMG , HEYHGBE N prometheus-config.yaml, account BEH
MK ID, workspaceURL/$ERINI#HEIM URL ARk region AWS XiF iEE &R 55K HH B M 1t 2
8

serviceAccounts:
server:
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name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"

server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigvé:

region: region
queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500

3. FALT Helm #i S E#K Prometheus BR M B ZERZFHURB RRA,

helm 1s --all-namespaces

REFZFIBGINIENDSE , Prometheus B R M B Z=EHRI1Z AN prometheus , BRMRAABER
15.2.0

4. {FH E—FHPrometheusChartVersionik %l
#PrometheusChartNamePrometheusNamespace, M , BT T&©

o

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

No#E , B8 -FER , BRARKI,

5. ("% ) B awscurl &Eif) Amazon Managed Service for Prometheus £ & , LA IE
FRRERIIERE. RegionB#RE AWS Xig EEMEAN , ARkworkspaceURL/IETELHE 1
¥ EH URL,

awscurl --service="aps" --region="Region
query=node_cpu_seconds_total"

workspaceURL/api/v1l/query?

MiE , BEL 8 T Amazon Managed Service for Prometheus T4EX |, #H YAML X EREE
MIEH) Amazon EKS S8 5 HERE., XEXAMIBENLREREN (CRDs) , L FEH Amazon EKS
E£HF, BALERERT Kubernetes B9 AWS B HIESEZMNEREEFIEEA T Prometheus 9L
DHREERSRR.
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¥F CloudWatch 35 53E B T Prometheus R S FE B IRS E K

FrrAENREFE— MM ELEMHEEB., EAT Prometheus I S IEE RS T4 H IR S #b g
¥Ro CloudWatch B2 , A LAFE AL % Data Firehose F1§F CloudWatch ¥g#r#EiX AWS Lambda
2FEA T Prometheus B L EE RS

AT B an{aae L S # CloudWatch 18477 £ AL 52 33E Fireh os e , AR tM{AIfFEFRIZRERAWS
LambdailJ:EFH:F Prometheus W B#FEE RS H,

BRER AWS =iF AT ES (CDK) RiEH#R , LARIE Firehose &%k, Lambda f Amazon S3
HBERERTENTR.

Eig it

Bt , BXTNZEFIREREMIRE,

CloudWatch MR AR ISFREIEF X HTTP KixT 28 Amazon S3 Fi& &,

REEAMIRIENE 4 MER

- BEXREZH

/% Amazon Managed Service for Prometheus T/EX,
o BRRMMEIM

- ERFHEAK

FRFM

- BEELNIRPLZEMEE. AWS CLI
- BELZBIFEF LR AWS CDK Typescripto
- BREEWINRF RE Node.js M Go,

« AWS AW E % CloudWatch $E#5-5 Hig8 github 771& B (CWMetricsStreamExporter) 2 REEIR
M2 ity 1T E AL,

#12 Amazon Managed Service for Prometheus T/EX

1. WEAPHERNARSFSET Amazon Managed Service for Prometheus 1517, B3 AT é
8|2 Amazon Managed Service for Prometheus TEKX :

A Firehose WL Bi# CloudWatch 1E4R 148


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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2

aws amp create-workspace --alias prometheus-demo-recipe

FERAUTHSBRENITEXERIE !

aws amp list-workspaces

&< Amazon Managed Service for Prometheus HEZ{E R , 2 ¥ Amazon Managed Service
for Prometheus 8/,

LR B

-

LR B

£ aws-olly-recipes FEENRBE R , FAUTHSFHENBERELN

CWMetricStreamExporter :

cd sandbox/CWMetricStreamExporter

Sh, XFRANFHEENRE F.
BEUATHTREFERN /cdk :

7/

BELT a5 %% CDK #k#iImn

npm install

MEFEROFHEEFENRER , AEEANTHSHEZRERY /lambda :

cd lambda

# A /lambda X#XR/5 , FRAUTHSEE Go fKBIIN :

go get

FIAERBIMI E R R,

ERAT s


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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EREHERL

1.

4.

EREENRBEZRSP , ITHF config.yaml , ¥F {workspace} B AFMBIEMNIHEX D, FX
13 B 7 188 Amazon Managed Service for Prometheus T#HEXFTER X8 , M1E Amazon
Managed Service for Prometheus T/EX URL.,

fltn  EZATHRRE

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceld}/api/vl/remote_write"

region: us-east-2

BIEB W EHFE X Firehose 3R M Amazon S3 F# B Fro
EfJE AWS CDK #l Lambda X3 , B EEHENRE ZHZTUTHE :

npm run build

WHELSREUEEME Go Lambda Z# #IX4F , H4F CDK &%/, CloudFormation
EXREE  BEEHIEZHERMEN IAM B,
(AL ) AIET A TasHIAEKRESTESIE,

aws cloudformation list-stacks

B CDK Stack RHE#FFHIETIRSP,

#12 Amazon CloudWatch E3&

IME , 88 7 lambda BE¥RAIEIERR |, ATBAM Amazon CloudWatch 2221545 7.

#12 CloudWatch IEFRF

1.

fEhttps://console.aws.amazon.com/cloudwatch/ZR F S i El CloudWatch #2#|& #metric-streams:
streamsList , ARFEFELEIERR.

ERFTEMNIEN , TARFEER , A BRI E & B 228 P B iR,
£ Configuration T , EFEFENIK - HEMNIE Firehose,

#12 Amazon CloudWatch E % 150


https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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4. BFEAZHIBEE CDK 8I2H Firehose, TEIEFRH Kinesis Data Firehose 7 T 1% &

B EBRZEIBIENR. HEF N CdkStack-KinesisFirehoseStreaml123456AB-
samplel234,

R RIRE N JSON,

NERRIE - INEEELNER.

i%£$% Create metric filter ( BIEHRR ) o

( A% ) ERIUE Lambda RBWAA , 5 SME Lambda 25 & FEFEK
KinesisMessageHandler, EZFEIZET R Logs FikIi+ , ERIAEA TR ZEFTAL AR
Lambda BAEHI% B .

® N o O

(® Note
RRAEEES 24 , FAS T RESEBRETRH,

BB EEMNL S CloudWatch J =& % Ei& A T Prometheus B S# & RS-

B

FAREEEEREEATOIPEANTIR, UTSEG A NEARE, XFELEECIENIERR,
THERR

1. BREAUTHSMER CloudFormation it

cd cdk
cdk destroy

2. MBR Amazon Managed Service for Prometheus T4EX :

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceId' --output text®

3. EBjE,FEALL®% CloudWatch &l & BRI 5% CloudWatch F8¥rHo
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Amazon Managed Service for Prometheus FH & 24

TEEAWS REFZE, fFANAWS FF , BAUZRT TN REASHLZEHRBEALNERMHY
BRBAE R OMM LR,

ZERMFHEEE AWS 5TE, REREEXFEHRNENREMNEZIN LTSN

« BEE — AWS AFRIPE AWS ZHIEIT AWS RS EAEN, AWS BHERREATUNZEER
KBRS, ENAWS EFMTRIEM TR EM TR EN —E2 , F=FFIHTEHNAMBIERMNZ 2
MERME. ETHERTILDE Prometheus HERSFHEMITR] , AWS FSHREA TR 5 HY
SEE ARG EEAAWS i XIX S HSBTER K.

c DIREE-ENREHREERAN AWS BFRE, EEFENHEMRARNT , SHELENBEHHR
., BRANERURERNEREEM.

ZXEBTE T R ESE A Amazon Managed Service for Prometheus B S A SREHREER, U
T B i A i{A &L Amazon Managed Service for Prometheus ASEMEH Z &M MAEN MY Bir. &
WS A E A HAt AWS BRSS SR A B R R TR EA T Prometheus WL B# R E RS R IRo

FH

» Amazon Managed Service for Prometheus BRI

» Amazon Managed Service for Prometheus B § 3 1 |7 & 12

« 1AM X R R R

» Amazon Managed Service for Prometheus &M 1R IE

+ Amazon Managed Service for Prometheus K BIEIKE

+ Amazon Managed Service for Prometheus Yy E % % 4

+ {#H Amazon Managed Service for Prometheus B RS XA

« f£A AWS CloudTrailid % Amazon Managed Service for Prometheus AP i F
- REBRSZSK,H IAM AT

+ 3 Amazon Managed Service for Prometheus 5# 0 VPC KinTi R & & A

Amazon Managed Service for Prometheus B #IER S

AWS 7 FREEX D BFEEZER TER T Prometheus WL SR E RS PHBERT . WARE
BN AWS |, IERPIETAAEATHNEIREREN AWS =, ERAREFNEETLERMEHE L
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WRANES, SEAREFRERN AWS kS WZLBEENEERES. BXRBERMNESEES
BSRBERAENRE, EXBMNBERFIEE , i55H AWS Security Blog £# AWS Shared
Responsibility Model and GDPR &M &,

HFHERPEH , BNBUUERF AWS Ik U HEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENARAF. X , SMNAFPRRBETHIERRAMENNER,
REWEES T AR EIE

- NENKFERZSESHRIE (MFA),

- £/ SSL/TLS BE®RRERF. AWS BMIERFEA TLS 1.2, BIUFEA TLS 1.3,

- EARE APl MAFEZI BE AWS CloudTrail, BxfEA CloudTrail IRERHEIR AWS SEFHEEL
BEZFAWS CloudTrail AFEMH £ AR CloudTrail o

- £/ AWS BB RARURHEFWFERINREEH AWS BBF.

- FASRIEERLRS ( HlI0 Amazon Macie ) , EBBIT A MRIF 767 Amazon S3 FEVBUR

- MREFE AWS BEGTTRES API #H{THERNFEEZS FIPS 140-3 WIEMMBER | BEER
FIPS iR, BXTAAN FIPS WRWEZEFEE , BEH (ZEERDESAERE (FIPS) £ 140-3
B o

BIAUBWEY NN EEESIHBER (WETFNEFER 4 ) RARZHBEABAXNEFTR

(WMERFR) ., XTEEEARGE. API HEAEA T Prometheus I S#FEE RS AWS RS
R HEAMARS BT, AWS CLI AWS SDKsTEA TE&MMRZH B HB R X AFER P AN EABIEEHTLE
SATIHRBCH AL, NREENABRSF[REMU , BB NETEEN U P I EEIEFE KRR
POREA: B O

FH
« Amazon Managed Service for Prometheus W5 i) $k3E
- BAME

Amazon Managed Service for Prometheus W5 K E1E

Amazon Managed Service for Prometheus Y& H 7 BB & I MEMK F FiZ1TH Prometheus RS
25 %1% %F) Amazon Managed Service for Prometheus BiZ1T#6#5, ZBREESRBUTHE :

- EFRE

- BT RAIMDEBENENHE (SEEREX )
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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o« BUERE AN B (A BY

E—3H/ IDs RERETEZEFHHIE. XL IDs RE T AIGRNE S HIE, BT EERMES IDs,

FEATF Prometheus WL S#EERFEA () BAXNHFENBTEHITINE. AWS Key Management
Service AWS KMS Amazon Managed Service for Prometheus 13 & 2iX L2240,

(® Note

Amazon Managed Service for Prometheus X0 EEFETEERRZ , ATNERRE. &
< Amazon Managed Service for Prometheus BRIAEANZHAURNAEREECHNEFBE
ERNFANESFEE , BSRBEDNE,

LR BEEER HTTPS B3 MN%, EA T Prometheus I S IEE RS ERNZBEA HTTPS &
PR TAXZB/ERE, AWS

YIRS

RIANBERT , AT Prometheus WIS EERZS S B N RREBESNE , AFEHABENNEZFH
HITHCIRME, AWS

- AWS BE %4 — Amazon Prometheus RERFEAXLEZAEHMNE LEZ BN THEZEHOK
B, B#LLEE,. EELMHERA AWS BEER , 6 BEZFRESEABR. B2 , THEXBETHE
S E I AR ATRF AT NBERENZHR. EXEZEL , H5H AWS Key Management
Service F R A RIEEFH AWS BEEH,

BABENER TR RIFBRBESBE (HIONMNASHES ) AENEETHNER M, EXEN
BNEFEMBREAMNEEERNZENARR

BB LEREEZTHFXNERETEFEERN !

« BEFIEER4A : Amazon Managed Service for Prometheus X ER IR, HENETENTHE
FREZR , RNBIEXPHEE, BTETUTEELEME , REATURITATES :

o HIE ML K B R EE

- BYF4ER IAM REER R
- BRANZEARARE

« RBINEE
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

Amazon Managed Service for Prometheus s
o AIFRE
- BIEEABE
- RHEZRAAMIER

BXEZEER , H55H (AWS Key Management Service FF X A RIEF) FHEFIEEH,

EEARREAESEEZHAER AWS BAFH, FRATFEEZHUENTHERXUETLERRNE
A AWS BRZSR (R2FR) .

® Note

Amazon Prometheus B RS AWS A BEZHEFBRABSNE , NE BRI ENEK
o

B, FRAEFEENZHAEE AWSKMS %, BXENNEZEE , S AWS Key
Management Service Eto

BXMEZFEE AWS KMS |, HZHET A= AWS Key Management Service ?

® Note
ERAEFREZAUEN ITHEXTREREA AWS HEWERH#ITEE.

& AT Prometheus B S #EE AR SS A E A *MBH & AWS KMS
Amazon Managed Service for Prometheus EE=f RN T sEFEA T~ EEEH,

LInBIEFERATFIEE R MNEN Amazon Prometheus & RS T/EZAIRT |, & A F Prometheus B9
I 5@ £ E RS &S [ KA 1F 'ﬁﬂ%ﬁﬁ"‘ﬁﬂﬁ_lﬁﬁﬂo CreateGrant AWS KMSH Y $Z AWS KMS
AT EFERT Prometheus BIIE ST E BRSS 14 BB 0K 7 R 9 KMS Z4AMIANRR |, BIE R R EEAR
A (B, FM Amazon EKS %E#F?JT[H)IE’HE%?&EN ) o

Amazon Managed Service for Prometheus FE&RN , TEFEFREBZPFRATUTAIIRE .

« [ &i%DescribeKeyiER , AWS KMS MU IE 612 TEZE A HHINHEFEE KMS ZAREH
W
« [ &i%GenerateDataKeyiEsR AWS KMS L4 B G Z P EEZ A BN BIEZA.
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https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
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- MAREFEZEER AWS KMS SUBBIMZNBIEZS , WECSIIATATMBEHNEIE.

FE AT Prometheus W S EE RSN AWS KMS Z4A0IE 7T =B , R EAT Prometheus
PNIDHIEERSAREFERARA, SULLEBELERZARE, A 240 SR ROORIN R 24 89 17
B BR, FEMITIXEIREZRT , BNZ THRXERENER, XTWHEL2SHITEXRANETFEE X,

0 R LUEAT 75 =M BRI AT R AN A 15 BN PR , il Amazon Managed Service for Prometheus 7% 3%
HRBEEFEEZHENZENEARE  tEEEELZZTEXNFTRE XX KRB T ZH5EN R
. RIFBITEXMFBIBRELETR , HETELKKAEX,

/A Warning

- MREEFAZE , REEZHARBEFMBERT Amazon Managed Service for Prometheus 15
EAXPR , MFTTEBHR TEXKE. REDTEXWFHIHEEGLEHRE , HETRESKAE
Ko

B3R E 3 22488 Amazon Managed Service for Prometheus 15 B AR |, &I A5 | THERX
IR H BT R BB BUE.

« MREHE BN, WEZEMIBZREN , HETEXPHBEFKAEX.

SR QEFFREEXNES

A LAE A AWS Management Console, 3% , BIEXNMHEFEERH. AWS KMS APIsREHLRE
REEREEBRNIBRINER , FHMF 245 Amazon Managed Service for Prometheus I1’|E|:1_ﬂ:ﬂ—
NS, AR,

BIENHHEFRERH
B (AWS Key Management Service FF X AR IEFM) FEIEXNMTHNESEEZ NSRRI ITERE,

HAREE

FEARBIEHNEFEEEERFHANTR,. SINEFLPREXBASLIARE-IBHXE  HhasH
EEAUEAZAURNMAEAZRANER, SIZERREERNZAN , TUIEEZRAEXR, BXEZE
B, B2 (AWS Key Management Service F R AR IE/M) P EEXNEZESEEZHANIHE,

ERENEFEEZ AT Amazon Managed Service for Prometheus T#HX |, Z4ABE D HA T
AR AP 124E -
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
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« kms:CreateGrant - @FFEEZHARMEN . BRFXNIEE KMS Z4AM RS ENER |, XAFH
@] Amazon Managed Service for Prometheus B3R RIURE, BEXEZEE , HSH AWS Key
Management Service F7F & A 5 357 0y £ A 121,

X /o iF Amazon Managed Service for Prometheus 1T A TIR4E :
- M GenerateDataKey £ MEZENBEZAHTHER , RABERHAT LA TME,
« A Decrypt FERAFMENMBREZR LR MBHIE.

« kms:DescribeKey : R#tF P REE B IFHME B LAY Amazon Managed Service for
Prometheus ¥iF %47,

AR RE T B Amazon Managed Service for Prometheus 7MY 2R B& 5 A1 7RI

"Statement" : [

{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS" o "M
I
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
1,
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.

"Action" : [
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"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
1,
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>
]

s BREXRBPIEENRNESZER , BESH (AWS Key Management Service FF X A RER) o
« BXRFZHAFRHEHEBRNEEZE , 58 (AWS Key Management Service F X A RERE) o

% 2 : 3 Amazon Managed Service for Prometheus I8 E&F B T B2 R4

BIETHEXE , BAES B A KMS 247 ARN RIEEZEFIEE® 4] , Amazon Managed Service for
Prometheus £ A Z 240k N2 TEX 76 EBIE.

S| 3 MEAARS ( 20 Amazon Managed Grafana ) 57 #3&

WERIBUEN - RELEZEFENEMARSH R Amazon Managed Service for Prometheus ##E Rt =
FTEHTR,

MRIFEEMARS L EERZE AWS KMS AR , BT ENEMARS 77 EEW NZHHE, Fla ,
REM# A Amazon Managed Grafana RIEHIE 02 ZHI RN ER , W40 F Amazon Managed
Grafana 17 B Z AKX BR .

ik Amazon Managed Grafana A A5 RIEF B = E 18 H 24

1. % Amazon Managed Grafana T/EX%IF&RH , EFEEEEB 5 E Amazon Managed Service for
Prometheus B THEXK A Fr, XfFERE>* Amazon Managed Grafana TEXHHEE L.,

2. IBTFZENIEXFEAN IAM ABHER. BFAENSN AmazonGrafanaServiceRole-
<unique-id>, #HASLERZABKHTE ARN, BEFEEENSTEFAE AWS KMS #ZH & F
BEE T,

3. EAWSKMS BEFBEXEEAZAIIEKP , EFEELE Amazon Managed Service for
Prometheus TEXFEANEFBXTEERRA, XFTAFARBEFAEERE,

4. HEFRHAFEL , EERNEY,

5. MBHIIRFBIEER EMIERA Amazon Managed Grafana IAM B, BT HEER , LE UK
EMHITER,

6. EFERIR IAM BEFNIZAB/IIRF,
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&8 Amazon Managed Grafana T/EX I £ A LA [A] Amazon Managed Service for Prometheus T4k
XAWHE SAUEZARAPPRINMEMCAFRRAR  FHMAKRS LEHREN ITEX,

Amazon Managed Service for Prometheus 1% £ T3
mEZELETNR—AFENREY , S 8EXBENREMBLETXESR.

AWS KMS A M L T XENHMEELY FHRIENBERIEFLS FHRIENMNER, SEENBRHRE
MiERPIEME LT X , 2FMNELETX AWS KMS HESIMEZLIE. ERZRIE , S4NEHF
RpESHENMNE LT X

Amazon Managed Service for Prometheus % £ T3

EAT Prometheus I S E B RS E AWS KMS FrE B iEEREAEBRN MRS K EhR
fHaws:amp:arn}y , BRIEZ R S#HEFRE T (ARN),

Example

"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"

}

EAINE £ ITE R

FEAXNMHNEFEEZRRMBEN TEXKEN , ZETUAFEAFITHERMAEPFHME L TX
RIRHEFEFREEZANFERRER. NELTXELEREAWS CloudTrail 3 Amazon Logs 4 FREY
CloudWatch HER,

ERMNE E T EHNEFREXBRHAN TR

&R LAE A R AR BN IAM RBER R IEE £ T XA conditions REHIXEHINESEERHAN
E, EEAAERRAERINE LT XK,

Amazon Managed Service for Prometheus &R P EAME £ T XARKEHFIN QKK XA R
FREZANHE, BRARERENATHREEREENMNZE LT3,

Example

LTREARKEIRS , ATRTXREMZE L TXNEFREEZANLRANR, LEREETPHF
HERBRNE/EEMR L TXHME L TXAR,

{
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

},
"Action": "kms:DescribeKey",
"Resource": "*"
.
{
"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}
}

¥ 42 Amazon Managed Service for Prometheus B 11 %% %47

HEEERT Prometheus THEZRINLSHIEERS HEMA AWS KMS B EE AN, B LU
FAWS CloudTrailsf Amazon L CloudWatch ogs kR EE & Prometheus B RSB H KXW E
Ko AWS KMS

J«J\Ta'\1’§IJ;ECreateGrant GenerateDataKey, #DescribeKey4#® KMS #4E AWS CloudTrail
HEHDecrypt , XEBRIERTIRIEERSEA , ik Prometheus 177 BRI E F I E Z4A NI
BE

CreateGrant

LIRER AWS KMS B REERAMZE TEZEAN , EH T Prometheus NI SR EERS S
REBEECreateGrant = NMFHEIEIEER KMS Z4AME R, Amazon Managed Service for
Prometheus SIZHRIVISE TS5 AWS KMS B R EZHARKINRIR,

LR ROIEHIEFET CreateGrant B1E :
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",

"Decrypt",
"DescribeKey"
1,

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"

1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aleddfc@Obce@0dcO00T0000000cObcPa®@00aaatSAMPLE"
},
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"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

HEBNTEZEEA AWS KMS EREEZRRT , EA T Prometheus WL S#EERFS X OIE—
MNE—H 4, BRKEGenerateDataKeyiF R AWS KMS |, EERIRH AWS KMSEFIEEZ
£,

R RBIEHIERT GenerateDataKey B :

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
.
"keySpec": "AES_256",
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"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

EMFEIEX EEREIRRF , Amazon Managed Service for Prometheus 218 M Decrypt &4E ,

LAE A 170 89 D0 22 R B 1 SR 15 R b B2 B3R

AT RAISEHIERT Decrypt B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:10:51Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
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"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"
},
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus £ DescribeKey &4E , RRIEIKFAMXBARERE

ESEHNTEXXBN AWS KMS EFREEZH,
AR RBIEHIER T DescribeKey #B1E .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l"

’

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:027Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00dd@db0-0000-0000-ac@0-bOcOOOSAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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B, AWS #ZR IAM AFPEREHRE IAM Bl &R RS

Amazon Managed Service for Prometheus & T 53 HI KB
XBFETEMNER: 2

ETEHNRBETMMESZH (N IAM AF, AFASAER ) B9 JSON SRREE A, XL R
EHERFMNASAEMPRA T BERRITHBERE, ETHRNMEZRET HORE  FSH
(AM FiF{EE) FNEATm EEARKE L BE X IAM R,

B IAM ET 500 KRE | B USE R TFRELNRENTRUR R IFRELEREENZE. &
TEEETEONREPEETE , BN CERTEMMNAFHAE®, BT HAE JSON K E
ANFERE , FZH (IAM AFEmRE) #8 IAM JSON ErTES A,

Amazon Managed Service for Prometheus HE T & 15 i 5K BE 7R 51

E& & Amazon Managed Service for Prometheus & F 5 H#KEERHI , S Amazon Managed
Service for Prometheus BV & T 5 19 BV R B& =l
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Amazon Managed Service for Prometheus & T % R HI K #E

XBETHRRNKE : &

ETRIFHRE MR R JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE ., EXFETHRVRBHRS T , RSEE R JLMER EINREHIIFE R
BREVEE . N THEERMIMREA TR , REEE IS EE M SN 2R RINITHREREAREF LSRN
THIT, BEFEETRBENRBEPREEEE, ZEEATUEEKS, AR, A2, KSR/ AWS
RS

E5ABK/FHE , BULUEENKFREMKS R IAM ZEEENETRRNREFHESH, §

B EARNEETRERNRBEIAREINEEIXRRIEN —E¥ME. HERANERLETRENLER
AWS Ik , AIEKF I IAM BB REXNEEEAZE (AFSAE ) RFFRIFRHONE, M1
BYFET SR MESEUR TR, B2 , IRETRENREQRE —NKS PO EERT
HRINER , WREEHANETSHNEKRE, BXEZEEL , BSH (IAM AFER) Hi 1AM H1

Bk - e R .

Amazon Managed Service for Prometheus Y 5K B8 1
XERBERE =

EIE R A LAER AWS JSON REERIEEW ARG RMT L, WHRY , BN EATATLIM AR RIMITER
&, BAREAARETIT,

JSON REEHY Action TEMA A THERK P AW IEL TR AVRE. RIBIREEEEXEKHN AWS
APl BERIE. B—EHIAER , GIaE BT AP BRENNRNR 21, &8 - LREFEERE
RIITZSMRIE. XM NREFR R B RRE,

EREE P IS REURFIITRERBENR,

E&E Amazon Managed Service for Prometheus IREMIFIR , FSHR (REBNSE) Sy
Amazon Managed Service for Prometheus & X VIR 1E,

Amazon Managed Service for Prometheus FH KB IREEREREERA U T AL -

aps

EREMEYPEESTRE , BEMAESFHENRIT.

"Action": [
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"aps:actionl",
"aps:action2"

]

E&EF Amazon Managed Service for Prometheus EF B3 KB R , 1§23 Amazon Managed
Service for Prometheus F & F 5§ 13 B K BE R~

Amazon Managed Service for Prometheus B3R B& % R
XEFERBRAR : 2

EERTLAER AWS JSON REERIEEHRAENARM L, LR , BN EATLN LR BERITER
£, URTEAHAZHETIT.
Resource JSON KB TEZIEEEQHNAREN —IPHZ IR, BAXTEE Resource |

NotResource T, ENBEXE , HFERH Amazon BEE# (ARN ) BERR. N TXEFHE
BRER (MR BBRENR ) WigE , BIUBRITHIRE,

NFAZEFRBRENREORE (WIHRE ) | FEABES (*) BREINATHRERR.

"Resource": "*"

EEFEAT Prometheus L S FEERS AIRRE ARNsRESIR , BEHARSENSEHNIL
L ERS N Prometheus EXHER. BT BETLIEWHLIREFIEESNERN ARN , ESH
Amazon Managed Service for Prometheus T X BY#&4E,

E&EF Amazon Managed Service for Prometheus EF B3 K BE = , 1S Amazon Managed
Service for Prometheus & T & 17 8 5K B& =5l

Amazon Managed Service for Prometheus HI 5 B& S 442
XREETRSHEBIER &

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRYE , BN EEATLM AR RINITER
1, UREMFARHETHIT,

f£ Condition jt¥& ( = Condition 3k ) # , AT EBAERMNEH. Condition TEETE
W, BUCIERFERAZGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
MTE,
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MREE-—MEAPEESZ D Condition THE , WEES Condition TEFIEESZME , I AWS
EFZ % AND EHEITMHEEN]. IRENENZHREESNME , NERABBOREER AWS 1155
o ERTEWNNRZATLTURBABNRME,

EEESREGN , S aUERSVSTE, fln, REEFEH IAM BAFEHRIC IAM Bt , B 8ER
HBRFHRARRHUNERE,. EXEZEER , BSH (AM AFER) Bl IAM K TE  TEFKRZ,

AWS X EE2REZFHZANBETRSHFMG BN, BEEEME AWS 2/%FH4R , F5H IAM g
MTNAWS 2 /&AL TXESR,

E&EF Amazon Managed Service for Prometheus &4 @815k , HSHR (RERNSE) F1
Amazon Managed Service for Prometheus I, BT RS T LA LR ERNBIRE A FR4RE
&2 Amazon Managed Service for Prometheus & X B2 1E,

E& & Amazon Managed Service for Prometheus & F & B 8RB RHI , 53 FJAmazon Managed
Service for Prometheus V& T & 17 8 K B& = o

EF T Promethe ACLs us BV 3 FE & AR S B 17 Rl 3R E FI R ()
X## ACLs : &

mEEHE SR (ACLs) ZHIMLERIEA (KPKA, AFSAR ) ARBRFR. ACLs SETRIFEH
REERL , RETCAFEA JSON REEHEN,

£/ Amazon Managed Service for Prometheus B & T &t 17 R PRI ( ABAC )
¥# ABAC ( REEHHHRE) : 2

ETREMENIERES (ABAC ) B—HENRE  ZRBETEMERENR. EH AWS |, XERE
HMAREL, EASUHIREM IR IAM X& (AFHAS® ) NS AWS BiF, RICKEMERZE
ABAC W% —%. RFIRIT ABAC K , UEFHANIREEMATZ 5 RN FRRECE A R
.

ABAC EREBKWIAEFIEERR , HERBERTSEIUNITR T AR HEFB.

BEHETHREEH R, BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys FUYRBERBNZHETEZPREFZER,

MRENRSH TENRARREBIGAEX = FMER  WNTZRS , ZEAR. IRENESX
NTEHIRRREXISAMEX =GR, WZERNBD
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BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NS (ABAC ) .

FFIE B EIE 5 Amazon Managed Service for Prometheus 454 £
X FEIREEIL : 2

HREAIFHER R RS , BL AWS RS TRER. AXRESER , SEWLE AWS BRSE ERTIE
BHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREFEARAF B NEZEBZANEMRAEER , Il AWS Management Console {8 F B =2 I BB
flgn , H&EAWS FRALTINE QEF (SSO) iE#THEN , ZEBLBFIRIRAER. HE
AP emEREGs  ARYMRACH K BEBHRIGHNEILE., BXURABGHNESER , FZH
(AM BFPiEm) RMMNAFTRE IAM S (BFE ).

BATLAER AWS CLI 5 AWS APl FaitlZIREHER ., RfE , BALMERIX EIEHE R HITIH
AWS, AWS BIUZHBERIGFNES , MAREAKHILERZHA. BXEZELR , BESH IAM F Y
IS Bt &2 2 EALE,

Amazon Managed Service for Prometheus B3 % 510 &%
YRR ARIBRAIKE (FAS) : &

HIEER IAM AP RBeEFNITREN AWS | BEANERA. EAXLERSEH , EFSHRIT—
MRIE , ARHBREERMBRSHEHSE —MEE. FAS ERRAAZRANNRUK AWS RS @T
RS R HERBER. AWS RERIBFHRZFURIFTESHM AWS RS HARRKES BESTTHIIER
B , 2K H FAS B3R, EXMERT , BLMEERITIFHTURFEAINER, BXRKH FAS iFRETHY
REEFRE  FEAEREE 2,

Amazon Managed Service for Prometheus BWiRS B &
XERSAR B

REACEH—VRSEE. REEHITREN IAM B, IAM EE R TLE IAM a2, S
BREESAR, BXEZELR , 55 (IAM BFER) PMelE D AWS REZRNEN A€,

/A Warning

FUWRS A R A s 2R Amazon Managed Service for Prometheus BYZhag, X
Amazon Managed Service for Prometheus 12X ES T RERS AL,
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Amazon Managed Service for Prometheus I RZHX< B &

XBRSHEXAE 2

BSHAXABR -SRI AXKN AWS BSBRSAR. BRSAUMARKRERTRENEE, RS
HXASHIELN D AWS K/ |, HEARSHAE. IAM EERTUESETEEERSHEAXAR
YA R

AXxIEREE Amazon Managed Service for Prometheus [REZHXBEHNEMER | HSHEH
Amazon Managed Service for Prometheus B IRZ X A,

Amazon Managed Service for Prometheus BV & F & 589 K #& ‘R 5l

RINERT , AFRMA®LXE.IZ2E{EH Amazon Managed Service for Prometheus BIRHIR,
1t To3E A AWS Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API
WITES. ERTFRAPAMERFRIITRENNIR , IAM EERTLGE IAM KB, EEAMBEFTMN
mAERM IAM K& , AFAURARE,

BT RUNMAERXL R JSON REXHEGIEZET IAM BN EE , 56 (IAM AFiERE) Pt
2 IAM K (2F8 ) .

BRI SHIEERS S Prometheus EXWRENARERE (S REPERFBNKN ) HFAE
B &3 ARNs (REZENSE) B E Amazon Prometheus B RES W IRE. BBEMFZMRRE,

F&
- RZEXK
- £/ Amazon Managed Service for Prometheus 2% &

- AAFERMMB KRR

REERIEREK

ETHONRBEAEENMAZSITUCE, 7B M EREKSHH Amazon Managed Service for
Prometheus &R, XERETEERE AWS IKF =LK, RIRSREBET S MOMNREN |, HEBEL
TEBMEW :

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBER TR , EEANTS
FEIRAGIRTRRNAWS HE R, ENEMRNRARITR AWS IKF, FITZUEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEE X RN TFIRAENAWS FEE XK,
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. RABERUR : 6 IAM ERGBRURN | EUETFRTESFENRR, Hik , ETUEY
EREAH T UL S EARMTHORE | BHNBENRET. HXEM IAM SARRNESE
B BSH (AM BFIEE) B IAM 5EE ERIAUR.

o GE IAM SR R B SR — 5 BRI AR IR - 428 oL 160 55 W R 50 4 SR PR 5 4 A A R 1 41
Bl | AR E R RIS E A TER SSL A XA ER. NRERSBESETEE AWS B
S0 (B0 ) GEFIEY | T th T SAGE S RIS T30 ARSI AE RS 15 AR BE AWS CloudFormation, %53
FLES , F2H (AM A EE) iy IAM JSON EHTE « £t

« f£/ IAM Access Analyzer BiF 289 IAM KBE , AR R Z £ M FIhEEMH - IAM Access
Analyzer 2KIFFH REEMIM B KR , LIBERKERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZUURBEREM IJIRENEN , UHBBHEFELZS BEEMLBEN
Kig, BXEZEE , BFZH (AM AF1ErME) PR IAM Access Analyzer 5 iE KB,

- FEZEHFHRIE (MFA)-INRE AWS IkFENZEEE IAM AFRRBAF , BFEHA MFA URER
i, EEEFA AP REREE MFA |, I5F MFA ZHRMEEHRES, BXEZER |, S
59 CIAM AFiEr) FRER MFA R API 15[,

BX IAM FREXENESER , $2H (AM AFERE) 71 1AM A2 &EXE.

£ Amazon Managed Service for Prometheus 2 #|&

E i/ A Amazon Managed Service for Prometheus ###|& , B4 MER —HAHREHNR, XLENFRH4
MAFEYHFEFEREN AWS K F# Amazon Managed Service for Prometheus & JREY ¥ 4
BE. NRBBEMXENRENRENENET HMHHOER , X THMNT ZRENEE (ARRA

)  BHEAFEERMBERET.

X FRFA AWS CLI X AWS API IR, BEFAEREFEZHFHESNR, R , IRFHRESH
ZHMITHY AP R4EME LB RV IR 4F

NBERAPNARDATUERERT Prometheus I L IEERZ R4 A  FEENEAT
Prometheus I B T ERFRITE RBEH INEIX LS ConsoleAccesstk, ReadOnly AWS BX
BE%ELR , B3 (IAM AFER) RN AP IR,

AFAFEEHITE SR

ZRGIGER T A A KRG |, LAY IAM BFEEMNBEAF S ONRNBMTERN R, R
SREERHE LSEERA AWS CLI 3 AWS API BU4wTE 75 = 58 B R AR IR

{
"Version": "2012-10-17",
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RAriEmE

Amazon Managed Service for Prometheus & 3 11/ [a] # B BEBR

"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

:usernamel}"]

BALAERATER , RiZHAEEEFEH Amazon Managed Service for Prometheus #1 IAM B Al &€
BRI E L F-E,

£}

« RFEMIE Amazon Managed Service for Prometheus F TR /E

« BEAIIT iam : PassRole

o FA A AWS IKF 2 BB P iR R Prometheus Y B FEE RS R IR

R
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TN Amazon Managed Service for Prometheus F 1T /E

MREWRERETR |, ERETIMITEMRE | W AFER R ARVFITIZRE,

% mateojackson IAM AP ZRAFERAEHAEFTEXREM my-example-widget BRIRNFHAEFE. |
BARMEEN aps:GetWidget HRET , 2K ELT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

FEHRBERT , BNEH mateojackson AFMEKE , LATFER aps: GetWidget &4ETHR my -
example-widget &Ko

MBRETHE , EHRAENAWS BER, ZHNEERZEMEREITNA,

HLFENINT iam : PassRole

MREWE|—MNEIR |, FBREEINIT iam: PassRole B{E , MAMEFHM KU A FENACEIES
Amazon Managed Service for Prometheus,

BE AWS RS A ERIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXAE, it ,
BB MEBF A ELEIRSHNR.

L EZ AN marymajor B IAM A P 2R A 2% A £ Amazon Managed Service for Prometheus F 31T
BEN , 2REUTRAIER. B2, RELNEERSHEMRFONRBRT AT HITIHIRE, Mary R
EENAGEKERRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XEH Mary RIREE LR F bR 4T iam: PassRole #&1E,

MBLEEHL , WHREN AWS EER, SHEERREHBREENA.
BBV AWS IKF 2 B A P iR KB Prometheus T 52k 5 BR S5 & IR
AR NAS  DELGKSFHAFREAAANARTUERZACRTEAEH R, 2T

BIEEEESEY , AURAAR, X TXHET R R RZEH IR (ACLs) WARS , BT
158 PR 3 L5 SR B o) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATREA :

HEDR 0
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- ETf# Amazon Managed Service for Prometheus & XX &LIhEE , 5 Amazon Managed
Service for Prometheus 3115 IAM E&

- BETRUNMBRENESHEENERNIGRNE AWS KF , E50 IAM AP EETRHEERE AWS
MK 8% — 1AM A P iR B AR .

s ETHRNAEE=SRANEHERNIGRINE AWS IKF , ESH IAM AFEETFHEE=4E
HIFER. AWS Ik

- ETHRUOMAESSHBRSRIEREHRANER , FSH (IAM AFRER) FHRRALEAT S HKRIER
AP ( BHRBRERIE ) RETHRNE.

- ETHRERACNETRRNRHATER,FRIZENZS , 25 (IAM AFERE) F8 IAM
Y B B R R

IAM X PR F1 2% B

18 Amazon Managed Service for Prometheus BREFMBEFTERIUL, XLIFBAMEFRITIRIERN
HRBRAR , flink REXREN T AWS RIRNILS#EHIEERS Prometheus $iiE. AT & ¥4
BT WA E A AWS Identity and Access Management (IAM) A Amazon Prometheus £ & RE , B
SRS A AT B R RRRF BN RR. BXEZER , H5H IAM P RBANIR,

Amazon Managed Service for Prometheus X R

EEEEAT Prometheus W B EERSFIEIE. AREXBNKGRBNIEK  FSREAT
Prometheus W S £ E RFHVIRE,. FRERMFZHZH,

1AM FBE

RO RBETEALUGENE T BITEERKAI RO,

LA 1AM KB F X Amazon Managed Service for Prometheus BIE£HRINIR , EXIFAF LI
Amazon EKS £ HEFEFXREHNFAEE.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
uaps:*u’
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"eks:DescribeCluster",
"eks:ListClusters"

]I

"Resource": "*"

Amazon Managed Service for Prometheus B & # 458 iF

ETHEESETRESMITINEE , 55 SﬂAWS RS “EEAMIT KX D HEE" ", RFEBEERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIEE" PH “AWS
Artifact,

EHEMEA AWS RS NS TAEBR T ENHBRENHRBME, RLOFTANENBRUARERNERNE
Mo AWS R T U T RIFERABISZIMSHM

« Security Compliance & Governance : X4 R REBIEEITIETRWEERRE , HERTHEL
M EREIREN TR,

- fF& HIPAA ZERHERSSZE : JIHAS HIPAA ERMIRS . HIEFTE AWS IRE ARRFS HIPAA
T

- AWS £AWS AR R — Ik THEEMEFES TSR T AT L MAAE X,

- AWS BEFEHER —NERAETHIEHREEN, XEEBMELE TRFVRESE , AWS RS
HHEmRHIBESMER (S REEERVESEARMER (NIST), XFFTLRLFEEZERS
(PCI) MERRAFEALALE (1SO) ) IR L4,

- EHAAWS Config Ff & A & 15 A HN T4 E R — % AWS Config RF BN EREEESZ K
BELRAERNIPRE, TUOENFEM,

« AWS Security Hub— X AWS fRSs ATUA2H T REN R 2R AWS, Security Hub B 24125
ERITEEN AWS BRAREHREHELTLTUIRENRESR, BXZTXERSRIEHIBELN
Bk , S5 Security Hub #4liE S £,

« Amazon GuardDuty — BB MIEEN AWS IKFINER R EFEASRMBEED , Kk AWS IRF
BNEHNTEAR., RESNBEEGHNEERP. GuardDuty BIFEZRELESMEEENENAR
KRAUER , JUBSBEFEE/EMEER , filw PCIDSS,

« AWS Audit Manager— X AWS BRSS AT AR B IEIF 4T it AWS FABR , NTTE{ERRERUR
FEMMIT AR ERNE M,

EMMERAE 182


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

Amazon Managed Service for Prometheus ArfEm

Amazon Managed Service for Prometheus B IR E

AWS £k EfRERE S AWS XEEMTAXMEN, AWS XERAS N EREEMEE A A

X , XEAXBESKIER, SAHENSERNRNNEREE, MATAHARX , BHLLRITHREETH
Xz ELHh it BRI AR EBNNARFNBEE, SEENENRZSNMNBEFLEMEREL
ATAXEEESHAAME, FEMENATT B,

AR AWS XEMAAXMNESEE , BSRAWS £REM IR,

BT AWS 2 3REmg S , FEA T Prometheus B9 Amazon & RS G IR SRR BB X IFEW
BEEMANZHER  SENSTRAMEKRENE,

Amazon Managed Service for Prometheus Y E ikt % £ £

ER—HEERS , EAT Prometheus WL SHIEERFTZTLEHEKMEZLZLHRTF. AWS Bx AWS
ZERF AR A AWS RFEMZHENES , BSHAWS =52, EFAEMRERSNRESER
SRARITIERE AWS M8 | 28 S AWS ecurity Pillar Well-Architected Fram ework B9 E At i% 5E 47
#o

B LAER AWS BEA %K API B EE M &5 E5EH F Prometheus I S EE RS . B i
YEUTREA :

- RREREMDI (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEIBEH , #lin DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & b
% Diffie-Hellman ) « KZEHIRRSE (WM Java7 RESHRAE ) BZHFXLEEK,

o, HAERFRIZEE ID M5 IAM EAEXBKAORZR G B BARNBERJTZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITER#ITESE,

{#F Amazon Managed Service for Prometheus B RZ K< AR

R T Prometheus I &7 E R SS AWS ldentity and Access Management £ (IAM) BRS5# < £
B, RFEHEXABR—TRSFEEYN IAM A& , E5 Amazon Managed Service for Prometheus B
Hx. BREMMXAEE Amazon Managed Service for Prometheus FIE X , HEBERESAKREFAE
fit AWS BRS PR = RYPTE R,

BRSS #5< A & ] ik IR E R FA iR B Amazon Managed Service for Prometheus , BB &R % F 55
A ERFR. Amazon Managed Service for Prometheus EX ERZHEXBEBHWNER |, BRIESEE

e RE 183


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon Managed Service for Prometheus ArfEm

AN Amazon Managed Service for Prometheus IAR A iZA R, EX W RSTIEEERIERM
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EEEHRAERANINERAITHERRENSESE AWS K, XEHHRNZFERIEE. BRINER
T, CloudTrail i REBEEEH,

Amazon Managed Service for Prometheus < f$F7H Amazon Managed Service for Prometheus 1%
HEHRREICZAETEENH, XL E# Prometheus FEE RSIZFIFHEIRENIIEX | BES T I
Prometheus ¥ & RS APl 22 CloudTrail,

Amazon Managed Service for Prometheus 4 7~

EHARREBEMARRAEMNER , BEBAXMERG AP RE, RIENBHATE., ERSHBEN
{58, CloudTrail BEX#HFRLH APl HHNE FHERRE , RtEHT2REMBFEIRF LM,

5l CreateWorkspace :

LAF RIS 7R T & Ri% CreateWorkspacei®4EH CloudTrail B &% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:2972"

}I
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"eventTime": "2020-11-30T23:43:217",

"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
.
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
.
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
.
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

~5l CreateAlertManagerDefinition :

LARRBIE R T 5E R iZ CreateAlertManagerDefinition ##4EH) CloudTrail BHE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z2"

}
}
I
"eventTime": "2021-09-23T20:22:437",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-

env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@OiAnbG9jYWxob3N@0jI1Iwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"
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5l CreateRuleGroupsNamespace :

LARRBIE R T 5ERiZ CreateRuleGroupsNamespace #24E# CloudTrail B &% H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy
"attributes": {

"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
I

"responseElements": {
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"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
I
"tags": {}
I
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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RERIZSKFH IAM A6

BERESKSH IAM &6  E7LUE IAM B85 Kubernetes BRE MK <BL, ARG, ZRES kS AT LA
R ERIZRS S HWIEA Pod PHBSRRME AWS BB, BEXEZEE , BSHARSKFH IAM A
&,

ARSI HY IAM BEEHRNRS AR,

#£ Amazon Managed Service for Prometheus # , £/ RS A &4 B T E3KREVE Amazon Managed
Service for Prometheus, Prometheus fR%588 1 Grafana fR$588 2 BT RN & B RIEFTEN A
B,

SoREZMH
AT S WERELRE AWS CLI fl EKSCTL &4 17 Rl
WERSAE®M Amazon EKS 8 FERIEFR

Eif B RS A ELE Amazon Managed Service for Prometheus B2 M Amazon EKS SE& H#Y
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%

iam:CreateRole
iam:CreatePolicy
iam:GetRole
iam:AttachRolePolicy

iam:GetOpenIDConnectProvider

2 R S5 A & LU ELE] Amazon Managed Service for Prometheus

FRAUTHRBBER RN createIRSA-AMPINngest . sh B34,
fF <my_amazon_eks_clustername> B N IBEFHNWEH , HF
<my_prometheus_namespace> H# N EH Prometheus a5 & ZE [E,

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/~https:\/\///")
SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

3,

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"
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# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $0OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

+*

Create the IAM Role for ingest with the above trust policy
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2.

3.

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

ERFHALENNR , @A TGRS,

chmod +x createIRSA-AMPIngest.sh

B1T BA,
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RERSKFH IAM AGIUERIER

ENRSKFIZE IAM A ( RFZAE ) SMEM Amazon Managed Service for Prometheus TEXZE
WiER , BXTBRIEFUTRAKS

 iam:CreateRole

* iam:CreatePolicy

« iam:GetRole

« iam:AttachRolePolicy

« iam:GetOpenIDConnectProvider

RERS A L& Amazon Managed Service for Prometheus 845 :

1. FRAUTHAEBESRN createIRSA-AMPQuery.sh B4, ¥
<my_amazon_eks_clustername> BN EFHNW AR , HIF <my_prometheus_namespace> &
¥R IER Prometheus @58 Z8E] o

#!1/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the OIDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-provider/
${0IDC_PROVIDER}"

}I
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"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {

"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

3
EOF

function getRoleArn() {

permissions for all AMP workspaces

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]; then
echo $OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then

echo
else
>&2 echo $OUTPUT
return 1
fi
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#
# Create the IAM Role for query with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \
--policy-document file://PermissionPolicyQuery.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role create above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. ERTFHALENNR , BRWANTHT.
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chmod +x createIRSA-AMPQuery.sh

3. B1T M7,

—

¥ Amazon Managed Service for Prometheus 510 VPC &ix T R
ZaER

MEERFEATLSHRENRLRER (LE# VPC ) 8 AWS &R , WA AEZRK VPC FERTF
Prometheus WL BB FEERSF 2 EELAEERE., BUUFERAIXLERELE Amazon Managed Service
for Prometheus 588 VPC LM RFEZB#HITHEE , MATAAHRLH Internet,

Amazon VPC 2 —11 AWS fkS , TR TEZELHNENEFEz AWS BiR. 1881 VPC , &7
DEFIEHMEIRE , 0 IP hiueE., 7M., BAKXRMMNERN X, EFEN VPC E#E Amazon
Managed Service for Prometheus , BFEE L —MEO VPC LinT SRFEMN VPC EHE AWS
RS, ZL T SR T Z Amazon Managed Service for Prometheus A5, Al BHiEE L T
Internet o<, P&tk ( NAT ) SEHI=k VPN iERE, EXEZER , E5H (Amazon VPC AF
) PR AL 2 Amazon VPC,

Interface VPC & iw T = AWS PrivateLink—fh AWS B RIB#X1F | ZBEARERATEILE IP utmy
MR KOS AWS RE 2 BN REBE. BXEZER |, 5SR ‘98 AWS S BEXE,
AWS PrivateLink

LTNEEE @AM ZE Amazon VPC BiF ., BXUAFHBEER Amazon VPC WEZEER | 55 H
{Amazon VPC AAFER) IR ER.

3 Amazon Managed Service for Prometheus #1210 VPC KixT =

BN VPC KixT /U LAFFAE A Amazon Managed Service for Prometheus, MU T RS & M LK i
TRPHTIER

« com.amazonaws.region.aps-workspaces

R RS B MHENTAEA S Promethe APls us REANRS . BXEZER | 55H (BRAT
Prometheus I S# T E RS F P18 APls) Y Prometheus AN A,

* Com.amazonaws.region.aps

EREBSEHRITIEXEERETS, BXEZEER , 5858 GEAT Prometheus WL L#FEE
BFAFER) P S% APIs Prometheus & R
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(@ Note
MREETEEZE B RIERMA VPC £ A remote_write , M3EXF A EBEEDO VPC 4
7 & AWS Security Token Service , LUAF sigv4 BEZKwT R TE, BXA6IE VPC
wmT RER AWS STS , IS FAWS Identity and Access Management A Fi5R E’\Jﬁ_ﬁﬁ
AWS STS #H VPC £ ﬁ#‘a%, Lo BAIIRE AWS STS R A XL LT R

BXEZEER , BFECIEED VPC KiFT 28 step-by-stepii Bl , 55 ¥ Amazon VPC A IEREH
Y2 42 O R IR T o

® Note

f‘d‘\_ﬂ}{ﬁﬁﬁ VPC £&ixT = %lﬂ%ﬂ%?'“%]i@‘ Amazon Managed Service for Prometheus #H VPC
KimTT REIEA E%E%E B, BZALT—%,

IR A Amazon Managed Service for Prometheus 81210 VPC KixT R , FEEEEFKE VPC
FHTHEXHEHE 6 RAERT, ?a*TxHuleZ?%EI VPC & ﬂﬁ, 1. Amazon Managed Service for
Prometheus EAAHAK R T IARAEEOLET R ( J’AIETZEE%E@/Q W RAE ) RIITHES

2 HI3 Amazon Managed Service for Prometheus VPC & 3% 17 s K9 177 8]

WA LAER VPC K im T 2R BE SRR HI3T Amazon Managed Service for Prometheus #0 VPC £ i1
KIFE, VPC in R R — IAM BRKRE | B2 0|2 8 tin <8 1R © M IS im <. ZIEI%"“'E
BRI =BT R IR EE , Amazon VPC &R &M il — N ERIAKREE | 12%51%»1‘5(‘15&&!3’]:5%175@0 3
HTREBTRBERNER IAM ET RN REIRSIFSEN K, —NRIMM R ATES
Mk RIS E RS # TR IEF

BXREZEER | EZSH (Amazon VPC FAF#ER) HFHER VPC i =32 6% BR S5 BY 5 B R o

THE=RATF Amazon Managed Service for Prometheus BY &% SRS R, ZREATFES
PromUser A& A F &N VPC #1#£%] Amazon Managed Service for Prometheus R&& T/EX
AMNA | BRI MR THERX,

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "AmazonManagedPrometheusPermissions",

"Effect": "Allow",

"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"

1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"
]
}

LT RAIE R R ARBIEE VPC RIEE P #ut BV iERK . REETE IP #uthyiE KRG X

Mo

"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourceIp": "192.0.2.123"
1,
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"

3 Amazon Managed Service for Prometheus #]2# 0 VPC £iFT R
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¥t Amazon Managed Service for Prometheus %8 i% 3 1T &

HERR

FI A LA T &80 R BhBEE £ A Amazon Managed Service for Prometheus BB EI 89 9] &,

N

ER

* 429 =8 PR 5 IR

- BEINESNHERE

« BEIXTHANRBNEIR

- BEI-RERFEXNEIRES

« BRI Hh Prometheus ARSS 284 B H T R H,
- B -SBIERELHIN

429 i i PR Fl 55 1=

MBEBBBNRLCTUT RAIA 429 iz , N AEHERE BT Amazon Managed Service for
Prometheus $XEREL &,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

MREFBIZEXLCTLAT ROIE 429 iR , WHAEREEREEY Amazon Managed Service for
Prometheus Et&fl , Bl THEXPSERIEMRBEN T,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:
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per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded

MRBEBRCTERAIN 429 &ix , MiKAZRKNER 2T Amazon Managed Service for
Prometheus X5 Prometheus &/ RemoteWrite APl B T EX X EBIBENERER (BUES
) B,

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

MRBEFNELCTERFIR 400 £z , NEBERNEREE H Amazon Managed Service for
Prometheus B EZNBY B FSIECE . A< EEZ 6B FHEANFMAEE , HSRMNEERR
ZUO
ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl/
remote_write
msg="non-recoverable error" count=500 exemplarCount=0
err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)
desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid _workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.
If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.
(local 1limit: @ global limit: 10000000 actual local limit: 92879)"

A% Amazon Managed Service for Prometheus RS EE AR IMAERBABRFNESZEE , BESH
Amazon Managed Service for Prometheus AR5 Bi &l

BREIESHEAR

MREFERANZE AT A Prometheus 4 , MFEEE Prometheus 3Kl EERAATHREKRIREEEHIE
Mk, BXEZEER , H2H X KX%F Amazon Managed Service for Prometheus B & 7] F i 15 #ridt
TEEKREMBR.
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BREHBEHEMRBRFET —T L,

BBk THARREZENE IR

Amazon Managed Service for Prometheus &l F WK HE , A FLESMEFELNRRABHE T —
B,

MBHIEEZERIAFEE , ME&HIMLAT4EIR : out-of-order samples, duplicate sample
for timestamp = samples with different value but same timestamp, X&EBEE
2B FE Amazon Managed Service for Prometheus KA HIEN EFIHIRET ERERN . WREH
M REREEX TIZITH Prometheus & in , FREBEEFTREERIEHESHEREEHAN,
MRZNEREERRMENASE  BRECIREEEL.

EXRETIERESREIREF EFNEZIFMEES |, 535 Prom Labs WIBEXE (7 # Prometheus
iR ) B EREAF Out-of-orderBf BB AL R)

BB —RERBIBRIVERER

(® Note
EA T Prometheus FIII G E B RS R CloudWatch {# I R i5Fr K 432 Prometheus R &
REEAER. EH CloudWatchfE 1B RIEPRERIIEE , WO LU Prometheus B BRI
RA1ER , LABsIE HELBR FI4E 1R,

MREZBFIELUTHEREEZ— , WA LLERE ME A — Amazon Managed Service for Prometheus
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- BE T REERRH..)
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BB A BIE1T Prometheus BREZ S8 U E R H HIEHI,

iR EFEANEN

HEDEER RS prometheu
s_tsdb_he
ad_series

LA AR rate(prom
etheus_ts
db_head_s
amples_ap
pended_to
tal[5m])

Most-to-least BN EHR B THRHV TR R I HI &R sort_desc
(count
by(__name
_)
({__name__!

=) )

BMERRIIAIIRZEH group
by(mylabe
lname)
({_name__!

=|l|l})

AV A Prometheus ARSS 255 i H T BRI, 204



Amazon Managed Service for Prometheus ArfEm
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AT &ER , £3% 2 Amazon Managed Service for Prometheus EIEAIBESWER. TRIIHT
BETEHEEARAT T 2EEIRNERER,

B LAE A Amazon CloudWatch IREREFBIENHENRER, BEXEZEER , 825 FH
CloudWatch $g¥riE 12 53 T B BRSSHY Prometheus %R,

Reason BaX
greater_than_max_sample_age EF L EHENRAERN BET
new-value-for-timestamp RIFEEHANNEE S 2 ZHNEBERE
per_metric_series_limit AP ERREMERERRIIE LR
per_user_series_limit AFEREERRIEH LR
rate_limited BEERZ RS

sample-out-of-order BARRIAIRFRE , ToELE
label_value_too_long PR B A B = BT BR &
max_label_names_per_series AP EREEMERHIRE R
missing_metric_name RREMIEREN
metric_name_invalid RENEHRBEHTR

label_invalid REMNIRETR
duplicate_label_names RENFREEMES
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REREH AWS FELL AWS BRIFH BELBERE. 81 AWS IREDAFERS

- R (HII , CostCenter, Environment, Project = Secret ) . HERX 9 KNE,

s —ANMHGEENAEFTER (0, 111122223333, Production REARET ) . BHEIEZEE
ERAZFRAERRER. EREE—H  RZEXDKIE,

XEWEHNRB-EN. BHRZALUEAENSTHEXEE 50 MR,

FREAHBEIR B FIEE AWS BR. FE AWS RFBEFFIE , BTN REFTERSHRIR
PEARNIRE , URAXEFRREMEXN, Fli , BULLSHRNRZE S BN Amazon S3 B4 E
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F&
- BITEXRMIRE (ZFHE )
« BTEXRMNIREE (AWS CLI)

[ TEXRINRS (#3265 )
& 0] LA i #34 & 8] Amazon Managed Service for Prometheus TEX I — N Z MR,

1. $TFFEATF Prometheus WL S ERSFIEH A , MR, hitps://console.aws.amazon.com/
prometheus/

ESmBERYD , EREXL2ER.
®EMAE IEX,
EREEENIEXHNIEX ID,
EFRRZIEI R,

N E 4k @ Amazon Managed Service for Prometheus TEXRIEAH#RE |, BB LERZ,
BN, BEFREEIRE,

ERED , AR, SR EERRIITIENIREE,
( AIE ) ERMEMRE |, BHEROERRMNIRZL,
ANERER , ERREFER.

I T

© © N

[ THEXR AR ( AWS CLI )

BRBUTHSRERABEAT Prometheus I SR EERS TEXKFIMIRZL. AWS CLI BEESIE T
X et EFNFRZ |, FS M 6122 Amazon Managed Service for Prometheus IﬂEIZo

EXELSED  RIMNMBRREBELELZE TWERHIRA AWS CLI HEEHFLHBRE, BREZER
ZH%R%E AWS Command Line Interface.

LR M B 1TIE1T tag-resource i F , BEENHBMFEN TEXH Amazon BRE R

(ARN) , URERMOFENR/E, 1§TJ«XF'JI1’E|:%§17H%A1‘T\ o Bl , ERER My-
Workspace B Amazon Prometheus B RE TEZBRMAMIE , — MRS tatus R ZHED
B, —IMHRERBEBERNSecretIREENRN : TeamMy-Team

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspaces/IDstring
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ZAZENIFEBFNE 6 DB AMEIREREE.

® Note
BEUARAEBE RN A R#T. MREE 100 MNATASHE , EETEE 101 MERER ,
MABNEREBLHBIEL , Amazon Managed Service for Prometheus T30 ##ZER, R
BEERBEWES  NTUEERER (FARIHHRZE—BRNEEER ) .

ETEXBMESHEREAR N , ELEFSSEERBER, SUTNETHEERNEFEENERAXLS
W&, MREAEEREETHE K FHRERTRBISZARE. HIN , WRERR T M@ , BT A%k
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SN 170,000 MEERE, RELSVERWKERESDT 170,000 M , FHBET LEETR
KB R,

% I 24 1Y # S1 BR 7

Amazon Managed Service for Prometheus X #EE| TEXM BB U TTAER, XLERAFE,

- BE 1 PERIERE RS IEL RE.
« BMERANTBIEERLIE —MEFRE .
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Amazon Managed Service for Prometheus APl &%

Amazon Prometheus £ ERFIREFAFER . APIs

1. 5@ AT P APIs rometheus L &i# it E — APIs XERE A FBGIENEERERT
Prometheus TEZEMT L EE HE’* @ﬁlﬂz TR, YMERES., BIREESEN., ANA, &3
ZEMAENIRE, BUUEHRERATEHERESHN , EXEESHITRE APls; AWS SDKs

2. &% Promethe us APIls — I 53 Prometheus & R X35 Prometheus &AM HTTP, APIs
©1A1 APIs X#%EH Prometheus EiES (PromQL) MEBHEXNNARF. BFRITIERE. &5
HRSHFITEER , ARBHNEHEHEZRE,

AE 2B H T Amazon Managed Service for Prometheus X358 API & EM IR LN,

BXRRY, HRZEM AP EREFHNER , 25 (Amazon Managed Service for Prometheus f 1§
&) #H# Amazon Managed Service for Prometheus IR BELE .

FB
« EAT Prometheus WL S #EE RS APls
« RBAEZ D KIEH APIs

& F Prometheus BV i iEE BRSS APls

Amazon Managed Service for Prometheus REBIZE R4 Amazon Managed Service for
Prometheus THEXHHEX API B4, X TIE APIs THEZ=E, MENEE, BREEHREL. ANA, @
ZZ=EMAFIER,

BXERAT Prometheus NI EERSWIFMER |, iHSRER T APIs Prometheus BYIF & #h £
B EEK API ?%o

FEATAE SDK WIS # Prometheus & RS AWS
AWS BH4F X EH (SDKs) TRTEZRITHREIES . B/ SDK HEMH— API, REBRAIFIX

B ETHFRARERABCHERIESHNE AWS NARRF. MERESIHNIESIR , E5H
AWS FFR AL AWSHEIIHE T B, SDKs
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https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://aws.amazon.com/developer/tools/
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® FERIEGRE

BNEBEWEERTE P EANSIRAR AWS SDK SAUREME it SDKSIRAS , H 4R & #ThR
A, SDKs AWS FF R TE BN EREFFAVIGHENINERUR L2 EH.

REEZ KIEH APIs

I 5% Prometheus & RS ZF LT 5 Prometheus RAM RS . APIs

BEXxFERAHEZR Prometheus WEZEER |, 55, APIs FEAFEZA Prometheus R4S #H1TE 1 APls

ES]

» CreateAlertManagerAlerts

* DeleteAlertManagerSilence

* GetAlertManagerStatus

+ GetAlertManagerSilence
* GetLabels
» GetMetricMetadata

* GetSeries
» ListAlerts
» ListAlertManagerAlerts

» ListAlertManagerAlertGroups

» ListAlertManagerReceivers

» ListAlertManagerSilences

» ListRules
+ PutAlertManagerSilences

* QueryMetrics
* RemoteWrite

CreateAlertManagerAlerts

CreateAlertManagerAlerts R{EE THEX PO EER,
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BEMH HTTP 3hiA :

POST
E¥ URIs :

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL EHSH :

alerts WRHA , HPFIMHRAR—1EHR. ATRERN RN RH,

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
I
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]
IR

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"labels": {
"alertname": "test-alert"

}I
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"annotations": {

"summary": "this is a test alert used for demo purposes"
1,
"generatorURL": "https://www.amazon.com/"
}
]
5l 2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence MiER—MNEIREFER,
BRE HTTP zhid -

DELETE
EM URIs :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

URL EWZH : &

ROIER

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/

d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

451 W) Rz

DeleteAlertManagerSilence
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatus REBXREREEB[RESHNER.
B HTTP 2513

GET
B URIs :

/workspaces/workspacelId/alertmanager/api/v2/status
URL EHZS¥ : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
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"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-0\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.
"uptime": null,
"versionInfo": null

GetAlertManagerSilence

GetAlertManagerSilence RERAX —NERFRNER,
BME HTTP zhiA -

GET
B URIs :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL EWZH : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f86f973",
"status": {
"state": "active"

1,

"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",

"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels
GetLabels #B4ER RS0t HEF X BARZ,
BN HTTP zhiA :

GET, POST
B URIs :

/workspaces/workspaceld/api/v1l/labels

/workspaces/workspaceld/api/vl/label/label-name/values It URI XX#F GET &

SN
/:Ito

GetlLabels
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URL B :

match[]=<series_selector> EEMNFIEFEFZSH , A TEBREMNPEEFRZLEZHRHFH,
Al ik,

start=<rfc3339 | unix_timestamp> FARTERE, ik,

end=<rfc3339 | unix_timestamp> £RATAEIZ, Tk,

/workspaces/workspaceId/api/vl/labels Y RHBIFER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

/workspaces/workspaceIld/api/v1l/labels B9 R45I0E 5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": "success",
"data": [

__hame__",
"access_mode",

"address",

"alertname",

"alertstate",

"apiservice",

“app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
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"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",

"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/v1l/label/label-name/values K R%5liER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/values K7~ 5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

GetMetricMetadata BFERRBXRYFEEMBIRFHERIEIRN TR, ETREEMEIRE
B,
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BRERNBBEDBIE-—INRAK , HPEIMRR— M ERER  SMEEE N THEIRN S
x® , ERBHRPHNZERERLT.

BEMH HTTP 3hiA :

GET
B URIs :

/workspaces/workspacelId/api/vl/metadata
URL EASH :

limit=<number> EiRE MW & KIEFFE.

metric=<string> Eff THBENEFREN. IRFERENZE , MR RFIEERTEE,

ROIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":
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}

1,

GetSeries
GetSeries BERESHFEMRIELE M EFY5R,
BMH HTTP 1A :

GET, POST
E¥ URIs :

/workspaces/workspaceld/api/vl/series
URL EHAISH :

match[]=<series_selector> EEMNFYERFZSH , FTERERENFY, HMEDRM
— matCh[] %%&o

start=<rfc3339 | unix_timestamp> FFIARTEIE . ATi%

end=<rfc3339 | unix_timestamp> £&RATEZ, ATk

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

R4 W R

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
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Server:

amazon

content-encoding: gzip

{
"status": "success",
"data": [
{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"
},
{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"
I
]
}

GetSeries
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ListAlerts

ListAlerts #FRRTHEXF IR TERSHER,
BMEY HTTP 3hiA :

GET
EM URIs :

/workspaces/workspaceld/api/vl/alerts

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": "success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-l.alert",
"severity": "none"
I
"annotations": {
"message": "message"

}I
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"state": "firing",
"activeAt": "2020-12-01T19:37:25.4295659097",
"value": "1e+00"

]
iy

"errorType": ,

"error":

ListAlertManagerAlerts
ListAlertManagerAlerts REFXITHEXEREERP Y IMANERNER.
AR HTTP 38

GET
EM URIs :

/workspaces/workspaceld/alertmanager/api/v2/alerts

RPIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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{

"annotations": {
"summary": "this is a test alert used for demo purposes"

iy
"endsAt": "2021-10-21T22:07:31.501Z",

"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

}
1,
"startsAt": "2021-10-21T22:02:31.501Z2",
"status": {

"inhibitedBy": [],

"silencedBy": [],

"state": "active"

I
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {

"alertname": "test-alert"

ListAlertManagerAlertGroups
ListAlertManagerAlertGroups BHFEREZITEXBEHREERFERENERATI XK,
BMH HTTP 3h1A :

GET
E¥ URIs :

/workspaces/workspaceId/alertmanager/api/v2/alerts/groups
URL EHWZSH :

active H/RIE. MERN true , WREWIRIIEFNEHR. FMINMENR true. AL
silenced H/RE. WRH true , NREIN SR IIERRER. FMINMEN true, ik
inhibited #7R{E. MMRN true , WEEMNFIRTIFIH A ER. FRINMENR true, ATk
filter FAFRHAE, ATHABRNTERSIR. AL
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receiver FRF&H, EEEYT UMIEERAENRERX, Wik

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"
I
"endsAt": "2021-10-21T22:07:31.501z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T722:02:31.50172",

"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "unprocessed"

}I

ListAlertManagerAlertGroups
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"updatedAt": "2021-10-21T722:02:31.501z",

"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}

ListAlertManagerReceivers
ListAlertManagerReceivers BFRREXEREERTRENERAINEES.
BERE HTTP 3hiA -

GET
EM URIs :

/workspaces/workspaceId/alertmanager/api/v2/receivers
URLEHWZH : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

451 W) RZ

HTTP/1.1 200 0K
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

ListAlertManagerReceivers
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Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences BERZFXREIEXTPHENEREFRNER.
AR HTTP 3hiA

GET
EM URIs :

/workspaces/workspacelId/alertmanager/api/v2/silences

RPIER

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
},
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListRules
ListRules REEX*x TEXFEBHANNES,
BXRE HTTP 3517 :

GET
B URIs :

/workspaces/workspacelId/api/vl/rules

RIE R

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

ListRules
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A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3},
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
1,
"errorType": "",
"error": ""
}

PutAlertManagerSilences

PutAlertManagerSilences BR{ECIEF N B IRBIRIENI BN EREER.
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BEMH HTTP 3hiA :

POST
EM URIs :

/workspaces/workspaceId/alertmanager/api/v2/silences
URL EHSH

silence RIFEERNITIR, BT :

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
IER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers": [

{

Ilnamell : Iljobll ,
n n

"value":"up",
"isRegex":false,
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"isEqual":true

1,
"startsAt":"2020-07-23T01:05:36+00:00",

"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

50 2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics BRAEIPE R Rk —ER BRI A AV BN S & i),
BEMH HTTP 3hiA :

GET, POST
EM URIs :

/workspaces/workspaceId/api/vl/query It URI i¥{& 2 a8 S A ENRT &,

/workspaces/workspacelId/api/vl/query_range It URI iF{h—EX BB MY BN &,
URL EHASH :

query=<string> Prometheus RIZREHFRHFH, £ query M query_range FEMA,

time=<rfc3339 | unix_timestamp> ( A& ) MREX £/ et B KR EINE#BFEA query ,
o Tk A E
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timeout=<duration> ( Ak ) IF{hEE . BRIAANEL -query.timeout FFEMERN LR, &
query # query_range HfEMA,

start=<rfc3339 | unix_timestamp> MREFEMA query_range EH—ERETESEE , MR
FIRetE .

end=<rfc3339 | unix_timestamp> MREFEH query_range EH— BRI ESEE , WAL
:RNIETE S

step=<duration | float>duration BEXMERHEMT K , HER float W&, NEL
A query_range & —BRNESEENER , F AN THEETHRHEN,

max_samples_processed_warning_threshold=<integer> ( Ali% ) N EAL B E R
(QSP) EBELRE. HERRELEER , APl P FRE KBS HE,

max_samples_processed_error_threshold=<integer>> ( Alit ) HELEBHE B
(QSP) REHIXHE, BILHENERNEELH I RER , HET2HEKE., ATHLEIEN
BHERA

Duration

5 Prometheus &/ APl £ duration E—1ME , FEERUT RNz —

- ms BE®

- s®

« m e

* h/had

d X, RIR—XRIKL R 24 /MEt
whi , RR—BERLERT7X
vy RR—FHER 365K

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS
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RAriEmE

X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

451 W) L

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3},
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite
RemoteWrite BIEUFRAER K IFIEFRM Prometheus FREF BB AIZER URL, B , BEEHIER
Fim ( #5130 Prometheus BRS585 ) SR A LR 1E,
AMH HTTP 34 :
POST
B URIs :
/workspaces/workspaceld/api/vl/remote_write
RemoteWrite 248
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URL B :

I

RemoteWrite IENERANB/H 7 TMEER , MAREAR/IN 100 FMER,

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

® Note

BXERIEIEE , ESH https://github.com/prometheus/prometheus/
blob/1c624c58ca9341618be737b4995e22051f5724¢1/prompb/remote.pb.go #L.64 L YN E
HXE o

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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