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FBANCI/CD litmus test: Is your pipeline fully CI/CD ?

Steven Guggenheimer # Ananya Koduri , Amazon Web Services (JAWS
2023 £ 8 B ( XHHAELIEF )

ENEERTRAT AL ? XR—MELNAE  ERFSAANERNEEAMET . HRL
2 BERES.

BRGIFHAMRE , BRARARERER LS KR, IMHEWRE—MatE , ER T —HRE? BNZ
MEXEBRNME , ERMZEFRF? B , SAMNBFEEASHIRT M4SN, fRaXINE
SHEER. FERERMFTERN (CI/CD) FREREFHE , BHELERML, S AT R E T
B, BEANAFTEZEESHURS,

CI/CD is the process of automating the source, build, test, staging, and production stages of the
software release process, and it is commonly described as a pipeline. Today, the cost savings and
speed of CI/CDEZ{LERSHALEETEHNE, EZ , TEIXTVFAHAEH TR —HBINE,
MREEBRFVATEZ 7TEBNE , REEAR-LRR , ARREENE., AL, Wt. RS
EREM. ERZHBERT , BHRLEERSHITXEERARBEBWALRITRE,

ANHENBENRENHARTE CI/ICD REEREMF L, ERHTIHEEACHRENTER , AHEX
KUWREBRETIHTE. XFMANERBRIR-—RZBERENET, XERERESR , BORTF
ZRE , SFESA TNREASN AN EMBETER, RNBWEBERLIT , FHTHONE
BER,

SR
BT R SEHEA SR b B RO AL 7L -

« ME — T2 CICD HBBEIRALURELVERME, BALIEE , BLER, MITFHRENLEF IR
WAERE, BXEZER , BSHRABEAHMHLE., BRIEFE—FETechAhead EXE , Cl/CDHRE
BISEREfE T AT AT B 20% IRt iE . RO FER,

« BRERE —RE (BHEER) W—0RE , ‘Mo2=NaEIAN , SHNT A F LRI HiTX4E
b, RESS4PNEE LR, SERNEREEYHHALNREAZS N, " FLXAHHE &
WY 40 40 Tk #875 AT BEFE IE B RV A1) time-to-marketSEE O R B R H TS ENN L,

- HE — BE , 5SEMCI/CD pipeline is able to release software changes to customers within a few
hours. Especially in cases with quick fault isolations and small patch pushes, the CI/CDEEHBIF

MBI ERE (MTTR), BEXEZEE , BSREE MTTR,

B 7


https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://www.techaheadcorp.com/blog/how-ci-cd-save-app-development-time/
https://www.forbes.com/sites/forbesinsights/2017/03/16/how-it-service-management-delivers-value-to-the-digital-enterprise/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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« ¥4 — £CI/CD pipelines also secure the release process by reducing the possible entry points for
attacks and reducing the risk of human error. The security gains that come with fully automated ClI/
COEEAMTRAHELE. RSPHMFEXNKNERHER,

« BMOME — HSFRARTARRE SR RIRGIEL NI , BB AT R 45 M E = EH
HEtEE , EN2ENHEE, X TALAMSE , FERBEEEKNEARNBWNEENRAST

- FHNRBERE — FTRARNNMERNRRBRGIRAEZFMES , XEMITNEBIHITHITU

i# ( BrowserStack BEXE ), tMITRMIAIBIE , MELESHMEZACHBE , HAHER
BIXBEIR. XAFEARERTXE , XEBTHLEFRTERBHALEFTRE, KEFRKERTH
Support BRI F A B RENIRAHENELKE.

. HF — P NEFREE—REETRNXESS. B2 , TEERBESIERMNEXARS, &AM
f£H CI/CD BEEMFEARBH BRINITHS , I & ABRE R 2 & HLat B F 3T a2 R 820,

B 2


https://www.browserstack.com/guide/what-is-parallel-testing
https://www.browserstack.com/guide/what-is-parallel-testing

AWS ABHES i# ClI/ICD £/ : fRNEEREBTERE CI/ICD?

IE#E CI/ICD

FEREMAMFERMY (CI/ICD) REBRMARFEGANBNLNIE. EELEERLT , CI/CD YDt
RRERERNE, SHERAXNETHRENELN , RRHIBFEXINNFEFBZEHXS. X FHER
f§, EEDEFTECH , FEFHHE, FEBENRIRUTATHM R FENEE  #ATFE
BR@avitE. BTIHREITE T —MRAY CI/CD 1= , BT RENBUMEEER THEX N MFE
EE T Eo

Cl/CD automates much or all of the manual processes traditionally required to get new code from

a commit into production. A CI/CD pipeline encompasses the source, build, test, staging, and
production stages. In each stage, the CI/CD pipelines provisions any infrastructure that is needed to
deploy or test the code. By using a Cl/CDpipeline 1 , Fr &I RA AT LA R EBB# TR , REXNHEH#TT
B H AR EE P,

L FEA B — TN CI/CD process before discussing some of the ways that you can, knowingly or
unknowingly, deviate from being fully CI/CD. The following diagram shows the CI/CDB EX 9 A< ER
FMES o

CONTINUOUS
INTEGRATION (CI) CONTINUOUS DELIVERY OR CONTINUOUS DEPLOYMENT (CD)

SOURCE

Code repository

BUILD TEST STAGING PRODUCTION

Development environment Development environment Preproduction environment Production environment

Feature branches are
committed to the main
branch of a code
repository.

Resources are Multiple tests are Resources are The code is released to

provisioned in a performed, such as provisioned in a pre- the production
development unit, integration, production environment.
environment. acceptance, and environment, and final

performance tests. unit and integration
tests are performed.

Main branch

branch branch

Feature ]\A‘V[ Feature

Feature
branch

RTRHEEX

RFEENREERBEEESD , IR Git F#E GitHub, fRIE—NED X HERBENERXRK
R, RENDERFTREBELEN D X, SIRERFRDERER LEMREN , RAULUF 28D XEK

RTHEER 3
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BEs%r, PESRKEFLEENE LETE, AXELEL  BSRANETINETEITHS
e

RFERERRE

1. FRENEDXNB - DKo

2. FRAREARMBTER, WEMNR,

3. EUERRMASR , FRARQBIE—MAE D XN BARAVALELER ( GitHub X4 )
4. EXYRBHAITHEE,

5. HRMRBHMEE  ERMEEHIED X F,

%X F R

BFEXNREEMLNIEF |, fINFRFBEMEFHE, SHHREPRENRETERTRTE. B
BB IMMBR2-—RATEHECAINEERGHITENR. BENRLERR | SNMNEBEARH
MERHTER. ATHERNNENTRAENHEEZITHER , BRNBUEEZDERF D, ERE
B, BIRRBREEERINFRTER , KRERKEENHE | BIEFHR,

BFEX R

EENBFEXNAH2BEINRERENED XPREREFNEEGZIMENERRES . F&ENER
R (1aC) XEBLE T ES M BRHIITHES. REMEA 1aC XET 2R FIMR | {BREZNENE
H 1aC BR%AWS CloudFormationsf, T & AWS Cloud Development Kit (AWS CDK) , s, &E N
NSRRI

1. BT
2. K189
3. BREE
4. SRR

MREEENEMB R EIEMEREMMIA R, WH BB ERIELFARES , FEREEN
Kik, BENERBAMNRBEFMETS |, HF5THREE CI/ICD R,

Cl/CD EERI M

HEEETBERINAMRENAIU AR LTV HMERN . ER , AARERBENIT RHHEH
BITHZRENNHA, AWS HEEESZRWENL T TRENAE -

XFRERA 2


https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/latest/guide/home.html
https://pipelines.devops.aws.dev/application-pipeline/
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« Baid — XEMNRERHZTRARFRE , URITHMERSHETE,. SNENRBEFRME

RAWFENSKE R R, 2l TENREEIE JUnitJest A py test,

o AN — XEN R BIETE ENNHARRETUHRBRIEINARFRERZEARER, EX

ix T BB RGIEFE Cucumber, vRest NG # integ-test ( for ) » AWS CDK

« BN — XENXBIEFREENNAREHRTUNARBIEINARFRERZAFER, B

iz TEMRBIZHE Cypres s F Sel enium,

LENE — XENREFEFLEET, MERREHRIEREREERE. SN ITENTRETE
Amazon Synth CloudWatch etics 1 Dynatr ace & R %1%,

MREN - X LN AR E=RE S, IR ENAEFRERHEMEER , HFERET EMEEE
TR, HEENR T B RHIE23E Apache JMeter, Locust H Gatling.

o BN — WARREMNE | XENRFREEAREF |, BHRBIXKRXE, RE , FEARE

R B B B 508 B R MRV RS A ER AT LR, 3 M T B/ R BIBIEAWS Fault Injection ServiceHl

Gremlin,

- BANARFREMR (SAST)-XEN AT MABFREFEZTLEMNTNH , Sl SQL EAHE L

R (X SS)o SAST TEW RHIBIEL T# CodeGuruSonarQube, F Check marx,

- FIBRNARFELNE (DAST) — XEN A BHREZENANER. ©INATLERBIRE , H1aFR

BB AR R I SQL SEA S XSS, DAST T EHRHIEHE Zed Attack Proxy (ZAP) Fl HCL.
AppScanBXEZELR |, HSHZENR,

FIEFFBEZE CI/ICD BERSITAARXEN R, ER , EEELNENRBDELZTETNIRAM SAST
Az, FEMAIRR FZTREAMBE BN,

Cl/CD EEmEr

BRIFAWS HEEESELRNY , BEDNIRE CI/CD EER AT ENER

RHEEfE — FRBERFEAEFENFEESE. RMZVUREEHRAFIFREARERE 1 /MadF] 1
R,

- BEMR-LENEAEANESHERE. RNBUREFELVAL , IR REEBRZAIE

BRIX 8.

- Y@@ HERRNE (MTBF)-MNEMEERHEAVRE BRI AN FEE, RINBUCF B4R

BEARTUESHWEEWEEERE. BXEZEER |, BSEE M MTBF,

FH@@ MEME (MTTR)-MAMHNEESHE T —MNRNEER 3 Z RN FG0tE, RNBRWH
B RENRAREMEN MTTR, BXESEE , BEREE MTTR,

Metrics


https://junit.org/
https://pytest.org/
https://jestjs.io/
https://cucumber.io/
https://vrest.io/
https://docs.aws.amazon.com/cdk/api/v2/docs/integ-tests-alpha-readme.html
https://cucumber.io/
https://cypress.io/
https://selenium.dev/
https://www.dynatrace.com/monitoring/platform/synthetic-monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://jmeter.apache.org/
https://locust.io/
https://gatling.io/
https://aws.amazon.com/fis/
https://www.gremlin.com/
https://owasp.org/www-community/attacks/SQL_Injection
https://owasp.org/www-community/attacks/xss/
https://owasp.org/www-community/attacks/xss/
https://www.sonarqube.org/
https://aws.amazon.com/codeguru/
https://checkmarx.com/
https://www.zaproxy.org/
https://www.hcltechsw.com/appscan
https://www.hcltechsw.com/appscan
https://aws.amazon.com/security/penetration-testing/
https://pipelines.devops.aws.dev/application-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/increasing-mtbf.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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X LR PR W] LA B I A BR BR B 1SR Bl 522 CI/CD MY E ., HRANSHRAMNF SR ERMKE B RN X
RATART LT WL, BRMEREFAATMRE , EEREKRMF.

EENREIRE , RE, RN (BEESEMERNAZIRNEE. REBR , UKRIABM/DIAER K
. WF5xEE CI/ICD EE , BEENRERKEIE DT 3 /Mt, —XB5 2R N E KHVH A R ZRILE
BE—RNER. BEZARRE -—RIEENRENEE , REEFARMARTEARE NN SLERN
IS REEMEF/LNA , AL EEFEEAREH.

Metrics 6
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Cl/CD RENAE LB Z KX

C/ICD EEFAETETHIRIERE , EXRIERED , FRARSNEN NEFRESHIESX
(HET ) H, ZOXHETREN CI/CD EER CD HoWEMMIA ., ZTERERNKT Gitflow
THERE , EZITHERES , FRNRAT I XHARMNERRBT. £FZARF |, GitflowiRR —
TATHIMRAZHINELE S Z. ER , CUERANREZ , BEKE CI/ICD BEETAIREERHR
38

NTFUSEARY | M Gitfow TERRIBET EFH TR DESKER |, AREBNELTRE
AT EE , MRESTBE CICD, FAAH , N EERAL R FEAS TR LR
285 BATEENNEZ DODERS. EF Gt TEREBNER , A5 TRERLETARRES
AWM T SE :

. EEBH

. RITIR

o

T ERRIRBNABEEPES Git TERBHZERED , ILRIMF Gitllow EETETHIRAREE
HATHR.

Gitflow 73 7&

TERERT Gitflow T/EFRTE. Gitflow FEFEAZSAN D ZENBESANTRERANRB, HFEXARD
EEAYEMRANREN , BT ESRNENHRETNARFNEH. ETF Trunk BEMEE
AT LAERAIEEAR SR B /Y |, BEBRIABER T Gitflow A& 7 iZirE.

Gitflow 3% 7
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I I

Feature Feature
branch branch
10 e,
_— Un!t and . :—) Development environment
i integration testing |
e e e o
Development
branch
S |
| Scheduled |
| releases |
e e e e e e e e
I :- __________ 1
i I
_— . Un!t and . ——>  Preproduction environment
i integration testing |
S
Release 0"
branch R B |
| Unit and .
. . . |
I integration testing |
e — = I _____
Hotfix Production environment
branch

Gitflow TENEGRZ—RMARFHRREBETEL ., EAER Gitflow SSHHF |, FRIERIR T ABHY

HAPRA , MMEFMEF R NREERTREHNRBERST.

HEFHRREPHIREN  X2ESERERESR,

RNMBFRERRWAINEE , TFRAREANKE

FERTESHEEFHEH, Gitflow L EXMBERN A XNREREIERF. BIEFTIRMNRH D
X2 , REEERBI LRHEF, RE , BHEFIXEHAETFRIXH , LEABRFRH,

Gitflow 3%
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ETETHREE

TERERTETHENTHERE. EETETHIERESR , FRAREDRED P A E NN 2
B, AEHXEEREHEET P, R, BINFRES WEITFT R, MEFNEFHE, 2
HMERN R EZF MR 2 BHT,

I I

Feature Feature
branch branch

| |
10 I |

i .
X Unit and I :
0]:8 | integration testing :—)- Development environment

Main branch

| Unit and !
| integration testing |

Production environment

ERLTHERE , FEREHETHRNREE, LERRIFTEBIEFIX , ANEAUEESX
PRPEXR , ALFRERRTNIIRE. HEAREESIEREN., RERBETURHE . XATH
BY&REAEN CI/ICD EEMFRMABATER , ZEETUAEEEFHNABHRET B3N HAMEEEN
R E

ETETHAE 9
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ET RYRHF AN R T B AR T

EMFSTRARFTAERNIE , —XRBERENFEHEYRN ( (KEMZER) XF) , BIEAL
EXROBNMRERSIZEBRE , NTTSBRBTINER. RS, FRARLFRTEEFENLN
BRARR,

HBZRBITIEEN , BIIRFUEN KR ARE : TRAMNREA. BRNRESRANXNRATEHE
B, BEXBPEENLHRERN, SXRAFRENBFENRAFREREN , BE—HNREAER
IEFENHERAE,

REMBAFHZCANKRE , RSN FEANERONRE. REHRHS EEREPRNZGAEER
AEREREFHNAERS RUEN. MEREBKR , ELRHRPRARBONSHRBR, RF

W, MRRBERBEESHEY , BINITRENEENIRRPRY , IECTNRKZETERAES,
BERRAFTANR —IBHERNNE (MNRENRRRIEFREERS ) RERDS, INNFET

38

EMEE CI/ICD RENEHRRRBRIMAE, BIEAET FUN T ERRGFHRTEMEKER LT
HEMEHEFHNER, EETETHIERES , £FHNEHR RO HIEE,

* Gitflow 77359 , RIEIEFEEBFZR LRIFRE , BREFMEFRSXH. I2RBZEER
FUZFRROBAEER. B2 , ZENMNEFREZRENARFNIIRSTZNN AN, BIEZE
HIEFEEFHREPETRY , SEEFRIXTHFDEREN , tETRREANE, BTEETH
EREHMEFBBENESF , QX SSBITRA R TR A= ZEHMEF SRR T RHE
Fo EUZHRAT , XARSHEFRARGS  REFLHIENEAREM.

AHREPREREN , IAERBLHEER , SHRRRIME S ATTRRS X3 E AV 3 Si#
MNE-MREMBEHEE, SEFHRHHEIHIAREN , #EHNBTRENMNEERT. EEAXM
FETUBRNEEMAL  ERENKTEPERNFNSRBEEIUZEAIT. AT REFRENEEE
MREHRHEALEFE I FEMAER , BT Gitflow FESEIXLEMER —MRRETAEFHE
HYXUBS

BRHET E TR R ERFL

BESESIEFN MR EESITEREY  FRAREEFTRNNARFARSATRIE — &
HARBAEFHNREBIDE, REEMERARTEN , EFHRENTRMES 2REBSL , AREMNS
MAVBRITR R, EEI T —MIERE R

Al LATE —NEEHICI/CD process. You can delay the release of code to production by using feature
flags. However, a fully C/ICDREFHITMEL S , IEBITVNEAEEFLE , NTRE T REM.

EZ8: gt 2 10


https://www.americanscientist.org/article/understanding-the-butterfly-effect
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ER , EERE CI/CD FH— ki , IXRPXEREEZREN RN, BREF LB R A
5, BAZSHRELFERERENNIATERESL,

WMREEFRTE CICD, WEEMTERARZANERBEEREEDTXRH. FRAREFRD P
B, AP —NREHMNEHDIX , ZOXRABETNRMNS 2EH. BERH I XA RD XN
I, AR HIMEMERER.

BRTYHRRERELS 2, GARAREF R X ETEHAIRTEZERAETEFHRNRRARFRSH

f 1 BT L A PR I B LA ER PRI EFRS. FRD MRS ATRERLEF 2RI TS
e, SHRARBREZD XPIHEN , RECEBLESRHIESHER , BERRBIESF,

XEMT HEEEHMEROIRPEIAFTERONEG, ERE2-INEUEKLNEERY , XEBES
HERERF IR LR A, BHAREHF,

ETHRHNFENEZERAE

T2/ CI/ICD RERHT —MZ2BILNE-SEXRRHBELS . EERE-—IMAOR. REEH
M=TTIERHAEANEE , REEFEHEN—IRRERED S - MR, MREEENEFAMBERIARZ , N
EEZFAENABERLREIHENIEANE —MERITHE. BOEEN A ORE LU DR iRE 5
AEEBEN AR

A BTAORREEEFHRRENRZIR , RILXAKRE T FEHA LSRR M. MREE
T CI/CD BEERXREFHHERE , EMATUANRRERERREAZ T —IMAEMHRITHT

MITHRE, RRET—ERPEEENA, XIFABEANHEENXLEEANEENTED T

RUESEASERENA[NSEEETRNEFHENAE,

RfE , ERAOAUBBERNEFHERFRE (V) 25 aNBEARRRHAILMEEEZNRAS
BEBDANEZFEPHTFIEANASYE , TURBEREZL2SHNREK, EESTERE
b BEFHREPFHERREEMNENELE CIICD B EREANME., XEFHERERER
B, FEMML, EMNEERNTTENBEMHRTHN , ENKZERE , B4 E B MAEHNHEARE
%o
FNRERABT—ERATRITHEERN. BHAPHANTZAERRBAN, BALLFEFEE
BE , 9B TEFEELZLEANNE, ZEEE-—ERELRR , AIERAMA T HRERTRERIHN
TEER (RN RENRNR ) i, REZEERNIREMERSERE, BIRAAERERMEEDL
EEARFRSESHENTEM |, KRR EALUEBRSEF EMXN T2 RBNX R,
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CI/CD EEWREA

ELZER | BEE (litmus paper ) R—MASKRN I ARECTRNIENEE K ATHREYROER
B, BaFECHNASEZTNLE  HoeFlelNANATRIER , PHEYREART SRR
&,

litmus paper BEREMN T EZRNEYRNpHE. MR pHEST 8, MMM ; MRET 5, WAHE

M MRESH 8 ZE, MAHHE., B, CI/CDIHEAAIUBBENEEERN CI/ICD K¥E,

AHENEBRETE CI/ICD

1. MOMZHITE.
2. EEUATEAMRE , AESREE B NESHLEN1

c BN FHEERSHRAT-—ITATHEIRENESX ?
- BIRBELERABRRIES A BREAKNEZSTHIED X ?
- BMINEERE-AAQBG? GER , RINWEERERINENMEEEPREN—RKBE ?
- BIEZNHBHEDG ?
- HEBRETH , BN ELENTEHMEREERRSIHNG ?
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https://litmus.devops.aws.dev/
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LR BB E & CI/CD score to the following table to determine your pipeline's CI/CD4 5l

|

CI/CD 7% Cl/CD 45l
9.5 HE /A 5t£ CI/ICD
8—9 FER CI/ICD
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/summary-of-best-practices.html

AWS ABHES i# ClI/ICD £/ : fRNEEREBTERE CI/ICD?

B [F) B AR

AL BIEFRABRNBELIERTE 5K CI/CD?

REINENRREEFRZNMEHEI XARTRANKHIR, £ CI/ICD REFHWEFREEAET P4
MIERE , AP 12X ZFREHBENE-SEXKR. BXRESEE  BERETETHS
o HERSREFIRBLSR  MARMENKITRARITRE, EXEFERANTERA.

MRREEHTEN CI/CD RiE , BENEERENBARLHELED)
BBNERT , ZEAT?

XBEERETIERESRTEKN, EEREF , SBBBNREEHET  ERERBRERZAASRER
ey  EFFERT AL,

MRBNFEBSERPNELESREEZNMWENL , ZEBLDL?

TE CIICD EENERZ —REARE#BEINFHRENER , EREFEAREEFIRENE
ARG, KL, RIERE (FlNERNAREFBEE ) BEAUEESHRREHRTR , NERED. BE,
BABRWEELETRERRFIBEARFEANENNREFR.

MRBNERAAXNZ G TERELTEM CI/ICD REERE | %
BAT?
BAARBESEHEATIL , ARRLBLRBERBNRARFORENDAN, HAZBDE,
UYL 20, RENERARKY , —ERENFRR—HEFORR | EXHNRY , HEE

FABSERKEE, TENFHESENRIXBITHAR , AAMEMNEEERERER RN E
BITEE. XEREHLEFRRRLEKZTREFFE,

MREHHRRLTZSNMNKFRLEAR ? REEEMTEN CI/CD
RIZG ?

=0, ERL, BUASMNAEFERAEMNKS, BXETEKFHPEENBNEENESER | 18
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https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-create-cross-account.html
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* AWS Deployment Pipeline Reference Architecture
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AWS Cloud Development Kit (AWS CDK)
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AWS XHEMSERH 17


https://pipelines.devops.aws.dev/application-pipeline/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/
https://aws.amazon.com/getting-started/hands-on/set-up-ci-cd-pipeline/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-a-pipeline-in-aws-regions-that-don-t-support-aws-codepipeline.html
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://litmus.devops.aws.dev
https://docs.aws.amazon.com/cdk/api/v2/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cicd-litmus/strategy-cicd-litmus.rss

AWS ABHES i# ClI/ICD £/ : fRNEEREBTERE CI/ICD?

AWS Fe g SRR

T2 AWS SUEESRHENEE, FRNEXPNERARNE, ®BEERAR , BEARERRE
Y fR M I i Bk

7R

FRARFIBI TN 7 RENTBER, XLEFREE Gartner T 2011 £WEMN 5 R AEH |

BIEUATHE :

- BEN/ENEN - RO FNASREDGERRESHEE, HENAY BYE , LEBRNAERHBXR
HEN, XBESRIBERERENBIEE. 76 FENAKH Oracle HEFEITBIHE
Amazon Aurora PostgreSQL KIS

- YA - FNABRFERE =Y  HHIT—ERENRIL , RARIEE. =6 EHREN
7K Oracle BIEFEEIBEEA T Oracle ML Tk REIEEE RS (Amazon RDS) AWS Cloud,

- EXMWX - BRIEMTR  BERMNESITFAIHM SaaS B, 7"l . FENBFEFXRER
(CRM) R4:1x % % Salesforce.com,

- FEN (( EETR ) - SNARFIBI=D , EERHTENEXETRARI6E. =6 : &
R EC2 24l L3 &M A tth Oracle ¥iEEE B E Oracle AWS Cloud,

- EFEMN (ELUHSEERAERETE )  FEMBREIBI =Y , TEMEHELH, EENHRE
FSENMEHRE, BALNRSENEBFEEETBEE —FENERS. =6 : HMicrosoft
Hyper-VRI AR FiE#% E AWS,

- RE (B ) - FRAEFREEFRIES, HP Aol EEHTEAEMNNARER , #8
BHEEFIERRRLE , UREFERENEZNARRF , BB eilEE®L LHER,

- FA - FRSBBRRMERFABEENRAER.

A

ABAC

BESRETEMENH RS,
HRIRSS

SNIEERS.

\

i




AWS ABHES i# ClI/ICD £/ : fRNEEREBTERE CI/ICD?

ACID

SRETH, B RBEM. WAM.
FF-EHEH

—MBREEIBLE , EXNGEF , REEENBERBEERFRS (BIEARNCMEH TEH
RNEHRE) , I BEFESEIBHALERBEZNAERFNES . IMAESNME, T
RER  MAFE-AMEE, SEI-HIHIBHEL , CERE , BEREESH T,

FF-WAHER
—ﬁi&ﬁﬁﬁ@)‘i}f EXMAEF , REEENMBERBEERERS  BERBEES T B HK
EEERT RBEELEXRBEENARFNES. BMBEEEEIBHETEZIEMES
?Rn@?&

— SQL EH , EN—ATHTREHTEZANENREE, REEHE THZIESUMFMAX,
Al

W

> AT EEE
AlOps

SR AT EERE,
ER1L

KAMBRBBEEPMAGCENTRE, ERLAUBBRIPNMIABRL. ERBLBERBERAN DAL
o

A&
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSRESER., THHF
MERFTRBN

Ri T2 PRl

—ReFE  ATERAZYHENNARR , UBPRFREZZIEZHHNES,
MRAEFAS
BRALAEANSMINARFNFAGENES , SENENEF ZNARFHRAREL S50

H, IEERERTRESRXUNTMEENRE , BB TRAIFTERTER., RACMEILWEA
BFABEELER.

A 20


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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