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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://skillbuilder.aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/approach.html
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https://youtu.be/m2wjmGvY2pY?si=o_Rf9Rliu86oFkSQ
https://youtu.be/m2wjmGvY2pY?si=o_Rf9Rliu86oFkSQ
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://www.nist.gov/cyberframework
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
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https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://github.com/prowler-cloud/prowler
https://github.com/stelligent/cfn_nag
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-security-score.html
https://github.com/awslabs/assisted-log-enabler-for-aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html

AWS FSEHES Te1T. 173, FH : MREEMIAE AWS Cloud

FEEME  MLENEZRZEEE

EOEMBRIRELR , ENALRENFTE R, ANBRNERRR TS THNMNELZSINEE ,

HAW St BE A ERD RLERRES K. MBLETTENZEAHHAIR TREB L.

B LA AR | EEAST T SNEN T,
SRR 8B B RO — BB
o fRAL ;A EGH MR RN E L 2

L1t : Bt HFEREN L EEE

ERILDHER , BULEILZLEE, RERITMITEMNR—# , {RATLAEKRS AWS Security
Hub CSPM M EXEA ©REIMBNLFIER, TERERT Security Hub CSPM {af s BE X A

mazon EventBridge A , ZMUEL TEHNBFERXNMABEXENW BN RIE, EXEZER , BSH

Security Hub CSPM S R4FR#g E1 711k .

e

26


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
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https://www.splunk.com
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
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https://www.rapid7.com/
https://aws.amazon.com/blogs/security/how-to-automate-incident-response-in-aws-cloud-for-ec2-instances/
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* HIPAA Reference Architecture
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+ AWS Identity and Access Management Access Analyzer
* AWS Security Hub CSPM

Hi AWS &R
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CloudWatch Events

+ AWS Z£BEHH How to automate incident response in the AWS Cloud for EC2 instances

« AWS Z2{8EFH How to perform automated incident response in a multi-account environment

* YouTube E£H AWS re:Inforce 2022 - Crawl, walk, run: Accelerating security maturity video

« AWS re:Inforce 2022 - Crawl, walk, run: Accelerating security maturity PowerPoint & 7R 35 ( B

)
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https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://maturitymodel.security.aws.dev/en/model/
https://aws.amazon.com/solutions/implementations/compliance-hipaa/
https://aws.amazon.com/quickstart/architecture/compliance-hitrust/
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/blogs/compute/automate-your-it-operations-using-aws-step-functions-and-amazon-cloudwatch-events/
https://aws.amazon.com/blogs/compute/automate-your-it-operations-using-aws-step-functions-and-amazon-cloudwatch-events/
https://aws.amazon.com/blogs/security/how-to-automate-incident-response-in-aws-cloud-for-ec2-instances/
https://aws.amazon.com/blogs/security/how-to-perform-automated-incident-response-multi-account-environment/
https://www.YouTube.com/watch?v=Jj6s5pOqEc0
samples/presentation.zip
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-accelerating-security-maturity/strategy-accelerating-security-maturity.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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