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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/security/
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-reference-architecture.rss
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/awslabs/sra-verify
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-identity-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-perimeter-security/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-cyber-forensics/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-generative-ai/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/
https://aws.amazon.com//prescriptive-guidance/security-reference-architecture/
samples/aws-security-reference-architecture-diagrams.zip
samples/aws-security-reference-architecture-diagrams.zip

AWS HEMIES AWS BB E 8 (AWS SRA)-B 21

AWS SRA &
BEBTEENAEREE AWS £S5 E K (AWS SRA) IR XK,

AWS IEXRE (MBEREFHERK ) NZE ML 2 HXRS. BELANBIERINNERS X, BFX
B, #iE. BENWRHNFAGERTRE, BIIEEFRN , NFEEF 1 T 8 KXEH M S
AEETAWS Z2RF5. HRNEFFESEUAERA T EMNNFERN , SHA=MMEESM :

- EFREESZEREMEEER  UTHEN[ALERE, RENEE AWS Z2RF5. NEWLIK
FHSENEERS  UXUABPLERZLER? BREF—INREKFTUESTHAERASHRS ? #
R (HRBUH AWS K7 ) NERIMAN T2 BHRREAERE 2 BERNZESEMENENS (&It
EREW ) ?

- EFAXBEIEBARKNS AWS Z2RFVTRENA, BRT UK ( Hl S0 RS = H SR
%) MEEWREN , REBRAQUEATUBBBEFAL, RUTFKERLZERE, KXEHHERED ER
—NROBRBEEEN AWS TRHESH —BHRFEXNRSHITOEH

- B EESRESNRE , AeBHNAXNERLZERS. Hl, @M Z0ARETE AWS Config
EHMRSHEANER  UAEXEDCFITNSEZEEETNEETHE? EREEFTREXRSH AWS
ZERFSNARBRIGEMBEZLRFHES.

BATE AWS SRAHZE—R T IXEEE, JIRTFWE-ES (SHHENMT ) RERUEHEIN
BAXRBFEMEITiE. RINBE T HEMN AWS Organizations 2883 , 3 account-by-account$i 7
MLRFHNER. EFRTHIIRPNE-NMER (NAERLERZLRS ) , BEIREEN AWS
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://aws.amazon.com/products/security
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ZEMIBEFHEREZERERETEKRF,

EEIKS, TEHRNENZRERR 15


https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrated-services-list.html

AWS HEMIES AWS BB E 8 (AWS SRA)-B 21

T R &1

BY#TEENFEREN AWS Z£5E 51 (AWS SRA) #I Rk,

NIEH AWS TR AWS IKF Rz 24, WRNEMITRRR , FEEEBIU AT ILMBE, K
AR ARWEKS 2 BFAT T

iRt OU Mk 4 #nt | HAEZR LS MMEMEN, RINEBI OUs AixtisEThaeti2—4A
EREHR |, 20 “BEREZEH M L2 OUs”, X OU MIkFENEETRIE Z. E2HEM AWS
Organizations ZMK P EMRITIERETRHN —882. BEX2EEW , HZ5H AWS XEPWEA SN IKS
H40 AWS BB IRBEXE (HLEHKESKE) AWS Organizations,

AWS SRARIAILL T ik REMA UM R 2 B, AWSKEEAKS BB THRRES T , HAREN
NMRRFARERSE XS TRAGARAGREN  FE0TREZLSHNEN, EETRNITE
o BRIGEANBET (477 ) BFREBXOTHERS. REFRESES (SDLC) ik (BETH
HFRANRKS ) ATEETRIARE | A TESEF K TR RS HH TET.

Account ou T A

=g — XA AT PR ITHRREE
AWS XiF FfIEE, AWS K/
AEL AWS HLEEN.

Z4TH ZeH ZTAWS Ik AT

BE ZERANZ2R

% (5170 Security Hub

CSPM GuardDuty, Audit
Manager, Detective.

Amazon Inspector 1 AWS
Config ) AWS Ik, WM B
HRALLERANBA, (2
F AWS Control Tower , &%
OU Tk P RYBRIAB I “B R
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a L
AWS principals I_o
Organizational policies AWS Control Tower AWS IAM Access

=
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html#internal-integrations-summary
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https://aws.amazon.com/blogs/networking-and-content-delivery/continuous-verification-of-network-compliance-using-amazon-vpc-network-access-analyzer-and-aws-security-hub/
https://aws.amazon.com/blogs/security/automated-response-and-remediation-with-aws-security-hub/
https://aws.amazon.com/blogs/security/automated-response-and-remediation-with-aws-security-hub/
https://aws.amazon.com/blogs/security/how-to-deploy-the-aws-solution-for-security-hub-automated-response-and-remediation/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
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https://aws.amazon.com/blogs/mt/aws-config-best-practices/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://catalog.us-east-1.prod.workshops.aws/workshops/fff8e490-f397-43d2-ae26-737a6dc4ac68/en-US/70-cfn-guard/73-checking-templates
https://catalog.us-east-1.prod.workshops.aws/workshops/fff8e490-f397-43d2-ae26-737a6dc4ac68/en-US/70-cfn-guard/75-add-guard-to-pipeline
https://aws.amazon.com/cdk/
https://github.com/cdklabs/cdk-nag
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_conformance_pack_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_aggregator_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_management_account
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_management_account
https://aws.amazon.com/security-lake/
https://docs.aws.amazon.com/security-lake/latest/userguide/integrations-third-party.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html
https://github.com/aws-samples/amazon-security-lake-quicksight
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service
https://github.com/aws-samples/amazon-security-lake-machine-learning
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https://aws.amazon.com/macie/
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-jobs.html
https://docs.aws.amazon.com/macie/latest/user/discovery-jobs.html
https://docs.aws.amazon.com/macie/latest/user/findings-types.html#findings-policy-types
https://docs.aws.amazon.com/macie/latest/user/macie-accounts.html
https://docs.aws.amazon.com/macie/latest/user/macie-accounts.html
https://aws.amazon.com/about-aws/whats-new/2020/01/announcing-amazon-relational-database-service-snapshot-export-to-s3/
https://aws.amazon.com/about-aws/whats-new/2020/01/announcing-amazon-relational-database-service-snapshot-export-to-s3/
https://aws.amazon.com/about-aws/whats-new/2020/01/announcing-amazon-relational-database-service-snapshot-export-to-s3/
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/macie/macie_org
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://aws.amazon.com/iam/access-analyzer
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-dashboard.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-eventbridge.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://aws.amazon.com/what-is/automated-reasoning/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings-remediate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings-archive.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-archive-rules.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-checks-validating-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-checks-validating-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-policy-checks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-policy-checks.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoNewAccess.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckAccessNotGranted.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation-action-last-accessed-support.html
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/iam/iam_access_analyzer
https://aws.amazon.com/blogs/security/introducing-iam-access-analyzer-custom-policy-checks/
https://aws.amazon.com/blogs/security/introducing-iam-access-analyzer-custom-policy-checks/
https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon.com/waf/latest/developerguide/enable-config.html
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/firewall_manager/firewall_manager_org
https://aws.amazon.com/eventbridge/
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https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/security-best-practices.html
https://www.youtube.com/watch?v=7M3s_ix9ljE
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-data-in-amazon-s3/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-data-in-amazon-s3/
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/s3/s3_block_account_public_access
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/quicksuite/latest/userguide/what-is.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ways-to-add-notification-config-to-bucket.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway-load-balancer.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway-load-balancer.html
https://aws.amazon.com/transit-gateway
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https://aws.amazon.com/network-firewall/
https://aws.amazon.com/blogs/aws/aws-network-firewall-new-managed-firewall-service-in-vpc/
https://aws.amazon.com/network-firewall/partners/
https://aws.amazon.com/network-firewall/partners/
https://suricata-ids.org/
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https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://aws.amazon.com/security/provable-security/
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https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/amazon-vpc-sharing.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://aws.amazon.com/blogs/big-data/securely-share-your-data-across-aws-accounts-using-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/securely-share-your-data-across-aws-accounts-using-aws-lake-formation/
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https://aws.amazon.com/verified-access/
https://docs.aws.amazon.com/verified-access/latest/ug/user-trust.html
https://docs.aws.amazon.com/verified-access/latest/ug/device-trust.html
https://docs.aws.amazon.com/verified-access/latest/ug/device-trust.html
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/services.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/services.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
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https://aws.amazon.com/cloudfront/custom-ssl-domains/
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/SecurityAndPrivateContent.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/SecurityAndPrivateContent.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works-components.html
https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules

AWS HEMIES AWS BB E 8 (AWS SRA)-B 21

KEENERERRNREE, ROI2HE IPRE, wBERHE , UREESRENARFITANTEE
AN EY B E SLARAR

AWS WAF A ERMEHX ENHBEARF MK EZERY (ATP) BT —EERIZEEAN. W
RERAVBAZRBIIEN ATP ANE , FEEXMITARMRERLER. Fit , RMNBUEE THER
B A AEBREECANXNR. B LIER AWS WAF 2§ & LR R RENNE A SEMKFEEN
RIMREZEXLED , REREREBFTEERSFR AWS WAF FLNAH,

£ AWS SRA CloudFront # AWS WAF , ERMGIKF&RK. ELEES , AWS WAF AR R 4
HAGNE , MARVPC N, XAUMEERTRERABNSLAFNEERE , AP TRHEER
B N EHI R IM LK

BEUEEX S3 F#ENEKFHRNER |, A LUEEE AWS WAF BEA XS BEEFERIKF F/ S3
Wl BXEZEER  BSHAXILEBMN AWS re: Post X E,

@ BiHIEEN

- EENEMBIKS P AWS WAF EFEEBNER LR , ENABRRFIKS AWS WAF Ft T3
EVUEFHHEERELERG, flwn , ZEENAEFKS P EE CloudFront? B IBE E
EAXNRARFASEESRN , REBEWNREE Web NAEFBIEER APl Gateway , I
A LUERRBIET, WRERE AWS WAF EENNARFKF R#THE , HEH AWS
Firewall Manager £ 3 Security Tools ik /7 B X LK - A Y AWS WAF #LI,

« BE A LAFE CloudFront &7 —#& AWS WAF M0 | HEXEER ( Hl40 Application
Load Balancer =% API M3 ) ERMEAM4SE TR ARFH AWS WAF FN,

AWS Shield

AWS Shield@—H#E DDo S R#IFBRS , BTRIFEHLZETHNARF AWS, BEREFRNEL
Shield Standard#1Shield Advanced., Shield Standard FFiE AWS FF RN HELERMZHE ( 5
SEME 4R ) BHNRY | TEFHF%E, Shield Advanced R 43 Z R 9 5% EC2, Elastic
Load Balancing ( Elastic Load Balancing ) 1 Route 53 £ & Xig - I 5 A2 F I R L R B4R 1H
TESEZWEFNEHER. CloudFront AWS Global Acceleratorfl RIEHESHNEENNURB S F
BSMEH DDo S iy , M A LAZ FE Shield Advanced 12t H A ThAE,

AT LAfE A Shield Advanced Bz RIAE DDo S ZE##Ih#ERF Shield Advanced BLE ) B A , 2
ZIEETX 2RI CloudFront 7B, FMERBFE (RMEARTE ) ARSESRI (NARRF. MENE
B8 ) | Amazon Route 53 £ & Xig, WH# EC2 3% IP ik F1 AWS Global Accelerator ¥/ NiE 2%

AWS Shield ”


https://repost.aws/knowledge-center/waf-send-logs-centralized-account
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-proactive-engagement.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-proactive-engagement.html
https://aws.amazon.com/shield/pricing/
https://aws.amazon.com/shield/pricing/
https://docs.aws.amazon.com/waf/latest/developerguide/monitoring-cloudwatch.html#set-ddos-alarms
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
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https://aws.amazon.com/workspaces/
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TEEZBERBRENSH , UEBBEET LSRR ERE -3
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https://aws.amazon.com/systems-manager/
https://aws.amazon.com/vpc/
https://aws.amazon.com/network-firewall/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://aws.amazon.com/vpc/lattice/
https://aws.amazon.com/security-hub/cspm/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://aws.amazon.com/security-incident-response/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/detective/
https://aws.amazon.com/lambda/
https://aws.amazon.com/artifact/
https://aws.amazon.com/audit-manager/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-reference-architecture.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-hub
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-nitro-enclaves
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-identity-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-perimeter-security/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-perimeter-security/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-cyber-forensics/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-generative-ai/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-generative-ai/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture-iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-central-root-access
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-rcps
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-central-root-access
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-rcps
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-declarative-policies
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-central-root-access
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-declarative-policies
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-central-root-access
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-hub
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-incident-response
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-incident-response
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/code-repo.html
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples/solutions/patch_mgmt/patch_mgmt_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples/solutions/patch_mgmt/patch_mgmt_org
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-detective
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-artifact
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-inspector
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-inspector
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-lake
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-hub
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-lake
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-hub
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-lake
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-lake
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/code-repo.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/code-repo.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/ai-ml.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/ai-ml.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/ai-ml.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/phases.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/architecture.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/architecture.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/samples/aws-security-reference-architecture-diagrams.zip
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/foundations.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/value.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/value.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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