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4T 18 OpenShift % AWS SE5E 5% BE
Yogesh Bhatia , Amazon Web Services ( AWS )
2022 £ 12 B ( XHEAEIEFH)

AIERBLR T L1018 OpenShift 2883 AWS |, iR 7% ELIHE OpenShift EBHN TR AL , HBEE TER
FEREHR R

118 OpenShift R AFERBEE T A , N A NARFRHAF EHRS (PaaS), SHNEAEEHRK
FERAARE , ZERA N AEREERE (LERFTRAR ) BHXE, BER  EXAMEERR/NEH T
2EXBER MEANMNKERE , I—BRARTERFTEFTY Bt

Red Hat OpenShift FF AWS Bfg , BRI AT U E LR EENEMEN AWS, TRETAT BENRE
%, At BB R AT AR F T EALE OpenShiftlRss , MA X REREERS . L1418 OpenShift 243
AHSTBER , ARFEFZEMEREANH , AR HSERNBRSERMNELIRE, NEFDRET
FF 5 4188 OpenShift B & FIEI AWS, ERNEREFFENESE , LIES

« £ LEBLNE OpenShiftEEBE 2 &1 , F LI IFMAHIANZEH AWS,
« 2ETHRABNRES EZUREN A ENERS.
« £ AWS EftZefg E R Ihlit ELI0E OpenShift &8 , BRI HEZITAELENRR.

X T 4118 OpenShift

4118 OpenShift & Kubernetes #3588 , THAREERM TRKLUZNER ., ©F BT Kubernetes
WIhgE , HiRM T BCH API BRIEAMLFLL , $120 Source-to-lmage (S21) B F EU R A& ZE 2
BEETAENIREE (RBAC) HEREM, 418 OpenShift AISHEHML 1§~ m ( HliN Ansible 41§
Linux ) L&A , IRMEREENZERS. 418 OpenShift @& A TR 4HHER Kubernetes,
TR BIEEMEHEIRS , 0 Tekton, Grafana, CRI-O # Prometheus , E1EEREEBEREFR
5B, XEFRABRSE ARXNRERHEIE  RELTEN RS ZEE, BXRABENEZER
OpenShift , FEZ 4118 301,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/architecture/index#source-build
https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/authentication/using-rbac
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17

AWS HSEHIES 4£1#8 OpenShift #% AWS SEHE R I&

418 OpenShift ¥ EF A AWS

BAmME , 4118 OpenShift ERiZR#ME LIZ1T AWS , £ ESELAEII/. XM, tIBREHN , £FE
RGN Red Hat KFHAES . XFER—NMEBTIRAEN Red Hat IFEI TR, TR TZ
BRRE ( BRRERNXABEEX ) -

1. f#I% Red Hat K F,

2. MIKFERSE,

3. FATHE AWSLEBEEH,
4. {£H Red Hat #BH| A EEEH,

BAERMENR  SF2HFE. AP S Network Load Balancer , #71E EEZE1T AWS,

Create account Generate token
8 o Red Hat 9

account

User

Use token to provision a
cluster on AWS

Administer cluster o @ VPC on AWS

from Red Hat

,‘;
S

Red Hat OpenShift

cluster
a0 i i
Metwork Load Master Worker Infrastructure
Balancer nodes nodes nodes

Ehb iR e ER

T 4L1§ OpenShift £/ Kubernetes #1Ta 455t , A EFTEELFAE = (VPC). FMA Amazon
Route 53 EEMIZ AN, AWSKXLEERAEESBREAINENMER , BERAFTEUTRZOEH

 Kubernetes 41§ OpenShift ReFF A RHEE TR LETHEERS

ERiREER 2
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111

ZIL W8 OpenShift A EEEZR/MM AWS :

W
it

- REBFMENEM IR (IPl) — AFRHEREE (HUNEHERNBZHOHE ) , HETURK
SRR BIERBRINME. T —FFHR |, 1§ AWS &5 1T OpenShift BRSSX AR (rosaCLl) AT
B IPI &84,

- AFPGEMNEMIZRE (UP)) — FrEEaREHMY , HlaniEE RS EE (DNS), Amazon ERIFAE =
(VPCs), 5|RitENMEFIFE , BI2FHAIEH , LL1§ OpenShift RREZEMEREZ £,

iR BHERMERNLZERF (install-config.yaml ) , ERFEEMGBARLZEAHE, &
NEGHEECHKEXR , ARBFAUHITXESNER , ABREGEBRIIZTESH. TRE
T —EERAKE R,

Cluster name

Secret (from Red Hat account)

Other configuration data

Bootstrap node

Infrastructure data
. ——— > install-config.yaml Ignition | Control plane
Platform credentials .

Compute node

Node-specific
configuration

B A ENRRK

TREFMENEMIZE (IPI) P EEAAY iR (UPI)

ZTRR. g% FE-LEEHRTRE

TREXNSZBEET. &R LA B E SR NI B B IR A

X$F AWS MEM A BRI, X#F VMware M&RHLR S AWS LUKk H =%
T,

BREENRRR 4
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ZEREFMERNEAIZRE (IPI)

IR EMIREA N  SEAEESRNED
R4
BEAt.

FERFHRERBZMNIT.

Pl "%l — £ rosa CLI

AP TIEEMAiIRHE (UPI)

AEREFETREAEMBERMER, (H
W, RIRETREAR DR, )

ERBOEENBHLERTEREZEMRHE,
B AR A AWS CloudFormation 14,

MIAF AL SRS

4148 OpenShift fRSF AWS I Y IPI KB ZR |, BERE T HFL. BLEAR rosa CLI XKE

B (FH. MRREE ) L1418 OpenShift AWS EBFE R, AXEZER

ESFL0E OpenShift 32

E7E BB L8 OpenShift 528 AWS | % %% rosa CLI , ##H{R AWS Command Line Interface
(AWS CLI) i5[EH AWS Ik, R, BRI IBRFEAXUTUTH®S , £/ rosa CLI HUITRIE

MME LR

rosa verify permissions [arguments]
rosa download oc

rosa verify quota [arguments]
rosa init --token=<token>

rosa create cluster --cluster-name=<cluster_name>

SERETHRE , B LUER OpenShiftis oy it T1IE,

oc get nodes (list all nodes if connected to cluster)

oc get ns (list all namespaces)

BXi#1E , 5 H OpenShift X4,

ERXF A EZERUTHA

« ZTREHTREE AWSETAESEE.

- REBTIERER ; MRHIEMRE , TRMFITHEIRR.

« ABE R TITRIELE RS

IPI "] — £ rosa CLI


https://docs.openshift.com/rosa/rosa_getting_started/rosa-getting-started.html
https://docs.openshift.com/rosa/rosa_getting_started/rosa-getting-started.html
https://docs.openshift.com/rosa/cli_reference/openshift_cli/getting-started-cli.html
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o AT LR T BR A E AR R

— TR 1D

- BENEIARER R,
« EE Crosall MMIEMEREE, AWS CLI
- IPl HIGHIFrE k&K L& E A T A rosa CLl,

IPI ;=] — (£ openshift-install
openshift-install R— 1@ STXAERF , UATHREEES, S BEIEH install-

config.yaml X#HREH—ENREE. XATRETERAZZARFNSRIR. BXFANTES
B | 55 M OpenShift 3214,

1. M Red Hat Mit3RENL%x=EF ( FE Red Hat IKF )
2. BERRED.

tar xvf openshift-install-linux.tar.gz

3. MELREBER, RFIE1T create cluster .

./openshift-install create cluster --dir <installation_directory> --log-level=info

4. ERAENZRHRK , HEMK install-config.yaml X4,

./openshift-install create install-config --dir <installation_directory>

THRXE—NRH install-config.yaml XHMFER : BXREEED , S O0penShift X%,

apiVersion: vl
baseDomain: sample.com
credentialsMode: Mint
controlPlane:

hyperthreading: Enabled
name: master
platform:
aws:
zones:

IPI =5l — £ openshift-install 6


https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-default.html
https://console.redhat.com/openshift/install
https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-aws-customizations.html
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- us-east-2a
- us-east-2b
rootVolume:
iops: 4000
size: 500
type: iol
type: m5.xlarge
replicas: 3
compute:
- hyperthreading: Enabled
name: worker

platform:
aws:

rootVolume:
iops: 2000
size: 500
type: iol

type: c5.4xlarge

zones:

- us-east-2c
replicas: 3
metadata:
name: sample-cluster
networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
machineNetwork:
- cidr: 10.0.0.0/16
networkType: OpenShiftSDN
serviceNetwork:
- 172.30.0.0/16
platform:
aws:
region: us-west-2
userTags:
adminContact: jdoe
costCenter: 7536
amiID: ami-96c6f8f7
serviceEndpoints:
- name: ec2
url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com
fips: false
sshKey: ssh-ed25519 AAAA...

IPI "4l — £/ openshift-install 7
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pullSecret: '{"auths": ...}’

UPI R~ — AP AWS LB ERL 22 L%

BO L ERMEENIE AWS Eftig it LB E 48 OpenShift £, EfREEMIZK , B LEH
CloudFormation k8122 VPC, B XiE., DNS icFMEMAH., AXiFMLSEM CloudFormation
iR |, ES @ OpenShift 314,

SHEETHRE , YTHEMBIEHLERER (CSRs) T 8ER LET B EReadyRT,

oc get nodes

NAME STATUS ROLES AGE VERSION

master-@ Ready master 63m v1.13.4+b626c2fel
master-1 Ready master 63m v1.13.4+b626c2fel
master-2 Ready master 64m v1.13.4+b626c2fel

worker-@ NotReady worker 76s v1.13.4+b626c2fel
worker-1 NotReady worker 70s v1.13.4+b626c2fel

B R AT 6% — R REFREIE S,

oc get csr -ojson | jgq -r '.items[] | select(.status == {} ) | .metadata.name' |
xargs oc adm certificate approve

BRI LB E A oc R 1THM Red Hat B H| & RIFFIEZERFZ B HE Ready BHER,

Witfs , BT AMERSI S8R, &7 URE I ZE#R R EN B MM EHREEstack-name, AWS
EEEH A

aws cloudformation delete-stack --stack-name <name>
BRI AU TS ERERNME,

./openshift-install --dir=<installation_directory> wait-for install-complete

INFO Waiting up to 3@0m@s for the cluster to initialize...

ERERIMNAFNSEAXREZN , BHFLREBSHBINIFHE R,

UPI Rl — A AWS Bt ERY BN E=E 8


https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/installing/installing-on-user-provisioned-aws
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RERGR IPI UPI
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ERANEEELNE v v
B

YA VPC KR v
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YRAT LAfE OpenShift
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EZESR

BRI LUERARERER
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D TR% (i
rosa-cli) . iz
=EERT IPIH
UPl, MNREBEEH —
SHWEEN , BEA
UPI,

EZEE

EEIER P, &AL
RIEMTE install-c
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HhIEEIE IPBE,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html/installing/installing-on-aws
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-network-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
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AWS &R & Ky B At 2R
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ERAREHEE
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UPI

#&x

MREBRERTE
ERENZELENES
ZR, BREBRE
B, N aaeREiR
BEREREEXE E
BEERERER. XT
XMiZR , UPIRHT
BHHIREN

EZESR

£/ UPI @3
CloudFormation &4
I KEEMIZEA
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-private
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-restricted-networks-aws

AWS FBHIES LT 8 OpenShift i% AWS SEHE % B
= l—‘-l\\ E%
Ex{ESE

£ EIRELDHE OpenShift S28ERT |, HEMEU T HRAESE AWS :

- JIHATA EREN | ABREEEFREER,
- BERREEM. flW, BAUUERRERRBGRANEHEER.

- REMAEGMSITIENHRAEM , 815 CL OpenShift | (oc), Kubernetes #8517 E (kubectl) M
CLI. AWS CLlrosa

- ERERABERI,



https://docs.openshift.com/container-platform/4.7/authentication/remove-kubeadmin.html
https://docs.openshift.com/container-platform/4.7/post_installation_configuration/cluster-tasks.html#post-install-rotate-remove-cloud-creds
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B [F) B AR

MREBTNERBMEREMAL?

ZERFREANBETUNEEHREH/ES.

Kr LA E#MER IPI 1 UPI G ?

BULRFEECHEARS  EARXETERN—M, BERITLER , FERSHHENLRI—T, X
TREBFRET R |, IPI RBERENGE,

MRZREMSEA UPI, B UEBNEREBATEHEREEMELD
CloudFormation ¥4k ? AWS

BREFAEENREIENR , FSFO0penshift X4, EAIALUX LR EM , REHTERUEE R
HIE XK,

MREHRMEBIBEREMAL? 12


https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
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JR & SRR

REENERNAEFPNEEBELNRELRE.
BiREEE 0 PRHEN B IR,
LI TE BRI AN

A

4T 18 OpenShift & ik

- REZEERH AWS

. EZRME AWS PREEH

« EIA VPC AWS EZKEH

- FRAEREAFRENEMENLE AWS ZEEF CloudFormation
- EEEAFPREEM AWS BN ZRNEPLREESH

- FABEENYELRE AWS £&#

« Z& OpenShift A28 F & AWS £

- OpenShift CLI AI7 ( BT EEANRER )

AWS ZZ Xk

- F@@ B418 OpenShift R AWS (ROSA) AFiER ( X1 )
+ 411§ OpenShift BRFXTF AWS : EWFIMNE (BENE )
« (IHEZEFIHE R OpenShift 7T /5 AWS ( BB E )

4T #8 OpenShift & X ik 13


https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites_installing-restricted-networks-aws-installer-provisioned
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-restricted-networks-aws.html
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.6/html-single/installing_on_aws/index
https://docs.openshift.com/container-platform/4.7/cli_reference/openshift_cli/getting-started-cli.html
https://docs.aws.amazon.com/ROSA/latest/userguide/what-is-rosa.html
https://aws.amazon.com/blogs/containers/red-hat-openshift-service-on-aws-architecture-and-networking/
https://aws.amazon.com/blogs/architecture/architecture-patterns-for-red-hat-openshift-on-aws/

AWS MEHIES 4118 OpenShift % AWS SEHEE RS

MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

TE i8R B

IR R — 2022 % 12 A 2H



https://docs.aws.amazon.com/prescriptive-guidance/latest/red-hat-openshift-on-aws-implementation/red-hat-openshift-on-aws-implementation.rss
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AWS Fe g SRR

LT 2 AWS SSE i SRHENER, FRNEXPNERARNE, ®2EERRK , BEARERRE
RV R R IR B

7R

FRARFEIBIZTM 7 ELTIBERE, XLEREKL Gartner T 2011 £HERN 5 R HEAL |
SEUATAR :

- BEN/EMRN  ROMARREDRERESHELE, HENAY BYE , AEBNARFHEHR
HEN, XBESRIBERERENBIERE. 76 : FAH#h Oracle BIEETH E Amazon
Aurora PostgreSQL # & .

- BT E BNARFRIBI=ES , HHT-EBRENMRL , URATRIEE. =6 fFK
#s Oracle HIEET B E AWS Cloud¥ # Amazon Relational Database Service ( Amazon
RDS ) for Oracle,

- EFWRE  BHIEMTR  BERMNERF UM SaaS B, bl FHEFLRREE
( CRM ) R %% Salesforce.com,

- ENRE (BEETR) . GNARRFRIBRI=PR , TEHTEMNEXREARAIIEE. =6 F
Kb Oracle #h3EFE 1% 2 AWS Cloud® EC2 324 £H Oracle,

- EFHE (BN ERSAEETE )  FEMREIBISY , TEUWEFESF, EENA
BEFEIMEXMERE. BERFSENEBFEETBIR—FENTRSH. =6 : HMicrosoft
Hyper-VRI AR F 1B E AWS,

- RE (EV ) - FUNAEFREBERIES, HF AR RRTERTEAREMNNARRF , #8
BHRENTHEHERIINGE , UREHFERENEZENAERF , ARNEBENRAEIL EHNER,

- FH FRAERBRRARFTEFTENNAERF.

A

ABAC

BFSRAETEMEA LIRS,
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MRS

BESREERS.

ACID

WSRETE, it BEE. SR,
3B

—MHBEEIBL L, EXNEES , REEENBERBEEARFRS (BIEANOEH TER
RNEHE) , I BEESEIBHALERBERZNABRFNES ., IMAEISNMME, TiE
HE®R R MATE—AMEE. eI HIEIBERTE , BEIHREEK.

E3-WaER

—MBREEIBLE , EXNEEP , REEENERBEEREFRS , BEFHREEH R B
EEN , ARREEFLERBEENARFNES. BRBEFEIBHEATEZEMNES,

RAEH
—% SOL B , X —EMETRIEF T HRAN L NEEE, ARG RHDE SUM A
MAXo

Al

BFSRATERE,

AlOps

BSRALIEREEE,

E&1t
KABBBIREEFMAGCENTE. EBCTUBBRPDMARBRL, EZCBEFBEANNAK
=

RE
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSREGER. THHF
MBRERER.

RI T2 PRl

—MEE2FE, AATEAZSLENNARRF , UABBRF RELZIEERENRE.
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RRARFAE

BRALEANSINARFNFAGENES , SENENEF ZNARFHRARE LS50
H, XEFEERTRESAUNDMIENFE , BB TRAIFERTIR. TCLMELE A
BFABEELER.

ATER (Al)

TENNZFIEBN TERTERARRITEE S ARKMEXRBINATIGE , flmE>, #REBEMIRG
B, BXREZEE ARG LEATER?

AT E8ERYE (AIOps)

FANBFEIRRBREZEQE, BLPEEERMARNTRUARESRSRENTRE. BXxAE
AlOps AWS TBRBHPEANELER , BSRAREERIERE.
IEFIFRINER

—MNEREE, FA-NEH , —P2HARATNE , —MRARTEHESR, SUNAERNH
TRTHZ , BXNAAN TR NZ B =R,

R, —3tE, RBEM. FA% (ACID)

s
S
\Y;

—ARHEEMY , IMEEHIER, SREEIEGRZENERLT , BRRRIEREFNHERREN
BRFTT SR,

ETREMENERNRES (ABAC)

BEAFEMY (WH], THEEAGNENEN ) CIEBAFRNRNEE. EXEZEER , BN
AWS Identity and Access Management (I AM) X & AWSHH) AB AC,

R SRR

FHEBEHFEREANVMVE , BHIANREUENEER. S LUNEIEMNNEIEKRE S 2 H b
B, UELEBESEXEBIE , Sl BEHITERL. REIBRABE.

ATAKX
R —NTEVE AWS XiF, , A2 HMTAXEHENRW |, HoRE—XiEH e HXIiEdH
B, RIERAI M ERE,

AWS =R FEHESE (AWS CAF)
ZRERITERSHFHAMRESK AWS | ATEBALFHESHAEERNITR , URIIEBE =,

AWS CAFRHES S A ANERIUE , MAMA U, AR, BE, FH, T2MEE. LF,
ARNBEAEMETUSHEENRE ; T8, ZR2VNEEAENETRAKENRE. Hl, A
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