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RS MR
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Amazon S3 B T i T EE R S ERBERHNENS : Amazon S3 kK 51518 B EM
AWS CloudTrail $iiEE#4, XAV EEFTLLURFITZE R URL BWERER.

EiFk BEUTHRMEE URL NERER , BAUERSHRIFRE, BXREB[FRIESE , BFE
B BHRIPRE" FE , £ Amazon Athena RHPENIZFEREY , ZFRBE®EN authty pe. X T
CloudTrail , AuthenticationMethodfEadditionalEventDatasEi#thZE, EXHFMEILT , FAWMZ
% URL WIERMZREY NQueryString , MAuthHeader K Z B EMBE RN ZEREHE R,

QueryString AEHATEREMEH URL KB, ENEERHNNFEAMESR URL , FERES
BRFRHBESHX-Anz-ExpiresBiFER, N FRF|/IFEBE , HRE Request-URI HERERF
FFEHX-Amz-Expires@ESHMER, X T CloudTrail , &ErequestParameterstEFRE
BX-Amz-Expirest®,

{"Records": [{.., "requestParameters": {.., "X-Amz-Expires": "300"}}, ..1}

LA Athena &M AL IESS :
SELECT * FROM {athena-table} WHERE

authtype = 'QueryString' AND
request_uri LIKE '%X-Amz-Expires=%';

3 F AWS CloudTrail Lake , A T &R M A TR -

SELECT * FROM {data-store-event-id} WHERE
additionalEventData['AuthenticationMethod'] = 'QueryString' AND
requestParameters['X-Amz-Expires'] IS NOT NULL

R B E AR B Ay T A F K

£ Amazon S3 RS2 BEFRHtmlForm , POST B REEEH —WEHRIFER UK
CloudTrail, XM EMRIERBEFIREN , REZWIRER TR T EIXLEER,

BAR Athena EWRIEEEENATF : HEtmlForm

RAEATMES URL KHER 6


https://docs.aws.amazon.com/AmazonS3/latest/userguide/logging-with-S3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Authentication%20Type
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-s3-access-logs-to-identify-requests.html#:~:text=authtype
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-understanding-s3-entries.html#:~:text=AuthenticationMethod
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Request%2DURI
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SELECT * FROM {athena-table} WHERE
authtype = 'HtmlForm';

3t F CloudTrail Lake , A &R N AILESS :

SELECT * FROM {data-store-event-id} WHERE
additionalEventData[ 'AuthenticationMethod'] = 'HtmlForm'
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ERAMER B RNVHKEREK

AT NRZEIRIMNEENERAMER FROKERK, XEESHHIHE

- ESESE , ISNMASMMERENXE,

- HAWPE  XRMRMIZERBNMBCE , BAKRESD KERBHIIMERERE. I EERHEFTIA
RV EMRERE | ENSREE R GRS T,

- iBFEFY , XARRASERERATETEAILNEFTE—BoNRZIRSIEN. AR
BR&IFIET B &1 E R E B Tps B .

it & EXE

BMRHEM AWS AP BRI —MRBEMELERTHERER, ATEMT MAHREXHME &
ERRMBIEL R, XEMECE T HMAKKRAT RVIZHEIRE.

KA RIENREN

FREIEAMZRFERNE—SREMAELRHIXS Amazon S3 H1AFl, EH URL TERHNKREFH
MEA URL EREENZXANRRERNTENR, CHFEUARRTFZERANS RN EIRATT
IR, Bt , MAZKERBERRTFXERKEDHEBINE —MERN R EE.

PIEMZEE URLWERR—METERATNEBERINE (XBRE 4) WEERME, Hit , T8
REIFIZER URL WERK, BR , A THRIFMEXME , MR URL BABRARENERAHRNR
RitFE S URL AR R — N ERBERT B,

EXRENPREMNEZEER , 152 Fr AWS Well-Architected amework B “&4” B ME F HEMN
BR 177 7] B BR o

KO BIFEL SR

RENERNYT BREFPSALAFTR—BPUELR, MEL URL BRELRARE, SHMABER—#F,
MEE URL HRVERMMEREFRITITMAH. MENSE, FR. AESENEENEEREZL , I
T R U SR Bt 6 PR R IS SR 9 73 SR B AT TR A

N | RIZRIETL D3 Elastic Kubernetes Service ( Amazon EKS ) B HETHIRESEE T HER, Z
BREFHEZIEEMPIAFNNMNATENRSG KIE, EAHFIF |, aws: Sourcelp FHFEHZKE
APNMAREHERNATALLAE IP bk | WA= Amazon EKS BEEHRFHY IP #tit,

HitHEREK 11


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceip
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceip

AWS FSEHES BB SEmESE URL

Bt , MIRBREASBRWRSEREZBERZARETEL , WEHREHNE ( TRRKEE ) FEY
aws: PrincipalTag/tag-key # aws: ResourceTag/tag-key &# M Fi#ERK.

CIEAN: R =

HERSRMEENAFELERATMEENERN , ENNAFRHT RN BEHRNSE, Lt
A, ERTE R ERNDEHTENZRARREN S RBENHRNR,

EXMERLT  REFEFANRGEER ? XRFNEFEENERFIRETELLRNER , M2
NTREERE, $EERABRNRESRRAREEAFERRARNED. BIXMIR , B0 AFEE
REAREIMSEN,

LT EtilX —Bir, EERAXEEAZ , EURFEESRIMEZNERRKBENRS
FEAER. XMIRZIAUEENPENAEERABRNTEEF EE , REETRERITRIGIMER.

s3: SignatureAge BV 1=

MEZERPW—PMAREMEBAER SR T I E, BROLFETEEH, I FMLHE URL, IbH
HERAX-Amz-DateBEWERFESEEH , M TFMELR POST , M4ERN HH N x-amz-date tr@i{& #i o

Amazon S3 £ 7 —/NB 7 s3: SignatureAge BIEXHZFHH , B ERERBRFEIMNZE B BHEERD
BRE Bz BN HRERE, XMHERKEZFREKERE , EUUEEERH,

HLLT RS | s3:signatureAgeRMH ML R ERNBRMRFIE 156 24N, U TRHIGE
A 15 7R BHR B SR AL B SRR U ESEE .

ZERMHNE-RFRIELEMELRA 2 WHRNR, LRANELADUERFR , BFEL AWS X
BRAMRXEF. BINEWEERETEFRAZABRERE.

SER LU LA T SRR A 9 AWS Organizations ARS5#2 5|5 #E (SCP)o R EX A 4 AL 2 A1 /Y B i)
DT 1558, AP MATUMERAMERBERABBAMTILEERNBERLDR, REZANVFE ,
[REIFTEER 2 EEMENE , BAIRSBBRARTEER , RETRSBEBRHIAKE , TUER.

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Action": "s3:*",

EIBAN: DR Ak S 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingAWSSDK.html#UsingAWSSDK-sig2-deprecation

AWS FSEHES BB SEmESE URL

"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
}
}

"Sid": "DenySignatureVersion2",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:signatureversion": "AWS"

= i,
> b

MRBRFEZEEEFKWBEI TR , RS ERBENEE , RNBWGIRME—THESIAER
WHE. NBRMEE SCP PHRE , FAMM aws: PrincipalTag , SIATEREATR , XA BN AR
EEBRE, Hit AWS R4, flin AWS 3iED ZERERA | NI6E ALK,

MBEBEIFEARIFE R aws :PrincipalTag , M AFEHN ZXARERSHIHENR, X5
RAEPFRZAUBERERBZRA , BT LLH SCP #4] , mniHla] LAg B i S EMN =, XipRE
WIRLH AR BLIENRS | XEGSEHSORMER (dP) REHEELAMNIRE, AWS STSEHITHE
MPRaws:PrincipalTage—MNEZEMNEE, E- , EEFERETEMEMNIGRES (ABAC) 2K H4A
L EEHEMNIARRMIREEESD |, ATlaws :Principal Tagét X bt I3 1TE MR

FELUTRBIF |, Zaws:PrincipalTagfHelE T — M , AT P EHEFE (long-
presigned-allowed) #FEHIEBNNEMEIL Atrue, BRItZH , WEXZFRVRETER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOver15Minutes",
"Effect": "Deny",

s3: SignatureAge Y312 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/README.md
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/data_perimeter_governance_scp.json
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS FSEHES BB SEmESE URL

"Action": "s3:*",
"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

I
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"
}
}
}
]
}
Tk 95 R g

B AER R FEEREERA TAREREENF#E , TR, 5 SCP AR , FMEREE
HWRSZEEANERARR. BiFEAZXBREREMERFRNEATHRSEEEABR , BERMRE
Bk S DUE R ZR S |, WA T REEFHRHZRHR 1o , 5 SCP FE , FREBERM A LNAT
EEKSPHEEA

ABAC-based REREFZ#HBAEPNEASFR S SCP HE. FHBEENBIFAIAERER TAHLANSR
HZEILA , itk ABAC BIBISMVEIR R PR F & FAABACHEHIIB BN ZEFE A,

FEUTRAIF |, B—%iBA+PMaws:PrincipalTag&H 2B T B HFZE (long-presigned-
allowed) HIRBEAWERABET —Mlstrue. BRIEEZH  NEEFIRWRHETER. F-RIB
AR LLBR BN A T IHEFERN AWS ALALANMEERA. E-REANTBENS ABAC ZH#4H
EE , MERNERAREDERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOverl5MinWithExceptions",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",

"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
I,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
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"StringNotEquals": {

"aws:PrincipalTag/long-presigned-allowed": "true"
}
}
},
{
"Sid": "DenyPresignedOverl5MinutesOutsideOrg",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
},
"StringNotEquals": {
"aws:PrincipalOrgID": "${aws:ResourceOrgID}"
}
}
}

B TR il SR g

AT LAE A R RIS KR (RCP) R AMBRAFTHFENE. 5 SCP —# , EF#BERBT
@ , RCP FURFZERANEA N EIR. RCP 2 MEAKFWIRZERA , EFLFMEERKF
FHRR. BXEE , S H AWS Organizations X #4,

ER#ERE—&F , IREEMaws:PrincipalTagsAERARIEAFI , iEidE ABAC NEFE AR
ICHY R HSEEl

LUT RCP REZHIRRRFISN 15 2480 , NMRS TALHATE S3 FHBEATIESE URL,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "DenyPresignedOverl5MinWithExceptions",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::*/*",

TR R SR 15


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#actions-not-restricted-by-rcps
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"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
1,
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true",
}
}
1,
{
"Sid": "DenyPresignedOverl5MinutesOutsideOrg",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::*/*",

"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

iy
"StringNotEquals": {
"aws:PrincipalOrgID": "${aws:ResourceOrgID}"

s3: authType V312

F¥E URL EFRERNFHESHRIE , MAZE POST LM P OST HHKiE. Amazon S3 X
FES s3: authType ZHZARBES DR IR AIELIER, REST-QUERY-STRINGEREHFAFH
fs3:authTypefE , POST# 2 POST s3:authTypefE,

BT LAMERN SCP MALL TR, ZKRBATMNs3:authType AFETFHRANERRIL, CEERET
—frEEMNAPRASRRENERN T E,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Action": "s3:*",

s3: authType KI3 2 16


https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
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BiE S DRI R IE 4 R

"Resource": "*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",

"aws:PrincipalTag/non-header-auth-allowed":

IltIuell

SAEABEEL B ORI KRB NE[EFRT RRUIRE. Fl0 , IELREST-

QUERY-STRINGPELIE A M Amazon S3 ##4|A# T LA TH, NMBEEFLEHFEA Amazon S3
BHE , BT EFARFE , S FEFAFPERBIA, Z—FHE , MREBFFLAFEA Amazon S3
&l e A3 E4REST-QUERY-STRINGA P EA.

B 24 A EEE A Amazon S3 HiR. EXMERT , SHORIERBHPERS RN, B
=, s3:authTypeiEBEARM T REHHNYA , BAELERFRNNIEE BT Z2HE
a, BENFEHN.

ATIEMBNACEBERTELREAFHEHPOSTEHRIE. XFEEEAMERFRIVRSH
AEkRA. EAUNXESEEBBENGINER.

SR T AME R E AL T R RO R R MR N A T AT R SUATE R A 48

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed":
}
}
}

]

Iltruell

s3: authType KI3 2
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}

I 151 48 SR BE 1Y 4 A 2 B4 £ FH CopyObject# UploadPartCopyAP| #l#E#S X 8 &l4~, Amazon S3 &
HTRaZREE , BRI ETRBIXLE AP,

MREBEAEFEN LR 2 KN FHEBRE |, BHXFEXE CopyObjects, UploadPartCopyAPI ,
BERMaws : ViaAWSServiceXK UFUTHRENEY :
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"
1,
"Bool": {
"aws:ViaAWSService": "false"
I
}
}
]
}

MMEERNPESHMAPENGABRESER

MREFTENENAFNAGHECRPE  WARFENENATREAERPENHINER | X
RXEFARFZEFMLERER,

MREBEWMERS , BATFAIEEREFIINMERASERA |, WA ENAXLEF MR REEAF
FFERIPOSTH BRI , BRIFFATHIRIA N AEI,

s3: SignatureAge B R BR 1%

EERAKKI , s3:signatureAgeBELHM THAES VY REA. BN ELBNEREBIIEX-Anz-
Date , BASEAYFIRE., WERFFHNEREZEEE, AWS ELTIANFBEITHRNER, B

RSSO S R Lr EHPINERE B ER 18
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=, TR ETLUE future WERINEITERLE R, WRIERRHRIEZBAFE , Amazon S3 2IELIETE
ARETEBER, BER , MRBEREINLEF/FIRE , WERTRLERER , REBRE.

s3:signatureAgefX ML EX-Amz-DateiFBRBEHEEZNHRARER, BIIIEEFRHBIEFERFEIE
%, AEREBHX-Amz-ExpiresHPOSTRERKLEMHAER, s3:signatureAgeFLEBEHFR
DERHEP AN BERNER,. s LERHErHEATEEWE, X-Amz-Date

MRRGHNHER , IEFLARENBHRREANRKAY , WLENETEFSERSZNE, X
BR&I T R R A Rs3:signatureAge T AIRHINEE, FAEREANHANBENHERSRESZ R
HRE . SREFEENEVBRNRIFIEN. s3:signatureAge AMEAYFINBENERFRELER
BEHRE, — I RER , ATEELENEIELTNARER. ERNEER , &0 LRI FTIA B IS 8iE
FHBRARERH. BUUARAFIEPNERBREK 36 /Mo, LA LUSEREREIE 15 28 A, e
iEF R 2 HA B B REBUR TR EX-Amz-Date,

KAFIDRBLRSE, EA MRS REEME , B ARBBEEAXAES , SESEETZ
FIUENFIE LR KMo

REs3:signatureAgeAZM R &N , BFHIZRERN DT 60 BWRETIIERRY |, BIELRHNNSHRLS R
¥, FRERBRIK. KT 60 W REFEELERNFEROXE, WREMITERERTBERRERZ
H2HINIER  HENGHRLSHIARB NN EEBEPERIXLRBs3: signatureAge,

KA ENLFHER

SCP # RCP "L laws:PrincipalTagAXk N AL REHIIN. BREEFHE T LERAFRERIZESE M
PR aws:ResourceTag AEXNSEHEATIHEES,. AENALBENEINNRFINGEEE
TET B

ERATHZAMNBRESEREKRKFRBINARBABINMER , HEREHR SCP = RCP &AM K
P, REFFEA aws: ResourceAccount, aws: = a w s: ResourceOrg ID, ResourceOrgPathsfilzn , A
LAY SCP 5 RCP M A F—4H4A =K,

5—MEERARRMEM B EL AWS Config MNRKIRZ AR N2, BRRUESMEEBE
BEHEEEIPENFEBERER, RTNAFEBRBHONEN  IREEREABSEERS , WAE
M AWS Config ALME A BAM R F A RARE | HMAN FHERRZFER. MRZANRKEL S
RE  NEAASFERRCATEN , B IEANRE RSP RERMEFERNERP,

(® Note

BT ERNIRZE RN AR FI N PutBucketTagging. BRI ZEBMNIRICAR |, BAMPRE
FtPutBucketTaggingFMu i A X BRDeleteBucketTagging.
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tagging-and-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceorgpaths
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceorgid
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
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IEXXEBEMNEHEERE

MEL URL 22X , AN —REERATRITESENEE AP B4E, RFHEAN G
RIS, ERNRXNFEZAENE SRR, EASHINES | RRERIEFRNEFF mAEBIE RO RS
2o ENERE HTTPS KEN—HORELZLXREELAYN , BEARBHTTPS 2ENSEE TR
FEMERM URL

NFMER URL , EBRERNX-Amz-SignatureBEHFZHBSHEH. TRFHFRSHRE URI WAEK
o, NRETEFHABKESATIER URI MEH, BERHEATIAEEN HTTP EK , AETRIER

BROEMAES . BEMRL (SEFHRIERL ) . B2, BRBEH , XRERZHTEL. URI BFE
BREANEL , EHR BEEBER TRELEN, i8R URI 281 , B inRFE A 2 S R BRI BR &

Fo

ERLERESR  APATFHRN (RE ) EFEH HTTPS 2. RAREZSENEFHRENSRIFNA
IR , RAENEEREMAGIESR, EFEFRPRARENABINEFLZEAEBEEENTFER AT
FEENRRER . Ntk , MEEH RPN YA A,

FANENBERRBRAZFENED , ARREMED, Hik , kXPNMHBEESREZER, REF
MM UGE R —#FIERETARNES. mENRE (FIEXLEHEERR ) , EHMNEELNIIER
URI, a2 EX-Amz-SignatureEHZRFESEHM URI,

23y

BATEW URI BEIZFK T LMIBRX-Amz-SignatureBEWFZHFESH , REBNTHERFSE , H5F
XEFEEANSENBER , RBEEFEFERSE —#, REENBNUFEAXERPER, BR
MEILREHKWNBEIUETEEEE , MEE URL T HIX —FS0H v SRR B At BHIXBE

Amazon S3 ELFEEH , HEAMTNHEH#ITELEMNLE, Amazon S3 RFEFFRIBEITEER
URIX-Amz-Signature , BN H#HTHRE. 7£1cFK Amazon S3 CloudTrail WEIESE 4T |, 18R
2k, FBLAFER B EXEERREN CloudWatch Amazon Logs Bt B 1 R Bz

DTFEMNRERE URI P ERIIMEIE : X-Amz-Signature
X-Amz-Signature=[a-f0-9]1{64}
UTFENREXFNT 5EER | UE BRI EBRAY N ¢

(?:X-Amz-Signature=)([a-f0-9]{64})

XX ENEHFER 20
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MREBW TR BEER -

X-Amz-Signature=733255ef022bec3f2a8701cd61d4b371f3f28c91f193a1f02279211d48d5193d7
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B A B AR

— I REBWERAUASREAD ? XRZERKRG ?

= LR ERPNERAUSRER. IREHREZERKRR—METXRB, EibiGR AWS R
SWHEBATEE. B8 AWS ERMNAFRITERRTUERIESMNMER AWS RS , EFEM—
MERBARREER,

MRENAPFERT —REMRIT IR, MMREE AL EIREFRIT —REER. —REERATRE
MERBERNIIE, EN—BRLIRM , BNZEERAGMII , BERZHERT , SRAERFET
EZHRR,

BiRA P U HAREERATAERIER?

MELFRPNEZTUAEAHAZEENARIE. REHTCETHMFRMNRIE ( flmEdEs fiz
H) B, EXawWES, MRLFEHH, SRUERETH , HELRFIUTEZLRMERN TR , N
HRFEIEL

HttEA#THORIENG EZHRME, AWS BSAHHAENTRATFLHTR, BOREMERN
EERZARAEFIENER, IRETEAGERZIRXFZFRABENZEMAIEMARE |, BLX
HRAMEME R & HRIE,

BRXAF RS ERAMERNIERKM BRI 2

REPBIEFERIEEINT. EEFRELRANENATHTRPENATERNEE-—HEENS
Eo RIBNRIGMA., BIED FIZH BARAGE A 66 15 R S UERE A TR BIREN —REEME. &
ERIX 2R 2 RE AP B AR TAE R FRIITIRIENEED

XREAMERFRERNTEANBRRRTRATEEFRNEENTRNRNFE, EXMHERT ,
ERTHRRENREMEREEATHEEMNER , ERMELNERT SO EX BURH 15 RN
PR

- RAFHRBENRTERIERNIE, IRILZFTIEFHE  NETEINZEBRTBER.

« MREFRIEBREKY IAM ZRANNRFLERITEME R FREXVEE , WRAARLERER
LS PRREL WA, WNERTAANKRHLIPRS  XEERMERBEREEN BT
Ko
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
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- BEEEBR—& , NEHNEERBEFRAZER T RITMHER.

EXHERT , NEMERERAXNVXENFENRTEASHAFZIITRANEREENXSE , 5B
RENHRNRTIRASEHN -2, ERENNATRSRIT. TEARIRKRAFERZZNHE
RIER, MARMEENERDESS,

/

MRBRMENER URL RUREENN A AHKEZER , REEBHEL X
Rk B 5 ] 2

A, XFEME URL EEREANZRIY. BZHEETUMMIERX-K

- BRIEBAEMN IAM ZHEANNERE., MEZ IAM EZFEAFTEENIAEIZ URL FrZ 40 &R
£ , MiZ URL MTLERITIZIRE, X2EWiZ IAM ZEFEANRMECTESER,

- MRAFZLSE URL WiIEPR2IKET AWS STS iE$H |, M AT LABUE 45 E T8 2 B A 1AM Z3E A KR
BT IE P FENR, BIFAG , TR EHMEERLSBELEEIHRBCHAN , BFLETLZ
FEE, BHAENBRtEAFEEAEXELFRENEITZENIE URLs RRAM , BREHS
i URLs BN H BT &Z R,

- MEATELER URLWELIRKAEIL , BHEAHRZRH, X&ENEXEEIEHRRNTERE,

MREFEMES URL RUKREERNAFALZN |, REDELZMALB TR ? 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principal-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-role-session-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-network-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/cli/latest/reference/iam/update-access-key.html
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Amazon S3 XY

s @@ BERH#THHRIE (AWS EEMRAE 4)

N@@ BERH‘TEHRIE  FHENSH (AWS EEMA 4)

N@@ ER#HTHBWIE - £/ POST HITETH KR LE (AWS EHIRA 4)
Amazon S3 ZE R 4 HHRIUHSERBER

EAMZEE URL

HfeZE 7%

o £ AWS EWEHFEDLR (AWS BEH )
+ SEC03-BP02 &EF&EMNRIHRINFR ( REAWS BIFHER K Z£XH)
« SECO03-BP05 N &R H L TE UIPRIFHE ( RAWS RIFHIAELR, T2 H)
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define_guardrails.html
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B A : 204a] AWS BRSS ERFIZE URLs

R FRUBEXEATEEHN AWS IRSF URLSIEEMINEE. ESARNARE !

« AEMEEFIEENZ S TRMEEGRIXERHERE TR~ ENEMHNEE,
o IEANMERBXMXEATEEEMUIERRBEMHXNER.

/A Important

M FARRBALRR URLsTTEFIR AWS IRS HERZE, BEHFARBEHBRERIE=
FRIRTT R

Amazon S3 45
Tk - A RS
ZRIAZIHARS ] : 5 0 Fh

© fFEEH
AHIBFT Amazon S3 EEIA K MR, AWS REATHNEESR , BFBTEMA.

Amazon S3 BHALXFTHMLENR, TEERATHAENRN 300 % (5 5% ) HZEE URL,
URL RHMEMERERMIhttps://<bucket-region>.console.aws.amazon.com/s3/
batchOpsServlet-proxy.

ZIERBEAFRE THEEARSH , Rt EHIABN THERZEH , URL FREMERSRIE
LB o

FERBEL K H—NTE2E4IE8 X EFMNER : OPTIONSYER €178 CORS 2 |, LUK, PUT H
MNMEREBEAERNZE

ATEENFEIUERELMBRNAFLXBKENIGRER, BXREUXEIRFHERHNGEZNFAEETE
ZK?EI@EIJ-L-J-'LB/B@ZWO
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Amazon S3 Object Lambda

AR  BEARKFWUE

AN B B[R] : 61 B

(® Note

B 2025 F 11 A 7 A& , S3 Object Lambda fCEA THR EEFRAZRSNIAEEFURE
1% AWS Partner Network (APN) ek, ETH#HE S3 R Lambda LK TEE , iBFELLAL
THREZEE — Amazon S3 XY R Lambda AT AMEE,

Amazon S3 X &R Lambda £/ AWS Lambda BB s B EHRMIT S S3 KRN HIE. 4 S3
Object Lambda HABEREAE , 2R ZEHEHR—/FHZA URL (inputS3Url) , BRILAERZM UM
TENBEASTHEREBNR.

XEFMLE URLs BAZEFR Amazon S3 EARZEN |, ZEALRELREE S3 XK Lambda B
RBHA, (X5XR Lambda BARTE, ) SEHERAHEES Lambda BB AE , TUERRKE
AENSHEE URL , AR ZAFNRBRSEEAZ URL BTER. MR URL FEEZEMRL , N
Lambda EEAIRFEFT Amazon S3 HiAA P EBEXERL,

REHNFZER URL By BirtE N 61 B ( kb S3 &K Lambda MBI R AIFERBZ—F ) . £&K
B URL REEEXEFNEAS—RBFER, S3 R Lambda BARNAAEEEENBEZEAS, &
AT LAE AR HRHIX S3 SR Lambda LT XHIGRIMNPR, "aws:CalledVia": ["s3-object-
lambda.amazonaws.com" ] HZF4M MBI ZIFNEASSEEEN , AR EEZHEZFNE
ARREFME,

XA ENNEET , TEM Lambda EEIR FXIEM S3 F#ERE R /LB ENR. 5 Lambda
BB BB EENPR WriteGetObjectResponse , EREEMNPR, GetObject

% S3 X, Lambda £ AL E B URLs , EFRXRIMMERS , itk AT LATE Lambda BEZ SMERA M
e 1BR , X S3 XK Lambda KA E M EMREREMAER. Hlan , MREH Lambda EREIE
VPC 1T , # BEREIEAE REFER VPC KT R , BAEMHETNLESR URL WAHEELED
BidiZ VPC AT REIET. LRHI5EM FSourcelpFVpcSourcelpo
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazons3-ol-change.html
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@® Note
E1£ VPC A S3 W&, Lambda &%k , VPC HABEBAELE S3 KipT B BT REE

F. WriteGetObjectResponse X H R &R REMA VPC AT KRN ERTER TN E#EBR R
EHER,

AWS Lambda # X1 CopyObiject

B AWS RE
FIAR/HRtiE : 3600 B

H & A CopyObjectsl, UploadPartCopyAPI 1T 2 %8t AWS X158 , Amazon S3 £ URLsHIE} &£
AMZEE. ©A1APIs IAEZENGSHIHA , SDKs th AT LM AWS CLI fsraws s3api copy-
objectMFAMHaws s3api upload-part. E11APIs FHF Amazon S3 £l , ERHIR
AWS CLI aws s3 cpFB#R=2 S3 7Rt , Maws s3 syncamPEATI]. SIEBE%
fiTransferManager3RIMM X 3F AWS SDKs,

AWS Lambda GetFunction
KK : AWS KREB
BRIABIHART ) ;10 24

AWS Lambda £ K EFEE] Lambda BB R~ 28 , AP RAFMEE Lambda HARRFAE

Y S3 FfEmP. SHRABIFEEBHAEE , RATEA GetFunctionAPl, It API KYIE 52
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