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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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O a2 B AR S (Amazon SNS) Simple Notification Service =8 , F R E Al LA ERITIX LR IR IE
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B2 EventBridge ANE , T BEXAZRLAN BRI XA, BALRBENEHFRIBEFZR , H#
FEBRNEREE, ARFENHE . ERNERRHBRSHNEIR LT AWS IKF AWS X3,
BIEEMAH AP AR, SHNEUARITRENAFNS G,

#12 EventBridge M|

1.
2.

R IR E AL AR Y 15 BA S A SIS B TE B BRI R

RRBRAEEHEX P IRERITRE, EBREENEN (JSON HiER ) , ARWAUTEHE
=

{
"source": ["aws.cloudhsm"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ["cloudhsm.amazonaws.com"],
"eventName": ["DeleteHsm", "CopyBackupToRegion", "ModifyCluster"]
}
}

BRIAFEERFHRARTRE , HEBUTSEM

a. EERFEKEEERNTENEHM Amazon SNS £,
b. HHMRES , X TEEBFREA , HEERAKIRSE
i%#& Configure input transformer ( BB % A ¥#88 ) o
d. TEHRARES WANUTHE:

o

{
"account": "$.account",
"region": "$.region",
"eventName": "$.detail.eventName",
"eventTime": "$.detail.eventTime",
"userIdentity": "$.detail.userIdentity.arn"
}

e. TEERF K WMAUTHEA:

"account": <account>,

BE%#4\xi AP A (#EF) 14


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-transform-target-input.html#eb-transform-input-api
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html#eb-create-rule-define
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html#eb-create-rule-event-pattern
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html#eb-create-rule-target
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4.

"region": <region>,
"message": "Critical AWS CloudHSM operation detected: <eventName> was
performed at <eventTime> by <userIdentity>"

}
BRRE B ENEE N 915 B T AL Ry 812

ER2MXHN APIER (##H) 15


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html#eb-create-rule-review
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/get-hsm-audit-logs-using-cloudwatch.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/get-hsm-audit-logs-using-cloudwatch.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/hsm-metrics-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
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https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/professional-services/
https://aws.amazon.com/partners/work-with-partners/
https://aws.amazon.com/partners/work-with-partners/
https://docs.aws.amazon.com/cloudhsm/latest/userguide/hsm-metrics-cw.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/get-logs.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/bp-monitoring.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-transform-target-input.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/monitoring-cloudhsm/monitoring-cloudhsm.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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