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AWS Cloud SAS Grid architecture with high availability and warm standby
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AWS FSEHES F SAS MKEBE AWS =if

MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

TE 15 B S:t

IR R — 20207 A 17 B

29


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-sas-grid/migration-sas-grid.rss

AWS FSEHES F SAS MKEBE AWS =if

AWS Fe g SRR

T2 AWS SUEESRHENEE, FRNEXPNERARNE, ®BEERAR , BEARERRE
Y fR M I i Bk

7R

FRARFIBI TN 7 RENTBER, XLEFREE Gartner T 2011 £WEMN 5 R AEH |

BIEUATHE :

- BEN/ENEN - RO FNASREDGERRESHEE, HENAY BYE , LEBRNAERHBXR
HEN, XBESRIBERERENBIEE. 76 FENAKH Oracle HEFEITBIHE
Amazon Aurora PostgreSQL KIS

- YA - FNABRFERE =Y  HHIT—ERENRIL , RARIEE. =6 EHREN
7K Oracle BIEFEEIBEEA T Oracle ML Tk REIEEE RS (Amazon RDS) AWS Cloud,

- EXMWX - BRIEMTR  BERMNESITFAIHM SaaS B, 7"l . FENBFEFXRER
(CRM) R4:1x % % Salesforce.com,

- FEN (( EETR ) - SNARFIBI=D , EERHTENEXETRARI6E. =6 : &
R EC2 24l L3 &M A tth Oracle ¥iEEE B E Oracle AWS Cloud,

- EFEMN (ELUHSEERAERETE )  FEMBREIBI =Y , TEMEHELH, EENHRE
FSENMEHRE, BALNRSENEBFEEETBEE —FENERS. =6 : HMicrosoft
Hyper-VRI AR FiE#% E AWS,

- RE (B ) - FRAEFREEFRIES, HP Aol EEHTEAEMNNARER , #8
BHEEFIERRRLE , UREFERENEZNARRF , BB eilEE®L LHER,

- FA - FRSBBRRMERFABEENRAER.

A

ABAC

BESRETEMENH RS,
HRIRSS

SNIEERS.

\

i




AWS FSEHES F SAS MHEIEBE AWS =i

ACID

SRETH, B RBEM. WAM.
FF-EHEH

—MBREEIBLE , EXNGEF , REEENBERBEERFRS (BIEARNCMEH TEH
RNEHRE) , I BEFESEIBHALERBEZNAERFNES . IMAESNME, T
RER  MAFE-AMEE, SEI-HIHIBHEL , CERE , BEREESH T,

E3)- W ER
—ﬁi&ﬁﬁﬁ@)‘i}iﬁ EXMAEF , REEENMBERBEERERS  BERBEES T B HK
EEERT RBEELEXRBEENARFNES. BMBEEEEIBHETEZIEMES
?Rn@?&

— SQL EH , EN—ATHTREHTEZANENREE, REEHE THZIESUMFMAX,
Al

W

> A T &8
AlOps

SR AT EERE,
ER1L
KAMBRBBEEPMAGCENTRE, ERLAUBBRIPNMIABRL. ERBLBERBERAN DAL
o
A&
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSRESER., THHF

MERFTRBN
R A2 12l

—ReFE  ATERAZYHENNARR , UBPRFREZZIEZHHNES,
MRAEFAS
BRALAEANSMINARFNFAGENES , SENENEF ZNARFHRAREL S50

H, IEERERTRESRXUNTMEENRE , BB TRAIFTERTER., RACMEILWEA
BFABEELER.

A 31


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS FSEHES F SAS MKEBE AWS =if

ATEEE (Al)

TEHMNZFEBN TERTERARRITEE S ARMEXRBINATIGE , flmE>, #REZEMIR5
B, BXESZER , FSAMTLEATER?

AT E B2 1E (AlOps)

FANBEIRRBREZE NI, BLPEEEHMARNTRUARESRSRENTRE. EXx0AE
AlOps AWS T XRBEHEANELER , BFSREREERIERE.

SERH N
—MIMEEE , EA-NEH , —AMAATNE , —MRARTRE, STNLELS
TRATRE , BN AN R Z SRR,

FFM. —Biit, WA, HAMK (ACD)

=3
S
AV}

—HHRMFREY , BMEELIER, BREEREERBENERT , b RIEREFENSERREN
BRAETT M,

ETEMMNIARXREZES ( ABAC)
REAFEMY (W], TELAEHNHAKRER ) IRBAHRNRNME. BEXESZELE , B5H
AWS Identity and Access Management (I AM) X & AWSHE) AB AC,

R EEIR

FREBHREREANVLE  WANRFKARENERR. SUCHHREMNBSIERE S 2 E iy
B, SMELETE RS SN BEREITERL, mEBIHRBL.

ATHX

R —NRENE AWS XiF |, AR EMTAXEHENEE , HEE— XS e A XE4H
RAAS, (REEIR B9 M 4%

AWS =X FHHESE (AWS CAF)

ZERIEESHHMREREK AWS |, THBAAHESREARNITY , ARDIEBI =K.
AWS CAFRESDAANNERTE , HFAMA : LF, AR, BE. ¥4, T2WEE, LF.
ARTAEAEMNETUSRENRE ; ¥4, ReNZE/EMNETRARKENRE. Hlm, A
RAEHNHNRATANRR (HR) ., AREREREMAREENFNBZERE. NXNMNBERE ,
AWS CAF N AR KR, BINABRETES , UEBHALNWRIRACMTESE. BRXESE
B , 2 H AWS CAF M5 AWS CAF HEH,



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HSEHIES F SAS Wi EBE AWS Rif
AWS THERERIEL (AWS WQF)
— P EBEEIBR MR, HETBRRBANRAIEGENITE, AWS WQF 257 AWS

Schema Conversion Tool (AWS SCT) #, EARSMBFEELEMMRBNR. NARFRE, &
PR RFMEREASE , HIRMITNHRE

B

TR A

SRR A AR B F SR ERHE A
BCP

0l SEEM T,
AnE

—BRREIRERITANTENSE —RERNE. LA LEH Amazon Detective BT HBRK & X
MH B FRZE, AL AP FAMKLUNEE. BXEZEER , 55 # Detective XEPWITHE
P BIE.

REFRE

—NEEMBRESERETNRE, ZESLETINF,

% s
— RPN HIER (WANATREMERI 2 — ) WERE, fli , & ML BB TTeEEETN Nz 8
THR R B NBIRERE 2 HBEXN=mRPERAE 22X W EE

bloom §&i% s 4

—REEN, NESANEIESN , ATURTERENESHRA,
p AT SE

—MEFBRE , SRR MU EXEEARENAR, £ NHRRPSTHEHNAREFRE
(BE8) , EE - IMHREPESTHHNARFRE (£8 ) . ERBAIBPEELHREPVERT
PRI ER

B3 EF

— MBI EERMNEITAENESHEMAREIREINRGRRAERF. BEVSRARERIAR
Y, BlINEEEN EREEEMNMERER, Hib— LR NEENRANIRAEERFNHAREA
LAYENHEERGE.



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS FSEHES F SAS MKEBE AWS =if

BFM%

BWEEUHBRAZRES (HMNIBEABRRIVBRARER ) 2HNOBRANE, BFNERRE
BN RS AR EZNE S HIHLE,

DX
REFHEEN—IMLEXE, EFREPUERNE NI XRESIR. BUUNRES X IEH D

X, REEHMIXPFRDEIIEEH IR, NHERDEMEIEN D XEERNYRED X. HWEER
LR, BRI XEHEESI R, ARXESEE , BZHXT 29X ( GitHub XX44 ) .

RN RIS EE
ERHBELT , BYHENTRRE , AR AWS IKF afBURZRG R BE R B HRNBROANE. §
XEZEE , 15/ Well -Architected 8RR “EEHBEIRIEREF R AWS 25,

FRith SR RE

BB ERIR G, N RAREEAEEERE | SEEELS YN REN MR RS
KigiteEm, NREAEET BRAERMIEE AT E RS FEERA,

EHXERF
FE&EERNBENRNFXE,
Al S5 RE

b s el EE ( flan , HE, BRFRFIEH ) o BRSREMITRRK AT LAH 5582 H K
. ARESZER , BEHE AWS EETRRLHBRS AR PHRINESRWSEDHTEALRT

WSS ST (BCP)

—TtR , EENXNAMETIBERAMEANZENEBERRE , AELLEBREREZE,

C

CAF

S MAWS =X HAEZLE,
BUEIE

B &L R P EE TR R MRA, HIRBEO , RATASBHARAH 2 IE R B



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS FSEHES F SAS MKEBE AWS =if

CCoE

SRTEBH D,
CDC

BSRTERFER#R,

BEiEHIK (CDC)
IRERBIERR (WBEER ) NESIHIEREXEAN TBIENIRE., BTN CDC AT&WE
B, FlNFITREFERREPFHNERUARFRD,

BT
WESIAMER A MEMRML RGNS, EAILER AWS Fault Injection Service (AWS
FIS) RIHITER: , JTEH AWS TSI E 0 H 1T Em R,

Cl/CD

EEREERANEFERN.

5%
—RABT RTINS XRR, RN ML BRTNERE, BRERLELTE, 5,
— MR TRRE RGP REETE

B i

£ B FR AWS RS IREIBdE 28 , NBER TN,
RO (CCoE)
—NSEREN , ARMHEBNMMANSRALE , S/FTRoRESEK, @R, SIETBH

Bk, HSGALTHAMERERE, BXESEE , HZH AWS Cloud il S BE1ER LAY CCoE s
o

=it#E

BEATZEHREFEN oT RFEENZEAR, cEBESLEITERREX,

EITALAR , —dATHE, TENREC— RSN CHRENZERE, BXESRER , FSRANY

BENTIZERE,



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS FSEHES F SAS MHEIEBE AWS =i

ZXRABER

ALTBEUTH RENEE LMK AWS Cloud :

« WE - ETFHERIENEIEN , FR-EERMEXHTE

- Eif — #TEMBRAUT XAZXRAER (fiW, eIBBEMX, EXL CCoE, BUZERE)
- IR - EBRENNRAER

« BB - L mMBRS  ERDelE

Stephen Orban?t AWS Cloud 2l S BEIEENEENE (ZMLEZMMEAME) REX TiXLR/H
B, BAXEll5 AWS IBRBHNXRNER , BSHIRERIER,
CMDB

SUEEERRIERE.
(\EZEER " Jcd

BERAZEFESEFENERNRCEMEMRS (03X, ROIFMEAE ) IuE, EANSERE
‘BIEGitHub =k Bitbucket Cloud. %AH&ZKEI’JPGE%%B% A= NDX. EMBRSEED , BN FRER
ZITRT 18, &1 CIICD BEEFWAERASMEEE.

REF
— T, ERTFTEREEINRFAHERABENEFXERF, XML | EHEIEESSFIHM
MNEANEFEHEEIFEE , XENEHPXEFERESE,

R
ROBENEHE  BEERALEE, EANEBERN K BEUUEZEREN, FXEHREXE
KIH“.{ EBK B R AFE KM T4 = 3K B 0] LURE R Ao

TTEAT (CV)

AIEeESE , FANEZI R MANRRBFRGNUREAREINER. W, Amazon
SageMaker Al 7§ CV 1=t T BGAEE L,

BB fm =

NFIENE , BEANTHRESLLETL. XTELSBIEABESTEN , MEBE R
B, TREEN.
FEEEHIEREF (CMDB )

—MEEE  ATEFERNEEAXBEEFERE ITHENGEE , SRE4ANRHAAGRERE. £8
FEIBNTRESRIAND B EREARE CMDB BV#IE.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS FSEHES F SAS MKEBE AWS =if

CyRE)

— &% AWS Config RN M , BALULCHRX LRV M+ BIERE , LEEXEAEMZ M
KE, EAUER YAML S5 — 32N BN KEEEE AWS IKF MIXEHEBNARAS, &
XEZER , S H AWS Config XS — .

B ERABESA (CICD )

B HITRER A IRRNAE, WE, Wi, EEMEFMENERE. CI/ICD is commonly
described as a pipeline. CI/CDRI SAF B EAKIMRE BN, REEFH. REABRENERBR
f. BXREZER , BERASEXINSHNES, CD B ARTIBEESE, EXEZEE , BSRE
ERXNEHEHE,

CcVv

W& hEe 1 BIE | Bl PR BIE.
BRENEHFHREABENBBMENERTIRIMIENTE, SEREMNELEXEERFRIEH
KBARED , BRI UBBEBENBFENEYRPMEREZES, BIEDEE Well-Architecte
AWS d Framework R Z £ XN — MK 2. BXEFEMAER , BSEBES L,

BEZE®
EFEBREEARIIGHSFIRENBFECANESVER , REWMABERER AHEBHNEENET
t. BIFEBAREBRENEFIENTTNNBRERE, HHEENL T,

R BEE
EMEREIBIIHE , SINERNZRIRRBHHHE,
R

—MRWER , TRES AN, EPOMENBERERAREFXNEENLGE,
BIEHERIL

RUEFALEBLX L EHIERN RN, EHFTHITER/IME AWS Cloud AT BARRRERAXEL, AR
2 AR T,



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS FSEHES F SAS MKEBE AWS =if

HiEL R

AWS SRERI—ATRP PR , THEBBRERIRBAGEEHNI L FARETHNENTERE
Ho BXREZEE , BEAELWEREDLR. AWS

HETmALE

RRBHERRN ML RE S THETNEN, MAERETRERENRELTIHT , FLER
R, T—HIHEENE,

AR
EHRENEBENEGBAPRIRERFENDENERE , SINBELNETER. EHRANEME,
BIEEH
EEWEMSCEEBTFEN DA
BECRE
—FREEL B (FlNs ) WEIEEERS. BECEEREEARERERE , EEATER
MDA,
BIEEENIES (DDL)

EHFEEH BRI ARV KREWNETRB T
HIEFERFIES (DML )

EBEEFERER (BA. ERABE ) ERNETRB T
DDL

SABEEELES,

RERE

PAESNREFIEEIITIN, &7 LAGE R RE RS RIRG BB RY TN & E TN T E
38

RET

— M ML FFREAZREATHEMERKIRZ @ ABRFENBNEN B IRLE 2 HAVRS,

defense-in-depth

—MEEREEE , EIRBARE , EBRMIENMNEH 2 EXE—RINZ SN HIFRHERE |
DR MEREPHBEONZE, TEENTRAE. SRRAXMEEE AWS , f(REE AWS



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS FSEHES F SAS MKEBE AWS =if

Organizations &M T EEE RS MNEHKEB BRI BIR. B0 , —F defense-in-depthJ3 &7
DEEZREEHRIE, MEDERMMNE,

ZREER

£+ AWS Organizations , FREMARS AT SUEM AWS B &tk PR E R A LMtk - H B2 Z R
SRR, WKFEBANZBRSHNERERR, BXESZEENRERFIIER , ESH AWS
Organizations X #7 {£ f AWS Organizations#J k55

IS
FERARFE. MYEINBEEEERFERFTHNLERE, IBSRERBEFRNENR , ABE
R ARFHHREPHENZTZABE,

FFRINE
SRFE,

0TI 14 428
— e EEHLXEEHTRIN, CRATMEHER, XERFRF B , RELE
ESENUAETMREINEZSEN. BXEZELR , BFSRE AWS LSRR S35 i Ul i 3%
o

FRNERRS (DVSM)
FA TR B XS SR TF & A i B HB R B 53R BE A5 B A SR 820 B BR 1 R 3 B E HAR R RV R
2. DVSM ¥ B T RUNBHEF IR RITHNERBRSRRE. HELXIEH4FAEEHRAE
MEBNEFTEN S RMEAR,

BFEELE
EXHARENENBN , BRY. I . TLRE[ETL, RFETEXESETNMELER, T8
W MEF= R,

HER

HEHZENSD , —HRIEK , HHESEXRTAXEERENREREE. 4ERBEHBEER
AFERFTHRUTXANEHIRT, SEREEFATERAR, MEMERERE,

EIETHERBHREGERETENREVEXRNRLFEFNES. SESAHTERREARARE. BARK
FRANRENER , AINESHEERRVBERMFR T,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS ABHES F SAS MIREBE AWS Rif

R¥EWKE (DR)

&SRB A BRE R 2 JTGEE RN ENN B BEE XN REFRRE, BXEZELR , F5H
Well-Architected Fr ame AWS work F R “TAEREZFLNHERE : =ix AWS RE”,

DML

SNBEEFREES.
SR B R IT

—MAREXRDRBRENF E , B FHAMGEREDSMNASPTIRS BT BT & R 8 Sus s ool
% B#R. Eric Evans E HEESUHEZ R | MEROEZRMERFT 21& ( Boston: Addison-Wesley
Professional, 2003 ) M4 TiX—8l2. BXUAFIFESN & 1T 5 strangler fig X E S FERHI
ER , B RFAREH Amazon API Gateway ZEF FREEK Microsoft ASP.NET ( ASMX ) Web
RS IR,

DR

SNIERE

ZBRN
BIESEAERENRE. Hl0 , £aLLEH AWS CloudFormation RN ARG FFRFHRE |, A
LUfEF AWS Control Tower 3R#& & X A Al gE 820 M B ESR S EN b,

DVSM

ST ZNERRE

E

EDA

SRR EBIR Do

EDI
SN BT HEIR.
HETHE

BEATREMT loT MADENEERENITEED. SSUHEMRL , DEHETURLBEE
S 3 4R 2 W IR o



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS FSEHES F SAS MKEBE AWS =if

B FEHER R (EDI)

ARACEBEHTRILENE, BRESER  FERTLREFHERR.

oz
— MR AR TN ANARBERR N B XN ITEIRE,
hnE %48

MMZEEEERNRENCNNEFZFL, BANKETREEMTE , MASMEAHBHRIT AT AR
5)'1']5_“&_0

F IR

FHETEINAEFNERITF. REFREXFERERSERFT. MrFRELFRREFTRT

—MAUEEMRESR (VPC ) P1EE , GHMUAFPXENRS. SUUERAHEM AWS KF
AWS Identity and Access Management (IAM) A IR L usT RBRS , AWS PrivateLink 3@ H
BRPNR, XEKFREAELAEED VPC R RAFEERZTENRIRS. BXESZE
B |, 2 Amazon Virtual Private Cloud ( Amazon VPC ) X #4/ #9822 IR S o

il B RAMX (ERP)

—f B CNEERELLRBUSRE (HlMit, MES MIEEE ) WRS

(EEpks
RS —IMNEBEZANNBZPAHRTNEBENLRE, BXEZER |, i5Z AWS Key Management
Service (AWS KMS) XX E{EE N5,

E28:

EEBITHNABRFNXSG, UATRESITERERARERE

- FRHE — EESTHRRARFNSES , REATEPNARFNROANTEER. TRHE
BRATUNRENR , ARBRERAR LEHE., XRHMFERHAN AR,

- TERE — NABRFNAMBETRHE , LA THHREENNLARER,



https://aws.amazon.com/what-is/electronic-data-interchange/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS BB IES 5§ SAS FIIEBE AWS =i
« EFRE — KRLAFANGTRNEESTHNAEFIXRAS. &£ CI/ICD EES , £ HMRR&Z
Ja— M ERBHIE,

- LREE — ROFREARUNNBF A GRWAERE., XAESF/EFHR, MEFK
B P BB,

epic

HEEREFT , AR THERTHENBEML LRSS, epics A THFERMKBESHE
RiER, Hla , AWS CAF Z2 LI ESHNBREE, NEREs, EMixERe. BERPN
EHmRL, HX AWS EBERET epics WEZER , BSHITRIEEER.

ERP
21l BRI o
RRMEBIEDHT (EDA )

DMBREEATHATERENTRE, SRESCERE  AHTOSEE , UxIARKX, IR
EHARERERER. EDA B IHEC ST BIEN I BRBIE TR BAHRIT,

F

BEXR
EFXRMFHP LR, EFHERULSEENEERE. BF , ESXIXREEHHREND : IBE
BRSNS EERAMENT,

RABBRR

—MERAMEMEEN ARBETREREFHNES, XERHESENXREED.

HEREL SR
£H AWS Cloud , BT A X AWS XiF, & FEIBFEFEENLR , SRS THRENZE
AEBMTREIFEABNENE, AXESEE , BSHAWS BEREDL R,

WRED X

ERRBTINAV M ALSE, Al , EFERRED  BETRRERNEFLHROE K.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html

AWS FSEHEES ¥ SAS MIEIEBE AWS =iy

HEEE
WIEN FRETNNEE . XEERTARES N , AHUBTSHEARRTHE | HI20 Shapley
LM (SHAP ) RS BE., AXESER , WS NEANESIHANTREME AWS,

BRI
ML RRMHIE | SR EARERRERSE, I RESNE N RETRTRRSAEEL,
XfES ML REgEMBIEP IR, Hln | aRERF2021-05-27 00:15:37" A S #EH“2021", “H
A", "BEIUAMS WA AR EIE S ST EBER 2 XN EEE I BARR,

SBET
EERAFTEPTRBES 28, DHRHDBRO  WRRZESABORL, KHEAR
WEFTNAA  BETUNRTFRANTA (8% ) 73, NTEBRERS. H2Ra
MWL | Few-shot RETRIREH. BEBAEELRT,

FGAC

BSRBARN AR,
B REF (FGAC)
FERAZSNRGEAGFRIEL L EER,
RINTERE
—MBEEIBL L, cEAEENBEES , BIEABERRERTEENRERNEBEHE ,
MARERATM BN AL, Bis2SEIatEEERE.
FM

SN EMER,

EihE 3 (FM)

—MREREZIBEME , —ERE] XARFCHENRERIESE E#HTUIZ. FMs 88BHITH
MEEN—RES , SINEFES. ERAXAVTERGURABREBESHITNE, BXESEE , F
SR AREMER,

G
EHRAALERE
AT EEEHN—NFE | XEEREBLZ2TREHEINSL , TAERAMEN AR RRCIETRNK

BNIH , PlEE, WM, XAMFM. BRESEE , BSRMALERER Al



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS FSEHES F SAS MKEBE AWS =if

b 3% 344

FSRIERE,
HbIBPRH) ( #IEFELE )

£ Amazon A CloudFront , —ffEIEBEER/MMXWAFHERNE D KR, S AER AT
PIRWALEFIRKIEESHAFNCELENER/MBX, BEXEZEE , S CloudFront XREHH
BREINARHIED

GitFlow TERE

—MEE, BEXMEER , TENELEHRRERRBE#EREATRERND X, Gitflow THEREH
WHARESH , METETHIERERARKNELES .

TBF

RERBHENRE , AEBEBZREIRENIEONER. S, £HEld  AESRETAT
EZMRBLEERH AR TRERXZIHFHEZENEE. AF BENME D,

Ex

EHFREFRONEEM R, EXRARNRALFERN | CTURBFEHEAR ARSI
BRI (BHN G ) REMNES, NRALES BNAEMEHE | TG E R
SHEMEL.

B4 B4

—IERAN , TRBEBERENARVHTIR, REMNSHAME (OUs), FBHHEF VLG SIMITREE
DHREEENAEE. ENREARSIEGREN IAM XRL KT BN R AL H 280
REEEANEMERB , HERBRAHITEE. BI1IEIEA AWS Config, . Amazon, AWS
Security Hub GuardDuty AWS Trusted Advisor. Amazon Inspector 1 BE . AWS Lambda X &
LM,

H

HA

S5 A,
FERBEFEIBIEATRBIEESIZNERBIERE (HlE0 , M Oracle T E| Amazon

Aurora ) . FUITEBEEREMRY TN -0 , MBREWTER -—HERENES. AWS B
7 AWS SCT K#HBIKI R HER,



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS FSEHES F SAS MKEBE AWS =if

B A% (HA)

FEBE PR AR , THERBLTETREI T ESLSITHRESN. HA RESHEBIHITHERS.
FERREHRIFME , UK DWW ET R AR NEE,
A L BRI

—MATRIZERRK (OT) RERRACHMARAEFHZHELFROG E. HLBEER T
ATHRENEF#ELI PEMRERBENEREE,
HHI B

MAT NG SEZ I RBENRBEBEPHNEN B2 HERENHLHE, BFEETN S
FERATLER |, S A BAGE AR B R R R B BE
R EEIR

FREBEIBIHRZE —HBBESIZH B HRBIEE (A0 , M Microsoft SQL Server E#BE|
Amazon RDS for SQL Server ) , M EIBRBEEREREINIERFEETEN—3B0. EAUFER
ANBEELARFRIBEN,

ZF L RHSE , FIIKNBEIILPHRCBE. SEREEEFESHETHEENFHRF S
REIR AL IRIE N 1R VE R
EXNE R

HWEFRREPXBRBENESEE, HTHZEY , SHEFEEREHREMN DevOps KM T
TEZINEHITH,
hypercare @A

By s , TBRARIEEBEMERESPEIBNNARRURREMARENER, BE , X4MNE
Hi3E4E 1-4 R, 7E hypercare AHIE RE , TBHNBEESRNNABRFNREBRATZEHRR.

®
laC

S E M IR AN,
ET 50K

MINE — AN BA IAM ZREAN KR , AT E U A17E AWS Cloud HREFRHIIER,




AWS FSEHES F SAS MKEBE AWS =if

ERNAERF

90 RA¥1Y CPU MINTFERARAE 5% T 20% 2HNNARERF, EEIBHEF K BEREFRAXL
MRAEFSREREEARE,

lloT

S Tl ¥R
TR AV AR
—MAEF THEAURDEFNEMEN , MAREH., BHREXNEEMBHNRE, THEEM

ZERIARR EH A EMBENE—, 05, FAfll, BXEZELR | FSH Well-Architected
Framework RHIERA T I T EiH 228 AWS SEHKESLE,

A¥ (A0 )VPC

£AWS ZIKF2EEF | —iES, REMNBKARENARFIATHMEIEEN VPC, AWS 24
SELMEVEELRHNMNER, |, S/AW, HENRLE , VPCs MRV EHNNBARFEE 21
BEMZ BN @EEAQ,

BETH
—MEERE  EXTRED  EALENARF D RN RTER  MAR - B,

o, BHRAARIFILANMRESIALEIRIFTRE. EBIN—VEEE , EAUES IR HM
WBRSHAFT , ETEFEABRERLS, IMERBEET AAEIBHRIRE,

Tl 4.0
ZAREBEHZSH-HEM ( Klaus Schwab ) F2016E#H |, MW RENERE, SMHIE. 8301k,
DMAMALER/ANBEINHSRIAHEREANRL,

i’ ke

NMARFAEREENFIERBENES™,

ERL RN (1aC)
BY—4REEXHTMENEENARFEMZEASRE, aC EEHEBEZEFEEREMIEHR, XN
REMMELCFRET R, A EEETES M., TREN -,

T B (I10T)

AT L IUHERKMNEARBRNRE , SldEl, &R "E. BErfRE. £adZziKil, &
XESEE , FZEFET U YER (lloT) HF LR,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html

AWS FSEHES F SAS MHEIEBE AWS =i

K& VPC

£ AWS ZIkFEF | —fEH VPC , ATFEEN VPCs ( HERFRE AWS XiF ) . BEW
MAMME 2 AP EFRENRE, AWS Z£SZRMBIGRELEHMEKS | GFEALE, Hb
MEE , VPCs URFPEBHNABRFEE ZWEBRNZBHNEED,

YIEBXM (10T )

AT ABRANG BERHERNEEYIENRARNIME |, XEEBIBFRGIERE T BRI A i
JE1|:| H%ﬁE@IX%*u%\JLJ&’?TE1nO H*E%Lﬂ VSN i§§|E1+Z% loT ?

R
RVRFEIEREN ST | R T ARTUEBEERNTNMABRRTERANEE, BXE

%L:zu 1ﬁ Z2 |ﬂﬁﬁﬁ *Jl%?‘j*iﬂum—.[ﬁ**ﬁ AWS,
loT

W

Z LYK M o
ITS8E (ITIL)

BT RS HEXEREF LS ERN—ERETE., TIL 2 ITSM HE R,
IT RS & (ITSM)

NALRRIT, KiE, EENXZE T RSHAXED. ARXFRESEES ITSM TEEHANER | i
FiZEERIERE.

ITIL

o
*

BHSE T EEE,
ITSM

BZHA T RFEE,

L
ETHRENRES (LBAC)

RHFEE (MAC) W—MKER X , EFABNAFNBEASGIE T Z2REE, AFRER
ENBIEREIRE RN RERE T A/ AR EIBLTHMS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS FSEHES F SAS MKEBE AWS =if

2RKX

landing zone B — MNEMBEMZKS, AWS 35 |, EAMT BMHNZEM, XR—IMER , BB
HATTUNXEROMBER S NEM EHARPRESHNBBLEARFNNARF. BXERXX
NWESZEER , BSRNIEEZSHUT BNk, AWS i,

REESEE (LLM)

—METREHRFEHTRIIGHNREZST A RE, EZEMEAUKTSIES , flNEZFEZE, 2
B, BNABEREMESURERA . BRESER , TSR LE LLMs,
AR TR

T 300 BHEZ RS
LBAC

FSPE TIREAY 1 R14EH),
RIKNPR

BFITESHENRENRNRELZELXK, AXESFEE , B IAM SR N A RERR
A,

EEIB

N7R.
NI

—NEFERREAERFZFTHNRE. ZESAZTNF,
LLM

SN AEESEE,

TRHE

BRFE,

M

HBEFS (ML)

—MERAEEMRARRTENXAINNEINATER. ML X EZHHYE ( FINYWERM (10T ) #&
7)) #TOMMNEY , DERETEANSGITHER, BXEZER  FSANSEF .



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS FSEHES F SAS MKEBE AWS =if

hY

£

Xt

Z JI_ILaﬁJ\SIZo
h

3

A

\

=

53]
it

[

ML
0N

EERSHENZEIRMNRG. BERATRSBATENRS, HEHRERIRERER
RGE. BERGNRASERE. B8R, IRRMG. FRFARD, BRRGENBRIZRSR.

RERS
AWS RS © AWS STEMIRER . BERENTE , BAUBRKEIUKFENLREE, T

#h 18] 8 174% R S5 (Amazon S3) Service 1 Amazon DynamoDB F2EE RS RHl. XLERS
MAMRES.

FEHITRE (MES)

—MRAERS , ATRER, B2, CRNEFHEERFREM SR RBNES TR,
MAP
SREBIMELTX,
WL

\

—ANEENIE , EHSES  BUUGIETE #HIHITEMXA K RERELERUHRTEE,
HR—MEETIEPBRIEBENBHNBER, BXRXEZELR |, HSHE Well-Architect AWS ed
EZRFENF,

FX 53 0K 2
AWS Tk BRE TALFRNWEERIKF 2 ANIFTEK S AWS Organizations, — MK — X REER—
MNMALM KR -

MES

2 NS IRIT RS
HBAFLEN &% (MQTT)

—fE T X AATRER VR ESR machine-to-machine (M2M) BEM |, EHA TR RZ RV YEN
"o
MRS

— /NN RS | BEARNEHITER APIs |, BEHRDENMIEANABE, Hlu, RE
RO aFERARWSED (MEENEH ) FE (NER, BRJOH ) HEKRS. RS

M 49


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS FSEHES F SAS MKEBE AWS =if

Rt aEEE, REYT R, BTHE,. TESECRANKBNRERN. BRXESER , BSRE
H AWS ToRRSS 85 AR S5 & AR AR S5 o

AR SS IR

—MERIMAFHBENARFNGE , REAHREINNARFERENMERSET. XLEHR
SEABRESBITE LA EORTER. APISZERMPHENMURSEHMTUETR. HENT
B, UBRNNARFEENRENER. AXESEFEER , BERELXIHES. AWS

EBMETXI ( MAP)

AWS ZITRIRHEF A ZRE, HNMRS , UHBHERNIBIZRERSNESEERM , FAFHBK
HEBREAAE, MAP T —MURENAXHTRZIBNIBEE , UR—ERTEHIR
THMEERERZRNTE,

RARITR
RABIEARFASDRIBIZHINLE , BB - KPUERNEETIBESNRAERF. £/

REANEHNBRREBNREIEMLBHY , XEHEEAK, TEMRBARNIBI K BE8
FEMBREIMECTEARNEIR. X2 AWS EBEBHNE=ZMER.

TBI

BEAHRA BT AL, BN AR TEARES., ERI ARERaEEE. LEH
WIRRFTAE, EBIRIM, 74 DevOps ARFHAEWAR. 20% 5 50% Byl AR A4
SHTBE I FEMNEEERAR. AXESEL  HSHANREFEETB T M
WHETB T 5.

T T HeE

BRTERIBAMENNARFNRSHENES. SNEIBEABFTEZE-—ETRANEIBAHE. 8
THENROSEBIRTH, ZEAM AWS KK/

EBE
—AESENTIBAES , #FANETIBERRE, TIREMURMERANIBNARFERS. =
Bl - EC2 EA AWS NARFIBRSFS EFHFLENM Amazon TR,

EBAEN (MPA)

—HELTE | TRHEE , ATRIEEBIMIWS RS, AWS Cloud MPA 24 T HEHANA ST
A (BRS|[AEFR, EMN. TCO LR, EBMATH ) URIEBITX ( NARRFBIED M NHE
e, NARFOE, IBRRLERFFNRRINL ) . FIE AWS BUE M APN S4ERFBIRE A%
BEAMPALE (BEEEH),



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS FSEHES F SAS MKEBE AWS =if

EREZFRTN (MRA )

£/ AWS CAF RA T BREALNZHARS, BELBMESHLURFIETHITRINE NERIAZEE
MEE. RREZER , BERIBEZERE. MRA Z AWS T8 RENE—B K.

TR RS

ATRIERBEIBRINTGE AWS Cloud, AXESZEER , BERBELRFHN 7R ZB NI F
ALALMRARETE

ML

SRHEF o
AL
HEEH (FEENSES ) NARFREEMRBEEEATTHE, BUENSETANRS | UE
BEA, RERRAFNALFH. BXESZER  FERTFNNAEFIRLERE. AWS Cloud
AL ERBR TG

—MiPEAER , B TREALANABRFNIRMERZER  BERES., XEMEHXR  BE4
AEBESARE LIBXENABRFNRARRS. TRER2ENEMNNER, F4H4HBIMNRL
HEXENBANEEENRERURBRERXNEENTHITN. BXEZELE , TSP ITE
MARFNIRILAERZER AWS Cloud,

BHNARERF (248X)

ERNEFREREHEN R MRS EZTHNARF, BENARFR/L MR, NRENNAREF
DREM T REE |, MGy BRENRY, EEABENER  MISEEERRARFNIIEES
THEMESR, FERRXLERE , TUAEAMERSRY, BXEZEE  FSRANEED BN

e ES
—MEB NS IR ERTN (FAURMALER— ) WER, FlI0, ML ER TSR XA
FmEH, AEERFN? WUEFEBNBAALRFINTm?”



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS FSEHES F SAS MKEBE AWS =if

Al R Bt 5R N

—fATERMERINEE=THEABEMENPER, I TRE—H. ATEHEMTHN
4, Well-Architect AWS ed Framework 22 {# 7 7] 28 Bt % e e h J SRR,

O

OAC

BSRIRE 1 E 2,
OAl

SRR S5,

—MIEBEE , EXHIED , RIFARSEIBIBREFELET. XA ELSERSEIEE ,
BERT/NEIERE TR,

Ol

%

il

E ko

Wiz

OLA

\\)it

NEEERPNL.
E&I®

—MEBEE, ERHEEP , RIFABRTEBLDUEHIERRS, EEBLES , BET
FERBHNNARF I UASEEIT, XSG ENENNEANETRGEE  BEATXBES THERE.

OPC-UA

I BOREEE-Z— R4,
FFHORIZEE-5t — %319 (OPC-UA)

—f A F Tl B311LE machine-to-machine ( M2M ) BEHil. OPC-UA 2 7T HIEME, 5#H
KUF BN A RN EREMRE,




AWS FSEHES F SAS MKEBE AWS =if

BEERAHIL (OLA)

]

—IE , BT IT BREES A EMERNHNAE , UXFRSKFH (SLA ) »
ZEHEEERFE (ORR)

— R RIBE R MR RESRE , AHBEERE, TME, MPRNEDSHNATRNNENTE, B

XEZER , B2/ Well-Architecte AWS d Frame work FEIZE #&1ER 14 (ORR).
BRAERAR (OT)

SEYEREREEANESHNTILZE, REFNEMRENEHNRERSE. E6ELP , OT FE
BEAR(IT) RENERR T 4.0 HENER.

EEES (0)
E=DPEANEZEIRLLHTRE S EBREITR. BaLNEK. BEXEZERE , BSREEESE
.

YA 40 IR BR
It BIZA R ER AWS CloudTrail , ATi2RALR AWS Ik B ABNFIESH AWS

Organizations. ZIREREEZSN AWS K/ RAIEN  BETALNW -7 , HRESNKFHNE
o BXEZEE , BSM CloudTrail 3XAH EY 7 A A BIE R R

NTEEE (OCM )

—IMMAR. XHNFSHAEEREER, FEMISHENER, OCM BYMREERA, #
R ERIBAR R ACMARTE | HBEARNHFREME M EZNTE, £ AWS IBX
B R, ZERBEHAARME , RASRATEFTEXENEE. BXEZER , 5K OCM 15
o

SRR A2l ( OAC )

£ CloudFront , —/MERRMYIEL , T PR &5 B SR S8 T 5 52h 4] 2. 76 AR 5 (Amazon S3)
NA. OAC £EZFMAE S3 7 AWS X5, A AWS KMS (SSE-KMS) # 1T iR 5585w AN
B, LUK S3 FHEERI B ASPUTHIDELETEE K,

SRR E & 43 ( OAl)

£ CloudFront , — A TR &5 B R AEF 28 Amazon S3 ABMIET, K& OAl B
CloudFront 2812 —/ Amazon S3 AN EF#TERRIEINEZILEA. ETEHRRIENEZIEAREE
B3 45 E CloudFront ZBLiF M) S3 FEEHNNE. B1ESH OAC , HAAEMH T ERAMEBEN
T E R,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS ABHES F SAS MIREBE AWS Rif

ORR

ZNEEHEZBRFTE,
oT

SNEZEFER,
Hk (O ) VPC
£ AWS ZIKF AT | —fROEBNNRAREFAZE NN REEREN VPCo AWS Z2SELWE

WIRBHRAMEK S | SIFAY., HIEMKRE | VPCs UEF LN NBARFEEE TN EBKMZA
A mEEEO,

P

R PRiL 5
BEnE IAM E4R IAM EE2XE AT REAFSIAGITURATHNEANR. AXESZRER &
5 1AM AR RRID R

MAEBEE (PI)
EEEFHMAXBEIS BN TATREEMMASONESR. Pl N ROISFEER., HutM
BREER.

Pl

EENMASHER.
playbook
—EMENNLIR , BTHREIBHEXNIE , fINESP RN LEE B, playbook ATEAR
RAA, BFMETFMRNER | ST URBREIARICEMENRESITRABE.
PLC
SN A wEIE BiR IR
PLM

ZAEmEmAREE,
policy

— AWK, TREFELNR (SRETEHHER ). BERREZYE (SALETERINER ) =
TE WAL R FR A IK P B & KAXBR AWS Organizations ( SRS 2 HIREE ) o



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS FSEHES F SAS MKEBE AWS =if

ZEERFAM

BEHELFAEIMEBER , MITEREMRSNEEFERAR. RENHIRS X AR RE
FRER , ENARLSBESNIET R EETE. NRUBRFEARESEFZRNEERFE , WA
UER RIS  AREGEFVERNAY Bit. BXEZER , FSREHRS PRIAH
BEREAM,

AETN

—ANRIA, M NBEENARFASRERSUAYNIBNIRE. BXESER , BSHMETRE
18

57

REtrueH W ERFZHfalse , BEA T FWHEREA S,

1818 T #E
—MHEEEARLCER , IEEHRFEEAFOERE, XED T HBAMNXZBRIFEER XL E
HEIEE K HIES T ERMHE.

7 BA 1 2
—fheE  SEMLEEHRE, XEEEIRE—EL , BB IERZLZRAHE I MED
BENER, BEXELER |, §SHE AWS LSRR 4| rh i Taps 1241,

E4k
B AWS ATBAATIRER A R EIRASEE, tESRREER IAM BeNBAFSAF. AWS IKFPE
XEZEER | BFSHR IAM XA A GREMEE S ERK,

B it R BRR

—MEBNMTASEPERBLNREIRES .
IEREX

— AR HPhaEEXBFE Amazon Route 53 1A E R4t X — P HZ A VPCsEH B R E FiH &
#) DNS BEHNEER., EXEZEE , H2 1 Route 53 XHHMWALEEEXWFER,

Ezh2H

—TZEEEEE , SEHLBEBFREANTR, XERFLERREEMNERTAMN, R
RRESEATRE , WA EHRTEE. BXEZESE , 1525 AWS Control Tower X #H Y 12
HEEERE , HSAE LR EF P ERH AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS FSEHES F SAS MKEBE AWS =if

= REGEAREE (PLM)

EEmvBENMEGART , NRit, FAMET | BIRKMER , BERENBER , Nrm#tTH
BEARENEE,

EIRZ S )

SAHE,

A 4mizIZ EILH R (PLC)

EHELP , —HEEASE, SNEENITEY , ATSENRASIHEIZ AL,
R
FEA—N LM BROBHEAT - PMRTIHEA  LEREFHNBN, ZRRATHEXENESS

BRFES , IFERETERY RYOSEN, EEBTRESEL MMM EEEMMEXY  F AW
REERHANMELE R

BRE1L
AEUFESERBEEFNMNARRTFNER, RBICAUBPRIPDARTL. REBCBEDHERAN
MBI

publish/subscribe (pub/sub)
—MXEMERESEARSEENER , RS BB D, fim , ZETHIRSEH MES

B, MRS TARSEHEEE RN EAMRSTSUTRNIE, REAUETERRTBRSHER
TR BARS -

Q
Eif)it X

—RISE , flIES , ATIHRE SQL XRMBIEEF RS,
Eif)itxIES

HSBEERSEICEFEENSZETI T NBEEFERRERERER(LZHIR, XAEEHASITH
&, AR, MERE, EWSHHEERNBIEFESIZEIMERN.

Q 56



AWS ABHES F SAS MIREBE AWS Rif

R
RACI 4Ep%

SN “EmE. AR, B, HE" (RACI) .
RAG

BSAREREEER,
R MH

—MEBEERG , SERLENITENRERBENHR , BRI,
RASCI 4EfF

20 “AFE. AR, i), JB (RACI) .
RCAC

BSRTM RS,
HigglA

ATREENNBFEFRIAE, SUAHERREERRRAR , URBEREFEN AR,
BRI

R 7R,
& < B# (RPO)

Bt - M BEREQURTEZNERETE, XRETME—MIEREBIIRSS i 2 [ T2 R %
BEXER

& & B[] B 4% (RTO)

ARSS P T A AR S5 IR B o B AT R YR ALER .
X

M 7R
X

IR XIHAK AWS BIRES. BN AWS X SMAERE , Kty |, URHAHE, REMM
WM, BREZEERE , BZREE AWS X &89 0K~ A A AR K,



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS FSEHES F SAS MKEBE AWS =if

=13

—MINBEN ML &R, i, ERRZXEETHNENRSZD 2 "HIRIE ML RE AT LUE AL M
ERER  REEEMNCHSEX (WERRAER ) RMNEENHEENE.
EMRE

W7R.

S
EHBERR , HHEERETENTH.

T

7R
ERY¥ A

W 7R,
=

M 7R
R R & RE

N RAEFIRE RN PR RERRED, EPAXEMER , STHAMNIEREREILNERRE
&, AWS CloudBEXEZEE , S HAWS Cloud 314,

E T RIRAY RS

— M N R IR KB , HI20 AmazonS3 M. ImRBMMB R, LLRRIEE T RIFHLEEH
i, XERFRIRAELUR AU B R A H AR
TE. HE. BWMAE ( RACI) %/

ENSEXIRBEINCZENMESHFNAENETENERS, EEEHREERPELHNTESR
# % (R), MEE (A), Fifl (C) MEHE (1) X (S) KBEEWEM, MBREEFEXIF , MZEREF
A RASCI 5E/F |, iSRG EBEBRTES , MFRA RACI ERE,

i 7 4 422 1

—MREEH  SEEIXNTREHAIURELZLELNBERARTESE. AXESEE , FSHAE
AWS £ 3K e 22 4 422 1 o 9 Pl 57 14 22 1

RE

7R,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS ABHES F SAS MIREBE AWS Rif

BIK

7R,
RREBER (RAG)
—MAERRATEERAR | BREST L %R 83 ARG HERZ AN R RBER.

Pz, RAG BE AN ALNAREREELBENTIENER, AXESZER , BSHMILE
RAG.,

i
R E A A B T B R AR
Bl RS (RCAC)

EREEXHRANPER, RTFH SQL REX. RCAC HITIRERMFIEIGHEMK.
RPO

S E = B iR,
RTO
2 WLk E B8] B #5.
BITFEM
RITREESHEN—EFIHEIEF. BNEEFRANTHILEENHRESSHEIRENEFMIR
T8,

S
SAML 2.0
T2 B MRMHE (IdPs) FRANTBIRE. LEIRREEQIESR (SSO), AtAFREEE IAM
RN EATIPTA ABIZER P ENA &% AWS Management Console s 8 AWS API &4, A%
ET SAML 2.0 WEXE S HRIENESEE |, FS6 IAM XXHEPHXTET SAML 2.0 B E 55
SCADA
SN EBRFNBEXE.
SCP

SRS 2 HIBR.



https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html

AWS FSEHES F SAS MKEBE AWS =if

secret

£ AWS Secrets Manager , BUMBEXEFZHENVINERZRER , SIUEBIAFLEILE. ©H
RIAERETBTELAR. BRETUARSHS, ENFRBIASNINFRBE, BXEZER , H5H
Secret s Manager ¥R B4 ? £ Secrets Manager X ¥4,

=& HRT Rt

—REBAMF AT ERREMYRETES .

22
—REAREE PN AL, RURBERDTHIARARSBANESD. REBHTEE
AN : FBSME. GON. WRRAEDR.

22
RAOREE , EEFREAREOER. STEAENRTEEEN R, SEETRERRYS
s R TR REAERE A h R LB AR,

ZLEBNEHEE (SEM ) R4

HETREEEREE (SIM) NRLEHEE (SEM ) REMITEMERS. SIEM REL2WE, 4
BN MRERSEHE. ME, RFANHMGKROKE , SRURBNZ2RE , HERER.

ZEWNEBY
—MENNREENRE , SEAFRNHEERLENH, XEAFLAENNRIEEARSE

EERE | BEESSE AWS Z2 RESKE, B MAIRENTROSEBER VPC 224, 181
Amazon EC2 X4 #iEH,

AR 55 2% i D0 2

FEWHNBIEH TN , WS AWS RS #HITNE,
BRSS 1R HIKEE ( SCP )
—FEEE , BT EFRFIELDFTEKF PR AWS Organizations, SCPs TE X B 18 7 5 R

EERAUEZERESAFIACHNEE, BULUFER SCPs AF5IRIIELFIRKIEE R IFHEE LT
ERESSIRE, BXEZEL , H559 AWS Organizations A% Y AR 5535 4 5 B o

AR S5 i R

FIA R KH URL AWS fRSS. BAILEARK , BIREANEED BIRRS. BXESER | #F
ZH AWS —RSE Fl AWS RS KR



https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS ABHES F SAS MIREBE AWS Rif

AR5 KL ( SLA )

— i, BT IT ARAERFESRXNNAR , LRSS EEZITA B MR,
AR5 R A48 RE; (SLI)

NERSHRAIFENEE , fINESARR, TAEHELE,

AR5 45l B #x (SLO)
RERBFS ST BInER , ARS LD ETEE.
FAEHEEN

WREECREEEM A EAREE AWS HRENEE, AWS ARZNELE , MANRAREH
WEx, BXEZER , TEHREHBEES,
SIEM

ZALREEENEHEERSR,
B JHE (SPOF)

MARFHENRBAFHINKE  TRSPHRS.
SLA

2 MRS B o
SLI
S MRS R IE R
SLO
SRS R 5 B 5.
split-and-seed & #l
—fy BEMIERK T E VRN, EEFDENTREATHNEN , OB F D AR EHN~

mEA. XBEP T BRALANREINRS , RETRARNITERE  IFRECH. BXESE
B, BZRTFN I BRSUNARFRK/LH S E. AWS Cloud

EAER
SN ESHIE,
E RN

—MBEFEAL[LH , EERA— N ARBEEXRIRFEIZUEINERSE , AERA - ISR
MEERRFEBRERM. LERETHNELRECEFEASA TELEEENmRIT,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS FSEHES F SAS MKEBE AWS =if

strangler fig &=,

—MEIZERSEENMSRAAYEEZTUEARENRERINEAREINRICH T E, X
BEXALTRRBERNEE  SMBEERKN R, REEBEHABRTEE, ZEXRHE Martin
Fowler RHEH , N EERFRENEENKRN —THGE, BXOANARERXNRE , FSHEE
A& Amazon API Gateway Z 5 & /E B K Microsoft ASP.NET ( ASMX ) Web BRFZ I AL,

T

:{&R\EI‘J VPC WE,}]_/l\ IP i&iltﬁ@o %M%?ﬁﬁ[ﬂ:i/l\ﬁfﬁﬁ Izq:'o
R M EIERE (SCADA)

EHRELH , —FEAEGNREREZEEASNETRENRS,
X3 FR 0

—MNEEE , CERAERNRARNBENEZRRE,
REM

DEEAFRENARNMNARE , RN EER B LG E R, RALER Amazon S
CloudWatch ynthetics SR8 21X £

RERTH

—MEEFMERAE L TX, WHSESSHAESETHNER, RERTATIRE LT
HESHFRXERM,

T
tags

BEX  REATALARKOTHE, AWS iRZXFAHEEER, Rl A4, ERNFERIR,
BREZER , BFSRTICEN AWS FiR.

B

BEBRER ML A2 EHTMNNE. XBEHRNERETE. Fl, EHEHRES , BRZET
miER A

E5IIR

o
i
X

—MEIETFMATRERXENTRE., E5IRESETFRHBLRNETHN ERAESIIR,
NTFEMENAES , e2BMUAERNE, AEENREE.



https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS FSEHES F SAS MKEBE AWS =if

Wik R E

SNHE,

gk

NEN ML BRERZIWE, WEBELAESEBER, FIEEEIEABEHER SR ALK
REERFZNER (EHFETNUHNER ) WERX, RehbBRXEERH ML EE, RE , &7
BAEA ML R EXS T HIE B ARay#T BTN o

S ETUES

— AL, TATHENMNE VPCs MAMNEEE, BXEZER , S AWS
Transit Gateway P AR LR MK,

ETH4p THERE

—MEE  FRAREDRS PR EMN A  AERXLEXEHIESIXP. RFE,
BIFFHED XHWERF R, MEFMEFHRR,

AT RAER

MIEEENRSRE TR , ZRFATRKREEHKS PHITES. AWS Organizations HEERS
MxpAer , SEENRFLESIMNKFHPUE—MNAR , IENTEERES. BXESZER
&S % AWS Organizations X#4HHIAWS Organizations S E i AWS BRFE— M,

L1t

ERUGTENENAE , LIS ML EERNERM, flm, EUNBRERFEE, ML
AETRNRETZREEXESRRMAMER | MNTiIZ ML REL,

TR 4877 A BA
—“N> DevOps HBA , fRATAARMEEERRE . WIKFEARNAETHRERGTFRIRH RS
e

U
THEM

X—BSENRTER, TEEIRINELE , XEFRTRLBIFTNN ML BENATEM, T
BEEARMPRE  AHTHEMRBHERN., FTEENBFEERN , MAEATHEMERBHIEF
EANREMENMESHN, BXESERE , FEHENMREFIRETNTHELIERM,



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS FSEHES F SAS MKEBE AWS =if

EENES

BN EETHE , BN TNRARFAENIE  EFENSLAFRHERNEIZ SN
B, TEFNESHRESERE, EFNETENL.

LRIR

SRR,

Vv

vacuum 4E

—MBIEFELPRE  QEEEEENEHRHTEE , LEREHEZRFES MR,
R A $2

RIEFHANIENTE , fINF#EEDRRBHER.
VPC Xt FiE

MEZERERE VPCs , AWTEERRLE IP uimiE, BXEZER , FZH Amazon VPC
MR LR VPC XN FiEH,
NG

MERG RS RIEE AR

W

—MESEERRNANEXBENEFIXER. BIEEXGIATUMNERXEFERE , XENER
PR ZIER,

B 203

TEHRINEIE, EHLERER  EEUESHhEE#,
& OR

— SQL EH# , BTX —AUERSAESFIEFARNTHETUE. EOREN TLEESR
BR , flinitEB ) FHLHRE L FTHENZE R RTHE.



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS FSEHES F SAS MKEBE AWS =if

TR

—RIFRERMLE , eNATUREHEFLME , AEEFFHNARFREREE.
TR
EBMEPAT -—AREESNREN, SMTHERBRBILIN , EXFME FHELTER.
I

flan  AETERMNTHENABRFNLEER. RAANFMBRETBTHE, 46 TERMX
EFRXAAEIBIER , ARTIBRS[MNNAER,

g}

®

;QJL /AE‘A g’lﬁ"o
WQF

ZHAWS THERBFRER.
—REA , ZXiEH (WORM)

—MEEER | CAU—REARE B L BIREER RS R, RRAFTURESES IR
&, BRNTENERTER. XMBIEFEEMEBEMEIANRTAIER,

Z

= R EF A
—fRARBINEINRE , BEREBERME.

ERRE
Iﬂlﬁﬁﬁ'ﬁal EUwEIHo
EEARTR
EEF M RERMITESHUE |, BRERH (FX ) AUEBESES. ZFWMEAAERAEM
FNGHARARLIEES . TELARTHERMIBRTESHEXMNRTINAE. FiESH few-
shot £ R,

EBFRRAER

15 CPU MAFEAREKT 5% WNARRF, EXIBTMES  BESFARENARER.




AWS FSEHES F SAS MKEBE AWS =if

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

Ixvi



	AWS 规范性指导
	Table of Contents
	将 SAS 网格迁移到 AWS 云端
	SAS 网格迁移一览

	假设和先决条件
	迁移要求
	知识要求
	其它 SAS 注意事项

	成本和许可证
	SAS 许可证
	AWS 服务费用估算

	架构
	SAS 基础设施
	开启 SAS 的注意事项 AWS
	SAS 背景
	SAS 共享文件系统（SAS 网格需要）
	SAS 网格服务器层实例类型
	SAS 网格中间层和元数据服务器层实例类型
	SAS 网格的高可用性和灾难恢复

	目标架构

	自动化和工具
	高级迁移步骤
	角色和责任
	准备 – 发现与评估
	准备当前的 SAS Grid 工作负载评估
	准备 SAS 安全评估
	准备 SAS Grid 迁移评估
	设置新 AWS 环境（仅限新 AWS 用户）

	部署 — 开启 SAS 软件 AWS
	迁移 — SAS 内容到 AWS
	迁移 Active Directory 身份
	迁移 Linux 文件、目录和权限
	迁移 SAS 元数据
	执行迁移后验证和验收测试

	迁移与 SAS 相关的数据
	引导新客户
	其他资源
	文档历史记录
	AWS 规范性指导词汇表
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	我
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

