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RAUT B INE iR KX PREKEE AWS CloudFormation

Nima Fotouhi #1 Moumita Saha , Amazon Web Services (JAWS
2023 5 A ( XHEAEIER)

AWS CloudFormation2 —IMEM i A1 (1aC) kSS , AIENEE AWS BRREBEET B=
H MW R, ©EAUUBEEE AWS Ik MNEMNEGERPERXLRR AWS XiF, &
# CloudFormation , RAI BUE XEHR , REBERFLS —ARFNER. AF , ELUET eIZ2MNE
BHEBRKEEXLERR , HEERR—HEN N EXEENHEXRIR, BIERLEA CloudFormation
WBHERE , XLHEKRER AR  BUUETEMREBSANKS AR, EHM AWS XiF i
PRIXLEHERR . ANIERBER T A BT Bl Y R IRSZ I HAKINFE AWS CloudFormation F3 R,
CloudFormation

A LUBE AT A T E— B4R EBFE CloudFormation HEAR S HEK SR
- @3 AWS Identity and Access Management (IAM) Z ¥ A B/ E] AWS K5 HIE
CloudFormation 4%

* f CloudFormation #ix #XZEEEES A RAEBEIEBEREHHERIE. EEBET IAM ZHEATF
AWS 5 ER B, XA AR EENREME,

NFXFRGE , BEENRFEEZZE CloudFormation #1%, i , RiE—MNAFITRIER
CloudFormation 8|2 & # 3 it B = (Amazon EC2) £, ZEHIFE— IAM =4I fe B T4 B
A E b sE 6l AWS BRSS. A TEFE CloudFormation H& R IAM ZIEAZELL TR :

 5EI#X PR CloudFormation

o ERRIEMERINRE CloudFormation

« 1£ Amazon FRIZEEHIEVINR EC2

- SIEFTEM IAM E4E B SRR

TARKEMNR ?

RENERBRFHTESHENRENRENZERKERER, KIENERENR Well-Architecte AWS d
Framework RZ £ XN —E 0, YELRIFESTEN |, © IR BRFEN AWS IMERZ R
HEX , BAPREHE , REEHEZLY , HHLEAFER (HNEREERERMERER) .

A RBRIRMIR ? 1


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html#cfn-concepts-templates
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html#w2ab1b5c15b9
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/intro-structure.html#intro-structure-principal
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
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EXEH AWS BIREZRERIENER , B LE AWS Identity and Access Management (IAM) B E R
B , GIINE T A REE, XLREEE NN R HIEEFTRIZMH. Organi AWS zations AI8EMITE K BE
Fif , BREFMHITEE X IE B E SRR |, RSB E RSN THEARS A GRS RE.,

% CloudFormation RS HRIENRE—NEENZLERER, HTEZXRENAFPNFAA
B CloudFormation AT A AMAE RGN, ESHBMBRER , Rt PNRERNEE, BER
CloudFormation EEEH6IE, EMIABKERMENNR AWS IKF, BLXRERENRER
CloudFormation 5 &K R RN =z B EE T4,

E R AH/IMBRENET CloudFormation , EEZELUT/LA :

« CloudFormation RS PR — WRLE A P EEHBMXER CloudFormation , 4135 B A 4 5l &Y 75 1] 4X
PR, LAR AT AT SASKEURLL IR ESR B 28, B Rl BRfER 2

o FIREENR-F /] OB WL &R i#E 1T B CloudFormation ?
- BEERFRHNR-INMARESEEN T REERKRIENRENPR ? CloudFormation

B ARl 55 R
B G A ST R A BAE ORI YL, AL

. WELHLADHLER PP FEEHRENE CloudFormation , &G N iX L A P E REN R E,
o (FERHKREERE BRI CloudFormation Htk & S E /N E IR,
* A CloudFormation Fi P 1 %R EL B H KA PR LAES BB LE A PR A R AR ELAV AR B &,

« AWS CloudFormation A TE&i& EB RENEHN AWS &R, XEMTENARRSERENZSDS
#,

- EYHORENERRLBHFENRE, BHALH,
BARZ X

rEEEATEICERAEENEERRN=EMIRELSRM DevOps i, TREIMF LR FE M4 TRIH
(SREs) CloudFormation,

BiRl SRR 2


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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ER TR RIEEF R TR AWS

FEA Bl AWS B A2 E T 51009 K BE HOF H S BR E| AWS Identity and Access Management (IAM) &
EA(SluAaeliAr ) , ARGIEETHRNRBEAFEMNBBRERERRHILENE. AWS
AWS B EHRHERN , MRITMIX LR, REPHNRBERATERIELIER,

ETHNMERBPEERKENRLANR , BFETHEAERENREE, RIEHTEMS IR
AR, ZERNERNEETEONRKBMNET HRNVER, B2 , AWSEH T HMRRAR
B , PIANARSS 12 HISK B (SCPs), MR A M ERE, SHRENKBELHPRUKENRHIRE
hEEEER. AWSIKFAXESZER , B2 IAM XA AY S AE A PR BA K 7 A SR PRI FR



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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it & EF AN RIENXEX PR CloudFormation

KENBEEBEIHFFEEH AWS CloudFormation BRES BY X BR #Y 3£ T

YAPFPSRESEIEE AWS &R CloudFormation , 58 —% 2&Xd AWS Identity and
Access Management (IAM) Z#E A8 iZ CloudFormation BR%. 1t IAM EEA LT E GIE
CloudFormation kIR, TR , IAMZERAFEAUTFZZ —BI AT AXEERR

CloudFormation :

« MR IAM EHE AR HERIBIEELEL CloudFormation RS A |, N CloudFormation £/ IAM Z£3E
ARERHATHRIRE, X2BMIAMERN., Fik , BT #H4T CloudFormation HRIRIERBRI , IAM
ERAGCEEREMIHFEFMEAM CloudFormation R E X B R RNBR, Hln , IR IAM &
AL B ET L34 1T E = (Amazon EC2) =241 , BBAMTRM T EZCIEME L S EC2 =447
CloudFormation 4%,

« 1R IAM ZIE AR HRIEELREL CloudFormation BRE A , M CloudFormation 18 FiZ RS
A BHITHKRIRIEHE CloudFormation AR EE R JR. Lt CloudFormation RS A &K E X
BEBERREK IAM ZRAEZHNNIR. AWS RS XA Em#ED IAM ZERXABERTME
CloudFormation #ix & LH AWS TIRIR. IAM £ AFEE CloudFormation 4k 812 XR |
¥ CloudFormation fFARFSACHREMT 2 IAM ZIEANKEFHITRA,

BYFEARS ARG ENMZ/NINREN | B LirfEt AWS REBEFHNEREE , HERAFEY
CloudFormation laC Bt E&R. BHTKME IAM ZIEANKBETIEEEREEE AWS BRANE
Lt P A9 A CloudFormation SRFR L & &R o

AERRT ATEEMEEX CloudFormation BRS H CloudFormation 4% EY TR B LA R #L& -
« J&FTF CloudFormation BV & T 5 9 B9 5% BE— {55 F Itk 3 SR BE SR B B MR LE 1AM ZFEA T LATF[A]
CloudFormation AR A A] A ITHRLE R 4E, CloudFormation

« MRS A CloudFormation— Bl — MRS A |, CloudFormation R F R RIIEHKE IAM £
AR, EHAMERHERER. BREARRE IAM REIEHN |, AUE— MRS KK,

» CloudFormation 34k 5 i — {5 F bt 38 SRS SR8 TE B AT DASE T sk . XSS BUAY SRME AT LARS BORA 1E
HRRFRRSNERRMER, HHKRE S 0EHF 5HH CloudFormationH#k HH< Bk,



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
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& AT CloudFormation B & T 5 4 ) KBS

ZREEHEMAFEE AWS CloudFormation , HZEIX L P EERITHRLIRE
CloudFormation, A UBEE T HHHREER PR |, X LREOFXBRE AWS Identity and
Access Management (IAM) £ A , flUIABHAF,

BREETHHMNEE , EffectAction., FResourceTEEXLEMN, MRIEALEREN —
MNConditiontE, BEXXETENEZER , 55H IAM JSON FHTESE,

ATEEUTER :
« ARENRFFEEET S 4R E&RESEE CloudFormation
« ET 55K RHI CloudFormation

NEREXRRBRIFREEERE T 50K KESKE CloudFormation

« WFEEHREMNRER IAM Z3E A CloudFormation , A ERENBRER CloudFormation SH 1K
R EN 2 B ERE i, N T HEBBETHRENREN , RIMNBIEEA A TFEIEAPRITUTRER
ENX IAM ZEFEANET SRS TEIRE

- BRI, FEFHFMBRME CloudFormation #%.

o £ —NHRZNMEFIE CloudFormation P E NN ERAIENRENEBES AR, X
CloudFormation RIFRARSZSBBHAR IAM ZER AR EHLFPHNER,

- NRARREESHENRNAFESRESENBREIIHERLZEE. RENBRRE—MHEEMNHES
B, ATLARSBOBA LEBR A . HTF CloudFormation X#FELE IAM FRER ( fINKENAR ) , K
It IAM Z2EA R LUEI LA T B CloudFormation 12 7 EAXER :

« {5 CloudFormation 3t IAM ZRRABRESHNNR, REHIEP — A THIEXTER |, &
W E AR ERES IAM ZEANFELD . XEFEZERETSHOHNRETIME IAM &
HRABTHEANR, XEBTHLERENEENNRAR, EoJLAERUTERENREERNN
BRIFEZ -

s NREARENTEFEMHREAILL IAM ZERABRTFHNREANRE, BXEZEE , B5H
IAM SE{R X BRIA 5o

« FEH AWS Organizations , &8 LU{E A R 55 1% 5K B (SCPs) K E X 4H AR 5l By & K 1] AR,
SCPs X0 IAM AEMBALATHNIKFERNAF, EAT LK SCPs Btk , AL L
HOBBEF, BXELEE , B3 SCP WA EH &,

o RIEIEMT ZNRH CloudFormation RS A — ABFLEHIXMER , RINBVUEEETEH
FREEAPIRINA T RN , AR ERAN IAM £ AFEA : CloudFormation

ET 085w 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_IAM.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
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« fEfcloudformation:RoleARNSHEIEE] IAM Z+E A BT LAfE A BBLE CloudFormation RS
ﬂ@’o

o (XNAEX IAM ZFEAZEEEIERIEE CloudFormation RS A 1Tiam: PassRolelE,

BXEZEE , BESREXNEREHBHNE IAM ZEARFFEH CloudFormation fRSS A & HIRER,
o ERAMNERPR (GIRRD R ) BREIMERE SCPs , AEAETENRETRRNKHEKTTNE,

HET 5 AR RHI CloudFormation

ATSEETHONERRERE , XEREERT ARE FHMIELNER. CloudFormationf& a] LA fiX
LRGSR BT IR IT R A RENRR RN B S KK,

£ X CloudFormation 4 EREMEZHNIIER , BSHMIZHIIEIE. FIR AWS CloudFormation
FMAWS CloudFormation &4 8. BXAERHESFEANBREREIRK , BSHAWS BRAMEMHEE
SE,

ESTCEPRE e R
« AYE A

. AUETEROEHER
.« BT M B

JEVF U R L

BEEHRNREENREREMNIF AR, CloudFormationiXfh K A geE S LR EEEME
CloudFormation3#4£ Y IAM £ A, AWS IKF LA T REIKREE IR FEE K F FR1E{T CloudFormation 3
HAEAE B HNIR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResource",
"cloudformation:DescribeStackResources"

1,

SR 6


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html#using-iam-template-conditions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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"Resource": "*"
}
]
}

RFE T RROE MK

PR RBIKEE AT IAM ZERANERAFEERSEL D E 2 7RSS (Amazon S3) FiEE Y
CloudFormation i Rl @ik, FEBBFEmy-CFN-templates, B LUGFHEARER L& Bt
F#M. KPP M cloudformation: TemplateUrl R TFALE IAM Z1E A 6 B EA H & ARK A
Bk,

/A Important

AW IAM Z2REAFEX I S3 FE#EMN RiZH RN, XBBIFAFLE IAM Z3E AN, MilERER
& e #ERER,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack"

1,

"Resource": "*",
"Condition": {
"StringlLike": {
"cloudformation:TemplateUrl": "https:// my-CFN-templates.s3.amazonaws.com/*"

15 48 55 3 S BR AR

T HBBRPEERBILS AWS BRI E CloudFormation 4% | & ARSI Z 4G EHR N EFH M
M BRIEVE, BREAFLBIEEN IAM ZREARITIXLERE K MELINEFWEMEM IAM ZIEAR

TSR B 7
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ITIXLERE, UTREFRIELEHRMIEREEE AWS X5 M EY4SE CloudFormation HAkHI R
AWS K

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"

1,

"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>"
}
]
}

It BR B 75 B 45 40 B8 FT e M BkMy ProductionStack CloudFormation ¥R BN PR | Z#ER A Fus-
east-1 AWS X5 fMAF 123456789012 AWS K7, BB LATE CloudFormation &l & & FHX
Do ATFR—LR4 , HEAMAIRYTEE 2K A FIE LB AResourcetE :

o BAILEHEMHIResourcetE IDs R IMNZ 4 CloudFormation 4%k,

« BALAMEMarn:aws:cloudformation:us-east-1:123456789012:stack/*BhlE IAM it
AEHEMIBR1234567890120K FF Aus-east-1 AWS [XiF #H B 1E{aTHEd%

—NEENTREREBN KRBT ZUFEH, SISO FERRMEIL T RS

o HEINE IAM ZERANETHSHNRE — FRHETHREPSRIISEN IAM Z1EA I HIER
¥ EHEIK., CloudFormation

o FMEANE IAM ZHEANNRD R — NEERELRRBERSIENBEIE, ERHZAN IAM ZREAL
B BR4FE CloudFormation ¥4k , (EFRRFIFEFHNIBEEREIE A

o XERBIIKF, HABVEALN SCP — NEHMALKIE IS ENRFE, SREBFRKF, HHA
BASRALAFIFTE IAM 1T AR ZE M BR4EE CloudFormation#fik

BR , IREBFAWED—NIAM ZERA ( FREREA ) EFZMBR CloudFormation #k , M4
EFERENBI L HEREENRFRHITEANER. AFPSTREE (#E ) TUARALBNER
Ao WMBEIELGRFIZZN SCP , BBAREMNB KA TREEFH,

SR 8
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"<ARN of the allowed privilege IAM principal>"

FELBEAA |, ConditionTtEEN T M SCP FHEERHY IAM ZHE A, LIBAELEM IAM &
FEAEFHMIBR CloudFormation % BIBR , BRIE IAM é%AE’J ARN 5TEH#H ARN FHIT
Bi, Conditionaws:Principal ARNZRHEEZ —/IIXK ﬂikfs"‘—ﬂf)\ﬁﬁ%iﬁﬂﬁﬁg%f
ZN 1AM ZREABBRERB 250, BXBHLEEHR CIoudFormatlon BIRKELL SCP |, ES 5 SCP-
CLOUDFORMATION-1 (GitHub),

RS A& CloudFormation

RS A =2 fL1F AWS CloudFormation €12, 37kl BRiE4L % IRAY AWS Identity and Access
Management (IAM) A€, MREFTRUKRSZAE , M| CloudFormationfEA IAM EH AR
HATHERIRVE, MRENBERS AR CloudFormation HiE QI EM R ERS AR | N
CloudFormation fEFZRS A ENIERBRHPITRE , MTZE IAM ZREAIES,

FEARSAER , HNE IAM ZRANETSONRBAIZERERRFELNAE AWS BRI
BR. CloudFormationf RIEEEEEZHFBLTFAEBAXRBUFZZERE AWS BIR ( AWS #E
WRESSEK ) , BAEARSALTUNFHNRREEREN—EHANRET AWS, XFh5ER L

= .
= .

BSAE 9


https://aws-samples.github.io/aws-iam-permissions-guardrails/guardrails/scp-guardrails.html#scp-cloudformation-1
https://aws-samples.github.io/aws-iam-permissions-guardrails/guardrails/scp-guardrails.html#scp-cloudformation-1
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o WALHRH IAM ZRAEB/BRIENRES |, BFIEAENEEHRERFHLUBRIER AWS HRo

- BRI, EHUMBR AWS BIR , IAM £ ALTERH CloudFormation, Xi@EiN Bt 22 fy NS 3L
T R/IREENREN,

Bl ZORETELLHHMITER (Amazon EC2) SRl #K , IAM ZERAZEHREEIHETS
P HIREE B EC2 EBIMINR, R , CloudFormation AILAE —MNEIRRKRZERE A I EC23L 4
MERFAG. BIXMEE , IAM ZEATNGIEMK , AELETEN IAM ZERARTFHNFNIZE
HA 7 R B9 BR S5 B9 S T 32 VAR

EFEARS A EAE CloudFormation #1% |, IAM ZIEAMARETRS B EELIBANR
CloudFormation , F BiZRSS A BHEEREELM CloudFormation RFRAZEE,
AHEBEUTER :

» 3 CloudFormation B 55 & & 1 R KR

- BERSHE

- @ IAM ZRE AT FHEH CloudFormation iz & &KX R

* 7 CloudFormation IR5 A B E BEERK

- WIS A 5 HER KK

£ CloudFormation RS A &1 R AKX R

ERSAGT , BALEY —MURER , ZHEBBEIEERS THRTMERE, XERIETLH
IAM EHEA T HRAETRE. RATRBEM CloudFormation BARFIEBE) , £IREG S RIERRE
MR BRSS £ 5

EBRE IAMZREANETHSONREEEUREEZRENRSHE , HERSHENEEREEE
REANRAFBENZERABETZAE , XEBTHHILTRES RS AR THRAR,

RERSAE®

® Note
REACRE IAMFEEN., ERERRSAR  SXTEECERSACGHNIER. BNCIEA

B IEMIREEE IAM ZERATHUEABSHRR. AWS B AWS RS HEANRHIS 3
BIE—IMRS AR, NAHILIE CloudFormation IRF ARG , BRI UATAF N ERL AR

3L CloudFormation iR 55 & & H F KR 10
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RS A 1% 44 CloudFormation, BXAFRAF RS ACHNET EHRNEKE RY | 555
IAM 3C#S e 9 IR SS B AR .

BROMBIERSAEHNEE , BEREUERZRNENAE AWS i, $EE CloudFormation
(cloudformation.amazonaws.com) fEA AR AL BEHRS. XALLE IAM ZRABSEE
AR NEGRAEMERS, BERS AR , EffectAction, HMResourcetERMEN, fRtBT
LLUEEE X —1Conditiont,

BRXETENESEE , BSM IAMJSON EHTESE, AXREHE. ARNZHRITEIR
FZASHMNEREENRE, BRMERER,

[ 1AM Z3E AT FE A CloudFormation fRE A R E

E A CloudFormation RS A CloudFormation BXEERIR , IAM ZEIEAMNNEEEZEZRS AR
MR, BEEZEIEANNEFIEEAEN ARN |, LA LUF IAM £ ANNRRE & H{EHEEL A
B, BEXEZELR , TS IAM X8 AWS RESHNE TR N ABEIE LR,

LTET IAM SONEKBFRAATERAZEREFINAR  BRBRSAC. cfnrolesERATLE
RETERENHE,

{

"Sid": "AllowPassingAppRoles",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/cfnroles/*"

}

FZEIEAREANEEEEN S —fAER2EA CloudFormation RS AR EBHMEIR. UTEREFHA
i IAM EFEAEEFTECFN-BIZN A,

{

"Sid": "AllowPassingAppRoles",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/CFN-*"

}

BT ZHNEBRERN  SEAUEMAcloudformation:RoleARNGR AR EE T B O K I
H—H RS | USEMBRENRNIB RN, A TEREFBNAYT IAM FEAQE. EHMMBIR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#id_roles_create_service-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsidentityandaccessmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html

AWS HSEHIES AUT BT HKEFINPR KR AWS CloudFormation

Mk |, BIIR R HERAEE T4 EM CloudFormation fRE AR, ERATK | B UEZRHERPENZA
CloudFormationfR&5 B, ARNs

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"<ARN of the specific CloudFormation service role>"

WA, IR LAEA cloudformation: RoleARNSZ AR EI IAM EFE A R H#E
KR IREZRZESNPR CloudFormation RS AR, HE—FEFANRRHEZER
MStringEqualsZIStringNotEquals,

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringNotEquals": {
"cloudformation:RoleArn": [
"<ARN of a privilege CloudFormation service role>"

& IAM £ AE T A CloudFormation BRE A B KRR 12
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A CloudFormation fREZ A B E EEEREE

AGEEREEMMNE IAM BENAXENETRENERE, SERBEN T WL IAM EEATLAE
FzAR, EEEERED  BULLEAF, A, KFERZIBENEIEA. AL IAM Z1EANH
g% A 1%5i% CloudFormation A MRS , MU M EABWEFEREFIEE CloudFormation A ZEHE
Ao

AT EEE AT CloudFormation FREIEERSZ AR,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "cloudformation.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}
}

MRS A B KER

HERSACE , TAEQEMRMNEES MR XK, EXESEE , BSRAEEHRIET, FIEE
RESACRZH , HHR IAMZEREAENMEZZAR, BXEZER | 50 O IAMERXAETEH
CloudFormation fRS5 A ERINER,

CloudFormation 4% 55 B

HEAR R B I AR BB L AR BRI EFN R EAEH MR, #HERRERE— JSON X , A

FTENAEEERRLMITHENEE, BIAMBERT , FAESBcloudformation:UpdateStackX
BREY IAM Z3E A ZB A LLE T AWS CloudFormation P HIFME RR. EFTRESSEFR , thAlse
TEMBRFBIR TR, B SAE AR R RB B EERENRINIE, HEAk K EE o] UR LB R I

B

RABRT |, HERRBAE TR HERFHAERR. BR  EREBNERFLRENNHE
CloudFormation & FE8F I & AWS RIRIZHE T RAMAVERE, &7 LU A Ak SR B SR A8 BY (X AR 4P 3
KANBERKR , FAAVERNIMERE —#EXPNEMTR. EATENRERR , HHEMEKREEDE
EH XL RIAEALLowSE R,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html#configure-stack-options

AWS HSEHIES 79 BATF %& T 3K e SR AR A5 AU AN BR 5 B& AWS CloudFormation

HEt R BE N ENIFTEZER CloudFormation MR IR TR 1ERE, MR ARE —MEKRERE |, B8
B BAfE P A SR BE SR AR B R IP 2R P VAT B R IR. BT BURER SRS R A T 2 Mk

plan , RIREB—NEE , REE W A4 BEURT B~ H I B 17 8 £ L B i#h 5] 22 776 BR 55 (Amazon
S3) FEM T UAftE — S4B, S3 FHEMHAEE CloudFormation , # BB L EN T EEHEREH S
v, MRRAMRRE , FRAATRLAERREEMREEMBENBERERNTALZEMN S3 176
B, ARBHBEE, NREXNHLNA T HARRE | WE2EIERNAF T TS ERN RS RS
o

AT EBEUTER :

- EiEMEAR KB

- RENBEHER KK

o« PREIMZR U KB

B B M R B

Be B HEAR SR BERY , . EffectActionPrincipal. MResourcetERMLEN ., REATLUEZRE L —
MNConditiont,

T OE MR IERT |, BIANBRT , ERBA IR FNRBERRETER. ERLEESCERRIEE
MR R VFIRLEIRME. WRERUHERE , MAILEX —RAWAERFNALLoWES , REEERH
KIDeny B ARZE NN ERTRIITRE, WMFESE |, iS5 CloudFormation 342 EY xR K EE R
Blo

BAFEAXEAZCEAEHREBNEZEREUREZ RHIER , 35 CloudFormation 349
B9 TE SMHEAR SR B T 5E 2 R 3R SR B o

1R 1B M 78 25 MEA SR G
BIRMRERSE | FHXKIIMR, NREFHRER D BATEHR , WBHAER AWS Command

Line Interface (AWS CLI), B2 , i1 REE QI E MR S BRI , WATLAEA CloudFormationiZ &l &
= AWS CLIl, BXi%BA , i3 CloudFormation 347 Y 1% & HEAL R B o

HRFSLE AR VAP E M BRER PR REY |, REELNERMERERE, LES A FEXNZMER P
B Z R RIFEHRITRARBIEL IR, XYL , 155K CloudFormation 345 BY EE# 3 R 1P 5K

it (B AR SR 14


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-intro-example
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-intro-example
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-reference
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-samples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting

AWS HSEHIES 79 BATF %& T 3K e SR AR A5 AU AN BR 5 B& AWS CloudFormation

R B 71 22 SR HE e SR g

FENBRERBRIRARERE , ATUERER IAM ZEA D BRI HFRE IAM ZFEA RSB
HRRK, 12 1AM ZRATEARN B SR BN 5D B B E SCER KK,

BB REEE , RINBUETECI L% T S3 Hil. RiE , BRI
Fcloudformation:StackPolicyUrl%& 4@ H7E S3 FEMPIRMHRRAEH URL R5| Aix i
KRR,

R T B oA SR RV AR

ERRIEN RN PRA S AESKER |, W LAEERR &I IAM Z 5 A BT LART hn B HEdk B9 HEAR SR AR
CloudFormation 7£ IAM ZANE T SRR F | BOLIEE IAM ZREAEN DB HRLEHEAR R
B, X AIEABAIE IAM ZHE A M INEfT R SR BE | MTIRBRRE EHEIRAVX S,

i, —MNALFRRERETRNER , BEXTE, RHit , SN HEHRES7EEBFER CloudFormation
HEt BIE AR R B, ERENRD , MREFTAH AER MR R F M ER — S3 FMT |, WHBAK
R A e n— A BERERTHEARHEKE CloudFormation #R i, NiERXMIER , LATLL
EN—NERBEER |, £1F IAM ZHE AR I E B HEAR SR

BUTF R BISKEE BT IAM ZREAM I 7E S3 P8 P45 E T FIBARY STAF K AR AV HEAR SR . S& AT BAFE
b 77 A 4R P 170 B HE AR AR SRR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:SetStackPolicy"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"cloudformation:StackPolicyUrl": "<Bucket URL>/<Team folder>/*"

PR 75 A 2 R S AR SRR 15
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LERBEF AR ER IAM ZREANFMHER D BRI, BME IAM ZREAGNER S E R H RS 6
Bt , oAt A BLR R SR B EAR SR B AV HEAR

TR R

NERFAE IAM ZHEA N EfER D EHER KRR | SR U RSS2SR (SCP) S BRIL 5 E X flks
M,

LT RAIREER T AMAE EER IAM ZE AT OB MR AT 5 Bt SR REHY SCP, #1R 1AM
FIEAKRM IR KR , MTTERIEMER, A, LRETHILEERHREHRNEN IAM £iE
AEEHEEBRHER R, ZRBERAZGZHARS cloudformation:UpdateStacki®
Y€, cloudformation:StackPolicyUrl

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"cloudformation:CreateStack",
"cloudformation:UpdateStack"

1,

"Resource": "*",

"Condition": {
"Null": {

"cloudformation:StackPolicyUrl": "true"

BEFLBERFRAIESE SCP MARMRLAF , B LUREHNB I RENA TALAFHFREKS .
XATBUEEIA TR -

1. BAOEFFRB RSB Z A IAM ZIEAR AWS K TE, NRD AR EEEHINE IAM EH
AO

2. BOATRENNRLRCNENEESNEIAN ITHEE AWS Ik, XBE T ESMERNRL R+
B E IR KR

PR 75 A 2 R S AR SRR
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(@ Note
SCPs NRiI A RMNRHFE , BT ENKFHALF IAM ZHEANZAUTANPR, XLRE
E IAM Z2EARFNR, MREEESRAHAECENIKF RALFNTE IAM 1T A 2 B
REWER , NEERENEANREFNET 5 0H KR,
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NENER N RREE&KIENENE CloudFormation

AWS CloudFormation R £ EEFZAREXEN AWS &R, CEHEENETREEHCH —ANRFBE
BT HEEEEARXERR, E—ZEM 7 BEEHRFMER CloudFormation BRERITFRHY
‘I, ANEN BN HRENREN A FES CloudFormationig & B9 &R o

EXREES , LFFAgEeEE a @i CloudFormationBt ERYE3K AWS REMN T2 BN HEKE,
MRENEMBIERSELRR , BINBWEEFZRSH X, KZHAWS ;S XEEETE LTI
PUREXRFERAZBRESAENRNELR. BX AWS RS XHEMNZEIR , S FHAWS XY,

LTRERSLTXANERTR , WU URIUX LSRR SZFSRENRENE CloudFormationt&

M

1. EZ—EBITRIERAMERNEIREE CloudFormation,

2. BXMENES , BSHRAWS X&), HEFEXRZENHREENID. XEBTETHREIERSH
ERFEW,

3. RS R EN S B P IRERNE B Ri&1T CloudFormation BIRFIREL KRS | X RN A FFFER
R ME 4 P A AR,

BETXR , XERRTEBUAERAEXASITE CloudFormation 4R # 51 A &R 1K A BR R W B9 7R 6l

o~ AT E#EE AR Amazon S3 FiE

WRBIaIET —MNETE#DE I E L D2 E £ 74 RS (Amazon S3) S ervic AWS CodeBuilde 7
. AWS CodePipelineff XN T4, BB RS A CodePipeline ftiF CodeBuild

MiFFEtE S3 F6E# , HEMA Amazon S3 FEEEIEHIZIHRINE, ATR2EARGIPEANTERSR
o

« Deployfiles_builds@ CodeBuild It B B & #5,
« Deployment-Pipeline@ R EEH A CodePipeline,

E X Amazon S3 1@

B % , 7£ CloudFormation iR E N S3 FMW , ZEFEMEEE — 1 YAML BB XA 4,

amzn-s3-demo-bucket:

R WS S3 fF AR A


https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html

AWS ABHES

LU & T 3K e SR (K 45 AU A PR 5 B& AWS CloudFormation

Type: AWS::S3::Bucket
Properties:
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

E X Amazon S3 17 &K

Tk , 7 CloudFormation &1k BI R 7 B SRR , ZKREEX L FDeployfiles_buildW A

MDeployment-Pipeline & &5 A F .

MyBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket: !Ref amzn-s3-demo-bucket
PolicyDocument:
Version: "2012-10-17"
Statement:

- Sid: "S3ArtifactRepoAccess"
Effect: Allow
Action:
‘s3:GetObject'
’s3:GetObjectVersion'
‘s3:PutObject'
‘s3:GetBucketVersioning'
Resource:

- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}'
- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}/*"

Principal:
Service:
- codebuild.amazonaws.com
- codepipeline.amazonaws.com
Condition:
StringlLike:
‘aws:SourceArn':

- !Sub ‘arn:aws:codebuild:${AWS: :Region}:${AWS: :AccountId}:project/

Deployfiles_build'

- !Sub ‘arn:aws:codepipeline:${AWS::Region}:${AWS: :AccountId}:Deployment-

Pipeline'

- !Sub ‘arn:aws:codepipeline:${AWS::Region}:${AWS: :AccountId}:Deployment-

Pipeline/*'

R WS S3 fF AR
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FESAXRLFHEBRBEANUTRAR

* ZResourcetEIH T HEMAELLT Amazon BFEZF (ARN) BEXHWHHAERENER
« S3FHRM ARN XA, arn:$<Partition>:s3:::$<BucketName>/$<0bjectName>
« S3 @M ARN 88X N, arn:$<Partition>:s3:::$<BucketName>

s3:GetObjects3:GetObjectVersion, fMs3:PutObjectHFE S3 WRAIREKH | H
Bs3:GetBucketVersioning FE S3 HEBRAREKE, BEXEMREMERRLENESE
B , BZ# Amazon S3 WIR{E. BRMEZHR.

« Principal tEHH T AFRITIEDHE NN Amazon S3 BEMNZE, EXHBERLT , AAYF
CodeBuild ¥ CodePipeline #1TixX g4,

« ZConditiontER#FE—FSRHE TX S3 FHMEVIFRINER , Ht R BEDeployfiles_build
CodeBuild BB, Deployment-Pipeline CodePipeline BiE & ERES ALV R ZE#ERE,

tIERFAG

REF#BRBESNFZEBNIHRINE , BEFZFiHR CodeBuild M CodePipeline i 8] 1F & 8
PR, ERFHREINR , BEENSMBRSUE—IMESACHESMNRSFRIIUTEG. RSAE
HTF CodeBuild 7 CodePipeline LRSS 151E] S3 FHMBEEN R,

Sid: "ViewAccessToS3ArtifactRepo"
Effect: Allow
Action:
- ‘s3:GetObject’
- ‘s3:GetObjectVersion'
- ‘s3:PutObject’
- ‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}"
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}/*"

R WS S3 fF AR 20


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazons3.html
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EIKX PR X R AV £ B AWS CloudFormation

AIEEEM T ARMN A EME LB ER | S0 SUE XL 5 E N KR E BN R RN FENES
[ 1 BR AWS CloudFormation FlifEid HEE M RIR. CloudFormationZA{§RE K/ 48 CloudFormation
BE IAM ZRA. BFACNMKRREEHRENR. BHENBYUANRESEKSEHBBHRFENTK,
MR B REZRNAFPNENREURTEINASIENRAFTRITNENRE.

UTRAEEHANENRESROFE, XEHKESET LA BEERE#FHAMNPR CloudFormation
B3 CloudFormation A T 5 R ELE & RATESF HAKNREFEN -

- BEAFMEAKFEGF AR RIRRS g% CloudFormation BRSS , H R FATRMIRIKS
IR, Hlan , ARIENFIUTARTFEENR , FTAVXERBENASCE, FR M R,

- WFEEES CloudFormation #LEE SR E AWS BRH IAM ZIEA , IUEZEEFARS AR
CloudFormation RAFRRERARERR , MAREENZEREAETSMHNEERE AWS IRFS 1Y
BREYE [F A PR

« £ IAMZRANETHHEEES , FHcloudformation: RoleARNS A48 K12 &I ] LA 1% R LE
CloudFormation fR5 A&,

- EFRBILENRAR , FRITHUATERE
« P EFTE B NG EZ CloudFormation BRSFHY IAM ZEREARE G E SR 5.

o FEAGUEIRTRLE A P AT BT )X LR IAM EFE A
o BEEAEEAEFNERESAEEN IAM ZFEANTES . CloudFormatonREMIATRELNETLE
FERHRBELIE IAM R , BT MEENRSAETUEIER IAM &R,

- AEQEEFEERFENHER  REEEHKRER, XUUSBRFABEKAREZIENETNE
M, XLFH eSS BUX LR IREP IR EiR,

- BXEIEEMNEIR CloudFormation , iHFZHIZRFNIH R EERERNN L RERK,

c ATHEAEFFHNETSONEBNE T HRNEBROEN , °7TUE RN FENRRRE BRI
WS, flanRSEHIRE () SCPs MIINRRULR., BEXEZEE , BEH GETRK,

Z CloudFormation X8 HEMKESEMEZ £ HIESXE | JRBEBESM,. CloudFormation EZ&
2HFEA, WA, BSRAEBREAISKENRFEEEE T 590 KK &EEXE CloudFormation A
o8
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security-best-practices.html

AWS HSEHIES AUT BT HKEFINPR KR AWS CloudFormation

IS

BRMERRERPNEENRE , FHREENALAFNAKENREN, BRIMNBWEEEERZFETH
MEMARER , AP UHBETEBRERNNESENTIE,

AIEH EEBBEF B AU KERRIFEMNPE, AWS CloudFormationfB 2 , 8 H 3R A KeE af
LAESBHIRTE AR F B HKENREREN, BEEWREFNLZER | BUEEEXEAERPRITIEHE
fhin&EmE, T—FPUREXEZER , RINBWEEE LU T SRENREFEZ i B R AR A<M

FH

« 1AM SRR BRIA 5

- IR IEFIZKHE (SCP)

- BIKFPIARINAE

- BRESHMIALE

- EF IAM W EXRHREMER

LT T EM LA BYE SR T BRI KRB PR I R APRFAPR : CloudFormation

« AWS Identity and Access Management Access Analyzer

« A LAER AWS Identity and Access Management (IAM) $224&] & S @y “i 8] i 5] 7 &3 3RIR 3 1AM
BONIENR, BXRRH , BSHEA S3 BRENTR A LIEFWEEN IAM AF A EH S3 &
R (AWS BEXE ),

o SO LAERE M cfn-policy-validator(GitHub) Z 3&HY linting T B3k &8 BIR 51N 2 M9 AR.

LEBBAEFMEE CloudFormation XBRAEY , BB EAFELERMIBFLRT (CI/ICD) EEX
CloudFormation SpEEMx, XEIEK T ANEROXEH MR T PEIE,

22


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#role_cross-account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#id-federation
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://github.com/awslabs/aws-cloudformation-iam-policy-validator

AWS FSEHES

RUUT B IR R KSR 5K B AWS CloudFormation

7 R

AWS CloudFormation 3 #4

{55 F #2415 1| X BR AWS Identity and Access Management

« AWS RIRNMEMRESE

1% & AWS CloudFormation 4% i%& I

« AWS CloudFormation [RE A&

AWS Identity and Access Management (IAM) 34

IAM R B9 5% BE R A PR

IAM JSON KBt ESE

REEITEZ 5

5 |AM BE&EFAAWS RS

BIE A B EAZTIRNER AWS RS

BERIEA R

IAM F I Z 2 H{EKE

Hh AWS &2 3@k

« AWS RS ( REERINSE ) WRE, FRNZMHEH

BT RARD R 15 B4R ( WellArchitect AWS ed Framework )

BEBEAUER IAM ZEHIET (AWS BEXE )

CloudFormation 344
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
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MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

RE

i8R B #

BMNXESHFHNBRARE  2023F5A5H
AT TEXMETNEE , U
BRELRALRB
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https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/least-privilege-cloudformation.rss
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