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KA EIET B AWS loT Greengrass £ E&EHIRE

Greg Breen , I 5 Web Services (JAWS
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AWS loT Greengrass@—HUl&ETH MRS , IS EAAERE, BEMNEEYEN (IoT) &
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BFRZAAR
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IR AR
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« AWS IoT Greengrass RS HIheE , FlanAH. EE. BANI 4. EXEZEE , BSH AWS
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« REBHELKNIZ,



https://aws.amazon.com/greengrass/
https://docs.aws.amazon.com/greengrass/v2/developerguide/manage-deployments.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-components.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
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TAaREH?

HEMEREATAEREEFZRENHHNRE, UTR—EEMREXRTFENEATENESR G
~

 Raspberry P i : Raspberry Pi #{ER % 1ISO X4 , fRAI AR EHiX & X4 H Ak FI# Raspberry Pi
SD .

- IE5#HEMHITE R (Amazon EC2) : AT Bz S# EC2EBIML S REREG (AMIS).
 Docker : #RM Docker Hub &3 it 5= F & H F T /&3 Docker B 2589 Docker & %.

- BRIEGISR XN TEEZRNMERGEESR , BENSISNHERF, NARFNRERIEEK—1NERXD
PIS-recordXX #F. Intel HEXIX#F s =3t 30 4F , BAMEME L BB L B8 %o

MNEERFHENEEE K

BEMEUUMK , T ABS HBERGRARAMERSHESRZHNRERAE, EXMERLT AWS
loT Greengrass , B FEAESIRZHRE,

WTEAR, QT —1MEERE , RRAXARGUUEZESRE , AR ZREAMEBEAFZR
#o

MNEEREFRNEBEREK 2


https://www.raspberrypi.com/software/operating-systems/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://hub.docker.com/
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AT ALEERSEEE?

EH NEAEERENRBHRHTHERENRRERS.

MREU R AMRIEFIZE AWS IoT Greengrass 8% , MABERIANEEFTL L AT HRREZINIT AWS
loT Greengrass = E =B RBEN . BNRERRTESIE

- BEART  AEAREPTHEMENNETRESZWENEFTLEFR,
- RAEBBMER  SRFEBANELES L DX ERMNERE , RHEEARTERITZHE,

- BEERMIEZETMTEIE | BIEE X LB EBRMER BN ARG IREERENEFL T ER NG U
EEMETFTR , Rt =BFETERFREAN.

MRBIERFEEFL E# 1T AWS loT Greengrass 38 , M A AERZREEAN AR FHEFNER

THMRE. B2, ATUTERER , FNERRUENFECFEIBEPLENARFAY

o HITBRYONIE (FAT) : ERRERIE (QA) REN—H5 , BARSENEAREZHIT FAT IXNREZ
HITEME, ENIERTAEBEECHEESEMN /0 FED , AEYENEELTELIERSHE
TERBCHNARRRGR , Feext BT,

- NZFEBRNEETARE : HENRZENGLERFTEN , ELEREHRERREEERMIEE,
Hit , ZFERES BN RFETEEITERS.

- WEFFBEVETHE : IFEERMNEZTRE , £ RFENG EXIFRAN B T4 T F BT
D, AELEEGFERESHETK.

- BENERERR  CNRRTREEBRENEEE ANV GEEHEHE TEMENARRAYS
ARERFE TSR,

Kt , AWS IoT Greengrass REFIENBEZTER s AT RENBENARFAY , BAELE
£ AWS loT Greengrass =Eb&E. AIERITILAMAEZIZE #ro

£ Greengrass CLI R B H &M1&

FRESRENE —TAZER | B B3R % Greengrass i21TH , REME A Greengrass (s S 1THH
(CL) B ZEAH K EEARE LA MREHRFBREG, BR

- REELAEELINEPRRE Greengrass CLl, REXMERMNZRZAREN , BXFIERERNE
Fo

A Greengrass CLI KRB H M & 4


https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html
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- BEZWENBERAE4TIHNES , HEEFL LERES.

« BEEMA Greengrass CLI At ZEB S RBEFNAH,

- EARIBEPEAgroupIdMAHIRAE , BRENMD , UBREENSHEFTLRETR,
- MRNFAEBLEENIRE LR % Greengrass CLI , N@FEAERE— S FEMBIER.

BAEME , Greengrass CLI Fi2Lt BEEMBER , ERAZHE,

f# /A Greengrass CLI K& & &M &


https://docs.aws.amazon.com/greengrass/v2/developerguide/gg-cli-deployment.html
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ERERZ

AWS loT Greengrass AMEFIENZ O RZBEBEZBRAR Linux 8% , 18 Linux KITHR=2 A
Yocto ¥TEMEN . BE , [EW Meta AWS T B FTiEBAHY BREF , Greengrass B ZIE TR SBRAFIR
1ThRH.

HRREFBBEBEFHENARGELARSN X, NEEERESREENTTHTRHURIE, BHVIRE A6
BIlkEaHRE , ATRHSE X,

EHNEESMBTREISRENEN G REINBEHIN -2, FEMEINEXHREHEEE
BHE 2 AWS loT Greengrass , B3 BHE M E S 2 40 F B K.

Greengrass B

ETHMAERPITICHNESRGS %  BEE TR TMW Greengrass B XM EH.

B R

alts BaZHAED e FEZIRSH Greengras
s BRI T S 4%

bin BTG (MRZETZAN , WA
Greengrass CLI Z##I3X# ) . XNMNEFREE
REEQ Yo

cli_ipc_info EHA T Greengrass CLI 32 8&{E (IPC) &9

Scratchpad., R&E KL% Greengrass
CLI, Mtk BFRHZE,

config FiB Greengrass BLiE , BIFHAHKEE.
deployments ATEEBEMERRSHEE,

logs BRI E A 48 B E X
packages PREAHN THMES.

Greengrass B F#t 6


https://www.yoctoproject.org/
https://github.com/aws4embeddedlinux/meta-aws
https://github.com/aws4embeddedlinux/meta-aws
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-cli-component.html
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plugins RATFERFHIRELRENaws. green
grass.plugin A, BN , LEFFEE
EEIE,
telemetry Greengrass £/ Scratchpad KL B #Z XA
L/)HJ?&EO
work AT A4 Scratchpads
logstelemetry., FMworkE FXBEWFHKE. CNFEETeELEREGF , HtmREER/)

{LEGB KD, FEBEEA,

Greengrass CLI BEALZREET®RZF L , Aitktbincli_ipc_infoMIBERBENZ , BETEES
BEESRESP,

RBEHERY Greengrass R FHLZE T M ( I IIEEFHREENEER Y ) , ZpluginsB X
FTELEBEBIE.

deployments B ZFHHBBEBREFBEREHTHNER , HEEEEMEPTFIEEXLERIE,

Hikalts , configfpackages B RHETARNE, A , IREEH/MBGKR/)D , XLEIH—F
ZIESTEEEMEHPH Greengrass B o

RHEZEFHNAR

packages BRBE=NFBER , lITRA R,

FER ik
artifacts Greengrass E S E B THMWERAHF T4,
artifacts-unarchived MNF.zipEENWIH , HEXEEMHENTI
% BEEelCHEESR , WEAGTUERAIHR
&
recipes 4H LS XX

RHEERNRE 7


https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html#download-fleet-provisioning-plugin
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a4
LR RpIBi e 5IRpackages/artifactsE R T THHEFEH X

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts
/9greengrass/v2/packages/artifacts

### aws.greengrass.DockerApplicationManager

### aws.greengrass.lLogManager

#  ### 2.3.7

# ### aws.greengrass.LogManager.jar

### aws.greengrass.Nucleus

#  ### 2.12.6

# ### aws.greengrass.nucleus.zip

### aws.greengrass.SecretManager

#  ### 2.1.8

# ### aws.greengrass.SecretManager.jar

### aws.greengrass.SecureTunneling

#  ### 1.0.19

# ### GreengrassV2SecureTunnelingComponent-1.0-all.jar
### aws.greengrass.labs.CertificateRotator

#  ### 1.1.0

# ### certificate-rotator.zip

### aws.greengrass.labs.HomeAssistant

# ### 1.0.0

# ### home-assistant.zip
### aws.greengrass.telemetry.NucleusEmitter
### 1.0.8

### aws.greengrass.telemetry.NucleusEmitter.jar

15 directories, 7 files

HER-RIEMN
LA RIS FIRpackages/artifacts-unarchived® /R T M . zip X HREV T4,

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts-unarchived
/greengrass/v2/packages/artifacts-unarchived
### aws.greengrass.Nucleus
# ### 2.12.6
### aws.greengrass.nucleus
### LICENSE
### NOTICE
### README.md

H O H HF B

ke 8
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### bin
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##

H OH O O B O

### 1ib

HOoH OHF OH OH OH O OH OH O B OH O

### conf
#  ### recipe.yaml

greengrass.
greengrass.
greengrass.
greengrass.
greengrass.

loader
loader.cmd

### THIRD-PARTY-LICENSES

exe
service
service.procd.template
service.template
xml.template

### Greengrass.jar

### aws.greengrass.SecureTunneling

#  ### 1.0.19

### aws.greengrass.labs.CertificateRotator

### 1.1.0

HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#

HOoH OHF OHF OHF OHF OHF O OH OH OHF OH OH OH O OH OH O O OH OH K H R K K H R

HOoH OHF OHF OHF OH OHF O OH OH OHF OH OH OH O OH OH O O OH OH K H H R

### certificate-rotator
### _ pycache__

config.cpython-310.pyc
config.cpython-311.pyc
effective_config.cpython-310.pyc
effective_config.cpython-311.pyc
main.cpython-311.pyc

pki.cpython-310.pyc

pki.cpython-311.pyc
pki_file.cpython-310.pyc
pki_file.cpython-311.pyc
pki_hsm.cpython-310.pyc
pki_hsm.cpython-311.pyc
pubsub.cpython-310.pyc
pubsub.cpython-311.pyc
state.cpython-310.pyc
state.cpython-311.pyc
state_committing_certificate.cpython-310.pyc
state_committing_certificate.cpython-311.pyc
state_creating_certificate.cpython-310.pyc
state_creating_certificate.cpython-311.pyc
state_getting_job.cpython-310.pyc
state_getting_job.cpython-311.pyc

state_idle.
state_idle.

cpython-310.pyc
cpython-311.pyc

state_machine.cpython-310.pyc
state_machine.cpython-311.pyc

HER-REH
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H OB O

HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
#

HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#

HOoH OHF O OH OH OHF O OH OHF OHF OH OH OH OHF R O O OH K W H

### state_updating_job.cpython-310.pyc
### state_updating_job.cpython-311.pyc

### topic_base.cpython-310.pyc
### topic_base.cpython-311.pyc
config.py

effective_config.py

main.py

pki.py

pki_file.py

pki_hsm.py

pubsub.py

requirements.txt

scripts

### run.cmd

state.py
state_committing_certificate.py
state_creating_certificate.py
state_getting_job.py
state_idle.py

state_machine.py
state_updating_job.py
topic_base.py

### aws.greengrass.labs.HomeAssistant

### 1.0.0

### home-assistant

HHt#

H OH O O R

HHt#
HH##
HHt#

17 directories,

config

### automations.yaml
### configuration.yaml
### groups.yaml

### scenes.yaml

### scripts.yaml
docker-compose.yml
install.py

secret.py

67 files

HEE |, Zalts B FXEZERIFH Nucleus . jar X#., packages/artifacts-unarchivedflan :

user@machine:~$ sudo 1ls -1 /greengrass/v2/alts/init

total 8

lrwxrwxrwx 1 root root 97 Jun 27 ©8:12 distro -> /greengrass/v2/packages/artifacts-
unarchived/aws.greengrass.Nucleus/2.12.6/aws.greengrass.nucleus

HER-REH
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-rw-r--r-- 1 root root 16 Jun 27 @7:07 launch.params

E it , packages/artifacts-unarchived#MBEEEHNEBHEP,
recipes

LT RGBSR packages/recipesE R T RIENFHAFN. EEAMT , BAGHE—REFMH#
LA#EB Greengrass EREIHMENAECRECLFEBN XS, XASERENKACEESRERER
TERE, At , N ESREFHERBEAUNBREASHMEHNHES L,

user@machine:~$ sudo tree /greengrass/v2/packages/recipes
/greengrass/v2/packages/recipes

### QyalwarrMfzlq5PUTvOgfHOununru_xCLUFACECM_R0O@2.3.7.metadata.json
### QyalwarrMfzlg5PUTvOgfHOununru_xCLUFACECM_RO@2.3.7.recipe.yaml
### 89r1-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAc@2.12.6.metadata.json
### 89r1-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAcC@2.12.6.recipe.yaml
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd90@1.0.0.metadata.json
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd90@1.0.0.recipe.yaml
### ViIMYPYs99-AzSt1glL2L2YD5P7sIN-yEhy23wWIK_JIN8@1.0.8.metadata.json
### ViMYPYs99-AzSt1lgL2L2YD5P7sIN-yEhy23wWIK_IN8@1.0.8.recipe.yaml
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DfQVkSmZh2bbGYXgel.@.19.metadata.json
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DTQVkSmZh2bbGYXg@l.0.19.recipe.yaml
### gQWwM7MSL2k0sBADU9b0QI1Qq08ZI3hgpbKT5Bv4Ijke@l.1.0.metadata.json
### gQWwM7MSL2k0sBADUSb0QJI1Qq082I3hqpbKT5Bv4Ijk@l.1.0.recipe.yaml
### j_j5Seyy@1F0cIh95nBFy4HYf8P1kT-jW_nmV18ldbke@2.1.8.metadata.json
### j_j5Seyy@1lF0cIh95nBFy4HYF8P1kT-jW_nmV18ldbk@2.1.8.recipe.yaml

N

® directories, 14 files

RGBS

MR Greengrass ERARERFZZE (BEATHRAR Linux 8% ) , IESREELNBEBER[
I B R, systemd

Docker B {&

R IBHI%ZFEH L Docker %7 THH) AWS loT Greengrass A4 , NiX LR TF
Greengrass B&M 24, At , FEEEESMBPR IS EHEREW Docker HiffEM R, HEME
BEEME/var/lib/docker,

recipes 11
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HE , B LER Docker TR EHIFEHELZNESIRE LW Docker &% , A RIX L Docker B 15
HBNEFK ENEARRE L, BE |, BE& Docker BB , WAZEEREATTERMELRE
Ko

# X

MRENEZEAZAEERARELZ KRBV AWS Secrets Manager , NIX &2 FEHEER
MEEIZEZM Greengrass B i H M config/config. tlogX#H., Hian :

{"TS":1718878001465,
"TP":["services", "aws.greengrass.SecretManager", "runtime", "secretResponse"],
"W":"changed",
"V":"{\"secrets\":[
{
\"arn\":\"arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-
home-assistant-KIzJfz\",
\"name\":\"greengrass-home-assistant\",
\"versionId\":\"8e481177-9250-4458-9f1f-3690d28e4ae9\",
\"encryptedSecretString\":\"AgV4j+We ... A7QjdElw==\",
\"versionStages\":[\"AWSCURRENT\"],
\"createdDate\":1660648425915

"}
X LN F FEEMEMA config/effectiveConfig. yaml XX #H :

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfz\"\
,\'"name\":\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\

B 12


https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"

AR EESMEBERETEZconfigE F , hiFSH4IEE , Greengrass MR EESRAHLFEAESIE
ZNARAXNBHAHRITNE, BTEAREBEE—NALY , ALENEFRELEIBREHENESRE
piIEeA o N

Hit , BNBZWENEESREFHERNBNER |, BUHLEENEFTRBEREBBRESRZINE, £iRE
BXRERBREZH , SHE LT FERAN , ENNARFAGNZTUEREET , REELTUEE

B1To
HHLZ R B M E R A

MRENALEREFRZAEHETEFERNE , WENEFEKFTE-—MEAIEFREFNZAEE
BRAHNTH  UMEESEEFTRFZ LERIE, RINTHEEXMLE , BAECRESR , MERNHE
B A REERNBIMET B MM E R EE RFo

MNP R EMERE 13


https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
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EB&FE

BmME 2 , IRULLUE RS EREE I E Greengrass B FHWEEER% -

- EELIRE LATREA Greengrass B FHHIRER,
 {X3H#% golden &% LM Greengrass B A9 EZB 0 1R,

TRELTREG EZANEERXS,

Greengrass TR ER Greengrass Y ZB 5 R E&

‘@& Greengrass B % Fi8 Greengrass B ( i altspackages., F{X
RHERZE FHNTE@ASER  BRpluginsB o
FEHEZR, 0E—Fk ),

e AFRBUMLTRETHER IEXNSEEFRBHTHE
o mis 2 E &,

R FENSRETRERITEE 4AFRILAEZISIETEE
VB E, #AEE THERS.

Greengrass BT E R R

BIELNESRERIE Greengrass BRMHWTERR S URENATENESIRRNIFEN
HHRENHLEFRMETY, XEKREFRBEEGERNEZFEEEXMHENE R, Hit , Z4%
f‘lﬁ%_ﬂ«)\ﬁﬂﬁi?fﬁﬁﬁf’ﬁﬁ&f"éﬂ# , FEEARZ AL A# AT S THERS.

XMIENERZLET  FENERAURSEEAMENEENEEEFREFATMILREREE
R, T —TRFFEANTBXEREDR,

TETHERSHWRRYE
RELHNARFAGTUEIT , BEENFTERHBLEL TR

- EERHEEZE , FHERTSSEARARSE#ME,
- EERIREEZE , SRR FRTERY T EIRIREBE R AWS Identity and Access Management
(IAM) .,

Greengrass K 5EE 1R R 14


https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html
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« WMREMRZBEABIIBEEHjust-in-timefL & , MEBBETTHK AWS loT Core Z Bl , EFSEEE,

Greengrass Y87 1R BR

HIEFERAID Greengrass REBH LR , BE&M B Nalts@BE. MB R, packages
pluginsiZconfigB FHEHEREN , R EEE T HBMNEEMNH L IEFM LT,

HR.

FTER[/R , HENEFRIZIEZITHECH , ENNABRFAHT A TETRES. XARTERZ
BHAMBEER, B8 ATE#HIHAFETHEL  AUNRSHBNAEUE LN THEE | NHE
MIRBKFSHEN , EMNFWEH TH. Bt , HEENRR , HEFT2EBEMNEZ LFEKRE
BERA,
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https://docs.aws.amazon.com/iot/latest/developerguide/provision-wo-cert.html
https://docs.aws.amazon.com/iot/latest/developerguide/jit-provisioning.html
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EBRERF

UTFETHART WREESREFFZRGEALEF L LNEAREBNTRE.

BB EERE

%15 REMBE Greengrass.

BEE—He@ EENESIER ERE¥ Greengrass edge i21TH , RAEHEAEENEEHEHITE
Bo_

2":55% 2 %B%éﬂ{*o
BEE—#H  MNSHENAEFAGNEEDEIEZNESRE.

MNENEEZREZ LENESEERK

WE , BUURNENESRZHTREUCNERSHRE,
% 1% . XM Greengrass.

RN E L% % LXK Greengrass RS, Hilan

sudo systemctl stop greengrass.service

% 2 & : BH Greengrass X HHIRER,
RIBEBENES L , AR Greengrass XHHNZERBLRE , HEHISESCRED,
% 3 & . EFIYREY Docker & o

MREMAHEER Docker HRMEN T4 | FHER Docker RETMRMNRBAFHEIEELNAESR
B&H,

HE , B LMFEMAdocker savetlZ&EA Docker BMEHIERY , AEMNELREPEHIXLEFN, Fl
m

user@machine:~/environment $ docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024 .6 2b4c9de733f1 9 days ago 1.6GB
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
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user@machine:~/environment $ docker save homeassistant/home-assistant | gzip > home-
assistant.tar.gz

BE , X5 AL Docker REEMRFMEIEESREES,

NEEMEEALBNETRE
D  BEENEIEFKEFNEEETREETESER. BECAMNEAUBIHRITUTEIR,
% 1 i . E-F#I_o

FENESMEEALETIEE. BREAEE Greengrass B MM Docker B FMERN TERE 2
REE (WREA ) -

%6 2 & . ¥ Docker & B,

MREEFRFEMAdocker save NIEWE SRR E#I Docker BB ITH |, EEA X LRGN docker
loadEEHE~&RE £, Hla0 -

user@machine:~/environment $ docker load < home-assistant.tar.gz
user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024.6 2b4c9de733f1 9 days ago 1.6GB

® , XMITELR Docker BEGEMRAME ESREEE,

HIR 3 RIERE.

tu%ﬁﬂﬁiﬁ%$ﬁ)¥ll§)\§um CERNEFIRRRER - X509 iIFBFAG  BRESREET,
— Eﬁﬂ’mtﬂﬁﬁﬂymﬂ%%a FREA4AZSESR (HSM) MBEN L HFAEMER (PKI),

Bl E SR A IRE

MEBTMEGBE K YIAMBEEAEFTIEE, MEERATEEANERTELREIS Greengrass REBH
5£o ingjzggﬁﬁﬁﬁzﬁﬂfbﬂﬁo

SEEM Greengrass REBH %

/A Important
REEMFEATEN Greengrass IRIBF AR , FRERBUT SRR,

FESMBEALBNEFRE 17


https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
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W] REHRE.

Ym%8 config/effectiveConfig.yaml X#. flin :

sudo nano /greengrass/v2/config/effectiveConfig.yaml

SR 2 RESYWEWN
REFMEFRENSYENARNRERRT EREEAMNIIEE. RIFEEHAHIHITEBE L.

WREFEARIIEE , MBS HEthingNameBERIREBEFRENSYER , FELRESE
MEMRBRNEFRENEYWE . il

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: "ProductionDeviceThingNamel"

MREEANVRIIEE , MSALBRTIOESRBERE , UBRAIIEEFHFEESRELE
1T Ak, AL thingName B AN ESRZBYBEMNERNZFZRH, Fl

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: ""

A, BRTMAE BREAEEFNE servicesBHER , A EREYEMENB S
MtemplateParametersEMEiE., T REMRIZEAFIE EEHRE —NBRAWSHEThingName , &
WtiEH B EtemplateParameters A — N ThingName& t :

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: ""

services:

STEH Greengrass REH X 18


https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
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aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"

BHRAGIRESEE-LERLEFTNTENRIIBEEFERESH. EXEZELR , H5H AWS loT
Greengrass XHFHELE AWS loT BAFIE E @1+

B3L  ENMERNSEWRR.

MREBEMAHERiot: thingNameBL S ZERIFEESYWEN , WA LB HREHED , AdE
ATESEREYEN. fl0, MIEPRGREBEEXEAHMS -

services:
aws.greengrass.labs.CertificateRotator:
componentType: "GENERIC"
configuration:
accessControl:
aws.greengrass.ipc.mqgttproxy:

aws.greengrass.labs.CertificateRotator:mqttproxy:1:
operations:
- "aws.greengrass#PublishToIoTCore"
policyDescription: "Allows access to publish to relevant topics"
resources:
- "$aws/things/GoldenDeviceThingName/jobs/+/get"
- "$aws/things/GoldenDeviceThingName/jobs/+/update"
- "awslabs/things/GoldenDeviceThingName/certificate/create"
- "awslabs/things/GoldenDeviceThingName/certificate/commit"

aws.greengrass.labs.CertificateRotator:mqttproxy:2:
operations:
- "aws.greengrass#SubscribeToIoTCore"
policyDescription: "Allows access to subscribe to relevant topics"
resources:
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://github.com/awslabs/aws-greengrass-labs-certificate-rotator
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- "$aws/things/GoldenDeviceThingName/jobs/notify-next"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/rejected"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/create/accepted”
- "awslabs/things/GoldenDeviceThingName/certificate/create/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/commit/accepted”
- "awslabs/things/GoldenDeviceThingName/certificate/commit/rejected"
keyAlgorithm: "RSA-2048"
signingAlgorithm: "SHA256WITHRSA"

EFFERLEERT , EBLARESRBZBYETNAMAESHBERNEFTREBZYEN.
B45 BRASTRENE.

effectiveConfig.yamlRELNESREFHENAENBIE, XEFFEENEEEREAHLRE
B, i

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfzZ\"\
,\'"name\" :\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"

BRZMEREZES | UBERENEFRBIRZEBEZLRESRINENESR. BB
ZsecretResponse@ . i :

aws.greengrass.SecretManager:
componentType: "PLUGIN"

STEH Greengrass REH X 20
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configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
version: "2.1.8"

F]|5: NAERENEE,
NMAENEWEBH#HITEH config/config.tlog, fln :

sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \
--start false \
--init-config /greengrass/v2/config/effectiveConfig.yaml

84 Greengrass REB 5%

MREERE D Greengrass IRIBHEZE , WEFRBNEEFERE, ZIRERE Gre engrass B HY
ZBs| SEFBIEESEMER , —HNTRENBEE%ZREEEKLLEN Greengrass BT

/A Important
REEMFRE D Greengrass TREBHER , TeERBIUT T ERIBHE,

S} ERE.
IR BEERRTEREEANRIIEE, 55 4RIEEN AT EBNER.

WMRERERABRIIEE , WA ABIE— NI ERIBEERGTMEEN DI EEX 4. &
ZthingNameBHREN BN EFREZMEN. a0 .

system:
certificateFilePath: "/greengrass/v2/device.pem.crt"
privateKeyPath: "/greengrass/v2/private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
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thingName: "ProductionDeviceThingNamel"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.6"
configuration:
awsRegion: "us-east-1"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"

MREFEANZAIEE K NFrEENTEIIEEFHNEE, HEEMFESRENEY
BVMERNEEP AN templateParametersE iR, AT RAIBRIZEATIE EERE —NEANS
¥ ThingName , HtiAEHE EtemplateParameters A — 1 ThingName& % :

services:
aws.greengrass.Nucleus:
version: "2.12.6"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"

EHRAGITREFESHLE TN TENNIIEERGEESH. EXEZEE , HZH AWS loT
Greengrass XHFHELE AWS loT RAFIE EfE 1.

W2 NABE.

MAERE#TeEconfig/config.tlog, BN :

sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \

B4 Greengrass R 5% 22


https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
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--start false \
--init-config config.yaml

B9 Greengrass HREBH % 23
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2518

AERAERHTIAESEGRT REERENAR, BNEBWEFAERRENEREESE , #
ZRENBEHRITRECEAEAZLER (HSM) KEMFRE M, XLEERLEIE MK EE
LMBERH T EE.

EQERNAEEXAEINRS , AEALTEH LN “EHRE £, UREEETMAER , FEY
repost .aws [E {4 1#2E],

24


https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://docs.aws.amazon.com/forms/aws-doc-feedback?hidden_service_name=ProServe%20Enterprise%20GPS&topic_url=https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/enterprise-blueprint-factory/introduction.html
https://repost.aws/

AWS FSEHES

RHEHETH AWS loT Greengrass € BB GHIEE

7R

AWS loT Greengrass F X A R IEE

% AWS loT Greengrass /054
#KE%H AWS loT BAFIELE IhAERY C AWS loT Greengrass ore ¥4+

=
=

et 3]
AWEE

mEAFRE

RS
$F AWS loT Greengrass A4 ZBERZ

AWS loT Core FF X A RIEFE

REBE

HEH

£ AWS IoT Core{#H X.509 iE B #1718 % & MEE

X

repost.aws
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/manage-deployments.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://repost.aws/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/iot-greengrass-golden-images/iot-greengrass-golden-images.rss
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AWS Fe g SRR

T2 AWS SUEESRHENEE, FRNEXPNERARNE, ®BEERAR , BEARERRE
Y fR M I i Bk

7R

FRARFIBI TN 7 RENTBER, XLEFREE Gartner T 2011 £WEMN 5 R AEH |

BIEUATHE :

- BEN/ENEN - RO FNASREDGERRESHEE, HENAY BYE , LEBRNAERHBXR
HEN, XBESRIBERERENBIEE. 76 FENAKH Oracle HEFEITBIHE
Amazon Aurora PostgreSQL KIS

- YA - FNABRFERE =Y  HHIT—ERENRIL , RARIEE. =6 EHREN
7K Oracle BIEFEEIBEEA T Oracle ML Tk REIEEE RS (Amazon RDS) AWS Cloud,

- EXMWX - BRIEMTR  BERMNESITFAIHM SaaS B, 7"l . FENBFEFXRER
(CRM) R4:1x % % Salesforce.com,

- FEN (( EETR ) - SNARFIBI=D , EERHTENEXETRARI6E. =6 : &
R EC2 24l L3 &M A tth Oracle ¥iEEE B E Oracle AWS Cloud,

- EFEMN (ELUHSEERAERETE )  FEMBREIBI =Y , TEMEHELH, EENHRE
FSENMEHRE, BALNRSENEBFEEETBEE —FENERS. =6 : HMicrosoft
Hyper-VRI AR FiE#% E AWS,

- RE (B ) - FRAEFREEFRIES, HP Aol EEHTEAEMNNARER , #8
BHEEFIERRRLE , UREFERENEZNARRF , BB eilEE®L LHER,

- FA - FRSBBRRMERFABEENRAER.

A

ABAC

BESRETEMENH RS,
HRIRSS

SNIEERS.

\
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ACID

SRETH, B RBEM. WAM.
FF-EHEH

—MBREEIBLE , EXNGEF , REEENBERBEERFRS (BIEARNCMEH TEH
RNEHRE) , I BEFESEIBHALERBEZNAERFNES . IMAESNME, T
RER  MAFE-AMEE, SEI-HIHIBHEL , CERE , BEREESH T,

FF-WAHER
—ﬁi&ﬁﬁﬁ@)‘i}f EXMAEF , REEENMBERBEERERS  BERBEES T B HK
EEERT RBEELEXRBEENARFNES. BMBEEEEIBHETEZIEMES
?Rn@?&

— SQL EH , EN—ATHTREHTEZANENREE, REEHE THZIESUMFMAX,
Al

W

> AT EEE
AlOps

SR AT EERE,
ER1L

KAMBRBBEEPMAGCENTRE, ERLAUBBRIPNMIABRL. ERBLBERBERAN DAL
o

A&
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSRESER., THHF
MERFTRBN

Ri T2 PRl

—ReFE  ATERAZYHENNARR , UBPRFREZZIEZHHNES,
MRAEFAS
BRALAEANSMINARFNFAGENES , SENENEF ZNARFHRAREL S50

H, IEERERTRESRXUNTMEENRE , BB TRAIFTERTER., RACMEILWEA
BFABEELER.

A 28


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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ATEEE (Al)

TEHMNZFEBN TERTERARRITEE S ARMEXRBINATIGE , flmE>, #REZEMIR5
B, BXESZER , FSAMTLEATER?

AT E B2 1E (AlOps)

FANBEIRRBREZE NI, BLPEEEHMARNTRUARESRSRENTRE. EXx0AE
AlOps AWS T XRBEHEANELER , BFSREREERIERE.

SEXSRR 0

=3
S
AV}

—MNEEE , FA-NER , —T2QHARTNE , M RHRATER, EUURELS
TRTEZ , BXNAAR TR N Z =R,

RFE, —B%., REM. HX1% (ACID)
—ERHEY , IEEHIER, BRUEFEMEENERT , LR RIUEHEENBIEE RN
BRIEATEM,

ETEMMNIARXREZES ( ABAC)
REAFEMY (W], TELAEHNHAKRER ) IRBAHRNRNME. BEXESZELE , B5H
AWS Identity and Access Management (I AM) X & AWSHE) AB AC,

R EEIR

FHEEIEBFERANNLE , HIANRRATENEER. SALUFHEMEBERES 6 2 2 i
B, SMELETE RS SN BEREITERL, mEBIHRBL.

ATHX

FH—NFEME AWS X8 |, FREAMTAXERENZE , HEE— XEh e A XE4H
RAAS, (REEIR B9 M 4%

AWS =X FHHESE (AWS CAF)

ZERIEESHHMREREK AWS |, THBAAHESREARNITY , ARDIEBI =K.
AWS CAFRESDAANNERTE , HFAMA : LF, AR, BE. ¥4, T2WEE, LF.
ARTAEAEMNETUSRENRE ; ¥4, ReNZE/EMNETRARKENRE. Hlm, A
RAEHNHNRATANRR (HR) ., AREREREMAREENFNBZERE. NXNMNBERE ,
AWS CAF N AR KR, BINABRETES , UEBHALNWRIRACMTESE. BRXESE
B , 2 H AWS CAF M5 AWS CAF HEH,



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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AWS THEREREEZLR (AWS WQF)
—MITEREEIBIEMAR., HETBRRBEANREHIEGENTE, AWS WQF 2EE AWS

Schema Conversion Tool (AWS SCT) #, EARSMBFEELEMMRBNR. NARFRE, &
PR RFMEREASE , HIRMITNHRE

B

TR A

SRR A AR B F SR ERHE A
BCP

0l SEEM T,
AnE

—BRREIRERITANTENSE —RERNE. LA LEH Amazon Detective BT HBRK & X
MH B FRZE, AL AP FAMKLUNEE. BXEZEER , 55 # Detective XEPWITHE
P BIE.

REFRE

—NEEMBRESERETNRE, ZESLETINF,

% s
— RPN HIER (WANATREMERI 2 — ) WERE, fli , & ML BB TTeEEETN Nz 8
THR R B NBIRERE 2 HBEXN=mRPERAE 22X W EE

bloom §&i% s 4

—REEN, NESANEIESN , ATURTERENESHRA,
p AT SE

—MEFBRE , SRR MU EXEEARENAR, £ NHRRPSTHEHNAREFRE
(BE8) , EE - IMHREPESTHHNARFRE (£8 ) . ERBAIBPEELHREPVERT
PRI ER

B3 EF
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