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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html

AWS MEHIES B N2 Bx (£ SEER A Th B8 AWS BRSS
. REEWMEERARA TN | NEFZ AR EC2 KHSKBMLE 2 EC2 AR KREREEM
=,
. 3} EC2 AN AR BRMIE EBS B TME, % EBS B RS WU TFHIE -
. BEREBANIE
« FEBTI]2 8 8 T SR
. NBBIRHFTARE
. WXL R OIRMATES

BXEZEER , S How EBS encryption works.

« RINBERT , X Y51 AWS Xk~ 8 EBS BFAMNE. XNEFIXEMFE EBS BHIRBE
RFEITINE, MBEXNIME EBS BHRRBEEFM, BXEZEE |, iS5 Enable encryption by
defaulto

« X Amazon EC2 RV HIFEMIREH TN, XEMTRIPSBRERSE —EFHMNEE X4
B, BXEZER , HESHNAERH Amazon EC2 LAl # NZRIPESHE (AWS BEXE )

« FEH AWS Config , X BN REXREINZESAN , SARIENEHNITELRMBEE,

Amazon ECR BN £

Amazon Elastic Container Registry ( Amazon ECR )  —IZ%., A REAENIEERSR[MEGIEM
x®E%.

Amazon ECR M {& 17 1E Amazon ECR ¥/ Amazon S3 FE#@+. 1 Amazon ECR FiE
HE—INEZERE K ZEEREVNEEHEMEEN. RIABRT , Amazon ECR £ EH Amazon
S3 IEEW ( SSE-S3 ) MEZEFZAN RS SH[WmME ., EXEZER , BZH Encryption at rest ( Amazon
ECR 3#4)

Z R THEHX ZRSH MNP RERKE

- £/ AWS KMSH N EFEEN KMS %4 , M REAEHE Amazon S3 EEM ( SSE-S3 ) 1N
BREANBRINRS SRR MNE, XMPRARBRME T RBEMAIRH LI,

(® Note
KMS Z4A M4 MEFZEEM TR — AWS XiF L&,

- EMEFMERN , F2HHE Amazon ECR BIARIEZEREN ., XTRELFEINEE , LLWHRIHE, X
HEIE B 17 e O ST B B 17 I 22 S SR A X Lt TR 22
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html

AWS FSEHES 9 I AR B A= SRER M Th BE AWS RS

+ AWS CloudTrail FiFi2% Amazon ECR mE%EM AWS KMSiEK, HEZRESZEMERELTXHE
f, LEERZIRFIEN].

« Bt Amazon ECR KR4Ik B ET D# VPC KixT m G E VPCsK T afyifml,. SEBR
F, XBEE 7 X4EFE Amazon ECR BRHIIMEFRE |, NAFMEFE VPC 1, BEE Amazon
VPC ig S BN ELNEAMLE (VPN ) ERE | &0 LAE @ P IR 3 1T I3,

« Amazon ECR X#FE T HIRAVREE, EAXLRE , ERSURIER IP bk 35U 8 4 ith ik SRR 15 7] 4X
PR AWS BRS5 .

Amazon ECS By INZ & {Ex i

Amazon Elastic Container Service ( Amazon ECS ) —ITREB T BNAREE RS , AI#BIz
7. FLENEBREH FNAS.

f&Bh Amazon ECS , & 0] LA R LA T EAR — Fh 5 5E X & S P BB 1T 0 2%

o BIERSMI%, A AWS App MeshZE 2FEH En voy REMM RS (520 E T S 5E 2L
X ) ZEBE TLS . SR LUFERARBM TLS i+ AWS Private Certificate Authority SR & /1214
WiEH, BXEZELENEL , HSEAWS App Mesh £ AWS Certificate Manager (ACM) 5 &
FPRHEMIES (AWS BEXE ) BARSZENREMNE.

- MR, BFEA AWS Nitro Enclaves, AWS Nitro Enclaves  —III Di# EC2 Th&E , RF
EBNTLDERFERENRTHRE , MIELX, EC2ElIEERBRF EHRBBOEKE. It
4k, ACM for Nitro Enclaves L7 8 Nitro Enclaves B 5 EC2 3£ EiZ1TH Web K
AREFNMERS S EERAEMAE SSUTLS iIEB. AWS BEXESZER |, i85 AWS Nitro
Enclaves — i TAM B ZHIENRE EC2 S (AWS BEXE ),

- NIRFB|/EMHRIET SNI) MU ENARFASIIERESER. &R LTE Application Load Balancer
HEANHTTPS MTREEBELSINNARF. BMITHRHFEECH TLS kB, EALUEER ACM
RHEMNIER , S IUEABXRIEH. NMAEFARSESENNE AT ESHFZE SN, EXES
S8, FSANAEFASYERINAESIFZAN TLSIEPH , FEM SNI #HITEEERE (AWS X
XE),

c ATREZEMHMREM , BB AWS Private Certificate Authority 7 Amazon ECS &I
TLSiE$H. BXEZEL , BRI BELEF RSB TLS % 2 I% : F£H AWS Private CA ( AWS &
BNE),

- FABHALRIRS (Envoy) 3 ACM () FIEEWIESD , £ App Mesh BRI @ TLS (GitHubm
TL)o
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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s ERARETITHERT , A T7T8BEZSM , 1 AWS PrivateLink BLE Amazon ECS #0 VPC %
o B VPN E#5 RIX Lo 2 7] X & 5 P Bzt T &

- REFHBEBME , L API ZASBIEERIL, S MER MBS BIZMTE Parameter
Store 1 , X2 AWS Systems Managerfy —IZhag, B2 , BANBWEER , AWS Secrets
Manager A LARSS AR BB R, £RBYIZAUREZRHA AWS K,

- MREHHEBEDPOFNALINARFRMNE EWABE=FEREH L H HTTPS API &R AWS R
%, B EHAM AWS Security Token Service (AWS STS) SR BH IR R LIE PEBIXLEER,

Amazon EFS W &£k

Amazon Elastic File System ( Amazon EFS ) AI#BIRE AWS ZHRIZHEERZEXH RS,

ZRTEH N ZRSHINERERE

- TEF AWS Config , SEhEefs-encrypted-check AWS FEEHN, MM E Amazon EFS REEE N
5 A& 4 838 AWS KMS,

« BEid8lE Amazon B4R k58 % 0% Amazon EFS X4 % 4% |, i% CloudWatch Bik 4
ZCreateFileSystem=f CloudTrail BE , A ECIERMEBEXHRAMNAMLER. BXESE
B, %% Walkthrough: Enforcing Encryption on an Amazon EFS File System at Rest,

- f£f EFS EHFEHREFERH RS, XFHEZFF KM Amazon EFS RE 2 BB I M4 TLS 1.2
BEiE , HBETXPINBZBERAFFEMNEH RS (NFS) B, UTHESKI TR TLS #iT4E
%R

sudo mount -t efs -o tls file-system-id:/ /mnt/efs

BREZEER |, H2 1/ Using EFS mount helper to mount EFS file systems,

« £/ AWS PrivateLink, (¥#0 VPC KigT1 K , 7 VPCs # Amazon EFS APl Z BIZMFAE
EE, B VPN EEEANEZHESNEEPBESWENE, BXESZEER , 55 Access an
AWS BRZ5 using an interface VPC endpoint,

« BET IAM B FRBEDEERA elasticfilesystem: Encrypted 4B TIPS 1L F IR NER
# EFS XHXR%. BXEZEER , 31 Using IAM to enforce creating encrypted file systems,

- EFRETRFENZHBEESAT EFS MER KMS ZAE BN &EXRIEFE.
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html

AWS FSEHES BN B AESRER R ZhBE AWS BRSS

« £ EFS XHREEMPEMR aws:SecureTransport 48 |, 384 NFS FFiRfEiERE EFS X
HREFER TLS, BEXEZEE |, {55 AMEH Amazon Elastic File System &4 EIEF £
HEBEMZ (AWS BEB ) .

Amazon EKS N & {E3Ri

I 53#h Elastic Kubernetes Service ( Ml 5 EKS ) AJ#BYRTE LHEIZE 1T AWS Kubernetes , MEFE R
K4 B O M Kubernetes 2 #|SFE ST 2. £ Kubernetes 1 |, ZZ4A BB EREEHRELR |, kM
AP, BB API B, RIAMBERT , XEZAURMNE S XNEFMRE AP RS B[N KR RIE 76
(R eted ) . ELT# EKS £ |, TR S #h3E 4 XREFM (Amazon EBS) Betcd AN S
EBS IZ#HTMNE, FAEHE APl HRNER etcd HRRXRN AP E AT AR RRIEHNH B,
EAEREWRZR P AIE pod B AER AT LA Z 1A R A PRIRENZ 67 & 2= E P REA . ERUE
AREZRAREF AWS EEZRATE Amazon EKS 3T X LEEZRH 1T AWS KMS keysESNEZE, 3
—FfEA S EetcdR2MEA S AWS ecrets and Config Provider (ASCP) ( GitHub 1Zf&% ) - ASCP &
IAM FMIE T H®REKEEER , RFEIXNZANERE , BNRTFEFEHANYEE Kubernetes pod.

YRA] LATE Kubernetes FEA LA T AWS Z# RS -

« ¥F Amazon EBS , A LAE AWM N F#IXZIFEFH A mazon EBS CSI BahiEF. MEHBERT
MESNREUEFEEZANSH.

« XF Amazon Elastic File System ( Amazon EFS ) , A LA XS HEESTMERN Amazon
EFS CSI E#iEfF.

ZRTHEHE X ZRS B N & EXE

o MRMEH etcd REMEBINRMBHZANR , BHRITUTRELLEBIRPZ

. MEBDSZHALIE ( Kubernetes XY ) .

« AWS KMS A T3t Kubernetes HlZ# 1TEHINE, XA FEERE —-NREZHAMNZENIER,
B LAER AWS KMS ZA B Z4ARINBZHIE R, Bu Ul EH BB NERH, £H
EATF Kubernetes B9 AWS KMS 4 , FfiE Kubernetes HlZ & FHEZEXF, etcdEMREE
H Kubernetes AP| [RS8, BXEZER |, FSHFEH Amazon EKS IR B HE L F#H1T
REHMERMAEEINZE Kubernetes %40, AWS KMS

- BSETAENIFRES (RBAC ) HIE AREERN , REEFIEERA. RECEHFZHRE
BRIEZHENNR, BXESZEE , B2 H Authorization overview ( Kubernetes X#% ) -

« MREBEHE—Pod FENZNEEE  AEBEFRE NIRRT EFRER , FENEER , &
BB ERRZHH. EFNSEFNRANEZFER tmpfs &, HEMER pod EFINT R
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https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://etcd.io/docs/v3.5/faq/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
https://aws.amazon.com/blogs/containers/using-eks-encryption-provider-support-for-defense-in-depth/
https://aws.amazon.com/blogs/containers/using-eks-encryption-provider-support-for-defense-in-depth/
https://docs.aws.amazon.com/eks/latest/userguide/enable-kms.html
https://kubernetes.io/docs/reference/access-authn-authz/authorization/

AWS MsE S B DN B SRR AN T B AWS BRSS
FfBR, BAIAERARETZE  BRINFEVNFEAXMSZE  BRANETENERESHIER
Fh, BXREZELR , 1821 Secrets ( Kubernetes 31 ) .

- MNRTEE , BREEFNPEEEPZAM watch | 1list BHRMWIFENR. & Kubernetes API
o, XEERIEEBRK , AREMNAFEFRFEREZGEZHFENRHNE,
s RAFEBREERHE eted , BIFERIFZIHENER,
« MMREZN eted 3£, BR etcd EA TLS £ etcd XFEH ZBFHTEE.
- MREEHAR ASCP , BHITUTIRIEFRB BRI 24 -
- FRAKRSK,E IAM A6 | RERBLXI TN pod FeEHRIZH,
- EAMZFIRMR (GitHub Fi#FE ) FREFEEN KMS Z4SSIEHAWS % , NmE A
Kubernetes Z4A /Y 027,
« NTHBYREFRETEERBFHBAXEL , RINEBWUEEAAWS Secrets Manager # Config
Provider for Secret Store CSI 31 i2/F (GitHub)., ZIRBIFEFF L IFEEZ i TE Secrets Manager F
A M7= 7E Parameter Store RS INE R N HEEE Kubernetes Pod AREY XX 44,

(® Note
AWS Fargate T #,

- 812 Amazon CloudWatch 1E#rifERR MER , SENEE R IEENRERZER , GI20M ERE
AR ESFMRBEEAZHRE. BXREZELR |, 1S Creating an alarm based on anomaly
detection,

0 N2 B £ X B AWS Encryption SDK

AWS Encryption SDK 2 —MNFRNEFHRMNBE, CERTURENRESBRRXIESHEEESH
SSMABEREM, AWS Encryption SDK fEfZ 2, 23 50 BRIENXNMFAEEZNHEEH TN |
HEBEHTEMBHRESTENWERINEIN, BXEZELR |, 1519 Supported algorithm suites in the AWS
Encryption SDK,

HIX$8IhEE 2 — AWS Encryption SDK X #&X EEFEANKE# TN, B XAER encrypt-
then-use53% , BAI L ENARFZELERBBBEZAINEFETMNE., IENARFASZIRZEE
T  XEETRFBESEZRENHERE R,

ZRTHEHHXN ZRSHFEREK :

« JB5F AWS Encryption SDK&{E 3L PRI FTE B,
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https://kubernetes.io/docs/concepts/configuration/secret/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/kubernetes-sigs/aws-encryption-provider
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/best-practices.html

AWS MM S 9 IR B SRR AT AE AWS RS
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HNEFHMNE - EX Keylds MZBEAEE (AWS BEXE ),
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LAME AR BIEZ4AE7ThRE.  AWS Encryption SDKiEIEUTHIEZAEENRESE
- REETFZLFHERISNEFEEZANEANEEKE , URENMNEZHARFAIBIEE, X
BlEIX LR BRI , S5 Setting cache security thresholds.
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i B FREEANTRE , BFSRAEABIEZAREF . Step-by-step.
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(Y N 27 S £ 35 AWS Key Management Service

AWS Key Management Service (AWS KMS) B #5 B & 0 22 FN 12 5l 10 23 22 48 LA B B AR 3P SR RV 304 o
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% ER AWS KMS, AWS KMS iE 5 &K AWS CloudTrail A2 REH KMS ZRANEHAER , LUBE
Hit, KEMEAEFR,

KMS Z4ARFMEERIRE AWS KMS , Lt 2B ZAMNZERRTERN. KMS ZRHAFTES N =FpRH .

- BEFEENZRARLEN KMS EH,
« AWS EERHRAREEKS B AWS RS SI228 KMS 24,
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=
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
https://docs.aws.amazon.com/cli/latest/reference/kms/re-encrypt.html
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html#mrk-sync-properties
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#grant-best-practices
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys.html
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https://docs.aws.amazon.com/kms/latest/developerguide/programming-aliases.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps/
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-auth.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-encryption
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.AdvSecurity.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.TDE.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.TDE.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.NetworkEncryption.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html#Overview.Encryption.Keys.encryptioncontext
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html#Overview.Encryption.Keys.encryptioncontext
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/kms/latest/APIReference/API_GrantConstraints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
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https://aws.amazon.com/blogs/security/how-to-use-bucket-policies-and-apply-defense-in-depth-to-help-secure-your-amazon-s3-data/
https://aws.amazon.com/blogs/security/how-to-use-bucket-policies-and-apply-defense-in-depth-to-help-secure-your-amazon-s3-data/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-protection.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/encryption-best-practices.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
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