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https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.gitlab.com/ee/ci/index.html
https://docs.github.com/en/actions
https://www.jenkins.io/doc/book/
https://pipelines.devops.aws.dev/
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https://pipelines.devops.aws.dev/application-pipeline/index.html
https://pipelines.devops.aws.dev/application-pipeline/index.html
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https://aquasecurity.github.io/tfsec/v1.28.4/
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://runterrascan.io/docs/
https://github.com/stelligent/cfn_nag
https://github.com/aws-cloudformation/cfn-lint
https://github.com/cdklabs/cdk-nag
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« CodePipeline Fi F&8& Terraform M#&#x CloudFormation
- fE£ C GitLab I/CD %2 Terraform, AWS CDK F1#&#x CloudFormation
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TE

« cfn-lint R —FBTFEERFEMBALE CloudFormation YAML 5 JSON #E4RH linter, AWS

CloudFormationBEE 2HITHMR E |, ik EXREENEREUARREEFREXRK,
« cfin_nag 2—MFRIE , eBIERERRKIRG CloudFormationt&E iR B B E R £ B &,
« Checkov R—1#ASRBITIE , ATRE laC REFETEMNENMEREE.
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https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
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813 CodeCommit 17

1. RUT HERBIER N LA CodeCommit 171& FE
- common-repo— WFEHEDEHEFE. buildspec XA FNALFIN,
« app-repo— LtF#EST SR THEEMIEMH Terraform = CloudFormation 11\,

BRI | HSH0IE AWS CodeCommit 74,

2. fEcommon-repofEEEF |, Bl —NEBshared WX, R Buildspec XM GitHub DPA 1%
g EEFR Y Terraform s CloudFormation R EXHREHIBF X UK, EXiHE |, HSREGIEXXHS
1] AWS CodeCommit 174 FE 7R 03245

3. ffapp-repoFEEH , RIE—NMNB AW HKentrypoint, FFIXHM GitHub DPA FEFE Y
Terraform = CloudFormationentrypoint X R EFIFIF X HR, BERAXEXHNESZER |, S
¥ 7 #& A0 = JSON 34,

4. EF Terraform = CloudFormation/~"fl B 3 , RERIFIX L REIMEENapp-repoX HK, XL
BXBEeHBILER#HEMITE R (Amazon EC2) K425 & #h & £ 7% Bk S5 (Amazon S3) F A& A HY
il

5 MEFIEUATHANBDZ— -
- BIBEEEHENE (Terraform)
- BIEEIEHE Y B (CloudFormation)

Bl EEHE LK ER (Terraform)

1. % DevOps EiE MIEEE (DPA) 4% MBI GitHubTI#RH9 2 it T 43K,
2. ERMBWNEMES  S$MZTiZaws-codepipeline/terraform/pipeline-modulesX#¥%,

3. 7£ terraform.tfvars X#H , EFHFMBIE Terraform RAH (IAM) BETF HEBWEE, AWS Identity
and Access Management

4. B3 Docker &%, BXUHA , iIHSHIE CodeBuild (GitHub) F# F# Docker HE &A1 E,
5. B3 terrafor m.tfvars XHHE X Wbuilder_imageE £,
6. IAUT@S, XMNED Terraform #A{L., TR MIBBERLEN,
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https://github.com/terraform-linters/tflint
https://github.com/aquasecurity/tfsec
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform/shared
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation/shared
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/terraform/entrypoint/terraform-infrastructure.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/cloudformation/entrypoint/config.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/cloudformation
https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/shared-docker/docker-images/README.md
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terraform init
terraform plan
terraform apply

7. B3XE| AWS K, £CodePipeline ZHlaH , BIAFEEBE AR,

AR MRFIREITA T failedRES , BEE L -FRE,
8. I #T CodePipeline BE&/G , I B3I N LIE# AWS CodeBuild By IAM &€&, XNEFCIENAE
B #ALER-codebuild-role., EAMBEMBHIFNNREM LB E,

BB E & H E U B (CloudFormation)

1. 4% DevOps & B NEEE (DPA) 174k M E I GitHub B0 2t T 35
2. ERBENEMES , M EFlZaws-codepipeline/cloudformation/pipeline-modulesX
x.
3. #F%& pipeline- CloudFormation cft.yaml #4R, AT 2E%MEEEIHKRHLES T,
« ArtifactsBucket— BEGEFHNEETHNFHEENENR
« EcrDockerRepository— W HEFRZM Amazon ECR ZiEEM S5 — & FFRIRAF (URI) image
« CodeCommitAppRepo— BEEIRH CodeCommitTz iRy & #5
« CodeCommitBaseRepo— BEHEXHH CodeCommitiF i FEH A Fr
+ CodeCommitRepoBranch— CodeCommit 17 E 2 X B9 & #5
« SNSMailAddress— FAF#UIL 5 & £ & A RS (Amazon SNS) Simple Notification Service
BXREERSHIE A B Ff 4t it
BXUH , 559 CloudFormation XX #4# #Y 5 HE#% o
4. B AWS k7, ECodePipeline &A% , BIAHEESBIE,

5. B2 %1 CodePipeline Bi&Jg , ¥ B3 812 % AWS CodeBuild B IAM A, XMNEFCIENAE
HAMULER-codebuild-role, FAPEEMEMFTENNEENLAE,

T#HAO R JSON Xt

Terraform A O &34

XREMENF. FHXHAF , BANBEL, BERAREAZELE. NREERAEINR , ET2NEE
PR BERIZES. MR , EETH BT M K.

THAOS JSON X 11


https://console.aws.amazon.com/codesuite/codepipeline/home
https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://console.aws.amazon.com/codesuite/codepipeline/home
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{
"build_stage_required" : "true",
"test_stage_required" : "true",
"predeploy_stage_required": "true",
"deploy_stage_required": "true",
"postdeploy_stage_required": "true",
"destroy_stage_required": "true",
"bucket":"tf-state-dpa", # S3 bucket used for Terraform backend
"key":"terraform_test.tfstate", # S3 key to be used
"region":"us-east-1",
"dynamodb_table":"tf-state-dpa" # DynamoDB Table for Terraform backend
}

CloudFormation A O &34

XREMENF. FHXAF , BUTUEBELMERABRAREACH. NREERAENIHNER , EF2MN
EEPHBRRBRIZES. Mk , EESEETRBT XK.

{
"init_stage_required" : "true",
"test_stage_required" : "true",
"createinfra_stage_required": "true",
"envType" : "cloudformation",
"stage_required" : "true",
"cft_s3_bucket" : "pipeline-bucket", #S3 bucket from the destination
account to keep CFT templates
"stack_name" : "aws-cft-poc", #CloudFormation stack name
"account!' @ MEERFEExkEkkAXN #Destination AWS account to
deploy stack
"roleName" : "codestack-poc-cross-account-role", #Cross-account IAM role name
"region" : "us-east-1",
"destroy_stack" : "false" #To destroy the provisioned
stack, set this value to "true"
}

£ C GitLab I/CD 22 Terraform. AWS CDK Fi& 1k
CloudFormation

DPA &% GitLab CI/CD #&4R , B LU H A EZEE Terraform 1 aC KBHER, AWS Cloud
Development Kit (AWS CDK) CloudFormation ¥ " Bt B AL TR EA :

fEA GitLab CI/CD -
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- AEEEANK RN

- EELSEHAN

- ATREHBENERTE

FRF M

- JEERHY AWS Bk

« £/ laC #EARE & R R R

- GitLab #iE X #F GitLab CI/CD ThREWE IR EM R IFAUE. SRR E U KREY K
* GitLab X FEWIZITREE N A E Docker EHEZ TR

TE

« cdk_nag BR—MFRIE , EEAMANSTHEERKEE AWS CDK NARFREFEREREK,

AWS CloudFormation Linter ( cfn-lint ) @ —FBTERFEMBRE CloudFormation YAML 5 JSON

EARE lintero. AWS CloudFormationE E2HITHMRE |, fIIRERREENEREURREE

FEREXE,

« cfn_nag B—NMFRIE , e BIEEERKIRS CloudFormationt&E ik B B £ R £ B &,

« Checkov R—fEBSRBITIE , ATRE aC REFELZEMHNENMEREE.

- REEMEHEARBZS KICS) R—RFARIE , IEFAAHNERRZLRE. SRR
MEIR M B4R,

. tlsec R—HBSRBIMIE , ATRE Terraform RBREFEEENEREHEIR.

gL

1. E4liZgitlab-ci B FRHFELEREH GitLabHLAEA,
2. MR AR FE AL EEE DPA iR GitLab H4REH4E .,
3. NTRARRE , BiEEEN DPABEADS , TR :

e Terraform

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>

TR 13


https://github.com/cdklabs/cdk-nag#readme
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/Checkmarx/kics
https://github.com/aquasecurity/tfsec

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/terraform-infrastructure.yml

+ AWS CDK

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cdk-infrastructure.yml

* CloudFormation

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cf-infrastructure.yml

4. R TFRARRE , EXUATEZELSHTEDEVHMINTEGRATIONNE EHEE,

AWS_REGION: us-east-2 # region where deployment should happen

DEV_AWS_ACCOUNT: 123456789012 # Dev environment AWS account number

DEV_ARN_ROLE: arn:aws:iam::123456789012:ro0le/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Dev

DEV_DEPLOY: "true" # true / false to enable deployment to DEV environment

DEV_ENV: "dev" # Dev environment name

INT_AWS_ACCOUNT: 123456789012 # Integration environment AWS account number
INT_ARN_ROLE: arn:aws:iam::123456789012:role/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Integration

INT_DEPLOY: "true" # true / false to enable deployment to Integration environment
INT_ENV: "int" # Integration environment name

15 A 14



AWS ABHES

FEAEEMEREX 1aC EiEH 1T AWS DevOps #riE1L

kA
R AR N ARSI T R

BE

- BEFE™, gFEmE, AWS

« BFEWA] Ashish Bhatt AWS
 Eknaprasath P, EfEBE , AWS
« Mayuri Patil , Bijr] AWS

IETEH[F
- Aarti Rajput , BFEEBE , AWS
FAREE

- Lilly AbouHarb , BRERBBA , AWS




AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

TE i8R B

IR R — 2024 1 A 19 H



https://docs.aws.amazon.com/prescriptive-guidance/latest/devops-pipeline-accelerator/devops-pipeline-accelerator.rss

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

AWS Fe g SRR

LT 2 AWS SSE i SRHENER, FRNEXPNERARNE, ®2EERRK , BEARERRE
RV R R IR B

7R

FRARFEIBIZTM 7 ELTIBERE, XLEREKL Gartner T 2011 £HERN 5 R HEAL |
SEUATAR :

« Refactor/re-architect — Zo A A=FREDEERIZESHBEMN, HEMNTT BYE , M\NMBINARE
FHIEREEY, XEESRIBERERSNBIERE, =6 . NENAM Oracle BIEETEE
I 5i# Aurora PostgreSQL-Compatible ko

- BT E BNARFRIBI=ES , HHT-EBRENMRL , URATRIEE. =6 fFK
#s Oracle HIEET B E AWS Cloud¥ # Amazon Relational Database Service ( Amazon
RDS ) for Oracle,

- EXNAX  RRIEMTR  BERMNESGITFAIHM SaaS B, Rl HENEFAXREE
(CRM) R4:1x % % Salesforce.com,

- EFRE (EETE) SRNABRFRIBI = , TEHRTEMAEXRETRASINEE, =6 : A
#h Oracle #IEE T 2] AWS Cloud® EC2 3£l L # Oracle.

- EFHE (BN ERSAEETE )  FEMREIBISY , TEUWEFESF, EENA
BEFEIMEXMERE. BERFSENEBFEETBIR—FENTRSH. =6 : HMicrosoft
Hyper-VRI AR F 1B E AWS,

- RE (EV ) - FUNAEFREBERIES, HF AR RRTERTEAREMNNARRF , #8
BHRENTHEHERIINGE , UREHFERENEZENAERF , ARNEBENRAEIL EHNER,

- FH FRAERBRRARFTEFTENNAERF.

A
A2A () Agent-to-Agent

— MR FESFSERTRSEBNAE DB IMEIRS




AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

ABAC

WSRET RN BT,
RIS

BFSREERS.
ACID

BFSARTE, —BE, BEE, FAk,
F@-EHIER

—MRE\EEIBLE  EXMGEF , FEEENBERBEERERS (BIEANGES TES
RNERE) , MABEFESREIBHRALERBEZNARFNES. XM EXS N ME, 72
MiE®R  MAFTE—AMEE. eI HIEIBRERT , BEIHREEK.

E-WA TR

—MREEIBLE  EXWNLET , FREFENBERREEFERIERS  BENEEES D B RK
EEN , AERBEFLERBEENARFNES. BRBEFEIBRHATEZIEMNES.

PE

—FhEEBER T EHEHE, TRIMEEITEIRZT BN A T EEERS,
B IITE

EEFRERAMERE, N, HBBEMET Al RIEBHIREKE,
REAEH

—i SQL B# , EX—ATRHITREAUTEZANENMNREE, REEBAREEHE SUM M
MAXo

Al

BSRAATEE,
AlOps

BSHAIEREEZE,
E&1L

il

KAMBRHREEFMACENTRE, ERLTUBBRFDPABL, ERLBEFEEAN DAL
=




AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

A&

—MATHRREHANVFABENERBRAR , MEXRKEES , KBRSRESER. THHF
MERFTRBN

BRI 72 Fr 422

—MREFE , AT EAERENNRAER , UBPRFPREXZIEZRHENES.
RRRFAE
BRALEANSIMARFNEFAGENES  SENENEP ZNARFHRARE LS50

H, XEEERFRESAUNDMIENXE , BBTRIFERTIS. IUCLAMRIL R
BFABEELER.

ATEEE (Al)

TEMNZFIEBN TERITERARRITEE S ARKMEXRBINATIGE , M=, #REZEMIR5
B, BXESER , FSAMTLEATER?

ATERIZEE (AlOps )

ERANBRFEIBRRBRZZFRZR, BOEEFHMANTRURRESRSRENTRE, BXN[E
AWS EBRMEHER AlOps WEZER , BZHIZE ERIER,

SR
—MMEEE , EA-NES , —MAERTNE , —MEATRE. ETURTLN
TRT®RE , EXAAN G LEEERS,

FFfE, —HiE, BEME. BAM (ACD)

=3
S
\Y;

—HJHRMFREY , MEELIER, BREEREERBENERT , b RIEREFENSERREN
BRAETT M,

ETEMMNIARXREZES ( ABAC)
REAFEMY (W], TELAEHNHAKRER ) CIRBAHRNRNEME. BEXEZELE , B5H
AWS Identity and Access Management (I AM) X & AWSHE) AB AC,

R B4R KR

FHEEIEBRFERANVLE , HANRRATRENEER. E7LUFEEEMASUR IR RIR S 62 2 i
B, SMELETE R SN BEREITERL, mEBIHRBL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

ATHX

FH— M RENE AWS X |, FREMATAXSBENZE |, FaRE— X e Eidn AXEEA
B, RIEER B P 4B,

AWS =R FIHEL (AWS CAF)

ZERIEESHHARESR AWS | IHPEHLAFESREERNITR , LA EBE =K,
AWS CAFRHES D AARNMNERGE , HANAE  bF, AR, BRE, ¥4, R2MNEE, LF,
ARNBEAEMNETUSHRENRE ; T8, ZT2VNEEAENETRAKENRE. S, A
AAERHNHNEREARANAR (HR) ., ARAKRBRENMAREENNSEXE, NEXIMFEXRE
AWS CAF AARKE. BIMABRHETES  UBBALNADIRACMTFEEZ. BXESZE
B, BZH AWS CAF MiEF AWS CAF HE .

AWS TEREAKIELR (AWS WQF)

—MIIEREEEIBRIEMR, HEIBERAREIELAENIE, AWS WQF BEE AWS
Schema Conversion Tool (AWS SCT) ., ERAXRIWMHBEEELRFLBNR. NARFRE, K
R RAMMBEASE , HIREITNRE,

B

EEHNBREA

—MEERILIOENARERNILEE A
BCP

BRI SSESE TR,
1TH

—BREERNFRITANKENSG —XEXAE, EEEA Amazon Detective WIT A BRI E X
MEYEFRZIR, AN APHERAMRLNERE, BXESER | HSH Detective XAEHHITHE
PR B

KimFr R 5%

—NMEFRESERFTNRE. 5HESRFTIIF.
—HEHl DK

— M = HER (WA ERRZ— ) IR, flm, &K ML ER TR ETN B M %E
FHRF BB NBREBL 27 RN mBBERTE ?"ZRNAA

B 20


https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

bloom §Fi% s 44

—MERE, AESRNEELEN , ATIEcEZRRENESHRA,
blue/green ZF&

—MEERE , SN GER NIV EXEMENRE. E—MRERSTIANNARFRA (&
&), BRI HRRPETHNARFRAK (£8 ) . KEBAHPEEXREPHERLTRED
Ro

B ERF
—HESERMNEITESESHAEMAREZIRARENRENAEF. BENSRARERAIAR
Y, BlEEEN EREEEH Web BMRERF, &8 —EHHNEENRANIRA , HEHR
WAL E N ATEALR,

EBFM%

WEERHRBRAZES (MAEFPRNERFEREFMERESE ) 2ENESME, EFFER
REANT BISRAREZE HHHLE,

a3
REFHEN—NMNEEXE, EEREFCUENE M2 ZRES . EUUNNED ZCEH D
X, RAEEN T XPFRIESIBEE R, NHENEMUEN S XBEMANIEES X, HIhEER
DEME , §UEIZXEHEES X, BXESZER , BEHAXTHX ( GitHub X8 ) .

%2 ( break-glass ) ¥H]

ERHERBERT , BIHENRE , A5 AWS IKF AIBURIET RMBITEE R B I RNENRER, B
XEZER , FEHEREPR “SEEEFIBRREF" AWS Well-Architected 15 7R 25,

R b SR

EIRER WA RN, 59 REENXAREERN | SR EES Y5 RN ER R R
SKiITEEM, MEEEET RUAEMEHE UGS SRS S EREa,

ZHXERF

& E R NBENRNFXE,
A S58EN

b I elEE ( Flan, HE, BRFRFHEH ) o BRSREMIT KRR AT LB 5582 H T
B, ARESZERE , BEHE AWS EETRRLHBS AR BHRINERILSEDHTELRD



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

WSS ESMEITR (BCP )

—IitR , EEAXN AMEETBREHAMBEHANEENBELE , AELLEBREREZE.

C
CAF

#SH AWS ERAERE.
TLERE

ZEEmMAiHEBERAAFRRTRE. HZBELIRE , IUHBHEA , HE2BHRHFMRA,
CCoE

i%%&lﬁl Eﬁﬂqq’tl\o
CDC

BES P E A BERR.

B BIERHIR (CDC)
RERBIENRR (WBEEFER ) NEXARBREXERN THBENTRE., B0 CDC AT&ME
0, flnEITREFERRETFNESURERS .,

BRI
HESIARES B EHRNARENIE, BRI LR AWS Fault Injection Service (AWS
FIS) RHITER , JEH AWS TR MM E 0 H 174 Em R,

Cl/CD

BFSABEERNFERN,

/\gé
—FEBTERTNN D ERE, 2EETH ML ERFTNERE. BRERLFELETE. Fa,
—MERTRERETERRPRER 5.

NRIFRE

£ A Tocode/lowK i3 F & 8122 Al NAEFERERUERKENEILAF.
&P im i

E B AWS RS WEIBIE 28] , WHEBEHITABINE,



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

=E#H L (CCoE)

—NZENEAN , AREHBNMAANSRALE , @FEFRoHEREK, @AHER. FETB
H&k, OSFHEHATHAAERE, BXEZER , i5H AWS Cloud 1\l A REER L/ CCoE B4
To

=itE
BERATZEHEF#EMN 0T RFEENZER, RITEEEEZILSITERK,

nEERE
BITHRSR , —dATHE, TE2NLL-—IRSIZHRRNEERE, BXEZER , HEAY
BENTEEEE,

ZXRABER

HATHE AWS Cloud R EHEE 27 M EL -
- WH - HFHSRIENEIEN , FE—EE5=HHNIB
o EHit - #TERBREUT AZRAR (W, BIEERKX, EX CCoE, BIUEERR )
- IR - IBRENNAER
 Re-invention — 1L mMRS , E=ImB1TRIF
Stephen Orban?t AWS Cloud )l S BEIE BN EE X E (FEM@Zhk Cloud-First MIXAME) HE
NTXLEME, BXEiS AWS IBRFHRNWARNER , BRI EZER.
CMDB

BFSREEEERIERE,
(\EZEER:Jcd

BERAEHESEFHMNMEFRRCBMEMRES (03X, mENBE ) NLE. ERNEF#EEF
‘B3E GitHub 5 Bitbucket Cloudo B MRAMKBEHN —M DX, EHMRSEHF , BMEEE
WETHT -8, £ CICDEEAIUERASNF#EE,

mERF
—MZEH, ERFEHTEINITAXRBENENXETF. Xl | B BIEESEHSM
MNERFRHEEW , SENEHAXBEFENERS.
IR
ROGRNHKSE  BEERALHE, ERMRKER , BETUEZEEESH, FXEREER
I'H.*L ERE B AN E R B 776 FR =38 51 AT AR AR AR o

C 23


https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

TEHAR (CV)

—fh Al GUE , EEANSEFIRS TANRBFEENUMEAKEXPHER. F0 , Amazon
SageMaker Al § CV 2t 7 BHALBEZ,

BlEmE

NTFIEREMS , —HEEIRSHEEER. XARLKSBIEREEZEFTEN , BBER
MR, TREER,
BLEEEHIEE (CMDB )

—MiE@EE  ATEFERNEEAXBEERE ITHRRENEER , 2BE4ANRFEAHRERE, &8
FHEIBNTREASRIAMD B EREANRE CMDB WEIE.

CyRE)

— R % AWS Config BN A , BALULCHRX LRV A BKERE , LEEXEAEMZ M
KE, EAAER YAML S5 — 32N 2N KEEEBE AWS IKF MXERBNAA[S, &
XEZEE , BSH AWS Config X4 —HMH .

B ERABERA (CI/ICD)
BHRTRERFIROBERB, HR, Wik, TEAETNROEE, CICD BERHEANE
8., ClUCD WLAMBIERIARAH, BELFH, BEERBRENERERN. BXESE
B ESHBERANRS. CD BTURTHENE, AXELEL  BSABEXH5EEE
B,

CVv

BFSRAITEA,

D
BARIE
W& E LAY BRI aNT7 ik T Y BUR

RFEME P HIERBUEMBREN HAT RN KNTRE, EREMANZLZENEEEREN
XEAMID , AT URBBEEENBENESRP MRERE, BIEIER (AWS Well-
Architected E23R) RREXHMARI T, BXRFMAREE , FSRBED XK.



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

BIRER

AFRESAKIIGHSEFIEENBEZANEENER , RERARERNBHEBHERLE
1t BREZEBAEERENFZIRETNNBERE, ERENL T,

RRpHdE

EMEFEDBIINHEE , SIMENERIF BB WHE.
R

—FPEMIELR | AIRES AN, P MENBEMENUREFREBNAEE,

BIRERD
RUEH LB HERIENEN, E£Hh#THRIER/NME AWS Cloud AT LA RRERFAREE, KA
DR BT

BiRL R
AWS HE R — A TR R B | UHEBBRRENES DT RENEREFTHMEHNAEE
Fo BXEZER , FSRELLWERBIEDLR, AWS

BIETAL 2

RERGEHHERGEN ML ER S THRTAEN, TIERIETREEWENBRELSIFHT , HLER
R, F—HHEENE,

HHE B

ERENENEGARRREFENALNTRE | SlOBEREMAER. ERMNEFERE.
BEESK

EERENLEEBRENN A
HECE

—fhXEELEEE (PO ) NEEEERS, BECERECSEARENEHE  BEERATER
Moo

BIEEENIES (DDL)
EHEEFURSBUARMNREEINEIRTS.

BAEEREIES (DML)

EBEEFERER (FEA. ERABE ) ERNEARB T



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

DDL

FSABEEEES.

REBA

AESNREFIRBERTN, EIERARERMSRREGEABITNHEETN PN TEE
38

RET

— ML FFREASZEATHELMERKIAZ o ARFENRBNEW B RLE B AVRS .
REFH

—MEERELE , EIRDAR , EENMTEIMEF 5 BERE—RIN LY H MEHERE
BRFPMEREPHEAVEZEMS, TBENTHAME. SERRAXTHERES AWS , fR2E AWS
Organizations &Y FREIRE ER NS MEHREBERF RIF. fl0 , REBBS EZIEFSEES
I, WD BRMINBLSE SRR,

EREER
f£# AWS Organizations , AN RS T LUEM AWS 5 5 ik - Sk BB H R R ik~ H BB 1% R

SRR, LKFEMANZBESHEREER. BXESEENRERFIIER , S AWS
Organizations 3 #H /8 AWS Organizations# fR55 .

EE

ENAER. FHRIRBEEEERNETFTANIE. BESRERBEPIIUER , REHE
R REFRHE R EENEITRABE,

FFRHIER

BSARE.
0T P42 )

— e EEHLXESHTRN, CRAZNAHERE, XERFSF B , RESE
BN AETMRENEZSEN. BXEZELR , BFSEE AWS LSRR S35 iy Ul i 3%
#llo

FFERMERERS ( DVSM)
FAF iR B XS SR TF & A i B HA R Y 3R BE A5 B A SR B2 0 B BR 1 R 3 B E HLAR R RV

2. DVSM § B T RN BREF KRR RITHMERRFRE. HEQLKREFERHFFRIEFRCE
NEBNEFENSRANER.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

MPFE

EXHRREMWELERN , MERY. I . TUREFEFL, BFEFEXFTNMLY . =2
BEME R,

HER
EAEMHPHN—RBRIIR  HFIEEXXRTEERENEEREM. 4EREMEERXARFEER
FITARUTFXANEREFE., SEEHBERATERAIR, MEMERERT.
FRIETHEMSEIREEEFTERBVNEINEVSENES, SEEHTREEEARARE., BERW
R ARNRENER I EENEEE RSEERERE,

RIS (DR)
LRARXGEABRERD>ANEERNENNRNBEEANRBIRE. EXESEER , 5
B (THEMFHRNEIRE AWS : AWS Well-Architected IERFH ZHIE) o

DML

BSAREEREFES.
SR B R IT

—MAREXRFHRENSZ , BXFHAHFEEIESNMNAAMRSH T X ENSF S Z OIS

B¥r. RER-HRXHT ( Eric Evans ) fEtt#9 {Domain-Driven &it : RREZONERME) (K

T . Addison-Wesley TihR , 2003F ) —FHNETEXMEE, BXRUOMAFEATE strangler fig
ERXWERIZITHEER , BFSREAAEET Amazon API Gateway & 5 EHE Sk ASP.NET

(ASMX) &R HIRAL,

DR

BSRRTERE,

RERMN
BIESEERENRE. Hl0 , £aLLEH AWS CloudFormation RN ARG FEFRFHRE |, A
LUfEF AWS Control Tower 3R & FE X A AT aE S0 M B ESR SN b,

DVSM

BS AT ZMERRS .



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

E

EDA

FERERMEBED M.
EDI

BSHE I RESSR,

shigitE
BHATERSUT oT MEDSNSEEENITEEN, SEHELRRN , QG HETIURDBE
HESR 4R M RIATIE)

7 MBS (EDI)

ARACELSFSXHNBEIRR, AXESER , R LB T HRERR,
hnz

— MR AR TR AN ARBERR N B X FHITERE.
hn#E %48

MMBE EERNENVNMEZEFFE, BANKEATRERAE , MASNMNBAF T HA AWM
”H\IJE.I]E_O
= ¥ I

FUEUTENANEFHNFEINF, Big-endian REBHEFREKREEMNFT, Little-endian REH K
EFRREERFT.
i

W\

— AU EEURER (VPC ) HRE  SHUAFRENERS. S UEREM AWS IKF 5
AWS Identity and Access Management (IAM) Z3E A GIB L 5T KRS , AWS PrivateLink @ H
BRFNR. XEKFREAMELSEED VPC IR RAZEZETENRRRS. BXESZE
& , 2% Amazon Virtual Private Cloud ( Amazon VPC ) S #4/ i 62 ix = RS-

A FRAMK (ERP)

— MBI MEERRLLXBLSRE (FlMit, MES MIEERE ) WRE,



https://aws.amazon.com/what-is/electronic-data-interchange/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

EHmE

AS—IMNBEZANNBZPAHRTNENTRE, BXEZER , 55 AWS Key Management
Service (AWS KMS) X H{EH %,

2%

EESITHNABRFNXSG, UATRESITERERARERE

- FRHE — EESTHRRARFNSES , REATEPrNARFNROANTEER. TRHE
BRATUNRENR , ARBRERAR LEHE., XRHMFERNHAN AR,

- TERE — NABRFNAETRHE , LA THHREENN LR,

- EFRE — RLAFANGRNEESTHNARZEFIES, & CI/CD BEH , £~ HERK
Ja— M ERBHIE,

« LERTE — R&OFREARUNNAF TG RINAERE. XARSFEEFHR, ML~
BN AR HIRR,

x|

epic

EHEREFT , AP TALATFENBERL LRI ZHEERT, epics /M THERMKBESHE
iR, Hla , AWS CAF 22 REESHMBRIEE, REG, EMRkRe. BERPM
EHIER, BX AWS TR KT epics NEZEER , B AT XIEEIER,

ERP

FS W IR

RERMUEBIE D (EDA)
DMBREEATHRATERENTRE, SRESUCEHE  ARTHSEE , AxIARKX, ©IUF
EARERERER. EDA B iHECE ST HIEN I BRBIE T ML B ARIT,

F
EXX

ERRMPHPOR, EFFEARULFIZENERRE, BF  EXRTSWHPRENT . I8E
BN SEERAMENT,

RIE 5K 4l

—MEAMEAEEXNNAREBRT REGEAPNES. XRBESEZNXREID.



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

MR AL SR

ZEH AWS Cloud , BT A X AWS XiF, #2&FEIBEFEKNLR , SRS THRENZE
HAEBMTREIEARNENE, AXESEE , B3 AWS HIEREL R,

WRED X

BFZHED X
S
FRAKHATINAMABIE. fln, EFERES | BETERERANEFEKBRNB %K.
BIEEEM

BUENTRETUNEZEN, XIEERTABESH , JUELEMERFEITITE , £l0 Shapley
IESERE (SHAP ) MR OME, BXEZEER , BESANEF IR AT FEREME AWS,

hRekkin

h ML RRG(LEIE , AEEALRRFERE, FREINE M RETRIRRSAES.,
XS ML ERENBTEF RS, Fl0, WRERF2021-05-27 00:15:37"B B 73 “2021", “H
B, CERIAMS , WA UMHEE S STRBERS XN E LS I BAR,

DRARRT
EER LLM WTEMES 28, SOERESBRA , WERES MR L, XRERZHEES
SRR METLMBRFRANRE (H% ) $2T, Fewshot HFBEREMRN, #ER
FHMRNES , RRTRFEER. BHSHBHART,

FGAC

BSREEH R,
BAIE RS ( FGAC)

ERZ MR AT HIEL T EER,

RINER
—MBEEIBL L, BIEARERACAESBEES , £RENSRRNIRHSE , MEEH
D ERTE. BREREIEEREERE,

FM

FEREMER,



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

B (FM)

—NREREZIHENS , CEEABENBRANRIOEIRESERTIE. FM BBRITEHE
MES , PINEFES. ERXEANERUREABRESHITNE. BXESER  F5HMTL
EEMER,

FM R 5%

—MERKXPN , ATEHNAEXEMERNTER, BHRN LLM X,

G
ERXATER

AlIRBR-—NMFE  SERBEELIREHE L , TTAERR RN XARRRREEHBANBTNY
f, BlEE. 5. XANEH,. BREZEE  FERATLRERXATERE.

e ERE Ik

BES IR &,
HIEFRE ( HERFELE )
£ Amazon ¥ CloudFront , —ffEIE¥EER/MXWAFFRIAR D KWL, &aAER LT

FIRFHELESIRRIEESHEMEZLNER/MWX., BXEZEE , HSH CloudFront XHEHH
BRI A ED .

GitFlow T{E#R2

—MEE, EXMEES , TRENELERSEERRBE#EFEATEND X, Gitflow TERER
WNARESHNIERE , METHANTERENSIARNHN, BENGE,

BTG

REOTBRAEWRER | AESBZREVRENTKOIAER. Sl , EHEl+ , ESRETRAT
EEZNMRELTMERRG AP TRSRZIHERENZEE, AT BEMEFRE,

SR
EHAEPRODFEMIE. ENRERURA LIRS , BULERMAFER , MAZX

MAEMRE (EHNEE ) REMENRG . MREEEY RUAEMIRAE , WA ORI KRS
EHERBES.



https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

Ba i HL

—MESRAN , ATFBEALSEN (OU) EEBRIR, REFMEMNE, MR HHISHITREE A
RESERNERE. CINRERRSIEHREERN IAM NRL RN ST SR KRG BN
MEMERB , HERREUHTEE, ©iEIFEA AWS Config, . Amazon, AWS Security

Hub CSPM GuardDuty AWS Trusted Advisor, Amazon Inspector F1 B E X AWS Lambda X ZE3k

X,

1= (Al

RATEE, RIEMRACERANMBENZ2HE B THRARENRZEH A 1T,

H

HA

BSEE A%,
FERBEFEIBIEATRBIEESIZNERHERE (@0 , M Oracle I E| Amazon

Aurora ) . FUTEBBEEREMRY TN -0 , MBREWTER -—TEXENES. AWS
7 AWS SCT K#HBIKI R IFHER,

BEAM (HA)

BRI RAER , THERBETETHEITELSITHRESN. HA RESHEBIHITHERS,
FERMRIFMEE , AR DN HLET R AR MR E,

B BBEERAL
~MATRIEERR (OT ) REARCAARAEFBRHELBROSE. FERBEL—F
AT IR T o & RSB HIR R MR

REMIE
MAT UGS T HBNREETREN — B O LHE. BUFRETNSRERE
FHR , SALMEARBRER B,

AHAER (Hitl)

—MITERERX  HPRERITEXRBRRREFEUAHATEENLLE,

H 32


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

BB EEIR

FRBEECBIHXZR —BIEESIZHN ERHRERE (a0, M Microsoft SQL Server T F|
Amazon RDS for SQL Server ) , RIHIBEERERENBEMRFEETEN -5, BALUER
THNBEEEARFRIBENY,

ZF LRSS , FIMNKNBEIICPNECBE. SEREEERESHRETHEENFHRF ST
RER A IRIE N E R KL,

EIMEFF

HWEFRREPXBRBENESEE, HTHZEY , S EFBEEREREM DevOps KM T
RIEZINHITH
hypercare & A

Bz , TBRAMZEEENMEREPEIBNNARRFUFREARENNER, BF , XMNE
HiEEE 1-4 Ko 7E hypercare AHIL R , EBHAMRBESRNNARFNREBRRAEEEHR.
®
laC

BHZRAEM IR AL,
ETHOHRE

B NE — S IAM ZREAREKR , AT EXAMEI1E AWS Cloud R HRIR,
ERNAERF

90 XRAF1g CPU MAFEARE 5% T 20% 2 HHNNAERF. EEXBHES  BEREFEARXE
MRAEFSFEREEARL,

lloT
ES I Tl Bk
AR AR ELA 1%

—fER  ARAEFIEMNBRHSHOEMERE  MAREH. BHIERTEEMIEE, TAE
HEitgAR L AT EMEEE—H, EA%. EAdlN,. EXEZEE , BSHERPHEA
A BB RESRE, AWS Well-Architected

#® 33


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

A (A0 ) VPC

EAWS ZIKFEMP , —fER, RENRHKE NARFASBHIMEIEZN VPC, AWS 2
SERWBEWERAY, HBAKRE VPC REMEZKS, , RFNARF ST ZH BN 2 H KX
[0,

BETH
—HMEEERE  AXTRED  EAENARF S RS RTER  MAR—IRKETERE,
plan | BRI TERIFLAMBRSHASCEIBIH RS, ERIA-CIERE  EUNES TR HM
WBRSHAFT , EFERABRERS, IMERBEET AABEIBTRIRK,

T 4.0

ZREHZFZH-HEFEM (Klaus Schwab ) 20165 #H |, N RBIEEM. NNHIE. B3
t. oHMPHDS KU BEREHRA/, Al/ML

ER e

RARFHREFISNE RRERMES,
ERR e B (1aC)

BY-EREXHTMAENEENARFEMIRENERE, 1aC EERMEEPEEREMIRE, =X
MR FIECNRET R , EHFRERTESEME, TREN -3,

T #BR ( lloT )

EITSEERARNNERENRE , flanshEl, s8R, RE. EFRE. EaEaRl, §
XEZER , BSREETLYER (lloT ) BFLER TR,

®&E VPC

£ AWS ZIkFZgF | —f&Edh VPC , BTEE VPC ( HEZH AR AWS Xig ) . BB
WK BN ERERE, AWS Z2SZLRWENFERAAN, HUEMNRKE VPC REMKZK, |
RIFNARFEE ZHEBRM BN EED,

YIEBXM (10T )

HHEARANERRILERVERYENRARNMNE | XEERBRPLLERET BERR A it
BEMEZEEMRZNRASEHITERS. BXEZER  FSAMTLE 0T?

AR

TRISFEFIREN —FFE , BB T AXTUEBERNTNNFAEBRTFEEANEE. XE
ZER  FESRANGEFIEREN ATEREE AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

YIER X

-lﬁ;’}l‘ﬁ'—.l %H*lx_x.lo
ITEEE (ITIL)

RBREIT RZIHAEXERSZSHFEULSZSERN —EKESRK, ITIL 2 ITSM HEH,
IT REEE (ITSM)

NALRIT, X, EENXE IT BRESHAXED. ARFREEE ITSM TEEHABER | i
FIZEERIERE,

ITIL

Ifit
O

B T EEE,
ITSM

FZH 1T RSEE,

L
ETHRENHEAES (LBAC)

REHEEE (MAC ) W—MXERX , EFABNAFPNBEASIE T Z2REE, AFRE
RENBRELZEIMEZ AN RERE T A5 A LE BBRLETHS,
2K

landing zone 2 — M REBEMNZKS AWS 38 |, EFTT EMHNZEM, XZR—1MNEXR , BW
AN EROMBELRENEM EHEARPRESHNBBIEARNNARSF, BXEEX
MEZER , BSREELZLHAT BHNZKS AWS B,

RESHER (LLM )

—METREHRFEHTHRVGHNREZST A KRR, LLM TRITZIUES |, HlEE RS
MHE, BXABEREMESURTERG T, BREZER , BSAMTLE LLM,
RARIER
iT#% 300 EREZ RS
LBAC

FSRE TR/ RS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

RIKNR

BFHTESHENRENRNRELZLXK, AXESEE , BSH IAM RN A RERR
H,
EEIR

#2H 7R,
IS ELS

— N EERBEANTINRG. BESHTTIF.
LLM

EHEARES A,

TRFE

FSHARE.

M
HBRES (ML)

— R ERBAMBARTER AL I WA TEEE. ML HIRIBIE (SIMMEER (10T ) K
2 ) BT HRET , WERETEANGIER, BXFSEL  BSENEYT.

T5%
BEH =,
BE
SHEAEHENZ L RRANKRG . BERGTESERTENRS, LEHBELRREREE
REBERE, BERANRASERS. BE. BRM4. AD. AER4ANRLIIRE,
REXRS

AWS BRE © AWS ZTEMIRER . BERENFEE , BAILH R [T MK RK
#&. Amazon Simple Storage Service ( Amazon S3 ) 1 Amazon DynamoDB # 2 & RS K =
il XLRRSHFRRHRRS

FIEMITRE (MES)

—MEBR4RES , BTRIER, K2, CERNEGHNEFEFREMFBRCNRBNESTSE.



https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

MAP
B REB MR X,

MCP
SER T XL

B XX (MCP)

—HATRESTEBENTREDIL
MCP FR%-%8

— B T IHATF - AR TEWES.
H

—NEEASRE  ZANEHFURIE  HHITENRA , AGRELRUHTRE, MR-
MESFESEFERBLNAENRERE. AXRESZEEL , 55 HE AWS Well-Architected 125214
BHLH,

BX 5 Tl P
AWS ik BRIE TALRPNEEIKF, 2 A FTEMK S AWS Organizations, — MK — X REER—
MNALRMRK G -

MES

BESREIENITRS.
HERFIENER (MQTT )

—fp & Fpublish/subscribetE 3\ BV iR 2 FAL2E XTI W28 (M2M) BEHN , & T 7R Z R YE M i%
Fo
MRS

—MNEIR RS B BBE NS API #HTERE , EF BNV EARAR, fl, RERE
ARETDEMSE R SEED (MHEEREH ) FE (WK, BRI ) KRS, BRSHEF
RaFEwE REY R, BTHE. TESCRANRBARERD. AXRESER , FSHREA
AWS FARS5 28 AR5 SE A B ARSS o

PRS2

—MEAMYAGHENAREFNGE , IEAHHEINNABRFERENBRSET. XEMR
SHEABER AP BIHBENNEORITER. ZRMEFHNESNHMRSHITUAERR. BB
B, BARNNARFHENRENER. AXESEFEER , BEHE LXIHES. AWS



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS ABHES

IR IR ( MAP)

FEAEEMEREX 1aC EiEH 1T AWS DevOps #riE1L

AWS ZITRIRHZF A ZRE, BHNMRS , UHBHEQANIBIZRERSNESEERM , FAFH K
HEBREAAE, MAP T —MURENAXHTRZIBNIBLE , UR—ERTEIR
THMEERERZRNTE,

AMEER

FRBDRAEFEES REIBIZHINERE , B8 KPP UERNEEIBESNARER. &M
BEANEEMBERENRESERMNLERHI| , XHHER. TEMRBEAKNIBI] , BIE
HCRBER G ECITERABNER, X2 AWS T XHBHNE=MNER.

T

Cross-functional @iZ Bzh{t., BIEMNFEELITEASTIBHERK. TBRI BN EESEZE.
WERHTMAMAAEE, TBIEIH, A& DevOps ARFFRIZW AR, 20% B 50% Ky 51
EFAEHUEII FEMCNEEERNEAR. BEXELZER , BERAAANREREXER I
WiTeM=EB I B8/,

E% TR

BRTERIBAMENNARFNRSHENES. SENIBEABFTEZE-—ETRANEIBAHE. 8
THENROSEBIRTFH, ZEAM AWS KK/

FBEN

—RUESNIBAES , FANETIBER, TREMURMEANIBNARZRFERS. =
Bl EA AWS BABRFIBRFZEFHEE R Amazon EC2 FNiE#R,
EBHSIEN ( MPA )

—HMELIE K RHTATRIUEEHEE AWS Cloudt L FERFINER. MPA RE T HFHANASIT
A (BRSE|[AFFR, EMN. TCO LR, EBMATH ) URIEBITX ( MARRFBIED MNKE
e, NABEFSE, IRUERFFMBIRAK ) . FIE AWS BURIH APN S BRI 5 AT %
BEAMPALE (EEEH),

EREZFRTN (MRA )

£ AWS CAF RA T BALANSRERS, BELENSBURFETH IR NERIEE
MEE. AREZER , FERIBEZERE. MRA  AWS TR RENE—B K.
TR KR

HIERBIBE AWS Cloudt¥ 7535, BXREZER , BEARERFH 7R EAF , LRI AE
KA LLUNRARE TR .

38


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

ML

BESHANEF .
AL
HEEH (EENSES ) NARFRAEEMREEENTHHE, BUNSETRANRS | U

ERA. BERENAHOF. 5XTSEE  HSME AWS Cloud h ST 8 BRFIMLYE
B,

AL HERZBR TG

—MiHESR BB THEALANARFNIARLCARZER ; BERSE., REMEBXR ; BEA
LARBESARE LXHXENRABREFNRFRS, HMEERRBEMEMNER. FARBIARL
HEERENMENERHAVREARURBRERNZENTHITR. BRESES , HTSHAE AWS
Clouds it ft N A FF AL EREIR .

BHRNAERF (24X)

ENEERERSHENENMNRSEZTHNARF. B4ENARFE/LIMMRK. MREMNARERF
TIREM T REE |, My BRENRY, BEABENER Mt EENRAEFNIIEES
TEEMER. FERRXLERR , TAERAMKRSRY, BXESZER , BN EED BN
B

MPA

BZREBALAES TN,
MQTT

BHSFE SR SIEN L o
eSS

—MEB NS PR ERTN (FUREMALER— ) WEIRE, FlW, ML ZEE ATRESER XA
FmER. AFERFN? RUWEF&RBNEBA LRIV m?”

A 2= ELA IR e

—MATEFNERESTEASNIEEMRENER, ITRS M. ATEMEMATTNME
% AWS Well-Architected HEZR W F B 1 ] & E Rt e /E R &RIERE,

M 39


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

O

OAC

BSRRG A2,
OAl

BFSFARRLE S0,
OCM
FSHAALATEEE,
BLiEe
—MEBAE  EXMAEF , RIEASQ2EIBEBHFLET. XA ELLEKEIEE ,
BEATPMEIEXRRITERR.
Ol

—HEBEE  EXMEEF , RIFEABLTERLATEHIBIARSE. EEBIRES , EET
FEREHNNARF T UASREEIT, XM ENEINEAFTREE  BEATXBES THERHE.
OPC-UA

FZRATBRERE - S — £,
FF ORI BIS -5 — 2R (OPC-UA)

— AT I LB LNAEEXIHEE (M2M) BEHIL. OPC-UA BE THIEMNR., BHRIEMZN
FENERESERE,
EE RN (OLA)

—Ipi , EET IT BRBERR ) ABEHERNNAR |, AIEFRSAKFEHIL (SLA) 6
EEHEZBERLFEE (ORR)

— R RBRTE R MR BESSRE | AJHBETH, TME, MBS RENEEMATRENRENSE
B. BXEZEE , H31 AWS Well-Architected IER P HZE HEZERFE (ORR),



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

BEHAR (OT)

EYERERESERANEHTLZE, REFNEMRENEHNRGERSE, EHELsH , OT FME
BEAR (IT) REMWEKR I 4.0 HRENXBER

ZERS (0l)
EDPRANEZEIRRLLHTRE  SEBRETTR. BaHLHNERK. BEXEZELE , BSREEESE
Mo

4H 40 BR BR
B AWS CloudTrail Lt 8IZR A IRERICRKALR AWS Ik RFFE AWFTEZ 4 AWS Organizations.

ZRIREREEN AWS K R EIEN , BTHLAN - , HRESNMNKFHES . BXEZE
B , FZ 0 CloudTrail 3£ 7 8y v LA A 6 2 R ER.

AAREEE (OCM)

—AMAAR, XEAFSHAEEEEA, BERLSRBWIER, OCM BEIMRTERA. #
SRR B R B S NARATE | HBEA N F RSB RT AR IDE. £ AWS TB%
B | ZEREHNARME RN EXATEEETENRE, XFLEL , #5H OCM i
.

KR F42E ( OAC)
¥ CloudFront , —MERRAVEDL , AT R&SIU5 R RS ERY L D 2 &) £ 1768 IR S5 (Amazon S3)

A&, OAC £ #EFrHE S3 1FMEME AWS XiF, FH AWS KMS (SSE-KMS) # 1TAR S 255wt
# , LRI S3 F s ASPUTHIDELETEE K,

SR 1A E &4 (OAl)
£ CloudFront , —/NA FBR &5 BRI BR LRI &K Amazon S3 ABMIIEIR, YHEEER OAl B,
CloudFront £ 812 —/ Amazon S3 AN E#TERRIENEZILEA. KT EHRRIENEZIEAREE

B3 45 E CloudFront D BLiF M) S3 FEEHNNAE. B1ESHE OAC , HAARMH T ERAMIBEN
E s,

ORR

FSHZEERBAFE,

oT

FZHIZERR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HSEHIES fEFREE MR laC BE# 1T AWS DevOps #rAE1L

Hk (O ) VPC

£ AWS ZIKFREMH , —FENNARRFREE M EEEN VPCo AWS Z2S5ERWE
WEAAM, HENKE VPCREMEK, , RFNABRFS ZHNERM RN EED,

P

R PRA 57
FEONZE] IAM E48) 1AM EEXE , ATREAFSAGATURABTHNREANR. BEXESEELE 5
S5 1AM AP ERID R,

MAEBER (PI)

EEEFEMEXBERS RN TATSEERMASONEE. Pl N REISEESR,. thiutH
BREER.

Pl

BZEANASHEER
playbook

—EWEXHNSR , ATHREIBAXNIHE , fINESP AR OEE R, playbook AT LR
RAMZA, BaLETFRNER , A URBERARCHRMENREISRIVFE.,

PLC

BHH BRI,
PLM

ESHTmemEAREE,

policy

— AR, ARENRR (FZRETEHNER ). BEEHEEZYS (FSRETHERNER )R
7E M. AWS Organizations AL FRBEKF R AR ( BSHABRSEHER ) .

ZEEFAML

BREHEHREXMEMGER , JRIEEHRSHBEFEERR, MRENHRS KA AEE Y BE
FRHER , EMNAURLBRNIET R MR T E. MRMRSEARESEEZRNEERE , WA
UE RS BARS , ARGEFERN T Bk,

P 42


https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

AETEN

—ANRIA, SMANBEENARFASRERUAYNIBHNIRE. BXESER , #SHMETIRE
#2185,

1817

IRE true =% false WERZH , BEMN T WHERE FHAIA,

1B 1A T H#E
—MBEEERMRAER , TEERZAREETAPNEE. XNHBOMNXRZBIEER ZRNLEN
BEE 6 HiEeEAMEE.

o B 422 5
—fhEeEE  EEMLESEHRE, XEEFEHIRE—ERL |, #BIP L RELBRE R XS M LE Y
ENER, BEXEZEE , BSHE AWSESSHEL &2 R R Fips 24,

FEk
R AWS TJBUATIRER AR FIRAVEE, LXEEER IAM AEWBAFPIAF. AWS IKFE
XEZEER |, BSH IAM XHF A ERE NP EME,

BRAAR T

—MEEMTFRAIEFHBERRLNREIRES .
MEREX

AERERMR-IMASR , HHESHNERRHAEFE Amazon Route 53 HAEA — PS4
VPC R EANEH R HE 15 DNS £, BXEZER , 55 Route 53 XHEHWALEHEEXH
A,

ekl
—MZeind  EEMLESBFREAARTR, XLEBFHLSERRERMECNEH#THE, NRERE
BEHIRARE , NFaMEE., BXEZEER , 155 AWS Control Tower X IZEISZ SR |
HSMEEXEZEEGH P T8 AWS,

FREWABRERE (PLM)
FNEMEEBMNEGRAHANEENRENER | MZIT, FAMNELAH , FEKMNKR , BEIRER
AKX,

EFEINE

FSHARE,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

AYmiZIZEILHER (PLC)

EHELF , —FEETE, ENMENITTEN , ATSRENSEHSIHESES N,
RRBE
EA—NLLM R B EEA T —NMERBEA , MEREHFHWN, ZERATHEENESS

BAFES  AEFEATEST RYUSEA. CEBTREERMANEBEMBRY , F AW
REERANMELLE R,

RE1L
AEUFEERBEEFNMNARRFNER, BRBICAUBPRIPDARTL. REBCBEDHERAN
MBS

publish/subscribe (pub/sub)
—MXEMERESEARSEENER , TRS AT BB D, fim , ZETHIRSEH MES

B, MRS T ACHEAHE R A B HAMARS A LUTRNE, REATUETERRMRSHER
TR BARS -

Q
Hif T
—RIATFIHR SQL XRBTFEEREFHBENSR , KUTFES.
#FifITXRIEA
HBEERSECEFERNSZETITUREERERERETL 2 AN, XAEEHSEITTE
B, AR, FERE. EHSHPEERNBEESIBEHMERN.
R
RACI 4ERE
BSRETME. FIR. BAMAE (RACI),
RAG

BESRERIEEE Ko

Q 44



AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

BREMHF

—MESRM , SERLEXNTENRGSIEEN TR , ESNERN L,
RASCI %8/

BFSHARME, W3R, FAMAE (RACH) .
RCAC

BSHTH GRS,
RigEA
ATRZENHHEEFRA, ZUUNERRHEIIRRRER , URBREHREFNAH.
EHENY
ESH 7R,
’ERB#R (RPO )
B E—MRRE QUK ATESHHRNE, XRETME—MREREFIRS P B AT EZ N
FEEXER,
& adiE) B 45 ( RTO )

AR S5 = b M AR 35 MR 2 B) AT 432 32 B9 B KEESR o
X

%54 7R,
Region

IR XEAK AWS BRES. BN AWS X SAERE , KUt , URHAHE, BEMEM
Hit, AXEZRER  BEREEEMNIKS AT A EA AWS XiE,

=13

—RTNBEN ML ER, B0, BRARERINENRSD 2 WM ML SR T AL 1
EAER  REEENCAES ( MRAER ) RIUERN S ENS,

EFHE
B 7R,

S

EHBLEF , HAEFHEZTENITA.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

EXNRIE

ESH 7R,
EHMTE

ESH 7R,
EHE

BEZH 7R,
H

R FFIRE PSP P IRERNEED. £ AWS CloudF MR F R , S AMMAERERE
AHEZEEREE, BXESZEE , S5 AWS Cloud #1%,

E T RIRAY RS

— M N R IR KB |, HIA1 AmazonS3 FMEM. W RAMB P, LLRRIEIEE T RIFHLEER
HE, XEFMREURLIUH RN A RS

=E. FIR. BRMAE (RACI) %K
ENZEIBEINZENMER TN ACNMTENIER. EEBWHIREEREPEHFTEE

B.AR(R). AT (A). BH(C)MAME (1), X#F(S)RERAEN, NMRIFEXE,
M ZAEFEFR N RASCI 4EFF | NS EBEBRIESN , MFHFN RACI %ER%.

W B2 14 428 )
—MREEH  SEEIXNTREHIUREZLELNBERARTESE. AXESEE , FSHA%E
AWS £ 3K e 22 4 422 1 o (9 Pl 57 14 22 1

RE

FZH 7R,
=R
EZH 7R,

KFREBLER (RAG)

—MAERKXATEREAR , Hip LLM EE R\ 2§ 5| A B YIS HBIERIR 2 AR R EEEHRKIF.
Hlan , RAG RE AT ALNHAIRER B ELBENTEER, BXESEE , FERAMLE
RAG.,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

B

EHERZAUEREEEREHREIENTRE,
1750iAE#ES ( RCAC)

FERAEEXHRANMER, RTFN SQL KiEX. RCAC HITRRMHIBIGHMK.
RPO

FSRRE S B R,
RTO

FZ R IRE R E B #Ro
B1T F M

PTREESHEN—EFIRAIEF. EMNEERN THILEEMHRFISHERENEFMIR
iTH.

S

SAML 2.0

W2 HERMEE (IdPs) FERANFFbrE, WINREZFRE 2 SE R (SSO) , At AFEEE IAM

RRALAPHFIEACEZBAFEI TR AWS B84l 4 KA AWS API ##4E, BXET SAML

20MNEBEBHMRIINEZESR , F5H IAM XHEFMXTET SAML 2.0 WE & 54K,
SCADA

BSALERHANIERE,
SCP

FS5 B 55 12 HI R B
2= %4

£ AWS Secrets Manager , BUMBE X EZHENVINZSIZRER , fIUBBRAFREIE. ©H
BHRERETHELAR, BRAEATUARSHE, ENFREJASNIERFL, BXEZER , E3H
Secrets Manager X 4/ #91+ £ 2 Amazon Secrets Manager 24 ? o

LRI

—MEBNTASEPRERLZENREIES %K.

S 47


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

grge Xl

—MEARKEERRLFIE , Ak, RUNRFERBTAEIRALZERBONED. ZE2EHEUT
mFhER - WM., B, WAMRMES M,

Z2EY

HOWEHE , FHEREHRETHLE. XTRSENRFIBFENTR, XER TRENRNR
FRENBRIEFERAERE P TLENIDREFRE,
Z2FEENEHERE (SIEM ) RE

HLETLZ2EEEE (SIM) NIZLEHERE (SEM ) ZRENITEMERSE. SIEM RE2WE, 4
BRI RERSEE. WE, REMNEMRFENRE  UENEBNEZL2RE , HERER.
grac ol L) R=F~ k(4

—RMENLNEFRRE , EEEFINRREERELEN. XEAFCLAENRSMEN LTS
PR | BEESSHE AWS D2 RIEXER, B3R ENRASFEER VPC 224, &4
Amazon EC2 LIk #EiE

AR 35 25w A0 27

BRI AT B B XY B3R AWS BRSS BATINE.
AR S5 12 %I KB ( SCP )

—FhERE , AT EF 2% AWS OrganizationsB AR FFFEMKFHINPR, SCP AW EE R JLUERSA
BAREACKNREENLTHPNEESIRE TRE, BALUF SCP AEARTFIIRSIELIIEK , BE
AR I PLERSRIRIE, BXREZER , S AWS Organizations XA Y AR S5 12 6 5K BE o

AR5
B9 A0 SH URL AWS FBS. STMEASS  BeHRAREEBHES. AXESEL | i#
S AWS —fESE R AWS RS A,

BRS K FHHL (SLA)

— @Y, AT IT AREEAESTANAE , RS %55 T H A tae.
BRS5 KPS 88 (SLI)

NRSHESFENEE , flNERE, THAEREHE,
BRSKFEB#R (SLO)

REREBFS ST BIRESR , ARSKFIERGEEHE,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

REHEERX

HREECREEEM A EAREE AWS HRENEE, AWS AR=HNELE , MANRAREH
HNEe, AXESER , FEREEHEES,

A LERE
HALARZERRENEEREANRERNN Al NAEF.

SIEM

BESHLLEENEHEERS,
B O HBE ( SPOF )

MRAEFNENRBAFLIKE , TRSPHRS.
SLA

BES RS K F
SLI

BES R RS K FIERR.
SLO

BS R RS KF B Fr.
split-and-seed &=
—fy BAMERRACTMEWER, BEHENTREAMNENL , BOH B 2IFD AR BRI =

mEA. XBEP T BRALANRINRS  RETRARNIHEYE  IFRECH. BXESE
B , S5 HE AWS Cloud ¥ 3XH N AEF ALK 2B B %

SPOF

B L RHE,

EREN
—MBEFEALLEN , eEA—NREEXRREHEESHEINELRE , HEA - RSN RD
WEERRFHBERE. LENTRAERELCEFEASATELEEBNMmIZI.

strangler fig ## =,

—MBEIZESEENERRGDBEZTVUFHAERANRERKANLEREINR(NTE, X
BXAALTIRBENRLE , IMBERKN R, REEMEABRKTEE. ZEKXRH Martin



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

Fowler RHEK , N EBERARRNERXNRN —TSEZE. BEXUANALEXNN RS ESRE
A 22 M Amazon AP| Gateway & 5L & St ASP.NET (ASMX) M4 RS KA.

T M

&/ VPC AR — IP b3 SEE. TR TENTAXH,
BEEHMBIERE (SCADA)

EREWH , —FhERREFNREREZEXY AT NE~REN RS,
popyiiks

—MNEEE , CEREENZRHARNENEZRE,
REM

DESAFPRENARMNERE , URUBEERBES EEMEE. YRATSAER Amazon S
CloudWatch ynthetics & 821X £33 ,

RERT

—HMA LM BE LT, HASAENRESETANER, RERTEPTRELTXHFIEER
FREHAN,

T
PR
Key-value X &2 Fl TR AWS BRI THIE. XY TEEE, R5l. AR, BRAME &
Ro AREZEE , BSRRICER AWS iR,
BREE
BHEEEX ML AZEHTNNE. SEEHNEREE, flU , EHEHRES , BIRZETRER™
mER A
EEIIE
—MELETFERHATRERENTE, F5REESTFRNRENETHIERES TR,
NTHREAES , eBEMIUAENE., AEENRE,
plEEZS: S

BFSHARE.



https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

gk

NEN ML ERERZIE, WEBELAESERER, FIEEEIEBEHER SR ALK
REERFZNER (EHFETNUNER ) WERX, RehbBRXEEXH ML EE, RE , &9
BAEA ML R EXS T HIE B ARay#T BTN o

TE

R AT BLYA A BAE AN ER R 4 T R AE ISR, AP
i

FEMRXEMEZREDL | BUAEREE VPC MIARE, EXEZEL |, BSHE AWS Transit
Gateway XHEHFH T AR LMK,

ETH4p THERE

—MEE  FRAREDRS PR EMN A  AERXLEXEHIESIXP. RFE,
BIFFHED XHWERF R, MEFMEFHRR,

AT RAER
EEEERNRSRTNR , ZRSTUAAREEEKS FMITES. AWS Organizations HEE

REMEANAER , FEENRZ2ESINEKFPUE—INEE , NERTEERES. BXEZE
B , 2% AWS Organizations X#HHIAWS Organizations S E i AWS R — M,

L1t

ERUGTENENAE , LIS ML EERNERM, flm, EUNBRERFEE, ML
AETRNRETZREEXESRRMAMER | MNTiIZ ML REL,

TR 4877 A BA
—“N> DevOps HBA , fRATAARMEEERRE . WIKFEARNAETHRERGTFRIRH RS
e

U
THEM

X—BSENRTER, TEEIRINELE , XEFRTRLBIFTNN ML BENATEM, T
BEEARMPRE  AHTHEMRBHERN., FTEENBFEERN , MAEATHEMERBHIEF
[ 8 #Y R 75 M BE AL S BT



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

EENES

BN EETHE , BN TNRARFAENIE  EFENSLAFRHERNEIZ SN
B, TEFNESHRESERE, EFNETENL.

LRIR

FSHARE.

Vv

vacuum 4E

—MBIEFELPRE  QEEEEENEHRHTEE , LEREHEZRFES MR,
R A $2

RIEFHANIENTE , fINF#EEDRRBHER.
VPC Xt FiE

PN VPC 2 RIRERE | R EERAE IP it iR E, BXEZESR , H5H Amazon VPC
MR LR VPC XN FiEH,

MERG RS RIEE AR

W

—MESEERRNANEXBENEFIXER. BIEEXGIATUMNERXEFERE , XENER
PR ZIER,

B 203

TEHRINEIE, EHLERER  EEUESHhEE#,
& OR

— M EHEERAREMXERN —ATHRITITEN SQL B, EORBNTLAEESRER | HI
Mt BB FHESRE L TR EX BT RTHE,



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

TR

—RAARARE | SNATMEHELNME | MEEES N ARFRERTE,

THR
ABWE i E— AR EASHNIREA NG, SATARSSIRTHN | 8 35T A o 19 E 4 TR,
Bl | BATERAKBERAEFORER. BRAYNANKETS THIE. A4 TERGXLR
ERAATEB IR , AETBRSENRAER.

WORM

FSH—XBEAZIRIEG
WQF

FSH AWS THEMBREREEER,
—RBEAZIXIEE (WORM )

—MEEER | T RBEABEH B IEBEERRSE R, RXASATURERES RIESE |
BRENERITER, WBEFEEMRBRIANTATE,

Z

F BRI A A
—MAAZERRENEE , BEANEERG.

F R
EFRGERAABENREIFE. RBEATEIAXMPRENFRARERE, FRAREER
W m SR BRI,

FHARET

7 LLM RERITESRIUA | BRBTUHEBIESH RS (HA ) o LLM S5 6E R TS UIZRr A
ARLEES . EFARTHNAERERRTESHEXMNREINRE, SESHIELRET.
EFNRAER

15 CPU MAFEARKT 5% WNARRF. EXIBTMES  BESFARENARER.

z 53



AWS FSEHES SEREEIEREX laC EEH 1T AWS DevOps #ritE(t

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

liv



	AWS 规范性指导
	Table of Contents
	使用管道加速器对 IaC 管道进行 AWS DevOps 标准化
	什么是 DPA？
	使用 DPA 的好处

	DevOps 流水线加速器的架构
	适用于应用程序的 DPA
	用于基础架构配置的 DPA

	使用 DevOps 管道加速器
	CodePipeline 用于部署 Terraform 和模板 CloudFormation
	先决条件
	工具
	说明
	创建 CodeCommit 存储库
	创建管道并定义阶段 (Terraform)
	创建管道并定义阶段 (CloudFormation)

	了解入口点 JSON 文件
	Terraform 入口点文件
	CloudFormation 入口点文件


	使用 C GitLab I/CD 部署 Terraform、AWS CDK 和模板 CloudFormation
	先决条件
	工具
	说明


	贡献者
	编写
	正在审阅
	技术写作

	文档历史记录
	AWS 规范性指导词汇表
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	我
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

