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https://docs.aws.amazon.com/decision-guides/latest/containers-on-aws-how-to-choose/choosing-aws-container-service.html
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AWS B IES P4 BB R3LE AWS
Titfh. SMAAEMATHEEMLRXBNCTIEMATABFL , BEZEEFHOH. BEALER (6

WA, BREMAR ) MELRE. flm, —LAATREERE)RREANNEBEER IP it |, B

HEREAER P itz 8l , A TRRFEED MR ITHE.

AR T {a £ Amazon GuardDuty F1 Amazon Route 53 Resolver DNS By A& ik B B 3h CTI
R =Bl AWS Network Firewall & ] SARE B 349 37 3 SR PX e R, 1EAL R 2 ERFERFKE
SBHRE, B AWS RS BIFAWS Step Functions THEFRRE ( B RIRSH ) B EHREE,
HAWS LambdaB#UfF CTI ##y JSON #R /5 , E2ft Rk —1NE3) Step Functions TERZERIIL S
# EventBridgeZE#-

TRETRT —1NRHIZEH, Step Functions TERES B EFHM PR EM 55K GuardDuty, Route 53
Resolver DNS Firewall # #y13] 51 5% LA & Network Firewall FREYAMNILH .

CUEN  AWS Cloud

%?:l AWS Step Functions workflow
GuardDuty
AWS Step Functions workflow

External CTI data Lambda function EventBridge

&

AWS Network Firewall

% AWS Step Functions workflow
o B

Route 53 Resolver
DynamoDB table Lambda function DNS Firewall

=

ooog

BRRERT T ITERE

1. EventBridge JEZh R EB it KB 3. LWEHF3— AWS Lambda B,
2. Lambda BEBMASBEENR PR ZE CTI HiiE.
3. Lambda EHECRK R EH CTI HIFEE AL # DynamoDB .

bk ] 7


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/get_firewall_domain_list.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/update_firewall_domains.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-dns-firewall-with-cloudwatch.html
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Hih AWS RS ( FlnE S ) BiAEL R GuardDuty, BRI BAEM Security Hub CSPM RE&E
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/firewall-resolver-query-logs-configuring.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html

AWS FSEHES MERIMEREE AWS

RKBEAWS KFHZFNE=AFRNAEERNKE. AWS RFEXERNESZER , F5H
Security Hub CSPM X #4H 7 ## Security Hub CSPM FH X o

Security Hub CSPM & 23E Bzh{L IR , A HBIEN LR L RBHTIRINEE, i, YLLREKX
Wet , A LAER B EAN B EFHXBEELIN, LETLUFERES Amazon K&K EventBridge
REFINBFEXIWEN AR, BXRELEFEL , HSH Sec urity Hub CSPM XHSH # B 315K
Security Hub CSPM KM R AN HEE1T 3

MREFEALS# GuardDuty , RIBIENFHEE GuardDuty A FHBEL R K% F Security Hub
CSPM, S , Security Hub CSPM AT B X E R MM AETT BN Z LS BN W, BXRESZE
B | 2 GuardDuty X4 AWS Security Hub CSPMA Y 55

¥ F Network Firewall #1 Route 53 Resolver DNS Firewall , A RIBEEICRHNNEHTEVNEZEE
X &I, Amazon Athena R —REREHRS , IHBBEFERAIRE SQL BT Amazon S3 F 5 *ﬁ
BiE, BRI LAE Athena P2 E# , AT Amazon S3 FH B EHIREMEXEIE, AXiH |

S Athena TR AI], RS , BALUERA AWS Lambda BECFHE B RKIEH B NAWS z:zémﬂ
BEREK (ASFF) |, HiF4 R %1% % Security Hub CSPM, AR 2 Lambda BRBURSI |, ZEREERE
P £& By X 3B B B IEF#9 Security Hub CSPM HE4L R -

Import { SecurityHubClient, BatchImportFindingsCommand, GetFindingsCommand } from
"@aws-sdk/client-securityhub";

Export const handler = async(event) => {
const date = new Date().toISOString();

const config = {
Region: REGION
i

const input = {
Findings: [
{
SchemaVersion: '2018-10-08"',
Id: ALERTLOGS3BUCKETID,
ProductArn: FIREWALLMANAGERARN,
GeneratorId: 'alertlogs-to-findings',
AwsAccountId: ACCOUNTID,
Types: 'Unusual Behaviours/Network Flow/Alert’,
CreatedAt: date,
UpdatedAt: date,
Severity: {
Normalized: 80,

HRLPELRETE AWS 13


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html

AWS FSEHES MERIMEREE AWS

Product: 8

I

Confidence: 100,

Title: 'Alert Log to Findings',

Description: 'Network Firewall Alert Log into Finding - add
top level dynamic detail',

Resources: [

{
/*these are custom resources. Contain deeper details of your event
here*/
firewallName: 'Example Name',
event: 'Example details here'
}
]
}
]
};

const client = new SecurityHubClient(config);

const command = new BatchImportFindingsCommand(input);
const response = await client.send(command);

return { statusCode: 200, response };

i

BERIE R HFEKIEER Security Hub CSPM R FTERBMERBURF BN ALSZER, MREFE
EEHMAEHE , M LAEA EventBridge R 311Z3 18, MREBERME S TUREITREE , W7 LAE
B 5520 {5 % 08 A IR S5 (Amazon SNS) Simple SNS SERVICE, BWZ A EM XA XL |, EHit
RFHAITEHIAR , LURR BN FZER,

R AWS ZE RS H Al R

Amazon Security Lake AJSABFMERBRSHNE=ARSHRESZTLEXNAE AWS RS MEH
BiE, EEWHUBETAEELWRENEFREFBDEEERENEGAM. Security Lake 2IFHE
BRI Apache Parquet A& N FF MM R £ L IHELR (OCSF) KT T RZEM. £ OCSF
X T , Security Lake ATBARRAE(L AWS HEH KA EHDI RZEHBRNZEHIE. Hitb AWS R
& ME=H RS AT LAT R EMTE Security Lake FHIEIE , ATFSEHMNMNEZEBIE D,

IET LU Security Lake EZiE R WK B Security Hub CSPM WIAELE R, EEELER , BB
RAXAIRS , H4F Security Hub CSPM {ERJRAINZE Security Lake 1, ERX LR G , Security
Hub CSPM F & FERE LI %1% 2 Security Lake, Security Lake £ Bzi#r 41t Security Hub
CSPM WA T4 R H G H ¥ OCSF, 7 Security Lake & , A LURII—MNRZAMT R AR EEH

£/R AWS ZEeBIFESH ML EIE 14


https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html

AWS FSEHES MERIMEREE AWS

Security Hub CSPM BA&EXI . BEXEZER , iHSH Security Lake 314 AWS Security Hub CSPM
P 5 E K.

AT re AWS : inForce 2024-MEEMEIRHEZE) AWSIH2 T WA £ A Security Hub CSPM
Security Lake EEFRHEZE CTl,

FEERENZRMER (CT) WHEKBEESZZEKRMREHER (CT) HEXMER, B2 , Bl
BOZEREZ A, flin , BALUARSEEEFNBNREENHHLE ﬁlJilﬂ"‘E’JI%ilﬂi%;zéﬂF/D\EEE
BHENMDHPL (ISAC), BREBTCESMANPELER | REABNEHECT. ENEHER
FAEE AP ERX , MEEZ4 Feed £E,

AERHXRECTIRESREML MNERFINER#ITH ., BUUERBERBEASLTL2EH,
KRG, BALERLESHMBESR , SMERR T BEN AWS IKFZ2 R, RfE , ENRE
ERIRA ( HIENERIR G2 47T ) ATLGRBMEM AR NENFEE. ATEEFELR/ TRHELER AWS
Security Hub CSPM , Rt AT BURFIX L2 2 T #6400 B R 6E AR RV A& X | 640 JSON = STIX, Ra , &
F CTI RIEAERREME. MNVEBERTESEN,. ERCMBIEEREHRN CTI, AF , BN
CTIREE ZH#HRHE,

THEERT AWS RS AEAERK CTI, ARELNEEHE ( S EMKXEENLMEMEXKE )

HE,

AWS Cloud
Security tooling account nrkluad account

GuardDuty

5,

% 5 5ecurlty Hub Lambda function Amazon S3 AWS Network Firewall
Alert2Finding Alert logs
Cyber analysts
O-H7

@ 5—

oy
DynamoDB table Lambda function Lambda function Amazon S3 Route 53 Resolver
Findings2STIX Block2Finding Firewall logs DNS Firewall

%

Trust community Threat intelligence
application

LEERT L/{TI'TIIE/JNJ
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https://docs.aws.amazon.com/security-lake/latest/userguide/aws-integrations.html#securityhub-integration
https://www.youtube.com/watch?v=ufNNHBPPjQU

AWS MM S R BB R3LE AWS
1. AELRREHBIZEMN AWS Security Hub CSPM,

2. AWS Lambda BB Security Hub CSPM R ATIMNER |, FAFEER N THENEK |, film
JSON & STIX,

3. Lambda B AEL RF#EEL % DynamoDB &kH,

4. ELS#E T E R (Amazon EC2) L G M R2RARSS (Amazon ECS) LT E=H EEME
R F A M DynamoDB RARRFEL R,

5. ME D IMERERF &P FECTI,
6. BB T ERCTIR AR HEMCTIE~ENERELARNEELX,

HZ CTI



AWS FSEHES MERIMEREE AWS

RS RN IR

ZR-TRALANAS, TULNREBHHR, XERZNEALEFMAULZRERHBRAEE4E
X, #RZHNTFSMENEBREBRDERF. ZERARENNE K RARERKESEKARNAHIR
. EARERENERILEE , HEME N ENALEBESTES,

BINBUEAEEUTHMARR, XERRAUABHEEBRDH AWS REFHERLBERAMSHRES ,
AHEPEREMBZEPBERAE,

AWS &R

« AWS EHR A0
« AWS re: inForce 2024-MEREMEIRZEZIFE (I ) AWS
« AWS 2023 FEFRTIES  F AERAINTHELZLPONNEBIHEIREZ (M)

AWS RS Y

» Amazon DynamoDB 3 #4

+ I 5% EventBridge 344

» 5% GuardDuty 344

« AWS Lambda 3044

+ AWS Network Firewall 3 1%

+ Amazon Route 53 Resolver DNS B /A 1 3044

» AWS Security Hub CSPM 344

« Amazon B& X

o WS EEF#HRS (Amazon S3) Semple Service X4
« AWS Step Functions X #4

STIX &R

e STIX 2.1 R4l

« EE URL i§7Ra%

AWS R 17


https://aws.amazon.com/architecture/
https://www.youtube.com/watch?v=ufNNHBPPjQU
https://www.youtube.com/watch?v=0P8snWhCN4I
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://oasis-open.github.io/cti-documentation/stix/examples.html
https://oasis-open.github.io/cti-documentation/examples/indicator-for-malicious-url
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* OpenCTI
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https://github.com/OpenCTI-Platform/opencti
https://www.misp-project.org/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/cyber-threat-intelligence-sharing/cyber-threat-intelligence-sharing.rss
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