aws

RIEWHELEREMIEEHEIRBIE
+=+ =

AWS B EES

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS FSEHES NENALEREMBEMERIBIE

AWS SRS NEMNAREREMAMEKBIEAE

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FRE & WREME T Amazon. 5 Amazon BXEEH Amazon #B) , thaJgE R 2 Mt




AWS FSEHES NENALEREMBEMERIBIE

Table of Contents

(11 T TSRS 1
LA B A e 2
LA L e 3
ClOUAF O MIALION . e e e e e 3
AV S S A e 4
AV S G K e e 5
B =TS = 1{0) . TEUTT TR 6
U] 1510 o | TP 7
it = = RS RRPR R 9
g 7 SRR SURRRR 10
B R oo e ———————————————————————— 11
AV S A oot — e e ———————aaaaaaaaaaaaaan 11
B v = TSRS RS RRRSRSRRR 11
L e 11
D BB oottt e e e e 12
B oo ——————————raaa e ——— 12
T == 1 SRR SRRRRRRRR 12
B N =R SRRRRRRRI 12
BV =172 i Ta k- ST TUEE R R RRR 13
TR T R e e 14
B e 14
A 14
B e 17
G e 18
D e 21
B e 24
e 26
G e 27
H oo e 28
B et a e ———— 29
L et 31
VL e 32
O e 36
P 38




AWS FSEHES NENALEREMBEYERBIE

Qe b e oo e e b e oo e h e e e e et e e e h e e e e n e e e e nn et e e anne e e e 40
R e e oo e oo r e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e 41
S P OO UT SR PPPPTN 43
PO PP OPPPUPRRPT 46
U e e e e e e e e e e e e e e e e e e e e e e e e e e e e s e r e e e e e 47
Y PO PP PSPPI 48
L PP PP PPPPRRT 48
AP PP ROPPPUPRRPT 49
............................................................................................................................................................... I




AWS FSEHES NENALEREMBEMERIBIE

NENALAFEM BB IR

I 5% Web Services ( FREk#E )

2024 F 2 B ( XHEHLIEFH)

Eiz AL (laC) RBES -~ 4AEREXHRENEENRAERFEMEMNTRE. 1aC EEFHYPEES
EEEMIRE, XIUEFERELCNREY R €M EEFUESN, THREN -3, CREEN
DevOps SRERAY R BA RIS |, BlARA RS, HEERMFELHE,

R EMIREEIREE (1aC) TEHMAALNEERE, X—REAFWAHLARHEEMEN, NAR
FHERSZSWFMERR. S TEHEMLERS ; Bt , &F one-size-fits-all #EH,

B, EENEEEMRER - M RAERVFILE. 1aC BIRBEILTXERES , ACKNEE
ERiIREN I RBRE R, 1aC TEEFRARERBEAREESEXNBEEMBEN, XTXALE
Bl REY , EANEEKMGFTEE, W, 1aC CEEFREZ LM , AR laC AFENAR
EHEBAHBRE , NMRIEEMRENTEENZ2E, AREK , EBNIaCTERMRE—1
BRRE |, TR —MEEERNE L 55 EAR BT 5 MR

AEERNTURATEE AWS RN AEMAFERN laC TE : AWS CloudFormation, AWS
Serverless Application Model (AWS SAM) AWS Cloud Development Kit (AWS CDK), HashiCorp
Terraform #l Pulumi, ELLRTXETE | HIESLETRERFEHAK, AANSATERNITENS
B, XBREMAILEN laC TESZNALBRNFEZARNEREEASRE . Hlwn , MREENEH
RAFE& JavaScript , M AJ LLiE#E AWS CDK f#H TypeScript EAEER 1aC TE | BAE A LMELE
T & THERER,




AWS FSEHES NENALEREMBEMERIBIE

SKHE laC RY&FAL

B RNEALERSEN laC TR, BALEREUTHA -

« BE —laCH BNz —REIERFIRERMRIEEE, ETRBOFEUTUERWBEER
WBIRNEREZTE, FHRESN ITHEFREDR , FEXTHIEIMAZE IHRIZ B E 4
P, BIRSEE  ALAREPEHFHREENTHTCHNEFZERITHRR. EXATEEE
laC BB —R , RAETHENRBBERHENAE |, FrANENAFHAB e SR E — /NI
o

- Y EM —laC IUERNEABEMZHEANER. AREERERR , RKETUEEAS
RIS B, fl0 , ERECEHAEERERNE  SEELRSWALATUT KAELUERZAF
ERKo

- WRELZEM —laC BENHAAZHRLMMEMME, Organizations BEBIREREHEZLREENEE |
HBEBIXNEW 1aC ETENE , BEXEERHFRTXLERENEEZ., IR laC EREAEMAN
EEMAAMHABIOTARERER B XTUBLENETZENWERMZEN,

c —HM — —HMR IaCHB —NEERY, HLEIRMFIBBEEN , T —BETTEHEN,
AN ENER , RENENERNFEEEERERE, XEF—HZABELSBFR. RER
IEFEFHREC B XBER,

s ME — laC RETENMNTREGARNRENEFT ., BFAREDPESFREUHTERMF R, B
ERIIAARERE B A T2 NN EMZENE, QA IRMEMNSHEAEELE~HRENBEREIE, Y
MMERTFHER , FRARRE S HEMEMNMNRBHEEZETHE, CETURNESKE
WIMEREIRANE1E. BIRNTT AR AREFUERENER , ARSHMOANMNRZXEERBEDT , N
B > EESE TE,

o BRIERA —1aC BERTHEARHNEAE, EELRARFHEENE, ZRENEBCEEFANSE
BAAR , AR THENFHE,

- REUEM-IRENEMERRA , IREZHRGEERFRIZRERNINFEERS. £H
laC , BRENEENRERATLERFANFRNET. HTFHUBRRBREZLHE  AREFSH
laC B} , A SUAE S M E MR IR 6 2.

- BRERERN-HEEBLENAENRERTBSXMIARLCEN , RerEREREZ, % 1aC TET
EEYERNZERHF TR, flin , MEEABREFHERT EWER , WATLAER 1aC TEX
RN EE RN AR HFHIRE BIFHRES

o X — HTF 1aC JUER, ERNHEREEFEMEN  REELERAKRENBMERENATH 1T
MHARKHE R, MREBERER , ATRET BRI £~ BN,




AWS FSEHES NENALEREMBEYERBIE

=F laC ;W T E AWS Cloud

FEERNTARTEE AWS BRNAMAERN aC TR, BHRTIXETE K HESETREER
EHRA, AANCATERNIENTRE, XBREMEMIEN laC TESEZNARBHRMNTRARN
REEEERE—H.

EATH , ERFATHESHIENIHFREREMLRR. flU , BETEREEFER AWS
Cloud , EfITAESZoHESTHE. Eﬂﬂk)""]%%’%ﬂéﬁﬁinﬁﬂ’]%ﬂu\ , MEMANZFE R
RWIEES. THEBEHIENMRR , AZEBN IERESENEALR.

AU T 1aC TA :

* AWS CloudFormation
« AWS Serverless Application Model (AWS SAM)
AWS Cloud Development Kit (AWS CDK)

HashiCorp Terraform

e Pulumi

B AWS CloudFormation /€ 1aC T E

AWS CloudFormation AWS RS R —MEAEBERXHEEE AWS BENITE, EnLleiE—NE
REILBHAMAE AWS BIRAER , HHEF CloudFormation & B E X L RIR.

CloudFormation iR 2 &£ JSON = YAML 4#EH. #t CloudFormationtk &R+ E X HI %
FRHSEI, EBALUEE., & CloudFormation SDK LU4RTEH X EE CloudFormation &k AWS
Management Console , 8 AJLAEIY AWS Command Line Interface (JAWS CLISREE #ik, Hx
T 4E CloudFormation RIEHNEZEE |, 2 M CloudFormation XA H#AWS CloudFormation 4
ZFMAWS CloudFormation THERE,

AR LS CloudFormation :

* CloudFormation EEA WA EBEESTHHEKR MBI EER, TELLCE TG HK
FEEETHRRNMINER, XAUBHEAERE R PRIBINGR. Hln, MREEHRT
Amazon Relational Database Service (Amazon RDS) $3EELHI A , W CloudFormation &6
B HREEANRBEIERE. RELELEZ2H T BEEFEPNRE , SNEFERXEHE, W
REEREURE , WLFINENERHSBBEEFERER , AN EBEENHER 2o THEMN
itXlo

CloudFormation 3


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-howdoesitwork.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html#cfn-concepts-change-sets

AWS MBS R S B R R TR R B T B
- MBAEBEBEAENIREFHINER , W& BE3E CloudFormation R E| £k B 218 THEIRES.
« & LA CloudFormation Htik EEZ N AWS K MELFBEIRE AWS XiF,

o FEALLTHABZEEFHEIR CloudFormation 1IRMHHELEXNTITEA : AWS:: *, Alexa: * MEE
Noi*, EXEERT , BRERNTEN AWS BiRNFT , MEFIEBRR —F,

+ CloudFormation H{REEIRA ., iXEIKZE CloudFormation AT LLERAEERS AWS ki E A E
CloudFormation &4 A E X K &R,

 CloudFormation A TFRMMEERERENTE, BXEZEL | BFSR BB AR N HZF
BRI EREENR, CloudFormation

« IBAILAEA CloudFormation BIZEEN KR, LA UERRTPREEENEREZE , XLZ1HE
CloudFormation AJ1E& 8128, FEH M BREREHETT,

+ CloudFormation X#{#HCloudFormation > xRN E=Z A NAREFARHFEITEER, ENEE,
+ CloudFormation X#&F&IE&IJRES A CloudFormation B,

AR = CloudFormation :

o WMBRLRFETE JSON 5 YAML iB3% , AJRE B E — Lt EIRER ., JSON TR AN AELTEMIRITH |
EARAAFRIITREERE. YAML AFEEARITFEHEES THIE, BR , ENBEEETHRFTMZE
1%, ABRBZILHEFIHEIR,

« CloudFormation F*% & Z =% =&,

- BAMERESRARIKI (FlI ) REIBATEEERANHENHEERLKLB, AWS Cloud
Development Kit (AWS CDK)

£ AWS Serverless Application Model (AWS SAM) E 1aC T &

AWS Serverless Application Model (AWS SAM) 2 —/NAI¥ B T E S AWS CloudFormation. &
DEEESEERAETRSBNAREFNEMINGE. E AWS SAM EiRE , 2 FHEHEKIRH
CloudFormation SABI2E LK &R, AWS SAM R EB DA , AWS SAM 1ERHSEFAWS SAM
WHITHRE (AWS SAM CLI), REETLUEIEE AWS SAM #EiRH A CloudFormationi&s% , EE
AWS SAM Rt T B2 MBIEZE , TNATIRERSHEF K. XMEEEEATNERSHZRR

( #5370 Amazon API Gateway ) F'#&REH 1aC 171, AWS Lambda AWS Step Functions AWS
SAMCLI 2—MFLAETE , HPWIHEE T HBEIEER ML AWS Lambda Thae. BIEIFEERNEF
£ (CI/ICD) Bl , UARETHHREBELRSHJNAERRF,

FEANML S AWS SAM :

AWS SAM 4


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-custom-resources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/what-is-sam.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/what-is-sam.html#what-is-sam-template
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/what-is-sam.html#what-is-sam-cli
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/what-is-sam.html#what-is-sam-cli
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html#constructs_lib_levels
https://docs.aws.amazon.com/cdk/v2/guide/aspects.html
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https://docs.aws.amazon.com/cdk/api/v2/docs/aws-construct-library.html
https://docs.aws.amazon.com/cdk/v2/guide/testing.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html#constructs_lib_levels_one
https://docs.aws.amazon.com/cdk/v2/guide/cfn_layer.html#cfn_layer_raw
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-custom-resources.html
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
https://developer.hashicorp.com/terraform
https://developer.hashicorp.com/terraform/language
https://developer.hashicorp.com/terraform/language/syntax/configuration
https://developer.hashicorp.com/terraform/language/syntax/configuration
https://www.terraform.io/use-cases/multi-cloud-deployment
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https://www.hashicorp.com/blog/detecting-and-managing-drift-with-terraform
https://developer.hashicorp.com/terraform/language/settings/backends/s3
https://developer.hashicorp.com/terraform/enterprise
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://www.mozilla.org/en-US/MPL/
https://github.com/hashicorp/terraform/blob/b145fbcaadf0fa7d0e7040eac641d9aef2a26433/LICENSE
https://github.com/hashicorp/terraform/blob/b145fbcaadf0fa7d0e7040eac641d9aef2a26433/LICENSE
https://www.pulumi.com/docs/get-started/
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https://cdkworkshop.com/
https://mng.workshop.aws/cloudformation.html
https://catalog.workshops.aws/cfn101/en-US
https://hashicorp.github.io/workshops/aws/terraform/oss99/#1
https://github.com/hashicorp/terraform-cdk
https://github.com/pulumi/pulumi
https://pulumi.awsworkshop.io/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/check-aws-cdk-applications-or-cloudformation-templates-for-best-practices-by-using-cdk-nag-rule-packs.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/check-aws-cdk-applications-or-cloudformation-templates-for-best-practices-by-using-cdk-nag-rule-packs.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.hashicorp.com/resources/getting-started-with-infrastructure-as-code-iac
https://developer.hashicorp.com/terraform/docs
https://www.pulumi.com/docs/
https://www.pulumi.com/what-is/what-is-infrastructure-as-code/
https://github.com/cdklabs/cdk-nag
https://github.com/stelligent/cfn_nag
https://terratest.gruntwork.io/
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